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The need to use information technology is due to many reasons. The current state of
computer technology (CT), modern numerical methods make it possible to model objects
whose behavior is described by very complex mathematical dependencies, for example,
nonlinear systems of differential or integral equations. But complex computational
algorithms have their own intrinsic properties, which are far from always analogous, even
up to approximation errors, to the properties of the original mathematical model (MM).
This can lead to effects of a purely computational nature. Therefore, an important task of
the theory of numerical methods is (in relation to the considered structure of information
technology (IT)) the development of computational algorithms that exclude or minimize the
occurrence of such situations. At the same time, the problem of developing an adequate
mathematical model for describing various diffusion processes (DP), as well as methods
that implement them, remains very urgent. IT must ensure the "liberation" of a human
researcher from performing labor-intensive unproductive operations of the computational
process. In this article, issues related to the form of representation of solutions obtained in
the course of mathematical modeling are considered. The introduction of the computational
experiment method into the practice of theoretical research and a wide range of
technologies for processing experimental data made it possible to solve fundamentally new
problems, and, in some cases, led to the emergence of new subject areas that could not exist
before the advent of modern CT and the development of IT.

Keywords: multimedia information technology, diffusion process, mathematical modeling,
computational experiment.

Introduction

The main circle of problems solved in the course of mathematical modeling is the
development of mathematical models (MM) of the studied processes, as well as the
development of computational and numerical methods for the implementation of these MM.
Anomalous diffusion is a diffusion process when the classical Einstein relationship is
violated, that is, the standard deviation of the position of a wandering particle is not a linear
function of time. In practice, many diffusion processes are actually anomalous. In the existing
literature, there are many theoretical calculations for describing anomalous diffusions (the
method of reducing partial differential equations to ordinary ones, followed by the numerical
solution of modeling and identification problems; the method of quasi-linearization and
sweep in a parameter; the method of conjugate functions), as well as descriptions of MM
variants, but always large of interest is the most accurate and, in practice, easily used MM of
anomalous diffusion.

At the same time, issues related to the form of representation of solutions obtained in
the course of mathematical modeling should also be recognized as important. First of all, this
aspect concerns the application of information technology (IT) and is associated with the
presentation, analysis and implementation of the resulting solutions. It is the implementation
in a practical way, as well as the IT requirements for the implementation of MM, that is
proposed in this article.
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The aim of the work is to identify and analyze the basic requirements for information
technology, focused on the presentation of the results of mathematical modeling of diffusion
(including the so-called "anomalous™) processes.

To achieve this target, it is necessary to solve the following tasks:

e to define and to analyze the tasks facing information technologies in the
mathematical modeling of processes;

e to justify the need to use information technology;

e to identify the requirements for information technologies for solving problems of
mathematical modeling of the diffusion process.

Main part

The problems arising (as noted above) in the interpretation of the results of
mathematical modeling are, in particular, the following. In a number of important applied
cases, in the course of mathematical modeling, the investigated diffusion processes (DP) are
considered as processes with distributed parameters. The spatial domain of processes with
distributed parameters in modeling is represented by a finite-dimensional mesh of nodes [1-3]
or finite elements [4, 5], and the state function is an array of values of grid functions at these
nodes (or functions in finite elements). Depending on the required accuracy of the solution,
the resulting arrays of grid functions (functions in finite elements) have significant sizes

(10%...10° values). With such a number of values, the possibilities for interpreting solutions
become of paramount importance (for example, ordering arrays of values and their forms of
presentation, methods of storage and handling, transformation, etc.).

In addition, the results of mathematical modeling are often only an intermediate link in
the applied problem being solved. In particular, when solving problems of controlling
technological or natural processes (technical objects), as a result of mathematical modeling, a
function of the state of the object is obtained, according to which the control action is
synthesized (taking into account the control law). In this case, as a rule, the synthesis of the
control action should be carried out in a real (or even in an accelerated) time scale in the case
of solving optimization or multivariate problems. Taking into account the fact that
technological or natural processes (technical objects), as noted earlier, are mainly processes
with distributed parameters (objects with distributed parameters) (with their inherent features
and complexities of mathematical modeling and, above all, significant sizes of arrays that
determine the values functions of state), then rational methods of data processing acquire a
priority. In these conditions, IT, focused on the creation and application of methods and tools
for processing the results of mathematical modeling, constitutes an urgent scientific and
applied technical problem.

The formation of a wide class of modern theoretical and applied areas of scientific
research (associated, for example, with the atmosphere, the extraction of minerals and other
physically complex processes and objects in which a certain kind of diffusion anomalies arise)
has become fully possible only thanks to the advent of computer modeling. Examples of the
most important areas of research in which mathematical (computer) modeling plays a major
role are, in particular, problems of numerical weather prediction, climate change and issues
related to pollution of the atmosphere and other components of the environment.

The need to use IT in this case is due to a number of reasons:

e equations describing various processes cannot be solved analytically without using
numerical methods, the implementation and interpretation of which is due to the use of IT
tools;

e modeling of the specified class of processes is associated with a huge amount of
computations, which often requires the use of the most powerful means of CT and developed
IT;
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e the only experimental data on the state of complex processes are the data of
numerous observations (for example, for geological processes, this is drilling wells and
measuring reservoir pressures in them; for processes in the atmosphere, this is the
determination of the characteristics of its state using ground stations, weather balloons,
aviation, various remote control systems sounding based on ground-based radars and orbiting
satellites), and the assimilation of such an extensive set of data from various sources is
impossible without the use of modern systems for processing, collecting and transmitting
information;

e modeling (including mathematical) implies manipulation of significant amounts of
intermediate data and analysis (for example, systematization, long-term forecast, etc.) of the
results obtained, the effective implementation of which is impossible without the use of
certain IT;

e a number of problems of mathematical modeling (especially in the field of studying
the regional and global climate; seismic exploration, geodesy and geoecology; variational
assimilation of data in complex technological processes) is associated with the need to
maintain huge data archives, constant and effective access to which must be provided by IT
means.

If we consider mathematical modeling in conjunction with the IT that implements it,
then, in this case, it is permissible to talk about information and mathematical modeling (IM
modeling) [4, 6]. In this case, the process of IM-modeling includes: collection of the
necessary information (in accordance with the set goal), which constitutes (determines) the
information model of the process (object) under study; processing of the received data (their
organization or structuring) and the algorithm for transforming this data (encapsulation);
formation of MM process (object); geometrization of the model or its results of computational
implementation (computer visualization by means of computer graphics - the execution of
geometric constructions).

Thus, we can conclude that IT provides, in solving problems of mathematical modeling,
in the narrow sense, preparation (and, if necessary, collection, as, for example, in the case of
modeling atmospheric processes) of the initial data and interpretation of the solution results in
a convenient form. or, in a broader sense, IT acts as a toolkit for the implementation of
methods and means of mathematical modeling, constituting, in conjunction with the latter, the
basis of IM modeling, in which IT and mathematical modeling tools most effectively
complement each other in the course of solving applied problems.

The most important factor that determines the effectiveness of IT is its structure (i.e. the
elements that make up IT, and the topological connections between them).

Academician AA Samarsky proposed IT [6, 7], the structure of which (Fig. 1) most
fully meets the goal of solving problems of mathematical modeling. At the same time, the IT
structure is presented in the form of the "MODEL - ALGORITHM - PROGRAM" structure,
which defines an unambiguous action plan for the use of mathematical modeling methods:

e choice (or construction) of an "equivalent” of an object, reflecting in mathematical
form its most important properties - the laws to which it obeys, the connections inherent in its
constituent parts, etc. (in other words, the essence of MM);

e selection (or development) of an algorithm for implementing the model on PC;

e creation of programs that "translate” MM and the algorithm into an accessible PC
language.

The following should be noted regarding the properties of this structure. MM - as the
most important link in the structure - must be adequate to the object (process) under study.
This should be confirmed by an experiment of one kind or another (that is, the “behavior” of a
real object (process) and its MM under equal conditions should coincide). After establishing
the adequacy of the structure to the original object with MM, various "experiments" are
carried out: computational experiments that give all the required qualitative and quantitative
properties and characteristics of the object (process).

7
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Algorithm — Object of study

Information
model

o Program

Fig. 1. IT structure focused on solving problems of mathematical modeling (typical structure)

A computational experiment is designed to study, predict, optimize complex (including
multiparameter and nonlinear objects (processes)), the theoretical and experimental study of
which is difficult by traditional methods.

A computational experiment, in contrast to experiments on natural objects (processes),
allows one to accumulate the results obtained in the study of a certain range of problems, and
then quickly and flexibly apply them to solving problems in completely different areas. This
property is possessed by “universal” MMs that formalize most of the DP. For example, the
equation of nonlinear thermal conductivity is suitable for describing not only thermal
processes, but also diffusion of matter, movement of groundwater, and gas filtration in porous
media. Only the physical meaning of the quantities included in this equation changes. The
modeling process is accompanied by the improvement and refinement, as necessary, of all
links of the structure.

It should be noted that programs that implement computational algorithms play an
important role in the above structure. They must ensure the efficiency of solving a
mathematical problem with a minimum of computational costs.

Thus, IT supporting a computational experiment, in their structure, include: methods for
constructing MM, support for the latest implementations for finding and selecting algorithms
and programs for numerical solution of problems, methods and tools for the accuracy of the
calculations performed and the correct operation of the programs used.

Considering the above, the IT structure shown in Fig. 1, can be taken as a typical
(generalized) one, which is focused on solving problems of mathematical modeling, since it
covers all the main aspects of solving the specified class of problems. On the basis of a typical
IT structure, IT structures are formed, designed to solve applied problems of mathematical
modeling.

Analysis of the basic requirements for information technology focused on solving
problems of mathematical modeling of diffusion processes

It is obvious that IT that provide the solution of a certain class of problems of
mathematical modeling (in particular, modeling of diffusion processes) must meet certain
requirements. These requirements reflect the relationship between the main (basic) properties
of objects, processes; phenomena investigated in the course of mathematical modeling with
the means of applied IT and, ultimately, determine the effectiveness of the latter.

Let's analyze the basic requirements for IT, focused on solving problems of
mathematical modeling of diffusion processes. The following requirements are considered
basic in the mathematical modeling of diffusion processes:

8
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o the ability to process large-scale arrays of numerical information, which are fields of
values of the required functions of the state of the DP. Moreover, this processing should
provide both operations on multidimensional (mainly two- and three-dimensional) arrays, and
the possibility of obtaining a result in real (or even accelerated) time scale, taking into account
the subsequent solution of multivariate and optimization control problems;

o the ability to adequately display the qualitative dynamic behavior of the DP at the
stage of visualization of the solution of mathematical modeling problems, taking into account
the predominantly distributed nature of the processes under study. In other words, when
visualizing the received (or displayed) with the help of one or another IT solutions, the latter
should be adequate, i.e. with an accuracy to full-scale experiments on a real object (process),
reflect its dynamic behavior, taking into account the action on the object (process) of external
disturbances and controls;

e creation of effective (from the point of view of computational costs) numerical
methods for the implementation of the MM DP in the procedures of IM-modeling. The
complexity of the formalization of the problems of mathematical modeling of DP, caused by
the finite unrepresentability of the MM of the DP, the nontrivial nature of the spatial regions
of modeling and boundary conditions, imposes increased requirements on the computational
costs of the computer implementation of the methods used as part of the IT used. Ultimately,
the computational costs for the implementation of mathematical modeling methods determine
the influence of these methods (as an integral part of the IM-modeling technology) under the
conditions of the given criteria;

¢ the ability to automate the process of mathematical modeling of DP. IT should free
the researcher from performing time-consuming operations of the computational process. For
example: setting geometry and discretizing spatial areas; determination of parameters of
discrete spatial areas; recalculation and re-assignment of these parameters in the course of
solving non-stationary and non-linear problems; assignment, recalculation and input of initial
and boundary conditions, etc. The human researcher, if necessary, retains the functions of
analysis and decision-making based on the results of mathematical modeling.

Conclusion

The basic requirements for IT focused on solving problems of mathematical modeling
of diffusion processes are stated. Possible ways of increasing the efficiency of these ITs in the
course of applied research are shown, and the possibility of interpreting the typical IT
structure for solving scientific and engineering problems is analyzed.
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OCOBEHHOCTH CO3JIAHUS HH®OPMAIIMOHHBIX TEXHOJIOT A,
OPUEHTUPOBAHHBIX HA NCCJIEJOBAHUH JJU®D®PY3UOHHBIX
IMPOLECCOB

O.B. ITuBoBap, C.A. IlonoxaeHKo

Onecckuii HAMOHAIBHBIHN IMOTUTEXHUYSCKHIA YHHUBEPCUTET,
npocr. [lleBuenko, 1, Onecca, 65044, Ykpaunna; e-mail: sanp277@gmail.com

HeobxomumocTs  MCHONB30BaHUS ~ MHGDOPMAIIMOHHON  TEXHOJOTHH  OOYCIOBJICHA
MHOXCCTBOM TNpWYWH. HBIHENIHEE COCTOSHHE BbUMCIUTENBHOW TexHUKH (BT),
COBPEMCHHBIX YHCICHHBIX METOJIOB TIO3BOJISIOT OCYIICCTBISATh MOJICITUPOBAHUAE OOBEKTOB,
MOBEJICHUE KOTOPHIX OMHCHIBACTCS BEChMa CIIOKHBIMH MaTEMATHYCCKIMU 3aBHCUMOCTSIMH,
HAmpUMep, HEIMHEHHBIMU  cHUcTeMaMu MU QGEPCHIMATBHBIX WM  HWHTETPaJbHBIX
ypaBHeHHA. HO CIIOJKHBIC BBIYMCIUTEIBHBIC aIrOPUTMBI 00JaIal0T CBOUMH BHYTPCHHUMU
CBOWMCTBaMH, KOTOPBIE AAJIEKO HE BCET/la AHAJOTHYHBI, Mak€ C TOYHOCTHIO JO OIIHNOOK
anIpOKCUMAITNH, CBOWCTBAM HCXOTHOM Maremarmueckoit mozemn (MM). Dto Moxer
NPUBOIUTh K NOSABICHHUIO 3(()EKTOB, WMEIOMNX YHCTO BBIYHCIUTEIBHYIO IPUPONY.
[TosTomy BakHOW 3amadell TEOPHH YHCICHHBIX METOHOB SBIIIETCS (MPHUMEHHUTEIBHO K
paccMaTpuBaeMoil  cTpykType wuHpopMmannonHoi texHomormu (MT)) paspaboTka
BBEIYUCITUTEIHHBIX AJITOPUTMOB, UCKITIOYAIOIIAX WIH CBOIIMINX K MUHUMYMY MOSBIICHHE
noo0HbIX cuTyanuii. [Ipu 3TOM mpobGiiema pa3paboTKU ajekBaTHeIXx MM misi omucaHus
pasnuuHbiX and¢y3nonHbx mnpoueccoB (JI), a Takke METOAOB, UX pPEATUIYIOLIMX,
ocracTcs BecbMa aktyanbHOW. UT momkHa obecrednTh «OCBOOOKICHHE) YeIOBCKa-
WCCIEeIOBATeNsl OT  BBIIOJHEHUS  TPYMOEMKUX  HEMPOM3BOJAUTENBHBIX  OmNepanuid
BBIYHMCIIUTEIBHOTO Tpoliecca. B cTarhe, paccMOTPEHO BONPOCHI, CBs3aHHbIE ¢ (opmoit
MPEICTABICHAS MONyYaeMbIX B XOJE€ MAaTeMaTHYeCKOTO MOJCIHPOBAHMS —pEIICHUI.
Brenpenne MeToma BEYHCIUTENHHOTO OJKCIIEPHUMEHTa B TMPAKTHKY TEOPETHYCCKHUX
HCCIICIOBAaHUN U IIUPOKOTO CIEKTPa TEXHOJIOTHI 00pabOTKH IKCIIEPHUMEHTAIBHBIX TaHHBIX
MO3BOJIMJIO PEIINTh NPUHIMIUAIGHO HOBBIC 3aladd, a, B psle CIydaeB, IPUBEIO U K
BO3HHKHOBEHHIO HOBBIX TIPEAMETHBIX OONacTei, CyImIeCTBOBaHWE KOTOPHIX OBLIO
HEBO3MOXKHO J10 MOsIBJIEHUS coBpeMeHHbIX cpeacTB BT u paszsutus UT.

KaroueBble cioBa: MynpTHMenuitHas WH(OpManuOHHAs TEXHOJOTHs, AU(D(y3HOHHBIN
IpoIiecc, MaTeMaTH4YeCKOe MOICTUPOBAaHNE, BEIYHCIUTEIbHbIN IKCIIEPUMEHT.

OCOBJINBOCTI CTBOPEHHSI IHOOPMALIHUX TEXHOJIOTTIA,
OPIEHTOBAHUX HA JOCJLIKEHHSI NPOLECIB JU®Y3Ii

O.B. ITusoBap, C.A. IlonoxacHKo

Opeckkuil HallIOHATBHUHN TONITEXHIYHUN YHIBEPCUTET,
npocrt. [leBuenka, 1, Oneca, 65044, Ykpaina; e-mail: sanp277@gmail.com

HeoOxigHicTs BUKOpHUCTaHHS iHGOPMAIIHHOI TEXHOJOTI 00yMOBIEHa OE3MiYdl0 IPUIHH.
Hunimmin cran  obOumciroBambHOi TexHikH (OT), cydacHHX UHCENBHUX METOJIB
JIO3BOJISIIOTH 3/IICHIOBATH MOJICIIIOBAHHS O0'€KTIB, TOBEJIHKA SIKMX OMHUCYEThCS JIOCUTH
CKJIQIHUMHM MAaTeMaTHYHUMH 3aJeKHOCTSIMM, HANpUKIaA, HETIHIHHUMH CcHCTeMaMu
mudepeHnianbHUX abo IHTErpabHUX PIBHSAHb. AJle CKIagHi OOYMCIIIOBAIIBHI alrOPUTMH
MarOTh CBOI BHYTPIIIIHI BIaCTHBOCTI, SIKi IaJIEKO HE 3aBX/]H aHAJIOTIUHI, HABITh 3 TOUHICTIO
JI0 TMOMWJIOK AmpOKCHMAIlii, BIACTHBOCTSM BHXimgHOI Maremarnunol mozaeni (MM). Ile
MOK€ MPU3BOJAMUTHU IO MOSBU €(EKTiB, IO MaIOTh YUCTO OOUYUCIIOBANBHY TPUPOTYy. Tomy
BOXJIMBUM 3aBJIaHHSM TeOpii YMCENbHHX METOJIB € (CTOCOBHO aHANI30BaHOI CTPYKTYpi
iHpopmaniiiHoi TexHoxorii (IT)) po3poOka 06UHCITIOBATEHUX aJITOPUTMIB, 10 BUKITIOYAIOThH
a0o0 3BO/ATH O MiHIMYMY NOsIBYy NoaiOHuxX curyaniil. Ilpm npomy npoGrema po3poOku
anexkBaTHUX MM s ommcy pisHux andysnux npouecis ([IT), a takox meroxis, ix
peanizyloTh, 3aJUIIAEThCS JAOCHTh akTyanbHO. [T moBuHHA 3a0€3NEYNTH «3BUITLHEHHS»
JIOIUHU-JIOCTITHAKA BiJI BHUKOHAHHS TPYJAOMICTKHX HENPOAYKTHBHUX  OIEparlii
00YNCITIOBAJILHOTO TTPOLECy. Y CTaTTi, PO3IISIHYTO MUTAHHS, OB'sI3aHi 3 (OPMOIO TTOIaHHS
OJIep)KyBaHUX B XOJ MareMaTHYHOTO MOJENIOBAaHHS pillleHb. BrpoBajuKeHHs METOIy
O0YHUCITIOBAJILHOTO EKCIIEPUMEHTY B IPAKTHKY TEOPETUYHUX JOCHI/PKEHb 1 IMIMPOKOTro
CIIEKTPY TEXHOJOTiH OOpOOKM eKCIEepUMEHTaIbHUX JaHUX JO3BOJWIO BUPINIMTH
MPUHIIMIIOBO HOB1 3aBJIaHHS, a, B PAJi BUMAJAKIB, MPU3BEIO 1 0 BUHUKHEHHS HOBHX
MpeaMETHUX obacTell, iCHyBaHHS SIKMX OyJI0 HEMOXKIIMBO JI0 TOSBU Cy4acHUX 3aco6iBs OT
i po3Butky IT.

KalouoBi cioBa: MynbTumeniiiHa iHgopManiiiHa TexHoiyoris, audysiiHUI nponec,
MaTeMaTUYHE MOJETIOBAHHs, OOUNCIIOBAIbHUI €KCIIEPUMEHT.
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MATHEMATICAL MODELING OF CRITICALI PHENOMENA IN SOLID SOLUTION
OF SEMICONDUCTORS BASED ON A;B¢ COMPOUNDS

G.V. Shapovalov?, A.l. Kazakov?, P.P. Moskvin?, D.O. Khomutenko?, V.M. Petriv?
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Mathematical modeling of critical phenomena in multicomponent solid solutions of
semiconductors was carried out on the basis of the theory of phase transitions and the theory of
catastrophes. A mathematical method is proposed for calculating the spaces of coexistence of
phases in solid solutions of semiconductors of Il — VI groups of the periodic system. An
algorithm for calculating the zero contours of the free energy function of the system, critical
spaces and spaces of phase coexistence is presented. For calculating spaces of coexistence of
phases of order two in ternary solid solutions based on semiconductors of II — VI groups of the
periodic system the differential topological approach was used. The calculations were carried
out in the framework of the regular solution model. Interactions both of the first and the second
nearest neighbor pairs of atoms and also the temperature dependence of the interaction
parameter were considered additionally. Modern methods of computer simulation are used for
analyzing processes of occurrence of self-organizations ordered structures. Multicomponent
phase diagrams, taking into account the possibility of existence of bifurcation spaces and
critical spaces and spaces of coexistence of phases of different orders were obtained. The
positions of the spaces of coexistence of second-order phases for the Zn-Cd-Te system are
calculated using the mathematical method proposed in this work. Multicomponent phase
diagrams have been obtained, taking into account the possibility of the existence of bifurcation
spaces, critical spaces and spaces of coexistence of phases of different orders, makes it possible
to predict the processes of loss of stability in three-component semiconductor solutions based
on compounds Il - V and groups of the periodic system with different modes of their synthesis
and operation.

Keywords: Computer simulation, phase diagrams, solid solutions, alloys, semiconducting 11—
VI materials.

Introduction

The development of modern methods of computer modeling led to the possibility of
predicting the properties of multicomponent semiconductor materials. One of the promising areas
is the mathematical modeling of processes leading to degradation of the properties of
semiconductor compounds. Some progress has been made in this area; however, some directions
in the modeling of processes in semiconductors remain poorly studied. In particular, there are
practically no papers related to the modeling of spaces in which two or more phases can coexist
simultaneously in solid solutions of semiconductors. This circumstance is a significant omission,

since in many solid solutions, for example, obtained on the basis of A,B, semiconductor

compounds [1-5], metastable states associated with the formation of phases of coexistence spaces
are observed. The problem of creating and investigating A,B, materials, which has optimal

properties for tasks of electronics, is increasingly important today. Moreover crystal properties
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play the most important part for characteristic of created devices. The researches of A,B,

multicomponent materials received have shown that homogeneous solid solutions of
semiconductors occur unstable. This leads to spinodal ordering and forming periodical structures
with modulated composition. The loss of thermodynamic stability with respect to composition
fluctuations, which is possible in a multicomponent solid phase, can lead to the appearance of
metastable or unstable states of multicomponent solid solutions. The appearance of critical
phenomena in unstable solid phases leads to the degradation of the properties of optoelectronic
devices. However, the problem of predicting the possibility of appearing spaces of the coexistence
of fazes in A,B; solid solutions was studied not enough. In this paper, a thermodynamic model is

considered in which the temperature dependences of the interaction parameter between the atoms
of the first two coordination spheres are taken into account. One of the promising solid solutions
based on A,B; is zn,Cd, ,Te. On the basis of the model considered and using a differential

topological approach, a spaces of coexistence of phases of order two for the Zn-Cd-Te system is
obtained.

Main part

Modern computer models describe the properties of semiconductor compounds based on
A,B, quite correctly. In [6] within the framework of the polyassociative model, a satisfactory

description of the phase diagram was obtained and the thermodynamic functions of the
dissociation of complexes in the Cd-Hg-Te system were found. A good agreement with the
experimental data was obtained in the modeling of phase equilibrium for the Zn-Cd-Te system in
[7]. Attempts are made [8, 9] to construct models for explaining intrinsic ferromagnetism in
Zn, Cr,Te. The first steps have been taken to model the appearance of an additional geometric

phase in semiconductor systems with a strong spin-orbit coupling [10, 11]. The static model of
the formation of an exciton condensed phase with allowance of the nonequilibrium effects in a
two-dimensional system is presented in [12, 13]. Modeling based on the variational approach
makes it possible to study the influence of the magnetic field on the energy of the ground state of
exciton-donor complexes [14]. Mixing models for studying the effective dielectric permittivity of
alloys was considered in [15]. A model was proposed [16] that allows one to explain the
characteristic features of the photoluminescence spectra of single quantum dots of
CdMnSe/ZnSe. A model is obtained for studying the process of self-assembly of tetrahedral cells
in alloys [17]. Attempts were made to construct models for explaining ferromagnetism in ZnMnO
on the basis of assumptions about its intrinsic nature [18] or as a consequence of some metastable
phase [19]. A model is known [20] that quantitatively describes the processes of passivity of
defects in a polycrystalline CdTe:Cl. The article [21] describes a model based on a completely
microscopic theory, which allows one to demonstrate the effect of high-order optical
nonlinearities in the coherent control signal for ZnSe. The [22] proposed a model that allows one
to explain of laser shock waves impact on a defect system in narrow-gap HgCdTe alloys.
Modelling proposed in the article [23] provides calculations of internal tensions in the ZnBeSe
alloys. A model has been developed [24] that makes it possible to describe the
photoluminescence spectra of localized excitons of CdS, ,Se,S with a hexagonal structure and
alloys in which regions with a hexagonal structure and a structure with stacking faults coexist.
Work continues on improving the models that explain the mechanism of the transition from 2D to
3D growth in the CdSe / ZnSe system [25]. There are contradictory models on the basis of which
attempts are made to describe the growth of ZnO films on GaAs substrates by pulsed laser
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deposition [26 — 30]. Model representations [31] make it possible to better understand the
photoluminescence spectra of an (Cd,Mn)Te in the presence of a spin-polarized two-dimensional
hole gas and can now be useful in elucidating certain properties of the magnetic phase in a
quantum well.

Thermodynamic modeling of critical phenomena in solid solutions of A,B;

semiconductors. Simulation of the process of formation of critical spaces and spaces of
coexistence of phases in multicomponent and multiphase systems may be carried out on the basis
of a differential topological approach [32, 33, 37 — 42]. According to Maxwell's principle, the
space of coexistence of phases arises when two (or more) global minima of potential functions of
system have the same depth. The appearance of such a space corresponds to the classical phase
transition of the first kind. At some points in this space, the existing phase may become unstable,
creating a bifurcation subspace. Two phases in some space may be identical under certain
conditions, creating a critical space of the second order. When there is three or four identical
phases having critical spaces of third order or fourth respectively.

Modeling of critical phenomena for 4,B, we will show on an example of Zn-Cd-Te system

that is of great interest as a buffer material in the formation of heterostructures strictly matched
for a period of crystal lattices for infrared devices and X-ray sensors To obtain a thermodynamic
model to predict of the ordering in a triple system, it is necessary to construct an expression for
the free energy of the system as a potential function dependent on the system parameters. In the
framework of this paper, the expression for the free energy of a Zn,Cd, ,Te solid solution was

constructed as a function of the component concentrations and temperature of the system
F=F(X4zX4c, T), where X,z and X ¢ are understood to mean the concentration of atomic pairs
Zn—Te and Cd —Te in a quasi-binary approximation. To analyze the existence of a stable phase
need conditions [32] under which the first derivative of the free energy of the system by the
concentrations of the corresponding components x will be equal to zero, and the second
derivative will have positive values:

dF _

d?F
P - >
dx

0;
dx?

0. (1)

The space of instability that is bifurcation space is calculated on the conditions of zero first
and second derivatives, and the positive value of the third derivative:

dF _d*F __  d°F

_— : >0. 2
dx  dx? dx® @)

The condition for the existence of a critical space of the second order is the correspondence
with the zero values of the first, second and third derivatives simultaneously and the positive
value of the fourth derivative:

OF_d'F_dF_ (. 0'F

>0, 3
dx dx®> dx® dx* ®)

In formulas (1-3) there are complete derivatives, which in the case of Zn,Cd, ,Te alloy

means differentiation by X,z and X .
Thus, for calculating the positions of the boundaries of phase stability, it is necessary to
construct an analytical expression for free energy. The application of the above mathematical
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procedures will allow analytically obtain the position of the boundaries of the critical spaces of
the required order. At the same time, the expressions (2) correspond to the spinodal curves
indicating the thermodynamic position of a completely unstable state of the phase. To calculate
the positions of the boundaries of the metastable states (binodals of decay), it is necessary to
compare the expressions (1) that need to be written for each of the coexisting phases.

Thermodynamic modeling of free energy of a solid phase of Zn—Cd —Te system. The
free energy of the triple zinc system can be looked at as the sum of free energy contributions for
pure binary solids components, i.e., zinc and cadmium systems, the free energy of the ideal
mixture, without taking into account the interaction between the components and the component
taking into account the deviation of the value of the free energy from the energy of the ideal
solution [34, 35]:

2 .
F=Y R +F+aF”, @

i=1

where F, is the free energy for pure binary components with F,, ;. and F., ;. constituents;
F' s the free energy of the ideal mixture without taking into account the interaction between

the components; AF* — deviation of the value of free energy from the energy of the ideal
solution. The Bethe grid, taking into account the interaction of the first and second nearest
adjacent atoms, is depicted in Fig. 1. For convenience, different types of atoms, i.e. atomTe, Zn,
and Cd , are indicated by the numbers 1, 2 and 3, respectively. Mark 2, 3 denotes the location of
an atom of type 2 or 3.

Fig. 1. Bethe grid for a triple Zn, Cd, , Te solid solution. The number 1 denotes the atomTe, 2 is
the atom Zn , and 3 is the atom Cd

Then, taking into account the interactions of the atoms of the first and second coordination
spheres, the components of free energy for pure binary constituents can be represented as:

z
I:12 = {le + 2_2(W121 +W;2 )} J (5)

1
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z
Fy= {Wm + 2_2(W131 + Wy, )} , (6)
1
where w,, is the binding energy between atoms Te and Zn, provided that they are the first
closest neighbors. Accordingly, w,; denotes the binding energy between the nearest adjacent
atoms of Te andCd . The denotations w’ and w., in (5) and (6) correspond to the binding

energy between the second nearest neighboring atoms of Te on the condition that atom of Zn or
atom of Cd is located between them respectively. Accordingly, w;, and wi, is the binding

energies between the second nearest neighboring atoms of Zn and atoms of Cd on the condition
that the Te atom is between them. Constants z; and z, in (5) and (6) are respectively the number
of nearest neighboring atoms for each of the atoms (z;=4) and second nearest neighboring atoms
(z=12) in a zinc grid. It should be noted quite complicated problems associated with the
calculation of energy connections, but in the process of obtaining derivatives, already at the stage
of finding the second derivative, in connection with the linearity of expressions (5) and (6) this
part of the expression (2) is completely degenerate and does not affect the verification of
conditions (2) — (3).

The free energy for a mixture of ideal components of a solution, that is, the second term in
(4) can be found by the classical expression:

Fid =_Tsid ’

where S is the entropy of an ideal solution, in which the atoms are randomly located. The
value of the configurationally entropy S' can be expressed in terms of the total number of
atoms in the solution N, and the concentration parameter x:

S =—R-((1-x)Inx+ xInx), (7)

where R - gas constant. Taking into account the connection of the concentration parameter x with
the number of pairs of atoms N,, and N, :

X=N, /N,
1-x=Ny /N,

and the number of pairs of atoms with corresponding moles of X,, and X, :

N12 = ZlNOXlZ
Nl3 = ZlNOXl3

the expression (7) can be represented as:

S :_ZlR'(Xlzlnxlz+x13|nx13)- (8

The formula (8) is most convenient for differentiation.
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The deviation of the value of the free energy from the energy of the ideal solution is
expressed by the difference between the configuration entropy and the entropy of the ideal
solution, the temperature and the mixing energy:

F*=-T(S -S")+4E. 9)

According to the theory of simple solutions, the mixing energy AE can be expressed
through the interaction parameter and mole fractions of the solution components in the form:

where a,, ,, — interaction parameter. In the approximationS = S' , the expression (4) taking into
account (9) takes the form:

2
F=) F-TS“+4E. (10)

i=1

Note that for the analysis of higher derivatives in terms of composition concentrations starting
from the second one, in the framework of the regular approximation it suffices to consider only
two last terms in (10):

~TS"™ + AE = z,TR(X,,InX, + X ,InX , )+

The interaction parameter o, ,, within the framework of work was considered as a function of
temperature T [37]:

Ghregnreca = (17230—14,83T) J/Mole.

Prediction of critical phenomena in ternary system Zn—Cd —Te. In order to analyze
the probability of occurrence of critical spaces and spaces of coexistence of phases in the
system Zn —Cd —Te, the analytical expressions of higher derivatives according to the order
parameters X, for the free energy of the system were obtained and investigated. Derivatives by

concentrations from the first to fourth inclusive for the free energy (4) of the solid solution
Zn,Cd, ,Te were calculated using the methods of matrix-vector differentiation of
multidimensional systems. To obtain matrices of higher derivatives, the method of direct sums
[34] was used. The algorithm for calculating the higher derivatives of free energy consisted of
successive calculations of components of derivatives by corresponding concentrations,
compilation of matrices from components of derivatives, calculation of their determinants and
calculation of positions of zero contours. As a result of calculating the first derivative of free

energy (4), components of the derivative F, (i = 1, 2) of the function of two variables was
obtained as two partial derivatives by X,, and X, :
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where F, and F, are partial derivatives of free energy by X, and X,;, respectively. The

obtained analytical expressions were used to calculate the components of the second derivative of
the free energy of the investigated system:

F. F
F :(F“ F”] , (12)
21 22

where the element of the matrix F; is the analytic expression of the partial derivative of F, by
X, concentration, F, is the corresponding derivative of F, by X, ; concentration, F,, is the
derivative of F, by X,, concentrations and F,, is the derivative of F, by X,,. The analytical

expression of the determinant of the second derivative was obtained for the components of the
matrix (11) and its value was calculated according to the concentration parameter x with the
given step forx €(0;1). The values found were used to obtain the null contours of the second
derivative and to analyze the stable phases of the Zn—Cd —Te system in accordance with (1). To

obtain the highest free energy derivatives, the Maxima system’s calculation tools were used [43].
The results of calculations are shown in Fig. 2.

m_.
.2
3001 a f_ = ]
dx~
=]
e -+
g MO
100
0 0.2 0.4 0.6 0.8 1

ZnTe, Mol. part

Fig. 2. The cross section of the existence of solid solutions phase diagram of Zn—Cd —Te
system. The results of numerical calculations of the zero contour of the second derivative of the
free energy of the system are shown

The points satisfying the condition detF, =0 were reflected on the cross section for the

existence of solid solutions of the state diagram of the Zn—Cd —Te system. After that, areas
were determined in which the values of the respective determinants were positive or negative. In
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the next step, each of the elements F; of the matrix (1.3.2) differentiated by concentrations X; .

As a result of the differentiation, two matrices of partial derivatives were obtained. The first of
them consisted of the components of the F; obtained by differentiation by X, , the second one

from the components obtained by differentiation in X, :

Fijl :( Flll FlZlJ , Fij2 :( I:112 FlZZj . (12)
Fle F221 F212 F222

The expression for the determinant of the third derivative was obtained on the basis of the direct
sum method as the sum of the determinants of the matrices (12):

DetF;, = DetF;, + DetF;, . (13)

The calculations of the values of the determinants (13) were used to calculate the instability
spaces, that is, the bifurcation spaces under the conditions (2). The results of calculations of zero
contour are shown in Fig. 3.

4007
drF
=0
dx’
100+
[
L -1
;M0
100+
0 0.2 0.4 0.6 0.8 1

X
ZnTe, Mol. part

Fig. 3. The cross section of the existence of solid solutions phase diagram of zn—-Cd —Te system.
The results of numerical calculations of the zero contour of the third derivative of the free energy
of the system are shown

To obtain the analytical expression of the determinant of the fourth derivative of free
energy, the matrices of the partial derivatives of the components (12) were calculated:

F — ( Fllll FlleJ F — ( F1112 F1212 j F — ( FllZl FlZle
ij1 ijl2 = ij21 — !

Flel F2211 I:2112 F2212 F2121 F2221 (14)
[ F1122 F1222 j
F._ = .

= F2122 F2222
The determinant of the complete fourth derivative of free energy was obtained as the sum of the
determinants of the matrices (14):
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DetFijkI = DetFijll + DetFijlz+DetFijll + DetFij22

The results of the calculation of the zero contours of the complete fourth derivative of the free
energy of the system are shown in Fig. 4.

4007
300+
2
e -
£ 00
d 4}‘_
=0
dx
100+
1] 0.2 0.4 0.6 0.8 1

ZnTe, Mol part
Fig. 4. The cross section of the existence of solid solutions phase diagram of zn—Cd —Te system.
The results of numerical calculations of the zero contour of the fourth derivative of the free
energy of the system are shown

In order to verify the condition (3) and calculate the domains of the second-order critical
space were used the results of calculating the values of the determinants of the matrices (11), (12)
and (14), as well as the positions of the zero contours depicted on Fig.2. - 4. The region in which
the most probable occurrence of critical spaces of the second order is shown in Fig. 5:

400+
3001
o i
=]
00+

0 0z 04 06 08 1
X
ZnTe, Mol. part
Fig. 5. The cross section of the existence of solid solutions phase diagram of zn—-Cd —Te system.
The results of numerical calculations of the region of the conditions for forming the spaces of
coexistence of phases of order two are shown (the region found is indicated by the mark I1)
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Conclusion

Within the framework of thermodynamic modelling, the zero contours of the free energy
derivatives from the first to the fourth inclusive was calculated and plotted for the Zn,Cd, ,Te

solid solution on the diagrams of the state of the Zn—Cd —Te system. The space in which the
simultaneous occurrence of two kinds of solid phases is most probable was found for the
Zn—Cd —Te system. The results are obtained for temperatures in the range from 100 to 400
degrees Celsius. From the results of the calculations, it follows that the most probable region of
the concentration space in which space of coexistence of phases of the order of two can form
corresponds to concentrations in the range of 0.25 — 0.75 at temperatures of the 210-290 degrees
Celsius. The data obtained during the simulation are important from a practical point of view,
since they are related to the difficulties in the synthesis of Zn,Cd, ,Te layers and allow the
development of recommendations for the process of their growing under different conditions. The
study of the obtained positions of the zero contours of higher derivatives of free energy in the
framework of the considered model opens the possibility of estimating the occurrence of periodic
oscillations of the composition. The proposed model allows us to analyze the processes of
formation of concentration domains in the volume of material while providing the necessary
conditions for the synthesis of Zn,Cd, ,Te solid solutions.

The results obtained in this paper open up the possibility of studying the possibility of the
emergence in a solid solution of spaces of coexistence of phases of higher orders [40, 41], when
three or more simultaneously coexisting spaces may arise in the solid phase.
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MATEMATHYECKOE MOJEJIMPOBAHUE KPUTHYECKHUX ﬂBJIEI;II/IFI B
TBEPABIX ITOJITYITPOBOJHUKOBBIX PACTBOPAX COEIMHEHHNM A ;B¢
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MareMaTHueckoe MOJEIHPOBAHNE KPUTHUECKUX SIBICHUII B MHOTOKOMIIOHEHTHBIX TBEPIBIX
pacTBOpax HOJYNPOBOJHUKOB OBUIO IPOBEAEHO HAa OCHOBE TEOPHH (Pa30BBIX HEPEXOIOB U
Teopun Karactpod. B pabore pazpaboTaH MeTOJ MaTreMaTHYECKOr0 MOZEIMPOBAHUS IS
BBIYHCIICHUS TPOCTPAHCTB COCYIIECTBOBaHUS (a3 BTOPOTrO MOpSAIKa B TPOWHBIX TBEPHBIX
pacTBopax Ha ocHoBe coeauHeHuil II - V rpynn nepuopuueckoit cuctemsl. IIpencrasien
AITOPUTM pacyeTa HyJIEBBIX KOHTYpPOB (PyHKIMHM CBOOOTHOW YHEPTHH CHCTEMBI, KPUTHUECKUX
MIPOCTPAHCTB M MPOCTPAHCTB COCYIIecTBOBaHMA (ha3. HyneBrie KOHTYpHI (GyHKINH CBOOOIHOM
SHEPTHH CHCTEMBl HAXOJWIHNCh C HCIIONB30BaHWEM IH(depeHnnaIbHO-TOIO0IOTHIECKOTO
M0JIX0/1a. BBIUUCIIEHUS TONOXXKEHUI MPOCTPAHCTB COCYIIECTBOBaHMSA (a3 TPOBOAMINCH B
pamMKax IpUOIIHKEHUS PEryIIPHOTO PacTBOPa C MOMOIIBI0 CBOOOTHOTO MaKeTa KOMIBIOTEPHON
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anreOpbl Maxima. MaTemMaTrueckoe MOJESIUPOBAHHE IMPOCTPAHCTB COCYIIECTBOBaHUA (a3
OBLTM BBITTOJIHEHBI B TMIPHOIMKEHUAX B3aUMOJICHCTBHUS KaK IMEPBOM, TaK U BTOPOH OJIMKAHIIINX
COCEIHMX Tap aTOMOB, a TAaKXKe TEMIIEpaTypHOH 3aBHCHMOCTH IapaMeTpa B3auMOJICHCTBUS.
Jis aHanm3a TIPOIECCOB BO3HMKHOBEHHS CAMOOPTAHM30BAHHO YIHOPSIIOYEHHBIX CTPYKTYpP
WCIIONB3YIOTCS COBPEMEHHBIE METONBl KOMITBIOTEPHOTO MOJCIHpPOBaHWA. PaccunTaHbl
MOJIOXKCHUSI IPOCTPAHCTB  COCYIIECTBOBAaHUS (a3 BTOPOTO TOpPSOKA [UII  CHCTEMEI
MOJIYIIPOBOJJHUKOB C HCIOJIb30BAHUEM IIPEUIOKEHOr0 B paboTe MaTeMaTH4ecKoro MeToja.
[lomydeHO  MHOTOKOMIIOHEHTHBIE  ()a30Bble  JUarpaMMBl C  Y4€TOM  BO3MOXKHOCTH
CyIIeCTBOBaHMs OM(YPKAIMOHHBIX MPOCTPAHCTB, KPUTHYCCKUX MPOCTPAHCTB M MPOCTPAHCTB
COCYIIECTBOBaHUS (a3 pa3IMUHBIX MOPSJIKOB, Aa€T BO3MOXHOCThH IIPOIHO3MPOBATH MPOLIECCHI
MOTEPI0 CTAOMJIBHOCTH B TPEXKOMIIOHEHTHBIX IOJNYNPOBOJIHUKOBBIX PACTBOPAaX HAa OCHOBE
coequneHuit 11 - V u rpymnn nepruouuecKoi CUCTEMBI C Pa3IHYHBIMU PEKUMaMHU UX CHHTE3a U
SKCIUTyaTaIuH.

KiaoueBble ciaoBa: MaTeMaTHYeCKOE MOJCIHPOBaHUE, (ha30BBIC IHAarpaMMbl, TBEpIbIS
pactBopHI moytipoBoHUKOB || — VI rpymm.

MATEMATHUYHE MOJEJIOBAHHS KPUTUYHUX ABUIL Y TBEPJIOMY
PO3YMHI HAIIIBITPOBITHUKIB CITIOJIYK A,B;
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MaremaTinuHe MOJENIOBAHHS KPHUTHYHHUX SBHUIL y 0araTOKOMIIOHCHTHHX TBEPIUX PO3UMHAX
HAITiBIIPOBITHUKIB OYJI0 MPOBEACHO HAa OCHOBI TeOPil (pa30BHX MEpPEXOiB 1 Teopii KaTacTpod.
B poGoti po3pobiaeHo MeTo] MaTeMaTHYHOrO MOJENIOBAHHS Ul OOYHCIIEHHS HPOCTOPIB
criBicHyBaHHs (a3 Jpyroro HOpsAKy y MOTPIHHUX TBEpAMX PO3YMHAX Ha OCHOBI crosyk 11 —
VI rpyn nepiogu4soi cucremu. HajaHo anroputM oOUUCICHHS HYJIBOBHX KOHTYpPIB (DyHKIIT
BUIBHOI eHeprii CUCTeMM, KPUTHYHHUX MPOCTOPIB 1 mpocTopiB criBicHyBaHHs ¢a3. Hynbosi
KOHTYpd GYHKIII  BUIBHOI  €Heprii CHUCTEeMH 3HaXOIWJIHCh 33  BHKOPHUCTaHHSIM
JudepeHIiatbHO-TONONOTIYHOTO Mixoxy. OOYKCIEeHHS T0JI0KEHb MPOCTOPIB CIIBICHYBaHHS
(a3 MpOBOAMIIMCH Yy paMKax HAaOJIMKEHHS PEryJSIPHOTO PO3YMHY 3a JOMOMOTOI0 BUIBHOTO
NakeTy KOMIT'IOTepHOi anreOpum Maxima. Matemarnyne MOJICIIIOBaHHS  TIPOCTOPIB
chiBicHyBaHHA (a3 OyJI0 BHKOHAaHO Yy HAaOJNWKECHHSIX B3a€MOJl SIK IEPINOi, TakK i APYroi
HaOMIKYMX CYCIOHIX Tap aTroMiB, a TaKoXX TEMIIEPaTypHOi 3aJIeXKHICTh MapameTpa
B3aemonii. [yt aHai3y MporeciB BUHUKHEHHSI CaMOOPTaHi30BaHO BIOPSAAKOBAaHUX CTPYKTYD
BUKOPHCTOBYIOTHCS Cy4acHI METOAN KOMIT'IOTEPHOTO MOAENOBaHHA. OOUYHCIICHO MOJI0KEHHS
NpOCTOpiB cHiBicHyBaHHS (a3 ApPyroro MOpsSAKY JUIs CHCTEMH HaIliBIOPOBIJHUKIB 3
BUKOPDHCTaHHSIM  3allpOIIOHOBAHOTO B po0OTI MaremaruuHoro wmerony. Orpumano
0araToKOMITOHEHTHI (a30Bi Jiarpamu 3 ypaxyBaHHSM MOKIJIMBOCTI iCHYBaHHs OidypKaiiiHux
MPOCTOPIB, KPUTHIHHUX IPOCTOPIB Ta MPOCTOPIB CHiBICHYBaHHS (a3 Pi3HUX MOPSAKIB, IO
HaJla€ 3MOTy TIPOTHO3YBaTH TIPOIECH BTpAaTy CTAaOUIBHOCTI Yy TPHOXKOMIOHEHTHHX
HalliBIPOBITHUKOBUX pO3YMHaxX Ha ocHoBi cnonyk Il — VI rpym mepioamdnoi cucremu 3a
PI3HUMH peXUMaMH IX CHHTE3y Ta eKCIUTyaTallii.

KarouoBi cmoBa: wmarematnyHe MopentoBaHHs, (as3oBi JiarpamMu, TBEpAl PO3YHHHU
HaniBnposigHukiB 11 — VI rpym.
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DEVELOPMENT OF SOFTWARE FOR THE CREATION OF THE CORPUS OF THE
UKRAINIAN LANGUAGE AND ITS USE
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The relevance of the work lies in the need to analyze Ukrainian texts in order to study the
Ukrainian language and the lack of appropriate information and software resources. The object
of research is the variety of tools for the task of POS tagging of Ukrainian texts. The subject of
the research is the process of developing software for creating corpora of Ukrainian texts, in
particular, POS tagging algorithms. The purpose of the work is to research and develop
software for creating an annotated corpus of the Ukrainian language. To achieve this goal,
following tasks were solved: analysis of the subject area; selection of suitable software tools;
creating a training set; system implementation; system training; system testing. An approach to
the generation of a training sample was designed and implemented. The approach is based on
the use of an already implemented tagger of the Russian language and the similarity of the
morphological structure of words in the Russian and Ukrainian languages. The search for an
effective combination of the feature space and the training algorithm was made. The most
successful machine learning models for this task turned out to be stochastic gradient descent
and decision trees. K-fold cross-validation was used to achieve an acceptable level of
generalization. As a result of this work, a trained tagger of the Ukrainian language was
obtained, which, for a sample of literary Ukrainian texts, provides the quality of classification at
the level of 0.892 according to the weighted F-measure. A distributed application with a client-
server architecture has been implemented, which allows clients to tag their own texts. With the
regular use of this application by linguistic experts, the training set used can be improved,
which will lead to higher rates of classification carried out by the tagger.

Keywords: POS tagging, text corpus, machine learning algorithms, feature space.

Introduction

At the moment, processing of the natural texts is becoming more and more demanded in
different contexts. Among them are speech recognition systems (Cortana, Siri), search engines
(Google, Yandex, Yahoo), etc. Also, computer processing of natural texts is necessary to detect
plagiarism which is present in the works of various authors by identifying certain patterns in the
texts of different genres. Word processing can be useful in tasks such as organizing search in
search engines, speech recognition, automatic detection of topics on web pages, translation of
texts, and in many similar tasks that require advanced word processing.

Within text analysis research area, text corpora (plural form of corpus notion) are
commonly used. Corpora are collections of various texts that allow you to study the language
from different angles and contain different types of markup (meta-data, such as morphological,
semantic, syntactic, etc.). Until recently, the only possible way to compose such a corpus was to
tag texts manually, but the development of information technologies opened up new opportunities
by enabling markup process automation and significantly reducing (or completely eliminating)
the need for human (expert) intervention in the word recognition area.

23



O.1. Kerpel, V.G. Penko

Unfortunately, for the Ukrainian language there is still lack of marked-up corpora and
software resources sufficient for practical use, which would allow the natural text markup
automation.

Up till now, there is only one corpus of the Ukrainian language developed by the KNU. T.
Shevchenko. Despite the declared presence of part-of-speech markup, in fact, the search for parts
of speech on the official website does not work [1], and the search is available exclusively in
legislative texts. There is also a project according to which the development of the corpus of the
Ukrainian language from NU Ostrozka Academy is underway. Work on the project started in
2010. However, there is essentially no progress in the development of the project [2].

The goal of this work is to create an automated system that allows you to generate text
markup as a basis for creating corpora of Ukrainian texts in future.

Given the variety of tagging types, construction of universal tools of this kind is hardly
possible. Due to this limitation, it was decided to focus on obtaining part-of-speech markup or
POS tagging.

To achieve defined goal, following tasks were accomplished:

e analysis of the POS tags system used in the Ukrainian language;

e investigation of the possibility of building simple automatic taggers (usually based on
regular expressions). Evaluation the effectiveness of such taggers for the Ukrainian language;

e investigation of the approaches to building an automated tagger based on machine
learning methods in terms of their applicability to the Ukrainian language;

e implementation of the automated tagger and analysis of the effectiveness of its
performance;

e implementation of the distributed system to provide access to the classification system
based on the automated tagger.

Main Part

At the first stage, there is a need to clarify the system of the Ukrainian tags. The system of
parts of speech of the Ukrainian language is generally accepted [3]. In the process of
implementing the POS tagger, it was decided to use standard tag notation, shown on the table 1.

Table 1.
List of the Ukrainian POS-tags
Independent POS Tag Auxiliary POS Tag
IMeHHMK S CIIOJTyYHUK CONJ
ITpukMeTHUK A NPUMMEHHUK PR
UuncniBHUK NUM yacTKa PART
3aiilMEHHUK A-PRO
JliecaoBo \4
[TpucniBHUK ADV

Simple taggers.POS-tagging is a well-known problem in the field of natural text processing
problems. To date, a wide range of diverse approaches to solving this problem have been
proposed [4]. There are two relatively simple possibilities for building taggers: based on
dictionaries or regular expressions.
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In the case of a dictionary usage, it will be necessary to create a dictionary consisting of all
the words of the language, as well as all their forms, which will require a huge waste of resources
and is an extremely difficult and time-consuming task. And still, there are many ambiguity cases.

A regex-based tagger is simpler, but has a disadvantage of being not suitable for all
languages. Regular expression tags are very different depending on a languages. Building such
taggers requires deep expertise in the grammar of a particular language. It has a fairly low
tagging accuracy (even for English - about 85% on average versus machine learning-based
taggers - 97%). To improve accuracy, it is necessary to continuously increase the number of
regular expressions, which is highly complex and effort-consuming task, and it is also less
effective than analogs based on machine learning. A regular expression tagger is barely suitable
for tagging Slavic languages due to the high number of different cases and word forms, which, in
its turn, leads to extremely low accuracy of tag recognition in the text.

In connection with the above, systems based on machine learning have been selected as the
most effective means for solving the problem of POS-tagging of the Ukrainian language.

Training set. The absence of tagged Ukrainian texts is an obstacle to obtaining a training set
within the framework of the problem being solved. To solve this problem in this work, it was
decided to use the scheme involving the combination of Russian and Ukrainian languages, as
languages belonging to the same Slavic group. One of the features of this similarity is the similar
word order in the sentence. Due to this similarity, as well as the presence of the Russian language
POS tagger in the NLTK library, it became possible to take Ukrainian texts, split them into
words, translate them into Russian words and tag them as the Russian text, and then match the
tags to the Ukrainian words as shown on the figure 1. Thus, it was possible to automatically
obtain a sufficiently large and high-quality sample base which can be used as training set in
machine learning experiments.

Ukrainian text Ukrainian words Russian words Tagged words

Split

Translate

Tag

Match tags

4 Compile
Al

Ukrainian text Ukrainian words Russian words Tagged words

Fig. 1. Training set construction

The training set contains the fiction texts as shown on the table 2.

Table 2.
Training set texts
Texts (Ukrainian translation) Words
Dead Souls, by Nikolai Gogol 3114
The Master and Margarita by Mikhail | 2101
Bulgakov
War and Peace by Leo Tolstoy 2283
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Note that Ukrainian translations of famous literature works were chosen as the source texts.
At this stage, relatively small fragments of these texts have been used.

Features. One of the most elaborate operations in creation of an effective automated tagger
based on classifiers is the determination of a set of entity attributes. These attributes affect its
compliance with certain classes. In the field of machine learning these entity attributes are called
features. Determining the appropriate feature sets is critical. In this case, the most effective
features can be present in the text in an implicit form. Research toward finding successful feature
sets and their subsequent use represents an important subsection of machine learning, commonly
referred to as feature engineering [5,6].

Due to the importance of identifying an effective set of features, a study was conducted to
identify the optimal set of features. The task of identifying the best features is tightly associated
with the task of determining the most appropriate learning algorithm. However, an exhaustive
computational experiment in this two-dimensional space is extremely time-consuming. In this
work, a simplified approach is used. The SGD classifier was chosen as a basic classifier to
determine the effectiveness of certain features, shown in table 3.

The feature search strategy is based on the idea of revealing the most intuitive possible
features and then checking their compatibility with each other.

Table 3.

Class features
Features Meaning Weighted F-score
word The word itself 0.78
word + is_first If the word is first in sentence 0.78
word + is_last If the word is last in sentence 0.775
word + position The position of the word in sentence 0.76
word + capitalized If the word is capitalized 0.776
word + is_all_caps If all the letters are uppercase 0.778
word + is_all_lower If all the letters are lowercase 0.7785
word + prefix-1 First letter 0.72
word + prefix-2 First 2 letters 0.733
word + prefix-3 First 3 letters 0.77
word + suffix-1 Last letter 0.73
word + suffix-2 Last 2 letters 0.8
word + suffix-3 Last 3 letters 0.82
word + suffix-4 Last 4 letters 0.82
word + all suffixes All suffixes 0.845
word + all prefixes All prefixes 0.766
word + all suffixes and prefixes | All suffixes and prefixes 0.89
word + prev_word The word before the current 0.76
word + next_word The word after the current 0.75
word + has_hyphen If the word has hyphen 0.78
word + is_numeric If the word consists of digits 0.78
word + capitals_inside If the word has capitals inside 0.78
All the above All the features 0.89
All the above — capitalized All the features except capitalized 0.892
All the above — capitalized — | All the features except capitalized, 0.892
prev_word — next_word previous and next words '
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Machine learning algorithms. Another important aspect that affects the performance and
efficiency of classification is the type of machine learning algorithms. Machine learning scientists
have developed a huge number of these algorithms. Our practical choice was limited to a basic
set of algorithms that are implemented in the popular scikit_learn programming tool [7].

Stochastic Gradient Descent (SGD) is a simple yet very efficient approach to fitting linear
classifiers and regressors under convex loss functions such as (linear) Support Vector Machines
and Logistic Regression.

Decision Trees (DTs) are a non-parametric supervised learning method used for
classification and regression.

A multilayer perceptron (MLP) is a type of artificial neural network.

An MLP consists of at least three layers of nodes: an input layer, a hidden layer and an
output layer. Except for the input nodes, each node is a neuron that uses a nonlinear activation
function. MLP utilizes a supervised learning technique called backpropagation for training.

K-neighbours. Classification is computed from a simple majority vote of the nearest
neighbors of each point: a query point is assigned the data class which has the highest number of
representatives within the nearest neighbors of the point.

Random forests or random decision forests are an ensemble learning method for
classification, regression and other tasks that operate by constructing a multitude of decision trees
at training time and outputting the class that is the mode of the classes or mean/average
prediction of the individual trees.

The output of the other learning algorithms (‘weak learners') is combined into a weighted
sum that represents the final output of the boosted classifier. AdaBoost is adaptive in the sense
that subsequent weak learners are tweaked in favor of those instances misclassified by previous
classifiers.

The mentioned above classifiers were compared on the selected set of features on different
training set range. To obtain better generalization, K-block cross validation was used [8]. The
results are shown on figure 2.

As we can see on the figure. 2, the best classifiers, according to the weighted F-score is
SGD classifier. So we can choose it for the following application implementation.

0.9 =
0.8 //—_k

0.7 /

0.6

0.5

0.4

0.3

0.2

0.1

277 605 854 1080 1429 2812 5580 6495 7123

s SG DClassifier DecisionTreeClassifier MLPClassifier

KNeighborsClassifier RandomForestClassifier AdaBoostClassifier

Fig. 2. Weighted F-score classifiers comparison
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Client-server architecture. The task of the implementation of this work is to create the
system that would provide accurate POS predictions for the user, but at the same time the goal of
this work implies the facilitation for the linguists that would use it to create the Ukrainian text
corpus.

It was decided to create the distributed system that would consist of the client and the
server to provide the ability of using the tagger remotely. The Electron app was chosen as the
client platform, as it can run on any operating system [9]. The server was written in Python same
as the main learning application as it is efficient enough to handle the simple http requests.

As shown on the figure 3, the client is displaying the input field where the user can type
any word combination or text he wants to tag and the “POS-tag” button that sends the request for
tagging to the server. The server responses with the tagged words which get displayed in the
application interface.

@ POS-tagger! — O X
File Edit View Window Help

POS-tagger

Input data to tag

g myEmonce Teneeisop

s
POS-tag
(41, MecTonMeHIe), (IUBIIOCE, TTTarol), (TeIeri30p, CYIIeCTBUTENRHOE:),

Fig. 3. Application interface

As the result of this work, training set was created, set of the class features was composed,
classifier was chosen, trained and tested. The final and most efficient classifier is SGD classifier.
The final tagger performance according to weighted F-score is 0.892 [10]. The client and the
server are implemented for the client use.

Conclusions

The system that performs automatic markup of Ukrainian texts by parts of speech was
designed, implemented and tested.

The main classification mechanism is based on supervised machine learning methods
implemented in the de facto standard scikit-learn package. Effective use of the functions of this
package involves the implementation of several research procedures.

In particular, for the implementation of the system, the search for the optimal set of class
features and their construction from the training set was conducted. Also, the performance of
various classification models was analyzed and the optimal classification model was selected,
which turned out to be the SGD classifier. To obtain a high generalizing ability of the classifier,
the K-block cross-validation technique was used.
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The implemented POS tagger allows users to POS-tag large amounts of information in a
short time and with high efficiency. Thus, the presented tagger can be used to create a corpus of
the Ukrainian language, which will provide linguists with additional opportunities to study the
Ukrainian language.

To improve the classification quality indicators, it seems promising to include contextual
information in the feature space, consisting of information about tags of neighboring words.
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PO3POBKA IIPOI'PAMHOI NIITPUMKH JJI51 CTBOPEHHS KOPITYCY
YKPAIHCBKOI MOBM 1 HOI'O BUKOPUCTAHHS

O.l. Kepniens, B.I'. [Tenko

Opnecbkuil HallloHaIBHUI yHIBepcuTeT iM. [.I.Meunukona,
By JIBopsiHChKa, 2, Oneca, 65000, Ykpaina; e-mail: alexeykerpell15@gmail.com,
vpenko@onu.edu.ua

AKTyanbpHICTE poOOTH TOJSITaE B HEOOXITHOCTI aHANi3y YKpaiHCBKHX TEKCTIB 3 METOI0
BHUBYCHHS YKPaiHCHKOI MOBH 1 HecTaui BIAMOBIAHUX iHQOPMAIIHUX 1 MPOTpaMHHUX PECypCiB.
OO0'ext mocmimkeHHS - 3aco0m ckiamaHHs POS-TeroBaHWx KOpITyCiB YKpPaiHCBKHAX TEKCTIB.
[Ipeamer mociipKEeHHS - TPOIEC PO3POOKHM NMPOTPaMHHUX 3acO0iB JUIS CTBOPEHHS KOPIYCIB
YKpailHCBKUX TEKCTiB, 30KpeMa, anroputmiB POS rteryBanHs. MeTta poOOTH - DOCHiKEHHS i
po3pobKka porpaMHuX 3ac00iB AJIsi CTBOPEHHS aHOTOBAHOTO KOPITYCY YKpaiHChKOi MOBH. Jlmst
JOCSATHEHHS IOCTaBieHOi MeTH Oynu BHpilIeHI HACTYNHI 3aBJaHHA: aHaJi3 TpeIMeTHOI
obmacti; BUOIp BIAMOBITHMX MIAXOMIB 1 MPOTPaMHUX 3ac00iB; CTBOPEHHS HaBYAIBHOL
MHOXKHHHM; peajii3allis CUCTeMH; HaBUYaHHS CHUCTEMH; TeCTyBaHHsS cucTteMd. CHpPOEKTOBAaHO Ta
peastizoBaHO WiAXix 1o reHeparii HaBuanbHOI BUOipKku. Iliaxix 3acHOBaHWMI HAa BUKOPUCTAHHI
BXKE PpEeai30BaHOTO Terepa pOCIHCHKOI MOBH 1 CXOXOCTi MoOpdoJoriyHoi OyZoBH CIiB
pociiicekoi Ta ykpaiHchbkoi MOBH. ISl MiBUIIEHHS eEeKTUBHOCTI Kiacudikamii nmpoBeneHnui
nouryk Bjanoi KomOiHamii MpocTopy O3HAK 1 HaBYAJIBHOTO airoputMmy. Haibinem Bramumu
MOJEISIMA  MAalIMHHOTO HAaBYaHHSA JUIS JAaHOTO 3aBJAHHSA BHSBWINCS CTOXAaCTHYHUI
TpajlieHTHUH CITyCK 1 JepeBa NPHHUHATTS pimieHb. [ AOCATHEHHS HNPUHHATHOTO piBHS
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O.1. Kerpel, V.G. Penko

y3araJlbHeHHs BUKOPHCTaHA TepexpecHa ImepeBipka. B pesynbrati mpoBeneHoi poboTu Oyio
OTPUMaHO HABUEHHUH TeTrep YKPaiHCHKOi MOBH, KWK IJISI BUOIPKH JIITEPaTYypHUX YKPATHCHKUX
TEKCTIB 3abe3meuye sKicTh Kiacu¢ikamii Ha piBHI 0.892 mo 3Baxenit F-mipi. PeamizoBaHO
pO3MOAINICHAH HONATOK 3 KIIE€HT-CEPBEPHOIO apXiTEeKTYpolO, IO JO3BOJIAE KIIEHTaAM
3MIHCHIOBAaTH TETYBaHHS BIACHUX TEKCTiB. [IpHW peryisipHOMy BHKOPHCTAaHHI IThOTO JOAATKY
eKCIepTaMU-TIHI'BICTAMH BHKOPHCTaHY HaBYaJbHY MHOXXHHY MOKE OYTH ITOKpAIICHO, IO
JIO3BOJIMTH OTPUMYBATH O1bIII BUCOKI OKA3HUKH Kiaacu(ikallii, o 3aiiCHIOE Terep.

Karwuosi ciioBa: POS-teryBanHs, KOPIyc TEKCTIB, aJITOPUTMU MAITUHHOTO HABYAHHS, TIPOCTIP
O3HaK.

PA3PABOTKA ITIPOT'PAMMHOM MOJIEPKKH U151 CO3JAHUSA KOPITYCA
YKPAUMHCKOTI'O SI3bIKA U ET'O HCITOJIb30BAHMUS

AMN. Kepnens, B.I'. Ilenko

Opecckuit HalMOHANBHBIH yHUBepcuTeT uM. VI.11.MeuHunkoBa,
yi. JIBopsiackas, 2, Onecca, 65000, Ykpauna; e-mail: alexeykerpell5@gmail.com,
vpenko@onu.edu.ua

AKTYaJIbHOCTb Pa0OTHI 3aKJII0YAETCsl B HEOOXOAUMOCTH aHaIM3a YKPAMHCKUX TEKCTOB C EIIbIO
M3y4YEeHUs] YKPAMHCKOTO S3blKa M HEJOCTAaTKe COOTBETCTBYIOMIMX WH()OPMAIMOHHBIX |
MPOTPaMMHBIX pecypcoB. OOBEKT nccieI0BaHus — CpeACcTBa cocTaBineHnst POS-TernpoBaHHBIX
KOPITYyCOB YKPaWHCKHX TEKCTOB. IIpenMer mcciaenoBaHus — MPOIECC CO3IAaHUs MPOTrPaMMHBIX
CPEACTB U CO3JaHUSl KOPIyCOB YKPAaMHCKMX TEKCTOB, B YAacTHOCTH, anroputmMoB POS
terupoBanud. llenp paboThl — mccienoBaHWEe W pa3paboTKa NPOrPaMMHBIX CPEICTB IS
CO3JJaHUSI aHHOTHPOBAHHOTO KOPIyCa YKPaWHCKOTO S3bIKa. J[Is DOCTM)KEHMS MOCTaBICHHOM
ey ObUIM PEIIeHbI CICIYIOMINE 3a/ladd: aHAIN3 MPeIMETHON 00JIacTH; BHIOOP MOAXOASIINX
HOAXOJOB M IPOTrpPaMMHBIX CPEACTB; CO3JaHHE OOYy4alollero MHOXECTBA; peanu3alus
CHCTEMBI; 00yueHHE CHUCTEMBbI; TECTUPOBaHHE CUCTeMBl. CIIPOEKTHPOBAH U PEATIHM30BaH MOIXO0/
K reHepanuu ooyyvaromieil Beioopku. I1oaxo1 0OCHOBAaH Ha HCIIOIB30BAHUN yXKE PEaTH30BAHHOTO
TEIrrepa pPYCCKOTO s3bIKA M CXOJACTBE MOP(OIOTHYECKOTO CTPOEHUSI CIOB pPYCCKOTO H
YKpauHCKOTrO si3bika. Jlnsi moBbiieHHs 3(G(GEeKTUBHOCTH KiIacCU(PHUKAIMK MTPOU3BENEH ITOHCK
3¢ ¢eKTHBHON KOMOMHAIIMM NPU3HAKOBOTO MPOCTPAHCTBA M OOYyYAloOIIEro aJropuTMa.
Haubonee ynauyHpIMM MOJENSIMHM MAIIMHHOTO OOY4YEeHHWS MAJsl JAQHHOW 3aJaudl OKasalnch
CTOXaCTUYECKMH TPAJAMCHT CIYCK M JIepeBbs NPHHATHA pemeHnil. i  nocTmkeHus
MPUEMIIEMOTO YpPOBHSI 00O0OIIEHHs HCIIONIb30BaHA IIEpEeKpecTHas ITpoBepka. B pesynbrare
npoBeZieHOH palboThl OBIT IMOMydeH OOY4YEeHHBIH Terrep yKpamHCKOTO S3bIKa, KOTOPBIH UIst
BBIOOPKH JIUTEPATYPHBIX YKPAMHCKHX TEKCTOB OOECIICUMBAET KayecTBO KiIACCH(UKAIMK Ha
ypoeHe 0.892 mo B3BemeHHo# F-mepe. Peamm3oBano pacnpeneneHHOE PUIIOKEHHIE C KIIMEHT-
CEPBEPHOIl apXUTEKTYPOH, MO3BOJIAIOIIEH KIMEHTaM OCYIECTBISATh TEITPOBAHHE COOCTBEHHBIX
TeKCTOB. [Ipy perynsipHOM HCIONb30BaHUH JAHHOTO HMPUIOKEHHUS 3KCIEpTaMHU-THHTBUCTAMHU
HCIIOJIb30BaHHOE O0ydYaromee MHOKECTBO MOJKET OBITh YIYUIIEHO, YTO MO3BOJMT IMOJYy4aTh
6oJiee BBICOKHE MTOKA3ATENN KIACCU(DHUKAIIH, OCYILECTBIAEMON TETTEPOM.

KaroueBbie cioBa: POS-terupoBanue, KOpPIyC TEKCTOB, ajJrOPUTMbI MAIIMHHOTO O0y4eHHS,
MPOCTPAHCTBO MPHU3HAKOB.
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JOCJIIKEHHSA BJIACTUBOCTENA HOPMOBAHOI BIHOKPEMJIEHOCTI
MAKCHUMAJIBHOI'O CUHT'YJIAPHOI'O YUCJIA BJIOKY MATPHUII
HUPPOBOI'O 306PAKEHHA

A.A. KoGo3eBa, I.1. boook

Opnecbkuil HAllOHAJIBHUI MTOJTITEXHIYHUH YHIBEPCHUTET,
npocr. [leBuenka, 1, Oneca, 65044, Ykpaina; e-mail: alla_kobozeva@ukr.net

Ha cporonuinmHiii AeHb OJHMM 3 HAMMOUIMPEHIMINX 1 3aTpe0yBaHMX cTeraHorpadiqHux
MeToniB € Metol Moaudikanii HaliMeHIIoro 3Hadymoro Oita - LSB-meroa. Lle 3anumae
aKTyaJbHAMH 3aJaui BUSBICHHS HAsSBHOCTI i JIeKOAyBaHHS TNpuxoBaHol iHQopmaii,
BOYJIOBaHOI B KOHTEHHEp 3 BHKOPHUCTAHHAM IIbOIO METOAY, 30KpeMa B yMOBaxX MaJoi
MIPOIYCKHOT CIIPOMOKHOCTI TPUXOBAHOTO KaHAIy 3B’s3Ky. ICHYIOYiI CTeraHOaHaTITHYHI
ITOpUTMH, po3pobneni s LSB-merony, BupinyroTe, SIK NpaBHJIO, OCHOBHY 3aiady
CTETaHOAHAJI3y - JCTCKTYBaHHS NPUXOBAHOTO KaHATY 3B'SI3KY, 3AJIHIIAI0YH HEBUPILIEHOIO
3amady [JeKOMyBaHHS (BINHOBICHHA) JMJOAATKOBOi iHoOpMamii, I SKOi BaXIIMBOIO
CKJIaZIOBOI0 € BHM3HAYEHHS/OLIHKA IIPOIYCKHOI CIIPOMOXKHOCTI TIPUXOBAHOTO KaHaIYy.
Memorw pobOOTH € MONATKOBI JOCHTIIKEHHS BIACTHBOCTCH HOPMOBAHOI BiTOKPEMIICEHOCTI
MaKCHMAallbHOTO CHHTYJISIPHOTO dYHcia OJIOKIB MAaTpHUIll OpHUTIHATBHUX MH(OPOBHUX
300paxeHb, SIKi pO3MIANAlOThCS SK KOHTEHHEpH, Ta MoOyAOoBaHMX Ha iX ocHOBi LSB-
METOJIOM CTEraHOINOBIIOMIIEHb, PE3yJIbTaTH SKOI'0 AaAyTh 3MOTY JJIsl OL[IHKH HPOITyCKHOT
CIPOMOXKHOCTI TNPHXOBAHOTO KaHaldy 3B’s3Ky. B po0OoTi JOCHIIKYOTHCS BIaCTHBOCTI
auckpetHol ¢ynkiii Y(QF), ska BH3Hauae KimbKicTh OJIOKIB 300paKeHHs, B SIKHX
BiZI0OyBa€eThCs 301IBLICHHS] HOPMOBAHOI BiIOKPEMJIEHOCTI MaKCUMAaJIbHOI'O CHHIYJISIPHOTO
YKcia B Pe3ysbTatTi mepe30epekeHHs 300pakeHHs B GopMaT 3 BTpaTaMu 3 KoedillieHTOM
skocti QF. Busiieni ocobmuBocti 3minu ¢yukuii Y(QF) mpu creranomneperBopeHHi
JOCTIUKYBAHOTO  300paKeHHS B 3aJeKHOCTI  BiJ  TOro, KOHTEHHEpPOM UM
CTEraHOIMOBIJOMIIEHHSIM BOHO €; nociimkeni BiactuBocti Y(QF) 3anexno Bix dopmary
IUQpOBOro 300pakeHHS Ta KoedillieHTa SKOCTI I 300pa)keHHsI B QOpMATi 3 BTpaTaMu,
BiJl BCIMYMHHM TIPOIYCKHOI CIPOMOXHOCTI IIPUXOBAHOTO KaHaly 3B’SI3Ky, IIpH
OJTHOPa30BOMY Ta JBOPAa30BOMY CTETAaHONEpETBOpPEeHHI. B pesynbraTi mpoBeneHmX
JOCITI/DKEHb OTPUMaHi OJHOOIYHI (3BepXy) OLIHKH BEJIMYMHU MPOIYCKHOI CIIPOMOKHOCTI
MIPUXOBAHOTO KaHaly 3B’s3Ky, moOymoBaHoro 3a jomnomoror LSB-meTtony Ha ocHOBI
KOHTeliHepa B popMarti 3 BTpaTaMH.

KarouoBi cioBa: creraHoaHamiTHYHMKA MeTOZA, NM(pPOBE 300pakeHHS, IPOITyCKHA
CIIPOMOXHICTh ~ IPUXOBaHOTO KaHanmy, LSB-meton, HOpMOBaHa BiJOKpeMIIEHICTH
CHHTYJISIPHOTO YHCIIA.

Beryn

Creranorpadis CbOrofHi — OAMH 3 HAMMOTYTHIIIMX 1 IIHPOKO BUKOPUCTOBYBAHUX
HanpsiMiB B oOusacti 3axucty iHpopmarii. CreraHorpadiuHi CUCTEMH [AlOTh MOKJIMBICTh
NpUXOBaTH caM (PaKT HasIBHOCTI CEKpeTHOI iHdopMalii HUIIXOM opraHizalii IpUXOBaHOTO
KaHaTy 3B'SI3Ky BCEpEIMHI KaHATY 3araJlbHOTO KOpHCTyBaHHs. OJTHUM 3 OCHOBHUX ITUTaHb TYT
€ MUTaHHA NpO Te, Y YHUIX pyKax mnepedyBae Takui MOTYXHHUH 3aci® 3aXHCTy, OCKUIBKU
BUKOPHUCTAaHHA cTeranorpadii, Ha >kajib, MOXE MPUBOIUTH 0 NMPUXOBAHOI KOMYHIKaLii, 111
SKOT € aHTHICpP)KaBHHUMH, NMPOTU3aKOHHUMH, aHTHUrymanHumu [1,2]. V Takux Bumamkax
KPUTHYHO BXIUBUM € SKHAWIIBU/IIC BHUSBICHHS MPUXOBAHOI KOMYHIKAIlil, 10 Ma€ MicIie.
OCHOBHOIO «30pO€r0» /Il IbOTO € cTeranoananis [3]. [ToTyxHi 3yCHIIs BUSHHX YChOTO CBITY
CIIPSIMOBaHI CHOTOJIHI Ha PO3B'I30K OCHOBHOI 3aJ1adi CTeraHOAHAII3y — BUSIBJICHHS HAsBHOCTI
npuxoBaHoi (goxaTkoBoi) iHpopmaii ([I) B iHpopmariiiHoMy koHTEHTI [4], oqHaK B yMOBax
iH(popMaIiifHOro MPOTHOOPCTBA, SKE Ma€ MICIle B Cy4acCHOMY CBITi [2], OO BHSIBIISAETHCS
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HezmocTaTHbO. Jlumie nexoayBaHHS INpuxoBaHOI iHGopmanii, i BiAHOBIEHHS JO3BOJHTH
MOBHICTIO JIOCATTH METY CTEeTraHOaHai3y. 3ajada BUTATY NPHXOBaHOI iHdopmarrii, ii
JEKOIyBaHHS € HAMOUIbII CKIIaHOIO, PO3B'A3KY SIKOi CIIpHsi€ BU3HAYECHHS/OILIHKA IPOITYCKHOT
CIIPOMOKHOCTI OpPraHi3oBaHOro crTeraHorpadiyHoro kanamy 3B's3ky [3,5], Ha 3abe3meuyeHHs
4Oro i cnpsiMoBaHa JjaHa podoTa.

AHaJI3 J0C/iKeHb Ta myOJiKamin

Ha croromuimHiii 1eHh OJHUM 3 HAUMOIMIMPEHINX 1 3aTpe0yBaHUX CTeraHOTrpadiuHuX
METOIB 3aJHINAEThCs MeTox Moauikaiii HaiMeHimoro 3uauymoro 6ita (LSB-meron) [3],
X04Ya OCTaHHIM YacoM MOro BUKOPUCTAHHS MAa€ II€BHI HETHIIOBI OCOOIMBOCTI — Maly
MIPOIYCKHY CIIPOMOKHICTH mpuxoBaHoro kanany 3B's3ky (IICIIK), mo opranizyerscs (<0.1
0iT/miKcenpb), Ha AKY, SIK IPaBUJIO, HE PO3PaXOBaHi iICHYIOUl CTEraHOAHAIITHYHI METOAM, II0
3aIMIIA€ aKTYaJbHOIO 3aj][ady BUSBJICHHS HAsBHOCTI mpuxoBaHoi iH(opmauii, BOymoBaHOT 3
BukopuctanusaMm LSB-merony. Kpim Toro, cydacHi creraHoaHa iTHYHI METOIH, SIK TPABHUIIO,
He BM3HauaroTh/He owuiHTh [ICIIK, mo € BaXJIMBOIO CKJIAJ0BOIO IPOLECY AEKOJyBaHHS
(BimHOBIIEHHS) HonaTkoBol iH(popmalii. Tak B [6] 3anponoHoBanuii Meton BusiBicHHs: LSB-
BKJIaJicHb B 1udpoBomy 300paxenti (113), 3acHOBaHMI Ha BpaxyBaHHI 3HAYEHHS KOPEJISIIii
MIX JOBXKHHOIO JTOJATKOBOI iH(oOpMarii i perpeciero KUIBKOCTI IICHTUYHHUX IO SICKPAaBOCTI
MiKCEeNiB, MPH [IbOMY KOXXHMI mikcenb L3 anamizyerbes okpemo. Llei MeToa 1ae MOKIUBICTh
JUI. BUKOPUCTAHHS HOBOI CTETaHOAHANITUYHOT (PyHKIII U1 BUMIpYy MOAIOHOCTI MiXK Baroro
miKCenmiB, M0, SK CTBEP/UKYIOTh aBTOPH, JO3BOJIE 3a0€3MEYUTH 3HAYHY YYTIUBICTH
creranoanainizatopa. Omnak meron He € giesmatHuM npu [ICIIK wmenme, nix 0.125
OiT/miKcenb, sIK 1 METOJ, 3anponoHoBanuii B [7]. s metony, po3pobieHoro B [8], HIKHS
mexxa TICIIK cxmana mmme 0.1 Oit/mikcens. Ominka [ICIIK B sxomHOoMy MeToni He
Bi/I0yBa€ThCA.

B [9] OyB 3amponoHOBaHWH CTETaHOAHATITUYHUNA METO]I, OPIEHTOBAHWUN HAa BUSBICHHS
IPUXOBAHOTO KaHAly 3B’A3KYy 3 MAaJOI0 IPOIMYCKHOK CIIPOMOJKHICTIO, 3aCHOBaHMHA Ha
BJIACTUBOCTSAX HOPMOBAHOI  BiJJOKPEMJIEHOCTI MaKCHUMAaJbHOTO CHHTYJISPHOTO YHCIIA
(HBMCY) Onoky wMaTpuli 300pakeHHs, a caMe Ha BpaxXyBaHHI KUIbKOCTI OJIOKIB
nociipkyBaHoro 113, oTpuMaHux nuiixoMm crtaHAapTHoi po3ouBku Mmarpuii [10], B skux
30utbmyeTbess HBMCU B pesynbTati nepezbepexenns L[3 B ¢opmar 3 BTrpatamMu 3 pizHUMH
koedimientamu sikocti QF. Ilro KinmbKicTh BigoOpaxkana AHMCKpETHA (QYHKIIiS y(QF)
(QF € {1,2,...,100} s popmary Jpeg, QF € {1,2,...,20} s popmaty Jpeg2000), sxa
Oynysanack ams 113, mo mignaBanock ekcrepTusi.

Axmo no3nauntu uyepe3 F wmarpumro 113, sika B mporeci aHamizy po30UBaeThCA
CTAaHJAPTHUM YMHOM Ha HerepeciuHi [ x/-610ku 3 cunrymsipaumu unciamu (CHY) [11]

6,20,2..20,20, 1)

. T . - (= = -\
SKi YTBOPIOIOTH BEKTOp G = (G,,0,,...,G,) , To HOpmoBauwmii BekTop CHU © = (Gl,GZ,...,GI)

BH3HAYHTBCS K O = 0/ ||0 , Ae ”G” HOopMa BekTopa G . Toali HOpMOBaHa B1OKPEMIIEHICTh

CHU o,,i =1,1, Bu3HavaeTbcs HACTYMHUM YrHOM [9]:
svdgap,(i) = mi_n‘c_s,- —C_Yi‘. )
i%]

3 (2) 3 ypaxyBanusm (1) BurummBae, mo HBMCY — 1ie
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svdgap,(1)= o1 - o2,

npu upomy 0 < svdgap, (1)£ 1.

AJnropuTMiuHa pearizaifisi 3anpornoHoBaHoro B [9] Meromy BHSBMIIACSA TaKOM, IO
nepeBuInye mo e(eKTUBHOCTI BUSBJICHHS HAasSBHOCTI IMPUXOBAHOTO KaHAIy 3B’S3Ky Cy4acHI
anajgorn B ymoBax Maioi IICIIK, ToOTro Maremarnunuii 0a3uc METOIy, 3aCHOBAaHHMH Ha
BrnactuBocTsax HBMCY Tta auckpetHoi ¢yHKITIT y(QF), 3a0e3nevye YyTIMBICTh IO MaJIX

30ypeHb KOHTEHHEepa B TIPOIECI CTEraHONEPETBOPEHHS, a TOMY MOXXE BBa)KaTHCS
NEPCHEKTUBHUM IS BHKOPHCTAHHS 3 METOI pO3B’S3KYy 3ajgadi BU3HAYEHHS/OLIHKU
NPOIYCKHOI CIPOMOXHOCTI TPUXOBAHOTO KaHAy, $Ka € BaXJIMBOIW [UIA IPOIECY
nexoayBanus Jl1, ane B MeToi, 3anpornonoBaHomy B [9], He nepenbaueHa. /s 3a0e3nedeHHs
MoxJmBocTi BusHaueHHs/omiHKU [ICIIK HeoOXimHi HOIaTKOBI AOCIIIKEHHS BJIACTUBOCTEH
HBMCHUY 6mnokiB 113 Ta ¢pynkmii y(QF).

Merta i 3aga4i gocaiTKeHHA

Memoro pobotu € moganblie aociixeHHs BiaactuBocreir HBMCY 6nokiB ta dyHKIii
y(QF) opuriHaneHux 13 Ta moOymoBaHuX Ha 1X OCHOBI CTEraHOMOBIIOMIICHb, PE3YyIbTaTH

skoro OynyTs kopucHumH Juia ouinku [1CIIK, chpopmoBanoro 3a nonomororo LSB-merony.
Jist focsITHEHHSI METH B POOOTI pO3B’sI3yIOTHCS HACTYIIHI 3A0ayi:

® BUSBHUTHU OCOOJTUBOCTI 3MiHU AUCKPETHOI QyHKIIIT y(QF) IIPU CTETaHONEePETBOPEHHI
nociikyBaHoro 113 B 3a/1e)KHOCTI BiJf TOr0, KOHTEHHEPOM YM CTEraHOIOBIIOMJICHHSIM BOHO
€,

® JOCHIAUTU BIIACTUBOCTI (PYHKIIii y(QF) 3anexxHo Bin popmary L3 Ta xoedimienta
SKOCTI JU1d 300pakeHHs B (popMaTi 3 BTpaTamu,

® JOCJIIAUTH BIACTUBOCTI QYHKIIT y(QF) 3anexHo Bia BenuuuHu [ICIIK;

® JIOCHIAMTH BJIACTUBOCTI (YHKIIi y(QF) IpU OJHOPA30BOMY Ta JIBOPa30BOMY
CTeraHONEPeTBOPEHHI 3a fonoMoror LSB-meTony.

OcHOBHA YacTHHA

B [9] ocHoBHOIWO oO3Hakor s BusBIEHHs creraHomnoBigomienHs  (CII),
chopmoBanHoro Ha ocHOBI I[3-koHTelHepa, mo 30epiramocs B ¢opmari 3 BTpatamu, OyiIo

HOPYIIEHHST MOHOTOHHOCTI JUCKPETHOI (QYHKIIT y(QF), 3HAYeHHs SKOi BH3HAYAIOThCS

KUIBKICTIO OJIOKIB JIOCHIJKYBAaHOTO 300paskeHHs, B skux 30utbmyetbes HBMCY npu
nepe3depekeHHI 3 BTparamMu 3 koedimienTom skocti QF. Ilpm 1mpomy mepeszbepekeHHs
opurinansHoro L3 B ¢opmati 6e3 BTpar HMpUBOIMIO JO MOHOTOHHO CHaNarodoi (QyHKIT

y(QF).

Hexail € opurinanene Jpeg-113, 30epexene 3 koediuieHToM sikocti QF, . 3ranany Buie
JTUCKPETHY (YHKIIIO JUIsl OPUTIHATBHOTO 300paKeHHS MO3HAYMMO yO(QF). Bona He Tinbku
HE € MOHOTOHHOIO, ane B Toulli QF = QF,, sk mpaBuio, Oyae MaTé JOKaIbHUN MiHiMyM [9].

[Tapametpu ¥t BUJ KpHUBOi, 110 € rpadikoM Y, (QF), s opuriHansHux L3 B popmari 3
BTpaTaMu 3 KoedinientoM sikocti QF, Oyne 3anexkatn Big QF : ynM menme QF,, Tem Hukue
B3JIOBX OCi OpJauHAT OyJe po3TamroBaHa KpHBa yO(QF) B KOOpAWHATHI# tutomuHi (puc.1),

xoua Juis 3HauHux QF (must ¢dopmara Jpeg mis QF>75), BHKOPUCTOBYBaHHMX MpH
nepesbepexxenHi L[3 B xoxi ekcrnepTusm, L KapTHHA MOKe mopyuryBatucs. JlilicHo, 4uM
HIOKYe Koe(imieHT sKocTi opuriHaibHoro I3, TemM MeHme #Horo BHCOKOYACTOTHA
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ckinanoBa [10], tum Oinbma kinbkicte CHY O70kiB OyayTh mopiBHsSIHHI 3 HyineM [12], Tum
OutbIe B Takux Onokax opwurinambHoro 13 6yne HBMCY, tum y MeHmIii KiIbKOCTi OJIOKIB
BOHA 301IBIIUTHCA IPH Niepe3depexenHi y popmar i3 Brparamu. Konu npu nepe3depexeHHi B
X0/l eKCIEePTH3U OyIyTh BUKOPHCTOBYBATHUCS 3Ha4YHI KoedimienT sskocti (QF>75), kibKicTh
O710KiB, y sSKHUX BinOyBaeTbes 30inbmenHs HBMCY, pi3ko 3HMKYETbCS (Yepe3 3MEHIICHHS
enemeHTiB Mmarpuili kBautyBanHs [10]), i Tyr yke 3HauHy ponb OyayTh BigirpaBaTu
00YHCITIOBaNIbHI MOXUOKHM B TPOIIEC OKPYTJICHb 10 IMUTMX 3HAYEHb YACTOTHHX KOE]IIi€HTIB
micis KBaHTyBaHHsA. Lle MpUBOAWTHE MO JEIKOTO «3MIIIAHHS) KPUBHUX yo(QF) B oOJsacri

QF>75, mo umtocTpye pucyHok 1.

Pawnime nmokaszano [12], mio npu creraHonepeTBOpeHHi Jpeg-KoHTeiHepa 3a J0IOMOT 00
MeToty Moaudikaiii HaliMeHIoro 3Hauymoro 0ita BiractuBocti CHY 6mokis 113 i3 BTpaTamu
MMOYMHAIOTh «IIpsAMyBath» A0 BiactuBocteir CHY OinokiB 113 6e3 BTpar, 30kpemMa, 3pocTae
mBUAKICTh 3Miau HaMmeHmux CHY, minimaneni CHY, ski B Omori opwuriHampHOoro 113
MOPIBHSHHI 3 HyJIeM, Micis BOynoBu /I Bxxe Takumu He OynyTh, IPUYOMY, YUM OLbIe Oyie
[ICIIK, 3a momomororo sikoi orpumano CII, Tum Oinbine 3pocTyTh 3HAYEHHS HAaHMEHIINX
CHUY 06nokiB MaTpuili KOHTeWHEepa Ta MBHUIKICTH iX 3MiHH. B3araini icHyl0Th cTeranorpadiyHi
METOIM, sfKi B pe3ynabTari BOymoBu J[I 1aroTh CTEraHONOBIAOMIICHHS, MATpPHUIS SKOTO
MPAKTUYHO HE BIAPI3HIETHCA BiJ MaTpulli opuriHaabHoro BigmosimHoro L3 y dopmari 6e3
Brpar [13]. [Ipu npomy BinmoBimHumu Oynemo HazuBaTH Taki L3, sKi BiAPI3HAIOTHCS JHIIE
dopmatom (3/6e3 BTpar) 30epexkenHs [9]. IloBeminka QyHKii y(QF) 3MIHIOETBCS
aHanorivHuM yuHoM: ymM Oinbme [ICIIK, Tum «Onmxde» Kpusa y(QF) st ClI,

c(hopMOBaHOTO Ha OCHOBI KOHTEHEpa B ¢opMari 3 BTpaTamu, J0 y(QF) JUISL BIZIITOBITHOTO
opurinansHoro 113 y ¢popmari 6e3 Brpat, T06T0 unM Oinbiie [ICIIK, Tum Bumie B310BX OCi
OpIMHAT KpHBa y(QF) Ha KOOpAWHATHIM ruromuHi Juist BignosigHoro CII, TuM MeHIe
BiIMIHHICTh Mk 3HA4eHHSMH BinnmoBigHuX (yHKIiA 11t CII 1 «aucroro» BiamosimHoro 113
0e3 BTpaT, L0 MPOLTIOCTPOBAHO Ha PHUCYHKY 2 s opuriHanbHoro L3 B ¢opmarti Jpeg,
orpumanoro 3 QF=75. 3ayBaxumo, mo i3 3pocranHsam [ICIIK nmuas dysxmii y(QF)

nokanbHUi MiHiMyM B QF=75 crae Bce MeHm Bupaxkenum (puc.2). [na neskux L3 BiH
B3araji MOXe CTaTH BIACYTHIM.
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Puc. 1. I'padixu Ppynkmii y(QF) s opuriHaneHux 13 B dopmari Jpeg 3 xoedirieHTOM
skocti QF, sixuit nopiBHioe: 1 —55; 2 — 65; 3 —75; 4 —85;5-95

34



IHOPOPMATUKA TA MATEMATHUYHI METOZI1 B MOJIEJIFOBAHHI = 2020 = Tom 10, Nel-2

=
=

i)
[}

[mn)
o

OUTBITY €TECA

,..
~1
[}

i) ) = [A5] o
[} [} o o o

—_
[}

QF
100

[

HEMCY mpi nepe3bepekerHi 3 BTpaTaMH (2o)

KinmexicTs Gmokie I3, 1 sEarx 3

o
.
=1
.
[}
w
[}
=
=1
m
[}
o
[
=
=]
@
[
[ie]
=

Puc. 2. 3mina BiacTuBOCTEH y(QF) zanexxHo Big IICIIK, ska BUKOPUCTOBYETBHCS MpH
OTpHUMaHHI CTeraHomnoBigomieHHs: 1 — opurinansHe L[3-konTeitnep B popmarti Jpeg (QF=75);
2 — CII 3 TICITIK=1%; 3 — CII 3 IICIIK=5%; 4 — IICIIK=10%; 5 — opuriHaibpHe BiANIOBiIHE
L13 6e3 BTpar

Onwucani 3minn CHY npu BOynosi /I B xonTeiiHep y gopmarti i3 BTpaTaMu NpPUBEAYTH
70 3011bLIEHHs KyTa Misk HopMoBaHuM BekTopoM CHY o /%/-010Ky 1 epIIuM BEKTOPOM €

cTanfapTHOro 6asucy npoctopy R', y mopiBHsHHI 3 KyToMm B opurinansHoMy Jpeg-113, T06TO
HBMCY y Oimbmiocti ONOKIB CTETaHOMOBIIOMIICHHS Oyae He Ourblie, 4uM y OJIOKax
KOHTeiHepa. SIkiio ternep nepe3depiratu i3 BTparamu konteiHep i CII, To KinbKicTh OJOKIB,
y skux Oyne 30umpmryBatucs HBMCY, y CII Oyzae Oinblie, yuM y KOHTEHHEp1 A OJHOTO
QF, ockinpky B 3arajlbHOMYy BMIIAJKy MOKHA CTBEp/XKyBarH, mo yuMm MenHme HBMCY y
6somi 113, TuM Oinbine HMOBIPHICTH 11 30UIBIIEHHS NMPH Iepe30epexeHHl 300pakeHHs 13
BTpaTamu, TOMY [0 30€peXeHHs 13 BTpaTamu B OubInocTi 610KiB 30inemrye HBMCY [9].

Hexait JII BOynoByeTbes B LI3-koHTeiiHep y ¢gopmati 6e3 BTpar. Y LbOMY BHMAJKY
skicHi 3MiHM CHY, 1m0 BinOyBaroThes B 6J10KaX MaTpUIli KOHTEHHepa, nepeJ0auynTy CKIaIHo,
BOHM HE OyAyTh TYT HACTUJIbKU SIBHUMH, OCKUIBKM TYT HEMa€ Takux xapakrtepHux puc CHUY,
ak g L3 y dopmati 13 BTpaTamu, 30Kpema, MOPIBHAHHOCTI 3 HyneM Haiimenmmx CHY
6s10k1B. Xoua nipu BOynoBi JII i TyT 3011bIIyeThCS KUTBKICTh O710KiB Iipu nepe3depexenHi CI1
y ¢opmar 3 BTpaTaMmu, y MOPIBHSAHHI 3 Nepe30epexeHHsIM KOHTelHepa, To0To rpadik Y (QF)
mist CII Oyne Buie B3A0BX OCl OpAMHAT, HIK Y (QF) Ui KoHTeWHepa. J[lificHo, y
3araipHOMYy BUTNaAKy BOymoBa LSB-meromom [II, ska po3rasigaeTbcsi SK BUIAIKOBO
chopMoOBaHa MaTpHIsl BiAMOBIAHOTO 300paXXEHHIO pO3MIpY, €JIEMEHTH $KOi Halexarb
MHOKHWHI {—1,0,1}, HE 3MEHIye BHCOKOYacToTHY ckianoBy I3 [10], TobTo mpuBOAMTH 110
He30UIbIIeHHs, a Ha mpakTull g0 3MmeHumeHHss HBMCY. Tomy kinbkicts 6mokiB y 113-CII,
g sikux 3pocte HBMCU npu nepe3OepexenHi i3 BTpatamu 3 KoedirientoMm sxocti QF,
Oyne Ouremie, unM y 1[3-koHTeliHepa npu nepe3depexenHi 3 TuM camuMm QF. BuxirroueHHs
TYT MOXe cTaHOBUTH nepe3OepexxenHs 3 QF ~100. Sxmo QF =100, To kinbKOCTI OJIOKIB,
st skux 30uibmuThes HBMCY npu nmepesbepexkenni 13 Brpatamu, 1 L[3-CII, 1 I13-
KOHTelHepa y ¢dopmaTi 6e3 BTpar, OyAyThb HE3HAUHUMHM I TaKMMH, IO MPAKTUYHO HE
BIJIPI3HAIOTHCS OJHA BiJ] 1HIIOI (110 € HACNIIJKOM BUKOPUCTOBYBAaHUX JIJISl TAKUX KOE(IIIEHTIB
sikocTi QF mMarpuilh KBaHTYBaHHSI, 110 MatOTh He3HauHi eneMeHTH [10]) (puc.3).

TakuM 4YMHOM, BCTAQHOBIEHO, IIO KpuBa Y (QF) JUIE KOHTEHHepa 3aBXkKIM HUXKUE

B3JIOBXK OCI OpAMHAT Ha KoopauHatHiM mommHi, HiX i CII, chopmoBanoro Ha ioro
OCHOBI, TOOTO K1IbKiCTh OsOKIB [I3-CII, mis saxux 3pocte HBMCU nipu nepezbepexeHHi 3
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BTpaTtamMH, € Oinbinoro, HiK Yy L[3-koHTelHepi, He3aiexHO Bix (opmaty (3/6e3 BTpar)
KOHTEHHepa.

3ayBaxumo, 1O OckiuTbku LSB-meTon € HecTiiikuM 10 aTak TpOTH BOYIOBaHOTO
MOBIIOMJICHHSI, 30KpeMa, 0 CTUCKY i3 BTpaTraMu, TO CTETaHOINOBIJIOMJICHHS, SIK TPABUIIO,
Oyne 36epirartucs y popmari 6e3 BTpar.

Hexait posrmsnaerses 113, mo dopmanbsHO 30epekene y ¢opmari 6e3 Brpart. Lle moxke
oytu: opurinanshe 1[3; CII, sike chopmMoBaHO HAa OCHOBI KOHTeWHEpa y hopmMaTi 3 BTpaTamMu i
30epexene 0e3 Brpar; CII, chopmoBane Ha OCHOBI KOHTeWHepa Oe3 BTpar, 30epekeHe 0e3
BTpar. bynemo mnpunyckatu, mo CII dopmyrorscs B ymoBax manoi ITICIIK, a came:
[ICIIK<10%. IlobymyBaBmm i gociijkyBaHoro I3 ¢ynkmito Y (QF), MOYKHA
Biokpemutn opuriHaibHe L[3 y dopmari 6e3 BTpar ab6o CII, moOymoBaHe Ha OCHOBI
KOHTeWHepa Oe3 BTpart, Bia L3, ske 3a3Hano mepe3depekeHHs 3 (opMmaTy i3 BTpaTamu y
¢dbopmart 6e3 BTpaT (3/6€3 cTeraHonepeTBOPEHHs ), AOCTIIKYIOUH MOHOTOHHICTD Y (QF) [9].
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—— - OpuriHambHe 113 (I131)
- CIL, cpopmMoBaHe Ha 0CcHOBL KoHTeiHepa 1131 3 IICIIK 1% (CII1)
—— - CII, oTpHMAaHe UUTTXOM MOBTOpHOI BOYI0EH L 3 [ICIIK 1%  CII1
- CIL, cipopMoBaHe Ha 0CHOBL KoHTefHepa 1131 3 IICIIK 5% (CIL2)
- CII, oTpHMAaHe IITTXOM NOBTopHOL BSynorH I 3 IICIIK 1% B CII2
- CIL, cpopMoBaHe Ha 0CHOBI KoHTeiHepa 1131 2 TICIIK 10% (CII3)
——————— - CII, oTpHMaHe IIBTXOM NoBTopHOL By qoRH [I 3 IICIIK 1% B CII3

Puc. 3. ['padixu dpynxuii y (QF ): a — 13 6e3 Brpar, 6 — 113 3 Brpatamu (Jpeg (QF=75))
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OpnHak HACTYIHI 33a7a4i 3aIMIIAI0ThCSA TYT HEBUPIIICHUMH:

® BIJIOKPEMHTH CIOYaTKy 30epekeHe y (opmati i3 BTpatam I3, IO ITAIATIO0CS
CTETaHOTICPETBOPEHHIO, BiJ TaKOTo, fKEe HE 3a3HaIO0 BOYAOBY 1i, a MmpocTto Oyio
nepe3depexeHo y ¢popmar 6e3 BTpar;

® BIJJOKPEMHTH OpHUTiHAILHE I3 0€3 BTpaT BiA cI, NOOYIOBAaHOTO HA OCHOBI
KOHTelHepa 0e3 BTpar.

Posrasmemo B nmaniii po6oti aeranbHo 3amady 1. Hexait 13 crmovarky 30epiramucst B
dopmari 3 Brparamu; F — marpunsa L3, sxe mignaerbes excneprusi. PopManbHO BOHO

36epexeHo B popmari 6e3 Brpat. Akmo F —ne CII, To OyaemMo BBaxkaTH, 1110 BOHO OTPHUMaHE
Ha OCHOBI Jpeg-koHTeltHepa 3 Marpuueto F . Ilingamo F, creraHomepeTBOpeHHIO 3 MaJOIO
[ICIIK (manpuknan, 1%), popMaibHIM BiZOOPaXKEHHSM SKOTO € CIiBBiHOIICHHs [14]:

F.=F +AF, (3)

ne AF — marpuune npexcrasienns I, F; — marpuus 1[3-CII. Busnaunmo ynxuii y (QF)
nna F i F,, mepe30epiraroun ix 3 BTpaTaMu 3 yciMa MOXJIMBHMHU 3HAYCHHAMM KoedilicHTa

sikocti QF. 3 BHIlEeHaBEeIeHOTO BUILIMBAE, IO sl KOHKpeTHOro QF, sk mpaBuiio, 3HaYCHHS
y (QF) s F, Oyzme Oimbine, Hix it F, 0 reoMETpUYHO BiOOPAsHTHECA B TOMY, IO

rpadik Yy (QF) nns F, Oyne Buine B3JOBXK OCi OpAMHAT, HLK Tpadik Y (QF) s F
He3anexxHo Bia Toro, CII un xonTeliHepy BiamoBinae marpuus F,. OpHak BiIMIHHICTB Mik
3HaYeHHSIMU (YHKIIT Y (QF) (mix BimmoBigHUME Trpadikamu) Oyme pi3HOI 3aJCKHO Bij
Toro, opurinansHomy 113 un CII Bianosinae Matpuus F .

Hexait F, — marpuus koHTeiiHepa, Toai creraHoneperBopeHHs (3) st Hporo Oyne
nepumM 1 eamHuMm. Skmo F Bimnosimae CII, to mns Heoro (3) — moBTOpHE

cTeraHonepeTBopeHHs. [lokaxemMo, 1110 epBUHHE NEepPEeTBOPEHHs (3) 3a JJOMOMOI0I0 MaTpHI
AF «minHiMe» rpadik GyHKII Y (QF) B3JIOBX OC1 OpAMHAT BIAHOCHO MOOYIOBAaHOTO JJIs

F, Ouibmie, HI’ MOBTOPHE NEPETBOPEHHS 32 JIOTIOMOTOFO Ti€i %k MaTpui AF .

CreranonepeTBOpeHHsI Jpeg-KOHTeWHepa, SK 3rajJlaH0 BHINE, NPAKTUYHO 3aBXKIU
npUBOIUTH 10 30inbmieHHs HatMeHnX CHY (OCKiIbKHM Bii’€MHUMHU BOHU CTaTH HE MOXYTh
y cuiy (1), a mo BOynoBu /Il € mopiBHssHHUMEU 3 HyJeM), 3MeHmieHHss HBMCUY y 6Gnokax,
3aJiTHUX Yy CTEraHONEPETBOPEHHI, 301IbIIYIOUM TUM CaMHUM IMOBIpHicTh 3poctanHss HBMCY
npu niepezdepexkendi 13 y dbopmar 13 BTparamu. fxmo xx BOymosa Il BinOyBaetncs B 113-
CII, To tam Bxxe HBMCU y 6nokax, 3a1iiHUX Y IEPBUHHOMY CTETaHOIIEPETBOPEHHI, MEHIIIE,
HIXK B BIMOBIAHUX OJ0Kax opuriHaibHOro KoHTeiHepy. [licns BOynosu /Il B CII Halimenmni
CHY BiamoBigHux OJOKIB, 3aJisIHUX Y IMOBTOPHOMY CTEraHONEPETBOPEHHI, sSKi BXKE HE
MOPIBHSIHHI 3 HYJIEM y THX OJIOKax, 110 Oyinu 3a/isiHI B EPBUHHOMY CTETaHOIEPETBOPEHHI,
MOXYTh SIK 3MEHIIIMTHUCS, TaK 1 301JIBIIUTHUCS, III0 MOXe MPUBECTH K J10 30UIbIIECHHS, TaK 1 0
3meHmenHss HBMCU. Ilostopna BOynmoa [II B CII y 3aranbHOMYy BUNAAKY 30UIBIINTH
pesynerytouy [ICIIK, nomatkoBo 30yproroun CHY, ane BigHOcHa 3MiHa Haiimenmux CHY
0110K1B KOHTeMHepa Oyne Ouibiue, HiX HaltMeHmnx CHY 61okiB CII mpu ogHakoBii 30ypHiit
nii. TakuM 4YWHOM, KiNbKicTh OJOKiB, y sikux 3pocte HBMCU mpu mepe3depexeHHi 13
BTparamu CII, oTprMaHOro B pe3ynbTari HOCTIAOBHOTO JIBOPA30BOI0 CTETaHOIEPETBOPEHHS,
xo4ya W Oyne Ounbmie, unM mpu nepe30OepexenHi nepBuHHoro CII, ame cTymiHb IBOTO
301IbIICHHS Oy/ie MEHIIe, HXK CTYIiHb 30UIbIICHHS MPH TakoMy X (110 XapaKTepU3yeThCs
Mmarpuieio AF ), ane MepBHHHOMY CTEraHONEPETBOPEHHI IIOJ0 MOPOXXHBOTO KOHTEHHEpa.
binpme Toro, cryminb 30uiblieHHs Oyne TuM Menuie, ynM Ouibine [ICIIK mepBuHHOTO
creranonepeTBopenHs. [liiicno, uum 6inbie [ICIIK nepBuHHOTO cTeraHONEpPEeTBOPEHHS, TUM
OunbIe KUIBKICTH OJIOKIB KOHTEHHepa, y skux 3meHmmThcss HBMCY y pesynbprari
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creratoneperBopenHs, TuM MeHie HBMCU y Grnokax F,, 3aaisiHUX y cTeraHONepeTBOPEHHI,
TUM «BUIIe» Oyne rpadik GyHKIil Y (QF), OTpHUMaHOI IIpy nepe3depexeHHl F 3 BTparamu.

[Tpu nostopHii BOynosi I B CII, chopmoBane 3 mopiBHssHHO 3HayHOIO nepBuHHOIO [ICIIK,
Oyzne 3HauyHa KUIBKICTH OJIOKIB, /€ Micis MOBTOPHOro creraHomneperBopeHas HBMCY
30UIBIINTHCS, & HE 3MEHIIUTHCS, Y mopiBHsAHHI 13 HBMCUY y 6710mi Bxigroro CII, mo npuseae
no Ttoro, mo mnpu mnepesdepexxkenni CII, oTpumanoro B pe3yibTaTi JIBOPA30BOTO
CTETraHONEePETBOPEHHS, Xo4a rpadik QyHKmii Yy (QF) Oyzae BuIle, HiX Trpadik aHAIOTTYHOT

¢ynkuii mis BxigHoro CII (oTpuMaHOro B pe3yibTaTi OMHOKPATHOTO CTETaHOIIEPETBOPEHHS),
ane ug pisHUNA Oyae TuMm MeHme, uyuM Outeme Oyma [ICIIK  mepBuHHOTO
CTETaHOIEPETBOPEHHS, IO MPAKTUYHO MiATBEPIKYETHCS pe3ylbTaTaMi OOYUCIIOBAIHLHOTO
eKCIIEPUMEHTY, JOKJIAJHO OIKMCAHOTO0 HW)XX4Ye, HaBeleHUMH B Tabn.l (BUKOpuCTaHI
MMO3HAYCHHS BBEJICHI HI)KUE) 1 MPOUTIOCTPOBAHUMH Ha puC.3.

OnucaHy BHINE KapTHHY, IO mojsrae B Tomy, mo 4uMm Oinbima [ICIIK mepBuHHOTO
CTETaHOIIEPETBOPEHHS, TUM MEHIIIE BiJIMIHHICTh MK BIMOBITHUMHU (YHKILIAMHU Y (QF) I ¢
CII, orpuMaHuX OZHOPA30BUM i JBOPA30BHM CTETaHOIEPETBOPEHHIM, CKIIQIHO BiJICTEKHUTU

s 13-konTeitHepa y ¢dopmati 6e3 BTpar, e 1e He Oyne BXe Tak CTpOro BUKOHYBATHCH,
X04Ya ISl CepeIHIX M0 eKCIIEPUMEHTY 3HaueHb Mae micue (Tadi.1).

Taoauns 1.
Cepenni 0o eKCIEpUMEHTY 3HaYeHHs T;,, i€ {0,1,5,10}
MHOXHHA, 3 K01
obupaBcs Tos T, Ts, Tioa
KOHTEHHEP
My 1.95 1.90 1.82 1.68
M e 70 60.44 51.40 26.14 12.19
M e 75 46.16 39.54 20.81 10.08
M 60 80 33.12 28.29 15.49 8.16

s nporo € a8i npuunHu. Ilo-nepiue, y 6iokax L3 B ¢opmari 6e3 BTpaT NpaKTUYHO
BiZICYyTHI Hy/bOBI/MOpiBHsHHI 3 Hynem CHY [15], BHachimok 4oro 3MiHH, sIKi BiIOYBarOThCS B
113 6e3 BTpat mpu BOymoBi JI, MOXKYTh IPUBOANTH K O 3MEHIICHHS, TaK 1 10 301IbIICHHS
CHUY 0n0kiB, He3aJeKHO BiJ iXHHOIO MOPsIAKOBOro Homepa. [lo-npyre, KijabKicTh OJNOKIB, Y
akux BifgOyBaeThcs 30unbenHss HBMCY npu nepe3bepexenHi y gopmar i3 BTpaTaMmu, Mpu
Manux i cepeanix 3nadeHHsx QF Omm3bko gm0 100% (muB. puc.3). 3pocTaHHs Mi€l KUTbKOCTI
npu BOyoBi JII B 1boMy BHIaAKy B3araii He Moxke OyTu 3Ha4yHUM. Kpim Toro, y cuiy manoi
3MIHM OIIHIOBAHOI KUIBKOCTI OJOKIB TYT KpPUTHYHY pOJb BIJIrpa€ HaKOMHYEHHS
00YHCITIOBANIBHOT MOXUOKH. Y CHITy IbOTO /I O1bIocTi poTecToBanux L3 cnoctepiranocs
MOPYIICHHST MOHOTOHHOCTI JUIS BEIMYMHHM, IO XapaKTepU3ye 3MiHY 3HAYeHb TUCKPETHOI
byHKIT Y (QF), i3 3poctanusm [ICIIK nepBuUHHOrO cTeraHomnepeTBopeHHs (Tabdm.2),

MPUYOMY TOPYIIEHHS MOHOTOHHOCTI MOTIJIO CIOCTepiratucs Ha Oyab-sIKOMY KpoIl
30inbmenns TICIIK nepsunHoro creranoneperBopeHHs (puc.4 — Tyt IICIIK nepBuHHOTO
CTeraHOIepeTBOPEHHS BBaXKaeThesl piBHOIO 0 1 L[3-koHTeMHEpa).
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Taoaun 2.
Kinpkicte 113, BUKOpUCTAaHUX Y SKOCTI KOHTEHHEPIB, MJIS IKMX MOPYITyBagacsi MOHOTOHHA

3aJIe)KHICTh BIIMIHHOCT1 MI>K 3HaYCHHSIMH (QYHKIIIH Y (QF) st CII, otpumannx

OJIHOPA30BUM 1 JBOPA30BUM CTETraHONEPETBOPEHHM, 13 3pocTtanHaM [ICIIK nepBuHHOTO
cTeraHonepeTBopeHHs (B % Bij 3araapHOro yucia 13 B ekciepuMenTi)

®opmar [[3-xkonTeiinepa

oe3 Brpar (Tif) 3 BTpaTamu 3 BTpaTaMu 3 BTpaTamu
(Jpeg, QF=80) (Jpeg, QF=75) (Jpeg, QF=70)
84.7 6.3 3.8 25

Hageneni tabmumi 1, 2, pucynku 3, 4 4YacTKOBO BiOOpakalOTh pe3yibTaTh
OOYHNCITIOBAIEHOTO EKCIIEPUMEHTY, SKUH MiATBEPPKYe BHCHOBKH, TCOPETHYHO OTPUMaHi
BuIIE. B 004ncitoBaIbHOMY €KCIIEpUMEHTI Oy 3aisHi HacTynHi MHoxkuHH [[3: My, — 500

13 B dopmari 6e3 Brpar (Tif) (150 L3 3 ©6a3um 4cam auth [16], 275 I3 3 0a3m

img_Nikon_D70s [17], 75 L3 otpumanux HenpodeciiiHow Bineokamepow); M. .,

M ey 75+ M ypeg g0 — 10 500 LI3, orpumannx 3 113 3 MHOXKMHM My 1UISXOM epe3OepexeHHs

y dopmar Jpeg 3 QF=70, 75, 80 BimmoBigHo (3HaueHHs QF oOpaHi sk Taki, MO HAWOLIBII
4aCTO BUKOPUCTOBYIOTHCS Ha MPAKTHIII ).

o

oTpHMaHoTO 3 IITIC 1%
e M @m ~

[N

Hopwa pisavmi (-t y(QF) ama I3 Fi K .

.

1 2 3 4 5 B 7 ] 5 10
IIIC mepBHHHOTO CTETAHOIIEPETBOPEHHA (%0)

Puc. 4. 3anexuicte 1 4-x koHkpeTHux L[3 B dopmari Oe3 BTpaT HOpMH BEKTOpa Pi3HULII
3HAYCHb JAUCKPETHUX QYHKIIH Y (QF) s pocnimkyBanoro I3 1 I3, orpumanoro

BOynoBoro /I 3 IICIIK=1% B nocnigxysane, Big IICIIK nepBunHOr0 creranHonepeTBOpeHHs

Ha mepmomy erami B opurinansHe 13 (3 BTpaTamu a6o 6e3 BTpart) BOymnoByBanacs /I 3
IICIIK 1, 5, 10%. Opurinansae L{3-konTeitnep i orpumani CII nepeszOepiranucs y popmar i3

BTparamu (Jpeg) 3 ycima koedinieHTamu sikocti QF € {1,2,...100}. B pesynbrarti BU3Hayanucs
muckperni dynxuii y,(QF ) (s konTeitHepa), yl(QF), ys(QF), ylo(QF), QF € {1,2,...100}
s CIT BigmoBimHO, IO BU3HAYAOTH I KoxkHOTO QF € {1,2,...100} KUTbKICTH OJOKiB 113,

s skux 3poctae HBMCU y pesymprati mepesbepexeHHss y ¢opMar i3 BTpaTamu 3
koedimienToM skocTi QF. ¥V sKocTi KibKiCHOI XapakTepucTuku 3MiHeHHs 1[3 B pe3yibrarti
NEPBUHHOIO CTETaHONEPETBOPEHHs pO3IisfAanacsd BEIUYMHA, IO XapaKTepU3ye 3MIHEHHS

ynkuii y,(QF):
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To; Z@%IVO(QF)— yi(QF)IZJ;,

i e{1510}.

(4)

CriBBigHomeHHs (4) sBIsie coO0K0 €BKIIOBY HOpMa BEKTOpa Pi3HUIIl BEKTOPIB 3HAYECHB
dymxuiii y,(QF) i yl(QF)/ ¥s(QF )/ y,,(QF) B BimmoBiamux aprymenrax.

Ha npyromy erami B chopmoBani Ha niepmiomy etani CII moBropHo BOymoByBanacs I 3
[ICIIK=1% (marpuus I AF TyT dhopmyBanacs BHUMIaIKOBUM YHHOM 1 BUKOPHCTOBYBaiacs
onHa i ta cama jus CII 3 TICIIK 1, 5, 10%, chopmMoBaHUX Ha OCHOBI OJIHOTO KOHTEWHEPA).
Otpumani micnsi moBTOopHOTO cTeraHoneperBopeHHs CII mepesbepiranucs i3 BTparamu
(popmar Jpeg) 3 QF € {1,2,...100}. VY pesynbTarti Oynu oTpuMaHi AMCKpeTHI QyHKIIT ylvl(QF),
y5’1(QF), Yio l(QF), QF € {1,2,...100} qutst CIT 3 [ICIK nepBuHHOTO cTeraHonepeTBopeHHs 1,

5, 10% BignoBimgHO. Y siKOCTI KinbKicHOT Xapaktepuctuku 3miHu L[3-CII micist moBTOpHOTO
CTEraHOIEPETBOPEHHS 3a aHAJIOTI€I0 3 (4) po3risaaiacs BEeIMYHHA!

N |-

Ta= (122)0]% (QF)_ yi,l(QF)rJ ' ®)
i e{1510}.

Pesynpratn excniepumenty uist opuriHansHux L3 y dopmati 3 BTpaTamu, KpiM TabIUIb
1 pUCYHKIB, HaBEJICHUX BUIIE, 3HANILIN CBOE BiOOpakeHHA Juid BUNAAKYy ¢dopmaty Jpeg 3
koedinieaTom sikocti QF=75 Ha puc.5 1 B Tabn.3, 1e HAOYHO BHpaKCHA 3arajibHa TCHJICHITIS
skicHOi 3MiHM 3Ha4YeHb omiHok (4), (5) i3 3pocramusam IICIIK mnepBUHHOTO
CTETaHOIEPETBOPEHHS  300p@KEHHsA: 3MEHIICHHS MOJM TiCTOrpaMu 3Ha4e€Hb T, 3
OJIHOYaCHUM 30UIBIIEHHSM 3HAYEHHS B MOJIl; 3MEHIICHHS JOBXHHHU THTEPBATY MOMIMBUX
3Ha4eHb T;; 3a PaxXyHOK 3MEHIIEHHS MaKCHMAaJbHOro 3HaueHHA T,,. OrTpumani fKicHI
pe3ynbraty € TunoBumu a7s 113 B hopmari 3 BTpaTamu, He3aleKHO BiJl KOHKPETHKH GopMaTy
(Jpeg) Ta Bukopucranoro koedirienta sikocti (QF=75), ockiibku 0a3yrOThCS Ha OTPUMAHUX B
poOOTI TEOPETHMYHMX BHUCHOBKAX 1 MIATBEP/DKYIOTh iX. BukopucranHs iHmoro ¢opmary 3
BTpatamu (Hanpukiaa, Jpeg2000) uu 1HIOTO KOe(DIMIEHTY SKOCTI 3MIHUTH JIMIIE KUTbKICHI
MMOKA3HUKH TICTOTPaM.

Taoanms 3.
MaxcumanbHi i MiHIMaJbHI 10 €KCIIEPUMEHTY 3HaYeHHs T,,, i€ {0,1,5,10} st 13-

KOHTEWHEpIB, CMOYaTKy 30epekeHux B ¢popmari Jpeg 3 QF=75

TO 1 Tl,l TS 1 TlO 1

MAaKc. MIH. MAaKc. MiH. MakKc. MiH. MakKc. MiH.

146 2.1 124 2.4 61 1.7 26 2

AHai3 4uCIOBHUX 3HA4YeHb BelnwuuH (4), (5) 3 BUKOPUCTaHHSIM OTPUMAHUX TiCTOrpam
(puc.5) no3Boisie 3poOMTH BHCHOBKHM, BaxuinBl Juig owiHkd BenumuuHu [ICIIK, ne
BUKOPHCTOBYBAJIOCS Y IKOCTi KoHTeiHepa L[3 y dpopmati Jpeg (QF=75):

e KO 1A gocmimkysanoro I3 smadenms T, 2125, To BOHO HE 3a3HABAIO
CTETaHOTIEPETBOPECHHS;

e sxmo 61<T,,, o s ananizoBanoro L3 IICITK<5%, y Tomy uncni 113 moxe OyTu

CYHUCTHUM» KOHTeﬁHepOM;
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e sxmo 26<T,,, To nug anamizosanoro 13 IICIIK<10%.

25 T T

20+

mn
T

Kinekicts 113
B

Kinekiers 113

30

25

o)
=

Kinekicts 113
™
5

=
Kinpkicte 113

B

Puc. 5. Ticrorpamu 3HavyeHp T, i€ {0,1,5,10}, s opuriHagbHoro L[3-koHTeliHepa,
36epexeHoro y dopmari Jpeg 3 QF=75: a — T,, (Moza mopiHioe 13, 3HaueHHs B Moxi 19);

06— T, (Mona 10, 3HayenHs B Moz 24); B — T, (Mona 6, 3HauenHs B moai 30); r — Ty, (Mona
5, 3naueHHs B Moji 41)

OTpumani pe3yabTaTy Ha JJAHOMY €Tarll JOCTIHPKEHb HE € OCTATOYHUMH, OTPUMAHI s
[ICIIK kinpKicHI OLIHKMA € OJHOOIYHI (OI[HKH 3BEpXy), Taki, IO 3aleXaTb BiJl BEJIWYMHU
[ICIIK nepBunHOTrO creranoneperBopents 113 B ¢opmati Jpeg (QF=75). Posmuproroun
O0YMCITIOBAIBHUI  €KCIIEPUMEHT, 30UIbIIyIound pisHOMaHiTHICT 3HaueHb [ICIIK ans
NIEPBUHHOTO CTEraHomnepeTBopeHHs (Hanpukiaza, Bix 1 go K% 3 kpokom h%), oTpumani
pe3yibTaTH MOKHA YTOUHHUTH, 110 Oyzae 3po6iieHO mpH po3poldIli O6e3mocepesiHbo METOIY
ouinku [ICIIK. Buxopucranusa inmoro ¢opmary 3 Brpatamu (Hampukian, Jpeg2000) uu
iHmoro koedinieHTy sikocti QF 3MIHUTH KUIBKICHI NMOKA3HUKU TiCTOTpaM, TOMY po3poOKa
METOy MOTpedye OTPUMaHHSA KUIBKICHUX XapaKTEPHCTHK JJIs BCIX MOMJIMBHX (CamMuX
BUKOPHCTOBYBAaHMX) 3HAuYCHb KoedimienTa sAKocTi. BpaxoByrounm iX = MOXIUBY
PI3HOMAaHITHICTh, HEOOXITHUM MONEpPEAHIM KPOKOM Iepe] BUKOPUCTAHHSIM METOAY OLIHKHU
[ICIIK noBuHeH OyTu Kpok BHM3HadeHHs QF 11 koHTeliHepa B ¢opmari 3 BTpaTamu, IIO
MOXJTHBO 3pOOUTH 32 IOTIOMOTO00, HAITPUKJIA]], METOTY, 3alporioHOBaHOMY B [18].
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BucHoBku

Y poGoti mpoBenmeHi gociimkeHHs BiuactuBocted HBMCY 6mokiB matpumi 113,
IUCKPETHOT (yHKIIi{ y(QF), gKa CTaBUThCS Yy BignoigHicte L3 B ymoBax #oro
nepe30epekeHHsT 13 BTpaTaMH 3 PI3HUMH Koe(illieHTaMHU SIKOCTI U BigoOpakae KiTbKiCTh
0JIOKIB, Y SIKMX Yy pe3yJIbTati nepe3oepexens 30ibmyerbcsst HBMCY.

BcTaHOBIEHO TEOPETMYHO i MIATBEP/HKEHO MPAKTHYHO LUIIXOM OOYHCITIOBAILHOTO
€KCIIEPUMEHTY:

e upMm Outbmie KoedimieHT sikocTi opuriHameHOro L3 B (opmati 3 BTparamu, THM
Oiunple 3HAYCHHS (QYHKIIT y(QF) st KoHkpetHoro QF < 75; ycraHoBjeHI MPUYHHH, IO
SIKUX JIaHE TBEPDKEHHS MOXKe rmopymyBatucs st QF>75;

e upm Oinpiie [ICIIK, mo BukopuctoByBamacst miast orpuManHs CII, Tum Oinbiie
3HAYEHHS y(QF) st koHkpetHoro QF, to6to, yum Oinbiie [ICIIK, TuM Bumie kpua
y(QF) ms BignmosimHoro CII, tum «Ommwkye» rpadik  QyHKII y(QF) g CII,
chopMOBaHOTO Ha OCHOBI KOHTEiHepa B (hopmari 3 BTpaTam, 10 y(QF) JUTSL BIITIOBITHOTO
opurinansHoro L[3 y dopmati 6e3 BTpart;

e xinpkicte OnokiB I[I3-CII, mns sxux 3pocte HBMCU mnpu nepe3depexeHHi 3
BTpaTamu, € Oinpiioro, HiK y L[3-xkoHTeliHepi He3zanexxHo Bix ¢opmaty (3/6e3 BTpar)
KOHTEHHEPA;

e miepBHHHE cTeranomneperBopeHHs 13 3a pomomororo Marpumi AF  3MiHIOE
(«migHiMae» rpadik) QyHKUio Y (QF) OinplIe, HIXK MOBTOPHE CTETaHONEPETBOPEHHS 3a

JIOTIOMOTOFO Ti€l 5k Matpuii AF ;

e upm Bunie [ICIIK nepBHHHOTO CTeraHONEPETBOPEHHS, TUM MEHIIIE BiIMIHHICTD MiXK
BIIMOBIAHUMH ~ (PYHKIIISIMU y(QF) nas CII, oTpumMaHux LUIAXOM OJHOPA30BOro U
JIBOPA30BOTO  CTEraHONEPETBOPEHHS, TMpH 1bOMYy i 1oBTopHOi BOymoBu I
BUKOPUCTOBYEThCS OAHAa W Ta cama Matpuusg AF nHesanexno Bin IICIIK nepBuHHOrO
CTEraHOIEePETBOPEHHS.

VY pe3ynbTaTi NpOBEAECHUX JOCHIKEHb OTPUMAaH1 OHOOI4HI OLIHKH (3BEpXY) BEIMUYUHU
[ICTIK B ymoBax I[3-xonTeiinepa B dopmarti Jpeg (QF=75). IIpoBeneHi mociiKeHHST HE €
3aBEpIICHIMH, aJle TOBOPATH MPO MEPCHEKTUBHICTE 00PAHOTO MUIAXY JJIS OLIHKUA BEJIWYHHU
I1CIIK nepBuHHOrO cTeranoneperBopeHHs {3 1 B JaHuit yac NpoJOBKYIOTHCS aBTOPAMHU.
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UCCJEJOBAHUE CBOMCTB HOPMUPOBAHHOM OTJAEJEHHOCTH
MAKCHUMAJIBHOI'O CUHI'YJIAPHOI'O YA CJIA BJIOKA MATPUILbBI
OU®POBOI'O U3OBPAKEHUSA

A.A. Kobo3zesa, 1.11. Bobok

Onecckuil HALIMOHANBHBIN MOJIUTEXHUYECKUN YHUBEPCUTET,
npoci. [llesuenko, 1, Onmecca, 65044, Yipauna; e-mail: alla_kobozeva@ukr.net

Ha ceropHsmHWi JeHb OJHUM M3 CaMbIX pAacIpPOCTPAHEHHBIX U BOCTPEOOBAaHHBIX
cTeraHorpau4eckux METOAOB SIBJISETCS METOJA MOAM(UKALMK HaUMEHBILEro 3Ha4yallero
6uta — LSB-meTon, ocraBiisisi akTyanbHOW 3a/jauy BBISBICHHS HAJIM4YMs U JEKOAWPOBAHUS
CKpBITOI MH(pOPMAIMU, NOTPY)KEHHOI B KOHTEHHEp C HMCIOJb30BAaHUEM 3TOTO METO/a, B
YaCTHOCTH B YCIOBHAX MaJIOW TIPOMYCKHOH CHOCOOHOCTH CKpPBITOTO KaHaja CBS3H.
CymiecTByloIMe CTEraHOAHAJIMTHUECKHE aITOPUTMBI, pa3dpaboraHHble i1 LSB-merona,
pemaT, Kak IpaBHiIo, OCHOBHYIO 3ajady CTeraHOaHAIN3a — JIETEKTHPOBAHHE CKPBITOTO
KaHalla,  OCTaBJIsiss  HEpPEIICHHOW  3ajady  JIEKOJUPOBaHMS  (BOCCTAHOBJIEHUS)
JOIOJIHUTENEHON ~MH(GOPMAIMM, IS KOTOPOM BaXHOW COCTABISIOUNIEH  SIBISETCS
oTIpeJieJICHNE/OlIeHKa ITPOITYyCKHOW CITOCOOHOCTH CKpBITOrO KaHana. [[envio paboThI
SIBJISIIOTCSL  JIONOJIHUTENBHBIE HCCIIEIOBaHUS CBOWMCTB HOPMHPOBAHHOI OT/EJICHHOCTH
MaKCHMAIIbHOTO CHHTYJISIPHOTO 4HClia OJIOKOB MAaTpHIBl OPUTHHAIBHBIX [HU(MPOBBIX
n300pakeHnH, KOTOPbIE pacCMATPUBAIOTCS B Ka4eCTBE KOHTEHHEPOB, M IIOCTPOCHHBIX Ha
X OCHOBE CTEraHOCOOOILICHHWH, Pe3yabTaThl KOTOPOTO JaayT BO3MOXKHOCTb Ul OLCHKU
MPOIMYCKHOW CIOCOOHOCTH CKPBITOrO KaHalla CBs3u. B paboTe uccieayloTcs CBoOicTBa
muckpetHoit ¢pyukiun Y(QF), koTopas ompenensier KOJIM4eCTBO OJOKOB HU300paKEHHUs, B
KOTOPBIX TPOMCXOANT YBEJIMYEHHS HOPMUPOBAHHOH OT/AEIEHHOCTH MAaKCHMAaJbHOTO
CHHTYJISIPHOTO YHMCJIa B PE3yJIbTaTe MePEecOXpaHeHms1 U300paskeHns B popmar c rmorepsiMu ¢
koahduimentom kadectBa QF. Ompexnenenbl ocobeHHocTH u3MeHeHust GyHkimu Y(QF)
IIPU  CTETaHONpPeoOpa3oBaHUKM MCCIEAYEMOTO HM300paKEHUSI B 3aBHCUMOCTH OT TOTO,
KOHTEHHEPOM HJIM CTEraHOCOOOLICHHEM OHO SIBJISETCS; mcciemoBaHbl cBoiictBa Y(QF) B
3aBUCHMOCTH OT (popmara nudpoBoro u3oOpakeHus W KodpdUIMEeHTa KauecTBa JUIs
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n300paxeHust B Gopmare C MOTEPSIMU; OT BEIMUUHBI MIPOMYCKHOW CIIOCOOHOCTH CKPBITOTO
KaHaJa CBS3W; IPH OJHOKPATHOM M IABYKPaTHOM CTEraHOIpeoOpazoBaHWMU. B pesymprare
TIPOBEIEHHBIX HCCIICIOBAHUM IIONy4eHBI OJHOCTOPOHHHE OIICHKH (CBEPXY) BEIMUHUHBI
MIPOIYCKHOW CHOCOOHOCTH CKpBITOTO KaHaja CBS3H, IIOCTPOCHHOTO ¢ momomsio LSB-
METOZa Ha OCHOBE KOHTeHepa B (hopMaTe C IOTEPSIMHL.

KioueBble c10Ba: CTeraHOAHATUTHICCKUAN METOJ, I(PPOBOE H300pakeHNUE, POITyCKHAS
CIIOCOOHOCTH CKpBITOTO KaHana, LSB-mMeTo/, HOpMOBaHHHAsI OT/IEJICHHOCTh CHHTYIJISIPHOTO
qHCIIa.

RESEARCHING THE PROPERTIES OF THE NORMALIZED SEPARATION OF
THE MAXIMUM SINGULAR VALUE OF THE DIGITAL IMAGE MATRIX
BLOCK

A.A. Kobozeva, I.1. Bobok

Odessa National Polytechnic University,
1, Shevchenko Ave., Odessa, 65044, Ukraine; e-mail: alla_kobozeva@ukr.net

The least significant bit modification method is one of the most widespread and demanded
steganographic methods. Today this method is often used for the hidden communication
channel with low capacity. Therefore, the problem of detecting and decoding LSB-
embedding with low capacity is actual. Existing steganoanalytical algorithms for the LSB-
method, as a rule, solve the main problem of steganoanalysis. This task is to detect a hidden
channel. The problem of decoding (restoring) additional information remains unsolved. It is
important to determine/to estimate the capacity of the hidden channel for decoding
information. The article considers a digital image as a container. The aim of this article is
additional research of the properties of the normalized separation of the maximum singular
value of the blocks of the matrix of original digital images and stego. The research results
will be used to assess the capacity of the hidden communication channel. The article
examines the properties of the discrete function y(QF). This function determines the
number of image blocks in which the normalized separation of the maximum singular value
increases as a result of resaving the image into a lossy format with a quality factor QF. The
features of the change in the function y(QF) during the steganotransformation of the image
are determined. These features are different for an empty container and a stego. The
properties of y(QF) are investigated depending on the digital image format, on the quality
factor for the image in the lossy format; on the value of the capacity of the hidden
communication channel; with single and double steganotransformation. As a result of the
studies, one-sided estimates (from above) of the capacity of the hidden communication
channel constructed using the LSB-method were obtained.

Keywords: steganoanalytical method, digital image, capacity of the hidden channel, LSB-
method, normal singularity separation.
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ONTUMIBALIA IHOPOPMAIIMHAX CTPYKTYP JIOKAJTBbHUX MEPEXK

B.O. Xopouko, FO.€. XoxnauoBa, A. Asacpax, A. Auab-/lanBam

HarmionansHuit aBianiitHuid yHiBEpCHTET,
np. Jlrobomupa Iyzapa, 1, Kuis, 03058, Ykpaina; e-mail: post@nau.edu.ua

IllupokomaciiTabHe  BUKOPHCTaHHS  OOYMCIIOBANbHOI ~ TEXHIKM Ta  KOMYHIKalilHHX
(irdopmarniitaux) Mepex, mepexin mo 30impmeHHs 00’eMiB 00poOIrOBamBHOI iH(GOpMarii Ta
pO3IIMpPEHHs KOJIa KOPHCTYBadiB B ycCixX cdepax *KHUTTS Cy4aCHOTO CYCIHIbCTBA (HMOJMITHUHIMN,
BIICBKOBil, €KOHOMIiYHIH, coOIliambHIH Ta (IHAHCOBI) NPHBOAATE MJO SKICHO HOBHX
MoxmBoctel. CydacHuii mporec B oOnacTi iHpOpMamifHMX MepeX IPHBIB J0 pO3pOOKH
YHCICHHAX METO[IB, MPU3HAUYCHUX U1 ONTHUMI3aIlil CTPYKTyp iH(popMarmiifHux Mepex. [lpu
po3pobui TpadikiB mepepaui iHpopmamii B Mepexax HEoOXIiIHO BpaxoBYBaTH MNOOYAOBY
CTPYKTYp 1iH(OpMAIIfHUX TMOTOKIB, SKi BH3HAYAIOTHCA KUIBKICHUMH, TOIOJIOTIYHUMH,
SKICHUMHU 1 yacoBUMHU (akropamu. OCHOBHHM KPHTEPIEM € MakKcuMiszalis CyMH BiJHOILIECHb
e(eKTIB B3a€MOJIi JIOKATBHHUX MEPEXK M0 3aTpaT Ha iX B3aeMoOJi0. Memow € KilbKicHa
onrtuMizalis iHGOpMaLiiHUX CTPYKTYp JIOKaJbHUX Mepex. IIpornoHyeThesi OCHOBHHI KpUTEPii
MOJIATH Y BUMIISAL i€papXii JOKaIbHUX KPUTEPIiB, a 3a/1auy po3poOKH JIEKOMIIO3YBaTH Ha psil
JOKaNbHUX 3a7a4. OCHOBH JEKOMITO3HUIIT CKIIANAE 3aIEKHICTh MIXK JIOKAJIBHUMH KPHTEPisMH
omTuMizamii Ta (akTopamu, SKi MPHUXOBYIOThCcA. ONTHMI3amis CTPYKTYp 32 KUIBKICHUM
(haKkTOpPOM 3IIHCHIOETHCS B JIOKAJBHIN 3a/1a4i O0UHCIICHHS pallioHANEHUX 00’ €KTiB iH(QopMaIiii.
PamionanbHMt 00’ €M MMOBHHEH BiATIOBIAaTH BUMOTaM OBHOTH 1H(OpPMAIIii, [0 CTa€ BasKIIHBOIO
3ajadero I croxuBada. OTpuMaHi B poOOTI pe3ysbTaTH J03BOJISIOTH BUKOHATH KiIBKICHY
ONTUMI3aIil0 1HPOPMAMIHHNX CTPYKTYp JOKaJdbHHX Mepex. [ma ii BHKOHaHHSA pO3B’s3aHa
3ajja4a MakcuMi3alii CyMHd BiIHOIIEHb e(eKTiB B3a€MOJIi JOKAILHUX MEpeX IO 3arpar Ha ix
B3a€MO/II0 Ta PO3POOIICHII TTOPSIOK 11 OOUUCIICHHS.

Kuro4oBi ciioBa: JoKanpHI Mepexi, KiTbKiCHA ONITUMI3AIis, iIHPOPMaLiHHI CTPYKTYpH, Tpadik
nepenadi iHpopmariii, iepapXis TOKATBHAX KPUTEPIiB, JEKOMITO3HIIsL.

Beryn

[Tponiec BmpoBaKeHHs 1H(OPMAIIHHUX TEXHOJOTiIH B yci chepu KUTTS CY4acHOTO
CYCIIIJIbCTBA, L0 BCTyNAa€ B Cy4aCHUH MEpioJl CBOTO PO3BUTKY, HE MOXJIUBUN O€3 pIIICHHS
NUTaHb ONTUMI3aLI] IHPOPMALIHHUX CTPYKTYp MEpEX B pi3HUX cdepax: MOJITHUHIHN, BIICHKOBIH,
€KOHOMIUHIH, comianbHii Ta (iHaHcoBid. lllupoxomaciiTabHe BUKOPUCTaHHS OOYMCIIOBAIBHOL
TEeXHIKM Ta KOMYHIKalUiiHUX (iHopMaliiHUX) Mepex, Mepexis A0 30UIbLIeHHS 00’€eMiB
00po0:roBaibHOI 1HPOpMAIIil Ta PO3MIUPEHHS KOJIa KOPUCTYBAYiB MPHUBOASTH /10 SKICHO HOBUX
MoxrBocTed. Hespaxkaroun Ha Te, cydyacHHMH mpoliec B 00acTi iHpopMaLiiHUX Mepex MpPUBIB
JI0 PO3POOKH UMCIEHHMX METOIB, MPU3HAYEHHUX U1 ONTHUMI3allil CTPYKTYp 1H(OpMAaIiiiHIX
MEpEeK.

[Ipu po3pobii TpadikiB mepenadi iHpopmaiii B Mepekax HEOOXIIHO BpaxOBYBaTH
noOyJI0BY CTPYKTYp iH(QOpMAaLIHHUX MOTOKIB, SIKi BU3HAYAIOTHhCA PALIOHAIBHUMHU (PaKTOPaMMU:
KiJIBKICHAMH, ~TOIOJIOTTYHMMH, SKICHUMH 1 4vacoBumu [1,2]. OCHOBHUM KpuUTepieM €
MaKCHMi3allisi CyMH BiJHOIIEHb e(EeKTIB B3aeMOJIl JIOKaJbHUX MeEpeX [0 3arpar Ha iX
B3aeMoAit0. OCKUIbKM BHHUKAIOTh TPYAHOIl, MPONOHYEThCSI OCHOBHUN KpUTEpiil Mmoaatu y
BUTJISAL i€papXii JIOKaJIbHUX KPUTEpiiB, a 3a7a4y po3poOKU JEKOMIIO3yBaTH Ha DSl JOKAIbHUX
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3agad. OCHOBU JEKOMITO3UIIIT CKJIaa€ 3aJICKHICTh MIXK JIOKaJIbHUMHU KPUTEPISIMH ONTHMI3allii Ta
dbakTopamu, siKi npuxoByoThes [2, C.253].
Memoro € KinbKicHa onTuMi3alis iHPpOpMaIIHHIX CTPYKTYP JIOKAIBHUX MEPEK.

OcHOBHA YacTHHA

Bukonanns 3amadi po3poOKu CTpyKTyp 1 TpadikiB mepenaui iHdopmarii moYMHAETHCA 3
n00yI0BU MOYATKOBUX iH(popMaliiHux cTpykTyp G, (n :1,_no), IO SBISIOTH COOOIO 3B’si3aHi
opienroBani rpapu [3, C.183]. Bepmunamu rpadiB € 3amadi B3aeMOJIIi MaKpOpPIBHA
M/, (G =1,_l0 1 =1,(u),), mo 3niCHIOITE iHpOpPMALIHNI 0OMIH MK €IleMEHTaMH JOKaJIbHOI

Mepexi Ta JTOKAbHUMH MEpEKaMH, a TyraMH — CIpsMOBaHi iHpopMauiliHi MOBIIOMICHHS, AKi
Ha3BEMO BIUIMBaMU ab0 aTakaMu. 3MICT KOXKHOI'O BIUIMBY (aTakd) BU3HAYae JIOKalIbHA MEpexa,
110 HOI0 BUKOPHUCTOBYE.

3amaui M/%, B cBOMO uepry, ImpejacTaBisAIOTh 3B’A3aHi OPiEHTOBaHI miArpadu, BepIIMHAMU
AKUX CTyKaTh 3aiadi B3aeMonii Mikpopisas U4, A4 =1,(1),, 10 TIepeTBOPIOIOTH i MepenaroTh
iH(pOpMaIliro eneMeHTaM JOKIBHOI Mepexi S, a Ayramu — iH(hopMaIiio miil IOKaIbHINA MEepexi.
3amadi B3a€MO/Ii1 MaKpOPIBHS 1 MIKPOPiBHSA NOAUTMMO Ha Tpu TUIH [ 1,4].

M/ =A% v B/t vD/; )

(2. 5.6) =L (1) # B #6;

Ui(Pl — Xf’" inv/i vziéi;

(%'Wilé):m;(pi Y, # &

Jle (A%, X)) — mwxepena, 10 BUKOHYIOTH 36ip MiAArOTOBKY Ta nepefady indopmarii; (B;Y,") —
CIOXKMBadl, B pe3yibTaTi o00poOku i1H(popMaliero, SKUMU (QOPMYIOTbCS pillleHHS abo
siticHroroThCs 1if B Mepexi S;. [losnaueny 3amaay X a6o Y uepes (U')", azamauy Y a6o
Z5 uepes (U")%. Amanoriuno (M')" imentudixye 3anaay A% a6o B/, a (M")“ — 3amauy
B/ a6o D’ .

BukopuctoBytoun mo3HadeHHsS 3a7ad B3a€MOJii, MOXXHA BHUPA3UTH 1HPOpPMAIIIIO, SKOIO
OOMIHIOIOTBCSI €IIEMEHTH MEpPeXi, HaPUKJIa/,

S, 1S, WV Mikk (=10, s =1, )gs A =1 (Ao

#Y5Y%

(=L (4o, 7 # A
VY 3B’M3Ky 3 THM, IO BUXIJHI CTPYKTypH 30BHIIIHBOI iH(opmarmii i 3amadi B3aeMmomii
MakKpOpiBHsI HEOOX1/THO pO3IJIAaTH SIK B HAPSMKY BiJ JUKEpeN A0 CIOXKHUBauiB iHPoOpMaIlii, Tak
1 HaBIaKK, TO BOHU MOXYTh OyTH nojani y Buriisi (2) i (3):
46

. . . . M
o (YHKIIOHY€E BcepeaAnHi TokanbHOI Mepexi S;,W;



[HOOPMATUKA TA MATEMATUYHI METO/I1 B MOZJEJIFOBAHHI = 2020 = Tom 10, Nel-2

(e Lo,
(1M )
% i /\WkA/lkU/IlkML,UZ, : ( Biﬂ. ),

G = (M) () TBA (U)o 1 @

B B U.,M"U" 7|
Iny]
X /\Wij AATH

AU (M) (U

% /\Wij L B | |:(DJJ):|

93]

(ki 3) =115 (24,8,) =L (4 ) 45 =L (4 ) k= # .

(Xa )LAV LA (Y )

M/ = XA (U7)" (U)o, 3)

e

YUY () 1 *ZE,

ne 1" mosmauae omepaTop Ge3mocepeaHbOro indopMaliiHoro 38°a3Ky. Hanpuknaz, B (2) 3a1a4a
AU, azanasa (M) (U")S Gesnocepennno e 3a 3anauero A* (U)X, B G inzexc (1)
BKa3ye MOPSAIKOBUN HOMEp JIOKAIbHOI 3a/1a4i.

3anaui B3aeMoJIii MIKpOpPIBHS, 10 PO3IJISIAIOTECS B (2), OyIeMO Ha3WBaTH €K30T€HHHUMU,
TaKk SIK BOHU O€3MocepeHhO BUAAIOTH a00 OTPUMYIOTH IH(OpMAIiI0 BiJl IHIIUX EJIEMEHTIB
Mmepexi. Perira 3a1ay MiKpOpiBHSI € OHJJOT€HEHHUMH , OCKIJIBKM BOHU (POPMYIOTh, 1EPEPOOIIIOTH
a00 BUKOPHCTOBYIOTH iH(OpMaIIito, 1110 PYHKIIIOHYE B cepeanHi oauiel mepexi[S, C.89].

IMpumnyctumo, mo ctpyktypu G mepersopeni B ctpykrypu G, B pesynbrari Bunanenns
B HUX i 3aga4ax M/® eneMeHTapHUX KOHTYpIB i MiHIMi3amii KiTbKOCTI Xy0Ip0BaHOT iH(pOpMATIii.

Onrtumizailis CTPYKTYp 3a KUIBKICHUM (DaKTOPOM 3IIMCHIOETHCS B JIOKAJIBHINA 3ajadi
00YMCIIeHHS palliOHAIBbHUX 00’ €KTIB iHpopMaii [2,5].

[Tlin 06’exktoM iH(opMalii OymemMo PO3yMITH KUIBKICTh €JIeMEHTapHUX CUMBOJIB. Ciia
BIJ[3HAUUTH, II0 MOBa MHae mpo o0’emu iHdopMmarllii, MO CKiIagaeTbcsi 3 0a30BHX, a HE
CHHTETUYHUX MTOKA3HUKIB.

PamionanpHuii 00’€éM TOBWMHEH BIAMNOBIIaTH BUMOTaM TOBHOTH iHQoOpMaIli, 10
CTaHOBUTHCS BAKITUBOIO 3a]1a4€I0 IS CTIO)KUBAYa.

Sxmo 06’em iHpopMmanii MeHIIe MOTPiIOHOro, TO €JIEeMEHT Mepexi, CHoXHBau abo BCS
Mepeka BiluyBaTHMMeE HenocTtayy B iH(opmamii. Y BuUNaAKy HaJUIMIIKY MOTPiOHOro 00’emy
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BUHUKAIOTh HEMPOJYKTHUBHI 3aTpaTu Ha (popMmyBaHHSA, 0OpoOKy Ta mepemady iHdopmauii abo
pe3yabTatiB pimeHHs 3a1a4 [4,5].

Mv Ur ,MN-U”- M,-U, U”— Ul " U”U, . . .
TMosnaunmo uepes 6, A AT AT A G, A g, " " 6?" ACITA T 06’eMU BIITIOBIMHOT

Ul MU,

. M, M U M”-Uﬁf' " ULuY
inpopmarii W, “ : : AT

WiiM;'in}iU% 1 W Hi Hj , WiiMui (Vi =1 (/lt)O’Vi iﬁ’l) Hexait

N Y BAY. o
(Qy) " abo (Qgy) """ Bu3HAYAOTH 00’€MH [aHUX, IO HEOOXiAHI I BHKOHAHHSA

U;I

Bignosinaux 3anaa (M”)“(U")4, B AN B"X) i i (6,.) ot ineHTH(}iKyIoTh 00’ €eMH

: : 1\ L LY
pesyubraris pimenns 3aga4 (M") (U") iB,Y, .
BukopucroByroun BBelCHI [O3Ha4YeHHs, CHOPMYIIOEMO MaTeMaTH4YHY IIOCTaHOBY

JoKaJbHO1 3a1a4i. To0To, HEOOXiAHO OTPUMYBATU CTPYKTYPY Gr(]?’) 3a KUIbKICHUM (hakTOopoM @,

SIKUW XapakTepu3ye 00’ eM iHpopMaIlii: HEOOXITHUN CIIOKHBATY
=optG?

OTxe, KITbKICHUH KPUTEPii Ky OyzZe MaTu TaKui BUTIIAL:

+Z (s ) 1
U (g )% ’

(HMi’kU;',kMZiUQi )9"
AYal n i ki
Ky =[ Y (M7 (U] 83, N

! i (00/1 )iMLiURi

e 89 — KoedilieHT JOCTOBIPHOCTI iH(MOpMaItii (19g <1), 9, — xoediuieHT MOBHOTH iH(OpMALIiT

(8, £1). Kpim Toro BoHU IilicHI IpH BpaxyBaHHI HAKIJIaJCHUX OOMEKCHb.
MAFU /1|U}1 M, U7»1 Ml’|U7»1Ulﬁ %
(geux) “2 [{gg (01/ ) } {(0 ) }i|’ (4)

(9 )_B/f.Ym :(9 )_Bﬁ.Yw ,

N e I

" q "\ 4 : r i M\Vj
O6mexenns (4) Bkasye Ha Te, mo 3agadam (M")AU™S i (M)AUM)!,
Y My ug- M. U5 U
BUKOPUCTOBYIOTh iH(popmaiioo Bianosiguo W Miai "ta W, AT MOXKyTh TIepenaBaThcs

BCi abo wacTuHa pe3ynbTaTin pimenns 3aadi (M’)Y(U')". O6mexenns (5) xapakrepusye

PIBHICTB BXIHHUX 1 BUX1THUX 00’ €MIB JaHUX 3aJ]]a4 — TPAH3UTIB.

KoegiuienT nocrosipocti §; 1 KOedIllieHT NOBHOTH §, BU3HAYAIOTHCS HA OCHOBI

CTAaTUCTUYHHUX MaTepialiB SK HACTYITHI BiTHOIICHHS:

V.

MMU M/“IU:“I I
(9111 )k,
9, = - ,

9 )M/lku74< MEUZ
K
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T v \Yi
(9 )Mﬂkulk’M/tiUM '
g =| 2%k
n= ( )MLKU;*,M;,IU%
w ).
. MU MUY M, U5 MLUL . .
g Y g?| VMY g o
Tyt Bukopucrani nmozHauenuss W, v (0,)k 11eHTH(DIKYIOTh TPOCKTHUIA
MgV Ml V% MV

M!.U . .
 (G)). — KiIBKiCTB

pEIEBaHTHUX CUMBOJIB y (hakTHUHOMY 00’eMi iH(opMalii, a y; € KoedillieHTOM HENiHIHHOCTI,

, . v 5 . Hk
06’em indopmartii, paktnunuii 06’em nosnavenni (6,),

110 3aJIeXKUTh BiJ LIl H; cucremu S, Ta BUOMPAETHCS €BPUCTHYHO.
Jns oGumcieHHs pamioHadbHUX 00’€MiB iHGoOpMarii, mo (YHKIIIOHYE BCEpeauHI 3amadi
B3aeMoil MakpopiBHa M/, kpurepiit K, mouinpHO NpeacTaBUTH y HACTYITHOMY BHIJISII:

"A (9" o
Ko = Ve U % L™ gy 1|

(6.)™

MyULUY )9n

OomexenHs (4) 1 (5) MOXKHa IEPETBOPUTH Y HACTYITHI BUpa3u:

MU, VAVIAVIANG
(gewc) B 2{(611; ’ ) }’

M,Y, MY,
(9 ) Hi i :(egux)i Hi WI.
. . . . M, Zs P
BuXiHUMU JaHMMHU JIOKaIbHOI 3amadi € 06’emm indopmanii (6,), “ 9, (e=1e&r), mo
BUKOPHUCTOBYIOTBCS JJI1 BUPOOJIEHHS THX a00 IHIIUX KEPYIOUYHUX pilleHb a0o 37iiicCHeHHs Oynb-

‘o . .. . M7, U MLUZ M U, Uj
SKHX Kepylounmx mifi B Mepexi S;, Ta koebimientn 06’emip h A4 plaTaTA

1l !

M, Uy MUY MU UG . . M, Uy MUY MU U
|:(hki e g ’hii Hi =72 A )S1:|,B1}1HOBII[H01 1H(1)OpMaII11 Wki e e T 'Wii H2ri .

M, . Zs M/ U5 MUY M’ Uy .
Buadenus (6,), 79, h ATATATA DR ATTA prsHadaloTes  Tak, MO0 IS KOXKHOI

ex3orenHoi 3a1a4i (M')“ (U’)" BukoHyBanacsi HACTYITHA PiBHICTb:

M, U, MU M U U’
M A Y 4 A
z VK (1) VK |\ 7\ niihk- l I+z Vi | Mihii!I " I_l’
(MORE(U)E MU, ! (U 1H(U);

a 1 enziorenHoi 3anagi (M) (U") BuKOHYeTbCS PiBHICTD!
MU _
2 oy =L
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B 3aranpHOMYy BHIaAKy 3HauYeHHs 00’emy (6, ). “ " 3HAXOMUTHCS B IHTEpBaTi MiX

HaNOIIBIINM 3HAYCHHAM 13 {(6’6):‘\/I “%8 1§ cymolo Beix (6’3):‘\/I W
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max {(6,)" L < (0, < 3 5 (0,

OpHak Mpy MOAATBIIOMY PO3TIISAII 0OMEXEHHS TOBUHHI OYTH HACTYITHUMU:

(0. )" = max{(6,)}"* |, ©)

( M wZa <z M Zg., @)
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uj . MLUG M/ (U4 U}
Y2 MUz w V7Y% wY%
9 i , 0| : (] ( ) (]
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. . . M, Us M2 Ze . . .
Ockinbku indopmanis W, < 447 nepenaerbes Mixk eneMeHTaMu Mepexi, o B (9) 1 (10
ki ’
BPAaxoBYEThCA KoeilieHT AocToBipHOCTI J;, TMI 3agadi M* y ubomy Bumajaky pisauii B
a6o D.
N _y '
A A
Hani nepexomumo, g0 obuucinenHs ob6’emis (6, ), " Tta ( m)k“k ¥, TlocmimoBHO

posrisnaemo 3anadi D Z5 i BusHauaemo:
Dio-i (U ')i}/i I Di(Yi Zi‘fi '
(M) U 1*D7 27

3a 3anauamun D7 (U')" a6o (M')(U")¥* 6esnocepentbo MOXKYTh iTH He TillbKu 3aadi-
cnioxuBadi, ane i 3amaui-rpansutu. Toxi 3adikcyBasum 3amaui D7 (U') a6o (M) (U")k,
CIIiJ 00UMCIUTH 00’ €MU pe3yNbTaTiB BUKOHAHHS 33/1a4-TpaH3uTiB aHanoriyao (8) i (10). Sxmo
3a [IMMH 3a/1a9aMH-TPAaH3UTaMH, B CBOIO 4epry 0e3rnocepeaHbo iayTh iHII 3aJadi-TpaH3UuTH, TO

nporec (ikcyBaHHs 1 aHai3y BHXITHHX 00’€MIB MOBTOPIOETHCS IO THX Mip, JOKH 3a 3ajaueto,
1[0 PO3MIIAAAEThCS, He OyMyTh iTH 3a1adi Tuy Z. BuximHi 06’ emu 3a1a4 009HCTIOIOTHCS SIK B (6)

. . .. . M,
1(7) Ha OCHOBI 32/1aHOTO 3HAYEHHS KOe(illi€EHTa PEIeBAHTHOCTI @;

(6,) " =max{{.9 (9 Vi M “‘1) }{(9 A )9" }}

My U5 My U5 M7 UG\ urus \%h
(Qm) " _Z(M')fq(U')?“*( M) (U a% (9 ’ ) +Z SARR(V (9 ! 11) '

st exzorennnx 3agad (U') i srigno

6UX

M U M’ U% M7 U5 \h
(0 ) 142 % =max{l9g(0,j*" A Mg 41) }’

LU rur g\
(0" = (2°17)'

st exsorenmnx saxad (U') . Bpaxosyioun (5) i (13) saxommo 06’ emnu indopmaii (6,); "

VIR
Ta (eex)i Hi Vi .

[TocninoBHO po3risiiatoun Bei 3a¢ikcoBaHi 3a/1a4i, MO’KHA BU3HAUUTH pallioHalbHI 00’ eMu
1H(hopMarii:
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B mopsnky oOd4ucieHHS palioHaIbHI 00’€éMH BHOCHMMO B OINHKC 33Ja4i B3aeMOJIii
MakpopiBHa (3). Ilicas 3akiHYEHHs] POLEYPU BU3HAYCHHS PAIliOHAILHUX 00’€MiB iHpOpMarii
Bupasu (2) i (3) npuiiMyTh BiNIOBIAHO TAKUH BUTIISI;
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Ha npomy ontumizanist iHpopMaIiiiHuX CTPYKTYp JIOKaJTbHUX MEPEX 3aKiHYCHA.

BucHoBku

[IpuBeneHi BUKIAIKW Ha OTPUMaHI pE3ylbTaTH JO3BOJIAIOTH BHUKOHATH KUIbKICHY
OINTUMI3AIlil0 IHPOPMALIHHUX CTPYKTYp JOKATbHUX Mepex. /L ii BUKOHaHHS pO3B’s3aHa 3a71a4a

52



[HOOPMATUKA TA MATEMATUYHI METO/I1 B MOZJEJIFOBAHHI = 2020 = Tom 10, Nel-2

MaKCHMi3allil CyMH BiIHOILIEHb €EKTIB B3a€MO/Ii1 JIOKAIbHUX MEPEXK J0 3aTPaT Ha IX B3a€EMOJIII0
Ta PO3pOOJICHHUI MOPSAIOK OOUUCICHHS 1i.
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ONTUMM3BALUS NHOOPMAIIMOHHBIX CTPYKTYP JIOKAJIBHON CETH
B.O. Xopomiko, }0.€. XoxnauoBa, A. Ascpax, A. Anb-JlanBaiu

HanunonaneHbli aBUallMOHHBIA YHUBEPCUTET,
np. Jlrobomup I'y3ap, 1, Kues, 03058, Ykpauna; e-mail: post@nau.edu.ua

[ITnpoxkomacmTabHOE HCIONH30BAaHUE BBIYUCIUTEIBHOW TEXHUKH M KOMMYHHKAIIHOHHBIX
(uH(MOpPMAIIMOHHBIX) CETEH, MEPEX0 ] K YBEINICHUIO 00bEeMOB 00padaThiBarolicii HHYOpMAIHK
W paclIMpeHue Kpyra Iojb30BaTelneil BO BcexX cdepax >KM3HHM COBPEMEHHOTro o0IecTBa
(MO TUYECKOH, BOCHHOW, 3KOHOMHMYECKOW, CONMalIbHOW W (MHAHCOBOI) NPUBOISIT K
Ka4eCTBEHHO HOBBIM BO3MOXHOCTSIM. COBpEMEHHBIH Mporecc B 001acTH MH(OOPMAIMOHHBIX
ceTeil IpuBeN K pa3paboTke MHOTOUUCICHHBIX METO/OB, NMPEIHAa3HAUYSHHBIX JJIsl ONTUMH3aLUH
CTpYKTYp HH(pOpMannoHHbIX cereil. [Ipu paspaborke TpadukoB mnepenadv WHPOpMAIUU B
CeTAX HEOOXOAWMO YYMTHIBaTh IOCTPOCHHE CTPYKTYp MH(OPMAIIMOHHBIX MOTOKOB, KOTOpPbIE
OTIPEETISIIOTCSl  KOJIMYECTBEHHBIMH, TOIIOJOTMYECKUMH, KaueCTBEHHBIMH W BPEMEHHBIMH
¢axropamu. OCHOBHBIM KPHTEpUEM SBJISETCS MAKCUMM3AIMs CYMMbBI OTHOLICHUH 3(QeKToB
B3aUMOJICHCTBUS JIOKAIBHBIX CETEeH K 3aTrparaM Ha WX B3ammopeictBue. llenmbio siBisiercs
KOJINYECTBEHHAS ONTUMMU3AIMS MH(POPMAIIMOHHBIX CTPYKTYp JIOKaJIbHBIX cereil. [Ipenmaraercs
OCHOBHOM KpWUTEpUH TPENCTaBUTh B BUAE HEPApXHM JOKAIbHBIX KPUTEpHEB, a 3agady
pa3paboTKH AEKOMIO3UPOBATh HA PSJ JIOKAIBHBIX 33a1a4. OCHOBBI AEKOMIIO3UIIUN COCTABIISIET
3aBUCHMOCTh MEXIy JIOKaJbHBIMH KPUTEPUSIMH ONTUMH3AUUM M (aKropamu, KOTOpbIE
cKpbIBatoTCs. ONTHMHU3aIUs CTPYKTYp IO KOJHYECTBEHHOMY (DAaKTOpy OCYIIECTBISETCS B
JIOKAJbHOM 3a/layd BBIYHCICHHUS pALHUOHANBHBIX OOBEKTOB HHpOpManuu. ParmoHambHBIN
00BeM JTOJDKEH COOTBETCTBOBATH TPEOOBAHMSAM MOITHOTHI MH(OPMAIMH, CTAHOBUTCS BaXKHOMH
3agadeid it morpebutens. IlosydeHHble B paboTe pe3ynbTaThl IO3BOJITIOT BBIMOJIHUTD
KOJINYECTBEHHYIO ONTHUMHM3AIMIO WH()OPMAMOHHBIX CTPYKTYp JIOKaJbHBIX cereid. [msa ee
BBINIOJTHEHMS pellieHa 33/1a4a MaKCHUMHU3alud CyMMBI OTHOIIEHUI 3()(eKToB B3aUMOEHCTBYS
JIOKJIBHBIX CETEH K 3aTpaTraM Ha MX B3aUMOJICHCTBIE U pa3paboTaH NOPSAIOK €€ HCUHCIICHHS.
KnaioueBble cjioBa: JIOKaJIbHBIE CETH, KOJIMYECTBEHHAs ONTUMM3ALMS, WH)OPMAIMOHHBIE
CTPYKTYpbl, Tpaduk rmepepaun  HHPOpMAIMH, HEpapXHs JIOKAJIBbHBIX  KPUTEPHEB,
JEKOMITO3HIINSI.
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OPTIMIZATION OF INFORMATION STRUCTURES OF LOCAL NETWORKS
V.0. Khoroshko, Yu.Ye. Khokhlachova, A. Ayasrah, A. Al-Dalwash

National Aviation University,
1, Lubomyr Guzarv Ave, Kyiv, 03058, Ukraine; e-mail: post@nau.edu.ua

Large-scale use of computers and communication (information) networks, the transition to
increasing the amount of processing information and expanding the range of users in all spheres
of modern society (political, military, economic, social and financial) lead to qualitatively new
opportunities. The modern process in the field of information networks has led to the
development of numerous methods designed to optimize the structures of information networks.
When developing traffic for information transmission in networks, it is necessary to take into
account the construction of information flow structures, which are determined by quantitative,
topological, qualitative and time factors. The main criterion is to maximize the sum of the ratios
of the effects of interaction of local networks to the cost of their interaction. The aim is to
quantitatively optimize the information structures of local networks. It is proposed to present
the main criterion in the form of a hierarchy of local criteria, and to decompose the
development task into a number of local tasks. The basis of decomposition is the relationship
between local optimization criteria and hidden factors. The optimization of structures by a
quantitative factor is carried out in the local problem of calculating rational objects of
information. Rational volume must meet the requirements of completeness of information,
which becomes an important task for the consumer. The results obtained in this work allow to
perform quantitative optimization of information structures of local networks. To perform it, the
problem of maximizing the sum of the ratios of the effects of interaction of local networks to
the cost of their interaction is solved and the procedure for its calculation is developed.
Keywords: local networks, quantitative optimization, information structures, traffic of
information transfer, hierarchy of local criteria, decomposition.
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MOJUBIKALIIA METOAY XEII-CTETAHOT'PA®II, 3ACHOBAHOI'O HA
IHHEPEJAYI HIOCIIAOBHOCTI HU®POBUX 306PAKEHDb

B.B. 3opino, O.10. JlebeneBa, M.B. boxonbko

OnechKkuil HalIOHATBHHUN MOJTITEXHIYHUH YHIBEPCHUTET,
npocrr. [lleBuenka, 1, Omeca, 65044, Ykpaina; e-mail: whiteswanhelena@gmail.com

3axucT enekTpoHHOI iH(popMmarii kKpunrorpadidyHIMHU Ta cTeraHorpadigHIMA METOAaMu, a
TaKOX X KOMOIHAIII€I0 ChOTOIHI € nyxe 3arpedyBanuM. [IpoTe HOBHIA Bup creraHorpadii —
XemI-creranorpadis, MPUHIUIIOBO BiAPI3HAETHCS BiJ KIACHIHOI cTeraHorpadii THM, 1o HE
moTpiOHO BOYZOBYBAaTH TIOBiIOMIICHHS B KOHTEifHEp, HE MOTPIOHO XBHIIIOBATHUCH TIPO
KUTBKICTh iH(pOpMaMii, SKy MOXHa IepelaTH B OZHOMY KOHTCHHEpi, HE MOPYIIHMBIIN
Bi3yalbHy CTIHKICTh 300pakeHHs. [leBHA TIOCHIJOBHICTh 3BHYAHHUX IH(PPOBHUX
300pa)keHb — Lie 1 € MOBiIOMIICHHs. MeTol AaHOoi poOOTH € MiABHINEHHS e(peKTUBHOCTI
nepesiadi CeKPEeTHOTO MOBIMOMJICHHS IIJIIXOM MOIUQIKAIil MeTofa Xemi-cteraHorpadii.
Panime anroputMu oTpuMaHHs Xel-QyHKIIH HUPPOBUX 300paskeHb HE BUKOPUCTOBYBAJIH
JUIsL  Tiepenadi  MOBiOMIJIEHb, IIPOTE BOHHM 3HAWIIIM CBOE 3aCTOCYBaHHS B X€I-
creranorpadii. B naniif po60oTi BUKOHAHO HOPIBHSIHHS JIBOX ITOPUTMIB OTPUMAaHHS Xell-
KOJIB Ta 3alpoNOHOBAaHO METOJA IX 3acCTOCYBaHHS ISl TEPETBOPEHHS TEKCTOBOTO
TIOBITIOMJICHHS Ha TIOCIIJOBHICTh MUPPOBUX 300pakeHs. CaMe MeBHUI NOPIOK (aiimis,
o0 TepeNaroThes, 1 € BHPIMIANEHAM TpH po3mm@pyBaHHI moBimomieHHA. CHUMBOIaM
MIOBIIOMJICHHS CTaBUTHCS Y BINMOBITHICTh YacTWHA XEMI-KOAY LU(PPOBOTO 300pakKeHHS.
TakuM YHHOM YTBOPIOETHCS HEOOXimHA KOMOiHamis (ailliB, KUNBKICTh SKHAX IOPIBHIOE
KUTBKOCTI CHMBOIIIB TOBiZOMJIEHHSA. B po0OoTi mpoBeneHO MOPIBHSAUIBHUE aHAli3 IBOX
anroputMmiB Merony. OTpuMaHi pe3ylbTaTH MiATBEPAWIN €(QEeKTHBHICTH BHKOPUCTaHHS
AITOPUTMY OTPHMaHHS XEUI-KOJiB, 3aCHOBaHOTO Ha aHaii3i koediuientiB JIKT mudpposoro
300pakeHHs. JlaHWH aJrOpUTM POOUTH METON CTIMKMM [0 aTaKk CTHCHCHHSM, 3MIHOIO
SICKPABOCTI Ta KOHTPACTHOCTI, MacIITaOyBaHHAM Ta 00EpTaHHIM.

Kuarouosi ciioBa: xemni-creranorpadis, udpose 300pakeHHs, XCII-KO/I.

Beryn

BukopucTtanHs pi3HUX TEXHOJIOT1H MPUXOBYBaHHS Mpolecy iH(popMaliifHOI B3aeMOJIIT 3
METOI0 MPUXOBYBaHHS 1H(OpMaLii pH 11 HOJANBIIOT Tepeaayl Mo BIAKPUTUX KaHAJIaxX 3B'A3KY
€ HE HOBMM B HHUHINIHIX pealifiX MOBCAKICHHOTO >XUTTS MoAuHU. s 3abe3neuyeHHs
CKPUTHOCTI MOBIAOMJIEHHS, 110 MICTUTbCS B HOCIi (KOHTEilHep1), BUKOPUCTOBYIOThCS PIi3HI
creraHorpagiuni meroau. IIpu npomy mopsna 3 koHiaeHUINHHICTIO HaOyBae Bce OUIBIIOT
aKTyaJIbHOCT1 3a0€3NeYeHHs LIUTICHOCTI MEepelaHuX M0 HE3aXWILEHUM KaHajlaMm JaHux. B
SKOCTI OCHOBHOTO METOAY 3axXMUCTy iH(popMalii BiJi HEJEriTHMHUX KOPUCTYBadiB IpH
oprasizauii iHpopMaIiiiHoi B3aeMo/ii 3aCTOCOBYETbCS KpUNTOrpadiuHui 3aXUCT, SIKUH Mae
BUCOKY €(EeKTHBHICTh Yepe3 rapaHTOBaHY CTIMKICTh CydacHHUX cucTeM mmppyBanHs [1].
Takox cydacHi METOIM 3axXHCTy iHQoOpMaIli HEMOXIWBO YABUTH 0€3 creraHorpadiyHuX
METOMIB, fAKi, Ha BIAMIHY BiJ KpunrTorpadidyHuX, NPUXOBYIOTh caM (akT mnepenayi
noBioMieHHs. O HaK, KOJIU MU BOYJIOBYEMO TOB1IOMJIEHHS B cTeraHorpadiuHi KOHTeHepH,
3aBXKAM € PU3MK Mojudikalii 4y BTpPAaTH IOBIIOMJIEHHS B pe3yabTaTi aTaku. Takox
BaXJIMBOIO MTPOOJIEMOIO B JlaHii 00J1acTi € MPOIYCKHA 3aTHICTh, TOOTO KUIBKICTh 1H(pOpMAIii,
Ky MOXHa HENOMITHO BOyAyBaTH B KoHTeiHep. [l Toro, abu yHUKHYTH IIMX HpoOieM,
BUHAWILIM aJbTEPHATHBHUK BHJ cTeraHorpadii — xem-creranorpadis. B poboti [2]
3alpoOlOHOBAaHO ~ He  BOYIOBYBaTM B  300pakeHHS-KOHTEHHepu  iHpopmamliio, a
BUKOPHCTOBYBATH MOCIIOBHICTh 300pa’keHb, a caMe 0e3rnocepeHbO XeHI-KOJ 300pakeHb
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Ui TIOOY/IOBU CEKPETHOTO MOoBioMiieHHS. ToOTO Xemi-creraHorpadgis 3acHOBaHa Ha TOMY,
0 TEBHA TOCIITOBHICTh HHU(PPOBUX CHUTHATIB, 30KpeMa IM(PpoBUX 300pakeHb, 1 €
MOBIIOMJICHHSIM. BCTaHOBIIOETHCS BIAMOBIAHICT MK XeII-KOJaMHU 300paKeHb Ta NEBHUMHU
CUMBOJIaMH, SKi B BH3HAYCHIM MOCTITOBHOCTI (POPMYIOTH CEKpETHE IOBiIOMJICHHSA. B
po6ori [3] 3ampomoHOBaHO METOA Xeml-creraHorpadii, 3acHOBaHMA Ha BHKOPHCTaHHI
nudpoBux 300pakeHb Ta IX XEMI-KOMIB IS Tepeaadl CEeKpeTHOro moBimomieHHs. [laHa
CTaTTd € TMPOJOBXKEHHSAM IMONEepeaHb0I poboTH. B HIMl ommMcaHO ONMOBHEHMI XeIlI-
cTeraHorpadgiyHuil METO/1, 3aCHOBAHHH Ha Mepeavl MociJoBHOCTI UG POBUX 300pakeHb.

Meta po6oTu

Memow poOOTH € MiABUIIECHHS €PEKTHBHOCTI Mepenadi CEKpETHOrO TMOBIAOMIICHHS
nuIsIxoM Moaudikarii MeToaa xemi-creranorpadii.

Marepiajan Ta meToau

Monudikarist MeToy, onucanoro B [3], moissirae B HacTynHOMY. OTpUMaHHS XeII-KOIY
MIPOIMOHYETHCS BUKOHYBaTu anroputmoM Perceptual Hash (mani pHash) [4], skuii mae neBHi
nepeBaru nepen aiaroputmMoM Average Hash (mami aHash), Bukopucranum B [3], a came
CTIMKICTh XEUIKOy A0 MEeBHUX a(piHHUX MEPEeTBOPEHb 3a paxyHoK BukopucTaHHs JIKII.

VY 300paKeHHSAX € BIANOBIHICTH MK YaCTOTHHUM CHEKTPOM Ta 1H(POPMaLiiHOO
HAmoBHEHICTIO. BHcoki uyacToTH 300pakeHHS BIANOBIAAIOTH JETallIM, KOHTypaM, 3MiHi
¢byHKii sckpaBocTi mikceniB Tomo. HU3pki 4acTOTHM BiANOBINAIOTH (POHOBHM YaCTHUHAM,
HECYTh OCHOBHY iH(opMarlito. Bucoki 4acToTu 4yTiauBi 10 6araTb0X atak: CTUCHEHH:, 3MiHa
YITKOCTI 300paXKeHHSI PO3MHTTSIM YH HiJABHIIEHHSAM pi3KOCTi Tomo. Hu3bki yactotu Oinbim
CTiHKi 70 moai0HMX 3MiH. JIOT1YHO BUKOPUCTOBYBATH HU3bKOYACTOTHY CKJIAJIOBY CUTHAITY IS
nepeaayi CeKpeTHOro MOoBigoMJeHHA. ToOTO HEOOXiAHO BHKOHATH TIE€BHI NEPETBOPEHHS
1 POBOro 300paskeHHs, MEPII HI’K T€HepyBaTH HOro Xen-Koz.

HaiimBuammii crnocid BUAATUTH BUCOKI YAaCTOTH Ta JETall — 3MEHIIUTH 300paKeHHS.
Anroput™m aHash Mae ogHMM 3 KpOKIB 3MEHILICHHS 300paskeHHs 10 po3MipiB 8x8, mob
3arajnioM Oyno 64 mikceni. 30epeXeHHsI IPOTOPIII He € BAXKJIUBUM y JaHOMY BUNaAKy. Takum
YMHOM, XeIll Oy/e BiAMOBIIaTH Oy/Ab-IKUM BapiallisiM 300pa)KeHHs1, HE3aJIe)KHO BiJ MacIITa0y
a0o criBBigHOIIEHHS CTOpiH. [lanmi pucyHok po3mipoM 8x8 HEOOXiIHO MepeBecTH y rpajaarii
ciporo. Lle 3miHto€ xem i3 64 nmikceniB (64 yepBoHUX, 64 3eneHux Ta 64 CHHIX) Ha 64 3araybHi
konpopu. [lotiM oOumcmoemo cepenne 3HaueHHs N g 64 xompopiB. IleperBoproemo
300pakeHHs B OlHapHY IMOCIIOBHICTh HACTYIHUM YMHOM. [IOpiBHIOEMO 3HAUYEHHS KOKHOTO
nikcens 300paxeHHs 13 3HaueHHAM N. SIkmio 3HavyeHHs mikcens MeHmie 3a N, To cTaBUMO
oMy y BinmoBinHICTh 3Ha4deHHs 0, iHakme — 1. Popmyemo BekTop i3 3HayeHb 0 Ta 1.
OTpumaHy TOCTIIOBHICTh MmUdpyeMo 3a nonomororo mmmdppy MDS. [lanuit anroputm
TeHepye XEeIIKOAM, CTiMKI 10 MacmrTaOyBaHHS Ta 3MiHM CIIBBIIHOLIEHHS CTOpPiH, [0
CTHCHEHHS 300pa)K€HHsI, IPOTE HECTINKUN 10 TakuX apiHHUX NEPETBOPEHb K moBopotu 113
Ta KOPEKIil SICKPaBOCTi KOJIbOPIB.

Posrnsiuemo mepuentuBHuii anroputM (pHash). 3a aHanoriero 3 momnepeaHiM
QITOPUTMOM 3MEHIITYeMO po3Mip 300pakeHHs a0 32x32. Ilepexomumo a0 300paskeHHS B
rpananisx ciporo. O6uucmoemo JIKII. Inst po6otr Ham mOTpiOHI HU3BKI YacTOTH, K OYJI0
3a3Ha4YeHO BHUIIIE, TOMY B JJAaHOMY aJITOPUTMI BUKOPHUCTOBYIOThH Koedimientu IKII BepxHbOro
niBoro 00Ky 8x8. BoHUM BIAMOBIIAIOTh HAWHIKYMM YacToTaMm 300paxeHHs. OOUHCIIOEMO
cepenne 3HadeHHs koedinienTiB JIKII 3a BukiroueHHAM nepiioro koegimieHTa, OCKiIbKU BiH
MOXE€ 3HAYHO BIJIPI3HATHCS BiJl IHIIUX 3HAYCHb 1 OyJe BIAKWIATH CEPEIHE 3HAYCHHS.
[TocraBumo y BianoBigHicTh Koedimientam JKII GinapHy mocmioBHicTh, ne 0 BiamoBigae
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KoedilieHTam, 3Ha4YeHHs SKUX MeHIIe 3a cepenHe, 1 — Ounbme. [lepeBogumo 64-6iToBYy
MOCJTIIOBHICTH Y 64-01TOBE I1iJI€ YHCIIO.

OcHoBHI eTany MoIM()IKOBAHOTO METOJTY XeIll-CTeraHorpadii mpeaCcTaBIeHO Jali.

Ha mepmomy etani ctBoprotoTbest 6a3u ganux (mani BJl) xemi-koaiB 300pakenb. Jlis
KOPEKTHOI pOOOTH J1TaHOTO METOAY HEOOXiJHA BENMKa KUIBKICTh YHIKaIbHUX 300paxenb. Ha
JTAHOMY €Tall pO3paxOBYIOTHCS XEHI-KOAW yCiX 300pakeHb 3a JOIOMOTOI0 BHIE3a3HAYEHO]
xem-QyHkii (puc.1). BynemMo BUKOpUCTOBYBATH NEPIIIi JBA CHMBOJIN XEHI-KOAY.

hSdBiAFFSG663?8dedF99?94536958F3
aed21eb87018e8dcdd+77d5ef2b3ibadb
388bb38e38db9d3474d8762921542178
bfBc959a817ad6abe942dcd 722196843
eBa952358bB3def495Fe558da261208b
a76b218b82bcb63850a8943cd25edc2ed
eclad6716c85293c3164223bad78F2el
cfB97b964dab7cafb3id48bl9f6deleh9d
Bf8c3ecbb2aileebadfiacihZacbhliba
2eb87b2767283629792cBdfcacie2212
6ebec9533947729d4Fd61d8954dF2c9¢

Puc. 1. Xem-koau aesikux 300pa’keHb

300pakeHHST MIAOUPAIOTHCS TAaKUM UYWHOM, MI00 OJHOMY CHUMBOJY MOBIIOMIICHHS
BiJIOBia 9oTUpH 300pakeHHs. CHMBOJM TIOBIIOMJICHHS KOIyrOThCsl B cuctemi ASCIL.
Kox cuMBONYy MOBMHEH BIANOBIZaTH TEPIIMM JIBOM CHMBOJIAM XCIHI-KOIIB 300pa)KCHb

(puc. 2).

300paKeHHs,

YU XeL-Koau

BigNOBIAaKTh
CUMBON

CumBon
NoBIAOMIIEHHSA

K

ASCI| ko

4B

A
4

Puc. 2. Cxema BIITOBITHOCTI «CHMBOJI-300pakCHHS»
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Ha ngpyromy erami BBoguMO TmoOBioMJIeHHS i nepexaui. IlepeBomumo
noBimomieHas B cucremy ASCII Ta po3duBaemo Ha piBHI yacTuHH 1m0 2 cumBoau [5]. Jls
KOXHOT'O CHMBOJTY TIOBIJIOMJICHHSI BiIOMpaeMO BIIOBIIHE 300pa)keHHS Tiepiie B yep3i. SKiio
300pakeHHS OyJI0 BUKOPHUCTAHO paHilie, 0epeMo HACTYyIHE 300paKeHHs y 4dep3i. SKmo Bci
300paxkeHHs Oyl BUKOPUCTAHI, ITUKII TOYMHAETHCS 3 TOYATKY.

Ha Tperhomy eram OTpUMYEMO TOCIITOBHICTh 300pa)KeHb, fKa € KOHTEHHEPOM
CTETaHOIIOBIIOMJICHHS Ta TOTOBA JJIs BiIITPABJICHHSI.

[Mpuknang pe3ynabTary poOOTH MeETOAa IOKAa3aHO HA PUCYHKY 3, J€ 3aKOJOBaHO
noBigoMieHHs «Bad company».

Puc. 3. BiniOpani 300paxenHs, ski mudpyoTh cioBocnoiaydenns «Bad company»

Pesyneratn Ta obroBopenHs. Opep)KyBad IMicisi OTpUMaHHS 300pakeHb 30epirae ix y
TOMY JX MOpSJIKY, T€HEepye iX XeUI-KOAM, 3 HEepIIMX JBOX CHMBOJIB KOXHOIO XeII-KOAy
dopmye ASCII-xkon. [Ham onepxyBau mnepeBoauTh ASCII koq B CHMBOJIM JIATHHCHKOTO
andasiTy 1 OTpUMY€ OYATKOBUI TEKCT MOBITOMIICHHS.

OcHoOBHa 1/1€d METOAy MOoJIsIrae y BUKOPUCTAHHI NepluenTUBHUX Xenl-pyHkuiit aHash ta
pHash, 3a 1omomororo sSIKMX OTPUMYIOTbCS CTiMKI XelI-KOAW 300pakeHb 10 PI3HUX BUIIB
aTak, TaKUX SK: MacIiTaOyBaHHS, CTUCHEHHS, 3MiHa SICKpaBOCTI a00 KoHTpacty. [lopiBHsIEMO
e(deKTUBHICTh BiIHOBJICHHS MOBIAOMJICHb, IEPEIaHUX MOAIOHUM IIIsIXOM (Tadm.1).

Taoannsa 1.
[TopiBHSHHS €PEKTUBHOCTI aITOPUTMIB METONY XelI-cTeranorpagii
TOPUTM aHash pHash
Bupg atakn
O6epranns (He 6inbie 30°) 87 94
3MiHa KOHTPACTHOCTI 85 95
MacutaGyBaHHs 92 97
Crucuenns JPG 96 96
3MiHa SICKPaBOCTI 91 95

Sk 6aummo 3 Tabamui, BUKopucTaHHs pHash nano kpaii pe3ynabTaTtu B MOPIBHSHHI 3
aHash, 1o qo3Bonmio migBUIUTH €EeKTUBHICTD MTepeaadi CeKPETHUX MOBITOMIICHD.

BucHoBku

B pesynbrari naHoi poOOTHM BUKOHAHO MOAMDIKAIII0 METOAY XeIll-CTeraHorpadii.
OTpumani pe3yiabTaTH OOYUCITIOBAIBHOTO EKCIEPUMEHTY IOKa3ajih, 10 BUKOPUCTAHHS
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anroputMy pHash, 3acHoBanoro na JIKII, nae kparii pe3ynbTaTH BiIHOBJIECHHS TOBIJOMIICHHS
3 TIOCITIIOBHOCTI ITU(poBUX 300pakeHb B MOPIBHIHHI 3 anroputMoM aHash, sikuii miparroe 31
3HAYEHHSMH SICKPABOCTI MIKCEIIIB HAIIPSMY.
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MOJUPUKALNONA METOJA XEIII-CTETAHOI'PA®HUH, OCHOBAHHOTI'O HA
HEPEJIAYE MMOCJEIOBATEJIBHOCTH IU®POBHIX U30BPAKEHUI

B.B. 3opuio, E.1O. Jlebenera, M.B. boxonsko

Opnecckuii HaIMOHAIBHBIM MOJTUTEXHUUECKUN YHUBEPCUTET,
npocr. lleuenko, 1, Onecca, 65044, Vkpauna; e-mail: whiteswanhelena@gmail.com

3ammMTa DIEKTPOHHOW HHGOPMAIMK KPUNTOrpapUYecKUMH M CTeraHorpaduuecKuMu
METOJaMH, a TaK)KEe UX KOMOMHAIMeH CerofHs SBISETCS OueHb BocTpeOoBaHHOI. OnHaKo
HOBBIA BHJ CcTeraHorpaduu — XdIlI-creraHorpadus, NPUHLUUINHAIBLHO OTIMYAeTCS OT
KJIAaCCUYECKOH cTeraHorpaduu Tem, 4To He HyKHO BCTpamBaTh COOOLIEHHE B KOHTEHHeED,
HE HY)KHO BOJIHOBATbCSl O KOJHMYECTBE MH(OpMAIMU, KOTOPYIO MOXHO NepelnaTrh B OAHOM
KOHTelHepe, He HApPYUIMB BH3YAIbHYIO YCTONUMBOCTH H300paxeHus. OrmpeneseHHas
TIOCJIEI0BATENILHOCTE OOBIYHBIX HU(PPOBBIX N300pakeHUH — 3TO U ecTh coodieHue. Llensio
JaHHOHM paboThI SABJIAETCS MOBBIICHNE d(PPEKTUBHOCTH MIEPEaun CEKPETHOTO COOOIIECHHS
myTeM MoOOU(UKAIMK METOAa Xeul-cTeranorpaduu. PaHee anropuTMbl MOJIY4EHHS XdII-
GyHKIMH TH(PPOBBIX M300paXKeHUIT He NCTIOJIL30BAINCH IS TIEPEAaYH COOOMEHNUH, OJJTHAKO
OHM HAIUTM CBOE NpHMEHEHHE B Xem-creraHorpa¢uu. B nmaHHON paboTe BBHINOIHEHO
CpaBHEHHE JIBYX aJTOPUTMOB ITOJYYEHHsS X3II-KOIOB M MPEIIONKEH METOJ X MPUMEHCHHUS
Ui TpeoOpa3oBaHUS TEKCTOBOTO COOOIIEHHMS B TOCIEIOBATEIBHOCTh IHM(PPOBBIX
n3obpaxkeHunii. VIMEHHO OIpeesieHHbIN TOPSIOK IepefaBaeMbIX (alIoB M SBISETCA
pemarmmuM mpu  pacmudpoBke cooOmieHns. CUMBOJIaM COOOIICHHsS CTaBHTCS B
COOTBETCTBHE YaCTh Xd3II-KoJa Lu(poBoro nzobpaxkeHus. Takum obpaszoMm oOpasyercs
HeoOxonuMasi KoMOMHAIMs (HailIoB, KOIWYECTBO KOTOPBIX PABHO KOJIWYECTBY CHMBOJIOB
coobmenns. B paboTe mpoBeseH CpaBHUTENBHBIH aHAIW3 JABYX AaJITOPUTMOB METOAA.
[Momyuennsle pe3ynbTaThl MOATBEPIMIN A(P(PEKTUBHOCTH HCIOJIB30BAHUS AJITOPUTMA
MOJYYeHHs] XdII-KOJOB, OCHOBaHHOTO Ha aHaimze Kkod¢p¢uumenros JKII mudposoro
n3o0paxeHus. JlaHHBIA aNropuTM JENaeT METOJl YCTOMUYMBBIM K aTakaM CKaTHEM,
N3MEHEHHEM SIPKOCTH M KOHTPACTHOCTH, MAaCIITAOMPOBAHUEM H BPAILCHUEM.

KaioueBnle ciioBa: xem-creranorpadus, qudposoe n300paxeHue, Xem-Ko/.
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MODIFICATION OF THE HASH-STEGANOGRAPHY METHOD BASED ON
THE TRANSFER OF A SEQUENCE OF DIGITAL IMAGES

V.V. Zorilo, O.Yu. Lebedeva, M.V. Bokhonko

Odessa National Polytechnic University,
1, Shevchenko Ave., Odessa, 65044, Ukraine; e-mail: whiteswanhelena@gmail.com

The protection of electronic information by cryptographic and steganographic methods, as
well as their combination, is in great demand today. However, the new type of
steganography — hash-steganography, fundamentally differs from classical steganography
in that there is no need to embed messages in a container, no need to worry about the
amount of information that can be transmitted in one container without compromising the
visual stability of the image. A certain sequence of ordinary digital images is a message.
The purpose of this work is to increase the efficiency of transmitting a secret message by
modifying the hash-method of steganography. Previously, algorithms for obtaining hash
functions of digital images have not been used to transmit messages, but they have found
their application in hash-steganography. This paper compares two algorithms for obtaining
hash codes and suggests a method of their application for transforming a text message into
a sequence of digital images. It is a certain order of files transferred that is decisive in the
decryption of a message. The symbols of the message are put in correspondence with the
part of the hash code of the digital image. Thus, the necessary combination of files is
formed, the number of which is equal to the number of symbols in the message. A
comparative analysis of the two algorithms of the method has been performed. The results
obtained have confirmed the effectiveness of the hash code algorithm based on the analysis
of digital image DCT coefficients. This algorithm makes the method resistant to attack by
compression, changing brightness and contrast, magnification and rotation.

Keywords: hash-steganography, digital image, hash-code.
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BUSABJIEHHSA «PO3YMHOI'O POSMUTTS» AK HOPYIHIEHHSA HIJIICHOCTI
OUPPOBOTI'O 306PAKEHHA

0.10. JlebeneBa, B.B. 3opisio, O.A. Kapnosa

Opecrkuil HalliOHATBHAHN TTONITEXHIYHAN YHIBEPCHUTET,
npoct.Illesuenka, 1, Oneca, 65044, Vkpaina; e-mail:whiteswanhelena@gmail.com

BusBneHHs mOpyIIeHs IUTICHOCTI IMH(POBOTO 300pa)KEHHS — OJHA 3 BAXKIMBHX 33134
3axucty iHpopmamii. [Ipm mimpoOmi 300pa’keHHS HYacTO BHKOPHCTOBYIOTH PO3MHUTTS,
30KpeMa (QiTbTP «PO3YMHE PO3MUTTS», SIKHI BIDIMBA€E Ha (OH 1 3aJIMIIa€ KOHTYPH YiTKAMH.
Bimomumu MeTonamMu BUSIBICHHS pO3MHTTS OOpOOKY TaHUM (iIBTPOM Ba’KKO BHSBHTH, IO
CIIOHYKAa€ OIyKaTH HOBE pimeHHsS. MeTolo poOOTH € BHSBICHHS OOpOOKH IHU(PPOBOTO
300pakeHHS PiTBTpoM «PO3yMHE PO3MHUTTS» MUIIXOM MOIU(IKAIl METOIy, 3aCHOBAaHOTO
Ha aHali3li CHUHIYJSIpHMX 4YHcesl OJOKiB Marpuli LudgpoBoro 300paxeHHs. Mertoau
JOCIipkeHb 0a3yloThbcs Ha BUKOPHCTAaHHI 3arajbHOTO IIJIXOAYy /[0 aHaji3y CTaHy Ta
TEXHOJIOTIT (YHKIIOHYBaHHS 1H(pOpMaIiiHOI cHCTeMH. Po3po0JcHO MeTO] BHSIBICHHS
«PO3YMHOT'0» PO3MHTTS, OTPUMAHO KINBKICHI OI[IHKM €(pEeKTUBHOCTI METOIYy B TEpMiHax
MIOMUJIOK TMIEPILIOTO Ta APYroro poay: moMuiku 1 poxry — 3%, 2 poay — 1,5%. Po3pobnenmii
y JaHii poOOTI METON MOXKEe OyTH BHKOPHCTAHO MPH PO3POOI KOMILICKCHOI CHCTEMHU
3axucTy iH(opMarii s nepeBipku DUPPOBUX 300pakeHb Ha HASABHICTH IX MOCTOOPOOKH
TCIIT MOXKJIHMBOI (anbcudikarii abo Ipu BUABJICHHI cTeraHOrpadivHOl aTaku. MOKIHBAM
HaIpsAMKOM MOAANBIIUX JIOCHIKEHb € TPOJOBKEHHA POOOTH 3 aHANI3y BIUIMBY IHIIUX
BHIB pO3MHUTTS IH(PPOBOTO 300pakeHHS Ha BIACTUBOCTI HOTO MAaTPHI U PO3IIUPECHHS
00acTi 3acTOCYBaHHSI MOINU()IKOBAHOT'O METOTY.

KarouoBi cioBa:uudppoe 300paxkeHHs, ¢anbcudikamisi LUPPOBOTO 300pa)KeHHS,
«pPO3yMHE PO3MUTTS», MAaTPHL HU(PPOBOTO 300paXKeHHs, CHHTYJISIpHI YHCIIa.

Beryn

[TommpeHicTb, MOCTYHNHICTH Ta TPOCTOTa Y BUKOPHCTAHHI PI3HOMAHITHOTO
MporpamMHOTro 3a0e3meyeHHs Il 00poOKU Ta penaryBaHHs HMUGPOBUX 300pakeHb Mpu3Beia
no ix ¢anbcudikanii y BenMKHX MacmTtabax. Yepes 1€ BHMHUKIA HEOOXIAHICTH Yy
BJIOCKOHAJICHH] BX€ ICHYIOUMX Ta PO3poOIll HOBUXAJITOPUTMIB Ta METOJIB JUIsl BUSBICHHS
MOpYIIEHHS HiTicHOCTI udpoBux 300paxkens (113), moe HEBiA' €MHOIO CKIIQOBOIO CYYaCHUX
KOMILUIEKCHUX CHCTEM 3aXHCTy 1H(opMaIrii.

HaykoBi fociipkeHHs Ta po3poOKHU y IIbOMY HAIIPSIMKY BEeIyThCsl OaraTbMa BUEHUMH Y
BCbOMY CBITI. [IpoTe BioMi 3 BIAKPUTHX JKEpEN Cy4acHI METOJU Ta aJrOpPUTMHU BUSBIECHHS
HOPYIIEHb IUTICHOCTI 300pa)KeHb He 3aBXAM € e(PEKTUBHUMM, a TaKOX MAalOTh BENHUKI
Heponiku. Hampuknan, icHye 6arato MeTo/liB, /i€ BUKOPUCTOBYIOTHCS IU(PPOBI BOJSHI 3HAKH,
asie OUTBLIICTh TEXHIYHUX 3ac00iB JUIsl OTpUMaHHS HU(PPOBUX 300paKeHb Ta BiJ€O HE MAIOTh
MOYJIMBOCTI TIONEPEAHBOTO 3aHYpPeHHs NHU(POBOTO BOJSHOTO 3HAKY, IO YaCTill 3a BCe
pOOHTH HEpeallbHUM BHKOPHCTAaHHS LUX MeToiB [1]. JIOCHTh aKTUBHMMH y PO3BUTKY €
MeToau BUsBIEHHS (anbcudikauii 113, ski BUKOHYIOTH aHami3 exif-naHux, ane BOHM JIMILE
KOHCTaTyloTh (akT MOXJIMBOro penaryBaHHs I3 Ta He Jsokami3yloTh 001acTh
danbcudikarii [2].

[lpakTuka Ta BiZOMi 3 BIAKPUTHX JUKepen (DaKTH MOKa3yloTh, L0 JUIsl 0O0poOKH
UQPPOBOTO  300pakE€HHSI YacCTO BHKOPUCTOBYIOTh TaKWH IHCTPYMEHT, SK PO3MHTTS.
EdexTuBHUM METOOM BHSBICHHS PO3MHTITS Hapas3li € MeTO/, 3aCHOBaHMH Ha aHami3i
cunryasipaux uucen (CHY) OnokiB marpuni mudposoro 3o0paxenns [3]. [Jaunuit meton
BUKOPHCTOBY€E IIBHJIKICTh POCTY HaWMEHIIUX CHHTYISIPHUX YHMCEN JUIl BUSBICHHS TaKUX
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BUJIIB PO3MUTTS SIK pO3MUTTS 3a ['aycoM, po3MuTTs B pyci. JlaHi BuaM po3MUTTS, peasizoBaHi,
Hampukiaa, B rpadiunomy pemakropi AdobePhotoshop, BmiuBarOTh TOJOBHHM YHHOM Ha
KOHTYpH 300pa)KCHHS, L0 BIUIMBAE€ TOJOBHUM YHHOM Ha HaWMEHINI CHHTYISPHI YHWCIa:
MIBUJIKICTh 1X POCTY 3MeHmyeThes. [IpoTe € me omuH monynspHuid (UIBTP 3a3HAYEHOTO
rpadiyHOrO PEJAKTOPYy — «PO3yMHE» po3MUTTI. Jlanuit GineTp po3MuBae (GoH, 3auIaroun
KOHTYPH YITKUMHU. BUSBIEHHS JaHOTO BHY PO3MHUTTS BIJOMHM METOJOM YacTille J1ae XHOHi
pe3yNbTaT! y BUDIIAAI MOMIWIIOK mepinoro poay (10 30%), o crioHyKae TOCHIIUTH AeTaabHO
BIUIUB «PO3YMHOTO» pO3MHUTTA Ha MaTeMarWyHi mapaMmeTrpu (Marpwuii) muQpPOBOro
300paKCHHS.

Meta poéoTn

Memoro nanoi poOOTH € BHUABICHHS «PO3YMHOT0» PO3MHUTTA HU(POBOTO 300paskeHHs
nUBIXoM MoAudiKallii METoly, 3aCHOBAHOTO Ha aHai31 CHHTYJSPHUX YHCe OJIOKIB MaTpPHIIL
U POBOTO 300pasKEHHS.

OcHOBHA YacTHHA

OCKiNBbKM B OCHOBI (PUIBTPY «PO3YMHE» PO3MHTTS JISKUTH PO3MHUTTS YChOTO OKpIM
KOHTYpiB, TO 4acTka (oHy B HUPpPOBOMY 300pakeHHi micias oOpoOkM cTaHe OUIBILION 3a
pPaxyHOK pO3MHTTS HEUITKUX KOHTYpiB. B mel cammii yac KOHTYpH, IO Oyau YiTKUMH J0
PO3MUTTS, JUIIATUMYTHCA TakMUMHU 1 micid. OOGUUCITIOBAIBHUI €KCHEpUMEHT I0Ka3aB, IO
micas oOpoOKM JesKi CHUHTYJISpHI 49wciia 30UtbInyroThcs. Ha mpuxmani  nudpoBoro
300pa)keHHs, IPEJCTABICHOIO HA PUCYHKY 1, pO3IJIIHEMO BIUIUB «PO3YMHOI0» PO3MHTTS HA
CHHTYJISIpHI 4ncina OJIOKIB 8X8, OTpHUMaHUX 3a JOIOMOTOK0 CTaHIAPTHOI PO3OMBKU HOTO
matpuiii [4].

Puc. 1. OpurinansHe 300paxeHHs

Sk 6aunMo Ha PUCYHKY 2, A1MCHO, A€dKl CHHTYJISpHI Yncia 301IbIIYIOThCS B PE3yIbTaTl
00pobku. I[o0 3pyunime Oyn0 O6auuTH JaHUN €QeKT, BiJ MATPHUIl CHHTYISIPHUX YHUCEI
opuriHanpHoro I3 BiIHIMEMO MaTpHIIO CHUHTYISIPHUX 4YHCENl 00poOseHOro 300pa)KeHHS
(puc.3).

Sk 6aunmo, HE MOXKHA CKa3aTu MEBHO, SIKI caM€ CHHTYJISApHI uncia 30UIbIIYIOTHCS B
0J10Kax, MPOTe OYEBHUIHO, 110 JAaHY OCOOJUBICTH MOXKHA BUKOPUCTATH I BUSBIICHHS JAHOTO
BUY PO3MUTTSI IU(PPOBOro 300pakeHHSI.
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531,229

469,503

413,725

397,678

396.182

423,854

426,249

450,652

8,96193

12,5403

10,5984

10,3551

11,9294

10,0598

10,4218

12,1709

7.46241

9.46935

9.17458

8.47127

10.8741

9.79565

8.28681

8.07548

5.11614

6.16596

6.27723

4.03754

7.65027

8.4415

6.53117

7.93263

3.65982

4.61563

4,72728

2.73436

6.59548

5.05442

4.62604

4.62407

3.06919

2,08904

3.69734

1,81966

1.89974

2.97611

3,42039

2,10065

0,94862

1.5846

3.10196

0.91867

1,22273

1.10224

1.38946

2.0158

0.31321

0.41385

0.29524

0.49634

0.37428

0.1205

0.02824

1.09677

a

530,732

472,035

412.403

398.396

395.635

421.992

428.274

451.695

8.312

11.9481

11.4658

10.7214

12,7472

11,5827

11.0423

14.6338

7.22052

9.20825

8.44183

9.1371

9.36465

9.64593

8.04784

8.24214

4.90431

4,75626

5.80179

4,12288

8,30317

8.28432

5.80664

7,53503

4.06288

3.92507

3.80482

2.32577

3.51018

3.30399

4.00838

4.02028

1.64489

0.98372

3.16109

2.08293

1.45145

1.48103

1.33101

2.05103

0.79551

0.80007

0.29485

0.69469

0.66738

0.36165

1.12076

0.89356

1.16E-14

9.54E-16

3.46E-15

1.66E-14

3,90E-15

2.02E-14

5,32E-15

1,37E-15

6

Puc. 2. ®parmeHT Marpuii CHHTYIspHUX uucen OnokiB L[3: a —

opurinansHoro 13; 6 —

PO3MUTOTO
0,4964| -2.5321| 1,3222| -0.7179| 0,5471| 1.8621| -2.0251| -1,0421
0,6499| 0,5922| -0.8674| -0.3663| -0.8178| -1.5229| -0,6205| -2.4629
02419 02611 0,7328| -0.6658| 1,5095| 0,1497| 0.2390| -0.1667
0.2118| 1.4097| 0.4754| -0.0853| -0.6520 0.1572| 0.7245| 0.3976
-0.4031| 0.6906| 09225 04086 3.0853| 1.7504| 0.6177| 0.6038
1.4243| 1.1053| 0.5362| -0.2633| 0.4483| 1.4951| 2.0894| 0.0496
0,1531| 0.7845| 2.8071| 0,2240| 0.5554| 0,7406| 0.2687| 1.1222
03132 04139 02952 04963 03743 0.1205| 00282 1.0968

Puc. 3. ®parmMeHT MaTpulli pi3HUILI

Jlis BCTAQHOBJICHHS TOPOTOBOIO 3HAUEHHsS BUSBJIEHHS IMEPBUHHOTO PO3MHUTTA Oyio
Bukopuctano 300 mudpoux 300pakeHsb y popmati 6e3 BTpat po3mipom 1000x1000 mikcemniB
ta 300 I3 y ¢opmati 6e3 BrpaT posmipom 2000%2000 mikcemniB. Y 3B’S3Ky 3 THM, 110 PO3MIp
JIOCJIIJDKYBAHOTO 300paKeHHS MOXKE€ BHSBUTHUCS OyAb-SKHM, PO3TJISTHEMO BIJCOTKOBE
BIJTHOIIEHHS KUIBKOCTI CHHTYJISIPHUX YHCEI, K1 3017BIIMINCS MICs PO3MUTTS, 10 3arajbHOi
KUTBKOCT1 CHHTYJISIPHUX YUCEJT MATPHIII.

VY tabnmuui 1 npencrapieHi 1aHi NPo KUIBKICTh 30UIBIIEHUX CUHTYISPHUX YUCEN Micis
PO3MHTTSI.

Takox 1iKaBo, SIK TOBTOPHE PO3MMTTS BIUIMHE HA 30UIBLICHHS CHHTYJISPHUX YHCEIN.
Pesynbratu npeacTtasieHo B Ta0auIll 2.
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Taoauus 1.

®parmeHT Tabnwuli 3 KiibKicTio 30umbmennx CHY micist po3muttst opuriHaipHoro 113

I3 1000x1000 mikcemniB 113 20002000 mikceniB
No KinpkicTs KinpkicTh KinpkicTs KinpkicTs
~ | s30impmenux CHY, | 30impmenux CHY, | 36inpmennx CHY, 30inbenux CHY,
IIT. % IIT. %

1 50851 40,6808 214300 42,86

2 46490 37,192 186281 37,2562

3 51949 41,5592 194225 38,845

4 42512 34,0096 196004 39,2008

5 52064 41,6512 193492 38,6984

6 49666 39,7328 186730 37,346

7 43323 34,6584 188486 37,6972

8 49117 39,2936 211104 42,2208

9 48260 38,608 162081 32,4162

10 50506 40,4048 201943 40,3886

11 47155 37,724 181876 36,3752

12 48080 38,464 208652 41,7304

13 49763 39,8104 202762 40,5524

14 50745 40,596 215581 43,1162

15 47852 38,2816 198265 39,653

Taoaunsa 2.

Kinekicts CHY, 1110 3pociu miciisi HOBTOPHOTO PO3MUTTS

[TepBunne po3mutTs 3 R=1, | IlepBunne po3murts 3 R=2, | [lepBunHEe po3MuTTs 3 R=2,
P=1 P=1 pP=2
Ne KinpkicTb KinpkicTh KinpkicThb KinpkicTh KinpkicTh KinpkicThb
30LIBIIEHUX | 30UIBIICHUX | 30LIbIIEHUX | 30UIbIIEHHMX | 30UIBIICHHX | 30LIBIICHUX
CHUY, mr CHUY, % CHUY, mr CHUY, % CHUY, mr CHUY, %
1 43150 34,52 39228 31,3824 32472 25,9776
2 33473 26,7784 31884 25,5072 33802 27,0416
3 41013 32,8104 38044 30,4352 33666 26,9328
4 28391 22,7128 28520 22,816 34697 27,7576
5 34420 27,536 33051 26,4408 36638 29,3104
6 35851 28,6808 33380 26,704 32245 25,796
7 43508 34,8064 40185 32,148 33061 26,4488
8 32185 25,748 30689 24,5512 32795 26,236
9 38325 30,66 36132 28,9056 33215 26,572
10 28966 23,1728 28381 22,7048 34371 27,4968
11 36715 29,372 34294 27,4352 36465 29,172
12 33390 26,712 31759 25,4072 34082 27,2656
13 26882 21,5056 26309 21,0472 34724 27,7792
14 24718 19,7744 24789 19,8312 33206 26,5648
15 40841 32,6728 37733 30,1864 31193 24,9544
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3aBIsKM aHali3y OTPUMAHUX JaHUX Oyllo BCTaHOBJIEHO, IO Yy SIKOCTI IOPOTOBOTO
3HAYEHHS, 10 JIO3BOJISIE BIAIUIATH OLIBIIICTh POSMHUTHX eKkcriepToM Brepie 13 Bix moBTOpHO
PO3MHUTHX, JOLLUILHO BHUKOPUCTOBYBaTM 3HaueHHS — 32,95%, 1O MmiATBEPIKEHO
eKCTIIepUMEHTaIbHO. Ha OCHOBI JaHOro aHallizy po3poOMMO ajJrOpUTM METOAY BHUSBIICHHS
«PO3yMHOT0» PO3MUTTSI.

Hexait I — N XM _varpuis mudpoBoro 306paskeHHs, o 6yl10 06paHo [ IePeBipKH.

Kpox 1. Buninutu i3 Matpuiii I 1 IMATPUITIO R | mo BignoBigae YEPBOHOMY KOJIIpPHOMY
kanany. Buginurtu marpumo € kx[-posmipy, ne K Ta | — Haii6mukui snauenns 1o N ta M, ki
IUIATHCS Ha 8.

Kpox 2.Po36utn Matpuiro & cTangapTHUM YMHOM Ha GII0KH 8X8:
G i=12,..k18, j=12,..1/8.
Kpox 3. Cxnactu MaTpULIO CUHTYIIIPHUX YUCEIN: MOOYAyBaTH CUHTYJISIPHE PO3KJIalaHHs
[5] nost koxmOrO Gn1OKY C; -

C; =U; ZijV'T

ij !

He Uy, V,,— oproronasibHi Marpuui JiBUX Ta IPABUX CHHTYISIPHUX BEKTOpiB C; BIANOBIAHO,

]

po3mipom 8%8§; Zij =diag (Gl, ey O ) — MaTpPHULSI CUHTYJSIPHUX YHCEI, IS SIKOI BUKOHYETBCS:

vV

0,2..20,20.

Kpok 4. Otpumane na nepeipky 113 posmutu y AdobePhotoshop dinsrpom «Po3ymue
PO3MHTTS» 3 HACTYHHUMH MapaMeTrpamu: pamiyc = 1, moporoBe 3HadeHHs = 1, sKicTh =
«Bucokay.

HoBropuTy Jii MyHKTIB 1-3 ISl pO3MHUTOrO eKCIepToM 300paxeHHs. R; — orpumana

MaTpuls CUHTYISIPHUX YHUCET.
Kpok 5. 3naiitu piznuiio marpuis CHY opurinansHoro ta poamuTtoro 113:

RAZN =Y -R; .

Kpox 6. O6uncnuTH KUTbKICTh COUNt Bi’eMHMX 3HaueHb MaTtpulli RAZN .
Kpox 7. O6uucautu kuibkicth ycix CHY:

(hgj

Kpox 8. 3uaiitu BifHOIIEHHST COUNt / S Ta BUKOHATH TIOPIBHSHHSL:

Arxwo
count
*100 < 32.95
S
mo 300pakeHHs PO3MHUTE
iHakue — 300pakeHHsI OpUTiHAJIbHE.

AHani3 eeKTUBHOCTI IaHOTO METOAY B Tabmuii 3.
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Taoanuga 3.
EdexTuBHICTh METOMY BUSBICHHS «PO3YMHOTO PO3MHUTTSI

[Tomuiiky nepuroro poay [Tomunku npyroro pony

3% 1.5%

Bucunosxu

B naniit po6oTi Ha OCHOBI BHUSIBJICHOI OCOOJMBOCTI MOBEAIHKH CHHTYJISIPHUX YHCEI
OJIOKIB, OTpPHMMaHUX 3a JIONMOMOTOI CTaHAAPTHOTO PO3OHMTTS MaTpHIll MHPPOBOTO
300paXeHHsS, TMPU «PO3YMHOMY PO3MHTTI» PO3POOICHO METOJ BHUSBICHHSI OOpOOKH
nudposoro 300pakeHHs JaHUM GiTbTpoM. KimbkicTh moMmiiok 1 poay po3po0aeHOoTro MeToay
ckinagae 3%, KUTbKiCTh MOMIIIOK 2 pony — 1.5%.

[IpenqmeTroM MOAANBIIOTO PO3BUTKY PO3POOICHOTO METOMY € MPOBEICHHS JIOCIiIKEHb
JUIE BIOCKOHAJICHHS TOYHOCTI BiJIOKPEMJICHHS OPHUTIHAIBHUX HU(QPOBUX 300pakeHb Bij
TaKWX, LUTICHICT SKUX TMOPYIICHA, a TaKOX PpO3MIMPEHHS CIEKTPY JOCIIKYBaHUX
napamMeTpiB PO3MUTTSL.
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BBISABJIEHUE «YMHOI'O PASMBITUS» KAK HAPYIIEHUSA NEJIOCTHOCTHA
OUD®POBOTI'O U3OBPAKEHUA

E.1O. Jle6enesa, B.B. 3opuno, A.A. Kapnosa

Opnecckuil HAMOHAJIBHBIHN MOMUTEXHUYECKUH YHUBEPCUTET,
npocr. lleuenko, 1, Onecca, 65044, Ykpauna; e-mail:whiteswanhelena@gmail.com

BrlsiBrieHne HapyIIeHHH IEIOCTHOCTH HU(pPOBOTO M300paKEHMS - OJJHA M3 BAXKHBIX 337124
3amuThl MHpopMmanuy. [Ipn mojyienke M300paKeHUs] 4acTO MWCIOJB3YIOT pasMbITHE, B
YaCTHOCTH (DHUIBTP «YMHOE pa3MBITHE», KOTOPBIM BIMAET Ha (POH M OCTABISAET KOHTYPHI
YeTKUMH. MI3BECTHBIMH METOJaMHU BBISIBICHHS Pa3MbITH OOpaOOTKY AaHHBIM (DUIBTPOM
TPYAHO OOHAPY)XHTh, YTO TMOOYKTaeT MCKaTh HOBOE permieHue. Llenpio paboThl sSBIsIETCS
BBISIBIICHHE 00palbOTKH IH(POBOro M300pakeHUsT GIIBTPOM «YMHOE Pa3MBITHE» IIyTEM
MOTU(HUKAINKA METOJ/[a, OCHOBAHHOTO HAa aHAJIN3€ CHHTYISIPHBIX YHCEN OJIIOKOB MaTPHIIBI
mudpoBoro  n3o0pakeHWs. MeTOAbl  MCCIIEAOBaHUI 0a3UpYIOTCS HA  HCIIOJIBL30BAaHHUU
obmero moaxoaa K aHaIM3y COCTOSHHMA M TEXHOJOTHMH  (YyHKIMOHHPOBAHMS
nHopManMoHHO  cucTeMbl. Pa3paboTaH  METOX BBISIBICHHS ~ «YMHOTO»  Pa3MBITHS,
MOJydeHa KOJIMYECTBEHHasl OLeHKa 3()()eKTHBHOCTH METO/1a B TEPMHHAX OMINOOK MEpBOTO
u Broporo pona: omubku 1 poma - 3%, 2 poma - 1,5%. Paspaborannblii B naHHOH
paboTe METOJl MOXKET OBITh MCIOJIB30BAH IPH CO3/aHUM KOMIUIEKCHOW CHCTEMBI 3aIlHTHI
nHpOpPMALTIT JUISL IIPOBEPKHU IU(pPOBBIX n300paskeHUH Ha Hajau4ue
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HX MMOCTOOPAOOTKH TOCe BO3MOXHOMN danpcuduranun HTH nmpu
oOHapyKeHUUCTeraHorpapuieckoiaTaki. Bo3MOKHBIM ~ HallpaBJICHHEM  JajdbHEHIINX
HCCIIEJOBAaHMH SIBISIETCS] MPOJODKCHNUE DPAaOOTHl 10 aHANIM3y BIMSHHUSA JPYTUX BHIOB
pa3MBITHS TUPPOBOTO H300PAKEHHUS Ha CBOWCTBA €r0 MaTPHIIBI IS paCIIUPEHUs 00IacTu
MIPUMEHEHNST MOAN(PHUIUPOBAHHOTO METOIA.

KiroueBble ciioBa: nmdpoBoe nzodpaxkenne, parbcupukanys nuhpoBoro H300pakeHus,
YMHOE pa3MbITHE, MaTpHLa HUPPOBOro U300pasKeHNUs], CHHTYJISIPHBIC YHUCTIA.

DETECTING «<SMART BLUR» AS A DIGITAL IMAGE INTEGRITY VIOLATION
O.Yu. Lebedeva, V.V. Zorilo, O.A. Karpova

Odessa National Polytechnic University,
1, Shevchenko Ave., Odessa, 65044, Ukraine; e-mail:whiteswanhelena@gmail.com

Detection of violations of the integrity of the digital image is one of the important tasks of
information protection. Blurring is often used when forging images, in particular the "smart
blur" filter, which affects the background and leaves the outlines clear. Known methods of
blur detection treatment with this filter is difficult to detect, which encourages the search
for a new solution. The aim of this work is to detect the processing of digital images by the
filter "Smart Blur" by modifying the method based on the analysis of singular numbers of
blocks of the matrix of the digital image. Research methods are based on the use of a
general approach to the analysis of the state and technology of the information system. The
method of detection of "reasonable” blur is developed, quantitative estimations of
efficiency of a method in terms of errors of the first and second kind are received: errors of
the 1st kind - 3%, 2nd kind - 1,5%. The method developed in this work can be used in the
development of a comprehensive information security system to check digital images for
the presence of their post-processing after possible falsification or in the detection
of steganographic attack. A possible area of further research is to continue work on the
analysis of the impact of other types of blurring of the digital image on the properties of its
matrix to expand the scope of the modified method.

Keywords: digital image, falsification of digital image, smart blur, digital image
matrix,singular values.
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METO/ BUBOPY ®YHKIIOHAJIBHOI'O MPO®LJIIO 3AXUIINEHOCTI

IO.M. Tkau

HaunionaneHwuii yHiBepcuTeT «UepHIriBchbKka MoiTeXHiKay,
By IlleBuenka, 95, M. Yepwiris, 14035, Vkpaina; e-mail: tkach_ym@ukr.net

3anponoHOBaHO ~ MeToN  BUOOpPY  (DYHKIIOHANBHOTO  MpOQULIF0  3aXUINEHOCTI.
OyHKuioHaNEHUHA NPO]IIb 3aXUIIEHOCT] € MiHIMaTbHUM HA0OPOM HEOOXITHHUX MOCIYT IS
BU3HAYCHOTO pIBHA Ta Uil 3a0e3nedeHHs OOpaHOro piBHS 3aXMILEHOCTI, aje BHOIp
croco0iB ix peasnizanii 3aumIaeTbes 32 PO3POOHUKOM (eKcIepToM). 3a paxyHOK peaizariii
00paHOro (PYHKIIOHATIBHOTO MPOQITI0 3aXUIECHOCTI 3a0€3MeUy€EThCS 3MCHIIICHHS 30UTKY,
SIKHI MOKe OyTH HaHECEHUH 00’€KTy 3axucTy. ¥ CcTaTTi ()OpMai3oBaHO 3aBJaHHSI BUOODPY
(yHKIIOHATBFHOTO TPO(dim0 3axumeHocTi. MeTox CKiIagaeThCs 3 TaKUX KPOKiB: BimOip
eKCIepTiB A BU3HAUCHHS Ta OIIHKH IIOKa3HUKIB BIANOBITHUX HMOBipHOCTEH; 30ip
iHpopmamii Ta 1 00poOka; OOUYMCIICHHS NOKAa3HWKA BIPOTIAHOCTI TOSBH i-01 3arposw;
00YHCIICHHS MTOKAa3HUKA BIPOTITHOCTI BiABEPHEHHS i-0i 3arpo3d, OOYHCICHHS MOKa3HHUKA
BipOTiTHOCTI BUKOPUCTaHHA j-0i BPasIMBOCTI V;; OOYHMCIEHHSA MOKa3HHWKA BiJBEPHEHOTO
30UTKY; OLIHKA ONTHMAJIBHOCTI (YHKIIOHAJIBHOIO MPOQII0 3aXMUIIEHOCTI 32 YMOBH
BukoHanus S(F,)=max__. S(F) mnpu obmexenni C(F)<C . TakuMm umHOM, MeTOXR

FeF
BHOOPY (YHKIIOHATHHOTO MPOQLI0 3aXHUIEHOCTI TO3BOJSE 3MIHCHUTH ONTHMAIbHUI
BUOIp TIpH BUKOHAHHI YMOBHM MAaKCHMi3alii BiIBEpHEHOTO 30MTKY Ta HEMCPEBUIICHHS
JOITyCTUMHUX BUTpPAT 3a PAaxXyHOK HMOBIpHO-BApTICHOI OILIHKK IMOKAa3HHKIB KITBKOCTI H
YaCTOTH TIOSIBH 3arpo3H, IMOBIPHUX 30WMTKIB Bij peaizamii BU3SHAYEHUX 3arpo3 i BapTOCTI
MOCITYTH 3aXHCTy. Po3po0nenuii MeTo Moxe OyTH BUKOPHCTAHUM IIPU CTBOPEHHI CHCTEMH

3axucTy iH(opMaIlii B KibeprpocTopi.

Krouosi ciioBa: GyHKIIOHATEHAN TPOQITH 3aXUIICHOCTI, CHCTEMa 3aXHUCTY iHPOpMAIIii.

IMocTanoBKka npodJaemMmu

CrBopeHHst Oynp-skoi cucremu 3axucty iHpopmanii (C3I) B ycix cdepax
1H(pOopMaLIHHOT TISIBHOCTI B JiepKaBl BKIOYae 000B'I3KOBY MpOIeypy BUOOPY 1 MOJANbIIY
po3pobKy Ta peamizaniro cucremu (GyHKIIOHYBaHHS mpodinro 3axucty [1]. V 3aBmanHs
PO3pOOKHU CUCTEMH BXOJUTH OOCTEKEHHS BIIACTUBOCTEN KOHKpETHOro 00'ekTy 3axucty (O3) 1
BUOIp HEOOXiTHOTO (DYHKIIIOHAIBHOTO MPO(III0 3aXUIIEHOCTI 3 npuBeaeHoro crnucky PII3.
Jlana poGota mpucBsiueHa came mpoOiemMi po3polIill METOoAy BHOOPY ONTHMAIBLHOTO
(GYHKIIOHATBHOTO MPOQLITI0 3aXUIEHOCT] 00'€KTY 3aXHCTY.

AHaJIi3 0CTaHHIX J0CTizKeHb i myOikanii

JIOCIIDKEHHIO MUTAHHSA PO3BUTKY CHUCTEM 3axXHUCTy iHQopmalii, 30KkpeMa, po3pooii
TEOPETUYHOIO Ta METOJOJIOTIYHOTO MIAIPYHTS OLIHKHU iX €(EeKTUBHOCTI MPUCBAYEHI pOOOTH
SK BITUYM3HSHUX HAYKOBIB, Tak 1 3akopaoHHux (JI.M. Aptiommn, JI.C.Bepecros,
B.1O. TI'aiikoBuy, O.I'. Kopuenko, JI.M. Ocunckuii, 0O.0. Ckoma, O.B. Iloriii, B.O.
Xopomiko, B.JI. [llesuenko, KO.B. Illernos, Andrew Blyth, Peter Eden, Gyunyoung Heo,
Hanseong Son, Pete Burnap, Rahman Khalilur, Hugh Soulsby, Kristan Stoddart Ta in.).
[Ty6nikamii [2-7] miaTBepKYIOTh aKTyalbHICTh HAasBHUX 3arpo3 B iH(pOpMaliiHili cdepH,
cepell SAKUX BXK€ KOTPHUH pIK MOCHUIb MEpIll MO3ULii 3aiMaloTh NUTAHHS 1H(OpMaLiiHOT
0e31eKH JeprKaBH.
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MeTH Ta 3aBIaHHA CTATTI

Memor cTaTTi € WIABUIICHHS PIBHSA 3aXUIIEHOCTI 1H(POPMALIMHOT CHUCTEMH 5K
OKpPEMOro JIep)KaBHOTO OpraHy, TaK 1 JepaBH B LiJoMy. OCHOBHUMH 3aBJaHHSIMH € aHAJI3
nporecy BUOOpY (GYHKIIIOHYBaHHS MPOQUI0 3aXMINEHOCTI, BITHAXO/HKEHHS IPOIECIYypH
onrtumi3anii 1boro BUOOpYy.

BuxkJiag ocHOBHOro Matepiany 10CHiIKeHHS

3rigno 13 H/ T3I 2.5-005-99 [1] meroro BBeneHHs kiacudikanii AC i cTaHgapTHUX
GyHKIIOHATEHUX TPO(]UIIB 3aXHUIIEHOCTI € TOJICTIICHHS 3aJadi CIiBCTABIICHHS BUMOT [0
KoMmIuiekcy 3aco0iB 3axucty (K33) oOumciroBasibHOI CHCTEMH aBTOMATH30BAaHOI CHCTEMHU
(AC) 3 xapakrepuctukamu camoi AC. CrangapTHuil QyHKIIIOHATIBLHUN TIPO(]1IIb 3aXUIICHOCTI
SBJISIE COOOI0 TEepeliKk MiHIMaJIbHO HEOOXITHUX PiBHIB IOCIYT, SIKi TIOBUHEH peai30BYyBaTH
K33 obuwncnroBanpHoi cuctemMu AC, mo0 3a70BOJBHATH MEBHI BUMOTU IOA0 3aXHILEHOCTI
iH(dopmarii, sika 00podsierbes B ganii AC. CrangaptHi QyHKIIOHATBHI TIPOodiii OyIyIOThCS
Ha MiACTaBl ICHYIOUMX BUMOT IIOJ0 3aXUCTY MEBHOI iH(opMalii BiJ MEBHUX 3arpo3 1 BIIOMUX
Ha CHOTOJHINIHIA JCHb (PYHKIIOHAIBHUX IOCIYT, IO JO3BOJISIFOTH MPOTHUCTOSTH JTaHUM
3arpo3am i 3a0e3rneyyBaTi BUKOHAHHS BUMOT, SIKi ITpe]l’ IBJISIOTHCS.

3aranpHO BiIOMO, 110 iH(OpPMAILis, 3 TOUYKH 30py O€3MEeKH, XapaKTePU3Y€EThCS TAKMMHU
BJIACTUBOCTSAMU: KOH(D1ACHIIIHHICTIO, UTICHICTIO 1 AocTymHicTI0. [Ipy YoMy, KOKHUHN MiaKIIac
JIESIKOTO KJIACy CKJIQJA€THCS 3 MEBHOI KUIBKOCTI 1€papXiYHUX CTAaHAAPTHUX (DYHKIIIOHAIBHUX
npodiniB. Lsg kinbkicTe Moxe OyTtu pi3HOIO Bia mnpodimo go mpodimo. CranmapTHi
¢ynkuioHanpHI mpodisi € iepapXiyHUMH, OCKUIBKM iX peaiizalis 3abe3rnedyye HapoCTarouy
3aXUIICHICTh. 3arpo3u KiOeprnpocTopy 3a BILUIUBOM Ha 0a30Bi XapaKTEpUCTHKU Oe3mexku
iH(popMamiifHuX pecypciB (KOHQIACHIIHHICTD, MUTICHICT, JOCTYIHICTH) Y BiIIOBITHOCTI 3
mxepenom [1] momimsrore Ha: K-tum  (3arpo3a koHdimeHmiiHOcTi); Il-TMn (3arposa
uimicHocTi); JI-tum (3arposa noctynuocti); KL-tun; KJ-tum; H/-tun; KIJI-Tum.

[Tpupona mxepena 3arpo3 Ta CTaH HKEpeNa 3arpo3 po3AlIAIOTh Ha:

e 00'exTHBHA (3arpo3a, BAHUKHEHHS SIKOi HE 3aJICKUTh BIJ] MIPSAMOT JiSTIbHOCTI JIFOAUHU
1 OB'sI3aHa 3 PI3HUMHU CTUXIMHUMU MPUPOJTHUMH SBHIIAMH, TAKUMH, K TTOXKEXK1, OJMCKaBKH,
3eMJIeTPYCY, PaJl0aKTUBHE BUIIPOMIHIOBAHHS, Hala/ly IPU3YHIB 1 T.IL.);

e cy0'exTHBHA (3arpo3a, BUHUKHEHHS K01 3aJIEKUTh B NISUIBHOCTI JTIFOJTUHU).

Cy0’€KTHUBHY 3arpo3y 3a MOTHBOM MOJALIAIOTh HA aKTUBHY, TaKy 10 TIOB’s3aHa 3 JiIMU
JIOJVHY, SKI HamlpaBlieHHI Ha OTPUMAHHS II€BHOI BHUTOJU Ta TACHBHY, TOOTO Ty, sKa
BUKIIIOUA€ BKa3aHy CKJIQJOBY 1 TOB’s3aHa 3 MOMMIKaMu JroauHu. [lacuBHI 3arpos3u - 1e
MMOMUJIKA CHUCTEeMHU (TIOIIKO/KEHHS OKPEMUX KOMITOHEHTIB 00JIaJHaHHS, TOOTO amapaTHOTro
3a0e3meueHHs MiANpUeMCcTBa) Ta kaTactpodu. Takoxk 3a3HadaroTh, IO MACHBHA 3arposa -
HECaHKI[IOHOBaHUN joctyn 10 1HQopmamii ©6e3 3MIHM CTaHy CcaMOi CHCTEMH,
AaKTMBHA - HECAHKI[IOHOBaHAa 3MiHA CHUCTEMH, SKa BHOCHUTH TE€BHI 3MIHM B CTaH caMoi
cucremu [8].

Jlna npukinagy, npenctaBuMo B TaOnuii | MHOXUHY OpoQUIIB Ta IMOCIYT, SKUMHU
xapaktepusyerbes AC knacy 1.

[Tpumitka: 0 — cTaBUBCS y BUIQJKY, SIKIIO MEBHA Mociyra B mpogiii B3araji BiACYTHS,
1,2,3 — piBHi 3axucty y Bignosignomy COII3.

3 Tabmuni 1 BuaHO, mo Ao Bcix npodiniB BkmoueHi nocayru HP, HU,HK, HO, HI],
HT, npore Bincyrni HB, HA ta HII, B cykynHOCTi Bci BOoHM Xapaktepusytors y COII3
CIIOCTEPEKEHICTh. TakoX OJIHOTO pa3y HE 3YCTPIUaIMCh JIeAKl XapaKTePUCTHKH 1 1HIINX
BIacTUBOCTEH iH(opMarii (koHDiAeHIIHHICTE, HUTICHICTE), 30kpema, K/, KK, KB, I1JI, L1B.

3ayBa)XMMo, 110 HasBHICTH criocTepexkeHocTi y Beix CDII3 00yMOBIIOETHCS TUM, 11O
CIIOCTEPEIKEHICTh € BIIACTUBICTIO CHCTEMH, SIKa CTOCYEThCS ii KEPOBAHOCTI, a TOMY Ma€ OyTH
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IpUTaMaHHa BCIM cHCTEeMaM, M0 peami3yloTbes (yHKuii 3axucty iHdopmanii (3I).
AmHanoriune sBuie o0 cnocrepexenocti npucyTtHe 1 B COII3 AC knacy 2 ta AC knacy 3.

Taoauus 1.
CrangaptHi GyHKIIIOHATBHI IPOQ1T1 3aXHUIEHOCTI

Tunu 3arpo3 Ta piBHI 3aXUCTY

Hocyrn K L il KO KA 1101 KL

102(1]2|1|2(3]4|1|2|1|2[3|4|1|2|3[4]|1]|2|3]|4
5 |kalo|1lo|o|ofo|o|ojofz|2|2]2|2|o]o]ofo|2]1|1]1
=
= |ko|o|1]|o|ojolofo|ofo|1|1]1|1|1]|0fo|0fo|1|21]1]1
=
2
Z |kk|o|ojojojofofofo|o|o|o|0|0|0|0|0|0|0/0/0|0|O
& |malo|ofo|2|o|ofo|ofo|2|o]|ofo]|O|1|1]21|1|2|1|2]|1
= |Ho|o|ojol1|o|ojojojo|1|ofo|ojof1|L|L|1|1|1|L]L
. |aplojojofo|1|2(2|2|ofo|1|2|2]2]|1|2]|2|2|1|2]2]|2
H
Q
£ |ac|ojojojojoj1|2|3[0f0f0(1[2[2]0[1|2(3|0|1|2]|3
=
S |m|ojojofojolt|2]|3|o|ojo|1|2[3]|0|1|2|3|0|1]2|3
Q
= Imlolololo|1|2]|2]3|olo|1]2|2/3]|1]2|2|3]1]2]2]3

ITin yac cTBOpeHHs HOBUX (YHKIIOHAJIBHUX NpPOQUIIB HEOOXITHO IOTPUMYBATHChH
omucanux B HJ] T3I 2.5-004-99 [2] ymOB i KOXHOI i3 TOCIYT, IO BKJIIOYAKOTHCS 0
npodinto. Tlocmyrn MOXKyTh BKIIOYATH JIeKUIbKa pPiBHIB 3axucTy (1 — miHIManmpHuM, 2 —
0azoBwii, 3 — moBHUH, 4 — aOcomoTHUI). PiBHI pO3MOYMHAIOTHCS 3 MEPIIOTO 1 3pOCTAIOTH JI0
piBHA N, e N - BU3HAYEHE /IS KO)KHOTO BHY TOCITYT YUCII0. YUM BUIIE PiBEHb MOCIYTH, THM
OUTBII CKJIaJHO 3a0€3MeuyeThesl 3aXUCT BiJ pi3HOro THIy 3arpo3. OTxe, nmociayra € Habopom
(GyHKIIIH, 110 T03BOJIAIOTH 3a0€3MEUUTH 3aXUCT Bij] MEBHOT CYKYITHOCTI 3arpo3.

Po3rnsHyBIIM  3aranbHi NUTaHHA (OPMYBAaHHS CTaHAAPTHOIO (PYHKIIOHAJIBHOTO
npodinro 3axuinenocti (PI13), nmepetigemo 10 HOro BUOOPY Ta OMTHUMI3AIIIT I[LOTO PILICHHS.

Y HJ T3I 2.5-005 -99 namiuyerbcs 22 mociyrd, sKi 3a0e3MeuyloTh 3aXHCT Bij
YOTUPHOX OCHOBHHX THUIIIB 3arpo3 (KOH(]IIEeHUIHHOCTI, IUIICHOCTI, AOCTYIHOCTI Ta iX BCl
MOXJIHBI KoMOiHarrii) [1].

®II3 € miHIMaIBHUM HaOOpPOM HEOOXIAHMX IOCIYT A BU3HAUEHOI'O pIBHA Ta s
3abe3neueHHs] 00paHoro piBHS 3aXHILEHOCTI, ane BUOIp crnocoliB iX peamizalii 3aJiIaeTbes
3a PO3poOHUKOM (eKcmepToM). 3a paxyHOK peamizamii oOpaHoro ®II3 3abe3nedyeTbes
3MEHIIEHHS 30UTKY, IKUi Moxe OyTu HaHeceHui O3.

®opmanizyemo 3aBiaHHs BuOopy ontumaibHoro @II3. Jlng nporo mnolOymyemo
MaTemMaTuuHy mozenp PI13.

Hexaii F wmuoxuHa ycix moxmuBux ®II3 3amaHEX piBHIB, SKi BH3HAYAOTHCS
BUMOTraMHu 10 3axuuieHocTi iHdopmanii, F — Bekrop po3mipHOCTI 22 (HOPMAaTUBHO
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BU3HAa4YeHa KinbKicTh). Kommonentamu Bekropa F € Oynesi 3minni f, € {0,1}. Po3mipHicTs

BekTopa F BBemena mis 3pyunocti i yHidikamii onucy C®PII3, ockiibku BiJioMO, MO 10
ckiany Oararpox ®II3 BXomsTh He yci mociayru. Y pasi BiACYTHOCTI SIKOi-HEOYIb MOCITYTH
Bi/INOBiIHA KOMITOHEHTA J0opiBHIOE HYH0. S(F) — 3aransHuil BigBepHEHHH 30MTOK.

Toxi, hopmanbHa MOCTAaHOBKA 3a/1a41 MA€ BUTIISA;
S(Fy) =max . S(F) 1)
pu 0OMEKEHHI

C(F)<C,, )

ne F — nesxwmii BexTop, mo omucye ®II3, F cykynHicTs ycix momyctuMux npodimis, F; —
onTuManbHe 3Ha4eHHs Bektopa F ,a C, — nomyctumi Butparu na OI13.
Takum uymHOM, Hac mepm 3a Bce Oyae WLikaBUTH 3HaueHHA F,, sgkuil BH3Havae

ONTUMAJFHUI MPU JaHii MOCTAHOBII 33aa4i HaOip MOCIyT, 1m0 OyayTh BitoueHi 1o OI13.
BinmiTiMo, 1o gonmycTiuMa iHIIa NoCTaHOBKA 3aj1adi, a came:

C(F,) =min__- C(F),

S(F)>F,.

Y nmanomy Bumaaky 3Haxogumo F,, mpu skomy Butpatu Ha COII3 Oynyts
MiHIMaJIbHUMH, 1 IPU [IbOMY BiJBEpHEHUI MOKJINBUII 30MTOK CKiIajaTuMe He MeHe F .

[Tpumryctumo, mo Moxke OyTH peanli3oBaHUM JesiKuii HaOip Bpa3IMBOCTEH, BHACIIIOK
4Oro Moke BHHHMKHYTH psif 3arpo3 t, 1=1..,n (n=4). llpu upomy, KOXKHY I-y 3arposy
XapakTepuzyBaTuMe WMOBIpHICTh 1i mosiBU P,, MoxiuBHMi 30UTOK iH(pOpMaliifHOro
cepenoBuiia — S;, Toai P, - IMOBIpHICTh BiJIBEpHEHHS I-0i 3arpo3H, a BiJIBEPHEHUIT 30MTOK 3a

paxyHOK 3ano0iranHs i-oi 3arposu uepes I, = PP,S;.

3arpo3u HEUTPaNi3ylOThCsl 3a paxyHOK peanmizamii (yHKIIOHAJIBHUX IOCIYT, TOOTO

BIANOBITHUMH 3aco0amu 1 MexaHi3mamu C3I. Toai, P — BiporinHicTe HelTpai3anii KOKHOL

I-oi 3arpo3u, Oyzme ocHOBHOW xapakTtepucthkoro C3l. OueBumHO, IO HMOBIPHICTH
HelTpamnizauii i-oi 3arpo3u: P =g, (F)=9,(f, f,,.... ), 1e m=22.

Ilo3Haunmo p; — AMOBIPHICTb BIJIBEPHEHHSI 1-01 3arpO3K 3a PaxyHOK BKIIOYCHHS 110
®I13 komnonentu f;, I;(f;) —inmguxkarop f;, T06TO, BUNaAKOBA BENMYMHA, 3HAYEHHS AKO]
popiBHioe 1, sikmo f; BXomuTs 10 npodio, i JOPIBHIOE HYIO Y MPOTUIE)KHOMY BUIIA/IKY.

YBaxkaroun Bunaakosi senuunnu |;(f;) Hesanexunnmu, maemo:

P =37 Pyl (1) =, By Pl (L (E), ot (D™, Py (). 3)

MOBIpHOCTI p;; MOXHA BHM3HAYUTH 3a JONOMOTOK eKcrepTiB. Toxl 3aranbHui
BiJIBEpHEHHH 30MTOK BUPAXKAETHCS CITiBBITHOLICHHSIM:

S(F) = Zinzlri = Zin:1PiPitSi .
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Takum umboMm, (3) € sBHUM BHIOM IinboBoi ¢yHkmii S(F) 3amaui MaTeMaTHYHOrO
nporpamysanss (1)-(2). Onnak, ¢pyukuis S(F) neminiiina i BusHaueHa Ha OyJeBiil MHOKUHI,
TOMY Mpo0JieMa MOIIYKY ONTHMAIBHOTO PO3B’S3KY € IOCUTH CKIIAIHOIO.

3 METOI CHpOIICHHS 3ajadi PO3MVITHEMO JEIIO IHIMUH MiAXix 10 MoOyI0BU HLTHOBOL
Gynxuii. LliikoM NpUPOIHBO Cepesl YCiX MOXKIIMBHX MOCIYT fj fIKi J03BOJIAIOTH YCYHYTH I-Ty
3arpo3y BUOpaTH Taky, 1Jis KOl AMOBIPHICTb P;j € MAKCUMAIBHOIO, TOII

S(F)= Z?:l P.S; max {p; f;}.

Biporignicte mosiBu i-0i 3arpo3u P;; BH3HA4Ya€ThCs TaKUM YMHOM. SIK Oyio BKa3aHO
paHile, KOXKHA 3arpo3a 3aJIeKUTh BiJl BIPOTITHOCTI BUKOPHCTAHHS JEAKOI MHOXUHHU
Bpaznusocreid V; ={v;,i=1,...,n}, ro6ro B, = f(V;,...,V,,). [laHnii N0Ka3sHUK TaKoxX MOXHA
BHU3HAYUTU Ha OCHOBI €KCIIEPTHOTO METOY.

BiporiaHicTh BUKOPMCTaHHA J-0i BPasAMBOCTI V;j MOXHA BH3HAYUTH, 32 JOIIOMOIOKO

00YMCIIEHHS BIAHOCHOT YaCTOTH X MOSIBU. A came,

V. 4

’ ZE:l/T’lk

— 4acTOTa BUHUKHEHHS j-01 BPa3JIUBOCTI, a | - BiJIIIOBIIHUI HOMEP 3arpo3u.

ne A

ij
Otxe, 3aIPOIIOHOBAHO METOI, SKH CKJIQIAETHCS 3 HACTYITHUX KPOKIB:
e BigOip ©eKCHepTiB /i BHW3HAYCHHS Ta OIIHKK ITOKAa3HHWKIB  BIAMOBITHUX
HMOBIpHOCTEI;
e 30ip iHdopmMarii Ta ii 00poOKa;
00YKCIIEHHS ITOKa3HUKA BIPOTiIHOCTI MOSIBH i-01 3arpo3y;
00uKCIIeHHS TTOKa3HUKA BIPOTIIHOCTI BiJIBEpHEHHSI i-01 3arpo3mu,
00uMCIIeHHS TTOKa3HUKA BipOTIAHOCTI HeWTpaizailii i-o1 3arposu;
004YMCIIEHHS TIOKa3HUKA BiPOTi/IHOCTI BUKOPHCTAHHS -0i BPA3JIMBOCTI V;; ;

00YMCIIEHHS TOKa3HUKA B1JIBEPHEHOIO 30UTKY;
e ominka ontumanbHocTi ®II3 3a ymoBu BuxonamHs S(F,)=max._-S(F) npu

oomexenni C(F)<C..

BucHoBknu

Po3poOnennii meron Moxe OyTM BHUKOPUCTAHUM Ui 3/A1MCHEHHS BUOOpY
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METO/ BIBOPA ®YHKIIMOHAJIBHOT O TPO®UJISA SAIMIIEHHOCTHU
IO.H. Tkau

HanmonansHelii yauBepeuTeT «epHUTOBCKas MONTHTEXHUKAY,
yi. llleBuenko, 95, Yepuuros, 14035, Ykpauna; e-mail: tkach_ym@ukr.net

IMpennoxkeH  meron  BbIOOpa  (YHKUMOHAIBHOrO  NMPOGMIS  3alMIICHHOCTH.
OyHKIMOHANBHBIA ~ TPOQWIb  3alIMIIEHHOCTH  SABJISIETCS MHHUMAaJIbHBIM  HaboOpOM
HEOOXOAMMBIX YCIIYT JJIsl ONPENICNICHHOTO YPOBHS M ISl 0Oecre4eH st BHIOPaHHOTO YPOBHS
3allMIIEHHOCTH, HO BBIOOP CHOCOOOB MX pealu3alid OCTaeTcs 3a pPa3pabOTUUKOM
(3xcmeprom). 3a cyeT peayM3alM  BBIOPAaHHOTO  (YHKIHMOHAIBHOTO  MPOGIIL
3alIMIIEHHOCTH 00eCHeYnBaeTCs yMEHbIlIeHne yiiepOa, KOTOPbIi MOXET ObITh HaHECEH
00BeKTy 3amuThL. B crathe opmanmzoBaHa 3amava BeIOOpa (QYHKIIMOHATHHOTO MPOQIIIL
3aIUIOICHHOCTH. MeTOA COCTOMT W3 CJEAYIIIMX M[IaroB: OTOOp JKCHEpTOB Ui
ONpeseNieHUss ¥ OLEHKM IIOKa3aTeleil COOTBETCTBYIOLIMX  BEPOSTHOCTEH;  cOop
uHpopMauuu U ee 0OpabOTKa; BBIMHCICHHUS IIOKAa3aTeNs BEPOSTHOCTH MOSBICHUS i-i
Yrpo3bl; BBIYMCICHHS IIOKa3aTeNs JIOCTOBEPHOCTH MPEIOTBpAIlleHUs - yrpossl,
BBIYHMCIICHHUS TI0KA3aTes IOCTOBEPHOCTH MCIIOJIb30BAHHS j-H ySA3BUMOCTH V;; ; BBIYUCICHUS

MoKazaTesisi OTBJICYEHHOr0 yiiep0a; OleHKa ONTHMAIBHOCTH (YHKI[MOHAJIBHOTO HpOduIIs

3aIWIEHHOCTH TpH ycnoBuu BemonHeHus S(F,)=max_. S(F) mnpu orpannueHnn

C(F) <C, . Takum obpa3zoM, MeTo] BEIOOpa (DYHKIIHOHATEHOTO MPOGHIIS 3aIUIICHHOCTH

MO3BOJISIET OCYHIECTBUTh ONTHUMANBHBIN BHIOOP MPU BBITOJHEHHH YCIOBHS MaKCUMHU3ALUN
OTpPaXXEHHOT'o yiiepba ¥ He MPEBBIIICHUS JOMYCTUMBIX PAaCXOJIOB 32 CUET BEPOSTHO-
CTOMMOCTHOH OIIEHKH IOKa3aTeleil KOJIMYEeCTBA U YaCTOTHI MOSBIICHUS YTPO3bl, BEPOSTHBIX
yOBITKOB OT peann3aly HalIEeHHbBIX yIrpo3 U CTOMMOCTH YCIIYTH 3aluThl. PaspaboTaHHbIi
METOJl MOXET OBITh HCIIOJNB30BaH INIPH CO3/JaHUM CHCTEMBI 3aIIUTHl MH(POpPMAIMH B
KnOepIrpocTpaHCTBe.

KnaioueBble cioBa: (QyHKIMOHANBHBIA NPOQHIbL 3alIMIIEHHOCTH, CHCTEMa 3allUThl
nHdopmanum.
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METHOD OF SELECTION OF FUNCTIONAL PROTECTION PROFILE
Y.N. Tkach

National University "Chernihiv Polytechnic",
95, Shevchenko St., Chernihiv, 14035, Ukraine; e-mail: tkach_ym@ukr.net

A method for selecting a functional security profile is proposed. The functional security
profile is the minimum set of necessary services for a certain level and to ensure the
selected level of security, but the choice of ways to implement them remains with the
developer (expert). The implementation of the selected functional security profile reduces
the damage that may be caused to the object of protection. The article formalizes the task of
choosing the Functional Security Profile. The method consists of the following steps:
selection of experts to determine and evaluate the indicators of the relevant probabilities;
information collection and processing; calculation of the probability of the i-th threat;
calculation of the probability of averting the i-th threat, calculating the probability of using
the j-th vulnerability v, ; calculation of the averted loss indicator; estimation of the

optimality of functional security profile under the condition of S(F,) =max___ S(F) under

FeF

the restriction of C(F)<C,. Thus, the method of choosing the functional profile of

security allows to make the optimal choice when fulfilling the condition of maximizing the
averted damage and not exceeding the allowable costs for account of probabilistic cost
estimation of indicators of quantity and frequency of occurrence of threat, probable losses
from realization of the defined threats and cost of service of protection. The developed
method can be used to create a system of information security in cyberspace.

Keywords: functional security profile, information security system.
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PO3POBKA METOAY KOHTPOJIIO IIJIICHOCTI 30OPA’KEHHS HA OCHOBI
OUPPOBOT'O BOASAHOI'O 3HAKY

I.C. Yikaikui, A.A.Cmarin, JI.B. Heunraisnosa, H.I. Kymnipenko

Opechkuii HalllOHATHHAUN TONMITEXHIYHUN YHIBEPCUTET,
npocrr. [lleBuenka, 1, Omeca, 65044, Ykpaina; e-mail: infsec2011@gmail.com

Po3pobka 3aco0iB Ta MeToaiB 3axucTy iH(opMamiiHOT IUIICHOCTI JOKYMEHTIB, 30KpeMa
uudpoBuX 300pakeHb, 3aJMIIAETHCS TPAAMLINHO aKTyasbHOIO 3anadeto. [lomyssipHicTh
OTpUMaJI METOU KOHTPOJIIO IUTICHOCTI KOHTEHTY 3 BUKOPHUCTaHHSM NPUXOBAHUX HU(PPOBUX
BOJISTHMX 3HaKiB. L{iicHICTE TYT MOXe rapanTyBaTHCs LULIXOM XellyBaHHs ¢aitny. Xeur-cymu
300pakeHb MOXYTh 30epiraTvcs y OKpemiil 3axuineHiii 0a3i manux. s 3py4HOCTI poOOTH
cucteMn OakaHO, MO0 xem abo iHmMI Moxwmdikarop, SKWA TapaHTye IUTCHICT, OyB
BOynoBaHUI1 Oe3nocepeaHb0 y 300pakeHHA. [lepeBakHa OumpmricTs mudpoBux QoTorpadiit
30epiraeTeCsi B CTHCHCHOMY BHTIIAAL 3 BHUKOpUCTaHHAM anmroputMmiB rpymu JPEG. Ockinbku
ITOpHUTM He 30epirae TOYHI 3HAYCHHS MiKCEIiB, T0JaBaHHA MU(PPOBOro BoasHOTO 3HaKY (L[B3)
B (paiiim Takoro THITYy Tependadae JomaBaHHS iH(opMaIlii B MPOCTOPi MEepPeTBOPEHb, IHIITUMH
clOBaMH, 3MiHI MiAMATalOTh KBAaHTOBaHI  KOCQIMI€EHTH AHCKPETHOTO  KOCHHYCHOTO
neperBoperns (JKII), came Ti nmaHi, sSKi 3aJMIIAIOTHCA HE3MIHHHUMH B IPOIECI CTHCHCHHS
300paxenns. Y pouni 1IB3 BucTynatume xemi-cyma 300pa)KeHHS, sSIKa OTPUMYETBHCS HIISIXOM
BUKOPHCTaHHS Xenl-QyHKUil. B anropurmax, ski npamoTh 3 300pakeHHsIM Takoro (opmary,
3a3BuYail 3MiHIOIOThCS Moo 3Hauymi Oitm (LSB), 1 iHpopmaris BHpOBaKyeETHCS
MOCTIIOBHO. Y AaHiil CTaTTi po3pO0IEHO METOJ KOHTPOJIIO IUTICHOCTI 300pakeHHS Ha OCHOBI
IU(pPOBOTO BOASHOTO 3HAKY, IKAN 0a3yeThcs Ha BOYJOBYBaHHI XEII-CyMH B HAWMEHII TTOMIiTHI
MIiCIIs 300pakeHHS i JO3BOJIIE OIIHUTH IICHXOBI3yallbHY TOMITHICTH BIpoBakeHHs. Ha erami
nepea BOYJOBYBaHHSIM IPOBOAUTHCS aHAI3 CTATHCTHKU 300paXeHHS 3 METOK BUSBJICHHSA
HAMOUIPII BOANUX MicCIlb IJIsi BOYJIOBYBaHHA NONATKOBOI iH(popmamii. HaBemeHi pesynbraTi
00YHCITIOBAIEHOTO €KCIIEPUMEHTY.

Kiro4oBi ciioBa: KOHTpONb WiJIICHOCTI 300pa)Ke€Hb, TUCKPETHE KOCHHYCHE IEPETBOPEHHS,
uudpoBuil BosiHKI 3HaK, BOYJOByBaHHS CEKpeTHOI iHdopMarii, xeur-cyma.

Beryn

B epy crpiMkoro po3BuTKy iH(GOpMalIHHUX TEXHOJOTIH JaHi, fKi 30epiraroTbCcs 1
nepenaroTbes y nudpoBomy dopmari, Bce dYacTimie MOTPeOYIOTh 3aXUCTy Bia Moaudikarii,
HECaHKI[IOHOBAHOI'O KOIIIOBaHHS Ta BHUKOpUCTaHHS. OJHMM 13 OCHOBHHMX BHUAIB HU(POBOIO
KOHTEHTY Ha ChOTOJHIIIHIN JeHb € 1udpoBe 300paxenHs. [IpoTuais KomiroBaHHIO 300pa)eHb,
3aXHCT aBTOPCHKHMX MPaB BIACHHUKIB Ha 300pakK€HHSI, 3aXMCT TOProBoi Mapku MpoAykiii [1] — e
JlaJieKo He TOBHUH TepeltiK HaIMPSIMKIB, sIKi CbOTO/IHI iICHYIO0Th. KpiM Toro, BUHHKa€e HEOOX1IHICTh
nepeBipkr  iHGOpPMAIIHOT IMUTICHOCTI 300pakeHh 3 METOI0 BHSBIEHHS IPUCYTHOCTI
HECaHKI[IOHOBaHUX 3MiH 1 (panmbcudikamii. Tomy Ha chOroaHINIHINA JA€Hb po3poOKa 3acobIB Ta
METOMIB MepeBipkH 1HPOPMAIIHOI LHITICHOCTI 300paXKeHHsI € aKTyalbHOIO 3ajaueto. IcHyroui
MeTOoaM 0a3yloThCs HAa PI3HUX IIIX0JaX, KOKEH 3 sSKHX Ma€ CBOI TepeBaru Ta HEIOJIKH.
[TorynsipHiCTe OTPUMaIM METOAM KOHTPOJIO LITICHOCTI KOHTEHTY 3 BHUKOPHCTaHHIM
NpUXOBaHUX LU(POBUX BOASHUX 3HaKiB. B TakoMmy BHIIaKy IUTICHICTH 300pa)K€HHS MOXKeE
rapaHTyBaTHCs LUISIXOM XellyBaHHS (aiimy. Xem-cymu 300pakeHb MOXYTh 30epiratucs y
OKpeMiil 3axuIieHii 6a31 JaHuX. Aje Juis 3py4yHOCTI poOOTH cHCTeMH OakaHo, 1100 xemr abo
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iHIIMA  MomudikaTop, SKHM TapaHTye UUTCHICTh, OyB BOyZOBaHUI Oe3mOCepesiHbO Y
300pakeHHS.

Mera ta 3aga4i podotu

Memorw pobOoTH € po3poOka MeToaa KOHTPOJIIO IIITICHOCTI 300pakKeHHS, IKUH IPYHTYETHCS
Ha BOYJOBYBaHHS B 300paxxeHHs [[B3, sikuif MiCTUTh HOTO XelI-3HAYSHHSI.

JIJ1s1 TOCSATHEHHS MTOCTaBJICHOT METH HEOOX1JHO BUPIIIUTH HACTYITHI 3aj1a4i:

® [IPOBECTH aHaIIi3 MOJENIeH 1 METOIB KOHTPOIIIO LITICHOCTI 300paeHb;

® 3aIPOIOHYBATH BJIACHUM METOJI KOHTPOJIIO IIJTICHOCTI 300pa’keHb 3 BOYI0BYBaHHS XEIII
3HAYCHHS;

® pPO3poOUTH MporpamMHe 3a0E3MEUCHHS, K Peaizye 3alpONOHOBAHUI METO ] KOHTPOJIIO
LIUTICHOCTI;

OO0'exT mocHipKeHHS — TpoliecH 3a0e3NedYeHHS JTOCTOBIPHOCTI JKEpesia MOIIUPEHHS Ta
KOHTPOJTIO IIUTICHOCTI 300paKeHHs Ha OCHOBI IIU(PPOBHUX BOJSHHUX 3HAKIB.

[IpenMer nocmiaKeHHS — METOAU KOHTPOIIO LUTICHOCTI 300pakeHb, 110 IPYHTYIOTHCS Ha
BUKOPUCTaHHI U(PPOBUX BOJITHUX 3HAKIB.

OcHOBHA YacTHHA

Jlnst BIIPOBAKEHHSI XEII-3HAYEeHHSI B 300pakeHHs iCHye 4 OCHOBHUX MeTomu[2], Tpu 3
SAKUX JOCUTh MPOCTI y peainisalii, npore He € HaaiiHuMu. YeTBepTuil MeToj 0azyeThCs Ha
BUKOPHCTaHI IHU(PPOBOrO BOASHOTO 3HAKy, IO POOWUTH LBOTO OUIBII HAIIHMM, aje 1 OuIbId
CKJIQIHUM Y peasi3arii.

[lepmri Tpy METOOM KOHTPOJIIO LUTICHOCTI 300paskeHb: 30€piraHHs Xeml-CyMH MOpyd 3
300pakeHHsM, 30epiraHHs Xeml-CyMH Y BiJjiajeHid 0a3l JaHuX, MO€JIHAHHSA XEUI-CyMU Ta
300paxkeHHs (HampHUKiIax ii JOJaBaHHS B KIHELb 300pa)K€HHS HE BUKOPUCTOBYIOUHM >KOIHMX
creHorpadiyHuX MeToAiB). MiHycOM IIMX METO/IB € HaliiHICTh. BUKOpPUCTOBYIOUM KOKEH 3 HUX,
MO’KHa JIETKO OTPUMAaTH Xell-CyMy 300pakeHHs 1 B MIJCYMKY 3MIHMTH ii, a TaKk caMoO 1 came
300pakeHHs. TakuM YMHOM, BOHM HisIK HE MOXKYTb I'apaHTyBaTH LUTICHICTh 300pakeHHs, a 1ei
KPUTEPiil € TOJIOBHUM ISl JITOPUTMY, 11O PO3POOISIETHCS.

YerBepTuil crocid KOHTPOIIO LITICHOCTI BUKOPUCTOBYE CTEHOrpadpiuHUil METOJ] Ha OCHOBI
BOynoByBaHH1 HenoMiTHoro [[B3. B nanomy Bumaaxy 3JI0BMUCHHK HE 3MOXKE 3pO3YMITH, LIO
300pa)keHHSI MOJKE MIJUIAraTh KOHTPOJIIO LTICHOCTI 1 OyAb-ska Horo Moaudikaliis Moxxe OyTH 3
JIETKICTIO BHsIBIIEHA. B MaHOMY METONI Tak caMO BHKOPHUCTOBYETHCS XeII-CyMa 300pakKeHHS,
OJTHaK TPOIIOHYETbCS BUKOPUCTAHHS CAaMOTO 300pa)K€HHS B SIKOCTI CXOBMILIA JUIS XElI-CyMH
(puc.1). Hns Toro mo6 BOyayBaTH XemI-CyMy BHUKOPHCTOBYIOTh MOJIOJIIUN pO3psa OOpaHHUX
JaCTOTHUX KOMITOHEHTIB 300paskeHHs. Metoy 3aminu monoammx 0it (LSB-Meron) 3acHoBaHmit
Ha TOMY, III0 MOJIOAII po3psau rpadiuyHuX, ayaio Ta BimeodopmaTiB HECYTh Masio iHGopMarii 1
X 3MiHa MPaKTUYHO HE MO3HAYAETHCS HA SIKOCTI Nepenanux 300paxeHHs [3]. Lle nae MoxiuBicTh
BUKOPUCTOBYBaTH iX JJIsi NPUXOBYBaHHS KOHQiAeHIIIHOI iHpopmarii. OaHak 3a paxyHOK
BBEJICHHS JI0JIaTKOBOI iH(OpMaIlii CIIOTBOPIOIOTHCS CTATUCTUYHI XapaKTEPUCTUKU 300pakKeHHS -
KOHTEWHepa 1 MpUXOBaHEe MOBIIOMIICHHS JIETKO BUSBUTH 3a JOMOMOTOI0 CTATUCTHYHHX METOJIIB
CTeraHoaHali3a, TaKMX SIK OI[IHKa eHTPOMii i Koe(ilieHTiB Kopesii [4].
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300paxeHs
3 1IB3

Puc. 1. Bukopucranusa nuppoBoro BOASHOIO 3HaKy

Henmonik maHoro MeTomy mONsArae B TOMY, IO HE 3aBXKAW MOXIIUBO IOMICTHTH Yy
300pakeHHsI Xell MeBHOI JOBXHUHU. 11100 YyHMKHYTH LOTO MOXKHa OOYHMCIIOBATH KUIBKOCTD
miKcemiB B 300paxeHi 1 mia0upaTu NoTpiOHY TOBXKHUHY XElTy.

Xem-pyHkuis — 1e (yHKIiS, 110 MEepeTBOPIOE BXIiAHI JaHi Oyab-iKoro (SIK MpaBUIIO

BEJIMKOTO) PO3MIpy B JIaHi (DiKCOBAHOI JOBKUHU, TaK 3BAaHUH «HaiKECT». SIKIIIO MaHi 3MIHITHCS,
TO 1 JalIKECT, TAKOXK 3MIHUTHLCS.

[Toznaunmo xem-¢ynkuito yepe3 H, Buximni mani — uepe3 T, BXigHi JaHi — depe3 T .
KOHTpOJIb HiJTICHOCTI TaHUX 3BOAUTHCS JI0 MEPEBIPKH PiBHOCTI[S]:

HT)=H().

SIK110 BOHO BUKOHAHO, BBAXKAETHCS, 0 T' =T .
30ir pmalpKecTiB  JUIsl  PI3HMX JIaHUX Ha3uBaeTbes Komiziero — H(T)=H(Y).
Komni31iM0okITuBI, OCKIIBKU MOTYKHICTh MHOKHHM JTali/DKECTIB MEHIIE, HK MOTYXHICTh Oe3iul

JAHUX, 10 TiyIsirae xeuryBanHtoo. OgHak Te, mo H —oaHOCTOpOHHS (QYHKINISA, O3HAYAE, IO 3a

NPURHATHUN Yac CrIeliaIbHO OpraHi3yBaTH KOJi3110 HEMOXKIIMBO.

SHA-1, SHA-2 i SHA-3 —uie cimeiicTBO KpunrorpadiuHux Xem-QyHKIlii, ki BIJHOCATHCS
10 anroputmiB Oesmeunoro xerry (“Secure hash algorithms”)[6]. BoHu Bigpi3HAIOTbCS Mix
c00010 JTOBKHUHOIO XEII-CYMH, sIKa TIOKpariye cTiiikicts 10 atak. B SHA-1 e 160 6itiB, B SHA-2
e 256 6itiB 1 B SHA-3 e 512 6itiB, KpiM JTOBXHUHU XE€II-CyMU y HUX TaKOXX Pi3HI BHYTPILIHI
Iu3aitHu. MeTol KOHTPOJIIO HITTICHOCTI 300pakeHHs, KU MPOTMOHY€EThCS B JaH1d poOoTi Oyme
BUKOpUCTOBYBaTUSHA-1 3 moBxuHOIO Xem-3HaueHHs 160 6iTiB, yepe3 HACTYIHI MepeBaru:

® CKJIQ/IHICTh F'€HEPYBaHHS XelI-CyMHU MPOTIATOM HaOIMKUUX poKiB Oy/ie HEMPUCTYITHOO
I maOOpy Xem-CyMH METOJIOM  «rpy0oi Cwiim»: 3aBAaHHS 3HAXO/KEHHS  KOJI3ii

2'%2 = 2% omepamiif, a 3aBOaHHA 3HAXOMKEHHS TMpPooOpasy - MOYATKOBOTO

TOBIZIOMIICHHS - 10 Horo xenry, BuMarae 2'°° onepauiii[7],

® BIPOBAKYBaJIbHA KUIbKICTH OITIB € ONTUMalIbHOIO, TOMY 110 jume 160 6itiB OyayTh
3MiHEeH1 1 1e Oyzae 30UIbIIYyBaTH MOMUJIKY JAPYrOro pojy JJs CTaTMYHHMX aHali3aTopiB, TaK SK
BOHU 3aJI€KaTh BiJl KUTBKOCT1 3MIHEHHX OITIB Y 300paKeHHI.

CreranorpadiuyHi MeTOAM, IO JiIOTh B YaCTOTHOI 0ONacTi, 3a3BUYail XOBalOTh JlaHI B
KoeQillieHTaX OPTOraHAJBLHOTO TMEPEeTBOPEHHS KOHTeiHepa. Jlns 1mporo HaifuyacTiie

BUMarae
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BUKOPHUCTOBYIOTBCS TIEPETBOPEHHS, L0 3aCTOCOBYIOTHCS B CYYaCHHMX aJITOPUTMAax CTHCHEHHS 3
BTpaTaMu (IUCKpPETHE KOCUHYCHE mepeTBopeHHs B ctanaaptTi JPEG 1 BeliBneT-nepeTBOpeHHs - B
JPEG2000). Po3riisiHemMo JOKJIaIHO aNropuT™ CTUCHEHHs 300paxkenHst JPEG Ha pucyHky?2.

B Cb
G RGE to Cr Down

R YCrCb v Sampling [y cr

L

Y

DCT Transform and Quantization

I Scan ﬁ/ Encoding
! » | 0100101010010110
r %

Puc. 2. Anroputm™m ctucHeHHs 300paxenss opmary JPEG

L J

VY npoMy anropuTmi 300pakeHHs MEPETBOPIOETHCS 3 KomipHoro nmpoctopy RGB B YCbCr,
ne Y — xommoHeHTta sickpaBocTi, a Cb i Cr - KOMIIOHEHTH KoibopoBocTi. Tomy BaxuBimie

30epertu OuTbIIYy TOYHICTH IpH mepenadi Y, HiK npu nepenadi Cb i Cr. 3HaueHHS KaHATIB
po3OuBatoThcsi Ha Omoku 8x8. KoxkeH OJOK mMmiIgaeTbCsi AUCKPETHOMY KOCHHYCHOMY
neperBopeHHto (JIKIT)[8]. Takum uuHOM, IIpH MEPETBOPEHHI BUXOAUTh MATPHIIS, CIIEMEHTH SKOT
BIJIMIOBIJAIOTh IHTEHCUBHOCTI PI3HMX NPOCTOPOBHX YacTOT BHXIAHOTO OJOKY. Jlsl KOKHOTO
eJIEMEHTa MAaTpHULll JUCKPETHOIO KOCHHYCHOTO TI€PETBOPEHHS ICHY€ BIJIMOBIHUI e€JIeMEeHT
MaTpulll KBaHTyBaHHsA. OTpUMyeMO MAaTpHUIll PO3MOAUIOM KOXHOTO €JIEMEHTa MAaTpHIIl
JMCKPETHOIO0 KOCHHYCHOTO NEPeTBOPEHHS Ha BIJIMOBIIHUI €JeMEHT MaTpHLll KBaHTYBaHHS 1
HACTYITHUM OKPYTJICHHSIM Pe3yNbTaTy 10 HaWOmmk4doro mimoro umcia. OTpuMaHa MaTpHUILL
NEPETBOPIOETbCA B O4-eleMEHTHMH BEKTOp TaKUM YWMHOM, III0 Ha T[IOYaTKy BEKTOpa
PO3TaIOBYIOTECSL KOE(IIIEHTH MAaTpHIll, 110 BIJIMOBIAI0Th HU3BKMM YacTOTaM, a B KIHIN -
BUCOKMM. OTpUMaHHUIl BEKTOp 3rOpTAEThCS 3a JOMOMOIOI0 aJrOPUTMY I'PYMOBOTO KOAYBaHHS
RLE[9], a notim koayeThes komamu Xaddmana.

Jns Toro mo0 3amucaTH Xeul-Cymy B 300pakeHHs CIIOYaTKy HEOoOXiJHO BHOpaTu JUIs
BripoBakeHHs Takl JIKII-komnoHneHTH 010KiB 300pakeHHs, K1 OyayTh HailMeHI moMiTHI. J{is
Toro mo O iX BM3HAYUTH MM OyAeMO BHKOPHUCTOBYBaTH ICixoBizyasnbHy Mozens JPEG, ska
3aCHOBaHa Ha OCOOJMBOCTAX CHPUMHATTS 300pa)kKeHb JIIOJMHOI0. 3a3BHuYail BUKOPHCTOBYETHCS
rpy0e KBaHTYBaHHsS BHCOKOYACTOTHOI CKJIQJOBOi 300pakeHHs 1 OLIbII aKypaTHE KBaHTYBaHHS
HU3bKOYACTOTHOI CKJIAJOBOi, 3HIKYIOUM THM CaMHM TOYHICTh Hepefadi pi3KUX MepexojiiB
SICKPaBOCTI 1 BIATIHKIB KOJIBODY.

Ha ocHoOB1 MaTpuili KBaHTYBaHHS, MU CTBOPIOEMO MAaTpPHUIIIO 1HJEKCIB, B SKi CTaBUMO Yy
BIJIMOBITHICTh KO>KHOMY 3 KoMItoHeHTiB JIKII iniekc mpruxoBaHOCTI IbOro KOMIOHEHTa. Takum
YMHOM MU OTPUMAEMO BEKTOp 3 LIMX 1HIEKCIB 1 iX po3TalryBaHHs, BUOMpaemo 160 enemMeHTIB 3
HaHOUTBIIUMU 1HIEKCAMU MTPUXOBAHOCTI, 100 3aMMCcaTh XElI-CyMy.

OcCHOBHI KpOKH MOXXHA TT0O0AYUTH HA PUCYHKY 3:
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LiarpaMa nocnigoBHOCTi anropnTMy

Mepexig 2 npocTopy RGB B npocTip YCer)

¥

Mogin 30bpameHHA Ha Bnokwn - 8x8 I'IiKCeJ'IiB)

B pe3yneTaTi BUX0AUTE PEYOBUHHWA CrekTp
36epiraemMo po3TalyBaHHA YeproeocTi 6nokie B 206paxeHHi.

(3BCTOCYBBHHH ,D,BOBI.-"IMipHe AWCKPETHE KOCWHYCHOE HepeTBOpeHHHH

KBaHToBaHHA Bnoka

4

Lle He ocTaHHIA Bnok?

; o BepyTeCA BCI CNEKTPaNLHI KOMANOHEHTK BCiX Bnokie 306pameHHs,
DopMyeTLCA BaraToBUMIPHWA Macue Sepy P P
i AR KOMHOIO 3 HUX 3HAX0AWTLCA 3HAYEHHA V.

(OTpMMaHmﬁ CNUCOK COPTYETEEA | BMBWpaloTecA 160 Bnokie 2 HaRbinkLWMMK 3HaHeHHH.)

¥

(Bmpbasmo BubpaHi Bnoku 2 20BpaxeHHs, | NicNA LeOro oTpuMyeMo 20bpaxeHHs Bes uux 6J'IOKiB)

Y

(I‘Iponycxaemo yepes xell-fhyHKLID OAA 3HAX0LKEHHA XeLl-CyMy 306pa>KeHHH)

[33I‘IMCYEMO MO0 LKA 3Ha4YLWKMIA BiT Bnoka 3HaveHHA oaHoro BiTa 3 xeu.l-cymm) A

<Ll,e HE DCTaHHIA EnEMEHT?>

[Bnposa,qmymo B 206pameHHA BUpizaHi Bnokn 2 3MiHEHWUM MOND ALWIUM 6iTOM.)

®

Puc. 3. Anroput™ MeTOAY KOHTPOJIIO IITICHOCT1 300paKeHHSI.

OCHOBHI KPOKH pO3p00JIEHOTO METOTY KOHTPOJIIO IIUTICHOCT1 300paKeHHSI.

Kpox 1. Tlepexin 3 mpoctopy RGB B npoctip YCrCb.

Kpok 2. Tlonin 300paskeHHst Ha OJIOKH - 8X8 MIKCEMTIB.

Kpox 3. Jlo KOXHOro OJIOKY 3aCTOCOBYETbCS JBOBHMIpHE JAMCKPETHE KOCHHYCHOE
NepEeTBOPEHHA. B pe3ynbTaTi BUXOIUTh PEUOBHHHUH CIIEKTP.

Kpox 4. CdopmoBani OlOKM HiATalOThCs KBaHTyBaHHIO. [lami 3 HuX (opMyeTbes
OaraToBUMIpHUI MacuB.

Takum yuHOM, OEpyThCsl BC1 CIIEKTpajbHI KOMIIOHEHTH BCIX OJIOKIB 300paskeHHs, 1 JUIs
KO)KHOTO 3 HHUX 3HAXOJUTHCS 3HAYCHHS TNPHUXOBAHOCTi. OTpPUMaHWHA CIUCOK COPTYETHCS 1
BUOUparThes 160 O0KIB 3 HAHOUTBITUMU 3HAYCHHSIMHU.

Kpox 5. Bupizaemo BuOpaHi 0y10kM 3 300pakeHHs, MaM'ATaloud iX MICIe PO3TallyBaHHS
TA4yeproBicTh OJOKIB B 300pa’keHHI 1 MICIIs IIbOrO OTPUMYEMO 300pakeHHs 0e3 uX OJIOKIB, sfKe
MPOITYCKAEMO Yepe3 XeI-(PYHKITIT0 JJIsl 3HaXOKEHHS XEeII-CyMU 300pakKeHHSI.

Kpok 6. 3natoun 4epropicTh OJOKIB 3alIMCYEMO B KOXEH MOJOAMINHN 3Hadymui OiT O10Kka
3HAYEHHS OJIHOTO 3 OITiB Xel-CyMU. TakUM YMHOM MU BIIPOBAJDKYEMO XEII-CyMY B 300pakeHHS
B HaO1IbIII HETOMITHI MiCLIL.

79



I.C. Yikmikui, A.A.Cmarin, JI.B.Heunraiinosa, H.I. Kymnipenko

Kpoxk 7. Jlonaemo Ha3zaq 3MiHEH1 BHpi3aHi OJIOKK B 300pakeHHs.3aBEpUIYETHCS CTUCHEHHS
300pakeHHS.

BukoHaeMo TeCTyBaHHS Ta aHali3 pe3yNbTaTiB poOOTH po3podiieHoro Mmeromy. s
eKCIIEpUMEHTY 0yJ10 00paHo 300pakeHHS 3 Po3AUIbHO 3aaTHICTIO 340x487 mikceniB (puc. 4(a)).
300pakeHHA-pe3yIbTaT HAaBEACHI Ha PUCYHKY 4(0).

Puc. 4. TlopiBHSHHS OpUTIHAIBHOTO Ta PE3YIbTYIOUOTO 300paKeHb: a — OpHUTIHAIBHE
300paxkeHHs; 6 — 300paskeHHs 3 BOynoBanum 11B3

Sk BugHO, HA WepmIMKA MOIISA, 300paxkeHHs imeHTW4HI. OOHAK, TpU BUIAUICHHI 1
MTOCHJICHHS PI3HUII MK 300paXCHHSIMH, MOKHA ITIOMITUTH HE3HAUYHI, BIAMIHHOCTI (puc. 5).

Puc. 5. Pizaung mix 300paskeHHAMU

[Iporpamua peanizaiisi 3alpOIOHOBAHOTO METOAY 3MilicHIOBanacs B cepenosuili Python
IDLE.

Jnis  OIIHKM  SKOCTI 300pa’keHHS BUKOPUCTAa€EMO Taki OO'€KTUBHI KpuTepii sK
cepenHbokBaapaTnyHuii kputepii (MSE) Ta cnhiBBimHOmeHHs «curHan/mym» - SNR.J[s
eKCIIepUMeHTy OyJie BUKOpUCTOBYBaTucs rpymna 3 10-Tu 300pakeHb B SKUX OyB B)XX€ BBEJICHHIA
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3HAYeHH Xelly. 3HaYeHHAM KpuUTepii oLiHKM Oyzae meniaHa ais uux 300paxens. MSE s mux
300pakeHb ckiamae 3.676. [lapamerp SNR no3Bossie mpoBecTn aHami3 piBHS CIIOTBOPEHb, SKi
BHOCATBHCS B KOHTEWHEp MijJ 4ac MpUXOBYBaHHS B HboMY iH(opmarii. SNR s mux 300paxeHpb
cxiagac 18.410.

Tak camo 3piBasieMo MSE Ta SNRis rpynu moyatkoBHUX 300pakeHHS B SIKMX HE OyIo
BBEJICHO 3HAYCHHS Xely. 3MeHIMUMO KoedinienTn kommpecii Ha 10% Bix mouatkoBoi. MSE mis
ux 300paxens ckianae 4.012, SNR — 17.203.

Bucuosxku

Y po0oTi pO3rsSHYTI OCHOBHI METOJM KOHTPOJIO HUIICHOCTI 300pakeHb Ha OCHOBI XeIlI-
3HAYCHHsI Ta TPOBEACHO iX aHami3. HaBenaeHi OCHOBHI NpUHIUIKA (OPMYBaHHS 300pakeHb
dopmaty JPEG. Po3po6iieH0 METOJ KOHTPOJIO HUTICHOCTI 300pa)XC€HHS Ha OCHOBI ITU(POBOTO
BOJSIHOTO 3HAaKy, SIKHA BUKOPHCTOBYE Yy SIKOCTI iAeHTH(IKaTopa IUTICHOCTI XelI-3HaYeHHs,
OoTpHMaHe HUIIXoM 3actocyBaHHs ¢yHkuii SHA-1 1o opurinampHOro 300paxkenHs. Ha erami
nepea BOYJIOBYBaHHSM IPOBOJMTBHCS aHA3 CTATHCTUKUA 300pa)KCHHS 3 METOI IOIIYKY
HAUOUTBII BOAIMX MICHL Ui BOYHOBYBaHHS. TakuM YHHOM, BIIPOBAJKCHE XCII-3HAYCHHSI
3aJIMIIAETHCS HETIOMITHIM JIJIS JIFOJICBKOTO OKa.
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PA3PABOTKA METOJA KOHTPOJIS HEJOCTHOCTHU NU30BPAKEHUS HA
OCHOBE IU®POBOI'O BOAAHOI'O 3HAKA
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Opecckuii HATMOHANBHBIA TIOJUTEXHUIECKAH YHUBEPCHUTET,
npocrr. [lleBuenko, 1, Omecca, 65044, Ykpauna; e-mail:infsec2011@gmail.com

Pa3zpaboTka cpencTB W METOAOB 3aIIUTHl MH()OPMALMOHHOM IIETOCTHOCTH OKYMEHTOB, B
YaCTHOCTH IHU(POBBIX HM300paKeHWi, OCTaeTcs TPAJULMOHHO aKTyallbHOM 3amavei.
W3BeCTHOCTh TONyYMJIM METOJbl KOHTPOJISI LEJIOCTHOCTH KOHTEHTa C HCIIOJIb30BAaHHEM
CKPBITBIX LIU(POBBIX BOJSIHBIX 3HAKOB. L[eNOCTHOCTH 371€Ch MOXKET rapaHTUPOBATHCS ITyTEM
XeLIMpoBaHus Qaiina. Xem-cyMMbl H300paKeHUH MOTYT XPaHUTBCS B OTAEIBHON 3alHIICHHON
0aze nmaHHbIX. [l ynmoOcTBa pabOTBI CHCTEMBI JKENATEIbHO, YTOOBI Xl MM APYroi
MOJU(UKATOp, KOTOPBI TapaHTUPYET LENOCTHOCTh, OBUT BCTPOEH HEMOCPEACTBEHHO B
n3zo0paxkerne. [lomgapmnsiomniee OOMBITMHCTBO MUPPOBBIX PoTOrpaduii XpaHUTCS B CKATOM BHIC
¢ ucnonszoBanueM anroputMoB rpynnsl JPEG. IMockombKy anroputM HE XpaHHUT TOYHEIC
3HAYCHHS THKceNel, modasienne nnuppoBoro BomsHoro 3Haka (L[B3) B daiinsl Takoro tuma
npefycMaTpuBaeT Jo0aBieHHe HH(GOPMAaLUMK B IPOCTPAHCTBE IPeoOpa3OBaHUH, TO €CTb,
W3MECHEHHH  TIOJUIC)KAaT  KBAaHTOBAaHHbIE  KOI(PQHUIHMEHTHI  JUCKPETHOTO  KOCHHYCHOTO
npeobpaszoBanus (JIKII), imeHHO Te HaHHBIE, KOTOPHIE OCTAIOTCS HEM3MEHHBIMU B IIPOIECCE
coxarus uzobpaxenue. B kadectBe 1IB3 BhICTYnath xem-cymMma H300pakeHHs, MOTYy4acMOro
MyTEM HUCIIOJb30BaHUs XdUI-QyHKIMU. B anropurmax, paboraromux ¢ n300paxxeHUEM TaKoro
¢dopmara, 00bIYHO MeHsroTCS Miaamiue 3Hadamme Outhl (LSB), m mHdopmauus BHeapsieTcs
HocJieIoBaTeNibHO. B naHHOW craTtbe pa3paboTaH MeTOJ] KOHTPOJIS LIEIOCTHOCTU M300paKeHuUs
Ha OCHOBE IIM()POBOTO BOASHOIO 3HAKA, KOTOPBIH 0a3upyeTcsi Ha BCTPAaUBAHUH XEUI-CYMMBI B
MCHEE 3aMETHBIE MECTa M300paKCHUS W IO3BOJUIET OLEHUTH IICHXOBH3YaJbHYIO 3aMETHOCTh
BHenpeHusa. Ha arame mepen BcTpaBaHHEM IIPOBOAMTCS AHAIU3 CTATHCTHKH M300paXKCHUS C
LETbIO BBISIBIICHHSI HAnOOJIee yAauHbIX MECT AJS BCTPAaUBAaHUS JOMOJHUTEIHLHON HHpOPMAIHH.
[IpuBeneHHBIE pe3yIbTaThl BEIYHCIUTEIBHOTO SKCIIEPUMEHTA.

KarodyeBble cjI0Ba: KOHTPOJIb LEIOCTHOCTH H300paXEHHH, IUCKPETHOE KOCHHYCHOE
npeoOpa3oBanne, OU(GPOBOH BOASHOW 3HAK, BCTPAMBaHHWE CEKPETHOH WH(OpManny, Xem-
CyMMa.
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DEVELOPMENT OF A METHOD FOR IMAGE INTEGRITY CONTROL BASEDON
DIGITAL WATERMARK

I.S. Chiklikchi, A.A. Smagin, L.V. Nechitailova, N.I. Kushnirenko

Odessa National Polytechnic University,
1, Shevchenko Ave., Odessa, 65044, Ukraine; e-mail: infsec2011@gmail.com

The development of tools and methods to protect the information integrity of documents, in
particular digital images, remains a traditionally important task. Methods for controlling the
integrity of content using hidden digital watermarks have become popular. Integrity here can be
guaranteed by hashing the file. Image hashes can be stored in a separate secure database. For
the convenience of the system, it is desirable that the hash or other modifier that guarantees
integrity, was embedded directly in the image. The vast majority of digital photos are stored in
compressed form using JPEG group algorithms. Because the algorithm does not store exact
pixel values, adding a digital watermark (DWC) to files of this type involves adding
information in the transformation space, in other words, quantized discrete cosine transform
coefficients (DCTs) are subject to change, namely those data that remain unchanged during
compression. image. The hash sum of the image obtained by using the hash function will act as
the CEV. Algorithms that work with an image of this format usually change the least significant
bits (LSB), and the information is implemented sequentially. This article develops a method of
image integrity control based on a digital watermark, which is based on embedding a hash sum
in the least visible places of the image and allows you to assess the psycho-visual visibility of
the implementation. At the stage before embedding, the analysis of image statistics is
performed in order to identify the most successful places for embedding additional information.
The results of a computational experiment are given.

Keywords: image integrity control, discrete cosine transformation, digital watermark,
embedding of secret information, hash sum.
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KUBYYECTDb CUCTEMbBI KUBEPBE3OIIACHOCTHU I'OCYJAPCTBA

B.A. Xopomko, O.E. Xox1aueBa, A. Asicpax, A. Ajb-/laaBam

HanunonanbHbli aBUallMOHHBIA YHUBEPCUTET,
p. JTro6omup 'y3ap, 1, Kues, 03058, Vkpaunna; e-mail: post@nau.edu.ua

B Hacrosimee Bpemsl CTpPEMHTENBHO pa3BHUBaromyecss WH(OOPMAlMOHHBIE TEXHOJIOTHH,
JMHAMUYHO pacTymue o0beMbl MHGOpPMAlUHM M yBEJIMYCHHE €€ 3HAYMMOCTH B JKU3HU
COBPEMEHHOTO OOIIeCTBAa M TOCYAApCTBA B IEJIOM CTAaBUT BONPOC HHGOOPMALMOHHOW U
KnOepOe30MmacHOCTH B PsIIl HamOoJiee aKTyalbHBIX, a mpobiaeMaM 3amuTel HHPOPMALUH 1
KAOEp3alnuTel yAeIseTcs Bce OoJbliee BHUMAHHE, YTO OOYCIaBIMBAET pacTyIlee
KOJIMYECTBO MyOJMKaUWi MO JaHHOH TeMaTHKe BO BceM MHpe. IIpakTHYecKu Bce aBTOPHI
TaK WJIM MHA4Ye CYMTAIOT MPOOJIEeMy HaJEKHOW M JKUBYUEH CHCTEMBI 3allUThl HHPOPMAUN
Haubonee OCTpOH, MpH 3TOM cama mpoOiema 3amuThl WHPOpPMAUUU ¥ KUOEp3aIinuThl
TPakKTyeTCsi B IIUPOKOM CMBICIIE — KaK Mpo0diieMa NpenynpekIeHUs ee MCKaXKEeHUs WIN
YHUYTOXXCHUS, HECAaHKIMOHWPOBAHHONW MOAM(HUKALNK, 3JI0YMBIIIJICHHOTO IMOJY4YEeHUs U
UCIIONIb30BaHMs MH(pOpMaNuK | T.1. BiusHue ciryyaiHbIX (akTOPOB Ha MPOLIECCHI 3aLIUTHI
nH(OpMaLUK JIeNIaeT MPAKTUYECKH HENPUTOJHBIMU METO/IbI KJIACCUUECKON TEOPUH CUCTEM
NPUMEHUTENFHO K PCIICHUIO 3aJa4 CO3JAaHWs, OpraHu3aluud H  o0eCHedYeHHs
(YHKIMOHHPOBaHHS CHCTEMBI 3aIIUTHL. KommdecTBo (M BUBI) BO3NCHCTBHUI U MPOLIECCOB,
CBSI3aHHBIX C HECAHKIMOHUPOBAaHHBIM (a BO3MOXKHO M CIIy4ailHBIM) JOCTYINOM K
MHGOPMALMK ONPENCIUTh HNPAKTHYECKH HEBO3MOXHO. OJHHM M3 Ba)KHEHIINX BOIPOCOB
NpH NPOSKTHPOBAHHU M DKCIUTyaTalldd CHUCTEM 3aIMUTHl MHPOPMALMH SBISETCS BOIPOC
obecrieueHHs] M OLCHKU €€ JKHUBY4YecTH. B paboTe OBUIO MPOBEACHO HCCICIOBAHUS,
KOTOpBIE MOKa3aJH, YTO KPUTEPUH BEPOSITHOCTHOW OLEHKH KadecTBa (hYHKIIMOHHPOBAHUS
CpCACTB 3allIUTBI U OLCHKU HAJACKHOCTH ()KI/IBy‘IeCTI/I) CHCTCMBbI 3alIUTHI B IICJIOM MOXKHO
ucnons3oBaTh. K 0000II€HHOMY IIpoIiecCcy 3aIllUThl IPUMEHEHBl KPUTEPUH TEOpHUHU
HaJIC)KHOCTH, MO3BOJIAIOIINE B XOJC IMPOCKTUPOBAHUA W OKCILTyaTallUM CHUCTEM 3allUTBI
OIIepaTHBHO OLICHUBATB €€ HAJISKHOCTh (KUBYYECTh, TOTOBHOCTD).

KnaroueBble ciioBa: KI/I6€p6630HaCHOCTB rocyaapcCTBa, XHUBYUCCTb CHUCTEMbI 3allUTHI,
HaJAC)KHOCTb CUCTEMBI 3aIIUTHI, TOTOBHOCTbD.

BBenenne

JInHaMU4HO pacTyiue o0beMbl HHPOPMAIIUN M YBEIWYCHNE €€ 3HAUMMOCTH B KH3HH
COBPEMEHHOr0 O0IIecCTBa M TOCYAAapCTBa B IIEJIOM, CTABUT BOMNPOC HMH(OPMAIMOHHOW WU
KnOepOe30IacHOCTH B psiji HanboJIee aKTyalIbHBIX B HACTOSIIIIEE BPEMSI.

Ceroans npoGieMaM 3aluThl MHPOPMALMU U KUOep3aluThl yienseTcs Bce Oouibliee
BHUMaHHE, YeM OOYCIIOBJICHO pacTyllee KOJMYECTBO MyONMKamuid MO TaHHOW TEMAaTHKe.
[IpakTHyecku Bce aBTOPHI TaK MM MHAYE CUUTAIOT MPOOIeMy HaJEKHOM M KUBYUYEH 3aIUTHI
uHpopmanuu Hambojee OCTpPOM, HpU OSTOM caMa IMpoOriemMa 3aluThl HHPOpMaUu |
KUOEp3alIUThl TPAKTyeTCsl B IIMPOKOM CMBICIE€ — Kak Hpobjema MpenynpexIeHUus ee
WCK)KCHUSI WM YHUUYTOXKCHHS, HECAHKIMOHUPOBAHHOW MOIM(HKAINH, 3JI0YMBIIUICHHOTO
MOJIyYeHHUS U MCIIOJIb30BaHUs MHPOPMALIUU U T.II.

OnmHako, Kak pacTyliee KOJIMYECTBO IyONMKAlMi, HU YBEIUYMBAIOUICECS YHCIIO
CMELUANU3UPOBAHHBIX (UPM U OpPraHU3alUi, OCYHIECTBISIOMIUX AEATENbHOCTh, TaK WIH
MHaYe CBj3aHHYI0 C KuOepOe30macTHOCThIO (KOTOpasi SBISETCS COCTaBHOM YacTbiO
MH(POPMAIMOHHOM 0€30MacHOCTH), HE MOTYT HE TOJBKO PEIINTh MpoOjIeMy, HO M 3a4acTyIo
MPUUATH K COTJIACHIO IO YaCTHBIM BompocaM. Y 0OBSICHUTH 3TO MOXKHO JIOBOJIEHO IPOCTO —
HEOMpeAeNeHHOCThI0 (IN00 MHOT000pa3weM) WCXOAHBIX MJisi TMPOCKTUPOBAHUS CHCTEM
3alIUTHl TAaHHBIX: OOBEKTOB 3alIUTHI-MHOXKECTBO; BUJIOB M KOJHYECTBA YTPO3 — MHOKECTBO;
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nonb3oBareneid uHpopmauuu ([IM) um wucrounukoB wuHpopmamuu (M) — MHOXKECTBO;
BO3MOkHOCTEH B3aummoaeiicteuil [IM ¢ MU — mHOXecTBO W T.A. JIeWCTBUTENBHO, MpHU
IPOEKTUPOBAHUU KOMIUIEKCHOM CHUCTEMBI 3alUThl (COCTABHOW YacCThIO, KOTOPOH SIBISETCS
cucreMa KuOEp3alluThl), CBS3aHHOM C KOHKPETHBIM OOBEKTOM, MOXHO HOJY4YHUTh
KOJIMYECTBEHHYIO0 MHpOopMaIuio mo oobekram 3amuthl, [11, u M. Ho xonmmuecTBO (M BUIBI)
BO3JCHCTBUII M TPOLIECCOB, CBS3aHHBIX C HECAHKIUOHUPOBAHHBIM (a2 BO3MOXXHO U
CIlydyaiiHbIM) JIOCTYNIOM K HH(OpMaIu ONpEeAeTUTb MPAKTUYECKH HEBO3MOXKHO. M 3TO
HEOCIIOPMMO, MHAaue BO3MOKHBIM OBLIO Obl HOCTPOEHHE aOCOIIOTHOM CHCTEMBbl 3allUThI
UH(pOPMaLINH, YTO, KaK U3BECTHO, HE SIBJIAETCS BOZMOKHBIM.

OcHOBHAA 4YaCTh

TakuMm 00pa3oM, BIMSHUE CIy4yalHBIX (AKTOPOB Ha IMPOILIECCHI 3aIIUThl MHGOPMAIUU
JIeJIaeT NPAKTUUYECKH HETIPUTOAHBIMU METO/Ibl KJIIACCUYECKONW TEOPUU CUCTEM MPUMEHUTEIBHO
K PEUICHHUIO 3a/lad CO3JaHMsl, OpraHu3alud U oOecrieueHus (YHKIIMOHUPOBAHUS CHCTEMBI
samrel [1, T.1 C.50, T.2, C.13].

B ycnoBusX KOHKpETHOM 3a7aud MOXKHO IONBITaThCA MPUMEHUTh SMIUPUUYECKUIN
noaxon. OpHako, OH HE MOMET IIPETeHJ0BaThb Ha MOJEIMpPOBaHHE aOCOJIIOTHO BCEX
BO3MOXXHBIX CHUTYyallUil, a KpOME 3TOr0, MOXKET OBbITh CBSI3aH CO 3HAYUTEIbHBIMU
MaTepuaibHbIMU  3aTpaTaMM, HEAJAEKBaTHbIMU K CTOMMOCTM CaMOH  3allUIIaeMoil
uHpopmanuu. M 31ech He3aMEHUMBIMU OKa3bIBAIOTCS METOJIbI TEOPUM BEPOSITHOCTEH |2,
C.25] u Teopun npunstus perrenuii. [3, C.201].

B sTtom mnane pabota [4, C.192] ansercsa 6a30Boii, 00001IarONIeH 1 Jaroeld OCHOBBI
BEPOATHOCTHOM MOJIEM CHUCTEMBbl 3alllUThl. AHaIU3 NPEUMYILECTB U HEAOCTATKOB TaKOMN
mozenu maet padora [4, C.93]. B Helt paccMaTpuBaeTcsi MOJIENb, KOTOpas MPHUBJICKATEIbHA
cBoeil mpoctoroit. [Ipmuem, i onpeneneHUs MoOKa3aTeie 3alUIICHHOCTH WH(GOpMAaIUU
JIOCTaTOYHO 3HATh BEPOSATHOCTHBIC XAPAKTEPUCTUKU AECCTAOMIM3HPYIOIIMX BO3ACHCTBUN Ha
uH(popManio U 3QHEeKTUBHOCTh QYHKIMOHUPOBAHUS CUCTEMBI 3alIMTHI. KpoMe Toro, Mo>xHO
JieNaTh BBIBOJ, YTO TAKyl MOJIENb 11€JIeCO00pa3HO UCMOIb30BaTh MIPU OLIEHKE HaJIe)KHOCTU U
JKUBYUECTH CUCTEMBI 3alllUThl Ha ATale MPOEKTUPOBAHUS U DKCIUTyaTallUu €e, a TakkKe MpHU
OIIEpaTUBHOM OLICHKE BO3MOYKHOCTEN IPOEKTUPYEMOM U IKCILTyaTUPYEMOM CHCTEMBI.

OpnHako, BEpOSTHOCTHBIE METOABl MOTYT OBITh 3()QEKTUBHBIMM HE TOJIBKO IpH
IOCTPOCHUHM MOJENN CaMOM CHCTEMBbl 3allluThl, HO W TpH pa3paboTKe KpUTEpUeB
(GYHKIIMOHUPOBAHUS CPEJICTB 3alluThl HH(pOpMaIMK, coryiacHo ¢ paboroi [5, C.187],
Ka4ecTBO (DYHKIIMOHUPOBAHMS OIPENENIeTCs BEPOSTHOCTHOM MEpOil, 3HaueHHe KOTOpOH
COOTBETCTBYET JOBEPUI0 K KOHKPETHOMY CpPEJICTBY 3alIUTHl CO CTOPOHBI MOTPEOUTEIS.
Takyro OLIEHKY MOYHO IPOBOJUTH ITYTEM OLIEHKH JBYX IOKa3aTelel- LIeIOCTHOCTH CPEICTBA
3allUThl U HENPEpPHIBHOCTU OOCITYXUBAaHUS (BEPOSTHOCTb MXUBYUECTH CPEACTB 3allIUTHI B
IPOM3BOJIHBIE MOMEHT BpEeMEHHM M 0€30TKa3HOM paboThl C 3TOr0 MOMEHTa B TEYEHHUHU
3a7laHHOro uHTepBaia). OlleHKa KadyecTBa IO JaHHBIM KpPUTEpHUSIM TO3BOJIIET BHIOpATh
ONTUMAJIbHBIE CPE/ICTBA 3AIIUTHI B paMKaX KOHKPETHOM 3aauu.

[Ipennaraemple KpUTEpUHM MOKHO TMPUMEHSTh K CpEICTBaM 3allUThl HHQOpMAINH,
OJTHAKO MPUMEHSTh UX K OLEHKE CUCTEMBI 3aIUThI HE MPEJICTABIIAETCS BO3MOXKHBIM XOTS OBl
MOTOMY, YTO 3a/Jady IpHJIETCS paccMaTpuBaTh B 00IIEeM, aOCTparupoBaBIIMCH OT 3TaIoOB
MOCTPOCHHUST KOHKPETHOW CHUCTEMbI 3alllUThl W BbIOOpAa KOHKPETHBIX CPEICTB 3alllUThI
uH(pOpMaLIUH.

HecmoTpst Ha BaXXHOCTh KOJIMYECTBEHHOH OLIEHKU KayecTBa, MOXKHO YTBEpXKJaTh, UTO
OJIHMM M3 BaKHEHIIMX BOIIPOCOB MPHU MPOESKTHUPOBAHUM U SKCILIyaTallMU SBIISETCS MMEHHO
BOINPOC 00ECIEUEHUsI U OLEHKH XKMBYYECTH CHCTEMBI 3aIIUTHL. [I[pUMEHUTENBHO K CHCTEME
3alIUTHl OT HECAHKIIMOHUPOBAHHOTO JICHCTBUS KUBYUECTh — 3TO CBOMCTBO CHUCTEMBI 3AIIUTHI
o0ecrieynBaTh 3allUTy OT HECAaHKIMOHUPOBAHHBIX [JEHCTBUH B TEUCHHE 3a/laHHOTO

85



B.A. Xopomiko, FO.E. XoxnaueBa, A. Asicpax, A. Anb-/lanBamr

MpOMEeXyTKa BpeMeHu. [lo OTKa3oM CHCTEMBI 3allUThl TOHUMAETCS OOHApYyKEHUE
37I0YMBIIIJICHHUKOM KaHajla HeCAaHKI[HOHUPOBAHHBIX JEHCTBUI K HHpOpMarmu [2].

[Momxox padoter [2, C.221], rae aHANIOTMYHO TEOPUM HAJCKHOCTH BBIUHUCIUTEIBHBIX
CHUCTEM B KayecTBE ABYX Ba)KHEUIIMX MapaMEeTPOB, XapaKTEPU3YIOUIMX CUCTEMY 3alllUThI,
BBOJIATCSI MHTEHCUBHOCTh OTKAa30B (CpEeAHEE YUCIIO BO3MOXKHBIX OTKA30B B €IMHUILY BPEMEHHU
0) ¥ BpeMsl BOCCTAaHOBJICHHSI CHCTEMBI Iociie 0TKa3a (T_), sBISETCS MEepCIeKTHBHBIM B IIaHE
IIPUMEHEHUS 3TUX KPUTEPUEB U BEPOSITHOCTHOW Mojenu [4] u B mocineacTBUM Monenu [5],
KOTOpasi HE MMeeT HEIOCTATKOB, MPUCYIIMX BEPOSITHOCTHBIM MOJENISIM U sBiseTcs Ooiee
o01eit.

Urak, cormacuo [2, C.23], moJ HHTEHCUBHOCTBHIO OTKA30B CHCTEMBI 3alUTHl OT
HECaHKIIMOHUPOBAHHBIX JEUCTBUN OyqeM NMOHMMATh WHTEHCUBHOCTh OOHAPYKEHUSI KaHAJIOB
HECaHKIMOHUPOBAHHBIX JACUCTBUI 11O OTHOLICHHUIO K HHPOpPMAIMK B eqUHULlY BpemeHu. [Ipu
pacyeTe HaJeKHOCTU U )KMBYUECTU MPUHUMAEM, YTO HHTEHCUBHOCTh OTKA30B MOCTOSIHHAS BO
BpEMEHH BeIUYMHA. Eciu MpeAmnoiaokuTh, YTO Yrpo3bl HECAHKUHOHHUPOBAHHBIX JEHCTBUI
B3aMMHO He3aBUCHMBI U Jto0as i-1 (1=12,...,1) yrpo3a HOCHT KaTacCTpO(PUIESCKHI XapaKTep,
TO MHTEHCHUBHOCTh OTKA30B CHCTEMbI 3alllUThl paBHA CyMME€ HHTEHCHUBHOCTEH yrpo3
HECAHKIIMOHUPOBAHHBIX JICMCTBHI K COOTBETCTBYIOILIEH CUCTEME 3aLUTHI:

A= Zilzlﬂ'"

Torma BepoSITHOCTh HETIPEPHIBHOM paOOTHI CUCTEMBI 3aIUTHI B TEUEHHUE TPOU3BOIHLHOTO
MHTEpBAJIa BPEMEHH ONPEACISAeTCs CICAYIONHMM 00pa3oM:

p(t) =€,

CooTBeTcTBEHHO, OOpaTHas BeNWYMHA HMHTEHCUBHOCTH OTKAa30B CHCTEMBI paBHA
CpeiHEMY MTPOMEKYTKY BPEMEHH MEXIy JIBYMs OTKa3aMu u HasbiBaercs [2, C.315] Bpemenem
HapaOOTKHU Ha OTKa3:

T=1//4

VHTEHCUBHOCTD OTKAa30B CHCTEMBI ONPENENIACTCS pPa3IN4YHbBIMU [apaMeTpamMH, B TOM
YHUCJIE CIIOKHOCTBIO MCCIIEOBAHUSA MEXAHU3MOB 3allUThl, PEaIU30BAHHBIX B CHUCTEME,
KBaJM(UKAIMEH 3J0YMBIIUICHHUKA, BPEMEHHBIM MHTEPBAJIOM JKCIUIyaTallid CHCTEMBI
3aINTBHI.

Bropoii cocraBisoei HaeKHOCTU CUCTEMBI 3allUTHI, KaK YK€ OTMEUYaoCh, SIBISAETCS
BpeMsl BOCCTAHOBJICHHs. [IoJ1 3TUM IMOHATHEM NOHMMAETCS MHTEPBAI BPEMEHH, B TCUCHHE
KOTOPOTrO TIOCJI€ BO3HMKHOBEHMS OTKa3a CHCTEMBbl 3alllUThl OOHApYXEHHBIH KaHal
HECaHKLMOHUPOBAHHBIX JEUCTBUNA HAa MHQOpMAIMIO ycTpaHseTcs. Bpems BoccTaHOBIEHUS
XapaKTEepPU3yeTCs ABYMs KOMIIOHEHTAMHU: BPEMEHEM YCTaHOBJICHHS COOTBETCTBYIOILLETO
KaHajla HECAHKIIMOHMPOBAaHHBIX JeMCTBMI Ha uUHGOpMaIUI0 pa3pabdOTYUKOM CHCTEMBI
samuTel (T,) , 1 BpeMeHeM BHeJIpeHNs Ha 3amuiaeMblii 06bext ucnpasnenuii (T,.). MoxHo

IIPUHATH CPEAHEE BPEMSI BOCCTAHOBIICHHS! ONIPEAEISIIOIIMMCS CPEAHUM BPEMEHEM YCTPAHECHHUS
KaHajla HECAaHKIIMOHUPOBAHHBIX AEWCTBUN K MH(OpMaIIUN

Tg =T, +T,e.

MoOXHO cUduTaTh B TEUYCHHE BCETO BPpEMCHU BOCCTAHOBJICHUA CHCTEMY 3alllUThI
OTKaBaBHICﬁ, a 3aL[IPIHlaeMLII>'I 00BEKT — HE3alINIIaCMbIM. O,Z[HaKO CJICAYCT YYUTHIBATHL TOT
(baKTop, YTO XUBYUYCCTHb CUCTEMBI 3alllUThI HE ITO3BOJIAACT OCTABHUTH 00BEKT HE 3alllUIICHHBIM.
C‘-II/ITaeTCSI, YTO BbBIXOH IHApaMETpPpOB CHCTCMBbI 3alIUTHI 3a T'paHULblI OOIMYCKOB BCC-TaKH
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obecreunBaeT KaKoi-TO YPOBEHb 3alIUTHI M OHA TPOTUBOICHCTBYET HECAHKIIMOHUPOBAHHBIM
JEHCTBUSM 37I0yMBINUICHHUKOB.

C ToukH 3peHUS TEOPUHU HAJICKHOCTH, IKCIUTyaTallMOHHBIC CBOWCTBA CHCTEMBI 3aIlUThHI
MOTYT OBITH OXapaKTepH30BaHbl KO3 duireHToM roroBHoctH [2, C.172]:

K, =TI(T+Ty).

Koad¢uimeHT roTOBHOCTH XapaKTepU3YeT HE TOJIBKO IO BPEMEHH, B TCUCHHE
KOTOPOTO CHUCTEMa 3allUThl paboTOCIOCOOHA, a BEPOSTHOCTH TOrO, YTO B JIHOOOI
IPOU3BOJILHBI MOMEHT BPEMEHU CUCTEMa 3alIUTHI paboTOCIOCO0HA.

JInst  TOoro, dTOOBI HPOWJUTIOCTPHPOBATH CMBICH TAaKOH XapaKTEePUCTHUKH, Kak
KOBq)(bI/H_[I/IeHT TFOTOBHOCTHU U €T0 CBA3b C BDECMCHCM BOCCTAHOBJICHUS, MOKHO pacCMaTpruBaTb
BOIIPOC CIICAYIOIHM 00pa3oM.

[IpuMeM WHTEHCUBHOCTh OOHApY)KEHHUS OIIMOKH, KOTOpas MOXKET NPUBECTH K
HECAaHKLIMOHUPOBAHHBIM JACHCTBUSIM K MH(popmanuu, paBHoil 1 B mecsn [5]. B tabmuue 1
IIOKa3zaHO H3MCHCHHC KOB(bq)I/HII/IeHTa FOTOBHOCTU CHUCTEMBI IIPpU Pa3JIMYHBIX 3HAYCHUAX
BPEMEHH BOCCTaHOBICHHUs. [loNydeHHbIe pe3yNbTaThl HAIVISAIHO CBHICTEIBCTBYIOT O TOM,
4TO, Cleays TpeOOBaHMSAM K  HANEKHOCTH CHUCTEMBI (OmpeneisieMbiM  OOBIYHO
ko3 duirienToM rotoBHoct 0,99), BpeMsi BOCCTAaHOBIICHHUS CHCTEMBI JI0OJDKHO OIPEACIIATHCS
qacaMu.

Taoauna 1.
N3menenne korduieHTa roTOBHOCTH CHCTEMBI ITPH PA3JIMYHBIX 3HAYCHUSX BPEMEHU
BOCCTAHOBJICHUSA
Bpewmst BoccraHoBiieHuUst 2uenenu | 1 wemens | 3 gusA 1 neun 12 yacoB
Koaddurnment roroBHOCTH 0,682 0,811 0,909 0,968 0,984

Tenepb paccMOTpUM JBa OCHOBHBIX KpPHUTEpHsI OLEHKH HaJIeKHOCTU (KUBYYECTH)
CHCTEMBbI 3alUThl Ha Oa3e 00OOIIEHHON Mojenu mpoiecca 3amuThl uHpopmarwu [1,5] u
oOmield MoJenu CcuUCTeMbl, TMocTpoeHHoH B [4,5]. BeposTHocTh HeWTpanu3anuu
HECaHKIIMOHUPOBAHHBIX JEUCTBUN C Y4ETOM BBEJIEHHOIO BhIlIe KOA((UIIMEHTAa TOTOBHOCTH
CHUCTeMBbl OyJeT ONpeAensaTbCsl BBIpaAXEHHEM (A7 CHCTEMBl 3alllUThl, O00JaAaoueH
CBOICTBaMM KOHTPOJISl B OOHAPYKEHUH HECAaHKLIMOHUPOBAHHBIX JEUCTBUM):

P, =P

00H

.Kfph,a“(@—ngv@—gﬁgvmv@—gmny

e P, =1-t /t05H - BEPOATHOCTh OOHApYXeHWsl HapywmTess; t, - Bpems MPeoJoIeHHs

CHCTEMbI 3alUThl; t . - Bpems OOHapyXeHHs 3JI0yMbIIUIEHHHKA; K, - KkoddduuueHt

06H

TOTOBHOCTH CHUCTCMbI 3allIUTHI; P oy -~ BEPOSATHOCTL OTKa3a CHUCTEMbI 3allIUTBI B PE3YJIbTATC
HACTYIUICHUA (I)OpC-Ma)KOpHBIX 06CTO$IT€.HBCTB; P

0bxi

- BEpOATHOCTDb O6XO,I[8. CHUCTCMBI 3allIUThI

1o i-oMmy Bo3MoxxHOMYy mytH (1 =1,n).

JlaHHOE COOTHOILICHHE MOXKHO HCIIOJB30BaTh M JJISI OICHKH MHOTO30HHOW HIIH
MHOTOPYOE)KHOM CHCTEMBI 3alllUThl, TOrAa IO OTOW (opMmyrae OymeT OmpeaessiTbes
BEPOSITHOCTh ~ MPEIOTBPAILCHUS  HECAHKIIMOHUPOBAHHBIX  JCHCTBHI  KOHKPETHBIM
3JI0YMBIIUICHHUKOM B KOHKPETHOM 3BEHE MJIM Ha KOHKPETHOM PyOeKe.
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BriBOaBI

[IpoBeneHHBIC WCCIENOBAHMS IIOKA3alHM, YTO KPHUTEPUU BEPOSTHOCTHOH OICHKHU
KauecTBa (PYHKIIMOHUPOBAHUS CPEJCTB 3alIUTHl W OICHKH HAIEKHOCTH (JKUBYUECTH)
CHCTEMBbI 3allUTHl B IEJIOM MOYKHO HCIIOJIb30BaTh. K 0000MIEHHOMY TMpOIEeCCy 3alluThI
MPUMEHEHB KPUTEPUU TEOPUH HAJICKHOCTH, TO3BOJSIONIUE B XOJEC MPOCKTHUPOBAHUS U
OKCIUTyaTallill CUCTEM 3allMThl OINEPATHBHO OICHUBATH €€ HAJICKHOCTh (KHBYYECTb,
TOTOBHOCTB).
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KUBYUICTb CUCTEMMU KIBEPBE3INEKU JEPKABU
B.O. Xopomiko, FO.€. Xoxnauosa, A. Ascpax, A. Anp-JlanBai

HauioHansHuii aBialliiiHuil yHIBEpCHUTET,
np. Jlrobomupa I'y3apa, 1, Kuis, 03058, Vkpaina; e-mail: post@nau.edu.ua

B nanunit yac cTpiMKO pPO3BHBAIOTHCS iH(MOpPMAIiHI TEXHOJOTIi, JTUHAMIYHO 3pOCTAI0Yi
o0csru iHpOpMaii i 301IbIIeHHS 11 3HAYYIIOCTI B )KUTTI CYy9aCHOTO CYCIIJIBCTBA i JepKaBH
B [IJIOMY CTaBHUTh MUTAHHS iH(OpMaIiiHOI Ta KibepOe3ekn B ps HAHOLTBII aKTya bHUX,
a mpobiieMaM 3axucTy iH(opMarii i kibep3axucTy MPUALIIETECS Bce OiNbIna yBara, IIO
00yMOBIIIOE 3pOCTalO¥a KUTBKICTH MyOJNIKaIiii 3 JaHOi TEMaTHKH y BChOMY CBITI.
[TpakTH4YHO BCi aBTOPHM TaK 4YM iHAKIIEe BBAXKAIOTh MPOOJIEMY HaJIHHOI 1 ®KHMBY4YOI cHCTEMHU
3axucTy iH(opMaii HalOUIbII TOCTPOIO, P LILOMY cama IpodiemMa 3axucTy iHpopmarii i
Kibep3axucTy TpaKTyeTbcs B LIMPOKOMY CEHCI - SK mpoOsiema momnepekeHHs il
CIIOTBOpPEHHs1 ab0 3HUIIECHHS, HECAaHKIIIOHOBaHOI Mozau(ikallii, 3JIOBMUCHOT OTPHUMaHHS 1
BUKOPUCTaHHS iH(popmariii i T.n . Briue BuUmagkoBux (HakTOpIiB HA MPOIECH 3aXHCTYy
iHpopMaii poOUTh NMPAKTHYHO HEMPHIATHUMH METOIH KJIACUYHOI TEOpii CUCTEM CTOCOBHO
0 BHpPINICHHS 3aBJaHb CTBOPCHHS, OpraHizamii Ta 3a0e3meueHHS (YHKIIOHYBaHHS
cucteMu 3axucty. KinpkicTs (i BUAH) BIUIMBIB 1 IPOIIECIB, MOB'I3aHUX 3 HECAHKIIIOHOBAHUM
(a MOXJIMBO 1 BUIIAJIKOBUM) JIOCTYIIOM A0 iH(pOpMAMii BU3SHAYUTH IPAKTUYHO HEMOXIIUBO.
OnHUM 3 HaWB&XKJIMBIMIMX NHUTaHb NPU NPOEKTYBAaHHI 1 EKCIUIyaTalii CHCTEM 3aXHCTY
iHpopMmanii € nuTaHHs 3a0e3nedeHHs 1 OWiHKM ii kuBydJocTi. Y poOoTi Oylio mMpoBeneHO
JIOCTIJKEHHS, SKi TOKa3ajd, IO KpHUTepii HMOBIPHICHOI OIIHKH SKOCTiI (yHKIIOHYBaHHSI
3ac00iB 3aXHCTy 1 OLIHKM HAMIHHOCTI (’KMBYYOCTi) CHCTEMH 3aXHCTy B IIJIOMY MOXHA
BUKOPUCTOBYBaTH. J[0 y3aranbHEHOMY IMpOIleCY 3aXMCTYy 3acCTOCOBaHI KpuTepii Teopii
HaIIHHOCTI, IO JJO3BOJIIIOTE B XOJIi NPOEKTYBAaHHS 1 EKCIUTyaTallii CHCTEM 3aXHCTy
OTIepPaTHUBHO OIIHIOBATH ii HAAIHHICTh (’KMBYJiCTh, TOTOBHICTB).

KaouoBi cioBa: kibepOesmeka aepkaBH, XHUBYYICTh CHCTEMH 3aXHCTy, HaIiiHICTBH
CHCTEMH 3aXHCTY, TOTOBHICTb.
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STABILITY OF THE STATE CYBER SECURITY SYSTEM
V.0. Khoroshko, Yu.Ye. Khokhlachova, A. Ayasrah, A. Al-Dalwash

National Aviation University,
1, Lubomyr Guzarv Ave, Kyiv, 03058, Ukraine; e-mail: post@nau.edu.ua

Currently, rapidly developing information technologies, dynamically growing volumes of
information and the increase in its importance in the life of modern society and the state as
a whole puts the issue of information and cybersecurity among the most urgent, and
increasing attention is paid to the problems of information security and cyber protection,
which leads to a growing number of publications on this topic all over the world. Almost all
authors in one way or another consider the problem of a reliable and tenacious information
protection system to be the most acute, while the problem of information protection and
cyber protection itself is interpreted in a broad sense - as the problem of preventing its
distortion or destruction, unauthorized modification, malicious acquisition and use of
information, etc. ... The influence of random factors on information security processes
makes the methods of classical systems theory practically unsuitable for solving the
problems of creating, organizing and ensuring the functioning of a security system. The
number (and types) of impacts and processes associated with unauthorized (and possibly
accidental) access to information is almost impossible to determine. One of the most
important issues in the design and operation of information security systems is the issue of
ensuring and assessing its survivability. In the work, studies were carried out, which
showed that the criteria for the probabilistic assessment of the quality of the functioning of
protection means and the assessment of the reliability (survivability) of the protection
system as a whole can be used. The criteria of the theory of reliability have been applied to
the generalized process of protection, which make it possible to quickly assess its reliability
(survivability, readiness) during the design and operation of protection systems.

Keywords: state cybersecurity, survivability of the protection system, reliability of the
protection system, readiness.
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MATEMATHYECKAS MOJEJ/Ib IEPBUYHOI'O IPEOBPA3OBATEJIS
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IIpu 00paboTKe CHTHAIOB aKyCTHYECKOH sMmuccuu (AD) B cHCTEeMe KOHTPOJIA C IICIBIO
WCCIICIOBAaHUSA TUATHOCTHYECKUX TIPH3HAKOB CHUTHAJOB, CTATUCTHYECKOH 00paboTKH
PE3yIIbTATOB M3MEPCHUM, OIICHKH CTEIICHH OMACHOCTU PAa3IMYHBIX e(EKTOB KOHCTPYKIIUH
JOJI’)KHBI O6CCHe’-II/IBaTbCH 3aIUCh U JOJI'OBPEMECHHOC XpaHCHUEC PE3YJILTATOB UBMEPCHUSA, a
TaKOKe TOJyYSHHBIX OLICHOK 001Iel akTHBHOCTH AD; pacrpeeseHust pOCTa akTHBHOCTH O
30HaM U3CIINA, AMIUIUTY JHOT'O pacnopeaciacHus, BPEMCHHBIX HUHTETPAJIbHBIX n
CIEKTPaIbHBIX XapaKTePUCTHK CUTHANOB. [ToJHYI0 M KayecTBEHHYIO HH(OPMAIMOHHYIO
KapTUHY HCTOYHMKAa AD TNpU 3TOM JOJDKEH O00ECHeYHMTh MEPBUYHBIA MpeoOpazoBaTelb
curHaioB AD, OT KOPPEKTHOCTH (DYHKIMOHHUPOBAHHS KOTOPOrO, B KOHCYHOM WHTOTE,
3aBHCUT IOCTOBEPHOCTH OICHKH HCCIEAyeMOTo (hU3UYECKOTO SBICHUSA, (OPMHUPYEMOMH
CHUCTEMOW pETrHUCTpalid B MEIOM. B NpakTHYECKUX MNPWIOKECHUIX OCHOBHYIO
JMUAarHOCTHYECKYI0 IICHHOCTh MPEICTaBIACT P BPEMEHHBIX XapaKTEPHUCTHK HMITYIIHCOB
AD, W3 KOTOpBIX, TpeXAe Bcero, HanOoiee WH(OOPMATHBHBIM SBISIOTCSA: aMIUIHTYIA,
JUIATENIFHOCTh WUMIYyJbCa W KpyTH3Ha ero mepenHero ¢ponTta. MH(bOpMATHBHOH, IO
pe3ysbTaTaM NEepBUYHBIX M3MEPEHHH, TaloKe SIBJIAETCS KapTHHA pacupeneneHus (pakTopoB
AD B U3ACIINH, TIO3BOJIAONIAsA ACJIaTh BBIBOJABI O BO3MOXKHBIX MCXaHHU3MaX JHUHAMHWYCCKHX
MPOLIECCOB, OLICHUTh YPOBEHb pENaKCallM¥ HANPSHKEHUH U BO3MOJKHBIX IOBPEXKICHUI,
IMPOTHO3UPOBATHL BEPOATHOCTH TpeHlI/IHOO6pa3OBaHI/I$I, a TAKXKC YXYIAMCHUA MPOYHOCTHBIX
CBOMCTB MaTepuaia M3JeiHs OT HalW4usl npumeceil U mpoAykToB u3Hoca. CIOXKHOCTH
3amaud  BbIOOpa W pPa3pabOTKH CIOCOOOB, MPOTPAMMHBIX U aNMapaTHBIX CPEICTB
peructpanmi  AD-CHUTHAJOB  OIpeNelsieTcss OOJBIIUM  pa3HOOOpa3weM IPUHIIUIIOB
OpTaHU3aAIlH COOTBETCTBYIOUINX H3MEPUTEIBHBIX HPUOOPOB M CHUCTEM, HEAOCTATOYHOU
W3YYCHHOCTHIO SABICHUS AD W, KaK CJIEJCTBHE, OTCYTCTBHEM OOIIECNPU3HAHHON KOHICTIIHA
AD-KOHTPOJISI M TUATHOCTHKH.

KiroueBble cioBa: akyctuueckas smuccus (AD), mepBUUHBIA IpeoOdpazoBaTeb (TATUHK)
curHajgoB ~ AD, MareMaTHyeckas — MOJeNb,  IapamMeTpuyeckas  WACHTH(UKALUS
MaTeMaTUYECKON MOJIENIH.

BBenenne

3amaua 00pabOTKM cuTHAIOB AD BO3HHKAaET B psAle MPAKTUYECKHX MPUIOKEHUH,
HarpuMep, MPU OIEHKE CTETMEeHU OIMACHOCTH PA3TMYHOTO pojia AePEKTOB KOHCTPYKIUN C
LETbI0 UCCIIEIOBAHUS JUArHOCTUUECKUX NPU3HAKOB CUTHAJIOB, a TAKKE CTaTUCTHUYECKOM
00paboTKu pe3ynbTatoB u3MepeHuid. Ocobasi pojib MPU STOM OTBOJUTCS TIEPBHYHBIM
npeoOpa3oBareisiM CHTHaIOB AD (IaT4Mkam), KOTOPHIE JOKHBI OOECHEYUTh IMOJHYI U
JIOCTOBEPHYIO PETUCTPAITMI0 KAaK KAaYeCTBEHHBIX, TaK M KOJWYECTBEHHBIX XapaKTEPUCTUK
yYKa3aHHBIX CUTHAJIOB.

B u3BecTHBIX paboTax, MOCBSIICHHBIX BOIMPOCAM pPErHCTpalluu CUTHaIoB AD (B TOM
quclie ¥ UMIYJIbCHBIX) [1-3], oTMedaeTcsi, 4TO M3 BPEMEHHBIX XapaKTEPUCTUK IMOCIETHUX
HanOosiee MHPOPMATUBHBIMH SIBISIOTCS aMIUIUTYJa A W JUIMTETBHOCTh | WMIyJbca, a

TaKXC K HW3Ha S, €ero Ie CIHETO oHnta. Kpome tToro, naopmMaTUBHEIM CJICAYET CUUTATh
¢ >
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pactupenenenue AD B aneMeHTax aedopMupyeMoit (wim uMmeromeil nedekTsl, Hampumep,
TPEIIMHBI) KOHCTPYKIIMU, KOTOpoe (pacmpenesieHne) TO3BOJSET pa3invyarh MEXaHW3MBbI
JUHAMHYECKHX SBJICHMIM, OIEGHUTh TEMII W MacmTad HakoIuieHus JaedopMaruit
(paspyuieHuit), OTIIMYaTh TIUIACTHYECKYIO nedOopMalyio OT COOCTBEHHO TpemwmH 77T ,

OTCYTCTBHE TPEIIMHOOOPA30BAHMS OT CKOILICHUS HEMETAJUTMUECKUX BKIIOYCHHUM U T.]I.

Ha ocHoBe anmpokcumanuu TIJIOTHOCTH paclpeiesieHus aMIUIMTyl, HamnpuMmep,
YCEUEHHBIM PEJICEBCKUM WU  JKCIOHCHIUATBHBIM  PACIPENCICHUSIMH MOTYT  OBITh
npeaioXKeHsl HOBble HH(oOpMmaTtuBHBIE mapamerpel AD [4]. [us  XapakTepUCTHK
MEXaHHUYECKUX Je(PEKTOB 3apOKICHUS W PA3BUTUS MArMCTPAIBHBIX TPEIIUH HCIOIB3YeTCS
cBA3b  (KOO(PPHUIIMEHT KOppENsIMU, B YAaCTHOCTH) MEXKIY aMIUTMTYJI0M orubaroiei
UMIyTCOB AD W WHTEPBAJIOB MEXAY HUMH. DHEPreTUUYCCKUE M BPEMEHHBIC MapaMeTphbl
buznyeckux mposiBIeHUH AD HCHOJIB3YIOTCS BO BCEX aKYCTHKO-3MUCCHOHHBIX CHCTEMax
(mpUMepOM MOXKET CIIYKUTh METOJ BOCCTAHOBJICHHSI TIOTOKA MOBPEXKICHUHN 1O curHasiam AD,
pa3paboTaHHBIE HAa OCHOBE KHHETHYECKOW KOHIEMIMH MPOYHOCTH). 3HAYUTEIBHOE YHCIIO
paboT TOCBSIIEHO HCIHOJIB30BAHUIO B AKYCTHKO-OMHUCCHOHHBIX CHCTEMax CHEKTPabHBIX
XxapakTepucTuk curHasioB AD [5]. B wacTHOCTH, OAHOW U3 caMblXx HH()OPMATHBHBIX
NPU3HACTCS CIIEKTPajIbHas INIOTHOCTh CUTHANIOB [5, 6].

Bricokoe KkadyecTBO perucrpaiuu CcurHaioB AD oOecnedynBaeT BO3MOXKHOCTh
(GhopMHpPOBAaHMS JAMArHOCTUYCCKOIO IIOPTpETa CHUTHajda, KOTOPBIM IIPEICTaBIsIeT COOOM
oTpesieNieHHbIl Ha0Op AMArHOCTUYECKUX MPU3HAKOB, BBHIYUCICHHBIX JIMOO MO AUCKPETHBIM
3HAUEHUSM CHUTHAJIA, TIOCTYIAMIIET0 ¢ BBIXOJ[a YCTPOUCTBA PETUCTPAIMH CHTHAIA, THOO Ha
OCHOBE MOJIENbHBIX curHayioB. Cioja clieyeT BKIIOYUTh KOOPAWHATHI MCTOYHUKA CUTHAJA
AKyCTHUYECKON IMHCCHH, a TAK)KE TOPSTKOBBI HOMED U BPEMsI PETHCTPAIIMH CUTHAJIA.

OdeBuaHO, 4TO (GOPMHUPYEMBIA JATYUKOM CHTHAI y(t) JIOJKEH TTO3BOJISITh OLEHHUTh

BCE M3 YKa3aHHBIX BBIIIE XapaKTEPUCTHK (IIapaMeTpOB) MEPBUYHOTO curHana AD X(t). [Ipu

3TOM, B MAaKCUMAJIbHOH CTeNeHU 00eCHeuuTh KejJaeMble KaueCTBEHHbIE [TOKa3aTeal JaTYUKY
CUTHaJIOB AD MOXXHO B X0J/I€ MaTEMATUYECKOTr0 MOJAEIMPOBAHNUS, 3aaBIINCh TEM WU UHBIM
KPUTEPUEM.

Hean padoTsi

®opmupoBanue MartemaTuueckoi wmonenn (MM) mepBuuHOrO mpeodpazoBaTeNs
curHaioB AD, oOecrieunBaroliell aJeKBaTHOE TPEACTABICHUE HCXOJHOTO aKyCTUYECKOTO

BO3ACHCTBUSI X(t) B BHJAC BbIXOJHOI'O OTKJIHKaA y(t) B YCJIOBHAX OFpaHI/I‘-ICHI/Iﬁ Ha

BBIYUCIIUTCIIBHBIC PECYPCHI IIPU €€ YHCICHHOU pcajm3anuu.

OcHoBHAA YaCTh

MaremaTtrueckas MOJIeb MEPBUYHOTO npeodpazosarens. [lepBUYHBIN U3MEPUTETHHBIN
npeoOpa3oBaresib  (IaTYMK) MOKHO paccMaTpUBaTh Kak JHHAMHYECKYI0 CHCTEMY U
OPUMEHSTh JUIsl €ro ONHCAaHWs, aHajdh3a W  MOJEIHPOBAHHUS  COOTBETCTBYIOLIUI
MaTeMaTHYeCKUW ammapar. bymeM paccMaTpuBarh Kiace JMHEHHBIX W CTAIlMOHAPHBIX
MEPBUYHBIX TpeoOpaszoBaTeneil (maTuukoB). Ha »ToM ocHoBanuu, B kadectBe (MM)
MEPBUYHOTO  mpeoOpa3oBarelisi, MOXHO HCIOJb30BaTh  OOBIKHOBCHHOE JTUHEHHOE
mubdepennuansHoe  ypaBHenue (OY) ¢ mocrossHHBIMEH KO3 (dUIIMEHTAMU U
COOTBETCTBYIOIIMMHU HadyalbHbIMU ycioBusiMu (HY)
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n d’ m d’ . di ) .
.-y(t):ijEx(t), n=m dt'y(o) 0; i=0,..,n-1; =1, (1)

rIe X(t) — BXOJIHOM, a y(t) — BBIXOJHOW CUTHAJIBI, I — He3aBHCHMasi KOOpAMHATa BPEMEHH,

a,, b — mocrosiHHBIE KO3(hGHUIUEHTHI, KOTOpbIC SBISIOTCS Hapamerpamu MM nardmka,
OpuyYeM, [0 W3BECTHBIM IapameTpaMm ¢;, D MOXHO TNpOM3BECTH KAYeCTBEHHYIO U
KOJIMYECTBEHHYIO OI[CHKY CBOMCTB AaTYHKa.

IIpeacraBnenne MM B BuAE SKBUBAJICHTHBIX MHTETPAIbHBIX YPABHEHUN BO MHOTHX
cilyyasix MoOBbIIIaeT 3(G(QEKTUBHOCTh MX KOMIbIOTEpHON peanusauuu. IIpencraBum
muddepennmansaoe ypasuenue (1) B obnactu uzo0paxenuii no Jlamnacy:

2o pY (p)=2b;p'X(p) mm X e, ;pY (p)=2b, ;p'X(p),

i-0 =0 i—0 =0 2
o, =1,b;=0,mpn j>m,

VMHONeHHE U300pakeHns (GYHKIMH Ha [~ COOTBETCTBYET ONEpAalUd  ee

WUHTETPUPOBaHKs B O0JIACTH OPMIMHAIIOB, a YMHOXKEHHE H300paXkeHWs (YHKIUH Ha P

COOTBETCTBYET | -KpaTHOMY HMHTETPUPOBAHMIO B 00sacTH opuruHaioB. C Apyroil CTOPOHHBI,
MPOU3BEACHUI0 H300pakeHUil NBYX (YHKIMII COOTBETCTBYET, WX CBEpTka B 00JacTu

OPUTMHANIOB. B  4acTHOCTH, W306paKEHMIO P~ COOTBETCTBYeT (DYHKIHA-OPUTHHAN
{(tn—l) / [(n—l) l]} [7]. Takum oGpazom, (2) MOXKHO HPEACTABUTH B OOIACTH OPUIMHAJIOB B

BUJC:

) - y(s)ds :bnx(t)+i

2,y (t )+.Z =(j- 1)|

(i-

\-/
ot—,~
/—\

a,=1, bj=0,np1/1 j>m.

HubdepennmanbaoMmy ypaBHeHuto (1) B oOmacTu u300pak€HUH COOTBETCTBYET
MOHATHE  JAPOOHO-pallMOHANBHON  mepematounoi  ¢yukiuu  [8], koTopas,  mis
paccMaTpuBaeMoOro ciaydas MPUMET BHI:

wip) -2 B e, @

JpoOHO-palinoHaNbHyI0 NepefaTouHyl0 (GYHKIUIO (4) MOXHO MpEACTaBUTH B BUJE
CYMMBI 3JEMEHTapHbBIX JpoOeit [8], mpuMeHHB, HampuMep, METOJ HEONpeAeICHHbIX
ko3 dunmentos [9]:

pkv,l + kv,O

W (p) =k +(1-k) X3

ST p+1) TG (T T, p+)

(®)
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roe Kk, kg'a, kv,l’ kv,O — BCIICCTBEHHBIC KO3(DPUIIUEHTHI, Tg — TOCTOSIHHBIC BPEMCHU
UHEPLIMOHHBIX 3BEHBLEB; «/ivz — mepuoxsl KoneOauuii; T, , — IOCTOSHHBIE BPEMEHH

3aTyXaHus KonebarenbHbIX 3BeHbeB (T, T

v T,, OIPEIEISIIOTCS KOPHSAMH IOJMHOMA
3HaMeHaTessl JpoOHO-pallMOHATILHON MepeJaTOuHON (QYHKINK); I — YHUCIO MPOCTHIX KOpHEH
MOJIMHOMA; 44, — KPaTHOCTb §-TO KOPHS, U -YHMCIIO KOMIUICKCHO-COINPSDKCHHBIX KOPHEH
MOJINHOMA.

ITepexons B (3.5) oT wu300pakeHWH K OpPUTHHAIAM, IIOJYYUM aHAJUTHYCCKOE
BBIpQKEHUE WHTETPAJIbHOM TUHAMUYECKOH MOJAEIH B (OpME HHTETPAIBHOTO YpaBHEHUS
Bonbrepst |l posa oTHOCUTENBEHO BHIXOJHOTO CUTHATIA!

t

y(t)=kx(t)+(1-k ) [K(t—s)x(s)ds (6)

0

C siipoM (BecoBOH (pyHKIMEH) BUIa

a-1
ro] t )& k,, [t
K(t):ZT—eXp _T_ : +1| T_ +
9=l 1g g 0,=1(a ) g
(7)
+Z;iexp _TL /| kg, sin 2t +k,, cos 2mt ,

vl vl v v

rIe kS’V .k

[Tponiecc pasznoxeHus IpOOHO-pALlMOHAIBHOW (QYHKIMU Ha 3JIeMEHTapHble Ipodu
BKJIIOUAET B ceO0sl MOMCK KOpHEH MOJIMHOMAa 3HaMEHATEeNs JUIsl ONPENENICHUsS MOCTOSHHBIX
BEIIMYKH, COCTABJICHUE U PEIICHUE CUCTEMBI JIUTSHHBIX anreOpandeckux ypaBHenuii (CJIAY)
JUIsL OIpeJielieHHsl BECOBbIX Koa(¢uimenToB. VHTerpanbHas Mozenb ¢ BECOBOM (GyHKIUEH
Buza (7) COOTBETCTBYET MPEJCTABICHHUIO JTMHEHHOM CTallMOHAPHOW JAMHAMHUYECKOW CHCTEMBI
KOMOMHaIMel MaciTabHbIX, MHEPLIUOHHBIX, KOJIEOATEeIbHBIX U APYTUX 3BeHbeB. 3 ycrnoBus

_TY2
T, =Ty, anamutudecku cszanbiC K, K o, T, T ;.

cv!

dusnueckoit peamusyemoct cuctembl (K(t—s)=0 npu S>t) u COCTOSHHS IOKOS 10
MOMEHTa BpEMEHH to(y(t) =0 npu t< to) crenyer, ato k; =0. Ilapamerpsr ;, b; apoGro-
paiyoHanbHoOli  nepenarounoii  Qymkumn W (p)  (4)  COOTBETCTBYIOT —MapamerpaM

AHAJTUTHYECKOTO BhIpakeHUs BecoBoM (pyHkmu K (t) .

AKyCTHUYECKHE JaTYNKU SIBISIOTCS JWHAMUYECKUMH CHCTEMaMH C KOJe0aTelbHBIMU
3BeHbsiMH [10]. [Toatomy, ¢ yaerom K, =0 BecoBas (GyHKIHS HHTETpaTbHOW TUHAMHYESCKON

MOACIIN aKyCTHYCCKOI'O AaT9YhKa UMCCT BU

u v9 p
K(t)zziexp _t > tr K, .,5 SIN 2t +K_ 5 5 COS 2t
9=1 T9,1 Ts,l A=l T9 Ty T9

Jlns uccienoBaHus aKyCTUYECKUX JTATYUKOB MPUMEHSIOTCS YIPOILEHHbIe Moienu [6] B
npenenax JONycTUMOM morpemHocTd. Hampumep, s 3agaHHON mepexoaHod (GyHKIMH
aKyCTUYECKOIO JaTYMKa BHUJA

93



A.®. Bepnanb, C.A. ITonoxxaeHKO

9

V(t)= A(l—exp(—Tijcos(a)t +¢)J,

rae A — wmacwmitaGHblii  ko3pduiment, T , — MOCTOSHHAas BpPEMEHHM 3aTyXaHHs

Koje0aTeNbHOro Mpoliecca, @ — YIJoBas 4acToTa, ¢ — HauyajdbHBIA cIBUT (a3l —

HMITYJIbCHAsl TiepexoaHas (BecoBas) ¢yHKuMS B Moaenu (6) MoKeT ObITh 3amucaHa
CIIeTyIOIUM 00pa3oMm:

K(t)=V'(t)= Aexp(—%j-[TiCOS(wt+¢)+w5i“(wt+¢)] : (8)

9 9

Hcnonb3oBanue mojenu ¢ sapoM Buaa (8) MO3BOISET HCCIENOBaTh KojeOaTelnbHbIE
crcTeMbI 0€3 MpHUBIICYEHUS OOJIBIINX BHIYHUCIUTEIBHBIX PECYPCOB.

Jlns moBblieHWss ycrolumBocTh Mozaean (6) mpu k=0 BBogMTCS  Malblit
perynspusupyroriuii mapamerp [6]. Torma mozens (6) OyneT UMETh BUI:

t

ax(t)+ [K (t-s)x(s)ds = y(t) ©)

0

Jiis y1oOCcTBa KOMITBIOTEPHOTO MOJICTUPOBAHUS TIPEACTaBUM (8) B TUCKPETHOU Gopme
(B BUIE pemeT4aToil PyHKIHMN):

9 9

K(nh)= Aexp[—n Tﬂj-[Ticos(na)h +¢)+wsin(nwh +¢)j, (10)

rae h — mar guckperusaiyu He3aBUCHMOH nepeMeHHOl. Bocnosbp3oBaBimch Tabmunei Z -
npeobpazoBanwuii [7], onpenensiem Z -uzobpaxenue mozeu (9) ¢ yaerom (10):

+

2, -2 R .
(@)X (o)A LT )
T, z%y~“-2zy cosf+1

thoo 2 y2sing+zy” sin(ﬂ—¢)+a],

2°y? —2zy ' cos B +1

rae f=owh, yzexp(—_rlj.

4
[Tocne mpoBeneHus aiaredpanyuecKux MpeoOpa3oBaHUN MOTydaeM PAa3HOCTHYIO CXEMY
MOJIETTUPOBaHUS KOJIeOaTEeIbHON CUCTEMBI:

Yy, =2yCoS Y, — 1Y, ,+ A([Tﬂcosgﬂ hewsin ¢j X, + (11)

9
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+ hcosin(ﬁ—qﬁ)—Tﬂcos(ﬂ—qﬁ)—acosﬂ YX o ayiX ,,

rae Y, =y(ih), x =x(ih).

Pa3znoctHas mozens Ooinee yqoOHA Ui KOMIIBIOTEPHOH peanu3anuu W, KpoOMe TOro,
€CTECTBEHHBIM O00pa30M YUMTBHIBAET «IPEABICTOPHIO» BXOJHOIO CHTHalla, B OTJIMYHE OT
IIPSAMOM NUCKPETU3ALINH.

WnenTudukanus XapakTepUCTUK IE€pBUYHOrO IpeoOpazoBarens. [[ns anexkBaTHOro
MOJIETTMPOBAHHUS JUHAMHYECKOH CHUCTeMBI HEOOXOJMMO 3HAHHE IapaMeTpOB ai(i =1...n),

b; (j :1...m) ee MM (1). [lna momenn akycruueckoro naryuka (11) mapamerps! ¢, bj
OJIHO3HAYHO ONPEJENAIOT XapaKTEPUCTHKH KoyebarenbHOl cuctembl A, Ty, @, ¢. [l

OIpeiesIeHUs 3HAYECHHUH [TapaMeTPOB BOCIIOIb3yEMCS OAHUM U3 METOI0B HACHTH()HUKALINH.

Metonsl WACHTU(DUKANMKA XapaKTEPUCTHK JATYUKOB MOXKHO pa3leluTh Ha TpU
IPYIIbI: BPEMEHHBIC, YAaCTOTHBIE M CTAaTHCTHYECKHE. VICIONb30BaHHE METOJOB JBYX
MOCJCAHUX TPYII, KaK IMPaBHIIO, TPeOyeT MCIOJIB30BAHUS JIOPOTOCTOSIICH MPEIIU3UOHHOMN
ammaparypbl U IPOJOJDKHTEIHHOIO BPEMEHH IMPOBEACHUS 3KCIIEPHUMEHTA (HAIpUMEp, IS
cOopa HEOOXOIUMBIX CTATUCTUYECKHX JIaHHBIX). BO MHOTMX MpakTUYECKHX CIydasx Ijis
OLICHKM JHHAMHUYECKHX XapaKTePHCTUK JaTYUKOB OKAa3bIBACTCS BIIOJIHE JOCTATOYHO
3apEruCTPUPOBATh OJHY PEalu3aldi0 PEaKIMH JaTYMKa Ha IIHPOKOIOIOCHON BXOIHOM
CHUTHAJI, HAIIPUMEP, IPSIMOYTOJIBHBIN UMITYJIbC (T.€. CYTh BECOBYIO (hyHKIHIO [8, 9]).

Ompenenenre IMapaMeTpoOB BECOBOM (DYHKIMHM D3JIEMEHTa CHCTEMBI, OOBIYHO [8]
OCYILECTBIIAIOT MyTE€M PELICHHS 3aJa4id MHTEPIPETALMH KPUBBIX MEPEXOMIHBIX MPOIECCOB,
BBI3BAHHBIX JCTCPMHUHUPOBAHHBIMHA BXOAHBIMU TCCTOBBIMU CUI'HAJIaMMU.

Upes3BbIuaiiHO BaKHOM SBIJISETCS 3aaya OLEHKH [apaMETPOB MePEeIaTOYHON ()YHKIIMN
IIPU MIOCTPOEHUH KOPPEKTUPYIOLIUX YCTPOMCTB, JIJII KOMIICHCAIIMM UCKaXXECHHM, BHOCUMBIX
U3MEPUTENBHBIMU TpeoOpasoBaresaMu (Haturkamu). JJOBOJIBHO YacTO MOXKET BO3HHUKATH
H€06XOI[I/IMOCTB B HOBTOpHOI;’I I/IZ[GHTI/I(l)I/IKaHI/II/I JaTyvKa B CBA3M C €ro CTapCHUEM HIIN
W3MEHEHHEM  YCIOBHH  JKCIUIyaTalldd.  JTO  OOCTOATEIbCTBO  OOYCJIaBJIMBAET
11€1€CO00Pa3HOCTh TOCTPOEHUSI KOMIAKTHBIX CHEIHAIM3UPOBAHHBIX YCTPOWCTB IS
UJCHTH()HUKAIIMN XapaKTEPUCTUK IIEPBUYHBIX IIPeoOpa3oBaTelIeH.

JIyis OJTHO3HAYHOTO OIpPEICICHHs JTHHEWHOTO CTAIlMOHAPHOTO 00BEeKTa HEOOXOIUMO

3HAaTh KOHKDETHBIC BENMYMHBI MapametrpoB ero MM: «;, b; (min cmywas mpoGuo-
pauMoHanpHOW  nepenatouHoil  ¢yHkumm  Buzpa  (3.4)). Ilapamerper o, bj

(i =0,..,n, j=0,.., m) ONpENENSAIOTCS MyTEM aHajiu3a OTKJIMKAa CHCTEMBI y(t) Ha
JIETEPMUHUPOBAHHOE BXOJHOE BO3/ICHCTBUE X(t).

OKCHEepUMEHTAIbHO MOXHO 3a(UKCUPOBAaTh CHUTHAJbI X(t) u y(t) B n+m+l

pa3jnyHble MOMEHTHI BpeMeHH, 4TOo Mo3BojsieT chopmupoBarb CJIAY oTHocuTeNnbHO
HEM3BECTHBIX NIAPaMeTPoB &, b; !

n i m i
. %y(tk)—z‘bj %x(tk)zo, k=1.n+m+1, g, =1, n>m. (12)

i=0 =0

Jlns popmuposannss CJIAY (12) mo skcnepumentansHbiM gaHubM X(t ), V(1)

HEOOXOAMMO YHCIICHHO OIpPEACNATh MPOU3BOAHBIC BBHICIIMX TMOPSAIKOB. I3BecTHBIE
QITOPUTMBI XapPaKTEPU3YIOTCS OOJNBIINM YHCIOM OMNepaliii U HEBBICOKOH TOYHOCTBHIO, UTO
MPAKTUYECKH UCKITFOYAET BO3MOYKHOCTD MPSAMOTO0 HUCIOJIb30BaHus (12) 11 meHTH(UKAIIHN.
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Bonee addexTuBHbBIC aNrOPUTMBI WACHTUGDUKALMM MOXHO IMOJIYYHTh, MCHOIB3YS B
00JIaCTH OpPUTHMHAJIOB HSKBHUBAJICHTHBIE MaTEMAaTHYECKHE MOJEIN B BHUJE HMHTErPAIbHBIX
YpaBHEHUH, B YaCTHOCTH, B CBEPTKaxX CO CTENEHHbIMU psagamu (3). DKCIIEpUMEHTAIbHO

3aukcupoBaB He MeHee K =1,...,n+mM+1 3HaueHHII BXOAHOIO X(tk) Y BBIXOJHOTO y(tk)

CUTHAJOB B pAa3JMYHbIE MOMEHTbI BpEMEHU MOKHO mnonyuutb CJIAY oTHOCUTEIBHO
HEM3BECTHBIX (MCKOMBIX) IapaMeTpoB «;, b;

f

a, y(tk)“'é(ia_n_ll)!z (t=s)"y(s)ds b, x(t,) - _:%{(tk -s)" " x(s)ds =0, (13)

o, =1, mpu j>m, nzm; k=1..,n+m+1.

B cilydac€ IICpCMCHHOIO Iara AUCKPETHU3alMKM BPCMCHH [OJIs1 BBIYHMCICHHA CBCPTKH
MOYKHO BOCIIOJIB30BAaThCSl CBOMCTBOM Pa3leNIIEMOCTH CTEIIEHHOTO pPAa3HOCTHOTO sI/Ipa,
OCYIIIECTBIISII Ppa3/Ie]ICHHEe CBEPTKH Ha MPOCThIC HMHTETPAIBI 1O OIHOW TepeMEHHOU
WHTCTPUPOBAHUS TYyTEM TPEACTABICHUS CTENCHHOTO PAa3HOCTHOTO sijpa B BHIE
OMHOMHAJIBHOrO  MHOrowieHa. OJHAKO TaKOM  allfOpUTM  MOXET  MOTPeOOBaTh
JIOTIOJTHUTEJIBHBIC BBIYMCIUTEIBHBIC PECYpChl, TaK KaK MpPEIIoiaraeT BBIYMCICHUE
JMHEWHBIX KOMOHMHAIMI CTENEHHBIX (YHKIUH C CYINIECTBEHHO Pa3UYHBIMU BEIMYMHAMHU
apryMEHTOB.

C Touku 3peHHs 0oJiee KOHOMUYHOW amnmapaTypHOW pealln3aluy IeJIecoo0pa3Ho
BBIUUCIISATH SKBUBAJICHTHBIC CBEPTKE KPATHBIC HHTETPAJIBI:

I..ib(t)dt" =ﬁj:(t—s)"l b(s)ds.

Toraa (13) 3anuiercs B BUje:
n ty m tx
a, y(tk)+zl:an_l_[.6.j y(s)ds" —bnx(tk)—Z;bn_jj.é.jx(s)dsn =0,
i= j=

a, =1, bj =0mpu j>m,n>m; k=1.. m+n+1.

OnHUM U3 CYIIECTBEHHBIX JIOCTOMHCTB HWHTETPAIBbHBIX METOAOB HACHTHU(PHUKAIUU
SBIISIETCS TTOJTyYSeHHE MCKOMBIX MMapaMeTpOB B SIBHOM BHUJE, YIOOHOM Uil KOJIHMYECTBEHHOTO
aHamu3a. Kpome TOro, HaiiieHHble mapaMeTpbl HMHBAPHMAHTHBI OTHOCHTEIBHO IIara
IVCKpeTH3auid. BaXHBIM JTOCTOMHCTBOM HWHTETPAIBHBIX METOJIOB SIBIISIETCS WX BBICOKAS
YCTOMYMBOCTh, OOYCJIOBJICHHAs YCpPEeIHEHHEM (CIIa)KMBAaHUEM) BBICOKOYACTOTHBIX MOMEX
NIPU BBIYUCIICHUH KpaTHBIX HHTErpanoB. C JIpyroil CTOPOHBI, TOYHOCTh HHTErPAILHOTO
METO/a OTPAHUYUBAETCS] METOIUYECKOM MOTPETHOCTHIO YUCIEHHOTO HHTETPUPOBAHUS.

WuTerpanpHbIii METON WACHTU(UKAIMH TaeT BO3MOXKHOCTD MOYYUTh KOA()(OUITUSHTHI
ApoOHO-pallMOHATIBHON mepeaaTouyHod (GyHKUuU (4) JUHAMHYECKOH CHCTEMBI, KOTOpBIE
WCTIONB3YIOTCS  JIUISl  aHaiW3a JUHAMHAKHA  WCCIENYyeMbBIX TporeccoB. PasnoxeHnne
nepenaarouHoi pyHkuuu (3.4) Ha sneMeHTapHbIe IpoOH (5) MO3BOISAET JIETKO MEPEXOIUTh OT
n300paxeHnit Kk opuruHanaM. Pasznoxkenue IpoOHO-paliMOHATBFHON MepeaaTouHoN (QyHKIUN
Ha TPOCThIE JPOOM MOXKHO OCYIIECTBUTb, HAlpuUMep, BOCIOJIb30BABIIUCH METOJOM
HeomnpeaeneHHbx kodhdurmentor [8]. Tocite pas3nokeHUsT MOKHO MMONTYYUThH NIEPEAATOUHYIO
¢ynkuuio B Qopme mpocTeix apoded Buma (5), mpuueM Kod(PPHUIHMEHTH JpoOet,
ONPEACISIIONINE XAPAKTEPUCTUKU OTAEIBHBIX 3BEHheB MM JTHHAMUYECKOW CHUCTEMBI,
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OIIpEIEIIAI0TCS. HAJEHHBIMU B IIpoliecce UaeHTuGUKanuu kodpdunueHramu ¢, bj IpoOHO-

parmoHaNbHOM repeaaTouHoi GyHKuu (4).

BriBoabI

[Tomysena MM nepBHYHOTO MpeoOpa3oBaTelisi CHUTHAJIOB aKyCTHYECKOW 3MHCCHHU
(raTuMka) B BUAE UHTErpajgpHOro ypaBHeHUss Bonbreppsr Il ponma. OrnuunrtenbHOR
OCOOEHHOCTBIO JAHHOW MOJENHU SABISETCA €€ OYEBUAHBIM (PU3MUECKUH CMBICI C
NPECTaBICHUEM B BUJIEC BECOBOM (DYHKIIMU U3MEPSIEMOr0 aKyCTHYECKOT'O CHTHANA, a TaKKe
IPOCTOTa KOMIIBIOTEPHOM pealn3ali MPU OTHOCUTEIIBHO HEBBICOKMX BBIYMCIMTEIbHBIX
3arpaTtax. Kpome toro, npeanoxenHas MM Jierko MoXeT ObITh 3alKCcaHa B TEPMUHAX TEOPUHU
aBTOMAaTHUYECKOr0 YIpPaBJIeHUs B (popMe nepenaTodyHoil (yHKLIMH, YTO MO3BOJISET, C OJHOU
CTOPOHBI, HCCIIEZIOBaTh €€ C TPHUBJICYCHHEM XOpOUIO pa3pabOTaHHOTO OOLIMPHOTO
AQHAJIUTMYECKOIO amnmnapaTa yKa3aHHOW TEOpHHM, a ¢ APYrod — B yaoOHOH (opMe MPUMEHSTH
IIPU CUHTE3€ COOTBETCTBYIOIIMX CUCTEM PETUCTPALIUU U YIIPABJICHUS.

PazpaGorana  fgeifctBeHHass — mpoleaypa — HapaMeTpU4ecKoil  MACHTU(UKALMU
npeioxkeHHo MM nepBUYHOro npeodpas3oBareisi aKyCTHYECKONW 3MUCCUH, 1I€NIb KOTOPOMH
COCTOUT B OIPEJEIEHUN MOCTOSIHHBIX Kod(duuuento ucxogHoro OJ1Y, onuchIBaroiiero
JMHAMUYECKOE TOBEJCHHE IEepBHYHOrO mpeodOpasoBarens. [Ipouexypa cBoauTcs K
BBIUMCIICHUIO KPAaTHBIX WHTErpajoB, SKBHUBAJEHTHBIX CBEPTKE H300paXEHUH BXOJHOIO
CHTHAJIa IEPBUYHOTO MPeoOpa3oBaTeisi U OTKIMKA HAa HETO B 001aCTH OPUTHHAJIOB.

KoppexTtHocts npemiokeHHOH MM mnepBuuHOro mnpeoOpas3oBatelis HOATBEpXKIEHA
pelIeHUsAMU psifia TECTOBBIX 3aJ]1ay, [MOKA3aBIIMX OTKJIOHEHHE OT pealbHbIX HU3MEPEHUN HE
Oosiee yem Ha (3...5)%, 4TO BIOJHE JOMYCTUMO IPH MOCTPOCHUE MPAKTHYCCKUX CHUCTEM

pEerucTpavii CUTHaJIOB aKYCTH‘{eCKOfI OMHUCCHUH.
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MATEMATHYHA MOJIEJIb TEPBUHHOI'O IIEPETBOPFOBAYA CUT'HAJTIB
AKYCTUYHOI EMICII TA Il TAPAMETPUYHA IJIEHTU®IKALIA

A.D. BepnaHbl, C.A. TTonoxacHko>

Yncruryr npo6nem monemoBanns B enepreruii HAH Vkpaimu,
Bya1. ['enepana Haymoga, 15, Kuis, 02000, Ykpaina; e-mail: a.f.verlan@gmail.com
Onecbkuii HalliIOHATHHUN TONMITEXHIYHUN YHIBEPCUTET,
npocr. [lleBuenka, 1, Omeca, 65044, Ykpaina; e-mail: sanp277@gmail.com

IIpu o00pobui curHaniBs axkyctuynoi emicii (AE) B cucremi KepyBaHHS 3 METOIO
JOCIHI/DKEHHST JIarHOCTHYHHMX O3HAaK CHUTHANIB, CTATHCTHYHOI OOpOOKHM pe3ynbTaTiB
BUMIPIOBaHb, OIIHKM CTYIEHS HeOe3NeKH pi3HUX JAe(eKTiB KOHCTPYKLIH ITOBHHHI
3a0e3nevyBaTucs 3amnuc i JOBroTpruBaje 30epiraHHs pe3yjbTaTiB BUMIPIOBaHHS, a TaKOX
OTpPHUMaHUX OLIHOK 3arajibHol akTHBHOCTI AE; po3moainy 3pocTaHHsl aKTHBHOCTI 10 30HaM
BUpOOy; AaMIUITYZHOTO pO3MOAUTY; THMYAaCOBHX IHTErpallbHUX 1 CHEKTpaIbHUX
xapakTepucTuK curHaiiB. [IoBHY i sKicHy iHpopmaniliHy kapTuHy mkepena AE npu ipomy
MOBUHEH 3a0e3MeYNTH TEPBUHHUI TepeTBoproBad curHamiB AE, Bim KOpeKTHOCTI
(yHKIIOHYBaHHS SIKOTO, B KIHIICBOMY IACYMKY, 3aJIeXHTh IOCTOBIPHICTH OLIHKA
JOCTIKYBAHOTO (PI3UYHOTO SBHUINA, IO (POPMYETBCS CHCTEMOIO peecTparii B Iimomy. Y
NPAKTUYHHX 3aCTOCYBAaHHAX OCHOBHY JIarHOCTUYHY IIHHICTb TPEACTABISAE  PsI
TUMYacOBHX XapakTepHCTHK immynbciB AE, 3 skux, mnepm 3a Bce, HaiOUIbII
iHpOPMATUBHUM €: aMILTITy1a, TPUBAJICTh IMITYJIbCY 1 KPyTH3HA HOTO MEPEJHBOTO (PPOHTY.
IndopmaruBHOIO, 32 pe3ylbTaTaMH IEPBUHHUX BUMIPIOBAaHb, TAKOX € KapTUHA PO3MNOALLY
tdakropie AE y BupoOi, ska [103BOJIsIE POOWTH BHUCHOBKHA IPO MOXIIMBI MEXaHi3MHU
JUHAMIYHHX TPOIIECIB, OI[IHUTH PIBCHb pejiakcallii HAPyXeHb 1 MOXKIIMBUX MOIIKOIKCHb,
NPOTHO3YBAaTH HMOBIPHICT yTBOPEHHS TPILIMH, & TaKOXX MOTIPHICHHS XapaKTEPUCTHK
MIITHOCTHHX BJIACTUBOCTEH MaTepiary BUpOOy BiJ HasBHOCTI TOMIIIOK i MPOIYKTIB 3HOCY.
CknamHICTh 3ama4i BHOOpPY Ta PO3pPOOKH CIOCOOIB, MPOTpaMHHUX 1 amapaTHUX 3aco0iB
peectparii AE-curHaniB BU3HAYa€THCSA 3HAYHOIO PI3SHOMAHITHICTIO MPUHIUMIB OpraHi3amii
BiJMIOBITHUX BUMIpIOBaJbHUX MPHUJIAIB Ta CHCTEM, HEJIOCTaTHHOIO BHBUCHICTIO siBHIa AE
1, SIK HACTIIOK, BiZICYTHICTIO 3araJIbHOBU3HAHOI KOHIICIIIIT aKyCTHKO-EMICIITHOTO KOHTPOIIO
Ta JIarHOCTUKH.

KoarouoBi cioBa: akyctnuna emicisi (AE), nepBuHHMIA nepeTBoproBay (aTYMK) CUTHAIIB
AE, mareMaTH4YHa MOJIENb, IAapaMETPUYHA 1ICHTU]IKALIS MaTeMaTHIHOT MOJIEIII.
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MATHEMATICAL MODEL OF THE PRIMARY CONVERTER OF ACOUSTIC
EMISSION SIGNALS AND ITS PARAMETRIC IDENTIFICATION

AF. Verlan!, S.A. Polozhaenko?

YInstitute for Modeling Problems in Power Engineering, NAS
15, General Naumov Str., Kyiv, 02000, Ukraine; e-mail: a.f.verlan@gmail.com
’Odessa National Polytechnic University,
1, Shevchenko Ave., Odessa, 65044, Ukraine; e-mail: sanp277@gmail.com

When processing acoustic emission (AE) signals in the control system in order to study
diagnostic signs of signals, statistically process measurement results, assess the degree of
danger of various structural defects, recording and long-term storage of measurement
results and obtained estimates of the total AE activity, distribution of activity growth over
product zones should be provided, amplitude distribution, time integral and spectral
characteristics of signals. In this case, a complete and high-quality information picture of
the AE source should be provided by the primary converter of the AE signals, the correct
functioning of which ultimately determines the reliability of the assessment of the physical
phenomenon under study, formed by the registration system as a whole. In practical
applications, the main diagnostic value is a number of temporal characteristics of AE
pulses, of which, first of all, the most informative are: amplitude, pulse duration, and
steepness of its leading edge. According to the results of primary measurements, the picture
of the distribution of AE factors in the product is also informative, which makes it possible
to draw conclusions about the possible mechanisms of dynamic processes, assess the level
of stress relaxation and possible damage, predict the probability of cracking, as well as the
deterioration of the strength properties of the product material from the presence of
impurities and wear products. The complexity of the problem of choosing and developing
methods, software and hardware for recording AE signals is determined by a wide variety
of principles for organizing the corresponding measuring instruments and systems,
insufficient knowledge of the AE phenomenon and, as a consequence, the lack of a
generally recognized concept of AE control and diagnostics.

Keywords: acoustic emission (AE), primary transducer (sensor) of AE signals,
mathematical model, parametric identification of the mathematical model.
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NCCIEJOBAHUE PEXXKUMOB HIN®POBAHMUSA C ITPOITY CKOM BJIOKOB

A.B. Cokouos, A.O. Kop:x

Onecckuil HAIIMOHAIBHBIN MOJIUTEXHUIECKUH YHUBEPCHUTET,
npoci. [leBuenko, 1, Omecca, 65044, Ykpauna; e-mail: radiosquid@gmail.com

BbnovHble cUMMETPUYHBIEC IUQPHI ABISIOTCS HEOTHEMIIEMOH YacThIO JI000H COBPEMEHHON
KOMIUIEKCHOI cuctembl 3amurthl uH(popmanmu. CeronHs BHUMaHWE HccieqoBaTeel
COCPEZIOTOYCHO Ha TIOBBILEHHH J(P(PEKTUBHOCTH U  OBICTPOJCHCTBHS  OJIOYHBIX
CUMMETPHYHBIX MH(POB, TEM HE MEHee, KaK MOKa3bIBaeT NPAKTHIECKUI OIBIT Peallu3aluu
peaNbHBIX CUCTEM INU(POBaHMS JaHHBIX, OOJIBIIOE 3HAUCHHE IJISI 00ECHICYCHUS BHICOKOM
KpUNTOTpauuecKoil CTOMKOCTH M OBICTPOAEHCTBUS COBPEMEHHBIX CHUCTEM IH(POBaHUS
UMEEeT TaKkKe PeXUM MH(POBaHUA, C TMOMOIIBIO KOTOPOTO IPUMEHSECTCS TOT WIM MHOU
KpHnTOTpaduuecKnid anroputM. B HacTosmied craTbe INpeaiararoTcsi HOBBIE PEXKHUMBI
MUGPOBAHUS: C MPOIYCKOM OJIOKOB, a TaKXKe C IPOIYCKOM OJOKOB M HCIIOJIB30BAaHHEM
TeHepaTopa IICEBAOCIYYaHHBIX KIIOYEBBIX IocienoBaTenbHOcTel. [IpennoxeHHbIE
PEeXUMBI MIM(POBAHUS TTO3BOJSIOT OOECIICUYUTh SKOHOMHIO NPHMEHEHHBIX B IpOrpamMMe
oreparyii mU(poBaHKA JAaHHBIX C TOMOINBIO OJIOYHOTO CHMMeTpHyHOTO mmdpa. [lnsa
pa3pabOTaHHBIX PEXKUMOB IMIM(GPOBAHUS  BBIUUCICHBI IapaMeTphbl, IO3BOJIIOLIHE
o0ecreyuTh BBICOKHH YPOBEHb CTOXAaCTHYECKOTO KauyecTBa, IOJYYEHHOTO Ha BBIXOJE
MUQPPOTEKCTa, YTO IMOATBEPIKAAETCS NPOBEACHHBIMU HCHBITAHUSMU B COOTBETCTBUH C
HabopoM croxacTuyeckux TectoB NIST. [Tpu 3TOM ycTaHOBJIEHO, YTO peXXuUM HIH(POBaAHUS
C TpOMyCcKOM OJIOKOB M HCIHOJIb30BAHUEM TEHEpaTopa IICEBIOCITYyYaHHBIX KITIOYEBBIX
MIOCJICIOBATENILHOCTEH 00ECIIeYNBaCT 3HAUNTEIHHOE MOBBILICHHS YHMCIa YPOBHEH 3aIUTHI
MPUMEHSEMOT0 KPHIITONIPEoOpa30BaHus, a TAKXKE MTOKA3bIBACT HAMIYYIINE Pe3yIbTaThl IIPH
MpOXOXKACHUN Habopa croxactmdeckux tectoB NIST. PaspaboranHbie peXuMBI
MUGPOBAHUS SABISIOTCS 00OOCHOBAHHBIM PEIICHUEM JUIS MCIIOJIBb30BaHMS B NPHIIOKCHUSX,
paboTaromux Ha maTgopmMax ¢ OrpaHWMYEHHBIMU BBIYMCIUTEILHBIMA M SHEPTreTHIECKUMHU
pecypcamy, B IIEpBYI0O OdYepeAb, Ha MOOMIBHBIX ycTpodcrBax. Ilpm sToMm
NPEANOYTUTEIBHBIM SIBIISIETCSL BHIOOP PEXMMA C MPOIYCKOM OJIOKOB M HCIOJIb30BaHUEM
reHeparopa IICEBIOCIYYaiHbIX KIIOUEBBIX IOCieqoBaTelbHOCTEH. OTMETHM TakXke, 4TO
Npe/ICTaBICHHBIE PEXXUMBI MIH(POBAHUS MO3BOJSIIOT OOBETUHNT BOSJANHO MPEUMYIECTBA
OJIOYHBIX CHMMETPUYHBIX INU(PPOB M T'CHEPATOPOB IICEBAOCIYYANHHBIX KIIOYEBBIX
MOCJIe/I0BATEILHOCTEH.

KnroueBble ciaoBa: kpunrorpadus, pexuM MUGpPOBaHUs, OJOYHBI CHMMETPHYHBINA
mmdp.

BBenenne

ITocTpoeHne COBpEeMEHHBIX CHUCTEM Iepenaud, oOpabOTKM M XpaHeHHs MH(OpMaIuu
CEr0/IHsI BO MHOTOM COIPSDKEHO € 3a/1adyaMu obecrieueHus e€ 3amuThl. OTHUM U3 BaKHEHIINX
KOMITOHEHTOB TMPAaKTUYECKU 1000 cHUcTeMBbl 3alUThl MHGOPMAIUU SIBJIAIOTCS OJOYHbBIE
cummMetpuunbie mudpst (BCI) [1].

CrpeMuTenpbHOE pa3BUTHE METONOB KPUNTOAHAIN3a, a TaKKe HapalllBaHUE
BBIUUCIIUTENIBHBIX MOIIHOCTEH COBPEMEHHBIX KOMITBIOTEPOB JMKTYeT HE0OXOIUMOCTb
coBepuieHCTBOBaHUs coBpeMeHHbIX BCII mis noBbiieHHss uX KpUOTOrpaduyeckoit
CTOMKOCTH, 4YTO  SBJSIETCS  OCHOBHOM  3ajayeil  OOJIBIIMHCTBA  COBPEMEHHBIX
KpUnTorpaguueckux Uccieq0BaHUM.

C npyroii cTOpoHBI, MHOTHE UCIOJIb3YEMbBIE COBPEMEHHBIE BBIYMCIUTEIBHBIE CUCTEMBI,
HampuMep, paclpoCTPAHEHHbIE CETOJHA MOOWJIbHBIE YCTpOilcTBa, 00JaJal0T OYeHb
OTrPaHUUYEHHBIM YPOBHEM BBIUMCIIUTEIBHBIX U JHEPrETHUYECKUX PECYPCOB, UTO HAKJIA/IbIBAET
3HAYUTENIbHbIE OrpaHUYEeHMs] Ha pa3padaTbiBaeMble MpHIOKEeHHUS. B uvacTHocTH, KenmaHue
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pa3pabOTYUKOB YBEIUYUTH OBICTPOJCHCTBHE CBOMX MPUIOKEHUH, a TAK)KE MOBBICUTH 00IIee
BpeMsl aBTOHOMHOCTH BBIUHCIIUTEIIBHOTO YCTPOMCTBA 3a4acTyr0 MPUBOJUT K HEOOXOAUMOCTH
oTkazarbes ot npuMeHenus bCIL, nanpumep, 1i1st nepenaun GailioBbIX BIOXKEHUN OOIBIIOTO
pasMepa B ymiep0 kubepOoe30macHOCTH.

JlaHHBIA acCHeKT MPaKTHYECKOTO HCIOJIb30BAHUSA METOAOB KPUNTOTrpaguu OpraHuvHO
CTaBUT IIE€pe] HCCIEAOBaTEeIsIMH HE TOJIBKO 3aJlauy IOBBILIEHHS KpUITOrpaduyeckoi
CTOMKOCTH MM(POB, HO U 3324y MOBBIIICHUS UX OBICTPOICHCTBUSI.

B pabGore [2] Obima mnpemioxkeHa KOHIEHIHUS MU(DpPOBaHUA C TEPEMEHHOMN
¢parmenTanuelr OJI0KOB, MO3BOJISAIOMIAS 3HAUYUTEIHHO CHU3UTH KOJIMYECTBO HEOOXOJMMBIX
UTepallMii  OCHOBHOI'O  IIara  KpUITONpeoOpa3oBaHUs, TaKUM  00pa3oM  CHIDKas
BBIYUCIIUTENBHBIC 3aTpaThl HA MH(pPOBaHKUE OAHOTO OJI0Ka BXOAHOM mHpopmanuu. [lanHas
KOHIIENIMS ~ CTajla OCHOBOM U1 pa3pabdOTKU  KpUOTOrpaMueckoro  ajaropurMma,
aJIalITUPOBAHHOTO Ui paboThl Ha MOOMIBHBIX YycrporictBax [3]. Tem He MeHee,
IPaKTUYECKUH OMbIT Ucionab30BaHus JaHHoro bCIII nokaspiBaer, 4To Aa)xe OH JOCTaTOYHO
CHJIBHO CHMYKAaeT ObICTPOACWCTBUE NMPUIIOKEHUH NpH mepenave Oonbmux (aiinos. [laHHbIHI
MOMEHT MPHUBOJUT K HEOOXOAMMOCTH HCCIEIOBaHMUS HE TOJIBKO BOIPOCOB IOBBIIICHUS
osicTponeiictBus camux BCIL, HO W METOAOB MX MPUMEHEHHS K IMU(PPYEMbIM TaHHBIM —
pe)kuMOB  1M(poBaHUA. B 4YacTHOCTH, aKTyaJlbHBIM SBJISIETCS IOCTPOCHHE DPEKUMOB
mrdpoBaHusi, B KOTOPBIX HEOONBIINE 00bEMBI UyBCTBUTEIBHON MHPOPMAUU MU (PPYIOTCS C
OPUMEHEHUEM  pPeXHMMOB  IIU(POBaHUS,  OOECHEUMBAIOIIMX  BBICOKMH  ypOBEHb
KPUITOCTOMKOCTH, B TO BpeMs Kak OoJjiee 3HAYUTEIbHBIE OOBEMBI MEHEe KPUTHYHOU
uH(popMaluu MUQPyTCs ¢ TPUMEHEHUEM PEKUMOB MK (poBaHus, 00Ja1al0MUX OOIBIINM
OBICTPO/ICHCTBUEM.

ean u 3apaun

L]envio HacTOALIEH CTaThbU SBISETCS pa3padOTKa PEKUMOB HIM(PPOBAHUSA C HMPOIMYCKOM
0JIOKOB.

st nocTrkKeHUs e CTaTbd He0OXOIUMO PEIINTh CIEAYIOIINE 3aJauH:

e pa3paboTaTh HOBBIE PEXUMBI IUGPOBAHHUS C MPOMYCKOM OJIOKOB, KOTOpbIE OBl
oOecnieunBanu 3koHOMUIO oneparuii npumenenus BCIL npu npuemiaeMoM ypoBHE KauecTBe
U ppoBaHUS;

e JccleloBaTh IapaMeTpbl PEeKUMOB IIM(PPOBAHUSA C MPONMYCKaMH  OJIOKOB,
oOecrieunBaroIIve Ha MPAKTUKE BBICOKUHM YPOBEHb KPUNTOrPahUuecKoro KauyecTsa onepanuu
mudpoBaHus.

OcHoBHAA YaCTh

[Tomumo kpunrorpapuyeckoil croitkoctu camoro ucnoib3dyemoro BCII, B koHTekcTe
0e30MacHOCTH M OBICTPOACUCTBUS MPUMEHSEMOr0 KPUNTOrpauuecKoro ajiroputMa HUMeEeT
OTPOMHOE 3HAUYE€HHUE TAKKE U PEKUM, C IIOMOLIbI0 KOTOPOrO OH NMPUMEHSETCS K MH(ppyeMbIM
JTAaHHBIM.

Omnpenenenue 1 [4]. Pexxum mmdpoBaHus — 3T0 METOJ IPUMEHEHHUs O6J1I04HOro mudpa
(anropuT™ma), TO3BOJSIOMMK MpeoOpa3oBaTh MOCIEIOBATENBHOCTh OJOKOB OTKPBITHIX
JAHHBIX B IOCJIEI0BATENLHOCTh OJI0KOB 3alIM()POBAHHBIX JAHHBIX.

[TpocTeliuM M3 CYIIECTBYIOLIMX PEKUMOB MIU(poBaHus sBiseTcs pexum Electronic
Codebook (ECB), koTopslii mpeaycMaTpuBaeT pa3onueHre OTKPHITOro Tekcta Ha N GJIOKOB,
pasMep KaxkJOro M3 KOTOPBIX ONpeeNseTcs MmapamMeTpamH Hcmoibzyemoro mmudpa. lanee
MPOUCXOAUT WX TIOCIenoBaTeNbHOE IUdpoBaHWe ©O€3 yCTAaHOBIEHUS KaKON-THOO
B3aUMOCBSI3M MEXIY HUMH (puc. 1).
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Plaintext, Plaintext; Plaintext,,

Key Key Key
* | Encryption Encryption » | Encryption

H

L ]

k.

Ciphertext, Ciphertext, Ciphertexty,

Puc. 1. Cxema mmdpoBanus B pexxume ECB

D‘

HNanublii  pexxuMm  mMQpoBaHUS  XapaKTepu3yeTcs KpailHe HHU3KMM  YpPOBHEM
KPUNTOTpaQUUECKOro KauecTBa MPU HCIOIB30BAHUHU JIIOOOTO, JaKe CaMOro KayeCTBEHHOTO
BCII, B BuIy COXpaHEHHUS CTAaTUCTHUYECKUX OCOOCHHOCTEH OJIOKOB OTKPBHITOIO TEKCTa.
JIaHHBII PEKUM CTPOTO HE PEKOMEHIyeTCs IPUMEHSThH Ha MpakTuke [4].

OTMeTHM TaKXe, 4TO KIJIACCHYECKHM IOJXOJOM K OLIEHKE KadecTBa KPUITOrPaMM
SIBJIICTCS. MICIIOJIb30BAaHKE B OTHOIICHMM HHUX makera croxactuueckux TtectoB NIST [5].
DKCIepUMEHTHl  [OKa3bIBAIOT, 4YTO NPUMEHEHHWE JAaHHOrO  [MakeTra TeCTOB K
MOCJIC0BATEIBHOCTSIM, MTOJYYEHHBIM C MOMOIIBI0 IpUMeHEeHHs kpunroairoputma AES [6] B
pexxume ECB mpuBoauT K mpoBaidy B MPOXOXKACHUU YKAa3aHHOTO IMAaKeTa CTOXACTUYECKUX
TeCTOB. B wyacTHOCTH, paccMOTpeHHBIH mpuMep mmmdpoBaHus QaiyioB mMoKazal, dYTO
KpUNITOTPAaMMBI ~ HE  MpoXoaaT TecThl Binary matrix rank test (mokasarens
P —value =0.00019) u Linear complexity test (mokasarens P —value =6.85-10"°).

Crnenyronumu, 0oJjiee COBEPIICHHBIMU PEKUMAMU IMH(DPOBAHUS SBISIOTCS PEIKUMBI
cuemienus 610koB (CBC) m pacnpocrpanstomerocs cuemieaus 0mokoB (PCBC), cxemsl
KOTOPBIX TIPEJICTABJICHBI HA PUCYHKE 2.

Plaintext, Plaintext; Plaintexty

CP ﬁ%

Key Key Key
— | Encryption —{ | Encryption — | Encryption

=] [

Plaintext, Plaintext; Plaintexty.;

e I e e I s

Key Key Key
— | Encryption Encryption — | Encryption

—

Puc. 2. Pexxumsl mmdpoanus CBC u PCBC: a — pexum mudpoanne CBC; 6 — pexum
mmdposanne PCBC

H

Initialization
vector

%\%H

Ciphertext,;

| I

of

I

B nmaHHBIX pexuMax MpeTyCMOTPEHO MCHOJIb30BAHUE BEKTOpAa WHUIMAIM3ALINH,
KOTOPBIM CKIIAABIBACTCS C TMEPBBIM OJIOKOM OTPBITOTO TEKCTa, IMOCJE Yero MPOUCXOIUT

102



IHOOPMATUKA TA MATEMATUYHI METOJ1 B MOJAEJIFOBAHHI = 2020 = Tom 10, Nel-2

mudpoBaHue moiyuyeHHOW Ccymmbl. Jlns  mocnenyromux — OJOKOB  JAaHHBIM  BEKTOP
WHULMATIM3AINN TIPEJICTAaBIsAeT co00M MO0 MpeAplaymuid 070K 3amu(poOBaHHOTO TEKCTa
(CBC), nubo cymMy mpeabiayniux 0J0KoB 3ammdpoBanHoro u otkpbiToro rekcra (PCBC).
udpoBanre naHHBIX B IPEICTABICHHBIX peXUMaX 00eCIIeYnBaET BHICOKHI yPOBEHb

KPUITOTpapuuecKoro U CTOXaCTUYECKOT'0 KayecTBa 3alu(ppOBAHHBIX MTOCIEI0BATEILHOCTEMH,
YTO HKCIEPUMEHTAJIbHO IMOATBEPKAACTCS MPOXOXKICHUEM IaKeTa CTOXaCTUYECKUX TECTOB
NIST.

Eme aByMs 4acTo HCIOJIb3yeMbIMH Ha MPAKTHUKE PEeKMMaMu IUGPOBAHUS SBISIOTCS
pexxuMm obpatHoil cBszu mo mudpporekcty (CFB) um pexxum oOpaTHOH CBS3H MO BBIXOIY
(OFB), cxeMbl KOTOPBIX MPEICTaBICHBI HAa PUCYHKE 3.

Initialization
vector

l |
Key Key Key
— | Encryption — | Encryption — | Encryption

e S S gy B2 N ey S
Ciphertext, Ciphertext, Ciphertexty,,

a
Initialization
vector
1 L - —
Key Key Key
— | Encryption —1 | Encryption — | Encryption

e O s N e O e B AT A e
Ciphertext, Ciphertext, Ciphertexty,,

0

Puc. 3. Pexxumbl mmdposanus CFB u OFB: a — pexxum mmdposanue CFB; 6 — pexum
mdposanue OFB

JlanHble peXUMBI NMPEAYCMATPUBAIOT MAaCKUPOBKY BXOJHOTO TEKCTa ITYTEM CIIOKEHHS
€ro Mo MOXYJI0 2 C pe3ylbTaToM HIM(POBAaHUS BEKTOPOB MHHMLIMANM3ALMHU, B KaueCTBE
KOTOPBIX HCIOJb3yeTcss ImmdpoTekcT mnpeasiaymero Omoka (CFB) wam ramma wus
npeabIayero Oioka 10 CIOKeHHs ¢ BeKTopoM OTKpbiToro tekcta (OFB). Vka3zaHnHbie
pexuMbl MUGPOBAHUS TaKKe OOECHEeUMBAIOT BBICOKMM YpPOBEHb KPUNTOrpadUyeckoro u
CTOXAaCTUYECKOT0 KayecTBa IMOJy4aeMbIX KPUIITOTPaMM, JIOCTATOYHBINA I MPOXOXKICHHS
Habopa croxactuieckux TectoB NIST.

[ToMuMO meEpeuuclIeHHBIX OCHOBHBIX pPEXHMMOB HIM(PPOBAHUS CYIIECTBYIOT U
HEKOTOpbIE JApYyrHe, HanpuMep, ¢ ayreHTuuKaimeil Tanueix [4].

OtmeruMm, uTO MmHME(POBAaHHME BO BCEX MNEPEUMUCICHHBIX pEeXHUMax Ipeanosaraer
NpUMEHEHHE TMpoueaypsl Mmu(poBaHUs BHIOPAaHHBIM KPUIITOANTOPUTMOM KO BceM 0e3
UCKJTIOUEHHs] OJIOKaM BXOJHBIX JaHHBIX. TeM He MeHee, Kak IOKa3bIBAaIOT HCCIEI0BaHMA,
JaHHOE JNEeHCTBUE He SBISETCS 005S3aTelbHBIM JUISl JOCTH)KEHUS JOCTaTOYHOTO YPOBHS
KPUNTOTpaguuecKoro ¥ CTOXaCTUYECKOI0 KayecTBa.

B mnactosmeit pabore mnpeasaraercs MoaudUKAIMS IEPEUUCICHHBIX OCHOBHBIX
pEeKUMOB IMIHM(POBaHUS, TMO3BOJISIONIAS] COKPATUTh KOJWYECTBO HEOOXOAMMBIX OIEpaIfii
«unppoBanue 0J10Ka», HEOOXOAUMBIX JUIs 3amK@poBanus ¢aiina. Tak, Ha ITane NOArOTOBKU
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K mpoueaype mmppoBaHusi BbiOupatorcss koHcTaHTel M m C. B Hawame mporemypsi
mmdpoBanus 3HadenreM 0 MHULIMAIM3HPYETCs nepeMenHas |. Iepen npumeHneHneM 00Ka
mudpoBaHus BBINOIHSACTCS mpoepka ycoBus ImodM €{0,1,...,C} wu, ecinm ycioBue
JIO)KHO — ¢ poBaHUe JaHHOTO OJoKa He BhIonHAeTcsA. [1o 3aBepmieHnn o6paboTku O0Ka
3HAYCHUE MIEPEMEHHOM | yBennuuBaeTcs Ha 1.

B 3aBucumocTH OT KOHKpeTHBIX 3HaueHUH M u C TpoMCXOIUT MPOIYCK ONepanun
mrpoBaHus Ui TOTO WM HHOTO OJIOKa OTKPBITOro Tekcra. Tak, Hanpumep, eciu M =2 u
C=0 mnpoucXoAUT MPONYCK ONepaluu MUPPOBaHUS Ui KaXKIAOTO BTOPOro OJIOKa
OTKPBITOTO TEKCTA.

[Ipu sToM yKazaHHas MoIUUKAUSA MOXET OBbITh NPHUMEHEHa K J0oMy H3
pPacCMOTPEHHBIX HaMU pexuMoB MmdpoBanus (puc. 1-3). [ KpaTKOCTH H3JI0KEHUS
MaTepuaa, B KauecTBE MpUMEpa MbI NMPUBOJUM Ha PUC. 4 CXeMy peXMMa MIHPPOBAHUS C
MPOIYCKOM OJIOKOB Ha mpumepe Moaudukaruu pexxuma CBC.

vector L/ NI

Initialization 7N ) i 69

imodMe
{0,1,...C}

i modMe
{0,1,...C}

Key| | Plaintext, Key Plaintext,

Encryption Encryption
| \

Plaintext,;
Encryption

Ciphertext,

i=itl =i+l
Y
Ciphertext, Ciphertext,,,

Puc. 4. Momuduxkamus pexxuma mudposanns CBC ¢ mponmyckom 6:10k0B

IIpu »TOM cxema pacmiudpoBaHUsl CTPOUTCS AHAJIOTMYHO CXeMe IHU(pOoBaHUS
(pucynke 4).

B Hacrosiuelt pabote ObuIM MPOBENEHBI BBIYMCIUTENbHBIE IKCIEPUMEHTHI, B paMKax
KOTOpbIX HM(poBamuch (allinbl pa3aMyHOrO pa3Mepa M COJEpXKaHHs C  IOMOIIBIO
kpunroanroputMa AES B pasznuuHbIX peknMax MM(POBaHUS C MPOMYCKOM OJIOKOB IpH
pa3nuunbix 3HadeHusix M wu C. [locne BBHIMOMHEHWS IMUQPPOBAHUS K TONTYYCHHBIM
KpHUITOTpaMMaM TpUMEeHsIICS Habop croxactudeckux TectoB NIST.

[lomyyeHHble B JaHHBIX  BBIUMCIUTENBHBIX  JKCIHEPUMEHTAaX  PE3yibTaThl
CBHJICTENBCTBYIOT, 4TO mpH mmppoBanun wuHGopMauuu mnpu 3HaueHHsx M =25 wu
C =M —2 (naHHble 3HaUYCHHUs 00ECNEUMBAIOT MPOITYCK MHN(POBAHUSI KAXJI0ro 25-ro Oj0Ka
OTPBITOTO TEKCTA) JJIs MOITYYEHHBIX KPUITOIPAMM BBIIOJHSAIOTCSI BCE CTOXACTUYECKHE TECTHI
u3 Habopa NIST. Takum oOpazom, Ui peann3anuy onepanuy mudpoanus ¢aiina Tpedyercs
Ha (1/25)-100% = 4% wmeHblIee KOJIUYECTBO GJIOKOB MIM(POBAHHSL.

Tem He MeHee, MOJIYYEHHOTO BBIUTPHINIA B KOJIMYECTBE HEOOXOIUMBIX OIEparuii
mmdposanus ¢ nomomeio BCII, nampumep, AES MokeT okas3aTbcs HEAOCTATOYHO JIJIS
mUppoBaHus KPYMHbIX (HaiiioB.

Jlanee MblI mpeniaraeM enie OAMH pPEeXuUM MupoBaHus (puc. 5), MO3BOJISIOLINMA
3HAYUTENIBHO COKpaTUTh HeoOXxoaumoe koiaudectBo OnokoB mudposanus BCI. [lns
peanu3alu 3TOM CXEeMbl HCIOJb3YeTCS TaKOM KpUNTOrpadUuecKuil NPUMHUTHB Kak
reHepaTop IceBAocTydailHbIX KiatodeBbix mnocienoBaTenbHocTei (I'TIKII), xoTophiii Moxer
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OBITh TIOCTPOEH, HANMpUMEp, B COOTBeTcTBHM co cxemamu [7] wmm [8]. Ilpu »sToM
OBICTPOJICUCTBUE JAHHBIX KPUNTOTpadhUUECKUX MPUMHUTHBOB 3HAYUTEIHLHO IPEBBIIIACT
OBICTpO/ICHCTBHE OJOYHBIX CHMMETPHYHBIX KPUIITOAITOPUTMOB [8].

| Plaintext, _ Plaintext,

=0

- il et B
Initialization O { )
vector AN % Nl o

t .-")/ T
i tmodMes .

r:::“‘u 0.0 //,_:k

Key | | plaintext, Plaintext,
Encryption A Encryption h
[ i [

e |

o imoaMe

~ Key

J
o

Ciphertext, Ciphertext,

PRSG

imodMs

R () W<, S
Key ' T~

Plaintexty,,
Encryption N/

Ciphertexty

Puc. 5. Pexxum mmdposanust CBC ¢ npomyckom 6510x0B 1 npumernmennm [ TIKIT

[lepen nauanom oneparuu mudposanus BeiOpanHas cxema ['TIKII nnnnmanusupyercs
C TOMOIIBIO JOMOJHUTENBHOTO (parMeHTa Kiro4a. AHAJIOIMYHO MOAM(PHUIHNPOBAHHOMY
pexuMy MUGPOBaHUA C HPONYCKOM OJOKOB (puc. 4), B JaHHOM pexuMe MU(GPOBAHUS
BBOsATC mapametpel M uw C. B wHauwame npouenaypsl mmdpoBaHus 3HaueHHeM 0
WHUIHATN3UpYeTCs epemMerHast | . [lepex npuMeHeHneM 6J0Ka MH(POBAHUS BBITONHIETCS
npoBepka ycinoBus imodM €{0,1,...,C} u, ecnu yciaoBHe JI0O)KHO — BMECTO IHIM(PpPOBaHUS
JTAHHOTO 0JIOKa BBIMOJIHAETCS €ro TaMMHUPOBaHHUE C TIOMOIIBIO OYE€PETHOTO CETMEHTA FaMMBI,
nosrydueHHoro ¢ nomouisio I'TIKTII. Tlo 3aBepmienun 06paboTku 610Ka 3HAUEHUE MTEPEMEHHOMN
I yBennumBaercs Ha 1.

OtmeTuM, 4TO cxema paciid(poBaHUs CTPOUTCS AHAJOTUYHO cXeMe MU(POBAHUS
(puc. 5).

OMIUPUYECKHE UCCIIEOBAHUS TOKAa3aIM, YTO HAMIy4dlIIMM 00pa3oM ceOsi MOKa3bIBAaeT
NpUMEHEHHE JaHHOro pexuma mudpoBanus c pexumom CFB, B To Bpems Kak
ONTHMAJIbHBIMU SIBIISIFOTCS 3HaueHUs mapamMeTpoB M =2 u C =0, T.e. ClIOKeHHE C TaMMOK
I'TIKII mpoucxoauT i KaKI0TO BTOPOTro mudpyemMoro 6J10ka OTKPHITOTO TEKCTA.

OTMmeTHM TakKe, YTO YHMCIIO YPOBHEW 3aIUThI MOJTYYMBIIEHCS CXEMBI ONPEIENIIETCA
npousBeneHueM uucia ypoBHed 3aumuThl BeiOpanHoro BCII u I'TIKII. Hampumep, npu
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ucnonb3oBanun  BCHI  AES-256 wu TITIKII ©Ha ocHOBe JyanbHbIX map OeHT-
mocienoBareabHOCTe  [7]  oOmee  4YuWCiIO  ypoOBHEHW — 3aIUTHl  TOJYYHBIICHCS

Kpunrorpapuyeckoil cucTeMbl JocTHraeT 3Hadenus W = 2. 2'% = 2! 'yro apnserca ouyens
3HAYUTENbHON BeNMUMHOU. [lepCHeKTHBHBIM SIBISETCS TakK)Ke NPUMEHEHHE TE€HEpaTOpOB
IICEB/IOCAYyYalHbIX ~ KJIIOYEBBIX  IIOCJIEAOBAaTEILHOCTEHl HAa  OCHOBE  COBEpLICHHBIX
aredpanvyeckux KOHCTPYKIMI MHOIO3HA4YHOMH JIOTukH [9].

B Ttabmuue 1 npuBeaeHbl pe3ysibTaThl BBIMNOJIHEHUS CTOXAaCTUYECKUX TECTOB JJIs
mu(poBaHUs UCXOAHBIX JAaHHBIX A0 ImHMppoBaHus, mocie mudpoBanus B pexumax CFB,
CFB ¢ mpomyckom 6mokoB, CFB ¢ mpomyckom OJIOKOB W HCIIOJIB30BaHHEM TE€HEpaToOpa
MICEB/IOCTYYaHBIX KIFOUEBBIX MOCIEI0BATEILHOCTEH.

Taoanma 1.
Pesynbrarel croxactuyeckux TectoB NIST
OTKPBITBIN CFBc II OCHF BCISOM
P CFB IPOIYCKOM pory
No Tecr TEKCT BLI0KOB OJIOKOB U
- T'TIKII

P- Pass| P- |Pass| P- | Pass P- Pass

value | rate | value | rate | value | rate | value | rate

1 Monobit test 0 X | 071 | &« | 049 | &« 0.8 v
2 | Frequency within block test 0 X 04 | &« | 018 | &« | 099 | v
3 Runs test 0 X 07 | « | 032 | &« 084 | ¢
4 Longest runtggtes in a block 10 | x |064| v | 031 v | 054 |
5 Binary matrix rank test 0 X | 068 | &« | 018 | 0.7 v
6 DFT test 0 X 09 | &« | 009 | &« | 096 | &«

Non overlapping template
7 matching test 0.125 | 1 v |09 | ¢ 1 v
Overlapping template

8 matching test 0 X 091 | &« |08 | &« | 084 | &«
9 Maurers universal test 0 X 073 | &« | 016 | &« | 038 | &
10 Linear complexity test 10" | X |02 | &« | 011 | &« | 003 | &«
11 Serial test 0 X 025 | « [ 012 | &+ | 068 | &«
12 | Approximate entropy test 0 X | 034 | « | 019 | &« 0.9 v
13 Cumulative sums test 0 X 08l | « | 034 | &« 0.55 v
14 Random excursion test 0.22 v 0.2 v | 004 | & 0.31 v
15 Random ex;::srtsmn variant 011 | v | 01 | v 002 | « | 002 | v

AHaJ'II/I3 JIaHHI)IX, TIOKA3aHHBIX B Ta6J'II/IIIe 1 ITIO3BOJISICT YCTaHOBI/ITL BBICOKI/II\/'I ypOBeHI)
CTOXaCTHMUYECKOTO KadyecTBa KPUNTOrPaMMBI, mMoiydeHHOl B pexume CFB ¢ mpomyckom
oOsoxo0B 1 ucnoip3zoBauueM [ TIKII.
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BriBoabI

OTMeTHM OCHOBHBIE PE3YJIbTAThl IPOBEICHHBIX HCCIIeN0BaHu. B cTaThe mpeiokeHbl
HOBBIC PEXHUMBI MUGPOBAHUS: C TPONYCKOM OJIOKOB, a TaKXKe C MPOIMYCKOM OJIOKOB U
UCIIOJIb30BAaHUEM TeHepaTopa  IICEBIOCIYYalHBIX  KIIIOUEBBIX  IOCIEOBATEIHHOCTEH.
[IpuMeHeHHEe MJAaHHBIX PEKUMOB MU(POBAHHS TMO3BOJSICT YMEHBIIUTh KOJIUYECTBO
NPUMEHSIEMbIX B MpOrpamMMme omnepauuid MmUQppoBaHUS MaHHBIX C MOMOUIbIO OJIIOYHOTO
CUMMETPUYHOTO MHU(pa, YTO SBISETCS OCOOCHHO AaKTYaJIbHBIM JJIsi HCIOJIB30BAaHUS B
MPUIOKEHUAX, PabOTAIOIIKUX Ha TPeOOBATEIbHBIX K BBIYUCIUTENBHBIM U JHEPreTUYECKUM
pecypcam mnatdopmax. llpu 3TOM TPEANOYTHTENHHBIM SBISICTCS BBIOOP pEXKUMA C
IPOMYCKOM OJIOKOB M HUCIHOJIB30BaHHMEM TeHepaTopa IICEBAOCIYYalHBIX KIIHOYEBBIX
IIOCJIEI0BATEIbHOCTEN.

Jns  nOpeasioKeHHbIX — peXHMMOB  IUGPOBAHMS  BBIYUCIECHBI  HapaMeTphl,
o0ecreunBarOINe BBICOKUN YPOBEHb CTOXAaCTUYECKOTO KadyecTBa KPUITOTPAMM TIpU
ONTUMAJIBFHOM YPOBHE SKOHOMHUHU IMPHUMEHSEMBIX B IporpamMme ornepanuil mudpoBaHUs
JAHHBIX C IMOMOINBI0 OJIOYHOTO cMMMeTpuyHOro mmdpa. Tak, s pexuMa mudpoBaHus C
MPOIMYCKOM OJIOKOB KOJMYECTBO COKOHOMIICHHBIX omepanuil mudpoBaHUs NaHHBIX C
MOMOIIbI0 OJIOYHOTO cuMMeTpudHOoro mudpa cocrasiusier ~4% u 50% nmns pexuma c
nporyckoM 0510k0oB U ucnonb3zoBanuem [ TIKIL.

Uwucno ypoBHeH 3amuThl MHGOPMAIIMU B Cllydae NPUMEHEHHUS PEKUMa C IPOITYCKOM
6nokoB u wucnons3oBanueM I[TIKIT cocraBmser W =2%°.2"% =2 yro s3naumrensHoO
MPEBOCXOIUT YMCIIO YPOBHEH 3aIUThI, 00€CIIeUMBAEMbIX IPYTUMH PEKUMaMU MNP POBaHUS.

[TpoBeneHHBIE B CTAaThe HWCCICAOBAHUS OPraHUYHO CTaBAT 3aJady JajbHEHIIero
MOBBILICHUSI ~ KPUNTOTpapUUecKOd  CTOMKOCTH U OBICTPOACHMCTBHS ~ I'eHEpaTOpOB
TMICEBIOCTYYAHBIX KITFOYECBBIX TIOCIEIOBATEIIBHOCTEH, B YaCTHOCTH, HA OCHOBE COBEPIICHHBIX
anredpandeckux KOHCTPYKLHUH.
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JOCJIIKEHHS PEXKUMIB HIN®PYBAHHS 3 TPOITYCKOM BJIOKIB
A.B. Coxkomnos, A.O. Kopx

Opecpkuil HalllOHATHHAHN TONITEXHIYHUN YHIBEPCUTET,
npocrr. [lleBuenka, 1, Omeca, 65044, Ykpaina; e-mail: radiosquid@gmail.com

BnokoBi cuMerpudHi OIH(PH € HEBiA'€MHOIO YaCTHHOIO OYIb-sIKOi Cy4acHOT KOMIUIEKCHOT
CHUCTEeMH 3axuCTy iHpopmanii. CrOrogHi yBara ZOCIITHHUKIB 30cepepkeHa Ha MiIBHIICHHI
e(eKTUBHOCTI 1 IUBUAKOMIT OJOKOBUX CHMETpUYHHMX WIH(pPiB, mHpore, SK MOKa3ye
NpaKTHYHUH JOCBIJ peanizalil pealbHUX CHCTeM MHM(PYBaHHS JaHUX, BEJIMKE 3HAYCHHS
JUIsl 3a0e3le4eHHs] BUCOKOI KpunrorpadivyHoi CTIMKOCTI 1 MIBHAKOAIl Cy4acHHX CHCTEM
mupyBaHHs Ma€ TaKOXK PEKUM INU(PPYBaHHS, 38 JOTIOMOTOIO SKOTO 3aCTOCOBYETHCS TOU
abo iHmmMH kpunrorpadiyHUN anropuT™M. Y I CTaTTi MPOMOHYIOTHCS HOBI PEXHUMHU
mupyBaHHs: 3 NPOIYCKOM OJIOKIB, @ TakoX 3 IPOIyCKOM OJIOKIB 1 BHKOPHUCTaHHSM
TeHepaTopa IICEBJOBHIMANKOBUX KIIFOYOBHX IIOCHTIJOBHOCTEH. 3ampoIlOHOBaHI PEKUMH
mmdpyBaHHSA JO3BOJAIOTH 3a0€3MEYNTH €KOHOMII0 3aCTOCOBAaHHMX B IIPOTpaMi OIepamii
mmdpyBaHHA JaHUX 33 JOIIOMOTOI0 OJIOKOBOTO CUMETpHYHOTO mudpy. s po3pobireHnx
pexuMiB mmdpyBaHHS OOYMCIEHI MapaMeTpH, IO JO3BOJISIOTH 3a0C3MEYUTH BHCOKHUIT
PiBEHb CTOXAaCTHYHOI SKOCTi, OTPIMAHOTO HA BUXOl MHU(POTEKCTA, MO MiATBEPKYETHCS
MPOBEICHUMH TECTaMHU BIAMOBIAHO 10 HaOopy croxactmyHux TecTiB NIST. Ilpu mpomy
BCTaHOBJICHO, 110 PEXUM HIH(PYBaHHS 3 MPOIYCKOM OJIOKIB 1 BAKOPUCTaHHSM I'eHepaTopa
TICEBJIOBUITAAKOBUX KIIOYOBHX MOCIHIZOBHOCTEl 3a0e3neuye 3HA4YHE MiABHIICHHS 4YHCIa
PIBHIB 3aXHCTy 3aCTOCOBYBAaHOT'O KpPUNTONEPETBOPEHHS, a TaKOX IOKa3ye HaWKparli
pe3yabTaTH MpH MPOXODKEHHI Habopy cToxactuuHux TecTiB NIST. Po3pobieni pexxumu
mupyBaHHs € OOTPYHTOBAHUM PIIIEHHSIM JJIsl BUKOPUCTaHHS B JOAATKaX, 0 HPaLOIOTh
Ha iaTdopmax 3 0OMeXEHIMH O0OYHCITIOBATEHIMH 1 €HEPTETHIHUMH PECYPCaMH, B MEPIITy
4yepry, Ha MOOUTPHHX MPHUCTPOsiX. [Ipu mboMy HepeBaXHUM € BHOIp PEKUMY 3 IPOIYCKOM
ONOKIB 1 BUKOPHCTAHHSIM TI'CHEPAaTOpa IICEBIOBUIAJKOBHX KIIOYOBUX ITOCITIJOBHOCTEH.
BigzHaunmMo TakoX, IO MPEACTABICHI PEXUMU IMHU(PPYBAHHS MO3BOJSIOTH 00'eHATH
BOEIUHO TIEPEBAardl OJIOKOBHX CHMETPHUYHUX IMHUQPPIB i TEHEPaTOPIiB ICEBIOBUIAIKOBUX
KITFOYOBHUX TTOCIIiIOBHOCTEH.

KuarouoBi cioBa: xpunrorpadisi, pexxum mudpyBaHHs, OJIOKOBHIA CUMETPUYHUIN IIHp.

STUDY OF BLOCK SKIP ENCRYPTION MODES
A.V. Sokolov, A.O. Korzh

Odessa National Polytechnic University,
1, Shevchenko Ave., Odessa, 65044, Ukraine; e-mail: radiosquid@gmail.com

Block symmetric ciphers are an integral part of modern complex information security
systems. Today, the attention of researchers is focused on increasing the efficiency and
performance of block symmetric ciphers. However, it is shown by the practical experience
of implementation of data encryption systems, that block cipher modes of operation are also
of great importance for the efficiency and performance of encryption systems. In this paper
we propose new block cipher modes of operation: with block skipping, as well as with
block skipping and the use of pseudo-random key sequence generator. The proposed block
cipher modes of operation make it possible to reduce the amount of used in the program
data encryption operations (i.e. the amount of the block symmetric cipher runs). For the
developed block cipher modes of operation, the parameters are calculated to ensure a high
level of stochastic quality of the obtained ciphertext, which is confirmed by the tests carried
out in accordance with the NIST stochastic test suite. At the same time, it was found that
the block cipher mode of operation with skipping of blocks and the use of a pseudo-random
key sequence generator, provides a significant increase in the number of information
protection levels of the applied cryptographic transformation, and also shows the best
results when passing the NIST stochastic tests suite. The developed block cipher modes of
operation are a reasonable solution for use in applications running on platforms with
limited computing and power resources, primarily on mobile platforms. In this case, it is
preferable to select a block cipher mode of operation with skipping of blocks and use of
pseudo-random key sequence generator. Note also that the presented block cipher modes of
operation allow to combine the advantages of block ciphers and generators of pseudo-
random key sequences.

Keywords: cryptography, encryption mode, block symmetric cipher.
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PA3PABOTKA KOHIIEIIIIUHA CO3JAHUS UHTEP®ENCA OIIEPATOPA
KOMIIBIOTEPHO-UHTETPUPOBAHHbIX CUCTEM YIIPABJIEHUSA
TEXHOJIOI'MYECKUMHU YCTAHOBKAMMU B COOTBETCTBHUMU C
MPUHIIATIOM CUTYAIIMOHHOM OCBEJOMJIEHHOCTH

AH.A. CTonaKeBnql, A.A. CTonakeBuy>

'Onecckas HaMOHATBHAS AKAIEMHUS CBSI3H,
yi. Kysneunasi, 14, Onecca, 65029, Ykpauna; e-mail: stopakevich@gmail.com
OJecckuii HAMOHANBHBIN MOJIUTEXHUYECKUI YHUBEPCHUTET,
npocrr. [lleBuenko, 1, Omecca, 65044, Ykpauna; e-mail: stopakevich@opu.ua

BaxxHo#t mpoOiemMoii, ompepensromeii 6e30MacHOCTh (PYHKIIMOHUPOBAHUS COBPEMEHHOTO
ABTOMATH3HPOBAHHOTO MIPOM3BOJICTBA HA OCHOBE KOMITBIOTEPHO-UHTETPUPOBAHHBIX CHCTEM
YIpaBJICHUS TEXHOJIOTHICCKIMH YCTAHOBKAMH, SIBIICTCS YUET MCUXOJIOTHYSCKUX aCTIEKTOB
BOCTIPUSATHS KOMIIBIOTEPHBIX nHTEepQeiicoB YeIIOBEKOM-0IepaTOPOM
ABTOMATH3MPOBAHHOTO TEXHOJIOTHYECKOTo IMpolecca. bBoNBUIMHCTBO —pa3paboTaHHbBIX
KOMITBIOTEPHBIX HMHTEp(ENCOB Uil ONepaTopoB CO3JaHbl B COOTBETCTBHU C HJeeH
NPEJIOCTABJICHUST MaKCUMAaJbHOTO KOJMYECTBA HWH(POPMAIMM O TEXHOJOTMYECKOM
npouecce. Ho, 3Ta uaes NpoTHBOPEYHT OCHOBAM WHXKEHEPHOW IICHXOJIOTHH, KOTOpas
aKI[CHTUPYET BHHMaHUC pa3pabOTYMKOB HAa OCOOCHHOCTH BOCHPHUATHS HH(OpMAIHH
genmoBekoM. C OJHOH CTOPOHBI, B CHTYyallMH CTpecca, CBSI3aHHOTO C aBapHHHOCTHIO U
OTAaCHOCTBIO TPOU3BOJICTBA, OIEPATOp HE CHOCOOCH MPOaHAIM3MPOBATH OONBIION 00BEM
nHpOpPMAIUU UIsI TPHHATHS BepHOro pemeHus. C Apyrodl CTOPOHBI, IITUTEIHHOE
HaOJIOICHUE 32 MaJIO M3MCHSAIONMMCS HaOOpOM TaHHBIX O COCTOSIHUH TEXHOJIOTHYECKOTO
mporiecca TIPUBOIUT K JEKOHICHTPAIIMA BHHUMAHHS OIEpaTopa, 4To, B CBOKO OdYepelb,
YBEIMYMBACT BEPOATHOCT HEBEPHOTO pEIICHHS B HEIITAaTHOH, aBapuUAHON WIIH
npenaBapuitHol cutyauuu. s GOpbOBI ¢ STHMH SIBICHHUSMH IpEUIaraeTcsi CileoBaTh
NPUHLIMIAM ~ CUTYallMOHHOM  OCBEJOMJICHHOCTH IIPH  CO3JaHHHM  KOMIIBIOTEPHBIX
unrepdeiicoB. KoHuenus MCrnoab30BaHHUs YKa3aHHOTO MNPUHIHUIA NPU CO3/aHUU Psaa
nHTep(deiicOB KOMIBIOTEPHO-MHTETPUPOBAHHON CUCTEMBI YIPaBIICHUsI PEKTH()UKAIIMOHHON
YCTaHOBKOM MpPOM3BOJCTBA CIHUpTa pa3paboTaHa B cTaThe. Ha OCHOBE pe3ysbTaToB
MOJICIMPOBAHMSI HEOOXOAMMOI JIESATENbHOCTH OlepaTopa B aBapHMHBIX CUTYyalUsIX
pa3paboTaH MHOTOYPOBHEBBIN Trpadudeckuil WHTepdeiic onepaTopa peKTHPUKAIMOHHOMN
YCTaHOBKH, KOTOPBIH OTBEYAET HE TOJIHKO NMPUHIIUIIAM CHTYallMOHHOW OCBEIOMIICHHOCTH,
HO W COBPEMEHHBIM TPeOOBaHUAM B OOJIACTH APTOHOMHKH KOMITBIOTEPHBIX MHTEpdEncoB,
9TO TMO3BONsieT ero peamm3oBaTh B moboir SCADA-cucteMe, Kak C MOIIEPIKKOM
CEHCOPHOTO JKpaHa, TaK M 0e3 TaKoil MOoJIePIKKH.

KuoueBbie ciioBa: CUTyallnOHHAs OCBEOMIIEHHOCTh, YeJIOBEKO-MAIIMHHBIN HHTEpQEIiC,
0€3011aCHOCTh TEXHOJOTHYECKOT0 MPOoIecca.

BBeaenue

Nmeronecss METOIMKM M CTAaHAAPTHI, PErVIaMEHTUPYIOLIUE pPa3jIM4YHbIE aCIEKTHI
pa3paboTku MHTEp(ENCOoB KOMIBbIOTEPHO-UHTErpUpOBaHHbIX cucteM ymnpasieHus (KHUCY)
TEXHOJOTMYECKMMHM IIPOLECCAMM, B 3HAUYUTEIBHOW MEpE YCTapeiaud HE TOJIbKO BBHUAY
3HAYUTENILHOTO Iporpecca B 00JIaCTH BO3MOXKHOCTEH TEXHUYECKUX CPEICTB OTOOpPaXKEHHS
uHpOpMallMKM, HO ¥ B BUAY BBEICHHBIX B cdepy Npo(hecCHOHAIBHOTO PacCMOTPEHUS
COBPEMEHHBIX KOHILIEMIHUH MPo0IeMHO-OpUEHTHPOBAHHOIO MOAX0a K pa3paboTKe UeI0BEKO-
MalMHHOTO MHTepdeiica [1] u cuTyallMOHHON oOcBemoMIIeHHOCTH omeparopa [2]. MMenHo
UCIIOJIb30BaHUE ATUX KOHLEMIUI MO3BOJISIET KA4eCTBEHHO U 0e3aBapUilHO BecTH
COBPEMEHHBIE TEXHOJIOTHYECKHUE MPOLIECCHl. B TO ke BpeMs, aHaau3 BHEAPEHHBIX B CUCTEMBbI
yIpaBieHUs, HalpUMep, PEeKTU(PUKAIMOHHBIMM YCTaHOBKAMU CHHPTOBOTO IPOU3BOJICTBA,
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YeJI0BEKO-MAllIMHHBIX ~MHTEep(eiicoB mokasbiBaeT [3], uYTOo uX pa3paboTka BeIeTCS
TPaIUITMOHHO, 0€3 HAyYHOT0 0OOCHOBAHUS, U, COOTBETCTBEHHO, IMOJIYyUeHO PO(eCcCHOHATBEHO
HEYJIOBJICTBOPUTEIIBHOE KAaueCTBO HWHTEPPECcOB, XOTS I HENnpo(ecCHOHATOB TaKHe
uHTEp(EChl BBIMISIAT IPUBIIEKATEIbHBIMU.

B kauectBe mpoToTMNA JUIS Pa3BUTHS MPEAJIOKESHHOTO IMOAXO0Ja K PEHICHUIO 3aJadu
BbIOpan MexayHapoanbiii cranmapt ANSI/ISA-101.01-2015. Ha ocHOBe ajanTHPOBAaHHOTO
NPUMEHEHHUS pPEKOMEHJAIMi 3TOro CTaHgapTa pa3pabdoTaH MpHUMEpP COBPEMEHHOTO
unrepdeiica oneparopa KNMCY pektudukaninoHHOW YCTaHOBKHM CHHUPTOBOI'O MPOU3BOICTBA.
OTMeTHM, YTO KOPPEKTHO pa3paboTaHHBIA HHTEpQEic BiedeT 3a CcOOOW IMOBHIINICHUE
OKCIUTYyaTal[MOHHBIX ~ XapaKTepUCTUK  CUCTEMBbI yIpaBJIeHHUS, oTpaxkaercs Ha
MIPOU3BOIUTEIILHOCTH U KAa4eCTBE MPOJYKIIUH, BIMSCT Ha CHIDKCHHE OIMMOOK Omeparopa B
XO0Jle YNpaBJIEHUS TEXHOJOTHYECKHMM IMPOLECCOM M IOMOraeT He JOMYyCTHTh aBapuu,
0c0OEHHO Ha TaKOM B3PBIBO - MTOKAaPOOIIACHOM IPOU3BOJICTBE, KaK CIIUPTOBOE.

VYopouieHHast CTpYKTypHas cXema TUIIOBOM TPEXKOJIOHHOM YCTAaHOBKM KOCBEHHOT'O
neiictBus npuBeneHa Ha pucyHke 1. C gertansiMu TEXHOJIOIMYECKOIO IIpolecca U €ro
aBTOMaTH3allMK MOYKHO O3HaKOMHUTHCS B paborax [4, 8].

HenacTtepnzoBaHHbIN CIEPT

v |

50% O4YHUIICHHBIA OT Crupr-
bpasxka Bpaxuas | 2TaHON Omopa- | pycmmx cmpros | PEKTHON- | pexrndukar
—_——P . -
> [UOHHAs > KalMOHHAs
KOJIOHHA 5 STaHoT
KOJIOHHA KOJIOHHA
Bapna Ddupo-anpaeruHas Jrorepuast CuBy1iHbie
(bpakuus BO/A Macia

Puc. 1. [lpuHuunuanbpHas cxema TEXHOJIOTUYECKON YCTaHOBKU

VYcraHoBKa TPOU3ZBOAMT CHUPT-PEKTUPHUKAT, COOTBETCTBYOIMI TpeboBanusm JICTY
110 KOHUEHTPAIUU U COCTaBy. B Kakayro TapenbuaTyro KOJOHHY MOJAETCS Map U MPOUCXOJUT
TEIJIO- U MacCOOOMEHHBIN Tmporecc. BepxHuUN MNpOAYKT KakIOW KOJOHHBI OXJIaKIaeTCs
BOJIOM.

OcHoBubIME QyHKIMsAME orniepaTopa KUCY ycraHoBKkuU sSBISIOTCSA:

BEJICHNE TEXHOJIOTMYECKOT0 MPOLECcca B COOTBETCTBUU C UHCTPYKLMSIMU;
MpeAYNpeXICHUE U YCTPAaHEHUE OTKJIOHEHHUSI MpoIlecca OT 3aJaHHOI0 PEXUMa,;
aHanu3 (aKkTOPOB, BIUAIOIIUX HA X0 MpoIlecca U Ka4ecTBO MPOAYKIINH;
pPEryIMpoBKa MO/IaYU U BEJICHUE yU€Ta PacXo/10B Napa 1 BOJIbI,

peryaupoBKa MPOU3BOIUTEIHLHOCTH YCTAHOBKH C YU€TOM HOPM PacXo/ia ChIPhs;
OCYIIECTBJIEHUE TTyCKa, BEIBOJIA YCTAHOBKH Ha PEKUM, OCTAHOBKU YCTAaHOBKH;
nepeKIIoueHre padoTaroliero o0opy10BaHus Ha pe3epBHOE NMPU HEOOXOAUMOCTH;
KOHTPOJIb COCTOSIHUSI 000PY/I0OBaHUs, BBISIBIICHUE HETIONAI0K W aBapHid.

Bo Bpemsi paGoTwl omepaTop TOABEPKEH psAIy OTBICKAOmMUX ¢GakTopoB. Takumu
(dakTopaMu, HaIPUMEDP, SIBISIFOTCS TOCTOPOHHSSI PEeUb, IIIYMbI Ha MIPOU3BOJICTBE, TEMIIEpaTypa
1 T.11. OmepaTop MOKET BOBpEeMsI HE 3aMETUTh aBapUMHYIO CUTYAIMIO MIOTOMY, YTO JOBOJBHO
JUIMTEIIbHOE BPEMsI Ha €r0 MOHUTOPE HE U3MEHSIACh KapTUHA. DTO MPUBOAMUT K CBOETO poja
«TOPMOKEHHIO» PEAKI[UU Ha U3MEHEHHUE.

OcHoBHAA YaCTh

3anayeil pabOTHl SBISETCS CO3/JaHHE KOMIUIEKCa MPOOJIEeMHO-OPUEHTHPOBAHHBIX
unTepdeiicon oneparopa KUCY mo Moaenu cuTyarmoHHON OCBEAOMIIGHHOCTH DHciu [2, 5].
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CuTyaniioHHasi OCBEIOMJICHHOCTh JOCTHTAeTcs TOrJa, KOrJa OmepaTop CHOCOOeH ¢
NOMOIUIbI0 HHTepdeiica 6e3 MOMOTHUTENBHBIX ONEepaluii OLUEHUTh MPOILIOe, TEKyIlee M
Oynymiee (XoTsi-ObI METOJIOM JKCTPANoOJIALIMKM) COCTOSIHUE TIpollecca U BBIOJIHUTH
MPElyCMOTPEHHBIE ONEPALIUU.

Hcnonp3yst cymiecTBYIONMEe peKOMEH AWK, MpeacTaBIeHHble B crangaprax ISA 101,
ISO 9241, 1SO 13407, moxHO CcOPMYIHPOBATH CIACAYIOIMINUE MPUHIUIBI TTOCTPOCHUS
UHTEpQEICOoB:

® UCIOJB30BaHUE KaK MOKHO MEHbILIEH I[BETOBON MAIUTPHI;

I[BET JIOJDKEH HECTU B ce0e CMBICIOBYIO HArpy3KYy;

HE MCIIOJIb30BaTh [[BETOBBIC I'PAIUCHTHI;

JIETEPMUHUPOBAHHOCTD U YHU(DHUKAIUS WHAUKAIIMHA TUTIOBBIX 3JIEMEHTOB;
0TOOpaXeHHE HEOOBIIIOr0 KOJIMYECTBA MAPAMETPOB, WIH UX TPYIITUPOBKA;
oToOpaKeHHE AOMYCTUMBIX IPAHUI] OTKIIOHEHHUS TapaMeTPOB;
uepapxuueckas OpraHu3alys SKPaHoB.

Kputepuem »sddextuBHOCTH pa3paboTku  uHTepdeiica SABISETCA  JTOCTHIKCHHE
MaKCHMaJbHOW CHUTYallMOHHOM OCBEJOMJIEHHOCTM omeparopa [2,5] npu Hanuuuu
(GYHKIIMOHAJIBHBIX BO3MOXKHOCTEH BO3JIEHCTBUSL Ha XOJ TEXHOJOTHYECKOro Ipolecca B
HIMPOKOM CIIEKTPE MPEANOoIaraeMbIX CUTYaIHH.

Hcxons w3 aHanmsa MHCTPYKIMK MO BEACHUIO MpOIecca U MOJACTUPOBaHUS JIEHCTBUIN
orepaTopa copmyIrpyeM TpeOOBaHUS K COACP)KHUMOMY SKpaHOB Kaxkmoro ypoBHs (L1, L2,
L3) u cmucok 3amad, KOTOpbIC JOJDKEH BBINOJHATH Omeparop. Pe3yibraThl aHaImM3a
IpUBEEHbI B Tabnuue 1.

Tabauna 1.
Hepapxus 3KpaHOB OIlepaTopa yCTaHOBKU
Tun Conepxumoe 3anava
1. OcHoBHBIE IOKA3aTeNN MPOU3BOJICTBA 1. Ouenuthb 3G HEKTUBHOCTD
2. O0beMm IIPOU3BEIEHHOTO cnupTa nposenenus TII.
pekThduKaTa 3a ¢ukcupoBanuble | 2. OLEHUTb COOTBETCTBHE
= BpPEMEHHBIC TIPOMEKYTKH. OCHOBHBIX MTAPaMETPOB
— &| 3. CocrosHMEe  OCHOBHBIX  MOKasareneif perJlaMeHTy.
Q
— 8 3Heprodh(PEeKTUBHOCTH. 3. OImeHHTh U CIPOTHO3HPOBATH
O| 4. CocrosHue ocHOBHBIX apameTpos TII JMHAMUKY ITPOU3BOICTBA.
5. CocrosiHue peryiasToposB.
6. TpeHabl MPOU3BOJUTEIBHOCTH YCTAaHOBKH
Y KOHIIEHTPAINH CITUPTa-PEKTHPHUKATA.
1. VYcnoBHoe 0603HaUEHUE YCTAHOBKH. 1. OueHka u NporHo3 NapaMeTpoB
= | 2. Temmeparypsl U JaBJICHUS B KOJOHHAX. arperaros.
~ % 3. Pacxoxpl mapa, OpaxkH. 2. OO00O01IeHHBIH aHAIN3 KayecTBa
=| 4. TpeHIBI KOHICHTPALMH U peryIupoBaHHS
o MIPOU3BOIUTENILHOCTH T10 3TAHOTY. 3. Jlokanu3amus MecTa.
5. Temmepatypbl BOABI U Tapa. MIPEBBIIICHUS TAPAMETPOB.
w=| 1. 3amanus. 1. Usmeneuwue 3agaHusl.
% 2. TlapameTpsl peryasiTopos. 2. TlepexiroueHue pexuMOB
9 = 3. Tlepexmoyarens pexxuma padOTHI. paboTHI.
& 3. Pyunoe uzmeHenue
N YIPABJICHUH.
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PaccmoTpuM, HAackolbKO HEJaBHO pa3paboTaHHbIE HWHTEP(ENCHI, yIOBIETBOPSIOT
NePEYNCICHHBIM BBIIIE IPHHIUIIAM Ha IpuMepe 0030pHOT0 SKpaHa YCTaHOBKH.

Kak MOXXHO yBUAETH, IPOAHATU3UPOBAB SKPaHbI HA PUCYHKaX 2—3, MpH pa3paboTKe X
uHTepdeiicoB ObLT TOMYIIEH P OMIHOOK:

® Ha DHKpaHaX HCHOJB3YeTCs] H30BITOYHOE KOJMYECTBO I[BETOB, HCIIOIb30BAHBI
o0beMHbIE HM300pakeHHs ammapaTroB, a, CJIEJOBaTEeIbHO, NPUCYTCTBYIOT IIBETOBBIC
I'PaJIUEHTHI,

® [[BETa HE HECYT CMBICIOBOI HArpy3KH, a CIyXaT TOJIBKO B KAYECTBE JCKOPALUH;

® BEHTHWJIM, NPHUBOJABI M JPyrHe HCIIOJHHUTEILHBIE MEXaHW3MBl HE HMEIOT EIMHOU
CHCTEMBbI MH/IUKAIINY,

® OTCYTCTBYIOT aHAJIOTOBBIE MIKAJBI UJIH TOJOCHI C OTOOPAKEHUEM JOIMYCTHMBIX HOPM
OTKJIOHEHHH, 4YTO  YCIOXHSET s  omepaTtopa  HPOTHO3UPOBAHHE  IPOTEKAHUS
TEXHOJIOTNYECKOT0 IpoLecca,;

e npu 1M(PPOBON HMHIUKAIMK IapaMETPOB OIEPaTOPy HEOOXOAMMO TIOCTOSHHO
MPOU3BOIUTh MAaTEMaTHUECKHUE M JIOTUYECKHE ONepaly JUIsi CPaBHEHMS IIOKa3aTels C
HOpPMaJIbHBIM, KOTOPBI JOJKEH ObITh W3BJIEUEH U3 IaMATH 4YellOBeKa, YTO YTOMJISET
oreparopa, 0COOCHHO €CJIM TapaMeTPOB MHOTO.

Puc. 3. Okpan qs 'l «KoznoBckuii ciupt3aBomy [6]
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DKpaH Ha pUCYHKE 4 NUIICH psga HEIOCTATKOB, OJHAKO HCIOJIh30BAHUE OOBEMHBIX
Guryp mo-npexHeMy yCI0XKHIET HAOII0ICHHUE 3a TIPOIIECCOM.

Puc. 4. Oxpan qyia cnuprosoro npoussoactsa 3A0 “PTCodt” [7]

PaccmoTpenHbIe 3KpaHbl UCTIONB3YIOT MOAX0/I, MOAEIUPYIOLINHA pa3MeleHre npuoopoB
Ha muTax npeapiaymmx nokonaeHuit ACYTIL: pucyercs MHeMocxema yCTaHOBKM U Ha Hel
oTtoOpakaroTcsi mapameTpsl B nudpoBoM Buzae. Bribop mapamerpoB s 0oTOOpa)xKeHUs
SBIISICTCSI HEOOOCHOBAaHHBIM, IIOCKOJBKY HWHTepdelic He paszpabaThIBaeTCs HCXOAS W3
IpEeBapUTENLHOIO aHaldM3a 3ajad OIepaTopa, a TOJBKO M3 aHalIM3a TEXHOJOIMYECKOI'o
perimamMeHTa W MHEMocxeMbl. Omneparop ¢ TOMOIIBIO IIBETOBOW HWHAWKALWHU Y3HAeT O
npobieme yxe Torja, Korja TeXHOJIOIMYECKH mpolecc HapylieH. Takum o0pa3oM, SKpaHsbl,
OoTOOpaKE€HHBIE Ha pHUCYHKaX 2—4, HE COOTBETCTBYIOT TpPEOOBAaHUSAM CHUTYallMOHHOM
OCBEJIOMJICHHOCTH.

CornacHo ISA 101, Bce TumoBble 31I€MEHTHI JOJKHBI OBITH JAETEPMHUHHMPOBAHBI M
BBIJIEpKaHbI B €IMHOM IIPE/ICTaBIECHUH Ha BCEeX dKpaHax. Mcxoas u3 pekoMeHaauil JaHHOTo
CTaH/apTa, MpeIIoKeH Ha0bop TUMOBBIX 3JIEMEHTOB, IPUBEIECHHBIN Ha PUCYHKE 5.

— - - RPRAZ ==
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Puc. 5. TunoBbie sneMeHTH MHTEp(dEHCOB: a — TPYNNHPOBKA; O — aHAJOroBas IIKaia
OTKJIOHEHUS; B — IU(POBOE OTOOpakeHWe mapamerpa: (POH MPHUBBIYHBIA I TEXHOJIOTa,
eIMHUIIA M3MEpPEHHs] M3BECTHa M OTOOpa)kaeTCsi MOYTH HE3aMETHOW; I' — WHJIWKATOPHI
COCTOSIHMS TIOKa3aTelns; A — TPEHJA C yKa3aHWeM 30H OTKJIOHEHHS, € — CBsA3b (Hampumep,
perynsTopa ¢ BEHTUJIIEM U MECTOM 0TOOpa CUrHajIa)

Onupasicb Ha oOmpeneleHHBId B pa0oTe MyTh peUIeHHs 3aJayd, ObUIM pa3pabOTaHbI
SKpaHbl TPEX YPOBHEM.

Buemnuii BuA s5kpaHa nepBOoro YpoBHS MPHU TEXHOJOTHUUECKOW CUTYALMH MPEBBIICHUS
JIABJICHUS B TIEPBOM KOJIOHHE H300pakeH Ha PUCYHKE 6.
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Puc. 6. Dxpan nepBoro ypoBHs

Ha skpane cpa3y BUAHBI OCHOBHBIC IIOKa3aTe€lId IIPOU3BOJCTBA M MX JUHAMHKA B
3a/IaHHBIA BPEMEHHOM NPOMEXYTOK. TakKe OHM IpUBEIEHBbI B BUAE TpeHIoB. [Iokazarenun
CBIPBSI BAJKHBI, IIOCKOJIBKY UX JOJTOBPEMEHHOE OTKJIOHEHUE NpUBEAET HapyleHuto xona TII
[4,9]. ®nermoBoe umcno M pacxol HEMACTEPU30BAHHOIO CIUPTA — TPSIMBIE ITOKAa3aTelH
3¢ deKTUBHOCTH TMpoleccoB pasnenenus. OT pacxoja mapa U BOAbI 3aBUCUT ce0ECTOMMOCTD
IIPOM3BOJICTBA, KOTOPYIO Lesecoo0pa3HO OTOOpaxaTb B BUAE TpeHJAa. B 3amaHHOM Mecrte
(cHU3Yy »SKpaHa WM Ha OTIEJIBHOM MOHMTOpE) IOJDKHBI OTOOpakaTbCsi COOOIIECHUS,
CBSI3aHHBIE C BO3HUKHOBEHUEM IpeJaBapuUiHBIX M aBApUHHBIX CHUTyallud (Ha 3KpaHax
YCIIOBHO HE IMoKa3aHbl). [Ipy mosiBieHun cooOIIeHUs onepaTop JIOJKEH €ro MOATBEPAUTh U
IIEPEMECTUTh BHUMAHUE HA IPyTUe DKPaHBI.

IepBblif 5KkpaH BTOPOro ypoBHS, pelHa3HAYEHHBIN AJ1s HAaOII0IeHUS P HOPMaTbHOM
XO07ie Impoliecca, U300paxkeH Ha PUCYHKE /.
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Puc. 7. OcHOBHOI1 5KpaH BTOPOTO YPOBHSA
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Ha pucyHke mnokazaHa TEXHOJIOTMYECKAass CUTyallMs NaJACHUsS YPOBHS BOABI IS
OXJIaX/I€HUS MPOYKTOB KOJOHH B HAKOIIUTEIHLHOM OaKe HYKE TOMYyCTUMOH 30Hbl. BHUMaHue
oreparopa NPUBJIEKAECTCS TMOSBISAIOMIMMCS HHIMKATOPOM M cooOIIeHueM (He IOKa3aHo,
HOSABIsETCA CHU3Y 3KpaHa). MHpopManuu Ha 1Moka3aHHOM NEPBUYHOM IKPaHE JOCTATOYHO
JUIE HOPMAJIBHOTO HAONIONEHUs, HO YHCJIO MapaMeTpOB CBEIEHO K MHUHHMYMY, 4TOOBI HE
yTOMIIATH oreparopa. [IpuBnedeHre BHUMaHUA K HapyIIEHUIO IapaMEeTPOB ChIPbs, IPOIYKTa,
paboThl PEryisiTOpoB, OTKa3y 00OpPYyIOBaHMS U T.I. IPOU3BOJUTCS C MOMOUIbIO aBAPUIHBIX
cooOlIeHni (BHU3Y 35KpaHa WJIM Ha OTAEIbHOM MOHMTOpPE) M LIBETOBOM CHUTHAIU3ALMH,
MPUBSA3AHHON K MHEMOCXeMe (puc. 5r).

Ha pucyHke 8 moka3aH JOIOJHHUTEIbHBIN 3KpaH BTOPOrO YpOBHS, IPEIHA3HAYCHHBIHI
JUis paboOThl TPH HECTAHJAPTHBIX TEXHOJOTMYECKMX CHUTyauusx. Jlokammsamusi mecta
HapyleHUs Ipolecca peKTH(PUKALMU MPOBOAUTCS IO JBYM IIapaMeTpaM: TemIeparype U
nasiieHuio. OToOpaxeHne TeMnepaTypHoro npoduist mo KOJIOHHAM, JIaBJICHUS Bepxa U HU3a
KOJIOHH U OCHOBHBIX IOKa3aTeJell MaTepHalbHOIO M HHEPreTHUEcKOoro OajaHca YyCTaHOBKU
NO3BOJIAET JIOKAJU30BaThb MECTO HapyumeHus. Hampumep, BHe3anmHoe HapylleHUue
TEeMIIepaTypHOro NpoQuiis Npy NOCTOSHHOM COCTABE ChIPbs Yallle BCETO0 TOBOPUT O HATMYUHU
MCIIOPYEHHBIX TapesoK; U3MEHEHUE Mepenaaa JaBJIeHUs — O 3aCOPEHUU KOJIOHHBI U T.1. Tak,
Ha PUCYHKE IOKa3aHa TEXHOJOTHMYECKas CUTyallUs OTKJIOHEHHE TeMIIEpaTypHOro MpoQuiis
NEepBOM KOJIOHHBI, BHUMAaHHE K KOTOPOM IIPUBJIIEKAETCS NPEAYNPEAUTEIbHON (KEITOMN)

CUTHAIA3aIAEN.
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Puc. 8. JlonoaHAUTENBHBIA SKpaH BTOPOTO YPOBHS

Ha pucynke 9 nokasaHn 5kpaH TPETbEro YpOBHS ISl TOCTEIHEN KOJIOHHBI.

OTOT 3KpaH NpeJHa3HAa4YeH A M3MEHEHMs 3aJaHuil peryisaropoB (SP) u mepeBona
PErylaTOpoB B PY4YHOM pexXHUM MpU HUX HEHOpMadbHOM pabore. PyuHoe ympaBieHue
NPOBOJUTCS BBEJACHUEM 3HAYEHHUsS IMPOLEHTa OTKPBITHS perynupytomiero oprasa (OV) nHa
OCHOBAHHWH TEKYIEro 3HAYEHUs yrpaBisieMoil nepemeHHoN (PV) ¢ MOMOIIBIO CTPENOK WITH
TEKCTOBOTO BBOJA. B cilyuae TeKCTOBOrO BBOJA M 3HAYUTENHHOIO M3MEHEHUs 3HaueHus: OV
JTOJI’KHO MTPOBOAMUTHCS MOJTBEPKJIEHUE ONEPalMy ¢ TTOMOIIBIO BCIUIBIBAIOIIETO 1HaI0rOBOIO
okHa. Ha pucynke oToOpakeHa TEXHOJOTMUYECKasi CUTYAIHsi — PEryasTop He CIpPaBUIICS CO
cTtabunu3anuel TemrepaTypbl KOHTPOJIbHOM Tapenku. OmepaTop OTKIIOUWI PEryJsTop U
3az1an 65% OTKpBITHS BEHTUIIS [1apa, YTO BEPHYJIO TapaMETP B PErVIAMEHTHYIO 30HY.
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[Ipu HapymieHun pabOTHl CUCTEMbI YIPaBICHUS PEKTU(UKATUOHHONW KOJIOHHBI MOXKET
MPOM30MTH 3axJieObIBAHWE KOJOHHBI, TOTEPs CHOUPTAa C JIIOTEPHOM BOJOH, BBIXOJ
HEKAYeCTBEHHOT0 Tpoaykra [6]. [lms obOecriedeHus BO3MOXHOCTH HCIPABUTH CHTYAIHIO
MocJiie OTKJIIOYEHMsI PETYJISTOPOB Jid OIeparopa MpelycMOTpeHa (YHKIUS OTKPBITHS U
3aKPBITHSL IPOAYKTOBBIX IIOTOKOB, KOTOPBIE HE 3a/1eiCTBOBAHBI IIPU PEryJIUPOBAHUN.
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Puc. 9. Dxpan TpeTbero ypoBHs

BriBoabI

PazpaGoran moaxon k cosnaHuto wuHTepdeiica omepatopa KHUCY Ha npumepe
yIpaBieHus: peKTU(UKAIIMOHHON YCTaHOBKOM CHUPTOBOTO Ipou3BojcTBa. [lonxon ocHoBaH
Ha UCIMOJIb30BAaHUM KOHLENIMM CUTYallMOHHOM OCBEIOMIIEHHOCTH. Pa3paboTaHbl mpuMepbl
9KpaHOB TPEX YPOBHEH UEIOBEKO — MAITMHHOTO UHTEpPeiica, KOTOPBIE BKIIIOYAIOT:

® T[EepBBI YPOBEHb, 0030PHBII SKpaH TEXHOJIOTHYECKOH YCTaHOBKH;

® BTOpPOH ypOBEHb, TMEPBUYHBIA HKpaH, KOTOpbIH OTOOpakaeT COCTOSIHHME
TEXHOJIOTHYECKOT0 Mpoliecca B YCTaHOBKE 0€3 CpeslCcTB BO3JEMCTBUSA Ha XOJ Ipolecca U
IpeAHa3HAYeH Ul NPUBJICYEHUS BHHMAHMS OIEpaTOpa K CUTYallMH BBIXOJA IapaMETpOB
Ipoliecca 3a periiaMeHTHbBIE HOPMBI,

® BTOPOU YPOBEHB, JOMOIHUTENIBHBINA IKPaH, KOTOPBIN MO3BOJISET TOUHO JIOKAIN30BaTh
po06JieMy, BBISIBICHHYIO Ha IEPBUYHOM IKPAHE;

® TPETUH ypOBEHb, NPEJHA3HAYEHHBIN 11 KOPPEKTUPOBKU XOJAa TEXHOJIOIMYECKOTO
Ipolrecca ¢ MOMOIIbI0 U3MEHEHUS 3aJaHUN PETYJIATOPaM UIIM PYYHOT'O YIIPABIICHMUS.

Hcnonp3oBaHue  NPUBEACHHOIO  MOAXOJA  PEKOMEHAyeTcs  uid  pa3paboTKu
COBPEMEHHBIX ueloBeKo-MamMHHBIX HHTepdeiicoB B ACYTII pa3nuuHbIX TEXHOIOTMYECKHX
IIPOLIECCOB.
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PO3POBKA KOHIIEIIIi CTBOPEHHSI IHTEP®ENCY OIIEPATOPA
KOMIT'IOTEPHO-IHTETPOBAHUX CUCTEM YIIPABJIIHHSI
TEXHOJIOTTYHUMHU YCTAHOBKAMM BIIITOBIIHO 10 NPUHLUITY
CUTYALIMHOI OBI3HAHOCTI

A.O. Cronakesnu®, O.A. Cronakesuy®

'Onecpka HanionanbHa akageMis 3B'SI3KY,
Byn. Ky3ueuna, 14, Oneca, 65029, Vkpaina; e-mail: stopakevich@gmail.com
ZOI[€CLKHﬁ HaIliOHALHUH MONITEXHIYHUI YHIBEpCHUTET,
npocr. llleBuenka, 1, Oneca, 65044, Ykpaina; e-mail: stopakevich@opu.ua

BaxmBoro  mpobnmemoro, ska BH3Ha4Yae Oe3neky (YHKIIOHYBaHHS  CY4YacHOTO
aBTOMATH30BaHOTO BHPOOHWNITBA Ha OCHOBI KOMIT'IOTEPHO-IHTETPOBAHUX CHCTEM
YIPaBIiHHS TEXHOJOTIYHHMH YCTAaHOBKAMH, € BpaxyBaHHS IICUXOJIOTIYHHMX acIleKTiB
CHPUMHSATTS KOMITIOTEPHUX 1HTep(eiCiB  JIFOIUHOI0-0TIEPATOPOM aBTOMATH30BAHOTO
TEXHOJIOTIYHOTO Tpolecy. binbuiicTh po3poOiieHHX KOMIT'IOTEpHUX iHTepdeiciB s
OrepaTopiB CTBOPEHI BIAMOBIMHO 70 ifel HaJaHHS MaKCUMAIbHOI KUIBKOCTI iH(popmarii
PO TEXHOJIOTIYHUI Tpolec. Alle, 1sl i7ies CynepeunTb OCHOBAaM IHXXEHEPHOI ICUXOJIOTii,
sIKa aKLEHTYe yBary po3pOOHHMKIB Ha OCOOJIMBOCTI CHIpUHHATTS iH(opmauii nroxuHo0. 3
omHOTO OOKY, B CHUTYAIIil CTpecy, MOB'I3aHOTO 3 aBapiiHICTIO i HEOE3MEKO BUPOOHHUIITBA,
oreparop He 3JaTHUH MPOaHANi3yBaTH BEIUKUI 00CsT iHpopMaii UIs MPUHHATTS BIpHOTO
pimenns. 3 iHmoro OOKy, TpHBalle CHOCTEPEXKEHHS 3a HabOpOM MJaHMX IIpO CTaH
TEXHOJIOTIYHOTO TIPOIECy, SIKHH Majlo 3MIHIOETHCS, MPU3BOIUTH JI0 ACKOHILEHTpAL] yBaru
omeparopa, OO, B CBOK 4Yepry, 30ilbIIye HMOBIPHICTH HEMPABHIBHOTO pIlICHHS B
HeITaTHOI, aBapiiiHoi abo mepexaBapiiiHol cutyaunii. st 60poTHOM 3 LUMHU SBUILAMH
MIPOTIOHYETHCS ~ CHIYBAaTH TPUHIMIIAM CHUTYyalliiHOi OO0i3HAHOCTI TpW CTBOpPEHHI
KoMI'IoTepHHuX iHTepdeliciB. KoHmeniis BUKOPHUCTAaHHS 3a3HAYEHOTO NPUHIMITY IPH
CTBOpEHHI psigy iHTepdeiciB KOMI'IOTEPHO-IHTETPOBAHOI  CHUCTEMH  YIIPAaBIiHHSI
pexTudikamiifHOl yCTAaHOBKOI BHPOOHHUIITBAa CIUPTY po3podieHa B crarri. Ha ocHOBI
pe3ynbTaTiB MOAETIOBAaHHA HEOOXiMHOI MiAIBHOCTI OmepaTropa B aBapiHUX CHTYaIlisx
po3pobnenuii  OararopiBHeBWH TpadidHmii iHTepdeiic omepaTopa pekTH(IKAIIHHOT
YCTAaHOBKH, SKHI BiJIOBiga€ HE TIIPKA NPUHIMIAM CHTYaIiifHOI 00i3HaHOCTI, a ¥
Cy4acHMM BUMOTaM B 00JacTi eproHOMIKM KOMI'IOTEpHUX iHTep(eiciB, o 103B0OIsE HOTo
peanizyBatu B Oynab-sikuii SCADA-cucTeMi, SIK 3 MIATPUMKOIO CEHCOPHOTO €KpaHy, TakK i
6e3 Takol MiATPUMKH.

Katouosi cioBa. Curyaniiina o0i3HaHICTh, JIIOAMHO-MalIMHHUE iHTEpdeiic, Oe3neka
TEXHOJIOTIYHOTO IIPOIIECy.
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DEVELOPMENT OF THE CONCEPT OF CREATION OF THE OPERATOR
INTERFACE OF COMPUTER-INTEGRATED CONTROL SYSTEMS OF
TECHNOLOGICAL PLANTS IN ACCORDANCE WITH THE PRINCIPLE OF
SITUATIONAL AWARENESS

A.O. Stopakevych', O.A. Stopakevych?

'Odessa National Academy of Telecommunications,
14, Kuznechna, Odessa, 65029, Ukraine; e-mail: stopakevich@gmail.com
Odessa National Polytechnic University,
1, Shevchenko Ave., Odessa, 65044, Ukraine; e-mail: stopakevich@opu.ua

An important problem that determines the safety of the functioning of modern automated
plants based on computer-integrated control systems for technological processes is taking
into account the psychological aspects of the perception of computer interfaces by a human
operator of an automated technological process. Most of the developed computer interfaces
for operators are created in accordance with the idea of providing the maximum amount of
information about the technological process. But this idea contradicts the foundations of
engineering psychology, which focuses the attention of developers on the peculiarities of
human perception of information. On the one hand, in a situation of stress associated with
accidents and industrial hazards, the operator is not able to analyze a large amount of
information to make the right decision. On the other hand, long-term monitoring of a
slightly changing set of data on the state of the technological process leads to
deconcentration of the operator's attention, which, in turn, increases the probability of a
wrong decision in an emergency or pre-emergency situation. To cease these phenomena, it
is proposed to follow the principles of situational awareness when creating computer
interfaces. The concept of using this principle when creating a number of interfaces of a
computer-integrated control system for a rectification plant for alcohol production is
developed in the article. Based on the results of simulating the necessary operator activities
in emergency situations, a multi-level graphical interface for the operator of the
rectification plant has been developed. The interface meets not only the principles of
situational awareness, but also modern requirements in the field of ergonomics of computer
interfaces, which makes it possible to implement it in any SCADA system, as with support
for a sensor screen, and without such support.

Keywords. Situational awareness, human-machine interface, technological process safety.
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