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 5B>48 28O2;5==O ?>@CH5=ь FV;VA=>ABV F8D@>2>W V=D>@<0FVW (F8D@>28E D>B>-, 

2V45>-, B0 0C4V>-D09;V2) 2V4V3@0NBь 206;82C @>;ь 4;O V=D>@<0FV9=>W B0 
:V15@157?5:8. %5@54 ?>@CH5=ь FV;VA=>ABV F8D@>28E 7>1@065=ь >:@5<>N 
:0B53>@VєN <>6=0 284V;8B8 ?>AB>1@>1:C ?VA;O <>6;82>W D0;ьA8DV:0FVW G5@57 
:;>=C20==O 01> D>B><>=B06. #>AB>1@>1:0 <>65 28:>=C20B8Aь @V7=8<8 
V=AB@C<5=B0<8: @>7<8BBO, ?V428I5==O @V7:>ABV, <C;ьB8?;V:0B82=89 HC< B>I>. 
 5B>48 28O2;5==O <C;ьB8?;V:0B82=>3> HC<C <0;> >A2VB;5=V C 2V4:@8B8E 
465@5;0E. ІA=Cє <5B>4, 70A=>20=89 =0 0=0;V7V :>5DVFVє=BV2 ��# <0B@8FV 
F8D@>2>3> 7>1@065==O, O:89 4>1@5 70@5:><5=4C202 A515 ?@8 715@565==V 
>1@>1;5=8E D09;V2 157 2B@0B. "4=0: 9>3> =5 1C;> ?5@52V@5=> ?@8 715@565==V C 
D>@<0BV 7 2B@0B0<8.  5B0 @>1>B8 – ?V428I5==O 5D5:B82=>ABV 28O2;5==O 
<C;ьB8?;V:0B82=>3> HC<C O: >1@>1:8 F8D@>2>3> 7>1@065==O. 
"1G8A;N20;ь=89 5:A?5@8<5=B ?@>2545=> 7 28:>@8AB0==O< 1078 V7 100 
7>1@065=ь, :>6=5 7 O:8E 1C;> ?V440=> >1@>1FV <C;ьB8?;V:0B82=8< HC<>< 7 
48A?5@AVєN 0,005 V 715@565=> 2 jpeg C O:>ABV 2V4 0 4> 100 7 :@>:>< 5. �C;> 
7=0945=> @V7=8FN <0:A8<0;ь=>3> B0 <V=V<0;ь=>3> 7=0G5==O 28A>:8E G0AB>B 
(0<?;VBC4C) 42><0 @V7=8<8 A?>A>10<8 V 287=0G5=> 420 ?>:07=8:8. �AB0=>2;5=>, 
I> B>G=VABь 28O2;5==O <C;ьB8?;V:0B82=>3> HC<C 70;568Bь 2V4 ABC?5=O 
AB8A=5==O 7 2B@0B0<8. &>G=VABь 28O2;5==O HC<C A8;ь=> 7=86CєBьAO, :>;8 
:>5DVFVє=B AB8A=5==O 2AB0=>2;5=> =86G5 70. #>:07=8: #1 ?V4E>48Bь 4;O 
28O2;5==O <C;ьB8?;V:0B82=>3> HC<C C 7>1@065==OE 7 O:VABN 2V4 98 4> 100 V 
2V4 70 4> 89, #2 – 4;O 7>1@065=ь 7 O:VABN 2V4 89 4> 97. #@>2545=V 4>A;V465==O 
4>72>;8;8 7=0G=> ?V428I8B8 5D5:B82=VABь 28O2;5==O <C;ьB8?;V:0B82=>3> 
HC<C O: ?>@CH5==O FV;VA=>ABV F8D@>2>3> 7>1@065==O. 
�?NGB2і E?B20: <C;ьB8?;V:0B82=89 HC<, 48A:@5B=5 :>A8=CA=5 ?5@5B2>@5==O, 
?>@CH5==O FV;VA=>ABV F8D@>2>3> 7>1@065==O. 

 

�EFGC.  C;ьB8?;V:0B82=89 HC< – F5 ?>AB>1@>1:0, O:0 <>65 1CB8 28:>@8AB0=0 4;O 
?@8E>20==O D0;ьA8DV:0FVW 7>1@065==O 01> ?>@CH5==O AB530=>3@0DVG=>3> 
?>2V4><;5==O. !5 702648 <C;ьB8?;V:0B82=89 HC< <>65 1CB8 ?><VB=8< 2V7C0;ь=> 
(@8A. 1), >A>1;82> O:I> 7>1@065==O 1C;> 715@565=> 7 2B@0B0<8, =0?@8:;04, C 
D>@<0BV JPEG. &><C 206;82> 7=09B8 A?>AV1, O:89 4>?><>65 287=0G8B8 =0O2=VABь 
<C;ьB8?;V:0B82=>3> HC<C C 7>1@065==V. 

 5B0 @>1>B8 – ?V428I5==O 5D5:B82=>ABV 28O2;5==O <C;ьB8?;V:0B82=>3> 
HC<C O: >1@>1:8 F8D@>2>3> 7>1@065==O. 

�;O 4>AO3=5==O ?>AB02;5=>W <5B8 ?>B@V1=> 28:>=0B8 =0ABC?=V 7040GV. 
1. �>A;V48B8 ACG0A=V <5B>48 28O2;5==O ?>AB >1@>1:8 F8D@>2>3> 
7>1@065==O ?@8 9>3> D0;ьA8DV:0FVW. 

2. "1@0B8 <5B>4 28O2;5==O <C;ьB8?;V:0B82=>3> HC<C 4;O 4>A;V465==O 
9>3> 5D5:B82=>ABV 2 C<>20E 715@565==O 7>1@065==O ?VA;O ?>AB >1@>1:8 
C D>@<0BV 7 2B@0B0<8. 
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3. �8:>=0B8 <>48DV:0FVN 0;3>@8B<C <5B>40, 27OB>3> 70 >A=>2C, B0 
@50;V7C20B8 9>3> C ?@>3@0<=><C 4>40B:C. 

4. "FV=8B8 5D5:B82=VABь <>48DV:>20=>3> 0;3>@8B<C. 
 0F5Dі0?8 F0 @5FB48. ІA=Cє 45:V;ь:0 A?>A>1V2 287=0G5==O =0O2=>ABV ?>AB>1@>1:8 
C 7>1@065==V, A5@54 O:8E – <5B>4, 70A=>20=89 =0 0=0;V7V A8=3C;O@=8E G8A5; 
<0B@8FV 7>1@065==O (28O2;5==O @>7<8BBO, HBCG=>3> ?V428I5==O @V7:>ABV) [1], V 
<5B>4, 70A=>20=89 =0 0=0;V7V :>5DVFVє=BV2 48A:@5B=>3> :>A8=CA=>3> ?5@5B2>@5==O 
(28O2;5==O @>7<8BBO, <C;ьB8?;V:0B82=>3> HC<C 2 C<>20E 715@565==O ?VA;O 
>1@>1:8 157 2B@0B) [2].  

�8A:@5B=5 :>A8=CA=5 ?5@5B2>@5==O (��#) – F5 >@B>3>=0;ь=5 
?5@5B2>@5==O, O:5 28:>@8AB>2CєBьAO, 7>:@5<0, 2 >1@>1FV A83=0;V2 B0 AB8A=5==V 7 
2B@0B0<8 V 70A=>20=5 =0 ?5@5B2>@5==V (C@’є [3]. !0 =ь><C 107CєBьAO 
=09?>?C;O@=VH89 D>@<0B AB8A:C 7 2B@0B0<8 – JPEG. #5@52030 40=>3> D>@<0BC 2 
B><C, I> 2V= 4>72>;Oє 7<5=H8B8 709<0=89 D09;>< =0 48A:C ?@>ABV@ 4;O 
715@V30==O V 9>3> ?V4B@8<CNBь <0965 CAV 3@0DVG=V ?@>3@0<8 V 251-1@0C75@8, B><C 
9>3> G0AB> 28:>@8AB>2CNBь 2 A>FV0;ь=8E <5@560E [4]. 

%B8A=5==O 7>1@065==O 2V41C20єBьAO 70 B0:8<8 :@>:0<8: 
1.  0B@8FO 7>1@065==O 4V;8BьAO =0 1;>:8 8×8. 
2. �;O :>6=>3> 1;>:0 7>1@065==O 70AB>A>2CєBьAO ��# 70 D>@<C;>N  

 
�0 4>?><>3>N D>@<C;8 ��# 74V9A=NєBьAO ?5@5EV4 7 ?@>AB>@>2>W >1;0ABV C 

G0AB>B=C. &>1B> :>65= 1;>: 7>1@065==O ?@54AB02;OєBьAO C 283;O4V <0B@8FV 8×8, 
45 725@EC 7;V20 7=0E>4OBьAO =87ь:V G0AB>B8, O:V 2V4?>2V40NBь 70 D>=>2V 5;5<5=B8 
7>1@065==O, 0 7=87C A?@020 – 28A>:V G0AB>B8, O:V 2V4?>2V40NBь 70 :>=BC@8 (@8A. 2). 

 
$8E. 1. �;>: G0AB>B=>W >1;0ABV ��# 

 

3. �;5<5=B8 1;>:V2 4V;OBь =0 <0B@8FN :20=BC20==O B0 >:@C3;NNBь 4> 
=09<5=H>3> FV;>3>. ' @57C;ьB0BV 28A>:V G0AB>B8 <>6CBь >1=C;8B8AO, B><C 
=0 :>=BC@0E <>6CBь 28=8:=CB8 0@B5D0:B8.  

4. "B@8<0=0 <0B@8FO 70?8ACєBьAO C <0A82 7V3703>< 7;V20 =0?@02> 725@EC 2=87. 
"AB0==V =C;V =5 70?8ACNBьAO, B><C <0A82 709<0є <5=H5 1VB. 

$57G?ьF0F8 F0 B13B2BD5AAO. #VA;O 4>4020==O =0 7>1@065==O <C;ьB8?;V:0B82=>3> 
HC<C 71V;ьHCєBьAO 0<?;VBC40 :>5DVFVє=BV2 28A>:8E G0AB>B ��# (@8A. 3).  5B>4 
28O2;5==O <C;ьB8?;V:0B82=>3> HC<C =0 >A=>2V :>5DVFVє=BV2 ��# ?>;O30є C B><C, 
I> 28O2;OєBьAO B0:5 ?>@>3>25 7=0G5==O, O:5 4>72>;Oє 2V4@V7=8B8 >1@>1;5=5 
7>1@065==O 2V4 =5>1@>1;5=>3>. !0 @8AC=:C 284=>, I> =5>1@>1;5=V 7>1@065==O 
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<0NBь =01030B> <5=HC 0<?;VBC4C, =V6 >1@>1;5=V. �;5 B0: O: JPEG AB8A=5==O 
2?;820є =0 28A>:V G0AB>B8, C @07V 715@565==O 2 3V@HV9 O:>ABV 0<?;VBC40 1C45 
2V4@V7=OB8AO =01030B> <5=H5 (@8A. 5), >B65, 2V4@V7=8B8 >1@>1;5=5 7>1@065==O 2V4 
=5>1@>1;5=>3> 1C45 A:;04=VH5. 

"1G8A;N20;ь=89 5:A?5@8<5=B ?@>2545=> 7 28:>@8AB0==O< 1078 V7 100 
7>1@065=ь, :>6=5 7 O:8E 1C;> ?V440=> >1@>1FV <C;ьB8?;V:0B82=8< HC<>< 7 
48A?5@AVєN 0,005 V 715@565=> 2 jpeg C O:>ABV 2V4 0 4> 100 7 :@>:>< 5. �C;> 
7=0945=> @V7=8FN <0:A8<0;ь=>3> B0 <V=V<0;ь=>3> 7=0G5==O 28A>:8E G0AB>B 
(0<?;VBC4C) 42><0 @V7=8<8 A?>A>10<8 V 287=0G5=> 420 ?>:07=8:8.  

 

 

0.  1. 
$8E. 2. #>@V2=O==O :>5DVFVє=BV2 28A>:8E G0AB>B ��# >1@>1;5=>3> V 
=5>1@>1;5=>3> 7>1@065=ь, I> 715@565=V C D>@<0BV JPEG C O:>ABV 100 (0) B0 70(1) 

 

#>:07=8: 1 – @V7=8FO <V6 =091V;ьH8< V =09<5=H8< 7=0G5==O< 
CA5@54=5=8E :>5DVFVє=BV2 28A>:8E G0AB>B 1;>:V2 <0B@8FV F8D@>2>3> 7>1@065==O 
(:V;ь:VABь CA5@54=5=8E 7=0G5=ь 4>@V2=Nє :V;ь:>ABV 1;>:V2 <0B@8FV) (@8A. 6). 

#>:07=8: 2 – @V7=8FO <V6 =091V;ьH8< V =09<5=H8< CA5@54=5=8< ?> 
<0B@8FV 7=0G5==O< 28A>:>G0AB>B=>3> :>5DVFVє=B0 7 2V4?>2V4=8<8 V=45:A0<8 
(:V;ь:VABь CA5@54=5=8E 7=0G5=ь 4>@V2=Nє 9) (@8A. 6). 

 

 

 

0.  1. 
$8E. 3 – #>@V2=O==O 7>1@065=ь 157 <C;ьB8?;V:0B82=>3> HC<C (1) V 7 
<C;ьB8?;V:0B82=8< HC<>< (2), 45 #1– 0, #2– 1. 
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�0;V 1C;> ?@>0=0;V7>20=> #1 4;O 7>1@065=ь C @V7=V9 O:>ABV. !0 3@0DV:C 
(@8A. 4) 2V4>1@065=>, O: 7<V=NNBьAO A5@54=V 7=0G5==O #>:07=8:0 1 2 70;56=>ABV 
2V4 O:>ABV 715@565==O 7>1@065==O. #> >AV 01AF8A 2V4:;045=> 7=0G5==O O:>ABV, ?> 
>AV >@48=0B – #1.  

 

 

0.  1. 
$8E.4. %5@54=V 7=0G5==O #1(0) B0 #2 (1) 4;O 7>1@065=ь C @V7=V9 O:>ABV 
 

�84=>, I> ?VA;O 45O:>3> 7=0G5==O O:>ABV 3@0DV:8 =01;86CNBьAO >48= 4> 
>4=>3>. &5 A0<5 <>65<> A?>AB5@V30B8 V 4;O #2 (@8A. 8).   

"B65, 284=>, I> ?VA;O 45O:>3> 7=0G5==O O:>ABV AB0є =5<>6;828< 

2V4@V7=8B8 ?>:07=8:8 >1@>1;5=>3> V =5>1@>1;5=>3> 7>1@065=ь. 
�:A?5@8<5=B0;ь=8< H;OE>< 1C;> 287=0G5=> ?>@>3>2V :>5DVFVє=B8 V WE 

B>G=VABь (�%%) 70 D>@<C;>N: 
ACC=(TP+TN)/(TP+TN+FP+FN), 

45 TP – VAB8==> ?>78B82=V @57C;ьB0B8; 
TN – VAB8==> =530B82=V @57C;ьB0B8; 
FP – ?><8;:8 II @>4C, B>1B> E81=> ?>78B82=V @57C;ьB0B8; 
FN – ?><8;:8 I @>4C, B>1B> E81=> =530B82=V @57C;ьB0B8. 
�C;> >B@8<0=> 3@0DV: (@8A. 9), =0 O:><C ?>@V2=NNBьAO 7=0G5==O B>G=>ABV 

#1 V #2. �84=>, I> B>G=VABь #1 @V7:> ?040є 4;O 7>1@065=ь V7 O:VABN <5=H5 70, 0 
B>G=VABь #2 ?040є 4;O 7>1@065=ь V7 O:VABN <5=H5 90. &><C ?>40;ьHV @>7@0EC=:8 
1C;8 7@>1;5=V 4;O 7>1@065=ь V7 O:VABN 2V4 70 4> 100. 

 
$8E. 5. ACC ?>@>3>28E 7=0G5=ь 4;O 7>1@065=ь C @V7=V9 O:>ABV 
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#@>0=0;V7>20=> 100 7>1@065=ь, 4;O O:8E 287=0G5=> ?>@>3>289 :>5DVFVє=B, 
O:89 <0є =091V;ьHC B>G=VABь 28O2;5==O <C;ьB8?;V:0B82=>3> HC<C. �;O 7=0G5==O 
<C;ьB8?;V:0B82=>3> HC<C 0,005 1C;8 >B@8<0=V @57C;ьB0B8, I> ?@54AB02;5=V 2 
B01;. 1. 

&01?8FO 1  
#>@>3>2V 7=0G5==O ?>:07=8:V2 ?@8 imnoise = 0.005 

/:VABь 100 95 90 85 80 75 70 

#1 16.5524 17.698 19.4205 19.923

8 

10.615 11.502 2.9000 

ACC1 0.7850 0.7950 0.7900 0.7950 0.7550 0.7700 0.6150 

#><8;:8 2 
@>4C 

0.2150 0.2050 0.2100 0.2000 0.2450 0.2300 0.3850 

#><8;:8 1 
@>4C 

0 0 0 0.0050 0 0 0 

#2 0.0180 0.0158 0.0133 0.0087 0.0092 0.0051 0.0000 

ACC2 0.7900 0.8100 0.8250 0.5950 0.5400 0.5100 0.5000 

#><8;:8 2 
@>4C 

0.2150 0.1900 0.1750 0.4100 0.4600 0.4950 0.5000 

#><8;:8 1 
@>4C 

0.0100 0.0050 0 0 0.0100 0 0 

 

 >6=0 ?>10G8B8, I> A?>G0B:C #2 7 1V;ьH>N B>G=VABN 28O2;Oє HC<, 0;5 
?VA;O 7=0G5==O O:>ABV 90 B>G=VABь #1 71V;ьHCєBьAO, 0 #2 ?040є.  >6=0 7@>18B8 
28A=>2>:, I> 4;O @V7=8E 7=0G5=ь O:>ABV :@0I5 ?V4E>48Bь @V7=89 A?>AV1 ?>HC:C 
?>:07=8:V2.  

�>5DVFVє=B #1 ?V4E>48Bь 4;O 28O2;5==O <C;ьB8?;V:0B82=>3> HC<C C 
7>1@065==OE 7 O:VABN 2V4 98 4> 100 V 2V4 70 4> 89, #2 – 4;O 7>1@065=ь 7 O:VABN 2V4 
89 4> 97. "B@8<0=V B0:V ?>@>3>2V :>5DVFVє=B8 #1: 16.5524 4;O O:>ABV 100, 17.6982 
4;O 95, 19.4205 4;O 90, 19.4205 4;O O:>ABV 85, 10.6152 4;O O:>ABV 80, 11.5025 4;O 
O:>ABV 75, 2.9 4;O O:>ABV 70. #>@>3>2V :>5DVFVє=B8 #2 4>@V2=NNBь 0.0180 4;O 
O:>ABV 100, 0.0158 4;O 95, 0.0133 4;O 90, 0.0087 4;O 85, 0.0092 4;O 80, 0.0051 4;O 
75. 

!091V;ьH0 B>G=VABь 4>AO30єBьAO ?@8 #2 4;O O:>ABV 90-95, ?@8 Fь><C 
?><8;:8 2 @>4C AB0=>2;OBь 19% V 17.5% 2V4?>2V4=>, 0 ?><8;:8 1 @>4C – 0.5% V 0% 

2V4?>2V4=>, 0 B0:>6 7 #1 4;O O:>ABV 100 V 85 ?><8;:8 2 @>4C AB0=>2;OBь 21.5% V 
20%, 0 ?><8;:8 1 @>4C – 0 V 0.5% 2V4?>2V4=> (@8A. 6). 

 
$8E.6. #>@V2=O==O B>G=>ABV ?>@>3>28E :>5DVFVє=BV2 
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�8EAB2>8. �>A;V465=> 2?;82 AB8A=5==O JPEG =0 28O2;5==O <C;ьB8?;V:0B82=>3> 
HC<C 2 7>1@065==OE <5B>4><, 70A=>20=8< =0 0=0;V7V 28A>:8E G0AB>B ��#: 4;O 
7>1@065=ь, I> 715@V30NBьAO 7 O:VABN 2V4 70 4> 100, 1C;8 >B@8<0=V ?>@>3>2V 
:>5DVFVє=B8, I> 4>72>;ONBь 2V44V;8B8 >1@>1;5=V 7>1@065==O 2V4 =5>1@>1;5=8E. 
#>@>3>2V :>5DVFVє=B8 1C;8 @>7@0E>20=V 42><0 @V7=8<8 A?>A>10<8 (#1 V #2) =0 
>A=>2V 1078 V7 100 7>1@065=ь.  

�AB0=>2;5=>, I> B>G=VABь 28O2;5==O <C;ьB8?;V:0B82=>3> HC<C 70;568Bь 
2V4 ABC?5=O AB8A=5==O 7 2B@0B0<8. &>G=VABь 28O2;5==O HC<C A8;ь=> 7=86CєBьAO, 
:>;8 :>5DVFVє=B AB8A=5==O 2AB0=>2;5=> =86G5 70.  

#>:07=8: #1 ?V4E>48Bь 4;O 28O2;5==O <C;ьB8?;V:0B82=>3> HC<C C 
7>1@065==OE 7 O:VABN 2V4 98 4> 100 V 2V4 70 4> 89, #2 – 4;O 7>1@065=ь 7 O:VABN 2V4 
89 4> 97. "B@8<0=V B0:V ?>@>3>2V :>5DVFVє=B8 #1: 16.5524 4;O O:>ABV 100, 17.6982 
4;O 95, 19.4205 4;O 90, 19.4205 4;O O:>ABV 85, 10.6152 4;O O:>ABV 80, 11.5025 4;O 
O:>ABV 75, 2.9 4;O O:>ABV 70. #>@>3>2V :>5DVFVє=B8 #2 4>@V2=NNBь 0.0180 4;O 
O:>ABV 100, 0.0158 4;O 95, 0.0133 4;O 90, 0.0087 4;O 85, 0.0092 4;O 80, 0.0051 4;O 
75.  

!091V;ьH0 B>G=VABь 4>AO30єBьAO 7 #2 4;O O:>ABV 90-95, ?@8 Fь><C ?><8;:8 
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Methods of detecting violations of the integrity of digital information (digital photo, video, and audio 
files) play an important role for information and cyber security. Among the violations of the integrity of 

digital images, post-processing after possible falsification through cloning or photomontage can be 

singled out as a separate category. Post-processing can be done with various tools: blurring, sharpening, 

multiplicative noise, etc. The methods of detecting multiplicative noise are poorly illuminated in open 

sources. There is a method based on the analysis of the DCP coefficients of the digital image matrix, 

which has proven itself well when saving processed files without loss. However, it has not been tested 

when saved in a lossy format. The purpose of the work is to increase the effectiveness of multiplicative 

noise detection as a digital image processing. The computational experiment was carried out using a 

database of 100 images, each of which was subjected to multiplicative noise processing with a variance of 

0.005 and saved in jpeg as a quality from 0 to 100 with a step of 5. The difference between the maximum 

and minimum value of high frequencies (amplitude) was found in two different ways and two indicators 

are defined. It was established that the accuracy of multiplicative noise detection depends on the degree of 

lossy compression. The accuracy of noise detection is greatly reduced when the compression ratio is set 

below 70. The P1 indicator is suitable for detecting multiplicative noise in images with quality from 98 to 

100 and from 70 to 89, P2 - for images with quality from 89 to 97. The conducted research allowed to 

significantly improve the effectiveness of detecting multiplicative noise as a violation of the integrity of a 

digital image. 
Keywords: multiplicative noise, discrete cosine transformation, violation of digital image integrity. 

 


