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?@>3@0<=>3> 70157?5G5==O, I> @>18Bь 1>B 7@CG=8< 4;O 28:>@8AB0==O. �>B 
70157?5GCє 0=0;V7 @V7=8E A:;04>28E A09BC B0 A5@25@C, =0 O:><C 2V= @>7<VI5=89, 
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>A>1;82>W 2038 2 ACG0A=><C F8D@>2><C A2VBV, >A:V;ь:8 B5E=>;>3VW 7;0<C ?>ABV9=> 
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 5B>N @>72’O70==O ?5@H>W 7040GV є 28O2;5==O ?>B5=FV9=8E ?@>1;5<8 157?5:8 
=0 @V2=V >:@5<8E ?@8AB@>W2. � A0<5, ?@>1;5<8 7 0?0@0B=8<8 :><?>=5=B0<8, 
?@>3@0<=8< 70157?5G5==O<, 4@0925@0<8, ?0BG0<8 B0 V=H8<8 0A?5:B0<8 :><?'NB5@=>W 
V=D@0AB@C:BC@8, I> 4>72>;Oє 2G0A=> 268B8 70E>4V2 4;O 28?@02;5==O ?><8;>:, 
70157?5GCNG8 =0;56=C ?@>4C:B82=VABь B0 DC=:FV>=0;ь=VABь A8AB5<8. "A:V;ь:8, 1030B> 
:><?0=V9 ?V4;O30NBь @53C;OB>@=8< 28<>30< I>4> 157?5:8, 70E8ABC ?5@A>=0;ь=8E 
40=8E, DV=0=A>2>W 72VB=>ABV B0 V=H8E 0A?5:BV2, B> 0C48B :><?'NB5@V2 4>?><030є 
2AB0=>28B8 2V4?>2V4=VABь F8< 28<>30< B0 ?V4B25@48B8, I> :><?'NB5@=0 
V=D@0AB@C:BC@0 2V4?>2V40є ?>B@V1=8< AB0=40@B0< V @53C;OFVO<.  &0:>6 0C48B 
:><?'NB5@V2 <>65 4>?><>3B8 28O28B8 70925 0?0@0B=5 B0 ?@>3@0<=5 70157?5G5==O, 
=55D5:B82=5 28:>@8AB0==O @5AC@AV2, =54Vє2V ?@>F5A8 B0 V=HV D0:B>@8, O:V ?@872>4OBь 
4> =04<V@=8E 28B@0B. �=0;V7CNG8 @57C;ьB0B8 0C48BC, <>6=0 268B8 =5 BV;ь:8 70E>48 
I>4> :V15@?57?5:8, => V 70E>48 ?> >?B8<V70FVW 70157?5G5=ь B0 7<5=H5==N 28B@0B.  
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70:>=>402G8E =>@< I>4> 4>ABC?C 4> ?@820B=>W V=D>@<0FVW. !0A;V4:8 7;0<C 
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4VO;ь=VABь B0 @5?CB0FVN :><?0=VW.  �B@0B0 4>2V@8 :>@8ABC20GV2 <>65 2?;8=CB8 =0 
;>O;ь=VABь :;Vє=BV2, 7=865==O B@0DV:C B0 2B@0BC 1V7=5AC. �@V< B>3>, 1030B> :@0W= B0 
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:>=DV45=FV9=>ABV B0 ?@820B=>ABV 40=8E :>@8ABC20GV2 =0 251-A09B0E. !528:>=0==O F8E 
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V=D>@<0FVN, :>;8 F5 ?>B@V1=>. "B@8<0==O 2AVєW V=D>@<0FVW, O:C <>6;82> >B@8<0B8 ?@> 
:><?’NB5@ 70 4>?><>3>N V=B5@D59AV2 "%, 728G09=> 709<0є =0 ?>@V2=O=> ACG0A=><C 
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2V4=>AOBьAO 4> 7=0G8<8E, =5 7<V=NNBьAO :>6=>3> 70?CA:C "%. #5@5;V: 4>A;V46C20=8E 
?0@0<5B@V2 <0є 1CB8 =525;8:89 9 >4=>7=0G=> 7@>7C<V;89 :>@8ABC20G52V ?@>3@0<8.  

�;O I5 1V;ьH>3> A?@>I5==O @>1>B8 7 ?@>3@0<>N =091V;ьH B8?>2V ?5@52V@:8 
:V15@157?5:8 A8AB5<>N <0NBь 28:>=C20B8Aь 70 70?8B><. �;O Fь>3> B@510 @50;V7C20B8 
>:@5<C DC=:FVN – 02B><0B8G=5 ?@>2545==O 0C48BC. � @57C;ьB0BV 0=0;V7C >B@8<0=0 
V=D>@<0FVO (O: ?>B>G=0 :>=DV3C@0FVO, B0: V WW 7<V=8) 0=0;V7CєBьAO 7 B>G:8 7>@C 
:V15@157?5:8. �=0;V7 707=0G0є O:V @57C;ьB0B8 ?5@52V@:8 2V4?>2V40NBь 28<>30< 
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#@>2>48BьAO >B@8<0==O B0:8E 7=0G8<8E ?0@0<5B@V2 O:: 
 0?0@0B=5 70157?5G5==O :><?’NB5@0 (BIOS, ?@>F5A>@C, ?0<’OBV, 48A:V2 B>I>); 
 >A=>2=V ?0@0<5B@8 >?5@0FV9=>W A8AB5<8 (=><5@0 71V@:8,  40B8 2AB0=>2;5==O, 

?0?:8 2AB0=>2;5==O B>I>); 
 ?5@5;V: 2AB0=>2;5=>3> ?@>3@0<=>3> 70157?5G5==O (2840;5==O, 4>4020==O, 7<V=0 

25@AVW); 
 ?5@5;V: ?@>3@0<=>3> 70157?5G5==O, O:5 70?CA:0єBьAO @07>< 7 "% B0 ?@8 2E>4V 2 

0:0C=B; 
 ?5@5;V: 2AB0=>2;5=8E >=>2;5=ь >?5@0FV9=>W A8AB5<8 ("%) Windows; 

 =0O2=VABь B0 0:B82=>ABV 1@0=4<0C5@0 Windows, 0=B82V@CAV2 Windows Defender 

B0 V=H8E >A=>2=8E 28@>1=8:V2, 0:BC0;ь=>ABV 704VO=>W 1078 40=8E 0=B82V@CAV2.  
%8AB5<0 2V4?>2V40є =0ABC?=8< :;NG>28< B5E=>;>3VG=8< 28<>30<: 

 <>6;82VABь 715@565==O ?>B>G=>3> ?5@5;V:C ?0@0<5B@V2 :><?’NB5@0 , O: 
5B0;>==C :>=DV3C@0FVN 2 ?>@B015;ь=><C B0 7@CG=><C 4;O >1@>1:8 D>@<0BV JSON; 

 <>6;82VABь ?>@V2=O==O ?>B>G=>W :>=DV3C@0FVW B0 1C4ь-O:>W 7V 715@565=8E 
:>=DV3C@0FV9 2 O:>ABV 5B0;>==>W;  

 G0A >B@8<0==O =5>1EV4=>3> ?5@5;V:C ?0@0<5B@V2  =5 ?5@528ICє 1 E2.; 
 ?@>2545==O 02B><0B8G=>3> 0C48BC 7 35=5@0FVєN 72VBC >=>2;5=ь >?5@0FV9=>W 

A8AB5<8, =0O2=>ABV B0 0:B82=>ABV 1@0=4<0C5@0 Windows, 0=B82V@CAV2 Windows Defender 

B0 V=H8E >A=>2=8E 28@>1=8:V2, 0:BC0;ь=>ABV 704VO=>W 1078 40=8E 0=B82V@CAV2.  
#@8 @>7@>1FV A8AB5<8 28:>@8AB0=V =0ABC?=V  V=AB@C<5=B8 ?@>3@0<=>W V=65=5@VW:  

 <>20 ?@>3@0<C20==O Python 3.10  2 48AB@81CB82V Anaconda; 

 1V1;V>B5:0 4;O @50;V70FVW 3@0DVG=>3> V=B5@D59AC PyTK; 

 V=B5@D59A8 "% 4;O 4>ABC?C 4> WMI [7], @5єAB@C [8] B>I>; 
 CB8;VB0 autoruns [9], @57C;ьB0B8 O:>W 28:>@8AB>2CNBьAO 4;O 30@0=B>20=>3> 

7=0E>465==O 2AVE ?@>3@0< 2 02B>70?CA:C "% (I>, ?@8 1060==V 30@0=B>20=>3> 
@57C;ьB0BC, =5 є ?@>AB>N A?@02>N); 

 B5E=>;>3VW V=B5@=0FV>=0;V70FVW ?@>3@0<8. 

#V4 G0A @>1>B8 7 A8AB5<>N 0C48B>@ <>65 715@V30B8 ?>B>G=C :>=DV3C@0FVN O: 
5B0;>==C 9 ?>@V2=N20B8 2 =0ABC?=89 @07 7<V=8 2 :><?’NB5@V 2V4=>A=> =5W. �;O 
715@565==O :>=DV3C@0FVW 2 A8AB5<V 70AB>A>20=89 7@CG=89 ?>@B015;ь=89 D>@<0B JSON. 
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 #@8:;04 ?5@52V@:8 :>=DV3C@0FVW :><?’NB5@0 ?VA;O >=>2;5==O 9>3> B5E=VG=>3> 
70157?5G5==O ?@82545=89 =0 @8A.1. 

 
 8A.1. #@8:;04 ?5@52V@:8 :>=DV3C@0FVW :><?’NB5@0 ?VA;O >=>2;5==O 9>3> B5E=VG=>3> 
70157?5G5==O  

 

#@8:;04 ?5@52V@:8 :>=DV3C@0FVW :><?’NB5@0 ?VA;O >=>2;5==O 9>3> ?@>3@0<=>3> 
70157?5G5==O ?@82545=89 =0 @8A. 2. 

 
 8A.2. #@8:;04 ?5@52V@:8 :>=DV3C@0FVW :><?’NB5@0 ?VA;O >=>2;5==O 9>3> 
?@>3@0<=>3> 70157?5G5==O 
 �;O A?@>I5==O @>1>B8 :>@8ABC20GV2, A8AB5<0 <>65 02B><0B8G=> 735=5@C20B8 
72VB 0C48BC. #@8:;04 72VBC ?@82545=> =0 @8A. 3. 
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 8A.3. #@8:;04 02B><0B8G=> 735=5@>20=>3> 72VBC  

 

#@8 ?@>2545==V 0C48BC ?@8 C<>2V, I> ?@>1;5< =5 7=0945=>, 0C48B>@ <0є 
715@53B8 ?>B>G=C :>=DV3C@0FVN 2 D09; O: 5B0;>==C, =0720 O:>3> 70 70<>2G5==O< 
<VAB8Bь <5@56525 V<’O :><?’NB5@0 B0 40BC. � =0ABC?=89 @07 0C48B>@ 265 72V@Oє 
:>=DV3C@0FVN 7 B>N, I> 715@565=0. /:I> 7<V=8 ?>78B82=V, B> =>20 :>=DV3C@0FVO 
715@V30єBьAO O: 5B0;>==0. 
!8AB5<0 0=0;V7C :V15@157?5:8 ?@>3@0<=>3> 70157?5G5==O :>@?>@0B82=8E A09BV2. 
�8<>3>N 4> A8AB5<8 є 70157?5G8B8 7@CG=89 4;O :>@8ABC20G0 H284:89 0C48B A09BC 9 
A5@25@C, =0 O:><C 2V= @>7<VI5=89, 7 <5B>N 287=0G5==O ABC?5=N 70E8ABC 9 >A=>2=8E 
<>6;828E ?@>1;5<. #@8 Fь><C A?5FV0;VAB >FV=Nє A09B B0 A5@25@=5 ?@>3@0<=5 
70157?5G5==O (#�) 77>2=V, B>1B> 0=0;V7Cє O:0 V=D>@<0FVO <>65 1CB8 4>ABC?=0 
70FV:02;5=><C E0:5@C. �87=0G5==O AB0=C 157?5:8 77>2=V <0є ?52=V =54>;V:8 – >B@8<0=0 
V=D>@<0FVO <>65 1CB8 =5 ?>2=0 G8 =02VBь =54>AB>2V@=0, O:I> 04<V=VAB@0B>@ A?5FV0;ь=> 
=04 F8< ?@0FN202. "4=0:, VAB>B=0 ?5@52030 B0:>3> 287=0G5==O – =570;56=VABь 2V4 
04<V=VAB@0B>@0 A5@25@0 9 ?@>3@0<VABV2 A09BV2, O:V <>6CBь 9 =5 7=0B8 ?@> D0:B B0:>W 
?5@52V@:8. "FV=:C 2V@=>ABV ?@89=OB8 @VH5=ь A8AB5<=8< 04<V=VAB@0B>@>< A5@25@0 B0 
?@>3@0<VAB0<8 A09BC ?@>2>48Bь ?@>3@0<0, B0:8< G8=>< 28=8:0є <>6;82VABь ?>3;O4C 
=0 A8BC0FVN 71>:C. 

�@8B5@VO<8 2@07;82>ABV A09BV2 ?@8 7>2=VH=V9 4V03=>AB8FV є =0ABC?=V [10]: 
 �8:>@8AB0==O 70AB0@V;>W >?5@0FV9=>W A8AB5<8 =0 A5@25@V A09BC. /: ?@028;>, 

?@>3@0<=5 70157?5G5==O (2 B><C G8A;V 4;O @50;V70FVW V=B5@=5B-A5@2VAV2) 4;O 70AB0@V;8E 
"%, >A>1;82> 2 A2VBV UNIX-?>4V1=8E "%, =5 >=>2;NєBьAO, F5 ?@872>48Bь 4> B>3> I> 
7=0945=V 2@07;82>ABV 2 AB0@H8E 25@AVOE =5 28?@02;ONBьAO 9 F8< <>6CBь A:>@8AB0B8Aь 
E0:5@8.  

 �8:>@8AB0==O 70AB0@V;8E A;C61 =0 A5@25@V A09BC. #@8G8=0 B0:0 6 A0<0 – 
A;C610, 25@AVO O:>W =5 ?V4B@8<CєBьAO <>65 AB0B8 465@5;>< 7;0<C 

 �8:>@8AB0==O =0 A5@25@V A09BC A;C61, I> @50;V7CNBь 70AB0@V;V ?@>B>:>;8. 
�>6=0 A;C610, O:0 4>ABC?=0 :>@8ABC20GC 2 V=B5@=5BV є 465@5;>< ?>B5=FV9=>W 
=5157?5:8. �8:>@8AB>2C20B8 A;C618, O:V @50;V7CNBь =50:BC0;ь=89 DC=:FV>=0; 2 
7030;ь=><C 28?04:C =5?>B@V1=> 9 :@0I5 7=0E>48B8 ACG0A=V 0;ьB5@=0B828 
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 !04<V@=0 :V;ь:VABь A09BV2 =0 A5@25@V. �>65= A09B <>65 <0B8 2@07;825 #�, G5@57 
O:5 <>6;82> ?>B5=FV9=> >B@8<0B8 4>ABC? 4> 2Aь>3> A5@25@C. +8< 1V;ьH5 A09BV2, B8 
B0:89 @878: 1V;ьH89. /:I> =0 :>@?>@0B82=><C A09BV 715@V30єBьAO 206;820 V=D>@<0FVO, 
B> B@510 C=8:0B8 9>3> @>7<VI5==O =0 E>AB8=3C A A>B=O<8 A09BV2 =0 >4=><C A5@25@V.  

 !04<V@=0 :V;ь:VABь AC14><5=V2. %C14><5=8 284V;ONBьAO 4;O A;C61 (=0?@8:;04, 
ftp G8 smtp) B0 A09BV2. І=>4V 04<V=VAB@0B>@8 7;>26820NBь AC14><5=0<8, @>7<VICNG8 2 
V=B5@=5B =5?>B@V1=89 :>=B5=B 

 �8:>@8AB0==O CMS. �8:>@8AB0==O B8?>2>3> 9 2V4><>3> ?@>3@0<=>3> 
70157?5G5==O є 465@5;>< =5157?5:8. �28G09=>, @V7=V CMS <0NBь @V7=89 ABC?V=ь 
70E8ABC B0 O:VABь 28:>=0==O, 28<>38 4> 04<V=VAB@C20==O B>I>. %09B8 7 CMS 728G09=> 
7;0<CNBьAO 2 ?5@HC G5@3C.  

 $5?CB0FVO A09BC. І=B5@=5B A;C618 B0 ?>HC:>2V A8AB5<8 <0NBь 2;0A=V 
V=AB@C<5=B8 4;O 287=0G5==O D0:BC 7;0<C A09BV2, B0:>6 є A?5FV0;ь=V A5@2VA8, 2 O:8E 
@>7<VICNBь 60;>18 :>@8ABC20GV2 =0 0=><0;ь=C 0:B82=VABь A5@25@V2.  

 �5>3@0DVG=0 ;>:0FVO A09BC. )>G0 2>=0 =5 є ?@O<8< ?>:07=8:>< :V15@157?5:8, 
>4=0: @>7<VI5==O A09BV2 2 45O:8E :@0W=0E є =5157?5G=8< >A:V;ь:8 70:>=>402AB2> B0< 
=5 4C65 4Vє, B><C 4>ABC? 4> V=D>@<0FVW <>6CBь >B@8<0B8 DV78G=> G8 H;OE>< 
2AB0=>2;5==O A?5FV0;ь=8E 0=0;V70B>@V2 B@0DV:C 70 <VAF5< 2AB0=>2;5==O A5@25@C. 

�;O ?@>2545==O 7>2=VH=ь>W 4V03=>AB8:8 @>7@>1;5=> 1030B> ?@>3@0<=8E CB8;VB, 
B><C ?@8 @>7@>1;5==V A8AB5<8 =5 4>FV;ь=> 709<0B8Aь @>7@>1:>N =>28E V=AB@C<5=BV2, 
0 1060=> 70AB>A>2C20B8 <0:A8<0;ь=C :V;ь:VABь 2V4?@0Fь>20=8E @VH5=ь. #@87=0G5==O 
A8AB5<8 1C45 2 B><C, I>1 ?@>0=0;V7C20B8 >B@8<0=V >FV=:8 9 ?@54AB028B8 WE 2 7@>7C<V;V9 
D>@<V 0C48B>@C.  

�;O 287=0G5==O >?5@0FV9=>W A8AB5<8 4>FV;ь=> 70AB>A>2C20B8 @57C;ьB0B8 
?@>3@0<8 nmap [11-13], O:0 28:>@8AB>2Cє <5E0=V7< fingerprinting. �070 40=8E ?@>3@0<8 
nmap A:;040єBьAO 7 V45=B8DV:0B>@V2 @V7=8E "% B0 2V4?>2V4=8E 4> =8E <0@:5@V2. "1AO3 
�� A:;040єBьAO 1V;ьH5 =V6 7 7000 B8AOG 70?8AV2. %;V4 707=0G8B8, I> ?@>F54C@0 
287=0G5==O ?@8=F8?>2> <0є 9<>2V@=VA=89 E0@0:B5@, B>1B>, =0?@8:;04 Linux 6.2 [14, 15] 
<>65 1CB8 7 9<>2V@=VABN 90%, 0 Linux 6.0-6.4 7 9<>2V@=VABN 89% V B.?. �@V< B>3>, 
04<V=VAB@0B>@8 A5@25@V2 <>6CBь 70AB>A>2C20B8 <5B>48 D0;ьA8DV:0FVW ?>:07V2 [16, 17]. 
� @>1>BV [18] =02545=> ;VB5@0BC@=89 >3;O4 <5B>4V2 ?V428I5==O 9<>2V@=>ABV 
287=0G5==O. �;O ?V428I5==O B>G=>ABV >FV=N20==O B@510 ?5@52V@8B8 4>AB>2V@=VABь 
>FV=:8, >@Vє=BCNG8Aь =0 A?V2?04V==O 7 V=H8<8 287=0G5=8<8 ?0@0<5B@0<8 (A;C610<8 
"%, 251-A5@25@><, 70AB>A>20=8<8 A5@25@=8<8 <>20<8 ?@>3@0<C20==O B>I>). 
'B>G=5==O 25@AVW B0:>6 4>AO30єBьAO 70 @0EC=>: 70AB>AC20==O <5B>4V2 0=0;V7C B@0DV:C 
HTTPS [19] V DNS.  

�;O 287=0G5==O B0 >FV=:8 A5@2VAV2 >?5@0FV9=>W A8AB5<8 B0:>6 4>FV;ь=> 
>@Vє=BC20B8Aь 2 ?5@HC G5@3C =0 0;3>@8B<8 ?@>3@0<8 nmap, O:V 70AB>A>2CNBь 45:V;ь:0 
<5E0=V7<V2 287=0G5==O ?5@5;V:C ?@0FNNG8E A5@2VAV2 B0 ?@>3@0<=>3> 70157?5G5==O, I> 
WE @50;V7Cє.  

"FV=:0 70AB>A>20=8E A5@2VAV2 "% 70 ?@87=0G5==O< 4>FV;ь=> ?@>2>48B8 
28E>4OG8 7 =0ABC?=>W :;0A8DV:0FVW [3, 13, 14, 15]: 

1. %5@2VA8, =>@<0;ь=V 4;O V=B5@=5B-A5@25@0, O:V є 0:BC0;ь=V 9 @5:><5=4>20=V: 
ftps, ftps, ftps-data, ftps-data, smtp, http, https, imap, imap4-ssl, imaps, xmpp, xmpp-client, 
http-proxy, http-alt,https-alt, submission 

2. %5@2VA8, =>@<0;ь=V 4;O V=B5@=5B-A5@25@0, ?@>B>:>;8 O:8E 70AB0@V;V 9 B0:V 
A5@2VA8 :@0I5 70<V=8B8 =0 1V;ьH 157?5G=V 0=0;>38 (=0?@8:;04, telnet =0 ssh, irc =0 
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<5AA5=465@8 B0 V=.): ftp-data, ftp, telnet, rtelnet, tam, nntp, tftp, via-ftp, gopher, irc, talk, 
conference, rtsp, rsync, telnets,  ircs, pop3, pop3s, time, scp, scp-config 

3. %5@2VA8 4;O 2V440;5=>3> C?@02;V==O A5@25@><, O:V <0NBь :>=B@>;N20B8Aь 
1@0=4<0C@5@>< G8 =5 1CB8 2V440;5=> 1CB8 4>ABC?=V 27030;V: ssh, vnc, vnc-1, vnc-2, vnc-
3, vnc-http,, vnc-http-1, vnc-http-2, vnc-http-3,teamviewer, ms-wbt-server, msrpc 

4. %B0=40@B=V <5@5652V A5@2VA8 >?5@0FV9=8E A8AB5<, A5@2VA8 107 40=8E, X-
A5@25@ B0 V=., 2A5 I> <0є =5 1CB8 4>ABC?=> G5@57 <5@56C V=B5@=5B 9 <0є 2 1V;ьH>ABV 
28?04:V2 28:>@8AB>2C20B8Aь ;8H5 2 <560E ;>:0;ь=>W <5@56V: sqlserv, sqlnet, netbios-ns, 
netbios-dgm, netbios-ssn, snmp, ipx, microsoft-ds, printer, http-rpc-epmap, login, dhcpv6-
client, dhcps, nfs, mysql, mysql-proxy, postgresql, ms-olap2, ms-olap1, rsqlserver, rsqlserver, 
dns, x11, X11,  X11:1,X11:2,X11:3,X11:4, X11:5, X11:6, X11:7, X11:8, X11:9 

5. %5@2VA8 <09=V=3C, O:V =5 <0NBь 1CB8 ?@8ACB=V<8 =0 A5@25@V: bitcoin, litecoin. 
6. %?5FV0;ь=V A5@2VA8 4;O @>7@>1=8:V2, =0O2=VABь O:8E =0 :>@?>@0B82=><C 

V=B5@=5B A5@25@V A:>@VH5 =5 1060=V: git, cvspserver, cvsup. �;O F8E A5@2VAV2 :@0I5 
284V;8B8 >:@5<89 A5@25@, O:I> F5 4>72>;Oє DV=0=AC20==O.  
 � B>G:8 7>@C 157?5:8 :@0I5, O:I> =5 <>6;82> 287=0G8B8 ?@>3@0<=5 
70157?5G5==O, O:5 @50;V7Cє A5@2VA G8 E>G0 1 25@AVN ?@>3@0<8. �;O >FV=:8 4>AB>2V@=>ABV 
>FV=:8 ?@>3@0<=>3> 70157?5G5==O =5>1EV4=> 4>40B:>2> 4;O :@8B8G=8E A;C61 
70AB>A>2C20B8 4>40B:>2V 0;3>@8B<8. !0?@8:;04, 4;O 251-A5@25@0 A;V4 ?5@52V@8B8 
4>40B:>2> 25@AVW ?@>B>:>;C HTTP, I> ?V4B@8<CNBьAO (=0?@8:;04, HTTP/2 
?V4B@8<CNBь 40;5:> =0 2AV 251-A5@25@8). �03>;>2:8 251-A5@25@V2 2 45O:8E 28?04:0E 
<VABOBь V=D>@<0FVN ?@> >?5@0FV9=C A8AB5<C, =0?@8:;04 2 48AB@81CB82V Ubuntu 70 
70<>2GC20==O< 2 703>;>2FV HTTP A5@25@0 <VAB8BьAO ?>2=0 25@AVO 48AB@81CB82C. 
#5@5E@5A=0 ?5@52V@:0 4>72>;Oє CB>G=8B8 B>G=VABь 287=0G5==O "%.  

�87=0G5==O B0 >FV=:0 CMS A09BC [20, 21] <>65 A?@>I5=> ?@>2>48B8Aь 70 
4>?><>3>N 0=0;V7C HTML :>4C. "4=0: 1V;ьH B>G=V 40=V =040є A5@2VA whatcms. *59 
A5@2VA 4>72>;Oє 287=0G8B8  CMS 7 28A>:>N 4>;5N 9<>2V@=VABN. "4=0: 2A5 6 B0:8 40=V 
B@510 ?5@52V@8B8 =0 2V4?>2V4=VABь 7 ?@>AB8< 0;3>@8B<>< >FV=:8 70 HTML :>4><. 

�87=0G5==O B0 >FV=:0 ?5@5;V:C ?V44><5=V2 <>65 ?@>2>48B8Aь O: 70 0=0;V7>< 
SAN 70?8AC SSL A5@B8DV:0BC [10], B0: V 1@CBD>@A <5B>4>< 70 4>?><>3>N ?5@51>@C 70 
A;>2=8:>< ?@>3@0<>N subbrute [22]. �@C389 <5B>4 є 1V;ьH =04V9=89, >A:V;ь:8 
A5@B8DV:0B G0AB> 2840NBь =5 =0 >:@5<V ?V44><5=8, 0 =0 2AV @07><. �5;8:0 :V;ь:VABь 
?V44><5=V2 728G09=> є =5157?5G=>N, G0AB> 2 ?V44><5=0E @>7<VICNBь ?52=V B5AB>2V 
25@AVW A09BV2, 70 O:8<8 ?>BV< =5 A;V4:CNBь.  

�87=0G5==O ?5@5;V:C V=H8E A09BV2, @>7<VI5=8E =0 A5@25@V B0 >FV=:0 WE :V;ь:>ABV 
<>65 ?@>2>48B8Aь 70 4>?><>3>N <5E0=V7<C 72>@>B=>3> 70?8AC DNS. !091V;ьH 7@CG=89 
A5@2VA 287=0G5==O =040є A;C610 Reverse2IP. �>6=89 A09B, @>7<VI5=89 =0 A5@25@V, є 
465@5;>< =5157?5:8. &><C :@0I5 4;O :>@?>@0B82=>3> A09BC, O:89 <VAB8Bь 206;82V 
?5@A>=0;ь=V 40=V =5 @>7<VIC20B8Aь =0 45H528E E>AB8=30E 7 A>B=O<8 V=H8E A09BV2.  

�87=0G5==O 35>;>:0FVW A5@25@C <>65 1CB8 ?@>2545=0 70 4>?><>3>N 
157:>HB>2=>3> A5@2VAC ip2geotools. � 45O:8E :@0W=0E =5 1060=> @>7<VI5==O A09BV2 
?V4?@8є<AB2 ':@0W=8 9 ?5@52V@:0 70 ?5@5;V:>< =5=04V9=8E :@0W= є 1060=>N.  

�87=0G5==O @5?CB0FVW A5@25@C <>65 1CB8 ?@>2545=0 70 4>?><>3>N A5@2VAC 
abusedb. *59 A5@2VA 02B><0B8G=> ?@>2>48Bь >FV=:C H:V4;82>ABV B0 =5157?5:8 A09BC 70 
100 10;ь=>N H:0;>N. "B@8<0==O V=D>@<0FVW 7 ?>4V1=8E A5@2VAV2 4>72>;Oє >FV=8B8 G8 
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1C2 D0:B 7;0<C A5@25@C G8 28:>@8AB0==O 9>3> 4;O =570:>==>W G8 =54>72>;5=>N 2 
<5@56V 4VO;ь=>ABV 70 ?5@V>4 2 2-3 >AB0==V @>:8.  

� 28:>@8AB0==O< 707=0G5=>3> 28I5 ?5@5;V:C ?>B5=FV9=8E 2@07;82>AB59 A09BV2 
B0 70?@>?>=>20=8E <5B>4V2 WE 287=0G5==O 1C;0 @>7@>1;5=0 A8AB5<0, O:0 @50;V7>20=0 O: 
Python ?@>3@0<0 7 V=B5@D59A>< G0B-1>BC <5AA5=465@0 Telegram [23, 24]. �>B ?@>2>48Bь 
2V440;5=C 4V03=>AB8:C, =5 70;568Bь 2V4 04<V=VAB@0B>@V2 A09BC B0 =5 28<030є 4>72>;C 4;O 
4>ABC?C 4> A5@25@0. �;O 28:>@8AB0==O 1>BC >1>2’O7:>20 @5єAB@0FVO :>@8ABC20GV2 B0 
@>18BьAO 45B0;ь=89 72VB 2AVE 4VW :>@8ABC20GV2. �0=V >B@8<CNBьAO 70 4>?><>3>N 
7>2=VH=VE V=AB@C<5=BV2 B0 @V7=0 V=D>@<0FVO ?@> :>=:@5B=89 A09B >=>2;NєBьAO 7 
@V7=8<8 V=B5@20;0<8 7 <5B>N 70E8ABC 2V4 DDoS 0B0:. 
 �;O @>7@>1:8 1>B0 28:>@8AB0=0 25@AVO A8AB5<8 ?@>3@0<C20==O Python 3.10 7 
48AB@81CB820 Anaconda. �8:>@8AB0=> Aiogram – ACG0A=89 B0 ?>2=VABN 0A8=E@>==89 
D@59<2>@: 4;O API Telegram Bot, =0?8A0=89 =0 Python 70 4>?><>3>N V=B5@D59AC 
asyncio. �;O 715@565==O V=D>@<0FVW > :>@8ABC20G0E 28:>@8AB0=0 ;>:0;ь=0 %��� 
SqLite. 

І=B5@D59A 3>;>2=>3>  2V:=0 ?@>3@0<8 ?@82545=89 =0 @8A.4. 

 
 8A.4.  5=N V=B5@D59AC G0B-1>BC 

 

�5O:V D@03<5=B8 7 @57C;ьB0BV2 0=0;V7C A8AB5<8 ?@82545=V =86G5. 
1. �=0;V7 25@AVW �! A5@25@0 45 @>7<VI5=> A09B ukr.net 

"?5@0FV9=0 A8AB5<0 A5@25@0 
�<>2V@=VABь ?@8ACB=>ABV "%: 
 Linux 5.0 - 5.4 - 87 ?@>F5=BV2 
 /:I> FO 25@AVO 2V@=0: �8:>@8AB>2CєBьAO 0:BC0;ь=0 25@AVO O4@0 Linux. *5 157?5G=>. 

2. �=0;V7 A;C61 A5@25@0 45 @>7<VI5=> A09B ukr.net 
�AV A5@2VA8 A5@25@0 
�=0945=V A;C618: 
TCP 80: http  Cloudflare http proxy – *5 157?5G=0 4;O V=B5@=5B-A5@25@0 A;C610. 
TCP 443: https  cloudflare – *5 157?5G=0 4;O V=B5@=5B-A5@25@0 A;C610. 
TCP 8080: http  Cloudflare http proxy – *5 157?5G=0 4;O V=B5@=5B-A5@25@0 A;C610. 
TCP 8443: https-alt  cloudflare –  *5 157?5G=0 4;O V=B5@=5B-A5@25@0 A;C610. 
�8:>@8AB>2CNBьAO 40=V ?@>3@0<8 nmap 

3. �=0;V7 SSL A5@B8DV:0BC A09BC ukr.net 
�@8?B>3@0DVG=89 70E8AB A09BC 

%5@B8DV:0B ?@0FNNG89. !0 A09B <>6=0 709B8 70 4>?><>3>N HTTPS  

$57C;ьB0B8 45B0;ь=>W ?5@52V@:8 A5@B8DV:0BC 
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%5@B8DV:0B 4V9A=89 2 ?5@V>4 : 2023-02-07 00:00:00-2024-02-07 23:59:59 

%?V;ь=5 V<’O A5@B8DV:0BC: ukr.net 
SAN: *.ukr.net, ukr.net 

%5@B8DV:0B 2840=>: Cloudflare Inc ECC CA-3 

*5 157?5G=> 
4. �=0;V7 CMS A09BC ukr.net 

CMS A09BC 
$57C;ьB0B8 ?5@52V@:8 70 4>?><>3>N 0=0;V7C HTML :>4C – CMS =5 7=0945=0 
І=D>@<0FVO 2V4 A5@2VAC whatcms: – CMS =5 7=0945=0 
*5 157?5G=> 

5. �=0;V7 2AVE AC14><5=V2 A09BC ukr.net 
#V44><5=8 A09BC 
�0 SSL A5@B8DV:0B0<8 – *.ukr.net, ukr.net 

%?5FV0;ь=89 03@5A82=89 <5B>4 70 A;>2=8:>< 7V 100 A;V2 (?@>3@0<0 subbrute):  
ukr.net, www.ukr.net, mail.ukr.net, ftp.ukr.net, localhost.ukr.net, webmail.ukr.net, 

smtp.ukr.net, pop.ukr.net, ns1.ukr.net, &. , sms.ukr.net, office.ukr.net, exchange.ukr.net. 

ipv.ukr.net 

�V;ь:VABь ?V44><5=V2 7025;8:0, <>6;82> 45O:V 7 =8E =5?>B@V1=V 4;O 7>2=VH=VE 
:>@8ABC20GV2. 
!5 7>2AV< 157?5G=> 

6. �=0;V7 =0O2=>ABV V=H8E A09BV2 =0 A5@25@V 45 @>7B0H>20=> A09B ukr.net 
�=0945=> A09BV2:21: 
a678ff.com, acromegalie.nl, & , ukr.net, ukr.net.ua, ukrnet.net.ua, vismasolutions.com,  

www.aussiebeeflamb.com, vn.cdn.cloudflare.net, www.leatest.site, xodi.bet, yslbeauty.sa 

+8< 1V;ьH5 A09BV2 =0 A5@25@V, B8< 9<>2V@=VH5 9>3> 7;0< G5@57 ?@>3@0<=5 
70157?5G5==O. �V;ь:VABь A09BV2 ?@54AB02;Oє =5157?5:C. *5 =5157?5G=>. $5:><5=4CєBьAO 
7<V=8B8 A5@25@. 

7. �=0;V7 @>7B0HC20==O A5@25@0, 45 @>7B0H>20=> A09B ukr.net  
�5>3@0DVG=0 ;>:0FVO A5@25@0 
 VAB> – Toronto, $53V>=: Ontario, �@0W=0: CA, ,8@>B0: 43.6534817, �>23>B0: -

79.3839347 

IP2Geotools 

*5 =5 4C65 157?5G=> 4;O A09BC, O:89 ?@87=0G5=89 4;O >1A;C3>2C20==O ?5@5206=> 
':@0W=8 

 (@03<5=B V=B53@0;ь=>W >FV=:8 A09BC op.edu.ua ?@82545=> =0 @8A. 5. 

 

 
 8A.5. (@03<5=B V=B53@0;ь=>W >FV=:8 A09BC op.edu.ua 
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 &0:8< G8=><, �5<>=AB@0FVO @>1>B8 ?@>3@0<8 ?@8 4V03=>AB8FV @V7=8E A09BV2 
?>:07Cє CA?VH=VABь 281@0=8E V=AB@C<5=BV2 B0 0;3>@8B<V2 >FV=:8 A:;04>28E 157?5:8 
:>@?>@0B82=8E A09BV2. 
�8A=>2:8. $>73;O=CBV 42V 7040GV 0C48BC :V15@157?5:8: 0=0;V7 0?0@0B=>3> B0 
?@>3@0<=>3> 70157?5G5==O :><?'NB5@V2 V 0=0;V7 :>@?>@0B82=8E A09BV2 B0 A5@25@V2.  

 5B>N ?5@H>W 7040GV 1C;> 28O2;5==O ?>B5=FV9=8E ?@>1;5< 157?5:8 =0 @V2=V 
>:@5<8E :><?'NB5@=8E ?@8AB@>W2, I> 4>72>;Oє 268B8 70E>4V2 4;O 28?@02;5==O 
?><8;>: V 70157?5G8B8 157?5:C V =04V9=VABь :><?'NB5@=>W V=D@0AB@C:BC@8. �8:>=CNG8 
0C48B :><?'NB5@V2, <>6=0 2AB0=>28B8 2V4?>2V4=VABь @53C;OB>@=8< 28<>30<, 
70157?5G8B8 70E8AB ?5@A>=0;ь=8E 40=8E, DV=0=A>2>W 72VB=>ABV B0 V=H8E 0A?5:BV2, 0 
B0:>6 7=878B8 28B@0B8 H;OE>< >?B8<V70FVW @5AC@AV2 B0 ?@>F5AV2. 

#5@H0 7040G0 @>72’O70=0 H;OE>< @>7@>1:8 ?@>3@0<8 4;O 0C48BC :>@?>@0B82=8E  
:><?’NB5@V2, >A=>2=8<8 2V4<V==>ABO<8 O:>W є H284:VABь @>1>B8 B0 02B><0B8G=89 
0=0;V7 7<V=8 :>=DV3C@0FVW B0 WW 7<V= 7 B>G:8 7>@C A?5FV0;VAB0 7 :V15@157?5:8.  

�@C30 7040G0 ?>;O30;0 C 28O2;5==V ?>B5=FV9=8E ?@>1;5< 157?5:8 
:>@?>@0B82=8E A09BV2 B0 A5@25@V2. �C48B A09BV2 4>72>;Oє 28O28B8 B0:V ?@>1;5<8, O: 
70AB0@V;5 ?@>3@0<=5 70157?5G5==O A5@25@V2, =54>B@8<0==O 70:>=>402G8E 28<>3, 
2V4:@8B89 4>ABC? 4> A;C61, 28:>@8AB0==O =5157?5G=8E B0 70AB0@V;8E CMS V 1030B> 
V=H8E. �;0< :>@?>@0B82=8E A09BV2 <>65 <0B8 A5@9>7=V =0A;V4:8, 2:;NG0NG8 2B@0BC 
:>=DV45=FV9=>W V=D>@<0FVW, 7C?8=:C @>1>B8 A09BC B0 =530B82=89 2?;82 =0 @5?CB0FVN 
:><?0=VW. �=0;V7CNG8 @57C;ьB0B8 0C48BC, <>6=0 ?@89=OB8 =5>1EV4=V 70E>48 4;O 
70157?5G5==O 157?5:8 A09BC B0 28:>=0==O 28<>3 I>4> 70E8ABC 40=8E :>@8ABC20GV2. 

�@C30 7040G0 @>72’O70=0 H;OE>< @>7@>1:8 ?@>3@0<8 4;O 0C48BC :>@?>@0B82=8E 
A09BV2, >A=>2=8<8 2V4<V==>ABO<8 O:>W є 287=0G5==O =0O2=>ABV ?>B5=FV9=8E 
2@07;82>AB59 H;OE>< 2V440;5=>W 4V03=>AB8:8. #@>3@0<0 @50;V7>20=0 O: G0B-1>B. 
"A>1;82VABN ?@>3@0<8 є 28:>@8AB0==O 0;3>@8B<V2 >FV=:8 4>AB>2V@=>ABV >B@8<0=8E 7 
@V7=8E 465@5; 40=8E B0 =0O2=VABь 7@CG=>W 4;O A?5FV0;VAB0 7 :V15@157?5:8 V=B53@0;ь=>W 
>FV=:8 157?5:8 A09BC, O:0 =5 28<030є =0O2=>ABV 4>ABC?C 4> A5@25@0, =0 O:><C 2V= 
@>7<VI5=89.   

$>7@>1:0 A8AB5< 02B><0B87>20=>3> 0=0;V7C :V15@157?5:8 <0є 25;8:5 7=0G5==O 2 
ACG0A=><C F8D@>2><C A2VBV, 45 7;>2<8A=8:8 ?>ABV9=> HC:0NBь =>2V A?>A>18 7;0<C 
V=D>@<0FV9=8E A8AB5<. �0AB>AC20==O B0:8E A8AB5< 4>72>;Oє 2G0A=> 28O2;OB8 
?>B5=FV9=V 703@>78 B0 2@07;82>ABV, 26820B8 2V4?>2V4=V 70E>48 4;O WE CAC=5==O V 
70157?5GC20B8 157?5:C B0 =04V9=VABь :><?'NB5@=8E A8AB5< V :>@?>@0B82=8E A09BV2. 
�0?@>20465==O 0C48BC :V15@157?5:8 є =5>1EV4=8< :@>:>< 4;O 70E8ABC 206;828E 
40=8E, 70157?5G5==O 4>B@8<0==O @53C;OB>@=8E 28<>3 V 7<VF=5==O 4>2V@8 4> 
>@30=V70FV9 2 AD5@V :V15@157?5:8. 
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CYBER SECURITY ANALYSIS SYSTEMS OF SOFTWARE AND TECHNICAL 

SUPPORT OF ENTERPRISE COMPUTERS AND SITES 
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Enterprise computers and websites are prime targets for cybercriminals because they contain sensitive 

information and provide business processes. Businesses must be prepared to spot and prevent potential threats 

to avoid financial losses, reputational damage, and violations of customer data privacy. In this context, 

cybersecurity analysis systems for software and hardware of enterprise computers and websites play an 

important role. They allow to conduct a full-fledged infrastructure audit, discover potential vulnerabilities, 

assess risks, and develop protection strategies. These systems provide comprehensive information about the 

security status and help to make reasonable decisions on how to improve security. The article discusses two 

software systems for cybersecurity analysis. The first software system analyzes computer hardware and 

software, identifying potential security issues at the level of individual devices. It provides a user-friendly 

graphical interface of a desktop program and allows to perform a detailed analysis of computers, including an 

assessment of hardware and installed programs, and provides reports on the detected problems and 

recommendations for improving security. The second program, implemented as a Telegram bot, allows remote 

analysis of corporate websites and servers, simplifying the security control process for cybersecurity specialists 

and system administrators. The Telegram bot interface allows remote diagnostics of an arbitrary server without 

the need to access it, install and regularly update special software, which makes the bot comfortable to use. The 

bot analyzes various components of the website and the server on which it is hosted, including the server 

operating system version, server services, website CMS, website subdomains, server and website reputation, 

and server geolocation. The analysis results are presented in a report that helps identify potential vulnerabilities 

and provides recommendations for improving security. 

Keywords: corporate cyber security, site, server, audit, software, telegram boat, remote diagnostics, security 

problem, service, vulnerability. 
 


