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@>72’O7:C @50;ь=8E 7040G 281>@C 2 30;C7V 70 4>?><>3>N A?5FV0;ь=> @>7@>1;5=>3> 
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?>;O30є 2 ?>ABV9=><C CA:;04=5==V V=B5;5:BC0;ь=8E 0;3>@8B<V2, B><C ?>@V2=O==O 70 
>:@5<8<8 E0@0:B5@8AB8:0<8 2B@0G0є A5=A 9 BV;ь:8 22>48Bь 2 ><0=C.  
 &0:, =0?@8:;04, 7040G0 DC=:FV>=C20==O ACG0A=>3> 0=B82V@CAC – F5 265 402=> =5 
7040G0 ?>HC:C D@03<5=BV2 C 28:>=02G8E D09;0E. �:A?5@B8 AB25@46CNBь, I> :V;ь:VABь 
AB2>@5=8E 2V@CAV2 AO3=C;> 2V4<VB:8 >4=>3> <V;ьO@40 >48=8Fь – B0:C ?5@52V@:C :>6=>3> 
28:>=02G>3> D09;C =5 28B@8<0є =09?>BC6=VH89 :><?’NB5@ [1]. �8E>4OG8 7 Fь>3> 
B0:89 2V4><89 :@8B5@V9 O: @>7<V@ 1078 2V@CAV2 402=> 265 ?5@5AB02 1CB8 ?>:07=8:><. 
%CG0A=89 0=B82V@CA 2 V450;V <0є 28O28B8 H:V4;82C ?@>3@0<C 70 WW ?>254V=:>N, >4=0: 
G8< 1V;ьH5 <8 >@Vє=BCє<>Aь =0 ?>254V=:C, 0 =5 =0 2V4><V D@03<5=B8 :>4C, B8< 1V;ьH8< 
AB0є @878: 28=8:=5==O E81=8E A?@0Fь>2C20=ь 0=B82V@CAC ?@8 ?5@52V@FV A8AB5<=>3> 
?@>3@0<=>3> 70157?5G5==O, ?@>3@0< 7V A?5FV0;ь=8<8 0;3>@8B<0<8 70E8ABC 2V4 
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?@>3@0< AB0=>28Bь 1V;ьH5 =V6 200, 72VA=>, A5@54 =8E <>6=0 7=09B8 C7030;ь=5=> O:VA=> 
28:>=0=V 9 C7030;ь=5=> =5O:VA=> 28:>=0=V 0=B82V@CA8. "4=0:, 2;0A=5 :06CG8, A5@54 
=09:@0I8E =0 @8=:C 0=B82V@CAV2 01A>;NB=> =09:@0I89 7=09B8 A:;04=>, :>65= 7 =8E 
2V4?>2V40є ?52=><C :@8B5@VN 5D5:B82=>ABV.  
 �=0;>3VG=0 ?@>1;5<0 28=8:0є 9 7 0?0@0B=8< ?@>3@0<=8< 70157?5G5==O<. 
%CG0A=89 0?0@0B=89 D09@2>; – F5 =5 ?@>AB0 A8AB5<0, O:0 0=0;V7Cє B@0DV: 70 
703>;>2:0<8 ?0:5BV2 9 2V4:840є B0:V, O:V =0;560Bь 4> ?5@5;V:C ?52=8E 04@5A G8 ?>@BV2. 
!0?@>B8, F5 728G09=> 4C65 :>HB>2=0 A8AB5<0, O:0 <0є DV;ьB@C20B8 7<VAB A:;04=>3> 70 
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;V=V9:8 0?0@0B=8E D09@2>;V2 7 CA:;04=5==O< ?@>3@0<=8E 0;3>@8B<V2, 7 
2?@>20465==O< H8D@C20==O 9 <C;ьB8<54V0 B@0DV:C, 265 2B@0B82 A515 O: =04V9=89 
?>:07=8: 4;O ?>@V2=O==O. (0:B8G=> ?@>4C:B82=VABь D09@2>;0 70;568Bь 2V4 B8?C 
B@0DV:C, 0 7=0G8Bь O:VABь @>1>B8 7 =8< 70;568Bь O: 2V4 0@EVB5:BC@8 <V:@>?@>F5A>@0, 
>1AO3C ?0<’OBV, B0: V 2V4 A:;04=>ABV 0;3>@8B<V2. %8=B5B8G=V B5AB8 <>6CBь B0:>6 
AB2>@8B8 ?5@52V@:C ?@>4C:B82=>ABV 70 ?52=8<8 C7030;ь=5=8<8 B8?0<8 B@0DV:C, >4=0:, 
O: V 2 28?04:C 0=B82V@CAV2, A5@54 B>?>28E ?@>4C:BV2 =5 <>6=0 7=09B8 ?52=>3> 
01A>;NB=>3> ;V45@0 4;O 2AVE 7040G.  
 �8E>4OG8 7V A:070=>3>, =5>1EV4=> ?5@5E>48B8 4> 70AB>AC20==O 02B><0B87>20=8E 
V=AB@C<5=BV2 281>@C, O:V 4>72>;ONBь >1@>18B8 @57C;ьB0B8 A8=B5B8G=8E B5ABV2 9 7=09B8 
>?B8<C< 4;O :>=:@5B=8E ?>B@51 A?5FV0;VABV2. %0<5 @>7@>1FV B0:8E V=AB@C<5=BV2 9 
?@8A2OG5=0 FO AB0BBO.  
$>72’O7>: 7040Gі 281>@C =09:@0щ>3> 0=B82і@CAC. �040G0 ACG0A=>3> 0=B82V@CAC – 
287=0G5==O B0 1;>:C20==O 0:B82=>ABV @V7=><0=VB=>3>, 70 <5B>N A2>єW @>7@>1:8, 
A?>A>1>< ?>H8@5==O B0 ?@8=F8?>28<8 0;3>@8B<0<8 ?@>3@0<=>3> 70157?5G5==O  [1-7].  

�=B82V@CA <0є 28O28B8 B0 1;>:C20B8 0:B82=VABь =0ABC?=8E B8?V2 ?@>3@0<=>3> 
70157?5G5==O . 

�;0A8G=V 2V@CA8 – F5 B8? H:V4;82>3> #� O:5 21C4>2CєBьAO 2 V=HV 28:>=C20=V 
D09;8 01> ?@>3@0<8. �V@CA8 <>6CBь A0<>@>7?>2AN46C20B8AO H;OE>< 2?@>20465==O 
A2>3> :>4C 2 V=HV D09;8 B0 V=DV:C20B8 V=HV A8AB5<8. 

,:V4;825 ?@>3@0<=5 70157?5G5==O <>6=0 ?>4V;8B8 =0 =0ABC?=V :0B53>@VW [3]: 

�8<030Fь:5 #� – =0<030єBьAO 28<030B8 3@>HV C 65@B2, 1;>:CNG8 WE=V D09;8 01> 
?@8AB@>W, 4>:8 2>=8 =5 70?;0BOBь :V15@7;>2<8A=8:C AC<C 28:C?C. 

,?83C=Aь:5 #� – 4>72>;Oє 7;>2<8A=8:0< 2V440;5=> 2V4AB56C20B8 0:B82=VABь 
=0 70@065=><C :><?'NB5@V 157 2V4><0 01> 73>48  :>@8ABC20G0. 
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&@>O=8 – 70<0A:>20=5 ?V4 70:>==5 ?@>3@0<=5 70157?5G5==O, O:V =040NBь 
2V440;5=89 4>ABC? 4> A8AB5<8 :>@8ABC20G0 4;O 7;>2<8A=8E FV;59, B0:8E O: :@04V6:0 
:>=DV45=FV9=>W V=D>@<0FVW. 

)@>10:8 – A0<>2V4B2>@N20=89 :>4, ?@87=0G5=89 4;O ?>H8@5==O <5@560<8 V 
A?@8G8=5==O 71>W2; <>6CBь 28:>@8AB>2C20B8AO 4;O @V7=8E H:V4;828E 4V9, B0:8E O: 
2840;5==O D09;V2, ?>H8@5==O V=H8E H:V4;828E ?@>3@0< 01> =02VBь 70E>?;5==O 
:>=B@>;N =04 :><?'NB5@0<8. 

$5:;0<=5 #� – ?@8=F8?>2> B0: #� <>65 1CB8 =5 H:V4;828<, 0;5 ?>ABV9=> 
A?@8G8=Oє =57@CG=>ABV :>@8ABC20GC. 

#5@H0 ?@>1;5<0 281>@C 0=B82V@CAV2 – F5 ?@>1;5<0 281>@C :@8B5@VW2 4;O >FV=:8. 

*O ?@>1;5<0 =5 є B@82V0;ь=>N. &0:, =0?@8:;04, 2 @>1>BV [5] ?@>2545=> 0=0;V7 @V7=8E 
:@8B5@VW2 B0 7@>1;5=> 28A=>2>:, I> 7040G0 281>@C <0є AB028B8Aь O: ?@8=F8?>2> 
1030B>:@8B5@V0;ь=0. #52=V >@Vє=B>2=V :@8B5@VW 281>@C F5: DC=:FV>=0;ь=V <>6;82>ABV, 
5D5:B82=VABь 28O2;5==O V 1;>:C20==O 703@>7, 2?;82 =0 ?@>4C:B82=VABь >?5@0FV9=>W 
A8AB5<8, AC<VA=VABь, 20@BVABь, N701V;VBV. � @>1>BV [5] 70?@>?>=>20=> :;0A8DV:C20B8 2AV 
:@8B5@VW C 42V 25;8:V :0B53>@VW: 157?5:0 B0 >?5@0FV9=VABь.  

�@C30 ?@>1;5<0 281>@C 0=B82V@CAV2 – F5 ?@>1;5<0 281>@C <5B>4C 
1030B>:@8B5@V0;ь=>W >FV=:8. �V47=0G8<> @>1>BC [7], 2 O:V9 70?@>?>=>20=> 
70AB>A>2C20B8 <5B>4 4V03@0< $5O 4;O 281>@C =09:@0I>3> 0=B82V@CAC. !54>;V:0<8 

@>1>B8 є B5, I> ?>@V2=O==O 28:>=0=> ;8H5 4;O G>B8@ь>E 0=B82V@CAV2 B0 9 :@8B5@VW, 70 
O:8<8 28:>=0=> ?>@V2=O==O =5 7>2AV< >1ґ@C=B>20=V. 

$>72’O7>: ?5@H>W ?@>1;5<8 AB02 <>6;828< 7 2?@>20465==O< B5E=>;>3VW 
?@>2545==O A8=B5B8G=8E B5ABV2, 0=0;>3VG=> 4> B5ABV2, O:V ?@>2>4OBьAO I>4> 0?0@0B=>3> 
70157?5G5==O :><?’NB5@V2. �>A;V465==O, I> ?@>2>48;8Aь 7 ?>G0B:C AB>;VBBO [8], 

4>72>;8;8 AB2>@8B8 B5E=>;>3VN B5ABC20==O 0=B82V@CAV2, ?>;O30є 2 >FV=FV 70 
A?5FV0;ь=8<8 C7030;ь=5=8<8 :@8B5@VO<8. !0 107V 70AB>AC20==O FVєW B5E=>;>3VW 1C;0 
AD>@<>20=0 =570;56=0 >@30=V70FVO Av-Comparatives [9]. AV-Comparatives @>7@>1;Oє 
AF5=0@VW, I> 2V4B2>@NNBь @50;ь=V C<>28 28:>@8AB0==O 0=B82V@CAV2, 0 B0:>6 70AB>A>2Cє 
B5AB>2V D09;8 B0 H:V4;82V ?@>3@0<8 4;O >FV=:8 @V2=O 28O2;5==O V 1;>:C20==O. 
"@30=V70FVO B0:>6 ?@>2>48Bь B5ABC20==O ?@>4C:B82=>ABV, ?5@52V@ONG8 2?;82 
0=B82V@CA=>3> ?@>3@0<=>3> 70157?5G5==O =0 H284:>4VN A8AB5<8. AV-Comparatives 

>B@8<0;0 287=0==O C AD5@V 157?5:8 V ?@5<VW V 2V47=0:8 70 A2>N @>1>BC. �>:@5<0 F5 
?@5<VO "�0 2840B=V 4>AO3=5==O 2 30;C7V B5ABC20==O 157?5:8" =0 :>=D5@5=FVW EICAR 
(European Institute for Computer Antivirus Research) 9 2V47=0:0 AV-Comparatives O: 
;01>@0B>@VW І&-B5ABC20==O, O:0 70A;C3>2Cє =0 4>2V@C =0 FV9 65 :>=D5@5=FVW. 

�;O 0=B82V@CAV2 ?V4 "% Windows :><?0=VO 70AB>A>2Cє =0ABC?=V :@8B5@VW: 
Advanced Threat Protection (ATP), Mailware Protection (MWP), Perfomance, Real World 

Protection, False Alarms. 

Advanced Threat Protection (ATP). "FV=Nє O:VABь V=B5;5:BC0;ь=>3> 0;3>@8B<C 
4;O 28O2;5==O ?>B5=FV9=> H:V4;82>W 0:B82=>ABV ?@>3@0<=>3> 70157?5G5==O, I> 
?@0FNє =0 :><?’NB5@V, 72060NG8 =0 O:VABь 28O2;5==O 2V@CAV2, O:V =5 2V4><V ?@>3@0<V.  

Malware Protection (MWP).  "FV=Nє O:VABь  70E8ABC :>@8ABC20G0 2V4 70?CA:C 
H:V4;828E ?@>3@0<, O:V @>7<VICNBьAO =0 ;>:0;ь=8E, <5@56528E B0 E<0@=8E AE>28I0E.  

Perfomance. "FV=Nє H284:VABь @>1>B8 0=B82V@CAC. �@8B5@V9 287=0G0єBьAO 
5:A?5@8<5=B0;ь=> 70 G0A>< ?5@52V@:8 7=0G=>W 70 >1AO3>< 1078. 
 Real World Protection (RWP). "FV=Nє 9<>2V@=VABь  70@065==O 2V@CA>< G5@57 
1@0C75@ ?@8 2V42V4C20==V H:V4;828E A09BV2.  
 $57C;ьB0B8 >FV=N20==O :@8B5@VW2, >B@8<0=V 2 @57C;ьB0BV B5ABV2, =>@<CNBьAO 2V4 
0 (=093V@H5 7=0G5==O) 4> 3 (=09:@0I5 7=0G5==O). 
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/: >A=>2=V =5=>@<>20=V ?>:07=8:8 O:>ABV 0=B82V@CAV2 70AB>A>20=V B0:V 
?>:07=8:8. 

False Alarms (FA). "FV=Nє  =5 BV;ь:8 :V;ь:VABь ?@028;ь=8E A?@0FN20=ь, 0;5 9 
:V;ь:VABь E81=8E. �87=0G0єBьAO 70 25;8:>N B5AB>2>N 107>N 40=8E. �V;ь:VA=V 
?>:07=8:8 045:20B=V 4;O ?>@V2=O==O 2 <560E BV;ь:8 28:>@8AB0=>W �� 2V@CAV2. 
 Price. "FV=Nє 20@BVABь ?@>3@0<8. +8< 28I0 25;8G8=0 ?0@0<5B@0, B8< <5=H 
9<>2V@=5 70@065==O 2V@CA>< G5@57 1@0C75@ ?@8 2V42V4C20==V H:V4;828E A09BV2.  

"FV=N20==O :@8B5@VW2 O:>ABV 4;O 281>@C 0=B82V@CAV2 45A:B>?=>W 25@AVW "% 
Windows 70 @57C;ьB0B0<8 B5ABC20==O C 2023 @>FV ?@82545=V 2 B01;. 1. 

&01;8FO 1 

$57C;ьB0B8 >FV=N20==O :@8B5@VW2 O:>ABV 4;O 281>@C 0=B82V@CAV2 [9] 

�=B82і@CA ATP MWP Perfomance RWP ATP FA &і=0 70 @і: 

Bitdefender 3 3 3 3 3 6 50 

Avast 2 3 3 3 2 2 0 

AVG 2 3 3 3 2 2 0 

G Data 2 3 3 3 2 2 50 

Avira 0 3 3 3 0 1 100 

McAfee 0 3 3 3 0 9 86 

ESET 3 2 3 1 3 0 35 

VIPRE 0 3 2 3 0 6 40 

NornonLifeLock 0 3 3 2 0 3 100 

Microsoft 2 2 1 3 2 32 0 

K7 0 1 3 3 0 67 26 

Total Defense 0 3 1 2 0 6 57 

TotalAV 0 3 2 2 0 0 119 

Panda 0 0 3 2 0 102 0 

Trend Micro 0 0 3 1 0 10 50 

Mailwarebytes 0 0 3 0 0 25 40 

*V=0 70 @V: =5 є @57C;ьB0B>< B5ABC, 0 <0єBьAO =0 C207V 20@BVABь @VG=>W ?V4?8A:8 
4;O ?5@A>=0;ь=>3> 28:>@8AB0==O 70 @V: 2 4>;0@0E %,�.  

�0;V @>72’O65<> 4@C3C ?@>1;5<C, I> 4>72>;8Bь 7=09B8 :><?;5:A=89 @>72’O7>: 
7040GV. #@>?>=Cє<> 70AB>A>2C20B8 <5B>4 ?@89=OBBO @VH5=ь 7 C@0EC20==O< 206;82>ABV 
0;ьB5@=0B82 [10]. *59 <5B>4 4>72>;Oє :>@8ABC20G52V 7040B8 A2>W ?5@52038 <V6 :>6=>N 
?0@>N 0;ьB5@=0B82. �V;ь:VABь PC 0;ьB5@=0B82 D>@<CєBьAO 28E>4OG8 7 D>@<C;8 
?5@5AB0=>2>: PC =0.5 !/ C-2)!(C , 45 C – :V;ь:VABь :@8B5@VW2 281>@C. �=0;V7CNG8 
28EV4=V 40=V (B01;. 1) B@510 7@>18B8 28A=>2>:, I> :@8B5@VW 281>@C 45I> 2V4@V7=ONBьAO 
70 E0@0:B5@>< >FV=:8. &0:, 4;O ?5@H8E G>B8@ь>E :@8B5@VW2 ?>@V2=O==O 2 <560E 
:@8B5@VN >4=>7=0G=> ?@>AB> – G8< 1V;ьH5, B8< :@0I5. �;O :@8B5@VW2 FA V Price – G8< 
1V;ьH5, B8< 3V@H5 9 @57C;ьB0B8 <0NBь 1CB8 157C<>2=> <0AHB01>20=V.  

%8AB5<0 02B><0B87>20=>3> 281>@C 0=B82V@CAC @50;V7CєBьAO O: ?@>3@0<0 7 
3@0DVG=8< V=B5@D59A><, O:0 70157?5GCє <>6;82VABь 7@CG=>W 70<V=8 25;8G8= 
@57C;ьB0BV2 A8=B5B8G=8E B5ABV2, O:V @53C;O@=> >=>2;NNBьAO Av-%omparatives. �81V@ 
?@V>@8B5BV2 @50;V7>20=89 2 283;O4V ?>27C=:V2, O:V 4>72>;ONBь 3@0DVG=> 9 V=BCWB82=> 
7@>7C<V;> 4> :>@8ABC20G0  2V4>1@078B8 >1@0=89 ?@V>@8B5B. �>@8ABC20G <0є GVB:> 
287=0G8B8Aь 7 :>6=8< ?@V>@8B5B><. /:I> 1C4ь-O:89 ?0@0<5B@ 9><C =5 ?>B@V1=89, B> 
:>@8ABC20G <0є <>6;82VABь 9>3> ?@>AB> 2V4V<:=CB8 9 B>4V :V;ь:VABь 0;ьB5@=0B82, O:V 
=5>1EV4=> >1@0B8, 7<5=HCєBьAO. &0:>6 22545=> 4>40B:>289 DV;ьB@, O:89 4>72>;Oє, 70 
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=5>1EV4=>ABV, GVB:> 2V4>:@5<8B8 157?;0B=V 0=B82V@CA8 2V4 B0:8E, O:V 28<030NBь 
?@8410==O :><5@FV9=>W ;VF5=7VW. "A=>2=V @57C;ьB0B8 2V4>1@06CNBьAO 70 4>?><>3>N 

3VAB>3@0<8, =>@<>20=>W 4> 100% H:0;8. &0:>6, 4;O :>@8ABC20G0 3@0DVG=> 7>1@065=> 
D0:B8G=V 2038 ?@V>@8B5BV2 2 283;O4V :@C3>2>W 4V03@0<8. �;O @50;V70FVW ?@>3@0<8 >1@0=> 
<>2C A8AB5<8 MATLAB, O:0 >@Vє=B>20=0 =0 <0B5<0B8G=V @>7@0EC=:8. �;3>@8B< 
281>@C, 70:;045=89 2 ?@>3@0<V, 70AB>A>2Cє <0B@8FV – A0<5 =0 F59 B8? 40=8E 
>@Vє=B>20=0 <>20. &0:>6 70AB>A>20=> 3@0DVG=5 A5@54>28I5 App Designer 4;O H284:>W 
@>7@>1:8 ?@>3@0< 7 3@0DVG=8< V=B5@D59AV2, O:5 <0є 3@0DVG=89 :>=AB@C:B>@ D>@< B0 
@>728=CBV 70A>18 2V7C0;V70FVW 40=8E. �V:=> 5:@0=C @>7@>1;5=>W ?@>3@0<8 4;O 22545==O 
2V4=>A=>W 206;82>ABV :@8B5@VW2 O:>ABV ?>:070=> =0 @8A. 1. 

 
$8A.1. �V:=> 5:@0=C ?@>3@0<8 4;O 22545==O 2V4=>A=>W 206;82>ABV :@8B5@VW2 O:>ABV 

 

�V:=> 5:@0=C @>7@>1;5=>W ?@>3@0<8 7 @57C;ьB0B0<8 @>7@0EC=:C O:>AB59 
0=B82V@CAV2 ?@82545=> =0 @8A. 2. 
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$8A.2. �V:=> 5:@0=C ?@>3@0<8 7 @57C;ьB0B0<8 @>7@0EC=:C O:>AB59 0=B82V@CAV2  

 

&0:8< G8=><, 10G8<> I> ?@>3@0<0 @>72’O7Cє ?>AB02;5=C 7040GC 9 є 7@CG=>N 4;O 
:>@8ABC20==O.  
$>72’O7>: 7040Gі 281>@C =09:@0щ>3> 0?0@0B=>3> D09@2>;0. /: V ?>?5@54=O 7040G0, 
FO 7040G0 <0є 42V ?@>1;5<8.  

#5@H0 ?@>1;5<0 – F5 ?@>1;5<0 :@8B5@VN 281>@C. �;0A8G=8< >A=>2=8< 
:@8B5@Vє< 281>@C 4;O 0?0@0B=8E D09@2>;V2 є :V;ь:VABь <>6;828E ?V4:;NG5=ь. 
�8E>4OG8 7 Fь>3> :@8B5@VN, 0?0@0B=V D09@2>;8 28?CA:0NBьAO 2 <560E ;V=V9>:, 3@040FVO 
2 O:8E ?@>2>48BьAO ?> >FV=5=V9 28@>1=8:0<8 :V;ь:>ABV <>6;828E ?V4:;NG5=ь. 
(09@2>;8 4;O <0;>3> 1V7=5AC ?@87=0G5=V 4;O >1A;C3>2C20==O   
50-200 :>@8ABC20GV2; 4;O A5@54=ь>3> 1V7=5AC – 2V4 200 4> 500 :>@8ABC20GV2; 4;O 
25;8:>3> 1V7=5AC – 2V4 500 4> 3000; 4;O 40B0F5=B@V2 - 3000 9 1V;ьH5. "4=0:, 281V@ 70 
F8< :@8B5@Vє< =5 <0є A5=AC 02B><0B87C20B8, 2V= >4=>7=0G=> 287=0G0єBьAO <0AHB01>< 
?V4?@8є<AB20. #VA;O 287=0G5==O ;V=V9:8 D09@2>;V2 >A=>2=8< AB0є :@8B5@V9 
?@>4C:B82=>ABV >1@>1:8 B@0DV:C. �;0A8DV:0FVO 284V2 B@0DV:C, O:89 >1@>1;Oє D09@2>;, 
?>:070=0 =0 @8A. 3.  

 
$8A. 3. �;0A8DV:0FVO B@0DV:C, O:89 >1@>1;Oє D09@2>; 
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 &0:8< G8=><, 10G8<>, I> B@0DV: <0є 42V AE5<8 :;0A8DV:0FVW, B><C <8 <>65<> 
284V;8B8 6 B8?V2 B@0DV:C 7 B>G:8 7>@C @>1>B8 D09@2>;0. �0728G09 ?@>4C:B82=VABь ?> 
?@>AB><C 9 <C;ьB8<54V0 B@0DV:C 2V4@V7=OєBьAO 2 1.5-4 @078 2 70;56=>ABV 2V4 B8?C 
?@8AB@>N. #@>4C:B82=VABь ?> =5DV;ьB@>20=><C B@0DV:C 1;87ь:0 4> ?@>4C:B82=>ABV 
?>@BV2 9 <5@56528E ?@8AB@>W2 D09@2>;C. #@>4C:B82=VABь ?> DV;ьB@>20=><C B@0DV:C є 
<5=H>N, :@0B=VABь ?@>4C:B82=>ABV DV;ьB@>20=>3> 4> =5DV;ьB@>20=>3> B@0DV:C 
70;568Bь 2V4 0?0@0B=8E B0 ?@>3@0<=8E <>6;82>AB59 ?@8AB@>N, 9 AB0=>28Bь 728G09=> 
2V4 0.3 4> 0.9 @07. #@>4C:B82=VABь ?> B@0DV:C ?@>B>:>;V2 72’O7:C IPSec. � ?5@HC G5@3C 
F5 VPN. #@>4C:B82=VABь ?> IPSec B@0DV:C є I5 <5=H>N, :@0B=VABь ?@>4C:B82=>ABV 
DV;ьB@>20=>3> 4> =5DV;ьB@>20=>3> B@0DV:C 4C65 70;568Bь 2V4 0?0@0B=8E B0 ?@>3@0<=8E 
<>6;82>AB59 ?@8AB@>N (206;828< є <0B5<0B8G=89 A>?@>F5A>@, O:VABь, 5D5:B82=VABь 
B0 <0AHB01>20=VABь :@8?B>3@0DVG=8E 0;3>@8B<V2 9 2V4?>2V4=> ?@>3@0<=>3> 
70157?5G5==O), 9 AB0=>28Bь 728G09=> 2V4 0.1 4> 0.8 @07 4> =5DV;ьB@>20=>3> B@0DV:C.  

#>7=0G8<> 22545=V :@8B5@VW  O:>ABV D09@2>;V2 =0ABC?=8< G8=><:  
 FWD-B - <0:A8<0;ь=0 740B=VABь ?5@5=0?@02;5==O ?@>AB>3> B@0DV:C ( 1VB/A); 
 FW-B - <0:A8<0;ь=0 740B=VABь DV;ьB@0FVW ?@>AB>3> B@0DV:C ( 1VB/c); 
  IPS-B - <0:A8<0;ь=0 740B=VABь DV;ьB@0FVW ?@>AB>3> VPN B@0DV:C 70 B5E=>;>3VєN  
IpSEC ( 1VB/c); 

 FWD-C - <0:A8<0;ь=0 740B=VABь ?5@5=0?@02;5==O <C;ьB8<54V0 (B0 V=H>3> A:;04=>3>) 
B@0DV:C ( 1VB/A); 

 FW-C - <0:A8<0;ь=0 740B=VABь DV;ьB@0FVW <C;ьB8<54V0 (B0 V=H>3> A:;04=>3>) B@0DV:C 
( 1VB/c); 

 IPS-C - <0:A8<0;ь=0 740B=VABь DV;ьB@0FVW <C;ьB8<54V0 (B0 V=H>3> A:;04=>3>) VPN 
B@0DV:C 70 B5E=>;>3VєN IpSEC ( 1VB/c). 

 &0:>6 4>40<> :@8B5@V9 =5 ?>2’O70=89 7 B@0DV:>< – CPU, B>1B> B0:B>2C G0AB>BC 
?@>F5A>@0 D09@2>;0 (��F). 

 �81V@ D09@2>;0 1C45<> ?@>2>48B8 A5@54 ;V=V9:8 0?0@0B=8E D09@2>;V2, O:0 
2V4?>2V40є  ?>B@510< A5@54=ь>3> 1V7=5AC  �V4=>A=V 7=0G5==O ?@>4C:B82=>ABV 10 
>1@0=8E D09@2>;V2 @V7=8E 28@>1=8:V2 7 1;87ь:>N 7030;ь=>N ?@>4C:B82=VABN 
?@82545=V =0 @8A. 4. 

 
$8A.4. �V4=>A=V 7=0G5==O ?@>4C:B82=>ABV D09@2>;V2  
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!0 @8A. 4 28A>B0 AB>2?FO E0@0:B5@87Cє 25;8G8=C FWD-B.  �8A>B0 ?V4AB>2?FV2 
E0@0:B5@87Cє =>@<>20=5 2V4=>H5==O: 1. IPS-%/FWD-B; 2. FW-C/FWD-B; 3. FWD-
C/FWD-B; 4.IPS-B/FWD-B; 5. FW-B/FWD-B). 

�@C30 ?@>1;5<0 – ?@>1;5<0 <5B>4C 281>@C. �=0;V7CNG8 @8A. 4, 10G8<>, I> 
@>7?>4V; E0@0:B5@8AB8: 4>2>;V =5@V2=><V@=89. &0:8< G8=><, 4;O ?V4?@8є<AB2 7 @V7=8< 
E0@0:B5@>< B@0DV:C >?B8<0;ь=8< 1C45 281V@ @V7=8E D09@2>;V2. !0 2V4<V=C 2V4 7040GV 
281>@C 0=B82V@CAC, 7040G0 281>@C D09@2>;C 4;O ?V4?@8є<AB20 A5@54=ь>3> 1V7=5AC є 
7040G5N :>;5:B82=>3> 281>@C, O:0 <0є 107C20B8Aь =0 @>7C<V==V A?5F8DV:8 @>1>B8 
@V7=8E ?V4@>74V;V2 ?V4?@8є<AB20. )0@0:B5@ B@0DV:C 2 ?V4?@8є<AB2V (?>B>G=89 9 
?@>3=>7>20=89) <>6CBь 7=0B8 5:A?5@B8 – A8AB5<=V 04<V=VAB@0B>@8, <5@56528:8. "B65, 
281V@ <0є >@Vє=BC20B8Aь =0 WE 4C<:8. "4=0:, I>1 28:;NG8B8 AC1’є:B82=VABь, 4C<:8 
5:A?5@BV2 <0NBь =04020B8Aь 0=>=V<=> 9 >1@>1;OB8Aь 70 A?5FV0;ь=8< 0;3>@8B<>< [10]. 
#@8 Fь><C 5:A?5@B=0 3@C?0 <0є D>@<C20B8AO B0:8< G8=><, I>1 4C<:8  5:A?5@BV2 1C;8 
C73>465=8<8. '73>465=VABь 287=0G0єBьAO :>5DVFVє=B>< :>=:>@40FVW, O:89 ?>28=5= 1CB8 
=5 <5=H8< 70 0.7.  

%8AB5<0 02B><0B87>20=>3> 281>@C 0?0@0B=>3> D09@2>;0 @50;V7CєBьAO O: 
?@>3@0<0 7 3@0DVG=8< V=B5@D59A><, O:0 70157?5GCє <>6;82VABь H284:>3> 22545==O B0 
<>48DV:0FVW 1078 ?0@0<5B@V2 ?@8AB@>W2 B0 4C<>: 5:A?5@BV2. �V0;>3>25 2V:=> ?@>3@0<8 
<0є 283;O4,  ?@82545=89 =0 @8A. 5. #@>3@0<C @50;V7>20=> O: :;0A8G=C 45A:B>?-
?@>3@0<C. �;O FVєW 7040GV B0:>6 ?V4E>48Bь MATLAB B0 App Designer. �<V=0 5;5<5=BV2 
B01;8Fь 4C<>: 5:A?5@BV2 B0 B5E=VG=8E E0@0:B5@8AB8: ?@>2>48BьAO 0=0;>3VG=> 
@540:B>@0< 5;5:B@>==8E B01;8Fь. �>65= @O4>: B01;8Fь <0є >?FVN 2V4<VG5==O. 
�V4<VG5=V @O4:8 2@0E>2CNBьAO ?@8 281>@V =09:@0I>W <>45;V, =5 2V4<VG5=V – =5 
2@0E>2CNBьAO. �>4020==O 5;5<5=BV2 @50;V7>20=> H;OE>< 70?>2=5==O A?5FV0;ь=8E 
4V0;>3V2, 22545==O ?0@0<5B@V2 2 O:8E ?5@52V@OєBьAO. �840;5==O ?@>2>48BьAO 4;O 
5;5<5=BV2, O:V =5 2V4<VG5=V. #@8 7<V=V 5;5<5=BV2 B01;8Fь ?5@52V@ONBьAO 2EV4=V 40=V, 0 
7<V=0 4C<>: 5:A?5@BV2 ?@>2>48BьAO H;OE>< 281>@C 7 <>6;828E 20@V0=BV2 >FV=:8. #@8 
7<V=V 4C<>: >FV=:8 ?5@5@0E>2CNBьAO B0 2V4>1@060єBьAO =>289 :>5DVFVє=B C73>465=>ABV. 
�=0G5==O B01;8Fь 715@V30NBьAO C B5:AB>28E csv D09;0E. &0:8< G8=><, 7<V=0 :>6=>3> 
?0@0<5B@C 715@V30єBьAO 02B><0B8G=>.  

 
$8A.5. �V0;>3>25 2V:=> ?@>3@0<8 281>@C D09@2>;0  

 

$>7@0EC=>: <0є ?@>2>48B8Aь ;8H5 ?@8 2V4?>2V4=><C :>5DVFVє=BV C73>465=>ABV 
(:>=:>@40FVW) B0 =0O2=>ABV :>@5:B=8E 2EV4=8E 40=8E. "A=>2=V @57C;ьB0B8 @>7@0EC=:C 
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?@54AB02;ONBьAO 2 283;O4V 42>E 3@0DV:V2. #5@H89 3@0DV: – 3VAB>3@0<0, =>@<>20=0 4> 
100% H:0;8 7 2V4A>@B>20=8<8 @57C;ьB0B0<8, O:0 ?>:07Cє «5D5:B82=VABь <>45;V». 
�@C389 3@0DV: 28:>=0=89 2 283;O4V :@C3>2>W 4V03@0<8, 2 O:V9 7>1@06CNBьAO ?@V>@8B5B8 
?0@0<5B@V2. 
�8A=>2:8. $>7@>1;5=V A8AB5<8 02B><0B87>20=>3> 281>@C A:;04>28E ?@>3@0<=>3> B0 
0?0@0B=>3> 70157?5G5==O A8AB5<8 :V15@157?5:8 :>@?>@0B82=8E :><?’NB5@V2.  

�0?@>?>=>20=> 70<VABь :;0A8G=8E :@8B5@VW2 ?>@V2=O==O 0=B82V@CAV2 
70AB>A>2C20B8 @57C;ьB0B8 A8=B5B8G=8E B5ABV2. �81V@ ?@>2>48BьAO =0 107V AC1’є:B82=8E 
?5@5203 :>@8ABC20G0 4;O :>6=>3> 7 >1@0=8E :@8B5@VW2. "1’є:B82=V 7=0G5==O :@8B5@VW2 
15@CBьAO 7 @57C;ьB0BV2 ?5@V>48G=8E B5ABV2 AV-Comparatives.  

�0?@>?>=>20=> 70<VABь :;0A8G=>3> :@8B5@VN ?>@V2=O==O 0?0@0B=8E D09@2>;V2 
70AB>A>2C20B8 7 :@8B5@VW2, 6 7 O:8E =0;560Bь 4> ?@>4C:B82=>ABV 0?0@0B=>3> D09@2>;0 
70 @V7=8<8 B8?0<8 B@0DV:C. �81V@ ?@>2>48BьAO =0 107V >1@>1:8 4C<>: 5:A?5@B=>W 
3@C?8, O:0 <0є C73>465=VABь. �=0G5==O :@8B5@VW2 15@CBьAO 7 4>:C<5=B0FVW D09@2>;V2 01> 
@57C;ьB0BV2 =570;56=8E B5ABV2.  

$>7@>1;5=V A8AB5<8 02B><0B87>20=>3> 281>@C 0=B82V@CAC B0 D09@2>;0 O: 
?@>3@0<8 7 3@0DVG=8< V=B5@D59A><. #@>45<>=AB@>20=V DC=:FV>=0;ь=V <>6;82>ABV 
?@>3@0< ?>:07CNBь, I> 2>=8 7@CG=> B0 5D5:B82=> 28:>=CNBь CAV ?>AB02;5=V 7040GV.  

$>7@>1;5=V A8AB5<8 02B><0B87>20=>3> 281>@C @5:><5=4CNBьAO 4;O 
70AB>AC20==O A?5FV0;VAB0<8 7 :V15@157?5:8 B0 A8AB5<=8<8 04<V=VAB@0B>@0<8.  

%?8A>: ;іB5@0BC@8 
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Providing effective cybersecurity for corporate computers is an extremely important and complex task that 

requires careful choice of software and hardware. This article discusses the key components of cybersecurity 

software and hardware - antivirus programs and hardware firewalls. Considering the rapid growth of cyber 

threats, it becomes clear that comparing individual characteristics no longer allows users to make the right 

choice. For example, when it comes to antivirus software, it is no longer possible to simply focus on the size of 

the virus database, as the number of viruses reaches a billion, and even the most powerful computer is not 

enough to scan every executable file for a match. Similar challenges arise with the choice of hardware. Modern 

hardware firewalls are no longer limited to simply analyzing traffic by packet headers and dropping unwanted 

addresses or ports. They must filter complex traffic, including encrypted traffic, and provide reliable protection 

while delivering high performance to meet user needs. It is also worth noting that the choice of hardware should 

take into account the network architecture, scalability, and planning for future needs. Since it is becoming 

increasingly difficult to make the appropriate choice of cybersecurity software and hardware, the authors of the 

article propose to automate the choice using advances in modern decision theory. The authors present 

algorithms for choosing tools based on personal needs and the opinions of an expert group. The authors 

demonstrate the effectiveness of these algorithms for solving real-world selection problems in the industry with 
the help of software specially developed by the authors for automated selection of software and hardware 

components of the corporate computer cybersecurity system. 

Keywords: choice of antivirus, importance of alternatives, choice of firewall, expert method, software, 

cybersecurity 


