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The article provides a comprehensive overview of hierarchical clustering and 

dendrogram construction, with a focus on the methods used for determining the 

optimal number of clusters. The article discusses the theoretical foundations of 

hierarchical clustering and the process of constructing dendrograms, and goes on to 

describe several popular methods for determining the number of clusters. The article 

focused on both divisive and agglomerative clustering methods and the dendrogram, 

the advantages and disadvantages of each method, and how dendrograms are used to 

visualize the results of hierarchical clustering. It also provides comparison of 

hierarchical clustering with non-hierarchical clustering, particularly the K-means 

algorithm, and discusses their respective advantages and disadvantages. One of the 

key advantages of hierarchical clustering is that it does not require the user to specify 

the number of clusters in advance, as is the case with non-hierarchical clustering. 

Instead, a dendrogram can be used to determine the appropriate number of clusters. 

The article concludes by noting the usefulness of hierarchical clustering for a range 

of applications, particularly in exploratory data analysis. The article also covers the 

main methods to identify which objects and clusters are most similar. Additionally, 

the article provides an overview of the K-means clustering method and compares it to 

hierarchical clustering. 

Keywords: agglomerative clustering, divisive clustering, hierarchical clustering, k-

means. 

 

Introduction. Cluster analysis has proven to be an invaluable tool in the context of 

multidimensional datasets and its utility in research and uncontrolled analysis. It 

highlights the hierarchical approach to clustering as a popular method in genomics and 

other fields due to its ability to reveal multiple layers of clustering structure 

simultaneously. This allows researchers to gain a deeper understanding of the data, 

identify patterns, and develop hypotheses or inform decision-making. Many applied 

problems, measuring the degree of similarity between objects is often much simpler than 

forming descriptive features. For example, taking two photos and immediately identifying 

that they both depict the same person is much easier than understanding the specific 

features that make them similar. The task of object classification based on their similarity, 

without any predefined classes to which the objects can be assigned, is called clustering 

[2, 15].  

Hierarchical clustering is a popular technique used for data analysis and pattern 

recognition. It is a method that groups data objects based on their similarities and 

differences. This technique can be used to explore the underlying structure of a dataset, 

identify relationships between variables, and discover patterns in data [12, 20]. 

Hierarchical clustering algorithms can be divided into two main types: divisive 

and agglomerative. Divisive clustering starts with a single cluster containing all data 

objects and divides it into smaller clusters until each object is in its own cluster [1,3]. On 

the other hand, agglomerative clustering starts with each object in its own cluster and 

merges them together until all objects belong to a single cluster [7]. One of the most 

important outputs of hierarchical clustering is the dendrogram. A dendrogram is a tree-

like diagram that illustrates the hierarchical relationships between clusters. It displays the 
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order in which clusters are merged and the distances between them. This diagram helps 

to visualize the hierarchical structure of the data and provides insights into the 

relationships between clusters [5, 11]. 

Content statement of the problem. The purpose of study is to apply different algorithms 

for constructing dendrograms and determining the optimal number of clusters in 

hierarchical clustering. The study aims to provide a theoretical background of hierarchical 

clustering, explain the process of dendrogram construction, and discuss the different 

methods for determining the number of clusters. 

The object of this study is to analyze different clustering algorithms for 

constructing dendrograms and determining the number of clusters in hierarchical 

clustering. The study focuses on the methodology and practical aspects of hierarchical 

clustering, including different types of linkage methods, distance metrics, initialization of 

clusters, and scalability issues. However, the study also compares several non-

hierarchical clustering algorithms such as k-means. Therefore, the object of the study 

includes both hierarchical and non-hierarchical clustering algorithms, and aims to provide 

a comprehensive and practical guide to different clustering methods for researchers and 

practitioners in the field. The study aims to provide guidance and insights into the process 

of dendrogram construction and the determination of the optimal number of clusters. The 

object of the study is the algorithmic approach to hierarchical clustering and its 

applications in data analysis and research. 

Analysis of recent resources. The paper [1] by M. Kuchaki Rafsanjani is a research 

paper that provides an extensive overview of the various hierarchical clustering 

algorithms. The paper discusses the different types of hierarchical clustering, such as 

agglomerative and divisive clustering, and the pros and cons of each type. The paper 

includes a comparative analysis of several hierarchical clustering algorithms, including 

Ward's method, k-means clustering, and spectral clustering, and provides insights into the 

strengths and weaknesses of each algorithm. The author concludes the paper by 

discussing some of the current research directions in hierarchical clustering, such as semi-

supervised clustering and graph-based clustering, and highlighting the potential 

applications of hierarchical clustering in various fields, including bioinformatics and 

image analysis [10, 13]. 

In the research [2, 17] Luben M. C. Cabezas discusses different approaches to 

dendrogram construction and visualization. Also, the author explores the use of 

dendrograms for interpreting machine learning models and extracting insights from large 

datasets. 

Research [3, 19] is interesting by its discussion of different methods for 

determining the number of clusters in hierarchical clustering, including the silhouette 

method and the elbow method. The paper also covers other important aspects of k-means 

clustering, such as the choice of distance metrics and initialization of clusters, and 

provides insights into the strengths and weaknesses of different methods. 

The article [4, 20] provides a survey of agglomerative clustering algorithms and 

their applications in high-dimensional data. Authors describe and present a 

comprehensive classification of different clustering techniques for high dimensional data. 

The article covers other important aspects of clustering validation, such as the choice of 

distance metrics and the interpretation of validation results. Furthermore, the paper 

presents experimental results and case studies to illustrate the effectiveness and 

limitations of different clustering validation measures. 

Methods and tools of research. The approach of creating a dendrogram, which is a type 

of tree diagram that shows the arrangement of clusters produced by a clustering algorithm, 

using specific algorithms that are intended for this purpose. These algorithms take the 

data input and produce a hierarchical structure of clusters that can be visualized in the 

form of a dendrogram [6, 8]. 
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Hierarchical clustering is a type of cluster analysis. One of the great advantages 

of hierarchical algorithms over non-hierarchical ones is their hierarchical structure, which 

is created during the algorithm's operation. The operation of such an algorithm can be 

represented as a dendrogram (Fig. 1) or, as they are also called, a tree diagram. In the 

dendrogram, each level corresponds to one iteration of the algorithm [9, 14]. 

 

Fig. 1. Dendrogram example 

 

The number of clusters can either decrease or increase with each iteration, 

depending on the type of hierarchical clustering algorithm used. 

Types of hierarchical clustering. As already mentioned, there are two main types of 

hierarchical clustering. Each of them moves in a different direction. These are 

agglomerative and divisive algorithms. In the first case, we start with each object of the 

study having its own cluster, and with each iteration, clusters begin to merge until all 

objects end up in one cluster. With the divisive algorithm, on the other hand, everything 

is the opposite. Initially, we have one large cluster that includes all objects of our study, 

and with each iteration, we begin to divide this cluster into smaller ones, which ultimately 

leads to each object having only its own cluster [16, 18]. Approximate working of both 

algorithms is shown in Figure 2. 

 

Fig. 2. Agglomerative and divisive algorithms 

 

Agglomerative hierarchical clustering. Let's take a closer look at the agglomerative 

method. As a dataset, we will take several coordinates X and Y described in table 1 to 

demonstrate the operation of the agglomerative method. 

Table 1 

The objects under study 

№ 1 2 3 4 5 6 7 8 9 10 11 12 13 

x 6 4.9 8.2 7.1 2 1 1.5 2.8 3 6.9 6.1 8 7.1 

y 0.6 3 2.1 3.8 6 7.8 8.3 7 7.9 6.9 8.2 7.9 8.8 
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First, we have our objects of study, which are shown in Figure 3. 

 

Fig. 3. Study objects represented on the coordinate plane 

 

At the beginning of the algorithm, all of our objects form their own clusters (Fig. 4). 

 

 

Fig. 4. Initial clusters 

 

Now each point is in its own cluster. The next step is to merge clusters with the 

smallest distance between them. In our case, these turned out to be clusters 6 and 7, as 

their Euclidean distance for X and Y are: 

d = √(1.5 2 1)2 + (8.3 2 7.8)2 = √0.5 ≈ 0.7071 (1) 

Now we have a new cluster number 14 (Fig. 5). 

 

 

Fig. 5. Points 6 and 7 forms a new cluster 

 

Continuing to search for clusters with the smallest distances, we find that clusters 

8 and 9, 11 and 13, and 10 and 12 have the smallest distances, and they form new clusters. 

Data is provided in table 2 and visualized on Figure 6. 

Table 2 

Cluster combination 

Clusters A & B Cluster A 

coordinates 

Cluster B 

coordinates 

Distance 

between 

clusters 

New 

cluster 

number 

8 and 9 {2.8, 7} {3, 7.9} 0.9219 15 

11 and 13 {6.1,8.2} {7.1,8.8} 1.1661 16 

10 and 12 {6.9,6.9} {8,7.9} 1.4866 17 
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Fig. 6. New cluster formation 

 

At this stage, our dendrogram looks as on Figure 7. 

 

Fig. 7. Updated dendrogram based on recent updates 

 

Now we can see that the clusters closest to each other are not single-point clusters, 

but a cluster with multiple objects and a single-point cluster. In this case, we need a 

measure to compute the distances between clusters with multiple points. We will continue 

merging clusters using Complete Linkage. The results are seen in Table 3 and Figure 8. 

 

Table 3 

Cluster combination 

Clusters A & B Distance between clusters New cluster number 

16 and 17 1.9235 18 

14 and 15 2.0024 19 

 

 

Fig. 8. Newly formed clusters 

 

Continuing this algorithm, we will eventually end up with all objects in one 

cluster. Let's try to finish the work using Python. After performing agglomerative 

clustering using the Complete Linkage method, which we will discuss later, I obtained 

the following data array displayed on Figure 9. 

 

Fig. 9. The array obtained using Python 
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The first two columns represent the cluster numbers that will be merged. The third 

column represents the distance between them, the fourth column indicates the number of 

objects that will be in the new cluster, and the last column represents the number of the 

newly created cluster. Indeed, if we look at this table, its first half completely matches the 

data that we calculated above (Fig. 10). 

 

Fig. 10. The last iterations of the agglomerative hierarchical clustering method 

 

Now all research objects are in the same cluster with number 25. It may seem 

illogical as it does not give us any meaningful data. However, in fact, it is quite the 

opposite. Since the algorithm is hierarchical, we can obtain data that was obtained at a 

certain iteration. This can be visualized more clearly by looking at the result displayed in 

the dendrogram (Fig. 11). 

 

Fig. 11. Newly formed dendrogram based on coordinates 

 

Now we have obtained a dendrogram that shows all the iterations of creating new 

clusters. Our dendrogram also shows that indeed points 6 and 7 were the first to merge, 

then 8 and 9, and 11 and 13. There are also three strongly pronounced clusters 23, 18, and 

21. Let's visualize them on a plot by coloring the points belonging to these clusters in 

different colors (Fig. 12). 

 

Fig. 12. The three clusters obtained using the agglomerative method 

 

We can also notice that cluster 23 is much taller than the other two. This is due to 

the fact that the distances between points in this cluster are much larger, making the 

cluster itself larger in size (Fig. 13). 
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Fig. 13. The height of cluster 23 

 

Divisive clustering method. In divisive or divisive clustering, everything 

happens the opposite way. First, we have a cluster that contains all the objects we are 

studying (Fig. 14). 

 

Fig. 14. Beginning of divisive clustering algorithm method 

 

Immediately after the first iteration, our large cluster is divided into smaller 

clusters, and those in turn into even smaller ones. This process continues until all 

objects end up in their own clusters (Fig. 15). 

 

Fig. 15. Results of divisive clustering algorithm method 

 

The recalculation of distance between clusters. To determine which clusters to merge, 

we need a metric that will measure the similarity between clusters. There are five main 

methods to identify which objects and clusters are most similar. 

Single Linkage is a method that begins by finding the two closest objects that form 

the primary cluster. Each subsequent object is then added to the cluster that is closest to 

one of its objects (Formula 2). �ÿÿĀ(�ÿ , �Ā) = ÿ�Ā�� � ��, ��,   � ���(�ÿ, �Ā) 
(2) 

Complete Linkage, also known as the maximum linkage method, is the inverse of 

Single Linkage. The rule for combining clusters in this method is based on finding the 

two objects that are furthest apart from each other (Formula 3). �ÿ��(�ÿ, �Ā) = ÿ���� � ��, ��,   � ���(�ÿ, �Ā) (3) 

Advantage Linkage – at each step, the average distance between each object from 

one cluster and each object from another cluster is calculated. An object is assigned to a 

given cluster if the average distance is smaller than the average distance to any other 
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cluster (Formula 4). ����(�ÿ, �Ā) = 1|�ÿ||�Ā| ∑ ∑ �(�ÿ, �Ā)�� � ���� � ��
 (4) 

Ward’s Method: this method minimizes the variance between all clusters by 
selecting clusters that result in the smallest increase in overall variance [8]. 

Centroid Method: this method calculates the distance between the centroids of 

each cluster. 

Comparison of hierarchical and non-hierarchical clustering. Before moving on to the 

topic of cluster count, it would be helpful to understand other clustering methods. Non-

hierarchical clustering also has many methods and algorithms, but we will only discuss 

the K-means algorithm (nearest neighbor method). 

Let's suppose there are hypotheses about the number of clusters, let 's say N 

clusters. In this case, the program can be set to N clusters. This is precisely the use case 

for the K-means method. While in hierarchical clustering, we can choose the number of 

clusters after the program has finished processing the data, in non-hierarchical clustering, 

specifically in the nearest neighbor method, we must determine the number of clusters in 

advance. This is a major drawback of the algorithm because it is not always possible to 

know or guess how many clusters there may be after processing the data. 

In general, K-means is a popular clustering algorithm that has several advantages: 

1. Simplicity: The algorithm is easy to understand and implement, making it a 

popular choice for data analysts and scientists. 

2. Scalability: K-means is a relatively fast and efficient algorithm that can 

handle large datasets. 

3. Ability to handle continuous variables: K-means works well with continuous 

variables, such as age or income, as opposed to categorical variables. 

4. Reproducibility: The results of K-means are reproducible, meaning that if you 

run the algorithm multiple times with the same inputs, you should get the 

same results every time. 

But also, K-means algorithm has its own disadvantages which is provided in the 

list below: 

1. Requires the number of clusters to be specified: One of the main 

disadvantages of K-means is that it requires the number of clusters to be 

specified beforehand. This can be a major drawback, especially when the data 

does not naturally lend itself to a specific number of clusters. 

2. Sensitive to initial cluster centers: The final clusters produced by K-means 

can be highly dependent on the initial random selection of cluster centers. 

This can lead to suboptimal results if the initial centers are not representative 

of the data 

3. Outliers can heavily influence results: K-means is highly sensitive to outliers 

in the data. Outliers can heavily influence the position of the cluster centers 

and lead to suboptimal clustering results. 

4. Cannot handle non-linear data: K-means algorithm assumes that the data can 

be separated into clusters based on linear boundaries. Therefore, it may not 

perform well on non-linear data. 

Result and discussion. One of the main advantages of hierarchical clustering is that it 

does not require prior knowledge of the number of clusters. At the end of the process, we 

obtain a hierarchy of clusters, which is usually represented as a dendrogram. By analyzing 

the dendrogram, we can determine the number of clusters. Additionally, the number of 

clusters depends on how distinct we want the differences between objects in the cluster 

to be. If more detail is required, then the dendrogram of the research can be truncated 

somewhere around the 1 mark. If less differentiation between objects in one cluster is 
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needed or a smaller number of clusters is desired, then the dendrogram can be truncated 

at the 2.5 mark (Fig. 16). 

 

Fig. 16. Determining the optimal number of clusters 

 

Conclusion. Hierarchical clustering is a popular method for grouping objects into clusters 

based on their similarity. It involves creating a hierarchy of nested clusters, represented 

as a dendrogram, which can be used to explore relationships among the objects. There are 

two main types of hierarchical clustering: agglomerative and divisive. Agglomerative 

clustering involves starting with each object in its own cluster and iteratively merging the 

closest clusters until all objects belong to a single cluster. In contrast, divisive clustering 

starts with all objects in a single cluster and recursively splits them into smaller clusters. 

While hierarchical clustering does not require prior knowledge of the number of clusters, 

it can be computationally expensive and may be less effective than other clustering 

methods for large datasets. K-means clustering, a non-hierarchical method, is often used 

instead as it requires a prior specification of the number of clusters and is more 

computationally efficient. However, hierarchical clustering has some unique advantages. 

The dendrogram can provide insights into the structure of the data and can be used to 

determine the number of clusters based on the desired level of similarity among objects. 

Additionally, agglomerative clustering allows for exploration of the hierarchy of clusters, 

which can be useful in identifying subgroups and relationships among objects. As a 

conclusion, the choice of clustering method depends on the specific characteristics of the 

data and the research question. Hierarchical clustering can be a powerful tool for 

exploratory analysis and uncovering patterns in data. 
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The task set in the article is to intellectualize the search for the causes of failures of 

subsystems (components), intersystem (intercomponent) connections of ship 

complex technical systems based on the assessment of the technical condition of 

systems by diagnostic features and predicting the risk of failures in their 

composition. The purpose of the article is to ensure the reliability of complex 

technical systems. The novelty of the results obtained lies in the fact that in the 

course of the study the principles of functioning of an intelligent system for 

searching for the causes of failures of a complex technical system with insensitivity 
to incomplete technological data about it were formulated. The principle of 

functioning of an intelligent system for searching for the causes of failures of a 

complex technical system by assessing and predicting the risk of failures of 

subsystems (components), intersystem (intercomponent) connections, its structure, 

in terms of technical and technological foundations of construction, is implemented 

on the example of a ship power plant. The result of the research is also the 

developed model for searching for the causes of failures of complex technical 

systems, which can be considered as a conceptual model with relative insensitivity 

to incomplete technological data about the system. Intellectualization of the search 

for the causes of failures of a complex technical system, taking into account 

hierarchical levels, makes it possible to determine vulnerable subsystems 

(components) on the basis of assessing the technical condition by diagnostic features 

and predicting the risk of failures. 

Keywords: complex technical system, subsystem, component, intersystem and 

interelement communications, diagnostics, forecasting, model, failure risk 

assessment, intelligent system, search for failure causes 

 

Introduction. Odern complex technical systems (CTS) are diverse in equipment, 

consist of many interconnected and interdependent subsystems, components [1,2]. The 

complication of the composition and the increase in the number of CTS installed on 

ships lead to an increase in the failure rate of such systems, to the need to repair CTS 

equipment, and hence to ship downtime. The use of intelligent systems for searching for 

the causes of failures of subsystems (FS), components (FC), intersystem (FIC) and 

intercomponent links (FI) %TS based on the assessment of their technical condition 

(T%) by diagnostic features and predicting the risk of failures in systems can 

significantly extend the life cycle ship %TS [3,4,5]. This article is devoted to the 

solution of this problem. 

Studies of ship CTS survivability models show that the defeat of any FS, FC in 

systems gives rise to a significant number of possible scenarios and options for the 

development of emergency conditions of such systems, and hence to possible marine 

accidents and incidents [6,7], the statistics of which are reflected in the well-known 

bases [8,9,10,11,12]. According to statistics, one of the main %TS - ship power plant 

(SPP) accounts for 60-80% of all failures of ship systems]. 

The operational reliability of CTS is effectively achieved by the system 

operation strategy as a result of searching for the causes of failures based on equipment 

diagnostic data [13,14,15,16,17], predicting their TS [18,19,20,21,22]. 
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The reliability of ship CTS can be reflected in the form of an assessment of the 

risk of failures [23,24,25,26,27,28]. For maritime shipping, the International Maritime 

Organization (IMO) has developed a consolidated text formalized safety assessment 

should comprise the following steps: identification of hazards; risk analysis; risk control 

options; 4 cost assessment benefit;  recommendations for decision-making [29]. To 

analyze the risk of failure of system components, the world-wide Reliability Centered 

Maintenance method [30] is also widely used. 

Currently, the volume of implementation of automation tools and artificial 

intelligence technologies continues to grow in various industries [31]. In accordance 

with the requirements of the Register of Maritime Navigation, all modern ships must be 

equipped with automation systems for technical means using digital technologies, as 

well as artificial intelligence technologies [1,32,33,34,35]. Such systems should 

constantly monitor FS, FC of ship CTS, analyze trends in changes in the T%, search for 

the causes of system equipment failures. To implement such tasks, appropriate 

algorithmic and software tools are needed. 

In artificial intelligence, knowledge representation models are actively 

developing - Bayesian Belief Networks (BBN) [36,37,38]. They can be used to assess 

the risk of failures in CTS, providing a probabilistic basis for modeling the relationships 

between different failure modes and their root causes. 

The algorithms used to search for the causes of failures FS, FC, FIC and FI 

based on the diagnosis of the vehicle, as a rule, are based on the control of tolerances of 

individual diagnostic parameters. However, the analysis and integral assessment of the 

technical condition of subsystems and complexes, the development of control actions in 

most cases is carried out by ship operators on the basis of heuristic rules. 

Thus, the problems associated with ensuring the reliable operation of ship CTS 

require improvement and search for appropriate new methods, models and algorithms. 

They should be aimed not only at the prompt detection of equipment failure conditions, 

at solving problems of assessing and predicting the risk of system failures, but also at 

finding their causes under conditions of relative insensitivity to incomplete 

technological data on FS, FC. Since all modern ships must be equipped with automation 

systems for technical means using technologies based on artificial intelligence, the 

introduction of approaches based on such methods, models and algorithms should 

ensure the reliable operation of ship CTS. That is, taking into account the specifics and 

existing problems in ensuring reliability during the operation of ship CTS, the 

intellectualization of the search for the causes of failures based on the evaluation of T% 

systems by diagnostic features and predicting the risk of failures in their composition is 

an important direction in the development of modern technologies aimed at ensuring the 

safety and reliability of complex systems. systems and is an urgent task. 

Statement of the problem: intellectualization of the search for the causes of 

failures of FS, FC, FIC and FI of ship CTS based on the assessment of the T% of 

systems by diagnostic features and predicting the risk of failures in their composition 

and eliminating the consequences of their occurrence. 

Purpose of the work: ensuring the reliability and safety of the work of ship CTS. 

Main part. The initial data for constructing an intellectualization model for searching 

for the causes of failures of components of a complex technical system based on &% 

assessment and predicting the risk of failures of complex systems using the example of 

an SPP based on BBN are: scheme and principle of operation of the SPP; failure 

probabilities FS, FC, FIC and FI of CTS links [39]. When modeling the BBN of the SPP 

for various values of the risk of failure of the input element BBN, the probabilities of 

loss of operability FS, F%, FIC and FI of connections for 20,000 hours of operation of 

the SPP were determined (Fig. 1). 
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 From the retrospective analysis of the research results in the simulation of the 

SPP, the components that affect the overall performance of the system are identified. In 

the study of emergency situations, the analysis of incidents in the CTS, the main goal is 

to determine the cause of the accident. It follows from the research results that the 

maximum non-operating state during the operation of the SPP is 20,000 hours. 

corresponds to the CSPSC subsystem. Since the CSPSC subsystem is dependent at the 

level of the hierarchical structure of the SPP, therefore, it is necessary to check the 

subsystem in order to find the cause of its failure. Namely, to check the subsystems and 

all related subsystems at other levels of the BBN scheme. 

 

 
Fig.1. Probability of loss of operability of SPP subsystems 

 

The scheme for searching for the cause of failure, for example, the CSPSC 

subsystem in the diagnostic model of the technical condition of the power plant using 

BBN is shown in Fig.2. For the BBN blocks of the SPP, we single out the blocks IE, 

CAS, SPP, CSPSC and intersystem communications IE-CAS, CAS - SPP, SPP - 

CSPSC for detailed consideration as an example to explain the principle of the model. 

Sets of risk of failures IE, CAS, SPP, CSPSC and interconnections IE-CAS, CAS - SPP, 

SPP - CSPSC at the initial moment of time and taking into account the dynamics of 

technical conditions in time based on a priori data on the failure rates BBN when the 

subsystems of the SPP IE, CAS, SPP, CSPSC and intersystem communications IE-

CAS, CAS - SPP, SPP - CSPSC. 

 

 
Fig.2. Scheme for searching for the cause of failure of the CSPSC subsystem in the 

diagnostic model of the technical condition of the SPP BBN 
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The search for the cause of failure of the CSPSC subsystem was performed in 

accordance with the algorithm shown in Fig. 3. 

Symbols of subsystems, components of the SPP in BBN (Fig. 2): Input element - 

IE; Fire fighting system - FFS; Compressed air system - CAS; Manual control of the 

main engine - MCME; Control system - CS; Remote automated control system of the 

main engine - RACSME; Intermediate component - P1; Ship power plant - SPP; Main 

engine - ME; Ballast drainage system - BDS; Emergency drive propulsion and steering 

complex - ED PSC; Control system for propulsion and steering complex - CSPSC; 

Boiler plant - BP; Transfer of power from the main engine to the propeller - TPMEP; 

Intermediate component = P2; Propulsion and steering complex - PSC; Output 

component - EXIT. 

 
Fig. 3. Algorithm for troubleshooting the CSPSC subsystem 

 

The technique for building a model based on BBN can be represented as follows: 

1. Building BBN: 

1.1. Vertices and intersystem (intercomponent) BBNs are created, denoting FS, 

FC, FIC and FI STS, taking into account their TC: 

1.1.1. Each FS, FC may be in the following technical condition: 
þü )(
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þü qb
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workNot ,
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_ - partial failure (complete) 
)(
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CSI

za - th FIC (FI) 

communication b(q) level 

where )(CS - is the set FS (FC) CTC; 

)( CS II  - a set of FIC (FI) CTS connections; 

)(csn  - number FS (FC) CTC; 

)(csm  - number of the hierarchical level FS (FC) CTC; 

a(z) 3 FIC (FI) number of CTS communication connections; 

b(q) 3 number of the hierarchical level FIC (FI) of CTS communication links 

1.2. Links between BBN vertices are indicated, denoting FS, FC, FIC and FI CTC 

links 

2. BBN parameters are specified: 

2.1. The risk of failures at the initial moment of time for FS, FC, FIC and FI of the 

CTS connection, assuming that before the start of the CTS operation they are all 

operable: 
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The risk of failures at the initial moment of time for FS, FC, FIC and FI of the 

CTS connection, assuming that before the start of the CTS operation they are all 

inoperable: 
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2.3. The risk of failure of FS, FC, FIC and FI of the CTS connection at the current 

time, provided that some subsystems (components), intersystem (intercomponent) 

connections failed at the previous time: 
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For the BBN blocks of the SPP (Fig. 2) IE, CAS, SPP, CSPSC and 

interconnections IE-CAS, CAS - SPP, SPP - CSPSC, sets of failure risk at the initial 

time and taking into account the dynamics of technical conditions in time based on a 

priori data on failure rates: 
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Sets of risk of failures at the current moment of time, taking into account the 

previous state of subsystems and intersystem communications, can be within: 

  - the level of risk of failure is assessed as minimal, the consequences of an 

accident are minimal when: 
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- the level of risk of failure is assessed as acceptable, the consequences of the 

accident are insignificant when: 
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- the level of risk of failure is estimated as maximum, the consequences of the 

accident are significant when: 
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- the failure risk level is assessed as critical when: 
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The risk distribution of failures of subsystems (components), intersystem 

(intercomponent) links in BBN, taking into account failures and restorations, has the 

form: 

 - for failure risk distributions Control system for propulsion and steering complex 

3CSPSC SPP in BBN: 

ý  1

3

81

2

31

1

11

4

12

4

12

4

12 )()()())/()(()( tttttt WorkRWorkRWorkRWorkWorkRWorkR

 

  1

4

1

3

1

2

_1

4

12 )()()()( tCSPSCSPPtSPPCAStCASIEt WorkRWorkRWorkRWorkR  

ý  1

3

81

2

31

1

11

4

12

4

12

4

12 )()()())_/()(()( tttttt WorkRWorkRWorkRworkNotWorkRWorkR

 

  1

4

1

3

1

2

_1

4

12 )()()()_( tCSPSCSPPtSPPCAStCASIEt WorkRWorkRWorkRworkNotR  

ý  1

3

81

2

31

1

11

4

12

4

12

4

12 )()()_())/()(()( tttttt WorkRWorkRworkNotRWorkWorkRWorkR

 

  1

4

1

3

1

2

_1

4

12 )()()()( tCSPSCSPPtSPPCAStCASIEt WorkRWorkRWorkRWorkR  

ý  1

3

81

2

31

1

11

4

12

4

12

4

12 )()_()())/()(()( tttttt WorkRworkNotRWorkRWorkWorkRWorkR

 

  1

4

1

3

1

2

_1

4

12 )()()()( tCSPSCSPPtSPPCAStCASIEt WorkRWorkRWorkRWorkR  (9) 

ý  1

3

81

2

31

1

11

4

12

4

12

4

12 )_()()())/()(()( tttttt workNotRWorkRWorkRWorkWorkRWorkR

 

  1

4

1

3

1

2

_1

4

12 )()()()( tCSPSCSPPtSPPCAStCASIEt WorkRWorkRWorkRWorkR  

ý  1

3

81

2

31

1

11

4

12

4

12

4

12 )()()())/()(()( tttttt WorkRWorkRWorkRWorkWorkRWorkR

 

  1

4

1

3

1

2

_1

4

12 )()()_()( tCSPSCSPPtSPPCAStCASIEt WorkRWorkRworkNotRWorkR  

ý  1

3

81

2

31

1

11

4

12

4

12

4

12 )()()())/()(()( tttttt WorkRWorkRWorkRWorkWorkRWorkR

 

  1

4

1

3

1

2

_1

4

12 )()_()()( tCSPSCSPPtSPPCAStCASIEt WorkRworkNotRWorkRWorkR  

ý  1

3

81

2

31

1

11

4

12

4

12

4

12 )()()())/()(()( tttttt WorkRWorkRWorkRWorkWorkRWorkR

 

1

4

1

3

1

2

_1

4

12 )_()()()(   tCSPSCSPPtSPPCAStCASIEt workNotRWorkRWorkRWorkR  

- for ship power plant failure risk distributions in BBN: 
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- for distributions of the risk of failure of the compressed air system of the power 

plant in BBN: 
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- for the distributions of the risk of failure of the input component of the EMS in 

BBN: 

1

1

11

1

1

1

1 )_())_/()((   tt workNotRworkNotWorkR  

 

If after 20000 hours. operation, the CSPSC subsystem is in a working state, then a 

study is carried out on the operability of the CAS, SPP subsystems that affect the 

operability of the CSPSC, the failure of which can lead to the failure of the entire SPP. 

 After maintenance of the CSPSC subsystem, the assessments of the risk of 

failures of the SPP subsystems are recalculated. Because The SPP directly affects the 

CSPSC, so this subsystem needs to be tested. The failure of the SPP will be the 

probabilistic cause of the failure of the CSPSC subsystem. After the maintenance of the 

SPP, the data on the technical condition of the SPP subsystem is updated, and the 

assessments of the risk of failures of the SPP subsystems will be recalculated. If after 

maintenance of the CSPSC and SPP subsystems, as well as recalculation of the failure 

risk assessment for these subsystems, then it is necessary to check the CAS subsystem. 

The failure of the CAS will be the probabilistic cause of the failure of the CSPSC 

subsystem. After the CAS maintenance, the data on the technical condition of the CAS 

subsystem are updated, and the assessments of the risk of failures of the SPP 

subsystems will be recalculated. 

Thus, based on the intellectualization of the estimation of the TS FS, FC, FIC and 

FI of the CTS links by diagnostic features, it is possible to search for the causes of 

failures of the ship's CTS components. 

Conclusions. Based on the evaluation of the T% systems by diagnostic features and 

predicting the risk of failures in their composition, the search for the causes of failures 
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of FS, FC, FIC and FI of ship CTS communications was intellectualized. In the course 

of the study, the principles of functioning of an intelligent system for searching for the 

causes of CTS failures with insensitivity to incomplete technological data about it were 

formulated. The principle of functioning of the intelligent system for searching for the 

causes of CTS failures by assessing and predicting the risk of failures of FS, FC, FIC 

and FI links, its structure, in terms of technical and technological foundations of 

construction, is implemented using the example of a ship power plant. A model for 

searching for the causes of CTS failures has been developed, which can be considered 

as a conceptual model with relative insensitivity to incomplete technological data about 

the system. Intellectualization of the search for the causes of CTS failures, taking into 

account hierarchical levels, makes it possible to determine vulnerable subsystems 

(components) on the basis of assessing the technical condition by diagnostic features 

and predicting the risk of failures. 
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6B?B8Vє 6V8ABEABN A9KGF?<6VEFN 8B A9CB6A<I F9IAB?B7VKA<I 84A<I CDB E<EF9@G. ІAF9?9>FG4?V;4JVO 
CBLG>G CD<K<A 6V8@B6 E>?48ABW F9IAVKABW E<EF9@< ; GD4IG64AAO@ VєD4DIVKA<I DV6AV6 8B;6B?Oє A4 
BEAB6V BJVAN64AAO F9IAVKAB7B EF4AG ;4 8V47ABEF<KA<@< B;A4>4@< F4 CDB7AB;G64AAO D<;<>G 6V8@B6 
6<;A4K4F< 6D4;?<6V CV8E<EF9@< (>B@CBA9AF<). 
�лючові слов0: E>?48A4 F9IAVKA4 E<EF9@4, CV8E<EF9@4, >B@CBA9AF, @V:E<EF9@AV F4 
@V:9?9@9AFAV ;6'O;><, 8V47ABEF<>4, CDB7AB;G64AAO, @B89?ь, BJVA>4 D<;<>G 6V8@B6<, 
VAF9?9>FG4?ьA4 E<EF9@4, CBLG> CD<K<A 6V8@B6 
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!0FV>=0;L=89 C=V25@A8B5B «"45AL:0 ?>;VB5E=V:0», 
#@>A?5:B (52G5=:0, 1, "45A0, 65044, ':@0W=0;E-mail: 

bobrikov1932@gmail.com, luleopro@gmail.com, sanp277@gmail.com 

 
�0?@>?>=>20=> <5B>4 ?>1C4>28 V @>7@0EC=:C AB@C:BC@=>W AE5<8 A8AB5<8 
C?@02;V==O >1’є:B><, O:89 :>=AB@C:B82=> CB2>@5=> ?>A;V4>2=8< 7’є4=0==O< 
0?5@V>48G=>W ;0=:8 ?5@H>3> ?>@O4:C B0 V=B53@0B>@><, 0 D>@<0;V7>20=> 
>?8A0=> <0B5<0B8G=>N <>45;;N C 283;O4V 4>1CB:C 2V4?>2V4=8E ?5@540B>G=8E 
DC=:FV9. #>H8@5=>N B8?>2>W @50;V70FVєN 707=0G5=>3> >1’є:B0 C?@02;V==O 
<>65 A;C3C20B8 5;5:B@8G=89 4283C= 7 465@5;>< 2EV4=>W =0?@C38. 
�0?@>?>=>20=89 <5B>4 4>72>;Oє ?>1C4C20B8 A8AB5<C C?@02;V==O, 1;87L:C 4> 
>?B8<0;L=>W 70 H284:>4VєN. #@8G><C >?B8<0;L=VABL, 2 40=><C 28?04:C, 
287=0G0єBLAO B8<, I> >1’є:B 2 ?@>F5AV DC=:FV>=C20==O 2<8:0єBLAO 2 
@5;59=><C @568<V. #5@5EV4=89 ?@>F5A 4;O 287=0G5=>3> >1’є:B0 C?@02;V==O, 2 
C<>20E >?B8<0;L=>3> @568<C, O2;Oє A>1>N 420 5B0?8: @>73>=C B0 30;L<C20==O, 
O:V 74V9A=NNBLAO 70 <0:A8<0;L=8E 7=0G5=L 2EV4=>3> 2?;82C 5 B>1B> 2EV4=>W 
=0?@C38. �;O 287=0G5==O <><5=BV2 ?5@5<8:0==O 2EV4=>3> 2?;82C (A83=0;C) 
28:>@8AB0=> <5B>4 D07>2>W ?;>I8=8, 0 D07>28<8 :>>@48=0B0<8 ?@8 FL><C 
28ABC?0NBL: ?> >AV 01AF8A 5 28EV4=0 25;8G8=0 (4;O =02545=>3> ?@8:;04C 5 
G0AB>B0 >15@B0==O 20;C 4283C=0), 0 ?> >AV >@48=0B 5 H284:VABL 7<V=8 28EV4=>W 
25;8G8=8 (01> ?>EV4=0 2V4 G0AB>B8 >15@B0==O 20;C 4283C=0, B>1B> 2V4?>2V4=5 
?@8A:>@5==O). $>7@>1;5=> AB@C:BC@=C AE5<C A8AB5<8 C?@02;V==O, I> 
70157?5GCє @>73V= B0 30;L<C20==O >1’є:B0 ?@8 <0:A8<0;L=8E 7=0G5==OE 
2EV4=>3> A83=0;C ( 

maxU  B0 
maxU ). "?B8<0;L=VABL ?5@5EV4=>3> ?@>F5AC 

70157?5GCєBLAO B8<, I> ?>E81:0 C?@02;V==O ?>@V2=NєBLAO 7 A83=0;><, I> 
=04E>48BL 2V4 ;0=:8, =0;0HB>20=>W ;V=VW ?5@5<8:0==O. !02545=> D>@<C;8 
>1G8A;5==O ;V=VW ?5@5<8:0==O =0 D07>2V9 ?;>I8=V, 0 B0:>6 ?@>3@0<C 
@>7@0EC=:C ;V=VW ?5@5<8:0==O, =0?8A0=C 2 A5@54>28IV MATLAB C D>@<0BV m-

file. #@>2545=> <>45;N20==O A8AB5<8 C ?0:5BV MATLAB-Simulink, I> 
?V4B25@46Cє >?B8<0;L=VABL ?@>F5AC C?@02;V==O. 
�?юч>2і A?>20: AB@C:BC@=0 AE5<0, A8AB5<0 C?@02;V==O, ?5@540B>G=0 DC=:FVO, 

 

ВABC?. $>73;O=5<> >?B8<0;L=V A8AB5<8, 2 O:8E :@8B5@Vє< >?B8<0;L=>ABV є 
<V=V<0;L=89 G0A 2V4?@0FN20==O A8AB5<>N 7040=>3> A83=0;C. � O:>ABV >1’є:B0 
C?@02;V==O ?@89<0є<> 28:>=02G89 ?@8AB@V9 (=0?@8:;04, 4283C= ?>ABV9=>3> 
AB@C<C) 7 ?V4A8;N20G5< ?>BC6=>ABV. �2060є<>, I> @V2=O==O >1’є:B0 C?@02;V==O 
(B>1B> 9>3> <0B5<0B8G=0 <>45;L) <0є 283;O4: 

ø ùtuW
td

yd

td

yd
T 02

2

0 ý ,     (1) 

(C=:FV>=0;L=C AE5<C 70<:=CB>W >?B8<0;L=>W 70 H284:>4VєN A8AB5<8 
=02545=> =0 @8A.1. #@89<0є<> C<>2C, I> >1’є:B C?@02;V==O "' >?8ACєBLAO 
48D5@5=FV0;L=8< @V2=O==O< (1) V I> :>@5=V E0@0:B5@8AB8G=>3> @V2=O==O @5G>2V B0 
=54>40B=V. 
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CG

 
$иA. 1. (C=:FV>=0;L=0 AE5<0 70<:=CB>W A8AB5<8. 
CG ― C?@02;ONG89 ?@8AB@V9; BG 5 >1’є:B C?@02;V==O 

�V4?>2V4=> 4> B5>@5<8 ?@> n -V=B5@20;V2 [1] 4;O 70157?5G5==O 
<0:A8<0;L=>W H284:>4VW 2 B0:V9 A8AB5<V A83=0; C?@02;V==O ø ùtu  ?>28=5= <0B8 420 

3@0=8G=> 4>?CAB8<V 7=0G5==O: 
maxU  B0 

maxU , 0 ?5@5EV4=89 ?@>F5A ?@8 FL><C 
A:;040єBLAO 7 42>E G0AB8=: @>73>=C B0 30;L<C20==O. 

�040G5N >?B8<0;L=>3> 70 H284:>4VєN C?@02;V==O 2 ?>AB0=>2FV, O:0 
@>73;O40єBLAO, є ?5@52545==O 28EV4=>3> A83=0;C (01> 5 2 B5@<V=0E B5>@VW 
C?@02;V==O 5 «28EV4=>W :>>@48=0B8») >1’є:B0 (4;O =02545=>3> ?@8:;04C 5 
G0AB>B8 >15@B0==O 20;C 4283C=0) 7 ?>G0B:>2>3> AB0=C (=0O2=>W G0AB>B8 >15@B0==O 
=0 ?>G0B>: <><5=BC C?@02;V==O) 2 :V=F5289 AB0= (4> 1060=>3> 7=0G5==O G0AB>B8 
>15@B0==O 70 =0A;V4:0<8 C?@02;V==O) 70 <V=V<0;L=89 G0A. �;3>@8B< >?B8<0;L=>3> 
C?@02;V==O 72>48BLAO 4> 287=0G5==O <><5=BV2 ?5@5<8:0==O A83=0;C C?@02;V==O 
ø ùtu  7V 7=0G5==O 

maxU  (B>1B> 7 @568<C @>73>=C) C 7=0G5==O 
maxU  (B>1B> C @568< 

30;L<C20==O).  ><5=B8 ?5@5<8:0==O <>6=0 287=0G8B8, @>72’O7CNG8 2V4?>2V4=V 
48D5@5=FV0;L=V @V2=O==O. %;V4 707=0G8B8, I> A?V;L=5 @>72’O7C20==O A8AB5<8 
48D5@5=FV0;L=8E @V2=O=L (287=0G5==O ?5@V>4C G0AC, I> 2V4?>2V40є @568<C 
@>73>=C B0 ?5@V>4C G0AC, I> 2V4?>2V40є @568<C 30;L<C20==O) ?@872>48BL 4> 
=5>1EV4=>ABV @>72’O7C20B8 B@0=AF5=45=B=V @V2=O==O [1 5 4]. 

!86G5 ?>:070=>, I> ?>1C4C20B8 A8AB5<C, 1;87L:C 4> >?B8<0;L=>W <>6=0, 
A9 687A4G4NG8 @B@9AF8 C9D9@8>4AAO. 

 еB0 @>1>Bи. М9FBN @>1>B8 є @>7@>1:0 C?@02;ONG>3> ?@8AB@>N >?B8<0;L=>W 70 
H284:>4VєN A8AB5<8, 9>3> AB@C:BC@=>W AE5<8 B0 <5B>4C @>7@0EC=:C, ?@8G><C 
B0:>3>, I> >AB0==V9 A9 68@474є 687A4G9AAO @B@9AFV6 C9D9@8>4AAO >9DGNGB7B 
E87A4?G V 28:>=0==O, C 72’O7:C 7 F8<, 3@><V74:8E >1G8A;5=L, ?>2’O70=8E 7 
@>72’O7:>< B@0=AF5=45=B=8E @V2=O=L. 
"A=>2=0 ч0ABи=0. %83=0; C?@02;V==O ø ùtu  (@8A.1) ?>28=5= 7<V=N20B8AO 70 
@5;59=8< 70:>=><, >B65, B0:0 A8AB5<0 є ACBBє2> =5;V=V9=>N. �;O >?8AC B0 
@>7@0EC=:C B0:>W A8AB5<8 28:>@8AB0є<> <5B>4 H47B6BW C?BI8A8. #@8 FL><C 
@>73;O40B8<5<> D07>2C ?;>I8=C, ?> :>>@48=0B=8E >AOE O:>W 2V4:;045=>: ?>E81:C 
C?@02;V==O ø ù ø ùtyytx n ý  5 2VAL 01AF8A, V H284:VABL 7<V=8 ?>E81:8 
ø ù ø ù tdtdxt ý  5 2VAL >@48=0B. 

$V2=O==O (1), 70?8A0=5 I>4> ?>E81:8, =01C20є 283;O4C: 
ø ù ø ù ø ùtuk

td

txd

td

txd
T 02

2

0 ý .     (2) 

)>1 ?5@59B8 2V4 48D5@5=FV0;L=>3> @V2=O==O A8AB5<8 (2) 4> @V2=O==O 2 
:>>@48=0B0E D07>2>W ?;>I8=8, ?>B@V1=> 7 @V2=O==O (2) 28:;NG8B8 =570;56=89 
?0@0<5B@ 5 G0A t . �;O FL>3> ?@54AB028<> 4@C3C ?>EV4=C 7<V==>W ø ùtx  =0ABC?=8< 
G8=><: 
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ø ù ø ù ø ù ø ù
ø ù

ø ù ø ù
ø ùtdx

tdt

tdx

tdx

td

td

td

td

td

txd 
ý


ý


ý

2

 01> (A?@>I5=>) 
ø ù

dx

d

td

txd 
ý

2

. 

#V4AB02;ONG8 2 @V2=O==O (2) ?5@HC B0 4@C3C ?>EV4=V 7<V==>W ø ùtx  

>B@8<0є<>, C :>>@48=0B0E D07>2>W ?;>I8=8 ø ù ø ùø ùttx ,  01> ø ù,x , =0ABC?=5: 

ø ùtuk
dx

d
T 00 ý


.     (3) 

$V2=O==O (3) O2;Oє A>1>N 48D5@5=FV9=5 @V2=O==O «7V 7<V==8<8, I> @>74V;ONBLAO». 
#VA;O >G5284=8E ?5@5B2>@5=L, >B@8<0є<>: 

uk

d
Tdx

0

0 


ý . 

� >AB0==L><C @V2=O==V A?@020 5 B01;8G=89 V=B53@0;. � @57C;LB0BV 
V=B53@C20==O, <0є<>: 

10000 ln CukukTTx ý ,    (4) 

45 1C  5 ?>ABV9=0 V=B53@C20==O. 
#> ACBV, 28@07 (4) >?8ACє AV<59AB2> @V2=O=L 5 D07>28E B@0є:B>@V9, :>6=5 7 

O:8E 287=0G0єBLAO ?>ABV9=>N V=B53@C20==O 1C  V 70;568BL 2V4 ?>G0B:>28E C<>2 
(O:V, 2 A2>N G5@3C, 2;0A=> V 287=0G0NBL :>=:@5B=5 7=0G5==O ?>ABV9=>W 
V=B53@C20==O 1C ). �87=0G8<> @V2=O==O D07>2>W B@0є:B>@VW, O:0 ?@>E>48BL G5@57 
F5=B@ :>>@48=0B. �;O FL>3> ?@89<5<> :V=F52V C<>28 ?5@5EV4=>3> ?@>F5AC: 

0:V=:V=:V= ýýý xx  . 

#V4AB0282H8 :V=F52V C<>28 2 @V2=O==O (4) 287=0G8<> 7=0G5==O ?>ABV9=>W 
V=B53@C20==O 1C : 

ø ù ø ùtuktukTC 0001 lný .     (5) 

�0;V, ?V4AB02;ONG8 7=0G5==O 1C  C @V2=O==O (4),>B@8<0є<>: 

ø ù ø ù ø ù ø ùtuktukTtuktukTTx 0000000 lnln ý .  (6) 

$V2=O==O (6) 5 F5 @V2=O==O D07>28E B@0є:B>@V9, O:V ?@>E>4OBL G5@57 F5=B@ 
:>>@48=0B, B>1B>: 0ýýx . 

$>73;O=5<> 420 28?04:8. 

1. !5E09 ?@8 0ýt , ø ù 0ýty  =0 2EV4 ?>40=> A83=0; ny . #@8 FL><C 
?>E81:0 C?@02;V==O 4>@V2=Nє ø ù nytx ý , C?@02;ONG89 ?@8AB@V9 2840є A83=0; 

maxmax UU ý . $V2=O==O D07>2>W B@0є:B>@VW, I> 2V4?>2V40є FL><C @568<C, 
>B@8<0є<> 7 @V2=O==O (6), ?V4AB0282H8 ø ù maxUtu ý . �;O FL>3> @568<C 22545<> 
?>7=0G5==O: ø ù 01 þý xtx , 01 üý , 01max0  Uk . $V2=O==O (6) =01C20є 
283;O4C: 

max0max001max0max00101 lnln UkUkTUkUkTTx ý .  (7) 

2. !5E09 ?@8 0ýt , ø ù 0ýty  =0 2EV4 ?>40=> A83=0; ny . #@8 FL><C 
?>E81:0 C?@02;V==O 4>@V2=Nє ø ù nytx ý , C?@02;ONG89 ?@8AB@V9 2840є A83=0; 

maxmax UU ý . /: V C ?>?5@54=L><C 28?04:C, 4;O FL>3> @568<C 22545<> 
?>7=0G5==O: ø ù 02 üý xtx , 02 þý , max020 Uk . &>4V @V2=O==O D07>2>W 
B@0є:B>@VW, I> 2V4?>2V40є FL><C @568<C, =01C20є 283;O4C: 
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max0max001max0max00202 lnln UkUkTUkUkTTx ý . (8) 

$>73;O=5<> ?@8:;04. !5E09 ?0@0<5B@8 >1’є:B0 C?@02;V==O <0NBL 7=0G5==O: 
25,00 ýk ; cT 5,00 ý ; BU 220max ý . 

�;O ?>1C4>28 B0 @>7@0EC=:C ;V=VW ?5@5<8:0==O 70 D>@<C;0<8 (7) B0 (8) 
A:>@8AB0є<>AO ?@>3@0<>N, =02545=>N =86G5. #@>3@0<C A:;045=> 70 4>?><>3>N 
?;0BD>@<8 MATLAB [5] B0 ?@54AB02;5=> C D>@<0BV m-file: 

T=0.5; k=0.25; Um=220; ku=k.*Um 

e1=[-55:0.1:0]; 

x1=-T.*e1-T.*ku.*log(abs(-ku+e1))+T.*ku.*log(ku); 

e2=[0:0.1:55]; 

x2=-T.*e2+T.*ku.*log(abs(+ku+e2))-T.*ku.*log(ku); 

e=[e1,e2]; 

x=[x1,x2]; 

plot(x,e); grid 

!0 @8A.2 ?>:070=> ;V=VO ?5@5<8:0==O D07>2>W ?;>I8=8 4;O 7040=>W 
A8AB5<8. 

!0 @8A.3 ?>:070=> D07>289 ?>@B@5B 70<:=CB>W A;V4:CNG>W A8AB5<8. �V=VO 
?5@5<8:0==O MON ?>4V;Oє 2AN D07>2C ?;>I8=C =0 42V G0AB8=8. #@02>@CG 2V4 ;V=VW 
?5@5<8:0==O ø ù maxUtu ý , ;V2>@CG 2V4 ;V=VW ?5@5<8:0==O ø ù maxUtu ý . 

#5@5EV4=89 ?@>F5A C A8AB5<V 2V4>1@060єBLAO =0 D07>2V9 ?;>I8=V @CE>< 
7>1@06CNG>W B>G:8 D07>2>W B@0є:B>@VW. �>6=0 B@0є:B>@VO 70;568BL 2V4 ?>G0B:>28E 
C<>2. #>B@0?82H8 =0 D07>2C B@0є:B>@VN, 7>1@06CNG0 B>G:0 @CE0єBLAO AB@>3> ?> 
=V9. #5@5EV4 =0 V=HC B@0є:B>@VN <>6;8289 ;8H5 ;V=VW ?5@5<8:0==O, O:>N є ;V=VO 
MON. ' 25@E=V9 G0AB8=V D07>2>W ?;>I8=8 ø ù ø ùø ù 0þý tdtxdt  =0?@O<>: @CEC 
AB0=>28BL «7;V20-=0?@02>», C =86=V9 G0AB8=V 5 «A?@020-=0;V2>». 

  

$иA. 2.  �V=VO ?5@5<8:0==O =0 D07>2V9 
?;>I8=V 

$иA. 3.  (07>289 ?>@B@5B A;V4:CNG>W 
A8AB5<8 

)>1 >B@8<0B8 0;3>@8B< DC=:FV>=C20==O >?B8<0;L=>W 70 H284:>4VєN 
A8AB5<8 =5>1EV4=> 70157?5G8B8 @CE 7>1@06CNG>W B>G:8 7 <0:A8<0;L=>N 
H284:VABN ?> 1C4L-O:V9 B@0є:B>@VW 4> ?5@5B8=C 7 ;V=VєN ?5@5<8:0==O. 

!0 D07>2><C ?>@B@5BV 284=>, I> :>6=0 D07>20 B@0є:B>@VO ?5@5B8=0єBLAO 7 
;V=VєN ?5@5<8:0==O. #>B@0?82H8 =0 ;V=VN ?5@5<8:0==O, 7>1@06CNG8 B>G:0 
=5<8=CG5 @CE0єBLAO 4> F5=B@C :>>@48=0B 7 <0:A8<0;L=>N H284:VABN. &0:8< 
G8=><, C?@02;ONG89 ?@8AB@V9 ?>28=5= 2<8:0B8 A83=0; C?@02;V==O 2 @5;59=><C 
@568<V ø ù maxUtu ý  (70;56=> 2V4 ?>G0B:>28E C<>2) V 2 <><5=B ?>?040==O 
7>1@06CNG>W B>G:8 =0 ;V=VN ?5@5<8:0==O @5;59=89 ?@8AB@V9 ?>28=5= ?5@5<8:0B8 
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?>B>G=89 A83=0; C?@02;V==O =0 72>@>B=89 70 7=0:><. &0:89 0;3>@8B< C?@02;V==O 
<>6=0 >B@8<0B8, O:I> ?>@V2=N20B8 ?>E81:C C?@02;V==O 7 25;8G8=>N, I> 
2V4?>2V40є ;V=VW ?5@5<8:0==O, V 4020B8 A83=0; =0 ?5@5<8:0==O C @07V, O:I> 
?>E81:0 =5 4>@V2=Nє =C;N. 

%B@C:BC@=C AE5<C 70<:=CB>W >?B8<0;L=>W 70 H284:>4VєN A8AB5<8 ?>:070=> 
=0 @8A.4. !0 AE5<V (@8A.4) ?@54AB02;5=> =0ABC?=V 1;>:8: 1;>: 1 5 @5;5, 1;>: 2 5 
DC=:FV>=0;L=89 1;>:, O:89 D>@<Cє ;V=VN ?5@5<8:0==O. &59 1;>: 70157?5GCє 
70;56=VABL 28EV4=>W 25;8G8=8 1;>:C (=0 AE5<V ?>7=0G5=> O:  x ) 2V4 ?>EV4=>W 
28EV4=>W 25;8G8=8 A8AB5<8 ø ùt . 

�;O B>3>, I>1 C=8:=CB8 <>6;828E 02B>:>;820=L C @5;59=V9 A8AB5<V, 
?>B@V1=> 225AB8 2 @5;59=C E0@0:B5@8AB8:C 7>=C =5GCB;82>ABV. #@8 FL><C 
7@9AHGєFPEO FBGAVEFP @>1>B8 A;V4:CNG>W A8AB5<8, >A:V;L:8 2EV4=V A83=0;8, O:V 
<5=HV 70 25;8G8=>N 7>=8 =5GCB;82>ABV, B0:0 A8AB5<0 =5 A?@89<0є. &><C, I>1, 7 
>4=>3> 1>:C 5 C=8:=CB8 <>6;82>ABV 02B>:>;820=L, 0 7 V=H>3> 5 70157?5G8B8 
2V4ACB=VABL C A8AB5<V 7>=8 =5GCB;82>ABV, @5;59=C E0@0:B5@8AB8:C ?>1C4>20=> 70 
4>?><>3>N 42>E 5;5<5=BV2, C2V<:=CB8E ?>A;V4>2=>: ?@>?>@FV9=>W ;0=:8 7 25;8:8< 
:>5DVFVє=B>< ?V4A8;5==O B0 =5;V=V9=>W ;0=:8 B8?C «=0A8G5==O».  

#@8AB@V9 C?@02;V==O "1 є:B C?@02;V==O

 
$иA. 4.  %B@C:BC@=0 AE5<0 >?B8<0;L=>W 70 H284:>4VєN A;V4:CNG>W A8AB5<8  

'8A;>28< 5:A?5@8<5=B>< 2AB0=>2;5=> [6 5 9], I> :>5DVFVє=B ?>A8;5==O 
?@>?>@FV9=>W ;0=:8 A;V4 ?@89=OB8 C 4V0?07>=V ø ù65

10...10 , 0 25;8G8=C =0A8G5==O 
=5;V=V9=>W ;0=:8 >1@0B8 O: ø ù maxUtu ý . 

!0 @8A. 5-7 =02545=> @57C;LB0B <>45;N20==O A8AB5<8, ?>1C4>20=>W C 
2V4?>2V4=>ABV 4> AB@C:BC@=>W AE5<8, ?@54AB02;5=>W =0 @8A. 4.  

 
 

$иA. 5.  $57C;LB0 B8 <>45;N20==O >?B8<0;L=>W 70 H284:>4VєN A8AB5<8 4;O  
1 - 1ýny ; 



%.". �>1@V:>2, �.�. #@>:>DLє20, �.�. %025;Lє2 

32 

 
$иA. 6.  $57C;LB0B8 <>45;N20==O >?B8<0;L=>W 70 H284:>4VєN A8AB5<8 4;O  
2 - 001,0ýny ; 

 

$иA. 7.  $57C;LB0B8 <>45;N20==O >?B8<0;L=>W 70 H284:>4VєN A8AB5<8 4;O  
3 - 10ýny  

�0 3@0DV:0<8 @8A. 5-7 <>6=0 4V9B8 28A=>2:C, I> A8AB5<0 715@V30є 
2;0AB82>ABV >?B8<0;L=>W ?> H284:>4VєN C H8@>:><C 4V0?07>=V 7<V= 7040NG>3> 
A83=0;C. "?B8<0;L=VABL ?@>F5AC ?V4B25@46CєBLAO 3@0DV:0<8 7<V= A83=0;C 
C?@02;V==O ø ù maxUtu ý . 

ВиA=>2>и. $>7@>1;5=> AB@C:BC@=C AE5<C V <5B>4 @>7@0EC=:C C?@02;ONG>3> 
?@8AB@>N 4;O >1’є:B0 C?@02;V==O 4@C3>3> ?>@O4:C 2 A;V4:CNGV9 A8AB5<V, O:0 є 
>?B8<0;L=>N 70 H284:>4VєN. $>73;O=CB89 <5B>4 4>72>;Oє @>7@0EC20B8 
>?B8<0;L=C A8AB5<C 157 28:>=0==O 3@><V74:8E @>7@0EC=:V2. ' @>1>BV =02545=> 
?@>3@0<C, I> 4>72>;Oє 28:>=0B8 =5A:;04=V >1G8A;5==O 4;O ?>1C4>28 
C?@02;ONG>3> ?@8AB@>N, ?> 284C 7040=>3> 48D5@5=FV0;L=>3> @V2=O==O =57<V==>W 
G0AB8=8 A8AB5<8 (ACBL 5 >1’є:B0 C?@02;V==O) 01> 70 2V4?>2V4=>N ?5@540B>G=>N 
DC=:FVєN. 

%?иA>> ?іBе@0BC@и 

1. #8A0@5=:> �.�., $5?=V:>20 !.�. "?B8<0;L=V B0 040?B82=V A8AB5<8.  5B>48 
B5>@VW >?B8<0;L=>3> :5@C20==O. �.: !&'' «�#І V<. І. %V:>@AL:>3>», 2013. 
128A. 

2. �CFL:0 !. ., �040=N: �.#. "?B8<0;L=V B0 @>10AB=V A8AB5<8 :5@C20==O 
B5E=>;>3VG=8<8 >1’є:B0<8. �.: �V@0, 2015. 288 A. 

3. Albertos P., Sala A. Multivariable control systems: an engineering approach. 

Valencia: Polytechnic University of Valencia, 2004. 339 @. 
4. �@0A=>?@>H8=0 �.�., $5?=8:>20 !.�., �;LG5=:> �.�. %>2@5<5==K9 0=0;87 

A8AB5< C?@02;5=8O A ?@8<5=5=85< MATLAB, Simulink, Control System. �.: 
�>@=V9GC:, 1999.  144 A. 

5. �>1@8:>2 %.�., #8GC38= �.�. "?B8<0;L=0O =0AB@>9:0 #�-@53C;OB>@0 A 
>4=>ё<:>AB=K< >1J5:B>< // -;5:B@><0H8=>AB@>5=85 8 
M;5:B@>>1>@C4>20=85. �.: &5E=V:0.  2009, 772. %.179-181. 

6. �>1@8:>2 %.�., #8GC38= �.�. "?B8<0;L=>5 F8D@>2>5 C?@02;ONI55 
CAB@>9AB2> 2 A8AB5<5 A 70?074K20=85< ?@8 7040==>< :>MDD8F85=B5 



І!("$ �&��� &�  �&� �&�'!І  �&"�� �  "���.��!!І ▪ 2023 ▪ &>< 13, 7 1-2 

33 

CA8;5=8O. Э?9>FDBF9IA8G9E>89 8 >B@CPNF9DAO9 E8EF9@O. 2010. 7 01 (77). 
%. 49–52. 

7. �>1@8:>2, %.�. #8GC38= �.�. "?B8<0;L=0O =0AB@>9:0 F8D@>2>3> @53C;OB>@0 
4;O >1J5:B0 2KA>:>3> ?>@O4:0 A 70?074K20=85<. Е?9>FDB@4H8AB5G8G64AAO 
F4 9?9>FDBB5?48A4AAO. 2010, 7 75. %.57–61. 

8. �>1@8:>2 %.�. #8GC38= �.�., �0189GC: ".�. "?B8<0;L=0O =0AB@>9:0 
F8D@>2>3> @53C;OB>@0 4;O A8AB5<K C?@02;5=8O A 0AB0B87<>< 2B>@>3> 
?>@O4:0. Э?9>FD8G9E>89 8 >B@CPNF9DAO9 E8EF9@O. 2015. 717(93). %.80-86. 

SYNTHESIS AND SIMULATION OF THE OPTIMUM 

ACCORDING TO THE SPEED OF THE TRACKING SYSTEM 

S. O. Bobrikov, L. L. Prokofieva, A. A. Saveliev 

 

National Odesa Polytechnic University , Shevchenko str., 1, Odesa, 65044  

bobrikov1932@gmail.com, luleopro@gmail.com, sanp277@gmail.com 

A method of construction and calculation of the structural scheme of the facility management system is 

proposed, which is constructively formed by the serial connection of the first-order aperiodic link and the 

integrator, and is formally described by a mathematical model in the form of a product of the 

corresponding transfer functions. An electric motor with an input voltage source can serve as a common 

typical implementation of the specified control object. The proposed method makes it possible to build a 

control system that is close to optimal in terms of speed. Moreover, optimality, in this case, is determined 

by the fact that the object in the process of functioning is turned on in relay mode. The transient process 

for a defined control object, under the conditions of the optimal mode, is two stages: acceleration and 

braking, which are carried out at the maximum values of the input influence - that is, the input voltage. To 
determine the switching moments of the input influence (signal), the phase plane method is used, and the 

phase coordinates are: on the abscissa axis, the output value (for the given example, the frequency of 

rotation of the motor shaft), and on the ordinate axis, the rate of change of the output value (or derivative 

from the rotation frequency of the motor shaft, i.e. the corresponding acceleration). A structural diagram 

of the control system was developed, which ensures acceleration and braking of the object at the 

maximum values of the input signal. The optimality of the transition process is ensured by the fact that 

the control error is compared with the signal coming from the link of the configured switching line. 

Formulas for calculating the switching line on the phase plane are presented, as well as the program for 

calculating the switching line, written in the MATLAB environment in m-file format. The system was 

modeled in the MATLAB-Simulink package, which confirms the optimality of the control process. 

Keywords: structural diagram, control system, transfer function, optimal system, speed, relay mode, 

phase plane, switching line, control error, simulation. 
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:>=D;V:BCNG8<8 :@8B5@VO<8.  5B>4 VIKOR <>65 1CB8 70AB>A>20=89 C @V7=8E 
30;C7OE, 2:;NG0NG8 ;>3VAB8G=V 7040GV 2 C<>20E 2>є==8E 4V9. �V= 4>72>;Oє 7=09B8 
:><?@><VA=V @>72'O7:8, O:V 2@0E>2CNBь 1030B> :@8B5@VW2, B0:V O: 20@BVABь, G0A, 
5D5:B82=VABь B0 V=HV, I> 4>?><030є 70157?5G8B8 5D5:B82=C ;>3VAB8:C 2 C<>20E 
2>є==>3> :>=D;V:BC.  5B>4 Fuzzy VIKOR [13] є @>7H8@5==O< <5B>4C VIKOR, O:89 
2@0E>2Cє =5GVB:VABь B0 =5>4=>7=0G=VABь 40=8E ?@8 28@VH5==V 1030B>:@8B5@V0;ь=8E 
7040G. ' <5B>4V Fuzzy VIKOR 70AB>A>2CNBьAO =5GVB:V G8A;0 4;O ?@54AB02;5==O B0:>W 
V=D>@<0FVW, O: >FV=:8 :@8B5@VW2 B0 0;ьB5@=0B82. *59 <5B>4 4>72>;Oє <>45;N20B8 
=5>4=>7=0G=VABь B0 =5287=0G5=VABь C 28@VH5==V 7040GV, I> <>65 1CB8 :>@8A=8< 2 
C<>20E 2>є==8E 4V9, 45 4>ABC?=VABь B>G=8E 40=8E <>65 1CB8 >1<565=>N 01> 
=5?>2=>N.  5B>4 TOPSIS (Technique for Order Preference by Similarity to Ideal 

Solution, TOPSIS) [15] TOPSIS 28:>@8AB>2Cє ?>=OBBO "V450;ь=>3>" B0 "=093V@H>3>" 
@>72'O7:C 4;O >FV=:8 0;ьB5@=0B82. *59 <5B>4 @0=6Cє 0;ьB5@=0B828 =0 >A=>2V WE 
2V4AB0=V 4> V450;ь=>3> @>72'O7:C, 0 B0:>6 4> =093V@H>3> @>72'O7:C. "A=>2=0 V45O 
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<5B>4C Fuzzy TOPSIS [16] ?>;O30є 2 B><C, I>1 28:>@8AB>2C20B8 =5GVB:V G8A;0 01> 
=5GVB:V <=>68=8 4;O ?@54AB02;5==O =5287=0G5=>ABV 2 40=8E. �0<VABь B>G=8E 7=0G5=ь 
:@8B5@VW2 B0 >FV=>: 0;ьB5@=0B82, 28:>@8AB>2CNBьAO =5GVB:V G8A;0 01> ;V=32VAB8G=V 
B5@<V=8, O:V 28@060NBь ABC?V=ь =5GVB:>ABV.  5B>4 SMART (Simple Multi-Attribute 

Rating Technique) [17] є >4=8< 7 <5B>4V2 1030B>:@8B5@V0;ь=>3> ?@89=OBBO @VH5=ь, 
28:>@8AB0==O< <>1V;ь=>3> 4>40B:C O:89 28:>@8AB>2CєBьAO 4;O @0=6C20==O 
0;ьB5@=0B82 70 4>?><>3>N 203>28E :>5DVFVє=BV2 4;O :>6=>3> :@8B5@VN. "A=>2=0 V45O 
<5B>4C SMART ?>;O30є 2 B><C, I>1 >FV=8B8 :>6=C 0;ьB5@=0B82C 70 4>?><>3>N 
:V;ь:>E :@8B5@VW2 V ?@8A2>WB8 203>2V :>5DVFVє=B8 F8< :@8B5@VO< 2V4?>2V4=> 4> WE 
206;82>ABV. �0;V ?@>2>48BьAO <0B5<0B8G=5 >1G8A;5==O 4;O :>6=>W 0;ьB5@=0B828 7 
C@0EC20==O< >FV=>: :@8B5@VW2 B0 WE 203>28E :>5DVFVє=BV2.  5B>4 SMART є ?@>AB8< V 
H8@>:> 28:>@8AB>2CєBьAO 4;O ?@89=OBBO @VH5=ь 2 1030Bь>E AD5@0E, 45 ?>B@V1=> 
2@0E>2C20B8 1030B> :@8B5@VW2 V 203>2V :>5DVFVє=B8. �V= 4>?><030є A8AB5<0B87C20B8 
?@>F5A ?@89=OBBO @VH5=ь V 70157?5GCє >1'є:B82=VABь B0 AB@C:BC@>20=VABь 2 >FV=FV 
0;ьB5@=0B82. � @>1>BV [18] @>7@>1;5=> <>48DV:0FVO <5B>4C SMART (mSmart) =0 
>A=>2V ?>є4=0==O <5B>4C SMART B0 <5B>4C TOPSIS. *59 <5B>4 4>72>;Oє >1@>1;OB8  

40=V @V7=>3> B8?C, B0:V O: :V;ь:VA=V, O:VA=V B0 1V=0@=V («B0:»/«=V»).  #@>?>=CєBьAO 
1C4C20B8 <0B@8FN @>72'O7:V2, 28:>@8AB>2CNG8 ?V4EV4 <5B>4C TOPSIS. �;O 
=>@<0;V70FVW :V;ь:VA=8E 5;5<5=BV2 <0B@8FV @>72'O7:V2 2@0E>2CєBьAO B8? 4VW =04 :>6=8< 
:@8B5@Vє<. /:I> <0:A8<V7CєBьAO 7=0G5==O :@8B5@VN, B> 70AB>A>2CєBьAO ?52=0 
D>@<C;0 =>@<0;V70FVW. � [5] 4>A;V465=> 1030B>:@8B5@V0;ь=V <5B>48 ?@89=OBBO @VH5=ь 
AHP,  AHP [19], ELECTRE [20], TOPSIS, SMART B0 mSmart 7 B>G:8 7>@C 
<>6;82>ABV >1@>1:8 40=8E @V7=8E B8?V2 B0 <V=V<0;ь=>3> G0AC 22545==O 40=8E 
(:V;ь:VABь <0B@8Fь ?0@=8E ?>@V2=O=ь). �AB0=>2;5=>, I> <5B>48 TOPSIS, SMART B0 
mSmart є =09:@0I8<8 7 B>G:8 7>@C <V=V<0;ь=>3> G0AC 22545==O 40=8E, >A:V;ь:8 2>=8 
28<030NBь ?>1C4>28 ;8H5 >4=VєW <0B@8FV ?0@=8E ?>@V2=O=ь.  5B>48 TOPSIS B0  

ELECTRE 4>?CA:0NBь >1@>1:C BV;ь:8 :V;ь:VA=8E 40=8E. #@>B5, <5B>48 AHP B0 
MAHP 28<030NBь ?>1C4>28 45:V;ь:>E <0B@8Fь ?0@=8E ?>@V2=O=ь, 2 70;56=>ABV 2V4 
:V;ь:>ABV 0;ьB5@=0B82, 0;5 FV <5B>48 4>72>;ONBь >1@>1:C 40=8E @V7=>3> B8?C V 
=040NBь 28A>:C 4>AB>2V@=VABь >B@8<0=8E @VH5=ь. 
!0 >A=>2V ?@>2545=>3> 0=0;V7C 1030B>:@8B5@V0;ь=8< <5B>4>< ?@89=OBBO @VH5=ь, 

2 @0<:0E 40=>W AB0BBV 70?@>?>=>20=> 28:>=0B8 ?>@V2=O==O <5B>4V2 AHP B0 mSmart, 
2@0E>2CNG8 B0:V D0:B>@8 O:: 045:20B=VABь 4> 7<V= 0;ьB5@=0B82 01> :@8B5@VW2; 
3=CG:VABь C ?@>F5AV ?@89=OBBO @VH5=ь; >1G8A;N20;ь=0 A:;04=VABь; 045:20B=VABь 
?V4B@8<:8 3@C?>2>3> ?@89=OBBO @VH5=ь; :V;ь:VABь 0;ьB5@=0B82=8E <0@H@CBV2 B0 
:@8B5@VW2 [6]. 
�5B0 @>1>B8.  5B>N 40=>W @>1>B8 є ?@>2545==O ?>@V2=O;ь=>3> 0=0;V7C <5B>4V2 AHP 

B0 mSmart 4;O @>72’O70==O >?5@0B82=8E 7040G B@0=A?>@B=>W ;>3VAB8:8, I> 4>72>;8Bь 
287=0G8B8 <5B>4 7 4;O ?V4B@8<:8 ?@89=OBBO @VH5=ь :>>@48=0B>@0 :><0=48 
2>;>=B5@V2. 

 �;O 4>AO3=5==O ?>AB02;5=>W <5B8 1C;8 AD>@<C;ь>20=V =0ABC?=V 7040GV: 
– 287=0G8B8 40=V 4;O 7040GV 281>@C =09:@0I>3> <0@H@CBC 4;O :><0=48 

2>;>=B5@V2 2 C<>20E 48=0<VG=8E 7<V= 7>2=VH=ь>3> A5@54>28I0;  
– @>72’O70B8 ?>AB02;5=C 7040GC <5B>40<8 AHP B0 mSmart; 
– 28:>=0B8 ?>@V2=O==O <5B>4V2 AHP B0 mSmart =0 >A=>2V D0:B>@V2, 2:070=8E 2 [6].  

�A=>2=0 G0AB8=0. $>73;O=5<> 7040GC 4>AB02:8 @5AC@AC 7 "45A8 4> )5@A>=C. �C;> 
>1@0=> G>B8@8 <0@H@CB8 (482. @8A. 1). �>65= <0@H@CB @>718B> =0 4V;O=:8 70 O:8<8 
70:@V?;5=> 5:A?5@B-2>;>=B5@. &0:, ?5@H89 (4>268=0 231 :<) B0 4@C389 (4>268=0 232 
:<) <0@H@CB8 @>718B> =0 13 4V;O=>:, B@5BV9 (4>268=0 201 :<) B0 G5B25@B89 (4>268=0 
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297 :<) =0 12 4V;O=>:. !0 @8AC=:C 5 ?>:070=V 2V:=0, O:V 2V4>1@060NBь ?5@H5 2V:=> 
:>@8ABC20Fь:>3> V=B5@D59AC <>1V;ь=>3> 4>40B:C B@ь>E  5:A?5@BV2-2>;>=B5@V2 7 
2=5A5=8<8 40=8<8 I>4> AB0=C 2V4?>2V4=>W 4V;O=:8 ?5@H>3> <0@H@CBC: O:>ABV 
4>@>6=ь>3> ?>:@8BBO, =0O2=>ABV =5157?5:8, <>6;82>ABV 70?@02:8 B0 @5<>=BC B5E=V:8.  

 
 8A. 1. �>3VAB8G=V <0@H@CB8 7 "45A8 4> )5@A>=C [21] 

 

�;O 281>@C 2V4?>2V4=>3> <0@H@CBC 1C;> >1@0=> 1C;> 287=0G5=> =0ABC?=V 
:@8B5@VW, O:V ?@54AB02;ONBьAO @V7=8<8 B8?0<8 40=8E: 
– �V4AB0=ь <V6 B>G:0<8 2V4?@02:8 4> B>G:8 ?>B@518 @5AC@AC (:@8B5@V9 C1 . 

– %5@54=V9 G0A 4>AB02:8 @5AC@AC (:@8B5@V9 C2);  
– /:VABь 4>@>6=ь>3> ?>:@8BBO (:@8B5@V9 C3);  
– !0O2=VABь =5157?5:8 (:@8B5@V9 C4);  
–  >6;82VABь 4>70?@02:8 (:@8B5@V9 C5);  
–  >6;82VABь @5<>=BC B5E=V:8 (:@8B5@V9 C6).  

� B01;8FV 1 ?@54AB02;5=> 72545=V 40=V 70 :@8B5@VO<8 >B@8<0=8<8 2V4 
2>;>=B5@V2 5:A?5@BV2 B0 :>>@48=0B>@0 :><0=48 2>;>=B5@V2. 

"01;8FO 1 

�0=V 4;O @VH5==O ;>3VAB8G=>3> 70240==O 
 %1 

(2V4AB0=ь) 
%2 

(G0A) 
%3 

(O:VABь 4>@>38) 
%4 

(@V25=ь =5157?5:8) 
%5 

(4>70?@02:0) 
%6 

(@5<>=B) 

�1 231 3.54 704>2V;ь=5 A5@54=V9 2 =0O2=>ABV =5<0є 

�2 232 4 704>2V;ь=5 =87ь:89 =5<0є 2 =0O2=>ABV 

�3 201 2.3 704>2V;ь=5 A5@54=V9 =5<0є =5<0є 

�4 297 3.3 4>1@5 A5@54=V9 2 =0O2=>ABV 2 =0O2=>ABV 
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�0AB>ACє<> <5B>4 AHP 4;O @>72’O7:C ?>AB02;5=>W 7040GV. #@54AB028<> =0HC 
7040GC C 283;O4V Vє@0@EVW:  5B0 – �@8B5@VW-�;ьB5@=0B828 (@8A. 2). 

 
 8A.2. І5@0@EVW 4;O 7040GV 281>@C =09:@0I>3> <0@H@CBC 

 

!0 @8AC=:C 3 ?@54AB02;5=> ?>?0@=5 ?>@V2=O==O :@8B5@VW2 B0 0;ьB5@=0B82 70 
:@8B5@VO<8. 

 
 8A.3.  0B@8FV ?>?0@=8E ?>@V2=O=ь 4;O 42>E @V2=V2 Vє@0@EVW 

 

"B@8<0=> =0ABC?=V 7=0G5==O 3;>10;ь=8E >FV=>: 0;ьB5@=0B82: S2= 0,476; S1= 
0,206; S4= 0,176; S3= 0,141. #VA;O 2?>@O4:C20==O 0;ьB5@=0B82 70 3;>10;ь=8<8 
>FV=:0<8, >B@8<0=> =0ABC?=5 @0=6C20==O: A2 A1A4A3. 

!0 @8AC=:C 4 ?>:070=> 7=0G5==O 3;>10;ь=8E >FV=>: 0;ьB5@=0B82. 

 
 8A. 4. �=0G5==O 3;>10;ь=8E >FV=>: 0;ьB5@=0B82  
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�=0945<> @VH5==O ?>AB02;5=>W 7040GV <5B>4>< mSmart. #VA;O 2=5A5==O 7=0G5=ь 
:@8B5@VW2 �V4AB0=ь B0 +0A 2 <0B@8FN @VH5=ь 28:>=0=> ?5@5EV4 4> <5B>4C  mSmart 
[15]7 :V;ь:VA=8<8 40=8<8 (B01;.2). 

"01;8FO 2  

�V;ь:VA=V 40=V 4;O @VH5==O 70240==O 
 %1 

(2V4AB0=ь) 
%2 

(G0A) 
%3 

(O:VABь 
4>@>38) 

%4 

(@V25=ь 
=5157?5:8) 

%5 

(4>70?@02:0) 
%6 

(@5<>=B) 

�1 231 3.54 0,6      0,46       0,512 0,435 

�2 232 4 0,66   0,31      0,513 0,434 

�3 201 2.3 0,46    0,5                     0,528 0,415 

�4 297 3.3 0,53              0,5        0,579 0,488 

 

#@8 70AB>AC20==V <5B>4C  mSmart  4> 28@VH5==O 7040GV 7=0E>465==O =09:@0I>3> 
<0@H@CBC >B@8<0=> =0ABC?=5 @0=6C20==O 0;ьB5@=0B82: �2 A1A3A4. !0 @8A. 5 

?>:070=> 7=0G5==O 3;>10;ь=8E >FV=>: 0;ьB5@=0B82.             

 
 8A. 5. $0=6C20==O 0;ьB5@=0B82, >B@8<0=5 70 <5B>4>< mSmart 

 

�>@V2=O;ь=89 0=0;V7 <5B>4V2 AHP B0 mSmart. �;O ?>@V2=O==O <5B>4V2 AHP B0 
mSmart 1C;8 @>73;O=CBV D0:B>@8, 70?@>?>=>20=V 2 [6]: 

1. 045:20B=VABь 4> 7<V= 0;ьB5@=0B82 01> :@8B5@VW2; 
2. 3=CG:VABь C ?@>F5AV ?@89=OBBO @VH5=ь;  
3. >1G8A;N20;ь=0 A:;04=VABь; 
4. 045:20B=VABь ?V4B@8<:8 3@C?>2>3> ?@89=OBBO @VH5=ь; 
5. :V;ь:VABь 0;ьB5@=0B82=8E <0@H@CBV2 B0 :@8B5@VW2. 

А45:20B=VABь 4> 7<V= 0;ьB5@=0B82. #V4 G0A ?@89=OBBO @VH5==O :>>@48=0B>@>< 
2>;>=B5@V2, I>4> 281>@C <0@H@CBC ?5@52575==O 3C<0=VB0@=>W 4>?><>38 01> ;N459 2 
C<>20E 2V9Aь:>28E 4V9 <>65 7<V=N20B8Aь :V;ь:VABь 4>ABC?=8E <0@H@CBV2 
B@0=A?>@BC20==O. �060=>, I>1 <5B>4 1C2 ABV9:8< 4> 7<V=8 :V;ь:>ABV 0;ьB5@=0B82. 

#V4 G0A @>72'O7:C 287=0G5==O =09:@0I>3> <0@H@CBC B@0=A?>@BC20==O :><0=4>N 
2>;>=B5@V2 7 <. "45A0 4> <. )5@A>= ?V4 G0A 28:>@8AB0==O <5B>4C AHP  >B@8<0=> 
=0ABC?=5 @0=6C20==O 0;ьB5@=0B82: 

�2 A1A4 A3. 

�;O ?5@52V@:8 ABV9:>ABV <5B>4C I>4> 7<V=8 :V;ь:>ABV 0;ьB5@=0B82, 1C;> 22545=> 
4>40B:>289 ?’OB89 0;ьB5@=0B82=89 <0@H@CB. � @57C;ьB0BV 5:A?5@8<5=BC 4>40B:>20 
0;ьB5@=0B820 �5 ?>:@>:>2> >18@0;0Aь @V2=>N >4=VєW 7 VA=CNG8E 0;ьB5@=0B82. 
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' 28?04:C, :>;8 0;ьB5@=0B820 �5 4>@V2=N20;0 0;ьB5@=0B82V �1, >B@8<0=> 

@0=6C20==O  �2 A5=A1 A4 A3,  7=0G5==O 3;>10;ь=8E >FV=>: 0;ьB5@=0B82 C 
Fь><C 28?04:C ?>:070=> =0 @8AC=:C 60. 

' 28?04:C, :>;8 0;ьB5@=0B820 �5 4>@V2=N20;0 0;ьB5@=0B82V �2, >B@8<0=> 

@0=6C20==O  A2=A5A1 A4 A3,  7=0G5==O 3;>10;ь=8E >FV=>: 0;ьB5@=0B82 C 
Fь><C 28?04:C ?>:070=> =0 @8AC=:C 61. 

' 28?04:C, :>;8 0;ьB5@=0B820 �5 4>@V2=N20;0 0;ьB5@=0B82V �3, >B@8<0=> 

@0=6C20==O  A2 A1 A4A3=�5,  7=0G5==O 3;>10;ь=8E >FV=>: 0;ьB5@=0B82 C 
Fь><C 28?04:C ?>:070=> =0 @8AC=:C 62. 

' 28?04:C, :>;8 0;ьB5@=0B820 �5 4>@V2=N20;0 0;ьB5@=0B82V �4, >B@8<0=> 

@0=6C20==O  A2 A1 A4=�5 A3,  7=0G5==O 3;>10;ь=8E >FV=>: 0;ьB5@=0B82 C 
Fь><C 28?04:C ?>:070=> =0 @8AC=:C 63.   

  
0                                                                    1 

    
2                                                                    3 

 8A. 6. $0=6C20==O 0;ьB5@=0B82  ?@8 4>A;V465==V 045:20B=>ABV 4> 7<V= 0;ьB5@=0B82  

<5B>4C �!$ 

 

� @57C;ьB0BV 4>A;V465==O 2AB0=>2;5=>, I> C 2AVE 28?04:0E  =09:@0I>N є 
0;ьB5@=0B820 �2 V ?>@O4>: @0=6C20==O =5 7<V=82AO, B>1B> <5B>4 AHP є ABV9:8< I>4> 
7<V=8 0;ьB5@=0B82. 

#@>2545=> 4>A;V465==O <5B>4C mSmart =0 ABV9:VABь I>4> 7<V=8 :V;ь:>ABV 
0;ьB5@=0B82 B0: O: <8 F5 7@>18;8 4;O <5B>4C AHP. #@8 70AB>AC20==V <5B>4C  mSmart  
4> 28@VH5==O 7040GV 7=0E>465==O =09:@0I>3> <0@H@CBC 1C;> >B@8<0=> =0ABC?=5 
@0=6C20==O 0;ьB5@=0B82: �2 A1A3 A4.  

' 28?04:C, :>;8 0;ьB5@=0B820 �5 4>@V2=N20;0 0;ьB5@=0B82V �1, >B@8<0=> 

@0=6C20==O  A2 A1=A5 A3 A4,  7=0G5==O 3;>10;ь=8E >FV=>: 0;ьB5@=0B82 C 
Fь><C 28?04:C ?>:070=> =0 @8AC=:C 70. 

' 28?04:C, :>;8 0;ьB5@=0B820 �5 4>@V2=N20;0 0;ьB5@=0B82V �2, >B@8<0=> 

@0=6C20==O  A2= A5 A1A3 A4,  7=0G5==O 3;>10;ь=8E >FV=>: 0;ьB5@=0B82 C 
Fь><C 28?04:C ?>:070=> =0 @8AC=:C 71. 

' 28?04:C, :>;8 0;ьB5@=0B820 �5 4>@V2=N20;0 0;ьB5@=0B82V �3, >B@8<0=> 

@0=6C20==O  A2 A1 A3=A5 A4,  7=0G5==O 3;>10;ь=8E >FV=>: 0;ьB5@=0B82 C 
Fь><C 28?04:C ?>:070=> =0 @8AC=:C 72. 
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' 28?04:C, :>;8 0;ьB5@=0B820 �5 4>@V2=N20;0 0;ьB5@=0B82V �4, >B@8<0=> 

@0=6C20==O  A2 A1 A3A4=A5,  7=0G5==O 3;>10;ь=8E >FV=>: 0;ьB5@=0B82 C 
Fь><C 28?04:C ?>:070=> =0 @8AC=:C 73.  

 
0                                                              1  

 
2                                                                3  

 8A. 7. $0=6C20==O 0;ьB5@=0B82  ?@8 4>A;V465==V 045:20B=>ABV 4> 7<V= 0;ьB5@=0B82  

<5B>4C mSmart 
 

� @57C;ьB0BV 4>A;V465==O 2AB0=>2;5=>, I> C 2AVE 28?04:0E  =09:@0I>N є 
0;ьB5@=0B820 �2 V ?>@O4>: @0=6C20==O =5 7<V=82AO, >B65 <5B>4 mSmart B0:>6 
28O282AO  ABV9:8< I>4> 7<V=8 :V;ь:>ABV 0;ьB5@=0B82. 
А45:20B=VABь 4> 7<V= :@8B5@VW2. �=0;>3VG=5 4>A;V465==O ?@>2545=> I>4> 7<V=8 
:V;ь:>ABV :@8B5@VW2. �C45<> ?>A;V4>2=> 4>102;OB8 4>40B:>289 :@8B5@V9 %7, O:V9 1C45 
4>@V2=N20B8 VA=CNG8< :@8B5@VO<, V ?5@52V@8<>, O: 2=5A5==O 4>40B:>2>W 0;ьB5@=0B828 
1C45 2?;820B8 =0 @0=6C20==O 0;ьB5@=0B82. 

�0AB>AC20==O <5B>4C AHP. "B@8<0=> =0ABC?=5 @0=6C20==O: �2A1A4A3. 

A2 A1A3 A4, O:I> %1=%7 (7 2V4?>2V4=8<8 7=0G5==O<8 3;>10;ь=8E >FV=>: [ 
0,456 0,209 0,69 0,166]); 

A2 A1A4 A3, O:I> %2=%7 (7 2V4?>2V4=8<8 7=0G5==O<8 3;>10;ь=8E >FV=>: 
[0,459 0,208 0,171  0,162]); 

A2 A1A4 A3, O:I> %3=%7 (7 2V4?>2V4=8<8 7=0G5==O<8 3;>10;ь=8E >FV=>: 
[0,507 0,211 0,167  0,115]); 

A2 A1A4 A3, O:I> %4=%7 (7 2V4?>2V4=8<8 7=0G5==O<8 3;>10;ь=8E >FV=>: 
[0,514 0,205 0,157  0,124]);  

A2 A4A1 A3, O:I> %5=%7 (7 2V4?>2V4=8<8 7=0G5==O<8 3;>10;ь=8E >FV=>: 
[0,447 0,203 0,199  0,151]) 

A2 A1A4 A3, O:I> %6=%7 (7 2V4?>2V4=8<8 7=0G5==O<8 3;>10;ь=8E >FV=>: 
[0,454 0,206 0,202  0,138]). 

"B@8<0=>, I> C 42>E 28?04:0E :>;8:  %1=%7,  %5=%7 0;ьB5@=0B820 �2 70;8H8;0Aь 
=09:@0I>N, 0;5 2 ?5@H><C 28?04:C ?@V>@8B5B=VABь 0;ьB5@=0B82 �3, �4 7<V=8;0AO. ' 
4@C3><C 28?04:C 0;ьB5@=0B820 �4 28O28;0Aь =09:@0I>N =V6 0;ьB5@=0B828 �1 B0 �3. 
$>73;O=5<> <5B>4 mSmart. &0:>6 ?>A;V4>2=> 4>40є<> :@8B5@V9 %7, O:V9 1C45 
4>@V2=N20B8 VA=CNG8< 0;ьB5@=0B820<. "B@8<0=>  =0ABC?=5 @0=6C20==O 0;ьB5@=0B82: 
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A2 A1A3 A4, O:I> %1=%7 (7 2V4?>2V4=8<8 7=0G5==O<8 3;>10;ь=8E >FV=>:   
[0,544 0,504 0,493  0,465]); 

A2 A1A3 A4, O:I> %2=%7 (7 2V4?>2V4=8<8 7=0G5==O<8 3;>10;ь=8E >FV=>: 
[0,536 0,499 0,494  0,478]); 

A2 A1A4 A3, O:I> %3=%7 (7 2V4?>2V4=8<8 7=0G5==O<8 3;>10;ь=8E >FV=>: 
[0,507 0,211 0,167  0,115]); 

A2 A1A3 A4, O:I> %4=%7 (7 2V4?>2V4=8<8 7=0G5==O<8 3;>10;ь=8E >FV=>: 
[0,567 0,499 0,474  0,470]);  

A2 A1A4 A3, O:I> %5=%7 (7 2V4?>2V4=8<8 7=0G5==O<8 3;>10;ь=8E >FV=>: 
[0,539 0,499 0,484  0,482]);  

A2 A1A4 A3, O:I> %6=%7 (7 2V4?>2V4=8<8 7=0G5==O<8 3;>10;ь=8E >FV=>: 
[0,540 0,500 0,485  0,479]). 

"B65 C 42>E 28?04:0E :>;8:  %3=%7, %5=%7, %6=%7 0;ьB5@=0B820 �2 70;8H8;0Aь 
=09:@0I>N 40;V 945 0;ьB5@=0B820 �1, 0;5 7<V=8;0Aь ?@8>@VB5B=VABь 0;ьB5@=0B82 �3 
B0 �4. 

&0:8< G8=><, C @07V 7<V=8 :V;ь:>ABV :@8B5@VW2 >10 <5B>48 =5 є ABV9:8<8, 0;5 
<5B>4 mSmart 283;O40є 1V;ьH ABV9:8<, B0: O: ?@V>@8B5B=VABь ?5@H8E 42>E 
0;ьB5@=0B82 70;8H0єBьAO =57<V==>N. 
�=CG:VABь C ?@>F5AV ?@89=OBBO @VH5=ь. � [6] 70?@>?>=>20=> 4;O >FV=N20==O 
3=CG:>ABV C ?@>F5AV ?@89=OBBO @VH5=ь ?V4@0E>2C20B8 :V;ь:VABь >FV=>:, O:V 28:>=CNBь 
5:A?5@B8 ?V4 G0A 70AB>AC20==O <5B>4V2 MCDM. 

$>73;O40єBьAO 7040G0 7=0E>465==O =09:@0I>W 0;ьB5@=0B828 Ai 7 n <>6;828E, 4;O 
281>@C O:>W 5:A?5@B8 <0NBь >FV=8B8 :>6=C 0;ьB5@=0B82C 70 m :@8B5@VO<8 Сj. 

#V4@0ECє<> ?>:07=8: 3=CG:>ABV C ?@>F5AV ?@89=OBBO @VH5==O ?V4 G0A 
70AB>AC20==O <5B>4C <5B>40 AHP.  

� <5B>4V AHP 5:A?5@B0<8 1C4CєBьAO n+1 <0B@8FO ?0@=8E ?>@V2=O=ь [7].  0B@8FO 
?0@=8E ?>@V2=O=ь <0є 2;0AB82VABь 72>@>B=>W A8<5B@8G=>ABV, B>1B> 1/ji ija a  , 45 

ija – 5;5<5=B <0B@8FV ?>@V2=O=ь , 1,...,i j n   (4;O <0B@8FV ?0@=8E ?>@V2=O=ь 
0;ьB5@=0B82) 01>   , 1,...,i j m  (4;O <0B@8FV ?0@=8E ?>@V2=O=ь :@8B5@VW2).  

!0 ?5@H><C 5B0?V ?@>2>48BьAO AB@C:BC@870FVO 7040GV C 283;O4V Vє@0@EVG=>W 
AB@C:BC@8 7 45:V;ь:><0 @V2=O<8: <5B0 – :@8B5@VW – 0;ьB5@=0B828. Іє@0@EVO 1C4CєBьAO 7 
25@H8=8,  G5@57 ?@><V6=V @V2=V, 4> =09=86G>3> @V2=O. �;O 4@C3>3> @V2=O Vє@0@EVW 
?>@V2=NNBьAO :@8B5@VW <V6 A>1>N ?> 2V4=>H5==N 4> 7030;ь=>W <5B8 V 1C4CєBьAO >4=0 
<0B@8FO ?0@=8E ?>@V2=O=ь @>7<V@C mm . � A8;C 72>@>B=>W A8<5B@8G=>ABV <0B@8FV 
?0@=8E ?>@V2=O=ь 5:A?5@B0<8 4;O ?>@V2=O==O :@8B5@VW2 28:>=CєBьAO  
( 1) / 2m m >FV=>:. 
�;O B@5Bь>3>  @V2=O Vє@0@EVW ?>@V2=NNBьAO n 0;ьB5@=0B82 Ai ?> 2V4=>H5==N 4> 

:>6=>3> 7 m :@8B5@VW2 Cj. � A8;C 72>@>B=>W A8<5B@8G=>ABV <0B@8FV ?0@=8E ?>@V2=O=ь 
5:A?5@B0<8 4;O ?>@V2=O==O 0;ьB5@=0B82 28:>=CєBьAO ( 1) / 2mn n   >FV=>:. 

&0:8< G8=><, >B@8<Cє<>, I> ?>:07=8: 3=CG:>ABV J C ?@>F5AV ?@89=OBBO @VH5==O 
?V4 G0A 70AB>AC20==O <5B>4C <5B>40 AHP 4>@V2=Nє:   
    ( 1) / 2 ( 1) / 2AHPJ m m mn n    .  (1) 

�;O @>7@0EC=:C ?>:07=8:0 3=CG:>ABV C ?@>F5AV ?@89=OBBO @VH5==O ?V4 G0A 
70AB>AC20==O <5B>4C <5B>40 mSmart 1C45<> 2@0E>2C20B8 B5, I> 5:A?5@B8 
?@87=0G0NBь 2038 m :@8B5@VO<8 Сj, 4;O :>6=>3> 7 :@8B5@VW2 >18@0NBь 4VN =04 m 
:@8B5@VO<8 (<0:A8<V70FVO, <V=V<V70FVO) V 1C4CNBь >4=C <0B@8FN @VH5=ь [15], O:0 
<VAB8Bь >FV=:8 n 0;ьB5@=0B82 Ai 70  m :@8B5@VO<8 Сj. 
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&0:8< G8=><, >B@8<Cє<>, I> ?>:07=8: 3=CG:>ABV C ?@>F5AV ?@89=OBBO @VH5==O 
?V4 G0A 70AB>AC20==O <5B>4C <5B>40 mSmart 4>@V2=Nє:   

)2(2  nmmnmJmSmart .   (2) 

�C;> ?@>2545=> 4>A;V465==O ?>:07=8:0 3=CG:>ABV C @07V 70AB>AC20==O <5B>4V2 
AHP B0 mSmart, :V;ь:VABь 0;ьB5@=0B82 B0 :@8B5@VW2 7<V=N20;0Aь 2V4 2 4> 9 (@8A. 8). 

"B@8<0=>, I> ?@8 n=2 (:V;ь:VABь 0;ьB5@=0B82) 4;O m=2&6 B0 n=3, m=3.. 4 ?>:07=8: 
3=CG:>ABV C @07V 70AB>AC20==O <5B>4C AHP :@0I5 =V6 4;O <5B>4C mSmart. #@8 n=2, 

m=7 B0 n=3, m=5 ?>:07=8: 3=CG:>ABV C @07V 70AB>AC20==O <5B>4V2 AHP B0 mSmart 
>4=0:>289. ' 2AVE V=H8E 28?04:0E ?>:07=8: 3=CG:>ABV C @07V 70AB>AC20==O <5B>4C 
mSmart  :@0I5 =V6 4;O <5B>4C AHP.  

 
 8A. 8. #>:07=8: 3=CG:>ABV 4;O <5B>4V2 AHP B0 mSmart 

 

�;O @>73;O=CB>W 2 @>1>BV 7040GV n=4, m=6  ?>:07=8: 3=CG:>ABV 4;O <5B>4C AHP 
A:;02 51 0 4;O <5B>4C  mSmart - 36. 

�1G8A;N20;ь=0 A:;04=VABь. "1G8A;N20;ь=0 A:;04=VABь T 2 @>1>BV @>7@0E>2C20;0Aь, 
O: 70?@>?>=>20=> 2 @>1>BV [6], 0 A0<5 2@0E>2C20;>Aь :V;ь:VABь >?5@0FV9 <=>65==O, 
4V;5==O, 72545==O 2 ABC?V=ь. 

� <5B>4V  AHP ?V4 G0A >1G8A;5==O 2;0A=>3> 25:B>@C 4;O <0B@8FV ?>?0@=8E 
?>@V2=O=ь 4@C3>3> @V2=O (?>@V2=O==O :@8B5@VW2) >?5@0FVO <=>65==O 28:>=CєBьAO m(m-

1) @07V2, 0 7 2545==O C ABC?V=ь m @07V2. 
#V4 G0A >1G8A;5==O 2;0A=>3> 25:B>@C 4;O <0B@8FV ?>?0@=8E ?>@V2=O=ь B@5Bь>3> 

@V2=O (?>@V2=O==O 0;ьB5@=0B82) 2V4?>2V4=> 4> n :@8B5@VW2, >?5@0FVO <=>65==O 
28:>=CєBьAO mn(n-1) @07V2, 0 72545==O C ABC?V=ь nm @07V2. 

!0 5B0?V >1G8A;5==O 3;>10;ь=8E ?@V>@8B5BV2 4;O 0;ьB5@=0B82 >?5@0FVO <=>65==O 
28:>=CєBьAO nm @07V2. 

&0:8< G8=><, >B@8<Cє<>, I> ?>:07=8: >1G8A;N20;ь=>W A:;04=>ABV C ?@>F5AV 
?@89=OBBO @VH5==O ?V4 G0A 70AB>AC20==O <5B>4C <5B>40 AHP 4>@V2=Nє:   

2( 1) ( 1) ( 1)AHPT m m m mn n nm nm m mn n          . (3) 

� <5B>4V  mSmart 2V41C20єBьAO =>@<0;V70FVO 203 :@8B5@VW2 ?V4 G0A G>3> >?5@0FVO 
4V;5==O 28:>=CєBьAO m @07V2. #V4 G0A =>@<C20==O 5;5<5=BV2 <0B@8FV @VH5=ь >?5@0F8O 
4V;5==O V 72545==O 2 ABC?V=ь 28:>=CєBьAO mn @07V2 2V44?>2V4=>. !0 5B0?V >1G8A;5==O 
3;>10;ь=8E ?@V>@8B5BV2 4;O 0;ьB5@=0B82 >?5@0FVO <=>65==O 28:>=CєBьAO nm @07V2. 
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&0:8< G8=><, >B@8<Cє<>, I> ?>:07=8: >1G8A;N20;ь=>W A:;04=>ABV C ?@>F5AV 
?@89=OBBO @VH5==O ?V4 G0A 70AB>AC20==O <5B>4C <5B>40 mSmart 4>@V2=Nє:   

2 (3 1)SmartT m mn nm m n     . (4) 

�C;> ?@>2545=> 4>A;V465==O ?>:07=8:0 >1G8A;N20;ь=>W A:;04=>ABV C @07V 
70AB>AC20==O <5B>4V2 AHP B0 mSmart, :V;ь:VABь 0;ьB5@=0B82 B0 :@8B5@VW2 7<V=N20;0Aь 
2V4 2 4> 9 (@8A. 9).  

 
 

 8A. 9. #>:07=8: >1G8A;N20;ь=>W A:;04=>ABV 4;O <5B>4V2 AHP B0 mSmart 
 

"B@8<0=>, I> 2AVE V=H8E 28?04:0E ?>:07=8: >1G8A;N20;ь=>W A:;04=>ABV C @07V 
70AB>AC20==O <5B>4C mSmart  =86G5 =V6 4;O <5B>4C AHP 2 1,14 -3,54 @07V2. � 
70;56=>ABV 2V4 :V;ь:>ABV 0;ьB5@=0B82 B0 :@8B5@VW2  

�;O @>73;O=CB>W 2 @>1>BV 7040GV n=4, m=6  ?>:07=8: >1G8A;N20;ь=>W A:;04=>ABV 
4;O <5B>4C AHP A:;02 156 0 4;O <5B>4C  mSmart – 78, I> =86G5 2 2 @078.  
А45:20B=VABь ?V4B@8<:8 3@C?>2>3> ?@89=OBBO @VH5=ь. "18420 <5B>40 AHP B0 
mSmart 2@0E>2CNBь AC465==O 1V;ьH =V6 >4=VєW ;N48=8 O:0 ?@89<0є @VH5==O. � 
<5B>4V AHP B0 mSmart 03@530FVO AC465=ь "#$ 28:>=CєBьAO H;OE><  >1G8A;5==O 
A5@54=ь>3> 0@8D<5B8G=>3> AC465=ь. �;5 C @07V 71V;ьH5==O :V;ь:>ABV "#$ 1C45 
7@>AB0B8 >1G8A;N20;ь=0 A:;04=VABь, B><C :@0I5 28:>@8AB>2C20B8 <5B>4 mSmart.  
�V;ь:VABь 0;ьB5@=0B82=8E <0@H@CBV2 B0 :@8B5@VW2 . /: 707=0G0;>AO 2 [6-7] ?@8 
28:>@8AB0==V <5B>4C AHP VA=Cє >1<565==O, I>4> :V;ь:>ABV 0;ьB5@=0B82 B0 :@8B5@VW2. 
%00B8 [7] ?5@5410G0є, I> :V;ь:VABь :@8B5@VW2 01> 0;ьB5@=0B82 ?>28==V 1CB8 >1<565=V 
452'OBь<0, I>1 =5 ?>@CHC20B8 ;N4Aь:5 AC465==O B0 ?>A;V4>2=VABь >FV=>:.  
�8A=>2:8. %D>@<C;ь>20=> 1030B>:@8B5@V0;ь=C 7040GC 281>@C =09:@0I>3> 
<0@H@CBC. !0 >A=>2V FVєW 7040GV 1C;> ?>@V2=O=> <5B>4V AHP B0 mSmart. 
�0?@>?>=>20=V B0 @>73;O=CBV  D0:B>@8 4;O ?>@V2=O==O <5B>4V2 AHP B0 mSmart. � 
@57C;ьB0BV 4>A;V465==O 045:20B=>ABV 4> 7<V= 0;ьB5@=0B82 >B@8<0;8, I> C 2AVE 
28?04:0E  =09:@0I>N є 0;ьB5@=0B820 �2 V ?>@O4>: @0=6C20==O =5 7<V=82AO, B>1B> 
<5B>48 AHP B0 mSmart є ABV9:8<8 I>4> 7<V=8 0;ьB5@=0B82. � @57C;ьB0BV 4>A;V465==O 
045:20B=>ABV 4> 7<V= :@8B5@VW2 >B@8<0;8 I>, C @07V 7<V=8 :V;ь:>ABV :@8B5@VW2 >10 
<5B>48 =5 є ABV9:8<8, 0;5 <5B>4 mSmart 283;O40є 1V;ьH ABV9:8<, B0: O: 
?@V>@8B5B=VABь ?5@H8E 42>E 0;ьB5@=0B82 70;8H0єBьAO =57<V==>N. � @57C;ьB0BV 
4>A;V465==O 3=CG:>ABV C ?@>F5AAV ?@89=OBBO @VH5=ь 1C;> 28O2;5==> I> ?>:07=8: 
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3=CG:>ABV 1C2 :@0I8< C <5B>40 AHP BV;ь:8 :>;8 :V;ь:VABь 0;ьB5@=0B82 =5 
?5@528IC20;0 2. � V=H8E 28?04:0E ?>:07=8: <5B>40 mSmart 1C2 B0:89 A0<89, 01> 1C2 
:@0IV9 =V6 ?>:07=8: 4;O <5B>4C AHP. &0:>6 1C;> ?@>2545=> 4>A;V465==O ?>:07=8:0 
>1G8A;N20;ь=>W A:;04=>ABV C @07V 70AB>AC20==O <5B>4V2 AHP B0 mSmart :>;8 
:V;ь:VABь 0;ьB5@=0B82 B0 :@8B5@VW2 7<V=N20;0Aь 2V4 2 4> 9. "B@8<0=>, I> ?>:07=8: 
>1G8A;N20;ь=>W A:;04=>ABV C @07V 70AB>AC20==O <5B>4C mSmart  =86G5 =V6 4;O 
<5B>4C AHP 2 1,14-3,54 @07V2 2 70;56=>ABV 2V4 :V;ь:>ABV 0;ьB5@=0B82 B0 :@8B5@VW2. � 
0=0;V7V 045:20B=>ABV ?V4B@8<:8 3@C?>2>3> ?@89=OBBO @VH5=ь 1C;> 28O2;5=> I> C @07V 
71V;ьH5==O :V;ь:>ABV "#$ 1C45 7@>AB0B8 >1G8A;N20;ь=0 A:;04=VABь, B><C :@0I5 
28:>@8AB>2C20B8 <5B>4 mSmart. ->1 =5 ?>@CHC20B8 ;N4Aь:5 AC465==O B0 
?>A;V4>2=VABь >FV=>: %00B8 ?5@5410G0є, I> :V;ь:VABь :@8B5@VW2 01> 0;ьB5@=0B82 
?>28==V 1CB8 >1<565=V 452'OBь<0. !0 2V4<V=C 2V4 AHP C <5B>40 mSmart =5<0є B0:>3> 
>1<565==O C :V;ь:>ABV 0;ьB5@=0B82. 
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COMPARATIVE ANALYSIS OF METHODS FOR SOLVING OPERATIONAL 

PROBLEMS OF TRANSPORT LOGISTICS  
 

D.R. Horpenko, B.O. Boltenkov 
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1, Shevchenko Ave.,  Odesa, 65044, Ukraine  

e-mails: horpenko@op.edu.ua, boltenkov@op.edu.ua  
 

The article is devoted to the issue of determining the best logistics route when solving operational problems of 

transport logistics under martial law by a team of volunteers. The article reviews multi-criteria decision-

making methods used to solve operational problems of transport logistics. The choice of the best route for 
transporting passengers or cargo is affected by changes in the state of the external environment, which 

dynamically changes during military operations. All members of the volunteer team, who have up-to-date 

information on the conditions of the routes, are involved in the rapid assessment of the state of the external 

environment. This information is transferred to the coordinator of the volunteer team, who makes a decision 

on the choice of the logistics route. In the conditions of martial law, both the number of logistics routes and 

the state of the routes can change dynamically. Thus, the methods used by the volunteer coordinator to 

support decision-making should be robust to changes in the number of possible logistical routes and their 

changes. And also have a small computational complexity and support group decision making. The article 

compared AHP (Analytic Hierarchy) and mSmart methods based on such factors as: adequacy to changes in 

alternatives or criteria; flexibility in the decision-making process; computational complexity; adequacy of 

group decision-making support; number of alternative routes and criteria. The task of choosing the best 

possible route from Odesa to Kherson was considered. The results showed that both methods are suitable for 

solving the problem of choosing the best route, but the mSmart method turned out to be better in terms of the 

factors considered in the work. 

Keywords: multi-criteria decision-making methods; transport logistics; a team of volunteers; AHP; mSmart 
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Over the fifteen years of its existence, distributed ledger technologies have found wide application in the 

field of financial turnover, cryptocurrency applications, and secure document management systems. The 
most popular today are the blockchain systems of Bitcoin and Etherium. Despite of their advantages – the 

immutability of processed transactions, decentralization, transparency – they have a serious drawback: low 

transaction processing speed and limited scalability. In this regard, it is difficult for them to compete with 

decentralized financial platforms that have transaction processing speeds orders of magnitude higher. The 

purpose of this work is to develop a decentralized ledger platform with improved scalability and transaction 

processing speed. The system was built on an architecture based on a directed acyclic graph – BlockDAG. 

BlockDAG architecture compares favorably with Blockchain in asynchronous operation. The ordering of 

blocks in it is carried out by topological linear sorting of the directed graph. In addition, the processing 

speed in BlockDAG increases with the increase in the number of users. The platform is built on a two-layer 

scheme and consists of two networks – the main BlockDAG network and the coordination network built 

on the basis of Blockchain. In the main network, blocks are created and distributed over the network. The 

coordination network performs the functions of block certification and their finalization. Proof of Stake 

consensus protocol applied. The system is implemented as an experimental Waterfall platform. The 

platform is designed to serve transactions with various tokens, including NFT, to serve smart contracts and 

develop distributed applications. System testing showed a high transaction processing speed combined with 

the required scalability. 

Keywords: distributed ledger technologies , two-layer network , BlockDAG , Waterfall platform 
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5D5:B82=89 4;O 1>@>BP18 7 V<?C;PA=8<8 702040<8. 

�5B>4 (�� (BAN, H8@>:0 ?>;>A0 4 >1<56C20G 4 2C7P:0 ?>;>A0) є >4=8< 
V7 ?V4E>4V2 4> DV;PB@0FVW A83=0;V2, 7>:@5<0 28:>@8AB>2CєBPAO 4;O 1>@>BP18 7 
V<?C;PA=8<8 702040<8. �>3> =0720 2:07Cє =0 9>3> >A=>2=V A:;04>2V: 
H8@>:>A<C3>289 A83=0; (Broadband), 0B5=N0B>@ (Attenuator) B0 2C7P:>A<C3>289 
A83=0; (Narrowband) (@8A. 1). 
 

 
 8A. 1. !B@C:BC@=0 AE5<0 (�� 

 

�030;P=89 ?@8=F8? <5B>4C (�� <>65 1CB8 040?B>20=89 2V4?>2V4=> 4> 
A?5F8DVG=8E 28<>3 B0 2;0AB82>AB59 HC<C B0 A83=0;C C :>=:@5B=V9 7040GV, V, O: 
?>:070;8 ?@>2545=V 4>A;V465==O, <>65 1CB8 70AB>A>20=89 4;O ?@>B84VW HC<C «Salt 
and Pepper» ?@8 70AB>AC20==V AB530=>3@0DVG=>3> <5B>4C 7 :>4>28< C?@02;V==O< 
21C4>2C20==O< �І. 

"0:, 2V4?>2V4=> 4> [9], ?@8 28;CG5==V �І 7 AB530=>?>2V4><;5==O G5@3>289 
1;>: ,  C 7030;P=><C 28?04:C, <>65 <VAB8B8 :><1V=0FVN 7 1030BP>E G0AB>B, I> 
2V4?>2V40є H8@>:V9 A<C7V C <5B>4V (��. �VA;O FP>3> 74V9A=NєBPAO >1<565==O 
1;>:C 70 0<?;VBC4>N 7=0G5==O<8 { 1} , V 265 ?VA;O FP>3> ⸺ 284V;5==O :>=:@5B=>W 
G0AB>B=>W A:;04>2>W, I> 2V4?>2V40є 2C7P:V9 A<C7V C <5B>4V (��. 

 >73;O=5<> :>=:@5B=89 ?@8:;04. �5E09 1;>: A?>B2>@5=>3> HC<>< B8?C  
«Salt and Pepper» 7 48A?5@AVєN 0.1D   AB530=>?>2V4><;5==O S , 0 B0:>6 
2V4?>2V4=89 9><C 1;>: >@83V=0;P=>3> ?>2V4><;5==O X , <0NBP 283;O4 

 

157 150 151 149 146 142 141 139
153 144 152 144 140 143 141 142
149 141 148 145 137 140 136 145
142 141 143 142 142 142 137 141
143 143 142 143 143 146 147 142
131 145 143 141 143 143 140 140
133 145 144 142 147 146 130 129
139 140 146 143 145 149 144 137

X

ù
ú
ú
ú ú

û

ù
ú
ú
ú
ú

ú ú
ú ú
ú úû

, 

158 151 152 150 147 143 142 140
154 255 153 145 141 255 255 143
150 142 149 146 138 141 137 146
143 142 144 143 143 143 138 142
142 142 141 142 142 145 146 141
130 144 255 140 142 142 139 139
132 144 255 141 146 145 129 128
138 139 255 142 144 148 143 255

S

ù
ú
ú
ú ú

û

ù
ú
ú
ú
ú

ú ú
ú ú
ú úû

, (1) 

B>4V O: 21C4>2C20==O 1VB0 �І 1d   C AB530=>?>2V4><;5==O 2V41C;>AO V7 
70AB>AC20==O< :>4>2>3> A;>20 16,(5,1)T  , I> 281V@:>2> 2?;820є =0 B@0=AD>@<0=BC 
?5@5B2>@5==O #>;H0-�40<0@0 (5,1). �=0945<> <0B@8FN   @V7=8FV <V6 <0B@8FO<8 
1;>:V2 AB530=>?>2V4><;5==O V >@83V=0;P=>3> ?>2V4><;5==O 
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1 1 1 1 1 1 1 1
1 111 1 1 1 112 114 1
1 1 1 1 1 1 1 1
1 1 1 1 1 1 1 1
1 1 1 1 1 1 1 1
1 1 112 1 1 1 1 1
1 1 111 1 1 1 1 1
1 1 109 1 1 1 1 118

ù ù
ú ú
ú ú
ú ú  ú ú       
ú ú      
ú ú      
ú ú     û û

. (2) 

�8 10G8<>, I> ?VA;O ?>5;5<5B=>3> <=>65==O 5;5<5=BV2 >B@8<0=>W <0B@8FV 
  =0 5;5<5=B8 70AB>A>20=>3> :>4>2>3> A;>20 

16,(5,1)T  , V7 ?>40;PH8< 

?V4AC<>2C20==O< 5;5<5=BV2 @57C;PBCNG>W <0B@8FV, V 70AB>AC20==O< >?5@0FVW ()sign

>B@8<Cє<> 7=0G5==O 1VB0 �І 
16,(5,1)

8 8

1 1

( , 1( ( , ) ) ( 56))
i j

d sign i j signT i j
 

       , I> 

=5 2V4?>2V40є 21C4>20=><C 1VBC �І, B>1B> ?@82>48BP 4> ?><8;:8 ?@8 28;CG5==V �І. 
�4V9A=8<> >1<565==O 0<?;VBC48 2V4?>2V4=> 4> <5B>4C (��, 2 @57C;PB0BV 

G>3> >B@8<Cє<> <0B@8FN @V7=8FV 

 

1 1 1 1 1 1 1 1
1 1 1 1 1 1 1 1
1 1 1 1 1 1 1 1
1 1 1 1 1 1 1 1
1 1 1 1 1 1 1 1
1 1 1 1 1 1 1 1
1 1 1 1 1 1 1 1
1 1 1 1 1 1 1 1

ù ù
ú ú
ú ú
ú ú  ú ú       
ú ú      
ú ú      
ú ú     û û

, (3) 

4;O O:>W ?VA;O ?>5;5<5B=>3> <=>65==O 5;5<5=BV2 >B@8<0=>W <0B@8FV   =0 5;5<5=B8 
:>4>2>3> A;>20 

16,(5,1)T   V7 ?>40;PH8< ?V4AC<>2C20==O< 5;5<5=BV2 @57C;PBCNG>W 
<0B@8FV V 70AB>AC20==O< >?5@0FVW ()sign , >B@8<Cє<> 7=0G5==O 1VB0 �І 

16,(5

1

,1

8 8

1

) ( , )( ( , ) ) (56) 1
i j

T ig jd si n i j sign

 

     , I> 2V4?>2V40є 21C4>20=><C 1VBC 

�І. 
�04;O >FV=:8 @V2=O ?V428I5==O ABV9:>ABV AB530=>3@0DVG=>3> <5B>4C 7 

:>4>28< C?@02;V==O< 21C4>2C20==O< �І 4> 0B0:8 70HC<;5==O< HC<>< «Salt and 

Pepper» 1C2 ?@>2545=89 >1G8A;N20;P=89 5:A?5@8<5=B V7 70AB>AC20==O< 500 
7>1@065=P 7 1078 NRCS [10], I> 1C2 A?@O<>20=89 =0 >FV=:C :V;P:>ABV ?><8;>: ?@8 
28;CG5==V �І 7 AB530=>?>2V4><;5==O 2 C<>20E 0B0:8 70HC<;5==O<, @V25=P O:>3> 
28<V@N202AO ?>:07=8:>< PSNR. �@8 FP><C 4;O 21C4>2C20==O �І 70AB>A>2C20;>AO 
:>4>25 A;>2> 

,8,(5,1) ,bT
  I> 2?;820є =0 B@0=AD>@<0=BC ?5@5B2>@5==O #>;H0-�40<0@0 

(5,1) 157 70AB>AC20==O (��, 0 B0:>6 B5 A0<5 :>4>25 A;>2> V7 70AB>AC20==O< (�� 
(BAN ,8,(5,1)bT

 ).  57C;PB0B8 ?@>2545=>3> 5:A?5@8<5=BC ?@>45<>=AB@>20=V =0 @8A. 2. 

 
 8A 2. �0;56=VABP G8A;0 ?><8;>: ?@8 28;CG5==V �І 2V4 V=B5=A82=>ABV HC<C «Salt 
and Pepper» 
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"0:8< G8=><, ?V428I5==O ABV9:>ABV AB530=>3@0DVG=>3> <5B>4C 7 :>4>28< 
C?@02;V==O< 21C4>2C20==O< �І 4> 0B0: 70HC<;5==O< HC<>< «Salt and Pepper» <0є 
<VAF5 =0 @V2=V 4> 48% (@8A. 2) 4;O 28?04:C :>4>2>3> A;>20 

,8,(5,1)bT
  ?>@O4:C 8  , 

I> 2?;820є =0 B@0=AD>@<0=BC #>;H0-�40<0@0 (5,1).�0AB>AC20==O >1<565==O 
0<?;VBC48 ?5@54 >1@>1:>N <0B@8FP @V7=8FP є 206;828< :@>:>< 4;O 70157?5G5==O 
O:>ABV 2V4=>2;5==O �І. �>=> 4>?><030є C=8:=CB8 2?;82C HC<>28E :><?>=5=BV2, I> 
<>6CBP A?>B2>@8B8 �І. "0:8< G8=><, >1<565==O 0<?;VBC48 4>?><030є ?V428I8B8 
=04V9=VABP B0 ABV9:VABP AB530=>3@0DVG=>3> <5B>4C 7 :>4>28< C?@02;V==O< 
21C4>2C20==O< �І 4> 0B0: 70HC<;5==O<. 
�8A=>2:8. # 40=V9 @>1>BV 1C;> ?@>2545=> 4>A;V465==O, I> <0;> =0 <5BV 
?V428I5==O ABV9:>ABV AB530=>3@0DVG=>3> <5B>4C 7 :>4>28< C?@02;V==O< 
21C4>2C20==O< �І 2 C<>20E 0B0: 70HC<;5==O< HC<>< ���( B0  HC<>< «Salt and 

Pepper». 

�>:070=>, I> C 28?04:C 0B0:8 ?@>B8 21C4>20=>3> ?>2V4><;5==O 
70HC<;5==O< ���( ABV9:VABP AB530=>3@0DVG=>3> <5B>4C є V=20@V0=B=>N 4> 
AB@C:BC@8 70AB>A>2C20=>3> :>4>2>3> A;>20. !BV9:VABP <5B>4C <>65 1CB8 
?V428I5=>N 70 @0EC=>: 71V;PH5==O 5=5@3VW :>4>2>3> A;>20, I> <>6;82> V7 
70AB>AC20==O< 1030B>@V2=528E :>4>28E A;V2, ?@8 G><C @0FV>=0;P=8< є 
70AB>AC20==O< 1030B>@V2=528E :>4>28E A;V2, I> 74V9A=NNBP 281V@:>289 2?;82 =0 
28A>:V G0AB>B8 704;O ?V428I5==O =04V9=>ABV A?@89=OBBO AB530=>?>2V4><;5==O V 
C=8:=5==O ?@>1;5<8 28=8:=5==O >1;0AB59 V7 ?5@5?040<8 OA:@02>ABV =0 3@0=8FOE 
1;>:V2. 

� :0=0;0E 7 HC<>< B8?C «Salt and Pepper» 1C;> 70?@>?>=>20=> 70AB>AC20==O 
<5B>4C (��, I> ?5@5410G0є >1<565==O ?> 0<?;VBC4V <0B@8FP @V7=8FV 
AB530=>?>2V4><;5==O B0 >@83V=0;P=>3> :>=B59=5@C. �0AB>AC20==O 40=>3> <5B>4C 
4>72>;8;> 7=878B8 @V25=P ?><8;>: =0 48% C ?>@V2=O==O V7 70AB>AC20==O< 
>@83V=0;P=>3> AB530=>3@0DVG=>3> <5B>4C 7 :>4>28< C?@02;V==O< 21C4>2C20==O< 
�І. 

 5:><5=40FVW, 70?@>?>=>20=V C @>1>BV, <>6CBP 1CB8 28:>@8AB0=V 4;O 
?>40;PH>3> 24>A:>=0;5==O B0 >?B8<V70FVW <5B>4C. 
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INCREASING THE ROBUSTNESS OF THE STEGANOGRAPHIC METHOD 

WITH CODE CONTROL OF THE ADDITIONAL INFORMATION 

EMBEDDING AGAINST NOISE ATTACKS 

 

D.O. Hulid, A.V. Sokolov  
 

National Odesa Polytechnic University 

Ukraine, Odesa, 65044, Shevchenko Ave., 1, radiosquid@gmail.com 
 

The increase in the amount of multimedia content generated, stored and transmitted by modern information 

systems leads to an increase in the role of the steganographic component in information protection systems. 

At the same time, significant requirements are put to the applied steganographic methods regarding their 

effectiveness, which include sufficient bandwidth, ensuring the reliability of perception, and resistance to 

attacks against the embedded message. The performance of the steganographic methods is of great 

importance, especially if it is intended to be used in real-time on a resource-constrained platforms. One of 

the modern steganographic methods, which is characterized by providing the main effectiveness indicators 

with a small computational complexity due to the execution of steganographic transformation in the space 

domain of the container, is a steganographic method with code control of additional information 

embedding. However, despite the rather high indicators of resistance to noise attacks, which can occur in 

many practical applications, the issue of increasing the resistance of steganographic transformation to these 

types of attacks remains relevant. The purpose of the paper is to increase the resistance to noise attacks of 

the steganographic method with code control of additional information embedding. The paper researches 
attacks against an embedded message with two types of noise: additive white Gaussian noise and <Salt and 

Pepper= noise. In the paper, experimental research on the effects of the structure of the codeword used on 

the robustness of the steganographic method with code control against a noise attack by additive white 

Gaussian noise was performed, which made it possible to develop practical recommendations regarding the 

parameters of the steganographic method with code control under the conditions of this type of attack. The 

application of the BAN method (broadband signal, attenuator, narrowband signal) is proposed to increase 

the resistance of the steganographic method with code control against the "Salt and Pepper" noise attack, 

which allowed to reduce the number of errors when extracting additional information in conditions of this 

noise by 48%. The results obtained in this paper can be useful for the application of the steganographic 

method with code control in practice in the conditions of transmission of a steganographic message over 

channels characterized by the presence of noise attacks against the embedded message. 

Keywords: steganography, code control of additional information embedding, noise attack, additive white 

Gaussian noise, <Salt and Pepper= noise. 
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Despite the fact that the effectiveness of experiment planning methods, especially when solving applied 

problems, has been proven more than once, the ideas of a multifactorial experiment are very slowly being 

introduced into science and engineering practice. The reasons for this are: the complexity of organizing 

the experiment; the parameters of the systems under study are of a complex dynamic nature and are 

subject to significant influences of changes in environmental conditions; the apparent complexity of the 

planning and calculation matrix discourages researchers with insufficient mathematical background; 

many manuals on the application of a multifactorial experiment are written at a level inaccessible to 

engineers, given the training in the disciplines of mathematical and computer cycles in technical 

universities. The experiment occupies the main place among the methods of obtaining information about 
the internal relationships of phenomena in nature and technology. As the processes and phenomena under 

study become more complex, the costs of the equipment and the experiment increase. During the tests, a 

large amount of experimental data is collected that requires processing and analysis. At the same time, the 

duration of the analysis, comprehension of the test results and their accounting for adjusting the 

characteristics of new products is very significant. The systems approach involves considering all 

elements of an active experiment as a single system. From these positions, it is necessary to present the 

general properties of the experiment as an object of study and give recommendations on the choice of 

mathematical techniques and methods that the experimenter can use when choosing decisions during the 

preparation of the experiment, its conduct and processing of the results. It is very important to choose 

methods and tools for processing experimental data. Despite the fact that, since 2002, many works have 

been proving the effectiveness of using the Excel analysis package for processing experimental data, the 

scientific and educational literature still uses coding of variables, randomization of experiments, and the 

choice of critical values of the criteria for assessing the quality of mathematical models from tables. In 

addition, optimization methods are not used in the works for forecasting. In this paper, in order to 

accelerate the process of introducing effective computer processing methods into science and engineering 

practice, the implementation of the methodology for processing active experiment data using Excel is 

presented. 
Keywords: experiment, science, engineering practice, Excel analysis package tools, optimization 

methods. 
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 B5E=>;>3VW V=B5@=0FV>=0;V70FVW ?@>3@0<8. 

#V4 G0A @>1>B8 7 A8AB5<>N 0C48B>@ <>65 715@V30B8 ?>B>G=C :>=DV3C@0FVN O: 
5B0;>==C 9 ?>@V2=N20B8 2 =0ABC?=89 @07 7<V=8 2 :><?’NB5@V 2V4=>A=> =5W. �;O 
715@565==O :>=DV3C@0FVW 2 A8AB5<V 70AB>A>20=89 7@CG=89 ?>@B015;ь=89 D>@<0B JSON. 
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 #@8:;04 ?5@52V@:8 :>=DV3C@0FVW :><?’NB5@0 ?VA;O >=>2;5==O 9>3> B5E=VG=>3> 
70157?5G5==O ?@82545=89 =0 @8A.1. 

 
 8A.1. #@8:;04 ?5@52V@:8 :>=DV3C@0FVW :><?’NB5@0 ?VA;O >=>2;5==O 9>3> B5E=VG=>3> 
70157?5G5==O  

 

#@8:;04 ?5@52V@:8 :>=DV3C@0FVW :><?’NB5@0 ?VA;O >=>2;5==O 9>3> ?@>3@0<=>3> 
70157?5G5==O ?@82545=89 =0 @8A. 2. 

 
 8A.2. #@8:;04 ?5@52V@:8 :>=DV3C@0FVW :><?’NB5@0 ?VA;O >=>2;5==O 9>3> 
?@>3@0<=>3> 70157?5G5==O 
 �;O A?@>I5==O @>1>B8 :>@8ABC20GV2, A8AB5<0 <>65 02B><0B8G=> 735=5@C20B8 
72VB 0C48BC. #@8:;04 72VBC ?@82545=> =0 @8A. 3. 
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 8A.3. #@8:;04 02B><0B8G=> 735=5@>20=>3> 72VBC  

 

#@8 ?@>2545==V 0C48BC ?@8 C<>2V, I> ?@>1;5< =5 7=0945=>, 0C48B>@ <0є 
715@53B8 ?>B>G=C :>=DV3C@0FVN 2 D09; O: 5B0;>==C, =0720 O:>3> 70 70<>2G5==O< 
<VAB8Bь <5@56525 V<’O :><?’NB5@0 B0 40BC. � =0ABC?=89 @07 0C48B>@ 265 72V@Oє 
:>=DV3C@0FVN 7 B>N, I> 715@565=0. /:I> 7<V=8 ?>78B82=V, B> =>20 :>=DV3C@0FVO 
715@V30єBьAO O: 5B0;>==0. 
!8AB5<0 0=0;V7C :V15@157?5:8 ?@>3@0<=>3> 70157?5G5==O :>@?>@0B82=8E A09BV2. 
�8<>3>N 4> A8AB5<8 є 70157?5G8B8 7@CG=89 4;O :>@8ABC20G0 H284:89 0C48B A09BC 9 
A5@25@C, =0 O:><C 2V= @>7<VI5=89, 7 <5B>N 287=0G5==O ABC?5=N 70E8ABC 9 >A=>2=8E 
<>6;828E ?@>1;5<. #@8 Fь><C A?5FV0;VAB >FV=Nє A09B B0 A5@25@=5 ?@>3@0<=5 
70157?5G5==O (#�) 77>2=V, B>1B> 0=0;V7Cє O:0 V=D>@<0FVO <>65 1CB8 4>ABC?=0 
70FV:02;5=><C E0:5@C. �87=0G5==O AB0=C 157?5:8 77>2=V <0є ?52=V =54>;V:8 – >B@8<0=0 
V=D>@<0FVO <>65 1CB8 =5 ?>2=0 G8 =02VBь =54>AB>2V@=0, O:I> 04<V=VAB@0B>@ A?5FV0;ь=> 
=04 F8< ?@0FN202. "4=0:, VAB>B=0 ?5@52030 B0:>3> 287=0G5==O – =570;56=VABь 2V4 
04<V=VAB@0B>@0 A5@25@0 9 ?@>3@0<VABV2 A09BV2, O:V <>6CBь 9 =5 7=0B8 ?@> D0:B B0:>W 
?5@52V@:8. "FV=:C 2V@=>ABV ?@89=OB8 @VH5=ь A8AB5<=8< 04<V=VAB@0B>@>< A5@25@0 B0 
?@>3@0<VAB0<8 A09BC ?@>2>48Bь ?@>3@0<0, B0:8< G8=>< 28=8:0є <>6;82VABь ?>3;O4C 
=0 A8BC0FVN 71>:C. 

�@8B5@VO<8 2@07;82>ABV A09BV2 ?@8 7>2=VH=V9 4V03=>AB8FV є =0ABC?=V [10]: 
 �8:>@8AB0==O 70AB0@V;>W >?5@0FV9=>W A8AB5<8 =0 A5@25@V A09BC. /: ?@028;>, 

?@>3@0<=5 70157?5G5==O (2 B><C G8A;V 4;O @50;V70FVW V=B5@=5B-A5@2VAV2) 4;O 70AB0@V;8E 
"%, >A>1;82> 2 A2VBV UNIX-?>4V1=8E "%, =5 >=>2;NєBьAO, F5 ?@872>48Bь 4> B>3> I> 
7=0945=V 2@07;82>ABV 2 AB0@H8E 25@AVOE =5 28?@02;ONBьAO 9 F8< <>6CBь A:>@8AB0B8Aь 
E0:5@8.  

 �8:>@8AB0==O 70AB0@V;8E A;C61 =0 A5@25@V A09BC. #@8G8=0 B0:0 6 A0<0 – 
A;C610, 25@AVO O:>W =5 ?V4B@8<CєBьAO <>65 AB0B8 465@5;>< 7;0<C 

 �8:>@8AB0==O =0 A5@25@V A09BC A;C61, I> @50;V7CNBь 70AB0@V;V ?@>B>:>;8. 
�>6=0 A;C610, O:0 4>ABC?=0 :>@8ABC20GC 2 V=B5@=5BV є 465@5;>< ?>B5=FV9=>W 
=5157?5:8. �8:>@8AB>2C20B8 A;C618, O:V @50;V7CNBь =50:BC0;ь=89 DC=:FV>=0; 2 
7030;ь=><C 28?04:C =5?>B@V1=> 9 :@0I5 7=0E>48B8 ACG0A=V 0;ьB5@=0B828 
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 !04<V@=0 :V;ь:VABь A09BV2 =0 A5@25@V. �>65= A09B <>65 <0B8 2@07;825 #�, G5@57 
O:5 <>6;82> ?>B5=FV9=> >B@8<0B8 4>ABC? 4> 2Aь>3> A5@25@C. +8< 1V;ьH5 A09BV2, B8 
B0:89 @878: 1V;ьH89. /:I> =0 :>@?>@0B82=><C A09BV 715@V30єBьAO 206;820 V=D>@<0FVO, 
B> B@510 C=8:0B8 9>3> @>7<VI5==O =0 E>AB8=3C A A>B=O<8 A09BV2 =0 >4=><C A5@25@V.  

 !04<V@=0 :V;ь:VABь AC14><5=V2. %C14><5=8 284V;ONBьAO 4;O A;C61 (=0?@8:;04, 
ftp G8 smtp) B0 A09BV2. І=>4V 04<V=VAB@0B>@8 7;>26820NBь AC14><5=0<8, @>7<VICNG8 2 
V=B5@=5B =5?>B@V1=89 :>=B5=B 

 �8:>@8AB0==O CMS. �8:>@8AB0==O B8?>2>3> 9 2V4><>3> ?@>3@0<=>3> 
70157?5G5==O є 465@5;>< =5157?5:8. �28G09=>, @V7=V CMS <0NBь @V7=89 ABC?V=ь 
70E8ABC B0 O:VABь 28:>=0==O, 28<>38 4> 04<V=VAB@C20==O B>I>. %09B8 7 CMS 728G09=> 
7;0<CNBьAO 2 ?5@HC G5@3C.  

 $5?CB0FVO A09BC. І=B5@=5B A;C618 B0 ?>HC:>2V A8AB5<8 <0NBь 2;0A=V 
V=AB@C<5=B8 4;O 287=0G5==O D0:BC 7;0<C A09BV2, B0:>6 є A?5FV0;ь=V A5@2VA8, 2 O:8E 
@>7<VICNBь 60;>18 :>@8ABC20GV2 =0 0=><0;ь=C 0:B82=VABь A5@25@V2.  

 �5>3@0DVG=0 ;>:0FVO A09BC. )>G0 2>=0 =5 є ?@O<8< ?>:07=8:>< :V15@157?5:8, 
>4=0: @>7<VI5==O A09BV2 2 45O:8E :@0W=0E є =5157?5G=8< >A:V;ь:8 70:>=>402AB2> B0< 
=5 4C65 4Vє, B><C 4>ABC? 4> V=D>@<0FVW <>6CBь >B@8<0B8 DV78G=> G8 H;OE>< 
2AB0=>2;5==O A?5FV0;ь=8E 0=0;V70B>@V2 B@0DV:C 70 <VAF5< 2AB0=>2;5==O A5@25@C. 

�;O ?@>2545==O 7>2=VH=ь>W 4V03=>AB8:8 @>7@>1;5=> 1030B> ?@>3@0<=8E CB8;VB, 
B><C ?@8 @>7@>1;5==V A8AB5<8 =5 4>FV;ь=> 709<0B8Aь @>7@>1:>N =>28E V=AB@C<5=BV2, 
0 1060=> 70AB>A>2C20B8 <0:A8<0;ь=C :V;ь:VABь 2V4?@0Fь>20=8E @VH5=ь. #@87=0G5==O 
A8AB5<8 1C45 2 B><C, I>1 ?@>0=0;V7C20B8 >B@8<0=V >FV=:8 9 ?@54AB028B8 WE 2 7@>7C<V;V9 
D>@<V 0C48B>@C.  

�;O 287=0G5==O >?5@0FV9=>W A8AB5<8 4>FV;ь=> 70AB>A>2C20B8 @57C;ьB0B8 
?@>3@0<8 nmap [11-13], O:0 28:>@8AB>2Cє <5E0=V7< fingerprinting. �070 40=8E ?@>3@0<8 
nmap A:;040єBьAO 7 V45=B8DV:0B>@V2 @V7=8E "% B0 2V4?>2V4=8E 4> =8E <0@:5@V2. "1AO3 
�� A:;040єBьAO 1V;ьH5 =V6 7 7000 B8AOG 70?8AV2. %;V4 707=0G8B8, I> ?@>F54C@0 
287=0G5==O ?@8=F8?>2> <0є 9<>2V@=VA=89 E0@0:B5@, B>1B>, =0?@8:;04 Linux 6.2 [14, 15] 
<>65 1CB8 7 9<>2V@=VABN 90%, 0 Linux 6.0-6.4 7 9<>2V@=VABN 89% V B.?. �@V< B>3>, 
04<V=VAB@0B>@8 A5@25@V2 <>6CBь 70AB>A>2C20B8 <5B>48 D0;ьA8DV:0FVW ?>:07V2 [16, 17]. 
� @>1>BV [18] =02545=> ;VB5@0BC@=89 >3;O4 <5B>4V2 ?V428I5==O 9<>2V@=>ABV 
287=0G5==O. �;O ?V428I5==O B>G=>ABV >FV=N20==O B@510 ?5@52V@8B8 4>AB>2V@=VABь 
>FV=:8, >@Vє=BCNG8Aь =0 A?V2?04V==O 7 V=H8<8 287=0G5=8<8 ?0@0<5B@0<8 (A;C610<8 
"%, 251-A5@25@><, 70AB>A>20=8<8 A5@25@=8<8 <>20<8 ?@>3@0<C20==O B>I>). 
'B>G=5==O 25@AVW B0:>6 4>AO30єBьAO 70 @0EC=>: 70AB>AC20==O <5B>4V2 0=0;V7C B@0DV:C 
HTTPS [19] V DNS.  

�;O 287=0G5==O B0 >FV=:8 A5@2VAV2 >?5@0FV9=>W A8AB5<8 B0:>6 4>FV;ь=> 
>@Vє=BC20B8Aь 2 ?5@HC G5@3C =0 0;3>@8B<8 ?@>3@0<8 nmap, O:V 70AB>A>2CNBь 45:V;ь:0 
<5E0=V7<V2 287=0G5==O ?5@5;V:C ?@0FNNG8E A5@2VAV2 B0 ?@>3@0<=>3> 70157?5G5==O, I> 
WE @50;V7Cє.  

"FV=:0 70AB>A>20=8E A5@2VAV2 "% 70 ?@87=0G5==O< 4>FV;ь=> ?@>2>48B8 
28E>4OG8 7 =0ABC?=>W :;0A8DV:0FVW [3, 13, 14, 15]: 

1. %5@2VA8, =>@<0;ь=V 4;O V=B5@=5B-A5@25@0, O:V є 0:BC0;ь=V 9 @5:><5=4>20=V: 
ftps, ftps, ftps-data, ftps-data, smtp, http, https, imap, imap4-ssl, imaps, xmpp, xmpp-client, 
http-proxy, http-alt,https-alt, submission 

2. %5@2VA8, =>@<0;ь=V 4;O V=B5@=5B-A5@25@0, ?@>B>:>;8 O:8E 70AB0@V;V 9 B0:V 
A5@2VA8 :@0I5 70<V=8B8 =0 1V;ьH 157?5G=V 0=0;>38 (=0?@8:;04, telnet =0 ssh, irc =0 
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<5AA5=465@8 B0 V=.): ftp-data, ftp, telnet, rtelnet, tam, nntp, tftp, via-ftp, gopher, irc, talk, 
conference, rtsp, rsync, telnets,  ircs, pop3, pop3s, time, scp, scp-config 

3. %5@2VA8 4;O 2V440;5=>3> C?@02;V==O A5@25@><, O:V <0NBь :>=B@>;N20B8Aь 
1@0=4<0C@5@>< G8 =5 1CB8 2V440;5=> 1CB8 4>ABC?=V 27030;V: ssh, vnc, vnc-1, vnc-2, vnc-
3, vnc-http,, vnc-http-1, vnc-http-2, vnc-http-3,teamviewer, ms-wbt-server, msrpc 

4. %B0=40@B=V <5@5652V A5@2VA8 >?5@0FV9=8E A8AB5<, A5@2VA8 107 40=8E, X-
A5@25@ B0 V=., 2A5 I> <0є =5 1CB8 4>ABC?=> G5@57 <5@56C V=B5@=5B 9 <0є 2 1V;ьH>ABV 
28?04:V2 28:>@8AB>2C20B8Aь ;8H5 2 <560E ;>:0;ь=>W <5@56V: sqlserv, sqlnet, netbios-ns, 
netbios-dgm, netbios-ssn, snmp, ipx, microsoft-ds, printer, http-rpc-epmap, login, dhcpv6-
client, dhcps, nfs, mysql, mysql-proxy, postgresql, ms-olap2, ms-olap1, rsqlserver, rsqlserver, 
dns, x11, X11,  X11:1,X11:2,X11:3,X11:4, X11:5, X11:6, X11:7, X11:8, X11:9 

5. %5@2VA8 <09=V=3C, O:V =5 <0NBь 1CB8 ?@8ACB=V<8 =0 A5@25@V: bitcoin, litecoin. 
6. %?5FV0;ь=V A5@2VA8 4;O @>7@>1=8:V2, =0O2=VABь O:8E =0 :>@?>@0B82=><C 

V=B5@=5B A5@25@V A:>@VH5 =5 1060=V: git, cvspserver, cvsup. �;O F8E A5@2VAV2 :@0I5 
284V;8B8 >:@5<89 A5@25@, O:I> F5 4>72>;Oє DV=0=AC20==O.  
 � B>G:8 7>@C 157?5:8 :@0I5, O:I> =5 <>6;82> 287=0G8B8 ?@>3@0<=5 
70157?5G5==O, O:5 @50;V7Cє A5@2VA G8 E>G0 1 25@AVN ?@>3@0<8. �;O >FV=:8 4>AB>2V@=>ABV 
>FV=:8 ?@>3@0<=>3> 70157?5G5==O =5>1EV4=> 4>40B:>2> 4;O :@8B8G=8E A;C61 
70AB>A>2C20B8 4>40B:>2V 0;3>@8B<8. !0?@8:;04, 4;O 251-A5@25@0 A;V4 ?5@52V@8B8 
4>40B:>2> 25@AVW ?@>B>:>;C HTTP, I> ?V4B@8<CNBьAO (=0?@8:;04, HTTP/2 
?V4B@8<CNBь 40;5:> =0 2AV 251-A5@25@8). �03>;>2:8 251-A5@25@V2 2 45O:8E 28?04:0E 
<VABOBь V=D>@<0FVN ?@> >?5@0FV9=C A8AB5<C, =0?@8:;04 2 48AB@81CB82V Ubuntu 70 
70<>2GC20==O< 2 703>;>2FV HTTP A5@25@0 <VAB8BьAO ?>2=0 25@AVO 48AB@81CB82C. 
#5@5E@5A=0 ?5@52V@:0 4>72>;Oє CB>G=8B8 B>G=VABь 287=0G5==O "%.  

�87=0G5==O B0 >FV=:0 CMS A09BC [20, 21] <>65 A?@>I5=> ?@>2>48B8Aь 70 
4>?><>3>N 0=0;V7C HTML :>4C. "4=0: 1V;ьH B>G=V 40=V =040є A5@2VA whatcms. *59 
A5@2VA 4>72>;Oє 287=0G8B8  CMS 7 28A>:>N 4>;5N 9<>2V@=VABN. "4=0: 2A5 6 B0:8 40=V 
B@510 ?5@52V@8B8 =0 2V4?>2V4=VABь 7 ?@>AB8< 0;3>@8B<>< >FV=:8 70 HTML :>4><. 

�87=0G5==O B0 >FV=:0 ?5@5;V:C ?V44><5=V2 <>65 ?@>2>48B8Aь O: 70 0=0;V7>< 
SAN 70?8AC SSL A5@B8DV:0BC [10], B0: V 1@CBD>@A <5B>4>< 70 4>?><>3>N ?5@51>@C 70 
A;>2=8:>< ?@>3@0<>N subbrute [22]. �@C389 <5B>4 є 1V;ьH =04V9=89, >A:V;ь:8 
A5@B8DV:0B G0AB> 2840NBь =5 =0 >:@5<V ?V44><5=8, 0 =0 2AV @07><. �5;8:0 :V;ь:VABь 
?V44><5=V2 728G09=> є =5157?5G=>N, G0AB> 2 ?V44><5=0E @>7<VICNBь ?52=V B5AB>2V 
25@AVW A09BV2, 70 O:8<8 ?>BV< =5 A;V4:CNBь.  

�87=0G5==O ?5@5;V:C V=H8E A09BV2, @>7<VI5=8E =0 A5@25@V B0 >FV=:0 WE :V;ь:>ABV 
<>65 ?@>2>48B8Aь 70 4>?><>3>N <5E0=V7<C 72>@>B=>3> 70?8AC DNS. !091V;ьH 7@CG=89 
A5@2VA 287=0G5==O =040є A;C610 Reverse2IP. �>6=89 A09B, @>7<VI5=89 =0 A5@25@V, є 
465@5;>< =5157?5:8. &><C :@0I5 4;O :>@?>@0B82=>3> A09BC, O:89 <VAB8Bь 206;82V 
?5@A>=0;ь=V 40=V =5 @>7<VIC20B8Aь =0 45H528E E>AB8=30E 7 A>B=O<8 V=H8E A09BV2.  

�87=0G5==O 35>;>:0FVW A5@25@C <>65 1CB8 ?@>2545=0 70 4>?><>3>N 
157:>HB>2=>3> A5@2VAC ip2geotools. � 45O:8E :@0W=0E =5 1060=> @>7<VI5==O A09BV2 
?V4?@8є<AB2 ':@0W=8 9 ?5@52V@:0 70 ?5@5;V:>< =5=04V9=8E :@0W= є 1060=>N.  

�87=0G5==O @5?CB0FVW A5@25@C <>65 1CB8 ?@>2545=0 70 4>?><>3>N A5@2VAC 
abusedb. *59 A5@2VA 02B><0B8G=> ?@>2>48Bь >FV=:C H:V4;82>ABV B0 =5157?5:8 A09BC 70 
100 10;ь=>N H:0;>N. "B@8<0==O V=D>@<0FVW 7 ?>4V1=8E A5@2VAV2 4>72>;Oє >FV=8B8 G8 
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1C2 D0:B 7;0<C A5@25@C G8 28:>@8AB0==O 9>3> 4;O =570:>==>W G8 =54>72>;5=>N 2 
<5@56V 4VO;ь=>ABV 70 ?5@V>4 2 2-3 >AB0==V @>:8.  

� 28:>@8AB0==O< 707=0G5=>3> 28I5 ?5@5;V:C ?>B5=FV9=8E 2@07;82>AB59 A09BV2 
B0 70?@>?>=>20=8E <5B>4V2 WE 287=0G5==O 1C;0 @>7@>1;5=0 A8AB5<0, O:0 @50;V7>20=0 O: 
Python ?@>3@0<0 7 V=B5@D59A>< G0B-1>BC <5AA5=465@0 Telegram [23, 24]. �>B ?@>2>48Bь 
2V440;5=C 4V03=>AB8:C, =5 70;568Bь 2V4 04<V=VAB@0B>@V2 A09BC B0 =5 28<030є 4>72>;C 4;O 
4>ABC?C 4> A5@25@0. �;O 28:>@8AB0==O 1>BC >1>2’O7:>20 @5єAB@0FVO :>@8ABC20GV2 B0 
@>18BьAO 45B0;ь=89 72VB 2AVE 4VW :>@8ABC20GV2. �0=V >B@8<CNBьAO 70 4>?><>3>N 
7>2=VH=VE V=AB@C<5=BV2 B0 @V7=0 V=D>@<0FVO ?@> :>=:@5B=89 A09B >=>2;NєBьAO 7 
@V7=8<8 V=B5@20;0<8 7 <5B>N 70E8ABC 2V4 DDoS 0B0:. 
 �;O @>7@>1:8 1>B0 28:>@8AB0=0 25@AVO A8AB5<8 ?@>3@0<C20==O Python 3.10 7 
48AB@81CB820 Anaconda. �8:>@8AB0=> Aiogram – ACG0A=89 B0 ?>2=VABN 0A8=E@>==89 
D@59<2>@: 4;O API Telegram Bot, =0?8A0=89 =0 Python 70 4>?><>3>N V=B5@D59AC 
asyncio. �;O 715@565==O V=D>@<0FVW > :>@8ABC20G0E 28:>@8AB0=0 ;>:0;ь=0 %��� 
SqLite. 

І=B5@D59A 3>;>2=>3>  2V:=0 ?@>3@0<8 ?@82545=89 =0 @8A.4. 

 
 8A.4.  5=N V=B5@D59AC G0B-1>BC 

 

�5O:V D@03<5=B8 7 @57C;ьB0BV2 0=0;V7C A8AB5<8 ?@82545=V =86G5. 
1. �=0;V7 25@AVW �! A5@25@0 45 @>7<VI5=> A09B ukr.net 

"?5@0FV9=0 A8AB5<0 A5@25@0 
�<>2V@=VABь ?@8ACB=>ABV "%: 
 Linux 5.0 - 5.4 - 87 ?@>F5=BV2 
 /:I> FO 25@AVO 2V@=0: �8:>@8AB>2CєBьAO 0:BC0;ь=0 25@AVO O4@0 Linux. *5 157?5G=>. 

2. �=0;V7 A;C61 A5@25@0 45 @>7<VI5=> A09B ukr.net 
�AV A5@2VA8 A5@25@0 
�=0945=V A;C618: 
TCP 80: http  Cloudflare http proxy – *5 157?5G=0 4;O V=B5@=5B-A5@25@0 A;C610. 
TCP 443: https  cloudflare – *5 157?5G=0 4;O V=B5@=5B-A5@25@0 A;C610. 
TCP 8080: http  Cloudflare http proxy – *5 157?5G=0 4;O V=B5@=5B-A5@25@0 A;C610. 
TCP 8443: https-alt  cloudflare –  *5 157?5G=0 4;O V=B5@=5B-A5@25@0 A;C610. 
�8:>@8AB>2CNBьAO 40=V ?@>3@0<8 nmap 

3. �=0;V7 SSL A5@B8DV:0BC A09BC ukr.net 
�@8?B>3@0DVG=89 70E8AB A09BC 

%5@B8DV:0B ?@0FNNG89. !0 A09B <>6=0 709B8 70 4>?><>3>N HTTPS  

$57C;ьB0B8 45B0;ь=>W ?5@52V@:8 A5@B8DV:0BC 
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%5@B8DV:0B 4V9A=89 2 ?5@V>4 : 2023-02-07 00:00:00-2024-02-07 23:59:59 

%?V;ь=5 V<’O A5@B8DV:0BC: ukr.net 
SAN: *.ukr.net, ukr.net 

%5@B8DV:0B 2840=>: Cloudflare Inc ECC CA-3 

*5 157?5G=> 
4. �=0;V7 CMS A09BC ukr.net 

CMS A09BC 
$57C;ьB0B8 ?5@52V@:8 70 4>?><>3>N 0=0;V7C HTML :>4C – CMS =5 7=0945=0 
І=D>@<0FVO 2V4 A5@2VAC whatcms: – CMS =5 7=0945=0 
*5 157?5G=> 

5. �=0;V7 2AVE AC14><5=V2 A09BC ukr.net 
#V44><5=8 A09BC 
�0 SSL A5@B8DV:0B0<8 – *.ukr.net, ukr.net 

%?5FV0;ь=89 03@5A82=89 <5B>4 70 A;>2=8:>< 7V 100 A;V2 (?@>3@0<0 subbrute):  
ukr.net, www.ukr.net, mail.ukr.net, ftp.ukr.net, localhost.ukr.net, webmail.ukr.net, 

smtp.ukr.net, pop.ukr.net, ns1.ukr.net, &. , sms.ukr.net, office.ukr.net, exchange.ukr.net. 

ipv.ukr.net 

�V;ь:VABь ?V44><5=V2 7025;8:0, <>6;82> 45O:V 7 =8E =5?>B@V1=V 4;O 7>2=VH=VE 
:>@8ABC20GV2. 
!5 7>2AV< 157?5G=> 

6. �=0;V7 =0O2=>ABV V=H8E A09BV2 =0 A5@25@V 45 @>7B0H>20=> A09B ukr.net 
�=0945=> A09BV2:21: 
a678ff.com, acromegalie.nl, & , ukr.net, ukr.net.ua, ukrnet.net.ua, vismasolutions.com,  

www.aussiebeeflamb.com, vn.cdn.cloudflare.net, www.leatest.site, xodi.bet, yslbeauty.sa 

+8< 1V;ьH5 A09BV2 =0 A5@25@V, B8< 9<>2V@=VH5 9>3> 7;0< G5@57 ?@>3@0<=5 
70157?5G5==O. �V;ь:VABь A09BV2 ?@54AB02;Oє =5157?5:C. *5 =5157?5G=>. $5:><5=4CєBьAO 
7<V=8B8 A5@25@. 

7. �=0;V7 @>7B0HC20==O A5@25@0, 45 @>7B0H>20=> A09B ukr.net  
�5>3@0DVG=0 ;>:0FVO A5@25@0 
 VAB> – Toronto, $53V>=: Ontario, �@0W=0: CA, ,8@>B0: 43.6534817, �>23>B0: -

79.3839347 

IP2Geotools 

*5 =5 4C65 157?5G=> 4;O A09BC, O:89 ?@87=0G5=89 4;O >1A;C3>2C20==O ?5@5206=> 
':@0W=8 

 (@03<5=B V=B53@0;ь=>W >FV=:8 A09BC op.edu.ua ?@82545=> =0 @8A. 5. 

 

 
 8A.5. (@03<5=B V=B53@0;ь=>W >FV=:8 A09BC op.edu.ua 
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?>:07Cє CA?VH=VABь 281@0=8E V=AB@C<5=BV2 B0 0;3>@8B<V2 >FV=:8 A:;04>28E 157?5:8 
:>@?>@0B82=8E A09BV2. 
�8A=>2:8. $>73;O=CBV 42V 7040GV 0C48BC :V15@157?5:8: 0=0;V7 0?0@0B=>3> B0 
?@>3@0<=>3> 70157?5G5==O :><?'NB5@V2 V 0=0;V7 :>@?>@0B82=8E A09BV2 B0 A5@25@V2.  

 5B>N ?5@H>W 7040GV 1C;> 28O2;5==O ?>B5=FV9=8E ?@>1;5< 157?5:8 =0 @V2=V 
>:@5<8E :><?'NB5@=8E ?@8AB@>W2, I> 4>72>;Oє 268B8 70E>4V2 4;O 28?@02;5==O 
?><8;>: V 70157?5G8B8 157?5:C V =04V9=VABь :><?'NB5@=>W V=D@0AB@C:BC@8. �8:>=CNG8 
0C48B :><?'NB5@V2, <>6=0 2AB0=>28B8 2V4?>2V4=VABь @53C;OB>@=8< 28<>30<, 
70157?5G8B8 70E8AB ?5@A>=0;ь=8E 40=8E, DV=0=A>2>W 72VB=>ABV B0 V=H8E 0A?5:BV2, 0 
B0:>6 7=878B8 28B@0B8 H;OE>< >?B8<V70FVW @5AC@AV2 B0 ?@>F5AV2. 

#5@H0 7040G0 @>72’O70=0 H;OE>< @>7@>1:8 ?@>3@0<8 4;O 0C48BC :>@?>@0B82=8E  
:><?’NB5@V2, >A=>2=8<8 2V4<V==>ABO<8 O:>W є H284:VABь @>1>B8 B0 02B><0B8G=89 
0=0;V7 7<V=8 :>=DV3C@0FVW B0 WW 7<V= 7 B>G:8 7>@C A?5FV0;VAB0 7 :V15@157?5:8.  

�@C30 7040G0 ?>;O30;0 C 28O2;5==V ?>B5=FV9=8E ?@>1;5< 157?5:8 
:>@?>@0B82=8E A09BV2 B0 A5@25@V2. �C48B A09BV2 4>72>;Oє 28O28B8 B0:V ?@>1;5<8, O: 
70AB0@V;5 ?@>3@0<=5 70157?5G5==O A5@25@V2, =54>B@8<0==O 70:>=>402G8E 28<>3, 
2V4:@8B89 4>ABC? 4> A;C61, 28:>@8AB0==O =5157?5G=8E B0 70AB0@V;8E CMS V 1030B> 
V=H8E. �;0< :>@?>@0B82=8E A09BV2 <>65 <0B8 A5@9>7=V =0A;V4:8, 2:;NG0NG8 2B@0BC 
:>=DV45=FV9=>W V=D>@<0FVW, 7C?8=:C @>1>B8 A09BC B0 =530B82=89 2?;82 =0 @5?CB0FVN 
:><?0=VW. �=0;V7CNG8 @57C;ьB0B8 0C48BC, <>6=0 ?@89=OB8 =5>1EV4=V 70E>48 4;O 
70157?5G5==O 157?5:8 A09BC B0 28:>=0==O 28<>3 I>4> 70E8ABC 40=8E :>@8ABC20GV2. 

�@C30 7040G0 @>72’O70=0 H;OE>< @>7@>1:8 ?@>3@0<8 4;O 0C48BC :>@?>@0B82=8E 
A09BV2, >A=>2=8<8 2V4<V==>ABO<8 O:>W є 287=0G5==O =0O2=>ABV ?>B5=FV9=8E 
2@07;82>AB59 H;OE>< 2V440;5=>W 4V03=>AB8:8. #@>3@0<0 @50;V7>20=0 O: G0B-1>B. 
"A>1;82VABN ?@>3@0<8 є 28:>@8AB0==O 0;3>@8B<V2 >FV=:8 4>AB>2V@=>ABV >B@8<0=8E 7 
@V7=8E 465@5; 40=8E B0 =0O2=VABь 7@CG=>W 4;O A?5FV0;VAB0 7 :V15@157?5:8 V=B53@0;ь=>W 
>FV=:8 157?5:8 A09BC, O:0 =5 28<030є =0O2=>ABV 4>ABC?C 4> A5@25@0, =0 O:><C 2V= 
@>7<VI5=89.   

$>7@>1:0 A8AB5< 02B><0B87>20=>3> 0=0;V7C :V15@157?5:8 <0є 25;8:5 7=0G5==O 2 
ACG0A=><C F8D@>2><C A2VBV, 45 7;>2<8A=8:8 ?>ABV9=> HC:0NBь =>2V A?>A>18 7;0<C 
V=D>@<0FV9=8E A8AB5<. �0AB>AC20==O B0:8E A8AB5< 4>72>;Oє 2G0A=> 28O2;OB8 
?>B5=FV9=V 703@>78 B0 2@07;82>ABV, 26820B8 2V4?>2V4=V 70E>48 4;O WE CAC=5==O V 
70157?5GC20B8 157?5:C B0 =04V9=VABь :><?'NB5@=8E A8AB5< V :>@?>@0B82=8E A09BV2. 
�0?@>20465==O 0C48BC :V15@157?5:8 є =5>1EV4=8< :@>:>< 4;O 70E8ABC 206;828E 
40=8E, 70157?5G5==O 4>B@8<0==O @53C;OB>@=8E 28<>3 V 7<VF=5==O 4>2V@8 4> 
>@30=V70FV9 2 AD5@V :V15@157?5:8. 
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CYBER SECURITY ANALYSIS SYSTEMS OF SOFTWARE AND TECHNICAL 

SUPPORT OF ENTERPRISE COMPUTERS AND SITES 
 

V.V.Zadorov, D.O.Furman, O.A.Stopakevych, A.O.Stopakevych  

 

National Odesa Polytechnic University, Shevchenko str., 1, Odesa, 65044, Ukraine  

stopakevich@gmail.com 
 

Enterprise computers and websites are prime targets for cybercriminals because they contain sensitive 

information and provide business processes. Businesses must be prepared to spot and prevent potential threats 

to avoid financial losses, reputational damage, and violations of customer data privacy. In this context, 

cybersecurity analysis systems for software and hardware of enterprise computers and websites play an 

important role. They allow to conduct a full-fledged infrastructure audit, discover potential vulnerabilities, 

assess risks, and develop protection strategies. These systems provide comprehensive information about the 

security status and help to make reasonable decisions on how to improve security. The article discusses two 

software systems for cybersecurity analysis. The first software system analyzes computer hardware and 

software, identifying potential security issues at the level of individual devices. It provides a user-friendly 

graphical interface of a desktop program and allows to perform a detailed analysis of computers, including an 

assessment of hardware and installed programs, and provides reports on the detected problems and 

recommendations for improving security. The second program, implemented as a Telegram bot, allows remote 

analysis of corporate websites and servers, simplifying the security control process for cybersecurity specialists 

and system administrators. The Telegram bot interface allows remote diagnostics of an arbitrary server without 

the need to access it, install and regularly update special software, which makes the bot comfortable to use. The 

bot analyzes various components of the website and the server on which it is hosted, including the server 

operating system version, server services, website CMS, website subdomains, server and website reputation, 

and server geolocation. The analysis results are presented in a report that helps identify potential vulnerabilities 

and provides recommendations for improving security. 

Keywords: corporate cyber security, site, server, audit, software, telegram boat, remote diagnostics, security 

problem, service, vulnerability. 
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A8AB5<8 28O2;5==O 2B>@3=5=ь, ?@>3@0<=V D09@2>;8, ?0@>;ь=V <5=5465@8, 
:@8?B>3@0DVG=5 ?@>3@0<=5 70157?5G5==O. %:;04>28<8 0?0@0B=>3> 70157?5G5==O 
A8AB5< 2 ?5@HC G5@3C є 0?0@0B=V D09@2>;8, 0 B0:>6 ?@8AB@>W V45=B8DV:0FVW B0 DV78G=V 
70A>18 715@565==O 40=8E. &5=45=FVO @>728B:C 0?0@0B=>3> 9 ?@>3@0<=>3> 70157?5G5==O 

https://teacode.com/online/udc/00/004.42.html
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?>;O30є 2 ?>ABV9=><C CA:;04=5==V V=B5;5:BC0;ь=8E 0;3>@8B<V2, B><C ?>@V2=O==O 70 
>:@5<8<8 E0@0:B5@8AB8:0<8 2B@0G0є A5=A 9 BV;ь:8 22>48Bь 2 ><0=C.  
 &0:, =0?@8:;04, 7040G0 DC=:FV>=C20==O ACG0A=>3> 0=B82V@CAC – F5 265 402=> =5 
7040G0 ?>HC:C D@03<5=BV2 C 28:>=02G8E D09;0E. �:A?5@B8 AB25@46CNBь, I> :V;ь:VABь 
AB2>@5=8E 2V@CAV2 AO3=C;> 2V4<VB:8 >4=>3> <V;ьO@40 >48=8Fь – B0:C ?5@52V@:C :>6=>3> 
28:>=02G>3> D09;C =5 28B@8<0є =09?>BC6=VH89 :><?’NB5@ [1]. �8E>4OG8 7 Fь>3> 
B0:89 2V4><89 :@8B5@V9 O: @>7<V@ 1078 2V@CAV2 402=> 265 ?5@5AB02 1CB8 ?>:07=8:><. 
%CG0A=89 0=B82V@CA 2 V450;V <0є 28O28B8 H:V4;82C ?@>3@0<C 70 WW ?>254V=:>N, >4=0: 
G8< 1V;ьH5 <8 >@Vє=BCє<>Aь =0 ?>254V=:C, 0 =5 =0 2V4><V D@03<5=B8 :>4C, B8< 1V;ьH8< 
AB0є @878: 28=8:=5==O E81=8E A?@0Fь>2C20=ь 0=B82V@CAC ?@8 ?5@52V@FV A8AB5<=>3> 
?@>3@0<=>3> 70157?5G5==O, ?@>3@0< 7V A?5FV0;ь=8<8 0;3>@8B<0<8 70E8ABC 2V4 
?V@0BAB20 B>I>. +8< A:;04=VH89 0;3>@8B< 0=B82V@CAC, B8< 1V;ьH5 2V= 28<030є 
@5AC@AV2, B56 A0<5 <>6;82> A:070B8 9 ?@> =54>A:>=0;89 0;3>@8B< [2]. �V4ACB=VABь 
?@>AB8E :@8B5@VW2 4;O ?>@V2=O==O 0=B82V@CAV2 :><?5=ACєBьAO <>6;82VABN ?5@5E>4C 4> 
?>@V2=O==O 70 @57C;ьB0B0<8 A8=B5B8G=8E B5ABV2. �V;ь:VABь 2V4><8E 0=B82V@CA=8E 
?@>3@0< AB0=>28Bь 1V;ьH5 =V6 200, 72VA=>, A5@54 =8E <>6=0 7=09B8 C7030;ь=5=> O:VA=> 
28:>=0=V 9 C7030;ь=5=> =5O:VA=> 28:>=0=V 0=B82V@CA8. "4=0:, 2;0A=5 :06CG8, A5@54 
=09:@0I8E =0 @8=:C 0=B82V@CAV2 01A>;NB=> =09:@0I89 7=09B8 A:;04=>, :>65= 7 =8E 
2V4?>2V40є ?52=><C :@8B5@VN 5D5:B82=>ABV.  
 �=0;>3VG=0 ?@>1;5<0 28=8:0є 9 7 0?0@0B=8< ?@>3@0<=8< 70157?5G5==O<. 
%CG0A=89 0?0@0B=89 D09@2>; – F5 =5 ?@>AB0 A8AB5<0, O:0 0=0;V7Cє B@0DV: 70 
703>;>2:0<8 ?0:5BV2 9 2V4:840є B0:V, O:V =0;560Bь 4> ?5@5;V:C ?52=8E 04@5A G8 ?>@BV2. 
!0?@>B8, F5 728G09=> 4C65 :>HB>2=0 A8AB5<0, O:0 <0є DV;ьB@C20B8 7<VAB A:;04=>3> 70 
AB@C:BC@>N B@0DV:C. �;0A8G=89 ?0@0<5B@ – :V;ь:VABь 7’є4=0=ь, 70 O:8<8 287=0G0NBь 
;V=V9:8 0?0@0B=8E D09@2>;V2 7 CA:;04=5==O< ?@>3@0<=8E 0;3>@8B<V2, 7 
2?@>20465==O< H8D@C20==O 9 <C;ьB8<54V0 B@0DV:C, 265 2B@0B82 A515 O: =04V9=89 
?>:07=8: 4;O ?>@V2=O==O. (0:B8G=> ?@>4C:B82=VABь D09@2>;0 70;568Bь 2V4 B8?C 
B@0DV:C, 0 7=0G8Bь O:VABь @>1>B8 7 =8< 70;568Bь O: 2V4 0@EVB5:BC@8 <V:@>?@>F5A>@0, 
>1AO3C ?0<’OBV, B0: V 2V4 A:;04=>ABV 0;3>@8B<V2. %8=B5B8G=V B5AB8 <>6CBь B0:>6 
AB2>@8B8 ?5@52V@:C ?@>4C:B82=>ABV 70 ?52=8<8 C7030;ь=5=8<8 B8?0<8 B@0DV:C, >4=0:, 
O: V 2 28?04:C 0=B82V@CAV2, A5@54 B>?>28E ?@>4C:BV2 =5 <>6=0 7=09B8 ?52=>3> 
01A>;NB=>3> ;V45@0 4;O 2AVE 7040G.  
 �8E>4OG8 7V A:070=>3>, =5>1EV4=> ?5@5E>48B8 4> 70AB>AC20==O 02B><0B87>20=8E 
V=AB@C<5=BV2 281>@C, O:V 4>72>;ONBь >1@>18B8 @57C;ьB0B8 A8=B5B8G=8E B5ABV2 9 7=09B8 
>?B8<C< 4;O :>=:@5B=8E ?>B@51 A?5FV0;VABV2. %0<5 @>7@>1FV B0:8E V=AB@C<5=BV2 9 
?@8A2OG5=0 FO AB0BBO.  
$>72’O7>: 7040Gі 281>@C =09:@0щ>3> 0=B82і@CAC. �040G0 ACG0A=>3> 0=B82V@CAC – 
287=0G5==O B0 1;>:C20==O 0:B82=>ABV @V7=><0=VB=>3>, 70 <5B>N A2>єW @>7@>1:8, 
A?>A>1>< ?>H8@5==O B0 ?@8=F8?>28<8 0;3>@8B<0<8 ?@>3@0<=>3> 70157?5G5==O  [1-7].  

�=B82V@CA <0є 28O28B8 B0 1;>:C20B8 0:B82=VABь =0ABC?=8E B8?V2 ?@>3@0<=>3> 
70157?5G5==O . 

�;0A8G=V 2V@CA8 – F5 B8? H:V4;82>3> #� O:5 21C4>2CєBьAO 2 V=HV 28:>=C20=V 
D09;8 01> ?@>3@0<8. �V@CA8 <>6CBь A0<>@>7?>2AN46C20B8AO H;OE>< 2?@>20465==O 
A2>3> :>4C 2 V=HV D09;8 B0 V=DV:C20B8 V=HV A8AB5<8. 

,:V4;825 ?@>3@0<=5 70157?5G5==O <>6=0 ?>4V;8B8 =0 =0ABC?=V :0B53>@VW [3]: 

�8<030Fь:5 #� – =0<030єBьAO 28<030B8 3@>HV C 65@B2, 1;>:CNG8 WE=V D09;8 01> 
?@8AB@>W, 4>:8 2>=8 =5 70?;0BOBь :V15@7;>2<8A=8:C AC<C 28:C?C. 

,?83C=Aь:5 #� – 4>72>;Oє 7;>2<8A=8:0< 2V440;5=> 2V4AB56C20B8 0:B82=VABь 
=0 70@065=><C :><?'NB5@V 157 2V4><0 01> 73>48  :>@8ABC20G0. 
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&@>O=8 – 70<0A:>20=5 ?V4 70:>==5 ?@>3@0<=5 70157?5G5==O, O:V =040NBь 
2V440;5=89 4>ABC? 4> A8AB5<8 :>@8ABC20G0 4;O 7;>2<8A=8E FV;59, B0:8E O: :@04V6:0 
:>=DV45=FV9=>W V=D>@<0FVW. 

)@>10:8 – A0<>2V4B2>@N20=89 :>4, ?@87=0G5=89 4;O ?>H8@5==O <5@560<8 V 
A?@8G8=5==O 71>W2; <>6CBь 28:>@8AB>2C20B8AO 4;O @V7=8E H:V4;828E 4V9, B0:8E O: 
2840;5==O D09;V2, ?>H8@5==O V=H8E H:V4;828E ?@>3@0< 01> =02VBь 70E>?;5==O 
:>=B@>;N =04 :><?'NB5@0<8. 

$5:;0<=5 #� – ?@8=F8?>2> B0: #� <>65 1CB8 =5 H:V4;828<, 0;5 ?>ABV9=> 
A?@8G8=Oє =57@CG=>ABV :>@8ABC20GC. 

#5@H0 ?@>1;5<0 281>@C 0=B82V@CAV2 – F5 ?@>1;5<0 281>@C :@8B5@VW2 4;O >FV=:8. 

*O ?@>1;5<0 =5 є B@82V0;ь=>N. &0:, =0?@8:;04, 2 @>1>BV [5] ?@>2545=> 0=0;V7 @V7=8E 
:@8B5@VW2 B0 7@>1;5=> 28A=>2>:, I> 7040G0 281>@C <0є AB028B8Aь O: ?@8=F8?>2> 
1030B>:@8B5@V0;ь=0. #52=V >@Vє=B>2=V :@8B5@VW 281>@C F5: DC=:FV>=0;ь=V <>6;82>ABV, 
5D5:B82=VABь 28O2;5==O V 1;>:C20==O 703@>7, 2?;82 =0 ?@>4C:B82=VABь >?5@0FV9=>W 
A8AB5<8, AC<VA=VABь, 20@BVABь, N701V;VBV. � @>1>BV [5] 70?@>?>=>20=> :;0A8DV:C20B8 2AV 
:@8B5@VW C 42V 25;8:V :0B53>@VW: 157?5:0 B0 >?5@0FV9=VABь.  

�@C30 ?@>1;5<0 281>@C 0=B82V@CAV2 – F5 ?@>1;5<0 281>@C <5B>4C 
1030B>:@8B5@V0;ь=>W >FV=:8. �V47=0G8<> @>1>BC [7], 2 O:V9 70?@>?>=>20=> 
70AB>A>2C20B8 <5B>4 4V03@0< $5O 4;O 281>@C =09:@0I>3> 0=B82V@CAC. !54>;V:0<8 

@>1>B8 є B5, I> ?>@V2=O==O 28:>=0=> ;8H5 4;O G>B8@ь>E 0=B82V@CAV2 B0 9 :@8B5@VW, 70 
O:8<8 28:>=0=> ?>@V2=O==O =5 7>2AV< >1ґ@C=B>20=V. 

$>72’O7>: ?5@H>W ?@>1;5<8 AB02 <>6;828< 7 2?@>20465==O< B5E=>;>3VW 
?@>2545==O A8=B5B8G=8E B5ABV2, 0=0;>3VG=> 4> B5ABV2, O:V ?@>2>4OBьAO I>4> 0?0@0B=>3> 
70157?5G5==O :><?’NB5@V2. �>A;V465==O, I> ?@>2>48;8Aь 7 ?>G0B:C AB>;VBBO [8], 

4>72>;8;8 AB2>@8B8 B5E=>;>3VN B5ABC20==O 0=B82V@CAV2, ?>;O30є 2 >FV=FV 70 
A?5FV0;ь=8<8 C7030;ь=5=8<8 :@8B5@VO<8. !0 107V 70AB>AC20==O FVєW B5E=>;>3VW 1C;0 
AD>@<>20=0 =570;56=0 >@30=V70FVO Av-Comparatives [9]. AV-Comparatives @>7@>1;Oє 
AF5=0@VW, I> 2V4B2>@NNBь @50;ь=V C<>28 28:>@8AB0==O 0=B82V@CAV2, 0 B0:>6 70AB>A>2Cє 
B5AB>2V D09;8 B0 H:V4;82V ?@>3@0<8 4;O >FV=:8 @V2=O 28O2;5==O V 1;>:C20==O. 
"@30=V70FVO B0:>6 ?@>2>48Bь B5ABC20==O ?@>4C:B82=>ABV, ?5@52V@ONG8 2?;82 
0=B82V@CA=>3> ?@>3@0<=>3> 70157?5G5==O =0 H284:>4VN A8AB5<8. AV-Comparatives 

>B@8<0;0 287=0==O C AD5@V 157?5:8 V ?@5<VW V 2V47=0:8 70 A2>N @>1>BC. �>:@5<0 F5 
?@5<VO "�0 2840B=V 4>AO3=5==O 2 30;C7V B5ABC20==O 157?5:8" =0 :>=D5@5=FVW EICAR 
(European Institute for Computer Antivirus Research) 9 2V47=0:0 AV-Comparatives O: 
;01>@0B>@VW І&-B5ABC20==O, O:0 70A;C3>2Cє =0 4>2V@C =0 FV9 65 :>=D5@5=FVW. 

�;O 0=B82V@CAV2 ?V4 "% Windows :><?0=VO 70AB>A>2Cє =0ABC?=V :@8B5@VW: 
Advanced Threat Protection (ATP), Mailware Protection (MWP), Perfomance, Real World 

Protection, False Alarms. 

Advanced Threat Protection (ATP). "FV=Nє O:VABь V=B5;5:BC0;ь=>3> 0;3>@8B<C 
4;O 28O2;5==O ?>B5=FV9=> H:V4;82>W 0:B82=>ABV ?@>3@0<=>3> 70157?5G5==O, I> 
?@0FNє =0 :><?’NB5@V, 72060NG8 =0 O:VABь 28O2;5==O 2V@CAV2, O:V =5 2V4><V ?@>3@0<V.  

Malware Protection (MWP).  "FV=Nє O:VABь  70E8ABC :>@8ABC20G0 2V4 70?CA:C 
H:V4;828E ?@>3@0<, O:V @>7<VICNBьAO =0 ;>:0;ь=8E, <5@56528E B0 E<0@=8E AE>28I0E.  

Perfomance. "FV=Nє H284:VABь @>1>B8 0=B82V@CAC. �@8B5@V9 287=0G0єBьAO 
5:A?5@8<5=B0;ь=> 70 G0A>< ?5@52V@:8 7=0G=>W 70 >1AO3>< 1078. 
 Real World Protection (RWP). "FV=Nє 9<>2V@=VABь  70@065==O 2V@CA>< G5@57 
1@0C75@ ?@8 2V42V4C20==V H:V4;828E A09BV2.  
 $57C;ьB0B8 >FV=N20==O :@8B5@VW2, >B@8<0=V 2 @57C;ьB0BV B5ABV2, =>@<CNBьAO 2V4 
0 (=093V@H5 7=0G5==O) 4> 3 (=09:@0I5 7=0G5==O). 



�.�.�=O7є2, $. І.!070@5=:>, ".�.%B>?0:528G, �.".%B>?0:528G  

90 

/: >A=>2=V =5=>@<>20=V ?>:07=8:8 O:>ABV 0=B82V@CAV2 70AB>A>20=V B0:V 
?>:07=8:8. 

False Alarms (FA). "FV=Nє  =5 BV;ь:8 :V;ь:VABь ?@028;ь=8E A?@0FN20=ь, 0;5 9 
:V;ь:VABь E81=8E. �87=0G0єBьAO 70 25;8:>N B5AB>2>N 107>N 40=8E. �V;ь:VA=V 
?>:07=8:8 045:20B=V 4;O ?>@V2=O==O 2 <560E BV;ь:8 28:>@8AB0=>W �� 2V@CAV2. 
 Price. "FV=Nє 20@BVABь ?@>3@0<8. +8< 28I0 25;8G8=0 ?0@0<5B@0, B8< <5=H 
9<>2V@=5 70@065==O 2V@CA>< G5@57 1@0C75@ ?@8 2V42V4C20==V H:V4;828E A09BV2.  

"FV=N20==O :@8B5@VW2 O:>ABV 4;O 281>@C 0=B82V@CAV2 45A:B>?=>W 25@AVW "% 
Windows 70 @57C;ьB0B0<8 B5ABC20==O C 2023 @>FV ?@82545=V 2 B01;. 1. 

&01;8FO 1 

$57C;ьB0B8 >FV=N20==O :@8B5@VW2 O:>ABV 4;O 281>@C 0=B82V@CAV2 [9] 

�=B82і@CA ATP MWP Perfomance RWP ATP FA &і=0 70 @і: 

Bitdefender 3 3 3 3 3 6 50 

Avast 2 3 3 3 2 2 0 

AVG 2 3 3 3 2 2 0 

G Data 2 3 3 3 2 2 50 

Avira 0 3 3 3 0 1 100 

McAfee 0 3 3 3 0 9 86 

ESET 3 2 3 1 3 0 35 

VIPRE 0 3 2 3 0 6 40 

NornonLifeLock 0 3 3 2 0 3 100 

Microsoft 2 2 1 3 2 32 0 

K7 0 1 3 3 0 67 26 

Total Defense 0 3 1 2 0 6 57 

TotalAV 0 3 2 2 0 0 119 

Panda 0 0 3 2 0 102 0 

Trend Micro 0 0 3 1 0 10 50 

Mailwarebytes 0 0 3 0 0 25 40 

*V=0 70 @V: =5 є @57C;ьB0B>< B5ABC, 0 <0єBьAO =0 C207V 20@BVABь @VG=>W ?V4?8A:8 
4;O ?5@A>=0;ь=>3> 28:>@8AB0==O 70 @V: 2 4>;0@0E %,�.  

�0;V @>72’O65<> 4@C3C ?@>1;5<C, I> 4>72>;8Bь 7=09B8 :><?;5:A=89 @>72’O7>: 
7040GV. #@>?>=Cє<> 70AB>A>2C20B8 <5B>4 ?@89=OBBO @VH5=ь 7 C@0EC20==O< 206;82>ABV 
0;ьB5@=0B82 [10]. *59 <5B>4 4>72>;Oє :>@8ABC20G52V 7040B8 A2>W ?5@52038 <V6 :>6=>N 
?0@>N 0;ьB5@=0B82. �V;ь:VABь PC 0;ьB5@=0B82 D>@<CєBьAO 28E>4OG8 7 D>@<C;8 
?5@5AB0=>2>: PC =0.5 !/ C-2)!(C , 45 C – :V;ь:VABь :@8B5@VW2 281>@C. �=0;V7CNG8 
28EV4=V 40=V (B01;. 1) B@510 7@>18B8 28A=>2>:, I> :@8B5@VW 281>@C 45I> 2V4@V7=ONBьAO 
70 E0@0:B5@>< >FV=:8. &0:, 4;O ?5@H8E G>B8@ь>E :@8B5@VW2 ?>@V2=O==O 2 <560E 
:@8B5@VN >4=>7=0G=> ?@>AB> – G8< 1V;ьH5, B8< :@0I5. �;O :@8B5@VW2 FA V Price – G8< 
1V;ьH5, B8< 3V@H5 9 @57C;ьB0B8 <0NBь 1CB8 157C<>2=> <0AHB01>20=V.  

%8AB5<0 02B><0B87>20=>3> 281>@C 0=B82V@CAC @50;V7CєBьAO O: ?@>3@0<0 7 
3@0DVG=8< V=B5@D59A><, O:0 70157?5GCє <>6;82VABь 7@CG=>W 70<V=8 25;8G8= 
@57C;ьB0BV2 A8=B5B8G=8E B5ABV2, O:V @53C;O@=> >=>2;NNBьAO Av-%omparatives. �81V@ 
?@V>@8B5BV2 @50;V7>20=89 2 283;O4V ?>27C=:V2, O:V 4>72>;ONBь 3@0DVG=> 9 V=BCWB82=> 
7@>7C<V;> 4> :>@8ABC20G0  2V4>1@078B8 >1@0=89 ?@V>@8B5B. �>@8ABC20G <0є GVB:> 
287=0G8B8Aь 7 :>6=8< ?@V>@8B5B><. /:I> 1C4ь-O:89 ?0@0<5B@ 9><C =5 ?>B@V1=89, B> 
:>@8ABC20G <0є <>6;82VABь 9>3> ?@>AB> 2V4V<:=CB8 9 B>4V :V;ь:VABь 0;ьB5@=0B82, O:V 
=5>1EV4=> >1@0B8, 7<5=HCєBьAO. &0:>6 22545=> 4>40B:>289 DV;ьB@, O:89 4>72>;Oє, 70 
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=5>1EV4=>ABV, GVB:> 2V4>:@5<8B8 157?;0B=V 0=B82V@CA8 2V4 B0:8E, O:V 28<030NBь 
?@8410==O :><5@FV9=>W ;VF5=7VW. "A=>2=V @57C;ьB0B8 2V4>1@06CNBьAO 70 4>?><>3>N 

3VAB>3@0<8, =>@<>20=>W 4> 100% H:0;8. &0:>6, 4;O :>@8ABC20G0 3@0DVG=> 7>1@065=> 
D0:B8G=V 2038 ?@V>@8B5BV2 2 283;O4V :@C3>2>W 4V03@0<8. �;O @50;V70FVW ?@>3@0<8 >1@0=> 
<>2C A8AB5<8 MATLAB, O:0 >@Vє=B>20=0 =0 <0B5<0B8G=V @>7@0EC=:8. �;3>@8B< 
281>@C, 70:;045=89 2 ?@>3@0<V, 70AB>A>2Cє <0B@8FV – A0<5 =0 F59 B8? 40=8E 
>@Vє=B>20=0 <>20. &0:>6 70AB>A>20=> 3@0DVG=5 A5@54>28I5 App Designer 4;O H284:>W 
@>7@>1:8 ?@>3@0< 7 3@0DVG=8< V=B5@D59AV2, O:5 <0є 3@0DVG=89 :>=AB@C:B>@ D>@< B0 
@>728=CBV 70A>18 2V7C0;V70FVW 40=8E. �V:=> 5:@0=C @>7@>1;5=>W ?@>3@0<8 4;O 22545==O 
2V4=>A=>W 206;82>ABV :@8B5@VW2 O:>ABV ?>:070=> =0 @8A. 1. 
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AUTOMATED SOFTWARE AND HARDWARE SELECTION SYSTEMS FOR 

ENTERPRISE COMPUTERS’ CYBERSECURITY 
 

A.V.Knyazev, R.I.Nazarenko, O.A.Stopakevych, A.O.Stopakevych  

 

National Odesa Polytechnic University, Shevchenko str., 1, Odesa, 65044, Ukraine  
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Providing effective cybersecurity for corporate computers is an extremely important and complex task that 

requires careful choice of software and hardware. This article discusses the key components of cybersecurity 

software and hardware - antivirus programs and hardware firewalls. Considering the rapid growth of cyber 

threats, it becomes clear that comparing individual characteristics no longer allows users to make the right 

choice. For example, when it comes to antivirus software, it is no longer possible to simply focus on the size of 

the virus database, as the number of viruses reaches a billion, and even the most powerful computer is not 

enough to scan every executable file for a match. Similar challenges arise with the choice of hardware. Modern 

hardware firewalls are no longer limited to simply analyzing traffic by packet headers and dropping unwanted 

addresses or ports. They must filter complex traffic, including encrypted traffic, and provide reliable protection 

while delivering high performance to meet user needs. It is also worth noting that the choice of hardware should 

take into account the network architecture, scalability, and planning for future needs. Since it is becoming 

increasingly difficult to make the appropriate choice of cybersecurity software and hardware, the authors of the 

article propose to automate the choice using advances in modern decision theory. The authors present 

algorithms for choosing tools based on personal needs and the opinions of an expert group. The authors 

demonstrate the effectiveness of these algorithms for solving real-world selection problems in the industry with 
the help of software specially developed by the authors for automated selection of software and hardware 

components of the corporate computer cybersecurity system. 

Keywords: choice of antivirus, importance of alternatives, choice of firewall, expert method, software, 

cybersecurity 
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GEF4AB6>4I 9A9D79F<KABW, IV@VKABW, @9F4?GD7V=ABW F4 VAL<I 64:?<6<I 74?G;OI 
A4DB8AB7B 7BECB84DEF64. $B5BKV CDBJ9E< 6 A4HFB8B5G6AV= F4 A4HFBC9D9DB5AV= 
CDB@<E?B6BEFOI, 6 4C4D4F4I >DVB79AABW F9IAV>< EGCDB6B8:GNFьEO GF6BD9AAO@ 
BEB5?<6B7B F<CG 86BH4;A<I E<EF9@ 5 C4DBDV8<AA<I EG@VL9=. �V8B@B, MB 
5V?ьLVEFь 86BH4;A<I E<EF9@ I4D4>F9D<;GNFьEO 6?4EF<6VEFN ;A4KAB7B 
EF<E>4AAO (FB5FB L6<8>VEFь ;6G>G 6 F4>V= E<EF9@V @4?4), A9 ?VAV=AVEFN V FB@G 
8?O DB;D4IGA>G 8<A4@V>< F4><I E9D98B6<M, O>V DGI4NFьEO ; 6V8ABEAB 
A96<EB><@< L6<8>BEFO@<, A9B5IV8AB ;4EFBEG64AAO BEB5?<6<I 74;B8<A4@VKA<I 
@9FB8V6. &4>B: DGI 86BH4;A<I E<EF9@ EGCDB6B8:GєFьEO CDBJ9E4@< @V: 
H4;AB7B F9C?BB5@VAG , O>V ECD<K<AONFь E<?ьAG 8<E<C4JVN E9D98B6<M4, 4 
VA9DJV=AV 6?4EF<6BEFV 74;B6<I 6>?NK9Aь CBDB8:GNFь ;4?9:AVEFь L6<8>BEFV 
;6G>G 6V8 K4EFBF< 5 8<EC9DEVN L6<8>BEFV ;6G>G. &B@G @9FB8<, F4 CB6’O;4AV ; 
A<@<    FD48<JV=ABW C4DBDV8<AABW 8<A4@V>< A9 6V8CB6V84NFь EC9J<HVJV 
86BH4;A<I CBFB>V6 F4 84NFь A9;48B6V?ьAV D9;G?ьF4F< CD< DB;D4IGA>4I. ІAL<@< 
E?B64@<, JV    F4 @9FB8< WI K<E?B6BW D94?V;4JVW A9 є 489>64FA<@< E>?48A<@ 
HV;<KA<@ 8BE?V8:G64A<@ CDBJ9E4@. � K<AAV= DB5BFV CBEF46?9AB ;484KG 
CB5G8B6< >BAEFDG>F<6A<I    7D46VF4JV=A<I I6<?ь, O>V GF6BDNNFьEO A4 
7D4A<JV CB8V?G H4; 86BL4DB6BW DV8<AABW E<EF9@<. �4CDBCBAB64AV    O>VEAB 
6V8B5D4:4NFь EGFь HV;<>< 8<A4@VKA<I CDBJ9EV6 G 86BH4;AV= DV8<AAV= E<EF9@V V 
O6?ONFь EB5BN @B89?ьAV >4ABAVKAV DV6AOAAO, EHBD@G?ьB64AV 6 G@B64I 
CD<=AOF<I CD<CGM9Aь MB8B C9D95V7G 8BE?V8:G64A<I CDBJ9EV6. #DB6989AV 
K<E?B6V 8BE?V8:9AAO CB>4;4?<, MB >BD9>FA4 HBD@4?V;4JVO BEB5?<6BEF9= 
HV;<KA<I O6<M 6 D4@>4I ;4CDBCBAB64A<I @B89?9=, 8B;6B?Oє CD< CBEF4AB6JV 
D94?ьA<I CD<>?48A<I 9>EC9D<@9AFV6 ; 8BEF4FAьBW 8?O VA:9A9DABW CD4>F<>< 
DB;>D<F< CD<DB8G ;4>BAB@VDABEF9= 7V8DB74;B8<A4@VKA<I C?<AV6. 
�?юч>2і A?>20: 86BH4;A4 E<EF9@4; 7D46VF4JV=A4 I6<?O; 86BL4DB64 DV8<AA4 
E<EF9@4, @4F9@4F<KA4 @B89?ь; K<E?B6<= 9>EC9D<@9AF. 

 

�ABC?. !4 CD4>F<JV 8BE<Fь CBL<D9A<@ є 6<C48B>, >B?< DV8<AA4 E<EF9@4 O6?Oє 
EB5BN EG@VL DV8<A ; 6V8@VAA<@< HV;<>B-IV@VKA<@< 6?4EF<6BEFO@<, ;B>D9@4: ; 
DV;A<@< 7GEF<A4@<, ; DV;A<@< F9@C9D4FGD4@< ><CVAAO, ; A4O6AVEFN 9@G?ьEB64A<I 
8B@VLB>, ; A9EIB:BN 6’O;>BN (D9B?B7VKABN) CB698VA>BN FBMB. &<CB6<@< 
CD<>?484@< EG@VL9= F4><I DV8<A @B:GFь 5GF<: 
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– CD<DB8AV DV8>V 6G7?96B8AV, O>V E>?484NFьEO ; HD4>JV= ; DV;A<@< 
7GEF<A4@< F4 F9@C9D4FGD4@< ><CVAAO; 

– 6B8B-B?<6AV 9@G?ьEVW, O>V @B:GFь, CD< ;@VAV 8<A4@VKAB7B EF4AG 
(L6<8>BEFV C?<AG), DB;8V?OF<EO A4 DV8<A<, MB A9 ;@VLGNFьEO F4 @4NFь DV;AV 
7GEF<A<; 

– >B?BW8AV F4 CB?V@9DAV DB;K<A<, E>?48B6V O><I @4NFь DV;AG D9B?B7VKAG 
CB698VA>G, FB5FB 6<O6?ONFь I4D4>F9D «AьNFBAV6Eь>BW» (F4>BW, MB A9 EF<E>4єFьEO, 
K<, VA4>L9, F4>BW, 8?O O>BW 7GEF<A4 A9 ;4?9:<Fь 6V8 L6<8>BEFV C?<AG) 45B 
«A9ANFBAV6Eь>BW» (F4>BW, MB EF<E>4єFьEO, K<, VA4>L9, F4>BW, 8?O O>BW 7GEF<A4 
;4?9:<Fь 6V8 L6<8>BEFV C?<AG) DV8<A<. 

#D< JьB@G ;4;A4K<@B, MB B>D9@<@ O6<M9@ 8<A4@V>< C4DBDV8<AABW 
86BH4;ABW E<EF9@< E?V8 DB;7?O84F< A4O6AVEFь G WW DV8<AAV= E>?48B6V 86BI L4DV6 
DV8<A ; DV;A<@< HV;<>B-IV@VKA<@< 6?4EF<6BEFO@<. %C9J<HV>4 C?<AG F4><I 
C4DBDV8<AA<I 86BH4;A<I E<EF9@ CB?O74є [1, 2] G A4O6ABEFV 6V?ьABW 7D4A<JV, A4 O>V= 
@B:9 6V85G64F<EO DB;6<FB> A9EFV=>BEFV F4 I6<?9GF6BD9AAO, 4 F4>B: CDBJ9E< 
F9C?BB5@VAG F4 F9DFO ; C4DB6BN H4;BN. 
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�A=>2=0 ч0ABи=0. $B;7?OA9@B DB;CB6EN8:9AAO 7D46VF4JV=A<I I6<?ь A4 7D4A<JV 
CB8V?G 86BI L4DV6 DV8<A DV;ABW 7GEF<A< ( 21 ü ), O>V A9 ;@VLGNFьEO, ;4 G@B6 8?O 
86BH4;ABW DV8<AABW E<EF9@<: B5@9:9AAO ;A<;G 7BD<;BAF4?ьA<@ 8AB@, 4 ; 69DIG 5 
A4O6ABEFV 6V?ьABW 7D4A<JV. 'O6V@B, MB I6<?V є 8>678<8 F4 @4NFь <4;C 4@C?VFG8G. 
�V8;A4K<@B, MB ;484K4, O>4 DB;7?O84єFьEO, A9 FV?ь>< @4є 64:?<6V F9IAVKAV ;4 
EFBEGA><, 4?9 V є A4=CDBEFVLBN @B89??N B>94AG, MB 6D4IB6Gє EFD4F<HV>4JVN. 
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>B?<64Aь 5 54@>:;8==C F4 54@>B@>?=C. �4DBFDBCA4 @B84 5 L6<8>4, O>4 
6V8CB6V84є >B?<64AAO@ E<EF9@< O> JV?B7B 45B E<AIDBAA<@ >B?<64AAO@ 86BI 
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H4;V A4  . #96A<= 8BE6V8 V; DB;6’O;4AAO CB8V5A<I ;484K BC<E4AB 6 DB5BF4I [3, 4]. 
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6V8 >?4E<KAB7B @9AL<@ CBDO8>B@, B8A4K9 6V85<64є 6EV O>VEAV 6?4EF<6BEFV HV;<KABW 
>4DF<A< O6<M I6<?9 GF6BD9AAO. 
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DEVELOPMENT AND NUMERICAL IMPLEMENTATION OF THE 

MATHEMATICAL MODEL OF A GRAVITY WAVE AT THE BOUNDARY OF 

SEPARATION OF A TWO-LAYER LIQUID SYSTEM 

 

D.A. Lys, A.Yu. Prokofiev 

 

National Odesa Polytechnic University, Shevchenko str., 1, Odesa, 65044, Ukraine  

loreal338@gmail.com, fallbrick1985@gmail.com 

Wave dynamics of two-phase systems is a new branch of the mechanics of heterogeneous systems and 

thermal physics, which has been developing rapidly in recent years. Research in this field requires the 

involvement of modern results of nonlinear wave dynamics, the development of new ways of taking into 

account interphase interaction, the study of modern concepts of wave movements (flows), such as 

«kinematic waves», «dynamic waves» and «multi-wave» systems. The complexity of the physical 

formulation of these problems requires appropriate and adequate mathematical models (MM) of these 

processes, as well as constructive methods of numerical implementation of the created MM. In addition, 

the relevance of such studies is due to the fact that two-phase flows in the vast majority occur in operating 

modes in technological installations of energy, chemical, metallurgical and other important sectors of the 

national economy. Work processes in the oil-mining and oil-refining industries, in cryogenic equipment 

are accompanied by the formation of a special type of two-phase systems - vapor-liquid mixtures. It is 

known that most two-phase systems are characterized by the property of significant compression (that is, 

the speed of sound in such a system is low), not by linearity, and therefore to calculate the dynamics of 

such media that move at relatively low speeds, it is necessary to use special gas-dynamic methods. Also, 

the movement of two-phase systems is accompanied by interphase heat exchange processes, which cause 
strong dissipation of the medium, and the inertial properties of gas inclusions give rise to the dependence 

of the speed of sound on the frequency - the dispersion of the sound speed. Therefore, the methods and 

associated MM of traditional vapor-liquid dynamics do not meet the specifics of two-phase flows and 

give unsatisfactory results in calculations. In other words, these MM and methods of their numerical 

implementation are not adequate to the complex physical processes under study. In the current work, the 

task of constructing constructive MM gravity waves, which are formed at the phase separation boundary 

of a two-layer liquid system, is set. The proposed MM qualitatively reflect the essence of the physics of 

dynamic processes in a two-phase liquid system and represent model canonical equations formulated 

under the conditions of accepted assumptions regarding the course of the studied processes. The 

conducted numerical studies showed that the correct formalization of the features of physical phenomena 

within the framework of the proposed models allows revealing the nature of the regularities of hydro-gas-

dynamic flows when setting up real applied experiments with sufficient engineering practice. 

Keywords: two-phase system; gravitational wave; two-layer liquid system, mathematical model; 

numerical experiment. 
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<>1V;ь=>ABV. �8<>38 4> A8AB5<8 72’O7:C 7 1>:C <>1V;ь=8E ?V4@>74V;V2 
?>B@51CNBь =>28E ?V4E>4V2 4> >@30=V70FVW A8AB5<8 C?@02;V==O <5@565N. 

�0@V0=B>< A8AB5<8 C?@02;V==O <>1V;ь=>N @04V><5@56>N :;0AC MANET, ?@8 
70AB>AC20==V 2 B0:B8G=V9 ;0=FV C?@02;V==O, є @>718BBO <5@56V =0 7>=8 B0 
AB2>@5==O AC:C?=>ABV ;>:0;ь=8E F5=B@V2 C?@02;V==O 7>=0<8 C 283;O4V 2C7;V2 
(2C7;V2-:>>@48=0B>@V2). #@8 Fь><C 28=8:0є 7040G0 281>@C 2C7;V2 7>=, O:V 1C4CBь 
28:>=C20B8 DC=:FVW C?@02;V==O V=H8<8 2C7;0<8 B0 270є<>4VOB8 <V6 A>1>N, 

B>1B> – 2C7;V2 :>>@48=0B>@V2. "4=8< V7 H;OEV2 281>@C 2C7;V2-:>>@48=0B>@V2 є 
70AB>AC20==O <5B>4V2 :;0AB5@870FVW (0;3>@8B<V2 281>@C 3>;>2=>3> 2C7;0 
:;0AB5@0), ?@89<0NG8 7>=C, O: :;0AB5@. #@>2545=> 0=0;V7 0;3>@8B<V2 281>@C 
3>;>2=>3> 2C7;0 :;0AB5@0 2 <5B>40E :;0AB5@870FVW =0 >A=>2V :><1V=>20=>W 2038. 

А=0;V7 ?@>2545=> 7 <5B>N 287=0G5==O ?5@5203 B0 =54>;V:V2 VA=CNG8E 0;3>@8B<V2 
B0 <>6;82>ABV WE 70AB>AC20==O 4;O 287=0G5==O 3>;>2=>3> 2C7;0 :;0AB5@C 2 
<>1V;ь=8E @04V><5@560E :;0AC MANET. � @57C;ьB0BV 0=0;V7C 7@>1;5=> 
28A=>2>:, I> 0;3>@8B< FWCA (Forecast weight based clustering algorithm) є 
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"A=>2=0 G0AB8=0. �>;>2=89 2C7>; 01> 2C7>;-:>>@48=0B>@ 287=0G0єBьAO A5@54 
V=H8E 2C7;V2 70;56=> 2V4 E0@0:B5@8AB8:, B0:8E O: 0?0@0B=5 >A=0I5==O, 
@>7B0HC20==O 2 B>?>;>3VW @04V><5@56V, :V;ь:VABь ACAV4V2 B0 V=H5. �@V< 728G09=8E 
DC=:FV9, O:V 28:>=Cє 1C4ь-O:89 2C7>;, B0:8E O: ?@89><, ?5@540G0 B0 @5B@0=A;OFVO 
V=D>@<0FVW 2 <5@56V, 3>;>2=89 2C7>; <0є 70240==O AB2>@5==O C<>2 4;O 4>AO3=5==O 
FV;59 C?@02;V==O.  

#V4 G0A ?;0=C20==O <5@56V 2C7>;-:>>@48=0B>@ <>65 1CB8 287=0G5=89 
>@30=V70FV9=8< H;OE><. #@>B5, ?V4 G0A DC=:FV>=C20==O  $ <>6;82V 28?04:8, :>;8 
>@30=V70FV9=> ?@87=0G5=89 2C7>; AB0є =5?@840B=8< 4;O ?>40;ьH>W @>1>B8 I>4> 
AB2>@5==O C<>2 4;O 4>AO3=5==O FV;59 C?@02;V==O. *5 <>65 1CB8 ?>2’O70=> 7 
@V7=8<8 ?@8G8=0<8, B0:8<8 O: 28EV4 7 ;04C >1;04=0==O 2C7;0, 2B@0B0 72’O7:C <V6 
2C7;0<8 G5@57 71V;ьH5==O 4>?CAB8<>W 2V4AB0=V 72’O7:C 01> G5@57 2;0AB82>ABV 
@5;ьєDC <VAF52>ABV B0 V=. 

' 72’O7:C 7 F8<, 28=8:0є =5>1EV4=VABь C 281>@V =>2>3> 2C7;0-:>>@48=0B>@0. 
�;O >1ґ@C=B>20=>3> 281>@C =5>1EV4=0 =0O2=VABь =0ABC?=>W V=D>@<0FVW: 40=V ?@> 
AB@C:BC@C <5@56V; E0@0:B5@8AB8:8 :>6=>3> 2C7;0 <5@56V; >7=0:8 (:@8B5@VW), 
7=0G5==O O:8E є ?@V>@8B5B=8<8 ?@8 74V9A=5==V 281>@C 2C7;0-:>>@48=0B>@0. ' 

72’O7:C 7 48=0<VG=8< E0@0:B5@>< <>1V;ь=8E @04V><5@56 :;0AC MANET B0 
AB>E0AB8G=>N ?@8@>4>N WE DC=:FV>=C20==O, 2 [6] 70?@>?>=>20=> @>72’O7C20B8 
7040GC ?>HC:C 2C7;0-:>>@48=0B>@0 70 4>?><>3>N <5B>4V2 :;0AB5@870FVW. 
�;0AB5@870FVO – F5 ?@>F5A @>718BBO <=>68=8 >1’є:BV2 =0 3@C?8, 45 >1’є:B8 
2A5@548=V :>6=>W 3@C?8 ?>4V1=V <V6 A>1>N, 0 <V6 >1’є:B0<8 7 @V7=8E 3@C? є 7=0G=V 
2V4<V==>ABV [7]. �>65= :;0AB5@ A:;040єBьAO 7 >4=>3> 3>;>2=>3> 2C7;0 (Cluster Head 

01> CH), 45:V;ь:>E 2C7;V2 =86G>3> @V2=O, O:V є G;5=0<8 :;0AB5@0 (Cluster Member 

01> CM), B0 H;N7V2 (Gateway), O:V <>6CBь A?@89<0B8 420 01> 1V;ьH5 3>;>2=8E 
2C7;V2 :;0AB5@V2 (@8A.1). �>;>2=89 2C7>; :;0AB5@0 (40;V - ���) 2V4?>2V40є 70 
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:>>@48=0FVN 2AVE V=H8E 2C7;V2 C :;0AB5@V. �> >A>1;82>AB59  $ B0:B8G=>W ;0=:8 
C?@02;V==O 2V4=>AOBьAO: 28A>:0 48=0<V:0 B>?>;>3VW, 7=0G=0 @>7<V@=VABь, =87ь:0 
?@>?CA:=0 A?@><>6=VABь @04V>:0=0;C, =5>4=>@V4=VABь 2C7;V2 (70 ?@>4C:B82=VABN, 
?>BC6=VABN, <>1V;ь=VABN) B0 V=. 

 
$8A. 2. %B@C:BC@0 :;0AB5@0 

 

->1 70157?5G8B8 :;0AB5@870FVN, 281V@ 3>;>2=>3> 2C7;0 :;0AB5@0 <0є 1CB8 
74V9A=5=89 V7 2@0EC20==O< 2;0AB82>AB59 <5@56V. 

�87=0G5==O 2C7;0-:>>@48=0B>@0 <>6=0 @>74V;8B8 =0 420 5B0?8: ?5@H89 – 
@>74V;5==O <5@56V (01> 7>=8) =0 :;0AB5@8, 4@C389 – 281V@ 2C7;0-:>>@48=0B>@0 A5@54 
V=H8E 2C7;V2, I> =0;560Bь 4> >1@0=>3> :;0AB5@0. 

А;3>@8B< 281>@C 2C7;0 ?>28=5= 1CB8 ?V4?>@O4:>20=89 2;0AB82>ABO< <5@56V, 
B0:8< O:  B5@8B>@V0;ь=89 @>7?>4V; 2C7;V2 <5@56V (7>=8) , E0@0:B5@8AB8:8 B0 270є<=5 
@>7B0HC20==O< 2C7;V2 <5@56V (7>=8), WE ?0@0<5B@0<8. � [7, 8] ?@82545=> 
:;0A8DV:0FVN <5B>4V2 :;0AB5@870FVW =0 >A=>2V O:8E ґ@C=BCєBьAO 281V@ 3>;>2=>3> 
2C7;0 :;0AB5@C. 

� @57C;ьB0BV 0=0;V7C 3@C? 0;3>@8B<V2 28O2;5=0 ?5@52030 0;3>@8B<C =0 >A=>2V 
:><1V=>20=>W 2038 (3>;>2=89 2C7>; :;0AB5@C >18@0єBьAO 70 @57C;ьB0B0<8 >FV=:8 

2038 :>6=>3> 7 2C7;V2 <5@568). #V4 203>N @>7C<Vє<> =01V@ ?52=8E ?>:07=8:V2, 
E0@0:B5@8AB8:, <>6;82>AB59. &><C, ?@>?>=CєBьAO @>73;O=CB8 0;3>@8B<8 A0<5 FVєW 
3@C?8. 

� [7-10] @>73;O40єBьAO 0;3>@8B< WCA (Weighted Cluster Algorithm), O:89 

74V9A=Nє 281V@ 3>;>2=>3> 2C7;0 :;0AB5@C C 2V4?>2V4=>ABV 7: :V;ь:VABN 2C7;V2, O:V 2V= 
<>65 >1A;C3>2C20B8; 2V4AB0==N <V6 2C7;0<8, <>1V;ь=VABN 2C7;V2; ?>BC6=VABN 
?5@54020GV2; ?>BC6=VABN 0:C<C;OB>@0 :>6=>3> 2C7;0. *59 0;3>@8B< =5 є 
?5@V>48G=8<, ?@>F54C@0 281>@C 3>;>2=>3> 2C7;0 74V9A=NєBьAO 01> ?@8 

?5@5<VI5==V 2C7;0, 01> ?@8 28E>4V 2C7;0 7 ;04C. �;O 70AB>A>2CNBь 70740;53V4ь 
287=0G5=C <56C (?>@V3), O:89 2V4>1@06Cє >?B8<0;ь=C :V;ь:VABь 2C7;V2. �030 2C7;0 v 

287=0G0єBьAO 7 28@07C: 
vvvv PwMwDwvwW 4321      

 (1) 

45 Wv – 2030 2C7;0 v; 54321 ,,,, wwwww  – 203>2V :>5DVFVє=B8 2V4?>2V4=8E ?0@0<5B@V2; 
Δv - @V7=8FO <V6 3@0=8G=>N :V;ь:VABN 2C7;V2, O:V <>65 >1A;C3>2C20B8 3>;>2=89 
2C7>; :;0AB5@C B0 :V;ь:VABN 2C7;V2; vD  – AC<0 2V4AB0=59 2V4 2C7;0 v 4> 2AVE 9>3> 
ACAV4V2; Mv – <V@0 <>1V;ь=>ABV (@CE;82>ABV); Pv – 7030;ь=89 G0A ?5@51C20==O 2C7;0 
3>;>2=8< 2C7;>< :;0AB5@C.  

�03>2V :>5DVFVє=B8 >18@0NBьAO B0:8< G8=><, I>1 704>2V;ь=8B8 C<>2C: 
(2) 

 

�>;>2>N :;0AB5@C >18@0єBьAO 2C7>; 7 =09<5=H>N 203>N. 
А;3>@8B< WBACA (Weight-based adaptive clustering algorithm) @>73;O40єBьAO 

2 [7] – F5 040?B>20=89 72065=89 0;3>@8B< :;0AB5@870FVW. !54>;V:>< 0;3>@8B<C 
WCA є B5, I> :>65= 2C7>; ?>28=5= 7=0B8 2038 2AVE V=H8E 2C7;V2 I5 4> ?>G0B:C 
?@>F5AC :;0AB5@870FVW. *59 ?@>F5A ?>B@51Cє 1030B> G0AC. #V4EV4, 70?@>?>=>20=89 2 

14321  wwww
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0;3>@8B<V WBACA ґ@C=BCєBьAO =0 70;CG5==V 3;>10;ь=>W A8AB5<8 =02V30FVW GPS 

(Global Position System) 4;O >B@8<0==O V=D>@<0FVW ?@> <VAF57=0E>465==O 2C7;V2.  
� WBACA 4;O 287=0G5==O 3>;>2=>3> 2C7;0 :;0AB5@C 2@0E>2CNBьAO 

?0@0<5B@8: ?>BC6=VABь ?5@540GV, H284:VABь ?5@540GV, <>1V;ь=VABь, ?>BC6=VABь 
10B0@5W B0 ?@>?CA:=0 A?@><>6=VABь @04V>:0=0;C. �C7>; 7 =09<5=H>N 203>N 
>18@0єBьAO 3>;>2=8<. �030 2C7;0 v 287=0G0єBьAO O:: 

R
xv T

w
DwTwBwMwW 5
4321                                                (3) 

45 54321 ,,,, wwwww  – 203>2V :>5DVFVє=B8 4;O 2V4?>2V4=8E ?0@0<5B@V2; � – 

<>1V;ь=VABь (@CE;82VABь) 2C7;0; В – є<=VABь 0:C<C;OB>@=>W 10B0@5W; xT  – ?>BC6=VABь 
?5@540GV; D –  AC<0 2V4AB0=59 2V4 2C7;0 v 4> 2AVE 9>3> ACAV4V2, TR – ?@>?CA:=0 
A?@><>6=VABь @04V>:0=0;C. 

�>;>2=V 2C7;8 :;0AB5@V2, O:V ?5@5B8=0NBьAO, 72’O7CNBьAO >48= 7 >4=8< G5@57 
H;N7. �28G09=V 2C7;8 7=0E>4OBьAO =0 2V4AB0=V 1 :@>: 2V4 3>;>28 :;0AB5@C.  

А;3>@8B< EWBCA (An Efficient Weight-based clustering algorithm) 

@>73;O40єBьAO 2 [11]. А;3>@8B< @>7@>1;5=89 4;O ?>:@0I5==O 28:>@8AB0==O B0:8E 
>1<565=8E @5AC@AV2, O: ?@>?CA:=0 740B=VABь B0 5=5@3VO, H;OE>< AB2>@5==O 
AB01V;ь=8E :;0AB5@V2, <V=V<V70FVW =0:;04=8E 28B@0B =0 <0@H@CB870FVN B0 
71V;ьH5==O ?@>?CA:=>W 740B=>ABV <5@56V. � 0;3>@8B<V :>65= 2C7>; <0є ?52=C 203C 

(O:VABь), O:0 287=0G0є 9>3> ?@840B=VABь 1CB8 3>;>2=8< 2C7;>< :;0AB5@0. �030 
>1G8A;NєBьAO G>B8@<0 ?0@0<5B@0<8: :V;ь:VABь ACAV4V2, 70;8H:>289 70@O4 
0:C<C;OB>@0, AB01V;ь=VABь B0 2V4AB0=V 4> CAVE ACAV4V2 [9]. 

А;3>@8B< iWCA (Improved Weight Clustering Algorithm) ?@>0=0;V7>20=> 2 [12, 

13].  >48DV:>20=89 (24>A:>=0;5=89) 72065=89 0;3>@8B< :;0AB5@870FVW 2038 . 

�4>A:>=0;5==O< Fь>3> 0;3>@8B<C є <>6;82VABь 70AB>AC20==O 9>3> 2 A5=A>@=8E 
<5@560E, 7 C@0EC20==O< :>=:@5B=8E >1<565=ь. �> D>@<C;8 >FV=:8 4>40єBьAO 
D0:B>@ >FV=:8 E0@0:B5@8AB8:8 2C7;0 [10]. &0:8< G8=>< 2C7;8, I> >18@0NBьAO 2 
O:>ABV 3>;>2=>3> 2C7;0 :;0AB5@0, <>6CBь <0B8 5D5:B82=VHC ?>254V=:C 2 
=5>4=>@V4=8E A5=A>@=8E <5@560E, =V6 BV, I> =5 <0NBь 4>40B:>2>3> D0:B>@0.  

"1G8A;NєBьAO 7030;ь=0 2030 4;O :>6=>3> 2C7;0 V 70 D>@<C;>N: 

CvwTwMwDwvwW vvvv 54321                                              (4) 

� O:>ABV 3>;>2=>3> 2C7;0 :;0AB5@C >18@0єBьAO 2C7>; 7 <V=V<0;ь=>N 203>N Wv. 

"1@0=V 3>;>2=V 2C7;8 :;0AB5@V2 4VOB8<CBь O: 2C7;8 4>40B:V2 C 1574@>B>2V9 <5@56V V 
<>6CBь 7<V=N20B8AO G5@57 @V7=V G0A>2V V=B5@20;8. +5@57 DV:A>20=89 V=B5@20; G0AC 
F59 0;3>@8B< ?>2B>@=> 70?CA:0єBьAO 7=>2C, I>1 4>40B8 =>2V 2C7;8 4>40B:V2, B0: I> 
>GV:CєBьAO, I> B@820;VABь 68BBO A8AB5<8 B@820B8<5 4>2H5. 

А;3>@8B< FWCA (Forecast weight based clustering algorithm) – ?@>3=>7>20=89 
72065=89 0;3>@8B< :;0AB5@870FVW ґ@C=BCєBьAO =0 >A=>2V WCA, O:89 @>7@0E>2Cє 203C 
:>6=>3> 2C7;0 B0 >18@0є 2 O:>ABV 3>;>2=>3> 2C7;0 :;0AB5@0 2C7>; 7 =09<5=H>N 

203>N, @>73;O=CB> 2 [11, 14]. ' 28?04:C 28:>@8AB0==O WCA, 3>;>2=89 2C7>; 
:;0AB5@0 >18@0єBьAO ;8H5 70 <8BBє28< 7=0G5==O< 2038. ' @07V 28=8:=5==O 
D0:B>@V2, O:V <>6CBь 2?;8=CB8 =0 <>6;82VABь 2C7;0 =04VA;0B8 <8BBє25 7=0G5==O 
2038, =0?@8:;04, G5@57 28A>:5 =020=B065==O <5@56V, F59 2C7>; =5 1C45 2@0E>20=89 
?V4 G0A 281>@C :;0AB5@0, E>G0 <V3 18 1CB8 >1@0=8< =02VBь 3>;>2=8< 2C7;><. "B65, 
<>65 AB0B8AO =5?@028;ь=89 281V@ 3>;>2=>3> 2C7;0 :;0AB5@0. ->1 70?>1V3B8 
28=8:=5==N B0:>W A8BC0FVW, 1C2 70?@>?>=>20=89 0;3>@8B< FWCA. !0 2V4<V=C 2V4 
WCA, FWCA 2@0E>2Cє :@V< ?>B>G=>3> I5 9 ?>?5@54=є 7=0G5==O 2038 2C7;0. *5 
?@872>48Bь 4> 1V;ьH 72065=>3> 281>@C 3>;>2=>3> 2C7;0 :;0AB5@0. 

$>7@0EC=>: ?@>3=>7>20=>W 2038 74V9A=NєBьAO 70 4>?><>3>N >1G8A;5==O 
5:A?>=5=FV9=>3> :>27=>3> A5@54=ь>3> (EMA – exponential moving average) [15]. 

�81V@ EMA >1C<>2;5=89 B8<, I> 9>3> >1G8A;5==O =5 28<030є 2AVE ?>?5@54=VE 
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40=8E, 70;568Bь ;8H5 2V4 ?>B>G=>3> 7=0G5==O 7206C20==O B0 ?>?5@54=ь>3> 
7=0G5==O ?@>3=>7>20=>W 2038. �C7;8 :;0AB5@0 B@0=A;NNBь ;8H5 A2>W 7=0G5==O 2038. 

�030 @>7@0E>2CєBьAO 70 28@07><: 

previouscurrent FWaaWFW )1(                                   (5) 

45 a  – :>5DVFVє=B 73;046C20==O, @53C;ь>20=89 ?0@0<5B@, <0є 7=0G5==O 2V4 0 4> 1.  
�030 :>6=>3> 2C7;0 @>7@0E>2CєBьAO <5B>4>< WCA 73V4=> D>@<C; (2, 3). 

� <5B>4V FWCA ?@>3=>7>20=C 203C @>7@0E>2CNBь 73V4=> D>@<C;8: 

ø ù i

t

k

t

k)i(t

k

)i(t WaFWa)(aFW 



 

1

0
1 11    (6) 

45 )1( tiFW – ?@>3=>7>20=0 2030 70 ?5@V>4 (t+1) 28<V@O=0 2 G0A t; iW  – ?>B>G=5 
7=0G5==O 2 G0A t, )( ktiFW   – ?@>3=>7>20=0 2030 70 ?>?5@54=V9 ?5@V>4 G0AC (t-1). 

� [7] @>73;O40єBьAO 0;3>@8B< VBCA (Vote-based clustering algorithm) - 

0;3>@8B< :;0AB5@870FVW =0 >A=>2V 3>;>AC20==O, >FV=NєBьAO 70 42><0 D0:B>@0<8: 
:V;ь:VABN ACAV4V2 B0 70;8H:>< 70@O4C 10B0@5W :>6=>3> 2C7;0) [7]. �>65= <>1V;ь=89 
2C7>; <0є C=V:0;ь=89 V45=B8DV:0B>@ (ID), O:89 є FV;8< G8A;><. "A=>2=>N 
V=D>@<0FVєN 2A5@548=V <5@56V є hello-?>2V4><;5==O, O:V ?5@540NBьAO 2V4 2C7;V2. 
�8:>@8AB>2CNG8 FN V=D>@<0FVN B0 V=D>@<0FVN ?@> 70@O4 10B0@5W, 0;3>@8B< 
?@54AB02;Oє :>=F5?FVN «3>;>AC20==O». (>@<0B hello-?>2V4><;5==O =02545=89 
=86G5 (@8A. 3).  

MH_ID CH_ID Vote Option 
 

$8A. 3. (>@<0B hello-?>2V4><;5==O 
 

MH_ID – 2;0A=89 V45=B8DV:0B>@ <>1V;ь=>3> 2C7;0, CH_ID – V45=B8DV:0B>@ 
<>1V;ь=>3> 2C7;0, I> 28:>=Cє DC=:FVW 3>;>2=>3> 2C7;0 :;0AB5@0, Vote – :V;ь:VABь 
3>;>AV2, B>1B> 72065=0 AC<0 :V;ь:>ABV ACAV4V2 B0 70;8H:C 70@O4C 10B0@5W, 
@>7@0E>2CєBьAO 70 D>@<C;>N (7). �;5<5=B >?FVW 28:>@8AB>2CєBьAO 4;O @50;V70FVW 
10;0=AC =020=B065==O :;0AB5@0: 

)
M

m
(w)

N

n
(wVote  21     (7) 

45 
21,ww  – 72065=V :>5DVFVє=B8 :V;ь:>ABV ACAV4V2 B0 70@O4C 10B0@5W 2V4?>2V4=>, n – 

:V;ь:VABь ACAV4V2, N – @>7<V@ <5@56V 01> <0:A8<0;ь=0 :V;ь:VABь 2C7;V2 2 :;0AB5@V, m 

– 70;8H>: 70@O4C 10B0@5W, M – <0:A8<0;ь=89 70;8H>: 70@O4C 10B0@5W. 
�>65= <>1V;ь=89 2C7>; =04A8;0є hello-?>2V4><;5==O ?@>BO3>< ?5@V>4C 

2AB0=>2;5==O 7’є4=0==O. /:I> <>1V;ь=89 2C7>; є =>28< 2 <5@56V, B> 2V= =04A8;0є 
2V4?>2V4ь B8?C: «CH_ID» O:0 >7=0G0є, I> 2C7>; =5 1C2 @0=VH5 2 6>4=><C :;0AB5@V V 
=5 <0є V=D>@<0FVW ?@> A2>WE ACAV4V2. �>65= <>1V;ь=89 2C7>; @0ECє A:V;ь:8 hello-

?>2V4><;5=ь 2V= >B@8<02 ?@>BO3>< ?5@V>4C 2AB0=>2;5==O 7’є4=0==O B0 ?@8A2>Nє 
A>1V WE :V;ь:VABь, O: 9>3> 2;0A=89 id. �>65= 2C7>; =04A8;0є V=H><C I5 >4=5 hello-

?>2V4><;5==O, 2 O:><C 4;O 74V9A=5==O "@0=6C20==O" 2AB0=>2;NєBьAO 2;0A=5 
7=0G5==O @0=3C, O:5 >B@8<CєBьAO 7 @V2=O==O. (>@<CNG8 ?@82VB0;ь=5 ?>2V4><;5==O 
?V4 G0A 4@C3>3> F8:;C ?@82VB0==O, :>65= 2C7>; 7=0є, I> 2V4?@02=8:, 7  =091V;ьH8< 

@0=3>< =5 =0;568Bь 6>4=><C VA=CNG><C :;0AB5@C, є 3>;>2=8< 2C7;>< Fь>3> 
:;0AB5@C. �V= 2V4?@02;Oє 2 =0ABC?=><C ?@82VB0;ь=><C ?>2V4><;5==V ?>7=0G:C 
"ch_id" B0 7=0G5==O V45=B8DV:0B>@0 3>;>28 :;0AB5@0. ' 28?04:C :>;8 420 01> 1V;ьH5 
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ANALYSIS OF THE APPLICATION OF CLUSTERING ALGORITHMS 

BASED ON COMBINED WEIGHT IN MANET CLASS RADIO NETWORKS. 

 

K.V. Lukina, S.O. Klimovych 

 

Military Institute of Telecommunications and Informatization Technologies named after 

Heroes of Kruty  45/1, Kniaziv Ostrozkyh St, Kyiv, 01011, Ukraine, e-mail: 

kateryna.lukina@viti.edu.ua 
 

The use of networks with decentralized management, represented by mobile radio networks of the MANET 

class (Mobile Ad-Hoc Networks), is one of the areas of application of wireless technologies in 

telecommunication communication systems. Radio networks of the MANET class are characterized by the 

absence of fixed information transmission routes, the absence of stationary base stations, and the absence 

of a fixed network infrastructure. Such characteristic features make it possible to use radio networks of this 

type in the tactical chain of command, which will ensure the exchange of information in the interests of all 

troops. This requires new approaches to the organization of the network management system. A variant of 

the MANET-class mobile radio network control system, when applied in the tactical control chain, is the 

division of the network into zones and the creation of a set of local zone control centers in the form of nodes 

(coordinator nodes). At the same time, there is a problem of selecting zone nodes that will perform the 

functions of controlling other nodes and interacting with each other, that is, coordinator nodes. One of the 

ways to select coordinator nodes is to use clustering methods (algorithms for selecting the main node of the 

cluster), taking the zone as a cluster. The article analyzes algorithms for selecting the main cluster node in 

clustering methods based on combined weight. The analysis was carried out in order to determine the 

advantages and disadvantages of the existing algorithms and the possibility of their application to determine 

the main node of the cluster in mobile radio networks of the MANET class. As a result of the analysis, it 

was concluded that the FWCA algorithm (Forecast weight based clustering algorithm) is the most 

promising for use in the development of methods for selecting a coordinator node in MANET class radio 

networks. 

Keywords: clustering, MANET, coordinator node, combined weight, coordination. 
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$B;DB5?9AB CDB7D4@A<= 8B84FB>, ECDO@B64A<= A4 DB5BFG V; EF4A84DF4@< 
>V59D59;C9>< F4 H4=?4@< XML-HBD@4FG.  9F4 DB;DB5>< JьB7B CDB7D4@AB7B 
8B84F>G CB?O74є G ECDBM9AAV CDBJ9EG DB5BF< ;V EF4A84DF4@< >V59D59;C9>< G 
HBD@4FV XML. �B84FB> 5G89 @4F< VAFGWF<6AB ;DB;G@V?<= VAF9DH9=E, MB 
8B;6B?<Fь >BD<EFG64K4@ ;DGKAB EF6BDN64F<, D9847G64F< F4 C9D97?O84F< XML-
H4=?<, CB6'O;4AV ; >V59D59;C9>BN.  V:A4DB8A4 BD74AV;4JVO ;V EF4A84DF<;4JVW ISO 
;4=@4єFьEO DB;DB5>BN F4 CG5?V>4JVєN EF4A84DFV6, MB 6>?NK4NFь D9>B@9A84JVW 
F4 C9D98B6V CD4>F<>< 8?O ;459;C9K9AAO >V59D59;C9><. &V EF4A84DF< 
6V8B5D4:4NFь E6VFB6V ABD@< F4 A4=>D4MV CD4>F<>< G EH9DV >V59D59;C9>< V 
L<DB>B 6<>BD<EFB6GNFьEO 6 5V;A9EV F4 VAL<I E9>FBD4I ; @9FBN ;459;C9K9AAO 
59;C9>< 6 �AF9DA9FV. "EAB6A<@< ;484K4@< F4>B7B CDB7D4@AB7B CDB8G>FG є 
;459;C9K9AAO >B@HBDFABW F4 ;DGKABW 6;4є@B8VW >BD<EFG64K4 V; 6@VEFB@ 
EF4A84DFV6 >V59D59;C9><, EF6BD9AAO C?4FHBD@< 8?O CBLG>G A9B5IV8A<I 
>BD<EFG64K96V 6<;A4K9Aь 6 EF4A84DFV F4 6;4є@B8VW V; F9>EFB@, 4 F4>B: 
;459;C9K9AAO @B:?<6BEFV HBD@G64AAO ;4 6<;A4K9ABN EI9@BN XML-H4=?V6 A4 
BEAB6V VEAGNK<I H4=?V6 EF4A84DFV6 >V59D59;C9>< G PDF HBD@4FV. XML є 
DB;CB6EN8:9A<@ HBD@4FB@ 8?O ;59DV74AAO F4 C9D984KV 84A<I F4 A4=K4EFVL9 
6<>BD<EFB6GєFьEO 8?O ;59DV74AAO F9IAVKABW 8B>G@9AF4JVW, FB@G G >BAF9>EFV 
;59DV74AAO EF4A84DFV6 J9= HBD@4F є 8B6B?V C9DEC9>F<6A<@ V 6V8>D<64є 5V?ьL9 
DV;ABC?4AB6<I @B:?<6BEF9= 8?O 6;4є@B8VW V; A<@<. ' DB5BFV 5G?B CDB6989AB 
4A4?V; CD98@9FABW B5?4EFV F4 EGK4EA<I VEAGNK<I 4A4?B7V6 – G D9;G?ьF4FV 4A4?V;G 
6<O6?9AB, MB GEV 4A4?B7< A9 ;459;C9KGNFь 6<>BA4AAO A9B5IV8A<I ;484K, 4 F4>B: 
5G?B DB;DB5?9AB C9D9?V> F97V6 F4 4FD<5GFV6 8?O 6AGFDVLAьBW EFDG>FGD<;4JVW 
XML-H4=?V6 EF4A84DFV6 >V59D59;C9><. $9;G?ьF4F< 84ABW DB5BF< @B:GFь 5GF< 
6<>BD<EF4AV CV8 K4E A46K4?ьAB7B CDBJ9EG ; @9FBN L6<8>B7B 8BEFGCG O> 8?O 
6<>?484KV6, F4> V 8?O EFG89AFV6, 8B CBFDV5A<I EF4A84DFV6 V 6<;A4K9Aь, 4 F4>B: 
CBDV6AOAAO 6<;A4K9Aь F9D@VAV6 ; DV;A<I EF4A84DFV6. #D4>F<KA4 JVAAVEFь JьB7B 
CDB7D4@AB7B CDB8G>FG CB?O74є 6 @B:?<6BEFV 4>F<6AB7B 6<>BD<EF4AAO =B7B 
6EV@4 GK4EA<>4@< A46K4?ьAB7B CDBJ9EG, 4 F4>B: ;4JV>46?9A<@< BEB54@<. 
�?юч>2і A?>20: >V59D59;C9><, VAHBD@4JV=A4 59;C9>4, EF4A84DF, ISO, XML-

H4=?, F97<, 4FD<5GF<, 8B84FB>-ґ9?C9D.  
 

�ABC?. %F4A84DF< >V59D59;C9>< (VAHBD@4JV=ABW 59;C9><) є A45BDB@ 6V8>D<F<I 
@9FB8V6, CD<;A4K9A<I 8?O ;4I<EFG >BD<EFG64KV6 F4 BD74AV;4JV= G >V59DE9D98B6<MV. 
В<>BD<EF4AAO J<I EF4A84DFV6 ECDO@B64A9 A4 ;A<:9AAO D<;<>V6, BEB5?<6B 
CB6'O;4A<I ; VAHBD@4JV=ABN 59;C9>BN. 

�BFD<@GNK<Eь D9>B@9A84JV=, MB @VEFOFьEO G EF4A84DF4I >V59D59;C9><, 
BD74AV;4JVO 45B CV8CD<є@EF6B @B:9 ;459;C9K<F< A48V=A<= ;4I<EF VAHBD@4JVW, 4 
F4>B: VAHBD@4JV=A<I E<EF9@, O>V 6<>BD<EFB6GNFьEO CV8 K4E DB5BKB7B CDBJ9EG. � 
B7?O8G A4 ;A4KA9 ;DBEF4AAO 8<EF4AJV=ABW DB5BF< 6 5V;A9EV F4 CBEFV=AG ;47DB;G 6 
BA?4=A-E9D98B6<MV, A4O6AVEFь E9DF<HV>4JVW BD74AV;4JVW ; 6V8CB6V8AVEFN C96A<@ 
EF4A84DF4@ 59;C9>< EF4є 6E9 64:?<6VLBN A4 D<A>G. &O 64:?<6VEFь ;DBEF4є >B:9A 
DV>. 

В >VAJV 2017 DB>G, 5?<;ь>B 40 000 8V=EA<I E9DF<HV>4FV6 5G?< ;4HV>EB64AV ISO 
(@V:A4DB8A4 BD74AV;4JVO ;V EF4A84DF<;4JVW) 6V8 160 >D4WA. &9 6>4;Gє A4 E9D98AV= F9@C 
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;DBEF4AAO 19,4% CDBFO7B@ 12-DVKAB7B C9DVB8G ; 2006 CB 2017 DV>. �DV@ FB7B, JV 84AV 
E6V8K4Fь CDB F9, MB 5?<;ь>B 60% J<I E9DF<HV>4FV6 A4?9:4Fь 8B IT-E9>FBD4 [1]. 

&4><@ K<AB@ A9B5IV8AVEFь DB5BF< V; EF4A84DF4@<, ;459;C9K9AAO WI ;DGKAB7B 
C9D97?O8G F4 ;59DV74AAO ; >B:A<@ DB>B@ FV?ь>< ;DBEF4є. � ;DBEF4є 4>FG4?ьAVEFь 
EF6BD9AAO F4><I CDB7D4@A<I DVL9Aь, O>V 5 ECDBEF<?< 84AG DB5BFG.  
 5B0 B0 7040чі @>1>B8.  9FBN DB5BF< CBEF4є DB;DB5>4 F4>B7B CDB7D4@AB7B 
DVL9AAO, O>9 5 8B;6B?<?B ECDBEF<F< F4 ;DB5<F< 5V?ьL >B@HBDFABN DB5BFG ;V 
EF4A84DF4@< >V59D59;C9><. 

В CDBJ9EV 8BEO7A9AAO @9F< 6<>BAGNFьEO A4EFGCAV ;484KV:  
 4A4?V; CD98@9FABW B5?4EFV F4 VEAGNK<I 4A4?B7V6; 
 4A4?V; F9IAB?B7V= DB;DB5>< 8B84F>G 8?O DB5BF< V; xml-H4=?4@<; 
 DB;DB5>4 4?7BD<F@G 8B84F>G 8?O DB5BF< V; EF4A84DF4@< >V59D59;C9>< 

F4 6<;A4K9AAO BEAB6AB7B HGA>JVBA4?G; 
  DB;DB5>4 8B84F>G 8?O DB5BF< V; EF4A84DF4@< >V59D59;C9><; 
  ;459;C9K9AAO 6 8B84F>G A9B5IV8A<I HGA>JV= 8?O DB5BF< V; 

EF4A84DF4@< >V59D59;C9><. 
"A=>2=0 ч0AB8=0. !4 84A<= @B@9AF є8<ABN C?4FHBD@BN 8?O DB5BF< ;V 
EF4A84DF4@<, 6 FB@G K<E?V V EF4A84DF4@< VAHBD@4JV=ABW 59;C9>< F4 >V59D59;C9>< є 
E4=F  V:A4DB8ABW BD74AV;4JVW EF4A84DF<;4JVW – ISO.  

ISO є A9;4?9:ABN A9GDO8B6BN @V:A4DB8ABN BD74AV;4JVєN ;V EF4A84DF<;4JVW, 
O>4 6>?NK4є 6 E959 168 A4JVBA4?ьA<I BD74AV6 EF4A84DF<;4JVW. (?OIB@ ECV6CD4JV ;V 
E6BW@< K?9A4@<, 6BA4 ;5<D4є 9>EC9DFV6 ; @9FBN B5@VAG ;A4AAO@< F4 DB;DB5>< 
8B5DB6V?ьA<I @V:A4DB8A<I EF4A84DFV6, O>V 54;GNFьEO A4 >BAE9AEGEV F4 6V8CB6V84NFь 
CBFD954@ D<A>G. &V EF4A84DF< CV8FD<@GNFь VAAB64JVW F4 A484NFь DVL9AAO 8?O 
7?B54?ьA<I CDB5?9@ [2]. 

�4A4 C?4FHBD@4 ;59DV74є GEV EF6BD9AV A9N EF4A84DF< F4 ;459;C9KGє 
@B:?<6BEFV C9D97?O8G C96A<I WI K4EF<A F4 CBLG>G ;4 C96A<@< >D<F9DVO@< (>B8B@, 
A4;6BN, 5V?ьL 89F4?ьABN VAHBD@4JVєN). А?9 84A4 C?4FHBD@4 BIBC?Nє ;4A48FB 
69?<>G EH9DG EF4A84DF<;4JVW F4 EC9JV4?V;GєFьEO A4 DB5BFV E4@9 V; EF4A84DF4@<, MB 
5G?< DB;DB5?9AV 6?4EA<@< EC9JV4?VEF4@< – MB F4>B: B;A4K4є F9, MB 6BA4 
BDVєAFB64A4 A4 8B>G@9AF<, CD98EF46?9AV ?<L9 4A7?V=Eь>BN @B6BN. 

&4>B: A4 E4=FV ISO VEAGє @B:?<6VEFь CD<854AAO A9B5IV8AB7B EF4A84DFG G 
HBD@4FV PDF. В;474?V ;59DV74AAO EF4A84DFV6 G PDF HBD@4FV є A4=5V?ьL CBL<D9ABN 
CD4>F<>BN, MB 6V8>D<64є 69?<K9;A<= CDBEFVD 8?O DB;DB5>< CDB7D4@AB7B 
;459;C9K9AAO, O>9 5 BDVєAFG64?BEO A4 DB5BFG ; VAL<@< HBD@4F4@< H4=?V6.  

!4=5V?ьL JV>46<@ F4 C9DEC9>F<6A<@ 8?O CB84?ьLB7B DB;6<F>G G EH9DV 
;59DV74AAO F4 DB5BF< ;V EF4A84DF4@< CD98EF46?OєFьEO HBD@4F XML.  

XML (Extensible Markup Language) – J9 DB;L<DN64A4 @B64 DB;@VF><, MB 
6<>BD<EFB6GєFьEO 8?O BC<EG 84A<I. %F4A84DF XML – J9 7AGK><= ECBEV5 EF6BD9AAO 
VAHBD@4JV=A<I HBD@4FV6 V 9?9>FDBAAB7B B5@VAG EFDG>FGDB64A<@< 84A<@< K9D9; 
;474?ьAB8BEFGCA<= �AF9DA9F, 4 F4>B: K9D9; >BDCBD4F<6AV @9D9:V. "EAB6ABN 
HGA>JVєN XML є EF6BD9AAO HBD@4FV6 8?O 84A<I, O>V 6<>BD<EFB6GNFьEO 8?O 
>B8G64AAO VAHBD@4JVW 8?O 8B>G@9AF4JVW, ;4C<EV6 54;< 84A<I, FD4A;4>JV= V 5474FьBI 
VAL<I F<CV6 84A<I [3].  

(4=? XML @VEF<Fь >B8 XML V ;4>VAKGєFьEO DB;L<D9AAO@ H4=?G «.xml». ВVA 
@VEF<Fь F97<, O>V 6<;A4K4NFь A9 ?<L9 F9, O> @4є 5GF< EFDG>FGDB64A<= 8B>G@9AF, 4?9 
= F9, O> =B7B E?V8 ;59DV74F< F4 FD4AECBDFG64F< K9D9; �AF9DA9F [4]. 

%4@9 H4=?< XML HBD@4FG A4=K4EFVL9 6<>BD<EFB6GNFьEO 8?O ;59DV74AAO 
F9IAVKABW 8B>G@9AF4JVW. &B@G V89O ;59DV74F< EF4A84DF< >V59D59;C9>< 6 F4>B@G 
HBD@4FV є 8B6B?V C9DEC9>F<6ABN.  

%GK4EAV 8B84F>< F4 BA?4=A C?4FHBD@< 8?O DB5BF< ; H4=?4@< XML HBD@4FG 
A9 є 59;8B74AA<@<. �I @B:A4 DB;8V?<F< A4 86V B>D9@V 7DGC<: FV, MB 6<6B8OFь FV?ь>< 
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A45VD F97V6; F4 FV, MB 6<6B8OFь E4@ ;@VEF 84A<I F97V6 G 6<7?O8V ;6<K4=AB7B EGJV?ьAB7B 
F9>EFG.  

#D<>?484@< C9DLBW 7DGC< @B:GFь E?G7G64F< F4>V A4=5V?ьL CBCG?ODAV 
BA?4=A C?4FHBD@<, O> Code Beautify, JSON Formatter, Tutorialspoint, 4 F4>B: 
A4EFV?ьA<= 8B84FB> XML NOTEPAD. #DBF9 JV CDB8G>F< A9 ;459;C9KGNFь ;DGKAB7B 
@9AN 8?O C9D9EG64AAO ;4 F974@< F4 @B:?<6BEFV CB5G8B6< VєD4DIVKAB7B 8D964 ;@VEFG 
– 6 CD<AJ<CV HBD@4F WI DB5BF< A9 є >B@HBDFA<@ F4 ;DB;G@V?<@ 8?O >BD<EFG64K4. �B 
8DG7BW : 7DGC< @B:A4 6V8A9EF<, A4CD<>?48, F4>G BA?4=A C?4FHBD@G O>  
GROUPDOCS (XML 4A4?V;4FBD), 45B F4>B: ;6<K4=A<= Microsoft Word – CDBF9 
;AB6G : F4>< 84AV CDB8G>F< A9 ;459;C9KGNFь O>VEAB7B 6V8B5D4:9AAO ;@VEFG H4=?G, 
F4> O> 6BA< BDVєAFB64AV FV?ь>< A4 6@VEF F97V6, 4 A9 WI EC9J<HV>G F4 4FD<5GF<.  

"F:9, CBEF4є A9B5IV8AVEFь EF6BD9AAO AB6B7B CDB7D4@AB7B CDB8G>FG, O><= 5< 
;459;C9K<6 5V?ьL ;DGKAG F4 VAF9D4>F<6AG >B@GAV>4JVN V; 84A<@ HBD@4FB@ H4=?V6, 
4 F4>B: 5G6 5< BDVєAFB64A<= CV8 5V?ьL KVF>G F4 >BA>D9FAG 6AGFDVLAN EI9@G 84A<I 
H4=?V6.  

&4><@ K<AB@ CBEF4є C<F4AAO DB;DB5>< C96AB7B A45BDG F97V6 F4 4FD<5GFV6, 
A9B5IV8A<I 8?O HBD@G64AAO F4 ;459;C9K9AAO 89O>BW EF4A84DF<;B64ABW EFDG>FGD< 
H4=?V6 EF4A84DFV6 CV8 K4E ;59DV74AAO F4/45B C9D96989AAO WI G HBD@4FV XML, 4 F4>B: 
DB;DB5>< F4>B7B CDB7D4@AB7B ;459;C9K9AAO, O>9 8BCB@474?B 5 L6<8>B F4 ;DGKAB 
C9D96B8<F< EF4A84DF< V; PDF HBD@4FG 6 XML ; 6V8CB6V8ABN 54;B6BN EFDG>FGDBN. 

В DB5BFV ;4CDBCBAB64AB 6<>BD<EFB6G64F< A4EFGCAV CD46<?4 8?O 
EFDG>FGD<;4JVW XML-H4=?V6 EF4A84DFV6:  

 6V8>D<64NK<= DO8B> H4=?G CD98EF46?9A<= G HBD@4FV <?xml 

version="1.0" encoding="utf-8" ?>; 

 6<;A4K4єFьEO >BD9A96<= F97 H4=?G – <standart> (4FD<5GF< F97G: code – 

8?O >B8G EF4A84DFG, name – 8?O CB6ABW A4;6< EF4A84DFG); 
 F97 <header>, MB CB;A4K4є >B:9A AB6<= ;47B?B6B> (4FD<5GF< F97G: level 

– DV69Aь 6 VєD4DIVW, number – CBDO8>B6<= AB@9D, name – A4;64, nameEng – 4A7?V=Eь>4 
A4;64); 

 F97 <content>, MB CB;A4K4є 6@VEF ;47B?B6>G; 
 F97 <picture>, MB CB;A4K4є ;B5D4:9AAO 6 F9>EFV (4FD<5GF< F97G: number – 

AB@9D ;B5D4:9AAO, name – A4;64 ;B5D4:9AAO); 
 F97 <definition>, MB CB;A4K4є 6<;A4K9AAO 6 F9>EFV (4FD<5GF< F97G: name – 

A4;64 F9D@VAG, abbreviation – 45D96V4FGD4). 
#D<>?48 7BFB6B7B XML-H4=?G EF4A84DFG ; 6<>BD<EF4AAO@ ;4CDBCBAB64A<I 

F97V6 CD98EF46?9AB A4 D<E. 1.  

 
$8A. 1. #D<>?48 XML-8B>G@9AFG 
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#DBF9 DB5BF4 V; XML-H4=?4@< @B:9 5GF< ;DGKABN A4 CDB7D4@AB@G DV6AV, 
4?9 8?O >BD<EFG64K4 6BA< є 64:><@< 8?O K<F4AAO F4 DB;G@VAAO. &4><@ K<AB@ CBEF4є 
A9B5IV8AVEFь DB;DB5>< F4>B7B CDB7D4@AB7B CDB8G>FG, O><= 5< 8BCB@V7 6V8B5D4:4F< 
84AV H4=?< G @4>E<@4?ьAB ;DGKAB@G F4 ;DB;G@V?B@G 8?O >BD<EFG64K4 6<7?O8V. А 
F4>B: MB5 6VA ;459;C9K<F< A9 FV?ь>< @B:?<6VEFь C9D97?O8G H4=?G, 4 = 89O>V 
A4=A9B5IV8AVLV HGA>JVW 6;4є@B8VW V; 6@VEFB@ H4=?G. 

&4><= CDB7D4@A<= CDB8G>F CD98EF46?Oє EB5BN CDB7D4@G-ґ9?C9D, MB 
EF6BDNєFьEO O> EC9JV4?ьA<= 8BCB@V:A<= 8B84FB> 8?O BEAB6ABW CDB7D4@< – FVєW, MB 
;4=@4єFьEO C9D96989AAO@ EF4A84DFV6 G HBD@4?V;B64A<= XML HBD@4F.  

&9D@VA< «8BCB@V:A4 CDB7D4@4» V «8B84FB>-ґ9?C9D» (45B «CDB7D4@4-ґ9?C9D») 
6V8ABEOFьEO 8B CDB7D4@AB7B ;459;C9K9AAO, O>9 CD<;A4K9A9 8?O >BD<EFG64K4 V @B:9 
K<F4F< F4 B5DB5?OF< H4=?< >BA>D9FAB7B HBD@4FG. �B@C4AVO Netscape 6<>BD<EFB6Gє 
F9D@VA «8BCB@V:A4 CDB7D4@4», MB5 BC<E4F< F4>9 CDB7D4@A9 ;459;C9K9AAO, FB8V O> 
Microsoft Internet Explorer 6<>BD<EFB6Gє F9D@VA «C9D97?O84K» [5]. 

"EAB6A<@ ;4684AAO@ F4>B7B 8B84F>G є CB?97L9AAO 8?O >BD<EFG64K4 DB5BF< 

V; EF4A84DF4@< >V59D59;C9><. �B84FB> E>?484єFьEO ; 86BI A9;4?9:A<I K4EF<A. В 
C9DLV= K4EF<AV >BD<EFG64K96V A484єFьEO @B:?<6VEFь HBD@4FG64F< H4=? EF4A84DFG 
G XML HBD@4F 6<>BD<EFB6GNK< ;4CDBCBAB64AV 6 DB5BFV F97<. �DG74 K4EF<A4 
CD4JNє ; H4=?4@< XML ;4;A4K9ABW EFDG>FGD<.  

�468O>< DB5BFV V; XML-H4=?4@<, 8B84FB> @4є ;@B7G 4A4?V;G64F< A9 G69Eь 
F9>EF, 4 ?<L9 C96AV F97<, MB ;A4KAB CB?97LGє =B7B DB5BFG. "F:9, 8B84FB> CB6<A9A 
6<>BAG64F< A4EFGCAV ;484KV:  

 HBD@4FG64F< H4=? EF4A84DFG G XML HBD@4F 6<>BD<EFB6GNK< 
;4CDBCBAB64AV 6 DB5BFV F97<; 

 K<F4AAO F9>EFG EF4A84DFV6 F4 C9D97?O8G VAL<I =B7B E>?48B6<I; 
 HBD@G64AAO VєD4DIVKAB7B ;@VEFG EF4A84DFG (MB 6 84AB@G 6<C48>G 

54;GєFьEO A4 4FD<5GF4I, 4 A9 F974I, 4 FB@G ;6<K4=AV XML-C4DE9D< F4 XML-6’NєD< 
A9 ECDB@B:AV 6<69EF< =B7B G A9B5IV8AB@G 6<7?O8V); 

 HBD@G64AAO EC<E>G A4O6A<I 6 EF4A84DFV ;B5D4:9Aь; 
 ;459;C9K9AAO @B:?<6BEFV CBLG>G 6<;A4K9Aь G B5D4AB@G EF4A84DFV; 
 ;459;C9K9AAO @B:?<6BEFV CBLG>G 6<;A4K9AAO 6 GEVI A4O6A<I 

EF4A84DF4I; 
 ;459;C9K9AAO @B:?<6BEFV CBLG>G ;4 E?B6B@ 45B 89>V?ь>B@4 E?B64@<. 

�B84FB> DB;DB5?9AB ; 6<>BD<EF4AAO@ E9D98B6<M4 Visual Studio, @B6< 
CDB7D4@G64AAO %# F4 F9IAB?B7VW VAF9DH9=EG Windows Forms. &9 8B;6B?Oє EF6BD<F< 
A4EFV?ьA<= 8B84FB>, O><= A484є @4>E<@4?ьA<= >B@HBDF CD< 6<>BD<EF4AAV 6 
BC9D4JV=AV= E<EF9@V Windows. �DV@ FB7B, 8B84FB> @4є ;DB;G@V?<= VAF9DH9=E, MB 
;459;C9KGє CDBEFBFG 6<>BD<EF4AAO F4 8BEFGC 8B A9B5IV8A<I HGA>JV=.  

$B;7?OA9@B 89F4?ьAVL9 DB5BFG ; >B:ABN K4EF<ABN DB;DB5?9AB7B 8B84F>G. 
В C9DLV= K4EF<AV >BD<EFG64K96V A484єFьEO @B:?<6VEFь HBD@4FG64F< H4=? 

EF4A84DFG. #VE?O ;4CGE>4 JVєW K4EF<A< ;’O6<FьEO 6V>AB, O> CDB89@BAEFDB64AB A4 
D<E.2. 

 
$8A. 2. ВV>AB CDB7D4@< 8?O HBD@4FG64AAO H4=?G EF4A84DFG 
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ВV>AB E>?484єFьEO V; FDьBI C4A9?9=. !4 C9DLV= C4A9?V DB;@VM9AV EC<E>< 8?O 
6<5BDG XML-F97G, O><= 6EF46?OF<@9FьEO 6 F9>EF EF4A84DFG, 4 F4>B: CD98EF46?9AV 
@B:?<6V 4FD<5GF< 6<5D4AB7B F97G. !4 8DG7V= C4A9?V DB;F4LB64A9 F9>EFB69 6V>AB, 6 
O>B@G 6V8B5D4:4F<@9FьEO F9>EF EF4A84DFG. ' JьB@G 6V>AV @B:A4 6<84?OF<, 8B8464F< 
F4 ;@VAN64F< 9?9@9AF< F9>EFG. !4 FD9FV= C4A9?V ;'O6<FьEO EC<EB> ;B5D4:9Aь, O>MB 
G 6<5D4AB@G EF4A84DFV >V59D59;C9>< є @4?NA>< V 6BA< A9 ;4>D<FV 6V8 >BCVN64AAO. 

#DBJ98GD4 8B8464AAO F97G F4 =B7B 4FD<5GFV6 C9D9854K4є 6<8V?9AAO 
CBFDV5AB7B F97G, 6<8V?9AAO K4EF<A< F9>EFG, MB 6V8ABE<FьEO 8B JьB7B F97G F4 
A4F<E>4AAO >ABC>< «Put to text». В D9;G?ьF4FV ;’O6<FьEO 6V>AB 6 O>B@G 6:9 8B84AB 
B5D4A<= F97 F4 A484єFьEO @B:?<6VEFь 6<;A4K<F< ; F9>EFG, MB є 4FD<5GF4@< B5D4AB7B 
F97G (D<E. 3). 

 
$8A. 3. �B8464AAO 4FD<5GFV6 8B B5D4AB7B F97G 

 

#VE?O ;4CGE>G 8DG7BW K4EF<A< G 6V>AV 6V8B5D4:4єFьEO VєD4DIVKA9 8D96B ;@VEFG 
EF4A84DFG F4 EC<EB> ;B5D4:9Aь, 4 F4>B: CB6V8B@?9AAO CDB A4O6AVEFь @B:?<6<I 
A954;B6<I F97V6. �4A4 6>?48>4 F4>B: 8B;6B?Oє CB6AVEFN C9D97?O84F< 6@VEF 
EF4A84DFG G >B@HBDFAB@G F4 ;DB;G@V?B@G 8?O >BD<EFG64K4 6<7?O8V  (D<E. 4). 

 
$8A. 4. ВV>AB 8?O C9D97?O8G ;@VEFG EF4A84DFG 

 

!4 9F4CV CBLG>G CDB7D4@4 8B;6B?Oє CDB6B8<F< CBLG> A9B5IV8ABW 
VAHBD@4JVW, 54;GNK<Eь 6 C9DLG K9D7G A4 F974I, MB @VEFOFь 6<;A4K9AAO. &B5FB 
45EB?NFAB 6EO VAHBD@4JVO, O>BN BC9DGє 84A<= 8B84FB> BFD<@GєFьEO E4@9 V; F97V6 
6IV8A<I XML-H4=?V6. В<;A4K9AAO 6 EF4A84DF4I є B8A<@< V; >?NKB6<I 9?9@9AFV6 
DB;G@VAAO GEьB7B =B7B ;@VEFG, FB@G ?97><= WI CBLG> EF4є 64:?<6BN ;484K9N. &4>B: 
;459;C9K9AAO @B:?<6BEFV CBLG>G 6<;A4K9AAO B8AB7B V FB7B : F9D@VAG G DV;A<I 
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EF4A84DF4I, EF4є 64:?<6<@ 9F4CB@ G, A4CD<>?48, CDB6989AAV CBDV6AO?ьAB7B 4A4?V;G 
EF4A84DFV6 F4 6<5BDG A4=5V?ьL CV8IB8OMB7B 8?O F<I K< VAL<I JV?9=. �459;C9K9AAO 
: CBLG>G ;4 E?B6B@ F4>B: є A9B5IV8ABN HGA>JVєN, MB ;A4KAB ECDBMGє 
BDVєAFG64AAO 6 8B84F>G F4 CBLG>G A9B5IV8AB7B @VEJO 6 F9>EFV ;4 8B6B?V >BDBF><= 
EFDB> – ;A4KAB L6<8L<= ;4 DGKA9 7BDF4AAO F9>EFG, BEB5?<6B G 69?<><I H4=?4I.  

 

$8A. 5. ВV>AB 8?O CBLG>G VAHBD@4JVW 6 F9>EFV EF4A84DFG 

 

&4>B: 6 8B84F>G C9D9854K9AV D94>JVW A4 DV;AV CB@<?>B6V 8VW >BD<EFG64K4, F4>V 
O> A9CD46<?ьAV A4F<E>4AAO A4 CB;<JVW, CB@<?>B6B ;4;A4K9AV 84AV FBMB – J9 DB5<Fь 
84A<= 8B84FB>-CB@VKA<> 8DG:AV@ 8B >BD<EFG64K4.  

"F:9, F4A89@ V; 84A<I 86BI CDB7D4@A<I CDB8G>FV6 6V8>D<64є AB6<= ECBEV5 
6;4є@B8VW V; EF4A84DF4@< >V59D59;C9><, O> A4 CDB7D4@AB@G DV6AV (FB5FB A4 9F4CV WI 
;59DV74AAO), F4> V A4 DV6AV >BD<EFG64K4. &4><@ K<AB@ 6<>BAGNFьEO B8D4;G 86V 
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DEVELOPMENT OF A SOFTWARE APPLICATION FOR WORKING WITH 

CYBER SECURITY STANDARDS 
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The work developed a software application aimed at working with cyber security standards and XML 

format files. The goal of this software application is to simplify the process of working with cybersecurity 

standards in XML format. The application will have an intuitive interface that will allow users to 

conveniently create, edit and view XML files related to cyber security. The International Organization for 

Standardization (ISO) develops and publishes standards that include recommendations and best practices 
for cybersecurity. These standards reflect global norms and best practices in the field of cyber security and 

are widely used in business and other sectors to ensure safety on the Internet. The main tasks of such a 

software product are to ensure comfortable and convenient interaction of the user with the content of cyber 

security standards, to create a platform for searching for the definitions required by the user in the standard 

and to interact with the text, as well as to provide the possibility of forming XML files according to a 

defined scheme based on existing files of cyber security standards in PDF format XML is a widespread 

format for storing and transmitting data and is most often used for storing technical documentation, 

therefore, in the context of storing standards, this format is quite promising and opens up more versatile 

opportunities for interaction with them. In the work, an analysis of the subject area and modern existing 

analogues was carried out - as a result of the analysis, it was found that all analogues do not provide the 

necessary tasks, and a list of tags and attributes was developed for the internal structuring of XML files of 

cyber security standards. The results of this work can be used during the educational process for the purpose 

of quick access for both teachers and students to the necessary standards and definitions, as well as 

comparison of definitions of terms from different standards. The practical value of this software product 

lies in the possibility of its active use by all participants of the educational process, as well as interested 

persons. 

Keywords: cyber security, information security, standard, ISO, XML file, tags, attributes, helper 
application. 
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�V;P:VABP <>6;828E <0@H@CBV2 4;O >4=>3> 035=B0 2 AC:C?=>ABV 7 
=5>1EV4=VABN ?@>0=0;V7C20B8 FV <0@H@CB8 4;O 1030BP>E 035=BV2, C=5<>6;82;Nє 
@VH5==O 107>2>3> 70240==O =02VBP 4;O =525;8:>3> 3@0D>2>3> ?@>AB>@C V :V;P:>ABV 
035=BV2. 

!0?@O<8 =0C:>28E 4>A;V465=P, C O:8E <>6=0 HC:0B8 <5B>48 @>72'O70==O 
107>2>W 7040GV: ?>-?5@H5, F5 B5>@VO <0H8==>3> =02G0==O 7 ?V4:@V?;5==O< O: C 
7030;P=><C 283;O4V [7], B0: V WW ?>EV4=0 ?V4>1;0ABP – <C;PB8035=B=5 =02G0==O 7 
?V4:@V?;5==O< [8], ?> 4@C35 F5 B5>@VO V3>@, 2 O:V9 4>A;V46CNBPAO >A>1;82>ABV 
270є<>4VW 035=BV2 7 @V7=8<8 FV;O<8, O:V =5 702648 71V30NBPAO[9]. 

 8 28:>@8AB>2Cє<> C ?52=><C A5=AV 72>@>B=89 ?V4EV4. �7O2H8 70 >A=>2C 
3V?>B57C ?@> 70AB>AC20==O 0;3>@8B<C �59:AB@8 2 C<>20E ?>AB0=>2:8 70240==O, 
CB>G=N20B8<5<>, O: B0 G8 V=H0 <>48DV:0FVO FP>3> 0;3>@8B<C <>65 4>72>;8B8 
28@VH8B8 2V4?>2V4=89 @V7=>284 70240==O. 

' FV9 @>1>BV ?5@5410G0єBPAO @>7C<V==O :0=>=VG=>3> 0;3>@8B<C �59:AB@8, 
>?8A O:>3> <>6=0 7=09B8 C @V7=8E 465@5;0E [10]. � ?>3;O4C 107>2>3> 70240==O 
4>A8BP 7=0B8, I> 0;3>@8B< �59:AB@8 7=0E>48BP =09:>@>BH89 <0@H@CB <V6 42><0 
2C7;0<8 3@0D0 V <0є >1G8A;N20;P=C A:;04=VABP O (nodes * log nodes + edges * log 

edges) 4;O @>7@V465=8E 3@0DV2. &5?5@ CO2V<>, I> 2 FP><C 6 3@0D>2><C ?@>AB>@V є 
I5 :V;P:0 B0:8E 035=BV2, O:V 28@VHCNBP B0:5 6 70240==O, 0;5 7 V=H8<8 
?>G0B:>28<8 B0 :V=F528<8 ?C=:B0<8. /:I> 28@VH8B8 70240==O :>6=>3> 7 =8E 
=570;56=> >48= 2V4 >4=>3>, <>65 28O28B8AO, I> @VH5==O (=09:>@>BHV <0@H@CB8) 
<0NBP A?V;P=V 4C38. !0 @8AC=:C 1 ?>:070=> =09:>@>BHV <0@H@CB8, 7=0945=V 
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0;3>@8B<>< �59:AB@8 4;O 42>E 035=BV2 =570;56=> >48= 2V4 >4=>3>. &CB sa1 B0 sa2 
– AB0@B>2V B>G:8 035=BV2, 0 fa1 B0 fa2 – WE :V=F52V B>G:8. �C30 2V4 2C7;0 a 4> 2C7;0 b 
28:>@8AB>2CєBPAO 2 >1>E <0@H@CB0E. 

 
$8A. 1. $57C;PB0B8 =570;56=>3> 28:>@8AB0==O 0;3>@8B<C 4;O 42>E 035=BV2. 

 

*5 =5 >7=0G0є =5<8=CG5, I> 035=B 1 V 035=B 2 28O2;OBPAO ?V4 G0A A2>єW 
?>4>@>6V >4=>G0A=> =0 F8E 4C30E. "4=0: O:I> =5 A?@>1C20B8 45B0;P=> 
2V4AB56C20B8 ?@>F5A ?5@5<VI5==O 035=BV2 C G0AV, D0:B A?V;P=>3> 28:>@8AB0==O 4C3 
C :V;P:>E =09:>@>BH8E <0@H@CB0E 7030;>< ?V428ICє 9<>2V@=VABP :>=D;V:BC C 
D>@<V >4=>G0A=>3> 28:>@8AB0==O 4V;O=:8 H;OEC (4C38). 

ІA=CNBP A?@>18 B0:>3> 2V4AB565==O. �>:@5<0, <>6=0 2V47=0G8B8 
?C1;V:0FVN �. %V;P25@0 [11]. "4=0: B0:89 ?V4EV4 4>A8BP @5AC@A><VAB:89, >A:V;P:8 
>7=0G0є ?V428I5==O @>7<V@=>ABV @>72'O7C20=>3> 70240==O. 

�2V4A8 28?;820є D>@<C;N20==O 70240==O O: 7=865==O 9<>2V@=>ABV B0:>3> 
@>4C :>=D;V:BV2 :V;P:><0 035=B0<8. 

"A=>2=0 V45O 4>A8BP ?@>AB0 B0 V=BCWB82=> A?@89<0єBPAO O: 045:20B=0. �0<> 
<>6;82VABP 035=BC 1 ?>1C4C20B8 A2V9 <0@H@CB 728G09=8< G8=><. #VA;O FP>3> 
4>40<> 4> 2038 2AVE 28:>@8AB0=8E C <0@H@CBV 4C3 45O:C 25;8G8=C 71V;PH5==O. 
#VA;O FP>3> =0 3@0DV, I> 7<V=82AO, A2>є 70240==O 28@VHCє 035=B 2. /:I> є 
=0ABC?=89 035=B, B> 7=>2C 2V41C20єBPAO 71V;PH5==O 203 4C3 V B.4.  

&5?5@ ?VA;O 71V;PH5==O 203 4C3 ;>3V:0 0;3>@8B<C �59:AB@8 4;O 035=B0 2 7 
<5=H>N 9<>2V@=VABN ?>1C4Cє <0@H@CB, I> 28:>@8AB>2Cє 1V;PH «206:V» 4C38. 
!0?@8:;04, 7040G0, ?@54AB02;5=0 =0 @8AC=:C 2 V7 70AB>AC20==O< 71V;PH5==O 2038 
=0 10 ?@872545 4> B>3>, I> 035=B 2 2815@5 <0@H@CB, I> =5 <0є 7030;P=8E 4C3 7 
<0@H@CB>< 035=B0 1. 

 
$8A. 2.  0@H@CB8 42>E 035=BV2 V7 28:>@8AB0==O< 71V;PH5==O 2038. 

 

*59 ?@8:;04 45<>=AB@Cє @>;P 25;8G8=8 71V;PH5==O 2038 4C38. /:18 C 
=02545=><C ?@8:;04V 71V;PH5==O 1C;> 1 <5=H5, =0?@8:;04 5, <0@H@CB 035=B0 2 
715@V3AO 1 B0:8< 65, O: =0 @8A. 1, B>1B> <02 18 <VAF5 :>=D;V:B A?V;P=>3> 
28:>@8AB0==O 4C38. *5 >7=0G0є, I> >4=8< V7 206;828E 0A?5:BV2 ?>40;PH>3> 
4>A;V465==O є @>7@>1:0 <5E0=V7<C 281>@C 5D5:B82=>3> 7=0G5==O 25;8G8=8 
71V;PH5==O. 

"?8A0=89 28I5 ?@89>< 70AB>AC20==O 0;3>@8B<C �59:AB@8 4;O 
7=0E>465==O =09:>@>BH>3> H;OEC 7 >4=>G0A=>N <V=V<V70FVєN :>=D;V:BV2 40;V 
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=07820B8<5<> 107>28< ?V4E>4><. &0:0 =0720 >1C<>2;5=0 B8<, I> 265 70@07 
?@>3;O40NBPAO <>48DV:0FVW FP>3> ?V4E>4C 4;O ?>4>;0==O 45O:8E 2;0AB828E 9><C 
>1<565=P. 

�;O 5:A?5@8<5=B0;P=>W ?5@52V@:8 107>2>3> ?>E>4C @>7@>1;5=> 2V4?>2V4=5 
#�. 

#;0= >1G8A;N20;P=>3> 5:A?5@8<5=BC <0є B0:89 283;O4. 
1. �5=5@Cє<> 3@0D ?@>AB>@C. 
2. $>7<VICє<> :V;P:0 035=BV2 C @V7=8E AB0@B>28E 2C7;0E B0 ?@87=0G0є<> W< 
FV;P>2V 2C7;8. 

3. �C4Cє<> 4;O :>6=>3> 035=B0 =09:>@>BH89 <0@H@CB 157 7<V=8 4C3 
3@0DV2 

4. "1G8A;Nє<> 45O:V C7030;P=5=V ?>:07=8:8, =0?@8:;04, AC<0@=C 
4>268=C <0@H@CBV2 2AVE 035=BV2. 

5. �C4Cє<> 4;O :>6=>3> 035=B0 =09:>@>BH89 <0@H@CB, 28:>=CNG8 
>?8A0=C 28I5 <>48DV:0FVN 4C3 3@0DV2 

6. "1G8A;Nє<> 45O:V C7030;P=5=V ?>:07=8:8, =0?@8:;04, AC<0@=C 
4>268=C <0@H@CBV2 2AVE 035=BV2. 

7. #>@V2=Nє<> ?0@0<5B@8, >1G8A;5=V =0 :@>FV 4 B0 6. 
 5B0 5:A?5@8<5=BC – 287=0G8B8 C<>28, C O:8E <5B>4 71V;PH5==O 203 4C3 

40є 045:20B=V 4;O ?@54<5B=>W >1;0ABV @57C;PB0B8. 
*59 ?;0= =0A?@024V C7030;P=5=89 V <>65 <0B8 <>48DV:0FVW, I> <0NBP @V7=V 

?@8:;04=V V=B5@?@5B0FVW. 
!091V;PH ?@8@>4=8< 2840єBPAO 28?04>:, :>;8: 
�) �@0D 4>A8BP ?>ABC?>2> ?>:@820є 52:;V4>289 ?@>ABV@. *5 <>65 1CB8, 

=0?@8:;04, ?@O<>:CB=0 AVB:0 V7 4>A8BP =525;8:8< @>7<V@>< :;VB8=. 

B) %B0@B>2V B>G:8 035=BV2 ?5@51C20NBP C 2V4=>A=V9 1;87P:>ABV >48= 2V4 
>4=>3>. 

C) �V=F52V B>G:8 035=BV2 7=0E>4OBPAO C 2V4=>A=V9 1;87P:>ABV >48= 2V4 
>4=>3>. 

�0<> 7<VAB>2=C V=B5@?@5B0FVN F8E C<>2. 
'<>20 A) 2 5:AB@5<0;P=><C 283;O4V >7=0G0є 287=0G5==O ?@>AB>@C 

<>6;828E ?5@5<VI5=P C 283;O4V 4@V1=>75@=8AB>W AVB:8 V7 :204@0B=8E :;VB8=. 
!5D>@<0;P=> F5 >7=0G0є 25;8:C A2>1>4C 281>@C =0?@O<C @CEC, I> 4>72>;Oє 
C=8:0B8 1V;PH>ABV :>=D;V:BV2. "4=0: =0 ?@0:B8FV B0:5 A5@54>28I5 =5 AB0=>28BP 
25;8:>3> V=B5@5AC, >A:V;P:8 2>=> =5 <VAB8BP ?5@5H:>4 V >1<565=P, I> 7040NBPAO 
HBCG=> AB2>@5=>N V =5 702648 @53C;O@=>N AB@C:BC@>N 3@0D0.  

'<>28 B) B0 C) >7=0G0NBP 1;87P:VABP 7030;P=>3> =0?@O<:C @CEC 035=BV2, I> 
?@872>48BP 4> 71V;PH5==O ?>B5=FV9=8E :>=D;V:BV2. 

�;O ?@>2545==O >?8A0=8E 28I5 5:A?5@8<5=BV2 1C;> @>7@>1;5=> 2V4?>2V4=V 
?@>3@0<=V :><?>=5=B8.  
"?8A >1G8A;N20;ь=8E 5:A?5@8<5=BV2. 'B>G=8<> C<>28 ?5@H>3> 5:A?5@8<5=BC. 
#@>ABV@ ?5@5<VI5=P 035=BV2 7040єBPAO 72065=8< >@Vє=B>20=8< 3@0D><, 
AE5<0B8G=> ?@54AB02;5=8< =0 @8AC=:C 3. (D0:B8G=> @>7<V@ 3@0D0 
5:A?5@8<5=B0;P=> 1C2 10E10). �>268=8 (2038) 25@B8:0;P=8E B0 3>@87>=B0;P=8E 
4C3 4>@V2=NNBP 1, 0 4>268=8 4V03>=0;59 √2, B>1B> <>45;NєBPAO AB0=40@B=0 
52:;V4>20 AVB:0. 
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$8A.3. �@0D, I> 28:>@8AB>2CєBPAO 2 5:A?5@8<5=B0E (D0:B8G=> 10E10). 

 

' ?5@HV9 A5@VW 5:A?5@8<5=BV2 10 035=BV2 @>7<VIC20;8AO 2 ;V2><C 
25@E=P><C :CB:C 3@0D0, V 2AV 2>=8 ?@03=C;8 ?>B@0?8B8 C =86=V9 ?@0289 :CB. 

�>65= 5:A?5@8<5=B C A5@VW 28@V7=O2AO A2>W< 7=0G5==O< 45;PB0 2038. ' 
B01;8FV 1 ?>:070=>, O: V7 7<V=>N 25;8G8=8 71V;PH5==O 2038 7<V=N20;0AO AC<0@=0 
2V4AB0=P, ?@>945=5 035=B0<8. 

&01;8FO 1 

%C<0@=V 4>268=8 <0@H@CBV2 70 @V7=8E ?@8@VAB 2038. 
�5;PB0 2038 %C<0@=0 2V4AB0=P 

0 127.279 

0.2 144.880 

0.4 152.994 

0.6 159.923 

0.8 165.923 

1 171.923 

 

"B65, A?>AB5@V30є<> >GV:C20=C 70:>=><V@=VABP. #@8 7@>AB0==V 71V;PH5==O 
2038 AC<0@=0 2V4AB0=P ?>ABC?>2> 7@>AB0є, >A:V;P:8 035=B8 AB0NBP 4540;V 
>15@56=VH8<8, =0<030NG8AP C=8:0B8 265 28:>@8AB0=V 4C38.  

*V:028< є :V;P:VABP :>=D;V:BV2, B>1B> A?V;P=> 28:>@8AB>2C20=8E 035=B0<8 
4C3 3@0D0. "4=0: F59 ?>:07=8: 1C45 <0;> @5?@575=B0B82=8<, O:I> FV :>=D;V:B8 
<>6CBP 2V41C20B8AO C @V7=V <><5=B8 <>45;P=>3> G0AC. 

&0:>6 ?@>3@0<0, I> <>45;Nє ?>254V=:C 035=BV2, ?>:07Cє 4>:;04=VHC 
V=D>@<0FVN ?@> <0@H@CB8 035=BV2 B0:8< G8=><: 
Agent 0, best path 0:0->1:1->2:2->3:3->4:4->5:5->6:6->7:7->8:8->9:9. 

Agent 1, best path 0:0->0:1->1:2->2:3->3:4->4:5->5:6->6:7->7:8->8:9->9:9. 

Agent 2, best path 0:0->1:0->2:1->3:2->4:3->5:4->6:5->7:6->8:7->9:8->9:9. 

Agent 3, best path 0:0->0:1->0:2->1:3->2:4->3:5->4:6->5:7->6:8->7:8->8:8->9:9. 

Agent 4, best path 0:0->1:0->2:0->3:1->4:2->5:3->6:4->7:5->8:6->9:7->9:8->9:9. 

Agent 5, best path 0:0->1:1->1:2->1:3->1:4->2:5->3:6->4:7->5:8->6:8->7:9->8:9->9:9. 

Agent 6, best path 0:0->1:1->2:1->3:1->4:1->5:2->6:3->7:4->8:5->8:6->8:7->8:8->9:9. 

Agent 7, best path 0:0->0:1->0:2->0:3->0:4->1:5->2:6->3:7->4:8->5:8->6:9->7:9->8:9-

>9:9. 

Agent 8, best path 0:0->1:0->2:0->3:0->4:0->5:1->6:2->7:3->8:4->8:5->9:6->9:7->9:8-

>9:9. 

�35=B 9, best path 0:0->1:1->2:2->3:3->4:4->5:5->6:6->7:7->8:8->9:9. 

*O D>@<0 =5 7@CG=0 4;O 0=0;V7C, >A:V;P:8 :>=D;V:B8 =5 284=> O2=> (BCB 
2>=8 4;O 7@CG=>ABV 284V;5=V ?V4:@5A;5==O<), B><C 1C;0 28:>=0=0 2V7C0;V70FVO 
<0@H@CBV2 035=BV2. !0 @8AC=:C 4 ?>:070=>, O: 283;O40NBP <0@H@CB8 035=BV2 ?@8 
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@V7=8E 71V;PH5==O 2038. �>=D;V:B8 ?>:070=V 70 4>?><>3>N ;V=V9, I> 
?>2B>@NNBPAO, I> 7'є4=CNBP 2C7;8. 

�5;PB0 2038 0.2 �5;PB0 2038 0.5 �5;PB0 2038 0.8 

   

$8A. 4. �V7C0;V70FVO :V;P:>E 20@V0=BV2 7=0E>465==O 035=B0<8 =09:>@>BH8E 
<0@H@CBV2 ?@8 @V7=8E 71V;PH5==OE 2038. 

 

' ?5@HV9 A5@VW 5:A?5@8<5=BV2 CAV 035=B8 <0;8 >4=0:>2V AB0@B>2V B0 FV;P>2V 
2C7;8. *5 7C<>2;Nє 4>A8BP G0ABV :>=D;V:B8 C 283;O4V A?V;P=>3> 28:>@8AB0==O 4C3. 
#@8 ?V428I5==V 25;8G8=8 71V;PH5==O 2038 4C3 035=B8 7<CH5=V H8@H5 
28:>@8AB>2C20B8 ?@>ABV@ ?>HC:C, I> 283;O40є V=BCWB82=> ?@8@>4=>. 

!0ABC?=89 5:A?5@8<5=B, =0 =0H ?>3;O4, 45<>=AB@Cє I5 FV:02VHC ?>254V=:C 
70?@>?>=>20=>3> <5E0=V7<C. &5?5@ <8 @>7<VICє<> :V;P:0 035=BV2 C @V7=8E 
AB0@B>28E 2C7;0E =5?>40;V: >48= 2V4 >4=>3> (2 >:>;8FV ;V2>3> 25@E=P>3> :CB0), 0 
FV;P>2V 2C7;8 7040є<> @V7=8<8, 0;5 2 >:>;8FV ?@02>3> =86=P>3> :CB0. �V;PH B>3>, 
:>=:@5B=V 2C7;8 <8 2:07Cє<> B0:, I>1 7<CA8B8 ?5@5B8=0B8AO <0@H@CB8 @V7=8E 
:;Vє=BV2. $57C;PB0B8 45O:8E 5:A?5@8<5=BV2 ?>:070=> @8AC=:C 5. �;O 7@CG=>ABV 
2V7C0;P=>3> 2V4AB565==O <0@H@CB8 @V7=8E 035=BV2 ?>:070=V @V7=>N B>2I8=>N 
;V=V9. &CB 10G8<>, I> 157 28:>@8AB0==O <5E0=V7<C 71V;PH5==O 2038 <0@H@CB8 
035=BV2 ?5@5B8=0NBPAO C 25;8:V9 :V;P:>ABV 4C3. �0AB>AC20==O 45;PB0 2038 V7 
7=0G5==O< 0.8 40є O:VA=> V=HC :0@B8=C.  0@H@CB8 035=BV2 6>4=>3> @07C =5 
?5@5B=C;8AO! �35=B8 7=09H;8 =5>G5284=V <0@H@CB8, I>1 C=8:=CB8 :>=D;V:BV2. 
#@8 FP><C AC<0@=0 ?@>945=0 2V4AB0=P 71V;PH8;0AO =57=0G=> (59.255 ?@>B8 
58.669) 

  
�030;P=89 H;OE 58.66904755. �5;PB0 2038 0.0 �030;P=89 H;OE 59.25483399. �5;PB0 2038 0.8 

$8A. 5. �V7C0;V70FVO ?>254V=:8 035=BV2, I> @>7B0H>20=V 2 >:>;8FV >48= 2V4 >4=>3> V 
<0NBP @V7=V FV;P>2V 2C7;8 
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#>@O4>: 28:>@8AB0==O 035=BV2 C ?@>F5AV 70AB>AC20==O 107>2>3> ?V4E>4C. Щ5 
>4=0 >A>1;82VABP 107>2>3> ?V4E>4C ?>;O30є 2 B><C, I> 9>3> @57C;PB0B8 70;568BP 
2V4 ?>@O4:C 28:>@8AB0==O 2 =P><C 035=BV2. ' 45O:8E 28?04:0E F59 ?>@O4>: =5 
<>6=0 7<V=8B8, >A:V;P:8 2V= є =0A;V4:>< >A>1;82>AB59 ?@54<5B=>W >1;0ABV. 
!0?@8:;04, O:I> ?>@O4>: 28:>@8AB0==O 035=BV2 ?>2'O70=89 V7 45O:8< ?>=OBBO< 
?@V>@8B5BC WE=P>W CG0ABV. /:I> 6 ?>A;V4>2=VABP 035=BV2 є 7>2=VH=V< G8==8:><, 
=02'O70=8< 0;3>@8B<C, <>6=0 70AB>AC20B8 45O:C ?@>F54C@C 0=0;V7C @V7=8E 
20@V0=BV2 ?>A;V4>2=>AB59 CG0ABV 035=BV2 2 0;3>@8B<V. 

!0ABC?=89 5:A?5@8<5=B 2V4@V7=OєBPAO 2V4 ?>?5@54=P>3> B8<, I> 2V4AB0=V 
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AN APPROACH TO THE ELIMINATION OF CONFLICTS IN MULTI-

AGENT SYSTEMS BASED ON DIJKSTRA'S ALGORITHM 

 

V.G.Penko, O.V.Penko, V.V.Kogan  
 

Odesa National University named after I. I. Mechnikov, 2 Dvoryanska St.,  

Odesa, Ukraine, 

e-mails: vpenko@onu.edu.ua, odael.odes@gmail.com, vladislav.kogan@gmail.com 
 

The task of path finding by an agent is one of the basic tasks and is of great practical importance. As a 

rule, this is an optimization task that is solved in the space of the state graph in order to minimize the 

length of the path. Such a task becomes more difficult and becomes even more popular if it is solved on 

the basis of one graph space by several agents. In this case, another practically important optimization 

parameter appears, which is expressed by the number of conflicts between agents. Such an abstract 

formulation of the task has numerous variants of formalization and a large number of approaches to its 

solution. In this paper, the main element of the approach is the application of the classic Dijkstra 

algorithm, which is executed sequentially by each agent. When finding the shortest route, each agent 

modifies the graph space in such a way as to reduce the probability of conflicts with subsequent agents. 
This approach is original and a number of computational experiments were performed to verify it using 

software developed for this purpose. The experiments that were conducted demonstrate the adequate 

behavior of the main algorithm. The work analyzes the limitations inherent in the proposed approach 

within the framework of the abstract formulation of the task. The directions of further development of the 

basic approach have been determined. 

Keywords: cooperative behavior of agents, Dijkstra's algorithm, multiagent systems, conflicts. 
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 5B0 @>1>B8 – ?V428I5==O 5D5:B82=>ABV 28O2;5==O <C;ьB8?;V:0B82=>3> 
HC<C O: >1@>1:8 F8D@>2>3> 7>1@065==O. 

�;O 4>AO3=5==O ?>AB02;5=>W <5B8 ?>B@V1=> 28:>=0B8 =0ABC?=V 7040GV. 
1. �>A;V48B8 ACG0A=V <5B>48 28O2;5==O ?>AB >1@>1:8 F8D@>2>3> 
7>1@065==O ?@8 9>3> D0;ьA8DV:0FVW. 

2. "1@0B8 <5B>4 28O2;5==O <C;ьB8?;V:0B82=>3> HC<C 4;O 4>A;V465==O 
9>3> 5D5:B82=>ABV 2 C<>20E 715@565==O 7>1@065==O ?VA;O ?>AB >1@>1:8 
C D>@<0BV 7 2B@0B0<8. 
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3. �8:>=0B8 <>48DV:0FVN 0;3>@8B<C <5B>40, 27OB>3> 70 >A=>2C, B0 
@50;V7C20B8 9>3> C ?@>3@0<=><C 4>40B:C. 

4. "FV=8B8 5D5:B82=VABь <>48DV:>20=>3> 0;3>@8B<C. 
 0F5Dі0?8 F0 @5FB48. ІA=Cє 45:V;ь:0 A?>A>1V2 287=0G5==O =0O2=>ABV ?>AB>1@>1:8 
C 7>1@065==V, A5@54 O:8E – <5B>4, 70A=>20=89 =0 0=0;V7V A8=3C;O@=8E G8A5; 
<0B@8FV 7>1@065==O (28O2;5==O @>7<8BBO, HBCG=>3> ?V428I5==O @V7:>ABV) [1], V 
<5B>4, 70A=>20=89 =0 0=0;V7V :>5DVFVє=BV2 48A:@5B=>3> :>A8=CA=>3> ?5@5B2>@5==O 
(28O2;5==O @>7<8BBO, <C;ьB8?;V:0B82=>3> HC<C 2 C<>20E 715@565==O ?VA;O 
>1@>1:8 157 2B@0B) [2].  

�8A:@5B=5 :>A8=CA=5 ?5@5B2>@5==O (��#) – F5 >@B>3>=0;ь=5 
?5@5B2>@5==O, O:5 28:>@8AB>2CєBьAO, 7>:@5<0, 2 >1@>1FV A83=0;V2 B0 AB8A=5==V 7 
2B@0B0<8 V 70A=>20=5 =0 ?5@5B2>@5==V (C@’є [3]. !0 =ь><C 107CєBьAO 
=09?>?C;O@=VH89 D>@<0B AB8A:C 7 2B@0B0<8 – JPEG. #5@52030 40=>3> D>@<0BC 2 
B><C, I> 2V= 4>72>;Oє 7<5=H8B8 709<0=89 D09;>< =0 48A:C ?@>ABV@ 4;O 
715@V30==O V 9>3> ?V4B@8<CNBь <0965 CAV 3@0DVG=V ?@>3@0<8 V 251-1@0C75@8, B><C 
9>3> G0AB> 28:>@8AB>2CNBь 2 A>FV0;ь=8E <5@560E [4]. 

%B8A=5==O 7>1@065==O 2V41C20єBьAO 70 B0:8<8 :@>:0<8: 
1.  0B@8FO 7>1@065==O 4V;8BьAO =0 1;>:8 8×8. 
2. �;O :>6=>3> 1;>:0 7>1@065==O 70AB>A>2CєBьAO ��# 70 D>@<C;>N  

 
�0 4>?><>3>N D>@<C;8 ��# 74V9A=NєBьAO ?5@5EV4 7 ?@>AB>@>2>W >1;0ABV C 

G0AB>B=C. &>1B> :>65= 1;>: 7>1@065==O ?@54AB02;OєBьAO C 283;O4V <0B@8FV 8×8, 
45 725@EC 7;V20 7=0E>4OBьAO =87ь:V G0AB>B8, O:V 2V4?>2V40NBь 70 D>=>2V 5;5<5=B8 
7>1@065==O, 0 7=87C A?@020 – 28A>:V G0AB>B8, O:V 2V4?>2V40NBь 70 :>=BC@8 (@8A. 2). 

 
$8E. 1. �;>: G0AB>B=>W >1;0ABV ��# 

 

3. �;5<5=B8 1;>:V2 4V;OBь =0 <0B@8FN :20=BC20==O B0 >:@C3;NNBь 4> 
=09<5=H>3> FV;>3>. ' @57C;ьB0BV 28A>:V G0AB>B8 <>6CBь >1=C;8B8AO, B><C 
=0 :>=BC@0E <>6CBь 28=8:=CB8 0@B5D0:B8.  

4. "B@8<0=0 <0B@8FO 70?8ACєBьAO C <0A82 7V3703>< 7;V20 =0?@02> 725@EC 2=87. 
"AB0==V =C;V =5 70?8ACNBьAO, B><C <0A82 709<0є <5=H5 1VB. 

$57G?ьF0F8 F0 B13B2BD5AAO. #VA;O 4>4020==O =0 7>1@065==O <C;ьB8?;V:0B82=>3> 
HC<C 71V;ьHCєBьAO 0<?;VBC40 :>5DVFVє=BV2 28A>:8E G0AB>B ��# (@8A. 3).  5B>4 
28O2;5==O <C;ьB8?;V:0B82=>3> HC<C =0 >A=>2V :>5DVFVє=BV2 ��# ?>;O30є C B><C, 
I> 28O2;OєBьAO B0:5 ?>@>3>25 7=0G5==O, O:5 4>72>;Oє 2V4@V7=8B8 >1@>1;5=5 
7>1@065==O 2V4 =5>1@>1;5=>3>. !0 @8AC=:C 284=>, I> =5>1@>1;5=V 7>1@065==O 
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<0NBь =01030B> <5=HC 0<?;VBC4C, =V6 >1@>1;5=V. �;5 B0: O: JPEG AB8A=5==O 
2?;820є =0 28A>:V G0AB>B8, C @07V 715@565==O 2 3V@HV9 O:>ABV 0<?;VBC40 1C45 
2V4@V7=OB8AO =01030B> <5=H5 (@8A. 5), >B65, 2V4@V7=8B8 >1@>1;5=5 7>1@065==O 2V4 
=5>1@>1;5=>3> 1C45 A:;04=VH5. 

"1G8A;N20;ь=89 5:A?5@8<5=B ?@>2545=> 7 28:>@8AB0==O< 1078 V7 100 
7>1@065=ь, :>6=5 7 O:8E 1C;> ?V440=> >1@>1FV <C;ьB8?;V:0B82=8< HC<>< 7 
48A?5@AVєN 0,005 V 715@565=> 2 jpeg C O:>ABV 2V4 0 4> 100 7 :@>:>< 5. �C;> 
7=0945=> @V7=8FN <0:A8<0;ь=>3> B0 <V=V<0;ь=>3> 7=0G5==O 28A>:8E G0AB>B 
(0<?;VBC4C) 42><0 @V7=8<8 A?>A>10<8 V 287=0G5=> 420 ?>:07=8:8.  

 

 

0.  1. 
$8E. 2. #>@V2=O==O :>5DVFVє=BV2 28A>:8E G0AB>B ��# >1@>1;5=>3> V 
=5>1@>1;5=>3> 7>1@065=ь, I> 715@565=V C D>@<0BV JPEG C O:>ABV 100 (0) B0 70(1) 

 

#>:07=8: 1 – @V7=8FO <V6 =091V;ьH8< V =09<5=H8< 7=0G5==O< 
CA5@54=5=8E :>5DVFVє=BV2 28A>:8E G0AB>B 1;>:V2 <0B@8FV F8D@>2>3> 7>1@065==O 
(:V;ь:VABь CA5@54=5=8E 7=0G5=ь 4>@V2=Nє :V;ь:>ABV 1;>:V2 <0B@8FV) (@8A. 6). 

#>:07=8: 2 – @V7=8FO <V6 =091V;ьH8< V =09<5=H8< CA5@54=5=8< ?> 
<0B@8FV 7=0G5==O< 28A>:>G0AB>B=>3> :>5DVFVє=B0 7 2V4?>2V4=8<8 V=45:A0<8 
(:V;ь:VABь CA5@54=5=8E 7=0G5=ь 4>@V2=Nє 9) (@8A. 6). 

 

 

 

0.  1. 
$8E. 3 – #>@V2=O==O 7>1@065=ь 157 <C;ьB8?;V:0B82=>3> HC<C (1) V 7 
<C;ьB8?;V:0B82=8< HC<>< (2), 45 #1– 0, #2– 1. 
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�0;V 1C;> ?@>0=0;V7>20=> #1 4;O 7>1@065=ь C @V7=V9 O:>ABV. !0 3@0DV:C 
(@8A. 4) 2V4>1@065=>, O: 7<V=NNBьAO A5@54=V 7=0G5==O #>:07=8:0 1 2 70;56=>ABV 
2V4 O:>ABV 715@565==O 7>1@065==O. #> >AV 01AF8A 2V4:;045=> 7=0G5==O O:>ABV, ?> 
>AV >@48=0B – #1.  

 

 

0.  1. 
$8E.4. %5@54=V 7=0G5==O #1(0) B0 #2 (1) 4;O 7>1@065=ь C @V7=V9 O:>ABV 
 

�84=>, I> ?VA;O 45O:>3> 7=0G5==O O:>ABV 3@0DV:8 =01;86CNBьAO >48= 4> 
>4=>3>. &5 A0<5 <>65<> A?>AB5@V30B8 V 4;O #2 (@8A. 8).   

"B65, 284=>, I> ?VA;O 45O:>3> 7=0G5==O O:>ABV AB0є =5<>6;828< 

2V4@V7=8B8 ?>:07=8:8 >1@>1;5=>3> V =5>1@>1;5=>3> 7>1@065=ь. 
�:A?5@8<5=B0;ь=8< H;OE>< 1C;> 287=0G5=> ?>@>3>2V :>5DVFVє=B8 V WE 

B>G=VABь (�%%) 70 D>@<C;>N: 
ACC=(TP+TN)/(TP+TN+FP+FN), 

45 TP – VAB8==> ?>78B82=V @57C;ьB0B8; 
TN – VAB8==> =530B82=V @57C;ьB0B8; 
FP – ?><8;:8 II @>4C, B>1B> E81=> ?>78B82=V @57C;ьB0B8; 
FN – ?><8;:8 I @>4C, B>1B> E81=> =530B82=V @57C;ьB0B8. 
�C;> >B@8<0=> 3@0DV: (@8A. 9), =0 O:><C ?>@V2=NNBьAO 7=0G5==O B>G=>ABV 

#1 V #2. �84=>, I> B>G=VABь #1 @V7:> ?040є 4;O 7>1@065=ь V7 O:VABN <5=H5 70, 0 
B>G=VABь #2 ?040є 4;O 7>1@065=ь V7 O:VABN <5=H5 90. &><C ?>40;ьHV @>7@0EC=:8 
1C;8 7@>1;5=V 4;O 7>1@065=ь V7 O:VABN 2V4 70 4> 100. 

 
$8E. 5. ACC ?>@>3>28E 7=0G5=ь 4;O 7>1@065=ь C @V7=V9 O:>ABV 
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#@>0=0;V7>20=> 100 7>1@065=ь, 4;O O:8E 287=0G5=> ?>@>3>289 :>5DVFVє=B, 
O:89 <0є =091V;ьHC B>G=VABь 28O2;5==O <C;ьB8?;V:0B82=>3> HC<C. �;O 7=0G5==O 
<C;ьB8?;V:0B82=>3> HC<C 0,005 1C;8 >B@8<0=V @57C;ьB0B8, I> ?@54AB02;5=V 2 
B01;. 1. 

&01?8FO 1  
#>@>3>2V 7=0G5==O ?>:07=8:V2 ?@8 imnoise = 0.005 

/:VABь 100 95 90 85 80 75 70 

#1 16.5524 17.698 19.4205 19.923

8 

10.615 11.502 2.9000 

ACC1 0.7850 0.7950 0.7900 0.7950 0.7550 0.7700 0.6150 

#><8;:8 2 
@>4C 

0.2150 0.2050 0.2100 0.2000 0.2450 0.2300 0.3850 

#><8;:8 1 
@>4C 

0 0 0 0.0050 0 0 0 

#2 0.0180 0.0158 0.0133 0.0087 0.0092 0.0051 0.0000 

ACC2 0.7900 0.8100 0.8250 0.5950 0.5400 0.5100 0.5000 

#><8;:8 2 
@>4C 

0.2150 0.1900 0.1750 0.4100 0.4600 0.4950 0.5000 

#><8;:8 1 
@>4C 

0.0100 0.0050 0 0 0.0100 0 0 

 

 >6=0 ?>10G8B8, I> A?>G0B:C #2 7 1V;ьH>N B>G=VABN 28O2;Oє HC<, 0;5 
?VA;O 7=0G5==O O:>ABV 90 B>G=VABь #1 71V;ьHCєBьAO, 0 #2 ?040є.  >6=0 7@>18B8 
28A=>2>:, I> 4;O @V7=8E 7=0G5=ь O:>ABV :@0I5 ?V4E>48Bь @V7=89 A?>AV1 ?>HC:C 
?>:07=8:V2.  

�>5DVFVє=B #1 ?V4E>48Bь 4;O 28O2;5==O <C;ьB8?;V:0B82=>3> HC<C C 
7>1@065==OE 7 O:VABN 2V4 98 4> 100 V 2V4 70 4> 89, #2 – 4;O 7>1@065=ь 7 O:VABN 2V4 
89 4> 97. "B@8<0=V B0:V ?>@>3>2V :>5DVFVє=B8 #1: 16.5524 4;O O:>ABV 100, 17.6982 
4;O 95, 19.4205 4;O 90, 19.4205 4;O O:>ABV 85, 10.6152 4;O O:>ABV 80, 11.5025 4;O 
O:>ABV 75, 2.9 4;O O:>ABV 70. #>@>3>2V :>5DVFVє=B8 #2 4>@V2=NNBь 0.0180 4;O 
O:>ABV 100, 0.0158 4;O 95, 0.0133 4;O 90, 0.0087 4;O 85, 0.0092 4;O 80, 0.0051 4;O 
75. 

!091V;ьH0 B>G=VABь 4>AO30єBьAO ?@8 #2 4;O O:>ABV 90-95, ?@8 Fь><C 
?><8;:8 2 @>4C AB0=>2;OBь 19% V 17.5% 2V4?>2V4=>, 0 ?><8;:8 1 @>4C – 0.5% V 0% 

2V4?>2V4=>, 0 B0:>6 7 #1 4;O O:>ABV 100 V 85 ?><8;:8 2 @>4C AB0=>2;OBь 21.5% V 
20%, 0 ?><8;:8 1 @>4C – 0 V 0.5% 2V4?>2V4=> (@8A. 6). 

 
$8E.6. #>@V2=O==O B>G=>ABV ?>@>3>28E :>5DVFVє=BV2 
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�8EAB2>8. �>A;V465=> 2?;82 AB8A=5==O JPEG =0 28O2;5==O <C;ьB8?;V:0B82=>3> 
HC<C 2 7>1@065==OE <5B>4><, 70A=>20=8< =0 0=0;V7V 28A>:8E G0AB>B ��#: 4;O 
7>1@065=ь, I> 715@V30NBьAO 7 O:VABN 2V4 70 4> 100, 1C;8 >B@8<0=V ?>@>3>2V 
:>5DVFVє=B8, I> 4>72>;ONBь 2V44V;8B8 >1@>1;5=V 7>1@065==O 2V4 =5>1@>1;5=8E. 
#>@>3>2V :>5DVFVє=B8 1C;8 @>7@0E>20=V 42><0 @V7=8<8 A?>A>10<8 (#1 V #2) =0 
>A=>2V 1078 V7 100 7>1@065=ь.  

�AB0=>2;5=>, I> B>G=VABь 28O2;5==O <C;ьB8?;V:0B82=>3> HC<C 70;568Bь 
2V4 ABC?5=O AB8A=5==O 7 2B@0B0<8. &>G=VABь 28O2;5==O HC<C A8;ь=> 7=86CєBьAO, 
:>;8 :>5DVFVє=B AB8A=5==O 2AB0=>2;5=> =86G5 70.  

#>:07=8: #1 ?V4E>48Bь 4;O 28O2;5==O <C;ьB8?;V:0B82=>3> HC<C C 
7>1@065==OE 7 O:VABN 2V4 98 4> 100 V 2V4 70 4> 89, #2 – 4;O 7>1@065=ь 7 O:VABN 2V4 
89 4> 97. "B@8<0=V B0:V ?>@>3>2V :>5DVFVє=B8 #1: 16.5524 4;O O:>ABV 100, 17.6982 
4;O 95, 19.4205 4;O 90, 19.4205 4;O O:>ABV 85, 10.6152 4;O O:>ABV 80, 11.5025 4;O 
O:>ABV 75, 2.9 4;O O:>ABV 70. #>@>3>2V :>5DVFVє=B8 #2 4>@V2=NNBь 0.0180 4;O 
O:>ABV 100, 0.0158 4;O 95, 0.0133 4;O 90, 0.0087 4;O 85, 0.0092 4;O 80, 0.0051 4;O 
75.  

!091V;ьH0 B>G=VABь 4>AO30єBьAO 7 #2 4;O O:>ABV 90-95, ?@8 Fь><C ?><8;:8 
2 @>4C AB0=>2;OBь 19% V 17.5%, 0 ?><8;:8 1 @>4C – 0.5% V 0%, 0 B0:>6 7 #1 4;O 
O:>ABV 100 V 85, ?><8;:8 2 @>4C AB0=>2;OBь 21.5% V 20%, 0 ?><8;:8 1 @>4C – 0 V 
0.5% 2V4?>2V4=>. 

%C8EB> ?іF5D0FGD8 
1. $>7C<O: �."., �>@V;> �.�. �>A;V465==O 45O:8E @>7:;040=ь V ?5@5B2>@5=ь 

<0B@8FV F8D@>2>3> 7>1@065==O O: >A=>20 <5B>40 28O2;5==O 
<C;ьB8?;V:0B82=>3> HC<C. "45A0: !'"#, 2022. 

2. �>@V;> �.�., �>@>;ь>20 Є."., $>7C<O: �.".  5B>4 28O2;5==O @>7<8BBO B0 
<C;ьB8?;V:0B82=>3> HC<C O: >1@>1:8 F8D@>2>3> 7>1@065==O =0 >A=>2V 
0=0;V7C :>5DVFVє=BV2 ��#. ІAфBр@ати>а та @ат5@атичAі @5тB4и в 
@B45?юваAAі. 2022. №3-4. %.23-31. 

3. Discrete cosine transform. URL: 

https://en.wikipedia.org/wiki/Discrete_cosine_transform 

4. Discrete cosine transform.  URL: 

https://www.mathworks.com/help/signal/ref/dct.html 

5. JPEG. URL: https://en.wikipedia.org/wiki/JPEG 
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DETECTION OF MULTIPLICATIVE NOISE IN DIGITAL IMAGES UNDER 

LOSSY STORAGE CONDITIONS 
 

K.O.Petruk, V.V.Zorilo, O.Yu.Lebedeva 

 

National Odesa Polytechnic University 

 Shevchenko Ave., 1, Odesa, 65044, Ukraine 

email: vikazarilo@gmail.com 

 
Methods of detecting violations of the integrity of digital information (digital photo, video, and audio 
files) play an important role for information and cyber security. Among the violations of the integrity of 

digital images, post-processing after possible falsification through cloning or photomontage can be 

singled out as a separate category. Post-processing can be done with various tools: blurring, sharpening, 

multiplicative noise, etc. The methods of detecting multiplicative noise are poorly illuminated in open 

sources. There is a method based on the analysis of the DCP coefficients of the digital image matrix, 

which has proven itself well when saving processed files without loss. However, it has not been tested 

when saved in a lossy format. The purpose of the work is to increase the effectiveness of multiplicative 

noise detection as a digital image processing. The computational experiment was carried out using a 

database of 100 images, each of which was subjected to multiplicative noise processing with a variance of 

0.005 and saved in jpeg as a quality from 0 to 100 with a step of 5. The difference between the maximum 

and minimum value of high frequencies (amplitude) was found in two different ways and two indicators 

are defined. It was established that the accuracy of multiplicative noise detection depends on the degree of 

lossy compression. The accuracy of noise detection is greatly reduced when the compression ratio is set 

below 70. The P1 indicator is suitable for detecting multiplicative noise in images with quality from 98 to 

100 and from 70 to 89, P2 - for images with quality from 89 to 97. The conducted research allowed to 

significantly improve the effectiveness of detecting multiplicative noise as a violation of the integrity of a 

digital image. 
Keywords: multiplicative noise, discrete cosine transformation, violation of digital image integrity. 
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 >728B>: V=D>@<0FV9=8E B5E=>;>3V9, 7>:@5<0, HBCG=>3> V=B5;5:BC, ?@872>48Bь 4> 
H8@>:>3> WE 70AB>AC20==O C 1030Bь>E AD5@0E =0H>3> 68BBO. �7 AB@V<:8< @>728B:>< 
HBCG=>3> V=B5;5:BC 7@>AB0є :V;ь:VABь 28?04:V2 9>3> 70AB>AC20==O 4;O 35=5@0FVW 
F8D@>28E 7>1@065=ь, 0C4V>, 2V45> B>I>. �V4@>1:0 F8D@>28E 0C4V> D09;V2 є 
=5157?5G=>N 7 B>G:8 7>@C 28:>@8AB0==O 7;>2<8A=8:0<8 4;O G8=5==O V=D>@<0FV9=>-

?A8E>;>3VG=>3> 2?;82C B0 <0=V?C;OFV9 ACA?V;ьAB2>< B0 >:@5<8<8 V=482V40<8. �A=CNBь 
ACG0A=V <5B>48 28O2;5==O 0C4V>-?V4@>1>:, 28:>=0=8E 70A>10<8 HBCG=>3> V=B5;5:BC. 
�>=8 <0NBь 28A>:C B>G=VABь, ?@8 Fь><C =5 ?>7102;5=V =54>;V:V2. �A=>2=8< =54>;V:>< 
є A:;04=0 0@EVB5:BC@0 B0 28A>:0 @5AC@A>є<=VABь. �5B>N 40=>N @>1>B8 є @>7@>1:0 
=59@>==>W <5@56V, O:0 4>72>;8;0 1 7 704>2V;ь=>N B>G=VABN 28O2;OB8 0C4V>-?V4@>1:C, 
B0 =02G0==O O:>W =5 28<030;> 1 7=0G=8E >1G8A;N20;ь=8E @5AC@AV2. �C;> >1@0=> <5B>4 
4;O <>48DV:0FVW, 0 A0<5 <5B>4 28O2;5==O 0C4V> ?V4@>1>: 7 28:>@8AB0==O< 73>@B:>2>W 
=59@>==>W <5@56V. �C;> <>48DV:>20=> <5B>4 28O2;5==O 0C4V> ?V4@>1>: H;OE>< 
?>1C4>28 <>45;V 7 =>2>N 0@EVB5:BC@>N 7 <5=H>N :V;ь:VABN H0@V2, I> 4>72>;8;> 
7=0G=> A:>@>B8B8 G0A>2V 28B@0B8 B0 ?>B@518 2 7=0G=8E >1G8A;N20;ь=8E @5AC@A0E 2 
?>@V2=O==V 7 0=0;>30<8. �B@8<0=V @57C;ьB0B8 5:A?5@8<5=BV2 V7 70AB>AC20==O< 
<>48DV:>20=>3> <5B>4C ?>:07CNBь 704>2V;ь=C 5D5:B82=VABь V B>G=VABь A8AB5<8. 
�><8;:8 1 @>4C A:;0;8 24%, ?><8;:8 4@C3>3> @>4C – 9%.  >7@>1;5=C <>48DV:0FVN 
@50;V7>20=> C ?@>3@0<=><C 4>40B:C V7 7@CG=8< V ?@>AB8< V=B5@D59A><. 
�?юч>ві A?>в0: HBCG=89 V=B5;5:B, =59@>==V <5@56V, 0C4V>-?V4@>1:0, 28O2;5==O 0C4V>-

D59:C. 
 

�ABC?. � @>728B:>< B5E=>;>3V9 ?>H8@5==O ?V4@>1;5=>3> :>=B5=BC 28:;8:0є 7=0G=5 
70=5?>:>є==O 2 @V7=8E AD5@0E. # B>9 G0A O: 2V7C0;ь=V ?V4@>1:8 ?@825@B0NBь 7=0G=C 
C203C, 0C4V> ?V4@>1:8 AB0;8 I5 >4=VєN AD5@>N, I> 28:;8:0є 70=5?>:>є==O.  

�C4V> ?V4@>1:8 <>6CBь 70240B8 7=0G=>W H:>48, 2:;NG0NG8 ?>H8@5==O 
457V=D>@<0FVW, 284020==O A515 70 V=HC >A>1C B0 <0=V?C;OFVW 7 0C4V> 4>:070<8. �V 
7@>AB0==O< ;53:>ABV AB2>@5==O ?5@5:>=;828E 0C4V> ?V4@>1>: ?>B@510 2 5D5:B82=8E 
<5E0=V7<0E WE 28O2;5==O AB0є ?5@H>G5@3>2>N. 

�>@V2=O=> 7 2V7C0;ь=8<8 ?V4@>1:0<8, :V;ь:VABь 7030;ь=>4>ABC?=8E =01>@V2 40=8E 
?@> 0C4V> ?V4@>1:8 є 2V4=>A=> >1<565=>N. "0:89 45DVF8B 40=8E AB2>@Nє ?@>1;5<8 4;O 
=02G0==O B0 >FV=:8 <>45;59 3;81>:>3> =02G0==O, A?5FV0;ь=> @>7@>1;5=8E 4;O 28O2;5==O 
0C4V> ?V4@>1>:. �8@VH5==O FVєW ?@>1;5<8 28<030є A?V;ь=8E 7CA8;ь C AB2>@5==V B0 
?>H8@5==V @V7=><0=VB=8E =01>@V2 40=8E ?@> 0C4V> ?V4@>1:8.  

�>45;V 3;81>:>3> =02G0==O <>6CBь 28<030B8 7=0G=>W >1G8A;N20;ь=>W 
?>BC6=>ABV, I> >1<56Cє WE=є @>73>@B0==O =0 ?@8AB@>OE 7 >1<565=8<8 @5AC@A0<8 01> 
?;0BD>@<0E ?>B>:>2>3> <>2;5==O 2 @50;ь=><C G0AV. �?B8<V70FVO <>45;59 4;O 
?V428I5==O 5D5:B82=>ABV 157 2B@0B8 B>G=>ABV є :;NG>28< =0?@O<:>< 4>A;V465=ь.  

�=B5@?@5B>20=VABь <>45;59 28O2;5==O 0C4V> ?V4@>1>: є :@8B8G=> 206;82>N 
?@>1;5<>N.  >7C<V==O B0 ?>OA=5==O ?@>F5AC ?@89=OBBO @VH5=ь, I> ;568Bь 2 >A=>2V F8E 
<>45;59, є 206;828<, >A>1;82> 2 N@848G=><C 01> AC4>2><C :>=B5:ABV, 45 ?@>7>@VABь V 
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4>2V@0 <0NBь ?5@H>@O4=5 7=0G5==O.  >7@>1:0 7@>7C<V;8E <5B>4V2 28O2;5==O 3;81>:8E 
?V4@>1>: є AD5@>N 0:B82=8E 4>A;V465=ь. 

�D5:B82=8<8 ACG0A=8<8 <5B>40<8 28O2;5==O 0C4V> ?V4@>1>: є =0ABC?=V.  
DeepSpectrum – F5 <>45;ь 3;81>:>3> =02G0==O, A?5FV0;ь=> @>7@>1;5=0 4;O 

0=0;V7C B0 :;0A8DV:0FVW A?5:B@>A:>?VG=8E 40=8E. 
DeepSpectrum 28:>@8AB>2Cє <>6;82>ABV 0;3>@8B<V2 3;81>:>3> =02G0==O 4;O 

02B><0B8G=>3> 28;CG5==O 7=0GCI8E E0@0:B5@8AB8: 7V A?5:B@>A:>?VG=8E 40=8E V 
AB2>@5==O B>G=8E ?@>3=>7V2 01> :;0A8DV:0FV9. �02G0NG8Aь =0 25;8:8E <0A820E 40=8E 
<VG5=8E A?5:B@V2, DeepSpectrum <>65 282G0B8 A:;04=V 70:>=><V@=>ABV B0 270є<>72'O7:8 
2 40=8E, I> 4>72>;Oє 9><C 28:>=C20B8 B0:V 70240==O, O: V45=B8DV:0FVO <0B5@V0;V2, 
:>=B@>;ь O:>ABV 01> 28O2;5==O 0=><0;V9 [5]. 

�4=VєN 7 :;NG>28E ?5@5203 DeepSpectrum є 9>3> 740B=VABь >1@>1;OB8 
28A>:>@>7<V@=V A?5:B@>A:>?VG=V 40=V, O:V G0AB> <VABOBь G8A;5==V A?5:B@0;ь=V A<C38 01> 
:0=0;8. �>45;ь <>65 5D5:B82=> DV:AC20B8 V ?@54AB02;OB8 A:;04=V A?5:B@0;ь=V 
>A>1;82>ABV, I> 4>72>;Oє ?@>2>48B8 =04V9=89 0=0;V7 V :;0A8DV:0FVN.  

�4=0:, O: V 1C4ь-O:0 <>45;ь <0H8==>3> =02G0==O, DeepSpectrum B0:>6 <0є ?52=V 
>1<565==O. �;O 4>AO3=5==O >?B8<0;ь=>W ?@>4C:B82=>ABV W9 ?>B@V1=0 7=0G=0 :V;ь:VABь 
<0@:>20=8E =02G0;ь=8E 40=8E, I> <>65 1CB8 ?@>1;5<>N 4;O >1;0AB59 7 >1<565=8<8 
01> 45DVF8B=8<8 40=8<8. �02G0==O <>45;V DeepSpectrum =0 =01>@V 40=8E 7 3000 281V@>: 
?>B5=FV9=> <>65 709=OB8 3>48=C =0 5?>EC 01> =02VBь 1V;ьH5. 

VGGish – F5 <>45;ь 3;81>:>3> =02G0==O, @>7@>1;5=0 4>A;V4=8Fь:>N 3@C?>N 
Google 7V HBCG=>3> V=B5;5:BC, A?5FV0;ь=> ?@87=0G5=0 4;O 70240=ь 0=0;V7C 0C4V>. �>=0 2 
?5@HC G5@3C 28:>@8AB>2CєBьAO 4;O 28;CG5==O 0C4V>-2:;045=ь 01> >7=0: 7V A?5:B@>3@0<, 
O:V ?>BV< <>6CBь 1CB8 28:>@8AB0=V 4;O @V7=8E 70240=ь, ?>2'O70=8E 7 0C4V>, B0:8E O: 
:;0A8DV:0FVO 0C4V>, 7VAB02;5==O AE>6>ABV 0C4V> 01> 28O2;5==O 0C4V>-?>4V9 [6]. 

�4=VєN 7 3>;>2=8E ?5@5203 VGGish є 9>3> 740B=VABь =02G0B8AO 1030B8< V 
48A:@8<V=0B82=8< @5?@575=B0FVO< 7 0C4V> 40=8E. �8:>@8AB>2CNG8 A2>N 3;81>:C 
0@EVB5:BC@C B0 25;8:C :V;ь:VABь ?0@0<5B@V2, I> =02G0NBьAO, VGGish <>65 70E>?;N20B8 
O: =87ь:>@V2=52V, B0: V 28A>:>@V2=52V E0@0:B5@8AB8:8 72C:C, I> @>18Bь 9>3> ?@840B=8< 
4;O H8@>:>3> A?5:B@C 70240=ь 0C4V>0=0;V7C. 

�@V< B>3>, VGGish =02G5=89 =0 25;8:><C =01>@V 0C4V>40=8E, I> 4>72>;Oє 9><C 
4>1@5 C7030;ь=N20B8 @V7=V 0C4V>4><5=8. �>?5@54=ь> =02G5=C <>45;ь VGGish, O:0 є 
7030;ь=>4>ABC?=>N, <>6=0 28:>@8AB>2C20B8 O: 5:AB@0:B>@ >7=0:, 45 28EV4=V 40=V 
?@><V6=8E H0@V2 <>45;V <>6CBь 1CB8 28:>@8AB0=V O: 21C4>2C20==O 0C4V> 4;O ?>40;ьH8E 
70240=ь. &5 4>72>;Oє :>@8ABC20G0< A:>@8AB0B8AO ?5@52030<8 282G5=8E @5?@575=B0FV9 
157 =5>1EV4=>ABV B@820;>3> =02G0==O =0 2;0A=8E =01>@0E 0C4V>40=8E.  

)5 >4=VєN ?5@5203>N VGGish є ?@>AB>B0 28:>@8AB0==O B0 V=B53@0FVW. �>45;ь 
4>ABC?=0 O: @50;V70FVO TensorFlow, I> @>18Bь WW AC<VA=>N 7 @V7=8<8 D@59<2>@:0<8 
3;81>:>3> =02G0==O V 4>72>;Oє ;53:> V=B53@C20B8 2 VA=CNGV @>1>GV ?@>F5A8.  

�4=0: VA=Cє @878: =04<V@=>W 040?B0FVW, >A>1;82> ?@8 @>1>BV 7 >1<565=>N 
:V;ь:VABN <VG5=8E 40=8E. /:I> =02G0;ь=89 =01V@ 40=8E 2V4=>A=> =525;8:89, <>45;ь 
<>65 ?>30=> C7030;ь=N20B8 =52848<V 0C4V>-7@07:8, I> ?@872545 4> 7=865==O 
?@>4C:B82=>ABV. 

�02G0==O B0 28:>@8AB0==O <>45;V <>65 28<030B8 7=0G=8E >1G8A;N20;ь=8E 
@5AC@AV2, 2:;NG0NG8 ?0<'OBь B0 >1G8A;N20;ь=C ?>BC6=VABь. �02G0==O <>45;V =0 
=87ь:>?@>4C:B82=8E 01> >1<565=8E 2 @5AC@A0E ?@8AB@>OE <>65 1CB8 A:;04=8<, 0 
28A=>2>: 2 @50;ь=><C G0AV =0 B0:8E ?@8AB@>OE B0:>6 <>65 1CB8 A:;04=8< 2 
>1G8A;N20;ь=><C ?;0=V. �02G0==O <>45;V VGGish =0 =01>@V 40=8E 7 3000 281V@>: 
?>B5=FV9=> <>65 709=OB8 :V;ь:0 3>48= =0 5?>EC 01> =02VBь 1V;ьH5.  
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�07=0G5=V <>45;V 4>72>;ONBь 7 28A>:>N B>G=VABN 28O2;OB8 0C4V>-?V4@>1:8, >4=0: 
F5 28<030є 7=0G=8E >1G8A;N20;ь=8E @5AC@AV2, I> CA:;04=Nє WE 28:>@8AB0==O 2 ?>1CBV 
01> 2 C<>20E =5<>6;82>ABV 4>ABC?C 4> V=B5@=5BC 01> E<0@=8E A5@2VAV2.  

�5B>N 40=>N @>1>B8 є @>7@>1:0 =59@>==>W <5@56V, O:0 4>72>;8;0 1 7 704>2V;ь=>N 
B>G=VABN 28O2;OB8 0C4V>-?V4@>1:C, B0 =02G0==O O:>W =5 28<030;> 1 7=0G=8E 
>1G8A;N20;ь=8E @5AC@AV2. 
 0B5@і0?8 B0 @5B>48. /: 0;ьB5@=0B82C 707=0G5=8< <5B>40<, >A=>2=8< =54>;V:>< O:8E 
є ?>B@510 C 25;8:8E >1G8A;N20;ь=8E ?>BC6=>ABOE, 2 40=V9 @>1>BV 70?@>?>=>20=> 
=0ABC?=C <>45;ь =59@>==>W <5@56V. 

�>45;ь, ?>1C4>20=0 70 4>?><>3>N Sequential API, <0є H0@C20BC AB@C:BC@C, O:0 
?>є4=Cє H0@8 Conv2D, MaxPooling2D, Flatten B0 Dense.  >73;O=5<> :>65= :><?>=5=B 
1V;ьH 45B0;ь=>: 

(0@8 Conv2D: �8:>@8AB>2CNBьAO 420 H0@8 Conv2D 7 16 DV;ьB@0<8 :>65=. &V 
H0@8 28:>=CNBь >?5@0FVW 73>@B:8 =04 2EV4=>N 0C4V> A?5:B@>3@0<>N, O:0 ?@54AB02;Oє 
72C: C 2V7C0;ь=><C D>@<0BV. �0AB>A>2CNG8 DV;ьB@8 3×3, <>45;ь <>65 28>:@5<;N20B8 
;>:0;ь=V >A>1;82>ABV 7V A?5:B@>3@0<8, DV:ACNG8 >A=>2=V ?0B5@=8, ?>2'O70=V 7 0C4V> 
A83=0;><. �01V@ DV;ьB@V2, B0:>6 2V4><8E O: O4@0, C 73>@B:>2><C H0@V 73>@B:>2>W 
=59@>==>W <5@56V – F5 =01V@ <0B@8Fь, O:V 28:>@8AB>2CNBьAO 4;O 73>@B:8 7 2EV4=8<8 
40=8<8 [1]. 

�>6=5 O4@> 28:>=Cє >?5@0FVN 73>@B:8 2EV4=8E 40=8E. �V4 G0A >?5@0FVW 73>@B:8 
O4@> :>270є ?> 2EV4=8< 40=8< (=0?@8:;04, ?> 7>1@065==N) V >1G8A;Nє A:0;O@=89 
4>1CB>: <V6 5;5<5=B0<8 O4@0 V 2V4?>2V4=8<8 2EV4=8<8 5;5<5=B0<8.  57C;ьB0B>< Fь>3> 
>1G8A;5==O є =>20 <0B@8FO, O:0 =07820єBьAO :0@B>N >7=0: 01> :0@B>N 73>@B:8.  

�01V@ DV;ьB@V2 C H0@V 73>@B:8 4>72>;Oє 28O2;OB8 @V7=V ;>:0;ь=V >A>1;82>ABV 
2EV4=8E 40=8E. �>65= DV;ьB@ <>65 A?5FV0;V7C20B8AO =0 28O2;5==V ?52=8E >A>1;82>AB59, 
B0:8E O: :>=BC@8, B5:ABC@8 01> D>@<8. �V;ь:0 DV;ьB@V2 <>6=0 28:>@8AB>2C20B8 4;O 
28O2;5==O @V7=8E >A>1;82>AB59 C @V7=8E G0AB8=0E 2EV4=8E 40=8E. �0?@8:;04, 45O:V 
DV;ьB@8 <>6CBь 28O2;OB8 25@B8:0;ь=V :>=BC@8, V=HV – 3>@87>=B0;ь=V, 0 B@5BV – 

>A>1;82>ABV B5:ABC@8. 
"0:8< G8=><, =01V@ DV;ьB@V2 C 73>@B:>2><C H0@V 4>?><030є <>45;V 28O2;OB8 V 

@>7?V7=020B8 @V7=V >A>1;82>ABV C 2EV4=8E 40=8E, D>@<CNG8 :0@BC >A>1;82>AB59, O:0 
?5@540єBьAO =0 =0ABC?=89 @V25=ь <5@56V 4;O ?>40;ьH>3> 0=0;V7C V 28:>=0==O 70240=ь, 
B0:8E O: :;0A8DV:0FVO 01> 28O2;5==O >1'є:BV2. 

$C=:FVO 0:B820FVW: $C=:FVO 0:B820FVW Rectified Linear Unit (ReLU) 
28:>@8AB>2CєBьAO ?VA;O :>6=>3> H0@C Conv2D. $C=:FVO ReLU (Rectified Linear Unit) є 
0:B820FV9=>N DC=:FVєN, G0AB> 28:>@8AB>2C20=>N 2 =59@>==8E <5@560E. �>=0 ?@89<0є 
2EV4=5 7=0G5==O V ?>25@B0є <0:A8<C< <V6 =C;5< V 2EV4=8< 7=0G5==O<. ReLU 2=>A8Bь 
=5;V=V9=VABь C <>45;ь, 4>72>;ONG8 W9 282G0B8 A:;04=V 270є<>72'O7:8 <V6 284V;5=8<8 
>7=0:0<8. &O =5;V=V9=0 0:B820FVO ?>;53HCє 740B=VABь <>45;V 2;>2;N20B8 A:;04=V 45B0;V 
B0 48A:@8<V=0FV9=V E0@0:B5@8AB8:8, ?@8ACB=V 2 0C4V> 40=8E. �0B5<0B8G=5 
?@54AB02;5==O ReLu DC=:FVW =0ABC?=5 �(�)  =  ���(0, �).    

(0@8 MaxPooling2D: �20 H0@8 MaxPooling2D A;V4CNBь 70 H0@0<8 Conv2D. &V 
H0@8 28:>=CNBь 40C=A5<?;V=3, 2818@0NG8 <0:A8<0;ь=V 7=0G5==O C 2V:=V >1'є4=0==O. 
�<5=HCNG8 ?@>AB>@>2V @>7<V@8 2EV4=8E 40=8E, MaxPooling2D 4>?><030є 715@53B8 
=091V;ьH 206;82C V=D>@<0FVN, 7<5=HCNG8 ?@8 Fь><C >1G8A;N20;ь=C A:;04=VABь [2]. 

 (0@ <0:A8<0;ь=>3> ?C;V=3C 70AB>A>2CєBьAO 70728G09 ?VA;O 73>@B:>28E H0@V2 C 
73>@B:>28E =59@>==8E <5@560E. �>3> >A=>2=0 <5B0 – 7<5=H8B8 ?@>AB>@>2V @>7<V@8 :0@B 
>7=0:, CIV;ь=NNG8 V=D>@<0FVN V 28BO3CNG8 =09206;82VHV >7=0:8. 
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&5 4>?><030є 7=878B8 :V;ь:VABь ?0@0<5B@V2 C <>45;V, A:>@>B8B8 >1G8A;N20;ь=C 
A:;04=VABь V 7@>18B8 <>45;ь ABV9:VH>N 4> =525;8:8E ?5@5:;040Fь:8E A?>B2>@5=ь 
2EV4=8E 40=8E. 

�0728G09 H0@8 <0:A8<0;ь=>3> ?C;V=3C 70AB>A>2CNBьAO ?>A;V4>2=> V7 
73>@B:>28<8 H0@0<8 4;O 7<5=H5==O ?@>AB>@>28E @>7<V@V2 :0@B >7=0:. &5 40є 7<>3C 
<>45;V 7>A5@548B8AO =0 =091V;ьH 7=0GCI8E >7=0:0E V ?>:@0ICє V=20@V0=B=VABь 4> 
<0AHB01C20==O B0 ?5@5<VI5=ь >1'є:BV2 =0 7>1@065==V. 

(0@ Flatten: (0@ Flatten ?@87=0G5=89 4;O ?5@5B2>@5==O 1030B>28<V@=8E 40=8E, 
>B@8<0=8E =0 ?>?5@54=VE H0@0E, 2 >4=>28<V@=89 25:B>@. &5 ?5@5B2>@5==O 3>BCє 40=V 4;O 
=0ABC?=8E ?>2=VABN 7'є4=0=8E H0@V2, 4>72>;ONG8 <>45;V 282G0B8 3;>10;ь=V >A>1;82>ABV 
72C:C [3].  

�VA;O 70AB>AC20==O 73>@B:>28E H0@V2 C 73>@B:>28E =59@>==8E <5@560E, 28EV4=V 
40=V <>6CBь <0B8 D>@<C B@828<V@=>3> B5=7>@0, =0?@8:;04, (batch_size, height, width, 
channels), 45 batch_size – @>7<V@ ?0:5B0 (batch), height V width – @>7<V@8 28A>B8 V H8@8=8, 
0 channels – :V;ь:VABь :0=0;V2. 

�?5@0FVO Flatten() ?5@5B2>@Nє FV B@828<V@=V 40=V 2 >4=>28<V@=89 25:B>@, 
>1'є4=CNG8 2AV 5;5<5=B8 2 ?>A;V4>2=VABь. "0:8< G8=><, :>65= 5;5<5=B B@828<V@=>3> 
B5=7>@0 AB0є >:@5<8< 5;5<5=B>< >4=>28<V@=>3> 25:B>@0. 

�?5@0FVO Flatten() 28:>@8AB>2CєBьAO 4;O ?5@5E>4C 2V4 73>@B:>28E H0@V2 4> 
?>2=>72'O70=8E H0@V2 =59@>==>W <5@56V. �VA;O FVєW >?5@0FVW 40=V <>6CBь 1CB8 ?>40=V =0 
H0@8 7 ?>2=>72'O7=8<8 =59@>=0<8, O:V >GV:CNBь >4=>28<V@=V 2E>48. &5 40є 7<>3C 
=59@>==V9 <5@56V <>45;N20B8 A:;04=V 70;56=>ABV <V6 >7=0:0<8 V 7@>18B8 ?@>3=>78 01> 
:;0A8DV:0FVN =0 >A=>2V F8E 40=8E. 

(0@ Dense:: �>2=>72'O7=V H0@8 (Dense Layers) C =59@>==8E <5@560E 2V4V3@0NBь 
@>;ь >1'є4=0==O >7=0:, >B@8<0=8E V7 ?>?5@54=VE H0@V2, V <>45;N20==O A:;04=VH8E 
70;56=>AB59 C 40=8E [4]. 

�>=8 2AB0=>2;NNBь 72'O7:8 <V6 :>6=8< =59@>=>< C ?>B>G=><C H0@V B0 :>6=8< 
=59@>=>< C ?>?5@54=ь><C H0@V. &5 >7=0G0є, I> :>65= 28EV4=89 A83=0; V7 ?>?5@54=ь>3> 
H0@C 2?;820є =0 :>65= =59@>= C ?>2=>72'O7=><C H0@V. 

�>65= =59@>= C ?>2=>72'O7=><C H0@V >B@8<Cє 72065=C AC<C 2EV4=8E A83=0;V2, 45 
:>65= 2EV4=89 A83=0; <=>68BьAO =0 A2>N 2V4?>2V4=C 203C. �038 287=0G0NBьAO ?V4 G0A 
=02G0==O <>45;V V O2;ONBь A>1>N ?0@0<5B@8, O:V <>45;ь =0<030єBьAO >?B8<V7C20B8.  

�VA;O >1G8A;5==O 72065=>W AC<8, =59@>=8 ?>2=>72'O7=>3> H0@C 70AB>A>2CNBь 
DC=:FVN 0:B820FVW 4> @57C;ьB0BC. $C=:FVO 0:B820FVW 4>40є =5;V=V9=VABь C <>45;ь, 40NG8 
7<>3C <>45;V 0?@>:A8<C20B8 A:;04=V =5;V=V9=V 70;56=>ABV 2 40=8E.  

�8EV4=89 A83=0; :>6=>3> =59@>=0 2 ?>2=>72'O7=><C H0@V O2;Oє A>1>N @57C;ьB0B 
70AB>AC20==O DC=:FVW 0:B820FVW 4> 72065=>W AC<8 2EV4=8E A83=0;V2. &V 28E>48 <>6CBь 
?5@54020B8AO =0ABC?=><C H0@C 2 =59@>==V9 <5@56V 01> 28:>@8AB>2C20B8AO 4;O 7@>18B8 
?@>3=>78, =0?@8:;04, C 70240==V :;0A8DV:0FVW. 

�>2=>72'O7=V H0@8 40NBь 7<>3C <>45;N20B8 A:;04=VHV 70;56=>ABV <V6 >7=0:0<8 
B0 AB2>@N20B8 1V;ьH 3=CG:V B0 28@07=V <>45;V. �E G0AB> 28:>@8AB>2CNBь =0?@8:V=FV 
=59@>==>W <5@56V 4;O CE20;5==O @VH5=ь 01> 2840GV >AB0B>G=8E 28E>4V2 <>45;V.  

�> <>45;V 2:;NG5=> 420 ?>2=>72'O7=V H0@8. �5@H89 IV;ь=89 H0@ A:;040єBьAO 7 
128 >48=8Fь V 28:>@8AB>2Cє DC=:FVN 0:B820FVW ReLU. &59 H0@ 28:>=Cє =5;V=V9=V 
?5@5B2>@5==O 2EV4=8E 40=8E, 284V;ONG8 >7=0:8 28I>3> @V2=O. �AB0==V9 IV;ь=89 H0@ 
A:;040єBьAO 7 >4=>3> 5;5<5=B0 7 A83<>W4=>N DC=:FVєN 0:B820FVW, I> 40є 9<>2V@=VA=89 
28EV4 4;O 7040G 1V=0@=>W :;0A8DV:0FVW. 

�8I573040=0 0@EVB5:BC@0 <>45;V, ?@54AB02;5=0 =0 @8AC=:C 1, ?@>?>=Cє :V;ь:0 
?><VB=8E ?5@5203 4;O 7040G :;0A8DV:0FVW 0C4V>: 
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1) 284V;5==O ;>:0;ь=8E >A>1;82>AB59 – H0@8 Conv2D 4C65 5D5:B82=> 
284V;ONBь ;>:0;ь=V >A>1;82>ABV 2 0C4V> A?5:B@>3@0<V. �3>@B0NG8 DV;ьB@8 =04 
=525;8:8<8 A?@89=OB;828<8 ?>;O<8, <>45;ь <>65 282G0B8 7=0GCIV ?@54AB02;5==O 
;>:0;ь=8E ?0B5@=V2, 2:;NG0NG8 G0A>2V B0 A?5:B@0;ь=V E0@0:B5@8AB8:8. &O 740B=VABь 
2;>2;N20B8 4@V1=V 45B0;V ?V428ICє 48A:@8<V=0FV9=C 740B=VABь <>45;V;  

2) Vє@0@EVG=5 ?@54AB02;5==O – H0@8 Conv2D V MaxPooling2D, I> =0:;040NBьAO 
>48= =0 >4=>3>, ?>;53HCNBь AB2>@5==O Vє@0@EVG=>3> ?@54AB02;5==O 72C:>28E 
E0@0:B5@8AB8:. �>G0B:>2V H0@8 70E>?;NNBь =87ь:>@V2=52V 5;5<5=B8, B0:V O: :@0W, 
B5:ABC@8 B0 >A=>2=V :><?>=5=B8 72C:C. �>;8 V=D>@<0FVO ?@>E>48Bь G5@57 =0ABC?=V H0@8, 
282G0NBьAO 1V;ьH A:;04=V B0 01AB@0:B=V ?@54AB02;5==O. &O Vє@0@EVG=0 AB@C:BC@0 
4>72>;Oє <>45;V 28>:@5<;N20B8 O: =87ь:>@V2=52V, B0: V 28A>:>@V2=52V >7=0:8 7 2EV4=>W 
A?5:B@>3@0<8; 

 
$8A. 1. �@EVB5:BC@0 <>45;V 
 

3) =5;V=V9=VABь V DC=:FVW 0:B820FVW – 2:;NG5==O DC=:FV9 0:B820FVW ReLU 2=>A8Bь 
2 <>45;ь =5;V=V9=VABь. &O =5;V=V9=VABь є 68BBє2> 206;82>N 4;O 2V4>1@065==O A:;04=8E 
270є<>72'O7:V2, ?@8ACB=VE 2 0C4V>40=8E, O:V G0AB> 45<>=AB@CNBь =5;V=V9=V ?0B5@=8 V 
70;56=>ABV. $V=0;ь=0 A83<>W4=0 DC=:FVO 0:B820FVW 4>72>;Oє <>45;V 28@>1;OB8 
9<>2V@=VA=89 28EV4, I> @>18Bь WW ?@840B=>N 4;O 7040G 1V=0@=>W :;0A8DV:0FVW;  

4) 5D5:B82=VABь ?0@0<5B@V2: 0@EVB5:BC@0 <>45;V 70157?5GCє 10;0=A <V6 71>@>< 
@5;520=B=>W V=D>@<0FVW B0 C=8:=5==O< =04<V@=>3> =0;0HBC20==O. �8:>@8AB>2CNG8 
?><V@=C :V;ь:VABь DV;ьB@V2 B0 >?5@0FV9 >1'є4=0==O, <>45;ь 7<5=HCє :V;ь:VABь ?0@0<5B@V2 
?>@V2=O=> 7 1V;ьH 3;81>:8<8 0@EVB5:BC@0<8. "0:0 5D5:B82=VABь ?0@0<5B@V2 @>18Bь 
<>45;ь >1G8A;N20;ь=> 5D5:B82=>N, 4>72>;ONG8 W9 >1@>1;OB8 1V;ьHV =01>@8 40=8E V 
7<5=HCNG8 @878: ?5@5=02G0==O, >A>1;82> ?@8 @>1>BV 7 >1<565=>N =02G0;ь=>N 
281V@:>N. 
$57C?ьB0B8. "@5=C20==O <>45;V =0 40B0A5BV 2 3000 5:75<?;O@V2 709=O;> AC<0@=89 G0A 2 
?V23>48=8, 1C;> ?@>2545=> 5 5?>E B@5=C20==O. �8:>=0=> <>48DV:0FVN <5B>4C 28O2;5==O 
0C4V> ?V4@>1>: 7 28:>@8AB0==O< =59@>==>W <5@56V. �0 ?>?5@54=V< @57C;ьB0B>< 
B@5=C20==O 2?52=5=VABь A:;0;0 1;87ь:> 90%. �>@V2=O=> 7 0=0;>30<8 F5 3V@H5 2V4=>A=> 
B>G=>ABV <>45;V, 0;5 :@0I5 2 28:>@8AB0==V >1<565=>W :V;ь:>ABV @5AC@AV2. �0 @8A.2  

G5@2>=8< ?>7=0G5=> @57C;ьB0B, >B@8<0=89 =0 =02G0;ь=><C 40B0A5BV, A8=V< – =0 40=8E 
B5ABC20==O.  
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            0.                                                                    1. 

$8A. 2. �@0DV:8 2?52=5=>ABV (0) V  ?>2=>B8 (1) <>45;V 
 

Precision (2?52=5=VABь) – F5 ?>:07=8: 5D5:B82=>ABV <>45;V 2 :>=B5:ABV 1V=0@=>W 
:;0A8DV:0FVW, O:89 28<V@Nє G0AB:C 2V@=> :;0A8DV:>20=8E ?>78B82=8E @57C;ьB0BV2 A5@54 
CAVE 5:75<?;O@V2, O:V <>45;ь ?5@5410G8;0 O: ?>78B82=V. �V= 40є 7<>3C >FV=8B8, =0A:V;ь:8 
B>G=> <>45;ь V45=B8DV:Cє VAB8==> ?>78B82=V 5:75<?;O@8. 

Recall (?>2=>B0) – F5 ?>:07=8: 5D5:B82=>ABV <>45;V, O:89 28<V@Nє 740B=VABь 
<>45;V ?@028;ь=> V45=B8DV:C20B8 ?>78B82=V 5:75<?;O@8 A5@54 7030;ь=>W :V;ь:>ABV 
4V9A=8E ?>78B82=8E 5:75<?;O@V2 C =01>@V 40=8E. �V= 40є CO2;5==O ?@> B5, =0A:V;ь:8 
<>45;ь 740B=0 28O2;OB8 2AV ?>78B82=V ?@8:;048 01> <V=V<V7C20B8 ?><8;:>2V =530B82=V 
@57C;ьB0B8. 

�VA;O ?@>2545==O B5ABC20==O 7V 100 @50;ь=8<8 B0 100 ?V4@>1;5=8<8 
5:75<?;O@0<8 1C;0 287=0G5=0 :V;ь:VABь ?><8;>: 1 B0 2 @>4C (@8A. 3). 

 
$8A.3. �><8;:8 1 B0 2 @>4C 

 

�><8;:8 1 @>4C A:;0;8 24%, 2 @>4C – 9% �030;>< ?@>3@0<0 ?@>45<>=AB@C20;0 
704>2V;ь=C @>1>BC B0 28A>:C 5D5:B82=VABь. 

�><8;:8 ?5@H>3> @>4C, 01> E81=V ?>78B82=V A?@0Fь>2C20==O, <>6CBь V=>4V 
28=8:0B8 2 ?@>F5AV 0=0;V7C 40=8E 01> ?@89=OBBO @VH5=ь. �>=8 <>6CBь 1CB8 A?@8G8=5=V 
@V7=8<8 D0:B>@0<8, B0:8<8 O: AB0B8AB8G=0 20@V0FVO 01> HC< C 40=8E. �4=0:, 
=572060NG8 =0 F5, 7030;ь=0 :V;ь:VABь B0:8E ?><8;>: 70;8H0єBьAO <0;>N V =5 ?5@528ICє 
?@89=OB=89 @V25=ь. �06;82> 707=0G8B8, I> ?@>3@0<0 2A5 >4=> 45<>=AB@Cє 28A>:C 
B>G=VABь V =04V9=VABь C 28:>=0==V A2>WE >A=>2=8E DC=:FV9. 
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�@V< B>3>, 206;82> CA2V4><;N20B8, I> ?V4 G0A >FV=N20==O 5D5:B82=>ABV 
?@>3@0<8 =5>1EV4=> 2@0E>2C20B8 9 V=HV ?0@0<5B@8, B0:V O: ?>:07=8:8 B>G=>ABV, ?>2=>B8 
B0 7030;ь=C 740B=VABь <>45;V ?5@5410G0B8 ?@028;ь=V @57C;ьB0B8. 

%?8A>> ?іB5@0BC@8 

1. What is a convolutional layer?. Databricks. URL: 

https://www.databricks.com/glossary/convolutional-layer. 

2. Papers with code – max pooling explained. The latest in Machine Learning | Papers With 

Code. URL: https://paperswithcode.com/method/max-pooling. 

3. Layer – flatten. TensorSpace.js. URL: 

https://tensorspace.org/html/docs/layerFlatten.html. 

4. Kaplan D. Dense layer: the building block to neural networks.   URL: 

https://enjoymachinelearning.com/blog/dense-layer/. 

5. GitHub – DeepSpectrum/DeepSpectrum. GitHub. URL: 

https://github.com/DeepSpectrum/DeepSpectrum. 

6. VGGish. GitHub. URL: 

https://github.com/tensorflow/models/tree/master/research/audioset/vggish. 
 

 

DETECTION OF AUDIO FAKES BY MEANS OF ARTIFICIAL 
INTELLIGENCE 

 

M.A. Stetsovskyi, V.V.Zorilo, O.Yu. Lebedeva  

 

National Odesa Polytechnic University,  

1, Shevchenko Ave, Odesa, Ukraine 

vikazorilo@gmail.com 

 
The development of information technologies, including artificial intelligence, is leading to their widespread use 

in many areas of our lives. With the rapid development of artificial intelligence, the number of cases of its 

application to generate digital images, audio, video, etc. is growing. Counterfeiting digital audio files is dangerous 

from the point of view of being used by criminals to exert information and psychological influence and manipulate 
society and individuals. There are modern methods for detecting audio fakes made by artificial intelligence. They 

are highly accurate, but not without drawbacks. The main drawback is the complex architecture and high resource 

intensity. The aim of this paper is to develop a neural network that would allow detecting audio fakes with 

satisfactory accuracy and whose training would not require significant computing resources. A method was chosen 

for modification, namely, the method of detecting audio fakes using a convolutional neural network. The method 

for detecting audio fakes was modified by building a model with a new architecture with fewer layers, which 

significantly reduced the time and computational resources required compared to analogues. The experimental 

results obtained using the modified method show satisfactory efficiency and accuracy of the system. Errors of the 

first kind amounted to 24%, errors of the second kind - 9%. The developed modification is implemented in a 

software application with a convenient and simple interface. 

Keywords: artificial intelligence, neural networks, audio forgery, audio fake detection 
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' AB0BBV 70?@>?>=>20=0 >FV=:0 2;0AB82>AB59 V=D>@<0FV9=8E 2B>@3=5=L, >A:V;L:8 
2>=8 O2;ONBL A>1>N 28?04:>2V ?@>F5A8 V <0NBL A2>W 2;0AB82>ABV. *5 4>72>;Oє 
7'OAC20B8 @V25=L 2?;82C WE =0 >A>18ABVABL G8 3@C?C ;N459, V @>7@>18B8 
5D5:B82=C A8AB5<C ?@>B84VW. #@8 FL><C ?A8E>;>3VG=89 2?;82 01> V=D>@<0FV9=5 
2B>@3=5==O, I> є A:;04>2>N V=D>@<0FV9=>-?A8E>;>3VG=>3> ?@>B81>@AB20, - F5 
2?;82 =0 ;N459 B0 WE 3@C?8, I> 74V9A=NєBLAO 7 <5B>N 7<V=8 V45>;>3VG=8E B0 
?A8E>;>3VG=8E AB@C:BC@ WE A2V4><>ABV B0 ?V4A2V4><>ABV, B@0=AD>@<0FVW 
5<>FV9=8E AB0=V2, AB8<C;N20==O ?52=8E B8?V2 ?>254V=:8. #5@51C4>20 ?A8EV:8 
?V4 2?;82>< V=D>@<0FV9=>-?A8E>;>3VG=>3> 2?;82C <>65 1CB8 @V7=>N, O: C 
H8@>BV, B0: V ?> B8<G0A>2V9 ABV9:>ABV. �;O B>3>, I>1 =040B8 V=D>@<0FV9=5 
2B>@3=5==O B0 ?A8E>;>3VG=89 2?;82, =5>1EV4=> A?>G0B:C A?@>2>:C20B8 71>W B0 
?5@5=5A5==O 2?;82V2. �8=0<VG=0 @V2=>2030 <V6 =8<8 ?>@CHCєBLAO, ;N48=0 
?>G8=0є ?5@56820B8 AB0= :>3=VB82=>3> 48A>=0=AC. #VA;O FL>3> <>6=0 
A?>=C:0B8 4> 2V4=>2;5==O 4CH52=>W @V2=>2038 70 @0EC=>: 7<V=8 A2>WE :>;8H=VE 
728G=8E 9><C ?>3;O4V2, ?5@5:>=0=L V 2V4=>A8=, B01C V AB5@5>B8?V2 ?>254V=:8. 
&><C 4C65 206;82> >FV=N20B8 2;0AB82>ABV V=D>@<0FV9=8E 2B>@3=5=L G8 
?A8E>;>3VG=8E 2?;82V2, I> 4>72>;ONBL 7'OAC20B8 @V25=L 2?;82C WE =0 
>A>18ABVABL G8 3@C?C ;N459, V @>7@>18B8 5D5:B82=C A8AB5<C ?@>B84VW.  
#>:070=>, I> 4;O WE 0=0;V7C <>6=0 28:>@8AB>2C20B8 2AV BV <5B>48, O:V 
28:>@8AB>2CNBLAO 4;O >FV=:8 B0 0=0;V7C 28?04:>28E ?@>F5AV2. &0:>6 1C;> 
?@>2545=> @>73;O4 70240==O 28O2;5==O AB@81:>?>4V1=8E A?;5A:V2, O:89 ?>:0702, 
I> 70 4>?><>3>N B0:8E A83=0;V2 A?>AB5@565==O <>6CBL 1CB8 48D5@5=FV9>20=V. 
�?юч>6і A?>64: :V15@157?5:0, :V15@?@>ABV@, V=D>@<0FV9=5 ?@>B81>@AB2>, 
V=D>@<0FV9=>-?A8E>;>3VG=5 ?@>B81>@AB2>, V=D>@<0FV9=V 2B>@3=5==O, 
<0B5<0B8G=V <5B>48. 
 

�ABC?. �=D>@<0FV9=5 ?@>B81>@AB2> – F5 ?>є4=0==O B5>@5B8G=8E 7=0=L, ?@0:B8G=8E 
A?5FV0;L=8E <5B>4V2 B0 B5E=>;>3V9. #@8 FL><C ?>B5=FV0; 2?;82C V=D>@<0FV9=>-

?A8E>;>3VG=>3> ?@>B81>@AB20 25;8G57=89. *5 >1C<>2;5=> A0<>N 9>3> ACBBN.  
� G0A>< =5:>=B@>;L>20=5 ?>H8@5==O B0 28:>@8AB0==O V=D>@<0FV9=>3> B0 

:V15@?@>AB>@C, @07>< 7 >B@8<0==O< 7=0G=8E ?5@5203 2V4 WE 28:>@8AB0==O ?@8725;> 
V 4> 28=8:=5==O =>28E ?@8=F8?V2, ?>2'O70=8E 7 F8<8 ?@>1;5<0<8. �>;>2=>N 7 =8E 
AB0;> @V7:5 703>AB@5==O <V6=0@>4=>W :>=:C@5=FVW 70 2>;>4V==O V=D>@<0FV9=8<8 
@5AC@A0<8 B0 V=D>@<0FV9=8< @8=:><. #@8 FL><C 704;O 70157?5G5==O 
V=D>@<0FV9=>3> ?@>B8AB>O==O B0 ?@>2545==O >:@5<8E >?5@0FV9 ?V4 G0A ;>:0;L=8E 
2V9= B0 71@>9=8E :>=D;V:BV2 ACG0A=>ABV. 

' FL><C 4>A8BL 0:B82=> ?>G0;8 28:>@8AB>2C20B8 <>6;82>ABV V=D>@<0FV9=>W 
<03VAB@0;V, O: Internet. /A:@028< ?@8:;04>< AB0;8 ?>4VW 2 �@0=V, .3>A;02VW, �V2VW, 
+5G=V, �@C7VW, ':@0W=V V B>I> [1]. 

#@8 FL><C ?A8E>;>3VG=89 2?;82 01> V=D>@<0FV9=5 2B>@3=5==O, I> є 
A:;04>2>N V=D>@<0FV9=>-?A8E>;>3VG=>3> ?@>B81>@AB20, F5 2?;82 =0 ;N459 B0 WE 
3@C?8, I> 74V9A=NєBLAO 7 <5B>N 7<V=8 V45>;>3VG=8E B0 ?A8E>;>3VG=8E AB@C:BC@ WE 
A2V4><>ABV B0 ?V4A2V4><>ABV, B@0=AD>@<0FVW 5<>FV9=8E AB0=V2, AB8<C;N20==O 
?52=8E B8?V2 ?>254V=:8 [1]. 
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#5@51C4>20 ?A8EV:8 ?V4 2?;82>< V=D>@<0FV9=>-?A8E>;>3VG=>3> 2?;82C <>65 
1CB8 @V7=>N, O: C H8@>BV, B0: V ?> B8<G0A>2V9 ABV9:>ABV. �0 ?5@H8< :@8B5@Vє< 
@>7@V7=ONBL ?0@FV0;L=V 7<V=8, B>1B> 7<V=8 O:>WAL >4=VєW ?A8E>;>3VG=>W O:>ABV, B0 
7030;L=V 7<V=8 ?A8EV:8, B>1B> 7<V=8 =87:8 ?A8E>;>3VG=8E 0A?5:BV2 V=482V40. #> 
4@C3><C 7<V=8 <>6CBL 1CB8 :>@>B:>G0A=8<8 B0 B@820;8<8. 

#A8E>;>3VG=89 2?;82 (V=D>@<0FV9=5 2B>@3=5==O) <0є 70:>=><V@=>ABV [3]: 
- O:I> 2?;82 A?@O<>20=89 =0A0<?5@54 =0 A?>682G>-<>B820FV9=C AD5@C 

;N459, B>4V 9>3> @57C;LB0B8 ?>7=0G0NBLAO, =0A0<?5@54, =0 A?@O<>20=>ABV V A8;V 
A?>=C:0=L ;N459; 

- ?>є4=0==O 2?;82V2 =0 >1842V =0720=V AD5@8 4>72>;Oє 2?;820B8 =0 2>;L>2C 
0:B82=VABL ;N459 V B0:8< G8=>< :5@C20B8 WE=L>N ?>254V=:>N; 

- 2?;82 =0 :><C=V:0B82=>-?>254V=:>2C AD5@C (A?5F8DV:C 270є<>4V9 B0 
A?V;:C20==O) 4>72>;Oє AB2>@8B8 A>FV0;L=>-?A8E>;>3VG=89 :><D>@B/48A:><D>@B, 
7<CHCє ;N459 A?V2?@0FN20B8 01> :>=D;V:BC20B8 7 >B>GCNG8<8; 

- 2 @57C;LB0BV V=D>@<0FV9=>3> 2B>@3=5==O (?A8E>;>3VG=>3> 2?;82C) =0 
V=B5;5:BC0;L=>-?V7=020;L=C AD5@C ;N48=8 7<V=NNBLAO 2 ?>B@V1=89 1V: WW ?>40==O, 
E0@0:B5@ A?@89=OBBO V=D>@<0FVW, I> =04E>48BL, V, 2 @57C;LB0BV, WW «:0@B8=0 A2VBC». 

�V4?>2V4=> 4> A:070=>3>, 4;O B>3>, I>1 =040B8 V=D>@<0FV9=5 2B>@3=5==O B0 
?A8E>;>3VG=89 2?;82, =5>1EV4=> A?>G0B:C A?@>2>:C20B8 71>W B0 ?5@5=5A5==O 
2?;82V2. �8=0<VG=0 @V2=>2030 <V6 =8<8 ?>@CHCєBLAO, ;N48=0 ?>G8=0є ?5@56820B8 
AB0= :>3=VB82=>3> 48A>=0=AC. #VA;O FL>3> <>6=0 A?>=C:0B8 4> 2V4=>2;5==O 
4CH52=>W @V2=>2038 70 @0EC=>: 7<V=8 A2>WE :>;8H=VE 728G=8E 9><C ?>3;O4V2, 
?5@5:>=0=L V 2V4=>A8=, B01C V AB5@5>B8?V2 ?>254V=:8. 

&><C 4C65 206;82> >FV=N20B8 2;0AB82>ABV V=D>@<0FV9=8E 2B>@3=5=L G8 
?A8E>;>3VG=8E 2?;82V2, I> 4>72>;ONBL 7'OAC20B8 @V25=L 2?;82C WE =0 >A>18ABVABL G8 
3@C?C ;N459, V =02VBL @>7@>18B8 5D5:B82=C A8AB5<C ?@>B84VW.  
 еB>ю @>5>Bи є >FV=:0 2;0AB82>AB59 V=D>@<0FV9=8E 2B>@3=5=L. "A:V;L:8 

V=D>@<0FV9=V 2B>@3=5==O O2;ONBL A>1>N 28?04:>2V ?@>F5A8 V <0NBL WE=V 
2;0AB82>ABV, B> 4;O 0=0;V7C <>6=0 28:>@8AB>2C20B8 2AV BV <5B>48, O:V 
28:>@8AB>2CNBLAO 4;O >FV=:8 B0 0=0;V7C 28?04:>28E ?@>F5AV2.  
"A=>6=4 ч4ABи=4. �0240==O 28O2;5==O 7<V=8 2;0AB82>AB59 V=D>@<0FV9=8E 
2B>@3=5=L (��) 4C65 206;825 4;O ?@>B84VW WE 2?;82C =0 ;N48=C, 3@C?C ;N459 V 
ACA?V;LAB2> 2 FV;><C. &0:>6 �� O2;ONBL A>1>N 28?04:>2V ?@>F5A8 V <0NBL WE=V 
2;0AB82>ABV, B><C 4;O WE 0=0;V7C <>6=0 28:>@8AB>2C20B8 2AV BV <5B>48, O:V 
28:>@8AB>2CNBLAO 4;O >FV=:8 B0 0=0;V7C 28?04:>28E ?@>F5AV2 [4-7]. 

' @>1>B0E [14, 15] @>73;O40єBLAO 70240==O 28O2;5==O AB@81:>?>4V1=8E 
A?;5A:V2, ?@8?CI5==O, I> 2>=8 @0=> G8 ?V7=> 2V41C4CBLAO. #@>B5, 7 4>?><>3>N 
B0:8E A83=0;V2 A?>AB5@565==O <>6CBL 1CB8 48D5@5=FV9>20=V. *V >1AB028=8 
=5>1EV4=> 2@0E>2C20B8 ?V4 G0A ?>1C4>28 0;3>@8B<V2 28O2;5==O. /:I> 7040=> 
<0:A8<0;L=> 4>?CAB8<89 G0A A?>AB5@565==O, B> 4;O 28O2;5==O �� <>6=0 
28:>@8AB>2C20B8 =5?>A;V4>2=V V ?>A;V4>2=V 0;3>@8B<8. 

' ?5@H><C 28?04:C @VH5==O ?@> =0O2=VABL G8 2V4ACB=VABL �� ?@89<0єBLAO =0 
>A=>2V 2AL>3> 4>ABC?=>3> =01>@C A?>AB5@565=L. �;O ?@8A:>@5==O 28O2;5==O �� 
<>6=0 28:>@8AB>2C20B8 ?>A;V4>2=V <5B>48, I> ґ@C=BCNBLAO =0 28?04:>2><C G8A;V 
A?>AB5@565=L [4, 5, 6]. "A=>2=0 2V4<V==VABL 0;3>@8B<V2 28O2;5==O �� 2V4 :;0A8G=8E 
0;3>@8B<V2 ?5@52V@:8 3V?>B57 ?>;O30є 2 B><C, I> @VH5==O ?@> 2V4ACB=VABL 
2B>@3=5==O <>65 1CB8 ?@89=OB> ;8H5 =0 >AB0==L><C 4>ABC?=><C :@>FV 
A?>AB5@565==O, >A:V;L:8 =V:>;8 =5<0є 30@0=BVW, I> 2>=> 2V41C45BLAO ?VA;O 
70:V=G5==O A?>AB5@565=L. $>73;O=CBV C AB0BBV 70240==O є >:@5<8< 28?04:>< 1V;LH 
7030;L=>3> 28O2;5==O [8]. 

#@8?CAB8<>, I> 7 :@>:0<8 7 =><5@0<8 1,n Ný , 45 N – <0:A8<0;L=> <>6;825 
G8A;> :@>:V2 A?>AB5@565==O, 4>ABC?=V A?>AB5@565==N, 27030;V :06CG8, 25:B>@=V 
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@VH5==O< nu  I>4> ?>4>265==O A?>AB5@565=L, >A:V;L:8 ?@8 ?>40;LH><C 
A?>AB5@565==V 2B>@3=5==O <>65 28=8:=CB8 B0 1CB8 28O2;5=8<. !0 N -<C :@>FV 
A?>AB5@565==O ?@8?8=OєBLAO 7 2V@>3V4=VABN 1 V @07>< V7 2B@0B0<8 (4) 28=8:0NBL 
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ô  ô  ô
ó

ý  û ó ý . 

&0:8< G8=><, 3>;>2=89 G;5= 0A8<?B>B8G=>3> @>7:;040==O @878:C 71V30єBLAO 
7 3>;>2=8< G;5=>< @>7:;040==O @878:C 4;O 28?04:C, :>;8 t ý  (B>G=> 2V4><>). 
&><C ?@028;> 7 CA5@54=5==O 0A8<?B><0B8G=> >?B8<0;L=> 4;O 7040GV 7 =52V4><8< 
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7=0G5==O< ?0@0<5B@0 IV;L=>ABV ?VA;O 71>N. !0O2=VABL ?>42V9=>3> ;>30@8D<C 2 
@>7:;040==V tE  є ?;0B>N 70 0?@V>@=C =5287=0G5=VABL. 

�=0;VB8G=89 @57C;LB0B <>65 1CB8 >B@8<0=89 4;O <>48DV:0FVW ?@028;0, I> 7 
?@028;0 <0:A8<0;L=>W ?@024>?>4V1=>ABV. 

#@028;> 28O2;5==O (61) 48A:@5B=>3> G0AC 1C;> 70?@>?>=>20=> B0 
4>A;V46C20;>AO <5B>4><  >=B5-�0@;> 2 [13]. �?5@H5 (C @07V 157?5@5@2=>3> G0AC) 
F5 ?@028;> @>73;O=CB> C [6]. � [14] 4>A;V465=> ?>A;V4>2=5 ?@028;> 28O2;5==O 
#59460, 70A=>20=5 =0 ?>@V2=O==V 7 ?>@>3>< ?@8=F8?C <0:A8<0;L=>W 
?@024>?>4V1=>ABV. *5 ?@028;> 0A8<?B>B8G=> >?B8<0;L=> ?@8 T   (C A5=AV 
?5@H>3> ?>@O4:C) C :;0AV ( )T  70 @878:>< 1

1
1

sup sup ( 1) |ess M x


ô  

ó
ù ù ûû û , O:89 4;O 

=L>3> 4>@V2=Nє 1 ln (1 (1))I T o û , 45  1 1ln ( )I M xý  – V=D>@<0FV9=0 :V;L:VABL 
�C;L10:0. ' [15] 2AB0=>2;5=0 AB@>30 <V=V<0:A=VABL FL>3> ?@028;0 C :;0AV ( )T  4;O 
2AVE T . 

'7030;L=Nє<> >B@8<0=V @57C;LB0B8 =0 28?04>:, :>;8 28=8:=5==O 71>N 40=8E 
nx , n þ , I> A?>AB5@V30NBLAO, @>7?>4V;5=V 2V4?>2V4=> 4> >4=>3> 7 45:V;L:>E 

@>7?>4V;V2 ( )i np x , 1,i Mý , 2M ó  V =5>1EV4=> 287=0G8B8 7 O:8<. �060=> 7=09B8 B0:5 
?@028;>, O:5 <V=V<V7Cє C :;0AV ( )T  <0:A8<0;L=V 7=0G5==O 

1 1

sup sup ( | )i iM 
 

ô ô  ô 
ó ó

ý  þ  4;O 2AVE 1,i Mý .  

"4=0: 7=09B8 B0:5 ?@028;> V =02VBL 4>25AB8 9>3> VA=C20==O 70 1M þ  V 
:V=F52>3> T  =5 240єBLAO. 

&><C 7>A5@548<> C203C =0 28?04>: T  . $>73;O=5<> ?@028;>  
, ( ),

( )
, ( ) 1, , 1,

nj i

n n

nj i

j A T
u

O A T M n





ú

óüÿý ý
ü ý óÿþ

  (67) 

45 1 2( , ,... )n nM   ý ; 
1

( )
nn

ni i s

k S k

x 
ý ý

ý ; 
0

( )
( )

( )
i

i

p x
x

p x
 ý . �><?>=5=B8 

AB0B8AB8:8 n  704>2>;L=ONBL @5:C@5=B=8< A?V22V4=>H5==O< 7 (62). 

1 1( )(1 )n i i n nx  û ûý û , 0 0i ý , 1,i Mý .  (68) 

 ><5=B �� ( )uô ôú úý , 2V4?>2V40є ?@028;C (67)  

1,
min i
i M

ô ôú

þ
ý ,  inf : ( )i ni in A Tô ý ó .  (69) 

�@>7C<V;> I> 1 1

1

( ) ( )
M

i

i

M Mô ôú  
 

ý

 . &><C, O:I> ?>@>38 ( )iA T  >1@0=8 B0:8< 

G8=><, I> iM MTô ó , B> ( 1)ic ó  

1
1 1

1 1

1

min
( )

M M

i
i i i

i i

TM T
M T

c
M c

ô
ô

ú
 

 


ý ý

ó ý ó ó

 
,  (70) 

?@8G><C 1060=>, I>1 iM MTô ó . 

� (68) A;V4, I> AB0B8AB8:8 n

ni  , 1,i Mý ,є P  – <0@B8=30;0<8 7 =C;L>28<8 
A5@54=V<8, B><C 

ii iM M ôô  ý . &0: O: ( )
ii iM A Tô ó , B> 281V@ ( )iA T MTý  

70157?5GCє =5@V2=>ABV 
ii

M MTô ó  V 2V4?>2V4=> 4> (70) =0;56=VABL ?@028;0 (67) 

:;0AC ( )T . �0;V 72060NG8 =0 (69) ( | ) ( | )ii i i iM M ô  ô  ô ô  ô úú ú þ ý   þ . 
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"A:V;L:8 0=0;>3VG=> (66) ?@8 ( )iA T MTý  V T   

1 1( | ) ln( )(1 (1)) ln (1 (1))i i i i iM I MT o I T o ô  ô    þ ý û ý û , 45  ( ) ln ( )i i iI p x x dx




ý  , 

B> 1 ln (1 (1))i iI T oô
ú  û , T  .  (71) 

"4=0: >G5284=>, I> A5@54=O 70B@8<:0 C 28O2;5==V 71>N 4;O 
1030B>0;LB5@=0B82=>3> ?@028;0 =5 <>65 1CB8 <5=H>N 70 A5@54=N 70B@8<:C C @07V, 
:>;8 є ;8H5 >4=0 (V-0) 3V?>B570. "A:V;L:8 <V=V<0;L=0 70B@8<:0 70 =0O2=>ABV >4=VєW i-
W 3V?>B578 =5 <5=H5 25;8G8=8 1 ln (1 (1))iI T o û , V=>4V T  , B> 4;O 2AVE 
1030B>0;LB5@=0B82=8E ?@028; :;0AC ( )T  A?@0254;820 =0ABC?=0 >FV=:0. 

1

1

( | ) ln (1 (1))i iSupM I T o


ô  ô  

ó
 þ ó û .  (72) 

� (71) B0 (72) 28?;820є, I>  
1 ln (1 (1))i iI T oô

ú ý û , T  , 1,i Mý .  (73) 

&0:8< G8=><, 1030B>0;LB5@=0B82=5 ?@028;> (67) ?@8 ( )iA T MTý  

0A8<?B>B8G=> 5:2V20;5=B=> V 4;O A5@54=L>W 70B@8<:8 C 28O2;5==V 71>N ?@8 i-9 
3V?>B57V A?@0254;82> @V2=>ABV (73), I> 71V30єBLAO 7 0=0;>3VG=>N @V2=VABN 70 
=0O2=>ABV ;8H5 >4=VєW 3V?>B578. &><C 2>=> є 0A8<?B>B8G=> <V=V<0:A=8< ?@028;>< 
70 ?5@H8< ?>@O4:><: 

1

( ) 1

sup ( )

lim 1
inf sup ( | )

i

T
i

u T

T

M







ô

ô  ô 

ú

ó


þ ó

ý
 þ

. 

�иA=>6>и. &0:8< G8=><, ?@>F5A >FV=N20==O 2;0AB82>ABV V=D>@<0FV9=8E 
2B>@3=5=L G8 ?A8E>;>3VG=8E 2?;82V2, I> 4>72>;ONBL 7'OAC20B8 @V25=L 2?;82C WE C 
>A>18ABVABL G8 3@C?C ;N459, V =02VBL @>7@>18B8 5D5:B82=C A8AB5<C ?@>B84VW є 4C65 
206;828<. �@0E>2CNG8 B5, I> >A=>2=0 2V4<V==VABL 0;3>@8B<V2 28O2;5==O 
V=D>@<0FV9=8E 2?;82V2 2V4 :;0A8G=8E 0;3>@8B<V2 ?5@52V@:8 3V?>B57 ?>;O30є 2 B><C, 
I> @VH5==O ?@> 2V4ACB=VABL 2B>@3=5==O <>65 1CB8 ?@89=OB> ;8H5 =0 >AB0==L><C 
4>ABC?=><C :@>FV A?>AB5@565==O, >A:V;L:8 =V:>;8 =5<0є 30@0=BV9, I> 2>=> 
2V41C45BLAO ?VA;O 70:V=G5==O A?>AB5@565=L, @>73;O=CBV C AB0BBV 70240==O є >:@5<8< 
28?04:>< 1V;LH 7030;L=>3> 28O2;5==O. 
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ASSESSMENT OF PROPERTIES OF INFORMATION INTRUSIONS 
 

V.O.Khoroshko, V.D.Kozyura, Yu.E.Khokhlach>va, N.S.Vishnevska  

 

National Aviation University,  
 

1, Lubomyra Huzara ave., Kyiv, 03058, Ukraine, 

e-mail: professor_va@ukr.net 
 

The article offers an assessment of the properties of information intrusions, as they are random processes 

and have their own properties. This makes it possible to find out the level of their influence on an individual 

or a group of people, and to develop an effective countermeasure system. At the same time, psychological 

influence or information intrusion, which is a component of informational and psychological confrontation, 

is an influence on people and their groups, which is carried out with the aim of changing the ideological 

and psychological structures of their consciousness and subconsciousness, transforming emotional states, 

and stimulating certain types of behavior. The restructuring of the psyche under the influence of 

informational and psychological influence can be different, both in breadth and in terms of temporal 

stability. In order to provide informational intrusion and psychological impact, disruptions and 

transferences must first be induced. The dynamic balance between them is disturbed, a person begins to 

experience a state of cognitive dissonance. After that, you can encourage him to restore mental balance by 

changing his former views, beliefs and attitudes, taboos and stereotypes of behavior. Therefore, it is very 
important to evaluate the properties of informational intrusions or psychological influences, which allow to 

find out the level of their influence on an individual or a group of people, and to develop an effective 

countermeasure system. It is shown that all the methods used for the evaluation and analysis of random 

processes can be used for their analysis. The task of detecting spiking bursts was also examined, which 

showed that with the help of such signals, observations can be differentiated. 

Keywords: cyber security, cyberspace, information warfare, information and psychological warfare, 

information intrusions, mathematical methods. 
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#@>1;5<C 28@VH5==O 70240=P 48A:@5B=>W >?B8<V70FVW ?>2=VABN =5 28@VH5=>. �57;VG 
?C1;V:0FV9, =0C:>28E @>7@>1>:, 0;3>@8B<V2 B0 ?@>3@0<=8E ?@>4C:BV2 =5 40є 
<>6;82>ABV ?5@525AB8 <0B5<0B8G=89 0?0@0B @>72'O70==O 7040G 48A:@5B=>W 
>?B8<V70FVW 4> :;0AC $ A:;04=>ABV >1G8A;5=P. 'AV 0=0;VB8G=V B0 :><1V=0B>@=V 
0;3>@8B<8 28@VH5==O 7040G ;V=V9=>W B0 =5;V=V9=>W >?B8<V70FVW є NP A:;04=8<8. ' 
72'O7:C 7 F8< 1C4P-O:V @>7@>1:8, I>4> ?V428I5==O 5D5:B82=>ABV @>1>B8 
0;3>@8B<V2, 70;8H0NBPAO 70B@51C20=8<8 B0 0:BC0;P=8<8. ' FV9 @>1>BV 
70?@>?>=>20=> 28:>@8AB>2C20B8 45B5@<V=>20=V B0 9<>2V@=VA=V ?@89><8 
D>@<C20==O ?@V>@8B5B=>W G5@38 :><?>=5=B 25:B>@0 @VH5=P 7 <5B>N ?@8A2>є==O W< 
?>78B82=8E 7=0G5=P. #>A;V4>2=5 D>@<C20==O 20@V0=B0 @VH5=P <>6=0 
28:>@8AB>2C20B8 O: >B@8<0==O =01;865=>3> @VH5==O G8 @5:>@4=>3> 7=0G5==O 
FV;P>2>W DC=:FVW, I> C B>G=8E 0;3>@8B<0E O: 28EV4=5 @VH5==O, ?V4;O30є 
?>;V?H5==N.  ' @>1>BV =02545=> A?>A>18 D>@<C20==O ?@V>@8B5B=>W G5@38 
:>=:@5B870FVW :><?>=5=BV2 25:B>@0 @VH5=P. "A=>2C 45B5@<V=>20=8E <5B>4V2 
AB0=>28BP V45O 604V1=>3> 0;3>@8B<C.  VAF5 @>7B0HC20==O C G5@7V 287=0G0єBPAO 
25;8G8=>N 2V4?>2V4=>W :><?>=5=B8 25:B>@0 20@B>ABV. "1;V: 25;8G8=8 =52'O7:8 C 
A8AB5<V >1<565=P ?V428ICє ?@V>@8B5B=VABP :><?>=5=B8. �0 B0:8< 70A>1>< 
<>48DV:CєBPAO 4@C389 45B5@<V=>20=89 A?>AV1. І<>2V@=VA=0 >FV=:0 ?@V>@8B5BV2 
ґ@C=BCєBPAO =0 V45OE 0;3>@8B<V2 <C@0H8=>W :>;>=VW B0 V<VB0FVW 2V4?0;C. $>7<V@ 
9<>2V@=>ABV 287=0G0є 7=0G8<VABP :><?>=5=B8 3 ?@5B5=45=B0 =0 ?>78B82=5 
7=0G5==O. !02545=> G8A;>289 ?@8:;04 =525;8:>W @>7<V@=>ABV 7040GV ?@> @0=5FP, 
I> 45<>=AB@Cє >B@8<0==O =01;865=>3> @>72’O70==O. 
�?NG>2і A?>20: 48A:@5B=0 >?B8<V70FVO, @5:>@4, ?@V>@8B5B=0 G5@30, <5B>4 3V;>: B0 
<56.   

 

�ABC?. �8A:@5B=0 >?B8<V70FVO 28:>@8AB>2CєBPAO C @V7=8E 30;C7OE 4VO;P=>ABV. 
�0240==O ?;0=C20==O, B@0=A?>@BC20==O 20=B06V2, ;>3VAB8:8 B0 1030B> V=H8E 
?@82>4OBPAO 4> <>45;59 FV;>G8A5;P=>3>, G0AB:>2> FV;>G8A5;P=>3>, ;V=V9=>3> B0 
=5;V=V9=>3> <0B5<0B8G=>3> ?@>3@0<C20==O, 4> <>45;59 7 1C;528<8 7<V==8<8. 
 5B>48 @50;V70FVW F8E <>45;59 G0AB> =5 2V4?>2V40NBP ACG0A=8< 28<>30<. �8@VH5==O 
1030BP>E ?@8:;04=8E 70240=P, I> <0NBP 25;8:C @>7<V@=VABP, =5 ?@872>48BP 4> 
>?B8<0;P=>3> @57C;PB0BC. �>=8 2V4AB0NBP 2 >?5@0B82=>ABV V C 45O:8E 28?04:0E =5 
40NBP >GV:C20=>3> @VH5==O. � <0B5<0B8G=8E ?>78FV9 <5B>48 48A:@5B=>W >?B8<V70FVW 
=0;560BP 4> :;0AC NP A:;04=>ABV. &><C, 70240==O WE <>48DV:0FVW, 70;CG5==O 
:><1V=0B>@=8E ?@89><V2, I> 71V;PHCNBP H284:VABP 71V6=>ABV, є 0:BC0;P=8<. 
 >B820FVO C ACG0A=V9 48A:@5B=V9 >?B8<V70FVW 3 O: ?5@59B8 7 :;0AC NP A:;04=>ABV 4> 
:;0AC P. 

"AB0==V< G0A><, 4;O 28@VH5==O 1030BP>E :><1V=0B>@=8E 70240=P, 7040G 
FV;>G8A5;P=>3> ;V=V9=>3> ?@>3@0<C20==O 28:>@8AB>2CNBPAO ?@89><8, I> V<VBCNBP 
?>254V=:C =5 V=B5;5:BC0;P=8E VAB>B. #>?C;O@=8<8 AB0;8 0;3>@8B<8 <C@0H8=>W 
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:>;>=VW [1]. �>=8 5D5:B82=> 28:>@8AB>2CNBPAO 4;O 28@VH5==O 7040GV ?@> 
:><V2>O65@0, @>7?>4V;C 28@>1=8G8E 70<>2;5=P, @>7<VI5==O ?@>4C:B82=8E A8; B0 V=. 
)0@0:B5@=V <><5=B8 ?>254V=:8 <C@0E O: <0A>2VABP, V=D>@<0B82=VABP, ?@O<89 B0 
72>@>B=89 72'O7>:, 4>72>;Oє @>7@>1;OB8 =01;865=V 9<>2V@=V 0;3>@8B<8. І=B5@?@5B0FVO 
B0 D>@<0;V70FVO ?>254V=:8 <C@0E є >A=>2>N AB2>@5==O 0;3>@8B<VG=8E ?@89><V2, I> 
70;560BP 2V4 =87:8 ?0@0<5B@V2. +8A;> <C@0E-035=BV2 28:>=CNBP >4=0:>2C @>1>BC 3 
?0@0;5;P=5 @VH5==O >4=>3> V B>3> 6 70240==O, @V25=P V=D>@<0B82=>ABV 3 :V;P:VABP 
D5@><>=V2, ?5@540=8E >A>18=0< :>;>=VW O: ?>2V4><;5=P, 7<V=0 A8BC0FVW 3 
28?0@>2C20==O D5@><>=V2 3 287=0G0є 25;8G8=C 9<>2V@=>ABV ?@89=OB>3> @VH5==O. �;O 
:>6=>3> :>=:@5B=>3> 28?04:C, :>=:@5B=>W 7040GV B0 WW AB@C:BC@=8E >A>1;82>AB59 є 
V=482V4C0;P=89 281V@ 7=0G5=P ?0@0<5B@V2. *5 =5 є 45B5@<V=>20=89 ?@>F5A. 
!5<>6;82> B5>@5B8G=> 4>25AB8 =V :V=FV2:C, =V B>G=VABP >45@6C20=>3> @VH5==O. *5 
=54>;V: B0:8E 0;3>@8B<V2, O:V V<VBCNBP ?>254V=:C 6828E VAB>B G8 ?@>F5AV2 O:V є C 
?@8@>4V. 

#>;V?H5==O 5D5:B82=>ABV @>1>B8 ?5@51V@=8E 3 :><1V=0B>@=8E 0;3>@8B<V2 
<>65 25AB8AP @V7=8<8 H;OE0<8. "A:V;P:8 <5B>48:0 @>72'O70==O >?B8<V70FV9=8E 
70240=P ?5@5410G0є >B@8<0==O 28EV4=>3> @VH5==O, ?8B0==O WE 287=0G5==O 4>@5G=V 9 C 
48A:@5B=V9 >?B8<V70FVW. +8< B>G=VH5 28EV4=5 @VH5==O, B8< H284H5 >B@8<Cє<> 
>?B8<0;P=5 @VH5==O ?V4 G0A 28:>@8AB0==O B>G=8E 0;3>@8B<V2. �@V< B>3>, 2>=8 
<>6CBP 28:>@8AB>2C20B8AP O: 45O:V =01;865=V @VH5==O. #@8 28@VH5==V ?@0:B8G=8E 
70240=P, I> <0NBP 25;8:V @>7<V@=>ABV B0 =5 2V4@V7=ONBPAO B>G=VABN 28EV4=>W 
V=D>@<0FVW, >?B8<0;P=5 @VH5==O =5 <>65 1CB8 ?>B@V1=5. �@V< B>3>, 7=0G5==O FV;P>2>W 
DC=:FVW 28EV4=>3> @VH5==O 28:>@8AB>2CєBPAO O: @5:>@4=5 ?V4 G0A @>1>B8 
:><1V=0B>@=8E 0;3>@8B<V2. 
 еB0 @>1>Bи.  5B>N @>1>B8 є ?>HC: :><1V=>20=8E 0;3>@8B<V2 287=0G5==O 
?>G0B:>2>3> @>72’O70==O 7040G 48A:@5B=>W >?B8<V70FVW 4;O ?V428I5==O >?5@0B82=>ABV 
>B@8<0==O @VH5==O.  ' FV9 @>1>BV ?@>?>=CєBPAO 28:>@8AB>2C20B8 45O:V 45B5@<V=>20=V 
B0 9<>2V@=VA=V ?@89><8 O: 70A>18 >B@8<0==O ?@V>@8B5B=>W G5@38 :>=:@5B870FVW 
7=0G5=P :><?>=5=B 25:B>@0 @VH5=P. "B@8<0=89 20@V0=B @>72’O70==O >?B8<V70FV9=>W 
7040GV <>65 28:>@8AB>2C20B8AO O: =01;865=5 @VH5==O. �=0G5==O FV;P>2>W DC=:FVW 
@>73;O40єBPAO O: @5:>@4=5 7=0G5==O ?@8 2V4AVN20==V =5?5@A?5:B82=8E ?V4<=>68= 
20@V0=BV2 =0 107V <5B>4C 3V;>: B0 <56 G8 V=H8E :><1V=0B>@=8E 0;3>@8B<V2. 
#@>?>=CNBPAO 70A>18 287=0G5==O ?>G0B:>28E 20@V0=BV2 @VH5=P 157 25;8:8E 
>1G8A;N20;P=8E A:;04=>IV2 >B@8<0==O @VH5==O, O:5 <>65 1CB8 28EV4=8< 4;O 
B>G=8E 0;3>@8B<V2, 0 B0:>6 =01;865=8<, O:I> >A>1;820 B>G=VABP =5 ?>B@V1=0.  
"A=>2=0 G0ABи=0. "A=>2=8< :><1V=0B>@=8< <5B>4>< 28@VH5==O 70240=P 48A:@5B=>W 
>?B8<V70FVW є <5B>4 3V;>: B0 :>@4>=V2. �574>:07>20 9>3> 71V6=VABP 70 @0EC=>: :V=FV2:8 
157;VGV 20@V0=BV2, 3=CG:VABP V 2V4:@8BVABP 4>72>;Oє 22>48B8 1;>:8, I> <>48DV:CNBP B0 
I> ?@8A:>@NNBP ?@>F5A >B@8<0==O >?B8<0;P=>3> @VH5==O. !0O2=VABP ?@>F54C@8 
>FV=N20==O <=>68=8 20@V0=BV2, @>718BBO <=>68=8 =0 ?V4<=>68=8, 0 B0:>6 >7=0:8 
>?B8<0;P=>ABV, 40є <>6;82VABP ?>2=89 ?5@51V@ 20@V0=BV2 ?@8725AB8 4> G0AB:>2>3> 
?5@51>@C, 70 @0EC=>: 2V4AVN20==O =5?5@A?5:B82=8E ?V4<=>68=. !0A0<?5@54, F5 
0;3>@8B<V70FVO @V7=8E A?>A>1V2 >B@8<0==O >FV=>: (:>@4>=V2) <=>68=8 (?V4<=>68=) 
20@V0=BV2 @>72'O70==O 7040GV. !09G0ABVH5 28:>@8AB>2CєBPAO V45O @>7H8@5==O 3 
72C65==O WE=P>W >1;0ABV 287=0G5=>ABV [2]. 

/:I> 'Z  >?B8<0;P=5 7=0G5==O FV;P>2>W DC=:FVW, I> >B@8<0=5 =0 @>7H8@5=V9 
<=>68=V 20@V0=BV2 Gò , B> 2>=> <>65 28:>@8AB>2C20B8AO O: >FV=:0 28EV4=>W <=>68=8 
G . #>7=0G8<> WW G5@57 ø ùG .  
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#@8 @>72'O70==V 7040G FV;>G8A5;P=>3> ;V=V9=>3> ?@>3@0<C20==O (*�#) 
@>7H8@5==O 157;VGV 20@V0=BV2 ?@>2>48BPAO H;OE>< ?@82545==O 70240==O 4> 
2V4?>2V4=>W 7040GV ;V=V9=>3> ?@>3@0<C20==O (�#), B>1B>. 2V4:840NBPAO 28<>30 
FV;VA=>ABV :><?>=5=BV2 25:B>@0 @VH5=P. 

' @>1>BV [3] =02545=> 420 A?>A>18 @>7H8@5==O 157;VGV 20@V0=BV2 4;O 28@VH5==O 
7040GV ?@> 1030B><V@=89 @0=5FP <5B>4>< 3V;>: B0 <56. �0=> 5:A?5@8<5=B0;P=C 
>FV=:C WE 5D5:B82=>ABV. 

�V9A=>, O:I> 287=0G0єBPAO <0:A8<0;P=5 7=0G5==O FV;P>2>W DC=:FVW Z , 45 


n

=j
jj xc=Z

1

max  
 (1) 

 

=0 <=>68=V 20@V0=BV2 G , I> 7040єBPAO >1<565==O<8 

 ó
n

=j
ijij m,=i,bxa

1

1  
 (2) 

  n,=j,x j 10,1þ   (3) 

 

B> 70<V=82 28<>3C (3) =0 (3`) >B@8<0є<> <=>68=C 20@V0=BV2 Gò , I> 7040єBPAO 
>1<565==O<8 (2)-(3'), 45  

n,=j,x j 1[0,1]∈   (3′) 
 

 

 0є<> 7040GC ;V=V9=>3> ?@>3@0<C20==O  

ò
n

=j
jj xc=Z

1

max       

?@8 >1<565==OE  

 ó
n

=j
ijij m,=i,bxa

1

1 , 

n,=j,x j 1[0,1]þ . 

 

�02648 
'GG⊆  V >B65, ZZ '  . "?B8<0;P=5 7=0G5==O 'Z  є >FV=:>N <=>68=8 

FV;>G8A5;P=8E 20@V0=BV2 B>1B> ø ùGZ ò . 

�V;PH A?@>I5=89 A?>AV1 >B@8<0==O >FV=>: ?>;O30є C 28@VH5==V >4=>28<V@=8E 
m  =5 FV;>G8A5;P=8E 70240=P ?@> @0=5FP, 0 A0<5 


n

=j
jj

'

i xc=Z
1

max  

?@8 >1<565==OE  ó
n

=j
ijij ,bxa

1

 n,=j,x j 1[0,1]þ , A:;04>28E ?> G5@7V ?V4<=>68=8 Gò , 

m,=i 1 . "FV=:0 157;VGV FV;8E 20@V0=BV2 @VH5==O 287=0G0єBPAO O:: 
ø ù iZG ò min , m,=i 1 .      

"G5284=>, I> 4;O 2AVE  m,=i 1  A?@0254;825 A?V22V4=>H5==O GG òý . 

/:I> A:;04=VABP >1G8A;5=P 287=0G0єBPAO :V;P:VABN 28:>=C20=8E >?5@0FV9, 
4@C389 A?>AV1 7=0G=> <5=H A:;04=89. "B@8<0==O >?B8<0;P=8E =5 FV;>G8A5;P=8E 
@VH5=P >4=><V@=8E 70240=P ?@> @0=5FP <5B>4>< �0=F830 [4] ?@>AB89, =5 <VAB8BP 
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6>4=8E VB5@0FV9=8E ?@>F5AV2. *P>3> A:070B8 ?@> ?5@H89 A?>AV1 =5 <>6=0. 
�87=0G5==O >FV=:8 ø ùG  28<030є 28:>@8AB0==O A8<?;5:A-<5B>4C, I> 2V4@V7=OєBPAO 
A2>єN >1G8A;N20;P=>N A:;04=VABN. /:I> A:;04=VABP >1G8A;5=P 287=0G0єBPAO 
G8A;>< VB5@0FV9, 28:>=0=8E 4> >B@8<0==O >?B8<0;P=>3> @VH5==O, :@0I5 
28:>@8AB>2C20B8 ?5@H89 A?>AV1. �=0G5==O FV;P>2>W DC=:FVW 'Z  =0 @>7H8@5=><C 
<=>68=V <5=H5 2V4E8;8BPAO 2V4 Z  =0 28EV4=><C. �V;P:VABP 25@H8= 45@520 @VH5=P, 
I> ?5@53;O40NBPAO, 7=0G=> 7<5=H8BPAO. #@>F54C@0 @>718BBO 157;VGV 20@V0=BV2 =0 
?V4<=>68=8 є 4>A;V46C20=>N V <>48DV:>20=>N G0AB8=>N <5B>4C. �V4><V @V7=V 
?V4E>48 ?>4V;C 157;VGV 20@V0=BV2 =0 ?V4<=>68=8. �V4 FP>3> 70;568BP ?>HC: 
?5@A?5:B82=>3>, I> <VAB8BP >?B8<0;P=89 20@V0=B ?V4<=>68=8 >4=VєW 7 ?5@H8E @>1VB 
70 <5B>4>< 3V;>: V :>@4>=V2 є 0;3>@8B< �5=4 V �>93 [5]. #@>?>=CєBPAO 157;VG 
20@V0=BV2 4V;8B8 =0 420 ?V4<=>68=8. #0@0<5B@>< ?>4V;C є =5FV;>G8A5;P=0 
:><?>=5=B0 kx 2 >?B8<0;P=><C 20@V0=BV @>72'O70==O 2V4?>2V4=>W 7040GV �#. 
 >B820FVO B0:0 3 28:;NG8B8 7 @>73;O4C 20@V0=B8, C O:8E 7CAB@VG0B8<CBPAO 
=5FV;>G8A5;P=V 7=0G5==O :><?>=5=B8 kx  =02:>;> WW  >?B8<0;P=>3> 7=0G5==O. �57;VG 
20@V0=BV2 4V;8BPAO =0 420 ?V4<=>68=8 H;OE>< 4>?>2=5==O 4> >A=>2=8E >1<565=P 
B0:5 ][ kk xx ó  G8 B0:5 1][ +xx kk  45 [a] 3 FV;0 G0AB8=0 2V4 a . &0:89 A?>AV1 @>718BBO, 
O: V 25AP 0;3>@8B<, =5 <02 CA?VEC. #@54:>< <5B>4C 3V;>: B0 <56 22060єBPAO 0;3>@8B< 
�VB;0 B0 V=. [6] 4;O 28@VH5==O 7040GV ?@> :><V2>O65@. #0@0<5B@>< ?>4V;C є ?0@0 <VAB, 
O:C 4>FV;P=> 2:;NG8B8 4> F8:;C >1'W74C. #0@8 >FV=NNBPAO 25;8G8=>N «2B@0B» C 
7=0G5==O FV;P>2>W DC=:FVW, O:I> =5 1C4CBP 2:;NG5=V 4> F8:;C. #5@52030 =040єBPAO 
?0@V 7 =091V;PH>N :V;P:VABN 2B@0B. ІA=Cє 157;VG <>48DV:0FV9 <5B>4C 4;O 28@VH5==O 
7040GV ?@> :><V2>O65@: B>G=V [7], =01;865=V [8], V<>2V@=VA=V 3 =01;865=V [1], 7 
A8<5B@8G=>N <0B@8F5N 2V4AB0=59 [4], >1G8A;N20;P=V 0;3>@8B<8 4;O 28@VH5==O 7040G 
25;8:>W @>7<V@=>ABV [9] B0 1030B> V=H8E. І45O ?>A;V4>2=>W ?>1C4>28 @VH5==O [10] 
2=5A;> 45O:5 2?>@O4:C20==O 2 ?@>F54C@C @>718BBO 157;VGV 20@V0=BV2 =0 ?V4<=>68=8. 
!0 :>6=><C 5B0?V @>718BBO :>=:@5B87CNBPAO <>6;82V 7=0G5==O :><?>=5=B8 25:B>@0 
@VH5=P.  =>68=0, I> @>71820єBPAO, 4V;8BPAO =0 G0AB8=8, :>6=0 7 O:8E <VAB8BP 
20@V0=B8, I> 2V4@V7=ONBPAO 70 7=0G5==O< 7<V==>W, I> 287=0G0єBPAO. #@>1;5<0 ?>;O30є 
C 287=0G5==V ?@V>@8B5B=>W G5@38 :><?>=5=B, 73V4=> 7 O:>N 2>=8 1C4CBP 
:>=:@5B87>20=V. �V4 FP>3> 70;568BP ABC?V=P =01;865==O 4> >?B8<0;P=>3> 
>45@6C20=>3> @VH5==O [11]. �V4><V B0:>6 0;3>@8B<8 O: 604V1=89 [12], 35=5B8G=89 
[13], <C@0H8=>W :>;>=VW [14], 1030B> :><1V=>20=8E (=0?@8:;04 [15]), I> ?@>?>=CNBP 
@V7=V A?>A>18 D>@<C20==O ?@V>@8B5B=>W G5@38. �030B> EB> 7 =8E 28:>@8AB>2CєBPAO 4;O 
>B@8<0==O =01;865=>3> @VH5==O, @5:>@4=>3> 7=0G5==O FV;P>2>W DC=:FVW 01> 30@=>3> 
?>G0B:>2>3> 20@V0=B0 @VH5==O, I> ?V4;O30є ?>40;PH><C ?>:@0I5==N. ' <5B>4V 3V;>: 
B0 <56 @5:>@4=5 7=0G5==O 28:>@8AB>2CєBPAO O: 70AV1 2V4AVN20==O 20@V0=BV2. 

!01;865=V 0;3>@8B<8 :><1V=0B>@=>W >?B8<V70FVW є 42>5B0?=8<8. !0 ?5@H><C 
5B0?V O:8<>AP 70A>1>< 287=0G0єBPAO 20@V0=B @VH5==O, 0;5 2 4@C3><C 3 9>3> 
?>;V?H5==O. #>;V?H5==O 3 F5 7<V=0 7=0G5=P ?0@0<5B@V2, A?5FV0;P=V ?@89><8, 
70AB>AC20==O <5B>48: V=H>3> A?>A>1C, 01>, 7 B0: 720=>W V45W 42>WAB>ABV. ' 7040G0E 7 
1C;528<8 7<V==8<8 45O:8< :><?>=5=B0<, I> <0NBP 7=0G5==O «1», ?@8A2>NєBPAO 
7=0G5==O «0» V =02?0:8. -> 6 4> ?5@H>3> 5B0?C, B> 4>?CAB8<5 @VH5==O 28E>48BP 01> 
45B5@<V=>20=8< A?>A>1><, 01> 7 28:>@8AB0==O< 5;5<5=BV2 28?04:>2>3> ?>HC:C. 
%0<0 ?@>F54C@0 >B@8<0==O 20@V0=B0 @VH5==O @>73;O40єBPAO O: ?@8A2>є==O 
?>78B82=8E 7=0G5=P :><?>=5=B0< 25:B>@0 @VH5=P 73V4=> 7 WE=P>N ?@V>@8B5B=>N 
G5@3>N, O:0 287=0G0єBPAO 7 C@0EC20==O< AB@C:BC@=8E >A>1;82>AB59 70240==O, 01> 
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?@>?>@FV9=> 25;8G8=V 9<>2V@=>ABV, I> >1G8A;NєBPAO 2 70;56=>ABV 2V4 @O4C 
?0@0<5B@V2. 

' @>1>BV 70?@>?>=>20=0 B0:0 AE5<0 :;0A8DV:0FVW =01;865=8E 0;3>@8B<V2 
:><1V=0B>@=>W >?B8<V70FVW (@8A. 1). 

!86G5 =02>48BPAO :>@>B:89 >?8A ?V4E>4V2 D>@<C20==O ?@V>@8B5B=>W G5@38 
:><?>=5=B 25:B>@0 @VH5=P 4;O 7040G C ?>AB0=>2FV (1)-(2)-(3). 

#>7=0G5==O: 
3 25:B>@ @VH5=P   n,=j,x=X j 1 ; 

3 <=>68=0 V=45:AV2 :>=:@5B87>20=8E :><?>=5=B  1/ =xj=I jx ; 

3 <=>68=0 V=45:AV2 :><?>=5=B 25:B>@0 @VH5=P, O:8< <>6=0 ?@8A2>WB8 7=0G5==O 

«1»: 
þ
ý
ü

þ
ý
ü

þ 
þ xIj

ijixj abIjV 0)/( , i ; 

3 ?@V>@8B5B=0 G5@30 V=45:AV2 :><?>=5=B 25:B>@0 @VH5=P  k2j j,,j,j=S ...1 . 

 

 
$иA.1. �;0A8DV:0FVO =01;865=8E 0;3>@8B<V2 :><1V=0B>@=>W >?B8<V70FVW  

 

#@8 45B5@<V=>20=><C ?V4E>4V ?@V>@8B5B=0 G5@30 D>@<CєBPAO  ;8H5 7 
C@0EC20==O< G8A;>28E 40=8E, O:V 2E>4OBP C <0B5<0B8G=C <>45;P. �> =8E =0;568BP  

   ;n,=j;m,=i,a=A;c=C ijn,=jj 11
1

   

B0  
   m,=ib=B i 1 . 

І45O 604V1=>3> 0;3>@8B<C ?5@5410G0є >1;V: ;8H5 :><?>=5=B 25:B>@0 FV= O: 
25;8G8=, O:V 2=>AOBP «2=5A>:» 7=0G5==O FV;P>2>W DC=:FVW. 

/:I> 
kjjj c,,cc  ...

21
, B> ?@V>@8B5B=0 G5@30  k2j j,,j,j=S ...1 . 

�><1V=>20=89 A?>AV1 ?>є4=Cє 420 <><5=B8: V45N 604V1=>3> 0;3>@8B<C B0 
2@0EC20==O 25;8G8=8 =52'O7:8 C A8AB5<V >1<565=P ?@8 :>=:@5B870FVW G5@3>2>W 
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:><?>=5=B8 jx  25:B>@0 @VH5=P. �87=0G0єBPAO «203>20» >FV=:0 jq  4;O jj Vjx ∈/  

B0:8< G8=>< >B@8<0є<>:  

 
m

=i
ijijj abc=q

1

)( .   

$0=6C20==O 2 ?>@O4:C 7@>AB0==O 25;8G8= jq  287=0G0є ?@V>@8B5B=C G5@3C jS . 

#@8 =545B5@<V=>20=><C ?V4E>4V ?@V>@8B5B=VABP :><?>=5=BV2 287=0G0єBPAO 
25;8G8=>N 9<>2V@=>ABV. +8< 1V;PH0 FO 25;8G8=0, B8< 1V;PH89 H0=A 281>@C 
2V4?>2V4=>W :><?>=5=B8. %0< 281V@, 70728G09, 74V9A=NєBPAO H;OE>< 35=5@0FVW 
28?04:>2>W 25;8G8=8, @V2=><V@=> @>7?>4V;5=>W 2 V=B5@20;V (0,1). І=B5@20; 4V;8BPAO =0 
G0AB8=8 ?@>?>@FV9=> 4> 25;8G8= 9<>2V@=>AB59. #>?040==O 7=0G5==O 28?04:>2>W 
25;8G8=8 C 2V4?>2V4=C G0AB8=C V=B5@20;C 287=0G0є =><5@ :><?>=5=B8. �V4:@8B8< 
70;8H0єBPAO ?8B0==O ?@> >1G8A;5==O 25;8G8= 9<>2V@=>AB59, I> =040NBP 
?@V>@8B5B=VABP :><?>=5=B0<. "48= V7 A?>A>1V2 F5 V<VB0FVO ?>254V=:8 6828E 
=5V=B5;5:BC0;P=8E VAB>B G8 ?@8@>4=8E O28I. (>@<0;V70FVO B0:>3> =545B5@<V=>20=>3> 
?@8@>4=>3> ?@>F5AC ?@872>48BP 4> =01CBBO G8A;>28E 7=0G5=P. ' @>1>BV [1] >?8A0=>, 
O: ?>254V=:0 >A>18= <C@0H8=>W :>;>=VW ?>40є V45N AB2>@5==O 0;3>@8B<V2 @>72'O70==O 
7040G :><1V=0B>@=>W >?B8<V70FVW. �030B>G8A5;P=VABP 68B5;V2 :>;>=VW, :>65= V7 O:8E 
28:>=Cє A0<>ABV9=> A2>N @>1>BC, 4>AO30NG8 7030;P=>W <5B8, A?@89<0єBPAO O: 
5;5<5=B <0A82=>ABV. ' V<>2V@=VA=8E 0;3>@8B<0E F5 ?@54AB02;OєBPAO O: =01V@ 
AB0B8AB8G=8E 40=8E ?@> >B@8<C20=V @VH5==O. �8@VHCєBPAO B5 A0<5 70240==O 1030BP<0 
035=B0<8 (=V18 <C@0E0<8), G8A;> O:8E ?@54AB02;OєBPAO ?0@0<5B@>< C @>1>BV 
0;3>@8B<C.  

І=H89 4C65 206;8289 <><5=B F5 =0O2=VABP ?5@540GV <V6 >A>10<8 :>;>=VW. #@8 
?5@5AC20==V 2V4:;040єBPAO A;V4 G5@57 720=V D5@><>=8. +8< 1V;PH5 WE :>=:@5B870FVO, 
B8< 1V;PH5 <C@0E ?V45 F8< H;OE><. (>@<0;P=> 3 :V;P:VABP :5@Cє ?@>F5A>< B0 
70157?5GCє ?@89=OBBO @VH5=P. #@8@>4=>, :V;P:VABP D5@><>=V2 <>65 71V;PHC20B8AO, 
0;5 7 G0A>< V 7<5=H0BPAO  -  28?0@>2C20==O. $57C;PB0B @VH5==O 287=0G0єBPAO WE 
:V;P:VABN. ' <C@0H8=8E 0;3>@8B<0E F5 є 42><0 ?0@0<5B@0<8 ñ  B0 ò . 

�8?0@>2C20==O D5@><>=V2 70;568BP 2V4 2V4AB0=V <V6 B>G:0<8 ?5@5AC20==O. +8< 2>=0 
1V;PH0, B8< 7=0G=VH5 7<5=HCєBPAO WE :V;P:VABP. �>2>@OBP, 7<5=HCєBPAO 
V=D>@<0B82=VABP ?@> AB0= A?@02. *59 :><?>=5=B 28O2;OєBPAO C 0;3>@8B<0E G5@57 
AB@C:BC@=V >A>1;82>ABV @>72'O7C20=>W 7040GV. � <5B>N >B@8<0==O 9<>2V@=VA=>W >FV=:8 
:><?>=5=B8 25:B>@0 @VH5=P =5>1EV4=> 40B8 D>@<0;P=C >FV=:C =0:>?8G5==O 
V=D>@<0B82=>ABV ?@> =5W (D5@><>=V2) 7 C@0EC20==O< 72>@>B=>3> V=D>@<0FV9=>3> 
72'O7:C (28?0@>2C20==O D5@><>=V2) G5@57 AB@C:BC@=V >A>1;82>ABV 70240==O, I> 
@>72'O7CєBPAO. 

#>7=0G8<>: 
ñ  3 @V25=P V=D>@<0B82=>ABV; 
ò  3 @V25=P 72>@>B=P>3> V=D>@<0FV9=>3> 72’O7:C; 

ja  3 V=D>@<0FVO ?@> j-C :><?>=5=BC 25:B>@0 @VH5=P (=0O2=VABP 2V@BC0;P=8E 

D5@><>=V2) n,=j 1 ; 

r 3 :V;P:VABP ?0@0;5;P=> @>72'O7C20=8E 70240=P (<C@0E :>;>=VW). 
&>4V 25;8G8=0 9<>2V@=>ABV 287=0G0єBPAO 70 D>@<C;>N 

r,=l;Vj
Y(c)a

Y(c)a
=P l

j

l
jVj

βα
j

βα
jl

j 1∈
∈

 
 (4)  



�. І. .E8<5=:>, !.#. �>;:>20, .... �>7V=0 
 

168 

45  
 jjjj c>cя>щB,cc=Y(c) minmin . 

�5;8G8=0 9<>2V@=>ABV 287=0G0єBPAO 4;O B8E :><?>=5=BV2, O:V 7 AB@C:BC@=8E 
>A>1;82>AB59, <>6CBP =01C20B8 7=0G5==O «1». 

"B@8<0є<> r  20@V0=BV2 @VH5==O   r,=l;n,=jx=X l

j

l 11 , 45 :>6=0 jx 3 0 
:><?>=5=B0 ?@89<0є 7=0G5==O «1» 7 9<>2V@=VABN, I> 287=0G0єBPAO 70 D>@<C;>N (4).  

#>G0B:>25 7=0G5==O ja  є >4=0:>28< 4;O 2AVE n,=j 1  B0 2AVE r,=l 1 . !040;V 
?@8 28:>=0==V 5B0?C ?>;V?H5==O =01;865=>3> @VH5==O 7=0G5==O 1C4CBP 7<V=N20B8AO 
7 C@0EC20==O< =0:>?8G5=>3> 4>A2V4C >B@8<0==O 157;VGV 20@V0=BV2 @VH5==O. 

�@0EC20==O AB@C:BC@=8E >A>1;82>AB59 7040GV, I> 28@060єBPAO G5@57 25;8G8=C 
)(cY , <>65 74V9A=N20B8AO V=482V4C0;P=> (482. =0?@. [16]). �8:>@8AB>2CNG8 

<>B820FVN 35=5B8G=>3> 0;3>@8B<C [12] «>B@8<0B8 4>1@5 ?>B><AB2>», 287=0G0NBPAO 
203>2V >FV=:8 j 4;O :>6=>W :><?>=5=B8 jx  25:B>@0  @VH5=P, 45  

nx=
r

=l

l

jj /
1

 , 
l

jVj∈ . 

#>:@0I5==O =01;865=>3> @VH5==O @>73;O40єBPAO O: VB5@0FV9=89 ?@>F5A. /:I> 
t  =><5@ VB5@0FVW, B> ?@8 ?5@5E>4V 2V4 VB5@0FVW t  4> VB5@0FVW 1+t  7<V=NєBPAO 7=0G5==O 
j4  70 D>@<C;>N (5) 

jjj +taρ=+ta )()(11)(    (5) 

45 ρ  3 @53C;NNG89 ?0@0<5B@. 
�@C389 45B5@<V=>20=89 ?V4EV4 D>@<C20==O 25:B>@0 @VH5=P, 70A=>20=89 =0 V45W 

V<VB0FVW 2V4?0;C [17]. *5 D>@<0;V70FVO DV78G=>3> ?@>F5AC, ?>2'O70=>3> V7 7<V=>N 

2=CB@VH=P>W 5=5@3VW BV;0, O:5 @>7V3@V20єBPAO 4> 28A>:>W B5<?5@0BC@8 V 40;V ?>G8=0є 
?>2V;P=> >AB830B8. �=CB@VH=O 9>3> 5=5@3VO ?5@5E>48BP V7 >4=>3> AB0=C 4> V=H>3>. 
#>B@V1=> 7=09B8 B>G:C 7 <V=V<0;P=>N 2=CB@VH=P>N 5=5@3VєN. �>A;V465==O B>3>, I> 
2V41C20єBPAO, 40;> <>6;82VABP AB2>@8B8 0;3>@8B<. "?B8<V70FV9=0 7040G0 
@>73;O40єBPAO O: DV78G=0 A8AB5<0, 0 4>?CAB8<5 @VH5==O B0 7=0G5==O FV;P>2>W DC=:FVW 
O: AB0= BV;0 B0 9>3> 2=CB@VH=O 5=5@3VO. ' B0:V9 0=0;>3VW ?@>F5A 2V4?0;C ?@54AB02;Oє 
?@>F5A 7=0E>465==O @VH5==O 7 <V=V<0;P=8< 7=0G5==O< FV;P>2>W DC=:FVW. 

�>A8BP ?@>AB89 C >1G8A;N20;P=><C A5=AV 0;3>@8B< V<VB0FVW 2V4?0;C 
28:>@8AB>2C202AO 4;O @>72'O70==O 7040GV ?@> :><V2>O65@0, =09?@>ABVH>3> 70240==O 
@>7<VI5==O B0 V=H8E ?@8:;04=8E 70240=P [18]. �@V< B>3>, 4>2545=0 9>3> 
0A8<?B>B8G=0 71V6=VABP [17]. � <0B5<0B8G=8E ?>78FV9 0;3>@8B< =0;568BP 4> :;0AC 
0;3>@8B<V2 ;>:0;P=>W >?B8<V70FVW. "?B8<0;P=5 @VH5==O (;>:0;P=89 >?B8<C<) 
HC:0єBPAO =0 >:>;8FV ;>:0;P=>3> >?B8<C<C. #@8 28@VH5==V >?B8<V70FV9=8E 70240=P 7 
1C;528<8 7<V==8<8 ?>=OBBO «>:>;8FO» A?@89<0єBPAO O: AC:C?=VABP @VH5=P, C O:8E 
7=0G5==O >4=VєW 7 :><?>=5=BV2 70<V=NєBPAO ?@>B8;56=8< («1» =0 «0» G8 =02?0:8). 

�;3>@8B< V<VB0FVW 2V4?0;C 157?>A5@54=P> =5 2AB0=>2;Nє ?@V>@8B5B=C G5@3C 
:>=:@5B870FVW :><?>=5=BV2 25:B>@0 @VH5=P. � >:>;8FV 45O:>3> 4>?CAB8<>3> @VH5==O 
28?04:>28< G8=>< =0 >A=>2V 9<>2V@=VA=>W >FV=:8 74V9A=NєBPAO ?>HC: ;>:0;P=>3> 
>?B8<C<C. �5;8G8=0 9<>2V@=>ABV 70;568BP 2V4 B5<?5@0BC@ t

 
 B0 =0?@O<C, C O:><C 

2545BPAO ?>HC:. )09 287=0G5=0 ?>G0B:>20 B5<?5@0BC@0 0t . �8:>@8AB>2CO 1C4P-O:89 
A?>AV1 D>@<C20==O @VH5==O, >B@8<0=> 20@V0=B X  B0 7=0G5==O FV;P>2>W DC=:FVW ø ùXZ . 

!0 >:>;8FV X  70 4>?><>3>N 45O:>3> >?5@0B>@0 Ψ  287=0G5=> 20@V0=B 'X  B0 ø ù'XZ . 
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"1G8A;NєBPAO 2V4E8;5==O ø ù ø ùXZXZ=Δ '  , O:I> 0>Δ , B> @0ECєBPAO  I> AB0= 'X  

:@0I5, =V6 X  7 9<>2V@=VABN tΔe=p / . 

#5@5EV4 C =>289 AB0= B0:>6 <0є 28?04:>289 E0@0:B5@. �5=5@CєBPAO 28?04:>20 
25;8G8=0 ξ  @V2=><V@=> @>7?>4V;5=0 2 V=B5@20;V (0,1). /:I> p>ξ , B> AB0=, I> >?8ACє 
X  715@V30єBPAO, 2 V=H><C 28?04:C ?5@5E>48<> 2 AB0= 'X  B>1B> 'X=X V 
ø ù ø ù'XZ=XZ ; 7<5=HCєBPAO B5<?5@0BC@0 =0 45O:89 ø ùΔtt=tΔt   B0 ?>2B>@NєBPAO 
VB5@0FV9=89 ?@>F5A ?>HC:C =>2>3> ;>:0;P=>3> >?B8<C<C. #@>F5A :5@CєBPAO 01> 
4>AO3=5==O< ?52=>W B5<?5@0BC@8 t , 01> 4>AO3=5==O< 4>AB0B=P>3> 7=0G5==O FV;P>2>W 
DC=:FVW. 

#@8:;04. $>72’O7CєBPAO 1030B>28<V@=5 70240==O ?@> @0=5FP 7 28:>@8AB0==O< 
@O4C <>48DV:CNG8E 1;>:V2 <5B>4C 3V;>: V :>@4>=V2, :>65= 7 O:8E ?52=>N <V@>N 
?>:@0ICє 5D5:B82=VABP 9>3> @>1>B8. +8A;>2V 40=V 70240==O 70?>78G8;8 7 [4].  0є<> 
7040GC C ?>AB0=>2FV: 

1 2 3 4 5 6 7 8 9 10max(6 5 2 3 4 5 4 8 7 3 )Z x x x x x x x x x x         
 

?@8 >1<565==OE  
1 2 3 4 5 6 7 8 9 10

1 2 3 4 5 6 7 8 9 10

1 2 3 4 5 6 7 8 9 10

2 2 2 2 2 2 3 3 10

3 3 2 2 2 4 2 2 7

4 2 2 2 3 3 3 2 8

{0,1}, 1,10.j

x x x x x x x x x x

x x x x x x x x x x

x x x x x x x x x x

x j

         óü
ÿ          óý
ÿ          óþ

þ 
 

"FV=:0 <=>68=8 20@V0=BV2 ø ùG  @>7@0E>2CєBPAO 28:>@8AB>2CN ?@>F54C@C 
9>3> @>7H8@5==O. �C;> 28@VH5=> B@8 =5 FV;>G8A5;P=8E >4=>28<V@=8E 7040G ?@> 

@0=5FP <5B>4>< �0=F830 [4]. �5;8G8=8 n,=j,
a

c
=λ j

j 1
ij

1
 @0=6CNBPAO C ?>@O4:C WE =5 

A?040==O, =0 >A=>2V G>3> 287=0G0NBPAO ?>A;V4>2=>ABV ?@8A2>є==O 7=0G5=P «1» 
2V4?>2V4=8< :><?>=5=B0< 2V4?>2V4=>3> 25:B>@0 @VH5=P.  0є<>: 

&01?иFO 1.  
$57C;PB0B8 @>7@0EC=:V2 >FV=>: <=>68= 20@V0=BV2  

i #>A;V4>2=VABP �0@V0=B @VH5==O *

iZ  
 

ø ùG =24 1 1 4 10 8 2 6 9 5 7 3 1 1 0 1 0 ½ 0 1 0 1 27,5 

2 1 7 9 6 8 5 2 4 10 3 1 0 0 0 0 1 1 ⅟4 1 0 24,0 

3 2 9 10 8 5 6 1 4 7 3 0 1 0 0 ½ 0 0 1 1 1 25,0 

 

#>G0B:>25 @5:>@4=5 7=0G5==O FV;P>2>W DC=:FVW R 287=0G0;>AO 73V4=> 7 
?@V>@8B5B=>N G5@3>N :><?>=5=B 25:B>@0 @VH5=P. $>73;O40;8AO 420 A?>A>18: ?5@H89 
A?>AV1 3 ?@V>@8B5B=VABP :><?>=5=B8 287=0G0;0AO 25;8G8=>N 2V4?>2V4=>W :><?>=5=B8 
25:B>@0 20@B>ABV; 4@C389 3 7 C@0EC20==O< 25;8G8=8 =52'O7:8 C A8AB5<V >1<565=P. 

&01?иFO 2.  
$57C;PB0B8 @>7@0EC=:V2  ?@V>@8B5B=>ABV :><?>=5=B8  

%?>AV1 #@V>@8B5B=0 ?>A;V4>2=VABP �0@V0=B @VH5==O R 

1 8 9 1 2 6 5 7 4 10 3 0 0 0 0 0 0 1 1 1 0 19 

2 9 1 2 6 8 5 7 10 4 3 1 1 0 0 0 0 0 0 1 0 18 
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"?B8<0;P=5 7=0G5==O FV;P>2>W DC=:FVW *Z  7=0E>48BPAO 2 V=B5@20;V 
2419 * óó Z . 

#@>F5A >B@8<0==O >?B8<0;P=>3> @VH5==O B0 7=0G5==O *Z  =02545=> =0 
@8AC=:C 2. �5@52> @VH5=P 1C4C20;>AO H;OE>< ?>A;V4>2=>W :>=:@5B870FVW 7<V==8E 
25:B>@0 @VH5=P 73V4=> 7 ?@V>@8B5B=>N G5@3>N S, >B@8<0=>N A?>A>1>< 1."FV=:8 
?V4<=>68= 287=0G0;8AP 0;3>@8B<>< �0=F830. #V4<=>68=8 ?@54AB02;5=V j  G8 j  

>7=0G0є O:0 :><?>=5=B0 B0 O:8< 7=0G5==O< :>=:@5B87CєBPAO. #@>4>265==O 3V;:8 
45@520 2V4AV:0єBPAO O:I> >FV=:0 ?V4<=>68=8 =5 1V;PH0 70 @5:>@4 R 01> 2V4?>2V4=5 
7=0G5==O =5?@8?CAB8<>. 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                           

 

$иA.2. �5@52> @VH5=P 
 

$VH5==O FP>3> ?@8:;04C 0;3>@8B<>< <C@0H8=>W :>;>=VW 74V9A=N20;>AO 70 
B0:8E C<>2. #>G0B:>25 7=0G5==O 0,10 =α . �0;V, ?VA;O 28:>=0==O :>6=>W VB5@0FVW α  

287=0G0;>AO 73V4=> 7 =02545=>N D>@<C;>N (5). #0@0<5B@ 0,1=β  715@V302AO 
=57<V==8<. �=0G5==O ø ùn,=jj 1  287=0G0;8AO =0 :>6=V9 VB5@0FVW. (C=:FVO )(cY  (>1;V: 

AB@C:BC@=8E >A>1;82>AB59 7040GV) >1G8A;N20;>AO O: =02545=> 70 D>@<C;>N 4, 45 i

jV  

3 <=>68=0 V=45:AV2 :><?>=5=B 25:B>@0 @VH5=P ?@5B5=45=BV2 =0 7=0G5==O «1». 
#@>F54C@C @VH5==O 74V9A=N20;> 6 <C@0E (035=BV2). $57C;PB0B =0ABC?=89: 28:>=0=> 20 
VB5@0FV9, >?B8<0;P=5 @VH5==O >B@8<0=> 42VGV. !0 11 VB5@0FVW ?'OB>N <C@0E>N V =0 17-W 
VB5@0FVW B@5BP>N <C@0E>N. 
�иA=>2>и. �D5:B82=VABP @>1>B8 =01;865=8E 0;3>@8B<V2 >FV=NєBPAO ABC?5=5< 
=01;865=>ABV >45@6C20=>3> @VH5==O 4> >?B8<0;P=>3>. �06;82C @>;P B0:>6 3@0є 
>?5@0B82=VABP >B@8<0==O ?@89=OB=>3> @VH5==O. #@>?>=CNBPAO A?>A>18 287=0G5==O 
?>G0B:>28E 20@V0=BV2 @VH5=P, I> 4>72>;ONBP 157 25;8:8E >1G8A;N20;P=8E 
A:;04=>IV2 >B@8<0B8 @VH5==O, O:5 <>65 1CB8 28EV4=8< 4;O B>G=8E 0;3>@8B<V2, 0 
B0:>6 =01;865=8<, O:I> >A>1;820 B>G=VABP =5 ?>B@V1=0. 

!0?@8:;04, C A?>A>1V 3V;>: B0 <56 206;82C @>;P 2V4V3@0є =0O2=VABP 
?>G0B:>2>3> @5:>@4=>3> 7=0G5==O FV;P>2>W DC=:FVW R. �V;P:VABP 28AOG8E 25@H8= 
45@520 @VH5=P ?@8 @>1>BV 157?>A5@54=P> 70;568BP 2V4 25;8G8=8 R V 9>3> 1;87P:>ABV 
4> >?B8<0;P=>3> 7=0G5==O FV;P>2>W DC=:FVW. +8< 1;86G5 4> >?B8<0;P=>3> 7=0G5==O 
R, B8< 1V;PH5 =5?5@A?5:B82=8E ?V4<=>68= 1C45 28:;NG5=> 7 @>73;O4C. $>73;O=CBV 
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A?>A>18 >B@8<0==O @VH5==O 40є 4>1@5, V=:>;8 V >?B8<0;P=5 @VH5==O. &><C 1C4P-O:89 
0;3>@8B< <5B>4C 3V;>: B0 <56 <>65 1CB8 <>48DV:>20=89 A?>A>1>< >B@8<0==O 
?>G0B:>2>3> 20@V0=B0 @VH5==O, 7=0G5==O FV;P>2>W DC=:FVW O:>3> 1C45 @5:>@4>< R. 
&0:89 ?>78B82=89 <><5=B =040є AC2>@>ABV >7=0:8 >?B8<0;P=>ABV <5B>4C. �@V< B>3>, 
A?@>ICєBPAO D>@<C20==O R-1;87P:8E @VH5=P. 

�0?@>?>=>20=V  A?>A>18 287=0G5==O ?>G0B:>28E 20@V0=BV2 @VH5=P 4>72>;8;8 
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COMBINED ALGORITHMS FOR DETERMINING THE INITIAL 

SOLUTION OF DISCRETE OPTIMIZATION PROBLEMS 
 

B. І. Yukhimenko1, N.H. Volkova2, Yu.Yu. Kozina3 
 

National Odesa Polytechnic University,  

Shevchenko Ave., 1, Odesa, 65044, Ukraine 

e-mails: biruteyu@gmail.com1,  volkova.n.p@op.edu.ua2,  yuliyakc21@gmail.com3 
 

The problem of solving the task of discrete optimization is not completely solved. Lack of publications, 

scientific developments, algorithms and software products do not give the ability to transfer the mathematical 

apparatus of solving discrete optimization problems to the class P of computational complexity. All analytical 

and combinatorial algorithms for solving problems of linear and non-linear optimization are NP 

completeness. There are developments to improve the efficiency of robotic algorithms, they are filled with 

requests and actual ones. In this paper, it is proposed to use deterministic and probabilistic methods for 

forming a priority queue of decision vector components in order to assign positive values to them. After the 

formation of the variant of the solution, it is possible to vectorize as if the approached solution is taken away 

from the record value of the goal function, which in exact algorithms is like a solution, which results in a 

polyp. In this paper has a method for forming a priority line for concretizing the components of the solution 

vector. The basis of deterministic methods is the idea of a greedy algorithm. The location in the queue is 

determined by the value of the corresponding component of the cost vector. The appearance of the value of 

non-visibility in the system of restrictions increases the priority of the component. Behind such a way, another 
method of determination is modified. Probability assessment  probability of priorities is based on the ideas of 

algorithms in an ant colony and simulated annealing. The scope of probability indicates the significance of the 

component 3 a contender for a positive value. A numerical example of a small variability of the task about a 

knapsack has been introduced, which demonstrates the imitation of a nearby solution. 

Keywords: Discrete optimization, record, priority queue, branch and bound method. 
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$>728B>: V=D>@<0FV9=8E B5E=>;>3V9, I> ?@872V2 4> 7@>AB0==O 4>;V 
<C;PB8<54V9=>3> :>=B5=BC C A2VB>2><C B@0DV:C, 71V;PHCє @>;P AB530=>3@0DVG=>W 
:><?>=5=B8 C ACG0A=8E A8AB5<0E 70E8ABC V=D>@<0FVW. #@8 FP><C, 704;O 
70157?5G5==O AB530=>3@0DVG=>3> 70E8ABC V=D>@<0FVW 2 @568<V @50;P=>3> G0AC 
?@8 @>1>BV 7 F8D@>28< 2V45>, AB530=>3@0DVG=89 <5B>4, >:@V< 2V4?>2V4=>ABV 
>A=>2=8< :@8B5@VO< 5D5:B82=>ABV, <0є 70157?5GC20B8 =87P:89 @V25=P 
>1G8A;N20;P=>W A:;04=>ABV, I> <>6;82> ?@8 28:>=0==V AB530=>?5@5B2>@5==O C 
?@>AB>@>2V9 >1;0ABV :>=B59=5@0. "4=8< 7 B0:8E ACG0A=8E <5B>4V2 є 
AB530=>3@0DVG=89 <5B>4 7 :>4>28< C?@02;V==O< 21C4>2C20==O< 4>40B:>2>W 
V=D>@<0FVW. #@8 FP><C >:@5<89 V=B5@5A AB0=>28BP 7040G0 ?V428I5==O ABV9:>ABV 
707=0G5=>3> AB530=>3@0DVG=>3> <5B>4C 2 C<>20E 0B0: AB8A=5==O< 0;3>@8B<0<8 
AB8A:C F8D@>2>3> 2V45>, =0A0<?5@54, @>7?>2AN465=>3> 0;3>@8B<C MPEG-4. 

 5B>N 40=>W @>1>B8 є ?V428I5==O ABV9:>ABV AB530=>3@0DVG=>3> <5B>4C 7 
:>4>28< C?@02;V==O< 21C4>2C20==O< 4>40B:>2>W V=D>@<0FVW 4> 0B0: AB8A=5==O< 

?@8 @>1>BV 7 F8D@>28< 2V45>. ' @>1>BV ?@>2545=V 5:A?5@8<5=B0;P=V 4>A;V465==O 
ABV9:>ABV AB530=>3@0DVG=>3> <5B>4C 7 :>4>28< C?@02;V==O< 21C4>2C20==O< 
4>40B:>2>W V=D>@<0FVW 2 C<>20E 0B0:8 AB8A=5==O< ?@>B8 21C4>20=>3> 
?>2V4><;5==O 0;3>@8B<>< AB8A:C F8D@>2>3> 2V45> MPEG-4 ?@8 21C4>2C20==V 
4>40B:>2>W V=D>@<0FVW V7 70AB>AC20==O< @V7=8E :>;V@=8E <>45;59. #>:070=>, I> 
21C4>2C20==O 4>40B:>2>W V=D>@<0FVW C Y-:><?>=5=BC :>;V@=>W <>45;V YCbCr 

4>72>;Oє 7<5=H8B8 :V;P:VABP ?><8;>: ?@8 28;CG5==V 4>40B:>2>W V=D>@<0FVW =0 
17%. �0?@>?>=>20=> 21C4>2C20==O 4>40B:>2>W V=D>@<0FVW V7 70AB>AC20==O< 
AB530=>3@0DVG=>3> <5B>4C 7 :>4>28< C?@02;V==O< ;8H5 C 48=0<VG=V 1;>:8, I> 
4>72>;8;> 7<5=H8B8 :V;P:VABP ?><8;>: ?@8 28;CG5==V 4>40B:>2>W V=D>@<0FVW =0 
8%. "B@8<0=V @57C;PB0B8 <>6CBP 1CB8 28:>@8AB0=V C ?@0:B8G=8E 
AB530=>3@0DVG=8E 70AB>AC=:0E 7 <5B>N ?V428I5==O ABV9:>ABV AB530=>3@0DVG=>W 
:><?>=5=B8 A8AB5< 70E8ABC V=D>@<0FVW. 
�?NчB2V E?B20: AB530=>3@0DVO, :>4>25 C?@02;V==O 21C4>2C20==O< V=D>@<0FVW, 
F8D@>25 2V45>, ?5@5B2>@5==O '>;H0-�40<0@0.  

 

�EFGC V CBEF0AB2>0 7040чV. %B@V<:89 @>728B>: ACG0A=8E V=D>@<0FV9=8E A8AB5<, 
I> 945 H;OE>< ?>2AN4=>3> 70AB>AC20==O ?@8AB@>W2, I> 35=5@CNBP, >1@>1;NNBP 
B0 ?5@540NBP F8D@>25 2V45> (*�), ?@872>48BP 4> 7=0G=>3> 7@>AB0==O @>;V 
AB530=>3@0DVW C 70AB>A>2C20=8E A8AB5<0E 70E8ABC V=D>@<0FVW. #@8 FP><C 4> 
ACG0A=8E AB530=>3@0DVG=8E <5B>4V2 28AC20NBPAO 7=0G=V 28<>38, I> 287=0G0NBP WE 
5D5:B82=VABP [1, 2]. ":@V< ABV9:>ABV 4> 0B0: ?@>B8 21C4>20=>3> ?>2V4><;5==O, 
7=0G=>W ?@>?CA:=>W A?@><>6=>ABV, 70157?5G5==O =04V9=>ABV A?@89=OBBO, @>1>B0 7 
*� ?5@5410G0є =5>1EV4=VABP 4>B@8<0==O =87P:>W >1G8A;N20;P=>W A:;04=>ABV 
AB530=>3@0DVG=8E <5B>4V2, I> 70AB>A>2CNBPAO. 

#@8 FP><C, =09G0ABVH5, 70157?5G5==O ABV9:>ABV AB530=>3@0DVG=>3> <5B>4C 
4> 0B0: ?@>B8 21C4>20=>3> ?>2V4><;5==O ?>B@51Cє @>1>B8 AB530=>3@0DVG=>3> 
<5B>4C 2 >4=V9 7 >1;0AB59 ?5@5B2>@5==O (=091V;PH 70AB>A>2C20=8< є A8=3C;O@=5 
@>7:;040==O <0B@8FP 1;>:V2 :>=B59=5@0), I> E0@0:B5@87CNBPAO 7=0G=8<8 
>1G8A;N20;P=8<8 70B@0B0<8 4;O A2>єW @>1>B8, V, 2V4?>2V4=>, <0;> ?V4E>4OBP 4;O 
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>1@>1:8 *�, >A>1;82>, O:I> 2>=0 74V9A=NєBPAO 2 @568<V @50;P=>3> G0AC. %0<5 
G5@57 F5, 2V4><V C ;VB5@0BC@V AB530=>3@0DVG=V <5B>48, I> E0@0:B5@87CNBPAO 
ABV9:VABN 4> 0B0: ?@>B8 21C4>20=>3> ?>2V4><;5==O =5 70O2;5=V O: B0:V, I> <>6CBP 
?@0FN20B8 7 *� [3&8]. &>4V O: AB530=>3@0DVG=V <5B>48, I> ?@0FNNBP 7 *�, 

=09G0ABVH5 70A=>20=V =0 <5B>4V LSB V =5 740B=V 70157?5G8B8 ABV9:VABP 4> 0B0: ?@>B8 
21C4>20=>3> ?>2V4><;5==O [9&14]. 

#5@A?5:B82=8< ?@8 @>1>BV 7 *� 210G0єBPAO 70AB>AC20==O AB530=>3@0DVG=>3> 
<5B>4C 7 :>4>28< C?@02;V==O< 21C4>2C20==O< 4>40B:>2>W V=D>@<0FVW (�І) [15], 

O:89 ?@8 @>1>BV C ?@>AB>@>2V9 >1;0ABV :>=B59=5@0 (0, >B65, V =87P:V9 
>1G8A;N20;P=V9 A:;04=>ABV) 740B=89 70157?5G8B8 21C4>2C20==O �І C BC G8 V=HC 
G0AB>B=C A:;04>2C :>=B59=5@0. #@8 FP><C, ?@8 28:>@8AB0==V =87P:>G0AB>B=8E 01> 
A5@54=P>G0AB>B=8E A:;04>28E 4;O 21C4>2C20==O �І, <5B>4 [15] ?>:07Cє ABV9:VABP 
?@8 @>1>BV 7 F8D@>28<8 7>1@065==O< 4> 0B0: AB8A=5==O< 0;3>@8B<>< JPEG, I> 
=02VBP ?5@528ICє ABV9:VABP 2V4><8E AB530=>3@0DVG=8E <5B>4V2, O:V 70A=>20=V =0 
70AB>AC20==V ?@>AB>@C ?5@5B2>@5=P. 

"4=0:, =572060NG8 =0 7=0G=V @57C;PB0B8 >B@8<0=V H;OE>< @>7@>1:8 
AB530=>3@0DVG=>3> <5B>4C 7 :>4>28< C?@02;V==O< 21C4>2C20==O< �І, G5@57 
>A>1;82>ABV 70AB>AC20==O *� 2 O:>ABV :>=B59=5@C ;8H0NBPAO =54>A;V465=8<8 
0:BC0;P=V ?8B0==O ?V428I5==O ABV9:>ABV AB530=>3@0DVG=>3> <5B>4C 4> 0B0: 
0;3>@8B<0<8 AB8A=5==O 2V45>. 

Мет>ю 40=>W @>1>B8 є ?V428I5==O ABV9:>ABV AB530=>3@0DVG=>3> <5B>4C 7 
:>4>28< C?@02;V==O< 21C4>2C20==O< �І 4> 0B0: AB8A=5==O< ?@8 @>1>BV 7 *�. 
�81VD >B?VDABW @B45?V 4?O 21G4B2G20AAO �� G &�. �:A?5@8<5=B0;P=V 
4>A;V465==O AB530=>3@0DVG=>3> <5B>4C 7 :>4>28< C?@02;V==O< 21C4>2C20==O< �І 
?@8 @>1>BV 7 *� 2 C<>20E 0B0:8 AB8A=5==O< 0;3>@8B<>< MPEG-4 ?@>2>48;8AO =0 
281V@FV 7 150 28?04:>28E *� @>7?>4V;P=>W 740B=>ABV 1280x720, B0 B@820;>ABV 15 
A5:C=4 :>6=5, I> 70AB>A>2C20;8AO 2 O:>ABV :>=B59=5@C. ' :>6=5 7 707=0G5=8E *� 
21C4>2C20;0AO �І C 2V4?>2V4=>ABV 4> AB530=>3@0DVG=>3> <5B>4C [15], ?VA;O G>3> *� 
?V44020;>AO AB8A=5==N 0;3>@8B<>< MPEG-4 7 @V7=8<8 @V2=O<8 :>5DVFVє=B0 O:>ABV 
QF V7 ?>40;PH8< 28;CG5==O< �І V >FV=:>N :V;P:>ABV ?><8;>:, I> 2V41C;8AO. 

�07=0G8<>, I> 7 ?@0:B8G=>W B>G:8 7>@C 206;828< є 281V@ :>;V@=>W <>45;V C 
O:V9 ?@54AB02;5=V :04@8 2V45> V, 2V4?>2V4=>, :>;V@=>W :><?>=5=B8 C O:V 21C4>2CєBPAO 
�І.  >6;828< є 70AB>AC20==O <>45;V RGB 01> YCbCr, ?@8 FP><C 21C4>2C20==O 
2V41C20B8<5BPAO C >4=C V7 707=0G5=8E :>;V@=8E :><?>=5=B. 

� AB0=40@BV MPEG-4 :20=BC20==O ?@>2>48BPAO C <>45;V YCbCr. �><?>=5=B8 
Y, Cb B0 Cr ?@54AB02;ONBP OA:@02VABP B0 :>;V@=C V=D>@<0FVN 7>1@065==O, 
2V4?>2V4=>. #5@52545==O 2 <>45;P YCbCr 4>72>;Oє 70157?5G8B8 <5=H89 @V25=P 
:20=BC20==O 5;5<5=BV2 Y-:><?>=5=B8, 0 B0:>6 1V;PH89 @V25=P :20=BC20==O 4;O 
5;5<5=BV2 :><?>=5=B Cb, Cr, I> 2V4?>2V40є >A>1;82>ABO< A?@89=OBBO 2V7C0;P=>W 
V=D>@<0FVW ;N48=>N. 

�0728G09, 2V4=>H5==O :20=BC20==O <V6 :><?>=5=B0<8 <>65 20@VN20B8AO 2 
70;56=>ABV 2V4 :>=:@5B=8E C<>2 V =0;0HBC20=P 0;3>@8B<C MPEG-4. 

!0 @8A. 1 ?>:070=> 3@0DV: 70;56=>ABV :V;P:>ABV ?><8;>: ?@8 28;CG5==V �І 2 
C<>20E 0B0:8 AB8A=5==O< 0;3>@8B<>< MPEG-4 ?@8 21C4>2C20==V �І 2 :><?>=5=BC 
R <>45;V RGB, 0 B0:>6 :><?>=5=BC Y <>45;V YCbCr. #@8 FP><C 2 >1>E 28?04:0E 
28:>@8AB>2C20;>AO 1V=0@=5 :>4>25 A;>2> ,16,(5,1)bT

 , ?>@O4:C 16 ý , I> 2?;820є =0 
B@0=AD>@<0=BC ?5@5B2>@5==O '>;H0-�40<0@0 (5,1). 
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 8E. 1. �@0DV: 70;56=>ABV :V;P:>ABV ?><8;>: 2V4 :>5DVFVє=BC AB8A=5==O QF ?@8 
28:>@8AB0==V :>;V@=8E <>45;59 RBG B0 YCbCr 

 

�07CNG8AP =0 @>73;O=CB8E >A>1;82>ABOE @>1>B8 0;3>@8B<C MPEG-4, O:89 
28:>@8AB>2CєBPAO 4;O ?@>2545==O 0B0:8 AB8A=5==O<, 0 B0:>6 =0 @57C;PB0B0E 
?@>2545=>3> >1G8A;N20;P=>3> 5:A?5@8<5=BC, <>65<> 7@>18B8 28A=>2>:, I> 
70AB>AC20==O ?@>AB>@C YCbCr ?@8 21C4>2C20==V �І C *� 70157?5GCє 7=0G=5 
?V428I5==O ABV9:>ABV AB530=>3@0DVG=>3> <5B>4C 4> 0B0: AB8A=5==O<. &0:, ?@8 
:>5DVFVє=BV O:>ABV QF=60, 21C4>2C20==O �І C :><?>=5=BC Y 4>72>;Oє 7<5=H8B8 
:V;P:VABP ?><8;>: =0 19.78%. 

�V47=0G8<> ?@8 FP><C, I> >A>1;82>ABV 270є<>72'O7:C 71C@5=P, I> 
>1C<>2;5=V 21C4>2C20==O< AB530=>?>2V4><;5==O B0/01> :20=BC20==O< 
B@0=AD>@<0=B ��# ?V4 G0A AB8A=5==O 1;>:V2 :>=B59=5@0, ?@8 WE ?@54AB02;5==V C 
:>;V@=8E <>45;OE RBG V YCbCr ?>B@51CNBP ?>40;PH8E B5>@5B8G=8E 4>A;V465=P. 

�1G4B2G20AAO �� G 48A0@VчAV 1?B>8 &�. �;3>@8B< MPEG-4 ?V4 G0A A2>єW 
@>1>B8, O: V V=HV 0;3>@8B<8, ?@87=0G5=V 4;O AB8A=5==O *�, 2@0E>2Cє 72’O7:8 <V6 
?>B>G=8< V ?>?5@54=V< :04@><, I> 4>72>;Oє 7=0G=> 71V;PH8B8 5D5:B82=VABP 
AB8A=5==O G5@57 VA=C20==O AB0B8G=8E 1;>:V2, I> =5 7<V=NNBPAO, 01> <0;> 
7<V=NNBPAO 2V4 :04@C 4> :04@C. &0:V 1;>:8 715@V30NBPAO ;8H5 C >?>@=8E :04@0E, 
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INCREASING THE ROBUSTNESS OF THE STEGANOGRAPHIC METHOD 

WITH CODE CONTROL WHEN OPERATING WITH DIGITAL VIDEO 
 

O.O.Yavorskyi, A.V.Sokolov  
 

National Odesa Polytechnic University 

1, Shevchenko Avenue, Odesa, 65044, Ukraine, 

email: radiosquid@gmail.com 

 
The development of information technologies, which has led to an increase in the amount of multimedia 

content in World traffic, makes the role of the steganographic component in modern information protection 

systems significant. At the same time, to ensure steganographic protection of information in real-time when 

operating with digital video, the steganographic method is expected to meet the main effectivity criteria, as 

well as provide a low level of computational complexity, which is possible when performing 

steganographic transformation in the spatial domain of the container. One such modern method is the 

steganographic method with code control of additional information embedding. The problem of increasing 

the robustness of the specified steganographic method in the conditions of compression attacks by 

compression algorithms of digital video, primarily, the widespread MPEG-4 algorithm, is of particular 

interest. The purpose of this paper is to increase the robustness against attacks by compression of the 

steganographic method with code control of additional information embedding when operating with digital 

video. In this paper, experimental research on the robustness of the steganographic method with code 

control of additional information embedding in the conditions of a compression attack against the embedded 

message by digital video compression algorithm MPEG-4 when embedding information using different 

colour models is performed. It is shown that embedding additional information in the Y-component of the 

YCbCr colour model allows reducing the number of errors when extracting additional information by 17%. 

It is also proposed to embed additional information using the steganographic method with code control only 
in dynamic blocks, which made it possible to reduce the number of errors when extracting additional 

information by 8%. The obtained results can be applied in practical steganographic applications to increase 

the robustness of the applied steganographic component of information protection systems. 

Keywords: steganography, code control of information embedding, digital video, Walsh-Hadamard 

transform.  
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The rapid development of machine learning technologies, the increasing availability of devices and 

widespread access to the Internet have significantly contributed to the growth of distance learning. 

Alongside distance learning systems, proctoring systems have emerged to assess student performance by 

simulating the work of a teacher. However, despite the development of image processing and machine 

learning technologies, modern proctoring systems still have limited functionality: some systems have 

implemented computer vision methods and algorithms so poorly (false positives when working with 

students of different nationalities) and classification of student actions (very strict requirements for student 

behaviour) that some software products have even refused to use modules that use elements of artificial 

intelligence. It is also a problem that current systems are mainly focused on tracking students' faces and 

gaze and do not track their postures, actions, and emotional state. However, it is the assessment of actions 

and emotional state that is crucial not only for the learning process itself, but also for the well-being of 

students, as they spend long periods of time at computers or other devices during distance learning, which 

has a great impact on both their physical health and stress levels. Currently, control over these indicators 

lies solely with teachers or even students themselves, who have to work through test materials and 
independent work on their own. An additional problem is the quality of processing and storage of students' 

personal data, as most systems require students to be identified using their identity documents and store 

full, unanonymised video of students' work on their servers. Based on the analysis of all these problems 

that impede the learning process and potentially endanger students' health in the long run, this article 

presents additional functional requirements for modern automated online proctoring systems, including the 

need to analyse human actions to assess physical activity and monitor hygiene practices when using 

computers in the learning process, as well as requirements for maximum protection of students' personal 

data. 

Keywords: distance learning, automated online proctoring systems, personal data protection, analysis of 

human emotions, analysis of human actions. 
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