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BBICTPBIE OPTOI'OHAJIBHBIE TIPEOBPA3ZOBAHUSA HA
OCHOBE BEHT-IIOCJIEJOBATEJBHOCTEMH

M.HU. Ma3zypkos, A.B. CokosioB

Opnecckuii HAIMOHANBHBIN MOJUTEXHUYECKUN YHUBEPCUTET,
npocr. Illesuenko, 1, Oxecca, 65044, Ykpauna,; e-mail: alart@stream.com.ua

Pa3zpaboran MeToJ] MOCTPOEHHS OpPTOrOHANBHBIX IPEe0Opa3OBaHUII Ha OCHOBE OEHT-
MOCIIE/IOBATENILHOCTEH, Ui KOTOPOTrO TpEIOKEeHa SKOHOMHYHAs CXeMa BBIYHMCIICHUS
ko3 dunmeHToB mnpeodpazoBaHus. HaliieHbI Bce MHHMMAKCHBICE C TOYKH 3pPEHHS
ABTOKOPPEJISILIMOHHBIX CBOMCTB OEHT-1IOCIIEIOBATEIBHOCTH JIUHEL N =16 .

KiroyeBble  cioBa:  OEHT-IIOCIENOBATEILHOCTh,  OPTOTOHAJIBHOE  MPeoOpa3oBaHUE,
skoHoMuyHas cxema, CDMA.

BBenenune

Baxkneimum kiaccoM OMHApHBIX CUTHAJIOB, HMHTEHCUBHO H3YYaIOLIUXCS B MOCIEIHUE
NECSTUIIETUS, CTallu OEHT-IOCIEI0BATEIbHOCTH, OO0IaJalonIie pPaBHOMEPHBIM CHEKTPOM
Yomna-Agamapa, Y, COOTBETCTBEHHO, MAaKCHUMaJbHO  BO3MOXKHBIM  PacCTOSITHUEM
HEJIMHEMHOCTU B CMBICIIE pacCTOsIHUA XAMMHHTa 10 Kojaa Puga-Maiepa nepBoro nopsiaka
[1]. BeleykazaHHble MOCIEA0BATEILHOCTH HALIUIM IPUMEHEHNE BO MHOTHUX 00JIAaCTIX HAYKU
U TEXHUKHU, B TOM UYHUCJIE€ B TEOPUU INepenadn nHpopmanuu, Kpunrorpaduu, KpUunroaHaiuse.
Tak, Omaromapss cBOoeMy paBHOMEPHOMY CHEKTPY AaMIUIUTYJ, OEHT-NOCIEN0BATENbHOCTH
Hanuii cBoe npumMenenue B TexHosnorusx CDMA (anrn. Code Division Multiple Access —
MHO>KECTBEHHBII JIOCTYIl C KOJOBBIM pa3/eieHUEM), IJ€ OHHM IO3BOJSIOT CYIIECTBEHHO
YMEHBIIUTh OTHOILEHHWE IMUKOBOM M CpelHel MOIIHOCTeH CcurHajga — MHUK-QaKTop, 4YTO
MPUBOJUT K 0oJiee pallMOHAIbHOMY MCIIOJIb30BAHUIO MOILHOCTH mepenaTtyuka [2]. Beicokoe
paccTossHUEe HETMHEMHOCTH OEHT-NOCHeA0BAaTENbHOCTENH MPUBOJUT K CYILIECTBEHHOMY
3aTPyJHEHUIO MX alllPOKCHUMAalMK KjiaccoM apPUHHBIX (QYHKIMHA, YTO MO3BOJISIET
HaWIy4IIuM o0pa3oM MPOTUBOCTOSTh aTakaM JIMHEMHOro KpunToaHanusa [3].

L]envio HacTosIEH CTaThU sBIsIETCS pa3paboTKa MeToJja CUHTe3a OuHapHbIX Martpul W
OpPTOTrOHAJILHOTO TMpeoOpa3oBaHUsl Ha OCHOBE OEHT-NOCIENOBATEIIbHOCTEH U HOCTPOEHUE
OBICTPOrO ANrOPUTMA BBIUUCICHUS KOAPPUIUEHTOB Pe0Opa30BaHHM.

OcHoBHAA YacTh

B coorBerctBUM ¢  ompenenenuem [4,5] OuHapHas ~ IOCJIEIOBATEIBHOCTD
B= [bo,b],...,bl.,...,bn_]], rie b e {i 1} —  kodhdummenTer, uYeTtHoW mHBI N = 2k,
i=0,l,...,k—1, HazpiBaeTCs OEHT-TIOCIEIOBATEIHHOCTHIO, €CIIM OHA UMEET PABHOMEPHBIN TIO
Moayiro criekTp Youma-Anamapa W, (@), KOTOpBIH IPeACTaBUM B MATPUUHON opme

W,(0)=BA4,0=0,,...,N, (1)

rae A — marpuna Yomma-Agamapa nopsajaka N .
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Ucxons w3 ompeaeneHuss OEHT-MOCIIENOBATEIbHOCTH, KaXKIbli  CIIEKTpalIbHBIN
kodpuuueHt mnocnenoparenbHocTH  W,(w =0), Wy(w =1),....W,(w=n—-1) npuHuMaer

3HAYEHUS U3 MHOKECTBA {i2%} .

B Hacrosmiee Bpems, i MPOU3BOJBHOTO 3HAYCHHUS JUIMHBI N HE CYIIECTBYET
KOHCTPYKTUBHOTO  QJITOPUTMa, TIO3BOJIAIONIETO IOCTPOUTH TMOJHBIM  Kilacc  OEHT-
MOCJIEI0OBATEIILHOCTEN, M JaKE€ ACUMMTOTHYECKUX OIICHOK KOJUYECTBA CYIIECTBYIOIIUX B
npuposie OeHt-mocienoBatenbHocTeld [1]. Tem He MeHee, peryaspHbIE METOIbI CHHTE3a
CO3MIaHbl JJII HEKOTOPHIX 3HaueHuidl N , Hampumep, it N =16. Tak B [5] mpemnoxeH
PEryJISIpHBI ~ METO/I, MO3BOJISFOILIMI CUHTE3UpOBaTh  TNOJIHBIA  KJacc OcHT-
MOCJIEI0BATEILHOCTEN HAa OCHOBE 4-X CTPYKTYP OTIOPHBIX MATPHII:

a a q r
B b q r
S@®=|" | S@H=| || S@=|"| S,H= | (2)
y c s
o d s r
rie o, f,y7,0,a,b,c,d,q,s,y — BEKTOPBI-AJIEMEHTHI JINHEHHOTO BEKTOPHOTO IMPOCTPAHCTBA
V, BeKTOpOB JUIMHBI 4, T11e
(++++, +++—, ++—+, ++—— +—++, +—+—, +——+, +———,
4= .
—+4++, —++-, —+—+, —+——, ——++, ——4-, ———+, —-———-}

Jia xkaxaod u3 Marpull (2) CyLIeCTBYET OINpeAeTeHHOE MPaBUJIO MOCTPOEHHUs MOJKiIacca
OEHT-II0CIIEIOBATEILHOCTEN.

Tak, Hampumep, KOHCTpykuus S,(4) mnpeacraBiser u3 ceds BEPTUKAIBHYIO
KOHKaTCHAIIMIO BEKTOPOB ¢, f3,7,0 — BCEX YETHOTO Beca, YTO OTOOpakaeT KOHCTPYKIIHIO
Mbiiopana-Mak®apnanga [1] u  mno3Boaser mnoctpouts kimacc u3  J, =384  OeHT-
MOCJIEI0BATEIILHOCTEN, KOTOPhIE MOKEM MPUBECTH B BUe 12-Tu moauHoMoB JKerankuna [3]
C TOYHOCTHIO /10 ah(HUHHBIX TEPMOB {l,x] ,xz,x3,x4}

[xx, @ x,x, ® x,x, @ x,x,; x,x; © x,x,;
X%, @ x,x; @ x,x,; xx; © x,x, © x;x,;
xx; D x,x;, © x,x, © x;x,; x,x, @ xx, @ x,x, © x;x,; 3
xx; @ x,x; @ x,x,; x,x, @ x,x, @ x,x,; ®)
xx; D xx, @ x,x, ® xyx,; X%, @ x,x,;

| x,x; @ x,x, © x,x,; | X,x, ® x,x, © x,x,.

AHanoruyseIM o0pa3oMm, Ha OCHOBE KOHCTpykuuil S,(4), S;(4), S,(4), roe BexTopa
a,b,c,d,q,s,r  ABIAIOTCS BEKTOpaMHM HEYETHOIO Beca, MOXKET ObITb IOJY4YEHO
J,+J,+J, =192 +288+32=512 OEHT-110CIIEJ0BATEIILHOCTEH, KOTOpbIE TaKXKe
npejacTaBuM B Bujie 16-Tu nosmHoMoB JKerajikuHa ¢ TOYHOCTBIO 10 aQPUHHBIX TEPMOB



[HOOPMATUKA TA MATEMATHUYHI METOZI B MOJIEJIFOBAHHI = 2014 = Tom 4, Nel

[xx, ®x,x, ®x,x, ®x,x,; xx, ®xx, ®xx,;
xx, ®xx; @ x,x,; xx, ® x,x, ®x;x,;
xx, @ x,x; @ x;x,; XX, © xx,;
xx, ®xx; @ x,x, D x,x,; xx, ®xx, ®x,x, ®x;x,; A
xx, @ x,x; @ x,x,; X%, ® xx; @ x,x; ® x,x,; @
xx, @ x,x; @ x,x, © x;x,; X%, @ xx; @ x,x; ® x,x,;
X%, @ x,x; © x;x,; xx, ® xx; @ x,x; © x;x,;

| xx, @x,x; @ xx, @x,x,; | xx, ®xx, ®x,x; @ xx, ®x,x, ©xx,.

Takum o6pazom, 28 nonuHomoB XKerankuna (3) u (4) NOTHOCTHIO ONPEIEIISAIOT OTHbBIN
KJj1acc OeHT-nocenoBaTenbHocTell MoutHoCTH J = 896 .

Janusie [6, 7] u nmpoBeACHHBIC MCCIEIOBAHUS MTO3BOJUIN YCTAHOBUTH, YTO HA OCHOBE
KaKJOM U3 CYIIECTBYIOIIMX OEHT-MOCIEI0BATEIIBHOCTEN MOXKET ObITh MOCTpOeHa OMHapHas
OpTOroHaJIbHAasl MaTpHUlla IPeoOpa30BaHus, IyTEM BBINOIHEHUS ONIEPALIMU JUATHOTO CIIBUTA.

Herpyano mnokasarb, uro wMarpuua Diad(N) puagHoro casura (IuaaHoin

MIEPECTaHOBKH) CTPOUTCS 110 PEKYPPEHTHOMY IPABUITY

_ { Diad(N/2) Diad(N/2)+ N/ 2}
Diad(N)=| _ ) ) (5)
Diad(N/2)+N/2 Diad(N/2)
rae Diad(2) = E ﬂ . Hanmpumep, nis 3Hauenns N =16, nosrydaem
(1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
2 1 4 3 6 5 8 7 10 9 12 11 14 13 16 15
3 4 1 2 7 8 5 6 11 12 9 10 15 16 13 14
4 3 2 1 8 7 6 5 12 11 10 9 16 15 14 13
56 7 8 1 2 3 4 13 14 15 16 9 10 11 12
6 5 8 7 2 1 4 3 14 13 16 15 10 9 12 11
7 8 5 6 3 4 1 2 15 16 13 14 11 12 9 10
8 7 6 5 4 3 2 1 16 15 14 13 12 11 10 9
Diad(16) = - (6)
9 10 11 12 13 14 15 16 1 2 3 4 5 6 7 8
10 9 12 11 14 13 16 15 2 1 4 3 6 5 8 7
11 12 9 10 15 16 13 14 3 4 1 2 7 8 5 6
12 11 10 9 16 15 14 13 4 3 2 1 8 7 6 5
13 14 15 16 9 10 11 12 5 6 7 8 1 2 3 4
14 13 16 15 10 9 12 11 6 5 8 7 2 1 4 3
15 16 13 14 11 12 9 10 7 8 5 6 3 4 1 2
|16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1

Ocyl1uecTBiiss epecTaHOBKY 3JIEMEHTOB OCHT-IOCIEA0BATEIbHOCTH B COOTBETCTBUU C
MpaBUJIaMU (CTPOKAMHM) MIOCTPOSHUSI MaTPULIbI JUAIHOTO caBura Diad mnoirydyaeM OMHApHYIO
Matpuiy ¥ opToroHanbHOro npeodpa3oBaHuslL.

7
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Hanpumep, mnycts 3amaH nepBblii mnonuHoMm JKeramkuna wu3 (3), MOJHOCTHIO
OTIPENEISIONINI CTPYKTYPY OMHApHOIT OEHT-TIOCIIeJ0BATELHOCTH

B={l1111-1-111-11-1-1-111}, (7)

TOTJla C Y4€TOM BbIpakeHUs (6) MOXKEM NOCTPOUTh OMHAPHYIO MaTpHIly OPTOrOHAIbHOIO
npeobpazoBaHus

+ + 4+ ]+ - = +|+ -+ |- - + +
+ + + -+ + - |-+ - +|=- -
+ + + -+ + -+ -+ -+ + - -
+ + + ++ - -+ + - +|+ + - -
+ - - 4+ + 4+ +|- - + +[|+ - + -
-+ 4+ -+ + 4+ +|- - + +|- + - +
-+ 4+ -+ + 4+ +|+ + - -+ - + -
T il s I il | )
+ - 4+ - -+ 4+ |+ + + + [+ - - +
-+ - 4= - 4+ +|+ 4+ + +|- + + -
+ - 4+ -+ + - =+ 4+ + +|- + + -
-+ - 4+ + - — |+ 4+ + +|+ - - +
- — 4+ + [+ - 4+ — |+ - - 4[|+ + + +
- — 4+ +|- + - +|- 4+ + |+ + + +
+ + - -+ - 4+ —|- 4+ + |+ + + +
+ + - |- + — 4|+ - - +]|+ + + +]

B o6mem ciyuae, matpuna ¥ sBisieTcss CHMMETpUYHOM OpPTOrOHANBHON MaTpulel [6], T.e.
Y. ¥ =y« =NJ, 9)

rae I — oneparop TPaHCIIOHUPOBaHUsA, /| — €IUHUYHAs MaTpuua nopsaka N .

B [7] pa3zpaboTana 3KkOHOMHYHAsl cXeMa BbIYUCICHUS KOA((PUIHUEHTOB OPTOrOHAIBHBIX
npeoOpa3oBaHMil HA OCHOBE COBEPIIEHHBIX IBOMYHBIX pelieTok. /laHHas cxemMa OCHOBaHa Ha
ydyere CBOMCTB JBYXIETJIEBOIO IMKIMYECKOTO CIBUIra, KOTOPBIM HCHOJIB3YIOTCS JUIs
MIOCTPOCHUSI MaTpULl TakuX IpeoOpa3oBaHuil. B Hacrosmeld paboTe yCTaHOBJIEHO, YTO
nofoOHasi  SKOHOMHUYHAsi CXeMa  BBIUMCICHHUS  KOIPPHUIMEHTOB  OPTOrOHAILHOIO
npeoOpa3oBaHusl MOXKET OBITh MOCTPOEHA U JJIS Ciaydash MPOU3BOJIBHOM CTPYKTYphl OEHT-
1ocae10BaTeabHOCTH. DYHKIMOHUPYIOIIAs MOJENb [JaHHOM cXeMbl Oblia coOpaHa ¢
MOMOIIBI0 HMHTEPAKTUBHOTO MHCTPYMEHTa HMMHTALMM W aHAIW3a JUHAMUYECKUX CHUCTEM
Matlab Simulink.
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. >4 Pemute
Bert p Rowe
diad({, )

Dermux

S1(1:18)

Running || Running || Running || Running || Running [[Running [|Running || Running [| Running || Running || Running [[Running [| Rurning f| Running || Running || Running
Sum sum Surm Sum Sum Sum Sum Sum Sum sum sum Surn Sum Sum Sum Sum

Bus 4 A ¥ ¥ ¥ 4 4 A r A A

Creator - ]
| ES

Puc. 1. DxoHOMUYHAs cxeMa BBIYUCIIEHUS KOAPGUIMEHTOB OPTOTOHAIBHBIX ITPE0Opa3oBaHUMA
Ha OCHOBE OEHT-NIOCIIe10BATENILHOCTEH [UIMHBL N =16

Ha puc. 1 npunsTHI ciienyomue ycaoBHble 0003Ha4eHUsI, paciindpoBaHHble B Ta0d. 1.

Tabumuna 1.
PacmmndpoBka yciioBHbIX 0003Ha4eHHH cxeMbl (puc. 1)

LYA Y
X — YMHOKHTEIIb; @ — JUCIUICH, BBIBOJI Pe3y/IbTaTa.
v
L4
Running — HAKOIIUTEJIHHBIN . ! — BBIBOJI MacCHBa,
Aurm CyMMAarop; COJICPIKaIIETO Pe3yJIbTaT;
'
- P — BBOJI ICXOIHOU O€HT- diadt b — BBOJ TUAJHOU
— IMOCJIENOBATENBLHOCTH, ' CHUHXPOIIOCJICIOBATEIIEHOCTH;
=]
— KOMMYTaTOP BXOJIOB
A% pemute yrarop — HAXOKJICHUE MHJIEKCa
fws. B | TI0 mpaBmiy IMamHOTO
JF = MAaKCHUMAaJIbHOT'O DJIEMEHTA,
CIIBUTA;

Onumem mnpuHOUN  (GYHKIMOHUPOBAHUS  DKOHOMHUYHOW  CXEMBl  BBIYMCIICHHS
K03(h(UILIMEHTOB OPTOrOHAJIBHOIO MPeoOpa3oBaHUs HAa OCHOBE OEHT-NOCIEI0BATEIIbHOCTEM.
Ha Bxox koMMyraropa BXOJOB [0 MNpPaBUIy JUAJHBIX CIBUIOB IOJAIOTCS 3JIEMEHTHI
HCXOJTHOU OEHT-TI0CIIe10BaTEbHOCTH, HarpuMmep 7, a  TaKxe JuaaHas
CHUHXPOTIOCJIEI0OBATEIbHOCTh, C(HOPMUPOBAHHAs B COOTBETCTBUU C (8), KOTOpas MOXKET
XpaHUTBHCS B HaKomuTese, JUO0 ke (OpPMHUPOBATHCS HA KaKJIOM TakTe pabOThl CXEMBI.
DONeMEeHTHI npeoOpa3oBaHHON B COOTBETCTBUH c MIPaBUIIOM JTUATHOM
CHUHXPOTIIOCJIEIOBATEIbBHOCTH ~ OCHT-IIOCIIEZIOBATEILHOCTH HAa  KaXIOM  TaKT€  CXEMBbI
MIEPEMHOXKAIOTCSI C OTCYETOM CUTHAJla, COOTBETCTBYIOLIUM HOMEpPY TaKTy, U IOJAIOTCA Ha
BXOJl HAKOIUTEJIIbHOTO CyMMAaTopa, IOCJE€ 4Yero MYJbTUIUIEKCUPYIOTCS. Pe3ynpTupyroniuii
BEKTOp IOJIAETCs Ha pEUIAIoee YCTPOUCTBO, ONpenesonee Haubosee MnpaBaono o0HbIi
NepelaHHbll CUTHAJl KaK MHJEKC MaKCHUMAaJIbHOI'O 3JIEMEHTA PEe3yJbTUPYIOLIEro BEKTOpa
npeoOpa3oBaHusl.
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[TycTh, HanpuMep, TiepeaBaics OJJUH U3 OPTOTOHAIBHBIX CUTHAJIOB, COOTBETCTBYIOIICH
3-i1 ctpoke Matpuirs (8), T.e.

St ={1111-111-11-11-111-1-1}, (10)

KOTOPBIH MOJ] BO3JCHCTBUEM HEKOTOPOM MOMEXH B KaHaJle CBA3HM ObLT UCKaXKEH, B PE3yJIbTaTe
YEro Ha MPUEMHUK ITOCTYIHWIIA [TOCIEA0BATEIBHOCTD

Y(t)={00-22-102-31-11-101-10}, (11)
TOr1a Ha BbIXOAEC CXECMbI MBI HOJ'[y‘{I/IM IIOCJICAOBATCIBHOCTD - KOppCJ‘[fIIIPIOHHBIfI BCKTOp
Z(t)=Y W ={-408-44-80—4—-444 -4 -444 -4}, 7 =0,,...,15, (12)

COOTBETCTBEHHO cxema (puc. 1) mpuHsIIa pereHrue 0 TOM, 9T0 MaKCUMaJIbHO TPABAOIOI00HO
ObUT TepelaH CUTHAJl COOTBETCTBYIOWIEH 3-i cTpoke Mmarpuibl (8), 4TO COOTBETCTBYET
NENCTBUTEIBHOCTH.

VYuuteiBas onpenenenue Jx. ¢on Heiimana [8], Oynem oueHMBaTh CIO0XHOCTh
peai3alli  OPEJUIOKEHHOW  HSKOHOMUYHOM  CXEMbl  BBIYUCIECHUS  KOIPPHUIIMEHTOB
OpTOTrOHAJIbHBIX NPeo0pa3oBaHUN Ha OCHOBE OEHT-NOCIEAOBATEIbHOCTEH KaK YHCIIO
YMHOKUTEJEH, KaK CaMbIX CIOXHOpPEaIU3yeMbIX €€ KOMIOHEHTOB. OueBHUIHO, CIOKHOCTb
peain3aluy IpsiIMOM CXeMbl BbIYMCIIEHUSI KO3 (DULIMEHTOB OPTOTOHAIBHOTO MTPe00pa30BaHUs
Ha OCHOBE OEHT-NOCJeI0BAaTEIbHOCTEN KaK MaTPUYHOTO MPOU3BEACHUSI MOKHO OLIEHUTh Kak

O(N?), Toraa Kak CIoKHOCTb HpeiaraeMoit cxembl O(N), T.e. HIMEeM BBIUIPBIII

=—=N, 13
7=y (13)

YTO SIBIISIETCA JaKe 00Jiee 3HAUMUTETBHBIM, YEM BBIUTPHIII TIPH HCIOJIB30BAHUU AJITOPUTMOB
ObicTporo mpeoOpa3oBaHusi Youma-Ajnamapa, TJi€ CIOXHOCTb  OLICHMBAeTCs  Kak
O(N -log,(N)). He BbI3bIBacT COMHEHHH TaKKe TOT (DAKT, YTO MPEIJIOKEHHAS CXeMa MOKET

OBITH JIErKO MacIITabupoBaHa Jyist T0ObIX N .

OTmeTHM, 4TO BCE OCTaJbHbIE KOMIIOHEHTHl CXE€MbI, B TOM YHCJIE KOMMYTaToOp H
HAKOIUTEJbHbIE CYMMaTOPbhl UMEIOT HU3KYIO CII0KHOCTh peajlu3aluu, U OOBIYHO BXOJIAT B
cocTaB coBpeMeHHbIX MuKpocxeM PLD (anrn. Programmable Logic Device —
IporpaMMupyeMas Jorudeckasi MHTerpajibHas cxema) [9].

Bompoc BwiOOpa HCXOAHOM OEHT-TIOCIEAOBATEIBHOCTA 3aBHCUT OT KOHKPETHBIX
MPWIOKEHUH, B KOTOPBIX MOTYT OBITb HCIIOJb30BaHbl NPEUIOKEHHbIE OPTOrOHAJIbHBIE
npeoOpas3oBanus. Hanpumep, ucnonb3oBaHUE MOJTHOIO Kiacca OEHT-NOCIIE0BATEIbHOCTEH
MOXXET OBbITh OIpaBAAHO JUISl peain3allii KOHUENIUMU OINEpPaTHBHOM CMEHbl aHcaMOuis
UCIOJIb3YEMbIX CHUTHAJIOB JJIsi pELIeHus 3aJad 3alluThl uHpopmanuu. B 3amauax ke
MOBBIIICHUSI TIOMEXOYCTOMYUBOCTH MOTYT OBITh HMCIOJIb30BaHbI MUHUMakcHbie [10] OeHT-
ocyieoBaTeabHOCT ¢ Touku 3peHus AAK®D (anepuoamueckoil aBTOKOPPETSLUOHHON

ymKiHm)

2N-2
Fuko =D BUO)B(n+1),n=0]1,...,2N -2, (14)

=0

a taxoke [TAK® (nepuoanueckoit aBTOKOPPEISUOHHON PYHKLINN)

10
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- fB(z)B(n +1),n=0,,...,N—-L (15)

=0

Pe3ynbTaThl IPOBENECHHBIX HUCCIACAOBAHWN  MO3BOJWIA YCTAaHOBUTH  3HAYCHUS
MaKCUMYMOB TOOOYHBIX JIETIECTKOB aBTOKOPPEISAIMOHHBIX (YHKIMWA CHUTHAJIOB M3 KJacca
OCHT-TIOCIIEIOBATEIHFHOCTEM, KOTOPBIE, I HATJISIAHOCTH, TIPEICTABUM B BUJIE TAOJIUIIBI 2.

Ta6auua 2.
3HaueHus MAKCUMYMOB ITOOOYHBIX JIEIECTKOB aBTOKOPPEISUOHHBIX (DYHKIMH Ki1acca OeHT-
IIOCJIEJOBATEILHOCTEN

2%“’% 6{r AAKD } 3 4 5 7 8 9
KonnuaecTBo OEHT-IIOCIIENOBATEIHHOCTEN 344 | 152 | 328 | 56 8

max 37, _ | _

2’3’”"]6{ HAK(D} 4 8
KonnuaecTBo OEHT-IOCIIENOBATEIHHOCTEN — | 832 | — | — | 64 | —

OTtMeTuM, 4TO BC€ MMUHMMAaKCHbIE ¢ TOUkH 3peHuss AAK® OeHT-1ocie10BaTeIbHOCTH
SBJIAIOTCS TAK)KE MUHMMAKCHBIMU U ¢ Touku 3peHust [IAK®. Hanpumep, MunumakcHast 6eHT-
[IOCJIEIOBATEIbHOCTh ~ MOKET  OBITb  IpEJCTaBlieHa B  OWMHApHOM, [JBOMYHOM U
LIECTHAIATePUYHOM BHJIaX

B=[11111-11-11-1-1111-1-1]=[0000010101100011], = [0563], (16)
oOnagaer AAKD

(o 1 23 5 6 78 9 10 11 12 13 14 15 -
Tuke =106 1 41 01 =430 -3 0 -1 0 -1 0 1[ a7
u TIAK®

[0 12345 6 789 10 11 12 13 14 15 "
K216 004 0 00 -4 000 —4 0 0 0 4 0f (18)

KOTOpbIE MOKHO IPEJICTaBUTh B BUE rpadukos (puc. 2).

JUis KpaTKOCTH MPUBEJIEM BCE MHUHHMAKCHBbIE OEHT-TIOCIENOBATEIIbHOCTH B BHJIE HUX
LIECTHAUATEPUYHBIX SKBUBAJICHTOB (KUPHBIM HIPU(TOM BBIJACJIEHBI LIECTHAALIATEPUUHBIC
SKBHUBAJICHTHI, COOTBETCTBYIOIIME COBEPLIEHHBIM JBOUYHBIM pemierkam [5, 10]).

AHanu3 AaHHbIX Ta0Jsl. 2 CBUIETENBCTBYET O JOCTATOYHO OOJIBIIOM KOJIHYECTBE OCHT-
[IOCJIEI0BATENBLHOCTEN, 0014 Jal0NINX XOPOIIUMHU aBTOKOPPEISIIUOHHBIMU CBONCTBAMH.

11
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16e
14

10

A RN O N & O ©

Puc.2. AAK® u [TAK® muanmakcHoi OeHT-ocaenoBarenbHocT (16)

Ta6auua 2.
I_HCCTHaI[IIaTepI/ILIHI)Ie OKBHUBAJICHTHI BCCX MUHUMAKCHBIX 66HT-HOCJ’IGI[OB3TGJ'IBHOCT€I71

0563 059C 0653 093A | 095C | 09C5 | 0A93 | 0C56 | 0CA9 | 1178

11D2 | 12B8 1427 14E4 | 1B14 | 1BD7 | 1D48 | 1DB7 | 1E88 | 1EDD

2147 218B | 221E 2287 2714 27D7 | 281B | 28D8 | 2BDB | 2Dl1

2D88 | 2E7B | 2EDE | 30A9 | 356F 3650 36AF | 395F | 39FA | 3A6F

3AF6 | 3F65 | 3FA6 4172 41B1 | 442D | 44E1 | 47ED | 482E | 4Bl1

4BDD | 4D7E | 4E7D | 4EBE | 5039 50C9 | 53F9 5903 | S9FC | 5C09

5C90 5F39 | SFC6 | 603A | 6305 63F5 6503 | 6A0C | 6ACF | 6CO0A

6CF5 | 6F5C | 6FCS | 7241 7282 7412 747B | 74DE | 774B 7822

78DD | 7B74 | 7BD1 | 7D72 | /DBl | 7EB2 8171 8272 82B1 8474

84D1 | 87BB | 882D | 88D2 | 8B7B | 8BDE | 8D41 8D82 | 8ES81 905C

90C5 9350 950C | 95CF | 9A03 | 9C05 | 9CSF | 9F35 | 9FCA | A063

A309 | A390 | A3F9 | A63F | A930 | ACF9 | AF6C | AFC9 | B17D | BIBE

B411 | B477 | B71D | B7E2 | BSED | BB78 | BBE1 | BE72 | BEB1 | C065

CO0A6 | C56F | CS5F6 | C65F | C90A | C95F | CA60 | CA9F | CFA9 | D17B

DIDE | D288 | D418 | D71B | D7D8 | D814 | D8D7 | DBD4 | DD87 | DE2E

DESB | DED1 | E144 | EIBB | E284 | E414 | E4D7 | E7D4 | EB27 | EBE4

EDBS8 | EE4B | EEB4 | F36A | F536 F593 | F65C | F6AC | F953 | FA39
FA93 | FC65 — — — — — —

BriBoa

B 3akiroueHnr OTMETHM OCHOBHBIE PE3yJIbTaThl IPOBEACHHBIX UCCIIETOBAHUI:

1. Tomyuumna panpHeliee pa3BUTUE TEOpUS CUHTE3a OMHAPHBIX MAaTPUI]
OpTOrOHAJIbHBIX IpeoOpa3oBaHUl, B paMKax 4ero pa3zpaboTaH MeToa (OPMUPOBAHUS
OMHAPHBIX MATPHI] OPTOrOHAIBHBIX MPE0OPa30BaHNl HA OCHOBE OCHT-IIOCIIEI0BATEILHOCTEH,
KOTOpbIE MOTYT HaliTH CBOE MPUMEHEHHE B TEXHOJOTHUAX Meperadr HH(OpMAaLUY, TAKUX KakK
CDMA, a taxxe B Kpunrorpaguu 1 KpunroaHaause.

2.  Pa3pabotana skOHOMHMYHAasl cXxeMa BbIYHUCIEHUS KO3()(PUIIMEHTOB OPTOrOHAIILHOTO
npeoOpa3oBaHKsl Ha OCHOBE OEHT-IIOCIEIOBATENbHOCTEH, MO3BOJISIIONIASL CYHIECTBEHHO
COKpaTUTh HeoO0XoauMoe s €€ peanu3aluy KOJUYECTBO KOMIIOHEHTOB, 4YTO MMEET

12
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KPUTHYECKOE 3HAYEHHME IpU pealu3alud pa3padOTaHHBIX TEXHOJOTHUM, HalpuMep, Ha
MOOUJIBHBIX YCTPONUCTBAX.

3.

Haiinen moJyiHBIA KjacC MHHUMAKCHBIX C TOYKH 3pPEHHUS OOKOBBIX JICTIECTKOB

ABTOKOPPENAMOHHBIX (PYHKIMI O€HT-1ocaeAoBaTeIbHOCTeH UIMHBL N =16, KOTOPHII
MOXET OBITh PEKOMEHIOBAH K UCIIOJIB30BAHHUIO B CHCTEMAX CBSI3H.
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IBUIKI OPTOTOHAJIbHI TEPETBOPEHHS HA OCHOBI BEHT-NIOCJIIJIOBHOCTEM

M.I. Masypkos, A.B. Cokoinos

OpecbKuii HalllOHAJILHUH MTOJITEXHIYHUH YHIBEPCHUTET,
mpocr. [lesuenko, 1, Oneca, 65044, Ykpaina, e-mail: alart@stream.com.ua

Po3pobieno Merom TmOOYJOBM OpPTOrOHAJIBHUX IIEPETBOPEHH HAa OCHOBI  OCHT-
TIOCITIIOBHOCTEH, JUIS SIKOTO 3alIPOITIOHOBAaHA EKOHOMIYHA CXeMa OOYHCIIEHHSI KOe]ilieHTiB
MepeTBOPEHHS. 3HaWIEHO BCl MiHIMAKCHI 3 TOYKH 30pYy aBTOKOPEJSALIHHUX BIaCTUBOCTEH
OEHT-IIOCITiTOBHOCTI IOBXKHHU N=16.

Karou4oBi ciioBa: OGeHT-TIOCIIIOBHICTh, OPTOrOHAJIBHE MIEPETBOPEHHS, EKOHOMIUHA CXEeMa,
CDMA.

FAST ORTHOGONAL TRANSFORMATIONS BASED ON BENT-SEQUENCES

M.I1. Mazurkov, A.V. Sokolov

Odessa National Polytechnic University,
1 Shevchenko Ave., Odessa, 65044, Ukraine; e-mail: alart@stream.com.ua

A method was developed to design orthogonal transformations based on bent sequences.
The efficient scheme of computation of transformation coefficients was proposed for the
above mentioned method as well. There were found all bent-sequences according to the
minimax criterion in terms of autocorrelation properties with the length of N =16
Keywords: bent sequence, orthogonal transformation, efficient scheme, CDMA
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EFFECTIVENESS OF THE WAVELET FILTERING
APPLICATION FOR IDENTIFICATION OF NONLINEAR
SYSTEMS BASED ON VOLTERRA MODEL IN FREQUENCY
DOMAIN

V.O. Speranskyy, V.D. Pavlenko

Odessa National Polytechnic University,
1, Shevchenko av., Odessa, Ukraine, 65044, e-mail: speranskiyva@ukr.net

The research results of the wavelet filtering efficiency using the interpolation method for
nonlinear dynamical systems identification based on the Volterra model in the frequency
domain are presented. The accuracy and noise immunity of the amplitude- and phase-
frequency characteristics of the first , second and third order determining for nonlinear
system using experimental data "input-output" using test polyharmonic signals are
investigated. The noise immunity of the identification method have been increased using
wavelet filtering of measurement noises of received responses and characteristics of the
identifiable system.

Keywords: wavelet filtering, identification, efficiency, noise immunity, nonlinear dynamic
systems, Volterra models, multidimensional characteristics, polyharmonic signals.

Introduction

All natural objects in the real world are nonlinear with different level on nonlinearity.
The presented method allows building linear and nonlinear models for different nonlinear
dynamical systems (NDS). Most dynamical objects are nonlinear stochastic inertial systems.
The model in the form of integral Volterra series used to identify them [3, 4]. The nonlinear
and dynamic properties of such systems are completely characterized by a sequence of
multidimensional weighting functions — Volterra kernels [11].

Building a model of nonlinear dynamic system in the form of a Volterra series lies in
the choice of the characteristics for the test impacts. Also the developed algorithm is used and
allows determining the Volterra kernels and their Fourier-images for the measured responses
(multidimensional amplitude—frequency characteristics (AFC) and phase—frequency
characteristics (PFC)) to simulate the NDS in the time or frequency domain, respectively [9].

The formulation of the initial boundary value problem

There are no ideal conditions in real world. Thus the measurements during identification
of the systems need to be modelled considering the errors of the measurements that are
usually modelled by additive Gaussian noise [10].

The research of noise immunity of the interpolation method of nonlinear dynamical
systems identification based on the Volterra model in the frequency domain is proposed. The
developed identification toolkit is used to build information model of the test nonlinear
dynamic system in the form of the first, second and third order model with respect of
measurement noise.

14
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The aim of this work is to identify the continuous NDS using Volterra model in the
frequency domain, i.e. to determine its multi-frequency characteristics on the basis of the data
of the “input-output” experiment [12], using test polyharmonic signals and interpolation
method with obtained model coefficients and to research the noise immunity and potential
filtering ability of final characteristics.

The scheme of the problem solution

Generally, “input—output” type ratio for nonlinear dynamical system can be presented
by Volterra series [8].

y[x(t)] =W, (t)+ Tw] (t)x(t—7)dt +]E]Ew2 (r,,7,)x(t —7)x(t —7,)dr, dr, +

) (1)
+jjjw3(r,,r2,r3)x(t—r,)x(t—rz)x(t—r3)drl dr,dry+...= wo(t)+ Zyn[x(t)],

where the n—th partial component of response of the system is

t

vl0]=] .

0

l n
Iwn(rl,...,rn)Hx(t —-7,)drt; |
0 i=1

n ttmes

x(¢t) and y(¢) are input and output signals of system respectively; w,(z,,7,,...,7,) — weight
function or n -order Volterra kernel; y, [x(t)] — n—th partial component of system’s response;
w,(t) — denotes free component of the series (for zero initial conditions w,(¢) =0; ¢ — current

time.

Commonly, the Volterra series are replaced by a polynomial, with only taking several
first terms of series (1) into consideration. Nonlinear dynamical system identification in a
form of Volterra series consists in #n-dimensional weighting functions determination

w,(t,,...,7,) for time domain or it’s Fourier transforms W (j®,,..., j®,) — n—dimensional

transfer functions for frequency domain.
Multidimensional Fourier transform for n -order Volterra kernel (1) is written in a form:

Wn(ja),,...,ja)n): Fn<wn(r],...,rn)> = I...Iwn(r],...,rn)exp(—jﬁ}wiri)ndri,
0 0 = i=l

where F;( > — n—dimensional Fourier transform; = j =+/—1. Then the model of nonlinear

system based on Volterra model in frequency domain can be represented as:

yx0)]= ZF< (jerssjoo, )] [ X, >t oy
==t =

i=1

—1 . . . . . .
where F, < > — inverse n-dimensional Fourier transform; X(j,) — Fourier transform of

input signal.
Identification of nonlinear system in frequency domain consists in determination of
absolute value and phase of multidimensional transfer function at given frequencies —
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and PFC argW,(jo,, jo,,..., jo,) which are

n(ja)],ja)z,...,ja)n)
defined by formulas:

=VRe(#,(jo,.... jo, DF +[m¥,(jo,..... jo, )] . 2

I i v J
aran(Jo‘)]""an):arctg m[Wn(Jw]! rjwn)]’ (3)
Re[W,(jo,,..., Jjo,)]

where Re and Im — accordingly real and imaginary parts of a complex function of »n variables
respectively.

An interpolation method of identification of the nonlinear dynamical system based on
Volterra series is used [7-8].

Affirmation 1. Let at input of system test signal of ax(¢z) kind is given, where x(¢) — is

arbitrary function and a — is scale coefficient (amplitude of signal), where 0 < |a| <1, then for
the selection of a partial component of the n-th order y,(¢#) from measurement of the response

nonlinear system y[ax(¢)] in the form of Volterra series, it is necessary to determine #-th
partial derivative of the total response amplitude a where a =0

V()= J Jw (7, ... T)Hx(t t)d 1, = lw @)

tzmes a=0

We use the method of extracting the partial components with the help of n-fold
differentiation of the response y[ax(¢)] with respect to parameter — amplitude a and the use of
the derivative value at ¢ =0.

Injecting an input signal ax(¢) where a is the scaling factor (signal amplitude), one has
the following response of the nonlinear system:

y[a -x(t)] = ajw(r) -x(t—t)dr + azjjwz(r] ,T,)x(t —7)x(t —7,)dtrdr, +

t

jnnmejw (Tl’ 5T )HX(Z‘—T )dT + ..

0

To distinguish the partial component of the n-th order, differentiate the system
response n times with respect to the amplitude:

0"yla- x(t)]

oa" jntzmes J'W (Tp5eesT )Hx(f 7.)dt, +

n+l

(1)t j j i@t [ [ =707,
r=1

Taking the value of the derivative at a =0, we finally obtain the expression for the
partial component (4).

Formulas for numerical differentiation. Partial derivative should be substituted by form
of finite difference for calculation. Differentiation of function, which was set in discrete
points, could be accomplished by means of numerical computing after preliminary smoothing
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of measured results. Various formulas for the numerical differentiation are known, which
differ from each other by means of error.

Let's use universal reception which allows to substitute a derivative of any »n order for
differential ratio so that the error from such replacement for function y(a) was any
beforehand set order of p approximation concerning a step of 4 = Aa of computational mesh
on amplitude. Method of undetermined coefficient for equality

da) _ 1 s (arrh)yrOh?), )
da h r=-n
where the coefficients c, are taken not depending on h,
r=—r,—r+L..,—-L0,1,..., =1, %, so that equality (5) was fair. The limits of summation

=20 u r, 20 could be arbitrary, but so that the differential relation h‘"Zcry(a+ rh) of
r, +r, order have to satisfy to inequality  +r, 2n+ p—1.

To define the c, it is necessary to solve the following set of equations

1 1 e 1 e, 1 1o
_r] _r] +1 cee ’/'2 c_rl+]
(=r)"" (- +D)" c, | |o ]
(=r)" (- +1)" B S nt | ©
(_r] )n+l (_r] + 1)n+l . r2n+l C] 0
| (_r])n+p—l (_r] +1)n+p—| r2n+p—l_ _crz | _0 ]

If ,+7r, =n+ p—1 then inscribed in n + p equality forms linear system concerning the
same number of ¢, unknown. The determiner of this system i1s Vandermonde's determiner and
differs from zero. Thus, there is only one set of n coefficients, satisfying the system.

If r, +r, 2 n+ p, then there are many such sets of coefficients c, .

On the basis of (6) in [7-8] the formulas of derivative calculation of the first, second
and third orders are received at a =0 with use of the central differences for equidistant nodes
of the computational grid.

The amplitudes of the test signals a'” and the corresponding coefficients ¢ for

responses are presented in [9].
The test polyharmonic effects for identification in the frequency domain representing by
signals of such type:

x(t) = zAk cos(a)kt R ), (7)
k=1
where n — the order of transfer function being estimated; 4,, @, and ¢, — accordingly

amplitude, frequency and a phase of k-th harmonics. In research, it is supposed every
amplitude of 4, to be equal, and phases ¢, equal to zero.

The test polyharmonic signals are used for identification in frequency domain.
Statement. If test polyharmonic signal is used in form
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x(t)= Ai cosw,t = éi(@f'ww " e—.fwkt)’
k=1 245

then the n—th partial component of the response of test system can be written in form:

A" E(n/2) n n
m . . . .
y,(t)= — cr o Wn(— Jo, ..— jo, ,jo, ,..jo, )x
2 1 m m+1 n
m=0 k=1 k,=1
m n
X COS —Za),q + Za)kl t+aran(— JOp 5= JO , JO ,...ja)k”) ,
=0 I=m+1

where E — function used to obtain the of integer part of the value.
The component with frequency @, +...+ o, 1s extracted from the response to test signal

(7):
A"\ W (jo,,..., jo,) | cos[(@, +...+ o)t +argh (jo,...,jo,)]. (8)

Certain limitations should be imposed while choosing of frequency polyharmonic test
signals in a process determining multidimensional AFC and PFC. This is the reason why the
values of AFC and PFC in this unallowable points of multidimensional frequency space can
be calculated using interpolation only. In practical realization of nonlinear dynamical systems
identification it is needed to minimize number of such undefined points at the range of
multidimensional frequency characteristics determination. This was performed to provide a
minimum of restrictions on choice of frequency of the test signal. It is shown that existed
limitation can be weakened. New limitations on choice of frequency are reducing number of
undefined points.

After analyzing the (8) it is defined: to obtain Volterra kernels for nonlinear dynamical
system in frequency domain the limitations on choice of frequencies of test polyharmonic
signals have to be restricted. These restrictions provide inequality of combination frequencies
in the test signal harmonics. The theorem about choice of test signals frequencies is proven.

The theorem about choice of test signals frequencies. For the definite filtering of a

response of the harmonics with combination frequencies @, + @, +...+®, within the n-th
partial component it is necessary and sufficient to keep the frequency from being equal to
another combination frequencies of type kw +...+k,w,, where the coefficients
{kl.|i =12,.. .,n} must satisfy the conditions:

* number K of negative value coefficients (k;, <0) isin 0< K < E(n/2) (where E —
function used to obtain the of integer part of the value);

= D k[=m
i=l
= Dk|=n(mod 2),n-) |k|=211eN.
i=1 i=l
It was shown that during determination of multidimensional transfer functions of
nonlinear systems it is necessary to consider the imposed constraints on choice of the test
polyharmonic signal frequencies. This provides inequality of combination frequencies in
output signal harmonics: o, #0, @, #0 and o, # @, for the second order identification

procedure, and ® #0, w,#0, w,#0, w*0,, ©*0,, 0,#0,, 20 *0,+0,,
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20, # 0, + 0;, 20, # 0, +0,, 20, # 0, — 0, 20, # 0, —0,, 20, # 0, —0,, 20, # -0, + @,
20, # -, + 0, and 2w, # —o, + o, for the third order identification procedure.

Described method was tested using nonlinear test system (fig. 1) represented by Riccati
equation:

D0+ ay(0)+ By = (o)

1

ey

Qut1

Transfer Fen

Math
Function

u21

Fig. 1. Simulink—model of the test system

Analytical expressions of AFC and PFC for the first, second and third order model were
received in [8].

The main purpose was to identify the multi—frequency performances characterizing
nonlinear and dynamical properties of nonlinear test system using the methodic [10]. Volterra
model in the form of the 1, 2 and 3 order polynomial is used. Thus, test system properties are
characterized by transfer functions of W,(jw), W,(jo,,jo,), W,(jo,, jo,,jo,) — by

Fourier-images of weight functions w,(¢), w,(¢,,t,) and w,(t,,t,,2,).

Structure chart of identification procedure — determination of the n-th order AFC and
PFC of NDS is presented in fig. 2.

y{(r)

~ a{") +/NDS ol

(1)
C ')(n)

- Y e
24

i
1

n
x(1)=2 coso, 1| | a{™ -+ NDS$

g
; 2if

3| K

Fig. 2. The structure chart of identification using n-th order Volterra model in frequency
domain using interpolation method

The weighted sum is formed from received signals — responses of each group (fig. 2).
As a result the partial components of NDS responses y,(¢), y,(¢) and y,(¢) are taken. For

each partial component of response the Fourier transform (the FFT is used) is calculated and
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only an informative harmonics (which amplitudes represent values of required characteristics
of the 1, 2 and 3 order AFCs) are taken from received spectrum.

The first order AFC |W]( ja))| and PFC argl (jw) are received by extracting the

harmonics with frequency @ from the spectrum of the CC partial response y,(¢) to the test
signal x(t) =(A/2)coswt.
The second order AFC |W2( jo, j(a)+Q,))| and PFC arghl,(jo, j(w+Q,)) having

o, = o and o, =w+ ), were received by extracting the harmonics with summary frequency
o, +w, from the spectrum of the NDS partial response y,(f) to the test signal
x(t) =(A/2)(coswt +cosw,t) .

The third order  AFC Wi(jo, j(@+€), j(@+Q,)) and PFC
argl,(jo, j(w+Q)), j(w+€,)) having o =0, 0,=0+€, and w,=w+CQ,, were
received by extracting the harmonics with summary frequency o, +®, + @, from the
spectrum  of the NDS  partial response () to the test signal
x(t) = (A/2)(cosm,t + cosm,t + cosw,t) .

The results (first, second and third order AFC and PFC which had been received after
procedure of identification) and the second and third order surfaces for AFC and PFC
received after procedure of the test system identification are presented in [§].

The surfaces are built from sub—diagonal cross-sections which were received separately.
Q), was used as growing parameter of identification with different value for each cross—
section in second order characteristics. Fixed value of 2, and growing value of Q, were used

as parameters of identification to obtain different value for each cross-section in third order
characteristics.

Numerical values of identification accuracy as a percentage RMSE using interpolation
method for the test system are represented in Table 1, where: n — order of the estimated
Volterra kernel, N — approximation order/number of interpolation knots (number of
experiments). The comparisons to previous works are given in [9].

Table 1.
Numerical values of identification accuracy using interpolation method
n N RMSE for AFC, % RMSE for PFC, %
2 2.8853 2.1005
1 4 0.5180 2.3964
6 0.4075 2.3663
2 29.7526 89.3218
2 4 2.0103 5.1023
6 3.0488 7.8248
3 4 2.9299 11.0100
6 11.0285 5.9724

Experimental researches of the noise immunity of the identification method were
performed. The simulations with the test model were performed. Different noise levels were
defined for different order of the Volterra model.

The main purpose was the studying of the noise impact (noise means the inexactness of
the measurements) to the characteristics of the test system model using interpolation method
of identification in frequency domain.
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The first step was the measurement of the level of useful response signal (harmonic
cosine test signal shown in fig. 3a) after test system (Out2 in fig. 4). The amplitude of this
signal was defined as the 100% of the signal power.

After that procedure the Random Noise signal (with the form shown in fig. 3b) where
added to the test system output signal. This steps where performed to simulate inexactness of

the measurements in the model. The sum of these two signals for the linear test model signal
is shown in fig. 3c.

Py AL AR

o L e A Y
RTRTATR Bl i BRVAVAVR

w2l ‘ ‘ : s [ | |

10 030 10 3 : 0 %0 30 10 3 0 i 20 30 0 3

a b c

Fig. 3. The sum of two signals for the linear test model signal: a — the NDS subchannel
response, b — random noise with 50% amplitude of max amplitude of the response, ¢ —
“noised” responce of the test system

Random Moise I:I

1

5+2,64

Transfer Fcn out?

. MWiath
Gain7 Function

145 la— o2 |

Fig. 4. The Simulink model of the test system with noise generator and osillosopes

After series of test researches it was decided to use Coiflet and Daubechie wavelets [2,
5, 7] due to its minimal distortion impact on form of filtered signal with RMSE minimization.
The wavelet filtering was used to reduce the noise impact on final characteristics of the test
system. The Coiflet-4 and Daubechie-3 of the 3 level were chosen (fig. 5) and used for the
AFC and PFC filtering respectively.

-
T

;

Fig. 5. The Coiflet (a) and Dubechie (b) and wavelet function
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The first order (linear) model was tested with the level of noise 100% and 10% and
showed excellent level of noise immunity. The standard, noised and de-noised (filtered)
(fig. 6) characteristics (AFC and PFC) with level of noise 100% are presented.

Amplitude

0 05 1 15 2 25 3 35 4 45 5

Phase

Frequency, rad/s

Fig. 6. The standard (1), noised (2) and denoised (3) characteristics (AFC — top, PFC —
bottom) of the 1 order model of the test system with level of noise 100%

The second order (nonlinear) model was tested with the level of noise 10% and 1% and
showed good level of noise immunity. The standard, noised and de-noised (filtered) (fig. 7)
characteristics (AFC and PFC) with level of noise 10% are presented.

0 I I i i t i i 1 A,
0 05 1 15 2 25 3 35 4 45 5
Frequency, rad/s

Phase

“0 05 1 16 2 25 3 35 4 45 5
Frequency, rad/s

Fig. 7. The standard (1), noised (2) and denoised (3) characteristics (AFC — top, PFC —
bottom) of the 2 order model of the test system with level of noise 10%

The third order (nonlinear) model was tested with the level of noise 10% and 1% and
showed good level of noise immunity. The standard, noised and de-noised (filtered) (fig. 8)

characteristics (AFC and PFC) with level of noise 1% are presented.
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0 05 1 15 2 25 3 35 4 45 5
Frequency, rad/s

“0 05 1 15 2 25 3 35 4 45 5
Frequency, rad/s

Fig. 8. The standard (1), noised (2) and denoised (3) characteristics (AFC — top, PFC —
bottom) of the 3 order model of the test system with level of noise 0,1%

The numerical values of RMSE of the identification accuracy before and after wavelet
filtering procedure are presented in Table 2.

Table 2.
Standard deviation for interpolation method with noise impact
Noise level = 10% Noise level =0,1% Improvement
N RMSE for RMSE for RMSE for RMSE for | for AFC, | for PFC,
AFC PFC AFC PFC times times

(without / with filtering)

0.000097 / | 0.09031/ — N
2 | 0.000063 0.07541 1.540 1.198

0.000271/ | 0.07804 / _ -
L4 0000181 0.06433 1.497 1.213

0.000312/ | 0.12913/ — -
6 1 0.000223 0.09889 1.399 1.306

0.000920/ | 0.52063 / — N
2| 0.000670 0.51465 1.373 1.012

0.001972/ | 0.28004 / — N
214 0001663 0.06877 1.186 4.072

0.004165/ | 0392607 - -
6| 0.003908 | 0.19237 1.066 | 2041

— — 0.000288 / 0.89857 /
4 0.000288 0.61251 1.003 1.467

- - 0.000461/ | 0.84868/
6 0.000352 | 059319 | '310 | 1431

The diagrams showing the improvement of RMSE for identification accuracy using the
wavelet filtering of the received characteristics for AFC and PFC are shown in fig. 9a and
fig. 9b respectively.
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Fig. 9. RMSE changing for AFC (a) and PFC (b) using wavelet-filtering

Conclusion

The interpolation method used for nonparametric model building is based on Volterra
model. The polyharmonic test signals are used for identification the nonlinear dynamical
systems. The method based on linear combination of responses to the test signals with
different amplitudes is used to differentiate the responses of system for partial components.

The provided results have confirmed nonlinearity of the test system. Selected values of
test signal amplitudes and corresponding coefficients are raising greatly the accuracy of
identification in compare to amplitudes and coefficients written in [1, 9]. The accuracy of
identification of nonlinear part of the test system as RMSE is less than 3% for AFC and less
than 6 % for PFC in best cases. This characterizes method as excellent one.

The noise immunity of the method is very high for the linear part and high enough for
the nonlinear part of the model. The RMSE of noised characteristics doesn’t overgrow 10% in
best cases with 10% measurement inaccuracy. The wavelet filtering of the response and final
characteristics of the nonlinear dynamical system is very effective and gives the possibility to
improve the identification accuracy of the inexact measurements up to 1.54 and 4.07 times for
the AFC and PFC respectively.
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IPEKTHBHICTb 3ACTOCYBAHHAA BEMBJIET-®UJIbTPAIIIT J1JISI ITEHTU®IKALIT
HEJITHIMHUX CUCTEM HA OCHOBI MOJIEJIEM BOJIbTEPPA B UACTOTHIM OBJIACTI

B.O. Cnepancwkuit, B.JI. [TaBnenko

OpecbKuii HalllOHAJILHUH MTOJITEXHIYHUH YHIBEPCHUTET,
mp. llleryenka, 1, Omeca, Ykpaina, 65044, e-mail: speranskiyva@ukr.net

HaBezneHno pesynbraTi JOCIHiIKeHb e(eKTUBHOCTI BeWBIET-(pUIbTpalii IpH 3acTOCYBaHHI
IHTEpIOJIAMIMHOrO MeToAa ineHTU(IKANIi HEMIHIHHMX MUHAMIYHHX CHCTEM Ha OCHOBI
Mozneni BosibTeppa B yacToTHii oOmacti. J{oCmiKEHO TOYHICTH Ta 3aBaJOCTIHKICTh
BH3HAYCHHSA aMIUTITYIHO— 1 ()a30—4aCTOTHUX XapaKTePUCTUK INEPIIOro, APYroro u
TPETHOTO TIOPSAIKIB HETIHIMHOI CHCTEMH 3a JaHMMH CKCIICPUMCHTY «BXII-BHXiIT» 3a
JIOTTOMOT'OF0 TECTOBHUX ITOJIITAPMOHIYHUX CHUTHATIB. [TiABHUICHHS 3aBaOCTIHKOCTI METOMY
inenTH(iKanii JOCATHYTO 3a JOIIOMOIO0 BeHBIET-(hiNbTpallii IIyMiB BUMIpIOBaHb BiJTyKiB
Ta OTPUMYBAHUX XaPAKTEPUCTUK CUCTEMHU, IO ICHTU(IKYIOTb.

KirouoBi cioBa: BeiiBrier-dimbpTparitis, ineHTUdIKAIA, €PEKTUBHICTh, 3aBaJOCTIHKICTh,
HeNiHiIMHI AWHaMiyHi cucteMH, Mojeni Bombreppa, Oaratomipai AUYX 1 ®UYX,
TIOJIrapMOHIYHI CUTHAJIH.

IPPEKTHBHOCTD IIPUMEHEHUWA BEUBJIET-®WJIbTPALIVU JJISI UIEHTU®UKAILIAU
HEJIMHEWMHBIX CUCTEM HA OCHOBE MOJIEJIEM BOJIbTEPPA B YACTOTHOM OBJIACTH

B.A. Cnepanckuit, B.Jl. IlaBnenko

Opecckuii HAIMOHAIBHBIN MOJUTEXHUYECKUN YHUBEPCUTET,
mp. llleryenko, 1, Onecca, Ykpauna, 65044, e-mail: speranskiyva@ukr.net

[MpuBogsaTcs pe3ynbTaThl HUccienoBaHus APQPEKTUBHOCTH BeHBIET-QUIBTPAMU IPU
MIPUMEHEHUH WHTEPIIOSIIMOHHOIO METOa WASHTU(HUKAINY HETMHEHHBIX JHHAMHYECKUX
CHCTEM Ha OCHOBe Mojeiu Bombreppa B wyacToTHOHW obiactu. Mccnemyercss TOYHOCTh U
TIOMEXOYCTOHYNBOCTD OINPEJNENICHNs] aMIUIUTYAHO— M (Da30—4aCTOTHBIX XapaKTEPUCTUK
TIEpBOT'0, BTOPOT'O M TPETHETO IOPSAKOB HETUHEHHOM CHCTEMBI 110 IAHHBIM JKCIEpHMEHTa
«BXOZ-BBIXOIl» C TIOMOIIbIO TECTOBBIX IOJUTAPMOHHUYECKHX CHTHaJIoB. [loBbIleHHe
MIOMEXOYCTOHYMBOCTH METOJa WIACHTH(UKAIMK JIOCTHI'A€TCs C TIOMOIIBIO BEWBJIET-
¢uIbTpanMK  OIYMOB  HM3MEPEHHH  OTKIMKOB M IOJYYaeMbIX  XapaKTEPUCTHK
UICHTU(DHUIUPYEMOH CUCTEMBI.

KnwueBbie  ciaoBa:  BelBieT-QuibTpauus, — uaeHTUQUKauus,  3()HEeKTUBHOCTD,
MIOMEXOYCTOHYNBOCTh, HEIIMHEHHbIE JWHAMUYECKHE CHUCTEMBbI, Mojenu Bombreppa,
MHoromepHsle AUX u @YX, nonurapMoHUYeCKHUe CUTHAJIBL.
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JOCJII)KEHHS CTATUCTHYHOI BE3INEKU METO/IIB
BIAKPUTOI'O PO3IIOAIJIY CEKPETHHUX KJIIOYIB HA
OCHOBI PEKYPEHTHUX ITOCJIJJIOBHOCTEHN

10.€. SIpemuyk

BiHHUIIbKHI HAIIOHATLHUNA TEXHIYHUHN YHIBEPCUTET,
ByJ. XMeJbHHUIbKE moce, 95, Binnwmis, 21021, Ykpaina; e-mail: yurevyar@vntu.net

[IpoBeneHO JOCHTiHKEHHS! CTATUCTUYHOI 0€3MEKH METOIB BIIKPUTOTO PO3MOJLITY CEKPETHHUX
KIJIIOYiB BiIOBiZHO HAa OCHOBI pekypeHTHHX U . Ta Vk —ITOCJTIIOBHOCTEH Ta 3MIHCHEHO TX
NOpiBHsHHS 3 BigomuM MetonoM /[libdi-Xemnmana. PesynbraTu aHamizy mokasaid, IIO
HAMBHIMA PiBEHb CTATHCTHYHOI Ge3leKM Mae METOX Ha OcHOBi V) — mocrmimoBHoCTeid,
MIPOWIIOBIIM B/IBiYl OULIBIIY KUIBKICTH TECTiB MOpiBHSHO 3 MeTonoM /[libdi-Xemnmana, y
TOH ke uac Merox Ha ocHoBi U, —mociifoBHOCTeil MpoidioB y 1.5 pasu Ginblry KigbKicTs

TECTIB, HI) BIJOMHI aHAJIOT.

KarouoBi caoBa: kpunrorpadis, poO3MOAIT CEKPETHHX KIIIOYiB, KPHIITOCTIHKICTS,
CTaTUCTHYHA Oe3IeKa, PeKYPEHTHI TOCITiJOBHOCTI.

Beryn

Binkputnii posmonin xmodiB [1] m03BoOJIIE TBOM CTOpOHAM BHUPOOJIATH CIIUTLHUN
CEeKpPETHUH KIIIOY IUIAXOM OOMIHY BIIKPUTHMH IOBIJOMJIEHHSIMU 0€3 BUKOPHCTAaHHS Oyab-
SIKOT 3a3/1aJIeriib BUPOOJIEHOT CIITbHOI ceKkpeTHOT iHopMmartii. [Tpu oMy K0/1HA 13 CTOPIH HE
MOK€E Hamepe] BU3HAUMTHU 3HAYCHHS KII0Ya, TaK SIK KIIIOY 3aJIeKUTh BiJ IOBIIOMJIEHb, 1110
0e31mocepeIHhO MEePEIAIOTHCS B TIPOIIECi OOMIHY.

Brnepiie meTon BIAKPUTOTO PO3MOJLTY CEKPETHHUX KIItOUIB OyB 3anponoHoBaHuil iddi
Ta Xemmanow [2].

B po0ori [3] mpencTaBieHO MeTOA PO3MOJLTY CEKPETHUX KIIIOUIB BIAKPUTUM KaHAJIOM,
KU 0a3zyeTbcs Ha peKypeHTHuX V,° T1a U, —OCIHiIOBHOCTSAX. Y TOPIBHSAHHI 3 BiIOMHUM

MeToqoM posnoaury kiatouiB [iddi-Xemmmana 3anmponoHOBaHUNA METOJ 3abe3nedye s
KOXXHOTO KOpHCTyBaua Mailke B/BIUl MEHIY CKJIaJHICTh OOUMCIIEHb, @ TAKOXK Ma€ MPOCTILTY
MIpOLIEypY 3aBJaHHS IapaMeTpiB.

B poGoti [4] 3ampomnoHOBaHO METOJ BIIKPUTOrO PO3MOJUTY CEKPETHHX KJIHOYIB Ha
OCHOBI MAaTe€MAaTU4HOTO amapary JIMIIe PEeKYypeHTHHUX V), —IOCHIZOBHOCTEH, SKUH, Y

MOPIBHSIHHI 3 METOJIOM IpeAcTaBileHuM Yy poOoti [3], 3abe3neduB MiJBHUILEHHS
KpunTorpagiuHoi CTIHKOCTI pO3MOJUTy KIIIOYIB 32 PAXyHOK OTPUMAaHHS CHUIBHOTO KJIIO04a Ha
3aBepLIAIbBHOMY €Talll pPO3MOJUTy y BHUIVISII €JIEMEHTY IOCIHI0BHOCTI, OOYMCIEHOro 3a
MYJIbTUIUTIKATUBHUM, @ HE aJUTUBHUM CITIOCOOOM 3MIHU IHICKCY.

[Ipy 1pOMYy aKTyaJbHUM 3QJIMIIAETHCS BU3HAYEHHS PIBHSA MPAKTUYHOI CTIMKOCTI
IUISIXOM JTOCHI/DKEHHSI CTAaTUCTUYHOI Oe3nmeku 3ampomnoHoBaHux y [3] ta [4] meToniB
BIIKPUTOIO PO3IMOJUTY CEKPETHUX KIIIOUIB Ta NOPIBHAHHSA iX 3 BIIOMUM aHAJIOT'OM.
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Memorw pobOTH € MOCTIKEHHSI CTAaTUCTHYHOI Oe3MeKy 3ampornoHoBaHux y [3] Ta [4]
METOMIB BIIKPUTOrO pO3MOAULYy CEKPETHUX KIIOYIB Ha OCHOBI pekypeHTHuXx U, Ta

V, —IOCII0OBHOCTEN Ta NOPIBHAHHSA iX 3 BitoMuM MetonoM Jliddi-Xemmmana.

JloctizkeHHS CTATHCTUYHOI 0e3NeKu MeTOiB PO3MOJLLy CeKpPeTHHX KJII4YiB HA OCHOBI
U, Ta V, —nmocaigoBHOCTEI

Ha cporomni oOmHUM 3 KpamMx TMakKeTiB I CTaTUCTHYHOTO TECTYBaHHS
KpunTorpapiuHux CXeM Ta HPOTOKONIB € po3pobienuit y 1999 poui maker NIST STS
(National Institute of Standard and Technologies Statistical Test Suite) [5], sxkmit Oys
po3pobsiennii B pamkax mpoekty AES (Advanced Encryption Standard) i Bkmrouae y cebe
Hallp 3 16 CTAaTUCTUYHUX TECTIB, SIKI HAa CHOTOJIHI HAWKpalIMM YHWHOM BIAIOBIAAIOTH
BUCYHYTHM BUMOTaM L0JI0 CTATUCTUYHOTO TECTYBAaHHS KPUNTOTpapIyHUX CXEM/TIPOTOKOJIIB.

JUis oCHipKeHHS METOIIB po3mnojauty kmouiB Bukopucraemo maker NIST STS 3a
Takolo MeToAuKkor. Hexai 3amana ABIMKOBa IMOCIIAOBHICTE S HOBXKHUHOIO n OITIB, TOOTO
S={SI,Sz,...,Sn}, S, 6{0,1}. Jlis QikcoBaHOro 3HaYeHHS # (GOPMYEMO MHOXKHUHY 3 m
NBIHKOBUX nociimoBHocTe. ChopmoBana BUOIpKa Mpu bOMY CKiIagatume N =mxn .

Hami Oynemo TectyBaTtd 3a jgomnomororo maketry NIST STS koxHy mnochnioBHICTh
chopMOBaHy METOJOM, B pe3ylIbTaTi SKOTO OTPUMAEMO CTATUCTHYHUH IOPTPET
c(OPMOBAHOTO CEKPETHOTO KIFOYA.

CratucTUYHUM TTOPTPET MOCIIITOBHOCTI SBJISIE COOOI0 MAaCHUB PO3MIPHICTIO M X g, Ie M

— KUIBKICTh MOCHIJOBHOCTEN, L0 TECTYIOTbCS; ¢ — KUIBKICTh CTATUCTHYHUX TECTIB, SKI

BUKOPHCTOBYIOTBCSL Il TECTYBaHHs KOKHOI mociigoBHocTi. Enementu macusy F,; €[0,1],

ne i=lm, j=14¢q, aBngi0Tb cO000 3HAYEHHS HMOBIPHOCTI, 110 OTPUMAaHa B PE3YNbTATI
TECTYBaHHS i -1 HOCI1IOBHOCTI j -M TECTOM.

3a OTpMMaHUM CTATUCTUYHUM IIOPTPETOM BHU3HAYAEMO [OJIIO TOCIIIOBHOCTEH, SKi
MPOWIIUIM  KOXEH CTaTUCTUYHUN TecT. Jlig 1mphoro 3amar0Th pPIBEHbh 3HAYMMOCTI
ae [0,00 1;0,01] 1 31MCHIOIOTH MIAPAXyHOK 3HaY€Hb IMOBIPHOCTI P, 1110 MepeBUIIye 3aJaHU
piBEHb « Ui KOXKHOTO 3 ¢ TECTiB. Y pe3ylnbTaTi (OpMYyeTbCS BEKTOP KOE(]ILIEHTIB
R={n,r,...,r,}, €IEMECHTH SKOr0 XapakTepHU3ylOTb Y IIPOLUECHTHOMY CIIBBIIHOLICHH]
IPOXOJUKEHHS IOCIIIOBHOCTI S, YCIX CTaTUCTUYHHUX TecTiB. Ilicas mporo 3mifiCHIOETBCA

CTaTUCTUYHHI aHaii3 CTaTUCTUYHOrO mnoprpery. OTpumani 3HaYeHHs #iMoBipHOCTEH P,

MTOBHHHI 33/I0BOJIBHATH PIBHOMIPHOMY 3aKOHY PO3IOJILTY HA IHTEpBaIl [0,1] .

3aKIIOYHUNA BHCHOBOK CTOCOBHO METOJly PO3MOJUTY CEKPETHUMH KIIouaMu OynemMo
npuiiMaTi Taku YUHOM. BBaxkarumemo, IO METOJ PO3NOJUTy CEKpEeTHUX KIo4iB G
npoimmoB ctatuctuyHe TecTyBaHHs nakeroM NIST STS, axmio 3nHadeHHs KOSPIIIEHTIB v, s

ycix j =1,q 3HaXoASATbCS BCEPEAMHI JOBIPYOro IHTEPBALY [rmax - ], ne

r ,uis p=1-a, (1)

_sys (PA=P)
max(min) ~ p i3 -
m

. 2 . . P 2 o .
1 motpumyetbcsi ymoBa y~ >0.0001 mna ycix j=1l,g, ne y~ — KpuTepid MIIKOPECHHS
pe3yabpTaTiB PIBHOMIPHOMY 3aKOHY PO3IOJUTy Ha IHTEpBai [0,1].

TectyBanHs Oyne IPOXOIUTH ISl PI3HUX JOBXKHH KitouiB, a came 1024, 2048 ta 4096
OiTiB. JloBXKMHA TNOCHIIOBHOCTEH, sIKI OyIyTh OTPHUMYBAaTUCh Yy pe3yJlbTaTl BUKOHAHHS
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posmonury kmoudiB  Oyme 1024, 2048 Ta 4096 O6iriB BiamosimHo. [lana moB)KHMHA
MOCIIIZIOBHOCTEN /103BOJIsSIE BUKOHYBATU TECTyBaHHs juiie i 11 TecTiB, 10 BUKIIIOYAE TECT
Ha TepeBipKy LIabJIOHIB, 110 NEPEeKPUBAIOTHCA, YyHIBEpcaabHUM TecT Maypepa, TecT Ha
MEePEBIPKY CTHCKaHHA 3a airopuTMoMm Jlemmens-3iBa, TeCT Ha TMEPEBIPKY BHUIATKOBHX
BIIXWJIEHb Ta MOAU(]DIKOBAHUN TECT HA MEPEBIPKY BUMAJKOBHUX BIIXHJIEHb, TaK sIK HEOOX1IHA
JOBKMHA MOCHIJJOBHOCTEH, IO MPOXOJATh TECTYBAaHHS, € HEAOCTAaTHHOIO JJISl YCIHILIHOTO
MIPOXOJKEHHS YU OTPUMAHHSI IOCTOBIPHUX PE3YJIbTATIB JaHUX TECTIB.

Jy1st BUKOHAHHS TECTyBaHHS OyJ10 0OpaHO Takl MapaMeTpu:

®  JIOBXXHWHA MOCIIOBHOCTI 7, MO TecTyeTbes, nopiBHioe 1024, 2048 ta 4096 6iriB
BIAITOBIIHO JI0 JOBKUHU KJIIOYa;

"  KUIBKICTb MOCIZIOBHOCTEH, SIKI TECTYIOTHCS I KOKHOI TOBXUHU Kiroda, m =100 ;

"  KUIBKICTB TECTIB ¢ =159

= piBeHb 3HauuMocTi o =0.01 Ta o =0.001 BIANOBIZHO y MHEpPUIOMY Ta JPYromy
€KCIIEPUMEHTAX.

Takum unHOM MaeMo: 06’eM Bubipku 102400, 204800 ta 409600 OiTiB IpU TeCTyBaHHI
MeToay po3nonutry cexkpetHux kimouiB Hibdi-Xemmmana; 204800, 409600 ta 919200 OitiB
IpU TECTyBaHHI MeTody Ha ocHoBl U, —nocminosHoctei; 307200, 614400 ta 1228800 OiriB

IPU TECTyBaHHI METOJy Ha OCHOBI1 V, —mocninoBHocTed. CTaTUCTHYHUN MOPTPET KOIY UL

KOXHOT TOBXKUHU Kitoua Oyzae BmiuryBatu y codi 15900 3Hauenb iMmoBipHOCTI P .
3acTOCOBYHOYH HPABUIIO JIOBIPYOTO IHTEPBAIY [UIsl 7;, O0YHMCIIOEMO 3HAYEHHS HIKHBOT

rpanui 3a popmynoro (1). Togigns o =0.001 Ta p=1-a =0.999 r . ckiane

1n

0.999(1 - 0.999)

=0.98952,
100

r. =0.999+ 3\/

ama a=0.0lta p=1-a=0.99 r . cxinage

r o =0.99+3 99202099 _ 96015,
100

Bubip momaTtkoBux mapamerpiB 3poOJieHO Yy BIAMOBIAHOCTI 3 PEKOMEHIAIISIMU
onmmcanumu B NIST STS [5].

Ha ocHOBI nMX MOYaTKOBUX JAaHUX IPOAHATI3YEMO OTPUMAaHI1 pe3yjabTaTH TECTYBaHHS
nociaigoBHocTed. Y Tabnaumsax 1 1 2 HaBOAATHCS JaHl MPO MPOXOHKEHHS PEe3yJbTYHOUUX
KIt04iB 3 po3mipom 1024, 2048 ta 4096 GiTiB yciMa TeCTaMH 3TiHO OMUCAHOT METOIUKH.

3 tabnuupb 1 Ta 2 BUAHO, 1O NMpU JAOBXKHHI Kitoya 1024 61Ty BIACOTKU MPOXOJKEHHS
TECTIB 10BOJ1 Majii. Taki HU3bKI MOKAa3HUKH 3yMOBJIEHI MaJIO0 TOBXKHHOO MOCIITOBHOCTI, a
OUTBIIICTH TECTIB po3paxoBaHi Ha HoBxkuHY Bix 100000 Oit. [IpoTe Bxke BHAHO, 1O METOIU
pO3MOJUTY KJIIOYIB Ha OCHOBI PEKYPEHTHHX TMOCIIAOBHOCTEH MAarOTh Kpalll MOKa3HUKH
NOpPiBHSHO 3 BigomuMm MetonoM Jlipdi—Xemnimana. BincoTok NpoXoaKeHHS TeECTIB 3a
MeTonaMu Ha ocHOBI V, T1a U, —mociminoBHOCTEN Ipu noposi npoxomkeHHa o =0.01 mae

HE3HAyHEe BIIXWUJICHHS BiI BIICOTKY IPOXOJ/KEHHS 3a METOJOM Ha OCHOBI INPOTOKOIY
Hipdi—Xennmana, npote, y pasi HOHMWKEHHA opory 10 « =0.001, BiICOTOK MPOXOIKEHHS
y 1.5 pasu nepeBumlye BIICOTOK IIPOXOJKEHHS METOJY Ha COCHOBI IIPOTOKOIY
Hipdi—Xemnmana. Taxi pe3yabTaTH JOCATAIOTHCA 3aBJASKH  YCHIIIHOMY IPOXOJXKEHHIO
OUIBIIOCTI TECTIB ISl TECTY MEPEBIPKU 11a0JIOHIB, SIKI HE IEPEKPUBAIOTHCS.
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Taoaunsa 1.

PesynbpTaTti TECTyBaHHS METOIIB PO3MOIUTY KIFOUIB 3TiqHO omrcanoi MeToauku st o =0.01
Ta PI3HUX JIOBXHUH KITIOYIB

KinpkicTh T€CTIB, SIKI YCIIITHO KinpkicTh TeCTIB, SIKI YCIIITHO
Meton MpONILIN TecTyBaHHs Outble 99% | mnpoinuin TecTyBaHHS OUIbIIEe 96%
MTOCITIIOBHOCTEH MTOCITIIOBHOCTEH
1024 6itiB | 2048 6iTiB 2(1):12 1024 6itiB | 2048 0itiB | 4096 OiriB
Hiddi- o o 12 69 67 112
XemmMaHa 8 (5.03%) | 63.77%) (7.55%) | (43.40%) | (42.14%) | (70.44%)
15 18 69 115 130
U 0
K > (3.14%) (9.43%) | (11.32%) | (43.40%) | (72.33%) | (81.76%)
15 24 56 116 134
v 0
K 6 (3.77%) (9.43%) | (15.09%) | (35.22%) | (72.96%) | (84.28%)
Taoauus 2.

Pe3ynpTaTi TecTyBaHHS METOIB PO3MOALUTY KIIFOUIB 3T1IHO OMMCAHOT METOAUKH JIsI
a =0.001 Ta pi3HHX JOBXKUH KIIOUIB

KinbKicTh TecCTIB, SIK1 YCHIIIHO KinbkicTh TeCTIB, K1 YCHIIIHO
Meton MpONILIN TecTyBaHHs Outble 99% | mnpoinuin TecTyBaHHS OUIbIIe 98%
HOCJIIOBHOCTEN HOCIII0BHOCTEN
1024 Giris | 2048 Giris ‘g?fis 1024 Girip | 2048 OB | 4096 biri
Hibdi- 30 59 86 75 112 136
Xennmana (18.87%) | (37.11%) | (54.09%) | (47.17%) | (70.44%) | (85.53%)
U 53 83 92 113 135 141
§ (33.33%) | (52.20%) | (57.86%) | (71.07%) | (84.91%) | (88.68%)
% 48 81 101 99 128 150
§ (30.19%) | (50.94%) | (63.52%) | (62.26%) | (80.50%) | (94.34%)

3 tabnuupb 1 Ta 2 TakoX BHJHO, 110 MPH J0BXKHKHI Kiatoda 2048 GITIB CrIOCTEpIraeThes

3HAYHUN TMPUPICT y BIICOTKAX MPOXOHKEHHSI TECTIB MOCTIJOBHOCTSIMH 3TiHO METOJIB Ha
ocHoBli U, Ta V, —nocmipoBHocTel. 3amaroun noporose 3HadeHHA o =0.01, TecTyBaHHsS
pe3ylbpTaTy KIHOYOBOIO PO3MOJLTY Ui METOMIB Ha OocHOBI sk U, Tak 1 V|, —OCIIIOBHOCTI
Mokaszajo Habarato OUIBLIMII BiICOTOK HPOXOJUKEHHS TecTiB (y 2.5 pa3u) HOPIBHAHO 3
MOCIIIZIOBHOCTAMHU Ha OCHOB1 npoTokoiy [lipdi-Xemimana. 31 3MEHUIEHHSIM HOPOrOBOTO
3HaueHHs y 10 pas3iB (o =0.001) BIICOTOK MNPOXOKEHHS TECTIB MOCIIIOBHOCTSIMHU 3a
Metonom Jlipdi-Xemnmmana 3pic, mpoTe yce oaHO cTaHOBUB Hipkue (y 1.5 pa3u) 3a BiCOTKH
IPOXOJUKEHHS TECTIB IMOCIIJOBHOCTSAMH Ha OCHOBI MeTOAIB, mo OasytoTbecs Ha U, Ta

V, —TIOCIIIOBHOCTSIX.

[Ipu TecTyBaHHI TOCTITOBHOCTEH 3 JAOBXHHOIO Kitoda 4096 OITIB BiICOTKH
MPOXO/DKEHHST TECTIB 30UIBIIYIOThCS. 3 TaOnuIp 1 1 2 BUIHO, MO BIICOTOK MPOXOHKEHHS
TECTIB MOCIIIOBHOCTAMHU Ha OcHOB1 V, Ta U, —mocminoBHOCTeN BIANOBIAHO y 2 Ta 1.5 pasu

MIEPEBUIIYE BIICOTOK MPOXOJHKEHHS TECTIB MOCIIAOBHOCTAMHU uig MeToay Hipdi—Xemimana
IIpU HalKOPCTKILIOMY MOPO31 MPOXOHKEHHS (IPOXOLKEHHIM 99% MoCHioBHOCTEN TECTIB
st o =0.01).
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MeToaAuKo0. B Tabnuui 3 HaBeneHo pe3y/nbTaTy NOPIBHAHHS JUIS PI3HUX JTOBXKUH KJIHOYIB.

[lopiBHsieMo koau 3 piBHEM 3HauuMocTi « =0.01 10 OI[HKM 3a NPUBEICHOIO

Bincotku npoxomkeHHs koxHOTo 3 11 TectiB ans  =0.01 Ta pi3HUX JOBXKHH KIIIOUIB

Taoanus 3.

Ne
TeCTy

HazBa
CTaTUCTHUYHOT O
TECTYy

1024 o6iriB

2048 6itiB

4096 01TIB

J1-X

Uy

J1-X

Uy

J1-X

Uy

YacroTHwuii
(MOHOOITHMIA)
TECT

100%

100%

100%

100%

100%

100%

99%

99%

100%

YacToTHHI TecT
BCepenH1 OJI0KY

98%

99%

99%

100%

100%

98%

100%

99%

100%

TMocmigoBHMit
TECT

97%

99%

97%

96%

99%

100%

99%

98%

99%

[lepeBipka
MAaKCHUMaJbHOI
JOBKMHHU cepii B
Oowi

100%

100%

99%

98%

99%

99%

98%

100%

98%

[lepeBipka paHry
IBIAKOBOI
MaTpHIll

100%

95%

97%

99%

98%

100%

100%

99%

98%

CrniektpanbHuii
TECT Ha OCHOBI
JTUCKPETHOTO
MIePETBOPEHHS
Dyp’e

100%

98%

100%

95%

98%

96%

100%

99%

99%

[lepeBipka
mabJIoOHIB, K1 HE
MIEPEKPHUBAIOTHCS

96%

96%

95%

96%

97%

97%

97%

98%

98%

[lepeBipka
JHHIAHOT
CKJIQIHOCTI

94%

93%

97%

94%

98%

95%

95%

99%

100%

[lepeBipka cepiit

99%

98%

98%

99%

99%

100%

97%

99%

100%

10

EnTpomniitnuit
TECT

96%

100%

98%

97%

100%

100%

100%

98%

98%

11

[lepeBipka
HAKOIUIEHUX CYM

100%

100%

100%

100%

100%

100%

100%

100%

100%

Sk BuAHO 3 pe3ynpTaTiB Tald. 3, HalKpalll MOKa3HUKM 3HOBY OTPUMAaB METOJ Ha
ocHOB1 V, —nocmigoBHOocTel. HaiicmaOkimuMm MeToJ BUSBUBCA Yy TecTaX Ha HEPEBIPKY

JHIMHOT CKJIATHOCTI, CIIEKTPAIIBHOMY TECTI Ha OCHOBI1 JUCKPETHOTO TiepeTBOpeHHss Dyp’e Ta
TECTl MepeBipll MIA0JNOHIB, sIKI HEe NIepeKkpuBawTbci. B ocrannix Tectax meron [Hipodi-
XemMaHa Mae€ e HWK4Yl NokasHukd (94-97%) nopiBHAHO 3 MeToAaMu Ha OcHOBI U,

(93-100%) Ta ¥, (95-100%) — nmociminoBHOCTEN, X04a IpH po3Mipi kiaroua 2048 OITiB METO

Ha ocHOBlI U, —mociigoBHOCTeH mnokasaB Hairipmi (93%) NOKasHMKH B TECTI IEPEBIPKH
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JHIAHOT CKJIAJHOCTI, IO CBITYUTH IpPO TE€, L0 OTPUMAHMM B pe3yabTaTl TECTYyBAHHS
PO3IOIUT BIIPI3HAETHCS Bi OYIKYBaHOTO.

OTpuMaHO TakKOX pe3yJabTaTH MPOXO/KEHHS TecTiB 1 miust « =0.001, sKi mokasanu
OUIbIII BIICOTKM NMPOXOJKEHHs TecTiB. [IpoBeeHO TakoX MOPIBHSIHHS, SIKE MOKA3alo, 1110
metoa Hihdi-Xennmana Mmae Hrx4l noka3HUKH (94—99%) nopiBHAHO 3 METOJIaMU Ha OCHOBI
U, (99-100%) ta V, (99-100%) — nocnigoBHOCTEH y TeCTax Ha NEpeBIpKy IAOIOHIB, IO
HE TIEPEKPUBAIOTHCS Ta MEPEBIPKY JIHIKHOT CKIAAHOCTI. X04a, mpu po3Mmipi kitoua 4096 Oir,
100% mpoxoKeHHs yCiX TECTIB OTPUMaB CcaMe METOJ, Ha OCHOBI V), —TIOCIIIIOBHOCTEH, 1O
TOBOPUTH PO HOT0 Kpally CTAaTUCTUYHY O€3MeKy.

VY3aranbHUMO pe3ysIbTaTH TECTYBAHHS, MOKA3aBUIN YACTKY MPOXOHKEHHS 1151 KOKHOTO
tecty 13 craructuyHoro nakery NIST. Ha pucynkax 1-3 noxa3zani rpadiku 3 y3aralbHEHUMH
pe3yapTaTaMH TECTYBaHHSI 110 KOKHOMY TECTY JUIsl KO)KHOI'O METOY Ta IOBXKUHH KIIIOYa.
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Hasea Tecty

Puc. 1. Yactka npoxoa»KeHHs TECTIB ISl MOCI1I0BHOCTEH 3 po3mipoMm Kiroua 1024 Gitu

Sk BumHO 3 rpadiky puc. 1, Metoqu Ha ocHoBl U, Ta V, —mocimigoBHOCTEH Ui

NoBXHHM Kitoya 1024 OITiB moka3anu Kpamil pe3yiabTaTd B yCIX TecTax OKpIM TECTy Ha
NepeBIpKy paHry ABIKOBOI MaTpull. B yciX HIIUX TecTax OTpUMaHi pe3ysbTaTu Kpalli, abo
Ha TakoMmy K piBHI, 5K 1 B MmeToal Hipdi-Xemnmmana. Haitripire cebe moka3aB MeTO1 Ha OCHOBI
U, —1ocimiIoBHOCTEH y TeCTI Ha IMeEpeBIPKy JIHIAHOI CKJIAAHOCTI Ta MEPEBIPKY paHry
IBIMKOBOI MaTpHIll, & METOJ Ha OCHOBI V, —[IOCIIJOBHOCTEH B yCIX T€CTaX MaB MOKA3HUKH

a0o0 HauBuIi, ad0 Taki, 1[0 MaJIM HE3HAYHO MEHIIE 3HAYECHH 32 HABUIIMHA ITOKa3HUK. ToOTO
METOJ PO3NOJUTY CEKPETHHX KJIIOYIB HA OCHOBI V), —IIOCIIIOBHOCTEN Ul JOBXKHMHU KIIIO4Ya y

1024 6itiB Mae HalKpallll TOKa3HUKH siK reHepatopa [1BI1.
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Hassa Tecty

Puc. 2. Yactka npoxo/KEHHSI TECTIB IS TOCTIIOBHOCTEH 3 po3MipoMm kitoda 2048 Oitu

Sk BUAHO 3 puc. 2, npu 30UTbIIEH] TOBXUHHU KJII0Ya YacTKa MMPOXOKEHHS YCIX TECTIB
30UTBIIYETHCS, 110 € TapHUM TOKa3HUKOM, SKHH CBITYUTH MpO SKICHE 30UIbLIEHHS
CTaTUCTUYHOI Oe3meku cTBopeHux KimouiB. Ilpu npomy wmeron MHdipdi-Xennmana Mmae
Hadripmn (Ha 0.01 MeHIi) MOKa3HMKH B)K€ 3 OUIBLIOCTI TECTIB MOPIBHSHO 3 MOINEPEaHIM
po3mipom kimoua y 1024 6itu. B Takmx Tectax sAK mepeBipka JIHIMHOT CKJIAIHOCTI Ta
CHEKTPAJIbHUN TECT HAa OCHOBI AUCKpETHOTO nepeTBopeHHs Dyp’e HalBuUIll MOKa3HUKU (Ha
0.02-0.03 Ouremie) mokasaB MeroJ Ha OCHOBI U, —TOCIIIOBHOCTEH. Y OUIBIIOCTI TecTax
YacTKa IPOXOJPKEHHsA TECTIB IOCIIIOBHOCTAMU Ha OCHOBI V) —IIOCIIIOBHOCTEH MaroTh
oaHaKoB1 3 HmMMHU abo Bumi (Ha 0.01) wacTku mpoxokeHHS TecTiB. B cepemnbomy, 3a
PIBHOMIPHOIO  JIaMaHOI0 YaCTOK THPOXOJ/DKEHHS MOXHA TPUNHHATH  PIIIEHHS, 110
HOCTIZOBHOCTI HAa OCHOB1 V), —[TOCIIIOBHOCTEH MalOTh OUIBII PIBHOMIPHI XapaKTEPHUCTHKH,
110 € FTapHUM ITIOKa3HUKOM SIK s reHeparopa [1BII.

3 puc. 3 BHUJIHO, IO HOCIAOBHOCTI 3a MeTonoM /[lipdi-XemimMana mpoaoBXKYHOTh
NporpaBaTd MOCHIZOBHOCTAM 3a MeTojgamMu Ha ocHoBl U, Ta V|, —IOCIIIOBHOCTEH,
MOKa3yl4UM HaMHMK4YY 4YacTKy NpoxoikeHHd y 0.95 He nuiie B OJHOMY TECTI NEPEBIPKU
JMHIAHOT CKJIagHOCTI, a W ycporo rpadika B 1uioMy. YacTKu NpPOXOKEHHS TECTIB
HOCTIZOBHOCTSAMH 32 METONOM Ha ocHoBl U, —mociigoBHocTell € piBHOMIpHHMH (0.98-1),
poTE€ MICUSAMHM MAalOTh HaWripui pe3ynbTatd (MOCHIAOBHUM TecT 1 4YaCTOTHUH TECT B
cepenuHi 0yioKy). B OuIbIIOCTI TecTax YacTKa MPOXO/KEHHSI TECTIB MOCIIIOBHOCTSIMHU 3a
METOZOM Ha OCHOB1 V), —TIOCIIZOBHOCTEH TakoK KOJIHMBaeThcA y AlamaszoHi 0.98-1, mpote
HaWTIpIIMI pe3ynbTaT NPUCYTHIM TUIBKU B OJHOMY TECTI, a caMe IepeBIpLi paHry OlHapHOT
MaTpull. B yciX IHIIMX pe3yapTaTax METOA Ha OCHOBI V), —IIOCIIIOBHOCTEH IOKa3ye abo

OJIHAaKOB1 200 Kpallll MOKa3HUKH, 110 CBITYUTH PO BUCOKHUI pPIBEHb CTATUCTUYHOT O€3MEKH.
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Hasea tecty

Puc. 3. Yactka npoxo »KeHHs TECTIB ISl MOCI1I0BHOCTEH 3 po3mipoM kitoda 4096 Oitu

BucHoBxku

JlocniKeHHs T0Ka3aJlo, Mo 31 30UIbIIEHHAM JOBKHHHM KIIH0Ya B METOJaX Ha OCHOBI V,
ta U, —IOCHIZOBHOCTEH CYTITEBO 30UIBLIYETbCA 1 CTATHCTHM4YHA Oe3leka OTPUMaHHMX

nociuigoBHocTed. Tak, SKIO Nnpu AOBXHHI Kitoya y 1024 6ith MOCHIZOBHOCTI YCHIIIHO
npoinum nume 6 (3.77%) ta 5 (3.14%) TecTiB BimmoBigHO, TO mpu Kitoul y 2048 Oitu i
MOKa3HUKU 3pociu y 2.5 pasu 1 Bxke craHoBuiau 15 (9.43%) B oOox Bumaakax. Ilpu
TECTYBaHHI 3 OUIBII )KOPCTKUM piBHEM 3Ha4UMOCTI o = (.01 Ta piBHEM IMPOXOKEHHS TECTIB
y 99% meron po3nonily CEKpeTHHX KIIOYIB Ha OCHOBI V) —TIOCIIIOBHOCTEH 3 JOBKHHOIO
kiroya 4096 6itiB npoiimos 24 Tectu 3 159 TecTiB, B TOM yac Ik METO/ Ha OCHOBI IPOTOKOITY
Hipdi-Xennmana numie 12, 1o BABIYI NEPEBUILYE PIBEHb CTATUCTUYHOI O€3MEKH BIIOMOTO
a"anory. IIpu mpomy Mmerton Ha ocHOBI U, —IIOCHIZOBHOCTEH IOKa3aB HWKYl Pe3ylIbTaTH

HOPIBHAHO 3 METOZOM Ha OCHOBI V, —mociinoBHocTel (18 3 159 TectiB), mpoTte 1 BOHM Kpamii
3a pesynpTaTu TecTyBaHHA merony Hiddi-Xemimana, mo poOUTh METOAM Ha OCHOB1 V), Ta
U, —[10CIiI0OBHOCTEN OJHUMH 3 KpallMX aHAJIOTIB MIOJ0 CTIMKOCTI cepell ICHYyIOYHX METOJIB

PO3IOILTY CEKPETHUX KITFOUIB.
[Ipu mopiBHSAHHI pe3yabTaTiB TECTyBaHHA 3 piBHEM 3HauumocTi «a =0.01 Haiikpamii
NOKAa3HUKM II0Ka3aB METOJ Ha OCHOBI V, —mocmipoBHocTel. HaliMeHlny cTaTucTuyHy

ctivikicts Mae Meton Jibdi-Xemmmana 3 nokazaukamu (94—-97%) mopiBHSIHO 3 METOJIaMU Ha
ocHosi U, (93-100%) ta V, (95-100%) — mociinoBHOCTEN.

VY ninomy pe3ynbTaTH TECTyBaHHS MOKA3yIOTh, IO 3alPOTIOHOBAHI METOU PO3IOIUTY
CEKPETHUX KIIIOYIB Ha OCHOBI V, Ta U, —IIOCIIIOBHOCTEH MarOTh BHCOKI IIOKa3HUKU

CTaTUCTUYHOI O€3MeKU MOPIBHAHO 3 BitoMuM metojoM Jlipdi-Xennmana. Haliumuii piBeHb
CTaTHCTUYHOI O€3IIeKM Mae METOJ Ha OCHOBI V) —TOCIIIOBHOCTEH, SIKUH NPOMIIOB yABIYI

OUIbILY KUIBKICTH TECTIB MOpPIBHSHO 3 MerojaoMm /[lipdi-Xemnimana, npu 1HpOMy METOJ Ha
ocHoBl U, —nmocnigoBHOCTEH mpoimoB y 1.5 pasu Oulblly KUIBKICTH TECTIB, IO TEX €

TapHUM PE3yJIbTaTOM.
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UCCJIIEJOBAHUME CTATUCTUUYECKOM BE3OITACHOCTH METOJ0OB OTKPBITOI'O

PACHPEJEJIEHUSI CEKPETHBIX KJIIOUEW HA OCHOBE PEKYPPEHTHbIX
MOCJIENOBATEJBbHOCTEM

IO.E. Spemuyk

BuHHUIIKHH HAIIMOHAIBHBIN TEXHUUECKUN YHUBEPCHUTET,
yi1. XMeJbpHUIIKOoe 1occe, 95, Bunnnna, 21021, Ykpanna; e-mail: yurevyar@vntu.net
[IpoBeneHsl  HCCIENOBaHUS  CTATHCTHYECKOM  OE30MACHOCTH  METOIOB  OTKPBHITOrO
pacrpesiesieHis CeKPETHBIX KII0Yell COOTBETCTBEHHO Ha OCHOBE pekyppenteix U, u
V;{ —IOCNIEI0BATEILHOCTEH M OCYIIIECTBIICHO MX CPAaBHCHUE C M3BECTHBIM MeTonoM uddu-
Xemnmana. Pesymbrartel aHanmM3a  TOKasasqd, 4YTO HauOoinee BBICOKMH  YpOBEHb
CTATHCTHYECKOH OE30MIaCHOCTH HMEET METOJ Ha OCHOBE F, —IIOCIIeN0BaTENBHOCTEI,
KOTOPBII MpOLIEN BJBOE OOJbIlee KOJMYECTBO TECTOB 1O cpaBHeHHUIO ¢ MetoroM uddu-
XennMana, B TO ke Bpems Meron Ha octoe U, —mocnenoBatensHoCTed mpouren B 1.5

pasa OoJblee KOJINYECTBO TECTOB, YeM M3BECTHBIH aHaJIOT.
Kirouessbie cJIoBa: Kpurrrorpadus, pacmpeneNnieHue  CeKPEeTHBIX  KIIIOUeH,
KPHUIITOCTOHKOCTh, CTATUCTHYECKAsT OE30IIaCHOCTh, PEKYPPEHTHBIC MTOCIICI0BATEILHOCTH.

RESEARCH A STATISTICAL SECURITY METHODS OF PUBLIC DISTRIBUTION OF SECRET

KEYS BASED ON RECURRENT SEQUENCES
Yuri E. Yaremchuk

Vinnytsia National Technical University,
95 Khmelnytske shose, Vinnytsia, 21021, Ukraine; e-mail: yurevyar@vntu.net
The research are conducted for statistical security of public distribution of secret keys
based on recurrent U, and V sequences and performed their comparison with the
known method of Diffie-Hellman. The analysis showed that the highest level of security is
a statistical method based on ¥V, sequences, having twice the number of tests compared
with the Diffie-Hellman method, while at the same time, the method based on the U X

sequences was 1.5 times greater number of tests than the known analogue.
Keywords: cryptography, distribution of secret keys, cryptographic reliability, statistical
security, recurrent sequences
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YJIK 004.056:004.7 Informatics and Mathematical Methods in Simulation
Vol. 4 (2014), No. 1, pp. 35-43

JUHAMIKA KUILKOCTI IHUMJIEHTIB IHOGOPMALIIIAHOT
BE3IMEKU

1I.B. KononoBuu

OpecbKa HalliOHaJIbHA aKaJeMisl XapuoBUX TEXHOJIOT1H
Byn. KanatHa, 112, M. Oneca, 650039, Ykpaina; e-mail: kononovich@mail.ru

B  crarti  po3rnsmaeThcs  AWHAMIKAa  IHIWMICHTIB  iHQopMaIiiiHoi  Oe3meku
iH(OKOMYHIKAIITHUX MEpeX, 3alPONOHOBAHO TIIOTE3y IOJO 11 KOJUBAJIBHOTO XapaKTepy
Ta po3pobieHa MOJETb «3JIOBMUCHHK-3aXUCHUK» Ha OcHOBI Momeni JloTki — Bonreppa.
OTpuMaHi  pe3yabTaTH JO3BOJNAIOTH MIJBUIIUTH  €()EKTUBHICTH POOOTH  CHCTEM
iHpopManiiiHoi Oe3meku Ta (opMamizyBaTH HAINPSIMKH MOAAIBLIMX JOCTIHKEHb IIOJ0
pO3po0KHM HOBUX e(EeKTHBHUX CHCTeM iH(popMaliiiHoi Oe3meku iHpOKOMYHIKaIiH 3
BUKOPHCTaHHIM METO/IIB HENiHIHHOT JMHAMIKH.

Karwudosi ciioBa: indopmariiina Oe3neka, iHIMICHTH, HENiHIIHA TUHAMIKA, KOMIT IOTEpHE
MOJICTTFOBaHHSI, iH(OpMAIiHHO-KOMYHIKaiiHI Mepexi

Beryn

[ndopmariitna Oe3nexka KPUTUYHO BaKIUBUX 1H(PPACTPYKTYp [Hep>KaBHU, 30KpeMa,
kiOepOe3neka iHdopmaliiiHO-KOMYHIKalIMHUX cucTeM (1H()OKOMYHIKaIlii), yBIAIILUIA B YUCIIO
HalOWIbII 3HAUYMMUX 3a/ad HAaykKd 1 NpakTuku. [HokomyHIKamii crainu CKIAJHUMH 1
MOCTIHHO 3MIHIOIOThCA. JIMHAMIYHUI XapakTep 00’€KTa 3aXUCTY HPUBOJUTH 10 TPYAHOILIIB
aHAJIITUYHOTO ONUCaHHS cucreM 1HdopmaniiiHoi Oe3neku. lle craBuTh, 3a croBamu
J. V. T'i66ca, «01HOIO 3 TOJOBHUX L[UIEH TEOPETUYHOTO TOCIIHKEHHS — 3HAUTH TOUKY 30DY, 3
SKOI MpeIMeT IpelcTaBisieTbes HalOuibil mpoctuM [1; emirpad ao § 1.2]». MetonuuHoro
OCHOBOIO JUIsl CTBOPEHHSI MOJiesiel 1 Teopii AMHAMIKM KUIBKOCTI IHUMJEHTIB 1H(OpMaIiiHO1
0€e31eKu MOKYTh CTaTH HEJIIHIMHA AUHAMIKa Ta KOMIT I0TEPHE MOJEIIOBAHHS.

OCHOBHMMH MaTeMaTUYHUMH MOJIEISIMU B Teopii 3aXUCTy 1HpopMailii, ki 3 90-X pokiB
MHUHYJIOTO CTOJITTS € «JOKa30BOI0 TEOPETHYHOK 0a3010 Ul MOOYIOBH CY4aCHUX CUCTEM
3axucty iH(Mopmalii» 1 kimacudikamis skux gaHa B [2; § 4.4], cramm: IS OUCKPENIHHOT
MOITHKK Oe3rekn — Mojenb XapicoHa — Py33o0 — Vnemana, monens Take-Grant; mist
MaHJIaTHOI TIOJITHKA Ta Mojeled Oe3nmekd I1HPOpMAIITHUX TIOTOKIB — MOJEINb
koHpinenmiitHocTi bemma-Jlallagyna, momens mimicHocti bida, Momens baitba, monmens
Knapka Buncona, mus. [3; § 3.3-3.5]; nist HMOBIpHICHUX MOJIENIEH — MOJIENIh CUCTEMHU OE3IMEeKH
3 MOBHUM IEPEKPUTTSIM, IrpOBa MOJIENb, JIJAaHKOBa Mojieib baiiba. [lomynspusyroTbest Takox
Moieni, mo no3Bosuian BHecTH HOBI Biiaau HOainum O.K., Kopuenko O.I'. Ta KonaxoBuuem
I''®. y ouiHKy e(peKTUBHOCTI 3aXHMCTy IH(OPMALIMHUX PECcypciB — y3arajbHEHI KOHLEMIIi
noOynoBu cucteM Oe3neku iHQopMallii, CTPYKTYpHI MOJeNl opraHizauii cucreM Oe3mexku
Mepex, auB. [4; § 7.2-7.5], Ta iHuIi.

B niutomy Moieni oXoruiorTh (YHKITIOHABHI aCTIEKTH, IETEPMIHOBAHHUM Ta, YaCTKOBO,
CTOXaCTUYHUN XapakTep (PYHKI[IOHYBaHHS CHUCTEM Oe3neku. J[MHaMI4H1 acTeKTH MpPOIIECiB,
XapakTepHl s MpOLECIB pI3HUX BUIIB O€3lMeKH Ta KaracTpod, po3riasaaoThes 13
3aCTOCYBAHHSAM METOJIIB HEJIHIHOT AMHAMIKY Y MIOHEPChKI poOOTI POCIACHKUX BUEHUX 1]
penaxiiero Mamineuskoro I'.I'. [1].

[lepenik mirepaTypu 3 HENIHINHOT AUHAMIKK (CHHEPIE€THUKH), MOYMHAIOYMU 3 POOIT ii
ocHoBonoJo)kHUKIB I'. Xakena Tta . [Ipuroxuna i 1o podit HUHIMIHBOI OpHU, AUB. [5], cTaB
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1.B. Kononosnu

HeorsimHuM. I[lpu 1mpomy, Oarato [OCHITHUKIB BiAMIYAalOTh 3aCTOCOBHICTH METOMIB
HENIHIMHOT IMHAMIKM JI0 BUPIIICHHS 3aJa4 y 0araTbOX ranxy3sx Ha CTUKY (i3uku 1 Ximii [6],
O1ogorii, exosorii [7], comionorii i ekoHOMIKH [8], Tcuxosorii, yrpasiinHs [9]. YcnimHICTh
1oOy/10BM OCHOB MaTeMaTU4YHOI Teopil Oe3neku Ta pu3uky [1], heHomeHoIoruHuX Mojenei
HE PIBHOBAXXHHUX COIIaJbHO-EKOHOMIYHMX cUcTeM [8], Ta OaraThoxX IHIIMX, O0OYMOBIIEHI
MepeHoCcoM Mojenel PI3UKOo-XIMIYHUX PEaKIliil y JaHi rainy3i Ta BUKOPUCTAHHSM HENIHIHHOT
JUHAMIKH ¥ KOMIT IOTEPHOTO MOJICITFOBAHHS.

lo crocyeTbcs  AOCHIKEHb 3arajbHOl  JAMHAMIKM  IpoleciB  3a0e3reyeHHs
iHpopMaLiiiHOT Oe3neku Ta KidepOesneku Yy CKIaAHUX 1H(OpPMAaLiiHO-KOMYHIKAIIHHUX
cuctemax (IKC) ta mepexax, To TaKuX JOCIIKEHB IMOKH 10 HE JTOCTATHBO.

Memoto nanoi poOOTH € MIBUILEHHS €(PEKTUBHOCTI PO3pOOKH CUCTEM 1H(OpMAIIHOT
oe3nekn IKC 3a paxyHOK CTBOpEHHS ¥ aHaji3y MojeJei HENHIHHOI AMHAMIKA IHIMJICHTIB
1HpopMaLiiiHOT Oe3MeKH.

OOrpyHTYBaHHSI METOAUKH J0CJi/IKEHb

3acTOCyBaHHsI METOJIB HENIHIMHOT JWHAMIKKM U1 MOJICTIOBAaHHS  IPOIIECIB
3a0e3neyeHHs 1HQopmaliiiHoi Oe3neku Hajzae pag MoxkiauBocTed Ta ymoB. Cucrema
iHpopMmauiiiHoi 6e3neku IKC e cknannoro cucremoro. JJis CripoleHHsl MOJIen1 3aCTOCOBYIOTh
npoueaypu peaykuii. «B ocHOBI TakuX Hpoueayp — MOAUT AMHAMIYHUX 3MIHHUX HA TPYNH Y
BIJIOBIAHOCTI 3 XapaKTEpHUMU Yy yacl epeMiHaMu 3MIHHUX, OLIIHIOBAaHUX y paMKaX OKpPeMO
B3SITOTO PIBHSAHHA 13 MOBHOI cuctemu, auB. [10; BeTym, ¢. 26]». YV cucteMi BUAUISIIOTH TyXKe
IIBUJKI 332 4acOM Ta JyK€ MOBUIbHI Ipouecu. ToJl MOBUIbHO 3MIHIOBAaHI MPOLIECH MOKHA
BBAKaTH CTAI[IOHAPHUMH 1 B OTMIMCAHHSAX MOJIEJ1 MOBUILHO 3MIHIOBaH1 3MIHHI 3aMIHUTH Ha X
CTallloHapH1 3Ha4eHHs. TakuM crnocoOOM BIIAETHCSI 3BECTU 3MICTOBHE ONMUCAHHS 00’€KTa /10
NBOX — TPhOX JAU(DEepeHIIMHUX PIBHSIHb. «XOpOILIOK PUCOI TaKUX MOJEIEH ... SBISEThCA
HasIBHICTh HEBEJIMKOIO yuciia 0a30BUX MOJENeH, AOCIKEHHS SKUX J103BOJIsA€ €(EeKTUBHO
OyayBaT Ta BMBYATH BEJIMKI KJIacW MOJENIeH PI3HOMAHITHUX SBULI. ... MoxXHa OynyBaTH
BKpall MpOCTI HENIHIAHI MaTeMaTU4yHl MOJENI, Kl SBJISIOTHCA TIIMOOKMMH 1 3MICTOBHUMU
[11;c. 19]».

«IcHye mpakTMuHUN cnocid penykiii cucTeMU pIBHSHb (BEJIMKOI PO3MIPHOCTI) 10
PIBHSIHb HA0araTo MEHILO1 PO3MIPHOCTI, 0 Ha/1a€ MOXJIMBICTb JATH 3MICTOBHE ONUCYBAaHHS
00’€KTa Ha OCHOBI YCbOT'O TUIBKU JBOX-TPbOX AU(epeHUINHUX piBHAHb. [IpuHImn pemykiii
COTEHb, PIBHSHb JO CHCTEMHU pIBHSHb Ha0arato MEHILIOI PO3MIPHOCTI OCHOBYETHCS Ha
MPUHIMII POCTOTH, AUB. [8; BCTyH, § 4] NpUHIMII MIHIMYMY Ta «BY3bKOTO MICLS», JUB.
[8; BcTym, § 2]». ¥V Takux cucTteMax MOXYTh BUHUKATH CTPYKTYPH KOJIEKTUBHOI MOBEIHKY ...
Ta MOJKJIMB1 aBTOKOJIMBAJIbHI MPOIIECH, UB. [8; BCTYyM, § 6], a TAKOK «MarOTh MICII€ CTETICHH1
3aKOHU PO3MOJILTY Ta SBHUIIA CAMOOPTaHi30BaHOT KPUTUIHOCTI, AUB. [1; rmaBa 2, § 3]».

Cucrema iHdopmaniiinoi 6e3nexku IKC € BIAKpUTOIO HE PIBHOBAXKHOKO CHUCTEMOIO B
TOMY CMHCII1, 1110 BOHAa aKTUBHO OOMIHIOETHCS 13 CBOIM OTOYEHHAM iH(popmariiero. OCHOBHUM
MaTeMaTUYHUM anaparoM € siKkicHa Teopis AudepeHuIiHuX piBHAHb. CHHEPreTHYHUM MIAX1]
Ta BIAMOBIIHI MOJIEJI1 MOKYTh CTaTH BKJIUBHUM €JIEMEHTOM JOCIIHKEHb MACIITAOHIUX CHCTEM
1HpopMaLiiiHOT Oe3MeKH.

Posrisinemo onHopinHy Mepexy 13 K 00’ekrTiB (koM torepi). Hexail Ha KoxHOMY 3
00’exTiB € L ypaznuBocTeid. Tak 1o y Mepexi CyMapHO €

z=K-L (1)

ypaznuBocTel. Bi3bMeMo cucteMy, sika CKJIaaeThCs 13 MHOKUHU 00’ €KTIB 3aXUCTY Ha By3/1aX
MepeKi, Ki MaloTh BPa3JIMBOCTI, 13 3JJI0BMUCHHKIB, SIKI CTBOPIOIOTH IOTIK aTaKk Ha MEpPEexy, 13
MpaliBHUKIB CIYyKOU O€31eKH, K1 BUABISAIOTH 1 IPOTUIIIOTH aTakaM Ta JIIKBIIyIOTh BUSBIICHI
Bpa3IMBOCTI. ATaka 3aKIHUYETbCSI 3JI0OMOM CHCTEMHM, SKIIO y MEpEXi 3HaXOAUThCA Xxoya O
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OJIHa 13 ypaszIuBOCTEH, BIINOBIAHO. [HTEpec yCHIIIHUX 3710BMHCHHKIB MOJISATae y TOMY, 11100
Oyno OaraTto BpaszimBOCTEH (1 MpaliBHUKIB CIYyKOM Oe3meKku, 00 YHCIIO OCTaHHIX CBITYHUTH
PO LIHHICTh 1HQOpPMALIHUX pecypciB, sKI 3aXUINAIOThCs). [HTEepec onHOTO mpaiiBHUKA
ciIy>kOu Oe3neKku MoJisirae y BIJCYTHOCTI 3J0BMHCHHKIB. IHTepec kopropallii mpariBHUKIB
CIykOM O€3MeKu BUMAara€e JAeskoi Mayioi KUIBKOCTI 3J0OBMUCHHKIB JJIsi MIATPUMKH
npodeciiHoro piBHSA mNpauiBHUKIB. [loBHa BIACYTHICTH 3J0BMHUCHHUKIB HPHUBOJUTH 1O
nikBinanii ciayxo6u Oesneku. «lHTepecy ypazauBOCTE BUMarae, o0 MpaliBHUKIB CIYyXOu
O0e3nexku Oyno Mano. 3ajaya MpaLiBHUKIB CIyKOM Oe3leku mojsrae y JikBifaiii
BpaznuBocTei. [HTepec yciei cucTtemMu BHUMarae MiATPUMAaHHS MIHIMAIbHOI YHMCEIBHOCTI
3JIOBMHUCHHKIB, TIPAI[IBHUKIB CITYKO0M O€3MmeKkH 1 BPa3IMBOCTEH. Y Takiil MOCTAHOBII 3a/aya
CXO)Ka Ha 3a/adyl, SKi BUPIIIYIOTHCS Yy KJIACHYHIA MOJENI «XHXKaK - KepTBa». Y OI0JIOTIT 1
MOJIENIb BUBYAETHCA 3 METOI0 BHU3HAUEHHS YMOB, 3a SKHX MIITPUMYETHCS €KOJOTTYHO
pPIBHOBaXKHa KUIBKICTh B3a€MO3aJIEKHUX MOMYJALINA MPH 33JaHUX IPUPOJHUX pecypcax Ta
€KOJIOT'YHO1 pIBHOBarv. Y HalloMy BUIAAKy IpPEICTaBis€ IHTEpPEC aHajli3 yMOB 3a SKHX
MIHIMI3YETBCS KUIBKICTh YPa3JIUBOCTEH 1, BIAMOBIIHO, aTak.

KoncTpyroBannst Moeti imHaMivHUX npoueciB iHopmaniliHoi 6e3nexku

BigHocHo 3MiIHHOI z — cymapHOi KUIBKOCTI BpasiuBocTei y Mepexi (1), moxxHa
ckazaTu HactynHe. Bimomo, 3a manumu 3MI, mo KUIBKICTh MOMMJIOK, SIKI 3aIUINAIACH Y
nepmux Bepciix omepanidHoi cuctemu (OC) Windows, Oyno 6muspko 200. YV cyudacHux
Bepcisix OC moMuiok, siKki OpU3BOISATH JI0 BpA3IMBOCTEH BiJ aTak, 3HA4YHO Oulblle 3a
00’€KTUBHUX MPUYMH. JJ0Ka30M LBOTO € HECKIHUYEHHHUM MOTIK OHOBJIEHb, SIKI PO3CHUIIAIOTHCS
Ha KOMII'IOTEpU JIETAIbHUX KOpUCTyBauiB. Po3Mipu mporpamHOro Kojay CTajlld HACTUIbKU
riraHTChKUMHU, 1110 MoBHE TecTyBaHHA OC cTajno HEMOXXJIMBUM 3a IMOKa3HUKaMHM 4acy 1
BaptocTi [12; § 9.2, puc. 9.1]. A MeToau aBTOMAaTH30BAHOTO I'€HEPYBAaHHS HaJIMHUX IIPOrpam
Ta METOJ0JIOTIsl CTBOPEHHS NMPOAKTUBHUX cHcTeM 1H(pOopMaliiiHOT Oe3neKn, PO3BUHYTI OKU
o HepoctatHeo [13,14]. 3 MomenTy nouatky ekcrutyaTtanii OC 4ucio MOMWIOK y CUCTEMI
MIOCTYIOBO 3MEHLIYeThCsl. [lOMUIKM 3HAXoAATh 1 BUIIPABISAIOTH PO3POOHUKH, a TaKOXK
TOOpPOCOBICHI KOPHCTYBaui. 3a TOMMJIKAMH IIOJIOKOTH 3J0BMUCHUKH. [loTik cmpo0O
3JI0BMUCHUKIB 3HAMTH BPA3IUBICTh € CTOXaCTUUYHUM. AJI€ CJI1/1 BBOXKATH, 1110 SKIIO Y MEPEXI €
Bpa3JIMBICTh, TO BOHA, PaHO YW IMI3HO, OyJae 3HAiJAeHa 1 BUKOpPUCTaHA Jisi aTakh. Tomy
(GYHKIII0O TOTOKY aTak OyJemMo TMOB’sA3yBaTH 13 (YHKIIEO 4YHCIa Bpa3IUBOCTEH He
CTOXaCTUYHUMHU, a IETEPMIHOBAHUMHU 3aJI€KHOCTSIMH.

VY mpomoHOBaHIM MOjENl JUHAMIYHUX TporeciB iH(opMmamiiHoi Oe3rnexu pecypcom
OyZeMO BBa)KaTU BPA3JIMBOCTI CUCTEMH 1HQOpMAIIiHOI Oe3MeKH, XapaKTEPUCTUKOIO SKHUX
Oyae 3arajgbHEe 4YHCIIO Bpa3iIMBOCTEH (He3aleXHO BiA iX Tumy). [loyaTkoBY KUIBKICTh
ypa3aMBOCTEH MOXXKEMO oOuuciaoBaTd 3a ¢opmynowo z=n-N, 1ge n — KUIBKICTh
ypaznuBocteidt B OC; N — KUIBKICTh IHCTANISLINA aHoi onepaniiHol cucteMu. Mix xakepaMu
Ta MEPCOHAJIOM CIIy>KOM Oe3rneku e 00poThOa 3a KIHUEHUH pecypc. XakepH CHOKHUBAIOTh
pecypc-Bpa3MBOCTI IS 3a1iMcHeHHs aTak. CinyO0u Oe3NeKu BHUBISAIOTh aTakd, aHAJI3yIOTh
BPA3JIMBOCTI 1 3aKPUBAIOThH a00 JIKBIIYIOTH PECYpC-Bpa3IUBOCTI.

Cucrema, 10 PO3TIIAIAETHCSA, € CUCTEMOIO 13 3aITI3HIOBAHHIM. 3aIi3HIOBaHHS BUHUKAE
BHACIIJIOK TMPOBEIECHHS POOOTH MO aHaT3y aTak: BUAUICHHS XapaKTEPHOTO «CHHIPOMY»
BIPYCy UM aTaku, BUSBJICHHS Ta JIKBIZAIlisd BPA3JIMBOCTI TOMIO. 3ami3HEHHS BUHHUKAE 1 K
COLIIaJIbHO-TICUXOJIOTIUYHE SIBUILE, HANpPHUKIAJ, 33 HEOOXIJHOCTI HaBYaHHS KOPHCTYBadiB,
¢axiBIiB Ta 0ci0, 1m0 npuitMaioTh pimieHHs. «TyT Mu ctukaemocs 3 epexrom Kacanapu, mpo
SIKUW Maike 3aBXKIU 3raayloTh OYEBHUII HAHOUIBIIMX JUX — 0arato, a 1HKOJU ¥ OUTBIIICTH
JIIOJIeH HE CIIYIOTh 3aCTEPEKCHHSIM, ITHOPYIOTh MOTMEPEHKEHHS 11010 HEOE3MEeKH 1 3aBYaCHO
HE PO3MOYMHAIOTh HISKUX 3aX0JiB, SIK1 JOMOMOTIIM O iM BpsSTyBaTuch, AuB. [1; BcTym, § 3]».
Tyr Mano 3HaTH 3aKOHOMIPHOCTI, HependavaTd IHOUACHTH 3 OE3MeKOl0, CTBOPIOBATU
MEXaHI3MHM 3axucty. Tpeba pomMortuch, moO wue Oyao 3po3yMuIO JIOASM 1 HUMHU
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Bukopuctano. llle onHi€l0 MPUYMHOIO 3aMi3HIOBAHHS € MPUCKOPEHHS 3MIHM TEXHOJIOTIH 1
3BHKaHHS JI0 HUX. 3rigHO KoHmemii jaypeata HoGemniBcrkoi npemii Ansina Toddnepa «...
ICHY€ rpaHMYHa IIBUJKICTh CIIpUIIMaHHS JOAUHO0 3MiH [1; rmaBa 1, § 3]». A 3a yac onHoOro
MOKOJIIHHS 3apa3 3MIHIOIOTh OJJHA OJHY JAEKUIbKa TeXHOJIOTIH. JIto/1u, 0coOIMBO CTAapIIOro
BIKY, MOKYTbh MaTH TPYAHOLII 3 IEpEHABYaHHM 1 CIPUHMaHHSAM HOBHX 3arpos3.

VY nanomy pa3i MOXke NOCTaTH MUTAHHS, YU MPABOMIPHUN NEPEXia 10 pO3TIsay MEpexi,
a TOYHIIIE 0 «KOJICKTUBY» 00’ €KTIB 3aXHCTY, 3aMICTh TOTO, OO HAIHHO 3aXUCTUTH KOXXEH
00’ext okpemo. Tomi, Tak 3maBaocs 0, 1m0 i 3aranpHa Oe3neka Oyae 3a0e3neueHa. Aye cTaH
iHpopMaLiiiHOT 6€3MeKH ChOTOHI HE J03BOJIE CAMOCTIHHO 3a0€3MeUnTH HaIIMHUN 3aXUCT.
BusiBneHHs Ta npoTUAlS aTakaM Ha KOMII'IOTEpHY MEpEXY HE IiJl CHILYy OKpPEMUM ii By3/IaM.
Kpim TOTO, «mIOHATTS O€3meku € CUCTeMHHM. BOHO 3alneXuTh Bil TOTO, SIKI CHCTEMH MU
aHaII3yeMoO, a SKI I Hac OalayXl Ta PO3TIANAIOTHCA SIK 30BHIINIHE OTOYEHHS. ... Ilif
CHUCTEMOI0 OyJIeMO pO3YMITH NHUKIIYHY a00 TMOJIIUKIIYHY CHCTEMY 3B’SI3KIB, 3/IaTHY
MIATPUMYBATH BJIACHE ICHYBaHHS. 3JaTHICTH 10 TaKOl CaMOMIATPUMKH abo romeocTtasy 3a
JOTIOMOTOI0 ITUKJIIYHOT CTPYKTYpH 3B’SI3KIB 1 OyleMO po3riiigaTH sSIK OCHOBHY NPUKMETY
CUCTEMH. ...

besnekoro cucremu OyaeMo Ha3MBaTU BIACYTHICTh MOXIJIHMBUX TOPYIICHH (abo
BIJICYTHICTIO IPUYMH, 110 BUKJIMKAIOTh MOPYILIEHHS) TOMEOCTa3y CUCTEMH Ha MPOTA31 JESIKOr0
npoMikKy 4vacy [1; rmaBa 2, §4]». Tam ke CTBEpIKYETbCS: «SIKIIO OCTaHHIO CYKYIHICTh
(Mepexy, — K) po3rismaTi sIK CKJIaJHE CHCTEMOYTBOPIOIOYE CEPEIOBHIIE, TO MPUHIEMO 10
BHCHOBKY, IO MPOCTI CHUCTEMH MOXYTh ICHYBaTH JIMIIE Yy CKJIAJIHOMY CEPEIOBHINI, a Yy
MIPOCTUX CEPENOBUILAX CUCTEMU MOBUHHI OYTH CKJIaJHUMHU. ... [ DIATPUMKU rOMeEOcCTasy,
TOOTO [UIsi KOMIEHcallli HECHpUATIMBUX 30BHINIHIX BIUIMBIB (a0 1 pO3pUBAHHS
HebakaHUX 3B’S3KIB), CUCTEM1 NOTpiIOHA Jeska MiHIMajdbHa CKJIaAHICTh. l[leBHe, u4uM
CKJaJHIIIa cucTeMa, TUM Oulbllie BIUIMBIB BOHA 3/laTHAa KOMIIEHCYBaTH. SIKIIO CHUCTeMa He
JOCTaTHBO CKJIaJHA, 1100 BUWKUTH y PU3MKOBAHOMY CEPEIOBHIII, TO BOHA BWKUBA€E HE

OJIMHUYHUMH OCOOWHAaMHM, a KOJIOHISIMH, BEIUKHUMHU Tpynamu. ... MaOyTh, TaKUM YHHOM
noOUpaeThCs MOTPIOHA CKIAMHICTh. L[IHHICTh OAHIET 0COOMHM HEBEJIMKA, CMEPTHICTh BUCOKA,
KOJIOHISI ICHY€ 3a PaxyHOK BHCOKOI IIBHAKOCTI PO3MHOXEHHS. ... Jlemo Takoro pomay

BIITBOPIOIOTH MOJIEIII TUITY XHYKaK->)KEPTBAY.

Takox, 3rigHo 3akoHy Y. Pocc Emb6i mono HeoOXigHOro pizHOMaHITTS: «KilbKicTh
peryinioBaHHs Ma€ OyTM HE MEHLIOK PIZHOMAHITTS 30ypeHb, IPOTH SKOTO HAalpaBJeHE
perymoBanHs [15; rmaBa 11/8-11/10, rn.13/1]». CxnagHiCTh TMOBEIIHKH CHCTEMHU IPOTHUIIL
MIOBMHHA NEPEBUIIYBATH CKJIAJHICTh MOBEIIHKM aTaKylo4yol CHUCTEMHU. 3BIACH BUIUIMBAE 1
BucioBmoBaHHs €.A. Kacriepcbkoro mio0 «BakKJIMBOCTI CKJIAJHUX TEXHOJOTIH B €roXy
ckianHux atak [16]». [linTBepKEeHHSIM CKa3aHOI'0 MOXKE CIIY>KUTH MPOTIKaHHSA 00poTHOU 3
BIpycaMu, MiJl 4yac fKOI HOpMali3yBaTU CHUTYalil0 (32 BUKIIOUYEHHSM «OOMOBHX BIpYCIB»)
BJIaJIOCS, CTBOPHBIIM IIEHTPAII30BaH1 CIy>KOH, 76 KOHIICHTPOBAHI JOCBITYECHI CIIELIATICTH 3
aHaI3y BIPYCiB, 1 pO3Tay’)KeHY CUCTEMY PO3CHIIKH aKTyaIbHUX 0a3 JaHUX «CHHIPOMIBY» ITUX
BIpyCiB i onepatuBHOi Moau(ikailii 3ac001B aHTUBIPYCHOTO 3aXUCTY.

OCKUIbKM 3arpo3 CTajdd BUXOJUTH Bl OararoelieMEeHTHOI CHCTEMH, TO JUId aHali3y
CUCTEM MPOTHIII MPUPOJTHUM € BUKOPUCTATH METOU CHHEPTETHKN a00 HENIHIMHOT TUHAMIKH.
Came cuHepreTuka siKk T€opis CyMICHUX [iii, BUBUYA€ BUHUKHEHHS y CKJIAJIHOT CUCTEMH, 1110
CKJIQJIA€ThCS 13 B3a€EMOJIIFOYUX €JIEMEHTIB, HOBUX BJIACTUBOCTEH, IKUMU OKpEMI €JIEMEHTH He
BOJIOAIIOTb.

[cTopruHO mepiio0 HAUIPOCTILIOKO JIIHIKHOI MOJEIUI0 y 1iid obnacti Oyna MOAETb
HapoJIOHaceeHHs, 3anponoHoBaHa y 1798 p. T. Manbrycom, 1 BupimeHorw me y 1202 p.
JI. ®i6onayuyi [10; rnasa 2.3, npumep 2]:

Cil_];]:aN, N(0)=N,, a = const > 0. (2)

38



[HOOPMATUKA TA MATEMATHUYHI METO B MOJIEJIFOBAHHI = 2014 = Tom 4, Nel

OBUYHMUI CMHUCII MOJIeNl Yy TOMY, L0 HIBUAKICTH POCTY HAaceleHHS, 3a BIICYTHOCTI
cTpuMyrouux (axtopiB ab0 MpOTHUIIl, NPONOPLIAHA YUCEIBHOCTI HaceleHHS N .

Bupimenssim uporo piBHsHHSA € N (t) = N,e” . BupillleHHs1 Ma€ CHHTYJSIPHICTb: N (t) — O TIPHU

t >oo. Monenb MOXHA 3acTOCyBaTH MJisi OINKUCYBaHHS POCTY HAacejleHHs, OI0JIOTTYHUX
BIpyCiB, @ TaKOXX POCTY 4YHCJIa KOMII'IOTEPHUX BIpyCiB B yMOBax, KOJM HEMa HISIKOTO
AHTUBIPYCHOTO 3aXUCTy W BIPYCHM MalOThb HEOOMEXEHHI NOCTYIl 0 MOTPIOHUX iM pecypciB
CEepeIoBUILIA.

B peanbHux ymoBax € oOMeXeHHs poCTy — ad0 3aKIHUYIOThCSI PECYPCH, KOJIU 3apa’keH1
BC1 KOMIT'IOTE€pH, a00 BIPYCH 3HHUILYIOTHCS, KOJU MIPOTU HUX BeleThcsl 6opoThba. «Y 1835 p.
JLA. Ketne 1 [1.®. ®epxronber, a B 1920 p. mosropHo P. Ilipn 1 JI.JI. Pin, Bigkpuiu, mio
YHCENBHICTh BUY N 3MIHIOETHCS Yy BIIMOBIAHOCTI 3 3aKOHOM, SIKHH 3aJa€ThCS JIOTICTUYHUM
PIBHSIHHSIM

N = r(l —%)N, 3)

ne K —cepenHiil po3Mip MOMyssii;

N — 9UCENbHICTH MOIYIISIIIT;

7 — MaJIbTY31aHChKHI KOE(ILIEHT JTIHIMHOTO pOCTY.

Cepenniii po3mip momynsiii — K 3aJeXHTh Bl €EMHOCTI CEpENOBHINA, TOOTO Bij
KUTIBKOCT1 K1, po3mipy apeaiy 3aceiieHHs. JIOTICTHYHHI 3aKOH J00pe ONUCye NUHAMIKY
pOCTYy MPOCTUX OIOJIOTIYHUX 1 KOMIT IOTEpHUX BipyciB, auB. [l;rmaBa9, § 1.1]». Aue
JIOTICTUYHHI 3aKOH HE 3aCTOCOBHUM I MOJIECIIOBAHHS OUILIIOCT] IHIIMX BHAIB aTak Ha
KOMIT IOTEPHI Mepexi, 00 He BpaxoBye (paKkTop 3ami3HEHHS.

Pe3ynbraty, oTprMaHi B HENIHIAHINA JUHAMIL, TO3BOJISIIOTh CPOPMYIIIOBATH HACTYIHY
rimoresy.

JloBrocTpokoBi mpouecu 3a0e3nedeHHs IHPopMaliiiHol Oe3mneku, SK 1 MpolecH Yy
YHUCJIEHHUX CKJIAQJHUX MPUPOJHUX CUCTEMaX, MOXYTb MaTH KOJIMBAJbHUMN, IUKIIYHUN
XapakTep 1 MarTh Mepioau 3pocTaHHs 1 cmagands. OIHUM 13 MEXaHI3MIB KOJIMBAJIHHOCTI
OB’ sI3aHUM 3 THUM, III0 cHcTeMa 3a0e3nedeHHs H(popMaiiiHOi 0e3NeKH SBISIETHCSI CUCTEMOIO
13 3ami3HEHHAM. B HUX pe3ynbTaT BIUIMBY [TO3HAYA€ThCS HE BIIpa3y, a uepe3 MeBHUM yac h —
yac 3ami3HeHHs. Ha BupoOneHHs 3axoAiB MpoTHAll Ta IX BIPOBAKEHHS BUTPAYAETHCA
neBHU 4yac. Tak, XBWJIlI HOBUX BIPYCIB BCTUTalOTh PO3MOBCIOJUTHCH, MOKU HE OYIyTh
OHOBJICHI BC1 aHTHBIPYCHI 3aCO0H.

Jlist omuMcyBaHHS CUCTEM, IO CXWJIBHI JI0 PI3KMX HHUKIIYHUX KOJUBaHb «y 1948 p.
I".XaTynHCOH 3arponoHyBaB HACTYIHE y3arajJbHEeHHS pIBHAHHA (3):

N= r(l —W]N(t), (4)

1€ h — Jac 3ali3HEeHHS.

BBenenns pomatHoi moctiiiHOi 4 — une crnpoba BpaxyBaTH (DakTOp 3ami3HEHHS.
PiBHSIHHS omMCye HAcTyNmHY CHUTYalil0: BHUJ 3aCElICHUN y OTHOPIAHOMY CEpEeIOBUIL,
MirpauiiiHi (akTopu He CYTT€BI, MA€TbCs 3a/laHa KUIbKICTh DKI, SIKa BIJHOBIIOETbCA IPU
3MEHIIEHH] 4YHUCIeHHOCTI momynsmii, muB. [1;rn.9,§ 1.1, dopmyna (3)]». Curyamis 3
KOMIT'IOTEPHUM BIPYCOM ONMCYETbCS Yy Takid MoOJENIl TakK: KOMII'IOTEpHUH BIpYC
PO3IMOBCIOKYETHCS Y OJHOPIIHIA KOMIT IOTEPHINA MEpexKl, € 3a7aHa KUIbKICTh KOMIT IOTEPIB,
Kl MOXYTb OyTu 3apaxkeHl. PimieHHs piBHAHHS (4) Mae NEplOJUYHUNA KOJUBAIbHUM
xapaktep. Moro anamiz € mpeameroM inmoi poGoti. TyT jHIIe 3p0GHMO 3ayBaKCHHS, L0
Mepio/1 KOJIMBAJIBHUX MPOIECIB y CUCTEMAaX 13 3ali3HEHHSIM MOXe OyTH 3HAYHO OUIBIITUM, HIXK
yac 3ami3HeHHs. s BUmanKy, 1o po3rIsiIaeThest y 1id poOoTi, OUIbII MpUaTHA MOJEIb
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«XIDKAK - )kepTBa». ICHyloTh uuncieHHl ao0pe BuBYeHI Mojauikamii 1iei Mozeni. 3aaaya
3BOJUTHCS 710 BUOOPY Moaudikaiii Moienl, yIOCKOHAJEHHS il Ta aJeKBaTHOI IHTepIpeTauii y
TepMiHaX cUcTeM 1H(opMaliiiHoi 6e3neKu.

I3 nmekinbkoX pIZHOBHUAIB MOAEINI «XWKak-kepTBa» (muB. [1; § 5.1, dopmyma (29)] ta
[17; ympaxxnenus 1.15, 4.9, 4.12]) oGepemo sk 3pa3ok wmoxaens Jlorki— Boureppa,
YAOCKOHAJICHHI BapiaHT SIKOi OMHMCAHO Ta MPOaHai30BaHO aHAMITH4YHO Y [1, ;TmaBa 9, § 5.1,
dopmyna (29)] ta [18; popmyna 1]. Ilokaxkemo, 1m0 L0 MOJENb MOXHa YAOCKOHAIMTH,
MEPETBOPUBIIM 1i y MOJAENb «Xakep - 3aXUCHUK». [lo3HaunMmo 3a Xx — KUIBKICTh aTak Ha
KOMIT'IOTEPHY MEpEXY, 110 BUKOHYIOTHCS 3JOBMHCHHKAMH, L€ aHAJOT <CGKEpPTB»; 3a y —
KUIBKICTh OIepaliii, 1[0 BUKOHYIOTbCS 3aXMCHHUKaMU KOMII FOTEPHOI MEpexi, L€ aHajorT
«XWKaAKIB»; 32 Z — KUIBKICTh YPa3dUBOCTEH y MEPEXi, Il 3MIHHA XapaKTEPU3YE «PECYPCH».
KinpkicTe ypa3nuBocTel y KOMII'IOTEpax, sIKi MOXYTb OYTHM aTakOBaHI, BPaXxOBYETbCA Y
«pecypcax» 3a dopmynoro (1). CepenHe 3HaYEHHS MUX BEIMYMH TMO3HAYUMO BEIIMKUMU
OykBamu, BimnosigHo — X_,Y,Z . JlMUHaAMIKy YHCENBHOCTI B3a€EMOJIIOYUX IIOIYJIALIN

3axucHUKa x(f) Ta xmwxkaka y(¢f) OyaemMo MOJETIOBAaTH CUCTEMOIO PIBHSHB

. t x(t—nh
x(t):rx I+a l—y() - ( ") x(t)
Y X
( ) ‘ ¢ ]’l ‘ > (5)
. X\t y( - y)
3(0)= | SR
X, ¥
Je 1, Ta r, — MalbTy3laHCbKi KOCQIIEHTH POCTY;
h, Ta h, — cepeiHiil Yac 3aTPUMKH, BIAMIOBIIHO, aHANI3Y (IIAHYBaHHS) aTaku XaKepoM
1 BIIpOBAJKEHHS 3aCO0IB MPOTUIIT Ta MOIIYKY BPa3JIMBOCTI 3aXUCHUKOM;
X, ta Y, — cepelHi KUIBKOCTI OTepanii Ul aTak Ta 3 JiKBigamii aTak, BIANOBIIHO;
a — Koe(ilieHT THCKY 3aXMCHHKIB Ha XaKepiB, KUl BU3HAUYa€ €(PEeKTUBHE 3MEHIICHHS
CepeHbOI KUIBKOCTI A1i XaKkepiB 3a yMOBH 30UIbIICHHS aKTUBHOCTI 3aXUCHUKIB (XMKaKIB);
KoedilieHT THCKY 3aXMCHUKIB Ha XaKepiB — a BHU3Hauae €(QEKTUBHE 3MEHILIEHHS

KUIBKOCTI OIepaliil XakepiB M0 IUIaHyBaHHIO, MIATOTOBI Ta 3/1iiCHEHHs aTtak. Mloro MoxkHa
BU3HAUYUTU HESIBHUM YHMHOM

_Xx.(0)
X (a)— l+a

(6)

Ha mpakTuii KuUIbKICTh ypa3iaMBOCTEM Mepexkl MOCTYINOBO 3MEHIIYEThCS BHACHIOK
TISUTBHOCTI CITYKOM O€3MEeKHU Ta BJIOCKOHAJIEHHS TeOpii Oe3MeKku. Aje 4acTta 3MiHa TEXHOJIOT1H
1 MOTIK HOBHUX Bepcii NIABUINYIOTH CTPUOKONMOAIOHO uucio BpasauBocTed. KiulbKICTh
ypa3iuBOCTEN JOBOAUTHCS BBAYKATH TOHOBIIOBAHUM PECYPCOM.

[IpoBenemo anami3 1i€i MOAENI MpPU MOYATKOBUX YMOBAX Ha IHTEpBaill 4acy {hx...O}

Bix: x(0)=1, p(0)=1, sxi Oynu XapakTepHi Ha MOYaTKy MacOBOI'O BUKOPHUCTOBYBAaHHS
KOMIT'I0TepiB B YKpaiHi.

AHaJi3 Mojei IMHAMIKH KiJIbKOCTI iHumnaeHTiB iHgopmaniiiHoi 6e3nexku

OB3UYHMN CMUCIT MOJIEN], sIKa MPEACTaBIeHa CUCTEMOIO PIBHAHB (5), MOKHA 3pO3YMITH
MOPIBHSIBIIM 1i 3 IHIIMUMH MOJENAMHU. Tak, SKIIO BUKIOUYUTH YICHH, SKI ONUCYIOTh B3a€MHI
3B’SI3KM, CUCTeMa pIBHSAHBb po3nanaerbes. [Ipu npomy, skimo Hema 3axUcHHUKIB (a =0), TO
nepile piBHAHHS IE€PETBOPIOEThCS HA pIBHAHHA XarduHcoHa (4). Skmo, KpiM TOTrO,
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BUKJIFOYMTH 3ami3HeHHs (A, =0), To MaeMO JIOTICTUYHE PIBHAHHA. A SKILNO, KPIM TOro, Aaii
3HATH CaMOOOMEKEHHS Ha PICT KimpKocTi aTtak (X, — o), TO mepmie pIBHIHHA CTae
PIBHSIHHSIM MaJlbTy31aHCBKOTO pocTy. SKkino Hema xakepiB (x(7) = 0 ), 110 BaXKo co0i ysaBUTH,
Ta BUKJIIOYUTU (aKTOp 3aMI3HIOBAHHS, TO 13 APYroro piBHAHHSA (5) BUILIUBAE, 1110 3aXUCHUKU
MIOCTYIIOBO «BUMHUPAIOTH». SKIIO y Mojeni, TOOTO cucrtemi piBHSAHB (5), BUKIIOYUTH
3ali3HeHHs 3 000X piBHAHB (/, =0; 4, =0), TO MOJENb CTa€ KAHOHIYHOI, KA PETEIBHO
MpoaHaTi30BaHa aHAJITHYHO Ta YUCENbHO, nuB. [11; rmaBa 8, mpumep 1] ta [7; rnasa 2, § 3].
biok-cxema Simulink mist moxeni Jlotki-Bonteppa naBenena y [7; mpunoxxenue A.4]. llloxo
MoJienl 13 3ami3HeHHsAM (5), TO BOHA JOCHKeHa 3Ha4HO MeHme. Y [17;rmaBa 4 u
ynpaxHenue 4.9] pos3pobieHa MeTOauKa pO3pilleHHs Ju(EepeHUIMHUX pIBHIHBb 13
3aMi3HEHHSM Ta HaJaHO NPUKIIAJ] PO3PaxXyHKY Uil MPOCTOT MOJEIl «XHUXKAK-)KEPTBa», 1110
CXO0’a Ha MOAEIb (5).

Jisa copouieHHst Mozeni (5) MpU 4YMCENbHOMY pPO3pPaxyHKY 3MEHLIYIOTh KUIBKICTh
napaMmeTpiB 3a jgomnomoror 3aMiHu. Cuigyrouu [17; dopmynu (3), (4)], poOumo 3amiHu:
t=ht, x(hr)=XN(r), y(hr)=Y.Ny(r) 1 nam, noswauumswm A, =rh., A, =rh,

h=h,/h,, Ta nepeno3HavMBIIN T Yepe3 {, OTPUMYEMO

Ky(e)= 2 [+l = Na(0)- N e~ N )
Nz(t): j“2[]\']1(t)_Nz(t_h)]Nz(t)-

(7

3 TmpakTUYHUX MIPKYBaHb IS MOJEIIOBAaHHA HaMH Oyna CTBOpeHa Mporpama
MPOBEACHHS PO3PAXYHKIB 3a (hopmyroro (5).
Pesynprat omHOro 3 mporoHiB mojeni mpu r, =1.28, r, =099, a=09, h =1,

hy =04, X_ =35, Y =25, nokasani Ha puc. l.

Model of Lotki-Volterra with lags, t = 0.4
200 : \ N1(t)

150

100

quantity N1, N2

[&)]
o

Puc. 1. Po3paxynku moneni Jlorki-Bonreppa B cepenosunii MATLAB

Jlo HenoJIIKIB PO3MIISIHYTOI MOJENl JUHAMIKM KUIBKOCT1 IHUMJCHTIB 1H(OpMaLiiHOT
Oe3neKku MO)KHa BiIHECTH ii sKICHMM XapakTtep. «Yucino (yHKIIOHATIBHO 3HAYMMMX
«PE30HAHCIBY» y pEabHUX CUTHajaxX (CHUCTEMax) ... MOXKE JOCATaTH JIEKUIbKOX COTeHb. [lpu
L[bOMY, BHACJI1IOK B3a€EMO3B’SI3KIB Y CCTEMI Ta BILJIUBIB CTOPOHHIX (DaKTOPIB pi3HOTO BUAY, Y
TOMY YHCJl, BHIAJKOBHX, IPOAYIIbOBaHI CHUCTEMOIO CHUTHAJM HECTAlllOHApHi, JUB.
[10; BcTym, c. 27]». lle crocyeTrbcs ¥ BENUKUX CHCTEM 1HQOpMAIIHHOT Oe3meKu.
[IponoBxyemo nurary: «Bci 1i ¢akropu «MacKylTb» YHCTO XaOTUYHI KOMIIOHEHTU
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CUTHAJIB. ... Take pI3HOMAHITTS AUHAMIYHUX (DAKTOpIB HEMOXIJIMBO BpaxyBaTH Yy paMKax
MOJIENIBHOTO PO3IIISLY».

BucHoBxku

3anporoHoBaHa y JaHid CTaTTI MOJETbh «3JIOBMHUCHUK-3aXMCHUK» Ha OCHOB1 MOJEI
JloTki-BonTeppa miaTBepauia rimoTe3y IIOAO0 KOJHMBAJIBHOTO XapaKTepy AWHAMIKA
IHIUJEHTIB 1H(pOpMAIliitHOT O6€3MeKn Ta J03BOJISIE YITKO BU3HAYUTH HAMPSIMKU I10JATBIITAX
JOCIIKEHb II0JI0 pO3pOOKM METO/IB Ta MOOYAOBU CHUCTEM 3axHCTy IH(OpMalli, a TaKoX
CTBOPUTHU KOHLENTYaJIbH1 MOJIEN1 MONEpeKEHHS aTak Ta (hopMalizyBaTH, HA OCHOBI METO/I1B
HETIHIMHOT TUHAMIKH, MOXJIMBOCTI IPEBEHTUBHUX CUCTEM JUISl MIIBUILIEHHS €PEKTUBHOCTI iX
BUOOpY 1 (pOpMy/IIOBaHHIO BUMOT IpU iX MPOEKTYBaHHI Ta po3poOku. Po3pobiiena monens
B3a€EMOBILUIMBY IOPYIIHMKA 1 3aXUCHUKAa B CHCTEMax 3axucTy iHopmalii J03BOJISE
BU3HAUUTH CYKYIHICTh 3aXOJIB PI3HOTO XapakTepy JUlsl OpraHizailii KOMIUIEKCHOT CHUCTEMU
iHpopMaLiiiHOT Oe3neku B 1H(GOpMalLIHHO-KOMYHIKaUIHHUX cucTtemMax. Bubip anexBaTHOi
MOJENl Ta pO3paxyHOK ii KUIBKICHUX XapaKTEpUCTHUK HAa OCHOBI EKCIEpUMEHTAIbHOL
CTaTUCTUKH ¥ pO3poOKa MPOTHO3Y € METOIO MOAANBIIOT POOOTH.
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B crathe paccMaTpuBaeTCs MUHAMHKA HHIUACHTOB HWH(POPMAIMOHHOW O€30MacHOCTH
HHPOKOMMYHUKAIIMOHHBIX ~ CeTel,  NpemioKeHa  TUIoTe3a  OTHOCHTEIBHO €€
KoJIeOaTeNbHOr0 XapakTepa W pa3paboTaHa MOAETbh «3JOYMBIIIICHHUK-3AIIUTHUKY Ha
ocHoBe Monenu JloTku — Bonteppa. IlomyueHHble pe3ynbTaThl MO3BOJISIIOT TMOBBICUTH
3¢ (GeKTUBHOCTh PabOTBI CHCTEM HHGOPMAIMOHHON O0e30MmacHOCTH U (POpMaIHU30BaTh
HaIpPaBJICHUSA MATbHEHIINX HMCCICIOBAHUI MO pa3paboTKe HOBBIX 3()(HEKTUBHBIX CHCTEM
HHPOPMAIMOHHOW 0e30MacHOCTH HMH()OKOMMYHHMKAIIMHA C HUCIONB30BAHUEM METOJIOB
HETMHEWHON TUHAMUKH.

KiroueBbie ciioBa: undopMamoHHas 0€30MacHOCTh, MHIMICHTHI, HETMHEHHAS JMHAMUKA,
KOMIIBIOTEPHOE MOJICITUPOBAHUE, HH(POPMAIIMOHHO-KOMM YHUKAI[OHHBIE CETH

DYNAMICS OF THE NUMBER OF INFORMATION SECURITY INCIDENTS
Irina V. Kononovich

Odessa National Academy of Food Technologies
112, Kanatnaja str., Odessa, 650039, Ukraine; e-mail: kononovich@mail.ru

The dynamics of incidents of informative security of communication networks is examined
in the article, a hypothesis is offered in relation to its oscillatory nature was proposed. The
simulator «hacker-defender» on the basis of the model is Lotki —Volterra was developed.
The obtained results allow to improve the efficiency of information security systems and
formalize directions for further research to develop new effective information security
systems of communication using the methods of nonlinear dynamics.

Keywords: information security, incidents, nonlinear dynamics, computer simulation,
infocommunication networks
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SINGULAR VALUES DECOMPOSITION AS A TOOL
ENHANCING THE EFFICIENCY OF STEGANOGRAPHIC
ALGORITHM

M.A. Melnyk

Odessa National Polytechnic University,
1 Shevchenko Ave., Odessa, 65044, Ukraine; e-mail: ritochek@yandex.ua

A technique for singular value decomposition of blocks of a cover matrix was improved to
enhance the efficiency of decoding the additional information by a “robust to compression
attacks” steganographic algorithm which has been developed earlier by the author. The
proposed algorithm design ensures reliability of perception of the image. The results of
computational experiment are presented to confirm the decrease in sensitivity of the formed
stego message to computational error.

Keywords: steganographic algorithm, singular values decomposition, computational error,
robustness against lossy compression, matrix

Introduction

In her earlier work [1], the author has proposed 42, a “robust against lossy
compression, in particular, with significant coefficients” steganographic algorithm based on
perturbations of singular vectors (SNVC) corresponding to maximum singular values (SNVL)
of blocks of a cover matrix obtained by standard decomposition [2]. It was established that the
main disturbing impact for the stego message (SM) obtained with the help of 42 and affecting
the decoding of auxiliary information (Al; otherwise called secret message) is caused not by
compression but by rounding operations involved in generation of the SM. Let us assume that

B is an 8x8 block (submatrix) of a cover matrix, B is a result of embedding Al in B, B is

a SM block that corresponds to B. In the general case B B. This is due to the rounding of

values of B elements to integers within 0 to 255 range during generation of the SM. It is the
computational error that is mostly responsible for errors when decoding Al with the 42
algorithm [1].

In her earlier work [3], the author has proposed a technique to reduce the influence of
rounding errors on the robustness of the 42 algorithm. Let us assume that o, >...> 0, 20 are
singular values (SVs) of an arbitrary B block. The technique involves what is called a
singular value decomposition (SVD). Given the fact that post-stego-transformation rounding-
off operations disturb mostly the SNVCs corresponding to the smallest SNVLs [4] due to low
separateness of these SNVLs (here, by separateness svdgap(i,B) of SNVL o, of B matrix

we understand svdgap(i, B) = min ‘aj (B)- al.(B)‘ [5]), the reduction in the sensitivity of such
i#j

SNVCs (and, therefore, that of a stego message in total) was obtained through artificial
increase in the separateness of o,,0,,0, by changing them to

o;—h,o0,—2h,0,-3h, (1)
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where h=(o,—-0,)/3 did not affect the reliability of image perception. However, the

results of testing the modified A2 algorithm [3] have shown that the value of influence of
rounding-off operations on the efficiency of decoding Al in this algorithm requires further
reduction.

Purpose of the Work and Problem Setting-up

The purpose of the work is improve the efficacy of decoding Al with 42, an earlier
developed “robust against lossy compression” steganographic algorithm, by reducing the
sensitivity of stego message generated by this algorithm to computational errors.

To accomplish the purpose, the following problems are to be solved:

1. To determine the causes of remaining (as per [3]) sensitivity of stego message to
rounding-off errors, and find the way to further reduction of this sensitivity,

2. To refine the SVD technique, given the requirement to ensure the appropriate
reliability of perception of the resultant image.

Body of the Work

In general, the SVD technique proposed in [3] showed some improvement as it ensured
the increase in efficiency of decoding Al with the 42 algorithm. However, the meticulous
investigation of SVD operation related to a separate block has established that reduction of
the sensitivity to computational errors occurs not in all the cases. Indeed, if the pattern
presented in Fig. 1(a) is observed in the block, than, with the SVD operation performed as per
formula (1), the separateness of non-minimal SNVL i1s reduced (refer to Fig.1b, SNVL o),

thus impairing the sensitivity of the block. Therefore, the SVD technique proposed in [3]
requires improvement, with the proposed procedure given below.

svdgap(s, B svdgap(b, B)
t — t t —a= 3
0 o o & . o+ s s}
svdgap(7, B
a
svdgap(8,5) = svdgap(7,8) = svdgap(b, B)
+ + + + + -
0 JS J’? Cr.j er - - . Jl
b

Fig. 1. Possible results of SVD operation: a — SNVL of the block of original digital image; b —
SNVL of this block after performance of the SVD operation

In the original digital image, generally, SNVLs of practically all the blocks are non-zero
(i.e, positive), and of the smallest separateness are o,,0,(Table 1). Given this, to avoid the

situation presented in Fig.1, we propose to perform the SVD operation in one of the two
following ways.
1. For convenience, we shall denote post-SVD SNVLs of the block by

Oi svdgap(i,B), i =1,8. In an arbitrary case, the increase in the separateness of all SNVLs
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will be ensured only by increasing the distance between each two SNVLs with consecutive
indices. This may be made as per the following formula:

ci=0, +8-i)h, i=18. )

Table 1.

Mean values of separatenesses belonging to blocks singular values, received as a result of
computing experiment with 200 DI

Mean value svdgap(i, B)

i=1 i=2 i=3 i=4 i=5 i=6 i=7 i=8

712.4564 23.1111 7.9843 3.0004 1.4232 | 0.7125 | 0.4667 0.5781

Relationship (2) makes it possible to increase the distance between each two SNVLs
0,,0,,, by h, while 4 must be selected given the requirement for reliability of the perception

of post-SVD image. The significant increase in efficiency of decoding with 42 stego
algorithm occurs when /4 is comparable with 10; however, in this case, the amount of
increase in SNVL value will result in the increase in energy of the image, and, consequently,
may result in lightening (Fig. 2¢) and even the development of evident artifacts (Fig. 2d).

c d

Fig. 2. SVD result showing steadily increase in separateness of every SNVL. a — initial
image; b — histogram of DI pixels brightness values; ¢, d — SVD results
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As the computational experiment shows, such situation often occurs in shaded digital images
with the pixel brightness histograms similar to that shown in Fig. 2b. Therefore, in practice,
we propose to use A~ 2.

2. Considering possible violation of reliability of perception of the DI at SVD when
using method 1, in order to enhance efficiency of 42 it is proposed to provide SVD via
nullification of o, without changing the position of other SNVL (Figure 3a and Figure 3b
respectively). This will ensure the increase of svdgap(8,B) without attenuation in
separatenesses of all other SNVL, although svdgap(7, B) may not experience changes (Figure
3c and Figure 3d respectively). Method 2 guarantees reliability of perception of the image,
although it is much less optimal from the point of 42 efficiency enhancing (Table 2).

svdgap(B, B

t ——— t t -
0 o o g Ty s s e o
2 =
svdgap(l, B

svdgap(s, B

I:I:JS J? Jﬁ .::l'j - - - J].
- .
svdgap(l, B

svdgap(B, B
t t t t t -
0 a g T T, s s e e

svdgap(l, B

svdgap(i, B

O=cT, & p =P s o+ O
svdgap(l, B)

d

Fig. 3. Result of carrying out SVD using method 1: a, c — SV state in the initial block B ; b, d
— SNVL state after SVD when using method 1

Results of the computing experiment, involving 300 digital images, shown in Table 2,
testify the decoding efficiency increase at the cost of SVD in A2, that was evaluated
regularly according to correlation coefficient (NC), defined in accordance with [6]:

4 —_—
zpiv > piv o B B -
NC:%, where  p,p,,Dis U PlDPasesD,s  Pop, €01}, i=1t, —
correspondingly, secret message inserted in the container and decoded from steganography
message, p,'=1, p,'=1,1f p,=1, p,=1,and p,'=-1, p,'=-1,1if p,=0, p, =0. Therefore, the

value p,'x ;i'e {1,—1} is received.
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Table 2.
Results of Al decoding using the 42 steganography algorithm

SM format TIF JPEG
QF =80 QOF =30 OF =20 OF =10
Without SVD 0.9603 0.9577 0.9498 0.9454 0.9359
Mean | SVD with method 0.9801 0.9767 0.9634 0.9484 0.9409
value 1 h=10
NC SVD with method 0.9706 0.9617 0.9569 0.9465 0.9386
1 h=2
SVD with method 0.9621 0.9587 0.9507 0.9453 0.9375
2
Conclusions

In the present paper, a technique for singular value decomposition of blocks of a cover
matrix was improved considering requirements for reliability of perception of the image
received as a result. The efficiency of decoding the auxiliary information was improved by a
“robust to compression attacks” steganographic algorithm 42 due to decrease in sensitivity of
the formed stego message to computational error.
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PO3IIOALT CUHT'YJIAPHUX UUCEJI SIK IHCTPYMEHT, IO NIABUINY € EOEKTUBHICTD
CTETAHOI'PA®IYHOI'O AJI'OPUTMY

M.O. MenbHuK

Opecbkuii HalllOHAJILHUI MTOITEXHIYHUI YHIBEPCHUTET,
npocr. Illesuenko, 1, Oneca, 65044, Ykpaina, e-mail: ritochek@yandex.ua

Y pobOTi NUIAXOM YAOCKOHAJEHHS CIIOCO0Y PO3MONIIY CHHTYJISPHHUX YHCEN OJOKIB
MaTpuili IM(POBOro 300pakKCHHI-KOHTCHHEpA MiABHICHA €()EKTUBHICTD ICKOIYBAaHHS
moaaTkoBol iH(opMarllii po3poO0JIEHOr0o aBTOPOM paHIIIe CTIHKOrO J0 aTaKd CTHCKOM
cTeraHorpa(iuHoro ajaroputMy. 3amnporoHOBaHa po3poOka 3abesneuye ITOTPUMAaHHS
HaAIHHOCTI  CIPUHHATTS  300paxkeHHA. HaBeneHi pe3yiabTaTH  OOYHCITIOBAJIBHOTO
EKCIIEPUMEHTY, [0  MATBEP/KYIOTh  3MEHIICHHS  YYTIMBOCTI  3(hOPMOBAHOIO
CTEraHOIOBIIOMJICHHS 0 OOYUCITIOBATIBHOT ITOXUOKH.

KawudoBi ciaoBa: creraHorpadiuHuil  aJropuTM, PpO3IMOAUT  CHHTYJISIPHHUX — YHUCE,
00YHCITIOBAJIBHA TIOXUOKA, CTIHKICTD IO aTaKH CTHCKOM, MATPHUIIA.

PA3JIEJIEHUE CUHTYJISIPHBIX YUCEJ KAK MHCTPYMEHT, IOBBIIIAFOIIIAIA
IOPEKTUBHOCTD CTET'AHOT'PA®UYECKOI'O AJITOPUTMA

M.A. MenbHUK

Opnecckuii HAIMOHANBHBIN MOJUTEXHUYECKUI YHUBEPCUTET,
mpocr. llesuenko, 1, Oxecca, 65044, Ykpauna; e-mail: ritochek@yandex.ua

B pabore myTeM ycOBEpLIEHCTBOBAHHUS CIIOCO0A pa3[eeHus] CHHIYJISPHBIX YHCel OJIOKOB
MaTpuibl  mUpoBOoro  U300paKeHHUA-KOHTCHHepa  MOBbIMICHA  3()(EKTHBHOCTD
JCKOAMPOBAHMS  JOIONHUTENBHON HH(pOPMAlMKM pa3pabOTaHHOTO aBTOPOM  paHee
YCTOMYMBOIO K arake CKaTHeM creraHorpaduueckoro anroputma. [IpeaioxeHHas
pa3paborka obOecnedrBaeT COOJIIOACHHE HAJEKHOCTH BOCHPHUATUS — H300paKeHUsI.
[puBeneHbl  pe3yabTaThl  BBIYMCIHTENBHOTO  3KCIEPUMEHTa,  TOATBEPIKIAOIINE
YMEHBIIICHUE YyBCTBUTEILHOCTH (POPMHUPYEMOIO CTEraHOCOOOIICHUS K BBIYMCIUTEIHHOM
MOTPEIITHOCTH.

KunroueBble cioBa: creraHorpaUyecKuil aaropuT™, pasZeleHue CHHTYISIPHBIX YHCE,
BBIYHCITUTEbHAS IOTPEITHOCTh, YCTONYHUBOCTh K aTaKe CXKATHEM, MaTPHIIA.
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MOAEJINUPOBAHUE BJIMAHUA MECTOITOJIOKEHUSA
BXOAHOI'O IIEPEHOCA HA CJIOKHOCTDb CXEMbI
CYMMATOPA

O.H. Hayaun

Opnecckuii HAIMOHANBHBIN MOJUTEXHUUYECKUN YHUBEPCUTET,
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Pabora MOCBAIICHA  OIPCACICHUIO 3aBUCUMOCTU  CJIOKHOCTHU JIOTHYECKOH  CXEMBI
CymMMaTopa OT MCCTOIIOJIOKCHUA BXOJHOI'O IIE€PEHOCA. 4] MMPOBEACHHOI'0 HCCJIICAOBaHUA
BBITEKACT BO3MOXKHOCTH  JIONIOJIHUTEIIBHOW  ONTHMHU3AIMH CymMmaropa, a TaKxXe
YMHOXUTEIIA, IOCTPOCHHOI'O Ha CyMMaTopax.

KuarwueBble cjioBa: MOICIUPOBAHUE, (l)pal"MEHT, MECCTOITOJIOKEHUE TEpEeHOCa, CyMMaATop,
armapaTHbIC 3aTPaThbl

BBenenune

Jlnst mapanminenbHoO 00paOOoTKH OONBIIMX MOTOKOB JAaHHBIX HCIOJB3YIOTCS METO/IBI,
KOTOpbIE TOKa3ajd CBOK 3(PPEKTUBHOCTb B CMBICIE MHUHUMAJIbHOW 3aJIep’KKM Ha TaKylo
o0paboTky. IIpyu 3TOM NMOTOKM AAaHHBIX MOTYT OBITh MHTEPIPETUPOBAHBI KaK MHOTOPSIHBIE
apudmernueckue noununslie konapl (MPK), a o6pabotka — kak cBéprka MPK, mpuuém mnon
CBEPTKOM MoHUMaeTcsi 00001IeHre OMHApHOM omepaluy CIOXKEHHUs Ha cilydail MHOXeCTBa
psanoB konoB [1]. MuoxectBo OuT, cocraBisronmx MPK, B paGoTte Ha3wpiBaeTcsi 001aCcThIO
our (Ob).

Hia céprku MPK mpu Oonbiiom uMcie psaoB KOJOB HCIHOJB3YyeTCs pazOueHue
(1eKOMIIO3UIIMs1) MHOXKECTBA PSIIOB KOJOB Ha CJIOU (UX (pparMeHThl) U CBEPTKA MOTYYEHHBIX
cnoéB (MX (QparMeHTOB), a Jajee — CBEPTKA PSAIOB MOJIYUCHHBIX pe3ynbratoB. Ob moxer
ObITh pa3buTa Ha pparMeHTHl [2], peryispHble (Hapumep, NpsIMOYTroJIbHUKH, pOMOBI U JIp.) U
HEperyJsipHble; 3/€Ch K€ INPUBEJIEHbI TEOPEMbl O KOJUYECTBE IEPEHOCOB M3 JAaHHOTO
¢dbparmeHTa.

Heobxonumocts pa3zbuenuss Ob onpenensercs ObICTPHIM HapacTaHHUEM CIOKHOCTU
KOMIIpeccopa MpH HCIOJIb30BAHWKM MHOTOONEPAaHIHBIX CTPYKTYp: OHAa IMPONOPLHOHAIbHA
KBaJIpaTy 4ucia pas3psaoB U SKCIOHEHIHATbHOW (QYHKIIMU OT YHCa CKUMAaeMbIX pasoB [3].
Pa3Ouenue H0MKHO OBITH HPOBENEHO TakKUM 00pa3oM, 4YTOObI HIpoleaypa CBEPTKU U
KOMIIpeccop /i1l €€ peai3alii COOTBETCTBOBAIN KPUTEPUIO MUHUMAIIBHON 3aJIEPKKH.

B To e Bpems npu pa3HbIX pa30MEHUsAX BO3MOXHA BapUalUs LIUPUHBI (Pa3psIHOCTH)
¢bparmMeHTa M, CJIEI0BaTEIbHO, MECTOIOJIOKEHUS NepeHoca u3 ¢parmenta. [Ilpu 3tom
CIIOHOCTh JIOTMYECKOM CXEMbl CymMMaTopa CYLIECTBEHHO 3aBUCHUT OT MECTOIOJIOKEHUS
BXOJIHOTO JJIsi HEro IEepeHOca, BO3HUKAIOIIErO IMPU CBOpPAYMBAHUM KOJOB (parMeHTa Ha
MIPEIbIAYILEM JTare MPOLeayphl CBEPTKHU.

L]envio MoenpoBaHus SBJISETCS ONPEICIICHUE BIMSHUS MECTOIOJIOXKEHUS MepeHoca
u3 pparMeHTa OUT NPEbIIYIIETro dTarna MpoLUeayphl CBEPTKU MIPU BapUaLMU €r0 Pa3psIHOCTU
Ha CJIO’)KHOCTh CyMMaTopa, 00pabaThiBaroiero parMeHT JaHHOTO dTara MpoIeayphl.
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HccnenoBanne U ero pe3yabTaThl

B pabGote BbIABUMHYTA THUIOTE3a O 3aBUCHUMOCTH CJIOKHOCTH CyMMmaropa OT
MECTOIOJIOKEHUS TIepeHoca B oOpabarpiBaeMbliii cymmaTopoM ¢parMeHT OutoB. [ns eé
MOATBEPKACHUS TPOBOAATCS HKCHEPUMEHTBHI, KOTOpPbIE 3aKIIYaIOTCS B  CIEIYIOIIEM.
PaccmaTrpuBatoTcsi OMHapHbIE CyMMaTOpbl pa3iMYHON pa3psSAHOCTH C ONMHMCaHHEM 0a30BOr0
¢dopmara B Buje [2..22], 4TO 03HAYAET ABYXPAAHBIN TBOMYHBIN KOJ 3aJJaHHOW Pa3psIHOCTH.
Jlanee paccMaTpuBalOTCs BapHallid MECTOIOJIOKEHUsT h OuTa mepeHoca (ero Homepa),
BXOJIHOTO OTHOCHUTENbHO 0a30BOr0 (hopMara onucaHusi HCXOAHOTo cymmaropa. s 6a3oBoro
dopmata m mis GopmaToB ¢ Bapuanuend A CTpoATcsS TaOIUIBl (QYHKIIMOHUPOBAHUS
CyMMarTopa, Mo KOTOPHIM BBIUUCIISAIOTCS €T0 amlapaTHbie 3aTpatel V = f (h) OtmeTuMm, 4TO
IIpU U3MEHEHHUH /1 OBICTPOAEHCTBUE CYMMATOpa HE U3MEHSETCS.

OYHKIMOHUPOBAHUE CYMMAaTopa OIMUCHIBAETCS € TOMOUIbI0 Talmui (Tadmuiy
¢byHkIoHUpoBaHUS — TP) CyMM U BHEIIHUX OTHOCUTEIBHO 3a/JaHHOTO (popMaTa NEPEHOCOB,
3aMOJHSAEMBIX HWHACKCAaMU CHMMeETpudeckux ¢GyHKuuid. [Ipm sTOM QYHKIIMH CYyMMBI H
MIEPEHOCa BBIYUCIISAIOTCA 0€3 SIBHOTO BBIYMCIICHUSI BHYTPEHHUX IIEPEHOCOB 10 pa3paboTaHHOM
nporpamMme «Pacuér Tabmuil paspsiHbIX HHAEKCOB» [4]. Jlns ompeneneHHs] KOJUYECTBa
BHEIIHUX [E€PEHOCOB NPEIBAPUTEIBHO OMNpPENEIsIeM MaKCUMaJIbHO BO3MOKHOE 3HA4YEHHE
cymmbl Q- BceX OMT (hparMeHTa IpH YCIOBHMH, YTO BCE OHU IPUHHMMAIOT 3HadcHue .

Nmeem

On =320, (1)

i=l

rae [ — HOMEp paspsna,

1 — KOJIMYECTBO Pa3pslOB CyMMaTopa,

@, — KOJINYECTBO OUT B i-M pazpsije.

Pacuér cnoxnoctn mo KBaitHy cuHTE3MpyeMoOl cxeMmbl cymmaropa (ero Kackanaa)
OCYIICCTBJIACTCA OTACIBHBIM IIPOrpaMMHBIM MOAYJIEM «Bprunciienyue CIIOKHOCTH» IIO
MWHUMH3UPOBAHHBIM MMOpa3pAIHbIM T® B COOTBETCTBHH C AJIrOPUTMOM!:

1. Jnda xaxao¥ nopaszpsaHoN TabIUIbl CYMMUPYIOTCSI 3HAUEHUS CJI0KHOCTU BCeX €€
n CTPOK.
2. ChoXHOCTb i-0¥ CTPOKH OINPEACIIAETCS CICTYIOIIIM 00pa3oM:

" Ui KaXJIO0ro j-ro CToyfua OmpeiesseTcst Kouu4yecTso m,; BapuantoB PU kak

YHUCJI0O MHAEKCOB B JaHHOW KJIETKE (HampuMmep, €ciid B KIeTKe 3amucaHo 2-4, 1o el
cooTBeTcTBYyeT 3 BapmwaHTa). Ecnm B KieTke CTOMT CUMBOJA X, TO CTOJOEI] C 3TUM
CUMBOJIOM UTHOPUPYETCS;

u €CJIN B CTpOKe UMCCTCS ti CHUMBOJIOB X, TO KOJIMYECCTBO y‘II/ITI)IBaeMI)IX CTOJ'I6IIOB
paBHO k, =k —t,, Tne k — Koysm4ecTBO cTOAONOB naHHOU TD;

"  ypcjla BapHAHTOB TIO i-OW CTPOKE MEPEMHOKAIOTCS, a IMOJYUYCHHBIH pe3ysIbTaT
AOMHOKACTCA HAa YUCJIO YUYUTHIBACMBIX CTOH6HOB.
st [-o1i T® e€ cinoxHOCTH paBHa:

k

Q/ZZn:kiHmﬁ- (2)

=l j=l

3. CymMuUpPYIOTCSl 3HAUCHHUSI CJIIOKHOCTH BCEX MOpas3psaHbix Tadbmui PU.
OTMeTHM, YTO CIIOKHOCTh CHMMETPHUYSCKUX (PYHKIMH HE YUUTHIBACTCS, IOCKOJIBKY OHA
HE 3aBUCHUT OT /.
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PaccMoTpuM BHauasne BIMSHUE MECTONOJIOKEHHUSI MEPEeHOCa OTHOCHUTEIbHO 0a30BOro
cymMMaropa BHJA [222] (Tpu pa3psiga, ABa psAga  KOJIOB), Ha CIOXHOCTh €ro
cxeMoTexHuueckoi peanuzanuu. [Iposeném pacuér tabnun paspsaausix uaaekcos (TPU) ans
cymmatopoB [22 2] (Gazosoe 3mauenme), a tawke [223], [232], [322], B xoropeix
MOCJIEI0OBATENIbHO MPUHUMAET 3HadYeHus 1, 2, 3, W BBIUMCIMM amnmapaTHbIe 3aTpaThl Ha

cymmatopbl. Pesynpratel pacuéroB TPU cBenmenwsr B Tabn. 1 —4. PaccuntanHbie 3Ha4YCHHS
CJIOHOCTU PACCMOTPEHHBIX CYMMAaTOPOB IPEACTABJIEHBI B Ta0M. 5.

Tabnuua 1.
Cymmarop Buzaa [2 2 2] , 0., =14
E S3 S2 S]
3p 2p Ip 3p 2p Ip 2p Ip Ip
1 1 2 0.2 1 2 0.2 2 1
1 2 X 0.2 2 X 1 0.1
2 X X 1 0 X
1 1 0.1
Tabnuua 2.
Cymmarop Bujaa [2 2 3], O =15
E S3 S2 S]
3p 2p Ip 3p 2p Ip 2p Ip Ip
1 1 2.3 0.2 1 0.2 23 1.3
1 2 X 0.2 2 X 1 0.1
2 X X 1 0 X
1 1 0.1
Tabumuna 3.
Cymmarop Buzaa [2 3 2], 0. =16
f)Z E S3 S2 S]
3p 2p Ip 3p 2p Ip 3p 2p Ip 2p Ip Ip
2 3 2 0 2 0.2 1 2 1.3 0.1 1
1 1 2 0.2 2 X 0.2 2
1 2.3 X 0.2 3 0.1
2 0.2 X 1 0 X
2 3 0.1 1 1 0.1
1 3 2
Tao6auna 4.
Cymmarop Buzaa [3 2 2], 0. =18
f)Z E S3 S2 S]
3p 2p Ip 3p 2p Ip 3p 2p Ip 3p 2p Ip
3 1 2 1 1 2 0.2 1 2 0.2 2 1
3 2 X 1 2 X 0.2 2 X 1 0.1
2.3 X X 1.3 0 X
1.3 1 0.1
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Tab6auua 5.
AnmnapaTHble 3aTpaThl IJ1s 3-pa3psAIHOTO CyMMaTopa
Bun Brixonnbie hyHKIIMN CymMmapHbie
cymMmMmarTopa P2 P] S3 S2 S] 3aTpaThbl
[222] - 5 18 8 1 33
[223] - 9 20 12 2 43
[232] 3 22 36 12 1 74
[322] 2 7 26 8 1 44

PaccmoTpum nanee 0a30BbIli CyMMaTop BHA [2 22 2], a TaK)Ke CyMMAaTOpbl C y4ETOM
BxoqHoro mepenoca (h=1234) [2223], [2232], [2322], [3222]. Pesymsrars

pacu€étoB TPU ans maHHBIX CyMMaTOpOB mpeacTaBieHbl B Tabmunax 6 — 10. Paccuntanubie
amnmapaTHbIC 3aTpaThl U1l PACCMOTPEHHBIX CyMMaTOPOB 3aHECEHBI B Ta0. 11.

Taobauna 6.
Cymmarop Buma [2222], 0, =30
E S4 S3 S2 S]
4p | 3p | 2p | 1p | 4p | 3p | 2p | Ip | 3p | 2p | lp | 2p | lp | Ip
1 1 1 2 [o02] 1 1 2 [o02] 1 2 Jo2] 2 1
1 1 2 | X |02 1 2 | X |02] 2 | X 1 | 0.1
1 2 | X | X |02 2 | X | X 0 | X
2 | X | X | X 1 0 | X | X 1 1 | 0.1
1 1 0 | X
1 1 1 | 0.1
Tabauna 7.
Cymmarop suma [2223], 0, =31
E S4 S3 S2 S]
4p 3p 2p Ip 4p 3p 2p Ip 3p 2p Ip 2p Ip Ip
1 1 1 [23]02] 1 1 [23]102] 1 [23]02]23]13
1 1 2 | X |02 1 2 | X |02] 2 | X 1 | 0.1
1 2 | X | X |02 2 | X | X 1 0 | X
2 2 2 | X 1 0 | X | X 1 | 0.1
2 2 | X | X 1 1 0 | X
2 | X | X | X 1 1 1 | 0.1
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Taoauua 8.

Cymmarop suma [2232], 0, =32

lp

lp

1.310.1

Ip | 2p

X

0.1

X

0.1

3

1

Ip | 3p | 2p

231 X 102 2

02 X 0.2

0.2

1

2

0.2
0.2

Ip | 4p | 3p | 2p

Ip | 4p | 3p | 2p

4p | 3p | 2p

Ta6auua 9.

Cymmarop Buma [2322], 0, =34

lp

lp

0.1

Ip | 2p

0.1

Ip | 3p | 2p

Ip | 4p | 3p | 2p

X 10.2

2

Ip | 4p | 3p | 2p

4p | 3p | 2p

Tao6aunua 10.

Cymmarop Buma [3222], 0. =38
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Taoauna 11.
AmmapaTHbI€ 3aTpaThl IS 4-pa3psIHOTO CyMMaTopa
Bun Brixonnbie hyHKIIMN CymMmapHbie
cymMmMmarTopa P, P S, S3 S, S, 3aTpaThbl
[2222] - 10 31 18 8 1 68
[2223] - 19 39 20 12 2 92
[2232] 4 41 86 30 12 1 174
[2322] 3 35 53 26 8 1 126
[3222] 9 23 44 18 1 103

Ananoru4yHo npoBefeHbl pacu€rsl Tabmuy PU u U1 McXoJHBIX CyMMAaTropoB BHA
[22222] u [222222]. PaccuntanHble a1 HHUX anmapaTrHble 3aTpaTbl IPUBEICHBI B
tabn. 12 u 13.

Taoauna 12.
AnmnapaTHbl€ 3aTpaThl IJIs S-pa3psAIHOTO CyMMaTopa
Bun Brixonnbie GyHKIIMN CyMmMapHbIe
cymmaropa P, B S S, S, S, S, 3aTpatsl
[22222] - 15 | 47 | 31 18 8 1 120
[22223] — | 20 | 57 | 39 | 20 | 12 2 150
[22232] 5 65 | 134 | 110 | 30 | 12 1 357
[22322] 9 48 | 124 | 53 | 26 1 269
[23222] 12 | 41 | 81 | 44 | 18 1 205
[32222] 2 34 | 66 | 31 | 18 8 1 160
Taouauna 13.
AmmapaTHbI€ 3aTpaThl IS 6-pa3psiTHOTO CyMMaTopa
Bun Brixonneie hyHKIMN CyMmMapHbIe
cymMmaropa P, P S S S, S, S, S, 3aTpatsl
[222222] — |21 | 66 | 47 | 31 | 18 | 8 1 192
[222223] — |27 | 78 | 57 | 39 | 24 | 12 | 2 239
[222232] 6 | 59 | 260 | 154 | 88 | 33 | 12 | 1 613
[222322] 11 | 52 | 163 | 124 | 53 | 26 | 8 1 438
[223222] 15 | 47 | 121 | 81 | 44 | 18 | 8 1 335
[232222] 18 | 43 [ 103 | 66 | 31 | 18 | 8 1 288
[322222] 20 | 41 | 92 | 47 | 31 | 18 | 8 1 258

BrIBOABI

[IpoBegeno 22 H3KCIEpUMEHTAa MO ONPEACIICHUI0 CI0XHOCTH CyMMAaropoB ¢
pa3IMYHBIMU TapaMeTpaMu. Pe3ynbTarbl SKCIEPUMEHTOB CBEACHBI B Tabmuubl S5, 11-13.
AHanu3 3TUX TaOJIUI] TTOKA3bIBAET, YTO IS 00paOOTKHU JOMOJHUTEIHFHOTO OUTa TepeHoca Ha
pPa3HBIX MO3UIUAX h CcymMmarop TpeOyeT OoNbpIIMX amnmapaTHBIX 3aTpaT, YeM B cllydae
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cymmaropa 6e3 mepeHoca. Ilpu nmepememienun OuTa mepeHoca clpaBa HAJIEBO CIIOXKHOCTb
CyMMaropa pe3KO BO3pPaCTaeT, €ClIM OUT MepeHoca HAXOAUTCS Ha 2-H MO3ULMH, a 3aTeM
MIOCTENIEHHO YMEHbILAETCS O BEIMYMHBI, OINpeAeIsieMOd mapaMerpaMu o0pabaTbiBaeMOro
¢dparmenTa OB (pa3psaHOCTh U PATHOCTH C YIETOM MECTOHAXOXKICHUsI OUTOB MEpEeHOCca).

Ananutruyeckasi 3aBHCHUMOCTb CyMMapHBIX 3aTpaT OT IepeMelleHus OuTa IepeHoca
(mo3unmst h) SBHO HE NPOCMATpUBAETCS, T.€. JUISI KaXJOr0 KOHKPETHOro ciy4as
MIPOEKTUPOBAHUS CyMMaTOpa HEOOXOAUMBI JOMOJHUTENIbHbBIE UCCIIEI0BAHUS.

W3 mnpoBeneHHOTO  HMCCIEAOBAHMS  BBITEKAET BO3MOXHOCTb  JOMOJIHUTEIbHOU
ONTUMM3ALMM CyMMaTropa, a TakKe YMHOXMTENS, IIOCTPOEHHOr0 Ha CyMMmaropax,
oOpabaTeiBatonnx pparMeHThl poM0Oa OUT YACTUYHBIX MPOU3BEICHUI.
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The purpose of the work was to establish the relationship between the complexity of the
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CPABHUTEJIbHBIA AHAJIN3 TEOPETHYECKHX
nmoaxoa0oB MOAEJIMPOBAHUA TPA®UKA C TOYKHU
3PEHUSA COOTBETCTBUA CETAM HOBOI'O
HOKOJIEHUA
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B paGoTe mpoBeneH aHaNM3 TEOPETHUECKUX MOJXOJ0OB K MOJAEIUpoBaHUIO Tpaduka. B
pe3yabTaTe MPOBEACHHBIX HCCIIEMOBAHUN IMOKA3aHbl MPHHIUIBI U OCHOBHBIC JTAIlbI
TEXHOJIOTHH MOJICTIUPOBAHUS BBICOKOCKOPOCTHOIO Tpa(uka KOMMEPYECKHX CeTeil.
IMoka3zaHa  HEOOXOMUMOCTh  NPUMEHEHHS  KOMOMHHPOBAHHOTO  MMOAXOAA  JUIs
CTAaTHCTHYECKOTO  OMHMcaHus  TpadUKa  COBPEMEHHBIX  cereif.  BeposTHOCTHOE
pacrpe/ieneHre aHATU3UPYEMbIX CHTHATIOB MOXKET HMETh BHJI QJIUTUBHOM CMECH IBYX HITH
GoJiee pacrpesieneHuii ¢ pa3THYHBIMU HAOOpaMH MapaMeTpoB.

KnrwoueBble ciaoBa: rinobambHBIE CETH, CETeBOW TpaduK, MOJAETUpOBaHHE Tpaduka,
MaTpuiia Tpaduka

BBenenune

CoBpeMeHHbIE TEOPETUYECKHE METOJbl M IMOJAXOJbl ONHUCAaHUS [POLIECCOB B
MH(OPMALIMOHHBIX CUCTEMAX U CETAX pazHOOOpa3Hbl U TPEOYIOT HAYYHOTO OCMBICICHUS IS
IIpUMEHEHMs] Ha NpakTuke. Bece Oosblliee 3HaUeHNE MPUOOPETAIOT TEOPETUKO-BEPOSITHOCTHBIE
METO/bl HCCIIE0BAaHUN, OCHOBaHHbIE HAa BEPOSITHOCTHOW TPAKTOBKE MPOTEKAIOIINX B
nH(OPMaLMOHHBIX cucTeMax mpoueccoB. CTaTUCTUYECKHUM MOIXO0 MO3BOJIsIET O0siee MOJIHO
Y4€CTh COCTOSIHUE JMHAMUYECKOM CHUCTEMBbl, XapakTep YIPaBJSIOUIMX M BO3MYLIAOIINX
BO3JCHUCTBUH, pe3yIABTUPYIOIIEE MOBEJCHNE WH()OPMAITHOHHBIX MMOTOKOB B
MHOTO(YHKIIMOHAJbHBIX CETSIX U BO MHOTMX ciy4yasx Oosiee aJeKBaTeH JUIsl pelieHUus
pa3IMYHBIX MPAKTUUECKHUX 3a1a4 [1].

Kpyr BbITEKaOMKX U3 YKa3aHHOTO MOJX0Ja MPoOJeM JOCTATOYHO LIMPOK: OMHCAHUE
MaTeMaTUYEeCKUX MOJeNel Clay4dallHbIX NPOLECCOB B HMH(POPMAIMOHHBIX CHCTEMaX,
¢dbopMupoBaHre Ha uUX 0a3ze CTATUCTUYECKUX METOJOB MPOBEPKHU TUIIOTE3 U OOHAPYKEHMS,
OLICHMBaHMS W  QWIbTpPAlMM, HWHTEPHOJSALUMU  (CIVIAXUBAHUS) U OKCTPANOJIALUU
(mporHO3MpOBaHUs), a TaKkKe pa3paboTKa aJrOpUTMOB ONTUMAIbHOIO  YIpPaBIEHUS
CTOXaCTHMYECKUMHU cucteMaMu. OCHOBHBIMH KPHUTEPHUSIMU IIPU BBIOOpE TEOPETHUECKOIO
M0/IX0/1a MOJIETIMPOBAHUS CETH SBJISIOTCS CIEIYIOIINE:

" MoJenb  JOJDKHA  ObITb  NPUTOJHOW  JUIs  ONHCAaHUS  COBPEMEHHBIX
BBICOKOCKOPOCTHBIX KOMMEPUECKUX CETEH;

"  MoOJeNb J0JDKHA ObITh YHHUBEpPCAIbHOW, T.€. aJalTUPYEeMOIl K pa3jIu4HbIM THIIAM
ceTell Ui ux pparMeHTam;

®  TOYHOCTb COOTBETCTBUS peajbHbIM MOTOKAaM JaHHBIX JAOJDKHA ObITh He Oosee 10%
IIPU IPUEMIIEMON BBIYMCIIMTEIIBHON IPOMO3IKOCTH;

"  MoOJeNb JOJKHA ObITh MPUTOJHOW JUIsl MPOTHO3UPOBAHUS IMOBEACHUSI CETU IPH
00Jiee UHTEHCUBHOM TpaguKe;
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"  MoOJeNb JI0JDKHA 0TOOpa)kaTh MaplIpyThl TpapuKa U X U3MEHEHUE.

Jljis TOro 4TtoObl ONpPENeNnuTh, KAKOW U3 TEOPETUKO-BEPOSITHOCTHBIX METO/I0B HauboJiee
OJIM30K K MOBEJACHHUIO BHICOKOCKOPOCTHBIX TEJIEKOMMYHUKAIIMOHHBIX CUCTEM, U HEOOXOAUMO
BBIIIOJIHUTh WX CPaBHUTENbHBIN aHanu3. 3ajadya YCIOKHSIETCAd TeM, 4TO OOJIbIIMHCTBO
aBTOPOB OCYILIECTBIISUIA OLIEHKY TOUHOCTH MOJENHU IPU MCHOJBb30BAHUHU JAHHBIX JOKAJIbHBIX
CeTeil, YTO HE TapaHTUPYeT MPUTOJHOCTh NOJAXoJa s OOJBIINX TEPPUTOPUATIBLHO-
pa3HeceHHBIX cucreM. Jlpyrumu cioBamM, HeoOXoJuMa JOMOJHHUTEIbHAs IpPOBEpKa
IpeaiaraéMbplX IOJXO0/J0B, OCHOBaHHas Ha JAaHHBIX H3MepeHus Tpapuka peabHbIX
BBICOKOCKOPOCTHBIX CETEM.

]_le.]'lb CTaTbH M NMOCTAHOBKA 3334 HCCJIeI0BaHUI

Llenvro pabOTHI SBISETCS TPOBEJCHHWE CPAaBHUTEIHHOTO aHalM3a TEOPETHUYECKUX
MOJXOJIOB  MOJICIMPOBAHUS CETEBOrO Tpaduka I pPa3pabOTKHM OCHOBHBIX 3TallOB
MOJCITUPOBAHUS BEICOKOCKOPOCTHOTO TpaduKa KOMMEPUECKUX CETEH.

JI1st moCTHKEHUS 11e7TM HE0OXO0IUMO PEIINTh CIEAYIOMNE 3A0aUu:

1.  IIpoBecTw aHANIHM3 TEOPETHUECKUX ITOIXOI0B K MOJICITHPOBAHUIO TpadHKa.

2. Iloka3aTh TPHWHIMIIBI W OCHOBHBIC 3Tallbl TEXHOJOTHH MOJCITHPOBAHUS
BBICOKOCKOPOCTHOTO Tpaka KOMMEPYECKHX CETCH.

3. O6ocHOBaTh HEOOXOTUMOCTh TMPUMEHEHHS KOMOWHHMPOBAHHOTO TIOJIXOJa s

CTaTHUCTUYECKOTO ONUCaHUs TpaduKa COBPEMEHHBIX CETEH.

AHajau3 TCOPETHYECCKHUX MMOAX0A0B MOJACITUPOBAHUA Tpa(bmca

[TockonbKy OCHOBHOM MaTeMaTUYeCKON MOJIEIbIO MPOLIECCOB, ONMUCHIBAIOIINX TPA(QUK B
TEJIEKOMMYHUKALIMOHHBIX CHCTEMAaX, SBJISETCS CIIy4allHbIH IOTOK JaHHBIX, BIIOJIHE
ONpaB/laHHbl IMOMBITKA CO3JaHMSI TEOPETUYECKOM Mojaenu Tpaduka Ha OCHOBAHUU
cratuctuyeckol Teopuu. CnydallHBIE MOTOK B  paccMaTpUBAEMOM  IPAKTHUYECKOM
MPUJIOKEHUU 00J1a/1aeT CIIEYIOIUMUA OCHOBHBIMU CBOMCTBAMU:

"  HE3aBUCHUMOCTb BEPOSITHOCTHBIX XapaKTEPUCTHK OT BPEMEHU (CTallMOHAPHOCTD);

®  3aBHCHMOCTH BEpOSITHOCTEH COOBITUH (CIydaiiHble IPOLECCHI C MaMSThIO);

=  OECKOHEYHO Majasi BEPOATHOCTh 0ojiee OAHOTO COOBITHS 3a OECKOHEUHO MAJIbIil
UHTEpBaJl BpEMEHMU.

[ToToxk Kak ciay4JaiHBIH HpoOLIECC XapaKTEpU3yeTcs CBOMMHU CTaTHCTUYECKUMU
cBoiicTBamu. Yalle BCero MCMoiIb3ylOTCS: MIOTHOCTh BEPOSITHOCTH MOCTYIUIEHUS JaHHBIX 32
nepuo/i, PyHKLHS BEPOSITHOCTH MOTOKA U aBTOKOPPENISALIMOHHAS (DYHKIIMSL.

Knaccuueckoit  Mognenbto  Tpaguka B MHPOPMALMOHHBIX  CETAX  SIBJISETCS
ITyacconoBckuii motok. OH Xapaktepusyercst HabopoM BeposiTHOcTe P(k) moctymienus k

COOOIIIEHNH 32 BpeMEHHOW UHTEPBAI [ :

k
P(k)= (M) o (1)
k!
rae: k=0,12,... — gucio cooONEeHNI; A — HHTEHCHBHOCTH ITOTOKA.

3amMeTuM, 4YTO WHTEpPBAJT BPEMEHH W3MEPEHHS KOJIHMYECTBAa COOOIEHUH ¢ U
MHTEHCUBHOCTb MMOTOKAa A SBISAIOTCS MOCTOSIHHBIMH BETUYMHAMH.

Jst cemetictBa IlyaccoHoBckux pacmpenenenuit (1) Oonpiiee 3HaueHue A
COOTBETCTBYET 00Jjice NIUPOKOMY U CHMMETPUIHOMY TI'padHKy IUIOTHOCTH WU OOJBIIEMY
00beMy WH(OPMAIIMOHHBIX TTOTOKOB. 3HAs BEPOSITHOCTh TOCTYILICHHUS JAHHBIX 32 MEPUOI,
MOXXHO TIIOJIY9HUTh pACHpelie]iCHHEe WHTEepBajJa T MEXKIY COCCIHUMH COOBITHSAMU:
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P(t)=2A-e™. OCHOBHBIM CBOMCTBOM ITyaCCOHOBCKOTO IOTOKA, OOYCIOBIIHBAIONINM €O

IIMPOKOE NPUMEHEHUE IPU MOJECIMPOBAHMM, SBISACTCA AIJUTUBHOCTB: PE3YJIbTUPYIOLIUN
IIOTOK CYMMBI ITyaCCOHOBCKHUX IIOTOKOB TOXE SIBJISIETCSI ITyaCCOHOBCKMM C CYMMapHOH
MHTEHCUBHOCTBIO

Opnako, mnpuMmeHeHue cratuctukd (1) ¢ yderoM MHOrOQYHKUIHMOHAIBHOCTH
COBPEMEHHBIX CETEell BO3MOXKHO MCKJIIOUMTENIbHO JJISi OINMCAaHUS OdYepeledl MakeToB.
JluHaMH4ecKue MpoLEecChl, IPOUCXOSIINE B COBPEMEHHBIX CETSIX, UMEIOT CIIOKHYIO IPUPOIY
U OTHOCSTCS K CTOXaCTHYECKHM IporeccaM. Takue cBoiicTBa Tpaduka BO3HHKAIOT H3-3a
HEJETEPMUHUPOBAHHOCTH CHUCTEMBl B 1eiloM. JIpyrumu ciaoBamu, JIOJITOCPOYHOE
MIPOrHO3UPOBAHUE JIEHCTBUM, OCYIIECTBIsIEMbIX 00padaThIBAIOIIMMK TpapuK aJrOpUTMaMH,
HEBO3MOXKHO IIPEJCKa3aTh, KaK BIPOYEM, U Maccy JAPYTUX BO3JEHCTBYIOLIMX Ha Tpaduk
¢daktopoB. Ha mnpaktuke tpadux oOpabaThiBaeTCs alropuTMaMH, HCIOJb3yeMBIMU B
pa3IMyYHbIX peanu3anusax nporokosos cemeiictBa TCP/IP: renepanus Tpapuka nporokoisamMu
TPAHCIIOPTHOTO YPOBHS, YIpaBlieHHuE TpahUKOM Ha IPOMEXKYTOUHBIX CETEBBIX YCTPOWUCTBAX,
OUHAMHYecKas MapuipyTusauus U T.4. B pesynbrare, mpouecchl B KOMIBIOTEPHBIX CETSIX
HaXOJATCS MO/J] MOCTOSHHBIM BIMSTHUEM PEryJIHUPYIOMIMX U BO30YKIAIOLUX CTOXaCTUYECKUX
BO3JICHCTBUM, OOYyCIaBIMBAIOIIMX CJIOXKHBIE (IIOKTYallud HCCIEIYEMbIX IPOIECCOB.
Jlpyrumu ciioBaMu, TpeOyeTcsi MOJEIb, SIBJISIOIIASACS CIy4allHBIM MPOLIECCOM, YIPABIISIEMbIM
JOPYTUM CIIy4alHBIM IIPOLIECCOM.

B HayuHBIX HCCIEIOBAaHUAX MOCIEAHUX JIET OTHACTCS MPEANOYTEHHE OINUCAHUIO
CTaTUCTUYECKUX CBONCTB CETHM Ha OCHOBE MNpUMEHEHHs MapKOBCKHUX CKpBITBIX Lenei
YIPaBISIEMBIX TyaCCOHOBCKOW CTaTUCTUKOMU ISl OTIMCAHMS OUepeie MoTOKOB (puc. 1).

My
M,
Ouepenp
K
: o AN
Bxon B ceTb Hy Beixon u3 cetu @
Puc. 1. Ctpykrypa MozaenupoBaHusi ouepeneil Tpaduka: 7, — BEpPOSTHOCTh BXOJa/BBIX0/A;

g

A, — IOJIHAs MTHTEHCUBHOCTB MIOTOKA; ¥; — IapaMeTp yIpaBIeHHUs

JluckpeTHbI  ciiydaiHbli  MapKOBCKMH IIOTOK  XapaKTEPU3YETCs  CIEIYIOLIUMHU
CBOMCTBaAMH

P(X’H'] - J|X" = in’Xn—] = in—]"") = P(Xn+] = J|Xn :in)
(2)

P(Xm+] :j|Xn :l):pl]
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T1e: p; - BEPOSTHOCTB IEPEXO/ia U3 COCTOSHMUS [ B cocTosiHue j, p, 20 it Vi,j #u

ijlj =1 nns Vi.
[Ipouecc mnepexoda HEKOTOPOrO JAUCKPETHOTO CIIy4allHOTO IIpoliecca M3 OJIHOTO
COCTOSIHUS B IPYTO€ OMUCHIBAETCS MAaTPHUIEH TIEPEXO0/I0B:

Po Po P -+ Po; -+ Pon

bPo Pu Po -~ Py -+ Py

Py Py Pyp - Py o DPan
P=

bPow Pan Pn -+ Py -+ Pn

Pno Pn2 Py -+ Py -+ Pw

Haubonee anekBaTHO OTOOpa3UTh CTOXACTUYECKHE IIEPEXOJbl CETH U3 OJHOTO
COCTOSIHUS B IPYroe Mo3BOJISIET MOJEIb CKPBITHIX 1eneil Mapkosa (CML) (puc. 2).

st onpenenennst mojaenu Ha ocHoBe CMI HeoOxoammo 3amaTh YMCIO BO3MOIKHBIX
cocTosiHuil N , 00beM CUMBOJIOB UCHOJIb3yemMoro andasurta, M . [{j1si HEKOTOPOTO KOHEYHOTO
ajn(aBuTa MOXKHO ONIPE/IEIUTH KOHEUHBIH HAOOp BeposiTHOCTEH nepexona A =(a;):

= jls, =i),1<i, j<N, (3)

t+1

a; = P(s

rac s, — OHNHCBIBACT TCKYIICC COCTOSAHHUC.

bi(1)  by(2) “by(3) 7 ba(1) ba(2)P203)

Asdy

Puc. 2. I'pad cxpsiToii nenu Mapkosa
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Jns BepoATHOCTEN nIepexoaa

N
Da,=1,a,20,1<i, j<N.

j=&

OyHKIMS BEPOSITHOCTU BO3MOKHBIX COCTOSIHUN B = {bl.(k)}

by(k) = P(o, = vJs, = ), 1< j<SN,1<k <M,

4
b,(k)=P(o, =vq, = j), 1< j<N,1<k <M.
rje v, — onpesenser k" nabnrosaeMblii cuMBoN andapuTa, 0, - OTOOpa)kaeT TeKylee
COCTOSTHUE.
Jlns onmrucaHHOM CTOXaCTHYECKOU MOJICTIH:
b, (k)z0;1< j<N,1<k<M,
6))

M
;bj(k)zl,ISjSN.

Ecnu Ha ocHOBe, HampuMmep, MyaCCOHOBCKOW CTAaTUCTHUKH OIPEIETSAETCS CIy4alHbIN
IpoLecC MHUIMaNu3auuy, 7 = (), rae «, = P(s; =i), 1<i< N, To ms onpenenenus CML]
HeoOxoumo 3amanue A =(A,B, 7).

Taxum 00Opa3oM, JUIsI pacCMaTPUBACMOTO MPAKTHYECKOTO MPHIOKCHHS TPU 3a]aHHOM
A u HaOmoneHwsx Y =y,¥,,...,V;, Mozmenb (1)~(5) mo3BosiseT OLEHUTh YCIOBHYIO

BEPOSITHOCTh P{Y M} [Ipobnema MonenupoBanus OyAeT 3aKIIOYATHCA B HAXOXKJICHUU TaKUX

[1apaMeTpPOB MOJEIIN {A,B,ﬂ,’} , KOTOPBIE IT03BOJIAT MAKCUMU3UPOBATh BEPOATHOCTh P{Y |ﬂ,}

OnHako, HECMOTpPS HAa BBIYMCIUTEIBHYIO CIOXHOCTh PEaH3allMH JaHHOTO ITOAX0Ja
pH MOJICIIMPOBAHUM AK€ JIOKAIBHBIX CETEH IMpOBEpKa TOYHOCTH MOJEIH Ha JaHHBIX
peambHBIX HM3MEPEHUIl BBICOKOCKOPOCTHBIX CeTel JaeT OOJIbIINE pPAcXOKICHHS, T.C.
JEMOHCTPUPYET HECOCTOATENBHOCTh KIACCHYECKHX METOJOB OIICHKH BEPOSTHOCTHO-
BPEMEHHBIX XapaKTEPUCTHK CETEH MaKeTHOW KOMMYTAalWu sl OOJIBIIMX TEePPUTOPHAIHHO-
pa3HeceHHBIX cucTeM [2—4]. YcaoxkHeHHue MOJIEH MOCPEICTBOM JOMOJHEHUS UTEPALIUOHHBIX
nporenyp Uil KOPPEKIWH OICHKH MapaMeTpOB TIO3BOJISIET YAYYIIUTh TOYHOCTh. Ho
OTKPBITBIMH OCTAIOTCSI BOIPOCH MHUIIUAIN3AIUU aITOPUTMOB.

OcHoBHast mpoOieMa 3aKJII0YaeTcsl B WUTHOPUPOBAHUU CTOXAaCTUYECKOW JAMHAMMKHU
peanbHbIX cereit (puc. 3). lllnpokue mepcrneKTHBHl MPUMEHEHHS aIallTUBHBIX TPAHCTIOPTHBIX
MIPOTOKOJIOB JJISi MYJIBTUMEANA MPUIIOKEHHI CTUMYIIUPYIOT pa3pabOoTKy HOBOW TEXHOJIOTUU
MOJICTTUPOBAHUS TpaprKa COBPEMEHHBIX CETEH.
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Puc 3. Xapakrep usMeHeHus 3aJ€p)KEK MPH Tepeaaye JaHHBIX: a — a0COJIIOTHBIC 3HAYCHUS
MHTEPBAJIIOB BPEMEHU MEX]y OTIPaBKON MakeTa U MOJyYEeHHEM MOITBEPKIEHHUs, MC; O —
CTPYKTYypa MOTOKa, IPEBBIIIAIOIIEro oporosoe 3HaueHue 600 mc

C npyroi#t CTOPOHBI, €CJIM MPOTOKOJIbI MAPIIPYTU3ALIUU UCIIOJIB3YIOT TOJIBKO JOKAJIBbHYIO
I/IH(bOpMaIII/IIO O CBA3AHHOCTH Y3JIOB MaKeTHOM KOMMYyTalluu, TO I HHUX HHAWKATOPOM
pa3pbiBa COCIUHEHUS SIBJISIETCS yBEJIMUEHHE O0BheMa BBIXOJHOW OYEpEId W €€ BO3MOKHOE
NEPCIOJIHEHHUE, €CIIU BpEMA ICPCKOMMYTAlUHM BUPTYAJIbHOTO COCIUWHCHUSA IIPCBLIIIACT
OIIpE/ICIIEHHOE IIOPOroBO€ 3HadeHue. B cuily ciyuallHOro Xxapakrepa paccMaTpUBaeMbIX
COOBITUH HX BEPOATHOCTHOC MOACIUPOBAHUEC OOJIKHO OTpaXaTb BO3MOXKXHOCTL ITOABJICHUA
MOJOOHBIX pEe3KUX OTKIOHeHHH. Takum oOpa3oM, BO3HMKAaeT 3ajada (opmaiuzanuu
OCHOBHBIX CBOICTB COBPEMEHHOI'O TpadHKa.

CraTucTHueckne CBOlCTBA COBPEMEHHOI'0 Tpacbmca

Muorue 0coOEHHOCTH TPOIecCOB B ceTH MHTEpHET B HacTosIIee BpeMs eIie ciado
n3ydeHsl. Ha Tekymiem srtame pa3BUTHSA CETH B CBSI3U C PACIIMPEHUEM MYJIbTHCEPBHCHBIX
yCIIYT, TPOUCXOIUT OOBEIUHEHUE Pa3HOPOAHBIX MOTOKOB MH(OpPMALIUM, HAPUMEDP TAKUX,
Kak Tepejiadya pedyu, JaHHBIX, CUTHAJIOB aHAJOTOBOTO W MU(POBOTO TEICBUIACHUS, CUTHAIOB
paguoseranus. OCHOBOM Il OpraHU3alMKi TaKUX CHUCTEM SIBIIICTCS MaKeTHAs KOMMYTAITHsI.
Onnako Takoe OOBEIMHEHHE TPUBOJUT HE TOJNBKO K yIOOHOMY HCIIOJIB30BAHUIO
MH(POPMAIMOHHBIX TIOTOKOB CO CTOPOHBI TOTPEOUTENS TEICKOMMYHUKAIIMOHHBIX YCIIYT, HO U
K HEKOTOPBIM TEXHHUYECKUM CJIOKHOCTSIM, HAPUMEp: HEAOCTATOYHO MPOpadOTaH BOIPOC O
MIPUOPUTETHBIX TOTOKAaX, HEOOXOIUMO YUUTHIBATH Mav4edyHOCTh Tpaduka u T.1. OUEeBUAHO,
YTO B arperupoBaHHOM TpaduKe COBPEMEHHBIX CETEH OTYETIIMBO BBIJEISACTCS CIIydaiiHas
COCTABJISIFOIIAS PE3KUX OTKIIOHEHUH, KOPPEIAIUOHHAS CBI3aHHOCTh KOTOPBIX COXPAHSIETCS Ha
BeChbMa IMPOJOJDKUTEIILHOM HWHTEpBasie HaOmomeHus. Ilpw  3TOM  cTaTUCTHYECKHE
XapaKTEePUCTHKU Tpaduka 001a1ar0T CBOMCTBOM BPEMEHHOW MAacIITaOHOW MHBAPUAHTHOCTH,
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KOTOpO€ B COBPEMEHHOM Hay4dyHOM JMTEpaType MNPUHATO Ha3blBaTh camorogoduem [4].
JlaHHO€ CBOMCTBO SIBJISIETCS CIIEACTBHEM MPOTSDKEHHBIX CTAaTUCTUYECKUX 3aBUCHUMOCTEH,
MPOSIBJIAIONIMXCS. B CTEHNEHHOM XapakTepe 3aTyXaHusi aBTOKOPPENISLHUOHHBIX (YHKIUI
BPEMEHHBIX OTCUETOB. B 3aBUCHMOCTH OT NMPOTHO3UPYEMBIX W3MEHEHHM CETEBBIX PECYPCOB
MOXKHO PpEryJMpoBaTh CETEBYIO INPOU3BOIAUTEIBLHOCTh. YMEHbLIEHHE 00beMa OydepHoit
[aMATH OTHOCHUTEIBHO HHTEHCHUBHOCTH IOTOKOB TpeOyeT 3HAYUTEIbHO 00Jieeé TOYHOIO
IIPOrHO3UPOBAHUSL COCTOSIHMSI CETEBBIX pECypcoB. B NIpOTHBHOM ciydyae BO3HUKHOBEHHE
JIOKAJbHBIX NEPETPY30K MPUBOJUT K (PAKTHUECKOMY Pa3pbIBY BUPTYaIbHbIX COCTUHEHUI.

Ha tpaHCcnopTHOM ypOBHE CYIECTBEHHOE BIUSHHE Ha XapaKTep CETeBOro Tpaduka
OKa3bIBaeT paclpeiiesieHue BpeMEHHU MOATBEPKIACHUs Mpuxoaa naketos. Ha puc. 4 nmokazana
3aBUCHUMOCTb JioTapu(ma 3KCIIEPUMEHTAIBLHO NOJYYEeHHOW (QYHKIMH paclpeieieHusl BpeMeH
MOATBEPKICHUS Tiepenadn st Tpaduka cocrosmiero u3 5000 makeros.

loa ;)

—al ]

= 1

0 00 1000 1500 2000
i-30

Puc. 4. DOkcrnepuMeHTaIbHO TMOJYYEHHOE paclpesesieHue BpPEMEHH IpUXoJa IaKeTOB
MOATBEPKICHUS

@pakranpHble CBONCTBA HAarpy3ku CeTH OOYCJIOBUJIM TOSIBICHHE psAfa Mojemneit
Tpaduka Ha OCHOBE CHIIBHOKOPPEIMPOBAHHBIX CaMOTOJOOHBIX, WM (PpaKTaTbHBIX
croxactuueckux mnpoieccoB [4]. Takue dhyHKIMM pacnipeneseHus BEPOSITHOCTH M3y4aloTCs B
TEOPUH CTATUCTUKU SKCTPEMAIbHBIX 3HAYCHWH, JUIsI MPUMEHEHHsS KOTOpPOH HE0OXOIMMO
BBINIOJIHEHUE CIEAYIONINX YCIOBUM:

1. HaGmrogaembrit  mpomecc  o0iiajaeT CBOWCTBOM — IUKJIMYHOCTH, TO €CTh
ONPEJIENIEHHON TMOBTOPSIEMOCTBIO CBOETO IOBEACHUS Yepe3 HEKOTOpbIA (PUKCUPOBAHHBIN
UHTEpBAJ BpeMEHU (MHTEPBAJ LUKIMYHOCTH). OTOT HHTEpBall 3a/aeTcsi, Kak IpaBuio,
€CTECTBEHHBIM IIyTEM, OIpeAesssiCh caMOW MpUpOJOH Tmpolecca, a HE BBOJAUTCH
HCKYCCTBEHHO.

2. Haubospmmii wWHTEpPEC C TOYKM 3peHHS ucciaeaoBaTesss (TOJIb30BaTEINs)
MIPEJICTABISIOT MMEHHO OJKCTpeMajbHble 3HAUEHUS, UMEIOLIME MECTO B KaXKJIOM IMKIIE,
[IOCKOJIbKY OHM MOTYT IPHUBECTH K CEPbE3HBIM IOCJIEACTBUAM, CKa4KOOOpa3HO
BO3PACTAIOIINM TIOTEPSM, K yTpaTe ee paboTOCmOCOOHOCTH W HEM30CKHBIM HETATHBHBIM
MOCJIEICTBUSAM PA3JIIUYHOIO POJIA.

OpHako B paMKax OrpPaHUYEHHOCTH HU3MEPEHUM TPYIHO TOBOPUTH O CaMONOJ00UU
TpapuKka COBPEMEHHBIX KOMMeEpueckux cered B wenoM. Ckopee J[JaHHOE CBOWCTBO
oToOpaxaeTtcst s (parMeHTa CeTH U Ha 3aJJaHHOM BpEeMEHHOM HHTepBaie. B obmem ciyyae
MHTEPBAJI €CTECTBEHHON IIUKIMYHOCTH MOKET ObITh PaBEH OJHUM CyTKaM, HEZele, TOdYy.
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Heobxonumo npoananu3upoBatb U 000CHOBAaTh BHIOOpP aHAIUTUYECKOW 3aBUCHUMOCTHU
GyHKIMH pacripeieieHus AJis ONMcaHusl HaOJI0JaeMbIX CTAaTUCTUYECKUX 3aKOHOMEPHOCTEM C
Y4€TOM CTaTUCTUYECKUX CBOMCTB Tpaduka ceTeil Ha OCHOBE COOpaHHBIX JIaHHBIX.

OyHKUMS pacipeseneHus: caMonoJ00HOH ciydyailHON BenMUMHbI X XapakTepu3yercs

! x—>o, 0<a <2, COOTBETCTBEHHO,

HaJIMYUEM TSDKEIIOTO XBOCTA, €CIHU P[X >x]~x

IJIOTHOCTh pacmpejieieH s BepoaTHocTH p(x) ~ax “', a>0.

He cymecTByer TOUYHBIX pPEKOMEHJAMK MO BBHIOOPY TOM WM HMHOW IUIOTHOCTH
BEPOSITHOCTH CO CBOMCTBOM CaMOII01I00UsI UJIM B COOTBETCTBUE C APYTUM ONPEIEIIEHUEM — C
TSKEJIBIM XBOCTOM.

Haubonee pacnpocTpaHeHHOH sBISETCS IUIOTHOCTh pACIHpeieieHHs] BEpOSTHOCTU
[Tapeto

p(x)=ak’x " a<2,k>0,x>k, (6)
1 (QYHKIUS BEPOSATHOCTH
F(x)- P[X <x]=1-(k/x)". (7)
[Ipu o <2 caywaitneiit nporecc (6), (7) xapakTepu3yercsi 06CKOHEUHOW TUCTIEPCUEH U
mpu o <1 - GECKOHEYHBIM CPEIHHM.

[InoTHOCTH pacmpenesieHns BEPOSITHOCTU C TSOKENIbIM XBOCTOM BeilOyna siBisercs
JBYXIIAPAMETPUYECKUM paCIpEACICHUEM

p(x) = OM'”‘X“"e(ZJ La,A>0,x>0. (8)

st cpaBHeHMs1 cTaTUCTUK (6) U (8) OBLJIO BBHINIOJHEHO MOJCIHPOBAHHE CIYYaHBIX
mporieccoB (puc. 5, puc. 6).

50 5000
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A gl
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Puc. 5. Pe3ynpTaThl NMHUTAITMOHHOTO MOJCIIMPOBAHUS TIOTOKA ¢ pacmpenencHuemM BelOyma:
a-a=2,0-a=1
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Puc. 6. Pe3ynbraThl MMUTAalMOHHOTO MOJEIMPOBAHUA NIOTOKA C pacupeaenenueM llapero: a -
a=1;0-a=0.1

HaunGonpuryro B3pbIBOMOAOOHOCTH MPOSIBISET MOTOK C pacmpeneneHuemM BeitOymia.
st pacnpenenenust BeitOymia oka3anoch AOCTaTOYHO CIIOKHO TPH HEOOJBIIIOM CpeIHEM
3HaYeHUH (U =35) TOJYYUTh JOCTOBEPHBIE PE3ylIbTaThl IJIsi Majoro 3HAa4YeHUs « . ITO

CBSI3aHO C T€M, UYTO 3HaUeHHE KO3(PUIIMEHTa UMEET BEIMUNHY TaKOIrO MOPSIKA MaJIOCTH, YTO
MPOMCXOJUT  BIMSHHUE HA TMpollecC TOYHOCTU  MojenupoBaHus.  OrmnpenencHHbIE
BBIYHMCIIUTENbHBIE TPYIHOCTH XapakTepHbl U ais pacnpenenenus [lapeto u3-3a 60sb110TO0
3HaueHus aucrnepcuu. Jpyrumu cioBaMu, JUisl TIOJTYYEHUs JTOCTOBEPHBIX OLIEHOK TpedyeTcs
paccmarpuBath  OouibliMe 0ObeMBbl  cTaTUCTHUecKOM uHpopmauuu. B pesynbrare
SKCIEPUMEHTA ObUIO YCTAaHOBJIEHO CBOMCTBO MacIITaOHON MHBApPUAHTHOCTU CTAaTUCTUYECKHUX
XapaKTEepPUCTHK. B oTinnume oT mpoiieccoB, He 0Omagaronux (ppakTaIbHBIMU CBOWCTBAMH, HE
MIPOUCXOUT OBICTPOrO «CTJIaKUBAHUSD) IpOIiecca MPU YCPEJAHEHUU MO IIKajie BPEMEHH —
MIPOLIECC COXPAHSET CKJIIOHHOCTh K BCILJIECKaM.

Baxxnoit 3amaueil sBiseTcs ONpenelieHUe, Kakasg M3 MoOJeNell  caMonoJo0HBIX
CllydallHbIX MPOLIECCOB IpHeMJieMa Ul paccMarpuBaemMoro npuioxkeHus. CamoronoOHbIe
MIPOLIECCHl, B TOM YHMCJIE ONHUCHIBAIOIIME SIBJIEHUS B CETSIX IEpelaud JaHHBIX, O0JagaroT
pPSAIOM CBOMCTB, CYIIECTBEHHO OTJIMYAIONIMX HX OT IOTOKOB, pPAacCMaTpUBaeMbIX B
KJIAaCCUYECKON Teopuu TeneTpaduka.

TpanuuuoHHo caMomnono0ue B CTOXAaCTUYECKOM IPOIECCE BBISABISETCA IIyTEM
omnpezeNieHus napamerpa Xepcra

n

Zk(log X, —logX,,) 9)

1

1
H =—
k,n ki:

Tor dakt, uro 0.5< H <1 cuMTaercss IOCTATOYHBIM OCHOBAHHEM ISl TPU3HAHUS
mporiecca camorno100HbIM (TI0 KpaitHEel Mepe, aCUMIITOTUYECKH).

NmvmutanmmonHoe MojaenupoBaHHE W TpoBepka ycinoBuil (9) mpoaeMOHCTpHUPOBAIIO
HENPUEMJIEMOCTb MCIOJIb30BaHUS JIOTHOPMAJIBHOIO PACHpEeesICHUs Al paccCMaTpUBaeMOIo
npuwioxeHus.. JlanHble peanbHbIX u3MepeHuil Tpaduxka OIl mapsl ¢parmenTta certw,
COOTBETCTBYIOIICH Wi-f1 TeXHOJIOTHH, HAOIIO1aTUCh B TEUEHUE MECAIIa, 3aTEM ObLJT BHITIOJHEH
aHaJI3 CTaTHUCTUYECKUX CBOMCTB MOJYYEHHOIO MaccuBa, OblI NMOCTpOeH Ipaduk XBOCTa
smInupudeckor GyHKuuu pacrpeaenenus 1 — F(x) B rorapudmuyueckoi mkane (puc. 7).
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Puc. 7. I'paduk xBocTa sMnupuyeckoil pyHKIUU pacripeaeneHus Tpaduka JoKalbHOM ceTn

DKCIIEpUMEHT MPOJEMOHCTPUPOBAJI 3aBUCUMOCTh CaMOIIOJIOOHOCTH OT JHS HEAEIH.
Koadduuuent camornonoOHOCTH 3aBUCUT OT MHTEHCUBHOCTH Tpaduka, a Takxke OT THUIa
neperaBaeMoil HHGopManuu. AHAJIOTHYHO MapaMeTp CaMOIOJ0OHOCTH MEHSETCS B TEUEHUE
CYTOK, ¥ 3TO CBSI3aHO C 0COOEHHOCTSMH MOBEICHUS M0JIb30BarTesneil. IHTeHCuBHOCTH Tpaduka
oueHb Masia B uHTepBasie BpeMeHH 02:00-08:00. B manHOM MHTEpBane BpEeMEHU MapaMmeTp
Xopcra MuHuUManeH. Pabounii nenp HauumHaercss B 08:00 M HMHTEHCHUBHOCTH Tpaduka
HEBEJIMKa, HO, HECMOTPS Ha 3TO, NapaMmeTp XopcTa yxe yBenuuubaercs. B unarepsaine ¢ 20:00
1o 02:00, korga aAMMHUCTPATOPBI CETU HAYMHAOT TECTUPOBATH HAIIMCAHHBINA MPOrPaMMHBIN
KO/l B aBTOMaTUYECKOM PEKUME, UHTEHCUBHOCTb MTOTOKA 3a8BOK K CEPBEPY BbIPACTAET OUEHD
3HAYUTENIbHO, U NapaMeTp XopcTa Takke Bo3pacTaeT 10 3HaueHus 0.84 Bo Bce paboune AHU.
CereBoli Tpaduk B ciaydae MakcuMaiabHOM uHTeHcuBHOCTH (20:00-02:00) mumeer Oosee
BBICOKYIO CTEIIEHb CaMOII0100HOCTH.

OpHako JaHHBIM MOJXOJ MPUMEHUM JUIsl (parMeHTa CeTu U MpU OrpaHUYEHUH
BpEMEHHOr0 HMHTepBaia. Jlaxke B 3TOM cilyyae Uil JOCTH)KEHUS MPUEMIIEMONl TOYHOCTHU
HEOOXOIMMO HCIIOJIb30BaTh KOMOHMHAIIMIO HECKOJBKMX CTAaTUCTUYECKHX COCTaBISIOLIUX,
Hanpumep (paxTalbHbIN 1poOOBOI IpoLecc.

BrIBOABI

B PE3YIbTATC MPOBCACHHBIX I/ICCJ'IGI[OBaHI/Iﬁ CTAHOBATCA SACHBIM MPHUHIMIIBI U OCHOBHBIC
9Tallbl TCXHOJIOTUH MOJCINPOBAHNA BBICOKOCKOPOCTHOI'O Tpa(bm(a KOMMCPYCCKUX ceTeil.

Baxxapim BBIBOJIOM M3 MNPOBCIACHHOI'O0 aHaIM3a SABJIACTCA H€06XOI[I/IMOCTI) IMPUMCHCHUA
KOM6I/IHI/IpOBaHHOFO IIoaxoJa Ajisi CTaTUCTUYCCKOI'O OITMCaHu s Tpa(bm(a COBPEMCHHBIX ceTel.

BeposiTHOCTHOE pacnpelienieHre aHalu3UpYeMbIX CHTHAJIOB, HAlpuMep, BpPEMEHHU
MTOATBEPXKICHUSI, MOKET UMETh BUJI aiTUTUBHON CMECH JIBYX WU Oojiee pacmpenesieHun C
pa3nu4HbIMU HaOOpaMu MapaMeTpoB

P(x) =ﬁp(x|j>p(j>, (10)

rae: p(x| Jj) — IUIOTHOCTb BEPOSITHOCTH j -OM KOMIIOHEHTHI; p(j) - BecoBOW Ko3(h(ULUEHT

ydera j -0l KOMIIOHEHTHI B OOIIEH cyneprno3uuy.

OTKpBITBIM OCTaeTCs BOMPOC O TOM, KAKOE CEMEUCTBO INIOTHOCTH BEPOSITHOCTH HY>KHO
MIPUMEHSTH B KauecTBe cocTaBisitomux (10) s 1oCcTHKeHus: Hauly4diueid TOYHOCTH MOJIENH.
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O4eBHUIHO, UTO OTBET HA 3TOT BOMPOC 3aBUCUT OT TOI'0, MOKHO JIM TOJYYUTh JIaHHBIE TOJBKO
Ha OCHOBAaHUHU M3Y4YEHMs] CTATUCTHUYECKUX CBOMCTB MOCTOSHHO HM3MEHSIOLIETOCs pealbHOIo
TpapuKa KOMMEPUECKUX CETEH.
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MOPIBHSIJIBHUM AHAJII3 TEOPETUYHUX MIJIXO/IIB MOJAEJIOBAHHS TPA®IKA 3
norJjdaay BIAIMNOBIIHOCTI MEPEKAM HOBOI'O ITOKOJIIHHA

0.A. Cuponstos, B.5. YeueabHUIbKU A

Opecbkuii HalllOHAJILHUH MTOJITEXHIYHUI YHIBEPCHUTET,
mpocr. lllesuenka, 1, Oneca, 65044, Ykpaina; e-mail: saa5511@ukr.net

Y pobotri mpoBeAeHO aHaNi3 TEOPETHYHHUX MiAXOMIB 10 MojentoBaHHsA Tpadiky. B
pe3ynbTaTi MPOBEICHUX AOCIIIKEHb MOKa3aHI MPUHIMIIA Ta OCHOBHI €Tamy TEXHOJOTil
MOJICTTFOBaHHSI BUCOKOIIBHIKICHOTO Tpadiky KoMepliiHux Mepex. [TokazaHo HeoOXimHICTh
3aCTOCYBaHHS KOMOIHOBAHOTO MiAXO4y JUIi CTATHCTHYHOTO OHHCY TpadiKy CydacHHX
Mepex. IMOBIpHICHUI pPO3MOALT aHATI30BAHUX CHTHAJIIB MOXKE MATH BUIJISAA aJIUTHBHOI
cymiui aBox abo Oijble po3MOALTIB 3 PI3HUMH Ha0OpaMH MapaMeTpiB.

Karou4ogi ciioBa: riobanbHi Mepexi, MepexeHuid Tpadik, MOAEITIOBaHHs TpadiKy, MaTPHULIs

Tpadiky

COMPARATIVE ANALYSIS OF THEORETICAL APPROACHES OF TRAFFIC SIMULATION IN
TERMS OF CORRESPONDENCE TO NEW GENERATION NETWORKS

0O.A. Siropyatov, V.J. Chechelnitsky

Odessa National Polytechnic University,
1 Shevchenko Ave., Odessa, 65044, Ukraine; e-mail: saa5511@ukr.net

An analysis of theoretical approaches to traffic simulation was performed in this work.
Principles and main stages of high-speed traffic of commercial networks simulation were
demonstrated as a result of investigations carried out. The need in applying combined
approach for statistical description of modern networks traffic was demonstrated.
Probabilistic distribution of analyzed signals can have the form of an additive mixture
having two or more distributions with different sets of parameters.

Keywords: global networks, network traffic, traffic simulation, traffic matrix
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MODELS OF DECISION-MAKING SUPPORT ON LOCAL
ENERGY CONVERSION SYSTEMS

Dmitriy A. Bodarev, Alexander D. Bodarev, Sergey I. Grishin

Odessa National Maritime University,
34 Mechnikona str., Odessa, 65029, Ukraine: e-mail: grishin_si@ukr.net

We consider decision support models on local energy conversion systems in vagueness
conditions. The problem of fuzzy multicriterial analysis of local energy conversion systems
is considered as fuzzy non-linear programming problem of with a few incompatible criteria.
We offer the sequence of decision-making steps in the fuzzy multicriterial analysis of the
informal choice convolution scheme for transition from vectorial criterion to a scalar
combination. We consider multi-agent model due to their ability to solve large-scale
problems that are difficult to implement in single-agent approximation.

Keywords: fuzzy sets, energy conversion, decision support

Introduction

The modern scientific and technological decisions on creation of energetic complexes
are characterized characterized by the transition from traditional energy development as a
highly centralized system with a predominance of large generation sources to a variety of
types and forms of energy development, including small distributed power engineering.
Traditionally mathematical simulation of energy conversion systems is used for the solution
of project tasks: load calculation, definition of transformers, transmission line route selection
etc. [1]. Development of information technologies, in particular business intelligence tools,
allows us to spread scope of mathematical simulation to other stages of life cycle of a power
supply system [2].

The power supply system is a complex set of technical equipment. Therefore the stage
of synthesis of the initial option of its structure requires decision-making in the conditions of
uncertainty. The modern theory of making decision in the complicated systems allows us to
describe uncertainty models by means of fuzzy set theory (FST).

Some uncertainty models aren't connected to the randomness concept, and reflect
incompleteness of our knowledge of studied object and its interaction with surrounding
environment. For example, the emergence of new working bodies for which the
thermodynamic properties are unknown, complicates problem of estimating the energy
efficiency of perspective local energy conversion systems, as obtaining information requires
the long and expensive researches of thermophysical properties. Application of model of
vagueness allows us to offer an effective way to the decision of this problem and to pass a
traditional stage of determination of thermodynamic properties of not studied substances.

Comparison over of the uncertainty theories is presented in [3]. Fuzzy models are the
system models, which are constructed, used and analysed with principles of FST and fuzzy
logic. Fuzzy models provide an essential tool for research of both individual components and
the whole system at various stages of its analysis in the case of qualitative elements
domination over the quantitative.

Popular mathematical modeling packages (MATLAB, fuzzyTECH etc.), allow user to
concentrate on application questions of fuzzy inference systems and to be released from
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developing those systems. However, the use of such subject-oriented software requires
analysts to involve in design that restricts FST application.

Data Mining is intended to improve power supply system structure using results of
laboratory measurements, monitoring power system parameters, computer simulations.
Effective means of solving complex Data Mining problems difficult to formalize are artificial
neural networks (ANNs). Models using ANNs are universal and bind in unified manner target
agent functions (thermodynamic, economic, eecological, social, etc.) with management
variables. The disadvantage of neural network paradigm is the large volume of training
sample.

Proceeding from explained, development of the software tools intended for
mathematical simulation of energy conversion systems, remains the actual task

Objective and task

The aim is to create an information system to support decision-making (DSS) on local
systems of electrical power supply of customers as a part of low or middle power energetic
complexes.

To achieve this goal in the paper we solve such problems:

= formalization of the problem of fuzzy and multi-criteria selection of energy system;

= creation data warehouse for project and experimental data;

= construction of training samples for ANNS;

= providing of high-rate of convergence and reliability in the concordance of
vagueness models of data and knowledge due to application of multiagent calculating models.

Formalization of the problem

Formulation of any problem of multi-choice contains three objects - a set of possible
solutions, vector criterion and the preference relation of the decision maker.

Applying the Edgeworth-Pareto principle allows exclude obviously unacceptable
solutions from the set of all possible. Informed choice of a Pareto-optimal solution is possible
only if there is information, often in the form of coefficients of the relative importance of the
criteria that are usually appointed by experts. Informed choice of a Pareto-optimal solution is
possible only if there is information, often in the form of coefficients of the relative
importance of the criteria that are usually appointed by experts.

The principle of hierarchy analysis [4], based on pairwise comparisons of objects of
choice on different criteria with use of tenball scale and the subsequent ranking of a set of
objects for all criteria and goals can be used to determine the relative importance of criteria.
Mutual relations between criteria are taken into account by the constructing of hierarchy of
criteria and application of pair comparisons for the exposure of importance of criteria and
subcriteria. The method is simple and gives a good accordance to intuitional presentations.

The basic method of measuring of experts preferences, used in the method of hierarchy
analysis, is pair comparisons. Each expert shall compare in pairs all objects by each criterion
and give an assessment of preference on a tenball scale. The choice of this scale due to the
following reasons: the higher the number of grades of the scale, the more accurate the expert
assessment. It is extremely difficult to carry out simultaneous comparing more than nine
objects. Therefore there are enough nine gradations for their distinguishing.

Results of an expert assessment of objects register in the form of the matrixes of
pairwise comparisons. The principal eigenvector of the matrix is interpreted as a vector of
priorities of the objects being compared.

R. Bellman and L. Zadeh offered a scheme [5], realizing the process of making decision
in the conditions of vagueness, when aims and limitations of multicriterion task are set by
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fuzzy sets. According to the principle of the Bellman-Zadeh diagram decision-making is
meant as a choice of the object which is at the same time fitting both the indistinct purposes,
and indistinct restrictions.

A model to support decision making based on fuzzy sets tools [2] is used in our DSS.
Model takes into account the uncertainty of purpose, as a consequence of the incompleteness
of our knowledge about the reaction of the environment on the functioning of local energy
conversion systems. It is assumed that the target functions - exergetic efficiency and net
income, along with environmental restrictions in the conditions of uncertainty of different
nature can be represented by fuzzy sets. The global criterion of balance K is a vectorial
criterion.

The problem of thermoeconomic optimization is considered as a problem of indistinct
non-linear programming with n incompatible criteria (for example, economic and
thermodynamic), m — management variables and &k non-linear restrictions:

OptimizeK[K (X ), K,(X),....K (X)) i=12,....n
under conditions
C.=G,<G(X)<G,,i=12,. .k,
X, <X, <X,,i=12,..,m,

where K,(X) represent the fuzzy local criteria of effectiveness; X(X,,X,,...,X, ) — vector of
required management variables; G,;, G,, - lower and upper limits of restrictions of G,(X),
respectively; X, n X, - lower and upper bounds for the required management variables.

Multicriteria approach is based on a combination of the formal and informal procedures
of decision-making for finding of an alternative solution. The formal mathematical means for
permission of a multicriteria problem are absent and additional exogenetic information is
necessary. According to [3-5] the next sequence of decision-making steps in the fuzzy
thermoeconomic analysis of the energytransforming systems is used.

= Determination of area of an optimality according to Pareto (or compromise areas) -
XP, in which the coordinated solution of the conflict between criteria with opposite interests
1s reached;

= Submission criteria and constraints in the form of fuzzy sets to display of
unstructured situations (so-called procedure of "fuzzying" of criteria);

= Informal choice of the diagram of a convolution for transition from vectorial
criterion K[K] (X),KZ(X),. K, (X)] to a scalar combination K, (X),K2 (X),. K, (X);

* Estimation of final vector X, € X, minimizing the fuzzy sources of uncertainty.

In the field of Pareto there is no single optimum decision, rather it is a set of alternative
solutions. These decisions are optimum in a wider sense - there are no solutions of more
significant if all aims are simultaneously attained. The optimality according to Pareto is
considered as the tool for receiving alternatives, from which the designer can choose the final
decision. Determination of area of Pareto is carried out by means of algorithm of normal
boundaries [6].

The following step consists in determination of a final set of parameters of Pareto set,
by means of additional external information and transformation of vectorial criterion in the
scalar. This step represents a certain complexity in aspect of its formalization. In accordance
with the recommendations of [7] obtained from the analysis of ways to convert the vector
criterion in scalar we used the scheme [3]. A final decision was determined as a result of
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intersection of all fuzzy criteria and restrictions displayed by their functions of accessory
u(X):

,L‘K(X):/Jmh(X)n :uKec(X)n :uGi(X)’izl’z""’k’ XekX,.

Membership functions of objectives and constraints can be chosen in different ways
depending on a problem context. One possible fuzzy convolution schemes is shown below:

= As an initial approximation choose a vector X. The maximum (minimum) values for
each criterion of K, are set as result of the solution of the scalar task of maximizing

(minimization) for each of criteria. Results are designated as "ideal" points {X ;’, j=1.. .,m}.
=  Matrix [T] where diagonal elements — "ideal" points, it is defined as follows:

K (X)) K,(X)
m{ a(X7) Ky ﬂ
K. (X)) K. (X;)

=  The maximum and minimum boundaries of criteria are defined:
K™ = min K, (X)) = K, (X)), =1

K™ = rn?ij(X‘?), i=1.n.

1

=  Membership functions for all fuzzy goals presented in the form:

0, if K,(X)>K™
K™ - K. »
(X)=d_22i M if K™<K, <K™,
,ul(l( ) Kl-max _Kimm f 1 t !
1, if K(X)<K™

= Fuzzy constraints have the following structure:
C,(X)<sC™+d,, j=12,.q

where d; — real parameter which designates distance from admissible offset for boundary

C™ of j-th restriction. The corresponding membership function is defined as follows:

0, if C,(X)>Cr™
cx-¢c™ .
He(X) = l—d— if CM™<C,(X)<C™ +d,,
J
1, if C(X)<C™

= The final decision is defined as the intersection of all indistinct criteria and
constraints represented by their membership functions. This problem reduces to the standard
nonlinear programming problem: find such values of X and A, where, on maximizing A,
conditions will be satisfied:
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A< (X), i=12...nm;
A< ug(X), j=12.q

The decision of multicriterion problem exposes the value of operator of optimality
Optimize and depends on experience of accepting decision person and his understanding of
problem.

Data warehouse designing

Mining can not rely only on the data of their own corporation development. These data
will be insufficiently. Tools, allowing us to integrate and store heterogeneous data from
various sources are necessary.

As a model of design and experimental data warehouse it is common to use a multi-
dimensional space with discrete number of values for each dimension. In the model we
selected as measures are taken Time, capital costs, insurance costs, labor costs, ecology
indicators are taken as dimensions in the model we selected. Target functions - exergetic
efficiency and net profit are used as measures or facts. Time is a hierarchical dimension,
measures and dimensions are stored in the data mart using the scheme snowflake.

The developed integration tools allow you to import data from available sources in a
network.

Construction of training samples for ANNs

Using multi-layer neural networks as predictive models is caused by ability of ANNSs to
simulate arbitrary nonlinear continuous functions from training on a set of previously known
data.

Neural network models appear to be most promising for modeling energy conversion
systems, since they allow you to construct training sets for ANNs based on known models,
that already have proved the adequacy, and, then, using the appropriate algorithms, to create
neural networks, displaying efficiency criteria of local energy conversion systems, for the
further acceptance of compromise decisions.

Procedure of identification of local energy conversion systems on the basis of
neuronetwork model structures is multi-stage and includes the following main stages:

= construct the set of data that is used to train the data model;

= the choice of the model structure;

= model training;

= decision making on the adequacy of the model.

Standard training algorithm that implements classical scheme back error propagation is
the gradient descent method. Program implementations of algorithms were borrowed by us
from a neuronetwork packet of MATLAB [8]. The choice of a method of training isn't the
universal and each new task requires its own rules for its decision.

The assessment of efficiency of cycles of energytransforming systems is carried out by
methods of engineering thermodynamics. If thermodynamic properties of working
environments are known, the calculation of the transformation coefficients (COP - Coefficient
Of Performance) in direct and inverse cycles is carried out according to standard expressions.
Energy efficiency of direct and inverse cycles is a functional of the parameters of equations of
state working environments, for example, the critical parameters and a normal boiling point
(input values). To define local energy conversion systems transformation coefficients for the
new or low-studied working environment of calculation of thermodynamic properties, it is
necessary to construct training set for known working bodies, for that the coefficient of
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transformation or other technological indexes (output values) is known. After completing the
construction of an artificial neural network, we will be able to predict the COP or other value
for the new working body only by its input parameters.

Application of multiagent calculating models

To provide reasonable complexity of model training, in the paper, an approach that uses
a class of computational models is considered - the so-called multi-agent models [9], for
simulation of a set of the purposes of the local energy conversion system separate elements,
which as a result of interaction create global properties of system, as a whole. The
mathematical apparatus providing the solution of such tasks includes elements of game
theory, complex systems theory, evolutionary programming and other sections of applied
mathematics. The general structure of agent-based models based on the triple system
"stimulus - response - consensus" and it is implemented in the form of interactive model.
Interactive scheme carried out in stages. In the beginning a query follows from an arbitrary
agent about possibility of achievement of its local aim. Other agents, depending on own
purposes, create response of a network to this request. The dialogue established consensus
between agents, providing stability of the system. Totality of such processes provides a
transition from a microlevel (separate agents) to the macrolevel (system as whole). Thus, a
simple behavior of isolated agents generates complicated behavior of the whole system.

Growing interest in the study of multi-agent systems is due such their intrinsic quality
as ability to solve problems of big dimensionality, which are difficult for implementing in
single agent approximation. High speed of convergence and reliability in coordination of
different models of uncertainty of data and knowledge is thus provided. The most widely used
agent-based models for concerted solutions under the coordination of the various points of
view in dialog communicative processes [10]. Software of different architecture [11-13] are
developed for information support the agent-based models in processes of coordination,
communication and concordance. Software package RETSINA (Reusable Task Structure
Based Intelligent Network Agents), proposed in [14], is among computing instruments of
agent-based simulation of general purpose, constructed according to the scheme of the
purpose of the agent as response to different incentives. The Multiagent Systems Engineering
(MaSE) [15] is based on sequence of operations, starting from the initial specification of the
system and to the adoption of solutions. At the analysis stage MaSE model uses the hierarchy
of goals, while on design stage classes of agents both the appropriate class diagrams and
communications are created. In [16] UML extension (AUML packet) is offered. Different
aspects of simulation of the agents, including both class diagrams of agents, and charts of
protocols are provided in AUML. Though these approaches, in principle, support cooperation
of personal agents, collective interaction is insufficiently elaborated. Methodology Tropos
[17] aims at making the analysis of exogenous requirements and constraints in the
implementation of the decision-making sequence. Absence of support of protocols and
simulation of dynamics of system is marked [18] as shortcomings of this approach. These
disadvantages are avoided in the concept Prometheus [19], in which the software of
engineering tasks and detail processes in the agent-based networks are supported. Here 3
phases are considered: 1) system specification; 2) agents network architecture design; 3)
detailed and specified design of a network. DECAF (Distributed, Environment-Centered
Agent Framework) system [20] is a tool for designing, development and implementation of
agent-based objectives in a complex environment. Performed analysis of tools confirmed the
possibility of real-world multi-agent systems development.
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Conclusion

The developed system is tested on the problems of constructing the training samples
from agent-based models for finite-time direct and reverse cycle power plants and training
samples from agent-based models of the dynamics of energy efficiency of refrigeration
systems.

It is expedient to apply in software implementations of DSS on local systems of
electrical power supply of customers the perspective methods of simulation using fuzzy
models, multi-dimensional data warehouse, neuronetwork model structures and multiagent
calculating models.
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MOJIEJII MIATPUMKU NIPUMHATTS PIIIEHD 11O JIOKAJIbHUX CUCTEMAX
NEPETBOPEHHS EHEPIIi

J1.0. bonapes, O./1. bonapes, C.1. I'pumiux

Opecbkuii HalllOHAJILHUI MOPCKHUI YHIBEPCHTET,
ByJI. MeunikoBa, 34, Oneca, 65029, Ykpaina: e-mail: grishin_si@ukr.net

Po3risiHyTO MOzIeNni MiATPUMKH NPUHHATTS PillIeHh B YMOBaX HEBU3HAUCHOCTI Y JIOKaJIbHUX
chCTeMax IepeTBOPEHHs eHeprii. 3ajady HEYiTKOro OaraTOKpUTEpiajJbHOrO aHaji3y
JIOKAIBHUX CHCTEM IIEpETBOPEHHS E€HEPrii PO3IJIIHYTO SIK 3aJady HEYITKOro HeliHiHHOro
NporpaMyBaHHSl 3 KiJJbKOMa HECYMICHUMH KPHTEpisSMH. 3alpolOHOBAaHA IIOCIIIOBHICTh
KPOKIiB YXBaJICHHS PIlIEHHS B HEYITKOMY OaraTOKpUTEpiHHOMY aHalli3i HepOopMallbHOTO
BHUOOPY CXEMH 3TOPTKHU JJIsI IEPEXO/Ty BiJl BEKTOPHOTO KPUTEPIO JI0 CKAJISIPHOT KOMOiHAII].
Po3rnsigaroTecs MyNbTHAT€HTHI MO 3aBISIKH 1X 3[]aTHOCTI BUPIIIyBaTH 3a/a4i BEIUKOI
PO3MIPHOCTI, sIKi Ba)KKO pealli3yBaTH B OJJHOATCHTHOMY HaOJIKEHH.

Koaro4ogi ciioBa: HeuiTKi MHOKWHH, TIEPETBOPEHHS €HEPTil, MATPUMKA MPUHHATTS PillleHb

MOJIEJIA MOAJAEPKKH IMTPUHSATHA PELIEHUI IO JIOKAJIbHBIM CUCTEMAM
INPEOBPA30OBAHUSA SHEPT U

J.A. bonapes, A.Jl. bonapes, C.W. I'putiux

Opecckuil HAIMOHAIBHBIA MOPCKOW YHUBEPCUTET,
yi. MeunukoBa, 34, Onecca, 65029, Ykpauna: e-mail: grishin_si@ukr.net

PaccmoTpensl Moaenu NoAAep>KKU MPUHATHS PEIIeHUH B YCIOBUSIX HEONpPENeIEHHOCTH B
JIOKAJIBHBIX CHCTEMax NpeoOpa3oBaHus SHEPTUH. 3a]ja4a HEYETKOTO MHOTOKPUTEPHUAITEHOT O
aHaJM3a JIOKAJIbHBIX CUCTEM IpeoOpa30oBaHUs SHEPIUU PACCMOTPEHa KakK 3aJa4a HE4eTKOr o
HEJIMHEMHOro MpOrpaMMHUpPOBAHHUA C HECKOIBKMMU HECOBMECTUMBIMH KPHUTEPHUSAMU.
[Ipemyio’keHa  MOCIEAOBAaTENBHOCTh — IIATOB  NPUHATHUS  PELIEHHSs B HEYETKOM
MHOTOKPUTEPHAIEHOM aHajIi3e He()OPMaIEHOTO BBIOOpA CXEMBI CBEPTKH LIS IEpexoa OT
BEKTOPHOTO KpUTEpHs K CKaJspHOW KoMOMHaImu. PaccmarpuBaroTcss MyIbTHAareHTHBIC
Mozenu Ojarojaps UX CHOCOOHOCTH peIlaTh 3aJadd OOJIBIIOH Pa3MEpPHOCTH, KOTOpBIE
TPYIHO peau30BaTh B OJJHOAT€HTHOM HPUOIMKEHUH

KnaroueBble cjioBa: HedeTKHe MHOXECTBA, MpeoOpa30BaHMs OJHEPIUH, MOAIEPIKKa
TIPUHSTHUS pEICHUH
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METO/J1 JOKAJIN3AIINA U UIEHTUOUKALIUN
OPUT'MHAJIBHOM U KJIOHUPOBAHHOM OBJIACTEHN
U30BPAKEHUS

E. 10. JleoeneBa

Opnecckuii HAIMOHANBHBIN MOJUTEXHUUYECKUN YHUBEPCUTET,
npocr. Illeruenko, 1, 65044, Ykpauna; e-mail: whiteswanhelena@gmail.com

B pabotre pa3paboTaH TEOpPETHUECKH OOOCHOBAHHBIM METON  JIOKAJIM3AIMd U
neHTU(GHUKAMN OpUTHHAJIBHOW W KIOHUPOBaHHOW obOnacteil wn3oOpaxenus. Ilo
pe3ynbTataM OKCIIEPUMEHTOB M HAOJIONEHHWH BBISBICHBl KA4eCTBEHHBIC OTIHYUS
OpPUTHHAJIBHONW O0JIACTH OT KJIIOHMpPOBaHHOW. Pa3paboTaH MaTeMaTHUeCKHid Oasuc i
(hOopMabHOTO BBISIBIICHUS MTPE/JIOKEHHBIX KAUEeCTBEHHBIX OTIIMYHMA.

KnarwueBbie cioBa: danbcudukanms W300pakeHUs, BBISBICHHE (QaTbCUPHUKALIUH,
KJIOHUPOBaHUE, JIOKAJIU3aus 00IacTu.

BBenenune

Pa3BuTne TexHoNOrMi KOMIBIOTEPHOM, (POTO M BHMJIEO TEXHHUKH IO3BOJISIET ObICTpee
co3gaBaTb M 00pabarbiBaTh OoJiblne 00beMbl HHpopManuu. Ilpoctora mMcHosb30BaHuUs
MPOrpaMMHOTO  oOecriedeHusi, Hampumep, TIpaduyecKUX pegakTopoB, U poOCT UX
BO3MOXHOCTEH CO3Jat0T OJIArONPUSATHYIO OCHOBY JJIsl Pa3BUTHS U LIMPOKOTO HCIIOJIb30BAHUS
uupposoit  danbcuduxanuu. OO6bekTamMu  (panbcupuUKaLKMK  BBICTYNAIOT  LU(POBBIE
m3o0paxxenus: (UMW) u mudposoe Buaeo (1IB). CambiM IpOCTBHIM M TOCTYITHBIM CIIOCOOOM
co3ganust (anbcupukanuu M ¢ nomompio rpadUyYEcKUX PelaKTOpPOB  SABIISETCS
KiIoHnpoBanue. I Moryr wucCnonb3oBaTtbCcsl Kak Marepuan JUid  JKypPHAIOB, Kak
JI0Ka3aTeNbCTBO B CyJI€, B MEAULIMHCKUX LEesaX U T.1I. [loaTromy npoBepka mpenocTaBisieMbIX
N na Hammuus danbcupuKanuil sSBIsSETCs akTyalbHOH 3aaaueil. [Ipu 3ToMm Takke BaXHO
3HATh B ciyyae oOHapyxeHuu (ambcupuKanuy, Kakas 00JacTh SBJISETCS OPUTMHAILHOM, a
Kakasi — KJIOHUPOBAHHOM.

ITocTanoBKa 3a7a4y U HeJb HCCJIETOBAHNUSA

B paboTte paccmaTrpuBatorcs daabcudukanum, Co3qaHHbIe TyTeM KIIOHUPOBAHUS OJHOU
WJIH HECKOJIBKHX YacTeH TOTO K€ M300paKeHHs, TaK KaK 3TOT BUJ (GaIbCUDUKAINA SIBIISETCS
CaMbBIM JIETKO peallu3yeMbIM W IIUPOKO PACHpOCTpaHEHHBIM. s cO3maHusi Takoro poja
¢danbcudukanuii UCHOJB3YIOTCS Takue rpaduueckue penaktopel kak Adobe Photoshop,
GIMP u npyrue. {ns coznanus danbcupukanuu myTeM KJIOHHUPOBAHUS B ATUX I'padpuyueckux
penakTopax MOJXKHO BOCIOJB30BAaThCS TAKMMU HHCTPYMEHTaMu Kak lIpsMoyronbpHOE
BbIienienue, Jlacco, lllrtamn u 1. i mydmero BU3yallbHOTO BHEAPEHUS KIIOHHPOBAHHBIX
o0iacTeil MOKHO BOCIIOJIb30BAaThCSI TAaKUMU HHCTPYMEHTaMH, Kak Pa3mbitne, SIpkocTs U
KOHTPAcT, MUKIINPOBaHHE KaHAIOB W T.N. J[aHHbIE WHCTPYMEHTHI IO3BOJIIOT CO3/aBaTh
¢danbcudukalm, He3aMeTHbIE YEJIOBEUECKOMY TJ1azy.

L]envio saBnsgercs pazpaboTka MeTo/1a JOKAJIM3alUU U UACHTU(PUKAUU OPUTHHATIBHON U
KJIIOHUPOBaHHOU o0nacteit dpanpcudpunupoBannoro L.
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Jlis noCcTHKEeHUs TOCTaBICHHOMN eI He0OX0JMMO PEIIUTh CIEAYIOUIUE 3a0ay:

*  HaiiTu KauecTBEHHbIE OTJIMYUS OPUTHHAILHON 00J1aCTH OT KJIOHUPOBAHHOM.

= Pasgpaborarth MaremaThyeckui ©Oazuc Juid  (HOPMAIBHOTO BBISBICHHUS 3TUX
KayeCTBEHHBIX OTIUYHH.

*  Onpenenuth KOJMYECTBEHHBIE 3HAYEHHS IapaMETPOB, MO3BOJISIIOIINE OTICIUTH
KJIOHUPOBAHHYIO 00JIaCTh OT OPUTMHAJIBHOM.

= Pazpaborarb MeTON JIOKIM3alMd W HUIACHTU(UKAIIMK OPUTHHAIBHOU U
KJIOHUPOBAHHOM 001acTe.

KauecTBeHHBIE OTJIMYHS Opl/IFI/IHaJII)HOﬁ 00J1aCTH OT KJIOHHpOBaHHOﬁ

WucTpymMeHTsl BbIIENEHHS B TpadUUecKUX peJakTopax IO3BOJISIIOT CO3/aBaTh
KJIOHUPOBaHHBIE 00JaCTH JTI000T0 pazmepa u GopMbl. UTOOBI KIIOHUPOBAHHBIE 00JIACTH OBLIH
HE 3aMETHbl YEeJIOBEYECKOMY TIJa3y M HawilydmiuMm oOpa3om BHenapuiuch B LU, wux
JOTIOTHUTENBHO 00pabaTsiBatoT. OIHUM U3 CPEICTB TaKOM 00paOOTKHU SIBIISIETCS MHCTPYMEHT
Pa3mbiTue ( 0, Blur). Uactpyment PasmbiTue (Blur) yMeHbIIaeT KOHTPACT MEXIY TOUKAMU
[IH. Ero ucnons3yoT, YTOOBl CMATYUTH IPAHULIBI MEXAY (parMeHTaMu U300pakeHust (puc.

).

Puc.1. Ilpumenenune nacrpymenta Pa3mbiTue: a — Ki1oHUpOBaHHAs 00s1acTh 6e3 00paboTKy; O
— KJIOHMpOBaHHas1 00J1acTh nocie 00paboTku HHCTpyMeHTOM Pa3mbiTue
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Takum 00pa3zom, NpUMeHEHUE UHCTpyMeHTa Pa3MbITHE CriaauT Kpall KJIOHHPOBAHHOMN
o0nacTy, U clieNaeT ero BU3yaJbHO MEHee 3aMeTHhIM. byjem cuuTtaTh, YTO KIIOHUPOBaHHAs
00JacTh OTJIMYAeTCs OT OPUTMHAIBHOM, MPUMEHEHHEM K €€ IPaHUlle UHCTpyMeHTa Pa3mbITus.

MaremaTuueckuii 0a3uc aJIs1 (l)OpMa.]'ll)HOI‘O BbLIAIBJICHHS KAYeCTBEHHbIX OTJIMYHMA

CocrosiHue m060i  uMHPOpManMOHHOW cucteMbl, Hanpumep, LU, dopmansHO
ONMCHIBAETCSI COBOKYIHOCTBIO OJHO3HAYHO OINPEENIEHHBIX €€ IapaMeTpoB, TaKuX Kak
cunrysspasle yucia (CHY) u cunrynspasie Bektopa (CHB) cooTBeTcTBYyIOLIEH MaTpULIbI
(matpun) [1].

[Tycts umeercsa LIU B nBeroBoit monenu RGB. IIpeobpazyem 111 u3 RGB B Monenb
YUV . Mogens YUV (1) ocHOBaHa Ha pa3ioKEHUH W300paKCHHsI Ha TPU COCTABJISIOIIHE: Y
— camasl 3HauMMasl COCTaBJISIIOIIAsL, OMpeAeNstomas ApKoCTb TOUKU u3oOpaxkenus; U,V —

JIBE IIBETOBBIC COCTABJISIONMINE (MX HA3bIBAIOT IBETOPA3HOCTAMH, T.K. U =G—-R, V=G - B):

Y 0.299 0.587 0.114 R
U|=105%9% -0.274 -0322|-|G (1)
V 0.211 -0.522 0311 B

[Tycte umeem 6mox IIU ¢ matpuueit sipkoctu Y . Ilomyunm HOBBIA 070K Y’ mytem
pasmbiTusi Osioka Y . Vcmosib3yeMmblid BUJ pa3MbITHsS HE3HAYUTEIBHO HW3MEHHUT Y, T.C.
Matpuibl ¥ u Y’ OynyT OJM3KHMMHU 1O 3HAYCHHUSM.

Jlnst matpuil ¥ u Y’ BBIYKCIMM HOPMaJIbHBIC CUHTYJISIPHBIC PA3JIOKCHHUS

Y=UzV"uY =UTV'",

rae martpunbl U = (u],...,un), Y= diag(al,...,an), V= (v],...,vn); u,v,i=1Ln, - cronOus
Matpur U,V - neBbie U TpaBbie JEKCUKOTPAPUICCKH TOJIOKUTEIbHBIE OPTOHOPMHUPOBAHHBIC
CHB Y, 0,2..20,20 - CHY Y. Marpuus U’ :(u]’,...,u’), Y= diag(al’,...,o;),

n
V’:(vl’,...,v;), u,v,i=ln, - cromdust wmarpuy U',V’ - JeBele M IpaBble

JIeKCUKOTpaUuecKy MOJIOKUTENIbHbIE OopToHOpMupoBanuele CHB Y', o/>..20/ 20 -

CHY Y'.

Cxoxects 00KkOB Y u Y’ Bieder 3a coboii cxokecTh 3HaueHuit ux CHY. Oneparus
Pa3MBITHsSI 3aTparuBacT B OOJIBIICH CTENICHH BBICOKHE U CPEJHHE YaCTOTHBIC COCTABJISIONINE
curHana-n3oopaxenus. [losToMy 1u1st onpeiesicHns 3HaYeHus apaMeTpoB Omzoctu ¥ u Y’
GyneM wucmonb3oBath X =diag(o,,..,0,) m X =diag(c),...0!), Kpome mepBHIX
(MakcuManbHbIX).

JOua CHY Y wm Y' mnocrpouMm JHHEHHYIO amnmpOKCHMANHI0 BUAa y=ax+b u
y'=d'x+b" coorBerctBenno. Cxoxects OmokoB Y u Y' Bieder 3a coboit Onm3Koe
pacIoioKeHHe PAMBIX y =ax+b u y' =a'x+b'. B kauecTBe mapamerpa OJIU30CTH KPUBBIX

a b
OymeM MCIIOJIB30BaTh CIEAYIOIIME KOIPOUUMEHTRL: coef, = — U coef, = —
a

!

Jlnst opuruHanbHOTro 0J10Ka ¥ ¥ pa3MbITOro Y’ BBIMTOJHSIOTCS HEpaBeHCTBa (2):

B <coef, < P,

; 2
B, < coef, < P, @
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rie B u P, - noporoBele 3HaYCHMsI, YCTAHABIMBAEMbIE HKCIIEPUMEHTAIBHO, ISl 4ero ObLI
IIPOBEIECH BBIYMCIUTEIbHBIN JKCIEPUMEHT, B IMPOLECCE KOTOPOTO HCIOJb30BAIUCH OJIOKH
pazMepHocTu 8 x 8, KOTOpble pa3MbiBasiuch B nporpamme Adobe Photoshop muHcTpymeHnTOM
PasmerTne (‘5‘ Blur) ¢ paauycom B monoBuHy Onoka. B xozme aToro skcrnepumeHTa ObLIn
OIIpeIeNIeHbl YMCIIOBbIE 3HaueHUs 11 napametrpos B u PP =1.0; P, ~1.099

MeTtoa JoKaIM3aAUNH M UIEHTH(PUKAIUY OPUTHHAJILHON U KJIOHMPOBAHHOM odJiacTeii

Ha ocHoBe mnoiyuyeHHBIX BbILLIE PE3yJbTAaTOB IMpEAJaraéM MeETO]l JIOKAIU3aluu u
UIEeHTU(DUKAIIMA OPUTHHAIBHOW MW KJIOHHpOBaHHOW obOmacteii. Merton pasneneH Ha
CJIEYIOIIHE ATAIbI:

1.  OOHapyxeHHe KIOHHPOBaHHbIX obnacteit 11;

2. Jlokamu3auus kIoHUpoBaHHBIX obnacteit LI u naentuduxanus opuruHanabHoi U
KJIOHUPOBAHHOM 001acTeil;

3. @®opMmupoBaHHE PE3YABTUPYIOINIMX HM300pAKEHUM C OOHAPYKCHHBIMH U
UICHTUPUIIMPOBAHHBIMU 00JIACTSIMHU.

Uccnenyemple n3o0pakenust xpanstcs B (opmate RGB. Ha mepBom stame s
yCKOpeHus mpoiecca oOHapyKeHHs KIIOHUpOBaHHbIX obiactel npeodbpazyem LIU us RGB B
YUV , u Oynem UCT0JIb30BaTh TOJIBKO MEPBYIO KOMIIOHEHTY - Y .

Jljig 3armoMUHaHUS MECTOIOJIOXKEHHs OJ0Ka OyAEeM HCII0JIb30BAaTh CUCTEMY KOOP/AMHAT,
npemioxkennyro Ha puc.2. Ilog koopaumHatamu Onoka OyneM NOHUMATh KOOPIAMHATHI
BEPXHEro JIEBOTro yria Oioka.

Puc.2. Cucrema koopaunar LI

PaccMoTpuM ocHOBHBIE 11ary nepsoro srana [2, 3]:
1. Pa3butrp matpuny spkoctu Y LM Ha MHOXKeECTBO mepecekaronuxcs OJ0KOB

N

pasmepamu px p nukcenei: C={c,c,,...,c,}, TaKUX 4YTO: Ucl. =Y (3mech Kaxabld
i=l

HOCHEYIOIUI ONOK ¢, OTIMYaeTCs OT NMPEIBIAYIIEro ¢, , CIBUIOM Ha | NHKCelb BIPABO,

BJIEBO, BHU3 WJIH BBEPX).

2. Kaxnpni Onok c,, i=1,...,s paccMOTpUM B Iape CO BCEMH ¢, Jj=L...,8, j#Ii,
COOTBETCTBEHHO. {7151 Ka)K101 mapsl:
2.1. Beraucnum kod3pbuurenT Koppensiuuu cor = correlation(c; ,¢;)

2.2. Ecimu cor=1, TO 3amOMHHAeM KOOPAMHATHI OJOKOB, M KOTOPBIX
BBINOJIHAETCS 9TO YCIOBHE: Xy, =<1i,j >, TAe XY = {XV|,XV5,...,XV;,...} .
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Takum oOpa3om, mocie OKOHYaHHS NEPBOro 3Tana B XY COXpaHSIOTCS KOOPAMHATHI
0OHapyKEHHbIX OJIOKOB, COOTBETCTBYIOIIUX OPUTHHAIBHON U KJIOHUPOBaHHOM obnacTsam LIU.

Cnenytomum  3TanoM  OOBEIMHUM  OOHAapy)KEHHble OJOKM B  OOBEKTHI U
UACHTUDUIHPYEM OOBEKThI KaK OPHUTHHAIBHBIA W  KJIOHUpPOBAaHHBIA. Jlokamm3arus
OCYILIECTBJISIETCS] IOCPEICTBOM HCIIOIb30BaHUS KOoopAuHAT XY oOHapyXeHHbIX 05I0koB. B
JTaHHOM paboTe PAaCCMOTPUM METOJ pa3iejieHus: OJIOKOB Ha JIBa 0OBEKTA.

ITox uentpoMm oObekTa OylneM NOHMMAaTh KOOPAMHATHI, COOTBETCTBYIOIIME LEHTPY
obnactu, 3aHMMaeMoil 00bekToM. B mporecce nokanuzanuu OJ0KOB, 3HAUYEHUS KOOPAHWHAT
HeHTpa OynemM mepecuuTbiBaTh. llepecuer ocyliecTBIsieTcs 10 KOOpAUHATAM  yXKe
JIOKaJIM30BaHHbBIX OJIOKOB.

1. Ilyctb meHTp mepBoro o0beKkTa - KOOPAMHATHI MEPBOro OOHAPYXKEHHOro OJoKa

center, = (center," ,center;” ) =< x,,y, >, @ IEHTP BTOPOro OOBEKTA - KOOPAMHATHI BTOPOTO
oOHapyKeHHOTO OnoKa center, = (center,” ,center,’) =< x,,y, >, THe X,y, U X,,),
aeMeHThl u3 XY .
2. Jlma  KaxmgoW mapel  KOOpAMHAT Xy, =<X,,);> H Xy, =<X,,y,> U3
XY ={X)1, XV s XV, XV }5- -5 X,,),,} BBIIOIHAEM CIICIYIOLIHE [IATH:
2.1  BeruucnsieM paccTosHUE OT IIEHTPa OOBEKTOB JI0 TEKYIIHUX Map KOOPIUHAT

d, = \/(center]x —x,)" +(center” —y,)’ ud,, = \/(centerzx —x,)* +(center,’ —y,)* ,

d; = \/(center,x —x,;)’ +(center;” —y,)’ nd,, = \/(centerzx —x,)’ + (center,’ - y,)* .

22 Ecmm d|, <d,,, T0 KoOpauHATBl <X,,y; > OTHOCHM K IIEPBOMY OOBEKTY
Jirst, =<x,,y, >. B mpoTuBHOM cCilyuae — KO BTOpPOMY OOBEKTY second =<x,y,>, THe
F ={first,,... first,,...} u S ={second,,...second_,...}.
Ecin  d,; <d,;, 1o KoopauHatel <X;,y,> OTHOCUM K TMEPBOMY OOBEKTY
Jirst, =<x;,y;>. B mnporuBHOM ciyyae — KO BTOpPOMY OOBEKTY second, =<x;,y;>,
second, =< x,,y, >, rne F'={first,,... first ,...; u S ={second,,...second_,...}.

2.3  Ilposepsiem, Obula JIM HUCHOJb30BaHA oOIEpalus pa3MbITHE K OJOKam C
KOOpJIMHATaMH COOTBETCTBYIOLIUM YETHIPEM HalpaBieHUsIM (BBEpX, BIIPaBO, BHHU3, BJIIEBO)
OTHOCHUTEIIBHO < X, ), > U <X, ), >!

" Ui HampaBJieHHs BBEpX IMojydaeM Marpuibsl I1BetoB R,G,B 0i0koB ¢
KoOpAMHATaMU < X, ¥, —1> n <x,,y, —1>;

" Ui HampaBJIGHUs HampaBo IMojdydaeM warpulbl useroB R,G,B 0O1okoB ¢
KoopauHatamu <X, +Ly, > n <x,+1,y, >;

" Ui HampaBJeHMsT BHU3 IIoJlyyaeM Marpuibsl 1BetoB R,G,B  OIOKOB ¢
KOOpAMHATAMA < X, ¥, +1> 1 <x,,y,+1>;

" Ui HampaBJeHUs BJIEBO IoJiyyaeM MaTpullbl 1BetoB R,G,B  0GIOKOB ¢
KoopauHatamu <x;, —l,y, > u <x, -1y, >;

2.4 HJ’IH 0JIOKOB KaXXJ10r0 HaImpaBJICHUA BBIIIOJHACM CIICAYIOIIMEC [Iaru:

2.4.1 Ilycts umeeMm wMatpuipl LBEeTOB R, G,B a1 OIOKOB TEKYIIEro
nanpasnennss ¢, n 0,9 P e ¢ eR, P eRr,

9eG,d"eG,PeB, M eB.
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(R) (G) .(B)

¢ B o6 B

n ,Cj,]

Jns GIoKOB ¢ p 5 BBIYUCIISIEM HOPMAaJIbHOE

CHHTYJIIPHOE Pa3JI0KeHHE

R R)x (R Y R R)x (R Y
¢® =y Py )(I/i( )) ’ c; ):Uﬁ. )2(,- )(Vj( )) ’

©6) _ 1756 (170 Y <G> (G) (G)( <G>)
ci _Ui Z“i (K ) U 2 V

B B)y (B Y (B B)y (B BY
¢® =UP3 )(Vl-( )) , P =U®sS )(Vj( )) ’

rje
25’” dzag( &) (R) ...,ULR)), Z(J.R) dzag(ofR) E(ZR),...,E;R)),
(G) = dzag( @ (G),...,UI(,G)), @ = dzag(afc) E(zc),...,gi,c)),
Z(B) = dzag( &) (B),...,ULB)), dzag(O'fB) E(zB), ..,ELB)).

2.4.2 Tlomy4yaem JIMHEHHYIO alllIPOKCUMALIMIO TIO MOJIy4E€HHBIM CHUHTYJISPHBIM
guciaMm (KpoMe MepPBOT0) U BEIYHUCIIIEM KOI(PPUIIUEHTHI:

(R) (R)
a4 B g® b a® > g®
—(R) > (R
R _ Ja (R) _
coef, = Z(®) u coef, ' = 5@ ,
—(R R —(R R
(R),a()>a() b(R)’a()>a()
@ (G) (G) b(G (G) (G)
—G 4 >a —Ga4  >a
© _Ja @ _Jb
coef, " =1, u coef, = = 5@ ,
—(G) G) —(G) (G)
a(G),a >a b(G),a >a
(B (B)
a B —(B b B —(B
_(B)’ ()> (B) _(B)’a()>a()
® _la ® _ )b
coef, = Z(B) u coef, ' = 5@
—(B B —(B B
(B)’a()>a() b(B)’a()>a()
a

2.43 Ecm P <coefV <P, & P <coef,' <P, & P<coef” <P, &
B Scoefz(c) <P, &P Scoef(B) <P &P Scoefz(m <P,T10

* Ecim xoopauHaTH < X,,y; > ObLIM OTHECEHBI K IIEPBOMY OOBEKTY, TO

1, (a(R) > 67(1?))&'((2(6') > E(G))&(a(B) > E(B))
0’((7(1?) > a(R))&(LT(G) > a(G))&(E(B) > a(B))

Jow, =

0, (a(R) > 67(1?))&'((2(6') > E(G))&(a(B) > E(B))

SbWr = 1’(5(1;) > a(R))&(E(G) > a(G))&(E(B) > a(B)) .
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* Ecim xoopauHathl < X,,y; > OBLIM OTHECEHBI KO BTOPOMY OOBEKTY, TO

L(@"®>2a®)& @ >2a )& (@® =a®
o 1 )& ( )& )
" 0 (E(R) > a(R))&(LT(G) > (1(6))&((7(3) > a(B))
0,(a® >a®)& (@ >a' )& (a"® = a®
L ) &( )& )
1’(67(1?) > a(R))&(LT(G) > a(G))&(E(B) > a(B))
rne FBW ={fbw,,... fbw,,...}, SBW ={sbw,,...sbw ,...}.
2.5 [lepecunThiBaéM HOBBIE LIEHTPHl OOBEKTOB, HCIOJb3YS CYLIECTBYIOIIHUE U

1100aBIIEHHBIE OJIOKH.
Nmeem

F ={first,,... first,}, vne first, = (first }, first ;) u
S ={second,,...second_}, tne second ; = (second ,second’;) .
Torna HOBbIE EHTPHI

— X y
center, = (center; ,center; ),

1 q 1 q
e center,’ = —Zﬁrstl’; u center,’ = —Zﬁrsti{ ,
q = q ii=1

— X y
center, = (center, ,center,” ),

1& 1&

rae center,’ =— Y second”, wu center,” =—Y second”’, .

2 z i 2 z i
J=1

=1

3. BbluncisieM KOIMYECTBO Hyned W emxuHun B FBW ={fbw,,... fbw,},
SBW ={sbw,,...sbw,}.

[Iycts B FBW xonmdectso enuaun f, a myneit [

O (0)

[Iycts B SBW KOJIMYECTBO €AMHML S, a HyJIEH § .

4. Ecm f"> f® 10 6noxm ¢ xoopaumHaTamMu n3 F 6GyaeM MOKa3bBaTh OGEIBIM

usetoMm (opurmnan), unaue, ecmn [ < £ 1o 6Gmoxm ¢ koopaumaramu u3 F Gymem

MOKa3bIBaTh YEPHBIM I[BETOM (KJIOH).

@ 5 O

Ecmm s , TO OJIOKM ¢ KoopjauHaTtamMy u3 S OyaeM IMOKa3bIBaTh OEIBIM IIBETOM

(opurunan), unage, ecm s < s

4EPHBIM IIBETOM (KJIOH).

, To OJIoKM ¢ KoopauHaTamu u3 S OyleM IOKa3bIBaTh

Ecmu [V = @ u sV =5, 10 umeem HeonpeneneHHOCTS nIeHTHOUKALLH.

Pe3yabTaThl ncciieqoBaHuii

B wuccnenoBanusx wucnonbpzoBamuch LW, mnosryuyeHHblE pa3iuyHBIMU IUGPOBHIMU
anmapatamu. Co3maHue KIOHHUPOBAHHBIX 001acTei ocymiecTBisiack B mporpamme Adobe
Photoshop CS6. ®anscudumupoannsie 1l He cxumamucs. Ha pucynke 3 moka3aHbl
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HEKOTOpbIE M3 PE3yJbTAaTOB HCCICIOBAHUIA, OpPUTHHAIBbHAs 00J7acTh 0003HA4YCHA OCNTbIM
1BeTOM, pabcu(PUIMPOBaHHAS — YEPHBIM.

a 0 B r

Puc. 3. Pe3ynbTarel uiccienoBanmii: a — opuruHaibaeie 1M, 6 — danscuduimpoBanHsie, B —
pE3yJIbTAT BBISIBIICHHS KJIOHUPOBAHHBIX 00JIACTEH, I' — Pe3yabTaT UACHTU(DUKAIIUK OPUTHHATA
U KJIOHA
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BrIBOABI

B pabote BmepBbie pa3paboTaH TEOPETHUUECKH OOOCHOBAHHBIM METOJ| JIOKATU3AIUHA U
UJCHTU(PUKAIIMY OPUTUHAIBHONW U KIOHUPOBAaHHOM obnacteil u3oOpaxkeHus. B xoxe paboTsl
pazpaboTaH MaTeMaTH4eCKH O0a3uc Ui METOo/a BBISBICHUS KAY€CTBEHHBIX OTIUYMMA
OpUTMHAJILHOM  00JIaCTM  OT  KJIOHMPOBAaHHOW. MeroJ, MOCTpOEHHBIH Ha OCHOBE
paszpaboranHoro Oasuca, sBisercd 3()(EeKTUBHbIM HE TOJbKO IIPU BBIIBIECHUU, HO H
UIACHTUQUKAIIMM  KJIOHUPOBAHHBIX  oOjacTel, 4YTO  MOATBEPXKICHO  pe3ylbTaTaMu
MIPEICTaBUTENBHOTO BEIYUCIUTEIBHOTO KCIIEPUMEHTA.
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METO/I JIOKAJIZALII M ITEHTH®IKAILIL OPUTI'THAJIbHOI i1 KJIOHOBAHOI OBJIACTEMR
30BPAKEHHSI

0. 10. JIebenena

OpecbKuii HalllOHAJILHUH MTOJITEXHIYHUH YHIBEPCHUTET,
mpocr. Illesuenka, 1, Onmeca, 65044, Ykpaina; e-mail: whiteswanhelena@gmail.com

Y poboti po3polieHNT TEOPETHYHO OOTPYHTOBAHMN METOJ JIOKaizamii ¥ imeHTudiKarii
OpHTiHAJBbHOI 1 KIIOHOBaHOI oOyacTeil 300pakeHHs. 3a pe3ylibTaTaMH EKCIEPHMEHTIB i
CIIOCTEPE)KEHb BHUSBIIEHI SIKICHI BIIMIHHOCTI OpHTiHaJIbHOI 0O0JIACTI BiJ KIOHOBAHOI.
Po3pobnennit marematiuHui Oaszuc Uit (OPMAIBHOTO BHSBJICHHS 3alpOIIOHOBAHUX
SIKICHUX B1JIMIHHOCTEH.

Karwudosi cioBa: danbcudikanis 300pakeHHs, BUSABICHHs (aibcudikaiii, KIOHyBaHHS,
JIoKai3amis o0acri.

LOCALIZATION AND IDENTIFICATION METHOD OF ORIGINAL AND CLONED IMAGE AREAS
H. J. Lebedeva

Odessa National Polytechnic University,
1 Shevchenko Ave., Odessa, 65044, Ukraine; e-mail: whiteswanhelena@gmail.com

A scientifically grounded method to localize and identify both original and cloned image
areas was proposed. Qualitative differences between original area and cloned area were
found based on the results of experiments and observations. The mathematical basis for
formal identification of proposed qualitative differences was developed.

Keywords: image falsification, identification of falsification, cloning, area localization
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YK 681.51 Informatics and Mathematical Methods in Simulation
Vol. 4 (2014), No. 1, pp. 85-92

YUCEJBbHUN METO/I PEAJIIBAIIII MATEMATUYHUX
MOJEJEM MPOLECIB TEPBUHHOI NEPEPOBKU CUPUX
BYIJIEBOJIHIB

1O. B. I'puropenko

OpecbKuii HalllOHAJILHUH MTOJITEXHIYHUH YHIBEPCHUTET,
mpoci. Ileruenko, 1, Oneca, 65044, Ykpaina, e-mail: ygrygorenko@lukoil.com

BukoHaHo y3arallbHEHHs MAaTEMaTUYHOI'O OIUCY IPOIECIB TEPBHHHOI MEPEepOOKH CHUPUX
ByriieBoHiB ([TTICB) y Burmsini HedXiHIMHUX HeCTaliOHApHUX AW(EpPEHLIHHNX PIBHAHB Y
YaCTKOBUX IOXIJHUX, IO A€ 3MOTY 3aCTOCYBATH IPHHIMII THUMI3allii MpU MOAAIBIIOMY
MaTeMaTHYHOMY MOJIENIOBaHHI 3a3HAUEHUX INPOLECIB. 3alpOlOHOBAHO Ta OOIPYHTOBAHO
epeKTUBHMI 4YHCeNbHUH MeTon peawizamii marematuuHux wmopeneit (MM) mpornecis
[IICB, 3acHoBaHuii Ha iTepaliiiHiil Mporeaypi Po3B’sI3aHHs HENiHIHHUX HecTallloOHAPHUX
JckpeTHHX MM fociipKyBaHUX MPOILECIB.

KnawudoBi ciaoBa: MaremMaTWyHa MOJeNb, ITEpallifHUIA IIpolec, pi3HMIEBA CXEMa,
rapamMeTpuyHa HeJliHIHHICTh, 301XKHICTh iTepauiiHol MpoLeaypH, CTUCITICT BiTOOpaKeHHS

Beryn

Po3B’A30Kk 3amayl MaTeMaTHYHOIO MOJIENIOBAHHS, B TOMY 4YHCII MpU JOCTIKEHHI
MIPOLIECIB NEPEepOOKH CUPHUX BYIJIEBOJHIB, B 3HA4HIM Mipi BU3HayaeTbcsa oOpaHoro MM.
AnexBaTHO oOpana MM 3a0e3nedye JOCTOBIPHICTH pe3yibTaTiB  MaTEMaTHYHOTO
MojenoBanHs. KpiM Toro, Ha pe3yinbTaTH MAaTEMaTHYHOTO MOJIEIIOBAaHHS (30Kpema, HOro
TOYHICTh) BIUIMBAIOTh YHUCEIbHI METOAM, IKUMH peanizyeTbcsi oopana MM. Tomy cykynHuii
BUOIp MM Ta 4ncenbHOro METOAY € BaXKJIMBHUM €TarlOM MAaTEMaTU4YHOI'O MOJIEIIOBAaHHS, 110
BHU3HAYa€ €PEKTUBHICT MPOLECY AOCTIIKEHHS.

B po6oti [1] 3anpomonoBano MM mnpoueciB (ta anaparis) IIIICB y surmsaai
TU(pepeHUINHUX PIBHSAHb (CUCTEM AU(PEpEeHUINHUX PIBHAHB) Y 4YacTKOBUX noxianux (JPYII),
OTPUMaHUX Ha OCHOBI ()yHJAMEHTAJIbHUX 3aKOHIB MaTepiallbHOro OajlaHCy Ta 30epeKeHHs
(eneprii, IMITyJIbCy, TOIIO). AJIEKBATHICTh 3alPOINOHOBAHOI CYKymHOCTI MM BU3HauYaeThCA
THM, III0 BOHU HalOUIbII MOBHO B1IOMBAIOTh XapakTep (Hi13UKO-XIMIYHHUX SBUIL, IPUTaAMaHHUX
JOCIIKyBaHOMY Kitacy mpoiieciB. OcoOIMBICTIO 3amponoHoBaHUX MM € Te, 1110 BOHM MaroTh
HEeNTIHIMHUNA Ta HEeCTallloHapHUM XapakTep, 10 BU3HAYA€TbCSA BIANOBIIHOIO BAapIaTHBHICTIO
napaMmeTpiB CUpHUX ByriieBoJHiB. Hanpukian, ryctuHa cupoi HadTu B 3HAUHINA Mipi 3aJIEKUTh
BIJl TeMIlepaTypH, IO MNPU3BOIUTH 10 HemiHidHOCTI MM, a 3miHa B yaci QyHKUIi cTaHy
CUPOBHHHU B XOJII TEXHOJOTTYHOIO Ipoliecy (HaIpUKIIaj, Ti€l ) TemnepaTypu cupoi HadTn),
3YMOBJIIOE HE CTalloHapHICTh MM.

ITocTanoBKAa 3aaa4i Ta MeTH JOCTiIMKEHHA

Opnax ciif 3a3HAYUTH, 10 ICHYIOY1 YUCEeNbHI MeToau [2, 3] He 3a0e31euyloTh y MOBHIM
Mipi eeKTUBHY pealtizallito HelliHiiHuX HecTanionapaux MM nporecis [TTICB.

Memorw 3ampornoHOBaHOT PoOOOTH € po3poOKa e(HEKTUBHOTO YHCEIBHOTO METOIY
peanizauii MM npouecis [IIICB, skuit nependayae 3acTocyBaHHs NIpUHLUITY TUnizauii MM.
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OcCHOBHA YacTHHA

3anpornoHoBaHi B po6oTi [1] MM MoXHa NpeACTaBUTH y BUTJISII y3araabHEHOI MOJIEN],
a came:

66i(rj,z,t)
o
o, (r, ,z,t) 02 ®ilr,z,t oD, r.,z,t) — —
= /| Dl 2.0) ( ) 6(1”;2 ) ((ar]j ),Ug(rj,z,t) +D(®1,r,,2.0), 0
Vi=lk; V) =1,..,N; V(r,2)e Q; Ve €(0,2,),
5:[®],®2,...,®k]T (I — 3HAK TPAHCIIOHYBaHHS)
3 ypaxyBaHHSAM MTOYATKOBHX
®i(r,2,0)= Dy, (1, 2), Vi = 1, k; Vi = 1,00, N3 V(r,2) € Q 2)
Ta TPAHUYHHUX YMOB HACTYITHHUX THUITIB:
"  TpaHUYHHUX YMOB nepioro poxy, ['Y-1 (tuny ipixie)
Ozt =0 lPl 2ol Vis Lo ki =1 N Y2)e0
, ®
"  TpaHUYHHUX YMOB TPETHOro poay, ['Y-3
LS Y~ A PR |
Ol @
Vi=l,..k;Vj=1..,N; ¥(r.z)eQ,
ne ai(rj,z,t) — OesnmepepBHI (PyHKIlI CcTaHy, IO 3aJeXaTh B 4YacOBOL te(O,tk) Ta

IIPOCTOPOBUX V(rj , z) € KoopauHaT (KOOPAMHATH 7,,Z 3MIHIOIOTBCS Y BIIKPUTIH
. co . M, - M, . o .
(mutiHApUYHIN) MHOXKKHI Q€ R™* 13 ri1ajgKoo rpanuueo 0Q ; R™“ — eBKIIOBUN NPOCTIp

AIACHUX uucen po3mipHOCcTI M, ); GyHKUIl cTaHy CI)i(r].,z,t) BHU3HAYAIOTHCS PO3B’A3KOM
. . — *

cuctemu (1) — (4), mo (3a BU3HAYEHHSIM) ICHYE 1 € €IUHUM; Ug(rj,z,t), g=L...k —
(byHKIIi PO3MOIUICHOTO YIPABIIHHS, 110 HAJIEKATh riutbOeproBoMy npocropy U, Ha R™

3MiHHI CcTaHy CI)i(rj,z,t) ta ynpaBiaiHHI U g(rj,z,t) BU3HAUYEHO Y BIJKPUTHX

riIb0epTOBHX MPOCTOPAX 13 FPaHULIAMU BiamoBinHo Q, ,€Q, Vi=1,.. k; Vr=1, Lk

®ynxuii  f,[] Ta y[] — OGesnepepsni nimiimi abo wemimiiimi QymKuii;
Dl.(ai,rj,z, ) D. {rl,z t,d (r z t) CI)Z(if].,z,tl...,CI)k (rj,z,t)} — JiHiMHI  abo  HeiHiiHI
¢byHKIi, 1o XapaKTEPU3YIOTh JI0 30BHILIHIX 30yKYIOUHX BILJIUBIB;

B(rj,z,t), Vi=1...,k;Vj=1..,N; V(rj,z)e Q) — 3amani ¢yHKIIl Ha TpaHuni 02 o00JyacTi,

AKI MOKYThb BUCTYNIaTH B $KOCTI I'DaHMYHHX YNpaBIAOYMX BIumMBiB;, A,Vi=1,..,k —
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napaMmerp, SKUH ~ XapakTepU3ye  EHEpPreTW4yHl  BJIACTUBOCTI  €JIEMEHTIB  00’€KkTa
(TexHonoriyHOoro  amapara); N ~ — UYHCIO TIOBEPXOHb TEIUIOOOMIHY  (30Kpema,
pexTu(dIKaIfHUX TapLIOK).

3MiHHI CTaHy ai(rj,z,t) Ta ynpasniaas U p (rj,z,t) MOXYTh BU3HA4aTH pI3H1 QI3UYH1
(30kpema, TemmepaTypy, BUTpary), ab0 TeoMeTpuyHi (HampuKIaJ, pIBEHb) BEIWYMHH, a
TaKOK BIAXWMJICHHS LMX BEJIMYMH BiJl CTalllOHAPHHUX 3HA4YEHb; IapaMmeTpu A, BH3HAYAIOTh

BIJIMTOBITHO: KOE(PIIIEHT TETUIOMPOBIIHOCTI, KOSPIIIEHT TEIUIONEepeadi, TOIIO.

Takum umHOM, 3actocyBaHHs MM y Burmsini (1) — (4) gacte 3MOry y MOJANbUIOMY
BTUIMTHU NPUHLUI TUMi3alii — ToOTO opieHTauii Ha neBHUM kiac MM — npu po3poOui
YUCeNbHOT0 MeTo1a peanizanii MM yacTkoBux BumajkiB mpoiecis (amaparis) [ITICB.

[IpencrtaBuMo (3 METOI KOHKPETHOCTI MOJAJBIIMX MAaTEMaTUYHUX BHUKIAJIO0K)
y3arajibieny MM (1) — (4) B HacTynmHOMY BUTJISIAL:

oD, (r Zt) ZS:A(Q)I,FJ,Z t)@ q)(r Zt) iB(@l,r],Zt)ﬁaigz’Z’t)+
J
zB(cp)%) oW o)+ ®
i=1 z

+ D@, 7,2t )U 1y, 2.0 )+ E(®,, 72,0 )F 2,8 W = 1N

irljs irljs

g:{r],rz,ig, }geQCR3 [CI)] D, . ,CI)ki}te(O,tk), Q:Qx(O,tk);
E(rj,z,t):[U],UZ,...,UkI]T, Flrzt)=[F, Fu BTk <k; ©)

q)i(o’g): cI)o,. @} gely

0D (0,0, ¢ .
2,0.0.0)2200 1)k ()0, (0,0,0)= (1) v = LN -

6rj

[leperBopenHs nouaTkoBoi audepeniiiinoi 3aaayi (5) — (7) B pi3HULIEBY MOXe OyTH
BUKOHAHO 3a JOMOMOrOI0 PI3HOMAHITHUX PI3HULEBUX cXeM [4, 5], 110 3yMOBIIIOE TaKOX
OTPUMAHHS LUIOI HU3KU aMpPOKCHUMYIOUUX JHCKpeTHUX MM 3 pI3HUMHU SKICHUMHU
XapakTepuCcTHUKaMU. AHalll3 BKa3aHOi JIITepaTypu MOKa3ye, L0 3 TOYKU 30py CTPYKTYPHOI
MIOBHOTH PO3TJISAY MOKJIMBUX BaplaHTiB pi3HHLEBUX cxeMm, s JPUIl rinepOosiyHoro Ta
rinep6os10-napaboayHOr0 TUIY JOLUILHO BHUKOPUCTOBYBATHU IIECTUTOYKOBUN 11aOIOH [4].
Bin no3Bossie moOymyBaT cXeMu JIBOIIAPOBI 32 4aCOM Ta TPHUIIAPOBI 3a MPOCTOPOM, TOOTO
Ja€ 3MOTY PO3B’sI3yBaTH 3ajiadil: CTalllOHApHI Ta HECTAIIOHApHI, a TaKOXX OJHO- (JiHINHI),
IBO- (IU1acKi) Ta TPUBUMIPHI (00’ €MHI).

BBeneMo HacTymnHi CITKH:

0ne =18, =1Ag,1=0,1,.... L}, ={t =mAt,m=0,1,...M};

Orer = g x 0, = (I Ag,mAt),1=0,1,....L,m=0,1,...M},

3 KpOKaMM II0 IIPOCTOPOBUX KOOpAMHATAX A§:{Arj,Az}; AV = /L;j=LN;

Az=z__ /L. (uis piBHOMIpHHX ciToK Ar = Az) Ta 1o 4acosiit koopauHati At =1¢, /M .
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[To3naunmo uepe3 @;' 3HaueHHs ciTKoBOi (QyHKIIl y By3mi (g,,tm), BU3HA4YEHOI Ha

Wagar. Togml, 3aMiHstoun Oe3nepepBHI MOXIAHI B PIBHAHHAX cucTeMU (5) Ha BIINOBLAHI

PI3HULIEB1 TOX1HI, OJEPKUMO:

2 (1+1);
J

cw:“—cbzef{'}[o(w S20r v +1-aor, ~207 o, )]

m+ m+ m+ m m m m m (8)
Ar t Az [q) ] 4q) ]+3q)(1+1]) +q)1 +1 q)(l—])i +Ci{'}q)li+Di{'}Uli +Ei{'}F;i

j=LN

i=1,2,...,k; 0 — NOBUIbHUN PEYOBHUHHHUI NapaMmeTp (0 <o < 1). Sk pi3HULIEBUI aHAIOT

IrpaHUYHUX YMOB (7) BUKOPHCTAEMO HACTYIIH1 BUPA3HU:

m m

m q)l,» q)l,»—l m m m, > . .7
B KO =W =002 0,i =12,k j= LN )
J

ITouaTkoBIi YMOBH MarOTb BUTJISAA:
®,(0,1)= (). (10)

Cxema (8) omucye omHomnapameTpudHe (BITHOCHO O ) CIMEHCTBO PI3HUIIEBUX CXEM 1, Y
BIIMOBITHOCTI /IO 3arajbHO MPUHHATOT TEPMIHOJIOTII [5], HOCUTHh Ha3By CXeMH 3 Baramu. Bin
BHOOPY MapameTpa o 3alieKUTh CTIMKICTh Ta TOYHICTH cxemH (&) [4, 5].

PosrnsiHemo cxemu, siki BIAMOBIZAIOTh YaCTKOBUM 3Ha4YeHHsM o . [Ipu o =0 Ta 3amiHi

YaCTKOBHX MOXITHUX TEPIIOTO MOPSAKY MO MPOCTOPY Ha IEHTPATBHY Pi3HUIIIO, TOOTO

ach.(l”j,Z,l‘) = CDZH)i _q)g}_])i o J :L_N;
or. 24r,

J J

0w, (r,2,1) _ ®f) ~ @) |
Oz 2Az ’

OTPUMYEMO YOTUPUTOUKOBY CXEMY (BUPOKEHUI BUMAIOK JJIsl IECTUTOUYKOBOTO 111a0JIOHY):

PITo0L_ 4y Rl 2200 Pl | gy Pl ~ Pl
~ APl (r +Az)
(n

J
+Ctor + DU + EHE =120k j =1,

Jlana cxema € sBHOKW. 3HaveHHs citkoBoi Qymkuii @' B kokHili Toumi wapy
t= (m + I)At (HOBOTO IWapy) BUP&KAEThCs Yepes Binomi snavenns O, ,@;', P, Ha wapi

t =m At (crapomy mapi). Ockutbku Tipu ¢ =0 3amaHa mouyatkoBa ymoBa (10), To cxema (11)

JI03BOJISIE€ TIOCT1IOBHO BU3HAYUTH 3HAYEHHS CITKOBOI QyHKIIT HA OyAb-IKOMY 4acOBOMY IIapi.
Sxmo o # 0, To cxema (8) Oyzne MICTUTH SIK SIBHI, TaK 1 HESIBHI WIEHH (TaK 3BaHa SIBHO-HESBHA
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cxema). [Ipu o =1 Ta 3aMiH1 4aCTKOBOI NOX1IHOT IEPIIOTO NOPSAKY MO IPOCTOPY HACTYITHUM
BHUPa3OM

0w,(r,,2,1) @) — P i-in 0w, (r,2,1) _ {12l ~@f)
or; 2Ar, ’ Y 0z 2Az

J

OTPUMAEMO YUCTO HCABHY CXCMY:

O] _ ‘2‘1)7,;' O, p gy Pl ~
At Ar; iArj+Azj

+

(12)

+C @) + DU + EAYF" i=12,...k; j=1,N .

Piusiuass  (10) wmoxe OyTM BUKOpPUCTaHE y BCId INPOCTOpOBI  00nacTi

0<r <t j=LN,0<z<z,, , 328 BAHATKOM I'PaHM4HUX TOYOK: 1, =0, r; =z Ta z=0,

z=z_ . Jlyis 3a3HaY€HUX TOUOK CITKOBA (PYHKIIIsS BU3HAYAETHCS 13 TpaHUYHUX YMOB (9).

max
Jiga Bunagky o =0.5 0JIep>KUMO IIECTUTOYKOBY CHUMETPUYHY IOJO SBHHUX YJICHIB
CXeMy:

m+1 m m+l1 m+1 m+1 m m m
P Py Bl 720 Py | Py 72y T PGy |
i 2 2
At 2Arj 2Arj
BI{} [ m+1 4 m+1 m+1 m m ] (13)
+ Piiy, 4P +3D0 0, + P, — Doy, [+

2‘Arj+Azj

+C @) + DU + EAYF" ,i=12,..k j=1N.

Cxema (13) Bimoma B miteparypi [4, 5] sk cxema Kpanka-Hikoncona. Jlns Hei
CIpaBeUIMBO 3ayBaKeHHS, 3pooiieHe st cxemu (12).

Takum unnom cxemu (11), (12) ta (13) aBidr0TH CO00I0 KIHLEBOBUMIPHI (JAMCKPETHI)
aHanoru (mauckpetrHi MM) y3araJlbHEHOI MaTeMaTHYHOT MOl OCHOBHHMX TEXHOJOTTYHUX
anapatiB mpouecis [IIICB 1 BoHM CyTh CKJIaJai0Th OCHOBY IPOTrPaMHO-aJITOPUTMIYHUX
IHCTPYMEHTAJIbHUX 3aC001B MaTEMaTUYHOTO MOJICJIFOBAaHHS 3a3HAYEHUX MPOLIECIB.

Crnnpatourich Ha po6oTu [4, 5] nerko mokaszaTy, 1o siBHa cxeMa (11) criiika nuiie 3a

YMOBH [At/(Arj Az)] <1/2, j=1,N sKa 38’s13ye KpOKH Ar;, Az; j =1,N Ta At. Ipn usomy
cxemu (12) 1 (13), wst sikux o > 0.5, CTiiiKi JUist OyAb-SIKUX 3HaUCHb Ar;,Az; j =1,N Ta At.
Kpim TOro, BUKOHaBIIM po3kiIamgaHHs B psa Teinmopa mana 3amadi (8) oAepKMMO, IO MpHU

o =0 cxeMa anpoKCUMYye€ BUXIJHY 3a[1ady 3 TOYHICTIO e = 0[(At)]+ 0[(Az)2] ,anpu c=0.5

NoXHOKa BIAMOBIAHO CKIAJa€ € = 0[(At)2] + 0[(Az)2] .

Pizuuneni cxemu (11), (12) ta (13) oTpuMaHo 3 MNPUIYLIEHHS NPO HENIHIHHUN Ta
HeCTallloOHApHUI XapakTep MaTpulb KoeQiuieHTiB 4, — E, y3araapHenoi MM Buny (1) —
(4). Take mpuITylIeHHS! JOCUTH CYTTEBO 1 BUHUKAE 3 Ti€l OOCTAaBUHM, IO B TEXHOJIOTIYHOMY
LUK 32 IOCUTh HETPUBAJIUHN Yac (HaBITh y MeKax OAHIEI 3MIHM) Y CUPUX BYTJIEBOJAHIB, K1
HAJXOJATh Ha MepepoOKy, MOXKYTh 3HaYHO 3MIHIOBATHUCS Takl (PI3UKO-XIMIUHI ApaMeTpH SIK
I'yCTHHA, Ta30BaHICTh, TEMIIEpATypa, TOIO. Lle BUKIMKaHO THM, 11O CHpl BYIJIEBOIHI MOXKYTh
MoJaBaThcs Ha NepepoOKy, Hampukiad, Oe3nocepeqHbO 13 3aJI3HUYHUX LUCTEpH abo 3i
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CXOBHIII 1, TAKUM YMHOM, TIEPEX1] MK CHPOBHHOIO 3 PI3HUMU MapaMeTpaMu (HAIPUKIIAJl, TaKk
3BaHl «JIETKD» Ta «BaXKD» HaQTH), B CBOIO YEpry, MOKe 3IHCHIOBaTHCA 3a KOPOTKUH (B
TEXHOJIOTIYHOMY po3yMiHHI) yac. [lokaxemMo MOXJIMBICTh BpaxyBaHHS IapaMeTpUUYHOT
HeniHiiHOoCcTI pi3HuueBux cxeM (11), (12) ta (13). Jlnd KOHKPETHOCTI MOAAJBIIMX
PO3MIpPKOBYBaHb po3riisiHeMO cxemy (13).

BuxopuctoByroun marpuuHy ¢opMmy 3amucy, NpeacTaBuMo piBHsAHHA cxemu (13) y
HACTYITHOMY BUIJISIIL

m+l1

o7 —a@p]=ar Af+7_)2Arfi+Az Vi, |+

(14)
B' m m
+ M| A+ Vo, | =[DU"+EF"].
20Ar; + Az ’

Buxomsiun 3 mocuinaHHS Tpo Te, mo BigoOpaxeHHs G:¢ — ¢ (ne ¢ — OaHaHOBUI
MpoCTip, a BimoOpakeHHs ¢ 3aJa€ TEepeTBOpeHHs 3a cxemow (13)) — crucie, MoXxHa
CTBEPKYBATH, IO JJIs1 OYIb-SIKUX d)}i , d)fi € ¢) BUKOHYETHCS HEPIBHICTH [6]

(@} )-Gl@? ]| < g0, - @} [rg<1. (15)

Jami ckopucraemocss MeTojoM Tmpoctoi irepamii [4 — 6]. Ilpu 1mpomy, sKIIo
BimoOpaxkeHHs G : ¢ — ¢ — crucne, 1o (14) Mae euHUN PO3B’SI30K d)Z :

* v q 1 0
HCDI. -0, S_HCDI. D, |, (16)
i i l_q i i

Je Vv — HOMEp iTepairii.
Tosi MOKHA CTBEP/KYBATH, 1O Y JOCHThH Mallii okojuii po3s’asky @, pisnsuus (14)

U1 HaOJIMKEHb METOJIOM IIPOCTO] ITepallii Mae BUTIIS
1 3
o -0 =7(®] )-Glo] ). 17)

BBaxaroun, 1m0 xapakTep HEIIHIHHOCTI OJHAKOBHM U1 BCIX BY3JIB 00JacTi
auckperusanii €, irepaniinuii npouec (17) 3aBepuryeTbest 32 yMOBU BUKOHAHHSI KPUTEPIIO

P
max|— = <
L.L. q)y” I, (18)
ne O, — 3a/aHa TOYHICTb PO3B’s3KY.

BinMiHHICTH 3allpONIOHOBAHOTO METOJy IOJIATaE B TOMY, IO 3aCTOCYBAHHS IpHU
yucenpHid peanizauii y3aranpHeHoi MM (Bupasu Buay (1) — (4)) cxemu Kpanka —
Hikoncona (Bupasz (13)) 3abe3medye Ha mepmioMy KpoIll pO3B’SI3aHHS MEPIIY ITEPaIiio
iTepariitnoro mporuecy (Bupas (17)).

KoHCTpyKTUBHICTE Ta €(QEKTUBHICTH 3alpONOHOBAHOTO METOJYy MIATBEPIKEHO
PO3B’sI3aHHAM MPUKIAJAHUX 33]a4 3 MOJEJIOBAHHS IPOLECY €JIEKTPO-(TepMO)3HECOTIEHHS Ta
3HEBOJHEHHS cupoi HadTu. 30Kpema, MOJENIOBABCs JTUHAMIYHMI CTaH TEPMOJETIPaTOpIB,
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MPU3HAYCHUX JUIS BIZOKpEMJICHHS cHpoi HaTh BiJ MiHEpaIbHUX COJIEH Ta IJIACTOBOI BOJU.
[Inacka HemiHiliHA Ta HEcTallloOHApHA 3ajaya A JUCKpeTHoi obnacti y 192 By3mu (ciTka
posmipom 16x12) 1 yacy mopemoBaHHA 6.5ron. (3 kKpokoM muckpermsaiii Af=90c¢)

noTpedyBasia Ha po3B’si3aHHs 218¢ MamMHHOTO Yacy (3aCTOCOBYBABCS MPOIIECOP 3 TAKTOBOIO
gactoTtoro 1.5IT1r). 30bkHICTE iTepariiiinoro nporecy (17) gocsranace He OuTbIIe, HDK 32 7

iTepariii 1 He 3ayie)kana Bl 3MIHM BUXITHUX JaHUX, K1 BU3HAYAIM 3HAYEHHS KOE(III€HTIB
y3arajibieHoi MM Buny (1) — (4).

BucHoBok

Takum yrHOM, po3po0IeHO METO I peanizarii y3aranpHeHoi MM nporecis [TIICB, sxuit
3BOJIUTHCS JI0 JMCKpeTH3alli HemepepBHOI y3araipHeHoi MM 3a cxemMoi0 3 Baramu Ta
MOJAJBIIONO PO3B’A3aHHS OTPUMAHOI CHUCTEMM HENIHIMHMX JUCKPETHUX pIBHSAHb 3a
IIPOLIEYPOIO MPOCTOI iTeparii.
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YUCJEHHBIA METO/I PEAJIM3ALIMA MATEMATHYECKHWX MOJIEJIEA ITPOIIECCOB
HNEPBUYHOM NEPEPABOTKH CBIPBIX YIJIEBOJIOPO/10B

1O. B. I'puropenko

Opnecckuii HAIMOHAIBHBIN MOJUTEXHUYECKUN YHUBEPCUTET,
npocr. IleBuenko, 1, Onecca, 65044, Ykpanna; e-mail: ygrygorenko@]lukoil.com

BeimosaeHO 000011€eHE MaTEMaTHYECKOTO OITMCAHKS ITPOLIECCOB NEPBHYHOM IepepadboTKU
ceippix  yraeBomopogoB  (IIIICY) B BuAe  HETUHEHHBIX  HECTAI[MOHAPHBIX
muddepeHManbHpIX ypaBHEHHH B YACTHBIX MPOWU3BOAHBIX, YTO Ja€T BO3MOKHOCTD
MIPUMEHUTh MPUHIUI TUMU3ALUKN MPHU MOCIEAYIOIMIEM MaTEeMaTHYEeCKOM MOJEIMPOBAHUHU
yKa3aHHBIX TIporeccoB. [IpemioxeH u 000cHOBaH 3()(EKTUBHBIA YHCICHHBI METOJ
peanmzanuu Matematudeckux Mogmeneid (MM) mnpoueccoB IIIICY, ocHoBaHHBIN Ha
UTEpaIMOHHOM Npoleaype peLIeHHs HENMHEHHBIX HeCTal[MOHAPHBIX IUCKPETHBRIX MM
HCCIIEAYEeMBIX MPOLIECCOB.

KiroueBbie ciioBa: MmaTemMaTHyeckas MOJIEINb, HTEPALIMOHHBIN IPOLIECC, PA3HOCTHAS CXEMa,
napaMeTpudeckasl HEeITMHEWHOCTh, CXOOUMOCTh WTEPAllMOHHOW MpPOLEAYPHI, CKAaTOCTh
OTOOpasKECHUS

NUMERICAL METHOD OF IMPLEMENTING MATHEMATICAL MODELS FOR THE PRIMARY
PROCESSING OF RAW HYDROCARBONS

Yu. V. Grigorenko

Odessa National Polytechnic University,
1 Shevchenko Ave., Odessa, 65044, Ukraine; e-mail: ygrygorenko@]lukoil.com

Generalization of the mathematical description of primary processing of raw hydrocarbons
(PRH) in the form of nonstationary and nonlinear partial differential equations, which gives
the opportunity to apply the principle of typification subsequent mathematical modeling of
these processes. Proposed and justified efficient numerical method of realization of the
mathematical model (MM) of processes of PRHs, based on the iterative procedure of
solving nonlinear unsteady discrete MM investigated processes.

Keywords: mathematical model, iterative process, difference scheme, parametric non-
linearity, the convergence of the iterative procedure, compactness display
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