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FORMATION OF DIAGNOSTIC MODELS OF CONTINUOUS OBJECTS BASED
ON CORRELATION FILTRATION UNDER CONDITIONS OF INTERFERENCE

0.0. Fomin, O.D. Ruban

Odessa National Polytechnic University,
Shevchenko Ave. 1, Odessa, 65044; Ukraine; fomin@opu.ua

The paper solves the problem of constructing diagnostic models for nonlinear dynamics
objects with continuous characteristics. The problems of using existing methods of
diagnostics of the mentioned objects, including those under conditions of a priori
uncertainty, are considered. Interference is caused by the operation of the object in a wide
range of external conditions and the presence of a large number of disturbing influences
and interferences of the environment. The aim is to improve the reliability and speed of
diagnosis of continuous objects under the influence of interference. The aim is achieved by
developing a method of model diagnosis based on correlation methods of filtering features.
The most significant results: A hybrid method of forming diagnostic models of continuous
objects by sequential application of attribute filtering using correlation methods for
constructing a diagnostic space and constructing a diagnostic model by rotating method
using a total enumeration of diagnostic attributes and method of maximum likelihood is
proposed. The step-by-step algorithm of formation of diagnostic models using the proposed
method is given. The significance of the results: the application of the proposed method can
simultaneously provide high reliability of diagnosis of objects under the influence of noise
through the use of continuous information models and to ensure efficiency of the diagnostic
procedure due to correlation filtering of attributes. The proposed method is tested on the
example of diagnostics of a nonlinear dynamic object with continuous characteristics - a
valve-jet engine. Diagnostic models based on the combination of correlation characteristics
are constructed. A family of diagnostic models of a valve-jet motor under conditions of
disturbing influences and ambient noise is proposed.

Keywords: continuous objects, diagnostic models, model reduction, correlation filtration.
Introduction

With the increasing complexity of modern control objects and their operating
conditions in various branches of industry, medicine, economy, the role of automated
technical diagnostics systems (ATDS) in tasks of timely and reliable determination of the
technical condition of diagnostic objects (DO) on assessment of product quality, minimization
of costs during maintenance, etc., is increasing.

These processes lead to the active development of technical diagnostics (TD) tools
and methods. In this case, of great interest are the tasks of indirect control and diagnostics of
complex objects of the surrounding world with continuous characteristics and unknown
structure, which can be considered as a "black box".

Such objects are often accompanied by a priori uncertainty, among the causes of
which are considered operation in a wide range of external conditions, presence of a large
number of disturbing influences and environmental interferences.

The use of existing ATDS is limited by the action of contradiction between the
reliability of diagnostics and the efficiency of ATDS tuning when using diagnostic models of
large dimensions. Due to large dimensionality and volumes of accumulated primary
diagnostic information high reliability of diagnostics is provided, but it leads to increase of
computational complexity and decrease of ATDS tuning efficiency. A decrease in the
dimensionality and volume of primary identification information allows increasing the speed
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of ATDS tuning, but leads to a decrease in the reliability of diagnosis.

Resolution of this contradiction is a promising and urgent scientific and technical task,
which can be solved by building diagnostic models with significantly smaller size of
diagnostic information (reduction of information models) and ensuring high reliability of
diagnosis.

The purpose of the work is to increase reliability and speed of diagnostics of
continuous objects under conditions of a priori uncertainty through the development of model
diagnostic method based on correlation filtering methods of informative attributes.

Literature review

By 2010, typical practical diagnostic space selection tasks were limited to dimensions
of a few dozen attributes, typically no more than 40 [1]. The situation has changed
considerably over the past decade. The global volume of data has more than doubled every
two years [2]. At the same time, large amounts of data are opening up new opportunities.

The main reasons for this growth are advances in technology and significant advances
in Data Science and Big Data [3—5]. New technologies have reduced the cost of creating,
collecting, classifying and managing information in dozens of times.

The concepts of the Digital Universe and big data have become one of the driving
forces for fundamental changes in social life, technology, science and economics. Such
advances stimulate the development of applications with the DO feature vector dimensionality
of hundreds or even thousands of units.

An example of a new challenge in the field of modern industrial technology at
Industry-4 level is improving the process of the technological process components diagnosis,
in particular the electric motors [3, 6] that drive the actuators.

The dimensionality of such task increases, if we take into account that during the
years of work the monitoring and control systems the considerable volumes of technical
information are accumulated.

With a sharp increase in the dimensionality of tasks, often data accompanied by many
redundant variables and a small number of training examples, there is a need to reconsider the
effectiveness of traditional methods of forming diagnostic models of DO.

An effective way to solve such problems is the reduction of the primary feature space,
a widely used data preprocessing technique in data mining [1, 7, 8].

There are many potential benefits of this approach: easier data visualization and
understanding, reduced measurement and storage requirements, shorter training times for the
diagnostic system and the diagnostic process, and improved overall performance of the
machine learning algorithm.

Main part

The construction of a continuous DO model consists in selecting the type of test
influences x(¢), measuring the response y(¢) and determining the models w(¢, %, ..., t,) on
their basis.

The disadvantage of such a model is considered to be the large volume of primary
identification information, which leads to a decrease in ATDS tuning speed.

Reducing the amount of primary identification information by using more compact
models allows increasing ATDS tuning speed, but leads to a decrease in the reliability of
diagnostics.

Thus, there is a contradiction between the reliability of TD and the tuning speed of
ATDS when using continuous DO model.
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This contradiction can be resolved by developing a new method of secondary
identification — construction of diagnostic feature space x with significantly smaller diagnostic
information size.

Traditional approaches of feature selection for machine learning can be divided into
three categories [1, 7, 9]: feature filtering [1, 7, 10] wrapper methods [1, 9, 11, 12] and feature
embedding [1, 7].

When solving practical problems, the application of any method often leads to the
desired results. This is primarily due to the a priori ambiguity of the DO. The reasons for
priori ambiguity are the complexity of the object (continuous dynamic objects of various
physical natures, including those with unambiguous continuous nonlinear characteristics) and
insufficient study of the processes occurring in it, as well as the presence of a large number of
disturbing influences and environmental interferences are considered.

Currently, many authors are also using hybrid methods consisting of a combination of
these approaches, the results of which are also promising. Recently, this is one of the widely
used approaches used to form diagnostic models. A hybrid approach combines several
methods to take advantage of each to produce satisfactory results. This approach usually
provides high diagnostic reliability with low computational complexity.

A hybrid approach to feature selection based on the sequential application of filtering
and wrapping methods is a good practice. The first stage involves selecting the most valuable
subset of features by filtering — a global feature search. At this stage, the number of
considered features is up to several dozen. At the second stage, the optimum (in terms of
reliability of diagnosis) subset of features is selected by the wrapping method — local search
for the features. The proposed hybrid approach is very scalable for datasets consisting of a
large number of features.

Creating a diagnostic feature space based on filtering methods. This paper
proposes a hybrid method for constructing diagnostic models based on correlation filtering of
features.

A simple method of describing the continuous properties of a DO in the form of a
vector of features x is the parameterisation of continuous models of the DO f{¥). In this case,
the function f{(¢r) is represented by vector x= (xi,..., x,). The diagnostic features can be
obtained by a prior transformation 7;: Cla, b] — R", (j = 1,..., n): x= T(f 71,..., ©%)); where
Cla, b] 1s the space of real continuous functions f{(¢) given on the interval [a, b]; a, b— are
some real numbers. Orthogonal decompositions and integral transformations of continuous
models into vectors of coefticients of basis functions can be used as operator 7;.

In practice it is accepted to use the discretisation operator as 7j:

X = AL, (1

tj = jAt, where At — is a sampling step.

Modern data logging subsystems within ATDS are capable of taking thousands of
measurements per second. This ensures completeness of the primary diagnostic data. At the
same time, the measurement results are accompanied by a lot of redundant data. Moreover, it
is evident that the value of different sections of measured DO output for the diagnostic
procedure is different.

It has been shown in [10, 13, 14] that the most valuable parts of the DO responses are
usually the parts that carry the highest signal energy. Given the above, the use of signal
sampling to form the diagnostic feature space is a poorly effective technique.

When dealing with continuous characteristics of the DO to form the space of
diagnostic features, correlation methods of filtering the models samples can be particularly
effective [14, 15].The formation of diagnostic models based on feature filtering consists in
ranking these features using statistical methods to evaluate the relationship between each
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input variable and the target variable [10, 14, 16]. These methods provide fast and efficient
results especially when processing large amounts of data.

The type of response variable usually indicates the type of modeling task. For
example, a numerical output variable indicates a predictive modeling problem with regression
and a categorical output variable indicates a predictive modeling problem with classification.

There are several types of correlation methods for estimating the diagnostic value of
features, depending on the type of data for both input and output variables: numeric or
categorical data.

When dealing with continuous characteristics of the DO to form the space of
diagnostic features, correlation methods of filtering the samples of information models can be
particularly effective [14, 15, 17].

The case of numerical input and categorical output is considered in the task of
diagnosing continuous DO. In this case, Fisher's F-criterion is used to estimate the
relationship between inter- and intra-group variability:

> (5, -7 P
2. (xz:j_sz)/L_J” @

i=1

I =

where M is the mathematical expectation of the signs, L is the full sample size, P is the
number of classes.

For comparison, the results of this method are compared with the results of the method for
calculating the diagnostic value 7 of the primary signs of OD, determined by the information
method [10] according to the expression:

H(X) = _Z:l:l pi logzpi (3)

The evaluation of the reliability of diagnosis in the work is based on solving the
problem of classification of examination sample by the method of maximum likelihood. The
reliability of various combinations of features is indicated by the probability of correct
recognition P [17]:

P=2 LN )

where L;— the number of objects of the i-th class, mistakenly assigned to another class & (k;)
N~ the number of objects of the i-th class in the examination sample; i = 1, 2, ..., m; m— the
number of classes of DO state.

The maximum likelihood method allows constructing the best solution when the
distribution of features in the training sample is normal. To improve the quality of
classification in the case of non-normal distribution of a random variable, it is proposed to
perform transformations aimed at removing the relationship between the variance and the
mathematical expectation. Thus, the variance becomes constant with respect to the mean.
Such stabilization is proposed to be carried out by applying power transformations, in
particular by logarithm the values of a random variable:

X :loga(xj+b)’

)

where a—base of the logarithm’s —stabilizing coefficient.
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This paper proposes a method for constructing a diagnostic features space based on
continuous information models, followed by their discretisation and filtering of features using
an assessment of their correlation.

Hybrid method for constructing the diagnostic feature space of continuous
objects. The proposed method of constructing the diagnostic feature space based on
continuous models of nonlinear dynamic DO is reduced to the identification of the
information model of the object in the form of multidimensional weight functions (MWF) by
the "input-output" experimental data [18, 19]. The space of attributes is built on the basis of
discrete samples of the obtained continuous models. Diagnostic models are built in the
obtained space by filtering of attributes based on assessment of their correlation.

The stages of the method of the diagnostic features space constructing based on
integral dynamic models are shown in Table 1. The development of this method consists in
adding step 3 (power transformations of training sample data for distribution of features in
classes different from normal for stabilization of variance of random variables) and steps 4
and 5 to the well-known procedure of model-based diagnostics for preliminary features
evaluation.

Creating a diagnostic model of a valve-jet engine

Table 1.
Stages of the method of the diagnostic feature space constructing based on integral dynamic
models
Stage Description
No Title
1. | DO Purpose: DO model generation.

identification |/nput: test input signal x(¢)

Model: continuous function (functional series)
Output: DO continuous model

2. | Continuous Purpose: discrete DO model generation
model Input: DO continuous model w(ty, t, ..., t,)
sampling Model: sampling operator (1)

Output: features vector x

3. | Stabilization | Purpose: stabilization of variance of vector x

of model Input: features vector x
sampling Model: power transformations, logarithmic transformations
variance Output: features vector x"

4. | Features Purpose: get the value of each feature in vector x°
evaluation Input: features vectorx”

Model: Fisher's F-criterion (2)

Output: features vectorx', ranked by value /
5. | Features Purpose: get a space of diagnostic features
filtering Input: vector of ranked features x'

Model: x* = (x,,...,x,) ex, p<n

Output: diagnostic features vector x* = (xl,...,xp) with maximum values /

6. | Evaluation of |Purpose: get an interference-free diagnostic feature space
the noise
immunity of
the diagnostic
model

Input: diagnostic features vector x* =(x,.....x, )' with maximum values /

Model: probability of correct recognition P(4)
Output: value of probability of correctly recognizing P
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Approbation of diagnostic futures space building method of continuous models is
made on an example of valve-jet engine — object with non-linear dynamic characteristics.

In the process of long-term operation the rotor of valve-jet engine has friction in the
air and with the time the air gap dbetween rotor and stator in engine increases (fig.1), and
consequently, its power performances decrease. Therefore, it is necessary to periodically
monitor the value & [20] during the operation of the engine. Direct measurements are
unacceptable, as they are lab our-intensive and require the removal of the engine from
operation to be monitored.

The task of valve-jet engine diagnosis is to build a diagnostic model of the drive using
indirect measurements of the air gap between the rotor and stator of the engine.

The task of wvalve-jet engine
diagnosis is complicated by the following
significant factors:

— the motor is a dynamic object .
with non-linear characteristics; g5o%:
Rotor

— the motor works under conditions
of a priori uncertainty: in a wide range of
external conditions, in the presence of a
large number of disturbing influences and
environmental noise; Stator

— under operating conditions it is
necessary to provide reliable and efficient
diagnostics of the motor condition.

For evaluation of air gap between rotor and stator of valve-jet engine in [20] it is
suggested to use data of side measurements "input-output" on the basis of which the model in
the form of multidimensional weight functions wy(ty,..., tx) is constructed. The structural
scheme of the input-output experiment organization in the valve-jet engine diagnostics task is
shown in Fig. 2. The input signal x(¢) (input voltage U,) is set by the diagnostic signal
generator DSG, the output signal y(f) (phase current /,, by which the air gap dbetween the
rotor and the stator is estimated) is measured by the recording device RD.

Fig.1. Air gap & between the rotor and
stator of the valve-jet engine.

: .f;(%_

[ i -
| S A DO
(1) |
T ‘ 73 '
I /

Fig. 2. Flowchart of side-measurement organisation in the valve-jet engine diagnostic task.

The valve-jet engine identification in the form of MWF is carried out using the
simulation model of the VREP-57-005 engine (nominal torque — 0.04 Nm, nominal voltage —
24 V, maximum speed — 4000 rpm).

Analytical expressions for MWF of the first w(f) order and diagonal relations of
MWEF of the second order wx(z,?):

R ™

(e—Zaz _e—Zaz) (6)

w, (t) =e ", w, (t,t) =

The training sample in the form of first-order MWF w,(¢) (Fig. 3, a) and diagonal
sections of second-order MWFw,(z,¢) (Fig. 3, b) at various values of air gap 6 are obtained for
various states of valve-jet engine and divided into 3 classes on 100 elements in each class: for
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O¢ [0n, 1.30,] (normal mode — class 4), & (1.35,, 1.65,) (failure mode — class B), 6>9,
(emergency mode — class C), o,—nominal value of air gap 9.

w, (1) wy(4,1)

I _ Cllass A ) I — ClIElSS A
. s c}ass ](_3: 1 LA ---class B
0.8 (% - fn%gls",ference 1 08 £ interference 1
04} 3 04 |}
0 0
04 PP I | | S —
0 04 0.8 1.2 tx107s 0 0.4 0.8 12 tx10;°s

Fig. 3. On the left are first-order MWF w(¢); on the right are diagonal sections of second-
order MWF wy(,¢) at different values of the air gap d (classes 4, B, C).

Information model sampling.
The MWF samples and their sections obtained with step A= 2.5 ms were used for

experimental investigations.

The space of diagnostic features x =(x,,...,x, )' in the form of samples of MWF

diagonal sections W, (f =Tyl —T k) of order £ = 1, 2 with dimension / = 81 samples was

formed.

Evaluation of the features.

Calculation of the primary DO model diagnostic value I: WMF samples w(¢) (Fig. 4,
a) and WMF diagonal sections of the second order wy(z,¢) (Fig. 4, b) is carried out using
criterion (2).

As a result, the resulting vectors of features x' = (x,,...,x, )' , ranked by value /.

1 y g y g ’ ' ' I
0.8} 1 0.8 4
0.6f 1 0.61
0.4 1 04f
02¢ 1 0.2r ‘

ol A | ol al

0 10 20 30 40 50 60 70 80 / 0 10 20 30 40 50 60 70 &0 [
Number of sample /, units Number of sample /, units

Fig. 4. Diagnostic value / of samples according to criterion (3): on the left —the first-order
MWF w;(%); on the right— the second-order WMF diagonal section w;(t,¢).

Feature filtering.
From the elements of the diagnostic features vector x' a subspace x*=(x,.....x,) is

formed by filtering the features with the maximum value index /. The dimension p of the
space X" is chosen so as to ensure a given reliability of diagnosis. In this paper, the reliability
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is estimated by solving the problem of classifying the objects of the examination sample by
the maximum likelihood method [10].

To form a reduced space of diagnostic features, 2 methods are compared: by means of
model samples according to expression (1) and by means of correlation coefficients.

The calculation of diagnostic value I of DO features —samples of MWF of the first
order w(¢) (Fig. 5, a) and diagonal samples of MWF of the second order w,(z,¢) (Fig. 5, b) are
presented in Fig. 5.

1 N o :
|| A
0.8 “ ["U’ 0.8 \
0.6 V “/\/\/\4 0.6f
) 1 \
0.4 W\\A 04 V‘\/
e TSIy
0.2 I 0.2H \
W/ v\vk¥
0 0 s
0 10 20 30 40 50 60 70 80 / 0 10 20 30 40 50 60 70 &0 [

Number of sample /, units

Number of sample /, units

Fig. 5. Correlation coefficient of samples (ANOVA method): on the left -MWF of the first
order w;(#); on the right — diagonal sections of MWF of the second order w(#¢)

In this task, at p = 5, the diagnostic model of valve-jet engine, constructed using the
correlation filtering of features x', provides a given level of diagnostic reliability P = 0.99.

For comparison, the value of each feature / of space x was determined by estimating
the diagnostic reliability P for each count of the first-order MWF (Fig. 5, a) and the diagonal
links of the second-order MWF (Fig. 5, b).

The comparison of the values of the corresponding MWEF models samples (Fig. 4-5)
shows that the diagnostic attributes obtained by filtering based on correlation significantly
coincide with the attributes selected by the classification of the examination sample objects
using the maximum likelihood decisive rule. The computational complexity of obtaining the
result by filtering based on correlation is 6-8 times less than that based on classification
results.

Research of the valve-jet engine diagnostic model under conditions of
interference.

The reliability index P (probability of correct recognition) of forming diagnostic
features spaces is studied: samples x;=f(tx), tui=kAt, k=1, 100f the first order MWF w(¢)
(diagnostic space Y;) and diagonal sections of the second order MWF wy(¢,f) (diagnostic
space Y2). The results of research of diagnostic models reliability P depending on different
measurement errors and interferences of the system response: 0, 3, 5 and 10% are presented in
Fig. 6.

0 0
0 10 20 70 80 I 0 20 30 40 50 60 70 80 /7

Number of sample /. units Number of sample /. units

Fig. 6. Reliability P of samples: on the left— first-order MWF w(¢); on the right— diagonally
sections of second-order MWF w»(1,t).

30 40 50 60 10
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Conclusions

The paper successfully solved the problem of increasing the reliability and speed of
diagnosis of nonlinear dynamic objects by forming diagnostic models while increasing the
dimensionality of describing objects of diagnosis and under conditions of interference.

To achieve the goal a review of diagnostic models building methods. It was found that
filtering methods are computationally more effective.

Analysis of existing methods and recent trends in building diagnostic models allowed
solving the problem of improving the reliability and speed of diagnosis of nonlinear dynamic
objects in the primary space features of large dimensionality from a pragmatic point of view —
to develop a hybrid method of building of diagnostic models. Under such conditions,
application of filtering methods does not provide a given reliability of diagnosis, and it is
difficult to apply wrapping methods because of significant growth of computational
complexity of the problem (the curse of dimensionality).

The method of building a diagnostic features space of nonlinear dynamic objects
based on information models in the form of MWF by applying single-factor and multifactor
correlation analysis as a stage of filtering of features with subsequent enumeration of
combinations of features provides maximum reliability of diagnosis. The use of this approach
can simultaneously provide high reliability of diagnosing objects under a priori uncertainty
through the use of primary information models based on MWF and rapid diagnostic
procedure due to filtering based on a correlation analysis of the diagnostic space. A stepwise
algorithm of the method with the representation of the incoming, outgoing information and
the data model used at each step is given.

The proposed method is tested on the real data of the task of diagnosing a nonlinear
dynamic object — a valve-jet engine. The method demonstrates greater noise immunity of
reliability value than existing methods of constructing diagnostic feature spaces based on the
primary diagnostic model.
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®OPMYBAHHS JIATHOCTUYHNUX MOJEJEN OB’EKTIB 3 L
HEITEPEPBHUMH XAPAKTEPUCTUKAMH HA OCHOBI KOPEJISIIMHOI
OLIIBTPALIII B YMOBAX JI1I 3ABA /]

0.0. ®owmin, O.J]. Pyban

Opecbkuii HaIllOHAILHUH MOJIITEXHIYHUI YHIBEPCHUTET,
npocr. lleBuenka, 1, Oneca, 65044; Ykpaina; fomin@opu.ua

B po0Oorti BupimryeThes 3a1aua moOyIoBH IarHOCTUYHUX MOJEICH i 00'€KTIB HENMIHINHOT
JUHAMIKH 3 HEICPCPBHUME XapaKTEPUCTUKAMU. PO3TISIHYTO MPOOJIEeMH BUKOPUCTAHHS
ICHYIOUMX METOJIB JIarHOCTUKH O3HAYCHHX OO'€KTIB, B TOMY YHCIi, B YMOBax amnpiopHoi
HEBHM3HAYEHOCTi. 3aBagyd OOYMOBJICHI EKCIUTyaTaimi€lo 00’€kTa B IMUPOKOMY Jiama3oHi
30BHIITHIX YMOB 1 HAasBHOCTI BEITHKOI KIJHKOCTI 30YypIOIOYMX BIUIMBIB 1 IEPEIIKO
HaBKOJIMIITHBOTO CepeloBUIla. MeToro poOOTH € MiJBUINCHHS TOCTOBIPHOCTI 1 IIBHIKOMIT
ZiarHOCTYBaHHS HeTlepepBHIX 00’€KTiB B yMOBax [ii 3aBaj. [locTaBieHa MeTa 10CATA€THCS
[UISXOM PO3BHTKY METOIY MOJEIHHOI IarHOCTUKH Ha OCHOBI KOPEJAIIHHHX METOHiB
¢inprpanii o3Hak. HaiOimpmm BaroMi pe3ynpTaTd: 3aIpOIIOHOBAHO TiOPHIHUN MeETOx
(¢opMyBaHHS MiarHOCTHYHHX MOJIEJICH HEMepepBHUX O00’€KTIB IIISXOM ITOCIIIOBHOTO
3acToCyBaHHs (UIBTpaLii O3HAK 3a JOMOMOTO KOPEIAIMHUX METOJIB JJs MOOYIOBU
J1arHOCTUYHOTO IPOCTOPY Ta MOOYIOBU JIarHOCTMYHOI MOJEN METOIOM OOepTaHHS 3
BUKOPHCTaHHSIM MOBHOTO TIepe0opy MAiarHOCTHYHHMX O3HAaK Ta METONy HaWOuIbImIoi
npaspononioHocti. HaBeneHo NOKpOKOBHH —airopuTM (OpPMYyBaHHS —iarHOCTUYHUX
MoJieNiell 3a JOTMOMOTOK 3alpONOHOBAHOTO METOAY. 3HAYCHHS OTPHMAaHHMX pe3yJbTaTiB:
3aCTOCYBAHHS 3alPOMIOHOBAHOTO METOIY MJO3BOJSIE OJHOYACHO 3a0e3MEeYHTH BHUCOKY
JIOCTOBIPHICTh JIIarHOCTYBaHHS OO0'€KTIB B yMOBax /il 3aBaj] 3aBIIKH BHKOPUCTAHHIO
Oe3nepepBHUX iH(POpPMAIIHHIX MoJene i 3a0e3MeYnTH OMEePaTUBHICTh JiarHOCTUIHOL
MIPOLICYPH 3aBIISIKM KOPEIIiiHIHM (inbTparii o3Hak. 3anponoHOBaHUN METO]] alpoOOBaHO
Ha TIPUKIAIl [iarHOCTYBaHHSA HEJIHIHHOTO IUHAMIYHOTO O00'€eKTy 3 HENepepBHUMH
XapaKTCPUCTHKAMH — BEHTHJIBHO-PEAKTHUBHOTO JBUTYHA. [loOymOBaHO MiarHOCTHYHI
MOJeJli Ha OCHOBI KOMOIHYBaHHS KOPEIALIHHMX XapaKTEpPUCTHUK. 3anpoIlOHOBAHO
CIMEHCTBO MIaTHOCTUYHHUX MOJEICH BEHTHJIHHO-PECAKTHBHOTO JIBUTYHA B YMOBax
30ypIOIOYHX BIUIMBIB 1 MEPEIIKO]] HABKOJIHMIIHEOTO CEPEIOBHUINA.

KarouoBi cioBa: HemepepBHI 00’€KTH, MiarHOCTHYHI MOJIeN, PEOYyKLis MoJenei,
KopeJsiiiiHa QinbTpartis.
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PO3POBKA METOAY HEPEJAYI CEKPETHHUX ITOBITOMJIEHb HA BA3I
XEIIYBAHHSA HUPPOBUX AYIAIOPAUJIIB

B.B. 3opino, O.1O. JIebenesa, B.B. Konogoabcbkuii

OpecbKHi HaIlOHAILHHUH MOJIITEXHIYHUI YHIBEPCHUTET,
np. leBuenka, 1, Oneca, 65044, whiteswanhelena@gmail.com

Creranorpagist Ta kpunrtorpadis nepeOyBaloTb Ha MKy PO3BUTKY B Hami jaHi. OpuH 3
BuiB creraHorpadii — xemr-creraHorpadis. lle NpUHIMIIOBO HOBHI HampsMOK B raiysi
nepenadi cexkpeTHoi iHdopmarii. MeTtoau Xem-cteraHorpadii 3acHOBaHI Ha TOMY, IO
3aMicTh BOYJOBYBaHHS CEKpeTHOI iH(opmalii B KOHTEHHEp, MU INEpPelacMO BH3HAUCHY
MTOCITITOBHICTh ITU(PPOBUX CUTHATIB Ta 3a IX XENI-KOJaMHW BiJTHOBIIOEMO ITOBiTOMJICHHSI.
Jlis poboTH 3a JaHWMH TPUHIMITAMH 33a3BUYail BUKOPUCTOBYIOTH ITU(PPOBI 300paXkeHHSI.
[IpoTe nndposi aymio-aian 3aBasIKH PISHOMAHITHAM cepBicaM Ta MECEH/KepaM CTalOTh
BCE TOMYJBSIPHIIIUM METOJOM Tepenadi iHpopmariii. ToMy akTyaJbHOIO € po3poOKa
METOJIB XelI-cTeranorpadii, 3aCHOBaHUX Ha BUKOPHCTaHHI aynio-CHUrHamiB. MeToro aaHoi
pobotu € migBHUIeHHS €()EeKTUBHOCTI Nepenavyi CEKPETHOTO IOBIIOMIICHHS MUISXOM
Moaudikamii Merona xem-creranorpadii. Jlanuit MeTos He BUKOPHCTOBYE BOYZOBYBaHHS
nonaTkoBoi iH(popmManii B ayxmiogaiin sk xKoHTeliHep. B naHoMy MeToai 3anporoHOBaHO
BUKOPHCTOBYBAaTH XeNI-KOJX (naji Xemr), OTpUMaHMid 3 ayamiodaimiB i 1oOynoBH
CTEraHONOBIIOMJICHHA. AJile TIpW Tepemadi Ta KOHBepTamii aymaiodailyiiB MOXKIMBE
MTOPYIICHHS IUTICHOCTI 1X XEMI-KOTy Yepe3 MOKIINBI BTpATH SAKOCTi i mrymu. Lle Mmoxke cratn
MIePEIKO 00 MPH BCTAHOBIIEHH] BiMOBITHOCTI OTpUMaHuX (HaliIiB Ta X XemI-KOdiB Ta MPH
BIIHOBJICHHI CEKpPETHOTro ToBimomiieHHA. OJMH 3 TOMYJSIPHUX CEpBICiB imeHTH(iKaIlil
aymio-¢ainiB — mnporpamHmii gomatok Shazam. J[lomatok Shazam no3Bonsie BipHO
ineHTH(diKyBaTH aymio-TpEKW HaBiTh 3a HAsSBHOCTI IIyMiB, CTOPOHHIX 3BYKiB TOIIO.
Po3rissHeMO OCHOBHI KpOKM JIaHOTO JITOPUTMY JJisl BUKOPHCTaHHS iX HpPU OTpPUMaHHI
CTIMKMX JIO0 aTaK Xem-KOJiB aynio-curHailiB. J[aHWi alroputM nae 3MOry NpeNCTaBUTH
aynio y BUDIAAl Habopy 0co0OBMX TOYOK, sKi gani metonoM MDS meperBoproloThes Ha
XeIMI-KOJH. 3 JaHUX XEII-KOJIiB BiJIHOBIIOIOTHCS CEKPETHI MOBIIOMIICHHS MIiCIS OTPHUMAaHHS
BU3HAYCHOI ITOCITIJOBHOCTI ay/io-curHaiiB. Po3poOieHnii anroputm He Mae aHAJIOTIB JUIs
MOPIBHSHHS, IIPOTE € CTIMKKUM JI0 aTax.

KurouoBi ciioBa: xemni-creranorpadis, aymio-daiin, Xem-Kko/.
Beryn

Iadopwmariitina Gesrnexka B Haml 4ac — OCOOJIMBO TOCTpa Ta akTyallbHa Mpolsema.
[ndopmaTu3aliss cycniibCcTBa cAra€ TakMX MaciuTadiB, 10 Ba)KKO 3HAUTH Taly3b JIIOJCHKOL
TISITBHOCTI, e 0 He BUKOPUCTOBYBAJIM B TOMY YH 1HIIOMY 00CS31 €IEKTPOHHY 1H(POPMAIIITO.
Pazom 3 M MeTOAM HECAHKI[IOHOBAHOTO JOCTYMY JIO i€l iHpopMaIllii, MeToau Moaudikarii
Ta 3HUIICHHS ii TAKOX PO3BHBAIOTHCS JIyXe IMBUIKO. Ha 3aMiHy MOPTaTUBHIM KOMIT I0Tepam
MIBUJKO 1IyTh Cy4YacHi CMapTOHHU, sKI 4YacTO € OUIbII TMOTY)KHUMH 32 TEXHIYHHUMH
napameTpamu, HiX Jeski kKoM totepu. Lle mo3Bossie B Oyab-sKUii MOMEHT MaTH JOCTYII JI0
neBHOi iH(popMalii, abo MaTH 3MOTy <«3JamMaTh» 3aXUCT I1HQOpMaLIHHOI CHUCTEeMH Ta
nopymuTH iHpopMarliiHy O0e3nexky. Hacmiaku nux i MOXyTh OyTH SIK HE3HAYHUMH, TaK 1
katactpodiuaumu. CHTyallis 3aroCTpIOEThCS 1€ W Yepe3 MOXJIMBICTh TpAIfOBaTH 3
BEJIMKMMHU MacuBaMH iH(opMallii Ta repeaaBaTu 110 iHGopMalliro B Mepexkax. Y CydacHOMY
CBITI mepenada BENUKOro o0cary iHpopmaiii € HOPMOIO 3aBASKH BEJHKIH TNPOIMYCKHIH
CITPOMOYKHOCTI KaHaJiB 3B's3Ky. OKpiM IIOTO, B MEBHUX Taly3sSX BHHUKAE HEOOXIAHICTH
nepeaaBaTu cekpeTHy abo xoHpineHmiiHy iHGopMmarito. Taky iHpopMalio SK TpaBUIIO HE
MepearoTh BIUAKPUTO, IS TIepenadl BUKOPHCTOBYIOTh 3aKpHUTI KaHalW 3B 53Ky, abo
nepesaTh iHpopMallio y 3amudpoBaHoMy BUTIIsIAL. [ mepenadi CEKpeTHUX MOBiTOMIICHB

136



IHOOPMATHUKA TA MATEMATHUYHI METOZI1 B MOJIEJIFOBAHHI = 2020 = Tom 10, Ne 3-4

BUKOPUCTOBYIOTh KpumnrTorpadito, creraHorpadito Ta KOMOIHAWil0 THX 1 IHIIMX METOJIB.
CyuyacHi kpunrtorpadiydai MeTonu € Jyke HaliiHuMH. EQekTuBHICTH KpunTorpadiqHux
QITOPUTMIB BU3HAYAETHCS JOBXKHUHOIO Kitoya. CyyacHa TexHika Ta iH(popMalliifHi TeXHOIOTii
JIO3BOJISIIOTh 3pOOMTH KJIFOY HACTIIBKHM JOBTHUM, IO MiAIOpaTH KIItOY 3aiiMaTHMe 3a0arato
yacy. Cam 371aM BTpaya€ CBOIO aKTyalbHICTh 4epe3 4acoBi BUTpaTH Ha mporec. [Ipote
kpunrorpadiss Mae 1 cBoi Hemosiku. [Ipu BukopucTanHi Kpunrorpadii B YMCTOMY BHIJISAL
3amuQpoBaHi MOBIJOMJICHHS MPUBEPTAIOTH yBary. I xou po3mudpyBaTu MOBIIOMIECHHS, HE
Marouu KJIK04a, BKpail BaKKo, a00, HaBITh, HEMOKJIMBO, aje€ caM KaHal 3B’SI3Ky MOXe OyTH
PO3CEKpEUEHO.

Ha 3miny kpunrorpadgiuaumm metogam npuinuin creranorpadivyai. Creranorpadis
TaKOXX TMepefae 3amudpoBaHe IOBIAOMIEHHS, NMPOTE L€ MOBIIOMIICHHS BOYIOBYIOTH Yy
KoHTelHep (mmdpoBe Bigeo, aymio, 1udpoBe 300paxkeHHs Tomo). I[lpu mnepemaui
CTETaHOIOBIIOMJICHHS caMi KOHTeHHEpH He NMPHBEPTAaIOTh yBaru. Ase i creraHorpadis mae
Henoniku. [Ipu BUKOpUCTaHHI CTeraHorpadpidyHUX METOMIB 3aBXKIW TOCTA€ THUTAHHS TPO
NPOMYCKHY CIIPOMOKHICTh CUTHAIY-KOHTEHHEpY Ta IMpO CTiHKICTh MeToAa 1o aTak. Kpim
TOTO, ChOTO/[HI YaCTO BUKOPHUCTOBYIOTHh TOPUIHI METONU — y cTeraHorpadiuHuii KOHTEHHED
BOYZOBYIOTh IOBIIOMIJICHHS, 3alIU(ppOBaHe KPUMNTOTPapiuHUM aNropuTMOM. TakuM YHHOM
3HAYHO MIABUIIYETHCA €(DEKTUBHICTh 3aCEKpPEUyBaHHs. AJie 1 HEJIOJNIKH Y TIOPUIHUX METO/IB
Taki cami, K 1 B KpunrorpadiqyHuxX Ta cTeraHorpadiuHux.

Onnak CchOTOJHI € ajmbTapHATHBA, Xeml-cTeraHorpadis. Xemi-creraHorpadis —
nepegavya MOBIAOMIICHHSI Y BHUTJISAL MOCHTIIOBHOCTI IMUGPOBHUX (aillliB, Xem-KOAH SKHX B
pe3ynbTaTi aHamizy (GopMyrOTh TOBITOMIICHHS. TakuM dYMHOM, He Tpeba BOYIOBYBaTH
noJaTKoBy iH(opMmartito B koHTeitHep. [locniioBHICTh KOHTEHHEpIB — 11€ 1 € iH(hopMaIlis.

VY BigkpuTOMy JIpyii HE 3HAHIEHO pPOOIT Ta MOCHIaHb HAa BUKOPUCTAHHS aymio-
curHaniB y xeur-creraHorpagii. Llugposi 300pakeHHsT — 3py4HHN Ta J00pe IOCITiIKEHHH
BapianT. OcCkinpku aymiodaiiii € OJHMM 3 OCHOBHHX (opMmaTiB MaHMX I Tmepenadi
iH(popMarlii B OCTaHHI POKH, IUTAaHHS MPUXOBYBaHHs iH(popMalii B ayaiodaiin HabyBae Bce
OumbIIOi  akTyanmbHOCTI. ICHye 0e€37i4 cepBiciB, IO HAIalTh JIIOASIM MOXIUBICTh
IPOCITyXOBYBATH 1 3aBaHTaXyBaTH ayniodaiinn pi3HUX (QopmMaTiB i SKOCTI, a TaKOXK Jenani
MOMYJISPHIIIIAM CTa€ CIOCIO CHUIKYBaHHS TOJOCOBUMH TIOBIJOMIICHHSIMH. Yce Iie pOOUTh
aKTyaJbHHUM JOCIHI/DKEHHS ayaio-(aiiaiB 1js nepenadi CEeKpeTHUX MOB1IOMIICHb.

Mera pmaHoi poboTm — TIABUIIEHHS €(EKTUBHOCTI TMepeaavyi  CEeKpEeTHOTo
MOBIIOMJICHHSI IUTSIXOM MOAMdiKkaIlii MeTo1a Xem-creranorpadii.

3apa3 xemni-creraHorpadisi TUIBKHM TMOYWHAE CBI PO3BUTOK. Y BIIKPUTOMY APYII
3HaiIeHO poOOTH PO BOYOBYBAaHHS 10AaTKOBOI iH(popmarlii B 1iupoBi 300paskeHHS: METO/I
MOJIOJIIIIOTO 3HAYYIIOTO 0iTa, MeTo ] (ha30BOr0 KOAYBaHHS, METOAHM PO3IIUPEHHS criekTpa [1],
IPOTE PIJKO 3rajJyloThCs METOIU Xell-creraHorpadii, 3acHOBaHI Ha BUKOPUCTAaHHI ayJio-
CUTHAJIIB.

KonyBanus meromom Momonmoro 3Hauymoro Oita (LSB) — nHaifmpoctimmii crioci®
BOyayBatu iHGopMmarlito B nudpoBuii aymaio-daitn [2]. 3aMiHIOIOUA MOJOIIHNN OIT KOXKHOI
TOYKM BHOIpPKH JBIMKOBMM IOBiOMIIEHHSM KoayBaHHA LSB no3Bosse BOynyBaTu BeTUKUI
o6csar manux. OmHAaK B AeSKMX peanmizaiisx koayBaHHs LSB nBa momoammx Oita BHOIpKH
3aMIHIOIOTBCS JIBOMa OiTamu moBigomiieHHs. Lle 30iabinye oOcsr naHux, ski MOXYTb OyTH
3aK0J/I0BaHI, ajie¢ TaKOXK 301IbIIYy€E KITBKICTh Pe3yabTYIOUOro mymy B (aiin-konterinep. Came
yepe3 mym Metoau LSB e Hectiiikumu 10 BCiX BHUJIIB aTak, a BUsBiIeHHS LSB-komoBaHoro
CUTHATY 3JIMCHIOETHCS 32 aHOMAJBHUMH XapaKTEPUCTHKAM PO3IMOAUTY 3HAUYCHb Jiala3oHy
monmoamux OiTiB  [3]. TomoBHOIO mepeBaroro MeToay KoayBaHHs LSB € Husbka
00UYHnCTIOBAJIBHA CKJIAIHICTh aJTOPUTMY, B TOM Yac SIK MOTO OCHOBHHMM HEIOJIKOM € T€, IO
pa3oM 3 TUM, SIK 30UTBIIYETHCS KITBKICTh BUKOPHUCTOBYBAHUX HAMMEHIIMX 3HAUYIIUX OiTiB,
30UTBITYEThCS W IIAHC BUSBICHHS 3aCTOCYBAHHS I[OTO METOY.

da3oBe KOAYyBaHHS BHpIIIye HEJOMIKM IIYMOBUX METOJIB ayniocreranorpadii. Take
KOJIyBaHHSI CITUPAEThCSA HA TOW (akT, 1Mo (Pa3oBI KOMIIOHEHTH 3BYKY HE TaK BITUYTHI JIS
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JFO/ICBKOTO BYXa, SIK IIyM. 3aMiCTh TOTO, 11100 BBOJUTH CIIOTBOPEHHS, L€ METO/ KOJay€e OiTH
MOBIIOMJICHHST SIK (Da3oBi 3cyBU y (a30oBOMYy CHEKTpi IM(POBOTO CHUTHATY, TOCSATAIOYH
HEYyTHOTO KOJYBaHHS 3 TOYKM 30pYy BiJHOWIEHHS CHTHAIY 10 chnpuiiMaHoro mymy. Llei
MeToa Mae Oarato repear nepen LSB-komyBaHHSIM, HaWTOJIOBHIIIA 13 SKUX € HE BUSBIISTHHS
JUTSL JTFOJICKKOTO ByXa. SIK 1 BCi METOAM, OMHCaHi O I[bOTO Yacy, WOro ciadKicTh BCe IIe
noJisira€ B HEJOCTAaTHIM CTIMKOCTI 0 3MiH B aymio-dainax. bymap-ska okpema 3ByKOBa
orepauis abo 3MiHAa JaHUX MpHU3Bene OO0 CHOTBOpeHHS iHdopmamii Ta 3amobiraHHs il
OTPUMAHHIO.

B aynio-creranorpadii MeTon po3IIMpPEHOro CIEKTPY BUKOPHUCTOBYE IJs mepenadi
CEKPETHUX BIJJOMOCTEH YaCTOTHHM CIEKTp 3BYKOBOTO curHamy. IIpore, Ha BIiAMIHY BIiJ
merony LSB, MeTos po3MIMpPEHOro CHeKTpy IMOIIMPIOE CEKPEeTHY iH(OpMaIlilo MO CHEKTpy
YacTOT 3BYKOBOTO (haiiily, BUKOPUCTOBYIOUM KOJ, KOTPHH HE 3aJIeKUTh BiJ (PAaKTHIHOTO
curHany. B pe3ynbTari KiHIEBHI CHTHaJl Ma€ BHUCOKHH pIBEHb CTIHKOCTI 0 aTak, MpOTe
3aiiMae CMyTy MPOMYCKaHHS, SIKa pPO3MIpOM OUIbIIe, Hi>K HEOOX1THUM po3MIp IS Tepeaadi.

B poboti [4] omucano meroxn xemi-creraHorpadii, 3aCHOBaHUN Ha BUKOPUCTAHHI
nudpoBux 300pakeHb. B OCHOBI [aHOTO METOAY JIEKHUTh BHUKOPUCTAHHS XEII-KOMIIB
300paxkeHHsT A7 (OPMYBAaHHS TMOCIITOBHOCTI 300pakeHb, KOKHE 3 SKHUX BiAMOBIIAIOTH
MEBHOMY CUMBOJTY CEKPETHOTO MOBiToMJIeHHS (puc.1).

F O R

ASCII encoding :)

0x66 Ox6f 0x72 Ox6d

Identical image

Puc. 1. KonyBaHHs OBiIOMJICHHS

Xem-koau € qyXe YyTIMBHUMU A0 Oynb-sKuX 3MiH iHpopmamii. Llg ix BiacTuBicTh
MOXX€ CTaTH TEPEIIKOJOI TMPU Tepenadl CEeKPEeTHUX TOBIAOMIIEHb, a/PKe TMpH mepenadi
iH(popMarlii KaHaIaMu 3B’A3KYy TaK YM 1HAKIIE€ BUHUKAIOTH IIyMU AUCKpeTH3auii Tomo. Tomy
B p0oOOTI OMKUCAHO AITOPUTM MOAM(IKaIli BAKOPUCTOBYBAaHHUX (paililiB mepea OOUMCICHHIM X
XENI-KOAIB TaKUM YHHOM, 100 BOHU OynmH CTiMKuMH 10 artak. OmucaHuii METOJ B3SITO 3a
OCHOBY B JaHIii poOOTi. Moro mocmimkeno Ha nupoBUX 300paKEHHAX, TAHUM METOJ Mae
BUCOKY ©€()eKTHUBHICTh BIJHOBJCHHS IOBIIOMJIEHb HaBITh IICJIS 3aCTOCYBAaHHS aTak [0
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nosiomneHHs. Ilpore mnpoBepeMo HOCHIIKEHHS Ha TpPEAMET BHUKOPUCTAHHS 3aMiCTb
udpoBux 300pakeHb ayaio-(aiiis.

OcHOBHA YacTHHA

Ha BigMiHy Bix mepepaxoBaHHMX BHUIIE METOMIB, JTaHWUM METOJ HE BUKOPHCTOBYE
BOYZOBYBaHHs J10J1IaTKOBOI iH(opMmarii B ayaiodaiis sk KOHTEHHEep y 3BUYHOMY PO3YMiHHI.
[ToBimomMIeHHST TIpEACTABIsIE COOOI0 TMOCTIOBHICTh aymio (aimiB, XEHI-KOIU SIKUX TICTs
NEBHHUX MEPETBOPEHb YTBOPIOIOTH MOBIIOMIICHHS, 1110 TEPEIAETHCS.

B nmamomy Meroal 3amporOHOBaHO BHUKOPHUCTOBYBAaTH Xe€II-KOA (mami  Xxer),
OTpUMaHui 3 ayaiodaiiniB A MoOYyJOBH CTETaHOIOBIIOMIICHHS. AJie NpH TIepenadi Ta
KOHBepTalii ayniodaiiiB MOXJIMBE TOPYIICHHS IUTICHOCTI iX XEII-KOIy dYepe3 MOJKJIWBI
BTpaTH sKocTi 1 mymu. Lle Moke CTaTu MepemKkoaol0 NpU BCTAHOBJIECHHI BiAMOBIAHOCTI
OTPUMAaHUX (aiiTiB Ta iX Xem-KOAIB Ta MPHU BiTHOBICHHI CEKPETHOTO MoBigomieHHs. OuH 3
HOMYJSIPHUX CepBiciB imeHTuikamii aynio-haitnis — nporpamumii fonatok Shazam. Jlonatok
Shazam nmo3BoJisie BipHO i1eHTHU(DIKYBATH ay/1i0-TPEKH HABITh 32 HAIBHOCTI IIYMiB, CTOPOHHIX
3BYKIB TOIIO. PO3INITHEMO OCHOBHI KPOKM JIaHOTO aJTOPUTMY JUIsl BUKOPUCTaHHS iX MpH
OTPUMaHHI CTIMKHX J0 aTakK XeI-KOIiB ay/110-CUTHAIIIB.

1) IMonepenab0 HEOOX1MHO CTBOPUTH 0a3y AaHUX 13 3pa3KiB ayaio-(aiiiis. s mporo
Oyne BUKOpUCTaHO MikpodoH TenedoHy, UM aymio-TapHITYpH, MIAKIOYEHOT 10
MEPCOHAILHOTO KOMIT FOTEPY.

2) 3unTyBaHHS Ta aHAJI3 JaHUX ayAio-3pa3kiB y OaiT-macusi. [l Bizyamizamii JaHUX
OaiiT-MacuB BiOOpa3uMo y BUIIIAI JIiHIHHOTO Tpadika (puc. 2).

Puc. 2. Bizyanizaiis oTpuMaHux JaHUX

i mani 3a3BUuail HA3UBAIOThH YaCOBOKO obOsacTio. IIpencraBiieHHs 3ByKOBOTO (haiiily B
TAaKOMY BHIJIAZI JO3BOJSIE TPOBOJUTH MOro aHali3 y BiAHOIIEHHI 10 dacy [4]. Ame
OTPUMAaHHS IUX JIaHUX € JIMIIe TodaTtkoMm, 0o 1y anroputMmy Shazam € HeoOXigHUM
OTPUMAaHHS CIIEKTPAILHOTO aHaJIi3y 3aMiCTh MPSMUX JaHUX YacoBOi 00JacTi.

3) CnekrpanpHuid aHamiz. Ha manomy erami 10 ¢aiiay 3aCTOCOBYIOTh JTUCKPETHE
neperBopeHHss Dyp’e, M0 MEPETBOPHUTH JaHI ¢ 4acoBOi oOnacti B yacToTHy. Komm nani
MEePETBOPIOIOTHCS B YACTOTHY 00JIaCTh, BTpAvYa€ThCs KOXKHUN OiT iHpOopMaIii po dac. Takum
YUHOM, OTPUMYETHCS BEJIMYMHA BCIX YacToT, aie Oe3 iHdopMmallii mpo Te, KOIU BOHH
3’ aBISIIOTBCS. [ BupimeHHs 1€l mpoOseMu JaHi PO3MOAUISIOTECS Ha CETMEHTH Ta
MIEPETBOPIOIOTHCS Y IIUX CETMEHTAaX MO OJHOMY. 3aB/SKH I[bOMY MOKHA BH3HAYHTH JIaHI BCIX
4acTOT Ha YTBOPEHOMY CETMEHTI.
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4) BuzHaueHHs KJIIOUYOBHX TOYOK B ayaiodaini Ta 30epexeHHs iX y BHIVIAII Xell-
koxay. Jlms KokHOT JMiHIT CHEKTPAJIbHOTO aHami3y OOHMpalOThCSd TOYKH 3 HAWOUIBIION
BEJIMYMHOIO 13 TIEBHOTO Jiana3zony (puc. 3).

Puc. 3. OTpuMaHHs KIIOYOBUX TOUYOK aynio-ailiry

5) OrpumaHHS «30BHIIIHIX» ayniodaiiiiB Ta MOpPIBHAHHA iX 3 ICHyIOUMMH y 0as3i
JaHUX 3a JOTIOMOTO OTPUMAHMX KIFOYOBHUX TOYOK.

Po3rnsiHeMO MOXKIUBICTh 3aCTOCYBaHHS JAaHOTO AITOPUTMY 3 METOI MepeaaTu
CEeKpeTHE TIOBIJJOMJICHHSI dYepe3 TMOCTiAOBHICTh aymio-¢ainiB. CTBopuMo 0azy maHHX 3
aymiodailliB 1 OTpUMAaHUX 3 HUX Xeml-kofiB. J[ist 6a3u maHuMX HEOOXiJHA BENUKA KiTbKICTh
yHiKaJIbHHUX ayaiodaiinie. Xenr-ko ayaiodaiiiiB OTpUMyeEMO HACTYITHUM YHHOM.

1. 3a nmomomororo anroputMy Shazam OTPHUMYEMO KIIOUOBI TOUKH ayaio-daiiy,
3HAYCHHSI SIKUX TEPEeBENIEMO Y THI IMUIUX Yrcel. Jlami il mocaiJOBHOCTI OTPUMAHUX YHCEI
00YMCINMO XeHI-KOJ 3a JONOMOror anroputMy MDS. OgHOMy CHUMBONY MOBIIOMIICHHS
MOCTAaBUMO Y BIIMOBIIHICTh YOTHPHU 3pa3KH ayaio-CUTHaNIB TakuM duHOM, 1100 ASCII-kox
CHUMBOJY IMOBIJIOMJICHHS CHIBIaJaB 3 JBOMA MEPIIUMH CHMBOJAMHU XEII-KOJIB ayaiodaiinis

(puc. 4).

JJ

WAV

WAV

i ;\

Puc. 4. Cxema BiIIOBITHOCT «CHMBOJI-ay110%»

2. IleperBoproemo Hamie nosigomieHHsT Yy ASCII-nocnioBHICTh Ta MOAUTIEMO i Ha
PiBHI YaCTHHHU TIO JBa CUMBOJIH.

3. Koxniit mapi cumBomniB ASCII-mocaigoBHOCTI CTaBUMO Y BiJIMTOBIIHICTH aymdio-
daitn. OTpuMaeMo MOCHITOBHICTh ayaio-(aiiiiB, M0 € KOHTEWHEPOM CTETaHOIMOBIJOMIICHHS
Ta TOTOBA JI0 Mepeaadi.

4. Tlicnst oTpUMaHHS MOCIIAOBHOCTI ay/io-¢pailsliB ofep)KyBay 3arucye y psi mepiii
JIBa CUMBOJIM 3 XENI-KOAIB (aiiiB, B pe3yiabTaTi yoro orpumye ASCII-nociioBHICTh, KOTPY
HEOOXiJTHO TIEPEeBECTH B TEKCT JJIsi OTPUMAaHHS OPUTTHAILHOTO TTOBIJOMJICHHS.

BucHoBkHu
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B poGoti mpencraBieHo MeTo Xemi-cTteraHorpadii, 3aCHOBaHM Ha BUKOPHCTaHHI
XeI-KOJiB IHU(PPOBUX ayAio-CUTHaNiB. AJTOPUTM JaHOTO METOAYy € CTiHKuM [0
PI3HOMAaHITHUX BHJIIB aTaK Ta HA JJaHWW 4Yac HE Ma€ aHajoriB Iy mopiBHsAHHA. [lomanpmri
3YCHJUISL aBTOPIB CIPSMOBAHO HA JTOCIIHKEHHS MOXKIIMBOCTEH TaHOTO METOY Ta MiBUIIICHHS
1oro e(heKTUBHOCTI.

Cnucok Jjiteparypu

1. Usanenko B.I'., [TuBomenko S.M. Crioco6 3amuThl aBTOPCKOTO MpaBa Ha ayauo
CHUTHAJIbBl OCHOBaHHBI HAa MAKETHOM BEWUBIET-IAEKOMIIO3UMLMU. bezonacnocmo
unghopmayuonnvix mexuonoeuti. 2013. Ne 1. C. 72-74.

2. Roy S., Manasmita M. A novel approach to format-based test stegonography,
International conference on communication computing and security, ICCCS
2011, Proceedings by ACM, Odisha,India. P.511-516

3. T'pubynun B.I'., OxoB WU.H., Typunnes N.B. lludporas creranorpadus. M.:
Conon-Ilpecc, 2002. 272 c.

4. boxonrko M.B., 3opino B.B. Moaudikaris merony xem-cteranorpadii. VII
Miscnapoona maykogo-npakxmuuna inmepuem-kougepenyia «Cyuacnuii pyx
Haykuy, 6-7 uepBusa 2019 p. duinpo, 2019. C.605-608.

DEVELOPMENT OF A METHOD FOR TRANSMITTING SECRET MESSAGES
BASED ON HASHING OF DIGITAL AUDIO FILES

V.V. Zorilo, O.Yu. Lebedeva, V.V. Konofolskyi

Odessa National Polytechnic University,
1, Shevchenko Ave, Odessa, 65044, Ukraine, whiteswanhelena@gmail.com

Steganography and cryptography are at their peak these days. One of the types of
steganography is hash steganography. This is a fundamentally new direction in the
transmission of secret information. Hash steganography methods are based on the fact that
instead of embedding secret information into a container, we transmit a specific sequence
of digital signals and recover messages from their hash codes. Digital images are
commonly used for these principles to work. However, digital audio files, thanks to the
many services and messengers, are becoming an increasingly popular method of
transferring information. Therefore, the development of hash steganography methods based
on the use of audio signals is urgent. The aim of this work is to improve the efficiency of
transmission of a secret message by modifying the hash steganography method. In this
paper, the Shazam's algorithm is used to obtain hash codes of a digital audio signals that
are resistant to attacks and file transformations. this method does not use embedding
additional information in the audio file as a container. In this method, it is proposed to use a
hash code (hereinafter the hash) obtained from audio files to build a stegan message. But
when transferring and converting audio files, the integrity of their hash code may be
compromised due to possible loss of quality and noise. This can interfere with matching
files and hash codes and restoring the secret message. One of the popular audio file
identification services is the Shazam software application. Shazam allows you to correctly
identify audio tracks, even in the presence of noise, extraneous sounds and more. Consider
the main steps of this algorithm for their use in obtaining attack-resistant hash codes of
audio signals. This algorithm allows representing audio as a set of special points, which are
then converted into hash codes using the MD5 method. Secret messages are recovered from
these hash codes after receiving a specific sequence of audio signals. The developed
algorithm has no analogues for comparison, but it is resistant to attacks.

Keywords: hash-steganography, audio-file, hash-code.
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ABTOMATH30BAHA CUCTEMA YITPABJIIHHS ITOTYKHICTIO
KOMBIHOBAHOI TEIUIO®IKAIIIMHOI YCTAHOBKH

KOTE’KHOI'O BYAUHKY

T.M. Knsab6ina, K.B. beriios

Opnecbkuil HallOHAIbHUM MO TEXHIYHUN YHIBEPCUTET
65044, Opneca, nip. IleBuenka, 1, beglov.kv@opu.ua

B crarTi po3mIsIHYTO aBTOMAaTH30BaHy CUCTEMY YHPaBIiHHS MOTYXHICTIO KOMOIHOBAHOIO
TemnodikaniiHO0 YCTaHOBKOIO, SIKa CKJIAAE€THCS 3 FA30BOr0O KOTJA, €AEKTPUYHOrO KOT/Ia Ta
TEIJIOBOIO HAcOoCy. BUKOpHCTaHO MaTeMaTUuHy MOJENb, B SIKill BPaXOBY€TbCs 3aJIEXHICTD
BUTPAT Ha BUPOOHULTBO TEIUIOBOI €HEPril Bij BapTOCTi NMEPBUHHUX E€HEPrOHOCIiB, TOOTO
IOPUPOIHOro rasy Ta eleKrpoeHeprii. Il Mozmenb BUKOPUCTOBYETbCA MUl BU3HAUYEHHS
HaWKpaIoro cnocody po3MnoiieHHs HaBAHTKEHHS MK JXKepesaMu TEIJIOBOI eHeprii, sKi
IOpPaLIOIOTh HAa 3arajbHOro CHOXKUBaya. Bu3HaueHO NiNbOBY (YHKUiIO, I IOLIYKY
MiHIMYMY SIKOI BUKOPUCTaHO MoAM(iKOBaHUI cHIuieke MeTol. OCOOIMBICTIO JOCIIPKEHHS
€ MOJE/IIOBaHHA 00JIaJHAHHA SIK JUHAMiuyHOro 00’exTa ynpasiinHs. [Ipyu oMy mpouenypa
HOIIYKY MiHIMYMYy (yHKUii peaji3oBaHa y BUNIAALI mporpamHoro Qailmy. Ile nosBomse
OLIHUTH Yac MOLIYKY IpU poOOTi Ha peajbHOMY OOJNaJHAHHI, a TAKOXK BHUKOPUCTATH el
baiin I OporpaMyBaHHS INPOMUCIOBOIO KOHTponepa. MeTor ympaBIiHHS —CTae
HiATPUMKA ONTUMAJILHOTO CIiBBLIHOIIEHHSA B CUCTEMI MiX MaKCHUMAalbHO e(EeKTHBHICTIO
BUKOPHUCTOBYBAHOI'O YCTaTKyBaHHS 1 MIHIMyMOM BapTOCTI BUTPAU€HUX PECYpCiB IpU
3a/1aHiil SIKOCTI yNpaBiliHHA. 3 PO3BUTKOM TEXHIYHUX 3acO0iB aBTOMATH3alii Ta IIMPOKUM
BUKOPUCTaHHAM LUGPOBUX KOHTpONEpiB Uil OO’€KTIB KEpyBaHHS 3 HEBEIMKUM
iHpOopMaLliiHUM HaBaHTAXEHHAM, TaKUX HAlpUKIAl SK I1HIUBIIyalbHI OIAJIIOBAJIbHI
KOTE€JbHI, PO3yMHI OyIMHKU TOLIO, 3 SIBIIETHCS MOXIIMBICTD BUKOPHUCTOBYBATH JOCHTh
CKJaJHI METOIU KEepyBaHHA, a caMe ONTHMallbHEe KepyBaHHsS. binbpll TOro, MoxHa
PO3MIAHYTU HOBUH MiAXiJ A0 YHpPaBIiHHS TEXHIYHUMU CTPYKTypaMu HeE JHIIE 3a
napameTpamMM, ane 1 IO CTPYKTYpli B3a€EMO3aMIHHOIO YCTaTKyBaHHS CHCTEMH, SKE
BIZIPI3HSETbCA CBOEIO HaJiiHicTIO, edekTuBHICTIO 1 BapricTio. ToMmy mnpoBeneHO
JIOCIILIPKEHHSI aBTOMATU30BAHOI CUCTEMU KEPYBaHHS, SIKA 103BONUTH 3MEHIIUTU BUTPATU Ha
OIAJIEHHs KOTEKHOro OYyJMHKY 3a PAaxXyHOK HAaHOLIbII pPaliOHAaNbHOIO PO3HOALICHHS
HABaHTa)KCHHs MK €JIeMEHTaMH yYCTaHOBKH, SIKa BUPOOJII€ TEIIIOBY €HEPIiO.

KonrouoBi cioBa: kepyBaHHs, KOMOIHOBaHE JKEPENIO SHEprii, HaBaHTa)XEHHS, ONTUMi3aLlis,
CHMILIIEKC METOJ

Beryn

Bin cydacaux ACYTII ouwikyloTh HaailiHy aJanTaiilo 70 3MIiHH CEpeIOBHINA iX
BUKODHCTaHHS 3a BIJCYTHOCTI a00 3 MiHIMAJIBHUM BTPYYaHHSM oOIlleparopa TpH IX
¢yaxmionyBanHi. CydacHWil piB€Hb PO3BUTKY TEOpii ONTHMAIBFHOTO YHNPABIIHHSA Ta TEOpii
amantuBHUX ACY J103BOJII€ PO3NISHYTH HOBUH MiAXiT JO VYIOPABIIHHA TEXHIYHUMH
CTPYKTypaMu HE JIIIE 3a MTapaMeTpaMu, ajie i M0 CTPYKTYpi B3a€EMO3aMiHHOTO YCTaTKyBaHHS
CHCTEMH, SIKE BIIPI3HIETHCS CBOEIO HAMIIHHICTIO, €(DEeKTUBHICTIO 1 BAPTICTIO.

B HuHIMHIA yac akTUBHO BEAYTHCS JOCIIIKEHHS CUCTEM KepyBaHHS SIKi JIO3BOJISIOTH
3MIHIOBaTH CTPYKTYpY O0’€KTa KepyBaHHS B 3aJIe)KHOCTI BiJI TEXHOJOTIYHHX MOTped abo
EKOHOMIYHUX MOKAa3HUKIB POOOTH TaKUX 00’ €KTIB.

MeToto K YINpaBIiHHS CTAa€ MATPUMKA ONTUMAIBHOTO CHIBBIIHOIICHHS B CHCTEMI
MDK MaKCHMAaJIbHOIO €(PEKTUBHICTIO BUKOPHUCTOBYBAHOTO YCTATKyBAaHHS 1 MiHIMyMOM BapTOCTi
BUTPAYEHUX PECYPCIB MPH 3aJaHill SKOCTI YIpaBIiHHS.
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3 pPO3BUTKOM TEXHIYHMX 3acO0iB aBTOMaTH3alii Ta IIMPOKUM BHUKOPHCTAHHIM
mUppOBUX KOHTPOJIEpiB Uit  OO’€KTIB KepyBaHHS 3 HEBEIHKHM iH(popMariiHum
HaBaHTAKEHHSIM, TAaKUX HANPUKIA] SK IHIWBIAYyalbHI OMAIOBAJIbHI KOTENBHI, pPO3yMHI
OyIMHKH TOMIO, 3’SIBISETHCS MOXJIMBICTh BHKOPHCTOBYBAaTH JIOCHTH CKJIAQIHI METOAH
KepyBaHHS, a CaMe ONTUMAaJIbHE KepyBaHHS.

Tomy BapTO mNpOBECTH IOCTIIKEHHS aBTOMAaTH30BAaHOI CHCTEMH KEpyBaHHS sKa
JI03BOJIUTh 3MEHIIMTH BUTPATH HAa OMAJICHHSA KOTEIKHOTO OYIWHKY 332 paxyHOK HaiOimbII
paIioHAIBHOTO PO3IMOIUICHHS HAaBaHTAKEHHS MK €JIEeMEHTaMH YCTAaHOBKH, sIKa BUPOOIIiE
TETUIOBY €HEpTiio.

AHaJti3 ocTaHHIX J0CaizKeHb i myOsikanii

KnacnuauM MeTOoI0M pO3MONLTY HAaBaHTAKEHHS MK JDKepelaMH TeIJIoBO1 €Heprii,
[0 MPAIIOIOTh HA 3aTAIGHOTO CHOKHUBAYa, SBIIETHCS PO3IOILUT IO HAWMEHIIIOMY BiTHOCHOMY
MPUPOCTY BUTpaATH NanuBa [1]. 3 mpuyuHM CBOET KIIACHYHOCTI, IIed METOJ 3aCTOCOBYIOTH Ha
OaraTrbox eHeproreHepyrouux nianpueMcrsax (korensHux, TELl, TEC), MmogudikoBanuit ms
peamzanii B cydacaux ACY TII. Ane 3HOBY i 3HOBY 3'IBISIFOTBCSI POOOTH, IO JTO3BOJISTIOTH
MiBULIATH SKICTH PIllIeHb 3 aBTOMATHU30BAHOTO YIPaBIiHHA 0OJagHaHHAM. J[0 Takux poOiT
MOJKHA BimHecTH [2, 3, 4].

B pob6ori [2, ¢. 71-77] npoBeneHunid omuc MpOTPaMHOTO 3a0€3MEUYCHHS, IO JO3BOJISE
KepyBaTH DO3IMOJIIOM TEIUIOBOTO Ta EIEKTPHUYHOTO HABAHTAXEHHS MDK ESHEproOIOKaMu.
L{i1b0BO0 (PYHKIIEIO B IIBOMY BUIAIKy OOpaHO MiHIMI3aIlil0 BUTPATH TajHBa B IIJIOMY IO
enekTpocraniii. B skocTi mporpamHoro 3abe3neueHHs BUkopuctoByeThcst SCADA cucrema
Ha 0a3i cygacHUX HU(POBUX OOUMCITIOBATEHUX CHCTEM.

B po6ori [3, c. 25-27] po3mISHYTO METOAWKY BH3HAUYEHHS TOIAWHHOI BUTPATH ITaIHBa
Ha OCHOBI BiTHOCHUX MPUPOCTIB BUTPATH MajuBa OJOKY. J{Jist pilieHHs 3a/1a9i 3aCTO COBYETHCS
9ucIoBI MeroAn. KpuTepieM ONTHMAbHOCTI SBISETBCS yMOBa PIBHOCTI BIIHOCHHUX
MPHUPOCTIB BUTPATH TAJIMBA JJIsI KOTIIB, IO MPAIOIOTh HA PI3HUX MOTYKHOCTSX.

B pobori [4, c. 15-20] mpoBeneHuil aHami3 aNrOPUTMIB ONTHMAJIBHOTO YIPABIIHHS
TEXHOJIOTIYHIMH TIpoliecaMu 1o BinOyBaroThesi Ha eHeprodmokax TEC. BaxiuBum 3 Toukn
30py KepyBaHHsS DI3HOPITHMM OOJNATHAHHSIM € BHCHOBOK, IO 3 KEPYBAaTH EKOHOMIYHICTIO
TEXHOJIOTIYHOTO TPOIIECy 32 JOTIOMOTOO MOMIYKY MIHIMyMY BiIIHOCHOTO NPHPOCTY BUTPATH
naymBa HEKOpeKTHO. L{e 00yMOBIIEHO MEepexiTHUMH TpoIecaMy, IO BiIOYBAIOTECS B CHCTEMI
«KOTeJ - TypOiHa — TeHeparop» NpU 3MIHEHHI MOTYKHOCTI. 3aCTOCYBaHHS L[OTO KPHUTEPIrO
MOXIIBE TUTBKH U CTPOTO CTAIllOHAPHUX PEKUMIB poO0oTH 0OnamHaHHS 0e3 Oymb-sKHX
30BHIMHIX 1 BHYTpimHIX 30ypeHb. [Ipu mepexigHWX mporecax B TEIUIOBOMY OOJIaJHaHHI
MUTOMa BUTpaTa TaIMBa KOJMBAETHCS 1HONI HerependadyBaHe W He BIpHO BigoOpaxae
MUTTEBY €KOHOMIUHICT H10TO pOOOTH.

TakuM 4YWMHOM TIpM ONEPATHBHOMY YIPaBIiHHI KOTEIBHHM YCTAaTKyBaHHSM,
HaNpuKIad, pu 30ypeHHsIX, TTOB'I3aHUX 31 3MIHOIO CKJIay NMaJMBa, ONTUMI3allis oro po6oTH
He pobuTthes. OnHIE0 3 MPUYUH IIBOTO € TOW (aKT, M0 MOUTYKOBI MPOIEAYPH IPYHTOBaHI Ha
PO3paxyHKOBO1 3aJIe’)KHOCTI NMUTOMOI BHUTpPATH TANMBa BiJl HaBaHTAKEHHSA KOTJA, aje TpHU
BIAXWJICHHI CKJaJy NalWBa BiJ pPO3PaXyHKOBOTO OTPUMATH BKa3aHi 3aJIe)KHOCTI HE
MPENCTaBIAETHCS MOMXIIMBUM, SIK 1I€ IIOKa3aHO B poOOTI [S].

binpm Toro, sKmoO oOmamHaHHS Mae pi3HI JUKepena eHeprii, a caMe ra3 Ta
ENeKTPOCHEPTII0, TO BIAHOCHY BUTpATy MajWMBa PO3DATH B3araji He Mae ceHcy. Taka
CHTYAIIisl CTIOCTEPIraeThCs MPU OAHOYACHOMY BUKOPHCTaHHI Ta30BHUX Ta EICKTPMIHUX KOTIIIB,
a TaKOX TETUIOBHX HACOCIB.

JocmimKkeHHS KpUTEPiiB sl MONIYKOBUX CHCTEM KepyBaHHS MPOBEICHO B poOoTi [6].
[Moganpmmii po3BUTOK 1€ JOCIHIHKEHHS OTpUMaio y poOoTi [7], ne po3mITHYyTO 3MiHEHHS
CTPYKTYpH EHEPrOCHUCTEMH [JIi HAHOUIBII €(QEeKTHBHOTO HAaBaHTA)KCHHS EHEProOJIOKiB 3
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TOYKH 30py MiHIMi3aIlil BapTOCTI LiHM HA €JIEKTPOEHEPTIIO0, ajie MPH HEOMY 3 OOMEKCHHIMU
Ha MiHIMaJIbHi HABAHTAKEHHS €HEPTOOJIOKIB.

[Moganpmmii PO3BUTOK JOCIHIKEHHS CHUCTEM KEpyBaHHS 00 €KTaMH 31 3MIHHOIO
CTPYKTYPOIO OTpuMasio y poooTi [8]. B Hei po3missHyTo MeTo1 MOIIyKy HaHO LTI ePeKTHBHOT
CTPYKTYpH OI0TEHKOBOI YCTaHOBKH.

B pobGorax [9] Ta [10] Oyna po3misHyra 3aja4a pO3MOJUICHHS HABAHTAKCHHS MK
KOTJIAMH, SIKi TPAMOIOTh Ha 3arajbHOTO CHOXKMBada. AJle B IIMX BHIIAJKaX BBAXKAJIOCH, IO
o0yraiHaHHsI MA€ OJTHAKOBY MOTYXKHICTD Ta PO3PI3HAETHC KOe(DillieHTOM KOPHCHOT Aii.

Mema pooomu

TakuM 9MHOM MOKHA C(HOPMYIIOBATH METY Ii€i poOOTH: TOCTIIUTH aBTOMAaTH30BaHY
CHCTEMY KEepYBaHHS, SIKa BUKOHYE TMOIIYK TAKOTO PO3IIOLTY HABAHTAKEHHS MK €JIeMEHTaMH
TeruoQikaifHOi yCTaHOBKM, fAKe 3a0e3rmedye HalMEHI eKCIUTyaTalliiiHi BHTpaTH Ha
reHepariiro TeroBoi eHeprii. JlocmiauTu 3MiHy eKCIDTyaTalliiHUX BHUTpPAT TerwIo(ikariiHol
YCTaHOBKH IPH POOOTI HA YACTKOBIH MOTY)KHOCTI KOXKHOTO 3 JUKEPEIL

BukJjiaieHHs 0CHOBHOIO MaTepiaﬂy

st BU3HAYEHHS HAMKpalmOro HABAHTAXKEHHSI KOXKHOIO BUAY JIKEpena TEIUIOBOL
SHEepTii MPONOHYETHCS BUKOPUCTOBYBATH KPHUTEPiil, IO BPaxoBye KOEQIIEHT KOpHCHOI il
JpKeperta Ta BapTiCTh IEPBHHHOTO €HEPTOPECYPCY, a cCaMe BUPA3:

1= a,SInv,).C, ] M)

JIe 11 - KUTbKICTB JDKEpEeN CHeprii;

aj - BAaTOBUH KOCQILIEHT IS j-TO JHKEepena;

S - BUTpaTH Ha EKCILTyaTalilo JKepena TeIUIOBO1 eHeprii;

n(v;) - KoeditieHT KOPUCHOI Al j-ro Jkeperia TeIoBoi eHEpTii, KU 3a71eXKUTH Bill

HaBaHTAXKCHHS JKEpea;
v, - BIIHOCHE HABaHTAXKCHHS, v, =[0,1];

C; - uiHa eHepropecypea, sIKuii BUKOPUCTOBYETBCS Y j-My JKepedi TeioBoi eHeprii (uina

ra3y abo eleKTpOeHEepTii).
Barosuii koedilieHT @, 3aCTOCOBYETbCS s BUOOPY IPIOPUTETY Yy BHKOPHMCTAHHI

mxepena. Lle MoxkHa poOUTH, HAPUKJIIAJ, /Ul 3MECHIICHHS TOAWH eKCInTyaTamil o0 HaHHs,
JUISL TIOAOBKEHHS 1OTO pecypcy.

Meroro pobotn ACP € wminiMizamis ¢yHkmii /, a came eKCIUTyaTaliiHUX BHTpAT
YCTaHOBKH TeIutodikaiii mpu poOoTi Ha YaCTKOBIH MOTYKHOCTI KO’KHOTO 3 arperaris.

Jnst peanizanii mpouenypy MONIyKy NpONOHYEThCS BHKOPUCTOBYBATH MOAM(DIKOBaHHIA
cumrniekc meton (Hemmepa - Mina). Lleit metox OyB BUOpaHWi BHXOISYM 3 TOTO, IO BiH HE
BUMarae 3HaXOJDKCHHS TOXiAHOI (yHKIIL. B mMOpiBHSIHHI 3 TpaJieHTHUMH METOJIaMH,
CHMIUIEKC METOAY BHMAara€ MEHIIOi KUTBKOCTI TOYOK pO3paxyHKy. Tak At OJHOTO KPOKY
PO3paxyHKy TpaJi€HTHHM METOJOM TOTpiOHA, K MiHIMYM, 4 TOYKH, JJISI CUMILIEKC METONY
Tpeba 3 TOYKU PO3PAXYHKY.

ANTOpHUTM pO3paxyHKy ONTHMAJGHUX 3HAU€Hb HABAHTAXKEHHS 00JagHAHHS 3p0OJIEHO
3a JIOTIOMOTOI0 poOoTH [9] Ta peanizoBano B makeTi Matlab (mimensis 1-4 AE K761327 B/,
Ne 308918). TIpuaomy, poboTa 00JIaTHAHHS 3 OOYUCICHHSIM 3HAUEHb 7 1 /(V), MojemoBaacs B
nmaketi Simulink, a o6uncIIOBaNbHA MONIYKOBA MPOIEAYPa BUKOHYBAJACS IIJIIXOM BUKIHAKY
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¢byHK1ii 3 KoMaHgHOTO psinka Matlab. Takum grHOM Oynmi BpaxoBaHi JMHAMIUHI BIACTHBOCTI
KOTJIIB 1 BpaXoBaHi Mepexi/iHi MpoIecH, BUKJIMKaHI 3MIHOO 3aBIaHb PETYIATOPAM.

Jnist TOCSTHEHHS MOCTaBIEHOT MeTH, Oy BUKOHAHI TaKi 3aBIaHHS:

1) 3a BimOMUMH MaTeMaTHIHIMHU MOJEIISIMH KOTEDKY, Ta30BOTO KOTJIA, EIICKTPUIHOTO
xoria i THY Oymu po3pobneni imitaniiiHi moneni B cepenoBuini Simulink makera Matlab.

2) Jns chopMymTbOBaHOTO KPHUTEPi0 ONTUMAIBHOCTI (MIHIMYM EKCILTyaTamiiHUX
BUTpar) OyB OOpaHWil METOJ 3HAXOMHKEHHS MIHIMYMY HiIp0oBOi QyHKmil. s dwmcioBoi
peanizaiii OyB oOpaHHIl CHMITJICKC METOJI, K HE BUMara€ 3HaXOPKCHHS I'PajieHTa MiTbOBOI
(GyHKIIT 1, BIMOBIIHO, BUMAarae MEHIIMX O0YHCITIOBATBHIUX Tponeayp. OOUHCICHHS IThOBOT
¢byHKIiT B 4 TOUKax, 3aMicTh OOYUCIICHHS B 6 Toukax sl GpyHKii 3 3MIHHUX.

3) TloOynorana nuHamiuHa moxaenb ACP Oyna 3mojennoBaHa B maketi Simulink.
[TpomopemoBaTH MOIIYK MiHIMYMY ITEOBOT (DYHKIIT I KOMOIHAIT TOYaTKOBUX YMOB:

- TeMIIepaTypa HaBKOJMIIHBOTO cepenosumia -5, -10, -20 C;

- 1iHa enekrpoeneprii 1; 1,5; 5 rpu/kBT ro.

- 1liHa MpUpoaHOTO rasy 3,62 rpu/m>

3a OCHOBY Uil pO3pOOKH AMHAMIYHUX MoOjeied 00’e€kTa KepyBaHHS Oymu B3STi
MOJIeJi, 10 HaBeJeH1 y podorax [11] Ta [12].

I[HHaMi'—IHa MOA€JIb KOTECIXKY

3 TOYKM 30py YHIPABIIHHS TEMIIEPATypOIO TOBITPS B MPHUMINICHHI KOTEIXK SBISE
co00r0 TermooOMiHHUK. KOHKpETHI 4MCIIOBI 3HAYCHHS ISl MaTeMaTHIHOT MOJIei Oy B3SITI 3
mkepena [12]. Crpykrypa Mozen TokazaHi Ha puc. 1, YHCIOBI 3HAUEHHS KOCQIIIEHT
npuBezCHI B Ta0M. 1.

GU

T + D, U
2 fey [Ty + DH—]k4 (Ts + HR——2 K6/(T3S+l)?ﬁ_.
k3 [(Tys + D} 7 (Tys +1)
K5/(T23+1

Puc. 1. CtpykrypHa cxema MaTeMaTHIHOI MOJIEII KOTSIKY

Taoauus 1.
JlnHaMi9HI XapaKTepUCTUKHA MOJIEIT KOTEIKY
Ne kanany Kanan Koedimient T
1 kaHan G°—i° | k1 = 1,4 K/(xr-c™h) T;=30c¢
2 KaHa 0=t x2 =-0,008 K/K
3 xaHan 10—t k3 = 1,008 K/K
4 xauan 0 -t k¢ = 0,957 K/K 7> =0,124 ¢
5 xaHan t, -t xs = 0,042 K/K
6 xaHai — xs = 0,85 K/K T3=351c¢c
7 xaHaN1 yap ™0 k7 = 0,167 K/K
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JAuHamiuni Mogesi ra30Boro KoTJa, e1eKTpUYHOro kotia ta THY

3 TOUKH 30py KEPYBaHHS TEMIIEPATYPOIO BOIM IICIISI TEIUIOHOCIS, SIKMHA TOAETHCS Ha
OTTaJIeHHS KOTEIKY, Ta30BUH KOTeN, elekTpuanuil koten i THY Takoxk mpencTaBisiors coboro
Terio0OMiHHUKH. ONHAK, KePYIOUUM BIUIMBOM JUIS TAa30BOTO KOTJIA € BHTpAra IMajvBa, IS
enexrpuaHoro xowia i THY — Butpara enexrpoeneprii. Takox, A po3paxyHKY KiJTbKOCTI
TEIUIa, 10 BUPOOIISE HKEPENIo, B MOJIEIISIX BPAaXOBYEThCS TEMIIepaTypa TEeIJIOHOCIS Ha BXOi B

JDKEpero.

KoHKkpeTHI 4HCIIOBI 3HAYEHHS JUIT MareMaTHyHoi mojenm Oymu B3sTi 3 pobotm [3].
Crpykrypu Mozenell moka3aHi Ha pucyHKax 2, 3, 4, 4uciioBi 3HaYCHHS KOe(DIliEHT mpuUBeneH1

B Tabmm. 2, 3, 4.
k2b
= > :
: T2b.e+1
Tin
Krb Transfer Fon
T1b.st1 * Tout
Ggas +
Transfer Fon K1
Kb s T2b.5+1
L
T1b.=+1 Transfer Fen?
Transfer Fonz2
Puc. 2. CtpykTypHa cxeMa MaTeMaTHYHOT MOJIEI Ta30BOT0 KOTJIa
Tadauus 2.
JlnHaMi4HI XapaKTepUCTHKH MOJIEITi Ta30BOTO KOTJIA
Ne xanamy Kanan Koedimient T
1 xanan G, K7 = 1679 K/(xr-c) Ti=6¢
2 xaHan th—t" Ks=1K/K
3 xaHan th -t K>=0,2 K/K T=7c
4 kaHain th—t?, K; =0,8 K/K
ke
@ > -
. T2e.s+1
Tin
Transfer Fonf
+ Tout
FTe File
—
oen T1e.s+1 T2e.s+1
Transfer Fon Transfer Fon?
Puc. 3. CtpykTypHa cxeMa MaTeMaTHYHOT MOJIEIl €JICKTPHUYHOTO KOTIA
Tadauus 3.
JlnHAMIYHI XapaKTEePUCTUKHA MO €IEKTPUIHOTO KOTIa
Ne xanany Kanan Koedimient T
1 xanan G,—t" K7 =0,00024 K/(xr-c) T:=120c¢
2 kaHai th -t K>=1K/K 7-=140c¢c
3 xaHan P —t? K; =6,8 K/K
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Kzt
23 > +
i T2.s+1
Tin
KTt Transfer Fenb
- - + Tout
Gea TAt.s+1 +
Transfer Fon kAt
Tt + TEts+1
Transfer Fen?
T1t.s+1
Transfer FonZ
Puc. 4. CrpykrypHa cxema maremMatndaoi moneni THY
Tadoauus 4.

JunamiuHi Xapakrepuctuku moaeni THY

Ne kanany Kanan K T

1 xaHan G,—t" K7 =0,00024 K/(xr-c!) T:=10c¢
2 KaHal th—t’ Ks=1K/K

3 kaHan P -t K>=1K/K T>=14c
4 kanain th—t? K; =6,8 K/K

[MpuiiHaTO, MO KOKHE JHKEPENO TEIJIOBOI SHeprii Mae JOKAIBHUI PEryIsITop; 3aKOH
peryIoBaHHS MPONOPLIHHO-IHTeTpaibHid. Buxonsum 3 BmacTuBOCTEW 00'€KTa YIpaBIIiHHS
Oynu OTpHMaHi 3HaYEHHS MMapaMeTpiB HAJAMITYBaHHS IS BCIX PEryIsATOPIB.

Bubip meTony onTumizamii

[Monryk MiHIMyMY (YHKIIIT BAKOHYBABCS 3a JOMTOMOTOI0 CUMIUIEKC MeTony. Peamizaris
MeTonmy Oyia B3sita 3 jukepena [9].

Jlanwii Meton OyB BHOpaHHI BUXOJSYHM 3 TOTO, IO BiH HE BHUMArae 3HaXOJPKCHHS
noxigHoi ¢yHKmii. Y TOpIBHAHHI 3 TPai€HTHUMH METOJIAMH, CHMIUIEKC METOIY BHMarae
MEHIIOI KUTBKOCTI TOYOK PO3paxyHKy. Tak [UIs OIHOTO KPOKY PO3PaxyHKY Tpali€eHTHUM
METOIOM HEOOXiTHO, AK MiHIMyM, 4 TOUYKH, UII CHMIUIEKC METOAy MOTpiOHO 3 TOUKH
PO3paxyHKy.

Mertoz momryky OyB peanizoBaHHid y BUIIISAI Tporpamu MoBoro Matlab.

IHo6ynoBa nuHamiuHoi Moaei B Simulink

MatemaTiuHi MOJEIi Ta30BOTO KOTJa, eNeKTpuvHOoro kotrina i THY Oymu momoBHEHi
O70KaMU po3paxyHKy TEIJIOBOI eHeprii, Ky BupoOisie oonagnanns, KKJ{ mkepena ta Butpar
Ha eKCILTyaTaIliko.

KinmbkicTh TemioBO1 eHeprii, o BUPOOIISIE HKEPETIO PO3PAXOBYETHCS 38 (POPMYIIOFO:

Q =M - Cp (tout - tmp ) = kAt

ne M — macoBa BUTpara BOAH Yepe3 HKEPEIo TEIIOBOT eHeprii;
Cp — TEIUIOEMHICTD BOJIN;

tour — TEMIIEpaTypa Ha BUXOJI 3 JDKEpella eHeprii;

tinp — TEMIIEpaTypa Ha BXO/1 B JPKEPENIO SHEeprii.
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Burpara Bogu MATPUMYETHCS TIOCTIHHOI, TEIJIOEMHICTH BOJM TaKOX MOXKHA
BBa)KaTH MOCTIIHOIO [Tl poO0YOTO Jiana3oHy TeMiepaTryp. ToMy KUTBKICTh TEIIOBOi eHeprii
MPOTOpIiiiHA PI3HUII TEMIIEpaTyp Ha BXOJI Ta BUXOI JDKEpea eHeprii.

KoeoimieHT xopucHOi il Ta30BOr0 KOTJa Ta TEIJIOHACOCHOI  YCTaHOBKHU
po3paxoByrOThes 3a hopmyrnoro [10]

r](v):gm%'(Q_Qmwc)z_*—rlmax :2'}7max.v.(l_v)

1€ Hmaxr — MakcuMmansHuR KKJI ycTanoBkH,

KoeoirieHT KOpHCHOT Jil €NEKTPUYHOTO KOTJIa BBaXKAETHCA MOCTIHHUM Ta
HE3aJICKHUM BiJl TOTY)KHOCTI.

BuTpartn Ha eKcruTyaTamiro ra30Boro KOTJIa pO3paxoBYIOThCS 3a (popMyInoro:

V .
J— max
Sn( - ’ CF

o5 n

ae QF - TEmIoTa 3rOpsHHS IPUPOIHOTO Tasy.
BuTpartn Ha eKkcIuTyaTamiro eJIeKTPHYHOTO KOTJIa PO3PaXOBYIOTHCS 3a (hopMyroro:

V .
J— max
SFK - ’ CEE

n

BuTpatm Ha eKCIUTyaTamil0 TEIUIOHACOCHOI YCTAaHOBKM PO3PaxOBYIOTHCS — 3a
(dhopmyroro:

V .
J— max
SFK - ’ CEE

A-n

ne A=3,351+0,082-¢,,. - po3paxyHKOBE 3HAYE€HHs KOE(]Ili€HTY NEPETBOPEHHS TEIJIOBOIO

Hacocy (Coefficient of Performance, COP) B 3aJIeKHOCTI BiJl TEMIIEPAaTypH HABKOJUIITHHOTO
CEPEOOBUIIA fHC.

s monenroBanas ACP nuHamiuHi Mozeni KoTemky, jkepen Temiooi eneprii (I'K,
EK, THY) perynaropiB Oy 3BefieHI B OJJHY CXeMy Moka3zaHy Ha puc. 5. Kpim Toro, Ha cxemi
posramioBadi OJIOKH const, sKi 3aMal0Th ILIHY €JIEKTPOCHEprii, LiHy ra3y i TemIeparypy
HaBKOJIMIIHBOTO CEPEIOBHINA i HOMIHAIBHE 3HAYEHHS TEMIIepaTypH B MpuMinieHHi. Tak camo,
pO3TalIoBaHi €JIeMEHTH Uil KOHTPOJIIO 3HAUYeHb BUTPAT TEIUIOBOI MOTYKHOCTI 1 TeMmIepaTyp
TETUIOHOCIS 1 BCeperHI TPUMIIICHHS.

Jnst peanizaliii ONIIyKOBOTO airoputMy B pobodoi obmacti Matlab 36epiratorbes
3HAUEHHS TEIUIOBOI BTPATH KOTEIKY, CYMapHa TEIUIOBA NOTYKHICTh BHPOOIAETHCS
JpKeperiaMy TeIula i CyMapHi BUTPATH Ha €KCILTyaTalliko.

MoaeaoBauusa ACP

st mocmimkenass ACP Oyim npuiHSTI HACTYITHI TTOYaTKOBI YMOBH:
- Temreparypa nosirps B npuMimieHHi 20 °C;

- TeMIIepaTypa HaBKOJIMUIIHBOTO cepenoBuia -5, -10, -20 °C;

- 1iHa rasy 3,62 rpr/m’;

- miHa enekrpoeneprii 1; 1,5; 5 rpa/xBT rog;
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- 3a pe3yabTaTaMH TEIUIOBOTO PO3PAXYHKY KOTEIKY MPHUUHATO MaKCUMAIIbHI TEIUIOBI
Brpartu npu Temmepatypi -20 C - 28 188 Br;

- MakCHMaJbHa TEIUIOBA TMOTYXKHICTh razoBoro komia — 21,1 kBT, mpu 1pomy
MakcHUMalbHa BUTpara rasy 9 m>/ron;

- MaKCHMaJlbHa TEIUIOBA MOTYXKHICTh eEKTPUYHOTO KoTia - 17 kBT;

- MaKCHMaJbHa TeruoBa nmotyxHicte THY - 16 kBT.

[Mpuknany pe3ynsrariB MOACTIOBAHHS 3BEEHI B TAOIHIIIX 5—7.

Constant2

¥¥YY

P
L

Q1 0z 23

Electro Boiler

vl

Gas Bailer

Puc. 5. Cxema monemoBanast ACP Temiomnocradanfs KOTEIKY

LT]n

Tlout

¥ ¥
E

{ To: Tn

Toe

Kottedge

Scoped

Toiotspace?

Taoauus 5.
JlaHi IepIIoro eKCrepuMeHTy
toc = -20°C THY OK 'K
Co = 1,5 rpu/kBt 1o V nau 0.5790 0.5449 0.4411
Snaaa = 168.8 Quae, KBT 9.2634 9.2634 9.2634
Sont = 1594 V onr 0.7771 0.5379 0.2290
Qonr, kBT 12.434 9.144 4.809
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S, rpHfron
162 T

161.5

161

160.5

160

1595 . : =~

159 i i i i I i i i
1

Puc. 6. 3mina cymapHHX BUTpAT Bil HOMEpY iTepallii npu ganux tabi. 5

Taoauus 6.
JlaHi Ipyroro eKCepuMeHTy
toc = -20°C THY OK I'K
Cap = 5 rpu/kBTroj V au 0.5790 0.5449 0.4411
Zuaa =275.8 Quran, KBT 9.2634 9.2634 9.2634
Zont =266.75 V omr 0.2791 0.7342 0.5300
Qonr , KBT 4.466 12.482 11.130

S, rpH/rog
273 T

272

271

270

269

268

267

266 i I 1 i I I I I

Puc. 7. 3mina cymapHUX BUTpAT BiJ HOMeEpY iTeparii mpu gaHux tadmi. 6
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Taoauus 7.
JlaHi TPETHOTO EKCIIEPUMEHTY
toc=-5 THY EK 'K
Co = 1,5 rpu/ kBtron V nau 0.3842 0.3616 0.2927
Znay= 150.2 Quau, KBT 6.1472 6.1472 6.1472
Zont= 149.15 V onr 0 0.7712 0.2645
Qonr , KBT 0 13.111 5.554

S, rpu/ron,
154

152

150

148

146

144

142

140 I i i I I I i I I

Puc. 8. 3mina cymapHUX BUTpAT Bi HOMeEpY iTepaii mpu ganux Tadm. 7
BucHoBok

B po6oti mocmimkeno poboty ACP, sika BUKOHYE MOIIYK MIHIMyMY IHTETPaIbHOTO
MOKa3HUKa pOOOTH 00T THAHHS.

JUst TOCSITHEHHS TIOCTABIICHOT MeTH Oyii BUKOHAHI TaKi 3aBIaHHS:

1) 3a BiZTOMHUM MareMaTUYHUM MOJEIISIM KOTEIKY, Ta30BOTO KOTJA, EJIEKTPUIHOTO
korina i THY Oynu po3po0iieHi imitamiiHi Mojen B cepenoBui Simulink makera Matlab

2) Jns chopMyITbOBaHOTO KPHUTEPi0 ONTUMAIBHOCTI (MIHIMYM EKCILTyaTamiiHuX
BUTpar) OyB OOpaHWil METOJ] 3HAXOKCHHS MIHIMyMY HUTbOBOi (yHKHil. s umciaoBoi
peanizaiii OyB 0OpaHHIl CHMITJICKC METOJI, K HE BUMarae 3HaXOJKCHHS TPAIi€HTa IiIbOBOT
(yHKIT 1, BIAMOBIIHO, BUMAarae MEHIINX OOUYHCIIOBAIBHUX Tporenyp. OOUnCIeHHs MUThOBOT
¢byHKIIT B 4 TOUKax, 3aMicTh OOYHCICHHS B 6 ToUKax Uit GyHKIIi 3 3MIHHUX.

3) MobOynorana nuHamiuna monmenb ACP Oyma 3moxmensoBaHa B makeri Simulink.
BukonaHmif MONIyK MiHIMYMY OUTHOBOT (YHKIIIT 11 KOMOiHAIT TOYaTKOBUX YMOB:

- TeMIIepaTypa HaBKOJHUIIHBOTO cepeaoBuma -5, -10, -20 °C;

- miHa enekTpu4Hoi eneprii 1; 1,5; 5 rpa/kBT * ron.

- mina rasy 3,62 rpu/m>;

Pesynerati MonemoBanHs HaBeeHi B Tabmmmi 5.1 — 5.3.

3a pe3ynbTaraMu MOJICIIOBAaHHS MOYKHA BII3HAYWTH HACTYyIHE: y BCIX BHITaIKax
nporeaypa TOMYKY MIHIMyMY  BHUKOHYETBCS, TOOTO  BiIOyBaeTbcS ~ 3MEHIICHHS
eKcITyaTaliifHux BUTpar. [Ipym HU3bKHUX TemmepaTypax HaBKOJMIIHBOTO cepenosuma (-20 °C)
BCl JDKepena TEeIUIONOCTavaHHs TPAIIOI0Th Ha YacTKOBOMY HaBaHTaxeHHI. [Ipu cepemHix
temneparypax (-10 °C) i Tapudi 3a eneKTpOoCHEprir0 MEHII HiK Tapu] Ha MPUPOAHUN Ta3 B

151




T.M. Kns6ina, K.B. bermos

po06oTi 3HaXOAATECS Jmie enekTpudnuil koten 1 THY. IIpu Tapudi Ha enekrpoeHeprio BHIe
HDK Tapu(d Ha Ta3 BKJIOYAEThCS B POOOTY rasoBuil KoTen. [IpW BHUCOKMX TeMmIeparypax
HABKOJIMIITHKOTO cepenoBuia (-5 °C) ekcruryaTallis ra30BOro KOTjia €KOHOMIYHO HEOIUIbHA 1
TETMJIOBE HABAHTAXXCHHS TIMOKPUBAIOTh YAaCTKOBO CICKTPUYHUNA KOTET 1 TEMJIOHACOCHA

YCTaHOBKA.
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CONTROL SYSTEM FORPOWER COMBINED HEATING INSTALLATION OF
COTTAGE HOUSE

T.M. Klyabina, K.V. Beglov

Odessa National Polytechnic University
65044, Odessa, 1 Shevchenko Ave., beglov.kv@opu.ua

The article considers a control system with the combined district heating system, which
consists of a gas boiler, an electric boiler and a heat pump. A mathematical model is used,
which takes into account the dependence of the costs of thermal energy production on the
cost of primary energy sources, i.e. natural gas and electricity. This model is used to
determine the best way to distribute the load between heat sources that work on the general
consumer. The objective function is determined, for the search of the minimum of which
the modified simplex method is used. A feature of the study is the modeling of equipment
as a dynamic object of control. The procedure for finding the minimum function is
implemented in the form of a program file. This allows you to estimate the search time
when working on real equipment, as well as use this file to program an industrial controller.
The purpose of control is to maintain the optimal ratio in the system between the maximum
efficiency of the equipment used and the minimum cost of resources spent at a given
quality of control. With the development of technical means of automation and the
widespread use of digital controllers for control objects with low information load, such as
individual heating boilers, smart homes, etc., it is possible to use quite complex control
methods, namely optimal control. Moreover, it is possible to consider a new approach to
management of technical structures not only on parameters, but also on the structure of the
interchangeable equipment of the system which differs in the reliability, efficiency and cost.
Therefore, a study of the automated control system, which will reduce the cost of heating a
cottage due to the most rational distribution of load between the elements of the
installation, which produces heat.

Keywords: control, combined energy source, load, optimization, simplex method
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MOJIEJIOBAHHSA NPOLHECY YTBOPEHHSA WIKIJJIMBUX BUKHUIB Y
BUXITHUX I'A3AX CYTHOBHUX ITAPOBHUX KOTJIIB

B.C. Muxaii;tenko', B.A. IllepGinin', B.B. Jlemenko', PYO. Xapuenko',
H.B. Jlo:keunikoa®

'Hanionansuuii yaisepcuteT «Onechka MopchKa akajeMis», Byn. Jlinpixcona 8, Oneca, 65029, Ykpaina;
e-mail: romannn30@gmail.com
2OnechbKuit HAIOHATBHAHN MOMITEXHITHUIH yHiBepcurert, nip.-T [lleBuenka, 1, Omeca, 65022, Ykpaina;
e-mail: fontan.lev@gmail.com

3a IPUYIMHOIO MOCUJICHHSI BUMOT MiXHApOIHOI KOHBEHIIIT MO 3amo0iraHHi0 3a0pyAHEHHIO
BiZ cyneH, 30KpeMa, [loiokeHHs Tpo 3amobiraHHs 3a0pyIHEHHS TOBITPSIHOTO CepeIoBHINA
Bil CymiB, CTa€ aKkTyaJbHHM BIPOBA/DKCHHS HOBHX METOMIB KOHTPOJIO 1 OOMEKEHHS
KOHIICHTpAIIi] IIKiIJIMBUX BUKUIIB CYIHOBHX arperariB B arMocdepy. Y poOOTi mpoBeacHO
JOCTIKCHHS METOJIB 3HW)KCHHS KOHIICHTpALii BMICTY BHUKHUIIB OKCHIIB a30oTy NO, y
BUXIZIHUX 'a3aX CyIHOBUX NapOBUX KOTJIIB. PO3MIAHYTO CydacHi HayKOBi MiAX0Qu B o0nacTi
3HWDKEHHS IIKIJJIMBUX BUKUJIIB, 30KpeMa IpoaHali3oBaHi iX mepeBark Ta HeIOIKH. 3MicT
NOX y BHXIIHHX Ta3ax MOXe OyTH IOCATHYTO IUISXOM BIUIMBY HAa MaKCHMAIbHY
TeMIeparypy TOpiHH, 110 3a0e3neuyeThCsl BBEACHHIM Ta3iB perupKymamii. J{umoBi rasu 3
temrieparyporo 300-400 °C BimOuparoThcsl Tepen MOBITPSHUM IiOirpiBadeM 1 perup-
KYJSIHHAX TUMOCOCIB 1 IMONAIOTHCSA B TOTKY. B pe3ynbTari MakcHMMajabHa TeMIeparypa B
Tonti 3HmWKYyeThes Ha 120-130 °C i majae KOHIEHTpAIlisl KUCHIO B 30HI TOPIHHS, 110 TaKOXK
3MeHmye ytBopeHHs mamuBHUX NOX. Ilpm mpomy KKJI mapoBoro koTia 3HMKYETHCS
mopiBHsHO Maio (0,01-0,03% nHa 1% permpkymorounx ra3i). EdexkTHBHICTS 3MEHIICHHS
YTBOPEHHS OKCHJIB a30Ty IpU BBEJCHHI ra3iB perMpKy/sinii BU3HAYAETHCS HACTYITHUMHU
(axropaMu: MmicueMm BiZOOpy Tra3iB Ha PELUPKYIALII0; YMOBaMH IX BBEACHHS B TOIKY;
CTyIEHeM peuupKymsnii 1,%; po3MOIUIOM Ta3iB penupKyssinii 3a o0csrom Kamepu
3TOPSIHHS; CTaHOM KOTJa. 3alpoIlOHOBAHO METOJ, SIKMH peaji3ye HeHpoMepekeBHi
ITOPUTM B CHCTEMI YNPABIIHHS PELMPKY/SALIEI0 ITUMOBHX Ta3iB, SIKMH BiAPI3HAETHCS
MOXJIMBICTIO MiHIMi3alii 3MicTy 3HaueHb oKcHaiB a30Ty NOy npu poOoTi CyTHOBOTO KOTiIa
NpU PI3HUX TEIUIOBUX HaBaHTaXEHHSAX. I[IOpIBHSJIbHE MOJIETIOBAHHS 3allpOMIOHOBAHOT
HelipoMepexeBoi 1 TpagWMmiHHOI CHCTEMH aBTOMAaTHYHOTO YIPABIiHHA IPOIECOM
PEIMPKYIALi] IUMOBHX Tra3iB mpH pobori cygHOBoro komia 3 50% HaBaHTaXEHHSIM
IOKa3ajio TepeBary HeHpoMepe)KeBOi CHCTEMH YIpaBIliHHS, HABYCHOT Ha JOCATHEHHS
MiHIMaJIbHO MOKJTIBOTO BMICTY IIKIUTHBHUX BUKHIIB B aTMOCHEDi.

Kaouosi caoBa: 1kinnuBi BUKUIM, CyqHOBUN OapabaHHMI BOJOTPYOHUIT MapoBUid KOTE,
HEHpOMEpexeBUil aNropuT™, CHCTEMa YIPABIIHHS PELUPKYIALIEI0 JUMOBHX TrasiB,
TEIJIOBE HABAHTAKCHHSI.

Beryn

Ocranni Bumorn MikHapogHux kouBeHmii (MK): MAPIIOJI 73/78, Ilapu3sbkoi
KOH(epeHIlii, 3aTBepAWIM HOPMATHBH LIKIJIMBUX BHUKHIIB Ta BIIAXOIATh ra3aMu CYIHOBHUX
eneprernyHux yctaHoBok (CEYVY). V 3B'i3ky 3 1muM Ha CcymHax, mo ekcruryarytorbes 10 1
OUIbIlIe POKIB, YCTAaHOBKAa HOBOTO YCTaTKyBaHHS ISl 3HMDIKCHHS IIKIAJUBUX BUKHUIIB BiJl
arperatiB CEY, 30kpema, CyTHOBUX JHM3€iB Ta MapOBUX KOTIIB CTajl0 EKOHOMIYHO HE
BurinHa. Jlama mpobnema mepenabavae TMOMIYK HOBHMX OUIbII EKOHOMIYHMX —IIIJISXIB
MOJIEpHI3aIlii CUCTEM TOpPIHHS CYIHOBOTO TMaJMBa ¥ OYMINECHHS Ta3iB C METOI 3HHKCHHS
KOHIIEHTpAIli] IIKI/UIMBUX BUKUIB B atMochepy [1] 6e3 3HayHMX KamiTajJoBKIIaIEeHb.
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AHAaJi3 OCHOBHUX JI0CJiZKeHb i myOJaikaniii

3apa3 mie MUMNA P MAXOMIB MIOAO0 3MEHIICHHS KOHIICHTpAIlil MIKiAIUBUX Ta3iB B
armocdepi Big oomagnanus CEY: nepBuHHI METOAM, SKi MOJIATAIOTh B MPUAYIIEHHI BUKUIIB,
30kpema, NOy B TOIKax KOTJIiB a00 KaMepax 3rOpsHHS AU3eNiB, 1 BTOPUHHI METO 3HIKECHHS
BUKHUIB NOy, SIKI MONATaIOTh B 00poOIll TMMOBUX Ta3iB Micis kotia ado nuzens [2]. [Tompu
BEJIMKUNA 00CSAT BUKOHAHUX JIOCIIIKEeHb, POOOTH OUIBIIOCTI BUSHUX CIPSAMOBAHI Ha 3HIDKCHHS
BUKHUJIB OKCHJIB a30Ty METOJAaMH CEJIEKTUBHOTO KAaTaJiTUYHOTO 1 HEKaTaJiTHYHOTO
BIJTHOBIICHHSI OKCU[IB a30Ty [2]. 3a3HaueHi MeTOIu Xod4a 1 3a0e3MeuyroTh BUCOKUN CTYMiHB
OUHIIIEHHS TUMOBHX Ta3iB, ajie MPHU IIbOMY TOB's3aH1 31 3HAYHUMH (DIHAHCOBUMU BUTpPATAMH 1
3aCHOBAaHI Ha BHMKOPUCTaHHI HEOE3MEeYHMX XIMIYHMX peareHTiB. Takox 3a manumu [1]
KOILITOBHI arapartd OYMINYyBaHHS — CKpyOepH BCTAHOBJIEHI Ha He Oulbll HDK Ha 1% Bifg
3araJlbHOTO YHclia CYIIB, 1 Tajdy3eBl aHAJIITHKH MPOPOKYIOTh, 1o 10 2021 poky iX uucio
HaBpsaa yu nepeBunuTh 10-20%. Tomy mpobGiiemMa po3poOKH Ta BIPOBAKEHHS Ha CyAHAX
HOBHUX, €KOHOMIYHO BITHOCHO HEJOPOTHX Ta €KOJIOTIYHO €()EeKTHBHHUX METOJIB OYHIICHHS
BIJIMPAIlbOBaHUX Ta3iB CYIHOBHMX MM3ENIB 1 KOTJIB BiJl OKCHUIIB a30Ty 1 CIpKH B 3B'S3KY 31
ctporumu Bumoramu [lonarka VI MK MAPIIOJI € akryanbpHOtO.

Mema pooomu

JlocmipKeHHsT Tpollecy MiHiMi3allil IIKi[UIMBUX BHUKUAIB Ta3iB CyIHOBHX MapOBHX
KOTJIiB, 30KpeMa OKCHIiB a30Ty (NOX).

OcHOBHA YacTHHA

3riIHO 3 AOCHIKEHHAMH [3] 3HMIKEHHST KOHIIEHTpAIlii ITKIIJTMBUX BUKHIIB, 30KpEeMa,
3mictT NOy y BUXIIHHUX Tra3ax MoOKe OyTH JOCSTHYTO HUISXOM BIUIMBY Ha MaKCHUMAJIbHY
TEeMIIepaTypy TOPIHHS, IO 3a0e3MeuyeThCsl BBEJACHHSM Ta3iB penupkyismii. J[umoBi rasum 3
temneparypoto 300-400 °C BimOuparoThCsl Tmepen MOBITPSHUM MigirpiBadeM 1 penup-
KYJSIHHUX JUMOCMOKIB 1 MOJAIOThCS B TOMKY. B pe3ynbrari MakcumanibHa TeMIieparypa B
torui 3HWKyeTbes Ha 120-130 °C i magae KOHIEHTpAIlisl KUCHIO B 30HI TOPIHHS, 110 TAKOX
3meHye ytBopeHHs mnanuBHuX NOx. Ilpu upomy KKJ][ mapoBoro korina 3HMKYETHCS
nopiBHsHO Maino (0,01-0,03% na 1% peumpkymorounx ra3ziB). E(deKTHBHICTD 3MEHIICHHS
YTBOPEHHSI OKCHJIIB a30Ty TPH BBEACHHI Tra3ziB PEHUPKYIALIl BU3HAYAETHCS HACTYITHUMU
dakTopaMu: MmicueM BiIOOpy ra3iB Ha pPEUUPKYIALiI0; YMOBAaMH iX BBEICHHS B TOIIKY;
CTYIEHEM PELUPKYISILII 1,%; pO3IMOIIJIOM Ta3iB PeUUPKYIIALIT 32 00CATOM KaMepu 3TOPSHHS;
CTaHOM KOTJIa.

EdexTuBHICTh pelMpKyssIii THM OUTbIIIE YUM BHINE TEMIepaTypa B 30HI TOPIHHSA.
BoHa 3HMXYy€ThCS IpU:

- 3MEHILIEHH1 HaBaHTa)KEHHS KOTJIa;

- 3MEHIIIEHH] TeMIIepaTypy TOpiHHS MaJINBa;

- 30UTbIICHH] KOe]iIli€eHTa HAJIUIIKY TTOBITPS;

- MiIBUIIIEHHS BMICTY a30TOBMICHHX CIIOJYK B MaJTUBI.

3aeXHICTh BMICTY @30Ty B MPOAYKTaX 3TOPSHHS CYTHOBOTO KOTJIA BiJl KoedillieHTa
Ha/ITMIIKY MOBITPSl BU3HAYAETHCS 110 (GOpMYITi

Ny

oQ=—"— (1)
N, —3,760,

Ax TumoBwWii 00'€KT MOCHTIKEHHS OOpaHO CyIHOBUM JTOMOMDKHIA JBOOapaOaHHUMA
napoBuii kotren (CIIK) ¢ipmu Mitsubishi Tumy MAC 50, npoxgyktusHicTio 50 ToH mapu Ha
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ro/MHy, poGounm THCKoM mapu 1.57 MIla (16 xrc/cm”), Temmeparyporo mapu 280 °C i KKJ]
82,5% (puc. 1). Llum Tunom xotiiB o0nanHaHi 6araro cyaeH TankepHoro ¢ioty [4].

Ockinbku 61y yactuny yacy CIIK ¢yHKIIOHYE B cTallioHapHOMY pEeKHUMi poOOTH
Ha HaBaHTAXEHHI, 10 NpuOmu3HO nopiBHIOE 50% BiA HOMIHAJIBHOTO 3 JOTPUMAHHIM
NPUHIUITY CYNEPIO3ullii, a TaKoX y 3B’s3Ky 3 nommupeHocTi B CAY o6'extiB CEY, niniiiHux
[TIJ] - perynsatopiB (10 85% Bia ycix aJrOpUTMIB), BBOAUJIOCS TOIMYIIEHHS NMPO MOXKJIUBICTh
onucy HaiOuIbI WMOBIpHUX pexkuMiB pobotu CIIK 3a 10moMororo JiHIKHUX MaTeMaTHUYHUX
Mojeniel, TOOTO BBOJIWIIMCS CIPOIIYIOYM TPHUMYIICHHS. HemiHIHHOCTI, MmO BXOIATh B
piBHsHHSA auHaMmiku mapametpiB CIIY, BigHOcAThCs 10 Kiacy JiHeapisyemux. lle nae
MOXXJIUBICTh 3aCTOCYBaTH METOJ] MajuX BIIXWJICHb, IO 3a0e3Meuye IIIKOM MPUHHATHY
TOYHICTh HE TUIBKM TPH BHUPILICHHI 3aJa4l CTIMKOCTI, aje 1 mpu BHU3HAYEHHI JMHAMIYHHUX
XapaKTEePUCTHUK.

Tak neniniiiny Mmonens CIIK nouiapHO 3aMIHUTH CIIEKTPOM MOJEJIEH, TiHeapu30BaHUX
1010 KIJTbKOX PEeKUMIB (DYHKITIOHYBaHHSI.

Bxinnumu kepyrounmu BrmmBamMu MareMarnyHoi mojeni CIIK sk o6'ekta ynpaBniHHS
(puc. 2) e: 3MiHM BUTpatu mnanuBa AB,, TOJIOXKEHHS HaNpsMHUX AamapariB TyTTEBOTO

BEHTWIIATOpPAa An, 1 auMococa An,. , BUTPaTH >KUBUWIBbHOI AD,, 1 nponyBo4Hoi Bogu AD,, .

KoHTpobOBaHMMH BHXIIHUMH IapaMeTpaMu €: 3MiHa KOHIEHTpamii KHCHIO B JTUMOBHX
razax AC,, , po3piJukeHHsl B Tonui AP, , piBHA Boau B OapabaHi koria Ak, , THCKy mapu B

napoBiii Marictpani AP, abo Butparu napu AD, (B 3aJ€KHOCTI BiJl peKUMY POOOTH KOTJIA),

coneBmicTy B Oapabani koria ACa[4]. OcHoBHHMH 30ypIOIOYMMH BIUIMBAMH € 3MiHU
BUTpaTuAn, 1 THCKy mnapu B mnaponpoBoai AP, o00yMOBIIE€HI 3MIHOK TEMJIOBOTO

HaBaHTa)KEHHS criokuBada napu arperatramu CEY.

MITSUBISHI MAC-B _AUX, BOILER

Puc. 1. Konctpykruauii Bua gonomixaoro CITK
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Puc. 2. [Tapamerpuuna cxema CIIK

[Ipu po3paxyHky GaraTroBUMIpHOT 1 TUTIOBOi CHCTEM aBTOMATHYHOTO PETYITIOBAHHS Ta
MOJIENIIOBaHHI X poOOTH MacoBi BUTpaTu nanusa AB, , sxuBmwibHOI AD,, 1npoayBHOi AD,,

BOAU OyAyThb BHPa)KECHI uepe3 MOJI0KEHHsS BIAMOBIAHUX PETYIIOIOUUX KIANaHIB A@, , A@,, 1

AQpp .

Y 3BSI3Ky 3 HasABHICTIO ICTOTHHX HENIHIHHOCTEH B CHCTEMi YIpaBIiHHS
pPeLUpPKYIIALI€I0, Malouu Ha yBasi crenudigai ymoBu podotu CIIY i1 vacty 3MiHYy pexuMIB
HABaHTAXEHHS, TMPOIMOHYEThCA 3aMicTh cTaHjpaptHoro miHidHoro IIIJI - perymsaTopa
CKOPUCTATUCA aJalNTUBHUM HEJIHIMHUM HEUPOMEpPERKEBUM PETYIATOpOM. Peamizaris
HelipomepexeBoro perynaropa abo konrpoiepa (FFC) (puc. 3) Mmoxe Oyt BUKOHaHa Ha 0asi
Heripounnia CM 1K ¢ipmu The Cogni Mem Technologies. Jlaawuit uin mictuth 1024 HeiipoHa,
SIK1 TIPALIOIOTH MapaiensHo [S].

W{} i . NO=x
Lss v

e NMH
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Puc. 3. Cxema HelipomMepexeBOi CHUCTEMH YNPABIIHHS MPOLECOM PEHMPKYIALIi AMMOBUX
rasiB maporeHeparopa Mapku Mitsubishi Marin Main Boiler MB mapoBoro mpoyKTHBHICTIO
150 1/ron. JIC - mumococ; [IB - nyrreBoii BeHTHIIATOP; BII - moBiTpsauii minirpiBad; BE -
BonsiHUE ekoHoMaizep; I1H - xuBunbHuii Hacoc, QE - razoanamsarop; FFC - perymsatop
permpkynanii (HeipomepexeBoif); FE - BuTparomip; | - Kepyrodi BILUTHBH.
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OCHOBHHMM CTPYKTYpHUM ejneMeHToM MarematudHoi monemi CIIK, HeoOXimHuM i
ampo0artii cucTeMu yIpaBIiHHS PEIUPKYIIAIIT TUMOBUX Ta3iB, € Ta30-TIOBITPSHUN TPaKT, SIKUI
CKJIAJIa€ThCS 3 Ta30XOAY 1 MOBITpOBOAY. PerynmboBaHMMM mapaMeTpaMu Jjs i€l JUISTHKA €
PO3PIIKEHHSI TMMOBHUX Ta3iB y BEPXHIM YaCTHHI TOMKOBOI KaMepH 1 HAJJIUIIOK MOBITPS, 110
XapakTepu3ye €KOHOMIUHICTh MPOLECY TOPiHHSL.

[Ipu BuBenenHi audepeHIliaIbHUX PiBHSIHL Ta30X0Ay 1 TMOBITPOBOMY, SK JIJISTHOK
pEry/IIoBaHHS PO3PIPKEHHS B TOMI, OylTM MPUHUHATI HACTYNHI JOMYIIEHHS: Ta30Xif Micis
JUMOCOCA 1 MOBITPOIPOBIJI MICIISI TYTTEBOTO BEHTUIISITOPA AK€ KOPOTKUH 1 3BOPOTHA peaKIlis
TUCKY B TOII[l Ha BUTPATy Ma3yTy 1 MOBITPsl Ha BXOJi BIUIMBAE MaJO; aKyMYIIOI04Ya €MHICTb
TONIKMA 1 Ta30XO/dIB 30CEpeKEHA B OAHOMY 00’€Mi, a JpOCENIorYa 3[aTHICTh Ta30XOMiB 1
MOBEPXOHb HArPiBYy 30CcepekeHa B OJHIN Toulli. PerymoBaHHs 3iHCHIOETHCS MUISIXOM 3MIHU
MOJIOKEHHST HANPAaBJSIFOYOTO arapary JAUMOCOCa i JYTTEBOTO BEHTUJIATOpPA. 3 YpaxyBaHHSIM
NepepaxoBaHUX MPUITYIIEHb PETYIbOBAaHI MIISTHKM MOXYTh OYyTH 3aMiHEHI1 CIHpPOILEHOIO
CHCTEMOIO, TII0 CKJIAJIAE€THCS 3 EMHOCTI, IPOCEIS 1 AMMOcoca (IyTTEBOTO BEHTHIISTOPA).

PeryinboBaHOI0 BEIMUYMHOIO € BIAXHMJICHHS THUCKY B Tomui AP, BiJl 3aJaHOTO 3HAUYEHHS;

BXIJJHHI BETUYHHOIO (PETYITIOIOYMM BITMBOM) — 3MiHA TOJO0KECHHS HANPABIISIOYOTO arapary
auMococaA@, . B sAkocTi 30BHINHBOrO 30ypeHHsA INpHKHMEMO 3MIHY BHUTpAard TIa3iB Ha

nputoui AM . Takum dYHHOM, Iu(epeHIlianbHI PIBHAHHS B MNPUPOCTaX 3 YpaxyBaHHIM
JiHeapu3allii B poO0YHX TOUYKaX MarOTh TaKUW BUIIIAL [6]:

dAP
n@-iiﬂ +APp =k Ao + k3T AM .
21 r_r\m . .
' =(ap —ap)==as k' ==bp; k' =a; —ay, 2)

I

1€ m, — Maca JUMOBHX ra3iB B ra30Xoii KOTJa B CTal[lOHAPHOMY PEXUMi pOOOTH, KT
P. — THCK IMMOBHX Ta3iB y BEpXHii 4aCTHHI TONKOBOI kKamepH, I1a;
a,,a, ,b, — BU3HAuarOThCA TpadiuHO 3a BUTPATHUMU XapaKTEPUCTHKAM Ta30XOfay i

auMococa; k' 1 7" - xoediui€eHTH, SKi MalOTh IOCTiHE 3HAUCHHS B 3a/laHOMY PEXHMI

i
(GyHKITIOHYBaHHS KOTJa (N - BIAMOBITAa€ HOMEPY MU(EPEHITIATBHOTO PIBHIHHS, 1 - TOPSIKOBHI
HoMep KoedilieHTa); o - koediuieHT (a1 mazyty 0.65).

Buxinni gani juist po3paxyHky koedimieHTiB AudepeHIialbHuX PiBHIHb BU3HAYEHI 110
HalpHUM XapaKTEPUCTHKAM BiILEHTPOBOTO JMMOCOCAa OJHOCTOPOHHBOTO BCMOKTYBaHHS
DN-12,5 [7] 1 rigpaBiivyHO1 XapaKTepUCTHUIIl Ta30X0Ty Ma3yTHOTO BOAOTPYOHOTO OapabaHHOTO
xoia I'M 50 (aHanor cymHOBUX JONOMIKHUX KOTIIB cepenHboi morykHocTi Tuny MAC)
Mpe/cTaBIeHi B [4]:

m,="782xr; P, =1,01 xlla; a =1,15; a; = 2kQ
AH, 5000-1200

k= = =0,7-10"° mm.Box.cT.-TOT” / M°
0. 70000
a = 2.0,7-10°-72-10° =50.4-10° mm.Boz.cT.- To/M” = 0,5 TTa-rog/m° = 23,6 Ia - c/kr
AH
a = 2p = 40,4 o= 7,3-107 mm.Bom.ct.-Tox” /M’ =0,07 ITa-rom/m° =1,89 ITa - c/kr
g, 55-10
AH
b; :A_¢ = 80,2 =1,6 mm.Bo.cT./% =15,7 [1a/% xony
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78,2

1,01-10°

kX' =—15,7T1a/% xomy
k' =21,7 Ma-c/kr

T?' =(23,6-1,9)- 1,15=1,93 ¢

Takum 4rHOM, TiCIIS MiICTAHOBKU KOe(illieHTIB B piBHAHHSA (2) OTpuMain

dp ,
1,93 — + Pp(t)=—-1570 () +21,7M (t) - (3)

[Ticns BukoHanHs meperBopeHHs Jlarutaca (3) oTpumani mepenatodni QyHKINT 3a
KaHanaMu ynpasiiHHSA W(S),p, (3MiHa IOJIOKEHHS HAMpaBIIAIOUOrO amapary — 3MiHA TUCKY
JMMOBUX Ta3iB) 1 30ypeHHs W(s)m.p (3MiHA BUTPATH ra3iB — 3MiHA PELUPKYIALIRHOTO TUCKY B
ra3o0xo;ii)

-15,7
1,93s +1

21,7

W(s),.. = —_—.
ey 1,93s+1

s W)y, =

TpuBHMipHa MOJENb HAMPABISIFOYOTO anapary AMMOCOcCa 3 3a3HaYeHHSIM 3MIHU KyTa
NOJOKEHHS A, IpeAcTaBieHa Ha puc. 4.

[Ticns BUKOHAHHS PO3PaxyHKIB JJIs IBOX HaOLIbII YacTo mpariorounx pexxumis CITY
(50% 1 25% Big HOMIHAJBLHOTO IMAPOBOIO HABAHTAXKEHHS) OTPHUMaHI HACTYIHI 3HAYEHHS
Koe(ilieHTIB qu(epeHIIIaTbpHOTO PIBHAHHS (2) Ha TPHOX PEKMMAX TEIUIOBOTO HABAHTAKEHHS
(Tabmn.1).

Taoauns 1.
Po3paxynkoBi koedimientu piBHsHHS (1)
HapaHTakeHHS BiJl HOMIHAJIHFHOIO 25% 50% 75%
7’5, 1,9 58 7,6
k5 -15,7 -23.4 -56,2
K3 21,7 34,3 42,8

Takum ynHOM, OTpUMaHa cucTeMa AudepeHLiadbHUX PIBHAHB I TPhOX PEKUMIB
po6otu CITY mae Bursi:

dp,
1,9374‘ PP (f) = —15,7(0[‘ (l) + 21,7M(t)

dpP,
5,87 + Pp(t) =234 (t) +34,3M (1)

dP,
7.6— =+ Pp(1) ==5620-(1) +42.8M (1)

3MiHa KyTa JIonareil HampapIIsiodoro anapary IMMococa oka3aHo Ha puc. 4
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Puc. 4. TpuBrMipHa MOJIENIb HANPABIISIOUYOTO aniapary

[epexinHi XapaKTEPUCTUKU MPECTABICHOI CUCTEMHU PIBHSAHHI 10 KaHANaX KepyBaHHS
i 30ypeHHs IIpeICTaBICH] Ha puc. 5-6.

P.1la f i E i i
oA
BT DR S ;_ E . _
10 ----- L SRR 4
Wl N e
o N S —
1 N P
_B0 :r E i : :

o 10 20 30 40 50

t.c
Puc. 5. 3miHa THCKy aUMOBUX TrasiB s Tphox pexumiB podoru CIIK mpu poboti
HATPAaBIISIOYOTO armapary

M. xxic

[
o=
T
'
'
'
1
'
oo -l ol ol _d___ad___
|
1
'
'
1
'
'
1
'
'
)
[
1
T -1 --11---
ot
1
'
'
1

- -"r=-"°Tr-"°"TTTTTTTTTRTCTTTT o

0 10 20 30 40 0 LC
Puc. 6. 3mMiHa BUTpaTH JUMOBHUX T'a3iB MPU TPHOX PeKUMaX poOOTH
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Brpara teruiotu 3 razamu ¢, € HaWOUIBIIO 3 YCIX TEIUIOBUX BTpPAaT B CYTHOBHX
naporeneparopax. Jns CIIY BoHa konuBaeThcsi B Mexax Big 5 g0 23% 1 Ounmbme [7].
Benuunna ¢, 3aJ1€KUTh Bil €HTAMBIII BIX1IHUX ra3iB, sika BU3HAYA€ThCs 3a (popMymoro:

1, =V xC.xV .

e Vp - obesr Bixxigunx rasis, M>; Cr - 06'eMHa i300apHa TEMIOEMHICTh MPOTYKTIB
sropsiaast, kKIDk / (MK); Vx - IIBUIKICTB ra3iB, M/ C.

IIpn xoHTpomi V), HEOOXiIHO BpaxoByBaTH, L0 TEMIEpaTypa CTIHKH XBOCTOBHX
noBepxoHb HarpiBy t.; CIIK noBuHHa OyTu BHINE TOYKH POCH tp, IPU AKIH CyMIII BOASHOI
napu Cip4aHoi KHUCIIOTH IO 3HAXOAMTHCS B NPOAYKTaxX 3rOpsSHHS KOHAEHCYyeThbesd. [lpu
BUHHMKHEHHI YMOB KOJI t¢; <t,, CyMIII IapiB MOYMHAE KOHJECHCYBATUCS HA MOBEPXHIX HArpPIBY
1 miJ BIUIMBOM Cip4aHOI KHCJIOTH TOYMHAE BiAOyBaTHCs IHTEHCUBHE pyWHYBAaHHS MeETalliB
TpyO, TOOTO TMOYMHAETHCS TMPOIEC HUZBKOTEMIIEPATypHOI KOpO3ii. Y MPOIYKTax 3rOpsSHHS
CIpYMCTUX Ma3yTiB 3aBXKIW MPUCYTHI Mapy BOAM 1 CHONYKH CIpKH, SIKI YTBOPIOIOTH IpH
3'€lHaHHI OAWH 3 ONHMM cip4yaHy kuciory. [Ipum oOMUBaHHI razamMu BITHOCHO XOJIOJHHUX
XBOCTOBHX MOBEPXOHb HArPIBY MapH CipuyaHOi KUCIOTH KOHJIEHCYIOTHCSI Ha HUX 1 BUKJIUKAIOTh
KOpOo3ito MeTany [8].

TakuM uMHOM, 3 ypaxyBaHHAM BIUIUBY IIBHIKOCTI V), TMMOBHX Tra3iB, IO BIIXOIATH,
HA TIPOLECH YTBOPEHHS HM3BKOTEMIIEPATYpHOI Koposii AN’,, TPOMOHYEThCS IOMOBHHTH
piBHSHHS (2) mapaMeTpoM, 10 XapaKTepu3ye KOpo3iiHUHN TpoIiec.

T2 —2 s APy =k Ay + k3 AM + kZIANT

di
A
k2 =1, +2:10°3 ‘/7
’ Vol

ne t; — TeMmeparypa HAacCHYEHHS BOJASHOI MapH, BIAMOBiAHA X MapIiaJbHOMY THCKY B
MPOYKTaX 3TOpPSIHHSA, oC; Ap, — NONOKEHHS HAIIPABIIAIOYOro amapary ammococa,%; O, —
HIDKYA TEIJIoTa 3ropsHHS po0ovoi Macu nanusa, kJ[x/kr. [ pexxumy HaBaHTaxeHHs 75%,
OTpUMAJIH:

k3" =201+2000-3/7%/, 0 =941,

iCIIs MiACTaHOBKH KoedillieHTa, piBHIHHS (2) Mae HACTYITHUHN BUIVISA:

de T
7,6 ~ +Pp(t)=-56 20 (t)+42,8M (t)+ 941 AN (¢)

VY nopanbmmx piBHSHHSX 3QJICKHICTH BiJ yacy (t) He BiJOOpasKa€eThCsl.
1

AHaNOTIYHUM YMHOM MOXXHA OTpPUMATH 3HaueHHs KoedilmieHTa k42 1 JUIs 1HIIAX
HaBaHTaXyBaJIbHUX pexxuMiB podotu CIIK.

JluHaMiuHI BJIACTMBOCTI TOBITPSABOAY, IO BHU3HAYAIOTh 3AJICKHICTH MIXK 3MIHOIO
nofavi TMOBITPS B TONKY KOTJIA 1 TOJOXKEHHSIM HANpaBiSIFOYOro arapary JyTTEBOTO
BEHTUIIATOPY A@, , OUCYIOTbCS PIBHSAHHAM BHLY [9]:

2 dzAML

2 dAM |
dt? "

2
T
2 dt

dA
+ T AM =k122%+k222A¢B. @)
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B, B\2 2 B B B\2 B B
2 _—ap(ay) (mB a] .T122__2aPaL +(ar) (mB aj. K2 = bpay (mB aj.
2 = = s - — ) — T 5 5| = s
al —af \ Pp a? — a8 Pp al —aB\ Pp
B
2 bp
k=5
aL—ap

Je m, —Maca JUMOBHX Ta3iB B IOBITPOBO/I KOTJIA B CTALlIOHAPHOMY PEXHMI poOOTH, KT

P

), — Cepe/IHE 3HaUeHHs THCKY MOBITPs B MOBITpoBOL, [1a;

aj,al,b} — BU3HAUAIOTHCA TpaiuHO 3a BUTPATHUMHU XapAKTEPMCTUKAM TOBITPABOMY i

IyTTEBOro BeHTWIITOpa; ML - BHTpara moBiTps, M /roi. PO3paxyHKOBI 3HadeHHS
koe(inieHTiB 1 TphoX pexumi podotu CIIK npencrasneni B Tadm. 2.

Taboauus 2.
Po3paxynkoBi koeditieHTH piBHIHHS (4)
HaBaurtasxeHHs BiJ HOMIHAJILHOTO 25 % 50 % 75 %
7,7 ¢ 3,9 6,8 9,3
T/"c 4,2 9,1 16,1
ki, xt/ % 2,3 4,5 7,4
k2 * xr/c% 8,1 26,1 28,3
Cucrema paudepeHUiaNbHUX pIBHAHb IO ONHUCYIOTh JWHAMIYHI BJIACTHBOCTI

MOBITPSIBOAY IIPH TphoX pexumax poootu CIIK mae Burs;

2

394 N;“ +42 dAﬁfL aM, =232 g1rp,
dt
2

634 N;“ +9,1 dAﬁf L\ AM, =45 dAd‘fB +26,1A0
dt
2

934 Aﬁ“ 161ML Ay, =74 dAd‘fB +283App
dt

3 meroro nomainwinoro monentoBaHHs CAY o6'ektiB CIIK 3 IIIJ] - peryastopamu,

KOKHE 3 PIBHSHb CUCTEMH IPEJICTABICHO Y BUTVISII TIepeaTOuHUX (YHKIIIN:

235 +8.1
W(S)m,—p = ’ :
L™ (3952 +425+1)
4,55+ 26,1
W(S)M P . . .
L7 (6852 +9,1s +1)
7,45 +28,3
W(S)ML—gﬂ =

(9,352 +16,1s +1)

Jlsi BU3HAUEHHsI JUHAMIKH TIPOIECy 3MiHHM KoedillieHTa HAJUIMIIKY IOBITPS, IO
BIUIMBA€ Ha KOHLEHTpalito NOX, BUKOPUCTOBYEThCS EKCIIEPHUMEHTAIbHA 3aJIeKHICTh (pUc. 7)
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[10, 11]. Ha ocHOBI 1ii€i 3aNeXHOCTI BiIOYBAETHCSI HABYAHHS HEHUPOMEPEIKEBOTO PEryIIITOpa
(HCK), kepyro4oro mporecoM perupKyIIsailii TMMOBHUX Ta3iB.

Puc. 7. Crarnuna xapakrepuctuka o = f (PH)

Hapuanbna Bubipka st HCK ontuManbHOTo peskumy ropiHHs MajuBa 3a KpUTEpieM
Mminimizamii NOx mpencrasieHa B Tadn.3. 3 ypaxyBaHHSIM HasiBHOCTI O10J10TEKH €JIEMEHTIB
HEHpPOHHOI Mepexi, uid HaBYaHHs HelipoMmepeskeBoro koHTponepa (HCK) Oynu Bukopucrani
CrieniagizoBadi MporpamHi pemakropu B makeri MatlLab [10], mo peani3yioTh MeTOAM
€TAJIOHHOTO YIPABIIHHS 1 JIIOTh HA OCHOBI aJITOPUTMY HAaBYaHHS — 3BOPOTHOTO MOUIMPEHHS
nommwiku [12, 13]. Heiiponu 1-ro mapy maroTh akTHBAIiiiHy (YHKIIII0O — TrinepOoaigyHuN
TaHTEHC, a y HEHPOHIB 2-T0 mapy akTUBaliiiHi QyHKIIT niHilHI. JeTanpHa cxema HaBYAHHS
HCK mnpencrasnena B po6ori [12]

Taoauns 3.
Hapuanbna Bubipka mast HCK
HapanTaxxenHs xotia,% 10 30 50 70 90
a 1,5 1,25 1,16 1,15 1,1
NOx * 100 Mr/m’ 2,7 4,6 6,0 8,2 8,8

[Tepeximni mporecu, OTpHMaHI B pe3yJabTaTi MOJACIIOBAHHS HEHPOMEpEeKeBOi 1
tpaauniitnoi CAY permupkynsmii CIIK Ha Tppox pexumax TEIUIOBOTO HaBaHTAXKCHHS,
Mpe/ICTaBIICHI Ha puc. 8-9.

NO, * 100 n: e i /.—\'\ S S
'\ e T

., /A

// 2

.
[
1

o 5 Io 15 i ] 25 1 c

Puc. 8. Ilepexigni mpouecu perymroBanss 3MicTy NOX y BUXITHUX ra3ax CyTHOBOTO KOTJIA:
1 — tpamuniitna CAY 3 [1]] - perynsitopom (o = 1,3); 2 — melipomepexea CAY (o = 1,16 aus.
Ta6:1.3) npu termoBoMy HaBaHTakeHHI CIIK, mo mopisHtoe 0,5 Big HOMiHAIBHOTO.
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NO= *100, mr/nd

0 10 20 30 40 50 tc

Puc. 9. Ilepexiani nporecu peryiaroBanHs 3micTy NOX y BUXIJHHX razax CyIHOBOTO KOTJIa
npu poOOTi Ha ABOX TEIUIOBUX pexumax 25, 75%

BucuoBku

[TopiBHsanbHMIA aHai3 nepexigaux nporeciB CAY (nuB. puc. 8-9) mponaeMoHCTpyBaB
3MmeHmIeHHs: BMicTy NOX B cepenHboMy Ha 25% B TOpIBHSHHI 3 THUIIOBOIO CHCTEMOIO
yhnpaBiiHHsA. TakuM YWHOM, BUKOPHCTAaHHS 3alpOTNIOHOBAHOI CTPYKTYpPH YIPaBIiHHS
MPEJCTABISIETECSA TEPCIEKTUBHAM JUJISl BIIPOBA/DKCHHSI HA CyAaX PI3HOTO THUMY 1 JTO3BOJISE
BUKOHAaTH BUMOTH MDKHApOIHMX KOHBEHIIIM 0€3 ICTOTHUX KamiTaJOBKJIAJACHb B 3aKYITIBITIO
HOBOTO oOyagHaHHS a00 MOJIepHi3allii cTaporo.
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MODELING THE PROCESS OF HAZARDOUS EMISSIONS FORMATION IN
THE EXHAUST GASES OF SHIP'S STEAM BOILERS

V.S. Mikhailenko', V.A. Shcherbinin', V.V. Leshchenko', R.Yu. Kharchenk',
N.V. Lozhechnikova®

'NU "Odessa Maritime Academy", Odessa, Ukraine, 8, Didrikhson str., Odessa, 65029,
Ukraine, e-mail: romannn30@gmail.com
2Odessa National Polytechnic University, Shevchenko ave., 1, Odessa, Ukraine;
e-mail:fontan.lev@gmail.com

In view of the tightening of the requirements of the International Convention for the
Prevention of Pollution from Ships, in particular, the Regulation on the Prevention of Air
Pollution from Ships, it becomes urgent to introduce new methods for monitoring and
limiting the concentration of harmful emissions from ship units into the atmosphere. The
NOx content in the exhaust gases can be achieved by influencing the maximum combustion
temperature provided by the introduction of recirculation gases. Flue gases with a
temperature of 300-400 ° C are selected in front of the air heater and recirculation smoke
extractors and fed into the furnace. As a result, the maximum temperature in the furnace is
reduced by 120-130 ° C and the oxygen concentration in the combustion zone decreases,
which also reduces the formation of fuel NOx. The efficiency of the steam boiler is reduced
relatively little (0.01-0.03% per 1% of recirculation gases). The efficiency of suppression of
the formation of nitrogen oxides during the introduction of recirculation gases is
determined by the following factors: the place of selection of gases for recirculation; the
conditions of their introduction into the furnace; the degree of recycling r,%; distribution of
recirculation gases by the volume of the combustion chamber; boiler condition. The study
of methods for reducing the concentration of NOx in the exhaust gases of ship steam
boilers. The modern scientific approaches in the field of reducing harmful emissions are
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considered, in particular, their advantages and disadvantages are indicated. A method is
proposed that implements a neural network algorithm in a flue gas recirculation control
system, which is characterized by the ability to minimize the content of NOx values when a
ship's boiler is operating at different thermal loads.

Comparative modeling of the proposed neural network ACS and traditional ACS of the flue
gas recirculation process when a ship's boiler is operating at 50% load has shown the
advantage of a neural network control system trained to achieve the lowest possible content
of harmful emissions in the atmosphere.

Keywords: harmful emissions, ship drum water-tube steam boiler, neural network
algorithm, flue gas recirculation control system, heat load.
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METO/IA TA 3ACOBU BUSIBJIEHHS HEAKTYAJIbHOI TA HEJOCTOBIPHOI
TH®OPMAIIIl HA WEB-PECYPCAX

A.M. MeJbHUK

3axiTHOYKpaiHCHKHUN HAIlIOHATLHUH YHIBEPCUTET,
By JIbBiBChKa, 11, M. Teprominb, 46020, Ykpaina, e-mail: melnyk.andriy@gmail.com

VY cTarTi po3MISIHYTO Ba)KJIMBY HAayKOBO-TIPHKJIAJIHY 3a]ady BHSBICHHS HEaKTyaJbHOI Ta
HeJloCTOBIpHOI iH(popMalii Ha BeO-pecypcax, sika € akTyaJIbHUM HanpsMKOM PO3BUTKY Ta
peanizamii METOAIB IHTEJEKTYaJbHOTO aHali3y NaHuX. I[IpoBeneHO aHalli3 CydacHHX
METOJiB Ta 3acO0iB OI[IHKM HEaKTyaJbHOI Ta HEJAOCTOBIpHOI iH(OpMalii 3 TOUYKH 30py
OIliHKK 1H(QOPMAIIMHUX JDKEpPEeNl Ta BHIUICHO OCHOBHI MPOOJEMHI HANpsSIMKH, SKi
BHHHUKAIOTH B Tpoleci ix (QyHKIIOHYyBaHHs. 3alpollOHOBAHO CHUCTEMY TIOKa3HUKIB
(GinbTpyBaHHS HEIOCTOBIpHOI Ta HEaKTyanbHOI iH(OpMalii, sKa OTpUMaHa Ha OCHOBI
KUTbKOX Jpkepen. Ha OCHOBI TaHOT CHCTeMH pealli3oBaHO METOJ MepeBipKy iH(opMarlii 3
BeO-pecypciB Ha aKTyaJbHICTh Ta JOCTOBIPHICTh. B OCHOBI JaHOTO MiAXOLYy MOKIAICHO
MOXKJIMBICTh BUKOPHCTaHHS HAIepe] BH3HAYEHOTO pecypcy, aHi 3 SKOTO HOCAThH TUIBKH
JOCTOBIpHUH XapakTep.Po3poOieHo MeTon BUSBICHHS HEIOCTOBIPHOI Ta HEaKTyalbHOI
iHpopMarlii, BpaxoByIOYM OCOONMBOCTI ii MOLIMPEHHS 4Yepe3 BIJIOBIAHI CTOPIHKH Y
COLliaIbHUX Mepekax Ta BHKOPUCTaHHsA OaratoszamadnHoi kiacudikanii iHdopmanii, sxa
OTPUMYETBCS 13 PI3HUX JKEpesl NaHWX.BUKOpHCTaHHS 3alpONOHOBAaHMX IHTEIEKTYaJIbHUX
METONiB OOpOOKHM JaHWX Pa3oM i3 IHIIMMHM METOJAMH IHTEJIEKTYaJIbHOTrO aHali3y, sKi
BHKOPHUCTOBYIOTHCS [UIsI OILIHKH 1H(OpMAIlii OTpuMaHOi 3 iHTEpHETY, MO3BOJIUTH 3HAYHO
MiABUIIUTH e(EeKTUBHICT MPOIlECY BCTAHOBICHHS HEAKTYalIbHOCTI Ta HEJOCTOBIPHOCTI
iHdopMmalii, a TakoX O3BOJIUTH TOOYIyBaTH OIIIHKY KOHKPETHOTO BeO-pecypcy Ha
npeaMeT ImyOumiKalii Ta po3MmoBCIOIKEHHS TaKo1 iHpopMaIrii.

Ku104oBi cj10Ba: akTyanbHICTH Ta TOCTOBIPHICTH iH(MOpMaIii, web-pecypce, iHpopmarttiiine
JDKEPETIO, COIialIbHI MEepexKi.

Beryn

BusiBneHHs HeakTyalbHOI Ta HeIOCTOBIpHOI iH(opMaIllii € BaXIUBUM €JIEMEHTOM B
nporieci iHpopMaiitHoi 0013HAaHOCTI Ta TPUHHATTA. Benuka KinbKicTh iH(oOpMaIii, ska
PO3MOBCIOKYEThbCS depe3 [HTepHeT, BUMarae ii BCeOIYHOI OI[IHKHM, a II€ B CBOIO 4Yepry
MOPOJHKYE TAKOXK MUTAHHS OI[IHIOBAaHHS BiAMOBIIHOTO iH(pOpMaIiiHoTro mKepena [1-3].

Ha BinMmiHy BiJl IpyKOBaHMX MaTepianiiB, TAKMX SIK KHUTU Ta CTATTi, B€O-CTOPIHKU HE
MOBHHHI BIJIMOBIJATH CTaHJIApTaM SIKOCTI, TOYHOCTI Ta CTAaTHCTHUYHOI JOCTOBIpHOCTI. L5
BIZICYTHICTh KOHTPOJIIO SIKOCTI CTBOPIOE OCOOJIHMBI MPOOIEMH 1715l BCTAHOBJICHHS BiJIIOBITHOTO
CTyTEHS JIOBIpH [4], B MeXax SIKOro HEOOX1JHO OIIHIOBATH KOXKHY BEO-CTOPIHKY Ha MPEIMET
TOYHOCTI, TOCTOBIPHOCTI, aKTyaJIbHOCTI Ta 00’ €KTUBHOCTI [5].

B IntepHeti koxHa aapeca BeO-CaTy Mae JIOMEH SIK YaCTHHY aJpEeCH, IO J03BOJISIE
imeHTugikyBaTH BlacHHKa BeO-caiity. JlomeH a0o HOro mpHHaIEeXHICTh 10 JAOBIPEHOI 30HH
MOKe OyTH MIBUIAKUM CIIOCOOOM OIIIHUTH SIKICTh BeO-pecypcy mepen HorosiaBimyBaHHIM. Sk
npaBuio, .edu, .gov Ta .0rg yacTille MaroTh SKiCHIITY iH(opMallito, HixX JoMeHHu .com [5-7].

Y miif poboTipeanizoBYEThCS MpOIEAypa OIIHKHIOCTOBIPHOCTI Ta aKTyaJIbHOCTI
iH(popMarii 13 KOHKPETHOro BeO-pecypcy. 3acTOCYBaHHS TaKOi MPOLEAYPU TAKOX JT03BOJISE
MPOBECTH 3arajibHy OIlIHKY BIJMOBIIHOTO 1H(GOPMAIIIHHOTO JDKEpela Ha MpeaMeT
JIOCTOBIPHOCTI Ta aKTyaJIbHOCTI.

167


mailto:

A.M. MenbHUK

AHaIi3 1ocaiaKeHb Ta nyoaikani

binpiricte myOmikaiii 3 JaHOi TEMAaTHKU 30pPIEHTOBaHI Ha BUKOPHCTAHHS METOIB
IHTeNeKTyanbHOro anamszy [2,3,5,8], a came mTy4dHHX HEUPOHHUX MEpEX, JIepeBa PIIICHb,
BUKOPHUCTAHHS CHMBOJBHUX TPABHI MPHU MOOYIOBI PE3YIBTYIOUMX XapPaKTEPUCTHUK,IIPABUIIA,
MiIX0M Ha OCHOBI METOJIIB HAWOJIMKYOTO CyCija, METOJY OIMOPHUX BEKTOpIB, 0ail€ecoOBUX
Mepex,THIHHOT perpecii, MeTo/IiB KOpesILiiHO-PEerpeciitHOro aHallizy; METO/IB KJIaCTEpPHOTO
aHajizy,30KpeMa iepapxiuyHi Ta HelepapXidyHI METOAM KJIacTepHOro aHamizy [8]; meromu
MOLTYKY acCOLIaTUBHUX TpaBWI, METOJ Apriori; MeToau oOMexeHOro abo YacTKOBOTO
nepebopy mnepebopy, TEHETHUYHI aJTOPUTMHU B paMKaxX EBOJIOIINHOTO MPOrpaMyBaHHS,
pi3HOMaHITHI MeToau Bisyamizamii fganux [2]. BimpmicTe mepepaxoBaHMX METOIIB Oymu
peari3oBaHi B paMKax MITYYHOTO 1HTENEKTY [4-7]. B Mexkax iHTeIeKTyalbHOTO aHaTi3y JTaHUX
BUHUKA€ KiTbKa KIIOUOBHX 3a/1ay, SKI BUMAaramTh pPO3B'SI3KY, BUXOISYM 13 cHemH(IKU
npeaMeTHOi 00racTi, B AKid BoHH chopmoBaHi [7-9]. [lo Takux 3amad Tpeba BiTHECTH TakKi:
knacudikaiii, Kractepusallii, MPOTHO3yBaHHS, Aacolliallis, Bi3yali3aiii, aHalli3 BUSBICHHS
BIJIXWJICHB, OLIHFOBAHHSI, aHAaJI13 3B'SA3KIB, MiABECHHS MiACYyMKiB [2,4,7-11].

Bonnouac, crienudika iHpopmartii, Ska HAKOUYIYETbCS B IHTEPHETI, a00 OTPUMYETHCS
3 HbOTO, BUMarae peanisaiii J0JaTKOBUX ITiIXO0JIB, SKi MOXKHa OyJe JIeTKO peaizyBaTH Ta
IPOTPaMHO IHTEPIIPETYBaTH B paMKax 3aaaHoi mpeamerHoi obmacti [12-14]. Ocobmauso
aKTyaJbHUM € HaIPSIMOK PO3POOKH METO/IIB aHaITi3y 1H(pOpMaIlii Ha TPEeIMET aKTyallbHOCTI Ta
JIOCTOBIpHOCTI [8].

Mema i 3a0aui 0ociioxcenns

OTxe, MeTOr0 JaHO1 POOOTH € PO3poOKa METOIIB Ta 3ac00iB BUSBICHHS HEAKTyalbHOI
Ta HEJIOCTOBIPHOI 1H(OpMAIIii, Tka po3MIIYEThCS Ha O0QIIHHINX BeO pecypcax opraHizailii ta
HOLIMPIOETHCS Yepe3 BIAMOBIIHI COLIaIbHI MEpEexKi.

JI71st MOCSATHEHHS MTOCTaBJICHOI METH MOTPIOHO BUPIMIUTH TaKl 3aa4i:

- MPOAHaJIi3yBaTH OCOOJIMBOCTI MPOIECY BUSBICHHS HEAKTYAJIbHOI Ta HEJAOCTOBIPHOT
iHdopmarii Ha BeO-pecypcax;

- OOrpyHTYBaTH BHKOPUCTAHHS METPHKH OLIHKU JOCTOBIPHOCTI iH(opmarii mms
oIliHIOBaHHs 1H(}OpMaIlii, sKka OTPUMYETHC 13 BeO-peCcypciB;

- po3pobuTH mpoueaypy nepeBipku iHdopMmarlii 3 BeO-pecypciB Ha aKTyaJIbHICTh Ta
JIOCTOBIPHICTB;

- peaitizyBaTH METO]I IIepeBipKH iH(popMallii 3 BeO-pecypciB Ha OCHOBI aHaNI3y JaHHUX,
OTPUMAaHMX 13 COILIAIbBHUX MEPEK;

- TPOBECTH EKCHEPUMEHTAIbHI JOCHIIKEHHS Ta OI[IHUTU OTPHUMaHI pe3yjibTaTH Ha
MIPUKJIAJ BeO-pecypcCy 3aKiaaay BUIIOI OCBITH.

OcHOBHA YacTHHA

[TepeBipka BeO-pecypciB Ha HasSBHICTh HEAKTyaJbHOI Ta HEJOCTOBIpHOI iH(opmarlrii
BpPYUHY BHMara€ BEJIMKMX 4YacOBUX BUTpaT. Taka mepeBipka HeJOCTOBIpHOI iH(opmarii He
MacmTabyeTbes 32 00CATOM HOBOCTBOpEHOI iH(OpMaIllii, 0coOJMBO KOJM MEBHA OpraHizarlis
Mae KiTbKa pecypciB, BKIIOYAIOUM PECYpCH B PI3HMX COLIaJIbHUX Mepexax. BukopucranHs
3aco0iB, SKI CIIPAMOBaHI Ha aBTOMATH3aIlil0 TaKoi MEPeBipKU, a00 YaCTKOBE BHKOPHUCTAHHS
METO/IiB aBTOMATUYHOI NEPEBIPKM B OCHOBHOMY IPYHTYIOThCS Ha aBTOMAaTH3allil IpOIECiB
nomryky iHdopmariii, MeTo1iB 0OpOOKH MPUPOTHOT MOBH, MAITMHHOTO HaBYaHHs, TpadoBoi
Teopii [5,6,11].

Y 3aragpHOMY, TpeACTaBlIeHyaKTyalbHy 1HGOpMAII0O MOXHAa MOJICIIOBATH
HACTYITHUM BigHOMEeHHsM [1,3,5]:
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Kw=(S,P,0), (D

ne Kw - indopmMmairis, sika MOJEIIOIOTHCS HACTYITHOIO TPiiKoro: S - mpeaMeTrHa obmacth, P -
npeaukar, O - 00’€KT.

Hanpuknan, posrisHemMo HacTynmHuid iHQopmariiiamii OGioxk Ha Beb-pecypci
KJIACHYHOTO 3aKJIaly OCBITH: «3aXiTHOYKpPAiHCHKUU HAI[lOHATBHUN YHIBEPCHUTET 3MIMCHIOE
MiJITOTOBKY CIICHIATICTIB 3a CIEMialbHICTIO IHXKEHEpis MporpaMHOro 3abe3medeHHs». B
JaHOMY OJI0IIi MOYKHA BUJIUTUTH HACTYMHI iH(OpMarliiiai 0J10Ku:

Kw= <3 VHY , cneyianvricme, [Howxcenepianpoepamnoeo 3a6es>nequHﬂ> :

BinbiricTs BiZoMUX 3aco0iB aBTOMATHYHOTO BUA00YBaHHS iH()OpPMAMIIrpyHTYIOTHCS
Ha mpejcTaBiieHi (1) Ta Horo BiAMOBIIHIN 1HTEpIIPETAITii.

Jlnist IOIIyKy HeakTyalnbHOT abo HeloCTOBIpHOT iH(opMarllii Ta moOyI0BH BiAIOBITHO
cucTeMu ii kiacuikarii JaHi CoYaTKy BUTSTYIOTHCS 3 BIIKPUTHX JDKEPEI, SKi BIAHOCATHCS
70 ofHi€el KaTeropii abo TPynu BiAMOBITHUX BeO-pecypcCiB AESKOi YCTAaHOBHM YU OpraHizarlii.
Takwuii mporiec 4acTo BIIHOCUTHCS 10 BHIOOYBaHHS JaHUX a00 BIJIMOBITHUX BIAHOIIEHb MIXK
HUMH. BugoOyBaHHS JaHUX MOKHA KJIACH(IKyBaTH HAa BUAOOYTOK JAHUX 3 OJIHOTO JKEpena
a0o 3 BimkpuTHM KoaoM. OHe JpKepeno BHIOOYBaHHS JaHUX B OCHOBHOMY T'PYHTYETBHCS Ha
NOPIBHSAHO HaJiifHOMY BeO-pecypci (Hampukiaa, odimiiiHa BeO-cTopiHKa ycTaHOBH). [lanuii
crociO IIi OTPUMaHHS peeBaHTHOI iH(oOpMaIii € BiIHOCHO €(QEeKTUBHHM, ajieé YacTo
NPU3BOAUTH JIO BCTAHOBJICHHS HEMOBHOI iH(opmaiii, OCKIIbKH 3aJeXKHUTh Bl pPIBHSA
HAIMOBHIOBAHOCTI 200 aKTyaJIbHOCTI PO3MIIIIEHOT0 KOHTEHTY.

[Tomyk axTyanbHOi iH(pOpMAaILii Ha OCHOBI JAaHUX 13 KIJIBKOX BIJKPUTHX JUKEpEN €
MEHII e)eKTHBHUM, aJie I03BOJIUTh 3HAYHO PO3MIUPHUTH (POPMYBaHHS MIOBHUX Ta IOCTOBIPHUX
iHpopMmamiiftHuX 670KiB./JI MOIIYKy HEaKTyalbHOI Ta HEJJOCTOBIpHOI iH(opMaIlii HeoOXiTHO
TakoX chopMyBaTH HaCTYITHI MHOXKUHH (2), (3), (4):

At e Kw, (2)

ne At - mpencraBiisie pparMeHT NaHUX, SIKUH BIANOCsS BepH]iKyBaTH.
BaseAt = {At} , (3)
ne BaseAt - mpeacTaBisie MHOXKHHY BEpU(PIKOBAHUX JTAHHX.

BaseRelation ={ BaseAt, RelationAt}, 4)

ne BaseRelation - mpexacraBisie MHOXUHY 3B’SI3KIB MIDK CYTHOCTSIMH, SIKI ONHCaHI 3a
JIOMIOMOTOK0 BiINOBiIHUX BigHomeHns RelationAr .

st Toro, mo6 chopmyBatu 0azy i3 HOCTOBIpHOIO iH(opMalli€o, sika OTpUMaHa Ha
OCHOB1 KIJTBKOX JDKEpElN, iX MOTPIOHO J0MaTKOBO Bin(UIBTpYyBaTH, BPaXOBYIOUYH HACTYITHI
0COOJIUBOCTI:

- HagnmumkoBicTe TpencTaBIEHWX JaHUX B OJHOMY KOHTEKCTI (HAmpHKIa,

Kw= <3 YHY , cneyianvrnicme, Inorcenepisanpoepamnoco 3a6e3nequHfl> ) Ta

3axionoyKpaincoKutl HAYIOHALHULL YHIGEPCUMEN, CNEYIAIbHICHD,
Kw, =
1 .
IHoicenepis npoepamnoeo 3abe3neyenns
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Kw, 6yne HaUTHIIKOBUM MPE/ICTABJICHHSIM, OCKUIBKHU «3YHVY» Ta

«3axiTHOYKpaiHChKUI HALlIOHABHHUN YHIBEPCUTET» BIAMOBIIAIOTH O/IHIHN 1 Tili )K€ CYTHOCTI;
- HenilicHicTh — TOKa3HHWK, SKWW 3aJeKHTh BiJl KOHKPETHOTO IHTEpPBAy 4dacy,

HaIpUKIAI, KW=<TIEY , VHigepcumem, ylgvai'Ha> HeakTyajbHa iH(opMallis i TOBUHHA OyTH

oHoBieHa. OaMH 13 BapiaHTIB NOJOJAHHS JaHOi MPOOJIEMU — TpPENCTaBICHHS MaHUX 13
MEBHMM HAa0OpPOM YacOBHX XapaKTEPUCTUK ab0 PO3MIMPEHHS OTPUMAHOrO Habopy 3a
JIOTIOMOT'0I0 BCTAHOBJICHHS JOJTATKOBUX TBEP/IXKCHb;

- CymnepewInBiCTh IPEICTABICHUX JaHUX (HAPUKIIAT

Kw= <3VHY , aopeca, Te epnoniﬂb> Ta Kw:<3VHY , adpeca, BiHHuuﬂ> € CynepewInBUMU

JTAHUMH, SIK1 BUMAararoTh JI0OJIaTKOBOTO aHa3y);

- HenocroBipHicTs BeG-pecypcy (CKIaaHICTh iAeHTH}IKALIT pecypcy A0 JOBIpeHOI
30HM B paMKax 3aJlaHoi TpeaMeTHoi oo6sacti). JloCTOBipHICTE BeO-pecypcy MOXHa
BCTAHOBUTH HANIPUKJIIA/1 Yepe3 MPUHANIEKHICTh HOTO TOMEHHOI aipecH 10 JOBIPEHOI 30HHU;

- IloBHoTa — HasBHICTH iHGOpMAIii, sKa OTpUMaHA 13 BeO-pecypcCiBHE 3aBXKIU
JI03BOJIsIE BCTAHOBUTH ii JOCTOBIPHICTB Ta aKTYaJIbHICTb.

IIpouenypa mnepeBipku iHdopmanii 3 BeO-pecypciB Ha aKTyaJbHICTHL Ta
aoctoBipHicTh. 1100 ouiHUTH TOCTOBIpHICTH 1H(OpPMAIil, sika po3MilIyeThCs Ha OQIIiHUX
BeO-pecypcax yCTaHOB Ta OpTraHi3aiii, HEOOXiJHO TMOpPIBHATH JaHi, SKi OTpUMaHI Ta
npeJcTaBieHi 3a 1onomMororo BiaHomeHHs (1) 3 iHdopmariieto, sika OTpUMaHa 3 JTOCTOBIPHUX
JOKEpelt.

SIk mpaBmilo, Mpoleaypa MEepeBipKH JaHUX IS TPiHKH Kw:<S , P, O> IOJIATAE B
OLIIHIII MOKJIMBOCTI TOTO, 110 MEX1, O3HAYeHI MpeaAuKaToM P, cpopMoBaHi i3 BpaXyBaHHIM

MPUHAISKHOCTI S , 710 By3Ja, 1m0 npeactaisie O B MHOXHUHI BaseAt . 30kpema, 1iei mporiec
MOJKHa OIMCAaTH 3a JONOMOTOI0 HACTYIHHUX KPOKIB, sIKi (popMaii3oBaHO MpEACTaBJICHI Ha

PUCYHKY 1.

H — . \' a Ny
@ - HannuuikogicTs @
- HegiicHicTs
Bup 0By BIHHA AaHWK @ @:'] OTDHMEHHH alf‘r}'a.rleo'l'
L - CyNepeunueicTs T3 OOCTORIpHOT —
iHpopMauii

- HepocToBipHicTs d

AHaniz eebpecypois A F @
-ToBHOTa \

b — 4

MapiBHAHHA IHQopMaLT
©OpPMYEAHHA T3 QINLTRYBAHHA

iHpopMauiiHux Gnokis

PopnyBaHHA Ta
finbTRYEaHHA
iHth OpIELIIAHI X BN OKIE

<I> Eania HOBWX afi0 NOOATKOBNX OaHWK

o iaTKOBMiA @Ha nia

O TRUMEHHA aKTyansHoi
Ta f,0CToB pHOT
iHp opaLLi

Nopartkoenil aGo HOBKMIA aHania
Puc. 1. Cxema ananizy ingopmariii 3 BeO-pecypcCiB i3 BUKOPHUCTAHHSIM IOKA3HUKIB OLIIHKU
JIOCTOBIPHOCTI iH(opMaITii.
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1. PosramryBanus cyrtHocti. Tema S, Tak camo sik i 00’ekT O crodaTKy MOBUHHI
BIJINOBIIATH €JIEMEHTY 13 MHOXXHHU JOCTOBIPHUX NaHUX B BaseAt, KWl TIpEACTaBISE TY
caMmy CYTHICTb.

2. [Ilepesipka BigHOmeHb. [HOpMariis, ska omucyerbcs 3a jgomnomoror (1)
BBAXKAETHCSI AKTYaJTHHOIO Ta JOCTOBIPHOIO, SKIIIO MEXKa MO3HAUCHE MPEUKATOM BiJl €JIEMEHTA,
0 TpeacTaBisge S, A0 eleMeHTa, o npeacrasise (), iCHye B MHOXHWHI OIHKCY 3B’S3KiB
BaseRelation. B inmomy Bumanky iH(oOpMallis BBaXaeTbCs XMOHOIO, a00 TakKO IO
noTpedye JTIOATKOBUX YTOYHECHb.

3. BcranomienHs HOCTOBIpHOCTI iH(pOpMAILii. Konan=<S,P,0> HE BXOIUTH Yy

MHOXHHY Base Re lation, iMOBIpHICTD AT MEX CYTHOCTI, sIKa IO3HAY€HAa IPEIUKATOM B
MeXax TEeBHOI MpeaIMEeTHOI oO0JIacTi MOXKHa BH3HAUWTH, BHKOPHCTOBYIOUHM ITOKAa3HHUK
CEMaHTUYHOT OJM3BKOCTI [5], SKHMI JO3BOJISE MPOBECTH IIOMAPHY OIIHKY EJIEMEHTIB 13

MHOXXHUHH <S , P, O> , SIKI 3HAXOJATHCSA MK COOOI0 B CEMAaHTUYHHUX BITHOMICHHSX (CHHOHIMH,

Tinepo-TiMOHIMIYHIBITHOIICHHS, ACOIIATUBHICTH), 1 HYJIbOB1 3HAUEHHS JJIs BCIX 1HIIUX TMap.
Posrnsmemo cnemudiky ommcanoro mporecy mepeBipkd. [Ipunmyctumo, 110
BepudikoBanuii Ha odiniiHOMy Beb-pecypci iHdopMaliiiHuii 010K MOXKHA MPEICTABUTH 5K

gopmanizoBanuii Habip  TBEpIKEHb KW=<S,~, pi,O,->, i=L2,.n. Muoxuna W,
chopmoBaHa Ha OCHOBI BepU()iKOBaHMX HAOOPIB NaHUX st,, pt;, ot ,, j=1,2,..m.

INepeBipka iHopMariitHuX OJIOKIB, sIKI PO3MILIEHI HA CYyMDKHHX JI0 AOCIHIKYBaHOTO
BeO-pecypcy Oyae 3BOAMTHCS A0 MOOynoBU (YHKIINA Fai3 3HaAWIEHUMH TMOKa3HUKaAMU
aBTEHTUYHOCTI Af, e[O;l] JUISE KOXKHOTO OJIOKY <sl., pi,0i>, MOTAPHO iX TOPIBHIOIOYH 13

<stj, ptj,otj> 13 BpaxyBaHHs OINCY BiJHOILIEHb 13 BaseRelation :

Af, =1, axuwo 610k eepupikoeanui sk 00CMOGIPHULL ;

Af, =0, axwo 610k 6epuikosanuii K HEOOCMOBIPHULL .

3aranpHUl TIOKa3HUK aBTEHTUYHOCTI pecypcy Af Oyne BH3HAYaTHUCS SK arperoBaHa
BEJIMYMHA yCIX Af :

Fa:(s[,pi,oi)M)Afi ®))
Af =0(4f), 0ei=1,.,n, (6)

ne O — BubOpaHa (QyHKIIS arperyBaHHs (HAPUKIIa, CepeIHLO3BAKEHA).
[ndpopmanis, ssky HEOOX1IHO MEPEBIPUTH, € JOCTOBIPHOIO MpU yMOBi Af =1, a mpu
Af = 0 Bka3aHa iH(popMallis MOBHICTIO HEIOCTOBIpHA!

Fa((sl.,pi,ol.), WBmAt) = P(Meofcapl., wo 36'3ye s, mao, 6 WBaseAt), (7)

fie P — AMOBIPHICTb BIATIOBIAHOCTI S, ,0; 10 IOCTOBIPHUX JaHUX s ,,0f, BW)

aseAt *

s, = e [U(sl.,sr)]«?, (8)

J
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argmin

0, = [U(ol.,otj )] <4, )

(Ilj

ne U — BiACTaHb MK JBOMA €JIE€MEHTaMHU BiJIMTOBITHUX CYTHOCTEH, Ky MOYKHA PO3paxyBaTH
3a gornomororo dopmynu Jkakapmosoi Biactani[5,12,13]. Benuunna U Oyne BimoOpaxkaTu

inenTHdiKanio ABOX CyTHOCTel Mixk co60t0, Hanpukaag, skwo U (o,,0,,)=0, T00,Ta o, Ti

cami CyTHOCTI.

VY pesynbTaTi OTpUMAEMO MHOXKHHY BHJIOOYTHX JaHUX Ta MHOXXHHY BepH(IKOBaAHUX
nocToBipHUX JNaHUX. OJHIEI0 13 OCHOBHHUX IMPOOJEM MpU MOOYAOBI MHOXXHHHU JIOCTOBIPHUX
naHux Oyzae jkepeno (mkepena), 3 SKOTO Il JIaHI MOYKHA OTPUMATH. B sIKOCTI BiAMOBIIHOTO
JDKepesla MOXe BHKOPHCTOBYBATHCSI Hamepell BH3HAYCHHMH pecypc, AaHi 3 SIKOTO HOCSThH
TUTBKH JIOCTOBIPHUH XapakKTep.

Metoa mnepeBipku iHdopmanii 3 BeO-pecypciBHaA OCHOBi aHaJi3y JaHHX,
OTPUMAHHX i3 COMIAJILHUX MEPe:K.

BusiBnenHs HemocToBipHOI iH(opMaliii, BpaxoBylOUM OCOOIMBOCTI ii MOIIMPEHHS
4yepe3 BIAMOBIIHI CTOPIHKH y COIIAIbHUX MEpexax, MOYKHA Peali30ByBaTH, BUKOPUCTOBYIOUH
METOAM aHali3y CTPYKTypu iHpopmamii B mporeci iX mommpeHHs abo ayOiaroBaHHS.
BusiBnenns HenocToBipHOi iH(OpMaIlii Ha OCHOBI i1 PO3MOBCIOKEHHST MOXXHAC(HOPMYTIOBATH
AK 3afady Oararo3anavHoi kinacugikamii iHoOpMarii, ka OTPUMYEThCA 13 PI3HUX JDKEpel
JMaHUX. BXiTHUMU TaHUMH JaHOTO METOJY TONIMPEHHSI MOKe OyTH BIOPSIKOBaHAMHOXKHHA,
eleMeHTaMu sikoi € iH(opMariiiHi GJIOKM Ta BIANOBIAHI MOKAa3HHUKH iX ineHTH(ikamii (dac,
JOKEPEITo, MpoQifnb).

Taky BHOpsaKOBaHy MHOXXMHY MOXKHA IMPEJICTaBUTH Yepe3 JIEPEBONOIIOHY
CTPYKTYpPY, SKa, BPAaxXOBYIOUH BIJAIMOBIJHI TOKa3HUKHU,(PIKCYye CTYIMiHL MOIIMPEHHS TEBHOI
iHpopmarii dyepe3 cowmianbHi Mepexi. KopeHeBuil eneMeHT Takoi CTPYKTypH BH3Ha4ae
JoKepeno, 3 skoro iHdopmaris Oyna B3sATa B IMOYaTKOBOMY BHIJISIII, a IHII BY3JIH
NpPEJCTAaBSIIOTh  KOPHUCTYBayiB, sKi IMOMIMpIOBaTM  1HQOpMAIilO, BpaxOBYIOUH  iX
B3a€EMO3B 30K 13 OaTBbKIBCBKMM JDKepernoM (Hampukiaa, odimiiiHa cTOpiHKa opraHizalli B
colliaNbHIA MepexXi Ta CTOPIHKA KOPUCTYBAUiB, SIKi € yJaCHUKaMHU BIANOBIAHOI rpymu abo
MIPOCTO «IAPY3IMHY).

OmiHKy JOCTOBipHOCTI iH(OpMaIlii, SiKa MOMIMPIOETHCS Yepe3 BiANOBiIHI mpodimi y
COIllaIbHUX MepekaxX, MO)KHA 3/IMCHIOBATH 4Yepe3 BpaxyBaHHS ITOKa3HUKA MOTYXKHOCTI
MHOXHHHU a00 uepes iX OIIHKY Yepe3 YacoBl XapaKTEPUCTHKH.

Ha pucynkax 2 ta 3 HaBeI€HO UTIOCTPAIIiIO OLIIHKK JOCTOBIPHOCTI iH(OopMarlii, sika
OTPUMYETHCS Yepe3 COIMiaIbHI MEPEXKi 13 BHKOPUCTAHHIM 3a3HAYCHHUX BUIIIE METO/IIB OI[IHKH.

KinbkicTs iTepauin: 3

IHh oprELY AHWEA
LupKuHa iTepaudidHonn kpoky: 1,2,2,1 pecypc Med

PoamipHicTe: 7

IHEp opMEL A I+t oprELy ARnEA
pecypc ME2 pecypc NS

IHeh opraLy AHMEA |Heh opRMaLY AHEA ( |Heb opREL AHAE | Heb opMELY FHME
pecypc N#1 pecypc NE3 pecypc NG pecype NEV

0 1 2 3

ITepauii (KpoKKW NoWKWPEeHHA iIHDopMauii)
Puc. 2. Oninka 1octoBipHOCTI iH(pOpMaIlii Ha OCHOBI ITEpaIiifHOT OLIHKA MHOXUH
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OCHOBHUMH KPHUTEPISIMH, SIKI BHUKOPHCTOBYIOTHCS NPH BUKOPUCTAHHI ITepamiiHOl
OIIIHKH MHOMHH, €:

- KUIBKICTH iTepaliii - MakCHMMajbHa KUIBKICTH iTepalii, Ha SKUX BiIOyBanocs
MOMMPEHHS 1HGOpMaIitHUX OJIOKIB;

- IIUpUHA ITEpaliifHOrO KpPOKYy — KUIBKICTh JpKepen iH(opmamii B Mexax
ITepaIiiHoOTro KPOKY;

- PpO3MIpHICTh — 3arajbHa KUIBKICTH JKepen iHdopMarllii, yepe3 siki BiIOyBaeThCs
HOMIMPEHHS;

Ha pucynky 3 BimoOpa)keHO I1i TOKa3HUKH, BUXOJSYH 13 MOOYAOBAaHOT IePEBOBUIHOT
CTPYKTYpH.

OCHOBHUMH KPHUTEPIsIMH, SIKI BUKOPHCTOBYIOTHCSI B IPOIECI BUKOPUCTAHHS YacOBOI
OILIIHKH, €:

- mepioj icHyBaHHs iH(OpMAaIiifHOrO eleMeHTa—4ac, MPOTATOM SIKOro iH(opmarlis
MOIIMPIOBasIacs Yepe3 BiANOBIAHI iH(OpMaIliiiHi JpKepena;

- peXHMM peaIbHOr0 dYacy — KUIBKICTBH pKepen iHdopmariii, fKi MOIIUpPIOBAIN
iH(opMarliro B IEBHUM Yac;
- KUIBKICTh JDKEpen TMOIIMpeHHs iHopMamii — 3aranbHa KiUIBKICTh JDKEpen

iH(opmMarii, yepes ki BiOYBa€ThCsI MOMTUPEHHS;

Mepion icHYEaHHA iHGOopMaLiRHoro
enemeHTa: 4

IHe opMELY AHMA
pecype N4

B pexumi peaneHoro yacy: 1,1,1,2,2

KiNbKicTs m¥epen NoWwnpeHHs
iHpopMauii: 7

IHEp opmELY AHIA |Hi ophaELy AHME
pEcype NE2 pecypc NS

|Heh OpMELYEHITA |Heh opmMaLTAHIA l |Heh opMELY AW IHeh opMaLAHWEA
pecype N¥ pecype NI pecype NS pecype MNET

0 1 2 3 4

Yacoei xapakTepucTHEN

Puc. 3. Ominka qocToBipHOCTI iH(pOpMaIlii HA OCHOBI YaCOBOI OI[IHKH MHOKHUH

CknamHICTh 3aCTOCYBaHHS TaKOTO0 METOAY BHM3HA4YeHHS JOCTOBIpHOI iH(pOpMaItii
NOJISITa€ 'y PO3IIMPEHI KUIBKOCTI BY3JiB Ha KOXKHOMY eTami iTeparii, HampukiIaa, yepes
BEJIMKY YHMCENIbHICTh aKTUBHHMX KOPHCTYBadiB, SKI HAJEXaTh 0 KOpPEHEBOro Bys3na. Kpim
TOT0, YaCTO JOBOJIUTHCS (DIIBTPYBATH TOJATKOBI MOKA3HUKH, SIKI MOXKYTh HapoIIyBaTHUCS Ha
KOXHIN iTepamii. B 3araapHOMYy BHUIIanKy HOCTOBIpHICTH iH(popMmariii Oyme BHU3HAYATHCH,
BUXOSUM 13 ii OJM3BKOCTI 10 KOPEHEBOTO By3Ja MOIIMPEHHS 13 BpaxXyBaHHAM aKTYyaJbHUX
YaCOBUX XapPaKTEPUCTHK.

ExcnepumeHTaNbHI 10CTiIKEHHS

Ha ocHOBI 3ampomoHOBaHOTO MiAXOAy OYIO TPOBENEHO psjl €KCIEPUMEHTATBHUX
nocmimkeHb. CyTh JaHMX JIOCHIIKCHb 3BOJWIACA JIO OIiHKK iHopMallii Bed-pecypcy
KiacuuHoro yHiBepcutety Tepromons (https:/www.wunu.edu.ua/) Ta BIATOBIAHUX JKEPEI
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iHpopMarlii, sKi 10 HBOTO IOBHICTIO, YacTKOBO abo He mpuB’s3aHi. Ha pucynky 4
MIPEICTABICHO CXEMY, SKa BiOOpakae pe3ysbTaTH OLIHKK BIAMOBIIHUX JpKepen iHdopmartii
13 BpaxyBaHHSM MapaMeTpiB Ha KO)KHOMY iTepaliiiHOMY KpOIIi.

OchiLgitmit Be6-pecypc wunu.edu.ua https:  fwww.facebook.com/ZUNUniversity https: | |www.facebook.com /svetiana.sachenko
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Puc. 4. Oninka 10cTOBIpHOCTI iH(pOpMAIIii Ha OCHOBI ITEpPAIliHHUX Ta YaCOBUX XaPaKTEPUCTUK
Ha MPUKIIAJI TaHUX, OTPUMaHUX 3 pecypcy https://www.wunu.edu.ua/

B pe3ymbraTi  €KCIEPTHOTO  OI[IHIOBAaHHS 3  €JIEMEHTaMH  BUKOPUCTAHHS
ABTOMATH30BaHUX I1HCTPYMEHTAILHUX 3ac00iB aHai3y KOHTEHTY OyJIO0 MATBEPKEHO
JIOCTOBIpHICTH iH(opMallii, sika BitoOpakanacsi Ha KOXXHOMY KpOIli OIliHIOBaHHs. BiamoBigHi
pe3yabTaTh HaBeeHO y Tabmwmii 1.

OmiHKa JOCTOBIPHOCTI 3/IMCHIOBaNacs Ha OCHOBI arperoBaHoi OLIHKHA KOXHOTO
iHpopmMmariifHoTo Kepena. B pe3ynbraTi BCTAaHOBJIEHO, IO HAa TPHOX I1H(OpMAaIIHHUX
pecypcax, iH(popMallis, sSKa MOIUPIOETHCS, MOXKE BBAKATUCS JOCTOBIPHOIO, a Ha JBOX -
YaCTKOBO JIOCTOBIPHOIO.

Taoauns 1.
PesynpraTi O1iHIOBaHHS JOCTOBIPHOCTI iH(OpMAIliT Ha OCHOBI MOMIKPEHH 11 uepe3 coliaibHi
MepexXi B paMKax CTPYKTYPH BITHOIIECHH JJoMeHa https:// www.wunu.edu.ua/

https://www.w | https://www. | https://www | https://ww | ktidp.zunu
[Mapamerpu unu.edu.ua/ facebook.co | .facebook.co | w.instagra
OIIIHFOBAHHS (mocToBipHE m/ZUNUniv | m/svetlana.s | m.com/pk.
JDKEpeo) ersity achenko wunu/
IIpec-ienTp [Ipec-uentp | Cayenko [puiimans | Kadenpa
ABTOp Ha KoMicisg | ictopil
JiepKaBU
Hara my0mikarii 20.01.2021 20.01.2021 | 21.01.2021 | 21.01.2021 | 20.01.2021
(mommpeHHs)
JlocToBipHICTB HocTtoBipHe HocrtoBipae | YacTkoBO HocrtoBipue | [JocToBipHE
JOKepena JIOCTOBipHE
[Hara peecrpauii
Fueperna b - 20.09.2020 | 31.10.2020 | 21.09.2020 | 30.09.2020
JIOCTOBIPHOMY
JOMEHi
Cryninb 10BipH Bucokuii Bucoknii Cepenniii Bucoxknit Cepenniii
Owinka . . YacTkoBO . YacTkoBO
. . Hocropipua | JlocroBipHa . HocroBipHa )
JIOCTOBIPHOCTI JIOCTOBIpHA JIOCTOBipHA
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BucHoBku

Y pob6oTi po3rissHyTO OCOOIMBOCTI TpoIlecy OLIHKK iH(opMalii Ha NpeaMer
aKTYyaJbHOCTI Ta IOCTOBIPHOCTI. BiACYTHICTh HaIEKHUX MIAXOIIB, K1 MPOCTI Y BUKOPUCTAHH1
Ta peanizallii, CIIOHYKaJlK 10 PO3POOKH BIAMOBITHOI CUCTEMH TTOKa3HUKIB T4 METO/IB OI[IHKU
HEJIOCTOBIPHOI Ta HEaKTyallbHOI iH(popmallii. BukopucTtaHHs 3amponoOHOBaHUX B paMKax
naHoi poOOTH METOIB JO3BOJWIO MiABUIIMTU CTYIiHb PO3Mi3HABAHHS JpKepena iHdopMarlrii
Ha TIpeIMET PO3MIIICHHS HEaKTyaJIbHOI Ta HeJ0cTOBipHO1 iHdopmartii (Tabmuis 1.)

CTBOpeHi MeToIM TPOrpaMHO pealli3oBaHi K HAA0yJOBa IO ICHYIOUHMX pIllIeHb B
paMKax OKpEeMHX MPOrPaMHHUX MOAYIIB 1 MOXYTh €()EKTHBHO BHKOPHCTOBYBATHCS IS
OLIIHKM JIOCTOBIpHOCTI iH(popmanii. EekTuBHICTh 3alponoHOBaHUX METOMAIB MiATBEpIKEHA
eKCTIICpUMEHTAIbHO Ha TPHUKIAAl OIIHKKA BeO-pecypciB  3akiaay BHIIOI OCBITH -
3axiZIHOYKpaTHCHKOTO HAIIOHAJIBHOTO YHIBEPCHTETY, a TaKOoX I[OB’SI3aHUX 13 HHUM
iH(popMaIiHHUX PecypciB.
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METHODS AND TOOLS OF DETECTING CURRENT AND RELIABLE
INFORMATION ON WEB-RESOURCES

AM. Melnyk

West Ukrainian National University,
11, Lvivska Str., Ternopil, 46020, Ukraine; melnyk.andriy@gmail.com

The article considers an important scientific and applied task of identifying irrelevant and
unreliable information on web resources, which is an important area of development and
implementation of methods of data mining. The analysis of modern methods and means of
estimation of irrelevant and unreliable information from the point of view of estimation of
information sources is carried out and the basic problem directions which arise in the
course of their functioning are allocated.

A system of indicators for filtering unreliable and irrelevant information, which is obtained
on the basis of several sources, is proposed. Based on this system, a method of checking
information from web resources for relevance and reliability has been implemented. This
approach is based on the possibility of using a predefined resource, the data from which are
only reliable.

A method of detecting inaccurate and irrelevant information has been developed, taking
into account the peculiarities of its distribution through relevant pages in social networks
and the use of multitasking classification of information obtained from various data
sources.

The use of the proposed intelligent data processing methods together with other methods of
intellectual analysis used to evaluate information obtained from the Internet, will
significantly increase the efficiency of the process of establishing irrelevance and
inaccuracy of information, and will build an assessment of a particular web resource for
publishing and disseminating such information.

Keywords: relevance and reliability of information, web-resource, information source,
social networks.
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BUSIBJIEHHS KIBEPATAK B IHOOPMAIIIMHUX MEPEKAX
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VYce Oinpuioro 3HaueHHs B 3a0e3NeUeHHI HAlliOHAJIBHOI Oe3MeKH pI3HHX JEep)KaB CBITY
HaOyBae kibepHeTHuHa Oe3reka. KibepHeTn4Hi aTaku Ta KiOepHETHYHI BIUIMBYU BCE YacTille
CTalOTh OJHUMH 3 TOJIOBHUX JAIH JJIsI JOCSITHEHHS! METH KOHTPOJIIO HaJl PI3HUMH 00’ €KTaMH,
TaKUMH SIK JIIOAMHA, OpraHi3allis, periox, Aepxasa TOIO B Cy4aCHOMY CBiTi. TakuM 4nHOM,
Y CBITI 3’IBHJIOCH HOBE SIBUIIE Y MDKHAPOJHIN MOJITHIN, a caMe MOXIIMBICTh JOCATHEHHIO
BJIACHUX TMOJITHYHUX I[iJICH, €KOHOMIYHOTO Ta JYXOBHOTO IIiAMOPSAKYBAaHHS HApOIiB
iHIMX nepxaB 0e3 3acTOCYBaHHS BiiCHKOBOI CHIIH, a JIMIIE 3 TOTIOMOTOI0 iH(OpMAamiHHOTO
BILTUBY. TOMY B CBiTi JJOBOJIi aKTUBHO PO3BHBAIOTHCS KiOEPHETHYHI aTaku Ta KiOEpHETHIHI
BIUIMBH. B HacHigok 1pOoTo Ui ePeKTUBHOI pPOOOTH cydacHHX iH(OpMaIiHHO-
TEJICKOMYHIKAIITHAX MEpPek Ta 3ac00iB X 3aXUCTY, a TAKOXK JIJIS HAJAIMHOTO BUSABJICHHS Ta
nepenbdadyeHHsT KiOEpHETHYHUX aTaK Ta HECAHKIIOHOBAHMX i HEOOXiTHO pO3BUBATH HOBI
MiJXOMU Ta METOIU KibepHeTHYHOT Oe3rmekn. MeToro CTaTTi € BUSBICHHS KiOCPHETUYHHUX
aTak B 1H(pOpMAaIifHO-TEJICKOMYHIKaiHHUX Mepexkax. 30KpeMma, pO3IJIHYTO 3agady
BUSIBJICHHsl KiOepHeTW4HOi arakn Ha (oHI OiJ0ro rayciBCbKOro IIyMy 3a YMOBH
HETepepBHOI0 Yacy criocTepeskeHHs. HaBeieHO TeopeTHuHe 00IpyHTYBaHHS yCepeTHEHOTO
0o0’exTy mporHo3yBaHHS. Ilpm moCHiZOBHOMY aHaii3l  ycepeOHEHOro 00’€eKTy
NIPOTHO3YBaHHs B 3araJiIkHOMY BHUIIaJIKy 3’sICOBaHO, L0 BiH HE JIa€ JIOCTATHIO CTATHCTHKY B
3amadi TOCTiZOBHOTO BHSBIICHHS KiOepaTak. 3 BHINECKAa3aHOTO CIiAye, IO OJHUM 3
TOJIOBHUMX NMHTaHb MPHU CHUHTE31 ONTHUMAJBLHUX TOCTIOBHUX i HEMOCHiJOBHUX KibepaTak 3
BHIIAIKOBUMH MOMEHTaMH MOSBH € PO3poOKa alrOpUTMIB (HOPMYyBaHHS yCEPEIHEHOTO
00’€KTy TpPOTHO3YBaHHI. Y pe3yibTaTi MPOBEASHUX JOCITI/PKEHb 3alpOMOHOBAHO
METOJIUKY BUSIBIICHHS! HECAHKIIIOHOBAHOTO JIOCTYIY 3 HEBIIOMHM MOMEHTOM BHHUKHEHHS B
JIMCKPETHOMY 4aci CIIOCTEPEKECHHSI.

Karouosi ciioBa: ingopmariiini cucremu, kibepaTaka, ycepeJHeHHH 00’ €KT NPOTHO3Y.
Beryn

[TocTynoBuii mepexis B PO3BUTKY JIIOJICTBA B «iH(OpMAIifHOTO CyCHiIbCTBa» Ta
«BUCOKOTEXHIYHOT0» OOYMOBJICHO €BOJIIOI[IHHAM TMiAXO0I0M 10 3a0e3ledeHHs] Oe3NeKu B
HOBHMX YMOBax Ha pi3HUX piBHAX. BinOyBaeThcsi mocTymoBa TpaHchopMallisi KOHIEMIIil
iHpopMaIiifHOI TpoMaassHMHA, CYCIUJIbCTBA Ta JEp>KaBH JO HEOOXIAHOCTI 11 MOMOBHEHHS
HOBOIO KOHIIETIIII€I0 KibepHeTHYHOi Oe3nekoro. [Ipu oMy Mae miciie mporec po3MeKyBaHHs
pI3HUX BHIB O€3IMEKH 3a TEONMOJITUYHHUMH PIBHSAMHU Ta PO3YMIHHSM pOJII KiOEPHETHYHOI
0e3mekr Ha KOXXKHOMY 3 HuX. HeoOXifgHicTh po3yMiHHS poili KiOepHETHYHOi Oe3mexu
MOB’s13aHa B TEPITy Yepry 3 aKTHBI3AIE0 MDKHAPOAHUX TEPOPUCTHYHHX, EKCTPEMICTCHKHUX
opraHizauiii Ta 3JIOYUHHHUX YIPyIyBaHb, a TaKOXX OKPEMHX Jep:KaB, KOTpPi 3/1MCHIOIOTH
KibepaTaku Ta KiOEpBIUIMB HAa TPOMAJISIH, CYCITUIBCTBO, JIEPXKABY 3 METOIO peajizallii BIaCHUX
inTepecis [1, 2, 3].

Bce Oinmpioro 3HaueHHss B 3a0e3medeHH] HAIIOHAIBHOI OE€3MEeKH PI3HUX JIepiKaB
HaOyBae kiOepresneka. Kibeparaku Ta KiOepBIUIMBH BCE YaCTillle CTAIOTh OJJHUMH 3 TOJOBHHUX
T U9 AOCATHEHHS METH KOHTPOIIO Haa Pi3HUMH 00’€kTamu (JTFOAMHOI0, OpTraHi3alli€lo,
pErioHOM, JepXaBOI0 TOIIO) B cCydacHOMY CBITi [4]. DaKTUYHO BHUHUKJIO HOBE SIBHUILE Y
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MDKHAPOJHIM TOJITHII — MOMXJIMBICTh JIOCSTHCHHIO BIIACHUX TMOJITHUYHHUX  I[UICH,
€KOHOMIYHOTO Ta JAYXOBHOTO MiAMOPSAKYBaHHS HApOJIB 1HIIUX JepxaB 0e3 3aCTOCYBaHHS
BiliCbKOBOi criii. ToMy B CBiTi JOBOJII aKTUBHO PO3BUBAIOTHCS KibepaTaku Ta KiOepBILTUBH.

[Ipyu npoMy, B ymMOBax BBEICHHS TiIOpHUIHUX BIiWH, MPOTITOM OCTaHHIX POKIB
CHUCTEMaTHMYHO BiJOYBAlOThCS YCHiMIHI Kibeparaku, KiOepaii Ta HECAHKI[IOHOBaHI ii
TEPOPUCTIB W 3JOBMHUCHUKIB B 1H(OpMaIIMHO-KOMYHIKAIIIHHUX Mepexkax, IO ITiJApruBae
000pOHY, €KOHOMIKY, BIMICBKOBY Ta HayKOBO-TEXHIYHY cepu HE TUIBKM JepkaBa, aie U
OKpEMUX Tally3el Ta MiJIpUEMCTB.

Tomy 1t eekTHBHOT pOOOTH CydacHUX 1H(POPMALIHHO-TENIEKOMYHIKAIIITHUX Mepex
Ta 3ac001B 1X 3aXMCTY, a TaKOX JJI1 HAJAIMHOTO BHSBJICHHS Ta IMepeadadeHHs KibepaTak Ta
HECaHKIIIOHOBAHUX [ili HEOOXiHO PO3BMBATH HOBI MiAXOIU Ta MeToa KibepoOesmeku. Crin
BIIMITHTH, 1[0 MaTEMaTUYHUHN amapar, SKUW 3aCTOCOBYETHCS, a TAaKOXK BiJJOMI METOAM Ta
3acobu 3axumcry iHQopmamii B KkiOepHeTMUHOMY TmpocTopi Ta  iH(dopMaliiiHo-
TEJIEKOMYHIKAIIMHUX Mepekax 3 TOUYKH 30py MPOTHIIi 3JIOBMHUCHHUKAM, HE 3a0e3MeuyroTh
MOJKJIMBOCTI TPOTHO3YBAaHHIO Ta BHSBJICHHIO KibOepaTak sl BiJMOBIHOTO pearyBaHHS Ha
3arpo3u iH(opmarii, ane miaxXiJg B paHHOMY BHSBJIEHHI KiOepaTaku B OYyb-SKHH MOMEHT
4acy € JOCUTh aKTyaJIbHHUM.

Mema cmammi
Mertoto cTaTTi € BUSBICHHS KibepaTak B iHQOpMaIiiTHUX MepexKax.
OcHoBHA yacTHHA

Y [5,6,7] nwmranHs BussiaenHs HCJ| 3 HEBIZIOMUM MOMEHTOM BHHHMKHCHHS
pPO3MIISIIAICh B JUCKPETHOMY dYaci CIOCTEPEKEHHS, MPOT€ MM PO3TIIAIAEMO 3a7ady

BHSBICHHS KiGeparakn A(¢f)Ha ¢omi Ginoro raycicekoro mymy V (t)iHTeHcHBHicTIO
N[MV(t)] =0, MV (t)V(a)=NO(1-a) 3a yMOBH HENEPEPBHOTO 4acCy CIIOCTEPEKECHHSL.

Binbi ToyHO, MPUIYCKAEMO, III0 CIIOCTEPEKEHHIO IPUTAMAHHUI BUITAJIKOBUN MIPOIIEC BUAY:
X(1)=0I(t—2,)A(t)+V (1), 10, (1)

ne - mapamerp, sikuii npuiimMae 3madenns 0 Ta 1 3 iiMoBipHocTMEH 7, =P(0=0) Ta
1-7, :P(Q:I); A, — BUIIAIKOBUH MOMEHT IOSIBU KiOepaTaku A(t), 0 fABJIAE cO00I0 B
3arajJpHOMY BHUIIAJKYy BUMAAKOBUN mporiec; [ ( y) — IHAUKATOpHA (YHKIiA, sIKa TOpiBHIOE |
npu y >0 Ta 0 B mpoTHIIeKHOMY BHIAAKy. ByaemMo Takox BBaykaTH, IO BiIOMHI anpiopHHiA
posnogin I7(A)=P(4, <A|0=1) ennaunn .

VY nonanbmomMy Ui KOPEKTHOTO BUKOPHUCTAHHS MaTeMaTHYHOTO anapaTy rnepenaeMo
0 Mojeni, sika exBiBaieHTHa (1) 3 iHopMmamiifHOT TOYKHM 30py, NPHUITYCKAIO4H, IO

crioctepiraeTbest mpotec () 3i croxactnunnm audepeHiianoM [8].
dy(t)=0I(1—2,) A(t)dt +~Naw(t),t >0, )

npu w(¢) — cTaHIapTHHIT BIHEPOBCHKHIT IIpoLLec.
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Hexaii F, ta F,- WMOBIpHICHI MipH, Kl BUHMKIH BHACIIIOK y(t) npu =0 Ta
dP1\
dP0

0=1,4=4 1 H,, 0=0; A(t)=j:7/k(t)dl'[(/1) - ycepemHeHHit 06’ekT mporrosy (YOIT)

(v ={r(w).ust}).

SAxmo mporec (2) cnocrepiraetees Ha inTepBam [0,T] ¢ikcoBanoi Tpusamocti T, a
GyHKITISI BTpAT Ma€ BUTIISA BIAMOBITHO 110 [8,9]

0=1, A=A signosigno; y,(¢)= (yt) — obmacte nporuosy (OIT) rimoresu H,,;

gm(n),0:0,un:l,
g(@,h,n,un): gll(n)JrC(n—[k]), 0=1, A<nAu, =1,

g“(n),@:l,kZHA,un =ln=1N.

ne u, =1—po3B 30K PO HAsBHICTb 30010 HA N-MY KPOLLi;
C- BapricTh 3aTPUMKHM TPHHHATTS PIMICHHS MPO HASABHICTH 30010 Ha OJWH KpOK;
[A]=n—-1npu (n—l)ASX<nA.

Po3p’s30k u, =0mpo BigcyTHicTh 3000 Ha kpokax n=1, N—1 0TOTOXHIOETBCA 3
pIIICHHAM u, TIPO MPOJOBKEHHS CIOCTEPEKEHb, OCKUIBKU MPU MOJAIBIIOMY CIIOCTEPEKEHHI

30iif MOXe€ BHUHHMKHYTH Ta Oyt BusBieHuM. Ha N-Mmy KpoIli CHOCTEpEeKEHHS
NPU3YIHHSIOTHCA 3 BipOTriiHICTIO 1 Ta mopsij 3 BTpaTaMu, HaBEZCHI B MONEPEIHLOMY BUPa3i,
BUHMKAIOTh BTpatH [10], siki MoB’A3aH1 3 NPUUHATTAM pimieHHAM U, =0

goo( ) 0=0,u, =0;
g(g’}“’un’N) glo( ) ( [7&]) =1, A<NA,u, =0;
glo(N),QZLXZNA,uN:O,

Y mux Bupasax sHauenns g, (n), g,(N).g,,(n) we sanexars Bix A, npuuomy
21 (n)<g,(n)< g0 (n).80(N)< g0 (N)< gy (N). Ix 3anexuicts Bix HOMepy etarmy Moxke
Oyt OOyMOBIIEHa, HAINPHUKIAJ, BapTICTIO CHocTepexeHb. OmHak, B 0araThoX 3ajadax
TOKJIa/1ak0Th, 1o g (n)=gyn(n)tag,(N)=gy(N). [pu LOMY
NA=T,C ( N - [K]) =C ( T- X) , TO ONTUManbHe OallecoBe HEMOCHTIIOBHE IMPABWIO Mae

BUTJIAL;

-

[TpaBuio (3) onTUManbHO TaKOXK B YMOBaxX €KCTpeMalbHIN 3ajadi, KOJU MOTPIOHO
MIHIMI3YBaTH CEpPEIHI0O MMOBIPHICTh MPOMYCKY MpH 3aJaHiii WMOBIPHOCTI XHOHOI TPHUBOTH
o, (npuyvomy H = H (0,) € piteHHsM piBHsHHS P, [A(T) >H(a,)= %] :

IIpu mocnimoBHOMY aHami3i ycepenHeHoro o0’ekty mnporHo3yBaHHs (YOII) B
3araJbHOMY BHMAJAKy HE SBJISIE COOOIO JOCTATHIO CTAaTHUCTHKY Ta B 3ajadvi IOCIIJOBHOTO
BusiBieHHs [11].
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3 BUINECKA3aHOTO CIIY€E, IO OJHUM 3 TOJOBHUX MUTAHb MMPU CHUHTE31 ONTUMAIBHUX
MOCJTIIOBHHX 1 HETIOCIJOBHUX BUSBIIIOBAUIB KibepaTak 3 BUITAJIKOBUMH MOMEHTAMH TIOSIBH €
3Haxo/KeHHs1 anroput™miB ¢opmyBanHs YOII. Jns mogmeni (1) ms 3amada merasbHO

posrisiHyTa B [12], 11e mokaszaHo, 1o A(t) 3aJI0BOJILHSIE CTOXACTUYHE PIBHSIHHS:

dA(T)= Nﬁl[_[;mx (¢)y, (¢)drI(M)ldy(1),t>0,A(0)=1 (4)

Y mupasi (4) m, (¢)=M,[I(t—-A)A(t)'] - amocrepiopHe MaremaTHuHE
CIIO/IIBAaHHS, 10 € ONTUMAJIHHUM B CEPEIHbOKBAIPATHUYHOMY 3MICTI (DUIBTpaIifHOI OLIHKH
kibeparaku A(f)mpu t>A y Binomomy A, =A[m,(t)=0npu < A; M, — croxiBaHHs, 10

BiANIOBia€ Mipi B /1] . Ipu upomy y, (t) 3aJI0BOJIbHSE PIBHSIHHS:

dy, (1)=N"y, (t)m,(t)dy(t);t>0,y,(0)=1 (5)

PO3B’SI30K SIKOTO Ma€ BUTJISL;
7, (¢)=expIN™ [ m, (u)dy ()= (2N)" [ m? () ] 6)

ne 7, (t)=1 npul>t.

3 piBHsAHb (4) - (6) ciigye, IO B 3arajJbHOMY BHIIQJKy, KOJIM KiOepaTaka A(t)
J0BUIbHA, anroput™ ¢GopmysanHs YOIl norpebye ycepenneHHs BenuunHu m, () 7, (t) 3a
MHOXXHHOIO 3HaueHb A, TpHUOMY 3HAXOKEHHA (QYHKUIiOHamym, (t), B IiJIOMYy
HAIITOBXYETHCSA HAa BEJIMKI TPYAHOIT. SIKII0 A(t),t >0, - I'ayciBepkiit mpouec, To m (t)

3a/1a€ThCS JIIHIMHUM (DYHKI[IOHAJIOM BHUTY:

1
m, (t)= J.OH(EU),dy(u),kgt.
0,A>1

ne H(t,u) - IMITyJIbCHA XapaKTepUCTHKa PinbTpy, 3HalieHa 3 piBHAHHS Binepa-Xonda.

3amaua CyTTEBO CIIPOIIYETHCS, SKIIO KibepaTaka A(t) € JCTePMIHOBAHOK (DYHKIIIETO.
Tomi

2

A(t), A<t

m (1) = { (o)x >t

1, sk caiaye 3 (4) Ta (6), YOII 3a10BOJIbHSIE PIBHSIHHS:
dA (t)=N"A(¢)[A(t)-S, ]av(t), t>0,A(0)=1 (7)

pe S,=1-11(t). 3 (2) ta (7) cmixye, mwo mpouecH {A(t),Ey,Pi}, t>0, i=0,1, €

HEOJHOPITHUMH MAapKIBCBKMMH Tiporiecamu. Lle mo3Bomsie nmoBecTw, 10 B 3ajadi
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MOCITIJOBHOTO BHSIBJIICHHSI KBAa31/IE€TEPMIHOBAHOI aTaky 3 HEBIIOMHUM MOMEHTOM TMoOsiBU [13]
MIpH BITOMHUX (PYHKITISIX BTPAT ONTUMAJIbHE MTOCITIIOBHE MPABUJIO MA€ TaAKUW BUTIISI :

I, A(t)>B
O[a(]=] b AW2EO.
0, A(t)<B(r),t=0
ne B(t) - mopir, sKuii € neTepMmiHOBaHOW OQyHKIi€l0 4Yacy (u, =0 eKBiBAIEHTHO

MIPOJIOBKEHHIO CTIOCTEPEKEHB ).
VY Bumangky JIeTepMiHOBAHOI aTaku A(t) BJIA€THCS 3HAWTH TaKOXX PIBHSHHSA IS

OITHUMAIBbHOI OLIHKM MOMEHTY IOSIBU A, II0 BIJHOLICHHIO 0 KBaJpaTU4HOI (PyHKIi BTpar.
IMosHaummo wepes 1, (1)=M, (kg[y’), n>1, n-i amocTepiOpHMI MOMEHT BENTMYMHH

A, (M, (-\yt) — CIOIBaHHS 32 YMOBHOIO MipOIO

|R(S1y' =Pk, €S]0=1,)")).

BuxopuctoByemo dopmyny baiieca orpumyemo:

#, (t)= , (8)

e 0,(1)= [, (1) di1 (2).

BBenemo HOpMOBaHYy CTATUCTUKY

ne B,(¢)=["wdi ().

Craructuka ¢, (t) , OYEBUTHO, IIT0 MOXKE OYTH 3amucaHa y BUTJISI:
7,(t)=] 7. ()ar, (%), ©)

ne P (A)= L I Zy”d]] (»)- HOpMOBaHa 10 OXMHHILI MipH.

5,(0)

Jlo cratuctuku (9) mpu BUKOHAHHI YMOBHU:
t 2
j0|A(u)‘ du < oo,t <o (10)
3aCTOCOBHI BCi po3MipKoBYBaHHs [12], sxi mpuBenu o audepeHiiinoro piBHsHHA (7) mms

craructnannx A (t), skmo posmoxin /1(A) saminuté Ha posmoxin P,(A), to mist @, (¢)
CTIPaBIIKYETHCS BHPA3:
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4, ()= N"A()| 7, (1) [ 4P, (1) | (o). >0, (0)=1.

3BijcH ciiye, o Npy BUKOHaHHI ymoBH (10) Ta ipu S, (0) <00, CTAaTUCTHKA @, (t)

3aJI0BOJIBHSIE CTOXACTUYHE AU EpeHITiaTbHEe PIBHSIHHS:

dqon(t)=N_1A(t)[¢)n(t)— [ :X"dﬂ(k)}dy(t), £>0,

2,(0)=[ a1 ()

(1)

Takum dnHOM, n-i amoOCTEPIOPHUI MOMEHT BEIMYMHU A, BH3HAYAETbCA 32
noromororo criBBigHomeHb (7), (8) Ta (11). B vactTuHHOMY BUIIaIKy, TP BUKOHAHHI YMOBH:

[ 2rdrr (1) <eo,[ A7drT (%) <oo,

ONTUMAJFHOIO OIIIHKOI0 MOMEHTY MOSIBU KiOepaTak € amoCTepiopHE CepeiHe ,ul(t), SIKe

3HAXOJIUTKCS 3a goromororo (8) ta (11) npun =1.
PosrnsHemo Tenep BUMAgoOK, KOJIH aTaka 3’ sBIA€TbCA 3 HMOBIPHICTIO oauHMLI, 77, =0.

_ar
dP,

Ao =/1) — Mipa, 1[0 BiANOBinae mpouecy (2) mpu A, =X(6’=1),Pw =P npu

Ipu mpoMy, 3 omuHmuHOK WHmoBipmicTIo &=1 B (1) Ta (2) Ta 7, (¢) (", ne

B(+)=P(:
A =0 (BiHEpOBCHKA Mipa).

3amavya BUSBICHHS aTaku B I[bOMY BHITAJKY BIAPI3HSAETHCS BiJ TPAIUIIINHOIL, Ti€l IO
po3MIIsIHyTa paHime. Y 0alleCOBCHKIM MOCTAHOBIN ii CIIJ TPaKkTyBaTH SK 3aJady OIIHKH
MOMEHTY MOsIBU KiOepaTaku, IIpH BTpaTax, PIBHUX @, npu A<t Ta C(t - k) nput>A, ne @,

- BTpaTta mpu XuOHINH TpuBO3i; C- BapTICTh 3aTPUMKH B BHSBJICHHI KiOepaTakud B OJMHMUIIIO
qacy.
Sxmo 3agaHo0 OOMEKEHHsT Ha HMOBIPHICTh XHOHOI TPUBOTH, TOOTO PO3TISAAETHCS

KJIAC MPABUI BUSBJICHHS A(a), TaKUX moP[r(u)<X0]Sa (me P- mipa, mo Bigmosimae
(y(t)</10), t20; r(u)- MOMEHT 3YyIUHKH, SIKUI BiANOBiIae HpaBHHyu(x), TO 3ajady
BUSIBIICHHSI KiOepaTak 3 BHITaJKOBUM MOMEHTOM TOSIBU MPUPOTHBO TPAKTYBATH SIK 3a/1ady
SIKHAUTIIBU/IIIIOTO BUSBIIEHHS 3000 MPOIECY, IO CIIOCTEPIracThes, B Kiaci A(a). [amumu

cIOBaMHM, OaXaHO 3HAHTH Take IIOCHIZOBHE mpaBmio  u’ (x) , SKe MIHIMI3ye
M(t(u)-2, |t(u)=2, ) BruaciA(a).

Posristnemo nipaBuiio

g :[”(t)]:{o,;lz’(j)(i);io (12

ne 7[(1‘) =P(A, <tly')— amocrepiopHa HMOBIpHiCTb MOSIBA aTaku (30010) B MOMEHT t; B -

Jesika KoHCTaHTa. TpuBaiicTs mpaBuia (12) BUSHAYa€ThCS CITIBBITHOIIICHHSIM:

7, =inf {t=0:7(t)=B| (13)
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Binmitumo, mo Pz, <A,)=M [1 - (7, )] 3 (13) orpumymaemo B=1-P(z, <2,).

Tomy mipu BuGOpi mopory 3a GopMyJor:
B=l-« (14)

3abesneuyemo  P(r, <A,) =0 Ta, BIANOBIIHO, MpHHANEXKHICTh mpasuna (12) Ta (14) no
LHJI;IxyA(a).
OdeBHIHO, CTATUCTHKA Oyie:
(A()-S,)

m(t)=——"F. 15

=5 (15)

Hexait S,, II'(t)=dIl(t)/dt— wenepepra ¢ynkiis. Toi, 3aCTOCOBYIOUH [0

¢ynkuii (15) dbopmyny Bunepa-Xomnda c ypaxyBanHsM (7) OTpUMYeEMO, IIO 7r(t) Mae

CTOXAaCTUYHUH nudepeHian

dr(t)=p(r)(A-n(t)dt+N"A(t)m(t) (1 -n(t)(dy(t)-A(t)n(t)dt),
()
R

t

t>0,m(0)=T1(0), oep(t) = (16)

Piussuas (16) y3arampHioe piBHsSHHA (4.149) [9] Ha BHmamok AOBUIBHOL
JeTepMIHOBaHOT QYHKITIT A(t) 1 TOBUTBHOTO HEMEPEPBHOTO PO3IMOIIITY MOMEHTY BUSBIICHHS
Kibeparakw.

B wactuHHOMY BUMNAAKY, IPH TOCTIMHIN aTairi A(t) = A4,t >0 nmoka3zoBOMYy pO3MOIiTI
X (TI(1) =1—exp(—Br)), Tomi B(t)=P, t>0, piensmns (16) cuinanae 3 (4.149) 3 [9].

[Tpu oMy {ﬁ(t) > 0} 3aJ1a€THCS OJJHOPITHUM MapKOBCHKHM ITPOIECOM Ta MTPABHUIIO
(12), (14) crporo ontumansHi B kiaci A(u)[ 14].

VY OinbI 3araTbHOMY BHITAJIKY, KOJIH A(t) 3MIHIOETHCS 3 YaCOM 1 PO3MOJILIT H(X) HE
€ moka3zoBuM, nipaBuia (12, 14) He onTumanbHI B Kjaci A(a). K0 acCMMOTOTHYHO TIPH

f — 0 BUMOIM MOKa30BOCTI HE I'pa€ CYTTEBOI PO, TO BUMOTa CTaJOCTI A(t) mpu >0

BUSIBIISIETHCS JIOBOJII OOMEKEHOIO 3 TPAKTUYHOI TOUKH 30DYy.
3a ananoriero 3 [5] moOynyemo moaudikarito npaBuia (12), koTpa onTumanbHa 0e3

BBEJICHHS alpiOpHOTO PO3MOJITy MOMEHTY 30010. Hexait A e [0, oo] — HEBIIOMUH MOMEHT
30010, TIPO BIIACTHBOCTI SIKOTO HE POOUTHCS HISKUX aNpiOpHUX MPHUITYIICHb. byemMo BBaxaTH,
mo B (2) A(t):Oan t>0, TOOTO 3ajaya MOJSTa€ y BHSIBJICHI 3MIHM MOCTIHHOTO
Koe(ILIEHTy 3HOCY BHHEPOBCBKOrO Iporecy. BBenemMo HacTynHi mosHaueHHs: M, —
MaTeMaTU4HE CHOJIBaHHA IO Mipi R,, dka BiamoBimae mpouecy (2) mpu A, =AMP, —
BIHEPOBChKA Mipa, IO BiAmoBifgae (2) mpu BiACYTHOCTI 30010; A7 - KJIac MOCIiTOBHHX
TIPaBHIT u(x), TaKUX 110 Moor(u)ZT, Te[O,oo]; rk(u):Mk(r(u)—M r(u)zk)-
Cepe/IHil Yac 3ali3HEeHHS y BUSABJIEHHI 30010 MPH yMOBI, 110 30iif BimOyBCS B MOMEHT A.
baxxaHo 3a0e3mednTH 7, SK MOXKHA MEHIIE B Kiacl A(T ), TOOTO cepes MpaBuil, B SIKUX

cepenHiil yac 10 XWOHOT TPUBOTH HE MEHIe 3a/7aHoi BemnuuHu 1 . OCKIIBKH TpaBuUia, 1110
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MiHiMi3ye 7, TpH BCix A >0, He iCHYe, IPUPOAHBO CIIPOOYEMO 3HANTH MiHIMaKCHE ITPABHIIO,

sike 3abesneuye Minimym E(u)=supz, (u)exraciA(T). Hepeiinemo B (12) Bix craTucTukm

7(1)

n(t) no cratuctukn @(t)==———"—=.
[1-7(r)]
Ao B SAKOCTI ampiopHOTO PO3MOJIIY BHCTYIA€ IOKAa3HUKOBE, TO HECKIIATHO
MEPEKOHATHUCH:

o(1)=B[ 7, (1)exp(-B(r—1)dh (17)
ITo3 L —M :
Havaroun L(t)= 3 npu B — 0 3 (17) orpumaemo:
L(t)=J';7/i(t)dk=j;exp{%(y(t)—y(k)}—;—N(z‘—X) a8)

[Tpu upomy mipaBmiio (12) ekBiBaJICHTHO MPaBUITY:
L, L(t)=b
Y(L(2))=1. = 1
! (L)) {O,L(t) <bt> 0} ()

ne b =1imL
>0 (1-B)B
Taku ymaoM , skmo B—>0, p—>0 Tak , mo b=const, to (19) € rpaHuIEO

OaitecoBchkoro mpaBuia (12). B inTepnperanii [5], mpuaaTHOI A1 3a/1a4 KOHTPOJO CHUCTEM,
1€ O3HAYaE, 110 MEePIOANYHO, ajie TYKe 3piJIka BUHHKAIOTH 3001, IMOBIpHICTh XUOHOI TPUBOTH

(1-a)
Z

30010 BITOYBAa€ThCs TEpeBIpKa i1 CIPaBKHBOTO CTaHy Ta Mpolec BiAHOBIOETHCS [10].

HaOmwkaeTbes 10 1 (quB. 14). O1xe = b <00, IPUUOMY TICIIS OTOJIOIICHHS HAassBHOCTI

Iosnaunmo wepes E(a,B)=M(zy—A,| 7,2},) cepeqHe 3ami3HEHHA y BHABICHHI
BUSIBIIEHHS KiOepataku B mpaBwiax (12), (14) (M - cmoaiBa"Hs 3a Mipoto P, mopomkeHoro
BEKTOPOM I:y(t),ﬂo]. 3 HaBeIEHHX CY/UKEHb Clifye, mo mpu @ —>1, p—>0 3HaYeHHS

E (a, p ) CHIBMAJAE 3 cepeiHiM 3HaueHHM 3 npaBwia (19) i, sk mokasano B [S], npu b — ©

BU3HAYAETHCS PIBHICTIO

E(b):l{ln(qb)_l—%c;(ib}}, (20)

q q

ne q=a’/2N;2=0.577 xoncranta Eiinepa, G — xoedillieHT, 0 XapaKTepu3ye CKIaAHICTh

3ajaudi, sika po3B’s3yeThes. bynemo BBaxkaTH, 1o b B (19) oOupa€eThesi BUXOASIUH 13 337aHOTO
JIOITyCTUMOTO 4Yacy 3a xuOHOr TpuBoroio T. Ilpm 1pboMy mpoliec CHOCTEPEKESHHS MOXKE
BITHOBUTHUCH TMICJIA TPUHHATTS pIlIEHHS NpPO HasBHICTH 30010 abo HOro BIJCYTHOCTI B
3aJIEKHOCTI BiJl KOHKPETHO1 PO3B’s3yBaHOI 3a/1aui, 0 PO3B’A3y€ETHCA.
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Ockinbku y, (¢) SBIATBCS MapTHHramoM juis t> A, 1o npouec L(¢)—t, ¢ >0, Takox
€ MapTHHTaJOM 3 HYJIBOBUM CepeAHiM (BITHOCHO Mipu P ) i, 3po3ymiio, s OyIb-sSKOTO
00MEKEHOr0 MapKiBCHbKOT'O MOMEHTY MOOL(r):MOOr. Tak sK, KpiM TOro, AJii MOMEHTY

3YIIUHKH:
7, =inf {t:L(t)=b} 1)
CIIPaBKY€ETHCS PIBHICTH L(ro) =b, moM ,r,=b. Takum 4uHOM, IpH BUOOPI1
b=T (22)

3abe3nedyerncs piBHicTs M 7, =T 1Tomy mpasuio (19), (22) HanexaTsb 10 Kjacy A(T )

Heranpuuit anamiz npaBuna (19) ta (22), a TakoXX HWOro MOPIBHSHHS 3 MPaBUIOM
[Tetimxa, sike 3aCHOBaHE Ha TOPIBHSIHHI CTATUCTUKH

~ a a a
L(t)=— t)———¢t—min A)——A
(0 N{y< )kt min] () }}
3 noporoM b,, Bu3HaueHUM Ui 3abe3neueHHst M 7 =T (r — MOMEHT 3yIHUHKH, 1[0

: : : 1 .
BIANOBIA€ 1IbOMY TMPaBUIy) 3 PIBHAHHSA EqT :exp(bt)—bt—l, HaBeleHl B [15].

BuxopuctoByroun pe3yiapTaTd Ii€i poOOTH MOXKHA IMOKa3aTH, 0 JJIs E(u°)=sup T, (uo)
120

npasuia (19) ta (22) cnpaBaKyeThCs PiBHICTD:

In(qT
E(u’)=q" ln(qT)—9+G(%] T o, 23)

binem Toro, B [15] oTpuMaHi acUMIOTOTHYHI piBHOCTI 11 7, npasuia llupsesa (19)
ta (22), ta mpaBuna Ileipka y BHUmMaaKy, KoM 3MiHH Koe(illieHTa 3CyBY TIpoOleCy
BiI0OYBa€ThCS HA BEJTUUMHY 1/, O] BIAPIZHIAETHCS BiJ a, Ha Ky «HAJAIITOBaH1» Il IpaBHIIA.
AmHati3 okasye, 10 Npu 4 = a CEPeIHE 3aTPUMKH Y BUSBJICHHI 30010 y BKa3aHUX MpPaBUIIaX
MPAKTUYHO OJIHAKOBI, MpH u >a mnpaBuio Ilelmxka nmemo kpamie, a nNpu g <a BUTPAE
npaBwio [llupsieBa. SIKIO BHKOPHCTOBYBATH PO3KIIAL JJIsi CEPEIHBOI 3aTPUMKH BHSBICHHS
IJid TpaBUjid, 3aCHOBAHOT'O Ha HOpiBH}IHHi CTaTUCTHUKHU, IO OTPUMYETHLCA YCCPCAHCHHIM

L (t) 3a JIeSIKOI0 MIpOI0 Ha MHOKMHI 3Ha4Y€Hb d , IKE MIPUCTOCOBAHE Il BUIIA/IKY HEB1IOMOTO
3HAYEHHS d, TO aHajJi3 BUSBUB, 110 OCTAHHE MPABUJIO € ACUMITOTUYHO ONTUMAIBHUM 32
NEpIIMM IOPSAKOM, B TOM 4dac sk npasuia Ilenmkepa ta IllupseBa Bce HE € aKkTyaJIbHUMHU
npu 30UIBIICHH] 4 .

[MopiBastaAs (23) Ta (20) CBIiAYUTH TPO T€, IO TOJOBHI WIEHW ACHMIIOTHYHHX
PO3KIAAIB IJIsl CEPEAHBOI 3aTPUMKHU E (u") Ta MaKCUMAaJIbHOI 3aTPUMKH E (u" ) CITIITaJal0Th.
Ile mae migcraBu nmoknaaaru, o npasmio [upsesa (19) Ta (22) € acHMTOTHYHOMIHIMAKCHUM
(y ceHci mepmioro nmopsaky) mpu 1 — oo B Kiaci A(T ), X04a 1 HE € CTPOro MiHIMAKCHUM B

npoMy kiaci. OcTaHHE BWTIKAa€ 3 THX JK€ MIPKyBaHb, IO W Uil JUCKpeTHOTo yacy [13].
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MoxHa «BigpenaryBaTu» CTaTUCTUKY L(t) NIUIIXOM paHomi3zalii B MomeHT t =0 Tak, moob

npaBwio (19) onmuHMUIOCS MiHIMaKCHHM TIpH BCix 7 > 0.
Craructuka (18), Sk HeCKIaaHO MOKa3aTH, 3a gonomorow Gopmynu Bunepa-Xonda,
Ma€e CTOXaCTUYHUN JudepeHItia:

dL(t):dt+L(t)%dy(t), L(0)=0 (24)

BBeneMo CTaTHUCTHKY L (t) , SKa 3aJ0BOJBHSIE CTOXAaCTUYHOMY piBHSHHS (24) 3
nouarkoBoro ymoBow L (0)=ze[0,bt], ne z — BumagKoBa BenMUMHA 3 PO3MOALIOM
(v)=P(z<y), socepemkennv Ha intepam [0,b,], TakmM, 10  PO3MOILN
P, (L* (1)< y‘r*>t) He 3anexuTh Big ¢. Tyr £ = inf{t 1L (1) =bt} - MOMEHT 3YIIUHKH, SKUH
Binnmosinae npasuy u (x), wo cniBnanae 3 npasuiom (19) npu samini L(7) wa L (¢). Toxi
r_;(y) :Mx( T —k)r* > A, L*(k) =Yy) He 3aJeKHTh BT A, TaK SK Ha MHOXHHI
{r* > 7&} n1st Oyab —skoro A > 0 yMoBH 01HAKOBI, sikino ¢ikcyerses L' (). Tomy cepenniii

. —( bt *
yac 3ami3HEHHs MOYKHA 3allMCaTh TakK: 7, (u ) = J. kA (v)dy, (v)=E (u ) TaKOX He HAIEKHUTh

. . * . .
Bix A impaBmio u’ (X) ABISETHCS MiHIMATBHIM.
s 3a0e3nedeHHs NPUHATIEKHOCTI IpaBuIIa u (x) KJ1acy

. * . .
A(T ), Oinbw mouro, Ons 6ukonanusa ymosu Mt =T, mnopir b, HeoOXigHO obupaTuH 3a

dbopmyoro:

b=T+M_,L(0) (25)

o *
Lle BUIUIMBAE 3 MapTMHTAIbHUX BIACTHMBOCTeil cratnctnkn L (1)—f, B CHIy SKHX
M, (L (z- )—z- )=MOOL (0), i Tiei obcraBuum, mo L (Z’) = b,. 3HaXO/KEHHS HEOOXIHOTO

posnoainy v, ( y) 1, BIATIOB1IHO, IOPOT'Y b, NpH IOBUILHOMY 3HAY€HHIO ', HE € MOKJIUBUM.
OpHak 1110 3a71a4y MOYKHA PO3B’S3aTH TIPU BETUKUX 3HAYCHHAX T .
JliiicHo, sxmo 7 —> 00, TO B AKOCTi po3nofiny P, (L(oo) < y) MapKiBCHKOTO MPOLIECY

L(t)(t—>»), mo 3agoBonbHse (24) mpu y(t)=«/ﬁa)(t). MoxHa MoKa3aTH, L0 Ie

pO3MOILT
1
YV, \y)=Cexp| — |, V€& 0,00 (26)
()=o) ye(00)

BuxopuctoBytoun (26), 3HaX01UMO

* 1 © -1 _l L L
M, L(0)= exp{—}j(qbt)ly exp(—y)dy = p EI( . jexp(qb j (27)

qb,

ne E, (x)—inTerpanbHa MOKa3HUKOBA (yHKILis.

186



[HOOPMATHUKA TA MATEMATHUYHI METOZI1 B MOJIEJIFOBAHHI = 2020 = Tom 10, Ne 3-4

ITpu b, = o0 3 (27) Mmaemo

q qb,

M, L (0)= l{lnqbt ~-D+G (LJ} (28)

3 (25) ta (28) cnmigye, mo IOpU BEIMKUX 3Ha4YeHHs T mopir b € po3B’sI3KOM
TPAHCTIOPTHOTO PIBHSIHHS

b =T +llnqbt (29)
q

OcCKinbKM B SIKOCTI PO3MOJUTY IMOYAaTKOBOTO 3HAUCHHS L*(O) npu Benukux T
HACTYIIA€ CTAL[iOHAPHMI PO3IOMILT {L(t)}, TO 3PO3yMiNO, IO s E(u) CIPABIKYETHCS

posknan (20) npu 3amiHi b Ha b, ;

a1 1
E(u")==|In(qb —1—3+G(—] T — oo (30)
()2 () +)
Sxmo noknactu b, =T +l IngT, To B cuity (28) ta (30) maemo
q
er*:T+llngT—lln(qT+lngT):T—G(lnTTj,T—)oo (31)
q g
E(u*)=l{ln(qT)—l—3+G(lanTj}, y (32)
q q

BucnoBxku

Takum gunom 3 (31) Ta (32) cuiaye, 1o u(x) «Mamxe», HAUISKUTh Kinacy AT, Ta

TOJIOBHHH YJICH aCHMTOTUYHOTO PO3KJIaTy MaKCHMAIIBHOTO 32 A 3Ha4YEeHHs PH3HKY JOPIBHIOE
aHAJIOTIYHOMY T'OJIOBHOMY WIEHY aCUMITOTHYHOI'O po3Kjiany pusuky mpasuii (19). 3Biacu
BUILIMBAE, IO OOMIBA TTPABUIIA ACHMTOTUYHO MIHIMAKCHI B CEHCI TIEPIIOTO MOPSIAKY.
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CYBER ATTACKS DETECTION IN INFORMATION NETWORKS
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Cyber security is becoming increasingly important in ensuring the national security of
various countries. Cyber attacks and cyber influences are increasingly becoming one of the
main actions to achieve the goal of control over various objects (person, organization,
region, state, etc.) in the modern world. Thus, a new phenomenon in international politics
has emerged in the world - the ability to achieve their own political goals, economic and
spiritual subordination of the peoples of other states without the use of military force.
Therefore, cyber attacks and cyber influences are developing quite actively in the world.
Therefore, for the effective operation of modern information and telecommunication
networks and means of their protection, as well as for the reliable detection and prediction
of cyber attacks and unauthorized actions, it is necessary to develop new approaches and
methods of cyber security. The purpose of the article is to detect cyber attacks in
information networks. The problem of detecting a cyber-attack A (t) against the
background of white Gaussian noise V (t) under the condition of continuous observation
time is considered. The theoretical substantiation of the averaged forecasting object (AOP)
is given. A consistent analysis of UOP in the general case revealed that it is not a sufficient
statistic in the problem of sequential detection of cyber attacks. From the above it follows
that one of the main issues in the synthesis of optimal sequential and inconsistent detector
of cyber attacks with random moments of occurrence is to find algorithms for the formation
of UOP. As a result of the conducted researches the technique of detection of NSD with the
unknown moment of occurrence in discrete time of supervision is offered.

Keywords: information systems, cyber-attack, averaging about forecasting.
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3ACTOCYBAHHA HEYITKOI'O PEI'YJISAATOPA IJIS1 PETI'YJIFOBAHHS PIBHS
BOJIU B BAPABAHI ITAPOBOI'O KOTJIA E-50

A.C. Pypa, O.C. Tapaxriii

OnechKuii HAITIOHATHLHUHN MO TEXHIYHUH YHIBEPCUTET
npocrekt leBuenka, 1, Oneca, 65044, Ykpaina;
e-mail: rurandrew(@gmail.com, tarakhtij@opu.ua

PiBenr Boam B 6apabaHi mapoBOro KOTIIA € OJHUM 13 HAMBKIUBININX MapaMeTpiB, IO Xa-
pakTepu3ye HaaiifHIiCTh pOOOTH KoTioarperaTy. B maHmii 9ac Bce OUIBIIIOTO MOIIUPEHHS
HaOyBarOTh HEUITKi PEryJsITOpH, SKi peai3yloTh Ha MPaKTHIll HEJiTKi aJTOPUTMH YIpaB-
JIIHHS arperaTaMu, MeXaHi3MaMH, a TAKOX TEXHOJIOTIYHUMHU IpoliecaMi. 3aCTOCYBaHHS Te-
XHOJIOT1] HEYiTKOI JIOTiKH, OpiIEHTOBaHOI Ha OOPOOKY JIOTiKO-JIIHTBICTHYHUX MOJIENIEH I10-
JIaHHS 3HaHb, BIIKPUBAE IIUPOKI MEPCIEKTHBU JUIS CTBOPEHHS IHTENEKTYyaJbHUX CHCTEM
YIpaBIiHHS CKJIQAHUMH AMHAMIYHUMH 00'€KTaMH, 110 IIIOTh B YMOBaxX HEMOBHOI iHpopMa-
TUBHOCTI, IPOTHO3YBATH MOBEAIHKY CHCTEMH, (JOPMYBATH MHOXKUHY aJIbTEPHATHBHUX JIiH,
BUKOHYBaTH ()OPMAJIbHUN OIHC HEUITKUX MPABWJI NPUHHATTS pimeHb. OnepaTuBHA X 3Mi-
Ha HaJIAIIITOBAHUX MapaMeTpiB PETyJIATopa J03BOJISE SKICHO MEPEeHTH Ha OLIBII BUCOKHN
piBEHB yNpaBIiHHS TEXHOJIOTIYHUMH MIPOIIECaMH, SIKI CYTPOBOIKYIOTh TisSTIbHICTD JIIOIUHHU.
MerToro 11i€l poOOTH € MPOBENCHHS aHaI3y AKOCTI cTabimizamii piBHIO Boau B OapabaHi ma-
POBOTO KOTJIa 32 YMOBH BIIPOBAKECHHS HEUITKOTO PETYIATOPA, @ TAKOXK CHPOIICHHS CTPY-
KTYpH CHCTEMH PETYJIIOBaHHs. Y CTaTTi NPONOHYETHCS MOPIBHSAJIBHUI aHai3 MoJeNi Kia-
CHUYHOT3-IMITyJIbCHOT aBTOMATHYHOI cucteMu perymtoBanHs (ACP) pieus 3 [I-perymstopom
3 0THOKOHTYpHOIO ACP 3 HEHiTKHUM pETyJIsITOPOM, Y SIKMI BBEAECHO JI0AATKOBUI CUTHAI MO
LIBUKOCTI 3MIHM BiJIXWJICHHS peryibpoBaHoi BenuuuHu. Tpu-imnynscua ACP mae nenodi-
kn. OcHOBHUM HenoiikoM BkazaHoi ACP e Tol dakt, mo npu 3HUKHEHHI OyIb-IKOTO 3
TPbOX CHTHAIIB CHCTEMa MPUIMHSE POOOTY, a IPH HASBHOCTI PO30DKHOCTI B MOKA3aHHIX
BHUTPATOMIpIB 10 )KMBHJIBHIH BOJII Ta EPETPITOMY Hapy PEeryJATOp MOYWHAE MiATPUMYBATH
piBeHb BoM B OapabaHi, sSIKHH JOPIBHIOE CyMi 3aBIaHHS 1 BETUYHHHM, TPOTIOPIIIHHIHN IIiH po-
301KHOCTI (3'ABIIAETHCS CTATHYHA IIOMHUJIKA PETYITIOBAHHS).

KuiouoBi cjioBa: piBeHb >KMBHIIBHOI BOJIM,HEYITKHI PETyIATOp,NapoBUN KoTesd, Oapa-
0aH,peryibOBaHM TapaMeTP,aBTOMATU30BaHA CHCTEMA PEryIIOBAHHS.

ITocTanoBka npodiaemu

PiBenp B GapabaHi € ONHUM 3 HAHBaXKJIMBIIIUX PErylIbOBAaHUX IapaMeTpPiB MPAaBOTO
KOTJa, 10 SKOTO BHCTABISIOTHCS JKOPCTKI BUMOTH. Lle 00yMOBIEHO THM, IO 3HMXEHHS 200
IiIBUILEHHI piBHS BOAU B OapabaHi mapoBOro KOTJIAa CYTTEBO 3HMXKYE €(EKTUBHICTD HOTO po-
6otu ab0 MOXXe MPU3BECTH O BUXOMY 3 CTPOIO KoTioarperaty B Iiomy [1, ¢.225]. Ilpu
CTBOPEHHI CyYaCHHX CHUCTEM aBTOMATUYHOTO YIPABIIHHSA TEXHIYHUMHU O0'€KTaMH IIHPOKE
3aCTOCYBaHHS 3HAXOJTh HEYITKI PETysITOpu. Teopis HEUITKUX MHOXKHH JTO3BOJISIE 3a7aBaTH
QITOPUTMHU 3MIHEHHS HAaJAIITOBAHUX IapaMeTpiB KOPETYyBAJbHUX IPHUCTPOIB,BPAXOBYIOUU
BIIXWJICHHSI PETYJbOBAHOI BETWYMHU, a TAKOXK IIBUIAKOCTI 3MIHEHHS IIbOTO BIIXWJICHHS [2,
¢.295]. Tomy IOCUTH BaXJIMBUM € 3aBJIaHHS KOMIUIEKCHOTO JIOCIIPKEHHS HEUITKOTO PeryJis-
TOpA, i3 3aCTOCYBaHHSIM HOTO HA MPOMHUCIIOBHX KOTJIAX, IO I03BOJISIE BUSIBUTH OCHOBHI 3aKO-
HOMIPHOCTI Horo (pyHKITIOHYBaHHS IPY 3MiHI THX YH 1HIIMX HaJAIITyBaHb.

AHaJi3 OCTaHHIX JOCTiTAKeHb | myOaikanii

B po6oti A.A. KopocrenboBa [5], mpoBoauthkcst nopiBHaHHSA [1I-perynsaropa 3 HewiT-
KUM peryasTopoM. [TopiBHSAIBHUN aHATI3 SKOCTI PETYIOBAHHS MPOBOIUBCS MPHU 30ypEHHSX,
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10 HAYTh MO KaHalax 3aBJaHHs, PETyJIIOBAaHHS 1 MapaMeTPUYHOro 30ypeHHs. SIKICTh pery-
JIOBaHHS BH3HAYajacs 3a TAKUMH XapaKTEPHCTHKaMHU: AWHAMIYHA TIOMIJIKA, CTYIEHb TaciH-
HS, yac perymtoBaHHs. OTpuMaHi B poOOTI pe3yslbTaTH MOKa3ald, M0 CUCTEMa 3 HEYITKUM
peryisaTopoM rnepesepinye cucremy 3 [I-perymstopom 3a mBuakomicro. JlnHaMigyHa TTOMUIIKA
CHCTEMH 3 HEUITKUM PETyIATOPOM HE3HAYHO BIIPI3HAETHCS BiJl TUHAMIYHOI IIOMUIKHA CHUCTE-
mu 3 [l-perynsaropom. Jlocaimkenns, nposeaeni Kykonesum A.A. Ta [Tuotpockum J[.JI. [2]
MOKa3aliy, 110 HEeYiTKe PEryIioBaHHS MOXE 3aCTOCOBYBATHUCS Ui YIPABIIHHS CYIOBHM JI0-
MOMDKHUM KOTJIOArperaToM i Mae OUTBIITY IMIBUIKOIII0, TIOPIBHSIHO 3 peryitoBaHHsM 1o I11-
3aKOHY.

BukJiiaieHHs 0CHOBHOI0 MaTepiaiy

PeryntoBaHHsI JKUBJICHHSI TapOBOTO KOTJA € JY)K€ BaKJIMBHM, OCKITBKH BIIXWJICHHS
PiBHIO BOJM B OapabaHi MOXKE CTaTH MPUYMHOI BAXKKUX MEXaHIYHUX TOIIKOKEHb EKPAaHHHUX
Tpy0,a TakoX poTopa i JomaTok naposoi TypOinu. [3, ¢.163].

SIKICTh perysroBaHHS JKMBIJICHHS IapoOBOTO KOTJIAa BU3HAYAETHCS HE JIMIIE TOYHICTIO
HiATPUMKH PIBHS HA 33JJaHOMY 3HAY€HHI, ajie 1 PIBHOMIPHICTIO MOJayi )UBHUIBHOI BOH. [4,
c.15; 5, ¢c.221].

Jlnst mpoBeieHHs aHaulizy B3ATO 3-immycibHy ACP piBHS, sika € HAWOUIBII PO3MOBCIO-
JOKEHOIO Ha €HEPTreTUYHUX KOTJIAX CEPEIHbOI MOTYKHOCTI, SKUM € Oapabannuii koten E-50.
[Ipunnunosa cxema nanoi ACP naBenena Ha puc. 1.

I

A

r«'\
N -
(]

N
Puc. 1. [Ipunnunosa cxema 3-imnynbcHoi ACP piBHIO Boau B 6apabani: 1 — perymoroduit

KJIaraH XUBWJIBHOI BOJH; 2 — PETYJISTOp KUBJIECHHS; 3 — OapabaH; 4 — CUTHAJ 110 BUTpATI Na-
pa; 5 — cUrHaj 1Mo BUTPATi KUBUIBHOI BOJIH.

[Tpunnun po6otu 3-iIMIyabCHOI aBTOMATHYHOI CUCTEMH PETYIIOBAaHHS MOJISITae y Ha-
ctynHoMy. CUTHalM 32 BUTPATOIO MapH Ta XUBHIBHOI BOAU BBOJISTHCS B PETYISTOP 3 MPOTH-
JISKHUMU 3HAKaMu. Y CTaJIOMY PEXHUMI Ii CHTHAJIN JOPIBHIOIOTh OJIMH OJTHOMY, TTPOTHJICKHI
3a 3HaKOM 1, BIAMOBIHO, KOMIIEHCYIOTh OJMH ojxHoro. CUrHan 3a piBHeM Bojau B OapabaHi
KOMITEHCYEThCS CUTHaIOM 3aBaaHHs [3]. OcHoBHOMW nepeBaroro gaHoi ACP, sika o6ymoBuia
ii pO3MOBCIO/DKEHHS, € TOH (haKT, 10 MPH 3MiHI BUTPATH MApU PETYIAATOP AYKE MIBUAKO 3Mi-
HIOE BUTPATy UBWJIbHOI BOJM HE AOYIKYIOUMCH 3MiHU piBHSA. L mepeBara no3Bosisie HEUTpa-
Ji3yBaTH TaK 3BaHE SBUIIE «HAOYXaHHS» PIBHIO BOJIH.

Onnak Ha 3Ba)karoyM Ha BKazaHy mepeary, 3-imnyiabcHa ACP mae 1 Henpomiku. OcHo-
BHUM HenoJikoM BkazaHoi ACP € Toif (akr, 1110 npu 3HUKHEHHI OYAb-SKOTO 3 TPHOX CHTHAJIIB
CHUCTEeMa IPHUIHUHSAE POOOTY, a TIPU HASIBHOCTI PO3ODKHOCTI B TOKa3aHHSIX BUTPATOMIPIB IO
KUBHJIBHIN BOJII Ta TIEpErpiTOMY Mapy peryisarop MOYMHAE MiATPUMYBATH PiBeHb BOJH B Oa-
pabaHi, sIKHI JTOPIBHIOE CyMi 3aBJaHHS 1 BEIMYWHU, IPOMOPIIIHIN 1ili po301KHOCTI (3'SBIISI-
€TbCS CTATUYHA TOMUJIKA PETYIIOBAHHS).
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CxeMy HEUITKOro perynstopa po3podseHo Ha ocHOBI [2]. OqHak 32 OCHOBY B3SITO OJI-
HOKOHTYpHY ACP piBHs, IpUHITUTIOBA CXeMa SIKOT IIPEICTaBlIeHa Ha pUC. 2.

Puc. 2. [Ipunnunosa cxema onHokoHTypHOI ACP piBHs Boau y 6apabani: 1 — perymorduit
KJIaraH >KUBUJIbHOI BOJH; 2 — PETYJATOp KUBJIEHHS; 3 — Oapaban

B naBezeHiii cxeMi Ha BXiJ] perynsTopa piBHS 2 HaIXOAUTh JIUIIE CUTHA BiJl JaTYUKY
BUMIpIOBaHHs piBHS B Oapabani 3. [licis yoro perynsrop 371HCHIOE BIUIMB Ha PETYTIOIYHI
Kjamnad 1 1 3MiHIO€ BUTpaTy *HUBHIbHOI Bou [3]. OHAK B €HEPTeTHUHUX KOTIaX CepelHbOol
MOTYXKHOCTI, SIKI MalOTh HEBEJIMKHI 3amac KUBWIBHOI BOAM, BUKOpucTaHHs naHoi ACP € He-
MOYJIMBUM B HACHIZOK CTaTUYHOI MOXMOKH PETYITIOBaHHS 1 HEMOXIJIMBICTH 3a0e3NeyeHHs
CTaJIOr0 PEeryJIoBaHHS B HACIIJIOK SIBUINA «HAOYXaHHS» PIBHIO.

MonenoBaHHSl TepeXiTHUX MPOIECiB 3IHCHIOBAIOCS 3a JOMOMOTOI CEepeIOBHINA
MatLab, ¢ynkiito HeuiTkoro perymnsatopa Bukonye o0'ekt FIS Editor (Puc.3), sikuif B ocHOBI
3aBaHTa)XEHUX B HHOTO JIAHUX PETYJIITOPa PO3PAXOBYE KEPYIOUHUil BILTUB.

FIS Editors Levell 1 ‘ - [E=EE

File Edit View

Levell_1
Level ma -

(mamdani}

\
XX

di-Level

‘ FIS Name: Levell_1 FI5 Type: mamdani
|

And method o = Current Variable |
Or method e m ||k Levelma i
Implication min = ¥ee L |

Range [0:5) (|
Aggregation max =
Defuzzification centroid oy Help Cloze ‘ ‘

Renamed FIS to "Levell_1" ‘ (|

\'——= = = =

Puc. 3. Penakrop cucreMm HewiTkoro BuBoay FIS

OyHKITIT TPUHAIEKHOCTI OOpaHO JIBi: 1€ 3MiHA MOXHWOKH PETYJIIOBAHHS Ta IIBHIKICTh
3MiHM MMOXMOKH PEryitoBaHHA. TakuM YMHOM, KUIBKICTh 1 XapakTep (YHKIIH IpUHAIEKHOCTI
JUTSL pETyJIATOpa MPOMOPIIIHOTO JIAHKK TPUMUMAIOTh TaKWK BUTIISA, PUC. 4.
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ost ' ' ) / ]

D P
2 45 0 5 0 5 o 5 2
output variable “To-RO"

Puc. 4. JIiHrBicTHYHI 3MiHHI HEUITKOTO PETryasSTOpa CHCTEMH aBTOMATUYHOI MIATPUMKHU PiBHS

Bo/M B O6apabani napoBoro kotia E-50.

[Tepenik eBPUCTHYHUX TMPABUI, SKi BCTAHOBIIOIOTH CITIBBIJHOIICHHS JIIHTBICTUYHHX
3MIHHUX, HaBEJIEHO Ha pHcC. 5.

2. If (Level mA iz low2) and (di-Level is Ctabunoha) then (To-RO is open2) (1)
3. If (Level mA iz low2} and (di-Level is HapocTaeT) then (To-RO is open2) (1)
4. If (Level mA is low1) and (dt-Level is YowesaeT) then (To-RO is opent) (1)
S_If (LevelmA is low1) and (dt-Level is CTabunena) then (To-RO is opent) (1)
5. If (Level mA iz low1} and (di-Level is HapocTaeT) then (To-RO is normRO) (1)
7. If (Level m& i= norm} and (dit-Level is ¥GweaeT) then (To-RO iz opent) (1)

10, If {Level,ma is high1} and (dt-Level is ¥iuisasT) then (To-RO is normRO} (1}
11, If (Level,m4 is high1} and {di-Level is CTafunena) then (To-RO is normRO) (1)
12, If (LevelmA is high1) and (dt-Level is HapocraeT) then (To-RO is close1) (1)
13. If (Level,ma iz high2) and (dt-Level iz HapocTaeT) then (To-RO is cloze2) (1}
14, If (Level,m& is high2) and (dt-Level is CTabunexa) then (To-RO is close1) (1)
15, If (Level,mA is high2} and (di-Level is ¥iuBaeT) then (To-RO is close1) (1)

B i
= i

Puc. 5. [lepenik npaBuit At IIHIBICTUYHUX 3MIHHUX
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[Ticns BU3HAUEHHS BCIX MapamMeTpiB HEUITKOTO PETYISATOPA, MPOMOJIEITIOEMO HOTO PO-
6oty y cepenoBuiii MatlLab, a Takox mopiBHSEMO HOro i3 3BUYaHUM 3-immyiabcHUM [11-
PEryasTopoMm.

1 01
T Fond

| o P I, SO A s S SR S S S

Puc. 6. Cxema mozaemoBanHs 0JHOKOHTYpoHOT ACP i3 3acTOCYBaHHSIM HEWITKOTO PETYJISATO-
pa (1) Ta 3-imnynscHoi ACP i3 3acTocyBanusm kinacuanoro II-perynstopa (2)

Heuitkuii noriyHuii peryasTop OyB BIPOBAHKEHUHN B ICHYIOUY CHCTEMY, 3aMiHUBIIN
knacuunui [1l-perynsatop, maBy MOXIIMBICTH CIPOCTUTH CXEMY JI0 OJHOKOHTYpHOI. ['padi-
KM TepeXiTHUX MPOIIeCiB 300pakeHH1 Ha puc. 8.

Puc. 7. IlepeximHi XapakTepuCTUKH sl KiacuaHoro 3-immyiascHoro Ill-perymsropa (1) ta
0oTHOKOHTYpHOT ACP 3 HEUITKUM perynsTopoM (2)
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[TopiBHiotOuM Ki1acuyHUi 1 HewiTkuid [ll-perynarop, MU MOXXEMO IMOMITUTH, IO B
OCTaHHBOTO, SKICTh PETYJIIOBAHHS € HIDKYOI0, a HiX y kKiacuuHoro 11 — perymnsaropa 3a paxy-
HOK OLJBIIOr0 BIIXWJICHHS PETyIbOBAHOI BEIIMYMHH, alleé 4ac PEryJIIOBaHHS € OJHAKOBHUM.
Crniz maM’ATaTu, 10 3 HEYITKUM PETYIISTOPOM ToKazaHa podorta 1-kouTypHoi ACP piBHS, sKa
Ma€ HIKYY SKICTh PEryJroBaHHS 3a 3-iMmynabcHy. OHaK, HE 3BaKalO4YM HA 11€ BiIXHMICHHS
PIBHSIHHS IEPEBUIIYIOTh JOMMYCTUMUX 3HaueHb(+ 1.25 MA).

BucnoBok

Heuitkuit perynsartop B ckimani ogHokoHTYpHOI ACP 3 momaTkoBuUM iMIyJIbcOM 3a
MIBUJIKICTIO 3MIHU PEryIbOBAHOI BEJIMYMHU MOKE BUKOPUCTOBYBATHUCS ISl PETYIIOBAHHS Pi-
BHIO BOJIM B OapabaHi mapoBoro kotia E-50. SIkicTh mepexigHuxX MpOIeciB € 3aJ0BiIHHOIO:
4yac perysaroBaHHS HE 30UTBIINBCS, BIAXUICHHS PIBHS HE BUXOJATH 3a JOMYCTHMI 3HAYCHHS.
3HauHo0 TepeBaror0 ACP 3 HEWITKUM pEeryasTOpOM € CHPOIICHHS CXEMHU PEeryJIiOBaHHS 0
OJTHOKOHTYpHOI. TakuM YHHOM, MOXHAa 3pOOMTH BHCHOBOK, IO HEYITKi JIOTIYHI CHCTEMU
YIPaBIIHHS MalOTh XOPOIIl MEPCTIEKTUBH ISl BIPOBAKEHHS X B aBTOMAaTH3aIlll TIPOMHUCIIO-
BUX KOTJIOArperaris.
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DEVELOPMENT OF A FUZZY CONTROLLER OF THE WATER LEVEL IN THE
DRUM STEAM BOILER E-50

A.S. Rura, O.S. Tarakhtiy

Odessa National Polytechnic University
Shevchenko Avenue, 1, Odessa, 65044, Ukraine;
e-mail: rurandrew(@gmail.com, tarakhtij@opu.ua

The water level in the drum of a steam boiler is one of the most important parameters cha-
racterizing the reliability of the boiler unit operation. Currently, fuzzy controllers are be-
coming more and more widespread, which implement in practice fuzzy algorithms for con-
trolling units, mechanisms, as well as technological processes. The use of fuzzy logic tech-
nology, focused on processing logical-linguistic models of knowledge representation, opens
up broad prospects for creating intelligent control systems for complex dynamic objects op-
erating in conditions of incomplete information content, predicting the behavior of the sys-
tem, generating many alternative actions, and performing a formal description of fuzzy de-
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cision-making rules. Operational change of the tuning parameters of the regulator makes it
possible to qualitatively move to a higher level of control over technological processes ac-
companying human activity. The purpose of this work is to analyze the quality of stabiliza-
tion of the water level in the drum of a steam boiler subject to the introduction of a fuzzy
regulator, as well as to simplify the structure of the control system. The article proposes a
comparative analysis of the model of a classic 3-pulse automatic control system (ACS) with
a Pl-controller with a single-loop ACS with a fuzzy controller, into which an additional
signal is introduced for the rate of change of the deviation of the controlled value. Three-
pulse ACS has disadvantages. The main disadvantage of this ACP is the fact that the disap-
pearance of any of the three signals, the system stops working, and in the presence of dis-
crepancies in the readings of flow meters for feed water and superheated steam, the regula-
tor begins to maintain the water level in the drum, which is equal to the sum of the task and
value, proportional to this discrepancy (there is a static adjustment error).

Keywords: feed water level, fuzzy regulator, steam boiler, drum, adjustable parameter, au-
tomated control system.
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PO3POBKA CUCTEMM BE3IEKHU KJICHT-CEPBEPHOI'O 3ACTOCYHKY HA
BA3I ONEPAIIIMHOI CHCTEMHM ANDROID

A.10O. Cynakos, A.B. CokoJioB

OnechKuii HAITIOHATHFHUH O TEXHIYHUN YHIBEPCHUTET,
VYkpaina, Oneca, 65044, np. [lleBuenka, 1, e-mail: radiosquid@gmail.com

B cywyacHOMy CBiTI HEMOXJIHMBO OO0iIWTHCS 0€3 BHKOPUCTAHHS PI3HOTO POIY CHCTEM
KOMYHiKalii. BoHU cTanu HeBiji’éMHOIO YaCTHHOIO HAIIOTO JKUTTS. Maiike KOKHa cydacHa
JIIO/IMHA KOPHUCTYETHCS TOIO UM IHIIOI0 CHCTEMOIO OOMiHY iH(opMamii 3 IHIINMH JI0bMH.
Yacrime Bchoro aist oOMiHy iH(opMaliero BUKOPHCTOBYIOTHCSI MOOUIBbHI Tardopmu. B
nepeBakHi OumbmiocTi 1e Taki miatopmu sk Android, iOS ta Windows Phone.
Iadopmaris, sika mepemaaeThCs BiJ OMHOTO KOPUCTyBada JO IHIIOTO, 9acTO MOXKE OyTH
KoH(pimeHIiitHOI0 a0 3 0OMeX)eHHM IOCTYmoM. JIJi IIhOTO MalOTh BHKOPHUCTOBYBATHCS
BIAMOBIAHI MeTOMU 3axUCTy iH(opmarii. CborofHi yBara IOCHITHHUKIB iHpopMaIiiHOl
Oe3nekn 30Cepe/KeHa Ha IMOKpameHHI po0oTH KpunTorpadidHuX aaropuTMiB Ta
MIPUMITHBIB, Ha SKUX BOHM 3aCHOBaHi. TUM He MEHI, MUTAHHA MOOYIOBH KOMIUIEKCHHUX
CHUCTEeM 3axHCTy B CHCTeMax OOMIHY MHUTTEBHMH TOBIIOMIICHHSMH 3aJHIIAIOTHCS
PO3MIITHYTHMH HEAOCTaTHBO. JlaHa CTAaTTs NMPHUCBSYEHA PO3pOOII KOMIUIEKCHOI CHCTEMH
3aXHCTY 3aCTOCYHKY IJIs1 OOMIHY MUTTEBUMH ITOBITOMIEHHSIMHU. By/b sIKMi 3aCTOCYHOK JUIst
poOOTH 3 MUTTEBUMH IOBIIOMJICHHSIMH CKJIaJa€Thcs 3 TPhOX OCHOBHMX 4acTHH. [lepioro
CKJIaJIOBOI0 YAaCTHHOIO € NPOTPAaMHUI KOJ, BHUKOHYBaHWH Ha MOOUIBHIN muardopmi.
Jpyroro 4YacTHHOIO € KaHal 3B’A3Ky. OCTaHHBOIO YAaCTHHOIO € IpOrpaMHHH KOZ,
BHKOHYBaHHUI Ha CTOPOHIi cepBepy. B maHiif cTaTTi po3risHYTO KOKHY 3 OCHOBHHUX YaCTHH
1L TTOOYZOBH KOMIUIEKCHOI CHCTEMM 3aXHCTy 3aCTOCYHKY IJII OOMIHY MHTTEBUMH
noBigoMaeHHsIMH. OOTpyHTOBaHO BHOIp THX YM iHIIMX KOMIIOHEHTIB IS TOOYIOBH
CHCTEMH 3aXHCTy, INPHUBEIEHO CXeMH pOOOTH MPOrpaMHOr0 KOXy BHKOHYBaHOIO Ha
MOOUTHHIK TaTdopmi Android, oOGrpyHTOBaHO BHOIp (OpM Tmepenadi KOPUCTYBAIBKOT
iHpopMmarii yepe3 kaHan 3B’s3Ky. Hajmano pekomenpmanii mo BHOOpY KaHaiy 3B’s3Ky Ta
3abe3neueHHI0 Horo Oesnekd. TakoX IPUBEIEHO CXeMH pPOOOTH CEpPBEPHOI CTOPOHH
3acToCyHKY. OOrpyHTOBaHO BHOIp THX YM IHIIMX Xem-(QyHKIiH, (QYHKIIH HepeBipok
BXijHOT iH(OpMAIi, MIXOAIB O peaizanii CUCTEMHU 3aXHCTy, CHCTEMH 30epiraHHs i
00poOkn KopucTyBanbpkoi iH(opmamii Ha cTOpoHI cepBepy. Y 3acCTOCYHKY TaKOX
IIPOJIEMOHCTPOBAHO JIEsIKI HEJOJIKM TOTOYHOI Bepcii MoOuLIbHOI rutathopmu Android 3
TOYKH 30Dy iHpopManiiiHoi Oe3neku. [lokazaHo, SK 3TOBMIUCHUKH MOXKYTh BUKOPHUCTATH i
HEJOJIIKY, Ta HaaHO MOpaJy 10 YHUKHEHHIO IX eKCIUTyaTallil 3JIOBMUCHHKOM. Pe3ynpraTn
POOOTH MOXKYTh OYTH BUKOPHCTaHI IS 3aXHUCTY iHpOopMaii y mogiOHNX 3aCTOCYHKAX.

KurouoBi cjoBa: cucreMu OOMiHY MHTTEBHMH TIOBIIOMJICHHSMH, 3aXHCT iH(OpMAaIii,
MOOIJTBHUMN 3aCTOCYHOK.

Beryn i moctanoBka 3aaavi

3 KOXHUM JHEM KUIBKICTh KOPHUCTYBadiB MOOUIBHUX MPUCTPOIB 3pocTae. binmbicTh
MPUCTPOIB, SIKI BUKOPUCTOBYIOTh KOPHUCTyBadi, — II¢ cMapT(oHM Ta TuIaHmeTd Ha 0asi
omepariiinoi cucremu Android ta i10S. HoBi cnocobu B3aeMomii 3 MPHUCTPOEM Ta HOrO
MOOUTBHICTh — II€ HOBI1 (DaKTOpH, Yepe3 Kl 3’ ABIAIOTHCS HOBI IpoOieMu 3 1HGOpMAIliiTHOO
0e3nekoro kopuctyBada. [Ipu po3pobii MOOLTEHOTO 3aCTOCYHKY HEOOXiTHO OpaTu J0 yBaru
Te, MO JaHi, sIKI BUKOPUCTOBYIOTHCSI 3aCTOCYHKOM, MOXYTb NMPEJACTABIATH TEBHY IIHHICTH
JUIs 3JIOBMHCHHUKIB. Te, HacKUIbKM I[IHHOIO Oyzae iHQopmalis, 3aleXuTh Bia OaraTtbox
dakTopiB, MPOTEe HABITH HAWUMpOCTiIIa i1H(POpPMAIIis, HANPHUKIAA, OCOOUCTHHA MapOJb Bif
00JIIKOBOTO 3aluCy KOPUCTyBaua MOTpeOye OMpAIOBaHHS HOTO 3a JOMOMOTOK CHCTEMH
3axucty. Ha choromHimHiii aeHh MOOUTBHI 3aCTOCYHKHM 3alHsSUIM Miclle Y BCiX cdepax
EIeKTPOHHUX MOCTYT, BKIOYaroun (iHaHCOBi, OAHKIBCHKI omeparlii, 30epiranus i nepegaqy
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0COOHMCTHX JaHWX, 110 pOOUTH 3aBJAaHHS MiJABHUINEHHS iX Oe3meku ocoOIMBO BaKIUBUM [1].
Choroani B JiTepaTrypl YMMalo yBard MOCTIAHUKA TPUAUISIOTE OCHOBHUM OJIOKaMm st
noOyJ0BH CHCTEM 3aXHCTy iH(popmalii — KpUnTorpagiuHuM anropurMam, Xeu-(QpyHKIisam,
tomo [2, 3]. OgHak muTaHHS TOOYAOBH KOMIUIEKCHMX CHCTEM 3aXHCTy iH(opMaIii as
KOHKPETHHUX MPOrpaMHHX MPOAYKTIB, 30KpeMa, CUCTEM OOMiHY MUTTEBUMH ITOB1IOMIICHHSIMH
OCBITJIEHI B JIiTepaTypi HEJAOCTaTHBhO. ICHyrUl TipeAcTaBieHl cucremu [4...6] €
KJIIEHTCBKIA Ta CepBEpHIM YaCTHHI PO3KPUTO HE TMOBHICTIO. [Ipu 1IbOMYy CHUCTEMHU O€3NEeKH
peabHO TMpAalOIYMX MPOrpaMHUX MPOAYKTIB 3a3BUYai, B OUIbIIINA CBOIM YacTHHI,
3QJIAIIAIOTHCS KOMEPIIHHOI TAEMHUIICIO KOMITaH1|, 1110 pO3pOOIIOI0Th Ta MATPUMYIOTh CBOT
porpaMHi MPOIYKTH, Ta € HEAOCTYITHUMU JUISI CBITOBOI HAYKOBOI CIIJIBHOTH. Y il poOOTI
PO3TIISIAETHCS MTAHHS TTOOY0BH KOMIUIEKCHOI CHCTEMH OE3MEeKH pealbHOTO 3aCTOCYHKY
Ui 0OMiHY MUTTE€BUMH TMOBIIOMIIEHHSAMH Ha 0a3i onepauiiinoi cuctemu Android.

Memorw poboTH € po3poOKa CUCTEMHU 3aXHUCTy 1H(OpMaIlli 3aCTOCYHKY JJIT OOMiHY
MUTTEBUMH MOBITOMJICHHSIMHU.

OCHOBHA YaCTHHA

BinbmiicTe Cy4acHUX 3aCTOCYHKIB € KIIEHT-CEpBEPHHMH, TOOTO YaCTHHA JIOTiKH
3aCTOCYHKY, a TaKOXX YacTHHA 1H(oOpMaIlii KOpHUCcTyBaya 30epiraeTbcsi Ta 0OpOOISETHCA Ha
cTopoHi cepBepy [7]. st oTpuMaHHS SKICHOT MOJIEI CUCTEMH 3aXHCTy KIIE€HT-CEPBEPHOTO
Android 3acToCyHKy, a TakoX JJIsi Kpamioro ii po3yMiHHS PO3JITAMO ii Ha TPU OCHOBHI
yactuHu. KokHa dYacTHMHa cucTreMHu Oe3neku Oyne pO3IIIIHyTa OKpeMO JUIs Kpamoro ii
PO3yMiHHSA Ta OUTBII JETATLHOTO OMHUCY. PO3MIIsTHEMO TPU OCHOBHI YAaCTHHU 3aXUCTY KIIIEHT-
CEpBEPHOTO 3aCTOCYHKY.

[lepma wacTtuHa, IIe¢ BJacHE caM 3acCTOCYHOK, TOYHINIE WOTO KOJ, SIKWKA Oyne
BUKOHYBATHCS Ha MPUCTPOI KOPUCTYBaya, BCI MaHIMyJALITl 3 iH(popMaIliero Ta i 3aXHUCTOM Ha
npuctpoi. Jlpyra yactuHa — KaHal mepenadi iHpopmarii MiXK MPUCTPOEM Ta CEPBEPOM.
OcranHs YacTMHA cHCTEeMH O€3MeKH — CEepBEpHA CTOPOHA 3aCTOCYHKY — KO, SKHM
00po0JIsI€ 3anmuTH Ta HAJCHWIIAE€ BIAMOBIAI Ha HUX, a TAKOX caM cepBep 1 0asza JMaHux, B AKIH
30epiraeTbest iHpOpMalis KopucTyBauiB. OCHOBHI YaCTUHH KIIIEHT-CEPBEPHOTO 3aCTOCYHKY
nmokasaHi Ha puc. 1.

SERVER & BACKEND

I
]
TRANSMISSION CHANNEL @ o

Puc. 1. OCHOBHI YaCTHHH KJII€EHT-CEPBEPHOTO 3aCTOCYHKY

Ul & USER BACKEND

(((

Jlami MU OKpeMO pO3IJISIa€MO aCHEeKTH CHCTEMH 3axHcTy iH(opmamii y KOXHIN
YaCTHHI KIIIEHT-CEPBEPHOTO 3aCTOCYHKY.
1. 3axucT Ha CTOPOHI KJIi€EHTa
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PosrnsiHeMo OifbIl  JIETadbHO KIEHTCBKY YACTHHY CHCTEMH 3aXHUCTy KIIEHT-
CEpBEPHOTO 3aCTOCYHKY. BOHa CKi1amaeThest 3 TBOX OCHOBHHX 4acTuH. [lepima yactuaa — Te,
mo Oaunth KopuctyBau Ha auciiei ceoro ekpany — Ul (Userlnterface), npyra gyactuna —
KOJI, IKMil BUKOHYEThCSI Ha MpUcTpoi — backend, TOOTO cTOpoHa 3aCTOCYHKY, SIKa MPUXOBaHa
BiJ] KOpHCTYyBaya.

KosxeH xopucTyBau KIIEHT-CEPBEPHOTO 3aCTOCYHKY Mae OyTH aBTOPHU30BaHHM [§].
Yacrime BCbOTO B SIKOCTI 1/IeHTH(]IKaTOpa B CYy4acCHUX 3aCTOCYHKaxX BHUCTyHae OOJIKOBHUIL
3alUC KOPUCTyBada IMEBHOTO MpHUCTporo. [IpoTe € 3acToCyHKH, SIKi HAAAalTh JTOCTYI J0
iHpopMmalii TUIBKM TMicAs BBOAY MEBHUX JaHUX JUIS aBTOpU3alii 1 3HUIIYIOTH BCIO
iH(opMariro mcis Buxoay 3 o0aikoBoro 3anucy. Came TaKMMU € J1Ba OCHOBHHX ITiJIXOIHU J10
CTBOPEHHsI cucTeM 3axucTy. [lepeBaroro mepmoro € Te, m0 KOPHCTyBauyy JOCTaTHHO 3HATU
MapoJib Ta JIOTIH 1, MAIOYH I JaHi, BiH B OyAb-SKHI 9ac MOX€ OTPUMATH JOCTYH JO CBOET
iHpopMarii. 3 TOUKH 30py KOpPUCTYBaya, Taka CUCTEMa € JI0BOJIi KoM(opTHOO. [IpoTe B Hill €
neBHI Hepodiku. Hampuxman, HeOaxaHo, 1mo00 XTOCh IHIIUH MIT OTPUMATH JIOCTYI 10
iHpopMarii KopucTyBada. YSBHMO CHTYallil0, KOJM Taka iH(opMalls He BUAAISAETHCA, a
30epiraeThCs B IeBHOMY Micii. J{aHi /171 BX0ay B 00JIIKOBUH 3aKC MOKYTh OyTH BHKpaCHI 1
3I0BMHCHUK OTPUMAE JOCTYyN 10 iH(popMarlii kopuctyBaya. Ilporte, sixbu Taka indopmarris
Oyna BUJaJeHa BiJpa3y MICs BUXOAY 13 OOJIKOBOTO 3alUCy, HaBITh OTPUMABIIH JIOCTYII JI0
HBOTO, Oy/0 60 HEMOXJIMBHM OTPHUMAaHHs Takoi iHpopmaii, ajke BoHa Oyna BujaieHa. B
CBOIO Yepry, HEJOJIKOM JPYroro MiIXoay € Te, 0 KOPUCTYyBavYeBl HEOOXITHO KOXKHOTO pasy
BBOJIUTH OJIHY 1 Ty X camy iH(opMmallito, 0 BUKJINKAE TUCKOMDOPT y KOpUCTyBauiB. Takox
0e3 30epeKeHHS TaHUX KOPUCTYBAyiB CKJIATHO BIAPI3SHUTH OJHOTO KOPUCTyBaya Bij 1HIIOTO,
abo 1 30BciM HemoxiauBO. lle Hece pu3MK TOro, IO OJMH KOPUCTYBA4 3MOXKE
BUKOPHUCTOBYBAaTH PECYpCH, PO3MOJIJIEHI Ha IHIIMX KOPUCTYBa4iB 1 SK HACIIIOK,
NepeHaBaHTaXyBaTH CUCTEMY.

st cucteMu OOMiIHY MUTTEBHMHU TTOBIIOMJICHHSIMH HaWKpaluM BHOOPOM CHUCTEMU
aBTOpM3alii € mepmui miaxia. JaHumu ans oTpUMaHHS JOCTyIy 10 iHdopmanii BUCTyMae
JIOTIH Ta Mapoyib. PO3TIIsIHEMO CHCTEMY 3aXHCTy 3aCTOCYHKY Ha €Tami BXOAY B OOJIIKOBUM
3armuc.

Tyt cmig HaromocuTH, 1O Bcs iHGOpMaIliss B 3aCTOCYHKY MOXKe OyTH 3MiHEHa
KOpUCTYBaueM. 3aBiaHHs 3axucty iHpopmamii B 3actocynky B uyactuHi Ul & USER
BACKEND — 3axuctuTu nepcoHajbHy iH(GOpMaIlito KOpucTyBada BiJ] IHIITUX 3aCTOCYHKIB Ta
BiJl BUTOKY Ha CTOPOHHI CepBiCy, 3al0o0IirTH nepeaadi HEKOpeKTHOI iH(popMarlii Ha cepsep,
JUisi  3anmoOiraHHs BUHUKHEHHS TOMWJIOK B 3aCTOCYHKY Ta MO3UTHBHOTO JIOCBIIY
KOPUCTYBaHHS y KopucTyBada. Cii po3yMiTH, 110 Besl iH(pOpMallis, SKy KOPUCTYBay Mepeaae
Ha cepBep, MOBUHHA TepeBipATHCS Ha cepBepi. [HdopMmaris, sSKy 3aCTOCYHOK Iepemac Ha
cepBep Moxe OyTH 3MiHEHa SIK CHCTEMOIO TaK 1 iHIIMMHU 3aCTOCYHKaMH, TOMY B CaMOMy
3aCTOCYHKY TepeBipka iHpopmMarlii Oipiie moTpiOHa A1 3pYIHOCTI KOpUCTYBayva.

[Ile ogHMM BaXXJIMBUM MOMEHTOM € Oe3leKka KpUTHYHO BaXJIMBOI iHQopmarii, ska
30epiraeTbcsi Ha mpucTpoi. Jlo Takoi iHdopmarlii MOXKHa BIJHECTH TMApOJi, KITHOUI,
nepcoHaNbHY iH(opMaIiito.

B Ta6n. 1, My HaBOOMMO TEpeNiK OCHOBHHMX BPA3JIMBOCTEH KPUTHYHO BaKIUBOI
iH(dopmalii 6e3rmocepeIHO B CAMOMY 3aCTOCYHKY, XapaKTEepH3ylOUuH iX piBeHb HeOE3MeKH, a
TaKOX HABOJMMO METOIW 3axXHUCTy iH(opMarlii, siki Oyl10 IMIUIEMEHTOBAaHO y pO3poOJIeHi
cUCTeMi JJIsl MPOTUAIT HaBeIeH1 i Bpa3IHUBOCTI.

[Tounemo 3 3amycky 3acTocyHKy. I1ix gac 3amycky, cuctemMa IOBUHHA TIEPEBIPUTH, YU
NPOMIIIOB KOPHCTYBauy MPOLEAYPY BXOJY B OONIKOBHU 3aIlUC, a TaKOX MEPEBIPATH CTATyC
BXOJIY ITiJT 9ac KOHOI i1 KopuctyBada. J|Jist 1boro BUKOPUCTOBYEThCS DYHKIIIs is Authed ().
Bona BUKJIMKa€ThCS 3aCTOCYHKOM IpPU KOXKHIN i KopucTyBaya. Taka (QyHKIlisS 3BePTAE€THCS
JI0 BHYTPIITHKOT 0a3u JaHUX JUIsl MIEPEBIPKU HASBHOCTI JaHUX JUIsl aBTOpHU3AIlli KOPUCTyBada
Ha cepBepi. Skmio Taka iHdopmarlist HasiBHA, PyHKIIis TOBepTae true, iHakme — false.
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SIkmo (¢yHKIiS TOBEpHyJa true — BHKOHYETHCS 3alyck activity, sika MICTHTb
OCHOBHY YaCTHHY 3aCTOCYHKY, MpoTe, Ko (yHKIs moBepHyna false — BUKOHYETHCS
3amyck activity, sika MICTUTh TOJS JUIs BBOAY iHdopmamii 1 aBTopu3aiii Ha cepBepi. B
HaIIOMY BHITAJIKY, 1€ TIoJIsl e-mail Ta password.

Haii, indopmariist BiinpaBiIsieThCsl Ha cepBep depe3 nporokodn https. Koy BinnmoBias
BiJI cepBepa OTpHMMaHa, CTBOpIOEThCS Tabmuus B JyokanbHiM B/ (basi Jlanux), B sKii
30epiraeTbcsi XeUI-3HAYCHHS Mapoio Ta e-mail, ki OyayTh BiIIpaBIsATHCA Ha CepBeEp 3
KOXXHUM 3amuTOM. B Hamomy BUMNAIKy BHKOPUCTOBYEThCS xeml-QpyHKIis sha-256, ska €
JOCUTH CTIMKOIO Ha JaHWHd MOMEHT. He pexoMeHAyeTbCs BUKOPHCTOBYBATH XeHI-(DYHKIIII,
JIOBKUHA JIAMDKECTY SIKUX MeHIne Hik 256 cumBomiB. Takoro 3acrapinor ¢yHKIie € mdS.
B HaiikpamoMy BHIIaJKy PEKOMEHAYETbCS BHUKOPHCTOBYBATH XeII-(YHKIIO 3 TPETHOTO
nokomiHHA sha. Takoro dyHkitiero € sha-512. Moske 31aTucs TUBHAM Te, 10 Xem-QYHKIIIS 3
JOBXKHUHOIO JaiijkecTy B 512 CHUMBOINIB Tpaimoe IMBUANIE HDK Ta X cama (YHKIA, 3
JTOBXUHOIO Jaipkecty B 256 cumBouiB. [Ipote 1ie noBenenunii pakrt. B Hamomy 3acTocyHKyY
BUKOPUCTOBY€EThCS sha-256 1 Kpalioro COpUHHATTA, aJpke BOHA JIaBHO BiJoMa i HIMPOKO
BUKOPUCTOBYETHCSI.

Tadoauus 1.
[epenik OCHOBHUX Bpa3IMBOCTEH KPUTUYHO BaXKIIMBOI iH(popMarii 6e3rmocepeiHbo B CaMOMy
3aCTOCYHKY
Ne | Bpaznugicts PiBenn Buxopucrane pileHHs 3aXUCTy
PUBHKY
1 | Bukopucranus Hyxe 30epiraT¥ KPUTUYHO BAXKIIUBY
HE3aXUILEHUX JIOKATbHUX BHCOKa 1H(opMaIlifo TUIBKH B 3aXUIIEHUX
CXOBMIII cxoBumax miargopmu Android
2 | 30epiranus iHpopmMarlii B Cepenns Kputnuno BaxnuBa indopmariis He
3axXHIIEHUX CXOBHIIAX, alle MOBUHHA BUKOPUCTOBYBATHUCS B
Y BIZKPUTOMY BHUTJISII 3aCTOCYHKY 0€3 J0/IaTKOBOTO
mmdpyBanHs. Sk TiTbKK MOTpeda B Takii
iH(opmMarii Biamaia — BOHA HEraitHO
noBUHHA OyTH abo 3ammdpoBana, abo
3HUIIIEHA
3 | 30epiraHHs KPUTHUYHO Bucoxka He 306epirati KpUTHYHO BaXKIIUBY
BaXJIMBOI 1H(OpMaItii B iH(opmMmariro B Kozl abo pecypcax
KOJi 3aCTOCYHKY
4 | Bukopucrtanus 3aeKUTh He 30epiratu mpuBaTHUI KJIIOY Ha
ACUMETPUYHOT'O aJiTOPUTMY | BiJ CTYIIEHSI | cepBepi, BiH MOBUHEH OYTH JOCTYIHUH
3 IPUBATHUM KITIOUEM, 3aXUIICHOCT | TUIbKH KOPUCTYBaYy
BiJIOMHM ]ISl cCepBEpa 1 cepBepa
5 | Bukopucranus Cepenns Crninx migOupaTy BIATOBIIHUI aJITOPUTM
CaMOITMCHUX aJITOPUTMIB TIJTBKY 3 HAJArOJKEHUX 1 aKTyalIbHUX
mudpyBaHHS Ta 3aXUCTY 3arajJbHOBIIOMHUX KPUMITOTpa(iaHIX
AITOPUTMIB
6 | Ilepenaua KpUTUYIHO Cepenns bynb-sika iHpopMaltis, mepes BUX0I0M 3a
BaXJIMBOI iH(opMarii y ME3K1 3aCTOCYHKY TIOBUHHA OyTH
BIIKPUTOMY BUTJISITI 3amm@poBaHa
7 | IrHOpyBaHHS IPUCTPOIB 3 Cepenns IlepeBipsaTn Ha paBa cynepKOpUCTyBaya
npaBaMu CUCTEMY 1 B pa3i iX HassBHOCTI iHQOpPMYBaTH
CyHEPKOPUCTYBAaYa KOpHCTYyBaya 1, 10 MOXJIMBOCTI1, HE
MPOJIOBKYBAaTH POOOTY 3aCTOCYHKY 0€3
iHpOpMyBaHHS KOpPHCTyBaya
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[Tapons 000B’A3KOBO XEHIYEThCA € A0 BianpaBku Ha cepsep. [lo kaHamy 3B S3KY
MepeIacThCsl TITBKU XEII-3HA4eHHS 1horo mapojito. B nokanbhii BJ] Takox 306epiraeThes
TIIBKHM XelI-3Ha4eHHs mapoiisi. Sk Oyio BkasaHo paHimie B Ta0i. | — He MoxHa 30epiratu
KPUTHYHO BAXJIMBY 1H(GOPMAIIIIO B 3aXUIICHUX CXOBHUIIAX Y BIAKpUTOMY BUTIISAL. [Ipu mbomy
e-mail 30epiraeTbcsi y BIIKPUTOMY BHIJIAII, OCKUIBKM B JaHOMY KOHTEKCTI BiH He
BIJIHOCUTBCS JI0 KPUTHYHO BaXKIMBOT iH(MOpMaITii.

Konu 3actocyHok oTprMaB iH(opMaIlio Mpo yCHilHUK BXiJ 10 00J1KOBOTO 3amucy i
CTBOPHUB TaOJMIll 3 JAaHUMHU KOPHCTyBaua B JOKajdbHIA BJl, 1HIIIOETHCSA 3alyCK OCHOBHOI
activity B sIKiif peasi30BaHO OCHOBHY YaCTHUHY JIOTiKH 3aCTOCYHKY.

CX0XMM YHHOM peaji3yeThCsS 1 «BIIHOBIICGHHsI mapojro». Ilicias HaTHCKaHHS Ha
«BITHOBHUTHU TIApOJIb» 3aBAHTAXKYETbCA activity B sIKiii € moJig 1Jsl BBOAY JIOTiHA Ta KHOIIKA
niaTBeppkeHHs mii. [lepeBipka yoriHa (e-mail) mpairoe TakuM k€ YHHOM SIK 1 IPU «BXOJI1» B
3acTOoCyHOK. [l Kpamoro po3yMmiHHS Ha puc. 2 mnpeactaBieHa cxema joriku Ul
&BACKEND 3actocyHKy.

Bxizn -
Tax KoprcTysada
ayTeHTIH- 3amyck InActivity
i thixoraHO l
BeenenHa
Po6 e-mail i mapomns
ooora - : (InActivity)
3aCTOCYHKY
(MainActivity) <
- . .
BBEZ[eI-.IHSI HepeBlpKa . Hep.emp@
g-mail isEmpty() isMailValid()
Brenenns ITepeBipka XeI.LIYBaHHE
napons - isFullLength() sha2()
CTBOpeHHA
Tadmmi y l
ToKanbHil BT i Y
M ?aHyC_K', BinnpasneHHsa
( ctivity) 3allITy Ha <Ral{aﬂ nepeadi .E[aHID> Cepsep
cepeep
[
Tax Cepeep Hi BinodpaziTi NOMIUIKY
TIOBEPHYB > Ta Iepe3alycTHTH
icTHHY ayTeHTH]IKaIiIo

Puc. 2. Cxema noriku Bxoay Ta nepetBoperss nannx B Ul &BACKEND uacTtuni

2. 3axuct iHdopmartii mpu i nepenaBaHHi Ha CEPBEP

Ilepeiinemo 1o wactuaun «TRANSMISSION CHANNEL». B 3acrocyHky
BUKOPHUCTOBYETHCSI CYJaCHUW 3axXWINCHUH TPOTOKON Tepenadi https, skuii 3abe3medye
Oesneky iHpopmanii mpu ii mnepenaBaHHi. TakoXX Ans Tepeiadi JaHUX Ha CepBep
BUKOPHUCTOBYEThCSI HesiBHA mepenada metogoM POST 3amicte crammaptaoro GET, amxke
KPUTUYHO BXJIMBY 1H(OpMAIIO CIiJ [epeaaBaTd HESBHUM MeToaoM. [Hdopmaris
nepemnaeTbesi B BUTIAAL «key —>value» 0e3 komyBanHs JSON. ®@aiinm mepenaroTbes SK
multipart/form-data.

3. 3axucT iHpOopMaIlii Ha CepBEpHIA YaCTUHI
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Ilepeiinemo 1o ocrtanHboi yactuHu — Server & BACKEND. Posrisinemo, sik cepsep
OTIPAIIbOBYE 3aMUTH Ta BiAMOBIAa€ Ha HUX. J[JI Kpamoro po3yMiHHS pO3TIASHEMO MOKIIUBICTh
peecTpallii HOBUX KOPHUCTYBadYiB y 3aCTOCYHKY. PeecTpariisi Ha mpUCTpOi MpaIloe CXOKUM
croco0oMm sk 1 «Bxim», maHi oOpoOIsStOTECS TUMH XK (PYHKITISIMH 1 TaK CaMO BiMPaBIISIOTHCS
Ha cepBep. Pi3HUIT MK «BXOJIOM» 1 «peecTpalliero» Oilble BChbOTO BiAUyBa€THCS HA CTOPOHI
Server & BACKEND. Po3sriistHeMO OUIBIN IeTAIBHO.

Konu nani kopuctyBaua noTparvisiioTh 10 cepBepy iX noTpioHo oOpodbutu. He MmoxxHa
3a0yBaTy, IO JaHI MOIJIM TPUUTH HE B KOPUCTyBada 1 IO B HUX MOXKE MICTHUTHUCS
HIKiUTUBHIA KO a0o moch iHme. OcHOBHI aTaku Ha cepep — 1e DDoS, SQL-injection, XSS
ta OWASP [9]. OCKiIbKH pO3TIISAAETHCS CaMe CTOPOHA 3aXUCTY B KOJI, KM OMparboBYye
3anuTH (aiin, SKUi BUKOHYETHCS TICIS MEPEeBIpKM Ha O€3MEeKy 3alHUTy CUCTEMOIO 3aXHUCTY
cepBepa) TO HaHaKTyalbHINIO, B JAHOMY KOHTEKCTI, aTaKOIO € aTaka THITy injection Ta iHIII
CHOCOOH BHKJIMKATH MIOMHJIKY Ha CepBepI.

Jlnst  Halkpamioro 3axXWMCTy BiJ pI3HUX aTaKk Ha cepBepl MOTPIOHO BUMKHYTH
BiZIOOpakeHHsI MOMUJIOK KOpHCTyBauy 1 BimoOpaskaTH MiHiMyM iH(opmauii. s mporo, y
BUITQJIKy HEBIPHUX MapaMmeTpiB abo iX BiICYTHOCTI MPOCTO MOTPiOHO MOBEPHYTH MOMHMIIKY.
Hanpuknan: {"err":"wrongparam(s)"}. Takuii pesynbrar nae wmano iHdopmamii i
3JIOBMUCHHUK HE Ma€ MOJIMBOCTI MEPEBIPUTH UM CIpaLlOBaB HOro Meroi, uu Hi. HactymHum
KPOKOM 3aXMCTy € TepeBipKa HasgBHOCTI BCIX HEOOXIJHMX MapaMmeTpiB. SKIIO KiIbKICTh abo
IMEHa TapameTpiB He 301raroThbes 3 MOTPIOHUMH — ToBepTaEMo NoMuiKy. [1lo6 nepeBipuTu
HasIBHICTH MTapaMeTpPiB YaCTillle BChOI0 BUKOPUCTOBYIOTH php KO, HanpuKia, TaKUM:

if (isset ($_POST['app']) &&isset($ POST['mail']) &&
isset (S _POST['userName']) {doSomething () ;}else{exitWithStatus (“wrong
param(s)”);}

Takwuii crioci® mepeBipkd He JacTh 3JIOBMHUCHHMKY BHOpaTH IHIIMM MeTOJ mnepeaadyi
naHux a0o jomaTH CcBOI mapamerpu. B 1iboMy BHIIAAKy 37IOBMHCHUKY 3aIMIIA€THCS TiIBKH
HamaraTucs MiAMIHUTH 3HaYeHHd [ux napamerpiB. I[o0 3axuctutucs BiJ IBOTO
BUKOPHUCTOBYIOTHCSI HACTYITHI (PYHKITIT:

— trim(data) — 3pi3ae mpoOiMM HA TMOYATKy 1 B KIHII psaKa, 3amodirae
BHECEHHIOBIIITPABKH ITyCTOTO TOJIS;

— stripslashes(data) — Bumanse ekpaHyroudiclenmy, SKi MOXYTh IPHUBECTH JO
BUKOHAHHS TIEPEIaHOTO KOJIY;

— htmlspecialchars(data) — mneperBoproe cremiansHi cumBoiau B html cyrHocri,

TaKUM YMHOM MOXHa 3aro0irTu Oyab-sKUM cipoOaM BUKOHATH KOJI.
Takum yuHOM TmepeBipsAOThCA Bci mapameTpu. Jlami moTpiOHO mepeBipUTH, IO

MepeIaHo 1 KA B IbOTO 3HAYCHHSI TOBXHUHA. L{e poOUThCs 32 TOMOMOT0I0 HACTYITHOTO KOY:
if (strlen(Sdata) <someLength) {
exitWithStatus ("err: wrongparam(s)");}

Tak sik MM pO3TJIsIaEMO TPOIENYpy peecTpalii, Micias BKa3aHUX BHILIE MEPEBIPOK,
HEOOXIJTHO TIEPEBIPUTH, UM HAJaHWH e-mail Bxke 3apeecTpoBaHo. kim0 Takwii e-mail Bxe
3apeecTpOBaHMA, ajle He MiATBEPHKEHUH, MOTPIOHO BUIATUTH BCIO iH(POPMAIIiIO TOB'A3aHY 3
HAM 1 HaJiclaTH KOJ TMIATBEpPKCHHS Ha e-mail. SIKmo KopucTyBad Bce XK Takh HeE
3apeecTpoBaHMid, MOTPIOHO 3reHepyBaTH Mapoiib, sikuil Oyne 30epiratuce B BJI. Ilepen tuwm,
SK BHOCUTH Xell-3HaueHHs mapojs B b/l HeoOXimHO 3reHepyBaTH Il HHOTO MOIU(pIKATOP
BXoAy xem-¢pyHkuii. Moaugikarop Bxony xeur-QyHKIT — MeBHUN pAAOK 1HPOpMAaLii, SKHA
nepeaaecTbes Xen-QyHKIlii pa3oM 3 BXITHUM MacUBOM iH(GOpMaIlii Aji1 BUpaXOBYBaHHS XEIIl-
3HayeHHA. Moaudikatop Bxoay Xem-QyHKIii BHUKOPHUCTOBYETHCS [UIA YCKJIaJIHEHHS
BU3HAYCHHS MPooOpa3y Xemr-QpyHKIii MeTo0M nepebopy Mo CIOBHUKY MOKIMBHUX BX1JTHHUX
3Ha4YeHb, BKJIIOYAIOYM aTaKW 3 BUKOPUCTAHHAM paIy>KHUX TaOIuIlb. ['010BHOIO (DyHKITI€IO €
NpUXOBaHHS (aKTy BUKOPHCTaHHS OJHAKOBUX BXIJHUX JaHUX, HANpHKIad, — IIapOJiB.
To6T1o0, oHAKOBI Mapoi, micis 00poOKH Xeul-PyHKINE 3 J0AaBaHHAM MOJU(IKaTOpa BXOLY
xem-QyHKIli Oy1yTh BUTIISAATH TI0 PI3HOMY.
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Monaudikatop BXoay xem-(QpyHKIii MOBHHEH OyTH MaKCUMaJIbHO BUIAAKOBUM. Tomy
HaMu OyB OOpaHMIl HACTYIMHHMM TiaxXia no GopmyBaHHS MoaudikaTopa BXOAy Xem-¢yHKIII:
Juis 1 reHepauii BUKOPHUCTOBYETHCS XEII-3HAUEHHsS MHapoJisi Bill KOpHCTyBaya, A0 HBOTO
JIOTAE€THCS XEII-3HAYCHHsI 4acy 3aluTy 3 TOYHICTIO 70 MUTICEKYHIH, iM’sS KOpHUCTyBaya, a
TaKOX XelI-3HaueHHs e-mail agpecu, sika Oylia BUKOPUCTAaHA MIPH PEECTpaIlii.

OTtpumanuii psok 00poOsseTbest  anroput™MoMm sha2(data) [10]. Otpumanuit
Moau(dikaTop BXOAy Xeml-QyHKIIi 3MINIYEThCS 3 XElI-3HAYSHHSM TapoJii KOpPUCTyBaya i
BHOcUTHCS B BJl. ToO6TO B po3pobieniit Hamu cuctemi y B/ 306epiraeTscs MoaudikaTop BXOIy
xem-QyHKIT 1 Xem-3Ha4eHHs1 NapoJisi KOPUCTyBaya, sike Oyno 3mimane 3 MoaudikaTopom
Bxoay xem-gyHkirii. Takum yuHOM, HaBITH OJHAKOBI mapoiii B BJ[ BurisgaroTe abCcoIOTHO
0 Pi3HOMY.

OmauM 3 pU3HKIB TIJACUCTEMH pEECTparlii y CHCTeMaxX NapoJbHOTO 3aXHCTY
iHpopMarlii € araka 3a JOIMOMOIOI0 MHOXXHMHHOI peectparii ¢eiikoBux xopuctyBauiB. s
IOr0 HaMW Oy/iM MPUUHATI HACTYMHI 3acO0M 3aXWCTY: JUIA MIATBEPDKEHHS peecTpartii
reHepyeTbes 4-x 3HAUHUM KO, SIKMH BiANpaBisie€ThCs Ha e-mail azxpecy, ska BKa3zaHa NpHU
peectpamii. s #oro reHepaiii BUKOPHUCTOBYETHCS (DYHKINISI «CTaHIAPTHUN TEHEPATOp
TNICEB/IOBHUITAIKOBUX YHCEI» 332 PIBHOMIPHUM 3akoHOM Y aiana3osi Bix 1000 mo 9999, micns
yoro koxa 30epiraetecs B BJl. Pasom 3 HuM reHepyerbcs timeHash, skuit € yHikampHUM
inentugikaropom kony. Taxox, B BJl 30epiraerbcs KigbKICTh CIpoO BBECTH KOA. SIKIIO
KUTBKICTB CIIpo0 OisbIne 3, KOJ reHepy€eThCs 3HOBY, BIAMPABISIETHCS Ha e-mail.

[Ticna Toro sk kox Oyae MiATBEpAKEHO, BHOCUThCS 3amuc B BJ[ mpo Te, mio
KOPUCTYBa4 MiATBepAuB e-mail 1 oMy Moke OyTM HamaHo goctyn a0 iHdopmariii Ta
MoxMBocTed. Hikde nmokasana cxema B3aeMOIii JaHUX BiJl KOPUCTyBayda Ta cepsepa (puc. 3).

Bxin

Bei
NapaMeTpH
BBEJICHO

[ToBepHeHEA IOMEIKH
Ta BHXiT

Iepesipxa
Oe3MexH
BBEISHHX v
napaMeTpis )
Tak Bai Hi
NapaMeTpH
5] cepaepa t =hise
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Puc. 3. Cxema cepBepHOI JIOTIKH MOXKJIUBOCTI «PeecTpartis»
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[Ticna BimmpaBKH KOy MiATBEPPKEHHS, CEpBEp MOBIIOMIISE MPO II€ 3aCTOCYHOK.
3aCTOCYHOK, OTpPHMMABIIM TaKy BIJAMOBib, 3aBaHTaXye activity s mepenadi  Komy
HiATBEP/KEHHS Ha cepBep i3 3acTocyHKy. Cucrema mepeBipku iHdopmarii Ta ii 3axuct
BUKOHYEThCS TOMIOHO 110 MOXJIMBOCTI «PeecTpamisi», Ik Ha cepBepl Tak 1 B CaMOMYy

3aCTOCYHKY.
30BHINIHIN BUTJIS 3aCTOCYHKY MTPEACTABICHO HA puUC.4.

9:58 21 Ll ol G 9:58 A il all GBS
OcTanocb 3arpysmtb GoTo
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9:58 2 Latl il C3aD 9:58 i il Lol 32D
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E-Mail
E-Mail
INaponb
Maponb

BOATU

e I e
BOWTU UCTONb3YA GOOGLE

BomauTe Unn 3aperncTpupymnTecs HeT akKkayHTa 1au 3abbinv napons?

Bxon 3abbinu napons? Peructpauun 3abbinn napons?

Puc. 4. 30BHIITHINA BUTIISA pO3POOJICHOTO 3aCTOCYHKY

Kox 3acTocynky Moxkna niepersisiHyTy Ha GitHub 3a HacTtynmauM nocumanssm [11].
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BucHoBku

BigzHaunMo OCHOBHI pe3ylbTaTH MPOBEACHOIO CHUHTE3Y CHUCTEMHU O€3MEeKH KIIEHT-
CEPBEPHOTO 3aCTOCYHKY I OOMiHY MUTTEBUMH TTOB1IOMJICHHSIMH:

1. Tlpu po3poOili KIIEHT-CEPBEPHOTO 3aCTOCYHKY MAIOTh OKPEMO PO3TIISIIATHUCS
3aX0M 3aXUCTy iH(pOpMaIli y TphOX MOr0 OCHOBHHUX YaCTHHAX: HA CTOPOHI KITIEHTA, Y KaHai
nepeaayi 1aHUX Ta Ha cepBepHii cTopoHi. [Ipu nmpomy, 3Bakarouu Ha iICHYBaHHS HaliHHOTO
Ha IIe¥l yac mMpoTokoJy https, HAWTOJOBHIMIMMU 3aBJIaHHSIMH € PO3POOKA CHCTEMH 3aXHUCTY Y
KJIIEHTCHKIN Ta CEpBEPHii YacTUHI.

2. B kii€eHTCHKIM YacTHHI 3aCTOCYHKY OYyJ0 pO3pOOJIEHO CHCTEMY 3aXHCTYy, sKa
nepeBipsie BC1 BBeleHI KopucTyBaueM aaHi. [lepeBipserbes noBXKHA BBeIeHOI iHpopMarii B
1OJISL BBOJLY, ii (hopMart, BUKOHYETHCS TEpPEeBipKa Ha MyCTOTY Ta JOIMYCTUMI CHMBOJIH. Takox
BCs iH(pOpMallis B KITIEHTCHKIN YacTUHI 30epiraeThCst B 3aXUIIEHOMY BHYTPIIIHBOMY CXOBHIILI
maThopMu y BUTIIANI 0a3u JaHUX. BHYTpIlIHE 3aXHINEHE CXOBHUIIE BUKOPUCTOBYETHCS IS
30epiraHHst KOpUCTYBalbKuxX ¢oro. KpuTuuHi KopHCTyBalbKi JaHi, Taki fK Hapoiib, HE
30epiratoThbCsl y BiAKpUTOMY BHUTJISAAL. JlaHi KOpucTyBada Mpo MOTO MiCIIE3HAXO/KEHHS €
MEHIII KpUTUYHUMH, TOMY 30€piraroTbCs y BIAKPUTOMY BHUIJISAII, IPOTE BCHOTO HA MPOTsI3i 24-
X TOJTMH.

3. CepBepHa 4acTHHA 3aCTOCYHKY € OLIBIII 3aXHUIIEHOIO0 HIX KIIEHTChKAa cTopoHa. Lle
3YMOBJIEHO THM, III0 Ha CEPBEPHIA CTOPOHI OOCIYTOBYIOTHCS 3amUTH BiJ OaraTbox
KOPUCTYBayiB 1 MEpeBipKa Ha CTOPOHI cepBepa MOBUHHA OyTH SIKOMOTa OUIBII dKOPCTKOIO Ta
HajiiHOI0. Ha cTOpoH1 cepBepa, KpiM THX K€ MEPEBIPOK, 110 1 HA KIIIEHTCHKIA CTOPOHI, TAKOXK
BUKOHYETHCS NEpeBipKa Ha KiJbKICTh BXIJIHUX MapaMeTpiB, €KpaHYeThCs BXiJHA iH(pOpMaIlis
JUIs 3amoOiraHHs pi3HOTO pojy IH€KImi B mepenmany iHdopmamiro. B 06a3i  maHmx
30epiratoThCsi IEBHI MITKH PO KOPUCTYBAuiB, 3aBJISKH SIKHM MOXKHA HaJaTH YW HE HAJaTH
JOCTYIT 10 pecypcy. Takox 30epiraeTbCsi KUIBKICTh CIpoO BBOAY KOAY IMATBEP/KEHHS Ta
BUKOHYETHCA II€ PAJ 10JaTKOBUX IEpPEBIPOK KOpUCTYBaIbKkoi iHdopMmartii. [Ipy BUHUKHEHH]
MOMUJIKA OOpOOKHM 3amuTy, cepBep TMOBEpTa€ BIAMOBIb 3 MIHIMAIBHOK KIJIBKICTIO
iH(MopMmalii 1y1st 3a00iraHHsS BUBUEHHSI CUCTEMH O€3IeKH Ha CEpBEPHill CTOPOHI.

Byro 3anpornonoBano HOBI MiAXOIH 10 peastizaltii:

—  BBOJY Ta 30epiraHHs naposis B JJIOKAJTbHOMY CXOBHILI;

—  Iepenadi mapoJis uepes3 KaHaj 3B’ s3KY;

— TreHepamii yHIKQJbHOTO XeNI-3HAYEHHS 3 BHUKOPUCTAHHSIM  YHIKQJIbHOI
KOPHUCTYBaIbKO1 1H(pOpMAIIii;

—  Iepe3aBaHTa)XCHHs CEpBICIB MICIIA X 3HULICHHS CHCTEMOIO;

— BUKOPHUCTAHHS MACUBHUX MEHE/DKEPIB I OTPUMAHHS TEOJIOKallli 3 IHIIHX
3aCTOCYHKIB;

— TOIIYKOBUX 3alHTIB, sKIi BigoOpaxaioTh 30irM B  KOPUCTYBAIbKOMY
MICII€3HAXO/KEHHI 110 TAaHUM Te0JIOKaIlii Ta Jacy;

— 30epiraHHs KopHUCTyBalbkoi iHdopMalii oOMexeHHil dYac, SK B CaMOMY
3aCTOCYHKY TaK 1 Ha cepBepi.

Takum ymHOM, Oyia po3poOrieHa cucTemMa Oe3MeKH KIIIEHT-CEPBEPHOTO 3aCTOCYHKY,
sKa MoKa3ye sk NoTpiOHO MepeTBOpIOBaTH, 30epiraTu, nepeaaBaTu Ta o0pooIsaTH iH(opMaIllito
KOpPUCTyBa4ya Ha TPHUCTPOi, B KaHam 3B’A3Ky Ta Ha cepBepi. [loka3zaHo OCHOBHI MeTOIU
3axXHUCTy BiJl BBOJly HEKOPEKTHOI iH(opMaIlii Ha IPUCTPOi, a TAKOK KOPEKTHOI 0OPOOKH Takoi
iHopmarnii Ha cepBepi. Po3pobneHo koHKpeTHI cxemu KoMyHikamii Android3actocyHky 3
CepBEpOM.
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DEVELOPMENT OF CLIENT-SERVER APPLICATION SECURITY SYSTEM
BASED ON ANDROID OPERATING SYSTEM

A.Yu. Sudakov, A.V. Sokolov

Odesa National Polytechnic University,
Ukraine, Odessa, 65044, 1 Shevchenko Ave. radiosquid@gmail.com

In today's world it is impossible to do without the use of various communication systems.
They are now the integral part of our lives. Almost every modern person uses one or
another system of information exchange with other people. Mobile platforms are most often
used for information exchange. The vast majority are platforms such as Android, iOS and
Windows Phone. Information transmitted from one user to another can often be
confidential or restricted. So, the appropriate methods of information protection should be
used for this purpose. Today, information security researchers focus on improving the
performance of cryptographic algorithms and the primitives on which they are based.
Nevertheless, the issues of building of integrated security systems for instant messaging
systems remain insufficiently considered. This paper is devoted to the development of a
comprehensive application protection system for instant messaging. Any IM application
consists of three main parts. The first component is the program code executed on a mobile
platform. The second part is the communication channel. The last part is the program code
executed on the server side. This paper discusses each of the main parts for building a
comprehensive application protection system for instant messaging. The choice of certain
components for building a security system is substantiated, the schemes of operation of the
program code executed on the Android mobile platform are given, the choice of forms of
transmission of user information through the communication channel is substantiated.
Recommendations for choosing a communication channel and ensuring its security are
given. The schemes of the server side of the application are also given. The choice of
certain hashes functions, functions of input information checks, approaches to the
implementation of the protection system, storage system and processing of user information
on the server side is substantiated. The developed application also shows some
shortcomings of the mobile platform Android in terms of information security. It is shown
how attackers can take advantage of these shortcomings, and suggestions to prevent their
use are provided. The results of the work can be used to protect information in practical
systems.

Keywords: instant messaging systems, information security, mobile application.
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CHUHTE3 PEI'YJIATOPA B IMCKPETHOMY YACI 3 3ATAHUM YACOM
BCTAHOBJIEHHS ITEPEXTTHOI'O ITPOLECY
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DaKTUIHUM CTAaHIAAPTOM JIJISI IPOMHUCIIOBUX TEXHOJOTIYHUX IPOIECIB Ta 0araTboxX iHIIUX
ray3eit aBromatmsaiii € perynsatop IIJI-tumy. IIpoGrema CHHTE3y TaKWX PETYJIATOPIB
JIOCTaTHBO JOKJIaJHO BHBYEHA B JiTeparypi. [lepeBaroro Takoro peryssropa, o 3Ha4HOIO
MIpOI0 BIUTMHYJIO Ha HOTO MOMYJSIPHICTh, € T€, M0 [Ie PErylsiTop, B SKOMY HalaJquK
CHUCTEMH aBTOMATH3allii TNpPU HE3aJOBUIBHHX IEPEXiHUX MpoIecax B CHCTEMI
aBTOMAaTUYHOTO KEPYBaHHS MOXKE E€MITIPUYHO 3MIHMTH 4MCIIOBI Koeditientn (Big 1 10 4 B
3aJIEXKHOCTI BiJ] TUILy pPeryisropa), 0a3ylouuch Ha HPSIMHX KPUTEPIsSX SIKOCTI MEpeXiJHOr0
MpOIeCy: MAaKCHMadbHOMY BiIXHJICHHI, TICPEPEryIIOBaHHI, 9aci BCTAHOBJCHHS, a TaKOXK
03HaK HecTiikoi poborn. [IpobGmemy omrumamsHOTO cHHTE3y peryisaropa IIIJI-tumy 3a
THITIOBUMH MOJIEIISIMA MOYKHA BBOKATH y IUJIOMY PO3B’S3aHOI0. 3 PO3BHUTKOM KOMIT IOTEPHOT
TEXHIKH i IH)KEHEPHUX MaTEeMaTHYHUX MAKETIB 3a/1a4ua CHHTE3Y ONTHMAIILHOTO peryJssitopa
[IJJ-tumry gt IOBITBHOTO 00’€KTa KEepyBAaHHS PpO3B’SIBYEThCA INIISIXOM IO€IHAHHS
YaCTOTHUX KPUTEpIiiB W ONTUMI3alliHHUX alrOpUTMIB. 3aCTOCOBYIOTHCS TaKOXK ¥ iHIII
ITiIXOM, SIKi TIEpEBa)KHO MPHU3HAYCHI /U 0araToBUMIpHUX 00’€KTiB KepyBaHHI. B poOoTi
PO3B’SI3y€ThCSl 3a7ada CHHTE3Y IUCKPETHOTO OJHOBHUMIPHOTO peryisTopa AIs CTIHKOI
JHIHHOT MOZENI JOBUIEHOTO TOPSAKY 3 3alli3HEHHSM 3 3aCTOCYBaHHSIM 1H)XXKEHEPHHX
MATEeMAaTUYHUX TMAKETIB Y IHIIOrO CIEI[ialli30BaHOr0 MPOTrPaMHOro 3a0e3reyeHHs.
OcHoBHa imes Merony — ne Moaudikamis KiacuyHoro peryisitopa Jlamina.
3anponoHOBaHUN PETYJSATOpP Ma€ HACTYIHI IMEpeBard: MpPOCTOTa MPOrpaMHOi peaizalii,
BiJICYTHICTh HEOOXIZHOCTI pO3B’SI3Ky ONTHMi3alliifHOI 3a7a4i, BHUCOKAa pPOOACTHICTH,
MOXIIMBICTh BpaxyBaHHS yciel JAWHAMIKH, HECKJIaJHa IpoleAypa HaJalTyBaHHSI.
[IpoBeneno mocmimkeHHS poOOTH perynsTopa sl THIOBUX (opM Mozenel W mpumiieHa
yBara npo0JieMi HeWTpasizamii CTpuOKONoAiOHNX 30ypeHb MpH KepyBaHHI 00’ekTamMu 0e3
CaMOBHUPiBHIOBaHHSI.

KarouoBi cioBa: muckperHa cucreMa aBTOMaTHYHOTO KepyBaHHs, peryisrop JlamiHa,
IpsSIMHUHA CHHTE3, po0acTHICTh, OJTHOBUMIPHA, MOJIENIb BUCOKOTO NOPS/KY, 3aI1i3HEHHSI.

Beryn

[Ipobnema CHHTE3y MNPOMHUCIOBUX CHCTEM KepyBaHHA MoOXe OyTH po3B’s3aHa
OararbMa MeETOJaMH, BHOIp SKHX OOTPYHTOBYETHCS XapaKTEPOM MOJEII TEXHOJOTIYHOTO
IpoIlecy, TEXHOJOTIYHUMH BHMOTAaMH, CTYIIEHEM IPOCTOTH 3aCTOCYBAaHHS W TEXHIUHOL
peamiszaiii, Ta MOPOCTO TPaAUIIAMH. bBiNBIIICTH 3aCTOCYyBaHb pPO3TIIANAIOTH KEpyBaHHS
oHOBUMipHMMHU 00’ekTamu kepyBaHHs (OK) meprinoro um apyroro nopsaxy 3 3ami3HEHHIM
3a nmomomoroto perymsatopiB I[IIJ[-tumy, um kepyBaHHsS MomanbHUMHU perymsTopamu OK
BHCOKOTO MOPSAKY 0€3 3aIi3HeHHSI.

3 pO3BUTKOM TeOopii KepyBaHHs mpoOiema cuHTe3y perymnsatopiB mias OK Bucokoro
MOPSIKY 3 3ali3HEHHSM CTajia pPO3B’SA3YBAaTHUCh 3a JIOMOMOTOI0 CHHTE3Yy OaraToBUMIipHHX
PETYIATOPIB, MO0 € OUTBII CKIAJHUMH 3 TOYKH 30py MPOTPAMHO-TEXHIYHOTO peaii3allii B
mupoBUX cucremax, Hix perynstopu [1I/[-tumy. B poOoTi 3anmpornoHOBaHO METOJ CUHTE3Y
oJHOBHUMIpHOTO IMdpoBoro peryistopa mis OK 3 3ami3HeHHSM (B T. 4. BHCOKOTO TOPSIIKY
3 JOMIHAHTHHMM 3alli3HEHHSM), SKHH € TPOCTUM 3 TOYKY 30py IPOrpaMHO-TEXHIYHOI
peami3ariii.
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AHaJi3 JiTepaTypHHUX JKepeJl

IMpu peamizanii I/l perymaropiB B 1udpoBiii TexXHIII 3 SBISIOTHCS JOAATKOBI
dakTopH, AKI METOJIM HAJIAINTYBAHHS, 110 CTABIIATH 33/1a4y B aHAJIOTOBIH (OpMi, K TTPABUIIO
HEe BpaxoByrOTh. B poGortax [1, 2]mpoimocTpoBani ocHOBHI 3 HuX. Lle mpobmemu BuOOpY
QITOPUTMY JHUCKPETH3AIlll CKIIaJJOBUX PETYJISTOpPA, BIUIMBY KPOKY JTUCKPETHOCTI Ha SIKICTh Ta
criikicte CAK, peanmizauii peanmpHOro audepenuiaropa Ta iH. Tak, Hampukiaz, I
anajoroBux IIIJI-perynsaropiB I-cknmagoBa 3HMXye 3amac criiikocti, a [l — 30imbmnye. s
JMICKPETHOTO PeryisiTopa MpHU JOCTaTHHO BEIMKOMY KpPOKY JAMCKPETHOCTI CHUTYAIlisi MOXKeE
OyTH MPSMO TTPOTUIIEKHOIO.

3amaga cunTedy omHoBuMipHHX CAK (s 1 GaraTthox iHIIMX) — I OararormiiboBa
3amava, s Koi Oyiio po3poOeHo Garato KpUTepiiB SKOCTI, sIKIi YaCTKOBO JYOJIOIOTH OJIUH
onHOro. CIpomieHo X MOKJIMBO PO30OUTH Ha JIBI KaTeropii: MIBUAKICTb — 4ac HApOoCTaHHS (1€
yac, 3a skui BuxigHa BennuuHa OK 3minutees Big 10% 10 90% cranoro 3HaueHHs ), TPOLICHT
nepeperyiIioBaHHs, Yac PeryiioBaHHs, IHTErpaabHi KpUTEpii, Ta podacTHICTh — 3amnac 1o ¢asi
1 TI0 aMIUTITY/1, KOPEHEBE PO3TAITyBAHHS.

B monorpadii [3] Bnepiie 3amponoHOBaHO 3pyYHHH KpPHUTEpPiH, sIKHIl OCHOBaHMN Ha

¢GyHKLIT YyTIMBOCTI M. =max : ! :
i<y |1+ P(jo)x C(jo)
00’exra kepyBauHs, C — 1D perymnaropa (onepatop s Ui 3py4HOCTI onycTuMO).B pesynprari
OTPUMYETHCS YUCIO, 110 Mae 0ytu mis OK 3 caMoBHpIBHIOBaHHSM B jaiana3oHi Bix 1.3 go 2
(2.5 B npesxux Bunmankax) Yum OinbplIe 4YMCIO — TUM HHUXKYAa POOACTHICTH, OCKUIBKU
pO3IMKHEHA CHUCTeMa HAOJNMKYEThCs 0 KPUTHYHOI TOYKM Ha rpadiky Haitksicta. Takox
MOYKHa HaOJIM)KEHO OTpUMAaTH BEIMYHUHY 3amaciB 1o ¢asi it amrutityni. Kpurepiii nokasye, mo
B MEXKax CTIHKOI CHCTeMH MIBUJIKICTh i poOacTHICTH € 6a30Bor0 auxoToMmiero cuuTesy CAK.

MeTto mpsAMOro CHHTE3y — OJIMH 3 KIIACHYHHX METOJIiB po3paxyHKy. Hexaii 3amaHo
[1® 3amkHEHOi OJHOBUMIPHOI CHCTEMHU MO 3aBIAHHIO, TOJI PETYJISATOpP MOXKHA OIHCATH
3aJISKHICTIO.

, e P — mepenarouna gyukis (I1D)

c-L. "
P 1-W

3 mepuioro MOTJsAy, BUXOISYM 3 TOro, mo auHamika Oaratbox OK moxe Oyt
omHcaHa JIHIWHUM PIBHSHHSIM BHUCOKOTO TIOPSIKY, TO W— 1€ 3BHYaifiHO PIBHSIHHS BHUCOKOTO
HOpsAKY. | 3 HBOrO MOXIIMBO OTPUMATH PETYIISATOP BUCOKOTO TOPSIIIKY.

Axne, axmo mu xouemo otpumatu 11 gu ITIJ] perymsitop, To Tpeba cripocTuTH 3a1aqy
1o piBastHHEsA OK B BUrsiai nepioro nopaaky. Tax, mis OK, mo 3ananuii [1O

k

[

I -s+1
MpH 3aJ1aHii etajnonHii [1D W

1
A-s+1
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c-Lostl 11 (1+ 1 ) i I
BUBOIUTHCS PETYIIATOP BH, = : = : — (o} u € -
JWTECS PErYIATOp BHITY e o)

1 T
perymitopom C =k -(1+—),ne k, =——, T =T .
T -s k -\
Amnanoriuno, 1 OK, mo 3aganuii [1® (FOPDT moxens)
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T -s+1

MosxHa BuBectH [11/]-perynsarop mocnigoBHOT hopMu 3 pealbHUM U (epeHIiaTopom

1+T”s
T 1
+ .
o(V To) 0 s 1+ L TOS
T +t,)2

Ax 6aummo, B Takiii TOCTAHOBII PO3B’SI3YETHCS 3a7a4a ONTUMAIBHOCTI 3 TOUYKH 30PYy
KaTeropii «IBUAKICTb». IneanbHuil mepexigHUN Tpolec NpU Takii MOCTAaHOBLI Mae
anepiofM4IHKI XapakTep i yac perymoBanHs, 63.2% skoro popiBHioe A . SIkmoA 3amana, To
BUHHUKAE TEpeperyioBanns, a skmo 3aBenuka — To CAK mo sxocTi HaOmmKaeTbes 10
PY4HOro ympapiiHHA. JIJIsi GiLIBIIOCTI MPOIECIB BEMYMHA ONTUMAIBLHOI A 3HAXOMUTHCS B

intepsani [7,3-7 ]. CupaBeainBuM € TBEp/UKEHHS., IO NPUOIM3HO B [HOMY J{ialla3oHi YuM

MEHIIa MBUAKICTh, TUM OiJIbIIa pOOACTHICTH (TOOTO BiH € MIEBHUM BiJIOOpaKeHHAM Mj).

Tema cuntesy perynsropiB [1I/I-tumy HalO1LIBII TOKJIATHO BUKJIAJEHA B MOHOTpadii
[4]. MeToau HalamITyBaHHS TaKUX PETYIATOPIB MOKIMBO PO3JAUIMTH HA 2 KJIACH: 1HXKEHEPHI1
(BUMararoTh B TIPIIOMY BHUITAJIKy KJIBKYJIATOPA) i KOMIT IOTEPHI.

BinpiicTe monynspHUX 1HXXEHEPHUX METOAIB HalamTyBaHHs perynstopiB [TI-tumy
3a MOJIEJUTIO CTBOPIOBAIKMCH JIBOMA CIIOCO0aMU:

— PO3B’SA30K ONTHMi3aliifHOI 3a7auli Ha KOMIT'IOTEpi 3a 3aJaHuUM KpHUTEpieM,
noOy0Ba HOMOTPaMH, ii almpoKCUMaIlis PiBHSIHHSIMU (YacTille TPOCTUMH);

— Moaudikalis METOy MPSAMOTO CHHTE3Y 31 3BEJCHHSM MPOLEAYPU HaJalITyBaHHS
JI0 IPOCTUX PIBHSHbD.

[mxeHepHi MeToAM SIK NPAaBWIO PO3MIANAIOTH 3aJady BUOOpPY HajalllTyBaHb
perynsitopa IIJ[-tuny 3a FOPDT monemnmto, piame 3a SOPDT monemnio (2-ro mopsiaky 3
3aITi3HEeHHSIM).

OCKinbKM 1€ BXKIUBO JJS  OIJISAY, BHUKIQJAEMO OCHOBHI Hag0aHHS B
METO0/1aX,3aCHOBaHUX Ha MpsAMoMy cuHTe31. [{i MeToau Bipi3HAIOTHCS 0OpaHUM ITIIXOI0M J10
penykuii mozaeni. B ocHoBHOMY € mpobnema 3 3ami3HEeHHSM: TpeGa pPO3KJIACTH HOro y psf
Tetinopa um [lane, a TakOX) CKOPOTUTHU MOTFOCH (SIKIIO 1€ HEOOX1AHO).

[lepmM TOPUAHATUM TPOMHUCIOBUM BHPOOHHMIITBOM METOAOM MOJU(pIKOBAHOTO
npsimoro cuHTe3y craB IMC-PID, opurinaibpHa Bepcis sxoro BukianaeHa B [5]. Lleit meron
BUKOPHUCTOBYE po3kianeHas B psaa [lane i mst FOPDT moneni mae aBa Bapiantu: anst I11 1

IIJT perymnsitopa. lepma Bepcist Mana npasuio I, =7, BUABHIOCH OTaHUM IIPH KepyBaHHI
3a 30ypeHHaM. [lokpatieHa Bepcist mpaBuil po3risiHyTa B poOoTi [6].
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A
HI:kp:—512714‘70:7\:1-5'%(“111010>7?))
TO
T T T?
myn -k, =————,T,=T,+ 2",Td=—r,7u:O.7 T,
k| Ao T+
2 2

B upomy, HaBiTh MoOmu(dikoBaHOMY, METOJI BUHHUKAE PI3KE 3HUKEHHS SKOCTI
KepyBaHHs U1 BakkokepoBaHux OK, ske crocrepiraeTscs i y METOMIB, 110 MOOYIOBaHI 3a
nepmuM crocobom [6]. Sk mokazaHo B pobOoti [7] 3actocyBanHs amnpokcumariii I[lame

neputoro nopsiaky must FOPDT 3 T, > 1 B merojax NpsMOro CHHTE3y HPU3BOIUTH 10

3HIKEHHS SIKOCT1 KEpyBaHHSI.

[Moganpmum pozButkoM metronay IMC-PID cras merox SIMC [8] . B mpomy metoi
BUKOPUCTOBYETHCS ANpPOKCUMAallis 3ami3HEHHS psafoM Teitnmopa mepuioro mnopsaky. s
FOPDT mopem meit meton nmosBojisie orpumatu [ll-perynstop. BeenenHs oOMexeHHsI Ha

inrerpansny cknanoBy Buay I, = min(7 ,4-(A-+7))) nossosnse 3HaYHO MOKPAIMTH AKICTH

KepyBaHHsI 32 30ypeHHsIM i BakkokepoBanumu OK, 1o nmokazano B po6ori [6]. Kpim Toro, B
nopiBHssHHI 3 IMC-PID po3mmuproerscss kinbkicTh TumiB OK BHacHioOK BUKOPHUCTAHHS B
meroai SIMC aBTropchkoro Merony penykimii. MeToa i Hazmami MOKpAIIyeThCsl, HAPUKIIAT B
po0oTi [9] 3ampormoOHOBaHO MPABUJIIO /I BpaxXyBaHHS OPUTIHAIBHOTO, @ HE allPOKCHMOBAHOTO
npu neperBoperHi SOPDT B FOPDT 3ami3HeHHs, npaBuiio Ui iHTEerpaTopa 2 MOPSAAKY 3
3ami3HeHHs, PUIBTP JJIsI CUTHATY 3aBIaHHS.

Cepen KOMIT'IOTEPHHUX METOMIB PO3TJISIHEMO KOPOTKO TUIBKM METOM, SKUH
peamizoBano B GpyHkIii pidtune B Matlab, Ta 3amarerroBano Math Works [10]. Ile wactoTauii
METOJ, KM Moke OyTH 3actocoBanwii myisg AoBUTbHUX OK, B TOM 4YHCHi s JESKHX
HEeCTIWKUX. Perynarop 3amaeTbest B BUTIISIL

o (sind s+ ® cos sin3s +® cos
C(S) — c ¢z c ¢z B c B
s

3

® sin oS + ®_cos oL

c

ae (), - 4acToTa 3pi3y, AKa OOMPAEThCA aBTOMATHMYHO YW KOPUCTYBAadeM, a iHIII IapamMeTpu

3HAXOMAATHCS MUISXOM PO3B’SI3KY ONTHUMI3aI[ifHOI 3a7ayi, M0 BKJIIOYAE YMOBH CTIHKOCTI i
HaMaraeThCsl JOCATTH BenuuuHU 3amacy mo (a3t B 60°C. KpiM TOro, MOXJIWBO 3a7aTH
napameTp MOIIYKY ONTHMAIBHOTO PETYJSATOPa MO 3aBJIaHHIO, 30YPEHHIO YU KOMITPOMICHOTO.

Sk moka3aHo B poOOTi [6]kOMIT FOTEpHMIA METOI, peallizoBaHuil B pyHKIIiT pidtune s
FOPDT mopeni B mimomy He Kpamiiii imxenepHoro merony SIMC. Ane HOro icTOTHOO
MepeBaro0 € MOXKIJIMBICTh OTpuMaTH HanamrTyBaHHs g OK BUCOKOTO TOpsAKY. 3 1HIIOI
CTOPOHH, SIKIIO MOJIENIb HE MOXKe OYyTH 3 JOCTaTHBOIO TOYHICTIO peaykoBaHa 1o FOPDT, To
naneko He (akT, o el peryasarop Oyne ontumanbHUM. Lle Buxoauts 3 Toro, mo ITIJ] — me
peryasTop oOMeKeHOi CTPYKTYpH, 110 He MOKe BpaxyBaTtu quHaMiky OK BHCOKOTO MOpSAKY.
Kpim Toro, mpu 3acTOCyBaHHI YaCTOTHUX KPHUTEpiiB OyayTh BUHUKATH ckiamaHocTi 3 OK
BUCOKOT'O TOPSIJIKY, II0 MalOTh JEKiIbKa 4acTOT 3pi3y 1, BIAMOBIAHO, JIEKiJbKa 3amaciB Mo
dasi.

[IpoGnemy cuHTe3y onHOBuUMipHHX cucteM it FOPDT wMoxmeni 3 BenwkuM
3aMi3HEHHSIM TaKOX MOXXHa PO3B’S3aTH 3 BUKOPUCTAaHHAM TpenikTopa Cwmita (4m omHiel 3
fioro Momudikariii), mo gociiKeHo B podorti [6]. B oMy BUMagKy moBeiHKa CHCTEMH U
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npoueaypa ii CHHTe3y Maiike He Oy/ie 3aJlesKaTH BiJl BIIHOLIEHHS T, / T, . Ane pust Ginbiocri

monudikariit npenikropa OK mae OyTr 3 caMOBUPIBHIOBAHHSIM.

Takox perynsrop 3 FOPDT moxe OyTi BHBEZICHO 3 BUKOPHUCTAHHSIM JPYTUX METOJIB.
Hanpuknan, B po6oti [11] 3anpornoHoBaHui iH)XEHEpHUI METOJl OTPHUMAHHS JUCKPETHOTO
perymnsaTopa crany 3 HarsiadeM it FOPDT mopemi. [lpu BukopuctanHi METOy mapaMeTpu
ONTUMAJIFHOTO PETYISATOpa CTaHy HE 3ajJeXaTh BiJ 3ali3HEHHS, a BU3HAYAIOTHCS BHUKIIOYHO
MOCTIMHOIO Yacy W OOpaHHM KpPOKOM JTUCKPETHOCTI. Perynsitop m03BOjsie OTpUMaTH Kpaiii
nepexiJHi MpoIecH 3a IHTErpaJbHUM KBAaJPATUYHUM KPUTEPIEM 1 MPSIMUMHU MOKa3HUKaAMH
SKOCT1 y OpIBHSIHHI 3 pidtune.

MeToa mpsiMOTO CHHTE3Yy MOXe OyTH 3aCTOCOBaHMH M Al MoJenell B IUCKPETHOMY
yaci. Ha#Ounmpm BiZOMUM cepel MHUCKPETHHX PETYJISITOPiB € HHU(PPOBHH arepiogrndaHui
perynsitop (LIAP). Ins LIAP 6axxana z-11d 3aMKHEHOT cUCTEMHU TOPiIBHIOE

W=z"dk>1
A perynarop OTpUMY€ETbCS 3a IPaBUIOM

1w

z % 1 1

]
TP1-w P1-z% P z%_1

Jist OK 3 3amizHeHHs M BennuuHa dk Mae OyTu OinbIIOO 3a KUIBKICTH CTaHIB, SIKi
BuAiNeH] g 30epiranns 3anizHeHHs B OK Ha oaunuiio. LHAP po3B’s3ye 3aiady kepyBaHHS
3a TepIIUi KPOK, B SKHH T0JIa€ JOCTAaTHHO BEIUKHA KEPYIOUWHA BIUIMB, BCl 1HIINI KPOKH
NOJAE€ThCS KePYIOUHid BIUTUB, 110 Bianosigae cratuii OK. [1o mpuunHi 3Ha4HOT arpeCUBHOCTI
KEpYBaHHS Takl PEryISATOpU MarOTh HEBEIUKY c(hepy 3aCTOCYBaHHS.

Cepen momudikamiit LIAP HaiiGinbm BiZOMUM W NpUAATHUM JUIsI BUKOPUCTAHHS €
perynstop Hamina [12]. BuxopuctoBytoun TaONWIll Zz-TIEpETBOPEHb BiH BUBOJIUTHCS
HacTynmHuM ynHOM. Mozens FOPDT npencraBnseTscsi HACTYITHUM PiBHSHHSIM:

k,-(c,+c,-z7")

l—-a -z
P

Z—(k+1)

P(z)=

7a_

1

Aea, = e[ritJ =1—-(t,—k,-At), ¢ =1- e{i’”mj,c2 = e[ﬂ;”mJ - e[m

Mognens etanoHHOi z-I1® oTpUMy€eTHCS HACTYITHUM YHHOM 1 € €KBIBaJICHTOM (2)
W( Z) =

Toni perynstop [anina Oyne Matu BUTIISA:

1 W@ (1-a)-(1-a,) z"
P(z) 1-W(z) k[l—az'—(1-a)z“"]-(¢,+¢,-z")

C(z2)=
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3 mepuIoro MorjsAy e PeryasaTop eKBiBaTeHTHH (3), OCKUIBKU OTPUMYETHCS
TaKMM J>K€ YMHOM, ajle He Mpu BCiX ymoBax. Jlokmamuuii aHami3z perynasropa Jamina
JeKIIbKOX IHIIMX JUCKPETHHX perynasTopiB Haganuid B MoHorpadii[13]. TonoBHOO
npobnemoro perynaropa Jlamina, mo Oyma po3risHyTta 1mie ii aBropom [12], € mymbcarris
KEpYIOUOro BIUIMBY, IPUKJIAJ SIKOI IOKa3aHUI Ha puc. 1.

0 5 10 15 20 25 30

Puc. 1. [Ipuknaza mynbcanii Kepyro4oro BIUIUBY

dakTtruHa ii mpuuMHA — OJM3BKICTH po3MimeHHs nomociB [IdD perynstopa mo
=-1 B komi 3 paniycoMm [z|=1. JlamiH 3ampornoHyBaB Bpy4YHY MiACTaBISATH KOpeHi z=1 B
MHOXHUKH 3HaMeHHHKIB z-11D perynsropa, ki BUKIMKAIOTh KOJIUBaIbHICTE. HeoOXimHICTh
3aCTOCYBaHHS TaKOl MPOIEITypH 3HUXKYE 3PYUHICTh BUKOPUCTAHHS PETYIATOpa, Xo4ya SKICTh
KEepyBaHHS TP I[bOMY 3BHYAHHO HE 3HIDKYETHCS. AHAJI3 NMPUYMH IyJbCAIlil peryssTopa
Jasina npoBeieHuit B po6oTi [14], mokasas, Mo MyJIbcallis He 3aI€KUTh Bijl BETMYUHH A .

[Toxi6nicTes perymsropiB [IIJ[-tuny, mnpemiktropa Cwmita # perynaropa Jlamina
JoUUTbHO aHamizyBatu Tinebku s FOPDT mopeneit. Jlns 00’ekTiB, IO HE HAlEXaTh J0
KJIaCy BaXXKKOKEPOBAaHUX MOKHA TOBOPUTH TPO T€ IO, Ii PEryasTOpH € MoaioHuMu. B

monorpadii [8] mokasaHo, 10 NMpPH 3aCTOCYBaHHI aNpOKCHMAIii 3ami3HeHHs BUAY 1—S§ T

0
perymstop Jlanina MoxHa 3BecTH 10 peryistopa (3) 6e3 nudepeniitnoi ckiianoBoi. B podori
[15] BKa3yeThCs, MO0 OCKUIBKK B MeTOJ1 mpsimoro cuntedy I1IJI-perynsropa 3amizHEHHS He
Moske OyTH BpaxoBaHo 0e3 ampokcumailii, To g OK, 3 3ami3HeHHSM, 0COOIUBO 3 BEITHUKUM,
ONTUMAIILHOTO KEPYBaHHS JOCITTH HEMOXIIMBO. BijbIll SKiCHE KepyBaHHS Oy/ie TOCSITHYTO 3
npenikropoM CwmiTa. A SKIIO TPEIIKTOp peaii3yBaTd B JUCKPETHOMY dYaci, TO BiH Oyxe
aHaJIOTIYHUM JI0 peryisTopa [lamina.

Merta ¥ 3ana4i J0CJOIKEHHS

Mertoto poboTH € po3pobKka METOTy CHUHTE3Y JIIHIMHOTO TUCKPETHOTO PETYIATOpa st
oHOBUMIpHUX JiHIHHUX OK MOBITEHOTO MOPSAAKY W BETUYMHH 3aIi3HEHHS 3 3aCTOCYBAHHIM
monuikoBanoi eramonHoi I1® 3amkHeHoi cuctemu. Kpim Toro, B poOOTI po3risiHyTa
npobjemMa KoMIeHcallli CcTpuOKomomiOHUX 30ypeHb MNpHU KEpyBaHHI 3a JOTMOMOTOKO
JTUCKPETHOTO PETysiTopa 00’ eKTamMu 0€3 CaMOBHPiIBHIOBAHHS.

3amava JOCIiKEHHS HACTYITHI.

1) Po3poOutu aiaroput™M CHHTE3Y JUCKPETHOrO IU(GPOBOrO OJHOBUMIPHOTO
perymnsTopa st giniitHoro OK 3 3ami3HEeHHSM JOBUTHHOTO TOPSIKY

2) IlepeBipuTH mpaue3JaTHICTh aATOPUTMY JUIS PI3HUX THUIOBHUX OO’€KTIB NpHU
BimxwuieHH1 napametpiB OK, pi3HHX TUnax 30ypeHb i Mpu 0OMEKEHOMY KEpYBaHHI.
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3) Po3B’s3aTu mpobaemMy HasiBHOCTI CTaTHYHOI MOXUOKH P KEPYBaHH1 3a 30ypeHHSIM
OK 06e3 camOBUPIBHIOBAHHS.

OCHOBHA YaCTHHA

AJITOpPUTM, IO MOKAa3aHWM Ha pHUC. . 2, PEKOMEHJOBAHO /I CHHTE3Yy PEryssropa
oJHOBUMipHOTO JiHiHOro OK3 3amizHeHHsIM (0COOIMBO BHCOKOTO MOPSIKY YK/Ta 3 BETUKUM
3aMi3HEeHHsIM) Ta 3 CAaMOBHUPIBHIOBAHHSAM. Peamizallis aJiroputMy JOBOJII MPOCTa B Cy4aCHUX
IH)KEHEePHUX MaTeMaTUYHUX MTaKeTaX, Takux sk Matlab.

?

OBpaTI KPOK AMCKPETHOCTI CCTEMM Ana BinbwecTi CA KPoK 3HaXoOWTLeA B Mexkax 0.1 . 1c¢
P P P OnA iHepuiliHux OK kpok Moxe Byt Binbwmm.

[cq:opmyaa-rm ANCKPETHY MOA&TE OK% P=tf (num, den, 'Tob=lay', tau_o); Pd=c2d(P,dt); 'ﬁ

6e3 anpokcuMallii 3anisHeHHA

¥

<Mnnenb HE KEPOBaHa YW HE CNoCTEpeMXHa?

&TBK

(ﬂposec‘rm MiHIManEHy peanizadliio Mogeni OK)

il (28 g

[Onsa OK 2 4v Ginblworo nopagKy opieHTOBHWIA
poboyuii gianazoH A 2HAaX0ANCECA B MEXaM

(Dﬁpam A Ta NpUAHATA N=1) [1/6 .. 1/2] 4acy HapoCTaHHA po3riHHOT
XapaKTepucTukn OK

H=..; lambda=..; tau_o;

s=tE("s");

ETf=1/ ((nthroot (lambda, M) *s+1) ") ;
ET=c2d (ETE*tE (1, "ioDelay', tau_o) ,dt);

[C(DOptMyBaTM AWCKpeTHY MoAenk eTanoHHo! Nd

B Matlab 3B0poTHA P po3paxyeThCA TiNbKW AKLLO YMOEHE
2aMiZHeHHA