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IMPROVEMENT OF THE PSEUDORANDOM KEY SEQUENCES
GENERATION ALGORITHM BASED ON CELLULAR AUTOMATON AND
MANY-VALUED LOGIC BENT-SEQUENCES

M.V.Khymenko, A.V.Sokolov

National Odesa Polytechnic University
Shevchenko Ave., 1 Odesa, 65044, Ukraine, radiosquid@gmail.com

One of the most important cryptographic structures, which is the basis of modern
information protection systems, is cryptographically protected generators of pseudo-
random key sequences, which are used in a wide variety of tasks, starting from the
creation of initialization vectors, key information, and formation of the
steganographic path, ending with their operation as the most important basic
component of full-fledged stream cryptographic algorithms. Many of the available
today algorithms of pseudo-random key sequences generators are characterized either
by a quite complex software implementation structure or by insufficient cryptographic
security, which makes urgent the task of developing effective cryptographically
protected pseudo-random key sequences generators with a high level of stochastic
quality. This paper proposes a scheme for an efficient pseudo-random key sequences
generator based on a cellular automaton, as well as on such many-valued logic perfect
algebraic constructions as [V-sets of quaternary bent-sequences with the maximum
level of nonlinearity distance. The proposed generator is characterized by a significant
complexity of the relationship between the output bits of the pseudo-random sequence
and the elements of the short key on the basis of which they are generated, which
determines the high level of its cryptographic security, while the number of protection
levels of the proposed generator is easily scalable if necessary. Having only two binary
linear feedback shift registers in the proposed scheme makes it adaptable to software
implementation. The research performed made it possible to establish that the pseudo-
random sequences generated by the proposed generator correspond to all stochastic
tests from the NIST set, which makes it possible to recommend it for use in practice.
Keywords: pseudo-random key sequences generator, bent-sequence, cellular
automaton.

Introduction and statement of the problem

The pseudo-random key sequences generator (PRKSG) is one of the most
important cryptographic structures, which finds its numerous applications in modern
information protection systems: starting from the generation of various initialization
vectors, ending with full-fledged use as the main element of a stream ciphers, or in units
for determining the steganographic path in steganographic algorithms. Such a
considerable demand for PRKSG leads to significant attention of modern researchers to
the problems of developing PRKSG, which is characterized by high cryptographic
security, high stochastic quality of generated pseudo-random sequences, as well as
significant performance.

Despite the fact that today there are many methods for estimating the stochastic
quality of a PRKSG, the set of NIST [1] stochastic tests is generally accepted, so the
compliance of PRKSG with these tests is an indicator of its high stochastic quality.

Today there are many schemes for PRKSG construction, among which a special
place is occupied by PRKSG based on perfect algebraic constructions. Thus, the work [2]
presents a scheme of the PRKSG based on linear feedback shift registers (LFSR) and dual
pairs of bent-sequences, which is characterized by the correspondence with a set of
stochastic tests [3], as well as a set of NIST stochastic tests, as it was proved in [4].
Nevertheless, despite the high cryptographic and stochastic quality of the PRKSG [3], it
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is not devoid of disadvantages related to the fact that the use of LFSR is not always
desirable on modern devices during the software implementation of the PRKSG and may
lead to a decrease in its overall performance. This circumstance led to the creation of a
modification of this PRKSG [5], based on the application of cellular automaton [6], which
allowed a significant increase in its performance, however, as shown in [4], it reduced the
level of stochastic quality of generated pseudorandom sequences, which complicates its
application in practice.

As the performed research shows, this shortcoming can be eliminated by using
such many-valued logic perfect algebraic constructions as the quaternary bent-sequences,
the definition of which was proposed in [7].

The purpose of this paper is to develop a high-speed, stochastically, and
cryptographically high-quality PRKSG based on cellular automaton and IV-set of
quaternary bent-sequences.

Quaternary bent-sequences

The basis for the development of the proposed modification of the generator of
pseudorandom key sequences is bent-sequences of quaternary logic, which were first
defined in [7], after which the research of their full class was performed in [8]. Let us
introduce the basic definitions we need.

Definition 1 [9]. A mapping {0,1,2,3...¢—1}' ={0,1,2,3..,¢—1} is called a

function of a g-valued logic (hereinafter referred to as a g-function).

The most common way of defining a g-function is the truth table. In addition to
the way of representation of g-functions with help of the truth tables over the alphabet
{0,1,....,q—1}, exponential truth tables presented above the alphabet

2n

=k
z,=e ", ke{0,l,.,q—1} are also considered.

In the case of 4-functions, the alphabet of the considered vectors will consist of
the following values {0 1 2 3V iz, z, z, zlole+ &+ &+ &+,

Definition 2 [9]. The coefficients of the Vilenkin-Chrestenson transform of a
function of g-valued logic is the vector obtained by multiplying its truth table of length

N by a complex conjugate of the Vilenkin-Chrestenson matrix
Q,=AVy, (1)

while in the quaternary case, the Vilenkin-Chrestenson matrix is constructed in
accordance with the following recurrence rule

Ve Vi Vi Vi
Ve Ve+1 V,+2 V,+3

O St Rt ®
Vi Ve+3 V42 V,+1

where "+" is the addition operation, matrices }' are presented in symbolic form, i.e., the

summation is performed relative to indices z; .

Definition 3 [8]. For a Vilenkin-Chrestenson matrix of order N =g*, where q is

a prime, a bent-sequence is a sequence H =[h,,h, --,h,---,h, ] over the alphabet
o
hl.e{ejq },v=0,1,..,g—1 if it has a uniform absolute values of the Vilenkin-

Chrestenson spectrum, which can be represented in matrix form

138



IHOOPMATHUKA TA MATEMATUYHI METO/I1 B MOJAEJIFOBAHHI = 2022 = Tom 12, Ne 3

|QB(a))|=‘H-I7N‘=const, w=0,N—-1, 3)

where V), is the Vilenkin-Chrestenson matrix of order N over the alphabet
2n
j—v

hele? },q=0,1..,q9-1.

Since bent-sequences are unbalanced by their construction, for their practical
application in cryptographic issues, the concept of a g-set of bent-sequences is most often
used, the definition of which is introduced in [8].

Definition 4 [8]. A set of ¢ g-ary bent-sequences is called a g-set if the

concatenation of its truth tables is balanced, i.e., K’ =K' =...= K.

In [8], it is shown that the complete set of quaternary bent-sequences of length
N =16 and cardinality J =200704 can be classified into 4428 different IV-sets.
He proposed PRKSG scheme

In the proposed PRKSG scheme, two LFSR are used to form the initial state of
the cellular automaton with the number of states of each cell ¢ =4. The size of the used

cellular automaton is n =16, while the radius of the neighborhood is chosen as equal to
r = 2. The IV-set of quaternary bent-sequences is used as the evolution rule. After a given
number of steps of evolution =7 is performed, the data in the register of the cellular
automaton enters the pseudo-random bit generation block, which decides the value of the
output pseudo-random bit. The scheme of operation of the proposed PRKSG is presented
in Fig. 1.

K LFSR, M Cellular automaton
E U 11 12 a3 | @ | as A | @7 | @ | A9 | Ao | A1 | @1 | Q13 | Aua | A5 | A
Y LFSR X
2 Transformation rule
Bent- Bent- Bent- Bent-
sequence; sequence, sequence, sequence,

3 | @ | 3 | 3 | @ | @ | 3 | @ | A | @0 [ @y |38 | 33 | 3| A5 | g6

Pseudorandom Bit
Generation Block

Fig. 1. Scheme of the proposed PRKSG

Let us explain in specific steps the algorithms of the proposed PRKSG, the scheme
of which is shown in Fig. 1.
Initialization algorithm of the PRKSG

Step 1. Select 2 primitive irreducible polynomials f,(x) and f,(x), and to ensure

the best stochastic and cryptographic properties of the PRKSG, the degrees of the selected
polynomials must be mutually prime GCD(deg{f (x)},deg{f,(x)})=1.

Step 2. Construct on the basis of selected primitive irreducible polynomials LFSR
and LFSR», the initial states of which are considered as the cryptographic key of the
generator.

Step 3. In accordance with Definition 4, select the IV-set of quaternary bent-
sequences, which are a nonlinear element of the generator.

Algorithm for generating a bit of a pseudo-random sequence

139



M.V. Khymenko, A.V.Sokolov

Step 1. Using LFSR; and LFSR, generate the next 16 bits of two pseudo-random
sequences, which must then be multiplexed into 16 elements of the quaternary sequence
[a1 a, a, a, as A, a, dg dy A,y 4, Q5 A3 Ay, ;s als] — the initial state of the cellular
automaton.

Step 2. The evolution rule is applied # =7 times to each element of the cellular
automaton sequence. For each element of the sequence a,,i=1,2,...,16, a triplet of

elements {a ;50 ymoars s 18 considered, where the element a4 determines

(i-1)mod16
the index of the quaternary bent-sequence in the IV-set, while the elements a, ;). 416>

determine the index of the element of the selected quaternary bent-sequence, the value of
which will be used in the next step of evolution.

Step 3. After t =7 steps of the evolution iterations of the cellular automaton, the
Jj -th bit of the pseudorandom sequence is calculated as

g; :[iahjmodl 4)

h=1

The results of testing

The results of testing of the proposed PRKSG are given for the following initial
data. The following primitive irreducible polynomials are used to construct LFSR and
LFSR:

)

[fl(x):x%+x46 +xP +x+1;

@) =x"+x" + 1%+ 0+ x4,
while the following initial states are selected

o, ={11111111111101011111110111111111111111111111
111111111110011111010110111010010110100};  (6)
a,={1001101011111001001110001011000}.

Thus, with other non-secret parameters, the value of protection levels number of
the PRKSG will be equal to ¥ =22 =2 which is considered as sufficient. It is
obvious that the value of protection levels number can be easily scaled, if necessary, by
choosing primitive irreducible polynomials for LFSR; and LFSR> of the necessary
degree.

The following set is selected as the [V-set of quaternary bent-sequences

H,=1{0331132333230113}; H,=1{3220301121111013}; %
H, ={3222302222103101}; H, ={3221020030012000}.

For the purposes of experimental research of the stochastic properties of the
proposed PRKSG, the 5 000 000 bits of pseudorandom sequence were generated based
on the initial data (5), (6), and (7), which were presented in the form of an image shown
in Fig. 2.
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Fig. 2. Graphical represetatlon of a pseudo-random equence generated by the
developed PRKSG

In the Table 1, we present the results of the research of compliance of the
developed PRKSG with NIST test set [1].

Table 1
The results of testing the developed PRKSG by the set of NIST tests set
No. Test P-value Pass rate
1 Monobit test 0.8279 v
2 Frequency within block test 0.9050 v
3 Runs test 0.6788 v
4 Longest run ones in a block test 0.3916 v
5 Binary matrix rank test 0.9980 v
6 DFT test 0.4676 v
7 Non overlapping template matching test 1 v
8 Overlapping template matching test 0.2565 v
9 Maurers universal test 0.1880 v
10 Linear complexity test 0.3440 v
11 Serial test 0.0490 v
12 Approximate entropy test 0.1002 v
13 Cumulative sums test 0.4000 v
14 Random excursion test 0.3192 v
15 Random excursion variant test 0.2170 v

Analysis of the data presented in Table 1 allows us to draw a conclusion about the
full compliance of the sequences generated by the developed PRKSG with the set of NIST
tests, which confirms its high effectiveness. We also note that the high degree of
complexity of the relationship between key elements and the generated gamma allows us
to draw a conclusion about the high level of cryptographic strength of the developed
generator. Thus, the developed generator can be recommended for use in practical
applications.

Conclusions

Let us note the main results of the performed research:

1. The scheme of an effective PRKSG based on a cellular automaton and I'V-set
of quaternary bent-sequences, including two LFSR, is proposed. The proposed scheme is
characterized by the simplicity of software implementation, as well as a high level of
cryptographic strength in terms of the complexity of the relationship between the
elements of the short key and the generated bits of the output sequence. The value of
protection levels number of the developed generator is easily scalable and in the

considered example is equal to W = 2", which is sufficient.

141



M.V. Khymenko, A.V.Sokolov

2. Performed research of the proposed PRKSG showed its full compliance with
all stochastic quality tests of the NIST set, which is a confirmation of the high
effectiveness of the developed generator and allows us to recommend its use in practical
applications.
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YAOCKOHAJIEHHA AJITOPUTMY FEEIEPAI.[Ii IICEB/IOBUITA IKOBHUX
KJIIOYOBHUX ITOCJIJOBHOCTEHN HA OCHOBI KIIITUHHOT'O
ABTOMATY I BEHT-IOCJIJJOBHOCTEM BATATO3HAYHOI JIOT'IKHA

M.B. Xumenko, A.B. Cokonos

Hamionansauii yHiBepcuTeT «OnechKa MO TEXHIKAY
VYkpaina, Oneca, 65044, np-t llleBuenka, 1, radiosquid@gmail.com

OnHuM 13 HAMBOKIUBINIMX KPUNTOrpadidHUX KOHCTPYKTIB, MO JIGKHUTH B OCHOBI CyYaCHUX CHCTEM
3axucTy iH(popmauii, € KpunrorpadiuyHO 3axHINEHI TI'E€HEPaTOPH ICEBIOBHIAAKOBUX KIIIOYOBHX
MOCJIIIOBHOCTEH, sIKi 3aCTOCOBYIOTHCSI y HAHPIZHOMAHITHIIMX 33ja4axX, MOYMHAIOYM BiJl CTBOPEHHS
BEKTOPIB iHiMiaii3awii, KJI04oBoi iHpopMaii Ta GopMyBaHHS CTEraHOLUIAXY, 3aKIHIYIOYH 1X poOOTOI0 y
CKJIQJli TOBHOLIHHMX TIOTOKOBHUX KpUNTOrpadiuHUX ajJropuUTMiB, JUId SIKMX BOHHM CKJIAJaloTh
HalBa)XJIMBIMIMK KOMITOHEHT. HasiBHI Ha ChOTOIHINIHIN JEHb TeHEPAaTOPHU MCEBIOBUITAIKOBUX KIIFOUOBHX
MOCJIIIOBHOCTEH XapaKTepHU3yIOThCs ab0 JOCHTH CKIIAIHOIO JJIsl TPOTPaMHOI pealtialii cTpyKTypoto, abo
HEJO0CTAaTHHOIO KPUMTOTPahivHOIO 3aXHINEHICTIO, IO POOUTH aKTyaJLHOIO 33J]a4y PO3POOKH €PEeKTUBHUX
KpunTorpadiqHo 3aXUIIEHUX TeHePaTOPiB IICEBIOBUIAAKOBHX KIIFOUOBUX ITOCITIIOBHOCTEH, 110 BOJIOIIIOTh
BHCOKHM PIiBHEM CTOXACTHYHOI SKOCTi. Y JaHii CTaTTi 3alPOIIOHOBAHO cXeMy e€(hEeKTHBHOTO TeHepaTopa
MICEBJIOBUITAKOBUX KIIIOYOBUX TIOCIIIOBHOCTEH Ha OCHOBI KIITHHHOTO aBTOMAry, a TaKOXK TaKhuX
JIOCKOHANIMX anreOpaiuHuX KOHCTPYKIiH OaraTto3HadHoi JOTiKH, sk [V-Habopw dYeTBipKOBUX OEHT-
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MOCITIIOBHOCTEH, 110 BOJIOJIIOTh MaKCHMAaJTbHUM PiBHEM TUCTAHIIMHOT HETIHIMHOCTI. 3anmponoHOBaHUI
TEHEePaTOp XapaKTEPHU3YEThCS 3HAYHOKO CKIIAJIHICTIO B3a€MO3B’S3KY BHUXITHUX OITiB IICEBIOBHITATKOBOT
MOCITIZIOBHOCTI Ta €JIEMEHTIB KOPOTKOTO KJII0Ya, Ha OCHOBI SIKOTO BOHW TE€HEPYIOTHCS, IO OOYMOBIIOE
BHCOKHH piBE€Hb HOTO KpUNTOTpadidHOi CTIHKOCTI, IPHU IIOMY YHCIIO PiBHIB 3aXHCTYy 3aIIPOITOHOBAHOTO
TreHepaTopa € Jerko MacimTaboBaHUM B pa3i HeoOXigHocTi. HasBHICTB y 3aporoHOBaHi i CXeMi JIUIIIe TBOX
JIBINKOBHX PETICTPiB 3CYBY 3 JIiHIHHUM 3BOPOTHUM 3B’S3KOM POOWTH ii amanmToOBaHOIO 1O MPOrPaMHOT
peanmizanii. IlpoBemeHi JOCTIIHKEHHS JO3BOJIMIM BCTAHOBHTH, IO TEHEPOBAaHI 3alpOINOHOBAHUM
TeHEPaTOPOM IICEB/IOBHIIAIKOBI TIOCIIIIOBHOCTI BiIIIOBI1IAIOTH BCIM CTOXaCTHYHUM TecTaM 3 Habopy NIST,
IO JT03BOJISIE PEKOMEHIYBATH HOTO JIIsl BAKOPUCTAHHS HA MPAKTHIIL.

KarouoBi cioBa: reHeparop NCEBIOBHNAAKOBHX KIIOUOBHX IIOCIIIOBHOCTEH, OEHT-NOCIIZOBHICTS,
KIIITHHHUI aBTOMAT.
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RESEARCH OF SOLVABILITY OF TASK OF AUTHENTICATION OF
WATER-OIL MIXTURES ON THE PARAMETERS OF TUNING OF
MATHEMATICAL MODEL

S.A. Polozhaenko, F.G. Garaschenko, L.L. Prokofieva

National Odesa Polytechnic University
Shevchenko ave., 1, Odesa, Ukraine; e-mail: sanp277@gmail.com

The formulation of the problem is set by the parametric identification for oil-water
reservoirs in the case when one of the fluids being filtered is anomalous. Therewith,
the identification problem is defined as an optimal control problem reduced to
finding the extremum of the quality criterion (functional). The conditions of the
existence and uniqueness of the solution to identify the mathematical model
adjustment are obtained alongside with the differentiability of the quality criterion,
and therefore the corresponding theorems are proved. Solving the problems of
modelling and identifying anomalous diffusion processes is associated with a
number of fundamental difficulties, both staging and computational. In this sense, it
should be noted, in particular: the non-linear nature of the processes under study; the
complexity of the geometry of the spatial modelling area and its boundaries;
limitedness of the vector of measurements of the state space of the process and the
number of points of application of control actions; high dimensions of the resulting
finite-dimensional analogues of the mathematical model (MM). Mathematical
methods for describing anomalous diffusion processes with a multiplicative
representation of state functions, as well as for the case of multicomponent diffusing
systems, have not received sufficient development. These problems require not only
development, but also the development of new methods for studying anomalous
diffusion processes. The pronounced direction of the development of anomalous
diffusion processes determines the adequacy of their mathematical formalization
based on the apparatus of variational inequalities.

Keywords: mathematical model, variational inequalities, mathematical method,
modeling and identifying.

Introduction

The solution of the problem of modeling water-oil fields assumes that the values
of the coefficients of the differential operators of these variational inequalities are
known, which, in turn, are determined by the physical parameters of the modeling
environment. For fluid mechanics problems, these are: porosity and permeability.
However, when solving practical problems, quite often the values of these parameters
are not known in advance, and, therefore, the functions describing them are not a priori
set, or, in other words, the coefficients of the differential operators of the corresponding
MM are not determined. This circumstance makes it necessary to formulate and solve
the problems of identifying the parameters of the physical medium that precede the
solution of the problems of controlling the processes under study (and if the coefficients
of the initial MM are not completely determined, then the modeling problems).

It should be pointed out that the identified parameters can be not only functions of
spatial coordinates, but also of the desired functions reservoir pressure and water
saturation.

Note that the problems of identifying the parameters of the pore medium were
previously solved for oil and oil and gas reservoirs (for example, [1, 3]. However, these
problems were solved based on the assumption of ideal fluid filtration. In the case of
filtration of liquids that do not obey the Darcy law, a number of important aspects arise
that qualitatively change the formulation of the identification problem:
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1. From the interaction with a porous medium having specific physical and
chemical parameters, the filtering liquid can acquire an anomalous character, which
requires the use of adequate MM when solving practical problems.

2. The result of solving the problem of modeling an oil reservoir can be the
achievement of a limiting pressure gradient, which leads to the subsequent formulation
and solution of the problem of determining stagnant zones, as well as their physical
parameters.

3. In the case of multiphase filtration, which differs in that the filtering fluid only
partially obeys the Darcy law (when a viscous fluid is displaced by a viscous fluid), the
general identification problem is divided into particular problems of determining
parameter fields for zones of predominant rheology of anomalous and viscous fluids,
which, in the general case, they can have different formulations. In this case, it should
also be taken into account that the space of states of a multiphase fluid is characterized
by fields of two functions: and .

4. The water-driven regime of oil field development, when presented in the form
of MM, is clearly non-linear, which, in turn, leads to a non-trivial formulation of the
identification problem, when the desired parameter fields are found in the class of non-
linear functions.

Purpose of the work

The purpose of the work is to obtain conditions for solving the problem of
parametric identification of water-oil mixtures when presenting mathematical models of
the latter in the form of variational inequalities.

Main part

In the practice of the geophysical research and oil production the spatial soil
medium denotes the layer, which in addition to the geological components of different
types of rocks, the horizons of groundwater and fluid minerals, in particular, also
includes a number of technological components, such as production and injection wells
etc. The reservoir porosity and permeability of its material should be considered as the
most important geological characteristics. These characteristics determine, respectively,
the relative share of the amount of space occupied by the rock itself, and the penetrating
ability of the medium for the intrastratal fluid - phase to be infiltrated (filtrated) through
it. It should be noted that the filtering intrastratal fluids in terms of the hydrodynamic
theory can be regarded as viscous (ideal), obeying a linear Darcy law of motion, or as
viscoplastic (abnormal) whose motion can not be described within the bounds of the
mentioned law. [1] Viscoplasticity should be understood in terms of compressibility,
which is specified by the oil complex fractional composition in particular. The most
common technological mode of oil production is artificially created pressure by
pumping water into the injection wells. This filtering is called viscoplastic rheology of
viscoplastic (oil) and viscous (water) fluids [1]. The mathematical model (MM) of a
physical process in the case of the collaborative filtering of viscoplastic and viscous
fluids in the reservoir system can be represented as follows [2,3] (here and hereafter the

index or parameters of summation will be denoted by i, j, j,, j,,... Will be for the
corresponding Variables)'

mSS izl{ V\ iZ[ f\Sz\ zzligj(z)gli(t) w,S, e K 0
13 ‘”’Jd— S (o, 0 o

Oz =P, ) ( ) (Z) 3)

(f Z) >0: 8 ( )<S @
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% =0; S,(t,2)> S, ”
n

where P = P(t,z) — the distributed function of intratrastal pressure; S, = S, (¢,z) —
the distributed function of of water saturation; v = v(t, z) — the distributed test function
(with respect to the function of water saturation); P,(z), S5, (z) — the initial values of

the functions, of the intrastratal pressure and of water saturation respectively; S, ——

the maximum value of water saturation; k, =k (z), k, =k,(z) — the reservoir
permeability of the material for the corresponding phase (index 1 — oil, index 2 —
water); m = m(z) — the porosity of the reservoir material, # — the bulk of reservoir

rock; Ql/ (t), Qz/ (t) — the consumption function of the corresponding phases (debits);
g, (t) — the function determining the nature of fluid withdrawal from the j-th hole;

K,,K, — a number of production and injection wells, respectively; QQ — the spatial

region where a physical process is developing; ¢— temporal value; z — spatial value;
K — the functional space of the function definition for water saturation respectively;
n— the number of spatial variables; n — normal to the boundary G of the spatial

domainQ).

Solving the direct problem of the research, i.e., tasks of modeling, filtration
processes described by the system of the form (1) — (5) suggests that the values of
coefficients of the differential operators for the corresponding expressions, defined by
the physical parameters of the medium are known — in this case by the porosity m(z)

and permeability of the reservoir k,(z) (I =1,2). However, in practice, quite often the

values of these parameters are not known and, therefore, the functions describing them
are not specified a priori, and , or in other words, the coefficients the differential
operators for the corresponding MM are not defined. The given circumstance conditions
the necessity to formulate and solve the identification problems of the parameters in the
physical environment (inverse problems) - the porosity and permeability of the
preceding the solution for managing the process being investigated, and, if the
coefficients of the original MM are not completely defined, then the modeling problems
as well. Therewith, the porosity and permeability are the parameter settings for the MM
of the physical process studied.

The problems of identification of the parameters for the reservoir system have been,
for example, earlier solved for oil and oil-gas reservoir [4]. However, their decision was
made on the assumption of ideal filtering liquids. In case of abnormal fluid filtration, a
number of important aspects qualitatively change the problem of identification:

— interacting with a porous medium, with specific physical and chemical
parameters the filtering fluid can acquire anomalous character that requires the use of
adequate MM for solving practical problems;

— the result of solving the problem for water-oil reservoir simulation can be
considered when the intrastratal pressure achieves the limiting gradient that leads to the
subsequent formulation and solution of problem of determining the therein dead zones,
as well as the problem of identification of the physical parameters in the reservoir;

— in case of the multiphase filtration the filterable mixture of anomalous and
ideal fluids only partially obeys Darcy's law: for example, when displacing viscoplastic
fluid with viscous fluid, the general problem of identification is divided into individual
tasks of determining the zones of the parameter fields in preferential rheology of
anomalous and viscous fluids that, in general, can have a different setting;

— MM of water drive in oil field development has a clearly pronounced non-
linear character, which, in its turn, results in setting a non-trivial problem of
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identification and finds the required parameter fields in the class of nonlinear functions
when being solved.

In what follows, the problem of identification of the filtration processes in porous
media will refer to the determination of the fields of the porosity parameters m(z) and

permeability of the medium k,(z)(/=1,2) based on the results of measuring the
intrastratal pressure P(t,z) and flow rates Q . () in the system of wells which cover the

reservoir.
The formalized statement of problem of identifying the anomalous fluids of the
filtration processes in porous media as an optimization problem is offered. Let m’(z)

and k, (z) (l = 1,2) are the exact values of porosity parameters and permeability of the
medium, respectively. For the j-th well in the time interval ¢ e (O, tk), the measured

intrastratal pressure P(t z) of the filterable fluid is indicated through

jPzz)st (t), j=1,..(K +K,) 6)
and water saturation S, (¢, ) in the reservoir through
:J.S tZ)dZ+8 ()] 1 (K1+K2) (7)
Q,

where P'(t,z), S, (t,z) are the values of the intrastratal pressure and water saturation,

determined in accordance with a mathematical model for the exact type (1) — (5) of the

parameter values m'(z) and k(z) (I =1,2); e’ (t) and ef,(t) — are respectively, the

measurement error of the intrastratal pressure and water saturation in the j-th well. [4]
The functionals are introduced into consideration

J,[m(z), k {HP t,z;,m, k ] dt + I[ t,z;,mk ) js(t)Tdt} (8)

J, [m(2), Sl {[[P' t,z;,m, k ] dt + I[ t,z,,mk ) js(t)}zdt} (9)

where T is the perlod of time when the measurement F; ( ) and £ S ( ) is done.

Since the exact values of the pressure P’(t,z_/,m, kl) and P’ (t, z;,m,k ) as well as

the water saturation S, (t, z;,mk ) and S, (t,z_/,m,kz) included in the expressions (8),
(9), are physically the same value i.e. mathematically J, =.J,), then only one of the
functionals, e.g. J,, will be taken into account in the subsequent arguments.

One possible approach to the solution of formulated problem of identification is
representing it in the form of an optimal control problem. Quality criterion for this can
be a functional (8), and the problem itself in terms of the optimization will be as

follows: to determine 7i(z), l€1 (z) for which
Jl(ﬁ/l’kAl)SJI(m’ kl)v(m(z)akl(z))EAda (10)
where A, is the admissible domain to determine the parameter fields m(z), k, (z)

The aim to qualitatively analysis the problem of identification for water-oil
reservoirs by the parameters of the MM settings in the work conducted is studying the
existence and uniqueness of problem solving (10), as well as establishing the fact of
differentiability of the functional J, [m(z), k, (z)] in (8) by the of porosity and
permeability parameters. In this regard, the following theorems are formulated and
proved.
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Theorem 1. For a set of functions defined by (6), (7) and the admissible domain
of the parameters VA", Akd € A, the problem (10) has, at least, one solution, and this

solution is the only one.

Proof. Given the physical meaning of the operators and domain of admissible
values of variables included in the system (1) — (5), their affiliation the corresponding
class of spaces is written as

P(t,z)e I*(Q)= H(Q); S,(t.z)e L*(Q)= H(Q);

N N '
j 1[kla—2|sz|}zz:141 (P,S,.t,z)e I*(Q);
Q

n 2 "
Z(kl ij: 4" (P.1,2)e (),
i=1 azi
where L’(Q) is space of square-integrable functions.

Let a given functional space is W* = H' (Q); WS = HI(Q); H(Q) =1’ (Q),

where H'(Q) is Sobolev space of order 1, defined as follows

H'(Q)= {(o|(o e I*(Q); 2—“ e }(Q)i=1, 2} :
Z;

It is assumed that there are sets of elements in spaces W’ and W?°, which are
generated by a basis for which the following relations are true

((wf,(o)): Bf(wf,(o) vw” ew”;Vvji=12,..,q,
((wf,(o)): Bf(w_f,(o) vw' eW?®;Vj=12,...q.

Since the original system (1) — (5) is infinite, which is impossible to obtain an
analytical solution for, it is necessary to pass to a discrete space for its numerical
implementation. Then for the discrete space W :W, ={w,,w,,..,w,} the system,
defining the problem (1) — (5) is written

—(masz,WS](V—Sz,Wf)—Al'(Pq,V,Z,Z,W;’)+Al'(Pq,V,Z,Z,Wf)Zfl(Z,Wf> J=12,..q (11)

or
(mgtSz ,wa—AIH(Pq,t,z,wf): LEw’ ) j=12,q (12)
B0)=F, -7 e LOFS,0)-5, 5, <L'(@) 13

q

Pi(62)= SB35, (02)= 25 0w v e o, ]

J=1

where the set \P (t,z), qu (t,z)}is the approximate solution of (1) — (5), represented as

P S . . .
B’ () and B’ (¢) are the weighting coefficients
The resulting solution is local because it is valid only on the local interval
te [O, t q] ,and 7, is a discrete analog of 7, . It should be proved that 7, =1, , i.e., that the

local solution can be extended to the whole-time interval vt [0, ].
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For this purpose, the termwise multiplication of the derivatives of j-th dynamics
ratios (11), (12) by pj(t) and Bl-s(t), respectively, as well as their summation is

performed, and as result the system of equations has the form of

_{ﬁ§a&éﬁm@aywswma%Axamdw%@ﬂﬁ

ot

(14)

+A1'(Pq(t,z) zq ) f1 z, P tz
[ﬁﬁg@ﬂ&<mﬂ (()P())ﬁ@Pﬁﬂ) (15)
£ (0)=B: 5, (0)=5, (16)

where it turns out that the solution of P { ( z) S (t z)} systems (1) — (5) exist in the
whole interval [0,z, |, i.e. i, =1,.

Next, some operators ¥ and Y®are introduced that perform projection H on
W”and Hon W?® in n-dimensional space of R" for the norms of HPq(t,zj‘ and

2, (t,zj‘. Then, the expressions of the dynamics (11), (12) can be represented as

-Y* mgfz >Y"4 ’(Pq,v,z)—YPAl'(R”SZ’Z)_i_Ypfl(t)’ 17)
v mos,
ot

and here (17) and (18) are performed in the spaces of W” and W*° almost for all

=v54, (P.2)+ Y  £,(0) (18)

t€(0,z,). The above arguments imply that the operators ¥ 4, (Pq,v,z),Y "4, (Pq,z)

belong to the space boundary of L* (O,tk N/ ), and the operator of ¥” Al'(Pq,Sz,z) — to
the space boundary L’ (O,tk WS )

Finally, it follows that the required solution of {P(t,z), S,(¢,z)} can be obtained
from the approximate of {Pq (t,z), S, (t,z)}, and thus the following conditions for
convergence are taken into account:

— P, > P in the space of LZ(O, t,, WP) and S, — S, in the space of
L2(O, ty, WS) — weak;

moS
— ~ %, mstsz in the space of Lz(o,tk, WS) — weak ;

P, » P in the space of L‘”(O,tk,WP ) and Sy, =S, in the space of

L°°(0, ty, WS) — weak.

Therefore, the implemented limiting transition is the proof that the set of
{P(t,z), S,(t,z)} provided by the specified conditions of convergence, is a solution of
the (1) — (5) system for the parameters of (m(z), k,(z)) € A, .

The next phase of the qualitative analysis is the proof of the uniqueness of the
problem solving of (1) — (5). Suppose that (1) — (5) has two solutions, defined by the

set of {P1(t,z), S;(t,z)} and {Pz(t,z), S%(t,z)} . Then it may also be assumed that for each

point of the domain ) there are numbers
n’ = Pl(t,z)— Pz(t,z); n’ = S;(t,z)—S,f(t,Z).
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Replacing in terms of the systems dynamics of (1) — (5) the functions of
P(t,z), S, (t,z)respectively by P'(t,z), Si(¢,z) and P(z,z), S2(t,z), it is possible to
get two systems where the termwise subtraction will lead to the result

(mg?sJ(V_ns)_[Al'(Pljv’t’Z)_Al'(pz,v,t,z)} [Al'(p‘,sz,t,z)—Al'(PZ,SQ,z,z)}20 (19)
(mﬁnSJ_[Al"(pl,t,z)— AIH(PZ,t,z)}=0 (20)

ot
n”(0)=0;7n°(0)=0 (21)
The expressions in square brackets in (19) and (20), based on the definition of the

operators All(-) and AIH (-), can be presented as

A (P'ovit,z)- 4, (P2 vt,2) = IZ{ i ~[plr)- (Pz)]|v|}dz,

Q i=1

A (PS8!, 1,2)- 4, (P?,52,1,2) jz{ o [[313l PZ)]\S;—Sj\}dz,
Q

A (Pa) s <Pat,z>:i{klj—i[s@»l)—mpz)]}dz |
i=1 z
Thus the system (19) — (21) can be presented as

i

PR e
= (22)
j { B(P') Pz]‘Pl P2H51 ‘}dzzo
5t \(mg;j e L T I =
n"(0)=0;n°(0)=0 124)

It is obvious that implementing the conditions of the system (22) — (24) is
possible only under the condition that P' (t, z) =P’ (t, Z), S, (t, z) =5 (t, z) which proves
the uniqueness of the solution of initial problem (1) — (5).

Thus, there is the solution of the problem in L’ (Q)ﬂ L7(0,,, H) and it is unique.

Now the differentiability of the functional (10) in the form of proving the
following theorem is under study.

Theorem 2. For (m(z), k,(z))€ A, the functional (10) has a weak derivative A,

(i.e., the derivative in the sense of Gateaux) in the domain R".
Proof. The functional derivative J;[m(z),k(2)] is defined as

J'S %F[Pt Zj maf) ;P(f)]+
N O[Sz(t,zj,m,kl)Fjs(t)q.p*dt}dz+jSkl(Z%KfZ{a[P(t,zj,M,kl)Fjp(t)]+ (25)

ot = oz.

+8[S (r.z,.m.k,)- F/S(’)]}.ap* dt}dz

azj z,
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where {P(t,z), S, (t,z)} is the solution of the problem (1) — (5), and p’(t,z) is the
solution of the adjoint system of the form

- m(z)%(v -5, )—[Al'(P, vt,z)+ 4, (P, Sz,t,z)}zn:[kl (Z)Z’: _ } >0 (26)
op" o

)24 (P, z);{k ) af’} 0 27)

apa(;’z):o > =0Qx(0,z,) (28)

p'(t,,z)=0 for Q (29)

The conjugate function satisfies the following conditions
p(6.2)e (0.6, HEOQ) L7 (0,1, %eﬁ(ﬂ) (30)

Assuming that (m(z), k,(z)) = P(t,z) and (m(z), k,(z))—> S,(t,z) are continuous
on A, and, consequently, have weak derivatives (ie, derivatives in the sense Gato) on

I*(Q), we can prove that the criterion J,[m(z), k,(z)] (8) is also Gateaux-differentiable,
and its derivative A is

dJ, = —t_“[ep(t,z)SP(t,z)+ e*(t,2)3S, (t,z)]dz dt,

where

e’ (t,z): —2K§2 {L‘“P(t,zj,m,kl) FjP (t)]dz};
eS(t,z = 2K1+K2{‘ ‘I t,zj,m k s(t)]dz},

j=1
8P(t,z) and 85, (t,z) — respectively increment of functions P(t,z) and S, (z,z).

For the functions 8P(t,z)e I*(Q) and 8S,(s,z)e L*(Q), given the accepted
symbols, the expressions of the systems dynamics can be written

(Sm(za)fsszj(sv_asz)_Al’(spaavataz)+AI'(SP’SSZ’t’Z):

:[5’”(2%} (5v-35,)- [ Z[Sk )2oF |8v|}dz+

| " [6/( )2oF —— s, |:|dz< f(t,2) (31
(Sm(za)fSSzj 4" (6P.0.2)= (Sm( OSSJ iS" aap 52)

Next, the function p(z,z) e L*(Q) which can be deﬁned by the following system is
introduced into consideration

(m—apj - All(pavataz)-l_ Alr(pﬂ S25taz) = j(ePp + esp)dt’

ot 2 (33)

P(tk ) =0,
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and this system has a unique solution (which follows from the proof of Theorem 1),
satisfying the conditions

pe X (Qf)L7(0,1,, H),

o% el’ (Q) (34)
ot

Using the expressions (31) — (34) the following can be obtained

8J, :(Sm( )aZ‘t9 j (5v—55,) IZ{Sk st}dﬁji{akl 65P\65 }dz (35)

Q i=l Q i=l
By equating in turn p~ =385, u p" =38P, the inequality (26) can be obtained from
(35) and the relation (30) from (33). In addition, (35) results from (25). Hence Theorem
2 is proved.
We can write the derivative J,(m,k, ) by the parameters in the form of m(z) and

kl(Z)

87, = J,(m,k, )[5m(z), 8k, (2)] = {Sm(z)%(’zkl) + 8k, (Z)M} dz

) akl(z)
Where
o (mky) 485,(t.2), *
ém(z)l :£ 28t LV—SZ(I,Z)]p (t,z)dt (36)
M:T[A ’(P v,t Z)+A '(P S 4 Z)}Zn: 8P(t,z) ap*(l,Z)dt o
akl(z) ! 1 s Valy 1 RIS Z aZi GZi

The relations (36), (37) are convenient for the numerical calculation of the
gradient of the functional J,[m(z), k,(z)] while writing the optimization problem in the
form (10).

A qualitative analysis of the problem of identification for water-oil reservoirs by
the porosity and permeability parameters, which are the parameter settings of the MM
for filtering process of the anomalous fluid, showed that there is a solution for the
formulated problem of identification in the optimization setting and it is unique. In
addition, the quality criteria in the formulated optimization problem is differentiable
with respect to identifiability of the porosity and permeability parameters, which means
the possibility to achieve extremum in its decision. In other words, a quality criterion
for the optimization problem can be minimized by MM settings, and the initial problem
of identification for water-oil reservoirs is the correct solution.

Conclusion

The statement of the problem of parametric identification of MM of
multicomponent anomalous diffusion processes in the form of an optimal control
problem is carried out.

A qualitative study of the problem of parametric identification of MMs of
multicomponent anomalous diffusion processes has been carried out, during which
existence and uniqueness theorems for the optimization problem posed have been
proved. The differentiability of the accepted quality criterion with respect to the MM
settings is also proved.

An approach to solving the problem of parametric identification of MMs of
multicomponent anomalous diffusion processes, presented in an optimization
formulation, is proposed. The approach is based on the procedure of the gradient
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projection method. The possibility of applying the proposed approach to solving
problems both in linear and non-linear formulations is substantiated.
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AOCTIZKEHHA MOKJINBOCTI PO3B’51I3YBAHHSI 3ATAYI
IJEHTU®IKALII BOOJOHA®TOBUX CYMIHIEHA 110 ITAPAMETPAX
HAJAIITYBAHHSA MATEMATHYHOI MOJEJII

C.A. ITonoxaenko, @.I". I'apamenko, JI.JI. IIpokodrena

Hamionansauii yHiBepcuTeT «OnechKa MO TEXHIKAY)
mp-T llleBuenka, 1, Oxeca, Ykpaina; ; e-mail: sanp277@gmail.com

BukoHaHo mMocTaHOBKY 3aadi mapamMeTpudHoi izeHTtudikarii amus Bomo-HaQTOBUX IIIACTIB Y BHUMAIKY,
KOJIM OJIHA 3 PiuH, MO (QUIBTPYETHhCS, Ma€ aHOMANbHUN Xapaktep. [Ipu 1poMy 3amady imeHTH}IKaLii
chopMyJIbOBAHO SIK 3a/a4y ONTHMAJIBHOTO YIPABIIHHS, IO 3BOJUTHCS 10 BiJIIYKAHHS EKCTPEMyMY
kpurepito saxocti ((yHkuionana). OnepkaHO YMOBH ICHYBaHHS Ta €IMHOCTI pPO3B’SI3Ky 3aaadi
ineHTHOIKalil 3a MapaMeTpaMy HaJalITyBaHHS MaTeMaTH4YHOI MOJEINi, a TakoX AuepeHuiHoBaHOCTI
KPHUTEPIIO SKOCTi, y 3B’SI3Ky 3 UMM JIOBEJCHO BIAINOBIAHI TeopeMH. PO3B’A30K 3a7a4 MOJEIIOBAHHS Ta
iIeHTUdIKail aHOMaTbHUX NpoIeciB audy3il MOB's3aHE 3 HU3KOK BAXJIMBHX CKJIATHOCTCH SK
MOCTAaHOBOYHOTO, TaK 1 OOYMCIIIOBAJIBLHOTO XapakTepy. Y LbOMY CEHCI CIJl 3a3HauyuTH, 30Kpema:
HEJIHIMHUKA ~ XapakTep JOCHDKYBaHMX TIPOLECIB; CKIAIHICTh TreoMeTpii mpocTopoBoi oOmacti
MOJICTIIOBaHHS Ta ii TpaHUIlh; 0OMEXEHICTh BEKTOpa BHMIpPIOBaHb MPOCTOPY CTaHIB MPOIECY Ta YHCITA
TOYOK TMPHUKJIANCHHS YIPaBISIOYUX BIUIMBIB, BHUCOKI PO3MIPHOCTI PE3yNbTYIOUMX KiHIICBOBHUMIPHUX
aHayoriB MatrematndHoi Mozaeni (MM). He HaOynu JOCTaTHROTO PO3BUTKY MATeMAaTUIHI METOIHM OMHUCY
aHOMaJTLHUX TUQY3IHHUX MPOIIECIB MPU MYJIbTHUILTIKATHBHOMY NPEACTaBICHHI (QYHKIIIH CTaHy, a TaKOX
JUTSI BUMTAJIKy 0araTOKOMITIOHEHTHUX MU(Y3HUX CHCTEM. 3a3HadeHi MpobiaeMH MoTpeOyoTh SIK PO3BHTKY,
TaKk 1 PO3pOOKM HOBHUX METOMIB JOCIHIHDKCHHS aHOMaTbHUX IUdy3idHUX mporeciB.Pi3ko BupaxeHa
CIPSIMOBAHICTh PO3BUTKY aHOMAJbHHUX TU(PY3IHHUX MPOIIECIB 3YMOBIIIOE aJICKBATHICTD TX MaTEeMaTHYHOL
(opmasizanii Ha OCHOBI anapary BapialliiHUX HEPIBHOCTEH.

KuarouoBi c1oBa: MmareMaTHYHa MOJICIb, BapialliiiHi HEPIBHOCTI, MATEMATUYHUN METOJI, MOJICITIOBAHHS Ta
iIeHTU}IKAIIS.
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The complexity of the composition and the increase in the number of technical
systems lead to an increase in the intensity of their failures. As a result, there is a
need to repair the equipment of complex technical systems, leading to system
downtime. The search for failed components and the elimination of their failures
contributes to an increase in the safety level of operation of complex technical
systems. Diagnostics and prediction of failures of components of automated systems
and mechanisms (subsystems, elements, intersystem and interelement connections)
in real operation to find and eliminate the causes of failures remains an urgent task.
The operational reliability of restored complex technical systems and their
components is effectively achieved by the strategy of operating systems with
technical condition monitoring based on technical diagnostic systems. Reducing
failures and man-made risks in the operation of complex technical systems is
facilitated by predicting their technical condition based on diagnostics. The article
presents an intelligent system that operates using the developed model for assessing
and predicting the risk of failure of components of a complex technical system using
the example of a ship power plant. Building a model taking into account the
hierarchical levels of subsystems (components), intersystem (interelement)
connections of an intelligent system is based on the use of a priori information about
failures of components of complex technical systems. The model connects the types
of technical condition of components and diagnostic features of systems in the form
of the risk of their failures. The use of a posteriori inference in Bayesian belief
networks makes it possible to determine the risk of system component failures,
taking into account the incoming diagnostic information and information about
component failures. In order to build and research a diagnostic Bayesian network
model of an intelligent system for assessing the risk of failures for a system for
diagnosing and predicting the technical condition of the components of a complex
technical system consisting of numerous variables, the software product GeNle was
used. The results of studies of the model for assessing and predicting the risk of
failure of components of a complex technical system confirmed the possibility of
predicting the risk of failure of components and the system as a whole.

Keywords: complex technical system, components, diagnostics, prediction, failure
risk assessment, intelligent system, Bayesian belief network

Introduction

The complexity of the composition and the increase in the number of technical
systems installed at various facilities lead to an increase in the intensity of their failures.
As a result, there is a need to repair the equipment of the systems, which leads to its
downtime.

When designing, manufacturing and operating complex technical systems
(CTS), reliability is ensured by methods and means specific to each stage of the "life
cycle" of systems. The operational reliability of the restored CTS and their components
is effectively achieved by the strategy of operating systems with technical condition
monitoring based on technical diagnostic systems [1-5]. The reduction of failures and
man-made risks during the operation of CTS is facilitated by the prediction of their
technical condition based on diagnostics.

Currently, the volume of implementation of automation, digitalization and
artificial intelligence technologies in various industries continues to grow. For example,
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in accordance with the requirements of the Register of Maritime Navigation, all modern
ships must be equipped with automation systems for technical means using digital
technologies, as well as artificial intelligence technologies [2,6-10]. Such systems
should constantly monitor the components of the ship's CTS, analyze trends in changing
the operating modes of the equipment of the systems, perform emergency transfers and
provide decision support. To implement such a technology, appropriate algorithmic and
software tools are needed to provide diagnostics, forecasting the technical state of
systems, and support for decision-making that is adequate to the goal. The diagnostic
algorithms used, as a rule, are based on the tolerance control of individual diagnostic
parameters. At the same time, the volume of measuring and diagnostic information, the
number of connections, dependencies of diagnostic features and types of technical states
of systems can be significant. In theory, engineering practice, various methods are used
to assess the risk of failure of CTS components.

An example of the application of risk theory is the logical development of a
probabilistic approach for assessing the risk of failures [11,12]. With a probabilistic
approach, the level of reliability is selected depending on the possible consequences of
damage (failure) of system components. In this regard, the assessment of the risk of
CTS failures lies in the unacceptable probability of their damage. However, the negative
consequences of a failure in systems are often taken into account intuitively, implicitly,
by taking certain values of the probability of failure-free operation or the safety factor of
system components.

In artificial intelligence, various models of knowledge representation are
actively developing. Bayesian belief networks (BBN) are a promising mathematical tool
that can be used, in relation to diagnostic tasks, to take into account both the causal
relationship between the types of CTS technical condition and diagnostic features, and
the arrival of new information in the form of statistical data or predictive estimates.
Bayesian networks allow combining a priori (initial) knowledge about an object with
experimental data to obtain an a posteriori estimate [13,14].

Forecasting the state of CTS plays an important role in planning their operation.
It is assumed that the actual technical condition of an object can be assessed by the
results of monitoring its parameters, and predicting their changes allows the object to be
operated until signs of a dangerous decrease in reliability appear. There are efficient
algorithms and forecasting methods. Artificial intelligence models, in particular, neural
networks, are being actively developed to solve forecasting problems [15,16]. However,
the main problem for the productive operation of a neural network is the need for a
significant amount of statistical data, which is difficult to obtain in real conditions due
to a number of reasons (high cost of the systems under study, high costs for testing,
limited time, etc.). The lack of a clear understanding in the choice of neural network
architecture for solving various types of problems (pattern recognition, approximation,
prediction, etc.) and areas of application also complicates their application.

The conceptual basis for the intellectualization of the solution of interrelated
problems of diagnostics, forecasting and decision support is traditional for the class of
unstructured and poorly formalized tasks: the impossibility of obtaining complete and
objective information for making adequate decisions and the resulting need to involve
informal (subjective, heuristic) information; the presence of uncertainty in the initial
data, as well as the presence of ambiguity (multiple options) in the process of finding a
solution; the need to develop and justify the desired solutions to the problem
inconditions of strict time constraints, which are determined by the course of controlled
processes; the need to correct and introduce additional information into the process of
finding solutions, the interactive (dialogue, human-machine) nature of the logical
inference of solutions. Taking these factors into account forces us to abandon traditional
algorithmic methods and models of decision-making and management and move on to
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intelligent technologies. Combined with the tasks of diagnosing and predicting, the task
of modeling the behavior of the CTS acts as a source of data on the state of the object at
the stages of system testing.

Thus, during the operation of CTS, an urgent task remains the improvement of
methods and models aimed at accurate and prompt assessments, management of the risk
of failures of CTS components.

Objective

The aim of the work is to improve the reliability of CTS operation based on the
use of an intelligent system for assessing and predicting the risk of failures of
components and systems as a whole.

Main part

Currently, Bayesian belief networks are actively developing in the field of
modeling and knowledge representation [13,14]. When solving the problems of
diagnosing CTS, BBN allow taking into account both the dependence between the types
of technical systems and diagnostic features, taking into account the reliability of their
checks, and the results of checking diagnostic features, data on failures of CTS
components.

The model of an intelligent syste m for assessing and predicting the risk of failure
of components of a complex technical system in the form of a BBN can be written as:

<M,S,R,L> (1)

where M - is the set of subsystems (elements) of the CTS; S - a set of intersystem
(interelement) links of CTS; R - a set of diagnostic assessments of the risk of failures of
subsystems (elements), intersystem (interelement) links of CTS; L - mapping of
connections between the sets M, S and R, based on the CTS diagnostic model.

The set of subsystems (elements) of ship CTS, taking into account the hierarchical
levels of subsystems (elements), is determined by:

_ )y SIse> _ .. _
M = {U,’M) | Iy = 1’1S(E)9JS(E) =0, JS(E)}’ (2)
JsE> .
where QS(E) - is the state of each subsystem (element) of the CTS; Igg)- number of

subsystem (element) of CTS; j ;- number of the hierarchical level of the subsystem
(element) of the CTS; I, - number of subsystems (elements) of CTS; J, ;- number

of hierarchical levels of subsystems (elements) of CTS
The state of each subsystem (element) of the CTS:

<jS(E)>

9) ={F F ,a a

Is(E) { UnS(E) ? UiS(E) ? UmS(E) ? U()"S(E) }, (3)

where E) - is the nominal performance of the subsystem (element) of the STS;

"S(E)

F, O, T operability of a subsystem (element) in case of its partial loss;
S(E

a a

Oing gy > Vong g ™ intersystem (interelement) connections incoming and outgoing to

subsystems (elements), in, on — sequence number of incoming and outgoing intersystem
(interelement) connections.
A set of intersystem (interelement) links of CTS:

S={& " |c=1,C;h=LH;b=1,B;q=1,0}, 4)
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<b,q> . . . .
where @, , 7 _is the state of each intersystem (interelement) connection; ¢ — number of

intersystem communication; % - is the number of the interelement bond; b is the number
of the hierarchical level of intersystem communication; ¢ - is the number of the
hierarchical level of the interelement connection; C - is the number of intersystem
connections; H - is the number of interelement bonds; B - is the number of hierarchical
levels of intersystem links; Q - is the number of hierarchical levels of interelement
connections

The state of each intersystem (interelement) connection

<b,q> _ . . .
0" ={F, ;F, ;F, ;F, },

@y 2 whp

)

where [, - is the nominal performance of intersystem connections; F;,Cp - operability
cn

of intersystem communication in case of its partial loss; F w,, - hominal performance of

the interelement connection; F

O~ operability of intersystem communication in case of

its partial loss.
A set of diagnostic assessments of the risk of failures of subsystems (elements),
intersystem (interelement) links of CTS:

R<P)Y >
R, ={r, |m=1M},

M (6)

R, ={r,|s=1S},
where M, S - are determined based on the failure trees, presented as a set of risk of
failures of subsystems (elements) and intersystem (interelement) links, taking into

account their failure probabilities (P) and damages from failures (Y); 7,,- risk of

failures of subsystems (elements) of CTS; 7, - risk of failures of intersystem

(interelement) connections.

The initial data for constructing a model of an intelligent system for assessing
and predicting the risk of failures of components of a complex technical system on the
example of a ship power plant (SPP) [17], based on a dynamic BBN, are: SPP scheme;
the principle of operation of the SPP; probability of failures of CTS components.

The construction and study of the BBN of the probability of loss of working
capacity, assessments of the risk of failures of CTS components was carried out using
the GenNle software product [18]. It is a fully portable C++ class library that
implements graphical decision theory methods such as the Bayesian network. jobs and
impact diagrams that are directly amenable to inclusion in intelligent systems. Its
Windows wuser interface, Genie is a versatile and user-friendly development
environment for graphical decision theory models. modeling tools into intelligent
systems. The use of the GenNle environment allows diagnosing each component of the
CTS. Perform a regression analysis of the influence of each parent element of the
network on its corresponding child element. Implement a graphical display of the results
of predicting the risk assessment of failures of CTS components. Calculate the value of
the probability of loss of performance, damage and risk assessments of failures of CTS
components. When modeling the BBN of the SPP (Fig. 1), for various values of the
probability (risk) of failure of the input element, the values of the probability (risk) of
failures, the performance of the components of the SPP for 20,000 hours of its operation
are determined. Symbols of the elements of the SPP are given in Table 1. The operating
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state and failure, for example, of the SSV subsystem for the risk of failure at the input

element of the SPP 0.014 is shown in Fig.2.

Table 1
Symbols of the components of the SPP
Component name Symbol Failure risk
value
Input element VHOD 0,26
Manual control of the main engine RUGD 0,035
Compressed air system SSV 0,047
Control system for propulsion and steering complex | SUDRK 0,081
(PSC)
Boiler plant KU 0,13
Ship power plant SE 0,09
Fire fighting system PS 0,01
Main engine GD 0,16
Remote automated control system of the main engine DAU 0,01
Ballast drainage system BOS 0,019
Transfer of power from the main engine to the PM 0,003
propeller
Emergency drive PSC AP 0,01
™ Node properties: SSV  level2 O X
General | Defintion | Fomat | User properties Value |
Temporal probabilty distributions: e W R N
Time 0 1 2 ] 3 4 5 | s
bl Work 0.8288 | 0.70440512 063320149 059244453 056911525 055576157 0548117
[J Not work  0.1712 ' 0.25559488 ' 0.36675851 040755547 & 043088475 & 044423843 ' 0451882
< >

input element of the SPP 0.014
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Fig.2. BBN SPP in the GeNle environment when searching for the causes of failures at
the risk of failure of the input component

From the retrospective analysis of the research results in the simulation of the SPP, the
components that affect the overall performance of the system are identified. In the study of
emergency situations, the analysis of incidents in the CTS, the main goal is to determine the
cause of the accident. It follows from the research results that the maximum non-operating
state during the operation of the SPP is 20,000 hours. corresponds to the SUDRK complex
(Fig. 2). Because Since the SUDRK complex is dependent at the level of the hierarchical
structure of the SPP, it is necessary to check the complex in order to find the cause of its
failure.

R o.0a0s
L A postereori e
0,0803
0,0802 __—A‘_/:______.a-—______..---"“
0,0801 \< o
0,08 |— A priori
0,079 . Y . . . Y . . . -
0 10 20 30 0 50 60 70 80 90 100

t, h
Fig.3. A posteriori and a priori estimates of the risk of failure power plant
compressed air systems

The purpose of using the BBN in assessing both the probability of loss of
performance and the risk of failure of the elements of the CTS components is an a
posteriori conclusion. The a priori data are dynamically recalculated and form a posterior
failure risk estimate, which is a priori information, to process the new information. The a
posteriori conclusion is based on the procedures for analyzing the data obtained as a
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result of using the BBN. When implementing this approach in research, modeling using a

priori and a posteriori data, the subsystems of the power plant are determined that have

the greatest impact on the performance of the main engine and the operation of the entire
system for various periods of time. Figure 3 shows a priori and a posteriori data and
studies of the compressed air system for 100 hours of SPP operation. The risk of system

failure increased slightly, changing from 0.08 to 0.085.

Conclusions

Application of the research results of the developed model for the purpose of a
retrospective analysis of emergency situations at CTS makes it possible to improve the
reliability of systems operation by solving the problem of determining their causes. The
application of the developed model, taking into account the hierarchical levels of
subsystems (components), intersystem (interelement) connections for an intelligent
system for assessing and predicting the risk of failures of components of a complex
technical system when searching for the causes of failures of CTS components, allows:

» control the values of the risk of failures of the system components upon receipt
of information about failures;

* predict trends in the risk of failures of CTS components, taking into account
changes in the risk of failures of individual components in order to select a strategy for
their recovery.
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IHTEJEKTYAJIBHA CUCTEMA OIIHKH I ITPOI'HO3YBAHHA
PU3UKY BIIMOB KOMIIOHEHTIB CKJIAJJHOI TEXHIYHOI
CUCTEMU

A.B. Buuyxanin

HamionaneHauii yHiBepcuTeT «OechKka MOJITEXHIKA
npocm. leBuenka, 1, Oxeca, 65044, Ykpaina; e-mail: v.v.vychuzhanin@op.edu.ua

CKagHiCTh CKJIamy Ta 30UTBIICHHS KUTBKOCTI TEXHIYHHX CHCTEM NPH3BOAATH IO 3POCTaHHS
IHTEHCUBHOCTI iX BigMOB. B pe3ynbrari BHHHKAE€ HEOOXiAHICTHP PEMOHTY OONamHAHHS CKJIAJIHUX
TEXHIYHUX CHCTEM, IO BeJe J0 MPOCTOIB cucteM. [1oMIyK KOMIIOHEHTIB, 1110 BiIMOBHIIH, T4 YCYHEHHS iX
BiJIMOB CITpHSI€ MiJBUIICHHIO PiBHS OC3MEKU SKCILTyaTallii CKJIaIHUX TEXHIYHUX cUcTeM. J[iarHOCTHKa Ta
MPOTHO3YBaHHS BiJIMOB KOMIIOHCHTIB aBTOMAaTH30BAHUX CHCTEM Ta MEXaHi3MiB (IIJICHCTEM, CIEMEHTIB,
MIXKCHCTEMHHUX Ta MIKEJICMEHTHHX 3B'3KIB) Y peaIbHUX €KCIUTyaTalii IJis MONIYKY Ta YCYHCHHS IPUIHH
BiJ]MOB 3aJIMIIA€THCS aKTYaJIbHUM 3aBAaHHsAM. ExcruryaraniiiHa HaaiifHICTh CKIIQIHUX TEXHIYHUX CHCTEM,
IO BiJHOBIIOIOTHCS, Ta IX KOMIIOHCHTIB €(EKTHBHO JOCSITAETHCS CTPATETIEI EKCIUTyaTalil CHCTEM 3
KOHTPOJIEM TEXHIYHOTO CTaHy Ha OCHOBI CHCTEM TEXHIYHOI JiarHOCTHKH. 3MEHIIECHHIO BiIMOB Ta
TEXHOTCHHHX PHU3WKIB IMiJ] Yac eKCIUTyaTallii CKJIAIHUX TEXHIYHHX CHUCTEM CIPHS€E MPOTHO3YBaHHS iX
TEXHIYHOTO CTaHy Ha OCHOBI JIarHOCTUKU. Y CTATTi HABENIEHO 1HTEIEKTYIbHY CHCTEMY, 110 (DYHKITIOHYE
3 BUKOPHUCTAHHAM PO3pOOIEHOT MOIEIi OIMIHKHU Ta MPOTHO3YBaHHS PU3HUKY BiMOB KOMITOHEHTIB CKJIaJHOT
TEXHIYHOT CHCTEMH Ha TPUKIIAJi CYJHOBOI €HEpreTHYHOI ycTaHOBKHU. [100ymoBa Mojeli 3 ypaxyBaHHIM
iepapxidHUX  piBHIB  MiACUCTeM  (KOMIIOHEHTIB), MDKCHCTEMHUX  (MiXKEIEMEHTHHX) 3B'A3KiB
IHTEJIEKTYalbHOI CHUCTEMHM TIPYHTYETbCS Ha BUKOPHUCTAaHHI ampiopHoi iHdopMmalii mnpo BiaMOBH
KOMIIOHCHTIB CKJIaJHUX TEXHIYHHUX CHCTeM. MoJellb MOB'SI3y€ BUAM TEXHIYHOTO CTaHY KOMIIOHCHTIB Ta
JAarHOCTUYHI O3HAKH CHCTEM Y BUIJISII PU3MKY IX BiIMOB. BHKOpHCTaHHS amoCTEpiOPHOTO BUCHOBKY B
0alieCiBCBKUX Mepekax JOBIpH JIO3BOJISE BH3HAYaTH PH3MK BiIMOB KOMIIOHCHTIB CHCTEMH 3
ypaxyBaHHSM AiarHOCTHYHOI iH(opMmanii, 0 HAIXOIUTb, Ta iHpOpMAaLii MPo BiIMOBM KOMIOHEHTIB. 3
METOI0 MOOYJOBH Ta JOCTIUKEHb AiarHOCTHYHOI OaleciBChbKOi MepekeBOi MoJelsi IHTENEeKTyaJbHOI
CHUCTEeMH OIliIHKA PHU3UKY BiMOB JUISI CHCTEMH JialHOCTHKH Ta MPOTHO3YBaHHS TEXHIYHOTO CTaHy
KOMITOHEHTIB CKIIQJHOI TEXHIYHOI CHUCTEMH, LI0 CKIIAJAETHCS 3 YHCICHHHX 3MIHHHX, 3aCTOCOBAHO
nporpamManii mpoaykt GeNle. OTpumaHi pe3ynbTaTH MOCHTIIKEHb MOJAENi OIIHKH Ta MPOTHO3yBAHHS
PU3UKY BiIMOB KOMIIOHEHTIB CKJIQJHOI TEXHIYHOI CHCTEMHU IiATBEPAMIIA MOXKJIHMBICTH MPOTHO3YBATH
3HAYEHHS PU3UKY BIJIMOB KOMIIOHEHTIB Ta CHCTEMH 3arajioM.

KurouoBi cjioBa: ckjanHa TEXHIYHA CHCTEMa, KOMIIOHEHTH, OIliIHKA PH3WKY BiIMOBH,
IHTEJICKTyalbHaA CHCTeMa, 0alleCOBChKa Mepeka JIOBIpH, IIarHOCTUKA, POTHO3YBAHHSI.
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AOCHIKEHHSA TAPAMETPIB IIEPETBOPEHUX BJIOKIB IN®POBOI'O
30BPAKEHHSA 1JI51 BUABJIEHHSA TOPYIHIEHHSA MOT'O HIJIICHOCTI

1.I. BoGok

Haunionanenwuii yniBepcurer «Oznecbka [lomitexHikay,
npoct. Hlesuenka, 1, Oneca, 65044, Ykpaina; e-mail: onu_metal@ukr.net

[TpoGnema BUSIBIICHHS TOPYLICHHS LLTICHOCTI iHpOpMaLiiHOTO KOHTEHTY € OJHOIO 3
OCHOBHUX IpoOiieM cyuyacHoi iH(popmauiitnoi 6e3neku. HecaHkuioHoBaHe 3MiHEHUH
iH(pOpMAIIFHIH KOHTEHT IPHU HOro BUKOPHCTAHHI 3 HEPO3BAXKAIHHOIO METOI0 MOXKeE
NPUBECTH [JO KPUTHYHO HEraTHBHHX HACIIAKIB AK JUI1 OKpeMHUX JIIOIEH,
MiIpUEMCTB, O0aHKiB, GipM, Tak i M0 KatacTpo(iuHUX HACTIAKIB IS JIOJACTBA B
oMy, SIKIo Kibeparaku OymyTh crupsMoBaHi Ha cdepy BIHCHKOBOI ramysi,
E€HePreTHKH, XIMIYHOI IPOMHUCIOBOCTI To1o. CBiTOBa HAyKOBA CIIJIBHOTA MPHUIIIISE
Oarato yBark TpoOJeMi BHUSABJICHHS TMOPYIICHb IUTICHOCTI iH(OpMamiitHIX
KOHTEHTIB, 30KpeMa LU(pOBUX 300pakeHb, L0 PO3MIAAIOTHCS B poOOTI, aje
OCTaTOYHOTO0 PO3B’sI3KY Lisl IpobieMa He Mae, 33/1a4a YAOCKOHAJICHHS MiJXOJIB Ta
METOMIB EKCIIEPTH3M IUIICHOCTI IM(POBUX KOHTEHTIB 3aJIMILATHCS aKTyaJbHOIO.
Mertot0 poOOTH € JOCIHIIKEHHS! MOMJIMBOCTEH YIOCKOHAJIECHHS ICHYIOUOT'O IMiJXOTy
JI0 BUSBIICHHS HECAHKIIOHOBAaHMX 3MIH LU(POBHX 300pa’keHb, 3aCHOBAHOTO Ha
aHaJi31 CUHTYJISIPHUX YMCEN 1 CHHTYJISIPHUX BEKTOpPIB OJIOKIB BiIOBiIHOT MaTpuili,
IUIIXOM JOCTI/DKEHHSI BIIACTHBOCTEH OJIOKIB, OTPpUMaHUX 3 BUKOPHUCTaHHSIM
PiI3HOMaHITHHX TIEPETBOPEHb, IO BiAPIZHAIOTHCS BiJ 3aNMpPONOHOBAHWUX paHiIe.
JlocmimkeHi BIACTUBOCTI OJIOKIB, OTPUMAHHMX NUIAXOM 3arajibHOi CHMETpH3allii, a
TaKOX LIJIIXOM 3aIllPOIIOHOBAHUX IIEPETBOPEHB, PE3YJILTATOM SIKHX € HECUMETPHYHI
MaTpWIli, IO MOXYTh BHKOPHUCTOBYBaTH JOBUIbHY KIUIBKICTH M MaTpPHIIb-
MHOXHHKIB. BcTaHOBIEHO, IO Ui MiABUIICHHS €()EKTHBHOCTI IiITBEPIKESHHS
30epeKeHHsT LIUTICHOCTI 300paKeHHS Ma€ CEHC BHUKOPHCTOBYBAaTH CHMETPHU30BaHI
0JI0KM Npu m=2, HECUMETPHU30BaHI - IPU M=3, aje 3 ypaxyBaHHSIM NPIOPUTETHOCTI
BUSIBJICHHSI CaM€ MOPYIUEHHS LUIICHOCTI B 3arajJbHOMY BMIAJKy IepeBary Tpeda
BiJUIaTH IIEPETBOPEHHIO CUMETpU3allii 3 m=2.

Karouosi ciaoBa: minmicHicTh 1MGPOBOTO 300pa’keHHS, MOPYILIEHHS LiTICHOCTI,
CUHTYJISIPHE YHUCJIO, CHHTYJIIPHUI BEKTOD, Yy TJIMBICTh 10 30ypIOIOUMX JIiH.

Beryn

[Ipobnema BUSABICHHS TMOPYIIEHHS IUTICHOCTI 1H(GOPMALIHHOTO KOHTEHTY €
OJIHOIO 3 OCHOBHUX TmpoOsieM cydacHoi iHdopmariiinoi  Oesmeku  [1,2].
HecankiionoBano 3MiHEHHMH iH(pOpMaLiiHUI KOHTEHT NpU HOro BUKOPUCTaHHI 3
HEPO3BaXXaJIbHOIO METOK MOXE IMPHUBECTH 10 KPUTHYHO HEraTUBHUX HACTIJAKIB K JUIS
OKpeMUX JIIOJIeH, manpueMcTB, OaHKiB, pipM B BUTJIAAI KOMIIPOMETAIlii IEpCOHAIBHUX
JAaHWUX, MaTepialbHOTO, EKOHOMIYHOro 30uTKy [3,4], Tak 1 40 KaracTpodidyHUX
HACIIAKIB Ui JIIOJCTBAa B IIJIOMY, SIKIIO Kibeparaku OyayTh CHpsMOBaHI Ha cdepy
BIMCHKOBOI Tajy3i, €eHePreTUKH, XIMIYHOI TIPOMHUCIOBOCTI TOIIIO, IO MOXKE MOCTABUTH
mijg 3arpo3y KHUTTA JIoJe B ycboMmy CBIiTi. [H(oOpmallis Ha ChOTOIHIIIHINA JE€HB CTae
HalOpOXKYHMM 1 Hai3aTpeOyBaHIIIMM TOBapoM [5].

CBiToBa HayKOBa CIUIBHOTA MpUIUILEe OaraTo yBaru mpoOiemMi BUSBICHHS
MOPYIIEHB IITICHOCTI 1H(QOpMAIIHHUX KOHTEHTIB, 30KpeMa nmudpoBux 300paxens (113),
10 BiOYBAIOTHCS B pe3yibTaTi pisHOMaHITHUX 30ypHHX il [6-8], ane ocTaTO4HOTrO
PO3B’A3Ky 1Ll pobiema He Mae. bigblie Toro, Ha HOIVIAJ aBTOpa, BOHA MPHHLUIIOBO
B3arajli He MOXX€ OyTH BUPILICHOIO OCTaTOYHO, OCKIJIBKH PO3BHUTOK iH(MOpMAIiifHUX
TEXHOJIOT1H, Teopii 1H(opmaIliiiHoi O6e3neKkn MPHUBOJIEC 10 YAOCKOHAJICHHS CITOCOOIB Ta
METOIB, 10 BUKOPUCTOBYIOTHCS [UII HECAHKI[IOHOBAaHMX 3MIH KOHTEHTIB, a METOIU
BUSIBJIGHHA — L€, SIK MpaBWIO, BIJANOBIIb HAa HOBI «BUKIMKM». Tomy 3amaya
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YIIOCKOHAJIEHHS MiIXOIB Ta METOMIB €KCIEePTHU3HM LITICHOCTI HU(PPOBUX KOHTEHTIB,
3okpema I3, mo 1 po3rusamarTbcsi B PoOOTI, CHOTOAHI 1 3aBTpa 3aUIIATHCS
aKTyaJIbHUMHU.

HemonasHo B po6oTtax [9-14] OyB 3anmponoHOBaHMI HOBUW MiAXia A0 BUPIIICHHS
npo0aemMu BUSBICHHS MOpYIIeHHs 1iticHocTI L3/kaapiB nuppoBoro Bigeo, 3aCHOBAaHHHA
Ha aHani31l BnactuBocTed cuHrymsapuux yucen (CHY) 1 cunrynspaux Bektopis (CHB)
[x]-610KkiB MaTpuLi HU(POBOr0 KOHTEHTY, OTPUMAHUX HUISAXOM CTaHIAPTHOI pO30MBKHU
roro matpuili [15], mo € pe3ynpbTaTOM HOPMAIBHOTO CHHTYIISIPHOTO po3kitananHs [10]:

B=UZV", (1)
ne B — [x[-6mokx, U, V — opToroHainbHi [X/-MaTpwHIli, CTOBMI SKUX Ul,...,U; 1 V1,.. -
BIJIMOBIAHO JiBi (JekcukorpadiyHo noaatHi) i npasi CHB B, X = dzag(cs ( )

6,(B)>..20,(B)>0 —CHY B.

B mexax migxomy O0yno mepBicHO BctaHOBIEHO [9-10], mo ais 6imbInocTi 010KiB
OinbIIocTi opuriHanbHuX 13 Mae Miciie CriBBITHOIIIEHHS:

u, o)~ 2lv,0)~ £(n%e,), @
cs=(cs1 (B),GZ(B) G, YeRl — Bekrop CHY B, ”G” — HOpMaA O,

Z(ul,c), 4(\/1,0) - BEJIMUYMHM KYyTIB MK BEKTOpaMM u, 1 G v, 1 G BIINOBIAHO,

= (1/ N ,1/ VI 1/ N )f eR’ - n-onTUManbHUHi  BekTOp  mpoctopy R,
e =(1,0,...,0)E R - MEepIIui BEKTOp CTaHAApTHOTO Oasucy R', A(no,el) - KyT Mix
BEKTOPaMHU no,el.

Ynockonanennss miaxomy [11-14] mpuBeno g0 BCTaHOBIEGHHS (akTy, IO
CHIBBIIHOIIIEHHS

L(Lzl,c:s)z Z(vl,czs)z A(no,el), 3)
we o=(6H(B)o(B)..o (B /|(o3(B).03 B). ... (8)]

O1TBIIOCTI GJIOKIB OpUTiHANBHOTO L3, OTpUMaHUX HUIIXOM CTaHAAPTHOI PO3OMBKH HOTO
MaTpHIll, TPH bOMY PiBHICTH B (3) Mae MicIie A OLIbIIol KiTbKOCTI OJIOKIB OLTBIION
KUTBKOCTI opuriHanbHuX L3, HiXk B (2).

3raganuil migxing noOpe 3apekoMeHayBaB ce0e IMpH 3acTOCYBaHHI B 3ajayax
CTEraHoaHaji3y, 30KpeMa YHIBEpCAJIbHOTO, MPH BUSBJICHHI PE3yJbTATIB HaKJIAJaHHS
pI3HOMaHITHUX IIyMiB, po3MHTTA I3, BusABIEHHI OJOKOBOI OOpPOOKH, JOKAJIHHHX
MOPYIIEHB MUIICHOCTI 300pakeHHs TOIO0. BpaxoByrouu 11e, a TaKoX Te, 0 pe3yIbTaTH
fioro poboTu mpu peainizaiii B KOHKPETHUX EKCIIEPTHUX METOJIaX He € a0COTIOTHUMH,
TOOTO TaKWMMH, IO B3arajli HE MOXKHa TIOKPAIIUTH, AaKTyaJIbHUM € ITHTaHHS
YIOCKOHAJIEHHS 1[BOTO TMIAXOAY JUIS MiJABHINEHHS e(EeKTUBHOCTI BiIMOBIIHUX
eKCIIEpTHUX METO/IIB, 1110 Ha HhOMY 0a3yIOThCS.

Memoto pobOTH € JOCHIKEHHS MOXIJIMBOCTEH YIOCKOHAJCHHS IMiIXOIy
BUSIBJICHHSI TopymieHb nuticHocTi 113, 3acHoBanoro Ha anamizi CHY i CHB 6mokiB
matpumi [[3, mmsxoM  JOCHIKEHHS  BIACTHBOCTEH  OJIOKIB, OTpUMaHUX 3
BUKOPHUCTAHHSIM TIEPETBOPEHb, 0 BIAPIZHAIOTHCS BiJ] 3alIPOTIOHOBAaHMX paHiie [11-14].
OcHoBHuI1 MaTepiaj

[TepeTBopeHHsIMU OJIOKY B, 110 BUKOPUCTOBYBAIUCS MPHU yaOoCKoHaIeHH] [11-14]
eKCIEepTHOro Miaxoay, 3acHoBaHoMy Ha aHanizi CHY i CHB 6nokiB marpumi L3, Oynu
JIBI CUMETpHU3aIlii y BUTJISAIL:

, BUKOHYETHCA JIA

B—BB", B—>B'B,
SIKI TIPUBOJIVIIA JIO TiJBUIICHHS €(DEKTUBHOCTI €KCIIEPTH3HU IUTICHOCTI, B MOPIBHSAHHI 3
aHaJi30M MapaMeTpiB MojaHoro 61oky B, 3aBasku Tomy, mo CHY o, (BBT ), o, (BT B),
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i= ﬂ, MaTpHIlh BB", B'B BigpizHsutucs Bix CHY B BiAMOBIIHO A0 CITIBBIIHOIIECHHS:
o, (BBT)= o, (BTB)= 6,’(B), a CHB BB", B'B, mo onsouacHo Gynu i BiacHHMH
BEKTOpaMH, CITiBMaaaiu 3 JiBuMH, mpaBumu CHB B BiamoigHo.

Cumerpu3anisi ONOKy B 3arajJlbHOMY BHUIJISIII MOXKe OYTH TIpejacTaBieHa
HACTYITHUM YHHOM:
B — BB'"BB"..BB", B —> B"BB"B..B"B, 4)
Jie KUTbKICTh MHOXKHUKIB-MaTpHIlh B MIPaBUX YaCTHHAX MEPETBOPEHH (4) mopiBHIOE 2K,
ke N, N — MHOXWHa HaTypalbHHX uwncen. JliiCHO, SKIIO € JesKa CHMETPUYHA

matpunss A= A", To MHOXeHHS ii Ha ceOe JOBiNBbHY KiNbKICTH pa3iB 3allMIIUTH
pe3ynbTyiouy Matpuiio cumerpuunor: (AA..A) = A"A"..A" = AA..A. B wmamomy

BUNAAKY: A= BB", A=B"B. Bunukae THWTaHHI: Yd MpUBEAEC 10 HACTYIHOTO
MOKpAIEHHsI €KCIIePTHOro Miaxoay aHajiiz OsokiB I3, oTpuMaHMX 3a JOIOMOTOIO
nepeTBopeHs (4) 3 k>17
Teepoacennsa 1. [Ins matpunis (4) MarOTh MiCII€ HACTYITHI CITiBBTHOIICHHS:
c,(BB"..BB")=c,(B"B..B"B)=c*(B).i=11, 5)
niBi 1 mpaBi CHB marpwuii BB"BB"...BB", mo omnovacHo € ii BIacHUMH BEKTOpPaMHU,
criBnaznaroTk 3 nisumu CHB marpuni B, a nisi i npasi CHB matpuni B'BB'B..B'B,
10 OJJHOYACHO € 11 BJJACHUMH BEKTOpaMHU, CHiBIaaaoTh 3 npasumu CHB matpwurti B.
Jlokaz. Tloxaxemo, mo ans matpuii BB'BB'..BB" wmae wmicie nactymme
CIIiBB1/IHOIIICHHS:
BB"BB"..BB" =UL*U" . (6)
2k muoorcHuKie
Ckopucraemocss  Jis  IOTO  TPUHIUIOM  MaTeMaTHYHOI  IHAYKIIII.
BuxopucroBytouu (1), miist k=1 otrpumaemo:
BB" =UXU". (7)
[punyctumo, mo g peskoro k=n  piBHiICTE (6) pgoBemeHa, TOOTO
BB'BB"..BB" =UX*U". Tlepeipumo (6) mns k=n+1, BHKOPUCTOBYIOUH
21 MHOMNCHUKIG

npUnymeHas inaykuii i (7):

BB"BB"..BB" = BB"BB"..BB" BB =U™U"BB" =Us*U"ULU" =Uz*"U"

2 (n+1 ) MHOJICHUKIG 21 MHOMCHUKIG

Takum unHOM, criiBBigHOMmIEHHS (6) Mae Mictie it Vk € N .
AHAJIOTIYHUM YMHOM, BUKOPUCTOBYIOUH PiBHICTh, OTpUMaHYy 3a fornomoroio (1):
B'B=vz*V", (8)
MOJKHAa MOKasaTd, mmo mia wMatpumi B'BB'B.B'B  wmae wmicue HacTymHe
CIiBBiIHOIICHHS:
B"BB"B..B"B=Vx*VT. 9)
2k muoorcnuxis
CmiBBigHomensast (6), (9), BpaxoByroum BiactuBocTi wMartpuue U,V , X,
BU3HaYeHUX s (1), € HOPMATPHUMH CHEKTPATbHUMH (OJHOYACHO 1 CHHTYJISIPHUMH)
PO3KJIaAaHHSAMM JUIsI MaTPHUIb BB'BB”...BB" , B"BB"B...B"B BIZAIIOBIHO, 3 YOTrO
BUIIJIMBAE PiBHICTH (5) 1 BACHOBOK TBepKeHHs s ix CHB.
Bianosignictes Mk CHY momanoi 1 mepeTBopeHoi MaTpuIli OJIOKy B, aHajoridyHa
(5), Oyne matu miciie i B BUNIAJIKY IIEPETBOPEHb MATPHII BUIY:
B —> BB"BB"..BB"B, B — B"BB"B...B"BB", (10)
Jie KiJIbKICTh MHOXHMKIB-MaTpULb B IpPaBUX YacTHHaX mneperBopeHb (10) mopiBHIOE
2k+1, ke N . 1ns (10) Mae Miciie HaCTYyITHE TBEPIKEHHS.
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Teepoacennsa 2. [Ins matpuis (10) MaroTh Miclie CIiBBITHOIIICHHS:
c,(BB"..BB"B)=c,(B"B..B"BB" )=c"(B), i=11, (11)
niBi i nmpaBi CHB wmarpumii BB "BB"..BB"B chiBmamaroTh BiAMOBIAHO 3 JIBUMH i
npasumu CHB matpuni B, a nisi i npasi CHB marpuni B' BB'B...B" BB cniBnanarots
3 npaBumH 1 JliBumMu CHB maTpuiii B BiANIOBIIHO.
/loxa3. AHanoriuHO 0Ka3y TBEp/HKEHHS | 3 BUKOPUCTAHHSAM CITiBBifHOMIEHD (7),

(8) Ta HacTynHMX, OTpuUMaHuX 3 ypaxysauuam (1): BB'B=UxV", B'BB" =V>’U" .

[osnaunmo Bextopu CHY  wmarpuus BB'BB"..BB", B'BB'B..B'B,
B"BB"B..B"BB", BB"BB"...BB" B HACTYIHHMM YHHOM:

Oprp 575 = (GI(BB BB)’ ’G/(BB BB))T ( ’ »0 )r Ospr 557 = O(g)n

Gyry yruy =01 (B"B..B"BB")...c,(B"B..B"BB" ) = (Gfk”(B) ..... cs,”‘*‘ B) =0, .., = Gy

B 6noxax opurinansHoro 13 Mae Miciie criiBBiAHOIICHHS:
6,(B)>>0,(B)>..>0,(B)>0. (12)

[Tpu minHecenni o crymnens 2k/2k+1 CHY B npu o6uucnenni CHY matpuns (4), (10)

BignoBigHO 10 (5), (11) 3MenmaTscs mani (MeHmi 1) 1 30uTbmaTses Benuki (Ourbmi 1)
3HAYCHHsI, mie Oinpine BimokpemuBmK MakcumanbHe CHY Bim ycix iHmmx. [lpum

HOpPMYBaHHI BeKTOpiB cs( o) O yaser) » PESYIBTATOM HOTO Oyze BEKTOp
—(2k+1)
(Zk 2k , O _G (2/<+1 (2/<+1)
—(2k) (2k+1) . .
nepuri KOMIIOHEHTH © ,G BUSBIIATBCA ONMKYMMHU 10 OJMHHMLI, HDK Hepui

KOMIIOHCHTHU BCKTOpa G, a OCTaHHI MOXYTb BHUABUTHCS 3HAYHO OmmKue a0 O, HIX

OCTaHHI KOMIIOHEHTH G, II0 HIPUBOJUTH JO HACTYIMHOTO TBEPMKEHHS, IO €
y3arajqbHEHHSIM BHCHOBKIB, peacTaBieHux B [11,14].

Teeporcenna 3. ]Jlna OnokiB opuriHaipHoro 113, oTpumaHux B pe3yibTari
CTaHJapPTHOI PO30MBKHM MOT0 MAaTPHIIi, MA€ MICIIE€ CITiBBITHOIICHHS

Le,0")< Ze.o" )< e, o). (13)
SIKIO p > M .
Jlokasz. Hexait o = 4(61:(_5)a tomi [11,14]:

cosa =

\/01 -1-(52 B)+...+G,2(B) '
Hexait 8, = L(el,c_s(m)). Toni

cos B,

2m (jiln (B) 2m ’ (14)
\/Gl -1-(52 (B)+ .40, (B)
[IpaBa vactuna (13) mpu m>1 BumIMBae 3 BiAmoBigHOTO TBepkeHHS [11,14].

Jliey vactuny (13) oTpumaeMo HUISIXOM MigHeceHHs JiBoi 1 mpaBoi wactuH (14) y
KBaJpaT 1 po3risily 00EpHEHOr0 JO OTPUMAHOTO 3HAYECHHS:

2m 2m 2m 2m 2m
L _o (B)+o, 2(f)+ 40 "(B) _, (0:B)), (au(B) (15)
cos B(m) G, (B) g (B)

Koxen npi6 B npagiit wactuHi (15) 3a10BOIbHSIE YMOBI:

O£M<l,i:2,l.

GI(B)
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BpaxoByroun BIacTUBOCTI TMOKAa3HMKOBOI (YHKINI 3 OCHOBOIO, IO MEHIIEe

OJIMHUIII, MAEMO TIPH p > M :
2 2m
(Gi(B)j ”{c;(B)J iy 16)

S, (B )
3 (16) BumnBae:
1 1

2 < 2
cos” B, cos” By,
3 ypaxyBaHHsM Toro, mo CHY Oyap-skoi MaTpHIll € HEYYTIUBUMH 110 30YpHUX [IiH,
T00TO KyTH P(,), B(,,) - TOCTPI, MaeMO:

By <Buys

= cos’ By < cos’ By -

110 i moTpiObHO OyII0 T0BECTH.
B [12], BpaxoByrYHM aKTyaJbHICTh OI[IHKM YYTJIWBOCTI [JIi TApaMeTpiB, IO
aHA3YIOThCA B MEXax IMIAXOAY, IO PO3TJISNAETHCS, AN BHUSBICHHS IOPYIICHHS

nimicaocti 113, Oynmo moxkaszano, mo HopMoBanmii Bektop CHY o, mo Biamosimae
Ix]—06noky B, Oynyun HEUyTIMBHM, Ma€ OUIbIIY YyTIMBICTb A0 30ypHUX Iiil, HIX

TaKOX HeuyTIuBUii HopMoBanuii Bektop ¢ CHU martpuni BB' (B' B). Y3aransHeHHAM
IbOT'O € HACTYIHE TBEPJXKEHHS.

—(m)

Teepoicenna 4. YyTtnuBicTb HOPMOBAHOTO BEKTOpa G € MEHIIoI 3a

YYTIUBICTh G 1 CHAa€E 31 3pOCTAaHHSM 7.

Jloka3. JloBeneHHs Tepuioi 4aCTUHU TBepDKeHHs aHanoriuHe [12]. Hexaii B
pe3yibTati 30ypHOi aii 6ok B 3a3HaB 30ypeHHS AB, pe3yiabTaToM 4oro € 30ypeHuit
6ok B 3 CHY o, (B + AB) i =1,]. Jlns BiAMOBiTHUX TepeTBOpeHUX 010KiB (4) abo (10)

(m)

—(m)

30ypeHHsI BiliO’€ThCS HAa BEKTOpI G , SKUA B pe3yjibTari CTaHe Gi = 1 Oyne
00YHNCITIOBATHCS HACTYITHUM YHHOM:
m m
- (c B+ AB)....c B+AB)
636(7”) — 1 ( ) l ( ) (17)

\/clzm(B+ AB)+...+ 5, (B +AB)

(m)

OUIHUMO YyTJIMBICTE G~ 32 JIOHOMOIOH KyTa MOBOPOTY Y(,) MIK BEKTOpaMH

o™i 5™ (17):

c_s(m),ggﬁ(’”) c,” (B)Glm (B + AB)+ .to) (B)Glm (B + AB)

oo Vor (B)+ .+ 0" (B) o' (B+ AB)+...+ 0" (B+ AB)

cos(y(m))z , (18)

ne (,) — CKaJIIpHUH JOOYTOK BEKTOPIB-apTyMEHTIB.

[TeperBopeny BinmoiaHo 3 (4) ado (10) marpumo 650Ky B Oynemo mo3Hayatu
(B)('"), e m BKa3ye Ha KUIBKICTh BUKOPHUCTAHUX IIPU TEPETBOPEHHI MAaTPHIlh-
MHOXHUKIB. Hexait p>m, 106TO p=m+c, ne c>0, cos(y(p)) BHU3HAYHMO

BianosiaHo A0 (18). Toxi:

cos(y(p)) _ (GI"W (B)o,"“(B+AB)+...+5,"(B)s," (B + AB))
cos(Vw) 2" (B)+ ...+ 62" )(B) o B+ AB)+...+ 62" (B + AB)
y Jo2"(B)+...+02"(B) \Jo?"(B+AB)+...+ o>"(B+AB)
(6,"(B)o," (B +AB)+...+0,"(B)s," (B+AB))

X
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BpaxoByroun chiBBiIHOIIEHHS MiX MaTpuuHOIO HOpMoro dpobeHiyca i CKIIaZOBUMHU
CHUHTYJISIPHOTO CIIEKTpY Matpuili [12], ocTaHHE CIiBBIIHOIIEHHS! MOYKHA MPEJACTABUTH Y
BUTJIISAL:

cos(y,) _ (o, (B)o,"(B+AB)+...+5,"(B)o,"" (B+AB))
coS(Y(m)) (B)("”C) . H(B + AB)WC)

[(2)")], & +a2)"],
(6,"(B)o,"(B+AB)+...+0,"(B)s," (B +AB))
BpaxoByroun, o Hopma @pobdeniyca 1o0yTKy MaTpHIlh HE MEPEBUINYE TOOYTKY

HOPM MHOXHHKIB [16], a TakoX, II0 HOPMH MOJAHOI 1 TPAHCIOHOBAHOI MAaTPHII
CIIBMAAAIOTh, 3 (19) orpumMyemo:

cos{y(,) _ (o ’”“(B)Gl’”*“(BMB ‘- +G/"”(B)cf,’"”(B+AB))
cos(y(n) (B)(’" (B+AB)" | JB+a8))
H (B+AB)" )F
o7 (Blor (B+AB)+ .0/ (Blo," (B+8B))
(Gl"”C(B)Gl"”C(B+AB)+...+cslm”(B)cs,"”C(B+AB))
(0" (B)o" (B+AB)+..+," (B)o," (8+4B)|(B)] |(B+a8) |
(o (B)o, (B4 AB)+... 45, (B)o," (B + AB))
(6, (B)o,"(B+AB)+...+5,"(B)o,"(B+AB))B||B+ AB
N c,"“(B)s,"“(B+AB)
" (0,"(B)o,"(B+AB)+...+5,"(B)s," (B +AB))
BpaxoByroun (12), BH3Ha4YeHHS CIEKTpPaJIbHOI MaTpudHoi HopmHu [16],

NOPIBHSAHHICTh CHEKTpaIbHOI MaTpu4yHOi HOpMU 1 HOpMu Dpoleniyca st OJIOKY
opurinansHoro 13 [12], 3 (20) otpumyemo:

COS(’Y(F)) >
COS"Y(m) ,

c$1m+c(B)(jlm+c(B + AB) N Glm+C(B)Glm+C(B + AB)

F

(19)

Z

(20)

>

. =

F

“ 67 (Blor (B+AB)+ ..+, (Blo," (B +AB)) o7 (B)o," (B + AB)

m+c m+c

IIBI

BAB|

TOOTO
COS(’Y(p)) >1
COS"Y(m) ’ -
10 1 MOTPiOHO OYJI0 TOBECTH.

Ockineku mipu  mepetBopeHHsiX (4), (10) CHB meperBopeHHMX MaTpHIb
BinnosinaroTe CHB Gnoky B, To iX peakiis Ha 30yprorouy miro AB B Mexax B i
MEPETBOPEHUX MATPUIlb OyJe BU3HAYATUCS OJTHAKOBO.

3 MOBeJIEHUX BUIIE TBEP/KCHb BUIUIMBAE ICTUHHICTD

—(m)

Teepoorcenna 5. Ins Onoxy B 300paxkeHHs Napa BEKTOPIB u,,6 € OLIbII

CTiiKOI0 10 30ypHMX 1iif, HDX Hapa u,,G y TOMY pPO3yMiHHi, IO B pe3yJibTaTi
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30ypro04oi il BEJIMYMHA KyTa MiX ul,c(m) 30ypUTBhCSI MEHILE, HIX MIX u,, G, IpU
IIBOMY IIS CTIHKICTB Oy/Ie 3pOCTaTH pa3oM 31 3pOCTAHHSM 1.

3 BpaxyBaHHSIM BHUILEHABEIEHOTO MA€ MICIe HACTYITHA TeopeMa.

Teopema. CriiBBiTHOIIICHHS

A(MI,G(M))z L(VI,E(m))z L(no,el), 21)

BUKOHYEThCA JJIsi  OLIbIOCTI  OJOKIB  opuriHampHOTO I3, OTpMMaHMX NUITXOM
CTaHJApTHOI PO30MBKM HOro Marpuii, mpud IbOMY piBHICTH B (21) mae micue s
OUIBIIOT KUTBKOCTI OJIOKIB O1IBIIOT KUIBKOCTI opuriHanbHuX L3 mpu m > 2, HiX npu
m=2.

TakuM YMHOM, 3 TOYKM 30py OTPUMAHMX TEOPETUYHUX pe3yJbTaTiB,
BUKOpUCTaHHA nepeTBopeHs (4), (10) mis k >1 ouikyBaHO MOBHHHO JaTH IiBUIIEHHS
e(heKTUBHOCTI METOIB eKkcnepTu3u muricHocTi 13, mo 0a3yroThCcs Ha MAXOMdl, SKUN
po3risiiaETbes B poOOTi, B YACTHHI MIATBEPIUKEHHS 30€peXEHHS 300paKEHHSIMHU
[UIICHOCTI.

JUis  mpakTUYHOT  TepeBipKM  BHUCHOBKY  TeopeMu OyB  IPOBEICHHIA
00UYHCITIOBAIBHUM €KCIIEPUMEHT, B sikomy Oyio 3amistHo 1000 I3 posmipom 400x400
mikceniB: 500 113 3 6a3u NRCS [17], 500 I3 3 6a3u img_Nikon D70s [18].

ImrocTparis, sika Mae THUIOBUN XapakTep, 1 MIATBEP/KYE BHUCHOBOK TEOPEMH,
HaBeneHa Ha puc.2 s 13 (puc.1), [ =4.

Puc.1. Tecrose 113
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Puc.2. Imoctpartis BUKOHAHHS criBBigHOIICHHS (21) A opuriHainsHoro 113 mpm
—()
PI3HUX 3HAYEHHSAX M. a — aHANI3YIOThCS BEKTOPH ul,G, 0 - BeKTOpH u,,C ; B -

—0) —0)
BEKTOPH u;, G ;T - BEKTOPH u,, G

Ax BunmHO 3 puc.2(0,B,I'), XapakTep 3MiH TiCTOTpaMU XOdYa 1 BIJMOBiJIa€ TeopeMi
(301IBIIICHHS 3HAYCHHS B MOJI1, SIKa CITIBITaJIa€ 3 A(no,el)), ayie KiJIbKICHO I1i 3MIiHU TIpH
m>2 € He3HAYHHMH, aX 70 HenmoMmiTHUX (mopiBH. puc.2(B), puc.2(r)). Lle mae
nosicieHHs. J[ificHO, TMOYMHAIOYM 3 JESAKOrOo 3HAa4eHHS m > 2, BiJOKPEMIIEHICTh
MakcumanpbHoro CHY Gioky (B)('”) CTa€ HACTUIbKU BEJIMKOIO, IO MPU HOPMYBaHHI
BiAnoBinHoro Bekropy CHY oTpuMyeThest BEKTOp e, 1 MOJalbIE MiABUICHHS CTYEHs
m TYT BXK€ HIYOTO HE 3MIHIOE JJISl CTYNEHs1 OJMM3bKOCTI HopMoBaHoro BekTopa CHY i
e, . HaiiOinpmmii edekt TyT nocsraerbes Ipu MEpexoal BiJ aHali3y BEKTOPIB ul,c_s hi ()

) () . )
BEKTOPIB u,, G . AJe, 5K MOKa3ye OOYMCIIOBAIbHUN €KCIEPHMEHT, Ul ITiJABUIICHHS

e(EeKTUBHOCTI MPH BCTAHOBJIEHHI opuriHagbHOCTI 1[3 (3HM)KEHHI MOMHIIOK 2-TO poIy
JUTSI BIATIOBITHUX €KCIIEPTHUX METO/IIB) Ma€ CEHC BUKOPUCTOBYBATH m =3 .

[TigBuIeHHST CTIMKOCTI Mapu BEKTOpPIB ul,cs( ) pa3oM 3i 3pOCTaHHAM m Ma€ 1
HEraTHBHI HACNiJKU B CBITJII TpoOiemu, 1o po3riasaaerses. JlificHO, 3HMKEHHS
YyTIWBOCTI 0 30ypHUX i CHOpUsie TIABUIIEHHIO €()EeKTUBHOCTI BUsBIeHHA 113,
IUTICHICTh SIKMX TOpyIIeHa He Oyna, ane Ie 3HMKEHHs JCNI0 YCKIATHIOE BUSBICHHS

. - o . (m)
3miHeHux L3. JlificHo, 4uM cTilikilia napa u,,G , THM MEHIIIE BOHA «pearye» Ha Oyb-
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Ky 30ypHY [0, YTPYIHIOIOYHM TOUIYK BJIACTHBOCTEW BIAMOBIAHUX TicTOrpam, sKi i
BKa3ylOTh Ha II€ HOPYIICHHS, [0 3HAWIUIO CBOE IMIATBEpIKCHHS HA TPAKTHII B
pe3yibTari O0YMCIIOBAIBHOTO €KCIIEPUMEHTY, B skoMmy Oymu 3amisHi 1000 113,
omucaHuX BuIe. Lmroctpaliisi mboMy HaBeaeHa Ha puc.3 mia Toro x L3 (puc.l), sxe
BUKOPHCTOBYBAJIOCS B OPUTIHAJIBHOMY BHIVIAII Ha puc.2. B sxocti 30ypHOi aii TyT
BUKOPHCTOBYBAJIOCh HAKJIAJAHHA TayCCIBCBKOTO IIYMY 3 HYJbOBUM MaTE€MAaTHYHUM
ouikyBanHaM 1 D=0.005.
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Puc.3. T'icrorpamu 3Hauenp kyTiB (21) mnsa L[3, midicHIiCTH SKOTO MOpYIIEHA: a —

. - —() —0)
aHaNI3yIOThCA BEKTOPU u,,G; O - BEKTOPH u,,G ; B - BEKTOPH u,, G ; I - BEKTOpH

—(5)
u,o

Haii3Ha4HINIOW TYT € peaklis mapu BEKTOPIB u,,C 1 u,, G(Z) , Ka MPUBOAUTH 10
3MiHH TTOJIO’KEHHS MOJI TiCTOrpaMH B pe3yibTati 30ypenss L3, a npu m > 2, mona He
3MIHIOE CBO€ TIOJIOKEHHS BIJIHOCHO TOTO, SIKUM BOHO Oyio juisi opuriHaibHOro I13. 1
X04Ya TiCTOrpaMH OpHUriHAIBHOTO 1 30ypeHoro 113 HaBiTh Ipu CHiBHAAIHHI MO 3HAYHO
BIJIPI3HAIOTHCS (TMOpiBH. puc.2(B) 1 3(B); puc.2(r) 1 3(T)): 3HAYCHHS TiCTOrpamMu B MOJIi
meHIe it 30ypeHoro L3 maibke B 3 pas3u, Bennka KUIbKicTh 06J10KiB 30ypenoro 13 mae

. —(m) o ) )
KyT MK 4, ', m>2, OMU3bKUI 0O MOAH, IO € OYIKyBaHUM 1 BUIuMBAc 3 [11-14],

aJie TIPH BiJICYTHOCTI TiCTOrpaMu BiAMOBiAHOTO opuriHaisHOro 113, 110 € cTaHnapTHOO
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CHTYyalli€l0 Ha NPaKTUII MpH TNPOBEIEHHI EKCHepTH3M LITICHOCTiI, BCTAaHOBHUTHU ii
nopyiieHHs: Oy/e TyT CKIaJHilIe, HK y BUNaaAKy m = 2. [ligBuIIeHHs CTIHKOCTI mapu

—(m

u, G , 10 Ma€ Micle 31 3pOCTaHHAM m, € OUeBUAHUM 1 y Bumazaky L3, mimicHicTbh

SKOTO TOpYIIeHa: MOJa He TUTbKU HE 3CYBa€ThCS 3 MICIS Z(nO,el), ayie ¥ 3Ha4YeHHS

ricrorpaMu B Moji 3pocTtae (quB.puc.3(B, T)).

TakuMm YWHOM, Ha TNPaKTHUIIl HE Ma€ CEHCY MiJBMUIIYBAaTH 3HAYCHHs m Oiblie
JBOX, 10, IMJABUIIYIOUA OOYMCIIOBANIBHY CKIQIHICTh TMporecy ekcneptusu 113,
NPUHIUIIOBO HE 3MO’KE MOKPAIIUTH €()eKTUBHICTh EKCIIEPTHUX METO/IiB, 3aCHOBAaHHUX Ha
pPO3TIISTHYTOMY  MIiAXOJi, 3MEHINYIOYH KUIBKICTh TIOMHJIOK JPYroro poay MpH
OUiKyBaHOMY 301JBIICHHI KIIBKOCTI TOMUJIOK TIEPIIOTO POY.

BucHoBkHu

B poboti mpoananizoBaHi pi3HOMaHITHI NepeTBOpeHHs Matpuli Onoka L3 3
METOI0 iX BHKOPUCTAHHS JJIS IMiJBUIICHHS €QEKTHUBHOCTI eKCnepTu3u IiicHocTi 113,
mo Oa3yerbcsi Ha anami3i BrmactuBoctred CHY i CHB OnokiB MaTpuili KOHTEHTY,
OTPUMAaHMX NUIIXOM ii cTaHgapTHOI po30MBKU. BcTaHOBieHO, MO IS TiABUIIECHHS
e(eKTUBHOCTI MiATBEpPKEHHs 30epekeHHs HuticHOCTI 1[3 Mae ceHc BUKOPUCTOBYBATH
nepeTBopeHHss Buay (4) npu m=2, Buay (10) mpm m=3, ame 3 ypaxyBaHHSIM
NpPIOPUTETHOCTI BHUSBICHHA CaMe NOPYUICHHS IUIICHOCTI B 3arajlbHOMY BHIIAJKy
nepesary Tpebda BijjgaTu neperBopeHHto (4) 3 m=2.
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INVESTIGATION OF THE PARAMETERS OF THE CONVERTED BLOCKS
OF A DIGITAL IMAGE TO DETECT VIOLATIONS OF ITS INTEGRITY

1.I. Bobok

National Odesa Polytechnic University, ave. Shevchenko, 1, Odesa, 65044, Ukraine
onu_metal@ukr.net

The problem of detecting the integrity violations of information content is one of the main problems of
modern information security. Unauthorized modified information content when used for non-
entertainment purposes can lead to critically negative consequences for individuals, enterprises, banks,
firms, and catastrophic consequences for humanity as a whole if cyber-attacks are directed at the military,
energy, chemical industry, etc. The world scientific community pays a lot of attention to the problem of
detecting the integrity violations of information content, in particular digital images considered in the
work, but this problem does not have a final solution, the task of improving approaches and methods of
examination of the integrity of digital content will remain relevant. The aim of the work is to investigate
the possibilities of improving the existing approach to detecting unauthorized changes of digital images,
based on the analysis of singular values and singular vectors of the blocks of the corresponding matrix, by
studying the properties of the blocks obtained using various transformations that differ from those
proposed earlier. The properties of the blocks obtained by general symmetrization, as well as by the
proposed transformations, which result in asymmetric matrices that can use an arbitrary number of m
matrix-multipliers, are investigated. It has been established that to increase the effectiveness of
confirming the integrity of the image, it makes sense to use symmetric blocks at m=2, non-symmetrized
blocks at m=3, but taking into account the priority of detecting integrity violations, in the general case
preference should be given to the symmetrization transformation with m=2.

Keywords: digital image integrity, integrity violation, singular value, singular vector, sensitivity to
disturbances
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VYJIOCKOHAJIEHHS METOJIY BUSABJIEHHS TA JOKAJIBALI
OBJIACTEN KJIOHYBAHHS B IIU®POBUX 3065PAKEHHAX

P 1. Bacanartiii, B.I. Marpoc, O.1O. JIe6enena, [I.A. MaeBchkuii

Haunionanenwuii yniBepcurer «Oznecbka [lomitexHikay,
npoc. lleBuenka, 1, Oneca, 65044, Ykpaina; e-mail: vasroma4@gmail.com, matros.s.od@gmail.com

PosrmsimaeThcsi  yMOCKOHANCHHS METOJy BUSIBICHHS Ta JIOKawizarii oOmacreit
KIIOHYBaHHS B ITU(GPOBHUX 300pakeHHAX. 3HAYHY POJIb Y CYydaCHOMY CBITi BiZirparoTh
nrdpoBi CUTHAIH, 30KpeMa, U(POBI 300paXKeHHSI, 1110 BUKOPUCTOBYIOTHCS Y HAYIII,
MEIUITNHI, CYIOBUX PO3Tisiaax, mpeci Tomo. ChOTOaHI Kamepa € Y KOKHOTO, SIKITIO
OISt 3HaYYIIa, TO Y BaIIOMY PO3MOPSKEHHI ONMHATHCA TUCsUi hororpadiii. [Ipote
3MiHuTH ororpadito myxe npocro. Lle MoxyTs 3poduTn HaBiTh Jdro0uTeni. Yacto
Taki (anbcudikanii MpakTHYHO HEMOXKIIMBO BUSBUTH HE030poeHHM OoKoM. OpHi€0 3
HaiJacTille BHUKOPHUCTOBYBAaHMX omepauid mix yac Qanbcudikanii nudposux
300pakeHb € oIeparisi KJIOHYBaHHS, y XOJl sIKOi BiZOYBaeThCsl 3aMiHa YacTUHU
u(dpPOBOTO 300paKEHHS, YACTHHOIO TOTO K IH(ppoBOro 300pakeHHs. B poOoTi
PO3TISAAAETHCS METO/ BHUSBJICHHS Ta JIOKaTi3allisi o0JacTe KIOHYBaHHS Ha OCHOBI
koedimienTy kopensii Ilipcona. ¥ 06a30BoMy METOIli BUKOPHCTOBYIOTHCS OJIOKH
po3mipoM 8xX8 SK KOMIIPOMiC MiK YacoM OOpoOKHM 300pakeHHS Ta TOYHICTIO
BHUSBJICHHS 00JIacTeHl KIIOHYBaHHs. 30iMbIICHHS po3Mipy OJOKY J103BOJIUTH
MPUCKOPUTH PoOOTYy 6a30BOro MeroAy. IHIIMM HampaBieHHSIM YJOCKOHAIICHHS
METOJy BHUSBJICHHS Ta JIOKaji3alil KJIOHOBAaHMX OJIOKIB MOXHAa BBa)KaTu
BUKOPHCTAaHHS MapKepiB. Mapkepu — 1ie 3a31aj1eri/ib BU3HaUEeHI IiKcesl B OJIOKY, sIKi
BUKOPHCTOBYIOTBCSL [UISi BHM3HAUEHHS NEPCIEKTHUBHOCTI OJIOKY /ISl BUSIBICHHS
obunacTi KJIoHyBaHHS. B po0o0Ti 3anpornoHoBaHO MapKepH Ul KBaJApaTHUX OJIOKIB Ta
610KiB ckianuoi ¢popmu. Ilix Gnokamu cxiiagHoi Gpopmu B poOOTI MpUitHATH OJI0KK
SIKI CKIIQJAIOTHCS 3 BIAMOBIMHOTO HAOOPY MIKCENIB, SIKi BHKOPUCTOBYIOTBHCS ISt
BHUSBJICHHSI Ta JIOKaji3amii oOyacteidl kioHyBaHHS. HaBOIATBCS OCHOBHI KpPOKH
YIAOCKOHAJIEHOTO METONy BHSBJICHHS Ta JOKalizamii oOiacTedl KIOHYBaHHS B
muppoBux 300pakeHHAX. OIMHKY €(QEeKTUBHOCTI  yJOCKOHAJCHOTO METOAY
BHSBJICHHSI Ta JIOKaji3allii o0jacTeil KIIOHYBaHHS BHKOHAaHO Yy BHUMIpIOBaHHI dacy
BHSIBJICHHS Ta JIOKai3allii o01acTel KIIOHYBaHHS 0 yIOCKOHAJICHHS Ta IMicIs.
KurouoBi ciioBa: 300pakeHHs, Gambcudikaiist 300pakeHb, BUIBICHHS KIOHYBaHHS
oOnacrei, 6JI0KH CKJIaIHOT POpMHU.

Beryn

CycninbCcTBO BCTYMUIJIO Y HEPIOJ CBOTO PO3BHUTKY, SIKHUW Ha 3arajibHy AYMKY
MOXKHa HasBatu iHQopmauidHuMm. [Iporec BrpoBakeHHS HOBUX iH(pOpMAIIHHUX
TEXHOJIOTIM y BCl cpepu >KHUTTS CyCHUIbCTBA HEMUCIUMHUN 0O€3 BHUPIIICHHS MUTaHb
iH(popMariifHo1 Oe3neku, 30KpeMa MUTaHb, MOB'I3aHUX 13 3a0e3MeueHHIM/BUSIBICHHIM
MOPYIIEHB IITICHOCTI MU(PPOBUX KOHTCHTIB.

Y cydacHOMY HHQPOBI TEXHOJOTIi CTald HEBIJ €MHOIO YAaCTHHOI KHUTTS
monuau. Y cepsici Google Images Ha chOTOMHINTHIN J€Hh MOXKHA 3HAUTH Oumbme 136
MinbapaiB ¢otorpadiii. KokeH pik mo BcbOMy CBITY poOnsaTh mnpubnuszno 1,72
Tpuibiioran (otorpadiii. KoxkeH neHb KOpUCTyBadl IHTEPHETY IIIATHCS MIX c00010 3,2
MiITbSpAaMu 300pakeHb. Uepes 11e B IHTepHETI JIErKO 3ITKHYTHCA 3 (haabcudikoBaHUMH
300pakeHHSIMU, HaBITh Y IOBIPEHUX HOBUHHHUX BUJAHHAX, OCKUIBKH Y BUTbHOMY JOCTYII1
3HaXOJAThCA Taki rpadiuni pegakropu, sk Adobe Photoshop, Figma, GIMP ta Photo Pos
Pro.

Y nam vac mudposi 300paxkeHHs (L[3) mMoxyTh Oyt TpoCcTO 3MiHEHI 3a
JIOTIOMOT'OF0 KOMIT IOTEpiB Ta penaryBaHHs ¢ororpadiid, Tomo. Lli 3MiHM BIUIMHYTH HA
JOCTOBIPHICTh 300paKe€Hb y 3aKOHOAABCTBI, momitumi, 3MI, mpomucIoBOCTI Ta
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MEHIIHHI.

danpcudikaliis — e MaHIIyJsAii 3 TUGPOBUM 300paKCHHM, III00 MPUXOBATH
NEeBHY 3Hauyylly abo KOpHCHY iH(opmario 300pakeHHs. BusiBienns Qanbcudikarii
M(ppoBUX 300paKEHb € OJIHIEI0 3 HAUOLIBII KPUTHYHUX aHATITUYHUX MPAKTHK y HAIl
gac. Yepes me 3poctae HEOOXiNHICTP y €QEKTUBHUX METOJaX BUSIBJICHHS
banbcudikoBaHOTO 300paKEHHS.

OpnHiero 3 HaiuacTime BHKOPHCTOBYBAHUX omepamii mif yac Qambcudikarii
nudpoBUx 300pakeHb, peasli3oBaHOl y BCIX TpadiyHMX peAaKTopax, € omneparis
KIIOHYBaHHS, y XOJi sKoi BiAOyBaeTbcsi 3amMiHAa 4YacTUHU (YacTUH) HHPPOBOTO
300pakeHHS, YaCTUHOIO (YaCTHHAMH) TOTO K IIU(DPOBOTO 300paKEHHSI.

UYepe3 3araibHOAOCTYIHICTh MPOTPAMHOTO 3a0e3MEueHHs, W0 JI03BOJISE
00pobnatu 1 penmaryBatu 113, a Takox y 3B'I3Ky 3 PI3HOMAHITHICTIO CIOCOOIB iXx
danscudikarii, 3pocrae HEOOXIIHICTh Y BIAOCKOHAJICHHI ICHYIOUHX Ta PO3pOOIl HOBUX
METO/IB BHSBJICHHS MOpYIICHHS MuIicHOCTI [[3, mo € 000B'I3KOBOIO CKIIAIOBOIO
YaCTHHOIO Oy/b-SKOT Cy4acHOi KOMIUIEKCHOI CHUCTeMH 3axucry iHdopmarii. Tomy
3pOCTa€ aKTYalIbHICTh METOJIB BHUSBIICHHS TOPYIICHHS MUIICHOCTI [H(POBHUX
300paKeHb.

ITocTanoBka 3aga4i Ta MeTH XOCTiAKEHHA

VY poborti O6yne posrnsgatuck Qanbcudikamis nudpoBUX 300pakeHb METOA0M
KJIIOHYBaHHS, Ky MOXKHa pealizyBaTh y Oyab-sSKOoMy TpadidHOMY pemaakTopi 3a
JOTIOMOTOI0 1HCTPYMEHTIB BHJAUIEHHS 00J1acTi, KOMiIOBaHHS a00 3a JOTIOMOTOI0 1HIINX
iHcTpyMeHTIB. Tak B rpadiunomy pemaktopi Adobe Photoshop mis mux mineir MoxkHa
BUKOpPUCTOBYBaTH Taki iHCTpyMeHTH sk Llltamn (Clone Stamp), Ilen3ens BiHOBICHHS
(Healing Brush) i Jlatka (Patch). [{is 6ib1n BAaioro KJIOHYBaHHS 3TOBMUCHUKH TaKOXK
MOXyYTh BukopuctoByBaTH ['ymka (Erase) u Posmurrsa (Blur) ans «3amitanns ciizniB»
cBo€l panbcudikartii.

Merto1o poOOTH € MiABHIIEHHS e(EeKTUBHOCTI METO/ly BHSBIICHHS Ta JIOKaTi3allii
obyacTell KJIOHYBaHHS B NHUPPOBUX 300pAKEHHSX MIIAXOM HOro Momudikarrii,
3aCHOBAHOT Ha BUKOPUCTaHHI MapKepiB.

JI71s1 MOCSATHEHHS MOCTaBJICHOT METH HEOOX1THO BUPIIIUTH TaKi 3aB/IaHHS:

- OTJIAJ METO/IIB Ta 3aC001B BUABIICHHS Ta JIOKaJi3allii obJacTeil KIOHYBaHHS

B IIU(PPOBHUX 300pAKEHHSIX;

— MIpOaHaJIi3yBaTH METOJI BUSBIICHHS Ta JIOKaJIi3allii 00sacTel KIIOHYBaHHS B
UPPOBUX 300paKEHHSAX Ta MPOBECTH BHOIp MapkepiB asi OJOKiB, fKi
BUKOPUCTOBYIOTHCSI JIJIsl BUSIBIICHHS o0JacTelt danbcudikarii,

— BUOIp BUIY CKJIATHUX OJIOKIB JIJIsl BUSIBJICHHSI 00JIaCTei KIIOHYBAaHHS,

— YIOCKOHAJIEHHSI METOY BUSIBJICHHS Ta JIOKaTi3allii 001acTeil KIIOHYBaHHS B
U (POBHUX 300pAKECHHSIX;

— mporpamMHa peaiizallis YJ0CKOHAJICHOTO0 METOTy BUSBIICHHS Ta JIOKaJIi3allii
obyacTell KJIOHYBaHHS B ITU(POBUX 300paKEHHSAX Ta OIIHUTH HOTO
e()eKTUBHICTb.

ITin edexTuBHICTIO B I1iii POoOOTI OyAEeMO PO3YMITH 3MEHIIICHHS 4Yacy pOOOTH
METO/Y BHSIBIICHHS Ta JIOKati3amii objacTeil KIIOHyBaHHS B HU(PPOBUX 300paskeHHSIX.
OcHOBHA YacTHHA

Jlnst 3aXKCTy Ta BUSBJIICHHS NMOPYIIEHHS HisicHOCTi LI cTBOPIOIOTHCS BiAMOBIAHI
METOJM Ta aITOPUTMHU, SIKI TIOAUISIOTHCS Ha JB1 BEJIHMKI KaTeropii: akTUBHI, MacuBHi. B
aKTUBHHUX MeToJax Jesika iHdopmarlis monepeanbo BrpoBamkyeThes y LI Ilacuhi
METOJM JTO3BOJISIIOTH MiATBepaAuTH IimicHicTh L[l abo BusBuTH ii mopymeHHs 6e€3
BIIPOBA/KEHHSI J0JaTKOBOT iH(opMarltii. ¥ poOoTi po3risiiaTUMyTHCS TAaCUBHI METOTH.

Buxonsuun 3 HaityacTimmx omeparlii, Mo 31IMCHIOITHCS 3aco0amu rpadiuHux
penakTopiB Haa MUGPOBUMHU 300paKeHHIMH MiJ yac ix Qanbcudikarii, 3a crmocodoM
cTBOpeHHS 111 (hanmbcrdikariii Mo)KHA PO3OUTH HA TaKi KaTeropii:
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— KJIOHYBAHHS — KOJIM OJIHA 00J1aCTh 300payKEHHSI KOMIIOETHCS 1 BCTABIISIETHCS
B IHIITY 00J1aCTh IIbOTO 300payKEHHS,

- (hOTOMOHTaX — KOJIU BHKOPHUCTOBYIOTHCS YAaCTUHU JBOX YH KUIBKOX
300pakeHb /JIsi CTBOPEHHS HOBOTO 300paKCHHSI,

- 00poOka — KoM 300pakeHHs a00 HOro YacTHHH MiJAAlOThCS TaKUM
orepairisM, SK 3MiHa MacmTady, MOBOPOT, PO3SMUTTS, 3MiHA SICKPABOCTI,
KOJIOPY TOLIO.

[Tpu migpoOii obracTelt KIOHYBaHHS OJIHA YaCTUHA 300payKEHHS KOMIIOEThCS Ta
BCTaBJISIETHCS B 1HIIIE MICIIE TOTO CaMOro 300pakeHHsI, 00 MpUXoBaTH iH(opMaIliro abo
3MIHUTH 3HaYeHHs 300pakeHHs [ 1]. OTxe, Mi>K OpUTTHATHHOO Ta KIIOHOBAHOIO 00JIaCTIO
ICHye CHJIbHA KOPEJSIis, SIKy MOXXHAa BHKOPHUCTOBYBATH SIK JIOKa3 Ui BUSBICHHS
MiIpOOKH KOTIOBaHHS-TIEPEMIIIICHHS.

IcHYIOTB Pi3HI METOAIB BUSBJICHHS 00JacTeil KIOHYBaHHA, SKi CHHPAIOTHCS Ha
pi3HI KOMIIOHEHTH, HANpPHUKIAJI SCKPaBICTh IMIKCEIeH ab0 CHHTYISIpHI 4HUCa, Pi3HI
YCKIIQHEHHS, Hanpukiaa ¢panbcudikamis 6e3 101aTkoBoi 00poOKH abo 31 30epekeHHIM
y dopmarti 3 BTpaTtamu. KoxxeH MeTo ] BUSBIICHHS 3aJICKUTh BiJl TIOCTABJICHOI 3a/1a4i: YH
TO 00pPOOHTH SKOMOTa MIBUIIIIE, YU TO OOpOOUTH SIKOMOTa TOYHIIIIE.

OmHuM 3 TEPCHEeKTUBHHUX [UJIl  YIOCKOHAJeHHA Ta Moaudikaiii MeToiB
BUSIBIICHHS KJIOHOBaHUX 00JIacTell € METO]] BUSIBICHHS Ha OCHOBI KOS(IIIEHTY KOPEISIii
[Tipcona.

Koedimient kopemnsuii [lipcona (mo3Ha4amTh «1») — B CTAaTHCTHUIII, MMOKA3HHUK
KopeJsinii (JIHIAHOT 3aIeKHOCTI) MK JIBOMa 3MiHHUMHU X Ta Y, sIKWid HaOyBae 3HaYeHb
Big —1 1o +1 BrimoyHO [2]. BiH mIMPOKO BUKOPUCTOBYETHCS B HAYII AJISI BUMIPIOBAHHS
CTYTCHS JIIHIHHOT 3a7I€)KHOCTI M)XK IBOMa 3MiHHUMH.

Koedimient xopemnsuii [lipcona Mix JBOMa 3MIHHUMH JTOPIBHIOE CyMi JOOYTKiB
BIJIXWJICHB, TIOJIUICHIH Ha TOOYTOK iX cTaHIapTHUX BiaxmieHb. Hexai, € a1 BuOipku x™
=(Xly eee Xm), " = (Y1, ..., Ym), TOAI KOEPimieHT KOpensii [TlipcoHa po3paxoByOTh 3a
dbopmymoro 1:

AL DOi- )
P EE O — PR (i — §)?
ne X, y — BubipkoBi cepeani XM 1y™.

Jlnst ipenicTaBieHHs UGPOBOTo 300paXKEHHSI PO3MIPOM 11 X M MIKCENiB B poOOTI
BUKOPUCTOBYEThCS: N X m — matpuii R, G, B (komipHa cxema RGB); n X m — marpurs
sckpaBocTi Y (kosipHa cxema YUV).

Y po6oTi [3] mporoHy€eEThCS METO/ BUSBJICHHS 00JacTel KIOHYBAaHHSI IUIIXOM
BUKOpUCTaHHA KoedimienTa [lipcoHa sSKuil Mae HACTYIHI KPOKU:

1.  Tlepeectu 3006paxkenHns 3 pexxumy RGB 1o YUV.

2. IniniamizyBatu o0nacTh, M0 TpeOa BUSBUTH Res = © Ta po30UTH MAaTPHILIO
SICKpaBOCT1 IU(PpOBOTO 300paKEHHSI HA MHOKUHY KBaJpaTHUX OJIOKIB, IO
nepetunaiothest, C = {Cy,Cy, ..., Cs}, Ui ¢; =Y, posmipom p X p
(TYyT KO>KHUIM HACTYITHHUH OJIOK BiAPI3HAETHCSA BiJ MONEPEIHBOTO 3CYBOM Ha
1 mikcenp BIIpaBo, BIIBO, BHU3 Ta yTOPY).

(1)

3. Koxwnuii 650k ci, 1 = 1, ..., s po3TIsHYyTH B mapi 3 ycima cj, j = i+1, ..., s,
BiMOBIIHO. J[711 KOXHOI TMapu poO3paxoBYETHCS KOEQIIIEHT KOPESIii
[Tipcona.

3.1 Sxmo xopensiis JopiBHIOE 1, TO OJIOKHM ¢; Ta ¢j — 1€ OpUTTHAIILHUN Ta
KJIOHOBAHUH, MICISL YOTO JIO0 PEe3yNbTaTy AOAAI0Thcs 00uaBa OJIOKU:
Res = Res V ci V ¢j.
3.2 Sxmo Kopensuis He JOPIBHIOE OAMHUIN, TO MEpEeHTH 10 HACTYIHOI
napu OJIOKIB.
4.  Bumectu 3HaiifeHy obnacts Res.
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ImtocTpatuBHUI mpUKIag poOOTH OMUCAHOTO 0A30BOTO METOAY BUSBICHHS Ta
JIoKai3aIii o0acTei KJIOHYBaHHS MPEICTABICHUN HA PUCYHKY 1.

a 0 B
Puc. 1. Pesynprar poboTn MeTOAy BUSBJICHHS Ta JOKami3alii obiacTeld KJIOHYBaHHS:
opuriHaibHe 300paxkeHHs (a); QanbcudikoBane (0); pe3yabTaT  BUSBICHHS
CTaHJApPTHUMH OJIOKaMH (B)

YV 6a30BOMY METO/Il BHKOPHUCTOBYIOTHCSI OJIOKH PO3MipoM 8X8 uepe3 KOMIIPOMIC
MIDX yacoM 00poOKH 300pakeHHs Ta TOUHICTIO BUSBJICHHS 00JIacTel KIIOHYyBaHHA. Xo4a
3MEHIIICHHS pO3Mipy OJIOKY T03BOJISIE YTOYHIOBATH 001acTh (pasbcudikariii, 4uM O1IbIIIe
3MEHIIYEThCA PO3MIp ONOKY, THM Oiiblne Oynae KiTbKiCTh MOMHIIOK IPYTrOTO pPOAY.
301IbIIeHHS pO3Mipy OJIOKY MPHUCKOPIOE poOOTY 6a30BOTO METOTY.

[HIIMM  HampaBJICHHSAM YJOCKOHAJIEHHS METOJy BHUSBJICHHS Ta JOKadi3aril
KJIOHOBaHUX OJIOKIB MOXKHAa BBaXaTH BHUKOPUCTaHHS MapkepiB. Mapkepu — 11e
3a3/1ajeriib BU3HaUeHi mikceni 000X OJIOKiB, AKi OyAyTh 3piBHIOBATHCH. J{J1s KBaJpaTHUX
0JIOKIB pi3HUX PO3MIpPiB B poOOTI OyII0 3aITPOIIOHOBAHO BUKOPUCTOBYBATH KYTOBI MIKCE1
y AKocTi MapkepiB (puc. 2)Omuodka! UCTOYHMK CCHIJIKM He Hali/IeH..

e S SSS e

Puc. 2. Mapkepu 610Ky kBagpatHoi popmu po3mipy 4x4, 8x8, 16x16

st 6;10Ki1B, po3MipoM 4x4 B SIKOCTI MapKepy IS MIOro 0J10Ka OepyThCsl JTUIIE
4 3HaYEHHS SICKPABOCTI, IO BIAMOBIAIOTH MIKCEISAM, SIKi 3HAXOASAThCS B KyTax Oyoky. Lle
3HAYHO MABUITUTE €PEKTUBHICTH pOOOTH aITOPUTMY BUSBIICHHS 00JIaCTEH KIIOHYBaHHS,
aJie Ko OpaTtu 6;10kHM po3MipoM 16x16, BusiBieHa 001acTh KIOHYBaHHS Oy/ie MEHILIOO,
HDK € Hacrpai. ONTUMaJIbHUM € BUKOPUCTAHHS MapKepiB JJIs KBaapaTHUX OJIOKIB
po3mipom 8x8.

[Tepen TuM sik BUpaxyBaTH Koe(iIll€eHT KOsl Mpyu MOPIBHSAHHI ABOX OJIOKIB,
OyzeMo TOpIBHIOBATH MK CO00I0 Mapkepu ONOKiB. SIKIIO Mapkepu y JBOX OJOKiB
CIIBMAMA0Th, TO MPHUIYCKAEMO, IO MAEMO CIPaBy 31 CXOXHMH (KJIOHOBAaHHUMHU Ta
OpUTiHAIBHUMH) OJOKaMH Ta TUIBKU TOMI OyJeMO BUpPaxoBYBaTH KOe(ilieHT KOpesii
JUTSL OCTATOYHOTO ITiITBEPPKEHHS IIHOTO MPHITYIIICHHS.

Toxi ymockoHanmeHuid MeTOA JUIsL BHSBICHHS Ta JioKamizauii oOiacreit
KJIOHYBaHHS OyJie MaTh HACTYITHI IIary:

1. ImimianizyBaTu 001acTh, MO Tpeba BUSBHTH TeS = () Ta pO30UTH MaTPHITIO
sckpaBocTi Y 1udpoBOoro 300pakeHHS HA MHOXHHY OJIOKIB, IO MEPETUHAIOTHCS,
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posmipom p X p mikceneir C = {cy, Cy, ..., Cs} Takux, mo: Ui—;¢; =Y, (TyT KOKHHI
HACTYIHUH OJIOK C; BIAPI3HAETHCA Bij OMEPEIHBOTO C;_1 3CYBOM Ha | ImiKcenb BIpPaBo,
BJIIBO, BHU3 Ta YTOPY).

2. Koxnuit 610k ¢;, © = 1,...,s, po3rysHyTH B api 3 ycima ¢j, j =i +1,..,s,
BiMOBiAHO. J{71s1 KOXKHOT mapwu:

2.1 lns koxkHOI mapu OJIOKIB ¢; Ta C;:

2.2 Orpumaru Habopu MapkepiB mc; Ta mc;. SIkmo Mapkepu mc; He
JOPIBHIOKOTL MCj, TO PO3IVIANATH HACTYNHY Tapy ONOKiB. IHaKIe BUKOHATH HACTYIHI
IIaru:

2.2.1 Pospaxysaru koedinieHT Kopenauii: cor = correlation(c;, ¢;).

2.2.2 Sxmo cor =1, To ONOKU C; H Cj SBISAIOTHCS OpUTIHAILHUM Ta
KIIOHOBAHUM,

res =resU ¢; Ug;.

3. BuBecTu 3Haiiieny o0acTh res.

PosrnsaeMo mpukiam pe3ynbpTaty poOOTH YIOCKOHAJIECHOTO METOMy. 3HaheH1
KJIOHOBaHI 00JjacTi mpu 3amyckax 0e3 BUKOPHUCTaHHS MapKepiB Ta 3 BHUKOPHCTAHHSIM
MapkepiB OyayTh OTHAKOBI (PUCYHOK 3).

= Ukt aine inlet nalional
e

SaaRAEEAAEE SENNENBRRARNAR
Bt Tup-

0 B
Puc. 3. Pesynbrar po6otu anroputmy: 300paskeHHs, 0 00poOIIsieEThes (@); MONIYK IO
0;i0kam 0e3 BUKOpHCTaHHS MapkepiB (0); momryk mo 6J10KkaM 3 BUKOPUCTAHHS MapKepiB

(8)

Oruinky e(heKTHBHOCTI YAOCKOHAJICHOTO METOAY BHSIBICHHS Ta JIOKaji3allii
obyacTell KJIOHYBaHHS BHKOHAHO Yy BHUMIPIOBaHHI 4Yacy BHUSBJICHHS Ta JIOKaJi3allii
obrnacteli KJIOHYBaHHS JI0 yIOCKOHANIEHHS Ta micis. Hikye B Tabnuii 1 HaBeneHi naHi
EKCIICPUMEHTY TSI IeIKUX 300pakeHb MTPU BUKOPUCTaHHI OJIOKIB 8X8.
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Taoauns 1
JlaH1 ekcriepuMeHTIB TPH BUKOPUCTaHH1 OJIOKIB 8X8
. UYac pobotu 6a30BOTr0O Hac podorn

Ne Pozmip MeTony YIIOCKOHAJIEHHOTO

300pakeHHs | 300pakeHHS (o H:MiHyT:CoKyHI) METOTY
) ’ (TOIMH:MIHYT:CEKYH]T)

1 240 x 480 00:09:44 00:00:54
2 272 x 400 00:21:59 00:00:49
3 320 x 880 00:47:52 00:03:51
4 320 x 832 00:39:43 00:03:27
5 272 x 704 00:21:00 00:01:49
6 320 x 480 00:14:30 00:01:11
7 880 x 512 02:03:02 00:10:07
8 240 x 512 00:08:28 00:00:44
9 240 x 352 00:05:41 00:00:23
10 176 x 352 00:02:17 00:00:11

Mapkepr MOkHa BUKOPHUCTOBYBATH HE TUIBKM JUISI KBaJpaTHUX OJIOKIB, a 1 JJIs
05okiB pi3HOiI Gopmu. B poboTi Takoxk posrisimanucs Omoku ckiagHoi dopmu. ITig
Oyiokamu cki1aHo1 popMu OyaeMO pO3yMITH OJIOKH SIK1 CKJIAJIAalOThCS 3 BiITOBITHOTO
HaOOpy MiKCeNiB, SIKI BUKOPUCTOBYIOTHCS UIsI BHSIBIICHHS Ta JIOKaji3amii oOmacreit
KJIOHYBaHHSI.

B po6oTi mpoBOIUBCS €KCIIEPUMEHT 3 BUKOPUCTaHHAM OJIOKIB CKJIagHOI (hopMH
po3mipom 16x16. B ekcriepuMeHTI BUKOPUCTOBYBAIMCH CKJIa/IHI OJIOKH Pi3HUX (GopM. 3a
pe3yabTaTOM EKCIIEPUMEHTY OyJO BHpIIICHO 3aJWIIWTH JJs BHSBICHHS oOjacteit
KJIOHYyBaHHS 3 0JI0KHU (PUCYHOK 4), 1e CIpUM TO3HAYEH] MIKCEeJi, 110 BUKOPHUCTOBYIOTHCS.

A
Puc. 4. Tunu 6510KiB CKIaIHOT hopMH

bnok A 3anummuBcs 16x16. Po3mip 6ioky B 3minuBest Ha 16x12, a 6moky C — Ha
12x12. KyroBi mikceni B 6J0kax mpuOpaHi, moo Kparie BiICTEKyBaTH HEPIBHI KOHTYPH
00J1aCTi KIIOHYBaHHS.

[IpoBoaMBCSl eKCIIEpUMEHT Ha NHQPOBUX 300paKEHHSIX 3 BHKOPUCTAHHIM
oOpaHux TumiB 670KiB. Pe3ynbraTi poOOTH BUKOPUCTAHHS OJIOKIB CKIaHOI (POPMH IS
BUSIBJICHHS Ta JIOKaJTi3allii objacTell KIIOHyBaHHS MTPOIEMOHCTPOBAaH]1 HA PUCYHKY 5.
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OB il

r i
Puc. 5. Pesynbrar BusBiIeHHs oOjacTell KJIOHYBaHHS 3 BUKOPUCTAHHSM CKJIQJHUX
0JI0KIB: opuriHabHE 300pakeHHs (a); (hanmbcudikoBane (0); CKIATIHUMHU OJIOKaAMH THITY
A (B); cxitagauMu 61okamu tuiy B (T); ckmagaumu 6mokamu tumy C (1);

Ockinbk 111 010KHM Kpatie ce0e MposBISAIOTH Ha IEPUMETpPi 001aCTi KIIOHYBaHHS,
TO, 00 YHUKHYTHM NYCTHUX AHUp, IO OyAyThb YTBOPEHI uepe3 BIACYTHICTb KYTOBUX
miKcemiB OJIOKY, TO Y MOAAIBIIOMY IO METOAY HEOOX1THO TOJIaTH TOAATKOBY MEPEBIPKY.
Sx11o KoediIieHT KOPENAIii MiXk IBOMa CKJIAJHUMHU OJIOKAaMH TOPIBHIOBATUME OJIMHHIII,
To Oyne mpoBeAeHAa JOJATKOBA IEpEeBipKa Ha KOPENSAIil0, BUKOPUCTOBYIOUM BXKE
KBaJpaTHI OJIOKH TOTO 3K PO3MIpY.

Jnst obpanux OyokiB ckiaaHoi (opmu Oyao BHUPINIEHO BHUKOPHUCTOBYBATH
MapKepH, SIKi MPOJIEMOHCTPOBAHO Ha PUCYHKY 6.

|| || |
_HE _NEEN
i N N NEEN
|| [] |
A B C

Puc. 6. Mapkepu 6710KiB cki1aiHO1 hopMHU

Pe3ynbratu exkcriepuMeHTIB 3 BUKOPUCTaHHS OJIOKIB CKJIaJHOI (OpMHU HaBeAEHI
HIDKYe y Tabmuii 2 Ta 3.
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Taoaunsa 2
Yac poboTtu MeToay 6€3 MapKepiB MPU BUKOPUCTaHH1 OJI0KIB cKJ1aaHOo1 hopmu y popmari
(I'T:XX:CC)

Yac pobotu
Howmep Posui ) OJI0K 0J10K 010K
03Mip . | KBagpatHi . . .
300paxKeHHs KBaJIpaTHi CKJIQIHOI | CKJIamHOl | CKJIIagHOI
0J10KU
6moku 8x8 bopmu bopmu bopmu
16x16
Ay A tuny B tuny C
1 301x235 | 0:03:08 0:01:36 0:01:44 0:01:49 0:02:26
2 352x176 | 0:02:27 0:01:17 0:01:13 0:01:29 0:01:56
3 256x208 | 0:01:56 0:00:57 0:01:07 0:01:07 0:01:27
4 216x216 | 0:01:30 0:00:40 0:00:47 0:00:47 0:01:09
5 704x272 | 0:25:06 0:12:25 0:17:40 0:17:10 0:18:05
6 880x320 1:02:02 0:26:20 0:44:54 0:37:54 0:43:31
7 832x320 | 0:49:50 0:23:19 0:28:38 0:28:03 0:41:06
8 512x240 | 0:11:34 0:04:57 0:06:39 0:06:01 0:09:58

SAx MoxHa MOOAYNTH, HABIAMIHHO BiJ KBaJpaTHUX OJIOKIB, IPU BUKOPUCTAHHI
CKJIAJTHUX OJIOKIB 00pOOKa MpOXOaUTh 3HAYHO MmBHUAIIE. [Ipn ToMy unM Oinbie po3Mip
300pakeHHs1, TUM OijbIna OyJie pi3HUL Yacy 0OpOOKH.

Tabauus 3
Yac poboTu MeTOly 3 MapKepaMu IPH BUKOPUCTaHHI OJI0KiIB CKiIagHOi popmu y popmaTi
(I'T:XX:CC)

Yac pobotu
. 010K 010K 010K
Howmep . . | KBaapartHi . . N
Po3mip | xBaapartHi CKJIQIHO1 | CKJIQJIHOI | CKJIaJHO1
300paxeHHs OJ10KH
Os10kM 8x8 dhopmu dhopmu dbopmu
16x16
Tany A tuny B tuny C
1 301x235 | 0:00:14 0:00:03 0:00:03 | 0:00:04 | 0:00:06
2 352x176 | 0:00:16 0:00:02 0:00:04 | 0:00:05 | 0:00:07
3 256x208 | 0:00:11 0:00:02 0:00:03 | 0:00:03 | 0:00:05
4 216x216 | 0:00:09 0:00:01 0:00:02 | 0:00:02 | 0:00:04
5 704x272 | 0:01:53 0:00:26 0:00:27 | 0:00:37 | 0:00:51
6 880x320 | 0:04:07 0:00:56 0:01:06 | 0:01:24 | 0:01:54
7 832x320 | 0:03:45 0:00:50 0:00:56 | 0:01:12 | 0:01:41
8 512x240 | 0:00:45 0:00:10 0:00:11 0:00:14 | 0:00:21
BucHoBku

3a pesynbpTaTaMu aHAII3y METOAY BHUSBJICHHS Ta JIoKami3amii oobmactei
KJIOHYBaHHA B LU(POBUX 300pakeHHSAX OyB MpoBeAcHUN BHOIp MapkepiB Ui
KBaJpaTHUX OJIOKIB Ta OJIOKIB CKJIagHOT (POPMHU, SKI MOXYTh BUKOPHUCTOBYBATHUCS IS
BUSIBIIEHHS oOacte (anbcudikarii.

VY 1ockoHanIeHO METO/ BUSBIICHHS Ta JOKaTi3allii 001acTeld KIIOHYBaHHS MUISIXOM
BUKOPUCTAHHS MapKepiB B MPOLECI BUSABJIECHHS 00JacTel KIOHYBAaHHS, 1O JO3BOJIHIIO
MIPUCKOPUTH Yac POOOTH METOTY.
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IMPROVEMENT OF THE METHOD OF DETECTION AND
LOCALIZATION OF CLONING AREAS IN DIGITAL IMAGES

R. Vasalatiy, V. Matros, O. Lebedieva, D. Majevsky

National Odesa Polytechnic University, ave. Shevchenko, 1, Odesa, 65044, Ukraine
e-mail: vasroma4@gmail.com, matros.s.od@gmail.com

The paper considers the improvement of the method of detection and localization of cloning areas in digital
images. A significant role in the modern world is played by digital signals, in particular, digital images used
in science, medicine, court proceedings, the press, etc. Today, everyone has a camera, if the event is
significant, you will have thousands of photos at your disposal. However, changing the photo is very easy.
Even amateurs can do it. Often, such falsifications are almost impossible to detect with the naked eye. One
of the most commonly used operations in the forgery of digital images is the cloning operation, in which a
part of a digital image is replaced by a part of the same digital image. The paper considers the method of
detection and localization of cloning regions based on the Pearson correlation coefficient. The basic method
uses 8x8 blocks as a compromise between image processing time and the accuracy of cloning region
detection. Increasing the block size will speed up the base method. Another way to improve the method of
detecting and locating cloned blocks is to use markers. Markers are predefined pixels in a block that are
used to define the perspective of the block to identify the cloning area. Markers for square blocks and blocks
of complex shape are proposed in the work. Blocks of a complex shape in the work are considered to be
blocks consisting of a suitable set of pixels, which are used to detect and localize areas of cloning. The main
steps of the improved method of detection and localization of cloning regions in digital images are
presented. Evaluation of the effectiveness of the improved method of detection and localization of cloning
areas was performed by measuring the time of detection and localization of cloning areas before and after
improvement.

Keywords: image, image falsification, area cloning detection, blocks of complex shape.
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IH(I)OPMAJ_III?'IHl TEXHOJIOT'Ti MPUMHATTSA PIIIEHD B POPMYBAHHI
€INHOI BA3U JAHUX OB'EKTIB-AHAJIOI'IB JOCJIIIKYBAHOI'O
OB'€EKTA

H. M. €pmiosa

ITpuaninpoBchKa AepkaBHa akaaeMis OyIiBHUIITBA Ta apXiTEKTypH
M. JIninpo, 49000, Byn. YepHumescbkoro, 24 a E-mail:
nersoval 07@gmail.com

ExcniepumeHT mocizae ocoOMBe MicIie cepell cnoco0iB OTpUMaHHS iHpopMallii mpo
BHYTPIIIHI B3a€MO3B'SI3KM SIBUIL y TPUPOJI Ta TeXHili. BinnmoBigHO yckiaaHEHHIO
JOCHIJDKYBAaHMX TIPOLECIB Ta SBHII 3pOCTalOTh BUTpAaTH Ha amaparypy Ta
MIPOBEJICHHS CKCIIEPUMEHTY. Y XOii BUMPOOYyBaHb 30MPAETHCS BEJIHMKA KiJBKICTh
eKCIIEPUMEHTAIILHUX JTaHWX, M0 MOTpeOyioTh oOpoOkM Ta aHamidy. [Ipu 1mpomy
TPUBATICTh aHAJII3Y, OCMUCIICHHS Pe3yJbTaTiB BUMPOOYBaHb Ta iXHHOTO OONIKY AJIS
KOPUTYBaHHS XapaKTEPHCTUK HOBUX BHUPOOIB ayxe 3HauHa. Ilig dac mpoBeneHHS
CIIOCTEPE)KEHb YW  CKCIEPHMEHTY Jy)K€ BaXJIMBO BimiOpatm MeToam Ta
IHCTpYMEHTaJIbHI 3ac00M 0O0pOOKM aHMX eKcriepuMeHTy. He3Baxarouu Ha Te, 10
nounHarouu 3 2001 poky B OaraTbox poOOTax JOBOIUTHCS €(DEKTHBHICTH IAKETY
ananizy Excel mis 00poOku naHMX eKCHepHMEHTY, A0Ci B HAYKOBiH Ta HaBYaJIbHIN
JiTepaTypi BUKOPHCTOBYETHCS IPU 00pOOL JAHUX CIOCTEPEKEHb Ta EKCIIEPUMEHTY
004YHMCIIeHHS! PO3PaXyHKOBUX 3HaU€Hb KPUTEPIiB pIBHOCTI JUCHEPCii Ta cepenHix 3a
¢dopmynamu, a BuOip iX KpUTHYHUX 3HauYeHb 3a TaOJUIAMU. [HIIOIO TpoOIeMoro €
dbopmyBaHHs BUOIpKM 3 BHOIPOK pI3HOTO OOCSATY TPSIMHM pPO3PaxyHKOM 3a
(dhopmynamu HaBiTh y cepenoBuii Excel. Y maniit poOOTi MPOMOHYETHCS METOIUKA
JIUCTIEPCIHHOTO aHaJli3y OJHOPIMHOCTI BHOIPOK Pi3HOTO 00CSTY 3 BUKOPHCTAHHSIM
iHCTpyMeHTIB makeTy ananizy Excel. [nctpyment «OmnucoBa cTaTUCTHKa» BUKOHYE
CTAaTHCTUIHY 00pOOKYy 0araToBUMIpHUX BHOIPOK Pi3HOT'O 0OCSTY Ta BUIA€ 3HAUCHHS
13 mapameTpiB, y TOMY 4YHCIi: CepedHE 3HAYCHHSA, MOJa, MeJiaHa, eKcIec,
ACHUMETPHYHICTh, JHcrepciss Ta oOcsar BuOipkH. 3a i€l iHQOPMAII€0 JErko
BU3HAYUTH PO3PaXyHKOBE Ta KPUTHYHE 3HAYEHHS CTaTUCTUK. KpuTH4HEe 3HAuCHHS
KpHUTEPiiB BU3HAYAIOTHCS 3a JIOTIOMOTOI0 CTATUCTHYHMX (PYHKLIH MaicTpa QYHKIIIH.
Buxigna iHdopmauis iHcTpymMeHTY «OaHO(AKTOPHUI JUCHEpPCIHHUNA aHawi3»
MICTHTh pO3PAaxXyHKOBE Ta KPUTHYHE 3HaueHHs [ — kpurepito ®imepa, o
JTIO3BOJISIE JIETKO TIEPEBIPUTH OJHOPIMHICTH BHOIPOK piBHOro oOcsTy. MeTomnka
3HAYHO CHPOIIyE Tporeaypy GopmyBaHHS €nuHOi 0a3u JaHWX 00'€KTiB-aHAJIOTIB
JTOCITIKYBaHOTO 00'€KTa.

KuirouoBi cioBa: eKCliepuMEHT, 00poOka JaHWX, IUCTIEPCIHHUN aHai3,
(hopmyBaHHs BUOIpKH, BUOIPKH pi3HOTO 00CsTY, MakeT aHami3y Excel.

Beryn

B Oarareox poGorax noBoauTbcs edekTuBHICTH makeTy aHamizy Excel mis
00pOOKM MaHMX EKCIIEPUMEHTY, aje J0Ci B HAyKOBIM Ta HaBYaJIbHIN JiTepaTypi
BUKOPUCTOBYETHCS MIPU 0OpOOIl JaHUX CHOCTEPEKEHb Ta €KCIIEPUMEHTY OOYHMCICHHS
pPO3paxyHKOBUX 3HAYEHb KPHUTEPIiB PIBHOCTI AMCHIEPCIH Ta cepenHix 3a ¢popMynamu, a
BUOIp 1X KPUTHYHUX 3HAYEHb 3a TaOMUIIMH. [HIIOIO mpolneMoro € (GopMyBaHHS
BUOIPKH 3 BUOIPOK PI3HOrO 0OCATY MPSMUM PO3paxXyHKOM 3a (opmymamu. Y naHii
po0OTI TPOMOHYETHCS METOJMKA JIUCHEPCIHOrO aHaiizy OIHOPIAHOCTI BHOIPOK
pi3HOTO 00CSTY 3 BHKOPHCTaHHSM 1HCTPYMEHTIB makeTy aHamizy Excel. [nctpymeHnTt
«OmnucoBa CTaTHCTUKa» BHKOHYE CTAaTHCTUYHY OOpOOKY OaraTOBHMIpHHMX BHOIpOK
pizHOTO 00CATY Ta BUIA€ 3HAUYCHHs 13 mapameTpiB, y TOMY YHCIIi: CEpPEIHE 3HAUCHHS,
MoJla, MefiaHa, eKCIeC, aCHMMETPHYHICTh, IUCHepcis Ta oOcsr BHOIpKH. 3a IIi€ro
iHpopMaIli€l0 JIETKO BHU3HAYMTH PO3PAXyHKOBE Ta KPUTHUYHE 3HAYCHHS CTATHUCTHK.
Kputnune 3HaueHHS KpUTEpiiB BU3HAYAIOTHCS 32 JJOMOMOTOI0 CTATUCTHUUHUX (PYHKITIH
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maiictpa  Qynkuii. Buxigna  indopmamis  iHCTpyMeHTY — «OaHO]akTOpHUI
JTUCTIEPCIHHNN aHai3» MICTUTh PO3PAXyHKOBE Ta KPUTHUYHE 3HAYCHHS [ — KpUTEPIto
dimepa, MO AO03BOJSE JIETKO MNEPEBIPUTH OJHOPIIHICTH BUOIPOK PpiBHOrO 0OCHTY.
MeTtoauka 3HaYHO CHPOIIYE TPOIEAypy (OpMYBaHHS €IWHOI 0a3uW JaHUX OO'€KTIB-
aHAaJIOTIB IOCIIKYBaHOTO 00'€KTa.

AHaJIi3 OCTAHHIX T0CTiIKeHb | myOaikanii

ExcnepumeHT mnocifae ocoOiuBe Micle cepel Croco0iB oTpuMaHHs iH(popmarii
PO BHYTPIIITHI B3aEMO3B'SA3KH SIBUI y MPUPOJII Ta TEXHIIll. BiAMOBIMHO yCKIaHEHHIO
JOCIIJIKYBAHUX TPOLECIB Ta SIBUIL 3pOCTAIOTh BUTPATH Ha amapaTypy Ta MpOBEIEHHS
eKCTIIepUMEHTY. Y  XOoal  BUNPOOYBaHb  30MpA€ThCsl  BEIMKAa  KUIBKICTH
eKCHEpUMEHTAIbHUX JIaHUX, IO MOTpeOyroTh 00poOku Ta aHamizy. llpu 1pomy
TPUBAJTICTh aHATI3y, OCMHUCJIEHHS PE3yJbTaTiB BUIPOOYBaHb Ta IXHBHOTO OOJIKY IS
KOPUTYBaHHS XapaKTEPUCTHUK HOBUX BHUPOOIB nyxke 3HauHa. [lig uyac mpoBeneHHS
CIIOCTEPEKEHb YW  eKCIEPUMEHTY JOYyXe€ BaXJIUBO  BigiOpaTd MeToAM  Ta
IHCTpyMeHTalbHI 3aco0u 0OpoOKM MaHMX eKkcrepuMeHTy. HesBakaiouum Ha Te, IO
nounHarouu 3 2001 poky B pobotax [5-6, 10] moBoauTHCS €(PEKTUBHICTH BUKOPHUCTAHHS
nakeTy aHanizy Excel nams oOpoOkuM 1aHUX €KCIIEpUMEHTY, 0 IMX Mip Yy HayKoBii Ta
HaBUaJBHIA JIiTepaTypl mpu OOpoOIll JaHUX CIIOCTEPEKEHb Ta EKCIICPUMEHTY
BUKOPHCTOBYETHCSI OOUMCIICHHS PO3paxXyHKOBUX 3HAYCHb KPUTEPiiB PIBHOCTI AucHepciit
Ta cepeHix 3a popMynamu, a BUOIp iX KpUTUYHUX 3HAYCHB 3a Tabnuisamu [1, 4, 7, 9].

[amoro npobaemoro € popmyBaHHS BUOIPKH 3 BHOIPOK PI3HOTO 00CATY MPSMHUM
po3paxyHkoMm 3a ¢opMmymnamu HaBiTh B cepenoBuili Excel. Iloctae muranss, uun He
MOXHa CIPOCTHTH 110 Tmporenypy? BusBnserbca, MoXHa, SKIO IS LBOTO
BUKOPHCTOBYBATH 1HCTpYMEHT «OMNHcoOBa CTATUCTHUKAY MAKETy aHaNi3y.

Meta po6oTn

Orxe MeToro AaHoi poOOTH € PO3poOKa METOMUKHU JUCIEPCIHHOTO aHali3y
OJTHOPIAHOCTI BUOIPOK Pi3HOTO 00CATYy 3 BHUKOPICTaHHSM HMHCTpYMEHTy «OmucoBa
CTAaTUCTUKA» MakeTy aHamuizy Excel.

OcHoBHA YacTHHA

Meroau mucnepciiHOTO aHali3y JO03BOJISIIOTH (OpPMYBAaTH €AUHY 0a3y MaHUX
00'eKTiB-aHAJIOTIB Ta OI[IHIOBaTH BEJIMYMHY BIUIMBY KOHKpPETHHX (DakTopiB Ha
JOCTII)KYBaHy Pe3yJIbTaTUBHY O3HAKY.

[Tixg yac eKCepruMEeHTY ISl KOKHOTO 00'€KTY 4acTO MOKHA 3MIPSTH (OTPUMATH)
3HAYCHHsI JIEKUTHPKOX O3HaK. Y pe3ysbTaTl BUXOAWUTH OaraToBUMipHaA BHOipKa. CMmci
00poOKkHM OaraToBUMIpHHX BUOIPOK IOJIATA€ y BCTAHOBJICHHI 3B'SI3KIB M O3HAaKaMHU.
Jlnst 1ipoT 0 iX AiNATH HA 03HAKW (DAKTOPHI 1 pe3yabTaTuBHI. DaKTOpHA O3HAKA BUKIUKAE
3MiHYy 1HIIUX, MOB'SI3aHUX 3 HUM, O3HAK. Pe3ynpTaTvBHA O3HAKa 3MIHIOETHCS Mif JTI€I0
dakTopHUX o3HaK. JlucnepciiiHuil aHami3 MPU3HAYEHUN JUISl KUTBKICHOTO JOCIIIKCHHS
BIUTMBY (DAKTOPHUX O3HAK Ha Pe3yIbTaTUBHY O3HAKY y pa3i MaJIux BUOIPOK.

Jlis TOpIBHSIHHSL BIUTUBY (DaKTOPHMX O3HaK Ha pe3yJbTaTUBHY O3HaKY
HEOOXIHUI TEeBHMH CTAaTUCTHMYHHMIA Marepial — KOKHOMY piBHIO (pakTopa MOBHHHA
BIJINOB1/1aTH MeBHA BUOIpKa 3HaY€Hb Pe3yIbTaTUBHOB 03HAKU. CTATUCTHYHUNA MaTepial
3py4YHO TMpeACTaBIATH y BUrisai tabmumi 1. Ilepmr HiX cyauTH mpo KUIBKICHUHN BIUTUB
¢dakTopa, HEOOX1THO BCTAHOBUTH HASBHICTH TAKOTO BIUIMBY. MOKJIMBO, PO30O1KHICTH
3Ha4YeHb PE3yJIbTATUBHOI O3HAKHU VIS PI3HUX PIBHIB (paKTOpa MOSCHIOETHCS €10 YUCTOT
BUIIAIKOBOCTI.

3arajbHe YUCIIO CIIOCTEPEKEHD N =1, + 1y +...+ 7,
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Tadoauus 1
MaTpuiis eKCIIepUuMEHTIB U1 OAHO(PAKTOPHOTO aHAII3Y
PiBHi akTopa (Homep BuGipkn)
1 2 P
3HaueHHs
_, X1 X2 X1p
pe3yIBTATUBHOI O3HAKH
X X

21 2 X,
xnll xn22 xn »

P

O6csr Bubipku n, n, n,

Ha crartuctuyHiil MOBI I1e IPUNYIIEHHS O3HAYa€ MEPEeBIpPKY OJHOPIAHOCTI BCIX
BUOIpoK Tabmuii 1, TOOTO MepeBipKy MPUHAICKHOCTI BCIX 3HAYEHb PE3yIbTATUBHOI
O3HAaKM OJiHI€] TeHepasbHOI CYKYHMHOCTi. OCHOBHOIO MpPOLEAYpPOI0 IHCIIEPCIHHOTO
aHaJI3y € MepeBipKa ITi€l TINOTE3H 3a JOTIOMOTOI0 CTATUCTUYHUX KPUTEPIiB.

JHlonyctumo (aktop A Mae p Pi3HUX PIBHIB, HA KO)KHOMY 3 SIKMX BUKOHAHO 7

crocrepeskenb. OTKke, criocrepiranocs N = pn 3HaueHb x; O3HAKK (BIacTHUBOCTI) X ,
ne i - Homep cnocrepekenns (i =1,2,...,n), j - Homep piBHSA dakropa (j =1,2,...,p).
IcHytoTh OHATTS [8]:

- 3arajibHa CyMa KBaJpaTiB - CyMa KBaJpaTiB BIAXHJIEHb BCIX MOMIJIMBUX
3HAYeHb O3HAKHM BiJ iX 3araJbHOTO CEPeTHHOI0 3HAYECHHS

n p _

2.

S=33(x; - %) (1)

i=1 j=1

- cyMa KBajpaTiB MiX Tpynamu abo 3a (akTopaMu - 3BaXKEHa Cyma

KBaJpaTiB BIAXWJIEHb CEpPEIHIX 3HAYECHb 3a TPyHaMH BiJ 3arajJbHOTO CEpPEIHHOTO
3HAUYEHHS

S, =n3(x, - X)*; 2)

- cyma KBaJpaTiB yCEepeauH1 IPYI - CyMa KBaJIpaTiB BiIXUJICHb MOMKIMBUX
3Ha4YeHb 03HAKHU KOXHOI Ipynu (piBHS (PakTopa) Bil CepeHbOTO 3HAUCHHS LI€T TPYIH

Sz =§nlzpl(x,-j—?_?,~)2, (3)

i=1 j=1

e x 19 X - BIANOBINHO CepeAHE 3HAYEHHS TPYMH 1 3arajbHE CEepeaHE 3HAYEHHS

pe3yIbTaTUBHOI O3HAKH, 10 BU3HAYAIOTHCS 32 POpMyJIaMu

n P
_ ,;x”. e _/z=1x'/ @)
X; P o
Jlist omiHKK BIUMBY (hakTopa CIiJi PO3KIACTH 3arajibHy CyMy KBaJpaTiB Ha
CKJIaJIOBi: CyMy KBaJpaTiB MiX IpymnaMu (3a GakTopaMmu) i cyMy KBaJpaTiB ycepeauHi
rpymn. OTxe

S=5+85,. (5)

Cyma S, BigoOpakae BIUIUB Ha pPe3yJIbTaTUBHY O3HAKY PiBHIB (hakTOpa, a cyma
S, - BIUIMB MOrpimHOcTed BUMIptoBaHb. Ockimbku S, =S-S5, T0 cymy S,
Ha3MBAIOTH III€ 3ATMIIKOBOIO CYMOIO KBaJpaTiB.
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Cymu xBagpatiBS, S,, §,I1eHI Ha BIANOBIAHI YMCIA CTYNEHIB CBOOOIM,

JAI0Th TPU HE3MileHi OLiHKY JucHepcii o> reHepanbHOi CyKYMHOCTI:

) S
§T=—; 6
= ©)
2= ™)
p—1
S S
L B ®)
p(n-1) N-p

[lepma omiHKa HAa3WBAETHCS 3arajbHOIO OIIHKOK Aucrepcii (a0o BHOIpKOBOIO
JUCIIEPCi€I0), Apyra — OIIHKOK aucrepcii 3a (akTtopamu (OIIHKOK AUCTIEpCii MiX
rpynamMu abo (GakTOpPHOI AMCIEPCi€r0) 1 TpeTs — 3aJIMIIKOBOIO OIIHKOI TUCTIEpCii
(omiHKOIO AUCTIEpCii ycepeauHi Tpyn abo 3aJIUITKOBOIO JIUCIIEPCIETO).

Jlnsi OpiBHSIHHA AMCHEPCii TBOX BUOIPOK BHKOPHCTOBYIOTH F — KpuTepii
dimepa. BusHayaioTh po3paxyHKOBe 3HAUE€HHS F — KpUTEPil0 Y BUTIISAAL BiAHOIIEHHS
O11BII01 TUCTIepCii 4O MEHIIOT

_s
F el 9)
Kpurnune 3HaveHHs - xpurepio (F),) o04ucaoeMo 3a  JI0MOMOIOKO

craructuuHoi ¢yskuii F .OBP.IIX(a;m,; m,). Yucno cryneHiB cBoOoaM NpUHMAIOThH
BIAMOBIAHO m, =n, —l;m,=n,—1 , ne n - obcar BuOipku. ['imoTe3a mpo piBHICTH
JUCTIEPCi MATBEPIKYETHCA, KO F < ka.

Jlns TOpIBHSAHHS JIBOX BHOIPKOBUX CEpeNHIX BHUKOPUCTOBYIOTH [  —
cratuctuky. Ilicas mepeBipkH TIMOTE3W MPO PIBHICTH JBOX BUOIPKOBUX IHUCIIEPCIH,

O0OUYHCITIOITh 3arajbHy IHUCIIEPCII0 JBOX BHOIPOK Ta pPO3paxyHKOBE 3HAYCHHS ! —
CTaTUCTUKH 32 (OPMYJIaMU:
2 _ m1S12 +m2S§ .

(10)

;= ()?1 _)?2) mn, /[(n, +n,)

(11)
Kpurn4He 3HaYeHHs ¢ - CTaTUCTUKU (7,,) BU3HAYAEMO 32 JOIMOMOIOKO

cratuctuyHoi ¢yHkmii CTBIOJJEHT.OBP.2X(a;m ). UYumcno crymeHiB cBoOOIU
m=m, +m, . 'inore3a npo piBHICTb CEPEIHIX 3HAUEHb MIATBEPIKYETHCS, AKILO |t| <t,.

Ha ocHOBi mucnepciiiHOro aHami3y MOXHA NpHHMaTH pIlIeHHs y 0ararbox
rajy3sx HayKH Ta npakTHKu. OcoOIUBO 1€ BaXKJIMBO NIPU CTBOPEHHI HOBUX Martepiais,
BUPOOIB, TEXHOJOTIYHUX MPOIIECIB Ta 1H., KOJU € Mayio iH(opMaIllii mpo BIACTUBOCTI
00'eKTa, 110 TOCIIKYETHCS.

B nmaniit crarti posrasgaroThes iH(OpMaIliiHI TEXHOJOTIT MPUUHSATTS PIIICHb
npu GopMyBaHHI €IUHOI 0a3M JaHUX 00'€KTiB-aHAJIOTIB TOCIIKYBaHOTO 00'€KTa.

Mana Bubipka MICTHUTh Majio iH(oOpMaIlii Mpo IiKaBy BIACTUBICTh. Jyst
OTpPUMAaHHS OB HAAIWHUX BUCHOBKIB MOTPIOHO 00'€fHATH Maji BUOIpKU B OJIHY, aje
MIPH I[bOMY HEOOX1/THO BCTAHOBUTH iX OJTHOPITHICTb.

Komu daxrop mnpuiimMae TiIbKM JBa 3HA4YEHHS, TOJI B PO3MOPSIKEHHI
JIOCITITHUKA € JBI BUOIPKH, IO BIAMOBIIHO XapaKTEpU3YIOTh 3MIHY pe3yJIbTaTHBHOL
O3HAKH B 3aJICKHOCTI Big 3MiHM piBHSA (akTopa. B 1bOMy BHMAIKy MpoLEIypYy
(GhaKTOpHOTO aHaI3y Ha3WBAIOTh MEPEBIPKOIO OJHOPIAHOCTI ABOX BHOIpoK. [Ipu mpomy
B 3QJIKHOCTI BiJl THITY TaHUX PO3Pi3HAIOTH JBI CHUTYaIlii:

— BUOIpDKM HE3aJICKHI, KOJM BUMIpP 3HAY€Hb O3HAKU IPOBOJUTHCS Ha

185



IHOOPMATHUKA TA MATEMATUYHI METO/I1 B MOJAEJIFOBAHHI = 2022 = Tom 12, Ne 3

PI3HUX, TOCUTH OJTHOPITHUX 00'€KTaX;
BUOIPKH TPEACTABISAIOTh COOOK IMapHI CIOCTEPEIKEHHS, KOJIu Oe3mid
00'eKTiB 3a(iKCOBAHO, a CIIOCTEPEIKEHHSI TPOBOAATHCS B Pi3HI MOMEHTH Yacy.

CknaHICTh IPOBEACHHS TUCIIEPCIHHOTO aHAJI3Y 3aJIeKHUTh BiJl 00CATY BHOIPOK.
Skmo o00'eAHYIOTbCS KijbKa BHOIPOK OJHOTO 00CATY, TO JIETKO NEpEeBIPUTU IXHIO
OJIHOPIJHICTH 3a JOMOMOToI 1HCTpyMeHTa «OmxHO(paKTOPHUN JUCTIEPCIHHUN aHaJi3»
nakeTa aHaiizy. Y pasi BUOIpOK pi3HOro oOcsiry BHHHKae npobiema. Jlo mporo vacy
JIOBOJISITH OJHOPIAHICTH BHUOIPOK pi3HOTO 00csATy Oe3mocepeqHiM po3paxyHKOM 3a
dopmynamu (1)-(11). Kpuruuni 3Ha4eHHS] KpUTEPiiB BUBHAYAIOTH 33 TAOIUIISIMHU.

JloBeneMoO NIISXOM MOJCIIOBAaHHS MOJXKJIMBICTh TOETHAHHS BHOIPOK PI3HOTO
PO3Mipy 3a JI0IIOMOT010 iIHCTpyMeHTa «OmHCcoBa CTaTUCTUKAY MAaKeTa aHali3y.
MoaenroBaHHS OJHOPITHOCTI He3aJIeKHUX BHOIpPOK

B sxocTi mpukiagy QUCTIEpCifHOTO aHallizy OJHOPIAHOCTI BHOIPOK y BHUIAIKY
HEpPIBHOTO 4YHCJA CHOCTEPEKEHb 3a (aKTOpaMH pO3IIITHEMO JIaHI CIOCTEPEkKEHb
TEPMIHY CIIY>KOM €JeKTPpUYHUX Jlamil [8].

Ipuxnaan 1. [ BUTOTOBICHHS KOKHOI TApTii JJaMII B3SITO APIT Pi3HUX COPTIB,
1HIII YMOBH BHpOOHUITBA Oynu oxHakoBi. [IoTpiOHO BCTAaHOBUTH OJHOPITHICTH MapTiid
JIaMII MK cOOO0F0 3a TEPMIHOM CITY>KOH.

Buxinna indopmaris Ta pesynbraté pos3paxyHky 3a dopmymamu (1)..(11)
npezcTaBieHi y Tabmu.2.

Tabauns 2
Jucniepciiinuii anani3 OAHOPITHOCTI MAPTii €IEKTPUYHHUX JIaMIT

A B C D E F G H | J K L " N 0 P
thopAryBaKES BHOIPEH 3 BHOIPOK PISHOTO 00cATy

1

2 TEPMIH CTYADH CACKTPHYHI JaMM

3 Homep maptil 12 3 4

4 X 1.6 1,58 146 151 Xij-Xep (Xij-Xep)2

5 X2 161 164 155 152 <0 -0.06 -0.181 -0.13081 0.002 0,004 0033 0,017
6 X3 165 1.64 1.6 1.5 -0 -0 -0,091 -0.12081 9E-04 7TE-07 0,008 0,015
1 X4 168 17 162 167 0.01 -0 0,041 -0.11081 BE-05 7E-07 0.002 0,012
8 X5 L7 1,75 1,64 16 004 0,06 -0,021 0,029188 0,002 0,004 4E-04 9E-04
9 X6) 1.72 1.66 168 006 0.11 -BE-04 -0.04081 0.004 0.012 7E-07 0,002
10 X7 1.8 1.74 0.08 0,019 0,039188 0,006 4E-04 0,002
11 X§) 1.82 S§) 0.16 0.099 0.025 0.01

2§ "1.8" 83171317 951 4267 0179 0.032 S
13 nj 7 5 8 6 Xep 0.039 0.019 0085 0.048 0.192
M Xjep 1.66 1.66 1.64 1,585 1.641

15 Xjep-Xep 0.04 002 .0 0,06

16 (Xicp-Xep)'2 0 0 0000381 S

7 nj*(Xiep-Xepy'2 001 0 0 0019 0032 0,16

1 s1"d 072

19 0.011 0,007

2n p ml ml m

2 26 4 3| 2 2§

22 alfa F Fkp

4] 0.05 146 3.05

B pesynbrari po3paxyHKy 3a ¢dopmynamu orpumand F < F, , ToOTO Hemae

NPUYXH BIIKUIATH TIIOTE3Y 100 OJHOPITHOCTI TEPMIHY CIYKOHU €IeKTPOJIaMII.
JUIE  TaHOTO

Buxinna iadopmairis

IHCTPYMEHTY

NPUKJIa1y HaBeeHa B Ta0nuii 3.
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Taoauna 3
Craructuuna 06poOka BUOIpOK
1 2 3 4
Cpennee 1.68 Cpemmee 1,662 Cpenmee 1.61 Cpernee 1,585
Cramgaprean 0,026095 Cramgapraas 0,02905 Cramgaprsas 0.03331 Crammapraas 0,031278
Memmana 1.68 Meamana 1.64 Mexuana 1.62 Meamana 1.565
Moza #H/I  Moza 1.64 Moza sHT Moma #H/]1

Crarmaprroe 0,009041 Crammapraos 0.06496 Cramzaprroc 0,088129 Cramzaprrot 0076616
Jlucrepens B 0.004767 Tucnepena 8 0,00422 Muenepens £ 0.007767 Iucmeperar 0.00587
JKcIece 0,265861 SOxemece -0.4379 Oxemece  0.881162 Gremece -2.34249
Acmverpum 0.650875 Acmvverpru 0.24878 Acmerpry  -0.4234 Acmvetpmy  0.40824

Hrrepran 0.2 Hrrepran 0,17 Unrepsan 0.28 WaTeppan 0,17
Murmym 1.6 Muamym 1,58 Murmym 1,46 Mumaym 1,51
Maxcmym 1.8 Makemym 1,75 Maxcmym 1,74 Maxemym 1,68
Cywma 11,76 Cynma 8,31 Cynma 11.27 Cynma 9,51
Cuer 7 Cuet 5 Cuer 7 Cuet 0

Buxinna indgopmaliis moao JUCnepciiHOro aHami3y BUOMpaeTbes 3 Tabmuii 3 1
3BOAMUTHCA B Tabnuito 4. JlucnepciiHuil aHai3 oJHOPIAHOCTI BUOIPOK pi3HOTO 00CsTY
BUKOHYETHCS NUISIXOM TEPEBIPKH OAHOPITHOCTI BOX BHUOIPOK, OJHA 3 SKHUX - TepIia
napTis Jami. J{pyroio BHOIpKOIO MOCTIIOBHO €: Apyra, TPETs Ta YeTBepTa HapTii Jam
(Tabmuws 5).

Taoauns 4 Taoaunsa 5
3BeNIeHHsI BUXITHUX JAHUX Jucniepciinuil anani3 OAHOPITHOCTH BUOIPOK
v W X Y v w X Y Z
- . 5 23 |alfa= 0,05
mapTii JHcmepcis  cepemHs obcsT 2oz F Fip g p
18 1 0,00476667 1,68 T |25 1129541864 616313228 0004538889 222814
19 2000422 1662 e ml t
27 6 0456290187
20 3 0,00776667 1,61 8 | m m
21 4 0,00587 1,585 6 |2 4 10
30 |mapri 1-3 F Fkp mucnepcin  thp
31 1629370629 428386571 0006366667 2,17881
32 ml t
33 6 -1,695080656
3 m2 m
35 6 12
36 |mapri 1-4 F Fkp mucnepcis  tkp
37 1231468531 438737419 0005275897 220099
38 ml t
39 5 -2,350868854
40 m2 m
41 6 11
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[TopiBHSIHHS PO3PaxyHKOBHUX 3HAYEHb KPUTEPIiB 3 BiAMOBIAHUMH KPUTHUYHUMHU
3HAYCHHSIMH TIOKa3Ye, 10 I BCiX MOEAHAHB MapTii Jamm F < ka 1t< by -

Jlnst 1oka3y JOCTaTHbO BUKOpUCTAaTH F — kputepiil. OTke, BUOIPKU OIHOPIAHI 1
MOXXYTbh OyTH 00'€THaH1 B 0JIHY BUOIPKY 00CATOM 26 €IEMEHTIB.

Mope0BaHHA OTHOPITHOCTI MAPHMUX CNOCTEPEKEeHb

Mpuxaaa 2 [10]. € Bubipky, MO MicTATH BapTicTh | M’ BHYTPIIIHBOI TIIOMI
o0'exTiB HepyxoMocti y wMicti N 3a 1998-2000 p. p. HeoOximHO BUKOHATH
JTUCTIEPCIHHUIN aHaJIi3 13 METOI0 TIEPEBIPKU OAHOPITHOCTI BUOIPOK.

Buxinni nmani Ta pe3ynbTaTH AMcriepciiiHoro anamizy B cepemoBuini ET 3a
dbopmynamMu HaBenleHI B TaOuIli 6.

Otpumano F < ka , TOOTO aHaJi30BaHi BUOIPKU OTHOPIIHI.

Jlyis miaTBep/KEHHS [BOTO PO3TIISTHEMO JOJATKOBO MOXJIMBICTH 00'€THAHHS
BUOIPOK, OTPUMAHUX B Pe3yJbTaTi MapHUX CHOCTEpek)eHb. BUKOHAaeEMO nucriepciiiHmiA
aHamiz BuOipok 3a 1998 Ta 1999 poku. Bonu maroTh onHakoBuil o0ciar — 26
CIIOCTEPEIKEHB.

3BelleHHs AMCIIEPCIHHOTO aHaji3y, 0 OTPUMAHO 32 JOMOMOIOI iIHCTPYMEHTY
«OnHOo(akTOpHUI TUCTIEPCIHHMIA aHAJI3», TPEICTABICHO y TaOHIl 7.

B pesymbrari qucrepciiHOro amamisy orpumano F < F,, To6to BHOIpKM 32

1998 ta 1999 poku oxHOpIAHI.

[TokaxkxeMo MOXIHBICTh 00'eTHAHHS BHOIPOK Pi3HOTO 00CATY — BHOiIpKH 32 1999
ta 2000 poxu. Buxinna inpopmanis incTpymeHnTa «OmnucoBa CTaTUCTHKA» HaBeJeHA B
Tab. 8.

Taoauus 6
Jucniepciiinuii anani3 ogHopigHocTi BHOipok y cepenoBuii ET
A B C D E F G H | J K

1 | dopmMyveama enbipru = EHGipOK pisHOTO PoIMipY
2 OIiHKA 00'EKTIE HEPYXOMOCTI
3 |pix omirna 1998 1999 2000 i Xcp (3i-Xep)'2
4 75.92 84 352 218 -22.6261 -14.1941 -6,74608 511939 201472 455096
5 117,318 77,844 20,561 18,7719 -20.7021 -7.98508 352385 428576 63,7615
6 20,254 84 352 70,053 -8.29208 -14.1941 -284931 687585 201472 811.855
7 |BapTicTe 1M"2 88,958 149,152 28,368 -9.58808 506059 -0,17808 919312 256096 003171
8 |BHYTPILHE O] 100,743 55,031 109603 219692 -435151 11,0569 482647 189356 1227256
9 | ot 86,522 119997 111332 -12.0241 214509 128059 144578 460,142 163992
10 76,98 149152 133252 -21.5661 50,6059 347059 46509 256096 12045
1 147,115 §7.98 95,366 48,2689 -105661 -3,18008 2358954 111642 10,1129
12 71,005 135026 128222 -27.5411 364799 296739 738511 133078 830.66
13 114,415 73,594 66.016 15 8689 -24.9521 -32.5301 251.823 6220600 103821
14 114,423 88,822 126,799 15,8769 -9.72408 282529 232077 945577 798228
15 95031 63,649 101016 -3.51508 -34.8971 246992 123558 121781 6.10032
16 37.7 77,874 80627 -60.8461 -20,6721 -891908 370225 427335 795499
7 110,341 72935 90,033 11,7949 -256111 -8351308 139,12 653927 724725
18 72379 68,051 98267 -26.1671 -304951 -027908 0684716 920095 007788
19 124033 103,055 165528 2548069 450892 00,9819 649583 203304 448658
20 9227 109923 95301 -6,27608 113769 -324508 393891 129434 10,5305
21 136,626 110,62 65,948 38.079% 12,1039 -325981 145008 14063505 1062.63
22 187,005 71069 115067 884589 -274771 16,5209 782498 75499 272941
23 152,979 79207 101,137 544329 -193391 2359092 296294 374 6.71288
24 156,401 92 418 98 454 57,8549 -6.12808 -0,09208 334719 3735533 0,00848
25 43 208 137198 63.15 -55.3381 38,6519 -353%61 30623 149397 125288
26 29336 99,033 80,464 -692101 048692 -180821 479003 023709 326,962
27 35483 99,148 154443 -63.0631 060192 3558969 3976.95 036231 312447
28 52771 141,003 8274 -45. 7751 424569 -158061 209536 1802539 249832
29 49176 1139467 73,919 -49.3701 154209 -246271 24374 237805 606493
30 107,458 891192 79,4224
3 83,558 -14 9881 224 642
32 126,977 28 4309 808,317
33 88272 -10.2741 105,557
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[TponosxenHs Tabdi. 6

M 115.554 17,0079 289.269

35 107,558 8.01192 §1.2148

36 110.997 12,4509 155,025

3 79.999 -18.5471 3431994

38 111.731 13,1849 173842

39 70,165 -28.3811 805,486

40 104.15 5,60392 31404

41 187.315 88.7689 7879.92

42 135,36 S5 36.8139 135526 5

43 |5 f 2458__39' 254—‘1-__48’ 402558 9028.45 424355 186955 29050.7 901818
44 | 26 26 39 Xe 5= 1002.02
45 |Xcpj 945535 978647 10322 985461

46 |Xcpj-Xcp -3.99254 -0,68138 4.67392

47 |(Xepj-Xep)2 159404 046428 21.8456 51

48 n*(Xcpi-Xcp)y'2 414449 12,0714 851977 12785
49 512 635249
50 52 s0°2

5 §82033 101026
52 n o ml m? m

53 81 3 2 88 50
54 |alfa F Flkp

55 0.05 063275310007

Pe3y/bTaTd CTaTHCTHUHOI OOpPOOKM BHOIPOK MOKA3ylOTh, IO BapTicTh 1 M’

BHYTPIIIHBOI TIJIOMII 00'€KTIB HEPYXOMOCTI MiAMOPSIKOBYETHCS HOPMAIBHOMY 3aKOHY
PO3MOJITY, OCKUTBKM CepellHE 3HAYeHHS, MOJla Ta MejiaHa MaloTh OJHWH TOPSIOK, a
3HAYEHHSI €KCIIECY Ta ACUMETPUYHOCTI OJIM3BKI 10 HYJIS.

Tabauus 7
Jlucniepciitnuii aHai3 OJHOPITHOCTH BUOIPOK
OTHOQAKTOPHsLH JHCTIZCHOMRbIE AHATH3
HTOrN
Tyt Cuem Cyaa (pediee Hucnepeia

1998 26 2438392 945535385 1680,84294

1999 26 2544482 97.8646923 7473383157
T{HcTepCHORHELH AHATH3

Hemous eapuay 5§ df M F P-3uauesne  F xpumveckoe

Mty rpymmay 142,529 I 142528617 0,117395369  0,733313031 4034309346
Brypu rpym 60704,5 50 1214,09063
Uroro 60847.1 51
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Taoauus 8
Cratuctuuna o0pobka BUOIpOK
M N 0 P Q R

21 1998 1999 2000
22 Cpexnee 94,5535 Cpennee 97.8646923 Cpennee 103,22
23 |CtanmapTHad omHOKa 8.04039 CrammapTHas omubk: 5,36132273 CrammapTaag ommboke  4.362050996
24 |MemHana 91.262 Menuana 90,62 Memmnana 98.454
25 Moza #H/IT Mona 84,352 Mona #H/I

26 Crannaptroe otkioHeHH: 40,9981 CtammaptHOoe oTki10R 27,3374892 CramnapTHoe oTkinoH 27.24099974
27 | lucrepcHs BeIOOPKH 1680,84 Jlucmepens BeiGopkr 747,338316 Jlmcnepens seiboprr 742,0720669

28 | Jkcrecc -0,38574 Dxcrecc -0,7318968 Dxcuecc 1,535417751
29 | AcHMMeTpHIHOCTD 0.31284 Acummerprunoctes  0,54675199 AcHMMeTpHUHOCTE 1,043068369
30 uTepran 157,669 NuTepran 94,121 NuTepran 124,165
31 MuaEMyM 29,336 MurnMym 55,031 Murmvaym 63,15
32 \MakcHMmyM 187,005 MakcumyMm 149.152 MakcaMyM 187,315
33 |Cymma 2458,39 CymmMa 2544482 CymmMa 4025,58
34 |Caer 26 Cuer 26 Cuer 39

Y Tabmumi 9 BUKOHAHO MHUCIEPCIMHWKA aHai3 BHOIPOK pPI3HOTO 00CATY.
OOunCIIeHO PO3PaxXyHKOBI Ta KPUTUYHI 3HAUYeHHs F - kpurepiro dDimepa Ta -
craructuku CtbrogieHTta 3a 1999 ta 2000 p.p.

Taoauus 9
Jucnepciitnuii aHai3 BUOIpOK Pi3HOTO 00CATY
M N 0 P Q R
40 JHCTIepCia alfa Fkp F
41 744,1785664 0.05 1,798312276 1007096681
41t tkp  ml m?2 m
43 0,775368492 1,99834 25 38 63

VY pesynbTari AUCHEPCIHHOrO aHaji3y OJHOPiIAHOCTI BUOIpok 3a 1999 Tta 2000
POKHM BCTAHOBIIEHO, 0 F < F, . OTKe, 11l BUOIPKK OJHOPI/HI.

AHami3 AWCHepCcifHOrO aHamidy, IO HaBEACHO Yy TaOmuii 6, ToKa3ye
OJTHOPIHICTH TPbOX BHOIPOK pizHOro 00csry. ToOTO MOXHa CIPOCTHTU IMPOLEAYPY
MPOBEJCHHS JUCIEPCIHOro aHalizy AaHMX CIOCTEPEKEHb, SIKIIO0 BUKOPHUCTOBYBATH
iHCTpyMeHT «OnncoBa CTaTHCTUKA» MAKETy aHaJi3y.

AJITOPUTM METOAMKH JUCIHEPCIHHOr0 aHaji3y 3 BHKOPICTAHHAM HMHCTPYMEHTIB
nakerty anauaizy Excel

JlomyctTiMo € KiTbKa BHOIPOK pi3HOTO O0CATY, cepen SKHUX € JBl BHOIPKH
piBHOTO 00CHTY.

1. 3pobutu po3mimieHHs iHdopmarlii Ha pododyomy apkymi ET B Takuii crocio,
11106 BUOipKH piBHOTO 00CATYy nepedyBanu Ha MovaTky Tadbmutli (tada. 6).

2. TlepeBipuTH OJHOPIAHICT, NHMX BHOIPOK 3a JOTMOMOTOK IHCTPYMEHTA
«OnHOo(akTOpHUIl TUCTIEpCIMHUI aHATI3».

3. BukoHatm cTatTHCTHYHY OOpOOKY BCIX BHOIPOK, BHKOPHUCTOBYIOUH
iHCTpyMeHT «OmnrcoBa ctaTUCTUKay (Ta0l. 8).
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4. 3a migCcyMKaMHU aHalli3y YHUCIOBHX XapaKTEPUCTUK IOCITIIKYBaHOI O3HAKH
MEePEBIPUTH 1i MIATOPSIAKYBAHHS HOPMAJILHOMY 3aKOHY PO3TOIIITY.

5. CxiacTd TaOJMUII0 BUXITHUX JaHUX IOJIO0 JUCIEPCIHOro aHaiizy BHOIpOK
pi3HOTO 00CATY, y sIKIi mepinoi BUOIPKOO Oyae OocTaHHS 3 BUOIPOK PIBHOTO OOCATY.
Bona BBaxkaeThcst 6a30BOIO 1 3 HEIO MOPIBHIOOTHCS 1HIII BUOIPKH pi3HOTO 00cATy (TabII.
4).

6. Bukonatu paucrepciiHuil aHami3 OJHOPIAHOCTI BUOIPOK pI3HOTO 00CATY
(Tabm. 5). [Ins n1poro MOCTaTHHO BU3HAYUTH PO3PaXyHKOBE Ta KpUTUYHE 3HAUCHHS F —
kputepito dimepa Ta MepeKOHATHCS B TOMY, HIO BCi BUOIpKM HaleXaTh €IUHIN
reHepaIbHIN CYKYITHOCTI.

BucHoBku

1.Buxigna indopmariis iHCTpyMeHTY «OmaHO(DAKTOpHHUI AUCTIEPCIHHUN aHaATi3)»
MaKeTy aHali3y MICTUTh PO3paXyHKOBE Ta KpUTHUYHE 3HaYeHHA F — kputepito dimepa,
10 JTO3BOJISIE JIETKO TIEPEBIPUTH OJTHOPIAHICTH BUOIPOK PIBHOTO 00CATY.

2.IacTpyMeHT «OmnuCcOBa CTaTHCTHUKA» MAaKeTy aHali3y BUKOHYE CTATUCTUYHY
00poOKy OaraToBUMIpHUX BHOIPOK Pi3HOTO 0OCITY Ta BHAA€ 3Ha4YCHHsS 13 mapamerpis,
y TOMY YHCIIi: CEpeTHE 3HAUCHHS, MOJa, MeJliaHa, eKCIleC, aCHMETPUYHICTb, JUCIIEPCis
Ta 00csT BUOIPKH. 3a i€k 1HPOPMAIII€I0 JETKO BU3HAYUTH PO3PAXyHKOBE Ta KPUTHYHE
3HAUEHHS CTAaTHCTHK. KpUTHYHI 3HAYEHHS KPUTEPIiB BU3HAYAIOTHCS 32 JOMOMOTOIO
CTATUCTUYHUX (PYHKITIH MalcTpa QyHKITIH.

3.Po3po6iieH0 MeTOIMKYy NpPOBEAEHHS TUCIEPCIMHOrO aHaji3y OJHOPIIHOCTI
BUOIPOK PI3HOTO OOCATY 3a JOMOMOTOI0 IHCTPYMEHTY «OIHCOBa CTaTUCTHUKA» TMAKETy
aHaJIi3y, 110 3HA4YHO CIIPOIIYE MpoLenypy GopMyBaHHS BUOIPKH.
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INFORMATION TECHNOLOGIES FOR DECISION-MAKING IN
FORMATION UNIFORM DATABASE OF ANALOGUE OBJECTS OF THE
RESEARCHED OBJECT

N. M. Yershova

Prydniprovska State Academy of Civil Engineering and Architecture, 24-a, Chernyshevskyi St., Dnipro,
49600, Ukraine, E-mail:nersoval 07@gmail.com

The experiment occupies a special place among the ways of obtaining information about the internal
interconnections of phenomena in nature and technology. According to the increasing complexity of the
processes and phenomena under research, the expense of equipment and the experiment increase. A large
amount of experimental data is collected during the tests and requires processing and analysis. At the
same time, the duration of analysis, comprehension of the test results and their consideration in order to
adjust the new products’ characteristics is significant. It is very important to select methods and means of
processing experimental data during conducting an observation or experiment. Since 2001, many
publications proved the effectiveness of the Excel analysis tool package for the experimental data
processing. Despite this, in the observational and experimental data processing, the calculation of values
for the equality of variances criteria and averages under formulas is still used in scientific and educational
literature, and to select their critical values in the tables. Another problem is the sample formation of
different sample sizes under direct calculation using formulas, even in Excel. This article proposes a
variance analysis methodology of homogeneity for samples of different sizes, using the "Descriptive
statistics" tool of the Excel analysis tool package. The "Descriptive Statistics" tool performs statistical
processing of multivariate samples of various sizes and outputs the values of 13 parameters, including:
mean, mode, median, kurtosis, asymmetry, variance, and sample size. Based on this information, it is easy
to determine the estimated and critical value of statistics. The critical value of the criteria is determined
using the statistical functions of the function wizard. The initial information of the "Univariate analysis of
variance" tool contains the calculated and critical value - Fisher's test, which allows you to easily check
the homogeneity of samples of equal volume. The technique significantly simplifies the procedure of
forming a single database of objects-analogues of the object under study.

Keywords: experiment, data processing, variance analysis, sample formation, samples of different sizes,
Excel analysis package.
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PO3PAXYHOK IU®PPOBHUX PIJIBTPIB B CEPEJOBUIII MATLAB

C. O. KnimoBuu, B. B. Ky3aBkos

BilicbkoBuil iIHCTHTYT TeleKOMYHIKamii Ta indpopmaruzamii imeni ['epoi Kpyr
M. KuiB, Ykpaina; e-mails: robota_ks@ukr.net, nevse@ukr.net

udposi ¢pineTpH 3acTocoBYIOTHCS B cucTeMax udpooi 06pooku curnaiis (LIOC)
JUIL BUPIMICHHS IBOX OCHOBHHUX 3ajay: PO3AUICHHSA (IBOX 1 OLIbIE CUTHAIIB) Ta
BITHOBJICHHSI CHTHAJIB, sKi OyJNM CIOTBOpCHi. 3ajada BIIHOBJICHHS CHIHAJIB
BUPIIIYETbCS Y TUX BWIIAJKAaX, KOJW TICPBUHHUI CHTHAJI pEECTPYETbCI Y
CIIOTBOpPEHOMY BHUTIIAMI. Taki 3amadi MOXXYTh BHPINIYBaTUCh TPOTPAMHUMHU Ta
amapaTHAMH MeToJaMu. B cuctemax panio3B’s3Ky mpu mepenadi (MpUAMaHHi)
iH(opmarrii, MepBUHHUEN CUTHAJ, IKHH PEECTPYETHCS Bij JUKEpea, OKpiM KOJIMBAHb,
aki oOyMoBieHi iH(opMmariiiHOIO CKIaao0BOIO, Oyae BMINO[yBaTH CKJIQJ0Bi
o0yMoBITeHi iHIUMHU (Hi3uIHUMH TIporiecamu. DinbTp MOBUHEH 3a0e3TMeuyBaTH Take
PO3IUICHHS KOPHCHOTO CHTHally 1 3aBajM, TMICisi KOTPOTro  BiaOydeThes
0e3rnoMuIIKOBe ITPUHMaHH nepeaanoi iHpopmarii Ta (a00) BU3HauUCHHS TapaMeTpiB
3aBaay (HAaBMHUCHOTO 200 MPHUPOAHBOTO MOXOIKCHHS).

Skmo BizoMa IMIYJBCHAa XapaKTEPUCTHKAa CHUCTEMH, MOXKJIMBO BHPaxyBaTH il
peakwilo Ha cUrHaji JoBijabHOI hopmHu. [[jist 1IbOTO BXiTHUN CHIHAJ PEACTABIISETHCS
y BHUIISIAI CYKYIHOCTI IMIYJIBCHHX CHI'HAJIB 3 OJMHUYHUM HYJIBOBUM BILITIKOM,
KOXKHUH 3 SIKHX MOKE PO3TIISAATUCS SK OAMHUYHUHN IMITYJIbC TOMHOKEHUN Ha JIEAKY
BEeIIMYMHY 3CYHYTYy IO dYacy. Peakiiss CUCTeMH HAa KOXXHHUW BXiTHUH IMITYJIbC
OTPUMYETHCS [IUIIXOM IiCHIICHHS Ta 3CYBY IMITYJIbCHOI XapaKTEPUCTUKN CHCTEMH.
Curnamu cknamHoi (GOpMH PO3KIAJAIOTHCS HA TIPOCTI CKJIANOBI 3a JOIIOMOTOIO
IMITYJIbCHOT JICKOMITO3HIIIi. B Haciiok 4oro 3araibHa peakilisi CACTEMH Ha BX1THUAN
CUTHAJI 00paxOBYETHCS MUIIXOM JOJaBaHHS peakilii CHCTEMU Ha yCi KOMIOHEHTH
JICKOMITO3HIIIT OKPEMO.

B crarTi, Ha OCHOBI OUNIHIIHOTO Z-NIEPETBOPEHHS, TPOBEJCHO aHAJI3 €JIEKTPUYHUX
(UIBTPIB SIKI MOKJIMBO 3aCTOCOBYBATH B LM(POBHX 3ac00ax 3B’S3KY CIICIiajbHOIO
NpU3HAYCHHSL.

MerTor0 IOCHIIPKEHHSI € CTBOPEHHSI NPOrpaMHOi CKJIajoBoi, sika O 3abe3meunia
MOXJIMBICTh aBTOMAaTHYHOTO PO3PaxyHKy HapaMmeTpiB 3 Mmeroro mnooOynosu LD 3
MEeBHUMH NTapaMeTpaMy. XiJ BUKOHAHHA PO3paxXyHKY HaBEIEHO y BHUTIIAI OMTOPHOTO
QITOPUTMY 3 HH3KOIO BXITHUX JaHUX Ta OOMexeHb. OCHOBHI XapaKTEPUCTHKH
muppoBoro (imbTpa (XapakTepuUCTHKA 3aracaHHs Ta (a3oBa XapaKTEPHCTHKA)
BU3HAYAIOTHCSA Ta Bi3yalli3ylOThCsS B TporpamMHOMY cepenoBuili Matlab depe3
CTBOpEHY MPOTPaMHy CKJIaJIOBY po3paxyHKy L[D.

KawouoBi ciaoBa: HopMmMoBaHa wyactoTa, KoedillieHT TmpomnopuiiiHocTi, z-
neperBopeHHs, ¢pyHkuis 3onorapboBa — Kayepa, UeOumesa, barepsopTa.

Beryn

Jlnst  BUpIMIEHHS  TOCTaBIEHUX  3aad  OOpOOKM  CHUTHAJIB  MOXJIHBO
BUKOPHCTOBYBATH aHAJIOTOBI (QUIBTPH, MPOTEe HU(PPOBI PIIBTPU JO3BOISIOTH TOCATHYTH
BHCOKOI TOYHOCTI, @ TaKOX XapakTEPUCTHK SIKI 3HAYHO TIEPEBHUIIYIOTh aHAJIOTOBI
npuctpoi [1]. Peamizamis aHanoroBux QinpTpiB, SK NPaBWIO, HAWOUIBII BHUTIAHA 3
(biHaHCOBOI TOYKH 30py. Takox 1i GiIbTPH MAOTh OLTBII BUCOKY IIBHUIKOIIIO Ta OLTBIIT
MIMPOKUNA TUHAMIYHUI JAiana3oH MO aMIUITyAl Ta 4YacToTi. B cBoio uepry umdposi
GITBTpH  TIEPEBEPIIYIOTH  AHAJOTOBI 3@  TOYHICTIO  BIATBOPEHHS  YaCTOTHUX
XapaKTEpUCTHK. Y 3B’SI3KYy 3 LIUM 3HAYHO BIAPI3HAIOTHCA MIAXOAMU 10 PO3PAXYHKY i
MIPOCKTYBaHHS aHAJIOTOBUX Ta U(ppoBux GinbTpiB. i1 aHATOrOBUX (BiIBTPIB BAKIUBO
BpaxyBaTH OOMEKEHHS, OOYMOBIICHI €JIEMEHTHOIO 0a3010, Taki SK CTaOUIbHICTH Ta
TOYHICTh MMapaMeTpiB MaCUBHUX KOMIMOHEHTIB cxeMmu. L{udposi dhinbTpH, K mpaBuio,
JO3BOJISIIOTh ~ TOCATHYTH 337aHOi TOYHOCTI, TOMY IE€pIIOYEPrOBUM 3HAUYEHHSIM
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OTPUMYIOTH MPOOJIEMH TIOB’s13aH1 3 OOMEKEHICTIO TUHAMIYHOTO Aiana3oHy. Po3paxyHku
GITBTPIB 3pYYHO MPOBOJUTH B CIICIIANI30BAHUX MaTEMAaTUYHUX IpOrpamax, OIHIEI0 3
akux € Matlab, kotpa Bxe mae HaOip BiIMOBITHMX (YHKLIA Ta 3HAYHO IIOJIETIIYE
00paxyHKH.
Orasp jgiteparypu

AHami3 OoCTaHHIX NyOJiKamiii CBIMYNTH, M0 PO3PaxXyHOK (TIPOEKTYBAaHHS)
U(POBUX Ta aHAIOTOBUX (UIBTPIB HA €Tali ampoKCHUMALlii € MPOLEeCOM 3HAXOKEHHS
nepeparouHoi QyHkiii. B miteparypi [2—6] po3rasgaeTscs METOA  PO3KIATAHHS
anpoxcumyrouoi GyHkuii B paa @yp’e, a Takoxk 3HAXOHKEHHS IIepeaTouHOil QyHKIIT 3a
BIIOMMMH YacOBHMH XapaKTEPHCTHUKAMHM, JI¢ HE HAaBEACHO NPOTPaMOBaHHUN METO

PO3paxyHKYy. B JiTepatypi
[7-10] 3a3Ha4eHO Taki METOAW anmpoKcumarii st pekypcuBHux L[®D: y3romkenoro z-
NIEPETBOPEHHS; OiniHiitHOTO NIEPETBOPEHHS]; 1HBapiaHTHOCTI IMITyJIbCHOT

XapaKTePUCTUKH, TIPU I[bOMY HE HaBeaeHa mporpama po3paxyHky LId. B miteparypi
[11] He HaBeeHO MPOTrpaMHOI CKJIaI0BOI PO3paxyHKY OiniHiiiHOTO Z-TIepeTBopeHHs L[D
3 JIETalli30BaHUM BIIOOpaKEHHSIM NIPAKTU4YHOI peanizarlii. Bapro 3a3HaunTH, 110
po3paxyHku L@ 3 BUKOpUCTaHHSAM OUTIHIHHOTO Z-TIEPETBOPEHHS € TPOMI3JIKUMHU Ta
noTpeOyIOTh 3HAYHOTO Yacy, MPHU IbOMY aBTOMAaTH3allis (CTBOPEHHS MPOTrPaMHOI
cKianoBoi) po3paxyHky L@ 3 BuKOpuCTaHHAM OUTIHIHHOTO Z-TIEPETBOPEHHS Mae
CKJIQJTHUN XapaKTep MoO0yI0BY Ta PO3TIISIHYTa HE B TTOBHOMY 00CS31.
BukJiax ocHOBHOro MaTtepiany

HaiiBaxnmuBimmmuM TOHATTSIM U1 [UGPOBOi OOPOOKH CHTHAIIB Ta ITUGPOBUX
binbTpiB € penbTa-QyHKHiS O(f) abo ¢ynkuisa [ipaka, KOTpa IpeacTaBise coOOro
HECKIHYCHHO BY3bKHH IMMIYyJIbC 3 OE3KIHEUHOIO aMILTITYJ00, PO3TallOBaHOIO IpHU
HYJIbOBOMY 3HaueHHi aprymeHTy ¢yHkuii [1]. Ilpum 1mpoMy mioma iMIyabCy piBHa
onuHMI. JlempTa-QyHKIII0O HEMOXJIWBO pealizyBaTH (i3MYHO, OJHAK BOHA IYyXKe
Ba)XJIMBA Ui TEOPETHMYHOI'O aHANi3y CUTHAJIB Ta CUCTeM. [lJis NUCKpPETHUX CHCTEM
BUKOPUCTOBYETHCS TOHATTS JAUCKPETHOI nenbra-QpyHKUii o(n). BoHa HazuBaeThCs

OJIMHUYHHUM IMITYJIbcOM a00 OJMHUYHUM BIJUTIKOM, TIPEICTABISIIOYH COOOI0 CUTHA B
KOTPOMY HYJIbOBHH BiJUTIK Ma€ 3HaYEHHS OJMHUII, a BC1 1HIII PiBHI HYJIIO.
HacTynmHuM Ba)KIMBHUM TMOHSATTSM € IMITYJIbCHA XapaKTEPUCTHUKA CHCTEMH h[n],

sIKa TIPEACTABIIsIE COO0I0 PEAKIliI0 CUCTEMU Ha OJUHUYHUHN IMITYJIbC. SIKITO ABI CUCTEMH
MaroTh Oy/Ib-sIKi PI3HOCTI TO X IMITYJIbCHI XapaKTepUCTUKU OyAYTh pizHUTHCA. CUTHAIH
cKJIaHOT (hOPMHU MOXKIIMBO PO3KJIACTHA HA MPOCTI CKIIAOBI 32 JOIMOMOTOI0 IMITYJIbCHOI
JEKOMITO3UIII1. IMITyIbCHUN CUTHAN KOTPUH SBISETHCS KOMIIOHEHTOM PO3KJIalaHHs TPU
IMITYJTbCHIA  JIEKOMITO3MINT MOXKE€ OyTH TPEACTaBICHUNW SK OJMHHYHUMA 1IMITYJIbC
3CYHYTHH Ha BIJMOBIJHY BEJIWYHMHY I10 YacOBil BiClI Ta NMOMHOXEHHUN Ha 3HAUYEHHS
BIJIJTIKY BUXIJJHOTO CUTHAJIy B 1€l cCaMHii MOMEHT 4acy. Takum 4MHOM, SIKIIO BiJoMa
IMITyJTbCHA XapaKTEPHUCTUKA CUCTEMH, MOXJIMBO BHpAXyBaTH PEAKII0 CHCTEMH Ha
CUTHAN JMOBUIBHOT ¢dopmu. [l 1BOro BXIAHWK CHTHAT INUIAXOM JIEKOMIIO3HITIT
NPEICTABISIETHCS Y BUIIISLIL CYKYIMHOCT] IMIYJIbCHUX CHTHAIIIB 3 OMUHUYHUM HYJIHOBHM
BIJUTIKOM, KOYKHUH 3 IKUX MO>KE€ PO3IJISIIATUCS SIK OAMHUYHUM IMITYJIbC IIOMHOKEHUN Ha
NeSKy BETUYHMHY 3CYHYTY IO 4acy. Peakilis cUCTeMHM Ha KOXHHUH BXIJHHH IMITYJIBC
OTPUMYETHCS MUITXOM BiJMOBITHOTO MIJCUICHHS Ta 3CYBY IMITYJILCHOT XapaKTEPUCTHKU
cucteMr. B pe3ynpTari 4WOro 3arallbHa peakilis CHUCTEMH Ha BXIJIHUHA CHUTHAT
00paxoByeThCS IIISAXOM JOJABaHHS pEakIid CHCTeMHM Ha YyCI KOMIIOHEHTH
JeKOMITO3UIT okpemo. OOpaxyHOK BHXIJHOTO CHUTHAdy 3a BXIJIHUM CHUTHAJIOM Ta
IMITYJTbCHOIO XapaKTEPUCTUKOI BUKOHYETHCS 3a JIOIIOMOTOIO omeparii 3ropTku (*).
Jlnst 00paxyHKy BHXITHOTO CHUTHaNy »(7) HEOOX1HO BH3HAUWUTH 3TOPTKY BiAMOBIIHO

1o Bupasy (1):
yln]=xln]x hln]. (1)
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ne: x[n]| — Bximmuit curnam; ifn] — iMmynscHa xapakTepucTHKa.

I'padiunmii npuxman oOpaxyHKy 3ropTku Jist  (inbTpa HWKHIX — 4YacToT
MIPE/ICTAaBICHUI Ha PUCYHKY 1.
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Puc. 1. 3roptka s GUIBTPY HIKHIX YacTOT. 3TOpPTKa OYIb-IKOTO CHTHAIY 3
OJIMHUYHUM IMITYJIbCOM BiJIIIOBIIa€ CAMOMY CHTHAIY: x[n]x o [n] = x[n]

SK110 3MIHUTH OMHUYHHUH IMITYJTEC TTOMHOXUBIITM HOTO HA MOCTIMHUNA MHOKHHK
OTPUMAEMO CHUCTEMY KOTpa TMpalloe B SKOCTI MiJACHIOBadya abo aTeHwaropa B
3aJIe)KHOCTI BiJl BEIMYMHU MHOXHHKA. TaKMM YMHOM, BIACTHBICTH 3TOPTKH JO3BOJISIE
MPOEKTYBaTH IUGPOBI GIIBTPH 3 ITHUPOKUM HAOOPOM BIIACTUBOCTEH.

Hudposi pinbTpu nmoaiIsA0ThCS HA JBA BUAM — (DIABTPH 3 KIHIIEBOIO IMITYJIBCHOIO
xapakrepuctukoro (KIX) abo HepekypcuBHI Ta GiIbTpH 3 HECKIHUCHHOIO IMITYJIHCHOIO
xapakrepuctukoro (HIX) abo pexypcusHi [1].

[Tpuknan ctpykrypu KIX-binsTpy HaBeieHO Ha PUCYHKY 2.

Puc. 2. Ctpykrypa KIX dinerpy

Po6ota KIX-dineTpy onucyeTbes BUpa3oMm:
y(n)=byx(n)+bx(n-1)+..+b,x(n—p). (2)

Bupa3z (2) BimoOpakae 3ropTKy BXIJHOTO CHTHaly 3 HaOOpoM Koe]illieHTiB
¢buIbTpA.

KIX-inbTpu MaroTh BHUCOKY CTIHKICTh Ta O3BOJSIOTH OTPUMYBATH JIOBUIBHI
aAMILTITYIHO-9aCTOTHY XapaKTePUCTHKY Ta (Pa30-4acTOTHY XapakTepuctuky. IIpore
BOHU CIIOKMBAIOTh OuUIbIIE OOYMCIIOBAIBHUX pecypciB B mopiBHsSHHI 3 HIX -
¢G1IbTpaMu Ta MatOTh OLIbILI YaCOBI 3aTPUMKHU.

[Mpuknan crpykrypu HIX-pineTpy HaBemeHo Ha pucyHKYy 3, a Horo
(YHKIIIOHYBaHHS ONHUCYETHCSI BUPA3OM:

y(n)=bx(n)+bx(n-1)+...+b,x(n—p)—ay(n-D-a,y(n-2)—...—a,y(n—q).

HIX-}inbTpm MawoTh HACTYIHI I€peBard: BHMCOKAa IIBUAKOIIS Ta HU3bKa
cobiBapricts B mopiBHsAHHI 3 KIX-(hinmbTpamu, HasBHICTH aHAJIOTOBHX IPOTOTHIIIB.
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Henonikamu € Te, 1m0 aMIUNTYAHO-4acTOTHY XapakTepuctuky (AUX) HeoOximHO
BUOWpATH 3 ICHYIOUUX peaTbHUX (QUTBTPIB-IIPOTOTHIIIB.
Posrnsiuemo npuknan npoextyBaHHs KIX-QiabTpy 3 BUKOPUCTaHHSM BIKOHHOI
bynkuii Xeminra (3).
Ha nepmomy erani Buznauaemocs 3 igeasnibHor0 AUX (inbTpy.
b[0]

Puc. 3. Crpykrypa HIX-dinsTpa

AUX ineanpHOro GUILTPY Ma€e KoedilieHT Mepeaadl piBHUNA HYIIO B CMY3i 3aBau
Ta OAMHHULI B CMY3l HpPOINYyCKaHHS KOPHCHOIO CUTrHaly. BimoBiiHO A0 yacToTu
nuckperusaiii popmyna AUX Burisgae HacTyIMHIM YUHOM:

I, 0<f<f..
S
O’ /10.3. SfS?9

ne: f., — IPaHUYHA 4acTOTa CMYTW INPOIYCKaHHA; f,, — IPaHUYHA 4acToTa CMYTU

D,(f)=

3aTPUMKH; f, — 4acTOTa AUCKPETU3ALI].
BukopucTroByemMO BiKOHHY (QYyHKIIII0 X€MiHTA!

10,54 - 0,46 - cos( 27k ), 0Sk<N-1L
= N -1 3)
0, k<0, k>N-1,

k

ne: N —aucno koedilieHTiB GpiabTpa.

KIX-dineTp Moxe Oytn 3amanuii Koedili€eHTaMU IMITYJIBCHOI XapaKTEPHCTUKU
{h(n)}. KoedinieHTn HEpeKypCHBHOrO (IILTPY BIAMOBIAAIOTH Bi/JTIKAM IMITYJIbCHOT
XapaKTePUCTUKH KOJIa.

Jnst oOpaxyHKYy  KOE(QIII€HTIB  IMITYJIbCHOI  XapaKTePUCTUKH  HEOOXiITHO
o0OpaxyBaTH 3BOPOTHE TUCKpETHE nepeTBopeHHs Dyp’e:

| N-1 J2mk
h(n)=— 3. H(k)-e N
N ko

[Ipu mpoMmy BiZOYBA€ThCS MHOXKEHHSI KOXKHOTO BIi/UTIKY BHIXIJIHOI IMITyJIBCHOL
¢yHKLii Ha BiTIK BIKOHHOT QYHKIIIT 3 THM CaMHM MOPSAKOBUM HOMEpoM (k):
hy =hy - . 4)
VY BianosigHOCTI 10 (4) oTprMyeMo Habip koedimieHTIB T npoekTyBaHHsS KIX-
¢inmeTpy. s moOynoBu peansHoi AUX uIbTpy 3HiHCHIOETBCA TpsIME THCKPETHE
neperBopeHHs1 Dyp’e.
3nifiCHEHHsT PO3paxyHKIB MapaMmeTpiB (iIbTpy 3a HaBEACHUM INPUKIAIOM i3
3aCTOCYBAaHHSAM IporpamMHoro cepenosuma Matlab ycknangneHo. ToMmy po3risiHeEMO
IHIINI BapiaHT 0OYMCICHHS apaMeTpiB QUIBTPY HA OCHOBI Z-TIEPETBOPEHHS:

T -1 -pT
z=el 2z =e .
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Pozpaxynox Il® ©Oa3yerbcs Ha BHUKOpPHCTaHHI mepenarodnoi  QyHkmii
BiIMOBIIHOTO  (pinmbTpa-mpoToTUNa HWKHIX dYactoT. Ilepiom nuckpermsanii (7)
o0upaeThCs BIAMOBIAHO A0 TeopeMH BiiKiB (Teopema Kotenbuukosa) [4]:

1

=
2fmax
ne f, . . —MaKCHMaJlbHa 4acTOTa Yy CIIEKTPl CUTHAIY, SIKUI NepeJaeThes.

Mertoro AOCHIKEHHSI € CTBOPEHHS NPOTrpaMHOI CKJIaI0Boi, sika O 3ale3meunia
MOXJIUBICTh aBTOMAaTHYHOTO PO3PaxXyHKy MapameTpiB 3 MeToro nodyaosu LD 3 neBHUMU
napameTpamu.

J71g mosicHeHHS MPOTrpaMHoi CKJIaZI0BOi Ta XOAY BUKOHAHHS MPOIIECIB PO3PAXYHKY
B p0OOTI HABOASATHCA OCHOBHI €Taly OMOPHOTO alNroputmy (puc.6):

BBEJICHHS MTOYATKOBUX JAHUX;

3HAXOJKEHHS KOoeillieHTa MPOMOpIiiHOCTI,

3HaXO/KEHHS HOPMOBaHOi 4YacTOTH 3aTpUMKu aHajoroBoro @HY-mportotuny i
HOpSIKy GiIBTpa;

OTpUMaHHA 3HAMEHHUKAa HOPMOBaHOI TepenarodHoi ¢yHkiii aHamoroporo ®HY-
MPOTOTHITY;

3HaXO/UKeHHS mepenarouHoi ¢yHkmii [Id 3 BukopucTaHHAM OUTIHIHHOTO Z-
HIEPETBOPEHHSI.

Jlnst GyHKIIOHYBaHHS IIPOrpaMHOi CKJIaZ0BOI NOTPiOHI HACTYIHI BXifHI JaHi: @,
— IrpaHUYHA YacTOTa CMYI'H IPOIMYCKaHHs, @,— IpPaHUYHA 4acTOTa CMYTU 3aTpUMKH, T’
— nepion auckperusanii, Aa — HepiBHOMIPHICTb 3aracaHHs B CMy31 IPOMYCKaHHS, a, —
3aracaHHs B CMy31 3aTPUMKH, BUJI allpOKCUMAIlIi.

Jlo oOMexeHb BiTHOCUMO BiMOBITHICTE OTPUMAHOTO MOPSAKY QiabTpa:

nmin 2 nHOT 2 nmax (5)

Po3B’s3anHs 3anaui po3paxynky LI® Ha ocHoBi Matlab po3aineno Ha eramnmu:
1. Po3paxyHok koedilienTa mponopIiiHOCTI:

-T
K=ctgw“T.

2. Po3paxyHOK HOPMOBaHOT 4acTOTH 3aTpuMKHU aHasiorosoro ®HY-nporoTtumy:

. T
Q =Ktg—=>—.
s g >

3. Po3paxyHok nopsiaky ¢inbTpa (mpu BukopuctanHi ¢yHkiii barepsopra):

| 10 0,1ag-1
Z g 10 0,1Aa-1
21gQ,

4. TlepeBipka BuxoHaHHs ymoBH (5). Ilpu BUKOHaHHI 3a3HAY€HOI YMOBH
BiIOyBaeThCs Tepexia no Ooky S5 anroputmy. B iHmomy Bumaaky — g0 OJ0Ky 8
QITOPUTMY.

5. Po3paxyHOK 3HaMEHHHMKAa HOPMOBAHOI TepenaTo4yHoi (YHKINI aHaJIoTOBOTO
OHY-npototunty H (L) (koedimieHTH sKOI 3HAXOASATh B TAONMISIX 33 BiJIOMHUMHU:

3araCaHHsM, IMOPAAKOM (biﬂpra Ta BUIOM aHpOKCI/IMaHi'I'):
H) = C(/l—Otl)(j,2 —2a,A+V,), v, =0!22 +,822; 1-72
()]

ne C —koedimienT 3 qoBigHuKa [12].
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6. Po3paxynok mepemarounoi ¢ynkuii [1d HM3BKMX 4YacTOT 3 BHKOPHCTAHHIM

C -z
OUTIHIHHOTO Zz-TIEPETBOPEHHSA k :
1+z7!
1
K(1)y=——. 6
D) o) (6)

7. Po3paxyHOK XapaKTepUCTHKHU 3aracaHHs (puc. 4) Ta (a3oBoi XapaKTepUCTUKU

(puc. 5).
BusnauenHs xapakrepuctuku 3aracanis @HY:

a(Q)=201gC +101g[(Q* + ;") | +101g:-[ar,” + (= S,)* 1 +101g[ex,” +(Q+ 5,)*]

100
90
80
70 |
60 G
50
40
30
20
10

2 4 6 8 10 12 14 16 18 20

Puc. 4. I'padik 3aracanns GHY

Busnauenns ¢azoBoi xapaktepuctuku OHY:

R Q “ Q-p, Q+p,
P(Q) = ;arctg Ca) + V;ﬂ [arctg—(_av ) + arctg—(_av ) 1.

p)

2 4 6 8 @ 10 12 14 16 18 20

Puc. 5. I'padik dazooi xapakrepuctixku @HY

BiamoBigHO 0 OTpHMaHHUX Z-TIOKAa3HHWKIB Ta BUpa3y (6) MOXKIHUBO 3IiHCHUTH
npoektyBaHHs L[® B makeri Simulink, mo sBise coboro OG10KOBE MOjeTtOBaHHS 0e€3
BUKOPHUCTaHHS MoBH Matlab, 1110 103BOJISIE BIZICTEKUTH MpoLiec 0OpOOKH JaHUX B 4aci.
Simulink Hagae MoxumBICTE TOOymyBatu rpadiuHi OJOK-IiarpaMu Ta JOCTIAUTH
npane3fatHicts L{®. 3a paxyHok Toro, mo ckiagoBy Simulink interpoBano B Matlab,
pe3yabTaTH pO3paxyHKy mporpamHoi ckiamoBoi LD, ski mpoBogwiucs BHIIE,
BUKOPUCTAEMO I OTPUMAHHS BUXITHUX MOKAa3HUKIB PiIbTpa.

Ha puc. 6 mobynoBana ctpykrypHa cxema [{D.

Pulse 4, 2, 3
Bk 0.02771+0.083122-40.083122°20.027712
1154740977772 217123

Scope2

Discrete Fittert
Puc. 6. Ctpykrypna cxema 3 Discrete Filter
Eramun Ta mporpamnHa ckimazoBa po3paxyHKy koedirieHTiB [[D BianmoBigHO 10
ITOPUTMY IIPEJCTaBJIEHA HA PUC. 7.
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|
< TIOYATOK )

script

clc, diary off, echo on,

¥ [Iporpamua ckinagoBa po3paxyHKy Koe(illieHTiB
penataoi pynkuii K(1/z)) LD

echo off; clear;

2 BBejenns noyatkosux

TAHIX (BPUI anpoxchaui'f, # a4=-0.6; b2=1.04; C=0.577; x = 0:0.1:20

fp=30; £3=90; ft=300; al=1.2494; a2=30; a3=-1.2;

o, o, T, A, @)
K=1/tan(3.14*fp/ft)
3 L=K*tan(3.14*f3/ft)
(log10((10%(0.1*a2)-1)/(10°(0.1*al)-
Pospaxyok 1)))/(2*1og10(L))
(K Q’ I’l) ITepesipka mopsaxy L®

‘ Tak

Po3paxyHok 3HaueHHA
3HAMEHHIIKA HOPMOBAHOI
1IepeIaTOYHOT (YHKIIT

— 6

Po3paxyHox niepenatouHoi

ﬁ=double(bb/ aa(1)); A=double(aa/aa(1));

syms z
KI1=1/( C *(K*((1-z"(-1))/(142"(-1)))+1.2)*(K"2*...
(A-z"CDA+ZN-D)) M) ...
1.2*K*((1-z7(-1))/(1+27(-1)))+1.44)),
K1=collect(K1);
[num,den]=numden(K1);
coef den=coeffs(den);
coef num=coeffs(num);
r i=1:length(coef num)
bb(i)=coef num(length(coef num)-i+1);
end
for i=1:length(coef den)
aa(i)=coef den(length(coef den)-i+1);
end

1=filt(B,A,1),

(ynxuii [

7BHBez[eHH;1 PE3YIIbTATIB

PO3PAXYHKY Ta M0y 10Ba
rpaQikis

<

(8 KIHELD )

Puc. 7. Anroputm po3paxyHky LD|
B IIPOTPaMHOMY CEPEOBHIII
Matlab

A=20*log10(c)+10*log10((x.~(2)+a3"(2)).~(2))+10*lo

g10

((a4™(2))+(x-

b2).7(2))+10*log10((ad4"(2))+(x+b2).”(2));

B=atan(x/-a3)+atan((x-b2)/(-a4))+atan((x+b2)/(-a4));
re(1);subplot(2,1,1); % AinmuMo BiKHO Ha 2 CTPOKH

Ta OJMH CTOBOCIL

plot(x,A); % BimoOpaxeHHs mepioro rpadika

title("Xapaxkrepuctrka 3aracanas ®HU'); % ITigmuc

rpadika

xlabel("); % Iliamuc Bici X Tpadika

ylabel("); % ITigmuc Bici y rpadika

subplot(2,1,2); % nobyayemo 2-ry KOpAHHATHY BiCh

plot(x,B); % BinoOpakeHHs 2-ro rpadika B HOBUX

BiCSIX

title('"@azoBa xapakrepuctuka DHY');% ITinmuc

rpadika

xlabel("); % Iliamuc Bici X rpadika

ylabel("); % ITignuc Bici y rpadika
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Ha puc. 8 BimoOpakeno BnactuBocTi Ojoky [[® BiAMOBIIHO O OTPUMAHUX
MOKa3HUKIB MPOTPAMHOI CKJIaIOBOT.

Discrete Filter

Independently filter each channel of the input over time using a discrete IIR filter. Specify the numerator and
denominator coefficients in ascending order of powers of 1/z.

A DSP System Toolbox license is required to use a filter structure other than Direct form IL
Main Data Types State Attributes
Filter structure: |Direct form II =
Data
Source value
Mumerator: Dialog ~ | |[0.02771 0.08312 0.08312 0.02771]
Denominator: Dialog * | |[1-1.54 0.9777 -0.2171]

Initial states: Dialog | |0

External reset: | Mone -
Input processing: | Elements as channels (sample based) =

[C] optimize by skipping divide by leading denominator coefficient (a0)

Sample time (-1 for inherited): 0.2

Puc. 8. BnactuBocti 61oky Discrete Filter

[TepeBipky dinpTpyrouoi aii [I® HY npoaemoncTpyeMo mpu momadi Ha Bxig LD
MOCJTITIOBHOCTI MPSIMOKYTHHX Bi/I€0IMITYJIBCIB.

OTpuMaHi CHTHAJH, 0 HAIXOAITh Ha ociiuiorpad (Scope?) 3 renepatopy (Pulse
Generator2) ta I{® (Discrete Filterl), 300paxeni Ha puc. 9.

o

Ai(t)

S LPRLLLLCo0
R =R WAL G-100\0

o OO0 O
SRERE" i
At)

1

'
=
o

5 10 15 20

Puc. 9. Pesynbrat pobotu LId Ha Scope2

Bizyaumizaitis pe3yibTaTiB 00YHCIEeHb Ha OCHOBI Z-TIEPETBOPEHHS Ta AJITOPUTMY
HABEJCHOTO Ha PUCYHKY 6 JOBOIWTH Mpale3laTHICTh 3allPOIIOHOBAHOTO MPOTPAMHOTO
mMoxayis cuntedy LD, Curnan, otpumanuii (puc.9,0) Bianosigae GuUIbTpy 3 “IIUPOKOIO”
CMyror TpomyckaHHs (curHan pwuc.9,a BiamoBigae igeanpHOMY  (QIIBTPY 3
HECKIHYCHHOIO CMYTOI0).

BucHoBku

[IpencraBnena mporpamHa ckiagoBa po3paxyHky [Id 3 Buxopucrannsm Matlab
JI03BOJIsIE BU3HAYMTU OCHOBHI mapamerpu L{®, a came: xoedilieHT MpOMOPItHOCTI,
HOPMOBaHY 4YacTOTy 3aTpuMku aHaiorooro ®HY-mpororumny Ta mopsaok (iabTpy;
3HaMEHHHK HOpMOBaHOi (¢yHKuii axamorooro @®HY-mpoToTumy Ta mnepenaTouny
byskuiro [[D; 3MEHIMTH Yac po3paxyHKiB Ta IMOJETIIUTH MOOYI0BY XapaKTEPUCTUKH
3aracanHs Ta (a3oBoi xapakrepuctuku LI®; orpumatn cxemy ®HY 3-ro mopsaky 3
MOJXKJIUBICTIO (hOpPMYBaHHS 301IBIICHOTO TMOPSAKY NUISIXOM HapOIUTyBaHHS €IEMEHTIB
CXEMH.

Peanizariist mporpamHuoi ckiaaoBoi B makeTi Simulink 103Boisie 3A1iICHUTH TIpoLiec
KOMITUJISAIIT CTBOPEHOTO MTPOEKTY 1 3MEHIITUTH BUTPATy Yacy Ha npoekTyBaHHs [[D.

3anpomoHOBaHUM  MWiAXiA I BHU3HAUEHHS HEOOXITHUX  XapaKTEPHUCTUK
(mapametpiB) GinbTpiB MOke OyTH 3acTocoBaHui 1 GinbTpiB barepBopra, UeOumena,
3onotaproBa — Kayepa, cMyroBux ¢iibTpis.
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DESIGN OF DIGITAL FILTERS IN THE MATLAB ENVIRONMENT

S. Klimovych, V. Kuzavkov

Military Institute of Telecommunication and Information technologies named after the Heroes of Kruty,
Kyiv, Ukraine; e-mails: robota_ks@ukr.net, nevse@ukr.net

Digital filters are used in digital signal processing (DSP) systems to solve two main problems: separation
(of two or more signals) and restoration of signals that have been distorted. The task of restoring signals is
solved in those cases when the primary signal is registered in a distorted form. Such tasks can be solved
by software and hardware methods. In radio communication systems, when transmitting (receiving)
information, the primary signal that is registered from the source, in addition to oscillations caused by the
information component, will contain components caused by other physical processes. The filter must
provide such a separation of the useful signal and the interference, after which the transmitted information
will be received without error and (or) the parameters of the interference (intentional or natural origin)
will be determined. If the impulse characteristic of the system is known, it is possible to calculate its
response to a signal of arbitrary shape. For this, the input signal is represented as a set of pulse signals
with a single zero count, each of which can be considered as a single pulse multiplied by some time-
shifted value. The response of the system to each input pulse is obtained by amplifying and shifting the
impulse response of the system. Signals of complex form are decomposed into simple components using
impulse decomposition. As a result, the overall response of the system to the input signal is calculated by
adding the responses of the system to all components of the decomposition separately. In the article, on
the basis of the bilinear z-transformation, an analysis of electrical filters that can be used in digital means
of special purpose communication is carried out. The purpose of the research is to create a software
component that would provide the possibility of automatic calculation of parameters in order to build a
CF with certain parameters. The progress of the calculation is given in the form of a reference algorithm
with a number of input data and restrictions. The main characteristics of the digital filter (attenuation
characteristic and phase characteristic) are determined and visualized in the Matlab software environment
through the created software component for calculating the digital filter.

Keywords: normalized frequency, proportionality coefficient, z-transformation, Zolotaryov-Kauer,
Chebyshev, Butterworth function.
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PO3POBKA MECEH/IKEPA JIJ151 IPUXOBAHOI IEPETAUI
HOBIIOMJIEHb

A.B. ITaBmok, H.I. Kymaipenko, O.B. TposHcbkuit
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Iacdopmariist € ogHUM 3 HAMIIIHHIMINAX IPEAMETIB Cy9acHOTO0 KUTTA. OnepKaHHS JOCTYITy
JI0 Hel 3 MOSBOIO TTI00ATBEHIX KOMIT IOTEPHUX MEPEX CTAI0 HeHMOBIPHO MPOCTHM. Y TOH
K€ Yac JIETKICTh 1 MIBUAKICTh TAKOTO JOCTYITY 3HAYHO MiABUIIMIIM i 3arpo3y MOPYIISHHS
0e3Mexn JaHUX IPH BiICYTHOCTI 3ac00iB MO0 iX 3aXUCTy. AKTYalIbHICTh TEMH TIOJISATAE
y TOMY, IO B CHOTOJHIIIHIX pealisiX MECCHPKEPH € HEBiJ €MHOIO0 YaCTHHOIO >KHUTTS
Maibke KOXKHOI JIIOJJMHH Ha CBiTi, ToMy Oe3meka ocobucToi iHpopmalii Mae BHCOKHIT
npiopureT. MeToro poOOoTH € po3pobKa MEeTOLy MPUXOBYBAHHS ITOBIJOMIICHB B HaOOpi
HOCJTIJOBHUX 300paskeHb, HOro IPOrpaMHa peatizallis Ta BUKOPUCTaHHS B MECEHJDKEpI.
Jns mocarHeHHs Bu3Ha4deHO! MeTH poOoTi Oymu cdopMoBaHi HACTYIHI 3amadi: aHami3
ICHYIOUMX TOMYJSPHUX MECEH/KEepiB Ta iX METOIB 3axHCTy iH(opMarii, aHami3
aKTyaJbHOCTI ~ 3aCTOCyBaHHS ~ cTreraHorpadii B~ MeceHMKepax;  po3poOka
CTeraHorpaiyHOT0 METOAY NPHXOBYBAHHA IOBiIOMIEHh B HAOOpi TOCTIJOBHHUX
300paskeHb; po3po0Ka MporpaMHoi pealtizamii 3alpONOHOBAHOTO METOY; JOCIHIKEHHS
CTIHKOCTI 3aIPOIIOHOBAHOTO METOAYy NPHUXOBYBAaHHS MOXKJIMBUX 30ypeHHX Ailf 3 GOKy
3JI0BMHUCHHKA;  IIpOrpaMHa  peamisalis  MECEHIKepa, SKHH  BHKOPHCTOBYE
3anponoHoBaHuil Meton. OO’€KT AOCTIKEHHS - TMpolec 3a0e3medeHHs Oe3meku
ocobucToi iHpopMamii KOpHCTyBaua IPH IIEepefadi IMOBIJOMIICHb 3a JOHNOMOTOIO
MeceHKepiB. [Ipenmer HocCmipKeHHS — METOAM MPHUXOBYBaHHSA iH(popmamii Ta
AJITOPUTMH TPAHCTIOPTYBaHHS ITOBIJJOMJIEHb B MeceHmkepax. HoBuszHa po6oTu nossirae B
po3po0dIIi MeToxy KOXyBaHHS IIOBiOMIICHb 3a JOIIOMOTOIO 300pakeHb, KWl BIEpIIe
BUKOPHCTaHO B KOPHUCTYBAallbKOMY MeceHmkepi. Po3poOneHnii MeTon NpUXOBYBaHHS
TIOBiIOMJICHb PEai30BaHO Y CAMOCTIHHOMY MPOTPaMHOMY TPOIYKTI JUIS CIIiNKYBaHHS,
KpiM TOTO HfoT0 peanisaliis Moxe OyTH BUKOPHCTAaHA B ICHYFOUHX MECEH/KEPaX.
Kimiouosi cioBa: nmudpose 300paxeHHs, nepeada MoBiJOMIECHb, IIOTOKH IaHUX, METO]
KOZYBaHHSI, MECCHIKED.

Beryn

3aBiaHHs HAJIHHOTO 3aXUCTY aBTOPCHKUX IPaB, MPAB 1HTEIEKTYaIbHOI BIACHOCTI
a00 KOH(DIIEHIIIITHUX TaHUX (SIKi ChOTO/IHI B OLIBIIOCTI BUTIAIKIB MAatOTh UG POBOI hopmar)
BiJl HECAHKI[IOHOBAHOTO JIOCTYITY € OJHIEI0 3 HAAaBHIMIUX 1 10CI HEBUPIIEHUX podIeM. Y
3B’A3Ky 3 IHTEHCHUBHHUM PO3BHTKOM 1 TOIIMPEHHSIM TEXHOJOTIH, SKi J03BOJIAIOTH 3a
JIOTIOMOT'O0 KOMIT'F0Tepa IHTEerpyBaTH, 0OpPOOJIATH Ta CHHXPOHHO BiJITBOPIOBATH Pi3HI THUITH
curHamiB (Tak 3BaHI MYJIbTHMEIIHHI TEXHOJIOTIi), NUTaHHA 3axHCcTy 1H(pOpMaIii,
MPEJICTaBJICHOI B IM(POBOMY BHUIJISA/II, € HAA3BUYANHO aKTYaTbHUM.

[lepeBarn monmanHs Ta mepeaadi JgaHuX Yy OudpoBOMy BUTIAL (IPOCTOTa
BIJIHOBJICHHS, BHCOKa TMIOTEHI[IHHA 3aBaJOCTIMKICTh, TEPCIEKTHBH BUKOPHUCTAHHS
YHIBEpCAIbHUX arapaTHUX 1 MPOTPaMHUX pIillleHb) MOXKYTh OYTH TEpPEKPECIICHI TIE
JIETKICTIO, 3 SIKOIO MOJKJIMBI 1X BUKpajeHHs Ta Moaudikamis. ToMy B ychboMy CBITI Ha3pijio
MUTaHHS pPO3pOOKM METOMiB Ta 3acob0iB 3axucry iHdopmalii opraHizaiiifHoro,
METOJIOJIOTIYHOTO W TEXHIYHOTO XapakTepy, cepell HUX — MeToau Kpuntorpadii Ta
creranorpadii [1-3].

[Iporpamu 0OMiHY MOBIIOMJICHHSIMH € OJHUMH 3 HAUTOMYJSIPHIIMIUAX MPOTpaM o
BCbOMY CBITY, NP0 II€ CBiYaTh pe3yjbTaTH ONUTyBaHb [4-5]. MiTbHOHM IMOBIIOMIJICHD
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BIJIIPABIISIIOTBCS  KOPUCTYyBauaMU KOXXEH JIeHb. MeceHKepru HaJalTh MOXKIUBICTh
CHUJIKyBaHHS 3 OyIb-sSIKOTO Micis, A€ € [HTepHeT, Ta B OyAb-aKuil yac. 3 KOKHUM POKOM
MOMYJSIPHICTh MECEHDKEPIB 30UIBLIYEThCS, BOHH CTalOTh HEBI EMHUM aTpUOYTOM
Cy4aCHOTO KHTTS, 3pOCTa€ KUIbKICTh TMOCTIHHUX KOPHCTYyBadiB. AJjie 3pIiCT MONUTY Ha
MpOrpaMM CHIJIKYBaHHS TaKOK 30UIBIIMB 1 KUJIBKICTh 3JIOBMHUCHUKIB, SIKI KOPUCTYIOTHCS
BCIMa JIOCTYITHUMH METO/IaMU 3a]UIs1 BUKPAJACHHS 0coOucToi iH(opmarii.

AHani3 1ocaiKeHb Ta myosikamin

MOoXHBICTh TPUXOBYBATH TMOBIJOMJICHHS 3a JOMNOMOTOI0 cTeraHorpadii mae
coliajbHi Ta €THYHI HACTIIKH, MOAI0HI 10 Kpunrorpadii. Jleski ypsian BXKUIN 3aX0/IiB 1010
3a00pOHM BUKOPHUCTaHHs KpuniTorpadii abo meBHux tumis kpuntorpadii. L{i 3adboponu yacto
3aCTOCOBYIOTHCS, 1100 TO3BOJIUTH OpraHaM BJia/Id KOHTPOJIIOBATH KOMYHiKallii. BBaxkaeTbcs,
mo Oe3neka JitoJiell moTpedye oOMexeHb KOH(IICHIIHHOCTI KOMyHiKamiid. B nanuit gac
creraHorpadivyHi METO M MO’KHA BUKOPUCTOBYBATH, KOJIU MU(PPYBaHHS 3200pOHEHO.

Creranani3, BUSBIICHHS CTeraHOTpaiuHUX TOBIIOMJICHb B €JIEKTPOHHUX HOCISX,
9acTO MOKE PO3KPHUTHU HASIBHICTh CTEraHOTpadiYHUX MOBIAOMICHb. TaKUM YHHOM, 30BHIIITHI
CTOPOHU (HANPUKIAA, YPSIU) MOXYTh JOKIQJAaTH 3yCWIb, 1100 BUSBUTH Ta, MOXIIHBO,
BIJICTE)KUTH SIK BIATIPABHUKA, TAK 1 OJIEp)KyBava cTeraHorpadivHuX MmoBioMiIeHb [6-7].

B InTepHeri MoOXHa 3HANTH MECEHIKEPH, B SKHX JJII 3aXUCTy, a TOYHIIIE
MIPUXOBYBAHHS [MOB1IOMJIEHb, BAKOPUCTOBYEThCS cTeraHorpadis. B neskux Takux npoexrax
OMyOTIKOBAaHUN BUXITHUN KOJ a00 MOAATOK B)KE JOCTYIMHMM HAa TaKuX IaTdhopmax, sk
Google play.

IIporpama «Steganography» Oyna po3pobieHa sK eK3aMEHalidHUN TPOeKT Yy
KonenrareHchbkiil mkosi au3aiiHy Ta TeXHOJIOTiH. BoHa BHKOpUCTOBYBana BeO-cepBic Iy
¢yukii creranorpadii. [1izHinre, mporpamy O0ys0 nepeHeceHo Ha TenedoH Ta Omy0IIiKOBaHO
B Google Play 3 ananorivHo0 Ha3BOIO BiJMOBITHO.

HemonaBHo 3’siBunmcst 00T-Mepexki Ha OCHOBI cteranorpadii (cTero-00THeTH), SKi
JI03BOJISIIOTH CUCTEMaM BHSBIICHHS OOTHETIB BUTJISIaTH 3BUYHUM Tpadikom [8-9]. V crero-
O0OTHEeTax KOXKHE TOBIJIOMJICHHS BOYZOBAaHO B MyJbTUMEMiIMHUN (aiin, Hanpukian Qaiin
300pakKeHHs, 3a JOMOMOIOI0 METOMAIB cTeraHorpadii Ta po3MilryeThcsi Ha BeO-caiiTax
ciy:x0u comianbHUX Mepex (Takux sk Facebook) abo B onmaitH-mMeceHmKepax (TakuX sK
WeChat a6o KakaoTalk).

Kemnbenmn-Myp po3pobun mumarin  Secretbook, mo0 mpuxoBaTH TEKCTOBI
MOBIIOMJICHHST JTOBXKHUHOIO 70 140 cumBoniB y 3o00paxenHsx JPEG y Facebook 3a
noromoroto Opaysepa Google Chrome [10-11]. Crarts bexxy3eHna 4yaoBO pO3KpUBaE
npobnemy creranorpadii Facebook i mosicHroe pimenns Kemnoemna-Mypa. Komu xtoch
3aBaHTaxye 300paxeHHs Ha Facebook, BOHO aBTOMaTW4yHO cTHUCKAaeThbCs. KO0 B
300paxkeHHi € creraHorpadis, Facebook cnorBoproe ioro. Anroputm Secretbook
aBToMaTH4HO cTHckae 300paxkeHHs JPEG, sk me 3pob6uB O6u Facebook, a motim momae
MPUXOBaHI JJaHi. AJITOPUTM TaKOX J10Ja€ HAUIUIIKOBICTh, TOMY Oy/lb-5IKi CIOTBOPEHHSI, 110
3QJIMIITMIIACS, MOYKHA BUIIPABUTH MUISIXOM PEKOHCTPYKIIIT 3 KOTIi.

Sk GaunMo, MPUXOBAHHS MOBIJOMJIEHb € aKTyaJbHOIO 33J]au€l0 B Cy4aCHOMY
npoctopi 0OMiHy iHpopMaliero. [CHYIOTh pi3HI MiAXOAM 0 3aCTOCYBaHHs cTeraHorpadii B
mpolieci mepenadi MOBIAOMIJIEHB, 1€ TUTaHHS JOCTaTHbO Oarato JOCHIIKYETbCA Ta
PO3pOOIISIIOTECS KOHTP-METOAM BUSABJICHHA Ta aHai3y MPUXOBaHUX MOBigoMieHb. Kpim
TOTO, CaMi MECEH/[)KepH HE MPUXOBYIOTh 1H(POpMaIlito, a TUTbKH MepeIatoTh KOHTEHHEPH B
3a37aJierijib BOyJOBaHUMU JTaHUMH.

B naniii poGoTi 3anpOroHOBaHO BIACHUN MECEHDKEP JJIS 3aXUIIEHOTO CIIKYBaHHS
KOPHUCTYBauiB Ha OCHOBI HOBOT'O METO/1a MPUXOBYBAHHSI TTOB1JJOMJIEHb B HA0OP1 MOCIIi IOBHUX
300paKeHb.
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Mera cTaTTi Ta IOCTaHOBKA 3aBJAaHb

Mertoro po6oTH € po3poOKka METOay MPUXOBYBAHHS MOBIAOMIIEHB, HOTO MTPOrpaMHa
peaizallis Ta BUKOPUCTaHHS B MECEHKEPI.

st mocsrHEeHHS BU3HAYE€HOI METH B poOoTi Oynu chopmoBaHi s po3B’sI3aHHS
HACTYIIHI 3a/a4l:

1. aHami3 iCHyIOYHX MOMYJISPHUX MECEHPKEPIB Ta iX METOIB 3axUCTy iH(dopMmarlii,
aHaJIi3 aKTyaJIbHOCTI 3aCTOCYBaHHS cTeraHorpadii B MECEHIKEPAX;

2. po3poOka creraHorpaiyHOro MeToay NPUXOBYBaHHs iHGoOpMalii B Habopi
300pa’KeHb;

3. po3poOka mporpamMHOi peaiizaiii 3ampONOHOBAHOTO METOJYy MPUXOBYBAaHHS
MMOB1OMJIEHB;

4. mocmimKeHHs CTIHKOCTI 3aIpONOHOBAHOTO METOAY MPUXOBYBAHHS 0 MOXKIIMBUX
30ypeHux Jii 3 60Ky 3JI0BMHUCHHKA,

5. po3poOka mporpamHOi  peamizamii  MeceHKEpa, SKUH  BHUKOPHCTOBYE
3alpOMIOHOBAHUH METO/I IPUXOBYBAHHS ITOBIJOMJICHb.

OcHoBHA YacTHHA

B po06oTi 3anpornoHoBaHO HOBUI METO/1 TPUXOBYBAHHS MOB1IOMIJICHB 32 JOMTOMOTOIO
300paxkeHb. J{71s1 KOPUCTYBAaHHSAM METOJY MOTPiOCH MPUBATHUHN KIIFOY 1 HAaOlp BUMIAJKOBHUX
3MICTOBHMX 300pakeHb. B camoMy MeceH/pKepy NpUBAaTHUM KIIOY OTPUMYETHCS 3a
IomoMororo  oominy  kmodamu  anroputmMoM  Jipdi-I'emnmana.  IlyGmiuni  kimroui
30epiraioThCsi Ha cepBepi, J0 IKOro MaloTh JOCTYH YCi aBTeHTH(IKOBaHI KOpUCTyBadi. 3a
JIOTTIOMOT'OF0 TIPUBATHOTO KJI0Ya POPMYETHCS CTICIiaTbHUNA CIIOBHUK BiTHOIICHHS ITIKCEIIb-
CHUMBOJI», IKUI BUKOPUCTOBYETHCS JJIs1 IEPETBOPESHHS MOBITOMIICHHS Ha HA01p MMOCIIiJOBHUX
300pakeHb. AJdaBiT MeCeHpKepa, SKUil OyJI0 BUKOPUCTAHO B il pOOOTI, CKIANAETHCS 3
BEJIMKHX JIITEP aHTIHACHKOI abeTKu («A-Zy», BChOTO 26 JIiTEp) Ta CUMBOJIB «.» (TOUKA), «,»
(xoma), «!» (3HaK OKIHKY), «?» (3HaK MUTaHH:A), « » (Tpobi). Bevoro - 31 cumBon. s
KOXXHOTO CHMBOJY 3 ayipaBiTy MeceHpkepa Oyio BiBEACHO BU3HAYEHY KUIBKICTh 3HAYCHb
MMKCEIB, a caMe:

«A — Z» - 8 3HaueHb; «!» - 9 3HaUeHb; «?» - 9 3HAUEHD; «,» - 9 3HaUEHB; «.» - 10
3HAYCHB;

«» - 11 3Ha4eHb.

Bceworo — 256 3HaveHb, 1m0 JAOPIBHIOE KITBKOCTI 3HAY€Hb, AKUX MOXKE HaOyBaTH
SICKpaBICTh TiKceJs. Bci cMMBOIHM 3rpynoBaHi B KOPTEXi: KOKEH KOHTEHHEP MICTUTH CHMBOJI
y BIAMOBIIHIN HOMY KiTbKOCTI (Hanpukian, «<AAAAAAAA», «BBBBBBBB, ...). Takuit
M1IX1/1 BAKOPUCTAHO 3 METOI0, 100 Y MOJAIBIIIOMY 30UTBIIUTH 3aXUCT METOTY BiJl 30ypeHUX
N (CTeraHOAHANITUYHUX aTak), sIKi MOXYTh OyTH BHUKOPHCTaHI MO BiJHONICHHIO [0
300pakeHb, sIKi BUKOPUCTOBYIOTHCS SIK KOHTEHHEpH /IS Tiepenadi mosigomieHHs. Jljis toro,
o0 chopmyBaTH BUIIAIKOBUM CIIOBHUK BIJHOIIEHHS «IIKCEJIb-CHMBOJ», JIe TEMep 3a
CHUMBOJI MOKHA paxyBaTH OJpa3y BiJPi30K CUMBOJIIB, BUKOPUCTOBYEThCS Oi10i0Teka random
B Python. 3a nomomororo merony sample B momymi random ¢opMyeMO BUIAIKOBY
MTOCJTITIOBHICTh BWINE 3a3HAYCHUX KOPTEXKIB CHMBOJIIB, ITICIIA YOTO 33JIA€EMO BIIOBIAHICTH
3Ha4YeHHAM IikceliB Bix 0 10 255 BiaAnoBimHO 10 chOPMOBAHOI BUMAIKOBOT OCHIIOBHOCTI.
[[lo6 BignmpaBHUK 1 OTPUMYBay IMOBIJOMJICHHS Majd TOW CaMHil CJIOBHUK BiJHOIICHHS
«TIKCEeNb-CUMBOJ» BHUKOPUCTOBYEThC Kirou sik seed anmst moxymst random. Takwmit seed
JI03BOJISIE BUKOPUCTATH BJIACTUBOCTI TICEBJOBUIAAKOBOTO (DOPMYBaHHS IMOCIIIOBHOCTEH,
ToMY c(hOpPMOBaHUI CIIOBHUK Oy/Ie OJTHAKOBHH SIK Y BIIIIPaBHUKA, TaK 1 B oTpuMyBaua. Habip
BUMAJKOBUX 3MICTOBHUX 300pa)K€Hb ABTOMATUYHO 3aBAHTAXYEThCS 3 IHTEpHETY 3a
BUIIQIKOBUM IMOLITYKOBUM 3anMTOM. KisIbKicTh 300paskeHb Oyne cTaHoBUTH O1bIl, HixK 200
(B 3aJI€5KHOCTI BiJ yacy, ajie He OuIblle 5 XBWINH). 3aBaHTaXXEHHS 300pakeHb B1/1I0YBAETHCS
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3a gonomoroto Google API. Ilicns toro, sik Oyio MiATOTOBIEHO CJIOBHUK BiJTHOIICHHS
«IKCEeIhb-CUMBOJI» Ta Habip 300pakeHb, METO/ MPUXOBYBAHHS MOBIIOMJIEHb TOTOBHMA 10
KOJIyBaHHs TEKCTy. [0 4ep3i, MOYMHAIOUHM 3 MEPIIOT0 CUMBOJY, METOJI IIEPETBOPIOE KOKEH
CUMBOJI Ha 300paKEHHS, SIK€ MIAXOAWTH IJs Horo KomyBaHHs. CamM METOJ HIYOro HE
BOY/IOBY€E B 300paKe€HHSI, SIKIIO BiMOBIHE 10 CUMBOY 300paskeHHs 0yJi0 3aBaHTakeHe. B
1HIIIOMY BHUMAJKY METOJI 3MIHIOE JIMIIE 3HAYEHHs OJTHOTO Tikcens. Yepes Te, 110 anropuTMm
BUKOPHUCTOBYE JUISI TIPUXOBYBaHHs MOBIIOMJICHHS JIMIIE 3HAYEHHSI OJHOTO IKCEIs, Lei
METOJl € CTIMKMM J0 BUSBICHHS HasBHOCTI BOyIOBYBaHHs iH(opmallii B 300paskeHHS
CTETaHOAHATI30M.

Ha pucynky 1 cxemaTHuHO BiIoOpa)Ke€HO 3arajibHy CXeMy poOOTH 3alIPOIIOHOBAHOTO
METOy TPUXOBYBAHHS ITOB1TOMJICHHSI.

e,
| GENERATE "BYTE-
PRIVATE KEY P SYMBOL" DICT
7 B
.| ENCODE 5| SETOF
MESSAGE » A IMAGES
- S/
A
IMAGES

Puc. 1. 3arampHa cxema METOJy MPUXOBYBAaHHS IMOBITOMJICHHS B HaOOpi IMOCIHiJIOBHUX
300pakeHb

HaGip 300pakeHb BiAMpaBIS€TbCA Yy BIANOBIAHOMY MOPSAKY oTpumyBauy. Jlis
JEeKOIYBaHHS TMOBIJOMIJICHHS OTpUMYBad OyJe BUKOPHCTOBYBATH CBill NPUBAaTHUHU KIIOY,
orpuManuii 3a anropurmoM [ibdi-I'ennmmana.

Sk 1 BiANIpaBHUK, OTPUMYBAu CHOYATKy (POPMY€E CIOBHHUK BiJHOIICHHS «ITiKCEIb-
CHUMBOJ» 3a JOMNOMOTOI0 IMPHUBATHOTO Kitoya. Jlami, mo d4epsi, MOYMHAIOYi 3 MEpIIoro
300pakKeHHs1, TOYMHAE JEKOyBAaTH MOB1IOMJICHHS.

3aranpHa cxema JIeKOyBaHHs BioOpakeHa Ha PUCYHKY 2.

PUBLIC KEYS [—>{ PRIVATE KEY —»L"‘;“{-,';},',}u';,‘i}#*}

IMAGE Nel

TMAGES see SYMBOLS MESSAGE

SET OF DECODE } DECODED

IMAGE NeN

Puc. 2. 3aranpHa cxema JIeKOlyBaHHS OTPUMAHOTO TIOB1IOMJICHHS

I[J'ISI 3aIlIpOIMOHOBAHOI0 MCTOdAa 6YJ'IO nepeBipeHo CTIMKICTB A0 HAKJIAaACHHS HIYyMY,
PO3MHUTTA Ta HOBTOPHOI'O CTUCHCHHS 110 Bi,I[HOI_HeHHIO 10 306pa)K€HB.
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Pesynpratn nmocmimkens mymiB [ayca Tta Jlammaca na 100-ta BHIagKoBHX
300paKeHHSX TpeJICTaBleHi B Ta0ymiti 1.

3a pe3ynbTraTaMu NepeBipKU CTIHKOCTI MeTo/a 10 IIyMy ['ayca MOKHa cKas3atu, 10
METOJ] € CTIHKMM IO BIJHONIIEHHIO JI0 HEMOMITHOTO MJIsi KOpHCTyBada Imymy. l[lpm
koedimienTi 10 0.15 36epiraerses Ounbine, Hix 90% MOBITOMIICHHS.

Tabauus 1
PesynbraTi nepeBipku CTIMKOCTI MeToa 0 1ryMiB ['ayca ta Jlarmiaca
KinmpkicTh yCcHinmHO EKOIOBAHUX CHMBOJTIB
Koedimient
Iym I'ayca [Iym Jlanmaca
0.08 96 93
0.1 95 93
0.15 90 93
0.2 86 86
0.3 73 85
0.5 59 77
1 32 50

3a pe3ynpTaTaMu MEPEeBipKU CTIHKOCTI MeToaa 10 myMmy Jlarmaca Mo)kHa cKa3aTH,
0 METOJ € CTIMKHUM IO BiJHOUICHHIO JO HEMOMITHOrO AJisi KopHucTyBada mymy. [Ipum
koedimienTi 10 0.15 30epiraerses Ounbie, Hik 93% MOBIJOMIICHHS.

Amnanoriuni pociimkeHas Ha 100-ta 300paxxeHHsIX Oyiau MPOBEACHI IS PO3MUTTS
Jlanitaca ta moBTOpHOrO cTUCHeHHs anroputMoMm JPEG. BucHoBku mno pesyibTaTam
MPEICTAaBIICH] HIDKYE.

3a pe3ynbTaTamMH TEPEBIPKH CTIHKOCTI MeToaa 10 po3mutTs Jlamimaca MokHa
CKa3aTu, 10 METO/JI € CTIHKKUM I10 BiTHOIIEHHIO JIO HETTOMITHOTO /I KOPUCTYBaya PO3MHUTTSL.
[Tpu koedinienTi 1o 1 30epiraerses OinbIIe, HX 84% MOBIAOMIICHHS.

3a pesyinbTaTamMH MEPEBIPKU CTIMKOCTI MeToJa A0 MOBTOpHOro ctucHeHHs JPEG
MOJKHA CKa3aTH, II0 METOJ € CTIHKUM MO BIJHOIICHHIO IO HEMOMITHOTO Il KOPUCTyBaya
ctucHeHHs. [Ipu xoediienTi sikocTi 10 70 30epiraeTbes Oublie, HiX 84% MOBITOMIICHHS.

Posrnsitnemo po6oTy MeceHkepa, B SIKOMY MpOBEACHA NpOrpaMHa peaiizallis
pO3pOOICHOTO METOTY.

[I{o6 yBi#iTH B cICTEMY KOpUCTYBady MOTPiOHO BBECTH JIOTH Ta MapoJib y mosia Login
System, ki MOXXHa MOOAYUTH HA PUCYHKY 3, MICIS YOTO BIAIPABISIETHCS TMAKET 3 IUMHU
JTAaHMMH Ha cepBep.

Login System

Puc. 3. Bikno aBTopu3anii kopucryBaua
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[Ticns ycminHoi aBTOpH3aIlii KOPUCTYBad MOTPAIUISE B TOJIOBHE MEHIO MECEHIXKEPA,
Jie BIH MOKe 00paTh KOPUCTyBaya, 101aTH YU BUJIAJIMTH HOTO 31 CBOTO CIIMCKY Ta BiIIIPABUTH
00paHOMY CITIBPO3MOBHHUKY TTOBI1JOMJICHHS.

Stegoranger

andriy Chat with: andriy

) [15:57] admin: YA MIRNIY
douses [18:09] admin: HELLO ANDRIY
[18:09] andriy: HELLO ADMIN
Delete user [19:05] admin: KATERYNA
[19:06] andriy: RZ!
[19:35] admin: HELLO

Log out Type your mess

Puc. 4. 3aranpuuii inTepdeiic MeceHmKepa 3 BIIKPUTUM 4aTOM

CrinkyBaHHS MK KOPHUCTyBadaMH BiJIOYBa€ThCS uepe3 CepBep, aje Ha cepBepi
YKOJIHE 3 TIOB1JIOMJICHb HE JIEKOYEThCA, a 30epiraeTbcs B TOMY BUTIIAAI, B SIKOMY BOHO OyJ10
BIJIMIPaBJICHO, TOOTO Y BUIJISIII YIOPSAIKOBAHOTO HAOOPY 300pakeHb.

BucHoBku

B poGoTi noBenmeHa akTyanpHICTH 0OpaHOi TeMH, OOTpyHTOBaHa MeTa PO3POOKH
METO/1y TIPUXOBYBaHHS MMOB1IOMJICHb Ta OTPUMaHI HACTYITHI pe3yJabTaTH:

1. Po3pobiieno MeTon TPUXOBYBAHHS TOBIAOMJIEHh B HAOOpl TMOCIITOBHUX
300paskeHb 0e3 ix Moaudikari.

2. Po3pobiieHo mporpamHy peainizamii 3allpONOHOBAHOIO METOAY Ta IPOBEICHO
TeCTyBaHHS HOT0 CTIHKOCTI 10 MOKIMBUX 30ypeHUX [Iiil 31 CTOPOHU 3JI0BMHUCHHKA.

3. Po3pobiieHo MeceHIpKep 3 3pYYHMM KOPHUCTYBAllbKUM iHTEpdeiicoM, sKuid
BUKOPHUCTOBYE 3aIIPONOHOBAHUI METO/I.

3anpomnoHOBaHUN METOJ] TPUXOBYBaHHS 1HQOpMAIii TaKoXK MOXE 3HAUTH
3aCTOCYBaHHS B 1HIIUX ICHYIOUHX MECEH/DKEpax.
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DEVELOPMENT OF A MESSENGER FOR HIDDEN TRANSMISSION OF
MESSAGES

A. Pavliuk, N. Kushnirenko, O. Troyanskiy

National Odesa Polytechnic University,
1, Shevchenko Ave., Odesa, 65044, Ukraine; e-mail: infsec2011@gmail.com

Information is one of the most valuable objects of modern life. Accessing it has become incredibly easy with
the development of global computer networks. At the same time, the ease and speed of such access significantly
increased the threat of data security violations in the absence of means to protect them. The relevance of the
topic lies in the fact that in today's realities messengers are an integral part of the life of almost every person
in the world, therefore the security of personal information has a high priority. The purpose of the work is to
develop a method of hiding messages in a set of sequential images, its software implementation and use in the
messenger. To achieve the defined goal, the following tasks were formed: analysis of existing popular
messengers and their methods of information protection, analysis of the relevance of steganography in
messengers; development of a steganographic method of hiding messages in a set of consecutive images;
development of software implementation of the proposed method; study of the resistance of the proposed
hiding method to possible disturbed actions by the attacker; software implementation of the messenger that
uses the proposed method. The object of the study is the process of ensuring the security of the user's personal
information when using messengers. The subject of the research is methods of hiding information and
algorithms for transporting messages in messengers. The novelty of the work lies in the development of a
method for encoding messages using images, which was first used in a user messenger. The developed method
of hiding messages is implemented in an independent software product for communication, in addition, its
implementation can be used in other existing messengers.

Keywords: digital image, message transmission, data streams, coding method, messenger.
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AHAJII3 IOXUBOK MATEMATHUYHOI'O MOAEJIOBAHHA JTUHAMIYHUX
OB’€EKTIB, AKI OITUCYIOTHCA IHTET'PAJIBHUMMU PIBHAHHAMU

A 1O. Ilpokodnen

Harmionaneamii yHiBepcuTeT «Onecbka MOTITEXHIKa
np.-T lleBuenka, 1, Oneca, 65022, Ykpaina; e-mail: fallbrick1985@gmail.com

Bubip iHTerpanbHHX piBHSHb IPH MAaTEeMaTHYHOMY MOJENIOBAHHI, B 3al€XHOCTI BiX
JOCITI/KYBAHOTO ~ SIBHINA, OOYMOBIICHO HACTYIHHMH (DaKTOpaMu: HEMOMIIUBICTH
CKJIaJJaHHs IHIIUX PIBHSAHBb (CYyTh — MaTEeMAaTHYHUX MOJENEH JOCIiHKYBAHHUX SIBHII);
HEOOXIHICTh 3HMW)KEHHS MIPHOCTI PiBHAHB (TOOTO KiJTBKOCTI HE3aJIS)KHUX 3MIHHUX) TPH
pO3B’sI3yBaHHI 3agad I CYHUIBHHX CEPEJOBHUIN;, MOXIHMBICTH KOMIIAKTHOTO
(dopMynmIOBaHHS TpaHMYHHX 3a]ad; JOCSATHEHHS CIPOIICHb INPH OOYHCICHHSX;
MO>KJIMBICTB TIPOCTOTO Ta TPHPOJHOTO MEPEXOy IO CHCTEM KiHIIEBOBHMIPHHUX PiBHSHb
(mpu  puckpeTrH3amii HemepepBHUX 3aaad). CHix MiIKPECIUTH OCOOIUBY PO
IHTeTpadbHUX PiBHSIHB NPH PO3B’SI3yBaHHI IPaHUYHMX 3a/a4 Ta aHANi31 BHMAJKOBUX, B
TOMY YHCHI IUHAMIYHHX T[POLECiB. 3acTOCYBaHHS METOAY MaTEMaTHYHOTO
MOJICIIFOBaHHS, SIKMH SIBJISIE COOOI CYKYMHICTh MPUHAOMIB BU3HAYEHHS MaTeMaTHYHHUX
3B’S3KIB MiXK BiJIOMUMH BUXITHUMH JaHUMH Ta HEBiZIOMOIO XapaKTEPUCTHKOIO 00’ €KTa,
IO JOCIHIKYEThCS y BUTIIIII IHTCTPAIBHUX PIBHSIHD YM TEPETBOPEHbB, € BAXKIMBUM HE
TLIBKH TOMY, IO Il MUTaHHS HEJOCTATHHO BUCBITICHO B JIITEpPaTypi, aje TaKoX i TOMY,
10 CBOEPITHICTh IHTETPAJbHUX CIIBBIMHOIICHh Ta YMOB X CKJIaJaHHSA y 3HAYHIH Mipi
BU3HAYAIOTh BHOIp OOYHMCIIOBAIFHHX METOMIB Ta 3aco0iB IPH YHCIIOBIH peari3amii.
Hacammepen 3a3HaueHa OCOONHUBICTH IONISTAa€ y aHANi3i TOYHOCTI OOYMCIIOBATBHUX
TPOLETyp, SIKi 3aCTOCOBYIOTHCS B XOJII MATEMaTHYHOTO MOJICITIOBAHHS 13 3aCTOCYBaHHIM
Mojeneit 00°€KTIB y BUTJISI IHTETPATbHUX PIBHAHB, OCKIIBKH B SKOCTI BXiTHUX JaHHX
IpH 1OMY BHKOPHUCTOBYIOTHCSI €KCHEPUMEHTANIbHI [aHi, TOUHICTh SKUX BH3HAYa€THCS
3aCTOCOBAHOI0 BHMIPIOBAIIFHOIO amapaTypol0 Ta BIUIMBOM 30BHIMIHIX 3aBag IIpu
BUMIpIOBaHHAX. TOMy aHali3 MOXHOOK MAaTEeMaTHYHOTO MOJETIOBAHHS JWHAMIUYHUX
00’€KTiB Ha OCHOBI MOJIEJICH Y BUTJISII IHTETPAIbHUX PIBHAHL MA€ aKTyalbHE 3HAYCHHS
TpY PO3B’SA3YBaHHI OUIBII MIUPOKKX 3a1ad MOJCIIOBAHHS Ta YIPABIIiHHSA THHAMIYHUMH
00’ €KTaMIL.

KiarouoBi cioBa: MaTeMaTWdHe MOJEIIOBAHHS, IHTETPANbHI pPIBHAHHA, IOXHOKa
PO3B’SI3Ky, IUHAMIYHI 00’ €KTH.

Beryn

3acTocyBaHHsI 1HTErpajbHUX TMEPETBOPEHb Ta PIBHIHBL JI03BOJISIE CPOPMYIIIOBATH
JIesIKi 3araljibHi BJIaCTUBOCTI TAKOTO CIIOCO0Y MATEMAaTHYHOT'O MOJICTIOBAHHS:

1. TlpunHnmmoBa Ta MpakTUYHA MOXJIMBICTh BUKOPHCTAHHS B 33/1a4ax, 110 MAalOTh
CTOXAaCTUYHY MPUPOY, 1 B 3a7a4aX, MAaTEMaTUYHE MOJICITIOBAHHS SIKMX 3aCHOBAHO Ha OIHIT
CYMapHOTO BIUIMBY BiJIOMHX (IIIYKaHUX ) BEJIMYMH HA XapaKTEPUCTUKHU, III0 CIIOCTEPIratoTHCs
(ocHmiKYIOTECS), TPUYOMY BKa3aHi JaHi, ab0 iX 4YacTWHA, Ma€ EKCIEpUMEHTaJbHE
MTOXOJIKCHHS.

2. Bucoka yHiBepcaabHICTh MAaTEMAaTHYHUX CITiBBITHOIIEHb, SIKI OTPUMYIOTHCS, 110
JIOCSITAETHCSL SIK 32 PAaXyHOK KOMITAKTHOTO (DOpPMYITIOBaHHS TpaHUYHHUX 3a7ad, Tak 1 3a
paxyHOK TOT0, IO JIO OJTHOTO 1 TOTO X TUIY IHTETPaJIbHUX PIBHSHB 3BOJISATHCS 3a/1a41, KOJKHA
3 IKUX MO>Ke OyTH onrcaHa BIACHUM, BiIMIHHUM BiJ 1HIINX, AUQEpEHIIaIbHUM PiBHSIHHSIM.

3. MOXIMBICTP €IMHOOOPA3HOTO TEPeXOJy [0 pO3PAXyHKOBHUX BHUPA3IB 3
BUKOPHUCTAaHHAM €(PEKTUBHUX MPUHOMIB OOUUCITIOBAIBHOT MATEMAaTHKH.
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HeBimoMuM eTanoM MaTreMaTUYHOTO MOJIENIOBAHHS € BUKOPUCTAHHS BHpPa3iB, IO
OIMUCYIOTh SBHIIE, SKE MOCTIDKYETHCS, TSI OTPUMAHHS YHCIIOBHX pE3YJIbTaTiB, TOOTO
KOHKPETHHUX BIJIOMOCTEM, 3a pajiu sIKUX, y 0araTb0X BUIAIKAX, 1 IPOBOAUTHCS JOCIHKSHHS.
Ile#t eranm Mae Ha3By YMCIOBOI peanizaiii MaTeMaTHYHUX Mozener (MM) 1 3BonuThes 10
pO3B’sI3yBaHHS  PIBHSAHb, SIKI BIANOBIAAIOTH MPUUHATIA  GoOpMiI  MATEeMATHYHOTO
MO/JICITIOBAHHS.

Po3B’s13yBaHHS NMpakTHYHHUX 3a/a4, CPOPMYIBOBAHUX Y BHIVIAI I1HTETPATBHHUX
PIBHSIHB, TOTPEOYE 3aCTOCYBAHHS HAOIUNCEHUX YUCTOBUX MemOdi6 PO3B’ 3Ky, IIJIs peaizalii
SIKUX, K TPaBUJIO, HEOOX1HO 3aCTOCYBAaHHS MEBHUX (MEPEBAKHO TaKHX, IO MOTPEOYIOTh
3aCTOCYBaHHS OOYHMCIIOBAIbHOI TEXHIKM) 3aco0iB oOumciaroBaHHsA. Tomy, mopsia 3
YJIOCKOHAJICHHSIM ~ TeOpil iHTErpaJbHUX PIiBHAHb, OTPUMAIM PO3BUTOK  YHUCIIOBI
KOMN T0mepHo-0pienmoBani METOIU 1X pO3B’A3yBaHHS.

3anmava yucnogoi peanizayii inmeepanvHux mooeneti, 3 OTISAAY Ha 11 CKJIAQJHICTB,
HEOJIMIHHO TpaHC(POPMYETHCSI B POOJIeMy MAITUHHOI (Komn tomepHoi) peanizalii, sika, B
3aJISKHOCTI BiJ] KOHKPETHUX YMOB Ta METHU JIOCII/KEHHS, MOKE 3BOJIUTHUCS JI0 CYKYITHOCTI
NUTaHb BHOOPY Ta BUKOPHCTAHHS OOYMCIIOBATBHUX METOMIB Ta 3acoli, a y 0araTbox
BHITaJIKaX — 1710 iX po3poOku. Jlificno, MM moske OyTH BUKOpHCTaHA JIJIi OTPUMAHHS JIAIIIE
YHUCJIOBUX PE3YNbTaTiB PO3B’A3KY — TOAl LE 3adaua obuyucienHs; JUid JOCTaTHBO
0araTOCTOPOHHBOTO BIATBOPEHHS Ta JOBrOTPHUBAJIOTO BiATBOPEHHS sBUIIA a00 00’ €KTa, 110
JOCHIIKY€EThCS, — L€ 3adaua Mooentosants; s (HopMyBaHHS YNPaBJISIOYUX BIUIUBIB Y
1HIIOMY 00’€KTi 4M SIBUIII — 3a0aya ynpagiints. YacTo MEeTOr0 TOCITiIKEHHS € CIUIbHUN
PO3B’S30K BKa3aHUX 3a]1a4.

OCHOBOIO YHCJIOBUX PO3B’SI3yBaHHs NMPHUKJIAJHUX 33]a4 € JIOCKOHAJIO PO3poOlJeHi
YHCIIOBI METOIM. 3HAYHA KUTBKICTh Ta PI3HOMAHITTSI IIMX METO/IIB MOSICHIOETHCSI HAMAaraHHsIM
JI0 X YIOCKOHAJICHHS Ta HASBHICTIO PI3HUX TUITIB PIBHSIHB, HEMOXKJIMBICTIO OXOTUICHHS SIKUX
€IMHUM YHIBEPCAIBHUM METOJIOM € 00’ €KTUBHHUM (akTom [1 — 3].

CkazaHe BUILE JO3BOJISE€ BBaXATH, IO METOAW MAaTeMaTHYHOTO MOJICIIOBAHHS Ha
OCHOBI 1HTETpAJIBLHUX PIBHSIHB Y CYKYITHOCTI 3 METOJIJaMHU PO3B’S3yBaHHs (Ta MPHUKJIATHUMU
nporpamMamu) MoTpeOyIoTh yBard SK 3 TOUYKH 30pY iX PO3BUTKY, TaK 1 3 TOYKHU 30py
3aCTOCYBaHHS.

BpaxoByroun BaJIMBICTh 331a4 MATEMaTUIHOTO MOJICIIOBAHHS TIPU PO3B’ I3yBaHH1
MPUKIAAHUX 3a7a4 MOJICTIOBAHHS Ta YIPABIIHHS JUHAMIYHUMHU 00 €KTaMH, OKPEMOIO
BKJIMBOIO TMPOOJIEMOI0 TOCTA€ OIIHKAa TOYHOCTI OTPUMAHUX PO3B’A3KIB, sIKA HAIPIMY
MIOB’s3aHa 3 aHAJTI30M [TOXUOOK OCTAHHIX.

Meta podoTn

Merta po6oTH Tosiirae y OTpUMaHHI aHATITUYHUX BHPA3iB, K1 T03BOJISIIOTH alpiOpHO
OIIIHUTH TOYHICTh (MOXUOKM) MPOLIEIyp MAaTEMAaTHYHOTO MOJICIIIOBAaHHS MIPU PO3B’ I3yBaHHI
NPUKIAJHUX 3a/1a4 MOJETIOBAHHS Ta YIPAaBIiHHA JWHAMIYHUMH 00’extamu, MM sKux
MPE/ICTABIICHO Y BUTJISI/II IHTETPAIILHUX PIBHSHb.

OcHoOBHA YacTHHA

[HTerpanbHi piBHSIHHS € JOCUTH 3araJibHOKO (POPMOIO MATEMAaTHYHOTO OIUCY PI3HUX
nuHaMivHUX 00’ ekTiB. JIiHilHI HecTalioHapHI 00’ €KTH, B 3aralbHOMY BUIIAJIKY, MOKE OyTH
OTIMCAHO JiHIMHUM PiBHSIHHIM BoabTepu npyroro pomy

y(x)+ [[KCros) y(s)]ds = £(x). 0

e K (x,s) — sgpo; f (x) — BigoMa (yHKIIS (MpaBa YacTUHA); y(x) — LIyKaHa
GbyHKIIS.
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YactuaanM BumagkoM (1) Moke OyTH OnuC cmayioHapuux JAiHIUHUX O0’€KTIB Y
BUTJISAIL:

y(x)+ [[K G- s) s )]ds = /(). @

SJIPO SIKOTO 3aJIEKHUTh B1Jl PI3HULI apTyYMEHTIB X Ta § 1, TOMY HAa3UBA€THCS PIZHUYEGUM.

Heninitini 06’e€kTr MOXe OyTH ONIMCAHO PIBHSHHSIM HACTYITHOTO BUAY:
X

)+ [{K (e, ) Fly(s)lyds = £ (x) 3)

a00 OLbIIl 3araJIbHUM PIBHSHHSAM
X

)+ [{K[xs, v(s)ds = £(x). )
0
MPUYOMY, y BHUIIAJKY CTalllOHAPHUX OO0’ €KTIB (K 3a3HAYaNOCsd — YaCTUHHOI'O BHUIIAJIKY),
s71po B piBHIHHAX (3), (4) € pI3HUIICBUM.

[Tpu koMmI’roTepHOMY pO3B’si3yBaHHI piBHAHB (1) — (4) 32 IOTIOMOTOI0 METOJIB
MaTeMaTHYHOT'O MOJICITIOBAHHSI aKMYAIbHOIO € 3a]]a4a OTPUMaHHsI ySBJICHB I10JI0 MOKJINBUX
noxuboK po3e8’a3Kie, SIKIi HEOJMIHHO BHHHMKAIOTh Yy 3B 53Ky 13 3aCTOCYBAHHSIM YHCJIOBUX
(TOOTO HabudICeHux) METOIIB MOJIETIOBaHHA. Taka kK 3a/1aua € aKTyaJbHOIO 1 TIPU TMOITYKY
VApaeninHsa, OCKUIbKM cunme3 ynpagianoyux @yukyii (CyTb — 360pomHa 3agaya)
IPYHTYy€eThCS Ha peasizaiii MM nuHamivHUX (a00 cTalioHapHUX — Y YaCTUHHOMY BUIIAJIKY)
00’€KTiB, SIK €Taly TaKOrO CUHTE3Y.

Bimomuii psig poOiT [4], B SIKUX pO3IISAAIOTHCS MUTAHHS aHANI3Y MOYHOCMI
PO3B’SI3yBaHHA TPAAMLIMHUX IS KOMI'FOTEPHUX 3ac0o0iB JudepeHIlialbHUX piBHSHbD.
OTtpumaHi pe3ybTaTH MOXKe OYTH YaCTKOBO BUKOPHUCTAHO y 3aCTOCYBaHHI /10 IHTETpaTbHUAX
PiBHSIHB, OJJHAYE € TAKOK HU3KA AKICHUX 0COOIUBOCMel, SIKI CITiJT BPAXOBYBATH.

[Ipu xomm’roTepHOMY pO3B’s3yBaHHI HaBeneHUX piBHIHb (1) — (4), sk OyIno
3a3HaueHO BUIIIE, BUKOPUCTOBYIOTh HaOIKeH1 (unciioBi) Meroau. OnHade, 06e3 momnepeanix
CHeLiaIbHUX MEPETBOPEHB, MOXKIIMBE PO3B’I3YBaHHS JIUIIE PIBHSHb BUAY:

X n—1
X—S
y@)+Ia1+aﬂx—@+"ﬁanL——l——y@ﬁsz(ﬁ, (5)
0 (n—1)
SIK1 OTIMCYIOTh JIIHIMHI cTalioHapHI 00’ €KTH 13 30cepepkeHnMu nmapamerpamu (3[1-06’extn)
Ta eKBiBaJICHTHI NU(epeHIiaJbHUM PIBHSIHHAM BUILY

d"olx) d"¢x)

+..+a (p(x)z\y(x), (6)
1 _ n
dx" dx"!
e
d"(x)
yx)==—"
dx
[IpaBa yactuHa (5) BU3HAYA€THCSA (QYHKIIIEIO \p(x) Ta NOYAaTKOBUMH YMOBaMU JJIst
piBHSHB (6).

B sixocTi crioco0y 6e3mocepeIHOr0 MOJICTIOBaHHSI PiBHAHHSA (5) 3py4HO NPUUHSATH
aHasoroBy (opMy pO3B’s3yBaHHsI PiBHSAHHA (6), sKa IMOJISATa€ y 3aCTOCYBaHHI 3aMKHYTOT
MO/JIEJIOK0YO0i CXEMHU, SIKA MICTUTh TOCIIIOBHUH JIAHIFOXKOK 3 71 IHTErpaTopiB.
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Ao po3B’SA3ye€Tbest piBHSAHHA (2) 3 JOBIIBHUM PI3HUIIEBHM SIAPOM, TO IS
3aCTOCYBaHHSI METOAYy O€3MocepeaHhOr0 MOJICTIOBAHHS HEOOX1JHO BUKOHATH IMOTEPEIHIO
anpOKCHUMAIIIIO S7pa.

Cnig 3a3HauuTH, WO I JIHIKHUX Ta TakKuX, SKi J00pe JiHeapu3yrThCH,
IHTETpaJbHUX pPIBHAHL MMOXHOKAa MOXKE BHpPaK€HA 3a JOMOMOro (yHIaMEHTaTbHOL
dbopmynu oxu6ok [5]. JilicHo, KOMIT IOTEPHHI pPO3B’A30K MOKHA MPEACTABUTH TaKUM, 110

3QJIEKUTh BiJ PANY BEIMYMH (|, (,, ..,(,, 9Kl XapaKTepu3yloTh napamerpu MM, BxinHi

BIUIMBH TOIIO, BIIXHJICHHS SIKUX 1 BUKJIUKAIOTh MOXMOKY OTPHUMYBAaHOTO Pe3yJbTaTy. 3a
HasBHOCTI BIIXWJICHb pPEATLHUN PO3B’S30K IUIAXOM PO3KIANaHHS Yy OOMEKEHUU psif
Te#inopa Moke OyTH TIpeICTaBIEHO HACTYITHUM YHHOM:

Y(xX,q, + A, 45 + Agysnq, +Aq,) 2 Y (X,01,55009,)

+ [ul(x)Aql +u2(x)Aq2 +...+un(x)Aqn], (7)

ne U, (x), U, (x), .7 (x) — kxoedimienTu gnaugy abo uymaugocmi.
Binnimarouu 3 npaBoi yactuuu (7) TOYHHUI PO3B’ 30K Y (x, 415975 qn) — T00TO

MEPIINI JI0JAaHOK — MOJKHA 3aITUCaTH TOXUOKY

AY()C):ul(x)Aq1 +u2(x)Aq2 +...+un(x)Aqn. (8)
TakuM YHHOM, ISl JOCTATHBO HAOJMXKCHOTO BHM3HAYCHHS MMOXUOKH PO3B’S3KY
HEOOXIZHO  3HATH  GiOXUleHHsA TApaMeTpiB  ¢,,{,, ..,q, (abo ix eipocionicni

Xapaxmepucmuxu) Ta BU3HAYUTH KOE(DIIIEHTH X BIUIUBY.

Jis BimHAXOHKEHHS KOe(IIieHTIB YyTJIMBOCTI (y BHMAJAKY JIHIHHOTO PIBHSHHS)
MOYKHAa OTPMMATH BIANOBiJHE PIBHAHHA. byneMo BBaxaTH, IO NapaMETPH q,,q,, .., 4,
BHU3HAYAIOTHCS BHYTPIIIHIMU BIACTUBOCTIMH MM, TOOTO BXOIATH /IO siipa PIBHSHHSA, IO

pOSB’ﬂSyeTBCﬂ KOMH’IOTCpHI/IMI/I BaCO6aMI/I, 1 SIK€, B TAKOMY BUIIAJIKY, MA€ BUTIIAI:
X

Y(x)+[[K, (55,9455 -q,)Y(s)lds = f(x). O

0
Buxonyroun mudpepenuiropanns 06ox uactun (1.49) mo mapamerpax g, (i:I,n),

OTPUMAEMO

aY(X)_I_T aKM(x,S,ql,an ’qn) Y
0q; 04,

1

(s)|ds=0. (10)
0
VYBoag4uu MO3HAYEHHSA

6Y(x) (_X') aKM(xasaq17q2’ ’qn)

0q,; . 0q,

1 1

KL (st 4.

OTPUMAEMO LTyKaHI PIBHSHHS:

ui(x)+ _[[KM (X’S’ 415425 "9qn )ui(x)]ds =
0

:__HKI:UH (x,s,ql,qz, ..,qn)Y(S)]dS. (1D
0

B saxocti ¢ynxuii Y (S) B mpaBiii ywactuHi (1.51) MokHa BHKOpHUCTATH HAOIMKEHUIN
po3B’s30K. SK BHAHO, I BU3HAYECHHS KOEPIIIEHTIB YYTIUBOCTI MOKHAa BHKOPHCTATH
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ocHOBHY MM, 1110 peaizyeTbcs KOMI IOTEPHUMH 3ac00aMH, OCKIIBKHU siapo piBHSHHSA (11)
criBmasae 3 siapoM piBHSAHHSA (1), sike po3B’A3yETHCS.
Takum camuM 00pa3oM MOXKHA OTPUMATH PIBHSHHS YYTJIUBOCTI ISl HEJHIHHOTO

piBasHHS (1.43). Bignosiane oMy MalimHHE PIBHSHHS Ma€ BUTJISI:
X

Y(x)+ J{KM('X7S’ 9197 --oqn)F[Y(S)]}dS = f(x) (12)
0
HudepentiroBanus (12) gae

8Y_(x)_|_]£{aKM(X,S,q1,Q2a "’q”)F[Y(S)]}dS:O

aqi 0 aql
abo
oY(x) iy
a(x)+J.{KMqi(x,S,q1,q2,..,qn F[Y(S)]+
qi 0
+ Ky (541,00, --»qn)F'(S)aY S)}dho, (13)

0q.
u

q,
i(x), MOJKHA OTPHMATH:
(

[KM(x’S’QI’qZ’ "9Qn)F, S)ul-(S)]dS =

BpaxoByrouu yBesieHe paHilie mo3HaueHHs I

u; (x)+

O —y

= jf{ x S, ql)QZ) 9qn)F[Y(S)]}dS; i=1,l’l. (14)
0

OTtpumaHi piBHSHHS YyTIMBOCTI € JIIHIMHAMU, HA BiJIMIHY BiJl BUXiTHOTO PIBHSIHHS
(3). Jna ix posp’s3yBaHHA Moxe OyTu BukKopucTaHo MM, ska peani3yeTbes
KOMIT'IOTepHUMH 3ac00aMu, B sIKil HEJiHiMHEe MepeTBOPEeHHs HIyKaHO! (YHKIIT 110 3aKOHY
F [] 3aMiHEHO MHOXEHHSM ii Ha 3MinHui koedimient F'|-|. Jlns BiarBOopeHHs mpaBoi
gyactuHu (14) Takok MOXHa BUKOPUCTAaTH OTPUMaHy paHilie KOMI IOTEPHUM
po3B’sa3yBaHHAM (QyHKIO0 ) (x)

Crnin 3a3HauuTH, OO0 3arajbHe DPIiBHSAHHS (4) MOoke OyTHM TPUBENCHO OO0 OUIBII
npoctoMy BUAY (3), SIKHH TOTYCKAE Q0CHIOHCEHHS NOXUOOK.

Skmo pyukuivo K [x,s, y(s)] MoOke OyTH po3KiaaeHo y psa Makiopena [6] mo

CTYIICHAX x(t) :

Klx,s,(s)] 2 Z Vlx= OSy( )]x
1 psax 30iraeTbest B 006JaCTi 3MIHM X Ta S, TO MO’KHA BUKOHATH HAOIMKEHY 3aMiHy
K[, s, ()] Z Wx= OSy( )]xi; i=Lm

Ta po3B’s3yBaTH HAOIMKEHE plBHHHH}I

,[Z [x 0,s J’( )]xi =f(x).

0 i=0
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Ax 1 y Bunaaxky audepeHIIHHUX PIBHAHb, JJIS JIHIMHUX 1HTETpajbHUX PIBHSHb
MOXHa OTPUMATH PIiGHAHHA O noxubku. Mo)xHa BBakaTH, 10 TpH po3B’sizyBaHHI (1)
MAaIlIMHHE PIBHSHHS Ma€ BUTJIS;

F(x)+ [[R(x,5)5(s)) ds = (), (15)

S ey 2

e Sapo K(x,s) BPAaxOBYE MnepeunHi NoxubKu MmooenoéanHs (memoouuny Ta
iHcmpymeHnmanbHy IOXUOKH) Ta SBIISIE COO0I0 CyMy

E(x,s)z K(x,s)+ AK(x,s),
IpaBa 4acTHHA f(x) MICTHTb NOXUOKY 308HIUHbO20 30Y0HCEHHs T

f(x)=f(x)+af(x),

_)7()(7) — HaOMmKEeHUH pOBB’HSOK, 10 BU3HA4Ya€THCA CHiBBiI[HOH_IeHHSIM

(x) = y(x)+ Ap(x),
ne Ay(x) — cymapna noxubka po3B’si3Ky.

Toni, BimnimMaroun Bupas (1) 3 (15), MoxkHa oTpumaru
X

Ay(x)+ [ {K (x,5)+ AK (2, 5)][v(x) + Ay()] = K (. 5) (s )} ds = A1 (x).
0
Po3kpuBaroun AyXKKH IiJ iHTErpaaom i BBaxaoun moxuoku AK (x,s) Ta Ay(x)
HACTIJIbKA MaJIUMHU, 10 TX T0OYTKOM MO’KHA 3HEXTYBAaTH, OTPUMAEMO IITYKaHE PIBHSIHHS

X X
Ay(x)+ [ [K (x, ) Ap(s)]ds = A (x) - [[AK (x, 5) y(s)]ds (16)

0 0
[{um piBHAHHSAM AJI1 OOUMCIICHHS TOXUOKHU Ay(x) CKJIQJIHO CKOPUCTATUCS 3 OISy
Yyepe3 HeBU3HAYCHICTh 3aBJaHHS NEPBUHHHUX MOXHOOK, KA 3a3BHYAil Ma€ MICIle, a TAKOXK Y
3B’A3Ky 3 THM, IO 3aMICTh ICTMHHOTO PO3B’SI3KY y(s) B MpaBiii 4acTUHI HEOOXiTHO
BUKOPHUCTOBYBaTH HaOmmwkeHe. OpHade BOHO MOXKE BUKOPHUCTOBYBATUCS [UISL SKICHO2O
0ocniddcenHss nOXUOOK, OCKIIBKH, 30KpeMa, TIOKa3ye 110 Pi3Hi CKIaI0BI CyMapHOi MOXUOKU
MOXYTh OyTH BHU3HA4Y€HI OKpeMO (3ajJMILIAl0YM B MpaBid 4acTUHI TUIbKH Af (x), MOXKHA

BU3HAUUTH HACAIOKO8Y NOXUOKY PE3yNbTaTry, a 3alMIIalOyM JIMIIE 1HTeTpal — HOXUOKY
mooentosarns). Kpim Toro, piBHSHHS U1 TOXHUOKH J103BOJISIE BUKOHATH OYIHKY NOXUOKU.

3okpema (y BHUIIAII TECTOBOi 3ajadi), SKIIO (x,s) HajexuTh obmacti D (

(x, S) eD), 0<x<a, 0<s5<b i, npu uboMy, MOKHA 3aBIATH OOMEKEHHS

K(x,s]SK, (ma)lx E(x,s)(ﬁl?, (max|AK(x,s1S8,

x,s)eD x,5)eD
Jxf<rs. max|Af (x) <n,

TO, BUKOPUCTOBYIOYH BHUIIC HaBeI[eHi pe3yiibTaT, MOXXHA OTPUMATHU OHIHKy
(K*I? )x

max
(x,s)eD

m’;IX

x,s )eD

e -1 g
A | fo——+ e
px)s| f8——=—+n]e
IIpu K = K naua ouinka CIIPOILY€ETHCS :
Ay(x) < (f 8x +m)e™.
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TakuMm 4YMHOM, 3 HABEJCHOTO aHaJ3y BWIUIMBA€E, HI0 ICHYE IEKUJIbKAa ILISXIiB
OTPUMAHHS BIJIOMOCTEH LI0JI0 HOXUOOK pPO38 A3KI6 IHMe2palbHUX Pi6HANb, SIKI BUHUKAIOTh
MIpY YUCIIOBIN peami3aliii ix (sk BianmoBiaHux MM nuHamMigyHUX 00’€KTIB) 13 3aCTOCYBAHHSIM
KOMIT FOT€PHO-OPIEHTOBAHUX METO/IIB.

B sixocTi mpuKiTaiHOTO acleKTy aHalli3y MOXMOOK Hapasi po3IJITHEMO 3aCTOCYBaHHS
METOJy MOJICJIbHUX MpUKIaAiB Tpu peamzanii MM nuHaMidHUX O0’€KTIB y BHIJISIIL
IHTETpaJbHUX PIBHAHD (30KpeMa, /il KOHKPETHOCTI BUKJIQJICHHS — PiBHAHb Dpenroibma
NEPLIOro POy, 1110, OJAHAYE, HE 3HIKYE 3arajlbHOI0 XapakTepy LIbOro BUKJIAICHHS).

Sk 3a3Hayanocs BHIIE, TOCTAHOBKA 3aJ1adi BIIITYKaHHS HEBIJIOMOI XapaKTePUCTHUKH
y Burisiai (1.41) € HekopekTHo. He 3Bakaroum Ha Te, 10 Y PO3BUTKY TE€OPii HAOTIKEHUX
METO/IIB pO3B’sI3yBaHHS HEKOPEKTHHX 33/1a4 OTPUMAHO 3HAYHI KOHCTPYKTHUBHI pe3yJIbTaTH
[7], mpobnema edpexTuBHOI Ta hopmanmizoBaHOi peanizallii MeTOiB peryaspHu3aiii i 10 Tenep
3QIMIIAEThCS 1€ TocTporo [8, 9]. OMHUM 3 PO3MOBCIOPKCHUX METOJIB MPHU BH3HAYCHHI
napameTpy peryispusalii € memoo mMooenbHux npukaadis, CyThb sIKOTO BUKJIAJICHO, 30KpeMa
B [9]. OOrpyHTYBaHHS (3 BUKOPHCTAHHSIM OI[IHOYHHX HEPIBHOCTEH) Ta MPOIEeIypa METOAY
MOJICTIbHHUX MPUKJIIA/IIB MOJIATAE B HACTYITHOMY.

Hexaii 3aBiaHo omnepaTopHe piBHSIHHSI IEPILIOTO poay, 1o Biamosigae (1.41):

Ay=f,yeY, feF, (17)
je y — mykaHuif,a f — 3ajaHuii eneMeHTH JiHiHUX HOpMOBaHuX mpocTtopis ¥ Ta F
; A — niniiianit 6e3nepepsuuii onepatop A:Y — F'.

Bimomo [9] (sx 3a3Hauanocs BuUIE), IO 3a7ada po3B’si3yBaHHs piBHSAHHSA (17) €
HEKOPEKTHOIO 1 MOBUHHA PO3B’SI3yBaTHCS MEBHUMHU METOAAMH, SIKi HAOYJIM HA3BY METOIIB
perymspusanii [8, 9].

Tak, B memoodi pecynapusayii Jlaspenmveea [8, 9], 3amicth piBHAHHA (17)
PO3B’SI3Y€ETHCS PIBHSIHHS

oy +Ay=f, (18)
e O — mapameTp peryisipusaiii, a B memoodi Tuxonoea [9], 3amicth (17) po3B’si3yeThCst
PIBHSIHHS

% %
oy+A Ay=4 f, (19)
k
ne A — oneparop, cionydenuii 3 onepatopom A .
Haii6inp1m1 Tpy1TOMICTKOIO Ta CKJIAJHOIO € 3ajauya BU3HAYEHHS HapameTpy OL, s

PO3B’sI3yBaHHS AKO1 3aIIPOMIOHOBAHO JCKIJIbKa METOIB [9], y TOMY YHCIII Memoo0 MOOeNbHUX
npuKIaois.

Busnauenns 1.1. Mooenrvrnum npukiadom (piBHSHHSIM) MO BiJHOIICHHIO J0 JIESKOT

IpaKTHYHOI 3aj1a4i (piBHAHHIO) P Hasusaethes npukian (), sxuil Mae Takuit camuii HaGip

napametpis M = (m1 Gy My ey I, ), o i 3amaua P.

Sxmo 3amaay P Ta npukmax () poss’szyBaTu mpu OJHOMY # TOMY X 3HAUEHHI
napameTpa O, TO IIJIKOM pallioHaIbHO BBaXKaTH, 1110 OI[IHKH BIJHOCHHX ITOXHOOK pO3B’s3KiB
B 000X BUMaaKax OyayTh oaHakoBuMH. Lle nae MoxnuBicTs BBaskatu piBHsuus P ta O, B
MIEBHOMY CEHCI «OJIM3bKMUMMY, HE 3BKAI0OYN HA MOXKITUBE PO3XO/KCHHSI B PABUX YaCTHHAX.

[TpuponHo, ciiBaiiHHS OLIIHOK HE TaApaHTYE PIBHOCTI BITHOCHUX MOXUOOK HAy P H / Hy P H Ta
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HAyQH/”yQH BIMOBITHUX PO3B’SI3KiB  (MOXMOKM PIBHI JIMIIE y BHUIAIKY, KOJH

o (x)=gf»(x), 2e g =const=0).

CMucn yBeieHHsI MOAETBHOTO MPUKJIIAY MOJIATAE Y MOKIMBOCTI MaTH «OJIU3bKE» JI0
PIBHSIHHS, SIKE PO3B’SI3YETHCS, 1HIIIE — 3 BIJIOMUM PO3B’SI3KOM Yo-

MeTo MOAETFHUX MPUKIIAJIB TOJISTae y HACTYITHOMY.

1. Jlns 3amanoro piBHsiHHA P, sKe mimisrae po3s’s3yBaHHIO, CKJIaIa€ThCs
mTydHuit Mosensauit puknaan (), B AKOMY 3aa€ThCS MOYHULL PO36 930K Yo (S) TaKum,

1106 Gynkiis f, 0 (x), Ky BU3HAYAETHCS OOUMCICHHAM 1HTETpaly B JIiBil YaCTUHI PIBHSAHHSA

(piBHSIHHS @Ppedeonbma nepuio2o nopsoK)y)
b
Ayzj[K(x,s)y(s)]ds:f(x), c<x<d, (20)

1€  SAApo K(x, S) € L, Ta npasa yacTuHa f(x) S Lf — Bigomi (yHKIII, y(s) eY —
mrykaHa QyHkiis, OyB 0u (TOOTO TOYHMI PO3B’SI30K Yo (S)), 32 MOKJIMBICTIO, «OJIU3BKAM))
710 TpaBoi YacTHHU f p (x) piBHsiHHS P, sike po3B’s3yeThes (HAMPHKIAL, 3 TOYHICTIO JIO
JESIKOT0 MOCTIHHOTO MHOXHKHKa g = CONSt # 0 ). [Ipu upomy, Oyayroun QyHKIIiIO Yo (S ),
HEOOX1JHO BpPaxOBYBaTH MOXKIIUBY alpiOpHy iH(POPMALIiI0 MI0J0 NIyKaHoi pyHKUIT ) (S)

2. Jlo 3HaueHb f, 0 (x) 3a JOTOMOTOI0 T€HepaTopa BHUITAJKOBUX YUCEI JOAAIOTHCS
Taki MOXWOKH, MPU SKUX MPHOIU3HO CHIBNAAIOTh BEIMYUHU HAfQH / H fQH Ta ||Af s || / || f P||

(BOYEBH b, TOYHOI PIBHOCTI HE MOXHA HOCSATHYTH, OCKiIbKH Af), Ha MPaKTHUIl 3a3BHYAil
BiJIoMa 3 TTOXHOKOI0).
3. IllnsxoM YMCIIOBOrO Po3B’s3yBaHHS MojeabHOro npukiany (J, BiAnopigHO 10

0JIHOTO 3 MeTo1iB peryisipuzauii (19), (20), s psay 3HaueHb Ol BUBHAYAETHCS ONTUMAJIbHE
3Ha4Y€HHA OL = Ol . TaKe, IIPU IKOMY

HyQa - yQH — min. (21)
Tyt Yo, — YHCIIOBHI PO3B’S30K PiBHSAHB peryisipu3aiii (20), BiAMOBIAHO 32 METOAaMHU
JlaBpenTheBa Ta THXOHOBA!
b
ay[(x —c) b-a + a} + J[K(x,s)y(s)]ds = f(x); e<x<d, (22)
a-—-c
b
ay(x)+ J[K(x, s)y(s)]ds = w(x); a<x<b, (23)
Ac ’
d

K(x,s)z”K(t,x)K(t,s)]dt, olx)=[[K(z,x) £(¢)]dr.

C

0
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4. BinnaiineHe 3Ha4YeHHS O 0o’ Oyayun OJM3BKAM JIO LIYKAHOrO Olp .,
BUKOPHCTOBYETHCS Y TIOJAIBIIOMY ISk PO3B’I3yBAHHS BUX1JHOTO PiBHSHHS P .

Crpore MatemMaTnyHe OOTPYHTYBaHHS METOIY MOJACIBHUX MPUKIAIIB YCKIAJTHEHO.
Opnnave, B IPUKIIQJHOMY CEHCl, METO]] €TAJIOHHUX MPUKIIAIIB MOXKE OYTH OPIEHTOBAHO IS
OTIEPATUBHOTO PO3B’SI3yBaHHS HEKOPEKTHUX 3adad (OCOOIHMBO 3a0au YnpasiiHHA 6
PpeanvHoMy Macumaoi yacy) 3 OTHAKOBUMH HA0OpaMu BUX1THUX NaHUX M = (m1 My sy T, )

. IIpu npoMy po3B’3yBaHHS MIMPOKOTO KOJIA MPAKTUYHUX 33724 CBITYUTH NMPO €(PEKTUBHICTH
naHoro meroxy. KpiM po3mIssHyTHX, TMEBHOTO TOIIMPEHHS MPU YMCIOBIM peamizarii
IHTETpajJbHUX PIBHSIHB, HAOynM MeToau: pe3oibBeHT [10], 3BeaeHHS 10 anreOpaidHUX
piBHsHG [11], 3aMiHM iHTErpasia KiHIIeBOIO cymoro [11].

BucHoBku

OtpumaHO BUpa3M, SIKI BU3HAYAIOTH TOXUOKY PO3B’ 3Ky 1HTErpajbHUX PIBHIHB, SKi
BUKOPHUCTOBYIOTBCSI B SIKOCTI MaTeMaTHYHMX MoOJEJed TMpu po3B’SA3yBaHHI 3a/1ad
MOJICTFOBAHHS Ta YIpPaBJiHHS TuHaMidHUMU 00’ extamu. [lokazaHo, 110 4acTUHHA 3aaaya
aHaJIi3y MOXUOKHU PO3B’SI3KY IHTETPATIBHOTO PIBHSHHS IO CKJIAJHOCTI MOYKE HAOJIMKATUCS JI0
BJIACHO TEPBUHHOI 3a/a4i MOJENIOBaHHA a0o0 ympaBiiHHA. Takok MOKa3aHO, L0 TMPHU
OOYHCIICHH]I TMOXHOKU Ay(x) B TMpOIECi pO3B’SI3yBaHHS IHTErpajbHUX PIBHAHb (SIK

MaTeMAaTUYHUX MOJEJNCH BIANOBIIHUX JWHAMIYHMX OO’€KTIB) CHiJl 3BEpTAaTH yBary Ha
HEBU3HAYCHICTh 3aBJIaHHS MEPBUHHUX MOXHOOK (IMOXMOOK BUMIPIOBAHHS BXIJHHUX JIaHUX ),
110, 3a3BUYAil, Ma€ Micle JJIsl NPUKIAIHUX 3a/1a4.

Opnave, OTpUMaHi BHpa3u JAIOTh 3MOT'Y BHKOHATH SIKICHE JTOCIIKEHHS MOXUOOK
PO3B’SI3Ky IHTErpajbHHUX PIBHAHb (CyTh — peaiizaiii Mojeneld AMHAMIYHHX OO0 €KTiB),
OCKLJIbKH, 30KpeMa, MOKa3yKTh CKJIaJI0BI cyMapHOi MOXHOKH, fKi, B CBOIO Uepry, MOXHa
OLIHUTHU (OOUYHMCIUTH) OKPEMO, Ta BU3HAYUTH BIUIMB KOXKHOI 3 IIUX CKJIAJJOBHX HA CyMapHY
MOXHUOKY.
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ERROR ANALYSIS OF MATHEMATICAL MODELING OF DYNAMIC
OBJECTS WHICH ARE DESCRIBED BY INTEGRAL EQUATIONS

A.Yu. Prokofiev

National Odesa Polytechnic University
Shevchenko ave., 1, Odesa, Ukraine; e-mail: fallbrick1985@gmail.com

The choice of integral equations in mathematical modeling, depending on the investigated phenomenon, is
determined by the following factors: the impossibility of compiling other equations (the essence is mathematical
models (MM) of the investigated phenomena); the need to reduce the dimensionality of equations (that is, the
number of independent variables) when solving problems for continuous environments; the possibility of a
compact formulation of boundary problems; achieving simplifications in calculations; the possibility of a simple
and natural transition to systems of finite-dimensional equations (when discretizing continuous problems). It
should be emphasized the special role of integral equations in solving boundary value problems and analyzing
random, including dynamic, processes. The application of the mathematical modeling method, which is a set
of techniques for determining mathematical relationships between known initial data and an unknown
characteristic of the object under investigation in the form of integral equations or transformations, is important
not only because this issue is not sufficiently covered in the literature, but also because the peculiarity of the
integral relations and the conditions of their compilation largely determine the choice of computational methods
and tools for numerical implementation. First of all, the specified feature consists in the analysis of the accuracy
of computational procedures that are used in the course of mathematical modeling using the MM of objects in
the form of integral equations, since experimental data are used as input data, the accuracy of which is
determined by the used measuring equipment and the influence of external interference during measurements.
Therefore, the analysis of errors of mathematical modeling of dynamic objects based on MM in the form of
integral equations is of urgent importance in solving broader problems of modeling and control of dynamic
objects.

Keywords: mathematical modeling, integral equations, solution error, dynamic objects.
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METO/I CHHTE3Y BUCOKOSIKICHUX S-BJIOKIB HA OCHOBI ® YHKLIN
BATATO3HAYHOI JIOT'IKHA

B.B. Pagym, A.B. Cokonos

Hanionanenuii yHiBepcutet «Oecbka NOTITEXHIKA
Vkpaina, Onmeca, 65044, np-t llleBuenka, 1. radiosquid@gmail.com

Kpunrorpadiuanit S-6510k € HallBa)XIIMBIIINM KOMIIOHEHTOM CyYacHUX MIMQPIB, Bij
SIKOCTI SIKOTO y BEJIUKIH Mipi 3aJIeHUTh e()eKTHBHICTH, KpUNTOrpadiyHa 3aXHIICHICTh
Ta mWBHIKOAIS mudpiB, sKi Ha HbOMY 3acHoBaHI. Ha cporomuimmHiii neHb, dyepes
PO3BUTOK KBAHTOBOTO KPHUNTOAHAII3y, a TaKOX MOSABY MOXIMBHX aTak Ha
KpunTorpadidHi aNTOPUTMH INIIAXOM iX ONKHCY 3a JOMOMOror  (YHKIH
0araTo3HavHOI JIOTIKH, CTA€ aKTyaJIbHAM 3aBJaHHS PO3POOKH allTOPUTMIB CHHTE3Y S-
OyiokiB, ski Oynmu O BHCOKOSKICHUMH HE TUIBKM TIpH I1X TIpeACTaBJICHHI
KOMITIOHEHTHUMH OyJeBUMHU QYHKIIISIMH, ale 1 TpH Oyap-KOMY IHIIOMY
IPE/ICTaBICHH] KOMIOHEHTHUMHU (QYHKIisIMA Oararo3HauHoi Joriku. [Ipu npomy,
Oijbla YacTUHA MPEACTABICHNX B JIITEPATypl ICHYIOUMX METOJIIB CHHTE3Y S-OJIOKiB
Opi€eHTOBaHA JINIIE HA AOCIIKEHHS TX KpunrorpadiyHoi SKOCTI IPH MpeacTaBlIeHHI
KOMITOHEHTHMMHU OyneBumu ¢QyHkuismMu. Y naHiii poOOTi Ha OCHOBI S-O0JOKiB
JOBXHMHM N=16, 110 BiANOBIAAIOTH CYBOPOMY JIABUHHOMY KPUTEPil0 KOMIIOHEHTHUX
OyneBux Ta 4-(QyHKLIH, NpPEACTaBICHO METOJ CHUHTE3y BEJIMKOI MHOXXUHU
noTyxHocTi J=117588 S-610KiB pakTHYHO MIHHOT TOBXUHA N=256, 1110 OTHOYACHO
BiJIMTOBIAAIOTh CTPOTOMY JIABUHHOMY KPHUTEPil0 KOMITIOHEHTHUX OyJeBUX (DYHKIIIMH,
CTPOTOMY JIABHHHOMY KPHUTEPil0 KOMITOHEHTHUX 4-(QYHKIIHA, a TaKoX KpUTEPiro
KOPEISIIIHHOTO IMYHITETY KOMITOHEHTHHX OyJIleBHX (YHKIIiH, TOOTO BOJOIIIOTH
iIealTbHUMHY MaTPHUIIMU KoeiIlieHTiB KOpeJIAilii BEKTOPiB BUXOy Ta BXOay. Brucoka
kpunTorpadigHa sKiCTh  po3poOsieHuX  S-ONOKiB  mpu  iX  TmpeAcTaBlIeHHI
KOMITOHEHTHHUMHU OyineBUMH Ta 4-QyHKLISIMH J03BOJSE PEKOMEHIYBaTH iX JUIs
NPaKTHYHOTO 3aCTOCYBaHHS SIK Y 3ajavax IiJBUIICHHS e(EeKTHBHOCTI ICHYIOUMX
KPHUIITOAITOPUTMIB, TaK 1 TPH PO3pOOLI NEPCIIEKTUBHUX MIN(PIB, TOAI SIK IIOTYKHICTh
KJIacy CHHTE30BaHMX S-OJIOKIB  JI03BOJISIE  3aCTOCOBYBAaTH I1X y  SKOCTI
JIOBI'OCTPOKOBOTO KITIOYA.

KarouoBi cioBa: S-010K, KpuTepiil pO3NOBCIOJDKEHHS NOMMIKH, KOPEISIIHHUHA
IMyHITET, (YHKITiST OaraTo3HAYHOI JIOTIKH.

BBenenns i mocranoBka 3agaydi

OnHuM 3 HaWBaXIMBIIMX KpUOTOrpadidyHUX NPUMITHBIB, II0 BH3HAYae
e(EeKTUBHICTh, PIBEHb KPUNTOTPA(PiUHOI 3aXHUIIEHOCTI, a TAKOXK IMIBHIKOMIII0 Cy4aCHHX
CUMETPUYHUX KpUNToanroputmiB, € S-6mok [1]. Ha chorognimHiidi JeHb, YUMAIIO
myOJiKaIii MpUCBIYCHO MTUTAHHSAM CUHTE3Y S-OJIOKIB 32 KpUTEPIIMH KpUNTorpadiaHoi
SAKOCTI iX KOMIIOHEHTHUX OyneBux ¢yHkuid. OnHak, uyepe3 mosBy myOumikamiid [2], ne
3a3HAYAIOTBCSI  MOMJIMBOCTI  aTaKk MPOTH  KPUNTOTpaiyHMX  KOHCTPYKIH 13
3aCTOCYBaHHAM iX ONHUCY (PYHKLISAMU OaraTo3HauyHoOi JIOTiKM, BCE OUIBII T'OCTPO CTa€
MATAaHHS TIPO HEOOXITHICTh MOOYAOBH KpUNTOrpagiYHUX KOHCTPYKININ 13 BpaXyBaHHIM
X MOXJIMBOTO YsIBJICHHS (PYHKIISIMH 6araTo3HaqHoi JIOTiKU. OCKIJIbKH, HAHYKUBaHIIIOO
JIOBXKMHOK Cy4acHHX S-ONOKiB € nmoexkuHa N =256, iinerbes, y mepury 4epry, mpo
BpaxyBaHHS KpUNTOTpadivyHOl IKOCTI KOMIOHEHTHUX OyneBuXx (QyHKIIH, 4-QyHKIIH Ta
16-pynxkiiii. 3apa3 Bxke CTBOPEHO METOJIM CHHTE3y S-OJIOKIB, SIKi XapaKTEpU3YIOThCS
BHCOKOIO KpUNTOTpadivyHOIO SKICTIO K IIPH MPEACTaBICHHI KOMIIOHEHTHUMH OYJICBUMHU
¢GyHKLIAMH, TaK 1 KOMIOHEHTHMMH (YHKIISIMH OaraTO3HA4HOI JIOTiKU. 30Kpema,
BIJIOMHUI METOJ CHHTE3y S-OJIOKIB, IO BIAMOBIIAIOTH CYBOPOMY JJaBUHHOMY KPHUTEPIIO
KOMIIOHEHTHUX 4-(QyHKLIA Ta KPUTEpPIl0 MAaKCHUMAJIBHOTO JIABUHHOTO e(deKTy
KOMITOHEHTHUX OyneBux QyHkIii [3]. OgHak, SK MOKa3ylOTh MPOBEICHI JOCIIIKEHHS,
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oTpuMaHi y po6oti [3], pe3yiabTaTH MOXYTh CTaTH OCHOBOK JUIsI MOOYIOBU OLIBIIT
JIOCKOHAJTMX METOJIIB CHHTE3Y S-OJIOKiB, SIKI OJTHOYACHO BIAMOBIJATUMYTH SIK CYBOPOMY
JaBUHHOMY KPHUTEPil0 KOMIOHEHTHUX OyneBuX (yHKUIN Ta 4-QyHKIIH, Tak 1 KpUTEpito
KOPEJSIIIIHHOTO IMyHITETY KOMIIOHEHTHUX OyJieBUX (YHKIIIH, III0 O3HAYAE 17CATBHICTH 1X
MaTpHIlb KOS(DIIiEHTIB KOPEISALIi.

Meroto  1iei  pobOTH €  WABUIIEHHS ~ KpunTorpadiuyHOi  SKOCTI
IiICTAaHOBIIOBAIBHUX KOHCTPYKIIM Cy4acHHUX MMUQPIB IIIIXOM PO3POOKH METORy
CHUHTE3y BUCOKOSKICHUX S-0JIOKIB HAa OCHOB1 (DYHKITIH OaraTro3Ha4HOI JIOTIKH.
3acTrocoByBaHi KpuTepii KpunrorpadivHoi AKoCTI

PosrasinemMo ocHOBHI KpuTepii KpuntorpadiqHoi SKOCTI, Y BIATIOBITHOCTI 10 SIKUX
BUKOHYBaTHMEThCS CUHTE3 S-OJIOKIB.

2.1. Cysopuii nasunnuti Kpumepit

BusHaueHHs BiINOBIAHOCTI S-0JI0Ka CYyBOPOMY JTaBUHHOMY KPUTEPIIO MPHU HOTO
npeACTaBICHH] OyJeBUMHU (QYHKIISIMU 0a3y€e€ThbCsl Ha JOCIIHKEHHI HOT0 KOMITOHEHTHHX
OyneBux (DyHKIIIN 32 JOTIOMOTOI0 HACTYITHUX BU3HAUYECHb.

Busznavennss 1 [4]. IloxigHoloo 3a HampsaMoM u eV, OyneBoi GyHkuii f

Ha3UBAETHCs OyneBa yHKITIS

D,f(x)=f(x)® f(x®u), (1)

ne V, — niHiifiHMH BEKTOPHHN MPOCTIp OBIHKOBHX BEKTOpiB MOBKHHH Kk, @ —
iICYMOBYBaHHS 110 MOJTYJTIO 2.

Busznauennss 2 [4]. bymeBa ¢ynkmis f(x) 3a70BOJBHSIE KPUTEPIrO
PO3HOBCIOJUKEHHST MOMMIKM I1oA0 Bekropa u eV, — KP(u) sxmo ii moxigHa 3a

HaIpsIMOM U € 30aJIaHCOBAaHOIO (PYHKITI€0, TOOTO
pif()=f(x®u);=05. )

Busnauennst 3 [4]. ByneBa ¢yHKIA f 3a70BOJBHIE CTPOrOMY JAaBUHHOMY
kpurepito (CJIK), k1o BoHa 3a10BOJIBHSIE KPUTEPit0 po3noBCcroKeHHs momuiku KP(u)
110710 BCiX BeKTOpiB Baru ['eminra 1, To6T0o

pif(xX)=f(x®@u)} =05, VueV, wtu)=1. 3)

[Tpu npencraBieHHi S-0710ka KOMIIOHEHTHUMHU (PYHKIISIMU OaraTo3HAaYHOT JIOT1KH
JUTSL TOCIIPKEHHS MOT0 BIATOBIAHOCTI CTPOTOMY JJABUHHOMY KPUTEPIIO BiIOYBA€ETHCS Ha
OCHOBI HACTYITHUX BU3HAYCHb.

Busnauenns 4 [5]. Baroo @ (1) g-3Ha4HOTO BEKTOpa Ha3BEMO KiIBKICTh HOTO

HEHYJThOBUX KOMITOHEHTIB.
Busnavenns 5 [5]. Iloxigaoto QyHKmii f y HampsIMKy BEKTOpa U HA3BEMO

GyHKIIiT0

D, f(x)=f(x®u)= f(x) (modg) , (4)

e © o3Haudae J0JIaBaHHS MO0 MOJYJIIO ¢ .
q

Busnauennst 6 [5]. @yHkuisa g-3Ha4HOi JIOTIKK f(X) 3a70BOJBHSIE CTPOTOMY
JaBUHHOMY KPHTEpilo, SIKIIO i1 MOXiIHI 3a HampsMaMHu u OXWHHYHOI Barn ®(u)=1 €
30amaHcoBaHUMH (QYHKIIISIMHU, TOOTO iX 3Ha4YeHHs 0,1,...,q —1 mpuiiMarOThCs 3 PIBHUMHU
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itmoBipocTamu:  p(D, f(x)=i(modq))=1/q nna Bcix i=0,1,...,g—1. Inakme

suciomorounchk, K’ =K' =...= K" ne K' — KinbkicTh HaOOpiB 3HAYEHb 3MiHHUX, Y
SKUX TOX17Ha HaOyBa€ 3HAYCHHS | .

2.2. Kpumepiii kopensayiuno2o iMyHimemy

BusHauenHs BinMmoBimHOCTI S-0Jl0Ka KPUTEPIIO KOPEIAMIMHOTO IMYHITETY
BiJI0OYBA€THCS MUISIXOM JIOCII)KEHHS HOT0 KOMIOHEHTHUX OyineBuX (yHKIIiHf Ha OCHOBI
HACTYITHUX BH3HAYCHb.

Busznauenns 7 [6]. Ilindynkmiero OyneBoi pynkmii f(x), x €V, Ha3uBaeTbCs
byukmis ', orpuMana migcraHoBkor B f koHcrant "0" a6o "1" 3amicTe yacTHHH
3MIHHHX. SIKIIO MiacTaBUMO B (PYHKIIO f KOHCTaHTH 0,0, 3aMICTh 3MIHHUX

o-il ""’o-ix

X, ,**+X, , BIIIOBIIHO, TO OTPHUMaHa MiA(yHKIIIS TO3HAYAETHCA |, SIk11o 3aMicTh

i Xy

3MIHHOI X, KOHCTaHTa HE IMiJCTaBJICHa, TO X, HA3MBAETHCS BUILHOIO 3MIHHOIO.
Busnavenns 8 [6]. ByneBa dynkuis f(x), x €V, HazuBaeTbcs KOpeALiitHO-

imynHoro mopsiaky m, 1<m<k, saxmo Bara I['emMminra Oyme JIOpiBHIOBaTH

wt(f)y=wt(f)/2", nna 6ynb-axkoi i miapyukuii /' Big k—m 3MiHHUX.

BusHaueHHs  KOpensidHOrO  IMyHITETYy TICHO TOB’s3aHE 3  TakKolo
XapaKTepUCTHKOK S-Oj0ka, sK Horo Marpuusd KoediuieHTiB Kopesauii  [7]

R=|p,,
bopmynu

, vou=L2,...k, enement K01 OOUMCIIIOIOTECSA BiAMOBIAHO 10 HACTYIHOI

rv,u =1- 2_(1‘—1)&()(2,\/ &) yZ,H) =0 , VU= 1, ) (5)

ae {xi} 1 {y j} — JBIKOB1 BEKTOPH BXOAY Ta BUXOAY S-0i0Ka.

Bimomo, mo skmo Bci kKoMmoHeHTHI OyneBi (QyHKIii S-Omoka € KopensiiHo
IMYHHUMH TIOpAAKY m =1, TO Takuii S-OJOK XapaKTepU3YEThCS 1€aTbHOI MATPHIICIO
KoediuienTis kopessuii, rodro p, , =0, v,u=12,..k.

MeToa cuHTe3y KpUNTOrpadiuHo BUCOKOSAKICHUX S-0JI0KIB

JlocnikeHHsT ToOKa3anM, 110 no0ynoBa S-0J0KIB, IO XapaKTepU3YIOThCS
BHUCOKOIO KPHUNTOrpadivyHOK SKICTIO SK KOMIOHEHTHUX OyneBHX QYHKINH, Tak 1
KOMIIOHEHTHUX (YHKIiM Oararo3Ha4yHoi JOTIKH, MOXE 31MCHIOBATUCS Y PEKYPEHTHUI
crocio.

B skocTi OCHOBH POOOTH MPEACTABICHOTO METOIY 3aCTOCOBYETHCS METO]]
nooynoBu S-61o0kiB, 1o BianosinawTsh CJIK koMmoHEeHTHUX 4-QyHKIIH Ta KPUTEPIrO
MaKCHUMAaJIbHOIO JIABUHHOI'O €(EeKTy KOMIOHEHTHHUX OyneBuUX (yHKLIH, skuil Oyio
3aMpoNoOHOBAaHO y poOoTi [3], Ta AKUil HABOJUMO Ui MOBHOTH BUKJIAIy MaTepiaiy.

Meron M1

Kpox 1. B sKkocTi BXigZHOTO Martepialy Juisi JaHOTO METoay Oyne
BUKOPHCTOBYBATUCS MHOXXKHMHA S-0J10KiB noBxkuHu N =16, mo Biamosigaiotse CJIK 4-
byHKIIH, ki Oynu moOyaoBaHi y [5]. JlaHa MHOXKHHA Ma€e MOTYxHIcTh J =245760.

Kpox 2. 3anaerbes ¢yHkuig F, , sika npeacTaBisie COOO0I0 CTapuly KOMIIOHEHTHY
4-dpyHK1i0 B po3KiIaaaHHi S-0y10Kky Ha 4-QyHKITI.

Kpok 3. ®opmyerbcsi MHOXHMHA 3 4-X IEpPECTAaHOBOK Y BIANOBIAHOCTI 3
HACTYITHUM IPAaBUIIOM

p,=x&(jod), x=0,l..,N-1, j=0,1,23, (5)
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ne d — OIVH 3 BEKTOPIB IOBXHUHU k =log, N 3 1 Ha oxHil 31 CBOTX MO3MLiii, BEKTOp X

npo0irae 4eTBipKoBi pecTaBieHHs ynceln Big 0 o N —1, @ — nogaBaHHS 110 MOJTYITIO
4

4, o — CHMBOJI ITOEJIEMEHTHOTO MHOKEHHS YE€TBIPKOBOTO TPEICTABICHHS Yncia d Ha
3HAYEHHS J .

Kpok 5. 36inbmyeMo JA0BXKUHY S-010KYy 10 3HadueHHs 4N BUKOPHCTOBYIOYH
HACTYIHY KOHCTPYKIIiIO

G, ={S18(p) | S(p,) | S(py)} - (6)

Kpox 6. Bynyemo HoBwmii OiekTuBHMI S-010K noBkuHU 4N , MO BiAmoBijzae
CYpOBOMY JIaBUHHOMY KPUTEPil0 KOMIOHEHTHHX 4-()yHKIIH 32 HACTYITHUM ITPABUIOM

S, ={G, -4 +G,} . k=log,N . (7)

[IpoBeneHi eKCIEpUMEHTH IMOKa3ylTh, IO HAa OCHOBI MHOXHHHU S-O0JIOKIB
nopxkuan N =16, sxi Oynu oTpuMaHi B [5], OUISXOM BHUKOPHCTAHHS PO3POOJIEHOTO
METOJTy MOXKYTh OYTH OTpHMaHi S-OJIOKH MPaKTUYHO I[iHHOI noBxuHU N =256, 1m0
BinnmoBimaroTh omHodacHo CJIK  kxommoHeHTHUX  4-QyHKIUH Ta  KpUTEPIO
MaKCHUMAaJIbHOTO JIJABUHHOTO eeKTy OyaeBUx (hyHKITI.

BapTto 3a3HaumTH, MO KITBKICTH S-OJIOKIB CHIBHO 3aJIeKHUTh BiJl 3HAUCHHS

o0paHuX mapameTpiB ¢,,c,,C;,C,, @ TaKOX BiJl OOpPaHOrO BEKTOPY HAMpPsAMKY d .
Hanpukman, Hexail 3amaHi HACTyIHI TapaMeTpH: JoBxuHa S-01moky N =256,
napamerpu ¢, =0,c,=1,¢;,=2,¢,=3 nHa nepmiii Ta Apyriil iTepamnii BUKOPUCTAHHS
METOMy, a TakoX 3HaueHHS d =[0 1] Ha mepmii iTepauii BUKOPUCTaHHS METOAY i
d =[0 0 1] Ha apyriii iTepaiii BUKOPUCTAHHS METONY.

Toni orpumyemo, mo 3 MHOXHHH J =245760 S-OmokiB momxuau N =256,
OTPUMaHHX Ha OCHOBI MHOXXWHHU S-OyiokiB nomxuuu N =16 [5], J, =3968 S-6mokiB

onHovacHo BianoBinarTh CJIK koMmoHeHTHHX 4-(YHKIIH 1 KPUTEPII0 MAKCUMAIBHOTO
JAaBUHHOTO €(heKTy KOMIOHEHTHUX OyJIeBUX (YHKIIIH.

O3HaueHa MHOXKHHA S-0JOKIB € OCHOBOIO JUIsi TIOOYIOBH BHCOKOSIKICHHX S-
OJIOKIB HAa OCHOBI 3aIIPOIIOHOBAHOIO y JaHii poboTi Metoxy M2, sikuii mpencTaBuMO y
BUTJISIZII KOHKPETHUX KPOKIB.

Meroag M2

Kpox 1. 3acrocoBytoun Merox M1 BUKOHATH CHHTEe3 MHOXHHH 3 J, =3968

BHUCOKOSIKICHUX S-0JIOKIB TOBXHHH N =256, 10 BiJNOBIAAIOTH CTPOTOMY JIABHHHOMY
KPHUTEPil0 KOMIOHEHTHHUX 4-(QYHKIIIH Ta KpUTEPil0 MaKCUMAaJIbHOTO JJABUHHOTO e(heKTy
KOMITOHEHTHHUX OYIeBUX (YHKIIIH.

Kpox 2. TlpoOiraroun ycro MHOXKHUHY S-0JI0KiB, OTpuMaHy Ha Kpoyi I, BAKOHATH
iX TeKOMMO3uIli0 Ha KOMIOHEHTH1 4-¢hyHKiii. Po3knamgaroun orpumani 4-GyHKiii Ha 2
KOMITOHEHTH1 OyJieBi (QyHKIIi1, BUIUTUTH 3 HUX TakKi, Y IKHX 0OMABI KOMIOHEHTHI OyIeBi
¢dbyukii Bignosigaots ymoBam CJIK.

[Ticnsa BukoHanHs Kpoky 2 Mu OTpUMYEMO MHOXHMHY 4-(QyHKIIiH, OTY>XHICTbH
skoi ckiagae 14336 gynkiiin. OgHa 3 Takux (QYHKIIH Ma€ HACTYITHUM BUTJIS
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(8)

Kpox 3. 3 orpumanoi MHOXUHM 4-(yHKINH, HEOOXITHO BUAUIMTH TaKi, IO €
YHIKQJIbHUMH.
[Ticns mpoBeneHHs MaHO1 MPOLEIYpH BUIAAICHHS JAYOJIKATIB 3 JaHOT MHOKHHHU
OTPUMYEMO B PEIITi BCbOTO 769 miaxoasamumx (yHKITH.
Kpox 4. BUKoHyr0UM KOMIIO3HUIII0 OTpUMaHUX 4-(QyHKII Mi>k COOOFO0 BIATIOBITHO
110 TeopeMHu [8], reHepyeEMO MHOKUHY S-0JIOKIB, BIIOMPAIOYH Ti, 110 € OIETHBHUMH.

[Ticns BukonanHs Kpoky 4 OTpUMYEMO MHOXHHY, TOTYXXHICTh SIKOi CKJIAJa€
J =117588 yHikanpbHUX S-0JIOKIB.

B sixocTi npuknany y Taba. 1 HaBeneMo oJIMH 3 TakuxX S-O0JIOKIB.

Taoauns 1
[Tpukinan BucokosikicHoro S-61510KYy, mo Bianosinae CJIK OyneBux ta 4-byHKIii
S [ 0001 |02 03] 04 0506|0708 09| A| B|C|D|E F
00 | 05| 00 | OA|7A | 5B | A1 | C2 | 65 | BF| 67 |DB| F4 | IC | 91 | EE | BC
01 | 14 | 1IE | 4E | 19 | B5S | D6 | 79 | 6F | 7B | EF | C8 | 83 | A5 | F2 | 80 | 20
02 | 22 |52 |2D |28 | EA |4D | 73 | 89 | F3 |[DC| 97 | 4F | C6 | 94 | 34 | B9
03 | 66 | 31 | 3C | 36 | 51 47 | 9D | FE | EO | AB| 53 | C7 | A8 | 08 | 8D | DA
04 | 41 | 4B |BB| 46 | E2 | 03 | A6 | 98 | A4 | 18 | 35 | FC| D2 | 2F | FD | 5D
05 | 5F | 8F | 5A | 55 17 | BA|AC | F6 |2C | 09 | CO | B8 |33 | Cl | 61 | E6
06 | 93 | 6E | 69 | 63 | 8E | BO|CA |2B |ID | D4 |8 | 30 | D5 | 75 | FA | 07
07 | 72 | 7D | 77 | A7 | 8 |DE | 3F | 92 | E§ | 90 | 04 | 21 | 49 | CE | 1B | E9
08 | 88 | F8 | 87 | 82 | 40 | E7 | D9 |23 |59 |76 |3D | E5|6C|3E |9E | 13
09 |ICC|9B | 9 | 9C | FB |ED | 37 | 54 |4A | 01 | F9 | 6D | 02 | A2 | 27 | 70
A |AF |AA| A0 | DO | F1 | OB | 68 |CF| 15 |CD| 71 | 5E | B6 | 3B | 44 16
B | BE| B4 | E4 | B3| IF |7C | D3 |C5 | DI | 45 | 62 | 29 | OF | 58 | 2A | 8A
C |39 |1C4|C3|C9| 24 |[1A| 60 |81 |B7|7E |26 |9A | 7F | DF | 50 | AD
D |D8 | D7 |DD|0OD | 2E | 74 | 95 | 38 | 42 | 3A | AE | 8B | E3 | 64 | Bl | 43
E |EB|El |11 |EC| 48 | A9 |0C |32 |OE | B2 | 9F | 56 | 78 | 85 | 57 | F7
F | F5 | 25 | FO | FF | BD | 10 | 06 | 5C | 86 | A3 | 6A | 12| 99 | 6B | CB | 4C

VY 1abn. 2 HaBeneMo 3HAYCHHS Baru [ 'eMiHra moxXiJIHuX KOMIOHEHTHUX OYJIeBUX

ynkuiit S-610ka (Tabun. 1) 115 BCIX BEKTOPIB #; OJMHAYHOI BATH.

Taoaunsa 2

Bianosignicts BuMoram CJIK koMnoHeHTHHX OyneBUX (DYHKIIIH CHHTE30BaHOTO

BHCOKOSIKICHOTO S-0JI0KY

u; wt(D,) | wt(D, ) | wt(D,) | wt(D, ) | wt(D,) | wt(D, ) | wt(D,) | wt(D,)
00000001 128 128 128 128 128 128 128 128
00000010 128 128 128 128 128 128 128 128
00000100 128 128 128 128 128 128 128 128
00001000 128 128 128 128 128 128 128 128
00010000 128 128 128 128 128 128 128 128
00100000 128 128 128 128 128 128 128 128
01000000 128 128 128 128 128 128 128 128
10000000 128 128 128 128 128 128 128 128
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JlocitipKeHHs pe3yibTaTiB, IPeACTaBICHUX Y Ta0. 2 MiATBEPAXKY€ BiIOBITHICTD
S-6moxky, mpencraBinenoro y taoiu. 1 ymoBam CJIK koMmoHeHTHUX OyneBux QyHKIiH. Y
Tabn. 3 mpencrasneHo 3Hadenns kimpkocteit K°,K',K* K’ emementiB 0, 1, 2, 3 y

MOXIIHUX KOMIOHEHTHUX 4-(yHKUisX S-Onmoka (Tabm. 1) amst BCIX BEKTOPIB U

oHNYHOI Bark @ (u;) =1.

Taoaunsa 3
BignosigaicTs BuMoram CJIK koMnoHeHTHUX 4-QYHKIIIH CHHTE30BaHOTO
BHCOKOSIKICHOTO S-0JIOKY

u, | f,:K' /K" /K /K| [,y :K* /K" /K> | K| s :K° /K" /K> | K| f,, - K"/ K" | K* /| K
000 64/64/64/64 64/64/64/64 64/64/64/64 64/64/64/64

1

000 64/64/64/64 64/64/64/64 64/64/64/64 64/64/64/64

2

333 64/64/64/64 64/64/64/64 64/64/64/64 64/64/64/64

3

[ToOynoBaHa MHOKHHA BUCOKOSIKICHUX S-OJIOKiB, 30KpeMa, S-0JI0K, HaBEIEHUH Y
Tabn. 1 XxapaKkTepu3yeThCsl TAKOXK 11€aJTbHOI0 MaTPUIICIO Koe]iIlieHTIB Kopesiii, TOOTOo
BIJITIOBIJTHICTIO KOMIOHEHTHUX OyneBUX (DYHKIIIH KpUTEpilo KOPEAMIHHOro iMyHITETY
nopsiaky m =1. Hanpukman, marpuns koedinieHTiB Kopensmii S-0ioky (tadn. 1) mae
HAaCTYIMHUH BUTJIA

)

=

I
SO ODDODOOO
SO ODDODOOO
SO ODDODOOO
SODDDDDODOOO
SODDDDDODOOO
SODDDDDODOOO
SODDDDODOOO
SO ODODOOO

T
L

BucHoBku
BinzHaunMo OCHOBHI pe3yJbTaTH MPOBEACHUX JOCIHIHKCHb:
1. 3anpomoHOBaHO METOJ CHHTE3y Beaukoi MHOXuHH 3 J =117588

KpUNTOrpadiyHO BHUCOKOSKICHHX S-OOKiB noBkuHU N =256, 1m0 BiANOBIIAIOTH
CYBOpPOMY JIABUHHOMY KPHUTEPIl0O KOMIIOHCHTHHX OyJIeBHX (YHKIIH, CYBOpPOMY
JAaBUHHOMY KpPUTEPil0 KOMIIOHEHTHUX 4-()YHKIIH, a TaKOX KPHUTEPiI0 KOPESALiitHOro
IMYHITETY KOMIIOHEHTHHUX OyJIeBUX (YHKIIIH, TOOTO BOJIOAIIOTH 1/IeaTbHUMHU MATPHUISIMU
KOe]iIieHTIB KOPEIIsLii.

2. AxkrtyanmpHa JoBkuHA S-0j0kiB N =256, iX BIANOBIAHICTE KPHUTEPIsIM
KpunrtorpadiqHoi SKOCTI K Y CEHCl IpeIcTaBIeHHs OyJIeBUMHU (YHKIIISIMH, TaK 1y CEHC1
npeCTaBiICHHs (PYHKIISIMU 0araTO3HAYHOI JIOTIKH J03BOJIAIOTH PEKOMEHAYBATH iX 10
MPaKTUYHOTO 3aCTOCYBaHHS SIK ISl MOKPAIIEHHS POOOTH iICHYIOUMX MHMQPIB, TaK 1 1
noOyIOBM HOBHX MEPCIEKTHBHUX KPUNTOANTOpUTMIB. [IpH IbOMy BeNMKa MOTYXKHICTh
MHOXMHU  TI0OyZAoBaHUX  S-OJIOKIB  JIO3BOJIAE  3aCTOCOBYBAaTH iX y  SIKOCTI
JIOBFOCTPOKOBOT'O KJTIOUA.
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THE METHOD FOR SYNTHESIS OF HIGH-QUALITY S-BOXES BASED ON
MANY-VALUED LOGIC FUNCTIONS

V.V. Radush, A.V. Sokolov

National Odesa Polytechnic University
Ukraine, Odesa, 65044, Shevchenko Ave., 1. radiosquid@gmail.com

The cryptographic S-box is the crucial component of modern ciphers which determines their efficiency,
cryptographic security, and performance. Today, the development of quantum cryptanalysis, as well as the
appearance of possible attacks on cryptographic algorithms by describing them using many-valued logic
functions made urgent the task of developing algorithms for the synthesis of S-boxes, which would be
characterized by high quality not only when represented by component Boolean functions, but also with
any other representation by component functions of many-valued logic. At the same time, most of the
existing methods of synthesis of S-boxes presented in the literature are focused only on the research of their
cryptographic quality when represented by component Boolean functions. In this paper, on the basis of S-
boxes of length N=16, which corresponds to the strict avalanche criterion of component Boolean and 4-
functions, we propose a method for synthesis of a set of high cardinality equal to J=117588 of S-boxes of
practically valuable length N=256, which simultaneously corresponds the strict avalanche criterion of
component Boolean functions, the strict avalanche criterion of component 4-functions, as well as the
criterion of correlation immunity of component Boolean functions, i.e., they have ideal matrices of
correlation coefficients between output and input vectors. The high cryptographic quality of the developed
S-boxes when they are represented by component Boolean and 4-functions makes it possible to recommend
them for practical use both in the tasks of increasing the effectiveness of existing cryptographic algorithms
and in the development of promising ciphers, while the cardinality of the class of synthesized S-boxes
allows them to be used as a long-term key.

Keywords: S-box, error propagation criterion, correlation immunity, many-valued logic function.
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3AXHUCT IHOOPMAINIMHO-TEJTEKOMYHIKAIIMHUX MEPEX BIJ|
MKIAIABOTO HPOI'PAMHOT'O 3ABE3IIEYEHHA B KOHTEKCTI
CYYACHUX I'lBPUTHUX BIMH

O.M. Cumonosa, I.1.bo6ok

Hamionansauii yaiBepcuTeT «OnechKa MOJMITEXHIKA,
npoc. HleBuenka, 1, Oneca, 65044, Vkpaina; e-mail: simonova.a.m@ukr.net

QIMUHT BUKOPUCTOBYETBCS JJIS  PO3IOBCIOKCHHS IIKIUIMBOTO MPOrPAMHOTO
3a0e3meueHHs 1 3apakeHHS Mepex KpUTHIHOI iHppacTpykTypH. [Tounnaroun 3 2000
pokiB imuHT HabyBae MOMYIAPHOCTI y Kibep3nounHmiB. OAHY 3 TIEPIIUX BEIUKUX,
cripo6 Oyno 3pobmeno 2001 poky, komum B Xaoci micis TepakTiB 11 BepecHs
3JIOBMUCHHUKH BiJIIIPABHIIA CBOIM KEPTBaM €JIEKTPOHHI JIICTU HIOUTO IS TIEPEBIPKU
iXHBO1 0coOucTOCTI. OTpUMaHi JaHi OyJI0 BUKOPUCTAHO IJISl KPaIi>kKKH OaHKiBCHKHX
naHux. ENeKTpOHHA MOIITa cTajda OJHHUM i3 HaJliHHUX 3ac00IB 3B’SI3Ky B PEaJbHOMY
yaci, 3a JJOIIOMOT'00 SIKOTO BEJINYe3Ha KUIBKICTB JIIOZEH 1 opraHizaiii 0OMiHIOIOThCS
CBOIMH TOBIIOMJICHHSMH Ta JaHUMH. 3i 3HAYHHM 30UIBIICHHSIM KIJTBKOCTI
KOPHUCTYBaYiB E€JICKTPOHHOI MOIITHA 3JI0BMHUCHUKHA BUKOPUCTOBYIOTH CICKTPOHHY
MOWITY PI3HUMH CHOoco0amu, MO0 CIOHYKATH KOPUCTYBadiB PO3KPHBATH CBOI
00mikoBi gaHi. [IpukiIagoM BUKOPUCTAHHS €JIEKTPOHHOI IMOIITH I (BimHUHTOBOT
aTakd € pO3MOBCIOpKeHHS Bipycy Petya Tta NotPety y 2017 pormi, sikuit OpaB CBiit
MOYAaTOK 3 YKPAaiHCHKOI JepKaBHOI E€HEPrOKOMITaHii Ta BBaXKAEThCS YACTHHOIO
pociiicbKo-yKpaiHCchbkoi TiopuaHoi BiiHU. [TuTanHs nmpoTuaii GimuHroBUM atakaMm B
VYkpaiHi Ta y BCbOMY CBiTi 3arajioM 3ajiiimaeThcsi roctpuM. Kopucrysadi [HTepHETY
MOCTIHO CTHKAIOTBCS 31 CIIpoOaMM 3aBOJIONIHHS 1X HaHUMHU. JKepTBaMu MOXKYTh
CTaTU TaKOXK BEJIMKI KOMIMAaHii, [0, MOXE MMOCTABUTH IIiJ| 3arpo3y OC3MEKy JACPIKABH,
KO0 (IIIMHIOBA aTraka € YacTHHOMO KiOepBiitHuM. Y po0oTi OyB yHOCKOHAJECHUI
ITOPUTM BHSBJICHHS HeOE3NEYHHMH €JIEKTPOHHUX JIMCTIB, KU BiAPI3HIETHCS BiX
ICHYIOYMX KOMIUICKCHHM MiXOJOM aHaji3y 3 BHKOPHCTaHHSIM paHINIC He
3aCTOCOBAHHUM Y IIbOMY HANPSIMKY METO/Ii, IO JO3BOJIHIIO TTiIBUIIUTH ¢(PEKTUBHICTh
aHai3y 3 KOPOTKMM 4YacoM OO4YHCIeHb. Pe3ynmbTaTH maHoi poOOTH MOXYTh OYTH
BHKOPUCTAaHI JUIsI 3aXHUCTy iH(GOpPMAIITHO-TEIEKOMYHIKAIliIHHUX MEpeX Bif
PO3MOBCIOKEHHS IIIKITTUBOTO TIPOTpaMHOTO 3a0e31eueHHs Ta/ab0 BUTOKY JTaHUX.
KuarouoBi cjioBa: ¢immHr, enexkTpoHa IMomTa, Kidep3besmeka, iHpopMaliliHa
Oesrexa

Beryn

Bun Bopoxxux IiHi, MpH SIKOMY aTakyloda CTOpOHAa HE BAAETHCSA /10 KIACHYHOIO
BIiCbKOBOT'O BTOPTHEHHS , a MPUTHIUY€E CYIPOTHBHHMKA, BUKOPUCTOBYIOUM KOMOIHAIIiO
TaEMHHUX OTepalliid, TUBEPCii, KIOEpBIiHHU, a TAKOXX HAJAIOUX MiATPUMKY. TOBCTAHIISM,
K1 Ji5UIM HA TepUTOpii BOpora Ha3WBAEThCA TOPUAHOIO BiiiHOMO. IIpu 11bOMy BiiCHKOBI
Iii MOXKYTh B3arajli He BeCTucs, 1, 3 GOpMaIbHOI TOYKHU 30Dy, riOpuaHa BiifHA MOXKeE
BiZIOyBaTHCs B MUpPHUIL yac.

OnnHoto 3 BHCOKOepeKTUBHUX (hopM KiOEep3TOUMHHOCTI ChOTOJHI € (imuHr [2].
QimmHAr — 1e PI3HOBHJ COLIaNbHOI 1HXKEHEpii, SKUH TMOosira€ B HACTYITHOMY:
3NTOBMHUCHHK-IIaXpail HaJICUJIa€ EJIEKTPOHHOIO TOLITOI0 MOBIAOMIJICHHS, MpU3HAYEHE
JUTSL 3MYILIEHHS JIFOJMHHA PO3KPUTH KOH(DIAeHIHHY iH(opMaIlito 3710BMUCHHUKOBI [1] abo
PO3TOPHYTH IIKiUIMBE TMporpaMHe 3abe3medeHHsT B 1HOPACTPYKTYpl IKEpTBH,
HOLIMPEHUM MPUKIIAZOM YOTO € IPOrpaMHU-BUMaraui.
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Binnosinno 3 Radicati Group [3], 3aranpHa KiJbKICTh KOPUCTYBaUiB €JIEKTPOHHOI
nomtu Ha modatky 2021 poxy cranoBmiia npubauszHo 4,1 mMiabsipaa, 1, 32 TPOTHO3aMH,
3pocte 10 4,5 MinbspAiB 10 KiHisg 2025 poky, 1o poOUTh NUTAaHHS OOpPOTHOU 3 HUM
OJIHMM 3 HaHaKTYyalIbHIIIUX CYYaCHUX MUTAHb Ki0epOe3meKH.

3MOBMUCHUKMA  BUKOPHUCTOBYIOTH  IOBIJOMJICHHS  €JIEKTPOHHOI TOIITH 3
MEePEKOHJIMBAM BMICTOM SIK TIPUMaHKY JUIsl BHUKPaJCHHS ocoOuctoi iHdopmarrii
KOPHCTYBAiB; €JICKTPOHHUHN JUCT HampaBlsie KOPUCTyBadya Yepe3 TiMeproCHIaHHsS Ha
BeO-CalT, 10 HAICKUTH 3JIOYMHIIM, KM Bi3yaJlbHO KOIMiO€ O(ImiiiHui (3aKOHHMIA)
BeO-caiiT, Je KOpHCTyBaueBi NPOMOHYIOTH BBECTH OCOOHCTY Ta/abo (hiHAaHCOBY
iHpopmartiro. Ile mo3BoJIsgE€ 3MOUMHISIM OTPUMATH JOCTYI IO Ii€l miHHOI iH(opMmarrii,
SKy BOHHM TIOTIM BHUKOPHUCTOBYIOTH JMJI BUMHEHHS IIaXpaicTBa abo Mpoaaxy.
Kibep3mounHIli TakoX MOXYTh OOMaHOM 3MYCHUTH KOPHUCTYBadiB 3aBaHTaXKUTH
MIKi/UTUBI KOIW abo 3JI0OBMHUCHE MpOTpaMHE 3a0e3MeueHHs MUITXOM HATUCHEHHS Ha
NoCcUJIaHHS, BOy/I0BaHE B €JIEKTPOHHUI JIUCT.

AKTyanbHICTh TeMH POOOTH TOJSATAa€E y TOMY, IO, HE3BAKAIOUM HA ICHYBAaHHS
0araTbOX METOJIB Ta MIIXOJIB JUIsl 3aXUCTY KOPUCTYBadiB BiJ (immHT-atak [4-7], 1s
npo0iieMa He € BUPIIMICHOIO MOBHOIO MIpOI0, a MUTAHHS 3aXUCTy y LbOMY HANpPSIMKY
3aJIUIIAETHCS JI0BOJII TOCTPUM, 30KpeMa JIjIsl Haloi KpaiHu: 3a JaHumu HarioHanbHOTrO
KOOpJAMHAIIHOTO 1eHTpy KibepOesmeku y 2021 poui B Ykpaini 3aikcoBaHO MOHAA
400 Tuc. BUMIaaKiB (QIMIMHTOBUX aTak [§]

Jns 60poThOM 3 (IMIMHIOM TMOIITOBI KII€EHTH BUKOPHCTOBYIOTH CIIaM-(iIbTpH,
SK1 BIANPABISAIOTH MITO3PiIl JUCTH B KapaHTUH (IMalKd clamy), a He B OCHOBHY
HOLITOBY CKPUHBKY KOopucTyBaua. OfHak i (QiIbTpU HE 3aBXAU €(EeKTHBHI: 3 TOHAM
555 000 ¢imuHTOBHUX JUCTIB, TPOAHAII30BAHUX KOMIIAHIE€I0 XMapHOT O6e3nekn Avanan B
pamkax coro Global Phish Report 2019 [9], 25% omunynu 3axonu 6e3neku Office
365, B pe3yabpTaTi 4Ooro MOTPANUIIH 10 TMOMITOBUX CKPUHBOK IMOTEHITIMHUX KEPTB.

Meta pob6oTu

Memoto pobOTH € po3podKa aNropuTMy 3aXUCTY MOIITH BiA (IIIMHTOBUX aTak,
KWW MOKe OyTH IMIUIAaHTOBAHO Yy CydacHUU Opaysep.
OcHOBHA YacTHHA

EnexTpoHHMI TUCT CKIAAa€ThCs 3 IBOX YACTHH: 3ar0JIOBKIB Ta BMICTYy. Y po0OoTi
IPOTIOHYETHCS AJTOPUTM, KU OM BpaxOBYBaB B aHaJi31 HA HAsIBHICTh (IIIMHTY OOU/IBI
YAaCTUHU JIMNCTA, BUKOPHCTOBYIOUM TIOpUIHUN METOJ aHajidy, Ta peanizaimis IbOro
ITOPUTMY LUIIXOM CTBOPEHHS pO3IIMpPEHHs AJis Opay3epa mia HazBoro Athena logic.

[TimpoOka eneKTpOHHOI MOIITH — TEXHIKA, IKa BUKOPUCTOBYETHCS TIiJ] Yac aTak 3i
cnaMoM 1 (imuHroM, m00 3MYCHUTH KOPHCTYBauiB MOIyMaTH, L0 MOBIIOMIICHHS
HaAJIHAIUIO BiJ 0COOM UM OopraHisailii, SKy BOHH 3HaIOTh a00 SKiii MOXYTh HOBipsaTH. [1in
yac cry(iHry BiIIpaBHUK MiIPOOJIsS€ 3ar0JOBKH €IEKTPOHHOI MOIITH, 100 KIIEHTChKE
mporpamMHe 3a0e3MeUeHHs BiIOOpaKkajao MIaXpalChbKy aJapecy BIANpPaBHHUKA, SKY
OUTBIIICTh KOPUCTYBAiB CHPUUMAIOTh 32 YUCTY MOHETY. SIKIIO BOHM HE NEPEBIpATH
3aroJIOBOK  yBaXKHIIIE, KOPUCTyBadl mo0ayaTh Yy TMOBIIOMJIEHHI IiAPOOJICHOTO
BiAmpaBHUKA. SIKIIO 1e iM’s, SKE€ BOHU BIII3HAIOTH, BOHHW, MIBUAIIE 3a BCE,
TOBIPATUMYTH HOMYy. T0X BOHM HATUCKATUMYTh IIKiJTMBI TOCUIAHHS, BITKPUBATUMYTh
BKJIaJieHI (aili  3JI0BMHCHOTO TPOrPaMHOIO 3a0€3MEeUYeHHS , HaJCHIATUMYTh
KOH(]1ACHITIITHI JaH1 Ta HABITh MEPEBEYTh KOPIIOPATHUBHI KOIITH.

Y poboTi IMpOMOHYETHCS MPOBENEHHS aHai3y HACTYIHUX YacTHH 3aroJIOBKiB
€JICKTPOHHOTO JINCTA IS 3ar00iranHs iluHTY:

— Return-Path;

— Reply-To;

— Received-SPF;

— DKIM (Domain Keys Identified Mail).

227



IHOOPMATHUKA TA MATEMATUYHI METO/I1 B MOJAEJIFOBAHHI = 2022 = Tom 12, Ne 3

Anpeca enektpoHHoi momTd Return-Path wmictute iHdopmarmito mpo craryc
BinnpasneHHs. [lomroBuii cepBep 3unTye BMICT 3arojioBka Return-Path mist 06poOku
MOBIIOMJICHb, SKi HE MOXHA JOCTaBUTH a00 TOBEpHYTH BimmpaBHUKY. Cepsep-
OJIepKyBa4d BUKOPHUCTOBYE II€ TIOJIE IS 1ACHTU]IKAIIT «ImiApOOICHUX)» EIEKTPOHHHUX
JMCTIB: BIH 3alUTye BCi n03BoJieHi IP-agpecu, moB’si3aHi 3 JIOMEHOM BiAINIpaBHHUKA, 1
nopiBHioe iX 3 [P-agpecoro aBTopa moBimomiieHHs. SIKIIO BOHM HE 3HAWAYTh 30ITiB,
JUCT BiAMIPABISIETHCS B CIIAM.

Anpeca enexktpoHHoi momTd B modi  Reply-To BuKOpUCTOBYETBHCS ISt
HAJCUJIAHHS BIAMOBiAl. Y (GanblIMBUX €ICKTPOHHUX JIMCTAX BOHA MOXKE BIIPI3HATHUCS
BiJI aJJpecH BiANPaBHUKA.

Received-SPF no3Bomnsie omepkyBady NepeBipuUTH, IO €IEKTPOHHA IOIITA, sKa
HIONTO TOXOAWTh 3 TMEBHOrO JOMeHYy, mnoxoautb 3 IP-agpecu, no3BoseHOI
aJIMIHICTpaTOpaMH I[bOTO JOMEHY. AJMIHICTpaTOp JIOMEHYy 3a3BHuail aBropusye IP-
aZipecH, iK1 BAUKOPUCTOBYIOTh HOTO0 BiiacHi BuxXigHi MTA, BKiIto9aroun Oyab-sSKi MpOKCi-
cepepu abo cmapt-xoctu [10].

[Ipn BcTaHOBIEHHI 3'€AHAHHS MPOTOKOJ YIpaBiiHHSA TpadikoMm mepeipse [P-
aapecy BiampaBHuka MTA 1 NEpeKOHYEThCS, IO BIIJANCHUN XOCT MOCTYIHUH.
[TomrroBmit cepBep-onepxkyBau orpumye komanaxy HELO SMTP ne3abapom micis
BCTAaHOBIICHHS 3'€HaHHA 1 KomMaHay Mail from: Ha MOYaTKy KOKHOTO IMOBiJOMIICHHS.
OO6uaBa MOXYTh BKJIFOYATH B ceOe momenHe iMm's. Bepudikarop SPF 3anurye B cucremi
nomenHux imMeH (DNS) BinnmoBigauii SPF-3anuc, skuii, 3a HasBHOCTI, ineHTH}iKYe [P-
aZipecH, JO3BOJICHI aaMiHICTpaTOpoM nomeHy. lle mome € mificHUM, SIKIIO BOHO Mae
3HaueHHs PASS.

DKIM mepeBipsie 3MiCT MOBIIOMJIEHb 3a JOTOMOTOK IHU(PPOBUX IiIMHUCIB.
3amicTh 1UQpoBUX cepTudikaTiB yepe3 DNS po3noBCIOMKYIOTBCS KITIOYi MEpeBipKH
nianucy. TakuM YMHOM, TTOBIIOMJICHHS aCOIIIOETHCS 3 IOMEHHUM 1M'SsIM.

Anminictparop DKIM-cymicCHOro J0MeHy CTBOpIOE OJAHY abo Oinbiie map
ACUMETPUYHUX QJITOPUTMIB MHUGPYBaHHSA, TMOTIM BIANPABISIE 3aKpUTI  KITHOYl
nianucytouuM MTA 1 nyGnikye Biakputi kiarodi B DNS. DNS MiTKH cTpyKTypoBaHi y
Burisiai  selector. domainkey.example.com, ne cenekTop BKa3zye mapy KIIOYIB, a
_domainkey - ¢ikcoBaHe KIIOYOBE CIIOBO, 3a SIKUM CIiAy€ Ha3Ba IMiJMUCAHOTO JOMEHY,
mo0 myOmikariss nepedysana mig koHTpoideM ADMD mporo nmomeny. besmocepennbo
nepea THM, K BCTAaBUTHU MOBIAOMIIEHHS B TpaHCIOpTHY cuctemy SMTP, minnucyroumnii
MTA cTBOprO€ U POBHIA MIAMKC, TKUH OXOIUIIOE BUOPaHI MO 3arojoBka 1 Tina (abo
TUIBKHM 1OYaToK). ITiAnKC MOBUHEH BKJIFOYATH OCHOBHI ITOJIS 3arojioBKa, Taki K «Bix
koro», «Komy», «/lara» 1 «Tema», a mMOTIM JI0oAaBaTHUCSA JO CaMOTO 3arojoBKa
MOBIOMJICHHSI SIK TIOJI€ JUTSI BiJICTEKCHHSI.

[ToBimoMICHHST MOXYTh TPUUMATHCS 1 BIAMPABIATHCS OYIb-SKOI KUIBKICTIO
pEeTpaHCHATOPiB, 1 HAa KOKHOMY KpOIl MiIMUC MOXe OYTH IepeBipeHUil NUIIXOM
oTpuMaHHs Binkputoro kmoua 3 DNS [11]. Ilokum mocepenHuKn HE 3MIHIOIOTH
MiAOMCaHl YaCTUHH IIOBIDOMIIEHHS, miamuch moBigomiaeHsr DKIM sanumaroTsest
niicaumu. Lle moite € gificHUM, SKIO BOHO Ma€e 3HadyeHHS PASS.

Jnist aHanizy BMICTY JICTa y poOOTI BUKOPUCTOBY€ETHCS CEMAaHTUYHHUNA aHAMI3 IS
TIOPIBHSIHHS CJIIB Ta CJIOBOCIIONY4YeHb. [IOpiBHSHHS 3MIMCHIOETHCS 32 IOTIOMOTOI0 JIBOX
CJIOBHHKIB: CllaMy Ta TOHAJLHOCTI (HAaCTPOiB), aHAJII3YIOUM CJIOBA, BUpPa3u Ta CUMBOJIH,
SK BUJIMMI, TaK 1 MPUXOBaH1 JJIs JIIOJICBKOTO OKa, 3a JIOTIOMOTOI0 PI3HUX METO/IB.

VY poboti BukopucTOBYeThcs cnoBHUK OOPSpam Ta ykpaiHChbKHI TOHaIBHHIA
cioBHUK [12], sikuit Mictuth 3442 cioBa yKpaiHChKOT MOBH, SIKI MalOTh HE HEHTPAJIbHY
TOHAIIBHICTb.

Mera aHamizy HacTpoiB TMOJISITa€ B aHai3l TMEBHOI KUIBKOCTI JaHUX, 100
BU3HAYUTHU Pi3HI MOYYTTS, BUpaxeHi B HUX. OTpuMaHi MOYYTTS MOTIM MOXYTh OyTH
MPEeIMETOM CTAaTUCTUYHHUX JIaHUX MIOZO 3arajbHOro BIMUYTTs chiuibHOTH. [Ipuxiamom
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BUKOPUCTaHHS TOHAJIBHOCTI TEKCTy € pobOora Manrypi Ta iH. [13], sxi mpoBoauiH
aHaJi3 HACTPOiB 3amuciB KopucTyBadiB y Twitter mono cnaaxie COVID-19 y Bcbomy
CBITI.

CeHTHUMEHT-aHaIi3 JI03BOJISIE aHANI3yBaTH JIMCTH «BUMaradi», <okeOpaku» abo
«OmarofiifHi», aKi MOXKyTh OyTH HaJiClaHi 3 peaJbHUX aJpec Ta HEe MICTUTH >KOJHOTO
MOCHJIaHHS. Y 1IbOMY pa3i (imepu BUKOPUCTOBYIOTH SIK 30pOI0 CJIOBA, 00 BUKIMKATH
y JKEpTBM KOHKPETHI eMOIlil Ta BiquyTTs. 3a3BHYail BHIULIOTH IBAa BUAU EMOLIM:
MO3UTHUBHI Ta HETAaTHUBHI, BUKOHYIOYHM KJIacu(]ikailiro 3a ABOMa KJlacaMH, JJIs SKOI B
pOOOTI BUKOPUCTOBYETHCS JIGKCHUHUIN aHATII3.

[Tizxin, 3acHOBaHWI Ha JICKCUYHOMY aHali3l, MOJIATa€ y BUBEICHHI €MOIlIH, SKi
BUKJIMKA€ PEUEHHS, 3a JIOMIOMOIOI0 CEMAaHTHYHOTO aHaizy ciiB. Lleit miaxia Bkimouae
Kiacu(ikaiiro pedeHHs 3a JOMOMOTOI0 BXKE ICHYIOUMX €K3EMIUIIPIB PeUeHb, IS SKUX
eMolii 11eHTH(])IKOBaHO, ISl YOTO BUKOPHUCTOBYETHCA CIOBHHUK. KOXXHE CIIOBO TEKCTy
3ICTABIISIETBCS 31 CIOBHUKOM; SIKIIO 3HAWJIEHE CITIBMAQIIHHSA, TO TOHAIBHICTH TEKCTY
3pOCTaE.

CIIOBHHUK CIlaMy MICTHUTh Yy €001 CjJoBa Ta CIOBOCHOJYYECHHS 3 THITOBOIO
JIEKCHKOIO CIIamy.

3MICT JTUCTa MOXKE MICTUTH MOCWJIAHHA. Y IIbOMY BUIIAAKY METOIO 3TOBMUCHHKA €
IepeHanpaBieHHsl KEPTBH Ha IEBHUN BeO-pecypc, KyIu 3JOBMHUCHUK HaMaraeTbcs
BIIPOBAJUTH IIKiJJIMBE TMPOTpaMHE 3a0€3TEUYCHHS, BHKOPHCTOBYIOUM BPa3JIMBOCTI B
camiii cTopiHIi abo mpu nepexo/ii B Opaysepi.

URL-dimuar — 11e maxpaiichbka MpaKkTHKa 3aMaHIOBaHHS JIIOACH Ha (ayibIInBi
CaiTW 3 TMEPEeKOHJIMBUM 3MICTOM, JI€ BOHHM 3aBaHTAXYIOTh UIKiJIMBE MpPOrpamHe
3a0e3nedyeHHsT ab0 PO3KPUBAIOTH KOH(IACHIIMHY i1H(OpMaIio, Taky SK iMeHa
KOPUCTYBayiB, MapoJii Ta OAHKIBCbKI pekBi3UTH. OAMH 3 HAUNOMIMPEHIMNX MPUKIIAIIB
TaKoi aTaku, KOJIM maxpai IMITYIOTh KOMIIAHIIO Ta HAJCUJIAIOTh €JIEKTPOHHOTO JIUCTA 3
HACTYITHUM TOBiIOMJICHHSIM: «Bam o0mikoBuil 3anuc 3abmokoBaHO. BigHOBUTH HOTO
MOKHa 3a mocwiIaHHsIM». OIIyKaHUN KOPUCTYBAay MEPEXOJUTh 3a MMOCHJIAHHSAM 1
HECBIIOMO 3aBaHTaXye IIKI[UIMBE MporpaMHe 3ale3nedyeHHss abo MepexoiuTh Ha
nigpoOaeHui BeO-calT, siKuil BUTIsSAAe JeriTuMHO. [licas mepexomay 3a MOCHIaHHSM
KOPUCTYBa4 MOKE€ CTaTH KEPTBOIO pizHOro poxy XSS-atak. CyTh LIMX aTak MOJATae y
BUKOHAHHI CKpUNTy B Opay3epi Ta HOro mOAAJIbIIIA B3aEMOAII 3 CEpBEpOM
3noBMucHUKA. Li omeparii BiZKpHBaIOTh JOCTYN A0 JaHUX Opays3epa i 03BOJSIOTh
BBECTH B HHOT'O €KCIUJIOWTIB, a TaKOXK BUKpaaatu (aitnm cookie, mani aBTopuzariii ado,
Hanpukian, 3aiiicaroBat HTTP-3anmuTu Bif iMeHI KOpUCTYyBayJa.

3a panumu 3BITY NpO pO3CHiAyBaHHS mopyuieHb naHux [14] 6muszpko 91%
MOpYIIeHb O€3MeKH MOYMHATHCS 3 (DIMIMHTOBOI aTaku, 1 0arato 3 HUX BKIIOYAIOTh
IIK1JIJTUB1 IOCUJIAaHHSAM Ha Tapo0IeH] caiTu.

VY po6oti URL-angpeca aHani3yeThCst 3a HACTYITHUMHU KPUTEPISIMH:

— HasBHICTb CHMBOJY «@»;
— nosxuHa URL-aapecu;
— KUIBKICTh CKICHUX PHCOK.

37M0BMHUCHUKM YacTO BHKOPHCTOBYIOThH IOJABIMHI CKICHI PUCKH, 100 MPHUXOBATH
maxpaiicbky yactuHy URL-agpecu. Sxmo URL-agpeca micTuTh 3a0araTto CHUMBOJIB
«/», BOHa € (IIIMHTOBOIO, B IHIIOMY BUMAJIKY - JIETITUMHOIO.

[TimpaxyHok kimbkocTi cuMBOJiB B URL-aapeci € BaXJIMBOIO XapaKTEPUCTUKOIO
JUIS BUSIBIIGHHS IIAXPalChKUX JKepesl. 3JI0BMHCHUKHM BHKOPHCTOBYIOTH noBri URL-
aZipecu, 00 MPHUXOBAaTH IIaXpailcbKy YacTUHY aJpecd B aJpecHOMY psaaKy. Takum
YMHOM, BUIMMA YacTUHA aJPECHOTO psijika MicTuTh JerituMHy URL-angpecy, sika Moxe
BBOIUTH B oMaHy. Skmo nomxkuHa URL-ampecu mepesuinye 35-CHMBOJIBHHE JIIMIT,
JDKEPEJIO BBAXKAETHCS MiI03PITINM, B 1HIIOMY BHITAJIKY JKepeso jerituMue [15].
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CuMBoON paBiMKa «(@» BUKOPUCTOBYETHCS JUIS ITEpEeHANpaBieHHS Tpadiky Ha
IHIIWH, SK TPaBWIIO IIaXpalChKUi, CaliT, JOMEHHE 1IM'sl IKOTO 0Ipa3y CYNPOBOIKYETHCS
cuMmBojiioM (@. Hampuknaax, http:/op.edu.ua@download.file.com nepenanpaBuTh
kopuctyBaua Ha download.file.com 3amicte op.edu.ua. Yce, mo cToiTh TnEpen
PaBIIMKOM, BIIKUIA€ThCS. SIK MpaBWIO, 1€ CHHTAKCUC CHOTOJHI TPAKTUYHO HE
BUKOPUCTOBYETHCS. Tak, SAKIIO B aipECHOMY PAAKY 3'sBisgeTbest cuMBoa "@", To URL-
ajipeca BBAXKA€ETHCS IM1103PLJIOI0, B IHIIOMY BUIIAJIKY - JIETATBHOIO.

3 ypaxyBaHHSM BHIIECHABEICHOTO IMPOIMOHYETHCS HACTYMHHH aJITOPUTM 3aXHUCTy
€JIGKTPOHHOI MOIITH BiJ] (PIIIMHTOBHX aTak, OJIOK-CXeMa SIKOTro HaBeZIeHa Ha puc. 1.

(mowaTox ) |‘\ 1 /)

TR Haasmicts Return-Path ="' 7 S~
— b < DKIM=PASs >

Tax_

“From = ReturnParh > a0

n,=0 n,=1
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p .
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Puc. 1 briok-cxema po3po06sieHOr0 aIrOPUTMY

Kpok 1. Tlepesipka Return-Path, Ha Buxoai sikoi oTpumyemo n; — 6anu GpimuHry
3a piBHICTE From = Return-Path. Criodatky TepeBipsSeTbCS HasIBHICTH 3arojioBKa
Return-Path. ¥V nmeskux Bumaakax, HampuKiIald, MPU aBTOMATUYHOMY TIOBIJIOMJICHI Bif
cucTeMu O€3TeKH, IeW 3arojoBOK MOKe OyTHM BiACYTHIM. SKmIo moise 3aroioBka
3HAIEHO, BOHO 3ICTABIISIETHCSA 3 MOJIeM 3aroyioBka From: npu cniBnagingi 7; = (), AKII0
301riB He 3HalneHo —n; = 1.

Kpok 2. TlepeBipka Reply-To, Ha Buxoni skoi oTpuMyemMo 72 — Oanu GimumHry 3a
piBHicTh From = Reply-To. CniouaTky nepeBipseTbcsi HasBHICTBH 3aronoBka Reply-To.
Skuro mose 3arojioBKa 3HAJIEHO, BOHO 3ICTaBISIETbCS 3 MOJeM 3arojioBka From: mpu
cmiBHaaiHHI 712 = (), AK1110 30iriB He 3HANAEHO — 12 = 1.

Kpok 3. IlepeBipka 3aronoBka Received-SPF, ne orpumyemo n3 — 6anu Qimmnry
3a piBHICTB Received-SPF = PASS. Ilpu cniiBnaaiaHi n3 = (), k1o 30iriB He 3HAHIACHO —
n3 = 1.

Kpok 4. TlepeBipka cmiBnagiaas DKIM 1 PASS (ny): npu cniBmangiaai ny = 0,
SIKIIO 30IT1B HE 3HaAeHO — 1y = 1.

[Ticns aHamizy 3aroJioBKiB, aITOPUTM TMEPEXOAUTH JI0 aHATI3Yy BMICTY JIUCTA.

Kpok 5. CeHTUMEHT aHalli3, Ha BUXOJ1 SKOTO OTPUMAEMO A5 — KUIBKICTh OaiiB 3a
MEepPEBIPKY JIMCTa 3a CIIOBHMKOM TOHAJBHOCTI: KOXXKHE CJIOBO JIMCTa 3ICTABISETHCS 31
CJIIOBHHKOM, IIpU BHUSBJICHHI 30iriB (w;) BinOyBaeTbcs mepeBipka yMoB. SKino 30iris
MeHIe 2 — ns=(), AKo y aiama3zoHi Mix 2 ta 5 — ns=1, sxuio Ounpiie 5 —n5=2.

Kpok 6. Ananiz mnepeBipkd JHCTa 3a CJIOBHHUKOM CllaMy, Ha BHUXOMl SKOI
OTPUMYEMO N¢ — KUTBKICTH OalliB 3a MEPEBIPKY JIMCTA 3a CIOBHHKOM cramy. KoxHe
CJIOBO JIMCTA 3ICTABISIETHCS 31 CIIOBHMKOM, IPU BHUSBJICHHI 30iriB (w2) BinOyBaeThCs
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nepesipka yMoB. SIkiio 306iriB MeHIe JABOX — ns=(, AKIIO y Jiama3oHi MDX JABOMa Ta
II’IThOMA — =1, AKIIO OIJbIIE I’ ATH, TO ns=_2.

VY 000x BUNaaKax sIKIIO KIIbKICTh 30iriB Wy > 5, n — HOMEp CIIOBHUKA, TO 6anu (imuHra
JIOPIBHIOIOTH 2. 3TOBMHUCHHMKH MalOTh Ha METI NMPHUXOBATH CBOIO OCOOMCTICTh Ta 3a
JIOTIOMOT'0I0 MaHIMyJIATUBHUX A1 — peueHb — 3aBaTH KOPUCTyBayeBi MaTepiaabHOi ab0
TICUXOJIOTIYHOI IMKOAU. Y POOOTI TPHUMYCKAETHCA, IO 3JOBMHUCHUKH MOXYTh
BUKOPUCTOBYBAaTH TAKTHUKH MapKETUHTY JUIsI 30LUIbIIEHHS 1MOBIPHOCTI BBECTH
NOTEHIIIHY XepTBY B oMaHy. OIHIEI0 3 TaKMX TAKTUK € METOJ[ «XOJIOJHOTO JIUCTAy.
XOJIOAHHIA JIUCT — TI€ TePIIHA JIUCT, SKUW HAJCUIAETHCS MTOTCHIIIMHOMY KITIEHTY, TOOTO
MEepIIMi KOHTAKT 3 MoauHoro. JlocmimkeHHs [16-17] mokazamm, 1o ieanpHa TOBKHUHA
Ut TUCTa (00 BiH MIT BBaXKATHUCS «XOJOTHUMY) BapitoeThes Big 50 mo 200 cmiB. Ha
OCHOBI IILOTO OTPUMAHO, IO KUIBKICTH CHiB-30iriB HEe Moke mepeBunryBatu 10% Bin
3arajabHOI KUTBKOCTI ClTiB TUcTa (Tabmn. 1) Ta oOpaHO cepenHe 3HAYCHHS 3 MOKIIUBUX.

Taoanna 1
Bigcorox 36iriB wy
KinpkicTs ciiB Bincorok 36iriB, %

50 10
75 6,7
100 5

125 4

150 33
175 2,8
200 2,5

BiamoBigHO 710 3a1IpOITOHOBAHOTO AJITOPUTMY:

Kpox 7. llepeBipku Ha HasBHICTh NMOCHJIaHb. SIKIIO MOCHUJIAHHA HE 3HAWICHO, TO
17,89 — KUIBKICTh OaiiB (pIIMHTY 32 KOXKHUI KpuTepii, Oyne nopisHioBatu 0. Y iHIIOMY
BUIIAJIKY:
7.1. IlepeBipka URL-mocunanb Ha KUIBKICTH CHMBOJIB «/» — slash, Ha BUXOJI SKOi
OTPUMYEMO 17 — KUIBKICTh OautiB (imuHTy 3a 1ei kputepiid. ko slash >5—-n7=1,B
1HIIIoMy BUMaAKy — n7 = 0.
7.2. TlepeBipka URL-nocunanp Ha 3aranbHy KiTbKICTh CUMBOIIB (/en), HA BUXO1 SIKOT
oTpumyemo ngs. SIkmo len > 35 — ng = 1, B iHImoMy Bumaaky — ng = 0.
7.3. IlepeBipka Ha HasBHICTH B URL cumBOIy paBimka «@», Ta, SKIIO BiH €, KUIBKICTD
OautiB 3a JaHy MepeBipKy (n9) mopiBHIOBaTHME 1, B iHIIOMY BUHaAKY — 0.
VY Tabauui 2 BigoOpakeHa MaKCUMallbHa KUIBKICTh OaliB, Ky MOYKE OTPHUMATH KOXKHUH
KpUTEPIH aHaTi3y OKPEMO.

Taoauns 2
Po3znonin 6aniB gimmHry
3aroyioBKu Bwmicr sucra
DKIM - )
; AsBHICTh MTOCHIIAHHS
Return- | Reply- | Received- (Domain Crosnuk . | CnoBHHK
Keys TOHAJILHOCTI
Path To SPF i «cnamy» o

Identified TCKCTY Cumson | Kinbkicts | JloBxkuHa

(1’11) (1’12) (1’13) Mail (n5) (nG)

@ (n7) /I (ng) url (no)
(n4)

1 1 1 1 2 2 1 1 1

Kpok 8. OTpumaHHs 3arajibHOI KIJTBKOCTI OaiiB: points = nj + np + n3 +
ng +ns + ne + n7 + ng + no, 1€ points — 3araiabHa KUIbKICTH OaiB.
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Kpox 9. BucHoBok. Hebe3neuHicTh JMCTa 3alleKUTh BiJl KUTBKOCTI OaiiB
(Tabm. 3).

Taoauns 3
3aneKHICTh Pe3yNbTATy MEePEBIPKU JIMCTA BiJl 3HAYCHHS 3arajibHOi KIIBKOCTI OaliB
PesynbraT Kinmpkicts 6amiB (points)

Hebe3neuno points>3
CyMHIBHO 2 < points <3
Bbesneuno points<2

Kopucrysaui IHTEepHETY MOXYTh BUKOPHCTOBYBAaTH PO3IIMPEHHS Opaysepa, o0
ONTUMI3YBaTH MOTO BUKOPHUCTaHHS. Po3mmpenHs BeO-Opay3epa — 11e JOMOBHEHHS JI0
00paHOro KOpUCTYBaueM BeO-meperisijiava, siki MOKYThb BHOCHUTH 3MIHM Ha CTOPOHI
KJIi€HTa, 100 3MIHUTH Croci0 BigoOpakeHHS BeO-CTOpIHOK abo HajgaBaTH
KOPUCTYBA4€Bl IHCTPYMEHTH, SIKi IOTIOMaraloTh HOMY IIiJ 4ac neperisiny IarepHery.

Posmmpennst O6pay3epa MOKHa BUKOPHUCTOBYBATH JUIsl BUSBJICHHS DPi3HUX (HOpM
¢immHroBux arak, Hanpukiaz, «GoldPhish» — ne posmmupenns Internet Explorer, sike
BUKOPUCTOBYETHCS JJISI BUSBIICHHS (DIIIMHTOBUX BEO-CTOPIHOK.

Posmmpenns ans Opaysepa Athenalogic Oynmo pospoGiieHo ansi Toro, 1mo0
JTIO3BOJIUTH KOPHUCTYBadeBl Kiacu(iKyBaTH €JIEKTPOHHI JUCTH y CBOEMY KIIIEHTI BeO-
HOLITH SIK JIETITUMHI 200 (QIIIMHTOBI.

Sk mokazaHo Ha puc. 2 ctaHoM Ha xoBTeHb 2022 Google Chrome mae 66,7%
KopHucTyBauiB mo cBity [16] ta 6mu3pko 60% B Ykpaini [17] (puc. 3). Came ToMy
po3mupeHHs s BeO-Opayszepa Oyno po3poosnero misi Chrome, 60 BiH 3alHIIA€ThCS
JOCTYITHUM JUTSl HAalOUTbIIOT KIIBKOCTI KOPUCTYBAYiB.

Chrome 66.7%

Safari 17.7%

Interet Explorer & Edge 4.4%

Firefox 3.2%

Opera h

Puc. 2 Cratuctrka nomyssipHOCTI Opay3epiB y CBITi

StatCounter Global Stats
Desktop Browser Market Share Ukraine from Oct 2021 - Oct 2022

e e

o \/ __— e

© Chrome <> Opera <> Firefox < Yandex Browser <> Safari — Other (dotted)
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Puc. 3 Cratucruka nomynspHocTi OpaysepiB Ha [IK B Ykpainu

Athena logic BUKOpHUCTOBY€E pO3IOia OaiB Ui BUSBICHHS (DIIIMHTOBHUX JIMCTIB.
CniouaTKy pO3IIMPEHHS aHAI3y€e 3ar0JOBKH, NMPU KOKHOMY HECIIBIAIiHHI TOJTAFOTHCS
«Oamu ¢imuHTY» (mami — 6amu), TMOTIM BMICT Ha HAsBHICTH «CIIAM-CIiB», CIIB 3
MMO3UTUBHUM Ta/ab00 HETaTUBHUM €MOLIMHUM 3a0apBIICHHSIM 1 TTOCHJIAHb 32 ONTUCAHUMU
BUIIIE KPUTEPISIMH.

st omiHku e(EeKTUBHOCTI po3po0JEHOTO B POOOTI PO3MIMPEHHS Ha TMPAKTHII,
Oyno mpoBeleHE MOCHIIKEHHS, Yy SIKOMY MHOPIBHIOBAIUCH I'SITh IHIIMX PO3LIMPEHb
(Tabm. 4, 5) 3 Athena logic.

Taoauns 4
[MopiBHsHHS iHIUX noxatkiB aius Chrome
Posmupenns Ormuc ITepeBaru Henoniku
3pydHiCTh BUKOPUCTAHHS;
Posmupenns nogaeTscs K
BuxopucToByeThCs OCBITHI# IHCTpYMEHT, IKUii | XWOHI CIIpaItOBaHHS;
MailTrout METO]l HA OCHOBI HaBYa€ KOPUCTYBadiB BEJMKUH Yac
MAIIMHHOTO HABYAHHS CaMOCTIHO BHSIBIISITH 00po0IICHB
(IIIMHIOBI €EKTPOHHI
JUCTU
N . Mauuii BiicOTOK
CeMaHTHYHHI aHATI3 3 .
Ter7AntiPhishing | BUKOpHCTaHHIM 3py4YHICTh BUKOPUCTAHHS BIPHO BHSHAUCHUX ]
CHOBHUKA (himMHrOBUX JMCTIB;
Jlmme ms Gmail
HasBHicTh IEBHOTO
BIZICOTKA ITOMIJIKOBO-
PhishBlock AmHanizye url-agpecu B 5 ' TO3UTHBHAX
Prediction JHCTaxX IBuaxwit anami3 pe3yIbTaTiB; .
EBpuctuunnii meton He nepernsgae Bmict
€JIEKTPOHHOI MOLITH;
JInmre g Gmail
CeMaHTHYHHI aHATI3 3
Detect spam . .
emails BUKOPUCTAHHSIM 3py4HICTh BUKOPUCTAaHHS | XUOHI CIpaIfOBaHHS
CJIOBHHKA
CeMaHTHYHUN aHAII3 3 Manuii BigcoTok
BUKOPUCTAHHSIM BIPHO BH3HAYCHHUX
Email Phishing | cnoBHuka Xopouri pe3yabTaTH Ha (IIMHrOBUX JIUCTIB;
Tool AmHanizye url-agpecu B HEBEIMKUX Habopax MaHuX. | Mayuni BiICOTOK
JHCTaX BU3HAYCHHS
EBpucTtuunuii MmeTox (dimmmHTOBUX UTl;

Taoauns 5
Pesynbratu gociimkeHHs

Posmmpenns Tounicts, %
MailTrout 48
Ter7AntiPhishing 31
PhishBlock Prediction 54
Detect spam emails 30
Email Phishing Tool 42
Athena Logic 94
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Pesynprat mocnipkeHHs, TpencTaBlieHI y Tabi. 5, mokaszanu e(eKTHBHICTH
Athena logic, mo 3Ha4HO TepeBHIye €(EKTUBHICTh aHAJOTIB, Ta JOBENH, IO IS
YCHIIITHOTO aHaJi3y JJIsl BUSBJICHHS (IMIMHTY, HEOOX1IHO OXOTUTFOBATH OOUIBI YaCTUHH
esleKTpoHHOro ymcta. Tak, posmupeHHs Ter7AntiPhishing Ta Detect spam emails
MOKa3aJIi HU3BKHUK BIJICOTOK TOYHHUX PE3yJbTATIB Uepe3 3aJICKHICTh BiJl CIOBHUKOBOTO
METOJly: JHCTH 3 KOPOTKHUM Ta, Ha MEPIIMA TOINIS, JETITUMHUM 3MICTOM, ale 3
HeOe3MeYHUMHU TOCUJIAHHSIMU, BOHU BUSBUIIU SIK O€3MEYHI.

Posmmpenns PhishBlock Prediction 6e3rmy3ne y Bunaakax BiICYTHOCTI y JIUCTax
nocuiadbk. MailTrout y cBoro uepry cripuitMae JIETITUMHI JINCTH 32 (PIIITMHTOBI.
BucHoBkHu

VY pesynbTaTi BUKOHAHHS POOOTH OyB 3ampONOHOBAHWUN aJTOPUTM BHUSBIICHHS
(IMMHTOBUX JIHMCTIB, II0 BUKOPUCTOBYE TIOpUIHHUI METON aHajizy, Ta po3podieHa
mporpamMHa peajizaiisi I[bOT0 METOy Y BUIUIIII po3mupeHHs mis Opayszepa Chrome.
Pozmmpenns 6pay3epa MOXKYTh IiATH SIK JOCTYIHI IHCTPYMEHTHU O€3MeKH, OCKUTBKU IS
BUKOPUCTAHHS BOHU MOTPEOYIOTh He0araro TEXHIYHUX 3HAHb 1 MOXYTh OYyTH JIETKO
BKJIIOYEHI B CTAaHIAPTHY OHJIAWH-IISJIBHICTD JIIOIUHH.

3aBAsSKH CBOIM MPOCTOTI CTBOPEHE PO3IMIUPEHHS MOXEe OyTH OCOOJHMBO
KOPUCHUMHM JUIsi THX, XTO Ma€ HE3HAYHUU JOCBIA KOpUCTYBaHHS IHTepHETOM, 1 sK
IHCTPYMEHTH 0€3MEKH MOXYTh €(PEKTHBHO 3aXUCTUTH HANOUIBII BPa3JIUBI TPYIIH.

B pe3ynbTari MOpiBHSUIBHOTO aHami3y €(peKTUBHOCTI pO3pOOJICHOrO PO3MIUPEHHS
Opay3epa 3 ICHYIOUMMH aHaJOoTaMHU BCTAHOBJICHO, 11O BiH TEPEBHINYE HAWKpaIIuid 3
icHyrounx Ha 40%.
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PROTECTION OF INFORMATION AND TELECOMMUNICATION
NETWORKS FROM MALICIOUS SOFTWARE IN THE CONTEXT OF
MODERN HYBRID WARS

O.M. Symonova, I.1.Bobok

National Odesa Polytechnic University,
ave. Shevchenko, 1, Odesa, 65044, Ukraine; e-mail: simonova.a.m@ukr.net

Phishing is used to spread malicious software and infect critical infrastructure networks. Since 2000,
phishing has been gaining popularity among cybercriminals. One of the first big attempts was made in
2001, when in the chaos after the September 11 attacks, attackers sent their victims e-mails allegedly to
verify their identity. The obtained data was used to steal bank data. Email has become one of the
reliable means of real-time communication through which a huge number of people and organizations
share their messages and data. With the dramatic increase in the number of email users, attackers are
using email in a variety of ways to trick users into revealing their credentials. An example of email
being used for a phishing attack is the spread of the Petya and NotPety virus in 2017, which originated
from a Ukrainian state energy company and is considered part of the Russian-Ukrainian hybrid war. The
issue of countering phishing attacks in Ukraine and around the world in general remains acute. Internet
users are constantly faced with attempts to get hold of their data. Large companies can also become
victims, which can endanger the security of the state if a phishing attack is part of a cyber war. The
work included an improved algorithm for detecting dangerous e-mails, which differs from the existing
ones by a comprehensive approach to analysis using a previously unapplied method in this direction,
which made it possible to increase the efficiency of the analysis with a short calculation time. The
results of this work can be used to protect information and telecommunication networks from the spread
of malicious software and/or data leakage.

Keywords: phishing, e-mail, cyber security, information security
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CHUHTE3 OJHOBUMIPHUX CUCTEM KEPYBAHHA 3 BPAXYBAHHAM
IIYMIB BUMIPIOBAHHA

A. O. CromakeBuu, O.A. CromakeBud
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Merta poGoTH — pO3pOOMTH HOBHH METOJ CHHTE3y OJHOBHUMIPHHX CHCTEM
aBTomarnyHoro kepysanus 3 I, TII Ta I1I/] 3akoHiB KepyBaHHS JUIS CTAaTUYHUX U
acTaTHYHUX O0O0’€KTIB KEpPyBaHHs, METOI0 SKOT'0 € MiHIMi3allisl BIUIUBY IIyMY
BUMIPIOBaHb Ha JWHAMi4HI BJIACTUBOCTI CHUCTEMH KepyBaHHS 0e3 YCKIaIHEHHS
CTPYKTYypH KaHaly kepyBaHHsA. Cdepa 3aCTOCYBaHHS METOAY — 3amadi ctadimizarii
NEeBHUX [IBUAKHUX MPOIECiB, SAKi MEpeBaXHY YaCTHHY CBOTO dacy KepyIOThCS
perynaTopaMu B PEXHMi, KOJM IOXHOKAa KepyBaHHS OJIM3bKa 10 IOXUOKH
BUMipIoBaHHA. Hampuknax, me wMoxke OyTth crabimizamis TeMmIieparypu B
TEIJIOOOMIHHUKY UM PEryJIIOBaHHS BUTpaTH (TUCKY). [locTaBiena MeTa q0CsIraeThes
IIIIXOM PO3B’S3KYy HACTYHHHUX 3aiad: 1) po3poOka mpasui just peryisropis ITI/1-
TUITy Ul CTaTUYHUX Ta acTaTUYHUX O0’€KTIB KepyBaHHS 3 3alli3HEHHSM, SKi
JIOCSITaloTh FapaHTOBaHY BEJIWYMHY BiJHOILCHHS BHUXIJHOI Aucrepcii 1o BXimHOT (3a
MOJICILTEO O1JI0T0 IIyMy); 2) TOCTIINTH NPaBUIIa HA MOJICII TEXHOJIOTIYHOTO 00 €KTY,
sKa BPaxoBYy€ OCOOJMBOCTI poOOTH 3aco0iB aBTOMaru3alii B KaHali KepyBaHHS..
Haii6inpm icTOTHUM pe3yabTaTOM pPOOOTH € METOH, SKWUW MpeacTaBise Haldip
HECKJIQJIHUX TPaBWI, aHAIOTIYHUX JIO TPABHJI IHIIMX BiJIOMHUX METOMIB HACTPONKH
perymsaropiB III/I-tumy. SIk etamoHHa Monenb 00’€KTIB KepyBaHHS PO3TIAAAETHCS
MOJIeTTb B BUTJISI I TIO€THAHHS JIAHKY (1HEPIIHHOT UM IHTETPAITLHOT) MEPIIOTO MOPSIIKY
3 3alli3HEHHSAM, NIPH YOMY METOJl € TMPUAATHUM W IS BaXKKOKEPOBAHMX 00 €KTIiB
KepyBaHHS, TOOTO 3 HasIBHUM iICTOTHMM Y JIOMIHYIOYMM 3ami3HeHHAM. Ha npuknani
3aCTOCYBaHHS pO3pOOJICHOrO METONy /sl KEpyBaHHS TEMIIEPaTypoio B
TEIJIOOOMIHHHUKY Opa)kHOi KOoJIOHHM 3 3actocyBaHHsM [1I-perynsitopa mokaszano, 1o
METOJl JI03BOJISIE 3HM3MTH JUCIIEPCII0 HA YBEPTh Y IOPIBHSHHI 3 PErYJISTOPOM,
OTPHMAaHUM 32 JIOTIOMOTOI0 IporpamMu pidtune. AHaJIOTI4HI pe3yJIbTaTh JOCATAIOTHCS
i uist iHmmx perynsitopis I -Tumy.

Kuio4oBi cjioBa: cucreMa KepyBaHHsI, OJHOBUMIpHUH peryisitop, [TIJ1, Gimmii mrym,
JIUCTIEPCist, METOJT HACTPOMKH

Beryn

3amava CHMHTE3Y OJHOBMMIPHHMX CHCTEM KEpYBaHHS MOXKE BKJIIOYaTH Oararto
acrekTIB 1 € 1CTOTHO OaraTokputTepianbpHOO [1-5]. SIKImo po3rasmaTv JiHIAHI MOael
00’€KTIB KepyBaHHs, HANPUKJIAJ B NEPEeAaTOUHUX (DYHKIISAX, TO 32 TAKUMH MOJAEISIMH
3BUYANHO CTaBUTHCA 3a7ada po3poOKH PEryisiTopa, KU BIAMOBIIAE MEBHUM IMPSIMUAM
NOKa3HUKaM SKOCTI Ta/abo moka3HMKaM poOacTHOCTi. HaiOinpm moiasipHUMH
napamMeTpaMu B Me)KaX 3BHYAHOI MOCTAHOBKH 3amadi cuHTe3y omHoBuMipHuUX CAK
4acTo € MBUJKICTh MEePEXiTHUX MPOIECIB Ta 3amac CTIMKOCTI. 32 MexXi 3BHUaitHOl 3a/1a4i
BUHECEHO BCE T€, IO BIIHOCUTHCS JO OCOOIMBOCTEH MPOTrpaMHO-TEXHIUHOI peari3altii
KaHaJly KepyBaHH:, a came IpobiemMa TOUHOCTI I poBOT pearizalii kKaHaIiB KepyBaHHS,
BpaxyBaHHS OCOOJIMBOCTEH POOOTH BHMKOHABUMX MEXaHI3MIB Ta JAaTYMKIB, YYTIHUBICTh
PEryasTOpiB 10 3MIHM MAapaMETPiB TOLIO.

SIKI10 po3rasAaTH TUMOBHI BUIAJ0K OJAHOBHUMIPHOTO PETYNIATOpa — PETYIATOP
[IJI-Tuny, To HEMOBHOTa 3BUYAMHOI 3aj1adi MpH KOro 3acTOCYBaHHI yYacTillle 3a Bce
ITHOPYETHCS UM KOMIIEHCYETHCS IEBHUMH €MITIPUIHUMH MeTonaMu. OHUM 3 GaKTopiB,
KU 3BUYAHO ITHOPYETHCS — 1I€ IIYM BUMIPIOBAaHHS, SIKUH MPUCYTHIN B OyIb-sKOMY
KaHaJll KepyBaHHs. B po6oTi [6] mpoaeMOHCTPOBaHO, IO HASIBHICTD IIIYMiB BUMIPIOBAHHS
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B KaHaJll KEpyBaHHA POOWUTH AWHAMIKY cucTeMu aBromatnyHoro kepysaHHs (CAK)
JIOCTaTHHO JAJIEKOI0 BiJl MOJEIBHOI 32 MaKCHUMaJIbHUMH aMIUTITYAaMH BIIXWJICHHS Ta
IHTerpaJbHUMHU TOKa3HWKaMu sikocTi. Lle mponemoncrpoBano Ha mnpukmami [1I-
perymsTopa /s TeIUIO0OMIHHOTO anapary.

SIK1m1o %k tonaTH J{-CKi1aoBy 10 perymisTopa, TO BAHUKAIOTh JOJATKOBI MPOOJIeMHU
3 peanizaiiero Ta po0oTor AUdEepeHIIIHHOT CKIIaI0OBOI B peATbHUX KOHTYpaxX KepyBaHHS
[7]. Teopernuno npu KepyBaHHi /I-ckiagoBa MOke 30UIBIINTH IIBUAKICTD TEPEXiTHUX
MPOIIECiB ¥ 3MEHIIUTH KOJWBAJIBHICTh, SIKYy NOJa€ [-CKilamoBa, OMHAK TUTHKU SKIIO
napametp Jl-cki1aioBoi miiOpaHuii BipHO, KOJTUBAIBHICTh MOKE i MOTipIIUTUCH. THM He
MEHII, MPH TEeXHIYHIM peanizalii 1i nepeBarn MOXyTh i HE CIIpaloBaTH, OCKIJIbKU Jl-
ckiamoBa Oyae pearyBaTH Ha HEBpPaxOBaHI IIyMH BUMIPIOBaHHS W MaTh TOXUOKY
peamizamii omepanii, 0 3aMiCTh SKICHOTO KepyBaHHS OyJe JHIle 3HOLIYBAaTH
BUKOHABYMI MexaHi3M. YacTkoBO mpoOiema HEUTPali3yeThCs IUIIXOM JOJaBaHHS
¢GinbTpy HMXKHIX YacTOT (iHEpUilHYy JIaHKy 3 mocTiiiHoo yacy Oing 0.1...0.2*Tq), mo
pPOOHTH PEryIsaTOp MOCTIHHUM KOe(DIlIEHTOM Ha BUCOKHX YAaCTOTAaX M MOYE MPUBECTH JI0
dbopMmymroBaHHs 4-X MapaMeTpUdHOi 3a1a4i [9] 3 BU3HaUeHHsIM OakaHOT OCTIHHOT "acy
bineTpy peanbHOTO AudepeHIiatopa. Bei mommupeHi npaBuiia HACTPONKUA PEryssTOPiB
[IJI-Tuny He 3acTOCOBYIOTH 4-if mapameTp, K il MpUIatoBl PETyIATOPU YU MPOTPaMHi
CUCTEMHM YacTO HE€ JI03BOJISIOTH Horo 3MmiHioBatu. Cepen MONMyasSpHUX METOMIB
HacTpoiiku perynstopiB IIIJ[-tumy 4-ii mapamerp no3Boisie Bu3Hauati MATLAB-
nporpama pidtune, ane mapameTpu IIyMy IpH IIbOMY HE 3a1al0ThCA. 3ajavya Moxke OyTu
i yCKJIaZHEeHa 10 5-TH apaMeTpiB, SKIIO0 TAKOX J0AaTH MapaMeTp MOPSIKy 3HAMECHHHUKA
peanpHOTO ArdepeHIiaTopa.

AJBTEpHATUBHUHM BapiaHT A0 pealbHOro AudepeHLiaTopa 3anpoloHOBaHUN B
MoHorpadii [2] B skiii pekomeHayeTbes GinbTpyBatu BuXia Bchoro IIIJ[-perymstopa
1HEpLIHHOIO JIAHKOIO APYroro nopaaky. @iapTpyBaTé MOKHA TAaKOXK i BUMIPIOBAHHS, 1110
MOTEHIIIHHO MOXKE 3POOUTH PETYJSITOP MEHII YYTJAWBUM JIO IIyMiB W 30UIBIINTH
poGacTHicTb, ane, 3 IHMIOro OOKy, L€ 3MIHIOE Ta YIOBUIBHIOE AMHAMIKY 00 €KTY
kepyBanHs (OK). Ile Takoxx 30UIbITye KUTBKICTh HEOOXITHHMM MapaMeTpiB HACTPOUKHU
perynsTopa.

ITokazoBoro € pob6ora [10], y sKiii mpoaHaidizoBaHa 3agada CHHTE3Y CHCTEMH
KepyBaHHS 3 QuIbTpoM barTeHBOpTa /U1 CUTHATY BUMIpIOBAaHHS

F(s)= > 21 .

0577 -s"+T,-s+1

Posrnsimaerscs mpobnema cunresy I1I- ta I[I-perynsropis ans OK, mpencraBieHux
MOJICIISIMH B BUTJISIII TIOEHAHHS 1HEPIIMHOI JJAHKH TEPIIOTO TOPSIKY 3 3ali3HEHHSIM Ta
OUTBII CKJIAIHUMHM TUIAMU Mojened. B poOoTi mpoieMOHCTPOBaHO, IO MOTYXKHHMA
GITBTP 3HUKYE KOJIMBAHHS KEPYIOUOTO BIUIUBY KOIITOM 3HIMD)KCHHS SIKOCTI TIEPEXiTHUX
nporieciB, ToMy BHOIp mocTiHHOI yacy (inbTpy — okpema mpobGiema. bimbmi toro,
HeBnaaui BUOIp GUIbTPY BUKIMKAE JOJATKOBI MpobiaemMu 3 podacTHicTio. [{ikaBo Takox,
110 TOPSIOK (QLIBTPY ICTOTHO BIUTMBAE HA JMHAMIYHI MIOKA3HUKU CUCTEMHU KEepyBaHHS i
nporenypa BHOOPY TOCTIHHOT 4yacy (UIBTPY OpIEHTYETbCS Ha BiIHOIICHHS Yacy
3aIi3HEeHHs 10 MOCTiHOI yacy 00’ekTy. 3miHa auHamiyHux BiactuBocted CAK mpu
3aCTOCYBaHHSAM (iIbTPY pOOUTH 3amady 3B’sI3aHOI0, HACTPOMKH peryisitopa Tpeda
PO3paxoByBaTH pa3oM 3 MapaMmeTpaMu QiAbTpy. YCKIaTHEHHS CTPYKTYpPH PErynsaropa
YCKIIQIHIOE TaKOX ¥ mpoOsiemu mudpoBoi peamizallii peryiasTopa, OCKIIbKH PerysTop
HEOOXIJTHO peaji30BYBaTH BIACHOPYY NpPOTrpaMHUM YHMHOM. KpiM Toro, BBeIEHHS
GbiTpTpy HaKIIala€ OJATKOBI 0OMeXeHHs Ha BHOip Kpoky auckpeTHocTi CAK.

Y mimomy, MOCBIA TPOMHUCIOBOI aBTOMAaTH3allli MOKa3ye IO ISl CKIATHHUX
1HEpUIHHUX TEXHOJIOTTYHUX MPOIIECiB MpobiieMa BpaXyBaHHs IIIyMiB 3BUYAITHO )KOPCTKO
HE CTOITh ¥ 4acTO HE € MEPIIOYEProBOI0, TaK K iX IHEPIINHICTH € YacTO OUIBIIOKI 3a
IHepHIMHICTh JaT4YMKa. 3BUYAWHO 3a7ada KEpPyBaHHsS KaHAllaMH B TakKUX 00 €KTax
3BOJUTHCS A0 3actocyBaHHs [ll-3akoHy KepyBaHHS [UIsi YHUKHEHHsS HpoOieM 3
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T epeHIIHOI0 CKIa10BOK0. OTHAK B TEXHOJIOTIYHUX CXeMax 0ararbOX TEXHOJIOTTYHUX
MPOIIECiB MPUCYTHI 3a7a4l cTabimizarii MeBHUX MIBUAKWAX IPOIECIB, SKi MEPEBAKHY
YaCTHHY CBOTO Yacy KEpYIOTbCS PETYIATOpPaMU B PEXKUMIi, KOIU TMOXHOKA KepyBaHHS
Onm3pka 10 TMOXWOKM BHUMIpIOBaHHS. Hampukman, 1me Moxe OyTth crabumizariis
TEMIIepaTypy B TEINIOOOMIHHUKY UM PETYJIIOBaHHS BUTpATH (TUCKY). Sk mpaBumio, Taki
MIPOIIECH OMUCYIOTHCS JOBOJII TOYHO MOJICTISIMU B BUTJISIII TTO€AHAHHS JIAHKHU (1HEPLIMHOT
YM IHTErpajibHOi) MEPIIOro MOPSAKY 3 3ami3HEeHHSIM. J{JIs1 peryasTopiB TaKUX MPOLECiB
Oa)kaHo, 00 BOHW BUKOHYBAJIM HE TUIBKHK CTab1Ii3a11it0, ajie i OyIu 0JHOYAaCHO MIEBHUM
¢inbTpoM HM3bKMX 4YacTOoT. OgHAK po3B’sI3yBaTH OararomapamMeTpuyHi 3axadi Juis
3MEHILIEHHS MPOOJIEMH BILTUBY IIYMIB JJII TaKUX MPOCTUX KOHTYPIB KEPyBaHHS HE €
PO3MOBCIOKEHOIO  1HKEHEPHOIO TIPAKTHUKOI, OUIBII TPAKTUYHUM € CIpoOyBaTu
HeHTpanizyBaTu mpoOieMy IIyMiB BHMIpIOBaHHS B Mexax TunoBoro III/[-3akony,
oOpaBIIy 3a/1auy MiHIMI3aIlli qucnepcii IryMiB sk OCHOBHUH Kputepiit cuutesy CAK.
Meta po6oTn

Meta pobotu — po3poOuTH MeToJ HacTpoiku peryistopiB [IIJ[-tumy, skuit
MiHIMI3y€ BUXIHY TUCIEPCII0 KEPOBAHOI 3MIHHOI B 3aJIEXKHOCTI BiJI BX1IHOT 33 TIEBHUM
3akoHOM. [Ipu oMy MeTO]] HEe Ma€e CTaBUTH J1OJIATKOBUX BUMOT: BCTAHOBJICHHS IEBHUX
¢GinbTp, mepepaxyHOK MapaMeTpiB Mojeni Ta iH. MeToJ Mae NpeAcTaBiIiATH Haldip
HECKJIATHUX TIPaBWJI, AHAIOTIYHUX JO TMPaBUJ IHIIUX BIJIOMHUX METOMIB HACTPOMKH
perymsropiB ITIJI-tuny. Sk etamonHa monens OK posrisimaeTscss Moneinb B BUTIISII
MOETHAHHS JIAaHKU (IHEPIIIHHOT YU IHTErPAJIbHOI) TIEPIIOTO MOPSAIAKY 3 3aIi3HEHHSAM, IPU
4oMy MeToa Mae OyTh mpuaaTHuM U Ui BakkokepoBaHux OK, ToOTO 3 HasBHUM
ICTOTHUM YH JIOMIHYIOUUM 3arli3HCHHSIM.
3agaui podoru

B poGoti OymyTe po3B’si3aHi HAcTymHi 3adadi: 1) po3poOWTH mpaBwia s
perynsitopiB I /I-tuny, siki KepytoTh cTaTHYHUMU Ta actaTuyHUMU OK 3 3ami3HeHHsM 1
JIOCSTAIOTh TapaHTOBAaHY BEJIIMYMHY BIAHOIICHHS BUXITHOI aucrepcii Ao BXigHOi (3a
MO/JIEIUTIO O1JI0T0 IIyMY); 2) AOCHITUTH €(PEKTUBHICTh IPABUI HA MOZEIi TEXHOJIOTIHHOTO
00’€KTY, siKa BpaXxOBY€ 0COOJIMBOCTI poOOTH 3ac001B aBTOMATH3allii B KaHAJIl KEpYBaHHS.
Po3po0xa npaBua HacTpoiiku 1 peryasTopis IIII-Tumy

[IpaBuia 3acTOCOBYIOTBCSI AJIi MOJENI B BUIJISI JIAHKH HEPIIOTO TMOPSAKY 3
samizHeHHsM (FOPDT). PosrnsgaroThest ik cTaTU4HI (3 CaMOBHPIBHIOBAHHSIM), TaK i
actatuyHi (6e3 camoBupiBHIoBaHH:1) OK. BinnpaBHoro 6a3010 17151 po3poOKH TpaBuJI CTaB
ynockoHanenuit meron llurnepa-Hikoncona [2], skuit mnst craruuanx OK Bu3Hauae

NPONOPLIHHY HACTPOUKY PEryisaropa k, 3a (pakTopoM, KU BKIIOYAE Yac 3amli3HEHHS
7 , mocTiiiny yacy T Ta xoedimieHT nepenadi £ moaeni OK. B 3anmpornonoBanoMy meTo/ti
dakrop mae Burnsan x-7/(4-7) nns acratmunux OK i (7r-T / (4-r)+0.5)/ k nns

crarnuanx OK. Takox, ocHoBoro metony aisa ctarnuaux OK 3 I1I Ta ITIJ] perynaropamu
€ eKCIIepUMEHTAILHO BCTaHOBJIeHa Hamy 3anexuicts @- 7= f(1'/7), nokaszana na puc.1.

3.4

T/T
Puc. 1. 3anexuicts @ -7 = (T /1)
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[IpuBenena Ha puc. 1. 3anexHICTE MOKe OyTH onrcaHa GopMyIor:
®-7=1312-exp(-2.395-T /7)+1.89-exp(0.0007932-T /7). (1)
Po3pobiieni hopmynu Hactpoitku perynsropi [1IJ[-tumy st FOPDT 006’exTiB

npu Ail BUMAJKOBHUX IIyMiB BUMIPIOBaHb 3 OLIHKOIO iX BIUIMBY Ha JUCIIEPCII0 BUXOIY
npuBeseHi B Ta0m. 1.

Taoauus 1

Po3pobneni popmynu Hactpoiiku perymsatopis [11/I-tuny ans FOPDT 06’ektiB mipu aii

BHIAQ/IKOBUX IIIYMiB BUMIPIOBaHb 3 OI[IHKOIO 1X BIUTMBY Ha JAMCIIEPCIFO BUXOMY

Perynsitop

O0’exT

Hacrpoiika

Jucniepcis BUXomy

ke /(T -5)

k,=n-T/(47)

0,=a,/k,

ke /(T-s+D)| k, =(z-T/@0)+05)/ k| 5 = Ok
o l+kk,
Kk ke /(Tos+D)| k,=09-(7-T/(40)+05)/k | & -- z -kk :
’ k =02k - Rk
: LTS . _ -k
ko +5 ks ke /(T-s+D)| k,=12-(7-T/(4-1)+05)/ } U}’:1+Zu.k —
S k, =032k, o, ’
k,=0.75-k,/ @
P k-e™ /(T-s) | k,=09-7-T/(4-7), 3aJIeXKHICTD HE
S k :O 2'T/‘[2 BCTaHOBHeHa,
L 3aCTOCYBaHHS  HE
k, +ﬁ+kd s| ke I(Ts) | k,=037T /7, PEKOMEHY€ThCS
s k;=0.45-T/7°,
k,=045-T

JocaigxeHHs MPAaBUJI HACTPOMKHN HA MOJIeJIi TEXHOJIOTIYHOI0 NMPouecy

Posrnsinemo mpukian 3acTocyBaHHS PO3pOOJIEHOIO METONY ISl KEpyBaHHS

TEMIEPaTypoIO B TEMIOOOMIHHUKY OpakHO1 KOJIoHU 3 3acTocyBaHHsAM [1I-perymnsropa.

Mogens kanany «Butpara xonoanoi Boau (% xoay BUKOHABUOTO MEXaHI3MY) -

AG—AT,

TeMIlepaTypa BoJu, 110 Biaxoauth (°C) Mae BUTIIS:

_ 0285
268-5+1

T4-s

outer

[Tpuitmemo HoMiHaN KepoBaHoi 3MiHHOI: 50°C, kepyrouoro BIuuBy: 70%.
Jlnst BuMiproBanHs Temmepatypu Bubepemo garuuk TCII-012-011 3 mokazHukoM

TETJIOBOI 1HEpIIil, mo AopiBHIOE 15 C.

Bubepemo Kpok JUCKPETHOCTI CUCTEMH KepyBaHHs piBHUM At=1c.
Tun perynstopa: [1l-perynsrop Buay 3 metomoMm nuckperusanii Backward Euler.
Mopens CAK 3 gaTurkom nokazaHa Ha puc. 2.
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—0.285
2685+ 1

nnnnn

P3

Puc. 2. Ctpykrypna cxema monem CAK (migcucrema Matial), sika BMIIIye MOJETH
KaHaly, JaTYhKa Ta pO3pPaxyHOK TUCTIePCii KepOBaHOT 3MIHHOT

Monenb 00’ekTy pealizyeMo sIK MiacUcTeMy. Bxogamu miicucTeMu € Kepyrouni
BIUIMB 3 PETyJsITOpa U i 3aBnanus r. Yactuna P1 Monemoe nuHamMiKy KaHaIy KepyBaHHS
B BITHOCHHUX KoopauHartax. YactuHa P2 moxemtoe iHepuiliHicTh aaBauya. Yactuna P3
MoJenoe oxuOKy maada. YactuHa P4 pospaxoBye aucrepciro KepoBaHOi 3MIHHOI.
3MiHHa t_Sim BH3HA4Ya€ yac MOJAEIIOBAHHS.

MeTtoauka MOJIETIOBaHHS JaBada Ta KOJI MOJICIIOBaHHS IPUBEICHO B po0OOTi [6].

[TopiBHIEMO MeTO CHHTE3Y, peanizoBanuii B GyHKIii pidtune (B 6somi Simulink
PID), Ta 3ampomonoBaHuii Merton MiHiMiZamii aucmepcii. I{o6 3piBHATH 1aHCH
perynsropis, 3BeeMo Mozaens 00’exty 10 FOPDT, ockinbku 3 Mojaesutio aBada BOHA
cTaja MOJEIUII0 JPYroro mnopsaky. BukopucraBmmm BapianT merony CiMoro uist
orpumanHds FOPDT moneni, oTpumaemMo peyKoBaHy MOJIEb BUITY

—0.285 o 1171632

" 239.8006-5+1

Jami, ans cporeHHs: He OyaemMo OpaTu 3HaK MiHyC B KOe(DiIieHT1 IPU CUHTE3,
a BpaxyeMo Horo B 3BOpOTHOMY 3B’s13Ky. @yHKuig pidtune st nae taki koedimientu: kp
= 4.03, ki = 0.016. 3anponoHoBaHM! MeTOa MiHIMI3aIli aucrepcii gae Taki
HanamryBaHHs: kp= 6.66, k; = 0.0216.

ITpomonemoemo nBi CAK 3 Ill-perynsropamu i OJHAKOBUMHU 0O’ €KTaMH TIO
3aBIaHHIO. 3BEPXY PETYISATOP, [0 CHHTE30BaHO pidtune, HIKYE — METOAOM MiHiMi3aIlil
nucriepcii. SIk 6aunmo Ha puc.3, Aucnepcis B ApyroMy BUMAAKy Ha 1/4 MeHma.

W Subsystem?:1

Mﬂummmmmmmm,m

il T O /
+ Pl(z) + i 510
ol o [ 04309 J

Integrator Initialization = 70 505 /

o a0 600 a00 1200 1500
_ - »u 1 ,‘H D
Pl(z) +
+ = Subsystem2:1
N > 2 0.3493
Integrator Initialization = 70 52

E,i

Puc. 3. Mogens Ta pesynbratd MmogemoBanHs aBox CAK 3a sapmanmam. SIKIIO
IPOMOJIETIOBATH 3a 3aBAAHHSIM W 30ypeHHSIM OJHOYACHO, TO TEHACHLIIS
30epiraeTbes.
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W Subsystem1:1

Mmmw&mmmn
515 ;
] L ‘ T J5 :’M
<l gl el UNEE
Integrator Initialization = 70 ) w"

o 300 600 200 1200 1500
- S » ]
»
Plz) ]+ r
+ = Subsystem2:1
<l S Y e = =
s20
Integrator Initialization = 70

Constant1

Puc. 4. Mogens Ta pesynbtatu MoaentoBanHs ABox CAK 3a 3aBmpaHHAM Ta 30ypeHHSIM
OJTHOYACHO

AHaJOri4Hl 10 TpPUBEIEHUX PE3yNbTaTH AOCATAIOTHCS W MpPHU BUKOPUCTAHHI 1HIIHUX
3arpoNOHOBAHMX TPABHUIL
BucHoBkH

Po3pobneHo mMeTox cuHTE3y OJHOBHMIPHHX CHCTEM KEpYyBaHHS 3 THIIOBUMH
perynsaropamu III/[-tunmy Ta 00’€KTiB, AMHAMIKa SKHX ONHCYIOTbCS CTaTUYHOIO YU
acratuunoro FOPDT mozemto, SKuii BiAPI3HAETHCS TUM, 1110 J03BOJISIE€ BPaXyBaTH BIUIHB
JUCIIepcii BUMIPIOBaHb HA IUCIIEPCIIO KepoBaHOi 3MiHHOI. Dopmyau MeToaa 0a3yrThes
Ha BpaxyBaHHI TPaJUIIMHOTO JUIs HACTporoBaHHA perynsropis [1IJ[-tumy BigHOmIECHHS
/T . PexomenmoBana cepa 3aCTOCYBaHHS METOJy — 00’ €KTH 3 MallUMU 30ypECHHSIMH,
MOXMOKa KepyBaHHS B SKUX 3HAYHOI MIpOIO 3aJICKUTH BiJl IIyMY JaTYHKa, SKHUA MOXHA
OI[IHUTH IO HOTO HOPMOBAHIN MOXHOIII.
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DESIGN OF SISO CONTROL SYSTEMS ACCOUNTING MEASUREMENT
NOISES
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National University of Intellectual Technologies and Communications,
1, Kuznechna street, Odesa, 65029, Ukraine, stopakevich@gmail.com
National Odesa Polytechnic University,

1, Shevchenko Ave., Odesa, 65044, Ukraine, stopakevich@op.edu.ua

The paper aims to develop a new method of designing one-dimensional automatic control systems with P,
PI, and PID control laws. The method scope is static and astatic plants, and it aims to minimize the influence
of measurement noise on the dynamic properties of the control system. Achievement of this aim should be
without complicating the structure of the control channel. The scope of the method is the problems of
stabilization of relatively fast processes, which most of the time are controlled by regulators in the mode
when the control error is close to the measurement error. Examples of such problems are: temperature
stabilization in a heat exchanger or flow (pressure) control. The goal is achieved by solving the following
tasks: 1) to develop rules for PID-type controllers for static and astatic control plants with a dead tune,
which achieve a guaranteed value of the ratio of the output dispersion to the input (according to the white
noise model); 2) to investigate the rules on the model of the technological plant, which takes into account
the peculiarities of the automation in the control channel. The most significant result of the work is a method
that represents a set of simple rules similar to the rules of other known methods of tuning PID-type
controllers. A plant's reference dynamic mode is supposed in the form of a combination of a first-order
aperiodic or integrating link with a dead time link. The method is also suitable for hard-controlled plants
with a significant or dominant dead time. An example of the application of the developed method for
controlling the temperature in the heat exchanger of a beer distillation column using a PI controller is
demonstrated. It is shown that the method allows a reduction of the dispersion by a quarter compared to the
controller obtained using the pidtune program. Similar results are achieved for other PID-type controllers.

Keywords. Control system, SISO controller, PID, white noise, dispersion, tuning method.
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OPIAHIBALISI JUCTAHIUIMHOI'O JOCTYITY 1O KOMI'IOTEPHOI
HABYAJIBHOI JIABOPATOPII 3A JOIOMOTI'OXO BEB-TEXHOJIOI'TA

I'.0. lllepemer, O.A. CronakeBuu

Hauionanshuii yHiBepcuret "OzecbKa nojitexHika'",
npocn. lleBuenka, 1, Oneca, 65044, Ykpaina; e-mail: sheremet.heorhiy@gmail.com,
stopakevich@op.edu.ua

3apa3 y cBiTi BigOyBaeThCs 1upoBa TpaHChOopMallis CycriibeTBa. BuTbITicTs BUIIB
JIIOJICHKO1 TiSUTPHOCTI MOCTYIOBO TIEpeHOCAThCA y nudpoBuit Bumip. Taka cdepa
JKUTTSI, IK OCBiTa HE € BUHATKOM. 3 KO)KHUM POKOM CTYJIEHTH BCE PiJIIIIe BiABIAYIOTH
3aHATTS! OYHO, IIPUYMHOIO IHOTO € pi3Hi (pakTopu. BuHnkae HeoOXiAHICTE epexoay
HABYAJIbHHX 3aKJIaJiB HA JUCTAHIITHY ()OpMY HaBYaHHS. Y 3B'S3KY 3 [IIM BUHUKAIOTh
CKJIaMHOUII Yy BHUKOPUCTAHHI KOMITIOTCPHUX J1a0OpaTopidd, pO3TANIOBAHUX B
HaBYAJIbHHUX 3akianax. OTke, HA CHOTOIHINIHIN JIEHh OpPraHi3allis JAUCTAHIIHHOTO
JIOCTYIy JIO0 KOMIT'FOTePIB HABYalbHOI JIAa0OpaTopiii € IOCHUTh aKTyaJbHUM
3aBIaHHAM. MeTol0 pPOOOTH € CTBOPEHHS CHCTEMH BiJHaJCHOTO IOCTYITy OO
KOMIT'IOTEPHOI HaBYaIBHOI JJabopaTopii 3 KOMITIoTepa OYyAb-IKOTO KOPUCTYBada IO
Mapojio 3a JIOTIOMOTOI0 Web TEeXHOJIOTIH. Y CTaTrTi po3TIAacThes IpoIec
HaJIAIITyBaHHS CEpPBEpHOI YaCTHHM BipTyanbHOi mpuBaTHOi Mepexxi VPN Ha
BipTyallbHOMY BHIiJIeHOMY cepBepi VPS. Po3risHyTO MOCHITOBHICTH KOMaHHI Y
TepMiHaJI JIJI1 BCTAHOBJICHHS Ta HANAIMTYBaHHs cepBepHOi yactTuHU VPN. OmnucaHo
MPOIIEC MiTKIFYCHHS J0 BipTyalbHOI IPUBATHOT MEPEXKi 3 KOMITHOTEpa HABYAIbHOT
naboparopii Ta po3riIsIHYTO ITOCIIIOBHICT KOMaHA Y TepMiHai Il BCTAHOBJICHHS Ta
HaJalTyBaHHS  KiieHTcbkoi wactuHM VPN. PosmmsHyro iHcTamsmito  Ta
HAJIANITYBAHHSA TIPOTPAMHOrO 3a0E3MCUCHHS IS BiIJaJCHOTO JIOCTYIy Ha
KOMI'IOTepax HaBYaJbHOI J1aboparopii. 3MOIEIbOBAHO BIIIAJNCHUNA TOCTYII, SKHA
HAJ/Ia€ MOXJIUBICTh BiJIAJICHOTO KEPYBAHHS KOMIT'FOTCPHOIO MHIIICIO Ta KJIaBiaTypoIo,
BIJAJIGHOTO  3allyCKy MpoTpamMHOro 3abe3medueHHs, OOMiHy dailaMu Mix
KOMIT'IOTEPOM CTYACHTa Ta KOMIT IOTEPOM HaBUaIbHOI Jaboparopii.. CTopoHHE
mporpamMHe 3a0e3MeUCHHS, $SKE€ BUKOPHUCTOBYETHCS TIIPH CTBOPEHHI CHCTEMH
BiTAJIGHOTO JTOCTYITY, € BiJIbHO PO3MOBCIOKYBAHUM Ta O€3KOIITOBHUM.

KuarouoBi caoBa: BimmaneHuid AOCTYym 10 KOMITIOTEpa, BipTyalbHa TpHUBaTHA
mepexa, VPN, WireGuard, RustDesk, VPS.

Beryn

CTpyKTypHi 3MiHH y CBITOBI} CHCTEMi OCBITH, 110 BiIOY/IHCS TOYMHAIOYH 3 APYTii
noyioBuHI XX CTOJNITTSA, 3YMOBJICHI PO3BUTKOM HAYKOBO-TEXHIYHOTO IPOTPECY,
BIUTMHYJIM Ha BCI CTOPOHU KUTTS CYCIHiIbCTBA. [losiBa AMCTAHIIMHOTO HABYaHHS HE €
panToBOIO TOII€I0, 33 BCIX YaciB moTpeda y ocBiTi 30epiranacs Bucokomy piBHi. [losBa
IHTepHETY Ta MPUCKOPEHHSI TEMITiB HayKOBOTO IMPOTPECY JIUIIE CHPUSIH MOUIUPEHHS
naHoro ¢dopmary 3100yTTs OCBITH. Y CBITJII OCTaHHIX MOJIA B YKpaiHi JUCTaHIIHHE
HaBYaHHS HaOyBae 11e O1IbIIOT aKTyaIbHOCTI.

Icaye 0e3miu roTOBHX PpilleHb IS BIIJAJICHOTO JOCTYNY JO KOMITHOTEpA.
Haiinommpenimnii 1 HaifOu1b11 QyHKITIOHANBHI 3 HUX € IJIATHUMH YH YaCTKOBO IIATHUMHU.
VY crarTi po3TAsgaEThCs OpraHizailis AWCTAHIIIHHOTO JOCTYNY 10 KOMITHOTEPHOI
HaBYaJIbHOI J1abopaTopii 3 BUKOPHCTAHHSIM BHUKIIOYHO OE3KOMITOBHHMX pilieHb. [Ipu
IIbOMY 3aIPOTIOHOBAHE PIIICHHS € JOCUTH (DYHKIIIOHAILHUM 1 3a0€31edye CTyACHTIB BCIM
HEOOXITHUM 11 KOM(QOPTHOTO BUKOPUCTAHHS HABYAJIBHOI JIAOOpATOpii AUCTAHLIIHHO.
AHaJi3 10c/iIKeHb Ta myOJikanii

JlucraHiiiine HaBYaHHS B Cy4yacHOMY pO3YMiHHI chopmyBaiocs HOPIBHSHO
HEIIO0JIaBHO 1 TOMY, O€pydH 10 yBard If0 HOBU3HY, BOHO OPIEHTYETHCS HA MEPEIOBUI
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MeAaroriyHui 1 METOAMYHUH TOCBIM, aKyMyJTbOBaHUH PI3SHUMH OCBITHIMHU IHCTUTYIIISIMU
CBITOBOTO MPOCTOPY, Ha 3aCTOCOBYBAaHHS HOBITHIX 1 ONEpaTHMBHUX 1H(OpMAIiitHO-
Ne1aroriyHuX TEXHOJOTIH, 1[0 OKJIMKAIOTHCS Ha 3allMTH CY4acHOi OCBITH Ta COLIiyMYy B
mimomy. JluctaHiiiHe HaBYaHHS — oOAHA 13 (OpPM HaBYaHHA, sKa BUHUKIA W
YIOCKOHAITIOBAJIACS Pa30M 13 PO3BUTKOM IHTEPHET-TEXHOJOTIH, 1 HA CHOTOAHI Ma€ YiTKi
XapakTepHi O3HAKW, TPUHIMIN 1 TEBHI METOAWYHI HampaitoBaHHs. JluctaHiiiiHe
HaBYaHHS Ta OCBITa 13 3aCTOCYBaHHAM TUCTAHIIHHUX OCBITHIX TEXHOJOTiH HaOyBae Bce
O1TBIIIOTO MOMTMPEHHS B YKpaiHi 1 3100yBae BiacHuX puc [1].

KoBopkiHr o3Hayae po6oTy 1BOX abo Oinblie JIIOJAe B OJHOMY Miclli, ajle HE B
omuit ¢ipmi. lle sBume HaOynO 3HAYHOrO po3Maxy B OCTaHHI POKH, BKIIOYAIOUN
3pOCTaHHS TIOMHUTY Y BEJIMKHX MICTaxX HABKOJIO CBITY Ta MEPCIEKTUBH MOMAATBIIOTO
3pOCTaHHs B MalOyTHhOMY. XapakTepucTuka (ipM, pO3TAalIOBaHUX Y KOBOPKIHTax
31A€THCS, 3MIHHIIUCS 3 4acOM, OCKUIBKHM CHOTOHI TaKOXX 3POCTA€ KUIBKICTb BEIUKHX
HETEXHOJIOTTYHUX (ipM, SIKi 0OMParoTh el CTUIIh [2].

VY uinoMy HUHI 3 MiANPUEMHHUIBKOTO MOIJISIIY IepeOyBaHHA Y KOBOPKIHTY
MO3UTUBHO BIUIMBAE Ha MiJNPHUEMHULIBKY MOBeAiHKY. Lle 3acHOBaHe B OCHOBHOMY Ha
MO3UTHUBHUX MOOIYHUX e(eKTax Ta CIiBIIpalli MPeACTaBHUKIB Pi3HUX Ipodeciil y pamKkax
KOBOPKIHTY, 1110 OCOOJIMBO BUT1IHO MoyioauM ¢ipmam [2,3,4].

KoBopkiHr sBuIlEe, SKe MPOHUKIO B OpraHi3aliiiHi CTPYKTYpH, BIIMBa€ Ha
CTBOPEHHSI Ta OOMIH 3HAHHSMH, TTOKpAIly€e 1HHOBAIIHY TOBEAIHKY Ta mepeOyBae I
BIUIMBOM COILIIaJIbHUX (PAKTOPIB, a TAKOK MaTepialnbHOro ocHameHHs. CepeoBHILE, 1110
Harajlye KOBOPKIHT, POOWUTH JIFOACH OUIBII IMACTMBAMU Ta EMOIINHO 3J0pPOBHUMH,
KOMITaHii MOXKYTh PO3TJISHYTH MOKJIMBICTh 3aCTOCYBaHHSI HAOyTOTO JI0CBiy Ta 3HAHb y
CBOiM opranizailii, mo6 CmiBpPOOITHUKH 3 OIIBIIOI TOTOBHICTIO 3aJIUIIAINACS 3 HUMHU
[5,6,7].

Merta i 3axa4i podoTu

Metoio poOOTH € OmHMC CTBOPEHHA CHUCTEMH BIJAAJICHOTO JOCTYIy JO
KOMIT'FOTEPHOI HaBYAJIbHOI JJabopaTopii 3 KOMITIOTEpa JIF000ro KOpHUCTyBaya Mo Maposko
3a JOMIOMOT 010 Web TeXHOJIOTIH.

Jlnst mocsATHEHHS TOCTaBJICHOI METH po3poljieHa cHCTeMa Mae€ BiAMOBITaTH
HACTYITHUM OCHOBHUM BHUMOTaM:

. 3a0€3MeYNTH PEECTPaIliio Ta 1eHTU(DIKAIlII0, JOCTYII IO TapOI0 KOPUCTYBaYiB Ta
aZIMiHICTPATOPIB CHCTEMH;

o KOMIT'IOTEepU JIaboparopii MpamioBaTUMyTh 3 BHKOPHCTAHHSAM OIepauiiHii
cucremu Windows Bepcii He HIKUE 8X;

o KOpUCTYBaui MOBMHHI MaTH JOCTYI J0 YIPaBIiHHS KypCcOpOM Ta KJaBiaTypolo,
pearnizyBaTH BiJIaJeHUN 3aIlyCK IPOTpaM i OTPUMAaHHS pe3ysbTaTiB ix poboTu;

. 3a0€3MeYNTH MOXKJIMBICTh OOMIHY (paiiiamMu 3 BiIJaJICHUM KOMIT FOTEPOM.

OcHOBHA YacTHHA

Jus  opramizamii AUCTaHIIHHOTO JOCTYNYy JO0 KOMITIOTEPHOI HaBYaIbHOT
nabopaTopii 3a J0MOMOTOI0 BEO-TEXHOJIOT1M HEOOX1JHO BUKOHATH TaKi MMyHKTH:

1. HanmamryBatu cepBepHy yactuny VPN Ha VPS.

2. IligkmrounTtcek 10 VPN 3 koMIT'IOTEpHOT HaBUaIbHO1 1abopatopii.

3. BcraHoBHTH Ta HaNAMITyBaTH MpOTpaMHe 3a0e3leueHHs s BiANaIeHOro
JIOCTYITY Ha KOMIT'FOTepax HaBYaIbHOI JIabopaTopii.

4. IIporecTyBaTH MOKIIUBICTD BiJIJJAJIEHOTO JIOCTYITY.

5 MopentoBaHHS MOOYTI0BaHOT CHCTEMHU.

HanamryBanus cepsepHoi yactuan VPN na VPS.

VPN (virtual private network — BipTyaiapHa mpuBaTHA MEpekKa) — I1€ y3araJbHeHa
Ha3Ba TEXHOJIOTIH, SKi JO3BOJSIOTH CTBOPIOBATH BIpTYyaslbHI 3aXHMIIEHI MEpexXi MOBEpX
IHITUX MEPEX 13 MEHIIUM piBHEM J0BipU. VPN-TyHENb, IKHIl CTBOPIOETHCS MK IBOMA
By3JIaMH, J03BOJIA€ NMPHETHAHOMY NPHUCTPOI0 UM KOPHUCTyBaueBi OyTH MOBHOLIIHHUM
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YYaCHMKOM BIJIaJIeHOT Mepeki Ta KOPUCTYBaTHCS ii cepBicaMM — BHYTPIIIHIMHU
caiitamu, 60azamMu, IpUHTEpaMH, MOJITUKaMH Buxoay B [HTepHeT. be3neka nepenaBaHHs
iH(popMarii yepes 3araJbHOOCTYITHI MepexXi peaizoBaHa 3a JJOIMOMOT 010 MH(pyBaHHS,
BHACJIIJIOK YOT'O CTBOPIOETHCS 3aKPUTUH JJII CTOPOHHIX KaHall oOMiHY iH(opmarri€ro.
Texnonoriss VPN no3Bosisie 00'enHaTi Kijgbka reorpadiuyHo BimganeHHX Mepex (abo
OKpPEMHUX KIIEHTIB) y €IMHY MEPEeXYy 3 BHUKOPHUCTAHHSAM I 3B'SI3KY MIDK HHUMH
crieniagpHUX KaHauiB. barato mpoBaiifepiB NPOIOHYIOTH CBOI MOCTYTH SIK 3 OpraHi3arii
VPN-mepexx mis Oi3Hec-KI€HTIB, Tak 1 i Buxoxy B IaTepHer. VPN e kiieHT-
CEPBEPHOIO TEXHOIIOTI€lO [8].

Bupryansauit Buninenuit uyn npuBatHuit cepsep (virtual dedicated VDS or private
VPS server) — nmocnyra, y Mexax sSKO1 KOPHCTyBau€eBi Ha/lal0Th BipTyaiabHHi cepep. Lle
MOBHOIIHHA aJlbTepHAaTUBA (PI3UYHOTO BHUIICHOTO CEpPBEpa 3 BEIMKOI KUIBKICTIO
nepeBar, BUCOKOIO CTa0lIbHICTIO, TPOCTOTOIO B YIPABIiHHI Ta HAJAIITYBaHHI1, CTIHKICTIO
JI0 BiIMOB Ta HabaraTo MEHIIMMH (iHAHCOBUMH BUTpaTaMH [9].

Moxna oOpatu Maibke Oynp-sxuit VPS, wmanpuknan Bin digitalocean [10].
Onmneparrifinoro cuctemoro mporo VPS € Ubuntu 22.10.

Hnsa  peamizamii VPN  Bukopucraemo WireGuard. WireGuard — 1e
KOMYHIKAI[IHHUNA TPOTOKOJ Ta OE3KOIITOBHE IMporpamMHe 3a0e3IMeUeHHs 3 BIIKPUTHUM
BUXITHUM KOJIOM, ke peaii3ye 3ammdposani VPN [11]. Po3riasiHeMo mociigoBHICTB
KOMaHJ y TEpMiHaJi Ui BCTAQHOBJICHHS Ta HaJalITYBaHHS CEPBEPHOI YaCTUHU
WireGuard.

OHOBJIIOEMO CEpBeEp:

apt update && apt upgrade -y

CraBumo wireguard:

apt install -y wireguard

I'enepyemo kimroui cepBepa:

wg genkey | tee /etc/wireguard/privatekey | wg pubkey | tee
/etc/wireguard/publickey

IIpocrasnsiemo npaBa Ha IPUBATHUN KIIIOY:

chmod 600 /etc/wireguard/privatekey

[TepeBipuMO Ha3By MEpEKHOTO iHTEpderCy:

ip a

[IBuamre 3a Bee, 11e Oyae eth(, ajme MOXIMBO i 1HITUHN, HAMMPUKIIA, ens3 abo SIKOCh
inakmre. Ilg Ha3Ba iHTepdeiicy BUKOPHCTOBYEThCA Aajii B KoH(irypauiiHomy aiimi
/etc/wireguard/wg0.conf, sikuit Oyze CTBOPEHO HUXKYE:

vim /etc/wireguard/wg0.conf

Bwmicr daitny wg0.conf

[Interface]

PrivateKey = <privatekey>

Address = 10.0.0.1/24

ListenPort = 51830

PostUp = iptables -A FORWARD -i %i -j ACCEPT; iptables -t nat -A
POSTROUTING -o eth0 -j MASQUERADE

PostDown = iptables -D FORWARD -i %i -3j ACCEPT; iptables -t nat -D
POSTROUTING -0 eth0 -j MASQUERADE

VY pankax PostUp i PostDown Bukopucranuii came mepexeBuii intepgeiic eth0.
SIkmo iHIIMH, HeoOX1aHOo 3aMiHUTH €thO Ha HBOTO.

Bcerasnsemo 3amicts <privatekey> Bwmict ¢aitny /etc/wireguard/privatekey

HanamroByemo IP ¢opBapauHr:

echo "net.ipv4.ip forward=1" >> /etc/sysctl.conf

sysctl -p

Bxirouaemo systemd nemon 3 wireguard:

systemctl enable wg-quick@wgO.service

systemctl start wg-quick@wgO.service

systemctl status wg-quick@wgO.service

CTBOpIOEMO KITFOUI1 KITIEHTA:

245



I'.O. lllepemer, O.A. CronakeBuu

wg genkey | tee /etc/wireguard/client privatekey | wg pubkey | tee
/etc/wireguard/ client publickey

Jomaemo B KOH(]IT cepBepa KITI€HTA:

vim /etc/wireguard/wg0.conf

[Peer]

PublicKey = <client publickey>

AllowedIPs = 10.0.0.2/32

3amicte <client publickey> — 3amiHoemo BwMmicT ¢ainy /etc/wireguard/
client_publickey

[epe3aBanTaxkxyemo systemd cepsic i3 wireguard:

systemctl restart wg-quick@wgO

systemctl status wg-quick@wgO

Hinkawo4yenns 10 VPN 3 komn'ioTepHOi HaBYaJbHOI 1abopaTopii

Ha noxanbpHiif MamyHi HaBYajabHOI 1abopaTopli CTBOPIOEMO TEKCTOBHM (ailn 13
KOH(Irom KilieHTa:

[Interface]

PrivateKey = <CLIENT-PRIVATE-KEY>

Address = 10.0.0.3/32

DNS = 8.8.8.8

[Peer]

PublicKey = <SERVER-PUBKEY>

Endpoint = <SERVER-IP>:51830

AllowedIPs = 0.0.0.0/0

PersistentKeepalive = 20

Tyt <CLIENT-PRIVATE-KEY> 3aMiHi0€eMO Ha IPUBAaTHHUH KITIOY KJII€EHTA, TOOTO
BMicT (aiiny /etc/wireguard/client privatekey na cepBepi. <SERVER-PUBKEY>
3aMIHIOEMO Ha MyOIYHUN KITI0Y cepBepa, ToOTo BMicT aitmy /etc/wireguard/publickey
Ha cepBepi. <SERVER-IP> 3amintoemo Ha IP cepsep.

et daiin BinkpuBaemo y Wireguard kimieHTi (€ A BCIX ONEpaiifHUX CUCTEM, Y
TOMY YHCJIi MOOUTBHHX ) — 1 THCHEMO Y KJIIE€HTI KHOTIKY TTiIKJIFOUCHHS.

€) WireGuard - O X

TyHHenn Xypran

@ goloburdin_wb Wurepderic: goloburdin_wb ~
Craryc: @ Moakniouen

MNyeanuHbid Knioy:  KMz1R4H40+611UVAxCzIYYjyeRhOMawcUmEpV
zsmnDs=

MopT: 59054
IP-agpeca:  10.0.0.3/32
DNS-cepeepsi: 8888

OTkntouMTE

MNy6anunbid K1oy:  +zB3hy8hWIVKGPUPCILrBY9IGY Tvzg
XOWMyx6AS3ciWs=

PaspeweHHsle IP-agpeca:  0.0.0.0/0
IP-anpec cepsepa:  46.101.139.128:51830
Mogaepxvsanue coeguHeHns: 20
Mocnearee pykonoxatne:  16cek Hasan

Mepeaaua: Monyuero 821,00 K6, otnpasaero
88,75 K6

v

L NoBasurs TykHens v| x‘ i Peaaxiposats

Puc. 1. [Tigkmrouenus 1o VPN

Ha npomy HanamTyBaHHS JOKaJIbHOI MAITMHA HaBYAIBHOT 1abopaTopii 3aKiHUEHO.
Tenep BoHa Mae BuXij B iHTepHET uepes O0iny [P-aapecy. Lle HeoOXiTHO 111 MOKIIUBOCTI
BiJITAJIEHOTO JIOCTYITY.

BcTraHoB/IeHHSI Ta HAJAIITYBAaHHS TPOTrPaMHOro 3a0e3medyeHHsl s
BiJ/IaJIeHOTr0 10CTYNy HA KOMII'I0Tepi HaBYAJIbLHOI J1a0opaTopii.

Jlnst BigmaneHoro 10cTyny BUKOpUcToByeThest mporpama RustDesk. RustDesk — 1ie
Oe3komToBHE mporpamue 3adesnedeHHs s BigaaneHoro [1K, ctBopene RustDesk. s
nporpama 3 BiIKpUTHM BUX1THUM KOJIOM JIOTIOMAarae KOpUCTyBa4aM OTPUMYBATH JTOCTYII
Ta KepyBaTH CBOIMH KOMH'IOTepaMH. 3 OyAb-SKOTro Micis. BiH CIyXuTh 1 KII€HTOM, 1
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CepBepoM, TOMY JUISl 1OTO0 BUKOPUCTaHHS HEMA€e HEOOXITHOCTI BUKOPUCTOBYBATH OY/b-
K1 1HIII CTOPOHHI TIporpamu.[12]

@

| Baw pa6ounit

| cTon YnpasneHue yaaneHHsIM paounm
R cTonom

)

177 460 273

Mapons

Nocnenuve .. W=6pa.. Haii.. Anpeckas
HARERK

453 956 827

roToso, Ana Gonee Guictpore n HacTpoiiTe cBoi cofcTBeHHbIi Cepeep
noaknwuesns

\
Puc. 2. [urepdeiic RustDesk

[poro mocTaTHhO I BiAAAIEHOTO MOCTyNy. €nuHe, Tpeba MepeKOHATUCS, IO
cimy»0a 3aryIieHa.

Jnist BiganeHoro q0cTymy HeoOXiiHO HaaaTu cryaeHTam ID ta maposs.

TecTyBaHHS MOKJIMBOCTI BiIJIaJIEHOTO 1OCTYILY.

Bceranosmoemo mporpamy RustDesk na komm'torep. Y Bikui «KepyBanHs
BiIJTaJICHUM poOOYMM CTOJIOM» BBOAMMO ID BimmaneHoro komm'toTepa HaBYAIBHOI
naboparopii Ta HaTucKaeEMO «[liTKITIOUUTHCS.

@ RustDesk - o X

Baw pabounit

cron YnpaeneHue yaaneHHbiM pabounm
cTonom
e 177 460 273
D H 5
f———

453 956 827

Napo

,,,,,, Mocnennne ceaw.. UsGpanh.. Haiine. =

Anpecuas kHura

177 460 273 : ‘ 1| 529512 569

120 710 903

® ToT0Bo, s Gonee 6GbICTPOrO MOAKIIIOUEHUA HACTDOITE CBOV i cepsep
nokniouenus

Puc. 3. [TigxitoueHHs 10 BiJIaJ€HOTO KOMIT'TOTepa

Jani mporpaMa THONPOCHTH HAJATH Mapojib. BBOAMMO Mapoiib Ta HATUCKAEMO
KHOTIKY «OK».

177460273(CUCTEMA@DESKTOP-55CCTKA)

HeBepHbIi napons

Moxanyicra, BBeAUTE Ball Naposb

[ o]

+| 3aNoMHWTL Naponk

Puc. 4. BikHO BBeieHHS apost
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Jami orpuMyeMo BiiiajJIeHU JOCTYII.

01 | @ 177460273

Heorhii
(453956827)

RustDesk. Moakniouero 00:06:42
Baw pa6oyuit
cton yr yA: p

lepewenus

B

177 460 273

Napons

Mocneanve .. Ms6pa.. Hai.. Agpechan
P

453 956 827

® roroso, [ins Gonee Grictporo HacTpoiiTe csoit
noaknioueting

a O H O m @ =
Puc. 5. BikHo BijaneHoro 10cTyny

< 0 0O 4/ Rain coming

Tenep micast yCHiNTHOTO TECTYBAaHHS MU MOXEMO OyTH BIIEBHEHI, IO 1€ PIICHHS
poboue i TOTOBE A0 BUKOPUCTAHHS.

MopenoBaHHsI MO0Y/10BAHOI CHCTEMH.

[Tanens agmiHicTpaTopa Ma€ BUTJIISLA K IPEACTABICHO pHc. 6. Y Hili aqMiHicTpaTop
CHCTEMH MOXKE JI0/IaBaTH, pelaryBaTH Ta BUJAISTH KOMIT'FOTEPH.

AfMiH naHenb anMin - Buxig
D: 177460273 1D: 64690017 1D:242
Mapont: FinkgbVhz Mapont: LemqaRek Mapons: 23
onve Onue - Onuc

Puc. 6. [Tanens agmiricTpaTopa.

CTBOpPUMO HOBMI KOMIT'IOTEDP 3 JaHUMM, IPEICTABICHUMHU Ha pUC. 7.

BikHo peaaryBaHHs komm'ioTepa
Im'a
test

IP-agpeca Komn'loTepa
192.168.0.107
ID y nporpawmi RustDesk
177460273
Im'a 0BGNiKoBOro 3anKUcy B onepawiiHii cucTemi

Heorhii

Mapons Ao o6ni 0 3anucy B pavifiHii cuctemi

1

Onuc

"But | must explain to you how all this mistaken idea
human happiness. No one rejects, dislikes, or avoids

HocTynHuii

M CKacyBaHHA

Puc. 7. BikHo peparyBaHHs KOMIT'TOTepa.
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Tenep xomm'torep 3 ip-agpecoro 192.168.0.107 gocTynmHUN I TIKITIOYEHHS
CTYJICHTIB.

Jlnst peecTpariii HEOOX1AHO HAAATH €JIEKTPOHHY MOIITY Ta IPUAYMAaTH Hapoib. s
KOPHCTYBaHHSI CHCTEMOIO TaKOK HEOOXIJHO MATBEPAUTH AAPECy EICKTPOHHOI MOIITH.
3apeectpyeMoch y cuctemi. Ha prc.8 300pakeHo BIKHO peecTpariii.

PeecTpauia

Appec eNexTROHHOT NOWTH

djora2810@gmail.com

----------------

¥HE JAPEECTPOBAHI? 3apeccTpyRaTHCA

Puc. 8. BikHO peectparris.

[Ticns peectparii MU OOAYMMO TIOBIIOMJICHHSI TIPO HEOOXIAHICTH MiATBEPIUTH
aapecy enexkTpoHHoi nomrtu. Ha puc.9 3006paxeno CrioBinieHHS.

® EnektpoHHa agpeca He niATBEpMKEHA!

[lns OTpUMaHHA JOCTYNY NiATBEPAITL CBOK eNeKTPOHRY afpecy.

Puc. 9. CnosimeHHs.

[Tlicns miaATBEpKEHHS aJapecu IIe TOBIIOMJICHHS 3HHKHE 1 MH 3MOXKEMO
CKOPHUCTATHUCS CUCTEMOIO. 3aBEPIIUBIIN PEECTPAIlil0, KOPUCTYBAU MOOAYUTH iHTEepdeiic
SK MpeacTaBieHo Ha puc.10.

djora2810@gmail.com  Buxig

b b _

ID: 242

ID: 177460273
Mapony; ¥+

1D: 64690917

Rapone: #es & N aporp e

Omue Onume

OTPUMATU Niaponk, OTpUMaTU Napois Hepoctynex

Puc. 10. Intepdeit kopuctyBaua.

KopucryBau wmoke BuOpaTH KOMIO'IOTEp Ta MIAKIIOYHUTHUCA JI0 HBOTO.
[TigkmrounMocs 10 KOMITIOTEpa 3 iMEHEeM «test» HaTHCHYBIIM Ha KHOMKY «OTpuMatu
napoiby. [licas doro cucrema Hagacte Ham ID Ta maponb IS TiAKITIOYEHHS, SIK
MpeacTaBiieHo Ha puc.11.
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Tect

ID: 177460273
Mapone: h1G65k4f

Onuec

Bcranosutn RusiDesk

Puc. 11. OtpumaHHs mapoJsl.

Jami 3axomumo B RustDesk 1 migkmtogaemocs 3a Hagaaum 1D, B HammoMmy BUTIAAKY
e 177460273. RustDesk 3ampocuTs maposib, BBOAUMO paHille OTPUMaHHUN Mapoib, B
Hamomy Bumajky e h1G65k4f.

Marour BifJaqeHH JOCTYN 10 KOMITIOTEpa, 3aXOJMMO B KOHCOJIb 1 BBOJUMO
KoMaHny ipconfig, MO0 TepeBipuTH Ip-agpecy 1 TEpEeKOHATHUCS B TOMY, IO
HAKITIOYIIINCS 10 TOTpiOHOTO Komm'toTepa. Ha puc. 12 300pakeHo BIKHO BiJ1aJI€HOTO

JOCTYILY.

£ bsemure snecs erct ara noucia

Puc. 12. BikHO BifJaI€HOTO TOCTYITY.

Sk BumHO Ha MamOHKY ip-aapeca 192.168.0.107. Takwuii, sk MU BKa3yBaJH MPH
CTBOPEHHI KOMIT'IOTEpa B MaHelNi afaMiHicTparopa. Binrak cucrema mpaioe KOpeKTHO Ta
TOTOBA JI0 BUKOPUCTAHHS.

Takox y cuctemi iCHye MOXIIMBICTh 3aiHATH Yepry y pasi KoJM NOTpiOHUI Ham
KOMITFOTEp 3alHATUN IHIIUM KOPHUCTyBadeM. 3alHATHNA KOMITHOTEP BHTJISAIAE SIK Ha

puc.13.

ID: 177460273
Mapony; **see

Onwe

3aitHaTo go 2022-12-23 21:41:21

Puc. 13. 3aitusaTuii KoMI'roTep.

[Ipu watuckaHHi Ha KHOMKY "3aifHATH Micue" MU 3aiiMeMo Micie B dYep3i.
[TepeOyBaHHs y Uuep3i BUTIIAIAE K MPEACTABICHO puc.14.
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TecT

ID: 177460273
Mapons: *+++s

Onuc

321:41:21

Puc. 14. 3HaxoKeHHS y Uep3i.

[Tpu HacTaHHI HAIIOT YePTU CUCTEMA HAAACTh HAM TapOJIb 1 MU 3MOKEMO OTPUMATH
BiJITaJICHUH JOCTYII.

BucHoBku

B wMexax crarTi BUKOHaHa MeTa pOOOTH — ONKMCAHO CTBOPEHHS CHUCTEMH
JUCTaHIIITHOTO JOCTYIY 0 KOMIT'FOTEpHOI HaBYaIbHOI JabopaTopii 3a jonomororo web-
TEXHOJIOT1H.

[Ipu nocsirHeHH] MOCTaBIEHOT METH B poOOTI PO3B'sA3aHi HACTYIIHI 3a/1a4i:

® pO3pOOJIEHO CHUCTEMY pEECTpallifo Ta 1ACHTH(]IKAI, AOCTYH IO TapoJIo
KOPUCTYBAiB Ta aIMiHICTPATOPiB CUCTEMH;

e Po3pobieHa cuctema mpaiffoe Ha omepariiHiid cucremu Windows Bepcii He
HIDKYE 8X;

e Hajana MOXJIMBICTH YIpaBIiHHS KypCcOpOM Ta KJaBiaTyporo, Ta BiJIaJI€HOTO
3aIycKy Iporpam i OTpUMaHHS pe3yJbTaTiB iX poOoTu;

©3a0€3eUeHO MOKIIMBICTh OOMIHY (haiiiamMu 3 BiIJIaJICHUM KOMIT IOTEPOM.

[IpoBeneHo aHaNi3 ICHYIOUHX MPOTrpaM JUCTAHIIIHHOTO JOCTYIY O KOMI'TOTEPHUX
mepex. Cepen Hux Oyna oOpaHa i B3siTa 32 OCHOBY Iporpama, 1o HaOIIbII MiAXO0AUTh
3a (PyHKITIOHAJIOM 1 BUMOTaMH.

Po3pobiieHo nporpaMHuii 101aTOK KU

®3a0e3Meuye peecTpallifo, aBTCHTH(IKAIII0 Ta aBTOPH3allil0 KOPUCTYBayiB y
CHUCTEMI;

® Ha/1a€ MOXKITUBICTH BIIAJICHOTO KEPYBaHHSA KypCOPOM Ta KJIaBiaTypoIo;

® Ha/1a€ MOXKITUBICTD BIIJAJICHOTO 3aIIyCKY ITPOrPaMHOT0 3a0€3MeUeHHS;

®Ha/Jae MOXIUBICTE OOMIHY (aillaMu MK TEPCOHATHPHUM KOMITHOTEPOM
KOPHUCTyBa4a Ta KOMIT'IOTEPOM HaBYAJILHOI J1abopaTopii,

¢ 3a0e31euye NoYeproBe BUKOPUCTAHHS KOMIT'IOTEPIB CTYJACHTAMH.

Takox NpOBEIEHO MOAETIOBaHHS POOOTH CHCTEMH TUCTAHLIHHOIO JOCTYIY J0
KOMITFOTEpPHOI HaBYaJIbHOI JjabopaTopii. MozaenoBaHHS MPOASMOHCTPYBAIO OCHOBHI
¢GyHKLIi cucTeMu Ta miATBEpAMIIO 11 Mpare31aTHICTb.

OTpumaHi B 1aHiii poOOTi Pe3yJIbTaTH MOKYTh OYTH KOPHCHI HE TUIBKH JIJIsl OCBITH,
a i JUIst AMCTaHLIHHOTO Oi13HEC — KOBOPKIHTa y HEBETUKUX (ipMax, HAYKOBUX YCTaHOBAX.
PesynbTaTti poOOTH MOXKYTh CIIY’KUTH OCHOBOIO JIJISl TOJAJIBIIUX PO3POOOK Y IiH Tamys3i.
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ORGANIZING REMOTE ACCESS TO THE COMPUTER EDUCATIONAL
LABORATORY USING WEB TECHNOLOGIES

G.O. Sheremet, O.A. Stopakevich

National Odesa Polytechnic University,
ave. Shevchenko, 1, Odesa, 65044, Ukraine; e-mail: sheremet.heorhiy@gmail.com,
stopakevich@op.edu.ua

Currently, the world is undergoing a digital transformation of society. Most types of human activity are
gradually being transferred to the digital dimension. Such a sphere of life as education is no exception.
Every year, students attend classes face-to-face less and less, the reason for this is various factors. There is
a need for educational institutions to switch to distance education. In this connection, difficulties arise in
the use of computer laboratories located in educational institutions. So, today, the organization of remote
access to computers of educational laboratories is a very urgent task. The purpose of the work is to create
a system of remote access to the computer training laboratory from any user's computer by password using
web technologies. The article discusses the process of setting up the server part of a virtual private network
VPN on a virtual dedicated VPS server. Considered the sequence of commands in the terminal to install
and configure the VPN backend. The process of connecting to a virtual private network from a computer
of the educational laboratory is described, and the sequence of commands in the terminal for installing and
configuring the VPN client part is considered. The installation and configuration of software for remote
access on the computers of the educational laboratory is considered. Remote access is simulated, which
provides the possibility of remote control of a computer mouse and keyboard, remote start of software, file
exchange between a student's computer and a computer of the educational laboratory. Third-party software
used in creating a remote access system is free redistributable and free.

Keywords: remote computer access, virtual private network, VPN, WireGuard, RustDesk, VPS.
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