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DEVICE AUTHENTICATION METHOD IN INTERNET OF THINGS NETWORKS

A.Ya. Davletova

West Ukrainian National University
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This work addresses the pressing issue of ensuring secure and reliable data transmission,
along with efficient cryptographic key management in IoT networks. Typical authentication
protocols, though providing secure communication, can be overly complex for many
resource-constrained devices. This highlights the need to explore and identify efficient
solutions suited to the capabilities of IoT devices, ensuring robust encryption and
authentication. The paper presents a hybrid authentication algorithm, RHAA (RSA and
Hamming Code-based Authentication Algorithm), designed to guarantee confidentiality,
integrity, and authentication of data in IoT networks with numerous nodes. The key feature
of the proposed algorithm is the combination of RSA-based asymmetric encryption with the
error-correcting capabilities of Hamming code in finite fields. This approach ensures device
authentication during information exchange through centralized key generation and
management. Data protection from unauthorized access is achieved through re-encryption at
each node. Data integrity is maintained by detecting and correcting errors at each
transmission stage. This solution enhances IoT network security by reducing the risk of data
leakage or loss. The work also includes an example of the RHAA algorithm implementation
with real key values, demonstrating the system's response to errors and their correction. The
proposed algorithm, optimized for resource-limited devices, can be applied to improve data
protection in IoT networks.

Keywords: authentication, IoT networks, RSA algorithm, Hamming code in finite fields,
encryption, data integrity, error detection and correction, privacy, data security.

Introduction. With the development of information systems and technologies, the importance
of implementing effective methods for information protection and secure data exchange is
becoming increasingly apparent. The active digitalization of key sectors of activity [1], the
widespread use of Internet of Things (IoT) technologies, and the growing reliance on cloud
services with remote access significantly increase the risks of misuse and cyberattacks [2].

The growing number of connected devices across various fields, from smart home
automation to industrial systems, necessitates ensuring secure communication. The
decentralized architecture complicates control over network devices and creates new
opportunities for exploiting system vulnerabilities without the proper level of protection [3]. In
such conditions, to prevent unauthorized access and avoid attacks aimed at spoofing or
exploiting malicious devices, authentication mechanisms based on cryptography become
crucial. The use of robust cryptographic methods ensures data confidentiality and the
identification of communication participants. The properties of error-correcting codes
guarantee the integrity of transmitted messages.

Many IoT devices are characterized by certain hardware limitations, such as low
computational power, limited energy supply, and memory capacity [4]. This necessitates
addressing the issue of managing security mechanisms, particularly cryptographic keys,
including their generation, storage, and processing. A hybrid algorithm that combines various
cryptographic methods and centralized security management could become an effective
solution for enhancing the integrity of data transmission and the security of IoT device
authentication.

Analysis of research and publications. IoT devices play an important role in data collection
and processing across various fields, such as healthcare, industry, home automation, and more.
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However, their widespread use exposes new vulnerabilities that can be exploited to gain
unauthorized access to devices, intercept data, or perform other malicious actions [5]. Typically,
IoT devices can be configured via remote control or through proprietary controllers developed
by manufacturers [6].

This creates opportunities for sending malicious instructions directly to the device.
Moreover, data from certain [oT devices are transmitted to edge servers for further processing,
opening new channels for attacks [7].

By using specific types of attacks, such as radio attacks or reverse engineering attacks,
malicious actors can compromise the security of the network [8]. Inadequate security levels can
lead to serious consequences for data confidentiality and integrity. In response to these
challenges, research in this field is focused on developing methods for securing data exchange
and creating reliable authentication schemes.

In [9], a secure key exchange method and an authentication scheme are presented, aimed
at enhancing communication security in the IoT environment. The proposed approach combines
the security functions of elliptic curve cryptography (ECC) with the Elliptic Curve Diffie-
Hellman (ECDH) key exchange mechanism. Research shows that the protocol is characterized
by low energy consumption and computational costs, making it efficient for IoT nodes
operating under resource constraints.

In [10], an enhanced authentication system for IoT is proposed, which includes the use
of technologies such as blockchain, artificial intelligence, and biometrics. This approach
provides a dynamic and adaptive authentication process, improving the security and accuracy
of user and device identification. Research shows that the presented solution enhances security
levels through the integration of multi-factor authentication, certificate-based authentication,
robust encryption, identity management, and a zero-trust model, contributing to an increase in
resilience against threats, including DDoS attacks, by up to 80%.

In [11], a re-encryption proxy server scheme for IoT environments is proposed. This
approach utilizes a key update mechanism at specified time intervals, supporting user identity
revocation. The proposed scheme ensures high functionality and security, demonstrating
resilience against attacks based on the DBDH assumption, and does not require high
computational costs, making it effective for fog-based cloud environments. However, the
scheme has limitations regarding resilience to quantum attacks and may impose a burden on
low-power or low-capacity IoT devices due to the complexity of encryption and decryption.

In [12], a security model for IoT networks is presented, which includes blockchain and
a post-quantum secure identification scheme (PQ-IDS). The proposed digital signature
mechanism, based on lattice-based cryptography, ensures their non-repudiation. Research
shows that the proposed approach provides security properties such as unforgeability, non-
repudiation, and non-transferability. Comparisons of efficiency and performance assessments
indicate that the proposed PQ-IDS exhibits high effectiveness and practicality in IoT network
applications.

The conducted analysis confirms that research and development of authentication
methods and secure communication in IoT device networks are crucial for ensuring the
confidentiality, integrity, and availability of data. Developing solutions that not only meet
efficiency and adaptability requirements but also provide robust protection against potential
threats is an urgent task.

The aim of this work is to develop a hybrid authentication algorithm that combines the
properties of encryption and error-correcting codes, aimed at enhancing the reliability and
security of data transmission, as well as the effective management of cryptographic keys in
conditions of limited hardware resources.

Research on IoT Device Authentication Algorithms. Authentication for IoT devices is a
crucial step and an integral part of security in cyber-physical systems. It ensures the protection
of data and devices, as well as guarantees the integrity and reliability of the overall system. The
goal of authentication is to establish a unified security policy, minimize risks, and ensure secure
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interactions between devices, users, and servers within the IoT environment.

Among the common technologies and protocols that ensure security and efficiency in
the IoT environment, MQTT, CoAP, DTLS, and PUF stand out. Their use facilitates secure
communication between resource-constrained devices, enhancing the reliability and protection
of IoT systems.

The MQTT (Message Queuing Telemetry Transport) messaging protocol is specifically
designed for low-power devices and networks with limited resources [13]. It utilizes a "publish-
subscribe" architecture (Fig. 1), allowing devices to exchange data without a constant
connection. MQTT does not include built-in security mechanisms. For secure communication,
external mechanisms such as TLS/SSL are used, which require additional computational
overhead.

f\ Message

MQTT
broker

~r=~

1
1
Publisher | Subscriber |

r
1
1
1
1
1
1
1
1

|

Fig. 1. MQTT Structure

Currently, the strategy of using a single broker is considered inefficient, making it
advisable to implement a distributed strategy with multiple brokers in IoT networks, as this
enhances the reliability and scalability of the system [14]. The widespread use of MQTT is
attributed to its capabilities and features, including connectionless communication, high
scalability, low energy consumption, and fast and reliable message delivery [15]. The protocol
is applied in monitoring and management systems, as well as for effective routing in IoT [16].

The CoAP (Constrained Application Protocol) is used for interaction between IoT
devices and servers. It provides unique addressing for each device, simplifying communication.
CoAP is specifically designed for resource-constrained devices [17] and utilizes a simple
request/response architecture (Fig. 2).

Server Client r

|

Client

®

Client

Client Client f\ Server

Fig. 2. CoAP Structure

CoAP is an adaptation of HTTP for use in IoT, as standard web communication
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protocols are considered "heavy" for IoT devices due to their memory, computational power,
and energy consumption requirements. Despite its advantages, such as low energy and
bandwidth requirements, CoAP is vulnerable to distributed denial-of-service (DDoS) attacks.
To ensure security, such as authentication or encryption, the protocol is often integrated with
DTLS (Datagram Transport Layer Security), which provides transport security for CoAP [18].

DTLS is a security protocol that provides encryption and authentication for data
transmitted over unreliable networks (Fig. 3). It is an adaptation of TLS (Transport Layer
Security) designed to work with data transmitted in datagrams [19].

(o]
Encrypted
r \ Encrypted
(o]
Encrypted Client
/\ Client ] Server o

Fig. 3. DTLS Security Protocol

Although DTLS is optimized for constrained devices, it still requires significant
computational resources to perform cryptographic operations, particularly the Diffie-Hellman
key exchange and certificate verification, which ensure the authenticity of communications.

Authentication of IoT devices based on Physically Unclonable Functions (PUF) is a
modern approach to ensuring security in IoT networks. A PUF is a hardware mechanism that
utilizes the unique physical characteristics of each device to create a cryptographic identifier
that cannot be copied or forged. Based on these unique characteristics, it can generate distinct
responses to specific challenges (challenge-response pairs, CRP), which are used for device
authentication [20].

The steps of authentication using PUF (Fig. 4) include an initial setup phase, during
which each device generates a set of CRP that are stored in a secure repository. For
authentication, the server sends a challenge to the IoT device, which uses its unique PUF to
compute the response to the challenge. The response is sent back to the server, where it is
compared with the stored data.

Server

Client T

Database

Fig. 4. PUF-Based Authentication Protocol in IoT

The advantages of this method include high resistance to spoofing and cloning, along
with low computational resource requirements. However, it is sensitive to changes in the
physical characteristics of the devices and vulnerable to challenge-response replay attacks [21].

The use of the discussed protocols enables secure communication between resource-
constrained devices, enhancing the reliability and security of IoT systems. For IoT devices,
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traditional protocols may be excessive. The high computational requirements necessitate
significant resources and energy, which limits their use for low-power loT devices. Often, IoT
devices lack reliable mechanisms for securely storing cryptographic keys, creating a threat of
security compromise.

Despite the fact that protocols like MQTT, CoAP, and DTLS can provide device
authentication in IoT, they do not address the issue of data integrity during transmission. These
protocols focus on ensuring secure communication and authentication; however, they often
leave the protection of data from modifications or loss during transmission unaddressed. This
creates potential risks for IoT systems, as data integrity breaches can lead to malfunctioning
devices or vulnerabilities within the network.

Operation of the Proposed Hybrid Authentication Algorithm. The proposed hybrid
authentication algorithm RHAA (RSA and Hamming Code-based Authentication Algorithm),
by combining encryption and coding, contributes to ensuring the confidentiality and integrity
control of data in systems with a large number of nodes. This approach enhances the security
and reliability of transmitted data and can be implemented to protect IoT device networks from
various cyber threats.

By using the RSA algorithm at each encryption stage, the data remains protected from
unauthorized access [22]. RSA allows for the use of small key sizes, which reduces memory
requirements for storage and ensures authentication and secure data transmission between loT
devices. The construction of the Hamming code GF (n) provides the ability to detect and correct
errors that may occur during transmission, thereby reducing the risk of data loss or corruption
[23]. The error-correcting properties of the code offer advantages for loT device networks, as
the quality of communication may be unstable. The Hamming code is computationally simple,
using minimal memory resources. Its implementation in finite fields GF(p) does not require
additional overhead. The RHAA is flexible and scalable, allowing for the collection, processing,
and transmission of large volumes of data from various sources.

In Figure 5, the structure of the proposed RHAA algorithm is presented.

R R2 Rs Ra

Server Co

Fig. 5.— Structure of RHAA

The principle of operation of the proposed algorithm:

1. Setup Stage:

- Key Generation - for each nodeR4, R, ..., R, a pair of RSA keys is generated: public
keys (e;, n) and private keys (d;, n). The public keys are transmitted to each corresponding
node, while the private keys are stored securely on the central server C.

2. Message Preparation:

- Verification Initiation - at defined time intervals, the central server C initiates a
verification process by sending a control message containing specially formatted data that must
sequentially pass through all nodes.

- The outgoing message m is encrypted on the central server C using the public key of
Ry with the RSA algorithm

co = m° mod n.
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- The encrypted message c, is transformed into a codeword x, by constructing a
Hamming code in finite fields GF(n), which ensures the detection and correction of errors
during transmission.

3. Transmission of the codeword through intermediate nodes Ry, R,, ..., R,;. Each node
R; receives the codeword x; for which the following occurs:

- Data integrity check and, if necessary, correction.

- Decoding of the message by removing the parity symbols, resulting in the encrypted
message m,.

- Re-encryption of m; using the public key of the next node R;, 1

Ciy1 = m; i mod n.

- Converting c;, 1 to codeword x;,,, which is then passed to the next node R;,;. The
last node R, transmits the code word x, to the center C.

4. Decryption and data integrity verification:

- The central server C receives the codeword x,, checks and corrects errors, removes
the parity symbols, resulting in the encrypted message m,,.

- The central server C sequentially decrypts the message using the corresponding private
keys for each node (d;, n)

m; = cl.d " mod n.
- If all decryption stages are successful, the central server C restores the original message

5. Intrusion Detection:

- If the original message cannot be restored during the verification process, it indicates
a potential compromise or intrusion. This means that at least one of the intermediate nodes may
have been breached, resulting in data loss or tampering, which jeopardizes the integrity and
confidentiality of the transmitted information.

Since the data passes through several intermediate nodes, ensuring its confidentiality
and integrity is crucial. The integration of the RSA algorithm provides data encryption and node
authentication, preventing unauthorized access to the information. The construction of
Hamming codes in GF(n) ensures additional encryption and guaranteed detection and
correction of a single error at all stages of data transmission. The central server C performs
regular checks to detect potential security threats. In the event of an intrusion detection, it is
recommended to change access keys immediately, which will help prevent further access by
malicious actors and assist in restoring the integrity of the system.

The algorithm for the operation of RHAA is shown in Fig. 6.

To illustrate the operation of the proposed RHAA algorithm, let's consider an example.

Suppose the following values are chosen for key generation: p = 71, g = 101.

Consequently, we obtain the values p(n) = 7000,n = p*xq = 7171.

The number of nodes is R = 4.

The control message is m = 12,35,151, 569, 74, 84, 357.

As a result of the key generation phase, we obtain the following key pairs:

Ry: e = (9, 7171); d, = (3889, 7171).

Ri:e; = (11, 7171);d, = (5091, 7171).

Ry e, = (13, 7171);d, = (1077, 7171).

R3:e; = (17, 7171); d; = (5353, 7171).

Ry e, = (19, 7171);d, = (2579, 7171).

After encrypting the output message using the public key ey = (9, 7171) , we can
calculate the encrypted message ¢y using the RSA encryption formula:

co = 2038,6300,4516,5539,1223,1711, 2145.
The result of converting ¢, into a codeword in the field GF(7171) is:
X9 = 2903,1607,2038,2013,6300,4516,5539,5079,1223,1711, 2145.
The transmission of the codeword through intermediate nodes R; to R, may be
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accompanied by the occurrence of errors. For example, the message received by node R; will
look like this:

Begin
I
m, n
Re-encryption
l Ciyr = M, mod n.
A I
i=0,i<Rqji++ | Coding of Hamming

Key generation

Forwarding the message
to the next node

A

I
Encryption D e—— i B
¢y = m¢ mod n.
I Receiving a message

I : codes x; !

Coding of Hamming I
codes x; -
Error detection and
| correction
Forwarding the message to I
the next node
C
oo Lo i=0;i< Ry;it++
B |
i=0;i< Ry;i++ .
=051< Rt Decryption
[ m; = ¢;%modn

K c

[ -/

NON G

Fig. 6. Algorithm of RHAA Operation

Receiving a message

Error detection and
correction

As a result of the integrity check (Fig. 7), an error was detected in position 2, which
corresponds to a check symbol that does not require correction.

Pariti kits with eror code from data (calculated) [29203, 1le07, 2013, 5079]
Pariti kits with eror code from [received) [2903, 16, 2013, 5079]
Eesult of compare [False, True, False, False]

Error position 2
Fig. 7. Error Detection Process

The result of further decoding and encryption using the public key e; = (11, 7171)
will be the encrypted message:
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c; = 2281,6894,6260,4474,86,3226,4199.

As a result of constructing the Hamming code in the field GF (n) from the message c;,
we have:

x; = 3592,6098, 2281, 3286, 6894, 6260,4474,340,86,3226,4199.

The message received by node R,, i considering potential distortion during
transmission, will appear as follows:

x; = 3592,6098,2281,3286,105894, 6260, 4474, 340, 86,3226,4199.

As a result of the data integrity check, an error was detected in position 5. After
correction, we obtain:

x1 = 3592,6098,2281,3286, 6894, 6260,4474,340,86,3226,4199.
After decoding and re-encrypting using the public key e, = (13,71791), we obtain:
c, = 5010,1022,5241,6036,3528,1905, 322.

In the message received by node R, no modifications were detected during the integrity
check, so no correction is needed. Therefore, we will use the received message for further
processing:

x, = 1576,4172,5010,5128,1022,5241,6036,5755,3528, 1905, 322.

As aresult of decoding and decrypting using the public key e; = (17, 7171), we obtain

c3 = 714,3865,5567,5752,1927,5448,371.

The codeword for transmission to node R, will be as follows:

x3 = 5458,3510,714,842,3865,5567,5752,575,1927,5448,371.

During transmission, the data were corrupted; therefore, the codeword received by node

R, appears as follows:
x5 = 5458,3510,714,842,3865,5567,1,575,1927,5448,371.

An error is detected in position 7, corresponding to the information symbol, which
requires correction. This correction process is carried out similarly to the previous stages.

As a result of encrypting with the key e, = (19, 7171), we obtain::

c, = 3345,3469,858,569,1084,4528,2478.
The central server C receives the codeword:
x, = 3774,4607,3345,4896,3469,858,9503,919,1084, 4528, 2478.
The integrity check detected an error in position 7, and after correction, we obtain:
x4 = 3774,4607,3345,4896,3469,858,569,919, 1084, 4528, 2478.

The check bits are no longer needed, and by discarding them, we obtain the message for

decryption:
c, = 3345,3469,858,569,1084,4528,2478.
In order to detect an intrusion, data is decrypted step by step using private keys dy — d,

at each step (Fig. 8).
Decripted message 1 [3345, 3465, BLE, 5&59, 1084, 4528, 247E8]
Using private key (2579, T171)
private key 4
Decripted message [T714, 38565, 5567, 5752, 1927, 5448, 371]
Using private key (5353, T171)
private key 3
Decripted message [S5010, 1022, 5241, &03e&, 3528, 18905, 322]
Using private key (1077, T171)
private key 2
Decripted message 2281, o894, o200, 4474, Be, 322¢, 4199]
Using private key (50591, T7171)
private key 1
Decripted message [2038, ©300, 451e, 55395, 1223, 1711, 214535]
Using private key (3BB9, T1T71)
private key O
Decripted message [1z, 35, 151, 5&%, 74, B4, 357]

Fig. 8. Decryption process
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The proposed RHAA algorithm, as a component of a comprehensive information
protection system, ensures the confidentiality and integrity of data, providing a high level of
protection and accuracy of information, as well as detecting anomalies, which helps to detect
potential attacks. Using the proposed approach provides protection against the following types
of attacks:

- Data Integrity Attacks - coding protects against data changes that occur when attempts
are made to replace or modify data, for example, when traffic parameters are changed or part
of the information is destroyed.

- Man-In-The-Middle (MITM) Attacks - encrypted data using the RSA algorithm is
difficult to forge. Even if an attacker intercepts the message, altering the ciphertext will lead to
errors that reveal the characteristics of the correction codes.;

- Data Interception - thanks to multiple encryption layers, an attacker will not be able to
decrypt the intercepted data without the appropriate keys, which reduces the risk of losing
confidential information.

- Unauthorized Access - in the case of node compromise, the system may detect a
discrepancy in the keys, which signals a breach.

- Replay Attacks - regular checking ensures the detection of attempts to reuse encrypted
messages.

- Confidentiality Attacks - encryption and coding ensure a high level of confidentiality,
protecting data from unauthorized access during transmission.

The proposed RHAA is easy to adapt or expand according to growing requirements or

changes in the environment. The proposed approach is more adaptive, compared to traditional
authentication methods that focus only on identifying and confirming devices or users. RHAA
actively monitors the quality of data transmission and provides solutions to eliminate
problems. The combination of error detection and correction mechanisms with re-encryption
improves efficiency in ensuring data integrity and security in cyber-physical systems with a
large number of nodes, where the risk of errors is significantly increased.
Conclusions. The proposed RHAA algorithm provides detection of device compromise thanks
to key loss monitoring and node authentication functions. This allows timely response to
potential threats and unauthorized access attempts. The use of correction codes ensures the
detection of errors of any size in the symbols of the code word and performs the correction of
single errors in the data block. Re-encryption and coding make it possible to increase the
security level by R times, which makes RHAA more reliable and adaptable to modern data
transmission conditions.

The combination of RSA and Hamming code construction in finite fields provides an
effective authentication scheme for IoT devices, with the correct choice of encryption
parameters, for example, using keys of a given length, to minimize IoT resources.
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METO/ ABTEHTU®IKAIIIi IPUCTPOIB B MEPEKAX IHTEPHET PEUEHN
A.Sl. JlaneroBa

3axiTHOYKpaiHCHKUI HAIllOHAIBHUI YHIBEPCUTET
11, JIeBiBCchKa, M. Tepromins, 46009, Ykpaina
Email: a7davletova@gmail.com

Po0ota mpucBsucHa BHPIIICHHIO aKTyaJbHOI 3a1a4i 3a0e3MedYcHHs OC3MEeYHOi Ta HAAIMHOI mepenavi TaHUX Ta
e(eKTUBHOTO YNpaBliHHS KpunrorpadiuHuMu Kiarodamu B mepexax loT. Tumosi nmpoTokonu aBreHTH]IKaLil,
xo4ya I 3a0e3MeuyroTh 3aXUIleHy KOMYHIKaIlifo, MOXYTb OYTH 3aHaJTO CKJIQJHUMU AJs 6araTbox MPHCTPOIB 3
obMmexeHuMH pecypcamu. lle mimkpeciioe HEOOXiTHICTh MOCHIIKEHHS Ta MONIYKYEe()EeKTHBHUX pillleHb, SIKi
BIAMOBIAIOTh PECYPCHUM MOXIMBOCTSAM HpucTpoiB [oT 1 no3BosisiTh 3abe3neunTH HanuiliHe IWUQpyBaHHS Ta
aBTeHTHiKamito. [IpencraBieno ridopuaanii anroput™ aBreHTA(iIKanii RHAA (RSA and Hamming Code-based
Authentication Algorithm), po3pobnennii ams 3abe3neueHHs KOHQIICHIIIHHOCTI, HiTICHOCTI Ta aBTeHTU(IKAIIi]
maaux y Mepexax [oT 3 BemHMKor KiJTBKICTIO By37iB. OCOONHBICTIO 3aIIPOIIOHOBAHOTO AJTOPUTMY € TO€THAHHS
ACHMETPHYHOr0 MIM(PYBaHHS Ha OCHOBI RSA 3 BHKOPHCTaHHAM KOPET'YIOUHX BJIACTHBOCTEH KOOy XeMMiHTa B
CKIHYCHHUX NOJsIX. Takuif MIXix rapanTye aBTCHTHU(IKAIIIO IPUCTPOIB, SKi OEPYTh y4acTh y mporeci oOMiHy
iHpopMalli€ero, 3a paxyHOK LEHTPaTi30BaHOI TreHepalii Ta YHpaBliHHA KIIOYaMHU. 3axUCT [aHUX Bij
HECaHKIIIOHOBAHOTO JIOCTYIY JOCSATAETHCS HMOBTOPHUM INU(PYBaHHAM iHGOpMalii Ha KOXXKHOMY 3 BY3JIB.
[inicHICTh AaHUX 3a0€3MEeUYy€eThCs IIISIXOM BHSBJICHHS Ta BHUIIPABICHHS MOMUJIOK IIiJl 4ac KOXKHOTO 3 CTaIliB
nepenaui. Take pileHHs miABUIYe piBeHb Oe3Mekn qaHuX B Mepexkax [0T , 3HIKY04N pU3UKK BUTOKY YU BTPATH
iHpopMmamii. Y poOoTi HaBeneHo mpukiaa peanizanii anroputmy RHAA i3 3acToCyBaHHSIM peabHUX 3HA4€Hb
KJIIOYIB Ta MOKA3aHO, SIK CUCTEMa pearye Ha HOsBY IIOMUIJIOK 1 BAKOHYE IX KOPEKIito. 3alpONOHOBAHUH aJlrOPUTM,
OINITUMI30BaHUU JUII OOMEXCHUX INPHCTPOIB, MOXXKe OyTH BHKOPHCTAHMU JUI HMOKpALICHHS 3aXUCTY JNaHUX Y
Mepexax [oT.

Karouosi cioBa: aBTrenTHdiKaIisL, Mepexi [oT, amroputm RSA, kon XemMiHra B CKiHIEHUX MOIIAX, (P yBaHHS,
IUTICHICTD JAHWUX, BUSABJICHHS Ta KOPEKIIis IOMIIOK, KOH(IACHIIITHICTE, Oe3IeKa mepenadi JaHuX.
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SEMANTIC MONITORING GIS OF BUSINESS PROCESSES
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This article addresses the pressing issue of automating the image labeling process for
computer vision systems in agriculture. The authors investigate methods for creating image
datasets and configuring parameters for image classification models using neural networks
based on the TensorFlow framework. The scientific significance of the work lies in
developing new approaches to automated collection of thematic image collections and
formalizing the methodology for parametric training of classification models. The practical
value of the research is expressed in improving the efficiency of the image labeling process
for geoinformation systems in the agricultural sector. The research methodology includes
analyzing existing approaches to image labeling, developing an algorithm for automated
formation of thematic image collections, formalizing a method for parametric training of the
classification model, and experimental verification of the proposed approaches. Main results
of the work: 1. An algorithm for automated formation of thematic image collections has been
developed. 2. A method for parametric training of the image classification model using the
TensorFlow framework has been formalized. 3. The dependence of classification accuracy
on the size of the training sample and image augmentation parameters has been
experimentally established. The study showed that with optimal selection of augmentation
parameters and using 48 images per label in the training sample, it is possible to reduce the
classification error to an acceptable level of 8%. The work makes a significant contribution
to the development of automated image processing methods for agricultural geoinformation
systems. The practical significance of the results lies in improving the efficiency of
monitoring and management processes in the agricultural sector.

Keywords: computer vision, image labeling, neural networks, TensorFlow, geoinformation
systems, agriculture, image classification.

Introduction. Modern agriculture faces the challenge of increasing production efficiency while
reducing negative environmental impact. In this context, Geographic Information Systems
(GIS) serve as a powerful tool revolutionizing the agricultural sector. GIS allows processing
large volumes of geospatial data, creating detailed field maps, and analyzing various factors
affecting plant growth, which in turn facilitates informed decision-making in agricultural
production.

Particular attention in this study is given to the integration of computer vision methods
into GIS for analyzing data obtained using drones. This technology allows for automatic
identification and classification of objects in images, which significantly increases the
efficiency of monitoring agricultural lands.

The article will examine modern approaches to implementing computer vision systems,
particularly the application of convolutional neural networks, which provide hierarchical
learning of features from basic (edges, corners) to complex (specific objects of interest).

Neural networks are an effective means of image classification. However, when using
this apparatus, a number of difficulties arise. These lie in the great variety of network
architectures and model training methods. The situation has been simplified with the
introduction of the TensorFlow framework, where recommendations have been developed for
certain subject areas regarding the choice of network architectures, methods for their rapid
implementation, and effective training. However, researchers still face open questions about
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selecting model parameters and automating the formation of image collections for model
training. This work is dedicated to the study of these issues.

Fig. 1 shows the structure of the automated monitoring system for agricultural business
processes:

Geospatial data collection

)
Data processing in GIS

|

l

Creation of field maps Crop monitoring Work planning
i . Problem detection Coordination of
Optimization of crop
placement machinery and personnel
¥ ¥ ¥
Increasing yield Timely|response Efficient uze of
TEL0UFCEs

'

Improvement of agricultural
production

Fig. 1. Automated monitoring systems for agricultural business processes

Literature Review. Among the basic publications in the chosen research direction, we
highlight reviews of approaches to image labeling problems [1] [2] [3] and approaches to
building a system of semantic classes based on image segmentation [4], improving
classification quality using cross-entropy similarity loss function [5], and building a semantic
dictionary for image classification using deep learning methods [6].

In [1], basic approaches to forming semantic labels based on a keyword dictionary that
solve the task of assessing the nature of images in the required aspect are analyzed. As these
approaches are labor-intensive, various methods were used to reduce manual annotation costs.
Three different types of image annotation are highlighted: free text annotation, keyword
annotation, and ontology-based annotation.

Keyword annotation involves annotating images using a list of related keywords. There
are two options for choosing keywords. In particular, this includes using arbitrary keywords, as
well as using words from a predefined list. This information can be provided at two levels of
specificity: firstly, a list of keywords related to the full image, listing what is depicted in the
image. Secondly, image segmentation along with keywords associated with each segmentation
area. Additionally, keywords describing the whole image can be provided. Often, segmentation
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consists simply of a rectangular area drawn around the area of interest, or dividing the image
into foreground and background pixels.

Ontological annotation is used when formed ontologies that cover a given subject area
are available. For example, in the field of image description, ICONCLASS is a very detailed
ontology for researching and documenting iconography images, designed to index or catalog
the iconographic content of works of art, reproductions, literature, etc., and contains over
28,000 definitions organized in a hierarchical structure. Each definition is described by an
alphanumeric code accompanied by a textual description.

For arbitrary text annotation, the user can use any combination of words or sentences.
This facilitates annotation but complicates the use of annotation later for image search. Often
this option is used in addition to keyword selection or ontology. Any concepts that cannot be
adequately described using keyword selection are simply added in free-form description.

In [2], the search process in a system of medical articles is investigated. The developed
labeled image dictionary is considered as the base vocabulary, images from which are compared
with images from the analyzed document. Two image matching methods have been developed:
one based on image intensity projections on coordinate axes, and the other on normalized cross-
correlation. If image similarity thresholds are not reached, the analyzed image is skipped.

In [3], it is noted that to ease the load of manually labeling a large number of images,
certain parts of the process can be automated where a computer vision algorithm performs
preliminary annotation, and then a human user reviews and corrects the proposed labels.
Accordingly, the human's role changes to supervision with the sole tasks of filtering, selection,
and updating.

In the development of automated labeling, the methodology of interactive labeling is
used, which is part of the "human-in-the-loop" methodology. Its goal is to reduce the limitations
of fully automated labeling through purposeful interaction with the user. The method allows
the user to label an initial batch of examples, trains a model, and then constantly asks the user
for corrections. A developed strategy of active user feedback is used, which minimizes errors
in subsequent labeling iterations and maximizes the expected information gain.

Works [4]-[6] are devoted to image labeling using semantic classes. In publication [4],
the main idea is to identify areas that provide stable classification using an entropy measure.
Minimizing entropy for different image segments gives its representation as a region adjacency
graph. For each test image, generated contextual information is represented by a co-existence
matrix.

In [5], the average similarity between the prediction and given labels is considered as a
measure of semantic similarity in classification. With this type of evaluation, analysis of the
loss function, which includes both cross-entropy similarity loss and deep feature loss, can
improve the semantic similarity between the prediction and actual labels. It is shown that by
analyzing the loss function, a model that produces more accurate predictions can be obtained.
It is shown that cross-entropy similarity loss improves superclass similarity. It is proved that
the average vocabulary similarity, which is a more accurate indicator, is also improved.

In [6], it is shown that although objects in the foreground of single-label images are one-
level, this assumption is usually incorrect for multi-label images. Moreover, the different
composition and interaction between objects in multi-label images also increases the
informativeness of classifying such images. It is noted that multi-label image classification is
more practical and complex than single-label image classification.

The paper presents a new end-to-end approach to multi-label image classification called
Deep Semantic Dictionary Learning (DSDL), which considers the problem of multi-label image
classification as a dictionary learning task. It uses an autoencoder to generate a semantic
dictionary aligned with visual space, with class-level semantics. Unlike traditional approaches
to multi-label image classification, DSDL not only uses correlations between label and vision
spaces but also aligns relationships between label, semantic, and vision spaces.
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Thus, some basic approaches to image labeling have been considered. Based on their

generalization, we will form an approach to the announced automatic labeling within the
framework of a geographic information system.
Semantic Label System. From the analysis of literature sources, it can be established that the
basic methods of automatic labeling are based on autocorrelation image comparison or using
artificial neural networks. In our view, neural networks are a more flexible tool that well
supports the adaptation of the approach to detected deviations in semantic classification.
Therefore, we prefer image labeling methods based on neural networks.

In particular, deep neural networks, especially convolutional neural networks (CNN),
have achieved significant success in this field. Machine learning frameworks greatly simplify
the process of creating and training neural networks. They provide ready-made tools,
optimizations, and interfaces for interacting with data and models. In this regard, TensorFlow
is one of the most popular machine learning frameworks developed by Google. It is particularly
well-suited for working with deep neural networks, including convolutional neural networks.
This involves the following main steps of using TensorFlow for image classification: data
preparation, model formation, training, validation, and testing.

Storing trained models and quickly using them at the right moment with linking to
corresponding geographical locations requires the development of a specialized geographic
information system. Let's outline its basic structures that emerge from the types of information
we plan to store.

From this perspective, we present the information models Im of the geographic
information system being created as follows:

Im = (Bt,Ls,Gl,Md, Trs, Tss, Mit) (1)
where Bt - is the type of business process, Ls - is the image labeling system, G! - is the
geographic localization of the business Md - process, Trs - is the description of the method for
building the image classification model, T'ss - is the set of images for training, Mit - is the set
of images for testing, are the types of images that the model classifies incorrectly.
Bt = (1dBt, NmBt) (2)
where, IdBt - is the business process identifier, NmBt - is the name of the business
process.
Ls = (IdLi, NmLi,Pr_IdLi,IdBt ) 3)
where, IdLi - is the labeling element identifier, NmLi - is the name of the labeling
element, Pr_IdLi - is a reference to the parent element of the hierarchy (identifier of the
corresponding labeling element).

Gl = (IdLoc, NmLoc) 4)

where, IdLoc - is the location identifier, NmLoc - is the name of the location.
Md = (IdMd, TxtMd, IdBt) (5)
where, IdMd - is the method identifier, TxtMd - is the textual description of the method.
Trs = (I1dTrs,TrPath,TrVol, Df,1dLi, IdBt) (6)

where, IdTrs - is the identifier of the training image set, TrPath - is the path to the
training image set, TrVol - is the volume of images in the training image set, Df - is the date
and time of the image set formation.
Tss = (1dTss,TsPath,TsVol,Df,IdLi,IdBt) (7
where, IdTss - is the identifier of the testing image set, TsPath - is the path to the
training image set, TsVol - is the volume of images in the testing image set.
Mit = (IdMit,IdLoc,1dLi, IdBt) (8)
where, IdMit - is the identifier of the types of images that the model classifies incorrectly.
Method of Image Set Formation. After building structures for storing information, let's
consider preparing a collection of images for training the neural network. We will start by
building a list for labeling images from the subject area, entering it into the Ls structure. To
build an image labeler for this subject area, we form a collection of images that will contain
sets of images for each element of the constructed list. In the case of drones availability, the
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image collection can be built from observations of objects that need to be labeled. If the system
is just being formed, we create the image collection by extracting them or scraping them from
the Web network.

Image scraping is the process of automatically collecting images from web pages. The
Python library Beautiful Soup is often used for image extraction. It is characterized by ease of
use, can work with various HTML and XML formats, and provides a wide range of methods
for searching, navigating, and manipulating DOM elements.

To use the Beautiful Soup library, it is necessary to specify a Web page that contains
suitable images for extraction. It can be selected by analyzing the output of a Web - search
engine for a term query in the NmLi image category.

Presenting the algorithm for scraping images from a multi-page structure in the form of
certain stages. In particular, in the first stage, we set the tool, source, and parameters of scraping.
In the second stage, we load the contents of the selected number of pages from a certain source
and select the contents of image tags for a certain class from it. In the third stage, we select
unique links to images from the selected tag content. And finally, in the fourth stage, we record
images in a specified folder with corresponding names. Let's detail the implementation of these
stages using the following steps and operators.

1. We form driver - the constructor of the webdriver.Chrome() class from the selenium
library, which initializes a new instance of the web driver for the Chrome browser:

driver = webdriver.Chrome() 9

2. We fix url - a link to the site chosen for downloading and the npages we aim to
download.

3. We fix class - the css class of image tags that contain links to the needed images

4. We organize a loop for the number of pages to download:

for page inrange(pagel,npage + 1) (10)
5. We form url_page - a link to the next page:
url_page = url+"?page =" + str(page) (11)
6. Getting the contents of the next page:
driver. get(url_page) (12)

7. We analyze the contents of the page using an HTML parser and build a DOM -
document object model:

content = driver.page_source (13)
soup = BeautifulSoup(content,"html.parser") (14)
8. Loop through the elements of the image tag (IMG) with the specified class:
forimage in soup. findAll("img",{"class" : class}) (15)
9. Selecting a link from an element if it has not been used yet:
if image|['src’] not in results: (16)
results.append(image('src']) (17)
10. Loop through elements from downloaded images:
for b inresults: (18)
11. Getting an image by link:
image_content = requests. get(b).content (19)
image_file = io.ByteslO(image_content) (20)
image = Image.open(image_file).convert("RGB") (21)

12. Writing the image to a specified folder with a numerical name in the order of
download:
file_path = Path("tractors _plow?2", str(numb).zfill(length) + ".png")

(22)
image.save(file_path,"PNG", quality = 80) (23)
numb = numb + 1 (24)
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Method Training Model Classification Image. We plan image scraping to have sufficient
images for forming training and test sets for each marker NmLi of a specific business process
NmBt. Thus, we create folders for individual business processes NmBt with subdirectories for
text markers NmLi within them. For each marker, we form image directories for training Tr
and testing Ts with corresponding volumes TrVol and TsVol. The number of such directories
can be expanded with a link to the date and time of formation Df. Thus, paths to image
directories for training Pitr(NmBt,NmLi,Df) and testing Pits(NmBt,NmLi,Df) are formed,
which are recorded in the information system:
TrPath = Pitr(NmBt, NmLi,Df), (25)
TsPath = Pits(NmBt, NmLi, Df). (26)

After forming or replenishing sets of image directories, it is necessary to build and train
the model according to a specific algorithm, which can be presented as the following sequence
of stages. In the first stage, we set the values of the main algorithm parameters and form a
dataset for model training. In the second stage, we create data processing pipelines that shuffle
elements in the training and validation datasets. In the third stage, we create a neural network
model for classification with random image transformations. In the fourth stage, we set the
parameters of the method that regulates the learning process, carry out the learning process, and
save the resulting model. The stages are implemented through the following steps:

1. Set the number of epochs, i.e., cycles during each of which the model uses each data
sample once, and the extracted_dir directory containing photos for training, the fraction of data
vs that will be allocated for the validation set

extracted_dir = TrPath(NmBt, NmLi,Df) 27

2. Create a path object that represents the path to the directory from which images will be

obtained
data_dir = pathlib. Path(extracted_dir) (28)
3. Create a dataset of images from the directory containing photos for training and
validation
train_ds = tf.keras.utils.image_dataset_from_directory(data_dir,
validation_split = vs, subset = "training", seed = 123, (29)
image_size = (img_height,img_width), batch_size = batch_size)
val_ds = tf.keras.utils.image_dataset_from_directory(data_dir,
validation_split = vs, subset = "validation", seed = 123, (30)
image_size = (img_height,img_width), batch_size = batch_size)
where the function tf. keras.utils.image_dataset_from_directory expects images to be
organized in subdirectories, each corresponding to one class. Subdirectory names will be used
as labels for images. The function recursively traverses the specified directory, loads all images
and converts them into tensors that can be used for neural network training. All loaded images
and their labels are combined into a Dataset object that can be used for iteration and feeding
data into the model;

validation_split determines the fraction of data vs that will be allocated for the
validation set;

subset specifies which part of the data to return: training or validation;

seed is used to set the initial value of the random number generator. If we set the same
seed value for different runs, the data will be divided into training and validation sets in the
same way;

batch_size defines the size of the data batch, i.e., a subset of data that is fed into the
model simultaneously for gradient computation and weight updates. A larger batch size usually
allows using larger mini-batch sizes, which can speed up training.

4. Increase the dimension of each element in the train_ds dataset. If previously each
element was a pair (image, label), now it will become a triple (image, label, two identical
integers).

counter = tf.data.Dataset.counter() (31)
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train_ds = tf.data.Dataset.zip((train_ds, (counter, counter))) (32)

where tf.data. Dataset.counter() creates simple datasets for testing or debugging

models, used to create an infinite dataset where each element is a sequential integer starting
from O;

tf.data.Dataset. zip() combines elements from two or more datasets into one new
dataset. Elements from corresponding positions in the original datasets will be joined into
tuples. A new dataset train_ds is created, which contains tuples of three elements: an image
from the original train_ds set, the first integer from the counter set, and the second integer from
the counter set. These additional integers can be used as indices for elements in the batch for
learning algorithms.

5. We create data processing pipelines that shuffle elements in the train_ds and val_ds
datasets, apply augmentation to increase data diversity for the training set, combine data into
batches for efficient learning, and prefetch batches in advance to minimize model downtime

train_ds = ( train_ds
.shuffle(1000)
.map(augment) (33)
.batch(batch_size)
prefetch(tf.data. AUTOTUNE))
val_ds = ( wval_ds
.map(resize_and_rescale,num_parallel_calls = tf.data. AUTOTUNE)
.batch(batch_size) ) (34)
.prefetch(tf-data. AUTOTUNE))
6. We describe a sequence of transformations for images that will be applied during model
training, which will randomly change images in each training epoch
data_augmentation = keras.Sequential([
layers. RandomFlip("horizontal",
input_shape = (img_height,img width, 3))
layers. RandomRotation(alf1), (35)
layers. RandomZoom(alf2),]) )

There keras. Sequential() creates a sequential model where each layer is applied to the
output of the previous one;

layers. RandomFlip("horizontal") randomly flips the image horizontally;

input_shape indicates the shape of input images (height, width, number of channels).

layers. RandomRotation(alf 1) randomly rotates the image by an angle from -alf1 to
alf1 degrees.

layers.RandomZoom(alf2) randomly increases or decreases the image scale by a
value from —alf2% to alf2%.

7. We create a sequential neural network model for image classification, consisting of
several layers

model = Sequential([
data_augmentation,
layers.Rescaling(1./255),
layers.Conv2D(16, 3, padding='same’, activation="relu’),
layers.MaxPooling2D(),
layers.Conv2D(32, 3, padding='same’, activation="relu’),
layers.MaxPooling2D(), (36)
layers.Conv2D(64, 3, padding='same’, activation="relu’),
layers.MaxPooling2D(),
layers.Dropout(0.2),
layers.Flatten(),
layers.Dense(128, activation="relu’),
layers.Dense(num_classes) ])
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There keras. Sequential() creates a sequential model where each layer is applied to the
output of the previous one;
data_augmentation - this layer (which we've already discussed) applies random
transformations to images for data augmentation;
layers. Rescaling(1./255) - normalizes pixel values of images to the range 0-1. This is
important for most neural networks;
layers.Conv2D(16,3,padding = 'same’, activation = 'relu’) - applies a two-
dimensional convolution with 16 filters of size 3x3;
padding = 'same’ - ensures that the output image size remains the same as the input;
activation = 'relu’ - applies the ReLU (Rectified Linear Unit) activation function to the
output values;
layers. MaxPooling2D () - the model contains two more convolution and pooling layers
with a larger number of filters, allowing the model to extract more complex features from
images;
layers. Dropout(beta) - randomly turns off a fraction beta of neurons in this layer
during training. This helps prevent overfitting;
layers. Flatten() - transforms a three-dimensional tensor (height, width, channels) into
a one-dimensional vector;
layers. Dense(128, activation = 'relu’) - applies a connected layer with 128 neurons
and ReLU activation, allowing the model to extract abstract features;
layers. Dense(num_classes) - applies the last connected layer with the number of
neurons equal to the number of classes. The output of this layer will be used for image
classification.
8. Setting the optimizer, loss function, and metrics for model training
model.compile(optimizer="adam,
loss=tf.keras.losses.SparseCategoricalCrossentropy(from_logits=True), 37)
metrics=/["'accuracy'])
There optimizer = 'adam’ - a method that regulates the learning process by changing
the weights of the neural network to minimize the loss function;
tf.keras.losses.SparseCategoricalCrossentropy - a loss function for classification
tasks that measures how well the model predicts results on training data;
metrics = ['accuracy'] - the simplest metric that shows the percentage of correctly
classified samples, which allows evaluating the quality of the model during training and
validation.
9. Initiate the neural network training process
history = model fit( train_ds, validation data=val_ds, epochs=epochs) (38)
with training sample train_ds, validation sample val ds, and the number of epochs of
training sample passes during one iteration.
10. Save the result of model training in the file mt
model. save(mt) (39)
Thus, IC (data_dir,vs,alf1,alf2,beta) ( formalizes the process of building and
training an image recognition and classification model in the Tensorflow package, the main
parameters of which are the set of training image data_dir directories, the fraction of images
vs that will be allocated for the validation set, the limits alf1 of random image rotation, the
limits alf2 of random image scaling, the fraction beta of randomly turning off network neurons
during training.
Experimental Results. We experimentally assess the quality of the built image classification
model and its adaptation to the proposed data. In the first stage, if necessary, we adapt the list
of semantic labels to the set of images selected for training. If the quality of image recognition
for a certain semantic label is sufficiently low, this label is subordinated to the one closest to it
semantically. In the second stage, we optimize the accuracy of the image labeling model by
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selecting the parameters of the model training algorithm and, if possible, adjusting the volume
of the training set for image classification.
Let's consider the process of labeling images of field cultivation in an agricultural
enterprise. Let the system of semantic labels be defined by the following one-level list:
NmlLi = [tractors_plow, tractors_cultivation, tractors_seeding, 40
tractors_watering_plants, tractor_cutting_grass,combining]| (40)
In the first stage, we download classified images from Web resources, for example, from
the site https://www.istockphoto.com. First, using a thematic query, we find Web sites of
thematic images with the ability to select photos based on queries that correlate with semantic
labels. We form such a set of images using the described method of forming an image set, in
particular using the css class "yGhOCfFS4AAMLWJEE9OW7v". The volume of downloaded
collections should be selected as significant; in this example, volumes of 1200 photos were set.
Unfortunately, when viewing the collapsed images, it turns out that not all of them correspond
to the queries based on which they were selected by the Web site. Therefore, automatic
downloading should be supplemented with visual manual filtering. This is a labor-intensive
process, so we aimed to form collections for semantic labels in volumes of 12, 24, or 48
specimens, calculating that these sets will be divided into training and validation parts. In the
next stage, we train the corresponding neural networks according to the described algorithm.
Randomly selected image samples used for training are shown in the following figure.

6_combine_2 2_tractor_cultivation 1 tractors_plow2

3 _tractor_seeding

LAl

1 tractors_plow2 1 tractors_plow2

T Ty

Fig. 2. Sample images used for training

The quality of training was evaluated using test samples that were not used for training.
They were formed from the set of downloaded images with a volume of 5 and 10 images per
semantic label.

It was established that the classification accuracy primarily depends on the size of the
training sample as well as on the parameters of image collection augmentation during training.
The main results of the calculations are presented in the following table.
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Image Classification Accuracy

n TrVol | |NmLi| al a2 &(%)
1 12 6 0.3 0.3 43
2 12 6 0.4 0.4 63
3 12 6 0.5 0.5 58
4 24 5 0.2 0.2 26
5 24 5 0.3 0.3 18
6 24 5 0.4 0.4 38
7 48 5 0.2 0.2 32
8 48 5 0.1 0.1 18
9 48 5 0.05 0.05 8

Table 1.

In the table, TrVol denotes the size of the training sample, |[NmLi| - the number of
semantic labels in the model, al, a2 - parameters of image collection augmentation during
training, € - relative error obtained when testing the model. The presented results indicate a low
level of classification accuracy with small training sample sizes. Poor differentiation of the
semantic label tractors_seeding was also recorded, which had to be combined with the label,
tractors_cultivation leading to a reduction in their number from 6 to 5. With a successful
selection of augmentation parameters and using 48 images per label in the training set, it was
possible to reduce the classification error to an acceptable level of 8%. The dynamics of errors
of the image classification model during its parameter selection are shown in the following

figure. Only one level of recorded errors can be considered acceptable.
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Fig.3. Dynamics of errors of the image classification model during its tuning

Conclusions.The paper investigates the issue of automating the formation of image collections
and the formation of a methodology for tuning the parameters of the image classification model
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using neural networks with the TensorFlow framework. An algorithm for automated formation
of a thematic image collection is proposed. A method of parametric training of the thematic
image classification model using the TensorFlow framework is also formalized. Experimental
studies have confirmed the effectiveness of the proposed approaches.

1.

2.
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METOI INIABUINEHHA AKOCTI POSMITKH 30bPA’KEHb CEMAHTHYHOI'O
MOHITOPUHI'Y BIBHEC-ITPOLECIB I'IC

P.M. Ilaciunuk, JI.B. bab6ana, M.B. Mauynsik

3axigHOYKpaTHCHKHI HAIllOHAIBHUHN YHIBEpCUTET
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Emails: Roman.pasichnyk@gmail.com, Ludaduma7@gmail.com, Mvmach9@gmail.com

CraTTa TpHCBSYCHA aKTyaslbHiM mTpoOieMi aBTOMaTH3allii TpOIECy MapKyBaHHS 300pakeHb IS CHCTEM
KOMIT'FOTEPHOTO 30py B CUTBCBKOMY TOCIIOAApCTBi. ABTOPH JOCHKYIOTH MeETOOW (GOpMyBaHHA HaOOPiB
300pakeHp Ta HaJAIITYBAaHHS MapaMeTpiB Mojened kimacudikamii 300pakeHb 3 BUKOPUCTAHHSIM HEHPOHHUX
Mepex Ha 0a3i PpeiimBopky TensorFlow. HaykoBa 3Hagymiicte poOoTH mossrae y po3poOri HOBHX IiIXOdIB 10
AaBTOMATH30BAaHOTO 300py TEMATHYHHX KOJIEKIiH 300pakeHp Ta (opmamizamii METOAWKH IMapaMeTpUIHOTO
HaBYaHHS MoJeseil kinacugikauii. [IpakTndHa HiHHICT TOCHTIPKEHHSI BUPAXKAETHCS y MiABUIIEHHI €()eKTUBHOCTI
npolecy MapKyBaHHS 300pakKeHb JUIsl reoiH()OPMALITHUX CUCTEM Y CLITBCHKOTOCIIONAPChKii raimysi. MeTomosoris
JOCHI/DKEHHST BKJIIOYAa€ aHalli3 ICHYIOYMX MiJXOMIB 10 MapKyBaHHS 300pa)keHb, PO3POOKY alrOpUTMY
ABTOMATH30BaHOTO (POpMyBaHHSI TEMAaTUYHHUX KOJEKLil 300paxkeHb, (opmaizalilo METOLy MapaMeTpHYHOrO
HaBYaHHS MojeNni Kiacudikamii Ta eKCIepUMEHTalbHY IIepeBIpKy 3alpoIlOHOBaHMX MiaxoaiB. OCHOBHI
pesynpratd pobotu: 1. Po3poOneHo anropuT™M aBTOMATH30BAaHOrO (OPMYBAaHHS TEMATHYHHX KOJICKIIN
300pakeHs. 2. dopmanizoBaHO METO] MMapaMETPUYHOTO HABYaHHA Mozeni Kiacuikamii 300paxeHb 3
BUKOpHCTaHHAM (¢peiimBopky TensorFlow. 3. EkcneprMeHTanpHO BCTAaHOBJICHO 3alIeKHICTH TOYHOCTI
kinacudikamii BiJ po3Mipy HaBYaJIbHOT BUOIPKH Ta apaMeTpiB ayrMeHTanii 300paxkeHsb. JJociimKeHHs TT0Ka3ao,
II0 TIPH ONITUMAIIFHOMY TiI00pi MapaMeTpiB ayrMeHTalii Ta BUKOPUCTaHHI 48 300paskeHb Ha MITKY B HABUAIBHIN
BUOIpIIi MOXKJIMBO 3HU3UTH MMOMWIKY Kiacudikamii go nmpuitHaTHOTO piBHA 8%. PoO0Ta BHOCHTH 3HAUHHI BHECOK
Yy PO3BUTOK METOMIB aBTOMAaTH30BaHOI 00pOOKM 300pakeHb ISl CLIHCHKOTOCHOAAPCHKUX TeOiH(POPMALiHHIX
cucreM. [IpakTnyHe 3HAa4YEeHHsS Pe3yNbTATIB MOJAATAaE Yy IMiJBUIICHHI €(QEKTHBHOCTI NMPOLECIB MOHITOPUHTY Ta
YIPAaBJIHHS B arpapHOMY CEKTOPI.

KuarouoBi ciioBa: komm'totepHuid 3ip, MapKyBaHHS 300pakeHb, HeiipoHHi Mepexi, TensorFlow, reoindopmaniiini
CHCTEMH, CLIBChKE TOCIONAPCTBO, KIacU]iKallisi 300pakeHb.
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Since developers often need to organize data, choosing the fastest and most efficient sorting
algorithm depending on the size and other properties of the data, as well as the programming
language, is relevant. In some cases, processing the data directly in the browser is necessary
due to the need for high data confidentiality. The growing popularity of TypeScript in web
development over the past year makes it topical to study the effectiveness of various sorting
algorithms in this language. This paper investigates the speed and performance of twelve
sorting algorithms using the modern web development language TypeScript: Bubble,
Selection, Insertion, Shell, Merge, Quick, TimSort, Smooth, Introspective, Gravity, Radix,
and built-in. We compared the actual runtime of each algorithm for sets of pseudorandom
integers from 1000 to 100,000,000 elements. Although the built-in sort() TS method is
flexible and adapts to different situations, the study results show that it gives the best results
and can only be a good choice on data up to 1000 items. The built-in method loses to Quick
Sort, Introspective Sort, Timsort, and Merge Sort algorithms on larger arrays and may not be
the best choice. Therefore, studying the efficiency and features of sorting algorithms is very
relevant. The applied aspect of the study is to find out which algorithm, when implemented
in TypeScript, will optimally sort an array of pseudorandom numbers depending on its size
and other properties. The results can help effectively choose one algorithm under certain
conditions and data. The study confirmed that each sorting algorithm we considered has
advantages and disadvantages. The choice of an appropriate sorting algorithm for a particular
development task depends mainly on the size and specific characteristics of the data and the
programming language. The choice is also influenced by the desired level of sorting
efficiency and the stability requirements of the algorithm.

Keywords: sorting algorithms, efficient algorithms, running time, performance, sorting,
testing, TypeScript.

Introduction. Software developers frequently use sorting algorithms to organize numeric and
textual data. Effective sorting is also essential for optimizing the implementation of other
algorithms, such as search and data merging algorithms, which require sorted lists to work
correctly. All modern programming languages have built-in sorting methods. However, the
algorithms used in these methods are only sometimes the most efficient. Therefore, the problem
of choosing the optimal one from a wide range of sorting algorithms is relevant.

Sorting efficiency depends not only on the algorithm but also on the programming
language in which it is implemented and on the properties of the data being sorted [1].
Therefore, no optimal sorting algorithm exists for all programming languages and data sets.
Studying the effectiveness of algorithms for a particular programming language is relevant.
Analysis of research and publications. Many works have been devoted to studying sorting
algorithms implemented in different programming languages. For example, using the Python
programming language, the paper [2] investigated the performance of five sorting algorithms
(Quick, Heap, Merge, Introspective, and Radix). In [3] and [4], the performance of two and
three sorting algorithms in Java was compared, respectively. The study [5] compares the
performance of algorithms for sorting sets of pseudorandom numbers from 10,000 to 100,000
elements using three languages: Python, C++, and Java. The paper [1] investigates the
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efficiency of nine popular sorting algorithms in six programming languages: Python, C++, Java,
JavaScript, PHP, and C#. The paper [6] studies the effectiveness of five popular sorting
algorithms (Bubble, Selection, Insertion, Merge, and Quick) using C++ and Java for random
number sets ranging from 10,000 to 50,000. The paper [7] explains the work of three less
common sorting algorithms in TypeScript (Bloom, Shell, Heap) but does not compare the
efficiency of these algorithms. The analysis of publications revealed, on the one hand, interest
in the search for practical sorting algorithms in different languages and, on the other hand, the
lack of studies on algorithms in TypeScript and JavaScript. Usually, data sorting is performed
on the server side. However, in some cases, processing the data directly in the browser is
necessary due to the need for high data confidentiality. The growing popularity of TypeScript
in web development over the past year makes it relevant to study the effectiveness of various
sorting algorithms in this language.

Research Objective. The main goal of the work is to compare different sorting algorithms
implemented in TypeScript. The applied aspect of the study is to identify how the
implementation in this language affects the algorithm's execution time for arrays of
pseudorandom numbers of different sizes.

Choosing a programming language for research. The reason for selecting TypeScript (TS)
for this study is its rapidly growing popularity in web development. TS is an add-on for
JavaScript (JS), as TypeScript code needs to be compiled into JS to run in a browser. On the
other hand, this makes TS compatible with any browser and JS engine and ensures its
compatibility with existing JS libraries and frameworks. The official website
(https://www.typescriptlang.org/) states, "TypeScript is a strongly typed programming
language that builds on JavaScript, giving you better tooling at any scale". Most programming
language rankings consider TS and JS to be different languages, with TS rapidly catching up
with JS in popularity. Thus, in the DOU 2024 ranking of programming languages, TypeScript
(15%) came in second place after JavaScript (JS) (15.3%) [8], almost equalizing its leadership
position. At the same time, over the past year, JS has lost 2.8% of users (professionals) who use
the language for development. TypeScript has risen in the ranking by 10.7%, becoming the
language of the year in popularity growth. Front-end developers often prefer TypeScript. The
share of TS supporters in the front-end development has increased by 15.3% over the past year.
As for the back-end and full-stack areas, fans have also increased significantly over the year,
although not as rapidly — by 2.5% and 9.4%, respectively. TypeScript has become more widely
used both for desktop applications (up 3.9%) and for mobile application development, both
cross-platform (up 7.1%) and operating system-specific: mobile Android (up 1.9%), mobile
10S (up 3.5%), and embedded (up 0.4%).

Comparative analysis of the speed and performance of sorting algorithms. In the practical
part of the study, we implemented 11 sorting algorithms using the TypeScript language and the
Node.js platform: Bubble, Selection, Insertion, Shell, Merge, Quick, Timsort, Smooth,
Introspective, Gravity, and Radix. We compared the actual runtime of each algorithm for sets
of pseudorandom integers from 1000 to 100,000,000 elements in increments of 10n (n is the
number of bits in the number). We calculated the time as the arithmetic mean of five
measurements of the algorithm's running time, as this approach is commonly used in research
[1] — [6]. The units of measurement are milliseconds (ms). The hardware and software
components of the study are as follows: MacBook Pro 13" laptop based on the Apple M2
processor and 8 GB of RAM; TS —5.1.6, Node — v18.13.0.

At the first stage of analyzing the performance of these sorting algorithms, we excluded
from the comparison the algorithms that showed low performance. For example, the Bubble
Sort for 1,000,000 items took 1,953,523 ms, i.e. 32.5 minutes. The Selection Sort algorithm
showed 3.6 times better results than the bubble algorithm (536,735 ms) but was also very slow
(almost 9 minutes). The Insertion Sort showed results (264,248 ms, i.e., 4.5 minutes) twice as
good as the Selection Sort. However, all these three algorithms are inefficient, especially for
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large datasets, compared to the results of much more efficient algorithms. The time complexity
of all three algorithms is O(n?), and the space complexity is O(1).

Gravity, or Bead sorting, is a relatively new and not-so-common sorting algorithm. We
considered it in our study because the algorithm's complexity can theoretically reach O(n) for
sorting natural numbers [9]. Practical implementation showed that sorting 100,000 items takes
3918 ms, which is worse than the performance of the Insertion Sort algorithm. Still, unlike this
algorithm, the Gravity sort requires large memory consumption during O(n?) operation, so it is
unsuitable for sorting large data sets. When sorting 1,000,000, the program crashes due to a
lack of memory — a stack overflow (Fig. 1). Therefore, we had to remove this algorithm from
the further comparison of the performance of the sorting algorithms.

o —————————

Array(10) was sorted with Bead sort in 0.8835 ms.
Array(100) was sorted with Bead sort in 6.198834 ms.
Array(1000) was sorted with Bead sort in 9.420167 ms.
Array(10000) was sorted with Bead sort in 139.405083 ms.
Array(100000) was sorted with Bead sort in 3917.76275 ms.

<—— Last few GCs ——>

[19227:0x140078000] 14076 ms: Mark-sweep (reduce) 2043.3 (2084.2) -> 2043.3 (2084.2) MB,
requested
[19227:0x140078000] 15038 ms: Mark-sweep (reduce) 2043.3 (2084.2) -> 2043.3 (2084.2) MB,
requested

<-—— JS stacktrace ——>

FATAL ERROR: CALL_AND_RETRY_LAST Allocation failed - JavaScript heap out of memory
1: ©x104e7d4fc node::Abort() [/Users/klapeks/.nvm/versions/node/v18.16.0/bin/node]
2: 0x104e7d6ec node::ModifyCodeGenerationFromStrinas(v8::Local<v8::Context>, v8::Local<v8::

Fig. 1. The result of Gravity sorting.

The Shell Sort algorithm sorted 1,000,000 items in 243 ms and 100,000,000 items in 62
seconds, 1230 times faster than the Insertion Sort algorithm. The time complexity varies
depending on the choice of gap sequence. It is typically O(n!?) or O(n?). And the space
complexity is O(1). The Shell Sort algorithm shows better results on partially sorted data. Its
efficiency decreases on datasets greater than 10° elements.

The Merge Sort was even faster: it sorted 1,000,000 items in 159 ms and 100,000,000 in
28 seconds. The time complexity of the Merge Sort algorithm is O(n log n), and the space
complexity is O(n). This algorithm can be efficient for massive data sets of up to 10° elements.
The Merge Sort is a stable algorithm, e.g., equal elements retain order when sorting.

The Quick Sort algorithm has a spatial complexity of log(n) and a time complexity of
O(n log n) operations on average, and in the worst case, it makes O(n?) comparisons [10]. This
algorithm is unstable. In practice, the Quick Sort showed the best results among the compared
algorithms, even for large data sets. For example, it processed 1,000,000 items in 89 ms and
100,000,000 in 13.7 seconds.

The Timsort hybrid sorting algorithm combines Insertion and Merge sorting. Its time
complexity is O(n log n), and its space complexity is O(1). The practical implementation of this
algorithm with TS has shown better results than the Shell and Merge algorithms. The Timsort
sorted 1,000,000 items in 124 ms and 100,000,000 in 24.5 s. This algorithm is stable and shows
promising results on partially sorted data.

Smooth Sort is a variation of the Heap Sort algorithm proposed by E. Dijkstra. The
advantage of Smooth Sort is that its performance approaches O(n) if the input data is partially
ordered. In contrast, the performance of the Heap Sort is constant and does not depend on the
state of the input data. Smooth sorting in TS was slower than Shell sort: it sorted 1,000,000
items in 274 ms and 100,000,000 in 101 s.

Radix Sort is a fast, stable algorithm for organizing data with a time complexity of O(n+k)
(where n is the number of elements in the array; k is the number of characters in the alphabet;
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for decimal numbers, k = 10) and a space complexity of O(n+k). There are as many ordering
cycles as bits in the maximum element. The Radix Sort is suitable for sorting numeric data
when the range of values is not too wide. The results of this algorithm in TS turned out to be
slower than Shell's: it sorted 1,000,000 elements in 391 ms and 100,000,000 in 64 s.

Introspective Sort uses Quick Sort and switches to Heap Sort if the recursion depth
exceeds some predefined level (e.g., the logarithm of the number of sorted items). This
approach combines the advantages of both methods with a worst-case time complexity of
O(n logn) and performance comparable to Quick Sort. The memory consumption during
Introsort execution is O(n). In practice, Introspective Sort is faster than Merge Sort but slower
than Quick Sort: it sorted 1,000,000 items in 139 ms and 100,000,000 in 21.8 seconds.

Using the built-in sort() method in TypeScript gave mixed results. For small arrays of up
to 1000 elements, its results were the best among all twelve sorting algorithms compared.
However, with an increase in the number of the array elements, its performance deteriorated:
with 10,000 elements, the built-in sort was twice as slow as the Quick Sort algorithm, and when
sorting 1,000,000 elements, its performance was slower than the Shell algorithm, and ranked
sixth among the twelve (Table 1). These results can be explained by the fact that the sort()
method is reconfigurable and uses different sorting algorithms "under the hood": Quick, Heap,
Merge, or other. Among them, the most commonly used algorithm in the JS sort() method is

Table 1.
Running time of TypeScript sorting algorithms for different array sizes (in ms)
Sorting Number of elements
Algorithm 10° 10¢ 10° 109 107 10°
Bubble 1,85 84,18 | 15739 1953523 — —
Selection 1,84 58,48 5433 543963 — -
Insertion 1,37 32,40 2647 299032 — —
Gravity 8,50 146,0 3617 — — -
Smooth 0,93 8,32 34,1 274 | 5931 | 101523
Radix 0,42 4,94 33,1 391 | 3820 | 64110
Shell 1,45 2,24 18,5 243 | 3345 | 62264
Built-in 0,22 1,39 17,4 258 | 2310 | 31398
Merge 0,63 1,75 20,5 159 | 1881 | 28209
Timsort 0,54 4,51 15,1 124 | 1478 | 24510
Introspective 0,36 1,67 12,2 139 1621 21799
Quick 0,39 0,77 7,8 89 982 | 13742

The choice of algorithm for the sort() method can depend on various factors, such as the
size of the array, the type of data, the optimization strategy of the sorting mechanism, and even
the browser.

The built-in sort() method in JS is designed to handle various scenarios and ensure stable
and efficient operation on different data types. To achieve this, it employs more sophisticated
pivot selection strategies like the median of three through GetThirdIndex(). However, the call
to this function requires additional computation to find the third index and compare values to
select the pivot. This overhead can become noticeable on large arrays or with frequent calls. If
the data is unordered or has a complex structure (e.g., objects instead of simple numbers),
handling it through GetThirdIndex() might require more time for comparisons. Therefore, in
some cases, especially with specific data types or distributions of values, this can slow down
the sorting process compared to a more straightforward Quick Sort implementation.

As it turned out, the built-in sorting is not the best in speed and performance. TS, like JS,
is a scripting programming language. Since TS is an add-on for JS, most JS libraries are
compatible with TS. The mechanisms of these languages are usually implemented as part of
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web browsers, server platforms, or standalone TS and JS runtimes [ 12]. Browsers have different
JavaScript engines, which are a way of executing JavaScript code. That's why different
browsers and platforms use different methods and strategies, including the sort() method. Over
time, browsers themselves revise their approaches to using their engines to optimize and
improve them, and therefore, the JavaScript toolkit is transforming. For example, Chrome uses
the V8 engine, and Mozilla Firefox uses SpiderMonkey. Firefox uses Merge Sort but switches
to Insertion Sort on small arrays [12]. Desktop Chrome and Safari on the V8 engine use Timsort
and Quick Sort, but on 108, they use Merge Sort. Since Node.js uses V8 (the engine from
Chrome), it also uses primarily Quick Sort. Older Opera uses Merge Sort. Konqueror and
Rekonq use a binary and red-black tree and their variations [13].

The choice of sorting algorithm is mainly guided by the Big O notation indicators [14].
This notation provides a general rule of thumb for the dependence of expected performance on
algorithm scalability. Still, it cannot consider all the variable factors that affect the performance
and speed of sorting algorithms.

Fig. 2 shows a graphical representation of the performance comparison of eight sorting
algorithms listed in Table 1.

The implementation of the algorithms showed a fairly wide variation in speed and
performance despite their identical profiles in the Big O notation. Sometimes, sorting
algorithms with worse O-notations of time complexity showed better speed and performance
than algorithms with worse Big O notations. For example, in the worst case, Quick Sort has a
time complexity of O(n2), unlike many other algorithms with better notations, showing the
highest speed and performance for arrays of 10,000 elements or more.

As shown above, four sorting algorithms (Bubble, Selection, Insertion, and Gravity) are
unproductive for large arrays; thus, we excluded them from the comparison.

100000 -z Sorting algorithms run time .
5 (logarithmic scale)
g
10000 | — _
7
1000
100 ; —e— Smooth
' / moo
—@— Radix
Shell
10 L
e=—@=—= Built-in
g s : —® - Merge
1 ./ Timsort
~"
—@— Introsort
—&— Quick
0,1
1000 10 000 100 000 1 000 000 10.000 000 100 000 000

Number of elements
Fig. 2. Speed comparison of TypeScript sorting algorithms.

Comparing the speed (Fig. 2) and performance of the mentioned algorithms (Fig. 3), we
found out that the size of the arrays significantly affects the work of different sorting algorithms.
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Fig. 3. Performance comparison of TypeScript sorting algorithms.

As we can see from the graphs, the built-in sorting method is only sometimes the best
choice since there are algorithms with much better performance and productivity. For example,
the built-in TS sort has the highest speed and performance for up to 1,000 item arrays. For
arrays with more than 1,000 items, the Quick Sort algorithm showed the best speed and
performance. The size of the array significantly influences the speed and performance of the
Shell and Merge algorithms. For large array sizes, the Merge Sort is more efficient. The
practical implementation of the Timsort algorithm by TS tools has shown better results than the
Shell and Merge algorithms. Smooth and Radix sorting showed the worst performance for
massive data sets among the eight sorting algorithms compared in Table 1. For arrays up to
1000 elements, Introsort, Timsort, Radix Sort, and Quick Sort have good performance. The
built-in sort() method can be the best choice in this case.

Considering the results obtained, we can conclude that Quick Sort is one of the most
efficient sorting algorithms for large datasets. It generally outperforms many other algorithms.
However, there are certain cases and data structures where Quick Sort may not be the best
choice. In such situations, different methods should be preferred. For small arrays of up to 50
elements, consider using Insertion Sort or Shell Sort; for up to 1000 elements, consider
Introsort, Timsort, or built-in sort. For the already sorted or nearly sorted data, consider using
Timsort or Merge Sort. If stability is critical or you want to preserve the order of equal elements
when using secondary sorting criteria, stable algorithms like Merge Sort or Timsort can be the
better choice. When sorting in environments with limited stack size or handling massive
datasets that might cause deep recursion, consider using an iterative version of Quick Sort or
another algorithm like Merge Sort.

Conclusions. Since developers frequently need to organize data, selecting a fast, efficient
sorting algorithm is relevant. This paper investigates the speed and performance of twelve
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sorting algorithms using the modern web development language TypeScript: Bubble, Selection,

Insertion, Shell, Merge, Quick, TimSort, Smooth, Introspective, Gravity, Radix, and built-in.

Although the built-in sort() TS method is flexible and adapts to different situations, the
study results show that it gives the best results and can only be a good choice on data up to 1000
items. The built-in method loses to Quick Sort, Introspective Sort, Timsort, and Merge Sort
algorithms on larger arrays and may not be the best choice. Therefore, studying the efficiency
and features of sorting algorithms is very relevant.

Bubble, Selection, Insertion, and Gravity algorithms showed significantly worse speed
and performance, so we excluded them from consideration.

We analyzed the performance differences of the other eight sorting algorithms. The
results can help effectively choose one algorithm under certain conditions and data. The study
confirmed that each sorting algorithm we considered has advantages and disadvantages.

The choice of an appropriate sorting algorithm for a particular development task depends
mainly on the size and specific characteristics of the data and the programming language. The
choice is also influenced by the desired level of sorting efficiency and the stability requirements
of the algorithm.
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VY crarTi NOpIBHSAHO JBaHAUATH PI3HUX aJTOPUTMIB COpPTYBaHHs, peanizoBaHux y TypeScript. Ockinbku
PO3pPOOHUKAM YacTO MOTPIOHO BIOPSAKOBYBATH JaHi, aKTyaJIbHUM € BHOIp IIBUAKOTO Ta €()eKTHBHOTO AJITOPUTMY
COPTYBaHHS B 3aJIS)KHOCTI BiJl pO3Mipy Ta IHIIMX BIACTUBOCTEW JaHHX, a TAKOXK MOBM HporpamyBanHs. Yepes
notpedy 3abe3MmeyYcHHsT BUCOKOT KOH(IACHIIIHHOCTI JaHUX 1HOMI MOBOIHMTHCSA OOpOONIATH TX Oe3mocepeaHbo B
Opay3epi. 3pocranns momymsipaocTi TypeScript y BeOpo3poOIi poOUTh aKTyalbHUM BHBUYCHHS €()EKTHBHOCTI
pI3HMX aNTOPUTMIB COPTYBaHHS IIi€l0 MOBOI0. [IpWKIamHWi acmeKkT AOCII/UKEHHS MoJsirae y 3’siCyBaHHI
aIropuT™My, peanizoBaHoro y TypeScript, skuii ONTUMAaIbHO COPTYBAaTHME MAacHB ICEBJIOBHIIAJKOBUX HYHCEI,
3aJIe)KHO BiJf HOTO PO3MIpPY Ta iHIIUX BIACTHUBOCTEH. J[OCHIIKEHO IIBHAKICTH i MPOMYKTHBHICTH TBaHAIISATH
ANTOPUTMIB COPTYBaHHA 32 JIOTIOMOT'OI0 cy4acHOi MoBH BeOpo3pobku TypeScript: Bubble, Selection, Insertion,
Shell, Merge, Quick, TimSort, Smooth, Introspective, Gravity, Radix i BOymoBanoro meroxmy sort(). Bymo
MOPIBHSAHO (paKTUYHHMI YaC BUKOHAHHS KOXKHOTO aJITOPUTMY I HAOOPIiB MCEBJOBUITAAKOBUX LIJIMX YHCEI BiX
1000 1o 100 000 000 enemenTiB. Xo4a BOynoBanuii Mmeroq TypeScript THy4KO aIanTyeThCsl 10 PI3HUX CUTYalil,
pe3yJbTaTH JOCIIDKSHHS MOKa3aly, IO BiH HE 3aBXKAW Ja€ HaWKpalli pe3yJbTaTh Ta MOXXe OyTH XOPOIIUM
BUOOpoM Juire juist fanux 1o 1000 enementiB. BOynoBanuii MeTo/] porpae anroputMaM MBHIKOTO COPTYBaHHS,
IHTPOCIIEKTUBHOT'O COPTYBaHHS, COPTYBAHHS 3JIMTTSAM Ha BEIUKHX MacuBax. JloCiiJuKeHHs MiATBEpAWIIO, IO
KOKEeH PO3IIISIHYTHIA B pOOOTI aJIrOPUTM COPTYBaHHS Ma€ MepeBark Ta HeJoNniku. Bubip BiAMOBITHOTO aropuT™My
COPTYBaHHS JJIs1 KOHKPETHOTO 3aBJIaHHS PO3POOKH 3aJI€XKUTh BiJl pO3Mipy Ta KOHKPETHHX XapaKTEPUCTHK JaHUX,
a TaKOX BiJ] MOBH IporpamyBaHHs. Ha BUOip TakoX BIUIMBaEe OakaHWU PiBEHb ¢(EKTHBHOCTI COPTYBaHHS Ta
BUMOTH 0 CTaOUTRHOCTI airoputMmy. 3M00yTi pe3yabTaTH MOCITIKCHHS O3BOJSIOTH €()eKTUBHO BHOMpPATH
e(eKTUBHHUH aJITOPUTM 3a IEBHUX YMOB 1 JaHUX.

Koaro4oBi ciioBa: anroputMu copTyBaHHS, €(EKTHBHI aJTOPUTMH, 4ac pOOOTH, NPOJYKTHUBHICTh, COPTYBaHHS,
tectyBaHHA, TypeScript.
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151 ®OPMYBAHHSA 3MIHHUX S-BJIOKIB
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HaBoanThes ommc Ta aHami3 CTPYKTypH anropuTMmy (opmyBaHHS creraHoOrpadidHOro
KITF0Ya, OCHOBOIO SIKOTO € TEePEeMIlTyBaHHS PSIKIB 1 CTOBIIIIB JBOBHUMIPHOI MATPHIIi, IO
MICTUTh HETOBTOPIOBaHI YHCIIOBI 3HAa4€HHs SIK HOCIIZOBHICTH BHOOpY MiKCeliB/OJI0KIB
300paxkeHHst U1 BOYJOBYBaHHS MoBigoMiieHHs. OXapakTepr30BaHa CTPYKTypa ajlroOpuTMy
3 TOYKH 30pY 3aCTOCYBaHHSI IEPEMilIaHUX IBOBUMIPHUX MAaTPUIb 15l (GOPMYBaHHS 3MIHHUX
S-61510kiB B KpuntorpadivHOMY NepeTBOPEHHI, BUSBJICHI epeBar i HeOMIKNA CTPYKTYpH Ta
MOXKJTMBI HANpPSIMU YAOCKOHAJEHHs MPOLEAYpPH MEepeMilllyBaHHs 1 MiJABUILEHHS MIBUAKOMI
anroputMmy. IIpoBeZieHO TecTyBaHHS €KCIIEpUMEHTAJIBHUX S-0JI0KiB po3Mmipom 16%16, mio
3MIACHIOIOTh 3aMiHy 8-0iTOBHX OJIOKIB HOBHM &-0iTOBMM 3HA4YeHHSIM, CTATHCTUIHUMHU
tectamu NIST, sxe mokasano, mo OiTkIicTh chOPMOBAHNX TAOIHIE BiAMOBiTa€ BUMOTaAM
HaIiHHAX TICEBAOBHIIAJKOBHX MOCIIZOBHOCTEH. 3 METOI0 MOJAIBIIOrO 3aCTOCYBaHHS
pO3pOOJICHOTO paHille anropuTMy IMEpeMIlIyBaHHA IBOBHUMIPHOI MAaTpHI IS 3amad
KpunrorpadgigHIX NEepeTBOPEHb OYIIH PO3paxOBaHi CTATHCTHYHI BIACTHBOCTI S-OJIOKIB -
anreOpaidHa CTEiHb HEMiHIHHOCTI, BiICTaHb HEMHIHHOCTI, KOS(IIiEHTH KOpeIii S-010Ky,
JIABMHHI BJIACTHBOCTI S-0JIOKY, mepio]] MOBEpHEHHsT S-0J0Ky. Pe3ynbratu ekcriepuMeHTy
MOKasaiu, L0 Maibke Ui BCIX TaONMIb JOCATAEThCS 3HA4YeHHsS ajreOpaidHoi cTemneHi
HEJIHIHHOCTI 7, 0 TEOPETHYHO J03BOJISIE BUKOPUCTAHHS aJTOPUTMY IepeMilllyBaHHs JUIs
(dbopMyBaHHS 3MIHHUX S-OJIOKIB, ajic KOJIMBAHHS IHIIMX MMOKA3HHKIB BHMAarae moaaibiiol
Moudikamii anropuT™My Ta JIOCITIPKEHHS BILUIMBY MapaMeTpiB allrOPUTMY Ha CTAaTUCTHYHI
XapaKTEepUCTUKHU C(HOPMOBAHUX MATPHUIIH 3aMiH.

KarouoBi caoBa: creraHorpadiyHMid KITFOY, IEPEMINIyBaHHSA, IBOBHMIpHA MAaTpHIIS,
kpunrorpadigHe  mepeTBOpeHHS,  S-OJIOK  3aMiHHM,  CTaTHCTHYHI  BJIACTHBOCTI,
TICEBJJOBUIIAIKOBA MTOCIIOBHICTh

Beryn. CyuacHi TexHosorii Ta IHTepHeT-KOMyHIKallii CHpPUSAIOTH MHUTTEBOMY OOMIHY
iH(popMalli€r0 MK KOPUCTYBauaMu PI3HMX KpaiH cBiTy. 3aco0amu BeOCaiTiB, €leKTPOHHOI
MOIITH, MECEHKEPIB, PailliIoOOMIHHUKIB, XMapHHUX CXOBHUII] MOXKHA TIEpe1aBaTH OyIb-sKi JaHi,
AK TO TEKCTOBI JOKYMEHTH, ayiio3amucH, ¢orto, Bimeo, Tomo. OgHaK [aneko He BCl
1HCTpyMeHTH [HTepHeT-KoMyHikauii € Oe3nmeyHMMH. 3a YMOBHU Iepeaaudl HECEKpeTHOI Ta
3arajibHOJIOCTYIHOI 1H(opMarii iICHYIOUYl CUCTEMH MOHITOPHHTY HE CTBOPIOIOTH OCOOJMBHUX
npo0iieM, X04 1 MOXYTh BiJIC/IIIKOBYBAaTH aKTUBHICTh Ta 3allIKaBJIEHICTh KOPUCTYBauiB. A OCh
HEOOXIJTHICTh BIIPAaBUTH KOH(iEHIIIHY iH(pOpMaIlit0 MPHU BiIJICYTHOCTI 3aXUIIEHUX KaHAJIIB
3B’SI3Ky CTBOPIOE BEJIMKY 3arpo3y 30€peKEHHIO B TAEMHHUII TIEPCOHATBHOT a00 KOMEPIHOT
iH(popMartii.

Bupimmtu 1m0 3amayy J103BOJISIE  3aCTOCYBAHHS METOJIB  cTeraHorpadii, ki
3a0e3meuyroTh IPUXOBaHy Nepeaady KoH(1ASHIIHHUX JaHUX BCEPEANHI HIYUM HE IPUMITHOTO
Ha MepIIMi Morisa KOoHTeHHepy. B sKOCTI KOHTeHHepiB HaWOUIbII PO3MOBCIOPKEHUMU €
300pakeHHs, ayJio Ta Bileo 4yepe3 HasBHICTh B HMX HaAMIpHOI iH(opMalii, 110 J03BOJISE
3a0€3MeYNTH BHUCOKY TMPOMYCKHY CIPOMOXHICTh IPUXOBAHOTO KaHaldy 3B’SI3Ky, TOOTO
MOYJIMBICTh BOY/IOBYBaHHS B KOHTEITHEp 3HAUHUI 00CAT TaHUX.
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[TepeBaru BukopucTaHHs cTeraHorpadii moysraloTh B IIMPOKOMY BHOOP1 METOIB Ta iX
NpOTpaMHUX peaji3alliii, mepeBakHa OUIBIIICTh SIKUX 3/iHICHIOE BOYIOBYBAaHHS CEKpETHOI
iHpopmanii B 1udpoBi 300pakeHHs. B Oinbmiocti creraHorpadivyHUX 3aCTOCYHKIB HE
NpUIUIAETBCS yBara (popMyBaHHIO CTeraHorpadiuHoro Kioya - TOCHIJOBHOCTI BHOOpY
€JIEMEHTIB KOHTEHHepa /Uil 3aHypeHHs B HbOro JaHuX. [HO/1 cTeranorpadiyie nepeTBOpeHHs
MOEAHYIOTH 3 KpUITOTpadiyHUM 3aKpUTTAM KOoH(DineHminHuX nanux [1-3]. Y 3B’3Ky 3 4uM B
po6oTi [4] Oynu mpoaHaaizoBaHi MiIXoau 10 GOpMyBaHHs cTeraHorpadiyHuX KIIFOYiB 1HIIAX
aBTOpiB [5-12] Ta po3pobieHo anroput™ GopMyBaHHS CTeraHorpadivyHOro KJitoya Ha OCHOBI
nepeMilyBaHHsl PSAAKIB 1 CTOBIIIIB JABOBUMIpHOT MaTpuii. B po6oti [13] Oymo mpoBeneHo
JOCIIJKEHHSI XapaKTePUCTUK MEPECTAaHOBKU I'padiYHUMHU TECTaMH, SIKi MOKa3alli JOCTaTHHO
HAJIHHUNA TICEBIOBUIIAJKOBHIM pO3IMOAUT YHCIOBHX €JIEMEHTIB Ha IUIOIMIMHI Ta SKICHI
XapaKTEPUCTHKH aBTOKOPEISAIIIHOI (PyHKIII.

Memoto nanoi poOOTH € IPOBEACHHS OUTBII JIETAIBHOIO JTOCIIIKEHHSI CTATUCTUYHHUX
XapaKTepUCTUK po3pobienoro B [4, 13] amroputMy, B OCHOBY SKOTO TOKJIAJICHO
nepeMillyBaHHs PSJIKIB 1 CTOBIILIB JBOBUMIPHOI MATPHIIL.

3adauamu ctatri €:

1. BusHauuTH TepeBarn 1 HEAONIKM B CTPYKTYpi anroput™my (HopMyBaHHs
creraHorpagigyHoro Kioya;

2. IlpoBecTu IOCTI/KEHHS SKOCTI MEPECTAHOBOK IPH 3aCTOCYBAHHS OPHTiHAIBLHOTO
anroputmy [4] cratuctuunumu tecramu NIST [14];

3. [IpoanamnizyBaT MOKJIMBICTh BUKOPHCTAHHS OCHOBH QJITOPUTMY CTEraHorpadigHOro

KJTF04a Ji71s1 pOpMyBaHHSI 3MIHHUX S-OJIOKIB JUIsl KpUNITOTpadiYHUX EpEeTBOPEHb.
OcHoBHa 4acTuHAa. Ayroput™M (OpMyBaHHS cTeraHorpadidHoro kiwoua [4] mepemycim
COpsIMOBaHMW Ha Te, 100 3aJaTH IICEBIOBUIAAKOBY IOCIIJOBHICTH BHOOPY €JIEMEHTIB
KOHTeWHepy (OJIOKIB, MiKcemiB) st BOyIOBYBaHHS TIOBITOMJICHHS, @ 3 IIbOTO BUILIMBAE, IO
€JIEMEHTH TaKOi MOCIIiIOBHOCTI HE MOXYTh MOBTOPIOBATUCH, OCKIILKH I€pPe3aniuc HOBOTO OiTy
MOBHICTIO BUJIAJISIE TIONIEPEIHIN, 10 PUITYCKAE MOKIMBICTh 3aCTOCYBAaHHS JAHOTO aJITOPUTMY
uist GopMyBaHHS 3MIHHUX S-OJIOKIB 3aMiHM Ui KpuntorpadiyHux neperBopeHb. Kpim Toro,
ITOPUTM TOOY0BaHUM TAKUM YMHOM, 1110 HE TOTpeOye 30epexeHHs MaTPHULIl KITF04a OKPEMUM
daitnoM, OCKUIBKM HOro MOXHa BIITBOPUTH HA OCHOBI CEKPETHOTO MAapoIl0 Ta BXITHHX
napameTpiB, 0 3a0e3Meyye HEMOXJIMBICTh BIATBOPEHHSI CEKPETHOTO Kitoua Oe3 3HaHHA
HapoJIo.

B po6GoTi [4] onucaHo MOCTIAOBHICT, OOYHCIICHb Ta TOSICHEHHS IIOJ0 MAaTeMaTHYHHUX
orepauiif, OJHAK HE HABEJEHO OCHOBHI KPOKM aITrOPUTMY, sIKI B TOBHIH Mipi 3aAai0Th
NepeMillyBaHHs €JIeMEHTIB MaTpuLl. [ moganpmioro po3yMiHHS CTPYKTYpH aJllOPUTMY Ta
BUSIBIIEHHS 1OTO HEOJIKIB HaBEIEMO OCHOBHI KpOKH anroputmy [13].

Kpox 1. OtpuMaHHs BX1IHUX JIaHUX:

— po3Mip 300paxeHHs-KOHTelHepa H x W,

— po3mip 00Ky mxn,

— maponb key (MOCTIJOBHICTh 3 HE MEHII SIK BOCBMH CHUMBOJIIB),

— aJropuTM XelyBaHHs algorithm (3a ymoBuyaHHsM MDS5),

— KUIBKICTB IepeMilryBanb perturbations (3a ymouanHs M 30).

Kpok 2. TlinroroBka MaTpuili creraHorpadigHoro Kiroouya.
2.1. OGuucneHHs po3Mipy MaTpHIli cTeraHorpadiyHoro Kiroya

H w
M=—|,N=|—|,
m n
e |_0J - OKPYTJICHHS JIO HAWMEHIIOTO I[iJI0TO.

2.2. 3amoBHEHHS MaTPHIl TOCIIIOBHICTIO uncen Bif 1 mo MN
l‘ablei,j = _] + (l - I)N
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Kpok 3. DopmyBaHHS JOIaTKOBUX KITFOYiB.
3.1. OTpuMaHHS pe3yabTaTy XeUIyBaHHs napomo key

hash; = algorithm(key), [ =1,L,
algorithm {MDS, SHA1, SHA256, SHA384, SHAS 12} ,
ne hash - BEKTOp 3 JECATKOBHUMH 3HAYCHHSIMH XeI-QyHKIIIT.

3.2. O0uucCIuTH:
t = i abo ty = L 5
Zy Zy

ne L - noBxuHa BEeKTOpYy hash , L'J - OKpYTJICHHS /10 HAWMEHIIIOTO II1JIOTO, ’_°_| - OKpYIJICHHS

10 HaibnkImoro winoro, Z; €, Z; > 1, k= 1,8.
3.3. BusHauuTy 3Ha4EHHS JOAATKOBHUX KIIIOYiB:
keyl = ‘(hasht8 —hashy, )(hctsh,1 +hashy, ) ,

2

key?2 = ‘(hasht2 - hash,7 )(hasht3 + hasht8 )

key3 = ‘(hasht7 —hash;, )(hasht5 +hashy, )~hash,6 ~hashy |,

key4 = ‘(hasht2 —hashy )(hasht7 +hash;, )~hasht4 ~hashy, ‘

Kpox 4. ®opmyBaHHS TapaMeTpiB JIHIITHOTO KOHTPYEHTHOTO T€HepaTtopa i reHeparis
TICEB/IOBHIIAIKOBUX TTocifoBHOCTeH Seql 1 SeqJ .

4.1. O6uyucnutu Moayi
p| =M - perturbations,

pr = N - perturbations.
4.2. BusHaueHHs apaMeTpiB ABOX JIHIMHUX KOHIPYEHTHUX F€HEepaTopiB.
4.2.1. Inga MmoymiB p| 1 py BU3HAUUTH NPOCTI JIUIBHUKH.

4.2.2. O0uucauTu A00YTOK YHIKaJIbHUX MPOCTUX AUIBHHUKIB, A€ MiJ YHIKaJbHUMU
HPOCTUMH AUTBHUKAMH PO3YMIi€MO TaKi 3HAUCHHSI, 1110 HE MOBTOPIOIOThCS. Pesynbrar - 4, 4.

4.2.3. Sxkmo p; =0(mod4), to A =24 +1, inakme A4 = 4; +1.
Slkmo py =0(mod4), to Ay =24, +1, inakme Ay = A, +1.
4.2.4. O6unciutu By =mod(p; - X,Y) i B, =mod(p, - X,Y), ne X,Y ell.
4.2.5. SIxmo (Bl,pl) =1, To B| = B}, iHak1ue q0KH (Bl,pl) #1, Bj=B;—-1.
SIkmro (Bz,pz) =1, To By = By, iHaK1e 10Ku (Bz,pz) #1, By=B,-1.
4.3. I'enepaiiist ICEBIOBUTIAIKOBUX MTOCIIIIOBHOCTEMN
pre; = Aprgi_y +Bi(mod py).i =1, pi, prgg =keyl,
prgf = Azprg?_l +By(mod py), j =1, py, preg =key2.
Kpox 5. TlepeminryBanast MaTpuili fable.
Huai=Lp,j=Lpy:
5.1. BusHaueHHs HOMepY psAJKa 1 CTOBIILIS:
X = mod(prg} M), y= mod(prgjz, N).

5.2. BusHaueHHs BETUYUHU HUKIIYHOTO 3CYBY PsAKA 1 CTOBIIIA:
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shiftl =rezI(mod N), rezl = XOR™ ( prgl1 ,key3,mn),
shift] =rezJ(mod M), rezJ = XOR™? ( prg? ,key4,nn),

ne XOR™* . orepailis CKJIaJaHHs 3a MoaysieM mod , mod = mn - MakcuMmalibHa 1udpa y
prgl1 , mod = nn - MakcuMaibHa nugpa y prg?.
5.3. lukniyHui 3cyB psaKa 1 CTOBII MaTpulll table :
table; . = circshift(table; ., shifil),
table. ji= circshift(table. ;,shift]),
ne circshift - oneparlist HUKITIYHOTO 3CYBY.
Pesynbrar — Matpuns table 3 mepeMiliaHUMB HOMEpaMU OJIOKIB m X 1 71l 300pakKeHHS

po3mipom H xW .

B nanomy anropuTmi Ciij I€TaabHO MOSCHUTH CYTHICTBH Ormeparii XOR™® d , OCKIJIbKH
BOHA € HECTaHJAapPTHOI Ta HE BUKOPUCTOBYETHCS B KPUNTOTpadiuHUX Ta CTOXACTHUHHUX

anroputmax. Onepanis XOR™™ d nepeadayvae Mopo3psAHe CYMyBaHHS BOX JAE€CATKOBUX UMD
X Ta y 32 MOAYJIEM JeSIKOT TPEThOT IU(PHU W, JIe 3HAYCHHSI W CTAHOBUTh MAaKCUMAIIbHY UPPY
YHUClia TICEBOBUMAJKOBOI ITOCTIIOBHOCTI. Hampukmiaa, MaemMo YHCIO IICEeBIOBUIAIKOBOI

MOCIIMOBHOCTE X ={X;, X, X5, X4, X3, X, X, Xo ) Ta KIOU ¥ =Yy, Ve, Vss Vis V35 Vo V1o Vo f -

Hexait makcumanbHOO 1u¢pporo y X € Xy, TOAl HOpo3psAHUM MoayieMm Oyne w=x,. Toxi

pe3yibTaToOM oreparii XOR" Oyae uucino Z ={2,,Z¢,25,2,,23,255 2,2y} » KOXKHUIA PO3PS
SKOTO OOUYUCITIOETHCS 32 (POPMYIIOI0
z, =x,+y,(modw),i=0,7.

I OCKiNbKHM TICEBIOBHITAIIKOBE YUCIIO X 3MIHIOETHCS HA KOXKHIH iTeparii anroputmy, To i
MOJydb W Oyde 3MIHHUM, 110 3a0e3nedye MEBHY Henepen0ayyBaHICTh Y BEIHMUHMHAX 3CYBY
PAIKIB Ta CTOBIIIIIB.

[TocnitoBHICTB 1 B3a€MO3B’ 130K 00UYHMCICHb AITOPUTMY MOXKHA IOJATH y BUTJISII CXEMH,
HaBeneHoi Ha puc.l [13, 15], ne ckopouenns IIIIBY o3Hadae mOCHTIIOBHICTh

NICEB/IOBUIAIKOBUX YHUCEJ, CYLIIbHA JIiHIA CTOCYEThCS OOYHMCIEHb AJIS LUKIIYHOTO 3CYBY
PAIKIB, MyHKTUPHA JIIHIS — AJI CTOBIIIIB.

Password
¥ 1 2 3 ..
i table = - MxN Hash(Password)
/ . MN-1 MN |
biok mxn |
KigpKicTs v @opmyBaHHEA
TepeMilTyBasp P-----""""" ’{ Tenepaniss TITIBT }‘ ””””””” leey2 :/ noxliz::gx
g Teneparis TITTBY }&7 eyl
3CYB CTOBIIIIA l ’ .
¥ Ha BeIU9HHY row col ) R .
S e pre key3 ke)f:4
- Howmep pska i CTOBIIIS: .
Ly I, t1;;~ L o
Iuxnigsmii ¢ ¢ ¢ ¢ X, = prg; (lllOd M) +1
3CYB pATEa 21 22 2y 2N .y, = prgjm} (mod N)+1
X HA BEIIHINHY
shift™ f " " ¢ LIME TiEILil 3cYB: i
— x1 x,2 T | T x.N | H
—shift”™ = [ prg”™ @® key3(mod md (prg ™ )] (mod N)
________ . -, col _ col 5 col ;
IMJ th2 IM:] IMN shift : [ pre; @ ke‘} A(mod md (prg S )](modM ) E

________

Puc.1. CtpykrypHa cxema anropurmy GopMyBaHHS CTeraHOrpadiqHOro Kitoda
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Crnixn 3a3HaYMTH, IO B AITOPUTMI MICTHUTbCA OaraTo TepeBar, sKi J03BOJIAIOTH
rapaHTyBaTH 3aXHIICHICTh CTETaHOTPa(diqHOro KIroYa Ta MOXKJIHMBICTH HOTO BiITBOPEHHS Ha
OCHOBI 3HaHHSI CEKPETHOT'O MApOJII0 Ta MAapaMETPiB EPETBOPEHHS, 30KpeMa:

— B IIEepeMillyBaHHI JTBOBUMIPHOI MaTpHIli BiIOYBAETHCS IIUKITYHHUNA 3CYB K PSJIKIB, TAK
1 CTOBMNLIB, MPHUYOMY 3MIHHHUMH € SK BEJIMYMHA 3CYBY /ISl KOKHOTO PSIKY/CTOBIIIS Ha
KO>)KHOMY KpOIli, TaK 1 BHOIp caMOro psiIKa/CTOBMISA, KWW 3aa€ThCS TCEBJOBUIIAIKOBOIO
MOCJII JOBHICTIO;

—  BCi BHYTpIILIHI MTapaMeTpH MPHB’A3aHi 10 CEKPETHOTO KITF0Ua —XeIlI-3HaYeHHSI IIapOITI0
Ta YUCla MepeMilryBanb P, TOOTO 3aMiHa KJIFO4Ya MPU3BOAUTH JO MOBHOI 3MiHU PE3yJIbTATIB
NEPECTaHOBKY Ta TApaHTy€e HemnependauyBaHUi XapaKkTep MpoLeaypy IepeMillyBaHHs;

— BUKOPHUCTaHHA HECTaHJApPTHOI omepamii MOIYIbHOTO IMOPO3PATHOTO CyMyBaHHS

XOR™4 5 OJIHOTO OOKY € TIepeBaror0, 3 IHIIOrO HEJOIIKOM, OCKIIEKH 00OMEXYE MOKITUBICTh
peastizamii alropuTMy JIMIIE TPOTPaMHUMH 3aco0aMu Ta MOTpeOye 00YHCIICHb B JECITKOBIN
CUCTEMI YMCJICHHS, [0 BUMAarae OiIbIIMX OOYHMCIIOBAILHUX 3aTpaT MOPIBHAHO 3 ABIHKOBOIO
CUCTEMOIO YHMCIICHHS Ta HETATUBHO BILTUBAE HA IIBUIKO/IIIO;

— 3ampoONOHOBAHWN aNTOPUTM 3a0e3reuye piBHOMIpHHMIA po3nofin mepmmx 5-10%
eJIeMeHTIB 3 nociigoBHOCTI Bif 0 1o MN-1 mo Bciit matpui [4] Bxe npu P =10.

Jlo HenomikiB (3 MOTMsSAY afanTaiii anropuTMy 10 3aaa4i GopMyBaHHs 3MIHHUX S-0J0KiB
3aMiHU KpUNTOrpadiyHUX MEePeTBOPEHBb) MOXKHA BiTHECTH HACTYIIHI:

— 3aHAATO CKJIAJHA TpoleAypa OOYUCIICHHS JOAATKOBHX KIIOYIB (KPOK 3) MICTUTh
KOHCTAaHTH, K 33J]al0Th BHOIP CKJIQJOBUX XEIIy, Ta MOJAIbIIe OOYMCICHHS MAaTeMaTHIHHUX
BUpa3iB, OOIPYHTYBaHHs sIKUX B [4, 13] HEe HABOOUTHCH;

— Ha kpoui 4 mpu miaOopi mapamMeTpiB JIHIMHMX KOHTPYEHTHHX TI'€HEpaTopiB s
3a0e3MedeHHs] MaKCUMAJIBHOTO TEpioAy Ciia BipHO MimiOpaTé KOHCTAaHTH A 1 B, Ui SKHUX
HEOOXIJTHO PO3KJIACTH 4YHciaa p; 1 Py Ha NPOCTI MHOXHHUKH, TOOTO CIiJi 3aCTOCYBaTu

00UYHCITIOBAJIBHO CKJIAIHI omepailii akTopu3allii CKIaJeHUX YUCE.

B cyuacHux kpuntorpagiuHux anroputMax NpuaIseTbes yBara GOpMyBaHHIO HaJIHHUX
S-0710Ki1B 3aMiHU, K1 3a0€3M€UyIOTh HENIHIMHUHN Iap KpUNTOrpapivHOro NepeTBOPEHHs, 1110 B
3HAYHIM Mipl YCKJIaJHIOE MOXKJIIUBICTb 3aCTOCYBaHHS AU(epeHLianbHOT0, JIHIMHOTO Ta IHIINX
METO/IB KpUIITOaHaJ3y. B OuiblIOoCTI anroputMmiB S-OJ0KH 3aMIHU € CKJIa/I0BOI0 YaCTUHOIO
CTPYKTYPU 1 € He3MIHHUMHM, JesKi nependavaroTh MOXKIUBICTb BUKOPUCTaHHS CTOPOHHIX
Ta0IMIh 3aMiHH, 30KpeMa HallloHaIbHUM cTanaapT mudpysanns JCTY 7624:2014 [16, 17].

Ockinbku S-6110K TpecTaBiisie cO0010 O1EKTUBHY MAaTPHIIO 3aMiHM, 1€ KOXKHOMY BXOIY
€MHUM CIIOCOOOM CTaBUTHCSA Y BIAMOBIAHICT BUXITHUN €JIEMEHT, TOOTO S-0JOK CYTh €
TEpecTaHOBKO0 3HadeHb Bix 0 g0 2V-1, momaHoi y BUIVIAAI KBaApaTHOI MATpHIl, a OTXKE
OTIMICaHWIA BHIIE AJITOPUTM MOYKHA aJITalITYBaTH Ta BAKOPHCTOBYBATH JIJIsl pOPMYBAHHS 3MIHHIX
S-6s10kiB B KpunrorpadiyHux mugpax.

3 MeTor mojanblioi Moau(ikalii alropuTMy MEepecTaHOBKH JUIS 33434 (OpMYyBaHHS
3MIHHUX S-0JIOKIB KpUNTOTpadiuHUX MEPEeTBOPEHbD, MPOAHANI3ZYEMO CTATUCTHUYHI BIACTUBOCTI
JTIBOBUMIPHHX MAaTpHIlb, OTPUMAHUX 3alpPONOHOBAHUM B [4] anroputMoM. OCKITBKH Cy4dacHI
kpuntorpadiuni crangaptu, 3okpema AES ta JICTY 7624:2014, 3nilicHIOIOTh 0aiiTOB1 3aMiHH,
OynmemMo posrasgaTa S-0510ku po3mipoMm 1616, enemenTamu sikoro € uncia Big 0 go 255.

3a JI0TMOMOT0I0 OMMCAHOTO BUILE ANTOPUTMY (POPMYBAaHHS CTEraHOrpadidHOro KIoYa
Oyro cpopmoano 1024 S-0610kiB po3mipom 16x16, 3 sskux 512 3 BUKOpUCTAaHHAM Xell-()yHKIT
SHA-256 ta 512 3 Bukopucranusam xem-¢pyakuii SHA-256 npu uncni nepeminryBans P =12.
OTpumaHi MaTpHIl MOAaH1 1js TecTyBaHHs cratuctuuyHuMu Tectamu NIST [14], pesynsTaTn
SKHMX HaBeJeHO B Tabuuii 1.

3 tabmuui 1 BHUAHO, IO OUIBIIICTH MOCIIJOBHOCTEH, OTPUMAHUX MEPEeMINTyBAHHSIM
3arpONOHOBAaHUM aJITOPUTMaM, POXOJIATh CTATUCTHUYHI TECTH Ta MOXKYTh OyTH BUKOPUCTaHI B
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3amauax kpunrtorpadii s dopmyBaHHS 3MIHHUX S-OJOKIB a0o0 Il TEeHEpyBaHHS
TNICEB/IOBUITAIKOBUX TOCIIJOBHOCTEH ISl TOTOKOBUX HIM(DPIB.

3’sicyeMO, UM MOXKHA PO3MVISIHYTUH aldTrOpUTM (MOXIJIMBO 3 JIEIKUMU MOAHMQIKAIISIMU)
BUKOPHCTOBYBATHU SIK OCHOBY ISl IEPEMIITyBaHHs JaHUX B S-Oy0kax 3aminu. s poro OyB
NPOBEICHUI OOYUCITIOBATBHAN SKCTIEPUMEHT Ha OCHOBI:

— rpyma 1 — 512 S-6i0kiB po3mipom 16%x16, orpumManux 12-Mu 1UKIaMH
nepeMillyBaHHS PSIIKIB 1 CTOBIIIIB MaTPHIIl 3 BUKOpUCTaHHIM Xeul-pyHkiii SHA-256;

— rpyma 2 — 512 S-6mokiB po3mipom 16x16, oTpumanux 18-mMum IHKIaMHU
MepeMillyBaHHs PSAKIB 1 CTOBIIIIB MaTPHIIl 3 BUKOpUCTaHHAM xen-GyHkIiii SHA-256;

— rpyma 3 — 512 S-6i0kiB po3mipom 16x16, orpumManux 12-Mu 1UKIaMH
nepeMillyBaHHS PSIIKIB 1 CTOBIIIIB MaTPHIIi 3 BUKOpUCTaHHIM Xeul-pyHkiii SHA-512;

— rpyma 4 — 512 S-6mokiB po3mipom 16x16, oTpumanux 18-mMu IHKIaMHU

nepeMilyBaHHs PSAAKIB 1 CTOBIIIIB MaTPHIl 3 BUKOpUCTaHHAM xemi-GyHkiii SHA-512.

Taoauns 1.
PesynpraTu croxactuunux tectiB NIST
No Tect S-01oku S-0510kH KinpkicTs S-0/10KiB, 110
(SHA-256) (SHA-512) npounum Tect, %
P-value | Pass | P-value | Pass S-6noku S-0110ku
rate rate | (SHA-256) | (SHA-512)

1 | Monobit test 1 + 1 + 100 100

2 | Frequency within block | 0,073 + 0,435 + 99,4 99,6
test

3 | Runs test 0,979 + 0,731 + 100 100

4 | Longest run ones in a| 0,857 + 0,219 + 100 99,4
block test

5 | Binary matrix rank test 0,412 + 0,718 + 99,4 98,6

6 | DFT test 0,096 + 0,882 + 99,02 99,2

7 | Non overlapping 1 + 0,999 + 100 100
template matching test

8 | Overlapping template | 0,707 + 0,998 + 99,8 99,6
matching test

9 | Maurers universal test 0,444 + 0,162 + 99,6 99,8

10 | Linear complexity test 0,507 + 0,179 + 99,2 98,8

11 | Serial test 0,991 + 0,964 + 100 100

12 | Approximate  entropy | 0,999 + 0,998 + 100 100
test

13 | Cumulative sums test 0,719 + 0,784 + 100 100

14 | Random excursion test 0,065 + 0,321 + 97,2 96,1

15 | Random excursion | 0,046 + 0,088 + 98 97,1
variant test

Jnst xoxHOT Tpynu Oyiu 00UYMCIIEH! TMOKAa3HUKH anreOpaiyHol cTeneHi HeNlHIMHOCTI,
BIJICTaHb HENIHIHHOCTI, KOeQIlieHTH Kopessuii S-0J0Ky, JJaBUHHI BIACTUBOCTI S-0JOKY, Ta
nepioJ1 MOBepHEHHS S-0JI0Ky, HaBe/IeH1 B Ta0IuIIi 2.

3 Tabnumi 2 BHUAHO, HIO0 EKCIEPUMEHTalIbHI HAa0OpH S-OJIOKIB  33J0BOJBHSIOTH
MOKa3HUKaM ajreOpaidHoi CTereHi HeIIHIMHOCTI, 16 MaixKe BCl S-OJIOKM MarOTh 3HAYEHHS 7,
Ta KoedimieHTaM Kopemsmii S-0moky, ae Bci koedimieHtn HaOmmkeHi a0 0. 3HaueHHS
MOKa3HUKIB BIJICTAH1 HETHIWHOCTI JUIsl 3HAYHOI KIJTBKOCTI MAaTpHUIlh He nocsrarTh 100, sske Ha
MPAKTHII BBAXKAIOTH OPIEHTUPOM, a JIABHHHI BIIACTUBOCTEH S-0JI0KY MarOTh JOCTAaTHHO 3HAYHI
BigxuieHHs Bia 128. Ilepion moBepHeHHS S-0JI0KY TaKOX € PI3HUM i €KCIePUMEHTAIbHUX
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OJIOKIB, 1 Taka TIOMITHA PI3HHIS TIOSCHIOETHCS BUKOPUCTAHHSM BEJIMKOTO YHCIA
NICEB/IOBUIIAIKOBIX YHCEI B CTPYKTYpl alNrOpUTMy Ta HEPIBHOMIPDHMM pPO3IMOALTIOM
MePECTaHOBOK.
Taoauns 2.
O1iHKa CTaATUCTUYHMX BJIACTUBOCTEH S-0JIOKIB
IToxa3uuk 3HaueHHA Kinekicte S-0JIOKIB 3 BiAMIOBIIHUMY 3HAYEHHIMU
IIOKa3HUKA IMOKAa3HHUKIB, %
I'pyna 1 I'pyna 2 I'pyna 3 I'pyna 4
Anrebpaiuna 7 99.6% 99.4% 99.2% 100%
CTCIHb 6 0.4% 0.6% 0.8% 0%
HEJTIHIHHOCTI
Bigcranb x<96 6.4% 7.2% 6.6% 4.7%
HeniHiHHOCTI | 96<=x<100 36.1% 36.5% 38.3% 35.7%
x>=100 57.5% 56.3% 55.1% 59.6%
Koedimientn CepelHe Bixg -0.0237 Bix -0.0227 Bix -0.0249 Bix -0.0205
Kopensimii S- | 3Ha4YeHHs 10 0.0244 1o 0.0222 1o 0.0222 10 0.0273
OII0Ky
JlaBuuHi cepenHe Bix 124 1o Bix 124 no Bix 123.8125 | Big 124.875
BJIACTUBOCTI 3HAYEHHA 132.625 132.375 no 132.8125 no 133.25
S-650Ky
[Tepion CepelHe 4834855.51 15072582.9 | 37296991.63 | 13132147.81
MTOBEPHEHHS 3HAYCHHS
S-06moky

BucHoBku. He3Bakaroun Ha MEBHI NPOCIJaHHS B 3HAYEHHSAX OKPEMMX MTOKa3HHUKIB Ta TECTIB,
BB)XKA€MO TOLIIBHUMHU OB JOCTIDKEHHS PO3TIIIHYTOTO aIrOPUTMY TIepEMIITyBaHHS 32
YMOBH NMEBHUX MoaM(Dikaliil B loro cTpykTypi, a came:

— 3aMICTh CEKPETHOT'O MapOJI0 Ta HOro Xem-3HaueHHs: BUKOPUCTOBYBATH TOBHOIIIHHUIN

KIIFOY JIOBXKHHOIO HEe MeHIIe 256 OITiB;

— PO3po0JIeHHs 3pO3yMiJ0Oi Ta OOIPYHTOBAHOI MPOLEAYPHU PO3LIMPEHHS KIOYa s

OTPUMAaHHS BEJIMYUH 3CYBY PSJIKIB 1 CTOBIILIIB MaTPHIIi;

— CIpOILIEHHS MOpsAKY BUOOPY pSAKIB 1 CTOBHLIB MaTpULll Ta BUKOPUCTAHHS
00YMCITIOBANILHO JIETKUX OMepallii uist 301IbIIeHHS IIBUAKO 1T TepeMillyBaHHSI.

Takox Mae ceHC AOCHIIUTH MIHIMaIbHY KUIBKICTH 1Tepaliii HepeMillyBaHHS, sKa
3a0e3mneuyBaina O BiAMOBIIHICTh BCIM MOKa3HUKAM CTATUCTUYHHX BIACTUBOCTEH S-OIOKiB.

OckiJ1bKH B OLTBIIOCTI KPUNITOTpapiqHUX aJTOPUTMaX BUKOPUCTOBYETHCS OLIbILIE OAHIET

TaOMUIl 3aMiH, a TNPUHAWMHI YOTUPH, TO CIIJ TNPOBECTH IOCHIKEHHS BIACTUBOCTEH

KOMIUIEKCY, SKHH BKIJIIOYA€ BIJ YOTUPHOX 1 Oumbmie S-050kiB. Takok MOXIMBUM €

BUKOPUCTAHHS aJITOPUTMY IIEPEMILITYBaHHS B TOTOKOBOMY IIM(PyBaHHI AJIs TeHepallii raMu 3a

YMOBH 3a0€3Me4YeHHs BHUCOKOI MIBUIKOAII MHpoUeAypH IHepeMillyBaHHs. B mnomambmmx

nyOJTiKaLisgxX O3HAa4YeH1 MUTaHHS OyayTh PO3IIIAHYTI OUIBII JETAIBHO.
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RESEARCH OF THE STATISTICAL CHARACTERISTICS OF THE ALGORITHM
FOR SHUFFLING THE ELEMENTS OF TWO-DIMENSIONAL MATRICES AS A
BASIS FOR THE FORMATION OF VARIABLE S-BLOCKS
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The article provides a description and analysis of the structure of the algorithm for formation of the steganographic
key. Proposed algorithm is based on the shuffling of rows and columns of a two-dimensional matrix containing
unique numerical values as a sequence of image pixel/block selection for embedding of the secret message. The
structure of the algorithm was characterized from the point of view of the using of mixed two-dimensional matrices
for the formation of variable S-blocks in cryptographic transformation. The advantages and disadvantages of the
algorithms structure, possible directions for improving the mixing procedure and increasing the speed of the
algorithm are revealed. Experimental S-blocks of size 16x16, which replace 8-bit blocks with new 8-bit values,
were tested by NIST statistical tests, which showed that most of the formed tables meet the requirements of reliable
pseudo-random sequences. In order to further apply the previously developed two-dimensional matrix shuffling
algorithm for cryptographic transformation problems, the statistical properties of S-blocks were calculated - the
algebraic degree of nonlinearity, the distance of nonlinearity, correlation coefficients of the S-block, avalanche
properties of the S-block, and the return period of the S-block. The results of the experiment showed that for almost
all tables, the value of the algebraic degree of nonlinearity is 7, which theoretically allows the use of the shuffling
algorithm for the formation of variable S-blocks, but the fluctuation of other indicators requires further
modification of the algorithm and the study of the influence of the algorithm parameters on the statistical
characteristics of the formed substitution matrices.

Keywords: steganographic key, shuffling, two-dimensional matrix, cryptographic transformation, S-block of
substitution, statistical properties, pseudorandom sequence.
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KOMIT'IOTEPHE MOJEJIOBAHHS IHBECTULIHHOI' O IIOPT®EJIIO
KPUIITOBAJIIOT HA OCHOBI BA3 JAHUX BIIKPUTOI'O IHTEPECY

JI.B. Bosnerpa!, 10.1. ba6uu?, M.1. Ba6uy®, B.B. Bo3nrok*
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[IpoBeneHo aHami3 crparteriii Oip>KOBOi TOpPTiBI, 3aCHOBAaHMX Ha O0CSITaXx TOPTiB
(BimkpuToro iHTEpecy) Ta iX NMPHOATHICTH IS TOPTIBI KPHUITOBATIOTAMH. 3 PO3BUTKOM
KPHUIITOBAIIOTHOTO PHHKY, A€ BOJATHIBHICTh Ta JIKBIIHICTh 3HAYHO BiIPI3HAIOTHCS Bix
TpamuIifHAX (iHAHCOBUX PHHKIB, BHHUKA€ HEOOXITHICTH afanTarii KIaCHIHHUX MiIXOIiB
JI0 HOBHX YMOB. AHaJli3 00CATy TOPIiB Ta TIKOBHX JaHUX JO3BOJISIE TPEiiiepaM OI[IHIOBATH
HacTpoi PUHKY, 3HaXOJMTH TOYKH BXOAY Ta BHXOAY, & TaKOX IepeadadaTd MOTEHIHHI
PHHKOBI pyXH. 3HAYHOIO MEPEBAror0 KPUITOBATIOTHUX Oip Y MOPIBHIHHI 3 KIIACHYHUMU €
HasIBHICTh JOCTYITy B PEXHMI pPEaJbHOrO 4yacy J0 YCiX PHHKOBHX JaHUX, B TOMY 4YHCII
BiZkpuToro iHtepecy. KoTupyBaHHs KpUNTOBAIIOT Ta iH(OpMaLlis PO BIAKPUTHIT iHTEpec
OyAyTh OCHOBOIO BXiHHUX IaHHUX IJII CTBOPEHOI B XOIi poOOTH Kpocmat(opMeHHOi
ABTOMATHYHOI CHCTEMH MOJICIIIOBAHHSA TOPT(HEII0 KPUIITOBATIOT. BaykIIMBY poJib BiZIBEACHO
¢inpTpamii aKTHUBIB, AKI BHUKOPUCTOBYIOTHCS 3JIOBMHUCHHKAMH [UIS TIAMITIHTY, 100
YHUKHYTH TOTEHIIIHO 3HAYHUX 30MTKIB abo B3araii nikBimamii paxyHky. L{iHHICTE maHOi
pobotu monATae B ommci ycix mozenei miga QinmpTparmii HeOe3MEUHMX aKTHBIB, a TaKOXK
BKJIFOUCHHS JI0 IHBECTHLIHHOTO MOPTQEar0 HalOLIbl Oe3NeuHnx Ta rnepeadadyyBaHUX IO
CBOT auHaMIIli KpunTOBadrOT. L[i Mojeni craiu OCHOBOIO CHCTEMH, IO Ja€ 3MOTY
IHBECTHLIITHUM (OHJIAM Ta IHIIMM YCTaHOBaM, SIKi IHBECTYIOTh Y KPUIITOBAJIIOTH, B PEIKUMI
peanbHOrO uacy (24/7) xoperyBaTd iHBECTHIMHUN TOPT(ETb, MAKCHMI3yIOYH HOro
6e3meynicTs. Takox Oysia CTBOpEHA aBTOMATHYHA CHCTEMa MOJIC/IFOBAHHS 1IHBECTHIIIHHOTO
mopTderns, sika Oyna mepeBipeHa Ha cepBepax i yrnpasiiHasM pizaux OC i mokasana cede
3pYYHOIO B IIEPEHOCI Ta CTa0IIFHOO B POOOTI.

Kuaro4doBi cioBa: moprdens iHBECTHUINH, KPHUIITOBATIOTH, MAMITIHT, BIIKPUTHI iHTepec,
CKpHIIT, 0a3a JaHUX, MOJICIIFOBAHHSI.

Beryn. [lporsrom KiTbKOX pOKIB OUIBLIICTh 1HBECTULIMHUX (OHIIB Yy CKJIAAl CBOIX
IHBECTULIHHUX MOpPTQENiB MaloTh 3HAYHY KUIBKICTh  PI3HOMAaHITHUX  aJbTKOIHIB.
HaiiBiomimi akTy akTUBHOCTI 1HBECTHUIIITHUX (DOH/IIB B CETMEHT KPUITOBAIIOTH:

— Pantera Capital — oauH 3 HalicTapilIMX KPUNTO-XEIXK-(QOHIIB, BIAOMUN CBOIMH
IHBECTUIISIMU B aJIbTKOiHU. Pantera 1HBeCTye B TOKEHHM, MOB'SI3aHI 3 OJIOKYEHH-IPOEKTAMH,
DeFi ta yacto 6epe yuacts B ICO (Initial Coin Offerings).

— Polychain Capital — ¢oHJ aKTUBHO BKJIaJa€ B aJIbTKOTHHM Ta CIELIaNi3yeThCs Ha
paHHIX OJOKYeWH-IpoeKTax. BoHM 1HBECTYIOTh SIK Y BEJIMKI, Tak 1 B IpiOHI KPUNITOBAIIIOTH, a
TaKOK OepPYTh Y4acTh Y 3aIIyCKy HOBUX TOKEHIB Ta IJIaTGOpPM.

— Multicoin Capital — cnienianizyeTbcst Ha anbTKOIHaX, BKIo4aoun Solana, Ethereum
Ta inmi. Ix iHBecTHIIT 30cepe/ykeHi Ha HOBUX cekTopax, Takux sk DeFi, Web3 ta cmapt-
KOHTpakTHI miardopmu. YacTka anbTKOIHIB y X moptdeni Moxe pocsaratu Big 30 mo 50 %,
3aJIe)KHO B1J] pPUHKOBUX YMOB.

Ane, Haxanb, yci (IHAHCOBI PHUHKM, TaK UM 1HAKIIE BUKOPUCTOBYIOTHCS JUIS
BIIMUBaHHS «OpYyAHHMX KOILTIB», caMe€ MaMIIHI Ta JAMIIHT € SCKpaBUMHU NpeJCTaBHUKAMU
nporo mpouecy [4]. Koau 3710BMHCHMKM — poONATH MaMIIHI  KPUOTOBAIIOTH, TO
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CIIOCTEPIraeThCsA 3HAYHE 1 JY)KE TWHAMIYHE 3POCTaHHS BapTOCTI i€l KPUNTOBATIOTH, SIKE
MOY€E PaINTOBO 3YNMHHUTUCH 1 HaBITh PI3KO 3HM3UTUCH HA TOW LIHOBHUH piBEHb, AKUU OYyB Y
KPUIITOBATIOTH 70 TOYaTKy mnaminiHry [5]. Takuii mporec € gyxe HeOe3medyHUM IS BCIX
YYaCHUKIB PUHKY, OCKUTBKH MOXKE CHPHYMHUTH 3HA4YHI 30MTKM HAa TOPTOBOMY PaxyHKy abo
B3arajii MpPUBECTH 10 JiKBigamii paxyHky. Hacmiakamu 1iporo Moxe Oytu MapxuH koi. Came
TOMY JyX€ BaXJIMBO MAaTH MPOCTHH 1 HaAIMHUN MeXaHi3M (UIbTpanii KpUOTOBAIIOT, SIKUIl
JTI0O3BOJIUTh BUKIIIOYATH 31 CIUCKY 1HBECTHUIIIMHUX IHCTPYMEHTIB T1 KPUNTOBAIIOTH, HAa SKHX
BiZIOYBA€THCS NAMITIHT, a TaKOX OOHMpaTH Ti KPUOTOBAIIOTH, HA SKUX MOXKHA O€3MeYHO
TOPryBaTH, aHAJII3YIOUU BIIKPUTHH 1HTEpEC MO LIMX KPUITOBAIIOTAX.

MeTto10 podoTH € po3poOKa aBTOMAaTHYHOI CHCTEMH MOJIEIIIOBAHHS MOPTQETI0 KPUITOBATIOT
Ha OCHOBI (1IBTpAIlil HAMITIIHTy Ta aHaJi3y BIIKPUTOTO IHTEPECY.

Jnist TOCSITHEHHSI TOCTABJICHOT METH B pOOOTI BUPILIYIOTHCS HACTYITHI 3a1a4i:

— CTBOPEHHS CKPUNTIB Ha MOBI mporpamyBaHHs Python, sixi OynyTts 3abe3neuyBatu
peryisipHe 3UMTyBaHHS, 3aIKC B 0a3y JaHUX Ta aHali3 iH(popMarii;

— po3poOKa MaKCMMaJIbHO MPOCTUX AJITOPUTMIB Ha 0a3i JHIMHMX MaTeMAaTHUYHUX
Mojiese, siki OyyTh MIBUJIKO Ta HAIIMHO PO3NOAUISTH KPUIITOBATIOTH B YOPHUHN CITUCOK ab0
B IHBECTULINHUI NOPTPENBb;

— po3poOka 0a3m naHWX A 30epiraHHs NPOMDKHUX pPE3yJIbTaTiB MO KOXKHIN
KPHUIITOBAJIIOTHIN mapi;

— (opmyBaHHA 1HBECTULIHHOTO MOPTQENb KPUIITOBAIIOT;

— aHami3 e(eKTUBHOCTI POOOTH aBTOMATHYHOI CHCTEMH MOJIEIIOBAaHHS MOPTHEIto
KPHUITOBAIIIOT.

O0’eKTOM [TOCTIHKEHHS B pOOOTI € MPOIECH MaMIIHTY Ta POCTY NEPCIEeKTHUBHHUX
KPHUITOBAIIOT HA OCHOBI BIIKPUTOTO iHTEpECY.

IIpenmeTroM [OCHIKEHHS € METOAM BHSBJICHHS IPOLIECIB IMaMIIIHTY, a TaKOX
BUSIBJICHHSI KPUITTOBAJTIOT, SIKi TOPTYIOTHCS 110 3aralbHOBIIOMUM PUHKOBHM 3aKOHAM.

me - nm ! 11126 208 1 | !
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Puc.1. ®parment namminry Ha BamoTHIM mapi LPT/USDT, kinbka BHUNAIKIB y JIOTOMY
2024 poky
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Pnc 2. ®parmeHT naMery Ha BAJIKOTHIN napi BCH/USDT y J'IIOTOMy 6epe3H1 2024 pOKy

Ha puc.1 Ta puc.2 npeacrasieHo (GpparMeHTH NaMIiHTy KPUIITOBAIIOTH, SIKI MOXKHA
no0aYnTH HaBITh OKOM HEJOCBITYEHOTO iHBECTOPA, MOPIBHSBIIU CEPEIHIN po3Mip T0O0BOTO
IPUPOCTY KypCy KPHUMNTOBATIOTU Ta iX MPUPOCTH ab0 MaaiHHs, sKi Oyiau y JHI HMaMIIHTY.
OpHOYacHO Ha MOMYJSIPHHUX Oip)kax BIOPOAOBXK IHS MOXKe OyTH 3amisiHO HpuOau3HOo 5-10
PI3HUX KPUIITOBAIIOT y MaMIIIHTY, HaiyacTille BiH 3YCTpidaeThes y (’rOUepcHOMY pO3aiii
Oipxi [6]. ToMy, BUXOISUM 3 IIBOTO, HEOOXITHO PETYISIPHO 3a JIOTIOMOTOI0 BigkpuToro API
3YUTYBAaTU CIHUCOK BCIX BaJIOT, JOCTYNHUX Yy (’rouepcHOMYy po3aini Oipxki, a MOTIiM
3YMTYBATH LIHOBI JIaHi 110 IEHHUM TaiiM-(hpeiiMaM /sl IUX aKTHBIB.

B npouieci MmoHiTOpUHTY Ta GiiabTpalii 0yi0 NpoBeaeHO 6araToCTyIEHEeBl PO3paxyHKU
Ha OCHOBI HIDKYE HABEIEHUX MOJENeH.

JUist po3paxyHKy cepeJHbOro apu(pMeTHUHOro 00’ €MIB TOPTiB:

T ()

JIns MOoAanbIuX PO3PaxyHKIB BHKOPHCTOBYBAJIOCH CITIBBIIHONMICHHS TOTOYHOTO
00’eMy TOPTIB JI0 CEPETHBOTO.

R=x/% (2)

3 BHUKOPHUCTAHHSM BUINCHABEICHUX JIHIMHUX Mojeiel OyJl0 CTBOPEHO CKPHUNT

MOHITOPHHTY () r0uepciB Ha KPUNITOBAMIOTH (pHcC.3),
client = Client(api key, apl secret)
futures list file = 'fl.txt'
]w1th open{futures llSt file, 'r') as file:
futures symbols = Tline. strip() for line in file.readlines()]
|for symbol in futures symbols:
] try:
klines = client.get klines(symbol=symbol, interval=Client.KLINE INTERVAL 1DAY)
csv_file path = f'{symbol}.csv'
] with open(csv file path, 'w', newline='') as csviile:
csv_writer = csv.writer{Csvfile,delimiter=":“}
headers = ['times s 'high' Low'
C5V_ writer. drlterou{headers}
] for kline in klines:
timestamp = datetime.utcfromtimestamp(kline[0] / 1000).strftime ('%v-3m-%d 2H:%M:%5")
row data = [timestamp, kline[1], kline[2], kline[3], kline[4], kline[5]]
csv_writer.drltero&{rou_data}

, 'open', 'high', 'low', 'close', 'volume']

Puc.3. ®parMeHT NporpaMHOro KOay MOHITOPUHTY
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Pesynbratn poboTu ckpumnrta Ha OCHOBI MareMatnuHux mojeneit (1),(2) HaBeneHo y

tabymi 1.
Tadoauus 1.
Crincok HaiOUIbII 3HAYHUX BUMNAAKIB maMminry 3 2021 mo 2024 pik
Koedimient | Koedimient
Bamrora 3pOCTaHHS 3pOCTaHHS ina (USDT) JaTa
00'emy LIHH

XVGUSDT 5241 25.88 0.007365 03.07.2023 00:00
ONGUSDT 47.33 15.48 0.3205 11.07.2023 00:00
NMRUSDT 47.25 25.8 19.73 02.09.2023 00:00
PEOPLEUSDT 43.75 17.16 0.02194 03.01.2024 00:00
FLMUSDT 42.85 17.7 0.0996 05.09.2023 00:00
ALPHAUSDT 40.64 7.04 0.1493 17.12.2023 00:00
USTCUSDT 38.73 3.15 0.0452 27.11.2023 00:00
BADGERUSDT 38.4 23.33 5.151 09.11.2023 00:00
IOTAUSDT 34.37 18.05 0.2553 29.11.2023 00:00
BNTUSDT 33.79 13.45 0.8503 13.11.2023 00:00
SRMUSDT 32.74 3.92 0.28404 15.11.2022 00:00
POWRUSDT 32.4 14.17 0.4938 07.01.2024 00:00
BTCSTUSDT 30.41 8.84 60.83 07.10.2021 00:00
ONTUSDT 30.09 6.39 0.2955 06.04.2023 00:00

3 pe3ynapTaTiB pO3pPaxXyHKYy OTPUMAHO JaHi, SKi MIATBEPDKYIOTh TE€3M JOCIIIHHKIB
(iHAHCOBUX PUHKIB:

— MAaMIIHT CYNPOBOKYETHCS 3HAYHUM CIUIECKOM 00’€MiB TOPTiB (B JECATKH pasiB
NEPEBUILYIOUUM CEpeIHIN JeHHUH 00’ eM);

— B OLIBIIOCTI BUMAAKIB Y SIKOCTI BANIOT JJIsl AMITIHTY BUOMPAIOTh BAJIOTH 3 Jy’Ke
HU3bKOI PUHKOBOIO BapTICTIO.

Ha ocnogi ¢popmyi (1), (2) 6yno po3pobiaeHo anropuT™ (HopMyBaHHS YOPHOTO CITUCKY
KPHUITOBAIIOT, SIKI HEOOX1THO BUKJIFOUUTH HE JIMIIE 3 MOTOYHOTro noprdento, aje i npudparu
yc1 YMOBHI OpJIEpU 3 PUHKY, 1100 BUIIQJKOBO HE CTAJNOCS iX CHPALIOBAHHS Y BUIIAJKY P13KOIO
HaMITIiHTy.

Jlist Toro, o0 CKpUMNT aaeKBaTHO (OPMYBAB YOPHHM CIIHCOK HA OCHOBI MEPEBUIIIEHHS
MOTOYHOTO 00’€My TOPriB, HEOOXIJHO BBECTH ITOPOroBe 3HAUEHHS 00’ €My TOPTIiB, siKke 1 OyJe
TPUTEPOM JUTS TIEPEBEICHHS KPUTITOBAIIOTH Y CITMCOK MOTEHIIIMHUX OKEPTB» MaMITiHTy. Jlst
I[bOTO CTBOPEHO CKPHUIT MOHITOPUHTY cepenHix o0’emiB Toprie mo BTCUSDT 3a
pe3yinpTaTaMu JeHHUX TaiiM ¢peiimiB 1 raubuHoro ictopii 1 pik. Jlanuit ckpunt
3aIycKaTUMEThCs LIOJICHHO 1 BHJaBaTHMeE cepelHiil oOcsr TopriB 3a gopmynoro (1), skuit
Oy/le BUKOPUCTAHO y SIKOCTI TOPOTOBOTO 3HA4YEeHHS [1].

[Ticna 3amycky CKpUIITa pe3ysbTaT CEepeIHbOro KOoedilieHTy MpUpOCTYy 00’eMy s
BTCUSDT, cranoBuB 7. Came TOMy B poOOTY CKPHIITa BKJIIOUYEHO (UIBTPAIIO MaMIIIHTY
BEJIMYMHOIO MOPOTY — 7, 1 BCl BAJIIOTHI MapH, y AKUX JEHHUN NMPHUPICT 00’ €My TOPriB Oiblie
BOTO MOPOTYy, Oy/Je HaIlpaBJIEHO 0 YOPHOIO CHHCKY, a BCl 1HIII — A0 Oumoro cmucky. Lle
JI03BOJIMTH BUKOHYBATH MOHITOPHHT BiIKDUTOTO IHTEPECY Ta OTPUMAaHHS TOPIOBUX CHUTHAIIB
0 TaHWX KPUIITOBAIOTAax [2].
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|for filename in 0s.listdir (gquotes folder):

] if filename.endswith('.csv'):
file path = os.path.join(guotes folder, filename)
df = pd.read csv(file path,delimiter=";")
open = df['open'].copy ()

close = df['close'].copy()

volume = df['vc

timestamp = 4df[’
sum={

sumv=0

qv=;j|

for i in range(l, len(open)):
xl=abs(close.values[i]-open.values[i])
sum=sum+ {x1/open.values[1]1*100)
sumv=sumv+volume.valuses[1]

adr=round (sum/i, 2}

- adrv=round (sumv/1i, 2)
Puc.4. ®parMeHT NporpaMHOTo KOAY pO3PaxyHKY CepeIHBOr0 KOePili€eHTy TPUPOCTY

me'"].copy ()
nestamp'] . copy ()

Jlnist po3po0KH CHCTEMH MOHITOPHHTY BHKOpHCTOBYBanoch APl kpunrobipxki, a came
3allUTH HA OTPUMaHHS BIIIKPUTOTO iHTEpeCy (CIUCKY MPOBEICHUX TOPTOBUX OIEpallii, B TKUX
BKa3aHUU THII orieparlii Ta ii 00’em).

Pi3Hi kpunToOip>ki HA3UBAIOTH IIi 3allUTH MO PI3HOMY, ajieé yci BOHH MEpenaroTh
HACTYINHY iH(popMariio:

— 0Oipxa Bybit — market/recent-trade;

— 0Oipxa Binance — /api/v3/trades;

— 0Oipxa KuCoin — /market/historie;

— aHaJITHYHUU cepBic crypto.com — /public/get-trades.

st 30epiraHHs JaHUX 1O KOXHIM BaoTHIM mapi Oymo po3pobneHo 06a3zy AaHuX.
CtpyKTypy NOJIiB O/1Hi€T 3 TabnUIb 6a3u HaBeACHO B TaOIHII 2.

Taoanms 2.
CrpykTypa Tabnuil 6a3u JaHux
Hassa nosst | Tun ganux [Ipu3HaueHHs
execld rexcropmii | IO Ta"6J'II/II_[i, 36'"epira€ YHIKaJIbHUH 11eHTH]IKaTOp
TOPTOBOi Omepartii
symbol TEKCTOBUH | KOJI KPUNTOBAJIIOTH
side TekcToBUM | HampsiMok (buy a0o sell)
size YU CIOBUI 00'em oneparii
price YU CIIOBHI 1[1Ha ornepariii
time nara/gac qac omnepartii

Po3pobka 0a3um maHUX Ta CKPUNTIB, AKI PEryaspHO Ii 3alOBHIOIOTH, J03BOJIMIIN
OTPUMATH J1aHl CTOCOBHO KUIBKOCTI TOPTOBUX ollepalliil Ha ¢ rouepcHOMY PUHKY IO Pi3HUM
BAIIOTHUM NapaMmM. TakuM YMHOM, HIOACHHO 3MIMCHIOEThCS ONM3BKO 2 MIH. TOPIOBUX
omepaiiii Mo KOXHIA BaTOTHINM mMapi. MakcumanbHE 3HAYE€HHS B TEPIOA JOCTIIKCHHS
cranoBwI0 4.9 mutH. CitijJl 3a3HAYUTH, 1[0 OCHOBHHM MapaMmeTp, sIKUil BIUTMBAE HA HAINPSIMOK
PyXy IIHH Yy pO3pi3l TOCHIKEHHS BIIKPUTOTO IHTEpECYy — 1€ CHIBBIIHOIIEHHS 00’€MIB
IPO/IaBLIB Ta MOKYIILIB Ha BHYTPIIIHBO JEHHUX TalM ¢peiimax (mpubiauszHo 60 XBUIMH) Ta
3MIHAMU IIHHU 3 [IeH )K€ YacoBwii mepiof [3].

JUist OIIHKM 3B’A3Ky MPHUPOCTY I[IHM MO BIJHOWIECHHIO J0 00’€MIB MpPOJAaBLIB Ta
MOKYTILIB BUKOPUCTOBYEMO KOE(DILIEHT KOPEIALIi:
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ﬁl(xi ~ )~ )

=

\/iloe %)’ il(yi )’

COucox BaJIFOTHUX T1a

@inpTp Apyroro piBHA OOMpaTHME I TOPTIBII JIMIIE Ti BAIIOTHI HapH, y SIKUX €
MO3UTHUBHE 3HAYCHHS KoedirienTa kopensii Outbme, Hixk 0.5. Vi iHII BaJIlOTHI Tapu HE
BpPaxXOBYBAaTHMYThCS, OCKUIBKH B HUX HE Ma€ CTATUCTHUYHO IMiJTBEPKEHOTO 3B’S3KY MiX
MPUPOCTaMHU IiHM (2 BOHU 1 BU3HAYAIOTh HAIMPSMOK ii PyXy) Ta CIIBBIIHOIIECHHSM OOCATIB
TOPTiB YUYaCHHKIB pUHKY [7].

PesynbraTn Halikpamux 10 BadIOTHHUX Tap MpeCTaBIeHO Y Tadumii 3.

3 HaOUIBIIO KOPEJISIIIE0

Bamorna mapa | Koedinient kopemnsiii
ETH/USDT 0.81
SOL/USDT 0.78
ADA/USDT 0.75
BNB/USDT 0.71
AVAX/USDT 0.65
DOT/USDT 0.64
LINK/USDT 0.61
MATIC/USDT 0.59
LTC/USDT 0.56
SHIB/USDT 0.53

Crain 3a3naunTH, mo Ounbime 80 % BaTIOTHUX Hap MalTh KOE(IIIEHT KOpesii
mente 0.5, 1 61u3pko 10 % 3 HUX — y BUTTISAL Bi €MHOTO YHUCIA.
Byno npoBeaeHo Takok aHani3 cepeAHiX BEIMYMH IPUPOCTYy 00’eMiB TOPriB (Ha 0asi
poOOTH TEpHIOro CKpPHUIITa BKA3aHOTO B POOOTI), SKWUM TMOKa3aB, IO BCI PEKOMEHIOBaHi
BaJIIOTHI Mapy BHACIIII0K MOJIEIIOBaHHS OPT(QEo HE BKIIOUEHI 0 YOPHOTO CIIUCKY 1 MalOTh
HU3bKI1 CEpeIHI BEJIMYUH MIPUPOCTY 00’ €MIB TOPTiB.

Crnircok BaJTIOTHUX Nap 3 HU3bKUMU CEPEAHIMH IPUPOCTAMH 00’ €MIB TOPIiB
Bamtorna napa Cepens ]fem/.IqHHa .
IPUPOCTY 00’ €MIB TOPTiB
ETH/USDT 4.2
SOL/USDT 2.5
ADA/USDT 3.2
BNB/USDT 2.3
AVAX/USDT 3.1
DOT/USDT 2.8
LINK/USDT 2.4
MATIC/USDT 3.3
LTC/USDT 2.65
SHIB/USDT 2.2

Taoauns 3.

Taoauns 4.
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B pesynbrari anamizy koedimieHTa KOpesiii Ta cepeHiX BEeTUYUH MPUPOCTy 00’ €MiB
TOpTiB, Oys0 chopMOBaHO IHBECTHLIHHUI TOPTQENb, B AKUK yBiiimm Bci 10 BaoTHUX map,
SIK1 TIPOMILIN TIepeBipKy. YacTka KOXKHOI BAIFOTHOI MapH B 1HBECTHIIIHHOMY MopTdeni Oyne
OJTHAKOBOIO, OCKUIBKH HE MA€ JIOCTOBIPHUX JAHUX CTOCOBHO BIUIMBY BiIKPUTOTO 1HTEpECY Ha
MOTEHIIHHY TOX1AHICTh KPUIITOBAJIIOT.

Tabaunns S.
CTpyKTypa OTPUMAHOTO IHBECTUIIIITHOTO MOPT(ENTI0 KPUMTOBATIOT
Yactka B
BamtorHa napa IHBECTULIIHHOMY
noptdeni, %
ETH/USDT 10
SOL/USDT 10
ADA/USDT 10
BNB/USDT 10
AVAX/USDT 10
DOT/USDT 10
LINK/USDT 10
MATIC/USDT 10
LTC/USDT 10
SHIB/USDT 10

Po3pobnena aBromartuyHa cucremMa € KpocmiaTgopmeHnHoro. Ha mpoTs3i Aekiuibkox
MICSIIIB BOHA TpalloBala Ha cepBepi 0e3 BTpydYaHHs omepaTopa IiJ YHPaBIiHHIM
onepauiiiHoi cucremu Debian Linux 12, notim — mig ynpasiiaaamM OC Windows Server 2016.
Jlns mepeBipku CcTaOUIBHOCTI Ta HaAlMHOCTI poOOTH cucteMu Oyia0 OOpaHO crheuiaJbHy
KOH(Iryparlito 3 He BeJIMKUM 00CSATOoM OonepaTUBHOI maM’sTi — 512 merabailT Ta 01HOSAEpPHUM
IPOLIECOPOM.

JUig aHami3y IIOAEHHMX KOTHUPYBaHb BaJIOTHUX Map Ta BIIKPUTOrO IHTEpECY B
CepeIHbOMY 3aBaHTaXXyBasloch OMu3bko 20 rirabaiT naHux. 3a 1eid yac He OyJ0 BHSBIECHO
BUTOKIB IIaM’SIT1 BHACIII0K POOOTH CKPHIITIB, 110 € OCHOBOK aBTOMaTHYHOI CUCTEMH, SwWap-
¢aiin sxonHOrO pasy He 301bIIyBaBcs A0 500 MerabaiT.

MaxkcruMaibHa 3py4YHICTh IEPEHOCY MK PI3SHUMH CEpBEpaMU JOCATAETHCS 32 PaXyHOK
BUKOPUCTaHHS MOBH NporpamysanHs Python 3.9 ta MiniMmymy 6i6110Tek B KOJi CKpUINTIB (0S,
math, pandas , datetime, csv, bybit).

BucHoBkH. B po60Ti BHpilIeHO BaXJIMBI HAYKOBO-IIPAKTUYHI 3a/aui:

—  3aIpoINOHOBAHO NPOCTI Ta epEeKTUBHI JiHIMHI Moaeni ¢inbTpauii KPUNTOBAIIOT, SKI
3armo0iraloTh BKIFOYEHHIO PU3UKOBAHUX aKTHBIB J0 1HBECTHUIITHOTO MOPTHEIO;

—  po3poOJeHO MaKCUMaJbHO MPOCTI AITOPUTMH, SKI OyayTh MIBHUAKO Ta HaAIHHO
PO3MOJUISATH KPUNITOBAIIOTH B YOPHUM CIIMCOK a00 B IHBECTHUIIIHMM OpTheb;

— po3pobneHo 0a3zy maHuUxX s 30€piraHHs TPOMDKHHX PE3yJdbTaTiB 10 KOXKHIM
KPHUNTOBAIOTHIH mapi;

— chopmoBaHo 30anmaHCOBAaHWM 1HBECTHLIMHUN TOpTdETs 3 OJHAKOBUMH YaCTKaMH
KOKHOI KPUIITOBAIIIOTH;

—  3ampoIOHOBAaHO MOJEl BiIOOPY KPHUITOBATIIOT, $KI JOLUUIBHO BKIIOYHTH B
IHBECTULIIHHUHI MOPTQeEs;

— chopmoBaHO iHBecTUILIIiHMIA TOpPTdEns 3 OJHAKOBUMM YacTKaMU M0 KOXHIM 3
KPHUIITOBAJTIOT;
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—  po3po0JeHO aBTOMATHYHY KpOCIUIAT(OPMEHY CUCTEMY MOJICIIOBAHHS TMOPT(HEo
KPHUITOBAIIOT 3 BUKOPUCTaHHIM MOBH Python Ta 6a3u ganux. Taka cucrema Moxe cTabiIbHO
NpaIoBaTH B PEXHMI pEaJbHOTO 4Yacy Ha cepBepax 3 MIHIMAIBHUMH TEXHIYHHUMHU
XapakTepucTHUKaMu Ta mij ympasiiHHsaM pizaux OC. B mpormeci po3poOku TaHOi cHCTeMHU
OyJio TMPOBENCHO aHalli3 Pi3HUX MOB MPOrpamMyBaHHS, ONTUMAIBHUM BHOOPOM cCTajia MOBa
nporpamyBanas Python depe3 Bemuky kinbkicte o¢iniiaux APl Binm momyssipHEX
KPUIITOOIPK, a TaKOX 4Yepe3 MMPOKi MOXIMBOCTI 0i0miorexkn Pandas ams oOpoOku pizHHX
BU/IIB IAHUX.

Takox mapanenbHO OyJIO TPOBEACHO aHaNI3 MONMYJAPHUX KpunTobipk Ta ix APIL
AHaNI3yBaINUCh TaKi TapaMeTPH, K MIBUAKOIiS, CTAOITBHICTh, BEJIUKI JTIMITH ICHHUX 3aITUTIB
JI0 cepBepy OipkH, 3pyYHICTh IMAPCUHTY OTPUMAHMX JTaHWX, HU3bKUH PIBEHb HAJJTUIIIKOBOCTI
BXiHUX AaHuX. ONTHMaIbHO BUSBIIIACH Oipika Bybit.
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COMPUTER MODELING OF INVESTMENT PORTFOLIO OF
CRYPTOCURRENCIES BASED ON DATABASES OF OPEN INTEREST
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1, ShevchenkoAve., Odesa, 65044, Ukraine
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The article provides an in-depth analysis of trading strategies based on trading volumes (open interest) and their
suitability for cryptocurrency trading. With the development of the cryptocurrency market, where volatility and
liquidity differ significantly from traditional financial markets, there is a need to adapt classical approaches to
new conditions. Analyzing trading volumes and tick data enables traders to assess market sentiment, identify
entry and exit points, and predict potential market movements. A significant advantage of cryptocurrency
exchanges compared to traditional ones is the availability of real-time access to all market data, including open
interest. Cryptocurrency quotes and open interest data will form the basis of the input for the cross-platform
automated cryptocurrency portfolio modeling system developed in the course of this research. A key role is
assigned to filtering assets used by malicious actors for pump schemes to avoid potentially significant losses or
even account liquidation. The value of this work lies in describing all models for filtering risky assets and
incorporating the safest and most predictable cryptocurrencies into the portfolio based on their dynamics. These
models form the foundation of a system that allows investment funds and other institutions investing in
cryptocurrencies to adjust their portfolios in real-time (24/7), maximizing their safety. Additionally, an
automated portfolio modeling system was created, which was tested on servers running different operating
systems and proved to be portable and stable.

Keywords: investment portfolio, cryptocurrencies, pump schemes, open interest, script, database, modeling.
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3ACTOCYBAHHS OB®YCKAIII 1151 3BAXUCTY METAJAHUX ®AWJIIB BIJ]
HECAHKHOIOHOBAHOI'O JOCTYI1Y
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PosrnsHayTO mMpobnemy 3axucTy MeTamaHuX (ailliB Bil HECAHKIIOHOBAHOTO IOCTYIY 3a
JOTIOMOTOI0 00dyckarii. MeTamaHi BifirpaloTh KIIOYOBY POJIb y CyYaCHHX HH(POBUX
cucreMax, 3abe3ledyroun BaXKIHMBY iH(popMarmio mpo ¢aiinm, Taky SK aBTOPCTBO, naTa
CTBOPEHHS, TEOJIOKAIlis, THN IPUCTPOI0 Ta IHINI aTpuOyTH, IO [ONOMAaralTh y iX
imeHTHdiKarmii Ta knacudikanii. OQHAK IIi JaHi MOXYTh CTaTH BPa3IMBHMH IS KibepaTaxk,
OCKIJIbKH 3JIOBMUCHHMKH MOXYTh BUKOPHCTOBYBaTH METaJlaHi JUIsd 300py KOH(IAeHIiHHOT
iHpopMmanii abo 3AificCHEHHs arak Ha KOpUCTyBa4iB Ta opranizamii. JleransHo
MPOaHaJi30BaHO Pi3Hi MeToau 00¢ycKauii MeTagaHux, 30KpeMa MK pPyBaHHs, MAaCKyBaHHS
Ta (anscudikaliiro, KOXKEH 3 SKUX Mae CBOi nepesard i Hepomniky. [lIndpysanHs no3Bossie
3a0e3MneunTH BUCOKHH PIBEHb 3aXHCTY, OJJHAK BHMAarae yIpaBiliHHS KJIIOYaMu, 10 MOXe
OyTH CKJIagHUM JAJs BEIHKHX OpraHizamiil. MackyBaHHS mependadae 3aMiHy pealbHUX
3HaYeHb META/IaHNX TICEBJIOHIMaMH a00 BUIIAJKOBUMH 3HAYCHHIMH, 30€piratoul Ipu oMy
¢$yHKIiIOHAMBHICTE (aitniB. Panbcudikamis MeTagaHUX MOJATaE y CTBOPEHHI HENPaBIUBOI
iHpopManii U1 BBEICHHS 3JIOBMUCHHKIB B oMaHy. OKpiM TOTO, Y CTAaTTi 3alpOIIOHOBAHO
KOHIICTIIIIF0O  pO3pOOKH  CHEHiaTi30BaHOTO  TPOTPAMHOTO  3a0€3MEYCHHS I
aBTOMATH30BaHOTO 3aXHCTy METaJaHWX, SKE JO03BOJIIE KOPHCTyBadyaM aBTOMAaTHIHO
00¢yckyBaTH ab0 BHAAIATH MeTajaHi (aiimiB mij dac ix oOpoOkM 4M mepenadi uepes
Mepexy. [Iporpamue 3a0e3nedeHHs TaKoXK BKIIOYA€E MOXKIIMBICTb TPYIIOBOi 00poOKku (aiinis,
IO € B&XIUBUM JUIS OpraHizaiiii, sKi NpauiolTh 13 BeJMKUMHU oOcsiramu JaHux. Taki
PIILICHHS € aKTyaJbHUMH B YMOBaX Cy4acHHUX KiOep3arpo3, OCKUIbKY 3a0e31euy0Th BUCOKHIA
piBeHb KOH(]IIEHIIITHOCTI Ta 3aXUCTY IaHUX. BaXKIIMBUM aclieKTOM € Te, 10 3alPOIIOHOBaHE
nporpamMHe 3a0e3neueHHss He Juuie oO(QyCKye naHi, ane il IHTerpyeTbcs 3 IHIIUMHU
cUCTeMaMH ISl aBTOMATH3alli] IPOLIECiB 3aXHCTY.

Takum dYmHOM, y pPOOOTI MiAKPECIEHO BAKIMBICTH 3aCTOCYBaHHA OOQycKamii sk
IHCTpYMEHTY JUTA MiIBUIICHHS piBHA iHpopMamiifHOoi Oe3rmekn Ta 3aXucTy KOHDiIeHIiHHOT
iHpopMarii. 3anmporroHoOBaHe MPOTPaMHE PIlIEHHS € MEPCIEKTUBHUM KPOKOM y BUPIIICHHI
po0JIeMH BUTOKIB JJaHUX Yepe3 MeTaJaHi Ta MOKe 3HAITH 3aCTOCYBAaHHSA Y PI3HUX raiy3sx,
BKJIFOUQIOYH MEJIUIMHY, OCBITY, apXiTEeKTypy, TeiiMJeB, Je 3aXUCT JAaHHUX BiJirpae KIO4oBY
pOJb.

KarouoBi cioBa: 3axuct MerajaHux, oO¢yckauis, MmUQpyBaHHS, MAacKyBaHH:,
(danbcudikariis, mporpaMHe 3a0e3MeYCHHS.

Beryn. ¥V cyuacHoMy CBIiTI iH(pOpMamiliHi TEXHOJOTIT CTAlOTh Je/ali BaXKJIMBIIIUMHU B YCiX
chepax JHOACHKOT MISUTBHOCTI, IO MPHU3BOAUTH 0 OE3MPEIeACHTHOTO 3POCTaHHS OOCSTIB
JTAHUX, SIKI IepeIatoThCsl, 30epiratoThesi Ta 00poOIAI0OTHCS. Bigomi BUNIaAKH, KOJIH BPA3IUBICTh
MeTa/JlaHuX MPHU3BOAMIIA O 3HAYHMX (iHaHCOBUX BTpaT. Hampukman, B ogHOMY 3 KeiciB
kommanis 3 Jlonmona BTpatmna 6mms3pko 500 000 momapiB CIIIA uepe3 komMmpomeTariiro
KOH(IACHIITHUX MeTagaHuX ixHIX (ailmB mix dyac mepenaui yepes mepexy [1]. B iHmomy
JOCTiKeHH1, IPOBEJCHOMY B 00JIACTI 3aXUCTy METaJlaHuX, OyJo Moka3aHo, 1mo noHag 80%
KOH(1ACHIIITHUX JTOKYMEHTIB, SIKi 30€piratoThCsi B XMAapHUX CHUCTEMax, MICTATh HE3aXHUIIEH]
MeTaJaHi, 10 MOoXe OyTH BHKOPHCTAHO 3JIOBMHUCHUKamH 1uig atak [2]. Ilopsa i3 BMicToM
¢aiiniB, 3HaYHY POJIb BIIIFPaIOTh MeTaAaHl — iH(dopMallis Ipo Qailiiu, sika BAKOPUCTOBYETHCS
Iutst 3a0e3meueHHs ix igeHTudikanii, knacudikarii, iHAeKcallli Ta BIOPsAKYBaHHA. MeTaaaHi
MICTSITh Takl BIIOMOCTI, SIK IM'sl aBTOpa, JaTa CTBOpeHHs abo penaryBaHHs (aiimy, TUI
IPUCTPOIO, Ha IKOMY OyB CTBOpPEHUH (paiiy, TeosioKartist Touio. Y 6araTbox BUIAAKaX METaaaH1
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HECYTh HE MEHIII BOXJIMBY, a 1HOJI HABITh KPUTHUYHO BAXKJIUBY 1H(OpMaIlif0, sIKa MOXKE OyTH
BUKOPHUCTAHA IS OTPUMAaHHS JOCTYITY JI0 MPUBATHUX a00 KOH(DIISHIIIHHUX JaHUX.

OpHi€ero 3 OCHOBHHX MPOOJIEM, III0 BUHUKAIOTH Y 3B'13KY 3 BUKOPUCTAHHAM METa/IaHuX,
€ iXHS Bpa3NUBICTH 10 HECAHKI[IOHOBAaHOTO IOCTYIy Ta BUKOpuUcTaHHA. Hampuxian,
3IOBMUCHUKU MOXYTh OTPHUMATHU AOCTYI A0 METaJaHUX JOKYMEHTIB a00 MyJIbTUMEIIHHUX
daiuriB, MO0 BUSABUTH iH()OPMAIIIIO PO aBTOPa, MICIIE3HAXOKEHHS a00 1HII BaXKJIHMBI JaHi,
K1 He MPU3HAYeHl JJIs 3arajJbHOro A0CcTymy. Lle Moxke mpu3BecTH 10 MOPYIIEHHS MPUBATHOCTI,
KOH(ieHIIiITHOCTI 00 HaBITH OE3MEKU KOPUCTYBaYa.

OpnuMm 13 edeKTUBHUX CMOCOOIB 3aXHUCTy METaJaHMX € 3acCTOCYBaHHS METOMY
o0dyckarii, skuii nepeadadae mepeTBOPEeHHsT a00 MPUXOBYBAHHS METAJIaHUX TAKUM YHHOM,
00 BOHM CTaBaJM HEPO30IpPJMBHMH a00 HEIOCTYMHUMHU IS 3JIOBMHUCHHKIB. OOdycKaris
METa/IaHuX J03BOJIsE 3a0e3neunT KOHDIIEHIINHICTh 1HpOopMaIlii, 0 MICTUThCS Yy (haiinax,
30epiraloud TpU 1OMY iXHIO (YHKIIOHAJIBHICTh JJIA 3aKOHHUX KopucTyBadiB. Cepen
NpOTPaMHUX pillleHb A oO0dyckamii MOKHAa BUIUIMTH Taki iHCTpymeHTH, sk ExifTool Ta
Metadata Anonymization Toolkit (MAT), siki BXke yCHIITHO 3aCTOCOBYIOTBCSI JIJISl 3aXHCTY
METaJaHuX y BeJTMKUX Kopropaiisx [3]. [IpoTe BoHM MarOTh CBOi HEIOMIKH, TaKi SIK HEJJOCTATHS
aBTomaru3ailisi abo TMOBHE BHUIAIEHHS METAJaHMX, IO MOXKE 3HIKYBAaTH 3pY4YHICTh
BUKOPWCTAHHS ISl KIHIIEBUX KOpHUCTYBauiB. Lle cTBOpIoe moTpedy y HOBHX, OUIBII THYYKHX
PIIICHHAX, 110 MOXYTh 3aXMCTUTH MeTa/laHi 0e3 BTpaTu BaxJIMBUX QYHKIIH Qaiinis [4].

OxkpemMo BapTo 3BEpPHYTH yBary Ha 3aXHCT IHTEIEKTyallbHOI BiacHOCTI y cdepi 3D-
MOJIETIIOBaHHS, Jie METa/laHl TaKOX BIIIrpaloTh BaXXIUBY polib. MeTtaaani 3D-(daiiniB MOXyTh
MICTHTH 1H(OpPMAIIiI0 PO aBTOPCTBO, JAaTH CTBOPEHHS, BUKOPUCTAaHI iHCTPYMEHTH Ta iHIII
BaYUIMB1 aTpuOyTH, AKI JOMOMAararmTh 1IeHTU(]IKYBaTH BIIACHUKIB MOJEJEH Ta 3aXHINaTH ix
npaBa. OHAK BiACYTHICTh €()EKTUBHOTO 3aXUCTY IUX TaHUX MOKE MPU3BECTHU JI0 HE3AKOHHOTO
KOIIIOBaHHS Ta BUKOpHCTaHHA 3 D-Moeneid, 1110 Bke Npu3BOUIIO O 3HAYHUX 30UTKIB Y TAKUX
raimy3sx, sK KiHOIHIYCTpis Ta po3poOka Bimeoirop [5]. Hampukiaa, miariHu anst 3axucry
aBTOPCHKHX IpaB, SK-0T Iu1arid s Blender [6], natoTh MOXIMBICT TBOPYMM NpodecioHasam
3axXHINATH CBOi poOOTH MUIAXOM HAaKJIaJaHHS BOISHUX 3HAKIB Ha MOJETI Ta MPUXOBYBAHHS
BOXJIMBUX METAJaHMUX BiJl HECAHKIIIOHOBAHOTO JIOCTYIY.

B nmaniit po60oTi po3riasAarOTECA OCHOBHI MOHATTS, MOB'S3aH1 3 METaIaHUMH Ta IXHIM
3aXMCTOM, OOIPYHTOBY€ETHCS HEOOXIAHICTh 3aXUCTy METa/IaHUX, A TAKOXK HABOAATHCS MIAXOIH
no ixHbOI oOdyckarii. Kpim Toro, mpornoHyeTbcsi BIacHE IMporpaMHEe 3a0e3MeyeHHs s
oO0¢yckanii MeTajaHuX y pi3HHUX TUnax (aimiB 3 MeTor 3a0e3MeueHHsl iX 3aXHMCTy BiJ
HECaHKI[I0HOBAHOT'O JIOCTYIY.

JlaHa Tema € akTyaJIbHOIO Yepe3 3HaYHUU piCT 0OCATIB JaHUX 1 MOLIMPEHHS IHTEPHET-
KOMYHIKaIlil, 0 CYNpPOBOKYEThCS 3POCTaHHIM 3arpo3 y cdepi iHbopmaliitHoi Oe3nexu.
BaxnuBo 3a3HauMTH, 10 Cy4yacHI KOPHCTYBaul 4acTO HE YCBIIOMIIIOIOTH, HACKUIBKM Oarato
iH(dopMallli Ipo HUX MOXKe OyTH BUTATHYTO 4Yepe3 MeTajaHi, 10 POOUTH iX MOTEHUIHNHUMU
MIIIEHSAMH ISl pI3HOTO poay Kibep3nounHIiB. Bukopucranus mMeToiB oddyckaii 103Bosse
MIHIMI3yBaTH 1[I PHU3UKKA Ta 3a0€3MeYUTH BUIIUN pIBEeHb O€3MeKu I O0coOHCTOl Ta
KOPITOpaTHBHOI iHpOpMAIii.

Mera i 3aaa4i nocaigxennsi. Meta poGoTH po3poOIll BIACHOTO MPOrPaMHOTo 3a0e3nedeHHs
JUTSL 3aXUCTY MeTaJaHHuX (aililiB pi3HUX THUIIIB 3a JonmoMoro obdyckarii. s gocArHEHHS
1i€1 MeTH HeOOX1THO BUKOHATH HACTYITHI 3a/1a4i:

1. PO3rastHyTM TOHSTTS METaJlaHUX Ta IMpOoaHai3yBaTW 3arpo3u, SKi MOXYTb
BUHUKHYTH Yepe3 HECAHKI[IOHOBAHUHN JIOCTYII JI0 HUX.

2. PosrnsHyTH icHYI0oui MeTonu oO¢yckamii Ta iX peanizaiilo Ha MPaKTHUIl, a TAaKOX
JOCTIANTH JOLUUIBHICTh 3aCTOCYBaHHS 00¢ycKallii 10 3aXUCTy MeTaJaHuX (haiisiB.

3. 3amponoHyBaTH BiacHE MporpamHe 3a0e3nedeHHs A oOdyckallii MeTajaHux 3
METOIO 1X 3aXHCTY.

OcHoBHAa 4acTMHA. MerajaHi — 1€ CTPYKTYpOBaHI JaHi, sIKIi HAJalOTh JOJATKOBY
inopmartito mpo cami naHi a6o ¢aitnu. Ix ocHOBHe MpHU3HAYEHHS — MONETIIUTH MOIIYK,
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imeHTu(dikamio, opraHizaiilo 1 KepyBaHHS BwmicToM (aiity um 00’ekta. BoHm
BUKOPUCTOBYIOTbCA Uil 3a0e3mneueHHs omucy iHdopmarii, ii kimacudikamii, a Takox s
ynpaBimiHHSA ¢ainamu. MeragaHi CyNpoOBO/DKYIOTh Maibke Bci mudpoBi daitmm — Bia
TEKCTOBUX JIOKYMEHTIB /IO MyJbTUMEIIHHIX MaTepiaiiB, 1 HaBiTh (ainiB 6a3 naHux abo BeO-
CTOPIHOK.

IIpukiagu MeTagaHuX BKIOYAIOTh:

- JIOKyMEHTH: aBTOp, JlaTa CTBOPEHHsI, KIJIbKICTh CTOPIHOK, MOBA.

- Mynbtumeniiini ¢aitnmm (oo, Bineo, ayaio): 103Bia 300pakeHHs, TPUBATICTH BiJI€O,
Jata 1 wmicue 3WoMKH, iHGOpMaIlis Tpo Kamepy, NporpaMHe 3a0e3leueHHs, SKe
BUKOPUCTOBYBAJIOCH JJISl peAaryBaHHsI.

- Enextponni nuctu: nmata W dYac HaJACWIAHHS, OTpuUMyBad, Tema, [P-ampeca
BiJITPaBHUKA.

- @aiinu nporpaMHOro Kojay: Bepcisd KOXy, aBTOp, JlaTa OCTAaHHbOI'O pellaryBaHHs,
CIHMCOK BUKOPUCTAHUX 010Ti0TEK.

Mertanani MOXyTb OyTH He JIUIIEe BUAUMHUMU YacTUHAMU (haiiliB, ajne i MpUXOBaHUMHU
JAHUMH, SIKi aBTOMAaTUYHO CTBOPIOIOTHCS ONEPAIlifHIMU cHcTeMaMu abo mporpaMamH Mij gac
00poOku, 30epexkeHHss uu mnepecunanHs ¢ainiB. s npuxoBana indopmaiis mMoxe OyTH
BOXIMBOIO JUIi KOPHUCTYBadiB, aje B JEAKHX BHIIQJKaX MOXe OyTH BUKOpPUCTaHA
3JI0BMHUCHHUKAMH JUI HECAHKIIIOHOBAHOTO JOCTYIY A0 KOH(DIIEHIIMHUX JaHUX.

Mertagani € KpUTHYHHM €IIEMEHTOM YIpaBIiHHA iH(oOpMamiero B Oyab-IKHX
iH(hopManiifHuX cucTeMax. BoHU BUKOHYIOTH sl BAXKITUBUX (PYHKIIIH:

1. InenTtudikamis ¢ainiB Ta IXHBOrO BMicTy. MeTanaHi T03BOJISIFOTh IIBHJIKO
3pO3yMITH, MPO IO HIeThecs y Qaiini, 6e3 HeoOX1THOCTI BiIKpUBAaTH a00 MeperisaaTu Horo
NMOBHUM BMicT. Hampukianm, 3a JTOMOMOTOI0 METaJaHUX MOKHA OTPHMATH iH(GOpPMAIli0 PO
aBTOpa JJOKYMEHTA, 1aTy CTBOPEHHs a00 pelaryBaHHs, 1 HaBiThb MOBY, Ha SIK1i BIH HAIlUCaHUH.

2. Opranizamiss Ta yOpaBTiHHA JaHUMH. MeTagaHi JIO3BOJSIOTH CTPYKTYpYBaTH
iH(popMallito Ta I0ToMararTh CUCTEMaM KepyBaHHs (haillaMu 1HJIEKCYBaTH M KaTeropusyBaTu
ix. Ile monermrye momyk QaiiiB y BETUKAX CHCTEMAxX AaHUX, HAPUKIAA, y 0a3zax JgaHux abo
Mezia-apXiBax.

3. Tomyxk iHdopmarrii. MeTagaHi BUKOPUCTOBYIOTHCS 715 3a0€3ME€YSHHS IBUKOTO Ta
e(peKTUBHOIO IMOIIYyKy MOTpiOHOT i1HpopMmanii B iHpopMaliifHUX cHucTeMax. 3aBIsSKU
METa/JlaHiM KOPHUCTYBadl MOXYTh JIETKO (UIBTPYBaTH JIOKYMEHTH 3a aBTOPOM, JaTol0 alo
TEMO}0, 1110 3HAYHO MPUIIBU/IIIYE MPOIIEC OTPUMAHHS NOTPIOHUX AAHUX.

4. Biacte:xxeHHd 3MIH Ta Bepcii JOKyMeHTIB. MeranaHi MOXyTh 30epiraTu
iH(popMallilo Mpo 3MiHHM, SIKI BHOCWIMCA B JIOKYMEHTH abo daiinu, 30kpema ngaTy i dac
penaryBaHHs, a TaKOX IM'st KOpUCTyBada, KU BHOCHB Il 3MiHU. Lle mo3Bomnsie epexTuBHO
BIZICTEXKYBATH Bepcii (paiiiiB 1 BIIHOBIIIOBATH iX /10 MONEPEIHIX CTaHiB y pa3i HOTpeoH.

[Tonpu cBOIO KOpHUCHICTH, METaJaHl MOXXYTb HECTH IEBHI 3arpo3u Oesmeui. Yepes
HEBUIUMICTh Ta aBTOMATUYHUI XapaKTep CTBOPEHHs, 6araro KOpUCTYBayiB MOXKYTh HaBITh HE
M17]03pIOBaTH, 1110 iXH1 Qailyiu MICTSITh MeTa/1aH1, 110 MOKYTh PO3KPHUTH BaXJIUBY 1HQOpMAIIiIO.
OCHOBHI 3arpo3H BKJIIOYAIOTh:

1. Kommpomerauis koH¢pigeHmiiHoi iHpopmManii. MeragaHi MOXYTh MICTUTH
iH(popMallito, sfiKka po3KpHBae 0COOMCTI ab0 KOPHOPATHBHI JaHi, HAPUKJIAA, Micle 3HOMKH
dororpadii abo aBTOpa T0KyMeHTa. SIKIIO 111 JaH1 MOTPAIIATh Y PYKH 3JI0BMUCHHKIB, 11€ MOXKE
NPU3BECTH JI0 BUTOKY KOH(]iIeHI1HOT iH(opMmartii.

2. CopusHHs QIIIMHTOBUM aTakaMm. AHalli3yl0ud METaJlaHl eJIeKTPOHHUX JHUCTIB abo
JIOKYMEHTIB, 3JIOBMHCHUKM MOXXYTh CTBOPUTH CHEIiajbHI (DIIIMHTOBI TOBiAOMIIEHHS,
OpIEHTOBaHI Ha KOHKPETHUX oci0 uyu KommaHii. MeragaHi MOXYTb MICTUTH KIIOUOBY
iH(popMallito, Ika BAKOPUCTOBYETHCS Il CTBOPEHHS MPaBAONOIOHOr0 JIMCTa BiJl IMEHI 0coOu
abo0 oprasizaiiii, 110 BPELITI-pEIIT MiABUIIYE MIAHCH Ha YCIIX aTaKHU.

3. Bingcrexxenns niii kopuctyBadiB. MeTajaHi MOXYTb MICTUTH XPOHOJIOTIUHY
iHopMario mpo mii KOpUCTyBaya, IO J03BOJISIE 3JIOBMUCHHKAM BiJICTEKYBaTH aKTHUBHICTH
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KOHKPETHOI ocobu abo xommnanii. Hanpukman, meranani ¢otorpadiii MOXyTh MICTUTH JIaHi
PO T'e0JIOKAILiI0, 0 JO3BOJISIE TOYHO BU3HAYMTH MICIIE3HAXO/KECHHS KOPUCTYBaya HA MOMEHT
CTBOpEHHS (OTO.

4. IndopmamiitHa acumeTpis. Y cuTyalisx, kKomu ¢aiiim nepenarotbes  abo
myOJIiKyIOThCSl B 1HTEpHETI, 0co0a, sika oTpumye Ii (aiim, MOkKe MaTh JAOCTYI JI0 3HAYHO
OinpIIoro odcsry iHdopmarii mpo ixHiil BMICT, HX aBTOp (ailiry, o NPU3BOAUTH 10 PU3UKY
HECAHKIII0HOBAHOT'O BUKOPUCTAHHS 1IUX JIaHUX.

3axuCT METaJaHuX € BAXIMBUM KPOKOM Yy 3a0e3ledeHHi 3arajbHoi iHpopMamiiHol
6e3nexu. OCHOBHI IPUYMHU, YOMY BapTO 3BEPHYTH yBary Ha 3aXUCT METaJlaHUX, BKIFOUAIOTh:

- Kondinenniitaicte. ¥ 0ararbox BUMAIKaX METaJaHi MIiCTATh 0COOHCTI a00 YyTJIMBI
JaHi, AKi MOXYTb CTaTH IIPEJMETOM iHTEpECy 37JOBMUCHHKIB. IXHS KOMIIPOMETALisl MOXe
NPU3BECTH JI0 MOPYLICHHS KOH(1ASHIIIITHOCTI KOpHUCcTyBaya abo opraHizarii.

- 3ano0iraHHs HECAHKI[IOHOBAaHOMY JIOCTYyNy. 3aXWINEeHI MeTaJaHi 3MEHIIYIOTh
MOYJIMBICTh JUIsl 3JIOBMUCHHUKIB OTpPHMAaTH JOCTyN a0 iH(opMmarii, ska Moxe OyTu
BUKOPHUCTaHA JJi 3[iMCHEHHs arak, 300py iHdopmalii mpo KOpucTyBauiB ad0 MPOBEICHHS
PO3BITyBATLHUX JTIH.

- 3axuct pemnyrauii. Butoku iHdopmanii yepe3 mMeragaHi MOXYTh 3aBJaTH 3HAYHOI
MIKOJM pEIyTalii sSK OKPeMHUM oco0aM, TaK i KOMMaHisM. Ypa3iuBi MeTaJaHi MOXYTh
PO3KpUTH 1H(OPMALiI0 TIPO BHYTPILIHI MPOLECH, TeXHIYHI MoapoOuli abo HaBiTh cTparerii
opraHizaiii, 1o MOKe HEraTUBHO BIUTMHYTH Ha TXHI CTOCYHKH 3 MMapTHEpaMu abo KITi€HTaMH.

- BinnmoBigHiCTh HOpMATUBHUM BUMOTaM. Y 0aratbox KpaiHaxX iCHYIOTh HOpPMAaTHBHI
aKTH, [0 PETYIIOITh 00pOOKY Ta 30epiraHHs MepCOHAIBHUX JAHWX, BKIIOYAIOUM METaaHi.
HeBrukoHaHHS ITUX BUMOT MOXE MPU3BECTH 10 FOPUIUYHUX HACHIJKIB 1 Tpadis.

OTxe, 3aXMCT METAJaHUX € BAXKIMBUM €IIEMEHTOM iH(pOpMamiifHOI Oe3neKu, SKUi
JT03BOJII€ MIHIMI3YBaTH PU3HKU BUTOKY KOH(IAEHIIHHOT iHpopMaIlii Ta 3a0€3MeYnTH 3aXUCT
0COOMCTHX 1 KOPIOPATUBHUX JAaHUX BiJl HECAHKI[IOHOBAaHOTO BHKOPHCTaHHS. Y HACTYITHHX
pozninax 6yae po3rISHYyTO, IK MeToA 00¢ycKallii Moxe OyTH 3acTOCOBaHMM A1 €(eKTUBHOTO
3aXHUCTy METa/laHUX.
3arpo3u 6e3neni MeragaHux. MeTagaHi MOXXyTh MICTUTH YyTJIMBY 1H(OpMaIlito, SIKYy 4acToO
HEJIOOLIHIOIOTh SIK KOpUCTyBayl, Tak 1 opradizamii. OCKUTbKM MeTaJaHl aBTOMaTHYHO
CTBOPIOIOTBHCSI PI3HUMM IpOTrpaMaMu Ta OMNEpalifHUMM CHCTEMaMM, KOPUCTYBadi MOXYTb
HaBITh HE 3HATH MPO 1X ICHYBaHHS a00 BaXXIUBICTh. L[ HEBUAUMICTH MPU3BOAUTH 10 TOTO, IO
MeTaJaHl MOXXYTb CTaTH JIETKOIO MIIIEHHIO I KiOep3JOYMHIIB a00 3JT0OBMHUCHUKIB, SKI
BUKOPHUCTOBYIOTh 1X JUIsl 30MpaHHs pO3BiAYBalbHOI 1H(opMalii abo 3amycky atak. Y LbOMY
PO3JILTI PO3TIISIHEMO OCHOBHI 3arpo3u, MOB'sI3aH1 3 METaAaHUMHU, Ta IXH1{ BIUIUB Ha Oe3MeKy.

1. Butik koH}ineHuilHOI 1HPOopMaril

Mertagani MOXXyTb MICTHTH BaXJUBY iH(pOpMaIlito, Ky MOXHa BUKOPHUCTaTH I
HECaHKI[I0HOBAHOT'O AOCTYIY J10 cucTeMu abo nis iaeHtudikanii oci6. Hanpuknan:

Indopmariss mpo aBropa daitmy: sgkmo Meraaani ¢aiuty 30epiraioTe iMm's abo
1IeHTU(IKaTOp KOpUCTyBaua, SKUH CTBOpPUB a0o0 penaryBaB (paiis, 3JTOBMHUCHUKH MOXKYTb
BUKOPUCTOBYBATH I 1aHi U1t 300py iH(popMarlii npo neBHUX ocid abo opraHizarii.

['eonokamist: gororpadii abo Bile0 MOXYTh MICTUTH reorpadiuHi KOOpAUHATH, IO
PO3KpHBAIOTh MICIIE3HAXO/DKEHHSI KOpHCTyBaya B MOMEHT 3iomku. lle moxe Oyru
BUKOPHUCTAHO Ui BIACTEXEHHsS (I3MYHUX IMepeMilleHb a0o Ais IMIaHyBaHHS (DIIIMHTOBHUX
aTak, OPIEHTOBAHUX Ha MEBHE MICIIE.

[adopmaris npo npuctpiit adbo mporpaMHe 3a0e3NeUeHHs: MeTalaHl MOKYThb MICTHUTH
JlaHl PO BEPCil0 MPOrpaMHOro 3abe3neueHHs, onepaliifny cucteMy abo THII MPHUCTPOIO, Ha
skomy Oyso ctBopeHo ¢aiin. Lle moxke HagaTh 3MTOBMUCHUKAM 1H(GOPMAIIIIO IS TUTAHYBAaHHS
aTak, HAI[JIGHUX Ha BPa3IMBOCTI KOHKPETHOTO MMPOrPaMHOI0 3a0e3MeUYeHHSI.

2. [lonermieHHs (IIIMHTOBUX aTak

Metagani MOXXYTb MOJETIIMTH TMPOBEICHHS LUIECHPSIMOBAHUX (DIIIMHTOBUX aTak
(cieap-(imuHTr), OCOOIMBO SIKIIO B HUX MICTUTHCS 1H(OpPMAIS PO CIYKOOBIIB abo
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BHYTPIIIIHI TIPOLIECH OpraHizaiii. 3T0BMUCHUKH MOXYTh BUKOPHUCTOBYBATHU IO 1H(POpPMAIIiIO
JUTSE CTBOPEHHSI TIEPCOHANII30BAHUX IUCTIB 200 MOBITOMIICHB, SIKi BHAAIOTHCS 3a OQIIiiHI
KOMYHIKaIlii BiJl BIlIOMUX BiJIIPaBHUKIB.

3. BiacrexxeHHs il KOPUCTYBAiB

MetanaHi MOKYTh TaKOXX MICTHTH 1H(GOpPMAIIi0 TPo Jii KOPUCTYBadiB 1 3MiHHU, SKi
BiOyBanucs 3 (hailIoM MpOTATOM HOTO JKUTTEBOTO IUKITY. L{e Moke BKIIIOYaTH AaTH CTBOPEHHS
1 pefaryBaHHsl, iM€Ha KOPUCTYBAYiB, SIKi BHOCHUJIM 3MiHH, a TAKOX 1H(QOpMaIlit0 PO MicIle, e
Oymnu cTBOpeHi (aiinu.

L{i maHi MOKYTh OyTH BUKOPHUCTaHI1 JJIS:

MOHITOPUHTY aKTHBHOCTI KOPHCTYBayiB: aHAJI3ylOud MeTalaHi, 3JOBMUCHUKHU
MO3KYTb IPOCTEXKUTH, XTO 1 KOJIU MPAIIOBAB 3 IEBHUMH (aililaMu, a TAKOXK SK 4aCTO BHOCUITUCS
3minu. lle Moke no3BoMMTH iM 3pO3yMITH BHYTpIlIHI poOoui mpoiecu opraizamii abo
0COOHMCTI 3BUYKH KOPUCTYyBava.

CrBopeHHs npodisiB KOPUCTYBAYIB: HIIAXOM 30MpaHHS METalaHUX 3 pi3HUX (haimiB
MOJKHA CKJIACTHU JETallbHUN MPOQiIb aKTUBHOCTI KOPUCTYBaua, BKIIOYAOUU HOTO MOBEIIHKY,
MICIIE3HAXOJ[KCHHSI 1 BAKOPUCTAHI MPUCTPOT.

4. BukopucTaHHs METaJlaHuX JJIS COIiaabHOT 1HXKEeHepil

ComianpHa iHXeHepist — 1e Habip TEeXHIK, COPSIMOBAaHUX HA MAHIMYJSIIIO JIIOJbMH 3
METOI0 OTPUMaHHS AOCTYIY 10 KoH(ineHiHHOoI iHpopmarii abo cuctem. MeTagani MOXYTh
CIIyTYBaTH BaXJIMBUM JDKEPENIOM JUIs 300py iH(opMarlii, sika TOTIM BUKOPUCTOBYETHCS IS
colianbHOI 1HXKeHepii. 3MOBMUCHUKU MOXYTh CKOPHCTATHUCA METaJlaHUMU JAJisi CTBOPEHHS
JOBipH, iMiTanii opimifHIX JOKYMEHTIB 200 MOB1IOMJICHB, 1 TAKAUM YHHOM ITiIBUIIUTH IIAHCH
Ha YCIiX aTakKH.

CormianpHa iHXEHEpisl MOXKe BKITFOYATH.

QanpuBi TOKYMEHTH: 3JIOBMUCHUKM MOXYTh 3MIHUTH MeTaaaHi (Qaitmy, o0
CTBOPHUTHU BUTJIS, IO IEH JOKYMEHT IMOXOAWUTH BiJl HAAIMHOTO JKepesa, HaBiTh SKIIO BiH €
iapoOKOI0.

ImiTamist cnyx00BIiB a00 OpraHizaiiii: 3a JONOMOIOI0 METaJaHUX MOXKHA JI3HATHUCS
iMeHa abo mocaau MEeBHUX OCiO B opraHizamii i BHKOPUCTOBYBATH If0 iH(OpMAIiO s
CTBOPEHHS (haJbITUBUX JIUCTIB a00 TOKYMEHTIB.

5. FOpuaunuHi Ta peryiasiTopHi HacIiAKH

VY Jneskux BHIIaAKaxX BHUTIK a00 HECAHKI[IOHOBaHE BHKOPHCTAHHS METaIaHUX MOXKe
MPU3BECTH /10 CEPHO3HUX IOPUIUIHUX HACIIIKIB JUTsI KOMITaHii abo opraHizauiii. Hampuknan,
BIJIMOB1JTHO JI0 3aKOHIB TIPO 3aXUCT JAHUX, TAKUX SIK €BpONEHChKII 3aralbHUM perJaMeHT Mpo
3axuct nanux (GDPR), xommanii 3000B's3aHi 3a0€3MEYNTH HAJICKHHH 3aXUCT OCOOMCTOT
iH(opMartii, BKIOUaOud MeTanaHi. SAkmo 1 gaHi OyayTh po3KpuTi a0 BHUKOpHUCTaHI 0e3
3roJi, 11e MOXe MPU3BECTH /10 MTpadiB a0 IHIIMX CAHKIIIN.

Opranizanii, ki He 3a0e3MeuyloTh HAJEKHOTO 3aXHUCTy METallaHuX, MOXYTb OyTH
OPUTATHYTI 710 BIAMOBIJAJBHOCTI 32 BUTOKM i1HQOpMalii, 10 CTaBUTh MiJ 3arpo3y iXHIO
penyTanio 1 (iHaHCOBY CTaOUIBHICTb.

6. Indopmartiiina acumeTpis

37I0BMUCHUKH MOXYTh BUKOPHUCTOBYBATH METa/aHl JJisi CTBOPEHHs iH(popMaiiiHol
acuMeTpii, ToOTO cuTyallii, KOJIM OJHa CTOPOHA BOJIOJII€ 3HAYHO OUIBIIIMM 00csATOM iH(popMartii,
HiXK 1HIIA. Y TaKUX BUTA/IKaX METalaHl MOXKXYTh BUKOPHCTOBYBATHCS JUISI OTPUMaHHS NIEpeBaru
B IieperoBopax abo Juist MaHIMyJISLiH.
3acTocyBanus o0dyckauii qis 3axucty Meraaanux. O0dyckarriss — 11e MpoIec CBIIOMOTO
yCKJIQAHEeHHsT a00 MPUXOBYBaHHS 1H(oOpMalii 3 METOI0 YCKJIaJHEHHs ii aHalli3y CTOPOHHIMHU
ocobamu. BoHa BUKOPHUCTOBYETHCS IJIsi TOTO, MO0 3pOOWTH J1aHI Ba)KKOJOCTYITHUMH a0o
HEeMPUAATHUMH JUI aHAJII3y, HAaBITh SKIIO 3JI0BMUCHUKU OTPUMAIOTh J0 HUX JAOCTYIH. Y cdepi
iH(popmariifHoT Oe3nekn oO0¢ycKallis 3acCTOCOBYEThCSA ISl 3aXUCTY PI3HMX BHJIB JaHMX,
BKJIIOYAIOYM MeTaJaHi, KOJA IMPOrpaMHOro 3a0e3neueHHs, CTPYKTypy 0a3 JaHuUX 1 HaBiTh
MepexxeBuid Tpadik.
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[Ipomiec 06¢yckartii mossirae y HaBMUCHIN 3MiHI CTPYKTYpH a00 3MICTY JaHUX TaKHM
YHHOM, III00 BOHU 3alUIIanucs GyHKIIOHATbHIMH a00 MPUAATHUMU ISl BUKOPUCTAHHS, ajie
BOJHOYAC OyJM BaXKMMH JJIsi PO3YMIHHS a00 aHamizy TperiMu ocobamu. [ meramaHux
00(dyckarlis Moke BKIIFOYATH:

- IudpyBanHa kar0O4YOBUX MOJiB: mudpyBaHHS ab0 3aMiHa OCOOJHMBO YYTIMBUX
YaCTUH METaJaHMX, TAKUX SK IMCHA aBTOPIB, JaTH CTBOPEHHS a00 Te0JIOKalliiiHi 1aHi, Mmoo i
MOJIS 3aJTUIIATIUCS HEIPUAATHUMU U1 YUTaHHA 0e3 BIAMOBIIHOTO KI04a e (pyBaHHs.

- 3amiHa JICHMX JaHUX Ha T[ICEBJOHIMH: BHUKOPHCTAHHS TIICEBJIOHIMIB a0o
BHITQJIKOBUX 3HAYEHb 3aMiCTh PeaJIbHUX IMEH 4M IHIUX ieHTudikaropiB. Hanpukian, imena
aBTOPIB JOKYMEHTIB MOXKYTh OYTH 3aMiHEHI Ha BUIAJIKOBI PSIKH CUMBOJIIB a00 TICEB/IOHIMH,
10 HE MAIOTh JKOJHOTO 3B'A3KY 3 peajIbHUMH JIIOIbMHU.

- CrBopeHHs (albIIMBUX METAJaHUX: CTBOPEHHS '"MAacTOK" Al 3JOBMUCHHKIB Y
BUTJISA1 (palbIIMBUX METAJaHUX, IO BBOAATH iIX B OMaHy a0o0 3aIuIyTYIOTh ITiJl 4ac CIpoo
aHamizy ¢aitnis. Lle MoxxyTh OyTH BUIIaKOBi 200 XMOHI JJaHi, 10 BUTJISAAI0TH TPABIONIOI0HO,
ajie He MarOTh YOJIHOT'O BIIHOMIECHHS JI0 peabHUuX (aiiiB.

- VYCKkmagHeHHS CTPYKTYpPH [aHHX: 3MiHa CTPYKTypu abo ¢opmary MeTaJaHux,
HANPUKIIAJ, TUIIXOM JOJAaBaHHS BUIAJKOBHX CHMBOJIB a00 3MilllyBaHHS 3HA4YeHb IOJIIB, 1110
YCKIIQJHIOE PO3YMIiHHS IXHBOT pealibHOi CyTi 06€3 MomepeIHbOro aHai3y.

OO6dyckariss MeTalaHUX HaJlae KiIbKa CYTTEBHX MepeBar i 3abe3neueHHs iXHboi
Oe3neku:

- 3axuct xoHpiaeHuiHoi iHGopmarii. O6dyckalis 103BOJIIE 3aXUCTUTU OCOOUCTY
abo uyTnuBYy iHpOpMaIito, 30epiraroun GyHKIIOHATIBHICTh (aililiB, ajie MPUXOBYIOYH BaXIINBI
JeTal, IKi MOXKyTh OyTH BUKOPUCTaH1 3JJI0BMHUCHUKAMH.

- 3amo0iraHHs 3BOPOTHOMY IHXXHHIPHUHTY. 3JIOBMHUCHHKH YacTO BHUKOPHUCTOBYIOTH
aHali3 MeTaJaHuX s 3BOPOTHOrO 1HXXHHIPUHTY (BiJIHOBJIEHHSI IMOYAaTKOBUX JaHUX abo
OTpUMaHHS PO3BiAYyBaIbHOI iH(opmaii). OOdyckamis 3HAYHO YCKIATHIOE MEH TpoIec,
OCKIUJIBKU CIIOTBOPEHI a00 MPUXOBaHi JIaH1 BaXKKO B1IHOBUTH.

- CxiagHicTh aHami3zy gaHux. HaBiTh SKIIO 37TOBMUCHUKH OTPUMAIOTH JIOCTYI 1O
MeTaJaHux, oO¢ycKkalis poOUTh IX MaJO3pO3yMUIMMH Ta HE MPHUJIATHUMHU JUI aHamli3y,
OCKUIbKM MacKye BaXJIMB1 eIeMEHTH 1HQopMarlii.

- 3axMcT Bil aBTOMAaTM30BaHMX aTak. barato atak Ha MeTaJaHi 3MIMCHIOIOTHCS 3a
JIOTIOMOT'OK0 aBTOMAaTU30BAaHUX IHCTPYMEHTIB, SIKI aHaNi3ylOTh BMICT (QaitniB. O0¢yckariis
METaJaHUX 3HAYHO 3HIKYE €(EeKTUBHICTh TAKMX IHCTPYMEHTIB, OCKIJIBKM IPUXOBYE ab0
CIIOTBOPIOE KJTFOYOBI JaHi, 1110 BUKOPUCTOBYIOTHCS IS aTak.

Cepen MetoziB oO¢yckarii, 110 3aCTOCOBYIOTBCS 10 METAJaHUX, MOXKHA BUIUINTH
KUIbKAa OCHOBHHX ITiJTXO/IIB:

1. udpyBanHs MeTagaHUX

[udpyBanHss € oAHUM 13 HalWe(EKTUBHIIIUX METOIB 3aXUCTy METaJlaHuX.
BuxopucToBytoun cumeTpudyHe abo acMMeTpuyuHe MH(pyBaHHSI, MOXKHA 3aKPUTH AOCTYII J0
YyTJIWBHUX TIOJIIB METaJaHWUX, TaKWX SK IMEHa, JaTd, MICIl 3WOMOK Tomo. TiapKd Ti
KOPHUCTYBayi, SIKi MalOTh BIAMOBIAHUH KIIt0Y Jlen(pyBaHHs, MOKYTh IPOUUTATH I IaHI.

[lepeBaroro 1bOro METOAY € BUCOKHH pIBEHb 3aXMCTy, OCKUIbKM IIM(pPOBaHI JaHi
MPAKTUYHO HEMOKIIUBO TpoUnTaTu a00 3MiHuTH O3 Kitoua. [IpoTe HemomikoM € HeOOXiTHICTh
KEepyBaHHsI KJIFOUaMH, 1110 MOKE YCKJIaJTHUTH pOOOTY AJIs KIHIIEBUX KOPUCTYBauiB, 0COOJIMBO B
BEJIMKHMX OpraHizarfisx.

2. MackyBaHHS JaHUX

MackyBaHHsI TIOJIATaE y 3aMiHI pealbHUX 3HAYCHb METaJaHUX BHUIAIKOBUMH abo
NICEBAOHIMHUMHU 3HaueHHsMU. Hanpukman, imMeHa aBTOpiB MOXYTh OyTH 3aMiHEHI Ha
MOCIIJOBHICTh BUMAJKOBUX CHMBOIIIB a00 Ha HeWTpanbHi 3HaueHHA. Lle mo3Bonse 30epertu
po0borty 3 ¢aitnamu 6e3 pO3KPUTTS PeaTbHUX 11EHTH(IKATOPIB.

MackyBaHHSI € 3pYYHHM JJIsl CUTyallidd, Koiau MmudpyBaHHS HAATO CKiIagHe abo
HepouiabHe. [IpoTe el metoa Moxe OyTH MeHII ePEeKTUBHUM Y BUTIAAKAX, KOJIU 3T0BMUCHUKHI
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MOXYTb IHTYITUBHO 370TaJaTUCs MPO CIPAB)KHE 3HAUEHHS 3aMacKOBAaHUX JIaHUX HA OCHOBI
KOHTEKCTY.

3. Bunanenus MeTagaHux

OxuH 13 HaUOPOCTIIMX METO/IB 3aXUCTY — TOBHE BUAAJICHHS METaJaHuX 3 (hailmiB
nepea iXHIM TepenaBaHHAM abo myOumikaiiero. Xoda 11e e(peKTHBHO yCyBa€ pU3UK BUTOKY
iHpopMalii uepe3 MeTagaHi, el MeTo1 MOKe T030aBUTH KOPUCTYBaviB KOPUCHOI iH(OpMAIlii,
sIKa MOKe OyTH MoTpiOHa I opraHizalii abo ineHTudikaiii gaimis.

Bupanennss mMerajaHux MiAXOMWTH JUIS BUIAAKIB, KOJIM MeTalaHi HE € KPUTHYHO
BOXJIMBUMM Ul NOJAJIBIIOIO BUKOpPUCTAaHHS (aiiiny. OqHak el MeTox He € NPUHHATHUM Y
TUX CHUTYallisiX, JI¢ METaJaHi IpaloTh KIIOYOBY pOJb (HANpHKIAJ, Y poOOTi 3 HAyKOBUMHU
CTaTTSAMHU a00 1HIIMMH TOKYMEHTaMH, J¢ BaXJIMBa 1H(OpMAIlis PO aBTOpa).

4. @anpcudikailis METaTaHUX

Lle# MmeTo TOJISITae y BHECEHH1 HEMPaBAUBUX a00 (DabIIMBHUX AAaHUX Yy METaJlaHi, o0
BBECTH B OMaHy ITOTEHIIHHIX 37T0BMUCHHKIB. Hanpukiia, MokHa BCTaBUTH HETIPaBIMBI iMEHa,
naty abo reoJioKamiiHi naHi. Taka crpaTeris cTBoproe iHGopmariiiHi "macTku", aKi poOIsaTh
MPOIIEC aHAJI3Y CKJIAIHIIINM 1 MEHII HaIIHHUM.

danbcudikaiis MeTagaHUX J00pe MiIAXOAWUTh JUIsl BHUINAAKIB, KOJM MOTPiOHO
3aMacKyBaTH peajbHi JlaHi, aje MpH HbOMY BaXKIMBO, MI00 (aii BUIIISAIAB aBTCHTUYHO IS
3n0BMHUCHUKA. [IpoTe 1meil MeTon Mo)ke BUSBUTHUCS CKJIAJHUM JUIs peani3auii Ha BEIMKUX
oOcsirax (aimis.

Xoua 00dycKarlis € TOTYKHUM IHCTPYMEHTOM I 3aXUCTY METa/laHuX, BOHA Ma€ MEBHI
OOMEXEHHS:

- HemoxnuBicTe abcomOTHOrO 3axUCTy. Sk 1 OyIb-sSKUW 1HIIUKA METOJ 3aXHCTY,
o0dyckamis He rapaHTye abOcomoTHOI Oe3meku. JlocBiMYeHI 37TOBMHCHHKH MOXKYTh
BUKOPHCTOBYBATH CII€I1ali30BaH1 IHCTPYMEHTH JJIs BITHOBIIEHHS 200 aHai3y 00 yckoBaHUX
JTAHWX, X04Ya 1€ 3HAYHO YCKIIAJIHIOE IXHIO POOOTY.

- CxiagHicTh y BUKOpUCTaHHI. Jledaki Mmetoau obdyckarlii, Hanpukiaz, muppyBaHH
abo ¢anbcudikaiis MeTaJaHUX, MOXKYTb BHMAaraTH JI0JIaTKOBUX pecypciB abo 3HaHb JUISA
HANAIITYBaHHS ¥ MIATPUMKH, IO MOXKE OyTH CKJIATHUM JUIsS BEIMKUX OpraHizaimiii ato
HEeKBaJTi(PIKOBaHUX KOPUCTYBauyiB.

- 3HwkeHHd ¢yHKUioHanbHOCTI. OCKiIbKM 00(dyckalis MoXe 3MiHIoBaTH abo
MPUXOBYBATH METaJIaHl, 1€ MOXE IMPU3BECTH /10 3HWKEHHS (QYHKI[IOHAIBHOCTI (aiiniB abo 1o
TPYAHOILIB B IXHbOMY BHKOPHCTaHHI JUIi JESIKUX Olepalid (Hampukial, Ui MOLIyKy abo
KaTaJori3alii IOKyMEeHTIB).

Taxkum yMHOM, 00 yCKallis € OHUM 13 Halle(EeKTUBHIIIMX 1 THYYKUX METO/IB 3aXHCTy
MeTalaHuX, 10 JomoMarac 3a0e3NeunTH KOHQileHIilHicTh Ta Oesmexy iHpopmamii. Ii
BUKOPUCTAHHS J03BOJISI€ 3HAUHO YCKIIAJHUTH JIOCTYII 10 BaXKIMBUX JIAHUX /IS 3JI0BMHCHUKIB,
0JIHOYACHO 3a0€e3MeuyIour MOXIJIUBICTh pOOOTH 3 (ailiaMu /17151 aBTOPU30BAHUX KOPUCTYBAYiB.
[TpoTe st HOCATHEHHS MaKCHMMajibHOI €()eKTUBHOCTI ii CIil 3aCTOCOBYBAaTH B TO€JHAHHI 3
IHIIMMH METO/IaMHU 3aXUCTY, 30KpeMa MU(PPYBaHHSM 1 YIIPaBIIHHIM JTOCTYIOM J0 (aiiis.
IIpakTuyni MeToau 3acTocyBaHHA 00dyckamii JJsi 3aXMCTy MeTaJaHMX. 3 OIVIALy Ha
TEOpPETUYH1 OCHOBHU 00 ycKallii Ta i nepeBary, e po3/iija NPUCBIYEHO NPAKTUYHUM METOIaM
3acTocyBaHHA 00(dyckamii 1 3aXUCTY METaJaHuX y pPeajbHUX CLEeHapiix. Mu po3risiHeMo
KOHKPETH1 CIOoCcOOH, SIKHMU MOKHA 3aXMCTUTH MeTajaHl (¢aililiB, BUKOPHUCTOBYIOUU Pi3HI
IHCTPYMEHTH Ta MiJXOAM, & TAKOX 3alPOMNOHYEMO KOHIIEMII0 MPOrPaMHOTo 3a0e3MeUeHHs,
SIKe MOYKHA PO3POOUTH JUTsI aBTOMATH3AIII1 IIOTO TPOIIECY.

VY cyuyacHOMY CBITI ICHYIOTH KilbKa IHCTPYMEHTIB 1 METOJIB, SIKI MOXYTb OYyTH
BUKOPHUCTAH1 Ul 3aXUCTy METaJaHUX IIIAXOM iX oOdyckauii abo BuganeHHsa. Och KilbKa
MIPUKITAIB:

- ExifTool — e nonynspHuil iHCTpyMEHT AJIsl pelaryBaHHs, BUAAJICHHS 1 Ieperisay
MeTagaHux y (ainax pisHux ¢opmaris (potorpadii, Bizeo, 1okyMmeHTH To10). Bin 103BOMIsAE
3MIHIOBaTH a00 BHJAJATH METaJaHi, Taki SK TE€OJIOKallis, aBTOPCTBO, JaTra CTBOPECHHS 1
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penaryBanHs Tomo. Lleil 1HCTpyMEHT MOXKHA BUKOPHCTOBYBAaTH sl oOdyckariii muisixom
BUJJAJICHHS YYTJIMBUX JaHUX a00 iX 3aMiHM Ha XHOHI.

- Metadata Anonymization Toolkit (MAT) — e Habip IHCTpYMEHTIB TSl BUAQJICHHS
MeTaJaHuX 3 pi3HUX TUMIB (aiiniB. Bin 3a0e3nedye moBHY aHOHIMIZamiio (halliiB IUIIXOM
BHJIAJICHHS METaJaHuX 0e3 3MiHU BMICTY camoro ¢aiiny. MAT € KOpUCHUM y CUTYaIlisIX, KOJIH
notpiOeH MmBUAKHNA 1 MpocTHil crmoci® 3axucTy iHgopmalii, OAHAK BiH HE BUKOPHUCTOBYE
MeToau 00¢ycKallii, OCKUIBKY MTOBHICTIO BUAAISIE METaIaH].

- PyExifTool — ne 6i6mioreka Python mis po6otu 3 merananumu yepe3 ExifTool.
Bona n03BoJsie mporpaMHO KepyBaTH METaJlaHUMU 3 MeTOlo ix oOdyckarii abo BuaaneHHS.
Bukopucrosytoun PyExifTool, po3poOHHKM MOXYTh CTBOPIOBAaTH BIACHI clLeHapii s
o0dyckarii qaHuX, BKIIOYAOUM MacKyBaHHS, danbcudikaiiro ado mudpyBaHHS YYTIUBUX
€JIEMEHTIB.

Py4He xepyBaHHS METaJlaHMMH 3a JIOIOMOTOI0 IHCTpyMeHTIB Ha KmTant ExifTool abo
MAT wmosxe OyTH CKIaJHUM 1 BUMaraTH OaraTo 4acy, OCOOJMBO IMpH POOOTI 3 BETMKHUMHU
oOcsramu ¢aitniB. ToMy KOPUCHUM € CTBOPEHHSI aBTOMAaTU30BaHUX CHCTEM JIsi 00¢ycKarii
MeTaJaHuX, sKi O mpamroBamy 0e3 ydacTi KopHucTyBada ab0 3 MIHIMAJIbHUM BTPyYaHHSM.
Huxde onucani Kiibka MOKIIMBUX MIIXO/IIB JUIs aBTOMaTH3aIii 00dycKariii.

1. Iarerpamis o6dyckarii y ¢aitiioBi cuctemu

OpnuM 13 pileHsb Uis aBToMaTH3allii mporecy oodyckalii € iHTerpaiis BiAMOBIIHUX
¢ynkuiid y dainosi cuctemu abo CHCTEMH YIpaBIiHHSA JTOKyMeHTaMu. Hampukian, MokHa
CTBOPUTH CUCTEMY, IKa aBTOMAaTUYHO 00 ycKye ab0 Buaisie MeTaaaHi (haiiiiB i yac IXHbOTO
3aBaHTaXEHHS ab0 mepenadi yepes Mepexy. Lle Moxke OyTH KOpPUCHHM Ui OpraHi3aiii, siKi
NpalOOTh 13 KOHQIACHIIMHUMU [aHUMHU Ta XOYYyTh 3aXUCTUTH i1H(OpMalilo Ha piBHI
KOPIIOPaTUBHUX IIPOLIECIB.

2. Buxopuctauus API ansa o6dyckarii

le omamm migxomom € crBopeHHs API miust obdyckamii meramgaHux, sSiKke MOXHA
IHTErpyBaTH y MporpamHe 3a0e3nedeHHs Ul pefaryBaHHs abo o0poOku ¢aiinis. API moxe
BUKOHYBaTH omepalii 3 MeTaJaHMMU Ha XMapHHMX cepBicax a0o0 y JIOKalbHUX CHCTEMaX,
JIO3BOJISIFOYM aBTOMATH30BAaHO 3aMiHIOBATH, MMMGpPyBaTH ab0 BUAAIATH MeTaJlaHi Imepexn
30epexeHHsaM a0o0 myOsikaiiero hanis.

3. O0¢yckauis mijg yac nepenadi ¢aitnis

ITin yac nepenaui ¢ailaiB uepe3 Mepexy, 0COOJIMBO B paMKax MyOIIUYHUX CUCTEM abo
ci1y’x6 0OMiHy (aitiaMmu, JOLIBHO BIPOBAIUTH MEXaHi13MH aBToMaTH4HOi 00¢yckaii. [lepen
TUM, SIK (haiia mepeaaeTbes 10 Oep)KyBada, cUCTeMa MoOe 3/iicHIoBaTH o0dycKalito ioro
MeTa/IaHuX, 3aJIMIIAI0YU OPUTIHAIEHI METaJaHi TUTbKH Yy BiinpaBHuKa. L{e 1o3BonuTs 30epertu
KOH(1EHIIIHICTh 0€3 BTpaT BaKIMBHUX JaHUX AJISl BHYTPIIIHHOIO BUKOPUCTAHHS.
IIporpamue 3a0e3medYeHHsl MJISA 3aXHCTY MeETaAaHUX 3 3acTOCyBaHHAM 00dyckauii.
[IporoHy€eThCS KOHIIEMINiSl CHEIiali30BaHOTO TMPOTPAMHOTO 3a0€3MEeUeHHs IS 3aXUCTY
METaJaHuX, SKe BUKOPUCTOBYBaJlo O Meroau oOdyckarii, mudpyBaHHsS Ta BUAAJICHHS
MeTaIaHnX JUIs 3a0e3reyeHHs Oe3IIeKH.

1. ®yHKIIOHAT TPOrPaMHOTO 3a0€3MeYeHHs

[Tporpamue 3a0e3nedeHHs Uil 3aXUCTy METaAaHUX MICTUTh TaKi KJIF04OB1 (QYHKIIIT:

AmHaJii3 MeTaJlaHiX: CUCTeMa MOBMHHA BMITH CKaHyBaTH (pailyin Ta BU3HA4YaTU HasBHI
MeTanadi. Lle 103BoIUTH KOpUcTyBauaM 0auuTH, SIKy came 1H(QOpMaIllito MICTUTh ¢aill 1 AKi
HOJISI MOXKYTh OyTH Bpa3IMBUMH JI0 aTaK.

OOdyckamiss MeTaJaHWX: CHUCTEMa JIO3BOJIUTH KOPUCTyBa4aM aBTOMATHYHO
00¢yckyBaTH MeTa1aHi, BAOMPaOUu MiX MK (ppYyBaHHIM, MacKyBaHHAM a00 danbcudikariero
JTAHHX.

Bupanenns meragaHux: mporpaMHe 3a0e3neueHHs] MOBUHHO TaKOXX MaTH (YHKIIIO
MOBHOTO BUAAJICHHS MeTaJaHux 13 ¢aimiB g BUMNAJAKIB, KOJM HeMae MoTpedu y ix
30epeKeHHi.
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I'pynoBa o6poOka (aitmiB: ais opraHizarii, siki TPaIOTh 13 BEIUKUMH O00CITaMH
JTAHWUX, BXKJIMBOIO (DyHKIIi€I0 Oyie MOMKIIMBICTH IPyHOBOi 00poOKH aiinis, o6 30epertu yac
1 pecypcu.

ABTOMaTH3aIlis MPOLIECIB: MPOrpaMHe 3a0e3MeYeHHs Ma€ JT03BOJISATH HAIAIITOBYBATH
aBTOMaTW4H1 creHapii oOdyckamii abo BUIAICHHS METAJAaHMX IIiJ] Yac CTBOPCHHS,
penaryBaHHs abo nepenadi Qaiiis.

IaTerpartis 13 30BHINIHIMH CHCTEMaMU: IS 3PYYHOCTI BHUKOPHUCTAHHS IPOrpamMHE
3a0e3nedeHHs] MOBMHHO MiATPUMYBATH IHTETPALil0 3 IHIIMMH AOAAaTKaMu Ta (HaillloBUMH
cUcTeMaMH, o0 aBTOMATUYHO 00pOOIATH (aiiiu, o 30epiraloThesi a00 MepearThCs Yepes
Il CUCTEMHU.

2. InTepdeiic kopucTyBava

Iarepdeiic mporpamHoro 3ade3neyeHHs MOBUHEH OYTH 1HTYITUBHO 3pO3yMLITUM, HaBiTh
JUIST KOPUCTYBadiB 0e3 TEeXHIYHOTO M0CBiay. OCHOBHI KOMIIOHEHTH iHTepdelicy Moriau 0
BKJTIOYATH:

['onoBHa maHenb: KOPUCTYBayi 6avyaTh CMHMCOK 3aBaHTAXEHUX (ailliB 13 MeTaJaHIMH,
SIKi MOKHA TIEPETIISIIaTH, peaaryBatu a0o BUIAISATH.

[actpymentu st oOdyckalii: KHONKM a00 MEHIO Al BUOOpY pI3HHX METOJIIB
o0dyckarnii (mudpyBaHHs, MacKyBaHHsI, Ganbcu]iKallis) 3 MOXKINBICTIO 3aCTOCYBaHHS X JI0
KOHKPETHUX METaJ[aHUX.

HamamryBanas aBromMaru3aiii: po3[il Uil HAJNAIITYBaHHS AaBTOMATHYHUX MPABHI
00poOku (aiiniB, HAMpPUKIIAA, aBTOMaTHYHE BUAaleHHs a00 oOdyckallis MeTaaHuX Mija yac
3aBaHTaKEHHS (aiy.

[lanenb 1HCTPYMEHTIB MAJisi TPYNOBOI OOpOOKH: MOKIIMBICTH 3aBaHTaXKyBaTH W
00pobnsiTH KiTbKa (aiyliB OJHOYACHO 3 HAJNAIITYBAaHHSM OJHAKOBHUX MPaBHJI IS BCIX
BUOpaHuX Qaiimis.

IcTopist 0OpoOKH: po3is, e BimoOpaxaroThes Jil, BAKOHAHI 3 (haiiimaMu, 1o J103BOJISE
BiJICJTIIKOBYBAaTH, KOJIH 1 sIKi MeTaiaHi 0y 00¢ycKkoBaHi a00 BUJIAJIEHI.

Take mnporpamHe 3a0e3ledyeHHs MOXKE 3HAWTH 3aCTOCYBaHHS y KOMIIAHIi, sKa
peryisipHo myOJliKye 3BITH, Ipe3eHTalii Ta JOKYMEHTH JUIsl 30BHIIIHIX mapTHepiB. llepen
nyOmikariero (aiiB cucTeMa aBTOMAaTUYHO CKaHye iX Ha HasBHICTh METaJaHUX, TAaKUX SIK
iMeHa cIiBpOOITHUKIB, reoJoKarlis abo AaTu peaaryBaHHA. SIKIIO BUSBIAIOTHCS YyTIUBI JaHi,
CUCTEMa aBTOMAaTU4YHO oOO0QycKkye iX, 30epiraroud (QyHKIIOHANBbHICTh JOKYMEHTIB JUIS
neperisay Ta pefaryBaHHs, ajie IPUXOBYIOUYH KOH(IACHIIHHI MEeTaaHI.

Jns  mopmanpmiol aBTOMAaTW3allii MPOLECY 3aXUCTy METaJaHuX MepeadavyacTbes
3aCTOCYBaHHA TaKMX TEXHOJIOTIH, SK MAallMHHE HaBYaHHS Ui aHali3y Ta Kiacugikamii
MeTa/JlaHuX mepes oO0dyckallier, a TakoXK XMapH1 CEpBICH JJIi CHUHXPOHI3alli JaHUX MIXK
PI3HUMH MPHUCTPOSIMU KOPHCTYBauiB. Y CHUCTEMI TaKOX IJIaHyeTbes iHTerpamis 3 API s
3aXUCTy METaIaHUX y PeaJIbHOMY 4acl IiJ] yac nepenadi GaisiB yepe3 Mepexi.

3axucT MeTaJaHuX 3a JAOMOMOror oOdyckalii Ta HIIMX METOAIB — II€ BaXJIMBUH

eneMeHT 1H(popmaniiiHoi Oe3nexku. BuUKOpHCTaHHS  CHEiani30BaHOIO  MPOrPaMHOTO
3a0e3neueHHs, sIKe aBTOMAaTHU3ye IIi MPOLECH, 3HAYHO CHPOILYE 3aXUCT JAaHUX 1 MiHIMi3ye
PHU3MKH BUTOKY 1H(OpMaIIil uepe3 MeTaaHi.
BucHoBKM. VY mpoleci po3riisay TeMH 3aXMCTy METaJaHHUX 3a JOMOMOror obdyckariii 0yio
JIOCJTIJDKEHO TPUPOIY METaJaHMX, IXHIO BaXKJIWBICTh Ta TMOTEHI[IMHI 3arpo3H, sSKi MOXYTh
BUHUKATH BHACIIIOK TXHBOI He3axHIEHOCTI. MeTalaHl € He JHIIe HEBiJ'€MHOIO YaCTHHOIO
cydyacHHUX 1H(QOpMaLIHUX CUCTEM, ajie i CTAHOBJIATH 3HAYHY 3arpo3y AJis KOH(]1IeHIIHHOCTI,
OCKUIBKH MOXXYTh PO3KPHUTH Ba)KJIMBY iH(popMallito mpo (aiiiam, X aBTopiB, MicIie CTBOPEHHS
Ta 1HII AeTani. Y HboMy KOHTEKCTI 00dycKallisi MeTaJaHuX BUCTYIaE sIK e(eKTUBHUN 3aci0
3axucTy. BoHa 103Bojsie MpuxoByBaTH ab0 CIIOTBOPIOBATH 1H(OPMAIiI0 TAKUM YHHOM, LI00
3JIOBMUCHHUKHU HE MOTJIH JIETKO 11 3p03yMiTH a00 BUKOpUCTOBYBAaTU. Cepesl OCHOBHUX METOMIB
00¢yckarii BapTo BUAUIMTH MH(PyBaHHS, MACKYBaHHS JaHUX, (paibCU(IKaIliIo Ta BUAATICHHS
MeTaJaHuX, KOJKEH 13 IKMX Ma€ CBO1 IIEpeBarv Ta OOMEe)XKCHHS.
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3actocyBaHHs 00(dycKarlii cTae 0COOMBO aKTyaJIbHUM y CBITJII CydacHUX Kibep3arpo3
Ta MOCTIHHO 3pOCTAIOYOr0 00CATY JaHUX, IO 00pOOISAIOTHCS B IUPPOBUX cucTeMax. OkpiM
TOTO, JUTS €PEKTHBHOT'O 3aXUCTY METAJJAHUX BaXJINBO BUKOPUCTOBYBATH KOMIUICKCHUH ITiJTXi],
10 BKJIIOYA€ HE JuiIe obdyckariro, ane W iHIII METOAM 3aXUCTY, Taki SK mH(pyBaHHS Ta
VOPaBIIHHSA JOCTYHOM. Y TPAKTUYHOMY PO3AUNT MH PO3IVISTHYJIHM MOMKIIMBI TiIXOAU JI0
aBTOMAaTH3AIll TPOIECY 3aXUCTy METAJaHUX, 30KpeMa depe3 pPOo3poOKy CIIeliaTi3oBaHOTO
POTPaMHOTO 3a0e3MedYeHHs. 3alpoNOHOBAaHE MPOTPaMHE 3a0e3MEeUeHHs] MOYKEe aBTOMATHYHO
aHami3yBatu, o0 yCKyBaTH Ta BUIAIATH METaJaHi, 3a0e3Meuyroun 3axucT KoH(]imeHIiHHOT
iH(opmMarii mig yac poOOTH 3 BETUKUMH 0OCsSTamMu (aiis.

Takum 4MHOM, BIPOBAKEHHS 00(yCKaIil IK METOAY 3aXUCTY METaIaHUX € BAXKIMBUM
KpOKOM Yy 3a0esrneueHHi iHdopmaliiiiHoi O0e3neku B cydacHUX ymoBax. HapiiiHe mporpamue
3a0e3medeHHs Uil aBTOMATU3allii bOTO MPOLECY MOXKE CTATH KIFOYOBUM IHCTPYMEHTOM IS
KOMITaHi# Ta opraHizailiii, o MparHyTh 3aXMCTUTH CBOI JIaH1 BiJl HECAHKIIIOHOBAHOTO JJOCTYITY
Ta BUKOPUCTAHHS.
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APPLICATION OF OBFUSCATION FOR PROTECTING FILE METADATA FROM
UNAUTHORIZED ACCESS
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This article addresses the issue of protecting file metadata from unauthorized access through obfuscation.
Metadata plays a key role in modern digital systems, providing essential information about files, such as
authorship, creation date, geolocation, device type, and other attributes that help identify and classify them.
However, this data can become vulnerable to cyberattacks, as malicious actors may use metadata to gather
confidential information or launch attacks on users and organizations. The article provides a detailed analysis of
various metadata obfuscation methods, including encryption, masking, and falsification, each with its own
advantages and disadvantages. Encryption ensures a high level of protection but requires key management, which
can be challenging for large organizations. Masking involves replacing real metadata values with pseudonyms or
random values, while maintaining file functionality. Metadata falsification involves creating false information to
mislead attackers. In addition, the article proposes the concept of specialized software for automated metadata
protection that allows users to automatically obfuscate or delete file metadata during processing or transmission
over the network. The software also includes the ability to process files in bulk, which is crucial for organizations
working with large amounts of data. Such solutions are highly relevant in the face of modern cyber threats, as
they provide a high level of confidentiality and data protection. An important aspect is that the proposed software
not only obfuscates data but also integrates with other systems to automate protection processes. Thus, the work
highlights the importance of obfuscation as a tool for improving the level of information security and protecting
confidential information. The proposed software solution represents a promising step toward addressing the issue
of data leaks through metadata and can be applied in various industries, including medicine, education,
architecture, and game development, where data protection is crucial.

Keywords: metadata protection, obfuscation, encryption, masking, falsification, software.
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KPANITOT' PA®IA IICJIS KBAHTOBOI EPH:
HOBI BUKJIMKH TA PIINEHHS JJISI IH@OPMALIMHOI BE3IEKH

A. C. Komsmal, A. B. ITaBmumxko?, B. ®. JliTBinoB?
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Y cywdacHOMy CBiTi, A€ KBAaHTOBI TEXHOJIOTii IIBHIKO PO3BHBAIOTHCS, TPATUIIiHI
KpunrorpadigHi CHCTEMH CTHKAIOTHCSA 3 CEpHO3HUMH BHKIMKaMH. KBaHTOBI oO4mMCIeHHS
3[IaTHI TTOPYIIUTH OCHOBU CyYaCHHX KpHUNTOrpadidHUX MPOTOKOMiB, Takux Ik RSA i ECC,
LUIIXOM 3aCTOCYBaHHS allOPUTMIB, SKI MOXYTh 3JaMaTH I CHCTEMH 32 DPEKOPIHO
KopoTkuii uwac. Lls cTarTs npUCBSYeHA aHai3y BIUIMBY KBAHTOBUX TEXHOJOTIH Ha
kpuntorpadiro, a TaKoX HEOOXITHOCTI CTBOPEHHS HOBHX PillleHb JUIsl 3aXUCTy iH(opMarii.
MeTol0 JaHOTO HAayKOBOTO JOCHIKEHHS € OIiHKa CY4YacHOTO CTaHy HOCTKBaHTOBOI
kpuntorpadii Ta BHSBIEHHS HOBHX MiAXOMIB, SKI MOXYTh 3a0€3M€UNTH HAIiHUN 3aXHUCT
iHpopMaii B yMOBaX KBaHTOBOTO Iporpecy. Y poOOTi pO3rIAOarOThCS TaKi HAPSIMKH, SK
Kkpunrorpadist Ha OCHOBI PEIIITOK, KOJIOBa KpUOTOTpadis, My TbTHBapiaHTHA KpUOTOTpadis
Ta KpunTorpadis Ha OCHOBI xem-pyHKIid. HaykoBa i mpakTH9HA 3HAYYIICTh i€l poOOTH
MOJIATa€e B TOMY, IIJO BOHA JONIOMArae 3po3yMiTH BUKJIMKH, SIKi IOCTAIOTh IIEpe]] CyIacHOI0
Kkpunrorpadicto B yMOBaX KBaHTOBHUX OOYHCIICHB, i IPOIOHYE MOIIMBI PIIICHHS U iX
MOTONIAHHSA. MEeTOOJIOTIsl TOCHIIKEHHS BKIIIOYAE OTJLII JITEpPaTypH, aHANi3 iCHYIOUHX
KpurntorpadiyHuX CHUCTEM, a TaKOX OLIHKY iX CTiHKOCTI J0 KBaHTOBHMX arak. OCHOBHI
pe3yabTaTH pOOOTH MOKA3YIOTh, IO IMiAXOMU Ha OCHOBI PEIITOK Ta KOJMiB MalOTh BHCOKY
CTIMKICTh JI0 KBAaHTOBUX aTak i MOXYTh OyTH BHMKOpPHUCTaHi Jisi PO3POOKH HOBHUX
kpuntorpadiyaux  nporokosiB. Takox Oyno BHSBIEHO, MO MYJIbTHBapiaHTHa
kpuntorpadis, Xxo4a i mokaszye oOIlSI0YM PE3YNIBTATH, NOTPeOy€e MOAANBIINX JOCIHIIKEHb
JUIS ONTHMI3allil MPOAYKTUBHOCTI. BUCHOBKH MOCHIIKCHHS MiAKPECIIOIOTh BaXKJIUBICTh
KOMILUIEKCHOTO MiAX0My 0 Oe3nexu iHopmallii B yMoBaX KBaHTOBOTO Iporpecy. LliHHICTE
MIPOBEJICHOTO  JIOCHI/DKCHHSI TIIOJISiTa€ B HWOrO0 BHECKY Yy PO3BHUTOK ITOCTKBAHTOBOI
kpunrorpadii, OCKUIBKM BOHO HE TiTbKH BHU3HAYA€ aKTyallbHI BHUKJIHKH, alie # MPOIMOHYE
HOBI HaIpSIMKH JUIT MaiOyTHIX JOCIimkeHb. [IpakTWdHe 3HAYCHHS MiJACYMKIB poOOTH
MoJIArae B TOMY, IO PE3YJIbTATH MOXXYTh OyTH BHUKOPHCTAHI AT PO3POOKH Oe3redHux
iH(pOpPMaLiHIX CHCTEM Y KOHTEKCTi KBAHTOBHX 3arpos.

KoarouoBi ciioBa: noctkBanToBa kpunrtorpadis, iHpopmManiiina 6e3neka, kpunrorpadis Ha
OCHOBI peIIiTOK, KOJoBa Kpunrorpadis, MyJIbTHBapiaHTHa Kpunrtorpadis, KBaHTOBI
KOMIT'FOTepH, KpUMTorpagiuHi MpoTOKOIIH.

Beryn. 3 po3BUTKOM KBaHTOBUX OO4YMCIEHb KpunTorpadis, sfika € OCHOBOIO Cy4acHOL
iHpopMaliifHOi Oe3neKu, CTUKAETbcd 3 HOBUMH BHUKIMKaMu. CywacHi Kpunrorpadgiusi
anroputMu, Taki Sk RSA, DSA Ta anropuTMu Ha OCHOBI ENINTUYHUX KPUBUX, LIUPOKO
BUKOPUCTOBYIOTbCS  JUISL  3aXHUCTy KOHQINEHUIWHUX JaHMX, OHJIAWH-TpaH3akUiili Ta
KOMYHIKaI[iii B 1HTepHeTi. BoHM 3a0e3neuyroTh HaAiiHYy Oe3neKy 3aBIAsSKU CKJIaJHOCTI
dakTopusaimii BETMKUX uYuces ab0 BHUPINIEHHS JMCKPETHHUX JiorapupMmiB, MO0 €
O0YHCITIOBAIEHO HETIOCHJIBHUMH JUISI KJIACHYHUX KoMl toTepiB. [IpoTe 3 po3BUTKOM
KBaHTOBHMX OOYMCIIEHb IOCTaJIa 3arpo3a TPAAULIHHUM KpUNITOrpadiyHUM METOoJaM, sIKi BXKe
KUJIbKA JIECATUIIITh BUKOPUCTOBYIOTHCS i 3a0e3nedeHHs iHpopmarliiiHoi 0e3nexku. KBanToBi
KOMIT'IOTEPH  BUKOPHCTOBYIOTH NPHUHIUIM KBAaHTOBOI MEXaHIKHM, 30KpeMa KBaHTOBY
CYTIEPIIO3UIIII0 Ta KBAaHTOBY 3aIUTyTaHICTh, 3aBASKH SKHM BOHH MOXYTh OIHOYACHO
0o0pobnsiTH OaraTto BapiaHTIB pilleHHS 3aAayi, MO0 POOMTH iX HabaraTo MIBUALIMMHU IS
NIEBHUX OOYHCITIOBAILHUX 3aBJIaHb, K, HAIIPUKIA[, (PaKTOpH3aIllis BETMKHX YHACENT a00 TOMIYK
y Benukid 0a3i gaHux. IToTyKHICTh KBAaHTOBUX KOMIT'IOTEpIB JI03BOJISE 37aMaTH Oarato 3
ICHYIOUHX KpHUOTOCHCTEM 3a nonomororo anroputmiB [lopa [1] ta I'poepa [2], 10 cTaBUTH
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MiJ] 3arpo3y Oe3IeKy BEeIU4Ye3HUX 00CSTIB JaHUX y pi3HUX chepax — Bij AepKaBHUX CEKPETiB
no OaHKIBCHKHX TpaH3akiiid. KBaHTOBI KOMIT'IOTEpH 3/1aTHI BHKOHYBAaTH OOYMCIICHHS, SIKi
3aliMalOTh TUCAYONITTSA Ha KJIACUYHUX MAalIMHAX, Y PEKOPAHO KOPOTKI CTPOKHU. AJIFOPUTM
[lopa, 30xpeMa, Moxe e(pEKTUBHO (PaKTOPU3YBATH BEJIMKI YMCIA, IO CTABUTH I 3arpo3y
cxeMu mHdpyBaHHSA Ha OCHOBI (akTopu3alii. Anroput™m I'poBepa 3MeHIlye yac MOUIYKY Y
BEJIMKMX MPOCTOpaxX KIIOYiB, IO CTAaBUTh MiJ CYMHIB CTIHKICTh 0araTboX CHUMETPHYHUX
mudpis. L1 BIAKpUTTS BKe MIAMTOBXHYJIN KPUNTOrpadiuHy CHUIBHOTY IO MOIIYKIB HOBHX
pimeHs — kpunTorpadii mcis KBaHTOBOi epH (post-quantum cryptography), sika MOBHHHA
3a0€3MEeYHUTH CTIMKICTh JI0 aTaK KBAHTOBHX KOMITFOTEPIB.

OcHOBHAa MeTa IIOCTKBAaHTOBOi KpunTorpagii moJsrae y CTBOPEHHI HOBHUX
KpUNTOrpaiuyHUX anropuTMiB, SKI 3aJIMIIATHCA HAIIWHUMHM HaBITh Y CBITI KBaHTOBHUX
oOuncienb. HaykoBii Ta iHkKeHepH aKTUBHO HPAIIOIOTh HAJl PISHOMAHITHUMH IT1IX0AaMH, 110
0a3yI0ThCsl Ha CKJIAJHUX MaTeMaTHYHUX Mpo0iieMax, 5Kl KBAHTOBI KOMII IOTEPU HE MOXKYTh
BUpIUTH edekTuBHO. Lli MeToaum mnpomoHyoTh HOBI cxemMH HmM(pyBaHHS, HUPPOBUX
MIANUCIB Ta ayTeHTHdikaiii, sSKi MalOTh BUTPUMYBATH aTaKd KBAaHTOBUX KOMII IOTEPIB.
3o0kpema, kpunrorpadis Ha OCHOBI PEUIITOK JEMOHCTPY€E 3HAYHHM IMOTCHINAN 3aBISKH CBOIH
CTIHKOCTI OO0 BIIOMUX KBaHTOBHUX aTak. BoHa BHUKOPHUCTOBYe MpoOjeMH 3 JIiHIHHOIO
anreOporo, Taki K MpoOiieMa HAHKOPOTIIOro BeKTOpa abo HaBYAHHS 3 MOXHOKAMH, SKi €
CKJIaJHUMHM He JIMIIE JJIs KIACUYHUX, ajne ¥ JUIs KBaHTOBMX OOYMCIIEHb. [HIII miaxonau, Taki
K KoJoBa Kpumnrorpacdis Tta kKpunrorpadis Ha OCHOBI XemI-(yHKIIH, TaKOXK MPONOHYIOThH
HaJIMHI pillleHHs, ane IX 3acTOoCyBaHHS Hapasi oOMexeHe cnenudiyHuMH cdepamMu abo
notpedye BEMKUX 00CATIB TaHUX ISl peai3arii.

VY wiif cTaTTi MU PO3TIISTHEMO Cy4YacHI1 BUKJIMKH, IO MOCTAIOTh Mepea Kpunrorpadiero
B €IOXYy KBAHTOBHX OOYHMCIIEHb, a TAaKOX IPOAHAIIZYEMO MEpPCHEKTHBHI KpuUOTOrpadivHi
METO/H, SKI MOXKYTh 3aXUCTUTU 1H(opMaliiiny 6e3neky y MailOyrHboMy. OcoOauBY yBary
OyJe MpUIUICHO OMIHII €()EKTUBHOCTI HOBHX IIIXOJIB, MOKIMBAM IIISIXaM CTaHIAApTH3AIIl
Ta BHUKJIMKaM iX BIPOBAKEHHsS y peajibHlI cUCTeMHM. TakuM 4YMHOM, Kpunrorpadis micis
KBAaHTOBOI €pu NOTpeOye TIMOOKOTo MEePEeOCMUCIICHHSI CYYacHUX MMiIXOAiB 10 MH(pyBaHHS,
11100 3a0e3neUnTH HaAIHNI 3aXUCT JaHUX HAaBITh B YMOBAX MOTYXHHUX KBAaHTOBUX 3arpo3.
Orasp aiteparypu. KBaHTOBI 00UMCIIEHHS, X04a 1€ epedyBaloTh Ha PaHHIX CTaJisX CBOTO
PO3BHUTKY, BXKE€ CIPOBOKYBAJIM 3HA4YHI 3MIHM B Tany3i Kpunrorpadii ta iHdopmariiHoi
6e3neku. Bigkpurrsa anroputmis [llopa Ta ['poBepa cTano kaTtanizaropoM Ajsl TOCHIIKEHb Y
rajysi MOCTKBAaHTOBOi KpunTorpadgii, MeTa sSIKoi — CTBOPEHHs CTIHKMX J0 KBAaHTOBHMX aTak
kpuntorpadiuaux cucreM. OcTaHHI JOCHIDKEHHS B raiy3i Kpunrorpadii cBiayaTh Mpo
HEMHMHYUYUH BIUIMB KBAaHTOBUX OOYMCIIEHb Ha Oe3neky HU(ppoBUX KOMYyHiKawliil. ¥ poOorti
[lopa [1] 3ampornoHOBaHO aNTOPHUTM, SKUW J03BOJISIE KBAHTOBUM KOMIT'tOTepaM €(hEeKTUBHO
(dakTOpU3yBaTH BEJNMKI YHWCNIA, IO poOMTH Taki kpunrtocuctemu, sik RSA Ta ECC,
BpaznuBuMHu. Kpim Toro, mocmimxeHHss ['poBepa [2] mokaszanu, 1m0 KBAaHTOBI MOIIYKOBI
QITOPUTMU MOXYTh 3HU3UTH €(PEKTHBHICTh CTIMKMX A0 aTaK aJrOpUTMIB CHUMETPHUYHOTO
mudpyBanHs, Takux sk AES, ckopouyroun yac HEOOXITHHMM I aTaku IpyOoOr0 CHIIOKO B
KBaJgpaTHOMy cryneHi. CyudacHa JiTepaTypa OXOIUIIOE€ pPI3HOMAHITHI MIXOAM 10 L€l
npobiieMu, cepel SKUX BHIAUISIOTBCA KpuUOTorpadiss Ha OCHOBI DEIIITOK, KOJIOBa
Kpunrorpadis, MyJIbTUBapiaHTHI METOH, XEIIOBaHa KpUNTorpagis, KUIbIEBl CXeMH Ta 1HIIII.
3a ocTaHHI KUIbKa POKIB KiJIbKa HAYKOBUX Ipallb OYyJI0 MPUCBSYEHO JOCIIHKEHHIO CTIHKUX 10
KBaHTOBUX oOuucieHp anroputmiB. Hampukman, gochimkenHs Yanra [3] Ta Sura [4]
(bOKyCYIOThCS Ha IOCTKBAHTOBIM Kpunrorpadii, 1m0 6a3yeTbcsi Ha MAaTEMAaTUYHUX MTPoOIIeMax,
CTIMKHMX J0 KBaHTOBHX aTak. 30KpeMa, Kpunrorpadis Ha OCHOBI PEIliTOK Ta CXeM KOJyBaHHS,
takux sk NTRU ta Kyber, cranu npeamerom nuinpHOI yBaru BueHUX Ta iHxkeHepiB. Komosa
kpunrorpadis, 3amouatkoBaHa me B 1978 pomi PobGeprom MakEnicom, crana oaHum i3
HalCTapilMX MiIXOIIB 10 MOCTKBAHTOBOI Kpunrorpadii. B ocHOBI 1bOro MeTony JIEKUTh
BUKOPUCTaHHS BAXXKOCTI JIEKOJYBaHHS BUIAJKOBUX JIHIHHUX KOJIB, IO BBAKAETHCA
CKJIA/IHOIO 3a/1a4€l0 HaBiTh JJIi KBAaHTOBUX KoM t0TepiB. OAHAK, MOMPH CBOIO CTIMKICTH /10

184



[HOOPMATHKA TA MATEMATNYHI METO/I B MOZAEJIFOBAHHI = 2024 = Tom 14, Ne 3

KBAaHTOBUX aTak, kKpumnrocuctema McEliece mae meBHI OOMEXEHHs, 30KpeMa IMOB's3aHl 3
BEJIMKMMHU PO3MipaMH KJIIOUiB, 110 YCKJIATHIOE 1i BUKOPHCTAaHHS y peaibHUX yMoBax. Pobora
bepumreiina, Jlanre ta Ilitepca [5] mocmimxkye cinaOki Micis Ii€i KPUOTOCHCTEMH Ta
MPOMOHYE MUISIXH iX YCYHEHHS. ABTOPY TOKa3aJd, M0 32 JOIMOMOTOK 30UIBIICHHS PO3MIpiB
KJIIOYIB MOXHA 3HAYHO MIJBUIIUTU O€3MEeKy CUCTeMH, aje L€ TaKOoX IPU3BOAUTH M0
30UTBIIICHHS] BUMOT JI0 TIaM'sTi Ta o04HcIoBaIbHUX pecypciB. [lompu 1i mpobiemu, KogaoBa
KpUITorpadis 3a1MaeTbCsl BaXKJIMBOIO YaCTHHOIO TOCTKBAHTOBOI Kpuntorpadii, 1 TpUBarOTh
AKTUBHI JOCTIKEHHS MO0 il omTUMi3arii Uisi 3MEHIIEHHS! OOYUCITIOBATBHUX PECypCiB Ta
MOKpAICHHS! TPOYKTUBHOCTI. 3arajoM, JiTeparypa y raiay3i IOCTKBAaHTOBOI Kpurrorpadii
JIEMOHCTPY€ BEJHKY KUIBKICTh JOCIHIIKEHb, CIPIMOBAHUX HAa CTBOPEHHS KpUOTOrpadidHuX
CHUCTEM, 3/JaTHUX BUTPUMATH aTaku KBAHTOBMX KoMm'torepiB. Hes3Baxarounm Ha
PI3HOMaHITHICTh MiJXOMIB, iICHY€E CIJIbHA MeTa — pO3poOKa aJropuTMiB, fAKi 3a0e3meyaTh
0e3reKy y MaiilOyTHbOMY KBaHTOBOMY CBITI.

Meta pob6oru. Mertoro 1i€i pobotu € BcebiuyHe MOCHIIKEHHS KpUNTOrpadidyHUX METO/IB,
3MaTHUX 3a0e3neunTH iHpOopMaIiiiHy 0e3MeKy B yMOBaxX PO3BUTKY KBAaHTOBUX OOYHMCIICHB, a
TaKOX aHai3 HOBHX BHKIMKIB, IO IOCTAIOTh IEpE] Cy4acHOI KpumnTorpadiero y CBITII
KBaHTOBHUX 3arpo3. OcoOnMBY yBary HpPUIUIEHO IOCTKBAHTOBUM aJTOpPUTMaM, 3JaTHUM
BUTPUMATH aTakKd KBAaHTOBUX KOMIT'OTEPIB, Ta iX MPAKTUYHUM 3aCTOCYBaHHSIM. Y poOOOTI
nepeadavyaeTbCsl BUBUEHHS CYyYacHOTO CTaHy IOCTKBaHTOBOI Kpunrorpadii. Bixe cporonHi
IPOTIOHYIOTHCS HOBI aIrOPUTMH Uisl M (pyBaHHs, HU(POBUX IMiANHUCIB 1 ayTeHTH(IKAIIT, 110
MalTh CTaTH OCHOBOK JJisi NOOYJOBM CTIMKMX 10 KBaHTOBUX aTak cucreM. Okpim
TEOPETUYHHX AaCIEKTiB, METOI € TaKoX OIliHKa e(EeKTUBHOCTI 3alpOIIOHOBAHUX
KPUITOCUCTEM, X MPOJYKTUBHICTh 1 MPAKTHUUHI MOXIIMBOCTI BIPOBaKeHHs. PoboTa Takox
CIpsSMOBaHA Ha BH3HAUCHHS KJIIOYOBMX BHKIIMKIB, 3 SKHMU CTUKAEThCA ITOCTKBAHTOBA
kpunrorpadisi, Takux sK 30UIBIIEHHS PO3MIpIB KJIKOYIB, BHUMOTH JI0 TIaM'siTi Ta
O0YHCITIOBAIBHUX PECYpCiB, M0 MOXYTh OOMEXYBaTH iX NpaKTU4HE 3acTocyBaHHs. Ha
OCHOBI IILOTO aHajii3y Oynae 3ampolOHOBAHO MUISIXM BHUPIMIEHHA IUX MpodieM Ta
NEPCIEKTHBH CTAHIApTH3aIlil HOBUX KPHUNTOrpadiyHUX alrOPUTMIB ISl 3aXHCTy JaHUX Y
KBaHTOBIH epi. Takum 4MHOM, MeTa POOOTH MOJArae B po3poOIi TEOPETUYHOI Ta MPAKTUYHOI
0a3u 11 1MOOYyAOBM CTIMKMX 1O KBAHTOBUX aTaKk KpUNTOrpadiyHUX CHCTEM, 3AaTHUX
3a0e3neunTH HafiiHui 3aXucT iHpopMallii y CBiTI MailOyTHHOIO KBAaHTOBOTO OOUYMCIICHHS.
OcHoBumii po3aisi. ITloctkBanToBa KpunTorpadis, 1m0 BKIOYaE B cede po3poOKy
KpUNTOrpadiuHUX CXeM, CTIMKMX [0 KBAaHTOBUX KOMI'IOTEpIB, € aKTHUBHOIO c(eporo
JOCTI)KEHb, fKa OXOIUIIOE KUIbKa MIAXOAIB: KpUITOrpadis Ha OCHOBI PEIITOK, KOJIOBa
Kpunrorpadis, MyJIbTUBapiaHTHI METOIU, Kpunrorpadis Ha OCHOBI xem-QyHKLIH Ta iHII
nepcrneKTUBHI HanpsiMu. Hukde netanbHO pO3IIISIHYTI OCHOBHI PE3YJbTaTH JOCHIKEHb LIUX
METO/IB Ta X MPAKTUYHE 3aCTOCYBAHHS.

Kpunrorpadist Ha ocnoBi pemritok (Lattice-based cryptography) € oguuM 13 HaOUTBIIT
NEpCHEeKTUBHUX 1 JOCHIDKYBAaHMX HaNpsMKIB IMOCTKBaHTOBOi Kpumnrtorpadii. Lled minxin
0a3yeTbCs Ha CKJIAQJHUX MaTeMaTUYHUX Mpodjemax, sIKi BaKKO BHUPILIUTH HaBITh IS
KBAaHTOBHUX KoMI'toTepiB. OCHOBHOIO IepeBaror Kpumrorpagii Ha OCHOBI peUITOK € ii
CTIAKICTh 10 BIJJOMHX KBAHTOBHX aTaK, a TaKOXX THYYKICTh, IO JO3BOJISIE CTBOPIOBATU
pi3HOMaHITHI KpUOTOTrpadiuHi CXeMHM 1 Mae IIUPOKUI CHEKTP 3aCTOCYBaHb, 30Kpema s
mu@pyBaHHs, LUPPOBUX MIANUCIB Ta cxeM ayreHTH(dikauii. [IpoGnema HaB4yaHHS 3
noxubkamu (Learning with Errors, LWE), 3anpononoBana Onenom Pereem [6], € onHiero 3
HEHTpaJbHUX KOHUENIi y kpunrorpadii Ha ocHOBI pewiTok. Jlocnimkenns Peresa crano
dyHaaMeHTOM Ui CTBOPEHHsS 0araThOX CY4YacCHHUX KPUOTOCHCTEM, IO OTpUMAIU
MOMYJISPHICTh Y HAYKOBHUX Ta 1HKEHEPHUX CHIIHHOTAX 3aBISKH CBOIM TEOPETHUYHIN CTIHKOCTI
Ta MOTeHIiiHIN edexkTuBHOCTI. llel miAXiy TIPYHTYeThCS Ha MPHUMYIICHHI, IO 3ajJaya
BUPIMIEHHS CHUCTEMH JIHIWHUX PIBHSIHb 13 BHITAJIKOBUMU TIOXHOKAMH € CKJIQIHOIO ISt
pPO3B’sI3aHHS HAaBITh M KBAaHTOBUX KOMIT'IOTEpiB. VY KJIAaCHYHOMY BHIIQJKYy 3ajada
BUpIIIEHHS Takux cucteM € NP-ckiiagHoto, 10 poOUTh 11 MPUAATHOIO ISl KPUIITOTpapiuHUX
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3actrocyBanb. LWE BigkpuB IHMpPOKI MOXJIMBOCTI JJIsi CTBOPEHHS KpUOTOrpadidyHUX
QITOPUTMIB, TAaKUX SK CUCTEeMU WIU(PYBaHHA, CTiMKI 10 KBAaHTOBUX arak. KpiMm Toro, Ha
ocHoBi LWE 0Oyio po3po06ieHo Kijgbka cXeM HMU(PPOBHX IMIAMKUCIB, 110 BUKOPUCTOBYIOTHCS Y
cyuacHUX Kpunrorpadiunux crangaprax. [ocmimkenns PereBa crano ¢yHmamMeHTOM ISt
CTBOpPEHHSI 0ararb0X Cy4aCHUX KPHUITOCUCTEM, L0 OTPUMAIU MOMYNSPHICTh Y HAYKOBUX Ta
IH)KCHePHUX  CIUIBHOTAX 3aBISKH CBOIM TEOPETUYHIN CTIMKOCTI Ta MOTEHIIHHIN
edextuBHOCTI. OnHak edexTuBHICTH peamizanii LWE-3acHoBaHWX cHCTEM 3aIUIIAEThCs
OJTHIEI0 3 OCHOBHHUX TMpOOJIEM, OCKUJIBKM TakKi CHCTEMH 4YacTO BUMAaraloThb 3HAYHUX
00UYHCITIOBAIBHUX PECYPCIB 1 BEIUKHUX Po3MipiB KirouiB. 1106 mokpamutu mpoyKTUBHICTh
KPUITOCHUCTEM Ha OCHOBI PEWIITOK, y MOJAIBLIMX JOCIIIKEHHSIX Oylio 3amporoHOBAaHO
moaudikamito LWE — mpobGnemy HaBuanHs 3 moxuOkamu Han kuibisamu (Ring-LWE).
OcHoBHa iz1es 1iel MoaudiKarii mossirae y 3aMii BEKTOPIiB Ha KiJIbIEBI €JIEMEHTH, 110 3HAYHO
3HIDKYE OOYMCIIIOBAJIbHY CKJIQJHICTh KpHOTOrpadgidyHuX omepariil. J[ocimikeHHsS B IIbOMY
HanpsMKy, 30Kpema pobotu JlrobaceBcekoro, Ileiikepra i Peres [7], mpomeMoHCTpyBaiu
3HAYHE TMOKpalieHHs1 e(heKTUBHOCTI O0e3 BTpaTu Oe3mneku, mo poobuth Ring-LWE omnum i3
NPOBIAHAX KaHAWJATIB JUIsl CTaHAAPTH3alii IMOCTKBAHTOBUX KpunTtocucreM. CucremMu Ha
ocHoBi Ring-LWE, Ttaki sk mmdpyBanus Kyber ta cxema mianucy Dilithium, Bxke Oynu
pexomenaoBani [8] mms crammaprusanii y pamkax iHimiatuBu NIST (National Institute of
Standards and Technology) 3 moctkBanTOBOi Kpuntorpadii. L{i cucremu 3abe3nedyroThb
BUCOKY CTIHKICTh 10 KBAHTOBHX aTak NpPU BIAHOCHO HEBEIMKHX BHMOTaxX [0
00YMCIIIOBAILHUX PECYPCiB, 10 POOUTH IX MPUAATHUMHU ISl IPAKTUYHOTO BUKOPHUCTAHHS Y
Oaratbox cdepax, Bi MOOUIBHHUX HPUCTPOIB IO XMapHUX cepBiciB. JlocmikeHHs B ramysi
KpunTorpadii Ha OCHOBI PEIIITOK MPOJOBXKYIOTh PO3BUBaTHCH, Hanpukian, Kpic [laiikeprt y
cBoOiii poOoTi [9] 3poOUB OIS AECATUPIYHUX AOCATHEHbB Y 1ii Tany3i. BiH poOUTh akueHT Ha
MEPCIEKTUBHUX allTOPUTMAaxX, OCOOJIMBO Ha cxeMax Mu@pyBaHHS Ta HU(POBUX MIANUCIB, 110
0a3yroThecs Ha npobOiiemi HaByaHHA 3 nommiikamMu (LWE). Ornsia Bkilo4ae neTanbHUA aHawi3
Cy4aCHHMX MIJXOJIIB, TaKUX SK PEIIITKOBI alrOpUTMH, 1 HA/a€ HAMPSAMKHU AJS MOAAIBIINX
JOCIIJKEeHb y 1iH Tamy3i. Pobora [laiikepTa crana KOpUCHUM pecypcoM Ui Kpunrorpadis ta
JIOCIIJTHUKIB, SIKI IIyKalOTh HaJiiHI METOAM 3axXHCTy B yMOBax MalOyTHIX 3arpo3 BiX
kBaHTOBUX Komm'toTepiB. Kpim LWE, icHyloTh iHIII BaXKIMBI MaTeMaTW4yHl MpoOsieMH, Ha
AKMX 0a3zyeTbcsi KpUNTOrpadiss Ha OCHOBI PEIIITOK, 30Kpema IpobiiemMa HaWKOPOTIIOTO
BekTopa (Shortest Vector Problem, SVP) ta mpoGnema Haitbmuxvoro Bektopa (Closest
Vector Problem, CVP). Lli 3ana4i € HaJA3BUYaiHO CKJIQJHUMH SK JJIs KJIACHYHUX, TaK 1 JIJIS
KBaHTOBUX KOMII IOTEPIB, 110 POOUTH iX mpuBabauBuMu it kpunrorpagii. Ha ocHoBI nux
3aa4 po3poOJIAIOTECS KpunTorpadidHi alrOPpUTMH, SKi MPOMOHYIOTh CTIiHMKI 70 KBaHTOBUX
atak pimeHHs. OfHak i npoOieMHu BUMAramTh IMTUOOKUX JOCIKEHb Y rainy3l TEOPEeTUYHOL
iH(OpMaTHKH, KBAHTOBOI Teopii Ta oOuMcIoBanbHOT MaTeMaTuku. [Iporpec y iX po3B's3aHH1
Mae Oe3nocepesiHii BIUIMB Ha Oe3MeKy cydyacHOi Ta MallOyTHbOi kpunrorpadii, 0coOimuBO B
KOHTEKCTI 3arpo3 3 00Ky KBaHTOBUX KOMIIT'FOTEPIB.

Komosa xpunrorpadist (Code-based cryptography). Kogosa kpunrorpadis — e oauH
13 Halicrapiliux MIAXOAIB A0 TOCTKBAHTOBOI Kpuntorpadii, sKUM TIPyHTYETbCcd Ha
BUKOPHUCTAHHI BYKKOCTI JICKOTyBaHHSI BUITAIKOBUX JIIHIMHUX KoAiB. HaifBigominra cucrema B
it ramysi — kpuntocucrema McEliece, 3anpononoBana e B 1978 pori. Bona BukopuctoBye
koau 'onma (Goppa codes) ans 3abe3neueHHst CTIMKOCTI A0 aTtak. OCHOBHOIO NEPEBAror0
kpuntocuctemMu McEliece € ii cTiiikicTh 4O aTrak KBaHTOBHX KOMII IOTEPiB, 30KpeMa 10
anroputmy [llopa. OgHaK KIHOYOBOO MPOOIEMOIO 3aTUIIAETHCS HAIMIPHO BEITUKHA PO3MID
nyOJIIYHUX 1 MPUBATHUX KIIOUIB, IO YCKIAAHIOE ii BOPOBAKEHHA Yy 0araTboxX Cy4acHHX
cucremax. [lompu me, McEliece 3anmumaeTscsi oqHUM 13 HaWOLIBII BHUBYCHHX 1 HATIHMHUX
HiAXO0/IIB y HOCTKBAaHTOBIN Kpunrorpadii. OctanHi 1ociiakeHHs, 30KkpeMa pobota bepiireiin,
Jlanre Ta Iletepc [5], 3ocepemkeHi Ha omTuMi3alii i€l KPUNTOCUCTEMH [JISI 3MEHIICHHS
BUMOT JI0 TaM'sTi Ta MiABUIICHHS €(EKTUBHOCTI, IO BiJKpPHMBA€ HOBI MOXKIUBOCTI AJs il
BUKOPUCTAHHS Yy TPAKTHYHUX 3acTOCyBaHHsAX. KpiM kimacmuHux KoniB [omma, y KomoBii
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kpunrorpadii gocmimpKyroThess ¥ iHImI komau, 30kpema koaum LDPC (Low-Density Parity-
Check) Ta xomu ©Ha ocHoBi momiB Pima-Comomona. Ili koam TakoX MOXKYTh
BUKOPHUCTOBYBATHCS Il MOOYJOBH CTIMKMX KPUNTOCHUCTEM, OJHAK BOHH CTUKAIOTHCS 3
noniOHUMHU Tpobiemamu, mo i kpunrocucreMa McEliece, 30kpema BEIMKUMH poO3MipaMu
KIIOYIB Ta 3HAYHOIO CKJIAJHICTIO JekoayBaHHsA. [lomampim AOCHIIKEHHS Yy ik Taimysi
CHpsSMOBaHI Ha ONTHUMI3AIlil0 BUKOPUCTAHHS LUX KOMIB Ui IiJBUIIEHHS €(EeKTHBHOCTI
KPUITOCUCTEM Ta 3MEHILIEHHS! BUMOT 0 O0YHCIIIOBAILHUX PECYPCIB.

MynetuBapianTHa kpuntorpadis (Multivariate cryptography) 0a3yerbes Ha
BUKOPHUCTAHHI HEJIHIMHUX CHCTEM pIBHSIHBb 3 OaraTbMa 3MiHHUMH HaJ KIHIIEBUMH IOJISIMH.
3aBAsSKU CBOIM MaTeMaTHYHIA CKJIAIHOCTi, W MiAXiJg € OJHUM i3 TEPCIEeKTHBHHUX IS
CTBOPECHHS CTIMKUX JO KBAaHTOBUX arak kpunrtocucteMm. JDkyHb [in Ta beni SHr y cBoiit
kHu31 [ 10] HagamM orisig OCHOBHUX JITOPUTMIB, IO BUKOPUCTOBYIOTHCS Y MYJIbTHBApiaHTHIN
kpunrorpadii. OIHUM 13 HaWBIAOMINIMX TPHUKIAIIB MYJIbTHBapiaHTHOT KpunTorpadii €
anroput™ UOV (Unbalanced Oil and Vinegar), sikuii BAKOPHCTOBYETBCS Il CTBOPEHHSI CXEM
nudpoBux mianucie. BiH 0a3yeThcss Ha BUPINIEHHI CHCTEM HEIIHIWHHUX PIBHSIHBL (30Kpema
KBaJIpaTHUHUX ) Y ckiHueHHOMY 1oJ1i. UOV po3BHBA€THCS HA OCHOBI 171€1 OMEPEHBOI CXEMHU
Oil and Vinegar, sixa mae aBi rpynu 3miHHUX: "macnsHi" 3miHHI (o0il variables) 1 "omrosi"
3MiHHI (vinegar variables). B UOV kinmbpKicTh 3MiHHHX OLTY 3HAYHO OiNbINa 3a KiTBKICTH
MAacCJISIHUX, 10 POOUTHh CHUCTEMY acHUMETpH4HOIO, 3Bifcu K Ha3Ba "Unbalanced." Cxema €
CTIMKOIO /10 KBAaHTOBHX aTak 1 3a0e3redye BUCOKY MPOAYKTHUBHICTh. OIHAK TOCIIKEHHS
BusBwid, mo UOV wmoxe OyTH Bpa3iuBUM [0 T[EBHUX THIIB KIACHYHUX aTak, IO
MiKPECIIOe HEOOX1THICTh MOAAIBIINX JOCTIDKCHb Y 1IbOMY HampsMKy. Rainbow — 1e mie
OJIHa MYJIbTHBapiaHTHa KpUNTorpadiyHa cxema MiANUCYy Ha OCHOBI KBaJpPAaTHYHUX PIBHSHB,
ska po3BuHyTa 3 Moneni UOV. Rainbow posmmproe kormemnmiro UOV nuisixom J01aBaHHS
KUIBKOX IIIapiB 3MIHHHMX, KOJKEH 3 SIKUX B3a€MOJII€ OJUH 3 OJIHUM IEBHUM YMHOM. Llei miaxin
pPOOHUTH cHCTEMY CKJIAIHIIION I aHaJli3y, OCKIIBKM IpU OOYHCIICHHI MIANHUCY 1 MepeBipii
BPaxOBYIOThCS KUIbKa MIapiB 3MIHHUX, IO B3a€MOJIIIOTh HEMiHiiHO. Anroput™ Rainbow 6ys
¢inamicrom B koHkKypci NIST Ha craHmapTu3amilo TOCTKBAHTOBUX KPHUITOrpadidyHUX
QITOPUTMIB y KaTeropii HM(POBHUX MIAMUCIB 1 PO3IISNAETHCA SIK MOXKJIUBE PIIIEHHS [UIs
3axucTy iH(opMaIlii B €moxy KBaHTOBUX OOYHUCIICHb.

XemoBana kpunrorpadis (Hash-based cryptography) Ha ocHOBI xem-QpyHKIIH € 111e
OJIHIEI0 TEPCIEKTHBHOIO Tally33l0 IIOCTKBAHTOBOi Kpumnrorpadii. Bona € ogHum 13
HalfcTapilnx Ta HalHAIIMHIMMX MiaX0AIB Y Kpunrorpadii i Moxe 3a0€3MeUnTH CTIHKICTh 0
aTaKk KBaHTOBUX KOMIT'IOTepiB. BaxnMBUM acrekToM XemoBaHOi Kpunrtorpadii € te, mo il
Oe3mneka IpyHTYEThCS Ha HAAIMHOCTI Xem-QyHKIIN 10 3HaXOKeHHsI KOMi3ii, Takux sk SHA-
256 un SHA-3, 1m0 ycKJIaJHIOE 3]1aM CHUCTEM 3a JOIIOMOIOK KBaHTOBUX oO4HCIieHb. Panbd
Mepkn me y 1989 poui 3ampornonyBaB miaxia 10 HM(POBHUX MiANMUCIB, 3aCHOBAaHMM Ha
XEIIOBaHUX JepeBax, 1o oTpuManu Ha3By Merkle Trees OnHak, ofHi€I0 3 IpoOIeM € Te, 1110
el MeToa MOKe€ BHUMAaraTd BEJIHUKHX OOCSTIB OOYMCIIOBAIBHHX PECypCiB Ta mam'saTi U
30epeXeHHs BIAMOBIIHUX JepeB. Y CY4YaCHUX JOCIHI/DKEHHAX, TaKuX SK MyOmikarii
bepumreiin, Xtonbcinr ta iHmuX [11], Oya0 3amponoHOBaHO BAOCKOHAJIEHI METOJM Xelll-
mdpyBanHs, 30kpema cucreMu mignucie SPHINCS+. Bona BUKOpHCTOBY€E KilbKa piBHIB
nepeB Mepkia ansi CTBOpEHHsI OaraTopa3oBUX MiAMUCIB. B OCHOBI HOro MigMUCIB JEKUTH
cxema mignucy Jlemmopra (Lamport OTS) a6o Winternitz OTS (WOTS), mo BUKOPUCTOBYE
xem-QyHkuii ans obuncnenHs mignuci. SPHINCS+ Takox interpye anroputm Hypertree
JUIsL TIOJNIMIIEeHHS e(EeKTUBHOCTI Ta CKOpouYeHHs po3mipy mianuciB. Lli miamucu He
noTpeOyroTh 30epeXeHHs CTaHy Ta € MPAKTHUYHUMHM Ul BUKOPUCTAHHS Y pPEalbHUX YMOBaX,
110 poOUTH TX MOTEHLIMHUM CTaHJAPTOM y MOCTKBaHTOBIN kpunrorpadii. Takoxx SPHINCS+
O0yB onHuM 13 ¢inamictiB KoHKypcy NIST 3 moctkBaHTOBOI KpunTorpadii, 110 03Ha4a€e BiH
BBAXAETHCS OJHIEID 3 TMEPCIEKTUBHUM DIMICHHSAM [UIS CTaHAApPTy TOCTKBaHTOBOT
Kkpunrorpadii 3aBISKM CBOi yHIBEpPCaJIbHOCTI, CTIHKOCTI JO KBAaHTOBHMX aTakK 1 37aTHOCTI
HiJNIUCyBaTH 6araTopa3oso.
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Pe3yabTaTn Ta 00roBOpeHHsi. Y pe3ynbTaTi NPOBEICHOTO aHaji3y Cy4acHOTO CTaHy
MOCTKBAHTOBOT Kpunrorpadii Oynu BHSBICHI KiTbKa KIIOUYOBHX HANPAMKIB, SIKI MOXYTh
CTaTH OCHOBOIO JIJIs 3a0e3nedueHHsl iHpopMaIliitHoi 0e3neKkn B yMoBaxX KBaHTOBOI epu. Ilepi
3a BCE, YCHIIIHICTh MOCTKBAHTOBUX KPHUNTOTPa(iyHUX CHCTEM Y BEJUKIA Mipi 3aJeKUTh Bij
iX MareMaTU4yHOI CTIMKOCTI 10 KBaHTOBUX aTak. OCHOBHI pe3yJbTaTH HAILIOTO JOCIIIKEHHS
30Cepe/KeH] Ha HACTYIHUX MiAX0aX.

1. Kpunrorpadis Ha ocHOBi pemritok: Po3poOka cuctem, takux sk LWE 1 Ring-LWE,
nokasasa, 110 aJIFOPUTMHU, OCHOBAHI Ha CKJIQJHUX 33/a4aX PEIIiTOK, IEMOHCTPYIOTh
BUCOKY CTIMKICTh JO KBAaHTOBHUX arak 1 3a0e3MeuyyloTh KOHKYPEHTOCIPOMOXKHY
npoaykTuBHICTh. Cuctemu, Taki sk Kyber i Dilithium, yxe pexkomenmoBani s
CTaHJApTHU3Aallil, 10 CBIAYMTH PO IX NEPCHEKTUBHICTD AJS MPAKTUYHOTO
BUKOPHCTAHHS.

2. Komoma xpunrorpadis: IlpoGremu, moB'si3aHi 3 BEIUKHUMH PO3MIpaMH KIHOYIB Y
KpUnrocucremax, Takux sk McEliece, Oynu BusiBI€HI SIK OCHOBHI OOMEXEHHS JUIA iX
BIPOBaKEHHs. OJHAK MPOAOBKEHHA JOCHIIKEHb I0A0 ONTHUMI3alli KOJOBHUX
CHCTEM MOXK€ TNPHU3BECTH JO CTBOPEHHsS OUIBII €PEKTHBHHX CXEM, SKi 3MOXYTb
KOHKYPYBAaTH 3 IHIIUMH NOCTKBAHTOBUMH I1IXOJJaMH.

3. MynbruBapiantna kpuntorpadis: AmropurMu UOV i1 Rainbow nponemoHcTpyBasu
MOTEHIIIaJ 7151 pO3pOOKHU CTIMKUX /10 KBAHTOBUX aTaK CUCTEM IM(PPOBOTO MiAMUCY.
[TpoTe HEoOXiTHO MOJANBIIE JOCTIKEHHS MI0A0 X YPa3IMBOCTEH Ta ONTHMI3amii 1is
JOCATHEHHS Kpaloi HPOLYKTUBHOCTI.

4. Kpunrorpadis Ha ocHOBI Xenl-pyHKIIii: Oe3neka IPyHTYEThCSI HAa HaIIWHOCTI XeI-
GyHKLIH 1O 3HAXO/HKEHHS KOJII3iM, L0 YCKJIAQJHIOE 3JIaM CHCTEM 3a JIOIIOMOTOO
KBaHTOBHX 00uuciieHb. Po3poOka HOBHX xem-pyHKIIH, ki O 3a0e3nedyBaid BHUILY
CTINKICTh, € aKTYaIIbHUM HarpsMKkoM jpociimxerns. Cucrema SPHINCS+ Oyna ogaum
13 ¢inamcriB koHKypcy NIST 3 mocTkBaHTOBOI KpumTorpadii, mo CBiT4UTh Tpo il
HNEPCHEKTUBHICTb.

OOpani HampsiMM TIOCTKBAaHTOBOI KpunrTorpadii mNOKa3ylTh, IO JOCTITHUKHA AKTUBHO
NpPALOIOTh HaJ CTBOPEHHSM O€3MEYHUX aIrOpUTMIB, OJHAK ICHYye 0araTo BHKIIHKIB, SKI
notpi6Ho mononatu. Ilo-mepiie, TpPOAYKTUBHICTH HOBUX CHUCTEM 3QJIMIIAETHCS BAKIMBUM
NUTAHHAM. baraTo NOCTKBaHTOBHMX aJTrOPUTMIB BHMAaraioTh OUIBIIMX OOYHCITIOBAIBHUX
pecypciB 1 maM'aTi B MOPIBHSAHHI 3 TpaAULIMHUMU KpunrtorpadgiuHuMu Meronamu. Lle moxe
CTaTU MEPEIIKOO0 Ul iX BIPOBAKEHHS B peajbHI CUCTEMHU, OCOOIMBO B CEpeOBHUINAX 3
00OMEeXEHUMH pecypcamu, Takux sk MoOUIbHI mpuctpoi Ta loT (iHtepHer peueit). [lo-apyre,
CTaHJApTH3allil HOBHUX KpUNTOrpaQidyHUX  aNrOPUTMIB € KPUTUYHO  BaKJIHMBOIO.
PexomennyBanns NIST kpuntocucrem Ha ocHoBi LWE Ta komoBoi kpunrorpadii Bxke
CBIAYUTH TMPO BAXKIMBICTh KOHCEHCYCY Y BHOOpI CTIHKUX aJIrOpUTMIB JJs TJ100aIbHOI
iH(popmaniiHoil 1HPpacTpykTypu. OgHAK, HE BCl aJTOPUTMHU MOXYTh BIJIOBIIaTH BUMOTaM
0e3meku Ta TMPOAYKTUBHOCTI, SIKI CTaBIATHCA JO HHUX. TpeTiM BaXJIMBUM AacleKTOM €
HEOOX1/IHICTh JETAJIbHOTO aHalli3y Oe3MeKH HOBUX aJITOPUTMIB y MOPIBHIHHI 3 TPaIULIHHUMU
MeTonamu. JlocmiKeHHS MOKa3yIoTh, 10, X04a HOBI MiIXOMU JEMOHCTPYIOTh OOIISHKH, iX
peasibHa Oe3meka Iie MOTpedye OLIBIIOrO TECTyBaHHS Yy MPakTUYHMX YyMmoBax. Okpim
TEXHIYHHUX aCMEKTiB, BKJIMBUMHU € TAKOXK MUTAHHS BIPOBAKEHHS HOBUX KPHUNTOTpadiuHUX
cucteM. lle BkiOuae He nMIIe TEXHIYHI, aje W MPaBOBlI Ta €TWYHI ACTIEKTH, TOB'SI3aHI 3
BUKOPUCTaHHAM Kpuntorpadii B pisHuX cpepax. Cucremu, ki 3a0€3MeUyt0Th BUIIUI PiBEHb
0e3neKy, MOKYTh CTaTH 00'€KTOM MIJBUIIEHOI yBaru 3 OOKy Aep:kKaB 1 peryJsTopiB, 0 MOXKe
BIUIMHYTHU Ha X BIPOBAKEHHSI.

BucHoBku. 3aranom, pe3yabTaTd JAHOTO JOCIIKEHHS MIATBEP/KYIOTh, IO MOCTKBAaHTOBA
KpUnTorpadist € BaKIMBUM HaIPSIMKOM, 1110 TOTpedye MOJANBIINX AOCHIIPKEHb Ta PO3pOOOK.
AKTyanbHI MAXOAHW, Takl K KpunTorpadiss Ha OCHOBI PEILIITOK, KOAOBa Kpumrorpadis Ta
MyJbTHBapiaHTHA KpHNTorpadis, Moka3ald CBOI CTIMKICTh JO KBAHTOBMX arTak, ajie Iie
MOTPiOHO TOIOIATH PAAJT BUKJIHKIB, II00 3a0€3MeYnTH X MIUPOKe BIpoBaKeHHs. OTkKe, ICHYE
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0e37114 BUKJIMKIB, SIK1 TTOTPIOHO BHUPIMIUTH, 00 3a0e3neunT ePeKTUBHY 1HTETPAIlil0 HOBUX
KpUNTOrpadiuHUX AITOPUTMIB y MPAKTHUHI CHCTEMH. YCHiX y wLid cdepi BUMaraTume
KOJIEKTUBHUX 3YCHJIb 3 OOKY JOCIITHUKIB, PO3POOHHKIB, PETYJSITOPIB Ta MPOMHUCIOBOCTI,
mo6 3abe3neunTty Oe3nevHuil iHGOpMauidHUI 0OMIH y KBaHTOBiM epi. HacTymHi kpoku B
[[bOMY HANpsSMKY MOBHHHI BKJIIOYATH ONTHMI3AIliI0 aITOPUTMIB, CTaHIApPTH3AIlI0, a TAaKOX
NPOBEICHHS JIOJATKOBUX JOCHI[KEHb IIOAO0 I1X O€3MeKH B peaJlbHUX yMOBaxX. YCHix
MMOCTKBAHTOBOI KpunTorpadii MaTuMe Ba)KJIMBE 3HAYCHHS JUIsl 30epekeHHs 1HhopMariiitHo1
0e3MneKy B yMOBaX, KOJIM KBAHTOBI KOMIT'IOTEPH CTAHYTh 3BHUAITHUM SIBUIIIEM.
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CRYPTOGRAPHY AFTER THE QUANTUM ERA:
NEW CHALLENGES AND SOLUTIONS FOR INFORMATION SECURITY
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In today's world, where quantum technologies are rapidly evolving, traditional cryptographic systems face
serious challenges. Quantum computing has the potential to undermine the foundations of modern cryptographic
protocols, such as RSA and ECC, by utilizing algorithms that can break these systems in record time. This article
is dedicated to analyzing the impact of quantum technologies on cryptography, as well as the necessity of
creating new solutions for information protection. The aim of this research is to assess the current state of post-
quantum cryptography and identify new approaches that can ensure reliable information security in the face of
quantum advancements. The paper discusses areas such as lattice-based cryptography, code-based cryptography,
multivariate cryptography, and hash-based cryptography. The scientific and practical significance of this work
lies in its contribution to understanding the challenges faced by contemporary cryptography in the context of
quantum computing, and it offers possible solutions to overcome these challenges. The research methodology
includes a literature review, analysis of existing cryptographic systems, and evaluation of their resilience to
quantum attacks. The main results of the study indicate that lattice-based and code-based approaches
demonstrate high resilience to quantum attacks and can be utilized for developing new cryptographic protocols.
Additionally, it was found that multivariate cryptography, while showing promising results, requires further
research to optimize performance. The conclusions of the research emphasize the importance of a comprehensive
approach to information security in the context of quantum progress. The value of this research lies in its
contribution to the development of post-quantum cryptography, as it not only identifies current challenges but
also proposes new directions for future research. The practical significance of the findings is that the results can
be used to develop secure information systems in the context of quantum threats.

Keywords: post-quantum cryptography, information security, lattice-based cryptography, code-based
cryptography, multivariate cryptography, quantum computers, cryptographic protocols.
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PO3POBKA 10S 3ACTOCYHKY JIUIs PIINEHHSA 3A1AY BE3IIEKH
MEPEKEBHUX ITIJIK/IIOYEHD

A. M. Maxkaposga, 1. A. Sposa

Hamionanbuuit yHiBepcuteT «O1echKa MOMTEXHIKa»
1, lleBuenka np., Oneca, 65044, Ykpaina
Emails: anastasia.mikki@gmail.com, yarova@op.edu.ua

Juis miaTpuMKE MOOLUTEHOT Mepexi B epeKTHBHOMY Ta Oe3nmedHOMY cTaHi po3podieHo iOS
3aCTOCYHOK, SIKHH sIBJIsiE cOOOI0 CIeIliayli3oBaHUN KOMIUIEKC iHTETPOBAaHUX MEPEKEBHX
IHCTpYMEHTIB IUI1 MOHITOPWHTY, aHaji3y Ta MiarHOCTHKH MepekeBoi akTtuBHOCTI. Ilo
pe3ynbTaTax aHami3y ICHYIOUMX 3aCTOCYHKIB Ta IOCHIKEHb B cdepi MPOeKTyBaHHS
3aCTOCYHKIB 111 MOOUTBHHX TpHUCTpoiB i0S mokazaHo, mo OLTBIIICTE 3aCTOCYHKIB Mae
BY3bKY CIELiaJli3allifo 1 JOBEAEHO HEOOXiTHICTh iHTerpaiii MepeKeBHX IHCTPYMEHTIB B
OJIHOMY 3aCTOCYHKY. B po0OTi BH3HAYCHO OCHOBHY KOMILICKTaMif0 s i0S 3aCTOCYHKY
IHTErpOBAaHUX MEPEXKEBUX IHCTPYMEHTIB, SKHH Mae 3a0e3neuyBaTH (DYyHKLIT MOHITOPHHTY
Mepexi, BUSBJICHHS BPa3lIMBOCTEl Ta onTuMizauii npoaykTuBHOcTi. OOrpyHTOBaHO BHOIp
CTeKy TEXHOJIOTiIH s po3pobiroBanHoro i0OS 3acTOCyHKY. 3a JOINOMOTOK jiarpamu
MOCITIIOBHOCTI BU3HAYECHO OCHOBHI 3aBJIAHHS CHCTEMH, OIIMCAHO B3aEMOJII0 KOPUCTyBaJa 3
HEI, a TakKoX MPEICTAaBICHO KOMIIOHEHTH cucTeMu 10S 3acTOCYHKY — 00’€KTH
KOPHCTYBaIBKOTO iHTepQeiicy Ta cepBiCH — Ta B3aeMOJi0 Mixk HUMH. OMUCaHO po3poOKy
JIOTIKM Ta KOPUCTYBANBHUIBKOTO iHTEepdeiicy i0S 3actocynky. HduzaitH iOS 3acToCcyHKY
BHKOHaHO y CTmwii HeoMmopdizm. Iloka3aHo, OO0 MOJANBINI MOXKJIHBOCTI PO3IIHUPEHHSI
($YHKIIOHATHHOCTI po3pobieHoro i0S 3acTOCYHKY OB s13aHi i3 3aCTOCYBAaHHSIM TEXHOJOT1H
MAIIMHHOTO HaBYaHHS 1 IITYYHOTO 1HTEIEKTY.

Karouosi ciaoBa: i0S 3acrocyHok, MoOuUtbHI mpuctpoi i0S, iHTerpoBaHi MepexeBi
IHCTpYMEHTH, Oe31ieKa MEPEeKEBHX IMTiIKIF0USHb, MOHITOPHHT MEPEXi, IarHOCTUKA MEPEKi

Beryn. Tenaenuis akTHBHOT TIJpKUTaII3alli yeiX cdep )KUTTS CTaBUTh Mepes] KOpUCTyBayaMu
3aBJIaHHS MOHITOPUHTY Ta €()EeKTUBHOIO yNpaBIliHHA Mepexero. MoOuIbHI IpUCTpoi, 30KpeMa
T1, IO MPaIo0Th 3 10S, BKe JaBHO MEPETBOPUIIMCS HA HEB1J] €EMHY YACTUHY CY4aCHOTO KHUTTSL.
[Nampxetn 3a0e3nedyroTh MOCTIHHUI JocTyn 10 iHpoOpMalii Ta KOMyHIKaliid. Ane pa3oM 3i
3pOCTaHHSIM MacIITa0iB BUKOPUCTAHHS MOOIIBHUX HPUCTPOIB 3pOCTAIOTh 1 PU3UKHU II0JI0
6e3nexu Ta cTabunbHOCTI Mepexi [1, 2]. 'apanTyBaHHs OGe3neKkH Ta MPOAYKTUBHOCTI BIACHOT
MepexkKi € KpUTUYHO BaXJIMBUM K JUIs [ T-(axiBiiB, Tak 1 JU1s 3BUYaHUX KOpUCTYyBayiB [3, 4].
IcHye GaraTo pi3HOMaHITHMX 1HCTPYMEHTIB 1 CIIOCOOIB MOHITOPHHTY, aHali3y Ta MiATPUMKHU
Oe3neku Mepexi, ajie MOOLIbHUI 3aCTOCYHOK, 1110 00’ €iHYy€e B c001 Habip GyHKIIN A7 podOTH
3 Mepexer, € e(PeKTUBHMM pILIEHHAM 3 TOYKM 30py JAOCTYHMHOCTI 1 €KOHOMIii uvacy.
KoMnakTHUN 3aCTOCYHOK MEpeXeBUX IHCTPYMEHTIB B CMapT@OHI 3/1aTHUH 3aMIHUTH
JIECKTOITHI 3aCTOCYHKH 1 caiitu (web API), Hagatu iHCTpyMEHTH KOMaHIHOTO PSKa TOIIO.

[Iporpamue 3a0e3neueHHs isi MOHITOPUHTY Ta JIIarHOCTUKH MEPEXEBUX MIAKIIOUEHb
€ B@KJIMBHM IHCTPYMEHTOM IIOJI0 TapaHTyBaHHS Oe3MeYHOro (yHKIIOHYBaHHS OKpPEMHX
KOpHUCTYyBauiB 1 KoprnopaTuBHUX Mepex. OmeparniiiHa cucrema 10S miATpUMYeE BHCOKI
CTaHJapTH Oe3INeKH, OCKIJIbKM Ma€ BHUCOKHMH PIBEHb 3aKpUTOCTI ekocucteMu. Lle mo3Bosse
3aXUIIATH MPUCTPOI B/ LIKIUIMBOTO MPOTPAMHOI0 3a0€3MeUYeHH sl 1 MiIBUIIYBAaTH X CTIHKICTh
JI0 3I0BMHUCHOTO BTPYYaHHS, ajleé OJJHOYACHO CTBOPIOE MEBHI OOMEXEHHS IIOA0 AOCTYIY 0
NUOOKUX MEpeXeBUX MapameTpiB. Sk pe3ynbTaT, BUHUKae moTpeda B CTBOPEHHI
CHeliaTi30BaHuX IHCTPYMEHTIB Ul aHajli3y MepexeBoi akTHUBHOCTI [5]. ToMy akTyanbHUM
3aBHaHHSAM € Po3poOka 10S 3aCTOCYHKY, SKHW SBIS€E COOOI0 KOMIUICKT I1HTErPOBAHHUX
MepeXEeBUX IHCTPYMEHTIB.
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HeoOximHicTh  3aBaHTaXCHHS Ha  MOOUIBHHUW  MPUCTPIA  MEBHOI  KUIBKOCTI
BY3BbKOCTICIIaJII30BaHUX 3aCTOCYHKIB, SKi JOCHUTh YacTO HE B3AaEMOMIIOTH MK c00010, B
KIHIIEBOMY pe3yJIbTaTi MiABHUIIY€E BPA3IMBICTh MPUCTPOIO [6]. HaBmakwu, iHTErpallis MEpekeBUX
IHCTPYMEHTIB /17151 MOHITOPHHTY, aHAJIi3y Ta IIarHOCTUKH MEPEXKi B OTHOMY 3aCTOCYHKY 3HAYHO
MiaBUINYE €PEKTUBHICTh BUKOPUCTAHHS 1 MIBUAKICTh pearyBaHHS Ha MOXJIMBI HEOE3MEKH.
KopuctyBaueBi He moTpiOHO NEpPEeMUKATHUCS MK DPI3SHUMH 3aCTOCYHKaMH 1 calTamu st
BUKOHAHHS PI3HUX 3aBJaHb — yce€ HEOOXIigHE MOCTymHE B OAHOMY Micii. biimbmr Toro,
yHi(pikoBaHU# iHTEpPEC Ta CIUTBHI TaH1 MIXK PI3HUMH IHCTPYMEHTaMH B OJTHOMY 3aCTOCYHKY
3a0e31evyroTh OUTBII TOYHUN Ta TOBHUH aHAII3 MEPEKEBOT aKTUBHOCTI.

Habip ¢yHKIi# 3aCcTOCYHKIB JUIi MOOITPHUX TPUCTPOIB € OCHTH PI3HOMAHITHUM.
JlocuTb 4acTo BOHM IependaydaroTh MOKIMBICTE BUKOPUCTAHHS YTHIITH ping, NPU3HAYEHOI
JUIS TIEPEBIPKH TOCTYITHOCTI MEPEXKEBUX BY3IIB, 1 yTUIIITH fraceroute, sKa BIICTEXKYE MapLIPYT
JTAaHMUX 4Yepe3 IHTepHeT. TakuM YMHOM BU3HAYAE€THCS BY30J1, HA IKOMY BiJJOYBA€ThCS 3aTPUMKA
abo BTpaTta makeTiB, M0 (PAKTUYHO € TIOYATKOM BHUSBJICHHS Ta YCYHEHHS MEpPEKEBUX 3001B.
Jesiki MOO1TbHI 3aCTOCYHKHM MarOTh (YHKIIIFO CKaHYBaHHsI JIOKQJIbHOI MEPEeXi 13 MOUTyKOM
mig’enHaHuX —npucTpoiB. lle  momomarae  KOpuCTyBadyeBi BHSIBUTH  HEAaBTOPH30BaHI
HiAKJIIOYEHHS, HAalpHUKIaj, 3J0BMHUCHUKAa a00 HeaBTOpHU30BaHOro KopuctyBada Wi-Fi.
3a3Buuaii moaiOHi 3aCTOCYHKHM BUSBIAIOTH 1 HaatoTh [P-aapecy mpuctporo, iHOI MapKy, THII,
monenb, im’a, MAC-agpecy. [eski 3 HHMX MalOTh HE TUIBKH (YHKIIO BUSBICHHS
HEaBTOPU30BAHUX MPHUCTPOIB, alle ¥ BHUKOHYIOTH iX OJOKyBaHHS. BUTbIIICTP MOOUTBHHUX
3aCTOCYHKIB J1s1 ckaHyBaHHs Wi-Fi1 Hajiae MOKIIMBICTB aHAIII3Yy CTaHY MEPEX1, AKOCT1 CUTHAIY,
HAsSBHOCTI Tepemkoy 1 kaHamiB 3B 53Ky [7, 8]. IlomiOHWIA aHani3 BUKOHYETHCS 3 METOIO
3MEHIIEHHS IEPelKO/, BUIBJIECHHS HEIOJaJ0K, BHOOpPY ONTHMAIBHOIO KaHAlLy MEpexi,
HiBUIIEHHS TMPOJYKTUBHOCTI Mepexi. B 3acToCyHKax MOXHA TaKOX 3YCTPITH (YHKIIO
NEepeBipKU MIBUIKOCTI i1HTepHeTy Speed Test. BumiproBaHHS 3aTPUMKH, IIBHIKOCTI
3aBaHTA)XEHHS 1 BHBAHTAKEHHS JAHHUX JOMOMAraloTh OI[IHUTH TMPOJYKTUBHICTH IHTEPHET-
3’¢qHAHHA 1 TakKKMM YHMHOM BHSBUTH HEIONIKM B POOOTI IHTEepHET-TpoBaiiaepa abo
HAIAIMTYBaHHS Mepexi. Jleski 3aCTOCYHKH HANaloTh IHCTPYMEHTH I TEPEeBIpKH Oe3rmeKu
Mepexi: MOLIYK BIJKPUTUX MOPTIB, MepeBipka KOHQIrypallii MapIpyTH3aTopa, aHajli3 piBHIB
mmdpyBanHs Wi-Fi, a Takox (QopmMyBaHHS pEeKOMEHJAIN 11010 YCYHEHHS MOTEHLIMHUX
3arpo3, BUSIBJIIEHUX 32 JIOIIOMOTOI0 ITUX 1HCTpyMeHTiB [9, 10].

Mertoro npocaimxeHHsi € po3poOka 10S 3aCTOCYHKY y BUIVIAAI KOMIUIEKCY 1HTETPOBaHMX
MepeXEeBUX IHCTPYMEHTIB 13 (YHKLISMU MOHITOPMHTY MEpeXi, BUSBJICHHS BPa3JIMBOCTEH Ta
ONTHUMI3alii MNPOAYKTUBHOCTI. B sKOCTI (yHKIIH MOHITOPUHTY MeEpexi PpO3IJISIaeThCs
MOJJIMBICTh OTPUMAaHHS aKTyaJbHOI 1H(OpMaIii Mpo CTaH MEpexi: BU3HAUCHHS MepelliKy
HIJKII0YEHUX MPUCTPOIB, MapUIpyTH3alis Ta SKICTh IHTEpHET-3’eAHaHHA. OOpaHi QyHKIIT
JIarHOCTUKU TpPU3HAYeHl JUIsl BUSBJIEHHS MOTEHLIMHUX 3arpo3 JUls Mepexi, HepIl 3a Bce,
HECAHKIIIOHOBAHOTO JIOCTYIy Ta HEIOCTaTHHO €(EKTHBHOTO HAJAIITYBAHHS MEPEKEBUX
esleMeHTiB. DYHKIIIT aHaIi3y MepeKeBOi MPOTYKTUBHOCTI — MEpeBipKa IBUIKOCTI IHTEPHETY
Ta MIHI — IpU3HAYeH] /Ui 11eHTUIKaIll Ta YCYHEHHS NEepelIKo Mij Yac MIJKIOYEHHS 10
Mepexi.

BuszHauyeHHs1 OCHOBHMX (YHKUIiH 3acTOCYyHKY. AHaNI3 ICHYIOUMX 3aCTOCYHKIB JUIs
MOOUIBHUX TPHUCTPOIB MoKa3ye, mo 10S 3aCTOCYHOK MEpeKeBUX IHCTPYMEHTIB IMOBHHEH
BUKOHYBaTH HACTyNHI (yHKUI(: BimoOpaxeHHs 3arajibHOi iH(opmalii Mmpo Mepexy,
CKaHYBaHHS MepekeBUX 1HTep(deiciB, BimoOpakeHHs TaOMUIl MapLIPYTiB, CKaHYBaHHS
JIOKAJIbHOT MEpexi JJi MOUIYKY HECAHKI[IOHOBAaHUX MIJAKIIOYEHb, YTWIITU ping, traceroute,
internet speed test. Takox MOOUTPHHI 3aCTOCYHOK Ma€ MICTHUTH y co01 (yHKIIi HagaHHS
3arajibHOI 1H(OpMaIii 100 MOTOYHOI Mepexki, BiIOOpaKeHHs MepeKeBUX 1HTep(eHcCiB,
BUBEACHHSA TaONMII MapIIpyTH3allii, CKaHyBaHHSA JIOKAIbHOI Mepexi s MOIIyKY
HEaBTOPU30BAHUX MIJKIOYEHb, YTUIIITH ping, traceroute, 1 TECTYBaHHS ILIBUJIKOCTI IHTEPHETY.
3aCTOCYHOK TIOBMHEH MaTu 3pyYHUH KOpUCTYBalbKuil iHTepdeic 1 Jokamizamiio —
3aCTOCOBYBAaTH NMPUMHATHI JUIsl KOpUCTyBaya MoBH. Ha kokHOMY eTami po3poOKH MPOIYKTY
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CII TEpPEeBIPATH BIAMOBIIHICTH KOPHUCTYBAIIBKOTO CIICHAPIIO pPEAbHIN KOPUCTYBAIbKIi
B3aeMO/Ii1. Yl IPoLeCH CTBOPEHHS POAYKTY MalOTh OyTH Oe3nepepBHUMH 1 TUKIT9HUMU [ 11].
Crek TexHoJIoriii. ONTUMATLHUMH MOBaMH TIPOTpaMyBaHHs Il po3poOku 3acTtocyHka 108,
Ha Ham mnormsan, € MoBu Swift, C, Objective C. B skocti cepefoBuia po3poOKu
BUKOPHUCTOBYBAJIOCh  IHTETpoBaHE cepenoBuie po3poOku  Xcode. Jlmsg  po3poOku
KOPHUCTYBAIbKOTo iHTEepdeiicy 0yB obpanmii ¢peiimBopk UIKit, sikuii B JaHOMY BHIAJAKY €
Ooinpmr mpumgatHuM, HiX SwiftUL. Hesaxkarounm Ha Te, mo ¢peiimBopk SwiftUl € Gimbin
JEKJIapaTUBHUM 1 MPOCTIIIUM JJIsS HAlTMCAHHS KOAY, BiH Ma€e MEBHI OOMEXEHHS JJIs JESTKUX
3amay [12]. [lepeBara UIKit Hax anpTepHATUBHUMH (PpEHMBOPKaMU TOJIATAE B TOMY, IO BiH €
OCHOBHUM (PpeiiMBOpPKOM I pO3pPOOKH KOpHCTYBAIbKOTO iHTepdeiicy Ha i0S, Mae 3HaYHY
KUIBKICTh IHCTPYMEHTIB 1 PECypCiB, a TAKOX IIHPOKY CHIJILHOTY KOPUCTYBAYiB.

Jiarpama mocJinoBHOCTI. /711 HAOYHOTO BIATBOPEHHSI MPOIIECIB B3a€MOIIi MIX KIIIEHTOM 1
00’€KTaMH Ta KOMIIOHEHTaMH CHUCTEMHU Oys0 MoOya0BaHO Jiarpamy MOCiigoBHOCTI (puc. 1).
AmnaJti3 giarpamMu HOCIHITOBHOCTI 1I03BOJIsSI€ BUSBUTH MOTEHIIHHI HEe(EeKTUBHOCTI Y B3a€EMOIIT

00’€KTiB, 3aliB1 YCKJIaTHEHHsI, HE ONTUMAaJIbHI clieHapii BUKoHaHHs [ 13].
0

/\\ Cropikka [ Cropisxa J Cropikka { Cropikka ] Cropiska [ Cropikka J’ Cropitika )

Koprcrysasl Genqa\lnlu | Intertaces | | chlus J Devices Pllng ) | Traceroute L Spee\:l Test J L Network Info ] [Nul \nlurlaces_ {Hnulmg Table | [ Devices ] Ping
06p. BKNAAKY | H H H

[General Info,  GTPHMATV HopMaLlo PO Mepexy H i

i TIOBEEHYTH IHpopmaLio npo vepexy ; ;

B e M
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J Traceroute L 1P Info IO J APl

)

oTpwM, 3ar. | [<-
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Op. el THTOp@aRciT| | NoBapHyTH e Mepexeal iTepdeich
OBpaTh Bknajiky wapupyTia i) OTPUMATH BCI MAPLPYTH MepEXI

lo6p. BKNAnKY INTepheicia w‘ OTPHMATH BCi MapaXERi INTepdiaiicH : i .‘
MOBEPHYTH BC MBDEXER! MappYTU (IPvd) J MOBEDHYTH BCl MAPLIDYTY vepaXi H J
i < v |

éx:pam BRNA/Ky IPVAIPVE
oTpmaTh [Pyd/Pv6-MapupyTH "

POITOPHY TWIrODHYTH KOMIPKY
TP, BA3BEY/AETAN, [HOPY. NP0 MapWPYT

| CKEHYBAT OKEIbHY MEPEXY Ha NPHCTpCl SNYOK CHEHEDA NOKANbHO! vepex] : : .
OTPHMATH NPHCTRO! nokanskol Mepex J’ NOBBPHYTH Bel NPACTPOI NOKANBHO! MEPEX: H l’

BETAHOBATH X0CT T2 onull ping
+ MIOBAPKYTY X0CT Ta onuil ping

anyeTHTH ping : (5 miryBar x0ct i3 onuyiamm
! OTPHMATA BUANCRLE | CTATHCTUKY PINg | | NOBEPHYT BLANORI Ta CTATHCTIKY ping
. d I .

BCTAHOBUTH XOCT | NApaMeTRK fraceroute |
OTPHIATA XOCT | napaMeTpi raceroute

3anyCTHTY traceroute

H | raceroute go xécry 3 onuiaMa H [
orpumaTk sijrjcelnl raceroute | | nosepHyTH sigrjosiy raceroute | ‘ ‘
v I ! i

0paTH BKNS/IKY TECTYRIHHE WBHAKDCTI i L oTpAMaTY McpopuaLko npo P
' " oTpanaTk 0 N T8 MICUEIHAXOTKEHHT | _ 1OBepHYTH Ihop o IP

.-

3ANYCTHTY TECT WBATKOCTI ] 1, NovaTi nepesifiky LIAMAKOCTI TBpHETY i ) |
| OTRHMATH WBKAKICTE 3aBaHTEIXEHHA Ta BMBAKTAXEHNR, lalency Ta filler | | NOBEpHYTH WBMAKICT 3aBaHTAXENHA Ta BUBAHTEKEHNR, latency Ta iter ‘ ‘

Puc. 1. [liarpama nocinigoBHOCTI AJisg po3po0matoBaHoro 10S 3acToCyHKY

JHiarpama mocaioBHOCTI BigoOpaxae OO0’€KTH KOPHUCTYBAIbKOTO 1HTEpdeiicy Ta
cepBicu pospoOmoBaHoro 10S 3actocyHky. KopucryBaubkuil iHTepdeiic — 1e cTopiHKH
nporpaMu 1 KoHTpoJjiepu. YUepe3 KOHTpoJepu BiOYBAETHCS 3BEPHEHHS 1O CEPBICIB IS
BiZJ0OpakeHHs iHpopMallii B KOpUCTyBallbKoMy iHTep¢elici 1 11 BIATYKY Ha Aii KopUcTyBaya.
[Ipu nmepexoxi kopuctyBaya Ha cTOpiHKY General Info koHTposiep 3anuTye 1HGOPMAILIIO PO
Mepexy y cepBicy. Cepic moBepTae TIeBHI MepexeBi mgaHi, Hamnpukiang [P-agpecy
MapHIpyTu3aropa abo MepexeBuil 1uTt03. TakiuM YMHOM Y KOHTPOJIEP] CTBOPIOIOTHCS 00’ €KTH
MEpeXEeBUX JaHMX, K1 BHOPSIKOBYIOThCSA 1 BIIOOpaXaroThcs B KOPUCTYBAIbKOMY iHTepdeiici.
[Tin gac mepexoay Ha CTOPIHKY MepeXeBUX 1HTepdeiciB KOHTPOJIEp 3alUTye BCl MEPEKEBI
iHTepdeiicu y MeHekepa. Y KOHTpOoJIepi OTpUMaHi iHTepdeiicu rpynyloThes 3a MPOTOKOJIaMH
IPv4 Ta IPv6 1 BigoOpaxaioTbcs B KopUcTyBalbkomy iHTepdeiici. [Ipu nepexo/i Ha CTOPIHKY
MepeXEeBUX MapILIPyTiB KOHTPOJIEP 3aMUTYe TAOIHUII0 MapIIPYTiB Y MEHeKepa. Y KOHTpoJepi
OTpUMaH1 MapIIPpyTH TPYNYIOThCA 3a poTokonamu [Pv4 ta IPv6 1 BimoOpakaroThCsl B PI3HUX
Bkiagkax. I[lig gac 3minm Bkiagok [Pv4/IPv6 moBTOpHOrO 3amuTy JaHWX HE BiOYBa€ThCS.
O06’€eKT MapHIpyTy IpeICTaBICHUH Y BUTIISII1 KOMIPKH, SIKa MOe OyTH pPO3TOPHYTH 1 3TOPHYTH.
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KopucrtyBau nepexoquts Ha cTOpiHKY Devices 1 HaTUCKaHHSM Ha KHOIKY MOYMHA€E
CKaHyBaHHS MEpeXi Ui OTPUMAaHHs CIHMCKY MPUCTPOIB y JIOKanbHIA Mepexi. [licns 1mporo
B1JI0YBa€ThHCS 3BEPHEHHS JI0 CEPBICY L1010 OTPUMAHHS CIIUCKY PUCTPOIB, KOHTPOJIEP OTPUMYE
00’€KTH IPUCTPOIB 1 BitoOpaxkae iX y KOpHCTyBalbKoMy iHTepdeici.

Ha cropinkax Ping ta Traceroute KoOpucTyBad Ma€ MOXJIMBICTb BCTAHOBUTH XOCT, Ha
KUl OyJe BHUKOHYBAaTHCS TeEpeBipKa SKOCTI 3’€JHaHHA, 1 ONIii, 3 SKUMH BiH Oyxe
BUKOHYBaTHCcA. Onepalist (3BepHEHHS A0 YTHIIITH) IOYMHAETHCS MICIsI HATUCKAHHS HA KHOIKY
kopuctyBauem. [licnmsi 3aBepieHHS ormeparii KOHTpoJIep OTpUMye 1 BimoOpaxae B
KopuctyBalbkoMy iHTepderici ICMP-BianoBiai i CTAaTUCTHKY.

Ha cropinui Speed Test xopucTyBau Mae MOXIUBICTH OTPUMATH 1H(GOpMALIIO MPO
IIBUIKICHI XapakTepucTHKU Mepexi. [1im gac mepexoay Ha CTOPIHKY KOHTPOJIEP 3aIpoIIye Y
cepBicy iHpopmaniro mpo I[P-ampecy kopuctyBada. TakuM 4YMHOM KOPHUCTYBad OTPUMYE
iH(opMaIiro moa0 iHTepHET-MpoBaiiiepa 1 reosokarrii. [Ticiis HaTHCKaHHS HA KHOTIKY 3aITyCKY
Run Speed Test BinOyBa€eTbcs BHUMIPIOBAaHHS IIBUAKOCTI 1HTEPHETY, B KOPUCTYBAI[bKOMY
iHTepdelici BiIoOpakaeThCs MIBUIKICTh 3aBAaHTAXXEHHS 1 BUBAHTAXKCHHS JIaHUX, 3aTPUMKa 1
JOKUATEP — (ha30Bi CIIOTBOPEHHS CHUTHAITY, IO MEPEIAETHCS.

Po3po6ka au3aiiny 3acrocyHky. Ilepen mouaTkoM po3poOku au3aiiHy moOuisHOro iOS
3aCTOCYHKY pE3yJbTaTH MPOEKTYBAaHHS OYyJIM CTPYKTYpOBaHI 32 KOMIIOHEHTAMH IIPOEKTY i
nepeHeceHi B matopMy KOpIopaTuBHOTO mporpaMHoro 3abesneuenus Atlassian Confluence
SIK JOKYMEHTAITisl POEKTY. BiAMOBITHO 10 MPOEKTHOT IOKYMEHTAIlii OYIJIO peali3oBaHo TU3aiH
y Be0-3acTOCYHKY Figma, 3a sskum po3pobiieHo 10S 3actocyHok. [l au3aiiny 10S 3acTOCyHKY
o0pano ctwib Heomopdizm [14]. Llelt cTuiab CTBOPIOE Bi3yalbHO-TIICUXOJOTIYHHA KOMQOPT
3aBASKH MACTEILHUM TOHAM KOJIBOPIB, M’SIKOCTI TiHEH 1 3riapKeHocTi JiHik. Y ausaitai 10S
3aCTOCYHKY OyJM BUKOPUCTaHI BEKTOPHI IKOHKH, BHYTPIIIHI Ta 30BHIIIHI TiHi, TPaIi€HTH.
Hagiranisi mo 3acrocynky. [lns Hapiranii no iOS 3acTocyHKy y HbOMY nepenbaueHe OiuHe
MEHIO 3 IBoMa cekuismu: Network Info ta Utilities, ske Ha €KpaHi MPUCTPOIO BiTOOpaKkaeThCs
niBopyd. KoxkHa cekliist MiCTUTh NTaHEINb BKIIAJIOK, fKa 3a0e3Meuye HaBiraiito Mik CTOpiHKaMu
3actocyHka. Y cekuii Network Info po3mimieni cropinku General Info, Interfaces, Routes,
Devices. Y cexuii Utilities po3mitieHi cropinku Ping, Traceroute, Speed Test. YnpaBniHHS
BIIOOpa)XEHHAM KOHTEHTY BHKOHYE KOPEHEBHMH KOHTpoJep. Y KOPEHEBOMY KOHTpOJIEpl
HaJIAIITOBYEThCS KACTOMI30BaHHMH 3arojIOBOK 3aCTOCYHKA, KM MICTUTh KHONKU «MeHIo» Ta
«OHOBJIEHHS», a TaKoXX BlgoOpaxae Ha3By cTOpiHKM. KpiM KHoOmku B 3aronoBky 10S
3aCTOCYHKa IMepeidaueHo BiIKPUBAHHS MEHIO 3a JONOMOIro cBain-texHosorii. Kontponep
BKJIQJIOK, SIKMI peayi3ye KacTOMi30BaHy TMaHEeIh BKJIAJO0K, MPU3HAUYCHUM IS Bi1IOOpaKEHHS
CTOPIHOK CEKI[i}l uepe3 BKIAJKH.

Peausizanist Jiorikm cTopiHOK 3acTOCyHKY. JIorika CTOPIHKY 3arajabHOi MepexeBoi iHpopMarii
peasizoBaHa B MEPEKEBOMY MeHekepl. MepekeBUil MeHeKep Ha/la€ METOAU JUIsl OTPUMaHHS
iH(dopmarii mpo mepexesi iHTepdeticu, [P-anpecu, MAC-anpecu, Macky miaMepexi, aapecu
DNS-cepsepiB, cran VPN-inTepdeiicy Ta iHm mepesxesi aani. Kitac MmepexxeBoro MeHemxepa
B OCHOBHOMY BUKOPHUCTOBYE cucTeMH1 (yHKIIi, 610110Teku 1 pyHkuii moBoto C (getifaddrs,
resolv.h, inet _ntop, CFNetwork).

Ha miit cropiHmi Takox BimoOpakarThCs naHi mpo myomiuny [P-aapecy,
MICIIe3HaXO0/KEHHs, MpoBaiizepa 1 iM’s XOCTy KopucryBada. /s nporo Oyno po3pobiieHo
cepsic, sikuil peanizye B3aemonito 3 API [PInfo.io. Ctpykrypa nanux API mpo ny6miuny IP-
ajzpecy Mae BiractuBocTi Juist IP, iM’s XocTy, MicTa, perioHy, KpaiHu, Miclid pO3TallyBaHHS,
Ha3BU MPOBaiiIepa, MOMTOBOTO KOy, 9aCOBOTO TIOSICY.

Jlorika nnsi CTOpiHKM [nterfaces peaiizoBaHa 3a JIOIIOMOTIOI0 CEPBICY MEpExEeBUX
iHTepdeiicis. Llei kimac qae MOXIMBICTD ITEpyBaHHS 3a BCIMa JOCTYIHUMHM iHTepdencamu 1
Ha/la€ MeTOoAM Ui iXHBbOi (imbTpalii Ta OTpUMaHHA JOKJIAIHMUX XapakTtepucTuk. Cepen
BJIacTUBOCTEN 00’ekTy iHTepdeiicy: im’s, [P-anpeca, macka Mepexi, aapeca HMpU3HAUEHHS,
nepesipka HasexxHocTi 10 VPN. B ctpykTypi nependaueni BnactuBocTi ais npamnopis IFF_UP,

194



[HOOPMATHKA TA MATEMATNYHI METO/I B MOZAEJIFOBAHHI = 2024 = Tom 14, Ne 3

IFF_ BROADCAST, IFF_ LOOPBACK, IFF_POINTOPOINT, IFF_RUNNING, IFF_NOARP,
IFF_ MULTICAST, a takox tun IP-anpecu, Tumn aapecu npu3Ha4eHHs, TUIT MACKH MEPEXi.

Jlnst peamizaitii Jioriku CTOpiHKH Routes Oylo peandi3oBaHO KiacH MeEHEeIKepa
MapIIpyTiB Ta 00’€KTy MapmpyTy. MeHemkep MapuIpyTiB HajJae METOIU I CKaHyBaHHS
MapuIpyTiB, OTPUMaHHS HEIIOJIaBHIX MapmIpyTiB 1 hopmyBaHHs Tabmuil MapmpytiB. Cepen
BJIACTUBOCTEH Mozeni MapuipyTy: ajpeca MpH3HAuYCHHS Mapuipyry, iM’s HpHU3HAYCHHS
MapuipyTy, ajpeca LUIIO3Yy, IM’s LUIIO3Yy, HPANopy MaplIpyTy, MOCHJIAHHS HAa MapuipyT,
BUKOPUCTaHHS MapHIpyTy, iM’S MepexeBOoro inrepdeiicy, CiMEHCTBO MapuipyTy, dac
3aKiHYEHHs Mapupyty. IHTepdeiic kopucTyBava il CTOpPiHKH Routes Oyno peai3oBaHO B
KOHTpoJiepi MapuipyTiB. KonTposep BinoOpaskae MapimpyTa Mepexi 3a Bkiagkamu [Pv4/IPv6
y BUTJISLII TAOIHIN 1 pealti3ye epeMUKaHHs MIXK IIMMHU BKJIaIKaMH.

Cropinka Devices mnpu3HaueHa il BHSBICHHS MPHUCTPOIB, MO0 MIiAKIIOYEHI J0
JOKaabHOT Mepexi. J[is cCkaHyBaHHsS Mepexi BUKOPUCTOBYETbes Oibmioreka MMLanScan.
Knacuunmii MepexeBHii CkaHep BUKOHYE IIHT KOXKHOTO XOCTY y Mepexi /st moOynosu ARP-
TaOIMIN, TiCs 9oro BinmOyBaeThes cripoda orpumanHss MAC-aapecu KOKHOTO XocTy. SKIio
MAC-anpecy 3HalICHO, TO BBAKAETHCS, IO XOCT ICHYE y Mepexi. i MiHTy BUKOPUCTAHO
0i6miotexy Apple SimplePing. Y xoHTponepi AeBaiiciB BiOyBaeTbCs CKaHYBaHHS Ta
BiZJOOpaKeHHSI IPUCTPOIB, MIAKIIOUEHHX /0 JIOKATBHOI Mepexi. SIKIo Mepexa CTITbHUKOBA
a00 BIJICYTHE MiAKIIIOUEHHS IO MEpPEXi, KOPUCTYBAauEBl HE HAJTAETHCS MOKJIMBICTh CKaHYBaHHSI.
Jlist i€l hyHKINT TaKOK pealti3oBaHo 11eHTU(DIKAIIF0 TTOTOYHOTO MPUCTPOIO.

Jljis mepeBipKu IUTICHOCTI 1 SIKOCT1 3’€IHaHb B MEPEKax BUKOPHUCTOBYETHCA ping.c —
peatizarisi CTaHIapTHOI YTUJIITH ping Ha piBHI kKoxy C, 1o 3abe3rneuye MOBHUH KOHTPOIb HAJI
ICMP-nakeramu 1 103BOJII€E 3MIHIOBaTH Oy/b-sKi IMapamMeTpu, HANPUKIAA, PO3Mip MaKeTiB,
TpUBAJIICTH icHyBaHHs nakeTiB B Mepexi (TTL), wac mix BignmpaBkamu. [{ns interpamii ping.c
y TpoekT OyB CTBOpPEHM Kjac, KU BKJIIOYa€ HEOOXIiTHI BJIACTUBOCTI Ta METOIU IS
iHimianizaiii Ta BukoHanHss [CMP-3anuTiB, Takux sk iM’sl XOCTY, KUTbKICTh ITAKETIB, IHTEPBAJ
yacy Ta 00poOka nmoMmiIok. byna Bu3HaueHa cTpyKkTypa Juist 30epiraHHs pe3yJbTaTiB, a TAKOXK
HepeNtiK MOKJIMBHUX IMOMHJIOK IpH TiHryBaHHi. KoHTposnep peanidye iHnTepdelic kopucrtyBada
Ta JIOTIKY JUIsl BUKOHAHHs omepauiil ping y po3pobieHomy i0S 3actocyHky. Bin Hanae
KOPHCTYBa4u€B1 MOKJIMBICTh 33JJaBaTH HACTYITIHI MapaMeTpH Ui TECTYBaHHS MIJKIIOYEHHS 10
Mepexi: XOCT, IHTepBaJ MIXK MHraMH, TalMayT, po3Mip MakeTy Ta KiJIbKICTh ITaKEeTIB.

Jlnia peanizariii onepariii BU3BHaYSHHS] MapLIpyTy MPOXOKEHHSI IaHUX B1J MOOUIBHOIO
IPUCTPOIO J0 CepBepa JUIsl 3a3HAYEHOT0 XOCTy OyJi0 peani3oBaHO OKpEeMM KJlac AJs yTUIIITH
traceroute. B po3po0ieHOMY KJlaci TOMEHHE 1M’sl IepeTBOproeThes Ha [P-aapecy, micis yoro
CTBOPIOIOTBCSI COKETHU ISl BIMPABKU Ta OTPUMAHHs MaKeTIB, iHiIiani3yeTbes 3HaueHHs: TTL
Ta 1HIII 3MIHHI JJis1 BUMiptoBaHHs vacy. Llukn while 36inbpmye TTL Ha KOXKHOMY KpoIlli, 10
JIOCATHEHHS LIJbOBOTO XOCTY, ab0 J0 MepeBHIeHHS MakcuManbHoro 3HadeHHs TTL. Ha
KOKHOMY KpOIll Ha HIIbOBHM xocT Bigmpasisitorbes UDP-nmakern 31 30umbmryBanum TTL 1
ouikyetrbcsi ICMP-BinnoBinp Bifl NMpPOMDKHHUX MaplipyTu3aTopiB. Ilaketn HagcunaroTbes
3a/1aHy KUIbKIiCTh pa3iB ais koskHoro TTL. IIpu orpumanni Bianosiai ICMP dikcyerbes dac
NPOXO/KEHHs MakKeTa 1 3alUCYEThes JIOT 3 1H(opMaliero mpo MapupyTuzarop. Skmo vac
OUIKYBaHH$ 3aKiHUMBCA, 00 HE OTPUMAHO BIJMOBIII, Y JIOT 3alUCYEThCS CUMBOJI 31pouku. [Ipu
JIOCATHEHHI LIIbOBOTO XOCTY BUKOHAHHSA TpHUINMHAETbCA. Yepe3 omuii KOHTposepa
BCTaHOBJIIOIOTHCSI MaKCHUMallbHa KUIbKICTh mepexoniB (Bad Hops Limit) Tta mopT s
BU3HAYEHHS MapIIPYTy IPOXOKEHHS JaHUX.

Jlyis TecTyBaHHS HIBUAKOCTI IHTEPHETY BUKOPHUCTOBYeThCs Speedchecker SDK 108,
KU J103BOJIIE BHU3HAYMTH TaKi HapaMeTpH SK 3aTpPUMKa, MIBUJKICTh 3aBaHTAXEHHS Ta
BUBaHTaXeHHs 3’e€qHaHHsI. SDK BHUKOPHCTOBYETbCS Uil CTIIBHMKOBHX, O€3IpOTOBUX Ta
JIOKAJIbHUX MEPEXk, HAJAI0uu JleTalli TeCTyBaHHs, Takl sIK MOTOYHA IIBUIKICTH Ta MPOTpec.
MeTo0510T1 BUMIPIOBaHHS IIBUIKOCTI IHTEPHET-3 € IHAHHS IPYHTYETHCS] Ha aKTUBHUX TECTAX
3 BUKOPHCTaHHSM JIOKaJIbHUX cepBepiB Ta koMmepuiinux CDN, siki nepenaroTh BETUKUI 06csar
iHTepHeT-Tpadiky. Tect moumHaerbest 3 BignmpaBku naecatu ICMP-makeriB Ha cepBep ISt

195



A. M. Maxkaposa, 1. A. SIpoBa

BUMIPIOBAHHSA 3aTPUMKH, TICJIS YOTO IOYMHAETHCS MPOLEC TECTYBaHHS IIBUIKOCTI
3aBaHTAXKEHHS Ta BUBAHTAXKEHHS, BUKOPUCTOBYIOUH JIBa a00 JecsaTh MOTOKIB nepenadi HTTP-
3aIUTIB, B 3aJIKHOCTI BiJ] MOKJIMBOCTEH 3’€qHaHHs. [lakeTn naHuX nepenaroTbes 3 BUCOKOIO
MIBUJKICTIO Ui TOBHOTO 3aly4€HHS MPOMYCKHOI CIIPOMOXKHOCTI MEpexi, pe3yiabTaTu
ceMIUTIOIOThC KoxHI 100 mc. HanmpukiHii TecTy cepefHsi MBHUAKICTb OOYHMCIIOETHCS K 13
CEMILTIB, TaK 1 3 HEOOPOOJIEHUX JMaHUX, MICJISI YOro SIK OCTATOYHHMM PE3yabTaT OOMPAETHCS
MaKCHMaJbHe 3 IBOX 3HAUYEHb.

Kontponep nis BUMIprOBaHHS IIBHIKOCTI Tepenadi JaHUX BimoOpaxkae mporec

TECTYBaHHsS 3a JIONOMOIOI0 KacTOMI30BaHOTO €JIEMEHTa CHioMeTpy. BiH Bi3yalbHO
BiZJOOpakae MOTOYHY IIBUIKICTH iHTepHET-3’€nHaHHS. OCHOBHUMH €JI€MEHTAMHU € TEKCTOBA
MITKa Ul IIBUAKOCTI Mepesiadl JaHuX, CTPLJIKa Ta KPyrosa IIKajia mporpecy.
BuCHOBKM i mojajblIi mepcneKTHBHM. 3a pe3yiabTaTaMu aHAII3Yy CHEKTPY MOKIMBOCTEH
ICHYIOUHX MOOLTBHUX 3aCTOCYHKIB CIIPOEKTOBaHO 10S 3aCTOCYHOK ISl MOOIJTBHUX MPUCTPOIB,
KW sBIIsiE COOOI0 KOMIUIEKC iHTerpoBaHux iOS 3aco0iB MOHITOPHUHTY Ta BHSABICHHS
Hemomaok MoOuTbHOI Mepexi. Jlo Habopy ¢yHkmiii crnpoekroBaHoro i10S 3aCTOCYHKY
BKIIFOUCHO: CKaHyBaHHS Mepexi, aHamiz Wi-Fi, mepeBipky KoH(iryparii MapuipyTu3zaropa,
aHaui3 piBHiB mudpyBanus Wi-Fi, nepeBipky MIBUAKOCTI IHTEPHETY, MEPEBIPKY HITICHOCTI 1
SKOCTI 3’€JHAHb B MEPEKaX, BUZHAYCHHS MAPIIPYTy MPOXOKEHHS JaHUX TOIIIO.

Po3po6rnennii i0S 3aCTOCYHOK MOBHICTIO BiJIMOBiAAa€ MOCTaBIEHUM (YHKIIOHATIEHUM
BUMoraMm. Yci (QyHKIii pO3TISHYTOrO 3aCTOCYHKY MalOTh BHCOKY TOYHICTH 1 IIBHAKICTBH
BUKOHAHHS MOPIBHSHO 3 €TAIOHHUMH 1HCTPYMEHTaMH. 3aBASKU IIUPOKOMY HabOpy (QyHKIIii
Ta 3pydyHoMy iHTepdeiicy po3pobieHmii 10S 3aCTOCYHOK MOXKE BUKOPHCTOBYBATHCS SIK
npodecioHanaMu, TaKk 1 3BHYAHHUMU KOpUCTYBaYaMH. Po3po6nennii iOS 3acTOCyHOK 3
KOMITAKTHAM HA00OpOM MEpeKEeBHX IHCTPYMEHTIB IiJBHINYE MIBHJIKICTh pearyBaHHs Ha
MEpEKEBl IMOii, IO CBOEK YEPror CIPHUSE IJABUIICHHIO PiBHSI OE3MEKH MEPEKEBOrO
I IKTFOYCHHS 3 TPUCTPOiB 10S.

B ninomy po3po6iienuit i0S 3aCTOCYHOK Ma€ MHUPOKI MOKIUBOCTI 71l PO3IIUPEHHS Y
BUTJISIII 3aCTOCYHKOBHX MEPEKEBUX IHCTPYMEHTIB ISl TEPEBIPKH BPa3IMBOCTEH MeEpexi,
texHousorii VPN, Opannmayepa, cHipepa Tpagiky. Cepes 3aCTOCYHKOBUX (YHKLIN Oe3neKu
CJI1J1 3BEpHYTHU yBary Ha (yHKIIIi BUSIBICHHS KOMIIpOMETAlli JaHUX KOPUCTyBaya.

[Tomanpi mepcHeKTHBH yJOCKOHaANEHHS po3pobiieHoro iOS 3acTOCyHKY JexaTh B
chepl 3acCTOCYBaHHS TEXHOJIOTIM MAIIMHHOTO HAaBYaHHS 1 INTYYHOTO 1HTEJNEKTY, SKi
IPOMNOHYIOTh 1HHOBAIlIMHI pIlIeHHs JUIsl YCYHEHHS HEMoNaJoKk y Mepexax [15, 16].
[lepcneKTHBHUM HAIMPSIMKOM € aBTOMAaTHYHE BHUSIBIIEHHS Ta JIIarHOCTHKA MOMIJIOK MEPEKHUX
HiJKJIIOYeHb Ha OCHOBI MOjeNiell aHOMaJbHOiI MOBEIIHKUM abo CHCTEM MOINEepekKeHb, IO
BUKOPUCTOBYIOTh  IIa0JIOHW. BHpoBa/pKeHHS METOAIB MAIIMHHOTO HABYAaHHS  JUIA
IPOTHO3YBaHHS BPa3JIMBOCTEH 1 aHAITI3Y 1HIMIEHTIB B PEKUMIi pEaIbHOT0 Yacy € NepeayMOBOIO
JUIsL TiABMIIEHHS e(QEeKTUBHOCTI YIpPaBIIHHA MepexeBow Oe3mekoro. /[l aHamizy
BPa3JIMBOCTEH MOXJIMBE 3aCTOCYBaHHsS METOJIB 00poOKu maHux 1 meroniB NLP (oO6poOka
NPUPOJHOT MOBH), SIKI JAIOTh 3MOTY 30MpaTd JaHi TPO 3arpo3W 3 BIIKPUTHX JDKEPET,
OLIIHIOBATH iX 1 KiacudikyBatu. MeToaM KOHTPOJIBOBAHOIO HABYAaHHSA MOXYTb OyTH
BITPOB/DKEHI JUIS TTONTYKY MAOJIOHIB BPa3IMBOCTEH B ICTOPUYHHX JTAHUX.

Cnucok Jiteparypu

1. Zihan Zhou. Distributed WSN Vulnerability Remediation System Based on Mobile-N
Policy. 2023. URL: https://doi.org/10.21203/rs.3.rs-3740423/v1

2. Abdellaoui A., Elmhamdi J. Network Stability Based Multicriteria Weighted MPRs
Selection Algorithm for Mobile Ad Hoc Networks. International Journal of
Communication Networks and Information Security. 2024. vol. 16, Ne 2. 17 p. URL:
https://doi.org/10.17762/ijcnis.v16i2.6668.

3. Goggin G. Apps: From mobile phones to digital lives. John Wiley & Sons, 2021. 154 p.

4. Rahul Ranjan, Ram Keshwar Prasad Yadav. A Decision Framework for Enhancing Adhoc
Network Stability and Security. International Journal of Innovative Science and Research

196


https://doi.org/10.21203/rs.3.rs-3740423/v1
https://doi.org/10.17762/ijcnis.v16i2.6668

[HOOPMATHKA TA MATEMATNYHI METO/I B MOZAEJIFOBAHHI = 2024 = Tom 14, Ne 3

10.

11.

12.

13.

14.

15.

16.

Technology. 2024. V. 9, Iss. 10. P. 55-61. URL:
https://doi.org/10.38124/1jisrt/IJISRT240CT246

Faria Nawshin, Radwa Gad, Devrim Unal, Abdulla Khalid Al-Ali, Ponnuthurai N.
Suganthan. Malware detection for mobile computing using secure and privacy-preserving
machine learning approaches: A comprehensive survey. Computers and Electrical
Engineering. 2024. Vol. 117. 24 p. URL:
https://doi.org/10.1016/j.compeleceng.2024.109233.

Hohenegger V. Developing a Vulnerability Assessment Concept for eHealth iOS
Applications. Diss. Wien, 2021. 157 p. URL:
https://web.archive.org/web/20220115233717id_/https://repositum.tuwien.at/bitstream/20
.500.12708/18842/1/Hohenegger%20Vanessa%20-%202021%20-
%20Developing%20a%?20Vulnerability%20Assessment%20Concept%20for...pdf
Jivthesh M. R., Gaushik M. R., Adarsh P., Niranga G. H., Rao N. S. A Comprehensive
survey of WiFi Analyzer Tools. 2022 IEEE 3rd Global Conference for Advancement in
Technology, Bangalore, India. 2022. P. 1-8. URL: 10.1109/GCAT55367.2022.9972040
https://ieeexplore.ieee.org/abstract/document/9972040/metrics#metrics

10 Best Wi-Fi analyzer apps for iPhone and iPad. URL: https://www.igeeksblog.com/best-
iphone-ipad-wifi-analyzer-apps/

Masum M. R. 10S App  Development  Training. 2018. URL:
10.13140/RG.2.2.10443.23847

Iversen J., Eierman M. Learning Mobile App Development: A Hands-on Guide to Building
Apps with i10S and Android. Prospect Press, 2017. 352 p.

Pesnik P. FO., Anronos lO. C. Po3pobka 3actocynkiB mix miargopmu Android ta iOS.
Ipuxnaoui ingpopmayiiini mexnonoeii: MaT. BCEYKpP. HAyKOBO-TIPAKT. KOH(}. BiHHUIA :
JloHeupkuii HanioHanbHU# yHiBepcuTeT iMeHi Bacuns Cryca. 2020. C. 132-135. URL:
https://www.researchgate.net/publication/355370862 ROZROBKA DODATKIV_PID
PLATFORMI_ANDROID_ TA IOS

Mohamed Ahmed Eltaher. SwiftUI vs UIKit: A Comprehensive Comparison. URL:
https://medium.com/@mohamed.ahmedeltaher/swiftui-vs-uikit-a-comprehensive-
comparison-92f58507495f#:~:text=SwiftU1%20and%20UIKit%20are%20both,
framework%:20with%20extensive%20customization%20options

System  Sequence  Diagram  Used in  Software  Development. = URL:
https://www.researchgate.net/publication/371904764 System_Sequence Diagram Used
_in_Software Development

Bjork S. Flat and neumorphic design: aesthetic preferences compared between age groups.
21st Student Conference in Interaction Technology and Design. Umea University, 2021.
P. 71-78. URL: https://www.diva-portal.org/smash/get/diva2:1574853/
FULLTEXTO1.pdf#page=75

Cimitile A., Martinelli F., Mercaldo F. Machine Learning Meets i0OS Malware: Identifying
Malicious Applications on Apple Environment. In Proceedings of the 3rd International
Conference on Information Systems Security and Privacy. Porto, Portugal, 2017. P. 487—
492. URL: 10.5220/0006217304870492

Amster A. Automating Vulnerability Detection in Networks with Al URL:
https://www.allstarsit.com/blog/automating-vulnerability-detection-in-networks-with-ai

197


https://doi.org/10.38124/ijisrt/IJISRT24OCT246
https://doi.org/10.1016/j.compeleceng.2024.109233
https://web.archive.org/web/20220115233717id_/https:/repositum.tuwien.at/bitstream/20.500.12708/18842/1/Hohenegger%20Vanessa%20-%202021%20-%20Developing%20a%20Vulnerability%20Assessment%20Concept%20for...pdf
https://web.archive.org/web/20220115233717id_/https:/repositum.tuwien.at/bitstream/20.500.12708/18842/1/Hohenegger%20Vanessa%20-%202021%20-%20Developing%20a%20Vulnerability%20Assessment%20Concept%20for...pdf
https://web.archive.org/web/20220115233717id_/https:/repositum.tuwien.at/bitstream/20.500.12708/18842/1/Hohenegger%20Vanessa%20-%202021%20-%20Developing%20a%20Vulnerability%20Assessment%20Concept%20for...pdf
https://ieeexplore.ieee.org/abstract/document/9972040/metrics#metrics
https://www.igeeksblog.com/best-iphone-ipad-wifi-analyzer-apps/
https://www.igeeksblog.com/best-iphone-ipad-wifi-analyzer-apps/
https://www.researchgate.net/publication/355370862_ROZROBKA_DODATKIV_PID_PLATFORMI_ANDROID_TA_IOS
https://www.researchgate.net/publication/355370862_ROZROBKA_DODATKIV_PID_PLATFORMI_ANDROID_TA_IOS
https://www.researchgate.net/publication/371904764_System_Sequence_Diagram_Used_in_Software_Development
https://www.researchgate.net/publication/371904764_System_Sequence_Diagram_Used_in_Software_Development
https://www.allstarsit.com/blog/automating-vulnerability-detection-in-networks-with-ai

A. M. Maxkaposa, 1. A. SIpoBa

THE DEVELOPMENT OF 10S MOBILE APP FOR SOLVING THE NETWORK
CONNECTION SECURITY PROBLEM

A. M. Makarova, 1. A. Yarova

Odesa National Polytechnic University
1, Shevchenko Ave., 65044, Odesa, Ukraine
Emails: anastasia.mikki@gmail.com, yarova@op.edu.ua

To maintain mobile network in an efficient and secure state, an iOS mobile app has been developed, which is a
specialized set of integrated network tools for monitoring, analyzing, and diagnosing network activity. The
functions of up-to-date mobile apps were analyzed and the researches in the field of designing of applications for
i0S mobile devices. It is shown, that most apps are of narrow specialization. The necessity to integrate network
tools in one mobile app is proven. The basic set of integrated network tools for the developed iOS mobile app has
been determined, which should provide network monitoring, vulnerability detection, and efficiency optimization
functions. The technology stack for the developed iOS mobile app has been selected. Using the sequence diagram,
the main functions of iOS app system have been determined, the interaction between the user and the system is
described, and interaction between the components of iOS app system, which are user interface objects and
services, is presented. The development of iOS mobile app logic and user interface of iOS mobile app is described.
The design of developed iOS mobile app is inspired by neomorphism style. It is shown that further possibilities
for expanding the functionality of the developed iOS app are associated with the use of machine learning and
artificial intelligence technologies.

Keywords: iOS mobile app, iOS mobile devices, integrated network tools, network security, network monitoring,
network diagnostics
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BHCOKOTOYHHMM YHCENBHUM JIOCHIIPKEHHSIM arnpoOOBaHO MaTeMaTHYHY MOJIEIb, 3aCHOBaHY
HA METOMI CHHTYJSIPHHX IHTErpalbHUX piBHAHB. JOCHIKEHO KpaloBYy 3amady mpo
IU(PAKLII0 TUIOCKUX TNPYKHUX CTAIlllOHAPHUX XBWIb Ha JKOPCTKOMY IHMIIHIPUYHOMY
BKJIIOUCHHI JIOBUIBHOTO TONEPEYHOro Iepepidy, pO3TallOBaHOMY B HECKIHYEHHIN
i3oTponHOMY cepemoBuill. CUCTeMa CHHTYJISIPHUX IHTErpajbHUX DIBHSHb PO3B’SI3yETHCS
00YHCITIOBAILHUM METOJIOM MEXaHIUHHX KBajparyp. BukopHucTaHO MOJaTKOBI yMOBH Y
igTerpanpHii  ¢opmi. JInd  TWABHIIEHHS TOYHOCTI  pe3yNbTATiB  3aCTOCOBAHO
po3napaieNlioBaHHs anroputMy. HaBoanTbes aHamiz Hampy)keHO-Ie(OpPMOBAHOTO CTaHy
TpaHWI BKIIOYCHHA. JOCHDKEHO NapaMeTph MEXaHIYHHX IIOJNiB Ha HEOTHOPITHOCTI
pomMOiuHOi popmu. Hanpukiran, oTpuMaHo Te, IO TPH MOPIBHAHHI Pe3yNbTaTiB IS Pi3HUX
TUIIB XBWJb, IO B3a€EMOJIIOTH 3 BKIIOYEHHSM, MOKHa 3pPOOMTH BHCHOBOK, IIO €
MIPUHITUIIOBA BIAMIHHICTD Y PO3MOIiNi KOHTYPHUX HANPYXXEHb MpHU HaOiraHHi Ha YKOPCTKE
BKJIFOUSHHS XBHJI pO3IIMpeHHsI-CTUCHeHHs (P-Bumasok) un xBuii 3cyBy (SV-Bunamok). Y
P-Bumnazsiky HopMalibHEe KOHTYpHE HANpPYKEHHS JOCSrae JIOKaIbHUX MaKCUMYMIB B JI00OBil
Ta TIHBOBMH TOYKax BiAMOBiAHO. Y SV-BUNAAKy HOpMalbHE HANpY>KEHHS y IMX TOYKaX
JIOPIiBHIOIOTh HYJIIO 1 JIOCATalOTh MakCUMyMy B OKOJI TOYKH 3iCKOB3yBaHHs. JloTH4He
HanpyXeHHs B P-Bumajky B J000Bii i TiHBOBIMi TOYKaxX NOPIBHIOIOTH HYJIO, a HOro
MaKCHMYM JIOCATAETBCSl TMOONM3Yy TOYKHM 3IiCKOB3yBaHHA. Y SV-BUNanKy HOpMaibHE
Hanpy)XeHHS TNpHiiMae MaKCUMaJbHE 3HAUeHHS B JIOOOBIM TOdLi 1 Mae JIOKAIBHHUNA
MaKCUMyM TOOJNM3Yy TOYKH 3ickoB3yBaHHS Ilpm 30ULTBIICHHI MapameTpa BiTHOCHOT
IITFHOCTI BKJIFOYCHHS CIOCTEPIraeThCsl 301BIICHHS HOPMAlTBHOTO HANpyXeHHs y P-
BUIAJKY Ta JOTUYHOTO Y SV-BUNaAKy 1moOun3y J1000BOI TOUKH Ta X 3MEHIIEHHS B OKOJI
TIHBOBOi TOYKH. A MakCHMyM JOTHYHOTO HalpyXeHHs y P-Bumajnky Ta HOpMaJIbHOTO y
SV-Bunaaky 3Mimiyerbcst 3 TiHBOBOi obOsacti B ocBiTieHy. Kpim Ttoro, y P-Bumaaky
NepeBaXkaloTh HOPMAaJIbHE HANpYXKEHHs, a 3HAYeHHs Mapamerpa BiIHOCHOT LIIBHOCTI
MPaKTUYHO HE BIUIMBAE HAa 3HAUYEHHS 1[bOTO HANIPY)KEHHS B TOYIIl 31CKOB3YBaHHSI.

KirouoBi ciaoBa: 1utocki TapMoOHIYHI XBWI, Ju(pakiis, CHHTYISPHI IHTETrpajbHi
PIBHSIHHSI, YUCEJIbHUIT €KCIIEPUMEHT, JKOPCTKE BKIFOUSHHSI.

Beryn. Jludpakiiiro mIocKkux rapMOHIYHMX XBWJIb Ha BiIOMBadaxX CKIJIAJHOI T€OMETPUYHOT
dbopmu ehEeKTUBHO MOJIETIOE METO/I IHTETpaATbHUX PiBHHB [1,2]. ¥V [2] M MeTo0M Briepiiie
JOCITIJDKEHO IUIOCKY JWHAMIuHy 3aJady Mpo KOJUBAHHS 130TPOIHOIO CEpeIOBHINA 3
NPYKHUM BKJIIOUYEHHSM JOBUIBHOTO MOMEPEYHOro Iepepizy. Y MpeacTaBiieHid TyT poOoTi
METOJ IHTErpajibHUX PIBHSHB, 3alPONOHOBAHUN B [2,3], BUKOPUCTOBYETHCS ISl YUCEITBHOTO
aHaJII3y MEXaHIYHUX MapaMeTpiB XBUJIHOBOIO MOJS Y BUMAAKY IUdpakiii IIIOCKUX XBUJIb Ha
KOPCTKOMY («pPyXOMOMY», TpOT€ aOCOJIOTHO >KOPCTKOMY) IMJIIHAPUYHOMY BKIJIIOUEHHI
JIOBUTBHOT'O TIONIEPEYHOTO Tepepizy.
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B [2] 3a3HaveHo, 1m0 3ampoINOHOBAHWUN TaM ajIrOPUTM MOJEITIOBAHHS MUGPAKINi MITOCKUAX
MPYXHUX XBHJIb MAa€ BIACTHBICTh HE JIMIIE TEOPETUYHOrO, a W YHCEITHHOTO PO3B’SI3aHHS
OKpEMHUX BHUIIAJIKIB, KOJU BijiOMBauYaMu € OTBOpH [4], Hepyxomi [5] abo pyxomi aOCOIOTHO
KOPCTKI BKIIIOUEHHS [3] — 3aBIsKH BapiaHTHOCTI BUXITHUX MapaMETPIB.

IMoctanoBka 3amavi. PosrissHeMO y HEOOMEXKEHOMY 130TPOITHOMY CEpENOBHINI 3
koepinienramu Jlame A, ¢ Ta MIIBHICTIO p HECKIHYEHHO JNOBTUM B310BXK OCi Ox3 LMIIHAD,

MOTIEPEYHHU Tepepi3 SKOro OOMEXEeHWH 3aMKHEHHMM KOHTypoM L Tuny JlamyHoBa.
[lepenbauaeTbess, MmO LMIIHAP € aOCONIOTHO JKOPCTKMM TLIOM 31 IMUIBHICTIO pgo. Y

CepEeIOBHILlI, TIEPIICHANKYISIPHO OCI MHUIIIHAPA, MOIIMPIOETHCS TapPMOHIMHA (3aJIeKHICTh BiJ
4acy BUPAKAETHCS MHOKHUKOM e ' ) XBUJIS PO3LIMPEHHS-CTUCHEHHS ( P -BUMAJIOK):

. f 2
UI(O) —0, Uéo) =772y, :2, c = /1+_,u’ 71 =const (D
1 P

a0o xBust 3cyBY ( SV -BUNIaOK):

UI(O) =7y 122 U§0) =0, 7, -2 cH =\/Z, Ty =const (2)
e P

Je e ¢ U ¢y - IIBUAKOCTI MO3JJOBXKHBOI Ta MOMEPEYHOI XBWJIb y MATpPHIll, @ - 4acTOTa

KOJIMBaHb, i =-1

Bzaemogitoui 31 BKJIIOYEHHSAM, XBWIS, ILI0 Ha0irae, MOpPOJKYe BIIOWTI MO3IOBXKHI Ta
TonepeyHi XBIIi. IXHA CyKymHiCTh BU3HAYAE HANPYKEHO-Ie()OPMOBAHMI CTaH CepelOBHUIIA,
aKuil ToTpiOHO Bu3HauuTu. Hacmimyroun npunnun cynepro3unii [1,2], 3aranbHe mose
aMILTITY/ IePEMIIICHb 1 KOMIIOHEHT TEH30pa HAIPYXKEHb OyJeMO IIyKaTH y BUTIISII:

U, =09 g0 o 0, 0

mn =T

T =28 iy ULy +Uno )+ plUpypy + Uy ), my n=1, 2. (3)

Tyt U,go), T,(,%) u U,gl), r,% - aMIUNTyAM KOMIIOHEHT BEKTOpa IMEepeMIlIeHb Ta TEeH30pa

HaIpy’KEeHb 11a1a1040r0 1 BIIOMTOr0 XBUIBOBUX OB BIIIOBIAHO, J,,, - cuMBOI KpoHekepa.
Binbute mone nmepemilieHb TOBMHHO 3a/I0BOJIHATH YMOBI BHUIPOMIHIOBaHHS Ha
HECKIHYEHHOCTI, a TakoX piBHSIHHIO pyxy [l]. KpiM Toro, Ha moBepXHI >KOpPCTKOIrO
BKJIFOYEHHS IOBUHHI BUKOHYBATHUCh TPAHUYHI YMOBHU:

U, =B —wy, Uy =By +axé, {=E+inel (4)

ne By, By ¥ @ - aMIUIITYM IOCTYNAIbHOTO PYXY Ta KOPCTKOIO IOBOPOTY BKJIIOYEHHS.

Metoa pocaimkenHnsi. [IpeacraBneHHsT aMIUTITY/] NepeMillieHb BIAOMTOr0 XBHJILOBOTO MOJIS
OyneMo IIyKaTW y BHUIVIIAI MOTEHL{aNiB Tumy mnpocroro mapy [1,2] (mizcymoByBaHHs
n=12):

U (M)= v (M, P)p,(s)s, k=1,2, (5)
L

ze pn(s) - HeBiIOMi (YHKIIIT; V,gk) - KOMIIOHeHTH MaTpuili ['piHa, 1Mo sBISAOTH COOO0IO
aMIUTITYIM TepeMILeHb Y To4ll M Tpu Ail rapMOHIYHOI CHJIM, MPUKIIAAEHO] y Toull Pe L

Ta CHpsAMOBaHOI B370BXk ocl Ox (k=1) abo B310Bxk oci Ox, (k=2).

Ammmityam nepemimens V") Ta BiANOBiTHEX KOMIIOHEHTIB TEH30pa HANPYKEHb

(k)

O, BA3HAYAIOTHCS 13 CIIBBIHOMICHD (k, m, n=1, 2):

k k k k k k
PO =™ LG o) =6, 70 vy 4 B v R,
1

A+yEXA+73)G=cS(x) =&, X0 =), c=—m——,
e e u(i+2)
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G(M P)_EH(()D(71”)_H(()1)(72F)
> g 2 .2 ) (6)
4 72 =i

Tyr H 5.1) (x) dynkuis XaHkens nepmoro poay j-ro Hopsaaky, A - omepatop Jlannaca.
BukopucroBytoun ¢yHIaMEeHTaJIbHE PilIeHHS G(M , P), JUIs KOMOIHAIi TepemileHb

Vn(k) OTPUMYEMO TaKi BUPa3H:

MLyl x 2 2 _py M
W +iv, —d(zdbzo—(O,S—v)yz(DOOJ, no=vy’,

o2 (Vl(l) —2iv P -y ): e~ (Vl(l) 2P ): %@ by d=—

4u(1-v)’
14, [ (1)
nH; \nr)=rH; 7 \rar ,
1j= L ( : 2) 22 ! ( 2 >, 2=( =re, z=x +ixy, X=3-4V, NP (7
=" 2(A+u)

Amnani3z ¢opmyn (7) nokaszye, mo ¢GyHKIIT Vl(l) —2iV1(2) _V2(2) Ta Vl(l) +2iV1(2) _V2(2)

Oe3nepepBHi B HYJ, a QyHKIIis Vl(l) +1i V2(2) Mae Jorapudmiuny ocobnusicts. Lle o3Hauae, 1o

3aJ0BOJICHHSl TPAaHMYHUX YMOB (4) 3BOOUTH KpaloBYy 3aJady IO CHCTEMH IHTETPaJbHUX
PIBHSHB 13 JNOrapuMIYHUMHU SAPaMH, YUCENIbHA peani3allis SKUX € ycKiagHeHor. Tomy, 3
METOI0 OTPUMAaHHS CHHTYJSPHUX IHTETpalIbHUX DPIBHSAHB 3 siapamu Ty Ko, rpaHudHi

yMoBH (4) AudepeHIiIoBaInCs 3a AYTOBOIO KOOPIUHATO Sy 1 3aMuCyBalIKC Y BUTJISAL:

AU+ —imoe?" dUi-i) _ woe 00, :[Wewhwe_i(po} : 3
L 260

B — | =1 ’
ds 0 0z 0z

dSO dSO

L L

J€ @ - KyT HO3UTHBHOI JOTHUYHOI 10 L B TOull § =&y +in)y €L 3 Biccto Ox, z=x] —ix, .

Cucrema CHHIYJSIDHHUX IHTerpajbHMX PpiBHfIHb. B poborax [2,3] HamaHO METOIUKY
pO3B’si3aHHs i€l KpaitoBoi 3aaaul. OTke, 3aJOBOJIBHAIOYN TPaHUYHI YMOBH (8), MPUXOIUMO
70 CHUCTEMH CHHTYISIPHHX IHTETPaJbHUX DIBHSIHB IEPIIOT0 poay 3 sapamu Tumy Komri
(migcymoByBaHHS Uit n=1,2):

Ian (so, s)fn(s)ds—Mm(so)wO =—Nm(s0), m=1, 2;
L )
dl 2 o0 _ i)
B,=%-2¢ ~¢
EINET ¢ —<o
—i —i(2e—
gy =4[ 2T o s o0 G- |

8| i c-¢ 3

COS —Q
By =By Z—d(%wﬂ{l@q —(0,5—V)7§®?1j008(<00 —0‘0)],
7Tl o 4

0 i(¢70+a0) 0 i(3a0—¢0)
+ F31e —F33e

fils)=pi(s)+ipa(s) fo(s)=pi(s)—ipa(s) M, =imye' M, My =M,

gy (1) ¥240]
nH; (71’0)_7217" (72’0) - 0 2 0 0 2i 0
(D?j =— ’ $o—¢ =re'™, Br=———t @3, [55=-——+ 033,

y 12 _ 722 ’ TR Ty
Ny =—N, =y 71¢ "0 singy i P-xBuii, Ny = N, =—iyyr0e 720 singy - mst SV
Amnaii3 saep cucrteMu piBHAHB (9) mokasye, mo aapa Bj; U By, € CHUHTYISPHUMH, a
Bj» u By - HEIEPEPBHUMH.

HeoOxinHi Ui 3aMHUKaHHS alrOpUTMY TPH JOAATKOBI YMOBHM BHUIUIMBAIOTH 13 3aKOHIB
MOCTYNAJILHOTO Ta 00epTajibHOro PyXy aOCOJIOTHO >KOPCTKOro Tijna. s mocTymajibHOTO
PYXY, BUXOJSTUHU 3 Apyroro 3akoHy HproToHa, oTpuMyeMo:
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[Sids=-w’pSoBy, [Syds=-apySyB,, (10)
L L
a PIBHAHHSA, IO ONKMCYE 00EPTANEHUMN PYX, 3aIIUIIEMO Y BUTIISI:
I(Sl(ﬂ—az)—Sz(i—al))dS=—w2JA600, (11)
L

ne Sy U S, - aMIUNTYAM KOMIIOHEHT BEKTOpY HAIpyXKEeHb Ha KOHTYypi L; S, - muoma
BKJIFOUEHHs, OOMEXEHOr0 KOHTYpoM L; J 4 - MOMEHT iHepIii BKIIIOYEHHS BIIHOCHO TOYKU
A(al, az); IIOCTIHHI B Ta B, BU3HAYAIOTHCS 3riAHO (4).

YucenbHa peadizanis. Sk i B [1-3], g gucensHOT peanizallii aJiIrOpuTMy BUKOPHUCTOBYBABCS
METOJ MeXaHIYHUX KBagpaTyp [6]. PosmapaientoBaHHsS anropuTMy 3I1HCHIOBAJIOCS
aHajiorigso [3].

SIK mpuKIan; pO3rIISTHEMO CEepelOBHINE, IO MICTHTh JKOPCTKE NMIIHAPUYHE BKIIOYCHHS
poMOiuHOT popMH 31 3aKpYTIIECHUMH KyTamH [7]:

E(B)=a(sin f—Isin3p), n(f)=—b(cosf+9cos3f),0< <2 (12)
ne npu $=0.14036 xoutyp mae popmy pombda (y Bumagky $=0 KOHTYp Mae eminTHYHY
dopmy &=asin f, n=—bcosf, 0< [<2r).

Ha rpanuiii BKIt0YeHHS MPOBOIUIOCS O0YHCIEHHS 0€3p03MIpHUX HAMPYKEHb

on =|ta|/ P, o5 =|ts|/ P, 05 =|T|/ P, (13)
e 7,, T, - AaMIUITyJu HOPMaJbHOIO Ta TAHIEHLIAJILHOTO HANpPYKEHHA Ha L; 7
BH3HAYAETBCS 13 CIHIBBINHOWIGHHSA 7, +7, =711 +7xn; P =17 (ﬂ, + 2,u) - MakKcuUMalbHe

HanpyxeHust B P-xsuii (1), ta P =py,7,1 y pa3i SV -xsuii (2).

B pobGori [3], me Takok BHKOPUCTAHO MeTOA [2], HABEICHO YHCENbHI pPe3ylbTaTH, SKi
JI03BOJISIIOTh TEPEBIPUTH JOCTOBIPHICTh peE3yNbTaTiB 1i€i poOOTH. 3a3HauuMoO, M0 MpHU
madpakuii mo3noBxkHK0i (1) abo momepewnoi (2) xBWwIi Ha >KOPCTKOMY BKIJIIOYCHHI 3
rpaHnyHuMHE ymMoBamu (4) Ta nonarkoBumu ymoBamu (10)-(11) HampyxeHHS o 3aBKAU

MEHIIIE o, i TTOB'I3aHe 3 HAM CIiBBIHOIICHHIM o, =V -0, /(1-V).

Takoxx Tpeba 3a3HauMTH, IO 3TIJHO 3 pekoMeHaamisMu [6] momatkoBi ymoBu (10)-(11)
MO>KHa MOJIETIOBATH K B OyJb-sKill OJHIM TOULll KOHTYpY, TaK 1 B IHTErpajJbHOMY BUTJISI.
[Ipore momanbii BUCOKOTOYHI YHCIICHHI AOCTI/DKEHHS TIOKa3aid, 10 MNpu 30UTbIIEHHI

3Ha4YeHHA Oe3pO3MIPHOTO XBHIILOBOTO YMCIa },,a A P- ta SV-XBuib crocTepiraroTbest

CYTTEBI BIIMIHHOCTI pe3yibTaTiB. TOMy TyT BHUKOPHCTaHI JIMIIE «IHTErpajbHI» J10AATKOBI
yMOBH [6].

Gns

6)
Puc. 1. Poznonin HanpysxeHp pasi HaOiranus P- xswii npu b/a=0,5 ta v=0,3
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<L

Tl n P

Puc. 2. Po3noin HanpyxeHs pasi Habiranas SV -xswii npu b/a=0,5 ta v=03

Ha puc. 1 (a, 6) Ta 2 (a, 0) HaBeIeHO PO3NOJUI HANIPYKEHb O, 1 T, B3J0BX KOHTYpY
POMOIUHOTO JKOpCTKOTO BKJIOUeHHs (12) y pa3i HabiranHs P- ta SV -XBWii BiIOBIIHO TPH
b/a=0,5 ta v=0,3, mo ms nopiBasHHA Bianosigatots [3]. [Ipore TyT, Ha BiaMiHY Bifx [3],
na=y,a=3,0. 50k 1. [3], kpusi 1, 2, 3 Ta 4 BinnoBiga0Th 3HAUCHHAIM P/ p=0,5; 1,0; 2,0 Ta
5,0. OyeBHIHO, IO CHOCTEPIraeThCs 30Ir 3aralbHOTO BUTJAY KpuBHX. [Ipore cyrTeBa

3aJISKHICTh PE3yJIbTATIB BiJl 3HAUCHHS XBUJIHOBOTO YHCIIA.
BucHoBkH. YV P-BUIAJKy HANpPYKEHHS o, [OCATA€ JOKAIbHUX MaKCUMyMiB B JIOOOBIH

) —180° Ta TiHbOBHii ,B:OO TOYKax BixmosigHo. Y SV -Bumaaky HampyxeHHA o, y LHX
TOYKAX JOPiBHIOIOTH HYIIIO i OCATAIOTH MAKCUMyMy B OKOII TOuKH 3ickoB3yBanHs ( 3 =90°).

Hanpyxenns o, B P-BUIAJKY B JIOOOBIH 1 TIHBOBIM TOYKaxX JOPIBHIOIOTH HYIIO, a iX
MaKCHMYM JIOCSTA€ThCS MOONIN3Y TOUKH 3iCKOB3yBaHHA. Y SV -BUNAAKy HaNpyXeHHA O
npuiiMae MaKCHUMallbHE 3HAYCHHS B JIOOOBIM TOYIll 1 Mae JOKAIbHUNA MaKCHMYM IOOJIU3Y
Touku f3=90°.

IIpu 30inblIeHHI TapaMeTpa O,/ p CHOCTEpPIracThCs 30UIbIIEHHS HANIPYKEeHb o, Y P-
BUIIAJIKY Ta O, ¥ SV -BUmagKy noonu3sy 10060BOI TOUKH Ta IX 3MEHILEHHs B OKOJIi TIHBOBOI
TOYKH. A MakCUMyM HallpyXeHb o, y P-BUNAIKy Ta o, y SV -BUmanky 3mimryerscs 3

TinsoBoi o6macti (60° < 82<90°) y ocsitneny (90° < 8<120"). Kpim Toro, y P-Bumaaxy
HepeBaXKaloTh HANpPYXKEHHA o, , a 3HAUCHHsS IapaMmeTpa O,/ NPaKTUYHO HE BIUIMBAE Ha

3HAYEHHS 11bOr0 HATIPY/KEHHs B TO4Ili 3ickoB3yBanHs 3 =90°.
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A mathematical model based on the method of singular integral equations was tested by high-precision
numerical research. The boundary value problem of the diffraction of plane elastic standing waves on a rigid
cylindrical inclusion of arbitrary cross-section located in an infinite isotropic medium was studied. The
system of singular integral equations is solved by the computational method of mechanical quadrature.
Additional conditions are used in integral form. To increase the accuracy of the results, the parallelization of
the algorithm was applied. An analysis of the stress-strain state of the inclusion boundary is given. The
parameters of the mechanical fields on the inhomogeneities of the rhombic shape were studied. For example,
it was found that when comparing the results for different types of waves interacting with the inclusion, it can
be concluded that there is a fundamental difference in the distribution of contour stresses when running into a
rigid inclusion of an expansion-compression wave (P-case) or a shear wave (SV -case). In the P-case, the
normal contour stress reaches local maxima at the frontal and shadow points, respectively. In the SV case, the
normal stress at these points is zero and reaches a maximum around the slip point. The tangential stress in the
P-case at the frontal and shadow points is zero, and its maximum is reached near the slip point. In the SV
case, the normal stress takes a maximum value at the frontal point and has a local maximum near the slip
point. When the relative inclusion density parameter increases, there is an increase in the normal stress in the
P case and tangential stress in the SV case near the frontal point and their decrease around the shadow point.
And the maximum of the tangential stress in the P-case and the normal stress in the SV-case shifts from the
shadow area to the illuminated area. In addition, in the P-case, the normal stress prevails, and the value of the
relative density parameter practically does not affect the value of this stress at the slip point.

Keywords: plane harmonic waves, diffraction, singular integral equations, numerical experiment, hard
inclusion.
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AJITOPUTM AJAIITUBHOI'O OYMIIEHHS BII LTYMY
SAXHNIIEHHOI'O 306PAKEHHSA 3 KAMEP BIIEOCIIOCTEPEX XEHHSA

A. B. Capuenko, O. A. Kymniperko, M. M. Ixak, B. B. I'pomos, B. O. Hazapos

Hamionanenuii yaiepcuter «Ozecbka MOMITEXHIKa»
1, lleBuenka np., M.Oneca, 65044, Ykpaina
Email: koa@op.edu.ua

BuxopucTaHHS BOISHHX 3HaKiB CyMICHO 3 BiI€O-TIOTOKOM 3 KaMep BiI€OCTIOCTEPEKEHHS
JIO3BOJIIE HE TUTBKHM BHPIMIATH CTaHAAPTHI 3a1avi Taki SK, HAPHKIAM, ITiITBEPIKCHHS
CIIPaBXHOCTI 300pakeHHsI, 3aXUCT aBTOPCHKUX MPaB HO 1 TOJTAI0Th JOOATKOBY iH(OpMAaIlifo,
SIKY 3pyYHO BHKOPHCTOBYBATH IPH aBTOMAaTHYHOMY ()OPMYBaHHS peecTpiB Ta 0a3 naHux. B
SIKOCTI JTOaTKOBOI iH(popMarii MOXXyTh OyTH IepCOHAIbHI NaHI BOJIIB, HOMEpU Ta dac
MapKyBaHHs TPAHCIIOPTHUX 3ac00iB, SKIIO KaMepa BCTAaHOBJICHA Ha mapkinry uu yac JTTI,
SIKIIO KaMepa Mpu3HaueHa Ui ¢ikcauii came Takux nojiid. BpaxoByroui HecTaOlIbHI yMOBH
B SIKUX MOXE BiZOyBaTHUCs Bifeo-(ikcallist moiil, Ta HeJOCKOHAIICTh TEXHIUYHOI CKJIA0BOT
SNIEKTPOHHUX CXEeM Kamep 3’ABJsieTecss HEOOXITHICTh 3MEHIICHHS pIBHA UIYMiB Ha
3axXHINCHOMY 300pakeHHI. MeTa poOOTH MoJIsArae B po3poOili afaTHBHOIO Ta 3 HU3BKOIO
00YHCITIOBAIEHOO CKIIAHICTIO aJTOPUTMY OYHIICHHS Bi IIyMY SIK BUXiTHOTO 300pa’keHHS
KOHTelHepy Tak i 300paxkeHHs 1[B3. 3a3Buuail 300pakeHHsT KOHTEITHEPY BOJIOJi€ 3HAYHO
6inparoro eHrpomieto uuM B3, 1o npu3BoANTS 10 MapafoKCy CYTHICTH SKOTO B TOMY, IO
ONTHMANBHUNA anroput™M ¢irbTpanii momo 300pakeHHS KOHTEHHEpPY MOXE BHABHUTHCA
TaKUM, 1[0 CIOTBOPHUTH 300paxkeHHs B3 i HaBmaku. ToMy MOIIyK anropuT™y, IO MOXE B
OJTHAKOBOI Mipi MOJIMIIUTH 00HIBa KOMIIOHCHTH 3aXHIIECHOTO 300paXeHHS € aKTyaIbHUM
3aBIaHHSM, 10 1 OyJIO BUPILIICHO Y AaHOT pOOOTi. B SKOCTI OCHOBHOTO KPUTEPIIO IS OI[iHKU
SIKOCTI 300paKeHb MICIIA YCYHEHHS MIyMy OyJio 0OpaHO BEIMYUHY KOC(DIliE€HTY KOPEsIil
MK 300pa)KeHHSIM, 1[0 HE MICTHTh IIyMYy — €TAJIOHHUM Ta 300paKeHHSM Miciis (iibTparii.
3 MeTol 3HMKEHHS OOYHMCIIOBAJIBHOI CKIIQJHOCTI alrOpUTMy OyJO OOpaHO MPHHIMIT
MeiaHHOT (QinbTpalLii 3 anepTyporo, po3Mip sIKOT 3aJIeXKUTh BiA aAucnepcii urymy. 3 METor
3HAXO/DKCHHS ONTUMAIbHUX 3HAYEHb pO3MIpYy amepTypd MeaiaHHoro (GiasTpy Oyiio
mo0yTOBaHO 3aJIEKHOCTI KOe(DilliEHTIB KOPENAIii BUXIAHOTO i 00poOICHOTO 300pakeHb Bij
aucnepcii nrymy. Jlane mociifKeHHs TO3BOJIMIIO BUSIBUTH €KCTPEMYMH, IO € KparKaMu
ONTUMAIFHUX 3HA4YeHb PO3MIpiB BikHA MenmiaHHOTO OLIBTPY. bBynmo 3ampomoHoBaHO
aIanITHBHUN aNTOPUTM MeiaHHOI (PLIBTpallii, 0 CIIOYaTKY 34iiiCHIOE 00POOKY 3aXHUIIEHOTO
300pakeHHS 3 (ikcoBaHMM po3mipoMm BikHa (3x3), a pmami, micms BurydeHHs [[B3
BHUKOPHCTOBYIOTBCS 11I€ IBa Me/lilaHHUX (ibTpa 31 3MIHHUMHU 3HaY€HHSIMH BiKHA OKPEMO JUTs
300pakeHHss koHtedHepy Tta I[IB3. Takiii miaxix MO3BOJHB MJOCSITHYTH 3HAYCHHS
koediienTiB kopesiuii o Hixk 0.9 mpu nucnepcii mrymy 0.3. Tak sk MepiaHHui GinbTp
HEe MICTHTh Hi Omepalliii MHOXXEHHsS Hi omnepauiii MiZICYMOBYBaHHsS TO 3alpONOHOBAaHHI
AITOPUTM MOXE OYTH peasli3oBaHWil Ha JelIeBiil ejeMeHTHi 0a3i, HamnpHuKiIan,
MikpokoHTposiiepax AVR um ARM apxitekTypH, IO KOIUTYIOTh 3HAYHO MEHINE HIX
CIeliaji3oBaHi CUTHABHI IPOLIECOPH YH MIBHIKOIIF0YA TPOrpaMOBaHa JIOTIKa.

Karouosi ciioBa: mudposuii BoJsIHUI 3HAK, 3aXHIIEHE 300paXKeHHS, OUHMIIEHHS BiJ| LIIyMY,
Kamepa BiJIeOCIIOCTEPEIKEHHS, PIBEHb CIIOTBOPEHHS iH(pOpMaIlii, HaiMEeHII 3HaYyIIHH OiT.

Beryn. B ymoBax 3pocratounx 3arpo3 Ta notpe6 y 3axucti iHpopmMailii, BiIeOCIOCTEPEKEHHS
CTa€ HEeB1/1'€eMHOI0 YACTUHOIO CTpaTerii 6e3neku sk AJis O13Hecy, TaK 1 U1 Iep>KaBHUX YCTaHOB.
[Tpu 1iboMy, BOJISIHI 3HAKU MOXKYTh OYTH JJOJATKOBUM PIBHEM 3aXHCTy JaHUX. B monanbmomy
300pakeHHS 13 J0JaHUM [H(PPOBUM BOISHUM 3HAKOM OyJ€MO Ha3WBaTH 3axHIIEHE
300paxkenHs [1]. Bukopucranna uudposux BoasHux 3HakiB (LIB3, anrmiiickkoro DWM —
Digital watermark) cymicHO 3 300pakeHHsIMU, [0 OTPUMaH1 3 KaMep BI1JCOCTIOCTEPEKCHHS
[2,3] 3a3BUuail Ma€ HACTYITHI IIii:

e 3axuCT  aBTOPCBKMX  TMpaB:  BOJASHI  3HAKM  JIOMOMAralTh  3amoOirTu

HECAaHKIIIOHOBAHOMY BHKOPHCTaHHIO Ta PO3MOBCIO/KEHHIO BiJleoMarepiaib.
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Inentudikarmis mKepena: BOHHM JO3BOJSIOTH IIBHAKO BU3HAYUTH, 3BIAKU OyIO
OTPUMAHO BiJICOMOTIK, 10 BXKJIMBO 317151 3a0€3Me4eHHs IIJIICHOCT] TaHUX.

AyauT Ta KOHTPOJIb: BOJSHI 3HAKH MOXYTh BUKOPHCTOBYBATHUCH JJISI BiJCTCIKEHHS
Ta JOKYMEHTYBaHHS 3MiH Yy B1JICOMOTOII].

301IbIIICHHS] TOBIPHU: HASBHICTh BOJSIHUX 3HAKIB ITiIBHIIYE JIOBIPY KOPHUCTYBAYiB J10
ABTEHTHYHOCTI Ta Oe3neKu BigeoiHopmarrii.

OnHak po3pOOHUKH aITOPUTMIB OOPOOKH 3aXHUICHUX 300pakeHb HATHKAIOTHCS Ha
JIesIK1 CKJIAIIHOIIII, OCHOBHOT cepe/l SIKUX € BIUTUB 30BHILIHIX Ta BHYTPIIIHIX IIYMiB.
Posrasinemo MoxiuBy cxemy fonaanHs (BOymoByBanHs) [[B3 10 Bigeo-moToxky (mauB.

puc.l).
OB’€KT
CIOCTEPEXEHHSI
1I1OPOBUI
¢ BOJISTHUI
HIVM 3HAK/11B3
+ ]
¢ n(t) l
KAMEPA BJIOK KOJIEK
BIJIEO —| onaBanns B3| RAW_IPEG
CITOCTEPEXEHHS | RAW
be3 cruchenns
JIHLA 3B°S13KY
...................................................... LMOPOBHIA
BOJISIHUI
: 3HAK /IIB3
3BOPOTHIIA : BJIOK BIIOK | e
— [EPETBOPIOBAY [—=—3»| OUUIIEHHA {—p :
1 BUJIVUEHHS 1IB3|
JPEG-RAW : BILIIYMY >

: = ' TOPOXHIN
: PO3POBJISIEMMIA IOTATOK | yonToemD @

Puc. 1. Cxema nonaBanns 1{B3 10 BiieonoToky 3 KaMepH BiJIEOCTIOCTEPEIKEHHS

I3 maHoTO pHUCYHKY MO’KHA ITOOAYHTH, IO HA BX1Jl KAMEPH CIIOCTEPEKEHHS IIOCTYTIA€ HE
TIIBKH 300pa’keHHS LIIIOBOIO 00’ €KTa HO 1 IIyMHU, 10 JOJAKOTHCS A0 LIbOro 300pakeHHs. Llei
polec Ha cxemi 300pakeHui y 6J10111 M1ACYMOBYBAHHS, 1€ IIIyM MTO3HAYEHUH sK n(t).

Cepen TuIIiB IIyMiB MO>KHA BUAUTUTH 30BHIIIHI:

raycoB HIYM — BHIQJKOBI 3MIHM $CKpPaBOCTI MIKCEINiB, IO PO3MOJUIEHI 3a
HOPMAJIbHUM 3aKOHOM,

myM Crnapce (IMIYJIbCHUM LIyM) — Pi3Kl 3MIHM 3HA4Y€Hb IMIKCEIIB, SIK, HAIPUKIIA,
"cinb Ta mepewp", 110 BUABIAIOTHCS K YOPHI Ta 0111 TOUKU HA 300pakeHHi,

Ta BHYTPILIHI:

¢baykTyaniiiHi IIymMH 4Yepe3 HEJIOCKOHATICTh CEHCOpiB, IO MAaloTh MpPOSB SIK
"3epHHUCTICTH" 300pa’KeHHS.

Jlnst kopekTHoro AoaasanHs L[B3, 0co0a1BO afUTUBHUMHU METOJJAMHU, BUX1THUI CUTHAI
KaMepH TMOBUHEH OyTH y ¢popMmaTi 6e3 cTucHeHHs, un 'y RAW ¢opmari.
RAW dopmar (Raw — «cupuii») [4] — 11e HECKoMIpecoBaHiii abo cliabKo CTUCITHIA

dbopmar

daiiniB, SKUH BHUKOPUCTOBYEThCS s 30epiraHHs 300pakeHb, OTPUMaHUX 13

udpoBux kamep. Bin 30epirae naHi, oTpuMani 3 ceHcopa KaMmepu, 0e3 3HaUHUX 3MiH Ta BTparT.
Came no 3o00paxenHss y dopmari RAW 3maiiicHioerbest nomaBanHsa [[B3 3a aguTuBHUM
anroput™MoM, Hanpukiaa, LSB [5]. Jlami BinOyBaeThCsi CTUCHEHHS BiZIEONIOTOKY UM OKPEMUX,
BXKE 3aXUIICHUX, 300pakeHb B popMaT jpg[4] 111040 MOAaIbIIOT0 PO3MOBCIOIKEHHS [0 KaHATY
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3B’sI3Ky YOIK OTpHMYyBaya MmoBijioMJieHHs. Byke Ha 1iboMy eTarti MOXIIHBI OmKopkeHHs [[B3,
Tak sk (opMmaT jpg — e CTHCHEHHs 13 BTpaTamMu. B mopanbimomy, Ha OOIi OTpUMYyBada
MOB1IOMJICHb, 3/IIHCHIOETHCSI 3BOPOTHE MEPETBOPEHHSI CTUCHEHOTO BIJICOMOTOKY YU OKPEMHX
300pakeHb 10 HECTUCHEHOTO BHUIIIAY 3 IUJUTIO 3HMDKEHHS PIBHS HIYMIB Yy OJOI «OYHIECHHS
BiJ mymy» Ta BuirydeHHs [[B3 y BignoBigHomy moay:ni. [lpu nekomyBanus gopmary jpg Ta
00po0I1l 3aXHIEHOT0 300pa)KeHHSI y OOl «OYHUIICHHS BiJl IIYMY» MOXJIUBE IOJAaTKOBE
crioTBopeHHs [1B3 sike yHEMOXKIIMBUTH HOTO 1IeHTH(IKAIIITO.

B takoMy ceHci BHOip MpaBUIBHOTO MiIXOTY JUIS OYHIIEHHS 3aXUIIEHOTO 300pakeHHS

BlJI IIyMIB TaKUM YUHOM, 1100 BuiydeHuid 1IB3 MaB mpumyctumuii piBeHb CIOTBOPEHb €
aKTyaJIbHUM 3aBJAHHSM.

Meta i 3agaui gocaigxenHsi. Mera poOOTH mossirae B MiABUIIECHHI PiBHS pO30ipIMBOCTI
BunydeHoro [IB3 omHOYacHO 31 3HWXKEHHSM PiBHS IIyMYy IMIOJ0 300paykeHHS rpadidHoro
KOHTEHHepa.

Jyis nocsrHEHHS 11i€1 MeTH HEOOX1THO BUKOHATH HACTYITHI 3a]1a4i.

1. IlpoBecTn aHaji3 THUMIB HIyMiB, IO OKAa3ylOTh HAWOUIBIINK BIUIMB Ha SKICTh
3axXHIIEHUX 300paKeHb Ha BUXO/II KAMEPH BiI€OCTIOCTEPEIKEHHS.

2. BuBuuTH HaibOUIBII BigOoMiI MiAXoad [0 ¢uUIbTpamii MIyMiB Ha MUPPOBUX
300paKeHHSX.

3. Hocnigutd e(eKTUBHICTh Ta MPHUAATHICTH TH YM 1HIIUX QJITOPUTMIB 3HM)KCHHS
IIyMY II0JI0 BHXIJHOTO CUTHAITy KaMEpHU BiZICOCTIOCTEPEKECHHSI.

4. Po3poOUTH YAOCKOHAJICHUN aJrOPUTM 3HIDKEHHS MIyMYy I[OJI0 3aXHILIEHOTO
300pakeHHS Ta JOCHITUTH WOTO e(QEKTHUBHICTH 3a KPHUTEPIEM MaKCUMyMY
KoeilieHTa Kopensiii MK BUXIAHUMH Ta 00poOraeHumu 300paxkenHsmu L[B3 ta
KOHTEHHEDY.

BukoHaHHS 1MX 3a7a4 O3BOJIUTH JOCATTH IOCTaBJICHOI METH MiJBUIICHHS PIBHA

po36ipimBocti LIB3 Ta 0jHO9acHOTO MOJINIIIEHHS SKOCTI 300paXeHHsI KOHTEHHepa.
OcHoBHa 4yacTHHA. 3aCTOCYBaHHA (PUIBTPIB Ui BUAAJICHHS IIYMy MAa€ BPaxOBYBaTH THUI
HIyMy Ta HOTO PO3IOL, 0O MiHIMI3yBaTH BTPATy BaXJIMBOI iHPOpMAIii.

1. JliniiiHi ¢ineTpu: Hampukiaa, GineTpu ['ayca, siki 3MEHLIYIOTh LIyM, ajle MOXYTb
PO3MHBATH KOHTYPH.

2. HemniniiiHi QinbTpU: HANpHUKIAJ, MeAiaHH, SfKI A0Ope MpalooTh NpPU BHJIAIEHHI
IMITyJIbCHOTO IIyMy, 30€epiralouyd KOHTYpH, OJIHAaK JOJaTKOBO BUHHUKAaEe Ipodiema
BTPAaTH JpiOHUX AeTanel.

3. BeiiBner-QiabTpu: 103BOISIOTH BUIUISATH Pi3HI YaCTOTHI KOMIIOHEHTH 300payKEHHS Ta
yCyBaTH LIyM Ha NEBHUX PIBHSAX.

4. ApantuBHi QuUIbTpU: Taki SIK (QUIBTPU, SIKI BHUKOPUCTOBYIOTH 1H(OpPMAIIIO PO
CTaTUCTHUKY JIOKAJIbHOT'O KOHTEKCTY, MOXKYTh BPaxOBYBaTH 3MIHU y 300pa)K€HHI JUIs
MOKpAIICHHS Pe3yJIbTATIB.

JonaTtkoBi mpobiieMu B 3a7a4ax QinbTpariii:

1. 306epexeHHs neranei 300pakeHHS.

OnuH 13 OCHOBHHX BHUKJIMKIB OUYMILEHHS 300pa)keHb BiJ IIyMy — Iie HEOOXiJHICTh

OalaHCyBaTH MK BUAQICHHIM IIYMY Ta 30€peKeHHSIM JeTaneil 300pakeHHs. 3aHaTO

arpecuBHE 3MEHIICHHS LIYMYy MOXe€ MPU3BECTH J0 PO3MUTTS ab0 BTpPATU BAXKIMBUX

CTPYKTYp, TAKUX SIK MEX1 00'€KTIB, TeKCTypu abo apiOHi Aetani. Lle oco0nuBo BaxiInBO

JUIS 3aBJaHb, JIe TOYHICTH Ta 30epekeHHs APIOHUX JeTalell KpUTHYHI, HATPUKIIAT, Y

MEIWYHIN Bi3yali3allii Yi po3mi3HaBaHHI 00'€KTIB.

2. Apredakru.

Jesiki MeTonu (inpTpaiii MOXKYTh IPU3BECTHU A0 MOSBU apTe(akTiB, TaKuX K "BTpaTa

TEKCTYpH'", KOJIM aIrOPUTMU HaMararoThbCs MOKPAIIUTH 300pakeHHs, aje NOYMHAIOTh

MTOMUJIKOBO 1HTEPIPETYBATH TEKCTYPH YU CTPYKTYpHU. ApTeaKTH MOKYTh BUHUKHYTH

IpU BUKOPUCTaHHI HU3BKOSIKICHMX MOeNel abo alroputMmiB, siKi HE BPaxOBYIOTh

KOHTEKCT 300paKEeHHS.
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3. OOuwnciroBaibHA CKIAAHICTE.

YacTto METOAM OYMIICHHS 300pakeHb MOTPEOYIOTh 3HAUYHUX OOYMCIIOBAIIBHUX

pecypciB, 0COOJIMBO SIKIIO BOHU TPYHTYIOThCS Ha CKJIAJHHX QITOPHUTMAaX, TaKHX 5K

HelipomepekHi migxoau abo (GinbTpHU, M0 BUKOPUCTOBYIOTH aJanTHBHI MeTomu. Lle

MOXe OyTH TpoOJIEeMOIO IJIsi pealbHOro 4acy oOpoOku 300pakeHh ab0 B ymMoOBax

00MeKEeHUX 00YNCITIOBAILHUX MTOTYKHOCTEH.

CyuacHi METOJM OYMIICHHS 300paKCHb BCE YACTillle BUKOPHCTOBYIOTH INTYYHHUN
IHTEJIEKT Ta MAlIMHHE HABUAHHS, TaKi sIK HEUPOHHI Mepexi (Hanpukiay, aBToeHnkoaepu, GAN—
MEpEeXi Ta 1HII METOU ITMOOKOr0 HaBYaHHS ), SIKI HABYAIOTHCS Ha BEJIMKIM KUIBKOCTI JAaHUX
Ta MOXYTh €(EKTHBHO BIJOKPEMIIIOBATH IIyM BiJl KOPUCHOI iH(pOpMaIlii; METOAN HAa OCHOBI
CTATUCTUKH (HANPUKIIAJ, aJrOPUTMH, IO 0a3yroThcsd Ha balie€ciBChbKMX Miaxoaax), sKi
OIIHIOIOTh HMOBIPHICTH TOTO, IO KOXKEH IKCeTh 300paKEHHS € IyMOM ab0 KOPHUCHOIO
iHpopmarri€ro.

TakuM 4MHOM MOKHA 3pOOUTH BHCHOBOK, IO OYHUIICHHS 300pa’keHb BiJl IIyMYy — II€
OararozamayHa mpoOiema, IO BKJIOYAE BHOIp BIAMOBIIHOTO MeToay  (iibTparii,
HAJIAIITYBaHHSA TapaMeTpiB JUIsl MiHIMi3alii BTpaT SKOCTI Ta OOYMCIIOBAabHI BHTpATH. 3
KOXKHUM POKOM 3'SIBJISIFOTHCS BCE €(EKTUBHIIII MiAXOAU, B TOMY YKCII Ha OCHOBI IITYYHOTO
IHTEJICKTY, ajie 3aBJaHHS 3aJUIIAETHCSA aKTyaJTbHUM, OCOOJIMBO IS IOAATKIB Y 00JIacTsX, 1
SIKICTh 300p)KCHHS KPUTHYHA.

PosrisiHeMo HaCTYIMHUN allTOPUTM MO0 aHAJI3Y CIOTBOPEHB 300paKEHHS KOHTEHHEPY
ta [1B3 Ha T IMOYJIbCHOTO LIYMY, L0 3TiAHO MONEPEAHbOMY aHAJI3y OKa3ye HaWOUIbIIMN
BILJIMB Ha SKICTh BIJHOBJICHUX 300paKCHb.

Kpok 1. Otpumyemo BuxigHe 300pakeHHs J, HalIPUKIal Take SK MOKa3aHO Ha pHc.2a.

IAGUAR

a)BUXi/IHE 300paKeHHS 0) LIB3

B) BUXIiJIHE 300pakKeHHS 3
noxanum [1B3
Puc. 2. 306paxxeHHs 3 kKamepu BigeocnocrepexkeHHs Ta [[B3

Kpok 2. BusHauaemo po3mip BUXiAHOTO 300paxeHHs J 1o psakaM lines Ta cTomunkam
colums:
[lines,colums] = size(J);
Kpox 3. 3mintoemo macmrab [{B3 (DWM) y BiAnoBigHOCTI 10 po3Mipy BUX1IHOTO
300pakeHHs, 110 3HAMIeHNUI Ha KPOITi 2:
DWM = imresize(DWM, [lines colums]);
OTtpumaemo 300paxenns LIB3, sk noka3ano Ha puc 2 0).
Kpox 4. binapizyemo L[B3:
DWM = gray2bin(DWM,).
Kpok 5. 3menbiryemMo MakcuMasibHe 3HAUE€HHS SICKPaBOCTI BUX1JTHOTO 300pa)KeHHS Ha
5% 3 meTo10 momaBanHs [1B3:
J=0.95J
Kpok 6. Honaemo 11B3:
Jmix =J + DWM.
OTtpumaemMo 3axuIieHe 300paxXeHHs.
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Kpok 7. IMiTyeMo HasBHICTb IIyMY 3 gucrepcieio 6> =0.5:
Jmix_noise = Jmix + n(o).
Burnsin 3axuiienoro 300pakeHHs 3 IIyMOM MOKa3aHUil Ha puc.3a.

: ot A T L P e
a) 3aXMIIEHOE 300paKEHHS 3 IITYMOM 0) Bunyuene L[B3 3 mrymom
Puc. 3. 300paxeHHs 3 KaMEpH BiJIEOCTIOCTEPEIKEHHS TIPHU HASBHOCTI IIIyMY 3 JUCTIEPCIEI0
2 _
c-=0.5

Kpoxk 8. Butsaryemo 300paxkenss L{B3:

DWM extraction = Jmix_noise — J.
Burunisag sunyuenoro LIB3 3 nrymoMm nokasanuii Ha puc.30.

SIk MOXHA TOOAUUTH 3 PHCYHKA 3, AKICTh 300pa’keHb HE JO3BOJISI€ BU3HAUYUTH HABITh
MapKy aBTOMOO1IS HE Ka)Ky4yH BKe PO HOro HOMeEp.

Kpim cy0’ekTiBHOTO (Bi3yal bHOTO) KPITEPilO OI[IHKH SKOCTI BiATBOPEHOTO 300paKEeHHS
3py4YHO BUKOPUCTOBYBATH KpUTEPiii MaKCUMYyMYy KOe(dilieHTa Kopessiuii MK BIATBOPEHUMHU Ta
BUX1JTHUMH 300payKEHHSIMHU.

JUist po3riIsiHYyTHX 300paskeHb Koe(ilieHTH KOpesLii CKIalaloTh:

* s 300pakeHHs KoHTeliHepy R=0.32,

= s 300paxkenHs [IB3 R=0.11.
Jnis 3HWKEHHSI piBHA IIyMy OyZeMO BHKOPHCTOBYBAaTH MEIIaHHHUN alTOpUTM (QiIbTparii
300pakeHb. ONuUIIEMO aIrOpUTM MeAiaHHO1 (piTbTparii.

Kpoxk 1. BusnaueHss BikHa.

BcranoBmiroeTbest po3mip BikHa (3a3BHuail HemapHMiA), Hanpukiazd, 3 x 3 abo 5 x 5. Lle

BIKHO ME€PEMIILIaTUMETHCS 3a 300paKEHHSM.

Kpok 2. [Tpo6ir no mikcensim.

J1J1s1 KOSKHOTO TIKCEINs 300pakeHHS:

® BH3HAYAETHCS PO3TALIYBAaHHS BiKHA, IEHTPOBAHOTO HA IIOTOYHOMY TTIKCEITi;

¢ y BiKHI BHOMPAIOTHCS BCI MIKCENi, BKIFOYAIOUN TTOTOYHHIA.

Kpox 3. CopryBaHHS 3Ha4EHb.

3Ha4YeHHs SCKPaBOCTI (IHTEHCHBHOCTi) MIKCENIB Yy BIKHI COPTYIOTBCS y TOPSAKY

3pOCTaHHs IHTEHCUBHOCTI.

Kpok 4. 3naxomkeHHs MeTiaHu.

3HaxXOUThCS MeJliaHa 13 BiICOPTOBAHUX 3HAYEHb:

e Skino KiNBKICTh 3HAUEHb HEMApHa, ME/IIaHOI0 Oy cepeIHE 3HAYCHHS.

e Skmo KiIbKICTh 3HAYEHb MapHA, MEIIaHOK MOKe OyTH OO0paHO OJHE 3 JBOX

CEpEeNIHIX 3HAYCHb.

Kpoxk 5. 3amina 3HaueHHS.

3Ha4YeHHS TOTOYHOTO MIKCENsl 3aMIHIOEThCS Ha 3HANACHY MeTiaHy.

Kpoxk 6. I[ToBTOpeHHS.

[Iporiec MOBTOPIOETHCS I KOXKHOTO IMKCEIS Y 300payKeHHI, KpiM MeX (1€ BIKHO

BHXOIHUTH 32 MEXI).

Kpoxk 7. O6pobka mMex.
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Jl1st 00poOKH TiKCeIiB Ha Kpasix 300pakeHHsI MOYKHA BUKOPUCTOBYBATH Pi3HI CTpaTertii,
HaNpUKJIa KOMIOBAaTH 3HAUYCHHs KpaloOBHUX IiKceNiB a00 BUKOPUCTOBYBATH 3MEHIIICHI

pPO3MipH BiKOH.
Pe3ynbraTi 1010 BUKOPUCTAHHS JaHOTO aITOPUTMY 3 BiIKHOM [3x3] moka3aHi Ha pUCYHKY 4.

3

a) 300pakeHHs KOHTEHHEPY
Puc. 4. 306paxenns konreiinepy Ta L{B3 Ha Buxozi Mmenianoro GuibTpy 3 BikHOM [3x3]
TIpY HASABHOCTI IyMy 3 AucInepcieio 62 =0.5

Jist po3TasTHYTHX 300paskeHb Koe(ili€eHTH KOPeIIALlii Mic/isi BUKOHAHHS aJITOPUTMY
MeJiaHHO1 (hUTbTpallii CKIaaarTh:
= ISt 300pakeHHs KoHTeiHepy R=0.76,
= s 300pakenHs [[B3 R=0.51,
110 3HAYHO KpaIllle HiX JI0 3aCTOCYBaHHS aIrOpUTMY (iIbTparii.
3011bIIUMO BIKHO (anepTypy) MeaiaHHoro GpisTpy a0 [5X5] Ta BUKOHAEMO MpoLeypy
00po0IeHHs 300pakeHb.

a) 300pakeHHsI KOHTEHHEPY
Puc. 5. 300paxenns konreiHepy Ta 1IB3 Ha Buxomi Memianoro GiibTpy 3 BikHOM [5x5]
TIpH HAsABHOCTI IyMy 3 ucrepcieio 62 =0.5

KoedirienTu kopensuii miciast BAKOHAHHS alrOPUTMY MeZiaHHO1 (ibTparii 3 BIKHOM
[5x5] ckmamaroTh: ans 300pakeHHs1 KoHTelHepy R=0.92; mns 300paxkenns [IB3 R=0.78, mo
BUIIE HIX I BUaaka GiabTpalii 3 BikHoM [3x3].

OTtpuMany mpoueaypy OUMIIeHHs 300pakeHHsl KoHTelHepy Ta [[B3 Bix iMmynbcHOTO
IIyMY MOXHA MPEJCTaBUTH Y BUIJISIII HACTYIHOT OJIOK-CXEMH, puC. 6.
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Puc. 6. [Iponenypa ounieHnas 300paxxeHHs KouTeinepy Ta LIB3 Bin iMmmynbscHOTO mymy

B nanoi nmporenypi 3axuiieHe 300pakeHHs CIIOYaTKy MiJIa€ThCs MeliaHnHo1 (piTbTparii
3 MiHIMaiabHUM BikHOM [3x3], a mami, micns BuiydeHHs [IB3, BinOyBaeThcs oOuMCICHHS
KoedimienTiB kopensmii (R1 Ta R2) Mi>k BUXIAHUMH Ta BiTHOBICHUMH 300paXEHHIMH 3 METOIO
BCTAHOBJICHHS (PaKTy YW € OUMIIEHHS BiJ UIyMY JAOCTATHIM s MOJAJbIIOT0 BUKOPUCTAHHS
300pakeHb. SIKIIO X04Y OAMH 3 OOYMCIIEHUX KOe(]ilie€HTIB KOpesiii MEHIId 3a IiJboBe
3HAYEHHS, TO MOTPIOHO 30UIBIIUTH PO3MIp BiKHA MeIiaHHOTO (IIBTPY A0 3HadeHHs [5x5] 1
MOBTOPUTH aHAJII3 SIKOCTI 3HOB. MaKcHMallbHE 3HAYCHHS BiKHA MEIIaHHOTO QLIBTPY HE MOXKE
nepesuityBat [[nteger(0.02lines), Integer(0.02colums)], ne lines — KINbKICTb PAAKIB, a colums
— KUIBKICTh CTOBITYMKIB BUXITHOTO 300pakeHHs. Integer(k) — mina yactuHa uncna k. Takox
CJIiJ] 3ayBaXXMTH, 1110 PO3MIpP BiKHA MEAIaHHOTO (PIIBTPY MOBHUHEH OYTH HEMApHUM YHCIIOM.

Ax MoxHa TO0AYUTH 13 aHaizy poOOTH AIrOpUTMY MeEAiaHHOi (UIbTparii Moa0
3aXUILEHOr0 300paKeHHs MOJINIEHHs Koe(ilIeHTIB KOpesLii 1 300pakeHHs] KOHTEeHHepy
Ta Juist 300paxkeHHs 1|B3 BinOyBaeThcs 3a pi3HUMHM 3aKOHAMHU Ta 3 pi3HOIO MIBUAKICTIO. Lle
BiZIOYBa€ThCS 3aBJISKU PI3HOT KUIBKOCTI 1H(OpMALlii, IO MICTUTHCS B 300pakeH1 KOHTEHHEpY
Ta B 300paxeHHl 1IB3, He nuBIsAUMCh Ha IXHE OJHAKOBE PO3PI3HEHHS IO psAKaM Ta
cTOBIMYMKaM. ToOMy OCHOBHHI HEJOMIK 3alIPONOHOBAHOT MPOLETYPH OUHUIIEHHS 3aXUIIEHOTO
300pakeHHS BIJ] IIIyMY — 11€ B1ICYTHICTh MOKJIMBOCTI OJJTHOYACHO 3a0€3MeYUTH PIBHUN PIBEHb
SKOCT1 00pO0JIEHUX 300paKEeHb.

J71st monTyKy OnTUMalIbHOTO 3HAUYEHHSI pO3MIpY BiKHA MEI1aHHOTO PiIbTPY MOOYyAyeEMO
rpagiki 3a1exHOCTi KoedilieHTy Kopensuii R BiJ po3mipy BikHa [NxN] npu ¢ikcoBaHOMY
3HaueH1 AMcIepcii mymy, puc. 7.

3 pucyHKY 7 MOKHa 1MOOAUUTH, 10 ONTUMAJIbHI 3HAUYEHHs PO3Mipy BiKHA MEA1aHHOTO
bUIBTPY 1100 300paXkeHHSI KOHTeWHepy Ta mojo 300paxenHs 1IB3 Binpizusatorbes. Tak,
HaNpuKIan, Opu auchepcii mymy o> = 0.1, ONTUMAIbHME PO3Mip BikHA s 300paskeHHs
KoHTeitHepa Oyne [3x3], a s 306paxkenns 1[B3 - [5x5], npu mucnepcii mymy o = 0.3 —
ONTUMalbHi PO3MipH BiKHA CIiBHAIAIOTh 111 000X 300pakeHb- [5X5], Ipu aucnepcii mymy o
= 0.5 onTuManbHI 3Ha4eHHS BikHA [5x5] Ta [7x7] BiAMOBIAHO.

MoaudikyeMo  mpolenypy OYMIIEHHS 3aXHUIIEHOro 300paKeHHS BiA IIyMy, SK
MOKAa3aHO Ha PHUCYHKY 8.
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Puc. 8. MoaudikoBana mpoienypa odHIlneHHs 300pakeHHs KoHTeiiHepy Ta [[B3 Bin
IMITyJICHOTO LITyMY 3 TPbOMa MeJllaHHUMU (1JIbTpaMu

OcobmmBocTi MOAU(DIKOBAHOT TPOLEAYPU OYHIICHHS 3aXHUIIEHOTO 300pa)KEHHS Bif
IIyMy TMOJSTaloTh y HacTymHoMy. CHoYaTKy 3axuiieHe 300paKeHHS MPOXOAHUTh CKpi3hb
MemiaHHuM (GiabTp 3 MiHIMaJIbHUM BikHOM [3x3], mami BimOyBaeThcsi BwiydeHHs [[B3 y
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BIJIMOBITHOMY OJIOIIl 1 KOKHE 300pakeHHS OKpeMO MiaeThcs MemiaHHoi (imprparii 3
aIaNTUBHUM pPO3MIPOM BIKHA, IO BUOMPAETHCS BUXOISYU 3 MAKCUMAIBHO TOCSKHOTO
3HAYCHHsI KOCQIIIEHTY KOPEJIALIii.

Pesynbrar poboT MoM(iKOBAHOI MTPOLIEAYPH OYUIIICHHS 3aXHILEHOTO 300pakeHHS BiJT
mymy 11 aucrepcii 62 =0.5 npuBeeHni Ha PUCYHKY 9.

JAGUAR

a) 300pakeHHs1 KOHTEIHepYy,
max{R1}=0.94

Puc. 9. 300paxeHHs KOHTeHepY Ha BUXOJ1 MeAiaHoro GinbTpy 3 BikHOM [5x5], Ta LIB3

Ha BUXOJ1i MeliaHoro (inbTpy 3 BikHOM [7x7] Ipu HAsSBHOCTI IIyMy 3 aucnepciero 6> =0.5

6) LIB3, max {R2}=0.82

BucHoBkH. TakuM YWHOM, 3aIPOINOHOBAHUI aJaNTHBHUN AITOPUTM OYHMIIEHHS BiJl HIyMY
3aXMILEHOr0 300pakeHHs 3 KaMepH BIIEOCIIOCTEPEXKEHHS J03BOJsie 0o0paTu HalKkparii
napaMeTpu MeAiaHHUX (QUIbTpiB OKpeMo Juist 300pakeHHs LIB3 1 300paxeHHs] KOHTeHHepy 3a
KpHUTEpiEM MaKCUMYMiB Koe]ilieHTiB Kopesswii. JJaHui anroputm Moxke OyTH BUKOpPUCTaHUN
IIPU HAsIBHOCTI y KaMepH B1JIE€OCIIOCTEPEKEHHS PEKUMY BH1adl 300pakeHHs Y HECTUCHEHOMY
Burisai, i RAW-¢popmari.
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ALGORITHM OF ADAPTIVE CLEANING FROM NOISE OF PROTECTED
IMAGES FROM VIDEO SURVEILLANCE CAMERAS

A. V. Sadchenko, O. A. Kushnirenko, V. V. Gromov, M. M. Izhak,
V. O. Nazarov

National Odesa Polytechnic University
1, Shevchenko Ave., Odesa, 65044, Ukraine
Email: koa@op.edu.ua

The use of watermarks compatible with the video stream from video surveillance cameras allows not only to solve
standard tasks such as, for example, confirming the authenticity of the image, copyright protection, but also adds
additional information that is convenient to use in the automatic formation of registers and databases. As additional
information, there may be personal data of drivers, numbers and parking time of vehicles, if the camera is installed
in the parking lot, or the time of the road accident, if the camera is designed to record such events. Taking into
account the unstable conditions in which video recording of events can take place, and the imperfection of the
technical component of the electronic circuits of the cameras, there is a need to reduce the noise level on the
protected image. The purpose of the work is to develop an adaptive and low-computational algorithm for de-
noising both the original image of the container and the image of the DWM. Usually, the image of the container
has a much higher entropy than the DWM, which leads to a paradox, the essence of which is that the optimal
filtering algorithm for the image of the container may turn out to distort the image of the DWM and vice versa.
Therefore, the search for an algorithm that can equally improve both components of a protected image is an urgent
task, which was solved in this work. The value of the correlation coefficient between the noise-free reference
image and the image after filtering was chosen as the main criterion for evaluating the quality of images after noise
removal. In order to reduce the computational complexity of the algorithm, the principle of median filtering with
an aperture, the size of which depends on the noise dispersion, was chosen. In order to find the optimal values of
the aperture size of the median filter, the dependence of the correlation coefficients of the original and processed
images on the noise dispersion was constructed. This study made it possible to identify extrema, which are the
points of optimal values of the window sizes of the median filter. An adaptive median filtering algorithm was
proposed, which first processes the protected image with a fixed window size (3x3), and then, after extracting the
DWM, two more median filters with variable window values are used separately for the image of the container
and the DWM. This approach made it possible to achieve a correlation coefficient value of more than 0.9 with a
noise variance of 0.3. Due to the fact that the median filter contains neither multiplication operations nor
summation operations, the proposed algorithm can be implemented on a cheap element base, for example,
microcontrollers of AVR or ARM architecture, which cost much less than specialized signal processors or high-
speed programmable logic.

Keywords: digital watermark, protected image, noise removal, video surveillance camera, information distortion
level, least significant bit.
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MOJAEJIIOBAHHA BHYTPIIIHIX ITPOLECIB B HEMETAJIEBUX
I'ETEPOI'EHHHUX MATEPIAJIAX ITPU AKYCTUYHOMY IHOPAYEPBOHOMY
TEPMOMETPUYHOMY METOAI KOHTPOJIIO
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OnHi€o 3 TEHAEHLIH PO3BHTKY MPOMHUCIOBOCTI € 3aMiHa TpPaJHLiHHUX KOHCTPYKLIHHHX
MarepiaiiB HeMETaJeBUMH IeTePOTeHHUMU CTPYKTypamH. Lle 1ae MOKINBICTh OTPUMYBATH
Marepiany i3 3aIIaHOBaHUMH BIIACTHBOCTAMH. 1Ipu 11boMy HEOOXiJHO BUBYATH MEXaHI3MHU
OpraHizamii CTpyKTypH TaKkuX MaTepialiB Ha KO)KHOMY MacitabHomy piBHi. TyT 3HauHYy
POIB BifirparoTh HEPYHHIBHI MeTOIHM KOHTpomto. [ BUpoOiB 3 TeTEpOreHHIX MaTepialiB
MIEPCIIEKTUBHUMH € METOAW aKTUBHOTO TEPMIYHOTO KOHTpomo. [IpencraBisiioTh iHTEpec
IpoLecH B MarepiajaXx IbOTO KJacy INpH iX KOHTPOJI aKyCTHYHHM iH(padepBOHHM
TEPMOMETPHYHAM METOAOM. MOXKHa 3a3HA4MTH, IO cHenudika 3aCTOCYBaHHS METOIY
HEPYIHIBHOTO KOHTpPOJIO, a TaKOX (Di3UYHI SBHUINA, SAKi BHHUKAIOTH B HEMETAJICBUX
TeTepOreHHUX Marepiajiax IiJ 4ac BiOpaliifHOro BIUIMBY Ha HUX, HE BUBYEHI B MOBHOMY
00cs131 11 HOTo MPAaKTUYHOTO 3aCTOCYBaHHs. [ €TepOreHHICTh CTPYKTYpH, 3 OZHOTO OOKY,
JI03BOJISIE CTBOPIOBATH Marepiajii 3 IIMPOKUM [ialla30HOM BJIACTUBOCTEW, a 3 IHIIOTO —
YCKJIaTHIOE OIIMCAaHHS MPOLECIB, 110 BUKIMKAIOTh NPOSBICHHS 3a3HAYEHUX BIACTUBOCTEH.
CrarTsl MpHUCBsiUEHA MAaTEMaTUYHOMY MOJETIOBAHHIO LUX MpoueciB. s KOMIUIEKCHOTO
aHaJi3y MIOHICHUX XapaKTePUCTHK HEOOXiTHO BpaXOBYBATH 3B’ SI30K TEPMOIIPYKHHX TIOJIB,
TOOTO HEOOXiHO OJHOYACHO BHU3HAYATH TEMIIEpaTypHI Ta JedopMamiiiHi mois.
PosrsHyTHI TpaHCBEpCaIbHO-I30TPONHUK MPOCTIP, 110 MOKHA MPEACTaBUTH SK TPH3MY,
sKa CKJIAJa€TbCs 13 PENITKH 13 TPhOX B3aEMHO TEPICHANKYJISIPHUX CTPHIKHIB,
PO3TaIIOBaHMUX B3JIOBXK KOOPIMHATHHX OCEH X, ' Ta z, IPUUOMY B3a€EMHO HEPIEHANKYJIISIpHA
ciTKa y IBOX HampsIMKax Ma€ OJHAKOBI po3Mipu. BcepenuHi 1boro mpoctopy Ha TOBUTBHIM
KyCcOuHO-0e3nepepBHili OBEpXHI po3TamioBaHi Ae(eKTH CTPYKTYpH Oy 1b-5IKOT IIPUPOIH.

Beryn. TenpaeHii€eo po3BUTKY pI3HMX Tally3eil MPOMMCIOBOCTI € IIMPOKE BUKOPUCTAHHS
HEMETAJIeBUX TeTEepPOreHHUX MaTepianiB. Benuka pi3HOMaHITHICTh THIIIB CTPYKTYp 1
CKJIaJIOBHX KOMITOHEHTIB JJO3BOJISIE OTPUMYBATH CEPEIOBHINA 13 3a3/1aJIeTi/b 3aJIaHOBAaHIMHU
BJIACTUBOCTSAMH. 3BUYAiHO, €(QEKTHBHE BHUKOPHUCTaHHA MaTepiasliB 3a3HAYEHOIo THIy, a
TaK0X BUPOOIB 3 HUX HEMOXJIMBE 0€3 JIOCTOBIPHOTO BUMIPIOBAHHS MapaMeTpiB MPOLECIB Y
HUX Ha BCIX eTanax >KUTTEBOTO LUKy MPOAYKLII.

Axmo po3rnisnati 00’€KT 13 HEMETAJEBOTO PI3HOPIIHOTO MaTepially 3 TOUKH 30py
METPOJIOTIYHOTO 3a0e3MeUeHHs SKOCTi, TO HOro MOYHA TPAaKTyBaTH sIK ckiIaaHui. HailOinbm
NEPCIEeKTUBHUMH Ul KOHTPOJIIO BHPOOIB 3 HEMETalleBUX TIeTEPOreHHUX MarepialliB €
HEepyWHIBHI METOJM. Y TOH e yac iCHyIOTh NMpoOJIeMH 3 iX BHUKOPHCTAHHSM, IOB'S3aHi 3
pPAIOM OCOOIMBOCTEH 1 (DI3UYHMX SBHUII, XapaKTEPHUX JJIA I[LOTO Kiacy marepianiB. Cepen
HUX CJiJ1 BUIUIUTH HEMArHITHICTh, HU3bKY €JIEKTPOIPOBIIHICTh, B3aEMOIII0 YIBTPa3BYKOBHX
XBWJIb 3 €JIEeMEHTaMH apMyBaHHS, BHUCOKI XapakTepucTUkH JemndysanHs. Cepen HalOLIbII
NEPCHEKTUBHUX METOJIB, IO J03BOJIAIOTH BUSBUTH OCOOIMBOCTI OyIOBH HEMETAJIeBOIO
TeTepOreHHOr0 Marepianly, MOXHa BUAUIUTH aKTUBHI TEPMIUHI METOIH, 110 0a3yloThCs Ha
aHaJi3l aHOMAaNid Ha TepMorpaMax MOBEPXOHb OO0 €KTIB JOCTIIKEHHS, SIKI MOXYThb OyTH
O3HaKaM{ HAasIBHOCTI BIAXWJIEHb B 00'eMl Marepiany. Y LbOMY BUNAAKY iH(popMmalis Hpo
BUSIBJICHI OCOOJIMBOCTI OyIOBM HEMETaJIeBOr0 TI'eTEPOreHHOro Marepiajlly MICTUTBCS B
aMILTITYJHO-9aCOBHX XapaKTEPUCTUKAX OTPUMAHOTO TEMIIEPATYPHOTO ITOJIS.
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[IpeacraBnsioTh IHTEpEC BHYTPIIIHI MPOIIECH, IO BiAOYBAIOTHCS B Marepiajgax IbOro

KJIacy MpH iX KOHTPOJI aKyCTUYHUM 1H(PPpavyepBOHUM TEPMOMETPUIHUM MeToaoM. Crienndika
3aCTOCYBaHHS 3a3HAYCHOTO METOAY HEPYHHIBHOTO KOHTPOJIO, a TaKOX (Di3WYHI SBUIIA, K1
BUHHUKAIOTh Y HEMETAJICBUX IeTEPOreHHUX MaTepiaiax Mij Jac BiOpaliiiHoOro BIUIMBY Ha HHX,
BUBYEHI HE B MOBHIA Mipl [UId IXHBOTO HPAKTUYHOIO 3aCTOCYBaHHA. J[Isl KOMIUIEKCHOTrO
aHaJi3y MIIHICHUX XapaKTepUCTUK HEOOXiAHO BPaxOBYBAaTH 3B’S30K TEPMOIPY)KHUX IOJIB,
TOOTO HEOOX1IHO OJTHOYACHO BU3HAYATH TEMIIEPATypHi Ta nedopmarlriiiti mosis.
AHami3 gociaikens i myoaikamiii. B po6ori [1] mpencraBiena maremMatnyHa MOJIENb, IO
JI03BOJISIE  OTPUMATH  3HAUEHHsI IOTY)KHOCTI HArpiBy TpIIIMHHU, $Ka pPO3TallOBaHa
NEPICHIUKYIIIPHO HAMPSIMKY PO3TMOBCIO/KEHHS MEXaHIYHMX KOJIMBaHb. B [2] HaBemeHuit
BUPA3, L0 JI03BOJISIE BU3HAUUTH BKJIAJ( IPY>KHOI €HEeprii CUCTEMH B 3aJI€KHOCTI BiJl TPILUHH,
mo yrBopuiacs. Hemonmikamu mux Mozeneit € Te, 10 BOHU HE BPaxOBYIOTh HEOJHOPIAHICTH
JIOCIIIJIKYBAHOT'O CEpEIOBUILA.

B [3] 3anponoHoBaHa MojJenb, 110 [pU3HAYeHa I8  IPOrHO3YBaHHs
TEPMOMEXAaHIYHOIO  BIAIYKY  TPaHCBEPCAJIbHO-130TPONMHOI  TEPMOIPY)KHOI  TOHKOI
NPSMOKYTHOI TJTACTUHH MPH TApMOHIKHOMY 30C€pEPKEHOMY HaBaHTa)KEHHI 3 TUIMHOM Yacy.
I[s maremaTnyHa MOJENb po3polOsieHa i3 3acTocyBaHHSAM Teopii miuactTuHu Kipxroda mis
HEJIOKAJIbHOI y3arajlbHEHOI TEPMONPYKHOCTI Ta Teopiero TepmonpyxHocTi ['pina-Harni. s
3HAXO/DKCHHS BHpa3iB 1 OIYHOrO BIAXWJICHHS, TEIUIOBOTO MOMEHTY Ta PO3IMOALTY
TEMIIepaTypy JUIsi TOHKOT MPSIMOKYTHOI TUTACTHHHU 3 MIPOCTHMHU OMOPaMH Y TPaHC(POPMOBaHii
obOnacti Oyno BHKOPHUCTAHO METOJ TMOJBIMHOrO CKiHYeHHOro mneperBopeHHs Dyp’e.
Jocmipkeno Ta mokazaHo rpadiqyHo 3MiHy OIYHOTO BIAXWIJICHHS, TEIUIOBOTO MOMEHTY Ta
pO3MOALTY TeMIEepaTypH 3 HEJIOKAJIbHOI Y3arajJbHEHOK TEPMOINPYXKHICTIO Ta KIACHUYHOIO
TEOPIEI0 TEPMOTPYKHOCTI 3 PI3HUMHU HOMEPAaMH MO/I.

JUiss MOJENIOBaHHS MPOILECIB, L0 MPOTIKAIOTh B HEMETAIEBUX TI'e€TEPOreHHHUX
CTPYKTypax Oyiau po3poOiieHi Teopii KOHTHHYYMY BHIIOTO IOPSIKY, Taki SK HEJIOKaabHa
TEOpis TEPMOIPYKHOCTI, Teopis MOAu(IKOBAHOTO TMApHOTO HAMpY>KEHHS Ta Tpaji€HTa
nedopmanii. s BupimeHHs npobdiem Mikpo/HaHocTpykTypu Epinrenom Oyma po3pobiena
TEOpisl HEJIOKAIbHOI MEXaHIKW KOHTHHYyMy [4-7]. B Teopii HEIOKaIbHOrO KOHTHHYYMY
HaIpy)KeHUH CTaH B TOYLl PO3IJILAAOTh SK (DYHKIIIO cTaHIB Jedopmallii BCIX TOUOK Yy
cepenoBuii. Ha BiIMiHy BiJ IIbOTO B KJIACHUYHIA MeEXaHIIl CYIIIBHOTO CepeloBHUIIa
HaIpyKeHUH CTaH B MEBHIN TOYL OJHO3HAYHO 3aJIe)KUTh BiJl CTaHy AeopMalii B il camiii
touri». Jly Ta iH. [8] 3ampomnoHyBalu MOJENb HEJIOKAJbHOI IUIACTUHM Ha OCHOBI Teopii
Epinrena 3 BUKOpUCTaHHSM HeJOKalbHUX Teopii mactul Kipxroga ta Minanina. Ls Teopis
0a3yeTbcs Ha Teopii myuka Eitnepa—bepHyiii 3 TakuMu KiHEeMaTHYHUMU MiIpKYBaHHSIMU:

- TOBIIMHA [JIUTH Ma€ BIAHOCHO Majli O14H1 pPO3MIpH 1 HE 3MIHIOEThCS MpH Aedopmartii;

- HeMae nedopmarlii B cepe/iHii MIOMUHI MIACTHHY;

- KOMIIOHEHTH 3MIIIEHHS CEpEeJUHU MOBEPXHI € MaJMMU IOPIBHSAHO 3 TOBIIMHOIO
TUTACTHHU;

- MOKHA 3HEXTYBAaTH TOMNEPEYHOI0 aedopMaIli€ro 3CyBy, MOMEPEUYHIM HOPMAIbHUM
HaNpyXKeHHsM 1 1eopMarli€ro.

3anexHo Bia Moell HelnokanbHOoi Teopii Epinrena, JIazap 1 Ariacodity [9] oTpumanu
HOB1 pe3yJbTaTH s KOMIIOHEHTIB HalpyXeHb TBUHTOBUX IEPEMIIIeHb B aHI30TPOITHHUX
Matepianax. 3eHkyp [10] BUKOpHCTaB TEOPitO0 HEIOKATHHOI MPYKHOCTI YISl TOCIIIKCHHS
onHoIIapoBoro rpadenosoro gucta (SLGS), 3akpiniieHoro y B’ A3KONPYXKHOMY CepeIoBHIL,
3a pomomororo BiOpauiiiHoro anamizy. Illaar [11] oGroBoproBaB 3anexHi BiJ PO3MIpY
Ha"orutacTiHU Kipxroda 3 Monu¢pikoBaHUMM MAapHUMH HANpyXeHHsAMH. Tpinati Ta iH. [12]
JIOCJTIJDKYBAIM TOHKY KPYIUTy TIJIACTHHY 3a JOTIOMOTOIO KBa3iCTAaTMYHOI Teopii HE3B’s3aHOT
TEPMOTIPYHOCTI 3 BHUKOPUCTaHHAM JpoOOBOrO DIBHSIHHA TeruionposigHocTi. Mapin [13]
00roBoproBaB MpoOJieMy KOJIMBAHb TEPMOIIPYKHOCTI TUHONSApHUX TuUl. B poGoti [14]
JOCIIJKYBaIM Teopito TepMomnpykHocTi ['pina-Harni mis nunossipHoro Tina, mo0 A0BECTH
cTabuTpHICTB TUITY ['enbaepa 3a 1onoMororo 3mimmanoro nmoyarkooro BVP. Kpim toro, nesiki
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nociiaHuky, Taki, sk [llapma [15], Mapin ta iH. [16 - 18], Xanur ta @y [19], A6Gac Ta
Maprin [20], Kayp [21], 3enkop Ta AGynerap [22], Kymap ta Jlesi [23], [Ipeaxan ta ®agikan
[24, 25], bxari [26], Jlata [27, 28], Maxakankap Ta iH. [29, 30], I'aiixkBan i Jdemmyq [31],
[en [32], Hryen Ta iH. [33-38], Bent3en [39] mpamroBanu HaJl MiKpO/HAHO TEXHOJOTISIMH,
BUKOPHUCTOBYIOUYH PI3HOMaHITHI T€OPii TEPMOETACTUYHOCTI. 3 aHaII3y BUIHO, 110 HEJIOKAIbHA
TEOpisl TEPMONPYKHOCTI Ma€ 3HAYHUIN BIUIMB Ha BCI apaMeTpH.

MeTtoauka ocaizkeHb. BinbIIicTh pO3MISIHYTUX POOIT PO3B'A3yBAIMCS B TaKii MOCTAHOBIII,
KOJIU (hi3MKO-MEXaHIuH1 XapaKTePUCTUKH MaTepiany BBRKAIHCA TAKUMHU, 110 HE 3aJeXKaTh BiJ
temriepatypu. Ilpore, mis BceOIUHOrO aHamily XapaKTEPUCTUK MIIHOCTI HEOOXiITHO
BpPaxOBYBATH 3B'S3aHICTh TEPMOIIPYKHUX IOJNIB, TOOTO HEOOXiTHO OJHOYACHO BHU3HAYATH
MOJIsI TEMIIEpaTypH Ta aedopmartii.

Po3srnsiHeMo TpaHCBepCcalbHO-130TPONHUI MPOCTIp, BCEPEAMHI SKOTO Ha JOBUIbHIN
KyCOUYHO-Oe3mnepepBHild moBepxHi () posTamoBaHi AePeKTH CTPYKTypu Oyab-siKOi mpUpOIn
(THmy TpilmKH, BiAIIApyBaHb 200 CTOPOHHIX BKJIFOYCHB ).

3rigHo i3 [40] Takuii TmpoCTip MOKHA TPEICTABUTH SIK MPU3MY, IO CKIATAETHCS 13
PELITKH 13 TPhOX B3aEMHO TMEPICHIUKYSIPHUX CTPIIKHIB, PO3TAIIOBAaHHX B3JIOBXK
KOOPJMHATHHUX OCEH X, Y Ta z, MPUIOMY B3a€EMHO TIEPIICHIUKYJIIPHA CITKA Y JBOX HAIPSMKax
Mae 0JIHaKOBi po3mipHu (puc. 1).

lx

W=
| I
cql.‘jﬁ %ﬁ—:n
23
T
"Ei'“_: i 5
W I

v

Puc.1. TpancBepcanbHO-130TPONTHUM MaTepial

Take ysBIEHHS TpPaHCBEPCAIbHO-130TPONHOIO Tija, 3BUYAlHO, YMOBHE 1 CIIy)KUTh
JUIIE 3pYyYHOIO (POPMOIO HAOUHOIO MPEJCTABIECHHS KOHTUHYYMY, SIKE€ Mae€, K 0auuMo 3
PHUCYHKY | 130TPOMHICTh BIACTUBOCTEH 110 KOOPJMHATAM ) Ta Z.

KoMroneHnTr HanpyskeHb Ta MepeMilieHb B IbOMY BUTIAIKY OyayTh [41]:
o= {0, (12, {000,

3 )

u= {uk (x,y,z)}k:1 = {u,v, w},

IIpu (x, y,z) ¢ () 3a70BONBHSIOTH piBHAHHAM [Jroamens-Helimana:
3

6kuk = S]ko-j +akT7k = 1)2’937 831/[2 +82u3 = S44O-4’
Z G
Oty + 05y = 84,05, O,y + O,y = SO,
YMOBaM piBHOBarI/I:
2
8101 +82O-6 +8305 +FI = patul
2
0,0, +0,0, +0,0, + F, = pd’u, (3)
2
0,05 +0,0,+ 0,0, + F; = po;u,

Ta PIBHSHHIO TETUIOMPOBIAHOCTI:
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3 3
Y A0 —c,d,T—T0,> B;0,u;=0. (4)
J=1 J=1
0 o? _
ne 0, =—,k=1,2,3, 6; =—,k=12, F,,k=1,3— cxnagoBi 06'eMuux cu;
Ox; ot

Sk

— KoedilieHTH y3arajlbHEHOTO 3aKOHY [ 'yKa TpaHCBepCallbHO-130TPOITHOTO CEPEIOBUIIA;
A; — xoe(ILIEHTH TEIIONPOBIIHOCTI;
o, — KOe(ILIEHT TEIUIOBOIO PO3LIMPEHHS;
Ce — TUTOMA TEIJIOEMHICTb.
=By = cry0y + 120 + 1303,
B =104 + 0, + 303,
B3 = 1304 + 0y + 330,

Ha BigMmiHy BiI KJIACMYHOTO PIBHSHHS TEIUIOMPOBIAHOCTI, PIBHSAHHA (4) MICTUTH
CKJIQJIOBY, sIKa MOB'SI3y€ MPUPICT TEMIEpaTypu i3 MIBUAKICTIO 3MiHEHHS 00'eMy Tinia, IO
neOopMYy€EThCS 1] BIVIMBOM MEXaHIYHOTO TapMOHIHHOTO HABAHTAXKCHHSI.

Jlns 3amucy yMOB Ha TIOBEpXHI {2, /1€ MOKJIMBI PO3PUBH BCiX KOMIIOHEHT BEKTOpPiB O

ta W, BBegeMO B KOXHIiM TOUIli MOBEpPXHI () JIOKAJbHY CHCTEMY KOOPIUHAT (N M ,S)
(puc. 2).

]

X

Puc. 2. JlokansHa cuctema koopaunat (N, M, S ) B KOXKHIN TOYIII TOBEPXHI {2

Jns mporo, B KOXHIM TOYI TOBEPXHI TMPOBENEMO [OTHYHY IUIommMHYy P Ta
HOpMaJIbHUM BekTOp n 10 Hei. Hampsimok oci NV chiBnazae 3 HanmpsiMKOM BEeKTOpy n. J[Bi
iHmI oci M,S o0GepeMo B3a€EMHO MEPIEHIUKY/ISIPHO B IUIONIHHI P TakuM YUHOM, 100 TicIs

oOepTaHHs OCeH, HalpaBIICHHS Ocel (N ,M,S ) CHIBIIQJAJIA 3 HANPABIICHHSM BiIIOBITHUX

oceit (Z,X,Y). Toni B HOBiii cCHCTEMi KOOPJMHAT HAMPYXEHHS Ta NIEPEMillleHHs MO3HAYHMO

TakK:
6

Oy = {&k (x’y’z)}k:1 = {O-N’O-S’O-Z’TSZ’TZN’TNS}’

~ )3
uy = {”k }H = {uM’vS’WN}
B 3anexHoCTi BiJl KOHTAaKTHOI B3a€MO/Iii 3 MPOCTOPOM Ha MOBEpXHI () MOXYTb OyTH
B1JIOMI IITICTh 13 HACTYITHUX BEJTUYHH:
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+ ~+)0 s .
. {Zk} 7Zk gk(x1>x29x3)i§k(x1>xzax3)>(x1>xzax3)eg

f(xl’xza)%),%i (xl,xz,x3),q3i (xl,xz,x3),T(xl,x2,x3)},

1
{ ~ki}é :{O'; (xlaxza)%)aasi (xl’x27x3)90-6J£ (xlaxza)%)a”li (x17x29x3)a”§ (xlaxza)%)a”}i (x19x27x3)a
q

ot £\_ 1
0, uk,qk,T )— lim

X, =X;

Gi xi xi xi + + + + + + + + Ti + + + _13
kXX s Xy U\ X5 Xy X 5 Gy | Xy s Xy X 5L (X5 Xy, X5 5T =1,

Touka (x+, y+,z+) 3HAXOMUTHCA 300Ky HOpMali n, a TOuKa (x_, y_,z_) -3

MPOTHIICKHOTO OOKy. JJi1 yCyHEHHsS HEBH3HAYEHOCTi, Ha MOBEpPXHI 2 OyaeMo BBaXkaTH
BiJTOMHMH HACTYITHI CTPUOKH:

7 =8 ()& (12), k=100, (1.2)e2. ©)
Po3p's3anHs kpaitoBoi 3amadi (1 — 3), (4) Ta (5) HeobxixHo mrykatu B Kinaci Cos'(R *)N
Li (R?), ne Cé’s — mpocTip GyHKIIIH, 1m0 € 6e3nepepBHIUMH 32 BCIMa MOXITHUMHU 0  m — T'O

TIOPSIIKY 32 BUKJITFOYCHHSIM ITOBEpXHIi ()]

L (R 3) — npocrip Gpynkuiii, mo inrerposani B R 3.

TemmepaTypHi yMOBHU Ha Jed)eKTi BUPaKalOTh COO0I0 YMOBHU HE1I€aTbHOTO KOHTAKTY
MIX TOBEPXHSIMH OCOOJMBOCTI CTPYKTYpH, a (DI3UYHO — OMip, SKHUH 3IHCHIOE 3a3HAUYCHUN
apredakT Ha pO3NMOBCIOKEHHS Teruia. L{i yMOBM JUIsl TUTONIMHK TPIIIUHU JICKATh B IIONTUHI
XOY Tta marots Burisg [42, 43]:

A G TN LIS T )
(MA-128')(& = ¢, )+ 6, [ 0 +0,6, |=0

* * . . .
e A Ta h — xoedimieHTH, MO XapaKTEPU3YIOTh TEIUIONMPOHUKHICTH Ae(eKTy B
ITOB3/I0B)KHBOMY Ta ITOIIEPEYHOMY HAIPSIMKAX.
JledekTn, Ha MOBEpXHI SKUX TEMIIEpaTypa 3aJOBOJIbHSAE BHIIEHABEICHUM YMOBaM,

: (6)

. * * .
Ha3uBarOTh  Temronposiguumu. Skmo A =0,42 #0, TO 0cOOMMBOCTI CTPYKTYpH

HA3MBAIOTHCS TETIONPOHUKHUME. A Y BUIAAKY, KO A =/ =0, TO — TeII0i30150BaHIMH.

Posp'szanns 3amau (1 — 4) 3 ypaxyBaHHsM yMmoB (5) Ta (6) H03BOJSiE OTPUMATU
pO3MONIT TEeMIlepaTyp Ta MEXaHIYHMX HamnpyxkeHb nolnu3y aedekrty. BuxopucroByroum
METOJIMKY, 110 HaBeJeHa B poOoTi [44], MOXKHA 3BECTH MPOOJIEeMYy 10 PO3B'S3aHHS CUCTEMHU
CUHTYJIIPHUX IHTErpajbHUX PIBHSAHB Ta OTPUMATH PO3MOJALI TEMIEPATypHUX MOJIB MOOIU3Y
0COOJMBOCTEM CTPYKTYpH HEMETaJeBOro I'eTePOreHHOro marepiany Oyb-SKOoi HpUpOoaH
(Tumy TpimMH, BiAIIapyBaHb a00 CTOPOHHIX BKJIIOUEHB).

BBeneMo no3HaueHHs:

V={0,(%,Y,2)}. 0 =10,,0,,0,,T,,T _,T,,U,V, W) (7)
D: DO 03'.><3 ’FT:F0T+F*T;
S D
T 9 9
K, :{E)j} =—0, ||B’})27})3701><6 ;E' {E*]} ” vas BT BT, BT, 045
8 0 0 0 o, o,
Sl 03><3
= , D,=|0 4, 0 & 0 4|
03><3 SZ
0 0 0, 6, 9, 0
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St Sz Siz Sy 00
S =80 S Sl S,=10 s, Of,
Si3 Sz 833 0 0 s
I I
ox oy 0z

s, = 0(2)s; +0(=2)s,
5;) =0(x— Xp»X — Xy, X —xo) — nenbTa QyHKIis Jipaka;
§}; — Koe(ilieHTH y3araabHEHOTo 3aKoHy ['yka;
O,,, — HynbOBa MatpHIst posmipHocTi K X /.
Toni piBasHHSA (1), (2) IpencTaBUMO Tak:
D[z,0,,0,,0,]v=F, v,Fe3(R) (8)

BinnosigHo no po6otu [41], moganus po3s’s3kiB cuctemi (3.8) uepe3 ctpudku (3.6), Oynemo
HA3WBaTH PO3PUBHUM PO3B’SI3KOM JUIsI KYCKOBO-OJHOPIHOTO aHi30TPOITHOTO IPOCTOPY B
kiaci nudepeniiiioBanux GyHKIIii.

[Tponosxxumo mMaTpuuHe piBHSHHSA (3.8) Ha Bech mpocTip. i mbOro, CKOPUCTABIIUCH
BJIACTHBOCTSAMH y3araJbHEHHX (YHKIiH mnoBinepHOTO 3poctanHs I(R’), posmykysaHi

dyHKLiT mpomoBxuMO B poctip I(R’), HOCiEM CHHTYIAPHOCTI AKX € MOBEPXHS Q.

dopmynH 3B’A3Ky MK 3BUYAMHUMHU 1 y3arajJbHEHUMHU MOXITHUMH [44], ypaxyBaBiiu
yMOBH (7) IpecTaBUMO TaK:

O, =00, —Vv,(X,y,2)K.0(Q)

K, =cos(N, X),k; =cos(V,Y),x; =cos(V, Z), 9)
ne v, (x,3,2)=(U,)q, O, —cumBon Kponexepa, O(2)—dynkuis Jlipaxa, sxa
30cepe/kKeHa Ha MOBEpXHi L.

BpaxysaBmu dopmynu (9) kpaitoBy 3amauy (8), (9) 3BeneMo 10 HacTymHOI KpailoBoi
3amaui y npoctopi I(R*).
D[Z,él,é2,53]V=f, (10)
ne
f= {fj}9,f1 =V K +V,K, +VvK;)0(Q) — P, f, =(vi kK, + V, K, + Vv, K3)0(Q) — P,
L= vk, +vK)0(Q) - B, f, =v,50(Q), 1, =V, 5,0(Q2), f, =V, K;0(€2),
Js =5+ K5)0(Q), fo = (v, K, + v K)O(€),
Jo =Av;K0(Q), /i, = 4Ly, 16,0(€D), 1, = 4v; K0(€),
Jis =vik0(L) +11,K,0(8) +113/:0(€),
Po3B’s3kM mmocTaBieHOI 3a4a41 MOJKHA IMOJATH TaK:
13
v(x,,2) :ZW’V 1=
" (1)

13

- ZJ-J-J.W@(X,y,Z’xo’yO’ZO’t _tO)fNj(‘xoayO:Zo>t0)dX03dy0>dZtha

j=1 0 DS
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3 )
ae QyHkmii Wy (xa Y, Z) € S(ER ) — KOMIIOHEHTU CHUCTeMH (YHIAMEHTAIBHUX PO3B’S3KiB

W, = {ij } hel...13 3anadi (2) — (3), TobTo W, e pPO3B’A3KaMH CUCTEMH KpalloBUX 3aa4:

D[z,0,,0,,0,]w, =f°, w,,f’ e IR (12)

Wy (x,y,x)|(x’y’z)_>oo =0, k=1,...,13, (13)

ne £ = {f;;}*m{%}}iﬁ(x — X0,V = Voo 2~ Zgsl — 1)}
3actocyemo a0 (12) meperBopenHst Jlamimaca 3a wacom Dk (x, V,z, p) =L[Uk] Ta
TpUBHMMIpHE mepeTBopenHs dyp’e mo X, y i z 3 mapamerpamu o, (, ,(; BIIIOBIIHO
Wk, (e, 0,0, p) =E[ D, ],otpumaemo Matpuuny kpaiioBy 3agady y mpocTopi I(RY).
M[~ict,~ic,,~ic,, pIW, =17, j =1,13 (14)
e Wj _ {ng}13’f; _ {5@_}136;,8; _ Qi iz o lop

Bbesnocepennbo 13 piBHSAHHA JAicTaHEeMO TpaHchopMaHTH  (QyHIAaMEHTaIBHOTO
PO3PHBHOTO PO3B’A3KY

W =M, =11 (15)
Tyr

(i) 0 0 0 (<) (i) pp’ 0 0 0 0 0
0 (de) 0 (mia;) 0  (<ie) O oD 0 0 0 0
0 0 (e, (i) (i) 0 0 0 oD’ 0 0 0 0
8, S S5 0 0 0 (-ie) O 0 071 0 0 0
8y, s, S 0 0 0 0 (He) O %, 0 0 0
Sp3 S Sy 0 0 0 0 0 (ay) a, 0 0 0
M=| 0 0 0 S 0 0 0 (e (Hia,) 0 0 0 0
0 0 0 0 S 0 (Hay) 0 (<) 0 0 0 0
0 0 0 0 0 S (Hay) (i) 0 0 0 0 0
0 0 0 0 0 0 T,p 0 0 A(-e) 1 0 0
0 0 0 0 0 0 0 T,p 0 A(-Ha,) 0 1 0
0 0 0 0 0 0 0 0 I,p A(=iey) 0 0 1

0 0 0 0 0 0 0 0 0 -,p (ma) (Ha,) (-ie,)

3actocyemo 10 (15) oGepuene meperBopenHst Jlammaca ta ®yp’e momaHHS As
cucTeMH (pyHIaMEHTaIbHUX PO3B’SI3KIB W = {ij }io1 13 K miacrasmsiemo y (11).
CkJa1 BUMIpIOBAJILHOTO CUTHAITY pO3NHUIIeMo Tak (puc.3.3):
h(t) =ayh () +b,h, (1), (16)
ne he(t) — KorepeHTHa CKIIaJl0Ba;
he(t) — mudy3iiftHa CKIa10Ba;
ao, bop — xoediLieHTH PiBHIHHS.
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h.(t)

h(t)

he(t)

o

hit)

Puc. 3. Korepentni Ta qudy3iiiHi CKJ1a0Bi BUMIPIOBAILHOTO CUTHAITY

BucHoBku. TakuM YHHOM, TPHU BUPILMICHHI NMPOOJIEMH PO3POOKHM METOMAIB BUMIPIOBAHHS

napaMmeTpiB MPOIIECiB, IO BiIOYBAIOTHCS B T€TEPOTeHHUX MaTepiaiax, HEOOX1THO CIIHPATUCS

Ha TIAHOOKE PO3YyMiHHS CHEMiaJbHUX PO3AUIB MaTreMaTukd. JJii KOMIUIEKCHOTO aHali3y

XapaKTepUCTUK MIIHOCTI HEOOXITHO BPaxOBYBATH 3B’A30K TEPMOIPYXKHHUX IOJIB, TOOTO

HEOOXiJTHO OJJHOYACHO BU3HAYATH TEMIIEpaTypHE Ta AedopMarliifHe moJs.

HemeraneBuii rereporeHHUil MaTepiayl IMpPEICTaBICHO Y BUIVIAAI TpaHCBEpPCAIbHO-
130TPOITHOTO TPOCTOPY, BCEPEIWHI SKOrO Ha JOBUIBHIM KYCKOBO-CYIIUIbHIA TMOBEPXHI
po3TamioBaHi JAeQeKTH AOBUILHOTO XapakTepy (Taki $K TpIIIUHYU, BIANIAPOBaHI Ta
HEBiAmapoBaHi BKIOUeHHs). s 3armucy yMOB Ha MOBEpXHi (), 3a SIKMX MOJIHBI PO3PUBH
BCIX KOMIIOHEHT BEKTODIB, BBE/IEHA JOKaJbHA CHCTEMa KOOPAMWHAT y KOXKHIM TOUIll MOBEpPXHI
Q. 3amucani TeMIepaTrypHi yMOBH IS IUIOCKOi TPIIIMHHU, SKi BHPaXalOTh YMOBHU
HE1/1€aIbHOTO TEIUIOBOTO KOHTAKTYy MK TOBEPXHAMM Je(eKTy, a (i3UYHO — Omip, SKHiM
nedeKT Hagae MOUMPEHHIO TETIa.

Po3pobnena maremaTHyHa MOJENb TEPMOMEXAHIYHUX MPOIECIB, L0 MPOTIKAIOTH B
HEMETAJIEeBUX TETEPOreHHMX MaTepiajax IpH iX KOHTPOJI aKyCTHUHUM 1H(pauepBOHUM
TEPMOMETPUYHUM METO/IO0M, SIKa BIAPI3HAETbCA THUM, L0 TNpHIMae O yBaru 3B’SI3HICTDH
MEXaHIYHUX Ta TEeMIIEpATypHHUX TOJIIB 3 ypaxyBaHHSM HEOJHOPITHOCTI CTPYKTYPH MaTepiaiy.
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SIMULATION OF INTERNAL PROCESSES IN NON-METALLIC
HETEROGENEOUS MATERIALS USING THE ACOUSTIC INFRARED
THERMOMETRICAL CONTROL METHOD

V.M.Tonkonogyi!, M.O.Golofeyeva?, Yu.0.Morozov?, R.V.Gorbatiuk*

National Odesa Polytechnic University
1, Shevchenko Ave., Odesa, 65044, Ukraine
Emails: vmt47@ukr.net'; mgolofeyeva@gmail.com?;
morozov(@op.edu.ua’; ruslan.gorbatiuk@stud.op.edu.ua*

One of the trends in the development of industry is the replacement of traditional structural materials with non-
metallic heterogeneous structures. This makes it possible to obtain materials with planned properties. At the
same time, it is necessary to study the mechanisms of organizing the structure of such materials at each scale
level. Non-destructive control methods play a significant role here. Methods of active thermal control are
promising for products made of heterogeneous materials. Of interest are the processes in materials of this class
when they are controlled by the acoustic infrared thermometric method. It can be noted that the specifics of the
application of the nondestructive testing method, as well as the physical phenomena that occur in non-metallic
heterogeneous materials during the vibration effect on them, have not been fully studied for its practical
application. The heterogeneity of the structure, on the one hand, makes it possible to create materials with a wide
range of properties, and on the other hand, it makes it difficult to describe the processes that cause the
manifestation of these properties. The article is devoted to the mathematical modeling of these processes. For a
comprehensive analysis of the strength characteristics, it is necessary to obtain the relationship of thermoelastic
fields, that is, it is necessary to simultaneously determine the temperature and deformation fields. A transversally
isotropic space is considered, which can be represented as a prism, which consists of a grid of three mutually
perpendicular rods located along the coordinate axes x, y, and z, and the mutually perpendicular grid in two
directions has the same dimensions. Inside this space, structural defects of any nature are located on an arbitrary
piecewise continuous surface.
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MATEMATHUYHE MOJAEJIIOBAHHA KPUTHUYHHUX YMOB BILVIUBY
3OBHIINIHBOI'O KOHTEHTY HA KOPUCTYBAYA

I'. B. Illanosanos, O. IlaBineHko

Hamionansuuii yHiBepcuteT «Onechka MoJIITEXHIKaY
1, llleBuyenka mp., Oneca, 65044
Email: shapovalov(@op.edu.ua

Y poOOTi BHKOHaHO MaTeMaTH4HE MOJEJIOBAHHS BIUIMBY HeOE3NEYHOro KOHTEHTY Ha
KOpHUCTyBaya I700aibpHOi Mepeki. BUKoOHaHO NMpOrHO3yBaHHS KPUTHUYHHX CTaHIB, 32 SIKUX
MOXKJIMBI KUIBKICHI Ta SIKICHI TMepexoau BIUMBY iHdopMmauii Ha kopuctyBaua. Ha ocHOBI
MIPOBEACHUX JOCHIHKEHb OTPUMAaHO EKCIICPUMEHTANIBHI JJaHi MO0 3aJIeKHOCTI KOHBEpCii —
KIUJIBKOCTI YCHILIHMX JiH, 110 € METO BIUIMBY iH(pOpMAIil Ha KOpUCTyBaya, HaIpHUKIAR
peKIaMH MMOKYNOK YHM KaHIUAATyp Ha BUOOpaxX Ta iHIIMX BXITHUX JAHUX BiJ BIUIUBY Ha
KopucTyBada Mepexi. IImaxoM KopensmiiHOTO aHai3y BH3HAYEHO HAHOUTBIN BILTHBOBI
JIaHi, TOB’s3aHI 3 pe3yabTaTaMU KOHBEPCii, a METOAaMH ampoKCHMaIii — (QyHKIiIOHAIbHI
3aJICKHOCTI pe3yNbTaTiB BIUIMBY BiI BXIMHUX MJaHWX, TaKUX SK IIiHa/KOHBEpPCis,
KITIIKHA/KOHBEPCis Ta MoKa3w/KoHBepcis. [IopiBHAHHS pe3ynbTaTiB MOACTIOBAHHS CBITYUTH
IO iCHYyBaHHS IPOCTOPY CIIBiCHYBaHHs (a3 APYroro IOpsIKy HABKOJO JOCHIIKYBaHHX
MIPOCTOPIB, II0 CBIMYHUTH PO MOXKIMBICTh HEOE3MEYHOTO BILTMBY PEKIAMHOI iH(popMaIlii Ha
KopucTyBaua. Pe3yibTaT MOJENIOBaHHS CBiJYaTh MO Te, MIO 3a OTPUMAHUMH AaHUMU
BUSIBJICHO NIPOCTIp, 32 BUKOHAHHS YMOB iICHYBaHHSI IKOTO KOPUCTYBa4 MepEKi MOXKE 3MIHUTH
CBOIO TMO3MIII0 IIOA0 PEKJIAMOBAHUX TOBapiB 32 PaXyHOK BIUIMBY PEKIaMHHMX KaMIIaHii.
HeGe3neka nonsarae B ToMy, 110 KOPUCTYBad MEPEXi MOXe NMPUAOATH pedi, sKi, 3arajiom,
oMy He noTpiOHi. Takuii 30BHINIHINA BIUIMB € HEOE3MEUHHUM 1 BiJIIOBIIa€ MaHIITyJIIOBaHHIO
ONHUMH YYaCHHKAMH TIOOANBHOI Mepexki iHmmMH. Taka CHTyamis BiAIIOBiZae CTaHy
KOpHCTYBa4a, KOJH y (a3l CTIHKOro CTaBICHHS MO KOHTEHTY, IO HAAXOIUTh IO HBOTO,
BUHHUKA€ HOBE SIKICHE CTABJICHHS, TOOTO KUIbKICHUIA BIIMB Ha KOPHUCTYBaya NPU3BOAUTH 110
SIKICHUX 3MiH y CIPUAHATTI iH(QOpMAIIis, SKa HaIXOIUTh JO HHOTO i3 30BHIMIHIM 3MICTOM.
Take BTpy4aHHs € HECAHKL[IOHOBAaHHM, TOMY MICTHTh He0GE3MeKy 30BHILIHBOTO KOHTPOIIIO
KOPHCTYBa4a Ta Ma€ OyTH PETENbHO JIOCHiKEHO.

Kiiro4uoBi cjioBa: MaTeMaTHYHE MOJIC/IFOBAHHS, BIUIMB HEOE3MEYHOTO KOHTCHTY, KOHBEPCis,
Hebe3neka 30BHIIIHBOI0 KOHTPOIIO KOPUCTYBaYa.

Beryn. B cywyacHoMy i1H(oOpMaiifHOMYy MpOCTOpl KOPHCTYBad CTAHOBUTBHCS IIOBHICTIO
HE3aXMIIEHUM BiJ 30BHIIIHBOTO BIUIMBY iHQOpMAaIlii, SKa HAaIXOJUTh J0 HHOTO Yy BHIJISAL
peKjIaMH TOBapiB, 3aJly4€HHS 1O PI3HOMAHITHUX MOAIM, BOpoXkoi 1HGopMaIii Ta IHIIOrO
pi3HOMaHiTHOro BIUIMBY. Ha mepmmil mnormsa, JoauHA JOCBIYEHA 3aBXKIM  MOXKe
BiJJOKPEMHTHCS BiJI TAKOTO BIUTUBY, ajle, SIK MOKa3ye MPaKTHKa BIUIMB KOHTEHTY MOKE JIETKO
NEPEeBUIINUTH «3aXMCHUH 1H(popMariitHuii 6ap’ep» pi3HUX 3a BIKOM, OCBITOIO Ta COLIAJIbHOIO
NPUHAJICKHICTIO 1 TPUBECTH J0 CaMHUX PI3HMX HACIHIJKIB, MOB’S3aHUX 3 METOK KOHTEHTY.
JlocnmikeHHs, OB s13aH1 3 BIUIMBOM PEKJIaMU Ha KOPUCTyBada (DiHAHCYIOTHCS PEKJIAMHUMU
KOMITaHisSIMH, aJie HEraTUBHUI BIUTMB Ha KOPUCTYBava P IIbOMY HE JTOCIIKYETHCS.

MeToro AOCHIPKEHHS! € aHalli3 BIUIMBY 30BHIIIHBOTO KOHTEHTY Ha KOPUCTYyBaya Ta
NIPOTHO3YBaHHSI KPUTHYHUX SIBHIIL, 32 SKAMU BHKOHYIOTHCS YMOBHU 3MiHH CTaHy KOPHCTyBaua
i1 BIUTMBOM 30BHIITHBOT'O KOHTEHTY.

AHaJii3 BIVIMBOBOI0 30BHIlIHLOI0 KOHTEHTY Ta (popMyBaHHSI MaTpuli AaHuXx. B po6orti
BUKOHAHO MaTeMaTU4YHE MOJICNIOBAaHHS BIUIUBY HEOE3NEYHOTO KOHTEHTY Ha KOpHCTyBaua
rio6anbHO1 Mepexi. MeToro poOoTH Oyso MPOTHO3YBAHHS KPUTUYHHUX CTaHIB, 3a SKUMHU
MOJJIMBI KIJIbKICHO-SIKICHI Tepexoiu BIUIMBY iH¢opmanii Ha KopucryBaua. Ha ocHOBI
MIPOBEICHUX JOCIIKEHb Oyau OTPHMaHI E€KCIEePUMEHTAIbHI JaHHI CTOCOBHO 3aJIeKHOCTI
KOHBepCii - KIJIBKOCTI YCHIIIHUX Mii, SKI € METOI BIUIMBY iH(popMallii Ha KOpHCTyBaua
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(HampuKIIaa, pexiIama Iy TOKYNKY ab0 KaHIUIaTypyu Ha BUOOpax Ta IHIMUX BXIIHHUX JaHHUX
I0JI0 BILTUBY) Bil:
1) 300pakeHHsT - 300paXeHHS TOBapy abo0 1HIIONO OO0’€KTy BIUIUBY, SKE
BUKOPHUCTOBYETHCS IS 3JTy4eHHS KIIIEHTIB Ha CANTI;
2) Ha3BU - HallMEHYBaHHs TOBapy abo MOCIYrH;
3) inenrtugikaropa pexiamonaBis (a0o, HANpPUKIAA, MPOAABLSA) - YHIKAJIBHUI HOMED,
SIKUW TTPUCBOIOETHCS MPOIABITIO TSl 1ICHTH(IKAIIIT;
4) inenTtudikaTopa mNO3MLII - YHIKaJIbHUIA HOMEp, IO IPUCBOIOETHCS, HAMPHUKIIA,
KO)KHOMY TOBapy a0o0 Mo3uIlii;
5) crarycy - MOTOYHHU CTATyC MO3UIi (HAMPUKIAA, aKTUBHO, HEAKTUBHO a00 3HATO 3
MIPOJIAXY);
6) WiHM - 1[iHa TOBapY a00 MOCIYTH;
7) KIUKIB - KUIBKICTh KJIIKIB, 3JIHCHEHNX KOPHCTYBauaMU Ha TOBap (peKiiamy).
8) TOKa3iB - KUIBKICTh IMOKa3iB PEKJIAMHOTO OrOJIOIICHHS;
9) CTR (Click-Through Rate) - mNoOKa3HHK «KJIMKAaOEIBLHOCTI», PO3PAXOBYETHCS SK
BiJTHOIIEHHS KIJTbKOCT1 KJIMKIB JI0 KUTBKOCTI MOKa3iB (y BIJCOTKAX);
10) ko1y BaJIIOTH - BAJIIOTA, Y sKiil BKa3aHa I[iHa TOBApPY (SKILO HAETHCS MPO BIUIMB PEKJIaAMU
Ha TIOKYMIIS);
11) cepennst 1iHa 3a KIIIK - CEPEHS BAPTICTh KIIKY MO PEKIAMHOMY OTOJIOIICHHIO;
12) BuTpaTu - cyma, BUTpaueHa Ha peKjamy;
13) BapTicTh/KOHBEPCIS - BapTICTh O/IHI€T KOHBEPCIi, 110 pO3PaXOBYETHCS SK BiTHOIICHHS
BUTpAT HA PEKJIaMy JI0 KUTBKOCTI KOHBEPCIl;
14) BiACOTOK OTpUMAaHUX IOKa3iB HAa BepXHil mo3uiii B mourykoBii cucremi (BIII) na
BEPXHiil MO3UIII] B MOIIYKOBIl MEpexi;
15) koedirieHT ycix KOHBEPCiif;
16) 3araipHa MiHHICTH YCiX KOHBEPCiH (BUPaXA€THCS B TPOIIOBOMY €KBIBAJICHTI);
17) koedimieHT KOHBepcii - BiHOIIEHHS KUTHKOCTI KOHBEpPCI A0 KUIBKOCTI KIHUKIB (Y
BiJICOTKaX).
18) miHHICTh KOHBEPCIT Y BITHOIIEHHI /10 11 BApTOCTI;
19) 3aranpHa KIJIBKICTh yCIX KOHBEPCII;
20) cepenHst BapTICTh 3aMOBJIEHHS - CEepelHA CyMa, BHUTpaueHa KII€HTaMH Ha OJiHE
3aMOBJICHHS (SIKIO HAETHCS MPO BIUIMB PEKJIAMHU HA TIOKYIIIIS);
21) KifBbKiCTh MPOJAHUX OJMHMIIB - 3arajbHa KiJIBKICTh TOBapiB, MPOJAHUX 3a 3BITHHUN
nepio.
22) kaHal - JKepeIo, yepes siKe NPUHIIOB KOPUCTYBaY;
23) BIACOTOK OTPUMAaHUX MOKAa31B y MOIIYKOBiH MEpEeKi - BIZICOTOK YC1X MOXKJIMBHX [TOKa31B,
K1 OyJIM OTpUMaHi B MOLITYKOBIN Mepexi;
24) BIACOTOK BTpPAuy€HUX MOKa3iB y IMONIYKOBIH Mepexi (pEeHTHHT) - BIJCOTOK IMOKAa3iB,
BTPAaYEeHUX Yepe3 HEJOCTaTHO BUCOKHI PEUTHHT OrOJIOIICHHS;
25) BIACOTOK OTPUMaHMX KJIMKIB - BIZICOTOK YCIX MOXJIMBHUX KIIUKIB, Kl OyJIM OTpUMaHI.
3a KopensAUidHUM aHajgi3oM OyJ0 BHU3HAUYE€HO HAWOUIbLI BIUIMBOBI JaHHI, 1O TOB’sI3aHi 3
pe3ysibTaTaMHi KOHBEpPCIi Ta 3a METOJaMH allpOKCUMallli OTpUMaHO (PYHKIIIOHATIbHI 3aJI€KHOCTI
pe3ysbTaTiB BIUIUBY BiJl BXIJTHUX AAHUX, TAKUX, SIK [[IHA/KOHBEPCis (X7), KIIKH/KOHBEPCIs (x2)
Ta MOKa3u/KOHBepCis (x3).
JloctikeHHsl 3aJieskHOCTI KoHBepcii Bin winu. 3a orpumanumu aanumu (Tabn. 1.) Oyno
moOy0BaHO 3aJICKHICTh KOHBEPCIi BiJ 1iHU TOBapy. Pe3ynbratu HaBeneHo Ha Puc. 1.
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Taoauns 1.

Butsr 3 pe3ynbTaTiB JOCITIKEHHS 3aJIE)KHOCTI KOHBEPCIil BiJl LIHU TOBapy, KUIBKOCTI KITUKIB

10 peKJIaMi Ta KiJIbKOCTI TTOKa3iB B MEPExKi.

Hinu (rpH.) [Moxaszn Konsepcii
Kitiku (KiTbKiCTB) (KIJTbKiCTB) (KiJTbKiCTB)
370,00 5628 215 851 588,66
249,00 1914 94 394 248,73
299,00 1717 98 793 235,36
87,00 1588 118 366 106,53
270,00 1 246 62 340 49,5
550,00 1202 74 674 11
429,00 1176 109 555 167,38
360,00 1104 69 478 40
900,00 818 47 158 22
159,00 726 47 859 18
49,00 678 79 013 54,84
270,00 597 41 603 10,5
65,00 363 59 021 25,45
1 500,00 266 12 808 1
590,00 260 30 026 4
390,00 159 7370 3,08
75,00 159 34923 14,95
119,00 122 7 689 3
142,00 120 11798 8
950,00 91 24 767 0
500,00 73 21747 3
149,00 43 6333 1
350,00 11 2375 1
600—
: LliHa/koHBepCiA
500—
400—
300—
200—
100—
ot g R b TN | p— !
0 200 400 600 800 1000 1200 1400 1600

Puc 1. Pe3ynbrati 1ociikeHHs 3a1€KHOCTI [IIHa/KOHBEPCis
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Pe3ynbraTt MozemoOBaHHs 3aI€KHOCTI KOHBEPCIi Bif IIIHM HaBeaeHO Ha Puc.2:

600 —
MopenoBaHHA

UiHa/koHeepcia

500 —

400 -

300 -

200 -

100 -

200 400 600 800 1000 1200
Puc. 2. PesynbraTél MOZIETIOBaHHS 3aJI€KHOCTI IiHa/KOHBEPCIs

Pe3ynbrati MO/EMIOBaHHS BKA3YIOTh Ha MOXJIMBICTH 3aCTOCYBaHHS |'aMMa-po3moit
Epnanra [1-4] mis ommcy 3anexHoCT miHa/KoHBepcis. OOYHCIEeHHS MapaMeTpiB PO3MOALTY

HAIaJId 3MOTY OTPUMATH 3aJIC)KHICTh:

fxy) = =

2,015,-0.006x1

45,125

(1)

JlocHizkeHHsl 3aJ1e’KHOCTI KOHBepcil Bil KJIMKIB 10 peKkJIaMHHMM MOBiIOMJICHHSIM.
Pe3ynpTaT JOCHIKEHHS 3a€KHOCTI KOHBepCii BiJl KIIBKOCTI KIIKIB IO pPEKIaMHUM

00’ ABJICHHSIM HaBEJEHO Ha puc.3.

600—

EUU—E
4[][]—%—
300—;—
EUU—E
1[][]—%—

0 1000 2000 3000 4000 5000

Puc 3. Pe3ynbraT 1ociKeHHs 3a7€KHOCT] KUTBKICTD KIIMKIB / KOHBEPCIs

Knikn/koHeepcia

|
6000
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Pe3ynbTaTi MoaenOBaHHS 3aJIEKHOCTI KOHBEPCIi Bi KIJIbKOCTI KIIIKiB HaBe/eHo Ha Puc. 4:

600

MoaeneaHHA —f

Knikn/koHeepcin =

500 - -

400

300

200 - -

d

100 - -

1000 2000 3000 4000 5000
Puc. 4. Pe3ynbratu MoJIeIOBaHHS 3aJI€KHOCT1 KUTBKICTh KJTIKiIB/KOHBEPCis

Pe3ynbratu MojentoBaHHS BKa3ylOTh Ha MOXJIMBICTH JIIHINHY 3al€KHICTh KIJIBKICTh
KJIiKiB / KoHBepcis. OOUYHMCIeHHS mapaMeTpiB JIHIMHOT 3aJIEKHOCTI HAaJalld 3MOTy OTPUMATH

byHKIIO0:
f(x;) = 0.105x, + 1.05 )

JloctikeHHsl 3aJ1esKHOCTI KOHBepciil Bix mokasiB. 11 MozjenroBaHHs BIUIMBY KUIBKOCTI
MOKa31B KOHTEHTY BIJl iX BIUIMBY Ha KOPUCTYBaya 3a JaHMMH KUIbKICTb MOKa3iB / KOHBEPCIs
OyJ0 OTpUMaHO cHOYaTKy OysI0 OTpUMaHO Tpadik BiAMOBIAHOT 3aJIEKHOCTI 3a JaHUM Talnuii
1. Pe3ynbratn HaBeneHo Ha Puc. 5

600—
: Mokaan/koHee

500—;
400—%—
300—;—
200—;

100—

0 50000 100000 150000 200000 250000
Puc 5. Pe3ynbraT 1oCiKeHHs 3aI€KHOCT] KUTBKICTh MTOKa31iB / KOHBEPCis
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3a OTpUMaHUMHU JTaHUMH OYJI0 TTPOBEACHO MOJICTIOBAHHS JAOCIIKYBAHOI 3aJIEKHOCTI.
PesynbraT MosientOBaHHA 3aJI€KHOCTI KUTBKICTh IIOKa3iB / KOHBEpCis HaBeleHo Ha Puc. 6:

600 - -
Mokaaw/koHeepciA //
Mokaaw/koHeepciA

500 - -

4

400 - -
300 - -

200 - -

100 — / _

50000 100000 150000 200000

Puc 6. Pesynprati MojeroBaHHS 3aJI€KHOCTI KIJIBKICTh MTOKa3iB / KOHBEPCis

Pesynbratn oOYHCIIEHHST TapaMeTpiB OTPUMAHOI 3aJIC)KHOCTI TIOKa3W / KOHBEpCis Ta
oTpuMaHa (QyHKIIIOHaJIbHA 3aJIeXKHICTh HaBeneHa y (3):

Fxs) = 1,165 1078x5° + 0.0002x; + 1.245 3)

Mozae/iroBaHHS BIIMBY 30BHIIIHBOI0 KOHTEHTY Ha KOpHCTYBaya. 3a pe3ynbratamu (1) —
(3) Oyno oTpuMaHO (YHKIIO BIIUBY Y BUTJISAL:

f(xy, x3,%3) = 1.165-1078x2 + 2.0-10"*x3 + 0.105x, +
0.022x29%=0006x1 7 295 4)

1€ 3MIHHUMH X; MOJEIOEThCS 3alIeKHICTh 111Ha/KOHBEPCis, X2 — KIIIKH/KOHBEpCIA Ta X3 —
MOKa31/KOHBEPCIS.

Jlnis1 3’sicyBaHHS YMOB, 32 SIKUMH KOPHUCTYBa4 MOY€ SIKICHO 3MIHUTH CBO€ CTaBJICHHS /10
30BHIIIHBOrO 1HGOPMALIHHOTO HaBaHTAKEHHS, B POOOTI MPOBEACHO aHANI3 YMOB, 33 SKUMU
OJTHOYACHO JOPIBHIOIOTh HYNIO 3HAUYEHHS MOXIAHUX (YHKLII BIUIUBY 3 MEPUIOi MO TPETIO
BKJIIOUHO, @ 3HaYEHHS Y€TBEPTOi MOX1HOT (PYHKIIIT BIJIUBY NPUHMAIOTh AOAAaTHI 3HAUYEHHS [5-
9]:

ar _@r_dr_ s
dX_dXZ_dX3_0’ dx4>0 ®)

X = (xlf X2, X3)

Takuif craH BiANOBiZa€ yMoOBaM, KOJH Yy JOCITIJDKYBaHOMY (a30oBOMY IpPOCTOPi
BUKOHYIOTHCSI YMOBH OJHOYACHOTO ICHYBaHHS JABOX pIBHO3HAYHMX (a3, TOOTO BUHHKAE
IpoCTip CHIiBICHYBaHHs (a3 Apyroro mopsaxy. [ns 3HaxoKeHHS Takoro mnpoctopy Oyio
3aCTOCOBaHO JU(DEpPEHIIaTbHO-TOMOJIOTIYHUN Mmiaxiag [5-7], 3a SKUM TOCHIIOBHO Oyio
3HalJIeHO YMOBHU ICHYBaHHS cTaOinpHOI (a3 Ta OiQypkaumiifHOro mpocTopy Ha (a3oBHX
JiarpamMax B KOOpJAMHATaX 3aJeKHOCTI KOHBepcli BiJ I[IHM Ta MOKa3iB 3a (hIKCOBAHOIO
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KUIBKICTIO KJTIKIB. Byiio 3acTocoBaHO anropuTM, 3a SIKHM, 32 SKUM 3HaXOIMJIMCh B aHATITHYIHIN
dopmi BUpazK MOXIAHMUX LITHOBOI (YHKLII BIUIMBY IMOCIIZOBHO BiJl MEPUIOi O YETBEPTOI
MOX1MHOI BKIOYHO. [l KOXHOI 3HaljeHoi MOXiAHOI B JOCHIIKyBaHI oOmacti Xx; €
[40.0; 150.0] (rpH.), x, € [11; 1628] (kiabKicTb KJIiKiB), x5 €
[2375.0; 215851.0] (kinbKicTb mokasiB) Oyi10 00YKCICHO Ta IPOBEAECHO aHaIi3 TOIMOJIOTIT Ta
3HAKMICH] KOHTYPH, B3JIOBXK SKHUX JOCTII)KYBaHI MOX1IHI PUIUMaIOTh HYJbOB1 3HaUCHHs. J1Jis
3HAXO/PKEHHS aHAIITUYHUX BUPA3iB MOXIJHUX Ta OOYMCICHHS iX HYJIBOBHX KOHTYpiB OyIo
3aCTOCOBAHO cUCTeMy KoM toTepHoi anredpu MAXIMA [10]

Jlnst aHanizy yMOB iCHyBaHHsA cTaOuIbHOI a3y Oyino 3HAWIEHO MPOCTOPHU, B SKHX
OJTHOYACHO BHKOHYIOTBCS YMOBH HYJBOBHX 3HAu€Hb KOMITOHEHTIB Tpaji€HTa IILOBOI
¢ynkuii, T06TO PYHKIT BINIMBY, Ta JOAATHIX 3HAUEHb IPYTO1 MOXITHOI:

ar _ s
L =0, det=%>0 (6)

X = (x1,%3,%3)

aZf aZf

0x,%2  0x,0x, 6x16x3
d of of 0 d? ik 02
_f=(—f,—f,—f)=0, det—];=det| / f |
dX “0x; 0x, 0x3 dX | 0x20%;  0x3? Oxzaxg

\ 62 f 62 f 2 f /
0x30x; 0x30x,

Jnist oTpuMaHHS Tepepi3iB HYJbOBHX KOHTYpPIB MOXIAHHUX (DIKCyBaJIMCS 3HAYCHHS
3MIHHOI X, (KUIbKiCTh KIIKiB, X, = 1000) 1 oTpumyBaBcs mepepi3 y IUIOLIMHI
(x1,x3), TO6TO (UiHa, MOKa3u). [l 1pOro cCrmo4atky Oya0 OTPUMAHO IOBEPXHIO
JIOCJIJDKYBaHOT (DYHKIIIOHAJIBHOI 3aJIEKHOCTI, SIKy HaBEIEHO Ha pHC. 7. AHaji3 OTpUMaHOl
HOBEpPXHI MOKa3aB HAsBHICTh HYIBOBUX KOHTYpiB s 3a x; € (300-400) ta x; > 800. 3
METOI0 YTOUYHEHHSI CUTHATYPH IIPOCTOPY Y 3HANACHUX 001acTsIX 0ys10 00YMCICHO MOJ0KEHHS

HYJIbOBUX KOHTYpIB Ta TOMOJIOT1I0 IPOCTOPY HABKOJIO HUX. Pe3ynpTaT MOIeTIOBaHHS OBEPXHI
nepioi noxizHoi pyHKIii KoOHBepcii HaBeZeHo Ha Puc. 7.

o
w
I

500680663688000

Puc. 7. Pe3ynbraT MozieI0BaHHS [MOBEPXHI NEPIIOT MOX11HOI (PyHKIIT KOHBepCii

0 200—2
F00600 8001000 1200 1400

Pesynbratu oOumMClIEeHHS HYJIBOBHX KOHTYpIB mepuioi moxigHoi (yHKIIi KoHBepcil
HaBezeHo Ha Puc. 8&:
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I I I I I
2
1
150000 —
i
100000 —
50000 —
| | | | | | |
200 400 600 800 1000 1200 1400
%1

Puc. 8. PesynbraT 00uKCcIeHHS HYIbOBUX KOHTYPIB Mepioi moxiaHoi GpyHKIIii KOHBEpCii

Pesynpratn mopentoBanHs (Puc.7 — 8) Ta Oe3mocepenaHe oOYHMCIEHHS 3HAYCHb
MOXIIHUX y JOCHIIPKYBaHMX 00JAcTAX BKa3ylOTh HAa HAsBHICTH JBOX HYJIBOBHUX KOHTYpIiB
nepioi moxiaHoi PyHKIii KOHBepCii.

Pesynprat MozenOBaHHS MOBEPXHI IPYroi MoXinHoi QyHKIIIT KOHBEepCii HaBeeHO Ha
Puc. 9. AHani3 Tonosiorii OTpUMaHoOro MPOCTOPY CBIAYUTH MPO ICHYBaHHI HYJIHOBUX KOHTYPIB
JOCTIPKYBAHOT ITOX1THOT.

0.025

0.02
0.015
, 0.01
0.005

200000
150000
100000 5

-0.005
-0.01

14
Puc. 9. Pe3ynpraT MoJIent0BaHHS NOBEPXHI1 APYroi NoxiaHoi QyHKIT KoHBepcii
3 METOI0 BU3HAUYEHHS BUKOHAHHS YMOBH (6) Oysio 00YMCIIEHO MOJOXKEHHS HYIbOBHX

KOHTYpIB JIpYyroi MoxiJgHoi (GyHKIIIT KOHBepCii, Ta OTpUMaHi pe3y/IbTaTH HAaHECEHO Ha Mepepi3
ICHYBaHHSI JIOCII/KyBaHO1 MoxiaHoi. Pe3ynpraTn HaBeneHno Ha Puc. 10.

233



I'. B. Illannosanos, O. IlaBineHko

T T T T T T T
002 ——
001 ——
150000 [ | ]
! | |
100000 [ | —
0000 | ]
] ] | 1 ] ] 1
200 400 600 a0o 1000 1200 1400
¥l

Puc.10. Peaynpratn 004YHCICHHS HYIBOBUX KOHTYPIB APYroi MoxigHoi ¢pyHKIii KOHBepCil

3a pe3ynbTaTaMM MOJEIIOBaHHS IMOBEPXHI APYroi MoxiAHOI (QyHKIIT KOHBepcii Ta
00YHCIICHb TOJIOKEHb ii HYJIbOBUX KOHTYPIB BUIHO, IO YMOBA (6) BUKOHYETHCS TUIBKH IS
OJITHOTO KOHTYpY, L0 3HAWJEHO 3a aHaJIi30M HepuIoi NoxifAHoi ¢yHKLIi KoHBepcli (mobnuzy
x, = 1000)

Jlnst aHani3 BUKOHAHHS YMOB iCHYBaHHs OihypKaliifHOro npocropy 0yno nepeBipeHo
ymoBH [5 —9]:

2 3

dx ~ dx2 7’ dx3

X = (x1,%3,%3)

Ha mnactymHoMmy Kpori, JUisi NepeBipkM BHUKOHaHHA yMOB (5) Oyno oTpuMaHO
AHATITUYHUI BUTIISL TPETHOI MOX1HOT (PYHKIIT BIUTMBH Ta MPOBESHO ii TONOJIOTTYHUH aHaTi3.
PesynpraT moOy10BM MOBEpXHI TPETHOI MOXiAHOT HaBeAeHo Ha Puc. 11:

0.0001

-0.0001
-0.0002
f -0.0003
-0.0004
-0.0005
-0.0006

200000
150000
100000 s

Puc. 11. Pe3ynbTar MoJie/t0BaHHS MOBEPXHI TPETHOT MOXIHOI (PyHKIIIT KOHBEpCil

Pesynbratn 0oOuncieHHs HYJIBOBHX KOHTYPIB TPEThOi MOX1MHOI (YHKIT KOHBEPCIi HaBEAEHO
Ha Puc. 12:
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200000
150000
"

* 100000

50000

T
Function

D_

-0.0001
-0.0002
-0.0003

-0.0004 ——
-0.0005 ——

200

400

600

800
x1l

1000

1200

1400

Puc. 12. Pe3ynpTatu 00UMCIIEHHS HYJIOBHUX KOHTYPIB TPEThOi MOXiAHOT PYyHKIIIT KOHBEPCii

[lepeBipka BUKOHAHHSI YMOB iCHYBaHHS IIPOCTOPY CIiBICHYBaHHS (ha3 IPyroro NopsiaKy
OyJ10 MPOBENEHO 3a aHAJIOTIYHUM aJTOPUTMOM. YMOBH ICHYBaHHS MPOCTOPY CHiBICHYBaHHS
da3 mpyroro mopsaky, TOOTO 3a SKHMH MOXIIMBO SKICHE 3MIHEHHS CTaHy JOCIIIKYBaHOI
cucteMHu HaBeneHO y (5). BukoHaHHs TakuxX yMOB BiJNOBiAae 3MiHiI (ha3u HOCIHIIKYBaHOT
CHCTEMH, TOOTO KOPHCTYyBad CTPHOKOM 3MIHIOE CBOE BIIHOWICHHS 1O MPOAYKTY, SKHK
pPEKIaMYEThCSl B MEPEXi 1 BiJl cTaHy, KOJU BIH HE 3BEpPTAa€ yBarum Ha peKJiaMy HpPOAYKIIii
MEPEeXOJIUTh y CTAaH HE TUIBKH 3aI[iKaBJICHOCTI, @ ¥ TOTOBHOCTI MPHUI0ATH MPOIYKIIIO, IO
pekiamyeThes. Pe3ynbrar MozentoBaHHsS MOBEPXHI YeTBEPTOi MOXiAHOT (YHKIIT KOHBepcCii
HaBezieHo Ha Puc. 13:

Puc. 13. Pe3ynpTaT MO/e/1t0BaHHS TOBEPXHI YETBEPTOI MOX1AHOT PYHKIIIT KOHBEpCIi

7x10©
6x10©
5x10©
4x10€

x10®
2x10€
1x10®

-1x10°®

100000

200000

150000

x3
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Puc. 14. Pesynpratu oOYHMCIIEHHS HYJIHOBMX KOHTYpPIB YE€TBEPTOi MOXiAHOI (yHKIIIT
KOHBepCii

BucHoBku. CriiBCTaBIIeHHS pe3y/IbTaTiB MOJICTIOBAHHS, HAJaHUX Ha puc. 7 — 11, cBim4are mpo

ICHYBaHHsI MPOCTOPY CHIBICHYBaHHs (pa3 APYroro MmopsiAKy HaBKOJO oOJacTi 3MIHHOI X, €

(800; 1000) 3a ¢ikcoBanum 3HaueHHsM 3MiHHOT X, = 1000 B3mOBX)K X3 € (50000;20000).

Le cBiAUUTH PO MOKJIMBICTH HEOE3MEUHOr0 BIUIMBY peKJIaMHOI iH(pOpMaIlii Ha KOPUCTYBaya.

PesynbraTi MozmenmoBaHHS BKa3ylOTh, IIO 33 OTPUMAaHMMH JAaHUMH 3HAWIEHO IMPOCTIp, 3a

BUKOHAHHSIM YMOB iICHYBaHHS SIKOTO KOPHUCTYBa4d MEpPEXi MOXKE 3MIHUTH CBOE CTAHOBHIIE JI0

IPOAYKIIil, IKa PEKJIAMYEThCS 3aB/ISIKM BIUTMBY PEeKJIaMHUX akiiid. HeGe3neka monsrae y Tomy,

10 KOPUCTYBau MeEpeki MOXKe MpuaAdaTH peui, fKi, B3arami, oMy He moTpiOHI. Taxwuit

30BHIIIHIA BIUIMB € HEOE3MEUHUM 1 BiJIOBiJAa€ MaHIMYNALii OAHUX YYaCHHUKIB TJI00AIBHOL

Mepexi IHIUMH. 3HaliIeH1 3a yMOBOIO (8) MpocTOpH cliBiCHYBaHHA (pa3 BiAMOBIAAIOTh CTaHAM,

B SIKUX JIOCIII/KyBaHA CHCTEeMa mepedyBae 0JJHOYACHO y IBOX (pa3ax, TOOTO OJUH CTaOUTbHUIA

CTaH CIIIBICHYE 3 1HIIUM CTa0LIbHUM CTaHOM. Take cTaHOBHIIIE Bi/IMOBI1a€ CTAaHy KOPUCTYBaya,

KOJU y (pa3i CTIMKOTO BIHOIIEHHS O KOHTEHTY, SKUH JO HHOTO HAJIXOJUTh, 3aPOKYETHCS

HOBE SIKICHE BiJHOIIEHHS, TOOTO KUIBbKICHHUI BIJIMB Ha KOPUCTYBauya MPU3BOIUTH 10 SKICHUX

3MIH Y COpUMHATTI 1H(pOpMalii, Ka HaJXOAUTh O HHOTO 13 30BHIIIHIM KOHTEHTOM. Take

BTPYYaHHS € HECaHKIIOHOBAaHUM, TOMY MICTHTh HeOe3NeKy 30BHIIIHBOIO KepyBaHHS

KOPHUCTYBa4€M 1 TOBUHHO OYTH PETEIbHO JOCTIIKEHO.
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MATHEMATICAL MODELING OF CRITICAL IMPACTS OF EXTERNAL
CONTENT ON THE NETWORK USER

H.V. Shapovalov, O. Pavlenko

National Odesa Polytechnic University
1, Shevchenko Ave., Odesa, 65044, Ukraine
Email: shapovalov@op.edu.ua

The paper has performed mathematical modeling of the impact of dangerous content on the user of the global
network. The prediction of critical states, under which quantitative and qualitative transitions of the impact of
information on the user are possible, has been performed. Based on the conducted research, experimental data
were obtained regarding the dependence of conversion - the number of successful actions that are the purpose of
the impact of information on the user, such as advertising for purchases or candidacies in elections and other input
data on the impact on the network user. By correlation analysis, the most influential data related to the results of
conversions were determined, and by approximation methods, functional dependencies of the impact results on
input data, such as price/conversion, clicks/conversion and impressions/conversion, were obtained. Comparison
of modeling results indicates the existence of a space of coexistence of second-order phases around the studied
spaces, which indicates the possibility of a dangerous impact of advertising information on the user. The modeling
results indicate that according to the obtained data, a space has been found, under the fulfillment of the conditions
of the existence of which the network user can change his position towards the products advertised due to the
influence of advertising campaigns. The danger lies in the fact that the network user can purchase things that, in
general, he does not need. Such external influence is dangerous and corresponds to the manipulation of some
participants of the global network by others. Such a situation corresponds to the state of the user when, in the phase
of a stable attitude towards the content that comes to him, a new qualitative attitude arises, that is, the quantitative
impact on the user leads to qualitative changes in the perception of the information that comes to him with external
content. Such intervention is unauthorized, therefore it contains the danger of external control of the user and
should be carefully investigated.
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PO3POBKA TA AHAJII3 AJITOPUTMIB U1 MOJAEJIFOBAHHSI, CAMYJIALI
TA ONTUMIZALIL ®I3UYHUX BJIACTUBOCTENA TKAHUH
Y 3D-MOJEJIOBAHHI

B.I'. Illatoxina', JI.B. boBrerpa?

HamionansHuii yaiBepcuTeT «Onechka MoJITEXHIKa
1, llleBuyenka mp., Oneca, 65044, Ykpaina
Emails: v.g.shatokhina@op.edu.ua', dlv5S@ukr.net?

JocnikeHHsT npucBsdeHe po3poOui anroputMmiB aus 3D-mozentoBaHHS Ta CHUMYJISILIT
TKaHMHH, 110 MA€ KITIOYOBE 3HAYCHHSI IS JOCSTHEHHS BUCOKOT PEalliCTUIHOCT] TEKCTHIBHUX
00’€eKTiB. I3 pO3BUTKOM TEXHOJIOTIH 3pOCTaIOTh BUMOIM 10 SIKOCTI Ta TOYHOCTI MOJCICH,
0COOJIMBO JJIs1 MOJICITIOBAHHS TKAHUHH, SIKE ITOTPeOy€e 3HAUHMX OOYHCITIOBATBHUX PECYPCIB.
CraTTs 30Cepe/pkeHa Ha anropuTMax nporpamu 3ds Max Ui MOIENIOBaHHS TKaHHHH Ta
MoxmBocTi iX iHTerpamii 3 CLO 3D 3 MeTor MiABHINEHHS MPOMYKTHBHOCTI Ta SIKOCTI
(inampHOTO 300pakeHHs. HaykoBa # mpakTHYHAa 3HAYYNOIICTH POOOTH TOJATAE Y
3aCTOCYBAHHI CIICLiali30BaHUX aJITOPUTMIB, IO AT 3MOTY 3HU3HTH BHTpPATH 4acy Ha
00pOOKY 1 301TBIINTH TOYHICTH Bi3yalbHUX €(EKTiB, CIIPHUSIIOYN ONTUMI3aIi] rporeciB y 3D-
IU3aitHi i KOMI'TOTEepHi rpadilli, e BaXJIMBAM KPUTEPIEM € peaticTHIHICTh. MeToqoIoTis
JIOCJTIJPKEHHS OXOIUIIOE TEOPETHYHHH aHali3 aJlrOPUTMIB MOJIEIIOBaHHs TKaHUHU B 3ds Max,
ix nmopiBHsHHA 3 axroputMamMu CLO 3D, a takox po3poOKy 1 TecTyBaHHs KOMOIHOBaHOTO
miaxony, 1o o0'eqHye nepeBarn 000X TporpaMm. Pe3ynpTaT  eKCHepHUMEHTAIbHUX
CHUMYJISILIIN TiATBEPXKYIOTh, 10 CTBOpeHHs 6a3zoBux Mojeineir y CLO 3D i3 mojanbuioro
00poOkor0o B 3ds Max 3a0e3rneuye ONTUMAIbHUM OagaHC MK PEATICTUYHICTIO Ta
MPOAYKTHBHICTIO, 3HIKYIOUM OOYMCIIIOBAJIbHI BUTpaTH Ta IIABUIIYIOYH SKICTh
MOJCIIOBaHHA y CKiIagHuxX 3D-mpoexrax. LliHHICT pOOOTH ToONIArae y pO3LIMPEHHI
MOXKIMBOCTEH PpEaiCTHYHOTO MOJCNIOBaHHS TKAHWHU 3aBISKU IOETHAHHIO (YHKIIH
CIIelliali30BaHUX MPOrpaM AJsi TEKCTUIIBHOTO MOJEIIOBaHHSA. BHECOK LBOTro MOCHiKeHHS
HOJISITa€ y CTBOPEHHI €(EKTHBHOI Ta THYYKOi METOJIOJIOTIT JJIsi MOACIOBaHHS TKAHUHH, IO
nepeBepllye MiAXOAd 3 BUKOPUCTaHHSM Juine oaHiei mporpamu. [IpakThuHe 3HauYeHHS
pe3ynbTaTiB BiIOOPAKAETECA Y MOXKIMBOCTI 3aCTOCYBaHHS KOMOIHOBAaHOTO ITIXOAY B
aHiMallii Ta KiHO, Jie EKOHOMIsl pECypCIB € BOXKJIMBUM (aKTOPOM JUIs peaizaiii MacTabHuX
MPOEKTIB.

Kawuosi ciaoBa: monemoBanus TkauuH, 3ds Max, CLO 3D, cumyssiisi, ontumisariis,
KOMIT'toTepHa rpadika, 3D-mMoienoBaHHs.

Beryn. MopenioBaHHsS TKaHUHU € OJHUM 13 OCHOBHMX 3aBlaHb y 3D-mu3zaiini. CTBOpeHHs
PEaTICTUYHOIO OJATY, AParipoBOK, MeOJIeBUX 0OOMBOK UM OYAb-SKOIO 1HIIOrO Marepiaiy 3
THYYKOI CTPYKTYpPOIO 3HAuHO BIUIMBaE Ha BpakeHHA Big 3D-moxeneit [1]. BinTBopeHHs
IPUPOJHBOTO BUIJISIY Ta MOBEAIHKM TKAaHUHM € KPUTHUHUM JUI PI3HUX Tramysei, sK-oT
KIHOBUPOOHUIITBO, aHIMaIlisl, TeMIN3aiiH, MOJICJTIOBaHHS IHTEP'€PIB Ta BipTyalibHa Moja [2].
Toune MoaenOBaHHS AMHAMIKY TKaHUHU, 11 peakiii Ha pyxH MepcoHaXkiB a00 30BHIIIHI CHIIH,
TaKi K BITEp 1 rpaBiTallisl, JO3BOJISAIOTh CTBOPIOBATU CLIEHH, SIKI BUIJISAAIOTH PEAICTUYHO Ta
€MOIIIfHO JTOCTOBIPHO.

AxmyanvbHumu npobdremamu B CUMYISIIT TKaHWUH € JIOCATHEHHS PEaiCTHYHOCTI
MOBEIIHKM MaTepialliB MpHu 30epekeHHI MPOIYKTUBHOCTI Ta €(EKTUBHOIO BHUKOPHCTAHHS
00UYHCITIOBAIBHUX pecypciB. 11 BUKIMKYA BUMAraroTh MOCTIHHOTO BJIOCKOHAJICHHS aJTOPUTMIB
1 TOUIYKY ONTHMAaJbHMX MiAXOJIB AJS CTBOPEHHS JAETali30BaHUX 1 pecypco30epiratoumux
CUMYJIAIIIH.

CyuacHi BUMOTHM 10 SIKOCTI BI3yaJIbHUX €(eKTIB CIIOHYKalOTh A0 HaJI3BHYaHOT
neTam3aiii cuMyIsiii TkanuHA. OTHaK MOJIeTh MOBEIIHKY TKAaHWHUA BUMAarae TOYHOI repeaadi
TaKUX XapaKTePUCTHK, K TEKCTypa, Bara, TOBIIMHA, IPYXKHICTh, SKi 3MIHIOIOTbCS 3aJI€KHO Bij
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TUIy MaTepiany. BukopuctanHsa cTaHAapTHUX aJrOPUTMIB y mporpamax Ha KmtanT 3ds Max
MOXe OyTH OOMEKEHHM Yy peasliCTHYHOMY BIITBOPEHHI PI3HOMAHITHUX TKAaHUH, SIKI CTaBJIAThH
BUMOTH JI0 PO3POOKH TOYHIIIMX CUMYJIALIH [3].

Cumynayis mxkanunu — 1€ CKIaTHIN 00UUCITIOBAIHUH MTPOIIEC, SIKUI BUMarae 3HaYHUX
pecypciB. Ilim dac penmepuHry aHiManii 3 TKaHMHAMHU IMMOTpPiOHA BUCOKA MOTYXKHICTBH ISt
00poOKH pyXiB, B3a€MO/Iii 3 iIHIIMMH 00'€KTaMu Ta (PI3UYHHUX CHJI, IO BIUTUBAIOTH HA TKAHUHY.
Ile MOke CIIPUUMHHUTH CUJIbHI HaBAaHTAXKCHHS Ha CUCTEMY, OCOOJIMBO Y BEJIMKUX CLIEHax abo
ITiJ] YaC MOJIEJIFOBAHHS TOHKUX 1 JIETKUX TKAHWH.

Onmumizayis € KIIIOYEM J10 3a0€31eUeHHS SIKOCTI Ta €(EKTUBHOCTI CUMYJIAIT, OCKUTBKH
BEJIMKA JIeTalli3allis MO>Ke BUSBUTHUCS HAJIMIIKOBOIO 1 IEPEBAHTAXXUTH PEHICPUHT. BakanBo
30epertu 6asaHc MK 00YHMCITIOBAIbHUMH BUTPATaMH Ta CUMYJIAIIEIO, KA TOTPeO0y€e BUCOKUX
NOKa3HMKIB Y TAKUX MapaMmeTpax, SK MOJIIFOHAIBHICTh 00'€KTiB, HAJAIITYBaHHS TEKCTYpH Ta
TOYHICTh (hI3UYHHMX BJIACTUBOCTEH TKAHHHH.

Tounicmb moOeniosanHs TKAaHWHW 3HAYHO BIUIMBAE HA SIKICTh Ta PEaiCTHYHICTD

poekTiB. Y kiHemaTtorpadi Ta aHiMarlii JETaJlbHO BIATBOPEHAa TKaHWHA JO3BOJISIE TOYHO
nepeIaBaTh PyXu, TEKCTYPH Ta B3aEMOJIII0 MaTepiaiy 3 IHIIMMH 00’ €KTaMH, JTOJAAI09H CIICHAM
eMOIIIHOT MUOUHYU Ta MpaBIoNoAiOHOCTI. B iHIyCTpii MOAM peanicTUUHE MOJICTIOBAHHS J1a€
MOJKJIMBICTh JU3aliHEpaM 1 3aMOBHHKAM MMOOAYUTH TOYHHHA BUTJISI OJATY IIE 1O (Hi3UIHOTO
HOLIMTTS, IO MPHUCKOPIOE MPOLIEC CTBOPEHHsS 1 3MEHUIye BUTPAaTH Ha BUPOOHUUTBO. Y
reliMan3aiiHi TouHa CUMYJISILIS TKAHMHH JOAA€ IETalll 1 IPUPOIHICTD B iIrpOBOMY CEPEIOBHIIII,
o 3abe3rneuye 3aHypeHHs TpaBlsl Y BipTyalbHUil cBIT. OgHaK 30UIBLICHHS peaTiCTUYHOI
JUHAMIKM TKAaHWH BUMAara€ 3HAYHUX PECypCiB, OCOONMBO y BEIMKHX TMpPOEKTax abo
IHTEpaKTUBHUX cepepoBuiax. Lle migkpecnioe 3HaAUYHY Ba)UIMBICTh ONTHUMI3allii, OCKIIbKU
BOHA JIO3BOJISIE JIOCSATTH HEOOX1THOTO PiBHSI peaTiCTHYHOCTI 0€3 IepeBaHTaXKCHHsI 00J1aTHAHHS,
3a0e3Meuylouu Ipu HbOMY CTaOlIbHY MPOYKTHUBHICTH 1 SIKICTb.
AHaJi3 nociigxenb i nyoaikaniil. Y HaykoBux poOotax, npucBsueHuX 3D MojentoBaHHIO
OJIATY, aBTOPH PO3IJIAAAIOTH KiIbKa KIOYOBUX TeM. 30KpEeMa, TOCIIIKY€EThCSI BUKOPUCTAHHS
3D-texHoO0rii y TU3aiiHi 04Ty, Jie aHATI3YIOThCS TEXHIKU Ta XYJ0XKHI 3aC00H [Tl CTBOPEHHS
KOCTIOMIB 3a JIOIOMOT0I0 1HHOBAaLIWHUX TexHoNorid. Lle m03Bosise 3po3yMiTH mepeBard Ta
BUKJIMKH, TIOB'SI3aH1 3 BHpOBa/KeHHAM 3D-TexHomoriid y mporec au3aiiHy oxasry [4]. Ixma
Ba)XJIMBA T€Ma CTOCYETbCS Cy4yaCHMX 1H(POpPMaLiHHUX TEXHOJOTIH y Au3aiiHi oasary. ABTOpU
PO3TISIIAIOTh KOHIEMIIT TPUBUMIPHOTO MOJETIOBAHHS OJSTY, YIOCKOHAJIECHHS METOJIB
TpaHcopMarlii 6a30BUX KOHCTPYKIIH Ta BUKOPUCTaHHS MpOrpaMHoro 3abesnedeHHs st 3D
MozemoBanHsA. [le Bkitouae aHami3z epeKTUBHOCTI PI3HUX MPOTpaM Ta iX BIUIMB Ha MPOIIEC
npoekTyBaHHs. Takok 3HauHa yBara NpUAUISETbCA LHU(POBUM TpaHchOpMaIisM y AWU3alHI
ozAry. Y CTaTTsIX CHCTEMaTU3YIOThCS CIOCOOM BUKOpUCTaHHS HUPpoBux 3D-TexHosorii y
CyJacHUX JAM3aWHEPChKUX KOJIEKLIAX Ta aHaJi3yeThCs IXHIN BIUIMB Ha €Tarax MpOEKTYBaHHS.
Ile nonmomarae 3po3yMiTH, SIK HUPPOBI IHCTPYMEHTH MOKYTh MTOKPAILIUTH MPOLIEC CTBOPEHHS
OJIATY Ta MiABUIIUTH HOTO €PEKTHUBHICTb.

[IpoTe >xomeH 3 aBTOpiB HE po3risinae 3D MozemOBaHHS OAATY caMe 3 TOYKH 30pY
onTuMi3alii Ta KOMOIHOBAHOTO MiJXO0/Y, 110 HE JOMOMarae MorJMOUTUCS Y CYTh ITPOOJIeMH Ta
PO3TIISIHYTH ITI0 TaTy3b 3 TEXHIYHOT TOUKH 30DY.

MeTto10 1aHOI podOTH € aHaNi3 aIrOPUTMIB MOJIENIOBaHHS TKaHUHM B 3ds Max i po3poOka
KOMIUIEKCHOTO MIiJIX0y /10 MOJCIIOBAaHHS TKaHWHU 3 BUKOpUCTaHHsSM 3ds Max paszom i3
CLO3D pans miABHIICHHS pPEATICTUYHOCTI Ta NPOAYKTUBHOCTI. Lle 3'enHaHHS 103BOJISE
ONTHUMI3yBaTH MPOLECH MOEIIOBAHHS, MIJBUIIUTH PEAiCTUYHICTh TEKCTUIBHUX MaTepiaiiB
Ta 3MEHIIUTH HaBaHTAXXEHHS Ha OOYMCIIOBAIbHI pecypcu. Takuil miaxia cnpsMoBaHUN Ha
BJIOCKOHAJICHHSI IPOIYKTHBHOCTI MOJICITIOBAHHS CKJIQJIHUX TKAHMHHUX CTPYKTYP, 30KpemMa st
IHIYCTPil, Ie BUANMOI SKOCTI Ta 0OYUCITIOBATBHOI €()eKTUBHOCTI.

OcHoBHMi po3aii. Y 3ds Max i cumyJsiii TKaHWH BUKOPUCTOBYIOTh Pi3HI METOJIU, CEPE
AKUX HaOutbm po3mmpenuMu € moaudikarop Cloth Ta cuctema MassFX st o6uucnenus
(bi3uKn.
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Mooudghixamop Cloth — oavH 3 OCHOBHHMX 1HCTPYMEHTIB JJISI MOJICIIIOBAaHHS TKAaHWHU,
KU Haga€e MOXJIUBICTh HANAIUITYBaHHS IapaMeTpiB >KOPCTKOCTI, MPYKHOCTi, Bark Ta
B3a€MOJII1 TKAHWHHM 3 IHIMUMHU 00'ekTaMu B crieHi. Llei MomudikaTtop m03BoJIsI€ CTBOPIOBATH
OCHOBHI €()eKTH 3TUHAHHS Ta PO3TATyBaHHS, BIATBOPIOIOYN OCHOBHI BJIACTUBOCTI MaTepiamy.
[Ipote BiH Mae oOMeXeHHs B AeTali3allii MOJEIOBaHHSA, 0COOJUBO MPH POOOTI 3 JIETKUMH
TKaHUHAMHU YH CKJIaJHUMH (hopMaMH, e MOJICIIOBAHHS BUTJISA1a€ MEHII PEAiICTUYHUM, HIK y
CreIiagi3oBaHuX Mporpamax.

Cucmema MassFX — nigxoauTs JJis CTBOPEHHs 0a30BUX CUMYJIALIM B3a€MO/Ii1 TKAHUH
13 (QI3MYHKUM CepeOBHINEM, 30KpeMa I KOJIi31i Ta peakiiii Ha CHIIM, TaKUX SK TpaBiTallis.
MassFX takox 3a0e3meuye eBHI MOXJIMBOCTI JIJIsl TMHAMIKY TKaHWHU, aJie [ CUCTeMa O1TbII
MIPUCTOCOBAHA J0 MOJICIIOBAHHS YXOPCTKUX TiT 1 Mae OOMEXEHHS y BIATBOPEHHI JeTajei
JUHAMIKK M'SIKUX MaTepiaiiB, TAKUX K TKAaHWHA.

OOmMexeHHs 1TuX MeToAiB y 3ds Max moJyiraloTh y CKJIQJIHOCTI HAJAIITyBaHb TYyXkKe
peaiCTUYHUX CHUMYJALINA JUIi TOHKMX TKaHWH 1 JpPamipoBOK, fKi TMOTpeOyIOTh Oinblie
rmapameTpiB, HDK Ti, 11O JOCTYIHI B cTaHAapTHOMY iHTepdetici. Kpim Toro, yepe3 BHCOKI
HAaBaHTAXXCHHS Ha OOYMCIIOBAJBHI PECYpCH, CHMYJIAIiS MOXe OyTH HENPHAATHOK IS
BEJIMKHMX CLEH YU IHTEPAaKTUBHOI'O CEPEJIOBMINA, 110 OOMEXKY€e I'HYYKICTh Y HMPUKIATHOMY
THCTpYMEHTI [T CHeIiali30BaHUX MPOEKTIB.

Ilepesacu ancopummie y 3ds Max:

e HasBuicTh THyukoro HamamryBaHHs, ampke momudikarop Cloth Hamae MOXIUBICTH
BUSIBIISITH IIHPOKHUH CIIEKTP (Pi3UYHUX MapaMeTpiB, IO AO3BOJISAE MiApI3aTH TKAHUHY
Mi]] pi3HI OTPEOH MPOEKTY, MOUYNHAIOYH BiJl )KOPCTKUX MaTEpialliB J0 JIETKUX 1 M'AKHX.

e V 3ds Max MOXIHMBO JIETKO 3MIHMTH B3a€MOIiI0 TKAaHUH 3 IHIIMUMH 00’ €KTaMH,
BKJIIOYAIOUH [IEPCOHAXIB Ta (POHOBI eneMeHTH. Lle KoprcHO 171 ClieHH, Jie TKAaHWHA Ma€e
JTMHAMIYHO pearyBaTy Ha Jiii IepCOHAXIB.

e MoxHa 3aCTOCYBaTH /10 TKaHMHM BOymoBaHi (pi3muHi edekT, Taki K rpaBitallis Ta
BiTE€p, HAJAIO4M JOJATKOBY peanicTU4HicTh. Lli edexTu nomomararoTh BIATBOPHUTH
OUTBII TPUPOIHIO MOBENIHKY TKAHWH Y PI3HUX CLIEHAX.

Obmedicenns aneopummis y 3ds Max:

e Aunropurmu 3ds Max, 30kpema moaudikatop Cloth, MatoTe 0OMexeHHs B AeTani3alii
Ta peaJliCTUYHOCTI BUCOKOAETAII30BaHUX CUMYJISLIH. L{e Moxke OyTu mpobiaemMaTHuHUM
JUI  JIETKUX, PYXJMBUX TKaHWH, fAKI MOTpeOyIOTh TOYHOTO HalaIlITyBaHHA
JparipyBaHHs Ta CKJIAJIOK.

e MopentoBaHHS TUHAMIKU TKaHUHU y BEJMKUX CIIEHax a0o JJis TpUBAJIUX aHIMalIHHUX
LIUKIIB YacTO BHMMarae 3HAaYHHUX pECypciB dYepe3 BHUCOKE HAaBaHTAXEHHS Ha
oOuucoBalibHI pecypcu. lle MoxHa CHOBUIBHUTH pOOOYME Mpolec 1 BUMaratu
OIITUMI3AIli1, IO HE 3aBXKIM JIETKO peali3yBaTH.

e 3ds Max mo3Bonse nocArTH (i3WYHHUX HapaMeTpiB TKAHWHHU, MPOTe I MmapaMeTpu
MOXKYTb OYTH HEAOCTaTHIMH JJI CKJIAJHUX MarepiajliB Ta OOMEXYBaTH MOXKJIMBOCTI
JUIS CTBOPEHHSI CKJIAJHUX TKAaHWHHHUX MaTepiaiiB, SKi BUMAararoTb OiIbII BHCOKOT
JeTanizaiii, sk e JOCTYIHO B creliaii3oBaHux nporpamax (Hampukiaa, CLO 3D i
Marvelous Designer [5-6]).

e 3ds Max mae HeiHTYITUBHMH iHTepdelic 1 poboTa 3 TKAHWHAMHM MOKE€ BUMAaraTH
CKJIATHOTO HAJAIITYBaHHS, IO MOXXE CTaTH IEPEIIKOIOI0 JIi MEHII JOCBiTYCHUX
KOPUCTYBaYiB, SIKi XOUYTh CTBOPUTH IIBUKI Ta PEATICTUYHI CUMYIIALII.

CLO 3D Ta Marvelous Designer € mpoBIIHUMH MporpaMaMu JUIsi MOJEITIOBAaHHS
TKaHUHM, K1 BiJIOMI CBO€IO 3JIaTHICTIO 3a0e3MeuyBaTH BHCOKUM pIBEHb PEaiCTUYHOCTI Ta
TOYHOCTI B MOJENOBaHHI MarepianiB [6]. Bonu po3pobineHi 3 ypaxyBaHHSAM crerudiku
TKaHUHHU Ta OJATY, IIO0 POOUTH iXHI AJITOPUTMHU 3HAYHO €(PEKTHBHILIMMU JJISI CTBOPEHHS
peaNiCTUYHUX CUMYJISILIN y TOPIBHSAHHI 13 3aranbHUMH 3D-niporpamamu, Takumi sik 3ds Max.
L1i mporpamu BUOMPAIOThH MEPEIOB1 AITOPUTMHU Ul TOUHOTO BIATBOPEHHS TEKCTYPH, PyXY Ta
B3acMOii TKAaHWHU 3 IHIIUMHA 00’ €KTaMH B CIIEHI.
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Moowcausocmi CLO 3D ons cumynsayii mxanuru [7]:

e CLO 3D no3Bossie 3MO/IeIOBaTH PI3HOMAHITHI BUAM TKaHWH (IIOBK, BOBHY, JKHHC
TOIIIO0) 3 BUCOKOIO TOYHICTIO, BiJOOpa)karouu IXHIO TOBIIMHY, MPYKHICTh, THYYKICTh 1
XKOpCTKicTh. [lapameTpu MOXHA TOYHO HaNAIITYBaTH, BUKOPHCTOBYIOUHM BOYyIOBaHi
(b13UYHI BIACTHBOCTI JIJIs1 KOXKHOTO MaTepiaiy.

e (CLO 3D mae 6ibIII 3py9HHH, IHTYITUBHUM Ta CIICIiali30BaHui iHTEpdEic 11 podoTH
3 TKaHnHOW0. KopucTyBadi MOXKyTh HaOMpaTH MaTepianu, 3pa3Ku TKAaHHUH 1 3IIMBATH iX
B OJHOMY pOOOYOMY MPOCTOP1, IO 3HAYHO CKOPOUYE Yac Ha MIATOTOBKY MOJENI J0
MO/JICITFOBAHHSI.

e Amroputmu CLO 3D CcTBOpIOIOTH peEaNiCTUYHE [paripyBaHHS Ta B3aEMOIII0 3
GIBUYHMMHE CWJIaMH, SK BijJ TpaBiTamii Ta BIiTpy, IO 03BOJISI€E OTPUMATH TOYHI
CHUMYJIALIT CKIaJI0K 1 pyXy TKaHUHHU.

e [IIporpama mae BOynmOBaHi IHCTPYMEHTH MJIsi CTBOPEHHS 1 3IIMBAaHHS II1a0JIOHIB
TKaHWHU, [0 OCOOJIMBO MIIXOOUTh JUIsi MojemtoBaHHA oniary. lLle momomarae
Ju3aiiHepaM JIETKO BiATBOPIOBATH (i3UUHY CTPYKTYpY Ta Mocaiky oxaary Ha 3D-
MOJIeJISIX, 10 3a0e31edye OUThIN MPUPOAHIM BUTIISA BUPOOY.

Ta6auns 1.
[TopiBusHHs MoxkiauBocTed CLO 3D ta 3ds Max y cuMynsinii TKaHUHU
Kpurepiii CLO 3D 3ds Max
TouHicT Bucoxka, 3 netanpHOIO | [loOpa, aiue obOMesxeHa
MOJIEJIIOBAHHS | HaCTPOMKOIO (Gi3UYHUX | THYYKICTh HAJAIITYBAaHHS JUIS
TKaHUHU napameTpiB CKJIQJIHUX TKAaHUH
Iarepdeiic mns | CrienianizoBaHHiH, VYHiBepcanbHUN, ane  MEHMI
CUMYJISIIT ONIATY | IHTYITUBHUHM, 3 QYHKUISAMH | 3py4HUI IUIA CKJIAHUX
3IIMBaHHS TKAaHWHHUX IPOEKTIB
Heramizaris Bucoka, 3 npUpoaHiM | MoXIIHBa, ane noTpedye

JpamipyBaHHsS | BIJOOpa)KEHHSM CKJIAQJOK 1 | MOTOYHOI'O HANAIITYBaHHS
peaKIlero Ha CUITN
Ob6uncnioBanbHa | OnTUMi3oBaHa Juis poOoTu 3 | Bumarae Oinbine pecypciB amis
MPOAYKTUBHICTh | TKAHUHAMH, HE TIEPEBAHTAXKYE | PEATICTUYHUX CUMYJISIII

pecypcu
['ayukicTs y OO6mexeHa MoJIENnsIMU OnsTy, | Bucoka yHIBEpCaIBHICTh, aje
MPOEKTAX ane ayxe eQeKTUBHA A HUX | JUIs TKaHUHH MEHIII
cIieliari3oBaHa
Peanictuunicts | BimMinHa niag MoxemroBaHHs | Bucoka, ame oOMexeHa i
CUMYJISIIIT 01Ty, OCOOJMBO JUIsl M'AKUX | JTUHAMIYHUX, CKJIaTHUX
TKaHUH CUMYIISIIIN

Amnanizytoun Kputepii 13 Tabmumi 1, MOXHa 3pOoOMTH BHMCHOBOK, IO 3aBJISKU
MOJKJIMBOCTI eKcropTy Moaenei, cropenux y CLO 3D, y ¢popmarax, ki NIATPUMYIOTh TaKi
nporpamy, sik 3ds Max 1 Maya, MokHa IHTETpyBaTH TOUHY CUMYJISALIIFO TKAHMHU B KOMIUIEKCHI
3D-cuenu abo aHimanii.

Komb6inoBanwmii migxia, mo o6’ennye MoxxiauBocTi 3ds Max i CLO 3D, nagae 3HauHi
nepeBaru B TOYHOCTI, MPOTYKTUBHOCTI Ta ONTUMI3AIII] T1]] YaC MOJIETIOBaHHS TKaHUH, 30KpemMa
B IIpolecax, II0 MOTPeOYIOTh PEaTiCTUYHOCTI ApamipyBaHHA 1 AMHAMIYHHUX pyXiB. Takuii
MIX1 JT03BOJISIE BAKOPUCTOBYBATH CHJIBHI CTOPOHHU KOXKHOT TPOTPaMU: JETAIbHY CUMYIISITIIO
TKaHUHM Ta 3pyuHuil iHTepdeiic CLO 3D ans moyaTkoBOro MoJIe/IIOBaHHS TKAaHUH Ta OJATY, a
TaKOX MOTYXH1 peHAepUHT 1 00poOKy ciied 3ds Max juis ckiaaHimux iHTerpamiii y 3D-cienu.

Emanu xombinosanozo nioxooy:

1) CrBopenHs Ta novyarkose HanamTyBaHHs TkaHuH y CLO 3D [8-9]

Y CLO 3D mnpoBoauThCs TEpPBHHHE MOJENIOBaHHS TKaHUHU abo oIiry 3

MaKCHMaJbHOIO TOYHICTIO HAaJAITyBaHb (I3MYHUX BIACTHUBOCTEH TKAaHUHHU (TOBILMHA,
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THYYKICTh, IIJIBHICTh, CHJIA HATATY). TyT TaKo MOXXHA CTBOPIOBATH IIIBH, PO3MINTyBaTH
mabJoHU Ta ONTHMI3yBaTH mocaaky oasry Ha 3D-mopmens. lle 3abesmedye peamicTuuHe
NpamipyBaHHsI, SKE BIATBOPIOE CKJIAJKKM 1 PyXH TKaHWMHM Ha BIAMIHY BiJ] CKJIQTHIIIUX
HayamryBasb y 3ds Max.

st HaounocTi 6yayerbest 3D monens omsry y mporpami CLO 3D (puc.

).

Pnc.l MopnentoBanns 3D mozeni y nporpami CLO 3D

Jns peanizanii mpakTUYHOI YaCTUHU JTOCHIDKEHHS HalamToByeThesi Property Editor
(puc. 2). Y HajamTyBaHHSAX TKaHWHI JIOJA€ThCS  TOBINMHA, Marepiall, KoOJip,
BiJII3epKATIOBAHHS, AeTati3allis Tomo. BaXmuBo TakoX 3MIHUTH 3HaY€HHS MOMIroHiB 3 20 10
5, TaKMM YMHOM HaJIaBIIIM MaKCUMAJIbHY KUIBKICTh MOJITOHIB OJIATY.

Property Editor Property Editor

Fabric W Open = Save Front Back Side

Type Fabric Silk/Satin

Name FABRIC 1
¥ Basic Parameters

Item No. None
» Texture

» Classification None
» Normal Map

Supplier None
i » Displacement Map

Owner None
Color 3 TSX | Winery

PBR S
100
¥ Texture Mapping Unified andchy
Repeat U 1,00 » Opacity Map
Repeat V 1,00 v Reflection
Front Back Side ¥ Roughness Intensity

35

Type Fabric Silk/Satin

¥ Basic Parameters
Reflection Intensity
> Texture

» Normal Map Metalness

» Displacement Map
Metalness Map
Color 3 TSX | Winery
100
Opacity
Preset (Default for Simulation)

» Opacity Map » Detail

¥ Reflection Thickness (mm) 5,00

Puc.2. HanamryBanns tkauuan y CLO 3D

2) Exkcmopt Ta iMnopTt Mojeni
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[Micna cumynsnii B8 CLO 3D Mopenb oOfAry eKCIOPTYEThCS B OAWH 13
3arabHOJIOCTYIHUX (opmariB (Hanpukian, OBJ ab6o FBX), i HamamToByeThCcs Tak, 1100

MIATPUMYBATH CTPYKTYPY TKaHUHU (puc. 3).
Export OB]

I Object

™ Select All Patterns
mm (Default)
M Select All Avatars
100,
Select All Graphics and Trims

® Single Object Multiple Objects | Axis Conversion

X Y (Up)

Invert

Thin ® Thick
ve with Absolute Texture e Path
Unified UV Coordinates (PNG) SR IR TR L E SR
with Texture Files (
Image Size 2048 Pixels th Meta Dat:

Fill Te e Seams 5 mm

= X Cancel
» Diffuse Map

» Normal Map

Include Hidden Object

Include Internal Shape

Puc.3. HanamryBanus excriopry 13 CLO 3D

Jani Mmozaens iMrnoptyetbes B 3ds Max, 1e MO>KHA IHTETpyBaTH OJST B OCHOBHY CIIEHY

1 30eperTy OCHOBHI BJIACTUBOCTI Ta Aetaii TkaHuHH, 3a1ani y CLO 3D (puc. 4).
OB Import Options *

default

Current Unit:

convert:

Object Scale: 1,0

=

Default bump: 2

Force bladk ambient

y maps to project folder
Al Mone  Invert

\Write log to Import-folder (when using #noPrompt in scripts)

Cancel

Puc.4. Hanamrysanss imnopty y 3ds Max
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Uepes meBHHMIT yac MOXHA MmodaunTH, 1o 3D Momens ycHilmHO eKCIopTyBayiacs y
po6ounii mpoctip 3ds Max. [Ipu Tomy nporpama ycminrso 30eperiia BIacTUBOCTI Ta aetaini 3D
Mozeni. Ha pucyHky 5 udepBoHMM KOJIBOPOM HiAKpecieHo yci moisironn 3D mopeni, siKi
3HAXOAATHCS HIUTBHO OJIMH /10 OJHOTO. MOKHA Mo0aunTH, 10 JAeTani3allis oasry 30epirnacs i
€ OUIBII IIIILHOKO 3a KIJIBKICTIO IOJITOHIB, HI’K Ha Tiji, a TAKOK TOBCTHMH JIIHIIMU BUAIICHI
yCi IIBH CYKHI.

sk 3 M - 0 X

Dic

Puc.5. 36epexeHHs BUCOKOT MOJTITOHAIBHOCTI T IIBIB

3) JloompariroBaHHsI CUMYJISAIT Ta T0OJAaTKOBI HaiamTyBanHs B 3ds Max
Ha npomy erami MokHa 3acTocyBaTH €(DeKTH CHIIOBHX TOJIB, TAaKUX K BiTep, AJIA
JOCSITHEHHSI TPUPOTHOTO PyXy TKAHUHH Yy BIATOBITHOCTI 3 CEPEIOBUIIEM CIIEHH. TakKox
MO’KHa HaJIAIITYBaTH J10/1aTKOB1 B3a€EMO/II1 MK OJIATOM 1 IEpCcOHa)keM a0o 1HIIMMHU 00’ €KTaMH
CIICHU.
Ha pucynky 6 BuiHO pe3ynbTaTH HanamryBaHHsa 3D Mozeni, e miIKpecaeHo TeKCTypy
TKaHWHH, 11 TOBIIHUHY Ta CKJIAJKH.

s M - o X

g0 et o

Puc.6. [leramizarmis 3D moxem
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VY miacymky B 3ds Max mpoBOIUThCS eTadbHE HAAMTYBAaHHS I (DIHABHOI CIICHHU:
JOJTAETHCS OCBITIICHHS, TEKCTYpH M €IEMEHTH HAaBKOJUIIIHBOTO CEPEOBHINA, SIKI BIUTHBAIOTh
Ha BiJI0Opa)KEHHS TKAaHUHHU.

4) PenaepuHTr Ta ONTUMI3AIlisA

3a monomoror 3ds Max mpoBOIUTHCS HalamTyBaHHs (pHC. 7) Ta 3amyck (GpiHATBLHOTO
peHaepuHry (puc. 8), MmO I03BOJIAE AOCATTH (POTOPEATICTUYHOTO BWIJISTY TKAHUHHU Ta
ONTUMI3YBAaTH 1i CHUMYJIALIIO IS aHIMAiHUX CIEH, SKII0 Ie MOTpiOHO. 3acTocyBaHHS
MOTY)XHUX PEHICPUHT-IBIKKIB y 3ds Max, takux sik V-Ray a6o Arnold, no3Bomisie qocsrtu
BHCOKOI JieTaizallii Ta 3a0€31MeYnTH PeasliCTUYHICTh KIHIIEBOi KOMITO3HIIi.

3 Untitled - Autodesk 3ds Mex 2022
B Edt E

Puc.7. aJ'IaH_ITYBaHHSI penzepy y 3ds Max gepe3 Corona Render

3 Untitied - Autodesk 3ds M: - -] X
e K

TONE MAPPING

Puc.8. Hpec pennepy y 3ds Max
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Pe3yabTaT Ta 00roBopenHsi. KomGiHoBanmii miaxifg, mo 06’ eqnye moxkimuocti CLO 3D Ta
3ds Max, 103BOJIsIE MAKCUMAJIbHO €(DEeKTUBHO BUKOPHUCTOBYBATH OOUYHCIIIOBAIBbHI PECYpPCH IS
JOCSITHEHHS PeaTiCTUYHOCTI B cuMyJIsMii TkanuH. CrienianizoBaHa cumydasiis Tkaauau B CLO
3D [1OTIOBHIOETHCA YHIBEPCAIBHICTIO Ta I[IUPOKUMH MOMIJIMBOCTAMHU JUISI CTBOPEHHS
KOMIUIEKCHUX cleH y 3ds Max, 110 ONTUMaJIbHO MIJXOAUTH JJIi BUCOKOTOYHHMX HPOEKTIB y
pi3Hux ranysax 3D-nuzaiiny.

Ilepesacu kombiHOB8AH020 NIOX0OY:

e OnTumizarlisi 00OYNCITIOBAIBHUX PECYPCIiB

[TouarkoBe HanamrtyBanHs B CLO 3D 3HMXKye BUMOTH 110 PECYpPCIB, aKe MOJECIb
OJIITY BIKE IMOTEPEHBO CUMYJIbOBAHA 3 YPaXyBaHHAM CHEIU(IUHUX BIACTHBOCTEH TKAHHHU.
Ile ckopouye vac cumyssiii B 3ds Max, J1e mpoBOIATHCS TUIBKK MIHIMAJIbHI TOOTIPAIFOBAHHS.

e Bucoka peanqiCTH4HICTh Ta TOYHICTh

Bukopucranus cnemianizoBanux anroputmiB CLO 3D no3Bosisie oTpumaru OiuIbIn
TOYHI CUMYJIALII TKAHUH, SIKI BaXKKO AOCSITH CTaHAApTHUMHU MeTofamu 3ds Max. 3aBasku
[IbOMY JIOCSTAEThCA TMPHUPOAHICTH BUTISAAY 1 JUHAMIKA PyXiB TKaHUHH, M0 pPOOUTH i
MaKCUMaJIbHO PEaTiCTUYHOI0 Y CKIagHuX 3D-cuenax.

e VHiBepCaJIbHICTb TA THYUYKICTh

[ToennanHs mporpaM HaJgae MOKJIUBICTH BUKopuctoByBaTd CLO 3D st cTBOpeHHs
CKJIaJJHUX IPOEKTIB OJATY, OJHOYACHO IHTErpyrouM ix y cueHu 3ds Max 3 MOXKIHBICTIO
MOJTAVTBIIHX 3MiH Ta JOOIPAILIOBAHb.

Jns minBeneHHs MiACYMKIB MOTPIOHO MPOBECTH Ta MpOAHANI3yBaTH TpU MPaKTUYHI
tectu B CLO 3D i 3ds Max, ski miacymMyloOTh HOTO TPOJYKTHBHICTb, BHUMOTH [0
00YHCITIOBAILHUX PECYPCIB 1 AKICTh CUMYJIALIT TKAHUHU.

1) Ilepesipka npodykmugHocmi

Merta: BU3HAYMTH, SIK LIBUJKO BUKOHYETHCS CHUMYJIALIS 1 PEHICPUHI TKAHUHHU NPHU
BUKOPUCTaHHI KOMOIHOBAHOTO IiJIX0/1y, BUKOHAHHI 3 BUKOPUCTaHHAM 3ds Max.

Pe3ynbrar: npu BUKOPUCTaHHI KOMOIHOBAHOTO MiAXO0/1y TKAHUHA BUKOHYE CUMYIISLIIIO
Ha 15-25% mBumame , Hix y unctomy 3ds Max, 3aBasiku nepBuHHIA 00podui B CLO 3D. ¥V
cepeqHboMy g Mopened cepenuboi ckiaaaHocTi (10002000 momnmiroHiB) peHAECPUHT 3
KOMOIHOBaHMM Mixo oM TpuBae Ha 20-30 XBWJIMH MEHILE B MOPIBHSAHHI 3 BUKOPUCTAHHIM
BUKJIIOYHO 3ds Max.

2) Ilepesipxa eumpam o06YUUCTIOBATLHUX PeCYPCI8

Merta: BUMIpATH, SK ONTUMI3allil BIUIMBAE Ha 3aBAHTAKEHHS OOYHUCIIOBATIBHHUX
pecypciB (CPU, GPU, nam'ats).

Pe3ynbrar: KoMOIHOBaHU MiIX1/1 103BOJISIE 3HU3UTH MiKoBe 3aBaHTaxxeHHs CPU Ha 10-
20% 1 GPU na 15-25%, Takoxxk CLO 3D 3MeHIIye KUIBKICTb NPOMDKHUX OOYHMCIIEHb,
nepeHecenux y 3ds Max. Butpatu nam'sti 3MeHIyroTbes npudansno Ha 10-15%, ocobmuso
JUIS BEJTUKUX OaraToIapoBUX MOJENEH, 110 MoJeruye 00OpoOKy CKIaJHUX CIIEH 1 aHIMaIlii.

3) llepesipxa axocmi cumynsayii

Mera: OLIIHUTH PIBEHb PEATICTUYHOCTI, SIKUH JOCATAETHCS B PE3yJIbTaTI KOMOIHOBAaHOIO
MiIXOMdY.

Pesynbrar: xoMmOiHOBaHUM miAXiJ 3a0e3nedye MiABUIIEHY TOYHICTh MOJIEIIOBAHHS
TKaHUHH, 30KpeMa JJIs JpanipyBaHHA 1 (I3MYHUX BIACTUBOCTEH (€IaCTUYHOCTI 1 M'SIKOCTI).
CLO 3D 3abe3neuye 6a30Bi mapaMeTpy Jyisl TOYHOTO HajamTyBaHHs B 3ds Max, 103BOJIsIIOUH
JOCSTTU pealicTUYHOCTI Ha piBHAX 90-95%, mo BiAmoBigae morpedbaM KiHOBUPOOHMIITBA Ta
CKJIQJTHUX aHIMaIll{, BKIIFOYAI04H TaKl €(heKTH, sIK BOJIOTICTh TKAHWHH Ta €(PEKT BITPY.

3a pesynoemamamu mecmié MOXXHa MiJACYMYBaTH, IO JOCHIIKEHHS KOMOIHOBAaHOTO
MIX0My JO MOJETIOBaHHS TKaHWHW 3 BukopuctanHsm 3ds Max Tta CLO 3D
MPOJEMOHCTPYBAJIO BHCOKI TMepeBaru JUisl MiABUIIEHHA €(EeKTUBHOCTI MOJAETIOBAHHS.
[IBUAKICTH CUMYJISILIT 1 peHAepUHTY 3pocia Ha 15-25%, 1110 CyTT€BO CKOpOUYye yac poOOoTH 3
BEIMKMMH MNPOEKTAMU Ta MiABHINYE €()EeKTUBHICTP BHPOOHMUYMX mporieciB. Ontumizaris
pecypciB 3HauHO 3MeHIIMia HaBaHTaxeHHs Ha CPU (10-20%), GPU (15-25%), a Takox
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BUTpatu omnepatuBHOi mam'sati Ha 10-15%, mo monermrye poOoTy i3 OaraTtomapoBUMH Ta
ckiragaumu cueHamu. lllomo piBHA peanmicTuyHOCTI, Miaxix npo3Boisie jpocartu 90-95%
TOYHOCTI Y BIATBOPEHHI (DI3WYHUX BIACTUBOCTEH TKAaHWHH, 3a0€3MeUyI0UYH Bi3yalnbHi ePeKTH.
TakuMm yrHOM, IoeAHAHHS MOkIMBOCTeH 3ds Max i CLO 3D € nmporpecuBHUM pillIEHHSIM, 110
3a0e3neyye BUCOKY TOYHICTh CUMYJSLIi 3 €pEeKTHBHUM BHUKOPUCTAHHSIM OOYHCIIIOBAIIbHUX
pecypcis.

BucnoBku. OCHOBHI pe3yiabTaTH JOCHIDKEHHS MIATBEPKYIOTh 3HAYHI IIEpeBaru
3aMpOTNIOHOBAHOTO KOMIUIEKCHOTO ITiIXO/Ty, SIKUH KoMIleHCye MoxnBocTi 3ds Max Ta CLO 3D
JUIsE MOJIETIIOBaHHS TKAaHWHU. 3aBAsKW I1HTerpauii MporpaMu, MPOAYKTUBHICTH CHMYJISLIL
3pocia B cepeqaboMy Ha 15-25%, 110 ckopodye gyac poOoTH 3 00’ €KTaMU Ta JJO3BOJISE IIBUJIIIIC
30epertu pe3yabTaT. BropoBa/pKeHHS ONTUMI3AIIl TakKOXK MPU3BENO 10 3HIKEHHS
HaBaHTAXXCHHS Ha HEHTpalbHUi mporecop Ha 10-20%, rpadiunuii ananrep — Ha 15-25%, a
TaKOXK 3MEHILEHHS BUKOPUCTaHHS omnepatuBHOi mam’saTi Ha 10-15%. Taka onTumizanis
peCypciB Ja€ 3MOTY TPAMIOBATH 31 CKJIATHUMU CIIEHAMH Ta 3a0€3MeYUTH HAAIHHICTh CHCTEMU
i yac peaaepunry. [llono piBHSA peanicTUYHOCTI, KOMOIHOBAaHUHN MiAXiJ AO3BOJISIE JOCITTH
90-95% To4YHOCTI y BIATBOpEHHI (I3WYHUX BIIACTUBOCTEH TKaHWHHU. lle € BHCOKHM
MOKA3HUKOM ISl Bi3yaJIbHMX €(EeKTiB, 110 BIAMOBITa€ BUMOraM KiHOIHIYCTpii, aHiMallii Ta
MOJIHOTO JU3aiiHy. Y pe3yibTaTi MPOIMOHYETHCS MIAXiJ 10 SKICHOTO MOJCIIOBAHHS TKaHWHH,
1m0 e(eKTHBHO BHKOPUCTOBYE OOYHCIIOBANIbHI pecypcH Ta 3abe3nedye peansiCTHUHICTS,
HEeoOXigHy st mpodeciitHoro 3D-nu3aiiny.

[lepcriekTHBU PO3BUTKY KOMOIHOBAHOTO MIAXOAY IO MOJIENIOBAaHHSA TKaHUHH y 3D
MO’KHA BHJIUJTUTH 3 KUIBKOX CTpaTeridHux HampsiMib. [leprn 3a Bce, MOMANBIN JTOCITIKSHHS
MOXYTh 30CEPEAUTHUCA Ha IHTErpalii aJlropuTMiB T1IPOJUHAMIYHOTO MOJIEIIOBAHHS , IO
31aTHI 320€3MeYnTH OUTBII peaTicCTUYHE pearyBaHHs TKAHMHU Ha HaBKOJIMIIHI YMOBH, Taki SIK
BiTep uu BoJa. BaxJMBUM KpOKOM OyJie TaKOXK aJanTailisi MeTOAy CKIHYEHHHX E€JIEMEHTIB y
CHUMYJIALIAX JUIS MiJBUINEHHS TOYHOCTI MOZENIOBAHHS 3THHAHHS Ta AedopMarii TKaHUHH Y
BIJINOB1/Ib Ha B3a€MOJIIO 3 IHIIMMH TMOBEPXHSAMHU. Y MeXaxX ONTHUMI3allii 00YHCIIOBATBHUX
pecypciB TEpCIEKTHBHUM HAIMPSIMKOM € pPO3poOKa cIeliaai3oBaHUuX IHCTPYMEHTIB s
MOKpAIIEHHs KellyBaHHs Ta mepenadi ¢izmuHux mapamerpiB Mix 3ds Max i CLO 3D. Lle
3MEHILIUTh Yac Ha Meperady CUMYIIALIMHUX JaHUX 1 3a0e3MeuuTh OUTbIINNA MIIaBHUN poOouunit
nporec MK mporpamamu. Jns BaockoHaneHHs 3ds Max m03Bosise po3poOuUTH Oinblry
KUIBKICTh TOTOBHMX IIAOJIOHIB JUIsl PI3HHMX MaTepiaiiB 1 TKaHUH 3 YpaxyBaHHSIM (I3UYHHUX
BJIACTUBOCTEH, 110 103BOJISI€ MBUAKO AOCSATTH CUMYJISLIT JUTsl CKIIAJHUX CLEH.
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DEVELOPMENT AND ANALYSIS OF ALGORITHMS FOR MODELING,
SIMULATION AND OPTIMIZATION OF THE PHYSICAL PROPERTIES OF
FABRICS IN 3D MODELING

Shatokhina V.G.!, Bovnegra L.V.2

National Odesa Polytechnic University
1, Shevchenko Ave., Odesa, 65044, Ukraine
Emails: v.g.shatokhina@op.edu.ua', dlvS@ukr.net?

This research is dedicated to the development of algorithms for 3D modeling and fabric simulation, which are
crucial for achieving high realism in textile objects. With technological advancement, the demands for quality and
accuracy in models have increased, particularly for fabric modeling, which requires substantial computational
resources. This article focuses on the fabric modeling algorithms used in 3ds Max and explores their integration
with CLO 3D to enhance performance and final image quality. The scientific and practical significance of this
work lies in the application of specialized algorithms for fabric modeling, allowing for reduced processing time
and improved visual accuracy, thus optimizing processes in 3D design and computer graphics, where realism is a
key quality criterion. The research methodology includes a theoretical analysis of the fabric modeling algorithms
used in 3ds Max, a comparison with CLO 3D algorithms, and the development and testing of a combined approach
that combines the strengths of both programs. Experimental simulations confirm that using CLO 3D to create basic
fabric models, followed by further refinement in 3ds Max, provides an optimal balance between realism and
productivity, reducing computational costs while improving modeling quality in complex 3D scenes. The value of
this work is in expanding the capabilities for realistic fabric modeling by combining the advantages of specialized
textile simulation programs. This research contributes by developing a more effective and flexible methodology
for fabric modeling that outperforms approaches using only a single program. The practical relevance of the
findings is demonstrated in the potential application of the combined approach in animation and film production,
where resource efficiency is a crucial factor for implementing large-scale projects.

Keywords: fabric modeling, 3ds Max, CLO 3D, simulation, optimization, computer graphics, 3D modeling.
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3ACTOCYBAHHA METOJIB MAIIMHHOI'O HABYAHHA J1JI51
BUSIBJIEHHSI POGOTH KEMJIOT'EPIB B OITEPAIIIMHINA CUCTEMI

I J1. llIu6aes', JLYO. TanpunHChKHil®

KuiBchkuit nonitTexHiunuid iHCTUTYT iMeHi Iropst Cikopchbkoro
37, bepecreticbkuii np., M. Kuis, 03056, Ykpaina
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[IpencraBneHO METOMOIIOTIIO BHABICHHS KEWJIOTEpiB 3a JTOMOMOTOI0 METOJIB MAaIIMHHOTO
HaBuaHHs. Keinorepu — 1ie nommpena ¢popma 3J0BMHCHOTO ITPOTPAMHOTO 3a0e3leueHHs,
sike (Dikcye HATHCKaHHS KIIABIII, 100 BUKPACTH KOH(IICHIIIHI JaHi, CTBOPIOIOYH CEPHO3HY
3arpo3y Oesmerni Uil KOPHUCTYBadiB i opraHizamiif. TpagumiiiHi METOOU BHUSABICHHS 4acTO
MOKJIaJal0ThCsl Ha TMIJXOJM HA OCHOBI CHUTHATYp, SIKI MOXXHa OOINTH pO3IIMPEHUMH,
momiMoppHEIMU abo Oe3 ¢aitoBumu Keimorepamu. lle MOCHIIKEHHS BHKOPHCTOBYE
MamuHHe HaB4yaHHSA (ML) Ui BWSIBJICHHS aHOMAJbHOI IMOBEHIHKHA Ta MIAOJOHIB, IO
BKa3ylOTh Ha JIii Keiorepa.

ABTOpH AOCIHIIDKYIOTh Pi3HI MOJEINi MAallMHHOTO HaBYaHHS, BKIIOYAIOUH JepeBa PilllcHb,
omopHi BekTopHi MamuHM (SVM), BumaakoBi Jicu Ta HEHpOHHI Mepexi, 100
KiacuQikyBaTH 3BUUYaHy Ta IIKIAIUBY MOBEAIHKY CHCTEM. Byio mpoBeaeHo excriepuMeHTH
JUI OLIHKK TOYHOCTI, TOYHOCTI, 3amaM’siTOByBaHHS Ta ominku F1 pisHnmx momemeit ML.
Pe3ynbraTi oKa3yooTh, 10 METOAH, 3aCHOBaHI Ha ML, MOXXyTh 3HaYHO MiJBUIIUTH PIBEHb
BHSIBJICHHS MIOPIBHSIHO 3 TPAIULIHHIMHA METOAaMHA. Y JTOCTIHKCHHI TAKOXK 0OTOBOPIOIOTHCS
MOTEHIIIMHI MPOOJIEMH, TaKi SK TTOMIIIKOBI CIpAIllbOBYBAaHHS, y3aralbHECHHS MOJENTI IS
HOBUX BapiaHTIB KeiyorepiB i HEOOXIJHICTh MOCTIMHOIO HAaBYaHHS MU ajanrauii 1o
3JI0BMHCHOT'O TIPOrpaMHOTro 3a0e3rnedeHHsl, 110 po3BuBaeThess. OTpruMaHi 1aHi CBiIYaTh mpo
Te, [0 CUCTEMa BHSBJIECHHS Ha ocHOBI ML Mo’ke 3amponoHyBaTH HaailHE Ta aJanTHBHE
pileHHs Uit 60pOTHOM 3 KeWsiorepamu, IMiJAKPECIIOYN BOXIMBICTh IHTErpamil MTy4HOro
1HTeNeKTY B iHPPacTPyKTypy KibepOesnexu.

KoarouoBi ciioBa: mamHHe HaByaHHs, keinorep, API-gpyHkuii, Ty4nuii iHTenexT

Beryn. BusiBieHHs KelslorepiB 3aJIMIIA€TbCS HAA3BUYAHHO AKTyalbHUM Yy CyYacHOMY
iH(dopmaniiiHomy. He3Bajkaroun Ha pO3BUTOK TEXHOJIOT1H Oe3MneKku, KeHiorepu MpoJoBXKYIOTh
OyTH e(heKTUBHUMHU 3ac00aMu JUIsl MOPYLIEHHS KOH(1ASHIIHHOCTI, HITICHOCTI Ta JOCTYIHOCTI
JaHUX y olepaliiiHiii cucteMi. BusiBjaeHHs Ki1aBilaTypHUX IUIUTYHIB € KPUTUYHO BaXKJIMBUM,
OCKUJIBKM BOHHM CTaHOBIISITh CEpHO3HY 3arpo3y OKpeMHM Oco0aM, OpraHizalisM 1 HaBiTh
HaI[lOHANBbHIN Oe3mneni, THUX0 (QIKCYIOYM Ta 3alUCYIOUd KOXKHE HATHCKaHHS KJaBill Ha
KOMIT'foTepi 4M MoOinbHOMY mpucTpoi. Keitmorepu MoxyTh 3amucyBaTv Hapoii, JaHi
KpEAUTHUX KapTOK, OaHKIBChKY 1H(OpMaIlito Ta IepcoHalbHI 11eHTH(iKawiiH1 Homepu (PIN).
Skmo mro iHpopMalilo NEepeXOIUIATh 3JIOBMHCHUKH, 11€ MOXKE HPU3BECTH J0 KPaaiKKH
0COOMCTUX JaHUX, (IHAHCOBUX BTPAT 1 HECAHKI[IOHOBAHOT'O TOCTYIY JI0 IPUBATHUX OOJIIKOBUX
3anuciB. Keiulorepy Mo)kHa BUKOPUCTOBYBATH JJIsi BUKpaJeHHS KOH(DINEHLIHHOI Ii710BOi
iH(dopMmalii, BKIIOYaI0Ud KOMEPI[IIiHI TAaEMHMUIII, 1HTEJIEKTyaJbHy BJIACHICTh, AaH1 KJIIEHTIB 1
BHYTpIilIHI KOMyHiKa1ii. Lle Moxke nmpu3BecTH 10 3HAYHUX (DIHAHCOBUX BTPAT, LIKOJU PEIyTarlil
Ta ropuanyHuX HachigkiB. Keimorepu migpuBaioTh  0COOMCTY  KOHQIACHIIHHICTD,
BIJICTeXKYIOUH HE JIMIIe Mapoiii Ta KoHGiAeHiiHI (iHaHCOBI JaHi, ane i 0coOMCTI pO3MOBH,
€JIEKTPOHHI JINCTH Ta 1HII1 TUIH CH1JIKYBaHHS.

BpaxoByroun 11i 3Ha4HI PU3MKH, BUSBJICHHS Ta HEUTpasi3allis KJIaBiaTypHHUX IIMUTYHIB
€ TIEPIIOYEProBUM 3aBIaHHSAM y cdepi KibepOes3neku, CpsSIMOBaHUM Ha 3aXHCT OCOOMCTOL
KOH(IEHIITHOCTI, 3aXUCT OpraHi3allifHMX aKTHUBIB 1 3amoOiraHHs MacmTaOHIA [IKOAI B
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PI3HHUX CEKTOpax.

Mema pobomu nonsrae y BU3HA4E€HHS MOKJIMBOCTI BUSIBJICHHSI pOOOTH Keiyiorepa Ha OCHOBI
BUKOPUCTaHHSA METOAIB IUTYYHOTO IHTEJNEKTY B PEXHMI pPEaJbHOr0 4acy, L0 BKIIOYA€E
JeTaJbHUN aHaJIi3 ICHYIOUHX METOJIIB 3aXHCTy HAa OCHOBI METO/IB MAaIlIMHHOTO HAaBYAHHSI.
AHaJi3 Ta 0c00IMBOCTI KelljiorepiB y onepaniiiniii cucremi. 3anexHo Bix crioco0y poboTu
Ta CTPYKTYpH KEWJIOrepd MOKHA B LUIOMY Kiacu(ikyBaTH Ha MPOrpaMHI Ta amaparHi
keisorepu. B maHiii poOOTI MM pO3riIsgaEeMo TUIBKM TporpamHi keitnorepu. [Iporpamhi
KEWJIorepH - 1ie MporpamH, SKi MPUXOBAHO BiJCTEXKYIOTh 1 3aMUCYIOTh HATUCKAHHS KJIABIMI 1
yacTo BOyJOBaHI B IHIIE INKiJUIMBE NporpamHe 3abe3medyeHHs. [Iporpamui kenmorepu
JOJTATKOBO KJIACHU(IKYIOTbCS B 3aJ€KHOCTI Bill PIBHS MpHUBLIEIB, sKI HEOOXiAHI JUIs
GyHKIIOHYBaHHSA. 3 TOBHUMH ITPUBLUIESIMHU MPAIIOIOTH KEHIOrepH, 110 HAITMCaH1 Ha PiBHI sJIpa.
VY cBOIO yepry nporpamHi KeHiIorepu piBHs KOPUCTyBada MO>KHA KJIacU(iKyBaTH HA TaKi THUIIH:

Keitmorep nHa ocHoBi APIL. Ile Tum mporpamHOro kemsorepa, SIKMM HEPEXOIUTIOE Ta
3anMcye HaTUCKaHHA KJIaBill NUIIXOM mikitoueHHs 10 API onepaniiinoi cucremu (iHTepdeiic
npukiagHoro nporpamyBaHHs)[1]. APl nHagatoTe HaGip 1HCTpyMeHTIB 1 (yHKIIN, sKi
PO3pOOHUKH BUKOPUCTOBYIOTH JIJIsl B3a€MO/II1 3 OCHOBHOIO CHICTEMOIO, T03BOJISIOUH ITPOTPaMam
BUKOHYBATH Taki 3aBJIaHHs, sIK 00poOKa BBEACHHS 3 KIaBilaTypu, KepyBaHHS (Qaitnamu abo
noctyn no obnagnanusa. Keinorep Ha ocHoBi APl BukopucToByroTh 1i jeritumui API mis
3axOIUIEHHS MOJIN KIaBiaTypu MijJ 4ac ix oOpoOKM omepaiiifHO CHCTEMOIO, 10 POOUTH iX
nyxe eQexkTHBHUMH Ta HeOe3neuHumu. Keitmorep Ha ocHoBi APl mpamroe nnmsixom
nigKIro4YeHHs 10 cucteMHux APL ski oOpoOunsioTh BBeAeHHs 3 kiaBiaTypu. Lli kiaBiaTypHi
IIMATYHH BUKOPUCTOBYIOTh 3aKOHHI ()YHKIIi orepamiiHOi CHCTEMH, SIKIi BHKOPHCTOBYIOTH
porpaMu JAjsl BUSIBJICHHsSI HaTHCKaHb KJIaBilll KOpUCTyBaya Ta BiAnoBiAl Ha Hux. Kelnorepu
Ha ocHOBI API 9acTo BHKOPUCTOBYIOTHCS, OCKIJIbKA BOHH BIJHOCHO TIPOCTI y peamizarii Ta
MOXYTh OyTH IPUXOBAHO PO3TOPHYTI K YaCTHHA IIKIJJIMBOI IPOrpaMu, Takoi K TPOsSH abo
CIieHapiii Ha OCHOBI Opay3epa. Ockinbku Keiaorep Ha 0OCHOBI API BHKOPHCTOBYIOTH JICTITUMHI
cucTeMH1 QyHKIIi, IM He MOTpiOHI NpUBIJel HA CUCTEMHOMY DPiBHI ab0 JAOCTYH /0 sjpa, I10
3MEHIIye HMOBIPHICTh iX BHSBJIEHHS TpPaJWLINHUMU aHTUBIPYCHHMMM IIporpaMaMu abo
porpaMaMu JiIsl 3aXUCTY B MIKIATMBUX IPOTpaM.

Keiinorepu Ha ocHoBi APl moknagaroTeCs Ha NIAKIIOYEHHS a0 MepeXOIUICHHS
BUKJIHKIB AP, ki KepyloTh BBeIEeHHAM 3 KiaBiaTypu. HaBegemo TunoBuii cueHapiii pobotu
Keliorepa 1bOro THUILY:

1. I'enepauis ximoyoBoi mozii. Komu kopucTyBau HaTHCKae KIaBilly Ha KiaBiaTypi,
amapaTHe 3a0e3ledeHHs] KJaBiaTypu TEHEpye CHTHAJ, SKUH HAJICWIAETHCS B OMNEpaIiiiHy
cucremy. Lleil curuan BiAnoBigae NeBHOMY KOAy Kiroda (Harpukiaj, kinasima «b» nos’s3ana
3 IEBHUM KOJIOM).

2. Ilepexornenns API. Ilepm HiX HaTHUCKaHHS KJaBilll JOCATHE LIJIOBOI MPOTpaMu,
BOHO NpPOXOJUTH uepe3 MeBHI cucteMHl API, BianoBinanabHI 3a KepyBaHHS BBEICHHSIM,
Hanpukian GetAsyncKeyState, GetKeyState abo TranslateMessage y omnepauiiiHiii cuctemi
Windows. Keitnorep na ocuoBi API migkimtodaeTbes 10 1MX (QYHKIINA, BCTaBIsAOUNA ceOe B
nporec, sikuit 00pooise 1i Bukiuku APL.

3. IlepexomuieHHa HaTHCKaHb kiaiml. Ilicns migkiarodeHHs Keinorep (ikcye naHi mpo
HATHCKaHHS KJIaBilll MiJl 4ac MPOXOKEeHHA yepe3 cuctemy. Lli 1aHi 3a3Bu4ail BKIIOYAIOTh KO/
BIpTYyaJbHOI KJIaBilli (BKa3ye, Ky KJIaBilly OyJi0 HATUCHYTO) Ta 1HIIY iH(pOpMAIlIO, TaKy SK
moaudikatopu (Hanpukian, Shift, Ctrl), mo0 Bu3HaunuTH, un Oyina BBeleHa BEJIMKa JiTepa 4u
CHUMBOJI.

4. Peectpamis  gaHux. IloTiM mepexomjieHi HATUCKAHHS KIIABIIl PEECTPYIOTHCS
KEeMJIOrepoM TUIIXOM 3alHCy iX Yy JOKaIbHUHN (ain y cucTteMi ado HaJACWIIAHHSA JaHUX Ha
BiJIaJIeHUii cepBep, KOHTPOIbOBAHUM 3TOBMUCHUKOM.

Keiinorep s 3axomnenHs gopm. Lle ayxe Hebe3neuHuii 1 CKIaHUN TUIT 3T0BMHCHOTO
IIPOTPAMHOT0 3a0e3NeueHHs, MPU3HAUYEHE IS IEPEXOIJICHHS Ta 3aXOIJICHHS JaHUX, BBEICHUX
y BeO-GopMu, Tiepe TUM, K BOHU OyIyTh Oe3medHo nepeaani uepes Iarepuer [11].
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Haenemo tumnoBuii crieHapiii poOoTH Keiorepa s 3aXOIIeHHS (GOpM.

1. 3apakeHHs Ta BCTaHOBJIEHHS. 3axoIunoBaui (OpM 3a3BHYAil JOCTABISIOTHCS 4Yepes3
(bIMIMHTOBI €JIEKTPOHHI JIUCTH, MUTTEB] 3aBaHTAXCHHS (IIKITMBE TPOrPaMHE 3a0€3MeUSHHS.

2. TligxirodeHHs 1o mpoliecy HajacunaHHs Gpopmu y Opaysepi. [Ticas iHcTamsmii mporpama
3aXOIUICHHS (HOPM MIAKIIOYAETHCS 0 MpoIiecy Opay3epa st 00poOku Hanacuinanas ¢hopm. Le
pPOOHTHCS 32 TOTIOMOTOI0 METOTY, BiZloMOTO siK iepexoruieHHst API, sikuii 1o3Bossie Keinorepy
MEePEXOILIIOBATH 3B’ 30K MiX Opay3epoM 1 OCHOBHOIO OIEpaIliiHO0 CHCTEMOIO.

3. Ilepexoruenns nanux Gopmu, Konu kopructyBau Hajgcuiae Gopmy, 3axX0IumoBad Gopm
MEePEXOILIIOE JTaHl Oe3MOCepeIHbO Mepe TUM, SIK BOHU OynyTh 3amudpoBaHi I mepeaadi
yepes [HTepHer.

4. BiampaBneHHs Ha BignaneHwi ceppep. [licist 3axoruieHHs maHux (GopMu mporpama
3axoruieHHs (hopM Iepeae BUKpaAeHy iH(hOpMaIlito Ha BiITAJICHUN cepBep, KOHTPOJIbOBAHUHN
3JI0BMUCHHUKOM.

5. HamimoBanHsl Ha KOHKpeTHI BeO-caiitu abo ¢dopmu, Posmmpeni 3acobu 3axoruieHHs
($bopM YacTo HaJIAITOBAaHI HA KOHKPETHI BeO-caiiTh 200 TN (HOpPM.

Kefinorepu in’ €Kil mam’sTi: Keimorepy iH’ €Ki mam’ATi IpeACTaBISIOTh CKIaIHUHN Ki1ac
3JI0BMHCHOT'O IIPOrpaMHOT0 3a0€3MEUEeHHs, SKE MPALO€ HUIAXOM 1H €Ki HIKIAIUBOrO KOIY
Oe3mocepeIHbO B TMaM’sATh 3allyIIeHUX IMpoleciB. HaBepemo TumoBuid creHapiidi poOoTH
Keitorepa iH’ekiii mam’ i [8].

1. ouatkoBe 3apaxenHsa. KiapiaTypHi MMHUTyHW 3 1H €KII€I0 TaM’sATI 3a3BUYAi
OTPUMYIOTh IIOYAaTKOBHM JOCTYNl JO CHUCTEMH 3a JONOMOIOI0 TpaJULiNHMX MeXaHi3MiB
JIOCTaBKH 3JI0BMHUCHOTO TIPOTPAMHOTO 3a0€3MeUeHHs, TAKUX K (PIIIMHTOBI €JIEKTPOHHI JIHCTH,
IIK1IJIMB1 3aBaHTaXEeHHs1 400 BUKOPUCTaHHS BPa3IMBOCTEH y IPOrpaMHOMY 3a0€3IeUeHHI.

2. BBenenns kony B mam'ath. Ilicnsi 3apakeHHS CHUCTEMH KeHIorep BIIPOBAKY€E CBii
HIKIITTMBHH KO Y ITaM’SITh ICHYFOHYOTI'0 3aKOHHOTO Tpotecy. Lle uacto poGuThCs 3a 10OMOroro
TaKUX METOJIB, K BripoBakeHHs: DLL abo BumaneHHs mporiecy.

3. Ilepexoruenns nam'arti. Ilicns BBeneHHs Keillorep MiJKIIOYAETbCA O KIIFOUOBHUX
cucteMHux API a6o ¢yHK1iN, K1 BUKOPUCTOBYIOTHCS IIUUIBOBUM IPOLECOM JJIsl 3aXOIICHHS
BXizHuX aanux. Hampuknan, y cuctemax Windows keisiorep Moxe MiAKIIOYaTHCS 10 TaKUX
¢bynkuii, sk GetAsyncKeyState() adbo GetKeyboardState(), sixi BiamoBigatoTh 3a 00OpoOKYy
BBEJICHHS 3 KJIaBlaTypHu.

4. 306ip nanux. Konu kopuctyBay BBOJUTH TEKCT, KJIaBlaTypHUI IIIUTYH PEECTPYE KOKHE
HATHCKaHHS KJIaBill B peabHOMY 4aci. OCKIJIBKU Keiiorep mpaitoe B mam’ati “3aKOHHOro”
Mpoliecy, HaTUCKAHHS KJaBill (IKCYIOTHCS B TOUYIIl, /€ BOHU BCE 1€ 3HAXOATHCS Y BUTIISIII
BIJIKPUTOT'O TEKCTY Ta 1€ He 3alln(pOoBaHi UM 3aXUIIEHI 3aX0AaMU OE3MEeKH.

5. Bukpanenns npanux. Ilicist toro sk keiynorep 3adikcye HaTHCKaHHS KJIaBill, JlaH1
30epiratoThCsl B MaM’sTi a00 MmepearoThes 6e3nocepeJHbO Ha BIJIANEHUH cepBep, SKUM Kepye
3JI0BMHCHHUK.

Hebe3neka mnpUCYTHOCTI NpOrpaM-IINUTYHIB y MaM’sATi KOMIIOTEpIB OyKe BeEJIHKa, a
BUSIBJICHHSI 1X TPUCYTHOCTI CYTTEBO YCKIIQJHEHO. AHTH-KEWJIOTepH HAa OCHOBI CHTHATYp Ta
€BPUCTHUYHOTO aHAJi3y MOXYTh 3aXHUCTUTH Ball KOMIT'IOTEp BijJ KJIaBlaTypHUX LIMHUTYHIB.
AHTH-KEWJIOTepH HA OCHOBI CHUTHATYp BHIIPABIOBYIOTH CBOIO HAa3By, THM IO IIYKAarOTh
CUTHATYpU KJIaBIaTypHMX UINUTYHIB, TOJl SK aHTH-KEHJIOrepu 3 eBpUCTHYHUM aHAIi30M
MPAIIOI0Th, TECTYIOYH CYMHIBHI IPOTPaMH B KOHTPOJIHOBAHOMY CEPEAOBHIIII. 3 ITUX JBOX THITIB
aHTHU-KEWJIOrepy Ha OCHOBI CHTHATYp € HalmommpeHimuMu. [lpudomy aHTu-KeisiorepiB Ha
OCHOB1 CHTHaTyp Habarato OuIbIlle, H)K aHTHU-KEWJIOTE€pIB 3 €BPUCTUYHUM aHaIi30M. AJe
HEJI0JIIKOM BUKOPHCTaHHS aHTH-KeWIorepa Ha OCHOBI CUTHATYp € Te, 1110 BiH 3aXHUIIA€ JIUIIE
BIJl BIJOMMX 1 3amucaHuX KeisorepiB. HenonikoM €BpUCTHYHOTO MIiAXOIY € Te, IO aHTHU-
KeHIorepy Ha OCHOBI €BPUCTUYHOIO aHaJli3y CXMIIbHI JI0 TIOMHJIKOBHUX CIIPallbOBYBaHb. BoHU
MOKYTh IOMMUJIKOBO 1€HTU(]IKYBaTH 3aKOHHY Mporpamy sK Keisorep. Biarak, posrisHemMo
MOXJIMBOCTI TPOTHJIT 3arpo3aM Keusjgorepam Ha OCHOBI aJTOPUTMIB MAIIMHHOTO HABYaHHS.
3ayBakHMO, 110 HE3BKAIOYM Ha Pi3HI CMIOCOOM peatizallii KeiIorepiB pexkuMy KOpUCTyBaya,
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yCiX X 00’€IHy€E CIUIBHUIM MEeXaHi3M — BUKOpUCTaHHs crienndiaanx API-dynkiiii.
AJITOPUTMHU MAIIMHHOTO HABYAHHSA /ISl BUSIBJIEHHSI po0oTH Keisiorepa. Kiacudikaris €
dbyHIaMEHTAIPHUM 3aBJaHHSAM Yy MalIMHHOMY HaBuaHHi (ML)[2], MeTa sKoi moJyisirae B TOMYy,
o0 mepeabaynTi MiTKy ab0 KaTeropiro IS JaHOTO BXIJHOTO Marepialy Ha OCHOBI HOTO
xapakTepucTuk. lle TMn HaBYaHHA MiA HAIJSIOM, IO O3HAYae€, 110 MOJAEIb BUBYA€E JaHI 3
MiTKaMH — JaHi, sIKi TONEepeaHbO KIacu(pikoBaHi 3a KaTErOpisMU.

Y MamuHHOMY HaBYaHHI Kiacu@ikailis BIJHOCHTHCS O IPOIECY MPOTHO3YBAHHS
KJ1acy abo KaTeropii CrocTepekeHHsT Ha OCHOBI BXiMHHMX naHuX (o3HaK)[3]. PesymbraTom €
OKpeMa MiTKa abo KaTeropis, HalpuKIIAI;:

- binapna xnacugikanis. SIKio icHye JIuIIe aBa MOXIMBUX KJIacH (HAIIPHUKIIAM, cliaM /He
criaM, 3JI0pOBHI/XBOPHUH, IIaXpaiCTBO/HE MIaXpaniCTBO).

- MynbTuknacoBa knacugikamis. Komu icHye Ounbliie JBOX KJaciB (HampuKIIaa, criaM/He
criam).

[Tporiec HaBYAHHS aNTOpUTMY Kiacuikarlii 3a3Bruail BKIIOYA€E KUTbKa KITFOYOBUX KPOKIB.

1. 36ip manux. Ilo-mepmie, motpiben Habip nanux 3 wmitkamu. Lleit HaOip maHux
CKJIamaeThes 3 PyHKIIHN (BXITHUX 3MIHHUX) 1 MITOK (LIITbOBOTO BUXO.Y). Hampukiman, min gac
BUSIBJICHHS crlaMy (YHKLIi MOXYTb BKJIIOYAaTH CJIOBA, BUKOPUCTAHI B €JIEKTPOHHOMY JIMCTI, a
MiTKa BKa3yBaTUMe, YH € eIEKTPOHHHIA JIUCT CIIaMOM YH Hi.

2. PozpoOka ¢yHkimiil. @OYHKIIT OPENCTaBISIOTh XapaKTEPUCTHKU JaHUX, SKi
BUKOPUCTOBYIOTBCS JJIsi TIPOTHO3YBaHHS. Y NESKHUX BHITaJKaX HeoOpoOieHi aaHi moTpiOHO
NEPETBOPUTH HA KOPUCHI (YHKII 3a JIOMOMOrOK TaKUX IPOLECIB, SK HOpMai3allis,
KOJYBaHHS a00 3MEHIIICHHS PO3MiPHOCTI.

3. BubGip wmogmeni. BiamoBimumii anroput™ Kiacudikamii BHOHUPAEThCS Ha OCHOBI
XapakTepy AaHUX 1 MOTOYHOI mpoOsieMu. Pi3HI alrOpuTMU MarOTh CHJIBHI Ta CJIa0Ki CTOPOHU
3aJIe)KHO BiJ] pO3MIpYy, CKJIaIHOCTI Ta CTPYKTYypH HabOpy NaHUX.

4. HaBuanus mopeni. MoJens HaBYA€ThCS MUISIXOM HAJAaHHS il HaBYAJIbHHUX JAaHUX, €
BOHA BHBYAE 3B’ 30K MK (DYHKIISIMU Ta BIAMOBIIHUMHU MiTKaMHU.

5. TecryBanns Ta nepeBipka mojedni. [licas HaBYaHHS MOJIEINb OIIHIOETHCS HA TECTOBOMY
Habopi (aHi, IKMX BOHA paHille He 0aunia), 1100 BUMIPATH 11 MPOTYKTUBHICTh. Taki METOAH,
K TIepeXpecHa MepeBipka, MOKHA BUKOPHCTOBYBATH, 1100 IMEPEKOHATHUCS, IO MOJIENb 100pe
y3arajibHIOE HOBI JIaHi.

6. Ilpornos. Ilicis HaBYaHHS MOJENIb MOKE MepeAdaynuTH MITKY JUUIsl HOBUX, HeOaueHuX
npukiaaaiB. Mojens npu3Havyae HaiMOBIPHIITY MITKY KJacy KOXHil Todlll BXiIHUX JaHUX Ha
OCHOBI ii BUBUEHUX MEX MPUNUHATTS PILICHb.

IcHye Oararo pi3HMX THIMIB aJITOPUTMIB KJIacH(iKallil, KOKEH 13 SIKUX Ma€ CBOI CUJIbHI
CTOpPOHM Ta 3acTocyBaHHS [9]. Hmxkye HaBeneHO OCHOBHI aNrOpUTMH, L0 OyayTh
BUKOPUCTOBYBATHUCH Y I1iif poOOTI:

1. JepeBa pimenb. € oAHMMH 3 HANOUIBII IIMPOKO BUKOPUCTOBYBAHUX AalTOPUTMIB
MAIIMHHOTO HAaBYaHHS, BIAOMHX CBOEK IPOCTOTOI0, MOXJIMBICTIO IHTEpHperaunii Ta
e(eKTHUBHICTIO B 3aJja4ax Ki1acudikaiii Ta perpecii. Y KOHTEKCTI KibepOe3neku JepeBa pillieHb
0COOJIMBO KOPHUCHI JJIsi BUSIBJICHHS 3JIOBMHMCHOTO IPOrPAaMHOIO 3a0e3MeueHHs. 30Kpema
KJIaBlaTypHUX LIMUTYHIB.

- Kopeneswuii By3o11. [louatkoBa Touka JiepeBa, ke MpeaCTaBise Bech HaOIp JaHHX.

- Buyrpimni By3nmu. Li By3iau npeAcTaBisiiOTh TOYKH MPUHHATTS pIilIEHb HAa OCHOBI
¢ynkuiid. KoxkeH BHYTpIIIHIA By30J 3a/1a€ 3anuTaHHd (Hanmpukiaaa, «Uu 3HadeHHs QyHKIil
outbIIe 3a X?7»).

- I'inku. 3B°S13KK MK By3J1aMH, iK1 IPEJICTABISIOTh Pe3yIbTaTH 3allUTaHb, TOCTABICHUX Y
BHYTpIIIHIX By3JaX.

- JIucrogi By3nu. Lli By31mu npeAcTaBiIsIIOTh OCTaTOUHY Kiacudikalito ado pimeHHs. J{is
npobnemM kiacudikaiii KOXEH KIHIEBHH BY30J MPEACTABIs€ MITKY Kiacy, HalpHKJIaa
«BUABIICHO Keiyorep» abo «HeMae Keiorepay.

[TpuHIUTT pOOOTH ATOPUTMY.
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- IMomin mammx. HabGip maHuX poO3AUIEHO Ha OCHOBI 3HA4YeHb O3HAK, SKI HaWKparie
HOJUISIOTH JaH1 Ha OKpeMi KJ1acH. [ OIiHKHM pO3MO/I1J1iB BAKOPHCTOBYIOTHCS TaKi OKa3HUKH,
sk gomimka J[>kini abo npupict iHpopMmarii.

- PexypcuBne po30utTs. [Ipoliec MOBTOPIOETHCS HA KOXXKHOMY BY3Ii, Jalli pO30MBAIOYN
NlaHi, JOKU He Oy/ie BAKOHAHO YMOBY 3YITHHKH.

- IIpornosyBanns. HoBi maHi KiacH(iKylOTbCS 3a MpaBWJIAMH NPUHHATTS pilIeHb Bij
KOPEHEBOTO JI0 KiHIIEBOT'O BY3JIa, IO JJa€ OCTATOYHY KiIacu]ikairiro.

KopiHb Pebpo

-_______\-* 2
Batbko
E C /

BpaTh i cecTpu
Puc 1. Ctpykrypa anropurmy “nepeBo pilieHsp”

2. Random Forest — 11e KOMIUIEKCHUI aJrOpPUTM MAIlMHHOI'O HABYAHHS, SIKUI MOEIHYE
KiUJIbKa JIEPEeB pillieHb JUIst CTBOPEHHS OLIbII HAAiHOT Ta TOYHOT Mozedi [3].

[TpuHIMI POGOTH ANTOPUTMY.

2.1. Bubipka mammx. Random Forest cTBOproe Killbka JepeB pillieHb, i KOXKHE JIEPEBO
HABYA€ThCSA Ha TMOYATKOBIH BHOIpI HaBYaNbHUX AaHWX. [loyaTkoBa BHOipKa O3HA4ae, IO
KOXHE JIEPEBO HABYAE€ThCS Ha PI3HIN MIIMHOKHUHI JaHUX, 1€ €Kl TOUKH JaHUX MOXYTh OyTH
BKJIIOYEHI KiJIbKa pa3iB, a 1HII MOXYTh OyTH BUKJIIOUEHi B3araii. Lle nomomarae 3MeHIIMTH
pU3UK TepeobiaHaHHs, SKe MOXKE CTaTHCS, SKIIO0 BHKOPHCTOBYBATHMETHCS JIHMINE OJHE
JEPEBO.

2.2. Bunaaxoswuii BuOip pyHkuii. [y K0>KHOTO By3J1a IPUHHATTS pillieHsb y AepeBi Random
Forest BuOupae BUMAagKOBY MiAMHOXMHY (yHKIIH. Lleil Kpok 3MeHIIye KOpemslilo MiX
OKpPEMHUMH JIEPEBAMHU Ta TapaHTYE, 10 KOXKHE JIEPEBO BIIPI3HAETHCS BiJ| IHILIUX.

2.3. bByniBauurBo nepeBa. KoxkHe nepeBo pillleHb OyAyeTbCsl 3 BUKOPUCTaHHSIM BUOpaHOI
HIMHOXXUHU J1aHuX 1 QyHKIINA. AITOPUTM pO3UIS€ BYy3JIM Ha OCHOBI TaKUX MOKa3HUKIB, SIK
nominika JIxini abo mpupict iHpopmarii, 100 CTBOPUTH MpaBUia MPUHHATTS pillleHb, SKI
IPU3BOASTH 110 Kiacu(ikarii.

2.4.TonocyBanns. Ilicnst cTBOpeHHs BCIX JIepeB BOHM BHUKOPHUCTOBYIOTHCS  JUIS
NPOTHO3YBaHHS HOBHX NMaHWX. Hampukian, as 3aBnanp kiacugikaiii, TakKuX sSK BU3HAUCHHS
TOTO, YM € MpOIeC KeWIorepoM, KO>KHE JEpPEeBO B JICi Bifgae «rojoc» 3a OJIUH 13 KJaciB
(manpuxnan, «Keimorep» abo «He xeimorepy»).OctatouyHuil MPOTHO3 POOUTHCS HA OCHOBI
roJOCYBaHHS OUIBLIICTIO: SIK pe3yJbTaT BHOUPAETbCA Kiac, SKUH OTpUMYE HaMOLIbIIY
KUIBKICTB TOJIOCIB 3 JIEPEB PIIICHB.

2.5. Buxia. OcraTounuii pe3ynpTaT Kiacu@ikaiii BU3HAYAETHCS NUISIXOM Y3arajbHEHHS
pe3ynbTaTiB ycix aepeB y jici. Ockinbku mependadeHHsi 0a3yrThCS HAa KITBKOX MOJEISX,
Random Forest 3a3Buuaii gae 611b11 TOUHI Ta HAJiiHI pe3yIbTaTH MOPIBHAHO 3 OJJHUM JIEPEBOM
pIIIEHb.
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Class A Class A Class B
\—l l |

[ Bagging(ronocysaHHs GinbLuicTio)

PeaynkTar NporHosy

Class A

Puc 2. [Tpunuun po6otu anroputmy “Random Forest”

3. Support Vector Machines. Lle anroputm kiacudikariii, METOI SKOTO € TOLIYK
ONTUMAIILHOT MEXi (TaKO BiZIOMOT SIK TIMEPIIONIMHA), sIKa HalKpale po3AUIs€e TOUKH TaHHX
13 pi3HUX KiaciB. J[Jis1 BUSABIEHHS KEWUJIOTepiB Il KJIACH 3a3BHYal € «KEHIOrepoM» 1 «He-
KeHIorepoM», e METOIO € MpaBHIbHA KJIAacH(iKaIlis Mpouecy Yu MporpaMu Ha OCHOBI HOTo
[MOBEIIHKOBUX OCOOIMBOCTEN.

[TpuHuMn poOOTH aNrOPUTMY.

- HaBuanns. Aaroputm anaii3ye mo3HaueHH HaOlp JTaHUX, 100 3HAWTH TiMEPILIONUINHY,
sKa HalKpalle po3aiisie KJIacu, MaKCUMI3YIOUH MapxKy; Kiacudikallis: 1jisi HOBUX, HEBIIOMUX
naanx, SVM Bu3Havae, Ha SKid CTOPOHI TINEPIUIOMIMHU 3HAXOAUTHCS TOYKA JaHUX,
kiacudikyouH ii BIAMOBITHO;

- Knacudikamis. Jns HOBUX HeBUIMMUX naHuXx SVM Bu3Havae: 3 SKOro OOKy

TINEePIIONMHYU 3HAXOAUThCSA TOUKA JaHUX 1 BIAMOBIIHO KIacu]iKyrOUH ii.
OMOPHWIN BEKTOP

OntumansHa
/ rinepnnoLlumHa

OMOPHMUIA
BEKTOP

MakcumansHa
rpaHb

Puc 3. Ilpuanun po6otu anroputmy “Support vector machine”

Onuc Merony BMSIBJIEHHSI Keiljiorepa 3a J0MOMOrol) MAIIMHHOTO HABYaHHA. XHUOHO
NO3UTHBHI Ta XHOHO HETaTHBHI OIIIHKM BHKOPHCTOBYIOTHCS ISl PO3PAaXyHKY KIUIBKOX
KOPUCHUX TMOKa3HUKIB JUIsl OLIHKH Mojenel. SIki MeTpUKHU OLIIHKU € HalOUIbII 3HAYYUIUMH,
3aJISKUTh BiJl KOHKPETHOI MOJieNli Ta KOHKPETHOI 3ajjaui, BapTOCTI PI3HUX HEMPaBUIIbHUX
kjacudikaiiii Ta Toro, 4u € Halip JaHUX 30aJaHCOBAHUM UM HE30aJaHCOBAHUM.

B Hamomy excriepuMeHTi MU 0yZieMO BUKOPHUCTOBYBATH JIaH!1 3 BIIKPUTOI'O J1aTaceTy pecypecy
kaggle [12] Ta BukopuctoByBatu Scikit-learn 616;110TeKy MaIIMHHOTO HABYAHHS 3 BIIKPUTUM
KOJIOM, III0 MICTUTh y OOl aJrOpUTMH MAITMHHOTO HaBYaHHS, 110 OyJM MPHUBEIEH] Yy PO3Iii
2.
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OOpanuii gataceT BKJIIOYae B cebe sK i1H(OpMAIIO O BUKOPUCTAHHS MEPEexi(sSK
Hanpukian, konoHku: “Total Backward Packets”, “Flow Bytes/s”, “Fwd Header Length”,
“Average Packet Size”), Tak 1 pobory 3 API dynkumismu(kononku “Source IP”,
“min_seg size forward”, “act data pkt fwd”, “Total Fwd Packets”). Came 1i o3naku OynyThb
KJIFOYOBUMH TSI BUSIBJICHHSI HASIBHOCTI poOOTH Keitorepa.

biiok-cxema MeToay npuBeieHa HA PUCYHKY 4:

HopManisauin JaHHy T3
JABAHTANEHHA Ofpodka nigroTosta oo BuzingH4A o3HaK
CUPHY, LBHHMY CHDHY [LaHHMY EMKOPHMCTHHA LNA Knacudikadi
aAnFOPUTMOM

PoagineHHa QanHmx
- HaHaEuaneHiTa | TPEHYBAHHA |
TELTYEaHHR

OTpUMaHHA
peynLTaTie

Puc 4. Cxema ekciepuMeHTy

Iepur 3a Bce garaceT MOTPiOHO MIArOTYBATH JIJIsl BUKOPUCTAHHS Nepel] TPEHYBaHHAM
mozeni. [ boro BUJaIMMo BC1 CTPOKH, IO MICTAT “nan’’(03HaKH, 10 HE MAIOTh 3HAYCHB) T
3aiiBl NMpu3HaKu. Bci anroputmu, 1o BUKOPUCTOBYIOTHCA B JOCIHIDKEHHI € alropuTMaMu
kinacudikamii, a OTKe Tak 3BaHUMHU “‘aIrOpUTMaMH 3 BuMTeneM”. “Bumrenem” y martaceri €
kosionka “Class”, mo Bka3ye HasBHICTh(3HaueHHs ‘“Keylogger”), abo BiACYTHICTH poOOTH
keiorepa(3HadenHs “Benign” y komnonmi). Po3nminmBimm naracer Ha JBa OKPEeMHX: IS
HaBYaHHS Ta TPEHYBAaHH, MM TaKOX JLJIMMO KOKEH 3 HUX I11€ Ha JIBa: NepIIMi 3 1aTaceT 3 BCciMa
npu3HakaMu 6e3 kojoHku “Class”, mpyruii qatacet oKpeMo TiTbKH KOJIoHKY 3 “Class”, Hamum
BUHUTEIIEM.

Ha nipoMy ertami gaHi roToBi 11 BUKOPUCTAHHS alrOPUTMAMU MAIIMHHOTO HAaBYaHHS,
peai3aliro SKUX MU B3sUTH 3 BiIKpHTOi 0i0moTreku Scikit-learn. ITepemnapiim mataceTsl 3 BCiMa
NpU3HAKaMU Ta “BUUTEIIEM, 32 JOMOMOTO0 010710TeK MU OTPUMAIIH PE3yJIbTaTH AITOPUTMIB
MAallMHHOTO HaBYaHHS, a caMe iX IPOTHO3 BIHOCHO KOXKHOTO PSJIKa y TPEHYBAIbHOMY
nataceTsl. CaMe 111 BUXI1IHI O1HApHI MMOKa3HUKU CTaHYTh 0a3010 JUIsl BU3HAYCHHST MOYKIUBOCTI
BUKOPUCTAHHS MAllMHHOTI'O HABYaHHS y BUSBJIICHHI Kelorepa.

Jliss BU3HAUEHHS TOYHOCTI pe3yabTaTy MOJENi MU OyJIeMO BHKOPHCTOBYBATH METPUKY
Accuracy, 1110 ONIUCY€ETHCSI HACTYITHUM PIBHSHHSIM:
Accuracy=(TP + TN) /(TP + TN + FP +FN) * 100 (1)
ae
TP - true positive - mpaBUIBLHO MPU3HAYEHI TO3UTUBHI KJIacu(ikarii
TN - true negative - mpaBUILHO MPU3HAYEHI HETaTUBHI Kiacu}ikarii
FP - false positive - xuOHO Npu3Ha4YeHi MO3UTUBHI Kjacudikaiii
FN - false negative - xubHO npu3HaueH1 HEraTUBHI Ki1acu(ikamii
Accuracy - 11e 4acTka BCiX Kiacudikaiii, ki Oyiau NpaBWIBHUMHU SK MO3UTUBHUMH, TaK 1
HETraTUBHUMHU.
recision - 1€ YacTKa BCIX MO3UTHBHUX Kiach(Dikalliid MoJIesi, K1 HaCIpaB/i € MO3UTHBHUMU.
MareMaTHYHO OMHUCY€ETHCS HACTYITHUM PiBHSHHSIM:

Precision = (TP) / (TP + FP) 2)
Recall - wuactka Bcix (akTHUHHUX TO3UTHUBHUX pE3YyJibTaTiB, SKi OyJIM MpPaBUIBHO
KJacu(ikoBaHi SIK TO3UTUBHI

Recall = (TP) / (TP + FN) 3)

Pe3yabTaTn gociigkeHHss Ta o0roBopeHHs. B xoxai excnepuMeHTy OyinO BHKOPHUCTAHO
HACTYIHI aJlrOPUTMH MamnHHOTrO HaBuaHHsA: RandomForest, DecisionTree, SVM, KNN mns
i naracery 3 Kaggle [12] Ta oTpumany HacTynHi pe3yabTaTu:
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Accuracy, %

Random Forest Decision Tree SVM kNN
PI/IC 5. Pe3yﬂBTaT BHU3HAYCHHA MeTpI/IKI/I TO‘IHOCTi aJIropI/ITMaMI/I MAIIMHHOI'O HABYAaHHA

Recall, %

Random Farest Decision Tree SVM kNN

PI/IC 6. PC3YJ'IBTaT BHU3HAUCHHA MeTpI/IKI/I IIOBHOTH aJIFOPI/ITMaMI/I MAIIIMHHOTO HABYAHHIA
Precision, %

Random Forest Decision Tree SVM kNN

Puc 7. Pesynbrar BuU3HAYCHHS YAaCTKU TO3UTUBHUX KIACH(IKAIii anropuTMamMu MaITuHHOTO
HaBYaHHS

PesynbpTati qOCTiAKEHHS 3BEICHO Y MiICYMKOBY TaOIUITIO:

Tao6auus 1.
PesynbraTi MPOBECHOTO EKCIIEPUMEHTY
Hasgpa anropurmy Accuracy Recall Precision
Random Forest 0,97 0,97 0,97
Decision Tree 0,93 0,93 0,93
SVM 0,96 0,96 0,96
KNN 0,96 0,97 0,99

256



IHOOPMATUKA TA MATEMATHUYHI METOAU B MOJAEJIFOBAHHI = 2024 = Tom 14, Ne 3

Buxonsun 3 orpuMaHux pe3ynbTaTiB(AuB. Taba. 1), MM OTpUMaaud BHUCOKI OITIHKH
HAIIHOCTI BUSBJICHHS KEUJIOTEPIB MPAKTUYHO JIJIS YCiX 0OpaHUX METOIB, B ACSIKUX BHUITAIKAX
nocsiraetbest 97% tounicth. RandomForest, KNN, SVM mnoka3anu Haiikpali MOKa3HHUKHU 3
TOYKH 30py TOYHOCTI, a DecisionTree — naiiripmi. lle mokasye, mo naHi anroputMu A00pe
MIIXOMATh JJIsi BUSBICHHS pOOOTH Keiyorepa y CHCTeMi 1 MOTpeOyrTh OUIBII TIIMOOKOTO
BUBUYCHHSI.

BucHoBkH. 3a J0MOMOTOI0 TMiAXOMy MAIIMHHOTO HAaBYaHHS MH MOXEMO BUSBISITH

pi3HOMaHITHI HeOe3meuHi [ii, sKi BUKOHYIOTh KEUJIOrepyu B CHUCTeMi. Y IbOMY JOCIIKEHHI

OyJi0 JIOBE/ICHO, 10 AITOPUTMU MAIIMHHOTO HABYAHHS MOXYTh OYTH BHKOPHUCTOBYBaHI st

BUSIBJICHHST POOOTH KEWJIOTepiB 1 IIMUTYHCHKOTO IMPOrpaMHOro 3ale3nedeHHs. BUCHOBKU

TPYHTYIOTBCS Ha YHCJICHHUX IMOKa3HUKAX 1 HaJaHi Ha OCHOBI 3BITy MPO KaTErOpU3aIlilo s

BU3HAUEHHS MPOAYKTHBHOCTI CHUCTEMH TIPH BHSBJICHHI IIMUTYHCBKOTO IPOrPaMHOTO

3a0e3reueHHsl Keisiorepa. Y 3amporoHOBaHOMY METOI MU BUKOPUCTAIU KUIbKA aJITOPHTMIB

MAIIMHHOTO HaBYaHHS Ui Kiacudikaiii Habopy maHuX Keimorepa: k-HalOIMKIuX CyciliB

(KNN), RandomForest, [lepeBo yxBanenus pimens (Decision Tree), Support Vector Machine

knacudikaropu. RandomForest gocsr Haiikpamioi Tounocti 97%, toxai sik Decision Tree mae

HalHMWK4Yy TOYHICTE 93%. MaiiOyTHa poOoTa NpPOJOBXKYBAaTHME BHUBYATH MPOOJIEMY 3

BUKOPUCTAHHSM OLIbII TMEPEIOBUX TEXHOJIOTIN Y KiIacudikaii 3 BUKOPUCTAHHIM TIHOOKOTO

HaBYaHHS, 1100 MiABUIIKTH Oe3MeKy KOpHCTyBaya Bil poOOTH Keitorepa.
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DETECTING THE WORK OF KEYLOGGERS IN THE OPERATING SYSTEM
USING MACHINE LEARNING METHODS

H.D. Shybaiev!, O.A. Halchynsky?

Ihor Sikorsky Kyiv Polytechnic Institute
37 Beresteyskyi Avenue, Kyiv, 03056, Ukraine
Emails: K233@ukr.net'; hleonid@gmail.com?

This article presents a methodology for detecting keyloggers using machine learning methods. Keyloggers are a
common form of malware that captures keystrokes to steal sensitive data, posing a serious security threat to users
and organizations. Traditional detection methods often rely on signature-based approaches that can be
circumvented by advanced, polymorphic, or fileless keyloggers. This research uses machine learning (ML) to
detect anomalous behavior and patterns indicative of keylogger activity.The authors explore various machine
learning models, including decision trees, support vector machines (SVMs), random forests, and neural networks,
to classify normal and malicious system behavior. Experiments were conducted to evaluate the precision, accuracy,
recall, and F1 score of different ML models. The results show that ML-based methods can significantly improve
the detection rate compared to traditional methods. The study also discusses potential challenges such as false
positives, generalizing the model to new variants of keyloggers, and the need for ongoing training to adapt to
evolving malware. The findings suggest that an ML-based detection system can offer a robust and adaptive solution
to combat keyloggers, highlighting the importance of integrating artificial intelligence into cybersecurity
infrastructure.

Keywords: machine learning, keylogger, artificial intelligence
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METOIUKA MIPUAHATTS PIIIEHB 3AJIAY BAT'ATOKPUTEPIAJIBHOI'O
BUBOPY 3A J1OIIOMOI'OIO BJOCKOHAJIEHHA METOAY TOPSIS

}O.M. FOpuenxo!, H.IT. Bonkoga?

Hamionansuuii yHiBepcuTeT «O1echbKa MOJIITEXHIKa
1, llleBuenko np, Oneca, 65044, Ykpaina
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3ampornoHOBaHO  METOAMKY  IATPUMKH — TPUHHATTS ~ pilleHb Uil 3aj1adi
OaraTokpuTepialbHOr0 BUOOpY IUIIXOM BiockoHaneHHs: Metoay TOPSIS. Byio nposeneno
OTJISIT Ta TIOPIiBHSHHS OaraTOKpUTEpiaJbHAX METOMIB MPUUHATTA pPillleHb, SKi HAWOUIBII
YacTO  3aCTOCOBYIOTh  [UI  3HAaXO/UKEHHS  HAWKpamoro pimieHHS B yMoOBax
OararokpurepianpHoCcTi, a came meronu: AHP, MAHP, ELECTRE, TOPSIS ta SMART.
[NopiBHSHHS METOIB MPOBOAMIOCH C TOYKH 30py OTEPATHBHOCTI, JOCTOBIPHOCTI, CTIHKOCTI
Ta MPOCTOTH peamizamii. bymo BUSABICHO HENOMIKM Ta MEpEeBAard PO3INITHYTHX METOMIB 3
aHami3zy sAKuX OyJo 3pobieHo BHCHOBOK, mo Mmerox TOPSIS e mpoctum y peamizarmii Ta
XapaKTepU3yEThCsl BUCOKOIO ONEPATHBHICTIO Ta TOCTOBIPHICTIO Ta IIMPOKO 3aCTOCOBYETHCS
JUTSL TIITPUMKH IPUHAHSTTS PillieHb B Pi3HUX rany3sx. OcHoBHUMU eTanamu Metony TOPSIS
€ HOpMaJi3alis JaHuX, MOOYOBa iJ€albHOrO Ta aHTi-€aIbHOr0 BEKTOPIB, PO3paxyHOK
BiJICTaHEHl 10 BEKTOPIB, 00UHCIICHHS KOCQII[IEHTIB OJIM3bKOCTI HA OCHOBI SKHX OOUPAETHCS
Haiikpamie pimenns. [Ipore meron TOPSIS He mo30aBneHuii Hemomikis. Jlas BUpilICHHS
npoOieMu BUOOPY il€albHOTO Ta aHTIi-iealIbHOTO pillleHHs, B poOOTI 3arporoHOBaHO
BIOCKOHAJICHHSI METO/Iy Ha OCHOBI Yy3arajbHEHOTO cepegHbOro. IIpoBeneHmil drcensHUN
eKCIIEPUMEHT I10Ka3aB, [0 Yac 3HaXOKEHHS HAMKpamoro pillleHHS 3aJeXHUTh BiJl THILY
y3araJbHEHOr0 cepeaHboro. HaiiOinpmr onepaTMBHUMH BUSBHIMCS OOYMCIIEHHS 3a
MaKCUMYMOM 1 MIHIMYMOM, 1 Jaji B TOPSOKY 3HI)KCHHS OIEPAaTUBHOCTI: CEpeIHE
apupMeTHIHE, TApMOHiitHe Ta reoMeTpudHe. Po3pobirennii Bjockoranennit Mmerox TOPSIS
€ OUTBII THYYKHM B HAJIAIITYBaHHI Ta MOXKe OYTH 3aCTOCOBAHUH AJIs OLIBII IHPOKOTO KiIacy
3aj1a4, 10 MOKe OyTH KOPUCHHUM JUIsl 3aCTOCYBaHHS HAYKOBLISIMH Ta IIPAKTHKaMH y 0ararbox
rajy3sx.

KoarouoBi cioBa: OaraToxputepiaibHi MeToau NMpuiHATTS pimenb; MCDM; y3aranbHeHe
cepelHe

Beryn. V cydacHuX ymoBax B 0Oaratbox cdepax IiSUIBHOCTI Iepes] 0co0or0 sika mpuiimae
pimenns (OIIP) BuHHMKae 3ajada 3HAXO/KEHHS HAWKpaIIoro pilieHHS B 3ajadax BUOODY,
HalpUKIaJg B TaKUX ramy3sx sK Oi3HecC, MEIUIMHA, OXOPOHAa HAaBKOJIMIIHBOTO CEPEeOBHUIIIA,
nepkaBHa mnomithka [1]. 3HaXomKeHHs pIIIEHHsS Takol 3aJadl 4acToO YCKJIAJHIOEThCS
3pOCTaHH]M KIUIBKOCTI albTEepPHATHUB Ta KpurTepiiB, 3a saxkumu OIIP Hamae ouiHku
anbTepHATHBaM, a TaKOXX HEMOJKJIMBICTIO MOPIBHATHU albTEPHATHBU B YMOBaX KOH(DIIKTY
KPHUTEPIiB, KOJIU 3a IEIKUMHU KPUTEPISIMH OJIHA aIbTEPHATHBA € KPAI0l0, a 33 IHITMMH TipIIO0.
Bunnkae 3agada OaraTokpuTepiasibHOI ontuMizalii [2] 1 moctae mpobiaema BHOOPY METOIY,
KU Ou 3a0e3meuyBaB 3HAXOKEHHs JIOCTOBIPHOIO pillleHHs, OyB NMPOCTUM y peaiisaiii, a
TaKOXX XapaKTepHU3yBaBCS BUCOKOIO OMEPATUBHICTIO Ta CTIAKICTIO. [IJIsl 3HAXOKEHHS PIllIEHHS
TaKUX 3aj1a4 3aCTOCOBYIOTh OaraTOKpUTepialbHI MeTOIU NpUHHATTS pimeHs (Multiple Criteria
Decision-Making (MCDM) methods), Hai101b111 BiTOMUMH Ta HalOLIBII 3aCTOCOBYBAHUMU €:
AHP (Analytic Hierarchy Process), TOPSIS (Technique for Order of Preference by Similarity
to Ideal Solution), ELECTRE (ELimination Et Choix Traduisant la REalit¢), SMART (Simple
Multi-Attribute Rating Technique) Ta inmi [1, 3-5].

B [1] nokazano BaxuuBicTs MeToAiB MCDM nipu po3B's3anHi 3a1a4 OararokputepiaabHOT
ONTHUMI3aIll B YMOBax CKJIQTHOCTI BUOOPY, III0 BUHUKAE Yepe3 KOH(IIIKT KPUTEPIiB, BEIUKY
KUTBKICTh T4 HEOAHOPIAHICTH anbTepHATHB. [lokazaHi CHIIBHI Ta CIIA0KU CTOPOHU KOXKHOTO
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posrisayroro mMerona MCDM Ta oOMexeHHsS iX 3acTOCyBaHHA. 3 MPOBENEHOrO B pOOOTI
aHajizy 3'sicoBaHo, mo BuOip meroxy MCDM 3anexuTh BiJ TOCTAaHOBKH 3a1ady Ta 3
ypaxyBaHHSIM yMOB TPUUHATTS pimeHb. Tak meron AHP, He3Bakarouun Ha Te, IO BIH €
MaTeMaTUYHO OOTPYHTOBAHUM 1 JI03BOJIIE OOPOOJIATH JaHl Pi3HUX THMIB [5], 3a pI3HUX yMOB
MOY€E BHUSBHUTUCH HEE()EKTUBHUM 3 TOUKH 30pY ONEPATHBHOCTI, TaK SIK MOTPeOye BETHKHUX
YaCOBHUX 3aTpaT MPH MOPIBHAHHI BAXKJIUBOCTEH ajJbTEPHATHB Ta KPUTEPIiB HA PI3HUX PIBHAX
iepapxii. Merogu rpynu ELECTRE Takox BUSIBISIOTbCS HESPEKTHMBHUMHU 3 TOYKH 30Dy
onepatuBHOCTI. OMHUM 3 e(PEKTUBHHMX 3 TOYKH 30py ornepartuBHocTi € meton TOPSIS [6],
OCKIUIBKM BiH JI03BOJISIE€ IIBUAKO IPOBECTH PAH)KyBaHHS ajlbTEPHATUB Ta OOpaTH HalKparie
pIIICHHS, OIIHIOIOYH aJIbTEPHATUBH 32 1X BIJICTAHHIO Bij ineanpHOro pimeHHs. Merog TOPSIS
BpaxoBye 1 imeanpHe pimeHHs 1 aHTi-igeanpHe pimenHsa. [Ipore meron TOPSIS He
1M030aBJIeHUH HEAOJIKIB, 0 SKUX MOXHO BIJIHECTH HACTYITHI: BHOIp 1/1€aIbHOTO PIIIEHHS 1
aHTI-17IeaJIbHOTO DIlICHHSI € CYO'€KTUBHHUM; KpUTEpil MOXKYTh OyTH HENIHIHHO 3aJIeKHUMU;
HECTIWKICTh PIIIECHHS MPH 3MiHI BXIIHUX JaHUX. J[aHi HEAOJIKM MOXXYTh IPHU3BECTH IO
NPUKRHATTS HEBIPHUX PIllIeHb, B 3aJISKHOCTI Bl cienniku 33124 Ta YMOB IPUHHSATTS PillICHb.
Takum YMHOM, aKTyaJbHUM € BJIOCKOHaleHHsa Merony TOPSIS nns  3MeHmieHHs
Cy0'eKTUBHOCTI y BHOOpI iJ€aJIbHOTO 1 aHTI-1JICaIbHOTO PIMICHHS, a TaKOX ITiIBUINCHHS
OTEepaTUBHOCTI Ta CTIMKOCTI METOly B YMOBaX BEJIUKOI KiJIbKOCTI aJbTEpPHATUB Ta KPUTEPIiB.
AHaJi3 JiTepaTypHHX JKepes Ta MOCTaHOBKA nmpodJjemu. Hapasi, B HaykoBiil JiTepaTypi
ICHYy€ BeJIHKa KIJIbKICTh pi3HOMaHITHUX MeToAiB MCDM, 1110 3aCTOCOBYIOTHCS JIJIsl IPUAHSATTS
pimeHs B 3amavyax 3 Oaratbma Kputepisimu [1-6]. s KOXKHOTO 3 IMX METOMIB TaKOX
po3pobseHo Oarato Bapialliid, METOIO SKHX € ajamnTallis 0a30BUX METOMIB ISl BUPIIICHHS
OUTBII IIMPOKOTO KJIACy 3ajad.

Meron AHP (Analytic Hierarchy Process) [3] mo3Bossie npeacTaButu CKIaTHy npobiemy
y BUIJISII 1€papXivyHOi CTPYKTYpH, IO pOOUTH MPUHHATTA pimieHs 3po3yMmimnM. Lleit meron
JT03BOJISIE BPAXOBYBATH SIK KUIBKICHI JaHi, Tak 1 €KCHEPTHI OL[iHKU, Yy TOMY YHMCHI SKICHI, Ta
JIO3BOJISIE  TIEPEBIPUTH Y3TO/UKEHICTh CY/KEHb Ta YHHKHYTH CYIEPEWIMBHX OIIIHOK 3a
JOTIOMOTOI0  PO3PaxyHKY Koe(illieHTy y3rojkeHocTi. Hemomikamu MeTOqy € HH3bKa
ONEpPaTUBHICTh, 3aJE€KHICTh Bl €KCHEPTHUX OILIHOK Ta YYTIUBICTH JI0 HEBEIMKHX 3MIH Yy
naHux. Hespaxaroun Ha Henoiiku, Metoq AHP 3acTocoByroTh 10 MIMPOKOro Kiacy 3ajaad
OaratokpuTepiaJbHOTO MPUUHATTA pimeHb [7]. 3 Meroro mokpaimenHs metonxy AHP Oymo
po3pobneno meron MAHP [7]. Meton MAHP no3BonuB 3HU3UTH CY0'€KTUBHICTH B OLIIHKAaX
eKCHepTiB, 3a paxyHOK 3alpollOHOBAHOIO  PO3PaXyHKY Y3arajJbHEHOTO KpHUTEpilo 1
3a0€3MeuuTH CTa0UIbHICTD PE3YJAbTATIB IPU HE3HAYHOMY 30UIbILIEHH] BX1THUX JaHUX.

Meton Electre [8-10] cxoxwuit 3a Hemponikamu Ha metoq AHP: Hu3bKa OmepaTUBHICTS,
po0oTa 3 KUIbKICHUMU Ta KICHUMH JaHUMH, YyTIUBICTH 710 3MiHU JaHuX. [Ipore meron Electre
TaKO’K BPaxoBYe KOHQIIIKTHI KpUTEpii.

VY po6orti [11] geTanbHO onrMcaHo BCi IepeBaru, HeJ0IKU Ta oomexeHHss MmeTory SMART,
KM € ONEepaTUBHUM 3 TOUKH 30py BuTpaT yacy OIIP mig yac mpuiHATTS pimieHb. Yci
3a3Hau€Hl METOAM BIJIPI3HAIOTHCA THM, IIO JUIsI pOoOOTH MOTPeOyIOTh €KcrepTa 4Yd IpyHu
€KCIEepTiB, 110 MOXKe OyTH MpoOIeMaTHYHUM B pealbHUX YMOBaX.

Meton TOPSIS 0OyB npexacrasnenuit B poborax [6, 11-13]. Ha BiamiHy Bia pO3TIISIHYTHX
metoaiB MCDM, meton TOPSIS € npoctum B peanizanii Ta He noTpedye 3arpar Big OIIP ms
HaJIaHHS OIIHOK aJbTEPHATUB 32 KPUTEPISIMHU, 110 € HOTO CYTTEBOIO TEepEeBaroro, mo pooHuTh
Horo noctaTHbO yHiBepcadbHUM. [IpoTe I1i OLIHKK € TUIbKHM KUIBKICHUMH, IO € HEIOJIKOM
metory TOPSIS. V 3a1auax 3 BeTUKOIO KUIBKICTIO alIbTEPHATHB Ta KPUTEPIiB, 0OCST yacy, siIKui
€ HEeOOXiTHUM JJs TOUIYKY ONTHUMAJBHOTO pIIIeHHS, MIBHJIKO 3pOCTa€, L0 3HIXKYE
OTIEPATUBHICTH METOAY TIPH HOTO 3aCTOCYBaHHI TiJ Yac BUPIMICHHs MOMIOHUX 3am1ad. Takum
YUHOM, IIOCTA€E 33]a4a 301IbIIEHHS ONEPaTUBHOCTI METOTY.

Opniero 3 nepear Merony TOPSIS € onepatuBHICTb, sika 3HUKYETHCS 31 30UIBLICHHSIM
KUJTBKOCTI QJIbTEPHATHB Ta KPUTEPIiB.

260



IHOOPMATUKA TA MATEMATHUYHI METOAU B MOJAEJIFOBAHHI = 2024 = Tom 14, Ne 3

OxkpiM TOrO, ICHYE psiJl TPOOJIEM i Yac BUKOPHUCTAHHS METOJY, HallpUKJIaJ, mpodiema
BU3HAYCHHS BaroBUX KOEQIII€HTIB JUIs KpUTepiiB g 3actocyBanHs merony TOPSIS B
3a/1auax, Jie KpUTepii MaroTh Pi3HUM CTYMIHb BXKJIUBOCTI, 110 OyI10 AoCiiKeHo B poboTi [11].

Meton TOPSIS mae nekinbka BIOCKOHAIEHB, IO JIONOMAararoTh PO3IMIMPUTH KIIac 3a1ad,
JI0 IKUX MOkHa 3actocyBatu metoa. Hewitkuii TOPSIS [12] 3acTocoByeThCs 10 3a1a4, A€ JaH1
MPEJCTaBICHI y BUMUIAI HEUITKMX MHOXHH a00 IIHTBICTUYHUX 3MIHHHX. [HTepBambHUI
TOPSIS [11] 3actocoByeThCcst 10 3amad 13 IHTEPBAIBHUMHU JAHUMHU, KOJW TOYHI 3HAYCHHS
KpPHUTEPiiB HEBIIOMI, aJie BU3HAUEH] IXHI1 Jiara30HH.

Kpim nporo, B metoi TOPSIS BuOip MO3UTHBHUX 1 HETAaTUBHUX i/1€aliB € CYO'€KTUBHUM,
TOMY TIocTae 3anada y3araapbHeHHs meroxy TOPSIS nns 3umxenns By OIIP Ha oniHku
albTepHATHUB 32 KPUTEPISIMHU.

Byno npoeneno nopiBasiaAS MeToaiB MCDM, siki € HaiOLIbII YaCTO BUKOPUCTAHUMU
TOPSIS, SMART, AHP, MAHP, ELECTRE. Pe3ynapTaTu nopiBHsSHHS HaBeIeHO B TaOymii 1.

Taoauns 1.
[TopiusaHS MeToiB MCDM
[TapameTp TOPSIS SMART AHP MAHP Electre
BzaeMo3B's3ku Hemae Hemae YacTtkoBO YacTkoBO €
KpHUTEPiiB
IIpocroTa IIpocruit IIpoctuit CkagHui CkiagHui CxIagHun
peadizamii
OneparuBHicTh | Bucoka mis manux | Bucoka Hu3sbka ns Husbka uepes Husbka
JMAHWUX. SHIKYEThCS | JJIS MJUX | BEJIUKUX 33724 0o0unCIeHHS 3 4yepes
JHIAHO 31 JAHUX (baraTto mapHux | HewiTKMMU KIJIBKICTB
301IBIICHHAM MIOPIBHSHB) YHCIaMU o0uucieHb
KPHUTEPIiB i IUTS TIOPOTiB
ANbTEPHATHB 1 MaTpHIb
3acTocyBaHHSA 3arajipHi 3aBIaHHI 3aranpHi 3aBmaHHs 3 3aBmaHHs 3 3aBaaHHs 3
3aBJaHHs iepapXiqHOIO HEBU3HAYCHUMH SIKICHUMH
CTPYKTYPOIO OIlIHKaMHU OIliHKaMu
Tumn xputepiis Touni ymncioBi Touni [MapHi HeuiTki ouinku ta | TouHi
OLIIHKH YHCIIOBI MOPIBHSHHS HapHi NOPIBHSAHHS | KUIBKICHI Ta
OLIIHKU (sixicHi Ta SIKiCHI
KUTBKICHI) OILIIHKH
Iotpedye Hemae Hemae € € €
BTpy4yaHHs OITP

Ha ocHoBi mpoBeneHoro ananizy 3 nopiBHsAHHS meroniB MCDM Oyno BusiBiI€HO, 110
meroqun TOPSIS ta SMART € mpoctumu B peamizaiiii Ta XapakTEPU3YIOTHCS BHUCOKOIO
OTIEPATUBHICTIO.

Merta Ta 3apaui podoru. MeToro poboTH € po3poOka METOAUKH MIATPUMKH IPUHHATTS pillIEHb
JUIs 3a1a4 OaraToKpuTepialbHOTO BHOOpPY uepe3 BAockoHaleHHs wmerony TOPSIS s
M1JBUIIEHHS OTIEPAaTUBHOCTI Ta CTIMKOCTI METOy B YMOBaX BEJIMKOI KUIBKOCTI allbTEPHATUB Ta
KPUTEPIiB Ta 3MEHIICHHsI CY0'€KTUBHOCTI MpPU BU3HAYECHHI 17€aJbHOTO Ta aHTIi-i/I€ATbHOTO
BEKTOPY. 7151 TOCATHEHHS MOCTaBIE€HOI METH HEOOX1HO BUPIIIUTH HACTYIIHI 3a/1a4l: aHali3
teopeTnuHUX ocHOB MeTony TOPSIS; Bnockonanenns merogy TOPSIS; excnepuMeHTanbHe
JTOCJTIJDKEHHS pO3p00JIEeHOT METOTUKH.

OcHoBHA yacTHHA. 32 pe3yiabTaTaMHu JOCHikeHHsS MeToliB MCDM B SKOCTI OMOPHOTO
METOy /Ul PO3POOKH METOIUKH MIATPUMKH MPUUHATTS pilieHb 0yno oopano meron TOPSIS.
3rigHo 3 metogom TOPSIS, Halikpamym pillIeHHSIM € Te, sK€ 3HaXOAWTbCS HAHOIuXk4e 10
17IeaTbHOTO PIIIEHHS 1 SIK HaiJaJIbIIIe BiJ aHTi-11€aJIbHOTO pillieHHs. MeToa 103BoJsie BUOpaTH
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HalKpally ajJbTepHATUBY, OLIHIOIOYU BiJICTaHb JO 11€AIbHOTO Ta AHTi-11€AJbHOTO PIllICHb.
Opniero 3 nepeBar merony TOPSIS € omepaTuBHICTB, siIKa 3HHKYETHCSA 31 30UIbIICHHSM
KUTBKOCTI aJIbTEPHATUB Ta KPUTEPIiB.

OkpiM TOroO, ICHYE psiJ IPOOJIEM i Yac BUKOPHUCTAHHS METOJY, HallpUKJIaJ, mpodiemMa
BU3HAYCHHS BaroBUX KOEQIIIEHTIB JUI KpUTepiiB g 3actocyBanHs merony TOPSIS B
3a/1auax, /e KpUTepii MaroTh Pi3HUMA CTYMiHb BaXKJIMBOCTI, 110 OyI10 JOCIiIKeHO B poboTi [11].

Meton TOPSIS mae mekinbpka BIOCKOHANIEHB, SIKI TOTIOMAararoTh PO3IMIUPHUTH KJIac 3a1ad,
110 IKUX MO>kHa 3acTocyBatu Metoa. Hewitkuit TOPSIS [12] 3acTocoByeThes 10 3a1a4, e AaHi
MPEJCTaBICHI y BUIJIAI HEUITKMX MHOXHH a00 IIHTBICTUYHUX 3MIHHHX. [HTepBambHUU
TOPSIS [11] 3actocoByeThCcst 10 3a1ay 13 IHTEPBAIBHUMHU JTaHUMH, KOJIM TOYHI 3HAYCHHS
KpPHUTEPIiB HEBIIOMI, aJie BU3HAYEH] IXHI1 /1alla30HH.

Posrasinemo anroputm metoxy TOPSIS, sikuit Bnepire 0yio 3arponoHoBaHo B [6, 14].

1. CrBOopeHHS MaTpUIll MOKA3HUKIB X 3 m albTEpPHATHB Ta 7 KPHUTEPiiB TAKUM YHHOM,

IO X, LE OL{HKA ;-0i albTepHaTHBH (i =1,...,m) Ta j-oro kpurepio, (j=1,...,n).

2. Hopwmaunizariis marpuiii nokazHukis X 3a (opmyIoro:

,i=1...,m, j=1..,n.

TakuM YMHOM OTPUMY€EMO HOpMaJi30BaHy MaTpHIIO R .
3. OtpumaHHS 1€aTbHOTO Ta aHTi-1/1€aJILHOTO PIIICHHS.

IneanbHe pinieHHs 1€ BEKTOp A’ , SKUi BU3HAYAETHCS HACTYITHUM YHHOM:

A7 =max/(r;), j=L..,n, Km0 ;-nit KPUTEPii MAKCHMI3y€eThCH,

A7 =min,(r;), j=1,...,n, KMo j-uii KpuTEpilt MiHIMI3yeThCS.
AHTI-iieanbHUH pillieHHS 11e BEKTOp A :

A; =min,(r;), j=1,.,n, IKM0 ;j-Mi KPUTEPiH MAKCHMI3YETHCA,

A; =max;(r;), j=L..,n, KO j-nii KPUTEPid MiHIMI3y€ThCS.
4. OOuMcieHHs €BKJIZOBOI BiACTaHi Bijl pIIEHb IO 1/1€aJIbHOTO Ta aHTi-11€aIbHOTO
PpILIEHHS:

5. OOumcneHHsT BIAHOCHOI OJIM3BKOCTI JO 1A€ambHOTO pIlIeHHS AN KOXHOI -TOi
aNbTepHATHBH 32 GOPMYJIIOI0

_ i
¢ DI +D;

6. Bulip Halikpamoro BapiaHTa, SK BapiaHTa 3 HaWOLIBIINM TOKAa3HHUKOM BITHOCHOI

OIU3BKOCTI J10 171€aIbHOTO PiIlIeHHS.

Ha erami 3, po3risiHyTOro alnropuTmy, mij 4ac OTpUMaHHS 1/1€aIbHOTO Ta aHTi-11€aJIbHOTO
pimens, OITP o6upae HampsiM ONTHUMAIBHOCTI KpUTEPIiB (MakcuMizalis a00 MUHUMHU3ALIUSA).
Januii etamn migkpecaoe cy0'eKTUBHICTh METOY, TOOTO 3alie)KHO Bij 3HaHb Ta onuty OIIP,
Bi/IOyBaeThCs O0OpaHHA HampsMy ONTHUMaJIbHOCTI. B naHiii po6OTi 3ampornoHoBaHO
BIockoHaneHHs: metony TOPSIS 3amns posmupeHHs Kiacy 3ajad, 10 SIKHX MOXe OyTH
3aCTOCOBAaHMN METOJ], 30UIBIIEHHSI ONEPATUBHOCTI Ta 3MEHIIEHHS CY0'€KTMBHOCTI METOMY.
Taxkum urHOM, Ha eTarni 3 6a30BOr0 METOY MPOMOHYETHCS MM/ Yac OTPUMAaHHS 1/1eaIbHOTO Ta
aHTI-17IeaJIbHOTO PIlIeHHs CHHPATUCh HAa BHUKOPHUCTAHHS Y3arajJbHEHOTO CEPEIHbOTO, SKE
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TaKOX 1HOJI Ha3WBAIOTh KBa3l-apu()METUYHUM cepelHiM un [ - cepenHim [1,4]. Hexait /CR,
iHTepBal AIMCHUX 4uced Ta f :[—R 1ie HelepepBHa Ta iH €KTUBHA (QYHKIis, TOA1 Ul YUCEN

X;,...,X, € ] y3aranpHeHe cepeqHe [4] BU3HaUaeThCsl HOPMYIIOIO:

GenM, (5.s%,) = 0 3£ 5).

VY SKOCTI cepeHhOro MoXxe OyTH oOpaHe Oyab-sIKe YHCIIO 3 iHTEpBalTy BiJl HAWMEHIIIOTO
quciIa 0 HaOUTBIIOTo Yiciia BUOIPKH, BKIIOYAal0YH HAliMEHIIIe Ta HailO1IbIle yicia, CepeaHe
apudMeTUYHEe, CEepeIHE TEOMETPUYHE, CEepeaHE TapMOHIWHE 1 momiOHi. Takoxk, y SKOCTI
Cepe/IHIX MOXKYTh OyTH BUKOPUCTaHI CTATUCTUYHI MOKa3HUKHU: Moja Ta Meiana [10].

TakuM YMHOM OTPUMYEMO AJITOPUTM JJIA BIOCKOHaneHoro meroay TOPSIS.

Brockonanennit meroq TOPSIS peanizyeTbest 32 HACTYITHUM allTOPUTMOM:

1. CtBopeHHs MaTpHIll MOKa3HUKIB X 3 m albTEpPHATUB Ta 1 KPUTEPIiB TAKUM UYHHOM,

L0 X; Le OLIHKA -0 aJIbTEPHATHBH Ta j -OI0 KPUTEPIIO.

2. Hopwmaurizariis matpuili nokazHukis X 3a GopMyIioro:

——,i=L...m, j=1,..,n

OTtpumyemMoO HOpMaJi30BaHy MaTpHUIIO R .
3. OtpumaHHS 1€aTbHOTO Ta aHTi-1/1€aJILHOTO PIlICHHS.

Ineanpauii BeKTOp A" :
A;:Gean(rl]7 *9 m]) ]_1

AHTI-11eaTbHUN BEKTOp A~
A;:GenMg(rlja s mj) _]

4. OOuMcieHHs EeBKJIZOBOI BiACTaHi BiJl pIIEHb IO 1/1€aJIbHOTO Ta aHTi-11€aIbHOTO
pILIEHHS:

5. OOuncneHHsT BIAHOCHOI OJIM3BKOCTI JO 1A€anbHOTO pIlIEHHS AN KOXHOI -TOi
JIbTEPHATHBH 3a (HOPMYJII0I0
_ i
X DI +D;
6. Bubip Haiikpamoro BapiaHTa, SIK BapiaHT 3 HaHOIBIIUM MOKa3HUKOM BiJIHOCHOI
OJIM3BKOCTI JI0 11€aJTbHOTO PIIICHHS.
ExcnepumMeHTalbHe  JOCHII:KeHHSI  po3podJieHoi  Meroguku. Jlms  gociimkeHHs
OTIEPaTUBHOCTI MeTOAY OyIi0 po3risiHyTo 6a3oBuit Mmetoq TOPSIS ta 3anmpornionoBane B paboTu
BrockoHaneHHs Metoay TOPSIS. B xozi gocnipkeHHs 0yi0 MPoBEASHO eKCIIEPUMEHT, a CaMe:
OyJ0 NOCHIIKEHO SIKUM YMHOM Ha OINEpaTUBHICTb METOJY BIUIMBAE€ BUOIp y3araJbHEHOTO
cepeiHboro. byno po3risHyTO Tpu BUNAIKH Uil OTPUMAHHS 1/1€aJIbHOTO Ta aHTi-11€aIbHOTO
pilIEHHS PO3TIISIIAIN TPU BUTAIKH:
1. B skocTi igeanbHOro pimieHHs ooupanu A" :
A =GenM (1;,....1,), j=1,..,n,ne GenM (1.

AHTI-ieanbHu BeKTOp A :

7, ) TIe MAaKCUMYM.

,m]

A4; =GenM,(1;.....1,,)), j=1,...,n, ne GenM (% ,,...,F,,) 1€ MiHIMyM.
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2. B sKocCTi igeanbHOro pimieHHs ooupanu A" :
A7 =GenM (1y;,....1,,;), j=L,..,n,1e GenM, (¥, ,....1;,;) 1€ cepeiHe apupMeTHYHE.

AHTI-ieanbpHUN BEKTOp A~ :
A; =GenM (1, ,..s1,,;), j=1,...,n, 1e GenM (1, ,...,1;,;) i€ CCPEIHE FCOMCTPHYIHE.

3. B skocTi igeansHOro pimeHHs ooupamun A" :
A7 =GenM (1,,....,7,.), j=1,...,n, 1e GenM, (1, ,....1;,;) 1€ cepeiHe apupMeTHUHE.

AHTI-ieanbpHUN BEKTOp A~ :
A; =GenM (1 ;,....1,,.), j=1,..,n,ne GenM (1,,....r,,) e Cepe/iHE rapMOHiiiHe.
B xonxi nmocmimkeHHs Oyno BHUKOHAHO IporpamMHa peamizaiis 0a30BOTO METOAYy Ta
3anmpornoHoBaHoro BrockonaneHoro meroay TOPSIS ta 3amipeHo yac, 3a sSKuil BiAMOBiIHI
METO/IH 3HaXOJATh Halikpare pitmeHHs. [ qocaipkeHHss poOoTH METOAIB OyII0 3reHepOoBaHO
MaTPHIIIO MOKA3HKKIB 3 IMOAATBIIAM 3HAXOKEHHSIM HAHKPAIoro pimeHHs 6a30BHM METOJIOM

Ta Moro BIOCKOHAJICHHIM. Pe3y.]'ILTaTI/I HpeI[CTaBJ'IeHi Ha pUCYHKY 1.
EEE TOPSIS Time
HEE GEN-TOPSIS Time

L 0.04
" 0.03

" 0.02

Hac BUKOHaHHS (c)

0

290 400
K’”b'(/crb

600
80

/1, .
5Tepyy Brys 1000 © (\\\(\\i\"

Puc. 1. IlopiBHsHHA yacy nomyky pimeHHs 6azoBuM merogom TOPSIS ta merogom TOPSIS
3 cepeHIM apu(METUUHUM Ta CEPEAHIM TapMOHIMHUM

B pesynbrari gochmipkeHHS OTpUMAlH, [0 HAWIIBUIIIE BiIOYBAETHCS OOYHCICHHS
MakCUMyMy Ta MiHIMyMy, a Jajii 3a 3pOCTaHHSIM 4Yacy OOpoOKH: cepelqHe apupMeTHyHe,
Cepe/IHE TapMOHiiTHEe, Cepe/IHE TEOMETPUIHE

Takox Oyin0 NMpoBENEHO TOCIIIKEHHSI TOYHOCTI OTPUMAHOT0 pimieHHs. J{1s mopiBHAHHS
OTPUMaHUX PIlIEHb B SIKOCTI KOHTPOJBHOIO MpHKIaga Oylo po3risHyTo 3amaua 3 [20-21].
HeoOxigHo oOpaTu Hailikpamie Micie Ui HoOYyAOBU aeporopTy, B SKOCTI ajJbTepHATUB
po3rasaanoch 4oTupu rwiomanku A, B, C, D, B SKOCTI KpUTEpIiB pO3TISAATIOCH: BapTICTh
oynosu (C)), Biactans Bif micta (C2), MiHIManbHUH IryMOBHIA BILTUB (C3).

BxinHi f1aHi 1 pe3yabTaTi 00YUCIIEHb MTpeICTaBieH] B Tabnuii 2.

Tabanns 2.
BxiaH1 faHi 1 pe3ynbTaTi 00YUCIEHb

Bxinni mani OTpuMaHi OI[IHKY aJIbTEPHATHB
C C. C, MAHP TOPSIS GEN-
TOPSIS
A 180 70 10 0,005 0,4632 0,4903
B 170 40 15 0,076 0,3514 0,4623
C 160 55 20 0,57 0,7093 0,5523
D 150 50 25 0,51 0,5 0,5246
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B pe3ynbrari 3acrocyBanus metoaie MAHP, TOPSIS 1 3anmponioHoBaHOT0 BJOCKOHAICHHS
metoxy TOPSIS naiikpamoro BHUsBHIIACS anbTEpHATUBA, KA BIAMOBINAE TUTOMIAMIl D ass
noOy/10BU aepoOmopTYy.

Kpim toro, 6ymno mociipKeHo CTIHKICTh pilmeHs 0a30BOr0 Ta BJIOCKOHAIEHOTO METOY
TOPSIS. B wmaTpuifo NOKa3HWUKIB J0JABalu PAIOK, IO JAyONr0€ ICHYHOUHMH PSIIOK
(ampTepHaTHBa NTyOIIOE IHITY AbTEPHATHBY). ByJ0 BCTAaHOBIEHO, 10 HalKpallle pillicHHs HE
3MIHIOETBCS HE3aJISKHO Bl TaKUX MAaHIMYJSINA 3 MaTPHIICIO MMOKAa3HUKIB, 110 CBIIYUTH IMPO
CTIMKICTh METO/IB.

AHaJoT14He TOCTIKEHHSI 0YJI0 MPOBEIEHO CTOCOBHO KPUTEPIiB. Y MaTPHIlIO MOKa3HUKIB

JI0JJaBalld CTOBITYMK, IO TyOJIO€ HasBHUU CTOBIMYMK (KPUTEPi AyOsroe iHIIMNA KpUTepiid).
ExcniepyuMeHT nokasas, 110 3a BCiMa METO/IaM1 HalKpalle PillIeHHs HE 3MIHIOEThCS HE3aJIeKHO
BiJl TAaKUX MaHIMYJIALINA 13 MaTpHUIEI0 MOKa3HMKIB. Lle CBiqUUTH MpO CTIMKICTH METOAIB 10
JIOJTaBaHHs CTOBITYMKA, 110 JyOJII0€ IHITUN KpUTEPin.
BucHoBku. Po3po0neHo MeTOIuKy MIATPUMKH TNPUHHATTA  pilleHb A 3agad
OaraTokpuTepiabHOr0 BHOOpY yepe3 BlIockoHaseHHs Mmeroay TOPSIS s minBuiieHHs
OTIEPAaTUBHOCTI Ta CTIHKOCTI METOAY B yMOBaX BEJIMKOI KIIbKOCTI aIbTEPHATHB Ta KPUTEPIiB Ta
3MEHIIEHHS CY0'€KTHBHOCTI IPHU BU3HAYEHHI 17I€alIbHOTO Ta aHTi-1€albHOrO PIlICHHS.

Byno mpoBeneHO MOPIBHSIIBHUI aHali3 METOJIB 0araTOKpUTEPialbHOTO MPUHHSATTS
pillleHb Ta BUSIBJICHO MepeBaru Ta HeAoaiku MetoiB. [IpoBenenuit anani3 nokasas, 10 METOJT
TOPSIS € npoctum B pearizaliii Ta XapaKTepU3YIOThCSI BUCOKOIO ONIEPAaTHBHICTIO, TOMY HOTO
0ys0 00paHo y AKOCTi 6a30BOTO ISl MOAAIBIIOI POOOTH.

Ha ocHOBI y3araJbHEHOTO CEpPEeIHBOTO OyJI0 peali30BaHO BIOCKOHAICHUW METOJI
TOPSIS, sikuit 1a€ MOXJIMBICTD 3aCTOCYBATH METOJ J0 OUIBII MIMPOKOT0 KJAcy 3ajau.

VY mpotieci YUCEIBHOTO EKCIIEPUMEHTY OYIJI0 JOCIIHKEHO BILTUB BUOOPY y3araJlbHEHOTO
CEepPEeIHhOr0 Ha 4Yac 3HAXO/DKCHHsS Hakkpamoro pimeHHs wmerogom TOPSIS Ta #oro
BJIOCKOHaJICHHSM. OTpHUMaNd, 10 HAHIIBUIIIUMHU € OOYHCICHHS MaKCUMyMy Ta MIiHIMyMYy.
HactynmHuMu 3a MIBUAKICTIO € cepelHe apu(MeTHYHE, cepeaHE TapMOHINHE, CepeaHe
TreOMETPUYHE.

Jns mepeBipku TouHOCTi pe3ynbraTiB MetoniB MAHP, TOPSIS i1 po3po0Grienoro
y3aranpHeHHs: TOPSIS Oyno posrasHyTo 3amady BHOOpY HaWKpamioi IUIOIIAJAKUA IS
OyniBaunTBa aeponopty [19]. Orpumanu, mo y3araneHenuir merox TOPSIS nHanaB Take x
came pilleHHs, [K 1 po3rIsaHyTl Bigomi metogu MCDM.

JlocniKeHHs ToKa3aJio BUCOKY CTiIMKICTh 0a30Boro Ta BJockoHaneHoro Metogay TOPSIS
0 MaHIMyJALIM 13 MaTpUllel0 MOKa3HUKIB. JlomaBaHHS psiika, 10 OyOJIO€ iCHYIOUYy
QIbTEPHATHBY, HE BIUIMHYJIO Ha pE3ylbTaT, L0 CBIAYUTH PO CTaOUIBHICTb METOJIB.
AHaJOrI4HO, 10/1aBaHHs CTOBIYKKA, IKUH yOIt0€ HassBHUM KpUTEPI, HE IPU3BEIIO JI0 3MIH Y
pesyibTarax, 0 MiATBEPKY€E CTIMKICTh METOAIB 10 TAKUX MaHIMYJISILIHN.

OTxe, MOXHa 3pOOMTH BHUCHOBOK, M0 kiacuuyHuid meron TOPSIS 3amumaerscs
e(EeKTUBHUM IHCTPYMEHTOM JJIsi 0araTOKpUTEpiaJbHOIO aHalli3y, ajieé BJOCKOHAIUI MeTon
TOPSIS HamaB MOXIHBICTh 3MEHIIUTH CYO'€KTUBHICTh MPU BU3HAYCHHI 11€aJTbHOTO Ta aHTI-
171eaJIbHOT0 BEKTOPY, IIPH LIbOMY METO/ 3a0e31euye BUCOKY TOUHICTh Ta ONEPATHUBHICTb..

[TepcrieKTHBH MOAANBIINX JOCIIKEHb MOXKYTh OyTH 30Cepe/PKEeHI Ha BJIOCKOHAJIEHHI Ta
KOMOIHYBaHHI PI3HUX METOJIIB JJIS MiIBUIIIEHHS TOYHOCTI Ta ONEPaTUBHOCTI METOY.
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DECISION-MAKING METHODOLOGY FOR MULTI-CRITERIA
SELECTION PROBLEMS THROUGH ENHANCEMENT OF THE TOPSIS

Y.M. Yurchenko', N.P.Volkova?

National Odesa Polytechnic University
1, Shevchenko Ave., Odesa, 65044, Ukraine
Emails: yuriy090202@gmail.com', volkova.n.p@op.edu.ua’

This paper proposes a decision-making methodology for solving multi-criteria selection problems by enhancing
the TOPSIS method. A review and comparison of multi-criteria decision-making (MCDM) methods commonly
used for identifying the best solution in multi-criteria environments were conducted. The analyzed methods include
AHP, MAHP, ELECTRE, TOPSIS, and SMART. The methods were compared in terms of operational efficiency,
reliability, stability, and ease of implementation. The analysis revealed the advantages and disadvantages of these
methods, leading to the conclusion that TOPSIS is simple to implement, exhibits high efficiency and reliability,
and is widely applied across various fields for decision support. The key steps of the TOPSIS method include data
normalization, constructing ideal and anti-ideal vectors, calculating distances to these vectors, and computing
proximity coefficients to determine the optimal solution. However, the TOPSIS method has limitations. To address
the challenge of determining the ideal and anti-ideal solutions, this paper proposes an enhancement of the method
based on generalized means. A numerical experiment demonstrated that the computation time for determining the
best solution depends on the type of generalized mean. The most efficient calculations were observed with the
maximum and minimum means, followed by arithmetic, harmonic, and geometric means in descending order of
efficiency. The developed enhanced TOPSIS method is more flexible in its configuration and can be applied to a
broader range of problems, making it valuable for both researchers and practitioners in various fields.

Keywords: multi-criteria decision-making methods; MCDM, ELECTRE, TOPSIS, SMART, AHP
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