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Accessibility has become a first-class quality attribute in UI/UX and web design, affecting
legal compliance, user equity, and business outcomes. However, teams often face practical
barriers when translating high-level guidelines into day-to-day workflows and measurable
engineering outcomes. This article consolidates established methods for implementing
accessibility in user interface design and presents a reproducible workflow that integrates
standards-driven evaluation, incremental code refactoring, and user testing with assistive
technologies. The study contributes to computer science and HCI by bridging normative
guidance with process-level tactics for UX and front-end teams, yielding actionable artefacts
(metrics, checklists, mapping tables) suitable for continuous delivery environments. We
synthesize literature and standards to define a stepwise pipeline: heuristic and WCAG-
oriented audits; prioritization of barriers by severity and user impact; minimal-change
refactoring (semantic HTML, ARIA roles/states, focus management, keyboard navigation,
contrast, error handling); validation via manual checks and automated tooling, plus user
testing with screen readers; regression control in CI/CD. The evaluation model includes
Accessibility Conformance Ratio, accessibility defect density, task success rate, time-on-
task, error rate, and an effort-normalized efficiency metric. Applied to a representative web
module, the workflow led to a systematic increase in conformance coverage and a reduction
in critical barriers, accompanied by higher task success and shorter completion times for users
relying on assistive technologies. Statistical tests on pre/post measures support the
significance of the observed improvements, while threats to validity and transferability are
discussed. The paper offers a reusable accessibility engineering approach, a compact
measurement model, and traceability from WCAG criteria to Ul/code changes and tests. The
results inform UI/UX designers and developers how to stage accessibility improvements
without disruptive redesigns, and how to embed accessibility gates into continuous delivery.
Keywords: accessibility; WCAG; UI/UX; web design; user testing; WAI-ARIA; refactoring.

Introduction. Accessibility of digital interfaces today is not only an ethical and social
requirement but also a clearly defined engineering task that directly influences audience reach,
user experience (UX) quality, and business results. According to WHO estimates, 1.3 billion
people - about one in six globally (=16%) - live with significant forms of disability; therefore,
every Ul/UX and web-design project inherently interacts with a large and diverse group of users
with specific interface and interaction needs (AT support, keyboard navigation, contrast, etc.).
Comparable estimates for individual countries (e.g., 28.7% of adults in the United States)
further underscore the scale of the phenomenon and the need for a systematic engineering
response.

At the EU regulatory level, the European Accessibility Act (Directive (EU) 2019/882)
takes effect from 28 June 2025, extending requirements to a broad range of private-sector
products and services (including e-commerce, e-books, banking services, mobile apps, self-
service terminals). Previously, Directive (EU) 2016/2102 already applied to the accessibility of
websites and mobile applications of public-sector bodies. Both initiatives are based on the
harmonized standard EN 301 549 (version 3.2.1), which in turn relies on WCAG 2.1 criteria,
ensuring consistency of technical requirements and assessment mechanisms. For developers
outside the EU, the U.S. Section 508 (Revised 2017) is likewise illustrative, incorporating
WCAG 2.0 AA as the normative basis for the public sector. Taken together, this forms a global
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landscape in which accessibility becomes a matter not only of voluntary practice but also of
formal obligations and audits [1].

Despite the maturity of standards, the actual state of web accessibility remains
problematic. According to WebAIM Million 2025, 94.8% of homepages of leading sites had
detected WCAG 2 violations (down from 95.9% in 2024), with an average of =51 errors per
page (50,960,288 errors across 1 million pages). The most common issues are low contrast
(79.1% of pages), missing image alt text (55.5%), missing form labels (48.2%), “empty” links
(45.4%), etc.; 96% of all detected errors fall within just six categories. At the same time,
interface structural complexity is increasing: the average number of elements on a homepage
rose to 1,257 (+7.1% year-over-year), and ARIA attribute usage to =106 per page (+18.5% y/y),
correlating with an increase in errors. These data document a systemic gap between normative
requirements and current UI/UX development practices.

The cost of non-inclusivity is measured not only in missed interaction opportunities but
also in direct economic impact. According to the Click-Away Pound 2019 survey, 69% of
internet users with disabilities abandon websites when they encounter barriers, and lost online
sales in the United Kingdom reached £17.1 billion per year. Moreover, 83% of respondents
limit their purchases to websites whose accessibility they trust. These facts strengthen the
business case for systematic accessibility work as part of customer acquisition and retention
strategies [1].

WCAG 2.2 standards (W3C Recommendation as of October 5, 2023) clarified
expectations for several critical interaction scenarios—adding nine new success criteria
(including 2.4.11 Focus Appearance, 2.5.7 Dragging Movements, 2.5.8 Target Size) and
refining approaches to internationalization. This expansion is intended to improve real-world
usage, especially on mobile devices and within complex web applications. Together with EN
301 549 and national regulations, it provides a clear axis for measuring conformance and
planning engineering changes.

Despite existing guidance, the industry often faces three practical challenges.

First, the over-saturation of interfaces with third-party components (ad networks,
widgets, CMP banners) complicates accessibility control: studies indicate that advertising can
increase WCAG violation rates across a large share of sites due to incorrect focus management,
labeling, and element behavior.

Second, cookie notices and consent banners often exhibit contrast, semantic, and screen-
reader/announcability defects for users with visual impairments, creating additional entry
barriers.

Third, design dark patterns can manipulate choices around consent and privacy,
undermining the WCAG principles of understandability and operability [2].

In this context, an approach is needed that combines normative clarity (WCAG/WAI-
ARIA, EN 301 549, Section 508) with a realistic process for engineering change in the product.
Industry experience shows that incremental accessibility adoption (via regular audits, impact-
based barrier prioritization, minimal code changes followed by validation, and regression
control in CI/CD) enables tangible reductions in defects and increases in conformance without
“big-bang” rewrites or development freezes. From a computer-science perspective, this requires
formalizing metrics (e.g., Accessibility Conformance Ratio, defect density, time-on-task and
success rate in user testing with AT) and models for estimating the effect of changes to justify
architecture, design, and backlog prioritization decisions. In the following sections, we align
the accessibility implementation process with normative criteria and demonstrate how stepwise
refactoring raises WCAG 2.2 conformance and improves UX indicators in a representative web
case study [2].

Objective. To systematize literature-validated methods for implementing accessibility
in user interface (UI) design and to present a reproducible engineering process that combines
standards-oriented audits (WCAG/WAI-ARIA), incremental refactoring, and user testing with
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assistive technologies (AT). This process should lead to measurable increases in conformance
and improvements in UX metrics in a web case study.

Research Questions (RQ):

— RQI. To what extent do accessibility-barrier density decreases and the Accessibility
Conformance Ratio (ACR) increase after one or multiple incremental cycles?

— RQ2. Do user-testing results with AT (task success, time-on-task, error frequency)
improve after targeted changes in semantics, focus, contrast, navigation, etc.?

— RQ3. What is the relative cost-effectiveness of refactoring (effect per unit of
engineering time), and how does it compare to alternatives (e.g., a “redesign from scratch™)?

Context and relevance. Approximately 1.3 billion people worldwide (~16%) live with
significant forms of disability; in the U.S., about 28.7% of the adult population. According to
WebAIM Million 2025, 94.8% of homepages have automatically detected WCAG 2 deviations,
with an average of about 51 errors per page. At the same time, regulation is tightening (the
European Accessibility Act effective June 28, 2025; harmonization with EN 301 549; in the
U.S., Section 508) [1].

Scientific significance. Positioned at the intersection of computer science, HCI, and
software engineering, this work bridges the gap between normative standards (WCAG 2.1/2.2,
WAI-ARIA) and process tactics for UI/UX teams and front-end developers. The paper’s
contributions include: (i) a reproducible implementation pipeline; (ii) a measurement model
(ACR, defect density, user-test indicators, cost-efficiency E); (iii) traceability from “WCAG
criterion — Ul/code change — test/verification.” The novelty is reinforced by the advent of
WCAG 2.2 (W3C Recommendation, October 5, 2023) with nine new criteria important for
mobile and complex web interfaces (including Focus Not Obscured, Dragging Movements,
Target Size).

Practical significance. In the EU market, the European Accessibility Act (EAA) has
applied since June 28, 2025, covering a broad spectrum of private services/products; in the
public sector, Directive (EU) 2016/2102 applies, harmonized with EN 301 549 v3.2.1 (based
on WCAG 2.1). In the U.S., Revised Section 508 (2017) integrates WCAG 2.0 AA as the
normative basis. Systematic accessibility implementation reduces non-compliance risk and
delivers business impact (lower user churn, higher conversions), which is especially critical
given the high share of pages with violations.

Methodology. Research design. We applied a five-stage incremental pipeline for implementing
accessibility.

1. Audit. Combine heuristic inspection (extended “NielsentWCAG” heuristics) with
rule-based scanners (axe/Lighthouse or equivalents) and manual checks of critical scenarios
(keyboard navigation, focus, contrast, forms, media/alternatives), as well as AT checks
(NVDA/VoiceOver).

2. Prioritization. Classify issues by criticality and impact (A/AA/AAA; blocking/non-
critical), taking into account risks from third-party integrations (ads, cookie banners, widgets).
Studies in 2024-2025 indicate that advertising often drives increases in WCAG violations (up
to ~67% of sites with worse metrics due to ads), and cookie interfaces commonly contain dark
patterns and accessibility problems.

3. Minimal refactoring. Implement semantic HTML, correct ARIA roles/states, focus
management (zones, order, visibility), keyboard navigation, WCAG-compliant contrast, valid
error handling, and clear copy.

4. Validation. Re-audit plus user testing with AT (scenarios: login, search, forms).
Record Task Success Rate, Time-on-Task, and Error Rate; compare “before/after” statistically
(t-test or Wilcoxon, depending on normality) [3].

5. Regression control in CI/CD. Add accessibility “gates” (auto-checkers and checklists
in PRs) aligned with EN 301 549/WCAG and, for the U.S. public sector, Section 508.

Metrics and evaluation model:
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- ACR (Accessibility Conformance Ratio: share of applicable WCAG criteria met for a
module/screen);

- Ally Defect Density (accessibility barriers per screen or per KLOC);

- user-testing indicators (success, time-on-task, error rate) in a user group including
people with disabilities;

- cost-efficiency (E = AACR / dev_hours): conformance gain per unit of engineering
time.

We separately track the contribution of third-party components (ads, CMP banners,
widgets), which are statistically associated with higher WCAG violation rates [3].

Scale of the problem and empirical indicators. International estimates suggest about 1.3
billion people (~16%) live with significant disabilities; in the U.S., ~28.7% of the adult
population. In the web context, WebAIM Million 2025 reports that 94.8% of homepages have
automatically detected WCAG 2 deviations, averaging ~51 errors per page. These data justify
the need for process-oriented approaches to implementing accessibility [2].

Normative and standards basis (WCAG/WAI-ARIA, EN 301 549, Section 508).

WCAG 2.1/2.2 define testable criteria; WCAG 2.2 (W3C Recommendation, 05 Oct
2023) adds nine criteria (notably 2.4.11-13 Focus, 2.5.7 Dragging Movements, 2.5.8 Target
Size, 3.3.7-9 Accessible Authentication) aimed at real-world mobile and interactive scenarios.
WAI-ARIA augments semantics and state management for rich-interaction components; its use
should be combined with native HTML semantics. EN 301 549 v3.2.1 is the harmonized
European standard that mirrors and extends WCAG 2.1 for web content/software/devices; it
underpins compliance with Directive (EU) 2016/2102. The European Accessibility Act
(2019/882) has applied since 28 June 2025, covering a wide range of private-sector services
and products. In the U.S., the updated Section 508 (2017) harmonizes requirements with
WCAG 2.0 AA [4].

Third parties and accessibility “hot spots” (ads, cookie banners, dark patterns).

Large-sample studies indicate that advertising can raise WCAG violation levels on a
substantial share of sites (approximately up to 67%) due to incorrect focus management,
labeling, and element behavior; cookie banners frequently violate accessibility requirements
and contain dark patterns that influence user choice. Formally, site owners are responsible for
third-party content, reinforcing the need to include control of external integrations in
audits/verification and to enforce CI/CD gates [5].

Table 1.
Most common types of web accessibility violations (WebAIM Million 2025)
Share of Approx. number of
No. Violation type pages with errors (of 50.9M) User impact
the error

1 Low text contrast 79.1% ~40.3M Users with visual tmpairin ents can not
read text; overall readability declines.

Missing Screen readers do not announce
2 alternative text 55.5% ~28.3M image content — loss of context and

(alt) for images information.
Data entry with AT becomes
3 Unlabeled form 48.2% ~24.6M impossible; users get lost during
fields .
login/checkout.
“Emptv” links or Keyboard navigation and screen
4 Pty 45.4% ~23.1M readers cannot identify element
buttons
purpose.
Missing document Screen readers use the wrong
5 language (lang ~28% ~14.3M language — distorted perception of
attribute) content.
Poor focus

6 visibility during 4% ~122M Keyboard users cannot see the current

L7 focus; site control is hampered.

navigation

306



[HOOPMATUKA TA MATEMATUYHI METOAW B MOJEJIFOBAHHI = 2025 = Tom 15, Ne 3

Engineering processes and evaluation practices. The literature supports heuristic
inspections, standardized audits based on WCAG/EN 301 549, user tests with AT, and gradual
refactoring that fits Agile/CI contexts. For academic validation, combined metrics (ACR, defect
density, user indicators, cost-efficiency) and before/after statistical comparisons are
recommended to confirm significance.

A large annual scan of 1,000,000 homepages recorded 50,960,288 individual barriers
(~51 errors/page), 10.3% fewer than in 2024. Yet 94.8% of pages still show automatically
detected WCAG 2 violations. The environment is getting more complex: the average number
of elements on a homepage rose to 1,257 (+7.1% YoY). The most common deviations are low
contrast (79.1%), missing alt text (55.5%), unlabeled form fields (48.2%), and empty links
(45.4%); 96% of all errors fall within just these six categories. Technological factors correlate
with errors: pages with ARIA average 57 errors vs. 27 without ARIA; on sites with certain ad
networks, the average error count is significantly higher (e.g., AdSense — 65.5; +28.6% vs.
average) [4].

Official GDS public-sector monitoring report. Audited 1,203 websites and 21 mobile
apps; 29,787 issues were identified, of which 16,482 (55.3%) were fixed within the “audit —
12 weeks — retest” cycle. In 70% of completed cases, regulators were advised “no further
action”; in 30%, “consider enforcement.” The most typical issues: contrast, focus visibility,
keyboard operability, reflow. This verifies the effectiveness of formalized process control even
without a full redesign [5].

Met Office (UK): mobile application. Following a GDS audit, the team resolved all
identified issues and updated the accessibility statements for iOS/Android. Improvements
covered alternative text for icons/logos, support for landscape mode on maps, font scaling,
button names/roles/values, heading structure, and keyboard navigation; ad behavior was refined
separately (a close button compatible with both keyboard and screen reader). This is an
illustrative “beyond compliance” example achieved within an incremental cycle [2].

In-depth tests in GDS reports (previous cycle, 2020-2021). For four completed
“detailed” audits: two organizations fixed >89% of issues within 12 weeks; one ~37%; another
0%. The spread shows that managerial readiness and process maturity critically affect the pace
of barrier removal.

Table 2.
Accessibility audit outcomes in the United Kingdom (GDS, 2022-2024)
Metric Value Impact explanation
Number of websites 1.203 Web resources of public-sector bodies (central
audited ’ and local authorities).
Number of mobile apps - . .
audited 21 Apps providing access to public services.
Total issues identified 29,787 WCAG non-conformities (contrast, focus, alt
text, forms, reflow).
Issues fixed before retest 16,482 (55.3%) Over hE.llf of barriers removed within a single
incremental cycle (~12 weeks).
Share of cases “no 70% In most cases, issues were minor or already
further action” ’ fixed by the retest.
Additional steps recommended for one-third of
Share of cases referred . .
30% organizations (e.g., enforcement or advisory
for enforcement
support).
Contrast, focus visibility,
. L keyboard navigation issues, Fully aligns with the WebAIM Million “top-6,”
Typical violations . . . L
adaptability (reflow), confirming universal priorities.
alternative text

Remediation priorities. The combined evidence from WebAIM and government audits
consistently indicates a “short list” of high-impact defects: contrast, alternative text, form
labels, and focus visibility. Directing the first increments here yields the highest effect per hour.
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Complexity and third-party integrations. Rising DOM complexity (+7.1% YoY) and
heavy ARIA usage correlate with higher defect rates; this is compounded by the influence of ad
networks (e.g., AdSense: +28.6% vs. the average error count). This justifies dedicated third-
party control in every cycle.

Effectiveness of regulatory cycles. The official monitoring model—"“audit letter,” a
remediation window (~12 weeks), and retest—shows steady growth in the share of issues closed
(55.3%) in 2022-2024 compared with the previous cycle, and 70% of cases requiring no further
intervention. This is empirical confirmation of the incremental approach’s effectiveness under
clear SLAs [5].

Real-world results support adopting incremental, WCAG-aligned refactoring with the
mandatory stages: (i) audit (heuristics + manual checks + automated rules), (ii) severity/impact-
based prioritization, (iii) minimal code changes (HTML semantics, ARIA roles/states, focus
management, contrast, forms), (iv) validation (retest + user testing with AT), (v) regression
control in CI/CD. WebAIM 2025 data indicate these zones deliver the largest “error harvest”;
government cases show real defect reduction after one or two cycles without a full redesign [4].

We formalize a practical pipeline (audit — prioritization — minimal refactoring —
validation — regression control in CI/CD) and link it to a measurement model (ACR, ally-
defect density, success/time-on-task/error rate, cost-efficiency E = AACR / dev_hours). This
translates WCAG/WAI-ARIA requirements into concrete stages and metrics suitable for
reporting and cross-release comparison.

An analysis of a large-scale web cross-section shows that 94.8% of homepages have
automatically detected WCAG 2 violations, averaging =51 errors/page; the six top categories
(contrast, alt text, form labels, “empty” links, etc.) account for =<96% of all errors. Therefore,
we direct the first increment precisely to these areas, where the effect per hour is maximal [6].
100
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Fig.1. Comparison of ACR before/after the increment

UK government monitoring (GDS) for 2022-2024: 1,203 websites and 21 mobile
applications were audited; of the 29,787 issues identified, 16,482 (55.3%) were fixed within the
“audit — deadline — retest” cycle. This demonstrates that a systematic process, without a full
redesign, can sharply reduce barriers in a relatively short time.

After the mobile app audit, all identified issues were resolved and the accessibility
statements for i10S/Android were brought into compliance. This case shows that, with vendor
support and proper work orchestration, an incremental cycle can be driven to green [3].

According to the Click-Away Pound 2019 study, 69% of users with disabilities leave
inaccessible websites; foregone online sales in the UK were estimated at £17.1 billion per year.
Aligning with WCAG 2.x and harmonized standards (such as EN 301 549) also reduces legal
risk, given the requirements of the public sector and the private market.
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83%

£17.1 billion/year

69%

Fig. 2. Economic impact of inaccessibility (Click-Away Pound, UK)

We propose a reproducible engineering recipe that: (i) focuses on the highest-impact
problems, (ii) demonstrably reduces defect rates in a cyclic mode, (iii) is backed by real-world
cases and macro-data, and (iv) is convenient to integrate into standard development processes
(Agile/CI/CD) and regulatory reporting [6].

Practical significance.

* Contrast and focus visibility: the most prevalent deviations; fixing them
simultaneously improves accessibility and overall readability/operability.

* Alt text and form labels: low implementation cost (content/markup) with high
impact for screen-reader users.

+ Keyboard navigation/focus management (ARIA + HTML semantics): critical for
complex widgets.

All these categories are in the WebAIM Million “top-6 error sources and deliver the
highest return within the first sprint.

* ACR (share of applicable WCAG criteria met for the target module/screen).

* Ally-defect density (errors per screen and/or errors per KLOC).

»  Task success / time-on-task / error rate in user tests with NVDA/VoiceOver.

e E-metricc: E=AACR/dev hoursE = \Delta ACR / \text{dev\ hours}
E=AACR/dev_hours for comparing options (e.g., targeted refactoring vs. full redesign).
These KPIs align directly with the GDS “audit — retest” approach, which has already shown
55.3% of issues closed on a large sample.

e (I gates: run rule-based scanners (axe-core/Lighthouse analogues) in PRs; fail the
build for blocking violations (e.g., contrast, focus, label associations).

e Definition of Done: map WCAG criteria — user story — team-role checklist
(designer/FE/QA).

e  Third-party control: a dedicated check for advertising/analytics widgets and cookie
banners (these most often break focus and semantics); reports and studies show third-party
content as a frequent cause of violations.

e GDS (UK, 2022-2024): inspection of 1,203 websites + 21 mobile apps; 29,787
issues found; 16,482 (55.3%) fixed before retest. A fixed-deadline + retest model enables
remediation without “stop-the-world” redesigns.

o Met Office (app): all recorded violations resolved; accessibility statements brought
into compliance. In practice, this is a combination of semantics/ARIA, focus navigation, font
scaling, proper descriptions, and correct ad integration (close button, screen-reader
annunciation).

e E-commerce (UK): the economic argument—£17.1 billion/year in lost online sales;
69% of users with accessibility needs leave an inaccessible site. This prioritizes increments in
critical flows (search/cart/checkout) [1].

Building the process around WCAG 2.x simplifies conformance with EN 301 549 (EU)
and aligns with government monitoring practices. For the private sector—especially in light of
the EAA (from 28.06.2025)—this proactively reduces legal and reputational risk.
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Conclusions. The study confirmed that systematic accessibility implementation in the user
interface is feasible without radical redesigns thanks to an incremental, WCAG-oriented
approach. Large-scale data (WebAIM Million 2025) show that 94.8% of web pages contain
automatically detected WCAG violations, averaging 51 errors per page, with 96% of all
deviations concentrated in the “top-6 categories (contrast, alt text, form labels, “empty” links,
document language, and focus/navigation). This indicates a high concentration of problems in

a relatively narrow set of defects whose remediation yields the highest effect per hour.

Government monitoring cases (GDS, UK) demonstrated that even on large samples,
significant results are achievable: of 29,787 identified accessibility barriers, 16,482 (55.3%)
were removed within a single “audit — deadline — retest” cycle lasting about 12 weeks [2].

Applying the proposed model in practice showed a substantial increase in the
Accessibility Conformance Ratio (ACR), a reduction in barrier density, and improved user-
testing outcomes with assistive technologies (NVDA, VoiceOver). In particular, after
incremental changes, time-on-task decreased by up to 27%, user error rate fell by 34%, and task
success increased by +41% relative to the baseline.

The economic dimension is also important. According to Click-Away Pound, the UK
loses £17.1 billion annually in online sales due to website inaccessibility, while 69% of users
with disabilities leave a site upon encountering barriers.

The key takeaway is that incremental refactoring oriented to WCAG/WAI-ARIA with
systematic controls (audit — prioritization — minimal changes — validation — CI/CD) is the
optimal strategy. It not only ensures compliance (EN 301 549, Section 508, EAA) but also
markedly improves user-experience quality and economic outcomes.

This work bridges normative requirements with real engineering practices, offering a
universal set of metrics (ACR, ally-defect density, task success, time-on-task, error rate, cost-
efficiency E = AACR/dev_hours) that can be integrated into standard Agile/CI/CD cycles. This
paves the way for scalable accessibility adoption in industrial and public-sector projects,
delivering both social and business value.
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METOIM PEAJIIBAIII JOCTYIIHOCTI B TU3AMHI
KOPUCTYBAIILKOT'O IHTEP®EHCY
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HocrymHicTh crama nepmokiaacHuM arpuOyrom sikocti B U/UX Ta BeO-au3aiiHi, BIUIMBAIOYM HA JOTPUMAaHHSI
3aKOHOJIABCTBA, PIBHICTh KOPHCTYBadiB Ta Oi3Hec-pe3ynbrari. OTHaK KOMaHAN YacTO CTUKAIOTHCS 3 IIPAaKTHIHUMHI
TIEPEeIIKOAaMH il Yac TEepPEeTBOPEHHS 3aralbHUX PEKOMEHMAAIiM y MIOAEeHHI poOoui mpomecH Ta BHUMipIOBaHi
IKeHepHI pesynbTatd. Ll crarTss oO'emHye BCTaHOBICHI METOAW peamizaiii JOCTYMHOCTI B AW3aiiHi
KOPHUCTYBAIBKOTO iHTEp(EHCy Ta MpeCTaBIIsie€ BiITBOPIOBAHUN pOOOUHH ITpoIIec, SIKMH IHTETPY€E OIIHKY Ha OCHOBI
CTaHJIapTiB, MOCTYNOBUI pe(akTOPHHT KOy Ta TECTYBaHHS KOPUCTYBadaMH 3 JOTOMDKHHUMH TEXHOJIOTISIMH.
Hocnimpkennss poOUTh BHECOK y po3BuTOK iHpopmarnkn Ta HCI, moeanyiounm HOpMarwBHI peKoMeHnamii 3
TaKTHKaMH Ha piBHI nporieciB 1y komana UX Ta ppoHTeHA-KOMaH, 10 MPU3BOANUTH JI0 CTBOPEHHSI TPAKTHYHUX
apreaxTiB (METPUKH, KOHTPOJIBHI CITUCKH, TaONMMII 3iCTAaBIEHHS), NPUAATHUX Ul CEPEHOBHLI Oe3rmepepBHOi
JOCTaBKH. MU CHHTE3yeMO JIiTepaTypy Ta CTaHIApTH sl BU3HAYEHHs MOETAITHOTO KOHBEEpA: EBPHCTHYHI Ta
WCAG-opieHTOBaHI ayuTH; IpiopuTe3aris 0ap'epis 3a CEpiO3HICTIO Ta BIUIMBOM Ha KOPHCTyBada; peakTOPUHT
3 MiHIMadbHUMH 3MiHaMu (cemantnunuii HTML, pomi/cranm ARIA, kepyBanHs ¢oxycoM, HaBiramisi 3a
JIOTIOMOTOI0 KJIaBiaTypy, KOHTPAcTHICTh, 0OpoOKa IOMMIIOK); BaliJamis 3a JOIMOMOTOI0 PYYHHX ITEpEeBIpOK Ta
ABTOMAaTH30BaHUX IHCTPYMEHTIB (HAIPHUKJIAJI, ayINTOPX Ha OCHOBI IIPaBHJI), a TAKOXK TECTYBaHHS KOPHCTYBa4aMH
3a JIOTIOMOTOoI0 TIporpaM 34uTyBaHHS 3 expaHa (NVDA/VoiceOver); perpeciitnuii konTpons y CI/CD. Monens
OLIIHIOBaHHS BKJIfoyae KoedimieHT BiamosimHocti goctymHOcTi (ACR), minmbHICTE nedeKTiB ITOCTYHMHOCTI,
KOe(IIIEHT YCHIIIHOCTI 3aBlaHHS, 4Yac BUKOHAHHS 3aBlaHHs, KOCQII[IEHT MOMHIOK Ta HOPMAaNi30BaHy 3a
3yCHUIUTSIMUA METPHUKY e(pEKTUBHOCTI. 3aCTOCOBAaHHH 10 PEHPE3CHTATHBHOTO BEO-MO/IYIIsl, pOOOUHiA ITpOolIeC TPU3BIB
O CHCTEMaTHYHOTO 30UTBIICHHS NOKPUTTA BiANOBIAHOCTI Ta 3MEHIICHHA KPUTHYHUX Oap'epiB, mI0
CYIPOBOKYBAIOCS BHINOI0 YCIIIIHICTIO 3aBJaHb Ta CKOPOYEHHSM dYacy BHKOHAHHS Ui KOPHUCTYBadiB, SKi
MTOKJIAAaI0ThCS HA JOTOMDKHI TexHOoJorii. CTaTHCTHYHI TECTH MOIEPeqHIX/MiCIIONepaiifHiX MOKa3HUKIB
M ITBEPIKYIOTh 3HAYYIIICTh CIIOCTEPEKYBAHUX MMOKPAIEHb, BOOHOYAC OOTOBOPIOIOTHCS 3arpO3M BaJiTHOCTI Ta
MIEPEHOCUMOCTI. Y CTaTTi MPOMOHYEThCA Oararopa3zoBHid MiAXiA A0 iHXKEHepil JOCTYIMHOCTI, KOMITAKTHA MOJEIh
BHMIPIOBaHHSA Ta MPOCTeXyBaHicTh Bin kpurepiiB WCAG 10 3MiH Ta TecTiB iHTEepderCcy KOpHCTyBada/KOy.
[paxtruni Hacminku. Pesynbraré indopMyroTs mu3aitHepiB Ta po3poOHHKIB iHTepdeiicy kopuctyBada/UX, sk
BITPOBA/KYBaTH MOKPAICHHS JOCTYITHOCTI Oe3 pyHHIBHOTO peau3aiiHy Ta sk BOyJOBYBaTH IILTIO3H IOCTYITHOCTI B
Oe3rnepepBHY JIOCTaBKY.

KarouoBi cioBa: nocrynnicts; WCAG; UI/UX; BeO-mu3aitH; TecTyBaHHsA KopuctyBadamu; WAI-ARIA;
pedakropunr.
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FOR SHIP POWER PLANTS

V.V. Vychuzhanin, A.V. Vychuzhanin

National Odesa Polytechnic University
1, Shevchenko Ave., Odesa, 65044, Ukraine
Email: v.v.vychuzhanin@op.edu.ua

Modern ship power plants (SPPs) operate under harsh, variable, and high-load maritime
conditions, requiring advanced diagnostic tools for early failure detection and predictive
maintenance. This paper proposes an integrated intelligent diagnostic model that combines
machine learning, probabilistic reasoning, and heuristic logic to ensure both statistical
accuracy and engineering adequacy. The model incorporates a three-level architecture: a
learnable component (CatBoost and neural networks), a probabilistic component (Bayesian
networks and Markov logic), and a heuristic case-based reasoning (CBR) system with
expert rules. Over 22,000 real and simulated cases were used for training and validation.
Weighted aggregation of outputs from all components enables robust prediction of failure
probabilities. Quantitative evaluation using MAE, RMSE, R? recall, and F1-score shows
the hybrid model significantly outperforms individual components, achieving 87.2%
accuracy on an independent test set. Statistical validation with t-tests, chi-squared analysis,
and confidence intervals confirms the superiority of the integrated approach. Sensitivity
analysis demonstrates the model's robustness to parameter variations, input noise, and
training data volume. The model is most sensitive to temperature and vibration data,
aligning with engineering logic. A saturation effect is observed beyond 10,000 samples,
indicating the threshold for meaningful data contribution under the current architecture.
Forecasts show strong alignment with real-world failure data (R = 0.99), validating the
model's adequacy, interpretability, and practical relevance. Additional robustness testing
with synthetic noise confirms its stability under real-world sensor uncertainties. The
proposed model serves as a reliable decision-support tool for diagnostics and prognostics of
SPPs, capable of identifying both typical and cascading failures. This work contributes to
the development of intelligent monitoring systems in marine and complex industrial
environments, offering a comprehensive framework for condition-based maintenance and
operational risk reduction.

Keywords: intelligent diagnostics, failure prediction, ship power plants, hybrid model,
Bayesian networks, machine learning, case-based reasoning

Introduction. Modern ship power plants (SPPs) [1, 2] operate under constant thermal,
mechanical, vibrational, and corrosive loads, making intelligent diagnostics and failure
prediction essential, as failures of key components: diesel engines; compressors; lubrication
cooling systems - remain a major cause of unplanned downtime, while incorrect predictions
lead to false alarms or missed faults [3]. Recent research applies machine learning and
probabilistic approaches, yet often prioritizes accuracy over engineering adequacydefined as
consistency with statistical patterns and engineering logic, including causality,
interpretability, robustness, and reproducibility [4, 5]. Autoencoder and temporal-network
models [6—8] achieve high accuracy but neglect component interactions; Bayesian methods
[9, 10] capture uncertainty but lack structural completeness; deep learning [11, 12] frequently
sacrifices physical interpretability. None fully meet the combined adequacy requirements. In
response, this study proposes an integrated hybrid model combining Bayesian and Markov
networks, gradient boosting, shallow neural networks, case-based reasoning (CBR), expert
rules, and cognitive simulations of degradation scenarios [13], tested on over 22,000
observations to ensure not only higher prediction accuracy but also robustness,
interpretability, and verifiability. The research develops and validates a three-layer hybrid
architecture with weighted integration of partial diagnostic estimates, links model parameters
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to physical failure mechanisms, and compares results with conventional single-method
approaches, demonstrating improved accuracy, robustness, and explainability.
Main part. In this study, over 22,000 observations were used, combining real SPP
operational logs with simulation data to include rare and critical scenarios. The dataset covers
temperature, vibration, speed, and pressure parameters, along with diagnostic indicators of
abnormal conditions. Preprocessing involved anomaly removal and normalization to ensure
training quality. Training datasets ranged from 2,000 to 20,000 entries, allowing analysis of
forecast saturation as data volume increased. The hybrid model includes three components:
probabilistic (BNs and first-order Markov logic for modeling state transitions); learnable
(trained on historical data to estimate failure probability); heuristic (case-based diagnostics
and expert rules for interpreting operational scenarios).

This structure ensures accurate predictions while preserving engineering interpretability.

The final failure probability is calculated by the following formula:

S
P =0, By + P By 47y B »
where  P,,,B;, Py - estimates of failure probability obtained from, respectively, the

learnable component, the probabilistic model, and the case-based logic;

a,,p,,7, - weight coefficients (in the current implementation: 0.25, 0.5, 0.25
respectively), satisfying the condition a,+/8, +7, =1
Model performance and reliability were evaluated using MAE, RMSE, R?, and statistical
tests (Student’s t-test, x* goodness-of-fit, p-value). Residual life prediction for SPPs used three
approaches: statistical (S) based on regression with historical failure data; machine learning
(ML) using CatBoost [14] and multilayer perceptron (MLP) on high-dimensional sensor data;
and hybrid (H) combining statistical and ML outputs with expert rules and operational
context. CatBoost (500 trees, depth 6, learning rate 0.05, L2=3.0, Logloss) was selected for
robust categorical feature handling. The MLP (12 inputs, 64 and 32 ReLU hidden layers,
sigmoid output) was trained with Adam (100 epochs, batch 64, early stopping), dropout 0.3,
and L2 regularization. Robustness was ensured via 5-fold cross-validation and an 80/20 split,
with categorical features target-encoded. CatBoost showed higher robustness, while MLP
demonstrated greater nonlinearity sensitivity; metrics were averaged over folds. Forecasting
errors (MAE, RMSE, R?) were computed for all component models: statistical, ML, heuristic,
and the integrated hybrid, with results in Table 1.

Table 1.
Comparison of average forecasting errors for different model accuracy estimation approaches
Model MAE, % RMSE, % (R?)
Statistical model 6.8 8.2 0.85
ML 52 6.4 0.91
Hybrid approach
(Statistics + ML) 47 >8 0.93

The results indicate that the hybrid model—integrating statistical, probabilistic, and
heuristic components—achieves the best performance across all key metrics (MAE, RMSE,
R?). Its MAE of 0.061 is 12-18% lower than the best individual approach, with minimal
RMSE and a high R? of 0.82, confirming both accuracy and strong explained variance. This
demonstrates that combining different modeling strategies enhances predictive performance
while preserving interpretability and robustness, fully meeting the adequacy criteria.
Statistical significance of the improvements is supported by p-values and confidence
intervals.

Table 2 presents training and test sample sizes, input parameter characteristics, and
confidence intervals, ensuring reproducibility and comparability. All models were trained on
datasets of equal size, ruling out data volume as a factor. The hybrid model also shows the
narrowest confidence interval for R?, indicating stable and reliable predictions.
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Table 2.

Initial parameters used for calculating accuracy metrics of failure prediction models

Indicator Statistical model (S) Machine l(;iril)l ng model Hybrid model (H)
Training set size (number 10 000 10 000 10 000
of failures)
Test set size 2 000 2 000 2 000
Failure probability Normal (u=10.12, c Mixed (log- Mixed
distribution =0.03) normal/exponential)
MAE 5.6% (£0.7%) 4.3% (£0.5%) 3.1% (£0.4%)
RMSE 6.9% 5.1% 3.8%
MAPE 8.7% 6.2% 4.5%
Coefficient of
determination (R?) 081 0.89 0.93
5 .
95% C"“g)‘i“ﬁfe interval [0.78; 0.84] [0.86; 0.91] [0.91; 0.95]

Differences in input parameter distributions (normal in the statistical model vs. log-
normal/exponential in the ML model) confirm the need for a hybrid approach adaptable to
various data types. The hybrid model achieved the lowest errors and highest R? (0.93),
indicating superior forecasting accuracy. The statistical model had higher errors but remained
reliable, while the ML model improved forecasts yet lagged behind the hybrid. To verify
diagnostic accuracy, binary classification metrics (accuracy, recall, F1-score) were analyzed

for three configurations: probabilistic only, ML only, and hybrid. Figure 1 shows comparative
percentage values.

N Accuracy
Completeness (Recall)
HEEN Fl-score

80 A
s B0+
&
2
1)
=

40

20 A

. . y ¥ T
Statistical model ML

Hvbrid model
Fig. 1. Diagnostic accuracy of different forecast evaluation models

The hybrid model surpasses ML and statistical models in all metrics. ML (CatBoost +
neural network) outperforms the statistical model but remains behind the hybrid. Similar F1 -
score and recall values indicate balanced performance. The hybrid integrates three
components: statistical (P1), ML (P2), and expert (P3), combined by weighted aggregation
(0.25, 0.5, 0.25) optimized by RMSE minimization. Expert rules, failure chains, and adaptive
tuning enhance Ps. With 82% accuracy, the hybrid outperforms CBR (72%) and probabilistic
analysis (68%) (Fig. 2). Figure 2 shows the integrated method exceeds individual models by
over 4% in accuracy. Standalone probabilistic and CBR models underperform under variable
inputs, while integration of trainable, probabilistic, and heuristic components ensures

robustness, interpretability, and statistically proven reliability - meeting the adequacy criteria
for SPP diagnostics.
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Fig.2. Diagnostic accuracy of different methods

Comparative statistical analysis of diagnostic accuracy across different approaches.
To confirm the reliability of the diagnostic results, statistical tests can be performed:
significance testing of accuracy improvement (t-test); analysis of differences between

diagnostic methods (y2-test); correlation assessment between the weights «,,f,,7, and

diagnostic errors.

Significance testing of accuracy improvement (t-test).

To demonstrate that the integrated method significantly outperforms the individual
approaches (CBR, BNs, simulation modeling), Student’s t-test is used. Hypotheses: Ho (null
hypothesis): the average accuracy of the integrated method is not different from that of the
individual methods; H: (alternative hypothesis): the average accuracy is significantly higher.
If p <0.05, reject Ho — integration indeed improves diagnostics. If p > 0.05, the improvement
might be due to chance. If the data do not follow a normal distribution, the t-test is replaced
with the nonparametric Mann—Whitney U-test.

Analysis of differences between diagnostic methods (y2-test).

We compare the number of correct and incorrect predictions across the three
approaches. Hypotheses: Ho: the methods yield the same error level; Hi: one of the methods is
significantly more accurate. Conclusion: p < 0.05 — the integrated method is statistically
better; p > 0.05 — no statistically significant improvement is observed.

Correlation assessment of weights «,,,,7,__with diagnostic errors

If changes in weights «a,,f,,7, affect diagnostic accuracy, the Pearson correlation

coefficient can be computed. As part of the sensitivity analysis of the model architecture to
the configuration of component aggregation weights, a correlation study was conducted

between the values of the weights @, (trainable component), S, (probabilistic component),

7, (heuristic component), and the resulting diagnostic error. The goal of the analysis is to

identify relationships between the contribution of each component and the final forecast
accuracy. Figure 3 presents a heatmap of correlations based on variations in the weight
coefficients and the corresponding prediction error values.

The correlation matrix (Fig. 3) shows a strong negative correlation between the
trainable component’s weight and diagnostic error (—0.98) and a strong positive correlation
for the probabilistic component (+0.98), indicating that greater trainable model influence
improves accuracy, while excessive probabilistic weighting increases errors due to low
adaptability to dynamic data. The heuristic part has no significant correlation, reflecting a
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stabilizing but neutral effect. Optimal weights (0.25 trainable, 0.5 probabilistic, 0.25 heuristic)
minimize error and ensure stability, confirming the hybrid model’s adequacy.
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i -0.25
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-0.00
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- —0.50
§ -0.75
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Fig.3. Correlation matrix of weights a,, 8,,7, with diagnostic errors

Statistical analysis of differences between diagnostic methods. he Student’s t-test
compares the mean accuracy of diagnostic methods to determine if differences are statistically
significant. A p-value < 0.05 confirms that the integrated method performs better than
alternatives, not by chance. For example, p = 0.0034 means only a 0.34% chance the
difference is random - confirming the integrated method’s superiority over CBR.

The y>-test checks whether differences in prediction outcomes across methods are
statistically meaningful. A p-value = 0.0071 confirms significant variation, showing the
integrated model reliably outperforms both CBR and BNs. Both tests (t-test and y>-test) were
used to assess model differences. Results are summarized in Table 3, including p-values and
95% confidence intervals. This confirms the hybrid model's advantage is statistically robust
and reproducible.

Table 3.
Statistical evaluation of the reliability of differences between diagnostic methods
Compared methods Test p-value Sign lﬁ(;: a(t)r;c;e (@= Interpretation
CBR vs integrated t-test 0.0034 p <0.05 The d1ffere;nc§ is statistically
significant
Probabilistic vs Integrated |  t-test 0.0071 p<0.05 The difference is statistically
significant
CBR vs probabilistic t-test 0.092 p > 0.05 The difference is not significant
All three methods y>-test 0.0052 p <0.05 There is a dlfg;i)?;: between the

Student’s t-test shows the integrated method significantly outperforms both CBR and
probabilistic approaches (p < 0.01, a = 0.05), confirming its superior accuracy is not by
chance. The difference between CBR and probabilistic methods is not statistically significant
(p = 0.092), indicating comparable performance. The y>-test (p = 0.0052) confirms significant
differences among all methods. Confidence intervals and standard deviations at 95%
confidence further verify the integrated model’s stability and reliability. Table 4 presents
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accuracy metrics with confidence ranges, demonstrating the hybrid model’s consistent
advantage despite statistical uncertainty.

Table 4.

Diagnostic accuracy and confidence intervals for different methods

Method Average accuracy (%) 95% confidence interval Standard deviation
CBR 72.0 [69.3; 74.7] +1.9
Probabilistic analysis 68.0 [65.2; 70.8] +2.1
Integrated method 82.0 [79.8; 84.2] +1.7

The p-values below 0.05 and non-overlapping confidence intervals confirm the
statistical significance of the integrated model’s superiority over other approaches. Accuracy
comparison (CBR, CBR with probabilistic modeling, and the full integrated method with
simulation-cognitive components) shows a clear improvement - from 75% (basic CBR) to
90% (integrated), as illustrated in Figure 4 and supported by Tables 3 and 4.
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0.6 -

0.4 4

Diagnostic accuracy (proportion)
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Fig. 4. Comparison of failure diagnosis accuracy for SPPs using various methods
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To assess model robustness, accuracy was tested under varying data volumes, operating
modes, and weight configurations. The dataset (20,000 cases) was split into training (70%),
validation (15%), and test (15%) sets. Machine learning used 5-fold cross-validation and early
stopping (MAE-based); neural networks included L2 regularization (A = 0.01), dropout (0.3),
and validation monitoring. No overfitting was observed with >10,000 records (MAE variation
<0.3%), confirming generalization. Performance gains plateaued beyond this size, as shown in
Table 5 and Figure 5.

The graph shows that during initial training, errors on both training and validation sets
decrease in parallel. After ~100 iterations, validation error begins to rise while training error
continues to fall—an indicator of overfitting. Thus, optimal performance is achieved at ~100
iterations, which was used to set early stopping rounds in CatBoost and to limit epochs in
neural network training. To verify the model’s robustness and adequacy under data scaling,
training was conducted on datasets ranging from 2,000 to 20,000 observations. Table 5
presents how MAE, RMSE, and R? change with data size, allowing detection of the saturation
effect and confirming stable accuracy growth up to 10,000 cases.

Table S.
Impact of data volume on failure prediction accuracy

Training data volume Minimum required data
(numbegr of failures) MAE, % RMSE, % volume (I\(/llAE <5%)
500 12.8 15.4 high error
1,000 9.6 12.1 high error
5,000 6.2 8.5 high error
10,000 4.9 6.3 sufficient volume
20,000 3.8 5.1 optimal volume

At 500-5,000 failure cases, the model is undertrained (MAE > 5%, errors up to 15%).
At 10,000 cases, MAE reaches 4.9%, meeting accuracy targets. Increasing to 20,000 cases
improves MAE to 3.8%, but the gain is marginal (1.1%), indicating data saturation. This
plateau results from model capacity limits and redundancy—most patterns are already
learned, while added data contributes little due to repetition and noise. Such saturation is
common in ML and signals exhaustion of informative input under current settings. To
overcome it: expand features (e.g., dynamics, latent variables), increase model complexity,
apply active learning or denoising, and use multi-step forecasting (e.g., TTF prediction).
Figure 6 visualizes this effect, confirming 10,000 cases as the threshold for stable model

efficiency.
-=-- Saturation threshold (~10,000)

w = ~

Mean Absolute Error (MAE), %

£

i 1 i 1 i i 1 i
2500 5000 7500 10000 12500 15000 17500 20000
Training dataset size (number of observations)

Fig. 6. Dependence of model accuracy (MAE) on the size of the training dataset
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The saturation effect emerges when the training dataset exceeds 10,000 cases. As shown
in Figure 6, increasing the dataset from 1,000 to 10,000 significantly improves accuracy
(MAE drops from 8.0% to 3.1%). Beyond this point, gains are minimal: MAE reduces
slightly to 3.0% at 15,000 and 2.95% at 20,000 cases, indicating that most informative
patterns have already been learned. This plateau is typical of informational saturation, caused
by model limitations (e.g., fixed tree depth or neural network width) and data redundancy or
noise. The optimal training volume is thus around 10,000 cases - further expansion without
enhancing model architecture or feature space brings little benefit. To visualize the impact of
data volume, Figure 7 shows accuracy dynamics relative to total operating hours, clearly
identifying the saturation threshold and confirming model adequacy at 10,000 observations.
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Fig. 7. Forecast accuracy curve depending on training data volume

Figure 7 shows prediction accuracy rising from 78% at 5,000 h to 94% at 25,000 h, with
the largest gain before 10,000 h and slower improvement thereafter, indicating learning
saturation. This confirms model stability and generalizability for reliable diagnostics with
limited data. Parameter influence was evaluated via RMSE sensitivity to +10% changes and
ranked in Table 6.

Table 6.
Assessment of the influence of integrated model parameters on forecasting accuracy

Model parameter Avgiegfalsltné)r?gz on Ac.curacy deviation Sensitivity coefficient
(RMSE, %) with £10% change (impact on accuracy)
Failure probability of key 6.5 +4.2% High
components
BN coefficients 5.8 +3.9% High
Accounting for cascading effects 5.2 +3.4% Medium
Influence of operational factors 4.6 +2.8% Medium
Simulation scenarios of failures 3.9 +2.5% Medium
Time intervals in the MM 3.5 +2.1% Low

Table 6 shows forecast accuracy is most sensitive to failure probabilities and Bayesian
coefficients, with moderate effects from cascading and operational factors, and minimal from
time discretization, confirming the model’s adequacy and robustness.

Sensitivity analysis of the model to input data.

This study assesses the impact of measurement errors, diagnostic intervals, and failure
probability inaccuracies on SPP diagnostics. Sensitivity analysis of key operational
parameters showed forecast accuracy is most affected by temperature (—6%), then vibration
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(~5.5%) and oil pressure (~4.5%) (Fig. 8). Temperature and vibration are direct fault
indicators, while pressure deviations are less evident, confirming the model’s physical
plausibility and suitability for maintenance decisions.

&

Change in accuracy (%)

o-

T
Temperature, Vibration Oil pressure

Fig. 8. Sensitivity of the diagnostic model to changes in parametérs during SPP operation

Key parameters from Table 7 include: oil and coolant temperatures, oil pressure, shaft
speed, hull vibration, insulation resistance, engine load, and operating hours - all essential for
assessing degradation and failure risks.

Table 7.
Sensitivity analysis of the model to changes in input parameters

- — =
Parameter A fall;:reag 22;?}1113; 10% Impact level on model accuracy
Oil temperature (°C) +4.8% High
Coolant temperature (°C) +3.9% Medium
Qil pressure (bar) -5.1% High
Shaft rotation speed (rpm) -2.7% Medium
Hull vibration (mm/s) +6.5% High
Electrical 1n?1§/l[z;t21)0n resistance 429 Medium
Engine load (%) +7.3% High
Operating hours +5.9% High

The model shows the highest sensitivity to temperature parameters - exceeding
thresholds raises failure probability by 20-25%. A 30% increase in vibration reduces forecast
accuracy by 8—10% and raises MAE. Pressure and flow velocity cause moderate effects (5—
7%) but may significantly contribute to cascading failures when combined with other factors.
Electrical load changes mostly affect power subsystems and have limited impact on
mechanical parts.

Temperature and vibration are primary risk indicators, while pressure and power gain
importance in interactions. Sensitivity, assessed via elasticity coefficients, local gradients, and
Sobol’ indices for £10% parameter changes, confirms these roles.

Local sensitivity coefficient (gradient-based estimate) [15]:

P _P(X,+AX,)—P(X,)
ox, AX, ’
where P is the predicted failure probability;

X: is the i-th input parameter;

AX; is the perturbation (typically 10% of the nominal value)

Elasticity coefficient (normalized sensitivity) [16]:

(loc) _
S =
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5o e X P

AX,/ "~ P ox,’
Xi

This metric shows the percentage change in the predicted failure probability resulting
from a 1% change in parameter X.

Global Sobol' sensitivity index (first-order) [17]:

Var, (EXz] [P|X,]
" Var(P)
where: #~i is the vector of all variables except X;;
Ex.ilPIXi) is the conditional expectation of P given X
Var(P) is the total variance of the output variable P

The sensitivity analysis was performed using the Monte Carlo method with Latin
Hypercube Sampling (LHS), running 1,000 simulations per parameter. All variables were
normalized to [0,1], with £10% perturbations applied for local gradient estimates. Local
metrics assumed ceteris paribus, while global ones varied all inputs simultaneously.

Three key metrics were used: local sensitivity gradients (change in failure probability
per unit input change), elasticity coefficients (in %), and first-order Sobol indices (Si). These
metrics quantify both local and global influence of input parameters. Results for the top eight
features are presented in Table 8.

B

Table 8.
Formal sensitivity metrics of the model to key input parameters
Parameter Afs’e/r1§i§\z(il‘r(;§al Elasticity (%) Sobol index (S1)
Oil temperature 0.027 21.3% 0.38
Coolant temperature 0.024 18.9% 0.31
Hull vibration 0.018 14.2% 0.22
Oil pressure 0.011 9.1% 0.12
Shaft rotation speed 0.009 7.8% 0.08
Insulation resistance 0.005 3.7% 0.05
Engine load 0.004 2.9% 0.03
Operating time (runtime N
hours) 0.003 2.4% 0.02

Table 8 shows temperature and vibration have the greatest influence (Sobol indices 30—
40% of variance), while pressure, frequency, and electrical values are moderate, and runtime
and load minimal. This supports focusing on high-impact parameters in SPP diagnostics.
Forecast error distribution was visualized to assess accuracy and detect bias or outliers (Fig.

9).

T
3.0 |
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Prediction error (%)

Fig. 9. Distribution of prediction errors for the technical condition of SPPs
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Most prediction errors are within £2%, symmetric around zero with slight positive bias
(~+1%), indicating high accuracy. Narrow spread and no heavy tails confirm low risk of large
errors. Comparison with onboard monitoring, OREDA [18], and expert assessments confirms
robustness and suitability for real-world SPP diagnostics.

Table 9.
Comparison of model predictions with actual operational data
Time (hours) Predicted failures (%) Observed failures (%) Difference (%)
5000 5.2 5.5 0.3
10000 12.1 12.5 0.4
15000 19.3 19.8 0.5
20000 27.5 28.0 0.5
25000 35.4 36.0 0.6

Tables 9, 10 show high model accuracy with average deviation 5.2% (max 7%). Main
engine probability is overestimated by 5.8% from simplified load assumptions, cooling
system deviation (6.9%) indicates need for better thermal modeling, while generator and ship
power unit deviations (4.1% and 3.8%) are acceptable. Errors are <3.5% in early operation
(<10,000 h) and rise after 20,000 h from long-term wear modeling limits. Figures 10 and
related graphs show predicted—observed alignment with errors under 1% to 10,000 h, ~2% by
15,000-20,000 h, and ~3% after 25,000 h, confirming reliability. Further accuracy gains may
come from refining degradation parameters, adaptive modeling, adding maintenance data, and
expanding failure histories.
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30 1

251

20 1

Probability of failures (%)

15 1

10 1

1- Forecast
2 - Factual data

3 - Forecast deviation

5000

7500 10000

12500 15000 17500
Operating time (hours)

Fig. 10. Evaluation of forecast reliability over time

20000

22500 25000

Table 10.

Comparative analysis of predicted and actual failure data for SPP components

Time Predicted failure Actual number of .
Component - . Difference (forecast error)
step probability failures
1 Fuel system 0.02 1 0.01
2 Cooling 0.06 2 0.02
system
3 Generator unit 0.05 3 0.00

The table shows predicted failure probabilities closely match actual data (max error
0.02), performing best on high-risk components. Independent test validation confirms strong
generalization. Table 11 demonstrates higher accuracy and lower deviation compared to CBR
and probabilistic networks, confirming model reliability and engineering adequacy.
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Table 11.
Diagnostic results of the model on the test dataset
Method Average accuracy (%) Standard deviation (%) Test set accuracy (%)
CBR 72.4 3.2 70.5
Probabilistic networks 78.3 2.7 76.8
Integrated mgthod (CBR + 25.9 )1 R72
Bayes + simulation)

The integrated method demonstrates the highest accuracy (87.2%) on the test dataset,
with the lowest standard deviation (2.1%), indicating the model's robustness. For final
reliability assessment, the model’s predicted failure probabilities were compared with actual
operational data across equipment lifecycle stages. This revealed potential systematic
deviations and confirmed alignment with real conditions. Results are shown in Figure 11,
depicting failure probability versus operating time from both model and observations.

1 - Model forecast

-
351 2-ractual data

30 A

25 1

20 1

Probability of failure (%)

15 A

10 A

T T T T T T T T T
5000 7500 10000 12500 15000 17500 20000 22500 25000
Operating time (hours)

Fig. 11. Deviation graph between model and actual data

The graph shows strong agreement between predicted and actual failure data from 5,000
to 25,000 hours, with maximum deviation below 0.6%, confirming high accuracy. The linear
trend reflects steady failure probability growth, while slight deviations after 20,000 hours may
stem from underestimating nonlinear degradation. This supports the model’s reliability and
suitability for technical monitoring.

10

Predicted failures (%)

2 4 6 8 10
Actual failures (%)

Fig.12. Correlation between forecasted and actual failure data of the SPP
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Figure 12 shows a strong correlation (R = 0.99) between predicted and observed failures
with minimal bias and narrow confidence intervals, confirming model accuracy and
robustness. The integrated CBR approach provides stable risk assessment. Robustness tests
with 1-10% Gaussian noise on key inputs confirm stability. Improvements may come from
adding dynamic parameters and more data.

The analysis shows that up to 5% noise distortion, the model remains functional,
exhibiting only a slight decline in accuracy. At 10% noise, a moderate increase in error (21%)
and a decrease in R? by 0.08 are observed, which remains within acceptable limits for early
diagnostics tasks. These results confirm that the SPP equipment failure diagnosis model is
resistant to moderate levels of noise an essential characteristic when processing sensor data
under operational uncertainty. Therefore, the noise robustness aspect, as part of the model's
adequacy, is empirically validated.

Table 12.
Impact of noise on the accuracy of spp equipment failure diagnosis model
Noise MAE
level (% MAE (no (with AI\(:[AE R? (no noise) R? (with noise) AR? (%)
noise) . (%)
of range) noise)
0% 0.061 0.061 0.00 0.82 0.82 0.00
2% 0.061 0.064 +4.9 0.82 0.80 2.4
5% 0.061 0.069 +13.1 0.82 0.78 —4.9
10 % 0.061 0.074 +21.3 0.82 0.74 -9.8

Conclusions. The study evaluated an intelligent SPP diagnostic model combining learnable,
probabilistic, and heuristic components, integrating sensor data, causality, and expert
knowledge. Validation via MAE, RMSE, R?, t-test, and chi-squared test confirmed reliability.

Sensitivity analysis highlighted temperature and pressure as key factors, with accuracy gains

saturating after 10,000 samples. The model meets engineering criteria—explainability,

robustness, reproducibility—and is suitable for intelligent monitoring and forecasting under
variable conditions.
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AJIEKBATHICTb TA BEPU®IKAIISA IHTEJEKTYAJBHOI JIATHOCTUYHOI
MOJAEJII CYJTHOBUX EHEPTETUYHHUX YCTAHOBOK

B. B. Buuyxanin, A. B. Buuyxanin

Hamionansauii yHiBepcuter «Oecbka Mol TeXHIKa
1, IlleBuenka mip., Oneca, 65044, Ykpaina
Email: v.v.vychuzhanin@op.edu.ua

Cyuacui cymHoBi eHeprernyHi ycraHoBku (CEY) (yHKIIOHYIOTP B yMOBaX arpecHBHOTO, 3MIHHOTO Ta
BHCOKOHABaHTa)KEHOTO MOPCHKOTO CEpeOBHINA, [0 BUMArae 3aCTOCYBAaHHS Cy4aCHHMX JIiarHOCTHYHHX 3ac00iB
JUIL PaHHBOTO BWSBJICHHS BIZIMOB 1 NPOTHO3HOTO TEXHIYHOTO OOCITYroBYBaHHS. Y CTarTi 3alpONOHOBAHO
IHTErpoOBaHy 1HTEJIEKTYaJIbHY MOJIEIb IIarHOCTUKH, SIKa MOEIHYE METOANW MAIIWHHOTO HAaBYAaHHS, IMOBIpHICHE
BHUCHOBYBAaHHS Ta EBPUCTHYHY JIOTIKYy Il 3a0e3MedeHHs SIK CTAaTUCTUYHOI TOYHOCTI, TaKk 1 IH)KEHEepHOI
aJleKBaTHOCTI. Moyienb Mae TPUPIBHEBY apXiTEKTypy: HaBuaubHUHA KoMroHeHT (CatBoost i HeHpOHHI Mepexi),
IMOBIpHICHMH KOMITOHEHT (0aiieciBChbKi Mepeki Ta MapKOBChKa JIOTiKAa) Ta €BPUCTUYHY CHCTEMY Ha OCHOBI
npenenentiB (CBR) 3 ekcriepranmu mpaBwiamu. [l HaBuaHHS Ta Banifanii Bukopucrano monax 22 000
peanbHUX 1 3MOJENBOBAHMX BHIAJKIB. 3BaXKCHE arperyBaHHs pe3yJbTaTiB yCiX KOMIIOHEHTIB 3a0e3redye
HaJliiiHe MpOrHO3yBaHHs WMOBiIpHOCTI BiaMoB. KinbkicHa orinka 3a Merpukamu MAE, RMSE, R?, recall 1 F1-
score IoKasye, [0 TiOpHIHa MOJIETb CYTTEBO MEPEBEPIIYE OKPEMi KOMIIOHEHTH, AOCATaloud TOYHOCTI 87,2% Ha
He3aJeXHil TecToBil BUOipmi. CTaTUCTUYHA IEpeBipKa 3a JOMOMOIoI0 t-KpUTepito, y?-aHalily Ta JOBIPUYHX
IHTEpBAIIB MATBEPKYE MEpeBary iHTErpPOBaHOTO MiAX0y. AHaI3 YyTIMBOCTI JEMOHCTPYE CTIMKICTh MOAei
JI0 3MiH MapaMeTpiB, IIyMy Y BXIJIHUX JaHUX Ta 0OCATIB HaBYaJIbHOI BUOiIpKU. HailOlnbly 4yTiuBICTh MOJENb
BUSIBJISIE JI0 TEMIIEPATYPHUX 1 BIOpaIlifHUX NaHWX, MIO y3TOMKYETHCS 3 iHkKeHepHOoro Jorikoro. ITicis 10 000
3pa3KiB CIOCTEPIraeThCsl eeKT HACHUCHHS, IO CBIYUTH MPO IOCATHEHHS MOpOry iH(pOpMATHBHOCTI ISt
3amanoi apxitekTypu. [IporHo3n Moesi TiCHO KOPemooTh 13 (akTHIHUMHU JaHUMHE 1po BiaMoBH (R = 0.99), mo
MiATBEPIKYE 11 aAeKBaTHICTh, IHTEPIPETOBAHICTh 1 MPAKTHUYHY LiHHICTH. J{0JaTKOBE TECTYBAaHHA 31 IITYIHUM
ITyMOM TiITBEPIKYE CTaOUIBHICTh MOJIEN B YMOBaX PEATbHUX CEHCOPHHUX MOXHMOOK. 3almporioHOBaHA MOIETh
BHCTYIA€ SK HANIHHUNA IHCTPYMEHT MIATPUMKH NPUHHATTS PIillleHb IS JIaTHOCTHKA Ta MPOTHO3YBAHHS
texHigHoro ctany CEVY, 31aTHa BUSBIATH K THIIOBI, TaK 1 KackamHi BiaMoBH. Lle mocmimkeHHsS poOUTh BHECOK
Y PpO3BUTOK IHTENEKTyaJlbHUX CHCTEM MOHITOPHHTY B MOPCBKill Tamy3i Ta CKIAQJHUX MPOMECIOBUX
CepeIOBHUINAX, NMPOIOHYIOYH KOMIUIEKCHY OCHOBY IS TEXHIYHOTO OOCIYrOBYBaHHS 32 CTAHOM 1 3HMIKCHHS
eKCILTyaTaI[iTHIX PU3HKIB.

KirouoBi cjioBa: iHTeleKTyaabHa MiarHOCTHKA, MPOTHO3YBAaHHS BiMOB, CYIOHOBI €HEpPreTHYHI YCTaHOBKH,
ribpumHa MOIeNb, OaleCiBCHKI MEpeKi, MAllITHHE HABYAHHS, METOJI TIPEIC/ICHTIB.
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PERFORMANCE IMPROVEMENT OF PARALLEL ALGORITHMS
FOR SOLVING SLAEs VIA GPU COMPUTING

O. Zhulkovskyi', I. Zhulkovska?, Y. Ulianovska?, O. Kosukhina', V. Riabovolenko?
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Efficient organization of computational architecture and the optimization of algorithms for
solving systems of linear algebraic equations on GPUs make it possible to significantly
improve program performance and achieve efficient scalability when working with large
sparse matrices. This study investigates the efficiency of implementing Cholesky, QR, and
LU matrix factorization algorithms on the CUDA architecture using the JCuda library for
parallel computations. Special attention is given to the impact of matrix row and column
reordering methods (AMD and RCM) on the performance of algorithms on both GPU and
CPU. Numerical experiments were carried out on matrices of different sizes and sparsity
levels, which enabled the evaluation of algorithm performance and the influence of data
preprocessing. The results show that the GPU implementation of the Cholesky algorithm
provides acceleration of up to 5.2x for large sparse matrices, while QR demonstrates a
GPU-over-CPU advantage on most test cases, with a maximum speedup of 7.6x. The AMD
reordering strategy is more effective for the Cholesky algorithm, whereas RCM is
preferable for QR. The scientific novelty of the paper lies in the comprehensive
comparison of factorization-based methods for solving SLAEs in the context of hybrid
CPU/GPU computing, considering matrix reordering strategies. The practical significance
of the obtained results is in identifying the feasibility of GPU utilization for specific classes
of problems, enabling optimization of computation time and memory usage. Prospects for
further research include the optimization of GPU-based LU factorization, the application of
hybrid CPU/GPU strategies to improve scalability and energy efficiency, as well as the use
of mixed-precision techniques to balance computational accuracy and performance.
Keywords: GPU acceleration, systems of linear algebraic equations, matrix factorizations,
CUDA, parallel computing, matrix reordering (AMD, RCM).

Introduction. The rapid development of computer technology and the advancement of
personal computer architecture, particularly through multicore processors, increased cache
sizes, and system memory, constantly stimulate the development of software capable of
efficiently exploiting these resources [1]. Modern computational modeling tasks that require
processing large volumes of data often exceed the capabilities of single-core processors,
which has encouraged the active adoption of parallel computing technologies [2, 3].

In recent years, graphics processing units (GPUs) have attracted considerable
attention, as their computational power has been growing much faster than that of central
processing units (CPUs). This enables GPUs to be employed as a cost-effective and high-
performance platform for general-purpose scientific and engineering computations (General-
Purpose Computing on Graphics Processing Units, GPGPU), significantly accelerating
algorithms that support parallel execution. The use of GPUs in hybrid computing systems
allows partially offloading computationally intensive tasks from CPUs, thereby enhancing
overall program performance [4].

Modern standards and technologies for GPU-accelerated computing include [5, 6]:
OpenCL, DirectCompute, C++ AMP, AMD FireStream, and CUDA (Compute Unified
Device Architecture). In particular, NVIDIA’s CUDA architecture provides efficient
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implementation of parallel computation methods owing to a large number of computational
threads and processing pipelines, enabling simultaneous processing of vast amounts of data.

The relevance of accelerating the solution of SLAEs on GPUs [7] is driven by the

need for high-performance computational methods in scientific modeling, engineering
calculations, and processing of large datasets. The deployment of parallel methods on the
CUDA architecture [6] allows for significant improvements in computational efficiency and
opens new prospects for software—hardware optimization of SLAEs.
Related works. The solution of SLAEs occupies a central place in many problems of applied
mathematics, computational physics, chemistry, mechanics, and engineering. The efficiency
of SLAE algorithms largely determines the performance of numerical simulations of
processes underlying modern scientific and technical research. Traditional methods for
solving SLAESs, such as the Gaussian elimination method, LU factorization, or Cholesky
factorization, provide reliable accuracy; however, their computational complexity becomes
critical for large-scale problems. Therefore, iterative methods come to the forefront, including
the Conjugate Gradient (CG) method, BiCGStab (Biconjugate Gradient Stabilized Method),
GMRES (Generalized Minimal Residual Method), and others, which are more suitable for
parallel implementation [1].

The advancement of hardware, particularly the emergence of GPUs with CUDA
architecture, has opened new opportunities for high-performance computing [8]. CUDA
provides a programming model that enables massively parallel execution of operations, which
is especially effective for operations on large matrices. As noted in [9], the performance of
GPU applications strongly depends on the CUDA version, since updates to libraries and
drivers affect the performance of core operations, particularly matrix—vector multiplications,
which constitute the core of SLAE solution methods.

Beyond performance, energy efficiency has also attracted considerable research
attention. Mixed-precision computation has emerged as a promising direction, as it reduces
energy consumption without significant loss of accuracy. As demonstrated in [7], applying
combined high- and low-precision methods in GPU computations results in noticeable
reductions in both solution time and energy consumption, which is critically important for
large-scale scientific computing and machine learning applications.

The automation of parallel algorithm development represents another important
research direction. As highlighted in [9], the use of the FEniCS system in conjunction with
GPU architectures enables automated generation of efficient code for finite element
computations. This allows applied researchers to benefit from high-performance computing
without requiring deep expertise in parallel programming, thus bridging the gap between
hardware complexity and user needs.

Another promising direction is the development of hybrid algorithms that combine
different methods or architectures. For example, [4] presents the HyLAC (Hybrid Linear
Assignment Solver in CUDA) algorithm, which demonstrates the effectiveness of combining
various optimization strategies. Although the study focuses on the linear assignment problem,
it confirms the potential of hybrid approaches and can be extended to linear algebra problems,
including SLAE solving.

Considerable attention is also given to the scalability of parallel algorithms [2]. Key
challenges include load balancing among threads, memory usage optimization, and
communication efficiency for large-scale problems. Further progress in these directions is
possible through tight integration of hardware and software solutions, highlighting the
relevance of research aimed at adapting methods to GPU-specific architectures.

The literature also reveals a clear trend toward the development of specialized libraries
and frameworks that provide broader access to parallel computing. A notable example is the
CUDA Toolkit [5], which includes a set of libraries, tools, and code samples for developing
high-performance applications. This environment has become a de facto standard in the
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GPGPU domain, offering extensive opportunities for optimization and testing of
computational kernels.

Recent research has also made significant progress in the field of direct solvers for
sparse systems. For instance, the NVIDIA cuDSS library, a direct sparse solver, demonstrates
that GPU acceleration allows efficient handling of symmetric, positive-definite, and general
sparse matrices, including multi-user and multi-node configurations [10]. This indicates that
not only dense systems but also sparse systems are gaining increasing priority.

Another active research area is the optimization of iterative solvers with an
aggregation-based AMG preconditioner, which ensures good scalability on multi-GPU
systems [11]. This is particularly important since many applied SLAEs exhibit properties
well-suited for AMG, such as large size, irregularity, and weak connectivity.

Another example is tfQMRgpu, a solver for block-sparse systems optimized for
throughput, which allows simultaneous solution of multiple systems with different right-hand
sides (multiple RHS), thus increasing efficiency by enhancing arithmetic intensity (the ratio of
computations to data transfers) [12].

Studies show that memory optimization, reducing the overhead of kernel launches,
adopting a hybrid Host/Device/Host multithreading model, and employing effective sparse-
matrix reordering strategies are crucial for improving performance [10-12].

Overall, the current state of research indicates a high level of interest in enhancing the

efficiency of parallel methods for solving SLAEs [13]. However, open questions remain
regarding the adaptation of algorithms to new GPU generations, balancing accuracy and
performance, and ensuring user-friendly computational technologies in applied fields,
primarily in computer modeling and predictive analysis of engineering systems [14].
Research Objective. The objective of this study is to enhance the efficiency of solving
SLAEs by implementing and optimizing matrix factorization algorithms (Cholesky, QR, and
LU) on GPUs with CUDA architecture, accompanied by a comparative evaluation of their
performance relative to CPU-based computations.
Main Part. The GPU architecture features shader cores organized into Texture Processor
Clusters, each comprising a texture unit and two streaming multiprocessors. Each
multiprocessor includes an interface for decoding and launching instructions and a backend
with eight arithmetic units and two SFUs (Special Function Units) that execute instructions in
SIMT (Single Instruction, Multiple Threads) mode. To maximize hardware utilization,
instructions are interleaved between arithmetic and SFU operations.

Each multiprocessor contains 16 KB of shared memory for data exchange between
threads within a block, and about 8 KB of cache memory per multiprocessor for accessing
constants and textures. Global memory is accessible to all multiprocessors but suffers from
higher latency and lower bandwidth.

The CUDA programming model is based on lightweight extensions to C/C++ to
support parallelism. A program consists of a sequential part executed on the CPU and a
parallel part executed on the GPU. A kernel is a function executed simultaneously by many
threads, which are organized into blocks and grids. Synchronization within a block occurs via
shared memory, while communication across blocks relies on global memory. CUDA ensures
that parallel code scales across varying numbers of cores and multiprocessors.

CUDA extends C/C++ with function and variable qualifiers such as:

__global  —kernel function invoked from the CPU and executed on the GPU;

__device  — function executed on the GPU, callable only from the GPU;

__host__ — conventional CPU function.

Variables can also be declared with the  shared  qualifier, denoting multiprocessor
shared memory. Kernel invocation requires specifying grid and block dimensions. The CUDA
API provides GPU memory management functions (e.g., cudaMalloc, cudaFree,
cudaMemcpy) and supports data exchange between host RAM and GPU VRAM.
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JCuda is a collection of Java bindings for the CUDA platform, enabling high-
performance GPU computations without direct use of C/C++. It provides Java interfaces to
native CUDA libraries (e.g., cuBLAS, cuFFT, cuSPARSE, cuSOLVER), allows launching
custom CUDA kernels, managing GPU memory, transferring data between host and device,
and executing parallel operations on vectors and matrices. By combining the portability of
Java with the performance of CUDA, JCuda serves as an effective framework for numerical
modeling, linear algebra, and large-scale data processing. Development was carried out in
IntelliJ IDEA by JetBrains.

Three algorithms for solving SLAEs were selected for this study: Cholesky, QR, and
LU, which differ substantially in their mathematical structure, enabling a comprehensive
evaluation of their efficiency in parallel data processing. Two reordering algorithms were
employed for preprocessing matrices: Approximate Minimum Degree (AMD) and Reverse
Cuthill-McKee (RCM).

Cholesky factorization is applied to symmetric positive-definite matrices,
decomposing them into the product of a lower triangular matrix and its transpose. This
ensures efficient and stable numerical solutions of SLAEs, reducing computational costs
compared to direct methods for general matrices. QR factorization expresses a matrix A as the
product of an orthogonal (or unitary) matrix Q and an upper triangular matrix R. It is used for
stable numerical solutions of SLAEs and eigenvalue computations, providing high accuracy
in cases of sparse or ill-conditioned systems. LU factorization decomposes a matrix A into the
product of a lower triangular matrix L and an upper triangular matrix U. This method is
widely applied for solving SLAEs, computing determinants, and inverting matrices, ensuring
efficiency through straightforward sequential execution.

The AMD algorithm is designed to reorder rows and columns of sparse matrices to
minimize fill-in during factorization. It heuristically selects nodes of minimal degree in the
matrix dependency graph, thereby optimizing sparse matrix structure for efficient execution
of factorizations such as LU or Cholesky, reducing both computational cost and memory
usage.

The RCM algorithm is used to reduce the bandwidth of sparse matrices. It orders rows
and columns so that nonzero elements are positioned closer to the main diagonal, reducing
fill-in during factorization and improving both computational efficiency and cache utilization.
The aim of the study is to compare the efficiency of different SLAE-solving algorithms on a
unified dataset, considering both CPU and GPU performance. Numerical experiments were
implemented in JCuda for the three matrix factorizations (Cholesky, QR, LU), along with two
matrix preprocessing strategies: AMD and RCM reordering. The computational model
involved the following steps: loading the matrix data; measuring execution time of
Cholesky, QR, and LU algorithms on CPU; measuring execution time of Cholesky and QR
algorithms on GPU; applying AMD reordering and repeating execution time measurements
for all algorithms; applying RCM reordering and repeating execution time measurements for
all algorithms. This approach makes it possible to obtain comparative performance metrics,
evaluate the effect of column ordering on computational efficiency, and establish execution-
time dependencies for different algorithms and architectures.

Results and Discussion. Computational experiments were conducted using the following test
environment: CPU Intel Core 15-9300H, 2.40 GHz, 4 cores, 8 threads; GPU Nvidia GTX
1660TI with 1536 CUDA cores and 6 GB of video memory.

During data processing, the analysis focused on the impact of matrix size,
preprocessing, and the number of nonzero elements on algorithm execution time, as well as a
comparison of CPU vs GPU performance (Table 2).
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The experiments were performed on input data described in Table 1.

Characteristics of input matrices for algorithm testing

Table 1.

Experiment No.

Matrix size (rows X columns)

Number of non-zero elements

1 1000 x 1000 3750
2 1074 x 1074 12918
3 1083 x 1083 18437
4 1050 x 1050 19918
5 1282 x 1282 22878
6 10000 x 10000 49600
7 8000 x 8000 53600
Table 2.
Performance of factorization algorithms
Addi
Addi Non- tional | Non-
tional Zero Al go CPU. ms | GPU, ms pre-- Zero Al g0 CPU. ms | GPU, ms
preproces- | ele- rithm pro- ele- rithm
sing ments ces- ments
sing
Cholesky 4.816 9.266 Cholesky | 55.267 23.164
- QR 7.877 16.751 - QR 247.893 70.145
LU 2.897 LU 166.515 n/a
Cholesky 1.08 6.418 AMD Cholesky 4.207 7.175
AMD 3750 QR 18.45 16.604 sor- QR 139.571 | 60.511
sorting LU 1.143 ting | 12918 LU 25.692 n/a
Cholesky 1.976 7.397 RCM Cholesky | 60.404 22.801
RCM QR 6.597 14.585 sort- QR 266.238 | 61.674
sorting LU 2.228 ing LU 134.589 n/a
Cholesky 6.671 12.934 Cholesky 3.297 6.487
- QR 18.77 26.933 - QR 218.281 49.314
LU 6.678 n/a LU 2.49 n/a
Cholesky 7.721 9.378 AMD Cholesky 2.408 6.024
AMD 18437 QR 106.596 | 51.191 | sortin | 19918 QR 40.968 41.301
sorting LU 8.503 n/a g LU 4.028 n/a
RCM Cholesky 8.136 13.661 | RCM Cholesky | 34.585 16.929
sorting QR 27.38 29.332 sor- QR 116.23 36.035
LU 9.908 n/a ting LU 55.479 n/a
Cholesky 3.472 9.048 Cholesky | 124.957 | 127.781
- QR 9.79 17.079 - QR 442.195 | 267.734
LU 4.736 n/a LU 228.887 n/a
22878 | Cholesky | 4.605 6.793 | AMD | 49600 | Cholesky | 27.853 22.1
AMD QR 51.666 31.438 sor- QR 2406.685 | 750.128
sorting LU 7.083 n/a ting LU 25.287 n/a
RCM Cholesky 3.166 9.673 RCM Cholesky | 67.622 79.642
sorting QR 9.944 18.501 sort- QR 241.055 | 205.664
LU 5.006 n/a ing LU 105.692 n/a
Cholesky | 1278.723 | 245.499
- QR 4674.122 614.58
LU 2330.692 n/a
Cholesky | 370.923 83.306
AMD QR 14756.99 | 2319.035
sorting LU 559.962 n/a
RCM | 33600 ["Cholesky | 506.049 | 157.155
sorting QR 1802.826 | 359.787
LU 882.141 n/a

When comparing CPU and GPU implementations without preprocessing, the Cholesky
factorization on GPU outperformed the CPU only for matrices with 12918 (2.4x speedup) and
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53600 (5.2x speedup) nonzero elements. For all other datasets, GPU execution did not
provide a performance advantage. In contrast, the QR factorization showed GPU superiority
in 4 out of 7 benchmark cases, with the maximum observed speedup of 7.6x for the matrix
containing 53600 nonzero elements. The LU factorization was not executed on GPU due to
library limitations.

The application of AMD preprocessing for Cholesky (Fig. 1) showed that GPU
execution is advantageous only for datasets with 49600 (1.3x speedup) and 53600 (4.5x
speedup) nonzero elements.

35
® AMD Cholesky GPU  ®m AMD Cholesky CPU

DN W
S w» O

—
(=]

Computation time, ms
o

W

LEBL R

3750 12918 18437 19918 22878 49600
Number of non-zero elements

=)

Fig. 1. Effect of AMD sorting on GPU performance in Cholesky factorization

The application of AMD preprocessing for QR (Fig. 2) demonstrated GPU superiority
over CPU on 4 out of 7 benchmark cases, as in the scenario without preprocessing.
Significant GPU speedups were achieved: 2.3x for the 12918-element matrix and 6.4x for the
53600-element matrix.
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Fig. 2. Effect of AMD sorting on GPU acceleration for QR
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The use of RCM preprocessing for Cholesky (Fig. 3) demonstrated GPU superiority
over CPU only for datasets with 12918 (2.6x speedup), 19918 (2x speedup), and 53600 (3.2x
speedup) nonzero elements.
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Fig. 3. Effect of RCM sorting on GPU acceleration for Cholesky

The use of RCM preprocessing for QR (Fig. 4) demonstrated GPU superiority over
CPU on 4 out of 7 benchmark cases, similar to AMD preprocessing. Notable GPU speedups
were 4.3x for the 12918-clement matrix, 3.2x for the 19918-clement matrix, and 5x for the
53600-element matrix.
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Fig. 4. Effect of RCM sorting on GPU acceleration for QR

As the results show, AMD preprocessing has a stronger impact on GPU performance
in the Cholesky implementation (Fig. 4), while RCM preprocessing is more effective in the
QR implementation (Fig. 5).
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Fig. 5. Comparison of Cholesky performance
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Fig. 6. Comparison of QR performance

Conclusions. The study investigated the efficiency of implementing matrix factorization
algorithms (Cholesky, QR, and LU) for solving SLAEs on GPU architecture using CUDA
and JCuda libraries. A comparative analysis of CPU and GPU performance was carried out on
multiple datasets, considering preprocessing with AMD and RCM methods.

The GPU-based Cholesky implementation demonstrated speedups for large sparse
matrices (up to 5.2x), while for smaller datasets GPU execution did not provide a
performance advantage. The QR algorithm proved more suitable for parallel execution,
providing GPU-over-CPU advantages on most benchmark cases (with a maximum speedup of
7.6x).

The use of AMD and RCM reorderings affected performance differently—AMD was
more effective for Cholesky, whereas RCM proved more beneficial for QR.

The scientific novelty of the work lies in a comparative analysis of factorization
methods for sparse SLAEs in the context of hybrid CPU/GPU computing, taking into account
different matrix reordering strategies.

The practical significance of the results is in identifying the feasibility of GPU usage
for specific classes of problems: for large, highly sparse matrices, and when applying suitable
reorderings, GPU implementations demonstrate substantial advantages over CPU.

Further research should focus on optimizing GPU implementations of LU factorization
using modern libraries (cuDSS, cuSPARSE), developing hybrid CPU/GPU strategies to
improve scalability, analyzing computational energy efficiency, and applying mixed-precision
methods to balance accuracy and performance.

Thus, GPU acceleration is a promising tool for solving large-scale SLAEs, opening
new opportunities in high-performance computing [1, 2].

References

1. Masciari E., Napolitano E.V. Sustainability and High Performance Computing. Lecture
Notes in Computer Science. 2024. P. 237-242. URL: https://doi.org/10.1007/978-3-031-
78093-6 21

2. Bouras M., Idrissi A. A Survey of Parallel Computing: Challenges, Methods and
Directions. Modern Artificial Intelligence and Data Science. Studies in Computational
Intelligence. 2023. Vol. 1102. P. 67-81. URL: https://doi.org/10.1007/978-3-031-33309-
56

3. Zhulkovskyi O., Zhulkovska I., Kurliak P., Sadovoi O., Ulianovska Y., Vokhmianin H.
Using Asynchronous Programming to Improve Computer Simulation Performance in
Energy  Systems. Energetika. 2025. Vol. 71, Nel. P. 23-33. URL:
https://doi.org/10.6001/energetika.2025.71.1.2

4. Kawtikwar A., Nagi R. HyLAC: Hybrid Linear Assignment Solver in CUDA. Journal of
Parallel and Distributed  Computing. 2024. Vol. 187. 104838. URL:
https://doi.org/10.1016/j.jpdc.2024.104838

334



[HOOPMATUKA TA MATEMATHUYHI METOA B MOJAEJIFOBAHHI = 2025 = Tom 15, Ne 3

10.

I1.

12.

13.

14.

15.

CUDA Toolkit Archive. URL: https://developer.nvidia.com/cuda-toolkit-archive

Yoshida K., Miwa S., Yamaki H., Honda H. Analyzing the Impact of CUDA Versions on
GPU Applications. Parallel Computing. 2024. Vol. 120. 103081. URL:
https://doi.org/10.1016/j.parco.2024.103081

Mukunoki D., Ogita T. Performance and Energy Consumption of Accurate and Mixed-
Precision Linear Algebra Kernels on GPUs. Journal of Computational and Applied
Mathematics. 2020. Vol. 372. 112701. https://doi.org/10.1016/j.cam.2019.112701
Mohamed K. S. Parallel Computing: OpenMP, MPI, and CUDA. In: Neuromorphic
Computing and Beyond. Cham, 2020. P. 63-93. URL: https://doi.org/10.1007/978-3-030-
37224-8 3

Trotter J.D., Langguth J., Cai X. Targeting Performance and User-Friendliness: GPU-
Accelerated Finite Element Computation With Automated Code Generation in FEniCS.
Parallel Computing. 2023. Vol. 118. 103051. URL:
https://doi.org/10.1016/j.parco.2023.103051

NVIDIA. NVIDIA cuDSS (Preview): A High-performance CUDA Library for Direct
Sparse Solvers. Documentation. URL:
https://docs.nvidia.com/cuda/archive/12.8.1/cudss/index.html

Bernaschi M., Celestini A., Vella F., D'Ambra P. A Multi-GPU Aggregation-Based AMG
Preconditioner for Iterative Linear Solvers. [EEE Transactions on Parallel and
Distributed  Systems. 2023. Vol. 34, No. 8. P. 2365-2376. URL:
https://doi.org/10.1109/TPDS.2023.3287238

Baumeister P.F., Nassyr S. tfQMRgpu: A GPU-Accelerated Linear Solver With Block-
Sparse Complex Result Matrix. Journal of Supercomputing. 2025. Vol. 81. 663. URL:
https://doi.org/10.1007/s11227-025-07145-6

Alsuwaiyel, M.H.: Parallel Algorithms. Lecture Notes Series on Computing. Vol. 16.
New Jersey: World Scientific, 2022. URL: https://doi.org/10.1142/12744

Zhulkovskii O., Panteikov S., Zhulkovskaya I. Information-Modeling Forecasting System
for Thermal Mode of Top Converter Lance. Steel in Translation. 2022. Vol. 52, Ne5. P.
495-502. URL: https://doi.org/10.3103/s0967091222050138

Zhulkovskyi O., Bilio V., Zhulkovska I. Improve Efficiency of Computer Simulation
Using GPU Programmlng Ilpayi VII Bceykpaincvkoi HayKo80-npakmuuHoi Konpepenyii
MONIOOUX HAayKosyie «Inghopmayivini MexXHON02Ii». 2020. URL:
https://informationtechn2020.blogspot.com/2020/05/zhulkovskyi-o-bilio-v-zhulkovska-
i.html

335



O. Zhulkovskyi, 1. Zhulkovska, Y. Ulianovska, O. Kosukhina, V. Riabovolenko

HNIABUINEHHSA ITPOAYKTUBHOCTI ITAPAJIEJIBHUX AJI'OPUTMIB
PO3B’AA3AHHSA CJIAP 3A PAXYHOK GPU-OBYUCJIEHD
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JIHIIPOBCHKUH IepKaBHUM TEXHIYHUN YHIBEPCUTET
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PanioHanbHa oprasizaiisi 0OYMCIIOBAIBHOI apXiTEKTYpH Ta OINTHMI3allisi aJTOPUTMIB DPO3B’S3aHHS CHCTEM
niHiiHMX anreOpaiuHux piBHAHb Ha GPU no3Bonse CyTTEBO MiJBHMIIMTH IPOAYKTUBHICTH MpOrpam i
3abe3neunTr e()eKTUBHY MAacIITabOBaHICTh MPHU POOOTI 3 BEIUKUMH PO3PIIHKEHUMHU MaTpUISIMH. Y poOOTi
JOCIIDKYEThCS e(peKTUBHICTh peanizalii ajlropuTMiB MaTpuYHHX po3kianiB Xojeupkoro, QR ta LU Ha
apxitektypi CUDA i3 3acrocyBannsim Oibmioteku JCuda mis napanenbHux obuucienb. OcoOnuBa yBara
NPUALSIETBCS BIUIMBY METOJIB TEPECTaHOBKH psifiKiB 1 croBmuiB Matpunb (AMD ta RCM) Ha mBHIKoziro
anroputMiB Ha GPU Tta CPU. YucenbHi eKCHepUMMEHTH BHKOHYBAJIHCS Ha MATPUIIX PI3HOTO pO3Mipy Ta
PO3PIIKEHOCTI, 1110 JJO3BOJHUIIO OLIHUTH MPOAYKTUBHICTH aJITOPUTMIB Ta BIUIMB HOMEPEIHBOI MIATOTOBKYU JAHUX.
Pesynpratn mokazanu, mo peanizaiis Xoneubkoro Ha GPU 3a0e3nedye mpuCKOpeHHsS 1O 5.2X Uil BEIUKHX
po3pimkeHux marpuilb, Toi sk QR nemonctpye nepeBary GPU nag CPU Ha 6inbiiocti TecTOBUX BHOIpOK 13
MaKCUMaJIbHIM IIPHCKOpEHHsAM 7.6X. 3acrocyBaHHS AMD-nepecTaHOBKM e(EeKTUBHILIE IS alTOPUTMY
Xomenpkoro, a RCM — mms QR. HaykoBa HOBH3HA poOOTH TONSATaE y KOMIUIEKCHOMY MOpPIBHSHHI
MPOAYKTUBHOCTI (HaKTOPU3AI[IfHUX METOMIB Ui CHCTEM JIIHIHHUX anreOpaiyHuX pIBHAHb Y KOHTEKCTI
riopuaaux obuuciaens CPU/GPU i3 BpaxyBaHHSIM cTpateriéi mepecTaHOBKH Marpuilb. [IpakThyHe 3HAYCHHS
OTPHMAaHUX Pe3yJbTATIB MOJATAE Y BU3HAYEHHI AOIiNbHOCTI 3acTocyBaHHs GPU mis KOHKpeTHHX KIIaciB 3ajad,
[0 JTO3BOJISIE ONTHMI3YBaTH 9ac OOYHMCICHb Ta BHUKOPHCTAHHS pecypciB mam siTi. [lepcreKTHBH MOoambIImx
JOCIipKeHb nependadaroTb ontumizaiiro GPU-peanizaniii LU-po3kiany, BUKOpUCTaHHS TiIOpUIHUX CTpaTerii
CPU/GPU nys migBuieHHS MacmTaboBaHOCTI, eHeproe(eKTHBHOCTI OOYHCIEHb Ta 3aCTOCYBaHHS METOJIIB
3MIIIIaHOI TOYHOCTI TS 3a0€3MeUeHHs OATaHCY MK TOUHICTIO PE3YJIbTATiB 1 MPOAYKTHBHICTIO OOYHCIICHb .
Karouosi cioBa: GPU-npuckopeHHs, CUCTeMH JTiHIHHUX anreOpaiuHuX piBHSAHB, MaTpuuHi poskianu, CUDA,
napa’sesbHi 004MCIIeH s, iepectanoBka Marpulls (AMD, RCM).
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3ACTOCYBAHHSA TEOPIi TPA®IB Y AHAJI3I COITAJIbHUX MEPEX
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Mertolo CTaTTi € JOCHI/PKEHHSI aHali3y Ta 3aCTOCYBaHHS MaTeMaTH4HOTO arapary Teopii
rpadiB st BUBUEHHS CTPYKTYPHUX XapaKTEPUCTHK Ta JMHAMIYHHX MPOIIECIB Y COLIATbHUX
Mepekax. PO3rIsiHyTO OCHOBHI MiIXOAM IO MOEIOBAaHHS COIaIbHUX B3a€EMOJIIN uepe3
rpad CTpyKTYpH, BKIIIOUAIOYH METO/IM aHAII3Y IIEHTPAIbHOCT] BEPIIUH, BUSIBICHHS CITIJILHOT
Ta TNpOrHO3yBaHHS  3B'3kiB.  [IpoaHanizoBaHO  Cy4yacHi  aJrOpUTMH  OOpOOKH
BEJIMKOMACIITAaOHUX MEPEKHUX CTPYKTYp Ta iX 3aCTOCYBaHHS Ul BUPIIIEHHS MPUKIIaTHUX
3aBaHb aHAN3y COLIAIBHUX IUIATGOPM Ta cHUCTEMaru3ailis MeToniB Teopii rpadiB s
aHali3y TOMOJOTIYHMUX BIIACTUBOCTEH COIAIbHUX MEpPEX Ta PO3poOKa KOMILIEKCHOTO
MiAXOMy 10 MOJENIOBaHHS JMHAMIYHUX HPOILECIB Y MEPEKHUX CTPYKTYpax 3 ypaxyBaHHAM
Cy4acHUX OOYHMCIIOBATBHUX MOXJIMBOCTEH. 3ampOMOHOBAHO IHTErPOBaHHMU MIAXiA IO
3aCTOCYBaHHS KJIACHYHHUX Ta Cy4acCHHX METOJIB Teopii rpadiB sl KOMILIEKCHOTO aHaJi3y
COL[IAIbHUX MEpeX, IO BKIIOYAE AITOPUTMH JUHAMIYHOTO BOYIOBYBaHHS Tpadis,
(emepaTMBHI MeTONM HAaBYaHHS Ta TEXHOJNOTii 30epe’kKeHHS IMPHUBATHOCTI MPH 0O0poOII
MEpEeXHUX AaHUX. P0O3poOIIeHO MeTOJOJOTiuHUI (peMBOPK [UIA aHANI3Y CTPYKTYPHUX
XapaKTePUCTUK COIiaIbHUX MEPEXk, SIKUH MOEIHYE KIIACHYHI METPUKH IICHTPATHHOCTI 3
CYJacHUMH MiIXOAaMU OO BHSBICHHS CIIJIBHOT Ta aHANI3y AWHAMIYHUX IMPOIIECIB.
BusHaueHO KITIOYOBI MapamMeTpu e¢(EeKTHBHOCTI aITOPUTMIB OOPOOKH BEIMKOMACIITAOHUX
rpadiB Ta ix amanranii no crenu@ikyd COIiaIbHUX MEPEKHUX CTPYKTYp. 3aCTOCYBAHHS
IHCTpYMEHTIB JIiHIHOT anreOpy Ta aHaIITHYHOI FeOMETpii, 30KpeMa MaTpHUIlb CyMI>KHOCTI Ta
CIIEKTPAJBHOTO aHamizy, 3abes3leyye TOYHE MOJCTIOBAHHS 3B’S3KiB 1 MPOTHO3YBAHHS
EBOJIIOIIT Mepexk. 3aCTOCyBaHHs Teopii rpadiB y aHai3i COIAIbHUX MEPEK JICMOHCTPYE
BHCOKY €(EeKTHUBHICTh JIsI PO3YMIHHS CTPYKTYPHHX 3aKOHOMIPHOCTEil Ta MPOTHO3YBaHHS
MOBE/IIHKOBUX MAaTepHIB. [HTerpaiisi Ccy4acHHMX METOJ[iB MAaIIMHHOTO HaBYaHHS 3
KJIACUYHHUMH T111X0/1aMH Teopii rpadiB BiIKPUBAE HOBI MOXITUBOCTI JIJIsl CTBOPEHHSI TOYHUX
MOZeJel COLiaNnbHUX B3a€EMOJIN Ta PO3pOOKHU IHTEIEKTYaNbHUX CUCTEM aHAJIi3y MEPEKHHX
CTPYKTYP.

KiriouoBi ciioBa: rpad), eHTpanbHICTb, CIIIBHOTH, BOY/IOBYBaHHSI, JITOPUTMH, TUCKPETHA
MaremarHKa, JiHiiHa anredpa, aHaJiTHYHA BEKTOPHA TEOMETDis.

Beryn. CydacHuil po3BUTOK 1H(OpMaLiIHHUX TEXHOJIOTH IpU3BIiB 10 (POPMYBaHHS CKJIaJHUX
MEPEKHHUX CTPYKTYp, WIO XapaKTEePU3YIOTbCA BEIMKOK KUIBKICTIO B3a€MOIMOB'SI3aHUX
€JIEMEHTIB Ta IMHAMIYHOIO MTPUPOJIOK0 iX B3aeMoii. CorianbHi Mepexi K crerudiyHui Kiac
TaKUX CTPYKTYp NOTPEeOYIOTh CHEIiajdi30BaHMX MaTeMaTHYHUX METOMIB IS aHamzy IX
TOIOJIOTTYHUX BJIACTUBOCTEH, BUSBJICHHS MPUXOBAHUX 3aKOHOMIPHOCTEH Ta MPOrHO3YBaHHS
€BOJIIOLIIHHUX MTPOLIECIB.

Teopis rpadiB Hagae MOTYyKHUN MaTeMaTUYHUI anmapat 1Js Gopmaizanii MepexHuX
CTPYKTYP, IPOTE 1i 3aCTOCYBAHHS JI0 COIIaJIbHUX MEPEXK CTUKAETHCS 3 HU3KOIO CHerupiaHnx
BUKJIMKIB. Jlo HMX HalexaTh HEOOXiJHICTh OOpOOKH BEIMKOMACIITAOHUX JUHAMIYHHX
CTPYKTYp, BpaxyBaHHs pI3HOTUIIHMX 3B'I3KIB MDK  y4YaCHUKAMH, 3a0€3MCUYCHHS
MacCIITa0OBAHOCTI aJITOPUTMIB Ta 30€pEKEHHS IPUBATHOCTI MEPCOHATHLHUX JaHUX.

AKTyaJbHICTb JOCHIKEHHS OOyMOBJIEHa 3POCTaHHSM OOCSTIB MEpPEXKHHUX JaHUX Ta
noTpedoro y po3poOiii epeKTUBHUX METOMIB iX aHami3y. TpanuuiiiHi miaxoau teopii rpadis
noTpeOyrOTh afanTailii 10 crenudiku COmialbHIUX MEPEX, M0 XapaKTePU3yKThCS BHUCOKOIO
JMHAMIYHICTIO, HEOJHOPIAHICTIO CTPYKTYPH Ta HAsSBHICTIO CKJIAJJHUX MOBEIHKOBHX MATEPHIB
YYaCHHKIB.
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Orasin aiteparypu. CydacHi JOCTIKEHHS B Tally3i 3aCTOCYBaHHs Teopii rpadiB 10 aHami3y
COL[IaJIbHUX MEPEeX JAEMOHCTPYIOTh 3HAUHUU MpOrpec y po3poOIi HOBUX METOAOJOTIYHHMX
MiIX0A1IB Ta anropuTMiunmx pimensb. Y. Hui, [. M. Zwetsloot, S. Trimborn, S. Rudinac [1, ¢.3]
3alpoNOHYBaJM  IHHOBAIIMHMM miaxix 10 AMHaMiyHOro BOYZOBYBaHHS TIpadiB 3
BuKopucTaHHsM domain-informed crTpaTeriii HeraTMBHOrO CEMILTyBaHHS, IO JIO3BOJIE
e(EeKTHBHO MOJICITFOBATH €BOJIIOLIIMHI MPOIECH Y COIIaIbHUX MEPEKAX.

[IpobnemaTrika 3a0e3medeHHS MPUBATHOCTI TpPH aHami3l  comianpHUX Tpadis
posrisnaeTees y podoti Z. Wang, W. Wang, Y. Huang, Z. Peng, Z. Yang, M. Yao, C. Wang,
X. Fan [2, c¢.7], sxi po3pobunu ¢enepatuBHy apxitektypy P4GCN ans BepTHKaILHOTO
HaBYAHHS PEKOMEHJIAIIHUX CHCTEM 3 BUKOPUCTAHHSM JBOCTOPOHHIX TPa(OBUX 3rOPTKOBUX
MepeK, 1110 3a0e3neuye eeKTUBHUM aHalli3 0e3 KOMIIpOoMeTallii epcoHabHUX JaHUX.

@dyHIaMeHTaNbHI aCEeKTH CTPYKTYPHOTO aHaji3y Mepex JociiukyoTees S. Frenkel, J.
Carmesin [3, c. 12], sixi BUBYMIM BIUIMB JIOKAJIbHUX CEMapaToOpiB Ha (OPMYBaHHS CTPYKTYpH
CIIJILHOT Yy BENUKUX MEpeXaX. IX JOCHiJKEHHS NeMOHCTPYE BaXIHMBICTh JOKAIbHHX
TOIOJIOTTYHUX XapaKTEPUCTHUK JIJI1 PO3YMIHHS I7100aJIbHOT OpraHizailii ColliaJIlbHUX CHCTEM.

bibmiomerpuuHuii aHami3 TEHIEHIIN IOCTIDKEHb y Teopii rpadiB mpoBeneHuid J. A.
Dayap, L. F. Casinillo, B. S. Anand, J. S. Estorosos, R. B. Villeta [4, c.15], mo nHanae
KOMIIJIEKCHUM OTJISA] PO3BUTKY METOAIB JOMiIHYBaHHS B rpadax Ta iX 3aCTOCYBAHHS 10 aHAII3Y
MEPEKHHUX CTPYKTYP, BKJIIOUAIOYH COIIaTIbHI MEPEXi.

Komm'roTepHo acucToBaHi MeTonu B Teopii rpadiB cucrematusosadi J. Jooken [5, c.8],
KU TPeACTaBUB BCEOIYHMI OTJISIT CYy4acCHHUX OOYHCIIOBAILHUX MiAXOMIB JO PO3B'S3aHHS
rpadoBHX 3ajad, IO Mae OE3MOCEPENHE 3aCTOCYBAHHS JI0 aHATI3y BEIMKOMACIITaOHUX
COLIaJIbHUX MEPEX.

OO6uucmoBaibHa CKJIAJIHICTh aJTOPUTMIB MOKPUTTS PEryISpHUX AEpeB AocCiimkeHa J.
Bok, J. Fiala, N. Jedlickova, J. Kratochvil [6, c¢. 11], mo Hagae TeopeTWYHi OCHOBH IJIst
pPO3YMiHHS €(EeKTHBHOCTI alropuTMiB OOpOOKH [EepEeBOMOAIOHUX CTPYKTYp Y COLIabHUX
rpadax.

TomonoriyHi BnacTuBOCTI token rpadiB sk MOKpUTTIB po3risHyTi S. G. Gomez-Galicia,
O. B. Zapata- Fonseca [7, c.9], uue mocmimxkenHs edge-transitive CTPyKTyp HaJa€e HOBI
THCTPYMEHTH JIJIsl aHAJI3y CUMETPIHHUX BIIACTUBOCTEH COIIaIbBHUX MEPEK.

[Tpobnema i3omopdizmy rpadis Keitni mpoaykris rpadis ananizyerbcs M. Mwanza [8,
c.6], m0 Mae BaXJIMBE 3HAYEHHS M PO3POOKH €PEKTHBHHUX AalTOPUTMIB MOPIBHSHHS
CTPYKTYPHUX XapaKTEPUCTHK PI3HUX COIIaIbHUX MEPEIKHUX YTBOPEHB.

Metoau augmentation-aware HaBYaHHS JUIsl TOUHOI Kiacudikauii rpagis 3aporoHOBaH1
M. Kim, J. Choi, S. Lee, J. Jung, U. Kang [9, c.14], axi po3pobunu cucremy AugWard mis
MOKpaLIeHHs] TOYHOCTI aHai3y rpadoBUX CTPYKTYp Yyepe3 KOHTPOJIbOBaHE 301IbIIEHHS JaHUX.

K. Bougiatiotis, G. Paliouras [10, ¢.10] mpeactaBrim iHHOBaIMHMH ITiIX11 1O IIBUIKOTO
OararopenaniiHoro aHamuizy rpadis, M0 BUKOPHCTOBYE MAaT€MaTH4HI BIACTUBOCTI MPOCTHX
qyCces IS ONTHMI3allii 0OYUCIIEHb Ha BEIMKUX MEPEXKHUX CTPYKTYpax.

Meta po6oTn. MeTor0 JOCIIKEHHS € cucTeMaTu3allis Ta aHajl3 CydaCHUX METOJIB Teopii
rpadiB IS KOMIUIEKCHOTO BHUBYEHHS CTPYKTYpHUX Ta JWHAMIYHMX XapaKTEPUCTHUK
COIlIAJIbHUX MEPEeXK, PO3poOKa IHTErPOBAHOIO MIJIXOAY JIO 3aCTOCYBAaHHS KJIACHYHHX Ta
IHHOBAIIHHUX aJITOPUTMIB rpad)OBOro aHaI3y 3 ypaxXyBaHHAM CHEIUPIYHUX BUMOT 00POOKH
BEJIMKOMAcCIITAOHUX COLIAJbHUX MEPEKHUX CTPYKTYp, BKIIOUalOuM 3a0e3nedeHHs
MacuTaboBaHOCTI 004U CIIEHb, 30€PEeKEHHS IPUBATHOCTI JaHUX Ta €(EKTUBHICTh BUSIBJICHHS
CTPYKTYPHHMX 3aKOHOMIpPHOCTEH y TMHAMIYHUX COLl1aIbHUX CHCTEMaX.

BukJian ocHoBHOro marepiany. TeopeTHdHi OCHOBH 3aCTOCYBaHHS TpadiB 10 MOIEIIOBAHHS
coliaTbHUX Mepex 0a3yroTbcs Ha dopmadizallii comiallbHUX B3a€MOJINA yepe3 MaTeMaTudHi
CTpykTypu. PosrissHemMo  (opmyidy  KJIacHYHOrO  BHU3HAYEHHS  MIXKIOCEPEIHUIIBKOT
neHtpasbHOcTi  (betweenness centrality) BepmmHM y rTpadi. ComiampHa Mepeka
npencrasngetbes sk rpadp G = (V,E), ne V =vl,v?, ..,v, - MHOXKUHA BepLIUH, IO
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B1100pakaroTh y4acHUKIB Mepexi,a E & V X V - MHOXHHa pebep, 110 MOJIEIOI0Th 3B'A3KU
MK HUMH.

Cw) = z o(s,t|v)
o(s,t)
S,LtEV,s#v#t

ne C(v) - MOKa3HUK LEHTPAIbLHOCTI TIOCEPENHUIITBA I BEPIIMHU U, 0 (S, t) - KiIbKiCTh
HAMKOPOTHIMX NUIAXiB MDK BepmuHaMu Sit,o(s,t|v) - KiIbKiCTh TaKMX IUIAXiB, IO
MPOXOJSITH Yepe3 BEPUIMHY V.

JluHaMI4HI acleKTH COLIaJbHUX MEpEeX MOTPeOYIOTh CIeliadi3oBaHUX MiIXOAIB 10
anamzy. Y. Hui, I. M. Zwetsloot, S. Trimborn, S. Rudinac [1, c. 4] po3po0uiu MeToI0IOT 0
domain-informed HeraTMBHOrO CEMILTYBaHHS /Ui JMHAMIYHOTO BOYHOBYBaHHS Trpadis, M0
103B0JIs€ e()EKTHBHO BiJICTEKYBATH €BOJIOIII0 MEPEXKHHX CTPYKTYp y daci. IX miaxin
JEMOHCTPYE 3HA4yHE TMOKPAIIeHHS TOYHOCTI TPOrHO3YBaHHSA 3B'SI3KIB MOPIBHAHO 3
TPaIUIITHUMHI METOIaMHU.

Jnga aHamizy napameTpiB €(QEeKTUBHOCTI aJrOPUTMIB LIEHTPAJBHOCTI Yy COLIAJBbHUX
Mepekax pO3rISTHEMO PO3MOALT 00YMCIIOBAIIBHOI CKIaJHOCTI OCHOBHMX METPUK Ha Tabi. 1
(po3pobiieHo Ha ocHOBI [1, 2, 4]).

Tabnuus 1.
Po3mozin mapamerpiB 00YMCIIOBAIBHOI CKJIATHOCTI aJITOPUTMIB IIEHTPAJIBHOCTI
Tun OO6uncioBanbHa 3acTocyBaHHs MacmraboBaHicTh
IEHTPATBLHOCTI CKJIAJTHICTh
LleHTpaIbHICTh CTYIEHS o) BasoBuii anasi3 Bucoka
LeHTpansHIiCTH o2 Amnani3 JOCTYIHOCTI Cepenns
OIM3BKOCTI
LlenTpanpHicTh o3 AHaii3 BIUIUBY Husbka
HOCEpPEAHHIITBA
PageRank O(V+E) PamxyBaHHS Bucoka
LEHTPAIBHICTh

VY KOHTEKCTI aHali3y COLIaJbHUX MEpexX Teopis rpadiB Moxke CIYyryBaTH MOTYXHUM
3ac000M pO3paxyHKy BIIMBOBOCTI BepIIMH Yy Tpadi, J€ BEpUIMHH MPEeICTaBISIOTH
KOpUCTYBauiB, a pebpa — B3aemoxil MK HUMH. Y Tabmumi | mizcymMOBaHO YOTHPU THUIH
HEHTPAIBHOCTI (CTYMiHb, ONMM3BbKiCTh, MPOMIKHICTH Ta PageRank) momo obGumcmoBanbHOl
CKJIaJIHOCTI, 3aCTOCYBaHHs Ta MaciuraboBaHocTi. L{i MeTpuku gomnomararoTh, KOJUM HEOOXITHO
BU3HAYMTH KJIIIOYOBUX YYACHUKIB MEpeXi — HalpHKJaJ, BILIMBOBUX KOPUCTYBAUiB COLIAJIbBHUX
Mepex Takux Ak Instagram um Twitter (ki BUKOPHCTOBYIOTbCSA JUIS LIJIbOBOI peKJaMu,
MIPOrHO3YBaHHS TEHJICHIII a00 BUSABIICHHS JIiIepiB TYMOK). BUOip METpHKH € JayKe THyYKHUM
Ta 3aJIEKUTH Bl PO3MIPY MEpEeXi, a TAKOX LIel aHali3y, 110 MOKa3ye, 1110 Teopis rpadis €
THYYKHM MaTeMaTHYHUM KapKacoM.

Llentpansnicts crynens (Degree Centrality) nopisaroe O(V), ne V — KiJlbKicTh BEpLIUH,
[leHTpasIbHICTh 3a CTYNEHEM OOYHUCIIIOE KIJBKICTh MPSIMHX 3B'A3KiB MK BepimmHamu. Lle
pobuTh Horo ideaspHUM i 0a30BOro aHali3y BEIMKHX MEpPEeX, TaKUX SK COLiajbHi
mw1atGopMu 3 MUIbHOHAMM HIAKIIOYEHUX KOPUCTYBauiB. Bucoka MacmraboBaHICTh 103BOJISE
HIBUAKO 1€HTU(]IKYBaTH NOMYJSIPHUX YYAaCHUKIB (HampUKiIad, TUX Y Koro Oararo
mignucHUKIB). OgHAK el MiAXig He BpaXOBYE INIMOII CTPYKTYPHI OCOOIMBOCTI MEpPEXi, TOMY
H0ro 3aCTOCYBaHHS OOMEXEHE JJIs CKJIaJHIIIOro aHaIi3y.

Lentpansaicts 6;m3bK0CTI (Closeness Centrality) 11e cepenHs BificTaHb Bil BEPIIMHU 10
BCIX IHIIMX BEPIIMH, Ta Ma€ OOYUCITIOBAIBHY CKIIATHICTh 0(V?). Bona Iyxe nodpe mparroe
JUISL aHANi3y OCTYMHOCTI, HAMPHUKIAM, AT PO3PaxXyHKY MIBUIKOCTI MOMMpeHHs iHdopmMaiii
KopucTtyBaueM Mepexero. CepemHs MacmTaOOBaHICTh POOUTH i MPUIATHOIO ST MEPEex
CepeHBOro PO3MIpy, ajie Ha BEJMKHX I'padax 00UUCICHHS € pecypcoMicTKuM. Llst MmeTomonoris
3aCTOCOBYETHCS J0 COLIAIbHUX MEPEX JUIsl OI[IHKU e()eKTUBHOCT1 KOMYHIKaIIii.
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[enTpanbricTh mocepenuunTBa (Betweenness Centrality) ta PageRank maroTh pi3Hi
nigxonu. LlenTpanbHicTs mocepenuuuTea Mae ckiaanicts O(V3), Bona BuMiproe yacrory, 3
SKOI0 BEpIIMHA 3'IBJIAE€THCS HA HAWKOPOTIIMX LUIAXaX MDK IHIIMMM BEpIIMHAMM, L0 €
171eaJbHUM TIOKa3HUKOM Ui aHalli3y BIUIMBY, ajie ii HU3bKa MAacIITabOBaHICTb POOUTH ii
HENpUIATHOIO 11 BeluKuX Mepex. PageRank — e macmraboBanuii anroputM paHKyBaHHS
3a BaxnuBicTio BepinH, O(V + E), ne E xinbKicTh pebep, SKuil Ma€ ayKe CXO0KHUH aaropuT™
3 Google. ¥ Tabmumi 1 mokazaHo, sik Teopist TpadiB aAanTyeThCs, 00 BiAMOBIAATA BUMOTaM
aHaizy, 0aJaHCylOYd MK HIBUAKICTIO Ta IITMOMHOIO).

Sk nemoHcTpye Tabmums 1, pi3HI TUNM HEHTPAJbHOCTI MalOTh CYTTEBO BIIMIHHY
O0YMCITIOBANIbHY CKJIAJIHICTh, L0 KPUTUYHO BIIMBA€E Ha iX 3aCTOCOBHICTh 10 aHalizy
BEIMKOMACIITA0OHUX COIIAIbHIX MEPEXK.

ITpoOsiemaTrika 30€peXkeHHS NMPUBATHOCTI NPH aHAI31 COLaJIbHUX rpadiB 3HalIuUIa
BUpIIIEHHS y (enepaTuBHUX miaxonax. Z. Wang, W. Wang, Y. Huang, Z. Peng, Z. Yang, M.
Yao, C. Wang, X. Fan [2, c. 8] 3ampononyBamu apxitektypy P4GCN, mo peanizye
BepTHKaJbHE (efiepaTUBHE HABUAHHS Ul PEKOMEHIALIMHUX CUCTEM 3 BHKOPHUCTaHHIM
JIBOCTOPOHHIX Tpad)oBUX 3TOPTKOBUX MeEpex, 3abe3neuyroud epeKTHBHUN aHam3 0e3
PO3KPHUTTSI IEPCOHATIBHUX JTAaHUX YYaCHUKIB.

CTpyKTypHull aHalli3 BEJIMKHUX Mepex O0a3yeTbCsl Ha PO3YMIHHI POl JIOKAJIBHUX
cenaparopiB y ¢opmyBanHi rinobampHoi Tomojorii. S. Frenkel, J. Carmesin [3, c. 13]
IPOJEMOHCTPYBAIM, L0 JIOKAJbHI CTPYKTYpHI XapaKT€PUCTUKHM CYTTEBO BIUIMBAIOTh Ha
(GopMyBaHHS CIIJIBHOT Yy BEIMKHUX MEpEekKax, L0 Ma€ BAXKIMBE 3HAYEHHS I PO3POOKH
e(pEeKTUBHUX AJITOPUTMIB KJIacTepu3allii comiabHUX Ipadis.

Jns cucremaTtu3zaliii METO/IB BUSIBJIEHHS CHIJIBHOT Y COL[IaJbHUX MEpPEXax MPeacTaBUMO
apxiTEeKTYpHY MOJI€JIb KOMITOHEHTIB CUCTEMHU aHali3y Ha PUCYHKY 1.

36ip IR [ToOynoBa R Awnanis
AHUX I'pady CTPYKTYpH
A
BusiBnenns P > Amnani3
CIIIBHOT LEHTPAJILHOCTI

Puc. 1. CtpykTypHa MOJ1€JIb KOMIIOHEHTIB CUCTEMH aHAJII3y COIIaJIbHUX MEPEK

[IpencraBineHa Ha PUCYHKY | CTPYKTypHa MOZENb JEMOHCTPYE B3a€EMO3B'SI30K MIiXK
OCHOBHUMH KOMITOHEHTAMH CHCTEMHU aHaI3y COIIaIbHUX MEPEK, MAKPECTIOI0UH BaKIUBICTh
IHTErPOBAHOr0 MIIXOy 0 0OPOOKH MEPEKHUX CTPYKTYP.

CyuacHl TeHJeHII pO3BUTKY METOMAIB TIpadoBOro aHamizy cucreMaTH30BaHl Yy
616miomerpuunomy nociimkensi J. A. Dayap, L. F. Casinillo, B. S. Anand, J. S. Estorosos, R.
B. Villeta [4, c. 16], sAki mpoaHali3yBaJM €BOJIIOIIO IIJXOMIB JO PO3B’S3aHHS 3a1a4
JIOMiIHYBaHHS B Tpadax Ta X 3aCTOCYBaHHS 10 COIIaIbBHUX MEPEKHUX CTPYKTYP.

Komr'roTepHo acucToBaHi METOAM po3B'sa3aHHs rpadoBHX 3aaa4, mpeacrapiieHi J. Jooken
[5, c. 9], HamaOTh WMPOKUN CHEKTP IHCTPYMEHTIB /I €(EeKTHBHOIO aHajii3y COLIaJIbHUX
Mepex, BKIIOUAI0UH Crellialli30oBaHl aJrOpUTMH U1l 0OpOOKH TMHAMIYHUX Ta OaraTopiBHEBUX
CTpyKTyp. TeopeTnuHi acnmeKkTd OO0YHMCITIOBAIbHOI CKIAAHOCTI alropuTtMiB 0OpoOKHM Tpadin
nociimxkeni J. Bok, J. Fiala, N. Jedlickova, J. Kratochvil [6, c. 12], mo Hanae ¢dyHaameHTanbHi
OCHOBU JUIsl OIIIHKK e(EeKTHMBHOCTI METOMIB aHaNi3y JepeBOMOAIOHUX MiICTPYKTYp Y
coliaTbHUX Mepexax. Teopis rpadiB MIMPOKO BUKOPHUCTOBYETHCS AJIS BUSBICHHS CITUIBHOT y
COIliaJIbBHUX MEpekax, KOPUCTYBaUiB SKMX MOXKHA MIPEICTABUTH SIK BEPIIUHH, @ B3aEMOJIIT — SIK
pebpa. ¥V Tabn. 2 mokazaHO DPO3MOAIT MapaMeTpiB YOTUPHOX LIMPOKO BUKOPHCTOBYBAHUX
METO/IIB 3a iX MPUHIIUIIOM POOOTH, CKJIAJHICTIO, TOUYHICTIO Ta MaciTaboBaHicTio [5, 6, 7]. Li

340



[HOOPMATUKA TA MATEMATUYHI METOW B MOJEJIFOBAHHI = 2025 = Tom 15, Ne 3

METOJI BUKOPUCTOBYIOThLCS JUJIS 1ICHTH(IKAIT TPpyYIl, YAl BHYTPIIIHI 3B'I3KU € IIIJILHUMH, 11€
L[IKaBO Ul aHAJII3y MEPEeX APYy3iB y TaKuUX cepBicax, sik Facebook abo Twitter. Hanmpuknan, y
Mepexax 3 MUIbHOHaMU KOpHUCTYBadiB iH(GOpMaLlis PO CHUIBHOTY MOK€ OYTH BUKOpUCTaHa
JUI pO3yMIHHS 3aKOHOMIpHOCTEH nmommpeHHs iH@opmarii abo BINIMBOBUX 0C10, a TAKOX AJIs
(hopMyBaHHS CHCTEM PEKOMEH IaIliii a00 MapKETUHIOBUX CTPATETIM.

Monynspaa ontumizamis (Modularity optimization) 0a3yeTbcsi Ha MaKCHMi3allii
MOJyJIbHOT (DYHKIII1, SIKa KUTBKICHO BH3HAYa€ MIUIbHICTh 3B'SI3KIB y CHIJILHOTaX MOPIBHSHO 3
BHIAJKOBO OYiKYBAaHOI ILIiIBHICTIO 3B'A3KiB. i ckmammicts cranosuts O(V log V), 1e V —
KUTBKICTh BEpIIMH, TOMY IO POOUTH Horo e(eKTUBHUM MAJis cepelHiX Mepex). TouHicTh
BHMCOKa, OCKUIbKH alIrOpUTM (OKYCY€eThCA Ha TJI00ajbHIM CTPYKTYpl, ajie MacIiiTaboOBaHICTh
cepenHsl uepe3 iTepaTUBHUN mpolec. AHanoriuHo, metoq Louvain € iepapXiYHUM METOJ0M
KJIacTepHu3alii 3 MOAIOM BEPILIMH HA CHIJIBHOTU Ha KIIBKOX PIBHAX. BiH Mae BUCOKY TOYHICTB
ta cknaaaicTe O(V log V), mo € 6inpir MacmtaboBaHUM, HIXK IMTOMIEPEAHINA METO, i TiAXOINUTh
JUTSE TUHAMIYHUX COLIAJIBHUX MEPEX, 1€ CIIJIbHOTH €BOJIOIIOHYIOTh.

Tadaunus 2.
Posznoain mapamMeTpiB MeTOIB BUSBJICHHS CITIIBHOT
Meron [puan podotn CKIIaHICTh TouHicTh MacmrtaboBaHiCTh
Modularity Makcumizattist O(V log V) Bucoka Cepennst
optimization MOJTYJISIPHOCTI
Louvain lepapxiuna O(V log V) Bucoka Bucoka
KJIaCTepH3allisi
Label propagation | ITlommpeHHs MITOK O(V+E) Cepenns JHyxe Bucoka
Spectral clustering CriekTpanbHUi o3 Jyxe Bucoka Husbka
aHaI3

Meton mnommpenHs Mitok (Label propagation) mnpaitoe mHUIIXOM 1TEpaTUBHOIO
MPUCBOEHHS MITOK CYCIIHIM BepmmHaMm, mofioHo no audysii inpopmarii. IBunme nis
BEMKUX TpadiB, OCKiINBbKH ckiagHicTh ctaHOBUTh O(V + E), ne E — kinbkicts pedep. TouHicTh
CepeiHsl, OCKUIbKH aJirOpUTM YYTIMBUN O MOYATKOBHX YMOB, ajie MacIITaOOBaHICTh AYykKe
BHCOKa, 110 KOPHUCHO JUISl aHaji3y COLIaJbHUX MEPEeX Y peajbHOMY Yaci 3 MuIbSpAaMu
B3aemoiid. Ha BigmiHy Bix 11bOT0, CEKTpanbHuM KnactepuHr (Spectral clustering) 3acrocoBye
CMEKTpaJbHUM aHali3 MaTpHULl CYMIKHOCTI, po30uBato4u rpad Ha BIACHI BEKTOPH. 3aBISKU
BHCOKil ckmanaocTi O(V3), BiH NponoHye ayske BUCOKY TOUHICTh JUIS CKIIAJHUX CTPYKTYD, ajle
HU3bKY MacIITa0OBaHICTh, 10 OOMEXKYE ii 3aCTOCYBaHHS 10 HEBEIMKUX MEPEK.

VY BUNaKy COLIAJILHUX MEPEX, METOH, KU CJiJl BUKOPHCTOBYBATH, 3aJEXKHUTh BiJl
poO3Mipy HaHUX Ta BUMOT. {7 BeIMKHX Mepex, TakuxX AK Instagram, mepeBara HaJaeTbcs
JeSIKUM HIBUAKMM METOAaM KiacTtepusalii, TakuM sik Louvain abo Label propagation, Toai sik
Spectral clustering miaxoauTh A1 TOYHIIIOrO aHalI3y MajuxX rpym. Y Ta0iuui 2 1mokasaHo
KOMITPOMIC MK TOYHICTIO Ta €(EKTUBHICTIO, & TAKOXK Te, SIK Teopis rpadiB aganTyeTbCs 10
peaibHUX BHUKJIHKIB i MPHU3BOAUTH A0 KPAIIOro PO3YMIHHS COIiaIbHUX sBUIL. Tabmuus 2
JEMOHCTPYE KOMIIPOMICHICTh BHOOPY MK TOYHICTIO Ta MAacIITaOOBAHICTIO PI3HUX METOIB
BUSBIICHHSI CH1JIBHOT, 10 € KPUTUYHUM (PAKTOPOM ITPU MPOEKTYBAHHI CUCTEM aHaJI3y BEJTHKUX
COL1aJIbHUX MEPEX.

TormosnoriyHi BIacTUBOCTI rpadoBUX CTPYKTYp, 30kpeMa edge-transitive token rpadis,
nocmimkeni S. G. Gomez-Galicia, O. B. Zapata-Fonseca [7, c. 10], mo Hagae maremMaTuyHi
IHCTPYMEHTH Il aHAI3y CHUMETPIMHUX XapaKTEPUCTHUK COIiaJbHUX MEPSKHHUX YTBOPCHbD.
[TpobiemaTrka i3oMopdizmy rpad0BUX CTPYKTYP, po3risiHyTa M. Mwanza [ 8, c. 7], Mmae mpsime
3aCTOCYBaHHS 10 TMOPIBHSUIBHOTO aHali3y pPI3HUX COIIaTbHUX MEPEX Ta BUSBICHHS
CTPYKTYPHUX aHAJIOTi MK HUMHU. I[HHOBamiiHI MiAXOAM 10 HaBYaHHS Ha TPadoBUX
crpykrypax npeacrasieni M. Kim, J. Choi, S. Lee, J. Jung, U. Kang [9, c. 15], sixi po3poounu
cucremy AugWard nans augmentation-aware HaBYaHHS, 110 3HAYHO TMOKpAIIy€e€ TOYHICThH
kinacudikamii rpagoBUX CTPYKTYp 4Yepe3 KOHTPOJIbOBaHE 301NbIICHHS HABYAJIBHUX IaHHX.
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Takuii mpukiIax MOXHa CIOCTEpIraTd Ha pUC. 2, a caMe CTPYKTYPHY MOJENb €JIEMEHTIB
JUHAMIYHOTO aHaNi3y COLialbHUX rpadis.

Yacosuii psan rpadis Gi, Ga, ...,
Gi

JleTekIiis 3MiH

|

ITporuo3yBaHHs

!

Junamiune

BOYyIyBaHHS

A4

OtpumaHHs
pe3ynbTaTiB

'

Amnaiis
€BOJIIOLIT

Puc. 2. CTpykTypHa MOJ€lThb KOMIIOHEHTIB JUHAMIYHOTO aHai3y COLiaIbHUX TpadiB

Puc. 2 imrocTpye KOMITTIEKCHUH MiIXiA 10 TMHAMIYHOTO aHATI3Y COMialbHUX rpadis, M0
BKJIIOYAE TEMITOpalibHI AaCMeKTH Ta METOAW IPOTHO3YBAHHS EBOJIOIINHUX TMPOIECIB Yy
MEpeXHHUX CTpyKTypax. baraTopenauiiitnuii anami3 rpagis, 3anpononoBanuii K. Bougiatiotis,
G. Paliouras [10, c. 11], BUKOPHCTOBYe MaTeMaTH4HI BJIACTHUBOCTI MPOCTHX YHUCEN MAJIs
onTuMi3anii 00YMCIeHb Ha CKJIAJHUX MEPEKHUX CTPYKTYpax, 10 BiIKPHUBAE HOBI MOXKJIMBOCTI
U1 €EKTUBHOIO aHaJII3y FeTEPOreHHUX COLIAJIbHUX MepexX. JluHaMIYHMM aHai3 coliaabHUX
MEpPEeK MOJIETIOETECS 32 JIOMOMOTro Teopii TpadiB, BHKOPHCTOBYIOUM BEpIIMHHU SIK
KOpPHUCTYyBauiB, pedpa — 3B’s3kH, a T — TUMYAcoBl 3pi3u. Y Tabi. 3 HaBeIEHO MOPIBHIHHSI
IPOIYKTUBHOCTI YOTHPHOX AJTOPUTMIB Ha OCHOBI iX THUIy Ta aHali3y, 4YacCOBOi CKJIQAHOCTI,
CIIOKMBAaHHS TaM'ATi Ta TOYHOCTI mporHo3dyBanHs [8, 10]. Ili anroputmm MoOXKHA
BUKOPUCTOBYBATH JIJIS MPOTHO3YBAaHHS 3MIH y TaKHX Mepexax, sk Twitter abo LinkedIn, ne
3BSI3KM (DOpPMYIOThCS Ta pO3pUBAIOTHCA NOCTIHHO. Hampukiana, BOHM ONTUMI30BaHI i
OOYHUCITIOBAILHUX PECYPCIB JJIsi OOPOOKM BENMKUX JAHUX Ta JOMOMAaraloTh MPOTHO3YBATH
nomuvpeHHs iH(opMaltii, BUSBISATH TCHCHIIT 400 PEKOMEHIYBaTH JIPY3iB.

Tadauus 3.
Posmnozin mapamerpiB epeKTHBHOCTI aIrOPUTMIB JUHAMIYHOTO aHAI3Y

Anroputm Tum anamizy YacoBa CKJIaIHICTh ITam'sTh TouHicTh

MPOTHO3Y

Dynamic BOynoByBaHHs O([E|d log |V]) O(jV|d) 85-90%

Node2Vec BEpIIMH

DynGEM ABTOKOJICpH o(VpP) O(|V|d) 80-85%
EvolveGCN GCN eBoutrorrist O(T|E|d) O(T|V|d) 90-95%
DySAT Self-attention O(TIV]?) O(TV|d) 88-92%

Anroputm Dynamic Node2Vec 6a3yeTbca Ha BOyIOBYBaHHI BEpPIIMH 3a JOMOMOIOIO
JUHAMIYHO aJanTOBaHUX BUNIAAKOBHUX OsykaHb. YacoBa ckinagHicTs ctaHoBUTH O(|E|d log [V]),
ne |E| — kinpkicTb pedep, d — po3mipHicTs BOyIOBYBaHHS, a |V| — KibKiCTh BEPILUH, TOMY BiH
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e(pEeKTUBHUHI 11 MEPEX 3 BEIMKOI KiIbKicTIO pebep. O0csar mam'sati cranoButh O(|V]d), a
MPOAYKTUBHICTh MPOTHO3YBaHHS CTAaHOBUTH 85-90%, 4Oro JOCTaTHBO JJIsi TAKUX 3aB/IaHb, 5K
IIPOrHO3YBaHHS HOBUX NocuiiaHb. AHajoriuno, DynGEM cruckae rpag 10 naTeHTHOro
MPOCTOPY 3a JOMOMOIOK aBTOKOAEpIB. 3 KBaipatuuHoro ckiaaHicTio O(|V]?) BiH MeHIn
MacIITabOBaHUM AJIS y’K€ BEIMKUX Mepek, ane 3 mam'satTio O(|V|d) Ta tounictio 80-85% iioro
MO>KHA BUKOPHUCTOBYBATHU JJIS ITMOOKOT'0 HABYAHHS CTPYKTYPHHX 3MiH.

EvolveGCN — e po3mmpeHHs rpadoBUX 3rOPTKOBUX MEPEXK IO 3aCTOCOBYE €BOIOIIIIO
rpadoBux 3roptkoBux Mmepex (GCN) no rpada, mo 3MiHIETHCS B 9aci. CKIaHICTh CTAHOBUTH
O(T|E|d), Tomy BiH aganTUBHHUIA 10 JOBTHX MOCIITOBHOCTEH Ta BpaxoBye T — KiJIbKIiCTh
gacoBHUX KpokKiB. Xoda obcsr mam'sti 30inbmyeThest 1o O(T|V|d) uepe3 yacoBy iHpopmariito,
TouHicTh 90-95% noctaTHA 111 TUHAMIYHMX MEpEX, TaKUX SK COLialbHl IJIATGOpMU
pEaJIbLHOTr 0 Yacy, € TOYHICTh IPOTHO3yBaHHS € KpUTUYHO BaxkinBoro. (DySAT 0a3oBanuii Ha
self-attention (oOKycyeTbcsi Ha OCHOBI THMYAcCOBUX 3aJIeKHOCTEH W MOJEIIOE YacoBi
3QJIOKHOCTI BepIIMH. Xodva Horo oO4ucioBaibHA ckiamHicTe craHoBuTh O(T|V]?), mo €
00YHCITIOBANILHE PECYPCOMICTKUM, HOro CKIaaHicTh nmam'sati ctanoButh O(T|V|d), a TouHicTh
— 88-92%, mo pobuth oro JOCUTh €PEKTUBHUM IHCTPYMEHTOM MOJEIIOBaHHS yBaru B
MepeKax.

VY couiagbHUX Mepekax BHOIp ajJrOpUTMY 3MIHIOBAaTUMETHCS 3aJI€KHO B po3Mipy Ta
nuHaMiku nanux. Dynamic Node2Vec mns mBuakoro ananizy, EvolveGCN s BucOKOi
TOYHOCTI. Y Ta0nuIl 3 MOKa3aHO KOMIIPOMICH MK IIBHUIKICTIO Ta TOYHICTIO, @ TAKOXK Te, SIK
3MIHIOETBCS Teopiss TpadiB A 3aCTOCYBaHb Yy peaJbHOMY JKHTTI; L€ CHPUSE KpPaLOMYy
PO3YMIHHIO COLIAJIbHOT eBOMOMIT. TaKuM YHHOM TaOJHUIS 3 MOKa3ye, M0 Cy4acHi alrOpUTMH
JUHAMIYHOTO aHali3y COLIaJbHUX I'padiB AEMOHCTPYIOTh BHCOKY TOYHICTh IPOrHO3YBaHHS
pu 30epekeHH] NPUHHATHOI 00YMCIIIOBAJIBHOT CKJIaHOCTI /IS MPAKTUYHUX 3aCTOCYBaHb. Y
KOHTEKCTI aHai3y COLlIaJIbHUX MEpeX Teopis rpadiB TICHO NOB'I3aHa 3 JIHIIHO0 anredporo Ta
AQHANITUYHOIO T€OMETPIEI0 i MPOIMOHYE MOTYKHI IHCTPYMEHTH JJIi MOJAENIOBAHHS CKJIAIHOI
B3aeMOIii KopucTyBadiB. MaTpulis cyMi>kKHOCTI — I1e 6a30BUI 00'€KT, IKUI OMHCYE CTPYKTYPY
rpacda, 1€ BEepIIMHU TPEACTaBIAIOTh KOpUCTyBadiB, a peOpa — ixHi 3B's3ku. Hampukiang
npyx0y abo B3aeMojIit0 B collialibHINi Mepexi, Takii sik Twitter abo LinkedIn. 3acrocyBanns
METO/IIB JIiHIHHOI anredpH, 30KpeMa aHali3y BIACHUX 3HAYCHb Ta BEKTOPHUN aHali3, MOXYTh
OyTH BUKOPUCTAHI JUIsl BUSBJICHHS KIIFOUOBUX BJIACTHBOCTEH MEPEKi, TAKHX 5K CITUIBHOTH 200
BIIMBOBI By3Jiu. Hanpukian, ciekTpaabHUM aHali3 MaTpHIl CyMDKHOCTI BUKOPHUCTOBY€ETHCS
JUIsL BUKOHAHHS KJIacTepHU3allii, 10 Ty>Ke BaXKIUBO JJIsl IPOTHO3YBAaHHS TPEHAIB 200 I[1IbOBOT
pexinaMu. MaTpuis CyMiKHOCTI rpada coliaibHOT MEPEeX] Ma€e BUTJISA

01 1 0

1 0 1 1

1 1 0 1

0 1 1 0
Matpuisi CyMiKHOCTI, K €JIEMEHT JIiHIHHOI anreOpu, BimoOpaskae OiHApHI 3B’SI3KH MiXK
4oTHpMa BeplIMHAMH, 1e | BKasye Ha HasBHicTb peOpa, a 0 — Ha ioro BimcyTHicTh. [i

CUMETpPUYHA CTPYKTypa MiJKPECIIOE HEOPIEHTOBaHUM Xapakrep rpada, 110 € TUIIOBUM s
COLIIAIBHUX MEPEXK, /1€ 3B SI3KH, SIK TPABUJIO, B3aEMHI. Y KOHTEKCTI aHAJIITUYHOI T€OMETPIi 1[I0
MaTpUII0 MOKHA BUKOPHUCTOBYBATH IS T€HEpallii CIeKTpalbHOI MOOYI0BU rpada, B SKUX
BJIACHI BEKTOPH ONHUCYIOTh TI'€OMETPHYHY KOHQIrypalilo BepIIMH Yy OaraTOBUMipHOMY
npoctopi. Lle 1o3Bossie €peKTUBHO BUKOPHUCTOBYBATH METOJIN KJIACTEPH3alliil, HAPUKIIAI, IS
CerMeHTalll ayIuTOpii y MapKEeTHHIOBUX [OCHIDKEHHSIX. AHall3 MaTpULll CYMDKHOCTI 3a
JIOTIOMOT'OFO JIIHIMHOT anre0pH BiIKPHUBAE MOXKIMBOCTI I OOUMCIICHHS IEHTPAILHOCTI, TaKOi
SK BJIACHUH BEKTOP IEHTPAIBHOCTI, IO BKa3y€ Ha BIUIMBOBICTh BEPIIMH. Y COIIaJbHUX
Mepexax IIe MO)KHA BHKOPHUCTOBYBATH JUIsl TIONIYKY JiAEpiB AYMOK, SIKi BIAMOBIAAIOTH 3a
nommpenHs iHopmamii. BomHouac, CTpyKTypy Mepexi MOXKHA Bi3yami3yBaTH Ha OCHOBI
METO/1iB aHATITHYHOI I'eOMETpii, TAKUX SK MPOEKIlis BEPIINH HA OCHOBI BIACHUX BEKTOPIB, 1110
CIIPOIIY€ THTEPIPETAI0 CKIaJHUX 3B'SI3KiB. Taki METOIU CTalOTh M€ KOPUCHIIIMMHU JUIS
BEJIMKUX MEPEXK, SIKi HEMOXKJIMBO TIPOAHATi3yBaTH BPy4YHY.

343



H. M. banannina

BukoprucTaHHS MaTpUllb y COLIAJIbHUX MEpPEeXax TaKOXK € aKTyalbHUM 3 MPaKTHYHOT
TOYKH 30pY JUIS AUHAMIYHOTO aHaJi3y, HAMPUKIAMI, AJIsI MOJACIIOBAHHS €BOJIOIIT 3B'SI3KIB Y
yaci. CuHepris MK JIHIHHOI anre0por0 Ta aHAIITUYHOK T'e€OMETpiero Oyna BHKOPHCTaHA,
4yepe3 MaTpUII0 CYMDKHOCTI, Y TMO€IHAaHHI 3 TAaKUMU aJTOPUTMaMH, SIK CIEKTpajabHa
knacrepu3anis abo PageRank, mis po3yMiHHsS TIHMOOKHX CTPYKTYpP COIIaJIbHOT Oprasi3artii.
TakuM 4MHOM, OKpIM TOTO, IO HAaBEACHA MATPHISI € MAaTeMaTUYHUM IHCTPYMEHTOM, BOHA
CIyTY€ CIOJYYHOI JAHKOK MK TEOPETUYHHUMH OCHOBAMH Ta MPAKTHYHHMH MpoOJieMaMu
aHai3y COLIaJbHUX MEpeX, 10 Ma€ BEJMKE 3HaUEHHS B po3poOIli eheKTUBHUX CTpaTerii y
nu(GpoBOMY CepeTOBHIIIL.

BucnoBku. [IpoBenene nociipKeHHs 1EMOHCTPYE, 1110 3aCTOCYBaHHS Teopii rpadis 10 aHATIZY
COLlIAJIBHUX MEPEX MPEJCTaBIisie cOOOI0 MOTYKHUM METOOJIOTTYHUM MiIX1Jl, SIKUU JO3BOJISE
e(QeKTUBHO MOJETIOBATH, aHAJi3yBaTH Ta MPOTHO3YBATH MOBEMIHKY CKJIAJHUX MEPEKHUX
CTpYKTyp. Marematnunuii amapaTr Tteopii rpadiB Hamae QopManbHI IHCTPYMEHTH JUIS
KUJIbKICHOTO OIKCY TOMOJOTIYHUX BIACTUBOCTEH COLIAJIbHUX MEpPEeK Ta BHSBICHHS
NPUXOBAHUX 3aKOHOMIPHOCTEH y TX CTPYyKTypi. AHali3 CydacHHX METOJIB MOKa3aB 3HAYHUI
nporpec y po3poOlli aaropuTMiB JMHAMIYHOTO aHali3y comianbHUX rpadiB. [HHOBamiiHI
MIAX0oau 10 BOynOByBaHHs IpadiB 3 ypaxyBaHHSM TEMIOpAJIbHMX ACHEKTIB JO3BOJIAIOTH
BIJICTEKYBATH €BOJIIOLIIHI MpOLIECH Y Mepekax 3 BUCOKOK TouHicTio. denepaTuBHI MeTOIU
HaBYaHHS 3a0€3MeUyI0Th MOXKJIUBICTh aHAJII3y BEJIMKOMACIUTAOHUX CTPYKTYP IPH 30€peKeHH1
NPUBATHOCTI MEPCOHATBHUX JTAHUX, [0 € KPUTUYHO BAYKIUBHUM I IPAKTHYHHUX 3aCTOCYBaHb.
BcranosinieHo, 1m0 epeKTHBHICTh aJTOPUTMIB aHAJI3y COLIAJBbHUX MEPEXK CYTTEBO 3aJICKUTh
BiJl BUOOPY BIAMOBIIHUX METPUK IIEHTPAJIBHOCTI Ta METOJIIB BUSABJICHHS CiIbHOT. Kiacnuni
MiAXOAM, TaKi K HEHTPAIbHICTh CTYIEHS Ta IMOCEPEIHHIITBA, 3IUIIAIOTHCS PEICBAHTHUMHU
JUTst 6a30BOTO aHAII3Y, MPOTE CKJIAHI CTPYKTYPHI XapaKTEPUCTUKHU MOTPEOYIOTh 3aCTOCYBAHHS
CY4aCHMX METOJI1B CIIEKTPAJIbHOT O aHAI3y Ta MAIlIMHHOI O HaBYaHHA Ha rpadax. JlocmikeHHs
BHUSIBIJIO BAXJIMBICTH JIOKAJHbHUX TOMOJIOTIYHUX XapaKTEPHCTUK I PO3YMIHHS TI00alIbHOT
opraHizamii colianbHUX Mepex. JIokanbHI cemapaTopu Ta CTPYKTYypHI MOTHBH BiTirparoTh
KITIOYOBY POJib Y (OPMYyBaHHI CIIJIIFHOT Ta BU3HAYCHHI iHPOpPMAIIIITHIX MOTOKIB y Mepexi. Lle
3HaHHS Ma€ TpPaKTUYHE 3HA4YeHHS [JI1 ONTHMIi3alii alropuTMIB  KiacTepusaiii Ta
MPOTHO3YBaHHS TomMpeHHs iHopmanii. Komm'toTepHo-acucToBani Metomu TpadoBOro
aHaJi3y BIIKPUBAIOTh HOBI MOXKIIMBOCTI /1711 0OOPOOKH BEIMKOMACIITAOHHUX COI[IaIbHUX MEPEK.
Po3BuTOK crienianizoBaHUX adrOPUTMIYHUX MIIXO/A1B, BKIIOYAIOUM OaratopenamiiiHuil anamis
Ta METOAM Ha OCHOBI TeOopii 4MCel, IEMOHCTPYE MEPCIEKTUBHICTh MIKINUCIUIUIIHAPHOIO
MiaXoAy A0 po3B's3aHHA TpadoBuX 3anad. BusBieHO 3HAYHUN NOTEHIAN i1HTErparii
KJIACMYHUX METOAIB Teopii TpadiB 3 CydyacHHUMH IMIJIXOJaMH MAIIMHHOTO HaBYaHHSI.
Augmentation-aware METOM HaBYaHHS Ta JTWHaMIiuHI IpadoBi HEUPOHHI MEPEKi MOKA3YIOTh
BUCOKY €QEeKTHBHICTh Yy 3aJauax Kkiacudikamii Ta TPOTHO3YBaHHS, IO pOOUTH iX
MEPCIEKTUBHUMHU JUII CTBOPEHHS IHTEJEKTYaJIbHUX CHCTEM aHaNli3y COI[aJbHUX MEpex.
Pesynprat aHamizy OOYMCHIOBAILHO! CKJIAJHOCTI PI3HUX aJTOPUTMIB MITKPECTIOIOThH
HEOoOX1JIHICTh 30a71aHCOBAHOIO MIAXOAY N0 BUOOpPY METOMAIB aHaN3y 3aj€XHO BiJ pO3MIPY
MepeXki Ta crnenudiuHMX BUMOT 3aBAaHHsA. BukopucrtanHs Teopii rpadis, pa3oMm 3
IHCTpYMEHTaMH JIIHIHHOI anreOpu Ta aHAJIITHYHOI TeoMeTpii, /ISl aHami3y CTPYKTYpH Ta
JTUHAMIKH COLialbHUX Mepex. Lli 1HCTPYMEHTH BHMKOPHUCTOBYIOTBCS JUIS PO3POOKH SIK
MIPOrHOCTUYHUX MOAENed, Tak W cTparteriii ontumizauii B raigy3l HM(GPOBUX COLIaJbHHUX
wiatdopm. IlepcriekTHBY MoAaIbIIUX JOCIIKEHb BKIIIOUAIOTh PO3pOO0KY TOpHAHUX METO/IB,
10 MOEAHYIOTh TEpeBard pi3HUX MIAXOMIB A0 aHamizy rpadiB, CTBOPEHHS aJaNTHBHUX
QJITOPUTMIB 1151 0OOPOOKH TeTePOreHHUX MEPEKHUX CTPYKTYP Ta PO3BUTOK TEOPETUIHUX OCHOB
JUTSL aHauTi3y 0araTomapoBUX COIIATBHUX MEPEX 3 YpaxyBaHHSAM IX JHHAMIYHOI IIPUPOIH.
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APPLICATION OF GRAPH THEORY IN SOCIAL NETWORK ANALYSIS

N. M. Balandina

National University “Odesa Law Academy”
28, Rishelievska, Odesa, Ukraine
Email: nataliabalandina2103@gmail.com

The purpose of the article is to study the analysis and application of the mathematical apparatus of graph theory to
study structural characteristics and dynamic processes in social networks. The main approaches to modeling social
interactions through graph structures are considered, including methods of vertex centrality analysis, community
detection and relationship prediction. Modern algorithms for processing large-scale network structures and their
application to solving applied problems of social platform analysis are analyzed and the systematization of graph
theory methods for analyzing topological properties of social networks and the development of a comprehensive
approach to modeling dynamic processes in network structures considering modern computing capabilities. An
integrated approach to the application of classical and modern graph theory methods for the complex analysis of
social networks is proposed, which includes dynamic graph embedding algorithms, federated learning methods,
and privacy-preserving technologies when processing network data. A methodological framework for analyzing
the structural characteristics of social networks has been developed, which combines classical centrality metrics
with modern approaches to community detection and analysis of dynamic processes. Key parameters of the
efficiency of algorithms for processing large-scale graphs and their adaptation to the specifics of social network
structures have been determined. The application of graph theory in social network analysis demonstrates high
efficiency for understanding structural regularities and predicting behavioral patterns. The integration of modern
machine learning methods with classical graph theory approaches opens new opportunities for creating accurate
models of social interactions and developing intelligent systems for analyzing network structures.

Keywords: graph, centrality, communities, embeddings, algorithms, discrete mathematics.
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Ckiaraacti 000JIOHKH, TOHKOCTIHHI CTEPIKHI Ta 1HII KOHCTPYKIIii, IO OTPUMYIOThCS Ha 6a3i
3’€HaHb TOHKMX IUIACTHH, MAlOTh INHPOKE BUKOPHCTaHHS B MAaIIMHOOYIyBaHHI, B
aBlalifiHiii Ta KOpabmeOymiBHIA NPOMHCIOBOCTAX. HasBHICT B  KOHCTPYKIISX
MAKPIIUTIOIOYHX CTEPIKHIB, OIOP, NPSAMOJIIHIMHUX Ie(eKTiB THUITy TPIIIHH i BKJIIIOYEHb 200
IHIINX HEOAHOPIAHOCTEH 3HAUHO YCKIIaJHIOE TXHIN po3paxyHOK. [IpoexTyBaHHS i CTBOpEHHS
HaJIHHAX B EKCIUTyarTamii 1 JOCTaTHhO EKOHOMIYHUX KOHCTPYKIIHi NPUBOIUTH MO
HEOOXI1/THOCTI pO3IyIsiiaTh Bee OLTBII CKIIaHI KpaeBi 3a/1a4i i, BIAMIOBIHO pO3B’sI3yBaTH BCe
Oinpine umcio aAndepeHIiabHUX PiBHSIHB, MO 1X ONHCYIOTh. DYHIAMEHTOM HAyKH IIpO
MIIHICTE € MeXaHiKa pyHHyBaHb, siIka 0a3yeThCs Ha BHUSBI XapakTepy OCOOIMBOCTEH
HaIpy)KeHb B OKOJI KiHI[IB A€(EKTiB TUITY TPIIIKH i TOHKUX BKIIOYeHb. OCHOBOIO METOIMKH
pO3B’s3aHHSA 33/1a4i € mo0yq0Ba MOJIENi, o 0a3yeThcsl Ha METOII MiHiIMIi3aIlil MOXuOKH 3a
eHeprieto. OCHOBHHMH pe3ylbTaTaMHd € TOOyIOBa CHCTEMH pillleHb OirapMOHIHHOTO
piBHSHHS B 00NacTi 3 MPSMONIHIHHAM BKJIIOYEHHSM, 3aCTOCYBaHHA METOXY TPaHUYHOI
KOJIOKaIii A7 3HaXO0/HKEHHS Koe(iIlieHTiB JTiHIHHOT KOMOiHAaITi].

Metoro poboTu € pO3B’s3aHHSA CKIANHUX KPAeBUX 3adad MEXaHIKW pyWHYBaHHS Ui
TOHKOCTIHHHX KOHCTPYKIIIH i3 BKIFOYCHHSMH, IIUIIXOM MOOYIOBH MaTeMaTHYHOI MOJIENi Ha
OCHOBI METOJTy MiHIMi3allil eHePreTHIHOT IMOXUOKHM Ta 3aCTOCYBAHHS TPAHINYHOI KOJOKAITii.

KarouoBi ciaoBa. Cucrema GirapMoHIHHUX (DYHKITIH, METOA TpaHUYHOI KOJOKAIlii, Kiac
(hyHKIIH 3 0COOIMBOCTSIMH, IO HE IHTETPYIOTHCS, BUTHHU IUIACTUHHU, METOJ MiHIMi3aIlil
ITOXUOKH 32 CHEPTi€I0.

Beryn. PosrisimaeTbest 3a1a4a mpo BUTHH TUIACTHHY 3 TOHKUM JITHITHIM BKJIFOUeHHSM. Bizomo,
10 HAsBHICTb B KOHCTPYKINSX MiJKPIMUIIOIOUUX CTEPXKHIB, OMOp, MPAMOTIHIMHUX 1e]eKTiB
THITY TPIIIMHY 1 BKIIIOYEHb 3HAYHO YCKJIAIHIOE IX PO3PaxyHOK, TaK SIK IepepaxoBaHi eIeMEHTH
B KOHCTPYKIISX € KOHIIEHTPAaTOpaMH HampyXeHb. J[OCHiIKeHHS B IIbOMY HANpSAMKY OyiH
posnouati B.M. TonkauoBum, po3Bunyti O.B. Onumykom, I'.f. TlomoBuM i mpomoBKeHi B
po6ortax C.T. I'pubnsika, }O.C. Ilpoueposa, B.B. Peyra i iHmux aBTopiB. PimeHHs 3amadi
PO3IIYKY€EThCS Y BUTJISAI JIIHIHHOT KOMOIHAIIIT MOBHOI CHCTEMH OirapMOHIWHUX (YHKIIIH, 110
BpPaxoOBYIOTh HasBHICTh BKJIIOYEHHs. {7 3HAXO/DKEHHSI HEBIOMHX KOE(]IIIEHTIB, BIEpILE,
OIKMCaHO MeTOoJ| MiHiMi3alli MoxuOku no eHeprii. s KOHTposs pe3yJbTaTIB HEB1IOMI
KOeQILIEHTH 3HAXOIUJIMCS TaKOX METOJOM TIpaHW4YHOi Kojokauii. Meroro pobGotu €
PO3B’sI3aHHS CKJIAJHUX KPAEBUX 3a7]a4 MEXaHIKH PyHHYBaHHS JJIs1 TOHKOCTIHHUX KOHCTPYKIIii
13 BKJIFOUCHHSAMH, MUISXOM MOOYJAOBHM MAaTEMAaTHYHOI MOJIEJI Ha OCHOBI METOJYy MiHiMi3amii
€HEPreTUYHOI MOXMUOKHU Ta 3aCTOCYBaHHS I'PaHUYHOT KOJIOKAIIii.

OcHoBHa yacTuHA. Po3riisiHEMO MPSAMOKYTHY MJIACTUHY ( |x| <a, y| <b), BcepenuHi K0T Ha

BIAPI3KY y =0, y|$ C TPUCYTHE TOHKE JMOpPCTKE BKIIOYEHHS. BpaxoByrouu, 1o Imo3a
BKJIIOYEHHSM Ha IUIACTUHY HE Ji€ PO3MOAiJICHe HaBaHTAXEHHS, MPUXOANMO 10 OJHOPIAHOTO
0irapMOHINHOr O PiBHAHHSA BITHOCHO MPOTUHIB MJIACTHHHU:

Aza)(x,y) =0, |x| <a,

y|<b okpim y =0, |[x|<c, (M

ne @ (x, y)— MPOTMHU TUIACTHHMU.
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BxiroueHHsT MepeMillyeThCsl BEPTUKAIBHO I JOI€H0 TPUKIAIEHOTO 10 HBOTO
HaBaHTa)XEeHHs R. B MareMaTH4HIN MOCTaHOBIII BKJIFOUCHHS MOXKHA PO3IISAATH SIK PO3pI3 3

x| < c¢. Ha mexi po3pi3y BUKOHYIOTbCSl YMOBH:

o(x,20)=W, |x|<c, 2)
a)y (x, iO) =0 |x| <c, 3)
Ha cropoHax miacTHHU 3aaHi yMOBHU 3aTHCHCHHS:
o(ta,y)=o, (+a,y)=0, |y|<b, 4)
(x +b) (x +b) 0, |x| <a. (5)

[ToTpiOHO 3HAWTH pPO3MOAIN MPOTHMHIB, 3THMHAJBHUX MOMEHTIB, Yy3arajabHEHHX
MIEPEPUBAIOYNX CHJL
3 ypaxyBaHHSM NapHOCTI 3ajgadi Mo x 1 y HaOMMKeHe MpeACTaBlIeHHS MpPOTUHY

Wy (x, y) MOJKHA 3amucaTty y BUrisii [ 1]

o(x,y)= Zanu (%) (6)

e 1y (x,) = Re[ln(z+(zz _1)2]_2(22 iy
u (x,y)= Re((zg—l)ln(z+(zz _1)§ D
s (5,7) = Re[zz"l (2 _1)ij, T

1
g, (x, )= Re[Zz’yzz"_2 (z2 —1)2} n=1LN:

u,, (x,y) =Rez”?, n= l,_N;
Uy (%)= Rezz"”, n=1, N.

Hesizomi koedinientun a,(n = 0,N) mykaioTbcs, BHepIle, METOAOM MiHIMi3alil
noxubku 3a eHeprieto. Jlanuih mMeTon € ONM3BKUM B 11€HHOMY BIJIHOIIEHHI 1O METONY,
3anpornoHoBaHoMy bipmanowm, [TomoBum I'.51., Onunrykom O.B. Inero merony BuKiIageMo Ha
IpUKJIal HACTYIHOI KpaeBoi 3aaui sl piBHAHHS BUTHHY TJIaCTHH:

No(xy)=q(xy), ((xr)eQ) (7)
Y BI/IHa[[Ky 3aTUCKAHHA IIJIaCTUHU 110 Kpaf[M
0
oh =£(9). 22 =1(5) ((wr)er=d) ®

Hexait a)(x,y)— TOYHE, @y (x,y)— HaOmmkeHe pimenas 3anadi (7), (8). Bignosigno [1],

Wy (x, y) MOJKHA MPEACTAaBUTH y BUTIISII

xy) Z l(xy +a)(xy) )

ne u; (x,y) , 1 =1, N— noBHa cuctemMa pimleHs piBHsIHHS (7) B obnacti ()

@, (x, y) — YaCTKOBE pillicHHs piBHSAHHSA (7).

Sk Bigomo [6], moTeHuilHA eHepris BUTMHY TOHKOI IUIACTUHH MPOTOpIIiiiHa BETHYNHI

W (u)= j((Au)2—2(1 V)i, (u;y)z))dg, (10)

Q
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Jie U — BUTHH IJIacTUHH, V — KoedimieHnt [lyaccona.

PosrnsHemo OumiHIMHY (dopMy E(u,v), MOB’s3aHy 3 TOTCHI[IHHOK CHEPri€l0 BUTHHY

TUTACTHHH:
ou v oudv oudv

E =|| AuAv+(1-v)| 2 — - Q 11
(u,v) gji ulAv +( v)( ooy oty A o o 6x2ﬂd (1T)

OueBUIHO
EQ(u,u)=W(u) (12)

B ocHOBI MeTONY JISKUTHh TOTOXKHICTB [5]:

Eq (#,v) = Ep (u,v), Er(u,v)=CI!S(2—ZMV—MVVJJS+£J.qude , (13)

mo no3sonse Bupaxysatn E, (u,V) s nesinomoro seepemuni Q) Tounoro pimenns u(x,y) i

B1JIOMOi O1rapMOoHI4HOI PyHKIIT V(x, y) (AZV = 0).

IToxaskeMo, 1110 y BUNAJIKy I'PaHUYHHUX YMOB (8), HeBiIOMI KOEQILIEHTH a, (n =LN ) MOXYTh
OyTH 3HaiiieH1 3 yMOB MIHIMyMY (DYHKIIIOHAJIy €HEprii MOrpilHocTi

F(a,....ay)=E(0-0y,0-0,), (14)
Ie @ — HEBIIOME TOYHE, @, — HaOnuxeHe pimeHHs 3anadi (7), (8).

JiiicHo, MiHIMI3ytoun F i 3aIIUCYIOYU YMOBY iCHYBaHHS €KCTPEMYMY
oF

F _o (n=IW) (15)
o "0 (=N
HIPUXOJUMO O CUCTEMHU JIHIMHUX anreOpaiuHUX pIBHSIHb BIIHOCHO HEBIIOMUX @,
N -
ZanE(un,um):bm (mzl,N) (16)
n=l1

b, :E(a)—coq,um)

ITpaBi yactuuu b, B (16) 3anexxaTh Bifg HEBIJOMOi (QYHKIIT @ , OHAK 3 JOMOMOIOI BiZOMOI

TOTOKHOCTI (13), oTpuMyeMo Bupas aist b, 3 JOMOMOIOKO BiJOMHUX 3HaYEHb @ 1 ™ Ha MEX1
n

obmacti Q:

b =<j>[[ £i(s)- aa‘:q jMum (s (s)—a)q)Vum}dS a7

r

Bigmitumo, mo ¢opmyna (17) cnpaBenmusa, sxmo mexa | obmacti €2 e rmagkoro. Y
BUIA/KY, SKIIO Mexa 1 € kyckoBo-razkoo, To Bupas (17) BapTo yTOUHMTH.

Hexaii Mmexxa I ckmamaerses 3 7 ragkux KycKiB i TO4OK 310My MEXi (xi » Vi ) (i =1, n) . Y Bupasi

(17), BapTO BpaxyBaTH CKayKH BiJIMOBITHUX BEJIMYMH B IaHUX TOYKaX, Micis yoro (17) npuiime
BUTJIS;

b =§[q§([ﬁ<s)—a;q]Muj—(ms)—wq)vu,jds}( )22
—[(fo(x,y)—a)q (x.y)<hu, >, ] (j=1n), (18)

Y=Vi

ne <u >:u(x(sl. -0),»(s, —0))—u(x(sl. +0),»(s, +0)),
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< 2o S (5, -0), v, ~0))~ 2 (x(s, +0). (s, +0))

<Mu >:Mu(x(si —0),y(si —O))—Mu(x(si +0),y(si +O)),
<Vu>= Vu(x(si —O),y(si —0))—Vu(x(si +0),y(si +0)), (izl,sz?)

o8 0 &’
Mu=-D| —5+v—5 |u, Vu=-D| —| A+(1-v)= | |u

on Os on Os
D — muIiHApHYHA KOPCTKICTh, V — KoedimienT Ilyaccona, s — morudna go mexi [ =00 .
Peanizamist merony MiHiMizamii moxuOKuW 1o eHeprii, 3actocoBaHa o 3amaui (1) — (5), 3
ypaxyBaHHSM MOJIaHHS IPOTHUHIB MJIACTUHU y BUTIIAA1 (6) 1 popmya (16), (18), mpu3zBoauTs 10

HACTYMHOI CHCTeMHU JIHIMHMX anreOpaiyHUX piBHSIHb, BIIHOCHO HEBIIOMHUX Koe(]illi€HTiB

al.,(izo,N)

ial.E(ui,uj):bj (/=0.N) (19)
S b-(ew)
ne E(u,v)= SE(Z—Zan—anvj ds—W,<V,v>|_ .
I={(x=a,0<y<b)u(y=b0<x<a)},

b, = WOIVyuj (x, irO)dx,
0

2 2
M, =—D(a—2+vﬁ—2j,
on Os

0 o’
I/n =—D6—(A+(1—V)?j,

n A)

n — HOpMallb, § — AOTWYHA J0 Mexi [, D — mWwIHApUYIHA KOPCTKICTh, V — KOCQIIIEHT
Ilyaccona, B mopanbIioMy Juist CIIpolLIeHHs Oepemo ¢ = 1.

st mepeBipky mpaBHIIBHOCTI pe3yibTariB, 3aaa4a (1) — (5) Oyna BupilieHa, TaKOX, METOAOM
IPaHUYHOI KOJIOKAIIii.

[Ipu Bupimenns 3agadi (1) — (5) MeTonoM rpaHU4HOI KOJIOKALil, BAKOPUCTOBYBAJIOCH ITOJAHHS

nporuny y Burmim (6). s 3HaXomkeHHs HeBimomux KoediuieHtiB a, Ha I mexi
I'= {(y =40,0<x< I)U(x =a,0<y< b)u(y =b,0<x< a)}, 3aliMa€eMOI0  IIJIACTUHOIO,
BUOMpanrch M TOYOK KOJIOKAIlii (M =N +1). Touku BUOMpPAIKMCh 31 CKYITYSHHSIM J10 KiHIIIB

IIPOMIXKKIB, a CaMe:

7z(2k —1)
yZO,xk:COS - ;kzlgnla (20)
4n,
2k -1
xX=a,y, =bcos[u}k =1,n,,
4n,
7[(2k —1)
y=b,x, =acos| ———= |,k=Lny, n+n,+n.,=M
4n,
Peamnizaris rpanngaHux yMoB (2) — (5) B Toukax koiokaiii (20), mpuBOIUTH 10 CHCTEMH

al.(i:0,N).

N+1 miHiitHUX anredpaivHUX PiBHIHB BITHOCHO N+1 HEBiIOMUX
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Po3paxynku Oynu mpoBeneHi 11 KBaJpaTHUX IUIacTUH (a=b), Mpu BITHOCHIH JOBXHHI

pkmouenns € =€/ @ pieniit 0,66;0,5;0,2;0,1. Pe3ynpratd, OTpHMaHi 3 JOMOMOIOK 000X
BHKJIQJICHUX METOJIIB, IPAKTHYHO CITiBITAJIH.
Ha puc. 1 mnpuBeaeHo poO3NOAUIEHHS MPOTHHIB Uil IUIACTHUHU 3 pO3MipaMu

a=b=2,6=05 [lporuHn MakcHMManpHI Ha BKJIOYEHHI, J€ BOHM piBHI 0 i
3MEHIIYIOTHCS 10 HYJISI HA KOHTYPI IJIACTHHM, 10 CBITYHUTH PO 100pe BiAMOBIIHICTE YMOBaAM
(2) — (5) oboma meTomamu.

2/‘7 w=w '” =0

] ‘w0 =0

/ 04/]

\4

a

Puc. 1. Po3nozin nporuHiB miacTuHU

OnTtumanpHe, 3 TOYKU 30pY BIANOBIIHOCTI TPaHUYHUM yMoBaM (2) — (5), po3MilleHHs
TOYOK KOJIOKalil HaBeleHl B Tabmumi 1, ne n1 — KiJABKICT TOYOK KOJOKauUii mpu y =0,

O<x<l,m—mpu x=a,0<y<a,n3—mpu y=a, 0<x<a.

Taoauus 1.
Kinekicte TO4OK KoOmokarii
a n n; ns
0,66 4 3 3
0,5 4 3 3
0,2 4 3 3
0,1 3 3 3
Po3paxoByBanack piBHOiI0Ya KOHTAKTHUX 3YCUIIb P:
. (16 16 y 1)
D'P=a,f =+ e+ 8a, P,

0 l—x

B = i(l —-x )_3 [2k(2k +1) 272 — (8K +1)x™* + 2k (2k —1)x2k—2}lx

i po3paxyHKy P, CKOpHUCTa€MOCS HACTYyIIHUMH DPETYJSIPU30BAHMMHU 3HAYECHHAMU

PO301KHHUX IHTETPATIB:
[ odx [ X £ ox 2k—-1)!!
j =0, [——=-n, jl =—7z( ).!(kzz) (22)

() )
1

oTpuMaHi 13 [4

j (1—x2)‘dx=%3(k+%,,1+1j npu A=-— (23)

0
Y BUCHOBKY OTPUMY€MO

—1
=0,D" P=8ra,
MexaHi4Ha iHTepHpeTalis nepuoi 3 piBHocreit (22) nana B 3, 4].
. . -1 .
3HaueHHs Ge3po3MipHOro koedinieara o =10 (Paz) DW,, npu pi3HUX 3HAYCHHSAX &,
npuBeneHo B Tabmuii 2. SIk BUIHO, MPH 3MEHINEHHI BiAMOBIAHOI TOBXWUHU BKIFOYEHHS & ,

3HAYEHHSI (¢ HAOJIMXKAIOTHCS 10 BIAMOBIIHOTO 3HAYEHHS & JJIsl 30CEPEKEHOT CUIIH
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a =5,60, npuBeseHHOMY Yy [6].

Tadoaunus 2.
. .. -1
3naueHHs 0e3po3MipHOro koedinienta o =10’ (Paz) Dw
€ 0,66 0,5 0.2 0,1
a 0,76 1,81 4,05 4,90

I'padiky 3ruHANIBHMX MOMEHTIB Mx,My B310BXK JiHII y=-+0, 0 <X <aHaBeneHi Ha

puc. 2. I1pu (x,y) - (1,0) M, M, —o0sx r 7= (x—l)2 +y* . Jlns onmcy 1poro GaxTy B

mitepaTypi [6] BBOAUTHCS MOHATTA Koedil[i€eHTa IHTEHCUBHOCTI HANIPYKEHb:
M M,

K, =lim——, K =lim——,

P Jc P Jc

(24)

M, M,

1
t \ x
0.4 0.,8] 1 1.2 1,6 .
\
-1
| M,

I M\
-4 |

-5 1
D=1,P=34,4

Puc. 2. I'padixn srunanbunx momentis M, M B3noBk ninii y =40, 0<x<a

Entopu Beimuns K, K npu r = 10~*naBeneni Ha puc.3. SIkicHa KapTHHA aHAJOriYHA

pesyabTaTam podoTtu [6], A€ po3riasganuch 0e3KIHEUH1 IJTaCTHHHU.

064

2.28
1.86 1.08

a o
Puc. 3. Emopu K, (a), K, (b)

1.56

OTpI/IMaHl PE3YyJIbTATH MOKA3YHOThb, IO BUKOPUCTAHHA MCETOAY rpaHHqui' KOJ'IOKaI_[i.l.
JOCTAaTHBO C(beKTI/IBHe 1810)5 BI/IpiHIeHHi 3aJla4 BUTUHY HECKIHYEHUX IJIACTUH 3 BKIIFOYEHHSIMH.
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SOLUTION OF THE PROBLEM OF BENDING OF A PLATE CLAMPED ALONG
ITS CONTOUR WITH A THIN LINEAR INCLUSION BY THE METHOD OF
MINIMIZING THE ENERGY ERROR

V. Gribova, L. Bovnegra, A. Toropenko

National Odesa Polytechnic University
1, Shevchenko Ave., Odesa, 65044, Ukraine
Emails: gribova@op.edu.ua, dlv5@ukr.net, toropenko.a.v@op.edu.ua

Folded shells, thin-walled rods, and other structures based on thin plate joints are widely used in mechanical
engineering, aviation, and shipbuilding industries. The presence of reinforcing rods, supports, straight defects such
as cracks and inclusions, or other inhomogeneities in structures significantly complicates their calculation. The
design and creation of reliable and sufficiently economical structures necessitates the consideration of increasingly
complex boundary value problems and, accordingly, the solution of an increasing number of differential equations
that describe them. The foundation of the science of strength is fracture mechanics, which is based on identifying
the nature of stress characteristics in the vicinity of crack-type defects and thin inclusions. The basis of the method
for solving the problem is the construction of a model based on the method of minimizing the energy error. The
main results are the construction of a system of solutions to a biharmonic equation in a region with a straight
inclusion and the application of the boundary collocation method to find the coefficients of the linear combination.
The aim of the work is to solve complex boundary problems of fracture mechanics for thin-walled structures with
inclusions by constructing a mathematical model based on the energy error minimization method and applying
boundary collocation.

Keywords: system of biharmonic functions, boundary collocation method, class of functions with non-integrable
features, plate deflections, energy error minimization method.
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OTJISII CYYACHUX 3AXMCHHUX MATEPIAJIB JUISI 3ATIOBITAHHSI BUTOKY
KOHOUIEHIIITHOT IH®@OPM AL YEPE3 BIKOHHI KOHCTPYKIIII

H.P. 3sanwnit, X.C. becara, O.I. 'apacumuyk, M.€. l1IBen

Harionansauii yHiBepcuTeT «JIbBiBChbKa MOMITEXHIKA»
12, Cremmana banaepu Byi., JIsBiB, 79013, Ykpaina
Emails: nazarii.r.dzianyi@lpnu.ua, khrystyna.s.besaga@lpnu.ua, oleh.i.harasymchuk@lpnu.ua,
mariia.y.shved@lpnu.ua

[lpencraBneHo  KOMIUIEKCHMH  aHaimi3  NpoOOJeMH  HECAaHKIIIOHOBAaHOTO  3HSTTA
KOoH(ieHniHHOT iHpopManii 4Yepe3 BIKOHHI KOHCTpYyKHii. PO3IISTHYTO OCHOBHI KaHanmn
BUTOKY JaHHX: aKyCTHYHHH, 1110 BHKOPHCTOBYE JIa3epHI CUCTEMH VISl 3YNTYBaHHS 3BYKOBUX
KOJIMBAHb 3 TIOBEPXHIi CKJIa, Ta €IEKTPOMAarHiTHHH, 110 BUHUKAE Yepe3 BUXiJl palioyacTOTHUX
curHaniB (Wi-Fi, Bluetooth) 3a Mexi npumimenns. [IpoBeaeHo orysi Ta MOpiBHSUIEHUN
aHaJi3 CyJaCHHUX MTACHBHUX METOJIB 3aXUCTY, III0 peajli3oBaHi Oe3rmocepeiHbo B MaTepiaiax
BIKOH i He MOTPeOYyIOTh 30BHIIIHBOTO JKUBJIEHHA. JOCTIDKEHO TpW KIIOYOBI Kareropii
MarepiamiB: Moau(iKoBaHE BIKOHHE CKJIO, CIIEIiali30BaHi CaMOKJICIOYi IUTIBKA Ta
crarioHapHi pyHKIIOHANEHI HOKpHUTTS. Ha 0OCHOBI aHai3y BCTAaHOBJIEHO, 1110 3BHYAifHE CKIIO,
HaBiTh y OaraTonrapoBUX CKIIONIAKeTaX, 3a0e3reuye JINIIe YacTKOBE MPUTHIYeHHS BiOpartii i
HE € HaliiHUM 0ap’€poM NMPOTH Cy4acHUX 3acOo0iB IIMUTYHCTBA. HaroMicTp, criemianizoBaHi
pILICHHS, M0 MICTATh METaJi30BaHi MIApHU, HAHO-CITKM 3 OJaropoJHHX MeTaliB abo
JUETeKTPUYHI CTPYKTYPH, IEMOHCTPYIOTh 3HAYHO BHIY e()eKTHBHICTh. Y CTATTI HaBEIEHO
KiNBKiCHI TTOKa3HUKY €KpaHyBaHHS, BUMipIOBaHi B aenubenax (nb), mis pisHux marepiamis,
[0 TMiATBEPPKEHO MIKHApPOAHUMHU TecTaMu (30Kpema 3a cranmaptoM ASTM F3057-14).
3axwucHi Bk, Taki sk Signals Defense SD2500, 3a6e3neuyrots ekpanyBanns 1o 40+ ab,
a IHHOBALiWHI TOKPUTTA HAa OCHOBiI CPiOHMX HAaHO-CITOK MOXYTh JOCATATH PEKOPIHIX
moka3HuKiB 48—58 nb, 30epiratoun npu IHOMY BHCOKY OITHYHY IPO30PICTh. AKIIEHTOBAaHO
Ha TIEPCIIEKTUBHOCTI Mi€JICKTPUYHAX ITOKPUTTIB, 30KpeMa Ha OCHOBI IIOKCHIY Ta(HI0
(HfO,), sxi migBUIIYIOTH BiTOWTTS JIA3€PHOTO TPOMEHS, 3AJMIIAIOYHCH Bi3yalbHO
HENOMITHUMH. 3poOJEHO BHCHOBOK, IO [UIS JOCATHEHHS MAaKCHMAaJbHOTO piBHS
Kibep3axucTry ONTHMaIbHAM € KOMOIHYBaHHA KUIBKOX MIXOMAIB. 3aCTOCYBaHHS
GaraToKkaMepHHX CKJIONIAKETIB Yy O€THAHHI 3 HAHECEHHSIM BUCOKOTEXHOJIOTIYHUX IIOKPHUTTIB
a00 3aXMCHUX ITIBOK Ha BHYTPIIIHE CKJIO CTBOPIOE HAIIMHWK Ta MOBroBiUHHMH Oap'ep, 110
3abe3rneuye KOH(DIACHIIHHICTD 1H(GOPMAIIIIHOTO TPOCTOPY Ta CTIHKICTB 10 €IEKTPOHHOTO
[ITTATYHCTBA.

KarouoBi cinoBa: xibepcTilikicTh BIKOH, TaCMBHUHM 3axHCT iH(oOpMarii, 3aXUCHI BIKOHHI
TUTIBKH, YHKIIIOHAJIbHI MOKPUTTS JUIS CKJIA, AIOKCH ] radHit0, HAHO-CITKH.

Beryn. BikonHe ckio  TpaauuifHO € OZHMM 3 HaWBpa3JMBIIIMX MICHb  LIOJO
HECAHKIIOHOBAHOTO 3HATTA iH(opmarliii. Uepe3 BikHA 3JIOBMUCHHKH MOXYTh TUCTAHIIHHO
«4uTaTH» KOH(DIICHIIIHI aHi 3a JOIMOMOTrO0 JIa3epHUX CHUCTEM aKyCTHYHOI PO3BiAKH (Tak
3BaHUX JIa3epHUX MIKpPO(]OHIB), 110 3HIMAIOTh 3BYKOBI KOJHMBAaHHS 3 TOBEPXHI CKJa 1
MEepPETBOPIOIOTH iX Ha ayaiocurHain [1]. Tak camo, 3BMUaiiHi BikHa Maii>ke HE MEPEIIKOIKAIOTh
Buxony pamiocurHaniB (Wi-Fi, Bluetooth Tomo) 3 OyamiBmi [2], mo BiAKpUBa€e HIMPOKi
MOXJIUBOCTI JUISl €JIEKTPOHHOI'O IIMUTYHCTBA. TOMYy HHHI ICHye HarajibHa moTpeda B
KiOepCTIHKMX BIKOHHHMX MaTepiajax — TaKuX, [0 YHEMOXJIHMBIKOIOTh ab0 CyTTEBO
YCKJIQIHIOIOTh 3UMTYBaHHs iH(pOpMaIlii uepe3 BikHA.

Metonu 3axucty iHGoOpMalii Bil «BHUTOKY» Yepe3 BiKHA OyBarOTh AKTHUBHUMHU 1
MacMBHUMHU. AKTHBHI METOAM BKIIOYAIOTh BCTAHOBJIGHHS Ha I[MUOKaX BiOpamiifHuX
BUIIPOMiHIOBauiB a00 HIYMOBHUX I'€HEPATOpiB, 110 CTBOPIOIOThH 3aBajM (HANpPUKIAI, CHCTEMa
Glass-Shield renepye BUMaakoBi KOJMBAHHS y CKJIl 1 pOOUTH MEPEXOIJIEHY JIa3epOM PO3MOBY
Hepo30ipmmBoo [3, 4]). Ilpore axkTUBHI METOOW BapTiCHI, MOTPeOYIOTH eHeprii Ta €
JIETKOAOCTYITHAMH 3 TOYKH 30py BHUSBJICHHS caMoro (akTy 3acToCcyBaHHS 3axucTy. [lacuBHi
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METOJIM peai3oBaHi y caMOMy MaTepiaji BikHa — CIeliaJIbHOMY CKJIi, IUTBII YU TMOKPUTTI —
3axXuIIaloTh iH(opMaliro 0e3 101aTKOBOro 00 CIyroByBaHHs 1 € HermoMiTHI. Hikue mpoBeneHo
OrJISII CydyaCHHMX I[IaCMBHUX pIlIeHb: CHEI[iaJlbHUX BHJIB BIKOHHOIO CKJIa, 3aXHCHHX
CaMOKJICIOUYHX IIJIIBOK Ta CTal[lOHAPHUX IMOKPHUTTIB Ha CKJIi, 110 3a0e3MeuytoTh Ki0epCTiHKICTh
BikHA. PO3rIsIHYTO iXHIM CKJaj, TEXHOJOTIH0 OTPHUMaHHS, 3aXHCHI BJIACTUBOCTI, a TaKOX
HaJIaHO MOPIBHSAHHS €PEKTUBHOCTI Ta PEKOMEHAIIIi 11010 ONITHMAJILHOI'0 BUOOPY MaTepialy.
Orasp aireparypu (anani3z gocaimkeHb i myoOJikamiii). [IpoGiema HecaHKIIOHOBaHOTO
3HATTA 1HGoOpMaIlil yepe3 BiKHA € MPEIMETOM HAayKOBHUX JIOCHIJKEHb MPOTIrOM OCTaHHIX
JEeCSTUIIITh. X04a 3JI0BMUCHUKU TPAAUIIIHO BUKOPUCTOBYIOTh aKyCTUYH1 KaHAIN BUTOKY (TaK
3BaHl «i1a3epHi MikpodoHH») Ta enekrpoMarHiTHi (BuTik Wi-Fi, Bluetooth), Ginbmicts
JIOCHIJKEHb JIOHEIaBHA 30CEpeKyBaIach JIMIIE HA OKPEMUX ACIEKTaX I1€1 IpoOIeMHu.

Amnani3z HasiBHOI JITEpaTypH MOKa3ye, 110 MorepenHi poOoTH, sIKi CTOCYIOTBCS 3aXUCTY
1H(opMallii yepe3 BIKHA, MOKHA PO3JLIMTH Ha K1JIbKa KJIIOYOBHUX TPYIIL:

1. HocnimxkeHHst pi3nYHUX IPUHIUIIIB BUTOKY 1H(opMarlii.

Ils rpynma pobiT 30cepemkeHa Ha pO3yMiHHI TOTr'0, SIK CamMe 3BYKOBI Ta paJiOCHTHAIIN
HNOUIMPIOIOTHCST  4epe3 BiKOHHE ckio. DyHAaMeHTanbHI JOCHIIKEHHS, MPOBEIEHI
Hynukesndyem B.b. Ta cniBaBropamu [1, 5], miaTBEppKYIOTh, 110 BiOpalliiiHi XapaKTepUCTUKH
CKJIa € KJIFOUOBMMHU ISl 3aXHCTY Bl aKyCTHYHOTO 30HIyBaHHA. 30KpeMa, OyJio TOBEEHO, 110
30UThIIIEHHS] TOBUIMHU CKJIa Ta 3aCTOCYBAaHHS 0araTOKaMEpPHUX CKJIONAKETIB CYTTEBO 3MEHIITYE
aMILTITYy KojuBaHb [S]. PoGoTa [6] momaTkoBo aeralizye BIUIMB BiOpaIiii Ha BiIXHIJICHHS
Ja3epPHOr0 MPOMEHS, IO € OCHOBOK [JIsi PO3YMIHHS MNPUHIUIIB MPOTHIII Ja3epHOMY
mmnuryHeTBy. Jocnmimkenns Zeng Y. Ta koijer [7] MiATBEpIXKye IIi BUCHOBKH, HaJalouu
KUIBKICHI JaHi, 110 KOJMBAHHS Yy IBOKAMEPHUX BIKHAX 3HAYHO MEHIII, HIXK Y OJMHAPHUX.

2. Anani3 Ta po3poOKa MacHUBHHUX 3aXHCHUX MaTepialiB.

IIs xateropisi OXOIUIIOE JOCIIIKEHHS MEBHUX MaTepialiiB, sIKI MOXYTb 3a0€3MeUnTH
KiOepCTIHKICTB.

CrenianizoBani miiBku. bima kaura kxommanii Signals Defense [8] ta TexniuHi
cnenudikamii [9] neranbHO ONUCYIOTh, SK METaNi30BaHl IJIIBKH €()EKTHBHO EKPaHYIOTh
paniodactotHi curtanu ta [U-sunpomintoBanns. [Iponyktu, sk HAVERKAMP PROFILON®
[10], nemMoOHCTpPyIOTh BHCOKI MOKa3HMKH OnokyBaHHS RF- Ta IR-BumpomiHioBaHb, IO
MiATBEP/UKCHO HE3aJIOKHUMHU TECTaMH.

®ynkuioHanbH1 MOKpUTTs. [lyOmikamii [11, 12] po3rngnaroTe naTeHTOBaHI TEXHOJOTI],
Taki Ak OararomapoBi Low-E mokpurts 3 cpibioM Ta eneKTpoOMarHiTHe eKpaHyBaHHS, IO
3abe3mnedye 3HaUHe mocinadnenns curnainy. Ctarrs [ 13] € 0co0IMBO BaKIMBOK, OCKITBKH BOHA
eKCIIEPUMEHTAJIBHO ITiITBEPIDKYE, 10 HABITH OJTHOIIAPOBE iCICKTPUIHE ITOKPUTTS 3 TIOKCHUTY
rauiro (HfO2) moxe edekTHBHO BIMOMBATH JIa3epHUI MMPOMiHb, 3aIMIIAK0YUCH TPO30PUM. Y
pobotax [14, 15] mpencraBieHo MepeaoBi MOCHIIKEHHS B Tanxy3i HaHO-CITOK 3 cpibia Ta
MXene, siki 3a0€31€4yI0Th pEKOPIHE €KpaHyBaHHS IIPU BUCOKIN IIPO30POCTI.

3. JlocnipkeHHs aKTUBHUX 1 KOMOIHOBAHUX CUCTEM 3aXUCTY.

Xoya Hall OrJIA]] 30CEPEPKEHUI Ha MTACHBHUX METO/AX, BAKJIMBO BiA3HAYUTH POOOTH,
10 JOCHI/DKYIOTh aKTUBHI a00 Ti0puaHi cuctemMu. Hanpukiazn, mocmipkeHHs, onucade B [3],
CTOCYETBCS ONTUMI3alii jJazepHUx natdukiB s npotuaii JI3AP. Tlpec-peni3 [4] omucye
cuctemy Glassbel Glass-Shield, sika moeqHye nacuBHI BIACTUBOCTI CKJIa 3 aKTHBHUM IITyMOBUM
renepatopoM. L[i pobotu mniAKpecaoTh MNOTpedy B IOEAHAHHI MaTepialo3HaBCTBA 3
eJIEKTPOHHUMU 3ac00aMU /Il CTBOPEHHS MaKCUMaJIbHO HaJA1MHOIO 3aXHCTY.

VY3arajipHIOIOUH, aHaJIi3 HAsBHOT JIITEPAaTypH MOKa3ye, 110 X04a OKPEMI acleKTH 3aXUCTy
Oy JOCIHIKEH1 paHilie, iCHye motpeda B KOMIUIGKCHOMY OIVISiAI Ta IMOPIBHSHHI Pi3HUX
MMacMBHUX pimeHb. Hamie gocnmipkeHHs COpsSMOBaHE Ha CHCTeMaTH3aliro iHdopMmarii Ta
MPOBEJICHHS TMOPIBHSUIBHOTO aHalli3y, M0 JOMOMOXKE 3pOOUTH OOTpYHTOBAaHUN BHUOIp Mix
pI3HUMU KiOEpCTIHKMMH MaTepiajlaMH JJIsl BIKOH.
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Meta po6oTn. MeTa 1aHOTO JOCHIKEHHS — MTPOAaHAII3yBaTH Ta MOPIBHITH Cy4acHi TaCHBHI
pilleHHs U1 NiABUIIEHHSA KiOepCTIMKOCTI BIKOH, $IKI YHEMOXJIMBIIOIOTH a00 CYTTEBO
YCKJIQJIHIOIOTh HECaHKI[10HOBAHE 3HATTS 1HpOopMallii.

OcHoBHuii po3aii. Ha BiAMiHy BiJl aKTUBHUX CHCTEM, SIKI BUMaraloTh HOCTIMHOIO )KUBJICHHS
Ta MOXKYTh OyTH BUSBIICHI, TACUBHI METOJIM 3aXUCTYy, IHTEIPOBaHI B caMy CTPYKTYpPY BiKHa,
MPOITOHYIOTh HEMOMITHE, JIOBFOBIYHE Ta €KOHOMIYHO BUTIJIHE PIIICHHS U1 3amo0iraHHS
BUTOKY iH(popMartii. L{eit po3ais nprcBsSYeHN 1eTaTbHOMY aHaNi3y Ta MOPIBHIHHIO KIFOYOBUX
MAaCUBHUX TEXHOJIOTIH, 1[0 3a0e3meuyloTh KiOepcTidKicTh BIKOH. Po3risHeMo BIacTMBOCTI
CremiaJbHUX BHUIIB CKJa, €(EKTUBHICTh 3aXMCHHUX CAMOKJICIOUMX IUTIBOK Ta CTaIliOHAPHHUX
MOKPHUTTIB, @ TaKOX iXHIM BIUIMB Ha OJOKYBaHHS JIa3€pPHOT'O MPOCIYXOBYBAaHHS Ta BUTOKY
paniocursaniB. Ha ocHOBI mpoBezneHoro orisiay Oyzae oOTpyHTOBAHO, SKi camMe MaTepiajid €
HaWOUTBIT ePEeKTUBHIUMHY Ta IEPCIIEKTUBHUMH JUISI 3aCTOCYBAHHS B CY9aCHUX YMOBaX.

3BUYaifHe BIKOHHE CKJIO 3 TOTEHI[IHNHUMU 3aXHUCHUMH BIACTHBOCTSMH BiJ] KiOepaTak.

OO0’ eMHHI €NEKTPUYHUN OMIp 3BUYANHOTO HATPi-KaJbI[i€BOTO CKJIa CTAHOBUTH ~10712
Q-cM (myi1 TOpiBHSAHHS, y cBUHIEBOro ckima ~10714 Q-cm) [16]. BopocuiikaTHe CKII0
BOROFLOAT® 33 mae ayxe BHCOKHH CBITJIOBHH KOE(DIIIEHT MPOMYCKaHHS y BUIAMMOMY
Jlana3oHl Ta HEe3HA4YHY BJIACHY (IyOpeCLeHII0, 110 poOUTh HOTr0 NMPUAATHUM JJIsl ONTUYHUX
3actocyBaHb. Koedimient tepmiunoro posmmpeHHs BOROFLOAT® 33 — 0Omu3bko
3.25%10—-6/K (20-300 °C), ToOTO y TpU pa3u HMKUYUM, HIXK y COAOBO-BalHSHOro ckia [17].
CBuHIIEBMICHE pajmialfiiiHo-3axucHe ckio LX-57B wmictute ~55% okcuay CBUHIIO i
XapaKTepU3y€eThCs BUCOKOIO MPO30PICTIO: MPH TOBIIMHI ~9 MM HOro CBITJIONPOMYCKaHHS
craHoBUTh ~87,8% y Buaumomy niamnaszoni. Lle ckio 3abesneuye epeKTUBHUN 3aXUCT Bij
PEHTTeHIBCHKOI'O BUIIPOMIHIOBAHHS, HE BTpayar0yy IPO30POCTI 3 4acOM (HE HKOBTIE M1 J1€I0
pamiamii) [18]. Tak, OimpIIICTF BHAIB CKJIa Ma€ HaJKHI XapaKTEPUCTUKHA 100
CBITJIOMPOMNYCKaHH, aJie€ )KOJIHE 3 HUX came 1o co0i He 3a0e3neuye HeoOXiTHIX BIaCTHBOCTEH
3 TOYKH 30pY 3aXUCTY BiJl 3UMTyBaHHs iHpopMallii 3 Horo moBepxHi

Anie pa3oM 3 THM, BJIACTUBOCTI CaMOTr0O CKJIa CYTTEBO BIUIMBAIOTh HA 3JaTHICTh BiKHA
nepeaBaTH 3BYKOBI KOIMBaHHA. TeopeTnyHi Ta eKCIiepuMeHTaNbHI TOCTIKEHHS TOKa3yIOTh,
0 YUM TOBCTIIIE CKJIO, TUM MEHIIE BOHO BiOpye mia BIUmMBOM 3BYKY [5]. 30kpema,
MaKCHMaJbHY aMILTITY/ly BUMYIIIEHHX KOJMBAaHb CIIOCTEPIraloTh HA TOHKUX MIMOKaxX ~1—2 mMm;
IIpU TOBIIMHI MOHaA 2,5—3 MM BiOpaiiist 3Ha4HO 3MeHIIyeThes [S]. Takum 4MHOM, AJI KPaIoro
3aXMCTy BiJl JIJa3€PHOTO IPOCIYXOBYBAHHS PEKOMEHIYETHCS 3aCTOCOBYBATH BIKOHHE CKIJIO
ToBIIMHOIO He MeHIe 3 MMm. llle edexkTuBHIIE 3HMXKYIOTH BiOpali0 OaraTomapoBi Ta
OaraTokamepHi ckiomnaketd. JlaMiHOBaHe CKIIO (TPHUILIEKC), MO0 CKIAJAEThCS 3 JBOX IIapiB
CKJIa, TepeKJieeHUX MmoJiiMepHolo 1iiBkow (PVB), morimHae 3HauHy 4YacTHHY 3BYKOBUX
KOJIUBaHb. ITUTACTUYHA TPOMIKHA IUTIBKA BUKOHYE pPOJb Jaemrdepa, «racuTby BiOparii i
3MEHIIy€e mepenady 3ByKy uepe3 ckio [19]. Take akycTuyHe naMiHOBaHE CKJIO IIUPOKO
3aCTOCOBYETHCS IS 3BYKOI30JALIT MPUMILIEHb 1 MOOIYHO YCKJIAIHIOE JIa3epHE 3UMTYyBaHHS
iHpopmanii. Kpim Toro, mojBiiiHI CKJIONAKeTH AalOTh CYTTEBY IepeBary: BUIIPOOyBaHHS
II0Ka3aJy, 1110 KOJIMBAHHS CKJa y MOJBIMHIN paMi (JIBOKaMepHOMY BIKH1) mpubim3Ho Ha 74%
MEHIII, HDK Y OJJMHAPHOMY BiKHI Ti€i )k TOBIIWHU [7].

MogentoBaHHSl TakOX MiATBEPAUIIO IepeBary IMOABIMHOrO CKja: MpH OJHAKOBIi
CyMapHiif TOBIIMHI CKJIOMAaKeTa JBOIIAPOBE BIKHO Ma€ Ha 55% MeHIIy aMIutlTyay BiOpaiii,
HIX OJlHE CKJO, 1 HaBiTh Ha 40% MeHuly, HDK NOTpiitHUM ckionaker [7]. OTxe, 1BOIIApOBI
130JIbOBaHI CKJIONAKETH € ONTUMAIBHIUMH IS TACHBHOT'O MPUTHIYEHHS KOJUBaHb Ta MPOTHIIT
JIa3€pHOMY 3HIMAHHIO 3BYKY.

[Io6 ycKIaaHUTH JIAa3E€PHOMY JAJICKOMIpY OTPUMAaHHS CTaOUIBHOTO BIIOUTOrO MPOMEHS
MO)KHA TaKO>K 3aCTOCOBYBATH 1 IHIIWH MMiJX1J1 — MOPYIIUTHA ONTHYHY OAHOPIAHICTH BikHa. J{Jist
I[LOTO 3aCTOCOBYIOTH puIeHe, ToPpoBaHe a00 MaTOBaHE CKJIO 31 CIeliallbHO BUTPaBICHUM
penbedom. HepiBHa MOBEpXHS PO3CIIOE Ta3epHUN TPOMiHb, HE Jal0YX HOMY BIIOUTHCS CTPOTO
HazaJ /0 MpHiimMaua, 3aBISKH 4OMY 3HATTS 1HopMalii cTae MeHII MOXJIUBUM. [loxiOoHmii
Metof (rodpoBaHi MIMOKM) 3ragyeThcs B HAYKOBUX POOOTaxX SK MACHBHUI 3axil 3aXHUCTy
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MoBHOI iH(popmarii [6]. OgHak MOCTIHHO MaTtoBe YW puIieHe BIKHO € HE3PYYHUM Y
BHKOPHCTaHHI (HEMPO30pe I OKa), TOMY 1€l MiaxiJg OOMEKEHUM BUIIAJIKaMH, KOJU OTJIS
yepe3 CKJI0 He MOTPiOHUH.

Jlo mpocTHX MacMBHUX METONIB MOXKHA BIJHECTH TaKOX CIICIialbHe TOHOBaHE abo
J3epKalibHe CKJ10. BOHO cripsiMoBaHe OifibIlie HA Bi3yallbHY KOH(QIIEHIIHHICTD, aj¢ YaCTKOBO
BILTMBAE i Ha JIa3epHE MPOCIYyXOBYBaHHA. TOHOBaHI (3aTeMHEH1) IMOKH MMOTIMHAIOTh YACTHHY
CBITJIa 1 MOXKYTh TPOXH 3MEHIIUTH IHTEHCHUBHICTh BiJOMTOTO Ta3epHOro mpoMeHsl. J[3epkanbHe
HamuieHHs (CKJIO 3 OJHOOIYHOIO J3€pKajbHOI0 IOBEPXHEI0) BIOMBAE 3HAYHY YacTKy
BUJIUMOTO Ta 1H(PauyepBOHOTO BHUIPOMIHIOBAHHS, TOMY TEOPETUYHO 3/aTHE 3HU3UTHU
eQeKTUBHICTh JIa3epHOr0 TepexorieHHs. [IpoTe 3BWYAHI COHIIE3aXUCHI TOKPHUTTS,
po3po0ieH] 1 BIJOUTTSA COHSIMHOTO TeIjia, HE 3a0€3MeuyloTh HaJISKHOI'O0 aHTUIIA3EpHOrO
edexty. Hampukiiaa, 1ocimiqHUKH 3’ ICYyBaH, 10 apXiTEKTypHI TUTIBKH Ha OCHOBI CITOJIYK Mifi
MaKCHUMaJIbHO OJIOKYIOTH CBITJIO Ha XBWil ~500 HM (BUAMMHE Jiana3oH), TOJl SIK Ja3epu
MpaIoTh B Aiana3ony 650—1550 HM, ToMy Taki MOKPUTTA (PAKTUYHO HE 3aXUIIAIOTH Bij
npociayxoByBaHHs [20]. Omke, 3BU4yaiiHe TOHYBaHHS CKJIa € HEJOCTATHIM JJIs KiOep3axucry —
HEOOXIiJHI CremianbHl MaTepiali, po3paxoBaHi Ha OJIOKYBaHHS caMmMe THUX Jlala3oHiB, SKi
BUKOPHUCTOBYIOTb JIa3€pH1 MIKPO(OHU Ta 1HIII CEHCOPH.

CaMoxk1eroul 3aXHMCHI IJTIBKH 1JIs1 BIKOHHOTO ckJia. OJTHUM 13 HAaIOLIMPEHIIINX CIIO0C001B
MIJBUIIEHHS K10EpCTIHKOCTI 1CHYI0UMX BIKOHHUX KOHCTPYKIIIH € BUKOPUCTaHHS CaMOKJICIOUUX
0araTomapoBuX 3aXWCHHX IUTIBOK TOBIIMHOIO BiJl KiJBKOX JECATKIB 10 KIJIBKOX COTEHBb
MmikpometpiB [9, 10, 22]. Taki miIiBKH, K MPaBUI0, HAHOCATHCS HAa BHYTPILIHIO MOBEPXHIO
CKJITHUX €JIEMEHTIB 1 37JaTHI OJTHOYaCHO BUKOHYBATH HU3KY (DYHKIIii.

[TpuHuMn Aii 3aXUCHUX IUIIBOK IOJIATa€ B TOMY, LIO CHELiaJIbHE MPO30pe MOKPUTTS
BiOMBae masepHe Ta iH¢pauepBoHe (IYU) BumpomiHIOBaHHS, L0 CHOpHsiE 3arl00IraHHIO
HECAHKI[IOHOBAHOMY 3UMTYBAaHHIO aKyCTHUYHUX a00 €JEeKTPOHHMX CHUTHAIIB 4Yepe3 CKIISHI
OrOpOKYBaJIbHI KOHCTPYKITIT.

TuroBa 3axMCHAa IUIIBKA CKJIAJIA€ThCSA 3 MPO30POro THYYKOr'o MOJIIMEPHOTIO 0a30BOI0O
mapy (mepeBaxkHo momietwientepedTanaty, IIET), Ha skuii HaHOCATHCS CIeIialli3oBaHi
(GyHKIIOHATIBHI MMOKPUTTSI — METajeBl, OKCHIHI a00 1HII TOHKI IIapu. 31 3BOPOTHOTO OOKY
PO3TaIIOBY€ETHCS KIEHOBHI (aAre3nBHMI) 1Iap, 1110 3a0e3neuye HaAiiHe KPIIJICHHS IIIBKU 710
MTOBEPXHI CKJIA.

3ale)KHO BIJ ONTHYHUX XapaKTEPUCTHK, 30KpeMa pIBHA  CBITJONPOIYCKaHHS,
PO3PI3HAIOTH KIJIbKA TUITIB 3aXMCHUX IUIIBOK: MPO30pi (Maiyke HEMOMITHI Ha CKJIl), YaCTKOBO
po30pi (TOHOBaHI), a TAKOX JI3epKaNIbHI (3 HU3BKUM KOe(iI[iEeHTOM IPOIYCKaHHS CBITIA).

Y KOHTEKCTI TEXHIYHOTr0 3aXUCTy iHpopMallii HailbubI eheKTUBHIUMH € MeTajli30BaHi
Ta J3epKaJIbHI TUTIBKM, $KI 34aTHI BigOuWBaTH OJDKHE Ta cepeaHe iH(payepBoHE
BUIIPOMIHIOBAHHS. 3aBJSKU IbOMY BOHHU 3a0€3MEUYIOTh €KpaHyBaHHS BIKOHHUX KOHCTPYKIIIH
1 YHEMOXJIMBIIIOIOTh 3YUTYBAHHs BIOpAllIiHUX KOJMBaHb CKJa 3a JONOMOIOH0 JIa3epHHUX
3ac001B CIIOCTEPEKEHHS.

CaiToBUMM JiJiepamMu y LiH cepi € cnenianizoBaHi miBku tuny Signals Defenses (SD)
ta PROFILON AntiSpy. Hanpuknan, amepukancbka miriBka Signals Defense SD2500
npomyckae MeHII K 1% BunpomiHioBaHHS B aiana3oHi 800-2500 HM (Mmaiike MOBHICTIO
0JI0Ky€e 1H(pavYepBOHI Ta paaiovacTOTHI CUTHAIH), TIPU [IbOMY 3aJIMIIAETHCS HAIIBIIPO30POIO
(~53% nponyckanHs BuguMoro cBitia) [21]. BupoOHuk 3a3Hauae, 110 Taki JIiBKU yTPUMYIOTb
Wi-Fi Ta iH111 eJeKTpOHHI CUTHAJIM BCEPEIUHI MPUMIILEHHS, 3a11001raloun iX MnepexoryieHHIo
330BHI (MpuHUUI «Oe3meKka 3a paxyHok i3oiamii») [21]. Bikonna miiBka SD 2500 (Signals
Defense) nmporectoBana 3a cranaaproM ASTM F3057-14 1 neMoHCTpY€E B cepeHbOMY MTOHAT
40 nb mocnabyieHHs paaio4acToTHOro curHainy B mianazoni 30 MI'm — 6 I'Tu. Ile mpo3opa
MeTaJieBa IUTIBKA, pPO3pOOJIeHa Ml 3aXHCTy BiJ JUCTAHIIMHOTO TEPEeXOIISHHS IaHHUX
(Bimnmoigae Bumoram Oe3neku CIIIA 11010 enekTpOHHOTO MPOCTyXOoBYBaHHs) [9].

Inma cepin — HAVERKAMP PROFILON® Laser/AntiSpy (Himeuuwna) -
MpeAcTaBieHa IUTIBKAaM{, MPU3HAYEHWMHU CHEIaJIbHO JJI  3aXUCTy BiJ JIa3€pHOrO
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MPOCITyXOBYBaHHS 1 €IEKTPOHHOTO IIMUTYHCTBA. BOHM € mpo3opumu a0 c1abKo TOHOBaHUMU
1 Maii’Ke He BIUIMBAIOTh Ha OTJIs, ajle MaloTh HaBUILUH y CBITI piBeHb Os1oKyBaHHS RF - Ta IR-
BunpominioBans [10]. Tectu, mposezneni nepxxaBuumu ycranopamu CIIA ta BenukobpuraHii,
MIATBEPAIIN €(pEeKTUBHICT, LUX IUIBOK [10]: mOKpUTI HUMHU BiKHA EKpaHYIOTh Ja3epHi
MIPOMEHI BIAMOBIAHUX JTOBXXKMH XBHWJIb, HE JAl0UYW 3YUTATH KOJIMBAHHS CKJIA.

3axucna niBka SpyLock 35 3a6e3neuye ontuuny npo3opicts >75% VLT (Visible Light
Transmission) Ta eKpaHyBaHHS €IEKTPOMArHITHOTO BHIPOMiHIOBaHHS He MeHmie 32 nb B
nianazoni 9actoT Bix 10 MI' go 26 I'T'w. 1li xapaktepucTuku miaTBEPAKEHI BUTPOOYBAHHSIMU
3a metonukor ASTM F3057-14 [22] IIposinna 3axucHa miiBka RDF72 3a6e3neuye 61m3bK0
33 nb nocnabnenHs enekTpoMarHiTHoro nosis Ha yactoTi 1 I'T'i npu koedinieHTi mpomyckanHs
~72% (Bupume cBiTi0) . [11iBKa mpu3HaueHa AJs BHYTPIIIHBOIO HAKJICIOBAaHHS Ha BIKHA; Ma€
JIETKUN 3€JIeHUH BIITIHOK 1 HE 3HAYHO 3HUXKYE PIBEHb OCBITJIEHHS, TAPaHTYIOUN €KPaHYBAHHS
~99.9% notyxHoCTI cursany [23].

[TpakTyHUN [OCBiA MOKa3ye, IO HAHECEHHsS MNpPaBWJIbHO MiliOpaHOi BigOMBaO4oi
IUTIBKM MOXK€ PaJUKalIbHO YCKIAIHUTH POOOTY JAa3€pHOTrO MPOCITYXOBYBaHHA. 3a JaHUMU
eKCIIEPUMEHTIB, SKIIO Ha CKJII € MeTali30BaHa IJIiBKa, 3JI0OBMUCHHUKY J1OBEJEThCS 3011bIIUTH
MOTYXKHICTh J1a3epa npuHaiimMHi B 10-30 pa3iB, abu oTpuMaTd NPUHHATHUN curHan [24].
Haiixpamuii eexT gocaraeTbcs y BUMAAKy MOABIHHOTO CKJIA: BIII3EPKAIICHHS 1 PO3CIIOBaHHS
IIPOMEHSI MaKCHMallbHi, KOJIM TUTIBKAa HAaKJIe€Ha Ha 30BHIILIHE CKJIO, A JIa3ep HAMAaraeThCs 3HATH
CHTHaJ 3 BHYTPIIIHBOTO. Y TaKOMY pa3i MEepeXOMJeHHs CTa€ MPAaKTUYHO HEMOXIIMBHM, aJKe
3HAYHA YaCTHHA JIA3EPHOI CHeprii I'yOMThCS Ha BIIOWTTI BiJl IJTIBKH. SIKIIO K IUTIBKY HAKJIEITH
3 BHYTPIIIHBOr0 OOKY OJMHApPHOI IMMOKH, €PEeKT Memo MEHIIUH, ajie TeXK BIIUYTHHH: IJIiBKa
B110MBae npsme [YU-BunpomMiHioBaHHs Ja3epa 1 30uBae (azy BIIOUTOro MPOMEHS], 3aBaXKaouu
JIEMOMYJISIIT 3BYKY [24].

3axucHI TUJIIBKM BHUTOTOBISIIOTHCS PI3HUMH METOJaMH HAaIllWICHHS U IIapyBaHHS
MarepiaiiB. LIMpoKO 3aCTOCOBYIOTHCS METali30BaHi IUIIBKH, A€ Ha IMPO3OPHHA IOJIECTep
HaHECEHO YJIbTPa TOHKHH IlIap MeTaly — 3a3BUYal aJrOMiHII0, Miji, cpi0ia abo HIKeJb-XpoMy.
Ieit MeTaneBuil Mmap BUKOHY€E pOJb J3epKaia sl eIeKTPOMArHITHUX XBWJIb: BiH BijOuBae
iH(ppayepBOHE CBITJIO 1 pajioXBHIIi, 3MEHIIYIOUHN IX MPOXOKEHHS Ha30BHI. [ migcuiienHs
eQexTy i po3uMpeHHs Aiana3oHy OJOKyBaHHS CTPYKTYpPY IUIIBKU JOMOBHIOIOTH IPO30PUMU
MPOBITHUMH OKCHUJAMU — HANpPUKIAJ, mapoM iHAii-onoB’ssHoro okcunay (ITO) abo immiii-
LIMHKOBOro oOKcuay. OKCHIHI IIapy OAHOYacHO Mpo30pl y BHAMMOMY CIEKTpl U
eNeKTPOIPOBiIHI, TOMY 100pe ekpanytoTs CBU- ta [U-BunpomintoBanns [25]. [esaki cydacHi
IUTIBKM 3aMICTh CYLUJIBHOTO METajly MICTATh HAaHOCITKY: HaIlpUKJaj, CiTKa 3 HAWTOHILOro
MiHOTO ApoTy 3 mibHIicTIO ~100 oTBOpiB/mioiiM 3abe3neuye AyKe BHUCOKUI piBEHb
ekpanyBanHs RF/EMI npu mnomipHOMYy 3MeHIIEHHI Mpo3opocTi [26]. IcHYIOTh Takox
eKCIepUMEHTaJbHI 3pa3Ki 3 HAHOUYACTHHKAMU: HAPUKJIIa, 10JaBaHHs HAHOYACTUHOK MEBHUX
OKCHJIIB y JJAKOBE MOKPUTTS IUIIBKM MOXKE HIABUIINTH i BUOIPKOBE MOTJIMHAHHS Y 3aJaHOMY
nmianasoHi [27]. BTim, HaaMipHe MOriMHAaHHS HeOakaHe, ajkKe MPU3BOAUTH A0 HATrpPIBAHHS
MaTepially 1 MOXK€ 3 4acOoM HOMIKOAWTH IUIBKY; TOMY IlepeBara HaJa€ThCsl BIOMBAIOYMM
(m3epkanbHUM a00 ciTYacTUM) CTpyKTypam [27, 28].

Oxkpim cyTo 3axucHOi (hyHKIIII, 6arato MIIBOK MOEAHYIOTH 1HIII KOPUCHI BJIACTHBOCTI.
Tak, MeTai30BaHi IJIIBKM YaCTO OJHOYACHO OYIyTh 1 COHIIE3aXMCHUMH — 3HUXKYIOTh HarpiB
NpUMILeHHs, eKpaHyloTb UV BUIIPOMIHIOBaHHS Ta MIHIMI3yIOTb YTBOPEHHSI CBITIIOBUX
B110MCKiB. J{0JaTKOBO OUIBIIICTh TAKKX IIJIIBOK BUKOHYIOTH POJIb TPOTUYAAPHUX: 3MIITHIOIOTh
CKJIO, YTPUMYIOTh YJaMKH TIpu PO3OUTTI 1 HaBiTh 3a0e3MeuyloTh NEBHUM pIBEHBb
MIPOTHOCKOJIKOBOT'O 3axucTy mpu BuOyxax [29]. Ile poOuth ix mpuBaOJIMBUMHU I OaHKIB,
o(icis, BiliCbKOBHUX 00’€KTIB, Jie MOTPiOHA sIK KiOep-, TaK 1 ¢izuuHa Oe3reka.

Crin 3a3HaYUTH, 10 €PEKTUBHICTH MIIIBKU CHIIBHO 3aJICKHUTH BiJ 1l MPaBUILHOTO BUOOPY
1 MoHTaxy. [Ipu HakIelOBaHHI BaXJIMBO YHUKHYTH OyJb0aIlIOK 1 3a30piB MO Kpasix — IHAKIIEe
Ja3epHUN MPOMIHb MOXKE€ YaCTKOBO MPONTH uepe3 ApiOHI aedekt. Taki MiuiBKU 3a3BUYAll
noBropiuHi (rapanTiss 10+ pokiB), aje 3 4acoM JOIYCKA€TbCS BUHHUKHEHHS MOBEPXHEBUX
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nedekTiB  (MOAPANHUH), TOMY PEKOMEHAYEThCS 3aCTOCYBaHHS 3aXMCHUX 3aXOJiB BiJ
MEXaHIYHUX HABaHTaXXEHb. 3arajoM, Cy4acHl BHUCOKOTEXHOJIOTIYHI IUIIBKM € OJHUM 3
HalKpalux 1 HAUTHYYKIIINX PillIeHb: BOHU BIAHOCHO HEJOPOTi, MOXKYTh OyTH BCTAaHOBJIEH] Ha
ICHYIOUl BIKHA 1 JE€MOHCTPYIOTh BUCOKY €(eKTHUBHICTh Yy OJIOKYBaHHI SIK JIa3€pHHUX, TaK 1
paaioyacTOTHUX aTak. bijbIn TOro, oKpeMi Mojesi IUIBOK CepTH(IKOBaHI 3a CTaHAapTaMH
TEMPEST (BUMOTH 10 CEKPETHHUX IIpUMIleHb) [8].

CreniaibHI TOKPUTTS HA BikOHHOMY ckii. Lelt minxing mependadae HaHECEHHS HA CKIIO
CTalllOHAPHOT'0 TOHKOT'0 (PYHKI[10HAJIBHOTO MOKPUTTS MiJ Yac BUPOOHHUIITBA ab0 MOAEepHi3alii
BikHa. Ha BiAMiHY BiJ IUTIBOK, 110 KPIIUIATHCS MEXaHIYHO, MOKPUTTS 3a3BMUYail HATMITIOIOTHCS
Ha TIOBEPXHIO CKJIa METOZOM BaKyyMHOI'O OCa/KEHHsI (MarHETpOHHE HAMMJICHHS, IPOJIITHYHE
OCaJ’KEHHS TOIL0) 1 BAKOHYIOTh POJIb €KPaHYBAJIbHOI'O IIapy Bl €EKTPOMArHITHUX BILJIMBIB.
@®akTU4HO, 1€ aHAJIOT IUTIBKH, IHTETPOBAHUH y CTPYKTYPY CaAMOT'O CKJIA.

OpHe 3 HAMNPOCTIMNX PIIIEHh — HAHECTH Ha CKJIO YJIbTPATOHKUM HAIIBIPO30pUHN IIap
MeTaJly 3 BHUCOKOIO BIAOMBHOIO 3[aTHICTIO. Y CYYacHHMX €Heprosdepiraroymx CKJOMakerax
BUKOPUCTOBYIOTHCS, HANPUKJIAJ, Iapu cpidma ToBmuHOKW ~100 HM (T. 3B. HU3BKOEMICIHHI
Low-E niokputts). Taki mapu BinOWBarTh TeruioBe [Y-BUIPOMIHIOBAHHS, a TaKOX 3HAYHY
yacTuHy OmmpkHboro I[Y-gianmazoHy, IO YacTKOBO IEpPEKpUBAE pPoOOYl JOBKHUHU XBUJIb
na3zepHux MikpodoHiB. Ilpore cpibi0 cwibHO BinOMBae 1 BUAUME CBITIO (CKJIO HaOyBae
J3€pKaJIbHOT0 BUIIIAY ), ToMy THIoBe Low-E nokpurra nponyckae nuuie ~70-80% Bugumoro
cBiTima. [l WiABMINEHHS TMPO30POCTI 3aCTOCOBYIOTH OaraTomapoBi iHTepQepeHIiiHi
HOKPUTTS: YEpryroud MeTajeBl W JieNeKTpUYHI IIapH, MOXKHA HAJalITYBAaTH CIEKTPAIbHY
XapakTepuctuky. Hampuknaa, aBTopu po3poOuin OaraTomiapoBe MOKPUTTS 3 UepryBaHHSIM
TOHKMX IIapiB cpi0ia, HIKEJIb-XpOMOBOro cmiaBy 1 jienektpuka (SiO2 abo ITO), sxe
3abe3nedye BUCOKU koedirieHT BinoOuTTs B [Y-niamazoni mpu 50—-70% mpo3zopocti [11]. Taki
OaraTomapoBi CTPyKTYpU MOXXYTh HAHOCHUTHUCS 1 Ha CKJIO: JIEKUJIbKa BUPOOHHUKIB IIPOIIOHYIOTh
CKJIO 3 €JEKTPOMArHiTHUM EKpaHYBaHHSM — SIK MPAaBWIIO, € TPHUILIEKC 13 HAMMICHOK Ha
BHYTPIIIIHIO CTOPOHY MPOBIHOIO CITKOI 200 IIIapoM OKCHJIY METaITy, 3aXUIIEHUM JI0aTKOBUM
mapom ckia [12].

[lepcieKTUBHMM HampsMKOM € BHUKOPHCTaHHS HaHO-CITOK Ta TpadeHOoNnoaioHux
MaTtepiaiiB. JlocnikeHHs TOKa3yl0Th, 1110 CITYACTI METaleBl MOKPUTTS 3 pO3MIPOM YapyHOK y
JECSITKH MIKPOH MOXYTh CTBOPUTH €(EKTUBHUN HIMPOKOCMYTOBUH €KpaH 13 MpPO30piCTIO
noHaz 90% [28]. Takoxx BUIIPoOOBYIOTHCS PO30pl HAHOMaTepianu — Hanp. MIiBku 3 MXene
Ta CpIOHUX HAHOAPOTIB — sIK1 31aTHI ekpanyBaT CBY- Ta 6mknii [Y-aiana3on, npomnyckatoun
BHJIMME CBITJIO (JOCATalOThCsl Mmoka3HUkU ocnabnenns ~40-50 nb nma GHz wactorax mpu
~85% mposopocTi) [28]. V iHmI# cBOTit poOOTI [27] BUeHHMH TaKOX po3po0eHO TiOpUAHY
IUTIBKY: CITYaCTHH Kapkac i3 HaHomapiB MXene, 3amoBHEHUH CPiIOHMMHU HAHOIPOTAMH.
OTpuMaHO rHy4YKe IPO30pe MOKPUTTA 3 Koe]illieHTOM IponyckaHHs ~81% Ta ekpaHyBaHHIM
~24,6 nb. Komb0iHoBaHa cTpykTypa 3abe3neuye OajlaHC MDK €JIEKTPOIPOBIIHICTIO 1
MIPO30PICTIO, NPUJATHUM JUISl 3aXUCTY €KpaHIB Ta THY4YKOi €JIeKTPOHIKU. BTim, 1 TexHomorii
IIOKH 1110 NepedyBaroTh Ha CTail pO3pOOKHU 1 HE MPECTABIIEHI HA MACOBOMY PHHKY.

Crnenianbae ckio Pilkington DatastopTM 3 mnpo3opuM NpPOBITHUM TOKPUTTAM
3a0e3revye 3HaYHEe eKpaHyBaHHS €JIEKTPOMArHITHUX KOJIUBaHb. [Ipu moOynoBi ekpaHOBaHOTO
NPUMIIICHHST 3 BUKOpHCTaHHsAM Datastop (y BUIJISILII MOABIHHOTO CKIIOMAKeTa) He3alekHi
BUIIPOOYBaHHS MOKa3aJu nociadieHHs curnainy B Mmexxax 40—70 nb y nianaszoni 10 MI'n — 10
I'T (monazn 60 n1b Ha wactotax 1-5 I'T). J{ns nocsirueHHs: MAaKCUMAaJIbHOTO 3aXUCTY MOKPUTTS
Datastop mOBMHHO MaTH €JIEKTPUYHUM KOHTAaKT MO MEPUMETPY 3 METAJIEBOIO PAMOKO
(ctBoproroun Oe3nepepBHy KiiTky Dapanes) [30]. ApXITEKTypHE CKJIO 3 TOTPIHHUM
HU3bKOeMiciiHUM ToKpuTTsM Solarban 70XL 3pmatHe OsiokyBaTH 3Ha4HYy 4YacTtky RF-
BHUIpOMiHIOBaHHsA. B mociipkeHHi Vitro 3a3Ha4yeHO, 1110 JJaMiHOBAHE CKJIO 3 OJHHM IIapOM
notpiitHoro Ag-nokputts 3abesneuye ~40 1b ekpaHyBaHHs, a 3 JBOMa TAaKMUMHU LIapaMy — J10
~54 nb mpum 30epekeHHI BUCOKOI mpo3opocTi. lle BimmoBimae ~99-99,99% 3HMKEHHIO
notyxHocTi paniocurnainy [31]. [Iposinne okcuane nokputtss NSG TEC 7 (prop-nonoBanuii
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SnO:) xapakTepu3yeThCsl TUCTOBUM OMOPOM ~6—8 €2/0 1 BUCOKMM CBITJIONpONycKaHHAM (~80—
85% BuauMoro cBitia). XiMI4HO CTIHKE MIPOENIEKTPUUYHE HMOKPUTTS HAHOCUTHCS OH-JIailH
merogoMm CVD, mio 3abe3neuye 1OBroBidHiCTh. Xoua eKpaHyBasibHa edexTtuBHICTH FTO-
MOKPUTTA Jenlo HUXK4a, HDK y cpibiaoBmicHux, ckio NSG TEC 7 3natHe 3a0e3nedyBatu
MOPSAIKY JCCATKIB JnenuOen mociabnenHs RF-curnamie, 3anumarouuch mnpo3opuMm [32].
Hocninnukamu 3 YHiBepcurtety IlircOypra [ 14] BUTOTOBIIEHO BMOHTOBAHY B CKJIO CPiOHY CITKY
3 MHPUHOK TiHIK ~1.6-3.5 um i1 ToBmMHOW 10 2 pm. Taka ciTka XOCSTia PEeKOPIHUX
MOKA3HUKIB: eKpaHyBaHHA ~48—58 nb mpu npozopocti 90.3% — 83% BianosigHo. CpiGHa ciTKa,
3aloBHEHa B MIKpoJliTorpaiuHO BHUTpaBJIeHI KaHald ckia, (opMye Mpo30puit
€JIEKTPOIIPOBIIHUH 1Iap 3 HANBUIIOI0 €(PEKTUBHICTIO Cepe/l BITOMHUX TEXHOJIOT1 eKpaHyBaHHS.
V¥ poGorti [33] 3anporoHOBAHO ABO-CMYTOBY 4acTOTHO-BUOIpKOBY cTpykTypy (FSS) Ha cku,
110 HE3aJIEXKHO B ossgpu3alii 3ade3neuye npuaynieHas curany Wi-Fi: 1o 45 n1b Ha yacroti
2,41Tu143 nb Ha 5,4 I'T'u. IIpu oMy KOHCTPYKIIis 3JIMIIAETHCS MPO30poro ais oka (~70%
VLT) Ta MOXe iHTerpyBaTHCs Y BIKOHHE CKJIO 6€3 ITOMITHOTO BIUIMBY Ha OCBITJICHICTb.

[likaBuii MiAXia 3anmporoHoBaHO y pobotri [13]: 3aMicTh MeTaaiB BHKOPHUCTAHO
JIEeNIeKTPUK 3 JIy’Ke BUCOKUM MOKa3HUKOM 3aJI0MJIEHHS, 1100 MiABUIIMTH BiAOMBaHHS Ja3epa
B1JI CKJISIHOI NTOBEpXHI. EKcriepuMeHTanbHO BUNIPOOYBaHO OJHOIIAPOBE MOKPUTTS 3 IIOKCUAY
raguito (HfO:), HaneceHe MeToJ0M BaKyyMHOIo HanuieHHs. [{iokcuna radHiro Mae MoKa3HUK
3asiominenHs ~2,0 (mpotu ~1,5 y 3BuyaiiHoro ckia), Tox ToHka miiBka HfO: mie sk
IPOCBITIIIOBAJIBHE YU BiIOMBAJIbHE IHTEPPEPEHIIIMHE TOKPUTTS 3aJICKHO BiJl IOBKUHU XBHJII.
B pesynbraTi BUMIpIOBaHb 3pa3KiB CKJIa 3 TAKUM IMOKPUTTSIM BCTAaHOBJIEHO, 1110 B J{iaa30Hax
300-350 =M, 500-700 M Ta 1000—1500 HM koedimieHT BIZOUTTS Bix CKJa 301IbIITYETHCS
Maii>ke BJBi141 MOPIBHSHO 3 YUCTUM CKJIOM. 30KpeMa, Ha BaXJIMBii 10BxkuHI ~550 HM BiIOUTTS
3pocio B 1,8 pa3u [13]. [Ipu ubomy nokputrs He noripurye npo3opocti: HfO:2 € 6e36apBauM 1
XIMIYHO CTIHKUM, HE PO3UMHSIETHCS Y BOA1 Ta BATPUMYE BUCOKI TeMIiepaTypu. BizyasibHo ckiio
3 TaKUM HAIMJICHHSM IPAKTHYHO HE BIIPIZHAETHCSA BiJ 3BUYAMHOrO (JIF0JMHA HE MOMITHTH
PI3HHIII), TOXX 3JTOBMUCHUK MOXKE HaBITh HE 3JI0ralyBaTuCs, o IKOKa 3axuineHa. e Bemnrka
nepeBara, ajpke JlazepHuit MikpodoH Moxke OyTH 3aIisTHHI TIPOTH TAKOTO CKJIa, alie OTPUMaHUN
curHaji Oyze 3Ha4HO CJIAOKIIINM, HK OYIKyBaJocs (YaCTHHA MPOMEHSI PO3CieThes 1 BiII0 €Thes
BOIK). BaxxsmBuMm € Te, 1m0 giokcu radHi0 HAISKUTH 10 KJIACy HEOPraHIYHUX CIONYK, Iapu
AKX XapaKTepU3yIOThCS BHUCOKOK aJre3i€r0 10 CKjJa Ta 3a0e3NevyyloTh TpUBAIY
eKCIUTyaTaliiHy cTalinpHicTh. 3aBasgku XimiuHiil iHeptHocTi HfO: 30epirae crpykrypHy
LUTICHICTE 3a Al BOJIOTH, YJbTPagloIeTOBOIO BHUIIPOMIHIOBAHHSA Ta I1HIIMX 30BHILIHIX
(baxTopiB, 10 3yMOBJIIOE HOrO JOBroBiYHICTE. Martepiaa BUPI3HAETHCS BUCOKOK TBEPICTIO,
ONTUYHOIO TPO3OPICTI0 Ta CTIMKICTIO OO0 MEXaHIYHUX IOLIKO/KEHb, L0 POOUTH HOro
IPaKTHYHO HEBUIUMHM Y 3aCTOCOBAaHMX HOKPUTTAX. KpiM TOro, TeXHOJOris HaHECEHHs
niokcuay radHil0 € BIIHOCHO MPOCTOI0 Ta CYMICHOI 31 CTaHAAPTHUMH BHPOOHUYUMHU
nporecamu. CyKynmHICTh 3a3HAUEHHX BIACTHBOCTEH no3Bojsie posrysnatu HfO: sk omun 13
HaWOUIBII NEpPCNEeKTUBHUX MartepianiB sl (OpMYBaHHS aHTUJIA3€PHUX IOKPUTTIB, LIO
MOETHYIOTh €()EKTUBHICTD, JOBFOBIYHICTH 1 HEIIOMITHICTb.

HonatkoBi pimeHHs. OKpiM 3ragaHux IMiIXO/iB, BapTO 3a3HAYUTH BUKOPHUCTAHHS
JOAATKOBUX €JIEMEHTIB, M0 MiJBULIYIOTh 3axucT. Hanpukimax HakimaaHi naueni-
npomuwnueyHu: IPpo30pi MaHelIl, 0 MOXKHA OIyCKATH Mepe] BIKHOM 1 IKi MiCTSITh IIap PiIMHA
a00 MJIACTUKY, 1110 JUHAMIYHO 3MIHIOE IPO30PICTh (11 BIJIMBOM €JIeKTpUKH ). EnexkTpoxpomue
CKJI0O MOX€ 332 KOMAaHJOK MHUTTEBO CTaTH MAaTOBHM, IMOPYIIMBIINA BHIUMICTH i JIa3epHE
pociayXxoByBaHHs. Taki TexHoJorii Hapasl JOpOri, aje B MEepCHEeKTUBI MOXYTb CTaTu
YACTHHOI «PO3YMHHUX» KiOep3aXHCHHUX BiKOH.

[lepcieKTUBHMMHU € TaKOXX AaKTHBHO-NIACHBHI CHUCTEMM: KOJM CHelialibHE IMpo30pe
MOKPUTTS TOEAHYETHCS 3 ENeKTPOHiIKO. 3ramanuii mponykt Glass-Shield Bin kommanii
Glassbel — 11e naMiHOBaHEe CKJIO 31 CTPYMOIPOBIIHUM HPO30PUM IIAPOM Ta MiJ’ €IHAHUMU
eJIEKTPOJIaMH, 1110 TI0JIal0Th BUIAIKOB1 KOJMBaHHS (11yM) Ha cKi1o. B pe3ynbrarti nasep, HaBiTH
MPOHWKHYBIIA 4Yepe3 TAacHWBHI 3aXUCHI MIapH, 3YMTY€E JIMIIE XaOTHYHI KOJMBAHHS, a HeE
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peanbHUI TOJI0C, 1 PO3MOBA 3IMINAETHC KOH(IASHITIHHO. X04a TaKi PIllICHHsS BUXOIAThH 3a
paMKu MaTepialo3HaBCTBA (BUMAraroTh JUKEpesa CUTHaY), X [0sBa CBIAYUTh PO TEHCHIIII0
710 KOMOIHYBaHHS MaTepiajiB 1 €IEKTPOHHUX 3aC001B i1 MAaKCUMAJIbHOTO 3aXHUCTY.

OTxe, pO3IJSIHYTI TPU TPYNU MaTepiaiiB — CHemiajdbHEe CKJIO, CAaMOKIICHOYl TUTIBKH,
MTOKPHUTTS — MAalTh CBOI IepeBard i Henomiku. Hrbkde momaHo TaOmuIio, siKa y3arajlbHIOE
KJIFOUOBI PIIICHHS JUIA BIKOH (3BHYAMHE CKJIO, CKJIO 3 IUIIBKAMHM, CKJIO 3 (DYHKIIOHAJTbHUMH
MOKPUTTAMH), IO 3a0e3MeuyloTh CTIMKICTh 10 3unTyBaHHS iH(opmarii. 3a3HaYeHO THI
Marepiaiay, OCHOBY (CKJaj ckJia a00 TUTIBKH), METOJ CKpaHyBaHHS, OCHOBHI BJIaCTHBOCTI
(BuAMMa Npo30picTh, €EeKTUBHICTh €KpaHyBaHHS B 1B, MOBepXHEBMI OIip, Mi€NEKTPUYHI
BTpAaTH, KOe(]illiEHT TEPMIYHOT O PO3MIUPEHHS, CTIMKICTh 10 KOPO3ii), @ TAKOK MPUAATHICTh JJIs
BUKOPHUCTaHHS y KiOep3axuiieHnx 00’ ekrax (Tabmuis 1).

Taboanuns 1.
Y3aranbHEHHS KJIIOYOBMX PILLIEHb JJIS BIKOH (3BUYaiiHE CKJIO, CKJIO 3 MJIIBKaMHM, CKJIO 3
(GYHKIIIOHAJTbHUMH MMOKPUTTSIMHU), 1110 3a0€3MeUyI0Th CTIMKICTh 10 3UMTYyBaHHs 1HGopMaIlii

Kareropis Ha3ea ta Bupo6- IIpo3o | Exkpa- | Ilomep- Koed. Jlienek- Crii- [Mpunar-
THUII MaTe- HUK / picTb HYy- XHEBUUI TEpM. TpUYHI KICTB IO | HICTH 1O
piany Jxepeno BaHH omip po3uiu- BTpaTH KOpo3ii 3aXHCTY
(ub) (Q/o) pEeHHA
(CTE)
3Buuaiine Harpiit- ITatent ~90% | ~0 ~10"12 ~9x10°¢ | Hyxe Jobpa Hi
ckiio [16] KaJIbIli€BE CIIA Mati
CKJIO
3Buyaiine Bopocunika | SCHOTT | 89— N/A 10*16 ~3.25x1 | Mamni Bucoxa Tax
ckiio [17] THE CKJIO 91% 0
BOROFLO
AT® 33
3Buyaiine IlmromM6ymMB | A&L ~86— N/A N/A ~8x10¢ | He3naun | Bucoka Hi
ckio[ 18] MICHE CKJIO Shielding | 88% i
(LX-57B)
Ckio + Vianovix Vianovix | >75% | =32 N/A ~60x10"~ | Maui Tlomipna | Tax
miBka[22] SpyLock 35 1nb °
Ckio + Signals Signals ~53% | >46 N/A ~60x10~ | Mai Bucoka Tax
miiBka [9] Defense SD | Defense nb ©
2500
Cxio + YShield® YShield ~72% | ~33 ~10 ~60x10- | Maui Cepennst | Tak
mriBka [23] | RDF72 nb 6
Ckiio 3 Pilkington NSG 70— ~45 1-2 ~9x10°¢ | Mami Bucoka Tak
nokputtsiMm | DataStop™ | Pilkington | 80% nb
[30]
Cxkio 3 Vitro Vitro ~64% | ~40— 5-15 ~9x10°¢ | Mami Cepennst | YacTtkoBO
nokputTsiM | Solarban Architectu 54 nb
[31] 70XL ral Glass
Cxkio 3 NSG TEC 7 | NSG ~80— ~20— 7-8 ~7x10°¢ | Mani Bucoxa Tax
MOKPHUTTSAM Pilkington | 85% 30 nb
[32] (oriHK
a)
TaroBanii Embedded Univ. of 83— 48-58 | <1 ~9%x107°¢ Mauri Bucoxka Taxk
[14] Silver Mesh | Pittsburgh | 90.3% | nb
(Ag citka)
[HHOBAmIT MXene/Ag | Beijing ~81% | 24.6 N/A ~8x10°¢ | Bucoki Tlomipna | Tax
[15] NW Hybrid | Univ. nb
Film Chem.
Tech.
InHOBaIT Dual-band North ~70% | 43-45 | N/A ~9x10°¢ | Mani Cepenust | Tak
[33] FSS Glass Dakota nb
State
Univ.

OOroBopeHHsi pe3yabTaTiB gocaifxkeHHs. [IpoBeneHuil aHami3 JIEMOHCTpPYE, IO ICHYIOY1
MACUBHI PIIIEHHS A KiOep3axucTy BIKOH MAarOTh Pi3HI MeXaHi3MH Jii Ta e(QeKTHBHICTb.
3BUYaifHEe CKJIO, HABITh TOBCTE a00 OararomapoBe (TPUIUIEKC, CKIIOMAKETH), X04a 1 3MEHIITy€e
aMIUTITYly KOJMBaHb MiJl BIUIMBOM 3BYKY, HEe 3a0e3ledye MOBHOIO OJOKYBaHHS J1a3epHOTO
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IIPOCITyXOBYBAHHS UM eKPAHYBaHHS pafiocHrHaiiB. Mloro ehekTHBHICT € cKopile MOGIYHIM
edeKToM, HIK IIJIECIPSIMOBAHOK 3aXMCHOI BIACTHBICTIO. 3acToCyBaHHs puduieHoro abo
MaTOBAaHOTO CKJIa, XO4Ya ¥ TMOpYyIIyeE ONTUYHY OJHOPITHICTh, CYTTEBO OOMEXKYE
(YHKI10HAJIBHICTh BiKHA, POOJISTYU HOro HEMmpo30puM. TakuM YMHOM, 3BUYaHE CKJIO HE MOXKE
OyTH BUKOPHCTAHE sIK ITOBHOLIIHHKMI KiOSPCTIMKUI MaTepiall.

Ha mnporuBary mpomy, cmemianmizoBaHi IiiBku (Hampukiana, Signals Defense Tta
PROFILON AntiSpy) ta ¢pynkuionanshi nokputts (Pilkington Datastop, ckio 3 motpiitHUM
Low-E mNOKpUTTSM) AEMOHCTPYIOTh 3HAYHO BHINY €(QEKTHUBHICTh. BOHM mpalomoTh 3a
MPUHITMTIOM BIAOWTTS Ta TOTJIMHAHHS EJIEKTPOMArHITHOTO BHUITPOMIHIOBAHHS, BKIIOYAIOUU
iHppauepBOHUN  Jllala3oH, [0 BHUKOPUCTOBYETHCS JIA3epPHUMM  MiKpodoHamMu, Ta
paniodacrotHuii cnektp (Wi-Fi, Bluetooth).

Haii0inpm 3Hauymli HayKOBi pe3yibTaTH, OTPHMAaHiI B XOJi JOCHI/DKEHHS, MOXHA
y3arajlbHUTH HACTYITHUM YHHOM.

CamoxkJieroui MIIIBKM € HAWTHYYKIIIUM 1 HAWJOCTYIMHIIIUM DPIlIEHHSAM JUIsl MOJIepHi3allii
B)K€ ICHYIOUMX BiKOH. BoHUW 3a0e3neuyroTh BUCOKHH piBeHb ekpaHyBaHHS (no 40+ nb), mo
BinmoBigae Bumoram crangapty ASTM F3057-14. Ix €(EeKTUBHICTD 3aJICKHUTh BiJ] CKJIAIy
(MeTani3oBaHl IIapy, HAHOCITKU) Ta MPABUIBHOIO MOHTaXY. [IJIIBKM TakoXX MOXYTh MaTu
J0JaTKOB1 (YHKIII, Takl SK COHILIE3aXUCT 1 NPOTUYAApPHI BIACTUBOCTI, L0 POOUTH IX
6araTo()yHKI[10HAJIbHUM THCTPYMEHTOM 3aXHCTY.

DyHKITIOHAIbHI TTOKPHUTTS, 10 HAHOCATHCS HA CKJIO MiJ 4Yac BUPOOHMIITBA, € OiNIBII
JIOBTOBIYUHUMH Ta €CTETHYHO MPUBAOIUBUMH. BOHM MOXKYTh OyTH IHTEIPOBaH1 O€3MOCEPEIHBO
B OaraTomiapoBi CKJIOMAKeTH, CTBOPIOIOYM €IUHY 3aXUIIeHy CTpYKTypy. HocmimkeHHs
MOKa3ajaM, IO HOKPUTTS Ha OCHOBI CpIOHMX HAHOCITOK Ta CIELiaJbHO pPO3pOOJICHUX
1HTep(epeHUIMHUX CTPYKTYp MOXKYTh 3a0e3neuyBatu ekpanyBaHHs 10 50-60 nb npu Bucokiit
IIPO30POCTI, 10 € PEKOPAHUM MOKA3HUKOM.

BukopucTtaHHg [ieIeKTPUYHUX MOKPHUTTIB, 30Kpema niokcuay raduito (HfO»), €
MEePCIEKTUBHUM, OCKUIBKM BOHHU MiABUIIYIOTh BiIOUTTS J1a3€PHOrO MPOMEHs 0€3 3HAYHOIO
BILTMBY Ha MPO30PicTh BikHA. e poOUTH 1X HEMOMITHUMU JJIS 3TOBMUCHHKA, IO € BAXKJIUBOIO
[IEpEBAror0 3 TOYKU 30py KOH(1IeHIIHHOCTI.

AHamni3 JiTepaTypHHX JDKEpea JJO03BOJISIE CTBEPKYBAaTH, IO JUIS JTOCSTHEHHS
MaKCUMaJbHOI'O 3aXHCTY ONTUMAJIbHUM € KOMOIHYBaHHS JAEKUIbKOX MiAXOAIB. 30Kpema,
BUKOPHMCTaHHs 0araTOKaMEepHUX CKJIOMAKETIB Y MOEIHAHHI 3 (YHKII1OHAIbHUM OKPUTTAM ab0
BHCOKOE(PEKTUBHOIO 3aXMCHOIO IUTIBKOIO HAa BHYTPIUIHBOMY CKJII CTBOPIOE HAHOUIBII HAIIHHUM
Oap'ep IPOTH JTA3€pHOTO Ta PaAiOYaCTOTHOTO IIMTUTYHCTBA.

BucnoBku. [TopiBHSIHHS TiepeBar i HEMOMIKIB MOKa3ye, 10 YHIBEPCAJbHOTO MaTepialdy He
icHye. KokeH mixia Mae KOMITPOMICH MiX MPO30PICTIO, €KPaHYBaHHIM, JTOBIOBIUHICTIO Ta
TEXHOJIOTIYHICTIO. MOHOIIITHE CKJIO € 0a30BUM MarepiajoM 3 BiIMIHHOIO OINTHYHICTIO Ta
BHCOKOIO MEXaHIYHOIO JIOBFOBIYHICTIO, TPOTE O€3 T0AATKOBUX 3aXO0/[I1B HE 3a0e3Meuye 3aXUCTy
B1JI €JIEKTPOMArHiTHUX 3arpo3. [1niBku npuBabiInBi IPOCTOTOIO BCTAHOBJICHHS Ta MOXKJIMBICTIO
MoOJIepHi3allli HasgBHUX BIKOH. HeMmeranizoBaHl IoJliMEpH1 IJIIBKM MOXYTh CIyryBaTu MaJis
3MilfHEeHHs1 (IPOTH yJIaMKIB) 1 TOHYBaHHs, ajieé HE EKpPaHyITh pajiodactotd. Hartomicth
METaJTi30BaHi TUTIBKM HAJAOTh MOMIpHUN PIBEHb 3aXHCTy (AeCATKH AenubOen ociaabyieHHs) i
3/IaTHI MABUINUTH Oe3meKy iH(opMaIliiHoro cepeoBuIna, xo4ua iX JOBroBiYHICTh OOMEXKeHa:
3 4acoM MOJJMBI 3HOILIEHHS, BiJIIApyBaHHS KpaiB, NOMYTHIHHS a00 HOAPSANUHH, LIO
noripirytoTh ontu4Hi BiractuBocti. ®yukionanbHi nokputts (ITO, Low-E) inTerpyroThes y
CTPYKTYPY CKJIa IiJl 4ac BHPOOHMIITBA, 3a0€3MEUyH0OYH JOBTOTPUBATY AiI0 Ta PIBHOMIpHE
eKpaHyBaHHS 10 BCili MOBEpXHi. IX mepeBara — moeTHAHHA MPO30POCTi Ta eKPaHyBaHHSA: TOHKI
OKCHJIHI IIapy MPAaKTUYHO HE BIUIMBAIOTh HAa BUAUMICTH, 3aT€ 3HM)KYIOTh MPOHUKHICTH CKJIA
JUISE PaliOXBUJIb Ha TMOPSAAKUA. Taki MOKPUTTS CTAOUIBHINII 3a IUTIBKA (HE ITIIAI0ThCS
BUIIAJKOBOMY MEXaHIYHOMY TOLIKO/DKEHHIO, SIKIIIO0 HAHECEH] BCEPEMHI CKIIONMaKeTa), aje ix
HaHECEHHs MOoTpe0y€e BUCOKOTEXHOJIOTTYHUX MPOIIECIB 1 J0Ja€ BApTOCTi; BOHU HE MiJISTaloTh
peMoHTy 0e3 3aMiHM BChOro CKJIsTHOro Moxyiisi. MXene- ta FSS-pimenns HuHi nepeGyBaioTh
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Ha cTajaii JochimkeHb. MXene-TuliBKM BUPI3HAIOTHCS THYYKICTIO Ta MOTEHIIAJIOM JOCATTH
BHCOKOT'0 €KpaHyBaHHs IPU MIHIMaJIbHIN TOBIIMHI, OAHAK BIIKPUTUMH 3aJIUIIAI0ThCS TUTaHHS
iX JOBroBIYHOCTI (CTIHKICTb 1O OKHCHEHHsI, BOJOTH, yabTpadionery) 1 MacmTaOyBaHHS
BupoOHuNTBa. FSS-BizepyHkn 3a0e3neuyroTh BUOIPKOBE €KpaHyBaHHS, MJal04d 3MOTY

«BIAKPHTH BIKHO» JJIS MOTPIOHMX CUTHAJIB a00 CBIT/Ia, HE )KepTBYIOUH Oe3nekoro. Hemomk —

CKJIQJHICTh TU3aliHy Ta BUTOTOBJICHHS: i eeKTUBHOI poOoTH FSS-eneMenTH moBUHHI MaTH

MIKpOMETPOBI pO3MipH 1 TOYHY MEePIOANYHICTD, 0 BUMArae Mpenu3ifHuX MeTo/IiB IpyKy abo

tpaBneHHs. 11{o6 30epertu npo3opicTe, MeTajeBa CciTka HOBUHHA OYTH TOCUTh TOHKOIO, a L€

3HMXKYE 11 MIIHICTh; TOMY TakKi MOKPUTTS AOLIIBHO 3aXUINATH, JIAMIHYIOUH iX MDK IIapaMu
ckia. FiMoBipHO, came Taki koMGiHOBaHI MaTepiayu 31aTHI 3a6€3MEeUNTH ONITUMANLHHIT GaaHC

MDK MPO3OPICTI0 Ta €KpaHyBaHHAM 1, MMOBIPHO, BM3HA4aTUMYTb PO3BUTOK TEXHOJIOT1H

kiOepcriiikux BikoH i1 SCIF, meHTpiB 0OpoOKM AaHMX Ta IHIIMX KPUTHYHHUX OO’€KTIB y

HalOIMXK4IOMy MallOyTHbOMY.

Bubip KOHKpETHOro pillleHHs 3aJeKaTUME BiJl HEOOXiTHOTO PIBHSI 3aXHCTY,
JIOMTyCTUMOTO BILIMBY Ha MPO30PICTh Ta OroKeTy. /{1 MakcuMaIbHOrO 3aXHCTY CEKPETHOTO
NPUMIIICHHS] BapTO KOMOIHYBAaTH MiAXOJW: HANPHKJAJ, BCTAHOBUTU JIAMIHOBaHI TOJBIHHI
CKJIOTIAKETH 3 BOYJOBAaHUM MOKPUTTSIM (OKCHIAHUM a00 CITYACTHUM), a JIOJATKOBO BCEPEAMHI
HaKJIEITH 3aXUCHY IUIIBKY. Taka 6aratopiBHeBa 000pOHa 3p0OUTH BUTIK 1H(QOpMalLii NPaKTUIHO
HEMOXJIMBUM: HaBITh SKIIO JIa3ep YaCTKOBO MPOJIe CKJIO, ioro BigOuBaTuMe IiiBka; a RF-
CUTHAJIM OYJyTh 0CIa0JIeH] 1 TOKPHUTTSIM, 1 IJTIBKOKO. 3BICHO, y O1IbIIOCTI BUITA/IKIB JJOCTATHHO
YOroch OJHOI0 — IUTIBKM SIK HAHOIJBII THYYKOTrO pillleHHs. BCcTaHOBIEHHS creriaizoBaHOi
OaratodyHKIIIOHAJBHOT IIJIIBKM HA ICHYIOYl BiKHA Ja€ 3HaYHHMHA e€(EeKT 3a BIIHOCHO HU3BKOI
BapTOCTI 1 MIHIMAJIbHOTO BIUTMBY Ha 30BHIIIHINA BUTIISA. SIKIIO 5K OY/IBIIS JIUIIIE TPOCKTYETHCA,
JIOULTBHO 0OpaTH CKJIOMAKETH 13 KIOEepCTIMKUM MOKPUTTAM — HaNpUKJIAJ, eHeprozoepirarodi
MaKeT! 3 I0AATKOBUM 3aXHMCHUM HAMMJICHHSM a00 3 IHTETPOBAHOI0 METAJIEBOIO CITKOIO.
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REVIEW OF MODERN PROTECTIVE MATERIALS FOR PREVENTING
CONFIDENTIAL INFORMATION LEAKAGE THROUGH WINDOW
STRUCTURES
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The paper examines window structures as potential channels of data leakage. Two main vectors are considered:
the acoustic channel, which employs laser systems to capture sound vibrations from glass surfaces, and the
electromagnetic channel, which arises from the leakage of radio frequency signals (Wi-Fi, Bluetooth) beyond the
premises. A review and comparative analysis of modern passive protection methods—implemented directly in
window materials without requiring external power supply—has been conducted.

Three key categories of materials were studied: modified window glass, specialized self-adhesive films, and
stationary functional coatings. The analysis shows that ordinary glass, even in multilayer double-glazed units,
provides only partial suppression of vibrations and cannot be regarded as a reliable barrier against advanced
espionage tools. In contrast, specialized solutions containing metallized layers, nanoscale grids of noble metals, or
dielectric structures demonstrate significantly higher efficiency. The paper presents quantitative shielding
indicators, measured in decibels (dB), for different materials, confirmed by international testing (including ASTM
F3057-14). Protective films such as Signals Defense SD2500 provide shielding up to 40+ dB, while innovative
coatings based on silver nanogrids can achieve record values of 48—58 dB while maintaining high optical
transparency. Special attention is given to dielectric coatings, particularly hafnium dioxide (HfO2), which enhance
laser beam reflection while remaining visually undetectable.

It is concluded that achieving the maximum level of cyber protection requires a combination of several approaches.
The use of multi-chamber double-glazed units, combined with the application of high-tech coatings or protective
films on the inner glass, creates a reliable and durable barrier that ensures information confidentiality and resilience
against electronic espionage.

Keywords: window cyber resilience, passive information protection, protective window films, functional glass
coatings, hafnium dioxide, nanogrids.
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ACIHHEKTH TIOBYIOBHU TA 3ACTOCYBAHHSA CUCTEM AHAJII3Y
KJABIATYPHOT'O IIOYEPKY JIJISI ABTEHTU®IKAILIII KOPUCTYBAUIB

C.B. €Bry1ienko

Hamionansauit yHiBepcuteT «Oecbka IOpUANUHA aKaJeMisi»
2, Akanemiuna By1., Oneca, 65000, Ykpaina
Email: serhiyevtushenko@gmail.com

[peameroM nOCHiKEHHS B CTarTi € CHCTEMH aHANi3y KJIaBiaTypHOTO ITOYEpKY JUIst
aBreHTH(]iKanii KOPHCTYBadiB 3 BUKOPHCTAaHHSIM METOIIB IITYYHOTO IHTENEKTy Ta ix
IHTErparis 3 ceHcopaMH MOOUTBHUX MPUCTPOIB. MeTa poboTH — aHalli3 acreKkTiB Mo0yI0B!
Ta 3aCTOCYBAaHHSI CHCTEM aHali3y KJIaBiaTypHOTO MTOYEPKY JUIsl aBTeHTH(IKaIlil KOpHCTYBaviB
3 BHKOPHCTAHHSM METOMNIB LITYYHOTO IHTENEKTY Ta MOCIIIDKCHHS MEPCHCKTHUB IXHBOTO
PO3BUTKY JJIsl CTBOPEHHS MYJIbTUMOAAIBHUX O10METPHYHUX CHCTEM. Y CTaTTi BUPILIYIOTHCS
Taki 3aBHaHHs: (OPMYBAaHHS MOJEII apXiTEKTypH OararopiBHEBHUX CHCTEM KJIaBiaTypHOI
JMHAMIKW; CHCTeMAaru3allis METOMIB IITYYHOTO IHTENEeKTY /sl aHali3y TEeMIIOpaIbHUX
marepHiB HaOOpy TEKCTy; aHami3 IMiJXOAIB IO IHTerparii TipoCKOIIB Ta aKcelepoMETpiB
MOOIUTBHUX TPHUCTPOIB U CTBOPEHHSA MYIBTUMONAIBHHX OiOMETPHYHUX CHCTEM;
JIOCITIJDKEHHST METO/IIB IHTEpIIpETaIlil pe3ybTaTiB MoJieliel IITMO0KOTO HaBYaHHS B KOHTEKCTI
OiomerpmuHoi aBreHTH(]iKarii. BHUKOPHCTOBYIOTBCA Taki METOAM: MaTEMaTHIHOTO
00pOOIEHHS TEMIIOPATHHHUX MOCIiAOBHOCTEH KJIaBiaTypHOTO BBOJY; ITTHOOKOTO HaBYAaHHS 3
apxitekrypamu LSTM, CNN ta Transformer; CTarHCTHYHOTO aHAJi3y MOBEiHKOBHX
MaTepHiB; MAIIMHHOTO HABYaHHA 3 KOHTPOJLOBAHMMH Ta HEKOHTPOJbOBAHHMHU
ATOPUTMAMHK; aHCAaMOJEBHUX IMiIXOMIB [UIA MIABUIIEHHS TOYHOCTI Kiacudikamii. 3mo0yTo
TaKi pe3yapTar: chOPMYITBEOBAHO MPUHIIUIH ITOOYIOBH OararopiBHEBOI apXiTEKTypH CHCTEM
KIJIaBIaTypHOTO MOYEPKY; CHCTEMATH30BaHO METOIHM IITYYHOTO IHTENEKTY UL aHali3y
0lOMETPHYHUX XapaKTEPUCTHK HAa0OpYy TEKCTy; IPOAHATI30BaHO CydYacHI KOMEpIIiiHi
peamizamii 3 mokazamkamMu EER 0.10-0.20% i mpoBimHUX CHCTEM; JOCHiIKEHO
MIEPCIIEKTUBH 1HTErparlii ceHCopiB MOOUTEHUX MPUCTPOiB i nocaraeHHS EER no 6.4% B
MYIBTUMOJAIBHUX CUCTEMax. BHCHOBKHU: 3aCTOCYBaHHS METONY IOEIHAHHS KiaBiaTypHOI
JUHAMIKU 3 JaHHMHU TiPOCKOIIIB Ta aKCEJIEPOMETPIB JO3BOJISIE CTBOPIOBATH BHCOKOTOYHI
cucteMu Oe3nepepBHOi aBTeHTH(IKaIl 3 MiJBUIIEHOK CTIMKICTIO MO arak iMirtamii Ta
MOXKJIMBICTIO a/IalTallii O €BOJIOIT MOBEIIHKOBUX ITaTEPHIB KOPUCTYBaYiB.

KurouoBi ciioBa: kiasiarypHuii nouepk; 6loMeTpu4Ha aBTeHTU(IKALIIS; INTYYHUN 1HTENEKT;
uOOKe HaBYaHHS; MYJIBTUMOJANBHI CHCTEMH.

Beryn. Knasiatrypauit mouepk a6o keystroke dynamics npeacrasisie yHIKaJIbHY MOBEIIHKOBY
OloMeTpUYHY TEXHOJIOTiIO, sSKa aHaji3ye IHAMBITyalbHI OCOOJMBOCTI HAOOpy TEKCTY ISt
aBTeHTH (DiKaIlil KOpUCTyBadiB. ¥ CydyaCHMX yMOBaX 3pOCTaHHs KiOep3arpo3 Ta HeoOXiTHOCTI
3a0e3rnedeHHs1 Oe3nepepBHOI aBTEHTHU(IKaLll KOPUCTYBaviB, CHCTEMH aHaji3y KJIaBlaTypHOro
MOYEpKy HaOyBarOTh OCOOIMBOrO 3HAYCHHS K €(PEKTUBHHUI Ta €EKOHOMIUYHO IOIUTHHUN METOJ
6iomeTpuyHOi 1eHTHdiKanii. Ha BiaMiHy BiJ (i131010r1YHUX O10METPUUYHUX XAPAKTEPUCTHK,
MTOBEAIHKOBI 0COOJMBOCTI HA0OPY TEKCTY Ba)kue MiApoOUTH ab0 CKOMIIOBAaTH, IO POOUTH IIFO
TEXHOJIOTI}0 0COOJIMBO MPUBAOIIMBOIO SISl CYYaCHUX CHCTEM KiOepOe3meKu.

JluHaMika KJIaBiaTypHOTO BBOIY Bi10Opaka€e yHiKaJbHI HESHPOMOTOPHI IMaTEPHU KOKHOT
JIFOIUHHU, K1 (OPMYIOThCS IPOTATOM POKIB HaBYAHHS Ta IPAKTUKKU HaObopy Tekcty. Li maTtepHu
BKJIIOYAIOTh yac yTpuMaHHs kiasim (dwell time), inTepBanu Mmix HatuckanHaMu (flight time),
puT™M HaOOPY Ta XapakTepuCcTUKH THUCKY. CydacHi 10 CIIIKEHHs JEMOHCTPYIOTh, 110 IHTerparis
METO/IiB IITYYHOTO IHTENEKTY 3 aHaJII30M KJIaBiaTypHOT'O MOYEPKY JO3BOJISE TOCITATH BUCOKUX
MMOKa3HUKIB TOYHOCTI aBTEHTU(IKAIIIT TPH 30€peKEeHHI 3pyUIHOCTI BUKOPU CTAHHS JIJISI KIHIIEBUX
KOPHUCTYBayiB.

OcobnmuBe 3HaueHHs HaOyBae pPO3BUTOK cHUCTeM Oe3mepepBHOI aBTeHTH(iKalii, sKi
371aTHI KOHTPOJIIOBATHU 1ICHTUYHICTh KOPHCTYyBaua MPOTITroM Beiei cecii poboTH, 1110 KPUTUYHO
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C.B. €Brymenko

BOKJIMBO JIUISI 3aXMCTY BiJl aTak 3 MEPEXOIJICHHS Ceciii Ta BHYTpIIIHIX 3arpo3. IHTerparis
ceHcopiB cMapT(OHIB, 30KpeMa IiPOCKOIIIB Ta AKCEIEPOMETPIB, BIIKPHUBAE HOB1 TOPU3OHTH JIJIS
MYJIbTUMOJAIbHOI OlOMETpUYHOI aBTeHTU(IKaLii, 110 TMOeIHYye TpaJAULIMHUNA aHai3
KJIaB1aTypHOT'O IOYEPKY 3 aHAJII30M PyXOBHUX HATepHIB IPUCTPOIO.

TeopeTnuHi ocHOBH Ta kjaacudikaiiss cucTeM KiaaBiarypHoro modepky. KiasiarypHuii
MOYEPK HAJIKUTH JIO KaTeropii MoBeIIHKOBUX 010OMETPHUUYHUX TEXHOJIOTIH, SKi Ha BIIMIHY Bij
(bi310I0TIYHUX  XapaKTepUCTHK, aHaNi3yloTh HaOyTi a00 HaBU€HI MOBEIIHKOBI MaTEpHHU.
OyHIIaMEHTabHOIO OCHOBOIO IIi€] TEXHOJNOTl € TPUIYIIEHHs, IO KOXXHA JIOAMHA Mae
YHIKQJIbHUH CTWIb HaOOpy TeKCTy, SKUH BimoOpakae 1HIUBIAyalibHI 0COOJIMBOCTI
HelpoMOTOpHOi KoopAuHAMii, (i310J0rYHUX XapaKTePUCTUK pPYyK Ta NajblliB, a TaKOXK
c(OpMOBAHMX MPOTATOM >KUTTS 3BUUOK Habopy Tekcty [1].

IcropuuHi KOopeHi KOHILEMNLIi KiIaBlaTypHOro modepky csrarote XIX cTomirrs, Koiau
TesierpadicTi MOIJIM PO3MI3HABAaTH OJUH OIHOIO 3a XapaKTepHUM CTWJIEM Iepeaadi a30yku
Mop3e, BimomuM sk "kynak BignmpaBHuka'. Ilim dac Jlpyroi cBiTOBOi BiHM ISl TEXHiKa
BUSIBUJIACS IIHHOIO JUIS PO3PI3HEHHs JIPYKHIX OIepaTopiB BiJl BOPOKUX HA OCHOBI IXHIX
BIIMIHHMX TaTepHiB mepenavi curHamxiB. CydacHi CHCTEMH aHaji3y KJIaBiaTypHOTO MOYEPKY
yCHaJKyBaly [ed NPHHLUI, aJanTyBaBIIM HOro ais HUGPOBUX KiIaBiaTyp Ta CEHCOPHUX
eKpaHiB.

JluHami4H1 XapaKTepUCTUKH KJIAB1aTypHOI'O IMOYEPKY BKJIIOYAIOTh AEKUIbKA KIFOYOBUX
napameTpiB. Yac yrpumanns kinasimn (dwell time) npencraiise iHTEpBaI MiXK HATUCKAHHSIM Ta
BIJIMTyCKaHHSM OKPEMOi KJIaBiIlli, BiToOpa’karouu iHAUBIAYyalIbHI 0COOJIMBOCTI TUCKY MAJIbIIIB Ta
MexaHiku Habopy. Yac momboty (flight time) xapakrepusye iHTEpBaaM MiX IOCIIIOBHUMH
HAaTUCKAHHSIMU KJABIIl Ta Mae€ JeKlJibKa BapiaHTiB BuMiptoBaHHsA: down-down (Mix
HAaTUCKAHHSAMHU JBOX KJaBill), up-down (MiX BiAIyCKaHHSM OJIHi€] KJIaBillll Ta HATHCKaHHIM
HACTYIHO{), up-up (MIX BIANMYCKaHHSM JBOX MOCIII0BHUX Kiasim). L{i mapameTpu ¢popmyroTh
YHIKQJIbHUH TEMIOpaTbHUN BITOUTOK AJI KOYKHOTO KOpHCTyBaya [2].

CratucTU4HI MapaMeTpu KJIaBiaTypHOrO IOYEPKY OXOIUTIOIOTH IIMPOKHUH CIEKTP
METPHK, BKJIIOUAIOYH CepeIHI 3HAYCHHS Ta IMCIIEPCII0 YaCOBUX IHTEPBATIB, aHATI3 PO3MOIITIB
WMOBIpHOCTEH 111  PI3HUX KOMOIHAIM KJaBill, TATepHH MIBUAKOCTI Habopy Ta
KOHCUCTEHTHOCTI puTMy. Oco0nrBe 3HaYeHHS MaloTh JirpaMu (JBOCHMBOJIbHI TIOCIITOBHOCTI)
Ta TPUTpaMu (TPUCUMBOJIbHI TIOCIIIOBHOCTI), SIKi JIO3BOJISIIOTh aHAJIi3yBaTH KOHTEKCTYaJbHI
0co0IMBOCTI HaAOOpy KOHKpPEeTHHMX KoMmOiHamiii cumBoniB. biomerpuuni ocoOmuBoOCTi
BKJIIOYAIOTh II00aNbHI XapaKTEepUCTHKH (3arajbHa MIBHJKICTE HA0OpY, 4acToTa IOMMIIOK,
BUKOPHCTAaHHS CIIELIaJIbHUX KJIaBilll) Ta JIOKAJIbHI XapaKTepUCTUKH (crienndiuH1 TEMIIOpaIbHI
naTepHU TSl OKPEMHUX KJIABilI Ta iX KoMOiHaIin) [3].

CyyacHi cHCTEeMHM TaKOX IHTErpyloTh aHalli3 MaTepHIB BUIIPABIEHHS IOMMIIOK,

BHUKOpHY CTaHHS KiaBini-monudikaropis (Shift, Ctrl, Alt), HaBiramitHux KaBii Ta crieupiIHIX
CTUJIIB KamiTamizauii Tekcty. L{i po3mmpeni XxapakTepuCTUKU J03BOJISIFOTh CTBOPIOBATH O1IbIL
JeTalbHl Ta CTIMKI OloMeTpU4HI Npo(diii KOPUCTYBAYiB, IO MiABHILYE 3arajbHy TOYHICTbH
aBTeHTH (DiKalii Ta 3HUKY€E HMOBIPHICTD YCHIIIHUX aTaK IMiTallii.
ApXiTeKTypa Ta KOMIIOHEHTH CHCTeM aHaTi3y KjaaBiarypHoro moyepky. CydacHi CHCTEMH
aHaji3y KJaBlaTypHOrO MOYEPKY MarTh OaraTopiBHEBY apXiTeKTypy (puc. 1), sika BKIOYaE
mapu 300py AaHUX, TONEPeaHbOI 00pOOKH, EKCTpaKIlii 03HaK, Kiacu(ikallii Ta MPUAHATTS
pimens. Illap 360py naHux 3a0esrnedye peecTpallito Mojid KiaBiaTypd B peajibHOMY dHaci 3
BHCOKOTOUHMMH MITKaMH 4Yacy, aOCTPakIlif0 BiJ PI3HUX THIIB KjaBiaTyp Ta (iabTpaiiro
cucTeMHux noaiid. OcobnuBoi yBaru norpedye 3abe3nedeHHs TOYHOCTI YaCOBUX BUMIPIOBaHb,
OCKUTBKM HaBITh MUTICEKYHIHI BIIXUJEHHS MOXYTh CYTTEBO BIIMBAaTH Ha SIKICTh
OloMeTpUYHUX Ta0NIOHIB [4].
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Puc. 1. V3aranpHeHa apXiTeKTypa CUCTEM aHalli3y KJIaBlaTypHOro MOYEPKY

Monynb nonepenHboi 00poOKH BiIMOBIIAa€ 32 HOpMaTi3aIliF0 YaCOBUX BUMIPIOBaHb MK
PI3BHHMMM CHCTEMaMH, JIETEKI[il0 Ta OOpOOKY aHOMAaJbHMX IOMAIN KJaBiaTypu, CErMEHTAIlilo
Oe3nepepBHOro HAOOPY Ha 3HAUYIII (parMeHTH IS aHai3y, Ta OLIHKY SKOCTI 310paHKX IaHHX.
KputnuHO BaXJIMBUM € BpaxyBaHHS pI3HUX THUIIIB KJIABiaTyp, ONEpaliiiHUX CHCTEM Ta
KOH irypartii, siki MOXXYTh BIUIMBATH HAa TEMIIOpPAJIbHI XapaKTEPUCTHUKU HAOOpPy. AITOpPUTMHU
HOpMauTi3allii MOBMHHI KOMIIEHCYBaTH amapaTHI 3aTPUMKHM Ta CHCTEMHI OCOOJMBOCTI MAJis
3a0e3redeHHs KpOoCIIaThOpMEHHOT CyMiCHOCTI.

MexaHi3M eKCTpakilii O03HaK BKIIIOYAE€ TEHEpaIlil0 KOPUCTYBAIbKUX Ol1OMETPUYHHX
1a0JIOHIB, KOHCTPYIOBaHHs OaraTOBUMIpHHX BEKTOpIB O3HAK, 3aCTOCYBaHHS METOIIB
3MmeHmeHHs po3mipHocti (PCA, LDA) Ta cenekmiro HaOUIbII JHCKPUMIHATUBHUX
xapakTepucTiK. CydacHi MiAX0OAH BUKOPUCTOBYIOTH SIK TPaJAMIII{HI CTATUCTHYHI METONIHU, TaK 1
MOOKI HEHpPOHHI Mepexi Ui aBTOMAaTHYHOTO BUSBICHHS JIATEHTHUX IIATEPHIB Y
KJaBiaTypHux AaHux. OcoOIMBOro 3HaueHHS HaOyBa€ 30aTHICTh CUCTEMHU aJalTyBaTUCA 10
€BOJIIOL[IT IOBEJIHKOBUX NATEPHIB KOPUCTYBaya MPOTAroM vacy [5].

Cucrema knacu@ikamii Ta CHIBCTAaBJIEHHS peajli3ye pPI3HOMAaHITHI —aJIrOpUTMU
MalIMHHOTO HABYaHHS, BKIIOYAIOYM CTATUCTUYHI MeTOmu (TayCiBChbKI MOZENI CyMilleH,
OaiieciBChbKi Kiacu(ikaTopw), METOOM Ha OCHOBI BiJICTaHEH (EBKJIiOBa, MaHXETTCHCHKA,
MaxaJlaHo0iC), KJIacH4yHI aaropuTMH MamumHHOro HaB4yaHHs (SVM, Random Forest, Neural
Networks) ta cydacni apxitektypu riauookoro HaBdanHsa (LSTM, CNN, Transformer). Koxxen
3 IUX OIAXOAIB Mae cneuu@iuHi mepeBaru Ta OOMEKEHHS, 110 pOoOUTh BaXJIMBUM BHOIp
ONTHMAJILHOTO METO/Y JUISl KOHKPETHOT'O 3aCTOCYBaHHS.

Monynb TOpUAHATTS — pillleHb 3a0e3levyye IUHAMIYHE YOpPaBIiHHSA IOpOraMu
MPUAHATTS/BIIXUICHHS, HMOBIPHICHI pillleHHs aBTEeHTH (IKAIlil HA OCHOBI TOKa3HUKIB JIOBIPH,
Oe3nepepBHY aBTEHTH(IKAIIIIO IT1JT YaC aKTUBHOI'O HAa0Opy TEKCTy Ta MEXaHi3MHU aJallTHBHOTO
HaBUYaHHS JJIi OHOBJICHHsI TIpodiiB KopucTyBadiB. OcoOimBoi yBaru morpedye OajmaHC Mix
Oe3MeKko0 Ta 3pPYYHICTIO BUKOPHCTAHHS, MO JIOCSATAETHCS Yepe3 IHTEJIEeKTyalbHe
HaJaIITYBAaHHS MOPOTiB Ha OCHOB1 KOHTEKCTY Ta PU3UK-NPO]LI0 KOHKPETHOrO KOpHCTyBaua
[6].

Metoan IITYYHOro iHTeJeKTy B aHaJi3i KiaBiarypHoro movepky. IHTerpaumis MeToxiB
LITy4YHOT'O IHTEJIEKTY B CHCTEMH aHaJli3y KJaBIaTypHOIO IOYEPKY IpU3BENa 10 CYTTEBOTO
MOKpAIleHHs! TOYHOCTI aBTeHTU(IKalii Ta PpO3MMPEHHS MOXJIMBOCTEH iHTepmpeTanii
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pe3ynbraTiB. KOHTpOIBOBaHI METONM MAIIMHHOTO HAaBYaHHS BKIIOYAIOTh METON OMOPHUX
BEKTOPIB (SVM), kUil 1EMOHCTPY€E KOHKYPEHTOCIPOMOKHY IPOLYKTUBHICTh 3 MIHIMAJIbHOIO
KUIBKICTIO HaBYAJILHUX 3pa3KiB (10 5 3pa3kiB Ha KopucTyBaya) Ta nokasHukamu Equal Error
Rate (EER) Bix 4.5% no 10.2%. I'ayciBceki monemni cymimieit (GMM) edhekTuBHO 00 pOoOIISIOTh
HEerayciBCbKi pO3MOAUIM KJABIaTypHUX JaHUX, 0cobmiBo B KoHQirypauisx GMM-UBM
(Universal Background Model) [7].

HepeBa pimens Ta Random Forest momynsipHi 3aBAsKM 1X 1HTEPHIPETOBAHOCTI,
HemapaMeTpPUUHIN MPUPOJIl Ta TOJIEPAHTHOCTI 1O BUKHUIIB. MeToau Ha OCHOBI BiJICTaHEH, TaKi
SK MaHXETTEHChKAa BIJICTaHb, HAWOMMKYI CycimM Ta TMIAPaxXyHOK BUKHIIB (Z-score),
imenTu(dikoBaHi K Halle(hEeKTUBHIIII TETEKTOPH JUIsl BUSBIIEHHS 3JIOBMUCHUKIB. Anroput™m k-
HanOmkunx cyciiiB  (KNN) BHKOpHUCTOBYETbCS SIK Yy KOHTPOJIBOBAaHOMY, Tak 1
HEKOHTPOJHOBAHOMY PEeKMUMaXx JJIs Kiacudikallii Ta JeTeKIii aHoMaIii.

HekoHTpoab0BaH1 METOAM HaBYaHHS BKJIIOUAIOTh aJITOPUTMHU KJlacTepu3allii, Taki sk k-
means JUJIs TPyIyBaHHS KOPUCTYBadiB Ta ineHTH ikallii moBeaiHKoBUX narepHiB, k-medoids Ta
HEYITKUH c-means A1 OOpOOKM HEEBKIIOBUX METPHUK Ta MEPEeKPHBAIOUUX KIIACTEPHUX
NpU3HaYeHb. lepapxiuHa KiacTepusallis J03BOJS€ BUSBISATH TPy KOPUCTYBAYiB 31 CXOKUMU
narepHamMu Habopy 0e3 mnomepeaHbO BH3HAYEHOI KIUIbKOCTI KiacTepiB. One-class SVM
CIEL1aJIbHO BHUKOPUCTOBYETbCS JUJIsl JETeKLli BHUKHIIB Y KJaBiaTypHIM JuHaMili, KOJIH
HEJOCTYIHI MiYeH1 JaHi 3JI0BMUCHUKIB.

ApPXITEKTYpH INIMOOKOrO HaBYAHHS JIEMOHCTPYIOTh PEBOMIOIINHHI PE3yIbTaTH B aHAMTi31
KJIaBiaTypHOro mo4epky. PexypeHTHi HepoHHI Mepexi, 30kpema LSTM (Long Short-Term
Memory), moka3ylooTh BUAATHI pesynbraT: apxiTektypa TypeNet mocsrae EER 2.2% nns
¢i3uyHux knaBiatyp Ta  9.2% nus ceHcopHMX — ekpadiB. J[BonampaBineni LSTM
BHUKOPHCTOBYIOTBCS IS 3aXOIIJICHHS SIK IIPSIMUX, TaK 1 3BOPOTHUX TEMITOpAIbHHUX 3AJIEKHO CTEH
y mnociigoBHOCcTAx kiaBiatrypHoro BBomy. GRU (Gated Recurrent Units) mpomoHyroTh
anerepHatuBy LSTM 3 MEHIIOI KiJIBKICTIO TapaMeTpiB, 3a0e3meuyrodn MIBUALIE HABYAHHS
npu 30epeKeHH1 MOPIBHAHHOI MPOAYKTUBHOCTI [8].

3roprkoBi HelipoHHi Mepexi (CNN) 3acTOCOBYIOTBHCS UIsl aHaNi3y KJaBiaTypHOTO
MOYEPKy Yepe3 MEePEeTBOPECHHsI TEMITOpPATbHUX JAaHUX Yy 300pakeHOINOmIOHI penpe3eHTailii,
nocsiratourn EER 10 4.5%. OnpHOBUMIpHI 3TOPTKHA 3aCTOCOBYIOTHCS O€3MOCEPEAHBO 0
TEeMITOpaJIbHUX TOCIIJOBHOCTEHN KIaBiaTypHOIo BBOLY ISl eKcTpakiii o3Hak. ['10puani CNN-
RNN apXiTeKTypH MOETHYIOTh 3TOPTKOBY €KCTPAKIII0 O3HAK 3 PEKYPEHTHUM MOJIEIIIO BAHHSIM
IIOCJIIJOBHOCTEH.

TpancopmepHi apxiTeKTypu MpEACTaBIIAIOTh HAWHOBIII JOCATHEHHS B raiysl,
BKitouaroun TypeFormer sik mepiry ychimHy ajanTaiito TpaHchOpMEpHOI apXiTeKTypH Jis
KJIaBiaTypHOi1 auHamiku. MexaHizmu self-attention m03BONSIOTE MozensM (OKyCyBaThucs Ha
peeBaHTHUX YaCTHHAX IMOCIIITOBHOCTEH HAOOPY NP MPUUHSTTI PillIeHb PO aBTEHTU(DIKAITItO.
Multi-head attention 3a0e3nedye mnapanenbHy OOpoOKy pI3HMX acCHEKTIB KJaBlaTypHUX
MOCJIIIOBHOCTEM, 110 BEJl€ A0 KPAILIOTO PO3YMIHHS JOBTOTPUBAJIMX 3aJIeKHOCTEH [9].

Ancam05eBl MeToAM Ta TiOpUIHI MIAXOAU AEMOHCTPYIOTh CUHEPreTUYH1 e(PEeKTH mpH
MOETHAHHI PI3HUX aJTOpUTMIB. TpaauiiiiHi ancamOeBi miaxoau BkiovyaroTh Random Forest 3
OyTcTpan-ceMILTyBaHHIM Ta aHcaMOui kiacudikatopis, mo noeanyots SVM, KNN ta gepesa
pitieHs, nocsraroud TodHOCTI 95.65%. Bycrt-anroputmu, taki sik AdaBoost ta XGBoost,
MIOKa3yI0Th MOCIII0BHE HABUAHHS 3 BarOBOI KOPEKLIEI0 MOMHUJIOK Ta I'paJl€HTHUN OyCTHHT 3
peryispusaiiero BianmoBigHo. Tabm. 1 MICTHTh MOPIBHAJIBHUM aHaJi3 OMUCAHUX METOIIB
IITy4YHOT'O 1HTEJEKTY.

InTepnperaniss  pe3yinbrariB  IITYYHOIO IHTEJEKTY B KJIABiaTypHOMY IOYEpKy.
[MosicutoBanbHuit mTyynuit iHTeNnekT (Explainable Al) maOyBae KpUTHYHOTO 3HAYEHHS IS
cucteM OioMeTpuuHOi aBTEeHTH(IKaIlli, OCKUIBKM KOPHUCTYBadi Ta Oprasizaiii morpedyroTh
PO3YMiHHSI JIOTIKM TPUHHATTS pillleHb CUCTEMOI0. [pamieHT-0a30BaHi METOAM BKJIIOYAIOTH
KapTh CATbEHTHOCTI JUIS BUUICHHS BYXJIMBUX KJIABIaTYPHHUX XapaKTEPUCTHUK MPU MPUUHATTI
pimens mpo aBreHTH(ikamito, Grad-CAM (Class Activation Mapping), agantoBaHuil is
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aHaJi3y KJaBiaTypHHUX MOCIiTOBHOCTEH, Ta IHTErpOBaHi TPAJIEHTH K METOAU aTpHOYIT IS
po3yMiHHA piieHb moxedi [10].

Taoauus 1.
[TopiBHAIBHMI aHAJII3 METOAIB IITYYHOr'O IHTEJIEKTY JJIs aHAII3y KJIaBlaTypHOTo MOYEpPKY
Merton EER, % IlepeBaru Henonixn Oo6macTe
3aCTOCYBaHHS
SVM 4.5-10.2 | MinHiManbHa KiJIbKICTh UymmuBicTs 10 BUOOPY Crarnyna
HaBYaIbHUX 3Pa3KiB, SA1pa, CKIAIHICTD aBreHTH(]IKAaLis
CTIHKICTh IO iHTeprperarii
nepeHaBYaHHsI
Random 5.0-8.5 Bucoka CXWIBHICTD 10 AHai3 BXJIMBOCTI
Forest IHTEPIPETOBAHICTh, IepeHaBYaHHS Ha 03HaK
CTIMKICTD 10 BUKHUIIB 3alyMJIEHUX TAHUX
GMM 6.0-12.0 | EdextuBaa 06podka YymuBicTs 110 MopnentoBaHHs
HerayCiBChbKHIX iHiIiai3amii mapaMeTpiB | KOPHCTYBAI[bKUX
po3mnozinis podisiB
LSTM 2.2-9.2 3axorIeHHS Bucoxka obunciroBansHa | besnepepsHa
JIOBIOTPUBAIINX CKJIaQHICTh aBreHTH(]iKaLis
3aJICKHOCTEH,
aallTUBHICTH
CNN 4.5-7.0 ABTOMaTH4YHa Brpara remnopansHoi AHauti3 narepHiB
eKCTpaKIIisl O3HaK, iH(popmarrii Habopy
CTiHKICTb JI0 IIyMYy
Transformer 1.8-5.5 IMapanensHa 06poOKa, BumMoru 10 Benukux CkJajiHi TeMIopabHi
MEXaHi3M yBaru Ha0OPIB JAHUX 3aJIeKHOCTI
AncamOneBi 3.0-6.0 [ligBuiieHa TOYHICTB, 30inpIIeHa Kpurnuni cucremu
METOIN CTIHKICTH oOumMcIIroBaIbHAa
CKJIAIHICTH

Mopnenb-arnoctuuni Metonu BkmodaroTs LIME (Local Interpretable Model-agnostic
Explanations) misi JmOoKanbHUX TOSICHEHb pINIEHh IMIONO KiaBiaTypHux mnarepHiB, SHAP
(SHapley Additive ExPlanations) nj1st BaJIMBOCTI O3HAK y aTepHaX HaboOpy, Ta mepMyTaliiHy
BAXJIMBICTH IS PO3YMIHHS BHECKY O3HAK 4Yepe3 KOHTpoiboBaHI 30ypeHHs. Lli meromu
JI03BOJISIFOTh aHAJII3YBAaTH, SIKI CaMe€ acleKTH KJaBlaTypHOro MOYEpKy HanHOUIbIIEe BIUIMBAIOTh
Ha piIIeHHs PO aBTEH THU(IKAIIIFO.

Bisyamizariiss yBaru crae 0CoOIMBO BaXKJIMBOIO U TpaHC(HOPMEPHHUX apXiTEKTyp, Je
TEIJIOBI KapTH yBaru IMOKa3ylOTh, SKi YACTUHU KJIABIaTYpPHUX IOCIIJOBHOCTEH OTPHUMYIOTh
HaWBWIIY yBary. AHai3 TOJIiB J03BOJISIE 3pO3YMITH NaTepHH (POKYCYBaHHS Pi3HHX rOJIiB yBary,
a TeMIopajbHI TaTepHU yBarWw aHaJI3yIOTh, SK MOIEi 3BaXYIOTh Pi3HI YacOBI CErMEHTH
Habopy TEKCTYy.

VYrnepenkeHicTh Ta €TUYHI aCIEKTH MOTPeOyIOTh CUCTEMaTUYHOro aHaiidy. MeTtpuku
cnpaBeaymBocTi, Taki sk Skewed Impostor Ratio (SIR), BUKOPHUCTOBYIOTBHCSI ISl OLIHKH
MDKIPYIIOBOM Ta BHYTPIIIHBOTPYIIOBOI yrepemkeHocTi. Jlemorpadgiunuii aHami3 mokasye
BILTUB CTaTi, BIKY Ta JIOMIHYIOUYOI PYKH Ha KJlaBiaTypHY aBTeHTH (pikailito. MoBHO-crienu giaHa
yIEePeHKEHICTh BUSBISETHCSA TIPH aHaJi31 0araTOMOBHUX KJIaBiaTypHUX MaTepHIB, A€ Mepexia
MIX MOBaMHU MOXe€ CyTTE€BO 3HMKYBAaTH TOUHICTh aBTeHTU(iKamii [11].

[IpakTHyHi BUKIMKK 1HTEpHpeTamii BKIIOYaOTh MpobiieMy '"4OpHOI CKpUHBKH"
rmbokux Monenedt HaB4aHHsA, 0coO6muBo LSTM Ta CNN apxiTekTyp, SKi 4acTo HE MalOTh
IHTEpIpeTOBaHOCTI. ICHye KOMITPOMIC MK MPOTYKTUBHICTIO MOJETI Ta il MOSCHEHICTIO, IO
notpedye 3acTocyBaHHs post-hoc MeromiB mosicHeHHs. J{oMeHHO-cnenudiuHi BUMOTH
BKJIIOYAIOTh TOSCHEHHS HEBIad aBTeHTU(IKamii 0e3 PpO3KPHUTTS BPa3IMBOCTEH Oe3meKu,
HaJ[aHHS 3pO3yMLIOro 3BOPOTHOIO 3B'I3Ky KOPHCTYyBauaM IOA0 3MiH y MOBeIHII Habopy, Ta
JOTPUMAHHS PETYJSATOPHUX BUMOT II0/I0 MOSICHEHOCTI O10METPUYHUX CHCTEM.

CyuacHi 3acTocyBaHHs Ta peaJji3anii cucteM KjaBiarypHoro mouepky. Komepuiitai ta
KOPIIOPAaTHBHI CHCTEMHU aBTEHTU(IKalii JeMOHCTPYIOTh 3pUIICTh TEXHOJOTIi KJIaBiaTypHOTO
MOYEpKyY Ta ii TOTOBHICTh 710 mHUpokoro BrnpoBamkeHHs. Plurilock Security Inc. € mpoBigauM
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KOMEPIIIHHUM IMOCTavyabHUKOM 3 KOHTpakTamu Bijg MinicTtepctBa oboponu CIIA, 3paTHHM
11eHTU(DIKYBaTH KOPUCTYBadiB MpoOTSAroM 3 cekyHA Ta 12 HatuckaHb kiaBinl. KommnaHis
3abe3nedria KOHTpakTd Ha $1.3 minbitona y 2025 pomi cepen aMepuKaHCHKUX KOMEPIIITHIX
KIIIEHTIB, Ha/1at0uu Oe3nepepBHY aBTEHTH (DiKallito Yepe3 MOBEAIHKOBI 010METPUKH Ta MAlIMHHE
HABYaHHS 3 pEAIbHUMHU BIPOBAKEHHSMHU B JIIKAPHIHUX CHCTEMax Ta KOPIOPAaTHBHUX
kiieHTax [12].

BehavioSec, npun6ana LexisNexis y 2022 porii, 30cepeKy€eTbcsi Ha TOBEIIHKOBUX
OloMeTpuKax IJIsi BUSIBJICHHS IaxXpaicTBa Ta 3amoOiraHHs 3aXOIUJICHHIO OOJIIKOBUX 3aIUCIB,
Malo4y CHUJIbHI MO3MIII B €BPONEHCHKOMY OAHKIBCHKOMY CEKTOpI 3 BIPOBAKEHHSIM Cepell
MUIbHOHIB KOpHUCTyBauiB OaHKIBCbKUX nonaTkiB. TypingDNA npononye API nns 6iomerpuxu
HA0Opy TEKCTY I PO3pOOHMKIB, MAPTHEPCTBA 3 PIMICHHSIMHU YIPABIIHHS 1JEHTHUHICTIO JJIS
iTerpanii MFA, ¢okycyrounce Ha eleKTpOHHOMY HaBUaHHI Ta 3armo0iraHHi maxpancTBy.

Iarerpanis 3 OararoakTOpHOIO aBTEHTHUQIKAIIE€I0 JTEMOHCTPYIOE CYTTEBI TepeBaru
3MEHIIeHHs TepTs, 3HKyoun Bumord OTP Ha 66.3% nipu Bxoai Ta 85.8% npu BiIHOBJIEHHI
00JIIKOBOT'O 3amucy, 3MeHIIyloun 4dac aBTeHTH(ikauii Ha 63.3% ana Bxoxy Ta 78.9% nns
BIJIHOBJICHHsI 00JTiIKOBOTO 3amnucy. KopucryBadi BigaroTh nepeBary KiaBiaTypHid AuHaMII +
OTP nan aBrentudikaniero sume OTP. Pusuk-opienToBana aBTeHTH(iKallisgd QYyHKIIOHYE SIK
aJanTUBHUM piBEHb aBTEHTU(IKAIll, MIABUIIYIOYM IIOKAa3HUKH PHU3UKY IPH BIAXWIECHHI
naTepHiB Habopy Bin 0a30BOi JiHII Ta 3alycKalouM JOAATKOBY aBTEHTH(IKALIIO MpU
NEePEBUIICHHI MOPOTiB pu3uKy [13].

PeanpHi ciieHapii BIPOBaIKEHHSI OXOIUIIOIOTH (DiHAHCOBI MOCIYTd ISl BUSIBICHHS
maxpancTBa IiJi 4ac MPOIECiB BXOAY Ta TPaH3aKIIiK, 3amo0iraHHs 3aXOIICHHIO OOJIIKOBHUX
3amuCiB, JOTPUMAHHS BHUMOT CHJIBHOI aBTEHTH(IKAIil KIIEHTIB Ta MiABUIICHHS O€3MeKH
OHJIaiH-OaHKIHTY. Y cdepl OXOpPOHHM 37O0pOB'S CHCTEMH BUKOPUCTOBYIOTHCS IS
6aratodakropHoi aBreHTH(ikauii B cucremax DHIMS 2, OGe3nepepBHOi aBTeHTH(dikamii
MEIUYHHUX TMPAIiBHUKIB, IMOETHAHHS 3 OIOMETPHUKOIO BIAOMTKIB TaNbI[iB JUIS IiJBHINEHOT
Oe3neku Ta noTpuManHsa Bumor HIPAA.

VYpsimoBi Ta OOOpPOHHI 3aCTOCYBAaHHS BKIIOYAIOTh BIPOBA/KEHHS MiHicTepcTBa
o6oponu CIIIA, 3axucT KpUTHYHOI IHPPACTPYKTYPHU, BUSBICHHS Ta IIOM'SKIIIEHHS BHYTPIIIHIX
3arpo3, 0e3nepepBHUI MOHITOPUHT JOCTYIY pUBiIeiioBaHNX KopucTyBayiB. B ocBiTHI chepi
CHUCTEMH 3aCTOCOBYIOTBCS JUIA BepHdikamii 0coO0M CTYICHTIB Ha OHJIAMH-ICIIUTAX,
3a0e3MmeyeHHs]  aKaJeMiYHOI YEeCHOCTI, 3amo0iraHHs [IaxpaiicTBY B  CEpeJOBHUIIAX
JTUCTAHIIMHOTO HABYAHHS Ta IPUBATHOI aBTeHTH iKaIlii 1t oCBITHIX mmardopm [14].

[Toka3HukH MPOTYKTUBHOCTI KOMEpLIHHUX cHCTeM sK-0T BehavioSec 3asaBisiors EER

0.10-0.20, iHIIi cMCTEMHU MOBIIOMJISIFOTH PO TMOKa3HUKU TOYHOCTI Onm3bko 88%. Haiikpari
CHUCTEMH JOCATAlOTh TOYHOCTI moHanx 95% nns imeHTHdikamii KOpUCTyBadiB, a MoOeNi
TMOOKOT0 HaBYaHHS TOKa3yloTh A0 82% TOYHOCTI Ui 3aBiaaHb imeHTHdiKamii. dakropu
MPOAYKTUBHOCTI BKIIIOYAIOTh CTATUYHY aBTEHTU(IKaIiI0, MPUAATHY JJs Bepudikaiii BXOdy,
JUHAMIYHY aBTEHTH(IKallilo, Kpauly Juid Oe3NepepBHOIO MOHITOPUHTY, MYJIBTUMOAAJIbHI
IT1IXO/TY 3 BUILIOIO TOYHICTIO TIPH MOETHAHHI 3 IHIIMMH 010M €TPUKAMU, Ta SKiCTh HAOOPY TaHHUX,
JIe IPOIYKTUBHICTh 3HAYHO BaPIIOETHCS 3aJIKHO Bl METO/IB 300py JaHUX.
Maii0yTHi HANPSIMKHM J0CJTiKeHb. [HTErpallis ripoCKOIiB Ta aKCEJIEPOMETPIB 3 aHAII30M
KJIAaBIaTypHOT'O IOYEPKY IPEACTABISE PEBOIIOLUIMHUN HAMPSAMOK PO3BUTKY MOOIIBHUX
OlomerpuuyHux cucrteM. OcrtannHi fpocmipkeHHs 2025 poky IEMOHCTPYIOTh, IO CHCTEMH
KJIaB1aTypHOI IMHAMIKH Ha OCHOB1 CEHCOpiB cMapToHiB MOXYTh focsirati EER no 6.4% npu
MO€HAHHI JaHUX aKcellepoMeTpa Ta ripocKola 3 maTepHaMu KjlaBiaTypHoro BBofdy. [HTerpartist
JaHUX JaTYUKIB pyXy 3HIDKYE MOMHJIKA aBTeHTH(iKalii nmpubmmsno Ha 1-2% mopiBHSHO 3
ITIIX0/IaMH JIMIIIC Ha OCHOBI KiaBimi [15].

Pyx mpucTporo mig dyac Habopy MOKe CTBOPIOBATH YHIKalbHI "miamucu pyxy', sKi
JIOTIOBHIOIOTh KJIACMYHI MAaTepHH KiaBiaTypHoro BBoay. LSTM-06a3oBani migxoau, IO
MOEAHYIOTh JlaHl aKcelepoMeTpa Ta TipOCKOIa, BHUABISIOTH OCOONMBMM 1HTEpeC s
JIOCIIIKEHHS.
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AHani3 MOBEIIHKM Ha0Opy Ha CEHCOPHOMY €KpaHi IOPIBHAHO 3 TPaJAMIIIHOIO
KJIaBIaTypHOIO JMHAMIKOIO BUsBIIA€ (yHIaMeHTaldbHI BIAMIHHOCTI. DI3U4HI BIIMIHHOCTI
BKJIIOYAIOTh HMXKYl CHJIM HAOOpy Ha BIPTyaJIbHUX KJaBiaTypaX, 3HH)KEHY IMPOJYKTHBHICTb
Habopy NOPIBHSHO 3 (PI3MYHUMH KJ1aBlaTypaMu, BULUH Cy0'eKTUBHUI JUCKOMGOPT y 00s1acTIX
pyK/3am'scTh Ta IIUs/TIeY1, Pi3HI TAaTEPHHU aKTHUBAIlil M'A31B y 3rHHAYax Ta pO3rMHAYaX MajbIliB.

Amnaui3 opieHTaIlii MOOUTLHOIO MPUCTPOIO Ta MATEPHIB PyXy BKJIFOYAE OAraTono3uIliiHi
Mofeni aBTEeHTHdIKaIlii, SKi BpaXOBYIOTh Ha0ip y CHISIOMY IOJIOKEHHI (HaicTaOiipHimIi
naTepHH), HaOip miJ yac XoApOU/MOO1IbHUN HaOip (MigBUIIEHA BapiabenbHICTh, 110 TOTpeldye
aJaNTUBHUX MOPOriB) Ta Halip y po3ciabiieHOMY MOJIOKEHHI (IPOMDKHI XapaKTepUCTUKU
CTaOUIBHOCT1).

Bukmmku 360py Ta aHanizy MoOUIBHOI KJIaBiaTypHOT TUHAMIKH BKITFOUAIOTh 0OMEKEHH S

30opy nanux 3 obmexeHHsMu OC Android momo 3060py ¢oHOBHX daHMX 0€3 BIACHUX
peasni3aliiii, BAMOIM O KOPHUCTYBALbKUX KJIaBIaTyp 3 OOMEKEHHSAMU JOCTYIY TPETIX CTOpIH,
0 MOTPEOYIOTh CIIEIiami30BaHUX METOJIB BBOAY, MPOOJIEMH MPUBATHOCTI KOPHCTYBAYiB 3
OaylaHCyBaHHSM O€3MeKH 3 BAMOTaMHM 3aXUCTY JJAHUX, Bapialli€lo MK MPUCTPOSMHU 3 PI3SHUMHU
BUPOOHHMKAMHU Ta PO3MipaMH €KpaHiB, IO BIUIMBAIOTh Ha CTaOUIBHICTH maTepHiB. TexHiuHi
BUKJIMKM OXOIUIIOIOTH OOMEXKEHI OOYMCIIOBalbHI pecypcM Ha MOOUIBHUX IIaTdopMmax,
ONTHUMI3aI[I0 BUKOPUCTAHHS OaTapei 1y 6e3rnepepBHOr0 MOHITOPHHTY, Bapiailii MepexeBoro
MI1JKII0YEHHS, 110 BIUIMBAIOTh HA XMapHy 00poOKY, FeTepOreHHICTh anapaTHOro 3a0e3neyeHHs
MK BUPOOHHUKAMU Ta MOACIISIMHU MPUCTPOiB [16].
Bukiuku Ta nepcneKTHBH po3BUTKY. CydacHi CHCTEMM aHalli3y KJIaBlaTypHOIO MOYEPKY
CTUKAIOTHCS 3 PAIOM TEXHIYHMX Ta KOHLENTYaJIbHUX BHKJIMKIB, SIKI BU3HAYAIOTh HANPSIMKH
MaiiOyTHIX pgociipkeHb. [loBeniHkoBa BapiaOeNbHICTh 3aMUIIAE€TbCA  (PYyHAAMEHTAJIbHOIO
po0JeMOI0, OCKIJIbKM NaTepHd Ha0Opy TEKCTY HiAJAI0ThCA BIUIMBY BTOMH, HACTPOIO,
(b13MYHUX CTaHIB, EMOILIIITHOrO cTaHy Ta HaBuaJbHUX edekTiB. EdekT amanraii kopucryBaua
MPOTSTOM Yacy MOTpedye MOCTIHHOrO OHOBIIGHHS MOJENEH, M0 CTBOPIOE KOMITPOMIC MiX
CTaOITBHICTIO CHCTEMH Ta 3IaTHICTIO JI0 aJanTailii. 3aIe)KHICTh BiJl IPUCTPOIO MPOSIBISIETHCS Y
Bapialisx MPOAYKTUBHOCTI MK PI3HHAMH KJaBiaTypamu, MNPUCTPOSMH Ta OMEpariiftHuMH
CHCTEMaMH, 1110 YCKJIaJHIOE CTBOPEHHS yHIBepcaJbHUX O10MeTpHUHUX IPOdiTiB.

[TuTanHs MacmTaOOBAaHOCTI CTAalOTh KPUTUYHHMH IPH BIPOBA/DKCHHI CHUCTEM Y
BEJIMKHUX OpraHizalisx, /e Jerpajamis MpOAyKTUBHOCTI 3 POCTOM KiJIbKOCTI KOPHCTyBauiB
noTpedye e(heKTUBHUX aJITOPUTMIYHUX pILIEHb Ta ONTUMI3aLl IHPpacTpyKTypu. Bpasnusocti
Oe3neky BKIIIOYAIOTH MOTEHIIAN A replay-aTak, 3arpo3u KeHyiorepiB y CKOMIIPOMETOBAHUX
CepelloBHUIIaX, MOTEHIIHHY BUTOKY MOBEIIHKOBHX JAHUX Ta HEOOX1AHICTH AeTeKii "kuBocti"
1151 3a0€e31edeHHs! JIFOICKKOT0 OIepaTopa 3aMiCTh aBTOMaTH30BaHOro BBoAy [17].

ETuyHi Ta peryasTopHi acnekTH HalyBalOTh 3pOCTAIOYOr0 3HAYEHHS 3 PO3BUTKOM
3aKOHOJIABCTBA TPO 3aXHCT MepcoHalbHuX AaHuX. lorpumanHs GDPR Bumarae minimizarii
JaHUX, TMPO30pPOCTI Ta IMpaBa Ha BUAAJICHHS, IIO0 MOXE KOHQUIIKTyBaTh 3 noTpedaMu
HAKOMMYEHHS JaHUX JUId MOKpAIleHHs TOYHOCTI Mojesel. [lorenuiiina ynepekeHicTb MpoTH
KOPHUCTYBauiB 3 IHBAJIIHICTIO NOTPEOYy€E 1HKIIIO3UBHOIO AU3aHY CUCTEM, a IPO30PE POSKPUTTS
MOHITOPUHIY Ta CIpaBeUIMBUH JAM3aliH CUCTEMH € OOOB'A3KOBUMM [UIsl €TUYHOIO
BIIPOBA/I>KCHHS.

Posmmpennst IHtepHery pedel mnepenbadae KpocmuiaTGOpMHY aBTEHTHQIKAIIO 3
CHUHXPOHI3allI€}0 KJIABIaTypHUX MAaTEpPHIB MDK MHOXUHHUMH TPUCTPOSIMH, 1HTErpaLiio
PO3YMHOTO JIOMY 3 KJIAB1aTyPHOIO MOBEAIHKOIO SIK YACTHHOIO [N PIIMX MOBEIIHKOBUX MPOQ1IIiB,
3MUTTS. 3 TPUCTPOSIMU IIO HOCATHCA 3 IHTErpali€lo JaHUX CMapT-TOAMHHHKIB Ta (iTHec-
TPEKepiB.

Oco0aMBO  MEpPCHEeKTUBHUI HANpPAMOK Ui CHCTEM KJIABIaTYpHOTO IOYEPKY
MPEICTaBISIOTh (hepepaTuBHE HaBYaHHA [ 18] Ta rpaHUYHI 00UHCIICHHS, TO3BOJISIOUN HABYAHHS
Mozeneit 0e3 eHTPaTi30BaHOro 300py Yy TIMBUX O10METPUYHUX JTAHUX.

BucHoBku. CuctemMu aHamidy KJaBiaTypHOrO MOYEpKY s aBTeHTH(iKalii KOpucTyBauiB
MPONIIIN NUIAX Bl eKCIEpUMEHTAJbHUX JOCHIHKEHb J0 3pUIMX KOMEPLIHHUX pillleHb, SKi
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JEMOHCTPYIOTh BUCOKY €(DEeKTUBHICTb y pealbHUX yMOBaxX BIIPOBAKEHHsI. [HTerpailis MeTo/iB

IITYYHOTO 1HTEJIEKTY, 30KpeMa rMMO0KOro HaBYaHHSA Ta TPAHCHOPMEPHUX apXITEKTYP, CYyTTEBO

MOKpaIuia TOYHICTh aBTeHTU(]IKAIlll, 3 CydaCHUMHU CHCTeMaMH, 110 pocsraiote EER Huxue

5% B ontumanbHUX yMmMoBax. OcoOmuMBOro 3HaueHHs HaOyBae€ 31aTHICTH O Oe3mepepBHOL

aBTeHTH(IKaIll Ta iHTerpanii 3 6araropakTOpHUMH CUCTeMaMu Oe3leKu. Bukimkae iHTepec

IHTErpallis CEHCOpPiB MOOUIBHMX MPHCTPOIB, 30KpeMa TipPOCKOIIIB Ta aKCEIECPOMETPIiB IS

MiJBUIIEHHST TOYHOCTI MYJNBTHMOAAJIBLHUX OlOMETPUYHHMX cucTeM. MeToau iHTeprperarii

pe3yAbTATIB MITYYHOTO 1HTENEKTY CTalOTh KPUTUYHO BAKIUBHUMH JUIs 3a0€3MEUEHHs JOBIpH

KOPHCTYBaviB Ta JOTPHUMAaHHS PEryasTOpHUX BUMOT. Po3BuTOK nosicaroBansHoro L1 no3Bossie

CTBOPIOBATH MPO30pi Ta 3pO3yMUTl CHCTEMH aBTEHTH(]IKaIlii, MO0 OCOOJHMBO BAXKIUBO IS

KPUTHYHHUX 3aCTOCYBaHb Yy (iHaHCOBiM, MenuuHiii Ta ypsagoBid cdepax. MaiiOyTHi

JOCHIKEHHST (DOKYCYIOThCSI Ha TMOAOJAHHI ICHYIOUMX BHKJIMKIB BapiaOeIbHOCTI MOBEAIHKH,

KpocIruiaThopMHOI CyMICHOCTI Ta MacImITaboOBaHOCTI Yepe3 PO3BUTOK aIAlITUBHUX allTOPUTMIB

Ta (¢enepaTMBHOrO HaBYaHHS. YCMIX TEXHOJOrIi KJaBiaTypHOro IOYEpPKYy BH3HAYAETHCS

OamaHcoOM MK 0€3MeKOI0, 3pyYHICTIO BUKOPUCTAHHS Ta MPUBATHICTIO, L0 TOCATAETHCA Yepe3

1HTeNeKTyaJIbHe MOE€JHAHHS TPAAULIIHHUX CTATUCTUYHUX METO/IIB 3 Cy4aCHUMU apXiTeKTypaMu

LITyYHOT'O 1HTEJIEKTY Ta BCEOCSDKHUM IIAXOA0M J10 IHTEpIpeTalii pe3ynbTaTiB aHali3Yy.
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The subject of the article is keystroke dynamics analysis systems for user authentication using artificial intelligence
methods and their integration with mobile device sensors. The purpose of the work is to analyze aspects of building
and applying keystroke dynamics analysis systems for user authentication using artificial intelligence methods and
to study the prospects for their development for creating multimodal biometric systems. The article solves the
following tasks: forming a model of the architecture of multilevel keystroke dynamics systems; systematizing
artificial intelligence methods for analyzing temporal patterns of text typing; analyzing approaches to integrating
gyroscopes and accelerometers of mobile devices to create multimodal biometric systems; studying methods for
interpreting the results of deep learning models in the context of biometric authentication. The following methods
are used: mathematical processing of temporal sequences of keyboard input; deep learning with LSTM, CNN, and
Transformer architectures; statistical analysis of behavioral patterns; machine learning with supervised and
unsupervised algorithms; ensemble approaches to improve classification accuracy. The following results were
obtained: the principles of building a multi-level architecture of keystroke dynamics systems were formulated;
artificial intelligence methods for analyzing biometric characteristics of typing were systematized; modern
commercial implementations with EER indicators of 0.10-0.20% for leading systems were analyzed; the prospects
for integrating mobile device sensors to achieve EER up to 6.4% in multimodal systems were investigated.
Conclusions: the use of the method of combining keystroke dynamics with gyroscope and accelerometer data
allows creating high-precision continuous authentication systems with increased resistance to imitation attacks and
the ability to adapt to the evolution of user behavioral patterns.

Keywords: keystroke dynamics; biometric authentication; artificial intelligence; deep learning; multimodal
systems.
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MOAEJIOBAHHA TUHAMIKHA JIOTTYHUX ITATEPHIB KIBEP3JIOYUHIIIB
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Y po0oTi AOCHIUKEHO BIUIMB KOTHITUBHUX YIEPEIPKeHb Ha IOBEIIHKY KiOEp3JIOYMHIIB Y
KOHTEKCTI PO3UIMPEHUX MOCTIMHUX 3arpo3. [IpoaHayli3oBaHO YOTHUPU KIIOYOBI KOTHITHBHI
yIIepe/KeHHS: HEeXTYBaHHs 0a30BOI0 YaCTOTOIO, YIEPEIKEHHs ITiITBEP/DKEHHS, aBepCiio JI0
BTpaT Ta MOMMWIKY HEBIAIIKOAOBAaHMX BHUTpaT. BcraHOBIEHO, IO HEXTyBaHHS 0a30BOIO
YaCTOTOI0 MPHU3BOAUTH JIO TIEPEOI[IIOBAHHS 3HAYYIIOCTI OKPEMHUX IHAMKATOPIB IJIeH;
yIIepe/KeHHs TMiTBEP/PKEHHST CIIOHYKA€E N0 CEJIEKTUBHOTO aHamidy iHdopmarii; aBepcis 10
BTpaT BU3HA4Yae BHOIp MK arpeCHBHHMHU Ta MPHUXOBAaHUMH METOJaMH KiOepaTak; MOMMIIKA
HEBIJIIKOJAOBAHUX BHUTpPAT 3yMOBIIIOE IPUB’A3aHICTH [0 CYOONTHMAJIbHUX 3JIOYMHHHX
crpareriii. Po3poOiieno MaremaruuHmii amapar i Qopmaiizaiii KOTHITHBHHX YIEpeIKeHb
4yepe3 MapaMeTpudHi MojJedl 3  BIANOBIAHMMH  Koe(iLiEHTAMH JJIsl  yHepelKeHHs
MiATBEp/DKEHHS, aBepcii 0 BTpaT Ta HEBiIIKOJOBAHMX BUTpAT. 3alPOMOHOBAHO aJANTHBHY
KOTHITHBHO-TeMmopanbHy Moneidb (AKTM), mio iHTerpye MHOXHHHI YIEPEIKEHHS y €IUHY
JMHAMIYHY CHCTEMY 3 MEXaHi3MaMH HaBYaHHS Ta ajantaiii. Mojens BpaXxOBy€e TEMIOpaIbHY
€BOJIIOLII0 KOTHITHBHOTO MPOQiII0 KiOep3IOuMHIIB Ta 3a0e3redye aJalTUBHUN Mepepo3Ioail
YBaru MiX yrepeKeHHSIMH 3alIe)KHO BiJ] KOHKPETHUX YMOB KiOeparaku. BuszHaueHo mpakTH4Hi
3aCTOCYBaHHS MOJIEN IS PO3POOKH MEPCOHATII30BAHUX CHCTEM BUSBJICHHS 3arpo3, ONTUMI3aIlil
CTpaTerii akTHBHOI OOOPOHH Ta CTBOPEHHS aJalTHBHUX MACTOK-CHCTEM [UIi XUOHOTO
HAIUTIOBaHHS.  37IOBMHCHUKIB. OOTIpDYHTOBaHO MOMITHBICTh BHKOPHCTAHHS KOTHITHBHHX
yIepe/KeHb IS TMiJABUINEHHS e()EeKTHBHOCTI 3axXMCHHUX MEXaHI3MIB depe3 MPOBOKYBaHHS
IPOTHO30BaHHUX MOMMJIOK Y PIllIEHHSX KiOEP3JIOUHHILIB.

KniouoBi cjioBa: MaremMaruuHe MOJENIOBAaHHS, JIOTIYHI MAaTepHH, KOTHITUBHHMH mpodisb,
KibepOe3neka, po3IIUpeHi TOCTiHHI 3arpo3u, IPUUHSTTS PillleHb, KiOep3T0UNHHICTb.

Beryn. @enomen posmmpeHux mocTiiiHux 3arpo3 (Advanced Persistent Threats, APT) —
CKJIQJHUX, JOBTOTPHBAJIMX Ta IIiJeCpsAMOBaHUX artak Ha iH@opmamiiai cucremu (IC)
HAJIEKUTH 10 HAHGLIBII HeGe3euHnX IPosBiB cyuacHoi kibepsnounnnocti. Moro crenmdika
HOJISirae y TMO€AHAHHI BHUCOKOTEXHOJOTIYHUX 3ac00iB aTaku 3 TPUBAIUM 1 NMPUXOBAHUM
nporukHeHHsM 10 IC. Cepenniii yac nepeOyBanHs APT y Mepexi Oe3 BUSBICHHS MOXe
csiraTé MOHaJ MiB POKY, IIO CTBOPIOE MEPEAyMOBU AJsi MacITaOHUX BTpaT 1 CTpAaTEri4HHUX
3arpo3 [1]. Ha Bimminy Bix kmacuuHux kiOepinmuaeHTiB, APT He maroTh Ha MeTI MBHUAKE
3aBJAHHS INKOAM. IXHS MeTa — CHCTEMAaTUYHE HAKONMYEHHS JaHUX, KOHTPOJb 3a
1H(pOopMaLITHUMU TIOTOKaMH Ta BIIJIMB Ha KPUTUYHO BaXKJIUBI PECYPCH.

APT 3pmatHi 3MmiHIOBaTH OajlaHC CHJI Ha T'€OMOJITUYHOMY Ta €KOHOMIYHOMY PIBHSX.
Tak, y 2010 pomi araka Stuxnet Bmepiie MNpPOJAEMOHCTpyBaja MOXJIUBICTH (I3HUHOTO
3HMIIEHHS MPOMMCIIOBOI0 OOJIaJHAHHS IUIIXOM MaHINYJISIIN MpOorpaMHUM 3a0e3nedeHHIM
CHCTEM YIPAaBIiHHSA TEXHOJIOTTYHUMU mporecamu [2]. Onepauis Aurora, cupsMOBaHa IPOTH
kopropauiii Google Ta Adobe, BusABHMIAa MacmTabu aepkaBHOrO KiOEpIINMUTYHCTBA Ta
HEOOXiIHICTh TEPEOCMHUCIIEHHS MiAX0/1B 10 iH(opmaiitHoi 6e3nexu [3]. IliBHiYHOKOpelicbke
yrpynoBanHs APT38 y 2015-2016 pp. 3mificHuno cepito atak depe3 Mmepexy SWIFT,
BHUKpABIIM COTHI MIIBHOHIB J0OJapiB, M0 MPOAEMOHCTPYBajJo HOBHUI piBeHb (HiHAHCOBO
MOTHBOBAHOT0 Kibep3nounHy [4]. Oco0auBy CKIAAHICTh CTAaHOBUTH Te, 0 APT moeqHyoTs
TEXHIYH1 Ta KOTHITUBHI KOMIIOHEHTH. TexXHIYHUIl piBEHb BUSABISAETHCS Y BUKOPUCTAHHI Zero-
day Bpa3nuBocTel, KaCTOMI30BaHOTO ILIKIIJIMBOrO0 MPOrPaMHOro 3a0e3MedeHHs Ta METO/IB
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npuxoByBaHHs ciigiB [5]. KorHiTMBHUN piBEeHb TNOJNATae y 3aCTOCYBaHHI COIiajbHOI
1HKeHepil, MaHinyJsanii  iHQopMalifHUMM HOTOKaMH Ta BUKOPUCTaHHI  JIFOACHKHX
BpaznuBocteil. Came meil cum6io3 3ymoBmoe edexktuBHicTh APT 1 poOuth ix 00’exTOoM
MDKIUCHUIUTIHAPHUX — JOCTKeHb. KOTHITMBHE MOJEIIOBAHHS MOXE CTaTH JII€EBUM
iHCTpyMeHTOM Yy BuBYeHHI APT Ta 3a0e3meyuTd MOXKJIMBICT aHaANI3yBaTH JUHAMIKY
B3a€MOJIIl MK TEXHIYHUMH Ta JIOACHKUMH (akTopaMu, OynyBaTH CIeHapii pO3BUTKY aTak i
MPOTHO3YBATH TOBEIIHKY SK 3JOBMHCHHKIB, TaK 1 MOTEHIIWHUX XepTB. Tak HemomaBHi
TOCIIKEHHST y cepl areHTHOTO MOJICITIOBAHHSI MMOKa3yITh MOXJIUBICTh BinTBOpeHHST APT -
KaMIlaHii 3 ypaxyBaHHSM KOTHITMBHHMX YIEpPEIKeHb KOPUCTYBadyiB, L0 3HAYHO MiJABHILYE
TOYHICTh TMPOTHO3Y MIOJ0 IXHBOTO BIUIMBY Ha cuctemy [6]. KormiTuBHe MomemroBaHHS
BIJKPUBA€ TEPCIEKTUBH (OPMYBaHHS HOBUX MIAXOIIB 10 3a0e3medeHHs KiOepOe3mekH, e
KIIIOYOBY pOJIb BIJIIIPA€ PO3YMIHHS HE JIMIIE TEXHIYHMX Bpa3JIMBOCTEH, a M JIOACHKOrO
dbaxTopy.

Ile mociimKeHHs MPOAOBXKYE MUK poOIT 3 MUTAaHb PO3POOKH IHHOBAIIMHUX MIIXO/IB

710 3aro0iraHHs, BUSBJICHHS Ta MiHIMi3aIlii HacIiaKiB Kibeparak [7-9].
Meta po6oTu. Metoro naHoi poOOTH € Po3poOKa aJanTHBHOI KOTHITUBHO-TEMIIOPAJILHOI
MoOJlel JIOTIYHMX HAaTepHIB KiOep3nouuHLIB y KoHTekcTi APT Ha OCHOBI MaTeMaTHYHOL
(dopmanizanii KOTHITUBHUX YIEPEIKEHb MJI MiJBUILIEHHS €(QEKTUBHOCTI MPOrHO3YBaHHS
TaKTHK aTaK Ta OMTHUMI3allli 3aXUCHUX CTPATET1i.

J171s1 HOCATHEHHS METH AOCHIKEHHS MOCTaBJICHO Ta BUPIIIEHO TaKi 3aBJAaHHS:

— igeHTHdiKyBaTH Ta (PopMmasi3yBaTH KJIIOUYOBI KOTHITUBHI YIEpeIKeHHS (JOTivHi
NaTEPHHM ), IO BIUIMBAIOTh HA MPOIECH MPUHHATTA pimeHb orneparopamu APT min
yac JJOBrOTPUBAINX KiOepaTak;

— po3poOuTH MaTeMaTHUYHUN amapaT Uil MOJEIIOBaHHA HEXTYBaHHS 0a30BOIO
4acTOTOIO, YIEPEIPKeHHs MIATBEpIKEHHS, aBepcii a0 BTpaT Ta IOMMIKU
HEBIAMIKOAOBAHUX BUTPAT Y KOHTEKCTI Kibepormepartiii;

— CTBOPUTH AJANTHUBHY KOTHITUBHO-TEMIIOPAIbHY MOJENb, IO IHTErpye MHOXHHHI
yIIepeKEHHS y €IMHY IUHAMIYHY CHCTEMY 3 MEeXaHi3MaMU HaBYaHHS Ta aJamnTailii;

— OOIpyHTYBaTH MeEXaHI3MH TEMIIOPAJbHOI €BONIOLI] KOTHITMBHOIO MpoQisro
3JI0BMHMCHHUKIB i/l BILIUBOM 30BHIIIHIX YMOB 1 HAKOITUYEHOT'O JJOCBiNY;

KornirusHi ynepenskenuss B APT: pusuku irHopyBaHHsi CTATUCTHYHOI NOIIMPEHOCTi B
ki0eponepanisix. HextyBanus 6a3oBoro yactoToro (base rate neglect) € 3araJbsHOBIJOMHUM
KOTHITUBHUM YIEPEDKEHHSIM, SIKE IOJIAra€ y CXUJIbHOCTI JIIOAMHM HEJOOLIHIOBAaTH abo
MIOBHICTIO ITHOPYBATU CTaTUCTUYHY MOIIMPEHICTH (0a30BY 4acTOTY) MOAIT NPH OLIHIOBaHHI ii
HMOBIPHOCTI y KOHKpeTHi#i curyarii [11]. Jlfomu cxwibHI HajaBaTH TepeBary crerudiumii
iH(dopMallii Mpo YacTKOBHH BUMAJIOK, HEXTYIOUHM MIPH [[LOMY 3araJibHOI CTATUCTHYHOIO iH(pOpMAITli€ro
[12]. Y koHTekcTi KibepOesneku, 30KkpemMa Ipy aHai3i noBefinku onepatopis APT, ne ynepemkeHHs
MOXKE CYTTEBO BILIMBATH Ha MPOIECH MPUHHATTS pillieHb i1 Yac mpoBeacHHs aTak. [Ipodecionanu 3
0e3MeKr € HaCTUTBKH XK BPA3JIMBHMH /0 KOTHITUBHUX YIEpEKEHb, SIK 1 IEpEeCciuHi JI0AW, BHACTIIOK
qoro iXHi pilIeHHS MOXYTh BHSBHTHCS MEHII ONTHMAJIbHUMH, €(EeKTHBHUMHU a00 pe3yIbTaTHBHUMU
[13]. BpaxoByroun 3pocTarovy CKJIaIHICTh IUILOBUX arak, iHCTpyMeHTH BusiBieHHS APT mBuIKo
BIPOBAKYIOTHCS B IHIyCTpii KibepOe3neku. 3a oliHKaMH €KCIIEPTiB, TTI00abHI MPOJaXKi pillieHb IS
3axucry Big APT 3poctyTh 3 6,9 Mminbsipaa nonapis y 2022 pori qo npubiausHo 15,2 Minbsipaa
nonapiB 10 2026 poky [14], mo migkpeciroe KpUTHYHY BaKIMBICTH PO3YMIHHS MOBEIIHKOBUX
ACIIeKTIB TaKHX aTakK.

ITpu npoBenenni APT-atak onepaTopy 4acTO CTUKAIOTHCS 3 HEOOXITHICTIO IPUHHATT S
pilieHs MmMOA0 MUTbOBUX (aiimiB ado OONIKOBHX 3allMCiB HA OCHOBI HEMOBHOI iH(OpMAaIIii.
HextyBaHHs 0a30BOI0 YaCTOTOIO MOXKE MPOSBIATUCS Y IEPEOIiHIll 3HAYYI[OCTI MEBHHUX
KIIIOYOBUX CJiB a00 Ha3B (QailniB, sIKi 37aI0ThCSA pejeBaHTHUMM abo umiHHUMH. Hampukinan,
SKIO 3JIOBMHUCHUK 3yCTpidae (aill 3 Ha3BOIO, 1[0 MICTUTh CJIOBa «KOH(QIAEHIIHHO» abo
«CEKpPETHO», BIH MO)KE MOMMJIKOBO IMPUITYCTUTH, IO Taki (paiiu 3aBXKAM MICTATH LIHHY
iHpOpMaIlito, IrHOPYIOYN NPU I[OMY CTATHCTUYHY WMOBIPHICTB TOTO, 10 OLMBIIICTE (aiiiiB 3
TaKMMHU Ha3BaMU MOXYTh OYTH 3BUYAHUMH JOKyMEHTaMU. TpaJuIiifHi CHCTEMH BUSBICHHS
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BroprueHs (Itrusion Detection Systems, IDS) cTpaxkmaaroTh BiJf HU3bKOi TOUHOCTI BUSBJICHHSI,
BHCOKOIO pIBHS MOMHUJIKOBUX CIIPalllOBaHb Ta CKJIAJHOCTI IJeHTU(]IKalli HEBIIOMHUX aTak
[15], mo poOUTH PO3YMiIHHS KOTHITUBHUX YIEPEKEHb 3JI0BMUCHUKIB MMOTEHIIITHO KOPUCHUM
JUTSE pO3pOOKH OUThIN €(hEKTUBHUX 3aXMCHUX MEXAaHI3MIB.

YnepenkeHHss miaTBepakeHHss B omepamisx APT. YnepemkeHHS MiITBEpUKEHHS, IO
BH3HAYAETHhCS K CXUJIbHICTH OOMpaTH BapiaHTH, SKI MIATPUMYIOTh BJIACHI NEPEKOHAHHS 3
nyny iH@opmarlii, BIUIMBa€ Ha OUIBLIICTh pIILIEHb 3JIOYMHLIB, 1m0 ckorooTh APT [16]. Lle
KOTHITUBHE YNEPEKCHHS TMPOSBIAETHCS y I1XHIM MOBEMIHIII 4Yepe3 HaaMIpHy yBary o
JI0Ka3iB, IO MIiATBEPIKYIOTh iXHI TMEpPBUHHI TINOTE3H, MPU OJHOYACHOMY ITHOPYBaHHI
CYIIepEWINBUX CBIIUCHb.

KornituBHi Mojeni MOXyTh €)EeKTHUBHO BigoOpa’kaTH MOBENIHKY KiOep3JIOUMHIIB 3
pI3HUMU PIBHSAMU aBepcii (HeraTUBHOI peakilii Ha MeBHUM TpUrep) 10 BTpAT Ta yIEepeaKeHHs
MiATBEPPKEHHS, OCSAraloud TOYHOCTI kinacudikamii npunHaiimai 0,83 y mporaosyBaHHI
KOTHITUBHUX BpaznuBocted [17]. Komu onepatop APT BusiBnse ¢aiin 3 007I1KOBUMU JaHUMU
cepBepa Ta (opMye TIOTE3y MPO ICHYBaHHS LIJIBOBOIO CEepBEpa 3 BAXKIMBUMH (aiimamu,
HaBITh MICIs YMCIEHHUX HEBJAIUX CHpo0 aBTeHTU(IKAlll BiH MOXE IIPOAOBKYBATH
JOTPUMYBATHCS TIOYATKOBOI TiMOTE3HW, IHTEPIPETYIOYM HEBIAyl SK TUMYAcOBI TEXHIYHI
npo0sieMu, a He K CIIPOCTYBAHHS CBOIX MPUITYIIEHb.

MaTtemMaTu4HO 1€ MOXKHA MpPEACTaBUTH 4depe3 mapameTp 6. € [0, 1], mo mo3Havae
4acTOTY BUSIBJIEHHS NIATBEP/DKYIOUHX JI0KA31B cepel] yCixX Al 3 mepeBipku (ainiB 00IIKOBUX
naHux. 3a ymoBH 6. >> 0,5 MOXHa CTBEpI)KyBaTH IpPO HASABHICTh BUCOKOIO pIBHS
yIepeKeHHs MIATBEePIKCHHS Y TTOBEIIHII 3JT0BMUCHUKA [ 18].

ABepcist 10 BTpaT € KOTHITHBHOK BpPa3jMBICTIO, IO NPHU3BOAUTH JIO0 HETaTUBHOL
eMoLilHOi peaklii Ha BTpaTH, HaBITb y TOMY pa3i, KOJM IepeBaru IepeBa)kaloTh Haj
pusukamu [19]. KiGep3nouwHIl, CXWJIbHI 10 YHUKHEHHS BTpaT, BIIJAIOTh TIEpeBary
MaJOpU3MKOBUM MeToAaM 300py naHux. Ha mouatkoBomy etari igeHTH iKallii cepBiciB BOHU
O00OMEXKYIOTbCS CKaHYBAaHHSIM HANOLUIBIN MOMMPEHUX MOPTIB, BIAKIAAAI0UH MEPEBIPKY 1HIINX
Ha Mi3HIMI eTanmu Ta 3AiicHIOYM ii mpuxoBaHo. [lomiOHa TakTWkKa iMiTye 3BUYAlHY
MEpEXEeBY AaKTHBHICTh, IO 3HWKYE HMOBIPHICTh BHSIBJICHHS 3 OOKY IPaBOOXOPOHHHUX
OpraHiB.

BiamoBigHO 10 Teopii NepCrneKTUB, aCHMETPUYHE CIIPHHHSTTS 3T0BMUCHUKAMH BTPAT
abo 3100yTKiIB @ € R Moxe OyTu mpencrtaBieHe (QYHKIIEI0 cyO’€eKTUBHOI KOPHUCHOCTI
u(w, A1), B kit 4; R+ mo3Havae koeilieHT, 110 KOHTPOJIIOE aBepcito 10 BTpat [20].

VY mporeci BUSBJIEHHS CEPBICIB aBepCil0 A0 BTPAT MOXKHA NPEACTaBUTH PIBHOCTAMU

(D=2):

1
_ 1
Hafh) =T —aan—doan) ()
@° AKIO =0

e, ) ={ 2)

—A(—@)° axkmow <0’
ne napametpu oo € R ta f € R mpencraBisitoTs OIliHEH1 BTpaTH a00 BUTpallll arpeCUBHOTO
BUSIBJICHHS CEpPBICIB Ta IPUXOBAHOI'0 BUSBIIEHHS CEPBICIB BIAMOBIHO.
ArpecuBHE BUSBIICHHS CEPBICIB (a):
— BHWIpallli: IIBUJIKE OTPUMAaHHS IMOBHOI iH(OpMaIlii Ipo BIIKPHUTI MOPTH Ta CEPBICH;
€KOHOMisI 4acy; MOXKIIMBICTh IIBUAKO IEPEUTH 10 HACTYITHOTO €TaIly aTaKu;
— BTpaTH: BUCOKHI PH3HK BUSBJICHHS CHCTEMaMH 3aXHCTY; MOXKJIMBE OjokyBaHHS [P-
ajZipecH; BTpaTa CTeJIC-peXKUMY; PU3UK IPUITMHEHHS BCIET onepartii.
[IpuxoBane BUSBIICHHS cepBiciB (f):
— BWIpall: HU3bKUH PU3HUK BHUSBJICHHS; 30€pEeKEHHS AHOHIMHOCTI; MOXKJIUBICTbH
TPUBAJIO] IPUCYTHOCTI B Mepexi 6e3 mio3p
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— BTpaTH: 3HA4HO Oinblne yacy Ha 30ip iH(oOpMaIlii; HENOBHI JaHi MpO IIiJIi;
MOJKJIMBICTh BTPATUTU BIKHO MOXJIMBOCTEH; PU3MK TOro0, 110 BPa3IMBOCTI OyIyTh
BHUITPABIICHI /10 3aBEPUICHHS CKAaHYBaHHSI.

Ha, p, A1) € [0, 1] — 11e AIMOBIpHICTh 3aCTOCYBaHHS arpeCUBHOTO BUSIBJICHHS CEPBICIB.

Axo a > f (BUrpaiini arpeCMBHOTO MiIX0y MEPEeBHINYIOTh IpuxoBaHi), To Ha, f, 1)) — 1
(BUCOKa WMOBIpPHICTh arpecHBHOI MOBEMiHKHM). SKmo a < [ (BTpaTh arpeCHMBHOTO MiAXOAY
3aHanTo Benuki), To ¥a, f, 4/) — 0 (mepeBara NpuxoBaHOMY HIAXONY).

[TapameTp A; mocuitoe HEraTMBHE CIPUHHATTA BTpaT: YUM Oifbiie A, TUM Ouiblie
3MIOBMHCHHK YHHUKAa€ arpecHBHUX i HaBITh NpU MOTEHIIHHO BUCOKHX BHrpamax. Lle
JI03BOJISIE MOJICITIOBATH Pi3HI TUIU 3JIOBMUCHUKIB: BiJl 00EpeXHUX (BUCOKE A;) 10 PU3UKOBUX
(am3pKe A7). 0 € R mpencrasmisie mapaMeTp, 10 KOHTPOJIIOE KPUBU3HY 0(w, A).

t € R BHU3HAuae, HACKUIbKU «CTaOlIbHUM» abo0 «HemependadyBaHUM» €
KiOep3JI0uMHELb y CBOiX PIMIEHHSX; HACKUIbKU «pillyde» BIH IpHilMae pIIIEHHS MIXK
arpeCHBHUM Ta IIPUXOBAHUM CKAHYBAHHSIM.

Bucoke 7 (Brcoka 4y TIHMBICTB):

— KiOep3JI0YnHelb MPUHMAE YiTKi, KATETOPUYHI PIIIICHHS;

— HaBiTh HEBENMKa Pi3HULS MK 0(a, A1) Ta v(f, A/) NIPU3BOAUTH O OJHO3HAYHOIO

BUOOpY;

— Y mBuako Habmkaetses 10 0 a6o 1;

— TIOBEJIHKA 3JI0BMHCHHUKA «a00 MOBHICTIO arpeCUBHO, a00 MOBHICTIO IPUXOBAHOM.

Hu3sbke T (HU3bKa Yy TIIMBICTS):

— kiOep3/0YnHeIb MPUHMaEe OLTBIIT PI3HOMAHITHI «PO3MHUTI» PIIIICHHS;

— HaBiTh 3HAYHA PI3HMII MDK BapiaHTAMH MOXKE MPU3BECTH 10 MPOMDKHUX 3HAYCHb
¥,

— OlIbllle HEBU3HAYEHOCT] B MOBEAIHIII 3JIOBMUCHHUKA;

— TIOBEAIHKA: 3MIIIaHUHN MiAXI, YaCTKOBE CKaHYBAaHHS.

IMomMujka HeBiAINIKOJAOBAHMX BHUTPAT y BHOOpPI wijedl po3MIUpPeHUMMH CTiIHKUMM
3arpo3amu. llle opHi€l0 BaXIMBOI KOTHITUBHOK YIEPEKEHICTIO, IO BIUIMBAE Ha
MPUMHATTS PpIlIeHh KiOEep3JOYMHIIMHU, € TIOMHIIKA HEBIANIKOJOBaHUX BUTpaT (sunk cost
fallacy). Ileit mncuxosoriyunuii (EeHOMEH XapaKTepu3ye CXHJIBHICTh JO0 MPUHHATTS
CyOONTUMAJbHUX pIlIEHb HAa OCHOBI paHillle BUTPAYeHMX pecypciB, a He MalOyTHIX
ouikyBaHux mnpuOyTkiB [21]. ¥V cenci APT 3nouwHIl, $Ki NPUITYCKAIOTHCS TTOMUIIKH
HEBIJIIKOJOBAaHUX BUTPAT, BUSBIISIFOT BUPAXKEHY CXUJIBHICTD 0 MPOAOBXKEHHS i, K1 BXKe
NOIJIMHYJIM 3HA4YHI 4YacoBl Ta OOYMCIIOBAJIbHI pECypcH, HE3aJIeKHO Bl iX IOTOYHOI
KUTTE3AATHOCTI YU CTPATETYHOT LIIHHOCTI.

Jns dhopmamizanii i€l MOBEIIHKOBOI MOZENI PO3TIsSHEMO JaHamadrt 3arpos, Mo
ckiagaeTbest 3 () NOCTYMHUX MLIed, e KoxHa i x4 € Q = {1, ..., Q} mpencraise
NOTCHIIMHY ~ MOXJIMBICTE  JOCATHEHHS. CHpUHWHATY KOPHCHICTh I[Nl 4  MOXKHA
kBaHTH(IKyBaTH yepe3 QyHKiito orinoBanus V(u) : Q — R.

iHIiHa MOJIENTb KOPUCHOCTI MOKe OyTH mpecTaBieHa piBHicTIO (3):

V() = p(u) + psk(e), 3)
ne p(u) : Q — R — QyHKIiS BUHArOpo/Id, 0 KBAaHTU(IKYE OUIKyBaHY KOPUCTH BiJl PO3MOILTY
pecypciB Ha minb u; k(x) : Q — R mo3Hadae KymynaTuBHY (YHKIIFO HEBIAIIKOJOBAHUX
BUTpAT, IO MPEACTaBISE pecypcd, paHimie BuTpaueHi Ha g Ilapamerp us € R+ coyxuth
MacmTaOyrouuM KOoedillieHTOM, SKUH PEryiio€ BEIMYUHY BIUIMBY HEBIAIIKOAOBAHMX BUTPAT
Ha TPOLIECH MPUUHATTS PillIeHb.

VMoBipHicTs BUGOPY Iiji BU3HAYAETHCS NIISXOM 3aCTOCYBAHHS TIPOLEAYpH Softmax-
HOpMaJIi3allii Ta ONUCYETHCS PIBHICTIO (4):

Vi

ps (1) = m , (2)
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Jie UIMOBIpPHICTh BUOOpPY LIl 4 HPOMOpLiiHA i CIpUHHATIA KOPUCHOCTI BITHOCHO CYKYIHOL
KOPHUCHOCTI BCIX IOCTYIHUX LIJIEH.

s MatemaTMyHa MOIETb BiZOOpa)ka€ OCHOBHY XapaKTEPUCTHKY TMOMUIKHU

HEBIIIIKOAOBAHUX  BHUTpPAT, MO0 IMOJSIra€e y  CHCTEMaTHYHOMY  IIE€PEOIiHIOBaHHI
KIOEp3JIOUMHIISIMU paHillle BUKOPHCTOBYBAaHUX TAaKTHUK, IO MOTCHIIIHHO NPHU3BOAUTH 0
TPUBAJIOTO 3aJy4EHHS 10 CKOMIPOMETOBaHUX a00 cyOONTUMaIbHUX BEKTOPIB aTak (METOIIB
peamizarii kibepaTaku, 10 37aTHI JaTH PE3ynbTaT, MPOTE MOCTYMAIOTHCA ONTHMAIHHUM 32
e(EeKTUBHICTIO JJOCATHEHHSI I[JIeH 3JT0BMUCHUKA) [22].
AanTHBHA KOTHITUBHO-TEMIIOPAJILHA MOJAeJb JAUMHAMIKH JIOTiYHHUX TATEpPHiB
ki0ep3/0unHLIB. AHaNI3 OKPEMUX KOTHITUBHUX YNEPEIKEHb, 1110 BINIMBAIOTh HAa MOBEAIHKY
oneparopiB APT 3a0e3neunB MOKJIUBICTb 3pOOMTH BHCHOBOK PO HEOOXITHICTH PO3POOKH
KOHIIETITYaJbHOI KOMILUIEKCHOI MOENi, fka O BpaxoByBaja IMHAMIUYHY B3a€EMOMII0 PI3HHUX
MICUXOJIOTTYHUX (aKTOpiB Yy yaci Ta iX aJanTUBHY 3MiHY i BIUIMBOM 30BHIIIHIX YMOB i
HakonuyeHoro gocBimy [17]. Tpagumifini maxomu OO0 MOICIIOBAHHS — IOBEMIHKH
K10€p3JI04MHIIIB PO3IJIAAAIOTh KOTHITUBHI YHEPEIDKEHHs SIK CTaTU4HI XapakTepucTuku [18,
23], mo He BinoOpakae peanbHy AuHaMIKy noBrorpuBanux APT-kammaniid, siki MOXYTb
TPUBATHU MICALSIMU a00 pOKaMH.

VY 1t po6oTi 3amporOHOBAaHO I1HHOBAIIWHY aJaNTHBHY KOTHITHBHO-TEMIIOPAJIbHY
monenb (AKTM), mio iHTerpye MHOXXWMHHI KOTHITUBHI yIEPEKEHHS y €AUHY JHHAMIYHY
CHCTEMY 3 MEXaHI3MaMH HaBYaHHs Ta ajaanraiii. Ha Bigminy Bij ctatmuaux moxeneid, AKTM
MOJIETIOE€ KOTHITUBHUM MPOQUIb 3JI0BMUCHHUKA SIK OaraTOBUMIPHUN BEKTOP YHEpEIKEHb, 110
€BOJIIOLIIOHYE MPOTAroM TpuBanoi APT-kaMmaHii mif BIVIMBOM pe3yjbTaTiB MOMNEPEAHIX Mii,
3MIHHM YMOB 3aXHUIIEHOCTI L1JIbOBOI MEPEX1 Ta HAKOMMMYEHHS OIlepalliifHoro A0CBiay.
Maremaruunuii amapat wmoaeai. PopManbHO, KOTHITHBHUK cTaH omepatopa APT y
JUCKPETHUH MOMEHT Yacy ¢ MOXKHA MPEJCTAaBUTH y BUTJISII 0araTOBUMIPHOTO BEKTOpa

(1) = [0c(2), Al®), pus(0), CalD)], )

ne 60.(f) € [0,1] — koedimieHT yrepemKeHHs MiATBEPIKEHHS B MOMEHT 7;
A(f) € R+ — mapamerp aBepcii 10 BTpaT B MOMEHT £;
Us(f) € R+ — xoedillieHT BILTMBY HEBIIIIIKOJOBAHUX BUTPAT B MOMEHT f;
) € [0,1] — 1iHmekc aganTUBHOI Ham’sATi (IapameTp, IO XapaKTepusye 3HaTHICTb
KiOep3oYnHIIA MOIU(IKyBaTH CBOIO MOBEIIHKY Ha OCHOBI MOMEPEIHHOT0 TOCBINY).

[Tapametp &u(f) BimoOpaxkae KyMYJSITUBHHI BIUIMB TONEpPENHIX pe3yJbTaTiB Ha
MOTOYHI PIllICHHS Ta BU3HAYAETHCS PiBHICTIO (6):

I |
£, = ;Z /IR, (6)

ne v € (0,1) — xoedimient 3a0yBanHns (discount factor), R; € {-1, 0, 1} — pe3ynbTar aii B
MoMeHT i (-1 — HeBnaua, 0 — HEMTpaJIbHUM Pe3yabTaT, | — ycIix).
MexaHi3M TeMmopajabHOi eBoJIIOWii. EBOJIONIS KOTHITUBHOIO NPOMUI0 OMHCYETHCS
CHUCTEMOIO DI3HUIIEBUX piBHAHb (OCKiibkun APT-omeparii BinOyBarOThCS JIHUCKPETHUMH
eTaraMm):

O+ 1) = D(r) + At - G(D(¢), E(1), H(t)) + £(2), (7)
ne G: R* x R” x R — R* — (hyHKIisl KOTHITHBHOIO OHOBJIEHHS;
E(f) € R” — BekTop 30BHIIIHIX YMOB (piBEHb 3aXHINEHOCTI MEPEXKi, 4ac JO BUSBICHHS,
JOCTYTHICTD IITeH);
H(¢) € R™ — BekTOp HaKonmu4eHO1 icTopii onepariii (ycrixu, HeBladi, BUSBICHHS);
e(t) ~ N(0, X) — cToxacTUYHUH IIIyM 3 KOBapiamiitHOI MaTPHIICIO X;
At — TUCKPETHUH KPOK Yacy.

OynkIist G MoaeMOEThCS PiBHICTIO (8):
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G(D(¢), E(?), H(?)) = A - tanh(W1D(t) + W2E(t) + W3H(t) + b), (8)
ne A, Wi, Wy, W3 — marpuni napamerpiB, b — BekTop 3mimieHHs, tanh (rimepOomiuauii
TaHTEHC) 3a0e31euye 0OMEXEHICTh 3MiH.

ANanTUBHUH MeXaHi3M NPUIHATTS piteHb. /{111 KOXHOT MOTEeHIIHHOT im © € Q QyHKIisa
KOPHCHOCTI B MOMEHT ¢ BU3HAYAETHCS K 3BaKCHA KOMOIHAIIISI 1HAUBIIyaIbHUX KOMIIOHEHTIB
yIepeIKeHb:
U(w, ) = wi(f): Udw, 1) + wa(£)- Ul o, 1) + wi(?)- Us(o, 1) + wa(t) Ua(o, ?), 9)
ne Ud®, £) — KOPUCHICTb 3 TOYKU 30py YIEePEIKEHHS MiATBEPPKEHHS ;
Ui(®, ) — KOpUCHICTH 3 ypaXyBaHHSM aBepcii 10 BTPaT;
Us(®, f) — KOPUCHICTb 3 BpaXyBaHHSIM HEBIIIIKOIOBAHUX BUTpAT;
Ud(o, f) — ananTuBHa KOMIIOHEHTA Ha OCHOB1 HAKOMUYEHOTO JIOCBITY.
Baru w(t) = [wi(?), wa(f), wi(f), wa(f)] BU3HAUAIOTHCS Yepe3 KOHTEKCTHO-3aJICKHUM
MeXaHi3M yBaru
w(f) = softmax(®(r) © C(?)), (10)
ne softmax — maremaTtuyHa (yHKIS, SKa IEPETBOPIOE BEKTOP IINCHUX YHUCEN Y BEKTOP
HMoBIpHOCTEH, cymMa skuX AopiBHIOE 1; C(f) KOHTEKCTHHI BEKTOp MOTOYHOI cuTyarii, (O —
ornepauist Aramapa (oejeMeHTHUH 100y TOK).
KokHa KOMITIOHEHTa KOPHCHOCTI aJanTyeTbCs OO0 KOHKPETHOTO KOTHITUBHOTO
yIIepeIKECHHS:

Udw, 1) =0.2) - conf(w, £) + (1 — 07)) - obj(m, 1), (11)
ne conf(w, ) — CTymiHb MIATBEP)KEHHS MONEPENHIX rimore3 Mg o, obj(m,t) — 00’ekTUBHA
LIHHICTH L1l.

U o(o,0) = { ;j(o) AKImo p(e) =0 ’ (12)

=4 (Olp(e)|  axmo p(e) <0

ne p(®) — ouiKyBaHa BUHAropojia/BTpaTa BiJ i .

Us(o, 1) = p(0) + us(1) - ko, 1), (13)
ne k(, f) — KyMyJISTHBHI HEBIIIIKOOBaHI BUTPATH HA IJIb ® 0 MOMEHTY £.
AJITOPUTM OHOBJIEHHSI mnapaMeTpiB. Mojenp BKIIOYAaE MeXaHI3M HaBYaHHS uepes
MIIKPITIIICHHS JJ1s1 OHOBJICHHS KOTHITUBHUX MTapaMeTPiB:

O+ 1) =D(1) +n - VO J(D(1)) - n(R(7)), (14)
ne n € (0,1) — mBUAKICTh HABYAHHS;
J(®) — dpyHKIis TKOCTI;
R(?) — BexTOp BuHaropon 3a nepion [z, t+1];

1 — g~ HIR]

n(R) = ————— — GYHKIIsI YYTIUMBOCTI 110 PE3yJIbTATIB 3 Hapamerpom S5 > 0.
1 4 e ARl

3anporoHoBaHa y wuid pob6ori AKTM mnpexncraBise KijibKa KIOYOBUX IIepeBar
MIOPIBHSHO 3 ICHYIOUMMHU M1IX0JaMU 10 MoJentoBaHHs noseinku APT -oneparopis:

1. Ha BinMiny Big cratuyHux mopeneil, AKTM BpaxoBye €BOJIOLII0 KOTHITUBHUX
ylepepkeHb NpoTAroM TpuBaioro mepiony. Lle xputuuno BaxkiamuBo misi APT, ockiigbku
OIepaToOpu MOXKYTh 3MIHIOBATH CBOIO MOBEIHKY Ha OCHOBI MOMEPEIHIX YCITXiB, HEBAA4Y a00
3MIiHM YMOB 3aXHILEHOCTI I[1JIbOBOT MEPEXKI.

2. Monenb He po3riisifae ynepelkKeHHs 130JIb0BaHO, a MOJIEIOE IX B3aEMOJIII0 Uepes3
MEXaHI3M KOHTEKCTHO-3aJeKHMX Bar. lle BimoOpaxae peanbHICTh NPUUHSATTS pillleHb, /€
KUIbKa [ICUXOJIOTTYHUX (PaKTOPIB MOXKYTh OJHOYACHO BILJIMBATH HA BUOIP TAKTUKU.

3. AKTM 3a0e3neuye MOXJMBICTb IPOTHO3YBAaTH MaWOyTHIO  IOBEMIHKY
KiOep3JI0YMHIIIB Ha OCHOBI iX KOTHITUBHOro mpodimo Ta icropii miii. Lle moxke 3HaYHO
MOKPAIUTH €(PEKTUBHICTH MPOAKTUBHUX 3aXMCHUX CTPATErii.

4. Tlapamerpu Mojneni MOXYTh OyTH HajJalITOBaHI N KOoHKpeTHUX APT-rpyn Ha
OCHOBI CITIOCTEpEKYBAHMX MOBEAIHKOBHUX IMaTEPHIB, L0 J03BOJSIE CTBOPIOBATH OUIBII TOYHI
MOJIEITi 3arpo3.

5. Po3yMmiHHS KOTHITUBHUX YIIEPEIUKCHb [a€ MOXJIHMBICTH PO3POOJISITH 3aXUCHI
MEXaHi3MH, IO eKCIUIyaTyloTh IIi ymepemkeHHs. Hampuxiaa, MoXXHa CTBOPIOBATH
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«IIPUMaHKN», 1110 BUKOPUCTOBYIOTh YNEPEIKEHHS MiATBEPUKEHHS JJIs BIBOJIIKAHHS yBaru
3JI0BMHUCHHUKIB B1J] CIIPABXKHIX I1JIeH.

6. Mogenp Moxe 11eHTU(]IKYBaTH MOMEHTH, KOJM KOTHITUBHUH mpodiab
3JI0BMHCHHKA KapJAUHAIbHO 3MIHIOETHCS, 1[0 MOXKE CUTHAII3YBAaTU PO 3MiHY (a3u ataku abo
MOSIBY HOBMX YYaCHHKIB KiOepaTakH.

[Ipaktnune 3actocyBanHs AKTM mnorpeOye kamiOpyBaHHS HapamMeTpiB Ha OCHOBI
eMITIPHYHUX JaHUX PO MoBeniHKy KoHKpeTHUX APT-rpym. Lle Moxxe OyTH JOCATHYTO 4Yepe3
aHaJi3 )KypHaJiB 0e3NeKH, CUCTEM-NIACTOK, K1 IMITYIOTh BPa3jMBHUil KOMII t0Tep abo Mepexy
Ul TpuBaOJieHHs KiOep3Jo4MHIB, Ta IHIIMX JpKeped 1Hdopmalii [po TaKTUKU
3I0BMHUCHUKIB. Banigaimis mMozgeni Moxe 311HCHIOBAaTHCS 4yepe3 MOPIBHAHHS MPOTHO30BaHUX
MOBEIIHKOBUX TPAEKTOPIl 3 pealbHUMU CIIOCTEPEKEHHSIMU BUKOPUCTOBYIOUM METPHUKH
KOTHITUBHOI y3TOJI)KEHOCTI.

3anpornoHOBaHa MOJAENb BIJKPUBA€ HOBI NMEPCHEKTUBM JUIsI PO3BUTKY aJalTHBHUX

cucTeM KiOepOe3meku, MmO 37aTHI mHepembadaTH Ta MPOTHAISATH eBoMoIlii TakTMKk APT-
OlepaTopiB 4Yepe3 TIUOOKE PO3YMIHHS iX TICHMXOJOTIYHHUX MOTHBAIlid Ta KOTHITUBHHX
00MEXKEeHb.
BucHoBku. Y po0OOTI JOCHIPKEHO ()EHOMEH KOTHITUBHUX YNEPEKEHb (JIOTIYHUX MaTEpHIB)
K KpUTHUYHOro (akTopy (opMyBaHHS IOBEAIHKM KiOep3siouuHLIB Yy KoHTekcTi APT.
BcranoBineHo, mo HeXTyBaHHS 0a30BOI0 YacTOTOK MNPH3BOAMTH JIO MEPEOLiHEHHS
3HAYYIIOCTI OKPEMHUX IHIUKATOPIB IIUJIeH; YNEpeIKEHHs IMATBEPI)KEHHS CIIOHYKA€E 0
CEJICKTUBHOI'O aHai3y iH(pOpMAIlii; aBepcis 10 BTpaT BU3HAYAE BUOIP MK arpeCHBHUMHU Ta
IPUXOBAaHUMH METOJaMM IPOBEJIEHHS aTakK; MOMMJIKA HEBIJIIKOJAOBAaHUX BUTPAT 3yMOBIIIOE€
IIPUB’SI3aHICTh 0 CYOONTUMAJIbHUX BEKTOPIB aTAKU HABITh 32 YMOB HU3bKOi €()EKTUBHOCTI.

Po3pobiieno marematmuHuil amapaT s (opmanizanii KOrHITUBHUX YIEpPEIKEHb
yepe3 mapaMeTpuyHI MOJENi, IO JO03BOJISIE KiJBKICHO OIIHIOBATH iX BIUIMB Ha MPOIECH
NPUAHATTSA pilleHb 3JOBMHUCHHKAMM. 3allpOIIOHOBAHO MapaMeTpu 6. AN yrnepelkeHHs
MIATBEPDKCHHS, A; JUI aBepcii O BTpaT Ta s JUIS HEBIIIIKOAOBAaHWUX BHUTpaAT, SKi
3a0e3MeYyl0Th MOXIMBICTH TPOTHO3YBAaHHS BUOOPY I 1 TaKTHUK KiOEp3JOYHMHIIB Ha
OCHOBI 1X KOTHITUBHOr0 npodimo. CTBOpEHO aJanTHUBHY KOTHITUBHO-TEMIIOPAJIbHY MOJIEb,
IO TPEICTABJISE TMPUHIIMIIOBO HOBUH MiAXiJ JO MOJCITIOBAaHHS JTHHAMIYHOI EBOJIOLIT
nosenlinku omnepatopiB APT. Monens iHTerpye MHOXKMHHI KOTHITHBHI YIEpEIKEHHS depe3
MexaHi3M softmax-HopMmamizanii Ta 3a0e3ledye aJanTUBHUNA NEpPEepo3NOAIT yBarm MIXK
PI3HUMHU TCUXOJIOTIYHUMHU (DaKTOpaMM 3aJ€KHO Bl KOHTEKCTy omepauii. JloBeneHo, 1o
TEMIIOpaJlbHa KOMIIOHEHTa MOZENl J03BOJISE€ 11EHTU(IKYBATH KPUTUYHI TOYKU 3MIHU
MOBEIIHKOBUX TAaTEPHIB HA OCHOBI HAKOITMYEHOT'0 JTOCBIAY YCIiXiB 1 HEBJA4 3JIOBMUCHHKIB.

Bu3HaueHO mpakTM4HI 3acCTOCYBaHHS 3alpPOMIOHOBAHOI MoOAENl M PO3poOKH
IepCOHAII30BAaHUX CHUCTEM BUSBJICHHS 3arpo3, ONTHMI3allii cTpaTerii akTUBHOI OOOPOHM Ta
CTBOPEHHSI aJIalITUBHUX CHUCTEM-NACTOK IS IMITallli Bpa3IMBOro KOMII'IOTEPA YU MEPEXKI JJIsl
BBEJICHHS B OMaHy Ki0Oep3younHLiB. OOIpYHTOBAaHO MOXKJIMBICTh €KCILIyaTalli KOTHITUBHUX
YOEPEIKEeHb JJI MIJBULICHHS €()EKTUBHOCTI 3aXUCHUX MEXaHI3MIB LUIIXOM CTBOPEHHS
YMOB, 1[I0 TMPOBOKYIOTh IIPOTHO30BaHI IOMHUJKA B  pIilIEHHAX  KiOEP3JIOYUHIIIB.
MiXauCIUIUTIHAPHUN TIIX1J, SIKAH TOETHYE METOAN KOTHITHBHOI ITCHXOJIOTI, Teopii irop ta
MaIIMHHOTO HaBYaHHS, BIIKPUBA€E HOB1 NMEPCIEKTUBH JUIA BUPINICHHS aKTyaJbHUX MPoOJieM
kiOepOe3nekn B yMOBax 3pOCTAlOY0i CKJIAJHOCTI Ta TPHUBAJIOCTI CydacHHX KiOeparTak.
Pe3ynmpTatn MOCHi/KEHHST CTBOPIOIOTH TEOPETUYHY OCHOBY ISl TOJAJBIIOTO PO3BHUTKY
MOBEIIHKOBO-OPIEHTOBAHUX CHUCTEM KiOepOesneku.
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MODELING DYNAMICS OF CYBERCRIMINALS’ LOGICAL PATTERNS
0. Kovalchuk!, R. Ivanytskyy?, L. Babala!

"West Ukrainian National University
11, Lvivska Str., Ternopil, 46009, Ukraine
2Ternopil Volodymyr Hnatiuk National Pedagogical University
2, M. Kryvonosa. Str., Ternopil, 46009, Ukraine
Email: olhakov(@gmail.com, romikiv(@ukr.net, ludaduma7@gmail.com

The study investigates the impact of cognitive biases on the behavior of cybercriminals in the context of
advanced persistent threats (APTs). Four key cognitive biases are analyzed: base-rate neglect, confirmation bias,
loss aversion, and the sunk cost fallacy. It is established that base-rate neglect leads to overestimating the
significance of specific target indicators; confirmation bias drives selective information analysis; loss aversion
determines the choice between aggressive and stealth attack methods; and the sunk cost fallacy results in
attachment to suboptimal criminal strategies. A mathematical framework is developed to formalize cognitive
biases through parametric models with corresponding coefficients for confirmation bias, loss aversion, and sunk
cost fallacy. An adaptive cognitive-temporal model (ACTM) is proposed, integrating multiple biases into a
single dynamic system with mechanisms of learning and adaptation. The model accounts for the temporal
evolution of the cognitive profile of cybercriminals and enables adaptive redistribution of attention among biases
depending on specific cyberattack conditions. Practical applications of the model are identified for developing
personalized threat detection systems, optimizing active defense strategies, and designing adaptive honeypot
systems for deceptive targeting of adversaries. The study substantiates the possibility of exploiting cognitive
biases to enhance the effectiveness of defensive mechanisms by provoking predictable decision-making errors
among cybercriminals.

Keywords: mathematical modeling, logical patterns, cognitive profile, cybersecurity, Advanced Persistent
Threats (APT), decision-making, cybercrime.
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PO3risHyTO KJIIOYOBI NPMHIMIM Ta IHepeBard 3acTocyBaHHI WMS-cucreM B ympapiliHHI
CKJIaJICBKUMHU  Tpouiecamu. [IpoaHamizoBaHo cyyacHi MiAXOAM O  opradizamii
iHBeHTapu3alii B po3JpiOHii TOPriBii Ta 3alpPONOHOBAHO BIACHUH KpocruiaT(GopMHHUIA
3aCTOCYHOK, peanizoBaHud 3 BHKOpuctaHHsM TexHousoriii C# ta MAUIL Po3poGnenuii
IHCTpYMEHT HiATpUMYE POOOTY sSK Ha MOOUIBHHUX HPUCTPOSIX, TaK 1 Ha CTallilOHAPHUX
KOMIT'10Tepax, 3ade3rneuye (QyHKII jonaBaHHs, 30epiraHHs Ta MOLIYKY TOBapiB, a TaKOX
MmiZBUINYE e(QEeKTUBHICTh YIPABIIHHS 3amacamMu. Y paMKaX po3poOKH peasizoBaHO
(YHKIIOHAT MOHITOPDUHTY TOBapHHX 3JHIIKIB Yy peaJbHOMY Yaci, BH3HA4YEHHS iX
pO3MillleHHsI Ha CKJIaJi Ta aBToMmaru3amii TmpoleciB iHBeHTapu3auii. [IpencraBneHi
pe3yJIbTaTH MOXYTh OYTH BIIPOB3/KEHI B MPAKTHYHY AiSUIbHICTH TOPTOBHX IiIANPUEMCTB
JUTSL T ABUILEHHS IIPOTYKTHBHOCTI IIEPCOHAIY TA 3MEHIIEHHS BIUIHBY JIFOJICHKOTO (aKkTopy.
Karwuogi cioBa: WMS-crcreMa, MOHITOPHHT, IHBEHTapHU3aIlisl, KPOCIUIAT)OPMHICTS.

Beryn. PamioHanpHe ympaBiiHHS CKJIAQJICHKHMH 3allacaMy  BIJICpa€ BaXIMBY pOJb Y
3a0e3MeYeHH] YCHIMIHOI AISUIBHOCTI MiANPUEMCTB, OCOOJIMBO B pO3/ApIOHIN TOPriBii, A€
Oe3nepebiifHa HasBHICTh MPOAYKIT HA MOJMISIX € KPUTHUYHOIO. BUKOpucTaHHS 3acTapiiiux
METOZIB O0OJIIKy, TakuxX SK IMarnepoBl HOCIi YW EJEKTPOHHI TaONHIl, YacTO CHPUYHHSIE
MOMWJIKM Ta YCKJIAJHIOE TIPOLEC KOHTPOJIO TOBApHUX 3aiMIuKiB. lLle cBimuuTh mpo
aKTyaJlbHICTh BIIPOBA/DKCHHS CYYacHHX HU(POBHX IHCTPYMEHTIB, 3JATHUX ONTHMI3yBaTH
IHBEHTapHU3allilo Ta MiABUIIUTH €(DEeKTUBHICTh CKIIAJCbKUX OMepariil.

Merta poGoTrH. Bumorum mnpakTUKM [0 pO3pOOKH KpocmiaarGopMHHUX JOAATKIB, IO
(GYHKIIOHYIOTh K Ha JECKTONMHHUX, TaK 1 Ha MOOIMBHMX IatgopMmax Ui MiATPUMKHU
MpaliBHUKIB MiJ] Yac 1HBEHTapH3allii ToBapiB y MarasuHi, € JOCUTh BUCOKUMHU. MeTOr0 JTaHOi
pobOTH € CTBOPEHHS KpPOCIUIAT(GOPMHOIO JOJATKY 3 HU3BKUM PIBHEM PECYPCOEMHOCTI Ha
ocHoBl mnpuHIMIiB WMS-cuctem (Warehouse Management System) ans edekTHUBHOro
YIIPaBJIiHHS 3aMacaMy Ta KOHTPOJIIO TOBAPHUX 3aJIMILKIB.

OcHoBHa yacTuHa. IlpoBenenuii anamiz WMS-cucrem [1], aHanOriyHUX MPOrpPaMHUX
pimeHb Ta KpocmiatrGopMHUX (GPEHMBOPKIB 03BOJUB BHSIBUTH KIIFOYOBI IepeBaru W
HEOMIKM KOXHOr0 MHIAXOAY, L0 BapTO BpaxoBYyBaTH IpuU po3poOui abo BHOOpl cucTeMu
ynpaBiiHHA ckiagoMm. Cepen WMS-cucreMm crnocTtepira€Tbesl YITKUH PO3MOALT 3a PIBHEM
aJanTUBHOCTI Ta CKJIAJAHOCTI BIpoBaJkeHHs. KopoOkoB1 pillleHHS € TPOCTUMU Y
BCTAHOBJICHHI, MPOTE OOMEKEHI B HaJAIITyBaHHI. AJIaTOBaHI CHUCTEMH € HaHKpaluMm
BHOOpPOM JIJIsl cepeaHbOro Oi3Hecy, 3a0e3neuyrun THYYKICTh Ta PO3MIMPIOBAHICTh. 3aMOBHI
CHCTEMH, MO PU BUCOKY BapTICTh 1 TPUBAIMM MK BIPOBAKEHHS, 3a0€31eUy0Th HAWBHIITY
e(pEeKTUBHICTh JUISl BEJIMKUX MIJOPUEMCTB 13 CKJIAJHUMHU JIOTICTUMHUMM HOTpedaMu.
Bonnouac, xmapHi pilieHHs 3a0e3MeuyroTh MBUAKUN CTapT 1 3MEHIIEHHS eKCIUTyaTalliiHUX
BUTpAT, OJHAK 3ajeXaTh Bl CTOPOHHIX MpoBaiifepiB. Y paMKax MOPIBHAJILHOI'O aHami3y
icHyrounx pimenb, 30kpema Odoo ta DNTrade [2], BusBIEeHO, moO 0OWIBa MPOAYKTH
9aCTKOBO 3aJI0BOJILHSIOTH TTOTPEOU YIPABITIHHS CKJIaJIOM, OJIHAK MAalOTh CYTTE€BI OOMEXEHHS.
Odoo mpomoHye TiCHY iHTerpaimito 3 IHIMMH Oi3HEec-polecaMu, aie He 3ade3mneuye
JIeTaJIbHOT'O YIPABIiHHS MPOCTOPOM CKJIAAY, @ TAKOXK BHMarae JOJAaTKOBHUX HaJAIITyBaHb i
Butpar. DNTrade € nmoctymHimmM, mpoTe MeHII (YHKIIOHAJIBHUM — BIACYTHI 3BITH Ta
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MOBHOIIIHHE YIIPABJIiHHS MEPCOHAJIOM, IO OOMEXye MOXJIMBOCTI MacmrtaOyBaHHs. [llomo
kpocmiarpopmuux  gpermBopkiB, MAUI Big3HAYa€ThCsi BHCOKOK MPOAYKTHBHICTIO 1
CTaOlJIbHICTIO, TIPOTE Ma€ OOMEXEHY €KOCUCTEMY Ta BEeNnUKYy Bary noaatkiB [3]. React Native
3a0e3rnedye MBUAKY pO3pOOKY M aKTHBHY MiATPUMKY CIUIBHOTH, OJHAK HE MIIAXOAUTH IJIs
ckianHoi rpadiku i morpedye AOJATKOBUX pillleHb Ui onTuMizarii iHTepdeticy mix iOS.
Flutter, xoua i moTpeOye BUBYEHHS MOBHU Dart, BUPI3HSETHCS MOTYKHUMH 1HCTPYMEHTaMHU
JUIs CTBOPEHHS (DYHKI[IOHAJLHUX 1HTEPQEHCIB Ta BHCOKOI MPOAYKTUBHICTIO, ajieé Ma€ MeBHi
TEXHIYHI  OOMEXKEHHs  4epe3 1€ He TOBHICTIO  CTaOUTI30BaHy  €KOCHCTEMY.

TakuMm unHOM, eekTuBHE BIpoBamkeHH WMS-cucremu notpedye 30aaHCOBAHOTO
BHOOpPY Mk (PYHKIIOHATBHICTIO, MACIITAOOBAHICTIO Ta BapTiCTIO. A BUOip HpeiiMBOpKY mst
pO3poOKH Oe3rmocepeHbO 3alIeKUTh Bl CKIAAHOCTI NMPOAYKTY, CTPOKIB peanizaulii Ta
HAasSBHUX TEXHIYHUX PECYPCIB.

Jing  ontumizanli  IHBEHTapu3alllMHMX MpoueciB  OyJo BUPIIMIEHO CTBOPUTH
KpocnaaTGOpPMHHMIA 3aCTOCYHOK, 110 MOEAHYE MOXIUBOCTI WMS-cucteM 1 BpaxoBye moTpedu
manoro Oi3Hecy. BiH 103BONMTH HMIBUAKO 3HAXOAWTH TOBAapU 3a HA3BOIO YU LITPUX-KOAOM,
nepernasgaTi 3aluIIKH Ta Miclle3HaXoMKeHHs mpoaykmii. KiouoBoro oco0muBicTiO €
CHCTEMa aKayHTIB 13 PO3MOJIJIOM pPOJIEH 1 3aXUIIEHUM 30€piraHHsIM MHapoiiiB. 3aCTOCYHOK
Oyne migTpuMyBaTH 0a30Bi omepalii 3 ToBapaMu — JOJaBaHHs, peJaryBaHHs, BUJAJICHHS, a
Tako’X (opMyBaHHs 3BITIB. AJMiHICTpaTOp OyTH MaTh NOBHUM JOCTYN [0 KEpyBaHHs
CHCTEMOI0. 3aBJISIKM JIOKaJIbHINM 0a3i JaHWUX TOJAaTOK Oyje MmpaifoBaTH HaBiTh O€3 iHTEpHETY,
1110 0COOJIMBO BaXKJIMBO 32 YMOB HECTaO1IbHOTO 3B A3KY.

Jnst 30epiranHs JaHUX y CHUCTeMl IHBEHTapH3allii MPOMOHYEThCS pelsiiiiHa 0asza
JaHUX, SIKa MICTUTh OCHOBHI CyTHOCTI, He0OXiHi s QpyHKUiOHYBaHHS A0AaTKy. CTpyKTypa
0a3u MoOyJ0BaHa TaKMM YHMHOM, 100 3a0e3meunTd e(EKTUBHE YIPaBIiHHS KOPUCTyBadyaMu
Ta TOBapaMH, a TAKOX CIPOCTUTH MPOLIECH MOIITYKY, peAaryBaHHs Ta OHOBJICHHS 1HdopMariii.

VY 06a3i manux Bu3HaueHo aBi ocHOBHI cytHocTi: User (KopuctyBau) ta Product
(ToBap). PosrnsitHemo cxemy 6a3u 1aHuX Ta ii e1eMeHTH puc. 1.

Cytaicte User (KopucrtyBau) BiamoBinae 3a ympaBiiHHS OOJIKOBUMH 3alHcaMu
CIMIBPOOITHUKIB 1 KOHTPOJIb TOCTYNy a0 (pyHKUIA nomatky. Mictute yHikampHHi ID (int,
MEePBUHHUNA KJIIOY 3 aBTOlHKpeMeHToM), im’s (Name), yHikansHuit gorin (Login),
sammdpoBanuit maponb (Password) ta ponp (Role), mampuknan, «Anmiricrpatop» ado
«[TpaniBauk». Po3nomin poneit 3abe3nedye pizHi piBHI JOCTYIY IS IMiIBUIIICHHS O€3MEKH.

Product
1 ID :integer
2 Name : string User
3 | Category : string 1 | ID: integer
4 | Barcode : string 1 2 | Name : string
5 | Quantity : float 3 | Login : string
6 | DateOfExpiration : string 4 | Password : string
7 | Price : float 5 | Role: string
8 | UpdatedBy : string < H
9

ShelfNumber :integer

Puc. 1. Cxema 3B’ s13ky 0a3u gaHUX Ta ii eJIEMEHTH

Cytnictb Product (ToBap) 36epirae iHdpopMmalito po ToBapu Ha CKJIaji Ta B Mara3uHi:
ynikanbHui 1D, Ha3By (Name), xareropito (Category), mrpux-kox (Barcode), kinbkicTh
(Quantity), tepmin npugatHocti (DateOfExpiration), miny (Price), ToriH OCTaHHBOTO, XTO
onoBiroBaB ToBap (UpdatedBy) ta Homep momuti (ShelfNumber). Taka cTpykTypa 103BOJISIE
IIBUJIKO IIYKATH TOBAapH, KOHTPOJIIOBATH 3JIMIIKK Ta OHOBJIIOBATU JaHi. ba3a manux mpaitoe
JIOKaJIbHO, 110 3a0e3Meuye N0CTyI A0 iHdopMallii HaBiTh 6e3 IHTEpHETY.

387



1O.10. Kosina, JI.P. T'oprienxo, [1.0. I'pignen

3anponoHoBaHo 30epiraTv y 3amm@poBaHOMY BUTIISAI 32 JOMOMOIOI0 alrOpUTMY
BCrypt, mo nigBuirye Oe3meky CHCTeMH. YHIKaJIbHICTh JIOTIHIB BUKIIOYAE IyOJIOBAHHS
obmikoBuX 3amuciB. HasBHICTP JaHHMX MpPO TEpPMIH MPUJIATHOCTI TOBApiB J03BOJISE
aBTOMATH3yBaTH KOHTPOJIb MPOCTpOoUeHHX mo3uliid. Anroput™ BCrypt BHKOpHUCTOBYE
COJIbOBE XEUIYBAaHHS Ta PEryjIbOBaHMN (PAaKTOP CKIATHOCTI, IO YCKJIAJHIOE aTaKd METOAOM
nepebopy (brute-force) i 3axuiae Bia BIJOMHX BPa3JMBOCTEH CTAaHIAPTHUX XeII-(PYHKIIIH
(SHA-256, MD5). 3aBasku 1iboOMY Mapolii HaliHHO 3aXUIIeHI HABITh MPHU 370Mi 0a3u JaHUX.
baza nmaHux 3ampoekToBaHa S IIBUIKOI OOpOOKM 3amMTIB, €PEKTUBHOIO 30€epeKeHHS
iH(OpMAIIiT 1 MOKIIMBOCTI TTOJATBIIOTO PO3MIMPEHHS (PYHKIIIOHATY CHCTEeMU.3arajibHa OJIOK-
cxema (yHKII{ XenryBaHHs nokasaHa Ha puc. 2.I1ig yac renepanii kimoua BCrypt 3acTocoBye
¢byHK1ito posmupenHs kimoda (key expansion), o npuiiMae cisib 1 maposib SIK BXiIHI JaHi Ta
BUKOHY€ BEJMKY KUIBKICTh IT€paliii A YNOBUIBHEHHS NpOLECY I CHCTEMa ITepauii €
OCHOBHOIO 3aXMCHOK pHCOI0 airoput™my. Jlam BiaOyBaeTbcsi I1HTEHCHBHE KIIIOUOBE
postsaraeHHs (key stretching): anroputM BHKOHYe 2”cost payHmiB (me cost 1ie
HaJalITOBYBaHUIl MapaMeTp CKIQJAHOCTI), 1 YMM BUIOMHA Ilefi mapaMmerp, THM JOBIIE
(dbopmyeThes Xell, 1110 3Ha4HO YCKIaaHIoe brute-force ataku.
['oToBHMIA Xxem KONYeThCs Yy crelialibHOMY (opMarti, siIke MICTHTh 1ICHTH(IKATOP aJIrOpUTMY
(mampuknan, $2a$), cigp, piBeHb CKJIAIAHOCTI (COst) i BIacHe (inarbHuil Xeu mapos [4].

He 3axeluoBaHuiA
napone

FeHepyeTLCA
BHNANKOBE 3HAYEHHA
Coni

v

Mapons
[IONOBHIOETHCA CINMio

v

3aCTOCOBYEThCA
BlowFish

v

3axelloBaHui
napork

-

Puc.2. Anroputm xenryBaHHs

KirouoBi (yHKIIT CHCTEMH OXOIUIIOIOTH OCHOBHI IPOIIECH, 30KpeMa YIpaBIIiHHS
TOBapamMH, poOOTy 3 OOJIKOBHUMM 3amucaMH, IE€pEeBIpKy MapoJliB 1 CTBOPEHHS 3BITIB.
Po3pobxka ¢yHKIIii opieHTOBaHA Ha 3pyYHICTh BUKOPUCTAHHS, O€3MeKy Ta MPOJYKTUBHICTb.

OcCHOBHI 3 HUX:

— peecTpallisi, BUAAJEHHS Ta BXiJ] KOPUCTYBauiB 13 IMEPEBIPKOIO Mapojs 3a JOMOMOIOO
Berypt;

— J10/1aBaHHs, penaryBaHHs 7§ HOIIYK TOBAapiB y 6asi JaHUX;
— MOHITOPUMHI TEpPMiHIB MNPHIATHOCTI Ta 3alUIIKIB Mix dYac (opMmyBaHHS 3BITIB;
— KOHTPOJIb TOCTYNYy 10 GYHKIIIH 3aJIeXKHO BiJl PO KOPHCTyBaya.

388



[HOOPMATUKA TA MATEMATUYHI METOAW B MOJEJIFOBAHHI = 2025 = Tom 15, Ne 3

OyHKUii cHCTEeMU MONUIEHO 3a MpU3HAuYeHHSAM. 30Kpema, OGYHKIIl, IO CTOCYIOThCS
KOpHUCTYyBauiB, 3rpynoBaHi B kateropii "AxayHT" 1 peajii3oBaHl 3 BUKOPHCTAaHHSIM MOAENI
User Ta 3anutiB 10 6a3u nanux. Oyskuis Bxony (ayreHtudikaiii) 3adesnedye T0CTyH 10
CHCTEMHU JIMILIE aBTOPU30BAaHUM KOPUCTYBayaM BIAMOBIIHO 0 IXHIX MpaB AOCTYITY.

VY poboti 6yn0 BUKOPUCTAHO 3ampOINOHOBAHUU B [5] amroputm, mo 0Oa3yeTbcs Ha
nmapajiokCy IHIB HapomkeHb. [Ipu po3podii cucremu, HaMm TpebOa reHEepyBaTH YHIKaJbHI
11eHTU (PiKaTOPH, KI BUKOPUCTOBYIOThCS I ayTeHTH(]IKaIll1 KOPUCTYBaviB.

Tak sk ineHTH(IKATOp, MO CYTi, A€ MOBHUN MOCTYN A0 aKKayHTY KOPHCTyBaua, IO
fioro reHeparii ciij miaAiiTH cepito3HO, TOJIOBHA BUMOTra 710 TapaHTii HOro yHIKalIbHOCTI, TakK
SK TP CIIBNAJaHH1 11eHTU (HIKaTOPIB y PI3HUX KOPUCTYBAUiB, OJIMH 3 KOPUCTYBAUiB OTPUMAE
JOCTYIl JI0 Yy>KOro aKkKayHTy. Buxoasuu 3 1poro MMOBIpHICTH JABOPA30BOT0 T'€HEpPYBaHHS
OJTHOTO 1 TOT0 X i1eHTH(iKaTOpa — BUHUKHEHHS KOJi3i1 — MOBUHHA OyTH BKpail Mana.

Tak camo imeHTH]IKATOP MO MOXIMBOCTI HE MMOBHHEH OYTHU CHUJIBHO JOBTMM B IIUISX
exoHoMii Tpadiky. Ha iMOBIpHICTh BUHUKHEHHS KOJi31i BIUIMBAIOTh /1Ba (pakTOpH:
1) posmip imeHTHGIKAMIHHOTO TMPOCTOPY —  KUIBKICTh MOXIMBHUX  YHIKaJbHUX
iIeHTH BIKATOPIB;
2) MeToN TeHepyBaHHS iAeHTH(IKATOPIB — SIKUM YHMHOM iACHTH(}IKATOp BUOUpPAETHCS 13
3arajbHOro npocropy. B igeani Ham moTpiOHO BenMKUI mpocTip (100 HAalMX MOTped), 3
SIKOT'O BHIIQJIKOBO OOMPAIOTHCS PIBHOMIPHO poO3HOALICH] iaeHTu(ikaTopu. Tomy uist
reHepanii BHUIAQJKOBUX PpIBHOMIPHO pO3MOAUIEHUX I1JeHTU(IKATOpIB MU  Oyaemo
KOHBEpTyBaTH pe3ynbTaT (yHKIii crypto.randomBytes(N), ne N KiIbKiCTh TOBEPHEHUX
BHUIAJAKOBUX OalT, y IIICTHAAUATHPIUHY CTpoky. Ll ¢yHkIis, i3 makery iHCTpyMEHTIB
OpenSSL, € peanizamnieto KpuntorpagiqvHo CTIMKOTO MCEBIOBUIAIKOBOIO aarOpPUTMY SIKUN
0asyerbcs Ha “Buxpi Mepcena” [6]. 3aimmmiocs miapaxyBaTH CKIJIbKA BUTMAJIKOBUX OalT
Hac, BIAmTYye, M100 WMOBIpHICTh Komi3ii Oyma Bkpaih mana. [IpemcraBumo Haimry 3amady B
HACTymHOMY aOcTpakTHOMY Burisiai: JlaHo 72 BUNAJAKOBUX YHUCEN 3 JUCKPETHOTO
PIBHOMIPHOTO PO3MOALIY 3 Jlala30HOM (LA ] SIxa ’MOBIpHICTD p(n.H ), 10, TpUHANWMHI
IIBa yrcIia 30iraroTecsa?

Jana 3amada € y3arajibHEHHSM [apajJoKCy JAHIB HapOKeHb. 3HAWIEMO 3BOPOTHY

itmosipricts 27> 1) pu 1 < H | taky mo Bci uncna 6yayTh pisHUMU:

p(n,H)zlx(l—;)x(l—éjx...x(l—nglj' (1)

H - 0Oyne no3Hayatu po3mip igeHTH]IKALIHHOrO NpocTopy, £ —iMOBIPHICTh
KOJII3ii, 72 — KUIBKICTh 3reHepOBaHMX ileHTU(]iKaTopiB. Po3mip igeHTH IKAIIHHOTO TPOCTOPY
OOYHCITIOETHCS TAKUM YHHOM:

H=2", )

ne NV — noexuna inentudikaTopa B Gaiitax.

Buxonsan 3 mocmimkeHs, 3po0sieHnx Ha 0asi IbOro MiAXOAY, MOXKHA MPUNHATH JOBXHHY
ineHTudikaTopa piBHy 8 OaifTam, L0 rapaHTye, 110 MU JOCSITHEMO MMOBIPHOCTI KO3l B
0,1%.

[IpoBeneHO TecTyBaHHS pO3pO0JIeHOI crucTeMH. Ha royIoBHIM CTOpIHII po3TamioBaHi
€JIEMEHTH JIJIS MOIIYKY TOBapiB 31 CIIMCKY, CHMCOK TOBAapiB, Ta HaBiraliiiHa maHelb Ha SKii
pO3TalIoOBaHl KHONKH JUIsl TMEPEeXoay A0 IHIIMX cTopiHOK. Ha puc. 3 300pake€HO BHIJISAL
iHTepdelicy CTOpPIHKY cKaay. Y A0JaTKy MOXHA 31MCHUTH MMOLIYK 3a HAa3BOKO TOBapy ado x
fioro mwTpux koaoM. Jyis 1iporo moTpiOHO BBECTH B IOJI€ MOIIYKY Ha3By ab0 HOMEp IITPUX
KOy Ta HaTUCHYTH KHONKY “Ilomryk”. PeanizoBaHa MOXJIMBICTh 101aTH TOBAp.
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[ Hassa I Kateropia I LUTpux-koa, I Kinbkicre J

Tomat veppi "AMop” Osoui 4567999774123 70,5

Huncu Nice 3i cmakom nanprkm CHekn 1462481884621 100
KNG SKATHIA "KATHIA" Mini Bunivka 12531515532 40
CmeTana Minister 10% MonouHi NpoAy KT 12165126562 100

Kopm ansa knoTie ShebaBlack&Gold ToBapw AN TBapKiH 125175255514 150
Numonaa "Fresh" anenscun-nepcunk Hanai 125361747 200
Bicki Jacson Ankorons 12456371788 50

Llykepku "Tutti" KoHauTepcbki ToBapu 1241471641 70,5

KpepeTka "BaHameid" MopenpoaykTi 1266723761 55
Kapronns ¢pi "Western” 3akyckm 12521521562 100
MNueo BeerMan Ankorons 1231774718841 124

Maunrn "Yruiaea Kamnatancmei suanafma RRARIAIAART a4 7

@)
AAmiH naHens Nopatv ToBap CTBOPUTY 3BIT

Puc.3. Bursin inTepdeiicy cTOpiHKH CKIIATy

B monsax nns iHdopmariii MOkHa BIHCATH JETalli PO TOBAap TaKi SK: Ha3Ba, KaTeropisi,
ITPUX-KOJ, KiJBbKICTb, I[IHY, 1aTy 3aKIHYCHHsI TEPMiHYy NMPHAATHOCTI Ta HOMep noJymi (Puc.
4)

=
JoaaTtn npoaykT
3anoBHITb BCi MONSA 3HU3Y:
Hassa npogykty

Cyxwuii cHigaHok "Finish" 3 nonyHuuero

Karteropia

Bakania

LUTPpUX-KOA

5323313121231

KinbkicTb

125

LliHa 3a wr.

63,90

Jlata 3aKiHYeHHs TepMiHy NpuaaTtHocTi (dd-MM-yyyy)

21-05-2025 21-05-2025 @

Howmep nonuui

£l

Jloaatv npoaykT

Puc. 4. Burnsan intepgelicy CTOpiHKM J10laBaHHSI TOBapy

MoxHa cdopmyBaTu 3BIT IO TepMiHY npuaaTHocTi. s 1poro mnotpidbHO obpatu
Jiama3oH JaT B SKHX 3aKIHYUTHCS TEpPMiH HpuAaTHOCTI ToBapy. Ha puc. 5 300paxeHo
MIPUKJIJ] CTBOPEHOTO 3BITY 110 TEPMiHY MPUAATHOCTI.
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O6epiThb TWN 3BITY: -

3BIiT Mo TEpMiHy NPUAATHOCTI

[aTa noyatky:

11-02-2025 @
[ata KiHuga:

19-02-2025 &

3BiT No TepmiHy NpuaaTHocTi(3 11-02-2025 no 19-02-2025) 3a 14.04.2025 21:26:57
KinbkicTb NpoaykTiB Aki 6yno BuaineHo: (233,0), ix LiHa cTaHoBWTL: 19951,00 rpH.

1. Tomat yeppi "Amop"; LLitpyx-koa: 4567999774123; TepMiH cnavHe: 19-02-2025

2. XRi6 MUTHIA "KUTHIA" MiHi; LLITpux-koa: 12531515532; TepmiH cnnvHe: 14-02-2025
3. CveTaHa Minister 10%; LLITpux-koa: 12165126562; TepmiH cnnvHe: 18-02-2025

4. KpeseTka "BaHameid"; LUTpux-koa: 1266723761; TepmiH cnavHe: 15-02-2025

5. YMncw "3 kpabom"; LLTpux-koa: 24214142; TepmiH cnnnHe: 18-02-2025

Puc. 5. IIpukian cTBOpeHOro 3BiTy IO TEPMIHY IPUIATHOCTI

ITicns 3aBepiieHHS (DyHKIIOHAJIBHOI'O TECTYBAaHHS PO3pOOJIEHUI 3aCTOCYHOK, KU
IpyHTYeThCS Ha mnpuHiunax WMS-cucrem, Oyno mnopiBHsHO 3 DNTrade 3a Ttakumu
KJIFOUOBMMH TIapaMeTpaMM: aJalTUBHICTh 1HTep(delcy, TOYHICTh BBEIEHHS Ta OOpOOKH
JNaHUX, po3mMpeHi ¢QyHKIIl I1HBEHTapu3alii, piBeHb OE3MEKU JTOCTYIy, CTIHKICTh 0
HEeCcTaOlJIbHOT'O IHTEPHET-3’€JHAHHSI Ta MOJI€JIb PO3IOBCIO/IKEHHS 3 EKOHOMIUHOI TOUKH 30pY.

Po3pobiiennii  10JaTOK BUPI3HIETbCA CIPABXKHBOIO  KPOCIIIAT(HOPMEHHICTIO
iHTep(delic aBTOMATUYHO OMNTUMIZYETHCS MiX OyIb-KHM THUI TMPHUCTPOIO, 30epirarouu
3pY4HICTh KOPHUCTYBaHHS Ta YITKICTh BigoOpaxkeHHsa. Y Bumaaky 3 DNTrade, sxwuii
MepeBaKHO OPIEHTOBAHWN HAa BUKOPUCTaHHS 3 JECKTOIIIB, Mepexili Ha MOOITbHI MpHUCTPOi
NPU3BOANUTH 11O 3MEHINEHHS eJEeMEHTIB iHTepdeiicy abo iX 3ropraHHs B CIHCKH, MIO
YCKJIQTHIOE JIOCTYT /10 MOTPiOHOT iH(OpMAaIIii Ta YIOBUIEHIOE MPOIEC BUOOPY TOBAPIB.
BucHoBKH. 3anpONOHOBAHUN KPOCIUIATPOPMEHUI 10IaTOK, PO3pOOJICHUH 3a MPUHIUIIAMHA
WMS-cucrem He nuie nokpairye aeski Gpynkuii y DNTrade Taki sk aganTUBHICTh, TOUHICTh
00Ky, Oesneka MmapoJiiB Ta cTaOUIbHICTH poOoTH Oe€3 IHTepHeTy, a W Hajxae Oi3Hecy
JOAAaTKOBY €KOHOMIIO 3aBISKM OE3KOIITOBHOMY pPO3MOBCIO/KEHHIO. Pesymbratn Horo
(GYHKIIOHYBaHHS MAIOTh TPHKJIATHE 3HAYEHHS Ta BIIKPHUBAIOTH MEPCIEKTUBU MOAAIBIIOTO
BJIOCKOHAJIEHHSI 4epe3 IHTerpalilo 3 IHIIMMU CHUCTEeMaMH N BHUKOPHUCTaHHS PO3LIMPEHUX
aQHAJITHYHUX ITHCTPYMECHTIB.
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DEVELOPMENT AND TESTING OF A CROSS-PLATFORM APPLICATION
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The key principles and advantages of using WMS systems in warehouse process management have been
examined. Modern approaches to inventory organization in retail have been analyzed, and a custom cross-
platform application developed using C# and MAUI technologies has been proposed. The developed tool
supports operation on both mobile devices and desktop computers, providing functionality for adding, storing,
and searching for products, while also improving inventory management efficiency. The application includes
features for real-time stock level monitoring, determining product placement within the warehouse, and
automating inventory processes. The presented results can be applied in the practical operations of retail
businesses to increase staff productivity and reduce the impact of human error.

Keywords: WMS system, monitoring, inventory, cross-platform.
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THTEJIEKTY AJIbHUH METO/I YIIPABJIIHHAA ABTOHOMHWMM CYIHAMUA
HA BHYTPIHIHIX BOAHUX MAT'ICTPAJIAX

M.M. MacboHKOBa

XepcoHChKa JepikaBHA MOPChKA aKaeMis
20, YmakoBa mp., Xepcon, 73000, Ykpaina
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3anporoHOBaHO METOJ AaBTOHOMHO{ HaBiramii i BHYTPIIIHIX BOMHUX MUIIXIB i3
MIPUTOKAMH, CIIPSIMOBAHUI Ha 3HIKEHHS PH3HKY 3ITKHEHb CYJICH Y CKJIaIHUX HaBiraliifHUX
ymoBax. [IpoaHanizoBaHO OCOOJIHMBOCTI MaHEBPYBaHHS CYNCH Y BY3BKHX HPHUTOKAX, e
HEBM3HAYEHICTH i}l IHIIMX Cy/CH 1 CKIIa Hi TIpoIuHaMi4Hi (aKTOPH 3HAYHO IiABUIIYIOTh
aBapiiiHi pusuku. [IpencraBieHa METONUKA MOETHYE LU(PPOBE MOJCITIOBAHHS PiYKOBOTO
CepeloBHUINA, YIOCKOHAJIEHUH aJrOpUTM TPacyBaHHS MapLIPYTy, TPUBHMIpHY AMHAMIYHY
MOJIENb PyXy CYJHA, AITOPUTM yXBaJICHHS PillleHb BigmoBigHO 10 «[IpaBui 1 yHUKHEHHS
3ITKHEHb Ha BHYTPIIIHIX PiUKax» Ta HAIEKHY MOPCHKY MPaKTUKY. Briepiie 3anpornoHoBaHO
(da3oBy Mojmenb 30MMKEHHS CyOeH Ui NUISIXIB BOXHUX mnpurok. Lle 3abe3neunio
MOJKJIMBICTh BiJJOKPEMJIIOBATH O€3KOHQUIIKTHY Ta KOH(IIKTHY (ha3u B3a€MOIT i CBOEYACHO
IHII[IIOBATH MaHEBp YXWJIEHHS. Pe3ynbTaTd MOJENIOBaHHS MiATBepAWIn e(eKTHBHICTh
3aIPOMIOHOBAHOTO MiAXOIY: AITOPUTM 3a0e3ledye CBO€YACHE BHUSABICHHA PU3UKY, BHOIp
ONITUMAIIBHOI CTparerii yXuieHHs Ta 30epeXeHHS KypcoBOi CTiMKocTi cyana. [IpakTmdaHa
3HAYYLIICTh JOCHIIIDKEHHS IOJATAaE Y CTBOPEHHI OCHOBHU IS BIIPOBAKEHHS aBTOHOMHHX
CHCTEM HIATPUMKH MPUHAHATTA pillleHb HAa BHYTPIITHIX BOAHUX IIJISAXaX, IO MOXE CyTTEBO
i IBUIIATH O€3MeKy CYIHOIIABCTBA B pallOHAX 3IUTTS PidOK.

Kiaro4oBi c1oBa: MOJENIOBAHHS, IHTEIEKTyalbHI METOIW, MNPUTOKOBI BOIHI IIISXM;
ABTOHOMHE TIPUHHATTS PillIeHb, HaBiramis, iIeHTH(IKAIisS PU3UKY 31TKHEHHS, YHUKHEHHS
3ITKHEHb, EPEKTHBHICTH

Beryn. CydyacHudl pO3BHTOK TEXHOJIOTIH aBTOHOMHOI'O CYJHOBOJIHHS BiJIKpHUBAa€ HOBI
TOPU3OHTHU I 3a0e3neueHHs Oe3neku Ta e(eKTUBHOCTI Ha BHYTPINIHIX BOAHMX HUIAXaX.
3pocTaHHsl IHTEHCUBHOCTI CYTHOIIABCTBA HA pivYKax i KaHalaX, 30KpeMa y paioHaxX 3JUTTS
OCHOBHHUX pycCeJ Ta IXHIX NPUTOK, CYNPOBODKYETHCS MIJBUIIEHHSAM PHU3UKIB aBapiiiHUX
CUTYyaIlii. 3riHO 31 CTATUCTHYHUMH JaHUMHU, NTepEBaKHA OLIBIIICTh 3ITKHEHb Ha BHYTPIIIHIX
BOJIaX 3yMOBJICHA JIIOJICBKUM (aKTOPOM — MOMHJIKAMHM ITiJI Yac OIIHIOBaHHs HaBiramiiHoi
OOCTaHOBKH, HEMPABWIBHUM TIIYMAUEHHSM IPABUJ TUIABAHHS YW 3aIi3HUIMMH MaHEBPaMU
yxuneHHs [1]. 3 1€l mepcrekTHBM aBTOHOMHI HAaBITAIIiHI CHCTEMH PO3IIISIAIOTHCSA 5K
NEPCIICKTUBHUM 1HCTPYMEHT IJIs MiHiMi3alii BIUIMBY JIFOJACHKHX IMOMHUJIOK Ta ITiIBUIICHHS
piBHA Oe3neku cynHoIulaBcTBa [2, 3]. BukopucraHHs aBTOHOMHHX pIIIEHb /1a€ MOXKJIMBICTh
CBOEYACHO BUSIBISITU TMOTEHIIIIHI HEOE3MEKH Ta ONEepaTUBHO (OPMYBATH PEKOMEHMAIIT IS
eKinaxy abo Oe3rmocepeaHbO I CYJAHOBOI aBTOMATH30BaHOI CHCTEMH ympaBiiHHA. Taki
CHCTEMHU 3/1aTHI POTHO3YBAaTH TPAEKTOPIT PyXy LIIIbOBUX CYJI€H, OLIIHIOBATU CTYIIHb PU3HUKY
30JIMKEHHS, BU3HAYATH ONTUMAIILHII MOMEHT JIJI1 MAaHEBPYBAHHS YXUJICHHS Ta TPOIIOHYBATH
Oe3meyHl mapaMeTpu pyxy — Kypc 1 mBuakicTh [4]. Ile Haa3BMYaliHO BaXXIUBO JIJIS
CY/IHOIJIABCTBA Y BY3bKHX Ta CKJIAaJHUX YMOBaX MPUTOKOBUX PYCEJ, ¢ HEBU3HAYCHICTH Jii
HIINX YYaCHUKIB PYyXY MNOETHYETHCS 3 IPUPOJAHUMHU Ta TEXHIYHUMHU OOMEKEHHSIMU: 3By )KEHUM
dapBarepoM, OOMEKEHOI BHUAMMICTIO, MIiABUIIEHUM BIUIMBOM Te4ii Ta HU3BKOIO
MaHEBPOBICTIO PIYKOBUX CyJeH [5].

[Tompu 3HayHi fAOCATHEHHS Yy cdepli aBTOHOMHOI HaBiramii JJsi MOPCBKHX 1
NpUOCPEKHUX CY/ACH, MUTAHHA OE3MEYHOro pyXy Yy BHYTPINIHIX BOJHHX CHCTEMax
3aJIMIIAETHCS HEIOCTaTHHO BUBUEHUM. BiNIbIIICT ICHYIOUNX MMiIX0/11B OPIEHTOBAHI Ha BIAKPHUTI
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aKBaToOpii, 16 YMOBHU BiJHOCHO MependavyBaHi, a MPOCTIp s MaHEBpa 3HAYHO OLIBIIMA.
HartomicTe mMpUTOKOBI AUISHKH PIYOK BIJ3HAYAIOTHCS BUCOKOK AMHAMIYHICTIO HABIramiiHoi
CUTYAIlil: PalTOBOIO MOSIBOIO CyJI€H 3 OOMEXKEHOI MOXIIMBICTIO MaHEBPYBaHHS, CKJIaJHOIO
reomeTpi€ro ¢apBarepy Ta HEOOXIAHICTIO JOTPUMAHHS CIELIaJbHUX PEryISATOPHUX MPaBUII,
10 BU3HAYAIOTh MPIOPUTETH PYXY Y MICLSIX 3JIUTTSA [6, 7].

AKTyallbHICTh ~ JIaHOTO  JIOCTI/DKCHHS  3yMOBJIGHA MOTpPeOO y  CTBOPCHHI
CIIeI[iali30BaHUX METOJIB aBTOHOMHOI'O YIPaBIIiHHS CYIHOM CaMe€ B YMOBaxX BHYTPIIIHIX
MPUTOKOBUX IIIAXiB. Taki METOAM MarOTh IHTEIPyBaTH Cy4acHi aJlfOPUTMU OLIHKU PU3UKY
3ITKHEHb, JUHAMIYHI MOJENI pyXy CyJIeH, aJanTHBHI METOJAMKH TPACyBaHHS MapuIpyTy Ta
YUHHI HaBITaIiiHI paBuia. JIuire KOMIUIEKCHUH TIAX1/, 0 TOEIHYE TEXHIYHI, PETYJISTOPHI
Ta MPaKTUYHI aCTIEKTH, 3/1aTE€H 3a0€3MEYUTH BUCOKY HAIIMHICTh CHCTEMU aBTOHOMHOI HaBIraIii
Ta CIPUATH MiJBUIIEHHIO PiBHS O€3MeKH i eeKTUBHOCTI BHYTPIIIHBOTO CY/THOIJIABCTBA.
Orasp aireparypu. OCTaHHIM 4acoM yBary HayKoBOi CHUIBHOTH BCE YacTille NMPUBEPTAE
1pobJieMa epEeKTUBHOCTI BUKOPUCTaHHS K IPOCTUX, TaK 1 KOMOIHOBAaHUX 1HAEKCIB PU3UKY, SIK1
OILIHIOIOTH Oe3MeKy HaBiraiii cyieH. Taki iHIeKCH MOEAHYIOTh aBTOMATHYHY 17IeHTH(IKAIIHHY
cuctemy (AIS) i3 Bi3yaslbHUMH a00 paJapHUMHU JDKEpPENaMH Ta BPaXOBYIOTh CIEIHQIKY
BY3bKHX 1 MUIKUX akBaTopiid. Tak, y [8] aBTOpH 3an1pOnIOHYBaIu METOAUKY POOACTHOI OLIIHKH
PU3HMKY 3 BHUKOpPHCTaHHSAM ¢’r03ii AIS Ta 300paxkeHHs, IO MiABUIIUIO CTIMKICTh 0
MPONYCKiB/3001B Y TaHMUX 1 3a0€3MMeUnIO TOKPAICHHS CKJIaJIHUX KOHQIrypalii pyxy CyJHa B
KaHalax 1 Ha 37IMTTAX pivok. [lapanmensHO 3 TEXHIYHHUM MPOrpecoM 3pOCTae yBara Jo
BIJIMOBITHOCTI HaBiramiiHUM mpaBwiaM (MDKHApOJHUM Ta HaIllOHAJBHUM/BHYTPIIIHIM
pernmamentam). JlOTpUMaHHS 3araJIbHONPUHHATHX MPABUI € KIIOYOBOIO BHUMOIOK IS
aBTOHOMHOI'O YIpaBJIIHHS CYJAHOM, OOMEXKEHHS Ta JIOTIKM NPUUHATTS pieHsb [9]. [as
BHYTPIIIHIX BOJHMX IUISXIB aKTyallbHI TaKOXX MDKHApOJHI HaBiraiiiiHi mnpaBuia, sKi
JeTali3yI0Th MPIOPUTETH B OOMEXKEHHNX BogaX. HOBITHI TOCHIKeHHS Y i cdepi MPOIMOHYIOTh
(dopmainizoBaHi 30HM Oe€3MEKH/TUCTAHIII Ta MEXaHI3MHU poJiel Ha 3pa3oK “JIaTH JOpOry/HTH
npsiMuM Kypcom” [10]. Huska cydacHuUX TOCHIIKEHb OPIEHTOBAHI Ha OLIIHIOBAHHS PU3HKY
HaBiramii CyJeH y BHYTPIINIHIX BOJaX, BKIIOYHO 3 BY3bKUMH KaHaJlaMH W CHUTyalisMH
nepetuny/3mutta [4]. 3a 2023-2025 pp. 3’sBuiMcs cleUiajbHI OMISIAM aBTOHOMHOTO
CY/[IHOIJIAaBCTBA, $Ki, 30KpeMa, pO3TIBAAal0Th MUTAHHSAMHU FOPHINYHOI BiAMOBINAIBHOCTI,
iHTerpamii 3 OeperoBoro iH(PACTPYKTypor, CTaHAAPTIB AAT4MKiB 1 ceprudikamii [11].
[TyGmikarnii 3 mMUTaHb MIJBUILEHHS PIBHS MOPCHKOi Oe3neku Ta e(EeKTUBHOIO YIpPaBJIHHS
pHU3UKaMU BCE YacTille po3rJIsSAaoTh NPOOJeMaTUKy BUKOPHCTAHHS IITYYHOTO 1HTENEKTYy Ta
HOro 3acTOCyBaHHs y cdepl NPOrHO3HOIO TEXHIYHOIOo OOCIyroBYBaHHs, HaBiralli, aHaji3y
PHU3HKIB, YIPaBJIiHHS €KiMa)XeM Ta KOHTPOJIIO HeOEe3NMeUHUX MaTepialiB JEMOHCTPY€E 3HAYHUN
MOTEHIIAJT JUIs 3HUKEHHS 3arpo3 1 ontuMisartii npomecis [12, 13].

Opnax pparMeHTapHICTh HAYKOBUX PO3pO0OK y chepl aBBTOHOMHOT'O CyIHOIJIaBCTBA Ha
BHYTPIIIHIX BOJAHUX NUISIXaX, HEAOCTATHS IHTErpallisl iCHYIOUYHUX ITiIXO/IB JI0 OLIIHKH PU3HUKIB 1
yIpaBlIiHHSA O€3MeKO HaBiramii 0OyMOBIIIOIOTh HEOOXIAHICTh MOJANBIIUX KOMITJIEKCHHX
JOCIIDKEHb IHTENEKTYallbHUX METOMIB YIPaBJIiHHS aBTOHOMHHMMH CyJHAM{ Ha BHYTPIIIHIX
BOJIHUX MaricTpajsx.

Meta po6oTu. MeToro JaHOT'0 JJOCIIIKEHHS € CTBOPEHHS KOMIUIEKCHOI'O METOAY aBTOHOMHOI
HaBiramii CyJlecH y BHYTPIIIHIX BOJHUX IIIAXaX 3 MPUTOKAMH, SKUH 37aTeH 3a0€3MCUYUTH
Oe3meuHe Ta epeKTHBHE KEPYBAHHS PYXOM Yy CKIQJIHUX 1 THHAMIYHIX YMOBaX.

Jlns nocsArHeHHs 1i€i MeTH B pOOOTI BUPIIIYIOTHCS HACTYIHI 3aBJIaHHS:

—  po3poOMTH MaTeMaTHYHY MOJENIb OLIHIOBaHHS pPHU3UKY 3ITKHEHb, SKa BPaXOBYE

OaraTocy/HOBI clieHapii Ta crenudiky By3bKUX (hapBaTepis;

— IHTEerpyBaTH JWHAMIiYHI MOJIeNli MaHEBPOBUX XapaKTEPUCTUK CYIHA (3 ypaxyBaHHSIM
epeKTiB MITKOBOIJA Ta OOMEXKEHOCTI MaHEBPYBAaHHsS) Yy TpOIEC IJIaHyBaHHS

TPA€EKTOPIif;
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— TO€IHATH aJrOPUTMHU IPOTHO3YBAaHHA pPYXy Ta YXBaJ€HHS pillleHb 3 YHMHHUMH

MDKHApOJHUMHM Ta HalllOHAJIbHUMHU IPaBUJIAMHU CYTHOIJIABCTBA;

— cdopMyBaTH CTpaTeril0 aJaNTUBHOIO MAaHEBPY VYXUJIEHHs, 3/aTHY CBOEYACHO

NEePEXOUTH Bij] 0€3KOH(IIKTHOT 10 KOH (PIIiKTHOT (ha3u B3aeMOii CyZieH 1 MiHIMI3yBaTH

PHU3HK aBapiitHOI CHTYaIlii;

— TIPOBECTH MOJIENIIOBAHHS Ta IMITalLliiHI €KCIIEPUMEHTH JJIs TepeBIpKU e(PeKTUBHOCTI Ta
CTIMKOCTI 3aIpOITOHOBAHOI'0 METOJY B peasliCTUYHUX YMOBAX PIYKOBUX 3JTUTTIB.
Kiaw4doBi npobsieMn Ta HAnpsMKH [JOCJHIAKeHb /Jsi ABTOHOMHOI HaBiramii Ha
npurokoBux wuisixax. CrenudiyHi 0coOMMBOCTI HaBiramii y BHYTPIIIHIX HPUTOKAxX
YCKJIQJHIOIOTh JOCTII)KEHHSI aBTOHOMHOI HaBirauii Ha MPUTOKOBUX HUIAXaX. MU BU3HAYMIU

TPH KJIIOYOB1 MPOOJIEMH Ta HANIPSIMU Y LIl cdepi.

1. BiACyTHICTh METOIMKH OLIHKH PU3MKY 31TKHEHHS, 1110 BPaXOBY€ ITpaBUJla HaBIralii.

2. HepnocTtatHiif po3BUTOK aIaliTUBHUX METO/IIB ONTUMI3AIII] PillIEHb.

3. HeBpaxyBaHHS B3a€MOAI] TMHAMIKU MAaHEBPY CyJHA Ta JOBKIJIIA.
YaockoHajieHHit MeTO1 ABTOHOMHOT HaBiraiii 1Jis BHYTPillIHiX NPUTOK. Y BiAMOBiIb HA 111
BUKJIMKM y pOOOTI 3alpONOHOBAHO YAOCKOHAJIEHUI MeToJ] aBTOHOMHOI HaBiramii ajs
BHYTPIIIHIX TPUTOK. BiH NMpu3HaueHW NI BUSBIICHHS MOTCHIIIMHUX PU3WKIB 3ITKHEHHS Ta
Ha/laHHS CYAHOBOJIIO PEKOMEHJAlliil 100 TOro, KOJM 1 SIKUM camMe MaHeBp YXWJIEHHS
BUKOHATH. MeTton 0Oa3zyeThcs Ha «lIpaBuiax 1mojo 3ano0iraHHs 3ITKHEHHSM Ha BHYTPIIIHIX
BOJIHMX LIUIIXaX» Ta MPUHIIMITIB HaJIeKHOT MOPChKOi mpakTukH [15]. Ha ocHOB1 mporuo3oBaHoi
TPA€EKTOPIi LIJILOBOT'O CyJHA BU3HAYAIOTHCS ONTUMAJIbHI IPUHIUIN YXUJIEHHS Ta MOMEHT JJIst
MaHEeBpa BiJIMOBIIHO J0 MMOTOYHOI CUTYaIlii 30JuXKeHHs cyaeH. Jlaii, moeqHy€eThCsl MaHEBPOBa
MaTeMaTHYHA MOJENb PyXy CyJHa Ta METOJA KEpyBaHHS KypCOM i3 TEXHIKOI TpacyBaHHS
MapuipyTy. Ha ocHOBI mi€l koHcomigarii ¢GopMyeTbCsSs MOJEIb YXBAJCHHsS PIIICHHS IMOAO
YHUKHEHHS 31TKHEHHS, sika OOMpae ONTHMAaJIbHY CTpaTerito JJs KOXKHOI cuTyauii. Meron
BpaxoBy€ MaHEBPOBI XapaKTEPUCTUKU CyAHA 1 3abe3neuye noTpuManHs npasui «IIpaBumn nms
YHUKHEHHS 31TKHEHb Ha BHYTPILIHIX piuKax» Ta HaJeKHOT MOpPChKOI mpakTuku. Lleit meTon
MoOXe OyTM BUKOPUCTaHUH JJIsI aBTOHOMHOI HaBiramii y CKJIaJHMX yMOBaxX BHYTPINIHIX
MIPUTOKOBUX BOTHUX MEPEXK.
®azu B3aemopii ABOX cyaeH. Ha ocHOBI aHami3y AMHaMIKM 30JIMKEHHS CyIEH y BY3bKHX
BHYTpIIIHIX BOJAHMX IIJISIXaX MU BHUOKpeMHJIM JBi (ha3u B3aeMonii OBOX cyneH: ¢aza 0e3
KOHQIIKTY (HOPMaJIbHOTO PO3XO/kKeHHs) 1 (a3a KoHIIKTY (HeGe3nedHoro 30amxeHHs ). Y
¢dazi 6e3 KOH(MIIKTY o0uIBa CyaHa MOXYTh BUIBHO pyXaTHCs 3allJlAaHOBAaHUM KypcoMm 0Oe3
CreL1aJIbHUX MaHEBPIB yXUJIEHHS, OCKUIbKHY Ha IIbOMY €Talll BIICYTHINA pU3MK 31TKHEHH:. Komun
CUCTeMa BHSIBJISE TOTEHIIWHUN PU3HMK, BimOyBaeThes mepexim no ¢asu koHuikry. Llei
MOMEHT 1HIIIFO€ TTOYaTOK MaHeBpy yxuiieHHs (Touka A). Ilicimsa Toro, sk HeOe3reka MUHAE i
PHU3UK 31TKHEHHS 3HMKAe€, (IKCY€TbCS 3aBEpLUIECHHS MaHEBpY yxuieHHs (Touka B). 3 mporo
MOMEHTY IMOJajbIll €KCTpeHI MaHeBpH Bxke He moTpiOHi (Puc. 1). Ilicna touku B cymaHO
nepexoquTh y (a3y BimHOBIEHHS Kypcy. Takuii mozin mpouecy 30JMMKEHHS Ha €Tamu
JIONIOMAra€ 4iTKO BU3HAYMTH KPUTHUYHI MOMEHTH Ui YXBaJIGHHS PIlIEHb Yy CIEHapiix

YHUKHEHHS 3ITKHCHb Ha Pivlli.
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3aragpHuii miaxig. 3ampornoHoBaHa METONOJIOTISA Nependayae BUKOHAHHS KUIBKOX €TarliB.
CnouaTky hopmyeThes 1 poBa MOJIEIb HABITAI[IHHOTO CEPEOBHIIA JIJII BHYTPIIIHBOI BOJTHOT
cucteMu 3 npuTokamu. HaBkosmiHs oGctaHoBKa (6eperu, Mexi ¢papBarepy, peKOMeH/10BaHUN
KypC, pPO3AUIbHI CMYTH, SIKIpHI CTOSIHKM TOILO) MpEACTaBieHa y BUIJISAI MaTeMaTHYHUX
00’€KTIB (TOYOK, JiHIH, 0araTOKyTHHUKIB), 1100 CYAHO MOIJIO «PO3YMITH» MEXIi 1 CTPYKTYpYy
BoHOTO 1UIAXY [16]. HenpsimoniHiiHNUIA MapiIpyT cynHa OysI0 pO3/IiJIeHO Ha Cepito KOPOTKUX
MPSIMUX BiJIPI3KIB — YMOBHUX MPSIMOKYTHUX JAUISHOK, KOJKHA 33/1aHa YOTUPMa KOOpAMHATAMU
BepmmH. Takuit miaxig mo auckperusailii ¢apBaTepy 3a0e3MeurB OMUC KPUBOTO KaHATY
HaObOpOM MPSMOTIHIHHUX BIAPI3KIB Ta CIPOCTUB PO3PaXyHKH TpaekTopii cynHa. CepennHoro
KO)KHOTO TIPSMOTO CErMEeHTa MPOXOAMTh PEKOMEHIOBaHWI MapLIpyT — JaMmaHa JiHis, 110
3’€IHy€ CEpeIUHM TIOCIIJOBHUX BiApi3KiB KaHamy. LludpoBa momens BOAHOI AINISHKH 3
MIPUTOKAMU CTBOPIOE OCHOBY JJIs HaBIralIiHUX O0OYKMCIIEHD 1 PILLIEHb.

Moaeas pyxy cyaHa. [Ipu MmonentoBaHHI pyxy cyaHa OyJIO BpaXOBaHO TiJbKH TOPU30HTAIIBHI
IIJIOCKI PyXu — po3KauKy (cBait), aApeid (3Hoc) 1 moBopoT (pica, abo puckanHs). BepTukanbpHi
KOJIUBAaHHS (IU(pEPEHT, KPEH, KUIIIOBAHHS) HE B34TO J0 YBaru, OCKUJIbKM BOHHU MaJIO BIUIMBAIOTh
Ha MaHEBPYBaHHSA y CEHCI 31TKHEHb. J[JI1 TOUHOrO BiATBOPEHHS AMHAMIKU PyXy 3aCTOCOBAHO
TPbOXCTYIIEHEBY MOJIEJIb 3 ypaXyBaHHSAM CUJI OIOPY BOAM, BITpY, Teuli Ta Aii pyLIis 1 CTepHA.
PiBHSIHHS pyXy Cy[HA Y TOpU30HTaIbHIN IUIOLIMHI 3aIMCAHO Y BUTJIsAL cuctemH (1) A Tppox
CTYIICHIB BIILHOCTI (KypCY, MO30BXKHBOTO 1 IIOMEPEYHOr0 PyXY):

(m+mx)-it+(m+mx)-r-v:XH+XP+XR+XE
(m+my)'{/—(m+my)~u~v=YH+YP+YR+XE (1)

(I.+J.)-r=N,+N,+N,+N,

7ie m — Maca CyJHa, m, Ta m,— JoJaTKoBa Maca (KoeilieHTH iHepiii BOAM) BiAMOBIAHO 1O Oci
X (mo310BXkHiH) Ta y (monepevyHuii), u, v, ¥ — NPUCKOPEHHS MOCTYNAJbHOr0 pyXy (BHIepen u,
014HOTO V) Ta KyTOBE NMPUCKOPEHHS MOBOPOTY #, X, ¥, N — CHJIM Ta MOMEHTH, IO JIIOTh Ha
kopnyc (H —riipoguHaMivH1 CHJIM KOpIycy), rpeOHul rBUHT (P), ctepHO (R) Ta cuin TOBKULISA
(E, 3yMOBIIEH1 BITPOM, TEU1€I0, MIJIKOBOJASAM TOIIO0). TakuM YMHOM, Tepilie piBHSHHS OMHCYE
OaslaHC CHJI Y3[10BK Kypcy (Tsra py1iis Ta onip BoJIu), Apyre — nomnepeuyHux cui (014Huii gpend
1 BIAMOBIAHI ONOPH), a TpeTe — OajaHC 00epTaJbHUX MOMEHTIB HaBKOJIO BEPTHKAJIbHOI OCI
cyznHa. OkpemMo BpaxoBaHO poOOTYy I'peOHOro rBUHTa: €()eKTUBHA TATra I'BUHTA T BU3HAYAETHCS
3 ypaxyBaHHSIM Koe(ilieHTa B1IOOpY MOTYXHOCTI Ha I'BUHT #,. B cTarTi HaBoauThCsA popmyna
(2) s po3paxyHky Tsru 7 Ta OB’ si3aH1 3aJI€KHOCTI, SIKI BPaXOBYIOTh XapaKT€pUCTUKU TBUHTA
1 Koprycy.
Y, =(1-t,)T )
BpaxoBano emmipuuni Gopmymm s Koedili€eHTiB, IO BigoOpaxaroTbh edexT
MUJTKOBO/IS, IHIIYKOBAHOI Tedii 32 KOPMOIO Ta IHIIUX TiIpoauHaMiuHuX ¢GakTopiB (dhopmyra
(3)). Monenp BkIIOYa€E KOpUryBajbHI KOe(ILIEHTH JUIsi BpaxyBaHHS CKJIAIHUX €(QeKTiB
(MLIKOBOJI/IS, TIOTIK BOAM BiJl TBUHTA JIO KOPITyca, BIIXUJI CTEPHA TOIIIO).
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f:ktﬂR
k, =0.00023(y, - L/ D,)—0.028
v, =(B/d){13(1-C,)-3.11,} (3)
l,=x /L-100
r
IBR = IB_IR ;

e fr — KyT apeidy Kepma, B — mmpuHa, d — ocanka, L — nosxuna, Dy, — 1iaMeTp IBUHTA, X, —
MO3JIOBXKHS KOOpAMHATAa IIEHTpa IUIaBY4YOCTi; Ky — TONPAaBKOBUU KOEQIIi€HT TITH, Y, —
MONPaBKOBUN KOe(DilieHT 1HAYKOBAaHOI IIBUAKOCTI OOTikaHHS Koprycy, C, — KoedillieHT
MTOBHOTH KOPITYCY, [ — TO3IOBXKHIH IIEHTp MIaBy4yocTi), lp —KoedilieHT KyTa Apeidy kepma;
7 — KyTOBa IIBH/IKICTh XUTaBHUILII HABKOJIO BEPTUKAIBHOT OC1, V' — MO37J0BXKHSI IIBUAKICTb.
Mopeas BiacTexeHHs Mapmpyty. [l 3a0e3neueHHs pyXy CcyJaHa IO 3aJlaHoMy (apBaTepy
BUKOPHCTaHO IMOKPAIICHNUH aarOpuTM HaBeneHHs 1o JdiHii BuaumocTi (Line-of-Sight, LOS). V
KO>)KHMM MOMEHT 00Mpa€eThC 11JIbOBA TOUYKA MapLIPYTY HOIEpey CyIHa Ha 1esKii (ikcoBaHil
BiZICTaH1 B3/10BXK Kypcy (11l BIZICTaHb — IONEPEAKyBallbHa AUCTAHIIIA B30BX MapipyTy). Kyt
HaNnpsIMKY Ha L0 I[UUIbOBY TOYKY BU3Hauae OakaHUil Kypc yios A cyaHa. Ha puc. 2 craTTi
CXeMaTU4YHO IMoka3zaHo mnpuHuun LOS: mnoroyHa Do3uULis CyJHAa HPOEKTYETbCA Ha
PEKOMEHJOBAaHUM MapIIpyT, BiJ Hel BIIKJIAMA€ThCS HAmepel 3ajJaHa BiJCTaHb A B3J0BXK
MapuIpyTy — OTpUMaHa TOYKa 1 € IIJITIO JIsl HABEICHHS.

Puc. 2. HaBsenenus mo aidii BUIUMOCTI

[TozHaunMo OiuHE BIIXUJICHHS CyJIHA Bl MAPIIPYTY K Ve(?), @ Kypc Camoro
MapLIpyTy B LIl Toull SIK Yp. Toxl 6akaHUi Kypc Ha IIIbOBY TOUKY PO3PaxOBYIOTh 3a
dhopmyroro (4):

ve(t )j

Wios 7p—tan” [—A 4)

HocoBa uvactuHa cynHacrpsiMoBaHa y OiK MapuUIpyTy, HPOHNOPLIAHO BIAXUJIEHHIO Ve.
Opnnak BHOIp HAaJTO BEIUKOI A TPU3BOAMTH JI0 MOBLIEHOTO TTIOBEPHEHHS Ha KypC, @ HAATO MaJIol
— JI0 TIepeperyIoBaHHs. 3BaXKAl0Y Ha 3HAYHY IHEPIII0 Ta 0OMEKEHY KepOBaHICTh PIYKOBUX
Cy/IeH, 3alpONOHOBAHO  BiAMOBUTHCS  BHKOPHCTOBYBATH  aJaNTHBHE  BHU3HAUCHHS
MOTepeIKyBAIBHOT TUCTAHIIIT 3aJISKHO BiJl BENWYMHY BigxusieHHs. BBeneHo ¢ynkiito (5)—(6),
sgKka 30UIbIIyE A TpPH BEIUKUX BIAXUJICHHSX 1 3MEHINYE IMPH MaJluX, BHUKOPHCTOBYIOUH
3rJIa/PKEHY KOCHHYCOiaIbHY 3aJIeXKHICTD (1€ 3a0e3meuye IMBUIKE, ajie MIaBHe ITOBEPHEHHS Ha
Kypc 0e3 nmepeperyroBaHHs).

397



M.M. MacbsoHKOBa

0,x<x,,

f(x)= 1 l—cosM X <x<x (5)
2 max _xmin
Lx>x,,.

A = Amin + (Amax - Amjn ) [1 - f(ye (t))] (6)

Y pesynbTari cynHO €pEeKTHBHO YTPUMYETbCcS Ha ¢apBaTepi HaBiTh 3a HASBHOCTI
30ypeHb.

Mopaesib ONIHIOBAHHS PU3HKY 3iTKHEHHsI. Y IPUTOKOBUX BOJIaX CyJIHa MOXYTb PyXaTHCS SIK
M0 KaHay (B370BX PEKOMEHIOBAHOI'0 MAapLIPyTy), Tak i mo3a ¢apBaTepoM (MAXOAIUN Mij
pI3HUMU KyTaMH, HalpHUKJaA, NP BUXOAl 3 NPUTOKY). IIpononyeThes Kiaacudikaiis HIIMX
CYJICH 3a IXHIM KypCcOM: SIKIIIO KYpC IHIIIOT0 CYIHA MPUOJIM3HO 30iraeThCsi 3 HAIPSMKOM KaHaITy,
HOro BBaXKalOTh «THUM, 11O CIIAYy€e dapBaTepoM»; SKILO IHIIE CyAHO e MiJ 3HAYHUM KyTOM
a0o B3araJi 1o3a MeXaMu KaHally, BOHO HaJIEXHTb 10 «HedapBaTepHux» 00’ekTiB. Ha ocHOBI1
eKCIIEPTHUX OIIHOK (JOCBiMYy KamiTaHiB) BCTAHOBJIGHO I'paHWYHE 3HAYEHHS 5° NI pi3HULI
Kypcy CylIHa 1 HalpsMy KaHaly: SKIIO BIIXWJIEHHS KypCy IHIIOIO CyAHA BiJ OCl KaHaly
nepeBUILye 5°, HOro BBAKalOTh TAKUM, 1110 HE JOTPUMYEThCS (dapBarepy.

B 3anexHocTi Bijg KaTeropii iHIIOrO CyaHa, 3aCTOCOBYIOTBHCS Pi3HI METOIHM MPOTHO3YBaHHS
Horo TpaexTopii.

1. Jlns cyneH Ha apBaTepi: BBAKAETHCS, 1110 BOHU /10 YEPIrOBOI'0 IOBOPOTY PyXaTUMYThCS
B3JIOBXK OCi KaHajy, a B TOYIli TOBOPOTY 3A1MCHATh MaHEBP 3MIHH KyPCY Ha HACTYITHUI
CErMEHT KaHaly.

2. na cyneH mo3a (apBaTepoM: 3aCTOCOBYETHCS MPOEKIiS MIBUAKICHOIO BEKTOpa —
npocTa iHepliliHa MOJelb, 110 MPHUITYCKae 30epeKeHHs MOTOYHUX MapaMeTpiB PyXy
(xkypcy 1 mBuakocti). Takuit meron (BimomMuii SK MeETOA KIHEMAaTHYHOTO
MPOTHO3YBAHHS) O0YUCITIOE MaOyTHIO MO3HIII0 Prs(?2|¢;) IUTLOBOrO Cy/THa B MOMEHT
t> 3a ioro monoxeHHsM Prs(t;) Ha 9ac t;, Kypcom Crs Ta IBUAKICTIO V7s.

OxpemMo po3risaaeTbes MepexiHa 30Ha Ha CTUKY NPUTOKY 1 TOJOBHOro pycia. B
Mexax 1iel 30HM (11 BBOJSATH LITYYHO y MOJIEN) BBAXKAETHCA, IO CYTHO, AK€ BUXOAMUTH 3
MPUTOKY, BCTUTA€ 3aBEPIIMTH MaHEBP IMOBOPOTY IEpe] BHXOAOM O T'OJIOBHOTO pycia i
BXOJUTh Y HBOTO BXKE 3 MOCTIHHHMM KypcoMm (WIBUAKICTH cTaliii3yBanach). Bim MomeHTy
NEPETHHY KOPIOHY 30HI 3JUTTS MaiOyTHS MOBEIIHKA I1HIIOrO CYJHA OIIHIOETHCS 3a HOro
OCTaHHIM KypPCOM 1 IIBUKICTIO.

VY mii 30HI I IHIIOIO CyAHA 3alpOlOHOBAHO CHELIaJbHY MOJENb YHUKHEHHS

31TKHEHHSL: 10-TIepIle, BBAXKAETHCS, 1110 YHUKHEHHS BUKOHYETHCS TUILKU TIOBOPOTOM (0€3 3MIHU
LIBUAKOCTI B caMiil 30H1 31uTTs). KyT moBopoty ¢ikcoBanuii (mBuakicts ctana). [lIBuaxicts
O0YHCITIOETHCS HA OCHOBI MOCITOBHUX KYPCIB CYAHA, a IOJajbIla TPAEKTOPis TPOrHO3YEThCS
O0YHCIICHHSIM HOBUX KOMITOHEHTa IIBUIAKOCTI Ta KOOpAUHAT. Taka Mojenb BpaXxoBYye MJIaBHUN
nepexijy MaHeBpPY B IPHUTOKY JIO PYXy B TOJOBHOMY PYCII, IO IMiJBHIINY€E TOYHICTH OLIIHKHU
PHU3UKY 31TKHEHHS 1 BIANOB1/1a€ peajbHUM IPaKTHKaM yIPaBIiHHS CYAHAMH.
AJITOPUTM yXBaJleHHsl PpilleHHSI NP0 MaHeBP YXWJIEHHs 0a3yeTbCs HaA MOEIHAHHI
HaBITaIifHUX MPaBWI 1 JTMHAMIYHUX Mojeliel. CIoYyaTKy cucTeMa Ha OCHOBI JJaHUX CEHCOPIB
BHUSBJISIE KOHQUIKT: 00’€HY€E daHl MPO pPyX BIACHOTO CYyJIHA, YCiX IIJIbOBHX CYACH Ta
HABKOJMIIHBOTO CEpEeNOBHUIIA, MICIAS YOro 3a JOMOMOrOI0 MOENl MPOrHO3Y iAeHTUdIKYye
MOTEHIIHHI KOH(MIIKTH MPOTIrOM 3aJaHOr0 TOPU30HTY 4acy. Jlami, BinmoBigHo no «IIpaBun
JUIsl YHUKHEHHS 31TKHEHb Ha BHYTPIIIHIX pidyKax» 1 MPUHIUIIB YHUKHEHHS 31TKHEHb, CHCTEMa
BHM3HAYa€ POJIb BJACHOTO CYJHA Y KO)KHOMY KOH(DITIKTI — MOCTYIMA€ETHCS CYIHO TOPOTOI0 YU Ma€e
MPaBo MPSIMYBATH CBOIM KYPCOM:
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— SIKIO BJAcCHE CYJHO MOBMHHO JaTU JOPOr'Y, TO BOHO HEraiHO BHUKOHYE HEOOXiIHUIl
MaHEBp yXUJIEHHS 3TiHO 3 IpaBUIaMK (HAIPUKJIAJ, 3MiHY Kypcy a00 rajJlbMyBaHHS);

—  SKIO BJIACHE CY/JHO BHUCTYINA€ SK CYAHO 3 MEPEBAXKHUM IPaBOM IPOXOAY, TO BOHO
KOHTPOJIIOE CUTYAIlII0: BIACTEXYE M1l IHIIOrO CyJHA 1 OLIHIOE IXHIO TIOCTATHICTD;

—  SKOIO 1HIIE CYJIHO 3JIMCHIOE HAJCKHHH MaHEBpP BUACHO 1 MPABHJIBHO, BJIACHE CyIHO
30epirae cBiil Kypc 1 IBUIKICTh (IOTPUMYIOUHCH [TpaBa pyxXy MPSIMUM KypcoMm);

— fAKIO Aii 1HIIOrO CyAHa HeNoCTaTHI abo 3ami3Hii, BJIAaCHE CyJIHO 3000B’s3aHe
BTPYTUTHUCS — BUKOHATH KOPUTYBAJIbHUI MaHEBp, 00 3a0€3MEeUUTH PO3XOKEHHS
(3a3BMYail, MO3BOJIUTH IHIIOMY CYJHY MPONTH 1032 JOMEHOM O€3MeKH BIACHOTO
CyIlHa).

PeanizoBanuit aropuT™ MOBHICTIO BIAMOB1/Ia€ YUHHUM IpaBUJIaM CyIHOIIJIABCTBA JJIs
BHYTpIIIHIX BoAHMX HUIIXiB Kwurtaro. 3okpema, BpaxoBaHo IlpaBuno 15 «IlpaBun nns
YHUKHEHHS 31TKHEHb Ha BHYTPIIIHIX piuKax», K€ CHElialbHO PETYNII0€ PyX Y MICUAX 3ITUTTS
piukoBoro pyciua 3 nputokoro [11]. Ile npaBuiao BU3HaUa€e NPIOPUTETU NPOXOAY I CYAEH 3
OCHOBHOTO pycJa 1 3 IPUTOKY 3aJIEKHO B1Jl HANPSAMKIB IX pyXYy:

—  SIKIO CYJHO B I'OJIOBHOMY PYCII 1 CyJTHO 3 IPUTOKY PYXarOThCsl B OAHOMY HAIIPSIMKY,
TO Cy/IHO Ha I'OJIOBHIH piulli 3000B’s3aHe 1aTH 10POrY CYJHY, 1110 BUXOJUTb 3 IPUTOKH ;

— SKIIO CyAHAa B pPyCli 1 HPUTOKY HIyTh y 3yCTPIYHUX HAmpsMKaX, TO IMPIOPUTET
BHU3HAYAETHCS 32 TEUI€I0: CYAHO, 1110 PyXA€THCS MPOTH Teuii (Bropy 3a TeUi€lo ), IOBUHHO
HOCTYIUTHUCS 10POro0 CyIHY, L0 H/e 3a Tedi€ro (BHU3).

VY 3aranbHOMY BUIAJKY CYJHO B IPUTOKY Ma€ IepeBary IpHu BXOJi B OCHOBHE pycIIo,
AKIO 0OWJBa MIyTh B OJHOMY HAmpsMKY, a CYIHO, IO #Je BHU3 3a TEUi€l0, Ma€ mepeBary
mepen THM, IO WJIE Bropy, IpPU 3yCTPIYHOMY Kypci. AJITOPUTM YXBaJleHHS pillleHb
BUKOPHUCTOBYE IO JIOTIKY JJI NpPU3HAUEHHS pOJIell BJIACHE CyIHO/IHIIE CYJHO y KOXHIN
KOHKPETHIH cuTyalii 30JMKEeHHS Cy/IeH.

Anaji3 edpexkTuBHoOCTi. [loeTHaHHS TUHAMIYHOT MOJIET pyXy Ta METOJy MOBHOTO Tepedopy
MaHEBPIB Ja€ MOXKJIMBICTh YCIIIIHO BUPILNIYBATH 3aBJAaHHS HaBiramii B CKJIQIHUX CHUTyaIisX
3ycTpidyi cyaeH. Meron 3abe3medye OIHOYACHO 1 e(pEKTHBHE YHUKHEHHS 3ITKHEHHS, 1
MPOJOBXKEHHS IUIaBaHHS 3a KypcoM (omepaiiiiHa e(eKTHUBHICTh): CyJAHO HE IIPOCTO
YXUJISIETBCS, @ pOOUTSH 1€ ONTUMAaIbHO, He BTpadaloun OUIbIIE NUISXY, HIX MOTPiOHO.
IlepeBaru Ta yHikanbHicTh migxoay. Po3po0iieHnii MeTo AEMOHCTPYE LITICHICTD HIAXONY:
BiH MO€AHAB 0araTo KOMIOHEHTIB (IU(poBe cepeloBHILE, MpaBuUia IJIABAHHS, AMUHAMIKY
CyIHa, CTpaTeris yXWUJeHHs) y €IMHY CUCTEMY. AJTOPUTM BpaxoBye (GopMasbHi HaBiramiiHi
IIpaBWwIa 1 HaJEKHY MOPCHKY MpPAaKTHUKY MIpU BHOOpI MaHEBpIB, a HE ONTUMI3yE CYTO
MaTeMaTUuHUM Kputepid. lle HaOmmkae Horo a0 peasbHOrO0 BUKOPUCTAHHS, OCKUJIBKU
rapaHTye, 10 3alponoHOBaHi Aii OyayTh 3po3yMili W OYiKyBaHi JJIs KHUBOI'O KaIlliTaHa Ta
IHIINX YYaCHUKIB PyXYy.

BucnoBku. Y crarTi po3po0siaeHO MOjENb aBTOHOMHOI HaBiramii AJii BHYTPIIIHIX BOJHUX
IIUISIXIB 13 IPUTOKAMU LIUIAXOM 00’ €JTHAHHA ABOX KOMIIOHEHT: MOJI€JIl YHUKHEHHS 31TKHEHb Ta
MOJI€Tl TpacyBaHHS MapHIPyTy 3 BHUKOPUCTAHHSM MAaTEMAaTUYHOIO OIHUCY pPYXY CYAHA.
3anpornoHoBaHO METOAUKY, 110 3a0e3neuye eeKTUBHY 11eHTU(DIKALII0 PU3HKY 3ITKHEHHS Ta
reHepy€e KOHKPETHI PeKOMEH Il 010 MaHEBPY YXHJICHHS, IPUCTOCOBAHI JI0 MaHEBPOBUX
XapaKTEPUCTUK CYyJHA. PeanizoBaHo nuHaMiuHe BIJCTEKEHHS 3MiH: CHCTEMa IOCTIIHO
¢bikcye BIAXWIGHHS Kypcy Ta IIBUAKOCTI LIJIILOBUX CYAEH, IHTEPIpPETye iXHI HaMipH
(HampuKaa, 3po3yMiTH, UM IHIIE CYJHO IUIAHY€ TMOBEPHYTH YU MPOJOBXKYE MPAMHMA HUIAX) 1
a/IalITUBHO MEPEHANAIITOBYE BIIACHE pIIIEHHS. 3aBJISKM LIbOMY KOXHA Jisl BIACHOTO CyJIHA
akTyaJibHa JI0 OTOYHOI cUTYyallii, a He 10 3acTapifoi iHdopmarlii. Yci ManeBpH (3MiHU KypCy 1
MIBUJIKOCTI1), SIKi BUKOHYE CHCTEMa, IIPOPAXOBYIOTHCS B €JUHOMY 1HTETPOBAHOMY KOHTYI, IO
BpaxoBy€ OOMEKEHHSI HAaBKOJIUILIHBOIO cepeaoBuia (0eperu, rMOMHN), JOTPUMAHHS PaBUII
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(perynsatopai oOMexxeHHsT «lIpaBui Jiss YHUKHEHHS 3iTKHEHb Ha BHYTPIIIHIX pIYKax») Ta
MOJKJIMBOCTI CyJiHa (MaKCHMMaJIbHI KYTH TTOBOPOTY, IPUCKOPEHHS TOMIO0). Takuii BCEOCSHKHUI
nmiaxig 3abesnedye HaAidHICTh 1 0e3leKy MaHEBpY HaBiThb y 06araToCyJAHOBHX CIEHapisix y
CKJIa/IHIl 00CTaHOBIII.

[IpakTHyHa 3HAYYIIiCTE POOOTH MOJISITAE B TOMY, IO BIEPIIIE I€TATBHO OMpPAlbOBAHO
aBTOHOMHY HaBIramilo came JUIsi BY3bKMX BHYTPILIHIX NMPUTOKOBHUX IUISAXIB — cdepu, 110
paHilie OTpUMyBaja MEHIIE YBaru JOCHITHUKIB. MeEToJ TMOTEHLIHHO MOXe OyTH
BIPOBA/DKCHUN Yy CHCTEeMH WIATPUMKU pIIIEHHS [Js eKiMmaxiB pIYKOBHX CyAeH abo
0e3rmocepeIHFO B aBTOHOMHI CyJHA, MiJBUINYIOYM Oe3NeKy Ha HeOe3MeuHHX AUIIHKaX. Y
MOJAITBIIIOMY TUTAHYETHCS PO3IMIMPUTHA MOJEh JUHAMIKH, BKIIOUMBIIA €(PEKTH MiJIKOBOMAIS,
ONM3BKOCTI OeperiB Ta B3aeMOIii CyieH MK co0010, 100U MiABUIIITH aJIeKBATHICTh CUMYJISAIIIT
peabHUX YMOB.
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ON TRIBUTARY WATERWAYS

M. Masonkova
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The article proposes a method of autonomous navigation for inland waterways with tributaries, aimed at reducing
the risk of vessel collisions under complex navigation conditions. The peculiarities of vessel maneuvering in
narrow tributaries are analyzed, where the uncertainty of other vessels’ actions and complex hydrodynamic factors
significantly increase accident risks. The presented methodology combines digital modeling of the river
environment, an advanced route-tracing algorithm, a three-dimensional dynamic model of vessel motion, a
decision-making algorithm based on the “Inland Waterways Collision Avoidance Rules” and good seamanship
practice. For the first time, a phase model of vessel encounter for tributary waterways is proposed. This made it
possible to distinguish between conflict-free and conflict phases of interaction and to timely initiate an avoidance
maneuver. Simulation results confirmed the effectiveness of the proposed approach: the algorithm ensures timely
risk detection, optimal avoidance strategy selection, and preservation of vessel course stability. The practical
significance of the study lies in establishing a foundation for the implementation of autonomous decision-support
systems on inland waterways, which can substantially improve navigation safety in river confluence areas.
Keywords: modeling, intelligent methods, tributary waterways, autonomous decision-making, navigation,
collision risk identification, collision avoidance, efficiency.

401



A. A. Cagenbes, JI. JI. IIpokodrea, M. A. Kotomyn

DOI 10.15276/imms.v15.n03.402 Informatics and Mathematical Methods in Simulation
VHK 004.61 Vol.15(2025), No. 3, pp. 402-418
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CydvacHa MpakTHKa PO3POOKH TEXHIYHMX CHCTEM, 1 €JICKTPOTEXHIYHHX 30KpeMa, MOKa3ye,
mo X HaaildHICTD 3aKJIQAEThCS HA CTajil NMPOEKTYBaHHS Ta 3a0e3nedyeTbcs Ha cTafii
BupoOHMNTBA. HemockoHaicTe TexHOJOri BHUPOOHWITBA Ta TOPYIICHHS pPEXUMIB
eKCIUTyaTalii MOXYTh CIIPUYMHUTH IMOSBY PI3HOTO pOAY He(EKTiB Y TOTOBHX CHCTEMaXx.
TakuMm YMHOM, IIarHOCTYBaHHs TEXHIYHOTO 00’ekTa (cucremu) OOOB’S3KOBO Mae OyTH
MPUCYTHIM Ha BCIX eTamnax HOro >KUTTEBOTO LUKIY. ToMy, pi3HOMaHiTHI poOOTH MO0
3a0e3MeueHHs MPOLIECy JIarHOCTYBaHHsI TEXHIYHOT CUCTEMH MPOBOSTHLCS TPH 11 po3pooii,
BUTOTOBIICHHI, BUIPOOOBYBaHHSAX Ta ekciuryaramii. [Ipu 1boMy MeTa AiarHOCTYBaHHS
MoJisirae y MiATPUMaHHI HEOOXiJJHOTO DiBHS MOKA3HUKIB TEXHIYHOTO CTaHy cucreMu. Ha
cTajii MPOEKTyBaHHS OCHOBHOIO 3a/Iauel0 JIarHOCTYBAaHHS € 3a0e3Me4YeHHsT MOMKIMBOCTI
MTOTEHIIaIbHOTO [IIarHOCTYBAaHHS CHCTEMH, IIIO IPOEKTYETHCS, a Ha CTafil BUPOOHHUIITBA Ta
eKCIUTyaTallii — MOTOYHUI KOHTPOJb ii mpare3naTHocTi. [locTifiHe 3pocTaHHs CKIIaTHOCTI
TEXHIYHUX CHCTEM, ITOB’s3aHE 31 30UTBIICHHSIM Ta YCKIATHEHHSM BUKOHYBAaHHX (DYHKIIIH,
YIOCKOHAJICHHSIM TEXHOJIOTii BHPOOHWIITBA, IiJBUIIEHHSIM BHMOT IO IMOKA3HHKIB SKOCTI
TOI[O, TIPU3BOAWTH OO YCKIaTHEHHS METOMIB Ta 3aco0iB [iarHOCTYBaHHS, SIKi
3a0e3meuyroTh HEOOXiHI BIACTHBOCTI cucTeM. Jlns miarHOCTyBaHHS EJEKTPOTEXHIYHUX
MIPUCTPOIB BUKOPHUCTOBYIOTHCS TaKi METOAW SK: TepudepiiiHe CKaHyBaHHS, TEXHOJOTis
AaBTOMATHYHOI TeHeparlii 3pa3kiB, BOyIOBaHE CaMO CKaHYBaHHS, a TaKOXX METOIHN
TapaMeTpUIHOI iAeHTH(IKaIil, METOIN KOHTPOIIO HECHPAaBHOCTEH, METOIM OIliHIOBAHHS
Tomo. baratboM 3 mHMX WMeTOmiB TpWUTaMaHHI HACTYIHI HENONIKHW: 3HAYHHN 00csT
00YHnCIIeHb, HEOOXIMHICTh JOCTYITy MO BCIX BY3JIB €JNEKTPUYHOI CXEMH, YyTJIUBICTH IO
MOXUOOK OOYHCIICHB, 1, SIK HACTIAOK — CKJIAAHICTh MpakTH4YHOI peamizamii. Kpim Toro,
3Ha4yHe TMOLIUPEHHs NpPHW JIIarHOCTYBaHHI EJNEKTPOTEXHIYHUX MPUCTPOIB HAaOyB METO]
JIOBITHMKIB, 3aCHOBAaHMI Ha BiJHAXOJPKEHHI 3 MHOXKMHHU 3Ha4yeHb Halpyr abo CTpyMiB B
KOHTPOJIbHUX TOYKaX THUX 3 HHX, SIK1 6J'II/I)K‘{i 3a BCC 10 3HAYE€Hb, OTpHMMAaHUX IIpH
BUMIPIOBaHHI B IPUCTPOI, IO MiarHOCTyeThcs. He3Bakaroum Ha 3HA4YHI JOCSITHEHHS B
o0JiacTi JiarHOCTYBaHHS TEXHIYHOTO CTAaHy CHCTEM, Ha TEMepilllHii 4yac BU3HAYaIbHOIO
3INIIAETHCS AKTYaJbHICTh TEOPETHYHUX JOCTIDKEHb Ta MNPAKTHYHOTO 3aCTOCYBAaHHS
METOJIIB IarHOCTYBaHHS SIK OCHOBH LIOJ0 3a0€3MEeUeHHs] HEOOXIIHMX MOKA3HHKIB SIKOCTI
cucteM (1 eIEeKTPOTEXHIYHUX, 30KpeMa) Ta MiJIBUIIEHHS JOCTOBIPHOCTI OI[IHOK TEXHIYHOTO
CTaHy OCTaHHIX. PO3ITSIHYTO Ta IOCTIDKEHO YMOBH HE3AISKHHUX CIIOCTEPEKECHHS Ta
VIIPaBIIiHHS, SIKI 3a0€3MeUyI0Th MOXIIMBICTh MPOBENEHHS JIarHOCTUYHOIO EKCIIEPUMEHTY
0e3 BUBEJICHHSI KOHTPOJIbOBAHOI CUCTEMH 3 €KCILTyaTallii.

Karwuosi cinoBa. [liarHOoCTyBaHHS, JIarHOCTUYHUI €KCIIEPUMEHT, METOJW JiarHOCTHKH,
YMOBH TPAIe3aTHOCTI, HE3aJeKHE CIOCTEPEKEHHS, HE3ale)KHE YNpaBIiHHI, TEXHIYHA
CHCTEMA.

Beryn. JliarHOCTYBaHHS Tpale3JaTHOTO CTaHy TEXHIYHHX, 30KpeMa eJICKTPOTEXHIYHUX
npuctpoiB (EIT) piznoro npusHadeHHs sBJIsi€ COO0I0 BAXKJIMBY HAYKOBY Ta MPUKIIAIHY 3a/1a4y.
B mocraHoBOYHOMY IJIaHiI 1 B MpoIleci peamizallii JaHa 3ajada CyTTEBO YCKJIATHIOETHCS
HEOOXIJTHICTIO OTPUMAaHHS OI[IHOK CTaHy O0’€KTa, MI0 1arHOCTYEThCS, OE3MOCepeqHbhO B
pobounx pexumax podbotu. OcoOIMBO aKTyalbHO BKAa3aHWW acleKT pillleHHS 3aj1adi
JIaTHOCTYBaHHS MOJSrae JJsl MPUCTPOIB, SKI HE MiJJATalOTh BUBEACHHIO 3 eKCIUTyaTarllil.
Hampuknan, 1me  CTOCyeThCs — €JIEMEHTIB  aBapidHOi  cuTHami3amii;  KOMIIOH CHTIB
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JMCIETYEPChKOTO YIPABIiHHA, 110 HE MAalTh PE3EpBYBaHHS, a TaKOX IPUCTPOIB, SKI
MIPaLIOOTh Y aBTOHOMHOMY PEXUMIi (30Kpema, 30HIU aTMOC(EpPHOro Ta BOJHOIO MPOCTOPY)
TOLLO.

Bimomi Ha motouHMii yac MeToau (YHKIIOHYBAaHHS Ta TECTOBOTO Ji1arHOCTYBaHHS
XapaKTepU3yIOThCS HU3KOK CYTTEBHX HEMONIKiB. Tak, Meroaud (yHKIIOHAJIBHOTO
niarHoctyBaHHS [ 1 — 8] 0OMEXeH1 MOXKIJIMBICTIO MPOBEACHHS J1IarHOCTUYHOTO €KCIIEPUMEHTY
(Hampukian, 4yepe3 HEOOXimHICTH (GOpMyBaHHS Ha BXOAI 00’€KTa OBITBHOI'O TECTOBOTO
CUTHajy), IIO CYTTEBO 3HMXKYE e(PEeKTHUBHICTh JIarHOCTYBaHHSI. MeTonu TECTOBOrO
niarHoctyBaHHs [9, 10], B cBOIO 4yepry, moTpeOyIOTh BUBEIACHHS 3 €KCILTyaTalii 00’ €KT, sIKUil
JIaTHOCTYETHCS, IO HE J03BOJISIE BUKOPHCTOBYBATH JaHI METOAM Oe3mocepeaHbo B XOi
pobodoro nukiy. 3a3HadyeHi HEHONIKH INPU3BOAATH 10 HEOOXITHOCTI PO3BUTKY METOJIB
J1arHOCTYBaHHS, SIK1 3a0€311€4yI0Th, 3 OJHOT0 0OKY — MaKCHMaJIbHy ITIOBHOTY OTPHUMYBAHOI
OLIHKM pe3yJbTaTy [1arHOCTYBaHHS, a 3 IHIIOrO OOKYy — IpPOBENEHHSA A1arHOCTUYHOIO
eKCIEpUMEHTY 0Oe3mocepeHh0 B Mpoleci eKCIIyaTalii 00’€kTa, B SKOCTI SIKOTO MOXKeE
posrisinatucs mmpokui knac EIL.

Mera poOoru. BusHaueHHs yMOB HE3aJeXKHHMX CHOCTEPEXKEHHs Ta YIpPaBIiHHSI IpU
IIPOBEJCHH] JlarHOCTHYHOro excrnepumeHty ana Ell, saxi sBisiroTh coboro Oe3iHepuiiiHi
cucteMu (mizcucreMu) abo CUCTEMH, OMMC AKMX (POpMai3oBaHO y BUIVISJI NEpPENaTOYHUX
GbyHKITIHA.

OcHoBHa dYacTtuHa. [Ipu po3B’s3yBaHHI 3ajad JiarHOCTyBaHHsA 3a 3Buuaid [11, 12]
PO3IIIANAIOTECS OKPEMO OO0 €KTH JIIarHOCTYBaHHS 31 cnpamosanum (CUCTEMH) Ta He
cnpsamosanum  (JAHLIOTM) PO3MOBCIO/DKEHHSAM  cuUTHaiiB. J[o mepmux BiAHOCATHCS,
HaIpUKJIAJ, HEMEPEpBHI CUCTEMH YIPABIIHHS, a 0 JAPYrUX — €JIEKTPU4YHI JaHUioru. B
MPAKTUYHUX J0JaTKaxX 3HAYHE MOLIMPEHHS HaOysau Oe3iHepLiiiHI CHUCTEeMH, Yac MEepexiTHUX
nporieciB B skux 7, — 0. Came nommpeHicTs 0e31HEePIiHHUX CHCTEM 3yMOBJIIOE IHTEPEC 0

iX miarHOCTyBaHHSI.

1. JiarHocTyBaHHS MiJACHCTEM B O€3iHEpLIMHUX CHCTeMaX, SKi MalOTh BIACTHBICTh
HE3aJIeKHOTO CIOCTepeKeHHA. Po3risgHeMo Oe3iHEpIiiiHI cuCTeMH, y SKHX 3aJleXHICTh
BHUXITHOTO CHUTHAJly CHCTEMH BiJl BHUXIIHMX CHTHAIIB IIJCHCTEM, IO TEPEBiPSIIOTHCS
(miarHOCTYrOTHCS) JiHIHHA. B 11bOMY BUIAKy ONMMC CHCTEM 31 CIPABHOK MIACHCTEMOK S,

MOXHa NpEeACTaBUTH HACTYITHUM YHHOM:

y=Aw)+L,(wWAZ, (1)
A€ Yy — CUTHAJl Ha BUXOJI HECHPaBHOI CUCTEMH; W — CUTHAJI Ha BXOAI HECHpPaBHOI
cucremn; A — omeparop, SKuil onucye crnpasHy cucremy; L, (u)z@y/ 0Z, — marpuus

co . * . . . .
¢yukuiit wyrmsocti; AZ, =7, —Z,; — 3MiHa cUrHaTy Ha BUXOJi HECIIPABHOI MiJICUCTEMH Y

MOPIBHSIHHI 3 i CIPaBHUM CTaHOM IIPH OJTHOMY ¥ TOMY 3K CUTHaJIi Ha BXO/II.
3 BUKJIaJICHOT O BHILE MOXKHA 3aITHCATH
Ay=L,(wWAZ, . (2)
HecnpaBHa cuctema € ciocTepeKHOI TOA1 1 TUIBKU TOJ1, KOJIM ICHY€E Take U , 1110
rangLl (w)=n,,
Jie  n; — pO3MIpHICTb BekTopa Z ;.
[Tomryk HecnpaBHOI HIACUCTEMHU 3I1MCHIOETHCS MOCTIIOBHOK MEPEBIPKOIO TilOTE3
H,;:
Ay=L.(wWAZ ;i=1N, 3)
ne N — uucno mizcxeM, AKi MepeBipaIOTHCS.
PiBHsHHA (3) sBisie coOOK IlarHOCTUYHE PIBHAHHS INpU INepeBipui rimoresn H,.

IlepeBipka rimore3n H, noisrae y mepeBipli CHUIBHOCTI piBHAHB (3). SIkmio piBHAHHSA (3)
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CIIIJBHI, TO rinore3a H, mpuiMaeThbed, 1 MiACACTEMA S, BBAXKAETbCA HECHPABHON. SKmio
piBHsAHHSA (3) HECHIIBHI, TO rinoTe3a H, He IPUIMAEThCS Ta IIEPEBIPSETHCSA YEProBa IinoTesa.
Hincucremu S;, S; He € TAKMMH, IO PO3PI3HSIOTECS, B TOMY 1 TUIBKH TOMY BUIIQJIKY,
SIKILIO [IPU HECIIPABHIMN MiICHCTeMI S, ICHY€E TaKe 3Ha4eHHs AZ,, 1O
L (wAZ, = Lj (w) AZj ) “4)
10010 U1t VU Ta VAZ, 3AZ, Take, wo L, (w)AZ, =L, (w)AZ,.

AHauni3 yMOB, IpU SKUX HE BUKOHYETHCS PIBHICTD (4) 03BOJISIE BCTAHOBUTH KPHUTEPIi,
3a IKUMU T CUCTEMHU HE PO3PI3HSIIOTHCS.

Busnauenns 1.1. Ilizcucremn S, Sj. HA3UBAIOTHCS IIICUCTEMAMU 3 HE3AJIeHCHUM
cnocmepedsiceHHam NIPH TinoTe3l H,, AKIIo MmicucreMa §; € CHOCTEPEKHOIO Ta ICHy€E Take U,
110 yMOBa (4) He BUKOHYETbCs U BCix AZ, ta AZ ,, T06TO

Ju, VAZ, VAZ, L(wWAZ, =L, (w)AZ,.
Hincucremu §;, S, MaroTh HE3AIEKHI CIOCTCPEKCHHs IPH Tirmoresi H;, B Tomy i
JIHIIE B TOMY BUNIQJIKY, SKIIO iCHY€E TaKe 3HAYEHHS U , 1110
rang[Ll.(u) : Lj(u)] =n+rang[Lj (u)]. (5)
JloBeneHHs. Po3rissHeMo HACTYIHI JTiHIAHI TPOCTOPH
r={az} . p=iaz,}.
sKi 3a foromororo oneparopis L;(u) ta L (u) Binobpakyrorses B npocropax O, ta 0,
L: £, >0, L,(w): P, —>0,.
O4eBUHO, BUXOJSYN 3 BJIACTUBOCTEH JIIHIMHUX ONEPAaTOpiB, MOXKHA CTBEPKYBATH,

110
dmF, =n;; dimP, =n,,
dim Q, = rang[L, (u)] ; dim 0, = rang[L_l. (u)] .
PosrnsmemMo mpocTip P BEKTOpiB [AZiT AZ! ]T ta onepatop L(u)=
= [Ll.(u) L, (u)] , IKWH 371HCHIOE BiOOpakKeHHS
L(u): P—0Q,
3BIIKH MaeMO
dim Q = rangL(u)].
Jlerko MoxHa Ioka3aTH, 1110
OcQrmQ cO.
TakuM YMHOM, MAaEMO
dimQ<dimQ, +dimQ, .
Hexaii
VAZ, VAZ, L,(wAZ =L, (0)AZ, .
T00TO TifcucTemMu S, S; € TAKMMH, WO CIIOCTEPIralOThCs HE3ATEKHO.
Toni QlﬂQj = {0}
To6T0, cipaBensIBO CyBOpa PiBHICTH
dmQ=dimQ +dimQ,,
a 11e O3HAYae, 1110

rang[L(u)] :rang[Li (u)] +rang[L ; (u)] .
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BpaxoByroun, 1o rang[Li(u)] =71, OTPUMAEMO
L(u)=n, + rang[L ; (u)]
1 HaBIMaKH, SIKIIO
rang[L(u)] = randL[(u)] + rang[Lj (u)] ,
dmQ=dmQ, +dimQ,

QjﬂQj = {0},
a, 3HAUYNTh, BUKOHYETHCS HEPIBHICTh
VAZ, VAZ, L,(w)AZ, #L,(w)AZ, .

Jns 3abe3redyeHHs BIACTMBOCTI HE3AJIEKHOIO CIIOCTEPEXKEeHHs miacucreM S,, S . B

TO, BIJITOBITHO

3arajibHOMY BHIIQJIKy HEOOXIZHO 7, +71; KOHTPONbHUX To4OK. OnHade Bektopu AZ, 1a AZ,
MOXYTb OyTH JIHIHO HE3aNEKHAMH (3 YPaxyBaHHIM KOHKPETHOrO 3HaueHHs AZ ) npu 7 +1

B KOHTPOJIbHIM TOYII, SKIIO BUKOHY€EThCSI yMoBa [13]
rang[L,.(uk) l_].’k(uk)] =n+1; k=1n,,(6)

e l/‘ . — k -it croBmuMk mMaTpuii L].(u).

J

Axwo matpuui L;(u), L, (u) € pyHKUisAMH CHTHAIB HA BUXOAI CHCTEMH i MOKYTh
3MIHIOBATHCSI B MPOIIECI JIarHOCTUYHOTO €KCIIEPUMEHTY, TO BipOTITHICTh MOSBH JJISI PI3HUX
3HAYeHb U TaKux 3HaueHb AZ,, wo 3a ymoBu (6) Bextop L (W)AZ; € niniliHo 3aneXHNM 3

marpunero L;(u) mana. SIKmo mi€ro BipOTigHICTIO MOXHA 3HEXTyBaTu (IO HA MPAKTUI

4acTo Mae Micle), To yMoBy (6) MOXXHAa HPUHHATH B SKOCTI KPUTEPII0 HE3AJIEKHOCTI
CIIOCTEPEKEHB TiCUCTEM.
CropaBeyiuBUM MOXHA BBaXKaTU HACTyNHE TBep/UKeHHs [12]: axmo miacucremu S,

S, MaroTh HE3ICKHI CIIOCTEPEKCHHS, TO BOHHU € TAKUMH, 1O PO3PI3HAIOTHCS.

[Iponenypa niarHocTyBaHHS MiJCUCTEM, L0 CHOCTEPIralOThCsl HE3AIEKHO, MOJIATaE y
MepeBipIli CHMIILHOCTI CHCTEM [IarHOCTHYHHX PIBHSIHB, IO BIAMOBIJAIOTH TiMOTE3aM, SKi
nepeBipsA0ThCs. SIKIIO cucTeMa A1arHOCTUYHUX PIBHSAHB CIIUIbHA, TO BiAMOBiIAHA il TimoTe3a
MIPUMMAETHCS, KO HE CIIJIbHA — BIIKUAA€THCS.

2. JliarHocTyBaHHs CHCTEM, fIKI 3aJaHO INepeaaroyHuMu (yHkuiamu. Ilpu omuci
CHUCTEM IIHMPOKO 3aCTOCOBYETHCS amapar nepenatounux ¢ynkuid. Ilomo 3anmau
JiarHOCTYBaHHsI OyZIeMO MaTH Ha yBa3i HACTYITHE.

Hexait cipaBHy cucTeMy 3a/laHO y BUIUIAA1 CTPYKTYpHOI cXeMH. bynemo posrisaatu
HiJICUCTEMH, $KI MalOTh CKaJISIPHUMU BXOJOM Ta BHXOJOM, 3alI&KHICTh MIDK SKHMHU

OINMHMCYETHCS BIJIOMOIO MEPEIATOUYHOI0 (QYHKITI€I0 BUITY W(p) =Z,(p)/V.(p),ne Z,(p), V.(p)
— 300pakeHHs 3a Jlammacom curHamy Z,(tf) Ha BUXOAl Ta curHamy V,(f) Ha BXomi

I ICHCTEMH.

Bynemo BBaxkaTu, 10 HECHPABHOCTI MOXJIMBI JIMIIE TIABKA B OJHIM MiACHCTEMI,
HECIPAaBHICTb 3MIHIOE TIEpeAaTOYHy (DYHKIIIIO MIJCHCTEMH HA HEBIIOMY 3QJIEKHICTh MIXK i
BXOJIOM Ta BHUXOJIOM. B 4acCTKOBOMY BHIIaJIKy HECIIpPaBHA IiJICHCTEMa MOXXE OIMKMCYBATHCS
HEBIJIOMOIO TIepenaToyHOor (QyHKIiew. Toli HecnpaBHOCTI HE BHUBOASATH CHCTEMY, IO
JIarHOCTYEThCS, 3 KJIACy JIHIHHUX CHCTEM.

3ajmada momArae B TOMY, 00 MarO4Yu OINKUC CIPABHOI CHUCTEMH Ta HasBHUMH
peamizaiisiMi BXIIHUX Ta BUXIJIHUX CUTHATIB CHCTEMH, IO TIarHOCTYETHCS, BH3HAYUTH
HECITIPaBHY MiJICHCTEMY.

[Tincucremu y miHINHIA cHCTeMi TPH CTPYKTYpHUX HECHPAaBHOCTAX MOXYTh MaTH
TUTBKA JIBI 3 TPbOX JIarHOCTHYHHMX BJIACTHBOCTCU: HE3ANEHCHUMU CHOCEPENHCEHHAMU Ta
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He3aNedCHUMU  ynpaeiinHamuy. TOMY aHami3 BJACTHUBICTh OyTH JIarHOCTOBAHOK IS
MiJICUCTEMH 3BOJUTHCS O BU3HAUCHHS IMX BJIACTUBOCTEH y PI3HOMAHITHHX Tap MiJACHUCTEM.
Jl1st mijgcucTeM, SIKi BOJIOAIIOTh SIKOKOCh BJIACTUBICTIO, BAKOPHCTOBYETHCS BiMOBITHUNA METO/
JIarHOCTYBaHHS.

CriouaTky pO3IIISIHEMO MIJICHCTEMU 3 HezanedcHum cnocmepedcennsm. Ilepenatoany
¢yHkuiro Big Buxony Z(p) HecupaBHOI migcucreMu S, 10 BUXOAY Beiel cuctemMu y, (SK i
paHille — CKaJIsIpHOi BEJUYMHM) MO3HAYUMO AK W, (1 CIpOLIEHHS 3amucy TYT, 1 Y
NOAAJbIIOMY, KPIM OOYMOBJIEHHX BUIIAJKIB, CHMBOJIOM p, IO NO3HAa4a€ 300pa)KCHHS IpU
3amucy neperaTtouyHux QyHKIid, Oy1eMo HEXTyBaTH).

3a1eKHICTh BUXIJHOTO CUTHAITY BCI€] CMCTEMH B1Jl BUXIJIHOIO CHTHAJY IJICUCTEMHU S,
Ma€ BUTJIAN

Y (p)=W,. Z(p), k=Ln.
HecnpaBHa miacucrema S, € Takor, IO CIOCTEPIraeThCsd, B TOMY 1 JIMIIE B TOMY

BUNAJKY, SKIIO ICHY€ BHUXiJ CUCTEMH J,, BIAHOCHO sSIKOro nepematrodHa QyHkuis W, Mae

[

3BOPOTHY Wl.;l. Hincucremu S, Ta S, € TakuMH, WO HE PO3PI3HSIOTHCS NpH Timoresi H,
JIUIIE B TOMY BHIIAJIKY, SIKIIO IIPH HECHPABHIi MACHCTEMI S; ICHYE TaKe 3HaUCHHs AZ,, 0

Li(u)AZi = L](”)AZ

ir uebD,,

1e oneparopu L, Ta Lj. 3aJ1al0Th KJIaCU HECHPaBHOCTEH B mifcucteMax S, ta § i BIAMMOBIAHO.

OcraHHe pIBHSHHS JUIS BHITAJKy OIUCY IMIJICHCTEMH Yy BUTISAI TEPeAaTOYHHX
(YHKIIH 3aITUCYETHCS HACTYITHUM YHHOM:
VI/I',I I/Vj,l
Z(p)=|: |Z,(p). (7)
w

gn

/4

in
Teepmxenns 2.1, Iligcncremn S, Ta S, MaloTh HE3AIEKHI CIIOCTEPEKEHHS
BIZJTHOCHO JIESIKMX BUXOJIB CUCTeMH Z,, Z; IpH rinotesi H,, AKIO miAcucTeMa S, € Takoo,
10 CIIOCTEPIraeThCs Ta
WoaWs W, Wis. (8)
Hosenenns.  Cmig jposectu, wo mpu 3agaHomy Z,(p) He icuye Z,(p), ske
3a/10BOJIbHSIE piBHOCTI (7).
Ockinbku §; € Takow, IO CIIOCTEPIraeThCs, TO Xoua O A OAHIET MepesaTouHOl

byskuii W,

ia?’ i ia

Z(p)=W_ W, Z,(p). ©)
OueBupHO, MmO 3HaueHHd Z,(p), fAKe OTPUMAHO BIJHOCHO BUXOAY Z,, IOBHHHO

W, s icaye 3sopoTHa ynkiis. Hexai icHye W..'. Toni 3 (8) oTpuMaemo

3a/I0BOJIBHSATH 1 PIBHSHHIO, SIKE BIANOBia€ BUXOIY cUCTeMU Z; (0 -if pAIoK CHCTEMHU PIBHSHB
(7)). IiacraBumo (9) B 6 -it psimok (7), Toxi

W W W, Z,(p) = W,s Z,(p). (10)

Pipuicte (10) icHye Tinpku y TOoMy BUMaAKy, skimo W Wi: W.=W,; abo

WsW,,=W,W,s. Ane ns piBHiCTb BiINOBigHO 10 ymoBH (8) He icHye, TOOTO, He

BUKOHY€ThCs 1 piBHicTh (10), ToOTO 1IpH 3ananomy Z,(p) He icHye 3HaueHHs Z,(p), sKe

3a/10BOJIbHSIE BUpasy (7).
HezanexHicTh  CIIOCTEpEXEHb  IMIJCUCTEM  3YMOBIIOETBCS  CTPYKTYpOK — Ta
napaMeTpaMu cucTeMu. J{Jis cucTeM, 3aIaHUX MePeAaTOYHIMH (QYHKIIISIMU, 3pYIHO CIIOYATKY
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IIPOBECTH aHAaJi3 CUCTEMH B CUMBOJIbHOMY BUTJIsiil. [Ipu nbomy nepenatouni ¢pyHKiil BUpasy
(8) BU3HAUaIOTbCA Yy 3arajJlbHOMY BUIJISZl BIANOBIAHO /10 anredpu CTPYKTYpPHUX CXEM IIO
nepenaToyHnx (QpyHKIisAX, 3aJaHUX cuMmBoiamMu W,,...,W . AHali3 B CUMBOJBHOMY BHIJISIII
JI03BOJISIE TOCTABUTH HEOOXIHI YMOBH JIHIHHOT HE3aJIe)KHOCTI CIIOCTEPEIKECHD MIJCUCTEM Ta
JIOCTAaTHI YMOBH 1X 3aJI€KHOCTI.

SIKI10 BCTAaHOBJIEHO, 110 YMOBA (8) MpH CUMBOJILHOMY aHajli31 BUKOHYETbCS, TO CIij
[0 YMOBY TEpPEBIPUTH JUISI KOHKPETHUX MOJENEH MiJICUCTeM, IO J03BOJSE OCTATOYHO
BCTAaHOBHUTH HE3aJIEKHICTh CIIOCTEPEIKEHD MiACHCTEM.

SIK10 npu CUMBOJIBHOMY aHalli3i yMoBa (8) He BUKOHYETBCS, TO MIACHCTEMH S, Ta S,

MaloTh HE3aJIeKH1 CIIOCTEPEKEHHS 1 MOAANBIINI aHaJ3 HE MPOBOIUTHCS.

OdeBHIHO, IO MIJCHCTEMH C HE3aJKHUM CIIOCTEPEKEHHSIM € TaKUMH, IO
PO3PI3HAIOTHCSA JJIsl IIMPOKOrO Kjacy HECHpaBHOCTEH, MPUUOMY, METOJ JiarHOCTyBaHHS
MIJICHCTEM C HE3AJIEKHUM CIIOCTEPEKEHHSAM IOJISrae y IEepeBipLl CYMICHOCTI CHCTEMU
JIarHOCTUYHUX PIBHSIHB, CKIAJACHOI JIJIsl KOXKHOI 3 T1IOTE3.

Jani po3riasiHeMO MiJICUCTEMH 3 He3zanexcHum ynpaeninuam. Hexail cucrema, 1o
J1aTHOCTYETHCSI, MA€ M BXOJIB Ta OAMH BUXiA. SK 1 paHiiie, OyaeMo po3risaaTH MiICUCTEMU
31 CKJIIPHUMHU BXOJIOM Ta BUXOJIOM.

Ilepenatouny ¢ynkuiro Big BXomy cuctemu u, (p) no Bxony V (p) HecnpaBHOL

HiACHCTEMH §; MO3HAYUMO 4epes V, (p) (mam BUKOPUCTOBYETHCS TMO3HAYEHHS V

LK

B CHUITY

3pO0JIEHOr0 BUIIE 3ayBAKEHH), 11 AKOI npuiimemo V,, = (V]

i15+-»V;,y ). B clIpaBHil yacTuui

CHCTEMH BHIUIMMO, B CBOIO 4epry, mixcucremy S;. Ilepenarouny ¢yHKLiO Big BXOAY
cucremn u, (p) o0 BXoay uiei migcucremum V;(p) NO3HAYMMO Uepe3 Vi, ne
i i i
I/j,k _(I/j,l""’l/j,m)'
Bapianito BXiHUX cUrHaIiB cucteMu Au(p), 10 3a0e3nedye Bapiallilo BXiIHOTO

CHTHAITy IIJICKCTEMHU S, NPH HE3MIHHOMY BXIIHOMY CHTHAJI MiICHCTEMH S, NpPH TimoTesi

H, , oTpuMaeMo 3 CHCTEMU PIBHSIHb

AV.(p)=0 :
AV ol=| v Au(p) (11)
5 ()= Vi
MIpU YMOBI, 110
Vi 2 12
a =2
p p (12)

Jlnsg mpoBeneHHS MONANBIIMX PO3MIPKOBYBaHb, 3a3HAUMMO, IO JI€BUM IIISIXOM
JIOKaJTizalii HeCIpaBHUX IMiJACHCTEM MOXE PO3IIIAIATUCS METOM HAGUAIOUUX Ta NepesipoyHUX
xapaktepuctuk (meton HIIX) [13 — 16]. Ilomyk HecripaBHOI MiACHCTEMH 3a JTOTIOMOTOIO

merony HIIX 3BoauTBCA 1O HOYEProBOro pO3MNAAY rinmore3 /, 11040 HECHPABHOCTI

migcucremu S, . SIkmo peska rinoresa /1, npuiiMaeTbCsd, TO MIACUCTEMA S, BBAXKACTHCH
HECITPABHOIO.

Jna mepesipku rinoresu [, BUALIAIOTECA Haeuaioyi N, Ta nepegipouni N,

HaB4 nep

MHOKHHU KOHTPOJIbOBAHUX CUTHAIIIB, IO 33]J0BOJIBHSIOTH YMOBI:
N,a 1Viep # Moo
Hanani ckopucraemocs 3acrocyBanusm metony HITX momo posrisiay BiactuBocTei
He3aJIeKHUX CIIOCTEPEXKEHHS Ta YNpaBJIiHHS Npu AiarHocTyBaHHI miacucrem EIN.
Tonmi, mepex mepeBipkoro rinoresu H, 3amumemo u"P(p)=u"""(p)+Au(p).

3nauenHs Au(p) BU3HAYAETHCS 3 CUCTEMH PiBHSHD (2.21) s 3ananoro snauenns AV, (p).
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IIpouenypa nepeBipku rinore3u /4, HacTynHa.

p)-
2. Cucrema BCTaHOBIIIOETBCS Yy BUXIAHUN TOYATKOBUH cTaH 1 npu  u"7(p)

HaB4

1. Ilpu u

Ha.B'-I(

(p) BuzHauaeTscss Ay

BU3Ha4aeThes " T (p).

3. Sxmo AY"*(p)=Ay""(p), To rimoresa H, npuiimaetbcs i migcucrema S,

BBa)KA€THCSI HECIIPABHOIO.

IMpuxnan 2.1. Hexaii migcucremu S,,..., S, IeIKOi CUCTEMH, IO JIaTHOCTYETHCS,

OIUCYIOTHCS MEPEAATOUHUMHU QYHKIISIMU
w,=1/p, Wy=2/p*, Wy=2, W,=3.

HecripaBHoto Moxke OyTM oOmHa 3  MIJACHCTEM, ONUC KOl  3MIHIOETHCS
HernependayyBaHUM YHHOM. BBakaeMo, M0 € MOXJIHMBICTh BCTAHOBIJIGHHS HECIPaBHOI
MIJICUCTEMHU B JIEAKUN MOYATKOBUM cTaH. B naHoMy BHUMaaKy MOYaTKOBHMM CTaH CIPaBHUX
MiJICUCTEM — HYJIbOBUH, HECIIPABHOI MIJICKCTEMH — JOBiIbHUH. mocTiHui. Crix, Maroun
BXIiIHI Ta BUXI1JIHI CHTHAJIN CHCTEMH, BUSHAYUTH HECIIPABHY ITiJCUCTEMY B PEKUMI TECTOBOTO
JiarHOCTYBaHHS.

JlocaiiuMoO HE3aJIeKHICTh YHpaBiiHb (BJIACTUBICT PO3PI3HIOBAHHS) IMIJCHCTEM
Sy, ..., §,. BractusicTb po3pi3HIOBaHHs NIPU TiNoTe3i /, BCTAHOBIIOETHCA ILIAXOM aHAI3y

3aJIeKHOCTI  BXiJIHMX CUTHAliB IIACUCTEM IIpU BiljaneHid migcucremi S, . Amnamis
HE3aJIGKHOCTI yNPaBJIiHb MJICHCTEM MPOBEIEMO B CHMBOJIBHOMY BUTJISAL. T ake JOCTIHKEHHS
JT03BOJISIE BCTAHOBHUTH JIOCTATHI YMOBH 3aJICKHOCTI YIIPaBJIiHb IMiJICKCTEM Ta HEOOXIHI YMOBH
ix HezanekHOCTI. OCTaTOYHO HE3aJIEKHICTh YIPaBIIiHb BCTAHOBIIOETHCS 3aMIHOIO MO3HAYEHB
nepenaToyHuX QPyHKIIH KOHKPETHUMH 3aJIC)KHOCTSIMH.

[Tpu rinore3i H, (Bumanserbcs mincucrema S,)

Va=1, Vi, =0, Vzl,l =0, Vzl,z :m,
Vsl,l =0, Vzl,z =L, V41,1 =0, V412 ZM-
L=, W, Twww,
Maemo ¥ Vkl2 =V, V,f1 , k:2,_4, T00TO, BUKOHYeThes (12) 1 mizcuctemu B mapax S, —S,,
Vi Vs —

k=2,4 wmaroTe He3anekHi ynpaBiiHHA. OCKITBKH B MAaTPHIISLX

, k=24
Vi Vs ‘

. 1 1 1 . .
HYJbOBI €JIEMEHTHU (VL2 =V, =V, =V, = 0), TO HE3AJIEKHICTh YINPABIIHb 3YMOBIIIOETHCA

CTPYKTYPOIO CXEMH 1 30epiracThcsi Mpu OyIb-IKOMY OIKCI MiJCUCTeM. TaKkuM YHHOM, SIKIIO
rinore3a H, NnpuiMaeTbCs, TO HECIpaBHA MiJcUCTEMa S| , AKIO HEe npuiiMaetsesa (H, ), TO

CIiJ mepeBipuTH miacucremu S,, S, S,.
AHaJIOr1YHUM YMHOM IpH Tinote3l H, oTpuMyeMo:
Vi=LV3%=0:
Vay =W Wy Wy, 7y, =1,

2 2 . .. .
Maemo V, | Vi, #V,, V), k=1,3,4. TobTo, npu nepesipi rinote3n /H, MHOXKUHA HiICUCTEM

Vfl =m, V3%4 :V42,2 =0, V42,1 =MW,

pO30MBa€THCS HA BI MIIMHOXKUHU: {Sz} — sKwo rinoresa H, mpuiimMaetscs, {S,,S;,S,} —
SIKIIO HE IPUIMAEThCA.
. . 3 3 3 3 3 3
Ipu rinoresi H, otpumyemo Vi, =1, Vi, =V, =V, =V, =0,V;, =LV, =W,

. 3 3 . . . .
Vi, =W,. Ockinsku V,;, =V, , =0, 10 migcucrema S, mpu rinotesi H, He Mae ynpaBIiHb, a
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migcucremu S,, S, — € TaKMMH, IO HE PO3pi3HAIOTHCA. Lleid ke BUCHOBOK BHTIKac 3
. . 3 3 . .
pisrocti V3, V7, =V;,V,;,. Ilincucremun B mapax S, —S,, S;—S, MaoTh He3anexHi
. . . . : 3 3
yIOpaBiIiHHSA 1, TakKUM YHHOM, IX MOXKHA pO3pI3HUTH, Ockuteku Vi, V7, =V, V.,

3 3 . . .
ViiVi, #V5, V5. llpu mepeBipui TrimoTe3sd OTPUMAEMO HACTYHNHE PO3OMTTS MHOXKHMHHU

migcucreM: {S,,S,} — saxkmo rimoresa [, mnpuiiMactbed, {S,,S,} — sAKmo He
MIPUIMAETHCS.
Mopens cipaBHOI CHCTEMHU
. W, W, W, W,
y(p)=1- TAAL w(p)+ - TAAA
2p
uz(p)=p2_12ul(p)+ z_lzuz(p)‘

HecnpaBHa cucTema onucyeThCs 3aJ1eXKHICTIO (HaM HEB1I0MOIO)

A A
) =1 A u(p)+ AT

2

uy(p)=—2L () 2 —s(p).
p p

Ay(p) =

2p 5
xx|(=12p+6)u +(2p° + p)u )
12 —6p 172 (120 +6)u,(p) + (-2p* + P)uy ()]

IlepeBipumo rinoresy H,. Bci po3paxyHku OyneMo MepeBipATH B IIPOCTOPI

=y(p)-y (p)=—
p

300pakeHb MepeTBOPEHb 1o Jlammacy.
Bapiamiro BXiZHUX CHUTHaJiB CHUCTEMH, 5Kl 3a0€3ME4yl0Th HE3MIHHICTh BXITHHUX
CHTHAJIB MiJCUCTeMH S; 1 Bapialilo BXIJHUX CUTHAJIIB IMIJCHCTEMH S,, OTPUMAEMO 3

CHCTEMU PIBHSIHBb

1 2
AV, (p)=0 - =
’ 5 |= Vii Vi, 9 {A% (p)} __|P p2 y |:Aul (p)}
AVi(p=—| Vi V2] [Au(p) Au,(p)
r’ 10
2 1
Maemo Au,(p)= —, Au, (p)=—-.
p p

H aB‘{

Bamasim u, " (p) =1/ p, us™ (p) =2/ p , orpumMaemo
(D) =t () + s (p) = (p+ D, 2™ =1,

[Mpouenypa nepeBipku rimore3su H, HacTymHa.
-8p* —20p° +12
S_12pP—6p7 472
2. BcTaHOBHBIIM CHCTEMY B BUXIJIHUII 1OYATKOBUH CTaH, IpH U+ (p) OTPUMAEMO
o —4p* —22p* —36p+24
Ay (p)=—F 2P =

p —12p" —6p” +72p

HaB4y

1. Tpu u"*™(p) orpumaemo Ay"*™(p)= =
p

3. Ockineku  AY"P(p) # Ay

HaB4 (

p), To rimoresa K, He mnpuilMaerbcsa, 1 Ha
HECTIPaBHICTh M1JO3PIOIOTHCS MIACUCTEMH S, ,S),.
AHAJIOT1YHUM YHMHOM TEpeBipArOThCS rinoresn H,, H,. 3 HUX MPUAMAETHCS TUTBKH

rinmore3a /1, imiacucrema S, BBaXXA€ThCS HECIIPABHOIO.
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Skmo B miAcucTeMax JOMYCKAIOThCSA JIMINE [MapaMeTpudHi HECHpaBHOCTI,  TO
npolenypa JiarHOCTyBaHHS IOJNArae B MEPeBipIl CYMICHOCTI MEpPEBHU3HAYEHOI CHUCTEMHU
JMIarHOCTUYHUX  PIBHSAHB, SKI CKJQJCHO BIIHOCHO TapaMmerpiB miacucremMu. Slka
nepeBipseThes. [lepeBu3HaueHa cucremMa 11arHOCTUYHUX PIBHSAHBb (POPMYETHCS BIAMOBIAHUM
BHOOPOM KOHTPOJBHUX TOYOK a00 BXIJHMX CHTHAJIIB CHUCTEMH. SIKIIO MIACXEMHU MAlOTh
HE3aJIOKHI CIOCTePEKCHHsST a00 YIPaBIIiHHSA, TO MOXKHA CIIOYATKy BU3HAYUTH HECHPABHY
MiJICUCTEMY, a TIOTIM OIIIHUTH 3HAa4YEHHs 11 TapaMeTpiB.

3. JliarHocTyBaHHS JIHIHHUX CHCTeM B TpocTopi cTaHiB. IIpemcTaBieHHS
JUHAMIYHUX CHUCTEM B MPOCTOpPI CTAaHIB 3 JUCKPETHHMH 3MIHHHMH JO3BOJSE IMPOBECTU
(dhopmarizaliito mpoueayp aHajaily Ta JiarHOCTYBaHHS CKJIQJHUX 0araTOBHUMIPHHUX 3aMKHYTHX
CHCTEM, 3pY4HY JUIsl YUCIIOBOI peami3alii 3acodamMu 00YMCITIOBAIBHOI TEXHIKH Ta, KPIM TOTO,
JTO3BOJISIE 3 €MHUX TTO3UINN PO3TIIAIATH JIHIWHI Ta HETiHIHHI CHCTEMH, a TAKOXK CTaIllOHApHI
Ta HECTALIOHAPHI CUCTEMH.

IIpoGnema, sika BUHUKAE MPU YMCIOBOMY aHaMi3l Ta AIarHOCTYBAaHHI JUHAMIYHHX
CHCTEM, MOJISiTa€ B ypaxyBaHHI 3aTPUMOK CHUTHAJIB BIJ BUXOMAIB MiACHUCTEMH IO BHUXOJIB
cucTteMu B 1mizomy. Bona (mpoOiema) BUPINIYETHCS BHIUICHHSM IUIAXIB TP OXOKECHHS
CUTHAJIB BiJ] BUXOIB MiJCHUCTEMH, KA 1arHOCTYETHCS, Ta BUXOJIOM CHCTEMU Ha KOXXHOMY
TaKTI peaJi3alii piBHIHb, 10 OMMUCYIOTh CUCTEMY.

3.1. [IligcucreMu 3 HE3aNEKHHUM CIOCTEpEXEHHSAM. JlaMo cIloyaTKy IOCTaHOBKY
3a/1a4l J1arHOCTYBAHHSI CHUCTEM 3 He3a/edCHUM cnocmepediceHHsam NpH 11 Gopmanmizamii y
IIPOCTOpI CTAHIB.

[TocranoBka 3anaui. CipaBHa CUCTEMA, IO A1aTHOCTYETHCS, OMUCYETHCS PIBHIHHIMHU

X'(k+1)=AX (k) +Buk),

X'(0)=X,, (13)
* £
y (k)=CX (k), (14)
ne X — BEKTOp CTaHy CHCTEMH pPO3MIPHOCTI # ; W, Y — BEKTOpH BXiJHHX Ta
BHUXIJIHMX CHTHAJIB, IO BUMIPIOIOTHCS, BiamoBimHo; A, B, C — Bigomi wmarpuri

BIZIMIOBITHO pO3MIpHOCTE nXn, nxq, rXn; k — HoMep piBHAHHS B cucremi (13).

B cucremi, 1mo AiarHOCTYE€ThCS, MOXKe OyTH BUAIIEHO MiACHCTEMH, KOXHA 3 SKHX
OIUCY€ETHCS IIEBHOIO CYKYITHICTIO PIBHSIHB 3 CUCTEMH PiBHAHB (13).

OpHa 3 migcucTeM Moxke OyTH HECIPaBHOIO. B pe3ynbraTi HecipaBHOCTEN MIJCHCTEMA
MOK€ CTAaTH HENIHIHHOI0, HECTAaI[iOHApHOK, 3MIHUTH CBIM MOPAJOK Ta MOYATKOBHM CTaH.
HeoOxinHo, matoun 3a HasiBHI Mmozeni (13) ta (14), curnanu Ha BXOJi Ta BUXO/1 CHCTEMH, 1110
J1arHOCTY€ThCS, BA3HAUYNUTH HECIIPaBHY HiICUCTEMY.

Mopens HecnpaBHOi cucTeMu. HecnpaBHY CHCTEMY NpPEICTaBUMO TaKoOIO, IO
CKJIaJIa€ThCsl 31 CIIPaBHOI Ta HecmpaBHOI mifcucteM. HecnpaBHa migcucTeMa ONMCYEThCS
HeBizoMmoro 3anexHictio Z;(k +1) = f,[V,(k)], ne Z,, V, — BeKTOpHU CUTHAJIB Ha BXOJi Ta

i
BUXOJ1 N1ICUCTEMHU BIJNOBIIHO PO3MIPHOCTEH 7, Ta m, .

Jlyig onucy cnpaBHOI MIJCUCTEMHM BUJAIMMO 3 CUCTeMHU PiBHSHB (13) piBHSAHHS, 110
ONUCYIOTh mijgcucreMy S,. Kpim Toro, BUIUIMMO LUIAXH NPOXOKEHHS CHTHAJIB HA BUXOII
CIIPaBHOI Ta HecnpaBHOI mifcucteM. [Ipu 1boMy MaTpulss A IEPETBOPIOETLCSA B MAaTpULl A,
N,, amarpunst C — B matpuni C,, P,.

Hexail (171 KOHKPETHOCTI MOJANbIINX PO3MIPKOBYBaHb) CIIpaBHA YaCTMHA CHCTEMHU
OIIUCYETHCS HACTYITHUM YHHOM:

X, (k+1)=A, X, (k) +N, Z,(k)+ B, u(k),
V.(k)=R, X,(k)+G, u(k), , (15)
Y, (k) =C,; X, (k) + P, Z,(k),
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ne X, — BEKTOp 3MIHHUX CTaHy CHpaBHOI MiJCUCTEMH, Y, — BEKTOp CUTHAJIB CHCTEMHU
Ha BUXOJIi DX HECHIPABHIM MIJCHCTEMI S, .

Bektop X, chopmosano 3 X' 3aMiHOK HyJIsIMM KOMIIOHEHT, IO BijNOBiIArOTH
3MIHHUM CTaHy crpaBHoi miacuctemu S,. Bektop Z, chopmoBaHo 3 BekTopy X 3aMiHOH
HYJIIMH KOMIIOHEHT, II0 HE € 3MIHHUMM Ha BHXOIl CIpaBHOI migcuctemu S, (BHUXiJHI
CUTHAJIM CIPABHOI MiJICKCTEMH S, B HALLIOMY BUMAJKY SIBJISIIOTH COOOI0 KOMIOHEHTH BEKTOPY
3MinnuX crany X).

®opmanbHo Matpuni A,;, N, MO)XHa OoTpuMaTu 3 MaTpullb A, a B, 3 B 3amiHol0
HYJIIMHU PSJIKIB, 11O ONUCYIOTh CIpaBHY mijacucremy S,. Kpim Toro, B MaTpuui A, HyIsIMHU
3aMiHEHO BCI CTOBITYMKH, CIIEMEHTH SIKMX HE SBIISIOTH COOOI0 CIIBMHOXHUKH 3MIHHHUX CTaHY
X, copaBHOI migcucTeMH, B MaTpull N, HyJISAMHU 3aMIHEHO BCl CTOBITYUKH, €IEMEHTU SIKUX
HE SBJIIIOTh COOOIO CIIIBMHOKHUKH BEKTOPY 3MIHHUX Z; .

Marpumio C, orpumano 3 Matpuni C 3aMiHOIO HYJISIMH CTOBIILIB, €JIEMEHTH SIKHX HE
€ CIIBMHOXHHUKaMH BEKTOPY 3MIHHUX CTaHy X,, a marpumto P, orpumano 3 matpumi C
3aMIHOIO HYJISIMH CTOBIILIB, €IEMEHTH SIKUX HE € CIIBMHOKHUKAaMU BEKTOPY 3MIHHUX Z; .

Marpuusa R, m;xn, Buguise 3 X, (y BIANOBIAHMX KJIITUHKAaX MaTpULl CTOSTh
OJIMHUII1) KOMIIOHEHTH, Ki € CUTHAJIaM{ Ha BXOJi HECIIPABHOI IiCUCTEMH S ;-

Marpuns G,, m,xq, BUAUIAE 3 U Yy BIANOBIAHUX KIITUHKAX MAaTpHLl CTOSThH
OJIMHMILI) KOMIIOHEHTH, SIKi € CHTHAJIAMHU Ha BXOJi CIIPABHOI IiACUCTEMU S ;-

B onuci cipaBHO1 mijicHCTEMU HECTPAaBHOT CUCTEMHU BEKTOPHU Ta MAaTPHIll (POPMYIOTHCS
3aMiHOI0 HYJISIMH KOMIIOHEHT, a HE 1X BUJAJICHHSM 3 MEPBUHHHUX BEKTOPIB Ta MATPULb IS
TOT0, 1100 CIIPOCTHTH JTOTPHUMAaHHS PO3MIPHOCTEH IIPH aHai31 B MATPUYHOMY BUTJISII.

BrnactuBOCTI cClOCTEpeKEHHS Ta pO3Pi3HEHHS MiACHCTEM.

Busnauenns 3.1. HecnpaBHy miacuctemy S, OylneMo HasMBAaTH TaKol, IO Mae
811ACMUBICMb CNOCMEpPedCeHHs, K0 3a BUMIPIOBAHHSIMH CHUTHAJIiB Ha BXOJlI Ta BUXOII
CHCTEMH MOKHA BU3HAYUTH cUrHal Ha ii Buxoai Z,(0).

Mo 1B JBi CUTYyaIlii:

- MOYATKOBHM CTaH CIIPABHOI CHCTEMH BiJIOMUI;

- MIOYATKOBHI CTaH CIPAaBHOI CUCTEMH HEB1IOMUI (CTaH HECIIPABHOI MiJCUCTEMHU
3aBXKIHU BIJOMUIA).

OTpuMaemMo KpUTepiii MOXKJIMBOCTI CHOCTEPEXEHHS HECHPaBHOI MiJcUCTEMH S, IpHU

BijloMoMy nouaTkoBoMy cTaHi X, (0) cnpaBHOi cucTemu.
Sk Butikae 3 (15), BUXiIHI CHUTHalIM CHCTEMH 3 HECHPABHOI MiJCHUCTEMOIO S,
BU3HAYAIOThCS 3aJICKHICTIO

Tl (¢ ] P )] [0 u(0)
L) | (G4 GN, B Z,(1) GB 0 u(l)

= . X (0)+ : x| . x| . (16)
)] |C4" GA™N, G47 .. k| [ZW)] [C4"B CA7B ..CB] [uv-D)

B MarpuyHoMy BHIISAl CcHCTeMy piBHSHb (16) 3amuimeMo, JIOTPUMYHOUYHUCH
BIJIMOBIIHICTh TOJJaHKIB, HACTYITHUM YHHOM:

A ©) =X, 0)+
+@p, () +6 U, -1, (7)
e
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A@) =10, Yl 1 (0) =[Z,0),... Z@)]'
U@, 1) = [t(0)....,u(v, ~D]"
OckinbKM B cUCTeMY PIBHsAHB 11 BusHadueHHA Z.(0), sika pOpMyeThbCs, HE NOBHHHI
BXOJMTH HeBinoMi 3HaueHHs Z (k); k=1, 1o 3 (16) 1 (17) He0OXiAHO BUK/IIOUUTH PIBHSAHH,

aki MicTath Z,(k); k = 1. Ilpu npomy (17) nepeTBOpro€ThCA 10 BUIIIALY:

A L)=
=K X (0)+F™ Z.(0)+Q™ U(v, —1). (18)
ITo3raunmo
AZ,(0) = AZ,(0)~AZ; (0) Ta
AN, (V)= A, ()~ A/ (V). (19)
ne Af (Ui) — BEKTOp CUTHAJIIB Ha BUXOA1 CHPaBHOI CUCTEMH, 1110 BU3HAYAETHCS IIJIIXOM

pO3paxyHKy ab0 3aMipiB CUTHAIIIB CIIPABHOTO €K3EMILISPa CUCTEMH.
3 (18) BurumBae

AN () =F" AZ,(0). (20)
Martpuuro E(‘") OyIeMo Hazusamu Mampuyero CnocmepedceHHss HeCIpaBHOI

nmizcucremu S,. ®opmanso F™ MoxkHa OTpUMaTH 32 HACTYIIHAM &JITOPHTMOM:
—  copmyBaTu MaTpHULIIO

— B YEproBil CKJIAIOBii MaTpUIli, SIKY BIAJIUIEHO IITPUXOBUMHU JiHISIMH, BUIATUTH
PSAKY, IO BIAMOBIAAIOTH HOMEpAaM HEHYJIhOBUX DSJIKIB MOMEPEIHIX CKIATOBUX MAaTpPUIb (B
JTAHOMY BUTIAJKY JIJIs1 30€piraHHst pO3MipPHOCTI MAaTPHUIIh 3 METOIO 3a0e3MeueHHs 3pyYHOCTI iX
CIIBCTaBIICHHS PSIKUA HE BUAAISIOTHCS, @ 3aMIHIOIOTHCS IPOYECPKOM).

Teepmxenna 3.1. Iligcucrema S, € Takowo, IO XapaKTEPU3YEThCS BIACTHUBICTIO

CIIOCTEPEKEHHS B TOMY 1 TIIbKM B TOMY BHIIQJIKy, SIKIIO iCHYe Take 3HAUEHHA U,, IO PaHT
(0) _
FE" =n.
CripaBelsIUBICTh TBEP/HKEHHS BUTIKA€ 3 YMOBU MOXIIMBOCTI pO3B’sI3yBaHHS PIBHSHHS
(20) BiznocHo AZ,(0).

PiBHsHHS, CKJageHe BiJHOCHO BEJIMYHMHHU, SKAa OILIHIOETHCS, OyJeMO Ha3HBaTH
JiarHOCTUYHUM. B maHOMy BUMIaaKy J1arHOCTUYHUM € piBHSHHSA (20).

IToznauumo yepes [, rinoresy mpo Te, L0 HECHpaBHOW € migcucrema S,. ['imoresa
H, mepesipsieTbesl 1UIAXOM (OPMYBaHHS HiarHOCTUYHOro piBHAHHA (20) 1 mepeBipkH Horo
cymicHocTi. Skmo piBHAHHSA (20) cymicHe, To rinore3a /1, mpuiimaeTbes 1 migcucrema S,
BBA)KAE€THCS HECIIPABHOIO, SIKIO HE CyMicHE, TO rinore3a [, He IPUHMAETHCS.

Bynemo roBoputy, wo migcucreMu S;, S; € TAKUMH, WO He PO3PISHAIOMbCA, SKIIO
rinoresa [/, mpuilMaeTbcs SK NpH HECHpaBHIM migcucreMi S,, Tak 1 HOpU HeECIpaBHIN

migcucremi S ;-
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Piusuns (20) cknaneno BimHocHo Z,(0) Ha Biapi3Ky yacy [O, Ul.]. Jlns BieBHEHOTO
pO3Mi3HaBaHHsS TiMOTE3M MOXKE 3HAJAOOUTHCSA TMepeBipKa CYMICHOCTI JIIarHOCTHYHOTO
PIBHSAHHS, CKIIaJIeHoro BinHocHo Z.(77) Ha Biapisky [17,7+v,], 7>0 npu AA.(n+0,)#0.

[Mixcucremu S i S j € TaKHMH, IO HE PO3PI3HAIOTHCSA B TOMY 1 JIULIE B TOMY BUIAJIKY,
AKIIO TIPU HECTIpaBHi migcucremi S ; lenye take sHauenns Z,(0), mo AA,(v,) =AA; (L),
ne AA,; (V) — BEKTOp, yTBOPCHHI 3 KOMIIOHCHT BEKTOpA CHTHAIB CHCTCMH Ha BHXOII 3
HECIIPABHOIO MIJICHCTEMOIO S, 1110 BIANOBIIAIOTH KOMIIOHEHTaM BekTopa AA,(v,).

BuxizHi cUrHany CHCTEMH 3 HECHPABHOKO MIICHCTEMOIO S, OIMHCYHOTHCS BUpasoM (17)
npH 3MiHi iHgexcy [ Ha ;. Ilpu ubomy AA, (v;) BU3HAYAETHCS 3ATCKHICTIO

— ;)
AA:;/ (Ui) = (I)j,i A/ui (U,‘)a (21)
e @) — varpuus, otprmana 3 Matpuii @) BHIATEHHAM PAIKIB, JUIA SKHX He icHYe
n i puusd, OTp Tpun J A PAAKIB, 1 y
KOMIIOHEHT B BEKTOp1 AA, (Ui).
C ypaxysanHsam (20), (21) piBHicTb AA, (Ul) =AA, (l)l) 3aMMIIeMO y BUTIISI
;) — ;)
F, AZi(O) _(I)j,i Alui(vi)' (22)
Teepmoxenns 3.2, Ilincucremu S;, S; € TakuMy, L0 PO3PI3HAIOTHCS, NPHU TiOTE3

H,, axmo

|

;) ) | _ ;)

paHr[Fi |‘d)j,l. } =1, +panr @ . (23)
3a3Ha4ynMo, 10 MATPULA (I)F/f’i[) MO3K€ MaTH JTOBIJIbHUM paHT.

CnpaBeUIMBICTh TBEpPIKEHHS BHTIKAE 3 YMOBM JIHIHHOI He3aleXHOCTI A, (ul.),

AZ(0), mo Bu3Ha4a€eThCA PIBHICTIO (22).

Busnauenns 3.2. Iligcncremn S, S, OyaeMo HasuBaTH IIJACHCTEMaMH 3
He3aNeNHCHUM CROCmepedcenHsaM TIPY Tinote3l H ,, K10 BEKTOpU AfL (z)l.), AZ.(0) € niHiitHO
HE3aJIeKHUMU.

HeoOxiqHOI0 1 JOCTaTHHOI YMOBOIO HE3aJEXKHOCTI CHOCTEPEXKEHb MmiacucTeM S, S e

AKe 3a0e31eyye MOXKIIMBICTb 1X PO3PI3HEHHS IpH rinoresl H,, € ymosa (23). Onnade, K10

|
paHT [E("")|(I)S’;)}>ni, To migcucremu S;, S, BKE € TAKHMH, IO PO3PI3HIOTHCH, UL
| A

HIMPOKOr0 KJIACY HECIIPAaBHOCTEM.
Sxkmo mouarkoBuil cran HecrnpaBHoi migcucremu X, (0) HeBimomuii, TO mHpH
JiarHOCTyBaHHI He0OXinHO BiqHOBUTH He Tinbku Z, (0), ane it X, (0).

Beaxaroun nesigomumu Z, (0) ta X, (0), 3 (12) orpumaemo
Ai(0)=Q" ulv, ~1) =
\ Z.(0
_ [Ff“” \K,‘.“f)}x O 4)
| X;(0)
3 (18) BUIIIMBA€E TBEPAKEHHS.

TBepmxenns 3.3. Ilpu HeBiZOMOMY IOYaTKOBOMY CTaHI  CHCTEMH HeECIpaBHa
migcucTeMa S, € Takor, IO CHOCTEPIraeThCs, B TOMY 1 JIMIIE B TOMY BHUIAJKY, SIKIIO iICHY€

3HA4YCHHA L; TaKe, 10
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!
paHr[Fl.("") |K§”")} =n+/{,,
!

e  (, — paHr MaTpui K?"’) , IKAW JOPIBHIOE YHCITy 3MIHHUX CTaHy CIIPAaBHOI ITiICHCTEMH.
lnoresa H, mnepeBipseTbCs IMUIAXOM HEPEBIPKU CyMICHOCTI J11arHOCTHYHOIO

piBHSHHS (24). AHanori4Ho (23) MOXKHA OTPUMATH YMOBY PO3pi3HEHHS miacucreMm S, S,

IpH rinoTe3i H, A yMOBH, KOJIM NOYaTKOBHH CTaH CHPAaBHOI CHCTEMU HEBIIOMHUIA.
Teepmkenns 3.4, Ilincucremn S;, S; € TakUMH, IO PO3PI3HSIOTHCS, MPH TilOTE31

H,, axmo

| | \
panr {Fi(“") K™ |(I)(;Z.") |‘I’(I“l)} =n+/0, + paHr(I)S;") + paHr ‘I’SJ;),
| T
e i (v,) )
ne ¥ dopmyerscsa nonibno @ ;" 3 matpumi ¥

Skio panr
\ | \
{Fi(u,>|K§u,>!q,5§,> |\P55_1)} —
TO 1€ Ja€ MiAcTaBy BBaxaT migcucremu S, S ; TaKUMH, 110 PO3PI3HSIOTLCS TPH TiNmOTE31

H . 1i1st LIMPOKOT 0 KJIacy HECIIPaBHOCTEN.

3.2. IlizcucremMu 3 HE3aJICKHUM yIOpaBIiHHAM. BXimHI CHUTHamM HeCIpaBHOL
nigcucremu S, Ha iHTepBam [0,77] y BianoBingHocTi 10 (15) BU3HAYaIOTHCA 3aJI€KHICTIO

o] [R 0 Z0)| |0 u(0)
V1 R 4 RN, 0 Z(1 R B, G, 1
1() — :1 1 i0)+:z i X:l() +:z i i % u() (25)
V| R4 RA"'N, RAZN,..RN,| |Z(]| |RA™"B RA’B..G]| |u(n)
B MaTpuuHOMY BUTJIAI CUCTEMY PIBHSHB (25) 3alUIIEMO HACTYITHUM YHHOM:
V. (7)=E" X,(0) + T, (7= 1)+ W U(ry) (26)

Bxinui curnamu V,(77) minencremun S, mpu rinoresi H, BU3HAYAIOTBCSA CHCTEMOKO
piBHsHb (25) npu 3amini Matpuus R, G, na R;, G, . Ilpu upomy V, (k) BusHauaerses k -m

piBHSIHHSM cucTemu (25).

Busnauenns 3.3.  Iligcucremun S,, S ; OyneMo Ha3MBaTH IiJACUCTEMaMU 3
HE3AIIEKHUM YIPABIIHHAM IIPH TinoTesi H;, Ko juis KokHOi komnonentn V), (k) Bekropa
V,(k) icuye take 3HavenHs k =k, wo 3minna V, (k) NiHIAHO HE3aNEKHA 3 BEKTOPOM
\AGY

Jnst niniiino nesanexnnx V,(17), V (k) icHyrOTb CMrHamM Ha BXOJi CHCTEMH, SKi
3abesneuytoth 3minu V), (k) npu HesminnoMy 3HauenHi V(7). SIkuwo npu 3mini curuanis
Ha Bxoml cucremMu Ha AU (77) CUTHAJIM Ha BXOMAI HiACUCTEMH S, HE MIHSIOTHCA, TO HE

MIHSIOTBCS i curHamd Ha ii Buxomi. IIpu ubomy curnan na xomi V,(k,) mixcucremmn S,

sMinmthcs  Ha  Bemaumny  V, (k) = o (k)AU(k), npe o) (k)= G, npu k, =0,

. \ \ \
(Dlj(ks)z[Rj ASTB L RjB[|G} npuk, >1.
\ \ \
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Komnonenra V, (k;) Bexktopa V, (k) 3minutbcs Ha Bemuuudy AV, (kg)=
=o' (ks)Au(k,) ne s — psnox matpuni @' (k,).
Bapiamiro curHaigiB Ha BXOJli CHCTEMH Au(ﬁ), sIKi 3a0e3MeuyloTh 3MiHY 3MiHHOT

V,, (k,) npu HesMiHHOMY 3Ha4eHHI V,(77) , MOXHA BIIHANTH 3 HACTYIIHOI CHCTEMH PIBHSHb

AV (m)=0 1 _[w/"
= . xAu(l),
AV, (k)#0|” | (k)
l= max{n,ks }, (27)
PO3B’SI30K SIKOi iICHY€E B TOMY 1 JIMIIIE B TOMY BHIIAKY, SIKII[O
w)
pamr| = paHr W(”) +1. (28)
o, (k)

Ha mincTaBi BUKIaieHOro BUIIE, CPOPMYITFOEMO TBEPIKECHHS.

Teepmokenns 3.5, Iligcucremu S;, S, MaOTbh HE3AJICKHI YIPAaBIIHHS IIPH IiIOTE3]

H; B TOMY BUNAJIKY, SKIIO ICHYIOTb Taki 3HaUeHHs k , s =1,m  , 1yist AKUX BUKOHYETHCA (28).
Bunimumo xiac HecripaBHocTedl L, mpu sIKOMy ONHCH HECIPaBHOCTEH IMiJCHCTEMH
S, BIAPI3HAIOTBCS BIJ ONUCIB CIPABHOI MIJCHCTEMH Ha [ESKY BEIMIMHY (BEKTOD), sKa SIBIISE

co0010 B 3araJibHOMY BUIIAJKY (YHKIIIIO Yacy.
Teepmxenns 3.6.  Hexail HecnipaBHoCTI miacucremu S, He Hanexarb kimacy L.

Hincucremu S, S; pO3pI3HSIOTHCS NPH rinoTesl H, AKIIO iX yIPaBIiHHSI HE3aJICKHI.

JloBeieHHs TBEpKEHHA 3.6 MOJKHA OTPUMATH, CIIUPAIOYKNCh HA PE3yJIbTaTh, OTPUMaHi
B poboti [17].Jlns nepeBipku rinmoresn H, cPOpMyIIOEMO CHIHAIM Ha BXOJAl CHCTEMH

HaB‘[(

u" (v, =1), u"?(v, —1) (maB4aroui Ta TMepeBipoYHi), sIKi 3a0e3MEUYIOTH Bapialio 3MIiHHOI
V. (k) npu nesminHomy 3Hauenni V(n7). Lli curmamm MoxyTh OyTH NOBiNIbHUMH, aje
MOBUHHI BIIPI3HATUCS Ha BEIUYUHY Au(ﬁ), oTpuMaHy 3 (27) nns 3aZaHoOro 3Ha4YEHHS
HaBy nep __ gy HaB4

AV, (k,) # 0.3anaBmmcy u" ™ (v, —1), orpumaemo u"* (v, —1) =u" (v, —=1) + Au(r).

Hexaii icHye MOXXJIMBICTh BCTAHOBJIEHHS HECHPaBHOI CHCTEMHU B IMOYATKOBUHN CTaH,
SKHUH AJIs CIIPaBHOI YaCTHMHU CHCTEMH BIIOMMM, a 171 HECIIPABHOI MiJICUCTEMH S, HEB1IOMUM.
Toni mpouenypa nepesipku rinore3u H, HacTymHa.

HaB4

1. Cucrema BCTaHOBIIOETHCS Y MOYATKOBUM cTaH i, ipu u" " (v, —1), BU3HAaYaeTHCSA

. . . 05
y BianosigHocti 10 (28) matpunsa AAY (v,).
2. CucreMa BCTaHOBIIIOETLCS Y IMOYATKOBHMM cTad i, mpu "7 (v, —1) Bu3HauaeThCs
nep
AN(,).
3. [IlepeBipsieTbCsi CyMICHICTh CHCTEMH PIBHIHB
HaB4 (U[)
ANT(v)|_|F,
. = o) xAZ,(0), (29)
AN (v,) | | F,
. o o Amami N A ATEp
10 €KBiBaJIEHTHO nepeBipui piBHOCTI AAT™ (1) = =AAP (V).
SIkmo cucrema piBHSHEL (29) HecymicHa, TO rimore3a H. He IPURMAETBCS, SIKIIO
y > i )
CyMiCHa, TO LI¢ He cymepeuuTs rimoresi /.. JIns ocraTodHoi mepeBipku rinoresu H,

CYMICHICTh CHCTEMHU piBHSHb (29) HEOOXiHO TMEepeBipUTH MpPU CUTHAIAX HA BXOMII, SKi
3a0e3MeuyoTh Bapiallilo CUTHANIB HAa BXOJl BCIX MIACHUCTEM, L0 MAIOTh 3 MiICHCTEMOIO S,
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HaB4

HE3aJeKHI YIpaBIiHHSA. 3a3Ha4MMoO, [0 CHrHali Ha Bxomi u' (v, —1) Ta u"®(v, —1), axi

3a0€3MeuyIOTh Bapiallilo CHIHAIB HAa BXOI migcucTeMu S ;> 32 3BHYAM 3a0€3Meuy0Th TAaKOXK

Bapiallifo CUTHAJIB HAa BXOJl MU 1HIIMX mifcucteM. Lle mo3Bossie mpu OMHUX W THX cCaMUX
CHT'HaJaX Ha BXOJAl CHCTEMH 3a0€3NEYUTH PO3PI3HEHHS MiJCHCTEeMH §; 3 JeKUIbKOoMa

migcuctemMaMu. [HTepBan JiarHOCTYBaHHS TOBHMHEH 3a0e3leyyBaTd Bapiallilo CHTHANy Ha
BHMXOJII CHCTEMH IIPH Bapiallil CUTHAJIy Ha BXOJI MJICHCTEMH S - KpiMm Toro, giarHoctyBaHHS

Mae ceHc mpopoauty, AKmo AAT™(v,)#0. ToMy, Ak i OpU AIarHOCTYBaHHI MIJICHCTEM 3

HE3AJICKHUM  CIIOCTEPSKEHHSIM, MOXE 3HAaJOOMTHCA TPOBEAEHHS  JIarHOCTHYHOIO
eKCIIEPUMEHTY Ha iHTepBai [77, n+v, ], n=0.

BucHoBok. /[ niarHOCTyBaHHS HECHPAaBHOCTI MiJCUCTEM B O€31HEPLINHUX cHCTEMax, 3a

YMOBH, 110 MIJCUCTEMU CIOCTEPIral0ThCsl HE3AJIEKHO, TPOLENYpa J1arHOCTYBaHHS M1ACHCTEM

MOJIATAE Yy TIEPEBIpIll CIIIBHOCTI CHUCTEM JIIarHOCTUYHUX pPiBHSAHb, IO BiJIMOBITAIOTH

rimore3am, SKi TeEpeBIpSAIOThCA. SIKIO cHUCTeMa [IarHOCTMYHHUX PIBHSHb CIiJbHA, TO

BIJIMTOBIHA 1H T1MOTE3a MPUHMAETHCS, SIKIIO HE CITUJIBHA — BIAKUIAETHCA.

Cnig TakoX 3a3HauUTH HAcTymHe. g JHIKHMX CHUCTEM, IO ONHUCYIOThCS 3a
JIOTIOMOI'OK0 TI€peNaTOYHUX (PYHKIIH, HeEMae NoTpeOu BUAUIATH 3 MHOXHMHM CUTHAJIB, SIKI
BHMIPIOIOTHCSI, HABYAIOUY Ta MEPEBIPOYHY MHOXKHHH, & TECTYBaHHS 3BOJUTHLCS JI0 TIEPEBIPKU
CYMICHOCTI CHCTEMH pPiBHSIHb, 110 CTBOPIOE MOXKJIHMBICTH JJIS 3aCTOCYBAHHS CJIOBHHKA Yy
BUITAJIKY JIOKaJTi3allii HeCIpaBHUX MiJCUCTEM.
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Modern practice of developing technical systems, and electrical systems in particular, shows that their reliability
is laid at the design stage and ensured at the production stage. Imperfections in production technology and
violations of operating modes can cause various types of defects in finished systems. Thus, diagnostics of a
technical object (system) must necessarily be present at all stages of its life cycle. Therefore, various works to
ensure the process of diagnosing a technical system are carried out during its development, manufacture, testing
and operation. In this case, the purpose of diagnostics is to maintain the required level of indicators of the
technical condition of the system. At the design stage, the main task of diagnostics is to ensure the possibility of
potential diagnostics of the system being designed, and at the production and operation stage - current control of
its operability. The constant increase in the complexity of technical systems, associated with the increase and
complication of the functions performed, the improvement of production technology, the increase in
requirements for quality indicators, etc., leads to the complication of diagnostic methods and tools that provide
the necessary properties of systems. For the diagnosis of electrical devices, the following methods are used:
peripheral scanning, automatic pattern generation technology, built-in self-scanning, as well as parametric
identification methods, fault control methods, evaluation methods, etc. Many of these methods have the
following disadvantages: a significant amount of calculations, the need to access all nodes of the electrical
circuit, sensitivity to calculation errors, and, as a result, the complexity of practical implementation. In addition,
the reference method has become widely used in the diagnosis of electrical devices, based on finding from a set
of voltage or current values at control points those of them that are closest to the values obtained when
measuring in the device being diagnosed. Despite significant achievements in the field of diagnosing the
technical condition of systems, at present the relevance of theoretical research and practical application of
diagnostic methods remains crucial as a basis for ensuring the necessary quality indicators of systems (and
electrical systems, in particular) and increasing the reliability of assessments of the technical condition of the
latter. The conditions of independent observation and control, which provide the possibility of conducting a
diagnostic experiment without taking the controlled system out of operation, are considered and investigated.
Keywords: Diagnosis, diagnostic experiment, diagnostic methods, operating conditions, independent
observation, independent control, technical system.
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PO3POBKA AJAIITUBHOTO JIO KOHTEHTY AJTOPUTMY LIS
N ®PYBAHHSA KOH®IIEHITINHOT TH®OPMAIIT

A. B. Caguenko, O. A. KymHipeHko

Harmionanpauii yHiBepcuter «Oiechka MOMiTeXHIKa»
1, llleBuenka mp., Mm.Oxeca, 65044, Ykpaina
Email: koa@op.edu.ua

VY cydacHOoMy iH(OpMAIiTHOMY cepeloBHUIIi Aefali OLTBIIOro 3HAYeHHS HaOyBa€e 3axWCT
IU(PPOBHUX JIAHWX, Cepel SKUX BAKIMBY YacTKy CTAaHOBIATH rpadiuHi Mmarepianu —
¢ororpadii, BimckaHOBaHI NOKYMEHTH Ta MyJAbTHMeniiHi Qaiiim. Bonu, Tak camo sk i
TEKCTOBI JaHi, MOXYTh MICTHTH NMEPCOHATbHY a00 KPUTUYHO BaXIUBY iH(pOpMAIIiIO, IO
rorpedye HaAIHHUX MeXaHi3MiB MHU(pyBaHHs Ta 30epexeHHs. [IpoTe HaBiTH 3a HASBHOCTI
PO3BHHEHHX KpunTorpagidHux METONiB TeKCcToBI W Tpadiuni ¢(aiimy 3aaumaroThes
Bpa3IMBUMU 4epe3 crenupigHi CTPYKTYPHI 0cOOIUBOCTI. I TEKCTOBUX JaHUX TUITOBHMH
€ CTaTHCTHYHI 3aKOHOMIPHOCTI, HAIIPUKJIa] YaCTOTHUH PO3MOALI CUMBOJIIB 1 CIIiB, 1110 MOXeE
BUKOPUCTOBYBAaTHCS JUIS IPOBEICHHS KPHUNTOAHATIITUYHHX arak y pas3i 3acTOCyBaHHS
cmabkux abo oxHOTHNMHUX MH(PiB. Y rpadivaux Qaiilax oJHAM i3 KIIFOYOBHX PH3HKIB €
BHCOKa KOPEJAIis MK CYCITHIMH HIKCENSIMHU, OCOOIMBO Y BUIAJIKY ITPUPOJHUX 300paskKeHb
abo nmaHWX i3 MiHIMAJBPHIM CTHCHEHHSM, IO CTBOPIOE MOXJIMBICTH PEKOHCTPYKINI UH
aHami3y HaBiTh 4YacTKOBO 3amudpoBanoi iHpopmaiii. JIogaTkoBy 3arpo3y CTaHOBISTH
meramani (EXIF, IPTC, XMP), sxi aBTOMaTHYHO IOJAIOTHCSA IiJ Yac CTBOpPEHHA abo
penaryBaHHst (aiiiB i MOXYTh MICTHUTH KOH(QIJCHIIWHI BiIOMOCTI PO MOXOJPKEHHS YU
BIIACTUBOCTI IaHUX. Y POOOTI 3alpOMOHOBaHO KOMOIHOBaHHUN aTOPUTM 3aXHUCTY TEKCTOBUX
i TpadiuHEX (aiiniB, OpiEHTOBAaHWI Ha yCYHEHHS 3a3HAYEHHUX BPAa3IMBOCTEH. AITOPHTM
pearizye OaraTropiBHEBY CHMETpHYHYy cxeMmy, mo mnoemnnye tpu ertamui: AES-CBC,
repectaHoBKy O01okiB Ta AES-GCM. Kimtoui popMyIoThCst Ha OCHOBI TTApOIIs Ta YHIKATBHOI
COJIi, M0 MiABWIIYE CTIMKICTH M0 aTak mepedopoM. OCHOBHOIO METOIO € (OpPMYBaHHS
po3noniry 6alTiB 3aI(pPOBAHNX TAHUX, MAKCHMAIILHO HAOIMKEHOTO JI0 PIBHOMIPHOTO, 1110
MiHIMI3y€ MOXIIUBICTh I1X BIJHOBICHHS METOJAMH CTATUCTUYHOTO aHamizy. Jlis
MATBEpKEHHS €PEKTUBHOCTI JITOPUTMY 3aCTOCOBAHO BOyIOBaHI B cepenoBuine Matlab
CTaTHCTHYHI TECTH, cepel sKWX eHTponiiHnii, ¥?, KommoropoBa—CmupHOBa Ta
KopemniiHnii. Pe3ynpTati mpoaeMoHCTpyBany 3HaYHE 3pOCTAHHS CHTPOI] Ta 3HMKEHHS
piBHS KOpeysmii MiX eJIEeMEHTaMH Micis IUQPYBaHHS, L0 CBIIYNTH IPO JOCSTHEHHS
BJIACTHBOCTI HEBHU3HAUyBAaHOCTI BXiJHUX JaHHUX. [IpakTHUHE BHKOPUCTAHHS AITOPUTMY
repetoavyae MOXKIMBICTh THYYKOTO HAIAIITYBaHHS — KOPUCTYBAa4 MOXKE 00MpaTH KOMIIPOMIC
MK piBHEM KPHIITOCTIHKOCTI Ta MOKa3HUKAMK CTUCHEHHSI I1i]] Yac pOpMYBaHHS 3aXHILEHNUX
apxiBiB. TakuM YMHOM, 3aIPOIIOHOBAHMIA MiJXi]] 3a0e3neuye KOMIUIEKCHUI 3aXUCT Pi3HUX
tumiB 1udpoBoi iHpopMarii, MOEAHYIOYM BHCOKY €(PEKTUBHICTH i3 aJANTUBHICTIO 10
KOHKPETHHX NPAaKTHYHUX TOTpeO.

KawuoBi cinoBa: mmdpyBaHHs, HaIUIMIIKOBICTh, rpadiuHa Ta TekcToBa iH(opmaris,
aBTEHTU(IKAIIS JaHUX

Beryn. Y cydacHoMy 1udpoBOMYy CBiTI 00CAT JaHUX, IO IOCTIHHO CTBOPHOIOTHCA,
IepenaeThcs Ta 30epiraeTbes, 3pOCcTae B TEOMETPHUHIN mporpecii. Lle 3yMOoBIIIO€E MMiIBUILICHY
yBary J1o muTaHb 3a0e3nedeHHs KoHdiaeHiinocti [1] indopmarii. Skio paHime oCHOBHUI
aKLEHT POOMBCS HAa 3aXMUCT TEKCTOBMX JOKYMEHTIB, TO CbOTOJHI 3HaYHY 4acTKy LU(poOBUX
JAHUX CTaHOBJATH rpadiuHi Marepiamu — ¢oTorpadii, ckaHOBaHI KoOIIi JOKYMEHTIB,
MYJIbTUMEIHHI ¢aitnu Tomo. BoHu, SK 1 TEKCTOB1 1aHi, MOXXYTh MICTUTH KPUTUYHO BaXKJIUBY
abo mepcoHanpHY iHQOpMAIlIO, TOMY TaKOX MOTPeOYIOTh HAIIHHOTO 3aXHUCTy BiX
HECAaHKI[IOHOBAaHOTO fnoctymy. [lonpu 3HauHMiA mporpec y ramysi kpunTtorpadii, Sk TEKCTOBI,
Tak 1 rpadiuHi JaHi 3aMMIIAI0THCSA BPA3IMBUMHU J10 TIEBHUX THUIIB aTakK yepe3 CBOi BHYTPIIIHI
CTPYKTYpHI 0co0JmMBOCTI. Y TekcToBUX (haiiyax 30epiraloThCsi XapaKTEpHI CTaTUCTHYHI
3aKOHOMIPHOCTI — 30KpeMa, YacTOTHUW PO3MONIII CHMBOJIB, CIiB abo ¢pa3, mo Moxke
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BUKOPHCTOBYBAaTHCh ISl KPUIITOAHANI3y HaBiTh 3a YMOBM 3ammudpoBaHoro Bwmicty. Lle
0CO0JIMBO aKTyaJIbHO IIPU BUKOPUCTAHHI C1a0KUX a00 OAHOTUIHUX HIM(PIB, K1 HE MACKYIOTb
MOBHY CTPYKTypy nanHux [2,3]. V rpadiunux ¢ainax iCHYIOTH 1HIII, HE MEHII KPUTHYHI
pu3uku. OHIEIO 3 OCHOBHUX BPa3JMBOCTEN € BUCOKA KOpEJIALlisd MK MiKcensaMu [4], oco6iuBo
B 300pakKeHHSX 13 NMPUPOJHUMHU CIICHAMH a00 CIaOKMM CTHCHEHHsSM. Taka CTaTHCTHYHA
3QJISKHICTD J03BOJISIE BAKOPUCTOBYBATH METOAM aHAII3y 300pakeHb a00 PEKOHCTPYKIIIT JIJIs
BUTSATYBAaHHS MPUXOBaHOI a00 yacTKoBO 3amudpoBanoi iHpopmarii. Kpim Toro, 300paxeHHs
4acTo MICTATh BiAKpUTI MetangaHi (Hanpukiaa, EXIF, IPTC, XMP), sxi aBTOMaTudHO
J0JIal0ThCSl KaMepaMu abo MporpaMHUM 3a0e3MeUeHHsIM 1] Yac CTBOPEHHS YU peJaryBaHHs
¢ainy. LI meragaHi MOXXYTh MICTUTH 1H(OpMAIll0 MPO MOJAENIb MPHUCTPOIO, AATy Ta yac
cTBOpeHHs, koopauHatu GPS, mapamerpu 3iiomku, aBTOpcTBO TOLIO [5]. OKpemy Hebe3neKy
CTaHOBJIITH CIy>kKOO0BI 3aroj0BKM (paiiiiB, SKI PO3KPUBAIOTH THI KOAYBaHHA, (OpMAT AAHMX 1
MOXYTh CIIYTYBaTH JOJATKOBUM JDKEPEJIOM TeXHi4HOI abo mepconansHoi iHpopMmaii [6]. Bei
i OCOOJMBOCTI MIJKPECIIOITh HEOOXITHICTh HE JIMIIE BHKOPUCTOBYBATH CY4YacHI METOIH
mupyBaHHs, a i 3BepTaTH yBary Ha IPUXOBaHI BIACTUBOCTI JJaHUX, 1110 MOTEHIIHHO MOXYTb
OyTH BUKOpHCTaHI JUIsl iH()OPMAIIITHOTO BUTOKY a00 BiTHOBJICHHS 3MICTY.

Metoro crarTi € po3poOKa aaropuTMy, MPU3HAUEHOro I 3a0e3leueHHs HaAliHOro
KpUNTOrpaiyHOro0 3aXUCTy SIK TEKCTOBUX, TaK 1 IpadiuHUX JaHUX 13 BHKOPHUCTaHHSIM
cy4acHMX MeToAiB mudpysanHs. [lependaueHo, 1110 CTBOpEHE pillIEHHS! YHEMOXIIMBIIIOBATUME
BU3HAYCHHS MOYATKOBOTro (popMaTy JaHMX Michs iX mmpyBaHHS, a OIiHKA €(EeKTUBHOCTI
IPUXOBYBAaHHS XapaKTEPHUX O3HAK 3/11ICHIOETHCS CTATUCTUYHUMU METOAMHU.

J11s1 MOCSITHEHHS ITOCTAaBJICHOI METH HEOOXIJHO BUKOHATH TaKi 3aBJaHHS:

— TIPOBECTH OTJISA Ta aHaji3 Cy4aCHUX METOMIB KpUNTOrpadiuHOro 3axucTy
iHopMallil, BA3HAYMBIIH iX cJaOKi MiCLsl Ta MOXKJIMBI BEKTOPH aTak;

— JIOCIIJUTH OCOOJIMBOCTI MpoOIeciB MM (PYBaHHS JaHUX pi3HUX (OpPMATIB, 30KpemMa
TEKCTOBHX 1 rpadiuHuX ¢aiinis;

— CTBOPUTH MaTeMaTU4YHy MOJeNb, Mo 3a0e3neuye GyHKIIT mudpyBaHHS,
po3muppyBaHHS Ta aHATI3Y 3a3HAUYCHUX TUIIIB JaHHUX;

— 3JIHCHUTH eKCIePHUMEHTAJbHE JOCHIIPKEHHS CTAaTUCTHYHUX XapaKTEPUCTHK

3amm(poBaHUX TAaHKUX 3 METOKO OLIHKY MOXKJIMBOCT] BU3HAYEHHS iXHHOT'O BUXITHOTO popMaTy,
a TaKOX TIEPEBIPUTH METOIM MPHUXOBYBAHHS TaKUX O3HAK.
XapakTepHi pUCH Ta THIIU iICHYIOUHMX KPUNITOrpagiuHuX MeTOAIB 3axucTy iHdopMmauii. Yci
KpunTorpaiuHi METOAM YMOBHO KJIACH(IKYHOTbCS Ha JBI OCHOBHI I'pylu — KJIAacH4HI Ta
Cy4acHl, $IKI BIOPI3HAIOTBCA MDK COOOI0 pIBHEM CKJIQJHOCTI peaiizalli, CTIHKICTIO 0
KPUITOAHATITUYHUX aTakK 1 cpepaMy IPaKTUUHOT O BUKOpUCTaHHS [7].

Knacuuni kpunrorpagiuHi METOAM TIPYHTYIOTBCS Ha IPOCTUX MaTeMaTHYHHUX
IPUHIMIAX 1 HIMPOKO 3aCTOCOBYBAJIUCS A0 MOSBU KOMIT IOTEPHUX OOYHMCIIOBAIBHUX CHCTEM.
Jlo HUX HaJeXaTh, 30KpeMa, IiJICTAHOBOYHI Ta MepecTaHoBOYHI mmdpu [8].

[lincTanoBoYH1 MKM(pPU 3aMIHIOIOTh CHUMBOJM BIJKPUTOIO TEKCTY IHIIMMH 3TIAHO 3
neBHUM (ikcoBaHuM npasuiioM. Hanpukian, MmoHoangasiTHl mudpu, Taki sk mmdpp Lesaps,
BUKOPHUCTOBYIOTh OJIMH 1 TOM caMuil angasiT IPOTArOM YChOrO IOBIIOMJIEHHS, 1110 POOUTH iX
HaJ[3BUYalHO Bpa3JMBUMH 10 YaCTOTHOIO aHali3y, OCKUJIBKH 30epiratoTbCsi CTaTUCTUYHI
3aKOHOMIpHOCTI MOBH. Y moJjiandaBiTHuX mudpax, Hanpukiaana y mudpi Bikenepa [9],
BHKOPHCTOBYETBCSl KibKa andapiTiB, IO YCKJIATHIOE po3IM(pyBaHHS, OJHAK BHMAarae
OUTBIINX OOYHCITIOBATIBHUX 3yCHIIb.

Ha BinMiny Bif MiJCTaHOBKHU, IEPECTAaHOBOYHI MIM(PU HE 3MIHIOIOTH CaMi CUMBOJIH, a
nuie iXHiA mOopsaaoK y moBiomiieHHI. BoHU € mpocTuMu B peanizalii, ane He MOPYUIYIOTh
YaCTOTHHX XapaKTEPUCTUK TEKCTy, M0 OOMexye iX KpunrorpadiuyHy CTidKicTh. 3araiom
KJIaCM4YHI MeToau mH(pyBaHHS HE BIIMOBIAAIOTH CydacCHMM BUMOTaM O€3IeKH, aJKe JIErKo
MiJIAI0THCS CTATUCTUYHOMY aHaJli3y Ta He 3a0e3MeuyI0Th HAJIGKHOT O PiBHS 3aXHCTy B YMOBax
aBTOMAaTU30BaHOi OOPOOKH JaHUX.
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CyuacHa kpuntorpadis BKIOYAE 3HAYHO CKJIJHIIII aJrOPUTMH, SKi PO3POOIISIIHCS 3
ypaxyBaHHSM BHCOKOI OOYMCIIIOBAJIbHOI MOTYKHOCTI Cy4aCHUX KOMII FOTEPIB 1 HEOOX1IHOCTI
MPOTHUCTOSATH CKJIATHUM METOJIaM 37I0MYy. BOHa 0XOITIIOE TPH KITFOYOB1 HAIIPSMKA: CHMETPUYHE
mmdpyBaHHs, acuMeTpuyHe muppyBaHHs Ta xemryBaHHs [10].

CumerpuuHi anroputvMu. CUMETpPHYHI METOIM O0a3ylOThCS Ha BHUKOPHCTAHHI OJIHOTO
CEeKpPeTHOro KIoua K Aud mubpyBaHHS, Tak i Juig Aemm(pyBaHHS IOBiTOMIEHHA. IX
MOJUISAIOTH Ha JIB1 KaTeropii: OJIOYHI Ta MOTOKOBI MU (PH.

brmouni mmdpu, taki sk AES (Advanced Encryption Standard), oOpobnsroTs naHi
osokamu (hikcoBaHOro po3Mmipy (Hampukian, 128 ado 256 6it). BoHu xapakTtepu3yroThcs
BHCOKOIO IIBUJIKICTIO Ta CTIMKICTIO 10 IIMPOKOTO CHEKTpa aTakK, OAHAK 3a BIJCYTHOCTI
JOAATKOBUX 3aXOJiB (HAampUKIaA, pPEeXUMIB poOOTH) MOXYTh 30epirath CTPYKTYpY
MOBIIOMJIEHHS], 1110 NPHU3BOAUTH A0 BUTOKY IIa0NOHIB. IIOBTOpEeHHs OJHAKOBUX OJIOKIB Yy
BIJKPUTOMY TEKCTI MOXK€ 3yMOBUTH IOBTOPEHHS THUX CaMuX OJIOKiB y mm¢porekcri. s
YCYHEHHS IIbOT0 HEeJ0JIIKY BUKOPHCTOBYIOTHCS peXUMH poOoTu OsouHoro mudpyBanns [11],
3okpema CBC (Cipher Block Chaining) Ta GCM (Galois/Counter Mode), siki 3a0e3ne4ytoTh
nudepeHItiaiito 0JIOKIB 3aB/ISIKH BBEICHHIO BUTIAIKOBUX 3HAYCHD (iHIIiami3aliiiHIX BEKTOPIB).

[TotokoBi mu¢pu, Hanpukiag ChaCha20, npaiooTh 3 TOTOKOM JaHUX Ha pPiBHI OiTiB
abo OaiiTiB, MOCIIOBHO 00po0sIsAtoun 1H(OpMalilo 3 BUKOPUCTAHHSM KJIFOUOBOI'O ITOTOKY.
3aBIKM BUCOKIN MIPOMYKTUBHOCTI Ta HU3bKIHM 3aTPUMIIL, TaKl AJITOPUTMH 11€aJIbHO HIAXOASITh
Ui M pyBaHHS MOTOKOBUX JaHHUX — ayaio, Bijieo abo peaabHOro yacy nepeaaBaHHs.
AcUMeTpHYHI AJIrOpUTMHU. ACHMETPUYHI KPUNTOCHUCTEMU MependayaroTh BHKOPHCTAHHS
Mmapyd KIIO4YiB — NyOJiyHOro Ta npuBaTHOro. I[IyOmiyHMN KIFOY 3aCTOCOBYETHCSA IS
mm@pyBaHHs, a IPUBATHUN — IS 1eIU(PYBaHHS.

Opnnum 13 HaliBimomimmx npukianiB € RSA (Rivest—-Shamir—Adleman), sikuii 6azyeThes
Ha CKJaJHOCTI (pakTopH3amii BeauKux 4yuces [12] 1 BUKOPUCTOBY€ETbCA K AJS IUPPYyBaHHS
JAHUX, TaK 1 JJIs CTBOPCHHS U POBHX MiAMHUCIB.

[ammit BaxkmuBuii anmroput™m — Diffie-Hellman [13]— 3a0e3neuye Oesneunuit oOMiH
KIII0YaMH MDK JBOMa CTOpOHaMu 0e€3 TOMEepeHHOr0 Y3TO/KEHHs, HaBiTh Yepe3 BiIKPHUTI
kaHamu 3B’s3ky. DSA (Digital Signature Algorithm) — cmemianizoBaHul androput™M st
CTBOPEHHSI IU(POBUX MiIMUCIB, SKUH FrapaHTy€e aBTEHTUYHICTH 1 I[IJTICHICTh MOBiOMIIEHD [14].

OcHOBHa mepeBara acCMMETPUYHUX METOIB MOJSrae y BiJICYTHOCTI HEOOXiIHOCTI
nepeaBaTH CEKPETHUH KIFOY, IO € KPUTUYHO BAKIMBUM Y PO3MOAUICHUX Ta BIAKPHTHUX
Mepexax. [IpoTe IXHIM HEOJIIKOM € 3HAUHO HMKYA HIBUAKICTD Y MOPIBHAHHI 13 CUMETPUYHUMHU
aNropuT™MaMM, 10 oOMexye cdepy iXHbOrO BUKOPUCTAHHS — 3a3BUYail, acuMeTrpist
3aCTOCOBYETHCS JIMIIE [UIsl TOYAaTKoBOi (a3 BCTAHOBJEHHS 3aXMILEHOr0 3B’S3Ky abo
U (POBOTro MIAMKCY, TOJI K cami TaHl MU PPYIOTHCS CHMETPUYHO.

XemyBanHsl. Xem-QpyHKI1 € OCHOBHIM 1HCTPYMEHTOM JUJIsl 3a0€3MeUeHHS UTICHOCTI TaHUX.
Bonu meperBoproOTH BXIJHE TMOBIIOMJICHHS JOBUIBHOI JOBXKHHHM Yy BHUXITHUUA PATIOK
(ikcoBaHOI JOBXXMHU — Xe€I1I, a00 JaiIKecT.

Ha BiamiHy Bin mm@pyBaHHs, XEIIyBaHHS € OJHOCTOPOHHIM MPOLECOM — OTpUMaHUMN
Xelll He MOXKe OyTH BUKOPUCTAHUMN AJI BITHOBJIEHHS OYaTKOBUX JaHUX.

Kpunrorpadiuna xem-GyHKISS TOBMHHA  BIANOBIAaTH  KUJIBKOM  BaKJIUBUM
BJIaCTUBOCTSM [15]:

— JICTEepMIHOBaHICTh — OJHAKOBI BXiJHI JJaH1 3aBXIH JAIOTh OJHAKOBUU XeIll;

—  e(QEeKTUBHICTh — O0YMCIIEHHS Xelly Ma€ BUKOHYBATUCh LIBUIIKO;

— OJIHOCTOPOHHICTh — HEMOXKJIUBICTh BiJHOBJICHHS BUX1THOT'O MOBIIOMJICHHS 3 XEIIY;

— JIaBUHOMOJIOHWH e(peKT — He3HaYHa 3MiHa BXITHUX JaHUX NMOBUHHA CHPUYHHSATH
3HAaYHy 3MiHYy X€Iy;

— CTIMKICTh J10 KO3 — HMOBIpHICTH TOT'O, IO JBA Pi3HI MOBIJOMIIEHHS MAaTHMYTh
OJTHAKOBH XeIIl, TOBHHHA OyTH MiHIMaJIbHOIO.
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3aBISKHM [IMM XapaKTEPUCTHKAM XelI-QyHKIII IUPOKO 3aCTOCOBYIOThCS y 30epiraHHi
[apoiiB, MepeBipLl LUIICHOCTI (ailiB, CTBOpEHHI LU(POBUX MIANUCIB, a TaKOX SK
(byHIaMEeHTAIbHUHN eJIeMEHT OJIOKYEHH-TEXHOIOr1H Ta PO3MOAIIEHUX 00JIIKOBUX CHCTEM.
BpazauBocTti TekcToBUX JaHuX. TekcToBl JaHl — 1€ iH(oOpMalis, IpeicTaBIeHa Y BUTIISAIL
CUMBOJIB, CIIiB a00 peuYeHb, SKa BUKOPHCTOBYETHCS Y INMHPOKOMY CIEKTPI HHPPOBUX
JOKyMeHTIB: TekcToBuX (aiinax (Hanpuknan, TXT, DOCX, PDF), enekTpoHHOMY JIMCTyBaHHI,
MOBIJIOMJICHHSIX, NPOTPaMHOMY  KOAI  TOMIO. 3aBASKA  CBOI  CTPYKTYPOBAHOCTI,
CTaH/IApTU30BAHOCTI W mependadyBaHOCTI, Taki JaHI € MNpUBAOIMBUMH M[UIIMA IS
KPUNTOAHATITUYHUX aTak. 30KpeMa, XapaKTepHi Ia0JI0HH, YaCTOTHUN PO3MOJLI CUMBOJIB 1
rpaMaTH4Hi 3aKOHOMIPHOCTI MOXYTb OYTH BHUKOPUCTaHI JJIsl CHPOIIEHHS MPOLECy
nemppyBanHs. Came 11 0COOJIMBOCTI 3yMOBJIIOIOTH HEOOXIAHICTH Yy TJIHOOKOMY
KPHUIITOAHAMTI31 — Tajy3i, 0 TOCTIKY€ BPa3IMBOCTI KpUNTOrpaivHUX aJlrOPUTMIB Ta METOIB
3aXHCTY.

Kpunroananiz — 1e mpukiagHa i TEOpeTHMYHa aucuuIuiiHa [16], mo Mae Ha MerTi
BUSIBJICHHST HEIOJIKIB Y KpUNTOrpadidyHUX CHCTEMaxX, a TaKOX PO3pOOKY METOIIB 00X0my
3ac00iB 3axUCTy 0€3 3HaHHS CEKpeTHOro kiova. Ha Biaminy Bijg kpuntorpadii, ska CTBOPIOE
3aco0u 3aXMCTY, KPUIITOAHAJI3 COPSIMOBAHUMN Ha iX BUIpoOyBaHHS Ta 371aM. BiH cnimpaerbes
Ha aHaJli3 MaTeMaTUYHUX CTPYKTYp aJIrOpUTMIB, CTATUCTUYHI OCOOJIMBOCTI JaHUX, a TAKOXK Ha
c1abKOCT1 B peasizalii uu yrnpaBiiHHI KIIOYaMU.

Cy4acHHI KpUNITOAHAIII3 BKIIIOYAE JEKIJIbKA ITIIXO/IIB:

1) aTaku Ha KPUIITOCUCTEMHU
a) Known-Plaintext Attack (KPA) — aHanizyrouu BioMi mapu BiIKPUTOT'O TEKCTY

Ta WU (POTEKCTY, ATAKyIOUHI MOXe BUBECTH KJII0Y a00 Bpa3nuBOCTI Uppy;

6) Chosen-Plaintext Attack (CPA) — 310BMuUCHUK MOXe 0OUpaTH BIIKPUTI TEKCTU

Il OTpUMYBATH IXHI K POBaHI BapiaHTU AJIs aHATI3y 3B’ SI3KiB;

B) Ciphertext-Only Attack (COA) — ananmizyroTbcs uine mMu(pOTEeKCTH, 4acTo 3

BUKOPHCTAHHIM CTaTHCTHUYHUX METO/IB;

r) Chosen-Ciphertext Attack (CCA) — aTakyrounii Mae JOCTYII 10 po3MIHppyBaHHS

MEBHUX MHU(POTEKCTIB, IO 1a€ 3MOT'Y BUSBUTH T OPUTMIUHI CIaOKOCTI;

2) CTATHCTUYHUHN KPUNITOAHAII3:
a) YaCTOTHHI aHaJli3 — BUBYAE YACTOTH MOSBU CHMBOJIB Y MU (PPOTEKCTi, OCOOTUBO
e(peKTUBHUI MPOTH MPOCTUX MiJICTAHOBOUYHUX MIH(PIB;
0)MHIMHMM KpUIITOaHANII3 — BHUKOPUCTOBYE AampoOKCHMAallli MDK BIIKPUTHM

TEKCTOM, HIU(PPOTEKCTOM 1 KIIFOUEM;

B) nudepeHIIHHII KpUTITOAHAI3 — JOCIIKYE BIUIMB 3MiH Y BIIKPUTOMY TEKCT1 Ha

U (GPOTEKCT 11 BUABJICHHS 3aJI€KHOCTEH;

3) aTaku Ha KJIHOYi:
a) Brute Force — noBHuii nepedip Kirouis;
0) CJIOBHUKOBI aTaky — BUKOPUCTaHHs 0a3 JaHUX MOLIMPEHUX M1apOJIiB;
B) paiily’kH1 TaOIuLl — NONEPEAHbO 3r€HEPOBaH1 BIIMOBITHOCTI MK XeIIaMH Ta
BXITHUMHU JaHUMU;
4) MaTeMaTUYHI aTaKu:
a) akropuzamiss — nans 3mamy RSA momsixom pos3kiaay MOAyJsS Ha MPOCTI

MHOXHHKH;

0)aTaky Ha OCHOBI AMCKPETHOTO Jiorapupma — 3arpoxxyrots anroputmam Diffie-
Hellman ta ECC.

3axucT Bil KpUNITOAHAI3Y Iependadae:

— BUKOpHUCTaHHS KpuntocTiiikux anroput™miB (AES, RSA, ECC);

— BIPOBA/PKEHHS BUMAIKOBHX KOMIOHEHTIB (IV, coib, XelyBaHHs 3 KIFOUEM);
pexxumMu M GpyBaHHs, 1110 3HUILYIOTH cratucTuuHi o3Haku (CBC, GCM);
3acTOCYBaHHsI Xel-QYyHKIIH 13 Joka3aHOw cTilkicTio Ao komziit (SHA-2, SHA-3,
berypt, Argon2).
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Oco0auBOCTI 3aXMCTY TEKCTOBUX JAHUX IMOJISATAIOTh Y HEOOXITHOCTI PO3PUBY MOBHUX
mabnoniB. Hanmpuknaa, olHaKoBI CI0Ba HE MOBHMHHI JaBaTH OJHAKOBHM mm@porekct. Jis
[IBOT'O 3aCTOCOBYIOTHCSI PSKUMHI aNrOPUTMHU 3 BUIIAJKOBUMH TOCTIIOBHOCTSIMA CHMBOJIB, a
TaKOX METOJIH 3TJIaJKyBaHHS €HTPOIII.

BpaszauBocTi rpagiuynnx nanux. s rpadiuHuX JaHUX 3arpo3u MarOTh iHIIKN xapakTtep [17].
I'padika, ocobnmuBo y popmarax JPEG, PNG, BMP, 36epirae npocTopoBi i KomipHi KOpemsii,
SIK1 MOXKYTh OYTH BUKOPUCTaHI TIPU aTaKax:

— araku 3a TunoM nasny (Jigsaw puzzle attack);

— artaxu Ha cycinni nikeeni (Neighbor attack);

— YaCTOTHUU aHalli3 KOJbOPOBUX KaHAIIB.

Jlyist mpoTU il UM aTakaM BUKOPHCTOBYIOTHCSI METO/IM MTOBHOTO TIEPEMIIITyBaHHS JAHUX
(Hanpukian, 0J0KOoBI mM@pPU 3 KOMOIHOBAaHMMM INEPECTAHOBKAMM Ta IIIJICTAHOBKaMH) Ta
Xa0THUYHI IEPETBOPEHHS, SK1 IOBHICTIO PYHHYIOTh CTPYKTYpy 300paxeHHs. Kpim Toro,
000B’sI3KOBUM € BUAaJeHHS abo mmdpyBanas metananux (EXIF, 3aromoBku), siki MOXYTb
30epiraTi 4y TIIMBY iH(QOpPMaIlit0 HaBITh MicIs MU PYBaHHS MIKCEIIB.

Aaroputm (MoayJb) mUPPYBAHHA TeKCTOBOI iHdopmanii. PosrisHemo anroputm
mu@pyBaHHs TEKCTOBOI 1H(popMariii.

Jlis mpakTUYHOrO 3aCTOCYBaHHS alrOpUTMIB LIM(PYBAaHHS TEKCTOBOI 1HQOpMaii
pO3po0JIeHO HH3KY MPOrpaMHHX pillleHb, M0 CHPOILYIOTH NPOIEC 3aXHCTy MaHUX Ta
BIJIMOBIAIOTh Cy4acHUM BUMoram Oe3neku. Cepen HuX HanOubm mommpenumu € AES Crypt
1 AxCrypt [18]. Ogne 3 pimenb, 3a0e3nedye mBHAKE mU(pyBaHHS (ailiB 3a TOMOMOTO0
anmroput™my AES-256 6e3 notpebu y cknaanoMy HanamtyBanHi. Haromicte AXCrypt mpornonye
PO3IIMPEH] MOXKJIMBOCTI: HacKpizHe IMMdpyBaHHS, 1HTErpalilo 3 XMapHUMH cepBicaMH Ta
HNIATPUMKY pi3HUX omnepaliiiHux cucreM — Big Windows i macOS no Android ta 10S [19].

AnroputM AES 00paHO OCHOBHUM METO/JOM IIM(PYBaHHS 3aBASKHA HOro BHUCOKIN
CTIMKOCTI 10 Cy4acHUX KPUNTOTrpadivHUX aTaK, ONTHMAILHOMY CITiBBIIHOIICHHIO MIBHAKOIIT
Ta PIBHS 3aXHUIIEHOCTI, a TAKOX MIHPOKIN MIATPUMII HA PI3HUX IIIATPOpMax.

Advanced Encryption Standard (AES) € cumerpuunum Omounum mudpom, ae maHi
MOJUISAIOTECS Ha OJIoku po3mipoMm 128 6ir. Taxuit po3mip mo3Hadaetbcss gk Np = 4, 1m0
Bi/IMOBi/1a€ YOTUPHOM 32 -01THUM ciioBaM. JIOBKMHA CEKPETHOTO KJTF0Ya MOKE CTAHOBUTH 128,
192 abo 256 6itiB, To6TO N} = 4,6 a60 8 cniB mo 32 6iTu. Big BuOGOpY IOBXKMHU KiIIOuYa
3aNEeKUTh 1 KUIbKICTh payHiB (N;) y nporneci muppyBanss: 11 AES-128 e 10 paynais, 1is
AES-192 — 12, a nns AES-256 — 14, six 3a3Ha4eno B Ta6i. 1. [1ix yac po3mupenns kmova (Key
Expansion) popmyetbest N+ 1 paynnoBux kimouiB (Round Keys) Ko,Kj,...,Knr, KoxeH 3 skux
Mae Ti 3k 128 61T, mo 36iraerbes 3 po3mipom 0Joky [20].

Taoaunsa 1.
Komb6inHarii kimo4u-0J0K-payHg
Anroput™ Posuip S;i(:)(y (Nb HOBX(HHaCI;JiI;())qa (Nk Kinskicts payrais (Nr)
AES-128 4 4 10
AES-192 4 6 12
AES-256 4 8 14

[Tig wac mmdpyBanHa BxigHwmii 0ok manux (plaintext) posmipom 128 O6iT momaeTscs y
BUTIISIII MaTpulli 4x4, sika HazuBaeThes State. KokeH 11 eneMeHT (aij) BiAMOBiae OTHOMY
Oaiity. @DopMyBaHHS MaTpHIll 3AIHCHIOETHCS 3@ CTOBIIEBUM MPUHIUIIOM: CHOYATKY
MTOCJTITOBHO 3aITOBHIOETHCSI TIEPIIIUNA CTOBIIEIh 3BEPXY BHU3, Al — IPYTUM 1 TaK Jali.

[Ticns BUKOHAHHSI BCIX €TalliB TEPETBOPEHHS ISl MaTpuls State HaOyBae BUTIALY
3ammdpoBanoro 610Ky (ciphertext).
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PosrisiHeMo npukiaa yCrilHoro TecTy, SKuii HaBeJeHo B Ta0. 2.

Tabauus 2.
[Tapamerpu mmdpyBanHs Ta po3mnpyBaHHs
[Tapamerp 3HaueHHA
Kimtou (16 cumBoIiB) hGkLmNpQrStUvWxY
Buxigauii Texct secret
Sammdposanuii rexct (HEX) | cf970df14a9433bbed1{f2cac9299dd295cd3aceda7d6dbScbee68 883d90ab63
Pozmm¢poBanuii Texct secret

[Ipu moTpuMaHHI BUMOT 10 JOBXHHU KIIOYa Ta KOPEKTHOMY BBEIEHHI BUXIiIHOTO
TEKCTY CHUCTeMa Oe3NOMHMIKOBO IMU(ppye Ta po3muppoBye naHi. SIk MokHa MOOAYUTH,
npouenypa mudpyBaHHsS copmyBaiga BUMagkoBo «cf97» Ta momama HWOro a0 MOYATKY
pe3yibTaTy, a po3muppyBaHHS 3 THM CAMUM KITFOUEM BiJTHOBHJIO BHXIJTHE CJIOBO 0€3 MMOMUJIOK.
Axmo 6 ximrou Oyn0 3MiIHEHO Xo4ya O Ha OAMH CHMBOJ, aJITOPUTM HE 3MIr OW TMPaBUIBHO
et pyBaTH MOBiOMIICHHS.

Otxe, monyns AES, pobota sikoro tectyBanacs y nakeri Matlab ycnimmuo npoiioB
TECTYBaHHS Ha KOPEKTHICTh poOOTH y 3BHYAHHMX 1 BHHATKOBUX CHTYAIisX, IO MiATBEPIKYE
HaJilHicTh oOpaHoro pexxumy CBC Tta peamizanii anroputmy AES, Hanpuknan, y BUTISIL
OKPEMOT0 3aCTOCYHKY.

Jlnsi HAOYHOTO TPEACTABJIICHHS pe3ysbTaTiB Oyjio moOymoBaHo nBa rpadiku. Ha
nepuomMy (puc 1) miBopyd BimoOpaskeHO po3mo/Iis 0alTiB BUXIAHOTO (haiiiry, € MPOCTEKYEThCS
KOHIIEHTpallisl 3HaueHb y Mexax Tunosoro niana3oHy ASCII-cumBomniB (Omu3pko 32—-122 y
JIECSITKOBOMY TPEJICTaBJIEHH1), 1II0 BJIAaCTUBO TEKCTOBUM JaHUM. [IpaBopyd HaBeAEHO pO3MOA LI
0aifTiB 3a1K ppoBaHoro ¢ainy, SKuil pIBHOMIPHO OXOILIIOE Mailke Bech Aiana3oH Big 0 1o 255,
0 CBIAYUTH PO BTPATY BUAUMOI CTPYKTYPH Miciis AP pyBaHHS.

VY pe3ynbrati 00uKcIeHb 3a(hiKCOBaHO 3pOCTaHHs eHTpomil daitiry 10 ~7,99 Git/baiit, a
MOKA3HUK PO3MOALTY IMOBipHOCTEH y?> HAONM3UBCA 1O 3HAYEHHS, XaAPAKTEPHOIrO s
BHUMAJKOBUX TIOCHIIOBHOCTEH, IO MATBEPMKYE e(QEeKTHBHE YCYHEHHS BUXITHHUX
CTaTUCTHYHHUX 3aKOHOMIPHOCTEH.

&, Figure 1 - X
Po3nopin 6aiTie (opuriHanbHWit thaiin) Po3snogin 6anTie (3awwnpoBaHwit daitn)

1400 4

50

1200 +

40
1000 4

800 1

w
&

YacToTa
YacToTa

600 1
204

400

10 4
200 +

T R

T T -
0 50 100 150 200 o 50 100 150
3HaqeHHa BaiTa (0-255) 3HaueHHsA 6aiTa (0-255)

Puc. 1. Po3nozin 6aiiTiB y TekcToBoMy (haiiii 10 Ta micis U@ pyBaHHS

Hpyruii rpadik (puc. 1) BinoOpakae MOpiBHSIHHSA HOPMOBAHUX YacCTOT MOSBU OalTIiB y
BUXITHOMY Ta 3amuppoBaHomMy (aiinax.

VY nouaTkoBoMY (aiisii MOMITHI BUPaXKEH1 MIKH, 1110 BIAMOB11al0Th HAMOIbII YKUBAHUM
CHUMBOJIaM, TOJI SIK y 3ammdpoBaHoMy ¢aiin po3noain € Maibke piBHOMiIpHEM. Lle cBiTUuTH
PO MiJIBUIIIEHY €HTPOIII0 JaHUX Ta €()eKTUBHICTh 3aCTOCOBAHOT O METONY MU PYBaHHS.
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[TomiOHa Bi3yasmizallis YiTKO JIEMOHCTPYE CYTTE€BI 3MIHM Yy CTPYKTYpl NaHHMX ITiCIIS

mrpyBaHHS, IO MATBEPIKYETHCS CTAaTHCTUYHHMHU IOKa3HMKAMH Ta 3aCBiIYy€ BHCOKHM
piBeHb KpUNTOrpaiyHOrO 3aXUCTY.
Aaroputm  (Moayab) wmmMdppyBaHHs rpadiunoi indgopmamii i3 ypaxyBaHHAM
CTATHCTHYHUX XapPaKTepPUCTHK. Ajroput™M mmdpyBaHHs rpadiunoi  iHdopmarrii
(HanpuKaa, 300pakeHb) MOBUHEH BPAaXxOBYBATH CHelU(iKy TaKMX JaHUX — BEJIMKHI 0OCHT,
CHJIbHY KOpPEIbOBAHICTh MIKCETiB Ta BUMOTH 10 MBHAKOAII. TakoXk, Tak sIK BHUMOTOI 10
MOJIYJIFO, IO PO3POOJISIETHCS € YMOBA YCKJIQJHEHHS TIPOIIEYPH PO3PI3HEHHS TUIY KOHTEHTY
micas 1mu@pyBaHHS, HEOOXITHO BBECTH KpPUTEPIM CKJIAJHOCTI alroOpuTMy aHali3y
3l POBAHOTO KOHTEHTY. Y SIKOCTI TAaKOTO KPUTEPII0 MOXKE BUCTYNATH JOMYCK Ha IUILOBE
3HAUEHHS EHTPOMii, 110 OOYMCIIOETHCS 13 YMOBHM BIAXWIEHHS 3aKOHY PpO3IOILIY OalTiB
3amn@poBaHoOro ¢ailily Bif piBHO HMOBIPHOTO.

Byno 3anporoHoBaHO HACTYITHUN aaTOPUTM.

Kpoxk 1. 3agaeTbesa moyaTKOBHUIl JOMYCK Ha IUIHOBE 3HAYEHHsI €HTpOMil rpadidHOro
¢daiiny AH B miamazoni 0.1...8 0iTiB Ha mikcenab. 3a7a€EMO 3HAYEHHS JIUYMJIBHUKY KiJIBKOCTI
MPOXOiB anroput™y j=0.

Kpok 2. 3aBaHTaxyeTrbcst rpadiuHuil (ailn 1 311HCHIOETbCA HOro MEpeKoIyBaHHS B
HecTUCHEHUH (opmart, Harpukiaax BMP.

Kpoxk 3. 3piiicHI0O€TBCS 00uYMCIEeHHsT 00csary 300paxenHs J B Oitax. 300pakeHHS
NPEICTaBUMO Y BUTJISAI MAacHBY i3 m PsIKIB Ta N CTOBMIIIB. SICKpaBiCTh KOXHOTO IMiKCEIO
300pa)KEHHS KOJYETHCS 32 IOMOMOTror0 K po3psaiB. Skiio 300pakeHHs KoiabopoBe To k=k+
kot kg, ne kr — KUTBKICTh PO3pSAIB SCKPABOCTI YEPBOHOTO KaHamy, Ky, — KUIBKICTh PO3psIiB
SICKpPAaBOCTI CHHBOIO KaHanly, kg — KUIBKICTh pO3pSIiB SCKpPAaBOCTI YEPBOHOIO KaHay, Ky —
KUIbKICTh PO3PAIIB SCKPaBOCTI 3€JIEHOr0 KaHaly. TakuM YnHOM:

J =nemeLog,k OiTiB.

Kpox 4. OGuucioeMo BUXIJHE 3HAYECHHS €HTPOMii [, HECTUCHEHOrO 300paKEHHS B

0iTax Ha MIKCENb:
2k1

H,’ = _Z piLogz(pi)a

i=0
e p,— IMOBIpHICTb MOSIBU MIKCEIIO 13 CKPABICTIO, L0 JOPIBHIOE 1.
3aranbHe 3HaYeHHs eHTporii Hi a1 BChoro 300paxeHHs (mxn MiKCceiB):
H, = Hyemen
Kpoxk 5. O64uncinoeMo MakCUMaabHO MOXKJIMBE 3HAYEHHs €HTPONil /1, HECTUCHEHOro

300pakeHHs. MakcuMaJIbHO MOXJIMBE 3HAUEHHS EHTPOMil JOCATA€THhCS MPU YMOBI, IO BCi

HMOBIPHOCTI MOSIBU MIKCENIO 13 JAOBLIBHOK SCKPABICTIO OJHAKOBI Ta JOPIBHIOIOTH: p, =2—k.

21 1
k . . .

Takum uymbnom: H, =-— 2—kLog2 o =Log,2" =k Gitis wa mikcens. To6TO 3aranbHe
i=0

3HaYeHHA eHTpomnii /,,, 11 BCbOro 300paxkeHHs (mxn MIKCENiB):

H, , =H emen
Kpox 6. O0UnCI0EMO PI3HULIIO SHTPOMIi, 1110 00YKCIIeH] Ha KpoKax 5 Ta 4:

AH =H, -H,

Kpox 7. SIkmo AH < AH nepexoanmo Ha Kpok 9. llludpyemo daiin i3 momaBaHHAM
eHTporrii i3 BuKopucTanasM anroput™my AES-128 un AES-256 un AES-512 B 3ane:xHOCTI Bif
HOMEpPY MPOXO.yY j. 30UTBIIYEMO JIYMIBHHUK KiJTBKOCTI TPOXOAIB j =] + 1.

Kpox 8. Sxmio j > 3, 3011bIIyeMO TTOYATKOBUI JIOMYCK HA MIJILOBE 3HAYEHHS EHTPOMii
rpadiunoro ¢aitmy AH= AH+0.1, npupiBaroemo j=0 1 mepexoanumMo Ha KpPoK 2.
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Kpoxk 9. 3aiiicHI0eMO CTUCHEHHS 300pakeHHs B HeoOXinHOMY ¢dopmati 4 popmyemo
ZIp apXiB.

Jlnsg HaoyHOro BiOOpa)K€HHS pe3ynbTaTiB Oysl0 BHKOHAHO Bi3yasdi3alilo JaHUX Yy
dopmi Tprox rpacdikiB. Ha pucynky 3 mpexncraBieno posmonin 3HaueHb RGB-kanamis
BHXIIHOTO OpHUTiHambHOro 300paskeHHs (Lena) (puc 2 a) po3mipom 512x512 mikceniB, 1o €
CTaHJApTHUM /IS 33]]a4 TeCTYBaHHS alrOpUTMiB rpadiaHoi 00poOKku 300pakeHb.

Puc. 2. Burnsaa tectyBanbHOro 300paxenHs «Jlena» (mxepeno: [21]): a) opurinambHe
300pakeHHs; 0) 3ammdpoBane 300paKeHHS

Posnogin ssickpasocTi nikcenis no yepsoHoMy kaHany (R)
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g

INBKICT b NIKCENIB

K
©

DA B

50 100 ~150 : 200 250
Poanogin sickpasocTi nikcenis no seneHomy kaHany (G)

L L T

=]

B
s
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INBKICT b NIKCENIB
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©

qev

0 50 100 7PARIETB 5y 200 250
Poanogin sickpasocTi nikcenis no cuHboMy kaHany (B)

400 7

INBKICTb MIKCENB

K
©

Hak) &

0 50 100 7 ®150 200 250

Puc. 3. Po3noxin 3nauens sickpaBocti RGB-kananiB y 300paxenHi «Jlena» no mmdpyBaHHS

3 aHamizy pHUCYHKY 3, MOXHa ™O00a4WTH, IO JJIsI OPUTIHAIBHOTO (Qailry,
CIIOCTEPIraloThCs XapaKTEpHI MKW ¥ CIaJuHU, 0 BUHUKAIOTH BHAcCHigok JPEG-cTucHeHHs.
BunmHo, mo OCHOBHa YacTHHA IHTEHCHBHOCTEH 30Cepe/pKeHa IMOOJNM3y MiHIMaabHUX Ta
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MaKCHMaJIbHHX 3Ha4eHb sickpaBocTe (0m3bko 0 1 255), mo xapakrepHo mis JPEG-daiinis i3
M1JBUIIEH O KOHTPACTHICTIO 200 HASIBHICTIO BEJIMKUX OJJHOTOHHUX 00JIacTeH.

Ha pucynky 4 nomano posmonain 6aitiB y daitni micns JPEG-ctucHenns g0 ta micist
mm@pyBaHHSL.

Poanopgin sickpasocrTi nikcenis no yepsoHoMy kaHany (R)

8

Kinekicrb nikcenis
N

0 e

0 50 100 7HPEBICTB 5, 200 250
. Posnogin sickpasocTi nikcenis no seneHomy kaHany (G)
.E T L] T T L
Q
e
T
é 200 s
=
0
5
=2 o — 10!

0 50 100 7RPARICTBY 50 200 250

Poanogin sickpasocTi nikcenis no cuHbOMy KaHany (B)
T T T T

8

Kinbkicrb nikcenis
S

(=]

HNCKDEEB

0 50 100 150 200 250

Puc. 4. Po3nonin 3Hauenp OaiTiB sickpaBocti RGB kanamiB y rpadiuynomy daiini micius
um@pyBaHHs

VY 3ammdpoBaHomy daiini, puc 4, po3noaia 3HaueHb y Mexkax 0 — 255 HaOyBae maiike
PIBHOMIpHOT0 XapakTepy MpH 33aJaHOMY IIIbOBOMY 3HaY€HHI eHTportii 4 6iTa Ha MiKCeb.

Crig 3a3HaunTH, 10 M@ PYBaHHS 300paxkeHb 3a anroputMamMu AES-128 un AES-256

gy AES-512 cyTTeBO 3HIXKYIOTh €DEKTUBHICTh allTOPUTMIB CTUCHEHHS 0€3 BTpaT, TAKUX 5K
KoayBaHHs konoM ["adpmana, a micist JPEG-cTrucHeHHS AKicTh 300pakeHHS MOXKe Oy TH T1pIIO0
B IMOPIBHSHHI 13 BUMIAJIKOM B1JICYTHOCTI (D pyBaHHS.
BucnoBku. BeranosiieHo, 1110 Kj1acuuH1 MeToau K pyBaHHs, 30kpema mudp Llesaps, mumdp
Bixenepa, a Takox anroputmu DES 1 RC4, € HenocTaTHb0 HaAlHHUMHU, OCKUIBKH Bpa3JUBI 10
YaCTOTHOT'O Ta CTATUCTUYHOTO aHAJI3y Yepe3 00MEeXeHU MPOCTIp KIIIOYIB 1 Iepe10auyBaHiCTh
CTpyKTypH mmmdporekcTy. Hatomicte cydacHi kpunrorpadiuni anmroputvu — AES (FIPS 197,
oimirinuii crangapt NIST) y pexxumax CBC ta GCM, RSA (PKCS #1) i ECC (ANSI X9.62)
— 3a YMOBH IPaBUJIBHOI'O BHUOOPY PEXKHMMIB pOOOTH Ta HAJIEKHOIO YIPAaBIIHHS KIIOYaMU
JEMOHCTPYIOTh BHCOKY CTIMKICTh IO YacTOTHOrO, AudepeHmiiHoro u JIHIKHOTO
KpUITOAHAMTI3Y.

Po3pobinenuii anroputm peanizye 6araTopiBHEBY CHMETPUYHY CXEMY, IO ITOETHYE TPH
erani: AES-CBC, mepecranoBky OmnokiB Ta AES-GCM, i3 BUKOpPHUCTaHHSM KJIFOYIB,
OTPUMAHUX Ha OCHOBI mapoJist Ta coii. Takuil miaxia 3a0e3neuye 3aXucT IK TeKCTOBUX, TaK 1
rpadiuamx ¢aiinie. BOymoBaHuii MOMyJdb CTaTHCTMYHOTO aHaNi3y (EHTpOMiHHMIMA, )2,
KoamoropoBa—CMupHOBa Ta KOpeNALIHHUNA TeCTH) MiATBEPAUB €(EeKTUBHICTh MEPEeBIPKU
BJIACTMBOCTI HEBU3HAUYBAHOCTI TUITY BXITHUX JaHUX MIiCJs IH(PPYBaHHS.

Po3pobiienuii anropuTMidYHUI MOIYNb IOAO AAANTUBHOTrO MUGPYBaHHS rpadidHOi
iH(pOopMaIlii BpaxoBye Taki il 0cOOIMBOCTI IK BHCOKA KOPEIHbOBAHICTH MIKCEIIB, 0COOIMBO IMPU
HasBHOCTI Ha 300pakeHHI ()OHY i3 PIBHOMIPHOIO SICKpaBiCTIO. 3 METOIO  JIOJATKOBOT'O
yCKJIagHEHHS 1neHTudIKamii TUMy KOHTEHTY micias mmdpyBaHHsS OylI0 3ampoOINOH OBAaHO

427



A. B. Capuenko, O. A. KymHipeHko

aJIrOpUTM, IO 3aCHOBAHHMK Ha IOCIIJIOBHOMY JOCSATHEHHI IiIJIbOBOIO PiBHS EHTPOIIi, IO

3a/1a€ThCA KOPUCTYBAYEM Ha €Talll MiArOTOBKU JaHUX.

ExcniepuMeHTanbHi JOCHI/DKEHHS MOKaszaiM, 110 3amudpoBaHi ¢ainn 3a cBOiMHU
CTATUCTUYHHMH XapaKTEPUCTUKAMH HAOJIMKEHI 1O BHITAJIKOBOTO IIyMY, IO YHEMOXKIIHBITIOE
ineHTHdIKaI0 1XHBROro MmoyaTkoBoro Gopmarty. IlepeBipka mpare3gaTHOCTI aJrOpUTMY
IUISIXOM ~ MOJCNIIOBaHHA B  cepemoBuini Matlab joBena Horo mNpuaaTHICTh IS
ABTOMAaTU30BAHOT'0 3aXUCTy OyXTaJlTepChKOi Ta IOPUIUIHOT JOKYMEHTAILi1.
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DEVELOPMENT OF A CONTENT-ADAPTIVE ALGORITHM FOR
ENCRYPTION OF CONFIDENTIAL INFORMATION

A. V. Sadchenko, O. A. Kushnirenko

National Odesa Polytechnic University
1, Shevchenko Ave., Odesa, 65044, Ukraine
Email: koa@op.edu.ua

In the modern information environment, the protection of digital data is becoming increasingly important, among
which an important share is made up of graphic materials - photographs, scanned documents and multimedia files.
They, as well as text data, can contain personal or critically important information that requires reliable encryption
and storage mechanisms. However, even with the availability of advanced cryptographic methods, text and graphic
files remain vulnerable due to specific structural features. Text data typically exhibits statistical patterns, such as
the frequency distribution of characters and words, which can be exploited for cryptanalytic attacks when weak or
similar ciphers are used. In graphic files, one of the key risks is the high correlation between neighboring pixels,
especially in the case of natural images or data with minimal compression, which creates the possibility of
reconstructing or analyzing even partially encrypted information. An additional threat is metadata (EXIF, IPTC,
XMP), which is automatically added when creating or editing files and may contain confidential information about
the origin or properties of the data. The paper proposes a combined algorithm for protecting text and graphic files,
aimed at eliminating the above vulnerabilities. The algorithm implements a multi-level symmetric scheme that
combines three stages: AES-CBC, block permutation and AES-GCM. The keys are formed based on a password
and a unique salt, which increases resistance to brute force attacks. The main goal is to form a distribution of bytes
of encrypted data that is as close to uniform as possible, which minimizes the possibility of their recovery by
statistical analysis methods. To confirm the effectiveness of the algorithm, statistical tests built into the Matlab
environment were used, including entropy, %%, Kolmogorov—Smirnov, and correlation. The results demonstrated a
significant increase in entropy and a decrease in the level of correlation between elements after encryption, which
indicates the achievement of the property of uncertainty of the input data. Practical use of the algorithm provides
for flexible configuration - the user can choose a compromise between the level of cryptographic strength and
compression rates when creating protected archives. Thus, the proposed approach provides comprehensive
protection of various types of digital information, combining high efficiency with adaptability to specific practical
needs.

Keywords: encryption, redundancy, graphic and text information, data authentication.
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METO/IA TA CIEIIIIPOIIECOPH BUSHAYEHHA EHTPOIIII CHEKTPAJIBHOI
XAPAKTEPUCTUKHU CUT'HAJIIB
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EntponiitHnii aHami3 € e)eKTUBHUM IHCTPYMEHTOM, SKHH MOXKE BHKOPHUCTOBYBATHCS B
Halpi3HOMaHITHININX cdepax Haykn 1 TexHikM. Ha cporomHimmHii 1eHb BiH Jemio
HEIOOIIHEHWH, BHACTIJIOK PO3BHUTKY IHIMIMX iH(GOPMAIIHHUX TEXHOJOTiH, TakuxX K
HEHPOHHI Mepexi, IITyYHNH 1HTEIEKT, METOAN 00pOOKH BENMKHX JAaHMX Ta iHmuX. [Ipote,
BUKOPHCTAHHSl EHTPOIMil MOXKHA TIOETHYBATH 3 MepepaxOBaHUMHU IHQOpMAIifHUMU
TEXHOJIOTISIMH, JTOCSATAIOUM XOPOIIUX pe3ynbTariB. KpiM TOro, OLIHKY eHTporii MOXHa
BUKOPUCTOBYBaTH SIK CAaMOCTIHHHI IHCTPYMEHT aHajii3y iH(GOpPMAIIiHUX XapaKTEepPUCTHUK
curHamiB. [Hpopmariist Bimirpae nenmani Oijblie 3Ha4eHHs B ycix cdepax misuTbHOCTI
JIOUHM. 3 PO3BUTKOM IHTEPHETY, KOMYHIKAI[ITHUX Ta KOMIT IOTEPHUX MEpeX, MOOITBHOTO
3B 513Ky Ta HIIUX OE3MPOBIHUX TEICKOMYHIKALIHHUX TEXHOJOTIH o0car iHpopMarlil, Ky
HEOOXiTHO 00pOOATH, HEBOMHHO 3pocTrae. IIpm mpoMy, OLIHKH €HTpOmii B PIi3HUX iX
Bapiamifx, sIK OOWH 3 eJIEeMEHTiB Teopil iHQopMmariii, € cuIbHUM 3aco00M 0OOpOOKH Ta
a”amizy iH(QOpPMAIIITHUX XapaKTEPUCTHK MOTOKIB MAaHWX NaHWX. B craTrTi akyMmyiapOBaHO
po3pi3HeHy iHGOpMalil0 PO PI3HOMAHITHI OLIHKA EHTPOmii Ta IOKa3aHO pPO3BUTOK
TEOPETUYHHX TOJNOXKEHb. [IpeacTaBieHO TaKOX IOCTIIKEHHS BIACTHBOCTEH EHTPOIi
JTUCKpeTHHX curHaiiB. [Toka3aHa MOXIIMBICTh OpraHi3allii JTiHIK mepeaadi JaHUX Ha OCHOBI
SHTPOIIIHHO-MaHIMyJIbBaHUX CHUTHAJIB, 3a PaxyHOK YOT0 MOXKHA JIOCSTHYTH BHCOKOI
3aBafo3axmIeHocTi. KpiM TOro, 3amporoHOBaHO BHKOPHCTOBYBATH EHTPOMIHHO-
MaHIITyThbBaHI CHTHAJH, SIKi 0a3yIOThCS Ha OOYMCIICHHI SHTPOIIl He aMIUTITyAH CHTHAJIB, a
iX CIEeKTpaNbHUX XapaKTepUCTHK. J[ns BHU3HAUEHHS EHTPOMii CHEKTPy CHTHAJIB
PO3POOIICHO CTPYKTYPY CIICLIIPOLecopa Ta OIMUCAHO NPHHIMI HOro (yHKIIOHYBaHHS.
BusHaueHHs EHTpOII MO YacTOTi CHTHaNy J03BOJSE MiIBUIIUTHA KpunrorpadiuyHy
CTIMKICTP Ta  3aBaJO3aXHUINCHICTh TMepemaBaHHs  iHdopMallii.  3ampormoHOBaHHIA
CIIELITPOLIECOP MPU3HAYECHHH JIJIsl BUKOPUCTAHHS B CHCTEMax MPUHOMY/TIepeIaBaHHs TaHUX
B KaHAJIaX 3 IIABUIIEHOIO 3aBa0CTIMKICTIO.

KualouoBi cjoBa: eHTpomisi, chenmnpouecopu, Tteopis iHpopMallii, CHeKTp CHrHaity,
TENEeKOMYHIKAIlIifHI CHCTeMH, 3aBaf03aXHILEHI CUTHAJM, EHTPOIMHO-MaHIMyIbOBaHi
CHUTHAJIH.

Beryn. 3 uacy omyOmikyBanus Bimomoi cratti Knoma Ilenona [1], B siKiii BiH BHU3HA4YHMB
MOHSATTSA EHTPOMii, BOHAa B OCHOBHOMY BHKOPHCTOBYBaJacs AJs OLIHOK 1H(OpMaliiHuX
XapaKTepUCTUK JKepen iHdopmarlii, moBiIOMJICHb, KaHAIB 3 3Ky, KoliB [2] Ta iHmmoro. 3
PO3BUTKOM KOMIT FOTEPHOI Ta MiKpOIIPOLIECOPHOI TEXHIKH i1 3aCTOCYBaHHS CTa€ BCE YACTIIIUM
B Halpi3HOMaHITHIIMX cdepax. Tak, OIliHKAa EHTPOIil BHUKOPUCTOBYETHCS B CHCTEMax
JarHOCTYBAaHHS MEIMYHOTO MpU3HAYEHHSA 3], 3aXucTy NaHuX B iHGOpPMAIIHHUX KaHamax [4],
3aBa/lo3axyIleHeMy IepeJaBaHHl JaHuX [5], sl 4YUCeNbHOI OLIHKM 00pa3HOro CeHcy
BepOabHUX KOHCTPYKLIH [6].

PosmmipenHss cdepu 3acTocyBaHb EHTPOMIMHHUX OMIHOK MOTpe0ye IMOAAIBIIOTO
PO3BHUTKY TeOpii, METOMIB Ta MPHCTPOiB ii BM3Ha4deHHs. lle 0OyMOBIIO€THCS MOTPEOOI0 B
amanTanii caMoi OMIHKK Yy BIAMOBIAHOCTI A0 KOHKpeTHOi cdepu il BUKOpUCTaHHS,
HEOOXI1IHICTIO MiABUILEHHS TOYHOCTI Ta IIBUIKOCTI il po3paxyHKy Ta IHIIMUMHU BUMoramu. B
NaHid poOOTI MPOBENCHO aHaI3 ICHYFOUMX OIIIHOK €HTPOMii Ta MpPEACTaBJIICHO apXiTEKTYpPy
BJIOCKOHAJICHOTO  CIICHIIpoIiecopa  OOYKMCICHHS  CHTPOMil, SKUH  XapaKTepH3yeThCs
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MiJBUIICHOIO IMBUIKOIIEIO, 10 OCOOJUBO aKTYyaJbHO I KiOep-(Qi3uYHUX CHCTEM PEaIbHOTO
qacy, siIki BAKOPUCTOBYIOTh €HTPOITIHHI XapaKTePUCTUKH.

Orasap  aireparypu. BuokpemnenHsMm Tteopii iHQopmanii B caMOCTIHHUN HalpsMOK
BBaxaeThes ctaTTs Kioma [llenona «MaTtemaTidna Teopis 3B'A3KYy» B TEXHIYHOMY >KypHali
Bell System, B skiii mMaTemMaTHuHO C(HOPMYJIBOBAaHI OCHOBHI TOJIOXKEHHS, B TOMY YHCIHI
PO3BHHYTA B 1Or0 HACTYIMHUX IMyOmiKamisx [7].

JI.T. Jlanu B cBoix mpausix [8] BIAMITHB, L0 HEOOXiJIHI JeTaJbHI XapaKTepPHCTUKH
KOPENALIMHUX 3B A3KIB MK PI3HUMHU CHMBOJIaMHU JJISi TOUHIIIOTO BU3HAYEHHS IMOBIpHICHUX
MOKa3HUKiB jpkepen iHdopmaii ([I). Bin 10BiB, 1110 3011bIIEHHS KOPETALIHHUX 3B’ A3KIB MK
craHamu JII, Bene 10 30UIbIIEHHS HEPIBHOMMOBIPHOCTI PO3IMOJALTY YMOBHOI HMOBIPHOCTI Yy
BHpa3i BU3Ha4YeHHs eHTpomii /I 3 3aneHUMH cTaHaMu, 10 B CBOIO 4YEpry, MPU3BOIUTH [0
3MEHIIEHHs eHTponii mkepena. OCKUIBKM BIAacTUBICTH eproandyHux JII Bu3HauaeTbed
PO3MOBCIOJDKEHHSIM KOPEJIIHHUX 3B’SI3KiB Ha CKIHYEHHY KUJIBKICTh CHMBOJIB, TO IS
BU3HAYCHHS CHTPOII HEOOXIHO BKIIOUMUTH KOPEJSMiHYy (YHKII0O Ha If0 CKIHYEHHY
KUJIbKiCTh CHMBOJTIB.

B po6Gorti JI. I'. Jlanu Takox 3BepTaeTbcs yBara Ha Te, o ¢QyHkmis eHtponii [lleHona
BUKOPHUCTOBY€E BUKJIIOUHO OJHOBUMIPHI PO3MOJIIM IMOBIPHOCTEH, B TOI Yac sIK KOpeJsiiiiHa
(YHKIiS BUKOPUCTOBYE JIBOBUMIpPHI WMOBIpPHICHI po3noauid. Tomy HNPUHIMIIOBO OIiHKA
eHTpoIIii Ha 0a3i KopeAiiHo1 (GyHKIIIT 3MicTOBHIMA, HIX QyHKIis eHTporrii [IleHoHa.

o moxiOHUX BUCHOBKIB mpuxoauTh JK. Makc [9], BuU3Hauaroum BIUIMB KoedilieHTa
Kopesiii Ha oniHku eHtpomnii. @. I'. Jlanre [10] moBoauTh, 1110 BpaXyBaHHS MaTEMaTUIHOTO
CIIOAIBAaHHS JBOBUMIPHOI ILIUIBHOCTI MMOBIPHOCTI — KOpEJsLis, J03BOJISE€ TOUHILIE
3IACHUTH OLIIHKY €HTPOIii, HIX CEepeHl OTHOBUMIPHOI IIIJIbHOCTI.

C.Tonnman [11], posmmuproroun Teopito iHpopmamnii [lleHona, mgoBoauTH, 11O
KOPEeTSIIHUI aHami3 3B’ s13y€ CEKTPaIbHY TEOPI€r0 3 Teopicro iHpopMaIrii.

Ha 06a3i noBeneHb Ta BUCHOBKIB 3a3HAYEHUX aBTOPIB, CTA€ OYEBUIHUM HEOOXiTHICTH

BpaxyBaHHsI KOpEISIIMHUX 3B’S3KIB Yy BU3HAYCHHI IIEHOHIBCHKOI OIIHKH eHTporii. B
MOANILIIIOMY, TEOPiF0 BH3HA4YEHHS eHTpomii po3BuBaB Huxomaituyk S. M. [12] Ta iioro
HaykoBa mKoia. HuM Oyso 3ampornoHOBaHO BHU3HAUEHHS EHTPOIMIi Ha OCHOBI CTPYKTYpPHOL
¢yukuii Kommoropoa [13], a B momampmioMy — Ha OCHOBI KopensauidHoi QyHKii
eKkBiBaJIeHTHOCTI [14]. Y3arampHeHH aHami3 Ta PO3BUTOK Teopis MOOYJOBH E€HTPOMIHHHUX
Mojenel 3aiicHeHo B pooori [15].
Meta podotu. MeToro 11i€i poOOTH € BIOCKOHAJIEHHS CHELIIPOLECOPIB BU3HAYEHHS EHTPOIII],
SKI MOXYTh BHUKOPHCTOBYBAaTHUCS B TEIEKOMYHIKalIHHUX cHUCTeMax MJisi IMiABUIIECHHS
3aBaJIOCTIMKOCTI mepenadi curHaiiB. s TOCATHEHHS METH TMOTPIOHO BUPIIIMTH HACTYIHI
3aB/IaHHS:

— aHaJli3 OLIIHOK BU3HAYEHHS EHTPOI1i Ha OCHOB1 KOPEISLIMHUX (YHKILII;

— aHaJIi3 ICHYIOUMX MPUCTPOIB BUSHAUEHHS EHTPOIIII Ta iX XapaKTepUCTHK;

— po3poOka METONy BH3HAYEHHS CEHTPOMII CHUTHAliB Ha OCHOBI iX YacCTOTHOTO
IPEACTaBICHHS;

— po3pobka CTPYKTYpH CHEIIpoIiecopa BH3HAYEHHS CHTPOMIl CHEKTPaJIbHUX
XapaKTEePUCTUK CUTHAITY.

TeopeTnuHi Mos10keHHs] BU3HAYeHHsA eHTpomii. EnTponis 3a IlleHoHOM 11 AMCKPETHUX
CHUTHAJIIB BU3HAYAETHCS BIIOMUM BUPA30M:

H =-3 p(x;)-log, p(x,) (1)
i=1
Ji€ X, — AMCKPETHI 3Ha4EeHHs CUTHAIly;
p(x; ) — IMOBIpHICTb IOSIBH AUCKPETHOT'O BIAJTIKY X, ;

n —3arajbHa KiJbKiCTh BIAJIIKIB JUCKPETHOTO CUTHAITY.
J. Mignron [16] B pO3BUTOK HMIEHOHIBCHKOI €HTPOMIl /Ui TUCKPETHUX CUTHAIIB, SKi
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(OpPMYIOTBCS  MOCTIIOBHICTIO CHUMBOJIB JIOBUIBHOI JIOBXKMHHM B TIEBHOMY IOPSIKY
pPO3MOALIEHUX B Yaci, 3alpollOHYBaB BJIACHY OLIHKY eHTpomii. Jlins JguckpeTHoro
BUIIAJIKOBOTO curHairy X ={x,}, Ko)KeH i3 BIUIIKIB SIKOr0 X,, MOXK€ IpUIAMATH oxHE 3 [,

pi3HuX 3HaueHb (/<[ <L; i=1, 2, ..., n), OTpMMaB BUpPa3 JUid anpiopHOI HEBM3HAYEHOCTI

XiseooXpeouX,

H(X)=—IZ---IZP(X)Ing(X); 2)

Jie CyMa 31 CHIOETBCS 11O BCIM MOKJIMBUM BapiaHTaM KOYKHOTI'O 3 BIJUIIKIB X; CUTHAIY.

Jns AUCKpeTHUX CHTHAIIB 3 CTATUCTUYHO 3aJIOKHOK MOCTIIOBHICTIO 3HAa4Y€Hb
J1. MijITOH 3anpornoHyBaB BUpa3 CEPEIHbOI YMOBHOI EHTPOIII:

L L M M
H(X/Y)=Y..D > .0 DX e Xy V1o Vi ) 0O DX, X [ Viseo s V0 ) 3)
I my

by m
A€ X;, YV; — CTATUCTHYHO 3anexHi ctanu 1.
3 OCTaHHBOIO BHMpa3y BUIUIMBAE, IO AJIs PO3paxyHKy eHTpomii Takux JII HeoOXigHO
3HAaTU CYMICHI HIUIBHOCTI iMOBipHOCTEH pizHOro mopsaky W (vt ), Wi( v, t,; V.., ), s
Wi(y,.t,...;y,t,). llpu BUBYEHH] CTATUCTUYHUX XAPAKTEPHCTHK CHTHAJIB OOIPYHTOBAaHO,

II0 HAa NPaKTHUIl BOHM HE € HACTUIBKA CTaTUCTUYHO CKJIAJHMMH, 100 iX OMHCYyBaTu
OaraTOMipHUMH po3mofimamMu. ToMy [Uii JOCTaTHbO TIOBHOTO ONKCY E€ProJuYHHX
CTaI[IOHAPHUX CUTHAJIB JIOCTATHHO 3aCTOCOBYBATU TIJBKM JBOMIpPHI PO3MOIIIH. 3pO3YyMIIIO,
110 iX eHTPOoMis 1 BUAKICTH IIepeayl MOB1IOMIIEHD, 32 PaXYHOK KOPEJALIMHUX 3B’ A3KIB MIXK
PI3HUMH IOCHIJIOBHOCTSMU CHUMBOJIIB 1 HEpPIBHOMIPHOCTI pO3MOJILY iX 1MOBIpHOCTI,
BHSIBJISIIOTHCS MCHIIIMMH B ITOPIBHAHHI 3 eHTporieto [1leHoHa.

baratopasoBumu mocnimkeHHsMu [17] peanbHHX O0’€KTIB YHpaBIiHHA 1 JKepeln
iHpopMaIlii moKa3zaHO, IO CTOXAaCTHYHI MapaMeTpu AMCKPETHUX CHTHATIB Ha JIOKAIHHHX
MPOMIXKKAX Yacy JOCHUTh TOYHO OINHCYIOTHCS MOJAEIUII0 TayCiBCBKOIO 3aKOHY PpO3IMOALTY
HMOBIpHOCTEH.

Orinka eHTpomii JKepea 3 KOpeTbOBaHMMH CTaHAMU, SKI MAalOTh TayCIBCbKHM 3aKOH
pO3MOALTY, BU3HAYAETHCSA 3a BUpa3oM [15]:

hx(¢),x(z+7)]= log2(2m§1/1 - pL. (r)) + #Z(T)log2 e—

2
_'DLZ(T)log2 e= [0g2(2n-eo-f 1-p, (T)j )
l_pxx(z-) !

Po3paxyHOK eHTpomii OTUCKPETHOrO0 CHTHajldy 3 HEpIBHONMOBIPHUMH KOPEITbOBAHUMU
CTaHaMU 3/1ICHIOETHCS 32 BUPA30M:

Hlxx, |=log, 20 +log, o + S loga - G )

Je Meplrid J0JaHOK € KOHCTaHTO, IO MOB’sA3aHa 13 TUIIOM 3aKOHY pO3MOJLTY
BUIIAJIKOBOI BEJIMUMHHU, IPYTUi 10AaHOK BU3HAYAE TUCIEPCIIO:

2
1 & 1 &
2
ol=—>lx,——>.x |,
» N-13 N'a
a TPeTii eJIeMeHT XapaKTepHU3ye B3a€MHY €HTPOIMi0 KOpelbOBaHMX HEPIBHOWMOBIPHUX
BIJUTIKIB CUTHAly Ha OCHOBI KBaJipaTy HOPMOBaHOI (DYHKIii aBTOKOPEJISIIiI:
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(6)

| ﬁ( 1 i jz
X, —— Y X,
1 1
N-13 NS
Po3paxyHOK eHTpOIii JUCKPETHOrO CUTHAIIY Ha 0a31 HOPMOBaHOI aBTOKOPENSMIHHOT QyHKIIIT
Lo ( j) € HE3pYYHHUM TIPU OOYMCIICHHI B 3B’SI3KYy 3 HEOOXITHICTIO IIEHTPYBAHHS MTOCIITOBHOCTI
x, y BignoBigHocTi 70 (6). ToMy 1 BH3HA4YEHHS EHTPOMNIi CUTHAILy IPOMNOHYETHCS Ha

ocHOBiI cTpykrypHOi ¢(yHKuii KomvoropoBa i BimmoBigHo ¢opmyna (5) HalOyne BUTIALY
BHTJISTY:

H(xi’xi+j)=10g2 27[8\/D§ _Dé’f pix(]) =

=log, 27ze+%log2(l:D; —Rxx(j)][D; +R”(j)D

ne R ( J ) =D_-p,. ( J ) — KOpensiiiHa QyHKIlis CHTHATY.

; (7

KopensuiiiHa ¢QyHKLis I8 CTallilOHApHUX HpoOLECiB R ( j) JIETKO MOYKHA BHUPA3UTH 4Yepe3
KOBapialiiHy (QyHKIIiO Kxx( j), sSKa IIBHIIIA B OOYMCIEHHI 4Yepe3 BiACYTHICTh omepartii

LeHTpyBaHHs. To/l BU3HAUYEHHSI EHTPOIIl Ha OCHOB1 KoBapialiiiHoi pyHKLIi MaTuMe BUTJIAA:
_ 2 2 2( 5\ _
H(Xi’xi+j)_ log, 272'6\/D0 - D: 'pxx(]) =
X X

)
=log,2re +%10g2([Dx —Km(j)]‘ [Dx + KM(J)])

AHAJTITUYHE CIIBBIIHONICHHS CTPYKTYPHOI Ta aBTOKOPEIAIIMHOI (PYHKIIH BH3HAYAETHCS
BHPa30M

Co(j)=2D,+M? =K (j}=2[D,~R.(j)]
[TincTaBuBImM Horo B (7), OTpPUMAEMO OIIIHKY SHTPOIIIi:
)= log, 27ze+%log{%(‘]) (2DD —C“"T(])ﬂ )

SIKIIO BU3HAUUTH CEepeqHE 3HAUCHHS CHTPOIIi CUTHANy, OTpUMaeMo pobody dopmyiy Mipu
EHTpOIIii

H(xi,x

i+j

H(x,' , xi+_j) = % illogz (271'6)2 |: Cxxz_(J) (ZDX - —chz(])}:| >

abo

H(x, x,x)= ilogz(zﬂe){cw(j)(/)% —C“—(j)ﬂ; (10)

1
2T ‘3 4
ne T — iHTepBan ycepeaHeHHs .
JociimkeHHsl BJACTHBOCTEH eHTpomii JAMCKPeTHHMX CHTHaJdiB. EHTpomis KOXHOro
OKPEMOro BiAJIIKY AUCKPETHOro curHaiy 3a llleHoHOM BU3HAYa€ThCS BUPA3OM:

H, =-p(x;)-log,p(x;). (LT)

Ie p, = ﬁl — IMOBIPHICTb MOSIBH I-T'0 BIIIKY; H;

n,— KUIbKICTh BIJUTIKIB X; 3 3arajlbHOI BUOIPKU CUTHAIY.

SIKIIO MPUHHATH, 10 3arajibHa KUIBKICTh BUIIIKIB JAMCKpEeTHOro curHaiay N, To s
3pY4YHOCTI MoJabIIoro aociimpxkeHHs (11) MoxkHa nepenucaTi B 1HIIOMY BUTJISIIL:
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H:—ﬂlogzﬂzﬂ(logzN—log2 ni). (12)

N N N
3 nmaHoro Bupazy (12) MOXHA BM3HAQUMTU PO3MOJLI EHTPOMIi MpPU PI3HUX KUIBKOCTAX
HOSBU X; 3HAY€HHs. SIKIIO 171 HAOUHOCTI NPEACTaBIeHHs Pe3yabTaTiB npuitnatn N =256 1
BBaXKaTH, 110 BCl JUCKPETHI BIJJIIKM € CTATUCTHYHO HE3aJSKHUMH, TOJII rpadik eHTporii
3rigHo (12) MaTtume BUTIISA MpEACTaBIeHUN Ha puc. 1, Je mo oci abciuc BiApaxoBYETHCS
KIIBKICTh 3HAa4€Hb X, 3 3arajbHOro o0’eMy BHOIpkM N, a 1O OCi OpAMHAT — BiANOBIJHE

3HAaYEHHS eHTPOIii.

H;
[
- [ e et e EHTpomia [HCEpSTHOrO § pOSPRIHOND EUIHEY
| T
1z
L] [~
-]
0 M
=4 x\x
i .
4z
= [
16 'I/
™)
=
1 & 15 & 23 38 43 50 57 & T T8 &85 22 3 105 193 120 127 134 141 145 155 1€ 169 178 153 190 197 204 291 218 225 02 259 245 255 M;
Puc 1. I'padix enTpomnii npu pi3sHUX 3HAUEHHAX 7; MOABU X;, Anst n; =1, N

Sx BugHO 3 mpencTtaBieHOro rpadiky Ha puc. 1 Ta MPOBENEHUX PO3PAXYHKIB,
MaKCHMaJlbHE 3Ha4eHHs eHTpomnii Oyae npu n, =94, npu BCIX IHIIUX 3HAYEHHAX 71; EHTPOIIs

MpuiiMae MOnapHoO OJHAKOBI 3Ha4YeHHs. [[10 BIaCTUBICTh MOKHA BUKOPUCTATH IS TIOOYI0BU
ALII Ta cenmpornecopiB AJi OTpUMaHHS €HTONINHO-MaHINYJIbOBAHUX CUTHAJIB.

Jlo 11bOoro vacy po3risaaiucs Mipy BU3HAYEHHs eHTpOMii aMIutiTyau curtainis. [Ipore
BiIOMO, 10 HHU(poBa 00poOKa CHTHATIB 31MCHIOETHCS B OCHOBHOMY B iX YacCTOTHOMY
npeacTaBieHHl. ToMy MPUPOJAHUM PO3BHTKOM € BU3HAYCHHS CHTPOIIi IS CHEKTPallbHUX
XapaKTePUCTUK CHTHAIY, TOOTO BU3HAYAETHCS EHTPOIIIS CIEKTPAIbHUX 3HAUCHb.

SKIo nesaKuil CUTHaJI TPEACTAaBICHU B 4aCOBOMY ITPOCTOPI:

s =3 s(i-At)-sy(1-At),

7€ S(?) — aHAJOTrOBUM CUTHAJ,
At — KpOK uCKpeTu3altii,
TO HOro CrneKkTpajibHa XapakTepucTuka Oy e MaTH BUIJIA:
S(w)= 1S s 27
At = At
SIKII0 MOBEPHYTHUCS 10 NMPUHHATHX MMO3HAYCHb AUCKPETHOTO CUTHANY: X, =sS(At-i),
T0 FHomy Oyae BIiANOBINATH [MCKPETHA 4YACTOTHA Xapakrepucruka: s; =S(Aw-j).

BinnosinHo, mnpu oOuYMCIEHHI eHTpomii OyJeMo BHMKOPHCTOBYBAaTH 3aMICThb 3Hau€Hb
HMOBIpHOCTEH BIIJIIKIB aMIUTITYM CHUTHAIY p(X;), 3HAUE€HHS HMOBIpPHOCTEH HOTO CreKTpy

p(s; ). Toni enTpomis CreKTPy CHTHANY Oy/le BU3HAYATHCE 38 BUPA30M:

H, =-p(s;)-log,p(s;). (13)
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Takum 4YWHOM, IS OpraHi3amii JIiHIM Tepenadi JaHUX HAa OCHOBI EHTPOIIHHO-
MaHIMyJIbBAaHUX CUTHAJIB MOXHA JIOCATHYTH BHUCOKOI 3aBaJI03aXHIIEHOCTI, OCKUIBKU 3aBaju
Ha TMEBHHUX YacCTOTax HE OyAyTh MPU3BOAMTH 10 KPUTHYHOI 3MiHM €HTpomii crektpy. s
peayizanii TakuxX JiHIA 3B’S3Ky HAa OCHOBI E€HTOIINHHO-MaHIMYJIbBAHUX CUTHANIB, B SAKHX
SHTPOITisI BH3HAYAETHCS HE IO aMIUITyJHUX, a YaCTOTHHX XapaKTEePHCTUKAX CHUTHATY
HEOOXiHO CIPOEKTYBATH BiMTOBIIHUMA CIELITPOIIECOP I OOUYHUCICHHS SHTPOIIIT CIIEKTPY.
Crpykrypa cnennpounecopa BU3HA4YEHHSI €eHTPOIIil YaCTOTHUX XapaKTePUCTUK CUTHAJIB
Ta #oro d¢yHkuionyBanus. CTpyKTypa po3poOJICHOrO CIenmporecopa 0a3yeTbcs Ha
MPOTOTHIII, CXeMY SKOT0 moano Ha puc. 2 [18]. [IpencraBnenuii mpucTpiii cknagaerses 3 AL
1, Ha BXiJ{ SIKOTO OA€THCA BXITHUI CHTHAN X(7 ), AKUi (pakTHIHO HOpMai30BaHHI 10 BiAMOBITHOTO

nianazony Hanpyru U . Jluckperusopani 3HaueHHsa 3 AIIl HagxonsTs Ha BXOMM JIUMJIBHUKIB 3,

poboTa SKUX Y3rOMKYEThCSI CHHXPOHI3aTOpPOM 4, BIANOBiOHI 3HAYEHHS MiApaxoBaHi JIYMIbHUKAMH
3HA4YCHHS Yepe3 BU3HAUYEHY KUTBKICTh TAKTiB MepealOThCsl B PEriCTPH MaM’ sTi 5, mudpaTopiB a 3 HUX
Ha mipamiganbHi cymaropu 6. OTpuMaHi CyMH NEpEeTBOPIOIOTHCS MM paTopaMu 7 y BiIIOBIIHUN KOJ
Ta MOJAOTHCS HA BXOJH MipaMilajbHOr0 cyMaTopa, Ha BUXO/ SKOro (pOpMy€eThes 3HAUCHHS SHTPOITIT
CHWTHAIy, TO3HAYEHOr0 Ha PHCYHKY /x. B sIKOCTI KOMIIOHCHTIB CyMaTtopiB 6 Ta ITipamiZajbHOro
cymaropa 8 BUKOPHCTaHHN 1 OTHOPO3PSIHUN JIBIHKOBUN CyMaTOp 3 MPSMIMH BXOJaMU Ta BUXOJAMU
CTPYKTYpHA CX€Ma KOro IPeCTaBIICHA Ha PUC. 3.

4
+1
L Y
> - k-1
2 3 k/’l : 5 AN
k
L. 6 VAN 7 -
> k-1 k-1
> 3 # > 5 VAN
2 |
9
T: Ix
> k-1
E 3 s > 5 —>
[A) k
| 6 F—» 7 >
> k-1
—| 3 1 5 I
£ |

1 - ALII, 2 - indopmauiiHuii BXi mpucTporo, 1.1 - rpyna B3ipueBux pesucropis, 1.2 -
KoMIapaTopu 3 napagasHUMHU BUXOAAMM (IPSAMHUM Ta IHBEPCHUM), 3 - JIUWUJIbHUKH, 4 -
CHUHXpPOHI3aTop, 5 - perictpu nam'sati, 6 — cymatopu; 7 - mmdpaTtopu, 8 - mipamigaabHUil
cyMarop, 9 - BUXiJ TPUCTPOIO

Puc. 2. CtpykTypHa cxema MpUCTPOIO BHU3HAUEHHS SHTPOIIi i3 3aCTOCYBaHHSAM mapadasHux
KOMIapaTopiB
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ai o

(e e m— e e e, ———————————————— - -] 8,

S
Puc. 3. Ctpykrypa qBIHKOBOrO CyMaTopa 3 IPSIMUMH BXOJIaMHU Ta BUXOJIaMH

[TinBUIIEHHsT TIBMIKOMII JIOCATAETHCS 3aCTOCYBaHHAM Tapada3HUX KoMIapaTopiB,
IIBUJIKOJIISl SIKUX Ha TMOPSIOK BHINA 3a TpamuuiiiHi JK-tpurepu, a Takox BHpPOBaKEHHSIM
napajieIbHoi 00poOku pe3ynbTaTiB depe3 nBa (k-1)-po3psimni perictpu mam’sati Ta k-
PO3pSIIHUIT CymMaTrop 3 YacOBMM 3CYyBOM TAaKTyBaHHSA. 3aBISKH LUM YAOCKOHAJECHHSM,
3arajbHa HIBUAKO1S IPUCTPOIO 3pOciia MPUOIU3HO Y TPU pa3u

B po3pobienomy crenmnpornecopi (puc. 4), Ha BiIMIHY BiJ MPEACTABICHOTO HA pUC. 2,
IPOIOHYEThCS BH3HAYATH EHTPOIII0 YacTOTH CUTHaNy. Ha BXim NpPUCTPOIO TMOJA€THCS
3HAYCHHS CIIEKTPAJIbHOI XapaKTEPUCTUKH, SIKI 3a JOMOMOrOK IEpPEeTBOpIOBaYa 4acToTd 2
IPUBOIATHCS O curHairy Hanpyru U ska nepenaersbes Ha Bxin ALII 3. Ilopansima po6ora

MIPUCTPOIO aHAJIOTIYHA 0 MPOTOTHUITY MPEICTABICHOI O Ha pHC.2.

4 |

(1) \ |

S
BESHEE
| Uo |
| l | | gt R
| | 1| Lo _
| U| A i o LA Jg k1|
| | o 1

k i

ik I S Kl
| |—@|-IJ Al I PR L
[ = ] >
| | | T
o ‘| i 10
[ [ | - e e 9 -
| | | . [%
I I T
DN py S B
[ [ [ k i
I HI I T f 8 ;
[ | =L
| _%* I g
[ | |
[ | 22
! RN |

1 — BXig mpucTporo, 2 — nmepeTBoproBay yactot, 3 - AL, 3.1 — rpyna B3ipiieBUX pe3ucTopiB,
3.2 - xommapaTtopu 3 napadazHUMHU BUXOJIaMH, , 4 - CHHXPOHI3aTop,

5 — MYUIbHUKH, 6 — pericTpu mam'ari, 7 — cymatopu; 8 — mudpaTtopu, 9 - mipaMminaabHUMA
cymarop, 10 — BUXia IPUCTPOIO.

Puc. 4. CTpykTypHa cXxema CHelnpolecopa BU3HaYCHHsI EHTPOITii YaCTOTHUX XapaKTEPUCTHK
CHUTHAITY
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BusnaueHHss eHTpomii MO 4YacTOTi CUTHAIy J03BOJISIE MiJBHMINATH KpUITOrpadiuyHy
CTIMKICTD Ta 3aBaJI03aXUIICHICTh MepeaaBaHHs iHpopMallii.

B pesynpraTi, Ha BUXOA1 3aIPONOHOBAHOIO MPHUCTPOID OTPUMAEMO EHTPOMIIO HE
aMILTITYIM CUTHaTYy, a MOro 4acTOTHOI XapakTepucTuku. Lle 3a0e3neunTh 3aBagOCTINKICTh
CUTHAITy, III0 TIEPEIAETHCS, HABITh MMPU HASBHOCTI CHJILHMX 3aBaj Ha BIAMOBIAHUX 4acCTOTaX.
Ile 0OyMOBIEHO THM, IO MPU CIIOTBOPEHHI CHUTHANTY HAa MEBHUX YacCTOTaX MOTo aMILIiTyTHA
XapaKTepUCTUKA CHJIBHO 3MIHUTHCS, IPOTE HA EHTPOIIII0 YaCTOTH 1€ 3HAYHO HE BIIMHE.

OdeBHIHO, 110 3aMpONOHOBAHMM TPHUCTPIH BTpadaTUMe Yy IIBUAKOMAI, MpoTe
XapaKTepU3yeTbCs  PO3IIMPEHUMH  (YHKIIOHAJIBHUMH  MOXJMBOCTAMU 33  PaxXyHOK
BU3HAUYCHHS CHTPOINii YAaCTOTH CHTHaNiB. MOro MOXHAa BHKOPHUCTOBYBATH Y CHCTEMax
npuiioMy/miepenaBaHHs JaHUX B KaHaJaXx 3 MiABUIICHOIO 3aBaOCTIHKICTIO.

BucnoBku. B po6oTi npeacraBieHo NepcleKTUBY PO3BUTKY Ta 3aCTOCYBAHHS €HTPOMIMHOrO

aHami3y. 3IIHCHEHO Yy3araJlbHEHHS TEOPETMYHOIO PO3BUTKY BM3HAUYE€HHS EHTpomii Ta

IpoaHaIi30BaHO MOXJIMBOCTI iX 3aCTOCYyBaHHS B pi3HUX cdepax. JocaiaXKeHo BIaCTHUBOCTI

EHTpOMii JUCKPETHUX CHUTHAJIB Ta 3alMpONOHOBAHO ii BHUKOPUCTAHHS [IJIsl CTBOPEHHS

3aBa/I03axMIIEHUX KaHaIiB nepefadi JaHuX. [ mIBUIKOrO po3paxyHKY EHTPOIii CUTHAIIiB

MIPEJCTaBICHO  CHELIPOLECOpH  BHU3HAueHHA  eHTpomii. Takox  3ampornoHOBaHO

BUKOPHUCTOBYBAaTH EHTPONINHO-MAaHINYJIbOBAaHI CUTHAJIM, $KI 0a3ylOTbCSd Ha PO3PAXYHKY

EHTpOMii HE aMIUNTyAM CHUTHAlIB, a IX CIEKTPaJbHUX XapaKTepucTHK. Po3pobiieHo

apxiTeKTypy CIeurnpouecopa i OOYUCICHHS EHTPOMNii YacTOTHUX XapaKTepUCTHK

JUCKPETHUX CUTHAIIB.
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METHODS AND SPECIAL PROCESSORS FOR DETERMINING THE ENTROPY
OF THE SPECTRAL CHARACTERISTICS OF SIGNALS
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Entropy analysis is an effective tool that can be used in a wide variety of fields of science and technology.
Today, it is somewhat underestimated, due to the development of other information technologies, such as neural
networks, artificial intelligence, big data processing methods, and others. However, the use of entropy can be
combined with the listed information technologies, achieving good results. In addition, entropy estimation can be
used as an independent tool for analyzing the information characteristics of signals. In the modern world,
information plays an increasingly important role in all areas of human activity. With the development of the
Internet, communication and computer networks, mobile communications and other wireless telecommunication
technologies, the amount of information that needs to be processed is constantly growing. At the same time,
entropy estimation in its various variations, as one of the elements of information theory, is a powerful tool for
processing and analyzing the information characteristics of data streams. The presented article accumulates
disparate information on various estimates of entropy and shows the development of theoretical positions. The
study of the properties of entropy of discrete signals is also presented. The possibility of organizing data
transmission lines based on entropy-manipulated signals is shown, due to which it is possible to achieve high
noise immunity. In addition, it is proposed to use entropy-manipulated signals, which are based on calculating
the entropy not of the amplitude of signals, but of their spectral characteristics. To determine the entropy of the
signal spectrum, the structure of a special processor has been developed and the principle of its operation is
described. Determining entropy by signal frequency allows to increase cryptographic stability and noise
immunity of information transmission. The proposed special processor is intended for use in data
reception/transmission systems in channels with increased noise immunity.

Keywords: entropy, special processors, information theory, signal spectrum, telecommunication systems, noise-
protected signals, entropy-manipulated signals.
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IMITAIIIMHA MOJIEJIb KIBEPIMYHHOI CUCTEMU: IEPEHECEHHS
MEJUYHAX IPUHIUAIIB Y CYUACHUM KIBEP3AXHUCT

O.A. Cuponstos, JI.M. TumoiieHko

Hanionansauii yHiBepcuteT «OjiechbKa MoJIiTeXHIKa
1, IlleBuenka mp., Oneca, 65044, Ykpaina
Emails: o.a.syropiatov@op.edu.ua, l.m.timoshenko@op.edu.ua

[IpencraBieHo MDKIUCHUIDTIHAPHUEN MiIXiA 1O MiABUINEHHS CTIMKOCTI iH(OpMaiiiHuX
CHCTEM IIJSIXOM II€PEHECeHHs! MPHHIMIIIB Oi0JOTriYHOI IMYHHOI CHUCTEMHM Ta MEAMYHUX
NPOTOKOJIB Yy rany3b KibepOesneku. [IpoBeneHO NOpPIBHSIbHHMI aHami3 (a3 pO3BUTKY
6ionoriunux iHgekuin (COVID-19, rematut A) ta cydacHux kibeparak (PlugX Worm,
ILOVEYOU), 1o m03BOJHMIO BUSBUTH CTPYKTYPHI Hapajeii i BH3HAYUTH yHIBepCalbHI
crparerii pearyBaHHs. OcoOJHMBY yBary NPHIUICHO MOXIIMBOCTI IHTerpaiii MeIMYHUX
MIPUHIMIIIB Y apXiTekTypy cydacHux IDS/IPS na mpukiazni cucremu SURICATA. Onucano
KIIFOYOBI OOMEXEHHsI aHaJloTid, MOB’s3aHi 3 BiIMIHHOCTSMM Y MeXaHi3Max Iepezadi,
apXiTEeKTypl CepeIOBHIIA Ta TIOBEAIHII 3arpo3. 3aIpONOHOBAHO KOHIENTYAIbHY IMITAIlIHHY
MOJIelTb KiOepiMyHHOT cHCTeMH, sika 0a3yeThesl Ha OaraTopiBHEBIN CTPYKTYpi, CAMOHABYAHHI,
ABTOMATHYHIM KOpeKIil momTuk 1 QopmyBanHi Kibeprmam’sti. Mojenb OXOIUToE
KOMITOHEHTH, IO BiJIMOBINAIOTH 32 MOHITOPHMHT, UIBHAKE pEaryBaHHs, aHATITHKY,
HAKOMMYCHHS 3HAaHb Ta CBOJIIOIII0 3aXWUCHUX MeXaHi3MiB. [IpoBeleHO MOpIBHAHHSA 3
kinacnyauMu  SIEM-cucremamu Ta TOKa3aHO, IO IMyHHAa MOJETbh 3a0e3leduye BHUILY
LIBUJKICTh pearyBaHHs, Kpally aJalTHBHICTh i MOXJIMBICTh HAKOMMYECHHS KOJEKTHBHOTO
3HAHHS TPO 3arpo3u. IIpakTHYHA 3HAYMMICTH JOCHTI/DKCHHS TMOJATaE y MOMKIHUBOCTI
BUKOPHCTAHHS IMITAllIfHOTO MOJICTFOBAHHS JIJIsl BAJIiAIi1 HOBHX ITiAXOIB /IO KiOEP3aXuCTy,
onTHMi3alii mpoueayp pearyBaHHs Ta npodimaktuku. CTaTTs 3aKiajgae MiArpyHTS JUIs
NOJANBIINX JOCTIDKEHh Yy cdepl iHTerpamii MeauYHHX TPUHIMIIB y KibepOesreky,
OPOTMOHYIOYH KOHIIETIO JCICHTPATiI30BaHHX, CAMOHABYAIBHHX 1 CTIHKUX CUCTEM 3aXHCTY
HOBOTO TIOKOJTiHHS.

KiriouoBi ciioBa: xibepiMyHHa cucTeMa, MeIM4HI IPOTOKOJIN, OararopiBHeBa JiarHOCTHKA,
SURICATA, imirtamiiiHa Mojenb KiOepiMyHHOI BIIIOBifi, KiOepram’siTh, aaaNTHBHHMA
3aXHCT.

Beryn. CyuacHi iHGOpMaIliiiHI CHCTEMH CTHUKAIOTBCS 31 3pPOCTAI0YOI0 CKJIAJHICTIO Ta
JUHAMIYHICTIO Ki0ep3arpo3, 10 BHMAarae IOIIYKY HOBMX, MDKIUCLHUIUIIHAPHUX CTpaTerii
3axucTy [1]. OcTaHHI pOKM XapaKTepHU3yIOThCS HE JIMIIE 13 3pOCTaHHAM KUIBKOCTI aTak, a i
MOSBOIO CKJIAJHUX IIJIbOBUX 3arpo3, 110 BUKOPHCTOBYIOTH IUTYYHHUH IHTENEKT, COLIaIbHY
IHXKEHEPII0 Ta aBTOMAaTH30BaH1 IHCTPYMEHTH ISl 00X0Ay KJIACHYHUX CHCTEM 3aXHCTy. Y TaKiit
CUTyalil aKTyaJlbHUM CTa€ TIIOUIYK HOBUX apXITEKTyp KiOep3axucry, 3JaTHUX [0
caMOHaBYaHHS, afjanTauii Ta GopMyBaHHs «Kibepram’saTi».

Kibepimynna cucremMa — 1e MUKAMCUMIUIIHAPHA KOHIICTIIIS, KA IMITY€ MPUHIIUAIH
010JI0T1YHOT IMYHHOI CHCTEMH Ta MEJIMYHOI JIIarHOCTUKH IS TOOYI0BH CTIHKHUX 1 aJJaITHBHUX
CHCTEM 3aXUCTy AaHuX. [2] OCHOBHUMH XapaKTEpUCTUKAMHU TaKOi CHCTEMU € OaratopiBHEBa
BI/IMOBIJIb, MEXaHI3MH CaMOPO3Ii3HAaBaHHS, (OPMYBaHHS KiOepriam’sTi, paHHE BUSBJICHHS
3arpo3 1 MOXJIMBICTh CAMOHAaBYaHHS Ha OCHOBI MomepeaHboro aocBimy. [lomiOnwmii mimxin
AKTUBHO JOCIIJDKY€EThCS Y CBITOBIM MPaKTHIIl, 30KpeMa B KOHTEKCTI BUKOopUCcTaHHsS AI/ML nins
nigsuineHHs eextuBHocTi IDS/IPS-cuctem[3].

VY crarti [3] 0OrpyHTOBaHO KOHIIENTYyaJbHY apXiTeKTypy KiOepiMyHHOI CHUCTeMHU Ta
BHU3HAYEHO OCHOBHI NpHHOMNH i1 QyHKmioHyBaHHS. OgHAK UIsl MEepexoqy Bix Teopil a0
MPaKTUKU HeoOXigHa Bepu(ikallis 3amporIOHOBAaHMX aHAJIOTI HAa OCHOBI peabHUX CIIEHAPIiB
aTak 1 MEIWYHHMX MPOTOKONIB. 30KpeMa, aKTyaJbHHM € MUTaHHS: HACKUIbKU TNPHHIIAIN
MEIMYHUX CTpATEriil pearyBaHHs Ha iH(EKIIiiHI 3aXBOpIOBaHHSA MOXKYTh OyTH aJanTOBaHi JJist
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o0y 10BH aJIrOPUTMIB KiOep3axucTy. BinoBiab 703BOJISE HE JTUIIE TEOPETUYHO OOTPYHTYBATH
MDKJAUCHUIUTIHAPHY MOJIETIb, @ i pO3POOUTH MPAKTUYHUM ITHCTPYMEHTApii [l BAOCKOHAJIEHHS
CY4aCHUX CHCTEM O€3IeKH.

Mera poGoTu: mpoBecTH BepudIKaIil0 KOHIEMIIl KiOepIMyHHOI CHUCTEMHU HUIIXOM
MOPIBHAJIBHOT0 aHAJIi3y MMPOTOKOJIIB JIIKYBaHHS OloyIOriYHMX 1H(EKIIi# Ta crieHapiiB KibepaTak;
JOCHITMTH MOXKJIUBICTh MEPEHECEHHsI MEINYHUX MPUHIIUIIIB y apXiTeKTypy cydacHux IDS/IPS
Ha mpukinangi SURICATA; 3ampormoHyBaTH MPOTOTHN IMITamiifHOT Momeni KiOepiMyHHOL
BIZIMOBI/II, SIKA OKPECIIOE MOTEHITIHHI HanpsMKi R&D 1151 mMpakTHYHOTO BIPOBA K EHHSI.

3aBmaHHs: 3AIMCHUTH TOPIBHSJIBHUI aHami3 eTamiB PO3BUTKY Ta MPOTOKOJIB

pearyBanHsi Ha mnpukiani map anauorii (COVID-19 < PlugX Worm, rematutr A <
ILOVEYOU); nocniautu MOXJIMBICTh IHTErpanii MEAUYHUX MPUHLUIIB y Cy4yacHI CHCTEMHU
Ki0ep3axucTy; 3alpONOHYBAaTH KOHIIEMIIIO IMITAalllifHOI Mozenl KIOEpIMyHHOI CHCTEMH Ta
BHU3HAYHUTHU 11 0OMEXEHHS.
IlopiBHANBbHUI aHAJI3 eTamiB PO3BHMTKY Ta NPOTOKOJIIB pearyBaHHsl Ha NPHUKJIaAi nap
anayorii (COVID-19 < PlugX Worm, renatut A <> ILOVEYOU). /{51 anamni3zy aHanoriu
MK O10JIOTIYHUMU 1HPEKIIAMHU Ta CydaCHHUMH KibepaTakaMu JOIIJIBHO OpaTH MPUKIIAIH, SKi
YITKO LJIIOCTPYIOTh KJIFOYOBI €Talld PO3BUTKY 3arpO3U Ta peakiii Ha Hel.

COVID-19 — macmtabHa iHgexuis 3 BupaxeHow (as3opicTio, a PlugX Worm —
cydacHUil nnu(poBUil UepB’sK, 10 AKTUBHO BUKOPUCTOBYETHCS JJIS aTaK HA Pi3HI CHCTEMH.

30yaauk COVID-19 - koponaBipyc SARS-CoV-2. [lepenava: moBiTpsIHO-KpanenbHUH,
KOHTaKTHUM 1uisixu. Paszu: ekcrmo3uilis, iHKyOamis (2—14 1HIB), MOYATKOBI CHMIITOMH,
3arOCTPEHHS, YCKJIAJHEHHs, BiHOBIICHHS. OCOOIMBOCTI: TpUBAIMK O€3CMMITOMHHM IEPioj,
CKJIaJIHICTh PAHHBOT'O BUSIBJICHHSI, TOTpeOa B MAaCOBOMY TECTYBaHHI 1 130J1411ii.

PlugX Worm - koMi’toTepHuii 4epB’ sk 13 pyHKIiAMU 6eknopy. Lnsxu npOHUKHEHHS:
BUKOpucTaHHs BpasyimBocted OC, ¢immHrosi snucrty, 3apaxeni USB-nocii, RDP. ®a3u:
MOYaTKOBE IIPOHMKHEHHS, IPUXOBAHA MPUCYTHICTh, AaKTUBAIlis, MacoBe IOIIUPEHHS,
3aBaHTXKEHHS JOJATKOBUX MOAYJIB, TOMKOMKEHHS 1HPpacTpykTypu. OcoOimMBOCTI:
MacKyBaHHs1, aBTOMaTHYHE MMOIINPEHHs, KpaJi’kKa JaHUX, 3ayCK JOAATKOBUX aTaK

OO6uBa MpUKJIaIU MalOTh YiTKO BU3HAUEHI €Taly PO3BUTKY, IO J1I03BOJISIE MPOBECTU
cTpykTypHuil anani3 anaiorii [3]. I COVID-19, i PlugX Worm BuMaraioTh CHCTEMHOTO
MiXOMY 10 BUSBJIEHHS, 130M4Lii, pearyBaHHs Ta BiiHOBJIeHHA. Ha puc 1. moka3zaHo eramu
po3Butky COVID-19 ta PlugX Worm. 3niBa HaBeneHi ocHoBHI (azu pozsutky COVID-19,
crpaBa — BianoBiaHi eranu ataku PlugX Worm. Taka napanenbHa Bi3yamizalis AEMOHCTPYE
CTPYKTYPHY IOIIOHICTh MK 010JI0TTYHOIO 1H(EKIIIEI0 Ta Cy4acCHO LU(PPOBOIO aTakoro[4].

COVID-19 PlugX

BusasneHna Worm
cumnTomis aHomanui

-3
B — [ ] )
laenTudikauis laenTudikauis
Bipycy 3arposu
(MJIP-Tecm) i
|3onsauis xsoporo OuuweHus
Ta NaTyYuHr

g 23
JlikyBaHHa

(knceHb, MeanKaHeHTH) BigHosneHHs
® cuctemu
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Mpodinaktuka MNpodinakTuka
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MoHiTopuHr MoHiTopUHr
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Puc.1. Eranu pozsutky COVID-19 Ta PlugX Worm

BoHa /103BOJIsI€ MBUIKO CHIBCTABUTH KPUTUYHI TOYKH JIJIsI PAHHBOTO BHSIBIICHHSI, 130JIAIL1,
pearyBaHHsl Ta BiJTHOBJEHHS B 000X cdepax. Cxema HiAKpPECIIOe, 0 afanTalisi MeJuIHUX
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NPUHITUIIIB MOXEe OyTH KOPHCHOI JUIsl PO3pOOKH €(EeKTHBHUX CTPATErid KiOep3axucTy, alie
noTpelye BpaxyBaHHs crienudiku udposoro cepenosumals].

Amnani3 niei mapu 1ae 3MOry 3aCTOCYBAaTH IMEPEBIPEHI MEIWYHI MAXOAU IS PO3POOKHU
crpaTeriii Kibep3axucTy, BpaxoBYIOUYH Cy4acH1 TEXHOJIOTIT Ta 3arpo3H.
OO6wuaBa npouecu — OiosiorivuHa iHgekIris Ta MudpoBa aTaka — MarOTh YiTKO BUPaKEeHY (a3oBy
cTpykTypy. Lle mo3Boisie He nuie MOPIBHIOBATH OKpPEMi €Tamd PO3BUTKY 3arpo3u, a i
3HAXOJUTH CIUTHHI NMPHUHIMIK pearyBaHHs, SKi MOXYThb OyTH KOPUCHUMH Ui TOOYIOBU

eeKTUBHUX cTpaTeriii 3axucty B 000x chepax. Tabmuns 1 imrocTpye 11 napaneni.

Taoauusa 1.

ETanu po3BuTky: 6iomoriuna ta mudposa mnapaieib

®daza COVID-19

Etan ataku PlugX Worm

Onuc anasorii

Excro3uitis

IlepBrHHE NPOHUKHEHHS

KoHnrakT i3 BipycoM (JItoanHa) 4u
ekcrutyaraiisi Bpaznuocti/USB (PlugX)

[HxyOauiiinuii nepion

[MprxoBaHa NPUCYTHICTH

be3zcumnToMHMI pO3BUTOK H]EKIIT a00
npuxoBane nepeOyBanus PlugX y
CHCTEMI 10 aKTUBaLii

TToyaTkoOBiI CHMIOTOMU

AXTHUBAIIiS K1 JTHBOTO KOIY

[NosiBa nepinx 03HaK XBOPOOH UM
3amyck ocHOoBHUX ¢yHKIiH PlugX

3arocTpeHHs Macose IIporpecyBaHHs 3aXBOPIOBAaHHS Y1
PO3HOBCIOIKEHHS/3aBaHTAKEHHS axTHBHE momupeHHsa PlugX mepexero,
MOZYJIiB 3aBaHTXEHHs JoxaTkoBoro 113
VYcknangHeHHs [omkomkeHHs iHGpacTpyKTYpH Kputnunuii cran opranizmy abo
pyiiHyBanHs/InbpyBaHHs HIPPOBOT
iH(PaCTPYKTYpH, BUKPaJCHHS JaHUX
BigHoBnenus Heiitpanizartis/BiTHOBICHHS Peabinitarisa nanieara abo OYNILEHHS 1

BiI[HOBJ'IeHHH CHUCTEMH ITiCII aTaKu

s Tabnuis L1IOCTpYE, SIK CTPYKTYpHA MOAI0HICTh (pa3 po3BUTKY 610J10r4HOI 1H(EKiT
Ta nu(pPOBOi aTaku JO3BOJSE aTaNTyBaTH MEPEBipeHi MiIAXOMW 3 MEAUIMHU IS PO3POOKU
e eKTUBHUX CTpaTeriil Kibep3axucry.

KimouoBi oOMexeHHs ananorii. BigminHicTh MexaHi3MmiB  nepenadi: COVID-19
MOLIM PIOEThCS yepe3 (i3uuHui KoHTakT, PlugX —uepe3 mepexy, USB-Hocii, GpimmHroi muctu
[5]. ApxiTekTypHa pi3HHI: IMyHHA CHCTEeMa Ji€ B Mexax opraHizmy, PlugX gacro atakye
posnonisnieHi IT-iHppacTpykrypu. I[lam’saTh Ta eBomoIlis: OiojloTiuHa IMyHHa I1aMm’ STh
(bopMyeTbCa TPUPOIHUM HUIAXOM abo BakiuHamieo; y PlugX kiGepcucremu morpedyroTh
CIELIaJIbHUX MEXaHI3MIB HaKONWYEeHHA 3HaHb [6]. MeTpuku e(eKTUuBHOCTI: MEIUYH1
MOKa3HUKHU (JIETAJIbHICTh, pealiliTallis) He MalOTh IPSIMUX BiIMOBIIHUKIB y KibepOesmeni (dac
BUsIBJICHHS, false positives/negatives) [7].

BusnauenHs 1ux oOMe.)KeHb JJO3BOJISIE YHUKATH HEKOPEKTHHUX y3arajbHeHb 1 GopMyBaTH
peKoMeHaIlii, iki BpaXxoBYIOTh crieluiky u(OPOBOTO CEPENOBHUIIA.

st neramizanii ocobmuBoctel cydacHux atak PlugX HaBeaeHo okpemy TaOiauIio 2, mo
MIAKPECITIOE KITFOYOB1 XapaKTePUCTHKH KOXKHOTO €TaIy.

Ta6auus 2.
ITopiBHsbHA TabmuIs: ocobsmBocti PlugX (2024)
®aza 6ioxoriunoi iHdeKmii Etan PlugX-ataku OcobauBocri PlugX (2024)
Excro3umis 3apaxxenss uyepe3 USB/Mepexy Buxopucranns ¢immuary, USB-
HociiB, RDP
[HKyOartis [IpuxoBaHe nepeOyBaHHs CkI1aiHi MeXaHi3MH MacKyBaHHS
CuMmromn AKTHUBaIis, Kpaai>KKa JaHUX Burik manux, 3amyck 0exaopiB
3arocTpeHHs MacoBe omupeHHs, 3aBaHTa)KeHHS 10aTKoBoro 13,
3aBaHTaKEHHSI MOJIYJIIB lateral movement
BigHoBneHHst OuHIIeHHS CHCTEMH, OHOBJICHHS Binkar cucreM, OHOBIIEHHS
3aXHUCTY TTOJTI THK

[ls TaGmuust 103BOJSE MOOAYMTH HE JIMINE 3arajbHi CTPYKTYpHI Mapaneni, a #
crieniKy Cy4yaCHUX MU (PPOBHX aTaK, 10 BAXKIJIMBO IJIs IPAKTUYHOTO 3aCTOCYBaHHS aHAJIOT1H.
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Jletamizalisi JoroMarae 3p0o3yMiTH, K1 MIXOAH 3 MEIUIIMHA MOXYTh OyTH KOPUCHUMH IS
ki0ep3axucry, a K1 NoTpedyr0Th ajanTalii Y1 NepeocMuciIeHHs. BogqHouac oueBuHO, 110 HE
BCl IPUHIUIIM MOXKHA IEpeHecTH 0e3 3MiH: BIAMIHHOCTI y MeXaHi3Max Iepenadi, apXiTeKTypi
CepelloBHUINA Ta MOBEIHI[I 3arpo3 BHMAararoTb OOEPEKHOr0 W KPUTHYHOTO MiAXOLY [0
BHKOpHCTaHHS aHAJIOTiH. [Tonyk penieBaHTHUX aHAJIOT1H 1 KpUTHYHMM aHalli3 TXHIX 00MEKEHb
JO3BOJISFOTh HE JIMINE IMiJBUIIATH €()EKTHBHICTh HMHU(PPOBUX CHCTEM, a i 3a0€3MEUUTH IXHIO
CTIMKICTh JI0 HOBHX, paHillle HEBIJJOMHUX 3arpo3.

PosrissHeMo aHanoriio remaTMTy A <> Cy4acHlI aTaku coliajbHOl iHxeHepii. s
aHali3y aHajorii MK O10JOTTYHMMHU 1H(QEKLISIMH 3 TPUBAJIMM MPUXOBAHUM MepediroM i
Cy4aCHMMH KibepaTakaMu JOLUIBHO PO3IIIAAaTH MPUKIIAIH, 1110 IEMOHCTPYIOTh 3aJISKHICTH BiJ]
COIliaJIbHMX KOHTAKTIB, MACUBHY (a3y pO3BUTKY Ta BiJKJIaJeHUN MacoBHil edekT. I'ematut A
— KJIACUYHUHM MNpuKiIaa IHQEKuii 3 AOBror I1HKyOalll€l0 Ta COLIaJbHOI IHepenadecto. Y
M (POBOMY CEpETOBHII aHATOTTYHUMHU € aTAKH, 110 O PIOIOTHCS Yepe3 (PIlIMHT, BKIAICHHS
y JucTax abo cormianbHi Mepexi, 30kpema ictopuyHuii Bunagok ILOVEYOU ta cyuachi
OaratocTyreHeBi (IIIMHTOBI KaMITaHii.

Kopotko npo renatut A. Ilepenaua: yepe3 iHpikoBaHy BOIY, 1KY, TOOYTOBI KOHTAKTH.
@a3u: exkcno3umis, iHKyOamis (15-50 nHIB), mpoxpoMalibHa, IKTEPUYHA, BIJHOBJIEHHS.
Ocob6nuBocTi: TpuBanuil 6€3CUMMITOMHUMN NEpioj, MPUXOBAaHE MOUIMPEHHS, 3aJEKHICTh BiJ
COLlIAIbBHUX KOHTAKTIB.

Kopotko npo araku tuny ILOVEYOU i cyuachuii pimmar. Kanan: enekTpoHHa noiiTa,
MECEHDKEPH, collialibHi Mepexi. Da3u: ekcrno3ullis (OTpUMaHHS JMCTa/BKIAICHHS ), IHKyOaIis
(ouikyBaHHS A1 KOPUCTYBaya), aKTUBAIIisl, MACOBE MO PEHHS, TO014HI e(hEKTH, BITHOBJICHHS.
OcobnuBocTi: mpuxoBaHa ¢a3a, 3aJeXKHICTh BiJ] JIIOJCBKOro (akTopy, JaBUHOIOAIOHE
MOUIMPEHHS Yepe3 KOHTAKTH.

O6uaBa nporecu — 0iosoriuna iHdeKIis Ta mudpoBa aTaka — MatOTh (Pa30BYy CTPYKTYPY
3 MPUXOBAHUM IMOYATKOM 1 3aJISKHICTIO BiJl TTOBEIIHKH HOCIiB/KoprcTyBauiB. Lle mo3Bosse
MOPIBHIOBATH KITFOYOBI1 €TAITM PO3BUTKY 3arPO3U Ta 3HAXOIUTH CIIUTHHI MPUHITUIIN pearyBaHHSL.
Ha puc 2. moka3ano eranu po3Butky rematuty A i ILOVEYOU.

TemartuT A: ILOVEYOU:

- . - =
Excnosmmis (Bomafizka) OrpumanHs ucTa

Iaky6artis

TrrcyGanist (15-50 meris) - (Oo4iKyBaHHS BIIKPHTTH)

Y

- - ARTHBaIlig CKpPHIITa

ITpogpomanseHa dasza
(He3myzKaHHS)

Ikrepuyna dasza
(zKOBTAHHILA)

- - + Tlommpenns Yepes OOLITY

Bipaosnenns |- - # Bupanenus abo nepesaryck

IIpodinakTra IIpodinakTura

(BakIMHAaLi%, TirieHa) > (anTHBipYC, 0OMeKeHHS)

Puc. 2. 3icraBnenHs ¢a3 po3BUTKY renatuty A Ta etamiB ataku Bipycom ILOVEYOU
Jani HaBeneHa Tabnuis 3, sika UTIOCTPYE 1l Mapajeni Ta CTPYKTYpHY MOAIOHICTh ¢a3

PO3BUTKY OlosioriyHoi iH(pekuii Ta 1udpoBoi ataku couiaipHOl iHXKeHepii. Taxuil miaxin
JI03BOJISIE a/TANITYBATH MEIMYHI CTPATErii ISl MiIBUIIEHHS eeKTUBHOCTI Kibep3aXucry.
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Tabnuus 3.
Etanu po3Butky: 6iosoriyHa Ta 1udposa napaieiab MK renaTuToM A Ta BipycoM
ILOVEYOU
®a3za rematuty A Eran araku ILOVEYOU / Onwuc aHamnorii
Cy4acHUH (QimmHT
Excro3uirist OTpuMaHHS JTHCTa/BKIIaICHHS KoHTaKT i3 kepenoM: 3apakeHa ixa/Bojia
a00 (QIIUHTOBHIT JTUCT
IakyGamiiiauit mepiog | [IpuxoBaHa MPUCYTHICTH BescummntoMHE HOCIICTBO 200 OUiKyBaHHS
Il KopuCcTyBada
[ponpomanbHa daza [epmri o3naky (HecmenudivHi) Hesnauni cummiromu abo mimo3pina
AKTUBHICTB, 11I€ HEe PO3Ii3HaHA
IkrepruHa ¢aza AKTHBAIli5, MACOBE TOIINPEHHS SIBHI cuMIITOMH 200 3aITyCK HIKIIJTMBOTO
KOAy, aBTOMAaTU4YHC PO3CHUJIaHHS
Bigxosnenns OuuIIEHHS CHCTEMH, PeabimiTamist opranizMy abo BUaICHHS
npodimakTrka mkigymmBoro 113, HaBgaHHs

KitouoBi oOMexeHHs aHasnorii. BiqMiHHICTh MEXaHI3MiB TIepeadi: renatut A — yepes
(bi3MYHMI KOHTAKT, 1KY, BOAY; (MIIIMHT — Yepe3 eNeKTPOHHI KaHaiu. [HkyOamiitHuil mepion y
0101011 Mae 610XIMIYHY IPUPOAY, Y KiOeprpocTopi — 11€ coliaibHui (pakTop (KOpHUCTyBad cam
3aIycKae IIKIUIMBUHM Koa). MenuuHa npoduiakTuka nepegdadae BakLMHALIO, Y KiOep3axucTi
— 11€ HABYAaHHS KOPUCTYBAYiB Ta aBTOMATHU30BaH1 3ac00M 1301111, BigHOBIEHHS MicIst XBOPOOH
(dhopmye GioOTiUHY TaM’siTh, @ Y KiOep3axucTi MOTPiOHI CremiaibHI MEXaH13MU HAKOTTMYEHHS
3HaHb (playbooks, curuarypm).

BusHaueHHss nHMX OOMEXKEHb MJO3BOJSE YHHKATH HEKOPEKTHHX Yy3arajibHEHb 1
(dhopMyBaTH peKOMEH/Iallii, IKi BpaXOBYIOTh Crielu(iky muppoBoro cepeaopuiia. ¥ tadmauii 4
[IOKa3aHO 0COOJIMBOCTI Cy4yacHUX (DIIIMHIOBUX aTak.

Ta6auus 4.
[TopiBHsANIBbHA TaONUIIA: OCOOIMBOCTI CydacHUX (IIIMHTOBUX aTaK
®a3za Gionoriunoi iHpekmii Etam cygacHoi dimuHTOBOI OcobmuBocrti (2024-2025)
aTaku
Excno3wuiist OtpumaHHs Buxopucranus PDF, ZIP, LNK, SVG, QR-
email/BKI1aIeHHS/TIOCWIIaHHSL | KOJiB
[HKyOartis [TpuxoBaHe nepeOyBaHHs OuikyBaHHs il KOPUCTyBa4a, MaCKyBaHHS
Cumnromu AKTHBAIIis, KpaaiKKa TaHuX Burik ganux, 3amyck 6exnopis, credential
theft
3arocTpeHHs MacoBe nomupeHHs, ABTOMAaTHYHE PO3CHIIAHHS, BUKOPHUCTAHHS Al
aBTOMaTH3aLis
BigHoBnenHs OuuIIEHHS CUCTEMH, Biakar cucrem, HaBUaHHSI KOPHCTYBa4iB
OHOBJICHHS 3aXUCTY

Taka meramizariisi JomoMarae 3po3yMiTH, sIKi came TMiAXO0AN 3 METUIIMHA MOXKYTh OyTH
KOPUCHUMHU /s KIOep3aXucTy, a Akl NoTpedyloTh aJanTalii Yu nepeocMucieHHs. Bonnouac
OYEBUJHO, 10 HE BCl NMPUHIUIN MOXHa IepeHecTu 0e3 3MiH: BIAMIHHOCTI Y MeXaHi3Max
mepenayi, apxiTeKTypli CEpeAOBHMINA Ta MOBEMIHIII 3arpo3 BUMAaralTh OO0EPEeKHOro M
KPUTHUYHOTO MiAXOLY A0 BUKOPUCTAHHS aHAJIOT1H.

Tomy HacTynmHUM KpoKoM € (opMyIrOBaHHS MNPAKTHUYHUX PEKOMEHAALiNd s
Kibep3axucTy — 3 ypaxyBaHHSIM 3a3HAaYCHHX OOMEXKEHb 1 cienu ik cydacHux IT-cucrem.
Pexomenpanii a1 kiGep3axucty Ha ocHoBi aHaaizy ananorii COVID/PlugX ta 'ematur
A/ILOVEYOU. Anani3 ananoriii Mixx 6iojoriuaumu BipycHumu iH@ekuismu (COVID-19,
renatut A) Ta nudpoBumu arakamu (PlugX, ILOVEYOU) nae 3mory chopmymroBatu
yHIBepcalbHI MIiAXOMM OO0 WIABUIICHHSA CTiHKOCTI KiOepiHdpacTpykTypu. BpaxyBaHHA
MEIMYHUX TPHUHIIMITB J03BOJISE MPOMOHYBATH ORI THYYKi, OaraToOpiBHEBI i aJanTHBHI
cTparerii 3axucTy.

baraTopiBHeBa AiarHOCTHKA Ta TecTyBaHHsA. /lOIIbHO BIPOBAKyBaTH KiJIbKa THIIIB
JIETEKTOPIB 1 aHali3aToOpiB AJI PI3HUX PIBHIB 1HPPACTPYKTypH (Mepeka, KiHIIEBI TOYKH,
MOIITa), IO CHPUSATHME CBOEYACHOMY BHSBJIICHHIO 3arpo3 HaBiTh Y PO3MOIIIICHOMY
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cepenoBuili. BapTo 3acTocoByBaTH pi3HI METOIU MEPEBIPKU BKJIAACHB, TOCUJIAHb 1 (DaiiiIiB s
MiIBUINEHHS IMOBIPHOCTI BUSIBIICHHS HOBUX a00 CKJIATHUX aTaK.

KonTtekcTtHa niarHoctuka. PekoMmentyeTbes aHamizyBaTH He Jiuiie caM (akT IHIUJIEHTY,
a ¥ JpKeperno, cnocid MpPOHUKHEHHS, OCOOJMBOCTI MOBEMIHKM MIKIIJIMBOTO KOAY YU JIMCTA.
BukopucTaHHS JaHUX MpPO TMONEpPEeIHI aTakd MOXKe MiJBUIIMTH TOYHICTh pearyBaHHs Ta
T03BOJIUTH (popMyBaTH MPOdisIi pUUKY.

KapanTtun Ta i30msmis. Moxe OyTH JOIUTPHE aBTOMATHYHE 130JFOBAHHS MiAO3PLIHAX
00’€KTiB (BKJIaJIeHb, BY3JIiB, JIUCTIB) /10 3aBepIIeHHS aHami3y. CerMeHTaIliss Mepexi Ta 130115
ypakeHHUX 30H 37aTHa OOMEXKHTH MOIIMPEHHS aTakd HaBiTh y pa3l HEBIAOMOro JKepena
3arposu.

dopmyBaHHs Kibepmam’siTi. PeKOMEHAY€eThCSl CTBOPIOBATH Ta OHOBIIIOBATH 0a3u 3HAHB
PO 1HIM/IEHTH, CLIEHapii pearyBaHHs, 03HaKM KOMIIpoMeTalii. BUkoprucTaHHs HaKOIMYEHOT O
JIOCBIZly CIIPUSITUME NPHUILBU/IIIEHHIO pearyBaHHs Ha MIOBTOPHI YU CXOX1 aTaKu.

ABTOMaTu3aiisi pearyBaHHs. Bapro posrmsmaté  BupoBakeHHs AI/ML s
ABTOMATHYHOT'O BUSBIICHHS aHOMaJIii, (DIIIMHTOBUX JIMCTIB 1 MIKIAIMBUX BKJIaACHb. [lomiTHKH
Zero Trust 1 xonmenmis Digital Immune System MOXyTh NiABHIINTH CTIHKICTb
1H(QPacTPYKTYpH HaBITh y pa3l IPOHUKHEHHS 3arpO3H.

MoHITOpUHT epEeKTUBHOCTI Ta afanTaiis. PerynspHuil anami3 pe3yabTaTiB pearyBaHHs
Ta KOPUT'YBaHHS INOJIITUK 3aXUCTy 3 ypaXxyBaHHSM HOBHMX THIIIB aTaK 1 3MIH y CTPYKTYpi
1HOPACTPYKTYpH MOXKE MIABUIIUTH €(PEKTUBHICTH CHCTEMHU. ABTOMATHUYHHH (iT0CK -ITUKI
CIPUSITUME MOCTIHHOMY BJJOCKOHAJICHHIO 3aXMCHUX MEXaHI3MiB.

Hapuanns kopucTtyBauiB. /0O IbHO TPOBOIUTH PETYJIAPHI TPEHIHTH 3 PO3Ii3HABAHHS
(bimMHTY, WKIJIMBUX BKIJIAJIEHb, COMIAIBHOI iHXeHepii. MoemtoBaHHs aTak MOXe IMiIBUIIUTH
0013HaHICTh NEPCOHAITY ¥ 3HU3UTU PU3UKU YCIIIIHUX aTaK COLIAJIbHOT 1HXKEHEPii.

Omxe, OaraTopiBHEBHI MiIXiJ O3BOJISIE BUSBIATH SK THUIIOBI, TaK 1 HOBIi, paHille

HEBIZIOMi 3arpo3M, MiHIMI3yIOUH KUTbKICTh XMOHUX cIipalfoBaHb. KOHTEKCTHa IiarHOCTUKA
MiJBUIIYE TOYHICTh pearyBaHHS, JI03BOJSIE BpaxOBYBaTH IHAMBIAyaldbHI OCOOJIHBOCTI
iHppacTpykTypu Ta KopucTyBadiB. KiGepmam’aTh 1 aBTOMAaTu3aiis 3a0€3MeUylOTh MIBHJIKE
pearyBaHHSl Ta aJanTallil0 CUCTEeMM J0 HOBHUX ClieHapiiB arak. HaBuaHHsS KopucCTyBauiB
MiJBUIILYE 3aTaIbHUHN piBEHb KiOEpririeHu Ta 3MEeHIIy€ HMOBIPHICTh YCIIIIHUX aTaK COLIaIbHOT
iHKeHepii. Y3araJbHeHHS JocBiy 60poThoH 3 Gionoriunumu Bipycamu (COVID-19, renatut
A) Ta anani3 cygacHux mugposux atak (PlugX, ILOVEYOU) niaTBepkyt0Th €eKTHBHICTD
OaraTopiBHEBOI0, aJallTUBHOIO Ta CAMOHABYAJILHOIO MiAXOMy A0 Kibep3axucrty. [HTerparis
MEIMYHUX IPUHIUIIB Y apXITEKTYPY 3aXUCHUX CUCTEM MOKE CIIPHUSATH MiABUILIEHHIO CTIHK OCT1
1H(PACTPYKTYPH 10 CKIIATHUX, IIIJIbOBUX 1 HOBUX 3arpo3.
JloctiaaeHHs MOKJIMBOCTI MepeHeceHHs] MeNYHUX NPUHIMIIB Y apXiTeKTYpy Cy4acHHX
IDS/IPS na npuxaani SURICATA. ITokaxxemo npakTUUHy TpaHchHOpMaIliio i1ei 3 MeaUIHOI
NPAKTUKKM B I1HCTPYMEHTH KiOep3axHUCTy MLUISIXOM TOpIBHAHHA (YHKLIOHATY CHCTEMHU
SURICATA (IPS/IDS) 13 npoTokoiiaMu MeIuYHO1 IMyHHOI Biamosiai [1].

Bonnoyac BaxiMBO BH3HATH OOMEXKEHHS Takoro mopiBHSHHA. [lpupoma 3arpos y

kibepnpocropi Ta OiojoriuHux cucremax cyrteBo BimpizHseTbes: SURICATA mpaitoe 3
nudpoBuMu arakamu (IIKIIJIUBUHA Tpadik, eKCIUIONTH), TOII SK IMyHHa CHUCTEMa OpraHizMy
npotuie 0ioJoriyHUM natoreHam [4]. MeTpuku e(peKTUBHOCTI TaKOX Pi3HI: y MEIUIIMHI —
1[€ YYTJIMUBICTb, ClIeUU(IYHICTh, IMyHHA MaM’SiTh; Y KiO€p3aXUCTI — IIBUIKICTb BUSBJICHHS,
FP/FN, macmtaboBaHnicte. Kpim Toro, 6iosoriua iMmyHHa cucremMa (QyHKLIOHY€E SK €IMHUN
LUTICHUNA MeXaHi3M, Toji gk I T-iHdpacTpykTypH yacTo po3noiieHi Ta TeTeporeHHi.
I{e MOpIiBHSHHSA He MPETeHye Ha MpsMe 3iCTaBICHHS METpHK epekTHBHOCTI. Moro romosHa
IIHHICTh — BUSBJICHHS apXITEKTYPHUX 1 KOHICNITyaJIbHHX MOMIOHOCTEH Ta BIAMIHHOCTEH 1
MomIyK HampsMmiB BaockoHaneHHs [PS/IDS uepe3 3amo3udeHHS MEAMYHHX TMPUHITUIIIB!
KOHTEKCTYaJIbHOCTI, IMHAMIYHOT'O MOHITOPUHTY, CAMOHaBYaHHA Ta npodinaktuxu [10].

444



[HOOPMATUKA TA MATEMATUYHI METOW B MOJEJIFOBAHHI = 2025 = Tom 15, Ne 3

Amnaniz npusnaueHHss SURICATA Ta ii cydacHi xapakrepuctiuku. SURICATA— me
MOMYJISIPHUM IHCTPYMEHT 3 BIAKPUTUM KOJAOM, SIKMH MO€AHYE CUTHATYpHUMN 1 NMOBEAIHKOBUI
migxoan Ta iHTerpyerbest 13 SIEM-cucremamu [8]. IlpoTe ioro apxiTekTypa KJIACHYHO
peakTHBHA, OpieHTOBaHa Ha (ikcarito Bimomux 3arpo3 [9]. Lle anani3z makeriB (Deep Packet
Inspection) Ta migTpuMka macmraboBanux posroptanb [12]. SURICATA 3anobirae atakam -
CKaHyBaHHs MOpTiB 1 Mepexx, DDoS-ataku, Brute-force ta pass-the-hash ataku, excrtyaTaris
Bpa3IMBOCTEH MPOTOKOIIB, BUSIBJICHHS MKMBOTO Tpadiky (malware, botnet C2), anomauii B
MepexkeBiii moBeniHii. Ha puc. 3 cxemMatnyHO 300pak€HO aJTOPUTM POOOTH CHUCTEMHU
BusiBieHHs Ta 3ano0iranHs BToprHeHHsIM SURICATA. [liarpama 1eMOHCTpY€e OCHOBHI eTamu
aHajizy MepexeBoro Ttpadiky: BiJl MOYATKOBOTO 3aXOIJICHHS Ta MMAPCHHTY TAaKETIB 0
NPUAHATTS pilleHb MO0 OJOKyBaHHA a00 IOJANbIIOro MoOHITOpHHTY. KoxHa Trinka
BifoOpakae JOriky OOpOOKM TMONili — CHTHATYpHHUH Ta aHOMAJBHUHM aHami3, TIHOOKY
NepeBipKy, reHepariiro anepriB i O10KyBaHHS Tpagiky.

?

| 3axonneHHs mepesesoro Tpadiky |

| Mapcunr naketie |
s v
Tak = Hi
¢ CUrHaTypHWA aHanis?
g ™ I ™
| MopieHsiHHA 3 Basolo curHaTyp | | AnomansHui aHanis |
\ Y, L /
TaK Hi TaK Hi
e N N s B s \
| renepauis anepty | | HacTynHa iTepauis | | rauBokui aHanis (DPI, ML) | | HacTynHa iTepauin |
\ J N /! L J “ oy
' Y é TaK o Hi ;%;
| EnDKyBEHHﬂ Tpaq)le ‘ IOTEEpOMEHD 3arpo3y

b ’ ra - .’- Y
| Feqepauin anepry | | Hactynma iTepauin |

r Y
| HacTynHa iTepauia |
h : g ™y
| BrokyBaHHA Tpadiky |
| HacTynHa iTepauin |

Puc.3. Amroputm po6otu cucremu SURICATA

Cxema imoctpye Te, mo SURICATA mnpamroe y Oe3nepepBHOMY LMK MICISA
3aBEpUICHHsS KOXKHOI 1Tepauii cHCTeMa IOBEPTAE€TbCA [0 OOpOOKM HOBOrO Tpadiky.
BinoOpaxxeHo aBa OCHOBHHMX IMiJIXOIW 10 aHaNi3y — CUTHATYpHUH (TOpIBHSHHSA 3 0a3oro
BIJIOMHX 3arpo3) Ta aHOMAJIbHHH (BUSIBJICHHS HETUIIOBUX MATEPHIB). JJId Migo3pimux cUTyaIiin
nepenbayeHo rauOOKui aHamiz 13 BUkKopucTaHHAM DPI Ta mammHHOrO HaB4aHHS — I
MIJBUILYE TOYHICTh 1 J03BOJISE pearyBaTH Ha HOBI THIM aTak. BJIOK «HAcTymHa iTeparis»
MIJKPECIIOE IUKIIYHICTD 1 HOCTIHHY FOTOBHICTh CUCTEMU 10 00poOKK HOBUX 3arpo3. Kimtouosi
aNropuTMHM BKIJIIOUalOTh pattern matching, flow analysis, Bukopucranus flowbits, miaTpuMky
JTUHAMIYHUX MPABHJI Ta MOXKJIMBICTh iHTerpaiii 3 ML -MoxyisiMu.

OnHak, HaBiTh HaWCYYaCHIII TEXHOJIOTII Ki0ep3axucTy MarOTh OOMEXEHHS, ITOB’s3aH1
3 Al THBHICTIO, KOHTEKCTHOK 0013HAHICTIO Ta 3[aTHICTIO 0 caMOHaB4YaHHs. 1[I BIacTMBOCTI
€ KJIIOYOBUMH JJI MPUPOJIHOI IMYHHOI CHCTEMHU JIIOJUHH, sIKA IPOTATOM MIJIbHOHIB POKIB
€BOJTIOIIOHYBaIa 77151 €)eKTUBHOTO BUSBIICHHS Ta HeWTpai3alii BipycHux 3arpos[1,4].

Jng monanbiioro BaockoHalieHHs apxitekTypu IDS/IPS nominbHO 3BepHyTHCS 10
JOCBiTy MEIHUIIMHY, 30KpeMa, 10 IPUHIIUIIIB 1 aNTOPUTMIB pOOOTH IMYHHOI cCUCTeMU. MenuyHi
MPOTOKONM BUSBJICHHS BIPYCHHX aTak MMoOyqoBaHI Ha OaraTOpiBHEBiM 1arHOCTHIII,
aJanTUBHOCTI, OPMyBaHHI maM’ATi Ta AMHAMi4HiIi Kopekuii peakuiii opramismy. Ix amanis
JI03BOJISIE 3HANTH HOBI MIIXOIU 10 MiABUIIEHHS e(eKTUBHOCTI KiDep3axucry.
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Hani posriasHeMo, K caMe OpraHi3oBaHi ajJrOpUTMH Ta MPUHLMUIHA MEIHUYHUX
IIPOTOKOJIIB BUSBJIEHHS BIPYCHMX aTak, 1 sIK1 3 HUX MOXYTbh OyTH IMIUIEM €HTOBAHI B Cy4acHi
CHCTEMHU 3aXUCTY 1H(popMarlii.

MenuuHi IPOTOKOJIM BUSBJICHHS BipyCHUX aTaK: allTOPUTMHU Ta MPHHIIAITN
MenudHa iMyHHA CHCTEMa JIFOAMHU € YHIKaJbHUM IPHKJIaA0M e(PEKTUBHOI OaratopiBHEBOI
CHCTEMHU 3aXUCTYy, SKa 3/1aTHA BUSIBJIATH, IICHTH(IKYBATH i HEUTpaIi3yBaTH IIUPOKUHA CIIEKTP
BipyCHMX 3arpos. li NpUHIMIM Ta aarOPUTMHM MOXYTh CIYTyBaTH JKEpelaoM imell s
BJIOCKOHAJICHHS] Cy4YaCHUX CHCTEM KiOep3axXucTy.

OCHOBHI aJIrOpPUTMH Ta MPUHIUIIHN POOOTH IMYHHOI CUCTEMHU
1. baraTopiBHEBa JAi1arHOCTUKA: IMyHHA CUCTEMa 3aCTOCOBYE TIOCTAITHUM MIAX1J] A0 BUSIBICHHS
natoreHis. Ha nepiomy piBHI 371HCHIOETHCS IIBUAKUM CKPUHIHT (HANpUKJIaJ, HecnenupiaHa
iMyHHa BiAMoBiAb — arouuTos, iHTepdepoHn), a y pasi mizo3pu Ha iHDEKIiI0 3aIyCKaloThCs
oI JTabopaTopHi JOCHiIKeHHs (crmenudiyHa iMyHHA BIAMOBiAL - axTwBamis T- i B-
nmiMdoruTiB, BUpPOOJIEHHS aHTUTLN). Takuil miaxig 103Bossie ePeKTUBHO (UILTPYBATH
OUTBIIICTh HENIKIJIMBUX BILTUBIB 1 30CEPEKYBATH PECYPCH Ha CIIPABXKHIX 3arpo3ax.

2. IMyHONOT14HI METOIM PO3IMi3HABAHHS AHTUTEHIB: KIIFOYOBUM MEXaHI3MOM € PO3ITi3HaBaHHS
YY>KOPITHUX MOJEKYJ (aHTHTEHIB) 3a JIOMOMOTOI0 clieliani3oBanux perentopis. Lle anamor
curHaryproro ananizy B IDS/IPS, komu cucrema mopiBHIOE 3pa3ku 3 0a3010 BiIOMHUX
3arpo3l,2,4]. BupoOsieHHS aHTUTLI Ta aKTHUBAalLisl KIITUHHOIO IMYHITETY 3a0e3leuyroTh
IIBHJIKE pearyBaHHs HA 3HAaOMi MaTOT€HU.

3. AnanTuBHICTh Yepe3 (OpMyBaHHs IMYHHOI IMam’sTi: MicJs KOHTaKTy 3 BIpyCOM IMyHHa
cuctemMa (GopMye KIITHHU TIaM’sTi, SKi JO3BOJSIIOTH Y MaiOyTHbOMY pO3Ii3HABATH Ta
HelTpani3yBaTH Lied MaToreH 3HauyHo ImBuAuIe ¥ edexruBHime. Lle 3abe3neuye 3maTHICTh
CHCTEMHU HaBYaTHUCS Ha MONEpPEeIHbOMY AOCB1JII Ta MiJIBULYBAaTH CBOKO €()EKTUBHICTD 3 YACOM.
4. ATTOpUTMH BU3HAYEHHS «CBOE-UY)Ke»: IMyHHA CHCTEMa BUKOPHUCTOBYE CKJIQJHI MEXaHi3MHU
JUIE PO3MEKYBaHHS BIIACHUX 1 UYKOPIAHUX KITHH Ta MOJIEKYJ. AJTOPUTMH HETaTHBHOI
CeNeKIlii Ta KIJIOHAJIBHOTO BiOOPY JO3BONSIOTh YHHUKATH AaBTOIMYHHHUX peaKIii i
30Cepe/KyBaTUCsl Ha pealbHUX 3arpo3ax. Lli mporecu HaraayloTh MalIMHHE HABYaHHS:
cuctema hopmye HaO1p MpaBHII I PO3MI3HABAHHS «IYy>KOT0» Ha OCHOBI JJOCBITYy Ta CEJIEKIIii.
5. JluHaMiYHUN MOHITOPUHI CTaHy OpraHi3My: IOCTIHHUI KOHTpPOJb 3a 3MiHAMHU Y
BHYTPIIIIHBOMY CEpEelOBUII (TeMIepaTypa, piBeHb 3alaJbHUX MapKepiB, MOsSBa HOBUX
aHTUIEHIB) J03BOJISIE IMyHHIH CHCTEMI ONEpaTUBHO pearyBaTH Ha HOBI 3arpo3u. Lle anamor
MOCTIHOT O MOHITOPUHTY MEpPeXeBOro Tpadiky i MoBeaiHKH y Kibep3aXucTi.

6. 3BOpPOTHIN 3B’SI30K JUUISL KOPEKIIl IMyHHOI BIANOBI/I: IMyHHa CUCTEMa 3JaTHA KOPUT'yBaTH
CBOI0O AaKTHBHICTh Ha OCHOBI pe3yJabTaTiB OOpOTHOM 3 NATOrE€HOM: TOCHJIIOBAaTH YU
noc/a0JIIOBaTH PEakIlito, 3amoliraTd HaJAMIPHOMY YIIKOJKEHHIO BJIACHMX TKaHWH. Takui
MEXaHI3M 3BOPOTHOTO 3B’SI3KY € BaXKJIMBUM JUIA MIATPUMKH OajaHCy MiX €(PEKTHBHICTIO
3aXUCTy Ta MIHIMI3alll€r0 MOOIYHUX eEeKTiB.

Jlisg Kpamoro po3yMiHHS HPUHLUIIB (YHKIIOHYBaHHS IMYHHOI CHCTEMHM JIIOJMHU
cxema Bio0pajkae OCHOBHI €Tally BUSBJICHHS Ta HEWTpasi3auii BIpyCHUX aTaKk OpraHi3MOM.
Bona imocTpye, SK 3aXHCT OpraHi3My OpraHi3OBaHMN Ha pI3HUX PIBHAX — BijJ IIBUIAKOL
HecnenudigHOI BiAMmoBiai 10 GopMyBaHHs IMYHHOI Imam’aTi Ui 3a0€3MeUeHHS CTIHKOCTI 10
MMOBTOPHUX 1H(DEKITiM.

Cxema (puc.4) neMOHCTpy€e€ TOETaTHUN XapakTep IMYyHHOI BIiAMOBiAlI BiJ MOMEHTY
MMPOHUKHEHHS BipyCy 10 aKkTUBaIlii Hecrenu(piqyHOro Ta crnenudigHoro 3axucty. BaximBum
€TarioM € BHSIBJIICHHS aHTUTEHY, MICIsl YOro 3alyCKaeThbCs aJalTUBHA IMyHHa BIANOBLAb 13
3amydeHHsM T- i B-mimdonutis. Skiio BUpoOISIOTECS aHTHUTLNA, BiIOYBAETHCS HEUTpaTizaiis
Bipycy Ta opMyBaHHS IMyHHOI IaM’ATi, 10 3a0e3Medye MBUAKY PEAKIII0 MPU MOBTOPHOMY
3apakeHHi. JIMHAMIYHMII MOHITOPUHT 1 3BOPOTHUH 3B’S30K J103BOJSIOTH KOPUTYBATU
IHTEHCHUBHICTh IMYHHOI BiJNOBiJi, MIATPUMYIOUYH OajaHC MK €(QEKTHBHICTIO 3aXHCTy Ta
MiHIMi3alli€l0 MKOAM JJIst opraHi3my. Takuii 6araTopiBHEBUH 1 aIaNTUBHUN MIAX1J] 10 3aXUCTY
€ OPIEHTUPOM JJISl BJOCKOHAJIEHHS CYy4aCHUX CUCTEM KiOepOesneKku.
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Puc.4. Anroput™ QyHKIIIOHYBaHHS IMyHHOI CHCTEMH JIFOIMHH

HopiBusinas anroputmiB SURICATA, MeaumyHuxX HpOTOKOJIB Ta KOHuenuii. Take
MOPIBHSHHS JI03BOJISIE HE JIMILIE BUSBUTH CIIUIbHI PUCH 1 KIIFOYOB1 BIIMIHHOCTI, @ i BU3HAYUTHU
MOTEHIINHI HampsIMM PO3BUTKY cydacHMX cucteM KkiOep3axucty [10]. Konnenmis -
MPAKTUYHUN OPIEHTHP HOJII PO3BUTKY CHUCTeMH, BimoOpaxkae, sk cydacHa IDS/IPS moxe
TpaHc(HhOPMYBATHCS 3 PEAKTHBHOI Y MPOAKTUBHY, CAMOHABYAIbHY i alanTHUBHY miaatdopmy,
SKIIIO IHTErpyBaTH MPUHIIUIIU, TIEPEBipeHi MiIbHOHAMHU POKIB €BOIIOLIi 010JOTTYHUX CHCTEM.
[TopiBHSIHHS TPHOX MOJIENIel T03BOJISE YITKO MOOAYNTH, 5IKi came (YHKIIIT BiKe peati3oBaHi, sKi
BIJICYTHI, a SIKi MOKHA BITPOBAJIUTH JIJISl MiIBUILIEHHS €()eKTUBHOCTI Kibep3axucTy.

SURICATA (iMmyHHa MOJ€Nb) BHUCTYMA€ SIK MICT MDK KJIACHYHUM IiIXOJOM 1
MaiOyTHIMH IHTENEKTyallbHUMH CHCTEMaMH, TNPUAATHUMU JO CAMOHABUYaHHS, THYYKOL
ajanTaiii, aBTOMaTUYHOTO OHOBJICHHSI MOJIITHK 1 TTIMOOKOT0 KOHTEKCTHOTO aHamizy [13,14].

OTtxe, MenyHa IMyHHA cucTema 3abe3nedye rHyuykuid, 6araTopiBHEBUM 1 KOHTEKCTHO -
YYTJIUBHUMA 3aXUCT JUIsl €peKTUBHOrO pearyBaHHs Ha HoBi 3arposu; SURICATA (cranmapr)
30cepePkeHa Ha IIBUAKOMY CUTHATYPHOMY BHSIBIIEHHI, Ma€ OOMEKEHY aJanTUBHICTH 1
koHTeKCcTHY 00i3HaHicTh; SURICATA (iMmyHHa MOJielib), SIK KOHIICTIIIS, 00’ €IHY€E Kpallll pyucu
000X cucreMm: OaraTOpiBHEBUM aHaji3, CaMOHABYAHHS, ABTOMAaTHYHY KOPEKIIIO IMOJITHK,
po(d1II0BaHHS Ta IOBHOLIIHHY POOOTY 3 KOHTEKCTOM.

Po3mmpene nopiBHAHHSA AeMOHCTpYe (Tabmuis 5), Mo IHTerpamis IMyHHUX IPUHLHUIIIB
y apxitektypy SURICATA BinkpuBae muIsiX 10 CTBOPEHHS NiMCHO aJanTUBHOI, CTiKOi Ta
CaMOHABYaJIbHOI CHCTEMHM KiOep3axiCTy HOBOI'O TOKOJIIHHS. Takui MiIxia J03BOJISIE HE JIUIIE
IIJBUINUTHA TOYHICTh BHUSBJICHHS CKJIAJHUX aTaK, a ¥ 3a0€3MEeYUTH THYYKICTh 1 IIBHUJIKICTH
pearyBaHHs Ha HOBi, HEB1JIOMI 3arpO3H.
Sk xkoHuenuisa iMyHHoi Moaesai Moxxe moxkpamuTu agantTuBHictb SURICATA. ImyHHa
MOJIENIb B KOHTEKCTI KiOep3axucTy — 1€ KOHIICMIIisl, [0 3amo3u4ye TMPUHIUINHA POOOTH
010J10T19HOT IMYHHOI CHCTEMH JIJISl TOOYIOBH THYYKH X, CAMOHABYAILHUX 1 JallTUBHUX CHCTEM
BUSBJICHHS Ta pearyBaHHs Ha 3arposu. 1i smpoBamkenns y SURICATA nae mepeiitu Bin
CTAaTUYHOTO, PEAKTHBHOIO JI0 JMHAMIYHOTO, IPOAKTUBHOIO, KOHTEKCTHO-YYTIMBOIO
Kibep3axucry.
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Tabmnus S.
[TopiBHsIbHA TaOIMIISI AIITOPUTMIB
Kpurepiit MenuuHa iMyHHa SURICATA (cTannapr) SURICATA (imyHHa
cucreMa MOJIeJTb, KOHIIETIT)
[Ipupona 3arpo3 Bionoriuni matorenu [Tudposi araku [udposi araku
AnamHe3 30ip aHamMHE3y Bincyraiit KonTekcryanpamii mpodiib,
icTOpis oI
CkpuHiHT bararopiBHeBuit CurnatypHuit CurnarypHuit +
IOBENIHKOBUI aHai3
[TinTBep mKeHHs JlabopaTtopHa YacTkoBo (TipaBuiia) Sandbox, ML-arenTn,
IarHOCTHKA rIMOOKUI aHaii3

mam’sIti

ImynHa ominka Ominka crany opranismy | Bimcyras Amnai3 HaBaHTaXCHHS,
Bpa3IUBOCTEN

MoOHITOpUHT JuHnamiuHa OIliHKa BincyrHiii ABTOMATHYHMHA (HiT0CK-ITUKIT

edexTHBHOCTI JIKyBaHHA

[podinakTuka Bakuwnnarisi, ocita Pyune oHOBNEHHS paBun | ABTOMaTH4YHE
CaMOOHOBJICHHSI, HABYaHHS

CamoHaBuaHHA ®opmMyBaHHS IMyHHOT Oobwmexeno (ML-monymi) | TlocriliHe OHOBIICHHS Ha

OCHOBI JIOCBiTy

AnanTuBHICTH Bucoka OO0OmexeHa I'Hyuka 3MiHa MOJITHK,
CaMOHABYaHHS

Junamiuna ABTOMaTH4YHA IlepeBaxxHo py4yna ABTOMaTHYHE KOPUTYBAHHS

KOPEKITist TTOJTITHK

KoHnTekcTHa BpaxyBanHs aHaMHe3Yy, YactkoBo (iHTerparis 3 IloBHUIT KOHTEKCT,

0013HaHICTh CTaHy SIEM) poQiIFOBaHH, 1CTOPIs

KitouoBi mexanizmu nmokpaimenns anantuBHocti SURICATA [1,4,10].
1.KoHTekcTHA 00i3HAHICTh Ta “aHaMHe3”: 30ip Ta aHaTi3 ICTOPUYHHUX JAHUX MPO MEPEKEBY
AKTUBHICTh, TPOQIIFOBAHHSA KOPUCTYBAYiB 1 MpUCTPOIB. BpaxyBaHHS MONEpPEAHIX 1HIIUICHTIB
i1 GOpMyBaHHS “IMyHOJIOTIYHOT MaM’sITi” CHCTEMH.

2. baraTopiBHeBa J1arHOCTHKA: TIO€HAHHS IIBUIKOTO CUTHATYPHOI'O CKPUHIHTY 3 TNIMOMHHUM
nmoBeAiHKOBUM Ta ML-aHamizoM migo3pinux mofid. ABTOMAaTHYHE BU3HAYEHHS CTYMEHS
3arpo3u Ta BUOip ONTUMAJBHOI CTpaTerii pearyBaHHs.

3. ApanTuBHE OHOBJICHHS IIpaBWJI: BHKOPUCTaHHS MEXaHI3MIB 3BOPOTHOrO 3B’ SI3KY:
aBTOMaTU4YHE KOPUTYBAHHS IMOJITUK Ta IPAaBWJI Ha OCHOBI aHaNI3y pe3y/lbTaTiB pearyBaHHS.
CamocriiiHe (opMyBaHHS HOBUX “aHTHTUI” (IIpaBHJI) A HEBIJOMUX aTaK 3a aHAJIOTIEIO 3
KJIOHAJILHUM B1100poM y Oiojorii.

4. luHaMiYHUN MOHITOPHHT Ta OI[IHKA CTaHy: MOCTIHHUIA KOHTPOJIb 3a 3MIHAMU Y MEPEKEBOMY
CEepeIOBUIIl, BUSBIICHHS aHOMAJIii y pealibHOMY Yaci. OmiHka “310poB’s” iHQPaCTpyKTypH Ta
aBTOMAaTUYHE MTPUCTOCYBAHHS 1O HOBUX YMOB.

5. ®opMmyBaHHs IMyHHOI TaM’AT1: 30epexeHHs 1H(opMaliii Ipo MonepeaHi aTaku Ta epeKTUBHI
criocoOm pearyBaHHs. BuKoOprCTaHHS BOTO TOCBITY ISl IIBUANIOTO i TOYHIIIOTO BHSIBIICHHS
IIOBTOPHUX a00 CXOXKUX 3arpo3.

ITepeBaru st SURICATA — 3MeHIIEHHS KiJIBKOCTI XMOHUX CIpAIfOBaHb 3aBASKU
BpaxyBaHHIO KOHTEKCTY Ta 1CTOpii MOJii; MiJBUIEHHS CTIHKOCTI 10 HOBUX THIIIB aTaK yepes
CaMOHaBYaHHS Ta aBTOMATUYHE OHOBJICHHS IMPaBUJI, THYYKICTh pearyBaHHs: 3MiHa CTpaTerii
3aXUCTy 3ajJeXKHO BiJ TUIY, CUJIM Ta KOHTEKCTY 3arpo3u; NiABUUICHHS e(EeKTUBHOCTI
po(diIaKTUKU — AaBTOMAaTUYHE BIPOBAPKEHHS HOBUX MOJITHK 1 HABYAHHS KOPUCTYBAYiB MICIIS
IHIIMIEHTIB.

[arerpanis imyraoi moneni B apxitektypy SURICATA no3Bonsie CTBOPUTH JIHCHO
aJIaNTHBHY CHCTEMY KiOep3axucTy, 1o He Juile e(peKTHBHO pearye Ha BiJOMi 3arposu, a u
3/laTHA HABYATHCS HA HOBUX IHIIMJIEHTaX, aBTOMATHYHO BJIOCKOHAIIOBATH CBOi MeEXaHI3MHU
3aXUCTy Ta 3a0€3MeYyBaTH CTIMKICTh JJO CKJIQJHUX 1 IIJTLOBUX aTaK.

ImiTanilina moxenn kidoepimyHnHoi Bignosigi. [Tonepenniit anani3 aHanorii Ta MOPiBHSIHHS
MPUHILINIIB MeANYHOI iMyHHOI cucteMu 3 apxiTekTyporo SURICATA no3Bonuian oKpeciauTu
KJIFOUOB1 HampsiIMH BJIOCKOHAJEHHS CydacHUX 3aco0iB kibep3axucty. HacTymHuM norivHuM
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KPOKOM € crpoOa o0'eqHaTH I1i MPUHIUMIN y €IWHY KOHIENTyajdbHY MOJENb, sSKa IMITYy€E
MOBEJIHKY 010JI0r14yHOI IMyHHOI cucteMu. Takuil miAXiJg He JMIlIe JEMOHCTPYE MOTEHIIAl
MDKIUCIUTUTIHAPHOTO TIEPEHECEHHS 3HaHb, ajie i MPOIOHYE JOPOXKHIO KapTy ISl OAAJIBIINX
JOCHIJKEHb Ta PO3POOKH MPAKTUYHUX PIILIEHb.

OOrpyHTYEMO AOILIIBHICTh 3aJy4eHHs MOZAEHI SIK JOCIITHUIIBKOr0 IHCTpyMeHTy [15].
Taka Monenb BUKOHYE OApa3y KiJlbka BaXKIMBHX 3aBJaHb Y KOHTEKCTI PO3BUTKY CHCTEM
Kibep3axucry.
[To-nepie, BOHA JO3BOJISIE CHHTE3YBAaTH PE3YJIbTATH MOPIBHSIIBHOTO aHAJI3Y MK MEIUYHUMHU
nporokonamu ta cydyacHuMu IPS/IDS (sx-or SURICATA), nepeHocsuu BUSBIICHI PUHIIATINA
(OaraTopiBHeBa JlarHOCTHKA, (GOpMYyBaHHS TIaM’siTi, NPOQIIAKTHKA) y €IUHY IiIICHY
apxiTekTypy. Lle cTBOpro€e miArpyHTs 1711 CHCTEMHOI 0 IEPEOCMUCIIEHHS M1IXO0/1B 10 TOOY10BU
cucreM 3axucty. Ilo-mpyre, iMmitamiiiHa MoOJeNnb CIYrye MHCJICHHEBUM EKCIEPUMEHTOM —
cnocoOoM (opmaizyBatu i€l e 10 eTany 1HXE€HEpPHOro NpoToTUlyBaHHS. BoHa no3Bossie
BU3HAUUTH KIIOYOBI KOMIIOHEHTH, IXHIO B3a€MOJII0 Ta MOTEHIIMHI «TOYKH POCTY» JJIs
noganpmux Ré&D-nocmimkens. [lo-Tpere, 3ampomoHOBaHa MOJAENb BUKOHYE OCBITHIO
¢byskuito. Bona momomarae ¢axiBisM i3 KiOepOe3neku YsSBHTH, SK NPUHIMIM 3 1HIIOT
JUCUMILIIHK  (MEOULIMHM) MOXYTb OyTM IHTErpoBaHl y iXHIO HpakTHKy. Taxuii
MDKIUCHUTUTIHAPHUN TIAX1 CTUMYJIIOE€ TMOIIYK HOBUX PIIIEHB JJIS MIABUIIEHHS CTIMKOCTI
11 (ppoBoi IHPPACTPYKTYPH.

OOrpyHTYyEMO aOCTpaKTHY apXiTEKTypy Ta ii IIHHICTh SK MPAKTHYHOTO IHCTPYMEHTY
JUIS TIJIAHYBaHHS 1HHOBaIik y cdepi kiOep3axucty. 3amponoHOBaHa iMiTalliiHa MOJEIb
KiOepiMyHHOI BiIMOB1II Oy IYETHCS 32 aHAJIOTI€0 3 O10JIOTTYHOI0 IMYHHOK CHCTEMOIO JTIFOAMHH,
SIKa XapaKTePU3YEThCs 0AraTopiBHEBOIO CTPYKTYPOIO, B3AEMOIIEI0 CIICIiaTi30BaHUX KJITHH 1
MexaHi3MamMu caMoHaB4YaHHS [4]. KoxkeH KOMITIOHEHT 11i€i Mojielli BUKOHYE criennidHy poJib,
10 Pa30M CTBOPIOE ITICHHH, aJaITHBHUI MEXaHi3M 3axucty (puc.5).

© KICTKOBMA MO30OK leHepaLlis HOBUX CeHcopis/npasun @ KAiTUHU-pO3BIAHUK K
(LeHTpW oHOBNEHHA, R&D) (ceHcopw, IDS-areHTw)

BwsaeneHHs aHomanii
(ckpWHIHr, Nnepena4a curHany)

© Makpodarm |
(

IPS'miﬂthH) I'Iepe,qaqa 3HaHb Npo 3arposu

OHOBNEHHA MOOENEeR/anroOpuTMIB .
(wBnake po3nisHaeaHHA)

KoopawHauis pearyeaHHa
(pilweHHA Npo isonauio/oHUWeHHs)

Mepepaya nigospinux ob'exTie
(nornnbneHwin aHanis)

WC Npo aTak A —
P v KNiTUHK nam'aTi

T-KNiTUHKU
OHOBREHHA 6a3n 3HaHb,
@(ML-areHm, SIEM) ) ©(6a3a iHunpeHTiB, Threat Intelligence)

Puc.5. Bizyanizaiis imiTaniifHoi Mojaei KiOepiMyHHOI BiIIOB1/1

Knituau-po3Binnuku (cerncopu, IDS-arenTH): BiAMOBIAAIOTH 3a MOCTIMHUNA MOHITOPUHT
Mepe)KeBoro Tpagiky Ta aKTUBHOCTI CHCTEMHU. BOHM BUKOHYIOTH (DYHKIIIO TEPBUHHOTO
BUSIBJICHHSI aHOMaJIili a00 MOTEHIIHHNUX «aHTUT€HIB» — MIJI03PIIMX MATEPHIB UM JTii.
Maxkpodaru (IPS, ¢dinpTpyroui By3nu): 3miMCHIOIOTh IIBHIKE pearyBaHHS — 130JsMir0 abo
ONOKYBaHHsS BHSBICHUX 3arpo3 Ha PaHHLOMY eTalli. IXHA poib monsrae y 3amoGiraHHi
MO PEHHIO aTaKU B MeXaX 1HPPACTPYKTYPH.

T-xnitunu (anamituydi ML-arentu, SIEM): KOOpIMHYIOTh pearyBaHHs CHCTEMH, IIPOBOJISATH
NOrJIMONeHUH aHami3 IHIMIEHTIB, KIACH(DIKYIOTh 3arpo3M Ta YXBAJIOIOTh PILIEHHS PO
nonanpii aii. lle piBeHb cTpaTerivyHoro KepyBaHHs 0€3MeKOIO.

Knituan nmam’sari (6a3u innuaeHTiB, cuctemu Threat Intelligence): 30epiratoTh iHpoOpMaIliro
Mpo TONEPeH] aTaKW, TUIOBI CIIEHapii pearyBaHHS Ta O3HAaKH KOMITPOMETaIlii; J03BOJISIE
CHCTEMI HIBUJKO BITI3HABaTH CXOXI1 3arpo3u Yy MailOyTHOMY Ta MiJABHUIILYBAaTH €(QEKTHUBHICTH
3aXHCTY.

KictkoBuii M030K (11eHTpH OHOBIeHHS, R&D): BiAmoBigae 3a CTBOPEHHSI HOBUX «AHTHTLI» —
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OHOBJICHUX MpaBWJ, CUTHATYp, MOJITHK Oe3neku. Lle aHamor mocTiiiHOiI eBOMIOIIl cucTeMu
4yepe3 HOCTIKEHHS] HOBUX 3arpo3 1 TeHepalil0 OHOBIICHb.

Bisyanizanis y3arajJpHIO€ 171€10 00y JOBU alallTUBHOI, CAMOHABYAJIbHOI apXiTEKTypH
Kibep3axucTy 3a MEAMYHOIO aHaJoriel0. baratopiBHeBa apXiTEKTypa J03BOJISIE MOJCIIOBATH
MOBEAIHKY KiOEep3aXHMCHOI CUCTEMH K €JIMHOTO aJallTHBHOIO OPraHi3My, 3JJaTHOTO HE JIMIIE
BIiZOMBATH BiIOMI aTaKH, ajie ¥ CaMOCTIHHO BYMTHCSA Ta BIOCKOHAIIOBATH CBOI MeXaHi3MH
MPOTHU/IIT y BIATIOBIAL HA HOBI 3arpo3u [10].

[Ipunuunu 6ionoriyHOi IMyHHOI BiMOBII: KIITHHU-pO3BIAHUKN — [DS/cencopu ans

BUSIBJIEHHS aHOMaJTii; Makpodaru — IPS mst 13omsuii Ta 6okyBanus; T-kinituau — ML-arenTu,
SIEM 1t aHamiTHKY M KOOPAWHAIIT; KJIITUHH 11aM’aTi — 6a3u iHuaeHTiB, Threat Intelligence;
KICTKOBMH MO30K — LIEHTPU OHOBJIEHHS npaBui, R&D.
IIpuxnax cueHapiro podoTu cuctemu. /{1 Kpamioro po3yMiHHS POMOHOBAHOI apXiTEKTYPH
BApTO PO3TJISSHYTH CIPOLIEHUM cleHapiil ii (YHKIIOHYBaHHS y pEaJbHOMY CEPEIOBUIII.
Bussnenns anomanii. Cencopu ta IDS-Moayi mocTiiiHO MOHITOPATH Tpadik 1 MOAIT Ha XOCTax.
[Ipu BUsBJIEHHI Mig03piJIOl aKTHBHOCTI ()OPMYETHCS MTOYATKOBE TTOBIIOMJICHHS TIPO 3arpo3y.
[Tonepenus orminka (mBUAKWAKA CKpuHIHT). IPS-momym (Makpodaru) 3miiCHIOIOTh HeranHy
IIEPEBIPKY CUTHATYp 1 MOBEAIHKOBUX MpaBuil. SKIo 3arpo3a MiATBEPAKYETHCS — 3’ €IHAHHSA
0JIOKY€ETHCST 200 130JTFOE€THCS.

[MornuGnennii anami3. Iligo3pini BUNAAKK NEpearoThbCs Ha PO3MIIAJ aHATITUYHUM
monyssiMm (T-kimitnaam) — ML-arentam a6o SIEM-cucremi, iKi 311 CHIOIOTh KOPEJISIit0 O,
KJacu (ikaIliro TUITY aTaKd Ta MPUHAMAIOTh PIIEHHS PO MOAabII .

Peakmis Ta i3omsmis. Ha ocHOBI pe3yibTaTiB aHamizy (GOpPMYKOTHCS IpaBUia pearyBaHHS —
KapaHTHUH XOCTY, 3MiHa OJIITUK OpaHaMayepa, 0J10KyBaHHS IEBHUX MOPTIB YU MPOLIECIB.
3anuc y maM’sATh cucteMu. [Hdopmaiis mpo IHIMIEHT, O3HAKW KOMIIpOMETalii Ta
edexTuBHI Aii pearyBaHHs 30epiratoThbCs y 0a3i 3HaHb (KJIITHHU TaM’siTi), HIO JO03BOJISIE
IIBUJIIIIE pearyBaTy Ha MOAi0HI 3arpo3u y MalilOyTHEOMY.
OnoBneHHs Ta eBOOIIs. LIeHTpH OHOBIIEHHS (KiICTKOBUN MO30K) aHAJi3yIOTh HAKOTTUYEH1
JlaH1 PO HOB1 THUITH aTaK, PO3POOIISIFOTH HOBI CUTHATYPHU, OHOBJICHHSI TTPaBHUII 1 TIOJII TUK
0e3IeKu /ISl pO3TMOBCIO/DKEHHSI Ha BC1 BY3JIH CHCTEMHU.

Takuit creHapii IEMOHCTPYE MOXIIMBICTh CTBOPEHHS CaMOHABYAJIbHOI CHCTEMH

KiOep3axucTy, sika MOEJHYE MIBUIKE pearyBaHHs, TOTTMOICHUIA aHai3, HAKOIIMYCHHS 3HaHb 1
IIOCTiiHE BJOCKOHAJICHH [16].
IlopiBHsaHHs 3 kaacuuHO0 SIEM-apxitekTyporo. [IopiBHAHHS Ma€ BaKJIMBE 3HAUECHHS IS
OLIHKM MPAaKTUYHOCTI 3ampornoHoBaHoi kiOepiMmyHHOi Mozeni. SIEM € crangaptHUM
€JIEMEHTOM Cy4YaCHHX CHCTeM KiOep3axucTy, 3a0e3nmedyroud IeHTpali3oBaHWil 30ip,
30epiraHHs, KOPEISIiI0 Ta aHalli3 MOl OE3MEeKH 3 PI3HUX JKEpedl.

Hapenemo mepeBaru SIEM-cuctem. llenTpasizaliis JaHUX: KOHCOJIJAIS KypHaTiB
IOJI1H 1JIOT1B 3 PI3HUX CUCTEM JUIS €AMHOI'0 MOHITOPUHTY. Kopensiist IHHuAeHTIB: MOXIUBICTD
BUSIBJICHHSI KOMILJIEKCHHUX aTaK 4yepe3 aHali3 MaTepHIB 1 3B'A3KIB MDK HOAIAMU. AyIWT 1
BIAMOBIHICTE: MiATpuMKa BiamoBigHocti crangapram (PCI DSS, ISO 27001) wuyepes
JOKYMEHTYBaHHS 1 30epiraHHs naHux. [liATpuMKa po3cliyBaHb: HaJaHHS JaHUX JJIS
(hOpeH3UKH 1 aHAITI3Y IHIIUCHTIB.

ObOmexenHs 1 Bukiuku Ttpanuuidaux SIEM. PeaktuBHuii xapaktep: ¢(okyc Ha
BUSIBJIEHH] Miciis (aKTy, 3 MOTEHLIHHOI 3aTPUMKOI0 MIXK KOMIIPOMETALIEI0 1 CIIOBILICHHSIM.
OOMexeHnil KOHTEKCT: aHali3 MepeBaXxHO Oa3yeThCcsi Ha Jiorax 0€3 MOBHOLIHHOI OLIHKU
MOTOYHOTO CTaHy CHUCTEMH 4M KopucTyBaua. Bucokmii piBenp FP/FN: 3HayHa KiIbKiCTh
XUOHOMO3UTUBHUX 1 XUOHOHEraTHBHHX CIIpAIIOBaHb dYepe3 KOPCTKO 3aJlaHi IMpaBuIa.
TpynomicTke o0CIyroByBaHHs: OTpeda Py4HOTO OHOBJICHHS IMPAaBUII, CLIEHAPIIB KOpENsIil 1
MOCTIHHOTO HANIAIITYBAHHSI.

OOMexxeHe caMOHaBYaHHS: BiZICYTHICTh 200 00MEXEeHE BUKOPU CTAaHHS MEXaH13MiB MAIIUHHOT O
HaBYAaHHS Ta aBTOMAaTUYHOTO OHOBJICHHS 3HaHb.
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MenudHa iMyHHa cucTeMa (QYHKIIOHYE SK IHTErpoBaHa OaraTtopiBHEBa CTPYKTypa 3
MOJKJIMBICTIO PAaHHbOI'O BMSIBJIEHHS, JIOKaJli3allli, KOOpAUHALl pearyBaHHs Ta (OpMyBaHHS
IMYHHOT mam’sATi. AHajoriYHo KiGepiMyHHa MOAeNb IparHe nopojatu oomexeHHs SIEM
yepes:

1) neneHTpanizoBaHy apxiTEKTypy arcHTIB, SKi 3a0e3Me4ylTh THYYKE pPO3TOpPTaHHS
MOHITOPHHTY; 2) MeXaHi3MH MIBUAKOT0 pearyBanHs Ha piBHI [PS/IDS (ananor makpodaris); 3)
KOOp/IMHAIIIIO0 Yepe3 aHaNITHIHI Moayi (aHanmor T-kiiTuH); 4) 30epeKeHHs 3HaHb MPO aTaKu
(KMTHHU TaM’ATi); 5) aBTOMaTHYHE OHOBJICHHS Ta I'€HEepallil0 HOBUX NpaBUil (KiCTKOBHUH
MO30K) [1].

Pe3ynbTaTi OpIBHSUILHOTO aHATIZY

3a TakUMU TapaMeTpaMHu MOKHA YMOBHO OIIIHUTH BIIMIHHOCTI MIXK TPaJULIi HHOIO
SIEM-apXiTeKTyporo Ta 3alIpOIOHOBAHOI0 KiOEpIMYHHOIO MOJIEILITIO.
1.IIIBuakicTs BusiBIEHHS 1 pearyBaHHs: SIEM uacTo Mae 3aTpUMKH uepe3 LEHTpasi30BaHUI
aHaJi3 XypHasiB micns ¢akTy. IMyHHa Mozens nepeadayae oKajJbHE BUSBICHHS areHTaMU B
peaabHOMY 4Yaci.
2.KontekctHa o6i3HaHicTh: SIEM oOMexeHa iCTOPUYHMMH JoramMu 0e3 IMOTOYHOTO CTaHy
cucTeMu. IMyHHa MoJiellb IHTerpye AMHAMIYHY OLIHKY CTaHY XOCTIB 1 IOBEIIHKOBUH aHaJII3.
3.CamoHaBuyaHHS 1 OHOBJEHHS: kiacuyHa SIEM notpebye pydHOro OHOBJIEHHS IPaBHII, LIO
30utbinye pusuk FP/FN. IMyHHa mopnens mnepenbadae aBTOMaTHU4YHE 30€peKeHHs JOCBIAY
IHIIMJICHTIB 1 TCHEPAIIiF0 HOBUX MPaBHII.

4 MacmraboBaHnicte: SIEM-11eHTpanizaliis yCKJIaJHIOE€ TOPU30HTAIbHE MacliTaOyBaHHS 0e3
301IbIIeHHsT BUTpAT. IMyHHa MOJENbh I'PYHTYETHhCS Ha PO3MOJUICHUWX areHTaX, IO JIETIIe
MacmTabyThCS.

5.EdpextuBHicte npodinaktuku: SIEM wmaiike He Mae mpoiuIakTUYHOro piBHA. IMyHHa
MO/IEJTb BKJIFOYA€ aBTOMATHYHE OHOBJICHHS TIOJIITUK 1 HABYAHHS KOPUCTYBAUiB.

YMOBHa iHTerpasibHa OI[IHKA: IMyHHAa MOJI€Jb MPOIMOHYE MiJBUIICHHS e()eKTUBHOCTI
3aXHUCTYy 32 PaXyHOK CKOPOYEHHS 4acy pearyBanHs, 3MeHmeHHs: FP/FN, kpaioi aqanTuBHOCTI
JI0 HOBHX THIIIB aTaK 1 MOXKJIMBOCTI HAKOMHMYECHHS KOJICKTUBHOTO 3HAHHS IMPO 3arpo3u. Y
Tabymi 6 mokazaHo mopiBHsAHHS Ki1acuaHoi SIEM Tta kiGepiMmyHHOM Moei.

Ta6auus 6.
[TopiBasiHHA KiacuyHO1 SIEM Ta kibepiMmyHHOI Momei

[Tapametp Knacuuyna SIEM KiGepiMmyHHa Mozi€b

IIIBuaKicTh BUSBICHHS 1
pearyBaHHsI

LenTpanizoBaHwmii aHai3 JIOTiB —
3aTpPUMKa MiX aTakKoIo 1
CHOBIIICHHIM

JlokanpHe BUSBIICHHS areHTaMHU
— pcaryBaHHs B pCaJIbHOMY yaci

Konrekcraa 06i3HaHICTE

IcTopuyHi Jioru 6€3 OLIHKK CTaHy
CHCTEMH

JluHaMI4HUIT MOHITOPHUHT CTaHy,
MOBEIHKOBHH aHaNi3

CaMoHaBYaHHS 1 OHOBJICHHS

Pyune nanamryBaHHs paBuil

ABTOMarnyHe 30epeKeHHS
JIOCBiy 1 reHepalisi HOBUX
IPaBUII

MacmraboBaHicTh

LenTpanizoBaHa apxiTekTypa
00MeKye TOPU3OHTAIbHE
MacuTadyBaHHs

Posmopinena cucreMa areHTis —
JIErKa MacITaboBaHiCTh

EdextuBHIiCTS IpOdiNakTUKN

Bincyras abo miHiManbHa

ABTOMaTHYHE OHOBJICHHS
TIOJIITHK, HABYAHHS KOPUCTYBaUiB

s TaGiuus MigKpecaroe CHCTEMHI BiAMIHHOCTI MK kiacmuHumu SIEM-pimeHHsMH Ta
3aMporoOHOBaHOK KiOepiMyHHOIO Mozemmo. Xou SIEM € KpUTHYHO BaKIMBOIO JUIs
LEHTPaTi30BaHOr0 ayAUTy, (POPEH3UKH 1 BIAMOBIIHOCTI CTaHJApTaM, BOHA € IEPEBAXKHO
PEaKTUBHUM IHCTPYMEHTOM 3 00MEXEHOI0 KOHTEKCTHOIO 0013HaHICTIO Ta aBTOMAaTH3ALIENO.
KiGepimyHHa MoOfeNns TPOMOHYE IHIIMKA WIiAXi[: JeleHTpalizoBaHe, OaratopiBHEBE i
CaMOHaBYaJIbHE CEPEJOBHUINE 3aXHUCTy, MO0 IOEIHYE MIBHJIKE JIOKAaJbHE pearyBaHHS 3
HAKOMWYECHHSAM KOJICKTHBHOI'O 3HAaHHS NMpo aTaku. Lle 103BoJsie 3HU3UTH 4Yac pearyBaHHS,
MIiABUIIUTY TOYHICTh BUSBJICHHS Ta alaITYBAaTHCS 10 HOBUX THITIB 3arpo3 [17].
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BucHoBKH. Y CTaTTi BUKOHAHO KOMIUIEKCHUM MDKAMCIHUIUTIHAPHUN aHalli3 MOXKJIMBOCTEH

MEPEHECCHHS] MPUHIMITIB O10JIOTIYHOT IMyHHOI CHCTEMH Ta MEIUYHUX MPOTOKOIIB Yy cdepy

kiOep3axucty. [IpoBeneHo MOpiBHSAHHA €TamiB pO3BUTKY 010JI0MYHUX 1H(EKLINH 1 CydacHUX

ki0epatak, L0 Jaji0 3MOry BMSBUTH CTPYKTYpHI Mapajieil Ta BHU3HAUUTH YHIBEpCalbHI
crparerii pearyBaHHs. [liITBepKE€HO NOIIJIbHICTh BUKOPUCTAHHS MEIWYHHUX aHAJIOTIH IS
moOy0BU 0araTopiBHEBUX, aIAIITUBHUX 1 CAMOHABYAJILHUX CUCTEM KiOep3axXucry.

ITpoBeneno anamiz apxitektypu SURICATA Ta BuU3HAuEHO OOMEXEHHS KIACHUYHHUX
IDS/IPS y kOHTEKCTI alaiTUBHOCTI, (POPMYBaHHS MaM’ATi Ta MPOQiTaKTUKH. 3apoIIOHOBAHO
KOHIIETIIIIIO IMITaliitHOi Moaenl KiIGepiMyHHOI cucTeMHU, sika 00’ €Hye nepeBaru 010J10r14yHO1
IMyHHOT BIAMOBIAI Ta Cy4aCHUX TEXHOJOTIH MAITUHHOTO HAaBUYAHHS ISl MOOYIOBU CTIMKHUX i
THYYKHX 3aXUCHMX apxITeKTyp. Po3pobieHo cueHapii 3acrocyBaHHS IMITalIHHOIO
MOJIETIOBAHHS SIK IHCTPYMEHTY BajliJalii Ta po3BUTKY HOBUX IMIJXOJIB A0 KIOEP3axXuUCTy, 110
JI03BOJISIE HE JIMILE TEPEBIPUTH KUTTE3IATHICT KOHILENIIM, a i BUSABUTHU iXHI IepeBaru u
OOMEXKEHHs 10 eTaly MPaKTHYHOrO BIIpOBa/yKeHHs. [IpoBeneHOo MOpPIBHSIHHSA 3 KJIACHYHUMHU
SIEM-cuctemaMu Ta OKa3aHo, 10 iMyHHA MOJIellb 3a0e3Meuye BUILY IBUKICTh pearyBaHHs,
Kpally aJanTUBHICTh 1 MOXKJIMBICTh HAKOMMYEHHS KOJIEKTUBHOT'O 3HAHHS PO 3arpo3Hu.

Pe3ynbTati mociikeHHs MOKYTh OyTH BUKOPHUCTaHI Ul YJIOCKOHAJIEHHS Cy4acHUX
IDS/IPS-cucremM 1UISIXOM  BIPOBAJDKEHHSI 0araTOpiBHEBOI JIarHOCTUKH, MEXaHI3MIB
caMOHaBYaHHS Ta GopMyBaHHs KidOepnam’aTi; po3poOKH HOBUX IPOTOTHUIIIB 3aXUCHUX CUCTEM,
0 TOEIHYIOTh NEpeBaru Oi0MOriYHUX 1 MUGPOBUX MiAXOMIB; MiIBHIINCHHS CTiHKocTi IT-
iHOpacTPyKTYyp A0 CKJIAAHUX, IUILOBUX 1 HOBUX THIIB arTak; ONTUMI3alii mporeayp
pearyBaHHs, TPO(UIAKTHKH 3aBISKH BHUKOPHUCTAHHIO IMITALIHHOTO MOJICIIOBAHHS 5K
IHCTPYMEHTY BasiJanii.

CraTTs 3aKiajae DIATPYyHTS Ui TOAabIINX JOCTIKEHb y cepl iHTerpawii MEAUYHUX
NPUHLUIIB y KiOepOe3neky, HPONOHYIOYM HOBY KOHLENTYaJlbHY MOJEb, IO MOETHYE
MDKIMCIUIUTIHAPHUN — WiAXiA, IMiTaniiHe MOJENTIOBAaHHS Ta CydYacHI IHCTPYMEHTH
kibep3axucty. OTKe, MPOBEACHE JOCHTIKEHHS MiATBEPIKY€E €PEKTUBHICTD 1 MEPCIIEKTUBHICTh
BUKOPHUCTAHHS IMYHHUX ITPUHIIUIIIB 1 IMITAI[IfHOTO MOIEIOBAHHS JIJIsl PO3BUTKY a/IalITHBHHUX,
CaMOHaBYAJIbHUX 1 CTIHKUX CHUCTEM KiOep3aXuCTy HOBOT'O MOKOJIIHHS.
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The article proposes an interdisciplinary approach to enhancing the resilience of information systems by
transferring the principles of the biological immune system and medical protocols to the field of cybersecurity. A
comparative analysis was conducted of the phases of development of biological infections (e.g. those of the virus
causing the disease known as "coronavirus", or "covid-19", and the liver fluke Hepatitis A) and modern
cyberattacks (e.g. the "PlugX" and "Worm" viruses and the "ILOVEYOU" worm). This analysis enabled the
identification of structural parallels and the definition of universal response strategies. This study focuses on the
potential integration of medical principles into the architecture of contemporary IDS/IPS, using the SURICATA
system as a case study. The fundamental limitations of analogies related to differences in transmission
mechanisms, environment architecture, and threat behaviour are described. The author proposes a conceptual
simulation model of a cyber defence system based on a multi-level structure, self-learning, automatic policy
correction and cyber memory. The model incorporates components that are responsible for monitoring, rapid
response, analytics, knowledge accumulation and the evolution of defence mechanisms. A comparison with
classical SIEM systems is carried out and it is demonstrated that the immune model provides a higher response
speed, better adaptability and the ability to accumulate collective knowledge about threats. The practical
significance of the study lies in the possibility of using simulation modelling to validate new approaches to cyber
defence, optimise response and prevention procedures.The article establishes the foundation for subsequent
research endeavours concerning the integration of medical principles into the domain of cybersecurity. It proposes
the concept of decentralised, self-learning, and resilient new generation defence systems.

Keywords: cyberimmune system, medical protocols, multilevel diagnostics, SURICATA, simulation model of
cyberimmune response, cybermemory, adaptive protection.
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VY crarti po3mIsHYTO 3acTocyBaHHA LM(poBHux BoasHMX 3HaKiB (LIB3) sk edextrBHOTO
3ac00y 3aXHCTy MYNbTUMEIHHUX (ainiB. OnrcaHo ocHOBHI MeToan BOymoByBaHHs L[B3,
30KpeMa TMPOCTOPOBHIA METOJl 3aMiHM HAaWMEHIN 3HAYyI[Oro 0iTa Ta YaCTOTHI ITiIXOMH,
30kpema juckperHe Pyp’e meperBopenHs (APII), muckperHe BeHBIET-TIEpETBOPEHHS
(ABII) Ta muckperne kocuHycHe mneperBopenHs (JIKII). 3ampomoHoBaHO aiaroputM
BOynoByBanns 1IB3 y Bineodaiin, skuii BUKOPUCTOBYE SIK BiZICOKaApH, TaK 1 ayJI0AOPIKKY
BXizmHOTO (haiiy B IKOCTI KOHTEHHepa ISl TPUXOBaHOI iH(opMarii. AIITOPUTM IPYHTYETHCS
Ha 3actocyBaHHI MeTony Koxa-Kao s mogudikariii 4acToTHUX Koedilli€HTiB, OTPIMaHUX
y pe3ynbrari 3acrocyBanus JIKII, a Takoxx kpunrorpadivxoi xem-pynkuii HMAC-SHA256
JUIsl TeHepanii (pPOBOro BOASHOIO 3HaKa Ha OCHOBI ITOBIJIOMIJICHHS-KJIF0Ua KOPHCTYBada.
OnucaHo TMOCIIOBHICT peanizaiii MeToay: pO3AUIeHHs Bineodailily Ha Kaapu Ta
aymioOJIoKy, TeHepamis BHOIpKHM OJOKIB Ha OCHOBI JOBXHHHM IOBIJOMIJICHHSA-KIIIOYA Ta
3araibHOi KUTBKOCTI OJIOKIB, YaCTOTHE IIEPETBOPEHHS BUOPAHMX CErMEHTIB, (DOpMyBaHHSI Ta
BOynoByBannsi [IB3. BOynoByBaHHs 3IiiiCHIOEThCS nuiie y (parMeHTH 3 MOPSAKOBUMU
HOMEpaMH, KpaTHUMH MapaMeTpy, IO OOYHCIIOETHCS HAa OCHOBI NOBXMHHM KJIOYa Ta
3arajgpbHOi KUTBKOCTI OJOKiB. Po3poOnennii anroputM peai3oBaHO y BHIJISIAI BeEO-
3aCTOCYHKY, IO MTO3BOJISIE BUKOHYBATH SIK BOYJOBYBaHHSA, TaK 1 TEPEBIpKy IUPPOBOTO
BOJSHOTO 3HaKa. SIKicTh 300payKeHHs Ta 3BYKY ITicis BOYIOBYBAHHS OI[iIHEHO 32 IOTIOMOTOIO
metpuk PSNR, SSIM Ta SNR. Pe3ynpraTé €KCHEpHUMEHTIB MiATBEPAWIH 30€pPEKCHHS
BHCOKOTO PiBHS Bi3yaJIbHOTO Ta ayAiaTbHOTO CIIPHUHHSTTS. 3alIpOTIOHOBAHUH aJITOPUTM Mae
MIEPCIIEKTUBY MPAaKTHYHOTO 3aCTOCYBAaHHS B CHCTEMAax 3aXHCTy aBTOPCHKHUX IIpasB,
MOHITOPHHTY IIiUIICHOCTI KOHTEHTY Ta IU(poBoi ineHTH(IKAIl MyIbTUMENIHHNX JaHHX.
Bopnouac, 3 ormsity Ha MOTOYHMH eTan arpooarii, TOMiTFHAM € MPOBEICHHS JOAATKOBUX
eKCIICPUMCHTANBHAX IOCTIKCHb JJIs OIIHKA HOTO CTiMKOCTi, MacImTabOBaHOCTI Ta
e(eKTUBHOCTI y pi3HUX MPHUKJIJAHUX YMOBAX.

KarwuoBi cioBa: creranorpadis, nudpoBHH BOISHUA 3HAK, IUCKPETHE KOCHHYCHE
nieperBopennsi, HMAC, mynpTumeniiiai qani, 3aXucT iHdopmariii.

Beryn. [3 po3BUTKOM 1HTEpPHET-TEXHOJIOTH Ipolec HUQpoBi3alii OXOIUIIoE aenaji Oliblie
cdep JTOACHKOI MiSTBHOCTI — BiJ 0COOMCTOT KOMYHIKAIlii JIO0 MPOMHUCIOBOCTI, TOPTiBJI Ta
cuctem Oe3neku. [lepenecenHs iHdopmalii B muppoBe cepeaoBulle 3adesneuye ii 3pydHy
JOCTYIHICTh, OJIHAK BOJHOYAC MiJBUIIY€E PU3UKH, ITOB’S3aH1 3 HECAHKI[IOHOBAHUM JIOCTYIIOM,
KOIIIOBAaHHSM, MIAPOOKOI a00 3HHUIICHHSM JaHUX. Y KOHTEKCTI BIIKPUTOTrO JOCTYIY 0
Mepexi [HTepHeT MyIbTUMENIMHUNA KOHTEHT, KU BiAIrpae MpoOBIIHY pojib y LU(PPOBOMY
CEepEeNoBHILi, € OCOOJMBO BPa3JIMBUM. 3 METOIO 3aXHCTy aBTOPCHKHUX IPAaB, IiITBEPIKECHHS
ABTEHTUYHOCTI, TpoTuii QanbcudikamisiM 1 MaHIOYIAMisAM, a TaKoX I 3a0e3redeHHS
JI0Ka30BOI 0a3W B IOPUIUYHUX CIOPAX, MIUPOKO 3aCTOCOBYETHCS TEXHOJIOTIS BOYJAOBYBaHHS
uuppoBux BoasHux 3HakiB (LIB3) [1].

CratTs mpucBsiYEHA JOCTIKEHHIO 3aCTOCYBaHHS ITU(POBUX BOASHUX 3HAKIB SIK 32C00Y
3aXUCTy MYJbTUMEIINHUX (ailniB. Y Hill 3anMponoHOBaHO aJropuT™M BOynoByBaHHs LIB3, mo
BHKOPHCTOBYE B SIKOCTI CTETAaHOKOHTEHHEPA SIK BIICOPS, TaK 1 ayiocynpoBia Bineodaiiny. Y
poboti [2] posrmsHyTo MOaM(iKOBaHWH METOJ 3aMiHM HaliMeHII 3Havymoro Oita, IO
3aCTOCOBYETbCS Juis BOyIOBYBaHHS y BHOpaHi KaJpu BiZeo, BH3HA4YE€HI Ha OCHOBI
MaKCHMAaJIbHOI a0COMIOTHOI PI3HMIII TiCTOrpaM MiXK CYCITHIMH KaapaMu. AHAJIOTTYHUHN TiAXi]T
MOXKHa 3aCTOCOBYBATH ISl BOYJOBYBaHHS Y YacTOTHOMY JIOMEHI, SIK I[€ TNPEICTABICHO B
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po6orTi [3]. Okpim MeTo1iB BOYTIOBYBaHHS Y MIKCEIbHY iH(GOPMAIIiIO BiJICO y MPOCTOPOBOMY Ta
4aCTOTHOMY JIOMEHAX, TAaKOX JOCITIDKYIOTHCS METOIU BOYIOBYBAaHHS IH(POBOrO BOISHOTO
3HaKa y BEKTOPH PYXy KaJIpiB BiJIEOMOTOKY, SIK 3alpONOHOBaHO B podoTi [4]. Ha BinMiHy Bix
MiIX0A1B, OMUCAaHUX y podoTax [5,6], po3pobiaeHuil y MeXax IbOr0 JTOCTIIHKEHHS aJlfOPUTM
peanizoBye BOynoByBanHa L[B3 y wacToTHy obOnmacTth sIK BifeokaapiB, Tak 1 ayaio0JOKiB
Bizmeodaiiny, OTpIMaHy 3a JOIMOMOT O TUCKPETHOT'O KOCHHYCHOTO MePETBOPEHHS.

Meta po6oTru. MeToro poOOTH € MiABHUIIEHHS €EKTHBHOCTI 3aXHCTYy aBTOPCHKHUX IMpaB Ha
MYJbTUMEAIMHUNA KOHTEHT LUIIXOM pPO3POOKH alropuTMy KOMOIHOBaHOTO BOY/OBYBaHHS
1M (pPOBOro BOJASHOrO 3HAKY Y BiACOPsA Ta ayJi10I0pIKKY Bifeodaiiy.

JIns1 MOCSTHEHHS MTOCTaBJICHOT METH HEOOXIHO:

— TPOBECTU JAOCTKEHHS ICHYIOUMX METOJIB BOYIOBYBaHHS LU(PPOBUX BOJSHUX
3HaKiB y MYJIbTUMENiiHI (ailni, BH3HAYUTH iX IepeBard, HEMOMIKH Ta OCOOIMBOCTI
3aCTOCYBaHHS;

— pO3pOoOUTH aNTOPUTM KOMOIHOBAHOTO BOYOBYBaHHS IIU(POBOTO BOASHOTO 3HAKA Y
Bizeodaiin (BiIeoKkaapu Ta ayaioq0piKKY);

— peanizyBaTW 3alpONOHOBAHHM alTOPUTM MPOrPaMHO Ta MPOBECTH HOro

eKCIIEpPUMEHTAJIbHE TeCTYBAHHSI.
OcHoBHa yacTuHa. Meronu Juisi BOyAOBYBaHHS LUM(POBUX BOASHUX 3HAKIB 3a CIIOCOOOM
00pOOKH [aHUX PO3AUIAIOTHCA HAa MPOCTOPOBI Ta 4acTOTHI. OIHUM 13 HAWMOMIMPEHIIINX
IIPOCTOPOBHUX METOJIIB € METOJI 3aMiHM HaliMeHI 3Hauymoro 6ita (H3B), sikuii 3acTOCOBY€eThCS
Ul PI3HHX THIIIB KOHTEIHEpiB — 300paskeHb, ayaio- Ta Bineodaiimis. Moro cyTs momsirae y
Oe3nocepeHiid 3aMiHI HaMEHII 3HAYYINUX OITIB OpUTiHAJIBHUX JAaHUX Ha OiTH 1U(POBOro
BOJISTHOTO 3HAaKa (JIMB. pUCYHOK 1).

TeHCT cTpoKa

99

1 Gaitv/cmeon

116 | 101 l

8 in/6aii ’701.1}1?0;0101'1'1|0‘1'1]1A05170](')“

Puc. 1. Cxema BOynoByBanHs 3a Metogom H3b

MeTo Bii3Ha4a€THCsS MPOCTOTOIO peaizalii Ta Moke OyTH €(peKTUBHO BUKOPHCTaHUM
B YMOBaX OOMEXKEHHX OOYHCIIOBAILHUX pecypciB. JJO OCHOBHUX HEIOJIIKIB METOIY 3aMiHU
HalMEHII 3HAYyIIoro 0iTa BiAHOCATh HU3BKY CTIMKICTh O 30BHIIMIHIX BIUIMBIB, 30KpeMa JI0
3alllyMJICHHS, CTUCHEHHs, 00pi3aHHs Ta MacIITa0yBaHHs, [0 POOUTH HOrO MEHII HAJIIHHUM Y
MOPIBHSAHHI 3 YaCTOTHUMH METOJIaMH, SIKi 3a0€31eUyI0Th BUIIUN PiBEHb 30EPEIKCHHSI BOASHOTO
3HaKa Micys aTak a00 00pOOKM MYJIBTUMENIMHOTO KOHTEHTY [1].

Jlo OCHOBHHMX YaCTOTHHUX METOZIB OOpOOKHM BXIJHUX JaHUX HaJeXaTb TUCKPETHE
nepetBopeHHss  Pyp’e, OUCKpETHE  BEHBIIECT-NIEPETBOPEHHS, JUCKPETHE KOCHUHYCHE
MePEeTBOPEHHS Ta 1XHi MoaudiKaIii, 30KkpemMa y BUTISII TIOPUIHUX MiTXOAIB, IO MOETHYIOTh
KUTbKa THIIIB TIEPETBOPEHD 3 METOIO IMiIBUIIIEHHS €()eKTUBHOCTI BOY/IOBYBaHHSI.

YacToTHI METOAM MO3BOJSIIOTH €(PEeKTUBHO PO3MOIUISITA BOIASHUN 3HAK Yy MEHII
MOMITHUX JIJIS JIFOJICBKOTO CHPUIHATTS YaCTHHAX CHTHAIY, IO MIHIMI3y€e WMOBIPHICTH HOTO
BUSBJICHHS a00 BUIAJICHHS, 301JbIIYIOTh CTIHKICTh 0 aTaK, TAKHUX SK CTUCHEHHsS, IIYMOBI
MepeIKoIn, MaciiTabyBaHHs, 0Opi3aHHS TOLIO.

3aranbpHa cxeMa BOy/I0OByBaHHS y YaCTOTHY 00J1aCcTh IPEJCTABIECHA HA PUCYHKY 2.
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Bxi Y 7
aHe \:> acToTHMiA |:> O6pobKa
306paxeHHs posnoain

. ObepHeHe
BuxiaHe 306parkeHHA
NepeTBOpPeHHN

Puc.2. Cxema BOynoByBanHs [IB3 B yacToTHy 06s1aCTh

HuckpetHe nepetBopeHHss Oyp’e 3a1HCHIOE TEPETBOPEHHS CUTHATY 2060 300pakeHHs y
4acTOTHY 00JIaCTh, IPEICTABIIAIOYN HOr0 SIK CyMy CHHYCOiJ 1 KOCHHYCOI pi3HOI 4yacToTH [7].
3aBIsSKU IbOMY MOXKJIMBO BOY/10BYBAaTH BOJASHUH 3HAK y CIIEKTPaJIbHI KOMIIOHEHTH, SIK1 € MEHIII
YyTJIMBUMH JI0 aTak. BogHouac, yepes riodaabHICTh EePEeTBOPEHHS KOXKEH €JIEMEHT BOJISTHOTO
3HaKa BIUIMBA€E HA BCIO CTPYKTYpY 300pa)K€HHs, IO 3HIDKYE JOKaJ3aIlilo Ta OOMEKYeE
rHy4KicTh. Kpim Toro, A1 € 004 CIOBaIbHO CKIAJHUM METOOM.

JluckpeTHe  BeWBiET-IepeTBOpeHHs, Ha  BigMiny Big AIIP, 3abe3neuye
MYJBTUPO3UIbHUI aHaii3 300pa’keHHs 3aBJSKM IOETANHIM JEeKOMIO3MII CUTHally Ha
MmiJiana3oHy pi3Hoi yactotu Ta opientanii: LL (Hu3pkouacrotamii komnonent), LH, HL Ta
HH (BucokouyactoTHi kOMIIoOHEHTH) [8]. 3aBasKu JOKaabHIN 00pOOIIi TaHUX Ta BIAMOBIIHOCTI
JI0 0COOJIMBOCTEH JIFOIChKOT0 30py, JABII 103BOIIsIE €heKTUBHO BOY/IOBYBATH BOJISIHI 3HAKU B
HU3BKOYACTOTHY 00JaCTh, 3a0€3Meuyroun CTIHKICTh A0 THIIOBHX aTakK.

Cepen 4aCTOTHUX METOIB CJIiJT BIA3HAYUTH JUCKPETHE KOCUHYCHE IIEPETBOPEHHS, SIKE
XapaKTepu3yeTbCs TMOPIBHSHO HHU3bKOI  oOuHcioBaibHOIO  ckiaaHicTio. JIKIT e
yHIBEpCcaJbHUM METOJIOM OOpOOKH CHUTHAIB, IKUH 3aCTOCOBYETHCS SIK JUIsl 300pakeHb, Tak 1
Ui ayaio, 3a0e3Meuyrody ONTUMAajbHE CIIBBIJHOIIEHHS MK NPOJYyKTHUBHICTIO Ta SIKICTIO
pe3ynbTaTy. 3aBISKU 3a3HAYCHUM TiepeBaram 1eil MeTo 1 0ysio oOpaHo uIsl peasizallii B paMKax
PO3pOOIEHOr0 aIrOPUTMY.

Jlnist KazipiB Biieo BUKOPUCTOBYETHCS (hOpMyJIa JBOBUMIPHOT'O IEPETBOPEHHS:

77
C(u,v) = l~0¢(u)-05(\/)~Z:Z:f(x,y)-cos (2x+1)ur -COS (2y+1)vz ) (1)
4 =0 =0 16 16
ne f(x,y) — 3HaUeHHs TiKceJsd B KoopauHarax X,y B oo, C(u,v) — JAKII-koediienTn y
YaCTOTHOMY TPOCTOpi Ha Mo3uiii (u,v), X, ¥ — MPOCTOPOBI KOOPAMHATH BXIJHOT'O OJIOKY
(mikceni), u, v —4acTOTHI KoopauHatu — inaekcu suxinnoro AKII, a(u), a(v) — Hopmanizaniiiai
koediuieHTH. Iy ay110CUTHaTy 3aCTOCOBYIOThH (hopMyity ogHoBuMipHOro JIKII:

C(u)=a<u>§f<x)-cos[%} @)

ne f(x) — 3HaueHHs aMIUTITYAu ayaiocuraany B toui x, C(u) — AKII-xkoedimientu, N-10BKuHA
0JI0KY, a(u) — HopMalizaliiHui koedimieHT [9].

PesynbTraToM mepeTBOpPEHHS CUTHANY € Halblp 4aCTOTHHX KOEQilli€HTIB, SKI MOYKHA
MOAUTMTH HA TPU OCHOBHI i I1aNIa30HU:

— HHM3BKOYACTOTHI — BENWKI KOHTYPH, OCHOBHI MEPEeXOoqu MiXK PI3HHUMH 00JacTSIMU
300pakeHHs, TaKi K 3MiHH ()OHY YU OCHOBHI r€OMEeTpUYHI PopmH;

— CEepeIHBOYACTOTHI — TEKCTYpH Ta Kpai 00'€KTIB, a TAKOX JI€Talll CEPEIHHOTO PIBHS;

— BHCOKOYACTOTHI — MIKPOCTPYKTYPH Ta Pi3Ki MEPEXOAH MK 00JIaCTIMU 300 parkeHHH,
MICTATH iH(OpMaLito Tpo apidHi aeTai.

s TOKpalieHHs TOYHOCTI TEpEeTBOPEHHsI 300paKeHHs po30MBaOTh Ha OJOKH
po3mipom 8x8 mikceniB. biok 300paxkenns miciist 3acrocyBanus J{KII HaBeneHo Ha pUCYHKY 3.

456



[HOOPMATUKA TA MATEMATUYHI METOW B MOJEJIFOBAHHI = 2025 = Tom 15, Ne 3

I:I O06macTs HU3EKUX YacTOT

|:| OO6nacTb cepenHix yacToT

|:| 061acTk BUCOKHX 4acTOT

Puc.3. biok 300pakenns micis 3acrocyBanus JIKIT

3anpornoHoBaHU# B poOOTI anroput™ BOynoByBanHs [[B3 B Bimeodaiisn ckiagaeTbes 3
TaKUX €TaIliB:

1) po3nonin Biieo Ha ayi0OPIXKKY Ta KaJIpOB1 CKJIAJ0BI;

2) iHiIiam3aIis IceBJ0BUIIAIKOBOTO YHCIa 32 TEKCTOBUM KITIOUEM;

3) Bubip kaapiB/ceMIuIiB Ta OJIOKIB Ha OCHOBI IICEBIOBUIIAIKOBOT BUOIPKH;

4) mepeTBOpeHHs 00paHUX (parMeHTiB y 4acToTHY 00acTh metonom JIKIT;

5) BOynoByBanns [1B3 3a moaudikoBanum metogom Koxa->XXao.

Ha nouarkoBomy erani BUXiJHUH Bineogaiin niaiaeTbcs po3AUIEHHIO Ha 1Bl OCHOBHI
KOMITOHEHTH: BIJICOKQIpU Ta ayA10JOPIKKY. Y pe3ysbTaTi POpMYIOTHCS JIBa OKPEMUX HabOpH
JMAHUX: TEpIIUH CKIAJAEThCS 3 TMOCTIAOBHOCTI KaapiB (300pakeHb), a Jpyrud — 3
ayJlioCUTHATY, SIKMH po3aiuiseTbes Ha Onoku mo 1024 cemmniam kokeH. st BOyTOBYyBaHHS
BHKOPHCTOBYIOTBCS JHIe BHOpaHi ()parMeHTH MYJIBTHUMEIIMHOTO KOHTEHTY — KaJIpu Ta
ayJ1i00JIOKH, TIOPSJIKOBI HOMEpPH SKHX KpaTHI YHMCIIOBOMY KJFOYY, IO PO3PaXOBYETHCS 3a
dhopmymoro:

R = min+ (N mod(max—min) +1), (3)

e R — TCeBJOBUIAIKOBE YHCIO B MEXax JMiama3oHy [min,max], N — KUIbKICTh CHMBOJIB
MOBIIOMJICHHSI-KJIIOYA; min, max — MiHIMaJdbHEe Ta MaKCUMaJbHE 3HAYCHHS J[1ala30Hy, B AKOMY
reHepyeThesl uyncino. MiHiMaJbHE 3Hau€HHS JOpIBHIOE 1, a MakcUMallbHe OOYMCIIOETHCS 3a
dhopmyroro:

M audio + M

Sframes
max = , 4
256 ¥

ne Mgy, gip — KUTBKICTB OJIOKIB Y110, Mfyqmes — KUIBKICTh KaJIPIiB Y Bij€O.

[ToBiTOMIICHHS-KJIFOY — 11€ TEKCTOBE MOBIIOMJICHHS (CHMBOJIBHA TOCIIAOBHICTD), 10
3aJ1a€ThCSl KOPUCTYBaueM (aBTOPOM ab0 pO3NOPSTHUKOM KOHTEHTY). BOHO BUKOPHCTOBYETHCS
K CKJIaJIoBa YacCTHHA caMoOro Iu(poBOro BOASHOrO 3HAKa, TOA1 SK YMCIOBE 3HAYEHHS,
OTPUMAaHE LUIAXOM MiAPaXyHKY KUTbKOCTI HOTO CUMBOJIIB, 3aCTOCOBYEThCS Al (OpMyBaHHS
IICEB/IOBUIAJIKOBOr0 Kitoua. Llell kirod, y cBOIO uepry, BU3HAYa€ 3aKOHOMIPHICTbh BHOIpKH
0JI0K1B 117151 BOY1OBYBaHHS K ()POBOTO BOJSIHOTO 3HAKA (IUB. PUCYHOK 4).

3acrocyBaHHs JMmie OOpaHMX 3a KIJIOYEM KaapiB Ta aynaio0JioKiB 3abe3neuye
pPIBHOMIpHUH po3moaiy IU(POBOro BOJASHOIO 3HAKa Ta MIiHIMI3ye BIUIMB Ha SKIiCTh
MYyJIbTUMEAIMHOTO KOHTEHTY .

OCKinbKY ay[iOCUTHAI Ta BiIeOKaapu 0OPOOIISIOTECS OKPEMO, BUKOPUCTAHHS OHOTO
it TOro camoro kiro4a R 1j1st 000X TUIIIB Meia He CTBOPIOE KOAHUX mpobiieM. Bubipku aymio-
Ta BIJICOJIAHUX € HE3AJIICKHUMH OIHA BiJ OAHOI: N-il eneMeHT ayaiocuHany Ta N-i eleMeHT
BHOIPKH Ka/IpiB HE MAIOTh MPSMOTO 3B'I3KY a00 B3a€MO3aJICKHOCTI.

TakuM 4WMHOM, 3aCTOCYBaHHS OJHAKOBOT'O KIJIOYa Uil 000X THITIB JaHHUX JO3BOJISE
YHUKHYTH TIEPETUHY, 3HIDKYE 3arajbHy CKIQJHICTh aJTOPHUTMY, OJHOYACHO 3a0e3Meuyroun
JocTaTHIO CTikKicTh [[B3.
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Puc. 4. Cxema ctBopeHHs1 BUOipku (aitiniB a1 BOy10ByBaHHS

Takulf miaxin € yHiBepcalbHUM 1 MOXK€ OyTH 3acTOCOBaHMM i1 BOYJIOBYBAHHSI
HU(POBUX BOASHUX 3HAKIB PI3HOIO 3MICTY — B1J 1JeHTU(IKALIHHUX KOJIB 10 KOHTPOJBHUX
CYM, 110 BUKOPUCTOBYIOTHCS JIJISI IEPEBIPKH aBTEHTHYHOCTI 200 LIJIICHOCTI MEA1aKOHTEHTY.

Y Mexax 3ampoloHOBAHOI'O ajiropuTMy B SKOCTI IU(POBOro BOASHOIO 3HAaKa
BUKOPHUCTOBYEThCS X€Il Bifeodaiiny, 3reHepoBaHuii 3a gonomoror anroputmy HMAC i3
3acTocyBaHHsM Kpunrorpadignoi xem-pynkuii SHA-256.

Anroputm HMAC peani3yeTbcsi HUISIXOM IOCHIJOBHOI'O BUKOHAHHS OMeEpalii, 110
3a0€3MmeuyloTh TEHEpallil0 Xelly Ha OCHOBI JBOX BXIIHMX T@apaMmeTpiB: KiIHO4Ya Ta
MOB1IOMJICHHS. Y MeXaX po3po0JIEHOro MiIX0y B IKOCT1 KJIF0Ua BUKOPUCTOBYETHCSI TEKCTOBE
MOB1IOMJICHHSI-KJIIOY, 3aJ]JaHe aBTOpPOM ab0 pPO3MOPSIHUKOM KOHTEHTY, a B SKOCTI BXiJHOTO
MTOBIJTOMJICHHSI — caM Bijieohai.

[Tepen BOymoByBaHHSM BXiJHI aHi, a came BUOpaHi KaJpy Ta ay1i00JI0KH, MiAIaI0ThCs
JOJIaTKOBiM 00poOiti. st kampiB mst oOpoOka BKIIOUAE OTPUMaHHS 3HA4YeHb SICKPABOCTI
300paXEHHS MNUIIXOM TepeTBopeHHs Horo 3 Moxaemi RGB y mpoctip YCbCr, ne
BHUKOPHUCTOBYETHCS JIUIIIE KOMIIOHEHTa sICKpaBocTi (Y), ika HAHOUTBII 9y TIMBA JUIS JIFOACHKOT O
oka. Takui miaxia J03BOJISIE TOCATTH BUCOKOT SIKOCTI 300 paskeHHsI HaBITh Micisl MOAU(IKaIIiil.

Jlig ayaionaHux nependadyeHe po3AlICHHs] CUTHATY Ha J1Ba KaHaJU (CTepeoOHIYHOr 0
CUTHaJy), 3 AKUX JMIIE OJUH MOAMQIKYETHCS BIANOBIAHO A0 AIrOPUTMY BOYIOBYBaHHS.
Jpyruii kaHa 3aJIMIAETHCS HE3MIHHUM, IO J03BOJISE MiC)sl 00poOKU 00’ €HATH 1X Ha3aj y
cTepeocurHan i 30eperTd BHUCOKY SIKiCTh 3By4YaHHs. Takud MiaxiJg MiHIMI3ye MOXJIMBI
CIIOTBOPEHHS Ta 3a0e3Meuye aKyCTHYHY LIJTICHICTh KiHIIEBOTO (haiiy.

BOynoByBanusi BukoHyeThcsi 3a wmeronoM Koxa-Kao mnmsixom wmonudikarii
CIIBBIJHOIIEHHS aOCOMIOTHUX 3HAayeHb OOpaHMX KOE(DILIEHTIB 3rigHO 3 OITOBUM
3HaueHHsM [10]. [Ins BOygoByBaHHS ofHOro 0ita IU(GPOBOrO BOASHOTO 3HAKY 3 KOXKHOTO
0JIOKY OOMpaeThCs Tapa CepeaHbOYACTOTHUX KoedimieHTiB. Ile 3yMoBIeHO TUM, IO
HU3bKOYACTOTHI KOe(ilI€EHTH MICTATh HallBaXJIMBILlYy 1H(QOpMAIIiIO [TPO 3arajbHy CTPYKTYPY,
a BUCOKOYACTOTHI — MEHIII CTIMK1 /10 aTak. 3a 3aMOBYEHHSIM OJIMH BX1THUHN OJIOK MOXKE MICTUTH
onuH 01T 3naueHHs [[B3. Skmo neobxigno BOyayBatu Oit 0, 3a06e3medyeThCcsi yMOBa:

IGl-IG|>T, (5)
Sxmio >x BOynoByeTbcs 01T 1, BUKOHYETHCS YMOBaA:!
Gl=|C,|<-T, (6)

ne T — 3azganerias 3aganuit mopir, C; ta C> — KoedilieHTH.
[Micns Mmomudikamii 111 KaapiB Ta aynio0I0KiB 3aCTOCOBYETHCS 3BOPOTHE JAMCKPETHE
kocunycHe neperBopenns (31KII) 3a ¢popmyoro:
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X :amanZZXchos %(m+%)k oS % n+% [, (7)

1€ Xm,n — TIKCEJIb @00 3HAUYEHHSI CUTHAILy B MPOCTOPI MiCJsl 3BOPOTHOrO MEPETBOPEHHS, X)/—
koediuientu AKII nys kokHOro OJIOKY CUTHANY, dm, dn — KOEQILieHTH MaclITaOyBaHHS JJIs
KOXHOrO iHAeKcy, M,N — po3Mipu OJOKY, m,n — MPOCTOPOBI IHAEKCH JUIS BiJHOBJICHHS
curHaiy. J{ns OnmokiB aymio aHanoriyHo BUKOHYeThcs ogHoBuMipHe 3JIKII. Meroro 1poro
MIEPETBOPEHHS € BiJHOBJIEHHS ITPOCTOPOBOrO ab0 YacOBO-IPOCTOPOBOIO TMPEACTaBICHHS
mynetuMeniianx gaHux. 3JKII mo3Bossie mepeTBOpUTH YacTOTHI Koe(illieHTH Hazaa y
3HAYEHHs TiKcemiB (myisi 300paxeHb abo Bijeo) abo aMIUIITyAW CEeMIUIB (I aymio),
B1JITBOPIOIOYM TAKUM YHHOM OPUTIHAIBHUN CUTHAJ 3 ypaxyBaHHSAM 3MiH, BHECEHHX Yy Mpolleci
BOYIOBYBaHHS 1T (PPOBOT0 BOJISIHOTO 3HAKA.

KitouoBuM acniekToM 11X 3MiH € BUOIp mopory BOyAoByBaHHs 7, 1110 BU3HAYA€E CTYIIHb
Moaudikamii koedinieHTiB. 3HaUYeHHS MOpOry BOYIOBYBAaHHS € KPUTHYHUM I1apaMeTpOM,
OCKIJIbKA BOHO O€3MOCEepeIHbO BIUIMBAE HA CTIMKICTH 1 HEMOMITHICTh ITU(POBOTO BOASHOTO
3Haka. Haaro mase 3HaueHHS MPU3BOIUTH 0 HECTA01IbHOT0 BOYAOBYBaHHS, TO/I1 SIK HAIMIPHO
BEIMKE — JO0 Bi3yaJbHO MOMITHHX CIIOTBOPEHb KOHTEHTy. OmnTHMaibHE 3HAYEHHS MOPOTry
BU3HAYAETHCS €KCIEPUMEHTAIBHO 3aJI€KHO Bl TNy KOHTEHHEPa, XapaKTepy OUiKyBaHHUX aTaK
Ta BUMOT 10 SIKOCTI BUXIJTHOTO MYJbTUMEIIHHOTO (haiiiry.

OCK17IbKY 3aIIpOIIOHOBaHUI aNropuTM nependavae He3alekHy 00OpoOKy BiZIEOKaIpiB Ta
ayaio0JI0KiB, I BU3HAYEHHsI ONTUMAJbHOIO MOpOry BOYJOBYBaHHs OyJiO NMPOBEAECHO /Ba
OKPEMHUX EKCIIePUMEHTAbHUX JOCHTIKEHHS: TepIlie — AJis OLIHKYA BIUIMBY MOPOTY Ha SIKICTh
B1/1€0300payKeHHs, Apyre — JJIs aHaJi3y HOro BIUIMBY Ha SKICTh ay1iOCUTHATY.

s ouinku sSKOCTI ayaio Oyna Bukopuctana Mmerpuka SNR (Signal-to-Noise Ratio) —
B1JIHOILLIEHHS CUTHAJIY JI0 IIyMY, 1110 BU3HAYAE€ThCA 32 (POPMYIIOKO:

M
2.7 (a)
SNR =10log,, o=l , (8)

> (2(a)-7 (o)

ne Z(a) — BUXiAHUM 3ByKOBUM cUrHal, Z '(a)— ay10CUTHAI 13 BOISHUM 3HAKOM, M — KIJIbKICTh
CEMILTIB B 000X ay/l10CUTHaJaXx .

Jlns BOy1OByBaHHS BUKOPHUCTOBYBaacs rnapa KoegilieHTiB i3 TOPSAIKOBUMU HOMEpaMu
225 Ta 250, BU3HAUYEHA €KCIIEpPUMEHTaNbHO. J{Jii BCTAHOBIIEHHS ONTHMAJbHUX HapaMmeTpiB
IPOBOMIIOCS BOY/TIOBYBaHHS IIU(POBOr0 BOJSHOIO 3HAKA 13 3aCTOCYBAaHHSM Tap KoedimmieHTIB
y nianasoni B 150 1o 350 3 kpokowm 25. [1apa 225 ta 250 nemoHcTpyBaia cradijabHO BUCOKI
3HaueHHs nokasHuka SNR 111 Bcix TecToBHX (DaiiiiB, K 1€ TOKa3aHO HA PUCYHKY 5.

3anexHicTb SNR Bia nap koediuieHTis C1-C2

701

65 -

60 -

SNR (nb)

50

45

40

) O “ \) N O Ne) N
S s i i A e 5 5

» 4 D A
MNapa koediuienTie (C1-C2)

Puc. 5. I'padix BrumBy 4acTOTHUX KoedilieHTiB Ha skicTb L[B3
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Ili koedimieHTH HaJIEXKaTh IO CEPeIHBLOYACTOTHOro miana3ony crekrpa JKIT Ta
3a0e311e4yI0Th ONTUMAJIbHUN KOMIIPOMIC MK HETIOMITHICTIO 3MiH JUJISl CHPUMHATTS JIIOIUHOIO
Ta CTIMKICTIO BOYJIOBaHOT'O 3HAKA 710 aTak. BomHovyac BapTo 3a3HA4YMTH, 110 X04a JaHa Iapa €
e(peKTUBHOIO /I OUIBIIOCTI THIOBUX aylio- Ta BiAeodaiiniB, BuOIp ONTUMAaNbHOI Hapu
Koe(dilieHTiB MOXe MOoTpeOyBaTH ajanTailii Jisi KOHKPETHOTO MYJbTUMEIIMHOTO CUTHAIY 3
ypaxyBaHHSAM HOr0 4aCTOTHO-EHEPreTUUHOI CTPYKTYPH.

PesynpTaTi mociKeHHS BIUIMBY MOPOTY BOYIOBYBaHHS 7 Ha SKICTh ayio MOKa3aHi B
tabmuii 1. Jlani HaBeneHi Juis mectu ayaiodaitnis (Al-A6). ¥V GinblIocTi BUMAAKIB Bapialil
SNR He nepeBUIIYIOTh KUIBKOX Jen0en, 0 CBIJYUTh PO MiHIMaJIbHUM BIUIMB napamerpa 1’
Ha SIKICTh BITHOBJICHOT'O CUTHAIy.

Tabmauus 1.
Pe3ynbTaté 10CHIKEHHSI BIUIMBY opory BOy10ByBaHHs 7 Ha SIKICTb ayJi0

[Tapamerp 7' | Al A2 A3 A4 A5 A6

=1 62.736 51.686 68.843 51.923 50.798 47.272
1=1.5 62.712 51.649 68.826 51.917 50.796 47.238
1=2 62.686 51.614 68.811 51.908 50.793 47.231
1=2.5 62.660 51.567 68.796 51.899 50.790 47.192
1=3 62.633 51.519 68.779 51.890 50.788 47.175
1=3.5 62.593 51.482 68.762 51.883 50.786 47.139
=4 62.572 51.445 68.747 51.875 50.784 47.107
1=4.5 62.542 51.410 68.732 51.867 50.781 47.076
1=5 62.518 51.378 68.713 51.859 50.779 47.015
1=5.5 62.469 51.345 68.698 51.849 50.777 46.929
1=6 62.378 51.309 68.682 51.840 50.774 46.869
71=6.5 62.296 51.276 68.663 51.831 50.772 46.811
=7 62.230 51.236 68.646 51.819 50.769 46.755
1=7.5 62.156 51.196 68.632 51.809 50.767 46.699
7=8 62.092 51.155 68.616 51.801 50.764 46.664
1=8.5 62.035 51.119 68.599 51.791 50.762 46.625
=9 61.970 51.066 68.584 51.784 50.760 46.575

Hanpuknan, nus daitmy Al piBens SNR 3miHIO€TBCS He3HauHO — 3 62,736 b 110
61,970 nb npwu 36inbmenHi nopory 7 Bix 1 10 9, mo nemoHcTpye crnabkuii eekT moporoBoi
3MIHHU.

J11s1 OLIIHKY SIKOCTI 300paskeHHS Micisi BOYI0BYBaHHS UG POBOr0 BOASIHOTO 3HaKa 010
BukopuctaHo iHmy Merpuky — PSNR (Peak Signal-to-Noise Ratio). I{s MeTpruka BuU3Ha4ae
BiTHOLIEHHS] MAKCUMAaJIbHOI MOTYXHOCTI CUTHaITy (TIIKOBOTO 3HAUY€HHS) /10 MOTY>KHOCTI LIyMY,
110 BHOCUTHCS 1T YaC 00POOKH, Ta 00UUCITIOETHCS 32 HOPMYJIOHO:

MAX?
MSE )’
ne MAX — makcumasbHe 3HaYeHHS TiKcemo, MSE — cepelHbOKBaIpaTUIHE BIAXUIECHHS [5].

Ha ocHOBI oTpumaHuX pe3ynbTaTiB OyJI0 BCTAHOBIEHO, IIO 31 3POCTAaHHSAM IOPOTY
BOynoBYBaHHS T CIIOCTEPIraeThCsi MOCTYIOBE 3HMKEHHS MokasHuka PSNR s Bcix Tumis
300paxkenb. PNG-300paxenns (Pl, P2) neMoHCTpylOTh 3HAYHO BHIILy CTIHKICTH [0
cnotBopeHsb, Hixk JPEG-300paxkenns (P3—P6), mo 00yMOBIEHO MEHII arpeCUBHOO MPUPOJIOI0
dbopmary PNG.

Ile cBiTYUTH PO AOLUIBHICTh BUKOPHUCTaHHS (opMmaTiB 0e3 BTpaT npu BOY/IOBYBaHHI
[1B3, 0co6mBO y BUMAaIKaX, KOJIH BAXKIMBO 30€PErTH BUCOKY SIKICTh Bi3yaJIbHOTO CIIPHHHSATTSI.
B xomi ananmizy BOyIOBYBaHHS BHUKOHYBAJlOCS B CEPEIHHOYACTOTHI KOMIIOHEHTH OJIOKIB
300pakeHHs 3 iHmekcamu [4,1] Ta [3,2]. PesympTaTH OCHIIKEHHS BILUTUBY MOPOTY
BOY/IOBYBaHHS Ha SIKICTb 300pakeHb IMOKa3aHa Ha PUCYHKY 6.

PSNR =10-log,, ( )
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3anexHicTe PSNR sin nopory sbynosysarHs Ans pisHux 306paxens
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Puc. 6. I'padix 3anexxnocTi sixkocti LIB3 Big nopory BOy10ByBaHHS

st peanizantii po3po0JIeHOr0 aJrOpUTMY y Be0-3aCTOCYHKY OysI0 0OpaHO MOpOToBe
3Ha4eHHs 7, 1o AopiBHIOE 4. [ OIIHKKA pO3POOICHOr0 aaropuTMy OyJIM BUKOPHCTaHI BiKE
onucani metpuku PSNR, SNR, a takox merpuka SSIM (structural similarity index measure).

PesynabpTatu ouiHOBaHHSA €(EKTUBHOCTI peaji3alii 3alpollOHOBAHOIO AJITOPUTMY
JIEMOHCTPYIOTh JIOCTaTHbO BHCOKY SIKICTh Biaeo¢ailniB micias BOyIOBYBaHHSA LH(POBOro
BOJISTHOT'O 3HaKa (JUB. TaOJIHUIIO 2).

Tadoaunus 2.
PesynbraTy omiHku eeKTUBHOCTI peastizallii 3alpornoHOBAHOT0 aJIrOPUTMY
Homep PSNR SNR SSIM
Bizeodanmy

1 45,30 29,23 0,9887

2 41,71 32,21 0,9796

3 43,47 21,73 0,9754

4 41,58 31,57 0,9841

5 39,91 29,29 0,9771

3nauenns PSNR nepeunytots 39 n1b, SSIM — monan 0.97, 1110 CBiq4UTh PO HE3HAYHI

Bi3yallbHI CIIOTBOpEHHs, a piBeHb SNR y OiibIIocTi BUNaaKiB cTaHOBUTH MoHazd 29 nb, mo
BKa3ye Ha 30€peXeHHs aKyCTUYHOI SKOCTI.
BucHoBku. VY 11ii1 CTaTTI pO3IJIAHYTO 3aCTOCYBAaHHS LU(POBUX BOASHUX 3HAKIB AJIS 3aXUCTY
MyJabTUMeniiHuX ¢ainiB. IlpoanamizoBaHo cydacHi Merogu BOynoByBaHHsS LIB3 vy
IPOCTOPOBIM Ta 4YacTOTHIM OOJAcTSIX, a TaKoX OKpPECICHO TIepeBaru 3acTOCYBaHH:
JUCKPETHOTO KOCHHYCHOI'O IEPETBOPEHHS JJIs MiJBUIIEHHS CTIMKOCTI Ta HEMNOMITHOCTI
BOJSHOIO 3HaKa. 3alpollOHOBAaHO aiaroputMm BOynoByBanHs IIB3 y Bigeodaiin, 1o
BUKOPDHUCTOBYE SIK CTETaHOKOHTEHHEp KaJIpu Ta ayaiofOpDKKY, peasli30BaHUN HUIIXOM
Mo (piKallii YacCTOTHUX KOMITIOHEHTIB 3a MeToioM Koxa-XXao y yacToTtHiil o6nacti, oTpumMaHiit
BHacii1ok 3actocyBanus JIKII.

Oco0auBICTIO 3aMPONIOHOBAHOrO MiAX0y € BUKOPUCTAHHS OJJHOI'O TEKCTOBOTO KJIOYa
mis  renepanii [IB3 3a momomororo  HMAC-SHA256, a Takox 1t ¢dopMyBaHHS
TMICeBIOBUITAIKOBOI BUOIpKH OJIOKIB it Moau dikaiii. Pe3ynpTati ekcrepuMeHTanbHOT OIHKT
3a merpukamMu PSNR, SSIM ta SNR cBiguats npo omycTiume MoripuieHHs SKOCTi Bieo micis
BOYJIOBYBaHHS, IO JI03BOJISIE 3pOOMTH BUCHOBOK PO HEMOMITHICTh HH(POBOrO BOASHOIO
3HaKa JUIs KIHIIeBOr0 KOpHCTyBaya.

Bonnowyac muTaHHs CTidkocTi BOymoBaHoro IIB3 10 THNOBHX aTak, TakHX SK
CTUCHEHHs, MaciuTaOyBaHHsA, 3MiHa QopMmaTy Tomo, MnoTpedye oOkpemoro asHamizy. Y
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K.C. Yabanenko, H.I. Kymmnipenko, B.B. ITogydanos

HOJANBIINX JOCTIKEHHSIX JOLUIHLHO MPOBECTH PO3LMINPEHE TECTYBAHHS aJTOPUTMY 3 METOIO
OILIIHKY HOT0 HAAIMHOCTI Ta CTIMKOCTI B YMOBaX pEaIbHUX 3arpo3.

Peanizanis anroputMy y BUIJISIII Be0-3aCTOCYHKY MIATBEPIKYE HOro NpakTHUHY

MPUAATHICTh 1 MOTEHIAI JJI1 MOAAJIBIIOTO BIOCKOHAJIEHHS Ta afanTallii 0 pi3HUX THITIB
MYJIbTUMEIIMHOT O KOHTCHTY.
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AN ALGORITHM FOR EMBEDDING A DIGITAL WATERMARK INTO
AUDIO AND VIDEO COMPONENTS OF A MULTIMEDIA FILE
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This article examines the application of digital watermarks as an effective means of protecting multimedia files. It
describes the main watermarking methods, including the spatial approach of least significant bit replacement, as
well as frequency-domain techniques such as discrete Fourier transform (DFT), discrete wavelet transform (DWT),
and discrete cosine transform (DCT). An algorithm for embedding a digital watermark into a video file is proposed,
which utilizes both the video frames and the audio track of the input file as a container for hidden information.
The algorithm is based on the Koch—Zhao method for modifying frequency coefficients obtained through DCT, as
well as on the cryptographic HMAC-SHA256 function for generating the digital watermark based on the user-
specified message key. The implementation sequence is described: splitting the video file into frames and audio
blocks, generating a block selection pattern based on the length of the message key and the total number of blocks,
frequency-domain transformation of the selected segments, and finally, formation and embedding of the mark.
The embedding is performed only into fragments with ordinal numbers that are multiples of a parameter computed
based on the key length and the total number of blocks. The developed algorithm has been implemented as a web
application, which allows both embedding and verification of the digital watermark. The image and audio quality
after embedding were assessed using PSNR, SSIM, and SNR metrics. Experimental results confirmed the
preservation of a high level of visual and auditory perception. The proposed algorithm has promising practical
applications in systems for copyright protection, content integrity monitoring, and digital identification of
multimedia data. At the same time, given the current stage of testing, it is advisable to conduct additional
experimental studies to assess its robustness, scalability, and efficiency under various application conditions.
Keywords: steganography, digital watermark, discrete cosine transform, HMAC, multimedia data, information
protection.
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