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THE WAVE FIELD OF THE ELASTIC INFINITE CONE
LOADED TO A VERTEX BY THE CONCENTRATED FORCE

Nataly D. Vaysfel’d, Andrew V. Reut

Odessa I.I.Mechnikov National University,
Dvoryanskaya str., 2, Odessa, 65082, Ukraine; e-mail: vaysfeld@onu.edu.ua

In the proposed paper the new problem on the steady-state oscillations of an elastic infinite
cone is solved for the point oscillating force enclosed to a cone’s vertex. On a cone’s conic
surface the stress are given. The auxiliary problem for a cone truncated by a spherical surface
is formulated with the aim to obtain the solution of the initial problem. The solution is
constructed with the help of the integral transformation’s method and the method of Green’s
function. The limiting transition in the solution’s formulas is carried out to obtain the exact
solution of the initial problem. The calculation of the displacements’ and stress’ wave field of
the cone is done.

Keywords: infinite cone with vertex, steady—state oscillations, first main elasticity problem,
integral transformation

Introduction

Many devices’ details function in the non-stationary modes. This demands to study the
oscillating processes in such objects. Sufficiently large numbers of the books and papers are
devoted to these questions [1-5] etc. The interest to this field is connected not only with the
demands of the engineering calculations, but with the necessity of the new mathematical
methods’ development in the deformable body dynamical problems [6-10].

The researching with the approximate numerical methods, though allows to reveal some
characters’ behavior, but, nevertheless, is incomplete: the error of the numerical procedure
accumulation, the frequently absence of the exact analytical formulas for the error procedure’s
estimation etc. The exact solution of a problem allows to eliminate these lacks, and to receive
a full qualitative picture of a process.

It is particularly important to reply on the question about the waves’ propagation on the
surface of the body. It was Rayleigh [11], who first showed on the existence of the special
waves with the maximal amplitude (Rayleigh’s waves) on the surface of the elastic body. The
question on the propagation of the elastic waves in the infinite body of the conical form with
the arbitrary opening angel is posed at first time. It causes an urgency of the offered paper.
However, the case when the cone’s opening angle is the right one (an infinite cone is
transformed into a half-space) is considered earlier by [12]. It lets to compare in this case the
new results which obtained by authors with the well known ones.

In the static statement the first main elasticity problem for an infinite cone, to which
vertex the concentrated force is enclosed, is solved for the first time by [13]. The various
special cases of this problem are resulted in [14]. In the dynamic statement this problem was
not considered earlier, despite an urgency of this question for many problems of the
mechanical engineering. The absence of the works in this line of investigation, as against to
the static statement, where J. Michel managed to guess actually the problem solution, is
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connected with the fact, that in the dynamic statement it is necessary to solve a boundary
problem of the dynamic elasticity for a cone.

The mathematical complexity of such problem is caused as by a specificity of a body’s
geometry (the vertex’s existence), so and by the absence of the suitable integral
transformation. The presence of such transformation now [15] has allowed to construct the
exact solution of the first main elasticity problem for an infinite cone for the oscillatory
loading enclosed to a vertex.

Formulation of the initial boundary value problem and construction of the auxiliary
problem’s solution

The concentrated oscillatory force Pe™ is enclosed to a vertex of the elastic (G — the
shift module, u — the Poison’s coefficient) infinite cone 0<r<ow, 0<O@<w, —T<@<T71
(7, 0, ¢ — the spherical system of co-ordinates). The conic surface of the body is free from

the stress
Gg(r,Q,txezm =0, z'rg(r,Q,tL:m =0, 0<r<ow. (1)

It 1s necessary to estimate and to investigate the cone’s wave field of the displacements and
stress.

One must formulate and solve the auxiliary problem on the influence of the dynamic
loading on the end face of the truncated elastic cone (¢ <r <o, 0<O<w, -~ T <p<71)

Gr(r,Q,t]r:S =-pcos@e™, T, (r,@,t]rzg =0, e<r<om, Q)

at the execution of the conditions (1) on its conic surface.
One must restate the problem in the terms of the wave functions ®(r,0,¢) and ¥(r,0,¢)
satisfying to the equations

_ 0D AY = g

AD , =—,
clor’ cor’

3)

where ¢, ¢, are the velocities of the longitudinal and cross-section waves, A is the Laplace’s

operator in the spherical system of co-ordinates. Taking into consideration the steady-state
oscillatory character of the process the equations (3) will become

~2 ~2
AD=a’D, A¥=pW, o =VCV—2, B, =VCV—2. (4)
1 2

One must apply the integral transformation with respect to the variable 6 to the
equations (4) [15]
fk(r): If(r,Q)ka (cos@)sin 0do, f(r,e): zvk—f
0
(5)

[

P, (cos@ﬂ2 = !sin or, (cos0)do .

O, =

v
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Here v, are the roots of the transcendental equation P'(cosw)=0, v=v,, k=0,,...;

P, (cos@) is the Legendre’s function, Pvlk (cos@) is the associated Legendre’s function of the

Vi
first kind. For the application of the integral transformation (5) one must take into
consideration the relations between the stress and wave potentials [4]

o, 5 I, 1 | . . .
—=—pun o ®+—>0" + —ctgD* + —ctg¥Y" — sin6¥* ),
2G Htlo 2 r & r & r sin9( ).
It oo @+ O + BV + B 3+ P 6)
2G
2
T O lcp’—izcI>+\P"+1\P’—i2\P+ﬁ—\y .
2G 00\ r r r r 2
Let’s demand the execution of the equalities
CD’(r,a)):;((r), ‘P'(r,a)):0. (7)

Thus function ;((r) is remains the unknown one. The wave equations (4) after the integral

transformation (5) application, with the relations (7), in the transformation’s space have the
form

!

(rzcl);() v, (v, + DD, + r2a2CDk(r) =—q, x(r),

: )
(rz‘Pk’) —v, (v, + DY, + B, (r) =0,
where & <r<w, g, =F, (cos@)sin o .
The solutions of the equations (8) are
() H\E]v)ﬂ (OCI”) () H\EZ)er (OCI”) *
Ofr)= AV i),
€))

(1) (2)
w (r):A(k)HVk+%(ﬁr)+C(k)Hvk+%(ﬁr)
k 1 \/; | \/; ’

where H") y(az), i =12 are the Hankel’s functions, ®}(r) is the partial solution of the first
Vi+ o)

i
k

equation from (8). One must take into account, that it is required to choose the solution which
provides waves’ ablation on the infinity. That leads to Aé") =0, A](") =0 in the solutions’
formulas (9).

Let’s construct the fundamental function [ 17] with the aim to write down the solution of
the inhomogeneous equation from (8)

’i:1’2’ (10)

_ olar)oy(ap), r<p ~
G, (I’,p) = 70{% (ap)%(ar)’ r>p §Di(az)— Jz
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where ¢,(0z),i =12 are the fundamental system of the equation’s solutions. Constant y, is
found from the equality

2

py(r)=72, (11)

G,;(r,r—O)—G,;(r,r+0):— ,
po(l”)

po(r) is the coefficient at the highest derivative in the equation (8). Hence we obtain

ﬂ . . .
Yo = _Z’ and the partial solution is
i

@ (r)=—q, [ G,(r.p)x(p)dp . (12)

The application of the inverse transformation with respect to the variable 0 leads to the finite
form of the solutions

® a o
7‘9 :z Vk T_Qk;’;Gk(r’p)%(p)dp >

(13)
B, cos9) 0 v +/(ﬁr)
= e

It is necessary to notice, that as the integral transformation (5) is applied under the
inhomogeneous boundary conditions, so the solution turns out in the form of the conditionally
convergent series and integrals [18]. The subsequent operations with the series (the

differentiation) are carried out formally. Therefore, having received the coefficients Cé"),C]("),

it is necessary to check up, whether the formulas (13) will satisfy the stated problem, i.e. the
wave equations (8) and the boundary conditions (1), (2).
Let’s satisfy the second boundary condition (1): 7,,|,_,=0. Apparently from the

formula (6), this condition with the relations (7) will be automatically executed, if to demand

Lx0)=5 ) =0, (14)

After the equation solving, we receive y(r)= Nr, where N is the unknown constant. It is

necessary to satisfy three boundary conditions for the unknown coefficients N, Cé"),C](")

estimation. The condition o, |,_,=0 is satisfied at the transformation level

Cee)+ Nefle)+ Cl e (e)=-py,

0 (15)
v, = Ika (cos@)sin O cos6dd .
0

To satisfy the condition 7, |._,=0, one must take a derivative with respect to the variable 0
from the wave functions (13) and to substitute in the relation (6). Then one must use the
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orthogonal property of the functions Pvlk (cos@) on the interval @ € (0;@) [15], and to pass to a

limit at r =¢
CWED(e)+ NFP(g)+ CHFEP(g)=0. (16)

Let’s satisfy the last condition o, |,_,=0 on the conic surface

icg"bi‘)(gﬁ NY aP(e)=0. (17)

From the formulas (15)-(17) the unknown constants N,C\),C*) are found

N = k=0 ) 2
= P (cosw A(])(g) ’
: k oW ok
3] A a0 -
A, 6 o wele) o)
LAl 46) T gle) T oale) o ale)

(Coefficients £\ (¢), " (¢),Q(¢), 4”)(&) are resulted in the Appendix A).
Having substituted the resulting relations (18) in the formulas (13), one obtain the wave

potentials defining the wave field of the displacements and stress in the truncated cone

)

© P (COSQ)’V H, +y(0” K
D(r,0)=) —& cH 22 _Ng |G.(r, ,
(’” ) ; o, {o \/; ‘]k;’: k(’” p)pdp

(19)
. J2 ]
‘P(r,@):zpv" (;OSQ)C](") Vk://%(ﬁr).

Considering the remark that the series’ differentiation procedures were carried out
formally, one will check up, whether satisfy the formally obtained formulas (19) with
constants (18) the auxiliary boundary problem. With that purpose let’s establish the series’
convergence in the formulas (19), defining the wave potentials (Appendix C).

The differentiation procedure and the following limit transition in the series could be
realized now because of the extracting of the slow converting part of the series and
establishing of the series’ convergence. The checking of the satisfaction the wave equations
we will carry out at their transformations’ level (8) (Appendix D). Thereby the solution of the
auxiliary problem for the truncated cone is constructed.

The solution of the initial boundary problem and its verification

To receive the solution of the initial problem for a cone with a vertex, it is necessary to
make the limiting transition in the obtained coefficients and formulas for the wave functions
at ¢ — 0 for what the asymptotical formulas are used [21]
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HS) 1 z\"
{H@J(g)ﬁ;r(v&] | (20)

\4

One must take into account the condition of the cut off part of the cone O0<r<e, 0<O<w,
— 7 <@ < r balance during the limiting transition

[[o,0.0) psin 6atdp =P . 1)
00

from which we receive the relation pg’ =

——, where p is the intensity of the loading
wsin®

enclosed at an end face, and P is the force enclosed to the vertex.

The wave potentials are obtained by formulas (19) (where it is necessary to take that
after the limiting transition to ¢ =0 constant N goes to zero and coefficients Cé"),C](") are
resulted in the Appendix B). The stress in the cone with a vertex let’s calculate under

formulas (6). In particular, for example

o 0)
0.0:04) o3 5 ) bt gy o

k=0

+c< B, (F. (pr )+rF’(ﬂr))+3F”(ﬁr)+r Al

r@(’” Qt _ tin‘k COSQ I )[FZ(“’”)_F;((“’”)]’_

“
7(Br)+ 2F,:(ﬂr)+ (r8* - 2)@(&)]},

0,(1,0,1) _ [ Py (e0s0) C(m[_ 2 () L } (22)
(00 i S BN o)A )
ctg@ (COSH) (k)
C"'F, —
2 ; o, o F(or)
= |P' (cosf)cos@ +sin or, (cos@)
r s1n92( o )Cl(k)Fk(ﬁ’”) g
k=0 k

()
R ="

The verification of the obtained cone’s wave field is carried out by the two ways.

The first way is the analytical one and is based on the mathematical proof of the
obtained solutions’ satisfaction the auxiliary problem, i.e. the corresponding equations and the
boundary conditions. It was proved that all series in the solutions are convergence, so why the
passing to the limit is legal (Appendix C and Appendix D). It was verified directly that the
auxiliary problem’s solution satisfy it.
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The second way of the obtained solution formulas’ verifying leads from the fact that by
the cone’s angle o :% one gets an elastic half-space instead of an infinite cone. This
problem is well known as the time-harmonic Lamb problem for the concentrated force on the

elastic half-space [12]. Let’s take a):% in the formulas of the cone’s wave field and

. : T
calculate the displacements on the line 0<r<ow, ® =5 The calculated values have to

correspond to the values of the displacements which are calculated by the formulas from [12]
at z=0.

The numerical results and discussion
With the aim to verify numerically the obtain results let’s analyze the case of the cone’s
opening angle o = 5 with the formulas (22). This case is coincide with the case of the time-

harmonic Lamb solution for the concentrated force on the elastic half-space [12] when z=0.

ur(r, ,t]
In Table 1 the ratio between the displacements Y, = ———= (the displacement u,(r,%,t]

i.(r,0,t)

in the spherical coordinate system is identical with the displacement i (r,0,) in the
cylindrical system) is shown for the different values of the frequency w.

Table 1.
The values of the ratio Y, between the displacements
Radius
r w=0.5 w=1.0 w=1L.5 w=2.0
Points
0.5 0.9998 0.9998 1.0004 1.001
1.0 0.9994 0.9997 1.0010 1.002
1.5 0.9994 1.0001 1.0006 1.001
2.0 0.9993 1.0001 1.0004 1.003
2.5 0.9994 1.0001 1.0004 1.004
3.0 0.9997 1.0003 1.0005 1.006

As it shown for the frequency values less than 2 one have the sufficient coincidence of
the displacements values, but with the increasing of the frequency’s values the ratio Y,
between these two displacements increase also, because for the frequency’s values more than
2, one must use the asymptotic formulas for the high values of the frequency parameter, as it
was done in [12].

It 1s particularly interesting to estimate the waves’ amplitudes on the cone’s surface and

T T
ur(r,3,tj ur(r,3,tj
In Table2 the ratios Y,=—<, Y,=——"<

2 P ) 3 P )
u,|r,—,t u,|r,—,t
4 6

inside the conical body.
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T
ur(r,3,tj
Y —

V3 )
,=—>——=% between u,(r,g,t] — the displacement on the cone’s surface — and the
Vs
ur( j

r,—,t
12

displacements inside the cone — are calculated for the different frequencies w on the beam
0 <r <3 for the steel cone.

Table 2.
The values of the ratios Y,, Y;, Y, for the different values of the frequency w

Radius w=0.5 w=1.5
r

P o lnt S Y2 Y3 Y4 Y2 Y3 Y4
0.5 1.15 1.21 1.64 1.23 1.44 1.71
1.0 1.18 1.23 1.67 1.34 1.52 1.76
1.5 1.19 1.27 1.75 1.42 1.59 1.84
2.0 1.24 1.32 1.79 1.47 1.63 1.88
2.5 1.27 1.36 1.82 1.53 1.68 1.92
3.0 1.32 1.43 1.86 1.54 1.68 2.05

One could see from the shown results that the behavior of the waves’ propagation on the
cone’s surface is the analogical to the character of the waves’ propagation on the infinite
body’s surface, registered by Rayleigh.

Let’s analyze the values of the displacement u,(r,0,¢) and the stress o,(r,0,¢) at the

iwt

various values of the frequency w of the enclosed loading Pe™. The mechanical

characteristics were investigated for the steel cone with the angle equal to 3 on the beams

re(0;0),0=0 and re(0;00),0 :%. The results of the value’s &, (r,0,¢) calculations are

shown in Table 3. From the analysis of the numerical results noticeably, that the values on the
conic surface exceed the values inside the cone, and they have the more expressed oscillating
character also. The absolute values of the stress increase with the increase of the enclosed
loading frequency, and the more quantity of the maximum and minimum dots is marked. The
similar tendency remains for the displacement’s values.
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Table 3.
The frequency values w=0.5,1.5,2.0
Radius w=0.5 w=1.5 w=2.0
r _T g=" _T g=" _T g="
Points 12 3 12 3 12 3
0.5 1.74 2.13 1.99 2.31 2.04 2.73
1.0 1.82 2.11 1.97 2.37 2.01 2.72
1.5 0.94 2.12 2.01 2.34 2.00 2.74
2.0 0.92 2.10 1.98 2.35 2.03 2.70
2.5 0.89 2.05 2.03 2.31 2.02 2.71
3.0 0.81 1.98 1.96 2.30 2.00 2.68

The comparison of the dynamic stress’ values with the stress calculated for the similar
static problem & (,0) [13] has been done. In Table 4 the values ar(r,Q,t)/af” (r,0) are
resulted at the frequency w=1.5.

Table 4.
The ratio of the values &, (r,0,t)/c (r,6)
Radius 7 0.5 1.0 15 2.0 2.5 3.0
0= % 1.61 1.68 1.66 1.71 1.70 1.59
0 =% 2.05 2.03 2.05 2.02 2.01 2.00

The analysis of the numerical results shows, that in the case of the dynamically enclosed
loading, the value of the stress both on the cone surface, and in it, exceed the values of the
stress for the static problem. On the cone surface this ratio exceeds approximately two.

Conclusions

1) For the first time the exact solution of the dynamic elasticity first main problem is
constructed for an infinite cone to which vertex the oscillatory force is enclosed.
2) The numerical analysis has shown, that the stress’ values o,(r,0,t) on a cone’s
surface exceed the stress’ values in it, and their behavior carries more oscillatory character.
The comparison of the dynamic stress with their static analogue allows making a conclusion
on the increasing of the first values under to the second ones more than twice.
3) The proposed approach allows to obtain the exact solution of the problem in
Laplace’s transformation’s space for a case of the arbitrary non-stationary force enclosed to a

vertex.

4) The constructed exact solution allows to obtain the approximate solution of the

dynamic problem for the cone with the inside spherical crack when the stress are given as on
the cone’s surface, so and on the crack’s surface also.

Acknowledgements. The research is supported by Ukrainian Department of Science and
Education under Project No. 01010008297
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A Appendix: Coefficients in the formulas (18)

!

3
3 1
(%g"z — upa’ +1] —e *HY (ag), v=v, o

14

1

#1(e)=sin P, (coso)f| G (e Pl = G (e.p) pdp.

® ——y 8

1

£i(e)= B’ "HP(Be)+ ﬁze(g_;Hﬁ” (Be) —%8_2H§2)(ﬁ8)] +
+ 3(8_]2H52)(ﬁ8) — g_%Hv(z)’ (Be)+ %g_iHv(z)(ﬁg )] +

_L 3 3 9 2 ! 15 -7
h{g 2HV(Z)(ﬁg)—Eg 2H§2)(ﬁ8)+28 2 (ﬁe)—gg 2H(z)(ﬁg)},

1 , 1

F,:<e>=a,:[em52> <ae>—§e‘2H52><ae>}

1

F2(e)=~44,(0,7) ]| G, (e.p)= Gulep) o

0 Sy 8

e} (o) 3o o2 )|

L -2 3 '
k(g):o"{—g 2H§2)(ag)(uuooc2 +%]+g sz(z) (068)},

2

Q,z<e>=ﬂe-lq’<e,p>+Gk<e,p{uuoa2-iﬂpdp.

B Appendix: Coefficients in the formula (22)

o2 3 4. 3 P (4+a’p
fla.p)=6a 2 +8+ﬂsina)( 20 ]’
cb _ sin P, (cosa))[ ) 2] P ’
0 r(v) i +7T2sina)0'kocvl"(v)
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c® — o) Pupa’ 2(V + 1)(2‘/ + 1) _
! wisino f(a.B) o f(ap)
C Appendix: The researching of the series’ convergence
Let’s express the wave potentials in the form

®(r,0)=S,(r,0)- NS,(r,0), ¥(r,0)=S5,(r,0), (C.1)

P, (cos0) HY %(W)

5,(,0)= 3 s0(r,0) =3 2 h (C2)

k=0 k=0 Oy
= ) = P, (cosf) =
8,(r0)= Y s(r.0)=> ——4,[G,(r.p)pdp, (C3)
k=0 k=0 Oy ¢
S = P, (cosf) HY (8r)
S.(r0)=3 sV(r0)= S o a7 (C.4)
(1 0)= 3P r0)= 35 D

It is necessary to use the asymptotical formulas for the high values of the Hankel’s function of
the second order [19] the asymptotic of the F, (cos@), o,, v, for the high & values [15]

o, = %{1 + OGH v, = %’ P (cos0)= ﬁcos[k—z)g}{l + OGH .

That leads to the asymptotic relations for the coefficients and for the fundamental function

1 1 1 1
c® ~F+O(Fj , CH) < e O(F] ,

N =-In(1-2&cosyo+&)-In(l-¢),

G (r )~i r+ﬁ +O(i)
A U Ve )
It allows to establish, that the general term of the series (C.2) has the behavior

s,E‘) ~ %e"‘””"”, and the series (C.2) and the series of its derivatives are absolutely
converging. The absolute convergence of the series (C.4) and its derivatives’ series is
similarly established. The similar analysis was carried out for the series (C.3). It has shown
that it converges conditionally, therefore to make the operations of the differentiation and the
limiting transition over it, it is necessary to extract the weak-converging part of the series and
to sum it. With that aim one must apply the procedure: to divide the series into two items

M )
S, (r,@) = ZS,EZ) + ZS,EZ) . In the last item one must replace the term of the series s,(f) with its
k-0 k=M+1
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asymptotical representation for the high values & — s,(f). Then one must add and subtract the

M
finite  sum Ek(z) . Then the series (C.3) 1s represented in the form
k=0
) M
S,(r,0)=>52(r,0)+ Z(s,(f)(r,H)—Fk(z)(r,H)). The series in this representation is summed
P k=0
[20]
M
S,(r,0)=(ye)" In(1-resiny0)+> (s,(f) —~ Fk(z)). (C.5)
k=0

D Appendix: The checking of the auxiliary problem’s solution

H £2)+ 4 (ﬁ’” )
One must substitute W, (r)=C" )sz in the second equation, it is satisfied
r
automatically. In the second wave equation at the substitution
" (ar 2
D, (r)=CH 22— _ Ng, j G,(r,p)pdp let’s use the linearity property. That leads to the

Np

checking of the two equations

@) ' () @)
—Hv"%(m) —C¥y, (v, +1)—Hv" %(W)+C(") 2 Z—HV"+y (W)—

Jr LY

cW] 2

o r

!

0

Ng, rz(ij(r,p)pdp] _quvk(vk +1)ij(r,p)pdp +qur2ﬂszk(r,p)pdp =—q;Nr.

&

The first equation is satisfied automatically, and the second equation is satistied on the
construction, as the inhomogeneous one for which the fundamental function is constructed.
Now it is required to check up the executing of all boundary conditions and the requirement

O*(r,0)= Nr.

For this purpose let’s differentiate the expression (19) with the variable 6, taking into
account that series S, (r,@) is absolutely converging, so it can be differentiated and one can
pass directly to a limit at 8 = @ that gives a zero, since Pvlk (cos a)) = 0. The similar operations
with the series S,(r,0) are executed with the using of the form (C.5). As a result it is shown
that ®*(r,@)= Nr.

Let’s check up the condition 7,,(r,@)=0. Starting from the formula (6), it is necessary
to find the derivatives with the variable @ from the wave functions. As the series S,(r,0) and
S,(r,0), and also the series of their derivatives, are absolutely converging, so the

differentiation with the subsequent transition to 0 = @ transform them into a zero for any
value of the variable ». One must take into consideration the formula (C.5) when executing
these operations with the series (C.3). That gives the demanded equality to zero.
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Checking the condition &,(r,®)=0 one must take into account that S,(r,8)=0 (with
the formula (C.5)), and in the other series the operations of the differentiation and the limiting
transition to 6 =@ are lawful owing to the absolute convergence of these series (the items,
containing the derivatives of the series S,(r,0), after the limiting transition turn to a zero).

Let’s investigate the series into the representation of the stress’ limiting value

= P (cosa))
ay(r,0)=—upa’y —*

k=0 Oy

) )
)va+y(ar) P (cosa))c(k) ij+%(ar)

Ccl 2+ka
Y D T | v

It is obtained with the resulted above asymptotic relations, that the general term of the first

. . 1 —K COS @ M 1 —K COS @
series at the high £ values behaves as —(Fe k ], and the second series as (Fe g ]

Thus, the both conditions on the conic surface are satisfied, and the tangents stress are equal
to zero everywhere including the spherical surface » = ¢, that confirms at once the executing
of the second condition in the boundary conditions (2). By the direct substitution of the found
coefficients and wave functions in the expression for the normal stress we are convinced of
the first condition from (2) executing at » = ¢ .
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H.J. Baiicdenbn, A.B. Peyr 5
BOJIHOBOE ITOJIE BECKOHEYHOTI'O YITPOI'OI'O KOHYCA TTP1 BO3JJEUCTBUI
COCPEJJOTOYEHHOM CUJIbI, ITPMJIOKEHHOI K OCTPUIO KOHYCA

B pabote pemniena HoBas 3a7aya 00 YCTaHOBHMBIIMXCSI KOJeOaHUSX OECKOHEYHOTO YIPYroro
KOHyCa NPH BO3ICHCTBUU COCPEIOTOYEHHOM CHIIBI, NMPWJIOKEHHOW K OCTpUIO KOHyca. Ha
KOHMYECKOM TIOBEPXHOCTH 3aJaHbl HampspkeHus. JUIs peleHus IMOCTaBJICHHOM 3aJadu
pellieHa BCroMoraTeabHas 3ajada JijIsl KOHyca, YCEYEHHOro Mo c(pepruuyecKoil MOBEPXHOCTH.
Pemienue cTpouTcs ¢ MOMOIIBIO METOAA MHTETPAJIbHBIX MTPeo0pa3oBaHuii U MeTo1a QYHKIUU
I'puna. IlpenenbHblid Iepexo B MOJYYEHHOM PEIICHUH BCIIOMOTaTEIbHOW 3a/1a4d IPUBOJIUAT
K TOYHOMY PELICHHUIO MCXOIHOMU 3anaud. [IpoBeneHbl YnciIeHHbIE pacyeThl BOJIHOBOTO IOJIA
KOHYCa.

KioueBbie ciioBa: OECKOHEUHBIM KOHYC, YCTAaHOBUBIIHMECS KOJ€OaHMs, 3aqadya TEOPUH
YIOPYrOCTH, HHTETpaIbHBIEC MPe0Opa3oBaHus

H.J. Baiicdenpn, A.B. Peyr
XBWJIBOBE TTOJIE HECKIHYEHHOTIO ITPYKHOT'O KOHYCA I1PU BIJIMBI
30CEPEJI)KEHOI CUJIU, ITPUKJIAJIEHOI 1O BICTPSI KOHYCA

VY po6oTi BupilieHa HOBa 3ajiaya Ipo CTaJll KOJIMBAHHS HECKIHYEHHOTO MPYKHOTO KOHYCA MPU
BIUIMBI 30CEpEDKEHOI CUJIM, TMPUKIAACHOI a0 BicTps KoHyca. Ha KOHIUHIM mOBepxHi
BHU3HAu€HI Hampyru. s pilieHHs MOCTaBJIEHOI 3ajadl BUpIllIeHA JOMOMDKHA 3ajada s
yCIU€HOTO C(EepUYHOI0 MOBEpPXHEI KOHyca. PimeHHS OyayeThCcsi 3a JOMOMOTOK METONY
IHTErpaJIbHUX TepeTBOpeHb 1 MeTony ¢yHkuii ['piHa. ['pannynuil mepexin B oTpuMaHOMY
pIIIEHH] AOMOMDKHOI 3aja4l MPUBOAUTH J0 TOYHOTO pillleHHs nojaHoi 3axadi. [Iposeneno
YHCeNIbHI PO3PaxyHKU XBHJILOBOTO OJISl KOHYCA.

KuarouoBi cioBa: HeCKIHUEHHMH KOHYC, CTajll KOJIMBaHHS, 3ajjadya Teopii MpPYXKHOCTI,
IHTErpaJIbH1 IEPETBOPEHHS
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YK 681.3(031)

MOAEJIOBAHHA PYXY MOBIVIBHUX POBOTIB-
MAHIIYJATOPIB

C.B. Jlenkos', C.A. llIopor’, /.B. Unpuenko’

! BiicbkoBnit incrutyt KuiBchkoro HarioHanbpHOTo yHiBepcutety iMeHi Tapaca IlleBuenka,
npocn. ['mymkosa, 2, kopmnyc 8, Kuis, 03680, Ykpaina: e-mail: lenkov_s@ukr.net
2 HanionaneHuii yHiBepcUTET 6iopecypciB 1 IPUPOAOKOPUCTYBaHHS Y KpaiHu,
Bya. ['epoiB O6oponu, 15, Kuis, 03041, Ykpaina

Po3rasiHyTi METOIM MOJENIOBaHHS PyXy MOOUIBHUX poOoTiB-MaHimynsTropis (PM) 3 po3miz-
HaBaHHSAM IEPeLIKo]] B KOHQIIIKTHOMY cepenoBuilil. [IpoBeaeHo mMopaentoBaHHS poOOTH Ji-
HITHOTO €JIEKTPOJBUTYHA MOCTIMHOIO CTPyMYy B OJAHOKOOPAMHATHOMY PEXUMI Ta IPUBOIY
w1aTGopmMu poOOTa-MaHIMyIATOpa HA OCHOBI JIHIMHKUX Ta JAYrOBUX €JIEKTPUYHHUX JBUTYHIB B
06araToOKOOPAMHATHOMY PEXXHUMI PYyXy M1 Yyac MEePeXiAHUX MPOLECIB.

KurouoBi ciioBa: po6oT-MaHIMynaTop, 6araTOKpUTEplaJbHUN CUHTE3, MapUIPYTH NEepeCcyBaH-
H$, JTIHINAHI Ta JYTOB1 €J1eKTPOABUTYHH, IIEPEIIKO/1a, HEHpOHHA Mepexa

Beryn

BnpoBamkeHHs cydacHUX 3ac00iB aBTOMaTHUKU Ta POOOTOTEXHIKH B YC1 ramy3i BiHO-
CUTBCS JI0 MEPCIIEKTUBHUX IHHOBAIIMHUX MPOCKTIB 1 IMOB’A3aHE 3 KaITaJbHUMH BKIIAJIAMU K
Ha NpUIOAHHS TEXHIKU, TaK 1 HA PO3POOKY MPOEKTIB Ta BUKOHAHHA MIATOTOBYUX poOIT. Po3-
poOKa HOBUX 3aCO0IB Ta CUCTEM Yy POOOTOTEXHIIll P’ SIBJISE MIABUIIEHI BAMOTH 10 MOOUTb-
HOCTI IepecyBaHHsI pOOOTIB-MaHIMYISTOPIB MiJ YaC BUKOHAHHS HUMM PI3HOMAHITHHUX 3aB-
nanb. [liaBuIIeHHS €(EeKTUBHOCTI iX MepecyBaHHS MOXe OyTH JOCSITHYTO 3a JOIOMOIOI0 BU-
KOPHUCTaHHSI CHELaJIbHUX METO/IIB PO3Ii3HABaHHS MEPEIIKO/] Ta MOJEIIIOBaHHS PyXy MOOUIb-
Hux PM.

AHaJIi3 0CTaHHIX J0CTizKeHb i myOJikanii

AHami3 OCTaHHIX JOCTIKEHb 1 MyOJiKaliid Mmokasye, IO ICHyIOUMM METOJaM CHHTE3Y
MapiipyTiB pyxy PM BiacTuBi HACTYITHI OCHOBHI HEJIOJIIKH: HU3BKHI PIBEHb TOYHOCTI PO3ITi-
3HABaHHS NEPELIKOJ] B yMOBaX JUHAMIYHOI HEBU3HAYEHOCTI, BIACYTHICTh MOKJIMBOCTEH OJI-
HOYACHOT'O BpaxyBaHHS PI3HMX BUJIIB IMEPILKOJ, 3HAYHI BUTPATU HA CTBOPEHHS Ta 3acCTOCY-
BaHHA oOnagHaHHs [1]. OQHUM 13 HANPsMKIB YCYHEHHS 3a3HaYCHUX HEJIOJIIKIB € ITUPOKE 3a-
CTOCYBaHHSI HEHPOHHUX MEPEX Ul BU3HAYEHHSI MEPEIIKO/ Ta METO/IB MOJEIIOBAHHS PyXY
MoOUTbHUX PM. OnHak, y 3B’3Ky 3 BEJIMKUMHU OOCSTaMM MOYAaTKOBUX JIAaHUX 1 BIZICYTHICTIO
e(eKTUBHUX 1HKEHEPHUX METOJUK BUPIIICHHS JaHOi 3a7jaul BUHUKAE HEOOXITHICTh y IpOBe-
JICHHI1 LUIECIIPIMOBAHUX JOCIIKEHb Y IbOMY HAIPSIMKY.
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Meta a0CaiaKeHb

Mertoto nociimkeHsb € po3poOka MaTeMaTHIHOT MOJIETI Ta MOJIETIOBaHH1 pyxy maTdop-
MU poOOTa-MaHIMyJIATOpa I OOIPYHTYBAaHHS MOMIIMBOCTEH CTBOPEHHS MEPCIICKTHBHUX
npuBoiiB PM.

BuxkJjiaa ocHOBHOTo MaTepiajy 10c/1iIKeHHs

[lix yac momyky OoNTUMaJIbHUX MapuIpyTiB pyxy MoOuibHUX PM HeoOximHO BpaxoBy-
BAaTH, 10 N€peCyBaHHS POOOTA 3HAXOAUTHCS M1/l BIUIMBOM KOH(JIIKTHOTO CEPEIOBUIIIA.

Sk mpaBmiO, KOH(JIIKTHE CEpEeNOBUIE CKIATAETbCA 3 KOH(QUIIKTYIOUMX IpPEAMETIB
(nmepermiko), HasBHICTh SIKUX B 30H1 MOILIYKY ONTUMAaJIbHOI TPAEKTOPII 3yMOBJIEHA MTPOLIECAMU,
HE 3B’A3aHUMH 3 NPOXOKEHHSAM depe3 1110 30Hy MoOuibHOro PM. Konduiiktyroui npeameru
JaHoro Kkjacy OynemMo Ha3uBath nacuBHUMHU. OJHAK 1HKOJM, NpPU PO3B’S3aHHI JAEIKUX
cenu(pIUHUX 3aJa4 CUHTE3y KOMIIPOMICHO-ONTHMAJIbHUX TPAEKTOPIN, TOBOAUTHCS MaTH
crpaBy 3 KOHMIIKTYIOUMMH THITUMUA MOOUTEHUMH PM, 1110 Tak0X 3HAXOATHCSA Ta PyXatOThCs
B 30HI TONIYKY Ui TMPOCYBaHHS MOOUIBHOTO pOOOTY M0 KIHIIEBOI ILIHOBOI TOYKH.
KonduikTyroui npenMeru nporo kiacy OyJeMo Ha3uBaTH aKTUBHUMH.

TakuM 4YMHOM, Ui NPaBWIBHOIO PO3B’SI3aHHSA 3aJadl CHUHTE3Y KOMIIPOMICHO-
ONTUMAJIbHUX MapHIpyTiB nepecyBaHHs PM, 1mo pyxaroTecsi y KOHQIIIKTHOMY CEepeOBHILL,
HEOOXIAHO M00 METOAMKA PO3PaXyHKY IUX MapIIPYyTIB TO3BOJISIIa BpaxXyBaTH BUJI MEPEIIKO/I,
Ta Ha MIJCTaBl HOTO BJIACTUBOCTEH, KUTbKICHO OI[IHUTH BIUIMB KOH(IIKTHOTO CEpeIoBUIIA HA
TPaEKTOPIIO NepecyBaHHd MOOUTbHOTO PM.

Po3nizHaBaHHS nepenikoj BKIOYAE y cebe psll KPOKIB: CIPUHHATTS o0pa3y (TexXHIUHE
BUMIPIOBAaHHS); TONIEPETHE OINPAIIOBAHHS OTPUMAHOTO CUTHAIY ((UIbTpalisl); BUIUICHHS 110-
TpIOHUX XapaKTepUCTHK (IHAEKcallisl); Kiacu@ikalis MEepemKoad Ta HNPUMHSATTS pIICHHS.
CTOCOBHO MEpPIIOr0 KPOKY, AJSl CIPUHHATTS 00pa3y MOKHA BHUKOPHCTATU CIpUHMAaIOUYUil
eneMmenT tuny HiTechnic. Bin Moke npaitoBaT y TphOX peXUMax: BIAPIZHATH LIICTh KOJIbO-
PiB, YM PO3MOJAUIATH CIPUNHATUN KOJIIp Ha TpU KoJbopu pexumy RGB (uepBonuii, 3enenuit,
CHUHII1); (QIKCYBaTH 30BHILIHE OCBITJIEHHS 1 BUAABaTU PE3YJIbTaT B YMOBHUX OJUHUIIX; (IKCy-
BaTHU BIIOMTE CBITJIO, CTBOPEHE BIIACHUM BUIIPOMIHIOBAYEM 1 BUAABATHU PE3yJIbTAaT B YMOBHHUX
oauHUILIX. [ momepennboro ompaimroBanHs (QuibTpallii) BXiAHHX 00pa3iB JOIUIBHO BHKO-
puctatu BeiiBner-ananis, sikuii 6a3yeTbcsi Ha BUKOPUCTAaHHI BEUBIIETIB, 1110 SBJSAIOTH COOOIO
MaTeMaTU4H1 QYHKLIT Ta TO3BOJSIOTh aHAJI3yBaTU Pi3HI YaCTOTHI KOMIIOHEHTH. Y 3arajibHO-
My BUIAJIKy TaKui aHalli3 BIIOyBa€eThCs B IUIOIIMHI: BeHBIIET KOe(IlieHT — yac — piBeHb. Cami
BEWBJIET KOEQIIIEHTH BU3HAUYAIOTHCA IHTETPAJIbHUM IEPETBOPEHHAM curHaiy. OrTpumasi
BEUBJIET-CIEKTPOrPaMU MPUHILUIIOBO BIAPI3HSIOTHCS Bif panaiB Dyp’e TUM, 10 AAIOTh YITKY
MIPUB 3Ky CIEKTpa OCOOIMBOCTEN CUTHANY 110 4acy. TpeTii Ta 4yeTBepTUH KPOKH pO3IMi3Ha-
BaHHA 00pa3iB, sIK MpaBWIO, 00 €IHYIOTbCS y cucTeMi po3mnizHaBaHHsa o0pasiB (CPO) Ha oc-
HOBI BUKOPUCTaHHS HEMPOHHUX Mepex. TpaauuiiiHa A TaKOro MiAX0Ay L0J0 BUPILIEHHS
3a/la4 po3Mi3HaBaHHS 00pa3iB HellpoMepe)keBa apXiTeKkTypa — OaraTolapoBHi IEpCenTpoH.
BpaxoByroun HanmaropKeHICTh MPOTPAMHKX 3aC00IB Ta 3aTHICTh /10 aJJaITUBHOTO MiJIAIITY-
BaHHSA B YMOBAaxX JAMHAMIYHOI PO3MUTOCTI TEXHOJIOTTYHOI iH(opMallii, came el MareMaTHy-
HUH anapat JOLUUILHO BUKOpUCTOBYBaTH Juist ctBopeHHs CPO [2-5].

[licng BU3Ha4YeHHS BUAY IEPEIIKOAM BUPIIIYETHCA 3aJadya CHUHTE3y KOMIIPOMICHO-
ONTUMAJIbHUX TPAEKTOPid pyxy moOuibHOro PM y konduiktHOMY cepenoBuii. s po3-
B’s3aHHS JIaHOI 3a7a4l 3alpOIOHOBAHO METO]I 0araTOKpHUTEPIATFHOTO TUHAMIYHOTO MPOTpa-
MYBaHHsI, CyTh SIKOTO IOJIATAE B HACTYHOMY [6, 7].

Binnpasha 3amaua npuBOAUTHCA 1O TUCKPETHOro BUAY. Jljig bOro 06sacTh MpoCTOpy

CTaHiB, 10 HAC LIKaBUTbh, HAKPUBAETHCS N-apHOIO Mepexer N W N xoeox N IIpH 1bO-
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My BBaXKAETHCS, 110 300paXkytoul TOUKU pyxy PM MOXxyTh nepemiiyBaTucs TUIbKU 3 OJJTHOTO
BYy3J1a LI€T MEPEX1 IO 1HIIOTO.

Bysnu Mepexi, po3ramoBaHi B 3a00pOHEHUX 00sacTsaX, OyneMo Ha3uBaTU 3a00pOHe-
HuMu Toukamu. lllykana Ttpaextopis pyxy PM He Moxe mpoxoauTu yepe3 Il TOUKU Hi 3a
KX 00CTaBHUH.

VY By3max Mepexi, po3TamoBaHUX y Oe3mocepenHiil OMM3bKOCTI BiJ KOHQIIKTYIOUNX
IpeIMETIB Ta MEXK 3a00pOHEHUX 30H (B TOMY BUIAJKY, AKIIO HAOIM>KEHHS 10 3a00pOHEHUX
30H He0aXaHO), PO3MIIIYIOTh (y*,x*) — TOYKHM-HOCII MMOTeHIiany Hebe3neku. Yl HI By3JIn
MEpeki € TOYKaMU JOMYCTHUMOi 00J1acTi, B AKIM 1 BUKOHYETHCSI MOIIYK ONTHUMAJIBHOI TPa€K-
topii. Jlami is KOXKHOT TOYKH 3 JOIMYCTUMOI 00JIacTI BU3HAYAETHCS CyMApHHUM MOTEHITIAI
O5u3bKOCTI 10 KOHQUIIKTYIouuX npeametis (P ). JlokuHa nuisixy / XapakTepU3yeThCs J10B-
KHMHOIO IepeXoTy 3 piBHA j —1 1o KoOpAuMHATI Y Ha piBeHb j . IIpu 11bOMy BBaXKa€ThCs, 110
«cBiit» PM, 3HaxoAsiunch B OJIHIN 3 JOMYCTUMHX TOYOK Ha j —1-My piBHI MEpexi, MOXKe Ie-
PEXOAUTH JIUILIE B OJHY 3 JOIYCTUMHX TOYOK Ha j -MY PIBHI.

BpaxoByrouu Te, 110 KpUTEpid Y , AKUH OIIHIOE HEOe3NeKy BiJ 30IMKEHHS «CBOTO» Ta
«ayxoro» PM, noBuHeH MiHIMI3yBaTHCs, BUOpaHa QyHKIIS W :y/(Rmin), SIKa 3MEHIIYEThCSA
IIPU 3pOCTaHHI1 BIACTaHI MDK HUMHM ( R, — BiACTaHb MK MOOUIbBHUMH PM).

3ajaya CHHTE3Yy ONTHUMAaJbHOI TPAEKTOPIl pyXy B 3aJaHUX YMOBaX pPO3B’SI3YETbCS Me-
TOJOM JIMHAMIYHOI'O MPOTrpaMyBaHHs 3 y3araJlbHEHUM KPUTEPIEM ONTUMAJIBLHOCTI 10 HEJIHIH-
Hiil cxeMi koMiipomiciB. [Ipu 11boMy U1 BU3HAUYEHHS ONTUMAaIbHOTO 1UIsiXy PM B KOXHY m -
y JIOIYCTUMY TOUYKY IO KOOPAMHATI X j-rO PIBHA M0 ) Ha KOKHOMY KpOIll pO3B’A3YEThCS
¢byHKUiI0OHANBbHE pIBHSAHHSA bemiMana

®(j,m)=min[Ad’" +D(j-1,i)} jeL.]], )

iel JoLi
3 TPAaHUYHOIO YMOBOIO CD(O,s): 0, ne j — KUIbKICTb PIBHIB IEpeXoay 10 KOOpAUHATI ) Ha
Mepexi; [, — KUIbKICTb JOMYCTUMHX TOYOK Ha j — 1 -My pIBHI MEpexi; § — HOMEp M0YaTKO-
BOI TOYKH 10 KOOPJAMHATI X Ha HYJIbOBOMY PIBHI MEPEXI; CD( j,m) — CyMapHi BTpaTH IO y3a-
raJIbHEHOMY KPHUTEpIIO0 ONTHUMAJIbHOCTI MPU MEPexXoAdl 3 MOYaTKOBOI TOYKHU (O,S) B TOYKY

( j,m) Mepexi; Adbi;"f,i — IPUPOILIEHHS y3arajJbHEHOT0 KPUTEPIO MiJ Yac Nepexoay 3 TOUKU

(j—l,z') B TOUKY (j,m) MEpexKi.

B y3aranpHeHuil kputepiil SKOCTI BXOJSATh TpU NpuBaTHUX Kputepii. [lepmmit (P ) ki-
JIBKICHO BH3HAUa€ CTYIIHb HeOe3MeKH HaOMMKEHHS 10 KOHQUIKTYIOUMX IpeameTiB. Jpyruii
(/) — xapakTepusye NOBXKUHY NEPEXOIy 3 TOUKHU ( j—l,i) B TOYKY ( j,m) Mmepexi. Tperiit
MpUBAaTHUI KpuTepidl (y ) BU3HAYA€ CTYIIHb HEOE3NEKU HAOIMKEHHS 10 PyXOMOTO «Uy»XKO-
ro» PM min yac nepexoy 3 TOUKU ( i —l,i) B TOUKY ( 7 m) Mepexi.

CtpyKTypa y3arailbHEHOTO KPUTEPit0 OYAYEThCS B BIIMOBIAHOCTI 3 METOAOJIOTIEI0 HEMi-
HIHHOT CXeMH KOMITPOMICIB [6-7] Ta BUBHAYAETHCS BUPA30OM

Aq)]:,m _ Pmax + lmax ll[/max

.= — + —
TR =P L =T e~y @

max j.m max J-Li J-Li

V SKOCTI ONTHUMalIbHOI Ha piBHI j BHOMPAETHCS Ta MOMyCTHMa TOYKAa JAHOTO DIBHS,

SKI BIINIOBIIAa€ MIHIMyM CyMapHUX BTpaT 3a y3araJlbHEHUM KpPUTEPIEM ONTHUMAJIbHOCTI (2).
JocnimxeHHs, npoBeaeHi B [7-9] noka3zyroTh, 110 HalOUIbII MEPCIEKTUBHUMU /IS 110-

OynoBu PM € npuBoau Ha OCHOBI JIHIMHUX 1 AyroBux enekTpuuHux ABUryHis (JIZIE) uepes

Kpalli JAMHAMIYHI XapaKTepUCTHUKU OCTaHHIX. Tomy, posrisiHemo po6oty miatdpopmu PM
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JIAE/] B 0AHOKOOPAMHATHOMY PEKHUMI Ta IPUBOY poOOTa-MaHIMyIsTOpa B 6GaraToOKOOpIu-
HaTHOMY PEKUMI PYyXY.

XapakTepHOIO 0COOIUBICTIO pOOOTH CEPBOABHUIYHIB B IpUBOAax pyxoMux PM e Te, mo
11 4ac iXHbOI poOOTH MPAKTUYHO BIFCYTHI PEXKUMH YCTaJICHOTO pyXy. ToMy MOCHIIKEHHS
poOOTH JIHIHHOTO €JIEKTPUYHOIO JIBUTYHA MOCTIMHOTO CTpyMy IMPOBOJMIMCH M Yac mepe-
XITHUX TporieciB. s mpoBeneHHs MOCTiKeHb Oyia OTpuMaHa JUHAMIYHA MOJIETh POOOTH
JHIKHOTO eJIEKTPOABUTYHA MOCTIHHOTO cTpyMy (puc. 1) mix yac nepexigHux npouecis. Jlana
MOJENb J103BOJIMJIA IIPOBECTU JOCIIPKEHHS POOOTH CEpBOJBUTYHIB MiJ] Yac PO3rOHY, rallb-
MyBaHHS, 3MIHH HAaNpsMy pyXy, BU3HAUUTH YMOBM 3MIHHU XapaKTepy IMEpeXiIHUX IPOILECIB
(amepiouyHMil 1 3aracarouuil KOJMBAJIbHHI), OLIHUTH BIUIMB CHJI TEpTS, OJHOOIYHOTO
MarHiTHOTO TsDKIHHS Ha pOOOTY CepBOJBUTYHIB.

Puc. 1. Cxema po60TH JIHIHHOTO €1EKTPOABUTYHA

VY sKocTi AMHAMIYHOT MOJienl Oyia BUKOPHUCTaHa CUCTEMa 3 JIBOX piBHsHB. llepiie piB-
HSIHHS — 11€ PIBHSHHS PyXY CEPBOABUIYHIB Y3J0BK IUIIXOBOI CTPYKTYpH (11O OJHIN KOOpAU-
HaTi). [lpyre — tuHamMiuHa XapakTepUCTUKA EIEKTPUYHOTO ABUTYHA MTOCTIHOTO CTPyMY:

F,—mV—F,=0;

: k® kD> ’ (3)
TF,ZZ+F,ZZ_TUH +TV:0

ne F, — TArOBE 3yCHIUIA JIHIAHOTO ENEKTPOJBUTYHA; M — Maca PyXOMOI'O €JIEMEHTY JIHIA-
HOTO €JIEKTPOJIBUTYHA; [, — CHJIM OIOpYy; T — BjacHa (EJIeKTPOMAarHiTHa) IOCTIMHA 4acy;
U, — niaBeJeHa 30BHILIHS HAIIPYra; k — KOEQILIEHT NpOoNopLiiHOCTI; @ — MarHiTHUN NOTIK;
R — onip 0OMOTKH SKOpS.

JlocnipkeHHsl AMHAMIKY MAaIllMHU TOJISIrajo Yy BU3HAYEHHI 1 aHajli31 YaCTKOBUX PIlIEHb
OTpUMaHUX TU(GEPEeHLINHUX PIBHSAHb PYyXY, L0 BIAMOBIAAIOTH JESKUM XapaKTEPHUM PEXHU-
MaM poOOTH.

Tak, oTpumani 3aexHocTi V' (¢) mig yac po30iry, raJbMyBaHHS 1 3MiHI HapsSIMYy pyxy
JUTSI BUTIQJIKIB allepioAMYHOTO 13aracarodoro KOJUBAIBHOTO MPoIleciB (puc. 2(a-B)).

JlocnipkeHHsT ToKa3aiu: yac po30iry 1 yac 3MIHM HANpsIMKY pyXy HE 3alieKaThb BiJ ce-
PEAHBOI IBUIKOCTI CTAJIOrO PyXY; Yac rajibMyBaHHS 3aJIeKUTh Bl XapaKTepy MepexiTHOTO
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MIPOILIECy — Yac raJibMyBaHHSI MEHIIIE TO1, KOJIM KOPEHI XapaKTEepUCTUYHOTO PIBHSHHS HEPIBHI
TICHI.

YMOBOIO CTIMKOCTI allepioAUYHOTO MPOLIECY € HEPIBHICTD
1 ko

>0-
47> Rt M

I yac MozenoBanHs OyJI0 OUIHEHO BIUIMB CUJI OJHOOIYHOIO MAarHiTHOTO TSKIHHS F,
1 cu Tepts F,, B KIHEMaTHMYHHX I1apax HA pyX PyXJIUBOTO MOAYJ, 110 y E€PIIOMY PIBHSHHI
cucremu (1) nokasani Ak F,. OTxe, B ycTalleHOMY PyCl IIPH IOCTIHHOMY TATOBOMY 3yCHILII
(F; = const ) BOHU Oy/lyTh BIUIMBATHU TUILKU HA CEPEHIO MIBUIKICTb PYXY MOJIYJISL.

JlocnipkeHHs MMoKas3ali, 10 ICTOTHUHN BIUIMB HA XapaKTep PyXy BUXIIHOI JIAHKH JIBUTY-
Ha Ma€ 3MIHa HaBaHTAXEHHA. Y I[bOMY BUIAIKy YMOBA CTIAKOCTI anepiofMyHOTO MPOIIECY 3
ypaxyBaHHSM BIUIMBY KOPHCHOTO HaBaHTa)KEHHS Ma€ BUTJISL:

47 k*D?
>—
R

M

VY 3aranpbHOMY BHMAAKYy 30UTHIIICHHS HaBAaHTAXKEHHS MPU3BOIUTH J0O 30UTHIICHHS CHII
OTIOPY, a 30UTBIIIEHHS KOPUCHOT MacH, TIEPEMINIyBaHOT MOIYJIEM, KpIM TOTO, 1 10 30UTBIIICHHS
CWJIM IHEpLIi.

aV,mlc
3aracarouymii KOJIMBaJIbHUHN MPO-
338+
2751
213
1.5
0.88 . N
arnepioAnYHuM npoiec
R -
0 013 025 038 05 063 075 088 1
a 0
sV, mlc
1.67 . N
arnepioAnYHuM npoiec
0.33— L L : 1 L L ]

0 ) U : T ) 1
13 025 038 05 063 075 088 1

3aracaroymii KOJIMBaJIbHUN PO~
1ec

B
Puc. 2. 3anexHictp V(t) i1 yac po30iry (a), ranbmyBaHHs (0), IpU 3MiHI HAPSIMKY PyXy (B)

Ha puc. 3(a-06) rpadikamu mokazani 3anexxHocTi V() mig gac po30iry Jyisi BUTIAIKIB
anepiouYHOTO 1 KOJIMBAJILHOTO mpolecy. Ak BuAHO 3 rpadikiB puc. 3, a y BUMAJKY anepio-
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JUYHOTO Ipoliecy 30UIbLIeHHS Mach M TpHUBOJAUTH J10 30UIbILIEHHS Yacy po30iry. Y Toi xe
4yac, MPHU 3aracarodoMy KOJMBAJIBHOMY IMpOIECI Yac pPo30iry 3ajuIlacTbCsi TUM CaMHUM
(puc. 3(0)).

Sk npuknan Oyna nociiakeHa podoTa po3paxyHKOBOTO JIHIHHOTO €JIeKTPOABUTYHA T0-
CTIAHOTO CTpyMy. Y pe3yibTaTi IOCHIIPKEeHb OyJIu OTpUMaH1 OCHOBHI JUHAMIUHI XapaKTepuc-
THUKH LIbOTO JABUTYHA: €JIEKTPOMEXaHIuHa MOCTIHA Yacy, yac MOYaTKy pyxy, yac po3Oiry 1o
MIBUIKOCTI CTAJIOTO PYyXY, Yac TalbMyBaHHs, yac 3MIHU HANPSIMKY PYXY.

_V,M/c

V m/c

1 1
0 0.083 0.25 0.33 0.42 0.5

Puc. 3. BmuB p ta F,, Ha po30ir npu anepioguuHOMY Ipoleci (a), IpH 3aracatodoMy Ko-
JTUBAIbHOMY Tiporieci (0)

TakuM 4MHOM, OCHOBHUMH pe3yJbTaTaMH JAOCIKEHb POOOTH JIHIHHOTO €IeKTPOJIBU-
ryHa MOCTIHHOTO CTPyMYy B OJHOKOOPJAMHATHOMY PEXHUMI pOOOTH CTalld: MaTeMaTU4YHA MO-
nesib poOOTH JIIHIMHOTO €JIEKTPOABUTYHA MOCTIMHOTO CTPYMy Il Yac MEPEXITHUX MPOLECIB;
aHAJIITUYHI 3aJIEKHOCT] IBUJIKOCTI PyXy PYXJIMBOTO MOJIYJS JABUTYHA IIiJ] 4ac PI3HOTO POLIY
MEepex1THUX MPOLECIB; BU3HAUYEHHS BIUIMBY CHJI ONOPY 1 KOPUCHOTO HABAHTAKEHHS Ha Xapak-
Tep poOOTH ABUTYHA; BU3HAUEHHSI YMOB 3MIHU XapakTepy MepeXiIHUX MPOIIECIB.

Ha nactynHomy erami Oyno NpoOBEAEHO JAWHAMIYHE MOJEIIOBAHHSA POOOTH MPUBOILY
(puc. 4). Bin micTuTh (epoMarHiTHy XpecTonoAi0Hy HUIIXOBY CTPYKTypy 1, ABa mpoMeHi
SKO1, pO3TallOBaHi MEPIEHIUKYISIPHO OJUH A0 OJIHOTO, HECYTh Ha cOO0l [0 OJJHOMY PyXOMO-
My MOJyJII0 — JiHIHHOMY IBUTYHY 2. [HII1 ABa MpOMEHI HecyTh Ha coOl HanpsAMHi onopu 4 (B
IHIIOMY BapiaHTl 3aMiCTh HANpPSIMHHUX ONOP MOXYTh OyTH BCTaHOBJICHI 1€ JIBa JIHIAHUX
eJeKTpoIBUTYHa). Ha KopIryci KO’KHOTO JTIHIMHOTO JABWTYHA Ta HA KOXKHIA HAMpsSIMHIA OTOpi
BCTAHOBJICHO OTNOPH KayaHHs S, TJIOIIA/IKa-OCHOBA SKUX BUIBHO OOEPTAETHCS HA IMIIIIUITHU-
Ky KauaHHs. B omopax kayaHHsI 5 BCTaHOBJIEHO, 3 MOXJIMBICTIO BUIBHO PyXaTHUCh, (pepomar-
HITHE KUIbLE 3 3 TPUKYTHOIO IUIOLIA/IKOI0-OCHOBOIO MiIHOMHUX MexaHi3MiB. Ha kopmyci on-
HOTO 3 PyXOMHUX MOAYJIB 2 a00 Ha OJHIN 3 HAIPSIMHUX ONOP 3, BCTAHOBJIEHO HAYKTOp 6 1y-
TOBOTO €JIEKTPOJABUTYHA.
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Puc. 4. 3aranpHa cxema IpUBOIY

Mertoro gocaikeHb 0yno pilieHHs OpsSMOi Ta 3BOPOTHOI 3ajjau IPOrpaMHOro KepyBaH-
Hs. [locTaHOBKA 33124 MPOrpaMHOro KEpyBaHHS, @ TAKOK METOJU IXHHOTO PILIEHHS HIUPOKO
npencrasieHi B podorax A.C. Iamiynina, A.M. JleroBa, U.A. Myxamer3siHoBa, P.I". Myxap-
nsimoBa, M.3. KonmoBcbkoro [10-12]. V nilicHiil poOOTI 111 METOIM BUKOPUCTAHI IS MOIEITIO-
BaHHS 1 pO3paxyHKy 3alIpOIIOHOBAHOTO NpuBoAYy. KpiM Toro, Juist BUpilleHHs LUX 3aAa4 0yio
pO3po0IeHO MaTeMaTUYHY MOJIEIb 8], sika onucyeThCs piIBHAHHAMH (4-9).

y X x| ( XX XX’
my +me +my +(my +my)=—— +my,——— |5+ (my +my, | ——+ —— |-
r—Xx r=y r —Xx (r —x)

Yy X . XX
_{(m/:_mc)rz—_yz_(mD"'mE) r — +MB\/I” = }’JFJEer

“4)
xx’ xx(2yy - xx) xi(xx = yp) 3 'y’
+m + (m - +
e (2—y2)2 \/(r - )3 \/rz_yz \/(rz_yz
2 2 2
:(FaA_FAn_FCn)u (F —Fy, — £} ) (FBk+FDk)l_FE;’
r r r P
2 -2 3.2
mB+mD+mE+mK+(mA+mc)% j}+(mA+mC Zyy >+ Yy > | =
oy -y (2_y2)
y X .
—((m,+m, )———+(m, + m -m X+
{( 4 c) X ( D E/\/r — B\/rz—yz} %)
j/)'c i X x’x
+2m, >+ (mD+mE

SR ST
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Xyxy

.2

x —
My \/rz_y2+\/(r2_y2)3 -
2

2 2
re—x y 1 r
:(FaB_FBn_FDn)—z"‘(FéA_FAn_FCn)_z_(FAk"'FCk)_"'FEﬁa
r r r rr—y
1 ..
Emkrqu:FaEr_(FAk+FBk+FCk+FDk)r’ (6)
: k® k*®’
TF;?A"‘F;?A_?UA"'TVA:Oa (7)
. 2@2
Foy + By = 22U, 40, =0, ®)
. 2@2 )
TF6E+F(.}E—%UE+ICR rg=0, )

ae m,, My, M., My, M, —MacH PyXOMUX MOIyNIiB A, B, Hanpasustouux onop C, D, iHAyK-
Topa E 1 KUIbLS BIANOBIAHO; 7 — pajlyCc KUIbLS, X, V, (¢ — y3arajbHEHI KOOpJUHATH;
F

i Fop» F,p — pyIiiHI cunu niHiHUX ABUTYHIB 4, B 1 nyrosoro asuryHa E; F, , F, , F,, ,

F,, — cunu TepTs, K1 BUKIMKaHI PyXOM PyXOMHX MOJYJIB JIIHIAHUX JBUTYHIB A, B 1 Hanpas-
nsrounx onop C, D; F,,, F,,, F,,, F,, — cunu Tepts, Kl BUKIMKaHI PyXOM KUIbII 110 OTIO-
pam KayaHHsL.

Tyt (4-6) — piBHSIHHS PYXy TPhOXKOOPAUHATHOTO MPUBOLY, a (7-9) — nMHaMI4HI Xapak-
TEPUCTUKHU JIIHIMHUX €JIEKTPOABUTYHIB 4 1 B Ta gyrosoro enexkrpojasuryHa C.

[Ipsima 3amava copmynboBaHa HACTYITHUM YMHOM: HEXail 3ajjaHl 3aKOHU 3MIHU KepYIo-
yux Hanpyr U ,(¢), U,(t), U.(f) Ha eneKTpoJBHUIyHaxX 1 IOYaTKOBI yMOBH, BU3HAUYUTH 3a-
KOH pyXy KuTbIls (Tuiatdopmu TpeHaxkepa). PimieHHs 1i€l 3a1a4l 3BOUTHCS 0 IHTErPyBaHHS
CUCTEMH pIBHSHB (4-9).

VY sKkocTi mpukiagy Oylio BUPINIEHO YaCTKOBY 3a/ady MpH SKid HA BXII OJHOTO 3 JIBU-
I'yHIB (B JaHOMY BMIIaJIKy JBUT'YHA A) mojaaHa noctiiHa Hampyra (U, = const ), a sSKipH1 00-
MOTKH JIBHUTYHIB B 1 E BumkHyTi. [ToyatkoBi ymoBu — x(¢) =0, x(¢1) =0, y() =0, y(@) =0,
() =0, ¢(¢) = 0. Pimenusam 3axadi € 3anexuocti x(¢), V. (¢), y(©), V, (), o) 1 o).

Ha puc. 5 nokazano po60oTy npuBojy B yMOBax KOJIM Ha BXiJ ABUT'YHa 4 MOJaHa I0-
criiina Hanpyra (U , = const ), a sKIpHI OOMOTKHU JBUTYHIB B 1 E yBIMKHYTI. IIpu npomy, kpim
PyXy B3110BX oci X, BiIOyBa€eTbCs TAKOXK PyX B3JI0BXK Ocl Y Ta KyToBe nepeMiiieHHs. [iicHo,
3riiHo 3 rpagikamu (puc. 5) B ABUTyHax B 1 £ 3’IBISIOTBCSA €JIEKTPOMArHiTHI 3yCHILIS, SKi
MPU3BOIATH J0 BIAMOBIIHOTO PyXy KUTBIIA.

Jliia xepyBaHHS poOOTOI0 IPUBOJY BUHMKAE HEOOXITHICTh pO3B’A3aHHS 3BOPOTHOI 3a-
Jlaul IPOrpaMHOr0 KEpPyBaHHs, a caMe OTPUMAaHHS 3aKOHY 3MIHM Kepyrouux Hampyr U, (r),
U,(t), U,(t), o 3abe3nedyBanu O 3A1HCHEHHS 3aaHOTO IPOTPaMHOro pyxy Kuibus. dop-
MaJibHe PIIIeHHs TaKoi 3ajaui Oy/ie MoJIAraTi y HaCTYIHUX KPOKax: MJICTaBUTH B PIBHSIHHS 4-
6 PIBHSAHHSA 33JaHOTO MPOTPAMHOIO PYXY x(¢), 1(f), ¢(¢); BUSHAYUTH 3 CUCTEMH PIBHAHB 4-6
3aKOH 3MIHM TATOBMX 3YCHIIb IBUTYHIB F (), F,(t), F,(¢t) Ha IPOrpaMHOMY PYCi; BU3HAYMTH

U,(@), Uy(t), Uy(¢) 3 piBHAHB 7-9.
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P H
2:10%
1.67-10°
1.33-10° |
1-10* 4
6666.67 -}
333333 |
1 T T T ‘I!
0 0.029 0058 0.087  0.12 0.15 0.17
t,c

Puc. 5. 3anexnocti F (t) IIPY 110J1a41 MOCTIMHOT HAIPYTU HA IBUTYH A MPH YBIMKHYTHX SIKIp-
HUX 00OMOTKax JABUTYHIB B, E

OpHak, Ha IpaKTHlll, MO-NepIle, He Ui BCAKOrO PyXy 3HalWJeHe TaKUM IUIIXOM Kepy-
BAaHHS € MPAKTUYHO peali3yeMUM; MO-Apyre, MOJABUIM HA BXIJ JBUT'YHA KEpyrOuy Hampyry
U(t) , HaliieHy pIIICHHAM 3BOPOTHOI 3a/a4i, 331aHOr0 NpOrpaMHOTO pyXy He Oyje 4Jepes Te,
10 OTPUMAaHUM PyX € JIUIIE YACTKOBUM PIIIEHHSAM CUCTEMHU PIBHAHB 4-9, KUl 311HCHIOETHCS
3a MEBHMUX MOYATKOBUX YMOB, BUKOHAHHS SIKUX HE 3a0€3MeuyeThCcsl 0OpaHUM KEpyBaHHSIM.

Tomy nana 3amauda BUpINIyBajgach YUCICHHUMHU METOJaMH. PieHHS OKpeMoi 3 Takux
3a/1a4y mokaszaHe rpadikamu Ha puc. 6.

V,m/c

Puc. 6. 3anexnocri V(x) IIPU PI3HUX 3HAUYEHHAX KEPYIOUOi Hapyru

TyT BupilieHa 3a1ada Juis peanizallii pIBHOMIPHOTO MpsiMOJIiHIIHOTO pyxy PM nuisixom Bin-
TBOPEHHS TUIBKU MIKOBUX 3HAYEHb PUCKOPEHb.

BucHoBxku

TakyuM 4MHOM, Ha OCHOBI CyMICHOTO BUKOPHUCTaHHSI METO/IB pO3Mi3HaBaHHs 00pa3iB Ta
OaraTokpuTepiabHOT ONTUMI3ALI] 3a0e3MeuyeTbcs BUPILIEHHS 3a/1a4l CHHTE3Y KOMIIPOMICHO-
ONTUMAJIbHUX TPAEKTOPIN pyXy MOOUIBHUX POOOTIB-MaHINYISATOPIB 3 PO3Mi3HABAaHHAM Iepe-
IKOA B KOHQUIIKTHOMY cepenoBuill. OCHOBHUMU pe3yibTaTaMH JOCTIHDKEHb € OTPUMaHHS
CYKYITHOCTI MaT€MaTU4YHUX CIIBBITHOIIEHb JJIsl pO3paxyHKy pyxy PM Ta nuHaMidHHX Xapak-
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TEPUCTUK JIHIMHUX €JIEKTPOJIBUTYHIB MOCTIHHOTO CTPyMY, SIKI BIIPI3HSIFOTHCS Bifl BIIOMHUX
THM, 1110 BPAaXOBYIOTh CHJIM, SIKI BUHUKAIOTh IPH PO3TOHI, rajlbMyBaHHI Ta 3MiHI HalPSMKY
PyXy; po3po0ieHa MaTeMaTUYHa MOJENb pyxy miatgpopmu PM 3 6aratokoopAMHaTHUM €JIeK-
TPOMEXaHIYHUM NpUBOJOM Ha ocHOBI JIZIEJ] 3 BUKOPUCTaHHSIM OTPUMAaHUX 3aJI€KHOCTEH
MDK KEpYIOUMMHM HAlpyrami Ta 3MiHaAMH KOOpAMHAT 00’€KTa KepyBaHHSA. TakuM 4MHOM BHU-
3HAYEHO 3aKOHOMIPHOCTI (PYHKIIOHYBaHHS npuBoaiB Ha ocHOB1 JI/IEJ] nmocTiliHoro ctpymy 3
METOI0 CTBOPEHHS €JEKTPOMEXAHIYHUX IIPUBO/IIB MOOUIBHUX POOOTIB-MaHIIY/ISTOPIB.

Cnucoxk jgitepatypu

1.

2.

10.
11.

12.

[enmuxoB E.®. DOxonomuueckast s¢pdexkruBHocTh uHHOBanuii: [Monorpadus| / E.®D. [Tennxos;
Hap. yxp. akan. — X.: U3a-Bo HY A, 2005. — 167 c.
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MOJIEJINMPOBAHUE ABUXXEHUS MOBUJIBHBIX POBOTOB-MAHUITYJISATOPOB

PaccMoTpeHbl MeToAbl MOJEIUPOBAHUS JIBUKEHUS MOOWIBHBIX pPOOOTOB-MaHUIYISTOPOB
(PM) ¢ pacno3HaBaHMeM NpensTCTBUN B KOHQIUKTHOU cpene. IIpoBeneHo monenupoBaHue
paboThl JIMHEHHOTO AMEKTPOABUIATENS MOCTOSHHOIO TOKA B OJIHOKOOPJIMHATHOM PEXHUME U
MpHUBO/JA MIATPOPMBI poOOTAa-MAaHUIYIISITOPAa HA OCHOBE JIMHEMHBIX U AYTOBBIX AJIEKTpUYEC-
KHUX JIBUTaTelled B MHOTOKOOPJIMHATHOM PEKMME JIBHKEHUS BO BPEMsI IEPEXOIHBIX MPOLIECc-
COB.
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S. Lenkov, S. Shvorov, D. Chirchenko
MODELING THE MOVEMENT OF MOBILE ROBOT-MOUNTED

Considered methods for modeling the movement of mobile robot (RM) in recognition of ob-
stacles in conflict environments. The modeling of linear motor direct current in single mode
and drive platform robot manipulator based on linear and arc electric motors in a multi mode
traffic during transients.

Keywords: robot-mounted, multicriteria synthesis, routes, linear and arc motors, obstruction,
neural network
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DETECTION OF DIGITAL IMAGE BLURRING TRACES
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In this paper we develop and implement a method to separate digital image that was subjected
to blurring operation from not processed one. Digital image blurring traces indicate the
possible digital image falsification.

Keywords: image falsification, digital image blurring

Introduction

The considerable increase of unauthorized changes of digital images (DI) by software
tools (Adobe Photoshop, Adobe Illustrator, CoreIDRAW, etc.) causes an extraordinarily
actual problem of such falsifications recognition. As we know from practice and relative
papers blurring is often used while DI tampering. Sometimes it can be concluded that the
presence of digital image blurring (IB) traces indicates the possible DI falsification. In
accordance with [1-3], singular values (SV) and singular vectors of DI matrix determine the
informative system. Accordance between energy and singular spectrums of signal matrix is
determined in [1, 4, 5]. By this accordance while using of IB singular values diminish as
follows: SV, that correspond to the high-frequency constituent of DI signal (the least and the
middle ones), are subjected to the largest changes. Speed of their increase will be near to zero
(thus, the more radius of IB, the less difference of increase speed from zero), unlike increase
speed of the least SV of not blurred image (Fig. 1, see SV 6-12).

We will use this feature of singular spectrums for separation of original DI from blurred
one.

We’ll also automatize this process. To reach our aim it is necessary to decide following
problems:

= To choose the way of small and middle (most informative in this task) SV
presentation for valuation of their conduct;

= To get the threshold values for separation of blurred DI from not blurred one.

Determination of threshold values for image blurring detection

To present small and middle SV of DI matrix we will use the polynomial of degree 1 as
approximating function. It is necessary to valuate increase speed of the least SV of DI matrix.
So we can receive numerical parameters and threshold values for separation of blurred DI
(BDI) from not blurred DI (NBDI).The computing experiment with more than 400 different
DI produced by modern photo cameras in the jpeg-format was carried out. DI were blurred by
filter of Adobe Photoshop “Blurring on Gauss”. This filter is chosen because of its high-usage
in different aims, including the concealment of DI falsification tracks. We’ll examine case
when blurring radius is equal to 1. This is the most difficultly “caught” situation. The blurring
radius increase leads to differences increase between BDI and NBDI.
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Fig. 1. Interpolating spline powers of one for SV set of testing DI; 1 — origin DI; 2 — blurred
DI (radius 1); 3 — blurred DI (radius 2)

Proof of DI authenticity is the important task in many areas of human activity and in
particular in judicial trials. DI can be used as a material proof. Its quality must be acceptable.
This means that artifacts presence on an image is impermissible. Besides, image’s bad quality
causes a doubt in authenticity not allows to examine it as a material proof. One can save DI in
jpeg-format using different values of “quality” O (Q takes on values 0, 1,.., 12 at Adobe
Photoshop). It was determined by the subjective ranging, that DI artifacts are noticeable to a
greater or less extent at O €{0,1,...,7}. Good visual perception is arrived at 0 =9, 0=10.
Therefore further researches are carried out forQ € {8,9,10}. Obviously increase speed of
small and middle SV for BDI differs from analogical description for NBDI, when an original
image is saved in the best quality (Q =10). Really, NBDI contours will be the clearest in this
case; the signal high-frequency constituent will be the most considerable. Increase speed of
the least SV of DI matrix will be the greatest in comparison withQ =8, 0 =9. There by the
effect of the least SV and their increase speed diminishing will be most noticeable under
blurring. Most “complications” will arise up at Q =8, because high-frequency constituent of

signal is quite small in itself in this case.
Let F is testable DI nxm matrix. We break up this matrix into 8 x8 blocks standard
character [6]. The total amount ( B) of blocks will be equal

B {g“%} = O(mn), (1)

where [o] is argument’s integer part. For each block we calculate the set of SV. We build a

linear approximating function for five the least SV of every 8x8 block. The angular
coefficient of the approximating function is the approximate value of SV increase speed. We

put the [g}x[%} matrix in accordance to testable DI. Every [g}x[%} matrix element

corresponds to a 8 x8 block with the same indexes and is equal to increase speed of the least
five SV of block. We’ll call this matrix “matrix of increase speed” (MIS). MIS differ
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qualitatively for NBDI and BDI. To automatize the process of recognition we create the
vector of mean values (VMV). VMV is the result of MIS values column-wise (row-wise)
averaging. Graphic VMYV presentations and VMV approximating linear functions are given in
Fig. 3 for DI “MASHA” (Fig. 2). To watch the range of values for basic part of MIS elements

before and after IB we enter two parameters: maximal (VMV,__ ) and mean (VMV,) values of

VMV. It is necessary for these parameters to find the threshold value separating BDI from
NBDI. As experiment shows the threshold value is equal to 1. So, if

VMV, >1 A VMV, >1,

then the image is not blurred; if

VMV, <1 A VMV, <1,

then the image is blurred or does not contain contours. However, by virtue of the examined
task specific, probability of analysis an image without contours is extraordinarily small. A
variant is possible in practice, when

VMV, >1 A VMV, <1. )

Fig. 2. Testing digital image “MASHA”

This may happened when an image produced in the mode “macro survey” or when Q=38

(and less than). Additional researches are required in this case. For greater visualization of
results distinctions the aggregate of graphics (further — resulting aggregate (RA)) is put in
accordance to MIS. Each graphic corresponds to MIS column and reflects dependence
between a column element number in and its value [2]. RA for image “MASHA” is presented
in Fig. 6, where every RA graphic has an individual color. Apparently, range of values (RV)
for most “density” of RA for NBDI much wider than analogical description for BDI; iterated
blurring does not change a qualitative picture practically, as compared with primary blurring
(Figs. 4(b), 4(c)).An analogical situation is observed for VMV (Figs. 3(b), 3(c)). This feature
enables to improve conclusion about blurring of testable DI.
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Fig. 3. 1 — graphic presentations of VMV for test DI “MASHA”, 2 — linear approximation of
VMV: a — before blurring; b — after blurring (radius — 1 pixel); ¢ — after iterated blurring
(radius — 1 pixel)

Additional researches

One of possible reasons for origin (2) situation is a production of DI in the mode
“macro survey”, when the image means a sharp object (objects) on a blurred (unintentionally)
little informative background.

Degree of background blurring can be different at a macro survey. This depends from
parameters of photo camera, and also from distance to the object. In this case it is necessary to
resort to additional verification:

Step 1. Intentionally blur out a testable image. Use a minimum blurring radius.

Step 2. Build resulting aggregate and VMV for received DI.

Step 3 (analysis). Compare RA and VMV before blurring and after one. If the image
was already blurred, then undertaken blurring will change neither basic part of RA
fundamentally, nor VMV (Figs. 3(b, c), 4(b, c)). This will smooth out some largest values
only. If testable DI was not blurred out originally, then undertaken IB will be the first for the
image. This will reflects in RA and VMV (Figs. 3(a, b), 4(a, b)). Blurring is considered
primary if after IB implementation the range of RA values and is diminished in more than 2
times.
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Fig. 4. RA for DI “MASHA”: a — before blurring; b — after blurring (a radius is a 1 pixel); ¢ —
after repeated blurring (a radius is a 1 pixel)

To illustrate an efficiency of an additional verification we consider an example. Let’s
analyze DI (Fig. 5), produced in the mode "macro survey" and not exposed to intentional
blurring. The program, realizing the developed algorithm, reaches a conclusion (2). RA and
VMV for this image are presented in Figs. 7(a), 6(a). RA and VMV acquired the form,
presented in Figs. 7(b), 6(b) accordingly after intentional “suspicious” DI blurring. It is
obvious from comparison of Figs. 6(a) and 6(b) that diminished in more than 3 times after
blurring. Comparison of Figs. 7(a) and 7(b) shows diminishing for range of RA values in 3
times. It allows making conclusion that an image was not blurred originally.
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Fig. 5. DI in mode of “macro survey”

1.8 07
16 E nel
141 1
05k B
121 B 1

—

L
=
.

T
L

WValie of VIV element
o o
m m
\‘ )
! !
Walue of VIV element
[=] [=]
ta i
L.
! !

=
=
T
I

=
a
1
L
=]
L

1 1 1 1 1
0 10 20 30 40 a0 B0 70 a0 0 10 20 30 40 a0 =] 70 a0

]

]

Index of VIV element Index of VIV element
a b

Fig. 6. 1 — graphic presentations of VMYV for test DI, removed in the mode “macro survey”, 2
— linear approximation of VMV: a — before blurring, b — after blurring

[z}
1

o
T
1

Value of VIV element

Walue of WV element

5 10 D 5 W 15 M % WM B 4 45 &

Index of WIS element Tndex OEMS elemment
a b

Fig. 7. RA for DI removed in the mode “macro survey”: a — before blurring, b — after blurring

225



Vadim A. Mokritsky, Viktoria V. Zorilo

Computing experiment results

A computing experiment was conducted using MATLAB with more than 400 different
DI in the jpeg-format with a different “quality”. Images were produced by modern photo
cameras. DI was exposed to the operation IB in the Adobe Photoshop. Original and tampered
images were tested through intermediary of the developed and implemented method.
Experiment results confirm high efficiency of developed method. These are given in Table 1.

Table 1.
Efficiency of developed method
0=10 0=8
Amount of right answers (%) 90-95 80-86
Amount of right answers at additional verification (%) 99 95

Conclusion

The effective method of separation BDI from NBDI is developed. Its computing
complication is determined by the amount of blocks which the matrix of investigated DI is
broken up on. The offered method is maximally effective in the case when an image was
blurred as a whole. If IB was conducted only to pieces of DI, then it will be considerably
more difficult to detect blurring. In this case it is necessary:

1) To extract “suspicious” area of testable DI, that defiant doubts in authenticity;

2) To expose to the analysis containing a “suspicious” area part of image using the
developed algorithm.

At the moment authors are working on creation complex method of images falsification
detection. The offered method will be used as component in the complex method.
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BUSABJIEHHA HACJIIJIKIB PO3SMUTTSA HUD®POBOI'O 306PAXKEHHA

VY maniil ctarTi po3poOJICHO Ta peai3oBaHO MPOTPAMHO METOJ, IO JO03BOJISE BIIIUTHTH
HaBMHCHO po3muTe Ludpose 300paxeHHs Bl Hepo3MuToro. HaBmucHe po3MuTTsi uudpoBo-
ro 300pa)k€HHSI MOX€e BKa3yBaTH Ha Horo ¢anbcudikariiro.

Kurouosi cioBa: ganbscudikaiiist 300paxkeHHs, pO3MUTTS HU(POBOTro 300paxKeHHs

B.A. Moxkpuukuii, B.B. 3opuio

BBISIBJIEHUE TTOCJIEACTBUU PASMBITUS HUD®POBOI'O M30bPAXXEHU A

B nanHO# craThe pa3paboTaH M MPOrPaMMHO PEATM30BaH METOJ, IO3BOJISIONINA OTICITUTH
1 poBoe N300pakeHue, MOIBEPTHYTOE OTIepaIlK Pa3MBITHS, OT Hepa3MbIToro. HamepenHoe

pa3MbITHE TUPPOBOTO U300pPAKEHHUS MOXKET YKa3bIBaTh Ha €ro (hanmbcuduraiuio.
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The research field is computer steganography, namely, stego systems, which ensure secret
transmission of confidential information. The article considers the issue of improving the
noise immunity of the algorithm, developed to create stego messages in the conditions of the
ideal communication channel.

Keywords: steganography, information hiding, graph theory

Introduction

One of the topical, but at the moment incompletely solved problems is copyright,
protection of intellectual property rights and confidential data of digital format. An important
direction in solving this issue is the development of the methods of hiding information, in
particular, methods of digital steganography [1].

General feature of all steganographic methods is the fact that the secret message (SM) is
embedded in innocuous looking object or carrier. Digital images, videos, sound files, and
other computer files that contain perceptually irrelevant or redundant information can be used
as “covers” or carriers to hide secret messages. The cover object with the secretly embedded
message is then called the stego object. After embedding a secret message into the cover
image, a so-called stego image is obtained. This stego object is then transferred to other end,
there we have detector algorithm which extract the message from cover object.

In [2] a new staganographic algorithm was suggested (we will call it a Stego Graph) for
sending and decoding a secret message, based on the application of the graph theory. The
offered algorithm was developed for such information-hiding systems, where the capacity (C)
is maximized while providing the required secrecy of a stego channel, whereas the
requirements to the noise immunity are at the minimum.

The aim of this work is the improvement of noise immunity of Stego Graph, provision
of the possibility of its use in the systems, where noise is present.

Recently was developed a general approach to the analysis of information systems,
based on the perturbation theory and matrix theory [3]. These theories selected as tool to
improve the noise immunity a Stego Graph, that exploits cover image. A mathematical model
for digital image is a matrix.

Therefore, to meet the set aim, it is necessary to solve the following tasks:

= Detailed analysis of Stego Graph, enabling to point out the reserves to improve its
noise immunity;

= Analysis of the cover image matrix singular vector perturbation after embedding SM;

= Modification of the procedure of embedding SM into the cover image to change the
region of singular vector perturbation localization;

= Practical confirmation of the improvement of noise immunity of the Stego Graph by
a computing test and the comparative analysis of the results of its modifications work.
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Brief overview of Stego Graph

Procedure of embedding SM is based on changing the brightness of some pixels in the
primary image — f(x,y). Practical tests showed that to provide reliability of the perception of

a stego image (the embedding process not degrade the visual quality of the cove image), the
calculated brightness of pixel f'(x,y) must be within

f(x’y)_(SSf’(x’y)sf(x’y)"'é’ (1)

where & — maximum acceptable value of the deviation in the pixel brightness from the
primary value.

Research [2] offers an iteration algorithm — Algorithm 1 to divide an image into sub-
regions and determines threshold value for each sub-region.

To illustrate the work of the algorithm it is possible to consider the third block of image
Pout.tif dimension 8x8. Suppose 6 =15. This value is given experimentally for this image. In
the result of the Algorithm 1 work, the image will be segmented into four sub-regions with
gradation of brightness 214-184, 183-153, 152-122, 121-106 with corresponding values of
thresholds 7, =199, T, =168, T, =137, T, =114. Calculating 7, we applied operation of

rounding-off. Then we may perform threshold transformation of the image with an adaptive
threshold. The matrix of the primary image and the results of the transformation with an
adaptive threshold are shown in Figs. 2(a) and 2(b) respectively. Various tints of grey
represent four abovementioned sub-regions.

Thus, in the result of the threshold transformation we receive a binary matrix and,
further, we will use it to embedding a secret message.

To prepare SM for embedding into the cove image the graph theory is used. Basic data
and definitions on the graph theory can be found e.g. in [4].

A secret message is represent as a marked graph-tree and then matrix S us made out of
the tree according to the rule

2)

s,
" |1, if vertex v, adjacent v,

{0, if vertex v, don't adjacent v,
Algorithm of forming SM matrix — Algorithm 2 is shown in [2].
Suppose we have a given message with the length of 8 bits: {1,1,1,— ,-1,1,-1,— 1}, then

building a graph for this message and its matrix is demonstrated in Fig. 1.

The elements of the main diagonal are not used by the algorithm of hiding information,
therefore, in Fig. 1(c), showing matrix S, on the matrix diagonal graph vertex are numbered.
As § is symmetrical, it is possible to use one of its triangular sub-matrixes — lower or upper.
Analyzing the structure of lower sub-matrix S (to be specific) we notice that first 7 bits of the

secret message are built into the elements s, j=1,n-1, i=j+1,n, beginning from element

Sg7 -
Thus, moving upwards along the diagonal, which is lower than the main one, it is
possible to restore all the primary sequence, using a unit in the matrix cells as a sign switch.
For the eighth bit it is possible to identify any cell of the sub-matrix, lying lower than the
second diagonal, say, to be specific — sy, .
In general SM, presented by sequence 1 and -1, may start with any sign so this
information should be also reflected in the matrix, e.g. in the following way. If s., =1, the

sequence starts with a plus, if s, =0, with as minus.
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Fig. 1. Message tree and its matrix: a — tree of the primary message; b — marked tree of the
primary message; ¢ — message tree matrix

The process of SM embedding into the cover image consists in the following. The
matrix of the primary image F is to be segmented into blocks with dimension 8x8 in a
standard way, so that the union of all blocks makes up matrix F .

Information is embedding into every block, therefore, we will be limited to the
description of SM embedding into one of them into the lower triangle.

For the marked cover image block we make threshold transformation under Algorithm
1, receiving in the result a matrix, and defining it as G . From the message to be plunged into
the cover image, we single out the sequence of 8 bits and for the highlighted sequence matrix
S is made under Algorithm 2.

Information embedding into the block of cover image will occur in the result of the
correction of the brightness of the container pixels (Algorithm 3 [2]) , that will take place only
provided that it is found out that there is a non-correspondence of value of elements g. ., and

i,i-1

S;iqs b =2,8 and elements g, and s, of matrixes G and S . If Siin ®Si i i=2,8, the value

1

of the pixel brightness f,,, of matrix F' should be raised or lowered depending on the value

of s

i,i-1°

For example, if s, ., =0, it means that g, ., =1 and, consequently, f;,, should be
lowered. New value f, ., depends on the threshold value 7' of the sub-region f; ,, belongs to,
and it will be determined as follows. If s, =0, new brightness value f; _, willbe f =T,
otherwise f;,, =T+1.

We may illustrate the above for the third block of image Pout.tif and SM
{1,1,1,—1,—1,1,— 1,—1}. The stage of creating a stego message are shown in Fig. 2. The matrix
of the stego message (stego image) — Fig. 2(d)) highlights the elements that were changed.

Similarly, the following 8 bits of information are embedded into the upper triangular
sub-matrix of matrix F. Thus, 16 bits of information are embedded into one block of the
cover image.

The procedure of extracting SM from the cover image is very easy and consists in
identifying the sign of SM elements. If an element of matrix G' of the cover image threshold

transformation, where a bit of information was embedded, equals 1, the sign of the SM
element should be changed for the opposite in relation to the previous elements.
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110 [ 109 0fo
110 [ 108 0o
119 [ 107 1[0
128 | 107 0o
126 | 107 0o
121 [ 108 1[0
113 [ 107 0o
112 [ 106 0[o
a b
1foJoJoJoJoJo]Jo 213 [214 212197 [137 [ 112] 110 ] 109
1[2]o[oJo]o]o]o 210 [ 213|210 [ 165 [ 119 ] 110 108
o[1[3]ofoJo]o]o 159 | 204 [ 210 | 212 [ 189 [ 137 | 119 | 107
ofoJol4[oJo]o]o 133 | 186 [HI99N 209 | 194 [ 153 | 128 | 107
ofoJol1[5]0]o0o]o0 137 | 175 | 201 [ 210 [ 195 [ 145 | 126 | 107
ofoJoJo[o]e6]o0]o0 189 | 164 | 175 | 199
ofoJoJo[oJo][7]0 214 [ 186 | 164 | 154
ofoloJoJoJo[1]s8 99N 200 [ 177 | 131
c d

Fig. 2. Stages of SM embedding into container: a — matrix F of the primary image; b — matrix
G of'threshold transformation F'; ¢ — matrix of message S ; d — matrix F' of stego message

Modification of the basic algorithm.
The development of Stego Graph 1 and Stego Graph 2

Stego Graph has high reliability of perception, as the cover image matrix is slightly
changed under the embedded of a secret message into it, good capacity — 0.25 bit/pixel, and
the volume of correctly restored information reaches 100%, but Stego Graph may be applied
only under conditions of the ideal communications channel. In case of the appearance of
insignificant noise the volume of correctly restored information decreases to 65%. Detailed
analysis of Stego Graph enabled to single out hidden reserves to improve its noise immunity.

It is to be borne in mind that following Algorithm 3 of embedding SM into the cover
image, a cover image pixel is given value 7+1, if 0 of the characterizing cover image matrix
should be transformed into 1, and 7 otherwise, where T'is the threshold value. Therefore, the
received value either does not differ from the threshold one at all, or it is by a unit higher.
Application of slight noise, which is equivalent to, e.g. +2 gradations of brightness results in
the fact that a pixel may be found in the previous sub-region. To make a pixel more stable it is
logical to give it the value which will correspond to the middle of the required sub-region, but
this may entail the correction of brightness by the value more than &, which, in its turn, will
certainly lead to the breach in reliability of perception. This refers to pixels with the values,
close to the values of the limits of the region they belong to.

Regarding the third block of image Pout.tif, we may consider its threshold
transformation, shown in Fig. 3.
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Fig. 3. Scale of threshold transformation of the third block of Pout.tif

We may set several agreements: the right limit does not belong to the current region
(except the last), 6 will be even (to be specific 14), the last region, if it is lower than 26
should be determined as 26 . All these agreements will ensure integer value of the threshold in
all of the regions, which is important to ensure reliability of stego perception, if & reaches
maximum acceptable values.

Threshold transformation suggests transformation of the pixels brightness values into 0
or 1. Addressing Fig. 3, it is easy to notice that zeroes and units of different regions alternate.
For a pixel, whose characterizing value is 1 (except the first sub-region), it does not matter
which sub-region it will be transferred to. The point is to save reliability of a stego message
perception. For example, we may consider the region with limits value 186-158 and threshold
T =172. If a pixel with brightness value meets condition 179=186—6/2< f(x,y) <186 should
be lowered so that its characterizing value is zero, it should be given value
T1-6/2=200-7=193. However, if a pixel has the brightness meeting condition
T2< f(x,y)<T2+6/2, it should be given value T2-5/2=172—7=165. At the same time the
difference between the primary and new values will meet condition (1), i.e. it will be within
5.

Algorithm 3. Correction of cover image pixel brightness in Stego Graph I:

Step 1. Determine limits L(z) and L(z+1) of the region f; , belongs to. Determine the

value of threshold 7,
Step 2. If g;; #s,; and s, ; =0, then
If k#1 (not the first region) and L(z) - f;; <6/2, then f, =T, ,—6/2,
Otherwise f,, =7, -6/2.
If g,,#s,; and 5, , =1, then
If k#n (not the last region) and f —L(z+1)<6/2, then f, =T,,,+6/2,
otherwise f, =T, +6/2.

For the first and the last regions of the current block information embedding is made in
the same way as in Stego _Graph.

Embedding SM into Stego Graph 2 we use information excess, each value of SM is
recorded thrice, i.e. we create blocks of 000 and 111 type, and while decoding the sign is
determined by the majority of similar symbols in the block.

Assessment of stego image sensitivity to noises in the communication channel

Solving the problem of improving noise immunity of the basic algorithm we used
general approach to the analysis of information systems, based on the perturbation and matrix
theories, that is shown in [3]. Here we will briefly describe its conception, used when
developing the algorithms of Stego Graph 1 and Stego Graph 2.
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As the mathematical model for the cover image is a matrix, and all of the
transformations of the image may be represented in the equivalent matrix view, then the set of
parameters, strictly determining and comprehensively characterizing any image may be
presented by the multitude of singular numbers and singular vectors of its matrix. Singular
decomposition of matrix F can be shown as:

F=UVT", (3)

where U and V' are matrixes of left and right singular vectors, respectively (SV), whereas X
— 1s the matrix of singular numbers (SN). In general singular decomposition of matrix is
determined ambiguously. However, it is possible to perform normal singular decomposition,
which is the only one.

Any stego transformation will perturb cover image matrix F, and consequently,
somehow will perturb the corresponding SNs and SVs, which enables to reduce the task of the
analysis of stego transformation to the analysis of SN and SV perturbations. Further, we will
need two important statements, grounded in [5]. Firstly, SVs, corresponding to low SNs,
receive significant perturbations even at low perturbations of the cover image, on the contrary,
SVs, corresponding to high SNs are noted for their strong noise immunity. Secondly, SNs
perturbations are comparable to the data perturbation — AF', i.e. cover image matrix SNs are
no insensitive to the perturbing effects, regardless of whether the stego image is sensitive or
not to the perturbing effects, therefore, it is reasonable to analyze only SVs whereas their
aggregate perturbation can be used as a rate of sensitivity of the stego image to perturbing
effects. Basing on the first statement, we made a conclusion that the algorithm of
Stego _Graph should be modified so that the cover image matrix under the embed of SM,
receives such perturbation that it will lead to the perturbation of not only SVs, corresponding
to small SNs but also SVs that are more resistant to noises. The second statement was used to
assess the noise immunity of Stego Graph and its modifications.

In MATLAB environment we carried out a computing test, during which new stego
methods were practically implemented and their noise immunity was assessed. To show the
results we further use the third block of Pout.tif, which is typical of other blocks of Pout.tif, as
well as for other images.

Owing to the specifics of SM embedding under the Stego Graph cover image matrix
algorithm receives rather low perturbations and, here, mostly SVs are perturbed,
corresponding to low SNs — Fig. 4(a)) (6,7,8 SVs — SM is mostly in these vectors and under
the smallest noise information is distorted). Embedding SM under Stego Graph 1 and
Stego _Graph_2 considerable perturbation is also made on SVs, corresponding to 5, 4 and 3
SNs, i.e. more information is transferred to the vectors, which are more resistant to additional
effects. Analyzing the behaviour of SVs (their aggregate perturbation) of the cover image
matrix, it is possible to make a conclusion that the most resistance stego image to the
additional noises is Stego_Graph_2, which is confirmed by Fig. 4(b)).

Perturbations in the communication channel were simulated with the help of the
additive Gauss noise, whose application was made in the standard way imnoise , with mean
equaling zero and dispersions D=0.00001, D=0.0001 and D=0.001. As it was expected, the
largest volume of correctly restored information was received under Stego Graph 2.
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Fig. 4. Representation of embedded and restored information using algorithms Stego Graph,
Stego _Graph_1, Stego Graph 2: a — Representation of embedded information by perturbed
SVs (P — rate of difference between SV cover image matrix and stego image matrix, N — SV
number); b — volume of correctly restored information (R,% ) under D, (mean perturbation

of pixels)

Conclusion

The work considered the algorithms for stego systems, whose task is hidden
transmission of confidential information. A special feature of these systems is hiding the very
fact of message transmission. Therefore, one of the most important characteristics is the
reliability of a stego message perception. It is logical to conclude that the less perturbations
we make for the cover image, the more reliable stego channel is. It is this principle that was
used to make up the algorithm of Stego Graph, and the algorithm, e.g. shown in [6], where
cover image pixels are, as a rule, replaced by the found, necessary pixels, but they are not
corrected. All these algorithms, based on low perturbations of coding, are very sensitive to
noises, because, as it was shown in the fourth section, low perturbations of the cover image
under stego transformation lead to perturbations of only low-resistant SVs that correspond to
low SNs. Under the impact of external effects these vectors receive additions perturbations
and a significant part of SM, being in them, is lost.

To create noise resistant algorithm it is required to seek and perturb the vectors that
correspond to high SNs. SVs, corresponding to the highest SNs are the most reliable. Even
under strong noises, when the image is seriously distorted, it is possible to extract information
from these vectors almost with no losses. However, unfortunately, we may not embed
information into these vectors as reliability of a stego message perception is affected. This is
explained by the fact that SVs, corresponding to the highest SNs of the image matrix match
low-frequency, and the lowest — high-frequency components of the primary cover. Frequency
sensitivity of the human eyesight system is in the fact that a person is much more sensitive to
low-frequency, than to high-frequency signal component. Owing to the abovementioned the
task of the development of noise resistant algorithm is the search of a compromise between its
characteristics, as the improvement of one parameter, e.g. the capacity value is provided by
other parameters, such as secrecy of information transmission or immunity to perturbing
effects.
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HIABUIIEHHA CTIMKOCTI 10 3ABAJ]I CTETAHOI'PA®IYHOI'O AJITOPUTMA

O6nacTi0 HAyKOBHUX JAOCIIIKEHb € KOMII'FOTepHa cTeraHorpadisi, a caMe CTeraHOCUCTEMH, K1
3a0e3mevyloTh TAaeEMHY IMepenady koHQimeHuidHoi iHbopmalii. B craTTi posrisgaerbes
MUTaHHS N1ABUILEHHS CTIMKOCTI 10 3aBaJl AITOPUTMY, KU OyB pO3po0sieHNH 1Ji1 CTBOPEHHS
CTEraHONOBIJOMJIEHb B YMOBAX 1/1€aIbHOTO KaHAIy 3B’ S3KY.

Kurouosi cioBa: creranorpadis, npuxoByBaHHs iH(popMallii, Teopis rpadis

N.N. bopucenko .
[NOBBILIEHUE [IOMEXOYCTOUYNBOCTU CTETTAHOI' PA®NYECKOI'O
AJITOPUTMA

OO0nacThi0 HAYYHBIX HCCIICOBAHUN SIBIISIETCS KOMIBIOTEpHAs CTeraHorpadusi, B YaCTHOCTH
CTEraHOCHCTEMBI, KOTOPBhIE OOECIEUMBAIOT TAalHYIO Mepenady KOH(UIeHIHUaTbHOU HHGOP-
Mmaru. B cratee paccMaTpuBaeTcsi BOIPOC MOBBIIMICHUS! TIOMEXOYCTOHYNBOCTH QJITOPHTMA,
KOTOpBIH ObUT pazpaboTaH /J1s CO3AaHUS CTEraHOCOOOIIEHUH B YCIIOBUAX UI€aIbHOTO KaHala
CBSI3U.
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3AXUCT TH®OPMAIUI HA OCHOBI HEUITKOI CUCTEMU

MLIL KapHiHCBKI/Iﬁ], JL.O. Ilyﬁqalcz, H.M. Bacuibkis®

! TepHomiIbCHKUI HallIOHAEHUN TEXHIYHUI yHIBepcUTeT iMeHi [Bana [lyros,
ByIL. Pyceka, 56, TepHonins, 46001, Ykpaina
TepHOMiIbCHKUIA HallIOHATEHUN €KOHOMIYHHI YHIBEPCHUTET,
ByIL. JIbBiBChKa, 11, TepHomine, 46020, Ykpaina; e-mail: dlo@tneu.edu.ua

VY nmaniif ctaTTi po3po0IeHO cCUCTeMy BUOOPY METOy MOAYJISIPHOTO €KCITOHEHITIFOBAaHHS, TO-
OyIoBaHy Ha OCHOBI HEUITKOI JoTiKU. JlaHa cucTema A03BOJISE 3AIMCHUTH ONTUMAIBHUHN 3a-
XHUCT iH(OpMAIlii B 3aIaHUX KOPUCTYBAYeM yMOBaX.

KuarouoBi cioBa: monynsipHe €KCHOHEHIIIIOBaHHS, HEUITKa JIOTIKa, KpuITo3axucrt, Fuzzy
Logic Toolbox

Beryn

3axuct iHOpMaIii € OJIHIEI0 3 OCHOBHHX 3a7a4 KOMEPIIIMHUX Yi OaHKIBCHKUX CHCTEM
Ta Mepex nepenadi naHux. Ha manuii yac B OCHOBHOMY 3aCTOCOBYIOTbCS aCUMETPUYHI KPHII-
tocuctemu [ 1]. ba3oBoro onepariiero B HUX € MOAYJIIpHE €KCIIOHEHIIIFOBaHHSI, JUIsl 31 CHEHHS
SIKOTO MO>KHa BHUKOPUCTATH PI3HI METOAM (Hampukiaja, OlHapHHM, OeTa-apHUN, KOB3aK04YOro
BiKHa Ta 1H.) [2].

VY [5] aBTOpHM JOCHIAMIMA Cy4acH1 aITOPUTMH IITHECEHHS IO CTENEHS 32 MOJIYJIEM 1100
MPOJAYKTUBHOCTI Ta CTIMKOCT1 0 4acoBOi aTaku. Ha 0CHOBI X pe3ysIbTaTiB MOKHA TTOOYIy-
BAaTU CUCTEMY BUOOPY ONTUMAIBHOTO METOLy MOAYJIIPHOTO €KCIIOHEHIIIFOBaHHS NP 3aJIJaHUX
ymoBax. HailkpamuMm 1uisixoM BUpIlIEHHS I1i€] 3a/1aul € 3aCTOCYBaHHS anapaTry HEYITKO1 JIo-
TIKH.

Teopist HEUITKOT JIOTIKK € y3araJIbHEHHSIM KJIaCUYHO1 opMasibHOT JIOTiKU. J[aHe mOoHST-
T4 OyJI0 BHeEpIle 3aIPONIOHOBAHE aMepuKaHChbkuUM yueHuM Jlotdi 3ane B 1965 p. OcHOBHOIO
MIPUYMHOIO TMOSIBU HOBOI1 TEOpli CTaja HasBHICTh HEYITKUX 1 HAOMM)KEHHX MIpKyBaHb MpU
OTIUCI JIFDIMHOIO TIPOIIECIB, CHCTEM Ta 00’ €KTiB [3].

[ToGynoBa cuctemMu BUOOPY METOTY MOIYJIIPHOTO €KCTIOHEHITIFOBAHHS HA OCHOB1 HEUIT-
KO{ JIOTIKM € aKTyaJIbHOIO 3a/a4€l0, OCKUIBKH JTO3BOJISIE 3I1IMCHIOBATH 3aXUCT iHopMaIlrii 6e3
MIHOOKHX CIIeliaTbHUX 3HAHD Y 111 Tay3i.

OCHOBH HEUYiTKOI JOTIKH

XapaKTepUCTUKOIO HEYITKOT MHOXKMHU BUCTYIA€ (YHKIIIS NpUHANEKHOCTL. i onucy
HEYITKUX MHOKHH BBOIITHCS IIOHSTTSA HEYITKOI 1 JIHIBICTHYHOI 3MIHHMX. Hedirka 3MiHHA
OTIUCYETHCA HA0OPOM (N , X ,A), ne N — me Ha3Ba 3MiHHOi, X — yHIBepcaJlbHa MHO>KHHa
(obmacTe MipKyBaHb), A — HEUITKa MHOXXHMHA Ha X . 3HaYEHHSMH JIIHTBICTUYHOI 3MIHHOT
MOXYTb OyTH HEYITKI 3MIHHI1, TOOTO JIIHI'BICTUYHA 3MIHHA 3HAXOJUTHCS HA OUIBLI BUCOKOMY
piBHI, HDK HeuiTKa 3MiHHA. Ko)kHa THTBICTUYHA 3MIHHA CKJIAIA€THCA 3:

" Ha3BU;

® MHOXMHHM CBOiX 3HAYCHb, KA TAKOXX HA3UBAETHCS 0a30BOI0 TEPM-MHOXKHHOIO T .
Enementamu 6a30B0i TEpM-MHOKHHHU € HA3BU HEUITKUX 3MIHHUX;

" yHIBEpCAJIbHOI MHOXUHU X ;
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" CHHTAaKCHYHOIO mnpaBujia G, 10 SIKOMY T'€HEPYIOThCSI HOBI TEPMU 13 3aCTOCYBAaHHAM
CJIiB IPUPOHOT 60 (hopMaIbHOT MOBU;

" CEMaHTHUYHOTO npaBuia P, sike KOXKHOMY 3HAQUEHHIO JIIHIBICTUYHOT 3MIHHOI CTaBUTh
Y BIAMOBITHICTh HEUITKY MIIMHOXUHY MHOKUHHA X .

Icnye monax pecartok TUHOBHX (OPM KpUBHX JUIS 3aaHHS (PYHKIIH MPUHAJIEKHOCTI.
Haii6inpmoro nmomupeHHss HaOynu: TpUKYTHA, TpameueinanbHa 1 ['ayccoBa QyHKuii npuHa-
nexHocri [3].

TpuxytHa (QYHKIIS TPUHATIEKHOCTI BUBHAYAETHCS TPIAKOIO YHCEN (a,b,c) 111 3HAUEHHS

B TOYIll X OOYMCIIOETHCS 3T1IHO BUPA3Y:

1-b=x <<k
—a
MF(x)={1-2=% b<x<c (1)
c_
0, B IHIIMX BAMAIKaX

[Ipu (b - a) = (c - b) Ma€eMO BUIAJ0K CUMETPUYHOI TPUKYTHOI (DyHKLIT IPUHAJIEAKHOCTI,
sIKa MOYKe OyTH OJIHO3HAYHO 33JlaHa JBOMA MapaMeTpaMu 3 TPIMKU (a,b,c) .

AHanoriuHo JUid 33JaHHs TpaneneinaabHo1 QyHKIIT IPUHAIEKHOCTI He0OX1Ha YEeTBIp-
Ka 4Hcell (a,b,c,d):

1- b-x ,a<x<b
b—a
Lb<x<c
MF(x)= )
1-27€ c<x<d
—-c
0, B IHIIMX BAMNAIKaX

[Ipu (b - a) = (d —c) TpaneueinanbHa QyHKIS IPUHAIEKHOCTI HAOUpPAae CUMETPUYHOTO

BUTJISTY.
DyHKIIS TPUHATICKHOCTI TAYyCCOBOTO THITY OITUCYETHCSI (POPMYIIOI0

MF(x)= exp _("“’] 3)

o

1 onepye nBoma napamerpamu. [lapamerp ¢ no3Hayae HeHTpP HEUITKOT MHOXKHHH, a TapaMeTp
O BIINOBIAAE 32 KPYTU3HY (DYHKIIII.

OCHOBOIO 17151 POBEJCHHS OIepallii HEUITKOIro JOTTYHOIO BUCHOBKY € 0a3a mpaBuil, 1110
MICTUTh HEUITKI BUCJIOBIIEHHS Y QopMi «SIKIIO-TO» 1 PYHKIIIT MIPUHAIEKHOCTI AJIs BIANOBI-
HUX JIHTBICTUYHUX TepMiB. [Ipy IboMy MOBUHHI JOTPUMYBATHUCS HACTYITHI YMOBH:

® jCHY€ X04a 0 OJ{HE MPABUJIO I KOXKHOIO JIHTBICTUYHOTO TEpJIa BUXITHOT 3MIHHOT;

= 15 OyJb-SIKOTO TepMa BX1IHO1 3MIHHOI € X04U OU OJIHE MPABUJIO, B SIKOMY LIel TepM
BUKOPHUCTOBYETHCA K MepeayMoBa (J1iBa YaCTHHA [IPaBUIIA).

VY 3aranbHOMY BHUIIAQJKy MEXaHI3M JOTTYHOTO BHCHOBKY BKJIIOYA€ YOTUPH €TalM: BBE-
JeHHsI HediTKOoCTi ((a3udikailis), HEUITKMI BUCHOBOK, KOMIIO3ULIIS 1 MPUBEIAEHHS IO YITKOC-
T1, 00 aedaszudikaris.
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ANTOpUTMH HEYITKOI'O BUCHOBKY PO3PI3HAIOTHCSA IOJIOBHUM YMHOM BHJIOM BHKOPHUCTO-
BYBaHUX IIpaBuWJI, JOTIUHUX OMepaliil 1 pi3HOBUIOM MeTony Aedasudikaiii. Po3pobieni mo-
nenti HediTkoro BUCHOBKY Mampani, Cyreno, Jlapcena, [{ykamoro.

Mexanism MamjaHi — 11e HallOUTbII MOWIMPEHUN CIOCIO JOTTYHOTO BUCHOBKY B HEUIT-
KHUX cucTeMax. B HbOMy BUKOPHUCTOBYETHCSI MIHIMaKCHa KOMIIO3ULIS HEUITKUX MHOXUH. [la-
HUM MEXaHI3M BKJIIOYA€ HACTYIHY MOCTIAOBHICTh J1i:

1) IIpouenypa dasudixaiii: BU3HAYAIOTHCSI CTETIEH1 ICTUHHOCTI, TOOTO 3HaUY€HHS (PyHK-
1M MPUHATICKHOCTI JUIsl JIIBUX YACTUH KOXKHOTO TIpaBuiIa (MepeyMoB);

2) HeuiTkuil BUCHOBOK;

3) Kommo3unis, abo 00’efHaHHS OTPUMAHUX yCiueHUX (QYHKIIH, /Ui 4Or0 BUKOPHUCTO-
BYETbCSI MAKCHMaJlbHAa KOMIIO3UIISI HEUITKUX MHOKUH;

4) Hedazudikaris, abo mpuBeAeHHs 10 YITKOCTI. IcHYe nekibka MeToiB aedazudika-
uii. Hampukiazn, MmeToa cepeHboro eHTpy abo HEeHTPOITHUN METOI.

KrnacuuHi HE4ITKI CUCTEMH BOJIOJIIIOTH TUM HEIOIIKOM, IO /Ui (popMyIIrOBaHHS HpPaBUII
1 QYHKI[IH TpUHATISKHOCTI HEOOX1IHO 3a]y4yaTH €KCHepTiB Ti€l abo 1HIIOT HAOYHOI 00JacTi,
10 HE 3aBXKIHM YAA€TbCS 3a0€3MeYuTH. AMANTHBHI HEYITKI CUCTEMHU BHPINIYIOTH II0 MPOO-
aemy. Y Takux cUcTeMmax mifdip mapaMeTpiB HEUITKOI CUCTEMU MPOBOJIUTHCS B MPOLIECI HAB-
YaHHS Ha €KCIEPUMEHTAIbHUX AAHUX. AJITOPUTMH HaBYAHHS aJaITUBHUX HEYITKUX CHUCTEM
BITHOCHO TPYJOMICTKI 1 CKJIaJ{HI B IOPIBHSAHHI 3 aJTOPUTMAMU HaBYaHHS HEMPOHHUX MEPEK,
1, IK TIPaBUJIO, CKJIAJIAl0ThCS 3 JIBOX CTaJliii: reHepallii JJIHIBICTUYHUX MPaBUJI; KOPEKTYBaHHS
¢byHKII npuHanexxHocTi. [lepie 3aBaaHHs BIAHOCUTHCS JI0 3aJaHHS MEPEPaxXOBHOIO THILY,
Jpyra — 10 onTUMi3allii B 6e3nepepBHUX mpocropax. [Ipu iboMy BUHUKA€E NIEBHE IPOTUPIYYSL:
JUIS TeHepalii HeYITKUX MpaBuil HEoOX1H1 QyHKIIIl MPUHANEKHOCTI, a /Ui MPOBEACHHS HE-
YITKOTO BUCHOBKY — npaBuia. KpiM Toro, mpu aBTOMaTU4Hii reHepallii He4iTKUX MpaBuil He-
00X1/1HO 3a0€3EeYUTH iX TOBHOTY 1 HEMPOTUPIUHICTH [3].

IToOynoBa HewiTKOI cucTeMH BHOOPY MeTOAY MOAYJ/ISIPHOTO eKCIIOHEHil0BAHHS

Kowmm’rotepHa cucreMa — OJJMH 13 HaWBPa3JIMBIIIMX KOMIIOHEHTIB Cy4acHOi ()iIHAaHCOBO-
0aHKIBCHKOI cucTeMHU, sika notpedye 3axucty. bynp-sika Mepexa 0aHKIBCbKOI yCTaHOBH, M-
MIPUEMCTBA UM KOPHOpalii Moxke OyTH 3axHIlleHa BiJl aKTUBHUX aTakK 3JI0BMUCHUKIB, SIKI MOX-
Ha BUSIBUTH B IIPOLIECI €KCILTyaTallii, 3aBsSKM BIIOMUM 3axojaM nojituku oesnexu [1]. IIpo-
T€, ICHY€ TaKOX MO>KJIMBICTh BUHUKHEHHSI TACUBHUX aTak (aTaka 4acOBOIO aHAJI3y YW aHali-
3y €HEPTOCIIOKUBAHHS), IKI MOXKYTh 3/IIHCHIOBATUCH BIIIAJICHO 1 TOMY iX Ba)KKO BHSBHUTH.

VYci aTtaku cnemiajJbHOTO By € JOCUTh NMPOCTUMHU Y 3aCTOCYBaHHI, a iX IPOBEJIEHHS
BAYKKO IIOMITUTH y Mepexi [4].

CyuacHi 3axHIlleH] Mepexi s 3a1iicHeHHs mudpyBaHHs MakeTiB iHdopmaiii Ta mud-
POBOTO MIANKCY BUKOPUCTOBYIOTH, SIK IPABUJIO, ACUMETPUYH1 KPUIITOAITOPUTMHU, OCHOBHOIO
OTIEPAIlI€I0 B AKUX € MOJIYJISIPHE €KCIIOHCHI[IFOBaHHS. BuOip onTUMaIbHOTO METOMy IigHE-
CEHHS JI0 CTETICHS 332 MOIYJIEM 3a0e3Meuye HABUIY MIBUAKO/IIO Ta CTIMKICTh BCIET CHCTEMH.

Jlist moOymoBu cUCTEMHU BUOOPY METOAY MOAYJISIPHOTO €KCIIOHEHIIIIOBAaHHS HEOOX1THO
BpaxyBaTH MIBUAKICTb BUKOHAHHS aJrOPUTMIB KOKHOTO 3 AOCIKYBaHUX METOMIB (perform-
ance), CTIMKICTh KOXKHOTO 3 HUX JI0 YaCOBOTO aHANIRY (resistance) Ta NOBXUHY Kitoda (key),
KU BUKOPUCTOBYETHCS IS IMPpyBaHHS 1HPOpMALT 3 3aCTOCYBaHHSAM JaHUX METO/IIB.

3aci6 Fuzzy Logic Toolbox cepenosuiia MathWorks MATLAB 7.7.0 (R2008b) mo3Bo-
nsie moOyyBaTH 3allpOlIOHOBAHY HEUITKY cuctemy. llepmum kpokom € 3amaHHs (QyHKIIN
MIPUHAJIEKHOCTI JIJIs1 KOXKHOT 3MiHHOI. B sikoCcT1 mapameTpiB 3aJjaHHS BUKOPUCTAHO 3HAUYECHHS
IIBUJIKO11i, CTIMKOCTI Ta TOBXKUHM KJTtoua, nmogaHux y [5]. s moOGynoBu GyHKITIN mpuHaie-
KHOCTI 3aCTOCOBAHO TPUKYTHY, TpaleleBUAHY Ta J3BOHONOAIOHY (K pI3HOBHUJ TpareueBu-
HO1) popmu, 3anani popmynamu (1) Ta (2).

OyHKIIT TPUHAISKHOCTI I 3MIHHUX performance, resistance Ta key 300pakeHO Ha
puc. 1, puc. 2 Ta puc. 3, BIANOBIAHO.
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Jliis BUOOpPY METOy MOAYISIPHOTO €KCIOHEHIIIIOBaHHS 3aCTOCOBAHO TPUKYTHY (OpMY
(GyHKIIIT MPUHATIEKHOCTI, 3a7aHy Ha Biapi3Ky [0,1] ams 3pydHocTi cipuiiHATTA (puc. 4).

I I I I I
binary heta-ary P_TL heta-ary I_TR window P_TL window I_TR

05— —

| T | | | | | | |
] 01 0z 03 04 035 0E oy 0g 0g 1
output variahle "method"

Puc. 4. ®ynkuii npuHaIex)HOCT1 BUX1IHOT 3MIHHOT method

Cucrema npaBuII CKIIAIAETHCS 3 86 HEUITKUX MPABUIT THITY:

= JF (performance is very high) and (resistance is low) and (key is small) THEN
(method is beta-ary RTL)

= JF (performance is very high) and (resistance is very low) and (key is middle)
THEN (method is window LTR)

= JF (performance is very high) and (resistance is high) and (key is small) THEN
(method is beta-ary LTR)

= JF (performance is high) and (resistance is very low) and (key is middle) THEN
(method is binary)

= JF (performance is high) and (resistance is middle) and (key is small) THEN
(method is window_LTR)

= JF (performance is middle) and (resistance is low) and (key is small) THEN (method
is beta-ary RTL)

= JF (performance is middle) and (resistance is high) and (key is small) THEN
(method is beta-ary LTR)

= JF (performance is low) and (resistance is middle) and (key is small) THEN (method
is window LTR)

= JF (performance is very low) and (resistance is very low) and (key is small) THEN
(method is binary)

= JF (performance is very low) and (resistance is high) and (key is big) THEN
(method is beta-ary LTR)

= JF (resistance is middle) and (key is small) THEN (method is window LTR)

= JF (resistance is high) and (key is small) THEN (method is beta-ary LTR)

= JF (performance is high) and (key is small) THEN (method is beta-ary LTR)

= JF (performance is low) and (key is big) THEN (method is binary)

= JF (performance is very low) and (key is small) THEN (method is window RTL)

Heuitkunii BucHOBOK BapTo BuOpatu Tummy Mamaani. Jledaszudikairis — Tuiry meHTpoina.

B pesynbrari oTprMaHa HeUiTKa cucTeMa BUOOPY METOAY MOIYISIPHOTO €KCITOHEHIII0-
BaHHS, sIKa MOKEe OYTH TIPE/ICTaBIICHA MMOBEPXHEIO 3HAYCHB (pHC. 5):
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Puc. 5. [loBepxHs 3HAaYeHb HEUITKOT CHCTEMH

B pesynbraTi mpoBeACHUX MTOCTIKEHb BUSABJICHO, IO CHCTEMa IPABHII MPAITIOE BIPHO.
To6T0 po3pobieHa HEeUiTKa cucTeMa 3/1aTHa ONTUMAILHO BUOPATH METO/I MiTHECEHHS 10 CTe-
TICHS 32 MOJYJIEM, SIKHI € HalKpaIluM BITHOCHO 3aJaHUX 3HAYCHD JIOBXKWHU KITFOYa, IITBUIKO-
il Ta CTIMKOCTI.

BucHoBxku

B pe3ynbrari npoBeAeHUX AOCIIIKEHb PO3POOJIEHO HEUITKY CUCTEMY BHOOPY METOAY
MOYJISIPHOTO €KCIIOHEHIIIFOBAHHSI, sIKa T03BOJIsIE€ TOOYyBaTH 3aXUCT 1H(OpMaIii BiJ 4aCOBO-
ro aHajiizy, BpaXOBYKOUM HEOOXIJHHUI pIBEHb CTIMKOCTI Ta MPOAYKTUBHOCTI KPUIITOAITOPHUT-
MiB. [lana cucrtema 103BoJIsi€ Oyab-IKOMY KOPUCTYyBady 3a0€3MeUnT HEOOXITHUN PIBEHB 3a-
XHCTY Horo iHpopmarii

[Momanpur moCHiKEHHST MOXKHA TPOBOJUTH 3a Jomomoroio cepenosuia MathWorks
Simulink 13 3acTOCYBaHHSIM OINMKUCAHOT HEYITKOT CUCTEMHU, IO JO3BOJIUTH MOOYAyBaTH anapar-
HUH 3acid 3axucTy 1H(pOopMaIil B KOMII IOTEpHIN Mepexi.
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H.IT. Kaprimuackuit, JI.O. Qy6uak, H.M. Bacunbkus
3AIIMTA UHOOPMALIMM HA OCHOBE HEUETKOW CUCTEMBI

B nanHOIi cTaThe pa3paboTaHo cuCTeMy BbIOOpa METOJIa MOIYJISIPHOTO SKCIOHEHIIMPOBAHUS,
MOCTPOEHHYIO HAa OCHOBE HEUETKO JIoruku. JlaHHas crucTeMa MO3BOJISIET OCYIIECTBUTh OTTH-
MaJIbHYIO 3alllUTy HH(OPMALIMK B 3a/IaHHBIX IIOJIb30BATEIEM YCIOBUSX.

KirwueBble c¢jioBa: MOAYISIPHE HSKCIOHEHUIMPOBAHUE, HEUETKAs JIOTHKA, KPUNTO3AIUTA,
Fuzzy Logic Toolbox

M. Karpinsky, L. Dubchak, N. Vasylkiv

INFORMATION PROTECTION BASED ON FUZZY SYSTEM

This article developed a system of choosing of modular exponentiation method, built on the
basis of fuzzy logic. This system allows for optimum protection of information in user-

defined conditions.

Keywords: modular exponentiation, fuzzy logic, encryption, Fuzzy Logic Toolbox
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HOBI ®YHKIII AYJIUTY TA MOHITOPUHI'Y ¥
SABE3IIEYEHHI KIBEPBE3ITEKU IIIAIIPUEMCTB

C.A. Muxaiijos, 10.C. llleBuoB

Mi>xHapOIHUI TYMaHITaApHUH YHIBEPCHUTET,
donTaHCchKa A0p., 33, Onmeca, 65009, Ykpaina; e-mail: nemec-shevcov@yandex.ru

OTtpuMaHi peKoMeHallli BUKOPUCTAHHS MPOYKIIll CUCTEM BUSBJIEHHSI BTOPrHEHb JJs OUIb-
MIOCTI MEPEKHUX MPHUCTPOIB 3AJICKHO BiJl KOHKPETHHX MOTPEO CIIOKUBAYIB.

KuiouoBi cioBa: xibepcepena, kibepOesneka MmianpueMcTBa, ayJauT, MOHITOPHHT, iHpopMa-
[[IfHA CUCTEMA

Beryn

Indopmarriitna Oe3neka — 11e eramn KidbepOe3neku, KUl BU3HAYA€ThCS HACTYITHUMU TI0-
HATTSIMH [1].

Kibepcepena, mo BKItOUae KOPUCTYBAdiB, MEPEXKi, MPUCTPOI, TporpamMHe 3abe3nedeH-
Hs, IpouecH, 30epekeHy ado TpaH3UTHY 1H(oOpMalliio, 10JaTKHU, MOCIYTd Ta CUCTEMH, SKi
MOXYTb OyTH NpsiMo a00 MOOIYHO 3’€JHAH1 3 MEpEXKaMHU.

KibGepOesneka — Habip 3aco0iB, cTpaTerii, NpUHIMIMN 3a0e3reyeHHs] Oe3neKu, rapaHTii
0e3neKy, 10 KepyloTh NPUHLIUIIY, MIIX0AU 10 KePYBaHHS pU3HKaMHU, Aii, npodeciiiHa mijaro-
TOBKA, IPAKTUYHUHN JOCBIJ, CTpaxXyBaHHs Ta TE€XHOJOTII, AKi MOXYTb OyTH BUKOPHUCTaHI JJIs
3axXUCTy Kibepcepeau, pecypciB opraHizaiii Ta KopucTyBaya. Pecypcu oprasizaiiii Ta Kopuc-
TyBaya BKJIIOYAIOTh NMPHEIHAHI KOMIT IOTEPHI MPUCTPOI, TIEPCOHAN, HPPACTPYyKTYypy, A0AaT-
KH, [IOCIIYTH, CUCTEMH €JIEKTPO3B’SI3KY Ta CYKYIHICTh IIepeaHoi Ta 30epexkeHoi iHpopMmanii B
kibepcepeni. KibepOesneka nosusirae B cipo0i JOCSITHEHHS Ta 30€peKEHHS BIIaCTUBOCTEN 0e3-
IIEKU Yy pecypcax oprasizauii abo KopucTyBaya, COPSIMOBAHUX MPOTH BIAMOBIIHUX 3arpo3
6e3neku y kidbepcepeni. CrnuibHi 3aBAaHHS 3a0e3neueHHs Oe31eKH BKIII0OYAIOTh HACTYITHE:

® JIOCTYMHICTB;

" [UIICHICTD, IKa MOJKE BKIIIOUYATH aBTEHTUYHICTH Ta O€3BIIMOBHICTE;

" KOH(IIEHUINAHICTb.

OcHoBHa BIIMIHHICTh 1H(QOpMaIiiiHOI Oe3neKku BiJ KibepOe3neku MoJsrae B HaCTYIHO-
Mmy. Ilpu iHpopMmaniiiHiil 6e3neri opraHi3oByeTbCs 3aXUCT 1HPOPMALIHHUX pecypciB, TOOTO
iHpopMalii Ta 3aco0iB 1 00poOku, mpu KidepOe3neli J0JaeThes opraHizallis 3aXucTy Kioep-
cepenu.

ITocTanoBka 3aaa4i i MeTa TOCTIKeHHA

Mertoro aaHoi poOotu € dopmanizanis HOBUX (YHKUINA ayAuTy Ta MOHITOPUHTY Yy 3a-
Oe3neueHi kibepOe3neKku MiANpUEMCTB.

AKTyanpHICTh POOOTH TIOJIATAE B TOMY, IO ayAuT iHQOpMaIiitHOT 6e3nexu 3100yBae
BaYXJINBE 3HAYCHHS JUTS MIAPHEMCTB JIEP’KaBHOT Ta IPUBATHOT BIIACHOCTI.

OpnHi€l 3 OCHOBHUX CKJIAJIOBUX KiOepOe3neku € ayauT Ta MOHITOPHUHI 1H(GOpPMAaLIHHUX
cucteM [2]. Cepen mpolieciB KOHTPOJIIO Ta IEPEeBIpKU 1HPOpMaIiiHOT Oe3meKn 0coOIrBe Mic-
e 3aiiMae ayauT (Bif J1at. audit — ciryxaTu) HbopMaIliiiHoi 6e3nekn 00’ ekTy iHhopMaIiiHOT
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JSUIBHOCTL. AYIUT € He3aJeKHOI E€KCIIEPTU3010 OKpEeMHUX oOsiacTell (pyHKIIOHYBaHHS Opra-
Hizarii. loro 0CHOBHMM NpH3HAYEHHAM € (POPMYBAHHS, K HPABUIIO, HE3AIEKHOT OIIHKHM iH-
dhopmarriitHo1 Oe3meKu.

3aBAaHHAMM JaHOi poOOTH € BU3HAUEHHS (PYyHKLIH ayauTy y kibepOesmeri miAmnpu-
€MCTB Ta 3aCTOCYBAaHHS IPOTPaMHOI0O 3a0€3MEUYeHHs Ul MOHITOPUHTY 1H(pOpMaLIiiHUX CHucC-
TEM.

OcHOBHUI 3MICT J0CTITKEHD

Pe3ynbraToM aynuTy € BUCHOBOK PO T€, HACKUILKM YCHIINIHO (YHKIIOHYE 00 €KT 1 Ha-
CKUTBKH BIH BIJIIOBiIa€ BUMOTaM, sIKi HOMy TIpe’ sIBJSIOThCS. BUXiTHUMEU TOKYMEHTaMH ay-
JUTY € OLIIHOYHI 3BITU 3 KOHKPETHUMHU U TBEPAUMHU PEKOMEHAALIIMHU L1010 IPUBE/ICHHS BHY-
TPIIIHIX MPOLECIB, PErJIaMeHTIB, IHCTPYKII 0 BIANOBIIHOCTI YUHHUM CTaHJIApTaM Ta HOP-
MAaTHUBHO-TIPABOBUM JIOKyMeHTaM [3].

Metou aynuTa Ta MOHITOPUHTY JTAalOTh MOXJIMBICTh aaMmiHicTpaTopaM IT ouinuTy 6e3-
MIEKYy CUCTEMH B LIJIOMY, BKJIIOYAIOUM IHCTPYKIIIO 3 BUSIBIIEHHS Ta MPOrpaMHe 3a0e3MeUeHHS
Ui 3arno0iraHHst BTopraeHb. AnmiHictpatopu I'T MoXyTh BUKOPHCTOBYBATH Liel METO AJis
BUKOHAHHS aHaJi3y CHUCTEMHU 3 METOI0 BUSBJICHHS 11 CIIaOKUX MICIb IICIS aTakd. Y JESKUX
BHIA/IKaX aHaJl3 CHCTEMH MO)Ke OyTH BUKOHAHMM ITi]1 YaC aKTUBHOI aTaKh Ha CUCTEMY.

[Ipu kepyBaHHI MOJITUKOIO OE€3MEKU MOXXYTh BUKOPUCTOBYBATHCS O€3MEUH1 >KypHAIU
peecTpaiii s 30epeKeHHs CIIy ayauWTa KOopucTyBada abo i aaMiHICTpaTtopa ¥l MOdiH,
CTBOPEHUX CAMHM IPHUCTPOEM, 110 € BAXKJIUBUM €JIEMEHTOM 3aMKHEHOT'O LMKy KEepyBaHHS
MOJIITUKOIO Oe3neku. 3i0paHi HeonpalboBaHi JaHl HA3UBAIOTHCS «OKYpPHAJIOM ayJIuTay, a JIaH-
IIOT, 10 TIEPEBIPSETHCS, MOIIM 32 JOTIOMOTOI0 )KYPHATIB ayIUTa, HA3UBAETHCS «CIIIIOM ayIH-
Ta». 3 MeTOI0 3a0e3MeueHHsl €PEeKTUBHOCTI )KypHAIIIB ayuTa 1o Oe3nell BOHU MOBUHHI Mic-
TUTHU JIOCTATHIO KUIbKICTh 1H(OpMAIIil /Ui HACTYIIHOTO PO3CIIIyBaHHS ab0 aHali3y IHIUAEH-
TiB, 10 CTOCYIOThCs Oe3nexu. L1 )kypHanu ayaura HaAalOTh KOLITH Ui JOCATHEHHS JEKLUIb-
KOX IIiJIeH, OB’ sI3aHUX 3 0€3MeKO0, BKIIOYAlOUM 1HAWBIAyallbHY MIA3BITHICTH, BIITBOPEHHS
MUHYJIUX MOJA1H, BUSBIECHHS BTOPTHEHHS i aHani3 npobiem. KypHaiu MOXYTb TaKOX BHKO-
PUCTOBYBATHUCS JIJIsl aHAJII3Y JOBrOCTPOKOBUX TeHACHIIN. [HQopMalis 3 )xypHAITY ayauTa J10-
romMara€e BU3HAUUTH OCHOBHY IPUYUHY MPOOIEMH, OB’ A3aHOI 3 Oe3IeKO0l0, 1 3a100IrTd Mai-
OyTHIM IHIMAECHTaM; L 1HpopMallis NoBUHHA OyTH HaAlliHO 30epexeHa. Hampukian, xypHa-
JIM ayJIuTa MOXKYTb BUKOPUCTOBYBATHCS Ui BIATBOPEHHS MOCHIJOBHOCTI MOJIN, SIK1 IPUBEIH
70 TakuX MpoOsieM, sIK OAep KaHHs MOPYIIHMKOM HECAHKI[IOHOBAHOTO JIOCTYIy JO pecypciB
cucteMu abo HecmpaBHa poOOTa CHCTEMH, BUKJIMKaHa HEBIPHOIO KOH(]Irypaiiero abo mommIi-
KOBOIO peaTizaIli€ro.

Cucrema BusBieHnHs BTopraeHb (CBB — IDS Intrusion Detection System) [4] moxe Bu-
KOPHUCTOBYBATHCS JIJIsl HOTOYHOIO CIIOCTEPEXKEHHS 32 MEPEKEI0 JUIsl TapaHTid TOro, 1o KO-
JIeH HECAHKI[IOHOBAHUI KOPHUCTYBau HE Ma€ OCTYIY 10 Mepexki. Y Ouibiiocti qonatkis CBB
MOPIBHIOE MEPEXKHUH MOTIK 3 PEECTPALIMHIUME 3aITUCAMU XOCTa IS TOTO, 1100, TOPIBHSIBIIN
MIANUCH JaHuX 1 Tpodial aapecy xocrta, BUSBUTU Ta 3adikcyBaTu (aKkT HECAaHKI[IOHOBAHOTO
MIPOHUKHEHHSI B CUCTEMY (HAIPUKIAJ, JISUIbHICTh XakepiB Ta iH.). CucTeMa BUSBIEHHS BTOP-
THEHb 11eHTU(IKYE MOJEI IOTOKY, SIK1 BKa3YIOTh Ha MPUCYTHICTh HECAHKI[IOHOBAaHUX KOPHC-
tyBauiB. [lino3puni 1ii 3amyckaroTh CUTHAIN TPUBOTU aaMmiHicTpaTopa. CBB Moxe Oyru nomi-
JIeHa Ha KaTeropii, y BIAMOBIIHOCTI 3 HACTYITHUMH KPUTEPISIMU:

® TUMYAaCOBI paMKH BHUSIBJICHHS IHIIUIACHTY,

" TUI YCTAHOBKH: MEPEKHHX 1 HA OCHOBI XOCTa;

" TUI peakuii Ha IHIKUJCHT.

[Ipuknanu JOCTYMHUX TEXHOJIOTIHM KibepOe3neku A ayIuTy Ta MOHITOPUHIY HaBeJeH1
B Ta0m. 1.
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Tab6umuns 1.
Texnounorii kibepOe3neku Uit ayAuTy Ta MOHITOPUHTY
Metonu Kareropis Texnounoris b
Aynur BusBnenns Busisnenns  |[lopiBHIOE MOTIK Mepexi i €1eMEHTH pe-
1 BTOPTrHEHHS  |ecTpauii y By3idl Ui A000py AaHUX MPO
MOHITOPHUHT MIANKUCH, K1 € BKa31IBKAMH Ha XaKepiB
3anoOiranHs 3anoOiranHs |BusiBneHHs atak Ha Mepexy U MpOBEJCH-

BTOPTHEHHS  |HA 3aXOJIB, SIK BU3HAYEHO OpraHi3alli€lo,
JUTsl 3M AKIIeHHs nux atak. [limo3pimi mii
3aIlyCKalOTh CUTHAIM TPUBOTU AJMIHICT-
paTopa i iH1I1 peKoH(DIrypoBaHi BIATYKU
Peecrparis [actpymentu |Beae moTodHe crmocTepexeHHS Ml MOPiB-
peecTparrii HIOE TIOTIK y MEpeX1 W eJIeMEHTH PEeeECT-
parttii y By3:i uisi 1000py JaHUX TPO TijI-
nucu ¥ npoduii aapec y By3ii, sKi € BKa-
31BKaMU Ha XakKepiB

Metou aynuTa Ta MOHITOPUHTY JAIOTh MOXKJIMBICTh aJMIHICTpaTOpaM MEpEX OLIHUTHU
0€e3MeKy CUCTEMU B LIVIOMY, BKIIIOYAIOYM IHCTPYKIIii 3 BUSIBJICHHS 1 MIporpaMHe 3a0e3neueHHs
JUI 3a11001raHHsl BTOPTHEHb. AJIMIHICTPAaTOPU MEPEX1 MOKYTh BUKOPUCTOBYBATHU 1€ METO]
JUTsl BAKOHAHHS aHAI3y CHCTEMH 3 METOIO BUSBJICHHS 11 CIAOKUX MICIh MMICTs aTaku. Y Jie-
SKUX BUIAJKaX aHaji3 CUCTEMU MOKe OyTH BUKOHAHMM M1/l YaCc aKTUBHOI aTaKH Ha CHUCTEMY.
CBB moxe BUKOpHUCTOBYBATHUCS Ul MOTOYHOTO CIIOCTEPEKEHHS 32 MEPEXKEI0 IS rapaHTIil
TOTO, IO ’KOJIEH HECAHKI[IOHOBAHUW KOPUCTYBA4 HE Ma€ JIOCTYIy 0 Mepexi. Sk Oyno 3a3Ha-
YEeHO paHille, CUCTeMa BUSBIIEHHS BTOPIHEHb, NOPIBHIOIOUM MEPEKHUN MOTIK 3 peecTpaiii-
HUMHU 3aIllUCaMU XOCTa, BUSIBIISIE (DakTu cripob HeaBTOpHu3oBaHoro gocryny. CBB inentudikye
MOJeJll IOTOKY, SIKl BKa3ylOTh Ha MPUCYTHICTh HECAHKIIIOHOBAaHUX KopucTyBauiB. [limo3pini
111 3aIyCKaloTh CUTHAIM TPUBOTH aIMIHICTpaTopa Ta HII1 KOH(IrypoBaHi BIAT'YKH.

[ToBeprarounce no nutanas tumizamii CBB, 3a3naunmo, 1o 3arajioM Mo>KHa BUAUTUTH
HACTYITH1 KaTeropii, y BIANOBIAHOCTI 3 KPUTEPLIMU:

" YyacoBl paMKU BUSIBJICHHS IHUUICHTY: Y pealbHOMY 4aci a00 B PeKHUMI1 BIIKIOYEHOT
JIHI1, 3aJIEXKHO BiJl TOTO, YA MPOBOAUTHCS aHAII3 OOIIKOBUX 3aMUCIB CUCTEMHU M MEpPEKHOIro
MIOTOKY B MOMEHT 4acy, KOJH L MOJisl BiAOyBaeTbcs, a0 B MAKETHOMY PEXHUMI IPOTATOM
HEpOOOUHUX IOJINH;

" TUI YCTAaHOBKU: Y Mepexi abo B xocTi. B CBB, sika ycTtaHOBieHa B Mepexy, K Ipa-
BUJIO, BKJIIOYEHI O€37114 MPUCTPOiB MOTOYHOTO KOHTPOJIIO (YacTO MONEPEeTHbO CKOH(DIry-
POBaHMX JI0AATKIB), SIKI BCTAHOBIIIOIOTHCSI B MyHKTaX (QUIbTpaLlii Mepexi (J1e MOKHa crocTe-
piratu Bech MOTIK MK ABoMa myHKTamu). s CBB, sika ycraHoBieHa B XOCTi, HEOOXIAHO,
o0 nporpamHe 3a0e3MeyYeHHs], 3 JOMOMOIOI0 SKOTO BEIEThCS MOTOYHE CHOCTEPEKEHHS 32
MEpEKHUMH 3B’SI3KaMH M 3a JISUIBHICTIO KOPUCTYBada Ha LIMX CEpPBEpax, BCTAHOBIIIOBAIOCS
0e31mocepeIHhO Ha CepBEPI, 110 3aXUIIAETHCS;

" TUI peakuii Ha IHIMUJEHT: YU BTpydaeTbcst CBB akTuBHUM 00pa3oM Juis 3anoOiranHs
aTak (Hampukiaji, 3a JOIOMOTOI0 3MIHM IpaBmWII [uid Opanamayepa a0o ajas GuUIbTPIB Maplil-
pyruzaTopa) abo MpPOCTO MOBIIOMIISIE MEPCOHAN abo IHIII MEPEKHI CHCTEMH MPO BHHUKITY
npoOiemy.

Metonu kepyBaHHS KOH(Irypaii€ro IalOTh MOXJIMBICTH aJIMIHICTPaTOpaM Mepexi
BCTAHOBJIIOBATH 1 MEPEBIPSATH BCTAHOBJIEHI apaMeTpu OE3MEKU Ha MPUCTPOSX Y CBOIX Mepe-
xax. KepyBaHHs moITUKOIO O€3MEKU J03BOJISIE aMIHICTpATOpaM MEpEeX BHU3HAYaTH Oe3reKa
KepyBaHHs Oi13HECOM 1 MOJITUKU AKOCTI oOciayroByBanHsa (Quality of Service — QoS), 3miiic-
HIOBATH 1X B oprasizailii 6e3 HeoOXiTHOCT1 pO3yMIHHS BCIX MPaBUJI, IO CTaBIATHCS A0 KOHK-

245



C.A. Muxaiinos, 10.C. IlleB1ioB

PETHUX MPUCTPOIB, 1 BCTAHOBJICHUX MapaMeTpiB, sIKI HEOOXITH1 /ISl 31HCHEHHS HEOOX1THUX
MOJITUK. TeXHIYHO, MOJIITUKA € HA0OPOM IPABUJI /ISl KEPIBHUIITBA, KEPYBAaHHS I KOHTPOJIIO
JOCTYIIOM JI0 peCypCiB Mepeki; BOHU MOBUHHI OyTH BUBEICHI 3 IUJIOBUX MOJIITHUK, TIEBHUX OP-
ra”izaiii abo Kopropariiu.

Ha puc. 1 3006paxena apxiTeKTypHa CTPYKTypa €TaJlOHHOI MOJEJI KepyBaHHS IOJITH-
Koo Oe3neku Mepexi. Llg eraqoHHa MOieNTb BUKOPUCTOBYETHCS SIK 3pa30K JJIsi KEpyBaHHS 110-
JITUKOIO Oe3neku, sik Oe3nekoro, Tak 1 kepyBaHHAM QoS. TakuMm 4MHOM, SKIIO KEpyBAaHHS
MOJIITUKOI0 O€3MeKH 3aCHOBAHE Ha 111 Mojieni, Oyjie peai3oBaHO B MEpPEeXki i Ha BCIX PIBHIX
JAHO1 apXITeKTypH, TO BOHO Oy/e AOCTYIHO JUIsl BCIX TUIIB KOPUCTYBAuiB 1 JOJATKIB, BKIIIO-
Yarouu CIyKOO0BIIIB, TEXHIUHUX (PaxIBLIB CIyKOU MEpexi, MapTHEPIB 1 HABITH CIIOKUBAYIB.

Y KOMIOHEHTH J1aHO1 MOJIEN1 BXOIATh!

" MyHKT npumycoBoro 3acrocyBaHHs noituku (ITII3IT). Ilpuctpiit mepexi abo cuc-
TeMHU Oe3IEeKH, 110 YXBAJIOE MONITUKY (IIpaBuiia KOHGITypalii) 3 MyHKTY BUOOPY MOJITUKH U
IIPUMYCOBO 3aCTOCOBYE 11 BITHOCHO MEPEKHOTO MOTOKY, 1110 MPOXOAUTh Yepe3 Iei mpUucTpii.
Ilefi KOMIOHEHT BUTIIHO BUKOPHUCTOBYE MEpEXHI I TONMOMDKHI JJIsi MEPEXi MeXaHi3MH 0e3-
MEeKU HaJIEKHUM YHHOM.

* nyHKkT BuOopy nosituku (IIBII). ITynktu IIBII a6o aOcTpakTHi MepexH1 cTparerii
cepBepa MOJIITUKY B IIOBIIOMJICHHSAX KEPYBaHHSI KOHKPETHUMHU IPUCTPOSMHU, K1 TOTIM IHTET-
PYIOTbCS 10 IIYHKTIB MPOBEACHHS MOJIITHKY.

= 3arajpHa Binkpura ciyx06a nonituku (3BCIT). Cinyx6a 3BCII — e mpoctwuii mpoTo-
KOJI 3aIIUTY ¥ BIATYKY, HAa OCHOBI 1poToKoJiiB TCP 31 3MiHIOBaHMM CTaHOM, KU MO>XE BUKO-
pUCTOBYBaTHCS Uid 3MiHU 1H(opMarlii noaituku, Mk [1BII 1 nyHkTamMu npoBeneHHs MOJIITH-
KH CBOIX KJII€HTIB.

® peno3uTapidi MOJMITHUKU. MepeXHUN KaTajlor € perno3uTapieM s Belel iHdopmarii
PO MOJITHUKY; Y HbOMY OIMCaHI KOPUCTYBadl Mepexi, JOJATKU, KOMII IOTEpH N MOCIyru
(To0TO 00’€KTH 1 aTprOyTH), 1 B3a€EMO3B I3KH MK LIUMU 00’ €KTaMH.

" [OJErmeHu mpoTokoa aoctyny a0 MepexknHux katainoris (IITIJIMK). IITAMK e
IIPOTOKOJIOM KJIIEHT-CEPBEp AJIsl OpraHizallii 1oCTYIy JI0 HOCIYTH KaTajory.

® TyAbT KEPYBaHHS MOJITHKOIO Oe3reku. JIroau B3aeMOIIIOTh 13 CHCTEMOIO KEPYBaHHSI
MOJIITHKOIO OE3IEeKH 3a JIOMTOMOTOI0 MyJIbTa KEPYBaHHsI, 3BUYANHO 3a JIOIOMOTr0I0 Habopy Ha
MepCOHAITBFHOMY KOMIT F0Tepi a00 Ha poOOUlil CTaHITIi.

Penogurapiii
TIOJTITUK!

[TynbT ynpasiiHHS TOTi-
I IMK THUKOIO Oe3IeKU

CepBep NONMITUKA

[IyHKT IpUMyCOBOTO
BUKOPHCTAHHSI ITOJITUKU
(TII1310)

Puc. 1. ETaionna Mmoenb KepyBaHHS MOJITHKOIO O€3MEeKH
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BucHoBxku

Ha ocHoBI Bulieckazanoro MokHa 3p0OUTH HACTYIIHI BUCHOBKHU:

1) Butbmricts komepiiitHOT ipoaykiii CBB HamgaroTh KOMOIHAIII0O MOXKIUBOCTEN MOHI-
TOPHUHTY: MEPEXKHUX 1 Ha OCHOBI XOCTa, y SIKUX XOCT LIEHTPAJIbHOTO KEPYBAHHS OJEPIKY€E IO-
BIIOMJIEHHS BiJl PI3HUX MPUCTPOIB CIIOCTEPEKEHHS ¥ M0JAa€ CUTHAI TPUBOTHU JUIsl IEPCOHATY
MIATPUMKHA MEPEXI.

2) Buxopucranus nporpam CBB 3 MepexxHUMH 3B’SI3KaMH pEKOMEHAYETbCS JUIsl OLlb-
IIOCT1 MEPEKHUX MPHUCTPOIB, 3AJICIKHO BiJf KOHKPETHUX MOTPEO CIIOKUBAYIB.

3) [IporpamMua TPOAYKIlISE CHUCTEM BHUSIBICHHS BTOPTHEHb € HAWOUIBII aKTyaJbHOIO
CKJIaJIOBOIO CUCTEMHU KiOepOe3neku, 110 OypXJIMBO PO3BUBAETHCS.

Y BUCHOBKY BiJI3HAYMMO, 1110 BUKOPUCTAHHS TEXHOJIOTIM ayIUTy Ta MOHITOPUHTY 1H(]O-
pPMaLifHUX CUCTEM 3HAYHO Mi/IBUIYE e()EeKTUBHICTh KiOepOe3neku MiAnpUueEMCTB.
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HOBBIE ®YHKIINU AYIAUTA 1 MOHUTOPUHI'A B OBECITEUEHUUA
KUBEPBE3OITACHOCTMU ITPEAITPUATHUUA

[TonyueHsl peKOMEHAALNU HCIOJIb30BAHUSA MPOAYKIHMH CHUCTEM OOHApYKEHHsI BTOP)KEHMI
JJIs1 6OJ'IBIHI/IHCTBa CCTCBBIX YCTpOfICTB B 3aBUCHUMOCTH OT KOHKpCTHBIX 3anp0c013 HOTp€6I/ITC-
JIEH.

KuaroueBbie ciaoBa: kubepcpena, kubepOe30macHOCTh MPENNPUITHS, ayIuT, MOHUTOPUHT,

nH(pOpMallMOHHAs CUCTEMA

S. Mikhailov, Yu. Shevtsov
NEW FEATURES OF AUDIT AND MONITORING FOR ENTERPRISE NETWORK
SECURITY

These recommendations for use of intrusion detection systems products for most network in-
stallations, depending on the specific needs of consumers.

Keywords: cyber environment, enterprise network security, audit, monitoring, information
system
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MOJAEJUPOBAHUE DKOJOTMUECKUX CUTYALIA IPU
IKCIUTYATALIAUA IPUPOJOOXPAHHOT' O
OBOPYJIOBAHUSI

O.U. boara, E.C. bomxioa, A.B. IlllaTtanos

Opnecckast TOCyIapCTBEHHAS aKaJeMusl X0JI0/1a,
yi. JIBopsickasi, 1/3, Omecca, 65082, Ykpauna; e-mail: olga bodyul@ukr.net

[Ipennaraercss MeTo/1 aHaaM3a SKOJIOTMYECKON 0€30MaCHOCTU CUCTEM MEepepabOTKU MPOMBIIII-
JICHHBIX CTOYHBIX BO/, OCHOBAHHBIM HA COBMECTHOM PACCMOTPCHUH ITPOLECCOB (1)YHKIII/IOHI/I-
POBaHUS MPUPOJOOXPAHHOTO 00OPYIOBAHUS U IKOJIOTUYECKUX IMOCIEICTBUN MOTEHIIMAIBHO
BO3MOXHOIO aBapuHHOrO 3arpsi3HeHus. Pa3paboTaHHble MareMarudeckass MOJeNb M Ipo-
rpaMMHO€ OO€CleYeHHEe MO3BOJIIOT HOJYYUTh JOCTATOYHYIO AJIS yIpaBlIeHUs 0e30I1acHO-
CTBIO MEpPepabOTKH CTOKOB MH(POPMAIUIO O PUCKE PAa3BUTHUS MOCIEICTBUN BO3MOXKHOM aBa-
PHH U COOTBETCTBYIOLIEM KOJIOTHYECKOM YIiepoe.

KuaroueBnle cjioBa: MHUHEPATIU30BaHHBIC CTOYHBIC BOABI, S9KOJIOTUYCCKUC MOCICACTBUA, IIPU-
poaooXpaHHOE 000PYyI0BaHKE, HATC)KHOCTD, 0€30ITaCHOCTh

BBenenune

B VYkpanne mMuHepanu3oBaHHbIE POMBIILIEHHbIE CTOKA — OJIMH U3 OCHOBHBIX HCTOY-
HUKOB MHTEHCUBHOTO 3arpsi3HEHUs NMPUPOIHBIX BOJ. B BojoeMbl U peku MOCTYyNaeT B Cpe-
HeM 3a rof 1161 Teic.T cynbdaroB, 862 ThIC.T XJIOPUIOB, 72 THIC.T HUTPATOB, HATPUS U KaJlb-
s mo 12 teic.T, pocdaToB — 8 ThIC.T, MarHus — 4 TeiC.T U T.1. [1]. CToku, coaeprkaiime coiu
M€/, IMHKA, CBUHIIA, HUKENS, HIUAHUAbI, PTOPUCThIE COEANHEHUS, T'YOUTENbHO BO3/IEHCTBY-
10T Ha BCE JKUBOE, CHIKAIOT UHTEHCUBHOCTh OKHCIUTENbHBIX PEAKIUI, TOPMO3SIT OMOXUMHU-
YECKHE MPOLIECCHI.

W3BecTHBI cilydyan KPYNHBIX aBapuil, CBSI3aHHBIX C 3arpsA3HEHHEM MPUPOIHBIX BOJ BbI-
COKOMMHEpAIM30BaHHBIMU CTOKaMH. BinsHue aBapuil OXBaThIBaeT 1ieJibleé PETHOHBI, IEpe-
X0/ rpaHuIlbl rocynapeTB. Hanpumep, skosnoruyeckas katactpoda — «ayHaickuih YepHo-
ObUIb», Ha 30JI0TOPYAHOM KoMmOuHate «Aypyn» B bas-Mape, B Pymbinuu. B pesynsraTe pas-
pyLIeHus: cTeH OTCTOMHUKOB B peku Camomr u Tucca BeiTeksio okoso 100 Teic. KyboMeTpoB
BOJIbI, COJIEpIKaIlel MAaHUCThIe coearnHeHuss. CMepTOHOCHBIN moToK moctur Jynas. Conep-
xanue nmanunoB mpesbimano TIJK B 2000 pa3. HebnmarompustHas 3KoJiorudeckas oocra-
HOBKa M BBICOKHE YPOBHH aHTPOIOIE€HHON HArpy3KH B pe3yJibTaTe aBapuil MOTYT COXPaHSAThb-
Csl OT HECKOJIBKUX JTHEW 10 HECKOJIbKUX JieT. JIMKBuAamus mociaeacTBUi aBapuid TpedyeT 3Ha-
YUTEJbHBIX CPEJCTB.

CocTosiHME BBICOKOI aHTPOTIOT€HHON HAIPSKEHHOCTU MPAKTUYECKH BCEX BOJHBIX 00b-
€KTOB YKpauHbI (CM. Tabis. 1) CBUAETEILCTBYET O HEOOXOJIMMOCTH MEpeXo/a OT MOJUTUKHU
pearupoBaHus K MPEIyNPExKICHUIO YPE3BbIYAHBIX CUTyalHui. BaxkHelIen coCTaBIsomen
pelIeHus TON 3ajaud SIBJSETCS LIMPOKOE HCIOJIb30BaHUE MPHPOJIOO0XPAHHOTO 000pyI0Ba-
Hus. OHaKo, HAIMYKE CUCTEM 00E3BPEKMBAHUS CTOKOB M TEXHOJIOTMYECKUX PACTBOPOB Ha
MPEANPUATHH HE YCTPaHSET MOJHOCTBIO PUCK 3arpsi3HEHUS € SKOJOIMUYECKUMHU MOCIEICTBUS-
MU Pa3IUYHON TsOKeCTH. BO3MOKHBI aBapuilHbIe CHUTYyallMH H3-3a OTKa30B 00OPYHAOBaHUS
OUHCTHBIX CHCTEM. B mpo1iecce 3kcmryataliuu MOXKET CHIXKATHCSI IPOU3BOUTENBHOCTD arpe-
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raToB CHUCTEM 00€3BPEKMBAHUS CTOKOB M3-3a OTJIOKEHHUI Ha TEMI0O0OMEHHBIX TOBEPXHOCTSX,
3acopeHHsi MeMOpaH, TPyOOIIPOBOJOB, PETYIHPYIOLIMX OpraHoB. B pe3ynapTaTe BO3MOMXKHO
3arpsi3HeHUe NPUPOIHBIX BOJ [2].

TpanuuuoHHbIE TOKA3aTENN HA/IEKHOCTU CUCTEM 00€3BpEKUBAHUS CTOKOB HE XapakTe-
PHU3YIOT AKOJIOTMUECKUX MOCIEACTBUI OTKa30B 00OpYIOBaHUS WUJIM CHIKEHHUS €ro MPOU3BO-
nutenbHOoCTH. Harnedt neneto siBiisiercss pazpaboTaTh METO/bI aHAJIM3a U OLIEHKU Oe3011acHO-
CTH CHUCTEM TIEpepabOTKH CTOYHBIX BOJ C y4E€TOM KaK BEPOSTHOCTH O€30TKa3HOW pabOThI
MIPUPOTOOXPAHHOTO 000PYAOBAHMUS, TAK U BEPOSITHOCTH Pa3BUTHSI OTPULIATEIbHBIX MOCIEACT-
BUI BO3MOKHOT'O 3arpsi3HEHUsl B PE3y/bTaTe aBapUMHON CUTyallUW, W, UCIOJb3ys pa3pado-
TaHHOE MPOTPaMMHOE 0OecTeueHue, MOIyIUTh UHPOPMAIUIO, JOCTATOYHYIO JUIsSl YIIPaBJICHUS
0€301acCHOCTBIO MepepabOTKH CTOKOB.

MeToj aHAIM3a U OLIEHKH YKOJOTHYeCKO0il 0€30MaCHOCTH CHCTEM MepepadoTKH CTOYHBIX
BOJI

DKOJIOTHYECKHE MOCIEICTBUS ONPEIEISIOTCS KaK BEPOSITHOCTRIO 0€30TKa3HOM paboThI
OYUCTHOTO 00OPYAOBaHUS, TaK M MPOLIECCAMH PACIIPOCTPAHEHHUSI H OMOXMMHYECKOTO MPeBpa-
IIEHUS TIPUMECE B cpefie-penunueHre [3].

Tabumna 1.
[TocTymuieHre co CTOYHBIMU BOJIAMU OT/ENIbHBIX 3arPSI3HAIOLUIMX BEIIECTB B MOPS M pEKU
VYkpaunsl [1] (00beMbl 3arpsi3HEHUH BHIYMCIEHBI [0 CyXOMY OCTAaTKy; JaHHbIE IO MOPSIM HE
BKJIIOUAIOT 3arpsi3HAIOLIME BEIIECTBA, TOCTYNUBIINE C BOIOM HAUOOIBUINX PEK CTPAHBI).

BoHbIif 00BEKT 24 <= 3 & g, & o = 3z
S E = 2 S g S 2 < S e
SE | ZE | RE | ZE| £ =
N @)

A3OBCKOE MOpE 31,1 82,8 42.5 2,9 12,4 44,9
C.[onerr 2493 310,0 240,6 13,1 99,0 205,5
Jlyraup 14,9 101,5 57,2 0.8 28,2 57,2
Ockon — 0,9 1,0 0,0 0,8 0,2
Kamemuyc 64,3 3359 5943 6,8 13,7 103,2
Canrup 43 0,0 4,1 1,0 0,9 3,1

3anaanasiii byr 1,6 28,7 37,2 0.9 0,5 225.0

Uepnoe mope 17,2 11,2 29,8 1,3 85,0 30,3
Juerp 247,77 112,0 71,9 13,8 33,1 382,2
Wurynen 63,0 67,6 131,1 1.4 2,5 61,1
Camapa 155,8 110,1 80,4 1,2 31,1 213,2
Pocsw 4,1 1,4 2,8 0,4 4.4 1,4
JlecHa 10,1 3,3 6,3 0,6 6,2 15,6
[Tpunare 29,6 13,9 11,1 1,0 11,6 67,6
Juectp 28,2 23,4 45,3 1,5 34,3 35,5
Hynait 3,0 30,6 39,2 0,7 7,1 5,0
[pyt 2,6 2,8 4,2 0,2 7,1 3,0
Tuca 0,0 2.4 2,1 0,4 - -
OxwbIit Byr 16,1 30,6 23,5 2,2 19,2 32,5
Wuryn 10,5 4.4 4,7 0,6 0,1 9,0
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Jlis ajnexkBaTHOM OLEHKU SKOJIOIMYecKoil 0e301acHOCTH HEeOoOXOJUMO YYUTHIBaTh He-
n30€KHbIE OTPHULIATENIBHBIE TIOCIEACTBHS, COIPOBOKIAOUIUE MEpepabOTKy CTOKOB: COPOCHI
TeIula, yXOA[IUX ra3oB, IIJIaMOB U T.II.

Bennuunna nepepabaTbiBa€MOro CTOKA ONPENEIIAETCs 10 COOTHOUIEHHIO:

G=g 1, (1)

rae t, =t, +t, — BpeMs padodero IuKia CUCTEMbI IepEePaOOTKH CTOYHBIX BOJ; f, — BpEMs
n P 7 P

palboThI CUCTEMBI; ¢, — BpeMs IIPOCTOEB U3-3a PEMOHTOB, OYMCTKHU, aBapui U T.IL.; § — Cpel-
HSis IPOU3BOIUTEIBHOCTD, OIPEeIIIeMast 0 COOTHOIICHUIO:

!). gdt | 2

Iy

g:

B coorHomenun (2) npou3BOAUTENBHOCTE g MOXKET MOJJIEPKUBATHCA TOCTOSIHHOM,
BapbUPOBATHECSA B 3aBUCHMOCTH OT ITPOM3BOJUTEIILHOCTH UCTOYHHMKA g, WM YMEHBIIATHLCS C
TE€YEHUEM BPEMEHHU BCIECICTBUE 3aCOPEHUS DJIEMEHTOB CHCTEMBI I1€pEpabOTKU CTOKa, OTJIO-
KEHUI Ha MOBEPXHOCTSAX HarpeBa u Jp. HeoOxoaumo oOecneunTh nepepaboTKy CTOKa HC-
TOYHHKA G, KOTOPBIN ONpPENEIAETCS TI0 COOTHOIEHHIO:

Iy

Gy = [ gt . 3)

B03MOKHEI ciieyromue cirydau:
G=<G,; G=G,; G~G,. 4)

B ciiysae G < G, HCHOIB3YIOT HAKONUTEIb OTXOJOB, HE OOECIICYMBAIOIINI TIpUEMIIE-
MOTO ypOBHS HaJIeKHOCTH NpenoTBpamienus 3arpssHenud. [Ipn G > G, Bo3MoxHa mepepa-

OOTKU HaKOILICHHBIX OTXO0O0B, IMOCJC Y€ro CJICAYCT CHU3UTh NPOU3BOJUTCIbHOCTE CUCTEMEI B
COOTBETCTBHH C BEIIMINHOM GO .

Ananus 6e3onacHOCTH (HYHKIIMOHUPOBAHMS CUCTEM MEPEPadOTKH BbICOKOMHHEPATH30-
BaHHBIX CTOKOB JOJDKEH BBITIOJIHATHCS HA OCHOBAHWHW HCCIIEIOBAHUSI BEPOSTHOTO JIOCTHIKH-
MOTO TIOJIOKUTEIFHOTO IKOJIOTHYECKOTO 3(p(ekra 0OUnCTKHM M BO3MOXKHBIX OTPHIATEIEHBIX
MOCJIEACTBUN. OTH MOKa3aTeau B CBOIO OYEpEe]b 3aBUCAT OT COCTOSIHUS CHUCTEMBI OUUCTKU
CTOKOB, OIpPEAEISEMOro YUCIOM pabOTaloIIMX JIEMEHTOB 00OPYJOBaHUS — arperaroB CHUC-
TeMsl [2].

Ha puc. 1 uzo6paxen rpad cocrossHuil cucremsl, cocrosimeid u3 N B3auUMO3aMeEHse-
MBIX arperaroB, U3 KOTOPBIX B JII0O0OM MOMEHT BPEMEHHU ¢ JIOJKHBI paboTath M arperaTos.
OcranbHbie L — pe3epBHBIE (pe3epBUPOBAHKME O0OPYIOBAHUS SBJISIETCS AOCTATOYHO d(DPek-
TUBHBIM CPEJICTBOM TIOBBIIICHHS €r0 HAaJIS)KHOCTH M CHI)KCHUS PUCKA aBApUIHBIX CUTYaIU ).
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Puc. 1. I'pad cocTostHMI CUCTEMBI OYMCTKUA CTOYHBIX BOJI

B nmepBbix L cocCTOSIHUAX (xo,x],xz,...,xL) MOCTYMAMIINN Ha 00€3BPEKUBAHUE CTOK
G, TOJIHOCTBIO IepepabaThIBaeTCs. ITO 00eCIeYynBaeTCs OAHOBPEMEHHON paboToil M arpe-
raroB. IlpomsBoaurensHoCcTh cucteMbl G =G, W 3arpsA3HEHUs NPUPOJHOTO BOJOEMAa HE

MPOUCXOAUT. DKOJOTUUECKHUE TOCIEICTBUS BBIPAKAIOTCS COOTBETCTBYIOIIUMH TOJIOKHUTEIb-
HBIMHU ¥ OTPULIATEIEHBIMU Y deKTamu.

lpu G =G, NONOKMUTENbHBIA OJKOJNOTHYECKHH d(dexT ounmcTkm cocrapnser Y
( j= 0,1,2,...,L), a OTPHUIIATENIbHBIN dKOJOTHYecKuil 3PhekT 0T cOpoca HemepepabOTaHHOTO
croka— ;=0 ( j=0,12,.. .,L). Opnnako B pe3yibTaTe dKCIUTyaTaluu M arperatoB U U3ro-
TOBJICHHS N  arperaroB BO3HMKAIOT OTPHULATENbHbIC OKONOrMIeckue sbhdexrsr Y,
(j = 0,1,2,...,L) u Y, COOTBETCTBEHHO.

B nocnenyromux M COCTOSHUSAX CUCTEMBI (xL+],xL+2,...,xN) IIOJIO’KUTEIBHBIA DKOJIO-
rudeckuii apdexr Y/ ( j=L+1,L+2,...N ) obOecrieunBaeTcsi OAHOBPEMEHHOU paboToOi
[M —( J —L)] arperartoB. [Ipu 3ToM Bo3MOXeEH cOPOC HEOUHMIIEHHON CTOYHON BOJBI B KOJIU-
yectBe G, —G[M —(j—L)]/M . Takoii c6poc COMPOBONIAETCS BOZHHKHOBEHHEM OTPHIIA-
TenbHOro 3hdekra Y .

B yKasaHHBIX COCTOSHUSX TaKKe BO3HHKAIOT OSKOJOTHYeCKUe dPdexTsr Y,
( j=L+1LL+2,..,N ) , Y, CcBsA3aHHBIE C DKCIUTyaTaluen [M - ( j- L)] U U3roToBJICHUEM N

arperaros.

ITonoxuTenbHBIN Y; ¥ OTPULATEIBHBIN V), ( j=0,1,2,....N ) sKoJorudeckue dHexTr
(mocnencTBus) B KaXaA0M U3 N COCTOSHUN CHUCTEMBI SIBJISIIOTCSI IUCKPETHBIMU CITydallHBIMU
BEJINYMHAMH, a dKOJIOTHYECKHI 3 dekT (mocnencTsue) Y, sABIAETCA BEINYNHON NETEPMHHU-

pOBaHHOM.
I[J'[f[ OMpCACIICHHA B IICPBOM HpI/I6J'II/I)KeHI/II/I OTUX BCJIWYWH MBI IpeajaracM HCIIOJIb30-
BaTbh COOTHOIIICHUA:

m[Y;]: ifi(t)aicl. -jg(t):lt- iP(t)j + ﬁ: MP.Q) , (5)

Jj=0 Jj=L+1
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wly =l Jemlvs e v = 3 1 0ae, [odt-G | 3 £0ac, [ aloi -

, L N : 1. (0)
SO DILTORD S TGN WO

i=n+l =L+1 M | i=r+l

rje m[YZ +] — MaTeMaTHYECKOe OXKHUIAHUE TOCTHKUMOTO MOJOKUTEIHLHOTO d(derTa 06e3Bpe-
KUBaHUS, YUCIEHHO PAaBHOTO MPEJOTBPAIICHHOMY MOTEHIIMAIBHOMY yIIepOy OT 3arpsi3HeHus
IMPpUPOAHBIX BOJ BBICOKOMHHCPAJIU30BAHHBIM CTOKOM; m Yz_ — MaTeéMaTH4YCCKOEC OXHUIAaHHEC
oTpuiaTenbHoro 3¢ gekra ; m[YZ ]] — MaTeMaTH4ecKoe OKUIaHHE yliepOda OT MOCTYIUIEHUU

HEOUUIIEHHOI'O CTOKA BCJIEJCTBUE YMEHbILEHUS MPOU3BOAUTEILHOCTH CUCTEMBI IIPU 00pa3o-
BAaHUU OTJIO)KEHHUH HA MOBEPXHOCTSAX TEIIOOOMEHA, 3aCOPEHUU TPYOOINPOBOJOB M PEryiu-

PYIOIUX OPraHoB, BCICACTBHE MIPOCTOCB WIN aBAPUMHBIX CUTyauuu; m|Y , | — maremarnye-

CKO€ OKHJaHHe OTPUIATEIbHBIX NOCIEACTBU (yiiepOa), pa3BUBAIOIIMXCS IPU MOCTYIIICHUN
B MPUPOJHYIO CPEly Pa3IMYHBIX ra3000pa3HbIX, KUAKUX U TBEPAbIX OTXOJOB, CBA3aHHBIX C

JKCIITyaTalell OYMCTHOIO 000pynoBaHus; Y, — ymiepO OT 3arpsA3HEHUs IPUPOJHON CPEJIbl

IIpHU U3roTOBJICHUU O6OPYJIOBaHI/I${; G* — C€MKOCTb HaKOIIUTCIISA OTXOA0B, HCIIOJIB3yEMOI'0 B
t t

clry4ae I godt > I gdt , ¢, — KOHIEHTpalWs i-oif npumecu B ctoke; a, (i=1,2,...,k) — koad-
0 0

(GUIUEHT, XapaKTepU3YIOUIUH PEaKLHIO CPeIbl-pEelUIIUEHTa Ha 3arpsA3HEHHUE; n — YHCIIO
KOMIIOHCHTOB B CTOKE, 7 — (n + 1) — YUCJI0O KOMIIOHCHTOB OTXOA0B, COITPOBOXAAOIINX OYUCT-
Ky CTOKOB; k , ¥ — YHUCJI0O KOMIIOHCHTOB OTXOA0B, COIIPOBOXAAIOIINX HU3TOTOBJICHUC ITPHUPO-
AL L (1 _ el )

T,—7T,

JIOOXPAHHOTO 000PYIOBAHUS, fl.(r) =1- — (pynkmus,

YUYHUTHIBAIONIAs TUHAMUYECKHE XapaKTEPUCTUKHU (BpeMs BOJOOOMEHA T, , HHEPLIMOHHOCTD T,
3anas/iblBAHUE 7, B Pa3sBUTUU OTPHULATENBHBIX IOCIEICTBHI) IOJBEPralOUIErocs 3arps3He-

HHUIO BOJIOTOKA, ITO3BOJISAIONIAs YCTAHOBUTH B3aUMOCBA3b MEXKY PACXOJOM M KOHLIEHTpalUEH
CTOYHOM BOJIbI, MMOCTYMAIOIIEH B PEKY, MEXY CKOPOCTHIO YBEIMYEHUS] KOHIICHTPALUU TpHU-
MeCH, IIPUTOKOM IPUMECH CO CTOYHOH BOJOM U €€ BHIMBIBAHHEM, a TAKKE MEX]y KOHIICH-
Tpauuei npuMecei B BOJ0EME U XapaKTepOM U YPOBHEM IOCIIE/ICTBUMN, BEIPAKEHHBIX B BUE
SKOHOMMYECKOTO yiepOa, MoJdydeHHas MpU YCIOBUU PABHOMEPHOTO pPACIpPEAETCHUS IpH-
MECH Ha PacCMaTpHBACMOM YYaCTKE BOJOTOKA; P, — BEPOSTHOCTH j-TO COCTOSHHUS CHCTEMBI

OUYHCTKU CTOKOB.

Mo3kHO OlLEeHUTh 0€30MaCHOCTh JSKCIUIyaTallMM CHUCTEMbI MepepabOTKH MHUHEpaIN30-
BAHHBIX CTOKOB U II€JIECOO0PA3HOCTh PE3EPBUPOBAHUS MPHUPOJIOOXPAHHOIO 000PYAOBAHUS,
COIIOCTABJISIS DKOJIOTMYECKUE MTOCIEACTBUS — JIOCTUKUMBIN NOJIOKUTEIBHBIA U IIPUBHOCHMBIN
otpunatenbHbiil 3¢ dexrsl. Kpurepuem 3pPexkTHBHOCTH IPU ITOM MOKET CIIY’KUTh OTHOIIIE-
HUE MaTEeMaTUYECKUX 0KUJAAHUNA COOTBETCTBYIOIINX BEJIMYMH:

(7

BepostHocTr Pj(t)onpez[ensﬁomﬂ Ha OCHOBaHWM ypaBHEHHU Opmanra [4, 5]. Tak kak

MPOLECC MEPEX0Ja CUCTEMBI U3 COCTOSHHS B COCTOSHHUE SIBJISIETCS MApPKOBCKUM, TO, UCIOJIb-
3ys rpad) COCTOSIHUM CUCTEMbI, MO>KHO 3aITUCaTh:
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(1) = _AMP(t)+ P (t).
d%(f): IMP, ,(6) = (g + AM)P(0)+ u(j + )P, (1) =1,2.3,....L,
d%(t) = AN = j+ 1P, ()= [jpa+ AN = 1P, 0)+ (i + 1P, 1), ;
j=L+1,L+2,...N-1,
deLt(f) = AP, (£)- uNP, (¢),

rame A , {4 — IJIOTHOCTH ITOTOKOB OTKAa30B U BOCCTAHOBJICHUA arpe€raToB.

Ha ocHoBanuu cucreMbl ypaBHEHUH (8) Mpu BBINOJIHEHUU YCIOBHM CTAallMOHAPHOCTHU

P, N
%ft) =0 ( j=0,1,2,....N ) 1 HOPMHUPOBKH ZPJ.(t)zl MOXXHO TMOJY4YUTh CUCTEMY JIMHEU-
j=0

HBIX aJIreOpanvyeckuX ypaBHEHUH U €€ pellleHue:

P)=" R0, ©

N

[TW=-j+1)

_ j=L+l1

M
rmev=—-;n,=1,ecmn j=12,..,L; T, ,ecma j=L+1,L+2,...,N.

7 Mt
Torpa cymmapHble BEpOSITHOCTH COCTOSIHUM CHUCTEMbI, 0€30IIaCHOIO U CBSI3aHHOTO C
PUCKOM 3arpA3HCHUsA, OIMPEACIIATCA 110 COOTHOIICHUAM

F Vj
L ' Fﬂj
sz(t):l/ 1+J:L+'+j ,
Jj=0 1+ L
=L (10)

> A(0)=1-3 A )

j=L+1 j=0
[TepBoe u3 cootHomienuit (10) MO3BOJIIET OMPENETUTh BEPOSTHOCTH OE30MACHBIX CO-
CTOSIHUH CHUCTCMBbI, 4 BTOPOC — BCPOATHOCTH COCTOﬂHHﬁ, CBA3aHHBLIX C DKOJOITMYCCKHUM PUC-
KOM.
Ucnonw3ys cootHomenue (7) ¢ yuetom (5), (6), (8)-(10) MoxHO OlIeHUTH 0€301MaCHOCTh
IKCIUTyaTaIlli CHUCTEM TepepabOTKH BBICOKOMHHEPAIM30BAHHBIX CTOKOB, a TaKXKe JPYIHX
IIOTCHIIUAJIBHO OIIACHBIX 00OBEKTOB.

Pe3yabTaThl

Ha ocHoBanum mnpemioKeHHON MOJENIM TPH HCIOJIb30BAaHUU Pa3pabOTaHHOTO Mpo-
rpaMMHOTO o0ecriedeHre ObLT BBIMOJTHEH KOMIUIEKC PACYETOB DKOJOTHYECKON 0€30MacHOCTH
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SKCIUTyaTal[iy CUCTEM 00€3BPEKHMBAHUS MUHEPATM30BAHHBIX CTOYHBIX BOJI PAa3JIMYHBIX MPO-
n3BoJICTB. [losryueHHbIEe pe3ynbTaThl 0TOOpaXKatT U3MEHEHHE BO3MOXHBIX MOCIEACTBUM aBa-
pUil B 3aBUCUMOCTH OT YCJIOBUM CpEIbI-pELUINIMEHTA, & TAKXKE CHUKEHHE SKOJOTMYECKOU
OMACHOCTH 3arpsi3HEHMsI MPU ONTUMU3ALUU 000PYIOBaHUA MO IepepaboTKe CTOYHBIX BOJ.
[IporpammHoe o0OecrnieueHre J0MycKaeT U3MEHEHHE MePeUHsl IPUMeEceil U UX KOHLIEHTPAIUH B
CTOKaX, BBIIIOJIHEHHWE OLIEHOK JUIsl JTHOOBIX MOTEHIMAIbHO OMACHBIX IPOU3BOJICTB, PACIOIO-
KEHHBIX BOJIU3U Pa3IMUHBIX BOJHBIX 0OBEKTOB.

B kauectBe nmpumepa paccMOTpeHa KOMOMHUPOBAHHAsSI YCTAaHOBKA KOHLIEHTPUPOBAHUS
CTOKOB TUT@HO-MarHUEBBIX MPOU3BOJCTB.

[IpenycMOTpeHO HCHOIb30BaHUE HA MEPBOM CTaUK KOHIIEHTPUPOBAHUS MHOTOCTYIIEH-
4aTOM BBIMAPHOM yCTaHOBKM. Ha BTOpOW cTaauu HMCIOIB3YyeTCsl YCTAHOBKA MTHOBEHHOTO
(amnabaTHOrO) BCKUIAHUS C MPOMEXKYTOYHBIM Ia30BbIM TEIIOHOCUTEIIEM.

B cocraB cTrouHbIX Boj (Tabil. 2) BXOJAT 3arpsi3HEHHbIE TPOU3BOJICTBEHHBIE (00pa3yto-
1Mecs Ipyu Moike 000pyaoBaHMs U pabOUMX IUIOIIAI0K), KUCIbIE, THIIOXJIOPUIHbIE, (PTOPCO-
JiepKalliie ¥ MBILIBIKCOepXKAIIUe CTOKH, a TAK)KE IPOJAYBOUHBIE BOJbI U PEreHepalluOHHbIN
pacTBOp, JINBHEBBIE U YCIOBHO YHCThIE CTOKH.

Tadauua 2.
COCTaB CTOKOB HGHTpaJ'II)HI)IX OYHUCTHBIX COOpy7K€HHI>i TUTAHO-MAarducBOI O HpOI/I3BOI[CTBa

KomMmnoHeHTEI Ennaunner nzmepeHus KomnmuecTBo B cTOKax
B3Beliiennnle BelecTsa MI/JI 0,19
Xpom VI MI/1 0,00006
Maruwuii MI/1 20,2
Menb MI/JI 0,063
Keineso MI/JI 0,29
®Top MI/1 0,52
Xaopuast MI/1 10000
Cynbhatet MI/1 180
IllenoyHoCTh MT-9KB/JT 2,1
Cyxoi1 ocTaTok MI/1 20000

Kucnple W runoxiopuaHble CTOKA HEWTPATM3YIOTCS W TOCTYNAIOT Ha LEHTpPaIbHbIC
OYHUCTHBIE COOpYKeHUs npennpuatus. Croa ke MOCTYMaeT 4acTh 3arps3HEHHBIX MTPOU3BO/I-
CTBEHHBIX CTOKOB. OCBETIICHHBIE MHUHEPAJIN30BAHHBIC CTOKH MOCJE HEHTPATBHBIX OYHCTHBIX
COOPY)KEHHMI MOCTYMNAOT B CUCTEMY 00€3BpEKUBAaHUS — KOMOMHHUPOBAHHYIO YCTAaHOBKY KOH-
HEHTPUPOBAHHSI CTOKOB.

@®parMeHTHl TOJTYYEHHBIX PE3YIBTAaTOB U CPOPMHUPOBAHHON 0a3bl JAHHBIX MPUBE/ICHBI B
Tabi. 3, 4 u Ha puc. 2 u 3. CoriacHo NOJy4eHHBIM pe3yabTaTaM, BIUSHUE JUHAMHUYECKHUX Xa-
PaAKTEPUCTHUK CpPEAbI-PEIMITACHTa Ha SKOJOTHUYECKHE TOCIEICTBHS BEPOSTHOTO 3arpsi3HEHUS
CYILIECTBEHHO IaJIaeT IPU BO3PACTaHUU TeKyliero spemMenu ¢ =107, , 7 >57,, T.e. B yCIOBH-

AX JJIIUTCIBbHOT'O 3arp${3HeHI/1${ 158 HpOFpeCCI/Ipy}OHIGfI TCHIACHIIMN OKOJIOTUYCCKOI'O COCTOSAHUSA
IIPY TI0JIABJICHUH CIIOCOOHOCTH K CAMOOYHIIICHHI0. B 3TOM ciydyae B paMKax JaHHOW MOJIEIH
OIICHKAa HOCJ'IGI[CTBI/Iﬁ MOXET 6I>ITI> BBIIIOJIHCHA I10 HHHeﬁHOﬁ 3aBUCHUMOCTH OT OMHUCCUU HpI/I-
MECH C MOrPEIHOCTbI0 MeHee 2%. BiusHue TuHaAaMHYEeCKUX XapaKTEPUCTHUK HAa BEJIUYHHY
yiepba 0COOEHHO CYLIECTBEHHO MPH MajbIX f, T.€. MPU KPAaTKOBPEMEHHBIX BbIOpOCax, HE
HpCBBIIHaIOHH/IX KOMHGHC&TOPHBIG BO3MOXHOCTH 6I/IOH€H033. HpI/I 3TOM B YCJ'[OBI/U[X BBICOKOI)'I
CIIOCOOHOCTH K CaMOOYMIICHUIO (YBEJIIMYEHHE T, U T,) CHUIKAETCSA PAaCYETHOE 3HAYECHUE II0-

TCHIUAJIBHOTO ymep6a oT SaFPSISHeHI/IS{, T.C. YMeHI)HIaeTCSI TSIKCCTh HpC}IOTBpaHIaGMBIX I10-
CIIECTBUM.
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Taouauna 3.
[IpenoTBpameHHbIi yep0 B 3aBUCHMOCTH OT JUHAMHYECKUAX XapaKTEPUCTHUK BOJOEMa-
peuunuenTa (7, =0)

JlnHamMuIecKne XapakTepUCTUKN Texymee Bpens [IpenoTBpalieHHBINA SKOHOMHYE-
BOJOEMa—pPCLHUIINCHTA, 9acC T gac CKull ymiepO oT 3arpsi3HeHus BO-
T, T, ’ noema, TpH/TOT
720 288 1944 2380170
720 288 3888 5315800
720 288 5832 8030100
720 288 7776 10711800
720 864 1944 1884360
720 864 3888 5120060
720 864 5832 7989900
720 864 7776 10708300
720 1440 1944 1469510
720 1440 3888 4660370
720 1440 5832 7756640
720 1440 7776 10615600
1440 576 3888 4760350
1440 576 7776 10631500
1440 1728 3888 3768720
1440 1728 7776 10240100
1440 2880 3888 2939030
1440 2880 7776 9320750

AHanu3 BAMSHUS Ha 3KOJIOTUYECKYIO 0€30MacCHOCTh YCTAHOBKU JMHAMMYECKUX XapaK-
TEPUCTUK CPEIbl-PELIUIIMEHTa TI0Ka3all, 4TO B MHTepBase Tekymero Bpemenun 0<¢<10r,
YpOBEHb 0€30MaCHOCTH PE3EpPBHUPOBAHHOMN cHCTEMBI, coxpaHsas B 5+10 pa3 OoJiee BBICOKHE
3HAYEHUs, CHIYKAETCS] HMHTEHCHUBHEE, YEM HEpe3epBUPOBAHHOMN ¢ 00Jjiee BHICOKMM 3HAUYE€HUEM
CyMMapHOM BEPOSTHOCTH COCTOSIHUM, CBSI3aHHBIX C SKOJOTHUYECKUM PUCKOM (puc. 3).

U,

401

1

2
3
&
5

20

0 2000 4000 t vac

Puc. 2. VI3mMeHenue Bo BpeMEHHU 3KOJOrMYECKON 0€30MacHOCTH Pe3epBUPOBAHHON CHUCTEMBI
ouMcTKU 1pu 7, paBHoM 720 4 (1-5), 1440 4 (6-10) m 7, — 0.4z, (1, 6), 0.8z, (2, 7), 1.27,

(3, 8), 1.67, (4,9)u 27, (5, 10)
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Puc. 3. VI3meHeHre BO BPEMEHM 3KOJIOTMYECKON 0O€30MacHOCTH Hepe3epBHpoBaHHOW (1) u
pe3epBUpoBaHHON cucteMbl ipu M=1, L=1 (2); M=2, L=1 (3); M=3, L=1 (4); M=4, L=1 (5);
M=5, L=1 (6); M=2, L=2 (7); M=3, L=2 (8); M=4, L=2 (9); M=5, L=2 (10); M=3, L=3
(11); M=4, L=3 (12); M=5, L=3 (13); M=4, L=4 (14); M=5, L=4 (15); M=5, L=5 (16)

BeposATHOCTh COCTOSIHUIN CHUCTEMBI, CBA3AHHBIX C IKOJOTHYECKUM PHCKOM, CHHUKACTCA
MIpU pe3epBUpPOBaHUK 000pynoBanus. Ho mpu yBeamdeHnn 4ucia pe3epBHBIX arperaToB KO-
joruyeckasi 0€30MacHOCTh IKCIUTyaTallud CUCTEMbl BO3PACTAET JIUIIb MIPU JOCTATOYHO OOJIb-
HIMX TEKYIIUX BpeMeHax (¢ > 27, ). OTO CBA3aHO C OCOOEHHOCTSAMU CPEbI-PELUIUEHTA, OIHU-

ChIBaeMbIMHU (DyHKIMEH fl(t) ITpu ¢ > 27, pocT OTPULIATENIBHBIX MOCIEACTBUMA U3rOTOBICHUS

OO0JIbIIEro YKCIia PE3EPBHBIX arperaToB MEPEKPHIBAET MOJIOKUTEIbHBIA APPEKT OT yBeauue-
HUS HAJEKHOCTH CUCTEMBI, YTO CYIIECTBEHHO CHIKAET OOIIMI ypoBEeHb O€3011aCHOCTH.

B tabn. 4 npuBenen pparMeHT JAaHHBIX O BEPOATHOCTH O€30TKAa3HOM pabOTHl CUCTEMBI U
KpUTEpHH O€30IIaCHOCTH u_ B 3aBHCHUMOCTH OT yCIOBHMH 3KcmyaTanuu. COrJIacHO BBINOJ-

HEHHOMY aHAJIM3y MaKCUMYM SKOJOTHYECKON 0€30MacHOCTH M MaKCUMYM HaJeKHOCTH CHC-
TEMBI JIOCTUTAIOTCS MPU PA3TUYHBIX 3HAYCHHSIX OMPEICISIIONINX MapaMeTpOB, YTO OOBSICHS-
€TCSl BJIMSIHUEM IMPOIIECCOB PACIPOCTPAHEHUSI U TMPEBpaIleHUs MpUMecH B BojoToke. [Ipm
9KOJIOTUYECKH IEJIE€CO00Pa3HOM CHIDKCHHH PHCKA aBApUMHBIX CHUTYaIldud B 3aBUCHMOCTH OT
JTUHAMUAYECKUX XapaKTEPHUCTHK BOJOEMa PEIUIUEHTA YIKOHOMUYECKUN 3P (deKT mepepadoTKu
CTOKOB MOET OBbITh OBBIMICH HAa 267+519 ThIC. TPH. B TOJ.
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Taoauna 4.

DKOJIOTUYECKHE TTOKA3aTeIIA CUCTEMBI nepepa60TK1/I CTOKOB TUTAHO-MAarHucEBbIX IIPOU3BOJACTB

L

2 P t m[33]3 _
Kpurepuit Z (¢) u, rprron m[3sz]-5
M=LL=0
8.2 8280000 0
— 720, 7. = 1440;
b T : 0.9018 77 7200000 0
7, =288, 7, = 2880
M=1L=I
528 8800000 519000
— 720, 7. = 1440;
i T : 0.9946 387 7467000 267000
7, =288, 7, = 2880
M=1L=2
69.8 8450000 167000
— 720, 7. = 1440;
i T : 0.9998 46.5 7102000 -97000
7, =288, 7, = 2880
M=1L=3
720,17 = 1440: 67.9 8.0 2285000
¢ ¢ 0.9999 45.0 6.649 1551500
7, =288, 7, = 2880
M=2L=1:
= 720,7. = 1440; 0.9662 20.4 7316000 -973000
: 17.8 6052000 _1147900
7, =288, 7, = 2880
M=2,1L=2
56.7 7519000 ~770000
— 720, 7. = 1440;
i T : 0.9967 40.0 6172000 ~1028000
7, =288, 7, = 2880
M=2L=3;
66.2 7169000 ~1121000
— 720, 7. = 1440;
L=l ’ 0.9997 3.5 5813000 _1386600
7, =288, 7, = 2880
M=2L=4;
65.1 6.762 ~1528000
— 720, 7. = 1440;
T=72007, 21480 0.9999 30.0 5.406 1794000
7, =288, 7, = 2880

TakuM 00pa3oM, COBMECTHBIA SKOJIOIMUECKUN aHAIN3 Mpoliecca (PyHKIMOHUPOBAHUS
MIPUPOIOOXPAHHOTO 00OPYIOBAHUS U PAa3BUTHS MOCIIEACTBUI BEPOSTHBIX aBAPUHHBIX CUTYya-
U, y9eT B MIPOIIeCCe MPUHATHS PEIICHUN CIIOCOOHOCTH CPe/bl K CAMOOYHIIICHUIO 00ece -
BAeT MOJydeHHE HOBOW HH(POPMAIINH O IEI€CO00pa3HOM YPOBHE HAJIEKHOCTH 000PyI0BaHUS
B CHCTeMax MepepabOTKU CTOUYHBIX BOJ.

BrIBOABI

1) HaubGonee 3HaunMbIMU (pakTOpamMu MpU NPUHATHH PEIICHUN MO CHIKEHUIO PHUCKa
MOCJIEICTBUN aBapUNHBIX CHUTYallMil SIBJISIFOTCS TMHAMUYECKHE XapaKTEPUCTHUKU CpPEIbl-
PELIMIINEHTA, OTPAXKAIOIIHE €€ CHOCOOHOCTh K CAMOOYHILEHHIO.

2) Pemenus o npegoTBpalieHud BO3MOXKHOIO yiiepda Ha OCHOBE MHUHHMM3ALUN CyM-
MapHON BEPOSITHOCTH CBSA3aHHBIX C PUCKOM COCTOSTHUM MOTEHLUAIbHO OMAacHOro 00bekTa 0e3
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JOCTaTOYHOTO y4eTa CBOMCTB CPEbl-PELIUITUEHTa MOKET IPUBECTU K HEOOOCHOBAHHBIM KO-
HOMHYECKHUM IMOTEPSIM.

3) CymectByeT 00JacTh 3HAYEHWW TEKYIIETO BPEMEHH, B KOTOPOW MOTCHIIMAIbHBIN
PHUCK OTPULIATEIBHBIX MOCIEACTBUNA MOXKET HE JOCTUTaTh CYLECTBEHHOM BEIMYMHBI BCIECT-
BHE BJIMSIHUSI CBOMCTB CPEJbI-PELIUITUEHTA, a 3((EKT OT NpeJoTBpAIICHUs pUCKa IepeKphIBa-
€TCsl OTPULATEIbHBIMU TOCIEICTBUSMU MPUPOJOOXPAHHBIX MEPONPUATHI, B YaCTHOCTH, U3-
rOTOBJIEHMSI pe3epBa 000pyI0BaHUS.

4) [Ipu cHUXKEHUU CyMMapHOMN BEPOSITHOCTU COCTOSIHMM, CBA3aHHBIX C PUCKOM, 3KOJIO-
rudeckasi 6e30nacHOCTh MPUPOIOOXPAHHOTO 00OPYJOBaHUS BO3PACTAET JIMIIb MPU OOJIBIINX
3HA4YEHHUAX TEKYLIEro BpeMeHH (¢ > 27, ), 4TO CBA3aHO C OCOOEHHOCTSAMU CPEJIbI-PELIUITEHTA.
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O.1. boxaron, O.C. bomron, O.B. Illaranos 5
MOJIEJIIOBAHHS EKOJIOTTYHUX CUTYALIU ITPU EKCITJIY ATALIIT
I[MPPOJOOXOPOHHOI'O OBJIAJJTHAHH A

[IpononyeThCst METOJI aHANI3Yy €KOJIOTTYHOI Oe3MeKH CUCTEM MepepoOKH MPOMUCIOBUX CTIU-
HUX BOJI 3aCHOBAHUN Ha CMUTBHOMY PO3TJISA/Il MPOIECiB PYHKI[IOHYBAaHHS MPUPOIOOXOPOHHO-
ro YCTaTKYBAaHHS 1 €KOJIOTTYHHUX HACTIAKIB TMOTECHIIITHO MOKJIMBOTO aBapiiHOTO 3a0py/IHEH-
Hs. Po3poOreni MareMaTuyHa MoJieNb 1 IporpaMHe 3a0e3MeUeHHs J03BOJISAI0Th OTPUMATH JI0-
CTaTHIO JIJISl YIIPABJIIHHS O€3MEKO0I0 MepepoOKH CTOKIB IHPOPMAIIIIO TTPO PU3UK PO3BUTKY HAC-
JIKIB MO>KJIMBOT aBapii 1 BIANOBIAH1 €KOJIOTTYH1 30UTKH.

KuouoBi cjoBa: MiHepanizoBaHi CTIYHI BOJAM, €KOJIOTTYHI HACHIIKH, MPUPOJIOOXOPOHHE
YCTaTKYBaHHS, HaJ(IMHICTb, Oe3IeKa

O. Bodyul, E. Bodyul, A. Shatalov
MODELLING OF ECOLOGICAL SITUATION IN THE OPERATION OF
ENVIRONMENTAL PROTECTION EQUIPMENT

The method of ecological safety analysis of the systems of industrial sewages processing is
presented. This method is based on simultaneous research of environmental protection
equipment functioning processes and ecological consequences of probable emergency situa-
tion. Developed the mathematical model and software allow to get the sufficient information
for a management of safety of sewages processing.

Keywords: sewage, ecological consequences, environmental protection equipment, reliabil-
ity, environmental safety
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VK 519.68

MOJIEJb ®YHKIIOHYBAHHS AJJANITUBHOI
TPEHAYKEPHOI CUCTEMU JJISI MIJATOTOBKU ®AXIBLIB
CHOELMIIPO3ALTIB

10.0. 'ynuenko', C.B. Jlenkos

! Opecbkuil HAIlIOHAJIBHUH MTONMITEXHIYHUH YHIBEPCHUTET,
npocr. Illeruenka, 1, Onmeca, 65044, Ykpaina; e-mail: 7996445@mail.ru
? BiiicekoBuii inctutyT KniBchbKoro HauioHaj pHOTO yHiBepcuTeTy iMeHi Tapaca IlleBuenka,
npocrt. I'mymnikoBa, 2, kopryc 8, Kuis, 03680, Ykpaina

Po3pobneno moxaens (GyHKIIIOHYBAaHHS aqaNTHBHOI TPEHAXKEPHOI CHCTEMH, 3a JOMOMOTOIO
AKO1 3a0€3Meuy€eThCsl ONTUMAIIbHE TUTAHYBAHHSI TIPOLIECY BiIpAIfOBaHH HABYAIBHUX 32124 3
ypaxyBaHHSIM JIOCSTHYTOI'O MOTOYHOIO PIBHS JJISl MIATOTOBKM (paXiBLIB CIELIIAPO3LIIB.

KuouoBi cjioBa: aganTUBHAa TpEHaXKEpHA CHCTEMa, OCOOOBWU CKJIaJd, PIBEHb IMIATOTOBKH,
aJlanTUBHE YIPABIIIHHS, HABYAJIbHI 33712491

Beryn

[TocriitHi 3arpo3u TEPOPUCTHYHUX AKTIB Ta YAOCKOHATIOBAHHS 3aCO0IB MacOBOTO 3HH-
IIEHHS HACEJICHHS, TPE ABJISIE MIABUIIEH] BUMOTH 10 PIBHS MIATOTOBKH Ta 3J1aroPKEHOCTI
ocoboBoro cknany (OC) mimpo3autiB crneriansHoro npusHaueHHs (CII). Orxe, Hanpukia,
TepakT mig yac €8po—2012 moke MaTH MakCUMalbHUM pYyHHIBHHM €QeKT Ta HeraTHBHHM
MDKHApOJAHUI pe30HaHC. 3a OILIHKAMH MPOBITHUX CIIEICIYKO CBITY, 3arpo3a CKOEHHS TepaK-
Ty i 4ac IPOBEIEHHS IIMPOKOMACIITAOHUX CHOPTHUBHUX 3aXOAIB Kiacy «OIIMIINHCHKI Ir-
pm», «Kyo6ok cBity FIFA», «®yr6onbpanit uemmionatr EURO» 3pocrtae yrpuui. [dns Ykpainu
SK Jep)KkaBU-Tocrnojaps Oe3rneka BeJIMKMX MDKHAPOJHUX CIIOPTUBHMX 3aXOJIB TAKOT'O PIBHA
— II¢ HOBE 3aBJIaHHS, BUKOHAHHS SKOTO (DAKTUYHO 3alexuTh BiA piBHA miarotosku OC mia-
poznuriB CII. BnpoBamkenns cydacHux 3aco0iB Ta cucteM miarotoBku OC moB’s3aHe 3 Karti-
TaJbHUMH BKJIAJaMH SIK Ha po3poOKYy IPOEKTIB Ta BUKOHAHHS MIATOTOBYMX POOIT, Tak 1 Ha
npunbanus TpeHaxepHux cucreM (TC). Tomy Bubip BapianTa noOynosu TC Tta ioro BrpoBa-
mxeHHs B nporec miarotoku OC migposaunie CII mae nepeayBatn BceOidHE 0OTpYHTYBaH-
HSL

AHaJii3 0CTaHHIX J0CTizKeHb i myOJikamii

Icnyroui TpenaxkepHi 3acobu [1-3] MopasibHO Ta TEXHIYHO 3acTapuld 1, 110 HalyacTiule,
(GYHKIIIOHYIOTh Y AEMOHCTpaliiHOMY pexXuMi Ta 0e3 ypaxyBaHHS JUHAMIKU 3MIHM PIBHS Mif-
TOTOBKM OCOOOBOTO CKJIaJy MO BHKOHAHHIO TUMOBWX HaBuaibHHX 3amad (H3). fAx mokasye
MIpaKTHKa, y OUIbIIOCTI BUNajakiB aedki Tunu H3 Bukonyrotbea OC 3 camoro noyaTky TpeHy-
BaHHS 3 HEOOXITHOIO SKICTIO, OJTHAK iXHE BIAMPAI[IOBAHHS MIPOJIOBKYETHCS 32 YaCOM OJHAKO-
BO 3 iHmMMH TUnamu H3, mo 3Ha4Ho 30ubi1ye yac HaBuaHHA [1]. OqHUM 13 HaNpsSMKIB yCy-
HEHHS 3a3HAaYeHMX HEAONIKIB € po3poOka amanTuBHUX TpeHaxkepHuXx cucreM (ATC), ski Ha
KOKHOMY KpoIli (erami) HaB4YaHHS 3a0€3Me4yloTh ONTHUMaJIbHE TUIAHYBAHHS H aJanTHBHE
yhpaBiiHHA IpolecoM BinnpautoBanHsa H3 pi3uux tumis [3,4].
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Merta gocaiTKeHb

Mertoto cTarTi € po3pobdka Mojieni GYHKIIOHYBAHHS aIallTUBHUX TPEHAXKEPHUX CUCTEM
MIATOTOBKK 0COOOBOTO CKJIAY MiAPO3AUTIB CIEIIaTbHOTO TPU3HAYCHHS.

BuxkJjaa ocHOBHOIro Marepiajy q0CaigKeHHs

B ocHoBy no6ynosu ATC moxxe OyTH MOKJIajieHa HacTymHa mojenb marotoBku OC
nigpo3auiis CII.

VY nepury uepry GopMyIntoeTbes UUTb 1 IJIaH MoeTanHoro HaB4yaHHs. KiH1eBOIO METOIO
nigroroBku miapo3autie CII € gocarnenHs y Bcix kareropii OC yMiHb, HaBHKIB 1 SIKOCTEH,
HeoOX1HUX /i1 BUKoHaHHS H3 y pi3HuX ymoBax o0cTaHOBKH. [1J1 NOCATHEHHS KIHIIEBOT LTl
Ha OCHOBI BUKOPHMCTaHHS CTaTUCTMYHUX JIaHUX IMOINEPEIHIX MepiojaiB HaBYaHHS MIATOTOB-
JISETHCSI ONITUMAJIbHUI IJIaH MOETANHOTo BiAnpaioBaHHs TUnoBux H3 Ha yeprosuil nepioa
HaBYaHHSA. Y Ipoleci TpeHyBaHb, MOKH LUIb HE JOCITHYTA, TOBTOPIOETHCS HACTYIHA MOCIHI-
JOBHICTb JI1i:

® BIAMOBITHO JI0 ONTHUMAJIBHOTO IJIAHY 3/1MCHIOETHCS BIITBOPEHHS HEOOXITHOT IMITO-
BaHOT 00CTaHOBKHU JIJIs MTOCJIIJOBHOTO BIANPAIIOBAHHS Takoro Habopy tunoBux H3, npu sxo-
My 3a0e3neuyeTbcs JOCSITHEHHS He0OX1IHOTO (MaKCUMalIbHOTO) piBHSA MiAroToBKH OC;

® Ha OCHOBI MOPIBHSAHHSA NOTOYHOrO piBHA HiAroTOBKM OC 10 BUKOHAHHIO THUIIOBUX
3a/1a4 13 HEOOX1JHUM PIBHEM MPUIMAETHCS PILIEHHS [TPO MOJAIBIINN X1 TPEHYBaHHS.

SIKI0 MOTOYHUI pIBEHb HE HIDKYE HEOOX1THOTO — TPEHYBaHHS MPOJOBKYeTbcs. B iH-
IIMX BUIAJKaX, B 3aJI€KHOCTI BIJ| JOCATHYTOTO PIBHS, BUHHKA€E HEOOXIIHICTh B aJalTUBHIN
3MiH1 (IIOBTOPHOI ONTUMI3alii) miany BignpautoBanHs pi3aux tunis H3. Ilpu npomy mpouec
¢yukuionyBanHsa ATC sBasie c06010 KepOBaHUN AWHAMIYHUMA IPOLEC, IO XapaKTEPU3YETHCS
JIBOMa BHJIaMH IapaMeTpiB [2-5]:

" [apameTpaMu KepyBaHHS D (IOCHIIOBHICTIO MOCTaHOBKH TuUnoBux H3);

* napametpamu ctany U (piBHeM niarotosku OC no BukoHanHio H3).

VY sKocTi 0OMEXEHb BUCTYIIA€ CyMapHUl pecypc HaByasbHOro 4acy (7') ta Butpart (C),
10 BUAUISETHCS Ha CHEIalbHY Ta TAKTUUHY HIATOTOBKY HPOTArOM Iepiojly (eTany) HaB4aH-
HSL

Toni ninboBa (QyHKIIS pilIeHHS 3a7adl aJaiTUBHOIO YIPaBIIIHHS HaBYAHHSIM W(D)

MOke OyTH moJiaHa y BUJL:
W(D) = max, (1)
a OOMEXEHHsI Y BU/IL

T,<T, C,<C, ()

ne T, — BukopucroByBanuil 4yac HaB4anHs OC; C, — noto4Hi BuTpaTH nigrorosku OC mpo-
TATOM Iepioy (eTarmiB) HaBUYaHHS.

VY xoni nigroroBku OC mpouec @ynkuionyBanus ATC moxe Oyrtu po3Outuii Ha N
THMYacOBHX IHTEpBaIiB (€TamiB, KPOKIB), Ha KOXKHOMY 3 SIKUX BUKOPHUCTOBYETHCS CBiil HaOIp
H3 (D,).

3acTocyBaHHS Ha KOKHOMY €Talli epioly HaByaHHS BU3HaueHoro Habopy H3 e ympas-
JISTFOYMM BIUTMBOM Ha OCOOOBHUH CKJIAJl K HAa 00’ €KT KEPYBaHHS, 110 3MIHIOE HOTO TTapaMeTpu
CTaHy, TOOTO TOKa3HUKU SKOCT1 AISUTBHOCTI {Ul.}. KepyBanHs B Takiii cUCTeMI MiATOTOBKH

(n=DT —

HOCHUTB TUCKPETHUM XapaKTep, 3a1a€ThCSl B MOMEHT Yacy 0 = N n=1,N 13anumaers-
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Csl HE3MIHHMM Yy MeXax KOXHOTro eTamny (KpoKy), SIKIO TPEHYBaHHS MPOXOJUTH 3TAHO 3 OI-
TUMaJbHUM IUIAaHOM. MakcuMallbHa KUIBKICTh IHTEPBAIIB KEPYBAHHS MPOTITOM IEpioy HaB-
yaHHs N 3aleXWUTh BlI MIHIMaJIbHOIO IHTEpPBAlLy MPOBEACHHS TPEHYBAJbHUX 3aHATh
(min Az D, ;) 1 BU3BHAYA€ETHCS 38 POPMYIIOIO
-— 3)
min At D, .

[Ipu TakoMy MigX0/1 OMUC YCHOTO KEPOBAHOTO OAraToIIaroBOTrO Mmpoiecy (PyHKIIOHY-

BaHHs ATC y xoxai miarotoBku OC Moke OyTH MOIaHUN Y BU/IL:

Un+1)=0U(n),D(n)n), n=0,1,..,N —1;u(0)=u, 4)

ne U (n)z (U . (n ), U l.(n ), U, (n )) — 3HAQYCHHS MMOKAa3HUKIB SKOCTI MISUTBHOCTI, 110 Xapa-
KTE€PU3YIOTh PIBEHb HABUEHOCTI 0COOOBOT0O CKJIaJy HAa MOMEHT 4yacy n (IapaMeTpH CTaHy); r
— YHCJIO TIOKa3HUKIB, HEOOXIMHUX I OLIHKK SKOCTI JISUTBHOCTI OCOOOBOTO CKJIAAdY;
D(n) = (D] (n), D, (n)) — MOCJIJOBHICTh ynpasisitounx BmuBiB (H3) Ha n-oMm iHTEpBaini ne-
pioy HaBYaHHS; Q(U ,D,n) — BeKTOp-QyHKIIsA, TOOTO O = (Q],...,Qn); u(O) — 3HAYCHHS T10-
Ka3HUKIB SKOCTI1 JISTTLHOCTI 0COOOBOTO CKJIATy Ha MOYATKy Mepioy (eTamy) HaB4aHHS.

3 ypaxyBaHHSIM JUCKPETHOI'O OIKCY Ipoliecy KepyBaHHs LiIboBa QyHKuUis (1) Moxe
OyTH 1oJilaHa CyMOIO:

WN<D>={fm [uo<r>,D]<z>1dr+;j}[u]<z>,Dz<z>1dr+;wj]5N[uN—1<r>,DN<z>1dr=max

N

ab0 y JMCKPETHOMY BUIJISIAL
N 1 N K
Wy(D)=3G,ID,]= =33 Flu(n ~1).D(n)] = max, (5)

ne G, [Dn] — 3HaYEHHS IUILOBOI QYHKIIIT HA 7-OM €Tarli;

Laxkmo u;, €U, u,; =up . . o . . .
= — 0e3po3MiIpHHMH KOe(IIEHT, KUH XapaKTepHu3ye BIINOBII-
0, axkmo u; ¢ U, u,; < u,p

HICTb ITOKa3HHMKA SIKOCTI; U, — 3HAYEHHs i-I0 NOKa3HUKA SKOCTI JIISUIBHOCTI HA MOMEHT 4acy
k; k=1..,K; K :Z; h - HTepBaJ AUCKpeTU3allil n-ro eramy mnpouecy (yHKI[IOHYBaHHS

ATC; u,;, — HOpMaTHBHE 3HAYEHHS -T0 MMOKa3HMUKa sKOCTI AisibHOCTI OC.

3amaua makcuMmizanii GyHKIioHaTy (5) nmpu oOMexeHHsX (2) € 3araJIbHOI0 3a/1a4€l0 OIl-
TUMAaJIbHOTO KEPYBaHHS 00’€KTOM 3 JJUCKPETHHUM YacOM.

Bubip merony pimeHHs 3amadi onTUMI3aIlil 3B’ 13aHUN, HacaMIiepes, 3 0COOTUBOCTAMHU
nporecy ¢yakiionyBanas ATC y xoai 6010Boi miAroToBku. SIK moka3aB aHami3 g0 TaKHX
0COOIMBOCTEN BIAHOCITHCS HACTYITHI:

" [polec NpeAcTaBisie co00r0 (DYHKIIOHYBaHHS JHUCKPETHOI JWHAMIYHOI KEpOBaHOI
CUCTEMU;

* 3miHHl U, 1 D, y dynkuionani (5) € 6araToMipHUMU;

* piBHAHHS (4) € BEKTOPHUMU;

* BuA (PyHKIUII, 110 ONTUMIZYETHCS] — HEBIJOMMUIA.
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Takum 9ynHOM, 33729y ONTUMAJILHOTO TIJIAHYBaHHS BiAMpaloBanHs TUnoBux H3 y mpo-
1eci 60MOBOI MIATOTOBKM MOJKHA TMPEACTABUTH SIK 3a/1ady IMOIIYKY ONTHUMAIBHOTO PEXKUMY
YOPaBIIHHS B TUHAMIYHUX JUCKPETHUX KEPOBAHUX CHCTEMAX.

Crenudika 11i€i 3a7a4i B HOPIBHSAHHI 3 3araJIbHOIO 3a/1a4€10 HEJIIHIHHOTO MporpaMyBaH-
HS TOJIATa€E B TOMY, IO ICHYE JBI TPynu HEBLAIOMHX 3MIHHUX: U (n),n =0,L,...,N Ta
D(n)n=0,1,..,N~-1.

SIKImo BBECTH HOBI 3MIHHI / :(U(O),...,U(N),D(O),...,D(N—1)), TO B IMX 3MIHHUX
chopmyIpOBaHa 3a7a4a MIEPETBOPIOETHCS B 3arajibHY 33/1a4y HEJIHIHHOTO POTpaMyBaHHS. Y

TOMY BHNAJKY, Konu G, (Dn) — onykJi (abo yBirHyti) ¢yHKUIi, 11 pilIeHHs MOKHa 3HAUTH,

HaIpUKJIaJ, METOJI0M HEBHU3HAUYEHUX MHOXHUKIB Jlarpanxka. SIkmo x QyHKIii Gn( ) HE €

n
TaKUMH, TO BIJOMI METOJU 3HAXOJDKEHHS PIINICHHS 3a/Ja4 HEJIIHIHHOTO MpOTpaMyBaHHS HE
J03BOJISIIOTh BU3HAUUTHU TN100anbHUl MakcumyM GyHkuii (5). Toxal pimenss 3aaayi (5) MokHa
3HAWTHU 3a JOMOMOIOI0 METOJly IMHAMIYHOTO IIPOrpaMyBaHHSI, OCHOBHOIO IIEPEBAr0I0 SKOIO €
Te, IO BIH HE 3aJeXKUTh BiJ BUAY QyHKUii G, (D ) 1 100pe MPUCTOCOBAHUM IO BUPILICHHS

n
OararoeramHux ab0 OaraTOKPOKOBHX 3a]1ad.

Kinnesoro metoro TpeHyBasb (W), ) € nocsraenHss OC MakCHUMalnbHO MOKJIMBOIO PIBHS
MIArOTOBKYU MO BUKOHaHHIO H3 y pi3HHX yMOBax 00CTaHOBKH.

3arajoMm 3aja4ya ONTUMAJIbHOIO IJIAHYBaHHS TPEHYBAaHb MOXeE OyTH MoJjaHa HACTYITHUM
YUHOM.

Buznauutu:

max I, =ﬁGn (m,), (6)

n=l
IIpH 331aHOMY OOMEKEH] yacy:
LT, (7)

ne T,, — BUKOPUCTaHMI Yac HaBYaHHS Ha NpOTA3l N eTamiB; m, — KUIBKICTb TPEHYBaHb (IMi-

TOBAHUX CUTYalllll HA #1-My €Talll HaBYaHHS).

[Tponec miaroroBkun OC B yaci po30uBaeTbcst Ha N €TalliB 1 XapaKTepU3yeThCs mepe-
Xx0J10M piBHSA NmiAroToBky OC 3 0IHOTO CTaHy B HIIUH.

3 ypaxyBaHHSM JUCKPETHOTO OIHUCY MPOIECY KEpyBaHHS LUIbOBa QYHKIIS €(heKTUBHO-
cti OC Moxe OyTH 1mojjaHa CyMoOIo:

N 1 N
= Gn Vl =7 m 8
; (m,) =~ Z ,(m,,), (8)
ne ﬂ(mn) — piBeHb niarotToBku OC no BUKOHaHHIO #-ro Tuny H3 micis BiaTBOpeHHS {mn}

IMITOBaHHUX CHUTYallill Ha n-My eTall HaBYaHHS (BU3HAYAEThCSI EKCIIEPUMEHTANIbHO); N — 3a-
rajibHa KUIbKICTb €TariB HaBYaHHS.

Takum ynHOM, HEOOXITHO 3HANUTHU TaKy KUIBKICTh IMITOBAHMX CHUTYAIlll JJI BiIIPAIltO-
BaHHA TUnoBux H3 Ha koxHOMY erari 100 MakcUMI3yBaTH LUILOBY QyHKILIO (8) mpu HAcTY-
MTHUX OOMEXEHHSX:

m =0,1,2,...,
N , 9
Ztnmn <T, ©)
n=1
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1€ ¢, —4ac BUKOHaHHA n-ro Tuny H3 Ha n-my erarni HaBYaHHS.

21.]'[5[ 3HaXO’KCHHs OIITUMAJIBHUX 3HAYCHD {mn} CKOPUCTYEMOCS METOAOM I[I/IHaMiLIHOFO

[POTPAMYBAHHS.
To3Hammo
A,(£)= max Z,G (m,). (10)
[pH yMOBi
Zg%sg. (11)

[Ticnst HeckIaAHUX MEPETBOPEHD MEPEXOAMMO JI0 HACTYIMHOTO PEKYpEHTHOTrO CHIBBif-
HOILIEHHS JUHAMIYHOTO IPOTrpaMyBaHHS:

Ar(g):n}?X{Gr(mr)_FAr—l(g_trmr)}’ er"””N’ (12)
IIpH YMOBI

0<m <= (13)

”

~

XapakTepHuUM JUIsl AMHAMIYHOTO MPOTpaMyBaHHS € BU3HAUEHUNM METOJUYHUM 3axif, a
came: Mpollec IIaHyBaHHS TPEHYBaHb MOAUIAETHCS HA N eTamiB 1 3/1IHCHIOETHCS MTOCTIOBHA
ONTHUMI3allis KOXKHOTO 3 HUX. Ha KoXXKHOMY 7-My eTari 3 ypaxyBaHHSIM YCIX MOXJIMBHUX IpHU-
MYIIEHb PE3yJbTATIB MOMEPEAHBOTO €TAIy OOYHCITIOETHCS OCHOBHE PEKYPEHTHE CITIBBIIHO-
mieHHs (12) Ta BU3Ha4aeThCsl yYMOBHUIN ONTUMATIBHUN [TApaMeTp KEPYBaHHA M1, .

[puitasaBmu & =7 Ta npunyctuBun y (12) » = N, npuxoauMo A0 CHIBBITHOIIEHHS:

AN(é :T):%%X{GN(mN)"'AN-](T_tNmN)}’ (14)
IIPU YMOBI:
T
0<m, <—. (15)
tN

3uaiimosiu 3 (14) ontuMansHe 3Ha4YeHHs my Ta npunyctuBum & =T —tNmfj”(T ),

MOCIIZIOBHO, NMOYMHAI0UU 3 (N-7)-ro eTtamy, 3HaX0AATbCS ONTUMAaJIbHI 3HAUEHHS PELITH 3MIH-
HUX: My, My ,,..., m. HeoOX11HO BIA3HAYMTH, IO METOJ AMHAMIYHOIO IPOTrpaMyBaHHs

ABJIIE COOOI0 HAIIPABJIEHUH MOCIIJOBHUH Iepelip BapiaHTIB, 1110 00OB’SI3KOBO MPUBOIUTH 110
r7100aJIbHOTO MAKCUMYMY 1 ONTUMAJIBHOTO BUPILIEHHS 3a1a4i (6).
BucHoBku

Takum 4rHOM, 32 TOTIOMOTO0I0 PO3POOICHOT MOIENI Ha KOKHOMY eTarli (KpOKY) mpoIiecy
nigroroBku OC 3a6e3neuyerbes (GopMyBaHHS Ta BIAIpPALIOBaHHS onTuManbHOro Hadbopy H3
3 ypaxyBaHHSAM NOTOYHOTo piBHA NiArotToBkM OC, 0OMeXeHb 10 B1IBEJCHOMY HaBYaIbHOMY
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yacy. [Ipu npomy 3abe3nedyeTbcss MakCHUMalbHE 3HAYEHHS IMOBIPHOCTI TOTO, IO B OY/Ib-
KUl MOMEHT Iepioly HaBUaHHS piBEHb MIATOTOBKU 0coboBoro ckiany nigposauiis CII Oyne
HE HIKYe HEOOXITHOTO, TOOTO TaKOTO, KU 3a0€3MeUnTh BUKOHAHHS MMOCTABIICHUX 3a7a4 y
PI3HUX YMOBaX 00CTaHOBKH.
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MOJEJIb ®YHKIHIMOHUPOBAHUSA AHATITUBHOU TPEHAXEPHOUW CUCTEMBI
JJIA TIOATOTOBKU CITELTMAJIMCTOB CITELITOAPA3IEJIEHNA

Pazpaborana Moaenp PyHKIIMOHUPOBAHMS aIaITUBHOW TPEHAXEPHOU CHCTEMBI, C TIOMOIIIBIO
KOTOpOil oOecrieunBaeTcs ONTUMAIbHOE INIAHUPOBAHUE MIpoLiecca OTPadOTKH y4eOHbIX 3a1a4
C Y4ETOM JIOCTUTHYTOTO TEKYIIETO YPOBHS JUISl IOATOTOBKU CHEIMAIMCTOB CIEITOapa3aeie-
HHUI.

KuroueBrble ciioBa: agantuBHasi TpEeHaXKEpHAsi CUCTEMA, JIMYHBIN COCTAB, YPOBEHb OJIOTOB-
KH, aJJaliTUBHOE yIIpaBJIEHUE, y4eOHbIE 3a0a4u

Yu. Gunchenko, S. Lenkov
THE MODEL OF FUNCTIONING OF ADAPTIVE TRAINER SYSTEM FOR
PREPARATION OF SPECIALISTS OF THE SPECIAL DIVISIONS

The authors have developed a functioning model of the adaptive trainer system. This system
ensures optimum planning (taking into account the current level) of training system for prepa-

ration members of the Special Forces.

Keywords: adaptive trainer system, personnel, training level, adaptive control, educational
tasks
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YK 004.891.3

OIIITHKA BAPTOCTI OPHUX 3EMEJIb 3A JJOIIOMOI' OIO
EKCHEPTHOI CHCTEMMY HA BA3I HEUITKOI JIOT'TKHA

FO.41. IlerpukoBuy, P.M. I'alinamaxa, T.I. KoBaabcbkuii

TepHomiabChKUIT HAIIOHATBHUH TIeJaroriyHuid yHiBepcuTeT iMeHi Bononumupa ['HaTioka,
Byi. M.Kpuronoca, 2, Tepromiis, 46027, Ykpaina: e-mail: y.petrykovych@yandex.ru

AKIIEHTOBAHO yBary Ha MO>KJIMBOCTSIX BUKOPUCTAHHS IHTEJIEKTYaJIbHUX CUCTEM Ha 0a3l He-
YITKOT JIOTIKM JUIsl MOJICIIOBAHHS PO3BUTKY 1 B3a€EMO3B’SI3KIB MK PI3HUMU €KOHOMIYHUMU
SIBUIIAMU 1 TiporiecaMu. Ha OCHOBI psily €KCIIEpHUMEHTIB OOIPYHTOBAHO ONTHUMAJbHY CTPYK-
TYpy HEUITKOi CUCTEMU 3a aIrOPUTMOM HEUITKOTO JIOTIYHOTO BUCHOBKY CyreHo, 110 J103BO-
JIUJIO MOJIETIOBATH MPOIIEC OIL[IHKK BAPTOCTI OPHUX 3€METIb.

KuiouoBi cjioBa: iepapxiyHa IHTEJIEKTyallbHa CHCTEMa, HEYITKA JIOTiKa, €KCIIEpTHA OIIIHKA,
BapTICTh 3€MEJIbHUX PECYpCIB

AKTyaJIbHicTh NP00J1eMH

Ha cporognimHiil 1eHp B YKpaiHi rOCTPO MOCTAJIO MUTAHHS PO IPOJOBKEHHS YU Bil-
MIHY MOPaTOPI0 HA MPOJIaX 3eMJIl CUILCHKOTOCIOAAPCHKOro npu3HayeHHs. OcobauBo Bpas-
JUBUMHU IIPU BIIMIHI 3a00pOHU IPOJAXKy OPHUX 3€MEJIb CTalOTh CEJISHU, SIK1 B CBOiM OUIbLIOC-
JOOLIHIOE BapTICTh 3eMJl, 49% BBaXxaroTh, 1110 BapTICTh OJHOTO reKTapa puLli NOBUHHA IIe-
peBuntyBatu 10 Ttuc. rpH, a 28% OLIHIOIOTh BapTiCTh MEHII HDK 5 THC. IpH. 3a rekrap. Taki
pe3yJibTaTH HABOJATHCA y HOBOMY JAocCiikeHH1 Acouianii «YKpaiHCbKUI KiIyO arpapHOTro
o613Hecy» (YKADB) «PunkoBa BapTicTh pulii B YKpaiHi». 3a gaHuMu Jlep:k3eMareHTcTBa HOp-
MaTuBHa oIfiHKa | ra opHux 3emens y 2010 p. B cepeanbomy no Ykpaiui ckiana 11,9 tuc.
rpH. ToOTO cepen MOTEHLIMHUX Y4acHUKIB pUHKY Onu3bko 30% OLIHIOIOTH BapTICTh PULII
HIDKYE PEAIbHOTO PIBHA [4].

OTmxe, 3BaXKal04yM Ha BCE BUIllECKa3aHE, CTBOPEHHS HEYITKOI €KCIEPTHOI CUCTEMHU IS
OIIIHKK BapTOCTI OPHUX 3€MEJb € aKTyaJbHHM NUTAHHSIM B YMOBaX, sSIKi BHHUKIM HA JaHWUN
MOMEHT.

AHAaJi3 0CTAaHHIX JOCTITKEeHb

[IpaBuna ouinku 3emii He 3MiHIOBaiucs 3 4yacie CPCP, BoHM Bke AaBHO 3acTapuld 1
BTpPaTWJIM CBOIO aKTyaJIbHICTh. Ha chOroJHINIHINA A€Hb HOPMATHBHA OLIIHKA 3€MJII CTAHOBUTH
ycboro auiie 10-12 Tucsd rpuBeHb 3a OJIMH T'eKTap.

MeTtoauka OIIHKM 3aTBEp/KEHA MTOCTAaHOBOIO KabiHETy MIHICTpiB YKpainu Big 23 Gepe-
305 1995 p. Ne213 «IIpo Metoauky rpomoBoi OI[iHKH 3eMelb CUIbChKOTOCTIOIaPCHKOTO TIPH-
3HAQYCHHS Ta HACEJICHWX MYHKTIB». B maHiii mOCTaHOBI 3ampoNOHOBAaHA METOJIMKA OI[IHKUA B
3arajlbHOMY BUTJISIIIl 1 KOHKPETHO BU3HAYEHOTO METOAY OLIHKH BapTOCTI OPHUX 3eMelIb (pii-
J11) B HIM HE BU3HAYEHO [3].

BiamoBinHO A0 MDKHApPOJHMX CTaHAAPTIB OILIHKH /I BU3HAYCHHS BAPTOCTI 3€MENIbHOT
BJIACHOCTI BUKOPHUCTOBYIOTh TPH 3arajbHOBHU3HAHUX ITIIXOJW: PUHKOBHM, BUTPATHUMA Ta JO-
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X1IHUH, sIK1 0a3yl0ThCs HA MPUHIUIIAX KOH IOHKTYPH PUHKY, HallKpalioro Ta Haile(eKTUBHI-
1I0T0 BUKOPUCTAHHS, O4IKYBaHUX 3MIH Ta J101aHOT NPUOYTKOBOCTI 3€MIIL.

3anponoHOBaH1 METOIMKH € HE3PO3YMUIMMHU 1 TPOMI3IKMMH JJISl IEPECIYHOTO TpoMais-
HUHA 1 Ha 0a31 IbOTO MOYKJIMBE MPOBEACHHS HEJOOPOCOBICHOT 200 yIepeKeHOT OIIHKH 3 00-
Ky eKCHepTiB [2].

Hamu Oyno 3anponoHOBaHO MPOBOJUTH OLIHKY PULIL 32 JOMOMOI'OK €KCIIEPTHOI CHucC-
TEMH Ha OCHOB1 HEYITKOi JIOTIKH, OCHOBOMOJIOKHUKOM sikoi € JI. 3age. [Ipobnemamu mpwii-
HATTS PILIEHb Ha OCHOB1 HEYITKOI JIOTIKM 3aiimManiucsi yKpaiHChKi Ta 3apyOnkH1 BueHi: Pori-
teiin A.IL., ltos6a C./., Kopuemnuit M.O., Kpyrios B.B., bopucos B.B., Uepnor B.I'. Ho-
Bak Buibsim Ta Gararo iHIIUX.

ITocranoBka 3agaui

bepyun 10 yBaru Hempo30picTh Ta CKIAIHICTh ICHYIOYMX METOIUK MPOBEICHHS OI[IHKU
3eMeJlb CUTbChKOTOCIOJaPChKOIr0 MPU3HAYEHHS, iX HE3PO3yMUIICTh /Ul 3BUYAHOTO CEJISIHUHA
4y (epMepa 1 HEMOKIIMBICTD NMEPEBIPKU aJ€KBATHOCTI, MU MOCTaBWIM Iepesl o000 3a1ady
pPO3pOOUTH EKCTIEPTHY CHCTEMY, sika O HaOJMKEHO MPOBOJWIIA TPOIIOBY OIIHKY OPHHX 3€-
MeJb.

Byno BupilieHo CTBOPUTH €KCIIEPTHY CUCTEMY Ha 0a31 HEUITKOI JIOTIKH, OCKUIBKU came
HEYITKI CHUCTEMU NMPUHHATTS PIllIEHb MOBOJATH cede HalOUIbII HAOIMKEHO 1 3p03yMUIO MHC-
JIEHHIO 3BHYaiHO1 IIoauHM [1].

OcCHOBHA YacTHHA

Po3poOka HeuITKOT CUCTEMH OLIIHKM BapTOCTI OPHUX 3€MEJb MPOBOJMIACA B JIEKUIbKa
eTamiB, SIKi OIKMCaHI HIKYE.

Hacammnepen Oyna po3pobiieHa cTpykTypa ekcriepTHoi cuctemu. O6pani dakTopu, siKi
BapTO OpaTu O yBaru Mpu OLHLI BapTOCT1 FeKTapa puLIl 3eMeIbHOI JUISTHKY 1 SIKUM peaIbHO
Oy1i0 6 AaTH OLIHKY, HE MAlO4M CIIEL1aJIbHOT OCBITH Ta 3HaHb. byso B35TO 10 yBaru HacTyMHH1
YUHHUKU:

= (Oay OOHITETY I'PYHTIB;

® BOJIOTICTh IPYHTY;

® pIiBEHb [IPOBEJICHUX IOJINUIIEHb IPYHTY;

" BiAJaib BiA JUISHKY J0 HACEJIEHOTO MYHKTY;

" BiAJaib Bl HACEJIEHOIO MIYHKTY A0 PUHKY YM Miclst 30yTy;

" CTaH JOPOKHBOTO MOKPUTTS;

" 3aTpaTy Ha BUPOILYBaHHS IPOIYKIIII;

= 10Xif Bif 30yTy IPOYKIIii.

BoHiTyBaHHS IPYHTIB — 1i€ OPIBHSJIbHA OI[IHKA SKOCTI IPYHTIB 3@ IX OCHOBHUMHM IpU-
POJHUMHU BIACTHBOCTAMHU. BOHITYBaHHS IPYHTIB npoBoauThcs 3a 100-0anbHOIO IIKAJOO.
Buium 6anom OLiHIOIOTECS I'PYHTH 3 KPALUMU BIACTUBOCTSIMH, SIK1 MAlOTh HalOUIbIY TpU-
POJIHY NPOAYKTUBHICTh. ban OOHITETY I'pYHTY Ha TEpPUTOPIi, /Ie pO3TallIOBaHa 3eMeJIbHA JILIs-
HKa, MOKHA JI3HATUCS Y BIIJIUICHH] IEPKABHOTO 3€MEIBHOTO KaaacTpy abo K IMICIsS MpOBe-
NeHHs] OOHITYBaHHS IPYHTY [5].

Jlist 3pydHOCTI BCl 1HIN (haKTOpU BUPIMICHO OIIHIOBATH Takox 3a 100-0ampHOIO 1mIKa-
7010. /laH1 YMHHUKY BUCTYNAIOTh B POJI1 HEUITKUX JIIHTBICTUYHUX 3MIHHUX, K1 € BXOJaMH B
HEYITKY CHCTEMY. 3Ba)KalOUW HA BEJIMKY KUIBKICTh BXIAHMX 3MIHHHMX, OyJ0 HPUHHSATO pi-
IIEHHS TIPO PO3POOKY 1€papXIYHOT HEHITKOT CUCTEMH 1 pO3POOKY TPHOX TOJATKOBHX IMPOMDK-
HuX HeuiTkux cucreM. Lle cucremu «Ouinka rpyHTY», «OniHka iHppacTpykTypu» Ta «O1iH-
Ka peHTalenbHOCT». BUXOIu NaHHWX MPOMDKHUX CHUCTEM € BXOJIaMU B HEUITKY CHCTEMY
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«O11iHKa BapTOCTI», sIKa 1 Oy/ae 3A1MCHIOBAaTH OCTaTOYHY OIIHKY BapTOCTI 3emiii. CTpyKTypa
HEYITKOI 1€papXI14uHOi CUCTEMH [M0Ka3aHa Ha puc. 1.

ban 6onimemy

3 ) »  Omigka
1y
on102icmy IpyHmMy s TpyHTY
Pigenv noninwens N
Biocmanyw 6io /[ 0o HII
Bidcmans 6io HIT 0o M3 | Ouinka 4 Ouinka Ba- | popmicms 1 2a
*|  iHdpa- | procm opHoi 3emnl
Cman oopoeu | CTPYKTYpH
Bumpamu na supowyy- )
8aHHS1 | Ouinxa
peHTtale-
loxio 6i0 npooadicy .|  mpHOCTI
npPOOYKYii -

Puc. 1. CtpykTypa HEUITKOI i€papXi4HOT €KCIEPTHOT CUCTEMH JJIs OIIHKA BapPTOCTI OPHUX
3eMelb

Sk BuAHO 3 puc. 1 Ha BUXOJII HEYITKOT CUCTEMU MM MA€EMO OJIEP’KaTu TPOLIOBY OLIIHKY
OJIHOTO TeKTapa pulli.

[IporpamMHuM cepenoBHILIEM AJIA PO3POOKH HEUITKOT cucTeMu OyB 0OpaHUid TTAKeT TPH-
knaaHux nporpam MathWorks MATLAB. Heuitki cuctemu Oynu peanizoBaHi 3a JOIIOMOTOO
Fis-penakropa ta 6i6miotexu Fuzzy Logic Toolbox nanoro cepenosuiia [6].

Heuitkuii oriyHuil BUCHOBOK CUCTEM MpoBOJUBCA 3a anroputmoM CyreHo. bynu Bu-
3HauY€H1 KUIbKICTh TEPMIB Ta THUIl (YHKI[IM HAJIEKHOCT1 A KOXKHOI JIIHIBICTUYHOI 3MIHHOI.
Ha xoxHy BXiHY 3MIHHY 3aJIaHO TI0 JIBa TEPMU: N — «HU3BKO», V — «BHCOKO». DyHKIIIT Ha-
JISKHOCTI BX1IHUX 3MIHHUX fuzzy-cucrtem o0OpaHO rayciBCbKOro THITY, @ BUXIIHHUX — THUILY
constant. Ha puc. 2 mokazaHo rpadiyHuil BUTIIAL (QYHKIIM HAJIEKHOCTI BXIIHOI 3MIHHOI
«OuiHKa rpyHTY» HediTKO1 cucteMu «OLiHKa BapTOCTI».

[Ticnst po36UTTS Niana3oHy BXIAHUX Ta BUXITHUX 3MIHHHMX Ha TepMu Oyna chopMoOBaHa 1
BBejicHa 0a3a mpaBwil TUy «SIkmo» - «Toxl» HediTkux cucteM. Hirkde HaBeneHi mpaBuiia
HeulITKO1 cucteMu «O1iHKa BapTOCTI».

1) SAxmo (Ouinka rpyHTY € HU3bKO10) I (Ouinka iHbpacTpykTypH € HU3bKo10) I (Ouin-
Ka peHTalenbHOCTI € Hu3bK010) Toai (Ominka 3emiti € Hu3bko10) (1)

2) Slxmo (Ouinka rpyHTY € HU3bK010) I (Ouinka iHppacTpykTypH € Hu3bkoto) I (Ouin-
Ka peHTalenbHOCTI € BUcOKot0) Toai (Ouinka 3eMii € Hux4e cepeinboi) (1)

3) SAxmo (Ouinka rpyHTy € HU3bko10) | (Ouinka iH@pacTpykrypu € Bucokorw) I (Ouin-
ka peHTalenbHOCTI € Hu3bK010) Toai (Orinka 3emii € HUxue cepeaHboi) (1)

4) Slxkmo (Ouinka rpyHTy € HU3bKO10) I (Ouinka iHppacTpykTypu € Bucokoto) I (Ouin-
Ka peHTalenbHOCTI € BUcokoro) Tonai (Oninka 3emii € Bulle cepeaboi) (1)

5) Sxmo (Ouinka rpyHTy € Bucokoro) I (Ouinka iHppacTpykTypu € HU3bKO10) | (Onin-
ka peHTalenbHOCTI € Hu3bK010) Toai (Ominka 3emii € HUxue cepeaHboi) (1)

6) Axmo (Ouinka rpyHTy € Bucokoro) I (Ouinka iHppacTpykTypu € HU3bKO10) I (Onin-
Ka peHTalenbHOCTI € BUcokoto) Tonai (Oninka 3eMii € Bulle cepeaboi) (1)
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7) Sxmo (Ouinka rpyHTy € Bucokoto) I (Ouinka iHppactpykrypu € Bucokor) I (Ouin-
Ka peHTalenbHOCTI € HU3bK010) Toai (Orinka 3emii € Buile cepeHboi) (1)

8) Sxmo (Omuinka rpyHTy € Bucokoto) I (Ouinka iHdpacTpykrypu € Bucokoro) I (Ouin-
Ka peHTabenbHOCTI € BUcokoro) Toxai (Ouinka 3emii € BUcokoro) (1)

Degree of membership

| | | | | | |
0 10 20 30 40 50 60 70 80 0 100
grunt

Puc. 2. I'padiunuii BUrasg rayciBCbKUX (YHKIIIM HalIeKHOCT1 BX11HOT 3MIHHOT «O111HKA IpYy-
HTY»

Ha puc. 3 noka3zana nmoBepxHs BIAT'yKy HEUITKOI CUCTEMH OLIHKU BapTOCT1 OPHOTL 3eMJI1.
Ha naniii moBepxHi rpadiuHo 300pa)xxeHa 3MiHa BapTOCTI T'eKTapa 3eMJl B 3aJIEKHOCTI Bij
SIKOCT1 IPYHTY Ta IHQPACTPYKTYPH MPU CEPEIHIN peHTA0EeTbHOCTI 3eMENbHOT IUISIHKH.

3a nonomoroto 670kiB 616mi0Texn Simulink mporpamuaoro cepenosuiia MATLAB Oyna
CTBOpPEHA MOJEJIb HEYITKOTO KOHTpoJsepa Ha 0a3i iepapxiuHoi cuctemu. OCHOBOIO MOJENI €
yotupu 6moku Fuzzy Logic Controller 3 6i6miotexu Fuzzy Logic Toolbox, B KOXEH 3 SKHX
BMOHTOBAHI OIMCaH1 BHINE HEUITKI CUCTEMH, siKi Oynu ctBopeHi B Fis-pemgakropi [7].

Buxin xontposiepa nogaerscs Ha 010k Display. 3nauenns, siki BigoOpakatoTbcs B Ja-
HOMY OJ10111, BIAMIOBIJAIOTH IPOLIOBIH OIIHIII FeKTapa OpPHOi 3eMJll IEBHOT AUISHKU HpHU 3a7a-
HUX BXITHUX IapaMeTpax.

Ha puc. 4 306paxkena Mojesb HeiTKoro KoHTpojepa B MathWorks Simulink.
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grunt

infra

Puc. 3. [loBepxHs BIATYKY HEUITKOT €KCIIEPTHOT CUCTEMH I OL[IHKU BapTOCTI OPHOT 3eMJli

Ean GoHiTeTy

P
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1

MpoEEASEHE NoninweHHA

1

Bianank ein 0 .00 H

=t} = T
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DIUjHES iHd pacT pykETy P JILjHES BARTOCTI
1 raz=meneHoi OiNAHEK

1

ZTaH AoporHHEoro MOEpHTTA

A

DILjHES peHTabensHoCTI

1 ]

SEATPaTH

i,

Puc. 4. Monens HEYITKOTO KOHTpOJIepa

Ha puc. 5 300paxena mojiensb peanizaiii HE4ITKOro JIOTTYHOro BUCHOBKY CyreHo, ckia-

nena 3 oiokiB Simulink.
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Puc. 5. Moienb HEUITKOTO JIOTTYHOTO BUCHOBKY CyreHo

Po6Gora HewiTkoro KoHTpoJiepa Oylia MpOTECTOBaHA Ha KUIbKOX BUOIpKAaX BXIAHMX Ja-
Hux. s mpuxnamy HaBegemo pe3yibTaTH POOOTH HEYITKOTO KOHTpOJIepa, IO TOJaHI B
Tabin. 1.

Tadoauus 1.
Pe3ynbraTtu rponioBoi OLIHKYA FreKTapa OpHOi 3eMJIl
MIPH 33JIaHUX 3HAYEHHSAX BX1THUX YUHHUKIB
YuHHUKHU Origka
ban GoniTeTy rpyHTIB 68
Bognoricts rpyHTy 50
PiBeHb npoBeeHUX MOMINIIEHb TPYHTY 80
Bignans Big AUISHKA O HACEJIIEHOTO MYHKTY 50
Binnane Bix HaceneHOTo MyHKTY 10 PUHKY YU Micls 30yTy 50
CraH 10pOKHBOTO MOKPUTTS 60
3arpaTy Ha BUPOILYBaHHS MPOAYKIIi 20
Joxin Bix 30yTy MpoayKIrii 60
I'pomoBa ouninka opHoi 3emuri, rpu/ra 14880 rpn

Sk Oaurmo 3 Taba. 1 BapTICTh OJHOTO T'a 3eMJIl IPU 33JaHUX 3HAUEHHSAX BXIAHHUX (ak-
TOpiB cTaHOBUTH 14880 rpH., 110 HE3HAYHOIO MIPOIO MEPEBUIIYE CEPEIHI MOKA3HUKU BapTOCTI
opHOi 3emu1i o Ykpaini. Takoro pe3ynbTaTy ciif Oyino O4iKyBaTH, aJpKe 3HAYEHHS BXITHUX
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YUHHUKIB TEX 3HAXOAATHCS B Jl1alla30H1 BUIIE CEPEIHIX BEIMUYMH. 3Ba)KalOuu Ha 1€, MOKHa
CTBEPJKYBATH, IO I€papXiyHa HEUITKAa CUCTEMA € a/IeKBAaTHOIO 1 MPUAATHOIO JUIsl IPOBEIEHHS
IPOIIOBOT OLIIHKA OPHUX 3€MEb.

BucHoBxku

3BakarouM Ha CydaCHUM CTaH peyeil Ha pUHKY 3eMJll YKpaiHU, CTBOPEHHS IHTEJEKTY-
QJIbHOI CHUCTEMHM JUIsl TPOLIOBOI OI[IHKM OpPHUX 3€MeJIb Ta 3€Mejb CUIbChKOIOCIOAAPChKOIr0
MIPU3HAYEHHS € aKTyaJIbHUM Ta €EKOHOMIUHO AOLUIbHUM. JlaHa cuctema nodyjoBaHa Ha OCHO-
Bl HEUITKOI JIOTIKH, IPUUHATTA pII€Hb B K1 (OPMYyeThCS 3a JTOMOMOTOK0 HaOOpy MpaBHil
tury «Sxmo» - «Tomai». Po3pobiiena cTpykTypa HEUITKO1 iepapXidHOi cCUCTeMHU, 1o Oyia pe-
aiizoBaHa B mporpamHomy cepenoBuili MATLAB. Buxin cucremu BiAmoBinae 3HAYCHHIO
I'POIIOBOT OLIIHKY OJHOIO F'eKTapa OPHUX 3€MeJIb [IPU 3a/1aHUX BXITHUX IapaMeTpax.
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10.41. Tlerpukosuy, P.M. T'aiinamaxa, T.1. KoBanbckuit
OLEEHKA CTOMMOCTH ITAXOTHBIX 3EMEJIb C TIOMOIBIO SKCITEPTHOU
CUCTEMBI HA BA3E HEYETKOMU JIOI'MKUA

AKIIEHTUpYETCsS BHUMAHHUE HAa BO3MOKHOCTH HCIIOJIB30BAHUSI MHTEIIEKTYAIbHBIX CUCTEM Ha
0a3e HEYeTKOM JIOTUKH JUIsl MOJEIIMPOBAHUS Pa3BUTHUS U B3aWMOCBS3EH MEXIY pa3Iu4YHbIMU
SKOHOMMYECKHUMH SIBJICHUSIMU U IIpourieccamu. Ha ocHOBe psjia SKCIIepuMEHTOB 000CHOBAHHO
ONTUMAJIBHYIO CTPYKTYPY HEUETKOM CUCTEMBI 0 AITOPUTMY HEUYETKOTO JJIOTUYECKOTO BBIBOJIA
CyreHo, 4To MO3BOJMIJIO MOAEIMPOBATH IPOLIECC OLEHKH CTOMMOCTH aXOTHBIX 3€MEIlb.

KiroueBble cjioBa: HUCpapXUUCCKas MHTCIIICKTyallbHad CUCTEMA, HCUCTKAA JIOTMKa, SKCIICPT-
HadA OICHKa, CTOMMOCTD 3€MECJIbHBIX PECYPCOB

Yu. Petrykovich, R. Gaidamakha, T. Kovalskiy
ASSESSMENTS ARABLE LANDS USING EXPERT SYSTEM BASED ON FUZZY
LOGIC

The attention on the potential use of intelligent systems based on fuzzy logic to model
development and the relationship between economic phenomena and processes. Based on
some experiments proved the optimal structure of fuzzy system with fuzzy inference

algorithm Sugeno, allowing to simulate the process of arable land valuation.

Keywords: hierarchical intelligent system, fuzzy logic, expert evaluation, the cost of land
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VYK 004.056.5

BUSIBJEHHS OBJACTI ®AJbCUPIKALIT IU®POBOI'O
30BPAKEHHS BJIOKAMUW TPUKYTHOI ®OPMU

IL.FO. Bapanog, O.10. JlebeneBa

OpecbKuii HalllOHAJILHUH MTOJITEXHIYHUI YHIBEPCHUTET,
mpoct. Illeruenka, 1, Onmeca, 65044, Ykpaina; e-mail: whiteswanhl@yahoo.com

VY po6oTi po3risgaeTbcs METOAMKAa MOOYI0BU TPUKYTHUX OJIOKIB, 1110 BUKOPHCTOBYIOTHCS B
METO/Il BUSBJIICHHS KIIOHOBAHUX JUISTHOK 300pakeHb NpH BUsABJICHHI panbcudikarii. OTpuma-
H1 BUCHOBKH TPO JOIUIBHICTh Ta PEKOMEH/IAIIIl 11010 BUKOPUCTaHHS OJIOKIB TPUKYTHOT (op-
MH.

Kurouosi cioBa: danbcudikaiis 300pakeHb, BUsSBICHHs (anbcudikaiii, KIOHYBaHHS, TPU-
KyTHI1 OJIOKH

Beryn

upoke BUKOPUCTaHHS CydacHUX IU(PPOBHUX Kamep 1 MpOTrpaMHOro 3abe3rneyeHHs Ui
00poOKHM 300paxkeHHs1, HANPUKIIAJ, porpamMHoro komiuiekcy Adobe Photoshop, mpuBoauTh
JI0 CTBOPEHHS MIAPOOOK 300paxkeHb, BiEO, SKI BaXKKO BHUSBHUTH JIOACHKUM OKOM. Kpumi-
HaJlbHE BUKOPUCTOBYBAHHS CydacHUX 1H(OPMAaLIHHUX TEXHOJIOTIH, sIKE€ € HaJ3BUYaliHO «II0-
NYJSPHUMY y TENEpIIHii Yac, poOUTh KOMIT IOTEPHY 3JI0YMHHICTh HE TUILKU MPUOYTKOBOIO,
asie 1 IOCTaTHbO O€3MEeYHOI0 CIPaBOIO, CTABUTH ii B OJMH DS/l 3 TEPOPU3MOM 1 HAPKOTUUHUM
O13HECOM.

[Ipouec ynpoBamkeHHsS HOBUX 1H(OPMALIHHUX TEXHOJIOTIH y BCl cepu KUTTS CyCIli-
JIbCTBA HEMOXJIMBUM 0e€3 pilleHHs MUTaHb 1HQOpPMaLiiiHOT Oe31eKH, CKIaJ0BOI YaCTUHOIO
AKO1 € 3a0e31eYeHHs] aBTEHTUYHOCT1 HU(POBUX CUTHAJIIB, CTBOPEHHSI METOJIIB BUSBJIECHHS iX
¢danbcudikaii.

[lepeBipka aBTEHTHYHOCTI CUTHAIY MOX€E MEepeciilyBaTH Pi3HI LIl 3aJ€XKHO BiJ cIie-
nudiky 3a1a4, CKIAA0BOI0 YACTHHOIO SKHUX € 151 IepeBIpKa:

® BUSBJICHHS JIMIIE HAIBHOCTI MOPYIIEHHS] aBTEHTUYHOCTI;

" [Ipu BUSBJEHHI NOPYILIEHHS aBTEHTHUYHOCTI — Ipy0a Jokamnizauis odaacti daabcudi-
Karii;

" [Ipu BUABJICHHI MOPYLUIEHHS aBTEHTHUYHOCTI — HalOUIbII TOYHA JIOKaJli3alisd o0JacTi
¢danbcudikaii.

Jlana po0OoTa mpuCBsAUYEHa PIICHHIO CaMe OCTaHHBOI 3a/1a4l, sSIKa € CKIAJHOIO 1 ChOTOJIH1
3aJIUIIA€THCS HEBUPIIIEHOIO J0 KIHIM, IPO IO CBIAYAaTh YMCIIEHH1 Marepiajid, OTpUMaHi 3
BIIKpUTHX JpKepen [1-4].

ITocTanoBKa 3aaa4i Ta MeTa TOCTiIMKEHHA

VY pobori po3srisgnatoTees hanbcudikailii, CTBOpEHi MUIAXOM KIOHYBaHHS YaCTUH OJHO-
ro 1 TOro  300pakeHHsI, OCKUIbKHU Liel BUIIIA (anbcudikaiii 1yke 4acTo BUKOPUCTOBYETh-
Csl 3aBJIIKU JIETKOCTI 3/1iICHEHHSI.

Jljis BUSIBJICHHSI KJIOHOBAHUX JUISHOK B 3aBJIaHHAX (asbcu]ikaliii IpornoHy€eThCS METO-
nuka, 3anpornoHoBaHa B [5]. Hexait I — mudpose 300paxenns (L[3) posmipom M x N . ITlo-
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OymyeMo po30uTTS 300paxeHHs Ha Ooku D = {d],dz,...,d,}, 10 HE TIEPETHHAIOTHCS, PO3MI-
poM pXx p, 1Ha nepeciuni 6moku C = {c],cz,...,cs} po3MipoM pxp,ne p<M Ta p<N.
Jns xoxHoro Onoxky d,, i=1,...,/ BU3Ha4aeTbcs MOAIOHMI OI0K ¢y J= 1,...,s, TOOTO Ta-

KW, 110
Metrica(di,cj): o,

Je O — JesKa 4MCIIOBA KOHCTAaHTa, a Metrica(O) BU3HAYAE [ICBHY METPUKY.
Skmo st d; takwit O10K ¢; 3HANIEHUH, TO i OJIOKHM MMO3HAYAIOTHCS K JyOIbOBaH.

O06’emnanHs 1y0JIb0BaHUX OJOKIB

Udir-Ue,

k<l f<s

1 BU3Ha4Ya€ MOXJIMBI KJIOHOBAaHI YacTUHU 300paxeHHs [ . Sk mipa moaiOHOCTI OJIOKIB
Metrica(dl.,c j) BUKOPHUCTOBYETbCA Koe(ilieHT Kopemnsuii [5].

Jist BUSIBJICHHST KJIOHOBAHUX JUISTHOK 3a3BHYail BUKOPUCTOBYIOTh KBaapaTH1 OJIOKH [6].
[IpoTe 3m0BMUCHUKH, QaibcudiKytoun 300pakKeHHS MUISIXOM KJIOHYBaHHSI 00JlacTel, HaIpH-
KJaj, 3a gonomoroto nporpamu, Adobe Photoshop, MoxyTe ckopucTaTHCcs TaKUMU 1HCTpPY-
MeHTtamu, Kk «l'ymka» (Eraser tool), «Jlaco» (Magnetic lasso tool) ta «lltamm» (Clone
stamp tool). IlepepaxoBaHi IHCTPYMEHTH J03BOJISIIOTH MEPETBOPUTH KJIOHOBaHY OOJacTh B
obsacte MOBUTBHOI popmu. B pesymnbTaTi MOKpUTTS 300pa’KeHHsI KBAaIpaTHUMHU OJIOKaMH B
IpoLeci BUSBJIEHHS KJIOHOBAaHUX JUISHOK HE JIO3BOJIUTH TOYHO BHU3HAUUTU KJIOHOBaHY 00-
JIaCTh, a B JIEIKMUX BUIAJKaX B3arajl He 3MOKe 11 BUSIBUTH.

JIJst TOYHINIOTO BUSIBJICHHS KJIOHOBAHMUX JUITHOK HEOOXITHO PO3TIIsnaT OJOKM HEKBa-
npaTtHOi popmu.

Memoto poOOTH € JOCTIIKEHHS MOKJIMBOCTI BUKOPUCTAHHS TPUKYTHUX OJIOKIB MpU BU-
sBJIEHHI oOsacTeil (anbcudikarii, mpoBeaeHoi nuisixoM kionyBanss, B L3 (LIB), mo He min-
JAJTACSI TIPOLIETyP1 CTUCKY.

JIyst mocATHEHHS MOCTaBIEHOT METH HEOOX1THO BUPIIINTH HACTYITHI 3a0ayi:

1) Po3poOutu MeToauKy 3100yTTsI TPUKYTHUX OJIOKIB;

2) 3 BpaxyBaHHSIM pO3p0o0OJIeHOT METOJUKHA Ha IMiJICTaBl OOYMCIIOBAIHHOTO EKCIEPH-
MEHTY IIpOaHali3yBaTH JOLUIbHICTh BUKOPUCTAHHS TPUKYTHUX OJIOKIB.

Metoauka 3100yTTsI TPUKYTHHX OJI0KiIB

Jliig 3100yTTS TPUKYTHUX OJOKIB BUKOPUCTOBYIOTHCS KBajpaTHi 0J0Ku. Po316’emo kBa-
npatHui 070K aBoMa miaroHansmu [7]. [lpu po30UTTI MOXKHA BUKOPUCTOBYBATH M1 1 MOJIO-
BHHH JiaroHasneii. B pe3ynprari Takoro cnoco0y mo0y10BU OTPUMAEMO CIM BUIIAIKIB MOKIIH-
BHX po30uBOK (puc. 1).

Puc. 1. MoxnuBi po30MBKH KBaJpaTHOTO OJIOKY HAa TPUKYTH1 OJIOKU
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Hanani oOMexumMocst po3riisoM NEepIIuX TPhOX PO30MBOK, OCKUTEKH B PO3OHMBKAX, IO
3QJIUIIMINCS, OTPUMYBaHI TPUKYTHI OJIOKM B)Ke TependadeHi B MepIliii, APyrid Ta Tperid
pO30MBKax.

[Ipu TpuKyTHOMY pO3OWTTI BHHHKAE HEOOXIHICTh BU3HAYUTH, JO SKOTO TPUKYTHHKA
HAJICKATUMYTh TiKcei aiaroHaii. [Jis BUPIMICHHS I[bOTO IMUTAHHS TOIUIMMO JIiaroHalli HaB-
nit. Hexali ofHa MOJIOBUHA JiaroHalli HAJCKHUTh OJTHOMY TPUKYTHHKY, a iHIIA ITOJOBHHA —

npyromy (puc. 2).

Puc. 2. [IpuHanexHicTh MiKCeTIiB AlaroHami

Pe3yabTaTn A0CinxKeHb

st mociipkeHb Bi3bMEMO 300pakKeHHsI, OTPUMaHi 3a JOTIOMOTOI0 ITU(GPOBOTO (POTO-
amapara. KioHoBaHi IiIsSHKK AojaHi 3a gomomororo nporpamu Adobe Photoshop CS. Pe-
3ynbTatu (pamscudikarmii He migmaaBamucs ctucky (puc. 3). KpiM Toro, B TOCIIHKEHHAX BUKO-
pUCTOBYBaJIHCS 300paskeHHs 0e3 danbcudikarii.

Puc. 3. BxigHi 300pakenns (37iBa) i ¢panbcudikoBaHi (crpana)
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PosrisiHeMo po30HTTS Ha TPUKYTHHKH Ha OCHOBI KBaJIpaTHOTO OJIOKY po3mipoM 16x16.
PesynbraTn B)KMBaHHS TaKuX OJIOKIB IpeCTaBlIeHI HA pHC. 4.

Puc. 4. BusBneni ¢anbcudikallii: TpUKyTHUMHU OJOKaM# (371iBa) 1 KBaJpaTHHUMH OJIOKaMU
(crpaBa) po3mipom 16x16

3 mpuBEICHUX Pe3yIbTaTiB BHIHO, IO TPUKYTHI OJIOKM HA OCHOBI KBaJPaTHOTO OJIOKY
16x16 TouHiIIe MOKPUBAIOTH 1 BUABJISAIOTH (aibcudikoBaHi 00JIaCTi, HDK KBaapaTHI OJOKH
TOTO K PO3MIpYy.

Jlist 3mo0yTTST OUTBI TOYHOI TPaHMIN KIOHOBAaHUX JUISTHOK MOYKHA BHKOPHCTOBYBATH
OJIOKM MEHIIUX po3MipiB. OTpuMaHe po30UTTS TO3BOJIMTH TOYHIIIC BUSBUTH (POpMY 00JIacTi
danbcudikaiii. Bymu mpoBeneHi eKCIIEpUMEHTH 10 BUSABJICHHIO oOacTi anbcudikariii 610-
KaMH TPHUKYTHOT (hOpMH Ha OCHOBI KBaJIpaTHOTO OJIOKY po3mipom 8x8. Pesymbratu excniepu-
MEHTY HaBEJICHI Ha pHC. 5.
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Puc. 5. BusBneni ¢anbcudikaiiii: TpUKyTHUMHU Ookamu (37iBa) 1 KBaJpaTHUMH OJIOKAMH
(cripaBa) po3mipom 8x8

Kpim Toro, TpukyTHI OJIOKH JTO3BOJISIOTH BUSBUTH (aTbCH(IKAIiI0 B THX BHITAJIKAX, JIE
KBaJIpaTHI OJIOKH TOTO K PO3MIpY HE CIIPABJISIFOTHCS (pHC. 6).

Puc. 6. Bussneni danbcudikariii: mepira KoJIOHKa — BXiJHE 300paKeHHs, Ipyra KOJIOHKA —
danbcudikoBaHe 300paKeHHS, TPETS KOJOHKA — KBajpaTHI OJ0KK po3mipy 16x16, derBepTa
KOJIOHKA — TPUKYTHI 010KH po3Mipy 16x16
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OTpumaHi pe3ynbTaTH OOYMCIIOBATHHUX EKCIIEPUMEHTIB, IPOBEJACHUX B CEPEIOBHIII
MathWorks MATLAB 6inemi, mHibk 3 200 113, migTBepanian 3Ha4YHY IepeBary BHKOPUCTAHHS
TPUKYTHHUX OJIOKIB JUUISL OUTBINT TOYHOTO BHSIBJICHHS MEX 00J1acTi danbenudikaiii B MOpiBHAHHI
3 KBaJIpaTHUMH.

Jlesike 3MeEHIICHHS po3Mipy OJIOKY JIO3BOJISIE YTOYHIOBATH 00JIACTh (haibCcudikalii.
[IpoTe 3MeHIIeHHs OJIOKY € OOMEKEHHUM: TIPH BUKOPHUCTAHHI MaJIUX OJIOKIB B TPOIIECI BUSIB-
JICHHS MOXYTb 3’ SBIIATUCS «JDKEOIOKM», TOOTO OJIOKH, IO HE MICTATh YacTHH (pambcudikartii,
aJie MaloTh OJMHUYHE 3HAUYCHHS KoedilieHTa Kopesnii. ExciepuMenTanbHo 0yIio BUSBIICHO,
mo OJIOK, po3Mipu SIKOro MeHII 3a 4x4, Moxe BUAaBaTH JokeOnoku. Tak kBaapaTHi 4x4-
6noku B 40% BUNAAKIB BU3HAYAIOTh JKEOJIOKH, IO TOTO K CXO0X1 O0JI0KK po3mipy 4x4 BUsIB-
JISIOTHCS 1 B 300pakeHHX, Qanbcudikailis skux BiacyTHs (puc. 7).

Puc. 7. Pezynbratr poOOTH 3ampOIIOHOBAHOT METOIMKH 3 OJ0KaMu po3mipoM 4x4: 3iiBa — aB-
TEHTHYHI 300pakKeHHSI, CIIpaBa — BUSABJICHI JDKEOIOKH

Sk BuaHO 3 puc. 4 Ta 5, obmacti panbcudikarii, BUSBICHI KBaIpaTHUMU OJOKaMH PO3-
MipoM 8x8, 1 007acTi, BUSABIICHI TPUKYTHUMH OJIOKaMHu po3MipoM 16x16, MarOTh CX0XKy (Gop-
My. 3 OTpUMaHHUX EKCIIEPUMEHTAIBHUX PE3ylIbTaTiB BUIUIMBAE, II0 B TUX BUIAJIKAX, KOJHU
KBaJIpaTHI OJIOKH TIPH BUSBJICHHI (aibcu(ikaiii 3 BEIUKO BIPOTIIHICTIO MOKYTh BHJIaBaTH
JKEOJIOKH, MA€ CEHC CKOPUCTATUCA TPUKYTHUMH OJOKaMu OuUTbmIoro posmipy. Hampukian,
KBaJIpaTHI OJIOKH po3MipoM 4x4 3aMIHUTH Ha TPUKYTHI po3MipoM 8x8. BimzHaummo, 1o 30i-
JBIIEHHS po3Mipy OJIOKY TYT HpHUBEIE IO 3MEHIICHHS 4acy oOuucieHb. i moganbioro
MIPUCKOPEHHS IpoIiecy MoIIyKy obiacti mopymenHs aBteHTHYHOCTI I3 (LIB) B pesymbrarti
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00YMCIIIOBAJIBHOTO €KCIIEPUMEHTY OYy/IM BU3HAYEH1 TPUKYTHI OJIOKH, K1 HailluacTille BUKOPHU-
CTOBYIOTBCSI B MPOIEC] BUSBJICHHS 1 BUSHAYCHHS MeX obiacti danbcudikaiii, — OJ0KH po3-
6usku 3 (puc. 1).

BucHoBxku

PosrnsiHyTi TpuKyTH1 0JIOKM, 110 OYAYHOTHCS Ha OCHOBI KBaJpaTHOIO OJIOKY, MAarOTh
3HAYHI MepeBaru Mpu Jokamizamii obmacti anscudikamii 1[3 (L[B), ockuibku A03BOMSAIOTH
OTpUMAaTH OUTBII TOYHI I'PaHUIll KIIOHOBaHUX AUISHOK, HDK 3BUYAliH1 KBaJpaTH1 OJOKU TOTO K
pO3Mipy, SIKIIO KJIOHOBaHa o0OsacTh He Mae GopMH KBajpara abo MPSIMOKYTHHMKA, IO Ha
MIPAKTHII 3yCTPIYa€THCS YacTilIe.

3a OTPUMAaHOIO CTATUCTUKOIO IPO YACTOTY BUKOPUCTAHHS TPHOX BapilaHTIB PO3IJIAHYTUX
PO30MBOK KBaJpaTHOro OJOKY Ha TPUKYTH1 BU3HAUEHO BaplaHT pO30MBKHU, KWW HailyacTiie
BUKOPHUCTOBYETHCS JJISI BUSBIICHHS KJIOHOBAHO1 00J1aCT1, TOMY HaJaJIl ISl MIABUIIIEHHS [IIBU/]I-
KOCTI IOIIYKY oOusacteit ganbcudikaliii MOXKHa po3riaJaTH TPUKYTHI OJIOKU JIUIIE TPETHOTO
BapiaHTy pO30MBKHU.
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ILE. Bapanos, E.1O. JleGenena
OBHAPYIXEHUE OBJIACTU ®AJIbCUPUKALIMU IUOPOBOI'O N30BPAXKEHU S
BJIOKAMMU TPEYT'OJIbBHOU ®OPMbI

B pabote paccmaTpuBaercs METOJMKA MOCTPOCHUS TPEYroJIbHBIX OJOKOB, UCIOJIb3YEMBIX B
MeTo/ie 0OHAPYKEHUs KIIOHUPOBAHHBIX YYaCTKOB M300pa)KEHUH Mpu BBISIBICHUU (asbcudu-
kauuu. [losrydeHsl BBIBOABI O 11€IECO00Pa3HOCTH M PEKOMEHALMNU 110 MCIIOJIb30BaHUIO 0J10-
KOB TPEYToJbHOU (OPMBI.

KuroueBrble cinoBa: ganbcuduxanus n300paxeHusi, BoisBieHUE (anbCcUPUKALUU, KIOHUPO-

BaHUE, TPEYroJIbHbIE OJIOKU

P. Baranov, O. Lebedyeva
DETECTION THE FALSIFICATION AREA OF DIGITAL IMAGE BY TRIANGULAR
BLOCKS

The paper considers building of triangular blocks used in the detection of cloned areas of digi-
tal images. Drawing conclusions refers to appropriateness of proposed method and recom-

mendations on the use of triangular blocks.

Keywords: image falsification, detection of falsification, image cloning, triangular blocks
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This article discusses different approaches to metamodeling, show in place of these traditional
models and set the direction of integration and sharing of these approaches.

Keywords: subject domain, metamodel, information system

Introduction

When designing and maintaining various applications information systems (IS) was
used and are used concept models (mathematical, structural, information, etc.) and
metamodels of both the information systems and subject domains (SD), to solve or support
decisions problems over which these information systems are created. Moreover, a different,
sometimes contradictory, meaning is put into the concept metamodel.

Information models and “classical” metamodels

The concept of information models is used quite widely now, although not clearly
defined. One of common formulations of this concept states that as the SD model, which is
supported by IS, is materialized in the form of properly organized information resources, it is
called information model [1]. However, each information system developer uses this concept
in the context own needs to describe of those or the other aspects of SD. It can be:

1) description of the information flows, that

= circulating between the information system elements (including users of this
information system);
= coming in to the subject domain, coming out of it, or circulating within the SD;

2) description of the subject domain structural elements, i.e. entities, relationships
between entities etc.;

3) integration of first and second views of the information model.

The first approach is used most often to describe an information systems in general,
their components, their interaction between each and with the surrounding concrete
information system world. The second most applicable when designing a databases (DB) and
data warehouses (DW). Due to that a database is a kernel of any IS, and therefore issue
structuring and manipulating the information stored in DBs and DWs is one of the most
pressing, on this aspect should dwell more detail.

Entities in the models of this type are represented as abstractions are described by their
properties, to which, in the case of object-oriented information model, we add and methods
(1.e., operations, functions, events) that are characteristic for this entity.

In presenting in the database these properties are mapped into the appropriate attributes
with the addition of their types, characteristics, formats etc. Sets these attributes values
describe specific instances of the entity. That is, sets of the properties specific values of
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entities (else the entities instances or the items) in the aggregate contain information about the
subject domain. Accordingly, themselves properties or attributes is data about data that meets
the definition of metadata.

Thus, the information model (or simply the model) is based on metadata about the
elements of SD. If to collect an all the metadata description that describe the specific entity at
several SDs or describe part or all elements of the specific subject domain, the next-level
model or meta-model, because it contains data about the metadata that describe the data about
elements of SD, will be received. In the first case it is an entity representation in the all
available at given time the SDs, for which in [2] the concept and definition of universal entity
were introduced. In the second case the SD is described, which can be represented as an
object or entity of the higher-level SD [3].

The idea of creating and using metamodels expressed by many researchers. Moreover,
it’s proposed even ontology be seen as a metatheory [4]. Recent developments have been
embodied in the specifications of Common Warehouse Metamodel (CWM) and Meta Object
Facility (MOF) [5, 6], which implement a four-level architecture of metamodels, which
became a classic: meta-metamodel — metamodel — model — data. CWM 1is a standard that
describes the exchange of metadata when using Data Warehouses technology, Business
Intelligence, Knowledge Management. Relying on the basic metamodel the standard adds
metamodels for relational, multidimensional and table data, as well as for transformation,
OLAP-functions, Data Mining and Data Warehousing, including the processes and
operations. MOF defines common interfaces and semantics for interacting metamodels and a
set of IDL-transformations. MOF is an example of a meta-metamodel or a model of
metamodel as subset of the modeling language UML.

Hierarchical metamodels of the complex-structured subject domains

Approach proposed by the author of this article in [2] differs from the traditional view
to the metamodels, that especially the not just different description languages are touched on,
and the different levels of SDs and their respective models are viewed. In such a model can
not be limited to four levels. Accordingly, the metamodel of k-th level is a mathematical,
information or a structural model of the SD or the object whose elements are described by
metadata of corresponding level. According to this definition, the database or, more precisely,
the traditional database information model is a subject domain metamodel of 0-th level.

To remove restrictions on the levels number of metamodels was proposed also in article
[7]. However, it also not dealt with the representation of the subject domains hierarchy, the
manipulating their metamodels and the influence of the subject domain levels on their entities
representation.

Obviously, it’s necessary to look on the metadata wider than stated in the definitions
above. “Meta ... (from Greek: usta — between, after, over) is part of compound words, which
denotes the passage of something, a transition to something else, change of state, the
transformation of ...” [8]. According to this definition of the prefix “meta-” the metamodel
should describe also the dynamics of the SD, its evolution or, at a minimum, include the
opportunity to refine information about the SD.

DB, as a result of structural and information modelling of SD is the core of any IS.
Therefore, the metamodel of SD is an effective tool for building IS, allowing to develop a
database over time. That why in [9] it was proposed when DB designing to pay attention not
only to model of systems and associated with them SDs, which are often unique, but also on
the metamodels, their development and manipulation them.

A similar idea was developed in the technology of DSM (Domain Specific Modeling)
with the metadata interpretation [10] and its implementation. In addition, in 1990 J.
Mylopoulos was proposed the language Telos [11], designed to solve the problem of formal
representation of knowledge about the many worlds, related to a specific IS. This language
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contains object-oriented structure that supports aggregation, generalization and classification;
processing attributes; an explicit representation of time; means for the constraints integrity
determining and deductive rules. However, this language just as the language UML, does not
include mathematical operations with the structures that describe the subject domain and,
therefore, requires the subjective factor intervention at each modification of such structures
(models) or in the modeling of complex-structured SDs.

Metamodel representation is possible by using various mathematical apparatus.
Naturally, the choice of apparatus determines a set of mathematical operations that can be
performed on metadata.

To the information model representation is often used a graph form. To the model
processing is applied a corresponding mathematics, which, however, ignores the graph
representation of this model, that is used exclusively for the model visualization.

So the a relational DB theory apparatus is one of the most developed, namely, the
relational algebra, which is designed to work with metadata and the data they describe.
Originally, however, that mathematics is not enough to work with metamodel of level above
1. In particular, it ignores the mass problems that are solved over the subject domain, and does
not include graph and hypergraph representation of the model.

That why in [12] the author of this article stated that a SD is described by triplet
(El.(dlel.(dle(dj)), where E is a set of different classes objects sets, V' is set of

relationships between them, P is the set of mass problems to be solved over the SD.
Moreover, the set E consists of: a set of active objects H purposefully influencing each
other and to other objects of the environment; a set of passive objects which are the only
influence receivers and associated with research and production complex Q, associated with a

given SD; and a set of objects O that are resulting of intellectual activity.

Accordingly, the operations for such a representation that take into account the
peculiarities of the high-levels metamodels had been proposed in [12, 13, 14]. They are built
on the integration of the following mathematical apparatuses.

To resolve the contradictions between the DB and the SD associated with the SD
evolution, the graph theory as a mathematical tool is used when the SD metamodels
development. At that the operations on metamodels are some operations on graphs, adapted to
the fact that elements of their operands are sets of mass problems to be solved over the SDs
and metainformation about the objects of these SDs represented by the graph nodes.

One element of this adaptation is the use of the suboperations (nested operations) on the
SD metamodel. These nested operations are based on set theory. Accordingly, the operations
on the SD metamodel are operations on sets, modified in view of the fact that their operands
will be metainformation.

Finally, the metadata themselves are implemented as multi-dimensional relations. From
the practical point of view, this approach allows the use of existing DBs, their functions and
commands to manipulate tables and warehouses to perform operations on metadata.

Conclusions

From these approaches to metamodeling clearly that CWM specification or DSM (or
language Telos) are effective for the initial design of IS, to determine its structure and
interaction with the corresponding SD. At the same time the hierarchical metamodeling of SD
1s advisable used to build the DB and multilevel DW, since it allows to consider the evolution
of SD and the mass problems that exist or arise over the SD with complex structure.
Obviously, the next step in the evolution and use of metamodeling is the integration of these
approaches.
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E.B. Manaxos
BOITPOCBI MHTET'PALIMU ITOJAXOA0B K METAMOJIEJIMPOBAHUIO
I[TPEAMETHBIX OBJIACTEU

B nanHOI cTaThe pacCMOTPEHBI PA3IMYHBIE TIOIXO0IbI K METAMOISTUPOBAHHIO, TTIOKA3aHO MeC-
TO B HUX TPATUIIMOHHBIX MOJIEICH M OMpPECIICHO HAlpaBJIE€HNUE WHTETPAlM ¥ COBMECTHOTO
HCIIOJIL30BaHUS DTUX IT0IXO0I0B.

KuoueBble ciioBa: mpeaMmeTHast 00J1acTh, METaMo1eTb, HH(QOpPMAITMOHHAS CHCTEMA

€.B. Manaxos

[MMTAHHA IHTETPALII IIAXOAIB 1O METAMO/JIEJIFOBAHHS TTPEJIMETHUX
OBJIACTEU

B naniit ctaTTi po3ruIsiHYT1 pi3HI NIAXOAU A0 METaMOJENIIOBaHHSI, MOKa3aHO MICII€ B HUX Tpa-
TUIIAHAX MOJENIed 1 BU3HAYCHO HANPSIMOK IHTErpallii Ta CHUIBHOTO BUKOPUCTAHHS ITHX

HIIXOIIB.

KuouoBi cioBa: mpeamerHa 001acTh, METaMOI€7b, IHGOPMAIIiifHA CHCTEMA
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