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ALGORITHM FOR AUTOMATIC DAMAGE IDENTIFICATION USING
LOW-COST STRUCTURAL HEALTH MONITORING SYSTEMS

A.V. Basko, O.A. Ponomarova, Y.O. Prokopchuk

Prydniprovska State Academy of Civil Engineering and Architecture, Chernyshevskoho str., 24a, Dnipro,
49600; Ukraine; basko.artem@pgasa.dp.ua; pricmech@ukr.net; itk3@ukr.net

The analysis of existing structural health monitoring (SHM) systems and damage
identification algorithms showed that monitoring systems with low-cost elements are
currently used rarely, and damage identification algorithms for such systems are
practically non-existent. Based on a previous analysis of existing SHM, as well as
further research on feature extraction, which is mainly carried out using already
recorded information for data processing. In addition, for the application of algorithms
for identification, detection and assessment of possible damage to the object of
monitoring. Therefore, it can be concluded that the use of existing SHM systems has
a number of disadvantages related to the complexity of implementation and
adjustment, as well as economic impracticality. Some studies are aimed at reducing
the cost of the sensor node by using a cheaper elemental base. But data from the entire
sensor network is still transmitted to the main data collection server. All this requires
significant computing power to process such a large amount of data. It should be noted
that with the increase of the sensor network, the speed of data transmission in it
decreases. The proposed study presents the development of a modern method of
automatic damage identification with the possibility of automatic assessment of the
level of damage. In addition, the developed algorithm is used to obtain results in real
time. Also, the algorithm is conceptually aimed at low-cost SHM systems, with the
possibility of local computation directly on the sensor node. This will make it possible
to compress a large amount of data as much as possible and transmit only useful
information about the state of the object. The article describes in detail the algorithm
for automatic data processing in real time, and provides an implementation in the C++
programming language. The results of the experiment using the proposed algorithm
to check the efficiency and reliability of the work are also presented. The developed
method can be used as an alternative to traditional methods, especially for low-cost
SHM systems.

Keywords: damage identification algorithm, dynamic characterization, low-cost
SHM system, structural response, wireless sensor network, structural health
monitoring.

Introduction

Modern research in the field of structural health monitoring (SHM), as well as
actually working systems installed on various architectural objects, such as bridges,
buildings, wind turbines, nuclear power plants, showing the seriousness of their
application [1-3]. Due to the complexity of the structures, and as a result of the use of
various architectural forms and materials, influence of the environment, the life of the
object may decrease and endanger nature and man. Therefore, such systems help to
understand how structures react under operating [4-5]. This allows to prevent the negative
consequences, caused by destructions and apply preventive procedures for periodic
inspection and repair of possible damage.

A lot of data processing algorithms presented in a considerable amount research
can be: the least mean squares (LMS) algorithm, the recursive least squares (RLS)
algorithm and the Kalman filtering (KF) algorithm [6]. Also, one of the popular ones is
the use of the generalized least square (GLS) method [7], and an algorithm based on the

principle of fuzzy logic [8].
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One of the popular solutions in signal processing is the use of machine learning
technologies. Some methods have already shown their advantages in tasks related to text
recognition, image identification, and text translation.

Bayesian analysis and decision tree are complex and rarely used due to lack of
flexibility and high requirement of processing power [9]. The use of such machine
learning methods as Artificial Neural Network (ANN) and Support Vector Machine
(SVM) is described [10].

Different algorithms of damage recognition based on machine learning
technology was described in detail. In addition, a number of characteristics were
identified that a sensitive element must have for a successful process of damage
identification [11].

The construction of the Low-Cost Wireless sensor has been described and the
choice of components in the study carefully justified. In addition, signal processing for
damage identification was presented [12].

An approach to interpreting both static and dynamic data was presented in the
study. The main emphasis was placed on identifying daily and seasonal conditions, as
well as possible trends associated with critical failures. The considered approaches were
tested on the data set from the "Two Towers" of Bologna [13].

Among the wide variety of algorithms that researchers offer, we can distinguish
the main requirements for their implementation:

e The need for precise synchronization of data from all sensors

e [t is necessary to have a data set in an intact state of the monitored object.

e The impossibility of obtaining the result of calculations in real time

e The need to post-process and analyze data in MATLAB or other specialized
software, which requires a qualified specialist.

e A large number of sensor nodes leads to an overload of the sensor network and it
may not have time to transmit data.

e Large amount of memory for the accumulation of measurements.

For modern sensor networks, it is necessary to build systems based on dynamic
calculation, local filtering, data compression, damage thresholds, and all this in automatic
mode. All this will not only simplify the identification process, but also eliminate the
human factor, increase the speed of the system's response to disturbing influences.
Obviously, this will save money on the design of the sensor node and sensor network, as
well as reduce the demands on the computational properties of the sensor node.

Data compression is one of the important requirements in modern web-based

automatic damage identification. Many different data compression methods have been
proposed in the scientific community [14].
Content statement of the problem. The purpose of the work is to develop an algorithm
for automatic identification of damage to improve safety buildings and structures using
cheap and low-power sensor nodes. The essence of the proposed automatic identification
is the automatic adjustment of the algorithm using step-by-step vibration assessment for
signal processing.

In addition, the work proposes an approach that allows you to automatically
determine the levels of possible damage for their identification in real time.

To achieve the set goal, the following tasks are set before the work:

= analyze innovative approaches and algorithms for damage identification;

= to develop a simple and effective automatic algorithm for damage identification;

= using the MVS (Microsoft Visual Studio) environment and the C++
programming language, implement the proposed damage identification algorithm;

= determine the requirements that a sensor node must meet to implement an
automatic algorithm,;
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= perform an experiment using the proposed algorithm and demonstrate the
effectiveness of the algorithm;

In addition, this algorithm is very convenient to use when working with ADC

values, since it is not tied to the data scale. Also, integer data is more preferred for
microcontrollers because math operations on them are faster than on floating point
numbers.
Algorithm of data processing. The proposed algorithm belongs to unsupervised
algorithms, has advantages related to the speed of calculations and does not require initial
data and long-term collection of initial data. Comparing all machine learning algorithms,
it can be noted that unsupervised learning algorithms will have lower accuracy compared
to supervised learning.

It is assumed that the proposed algorithm will work locally on the sensor node,
and this is also the novelty of the study. And only data about the damaged state is
transmitted to the central server, where the server can localize the problem.

Before considering the principle of operation of the proposed algorithm, it is
necessary to determine a number of minimum technical characteristics that the sensor
node must meet:

e microcontroller based on 32-bit architecture or higher;
flash memory size not less than 512 Kbytes;
support for one of the wireless protocols Zigbee, Zigbee Pro or LoRaWAN;
acceleration measurement sensor sensitivity + 4g or less
built-in ADC with a data resolution of at least 16 bits per range and a sampling
frequency of at least 200 Hz.

The developed approach can be divided into several main stages that has been
described below. On the first stage to get the value of the current step S;i between two
values, as the difference between the current and the previous value, as shown in equation
(1).

Si = lx; — xi41, (1)
where x; — is the current value and x;.; — is the previous value of vibration.

Secondly, we should evaluate how our steps change. To estimate changes of steps
we should follow next conditions, if Si.1 > S; we should follow equation (2), otherwise
(3).

SE; =—--G, (2)

SE; = —-G, (3)

where SE; — current step evaluation, S; — current step, Si.1 — previous step, G — smoothing
coefficient, the initial value was set to 0.5.

The third stage is estimating the smoothing coefficient GE, allows you to
automatically evaluate the work of the smoothing coefficient. The estimation is
performed by the one-dimensional measure G_koeff, which is set as a constant (it is
recommended to set value from 0.1 to 0.3). For more noisy signal lower value, and higher
value otherwise. So, we need to evaluate every N times, so if Si.i < G_koeff then use
equation (4) otherwise use equation (5).

Temp_GE = Temp_GE + 1 4)
Temp_GE = Temp_GE (5)

The GE smoothing coefficient is estimated every N values. Where N can be
chosen to be Fage, where Faqc is the sampling rate of the data. To calculate an estimated
value of the smoothing coefficient, the equation (6) is used. When N values are reached,
the temporary counter Temp GE must be reset to zero.

CE = Temp_GE

N (6)
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One of the important part of the algorithm is correction of the smoothing
coefficient G. When the estimated value GE was got, we can adjust smoothing coefficient
value. First, we need to define a constant GE_Limit value, it is value to which will tend
to our estimated coefficient GE.

GE_Limit is chosen in the range from 0.7 to 0.9. Than the closer the value is to 1,
the gain factor will tend to smooth out very much.

First, should to check if GE = GE_Limit, then the smoothing coefficient G will
not change, otherwise we will check the following condition. If (|GE Limit-GE[>0.1), the
smoothing coefficient will be corrected the smoothing coefficient will be corrected in
accordance with equation (7), else with equation (8).

C=¢ <0 1 GE Limit — GE ) 7
B " |GE_Limit — GE|

C=¢ (0 01 GE Limit — GE ) ®)
N " |GE_Limit — GE|

At the final stage, the corrected value can be calculated using equation (9). It
should be noted that the algorithm needs to make some certain number of periods to self-
correct the smoothing coefficient. The number of periods will depend on the form of the
data signal, it usually takes less than 10 periods.

XFl' =X SEL + XFi—l ' (1 - SEL) (9)
Automatic levels of damage identification. One of the advantages of the proposed
method is the ability to automatically define several levels of damage identification. It
should be noted that these levels will be located between the average and maximum
values. In addition, damage levels are automatically retrained with changes in the input
data.

For example, the first level will be more sensitive to small changes, and
subsequent levels are more likely to detect critical damage.

In most of the presented systems, frequently some fixed threshold is chosen,
which is greater than the arithmetic means by 5%. In the presented algorithm, the
threshold metric is multidimensional and depends on the nature and rate of data change.

Further, the calculation of three levels of damage identification will be carried out.
To start automatic learning damage levels, first of all need to wait a certain time. This
must be done in order to train the coefficients of smoothing algorithm. Depending on the
selected sample rate Fadc, this time might be chosen from 1 second to 1 minute. To
initialize the first value of each of the levels, the algorithm chooses current value from
the received data set, as shown in the equations (10-12), for each of the levels,
respectively.

Lli = X (10)
in = X (11)
L3i = X (12)

Since the levels are located between the average and maximum values, so there is
no any reasons to make many levels, as they will tend to the border of the maximum
values.

The first level L1 is calculated relative to the average value XA of the received
data. Thus, the new value updates the average value. To do this, we apply a filter that
smoothes the data quite hard, as shown in the equation (13).

XA; =x;-0.01+XA;,_,-(1-0.01) (13)

For the first level, the condition x;.; > XA; must be met, if it is not met, then go to
equation (15). Then we get the temporary value of the level, if xi<xi.1<xi»> then use
equation (14), otherwise equation (15).

thempi =Xi—1 (14)
L1_temp; = L1_temp;_, (15)
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When the new temporary value of the level is received, then we can get the value

of the current level using the following equation (16):
L1; = L1_temp; -k +L1;,_;-(1 —k) (16)

where k is the smoothing factor, it affects the level response speed, the choice of
which depends on the sampling rate and data noise. To begin with, it is enough to choose
k=1/Faqc.

The second level is calculated relative to the first level. For the second level, the
condition x;.; > L1; must be met, if it is not met, then go to equation (18). Then we get the
temporary value of the level, if xi<xi.1<xi.> then use equation (17), otherwise equation

(18).

thempi =Xi—1 (17)
L2_temp; = L2_temp;_, (18)
When the new temporary value of the level is received, then we can get the value
of the current level using the following equation (19):
in = L2_tempi “k+ L2i_1 ' (1 - k) (19)
Similarly, to the second level, the third level is calculated relative to the second
level. For the second level, the condition xi.; > L2; must be met, if it is not met, then we
go to equation (21). Then we get the temporary value of the level, if x{<xi.1<xi-» then we
use equation (20), otherwise equation (21).
L3tempi = Xi-1 (20)
L3_temp; = L3_temp;_, (21)
When the new temporary value of the level is received, then we can get the value
of the current level using the following equation (22):
L3; = L3_temp; -k +L3;_;- (1 —k) (22)
Thus, for multilevel damage identification, it is sufficient to evaluate the excess
of one of the levels by comparing the corrected value of XF; and the levels L1;, L2; and
L3;, which is displayed in equations (23-25).

XF; > L1; (23)
XF; > L2; (24)
XF; > L3; (25)

Program code of proposed algorithm. For ease of understanding the operation of the
calculation algorithm, the code was written in the C ++ programming language, which is
shown in Fig. 1-2. The code below shows the implementation of calculations for data
coming from one axis of the accelerometer. For complex structures where three-axis
accelerometers are used, and maybe even more than one accelerometer, it will be rational
to use an object-oriented programming approach.
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1 #include <cmath> 56 Bint main()
2 [ J/sample rate 51 {
3 int Fade = 200; 52 ! Llwi2w i3« XFL = XF2 = x1 = x2 = x3 = Get_x();//get first value
4 IEIHxl-current value {xi) 53 B while(1)
5 fix2-previous value (xi-1) 54 {
6 //x3-before previous value (xi-2) 55 Dol s et x();
; etk o si || @ /rstage 1 "Gerting & step”
3 [JE/fthe functio "Get_x" gets current value x, ? Al Ibs(x! - %) &
1@ lﬁimplemntation will depend on the specific sensor fs I H {'!stage 2 "step evaluation
1 int Get_x(); 59 B 1 if (s2231)
12 z 68 o
13 |as/si-current value () 61 ©on o SE=(S1/82)%;
14 || /752-previous value (si-1) & |11}
15 intSl=eo,52=0; 63 Bi 1 else
16 | //step evaluation 64 oo
17 float SE = B.8f; 65 L1 1 SE = (S2 / 51)"G;
18 l //smoothing coefficient 6 BA : }
1 float 6 = 8.5f; 67 l 1 [/stage 3 "Estimation of the smoothing coefficient”
0 g8 B 1 if (52 <= 6_koeff)
21 | //one-dimensional measure for the smoothing coefficient 6 69 |
2 float G_koeff = 0.2f; 78 Lo Temp_GE++;
23 int Temp_GE = 8; " HE } =
24 | //estimated value of the work of the smoothing coefficient G ;; v Newr++:
8 ST BB L (e e )
26 [ //the value to which our estimated value tends GE ! [
7 float GE_Limit = 0.8f; g ot
28 | //vow many values need to get new G :’ o GE = Temp_GE / H;
2 it Neo; By i TempGE e g
38 | //Counter of current value N n voo0 o Mewr = 85
Ei int Hcur = 8; 78 I |
32 79 /{5tage 4 "Correction of the smoothing coefficient”
33 {/4FL-current adjusted value (XFi) @ B if (GE != GE_Limit)
34 THXFz-prtvin adjusted value (XFi-1) O I
35 float XF1 = 0.8f, XF2 = 0.ef; 82 B ¢ 0 if (abs(GE_Limit - GE) > 8.1)
ES 83 T |
B |Effﬂl-furrent average (XAi) 84 ©o0 0 G oew 0.1%((GE_Limit - GE) / abs(GE_Limit - GE));
£l /1%A2-previous average (XAi-1) 85 [
?; float ¥AL = 0.8f, XA2 = @.0f; B B i i else
87 tor o
:; 1 ff’;;:‘r:;”;l;;s {;”;‘f;S gf ;3 06 e 00 ((GE Ladt - GE) / abs(GE Lisit - GE));
43 [ f/Previous values for levels L1, L2, L3 jq I }
44 float L1.2 = 8.6, 122 = 0.8f, 132 = 0.0; =
45 l {{Temporary values for calculating levels L1, L2, L3 b o k .
45 flost L1_temp = 0.0f, L1_temp2 = 0.0f; 92 I, i /fstep5 "Get the adjusted value"
47 float L2 temp = 0.0f, L2 tesp? = 0.8f; 93 b XNF1 = x1 * SE 4 XF2 * (1 - SE);
48 float L3 temp = 0.0f, L3 _temp2 = 8.8f; 94 b

a b
Fig. 1. Variable initialization (a) and main block of program (b)

94 P

as 1 [/stage & “Getting the values of the levels"

a8 N

a7 Sb filevel 1

98 Dl XAL = x1 % 8.01 + XA2 * (1 - @.81);

99 B if (x2 > xa1)

188 N e

101 Dbl iF (xl < x2 88 x2 < x3) {L1_temp = x2;} : . w s Fi : -
i I 1 else {L_temp = L1 temp2;} 14a ] I : ' ;:';l’Stage 7 "Identification of damage
o E oo 141 Bl ¢ if (XF1 > L1)

18 B 1 else 142

e I 143 ; ' ! //Level 1 triggered
186 © 11 Ll_temp = L1_temp2; H ] : 2

i T | 144 ! : 3}

108 Pl Ll temp2 = L1 _temp; 145 B: if (XF1 > L2)

199 © Ll = L1 temp * .01 + L1_2 * (1 - @.01); 146 ; :

118 P2 el . ]

111 147 I F ' ffLevel 3 triggered
12 Lo [level 2 148 ; : 3

1 B: i if (x> 11) - : .

i3 Pl 149 Bl: ] if (XF1 > L3)
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Fig. 2. Calculation of damage identification levels (a) and damage identification (b)
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Experiments and results. In order to test and evaluate the quality of the proposed
automatic damage identification algorithm, a set of acceleration data from the Hardanger
Bridge [15] has been used. In this case, the data set was selected with a sampling rate of
200 Hz. It is important that there are no hardware filters for this sample. The data has the
following time line from 0 to 50 seconds, the data is taken from the bridge in a calm state,
and from 50 to 80 seconds, a transition is made to the storm wind data, which is shown
in Fig. 3.
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Fig. 3. Full set of training data

To understand the operation of the proposed algorithm, the test data will be
displayed on a larger scale, while maintaining the time scale as shown in Fig. (4-7). In
the first period of time, when the algorithm is not trained, we can create an increasing
graph, which indicates the learning process, which can be seen in Fig. 4.
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Fig. 4. Learning process of data

In Fig. 5, small disturbing signals are artificially created in order to show the
sensitivity of the algorithm even to small signal changes with a pulse time of 500ms.
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Fig. 7. Data from the bridge in a storm
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The key feature of the proposed algorithm is the automatic calculation of damage
identification levels. As can be seen from Fig. 8, the filtered data overlaps with all
detected identification levels, which may indicate a high probability of critical damage.
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Fig. 8. Damage identification stage

Conclusion

An innovative solution in SHM, certainly was the use of wireless technologies.
But existing systems are doing their best to improve by reducing their cost in order to
popularize such method of monitoring. A decrease a cost of sensors by using a cheaper
element base imposes restrictions on the use of data processing algorithms.

In the present study, a brief overview of the most commonly used data processing
methods was made. The algorithm proposed in the study is a first step in the field of
automatic identification of pressures. The described method assumes that the sensor will
be automatically calibrated and adjusted without the participation of a trained specialist
and a person.

Since this algorithm is the first attempt in the field of automatic identification, the
next stages of development will be aimed at applying the algorithm to real systems and
its subsequent improvement.
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AJITOPUTM ABTOMATHUYHOI NIEHTU®IKALIL MOIKO/)KEHB 3
BUKOPUCTAHHSIM HEJJOPOT'UX CUCTEM MOHITOPUHI'Y CTAHY
KOHCTPYKIIN

A.B. baceko, O.A. [Tonomapsosa, }0.0. IIpoxkonuyk

[IpuaHinpoBchKa AepkaBHa akaaeMisi OymiBHUNTBA Ta apxiTekTypHu, Chernyshevskoho str., 24a, Dnipro,
49600; Ukraine; basko.artem@pgasa.dp.ua; pricmech@ukr.net; itk3@ukr.net

AHami3 ICHYIOYMX CHCTEM MOHITOpUHIY cTaHy KoHcTpykuii (SHM) rta anroputmiB inenTudixamii
MOIIKO/DKEHb II0Ka3aB, L0 CHCTEMU MOHITOPUHTY 3 BHKOPHUCTAHHSM MaJlOBapTICHUX E€JIEMEHTIB Ha
ChOTOJIHI BUKOPHUCTOBYETHCS YK€ Mallo, a aJITOPUTMU 1eHTH(IKALI] TOIIKO/PKEHb Ul TaKUX CHUCTEM
IPAKTUYHO BiACYTHI. [pyHTYIOUKCH HA IEpUIOYEPTroBOMY aHamisi icuyrounx SHM, a Takok Ha MOAAIBIINX
JIOCITI/PKEHHSAX 1100 BUIUICHHS 03HAK, SKi B OCHOBHOMY 3iHCHIOETHCS 3 BUKOPHCTAHHAM YK€ 3aIiCaHo1
iHdopmarii st 06poOku ganux. Kpim TOro aiis 3acTOCYBaHHs aJITOPUTMIB iIeHTH(IKAIlI{, BUIBICHHS Ta
OIIHKH MOXIIMBHX 30HTKIB 00’€KTy MOHITOpWHT. OTKE€ MOXHA 3pOOWTH BHUCHOBOK, III0 BHUKOPHUCTAHHS
icHyrounx cucteM SHM, Mae psii HeJJOJiKiB MOB'SI3aHUX 31 CKIIAIHICTIO IMITJIEMEHTAITIl Ta HAJTAIITyBaHHSI,
a TaKOX 3 EKOHOMIYHOIO HeNOIUIbHICTIO. JlesKi MOCHiIKeHHS CHpsSMOBaHI Ha 3HIDKEHHS BapTOCTI
CEHCOPHOTO BY3JIa 32 paXyHOK BUKOPUCTAHHSI OUTBIII ICTIEBO1 elIeMEeHTHOT 0a3u. Alle naHi 3 yciel cCeHCOpHOi
Mepexi Bce OJHO MepelaroThesi Ha TOJOBHMH cepBep 300py naHumx. Bce 1e Bumarae 3HauyHOl
004YNCITIOBATILHOT MOTYKHOCTI Uit 00pOOKHM Takoi Beinkoi KimbkocTi nauux. CiiJl 3ayBaXkKWUTH, IO 3i
30UIBIICHHAM CEHCOPHOI Mepexxi IIBUAKICTh INepeAadl JaHuX y Hid 3HIXKYEThCS. 3arpoIlOHOBaHE
JOCIIIJPKEHHS TIPE/ICTABIISIE PO3POOKY CYy4acHOrO METOJly aBTOMATH4HOI ileHTHdiKauii MOMKOPKEHb 13
MOXJIMBICTIO ABTOMAaTHUYHOI OIIHKM PIiBHSA IOWKOMKEeHb. KpiM TOro, po3poOiieHHH anroputm
BUKOPHCTOBYETHCS JUI OTPHMAaHHS PE3yJIbTATiB y peaqbHOMY 4aci. TakoK alropuTM KOHIENTYaJbHO
HaIliIeHnid Ha Hemopori cucteMu SHM, 3 MOXKIWBICTIO JIOKaJBHOTO OOYMCIICHHS O€3MOCEepEIHbO Ha
ceHCOpHOMY By3Ji. [le J03BOJUTH MaKCUMaILHO CTUCHYTH BEJIMKHHA 00’€M MaHUX 1 MepemaBaTH JIMIIe
KOpHCHY iH(opMaIlito mpo ctaH 00’ekTa. Y CTaTTi AeTaTbHO ONMMCAHO AJITOPUTM aBTOMATHYHOT 0OpOOKH
JIAHUX B PEXKUMI peaNbHOTO 4acy, HaBEACHO peaii3aiito Ha MoBi nporpamyBaHHs C++. Takox
IpeCTaBIeH] pe3yabTaTh eKCIIEPUMEHTY i3 3aCTOCYBAHHAM 3alIPOIIOHOBAHOI'O AJITOPUTMY UL IIEPEBIPKU
eeKTUBHOCTI Ta HajiiHOCTI poboTH. Po3pobnenuii MeToa Moxke OyTH BHUKOPUCTAHHH SIK albTepHATHUBA
TPaTUIIIHHAM METOIaM, OCOOJIMBO Jjis Hegoporux cucteM SHM.

Kro4oBi ciioBa: anroput™ ieHTUdIKaLii TOMIKOPKEHb, TUHAMIUHA XapaKTepPUCTHKA, HEJOPOTi CUCTEMH
SHM, cTpykTypHa peakuisi, 0€3p0OTOBa CCHCOPHA Mepexka, CTPYKTYPHHH MOHITOPHHT CTaHYy.

279



[HOOPMATHUKA TA MATEMATHUYHI METO/JI1 B MOZJEJIFOBAHHI = 2022 = Tom 12, Ne 4

DOI10.15276/imms.v12.n04.280 Informatics and Mathematical Methods in Simulation
UDC 004.056.5 Vol. 12 (2022), No. 4, pp. 280-287

McELIECE CRYPTOSYSTEM BASED ON QUATERNARY HAMMING
CODES

D.A. Isakov, A.V. Sokolov

National Odesa Polytechnic University
Ukraine, Odesa, 65044, Shevchenko Ave., 1, radiosquid@gmail.com

The operation of modern information protection systems is largely based on
asymmetric cryptographic algorithms that allow encrypted information to be
transmitted over an open communication channel without the need for prior key
exchange. Modern asymmetric cryptographic algorithms are based on the use of such
one-sided functions as factorization of large prime numbers and discrete logarithms,
which require significant computational costs for their use, and are not resistant to
promising quantum cryptanalysis attacks. Existing modifications of these
cryptographic algorithms based on elliptic curves are also characterized by some
significant drawbacks: many robust elliptic curves are currently patented, and
algorithms on elliptic curves often require the use of powerful physical generators of
truly random numbers. The solution to these problems is the use of the McEliece
cryptographic system, which is based on the problem of decoding complete linear
codes. Despite the prevailing performance of this system and its resistance to
promising quantum cryptanalysis attacks, such a shortcoming as the large length of
its public key has led to the fact that it is not often used in practice. In this paper, new
families of Hamming (n,k)-codes in extensions of extended Galois fields are proposed
and it is shown that on the basis of these codes a McEliece cryptosystem can be built,
which is characterized by a much smaller size of the public key while providing a
comparable number of generator matrices of the code so providing the comparable
value of the protection levels number. The possibility of applying cascade Hamming
codes on the extensions of extended Galois fields is shown, which makes it possible
to obtain protection against the Sidelnikov attack. The proposed cryptosystem can be
recommended for practical use in applications that require high speed (for example,
mobile devices, IoT devices, and embedded systems), as well as significant
cryptographic strength, including protection against promising quantum attacks.
Keywords: asymmetric cryptography, McEliece cryptographic system, Hamming
codes, quaternary logic.

Introduction and statement of the problem

Asymmetric cryptographic algorithms are a crucial element of modern
information protection systems, that largely determines their effectiveness and
performance [1]. Today the use of asymmetric cryptography makes it possible to solve
such basic tasks of information protection systems as key distribution, user
authentication, confirmation of message authorship, protection of the software, etc.

Among the most widespread in practice [2] asymmetric cryptographic algorithms,
it is necessary to note the Diffie-Hellman key distribution system, as well as RSA and El-
Gamal full-fledged asymmetric cryptographic algorithms, which are based on the task of
the complexity of factorization of large numbers and calculation of discrete logarithms.
Despite the breakthrough nature of these cryptographic algorithms and their indisputably
high importance in the tasks of ensuring the security of modern information technologies,
they are characterized by some significant drawbacks, including high computational
complexity of encryption/decryption algorithms, strict requirements for key information,
vulnerability to promising quantum cryptanalysis attacks [3]. The computational
complexity of these asymmetric cryptographic algorithms significantly limits their use on
modern resource-constrained platforms: mobile devices, [oT (Internet of Things) devices,
UAYV (Unmanned Aerial Vehicles), and also leads to the fact that everywhere in practical
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information transmission systems, asymmetric cryptographic algorithms are used once to
exchange a key information, after which encryption of the main data arrays is performed
using faster symmetric cryptographic algorithms.

The existence of effective quantum algorithms [4] for the factorization of big
numbers and calculation of discrete logarithms, as well as the significant pace of
development of quantum computers, is a quite real threat to the security of asymmetric
cryptographic algorithms based on these computationally complex problems, which led
to the appearance of modifications of the Diffie-Hellman, RSA, and EIl-Gamal
cryptographic algorithms based on the elliptic curves [5]. Nevertheless, even these
modifications are characterized by some significant drawbacks: the computational
complexity remains high, not all elliptic curves provide a sufficient level of security,
many robust elliptic curves are currently patented, algorithms on elliptic curves often
require the use of powerful physical generators of truly random numbers, which leads to
the complication and increase in the cost of the devices on which they are used.

As leading modern research shows, one of the powerful solutions of post-quantum
cryptography, which is characterized by a significant reduction in computational
complexity (and, therefore, is potentially suitable for use on resource-constrained
devices), is crypto-code constructions [6], among which the McEliece cryptosystem is
the most widely used solution. This cryptosystem is characterized by a lower level of
computational complexity when compared to RSA and El-Gamal [7] cryptographic
algorithms and a much higher level of resistance to quantum cryptanalysis attacks.
Nevertheless, despite its advantages, the classical McEliece cryptographic system is
characterized by a large amount of key information, which is necessary to achieve a
sufficient level of cryptographic strength, which significantly limits its use in practice.

The purpose of this paper is to reduce the size of the public key in the McEliece
cryptographic system while preserving its cryptographic strength using quaternary
Hamming codes.

Quaternary Hamming codes based on the extensions of extended Galois fields

Hamming error-correcting codes are linear codes for the binary alphabet with code
distance d =3, which allow detecting double and correcting single errors [8]. Today,
Hamming codes are quite well-researched and widely used in practice. However, despite
the significant scientific results obtained in the theory of error-correcting coding for
classes of binary linear codes, a large number of issues related to the application of non-
binary codes remain unsolved. The conceptual idea of quaternary Hamming codes was
introduced in [9].

The performed research shows that Hamming codes can be constructed not only

for the extended Galois field GF(2°), but also for the extensions of the extended Galois

fields GF(q"), g =2",u=2,3,... which were introduced in [10, 11]. This fact allows us
to talk about the existence of new families of Hamming codes in the extensions of
extended Galois fields. For example, let the Galois field GF(q"), where 7 is the number

of parity symbols in the Hamming code being constructed. Then the parameters of the
code will be determined by the following ratios: the total number of codeword symbols

g -1 , the number of data symbols k = g -
q-1 q-1
the code f =2, the number of errors corrected by the code ¢ =1.

n= —r, the number of errors detected by

In this paper, we consider an extended Galois field GF(2%), the arithmetic of
which can be constructed according to the only existing primitive irreducible polynomial
f(x)=x"+x+1 of degree deg(f(x))=2. We provide the tables of addition and
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multiplication in the Galois field GF(2°) = GF(4), the arithmetic of which is determined
by the previously mentioned polynomial.

+[0[1[2]3 - 10171273
010]1]2]3 0/0/0]0]0
1{1]0]3]2],[1[0]1]2]3 (1)
2121301 21012311
31312170 310[3]17[2

Considering relation (1), we can talk about the existence of new families of
Hamming codes based on the extension of extended Galois field GF(4") the first of
which has the following parameters: (5, 3), (21, 18), (85, 81) for » =2,3,4. These codes

can be specified using a parity-check matrix H, which is determined by the following
relation

H=[H,,|1,], (2)
where 7, , is the matrix of order » whose columns have unit Hamming weight; H,, is
the matrix of size rxk that contains columns which are orthogonal in the Galois field
GF(4") to each other, as well as to the columns of the matrix [, ,. Therefore, by

construction, all columns of the matrix H are mutually orthogonal.
On the basis of the parity-check matrix, the generator matrix can be constructed

by concatenating the matrix /, , of order k& whose columns have unit Hamming weight

and transposed matrix H, ,
G= [Ik,k |_H1~T,k ) ®)
where T is the transposition symbol.

Consider the example of constructing a Hamming (5,3)-code based on the
extension of the extended Galois field GF(4%). The Galois field GF(4*) contains 15
nonzero elements, each of which we can represent as a quaternary vector. At the same
time, the specified elements form (g —1)/ 3 classes, which contain linearly dependent
vectors, in other words, those that can be obtained from each other by multiplying by a
constant a € {1,2,3} in the Galois field GF(4%), i.e., according to the multiplication table
(1). For our example, there are (4° —l)/ 3 =35 classes of linearly independent quaternary

vector elements of the Galois field GF(4*) which are represented by different colors
V' ={01,02,03,10,11,12,88 20,21,22,23,30,31,82,33}. 4)

Choosing one vector from each class, we can construct the parity-check matrix H
in accordance with (2)

ft1 110
H‘[l 230 1}’ )

which completely defines the parity-check equations
X, +X, + X+ X, =5 ©)
X, +2x, +3x,+ X, =,.

where arithmetic operations are performed according to tables (1).

Let us also point out that the columns of the H matrix can be arranged in an
arbitrary order, just as any vectors from the equivalent classes (4) can be chosen. In
performing these operations, the correcting ability of the code does not change.

Note that decoding of information, as in the case of Hamming binary codes, can
be performed on the basis of the syndrome method [8]. The specific value of the syndrome
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S=HC" =[s, s,]" coincides with the column of the matrix H , which corresponds to

the symbol where the error occurred, which is multiplied by the amplitude of the error.
Thus, it becomes possible to correct the error that occurred after calculating the syndrome.
On the basis of the parity-check matrix, a generator matrix can be constructed in

accordance with (3)
1 0 011
G=|0 1 0 1 2|, (7)

0 0113
which defines the encoding equations for the parity-check symbols
X, =X +X,+x3;
{xs =X, +2x, +3x;,. (8)
Consider an example of the operation of the proposed Hamming correction code.
Let an information message A=[0 1 2] be given, which we will encode with the

proposed Hamming code. Let's suppose that an error with a value of amplitude equal to
2 occurred in the second element of the codeword (which corresponds to the second

information element), i.e., the error vector is equal to e=[0 2 0 O 0], while the

received codeword will have the form C'=[0 3 2 3 3].
On the receiving side, we calculate the value of the syndrome, which will be equal
to S=[2 3]". Since the obtained syndrome corresponds to the second column of the

matrix multiplied by a constant a =2, we conclude that the error occurred in the second
element of the codeword, while the amplitude of the change was equal to 2. This allows
us to reproduce the correct codeword C'.
The algorithm for generation of parity-check matrices for quaternary Hamming
codes

Note that in the case of using extensions of extended Galois fields, in particular,
for the construction of Hamming quaternary codes, there is an urgent need to select
linearly independent vectors in the complete quaternary vector code, i.e. to classify it into
classes, each of which contains 3 linearly independent vectors. Solving this problem for
large values of 7 can be quite computationally complex, as it involves sorting through a
set of ¢" —1 elements.

To solve this problem, the proposed algorithm for generating the code of all
possible vectors that does not contain their linear combinations can be applied:

Step 1. For the value r =1, this code contains only one codeword {1} .

Step 2. For a given value of r, the code of linearly independent vectors is
constructed as follows based on the code of linearly independent vectors of length » —1.

Step 2.1. Concatenate the symbol "0" to each codeword of the code of linearly
independent vectors of length » —1 as the most significant element of the codeword.
Step 2.2. The rest of the codewords of the code of linearly independent vectors

are constructed by concatenating the symbol "1" as the most significant element of the
codeword to the complete code of quaternary vectors of length »—1.

For example, with the help of the proposed algorithm, we will construct a code of
linearly independent vectors for the value » =2

{0 1 {0 {1 1i; {1 24 {1 3§, )
on the basis of which the code of linearly independent vectors for the value » =3 can be
built
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{0 0 1I;; {01 0k {0 1 Ij; {0 1 2§ {0 1 3}
100 0 {10 13 {10 25 {10 3
O S (N N VR WY | I (10)
A2 0 {1 2 1D 412 2 412 3
{1 3 0); {1 3 1}; {1 3 2} {1 3 3},
and so on.
We note that to build the parity-check matrix of the Hamming code, as its columns
the linearly independent vectors of the code of linearly independent vectors can be taken
in an unchanged form, or in the form of their linear combinations obtained by multiplying

them by some constants a,,i=1,2, ...,4% -1.

McEliece cryptographic system based on quaternary Hamming codes

The proposed quaternary Hamming codes could be the basis for the McEliece
cryptographic system, while giving it specific advantages over existing variants of this
cryptographic system based on other codes. Let's consider the algorithms of the McEliece
cryptographic system based on quaternary Hamming codes in the mode of transmitting
information from party B (Bob) to party A (Alice), accompanying it with specific
examples.

The algorithm for generation of key information

Step 1. Alice chooses an (n,k)-linear code Y that corrects one error. Then the
generator matrix G of size kxn is calculated for the code Y.

Step 2. In order to complicate the task of recovering the original code, Alice
generates a random non-singular matrix S of size k xn over the alphabet {0,1} .

Step 3. Alice generates an arbitrary permutation matrix P of size nxn.

Step 4. Alice computes the matrix G' = SGP ofsize kxn , which is considered as
a public key. A private key is a set {S,G, P}.

As an example, let's choose the generator matrix (7) synthesized by us in Section
2, and also generate a random non-singular matrix S and a permutation matrix P

01000

00 1 00010

S=l0 1 0f; P=|0 0 0 0 I (11)

1 0 1 1 000 0
00100

We calculate the public key matrix

0
0 0 1|1 001 1(0
G'=SGP={0 1 0|0 1 01 2|0

0
ol [1 03 01
=1 0 21 0, (12)
1 0110 0 1 1 31 0
0

01 201

SoOooOoOoO—
—Oo OO O
SOoOOoO—O

for the storage or transmitting of which in the binary form we will need 2kn bits, since
the elements of this matrix are quaternary.

The algorithm for information encryption

We will describe the encryption algorithm in the form of specific steps.

Step 1. Bob represents his message m as sequences of quaternary characters x of
length £.

Step 2. Bob generates a random vector e of length » with Hamming weight ¢.

Step 3. Bob calculates the ciphertext as y = xG'+ ¢ and transmits it to Alice.

Suppose that after receiving the public key G’ from Alice, Bob formed a message

X= [1 2 1] and also chose an error vector [0 1 00 0]. Bob can then encrypt his

plaintext message
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10301
y=[1' 2 1)1 02 1 0[+[0 1 0 0 0]=[3 0 2 2 0]. (13)
01201

After encryption, the open message is transfered to Alice, who performs the
following steps to decrypt the message using her private key.
The algorithm for information decryption

Step 1. Alice calculates the inverse matrix P~ .
Step 2. Alice calculates = yP.
Step 3. Alice uses the Y code decoding algorithm to obtain from y the value of

=>

Step 4. Alice calculates x=x5"" .
For our example

(14)

S~ OO O
— O OO Oo
SOooOoOoO
SO~ OO

while =[0 2 0 3 2].
Applying the algorithm for quaternary decoding, we see that the syndrome is equal
to [1 1]: due to permutations, the error has moved to the 1st symbol

eP ' = [l 0 00 O] . Since the obtained syndrome corresponds to the 1-th column of
the matrix H, and not to its linear combination, we conclude that the amplitude of the

error was 1, i.e., the corrected codeword is ):/z[l 2 0 3 2], while fc:[l 2 0].

We find that x=[1 2 1], which corresponds to the original text.

Security of the system

In the case of using binary Hamming codes, as proposed in work [12] for the
organization of the McEliece cryptographic system, the number of possible generator
matrices G will be determined as n! possible permutations of its rows due to the
determined properties of the Hamming code. At the same time, the length of the open key
will be kn. On the other hand, in the case of applying the quaternary Hamming code, we
can choose each of the columns of the matrix in one of 3 ways from a set of its linear
combinations, i.e., we get (3n)! different matrices. At the same time, the length of the

open key will be 2kn .

For example, when using a binary Hamming (63,57)-code, the number of possible
generator matrices will be 1.9826-10" while 3591 bits are required to store the public
key, while a quaternary Hamming (21, 18)-code with the same number of generator
matrices will require only 756 bits of the public key, i.e., in 4.75 times less. At the same
time, due to the fact that the McEliece cryptographic system is based on Hamming codes
in extensions of extended Galois fields it is able to simultaneously process a larger amount
of input information, it potentially allows faster algorithmic implementations (compared
to binary Hamming codes).

We also note that in the general case, the solution for systems of linear equations
in extensions of the extended Galois fields is a more complicated task from a
computational point of view, while for larger values of u, the specific Galois field
isomorphism can be part of the secret key.

It is considered promising to use the McEliece cryptographic system based on the
cascade quaternary Hamming codes to ensure security against the Sidelnikov attack. So,
for example, 16 plaintext vectors encrypted by the McEliece cryptographic system based
on the Hamming (21,18)-code can be re-encrypted by the McEliece cryptographic system
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based on the Hamming (341,336)-code, which should ensure a high complexity of the
relationship between the elements of the input and output data.

We note that more detailed security aspects of the proposed modification of the
McEliece cryptographic system based on Hamming codes in the extensions of extended
Galois fields is considered as subject of futher research.

Conclusions
Let's note the main results of the research performed:
1. New families of Hamming (n,k)-codes in the extensions of extended Galois

fields GF(q"), where q =2",u=2,3,..., are proposed. The properties of these codes as

well as their ability to detect errors and correct errors have been established. The features

of the application of the syndrome decoding algorithm for the developed families of

Hamming codes are established.

2. An asymmetric McEliece cryptographic system based on Hamming codes in
the extensions of extended Galois fields is proposed. It is shown that the use of extensions
of extended Galois fields allows to provide a larger number of possible generator matrices
of the Hamming code (i.e., a larger number of protection levels) with a shorter length of
the public key. Thus, in the case of using a quaternary Hamming (21,18)-code instead of
a binary Hamming (63,57)-code, with an equal number of possible generator matrices,
the length of the public key will decrease by the factor of 4.75 times.

3. The proposed cryptographic system, based on the classical McEliece
cryptographic system, is resistant to potential attacks of quantum cryptanalysis, has
smaller values of the length of the public key, and therefore can be recommended for
practical use in applications that require efficient and secure asymmetric cryptographic
algorithms.
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KPUIITOCUCTEMA McELIECE HA OCHOBI HETBIPKOBUX KOJIB
TEMIHTA

H.A. IcakoB, A.B. CokoJjioB

Hanionanenuii yHiBepcutet «Oecbka NOTITEXHIKA
VYkpaina, Oneca, 65044, np-t [lleBuenka, 1, radiosquid@gmail.com

3acTocyBaHHS Cy4JacHMX CHCTEM 3aXUCTy iHQopMmalii y Belnukid Mipi 0a3yeTbcs Ha acCHMETPUYHUX
KpunTorpadigHux aJropuTMax, Mo JO3BOJSIOTH IepemaBaTH 3amudpoBaHy iHGOpMAIio BiTKPUTHM
KaHaJIOM 3B’s3Ky 0€3 HEOOXiTHOCTI MOTIepeTHHOT0 OOMiHY KITFOYaMH TI0 JOJATKOBOMY 3aKPUTOMY KaHAITY.
CyuacHi acuMeTpuuHi KpunTorpadiyHi aJropuTMH 3aCHOBaHI Ha BUKOPUCTaHHI TaKUX OJHOCTOPOHHIX
¢yHKIi gk (akTopH3alis BEIMKHX NMPOCTUX YHCEN Ta JUCKPETHE JorapuMyBaHHs, SIKI BUMararoTb
3HA4YHI OOYMCIIOBAJIbHI 3aTpaTd JUIs CBOTO 3aCTOCYBaHHS, € HECTIMKMMH JI0 araKk KBaHTOBOTO
KpunToaHamizy. IcHyrodi Mmoaudikamii IMX KPUNTOAITOPUTMIB HA OCHOBI EJINTUYHMX KPUBHX TaKOX HE
1mo30aBJICHI CYTTEBUX HENOJIKIB: 0arato «BHaiKMX» CIINTUYHUX KPHBHX HA CHOTOJHI 3allaTCHTOBAHI,
ITOPUTMH HA EIINTHYHUX KPUBHUX YaCTO MOTPEOYIOTh 3aCTOCYBaHHS MOTYXKHHUX (DI3MUHUX TeHEPaTOpiB
ICTUHHO BUIMAJKOBUX 4YHCeNl. BUpIlIEHHSM 3a3HaYeHUX MPOOJIEM € 3aCTOCYBaHHS KPUITOCHCTEMH
MakEmnica, sika 0a3yeTbcs Ha mpoOieMi IeKOAyBaHHS TOBHHMX JiHIHHUX KomiB. He3Bakarounm Ha
NepeBakarody MBUIKOMIIO TaHOT CHCTEMH Ta il CTIMKICTh 0 aTak KBAaHTOBOT'O KPUIITOAHANI3y, TaKWi il
HEOJIK, SIK BEJIUKi TOBXHWHH ii BITKPUTOTO KITI04a, MIPU3BIB IO TOTO, III0 BOHA HEYACTO 3aCTOCOBYETHLCS HA
mpakTuIi. Y naHiii poOOTi 3ampomoHOBaHO HOBi ciMelcTBa (n,k)-komiB ['emiHTa Haj PO3MIMPEHHIMH
PO3MHpPEHNX TIOJIB Ta MOKa3aHO, IO Ha OCHOBI JaHHWX KOJIB MOXe OyTH MoOyaoBaHa KPUITOCHCTEMA
MakEmnica, o XapakTepu3yeThCsl 3HAYHO MEHIIMM PO3MIPOM BIIIKPUTOTO KIIOYA MPU CYMIpHOMY piBHI
KIJIBKOCTI FeHepaTOPHUX MaTpulpb Koay. [lokazaHa MOXKIMBICTh 3aCTOCYBAaHHS KackaJHHUX KoxiB ['emiHra
HaJl PO3LIMPEHHSIMH DPO3IIMPEHUX IMOJIB, II0 JO3BOJISIE OTpUMATH 3axucT Bix ataku CinenbHUKOBA.
3anpornoHoBaHa KPUOTOCHCTEMa MoOXe OyTH pPEKOMEHJOBaHa JO IPAaKTUYHOIO BHUKOPHCTaHHS Yy
3aCTOCYHKaX, 110 NOTPeOyI0Th BEIMKOI MIBUAKOAIT (HANpHKIaL, MOOUIBHUX NPUCTPOsiX, npuctposix [oT,
BOY/ZIOBYBaHHX CHCTEMax), a TaKOX 3HA4YHOI KPHIITOCTIHKOCTI, y TOMY WYHCIi, 3aXWIIEHOCTI BiA
MEePCIEKTUBHUX KBAHTOBUX aTaK.

KurouoBi ciaoBa: acumerpudna kpurrorpadis, kpunrorpadiuna cucrema MakEmica, komu I'eminra,
YEeTBIPKOBA JIOTIiKA.
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This article considers a problem of chromosomal pathologies detection. Chromosomal
pathologies are dangerous and pose a great threat for family planning. To address
them, the karyotyping process is conducted. Currently this process is manual or semi-
manual, despite high effort and error cost. So, there is a need for automation of the
process. This process (and automation algorithm) can be separated into different
stages with various objectives. However, the shared element among these stages is
format that allows to store and manage data efficiently. The goal of this paper is to
propose such format. The paper revises peculiarities of karyotyping process and
briefly describes steps of the pathology detection algorithm. It also considers common
formats for bioinformatics data. However, their efficiency is debatable, since data
stored in these formats is redundant for the task at hand. After that, a new custom data
format is proposed. This format represents main entities involved in the process of
anomaly recognition. Several fragments of algorithm are considered, and their
complexity is estimated combined with proposed data format. As a result, this paper
proposes a new data storage format used in a chromosome abnormalities recognition
algorithm, and metrics that can be used to make measurable improvement over the
proposed format.

Keywords: Algorithm complexity, data analysis, domain-driven design

Introduction

Congenital diseases have a significant impact on survivability rate of newborn
children, including early deaths, miscarriages and stillbirth [1, 2]. Apart from this, further
quality of life of surviving children may also be affected. A major subcategory of
congenital diseases are chromosomal diseases [1].

These risks and issues are addressed by reproductive medicine. It introduces a wide
variety of methods that handle various problems related to family planning and
reproductive health. To solve the tasks of reproductive medicine, techniques of other
branches of biology is used — for instance, cytogenetics. One of the main techniques for
diagnosing chromosomal diseases is karyotyping [3].

Karyotyping is a process that implies an analysis of biological materials of
parents/fetus, getting a visual depiction of their chromosomes and comparing
chromosomes to ideograms — schematic depiction of “ideal” chromosomes [4]. Ideal
chromosomes, called ideograms (fig. 1.A), are actually just a reference schematic
representation used “by eye” to identify real chromosomes (fig. 1.B).
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ON—= ™ N A oN—dmn N o ON=HN— < N N = HHN M AN d NMmmHdNm = N o
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ANNN N NN Addd o o dddddd o o o o N NN N NN M OMO0OOmMmMmm o M ™00
000 O o0 000 Q Q 20200020 0 0T O O T TOUO O U000 UTOO0O0CO0OO00 T T OTOTO
L S N N N N N N N e S e I N N N N T N N N N N N N N N N N N N N
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Fig. 1.A. Ideogram of human chromosome 7
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Fig. 1.B. Pair of human chromosomes 7

While being time consuming and prone to human error, karyotyping is conducted
manually, with limited means of automation. There are some solutions that present partial
automations (like Lucia Karyo [5]), but they mostly provide useful utilities than true
means of automation.

Proposing a system that offers automation of chromosomal recognition is a large
undertaking that can be divided into multiple separate units of research in various fields:
Computer Vision, algorithms, decision making systems [6]. Full automation of
chromosomal recognition includes:

e Extracting data from visual depiction of live chromosomes;

e Extracting data from ideograms;

e Compare “parsed” chromosomes and ideograms with respect to certain rules;
Make a decision — a basis for medical diagnosis;

In order to perform all these actions efficiently, it is crucial to store and manipulate
data in an efficient manner. Therefore, it is necessary to design a data format that will
complement the algorithm.

Related Papers

The general problem of programmatic chromosome pathologies recognition is not
entirely new — there are even ready commercial solutions for reproductive laboratories to
use. However, the common issue is that they do not create a comprehensive pipeline that
would be able to get input image and produce a diagnosis. The aforementioned Lucia
Karyo [5] can serve as an example — while it is helpful and effective for improving
efficiency of karyotyping, it mostly consists of a database and specific image editing
features. Moreover, no open data formats designed specifically for chromosomes have
been found.

The global task under consideration is related to the field of bioinformatics, and there
are several well-known formats for storing biological data. The prominent examples are
Variant Call Format [7] and Stockholm Format [8], but there is also a considerable variety
of accepted ways to store bioinformatic data [9].

Variant Call Format is a format that stores information about positions in the genome.
One of its main features is brevity — it only stores differences from the norm. VCF focuses
on the unit of measurement that is not applicable to the problem considered by this article,
but the idea of storing only differences might potentially grant a boost to storage format
and algorithm efficiency. It should also be noted that VCF operates a flat array of data,
while chromosome pathology might need some data nesting to represent itself in full.

Stockholm format, like VCF, operates genome sequence alignment. However, it has
vastly different syntax and shares richer metadata features. Nonetheless, using Stockholm
format for the purpose of this article seems as redundant as using VCF.

However, these formats are mostly centered around genetic information, which is
redundantly precise for the task at hand. Therefore, there might be a need to develop
custom format centered around chromosomes instead of genes.
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Goal

The goal of the paper is to propose a data storage format designed for efficient storage
of chromosomal data, that would be fit to handle both recognized “live” chromosomal
data and ideogram data.

Such a format would be useful for algorithms focused on chromosome management.
Main Body

In order to formulate a proposal of a data format, it is necessary to revise the process
of karyotyping domain and the general algorithm of its automation.

The goal of karyotyping process is to gather information about chromosomes of a
person and compare them to the “reference” versions, known to be normal and healthy.
By comparing actual and reference chromosome, mismatches can be found and diagnosis
can be made. The process can be roughly separated into three stages.

The first stage of karyotyping process includes gathering of the material and
preprocessing. This process is out of scope of the research since it it heavily relies on
specific medical hardwar. This stage results in a metaphase plate — a random arrangement
of chromosomes depicted on fig. 2.

Metaphase plate includes all the chromosomes of a person, plus possible noise and
obstacles.

Fig. 2. Metaphase plate

The second stage implies recognition of metaphase plate contents. Metaphase plate
contains all the chromosomal data of a person, but it is not arranged and insufficient to
state a diagnosis. In this stage, a medical specialist has to manually inspect a metaphase
plate image, remove noises, obstacles and categorize each chromosome.

A healthy karyotype consists of 22 “numbered” pairs and XX/XY pair for
female/male patients respectively. Therefore, there are 24 types of chromosomes — 22
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“numbered” ones, X and Y. Each of these 24 “types” has a distinctive visual pattern,
consisting of specific combination of black and white stripes (bands) of specific lengths.
So, in order to categorize a chromosome, specialist has to compare it to a schematic
representation of an ideal chromosome called “ideogram™ (fig. 1.A)

Categorized chromosomes are arranged in pairs, forming a karyogram — an
intermediate result of a karyotype (fig. 3).
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Fig.3. Karyogram with trisomy 18

Karyogram is a reference image for more convenient visual analysis, allowing to
detect anomalies. There are several major groups of anomalies to detect:

e Quantitative anomalies. Chromosomes commonly go in groups of two, but
sometimes there are three (trisomy) or more chromosomes of the same type. Notorious
examples are Down syndrome (trisomy 21) [10], Edwards syndrome (trisomy 18) [11],
but there are more syndromes caused by redundant number of chromosomes. Detecting a
bigger-than-expected number of healthy chromosomes is a sign of quantitative anomaly;

e Structural anomalies. A malformed chromosome is something that is called a
structural anomaly. Common examples of structural anomalies are duplication (same part
of a chromosome repeating twice), deletion (part of a chromosome is missing) and
translocation (part of a chromosome is moved) [12]. Detecting a partial match of a
chromosome may help detecting a structural anomaly, but many checks are required to
confirm the exact nature of such anomaly;

The third stare results in the actual diagnosis. Medical specialist analyses a
combination of detected anomalies and states the final result.

Having overviewed the process of karyotyping, it is possible to revise a general
algorithm for its partial automation. The algorithm can be broken into separate atomic
parts which could be addressed separately. Each part addresses specific problem, can be
improved independently or mocked. When combined, these parts form a pipeline that
takes chromosome image as input and a suggested diagnosis as an output.

This paper is focused on a data format used in such an algorithm, but brief
algorithm overview is necessary for the context.

The first stage remains unautomated, since it depends on advanced medical
hardware. The metaphase plate (fig. 2) is considered to be the input data for the algorithm.

The second stage starts from an image and its goal is to recognize its content. As
an input image, anything depicting a set of chromosomes can be used, such as metaphase
plates and karyograms. In realistic scenarios, metaphase plates would be used, but user
could also upload a karyogram to validate manually conducted karyotyping.
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In any case, this stage starts from noise removal from the image (which is basically
anything that does not have features of a chromosome). After that, a contour detection is
conducted, identifying tangible objects inside an image. The detected contours are filtered
again, removing objects that do not resemble chromosomes by a set of criteria. This way,
algorithm would be able to continue working with a definitive set of visual objects.

The next step of this stage is extracting features from each specific visual object.
This step is iterative and considers one object at a time, attempting to detect information
that could later be used to determine

During this step, the algorithm loops through the set of objects and extracts
features from each of them, moving data into a custom format considered by this article.
Having extracted image data into this format, it is possible to compare parsed
chromosomes to ideograms (also described into same custom format).

This comparison, as well as identifying chromosomal diseases, constitute the third
step. This would require a separate decision-making mechanism [13], that would also
account for variable chromosome sizes and would detect chromosome being a mutated
version of a certain ideogram. And, having a set of detected chromosomes and their
abnormalities, it is possible to determine a suggested diagnosis. In order to map
abnormalities to a distinct diagnosis, a knowledge base is required. So, it would be logical
to keep a “dictionary” with possible chromosome states and corresponsive diagnoses. It
should be noted, that not each chromosome abnormality has a distinctive name assigned
to it — but it can be surely stated that if there is any mismatch with healthy karyotype, an
anomaly takes place.

Since algorithm is focused on chromosome storage and comparison, designing
efficient data format is essential for its effectiveness. This format should be able to
represent a set of chromosomes, where each chromosome consists of bands with specific
color and size. Fig. 4 shows a class diagram with suggested data format.

—

Chromosome

+ number: string

+ is_ideogram: boolean

7

-

Band

+ color: Color
+ length: number

<<enumeration>> Color

+ error_threshold: number Abnormality

Black

+ type: AbnormalityType
White §|

<<enumeration>> Abnormality Type

Deletion
Insertion
Translocation

Trisomy

Fig. 4. Class diagram depicting proposed data storage

The Chromosome is the main object of the storage. It stores information of a single
chromosome. The number property stores a suggested number of chromosome — a value
from range 1...24, X or Y. is_ideogram flag shows what data is actually stored in this
instance — a real chromosome or ideogram. This way all the data used in algorithm is kept
in a uniform format.

Each chromosome has nested list of Bands — a colored segments of chromosome.
Each segment has color and length. Bands could be a result of feature detection from
image, or just a serialization of ideogram for more straightforward comparison. Since
chromosomes could be of a variable size, it is proposed to store the relative length. This
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way it would be possible to compare chromosomes by their internal features despite size
differences.

There is a hypothetical issue comes from a fuzzy nature of data — it is improbable
that there would be exact match between ideal band and a patient band. To address this
issue, error_threshold field is added to a band. It stores maximum allowed deviation
between ideal bend and chromosome bend.

The aforementioned objects are created as a part of chromosome feature extraction.
After that, parsed chromosomes are compared against ideograms, bend by bend, to find a
perfect match. On this stage, quantitative anomalies could be detected — this happens
when there is an improper number of valid chromosomes. All the cromosomes that do not
have a perfect match along with ideograms, are compared to ideograms bend by bend to
find the closest match. When found, a structural abnormality is registered — this means
that a part of chromosome is missing or duplicated.

Anomalies are stored into the Abmnormality entity. This entity has a fype and
references to chromosomes and bends. In case of quantitative anomaly, reference to a
chromosome is sufficient. In case of structural anomaly, affected bands are referenced.

In a stage of diagnosis making, a list of abnormalities is traversed and compared to a
list of known medical conditions. If there is a match — a diagnosis is proposed. If there
are no matches, but there are still abnormalities — it means the patient has an unidentified
pathology, which is not uncommon. If there is no supposed diagnosis and there are no
abnormalities — the patient’s chromosomes are considered healthy.

Having described the nature of data format, it is necessary to evaluate its efficiency
of executing core algorithm operations on proposed data format. Suppose there is a set of
N chromosomes and a set of M ideograms. Each chromosome 7 consists of B, bands, and
ideogram m consists of B, bands. In this case:

Table 1
Operations complexity

Operation Complexity
1. | Identification of a single chromosome. A chromosome is oM)
iteratively compared to each ideogram m.
2. | Identification of quantitative abnormality. Each chromosome | O(N*M+N)
n is compared to each ideogram m. After that, each detected
chromosome is looped to find unwanted duplicates.
3. | Identification of a deletion. Each chromosome # is compared | O(N*M)
to each ideogram m. If a match is detected and it is partial, it
is supposedly a deletion.

The provided tests are fairly simple, but they should be sufficient to demonstrate
the nature of data, serve as a reference for further research and efficiency measurement.
Moreover, lack of open formats designed to store chromosomes, it is important to
establish a baseline for improvements and comparison.

Results and Discussion

Unfortunately, not much could be reused from the research of existing storage
formats of biological data. Formats like VCF or Stockholm formats are too detailed and
store too much information about chromosomes to be efficient for the task at hand.

Due to the lack of research dedicated to designing data storage of chromosomes, it is
hard to state that the proposed storage format offers outstanding efficiency. However, it
represents application data domain in a straightforward and non-redundant way,
introducing code entities matching domain objects. This would allow to reliably represent
complexity of operations that are performed during cytogenetic analysis, and would allow
to introduce measurable algorithms for its automation.
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Conclusions
Automation of chromosomal diseases recognition is a relevant problem. Currently it

is done in a manual or semi-manual way — and due to its high effort consumption and

high cost of error it requires automation. This paper proposes a data format used for
storing data for automation algorithm.

The essence of the problem has been revised, describing the nature of karyotyping
process as well as general automation algorithm. Existing data formats used in domain of
biocybernetics are revised, and none of them proved to be efficient for the task at hand.

After considering the requirements that should be addressed, a new custom data
format has been suggested. This format stores both chromosomes and ideograms as a
collection of bands, allowing easier comparison because of similar nature of data. It also
stores detected abnormalities in separate objects, mostly for caching reasons.

A simple set of operations has been described and its potential complexity has been
evaluated. This would allow to make measurable improvements in further research,
establishing a metrics baseline.
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! HaujonansHoro Texniunoro yuisepcurety Ykpainu «KuiBCbKuil momiTexuignuil iHcTUTYT iMeHi
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’Hauionanbuuii aBiauilinmii ynisepcurer, 03058, Kuis, ip. T'yzapa Jlro6omupa,
yuriymironov96@gmail.com

ITyOmikamist po3risiiae 3a1ady aBTOMaTH30BAHOTO PO3IMi3HAHHS XPOMOCOMHHX IMATOJIOTiH. XPOMOCOMHI
MATOJIOTIi MPEACTaBIAIOTh 3HAYHY HeOe3MeKy NpH IUIaHyBaHHI BariTHOCTI. JIJig mpotumii mid mpobiemi
3aJiI0€ThCsl TIpollec KapioTunyBanHs. Ha naHuit MOMEHT Takuil MpoleC MPOBOJUTHCS BPYYHY YU B
HaIiBaBTOMaTHYHOMY PEXXHMi, HE TUBJISIYACH Ha BEITMKI YaCOBI 3aTpaTh Ta BUCOKY IiHY MOMMIKH. OTXKe,
icHye moTpeba B aBTOMAaTH3amii JaHoro mpoiecy. [Iporec KapioTHUMyBaHHA (SK 1 anroOpuT™M HOTO
aBTOMaTH3allii) MO>KHa TMOMITUTH Ha KiJIbKa €TamiB 3 Pi3HUMH HUIAMHU. AJle y IIUX €TamiB € CIiIbHUI
eneMeHT — (hopMart, B SKOMY 30epiraroTbcsi Ta 00pOOISIOTHCS NaHi. MEeTOo MaHOol CTAaTTi € MOIIYK TAaKOTO
¢dopmary. B crari ornsiHyTO 0cOOIMBOCTI IpOLIECY KapiOTUITYBaHHS Ta KOPOTKO ONMUCAHI KPOKU AJITOPUTMY
3 pO3Mi3HaBaHHS XPOMOCOMHHMX Harojiorid. Takoxk po3ristHyTo nomupeHi B cdepi OioiHpopmaTrnku
¢dopmaru nanux. Haxanb, IXHS epeKTHBHICTh Y 3aCTOCYBaHHI J0 NIPEICTABICHOI 3aJayl € CyMHIBHOIO.
[TyGunikamist nponioHye HOBUH hopMaT qaHuX AJst BUpimeHHs npodiiemu. B hopmari npesncrasieHi ocHOBHI
CYTHOCTI 3aisiHi B TIpOIleCi po3mi3HaBaHHsA aHOMajiil. Po3mIsHyTO Kijibka ()parMeHTIB aJrOpUTMY, i
po3risiHyTa iXHS e(eKTHBHICTH B KoMOiHamii 3 Qopmarom nanmx. Pesympratom pmaHoi craTi €
3aMpOTNIOHOBAaHUH GopmaT Iuist 30epiranas Ta 0OpoOKH JaHHX, O MOKEe OYTH BUKOPHCTAHWUN B TIPOIIECi
aBTOMATHYHOTO PO3IMi3HABaHHS XPOMOCOMHHX aHOMamii. OTpuMaHi 3aMipy MO>KHA BUKOPUCTOBYBATH ISt
MO IaJIHIIIOTO TIOKPAIICHHSI PE3yJIbTATUBHOCTI allTOPUTMY Ta e(PeKTHBHOCTI (hopMaTy 30epiraHHs TaHUX.

Kro4oBi ciioBa: cxiaaHiCTh allropuT™My, aHaii3 aaHux, domain-driven design
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THTEJEKTYAJIbHUN AHAJII3 TA OBPOBKA TEKCTOBUX JOKYMEHTIB
HA OCHOBI MYJIBTUAT'EHTHOI'O IIIAXO1Y

O.B. bapa6a., B.I1. Komym6er

Hauionanbhuii TexHiqyHui yHiBepcuteT YKpainu «KuiBcbkuil momiteXHIiuHMH 1HCTUTYT iMeHi [rops
Cikopcbkoroy, npocrekt [lepemoru, 37, Kui, 03056, Ykpaina
E-mail: bar64@ukr.net , kvplinux@gmail.com

EdexTuBHICTh KEpyBaHHS MiAMPUEMCTBOM, YCTAHOBOIO TIEBHOIO MipOIO 3aJI€KUTH BiJl
TOTO, HACKUTBKM pPO3YMHO B HBOMY OpTaHi30BaHHWHA JOKYMEHTOOOIr. AJKe,
JIOKyMEHTOOOIT Ta YITpaBIiHChKA AisUTbHICTH TiICHO TIOB’si3aHi 0JTHE 3 OHUM. Bin Toro,
HACKUTBKH OMNCPATHUBHO 3MIACHIOETHCS PYX, OMPAIIOBaHHS JOKYMCHTIB Ta IX
NepeAaBaHHsl HA BHKOHAHHS, 3QJICKUTh IIBUJAKICTE OTPUMaHHSA iHQOpMAIii,
HEOoOXiHOT Ui TNPHUHHATTS  YNPaBIiHCHKOrO  pimeHHs. o  mixBUIIEHHS
e(eKTUBHOCTI pPOOOTH 3 CICKTPOHHUMH JIOKYMEHTAMH 33 PaXyHOK ix
ABTOMATH30BaHOTO IHTEJICKTYAIBHOTO aHAIi3y 3alPOITOHOBAHO KOMILICKCHUH ITi X[
JI0 PO3POOKH IMMJICUCTEMH KepyBaHHS eJNeKTpOHHUMHU pokymMeHTamu B CASE-
chUcTeMax, W0I0 JOMyCKAaloTh [UHAMIYHE HAaNAlITyBaHHS 32 MIHJIMBUX YMOB
eKcInTyaTallii Ta morped KopuctyBadiB. [[jist aHami3y JOKYMEHTIB BUKOPHCTOBYIOTHCS
areHTHUW Ta OHTOJIOTIYHWH mimxomu. OHTOJIOTIi J03BOJISAIOTE y SBHOMY BHTJISAII
MPE/ICTABUTH CEMAHTHKY Ta CTPYKTYPY IOKyMeHTa. BUKOpUCTaHHS areHTiB 103BOJISIE
CIIPOCTUTH TIPOIIEC aHaji3y, 3pOOHTH HOTO pPO3IMUPIOBAHUM 1 MacIITa0OBAHHM.
PesynbraT iHTENIEKTYaIbHOTO TOIIYKY Ta OOpOOKM JOKYMCHTIB, OICPKYBaHHX 3
TETePOrCHHUX JDKEPEJ, MOXYTh OYTH BHKOPHCTaHI HE TIIBKU JJS aBTOMATHYHOI
Kiacudikanii Ta KaTajorizauii JOKyMeHTIB B iH(OpMaliiiHii cucTeMi y 3py4Hii 1uist
KopHcTyBaua (GopMi, a i JUId 3HIKEHHS TPYIOMICTKOCTI BUKOHAHHS €TaIly aHalizy
npeaMeTHoi obusacti iH(opmaniiiHOT cuctemu, 1 NMPOEKTYBaHHsS, a TaKOX JUIs
iHTeJeKTyani3alil NpoueciB CTBOPEHHS 3BITHUX JOKYMEHTIB Ha OCHOBI iH(opmaii,
po3MimnieHoi y 6a3i maHux cucteMu. JlOCTiDKEHHS HaJae MOXKIWBICTH CTBOPEHHS
CASE-texHoorii, mpu3Ha4eHoi Il CTBOpPEHHS iHGOpPMALiiHOT CHCTEMH, IO
JMUHAMIYHO HAJIAIITOBYIOTHCS Ta MAalOTh YHIKadbHI MOJIJIMBOCTI amamTamii 0
MIHJIMBUX YMOB €KCIUTyaTallii Ha OCHOBI «3BOPOTHOTO 3B'SI3KY» 1 iHTEIIEKTYaIbHOTO
aHai3y JOKYMEHTIB.

Kuio4uoBi cjioBa: MyJabTHareHTHI CHCTEMH, OHTOJIOTISI, iHTENEKTYaJIbHUN ITOIIYK,
areHT, aHami3 JOKyMeHTiB, iHopMmaniiiai cuctemu, CASE-TexHomnorii, aganTuBHi
CHCTEMHU.

Beryn

Hapa3zi pospobneno Benuky kinbkicTh CASE-cuctem, 1m0 aBTOMaTH3yIOTh
HaOLIBII TPYAOMICTKI eTamu po3poOKu iH(GOpPMAIIMHUX CHCTEM TMOB'SI3aHUX 3
mporpamMyBaHHsIM Oi3Hec-omepariii Ta CTBOPEHHSAM 1HTepdeiicy. 3HaUHO TPUBAIUM Ta
TPYAOMICTKHM CTa€ eTall aHaji3y nIpeaMeTHOI 00JacTi, SKUi 3a3BHUYail aBTOMaTU3Y€EThCS
CASE-cucremamu. TakuM YuMHOM, OZHUM 13 TEPCIEKTUBHUX HAIPSMKIB PO3BUTKY
CASE-cucrem € aBromaru3zauis 1poro npouecy. ¥ CASE-cucremax, opieHTOBaHUX Ha
CTBOpPEeHHs 1H(GOpMAIIHOT CHCTEMH 3 JMHAMIYHOKO aJamnTalielo Mg dYac ix
BUKOPUCTAHHS, J€ CTajisd aHali3y MPeIMETHOI 00JIacTi «pO3TATYETHCS» HAa BECh Yac
(GYHKIIIOHYBaHHS CHCTEMH, 1€ 3aBJIaHHs CTa€ 0COOJIMBO aKTyalbHUM. SIKIIO BpaxyBaTH,
10 Ha CTafii eKcIulyaTauii TaKuX CHCTEM 3aBJaHHS PEIHKUHIPUHTY IOKJIaJeHO Ha
KOpHUCTyBauiB-(paxiBIiB y MPEIMETHUX O0JacTsIX, aje He B oOmacti iHpopMariiHuX
TEXHOJIOTiH, TO 3aco0M aBTOMaTW3alii aHami3y CTalOTh HAHBAXKIMBIIIUMU
KOMIIOHEHTaMU. [HIIMMU  cjoBamMH, SIKOI0O CTaBUTH 3aBJaHHS JUHAMIYHOTO
HaJIAIITyBaHHA 1H(OpPMAIIIHOT CHCTEMH 10 MIHJIMBHX yYMOB, TO OCHOBOIO peai3arii
3aco0iB 1i AMHAMIYHOT afganTarlii OyayTh 3acO0M pecTpyKTypu3allii JaHux y 0a3l JaHuX

296



0O.B. bapa6am., B.I1. Komymb6et

(b1) indopmamiitHoi cuctemu. A 1i 3aco0W JO3BOJISIOTH BHOCHUTH 3MIHH JI0 MOJEINI
JIAHUX Ha OCHOBI pe3y/bTaTiB aHaJi3y MPEAMETHOI 00J1aCcTi, HOPMAaTUBHO-/IOBIIKOBUX Ta
PO3MOPSITUNX JOKYMEHTIB, 1[0 PErJaMeHTYIOTh AIsUIbHICTD Y 3a3HaueHiil o0macTi. 3Biacu
BUIUIUBAE HEOOXIMHICTh MATPUMKH B JAWHAMIYHO aJanTOBAaHUX CHCTEMaxX OJHOTO 3
HaAMCKJIQAHIMMX 1 TPYAOMICTKUX €TamiB po3poOKu iH(OpMAIliifHOT cUCTeMu — eTary
anamizy. Jlxepenom iHopmartii a1 aHai3y MOKYTh OyTH JOKYMEHTH PI13HOTO BUTY, TaK
SK TISUTbHICT Oy/Ib-sIKO1 O13HEC-CUCTEMH OyIyeThCS caMe 3 YpaxyBaHHSIM HOPMaTHBHHUX
nokymeHTiB. [linTpumka Gi3Hec-omeparliii 3acobamu iHGOPMAIITHOT CHCTEMU BUMAarae
Bi0OOpa’keHHS B MOJIEJ1 JAaHUX CUCTEMHU BUMOT, 3aKPITUICHUX Y HOPMATHUBHO-I0BIIKOBUX
JAHWUX, PO3MOPSTIAX TOKYMEHTAX, Y BHUIVISII OOMEKEHb, IO HAKIAJAIOThCS Ha JaHi
(atpubyTH, BIaCTUBOCTI 00'€KTIB MpeAMETHOI 00J1acTi, iHpopMalis Ipo sKi 30epiraeTbes
B bJI, a Takok 3B'sI3KM MK HUIMH) Ta Omeparlii, 10 BUKOHYIOThCS HaJ HUMH [1].

B pesymprari anamizy mae Oyru moOyqoBaHa CHCTEMa B3a€MOIMOB'SI3aHUX
JIOKYMEHTIB:

HAJIEXKATh 10 BU3HAYCHHUX HAMPSAMIB JiSUTBHOCTI Oi3HEC-CUCTEMH (70 BU3HAYCHUX
MOHSTH, 00'€KTIB IPEAMETHOI 00J1acTi);

BiTOOpakatoTh 3B'I3KA MK IIMMH TOHSATTSAMHU (3 KOKHUM TMOHSTTSIM MOXe OyTu
MOB'SI3aHUN  JOKYMEHT a00 CYKYMHICTh JOKYMEHTIB, 3B'SI3KM MK JOKYMEHTaMHU
BiTOOpaKaroTh 3B'I3KU MK TTOHSITTSIMH);

MICTATh HOPMATHUBHY iH(OpMaIlito, sika TaKOXX MOKe OyTH BHIIJICHAa HA OCHOBI
aHaJi3y 3MiCTy JOKYMEHTIB.

Ha ocHOB1 M00OYy/10BaHOT CUCTEMH B3a€MOIIOB'I3aHUX IOKYMEHTIB MOYKHA YaCTKOBO
ABTOMATHU3YyBATH MPOIIEC aHAJI3Y 3MiH MPEIMETHOI 00JIaCTi Ta BHECEHHS 3MiH JIO MOJIE1
npeaMeTHoi oOsacti iHopMarliiaoi cucremu [2]. Takum yuHOM, CHCTEMa YIpPaBIiHHS
JOKYMEHTaMH CTa€ He JIUIIe «Haa0yI0BOIO» Haj iHpopMaliiiHoo cuctemoro 1a i b/l,
0 JIO3BOJIIE OTPUMYBATH pe3yibTaTH OOpOOKM maHMx Ta 30epiratoTbcsi B B/
iH(popMaliifHOI cCUCTeMH, Y 3pYUHIN 7151 KOPUCTYBaviB (hopMi, a if cTae OCHOBOIO 3ac00iB
po3pobku iH(DOpMAITIHHOT CUCTEMU — 3aCO0IB peCTPYKTypHU3aIlli JTaHUX.

OrJsia oCTaHHIX J0C/TiIKeHb Ta myOJiKanii.

[lutaHHs  KepyBaHHS  €JICKTPOHHUMH JOKyMEHTAMH Ta  BHKOPUCTAHHS
MYJIbTHAr€HTHOTO Ta OHTOJIOTIYHOMY MiXOAY € JTOCUTb akTyanbHUM. Liif TemaTuii Oyio
MIPUCBSYEHO PAJI Cyd4aCHHX pPOOIT 3apyODKHMX Ta BITYM3HSHUX BueHuMX. Cepen HHX
30kpema BapTo BuauMTH: BypoB €.B., Mukiu X.1., Bepec O.M., JIuteun B.B., Copoka
M.IO., Kacinos O.B., Kpamceka K.I., Omenbanenxo B.A., Porymuna 10.B. Ix po6oru
NPUCBAYCHI JIOCTI/DKEHHIO Ta PO3BUTKY MYJIbBTHAreHTHUX CHCTEM, Ta peaizalii
OHTOJIOTIYHOTO TIIXOTY.

B pobGori [3] mnpeacraBieHo MyNIbTHareHTHMH MiAXiA 10  po3poOKu
IHTETIEKTYaIbHUX CHUCTEM YIpaBIiHHSA mpoekTamu. J[jis O6araToKpuTepiaibHOI OIIHKH
BapiaHTIB 3 BUKOPUCTAHHAM arapary HeYiTKMX MHOKUH 00paHo BUJ (PyHKIIiH 3aranbHO1
KOPUCHOCTI Ta KOPUCHOCTI JIOKAJIbHUX KpUTepiiB. [laHUN MeToa HE J03BOJIIE ONMUCATH
CTaTHYHI 1 AMHAMIYHUX CUTYaIllii, a, OTXKe, HE 3aMaEThCs MUTAHHSAMH iX aHATI3Yy.

B crarti [4] nocnimkeHno nporiec 00OpoOKH 3HAHb Y KOTHITHBHIN 1H(OpMAaITiHHIA
cuctemi, kepoBaHiii mozensmu. Lle mo3Bossie 3acob0aMu CUCTEMHOTO TiAXOY CYTTEBO
MIJBUIIMTH PiBeHb 1H(POpMaIiitHOI ¢opMaizallii 3HaHb, 3AIMCHIOIOYH 1HIWBIAYyaTbHUN
migoip MeToiB Ta 3ac00iB MOMITUKY 1HPOPMAITiITHOT O€31eKH Ha MiIPUEMCTBI Ha OCHOBI
noOakaHp MIAMPUEMIIS Ta €KCIIEPTHHUX OIIHOK. J[aHWiT MEeTOoN peayi3yeThcs y CKIasl
Ha0Opy KOMIIOHEHTIB Ui pO3POOKH MYJIbTHAareHTHUX cucreM. IIpote BiH He
MpU3HAYEHUN TSl aHauTi3y (popManizoBaHUX 3HAHb.

B poboti [5] mocmimkxeHo Ta po3poOiieHO MeToau U 3acobu imeHTHdiKamii
npoOJEMHUX CUTYyaIlii Ha 0a3i OHTOJOTINA 13 BUKOPHUCTAHHSAM MEXaHI3MiB JIOTTYHOTO
BUBEJICHHS, SIKI 3aCTOCOBAHO B IHTENEKTYAIbHHX CHCTEMax IMATPUMKH MPUHHSATTS
pillleHb Ui 3aBJaHb TECTYBaHHS MPOTPaMHOTO 3a0e3nedyeHHs. PO3TIsSHYTO akTyaabHY
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npo0iieMy TeCTYBaHHSI MMPOTPAMHOTO 3a0e3MeueHHs i3 BUKOPUCTAHHSM OHTOJIOTTYHOTO
MOJICTTIOBaHHSI [UIsl CBO€YACHOTO BHSBIICHHS IIOMWJIOK Ta TMOJIMIIEHHS SKOCTI
PO3pOOITIOBAHOTO MPOTPaMHOTO MPOAYKTY. AJe, JaHUN METOX HE JI03BOJISE OMHCATH
CTATUYHUX 1 TMHAMIYHHUX CUTYaIlil, a, 0T)KE, HE 3aiiMAEThCS MUTAHHAMHM 1X aHaJi3Yy.

BUKOPDUCTaHHS B HaBUaJbHUX IHTENEKTyaJlbHUX cucTemax. l[IpeacraBieHo Moneib
JIHTBICTUYHOI OHTOJOTII /Ui MpeaMeTHHX cdep. Y 3ampornoHOBaHi MOJENi OMUCAHO
HaOlp BIJHOCHH JIHTBICTUYHOI OHTOJIOTII, CHEIialbHO MmiAIOpaHui ISl  OIHCY
aHaIi30BaHOI TpeaMeTHOi cdepu. PasoM 13 TuUM, JaHWil METON HE JTO3BOJISE OMUCATH
CTATUYHUH 1 AMHAMIYHHUI TPOIIECH, a, OTXKE, HE 3aMAa€ThCS MUTAHHIMU 1X aHAII3Y.

OTxe, Ha MIACTaBI NMPOBEJACHOTO AaHaJi3y BHSBIEHO, IO ICHYIOYl METOAU He
MOBHOIO MIpOI0 BHPIIMIYIOTh 3aBIaHHsA aHali3y ¥ 0OpOOKHM HaHMX 3 OJHOYACHUM
BUKOPHUCTAHHSM areHTHOTO Ta OHTOJIOTIYHOTO MiaX0ay. BoHU HE BpaxoBYIOTh TUHAMIKY
MpOIIECiB, HE TMPUIUIAIOTh JOCTaTHHOI YBaru aHalilzy <«BY3bKHX MICIbY», HE
BUKOPUCTOBYIOTh IOBHOIIIHHO 1H(OpMAIil0 3 OHTOJOTIYHOI MOJeNni B YyMOBax
JTUHAMIYHUX TIPOLIECIB 3 BUKOPHUCTAHHAM MYJIbTHATCHTHOTO MiIXOY.

MerTa i 3aBIaHHA TOCIITKEHHSA

3anporoHOBaHO Ta JOCIIHKEHO aBTOMATH30BAHUN MIiIXid JJIs 1HTEIEKTYyaIbHOTO
aHaJi3y 3 METOIO0 MiJBHUIICHHS €(PEKTUBHOCTI pOOOTH 3 €NEKTPOHHUMHU TOKYMEHTaMHU.
Peamizariiss 1HTENEKTyaTbHOTO TIOIMIYKY Ta OOpPOOKH JOKYMEHTIB, OJEpXyBaHUX 3
TeTepOreHHUX JDKEpes, K MOXKYTb OyTH BHUKOPHCTaHI HE TIJIBKU JUIsI aBTOMAaTHYHOI
knacudikamii Ta KaTajorizaimii TOKYMEHTIB B iH(OpMAIIiHIA CHUCTeMI y 3pY4HIN s
KopucTyBada (Gpopmi. 3HKEHHS TPYAOMICTKOCTI BUKOHAHHS €Tally aHalli3y MpeaMeTHOI
obmacti iH(oOpMaIiiHOI CUCTEMH, Ii NPOEKTYBaHHS. I[HTENeKTyami3allis MpOIECiB
CTBOPEHHSI 3BITHMX JOKYMEHTIB Ha OCHOBI iH(dopmarlii, po3mimeHoi y 0a3i JaHuX
CUCTEMH.

BukJiax ocHOBHOTro MaTepiaay

Jnst miaBuiieHHsT €pEeKTHBHOCTI OOPOOKH, E€IEKTPOHHHHM JTOKYMEHT BHMAarae
HAsSBHOCTI METAJIaHUX, IO OMHUCYIOTh CTPYKTYpy Ta CEeMaHTHKy AaHuX. OIHuUM i3
MO>KJIMBHUX ITIIXO/IB 0 OMHUCY iH(popMallii, 3aKiIaeHol B JOKYMEHTI, € T1JX11 Ha OCHOBI
onrosoriii. Ili oHTOJNOTI€I0 pO3yMieThesi ©6a3a 3HAHB CIELIATBHOTO THUILY, SIKA MOXKE
YUTATUCS Ta PO3YMITUCSA HE TUIBKH PO3POOHMKAMHU a W KOPUCTyBa4aMH, Ta JO3BOJISE
HOJIMNIIUTH B3a€MOIiI0 pO3POOHUKIB Ta MPOTPaMHUX areHTiB. OHTOJIOTTUHUH MiAX1 Ma€e
TaKi TIepeBaru:

- 3pYYHICTb CIPUUHSTTS JIOAMHOIO;

- BIZICYTHICTh BUMOT 10 KBaJTi(pikaiii KoprcTyBaya mpu po3poOIii OHTOIOTIT;

- MOKJIMBICTB OIUCY OJTHOTO JJOKYMEHTA Pi3HUMHU OHTOJIOTISIMH.

Jlst BUpIIIIEHHST ONTMCAHOTO BHIINE 3aBIaHHs OyJI0 0OpaHO OHTOJOTIYHMN IMiXI,
3TiJHO SIKOTO HEOOXIAHO OMHMCAaTH CTPYKTYpy 1 3MICT JOKymeHTa. BimmoimHo a0
3aMpONOHOBAHOIO M1XOAY, OHTOJIOT1SI BAKOPUCTOBYETHCS AJIsl OMKUCY CEMAHTHKU JAHUX
JOKYMEHTa Ta HOro cTpyKTypH. BpaxoByroun cnieuniky po3B's3yBaHHX y JaHiid poOOTi
3aB/laHb, KOHKPETHU3YEMO IMOHSTTS OHTOJIOTI{: BBaXaTMMEMO, IO OHTOJOTISA — I
cnenudikamiss AesIKoi MPeaIMEeTHOi o0iacTi, siKa MICTUTh B COOi CJIOBHHMK TEPMiHIB
(TOHATH) MpeAMETHOT 001aCTi 1 MHOKHMHY 3B'SI3KIB MK HUMH. L1 3B’3KM ONUCYIOTH, SIK
Il TEPMIHM CHIiBBIIHOCATHCA MiXK COOO0I0 Y KOHKPETHIH MpeaMeTHil 00J1acTi.

st moOymoBu iepapxii MOHATH OHTOJOTII 3aCTOCOBYIOTHCS Taki 0a30Bi THIH
BiJTHOCHH:

- “is_a” (“mpumipHHK — Ki1ac”);

- "part_of" ("uactuna — mine");

- "synonym_of" (""cuHOHIMY);.
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Crig BpaxyBaTH, 11O Il TUITHA BITHOCHH € 0230BUMHU 1 3aJIeXKaTh BiJl OHTOJIOTII, aie
HEOOXITHO HaJaTH KOPUCTYBAa4eBl MOMJIMBICTH JIOJaBaHHS HOBHX BIJHOCHH, SIKI
BPaxOBYBAJIU CIeU(iKy OMUCYBAHOI IPEIMETHOI 00JIacCTi.

Kpim BiZHOCHMH OHTOJIOTIS BKJIOYA€ JIBa THMNHM BepmmH. J[0o mepmioro Tumy
BiJTHECEMO BEPILMHU, 1110 OMUCYIOTh CTPYKTYPY AOoKyMeHTa. Hampukman: Tabmuis, nata,
nmocajaa Tomio. (Ile 3arajbHi MOHATTS, SIKI HE 3aJIeKaTh BiJl KOHKPETHOI MpPEIMETHOI
oOmacri). [HmuM THIIOM OyAyTh BEpIIMHU, IO MICTATH HMOHATTS JOKyMeHTa. [lepmmii
TUN BEpPIIMH OyAeMO Ha3WBaTH CTPYKTYPHUMH BepIIMHAMH, JPYTHd THO —
CEeMaHTHYHUMHU BepiinHaMu. Ha puc. 1 cTpyKTypHi BEpIIMHNA MalOTh TEMHUH BiITIHOK, a
CEMaHTHUYHI BEPIITUHU 300pa)KeHI1 CBITJIIIIUM BIATIHKOM.

Puc. 1. [Ipukian oHTOJIOTII, 110 ONMHUCYE KJIac TOKYMEHTIB «3asBay

@DaKkTUYHO Yy IIbOMY KOHTEKCTI OHTOJIOTIS — II€ i€papXidyHa MOHATIHHA OCHOBA
aHaJi30BaHOi MpeaMeTHOl oO6iacTi. OHTONOTIS JOKyMEHTa BUKOPUCTOBYETHCS IS
aHai3y JOKYMEHTa, 3aBJSKH 1 3 JOKyMEHTa MOXXHA OTPUMATH HEOOX1/IH1 JIaHi: BiJOMO,
Jie UTyKaTH J1aHi 1 5K BOHM MOXKYTb OYTH 1HTEPIIPETOBaHi.

SIKII0 MpencTaBIATH JOKYMEHT 3 BHKOPHCTAHHSIM OHTOJIOTIH, TO 3aBIaHHS
31CTaBIIEHHS OHTOJIOTII Ta HASBHOTO JJOKYMEHTA 3BOJAUTHCS 0 MONIYKY MOHSATH OHTOJOTIT
B JIOKYMEHTI. SIK HaciiZoK, CUCTEMI HEOOXIAHO BIJMOBICTH HA 3allUTAHHSA: YU OMHCYE
JlaHa OHTOJIOTISl TOKYMEHT 4d Hi. Ha ocTaHHe 3amuTaHHS MOKHA BIJTIOBICTH CTBEPIHO,
SKIIO B TPOIEC] 3ICTaBJICHHS B JOKYMEHTI OyJiM 3HaWJeHl BCl MOHATTS, BKJIIOYEHI B
oHroorito. [lepu HiX 311iCHIOBATH MOILIYK BEPIIMH, 10 MICTATh MOHATTS JOKYMEHTA,
HEOOXiJTHO MPOBECTH IOIIYK BEPIIWH, IO OMUCYIOTh CTPYKTYPY HOKyMeHTa. Takum
YUHOM, BUX1/IHE 3aBJaHHS 3BOJIUTHCS JI0 MONIYKY B TEKCTI JOKYMEHTA 3araJIbHUX MOHSTh
Ha OCHOB1 ()OpMaJIbHUX OTIHCIB.

VY HaBeneHOMy MNpPHUKJIAAl Ha PUCYHKY 2 BEpIIMHH OHTOJOrii po30uTi Ha JBi
TJIONIMHU, IO BPaXOBY€ETHCSI MPHU 31CTaBICHHI JOKYMEHTY Ta HOTO OHTOJIOTI.
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/ Hassa /L/ ITocana /"‘/ Oxutan /
| ’
/ 'IIOKyMEHTI 47/ Poskian /

/ Psanox /L7/ IIponec /47/ Yucio /

Puc.2. IIpuxnan po30UTTSI BEPIIMH OHTOJIOTIT JUTsl TIOKYMEHTA Ha Bl TJIOMIUHA

AreHTHU# MiAXiX 10 aHAJII3Y JOKYMEHTIB

Jlo mpoliecy MoNIyKy TOKYMEHTIB BUCYBA€ThCS HU3KA BUMOT:

- BUCOKA MIBUIKICTh OOPOOKH BEIMKUX OOCATIB JJaHUX;

- BIIMOBOCTIHKICTE;

- MacmTabOBaHICTD;

- HQJIAITOBAHICTh HA MOTPEOU KOPUCTYBAYiB Ta MiHJIUBI YMOBH.

st BupimieHHS TpoOJeMH BHUAUICHHS 3arajlbHUX TMOHATh 3 YpaxXyBaHHSIM
(opMaTbHUX OMHUCIB IPOMOHYETHCS areHTHUH miaxin [7]. TyT mig areHToM po3yMieTbes
cucTeMa, CIpsSIMOBaHa Ha JOCSTHEHHS MEBHOI METH, 3/1aTHA B3a€MO/Ii1 3 CEPEIOBUIIIEM Ta
iHmmMu  areHtami [8]. Takuii migxin 3a70BOTBHITHME BUMOTAM JIO MPOIIECY MOMIYKY,
SAKIIO0 TpU TOOYAOBI CHCTEeMH OyAyTh peanizoBaHi BCl MEpeBarn MYJIbTHAreHTHUX
CUCTEM.

[Ipu BUKOpHUCTAaHHI AHOTO MiAXOY JJIsi KOKHOI BEPIIMHUA OHTOJIOTI], IO MICTATH
3aranabHi MOHSTTS, CTBOPIOETHCS areHT, KU MPOBOJUTH MOIIYK JAHOTO KOHKPETHOTO
NOHATTSA. J[J11 BU3HAHHA areHTa 1HTEJIEKTyaIbHUM HEOOX1JHOI YMOBOIO € HAasBHICTH Y
HBOTO 0a3u 3HaHb. TakuM YMHOM, 11100 BU3HAYUTH areHTiB AIF0UUX Y CUCTEMI, HEOOX1THO
obpatu crnoci6 s ommcy 6a3u 3HaHb (B3), xapakTep B3aeMojiil 13 cepeOBHINEM Ta
B3a€MO/III.

OmHi€ero 3 HAHBaKIUBIIINX BIACTUBOCTEN areHTIB € COLIaJIbHICTh Y 31aTHICTH 10
B3aemoii [9]. Sk Oyno 3a3HayeHoO paHimie, A1 KOXKHOI BEPUIMHHU OHTOJIOTIT, 110 MICTUTh
3arajibHe MOHSTTS (CeMaHTHYHA BEPIINHA), CTBOPIOETHCS arcHT.

JlaHwii areHT HallIJICHU Ha BUPIIICHHS JTBOX 3aBJaHb:

1) Bech HasIBHMIA CMIMCOK IIA0JIOHIB MOHSTTS BiH po30MBa€ Ha OKpeMi KOMITOHEHTH
1 3aITyCKa€ CIPOIIEHUX areHTIB JJIS TIOUTYKY CTPYKTYPHUX BEPIINH;

2) 30upae pe3ynbTaTH 3 yCiX CIUCKIB, OTPUMAHUX areHTaMU HUKYOTO PIBHS.

3rajaHi BHINE areHTH HIDKYOTO piBHA € peduekTopHUMU. BOHM OTPHUMYIOTH
mabs0H. MeToro MUX areHTIB € 3HaXOHKEHHS y TeKCT1 (parMeHTiB, 110 ianagatoTh i1
el maobIioH.

BaxxnuBuM muTaHHSAM € KOMYHIKaIlisl areHTiB. MexaHi3Mu KOMYHIKAIlii areHTiB
NOJUIAIOTECA  Ha Oe3mocepenHi Ta omocepeakoBaHi. Ilpukiamom — peamizamii
Oe3mocepeTHpOI KOMYHIKaIl MOXKe OyTH MOJENbh B3a€EMO/IIT «3aMOBHUK — ITIAPSTHUAKY
[10]. MexaHi3M onocepeKOBaHOT KOMYHIKAIIl peanti3y€eThCs 3a JOOMOTO0 apXiTEeKTypH
«JIOIITKHU OTOJIOIICHBY:

- MOJENb «3aMOBHMK — HiApAAHUK». [laHa Monenp mependayae po3moAain yciel
MHOXHMHH areHTIB CUCTEMH Ha JIBa KJIaCH — KJIac 3aMOBHHKIB 1 Kjac miapsaaukiB. CyTh
JaHOT MOJIeNi B3a€MOJII1 MoJIArae y BUPIIIEHH] Pi3HUX 3aB/IaHb IIJISIXOM CIIPSIMYBaHHS iX
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HA BHUKOHAHHS HAWOUIBII MiIXOMSMIIMM JUISi I[LOTO areHTaM. 3a pO3MOAiLT 3aBIaHb
BIJIMOBI/IaJIbHI areHTHU-3aMOBHUKH. [lOTEHIIMHI MIAPSAHUKA aHATI3YIOTh BHCTaBJICHI
3aMOBHHMKAMH 3asBKH, AaHANI3yIOTh IX IOJO0 MOJIMBOCTI peaii3amii i, y BHIAIKy
MO3UTUBHOTO PE3yJIbTaTy aHali3y, OIal0Th 3asBKY 3aMOBHHUKY;

- MOJIEb «JIOIIKa OTrOJIOMIEHBY». ApXITeKTypa ii 3acHOBaHAa Ha MOJEINi KIACHOI
JOILIKH, JIe TPEACTABICHO MOTOYHUN CTaH CHCTEMH, Y MEXaxX SIKOi ONepyloTh areHTH.
ATEHTH TOCTIHHO aHali3ylOTh 1H(OpMALil0 Ha JOUIIi, HaMaral4uch 3HAWTH
3aCTOCYBAaHHS CBOIM MOKJIMBOCTSM. SIKIIO B NMEBHUM MOMEHT 4Yacy areHT BUSBIISE
MO>KJIMBICTh BHECCHHSI CBOTO BKJQAy B TMPOIEC BHUPINICHHS MMOTOYHUX 3aBlaHb, BiH
3aNIMIae Ha JOomIl iH(opMalliio mpo moyarok poOOTH B JaHOMY HaIpPsSIMKY, a MICTs
3aKiHYCHHs pOOOTH MOMIIIA€E Pe3yIbTaT Ha JAOIIKY.

BpaxoByroun 0coOIMBOCTI pO3B'sI3yBaHOTO 3aBlIaHHsI, Peali30BaHO KOMOIHAIIIIO
JBOX MOJIeJIe KOMYHIKallii «3aMOBHUK — MiJIPSITHAKY Ta «IOIIKH OTOJIOIICHBY.

ApXITEKTYpY MYJIbTHAreHTHOI CHUCTEMH Ta TMpolleC aHalizy JOKyMEeHTa
MPEICTABJICHO HA PUCYHKY 3.

IToganus 0a3u 3HAHb areHTIB

OpHuM 13 HaBaXUIUBIIIMX MUTaHb Y CUCTEMi € MUTaHHs nmoaaHHsa b3 arenra. Ha
JaHWW MOMEHT TpeiacTaBiieHHS b3 areHra MOXJIMBE TphOMa PI3HUMH CIOCOOaMHU: 3
BUKOPUCTAHHSAM OHTOJIOTIH, 32 JOOMOT'OI0 PETYIspHUX BHpa3iB Ta Ha 0a3i MPOAYKIIii.

(@t | ATEeHTI

B3 oHTOMOTIIT "I B3 arenTiB B/l 1OKyMeHTIB |4
v v .
PenakTop Penaktop Microsoft
OHTOIIOT 11T B3 areHTiB Word
¥ A v
- !
M KopueryBaa [

Puc. 3. ApxiTekTypa MyJIbTHareHTHOI CUCTEMHU

[TomanHs 3HaHB areHTa 3a JOMOMOTOK OHTOJIOTIi — HAHOUIBII BUpa3HUll crocio,
KU BUKOPUCTOBYE BCl TMEpeBaru sSBHOTO ysBJICHHS 3HaHHAMU (puc. 4). [lepeBaroro
I[LOTO CIOCO0Y € Te, IO IS «I0Ka3y» BEPIIMHH OHTOJIOTII MM MOXEMO 3aCTOCYBaTH
pi3Hi 3acobu. Hanpukian, e Moxe OyTH MpoCTHil 301ir KiIt04oBoi ¢hpa3u a00 3BEpHEHHS
1o b]l indopmamiitaoi cucremu [11]. OHTONIOTI] O3BOJNSAIOTH OMUCATH Pi3HI CUTYAIll Yy
pasi, AKIIO HE BAAETHCS 3HANTH TOYHY BIAMOBIHICTh. B IKOCTI IpHUKIaay MOKHA 3HANTH
y3arajpHIOI4e a00 KOHKPETH3YI0Ue MOHSTTSI, TOIIO.
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Hosiguux(IIpizBuma)

Instance

. part_of - is_a Psamok
ITizmmc IIpizBume (3 BemHKOi GYKBIH)
part_of Psnox
part_of (3 Bemukoi OykBm)+ .
Tximiann
s a part Psanox
— (3 Benmukoi OykBm)+ .
Im’s

Puc. 4. [TonanHs 3HaHp aredra 3a JOIIOMOT'0K0 OHTOJIOI1]

Bwmict anamizyeMoro IOKyMeHTa MPEACTABICHO y BUIJISIL CHEIiaTbHOI 00'€KTHOT
MOJIeJIi, 32 OCHOBY SIKOi OyJia B3siTa 00'eKTHA MoJenb JokyMeHTa Microsoft Word. Jlms
JOCTYIy A0 1i€i 00'ekTHOI MoJieni po3pobieHi API-dyHKIi1, 110 103BOJSAIOTH ONEpyBaTH
OJITHAKOBUMH TIOHATTSAMHU IT1]1 Yac POOOTH 3 JOKyMEHTaMH y pi3HUX popmatax. Jlo ckiamxy
API-dpynkmiit BraroueHi (yHKUIl CHHTaKCHYHOTO pPO300pYy AOAATKIB, (DYHKIUT ams
00UYHCIEHHS PI3HUX METPUK MK MOHATTIMH, PYHKINT 1y1sl BIUTy9eHHS 1HGOpMaIlii mpo
CTPYKTYpPY IOKYMeHTa. SIKIIO /AJis TOMIYKY TMOHSTTS BEPIIMHU MOTPIOHI TOMATKOBI Mii,
BOHH MOXYTh OYTH OIHCaHi 32 JOIOMOTOFO CKPHIITA 3 BUKOPUCTAHHSM BHUIIE3a3HAYCHUX
API-ynxmiit [12]. ¥ ckpumTi TakoX MO>KHAa BUKOPUCTOBYBATH 3BEPHEHHS /10 00'€KTHOI
MoJIelTi caMoi 1H(pOpMaIliifHOT CHCTEMH.

Jlpyrum migxoAoM € MiAXiJ 3 BHUKOPUCTAHHSAM peryispHUX BupasiB. OcTaHHI
JIO3BOJISIIOTH JIETKO BpPaxOBYBaTH Pi3HI (OpMH CJIOBA Ta TMPAIIOBATH 3 BEIHKUMH
oOcsiramu iHpopmaii [13]. OxHak HEOOXiTHO BpaxOBYBaTH, IO 1HOAI, OCOOIUBO IS
HeKBaTi(hiKOBaHUX KOPUCTYBAYiB, 3aBJaHHS ITPABUIILHOI MOOYIOBH PETYIIIPHOTO BUPA3y
CTa€ JOCUTh CKJIAJHUM. 3 METOIO ii CHPOILEHHS B CHCTEMI mependadaeTbes HasBHICTD
CHEHiaJbHOTO pPEJaKTOpa, IO JIO3BOJIE TIPAIIOBATH 3 PETYISSPHUMH BHpa3aMH
npupoaHOI0 MoBot0. Hanpukiian, ekBiBanentom no "\d{5}" € "n'sTuznagne yucmno" i T.1.
Kpim Toro, 6axkano peamizyBatu (pyHKIIiT MOOYI0BH pErysspHOTO BUpa3y "3a 3pa3kom’.
Ile o3Havae, M0 3a MPUKIAAAMH, HABEJCHUMH KOPUCTYyBa4YeM, MOKINBA aBTOMATHYHA
noOyJ0Ba peryisipHOTO BHpa3y. Hampukiaa, KOpHCTyBad 3ampoIllOHYBaB [BI JIaTH:
«1.10.22» ta «15.07.2018». Cuctema mae moOyayBaTH pPETyaspHHUA BUpa3, SKUNA OU
BIJINOB1/1aB 000M (popMaTam MoJaHHs JaT:

«(\d{1,2}).(\d{1,2}).(A\d{4}D)|I\d{2}))».

Henmonikom peryiasipHuX BHpa3iB € Te, IO MPH TONIYKY BOHH HE JIO3BOJSIOTH
BpPAaxOBYBaTH MICII€3HAXO/DKEHHSI IIyKaHOTo cioBa/(pasu. s yCyHEHHS LbOTO
HEJIOJIIKY MOJKJIMBE CIHIJIbHE BHUKOPHCTAaHHS PETYISPHUX BHpa3iB Ta IPaBHI
MPOIYKIIITHOTO TUTY, SIKi € TpeTiM criocoboM noanHs b3 arenTa.

[MpoxykIii mepeBa)kHO BHKOPHCTOBYIOTHCS IUISI aHANi3y CTPYKTYPH IOKYMEHTA.
3anpoBaKEHO CIIeliabHI TOHATTS, SIKI MOXKYTh OYTH BUKOPHUCTaHI MpHU 3a/1aHHI YMOB
[14]. Hanpukana, mpaBuiio, 0 MiCTUTh 3aT0JIOBKU B TEKCTI, MOe OyTH chopMyIbOBaHO
HACTYITHUM YHHOM:

Axwo (wpugm ab3zayy 6iopizuaemovcs 6i0 abzayy 0o ma nicis abzayy) ma (ab3ay
BUPIBHANULL NO YeHmpY), Mo yell ad3ay € 3a207108KOM.

Takum 4yuHOM, I HEKBai(hiKOBAaHWX KOPUCTYBayiB, HASBHICTH CIICIIAIIBHOTO
penakropa Ta (QyHKIII NOOYIOBHM peryisipHOro Bupasy '"3a 3pazkoM" [103BOJIsIE
NpaloBaTd 3  PETYJISIPHUMH  BHpa3aMH HOPUPOAHOID MOBOK Ta  3BHYHUM
IHCTpyMEHTapi€eM, IO CIIPOILIYE NMPaBUIIbHY MOOYI0BY PEryISIpHOTO BUPA3Yy.
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PesyabTaT Ta 00rOoBOpeHHs

B indopmartiiinoMmy momyky st TOPIBHSHHS SIKOCTI PE3YNIbTaTiB OyJIO BBEICHO
JIBl XapaKTePUCTUKU: TOYHICTh Ta TMOBHOTA. [lomiOHI XapaKTEpUCTHKH MOKHA
3aMpoOBaUTH 1 JJISI CUCTEMU 3iCTaBIEHHs JOKyMeHTa Ta oHTojorii. Ilix Tounictio (7)
PO3YMITHMEMO YaCTKY MPAaBUIIBHO IPOBEIEHUX BiJIMOBIIHOCTEH JOKYMEHTA Ta OHTOJIOTIT
10 BIJTHOIIICHHIO JI0 BCIX 3p00JICHNX cucTeMolo BinnosigHoctel [15]. ITix moBHOTOIO (S)
— YacTKy NpPaBWJIBHO TPOBEACHUX BIJMOBIAHOCTEH 1O BIJHOIIEHHIO O BCIX
BIJIMOBITHOCTEN JOKYMEHTA Ta OHTOJIOT1I.

Hexait N — yncno icHylouuX BiANOBIAHOCTEH MIXK JIOKYMEHTOM Ta OHTOJIOTi€I0, K
— YHCJO MPOBEIEHUX CUCTEMOIO 3ICTaBleHb, H — YHCIO MPaBUIBHO NPOBEICHHUX
CUCTEMOIO 3icTaBneHb. Toi:

Tzﬁ Ta SZE.
K N

3a3Buyaid, 111 aABa KpHUTEpii «KOHQIIKTYIOTh». TOMY MpakKTUYHO CTOBIJCOTKOBA

TOYHICTb 1 IOBHOTA HEAOCSHKHI. POOOTH 3 OLIIHKM TIOKH 1110 HE MPOBOAMIIMCS, HACTYITHUM

€TaroM JIOCIIPKCHHS CTaHe OIlIHKa BeTMYHH ' Ta S 1M1 yac MpoBeIeHHS EKCIIEPUMEHTIB

Ha pealbHUX JOKYMEHTaX.

3aco0u aHamizy JAOKYMEHTIB MOXYTh OYTH BHUKOPHUCTaHI SK IS 3HMKCHHS

TPYAOMICTKOCTI pOOOTH KOPHCTYBAUiB 3 TOKyMEHTaMH, TaK 1 IS IATPUMKHU BUPIIICHHS

3aBAaHHS aHali3y MpeaMeTHOi oOsacti po3poOHukamu [16]. B manoMmy Bumaaky

IPOMNOHYETHCS TIMO0KA iHTErpanist GyHKIIOHATBHHUX MiJICHCTEM, 1110 BKIIOYAIOTh 3aCO0H

po3poOKu Ta 3aco0H, 3 SKHUMH MPAIIOIOTh «KIHIIEBl KOpUcTyBadiy. Lle mae MOXKIUBICTH

crBopeHHs1 CASE-TexHo10r11, MprU3Ha4YeHoi st CTBOPEHHS iH(pOopMaiiifHOi CHCTEMH, 110

JTUHAMIYHO HAJIAIITOBYETHCS MA€ YHIKAJIbHI MOXKJIMBOCTI aJanTarii 10 MiHJIMBUX YMOB

eKCIuTyaTalii Ha OCHOBI «3BOPOTHOTO 3B'I3Ky» Ta IHTENEKTYaJIbHOTO aHaji3y

JIOKYMEHTIB.

BucHoBku

B poboti 3ampormoHoBaHO Ta MOCTIPKEHO aBTOMAaTH30BaHUW TMIAXIM IS

IHTENEKTYaIbHOT0 aHaJIi3y 3 METOIO ITiIBUIIIEHHS €()eKTUBHOCTI POOOTH 3 €JIEKTPOHHUMHU

JoKyMeHTaMu. JloCHmiKeHO Ta peai30BaHO IHTENEKTYadbHUU TMOIIyK Ta OOpOOKYy

JOKYMEHTIB, OJICPKYBaHUX 3 FETEPOrCHHUX JDKEPE, AKi MOXKYTh OyTH BUKOPUCTaH1 JJIs

aBTOMATUYHOI Kiacudikallii Ta Karajorizalii JOKyMEHTIB B iH(opMaIliiiHii cucTemi, a

TAaKOXX JJs TOJAaHHS IX KOpHUCTyBaueBi y 3pyuHi ¢opmi. JloBeneHO 3HMKEHHS

TPYIOMICTKOCTI BHUKOHAHHS €Tally aHajidy MpeaMeTHoi obnacti iHdopMaliiHoi

CHCTEeMH, 1 MPOEKTYBAaHHS, a TAKOX MiABHMIICHHS PIBHS IHTEJNEKTYyasi3alii MpoIeciB

CTBOPECHHSI 3BITHHX JIOKYMEHTIB Ha OCHOBi iH(opmarllii, po3mimieHoi y 0a3i JgaHHX

cucTeMu. BHKOpUCTaHHS areHTiB JO3BOJISIE€ CIPOCTUTH MPOIIEC aHATi3y, 3p0OUTH HOTO

TaKUM, 1110 PO3IIMPIOETHCS 1 MACIITA0YETHCS.
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INTELLECTUAL ANALYSIS AND PROCESSING OF TEXT DOCUMENTS
BASED ON A MULTI-AGENT APPROACH

Oleg Barabash, Vadym Kolumbet

National Technical University of Ukraine "Thor Sikorsky Kyiv Polytechnic Institute",
37 Peremogy Avenue, Kyiv, 03056, Ukraine, E-mail: bar64@ukr.net , kvplinux@gmail.com

The effectiveness of managing an enterprise or institution to some extent depends on how intelligently the
document flow is organized in it. After all, document flow and management activities are closely related to
each other. The speed of obtaining the information necessary for making a management decision depends
on how quickly the movement, processing of documents and their transfer to execution is carried out. In
order to improve the efficiency of working with electronic documents due to their automated intellectual
analysis, a comprehensive approach to the development of a subsystem for managing electronic documents
in CASE-systems, which allow dynamic adjustment under changing operating conditions and user needs,
is proposed. Agent and ontological approaches are used to analyze documents. Ontologies allow you to
explicitly represent the semantics and structure of a document. The use of agents allows you to simplify the
analysis process, make it extensible and scalable. The results of the intelligent search and processing of
documents obtained from heterogeneous sources can be used not only for automatic classification and
cataloging of documents in the information system in a user-friendly form, but also for reducing the
complexity of the stage of analysis of the subject area of the information system, its design, as well as to
intellectualize the processes of creating reporting documents based on information placed in the system
database. The research provides an opportunity to create CASE technology, designed to create an
information system that is dynamically adjusted and has unique adaptation capabilities to changing
operating conditions based on "feedback" and intelligent document analysis.

Keywords: multi-agent systems, ontology, intelligent search, agent, document analysis, information
systems, CASE technologies, adaptive systems.
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PO3POBKA JOJATKY AJISA HIN®PYBAHHSA JAHUX 31 3BEPEKEHHAM
DOOPMATY

T.I. T'opOGaTiok, O.1O. JIeGenena

Hamnionansauii yaiBepeuteT «Onechka [omitexnikay, npoct. [lleBuenka, 1, Onmeca, 65044, Ykpaina; e-
mail: infsec2011@gmail.com

Posrisnaersess po3poOka nonatky s muQpyBaHHS AaHUX 31 30epeXeHHAM
¢opmary. HaBomsThCs OCHOBHI BHM3HAYCHHs, Taki sK ocoOucta iHdopmarris,
KoH(ineHiHa ineHTH(iKamiitHa iHpopMarris. 3a ocTaHHI KUTbKa POKIB 3pOCTaHHS
KUJTBKOCTI BUTOKIB IEPCOHATLHUX JaHUX MPHU3BEJO 10 BTPATH MUTICHOCTI TaHUX JIIS
COTCHb MIUJILHOHIB 3alKCiB KOPUCTYBadiB. Taki aTaku CIPSMOBaHi SK MMPOTH BEJIUKUX
KOMITaHi{, TaK i MPOTH MaluX IMiAnpreMcTB. YacTka kibepaTak 3 METOIO KPaliKKH
MIePCOHANBHMX JIAHUX Y T AMPUEMCTB 3a0e3IeueHa Yepe3 XalaTHiCTh KOMITaHIi 00
KOPEKTHOTO IM(pPYyBaHHSI Ta MAacKyBaHHS IEPCOHAIBHUX JaHUX IPAIiBHUKIB Ta
KJI€HTIB. Y pOOOTI PO3KPUBAETHCS MOHATTS IIM(PPYBaHHS AAHHUX i3 30€peKeHHIM
¢dopmaty, sK mnpouec IIUPpPYBaHHA JaHMX TaKUM YMHOM, W00 BHXiIHI aaHi
3aIMIIANNCS B TOMYy camoMy QopmaTti, mo W BXiaHi gaHi. Y mundpyBaHHI i3
30epexkeHHAM (GopMary po3risimacTbes apa pexxumy podotu — FF1 ta FF3. Ilpu
aHaJi31 ICHYIOYHMX PEXUMIB MK pyBaHH 31 30epexkeHHsAM (opMaTy, OyB BUILICHUN
pexxum FF3-1, sxwmit OyB cremiadbHO CTBOPEHHMH [UIS BHUPIMIEHHS TpoOJIeMU
mupyBaHHS Ha HEBEJIMKUX JOMEHaxX ToOTO oOmactsax manux. Pexxum FF3-1 OyB
pealli3oBaHul y MPOTPAMHOMY JOJATKy. Y pOOOTI TaKOX PO3KPUBAETHCS TOHATTS
TICEBIIOHIMI3AIT Ta MeToau AocaTrHeHHs ii. [IceBmonHimizaiisi Moke OyTH JOCATHYTa
3a JIOMOMOTOI0 PI3HHX METOJIB, TaKMX SK MAacKyBaHHS HaHHWX, MH(pyBaHHSI a00
TokeHizamis. [Ipomecn MacKyBaHHS TaHWUX 3MIiHIOIOTh 3HAYEHHS JaHUX 3JTHIIAI0TH
ix BXigHu# popmat. MeTa rossirae B TOMy, 00 CTBOPUTH BEPCIl0, sIKa HE MiAA€ThCs
po3imudpoBIl ado 3BOpOTHIN iHXeHepil. B po6oTi Oyno 0o0paHO METOl MaCKyBaHHS
JaHuX. Y 3B'3Ky 3 [[MIM OCHOBHHUM 3aBJIaHHSIM € BTUIMTH METOJM sKi O momomaraiu
KOMIaHisiM MmupyBaTH Ta MacKyBaTH JaHi 3 MiHIMaJbHUMHM BKJIaJaMud B
pecTpyKTypu3auito Ta 30epexxeHHs (yHKUIOHAIBHOCTI Ha JIbOTy. s Toro, mob
JIOCSITTH LTl 4iTKOi ICeBAOHIMIzamii, mo0 (akT miIMiHM peanbHHUX AaHUX OyB
HETIOMITHHM, BHPIIIICHO MOJIECPHI3YBaTH MiAXi 10 MAaCKyBaHHS Ta MA(pyBaHHS s
MOJIIB THITy iM’sl, mpi3Bumie Ta email ampeca. B poOoTi ymockoHaneHO MeTonH
TICEBJIOHIMI3AIlil Ta MACKyBaHHS TOJIIB TaHWX: THITY iM’sl, TIpi3BHUIIE Ta email agpeca
Ta 3actocyBanHs Metony FPE B pexxumi FF3-1 ans moniB tumy HOMep TenedoHy Ta
KPEIUTHOI KapTH. YJIOCKOHAJICHWH METOJ IICEeBIOHIMIi3alii Ta MacKyBaHHS TIOJIB
JIAaHUX peaJli30BaHO y IPOrPaMHOMY JOJATKY.

Karouosi caoBa: mnepconanbHa iHpopmamis, mudpyBaHHA 31 30epeXeHHAM
(dopmarty, nceBIOHIMI3alLlisl, MACKyBaHHS JaHUX.

Beryn

Ocoo6ucra indopmartis (Personal Identifiable Information PII) — iie Oyap-siki gaHi,
AKi MOXYTb OyTH BUKOPUCTaHI Juia ifeHTuQiKalii KOHKpeTHoi ocobu. Ilpuknanu
BKJIFOYAIOTh TOBHE iM’st 0cOOHM, TenedOoHHI Ta HOMEPH COIiaIbHOTO CTpaxyBaHHS,
¢izuyni a0 IMEW agpecH, TOLIO.

Ocobucra iH(MOpMAaIliss MICTUTh HE JIUIIE OYEBHIHI MOCHIAHHS Ha OCOOUCTICTH
JIOAMHY, a 1 iHdopMaliifHi ¢parMeHTH, sIKi B MOEIHAHHI 3 IHIIMMUA HaOOpaMu JaHHUX
PO3KpHBaIOTh 0c00Y, TOOTO KiIacu(piKyeThes K 1neHTHDiKaliifHa iHpOopMaITis.

Koudinenniitna inentudikaiiitna indopMarllis BKI0O4Yae Oyab-siKuii Habip qaHuX,
SKUWA MICTHTh TIOBHE IM’s, amgpecy abo ¢inaHcoBy iHdopmarito. HexoHdineHiina
ineHTudikaniina iHpopmalis — 1e Oyap-sAKi 3aranbHl  JaHi, JOCTYHHI 3
3arajJbHOJOCTYITHUX PECypCiB (Takux K Mpodir B COMAIBHUX MEpekax), HaIpUKIa
MOIITOBHUH 1HIEKC a00 JaTa HApOHKCHHS.
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Hoctyn no izentudikamiitnoi ingopmariii 6e3 aBTopu3allii CTAHOBUTHh 3HAYHHIM
PH3HK SIK JJIs1 OKpeMHX 0ci0, Tak 1 1y KoMITaHii. [HauBiyasbHa KO MOYKE BKIIIOYATH
KpaaiXKy OCOOMCTHX JaHHX, IIaxpaicTBo abo maHTax. BoxHouac KommaHis MoOXke
3a3HATH IIKOJMU Yepe3 TMOPYIICHHS IUTICHOCTI JaHWX, HAmpHUKIaJ BTpaTH JOBIpU
TPOMAJICHKOCTI, IOPUAMYHOI BiAIOBIJAIBHOCTI 200 BETUKUX IITpadiB.

InenTudikamniiiny iHdopmalliro MOKHa OLIHUTH IUIIXOM BHU3HAYCHHS PIBHA il
BIUIMBY Ha KOHQINeHUIWHICTh iaeHTH]iKamiiHoT iHpopmauii. PiBHI BIUMBY Ha
KOH(]1ACHITIIHICTD 11eHTHIKAIIHHOT 1H(OpMAaIlii BapitOIOTHCS BiJl HU3BKOTO, ITOMIPHOTO
abo BHCOKOrO, 11100 BKa3aTH Ha MOTEHLINHY IIKOAY, SKa MOXe OyTH 3aBlaHa 0co0i 4u
oprasizariii, Ko Jgadi OyayTh CKOMIIPOMETOBAHI.

ITix yac BHYTPIMIHIX TECTIB HA IPOHUKHEHHS B MEPEXKY KOHCYJIBTAHTH 3 O€3MEeKH
4acTO 3HAXOAATh KOH(QIACHIINHY i1H(OpMaIlio, sSKa HE3aXUIIEHO 30epiracThCs Ha
¢aitnoBux cepsepax. Lle BkIoyae 4uyTnuBi AaHi mpo ocoOy (moBHE iM’s, TenedoHH,
azpecH, sk p13UYHI TaK 1 €JIEKTPOHHI), HOMEPH KPEIUTHUX KapTOK, MaCIOPTiB, CTOPOHHIX
JONATKIB JJI1 BXOAY B IUIATDKHI CHCTEMH, aHAIITUKY Ta iHIII BeO-MapKETHHTOBI Ta
Oi3Hec-moptayii. lle oAWH 13 TOJOBHUX PHU3UKIB, BUSABICHUX IIiJ] YaCc HE3aXHIICHHUX
NpakTUK 30epiranHs iHpopmaii.

OCKUIBKM KOKHE TiANPUEMCTBO, HE3aJCKHO BiJ] HOTO pO3MIipy, HiJUIsITae Imija
3aKOHU TNpo iAeHTU(IKaLIHHY 1HpOpMalli0, HOPMATUBHI aKTH Ta I1HII MOBHOBAXXEHHS,
OB’ SI3aHUX 13 3aXUCTOM ifieHTU(DIKAIIHHOT 1HpOpMaIlii, BOHO TOBUHHE JTOTPUMYBATHCS
YITKOTO MiIXOAy IIOA0 Oe3nmekd Ta KOH(IASHIIHHOCTI JaHWX, [I00 3aXHCTUTH
inenTudikamniiny iHopmartito, siky 30epirae i BAKOPUCTOBYE Y CBOEMY cepenoBuii [ 1].
YacTo mepenoHoo Ui KOMIIaHiM, 10 OMepyloTh MEePCOHATbHUMM JAHUMHU JIIOACH €
KOMILIEKCHICTh B peaiizamii mudpyBaHHs JaHUX, K1 BOHH 30epiratoTh. Lle moB’s3ane 3
TUM, III0 YaCTO BOHU BUKOPHCTOBYIOTH 3aCTapiii CHCTeMH, YHi KOJOBI 0a3u Ta Momeni
JAaHUX HE MOXXHA 3MIHUTH a00 HAATO OOTSHKIMBI Ta PU3MKOBAHI /I OHOBIICHHS.
Hanpuknan, 6a3a nanux, sika 30epirae KoH(iIEHIIHI 1aHi PO OXOPOHY 3/0POB’s, AKa
Oyna BBeieHa B Ait0 Maibke 20 pOKIB TOMY 1 TMPOJOBXKYE MpaIfOBaTH. BUIbIIICTh
opraHizauiii CXWJIbHI J0 PU3MKIB, MOB’SI3aHUX 3 PECTPYKTYPU3ALI€I0 TaKOi KIFOYOBOI
BUPOOHHMYOI cuctemu [2].

[ToctifiHO 3pocTaroua KUIBKICTh BHUIAIKIB BUTOKY [aHMX, IIOB’A3aHUX 13
ocobucroro (imeHTHdIKaIiHOW) 1HGOpPMAIli€0, MpU3BETIa TO0 BTPAT aKIIOHEPIB Ha
MUTBbSApANU J10NIapiB, mTpadiB Ha MUTBHOHU J0JapiB 1 30UIBIICHHS PHU3UKY KpPaIdiKKH
ocoOucTUX AaHuX oci0, uni KoHbiAeHITIHHI naHi Oynu po3kputi. [lopymenns 6e3nexu
MaHUX € HeOe3MmeuyHuM SIK I OKpeMHX ocid Tak 1 opraHizamiil. Y 3B'S3Ky 3 IIUM
aKTyaJbHUM 3aBJaHHSM € BTUIMTH METOJIM SKI O JomoMaraid TakuM KOMIaHisIM
mudpyBaTH Ta MacKyBaTH JaHi 3 MiHIMaJbHHUMHU BKJIQJAaMU B PECTPYKTYpH3allilo Ta
30epexeHHs (QYHKIIIOHAIBHOCTI Ha JIHOTY.

Merta cTaTTi Ta IOCTAHOBKA 337124

Meroto € po3poOka momaTky s mu(pyBaHHS TEPCOHATBHUX JAaHUX 31
30epekeHHAM (opMmary [UIIXOM YIAOCKOHAJCHHS METOAy IICEeBIOHIMI3amii Ta
MacKyBaHHS JIaHUX.

J1is MOCATHEHHS TTOCTABICHOT METH HEOOX1THO PO3B’sI3aTH HACTYIHI 3a1a4i:

1. IIpoanamizyBaTH TPHUHIIMIN POOOTH Ta BHU3HAYHMTH TEPEeBaru Ta HEIOJIKH
CyJacHUX MeToAiB MHudpyBaHHS 31 30epekeHHsAM (hopMaTy Ta METOIU MCEBAOHIMI3AIIi]
JaHUX.

2. YI0CKOHAJIUTH METO]I TICEBAOHIMI3aIlil Ta MACKYBaHHS JaHUX.

3. PeanmizyBatu momaTox ansa mudpyBaHHS JaHUX 31 30epexeHHsIM (popmaTy Ha
OCHOBI PO3pOOJIEHOTO MOKPAIIEHOTO METOAY TICEBOHIMI3AIlil Ta MACKYBAaHHS JaHUX.

O0’ekTOM JOCHIDKEHHSI € YAOCKOHAJICHHS METOJy IICeBAOHIMI3ammii Ta
MAaCKyBaHHS JIaHUX.

[IpeameTom mocimiKeHHs € MeTonu mudpyBaHHs 31 30epexeHHsIM (hopmaTy Ta
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TMICEBAOHIMI3AIlIT TaHUX.

OTpumaHni pe3yJIbTaTh MOXYTh OyTH BUKOPUCTaHI JIS TIABUIIIEHHS CTIHKOCTI 110
Ki0epaTak MiJIPUEMCTB Ta MOKPAIICHHS 3aXUCTy MEPCOHAIBHUX TaHUX, TKUMHU BOHH
KOPHUCTYIOThCS 1 30€piraroTh.

OcHOBHA YacTHHA

[udpysanns i3 30epexxerHsM popmarty (FPE) — e mpouec mmudpyBanus qaHux
TaKUM YUHOM, 100 BHXiJHI AaHi (3amIM(ppoBaHU TEKCT) 3aIULIATUCSI B TOMY CaMOMY
dbopmari, o ¥ BXiIHI JaH1 (BIAKPUTUN TEKCT). 3HaUeHHS «popmary» pi3He. 3a3BuUail
BUKOPUCTOBYIOTbCSA JIMILE KiHIEBI HaOopu cHMBOIMIB, HHUppoBuild, OykBeHHI abo
OykBeHO-1IGpoBUi» [3].

FPE nae 3mory po3ropratu HIMPOKO MOIIMpEeHE MUGpyBaHHS 0e3 KPUTHUHUX
HaCHiAKIB g 3actapiumx cucreM. J[lomatkam, sSKUM He TMOTpIOEH JOCTym 0
KOHGIIEHIINHNX JaHuX, HagaroThes mupprekctd FPE. Skmo nporpami moTpiOeH
JIOCTYII /IO IaHUX, Y poOOUYUi MpoIieC MOXKHA BCTaBUTU QYHKIIIIO IemudpyBaHHs, 1100
HAJATH JOCTYII 10 BiIKPUTOTO TEKCTY.

VY mmudpyBanHi 3 30epekeHHIM (PopMaTy pO3TIATAETHCS TPH PEKUMH POOOTH —
FF1, FF2 ta FF3, ski B uinomy Ha3uBatotbes FFX. (NIST «Cnenianbnaa my6mikartis (SP)
800-38G, Pexomenpamii momo pexXuMiB podOTH ONOKOBOro mHUGPy: METOAN
mudpyBaHHS 31 30epeKeHHAM QopMaTy»).

FFX BuxopucroBye Kinbka payHaiB ¢yHkIii Feistel Ham BIZKPUTUM TEKCTOM
pa3oM i3 KiIroueM Ui CTBOpeHHs 3ammugppoBaHoro tekcery. Oynkiis Feistel posminse
BIJIKDUTHI TEKCT Ha JIB1 YaCTUHH, TIEPECTABIISE TEKCT, 00 3MIHUTH HOTO BUTJISAI, & TOTIM
3MIHIOE JIiBY TOJIOBUHY TEKCTy Ha mpaBy i HaBmaku. Merox FF1 BukopuctoBye 10
payaaiB ¢ynakmii deiicrens, a FF3 BukopucroBye 8 paynzais, FF2 Tak 1 He orpuman
cxBaieHHst NIST.

FF3-1 — ne cxema mmdpyBaHHs, 10 HACTPOIOETHCS, CTBOPEHA IS BUPIIICHHS
npobaemu muppyBaHHS Ha HEBETMKUX TIoMeHaX. byno BBeneHo HanamryBaHHs (tweaks)
JUISL CUHTETUYHOTO 3017bIIEHHS JIOMEHHOIO MPOCTOpY. 3 BBEIEHHSM HaJallTyBaHb
3JIOBMUCHUK TENep MOBUHEH MaTH NpaBHIbHE MH(PPYBaHHS BiIKPUTOTO TEKCTY Ta
IpaBUJIbHE HAJIAITYBaHHS, 11100 Yepe3 KOJOBY KHUTY OBEPHYTHUCSA BiJl IIU(pyBaHHS 10
BIJTKPUTOTO TEKCTY.

[Tpu anamizi icHyrouHX pexumiB mudpyBaHHs 31 30epexeHHsM (opmaty, OyB
Bupainenuii pexxum FF3-1 [4], sikuit OyB peanizoBaHuil y IporpaMHOMY JOJaTKYy.

Y  eBpomelickoMy 3araibHOMy perjgameHTy 3axucty gaHux (GDPR)
TMICEBAOHIMI3AIlisl BU3HAYAETHCS K «0OpOOKa MEPCOHATBHUX JAHUX TAaKUM YHUHOM, IO
JaH1 OLIbIIe HE MOKYTh OyTH TTOB’s13aH1 3 IEBHUM CYO’€KTOM JaHUX 0€3 BUKOPHUCTAaHHS
JOJIaTKOBO1 iH(opMarii». TakuM 4MHOM Bi0yBaeThCss OOMiH OCOOMCTHMH JAHUMH 3
HeleHTU(DIKYIOUMMHU JaHWMH, 1 JIJIs BIITBOPEHHS BUXITHUX JaHUX MMOTPIOHA T0JaTKOBA
iH(pOopMartis.

Meroa niceBnonimizarii, sk Bu3HaueHo B GDPR, — e Oyap-sikuii MeTo, KUt
rapaHrye, 110 JJaHi HE MO)XHa BHKOPHCTOBYBAaTH JUIs ineHTH(ikauii ocoductocti. Le
BUMarae BHUJAJICHHS TPsIMUX ineHTH]IKATOpiB 1, OakaHO, YHUKHEHHS KUIBKOX
i1eHTU(iKaTOpiB, SIKI B MOEAHAHHI MOXYTh 11eHTUdIKyBaTH 0co0y. Kpim Toro, kitoui
mudpyBaHHs abo 1HII JaHi, sIKI MOXHa BHUKOPHUCTOBYBAaTH MJI TOBEPHEHHS IO
NOYaTKOBUX 3HAYCHb JAHUX, CIiJ 30epiraTu OKpeMo Ta HaAiiHO.

[TceBmonimMizallist MOXe OyTH JOCSTHYTA 3a JOTIOMOTOIO PI3HMX METOJIB, TAaKHUX
AK MacKyBaHHS JaHuX, wmmdpyBanHs abo TokeHizauis. Bona 3a3Buuait
BUKOPUCTOBYETHCS SIK TEXHIKA JJIS 3aXHUCTY OCOOUCTHX JaHHUX Y 3aCTAPIINX BUPOOHUIHNX
cucTeMax BiJl HECAaHKI[IOHOBAHOT'O JIOCTYILY, J€ 1HII METOM Oe3MeKH HEMPUAATHI.

MackyBaHHS TaHUX — II€ CIOCIO CTBOPUTH (paJIbIIKMBY, ajie peaTiCTUYHY BEPCito
OprafizaliiHUX JaHUX. MeTa moisrae B TOMY, HIO0 3aXHCTHUTH TEPCOHAIBHI Ta
KOH(]1ACHIIIIHI AaHl, OAHOYACHO 3a0e3Meuyrodn (yHKIIOHAIBHY ajJbTepHATUBY, KOJU
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peanbHi JaHi He MOTPiOHI, HAPHUKIIAM, IMiJl Yac HaBUYaHHS KOPUCTYBAUiB, IEMOHCTpAIlii
MPOJIaXKiB a00 TECTYBaHHS MPOTPAMHOTO 3a0€3MEUCHHS.

[Tporiecu MackyBaHHS JaHUX 3MIHIOIOTh 3HAYCHHS TAHUX 3QITUIIAI0YH X BX1THUN
camuii (opmar. Mera mossirae B TOMY, 1100 CTBOPUTHU BEPCIiIO, sSKa HE MMiIJAETHCS
po3mH@poBIli a00 3BOPOTHIHN iHKeHepii. € KiIbKka Croco0iB 3MIHUTH JIaHi, BKIFOYAI0UN
nepeTacyBaHHsI CHMBOJIIB, 3aMiHY CJTiB 800 CUMBOJIB 1 b pyBaHHs (PUCYHOK 1).

Other Info Other Info

Credit Card No. XXX XX XXXX 0062

Credit Card No. 44151230 0000 0062
SSN 654 59 2876 $ S5N @ SRIHHEHS

Puc.1. [Tpuxnan macKkyBaHHS JaHUX

IcHye unMano MeTomiB MacKyBaHHS JaHHUX. PO3TIIsTHEMO TaKi SIK MepeTacyBaHHS,
OOHYIIHHS, Bapiallis 3HaYCHb Ta MEPECTaHOBKa.

SIkmmio icHye, ineHTuIKaniiHIi HOMep, Takuil Ik 76498 y pobouiii 6a3i njaHux,
MO>kHa 3aMiHUTH Ha 84967 y TecToBiii 6a3i qaHuX. L{e MmeTom mepeTacoByBaHHS OKPEMHX
3HAaKIB y 3Ha4CHHI 1aHuX. BiH qye npoctuil y pearnizailii, ajge HOro MoxHa 3aCTOCYBaTH
JIVIIIE IO NEAKUX THIIIB JaHUX 1 BIH MEHII OE3IIEYHHUIA.

[Tin dac meperyisay HEaBTOPU30BAHMM KOPHCTYBadeM JlaHI BUTIIAJAIOTH
BIICYTHIMU a00 «HYJIBOBHUMHY», IIe¢ METOJ OOHYJIHHsS. Ajie 11e¢ poOWTHh JaHl MEHII
KOPUCHUMH JUISI PO3POOKH Ta TECTYBaHHS.

BuxinHi 3Ha4YeHHS MaHWUX 3aMIHIOIOTHCA (YHKIIEI0, HAMPUKIIA PI3HUIEIO MIXK
HallMEHIIIUM 1 HAWBUIIUM 3HAYCHHSIM Y psal. Hanpukinan, SKimo KiieHT npuadaB Kiibka
MIPOJIYKTIB, IIHY MOKYITKA MOKHA 3aMIHUTH J[1alla30HOM M1K HAHBHUIIOIO Ta HAMHIKYOIO
CrutaueHor 1iHow. Lle meron Bapiamii 3Ha4eHb 1 BIH MOXe HaJaTH KOPUCHI JaHi IS
0aratpox IIiJIeH, He PO3KPUBAIOYN BUX1THUHN HAOIp JaHUX.

B Meroxi mepecTaHOBKH, 32 BUHATKOM TOTO, 1[0 3HAYCHHSI TaHUX 3MIHIOIOTHCS B
MeXax OJHOro Habopy nmaHux. JlaHi TepecTaBisSIOTHCS B KOXKHOMY CTOBIIII 3a
JIOTIOMOTOI0 BUIMAJKOBOI IMOCIIOBHOCTI; HANpHKIAJ, MEPEeMUKAHHS MK pealbHUMHU
IMEHaMH KJIIE€HTIB Y KUTBKOX 3alycax KII€HTIB. BuxigHuii HaOlp BUTIISAAE SK peaibHi
JlaHi, ajie BiH HE BijoOpakae CIpPaBXKHIO 1HPOPMAIIIIO A KOXKHOI 0cOOM UM 3ammcy
JaHUX.

by nmpoBeneHuii aHaimi3 MPOAYKTIB 3  IMIUIEMEHTOBAaHHUM  METOJaMH
niceBoHIMIBaIIi [5] Ta mudpyBaHHAM 31 30epekeHHSIM GopMaTy Ta BHAUICHI iX CHIIbHI
Ta cnabki ctopoHu. Ilicns aHamizy CHIBHUX Ta CIa0KUX CTOPIH MPOAYKTIB HA PUHKY,
OyJi0 BUSIBIICHO, IO Peasli30BaHl MPOAYKTH MPOMOHYIOTH JIMIIE THUIHM MAacKyBaHHS 3a
JIOTIOMOT 010 CIIeIlialIbHUX 3HakKiB (“*”, “#”, abo “0”) Ta muQpyBaHHS MOJIB TUITY 1M,
npi3BHUINE Ta email agpeca B paMKax 3MillIyBaHHsS 3HA4€Hb B MEXKax JTOKyMeHTa, abo
nepeMinryBaHHs OyKB B MEXKaxX CaMHX 3HA4eHb, IO CIA00 MiIXOMUTh MiJ 3arajbHy
KOHIICTIIIIIO TICEBMOHIMIZAIT AaHuX. Tomy OyJl0 BHUPINICHO TMOKPAIIUTH METOIN
IICeB/IOHIMI3AIll] Ta MAaCKyBaHHs MOJIB JaHUX: TUITY iM’s, Tpi3BHIIE Ta email agpeca Ta
po3ymue 3actocyBanHs Metony FPE B pexxumi FF3-1 nis moniB tumy HoMep Tenedony
Ta KPEAUTHOI KapTH.

st Toro, mo0 AOCATTH IMl YiTKOI TICeBIOHIMI3ZaIli, o0 ¢akT miaMiHA
peanbHUX JaHUX OyB HEMOMITHMM, BUPIIIEHO MOJICPHI3YBATH MiXi1 JO MACKyBaHHS Ta
mupyBaHHS IS OJIIB TUITY M5, Ipi3BUIIE Ta email agpeca.

Jlnisa iceBmoHIMIZaITT oI “iM’s” Ta “mpi3BuUIe” MOTPIOHO 3aMIHIOBATH pealibHI
3HAYCHHsI HA 1HIN, sK€ OyayTh IHIIMMH pEaIbHUMH iMeHamu 1 mpizBummamu. [1[o0
BUKOHATU TIOCTaBJIEHY 3aj[adyy, HEOOXIJHO CTBOPUTU CIIOBHMKH 3 YHIKaJbHUMH
JTIOJICBKUMHU (B MEXax CIIOBHHMKA) IMEHAMHU Ta MPI3BUIAMHU, TOCTATHHO BEJHKI, 100
QITOPUTM BUIIAJIKOBO BHOPAHOT0 YHCIIa MIr 00paTu 3HAYEHHS 32 MOPSIKOBUM HOMEPOM
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JUTSL IOJTAJIBIIOT 3aMiHU CIIPaBKHBOTO IMEHi 1 Mpi3BuIIla KopucTyBaya. [IoTiM B okpeMuit
CIIOBHHUK 3 KJIIOYaMH JUIs IMEH Ta TPI3BHUI Oyle 3amrcaHo peayibHe 1M’ s/Tpi3BHILE
KOpHCTyBa4a (3HAYCHHS) 1 MOPAIKOBUN HOMEp (HeHKOBOTO iMEHI/Tpi3BUIIA (KJIFOY) IS
MOJAJIBIIIOTO TIpOIleCy JAe-TiceBAoHIMI3amii. Hampuknan: sikmo 3a anroputMoMm OyIio
3reHepoBaHe YHCIO 23, TO y CIOBHHKY 3 (EHKOBUMM IMEHAMH IIyKaeMo iM’s 3a
MOPSIIKOBUM HOMepoM 23. 3amiHseMO peanbHE 1M’si KOpHUCTyBada Ha IICEBIOHIM
“Jonathan” Ta 30epiraemo peaibHe IM’ST OKpPEMO B CJOBHUK KIIOYIB MOPAI 3
3reHepoBaHUM 4uciIoM 23. Takwuii ke mporiec s 3aMiHU 3HaYEHHS MPi3BHUIIIA.

[Iporiec nme-nceBnoHimizamii Oyne BiZOyBaTHCh y 3BOPOTHHOMY HAINpPSIMKY.
[Tinrpyxatoun aitn 13 3ammdppoBaHUMH Ta 3aMAaCKOBAaHMMHU JTaHUMHU, IpOTpamMa
po3auUTh (haiil Ha KOJIOHKH 1 34MTa€ 3HAYCHHS B KOJIOHI “iM’s”, 1 3Hale 3HAYCHHS
“Jonathan” y crnoBHUKY ¢elikoBuX iMeH. BiamoBigHO 10 3HaWIEHOTrO IMEHi, 3a
QITOPUTMOM OYyZie B3ATO MOPSAKOBUN HOMEP LIOTO IMEH1 Y CJIOBHUKY (DeHKOBUX iMEH Ta
MOTIM y CJIOBHUKY KIIOWIB IS IMEH 3a KIIOUEeM IMOPSAKOBOTO HOMEpy, umcia 23,
3HAIEMO peanbHe 1M’ KOPUCTyBaya, sike OyJe 3HAYCHHSIM Yy [bOMY CIOBHHKY IS
kimoua 23. Takuii jxe mporiec /il Ae-TICeBAOHIMI3allli MO Mpi3BUIA. TaKuM YHMHOM,
YacTHHA Jie-TICeBIOHIMI3aIlii TToJIiB “iM’s1” Ta “mpi3Buie” Oyje 3aBeplieHa.

Byno takoxx po3pobiieHe Ta IMIUIEMEHTOBAHE PIIICHHS I 3aXHCTY CIOBHHUKIB
nanux 3a gqornomororo AES (pexxum CBC) 3 kmtouem mudpyBanns B 128-06it [6].

[Ilogo ymockoHAJIEHOro0 METOMy TCeBIOHIMIZAIlT 1ys mojs “email” ampecu, To
mpoliec nependadae BioKpemiieHHs ToMeHy (domain) agpec Bil YaCTUHU F03epHEHMY
(local-part) xopucTyBaua, TOMy IIO MAacKyBaTh 4u mudpyBaTH JOMEeH email ampecu
yacTinie 3a Bce He € BumpaBganuM. [Iporec mceBnonimizamii email anpecu Oyne
CIIMpaTUCsl Ha 3aMacKoBaHI iM’s Ta MpI3BHUIIE, MO0 y BUXIAHOMY (3aMacKOBaHOMY 1
3amu(poBaHOMY) JaTaceTi aHl BUIIAJAIN SIK CIIpaBkHi. /i 1IbOTO Bi3bMEMO IEpIIy
OyKBY 3aMacKOBAHOTO IMEHI 1 IIJIe 3aMacKOBaHE MPI3BUINE Ta IMOEAHAEMO iX Uepe3
Kpanky. Hampukmaza, ais 3aMackoBaHOro ro3epa 3 im’siM Jonathan Ta npi3Buiem
Richardson dactmHa o3epHeiiMa TMiCis alropuTMy o00’€IHaHHS Oyae BHUIJIAIATH
HacTynmHuUM uyuHOM: J.Richardson. Hactymuum kpokom Oyzne wactuHa renepauii 8
3HAYHOT'O BUMAJAKOBOTO YKcIa (Hanpukiaz, 74925207), 1 npueaHaHHS [IbOTO HOMEPY 10
3reHepoBaHOl YaCTHHHU Io3epHeiiMy email anpecu. Takoxk, 1e 8 3HauHE 3reHepoBaHE
gucio (74925207) Oyae ciyxuTH iaeHTH(IKATOPOM, TOOTO KIIFOUEM, JUIsl 30epiraHHs
peanbHOro [03epHeiiMy email aapecu sk 3HaUE€HHS y CIIOBHUKY KIIIOUiB /Uit email agpec
JUTSL X TIOAAUIBINOI JIe-TiceBnoHiMizalii. ToOTo, 3amMackoBaHMil ro3epHeliM email agpecu
BUrIIsAIaTUMe HacTynmHuM 4uHOM: J.Richardson74925207. IlotiM 10 3reHEpOBAaHOTO
I03€pHENMY JIOJTAEThCS CHMBOJI (@ Ta JOMEH peainbHOi email ampecu 1 me Oyne
3aMacKOBaHEe 3HaUeHHs email agpecu.

[Tponiec nme-mceBmoHiMizalli juist mojst email aapecu BUTISAATHME HACTYITHHM
YUHOM: HiArpYykatouu (aiii i3 3amudpoBaHUMU Ta 3aMacKOBAaHUMHU JIaHUMH, ITporpama
po3ainuTh (aiiyl Ha KOJOHKH 1 3YMTa€ 3HAYEHHS B KOJOHIN “email” aapec, 1 3Haiiae
3HayeHHsa “J.Richardson74925207@gmail.com”. 3riHo MOJANbLUIMX KPOKiB, aJTOPUTM
3iCKaHye 3HaueHHs email ajgpecu 1 BUSBHUTH y HiH 8-3HauHe uncio (74925207), moTiM y
CJIOBHHKY KJTIOUiB JJ1s1 email agpec 6y/ie BUKOHAHO MOIIYK 10 KJIF0YaM 1 JIJIsl 3HaliICHOTO
kmoua 74925207 mopsn Oyne 3HAYeHHST peallbHOTO Io3epHeiimMy email aapecu.
HactymauM KpokoM cTaHe TpueTHaHHS (Yepe3 CUMBOI (@) HE3aMacKOBAHOTO OMEHY
email azpecu 10 3HaACHOTO 3HAUYCHHS (PEaTbHOTO F03epHENMY) Y CJIOBHUKY KITFOUIB JIJIS
email ampec. TakuM 9MHOM, YacTWHA JAe-TICEBIOHIMI3aIll mons “email” agpeca Oyne
3aBepIlICHA.

JIisi MOBHOIIIHHOTO MacKyBaHHS Ta MIH(pyBaHHsA 31 30epexkeHHsIM popmaTy s
noJtst “HoMep Tenedony” 0ys10 00paHO HACTYIHUHN aITOPUTM Jii. 3a OCHOBY OYJIO B3STO
HOMep Tese(hoHy YKpaiHCHKOTO (opMary, Je MOMKIMBI JBa TUIH 30€pekKeHHS 3 KOJOM
kpainu (+380) Ta 6e3 Hboro. OCKUIbKY B TaOJUYHUX JAHUX, JIe 30€piraloTbCsi HOMEpHU
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tenedoHiB, (B csv (aiinax) yacrimie 3a Bce, HE MIATPUMYETbCS (OpMATyBaHHS IS
uppoBUX 3HAUYEHB, IO MOYMHAETHCA 3 0 abo 3 +, OyJ0 BUPIIIEHO HE BPaxOBYBaTH
mudpyBaHHS TaKUX BUMAJKIB. A OT)KE, MAa€EMO 3HAUYEHHS JOBXHHOIO B 12 1 9 cuMBoOIiB
BIJIIIOBITHO.

Jlnst Toro, mo6 3abe3meynT TapaHTOBAHO HaMiiHE MAacCKyBaHHS HOJS HOMEpa
tenedony 1 12 cuMBOIIiB, OyJ10 BUPIMICHO BIIAUIMTH YaCTHHY HOMepa TesiepoHy, 1o €
KoZOM Kpainu (2 cMMBOJa) 1 TaKOX KOJA MOOUIRHOTO omeparopa (3 cuMBoia), TOOTO,
mepuri 5 CUMBOJIB 1 HE MiggaBaTd ix mumdpyBaHHIO, a mudpyBaTH MeETOAOM 31
30epexennaM popmaty FPE B pexxumi FF3-1. ToOTo, Hanpukia, KOJIM Iporpama 3uuTye
MOOUTBHUI HOMED 3 1101 y BUTIIsIAl 380671234567, To 3HaueHHs “38067” 3anmucyeThCs
SIK OKpeMe 3Ha4YeHHS 1 30epiraeThcsi okpeMo, a 3HaueHHs 1234567 6yne mudpyBaruch
1 IepETBOPIOBATUCH Y 1HIIIE UG POBE 3HAUEHHS Takoi  JoBxunH (7 nudp). [Ticas Toro
710 32 (pOBAHOTO 3HAYECHHS TPUEIHYEMO 3HAUEHHS 3 KOJIOM KpaiHH 1 KOJIOM oIepaTopa
1 30epiraeMo sIK TOBHOIIIHHE 3amudpoBaHe 1 3aMackoBaHe 3HadeHHs. [lim yac
mudpyBanHs MetonoM 31 30epexxeHHsM Gopmary FPE B pexumi FF3-1 nam notpiGHi
nBa 3HaueHHs key Ta tweak, siki OyayTh 30epekeHi y CIIOBHUKY JUTsl KIIFOUiB MOOLTHHUX
teneponis. [Ipu posmmdpyBanHi OepeTbcs HOMEp MO TMOPSAIKY 1 MPOXOTUTHCS IO
CIIOBHHKY KJIIOUIB pO3MH(POBYIOYM 3HAYEHHS 3a 3HAYCHHSIM, TAaKUM YHHOM
BiZIOyBa€eThCs mpolec po3mudpyBaHHsL.

3a3Buyaii, IO HE BHUKAIOTh y TIMOOKHI aHalli3 HOMEpIB KapTok. J[ms Hux
JOCTaTHbO BChOTO MmoGauntu 16 1udp mob iaeHTudikysary, 1o e came HoMep KapTKH.
Tomy Oyno Bupimeno mudpyBatu yci 16 mudp xapTku, mod YHUKHYTH MOKIHUBHX
pu3uKiB MeTo0M 31 30epexkenHsiM popmaty FPE B pexxumi FF3-1. To6T0, Hanpukian,
KOJIM Tiporpama 3umtye mose “credit card” i maHi KapTOK 3 HBOTO, TO MUMPYBaHHS 31
30epexeHHaM (Qopmary Oyne BHUKOHYBATUCh Haa 16 1mudpamu, ae B pe3ynbTaTi
mupyBaHHS HAa BUXO1 Oyie iHiIe 3amudpoBane 16-3HauHe 3HAYCHHS.

VY po3pobieHoMy MpOrpaMHOMY AOAATKY HMPOMOHYETHCS J1BA PEXKHUMY Ha BHOIp
JUIsl KopucyBada: 3amudpyBaTi, Ta posmudpysatu ¢daiinu. Bikao npu BUOOpi pexxumy
mudpyBaHHsS 300paK€HO Ha PUCYHKY 2, /€ 37iBa IMOKa3aHO OIIii pO3JiioBaya JUIs
MiJBAHTAKEHOTO .CSV  (aillly 3 pealbHUMH JaHUMU KOPHCTYBadiB, Ta KHOIKA
niaBaHTaxeHHs Qainy. [IpaBopyd 300paxeHuii treeview 3 IiABAaHTAXKEHUMH KOJIOHKAMH
3 ¢haiimy KOpHCTyBaua Ta JaHUMHU B HhOMY, a TaKOXK JUHAMIYHO 3reHepoBaHi labels, mo
BIJIMOBIAIOTh Ha3BaM KOJIOHOK, Ta ommii dropdown lists (puc.3), nme HasBHI Ha3BU
METO/IIB IKHMH KOPHUCTYBa4d MOKe 3amu@pyBaTtu ado 3aMacKyBaTH BiAnoBiaHY 10 label-
a KOJIOHKY.

Encrypt and mask data - o ®

Choose file delimiter:; -Choose users CSV file to upload: (File preview:

SjCommay ReTie first name last name phone number email address card number

Tab Jessica Jones 380670987654 whats_th@with.hat 4411114465761368
Semicolon Katrin Vegas 670987652 whos_th@with.hat 4411111234567890
Other Jake Frost 380958723567 jakeee@gmail.com 4411623456790356
Kevin Smith 682348765 kevinsmith@google.com 4411625407624469

Columns to mask/encrypt:

a
z
H
E
3

L

g
S
2
3
3

il

3
3
3
g
2
3
E
E
g

Nl

o
3
5
o
2
-3
&

Nl

8
a
5
2
E
g

Nl

Encrypt and mask data columns:
save columns

Encrypt data dictionaries with a secret key:
save file with enc key

Puc. 2. BikHo nporpamu B pexxumi mudppyBaHHS
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first name
Ecl

la |
First name ]
Last name
Card number
Email

emi Phone
—

card number

=

Save columns

Puc. 3. Ommii Bubopy y dropdown list-ax

[TotiMm KopHcTyBau HaTHCKae Ha KHOOKy “Save columns” Ta 30epirae
encrypted.csv ¢aiin pazom 3 (aitlaMu CIOBHHUKIB 3 KJIIFOYaMH BIAMOBIIHO 10 BUOPAHHUX
omnuiit B dropdown lists. HacTymHIM KpOKOM KOpUCTYBauy MOTPIOHO HATUCHYTH KHOIIKY
“Save file with enc key”, mo 3ammdpye cnoBauku (3a nonomoroto AES (pexxum CBC) 3
KktoueM muppyBanHs B 128-0iT) 3 kitoyaMu Ta 30epexe ouH ¢aiii Kiroya ImiJ1 Ha3BO0
mykey.key mist MaiiOyTHBOTO po3MUGPYBaHHS ITUX CIIOBHHKIB.

Jlnst MOpiBHSIHHA BX1IHUX 1 BUXIJHHUX (3aMacKOBaHMX Ta 3alIM(POBAHUX AAHUX
HaBeJICHI HACTYITHI CKPIHIIIOTH JaTaceTiB (puc. 4) Ta (puc. 5) BIAMOBIAHO.

first name |last name phone number email address card number
Jessica  Jones 380670987654 whats_th@uwith. hat 4411114465761368
Katin  Vegas 670987652 whos_th@with. hat 4411111234567890
Jake Frost 380958723567 jakeee@gmail.com 4411623456790356
Kevin  Smith 682348765 kevinsmith@google.com = 4411625407624469

Puc. 4. Bxigauii ¢aiin 3 pealbHUMH TaHUMH KOPUCTYBAyiB USETS W _COMmMa.csv

A

last name phone number email address card number
Paul Sanders 380677766448 P.Sanders86077122@with.hat 7698650865550020

Jeffrey Conley 679419326 J.Conley29851818@with.hat 6764499424904407
Sue Acevedo @ 380952469074 S.Acevedo47794405@gmail.com = 5127538074400576
Padraig Kline 683828986 P.Kline74270084@google.com 4794620070515788

Puc.5. Buxigamii ¢aiin 3 3aMacKOBaHMMH Ta 3ariu(pPOBAaHUMHU JTaHUMH KOPUCTYBadiB
encrypted.csv

HactynmauMm myHnkToMm € aemm@pyBaHHs Ta Je-TICEBIOHIMI3alis qaHuX. i iboro
KOPUCTYBa4 IPH 3aIlyCKy IpOrpamMHu BUOHMpAE OMIiI0 po3n(ppyBaHHS. Y OHOBICHOMY
BiKkHI (puc. 6) BiH miABaHTaXXye Tonepeapo 3amudpoBanuii ¢aiin encrypted.csv Ta Kiro4
Ui po3M(pyBaHHs CIOBHHKIB, MOTIM HaTHUCKae Ha KHOMKY ‘“Decrypt users data” Ta

TICTIsl OTIOBIIIICHHS TIPO yCMIITHE po3mudpyBaHHs HaTUCKae Ha KHOMNKY “Save decrypted
file”.
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Encrypt and mask data - o @

Upload file with masked and encrypted data:
Upload file ‘
Y/encrypted.csv

Upload secret key to decrypt dictionaries:
Upload key ‘
W _mykey.key

Decrypt users data

Save decrypted file
Puc. 6. BikHo nporpaMu B pexxuMi Aemn@pyBaHHs

[Ticna uporo ¢aitn Oyne 30epexeHo y BUOpaHiM AUPEKTOPil i TAaKUM YHMHOM
npoiiec nemudpyBaHHs Ta AS-TICEBAOHIMI3allll TaHUX 3aBEPIICHO.

Metox mm¢ppyBaHHsS 31 30epekeHHSAM (opMmaTy Ta IMCEBAOHIMI3alil JaHUX Y
po3pobiieHoMy 0AaTKy Oyino peayi3oBaHO 3a JOTMIOMOTOK BHKOPHUCTAHHS HACTYITHUX
6i0miorex Python: codecs, string, cryptography.fernet >> Fernet, pandas, csv, random,
o0s, binascii, fff3 >> FF3Cipher, Crypto.Cipher >> AES, numpy, pandas >> read csv.
BucHoBku

[lin wac po3poOku momatky Juisi IMHMQPYBaHHS TEPCOHATBHUX MaHUX 31
30epexkeHHsM (popmary Oy IMIUIEMEHTOBaHI yIOCKOHAIEHI METOIU TCEBIOHIMI3aIli]
Ta MacKyBaHHsS JaHUX. bynmm po3B’s3aHl TOCTaBJIeHI HA TOYATKy 3amadi Ta OyB
po3pobieHuit nmomatok g mmdpyBaHHS JdaHUX 31 30epexeHHsM Qopmary Ta
YIOCKOHAJICHUMH METOJaMH TICEBJOHIMI3allii Ha BUCOKOPIBHEBIH MOBI NMpOrpaMyBaHHS
Python 3 BukopucranHsM pgonmoMmikHux Oi0miorek. Po3pobiene mnporpamue
3a0e3nevYeHHsT 3aJ0BOJIbHSAE IMM(PYBaHHS TEPCOHAIBHUX MaHUX 31 30epeKCHHSIM
dbopMaTy Ta YAOCKOHAJICHHMMH METOJaMHU TICEBJOHIMI3alii MOJIB JaHWX: THUIY iM’s,
npi3BUINE Ta email aapeca Ta IMIUIEMEHTOBaHE po3yMHE 3acTocyBaHHs metony FPE B
pexxumi FF3-1 st momiB tury Homep TenedoHy Ta KpeIUTHOI KapTH.

Pesynbratn maHOi poOOTH MOXKYTH OyTH MOXKYTh OYTH BHUKOPHUCTaHI JJIst
MiBUIICHHS CTIHKOCTI M0 Ki0eparak MiANPHUEMCTB Ta TOKPANICHHS 3aXUCTy
MEPCOHAILHUX JaHUX, SKUMU BOHU KOPUCTYIOTHCS 1 30€pIiraroTh.
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DEVELOPMENT OF AN APPLICATION FOR DATA ENCRYPTION WITH
FORMAT PRESERVATION

T. Horbatiuk, O. Lebedieva

National Odesa Polytechnic University,
1, Shevchenko Ave., Odesa, 65044, Ukraine; e-mail: infsec2011@gmail.com

The paper describes the development of an application for data encryption with format preservation. Basic
definitions such as personal information, identifying information are provided. Over the past few years, a
growing number of personal data breaches have resulted in the loss of data integrity for hundreds of millions
of user records. Such attacks are aimed at both large companies and small businesses. The cyber-attacks
aimed at stealing personal data from enterprises and it is ensured due to the negligence of companies
regarding the conscious encryption and masking of personal data of employees and customers. The paper
reveals the concept of format-preserving data encryption, as the process of encrypting data in such a way
that the output data remains in the same format as the input data. Two modes of operation are considered
in format-preserving encryption - FF1 and FF3. When analyzing the existing FPE modes with format
preservation, the FF3-1 mode was selected due to the ability to solve the problem of encryption on small
data domains. FF3-1 mode was implemented in a software application. The work also reveals the concept
of pseudonymization and methods of achieving it. Pseudonymization can be achieved using various
methods such as data masking, encryption or tokenization. Data masking process change the value of data
while leaving its input format. The goal is to create an output that cannot be deciphered or reverse
engineered. The method of data masking was implemented. Thus, the main task was to implement methods
that would help companies encrypt and mask data with minimal contributions to restructuring and
preserving functionality on the fly. In order to achieve the goal of clear pseudonymization, so that the fact
of replacing real data is imperceptible, it was decided to modernize the approach to masking and encryption
for fields such as first name, last name, and email address. The methods of pseudonymization and data
fields masking: first name, last name, and email address, and the use of the FPE method in FF3-1 mode for
fields such as phone number and credit card were implemented. An improved method of pseudonymization
and masking of data fields is implemented in the software application.

Keywords: personal information, format-preserving encryption, pseudonymization, data masking.
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PO3POBKA KOMIT'IOTEPHUX ITPOI'PAM OIITUMAJIBHOI'O
MPOEKTYBAHHS MACUBHOI MIABICKH KOJICHOI'O POBOTA

H.M. €pmioa, H.B. Tkauyk, C.A. Penrau

ITpuaHinpoBchKa AepkaBHa akaaeMis OyIiBHUIITBA Ta apXiTEKTypH
Huinpo, 49005, By:n. Apxitexktopa Onera [lerposa, 24a, E-mail:
nersoval07@gmail.com, tkachuk.nadya7@gmail.com, docker1280@gmail.com

3apa3 MIMPOKO BHKOPHCTOBYIOTHCS MOOUIBHI poOotu. Ha ocHOBI aHainizy BeJMKOi
KUTbKOCTI MOXKIIMBHX BapiaHTIB MiIABICKM JIMINUIM BUCHOBKY IIPO JOLLIbHICTH
3aCTOCYBaHHSl KOJICHHUX pPOOOTIB 3 JMHAMIYHOIO MizABicKo0. {11 NMpOEKTyBaHHS
cHCTeM, IO NepedyBaloTh IiJl BIUIMBOM BHIAAKOBHX 00YpEHb, PO3POOJIEHO METOX
CTOXaCTUYHOTO AMHAMIYHOTO IporpaMyBaHHs. MeTon ayxe e(eKTUBHUH, OCKIIBKA
JI03BOJISIE BU3HAYMTH 3aKOH ONTHMAJIBHOTO YIIPaBJIIHHS IapamMeTpaMH IIiJIBICKH
poboTa. BiamoBimHO a0 IHOTO METOMY NPOEKTYBaHHS IMiABICKH poboTa Mae
BUKOHYBATHUCS TIOCTAITHO: TIPOEKTYEThCSA TACWBHA ITiJBICKA HA OCHOBI METONY
MUHAMIYHOTO TIPOTpaMyBaHHS I O€3MEepepBHUX JETCPMIHOBAHMX CHUCTEM Ta
aHami3y JUHAMIYHHUX MMOKa3HHWKIB PO0OTa; TEpeBipsSEThCS JOIUIBHICTD BBEIECHHS B
MIACHBHY MiABICKY HPUCTPOIB aKTUBHOTO YIPABIiHHA HapaMeTpaMH 3a alTOpHUTMOM
Kanmvana-beroci 1 mpuiAMaEeThCsl OCTaTOYHE PIllIEHHS MPO MPHWHIMIT dii MiJBICKH;
BU3HAYAETHCS 3aKOH ONTHUMAJBHOIO YIPABIIHHSA MapaMeTpaMu MiABICKH po0OTa,
SKIIO NPUHHATO PILIEHHS NP0 IPOEKTYBAaHHS aKTHBHOI MiZBiCKK. B 1iboMy BUNaAKy
HNOTPIOHO MEHIIE BHUTpAT 30BHIIIHBOI €Heprii Uil 3MEHIUCHHS LIKIJUIMBUX
KOJIMBaHb. Y iCHYIOYil HAyKOBO-TEXHIUHIH JiTEpaTypi pO3TISJar0THCSl MaTEMaTHYHI
MoJieli poOOTiB 3 aKTUBHOIO ITiBICKOIO 1 HESCHO, Ha SIKi OCHOBI NPHHHATO
napaMeTpH MiJBICKM BUXiZHOI cucteMu. B naHiii poOOTI po3rismaeTsesi mepumi
eTal TMPOCKTYBAaHHS ITiJIBICKM KoJiicHoro pobota. Komm'torepHMX mporpam mis
ONTHUMAJILHOTO TIPOCKTYBaHHS TACWBHOI IMJIBICKM KOJICHOTO pPoOOTa HE ICHYE.
Omxe, METOI0 JaHOi poOOTH € po3poOka KOMITIOTEPHUX MPOTpaM ONTUMATBHOTO
MPOEKTYBaHHS MACUBHOI MiABICKK KOJICHOTO poOoTa. B OCHOBY anroputmy momryky
MPOEKTHHUX PIIIeHb 3aKJIaJeHO MAaTPUYHHN METOJ IOUHAMIYHOTO IPOTPaMyBaHHS
P. Beiuimana i1 HemepepBHUX AMHAMIYHHMX CHUCTEM, IO € HAyKOBOIO HOBHM3HOIO
pobotu. CrBopena komm'totepHa nporpama «ROBOT» npusnadena st BuGopy
ONTHUMAJIFHUX TIapaMeTpiB IiJABICKM 3a YMOBH, IO MAaKCHUMajbHi 3HAYCHHS
NPUCKOPEHHsI Ta KoedilieHTa BEpTHKAJIbHOI JWHAMIKM LEHTPY Mac poOoTa He
MEPEBUIYIOTh JONYCTHMMHUX 3HadeHb. OIiHKAa TUHAMIYHMX BJIACTHBOCTEH poboTa
BUKOHYETbCA 3a KOMI'IOTepHOwo mporpamoro «DINAM», pesynbratu sKOI
BHUJAIOTLCS y BUTJLAL rpadikiB Ta TabmuIl po3paxyHkiB. B skocti Mojgemni-ananmora
npuitHATO TapameTpu KomicHoro po6ora TIGER. Ha ocHOBI KoMIT'IOTEpHOTO
MOJICTIIOBAHHS, BapiaHTHOTO MOJCTIOBEHHS 1 ONTHMI3alil OTpUMaHi MapameTpu
MacuBHOI TMiABICKM po0OoTa, M0 3a0e3NMedyloTh HOMY HaWKpamli JWHAMIidHi
BIIACTHBOCTI TIOPIBHSHO 3 MOJICIUTIO-aHAIoroM. J[aHa po0oTa € BaKITMBUM BHECKOM B
rayy3i KOMIT IOTEPHHUX HAYK i MPOrpaMHO1 iHKeHepii.

KawouoBi caoBa: onrtumanbHe MPOSKTYBaHHS MiJABICKM KOJICHOro pobora,
KOMIIT FOTepHa IIporpama, MaTpu4HHH METOJ] JMHAMIYHOTO MPOrpaMyBaHHs

Beryn

B nmaHuii yac mIMPOKO BUKOPUCTOBYIOTbCS MOOUIBHI POOOTH. 3alexHO BiA
po60oYOro cepenoBUIa PO3PI3HAIOTH M'SATh THINIB MOOIUTBHHUX POOOTIB: HA3eMHI,
miJA3eMHi, JiTaioul, IUiaBaodi Ta kocMiyHi. HazeMHi MoOuUIbHI poOOTH, y CBOIO Yepry,
3aJIeKHO BiJ] COCOOY TepecyBaHHS MOAUISIOTHCS HA TakKi KJIACH: KOJIICHI, KPOKYIOUi,
ribpunHi Ta cremianizoBani. HaiOinpmoro nommpeHHss HaOyiaM KOJICHI MOOLUIBHI
HazeMHI poOoTH. 3a crmocoOoM ympaBiIiHHS POOOTOIO KOJIC PO3PI3HSAIOTH TaKi TPyNu
KOJIICHUX POOOTIB: 3 )KOPCTKO 3aKPIINICHUMHU KOJecaMH; aBTOMOOIbHA rpyna (IOBOPOT
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3MIACHIOETHCS JIUILE 32 PaXYHOK 3aHIX KOJIC); 3 JOBIIBHUM HE3aJICKHUM KEPYBaHHSIM
MTOBOPOTOM KOKHOT'O KOJIECa BJIIBO UM BIPABO; IpyIa PoOOTIB, 3JaTHUX MEePEMIIIATUCS
y Oynb-skux HampsiMkax. [Ipyra ta Tpers rpynu 3abe3nedyioTh HaWKpaily AMHAMIKY
MamuHd. Ha OCHOBI aHamizy BENMKOI KUIHKOCTI MOXIJIMBHX BapiaHTIB ITiJIBICKU
3po0JIeHNI BUCHOBOK PO JOLIJIBHICTh 3aCTOCYBaHHS KOJICHUX POOOTIB 3 AMHAMIYHOIO
M1JIBICKOI0 aBTOMOOUIBHOI TPYITH YIIPABIIIHHS.

Jlnisi TpOeKTYBaHHS CHCTEM, L0 MepeOyBaloTh MiJ BIUIMBOM BHIAJKOBUX
00ypeHb, PO3pOOICHO METOJ CTOXAaCTHYHOTO JWHAMIYHOTO MpOrpaMmyBaHHSI. Merton
nyxe e(eKTUBHUM, OCKUIBKHM JI03BOJISIE BU3HAUUTH 3aKOH ONTHUMAIIBHOTO YIPaBIiHHS
napameTpaMH MiABICKH poOoTa.

BigmoBimHO [0 METOAY CTOXaCTUYHOTO JWHAMIYHOTO MPOTpaMyBaHHS
MIPOEKTYBaHHS IiJIBICKA POOOTa BUKOHYETHCS TToeTarHo [ 1]:

— NPOCKTYETbCA MACHBHA IMiJBICKA Ha OCHOBI METOAY JIWHAMiYHOTO
nporpamMyBaHHs JUIsi O€3MepepBHUX IETEPMIHOBAHUX CHUCTEM Ta aHAII3y JUHAMIYHHX
MOKa3HHKIB po00Ta;

— MePEBIPSAETHCSA JOIUTBHICT, BBEJICHHS B MACHUBHY IIJBICKY MPUCTPOIB
aKTHBHOTO KEpyBaHHS MapaMeTpaMu 3a airoputMoMm Kanmana-beroci Ta npuiiMaeTbes
OCTaTOYHE PIIICHHS PO MPUHIIMIT Aii MiJBICKY;

— BU3HAYAETHCS 3aKOH ONTHMAJIBLHOTO YIPABIIHHS MapaMeTpaMH ITiIBICKH
po6oTa, SKIIO TPUIHATO PIIIICHHS PO MPOCKTYBAHHS aKTUBHOI ITiIBICKH.

3amadi  ONTUMAIBHOTO TPOEKTYBAHHS 3pYyYHO BHUPINIYBATH 3a JOMOMOTOIO
MaTpUYHOTO METOAYy AWHAMIYHOTO mporpamyBaHHs P. bemnmana. [lns peamizarii
QITOPUTMIB TIOUIYKY MPOEKTHUX pIlIeHb HEOOXiAHO CTBOPIOBATH  BiANOBITHI
KOMIT'FOTEPHI MPOTPaMH.

AHAaJi3 0OCTaHHIX JOCTiTKeHb | myOaikanii

B ocranHi poku poOOTH MPUCKOPWUIM TEMIIM 3aMiHW JIIOJed Yy BUKOHAHHI
3aBJlaHb, OPIEHTOBAHUX Ha JIIOJUHY. OCKUIBKH POOOT CTae pO3yMHIIINM, OCHOBHA HOTO
MicCisi He 0OMEXKY€EThCS TPAHCTIOPTYBAHHSAM, & TIOMIMPIOETHCS Ha MaHIynsii. OaHuM 13
NPUKIAAIB € TYMaHOIZHUHA pOOOT Ha Kojecax, KM Mae T'yMaHOIIHUH KOpHyc Ha
BEepXHil yacTHHI poOOTa, MPH IHOMY POOOT MOXKE SIK 1 IEPECYBATHCS, TAK 1 BAKOHYBATH
MaHimynsii [2, 3].

[TpoBeaeHi pobOTH Hax KOJICHOKO MOOUIHPHOIO TUIAT(GOPMOIO TSI CTIMKOCTI
MOYKHAa PO3JAUIMTH Ha JIBa TUMH. Y TEpIIOMY BUMAAKY CTaOUIbHICTH 3a0€3MeUy€eThCs
MaCHBHUM CIocoOOM. Jlo HHX BIZHOCSATHCS 30LIBIICHHS Barh KOJICHOI MOOLILHOI
mwiaropmu [4], a TakoX 30UTBIIEHHS IUIOINII OMOPHOTO MOMIroHy [5]. ¥V Oynb-skomy
BUITQJIKy IIEHTP Mac poOoTa po3TamioBaHWK OUIBII CTaOUIBHO B MeXaxX OMOPHOTO
noJirony. IlacuBHe ynpaBiiHHS JIETKO 3IIHCHHUTH, SIKIIO JAialla30H HOTo 3aCTOCYBaHHS
0OMEXEHHI MEXaHIYHOI0 KOHCTPYKIIIE€I0. B IUX MOCHIDKEHHSIX HE BHKOPUCTYETHCS
NacUBHE YIPaBIiHHS MPYKHO-IUCUTIATUBHUMH MapaMeTpaMu IiJIBICKH poOoTa.

Jpyruii minxin, HaBMAakd, — aKTUBHE ympaBiiHHA. Lledl minxig rapaHTye
CTaOUIBbHICTh IUIIXOM aKTUBHOTO YIPABIiHHSA PO3TAIlyBaHHSAM LIEHTpa Mac poboTta. [lo
IIBOTO TIIXO0Y BIAHOCSTHCS YHCIICHHI IMyOTiKallii mpo CTIHKICTh TyMaHOITHUX POOOTIB
[6, 7, 8]. AKTHBHE YNpaBIiHHS KOJICHOIO MOOLIBHOIO IIAT(GOPMOIO TOCITIIKYBAIOCh
CKOpiIlle B KOHTEKCTI aKTHMBHOI MiABICKH JieTKOBHX aBTomoOumiB [9, 10]. Xoua #ioro
e(eKTUBHICTh OUYEBUIHA, AKTUBHA ITi/IBICKa HE OyJia BIPOBAXKEHA B KOJICHUX POOOTaXx.
B poGorax [11, 12] BHKIaACHO NPHUHIMIKM AKTHBHOTO YIPABIIHHS IMapaMeTpamMu
[ACUBHOT MiJIBICKA Ha OCHOBI METO/1y CTOXAaCTUYHOTO IMHAMIYHOTO MTPOrpaMMYyBaHHS.

VY pobGoti [13 ] mpencraBieHoO THYYKe aKTUBHE YIPaBJIiHHS KOJICHUM pOOOTOM
TIGER 3a momoMororo mpyXHOTO IPHBOJHOTO MexaHi3Mmy. Pobot (puc. 1) ympasmusie
00JlaTHAHOIO MMIIBICKOIO Ta MIHIMI3yE KYTH KpEHY Ta Haxwily po0oTa, KOJH BiH
3HAaXOJUTbCA Ha HEepiBHIM MicreBocTi. [y ympaBniHHS po3poOieHa MOBHA MOIETb
pyXy poboTa Ta CEHCOpHa MOJIENb 1HEPIIMHOTO BUMIpIOBeNlbHOTO O0ka. Ctan pobdoTa
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OIIHIOETHCSI 3@ JOMOMOIOI0 crocTepirada, Ae ¢uibtp Kanmana BHUKOHYE pOJb
KoMrieHcatopa. [loTiM po3poOJseTbess 1 BUKOPUCTOBYETHCS JIHIMHUNA KBaApaTHUHUNA
pEerynsaTop s 3MIMCHEHHS ONTHUMAIILHOTO YIPABIiHHS 3a JOTMOMOTOI0 3BOPOTHOTO
3B A3KY.

Puc. 1. Konicuuit po6ot TIGER

PoboT ckmamaerbes 3 KOpmycy, 3’€IHAHOTO 3 KOJecaMu dYepe3 eIacTUYHUN
npuBOAHUI MexaHi3M. Koseco miaTpuMyeThCs Ha Ky30Bl 3a JIOITOMOTOIO MPYKHHHO-
aMOPTU3aLIHHOI CUCTEMH TIOCHIIOBHO 3 JIIHIHHUM PEAYKTOPHUM JBUTYHOM ITOCTIHHOTO
CTpyMy.

Konu niHiiiHU# ABUTYH MOCTIHHOTO CTPYMY PYXa€ThCsl, BIIHOCHA BIJICTAaHb MiX
TLJIOM po0OTa Ta KOJIECOM 3MIHIOETHCSI.

OcHoBHOIO (DYHKITI€IO TiTa poOOTa € MEePEHECEHHsI BCiX KOMIIOHEHTIB po0OoTa,
BKJIFOYAIOUM Oarapei, eNeKTpUYHI Ta €JICKTPOHHI KOMIIOHEHTH, pI3HE KOPHUCHE
HaBaHTAXXCHHS Ta OTIOPHA CHCTEMa IiJBICKH.

Kopmyc po6oTa moBuHeH Oyt MimHUM 1 JerkuM. Koprmyc Ky30Ba po3poOieHuit
3a MpUHUMIIOM (hepMH JUIst 3a0e3neueHHs )KOPCTKOCT], HEBEIMKA Bara, mpocra 30ipka ta
BUTOTOBJICHHs. HalOiapIl HOBUMHM 4YaCTMHAMH KOHCTPYKIIi poOoTa € TmijIBicKa 3
NPYXKHUM TIPUBOIHAM MEXaHI3MOM.

JliHiifHMI NBUTYH TOCTIMHOTO CTPpyMy MiAKIIOYEHUH 10 nemrdepa dyepes
KOPOMHUCIIO, II00 aKTUBHO YIIPABIISITH BUCOTOIO MiJBICKH Ta 130JIF0BATH TUIO poOOTa Bif
30BHINIHIX TEPEMIKOJ, $KI MOXYTb OyTH CHpUYuMHEHI penbedhoM Ta IHIIUMHU
HEPIBHOCTSMHU.

Hwxkhiit Baxiae MiABICKM po3po0JEHO 3 PI3HUMH MICIIMUA  KPITUICHHS
aMopTU3aTOpa, I 3MiHI TOYaTKOBOT KOH(Irypauii miBiCKH BiIHOCHO Tija poOoTa.

JluHaMi4yHa MOJETh TPYKHOTO TIPUBOJHOTO MEXaHi3My IpeIcTaBlieHa
CHCTEMOIO 3 IBOMA CTYNEHIMH CBOOO/IH, SIK TIOKA3aHO HA PUCYHKY 2.

[Iluna npencraBieHa y BUIVIAAL Macu m,, IO CIUPAETHCA HA 3EMIIIO uepes

LMIHIPOBY NMPYXKHUHY 3 )KOPCTKICTIO K, .
AmopTtuzaTop 300pakeHO SK MpyKUHHO-geMmmdepHuit 6ok, K , C,, 10

HIATPUMYE TUIO poOOTa Macoi m, 3 aKTUBHOK CWiIOK F, ne K, - JKOPCTKICTh
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npyxuHd, C, - Koe]iLieHT Omopy TifpaBIIYHOrO TacHUTENs KOJIHMBaHb. Zz - JIIHIWHE
nepeMillleHHs EHTPIB Mac Y3/I0BXK BEPTHKAIBHOI OCi.

— —— ——— —— — — —_———————— — 9

2. lunamiuna mozens minBicku podota TIGER

PiBHSAHHS IMHAMIKU YIPaBIiHHS CUCTEMOIO MAalOTh HACTYITHUN BUTIIS:
mz =K (z,—z)+C, (2, —2,)+F,;
muZu = _Ks(Zu - Zs) - Cs(zu - Zs) + Kl(Zr - Zu) - F;z'
JUisi ONTUMANBHOTO YIpPaBIiHHSA PO3pOOJICEHO JiHIHHY JUHAMIYHY MOJENb

poboTta 3 ciMOMa CTymeHsSIMU CBOOOAM, SK TMOKa3aHo Ha puc. 3. I[lapamerpu pobota
HaBezleH1 B Ta0. 1.

Puc. 3. [ToBna mogens pobota TIGER

Ha ocHoBI aHamni3y JiTepaTypHUX JDKEpENl MOXKHA BUSHAYUTH 3a1adyi, ki
MOTPiOHO BUPIMIUTH JJIs TOKPAIEHHS JUHAMIYHUX BIACTHBOCTEH KOJICHUX POOOTIB:
— CTBOPUTHM METOJUKY ONTHUMAIBHOTO IPOEKTYBaHHS IACUBHOI IiJBICKU
pobora;

318



IHOOPMATUKA TA MATEMATHUYHI METOAW B MOJIEJTFOBAHHI = 2022 = Tom 12, Ne 4

— BHUKOHATH PO3POOKY KOMIT IOTEPHHUX MPOTPaM ONTHMAIBLHOTO MPOCKTYBAHHS
MacHUBHOI MABICKHA poOOTa;

— TUIAXOM BapiaHTHOTO MOJIETIOBAHHS BH3HAUUTH pAIlliOHATBbHI 3HAYEHHS
KoedirieHTa omopy racuTeNs KOJIHBaHb IITMHHU.

Taoauus 1
[Tapametpu minBicku pob6ota TIGER

Hasga mapamerpa Tlo3nauenns 3HaueHHS
[Tigpecopena maca ms 1,21t
[lepenHs HemigpecopeHa Maca ml,2 0,051
3aHs HeligpecopeHa Maca m3,4 0,051
JKopcTkicTh nmepenHbo1 Npy>KHHA Kr 20 kH/m
JKopcTkicTh 3aTHBOT IPYKUHA K, 20 kH/m
JKopcTkicTh MpY»KUH MUHA Kt 220 xH/m
KoedimieHT ommopy nepeaHporo racuTess KOJINBaHb Cr 3 kHc/m
KoedimieHT ommopy 3aHHOT0 TACUTENS KOJUBaHb C; 3 kHc/m

Meta pob6oTu

OTxe MeTo10 AaHoi poOOTH € PO3poOKa KOMIT IOTEPHUX MPOrpaM ONTHMAIBLHOTO
NPOEKTYBAaHHS MMACHBHOI MIiJABICKA KOJICHOTO poOoTa. B ocHOBY amroputma 3akia
MaTpUYHUI METOJ] MWHAMIYHOTO TporpamyBaHHs P.bemnimana mis Oe3mepepBHHX
IUHAMIYHAX CUCTEM.
OnTuMajibHe NPOEeKTYBAHHS MACUBHOI MiJIBICKH KOJIICHOT0 podoTa

JudepenuiaabHe piBHAHHS BEPTUKAJIbHUX KOJIMBAHb MEXaHIUYHOI CHCTEMH
«po0OOT-70pOTay, IO MPEACTABICHA HAUTIPOCTIIIOW MOACIUIIO (pUc. 4), 3aNTUCYETHCS Y
BHTJISI:

mz+bz+cz=cn+bn, (1)

ne m - TiapecopeHa maca poborta; ¢, b - BIAMOBIAHO KOPCTKICTh MIABICKH 1
Koe(iIieHT omopy racuTeNiB KOJWBaHb, BCTAHOBJICHUX B IMiABICII po0OOTa; z - JIiHINWHE
MEepeMIIlieHHsT I[EHTPY Mac poOoTa Y3I0BXK BEPTHKAIBHOI OCi;, 77 - aMIUITyaa
HEpIBHOCTI Aoporu. Jlopora i MIMHN BBAKAIOTHCS a0COIIOTHO KOPCTKUMHU.

.

|

1If -

i

Puc. 4. Monenb MEXaHIYHOI CHCTEMH «POOOT-IOPOTaY

B meroni aunamiuHOro mporpamyBaHHs P. Bermnmana migBicka po3risaaeThes
K yIpaBisova (QYHKIlS, [0 PEryJioe€ TMEepeMIleHHs MiAPecopeHoi macu pobdora
3armpornoHOBaHUM 00pa3oM. BBoauThes cuia, Aitoda 3 00Ky MiaBiCKH Ha Macy (puc. 5).
CraBuThCs 3a7aua — BHU3HAYUTH PO3PAXyHKOBI (QopMynH mapameTpiB
IPOEKTYBAaHHS: JKOPCTKOCTI Mi/IBICKM 1 Koe(illieHTa OTOpy racuTeNiB KOJIUBaHb [ 14].
HudepeniiaabHe piBHIHHS KOJMBAIBHOTO MPOIECY MA€E BUTJIS
mz =—-F (2)
abo
Z=-u, 3)
ne u=F/m - HeBimoMa cuHTe3yr04a (PYHKIlis, TOOTO 11€ TPUCKOPECHHS.
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o

LI

Puc. 5. Po3paxyHkoBa cxema HalIpOCTIIOro KOJICHOTO po0oTa

PiBusnus (3) mpencraBumMo B HOpManbHid  ¢opmi  Komri, mnpuiimatoun
Z=X,, Z=2X,.

X, =X,
%, = —u. @

Hanumemo cucremy (4) B MaTpudHii hopmi
X =AX +BU, (5)

e X:Bﬂ:[ﬂ; U =[ul A=[8 %)} B=[91}

KBagpatnunuii ¢GyHKIiOHAN $SKOCTi, IIO XapakTepU3ye BUTpATy €Heprii Ha
3MEHIICHHS IIKIIJIMBUX KOJIWBAaHb MA€ BUTIIS

J=[(X PX +U'GU)dt (6)
0
abo

J = [ (oo} + s + pu® )t @)
0

Otxe, Mmatpuni P i G ¢yHKIIOHATY MAlOTh BUIIISIL: P = {0{ 0}; G= [yl
0 7

@opmymoBaHHS 3a1adi CHHTE3Yy: 3HAWTH (i3WYHO 3AIMCHEHHY CHHTE3yIOUy
¢ynkuito piBHSHHSA (5), SKa 3aJ0BOJIHSAE OOMEXKEHHSAM 1 JOCTaBIA€ MiHIMyM
dynakuionany (7). KpiMm Toro, mapameTrpu TpOEKTyBaHHS ITOBHHHI 3a0€3MEYUTH
KOJINBAJIBHUHN TPOLIEC B CHCTEMI 3 MAIMMHU aMIUTITyIaMH MEPEMIIIeHHs 1 TPUCKOPEHHS
IIEHTPY Mac podora.

Heo0XigHOI0 yMOBOIO ONTUMAIILHOCTI € BUPILICHHS HEMIHIHHOTO aaredpaidHoro
piBHsSHHS Pikkari

P+AS+SA-SBG'BS =0 (8)
a00 B pO3rOpHEHOMY BUTJISI
{a o}[o 0}{&1 Slz}{&l Slz}{o 1}{511 Slz}{ 0 }[ y }[0 _1]{511 Slz} o
0 7/ 1 0 S12 S22 S12 S22 0 0 S12 S22 _1 'Ll S12 S22
3BIJIKH OTPUMAEMO CHCTEMY HENIIHIHHUX alreOpaiuHux pPiBHSHbB JJIs BU3HAYCHHS
€JIEMEHTIB CHUMETPUYHOI MATPHUIIl TOMHJIKH OIIIHKH S .
a-Sh/u=0;
7+2512_S222/,U:0; ©)
Sy =88,/ u=0.
3 cuctemu (9) BU3HAYAEMO
Sp =tau; S, =tJu(y +28,); Sy =85,5,/u.
Ockinpku MaTpuist S TOBHHHA OyTH MO3UTHBHO BU3HAYECHA, TO 3 MOXKIIMBHX

3Ha4eHb S, S),, S,, 00MpaeMo I MOJANBUIIMX PO3PAXYHKIB TIIBKHM IO3MTHBHI
3HA4YCHHII.
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CunTtesyroya QyHKIIiS BA3HAYAETHCSI MATPUYHUM BHPA3OM:

' S S X
U=-G'BSX = —[y }[o S e S g e S = (S, 4 S02).
H H U

S Su X%
ITicas miCTaHOBKH €JIE€MEHTIB S,, S,, B CHHTE3yI0Uy (YHKIIII0 MAaEMO
u=(y+2Jau) )"z +(a/ )’z (10)

B piBusnaHs (2) miacTaBuMo F = mu 1 mepeHeceMo CKJIaJ0Bi PIBHSIHHS B JIiBY
YaCTUHY

mz +m((y + 2\ ap) | 1)"? 2 + m(a/ p) "z = 0. (11)

3amaeMocsi CTPYKTYPOIO TPOEKTOBAHOTO O0'€KTy 3 KIJAcy JIHIHHUX CHCTEM.

[Ipunyctumo, mo B migBICKy poOoTa OyayTh BCTaHOBJIEHI LMIIHAPOBI HPYXKWUHHU 1

TipaBIIivHI TacUTEJI KOJIMBaHb, CHJIA OTMOPY SKUX MPOIOPIiiiHA MEPIIOMY CTYIEHIO

MIBUJIKOCTI  TIepeMilieHb. BilbHI  KONMHMBAaHHS  MOJENi-aHallora  OMUCYIOTHCS

nudepeHIITHIM PIBHSHHSAM

mz+bz+cz=0, (12)

ne ¢, b — BIANOBITHO MKOPCTKICTh MIABICKA 1 KOEQIIIEHT OIMOPY TacHUTEIiB
KOJINBaHb.

PiBusnns (11) 1 (12) omucyioTe oaHy 1 Ty X cucTeMy, TOOTO Mapamerpu

MPY>KHO-TUCUTIATUBHUX 3B'SI3KIB MO’KHA BU3HAYWTH IUISIXOM MOPIBHSHHS KOe(]iIli€HTIB
npu z 1z

c=mla! p)*sb=m((y +2au) 1) . (13)

OTpumaiu aHaJTITHYHY 3aJICKHICTh IS MapaMeTpiB MPOEKTyBaHHs. Po3B’s130K
OTPUMYETHCS MIBUIKO 1 0€3 0COOIMBHUX TPYIHOILIIB, aJie HEMA€ YIEBHEHOCTI B TOMY, L0
NP MiJCTaHOBI AOBUIBHUX 3HAUYEHb «, ¥, {4 OTPUMAEMO (PI3UYHO BUKOHAHY II/BICKY,
gka 3a0e3neuye poOOTy MOTPiOHI JMHAMIYHI BJIACTUBOCTI B 33JaHOMY Jiama3oHi
MBUIKOCTEH pyxy. be3 po3B’s3ky mux mnpoOsieM 3amada omTUMi3arii mo30aBiieHa
NPakTUYHOTO ceHCy. OTke, KOXKHA OTPUMaHa CyKYIHICTh HapaMeTpiB MPOEKTYBaHHS
noBWHHA OyTH (Hi3nuHO BUKOHaHA. e mocsraeThcss OOrpyHTOBAaHMM BHOOPOM BaroBHUX
Koe(]ilieHTiB KBaPaTHUYHOTO (PYHKIIOHATY SKOCTI.
Buoip Baropux koe@iunieHTIiB KBaAPpaTUYHOTr0 QyHKIIOHATY AIKOCTI

EnemenTtn matpuns P 1 G 3a3BUYail BUOMPAIOTh METOAOM MPOO 1 TOMUIIOK, 1110
CYTTEBO YCKJIQJHIOE CHHTE3 CHUCTEM 3a JaHUMHU KpuTepismu. llpum BupimeHHi i€l
npoOjaeMu HEOOXIJHO BUXOAWUTH 3 OCHOBHOTO TPU3HAYEHHS MPOEKTOBAHOI CHCTEMH.
CtBOpro€eThCs MiABiCKa poOOTa, OJHE 3 MPU3HAYCHB SKOI 3a0€3MEYNTH KOJIWBaTbHUI
MpoIIeC B CUCTEMI 3 MAJIMMU aMIUTITyJIlaM{ TIEPEeMIIICHHS 1 TPUCKOPEHHS LEHTPY Mac
poboTa, aje HasBHICTb ANepiOJUYHOTO 3aKOHY pyXy HeOakaHa. 1100 BUKIIOUHMTH
PE30HaHCHI SIBHINIA B CHCTEMi B MEpiojJ PyXy, YacToTa KOJIMBaHb Macu poOoTa He
NOBHMHHA MepeBHIyBaTH 2 1.

st orpuManHs (I3UYHO peanizyeMoOi MiABICKH JOCHIKYEMO 3aJICKHICTh
OCHOBHHX JMHAMIYHUX MOKa3HUKIB POOOTa BiJl BaroBux Koe(ili€HTIB, MPEACTABICHY
dbopmynamu:

vi=alu: EX=(b/b, V¥ =05+—"_, (14)
u; g kp 4 /—a'u

2
Jle v© =c/m — KBaJpar 4aCTOTH BJACHUX KOJNMBaHb Macu pobGora; b/b,,
CTyHeHb AeMIl(pyBaHHS KOJIMBAIBHOTO IIpolecy; m — Maca po0oTa; ¢ — JKOPCTKICTb
MiABICKHU; by, = 2</mc — KpUTHYHA BENHYHHA KOC(Il[iEHTa ONOPY aCHTENIB KOJIUBAHb.

AHaniz ¢GopMya CBIIYUTH MPO TE€, IO CTYMiHb AeMI(YBaHHS 3HAXOIUTHCS B
npsMild  3aJIGKHOCTI Bil BaroBoro koedimieHta y, mnpuuomy npu y =0 cTymiHb
nemndysanas & ~ 0,7; mpu y>0— £>0,7, mo BigNOBigae anepiogUYHOMY 3aKOHY
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pyxy macu. Ilpu mpoekTyBaHHI MiABICKM KOE(IIliEHT ¥ MOXKE NMPUKUMATH HETaTUBHI
3HaueHHs. YacToTa BIaCHUX KOJMBaHb 3QJICKUTH Bia KoedilieHTIB « 1 4 . OCKinbKH
4yacTOTa KOJMBaHb BEJIMYMHA MO3UTHBHA, TO 1 BaroBl KOEQIUIEHTH « 1 g TOBUHHI
OyTH TO3WTHBHUMH. 30HA IX JONMYCTHMHX 3HAa4€Hb BHU3HAYAETHCS pPEATHLHUM
Jiama30HOM YacTOT BJIACHUX KOJHMBaHb CHUCTEeMH. YacToTa KOJMMBaHb Macu poboTa
noBuHHa OyTH B Mexax 1...2 ', oTke, 3HaYeHHS @ 1 4 TOBUHHI BiIMOBIAATH LILOMY
Jiana3oHy. 3BiJICK MOYKHA BUBECTH 3aJICXKHICTI MI>K BATOBUMHU Koe]illieHTaMu.
a<uvt=12,56u. (15)
Bumora mno3uTHBHOI BM3HAYE€HOCTI MaTpulll S BCTAHOBIIOE JIOJATKOBY
3JIEKHICTh M)XK BAarOBUMH KOE(ILIEHTAMH

y>—Jau . (16)

AJITOPUTM NOUIYKY NPOEKTHHUX pillleHb

[Ipu mnpoekryBaHi miaBickM poOoTa MOTPIOHO BUOpATH TaKy CYKYIHICTh
napameTpiB IPOEKTyBaHHS, siKa 3a0€3MeUnTh KOJIMBAILHHUM MPOIEC B CUCTEMI 3 MAaJTUMU
aMIUTITyAaMH TIepeMilleHHs] 1 MPUCKOPEHHS IeHTpy Mac pobora. OTxe, alropuTM
IOLIYKY IPOEKTHUX pILIEHb I[OBUHEH MICTUTH OJIOK PO3paxyHKy MaKCHUMaJbHUX
3HAYEHb NMPUCKOPEHHS 1 KoedillieHTa BEpTUKAILHOT IMHAMIKH LIEHTPY Mac pooOoTa.

AJNTOPHUTM TOIIYKY MPOCKTHHUX PIllIeHb TPUBEICHO HA PHC. 6.

e
Lo HI
BxiaHi AaHi: Uwkn | 8ig 0 go 19 o
maca po6ota, m

MpucKopeHHs Mac l
pobora, Y
KoediujieHt w=mn/4%(1+1)
BEPTUKaNbHOI dl=(1+4*eM2*(w/v)*2) 7 0.5
AuHamiku, Kdv d2=((1-(w/v)A2)A2+4* en2 *
(w/v)A2) 0.5
dp=d1/d2
dy=(w/v)A2 *dp

TAK

[lopasaHHs paaky 8
Tabaunuo 3i
3HaYeHHAMM
¢, b, Ymax, Kdvi, y, a, k.

Yi=dy l
Unkn psin 0.2 go 1

e

TAK

36inblnTh y Ha 50
Lnkny

Lnkn a 8ig 1000 go 13000

36inbLWwKTH a Ha 2000
Lnkn a

Ymax =Yi

l

36inblwuTi | Ha 1

Lukny 8ig -200 go 50

I

c=m*(a/p)"05
bl=(y+2*(a*W"05)/u

g

TAK
n=b/(2*m) ‘
v=(c/m)r05

e=n/v

36inbwutyn pHa 0.2
Lnkn

Kdvi =Ymax /g ‘

Puc. 6. Anroput™ nouryky NpoeKkTHUX pilIEHb
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CrBopena komm’rorepHa mnporpama «ROBOT» onTtumManbHOTO HpOEKTyBaHHS
nacuBHOI miABickU poOoTta. Pesdynbratu po3paxyHky nis pobora TIGER mpuseneni B
Tadymi 2.

Taoaunsa 2
OnTumanbHU BapiaHTH napameTpiB migBicku podora TIGER
52 ROBOT - 0 X
Tabnuus pezynbTaTie po3paxyHKiB:
mT 1,21 b. kHe/m Ymax Kdv ¥ a n
TT7MINIBEETIET  [216175969853217 | 0220362864274431 0 7000 06
130U JBIETIH663 2184269745063 0.2318317TBMTRZ |50 7000 06
Y 2,2 128336078 | 7UGIIGTE [21BISIGIE DNSTEITIIS 0 5000 08
0123586321063 | SSNETESETEONIN2  [21BI9GTGRTISET 0222487 |00 000 1
VIATH0ETI0CATI2 | TIAGZETAM363 [215867BIITES12 0.220MBTSETVGS |00 5000 1
Kdv: 0.22 12600570620568 | 1524025203365 [216493020774823  0.220676677650176 1
126905670620568 | 1754617165035 |2198199B1150193 | 0.22407745275243 1
Pospaxysatn
Korn'totepra nporpama ana
paspaxyHKy Ta enbopy
ONTUMENEHWK NapaMETRiE
nifsickH KonicHoro podota

TecTyBaHHST KOMIT' IOTEPHOI MPOrpaMU BUKOHAHO MLIAXOM KOMII IOTEPHOTO
MonemoBanHa B cepenoumi SimInTech [15], po3paxynkom 3a dopmymnamu B
komrt ' roTepHii mporpami DINAM 1 cepenoBumii Excel.

JIyist OIiHKH SIKOCTI JWHAMIYHUX BJIACTUBOCTEH poOOTa CTBOpEHA KOMII IOTEpHA
nporpama DINAM, pe3ynbTatu sIKOT BUJAIOTHCS Y BUTIISAA1 TabauIi i rpadikis (puc. 7).

BeegiTs BXigHi gani: m T E b, kHe/m: (15,294 | c, kHim: ‘126,905 h, m: || l
| (v b L. i it | b i 25
b 1 0 1 10
157 | 1023206670556 .| OGRAMATAGSIED..| 12320667055, ORADATHGSIED.. 000R4S121625.. 2 —
3.4 | 1,088974811789... | 0.102372608059... | 1.086974611789... | 0,102372606059... | 0.010435535989... /
471 |1.1835451B8500.. | 0250341756649, .| 1183545188500...| 0.250341756649 . | 0,025513037375 15 ,’
628 | 1278552785139 | 0480778000515, . | 1.278552785139... | 0,480778000515... | 0.049008970490... P e ]
785 | 133384E270782.. | 0.7BITAST216)... | 1333848270782 .. | 0,783704572161... | 0,079888335592.. 1 7 Y
942 |1320551042908... | 1,117264142723. .| 1,320851042908... | 1117284142723...|0,113892365288... 05 /
1059 | 1.244891517128... | 1.433618277709... | 1.244891517128... | 1.433618277709... | 0.146138458482... : /'
1256 | 1.137112338780...| 1.710366317828...| 1.137112338780... | 1.71036651782...|0.174345325034.. 0
14,13 | 1,0263753343525 | 1,950069425703... | 1,0243753343525 | 1,950069425703...|0,198783835443.. 0 2 4 6 8 10 12 4 16
157 |0.920689196068... |2 163809327654... | 0,320689196068... | 2.163B09327654 .. | 0,220571796906... e
—M i —‘;mmmmml.
25 0.25
2 i 02 P
15 // 015 -~
1 gt 4 01 A
// - //
05 /, 0.05: /
0 0 W
0 2 4 6 ] 10 12 14 16 0 2 4 6 L] 10 12 14 16
e NMepoMRLSHKA LoD MaC pOSOT. __ picKopessa LauTp3 Mac podors, ae FOBDILIENT BEDTIKANEHOI SybEMINH,
z ¥

Puc. 7. Pesynbrat po6otu nporpamu DINAM
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JUis npudHATTA pilleHHd Oyna BUKOHaHa 3a jgonomoror nporpamu DINAM
OIliHKA SKOCTI JMHAMIYHMX BJIACTMBOCTEH poOOTa NpH Pi3HUX BapiaHTaxX IMapamMeTpiB
MABICKH, 110 HaBeJeH1 B Ta0IUI 3.

Taoaunsa 3
O1iHKa SKOCTI TUHAMIYHUX BiacTUBOCTel podora TIGER
Bapianrtu b c d, Y K,
Monenb-aHajor 12 80 1,34 2,646 0,269
Bapiantne monentoBanHs 6,475 80 1,85 2,003 0,204
OnTuManbHUi BapiaHt 1 9,928 101,235 1,55 2,179 0,222
OnTuManbHUN BapiaHT 2 11,462 114,790 1,48 2,158 0,219
OnTuManpHui Bapiant 3 15,294 126,905 1,33 2,163 0,220
OnTuManbHU BapiaHT 4 17,524 126,905 1,27 2,196 0,223

IcHye NOHATTS MOKa3HUK KOJIMBAIBHOCTI M - BIJHOIIEHHS MaKCHMAaJIbHOTO
3HAYeHHs KoedilieHra JauHamiyHOCTI d, 10 Horo 3HayeHHs 1pu =0

M=d,. . /d, . TlokasHHK KOJIMBAaJIbHOCTi XapaKTEPU3Y€ CXWIbHICTb CHCTEMH JIO

p max
KonuBaHb. Yum Bume M, TUM MEHII SKICHA CHUCTEMa 3a IHIIMX pPIBHUX YMOB.
BBaxaetbcs gomyctumum, sikmo 1,1 <M <15. Pobor TIGER mae b=12 xHc/m 1

M =1,34, T1OOTO BIANOBIAA€ JOMYCTUMIN HOpMI. AJie MaKCUMallbHE 3HAYCHHS
aMILTITyu TIpECKopeHHs mpu @ =15,7 ¢! mopismioe 2,646, mo He momyctumo. Ipu

BUKOHaHi onTMMisaiii nomyctumi 3Hauenns Y, =22 wm/c’> i K, =022. Toxmi ans

peainizanii MOXKHA MPUMHATH MapaMeTpy ONTUMAIbHUX BapiaHTiB 2 1 3.

BucHoBkH

1. ¥V poborti npeacrasineHa po3poOka komm torepHoi nporpamu «KROBOT» nns
ONTUMAJIBFHOTO MPOEKTYBAaHHS MAaCHUBHOI MiJIBICKM KOJICHOIO poOOTa Ta KOMII I0TepHa
nporpama «DINAM» aing OmIHKKM HOTO JUHAMIYHUX BiacTUBOCTed. TecTyBaHHs
KOMIT'IOTEPHUX MPOrpaM BHKOHAHO MLUISIXOM KOMII'IOTEPHOTO MOJEIIOBaHHSA B
cepenosuili SimlnTech 1 po3paxynkom 3a popmynamu B cepenosuii Excel.

2. Ha ocHOBiI KOMIT'IOTEPHOTO MOJIEJIIOBaHHS, BapiaHTHOTO MOJEIIOBAHHS Ta
ONTHUMI3alll OTPUMaHI apaMeTpH NAacUBHOI MIABICKK po0OTa, 110 3a0e3MeuyoTh HoMy
HaWKpaIlli JUHAMIYHI BIACTUBOCTI MTOPIBHSHO 3 MOJICILIIO-aHAJIOTOM.

3. Komm’rorepHe MonentoBaHHSA Ta ONTUMI3allil0 IOTPIOHO BHMKOHATU Ha
MepIIOMY eTalli MPOEKTYBaHHsI, 110 JI03BOJUTH CTBOPIOBATH Cy4YacHI KOJIICHI poOOTH 1
CKOPOTHUTH X TEPMiH HPOECKTYBaHHS.
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DEVELOPMENT OF COMPUTER PROGRAMS FOR THE OPTIMAL
DESIGN OF THE PASSIVE SUSPENSION OF A WHEELED ROBOT

N.M. Yershova, N.V. Tkachuk, S.A. Renhach

Prydniprovska State Academy of Civil Engineering and Architecture
24 a, St. Architect Oleg Petrov, Dnipro, 49005, Ukraine. E-mail:
nersoval07@gmail.com, tkachuk.nadya7@gmail.com, docker1280@gmail.com

Currently, mobile robots are widely used. Based on the analysis of a large number of possible suspension
options, they came to the conclusion about the feasibility of using wheeled robots with dynamic
suspension. For the design of systems under the influence of random disturbances, a method of stochastic
dynamic programming has been developed. The method is very effective, as it allows determining the law
of optimal control of robot suspension parameters. According to this suspension design method, the work
should be performed in stages: a passive suspension is designed based on the method of dynamic
programming for continuous deterministic systems and the analysis of the robot's dynamic indicators; the
expediency of introducing active control parameters of the Kalman-Busy algorithm into the passive
suspension is checked and a final decision is made about the suspension's operating principle; the law of
optimal management of robot suspension parameters is determined, if a decision is made to design an
active suspension. In this case, less external energy is needed to suppress harmful vibrations. In the
existing scientific and technical literature, mathematical models of robots with active suspension are
considered, and it is not clear on what basis the suspension parameters of the original system were
adopted. This work considers the first stage of designing the suspension of a wheeled robot. There are no
computer programs for optimal design of the passive suspension of a wheeled robot. Therefore, the
purpose of this work is to develop computer programs for the optimal design of the passive suspension of
a wheeled robot. R. Bellman's matrix method of dynamic programming for continuous dynamic systems,
which is a scientific novelty of the work, is the basis of the design solution search algorithm. The created
computer program "ROBOT" is designed to select optimal suspension parameters, provided that the
maximum values of acceleration and the coefficient of vertical dynamics of the center of mass of the
robot do not exceed the permissible values. The evaluation of the dynamic properties of the robot is
performed using the computer program "DINAM", the results of which are issued in the form of graphs
and calculation tables. The parameters of the TIGER wheeled robot are taken as an analog model. On the
basis of computer modeling, variant modeling and optimization, the passive suspension parameters of the
robot were obtained, which provide it with the best dynamic properties compared to the analog model.
This work is an important contribution to the field of computer science and software engineering.
Keywords: optimal design of wheeled robot suspension, computer program, matrix method of dynamic
programming
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METOJ BUABJIEHHA POSMUTTA TA MYJbBTHUIIVIIKATUBHOI'O ITYMY
AK OBPOBKH IN®POBOI'O 30OPA’KEHHA HA OCHOBI AHAJII3Y
KOE®IHIEHTIB IUCKPETHOTI'O KOCUHYCHOI'O IEPETBOPEHHSA

€.0. Koponposa, b.0O. Po3ymsik, B.B. 3opino, O.1O. Jlebenena, [I.A. MaeBchkuit

Hamionansuuii yHiBepcuteT «Ojechka nojiTexHikay, np.IllleBuenka, 1, Oxeca, 65044
vikazorilo@gmail.com

OueBugHNM € ToW ¢axT, mwo 6e3 iHpopmauiiiHoi Oe3nekn He Moxe OyTH HisKOi
Oesnexu. IlepeOyBaHHs B TOMy 4M iHIIOMY iH(opMaumiiHOMy NpOCTOpi 3MIHIOE
CBIZIOMICTb, 3MYILUY€E JIOJICH YHMHUTH 3JI0YMHHM DI3HOTO CTYIEHS TSKKOCTI, abo
BUIIPaBIOBYBaTH Ti IIATPUMYBaTH 3JIOYMHLIB. BaxiauBuMm IHCTpyMEHTOM B
MopymIeHHi iHdopMaiiiftHoi Oe3neKkn € TpomaraHja, ska He Tpedye HiSKUMU
METOJaMU JJIsl JOCATHEHHS METH, B TOMY YHCII BHUKOPHCTOBYE TMiapoOmi ¢oTto-,
Bizmeo- Ta aymio-haiimu Uit 3MiMCHeHHS iH()OPMAaIiHHO-TICHXO0JIOTIYHOT'O BITUBY Ha
CcycmiyibcTBO. MeToau OOpoThOM 3 TOMIOHMMH BHIIAJKaMHU HOCSTH BCEOIYHHMIA,
KOMIUTEKCHUI Xapakrtep. IloMiK HHX BaXJHMBY pOJb IIOCITAIOTH METOAU
BCTAHOBJICHHSI 1CTHHHOCTI LM(POBOrO KOHTEHTY a0 JOBEIEHHS TOTO, LIO Ta YU
iHma indopmanis € gerikom. Ipu nixpoOui nuppoBux Qaiiis, 30kpema, HUGPOBUX
300pakeHb, 4acCTO BUKOPHCTOBYIOTb METOAM IOCT OOpOOKHM, Taki SIK PO3MHTTA,
MYJIbTUIUIIKATUBHUN LIYM TOIIO. BUsBIEHHS AaHUX BUAIB MOCT 0OpoOKM Hapasi He
€ BUPIIICHOIO 3a]]aueio, X04 i Mae MeBHi ycnixu. Meroro 1€l poOoTH € miABUIICHHS
e(heKTUBHOCTI BHUSBJICHHSA OOpPOOKH IU(PPOBOrO 300pa)KCHHS MUIIXOM PO3POOKH
METOJY BHSBIICHHS PO3SMHTTS Ta METOXIY BUSBICHHS MYJIBTHUIUIIKATHUBHOTO IIYMY.
[IpoBeneHo OOUYMCIIOBANBHUI EKCIIEPHMEHT, B PE3YyJIbTaTi SKOTO BCTAHOBJICHO, IO
3pyYHHM Ta e(eKTUBHUM IHCTPYMEHTOM ISl BHSABICHHS PO3MUTTA 3a ['aycom Ta
MYJBTHIDTIKATHBHOTO IIYMy € AWCKPETHE KOCHHYCHE IEepPEeTBOPEHHS. Po3MHTTS
3MEHIIYE€ 3HAYCHHS BHCOKOYACTOTHHX KOE(IIli€HTIB IUCKPETHOTO KOCHHYCHOTO
MIEPETBOPEHHS, B TOH Yac KOJU MYJbTUIUIIKATUBHUHN IIyM iX 30imbrrye. [Tpu mipomy
HeoOpoOJIeHe 300pakeHHsI Mae€ BHUCOKOYACTOTHI KOe(illieHTH B MeXax MEBHOI
HOpMH. B poOOTI BHaIOCSs BHUIUIMTH TOPOTOBI 3HAYEHHS, WO JO3BOJIIOTH
3a(ikCyBaTH BIOXWJICHHS BiJl HODMH B TOH 4YM iHIMKA Oik, HA OCHOBI 4OrO
PO3p0o06IEHO METOI BUSBICHHS PO3MUTTS T4 METOJ BUSIBIICHHSI MYJIbTHILTIKATHBHOTO
LIyMy, 3aCHOBaHI Ha aHaJi3i BUCOKOYACTOTHHX KOE(]ILIEHTIB JUCKPETHOTO
KOCHHYCHOTO IIEpETBOPCHHS

Kurouosi ciioBa: indopmariiina 6e3nexa, mudpoBa KpUMiHATICTHKA, TTUPPOBI
300pakeHHs, PO3MUTTS, MYJIbTUILTIKATUBHUH ITyM.

CyuacHMii CBIT — IIe CBIT TEXHOJOTiIH, B TOMYy dYHCHI iHQOpMALiHHHUX 1
nudpoBux. 3axUIEHICTh 1HGOPMAIIIHHOTO MPOCTOPY CYCHUIBCTBA € TMOKa3HUKOM
0e3meKy He JUINEe MCUXOJIOTIYHOI, colianbHoi, a # (izuunoi. 3axuct iHpopmauii Big
MOPYIIEHBb IUTICHOCTI TOCIA€ BAKIMWBE MICIE B KOMIUICKCHHUX CHCTEMaX 3aXHCTY
iHpopmanii Ta B uMGpPOBiH KpuMiHamicTUIi. BaxiuBo po3ymiTH, IO PO3BUTOK
TEXHOJIOT1H, 3aco00amMH SKMX MOJKHA 3IMCHUTH TOPYIICHHS LUIICHOCTI 1H(opMaIii,
CSITHYB Takoro PiBHS, KOJMU W HerpogeciiiHi KopucTyBadi 31aTHI BUKOHATU T€ Y iHIIE
CIIOTBOPEHHS 1HGOpMaIIiitHOTO daiiiy.

BaxxnuBe wmicie anst cydacHoi NOIWHU BUKOHYe mudpoBa dortorpadis. Mu
nepegaemMo uepe3 mudpoi GoTo Oe31id BaxnuBoi iHPopMalii: TeKcTH, 300paKeHHs
CIIeH, TMpeaMeTiB, JoAel, mnoxid. Yactro 300pakeHHS BUKOPUCTOBYIOTH IS
JOKYMEHTYBaHHS 4OTOCh Ba)KJIMBOTO: PEYOBUX JIOKa3iB, TOPYIICHb IPAaBHI
JIOPOKHBOTO PYXY, BOKIUBUX ICTOPUYHUX TOMIA Ta ociO Tomo. B Takux BHmagkax
danscudikamis MUPOBUX 300paKEHh MOKE MaTH HeOakaHi HACHIIKH I CHCTEMH
iHpopmamiitHoi Ge3nexu. Haimommpenimi Bumu migpoOku Ta oOpoOKu nudpoBUX

327



€.0. Koponposa, b.0O. Po3ymsik, B.B. 3opino, O.1O. Jlebenena, [[.A. MaeBchkuit

300pakeHb: HakianaHHs mymy (I'ayciB, MyJIbTHUIUIIKATUBHUI, CUTb-TIEPELIb); POSMUTTS;
MiBUIIEHHS PI3KOCT1; KJIOHYBaHHS; ()OTOMOHTAX.

Metoau BUsIBIIEHHS MiAPOOOK IUPPOBUX 300pakeHb MOKHA PO3AUIMTH Ha IB1
TpyNy: aKTUBHI 1 TMACHBHI METOJMW BHSBJICHHS IOPYIIEHb IUTICHOCTI IM(GPOBUX
300paKeHb.

Jlnst aktuBHOI ineHTHdiKamii mapoOboK MOTpiOHI MOMepeIHbO BUTATHYTI abo
BOYZOBaHI JaHi. YMOBHO METOJH, SIKi BHKOPHCTOBYIOTHCS JJISi aKTHBHOTO 3aXHCTY
Mesia, MOKHA TTOAUTHTH Ha JIBa BUIU: METOJY Ha OCHOBI ITU(POBOTO MIAMKCY 1 METOIN
Ha OCHOBI IU(POBHX BOJASHUX 3HAaKiB [l-2].AKTHMBHI METOAM MAIOTh CILUILHUN
OCHOBHHUH HEJOJIIK — BOHM MalOTh OYTH 3aCTOCOBaHi J0 TOTO, K 300pakeHHs Oyne
HiJIaHO TIOPYIIEHHSAM IUIICHOCTI pizHOro ponay. 11lo6 momonatu nei HemomiK, iCHYeE
0arato MeTO/1iB TaCUBHOTO 3aXHUCTY.

[TacuBHI MeTOAM BHUKOPHUCTOBYIOTH Oe3rocepenHbO  300paskeHHS s
nepeBipku oro nuricHocTi [3]. anbcudikaris MoKe MOPYIIUTH 0a30BY CTATHCTHYHY
BJIACTUBICTh 4Yepe3 HEY3rO/DKEHICTh UIyMYy, PO3MHUTTS 300paXeHHS, MiABHILCHHS
pi3KocTi 300pakeHHs [4], KOMitOBaHHS-TIEpEeMIlIeHHs (KJIOHYBaHHS) a00 (OTOMOHTaX
[5] Ta TOManboBYBaHHS 00’ €KTIB HA 300paXkeHHI 3aco0amu rpadiyHUX peaakTopis [6].

Meroau, HampaBieHI Ha BHSBICHHS MHUX MiAPOOOK, YacTO BHKOPHCTOBYIOTH
0COOJIMBOCTI SIKOICh KOHKPETHOT OOPOOKH 1 HE € YHIBEpCATHHIUMH.

Meroto 11i€i poOOTH € TiABUIIEHHS €()EKTUBHOCTI BHUSBICHHS OOpPOOKH
1U(POBOTO 300pKEHHS HUIIXOM PO3POOKH METONY BHUSIBICHHS PO3MHUTTS Ta METOIY
BUSIBJICHHSI MYJIBTUTUTIKATHBHOTO IITyMY.

Ha cporomni oguH i3 HaileQEeKTUBHINIMX METOMIB BUSBICHHS PO3MHUTTS
1i(poBoro 300payKEHHS 3aCHOBAHWM Ha aHAJII31 MIBUAKOCTI POCTY CHHTYJISIPHUX YHCEIT
05okiB Matpuii 1mdpoBoro 300paxenss|[7]. OmuH i3 KpOKiB MeToAa — JOJaTKOBA
MepeBipKa €KCIEPTHUM PO3MHUTTSM, IO MOTPeOye BHKOHAHHS €KCIIEPTOM IMOMEPEIHIX
MaHIMysiid Haj 300pakeHHsM. 1le BHOCUTH MEeBHI HE3PYYHOCTI B MIPOLIEC EKCIIEPTH3H,
TOMY aKTyaJbHUM JIMIIAE€THCS TOIIYK HOBUX IHCTPYMEHTIB Ul BUPIMICHHS JaHOI
3a1aui.
B nmaniii cTaTTi pO3IJIAHYTO BIUIMB PO3MUTTS Ha BJAcCHI 3HAYCHHS 1 Ha KOeQilli€eHTH
JUCKPETHOTO KOCHHYCHOTO IE€pPETBOPEHHS OJIOKIB MaTpulli HHU(POBOro 300pakeHHS.
[{udposi 300paxeHHs, K 1 Oyab-sIKWI CUTHAJ, MOYKHA PO3KJIACTH Ha BUCOKI, CEpeIHI Ta
HU3bKI 9acTOTH. HU3bKUM YacTOTaM TOJIOBHUM YHMHOM BIiNOBiNalOTH (POHOBI YaCTUHU
300pakeHHS, @ BUCOKMM YacTOTaM — KOHTYpH. OCKIJIbKH PO3MUTTS BITUBAE Ha BUCOKI
YacTOTH, a caMe 3MEHIIYe iX, OyJo MpHUIHATE PIlICHHS aHaJIi3yBaTH TUIBKHU Ti BIACHI
3HAYCHHsI, 10 BIJMOBIJAIOTh BUCOKMM YaCTOTaM, OCKUIBKH B PaHHIX MyOJiKaIisax 0yio
BCTAHOBIICHO BI/IMOBITHICTh HAMMEHIITUX BIACHUX 3HAYEHb CAME BUCOKUM YaCTOTaM.

st ekciepumenTty chopmyemo 6a3y 3 100 306pakens popmaty 6e3 BTpar (tif)
ta 100 300paxenp y ¢opmari 3 Brparamu (jpg). Posmurrs OynemMo BUKOHYBaTH y
rpadigHomy penaktopi AdobePhotoshop 3acobamu ¢ineTpy «Po3mutts 3a ['aycom» 3
paaiycom | mikcens. [Ticast 06poOku Bci 300paskeHHs 30epekeHo y ¢hopmari 6e3 BTpar.
[Tpu TakoMy 3HaYeH1 pajiiyca pO3MUTTS Bi3yaJIbHO HE TTOMITHO, 110 MOYKHA ITOOAYNUTH Ha
pucynky 1. [ToOynyBaBmu rpadik cepeiHix 3HA4YeHb MEPIIUX S5 BIACHUX 3HAYEHb I10
BciM Osokam 113 mns 100 opurinanshaux 1 100 posmuTux 300paxens y ¢popmati JPG,
OyJ0 BUSIBJICHO, 110 caMe Tepiii 4 BIacHI 3HAYSHHS 3a3HaJM 3HAYHOTO 3MEHILICHHS MPH
PO3MHMTTI, IO MIATBEPKYE IO BIAMOBITHICTH (PUCYHOK 2).
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10 CepepaHi 3HaueHHn nepwux 5 B3 no Bcim 6nokam marpuui U3

3HaveHHs B3

Howmep B3

Puc. 1. IIpuxnan pozmMuroro Puc. 2. I'padik cepenHix 3HaUCHb 11 ATH
300pakeHHS 3 PailycoM PO3MUTTS | HalMEHIIIUX BJIACHUX 3HAYCHB IO BCIM
MKCEeIb omnokam 113

ExcniepuMeHT mokasas, 1110, BUKOPHCTOBYIOUYH BJACHI 3HAU€HHs, 3HANTH mopir
JUIS BIIOKpEeMJIEHHST OOpoOJeHUX 300pakeHb BiJT HEOOPOOJEHMX BKpal BaXXKO abo
HEMOXJIMBO TaK, 100 1eil mMeron OyB eQeKTHBHIIIMN 3a HOro aHajaor Ha OCHOBI
BUKOPUCTAHHS CHUHTYIISIPHOTO PO3KJIAJaHHS. BUKOpHCTaHHS BIACHUX 3HAYEHBb [allo
BEJIMKY KUTBKICTh TIOMUJIOK IPYTOTO POY.

[Ipoananizyemo BIUTMB PO3MUTTS Ha BHcOkKoudacTOTHI koedimientn JKII, sxi
3HAXOJAThCA B MIPABOMY HM)KHBOMY KYTi KBaJIpaTHOI MaTpulli. MaTpuiito 300pakeHHs
po3i0’eMO cTaHIApTHUM YMHOM Ha Osioku 8%8. J[ns koxxHoro 0s10KY 3actocyemo JIKII
Ta BHIITUMO KOE(II[iEHTH, IO BIiAMOBiIalOTh BUCOKUM 4YacToTaMm (9 koedilieHTiB B
HIDKHBOMY TpaBOMY KyTi). 3HaiiiemMo cepenHe apudMeTHYHE 3HAYEHHS IS
BIZIMOBITHUX KOe(]ili€HTIB MO BCiM OJ0KaM HU(pPOBOro 300pakeHHs, B pe3yJIbTaTi 40ro
OoTpuMaeMo 9 3HAYEHb, SIKI TTOCTABUMO Yy BIAMOBIAHICTH U(PpoBOMY 300pakeHHI0. Ha
pUcyHKax 2 Ta 4 MOXeMO O0a4uTH OTpHMaHI pPe3yJNbTaTH Ui 300pakeHb 0e3 BTpar i 3
BTpaTtamMu BianoBimHO. KoxkHuit Tpadik BIAMOBIZa€ OIHOMY 300paXEHHIO Ta €
IHTepHOJALIMHUM CITaiiHOM JUIs 9 ycepeTHEeHUX BUCOKoYacTOTHUX Koedimienti JAKII.

3riiHO pe3ynbTaTiB, oTpuMaHuX mnpu a”am3l koedimientiB JKII go ta micas
PO3MHTTS (YEpBOHHMI Ta CHHIA KOJIp BIiANMOBIAHO), MOXHA 3pOOMTH BHCHOBOK, IO
3MeHIIeHHST BHCOKodacTOTHUX KoedimientiB JAKIT mpu posmurti 1[3 y dopmati 3
BTparamu, Oy[e MEHIle, HiK y BUmanky aHamizy L3, 30epexxenoro 6e3 Brpar. lle
BIIOYBA€EThCSA 3a paxyHOK ToOro, 1o, npu 36epexeni L3 y dopmari i3 BTpatamu
abcomoTHI 3HaYeHHS BHUCOKo4acTOTHUX KoedimieHTiB JKII 3MeHmryroThcst sK
pe3yabTaT CTUCHEHHS. TOMY TONTYK TIOPOTOBOTO 3HAYEHHS JUIs 300pa)KeHb 3 BTpaTaMu
MOe OyTH CKJIQIHIIIUM, HIX [T 300pakeHb 0e3 BTpaT, ajge MOKIMBHM.

OtpumaBmu rpadiku cepeHiX 3HaYeHb BUCOKOYAcTOTHUX KoedimienTi JIKII,
Oyno BupilIeHO oOpaTu amIUliTyQy Tpadika, sIK OCHOBHY Xapakrepuctuky L3 mpu
po3p0o0I1i METOTY BUSIBIICHHS PO3MUTTS.

BucokouacToTHi koediuienTn 0K BucokouacToTHi koediuienTn OKIM

o
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o
o

BHaueHHs koedillieHTa
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N

BHaueHHs koedilieHTa
o
b

o

I
S

Opurikanshe LI3
Poammte

-0.2 \
Opurinanbhe L3 |\
Poamute \
03 . . : : 04
1 2 3 4 5 6 & 8 9 1 2 3 4 5 6 7 8 9

Homep koediuieHta Homep koediljieHTa

Puc. 3. I'padikm cepenHix 3HaAYEHBb Puc.4. I'padik cepennix 3HaueHnb JKII
JKII o Bcim 6mokam matpuit 13 as nmo BciM Omokam w™arpuni 13 mms
300paxens y popmari TIFF 300paxkens y ¢popmari JPG
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Byno npoBeneno anainiz amruniTyn rpadikiB cepeiHiX 3HAYeHb BUCOKOYACTOTHUX
JKII mo Bcim Gokam matputii 113. 3a qomomororo 1m1poro aHamizy Oyslo BCTAHOBIEHO,
10, BUKOPUCTOBYIOUM BUCOKOYacTOTHI koedirientn JKII MoxHa BUSBUTH PO3MUTTS
3. Ane, skmo B 300paxkeHHi Oyna 3HayHa A0 (OHOBOI YAaCTHHH, €(PEKTUBHICTh
TAKOTO METOJIa 3MEHIITYETHCS 32 PAXYHOK IMIOMIJIOK JIPYTOTO POITY.

Jlns TOKpalieHHsT pe3yibTaTiB OyJno MpOaHAIi30BaHO CEPEAHI0 aMILTITYIy
rpadikiB BucokodactoTHux koedimientiB JIKII mo Bcim Onokam, a TakoXx OJIOK 3
MaKCHUMaJIbHOIO aMIUTITYy1010 Tpadiky BucokodacToTHHX KoedimientiB JIKII. Ocranne
JIAJI0 KPaIuil pe3ysbTaT Ta JO3BOJIMIO €PEKTHBHO BUSBISTH PO3MUTTS HE3AJICKHO Bill
70711 POHOBOT YaCTHHU 300paKEHHS.

Bci excniepuMenTn mpoBeeHO Haj 300pakeHHSIMH y KoipHid moneni RGB, B
KOHTEKCTI BUPILIYBaHOI 3aJjaui HEMae Pi3HUIl, Ky KOJIpHY KOMIIOHEHTY aHali3yBaTH,
amke st Matpuilb R, G, B pesynbratn 006poOku OyayTh SIKICHO OJHAaKOBI. Takox
HE3HAYHO BIUJIMHE HAa PE3yJbTaT MEpEeBECHHS 300pakeHHs B MOy TOHOBE, IO 1 OyJ0
BUKOHAHO.

3HaliJileMO TMOpPOTroBe 3HAYCHHS MJS BHSBIECHHS PO3MHUTUX 300pakeHb. [lpu
BUKOPHUCTAHHI aMILTITYyIH CEPENHIX 3Ha4eHb BHUCOKoYacTOTHUX KoedimienTiB JIKII mo
BciM Ookam Oyro moOynoBaHo ricrorpamu st 100 300paxkens y ¢popmati TIFF go ta
iCTIst PO3MUTTS (PUCYHOK 5 1 6 BIAMOBIIHO).

7

Kinekicts I3

Kinekicrs 113

0
015 02 025 03 035 04 045
3HaueHHs aMILTITYH cepenix 3uauens BY koed. TKII no Bcim Gaokam 113

]

2 4 6 s o 2 "
3HaueHHs aMILTTYH cepenix 3uauens BY koed. IKII no Beim Grokam I3

Puc. 5. T'icrorpama ammiiTyn cepemHix
3HAYCHb BUCOKOYACTOTHUX KOE(DIIIEHTIB
JKII no Bcim Omokam opuriHambHuX 113

Puc. 6. 'ictorpama amIunTyq cepenHix
3HAYCHb BHUCOKOYACTOTHUX KOEQIII€HTIB
JKII no Bcim Omokam posmutux 13 y

y ¢popmari TIFF dopwmari TIFF

Buxonsuu 3 pe3ynpTaTiB, OTpUMaHuX MPHU MOOYIOBI TiCTOrpaM, MOKHa OaduTH,
0 € JIesSKe pPO3MEXKYBaHHS 3HAYCHb aMILTITyA. EKCIiepuMEHTAIbHO BCTAHOBJICHO, IIIO
BUKOPUCTAHHSI B SIKOCTI TTOpPOTOBOTO 3Ha4YeHHS «(0.3» mae 3Mory y OUIBIIIOCTI BUITAJIKIB
BCTAHOBHTH, 9H € 300paxkeHHst 00pobneHuM. [Tomumnku nepiroro poay ckianu 4%.

Ane, sk Bxke OyJI0 3a3HAYEHO, KOJIM B 300pakeH1 3HaUHa J10J1s1 (POHOBOT YACTHHHU
a00 SKIIO BOHO MICTHTh 0arato HEOCBITJICHUX YM, HABIIAKH, 3aCBIUYCHUX 30H, BHCOKA
WMOBIpHICTh BUHUKHEHHsSI XMOHOI TpuBOTH (pHCYHOK 7, 8). BpaxoByrouwm 3HaueHHS
MOPOTY, METOJI BU3HAUMB JJaHEe 300paKEeHHS K PO3MHUTE Yepe3 MOro HeTOMIKH.
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Puc.12. T'ictorpama 3Ha4yeHb OJIOKY 3
MaKCHMaJbHOIO aMIUTITY/I0I0 BHCOKO
gactoTHUX KoedimientiB JKII s
posmutoro 113 B popmari TIF
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ExcniepuMeHTanbHO BCTAaHOBJICHO, 11O MPH OPOTOBOMY 3HAYEHHI «5» BIAETHCA
JIOCSTTH BUCOKOT €(heKTUBHOCTI MeToa. SIK 1 ouikyBanock, 300paxenHs ¢popmariB TIFF
ta JPG nmanu pi3Hu pe3yibTaTH, ajie 1e HE3HAUYHO BIUIMHYJIO Ha KIHIIEBUH pe3ysbTar.
st 060X popMaTiB 3amTpOIIOHOBAHUI TTOPIT JaB HAWKpAIUWA PE3yJIbTaT.

Hexait A — mxn-matpuis uudpoBoro 300paxeHHs. AJITOPUTM PO3pOOIEHOTO
MeTo/1a BUSIBJICHHS po3MUTTS L3 ckilagaeTbes 3 HACTYIMHUX KPOKIB.

Kpok 1. Po36utu marpuiio A crangapTHUM YMHOM Ha OJ0KH 8% 8.

Kpok 2. 3naiitu 1151 koxHOTO 6710KY KoedimienTn JIKII.

Kpox 3. Buainmuté BHCOKOYACTOTHI KOE(IIEHTH, SKI 3HAXOIATHCS IIiJl
[MOOIYHOIO AlaroHaJUIIO.

Kpok 4. 3maiftu ammiityny rpadika BucokodacToTHuX Koedimientis JKII
KOXKHOTO OJIOKY.

Kpox 5. 3naiiti 070K 3 MaKCHMalbHUM 3HAUEHHSM aMIUTITYIU Cepell BCiX
omnokis 113.

Kpok 8. TlopiBHATH 3Ha4eHHS MAaKCHUMAaJIbHOI aMIUNTYyIW i3 TOPOTOBHM
3HAYEHHSM «5»:

AHxwo amrutityna Hiwkde nmopora — 13 posmure, inakuie — He po3MUTE.

3riIHO0 OTPUMAaHUX JaHUX OYJ0 BHUSBJICHO, IO aHAJI3YIOUW BJIACHI 3HAYCHHS
matpuii 13 Bakko BUABHTH PO3MHUTTS 300pakeHHsI, He Marouu opuriHaibHe 13, abo
0e3 TMpOBEIEHHS EKCIEPTHOrO PO3MUTTSA. TakoX, Ha OCHOBI pe3yibTaTiB, OyB
pOo3po0IeHNU METOA BHUSABICHHS PO3MHUTTS LU(PPOBHX 300pa’keHb Ha OCHOBI aHAII3y
BHCOKOYacTOTHUX Koedirienti JIKII.

Po3pobnennii MeTox J03BOJISE 3 BHCOKOIO WMOBIPHICTIO BIPHO BUSIBUTH
posmutts 1[3. s moporoBoro 3HadeHHs «5» KITBKICTh MOMUJIOK MEPIIOTO Ta IPYroro
poay ans L3 popmary JPG — 1%. [{ns 306paxens ¢popmary TIFF momunok nepioro ta
JIPYroro poay He O0yJo BUSBIEHO.

[TpoTunexxHuit epekT Ha BUCOKOYACTOTHI KOE(IIIEHTH BUKIMKAE HAKJIaJaHHSI
Ha 300pa)KEHHS MYJIbTHUIUTIKATUBHOTO Mmymy. JlaHuii BUJ OOpPOOKM TaKOX YacTo
3aCTOCOBYEThCSI 70 300pakKeHb TMiJ dYac TPUXOBAaHHSA CHiNiB iX MiAPOOKH.
BucokouacToTHi KoeillieHTH pearyloTh Ha MYJbTHIUIIKATUBHUMA IIyM 30UThIICHHSM.
Jlanuii eexT TaKoX MOKHA CIIOCTEpIraTy 1 MpH aHali3i BIACHUX 1 CHHTYJISIPHUX YUCEN
0JIoKiB MaTpuIll IU(POBOTO 300paKEHHS, OJHAK BHCOKI 3HAYEHHS HaWMEHIINX
CHUHTYJSpHUX a00 BJIACHMX 3HAuY€Hb MOXXE CBIIYMTH SK TPO  HASIBHICTD
MYJIBTHIUTIKATUBHOTO IIIyMYy, TaK 1 IPO BHUCOKY SKICTh IU(POBOTO 300pakeHHS Ta
BEJIMUKY KUIBKICTh YITKMX KOHTYPIB, TOMY KUIBKICTh HNOMWJIOK 2 poay abo XuOHHX
TpHUBOT Moe ckiaaatu Ouibie 30%. PosrisHemo, sik Oyn1yTh 3MiIHIOBaTHCh YCEpEIHEH]
3HaYeHHS BHCOKOYACTOTHHMX KOE(QIIIEHTIB MiJ{ BIJIMBOM MYJIbTHILIIKATUBHOIO LIYMY

(puc. 13)

BconeHaTOTH! soe et ANT

Puc.13. Cepenni 3HaueHHs BHcOKouacTOTHHX koegiuieHtiB JKII opurinanbHuX
(uepBoHi JiHIT) Ta 30ypeHUX 300pakeHb (CHHI JIiHIT)
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ExcnepuMeHT mokaszaB, HIO MpH 3aCTOCYBaHHI MYJIbTHILTIKATUBHOTO IIYMY
anaiizoBani koedimieaTu KII 3MiHIOIOTBCS HACTUIBKH, IO CTA€ MOMJIMBUM BIIIUIATH
00po0OiieHi 300paxkeHHS Bill HEOOpoONeHUX. 3HaWAEMO TIOPOTOBE 3HAUCHHS IS
BIJIOKpEMJICHHSI 00pO0OJICHNX 300pakeHb BiJ HEOOPOOJIECHUX HA OCHOBI OTPUMAaHUX ITiJT
Yyac eKCIePUMEHTY pe3yJIbTaTiB.

Ha pucynky 14 300pakeHO TicTOrpamMy amILTITYJ[ CEPEIHIX 3HAYeHb BUCOKUX
4acToT ONOKy 8X8 1y OpuTiHATBHUX 300pakeHb, Ha PUCYHKY 15 — 300paxkeHo
ricTorpaMy amILTITYJ] CEPEIHIX 3HAYeHb BUCOKUX YaCTOT JJIA OJOKYy 8X8 3amrymieHux
300pakeHs 3 mapamerpoM aucnepcii 0,01.

° 02 o4 0 1% 8 o . 18 . 2
Puc.14. I'icrorpama aMILTITYA Puc. 15. 'ictorpama aMIniiTy cepeaHix
CepelHiX 3HaYCHb BHCOKHMX YacTOT JJIs  3HA4eHb BUCOKMX YacTOT JJIs OJIOKY 88

050Ky 8%8 OpHUTriHaTBbHUX 300paXKEHB 3amrymIeHuX 300pakeHb

Jani HeoOX1qHO 3HANTH cepeiHi 3HAYCHHS aMIUTITY I BACOKUX YacTOT B KOKHOMY OJIOITi
8x8 nmns opuTiHAIBHMX Ta 30ypeHUX 300pakeHb, SKI MOKa3aHI Ha PHUCYHKY 16 Ta

pucyHky 17.

» - - - &

Sy S—

]

o 10 » ) “ 5
IR ORI P VITYA BACOR KICTOT 8 HORHOTD G B8

2 ]

ot capepi Ty b waro Grou B8

Puc. 16. I'icrorpama cepeanix 3HaueHb Pue. 17. Ticrorpama cepenHix 3Ha4YeHb
aMILTITYyJl BHCOKHMX YacTOT B KOXXKHOMY AaMIUITYJ BHCOKHX YacTOT B KOXXHOMY
6somti 8x8 mis opUriHaTBHUX 300paXkeHb 001 88 I 3aTyMIIEHUX 300pakeHb

Taki X XapakTepuUCTHKH Oyno OTpUMaHO Uit 300pakeHb, 00poOIeHUX
MYJIBTHILTIKATUBHUM 1ryMoM 3 aucnepciero 0.001 ta 0.005.

BizyanbHo mMu Oaummo, mo s o0pobieHux 300paxkens koedimientn JKII
3HAYHO O1BII, HDK JIJI1 HEOOPOOJICHNX, TOMY 3a/iaua IMOJsITrae B TOMY, 100 BU3HAYNUTH
MOPOTOBE 3HAYCHHS JUIS BUSBIICHHS MYJIbTUIUTIKATUBHOTO 1Iymy. [[iist iboro moTpioHo
OTPUMATH yCepEeIHEH] MOKa3HUKH, SIKI MOYKHA MIOCTABUTH y BIATOBIAHICTH 300pakKeHHIO
1 BUKOPUCTATH B SIKOCTI TIOPOTOBOI'O 3HAYEHHSI.

Posrnsnemo koedimientn JIKII, BoHM MOXyTh OyTH m0maTHI 1 Bix €MHI.
3HaiineMo cepeaHi apudMETHIHI 3HAYCHHS 1T BUCOKOUacTOTHUX KoedimieHTiB JIKIT i
3HAMJAEMO MOMAYJIh PIZHUIl MK MaKCHUMaJbHUM Ta MIiHIMAJIbHUM 3HAYCHHSIM —
noka3HuK 1. Po3rissHeMo TakoX SK allbTePHATHBY MOKA3HHMK 2: CIIOYATKYy 3HAWIEMO
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MOJYJIb PI3HUIII MaKCHMMAaJlbHOTO Ta MIHIMATbHOTO 3HAYCHHS BHUCOKOYACTOTHHUX
koe(dimieHTiB B OJIOKax wmaTpuili OUPPOBOTO 300paKEHHSI, MICIsS YOro 3HAWIEMO
cepenHe apu(MeTHUHE OTPUMAHMX pI3HMLL. bynemMo BHKOPUCTOBYBAaTH JaHi
MOKAa3HUKH B SIKOCTI TOPOTOBOTO 3HAueHHsS. EKCIIEPMMEHTAIIbHO BCTAaHOBJICHO, IO
NEBHI 3HAYCHHS JaHUX MOKa3HHKIB JIHCHO J03BOJIAIOTH PO3PI3HATH 0OpoOIIeHi
300pakeHHs BiJ HeoOpoOaeHux. B Tabmuii 1 mokazaHo pe3ynbTaT iX BUKOPUCTAHHS.

Taoauus 1
PesynbpTatu po3pobieHOro MeToay

30ypen ACC ITomunxu I pony ITomunku II IToporose

HS pony 3HAYCHHS
(Benmnu | TTokasu | ITokasu | Ilokasu | ITokasu | Ilokasu| Ilokasu | ITokasu | I[Tokasu

WHa UK Nel | mk No2 | mx Nel | mx No2 | mk Nel | mk Ne2 | mk Nel | mx No2
JACTIED

cii)
0.001 0.89 0.855 5% 14% 17% 15% 0.1457 | 6.3424
0.005 0.88 0.935 7% 4% 17% 9% 0.1457 | 9.1088
0.01 0.955 0.965 4% 4% 5% 3% 0.2378 | 11.875

1

Ak MoxkeMo OauWTH, JaHI TOKAa3HUKHA MAlOTh PI3HI pe3yabTaTH 3a PI3HHUX
napameTpax MyJIbTUIUTIKaTuBHOTrO mymy. OnHak 3a xapaktepuctukoro ACC Iloka3Huk
1 xkpamui.

Xapakrepuctuka ACC (Accuracyof CC) — KiNbKICHUN MMOKa3HUK €()EeKTUBHOCTI.
Bin BU3Ha4a€e TOYHICTH BUSBJICHHS MOPYIIEHHS HUTicHOCTI. DopmMyna po3paxyHky ACC
IpeJCTaBICHA HIDKYE:

ACC = (TP + TN)/(TP + FN + TN + FP),
ne TP (TruePositive) — uucino mpaBuiabHO BusBIeHUX I3, mimicHiCTh skuX Oyna
nopyiieHa (ICTHHO MMO3UTUBHUHN PE3yJIbTar);

TN (TrueNegative) — 4HCIO TPAaBWIBHO BUSBICHHX OpHUTiHambHUX [[3
(ICTHHOHETAaTUBHHI PE3yabTaT);

FP (FalsePositive) — uncio opurinansHux L3, moMuiakoBo mpuiHATHX 3a TaKi,
IITICHICTD SIKUX Oyra mopyiieHa (XMOHO MO3UTHBHUN pe3ynbTar (XxubHaA TpuBora) abo
nomuika Il pony);

FN (FalseNegative) — uucno 13, mimicHiCTh kuX Oynia mopyuieHa, TOMHJIKOBO
BU3HAHUX OPUTIHAIBHUMH (XMOHO HETaTMBHUI pe3ynbTaT abo momuika I pony).

EdexTuBHICTh pO3p00OJEHOTO METOAY TIO BHSBIECHHIO MYJIbTHUILIIKATHBHOTO
mrymy OyIia mepeBipeHa 1o JaHOMY IMOKa3HUKY Ta MOoKa3aHa y Tabnuui 1.

Kpim Toro ma manomy erami JOCIIIKEHb, KOJU €KCIICPUMEHT OYJI0 MPOBEICHO
JUI MyJIbTUIUTIKaTUBHOTO 1mymy X aucrepciero 0,001, 0,005 Ta 0,01 i g koxHOI
aucriepcii orpumano pi3Hi 3HaueHHs [lokasamka 1 (mam I11), pekomeHmyeThcs
BKJIIOYMTH B QITOPUTM BCI TpU BHUINAAKU. Po3poOka yHIBEpCaIbHOIO IOPOrOBOTO
3HAYEHHS € MPEIMETOM MOAATBIINX AOCTIIKEHb.

Ha ocHOBI oTpuMaHUX pe3ylbTaTiB  pO3pPOOJEHO  METO[
MYJIBTHIUTIKATUBHOTO IITyMY, OCHOBHI KPOKHU aJTOPUTMY SIKOTO HACTYITHI.

Hexait F — mxn mMaTpus sickpaBocTi mikcemniB Hu(poBOro 300paxxeHHsl.

Kpok 1. Po36utu matpuio F Ha Henepeciuni 6oku 8x8.

Kpok 2. 3naiitu mis1 koxHoro 610Ky koedinientu JIKII.

Kpoxk 3. Buginutu 3 koxxkHoro 6;10ky 1o 9 xoedimientis JIKII, mo BiamosinawTh
BUCOKHM YacTOTaM.

Kpok 4. 3naiiti cepenni apudMeTHuUHI 3HAYCHHS BIAMOBITHUX KOEQIIIEHTIB
JKII o BciM 6510kam 1uppoBOro 300pakeHHsI.

BUABJICHHA
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Kpoxk 5. 3naxoaumo 11 sk pi3HUIIO MAKCUMaJIbHOTO Ta MIHIMAJIBHOTO CEpeHIX
3HAYE€Hb BUCOKOYACTOTHUX KOC(IIIIEHTIB:

akuo 111>0,1457, mo BBaxkaTn undpose 300paskeHHsI 00pOOIICHUM;

iHaxwe BBaXXaTH UQPPOBE 300paKeHHs HEOOPOOICHUM.

Ha ocHOBI oOTpuUMaHUX pe3yJIbTaTiB pPO3pPOOJIEHO METOJ  BUSBICHHS
MYJIBTHIUTIKATUBHOTO IIIYMY SK TOPYIIEHHS IUTICHOCTI HH(POBOro 300pa’KeHHS.
EdexTuBHICTh AaHOTO METOMy B TepMiHax momMwiok 1 1 2 poxy ckmamae 7% 1 17%
BIIOBIIHO. MeTo1 Ma€ ITOTEHIIaI IS [TOIaIbIIOr0 BIOCKOHAIEHHS.
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METHOD OF DETECTION OF BLUR AND MULTIPLICATIVE NOISE AS
DIGITAL IMAGE PROCESSING BASED ON ANALYSIS OF DISCRETE
COSINE TRANSFORMATION COEFFICIENTS

V.V. Zorilo, Ye.O. Koroliova, B.O. Rozumiak, D.A. Mayevsky

National Odesa Polytechnic University, Shevchenko str, 1, Odesa, 65044
vikazorilo@gmail.com

It is obvious that there can be no security without information security. Staying in one or another in
formation space changes consciousness, forces people to commit crimes of varying degrees of severity, or
to justify supporting criminals. An important tool in the violation of information security is propaganda,
which does not disdain any methods to achieve the goal, including using fake photo, video, and audio
files to realize informational and psychological influence on society. The methods of dealing with such
cases are comprehensive and complex in nature. Among them, the methods of establishing the truth of
digital content or proving that this or that in formation is fake play an important role. When forging
digital files, in particular, digital images, post-processing methods such as blurring, multiplicative noise,
etc. are often used. Identifying these types of post-processing is currently not a solved task, although it
has certain successes. The purpose of this work is to improve the detection efficiency of digital image
processing by developing a blur detection method and a multiplicative noise detection method. A
computational experiment was conducted, as a result of which it was established that the discrete cosine
transformation is a convenient and effective tool for detecting Gaussian blur and multiplicative noise.
Blur ring reduces the value of high-frequency DCP coefficients, while multiplicative noise increases
them. At the same time, the raw image has high-frequency coefficients within a certain norm. In the work,
it was possible to single out threshold values that allow recording deviations from the norm in one
direction or another, on the basis of which a method for detecting blur ring and a method for detecting
multiplicative noise, based on the analysis of high-frequency coefficients of DCP, was developed.
Keywords: information security, digital image forensics, blurring, multiplicative noise.
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BUSABJIEHHSA TA BUIIPABJIEHHSA IIOMUWJIOK Y 3AXUINEHUX
CUCTEMAX 3BEPI'AHHS TAHUX HA OCHOBI OBYUNCJIEHHA
IMPOEKIIN YUCJIA

C.B. Kynuna

3axiqHOYKpalHChKU HAIllOHATBLHUI yHIBepCHUTET, BYII. JIbBiBChKa, 11,
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Cuctema po3noiIeHoro 30epiranHs JaHuX BKIIOYA€e B ce0e OKpIM CaMUX MPUCTPOIB
Ha skux Oyne 30epiratucsi iH(pOpMAIls, TaKOX 1 KaHAIM 3B 3Ky MO SKHUX il
nepecunatoTb. [Ipu oOMiHiI iH(pOpMaIi€lo Ha 3HA4HI BICTaHI BUHMKAE PsJ HOBUX
npoOsieM, siKi HOTpeOyIOTh BUPIIIEHHS. AHAJII3 Cy4acHOTO CTaHy Ta PO3BUTKY CHCTEM
nepenadi Ta 30epiraHHs JaHWX CBITYHTH MPO TE, MO € HEOOXiMHICTh 3aCTOCYBAHHS
PI3HOMaHITHUX TEXHIYHUX Ta MPOTPaMHUX METOJMIB JJISl 3aXUCTY BiJl CIOTBOPCHHS,
BTpaTH YW KpaaiKku iHGopmamii. BuUkopucTaHHsS InIe OJHOTO 3 HUX HE €
e(eKTUBHIM, TOMY 3a3BHYail BAKOPUCTOBYIOTH iX MoeAHaHHA. OIHUM i3 MOMIMPEHUX
METOJIB 3aXUCTy JJaHMX BiJ] CIIOTBOPECHDb € BUKOPUCTAHHS KOPUTYIOUUX KOJIB, CEpen
SIKAX Ba)KJTMBE Miclie 3aiiMalOTh KOJM Ha OCHOBI crcTeMu 3anuikoBux kinacis (C3K).
3aBIsKM TpEACTABICHHIO 1H(GOPMALIi y BUIJISAI 3QHIIKIB BiJ JUICHHS JaHUX Ha
KOXKCH EJIEMEHT CHUCTEMH B3a€MHO IPOCTUX MOAYJIB JIOCATAETHCS 3MCHIICHHS
PO3PSIHOCTI YMCeNl 3 SKUMH HPOBOMATHCS orepaiii. Y poOoTi IpoaHalli3oBaHO
noJaHHs iHpopMalil y BUIVIAAI 3aJIMIIKIB JUIs peaiizauii METoxy po3NOAiJICHOrO
30epiraHHsl JaHUX, 3aBJSKH YOMY MOXKHA CIPOCTHTH peaji3auilo cucteM 300py Ta
nepenadi  iHpopMarliii. 3amporoOHOBAaHO BUKOPHWCTATH IS 3aXUCTy JaHHUX
pO3IMIMPEHHS IIOYaTKOBOTO Jiala3oHy OOYHCIECHHS 3a paxyHOK BBEICHHS
HAJUIMIIKOBUX MOAYJIIB, 3aBJIJKH YOMY HMOBIPHICTh BHSBHUTH IOMIJIKY CTaHOBHUTH
100%. ITpoanani3zoBaHO TIepeBaru Ta HEAOMIKY BUSBICHHS Ta BUIIPABICHHS TOMUIIOK
3 BUKOpHCTaHHSAM Kopuryrounx kofiB y C3K 3a momoMororw MeTomiB 0OYMCIESHHS
CHHJPOMY Ta 3a IOTIOMOTOI0 00UHCIICHHS TpoeKIlii uncia. KinpkicTs iHpopMariitaux
MOJYNIB Yy IIPOCKTOBAaHMX CHUCTEMaX MOXKE 3MIHIOBATUCS Yy 3alieKHOCTI BiX
MIOCTABJICHOI 3a/adi, TOMY Yy HNPOBEICHUX NOCIHIIKEHHS OYyJIO0 BH3HA4YEHO, LIO IPU
30UIbIICHH] YKcaa 1HGOpMaLiHHUX MOAYJIB Ta KOMOIHAIIH CIIOTBOPEHUX CUMBOJIIB
KiJIbKICTh HEBHSIBJICHUX TIOMHJIOK Y BIJICOTKOBOMY IOJI@HHI MPAKTUYHO 3aJIMIIAETHCS
06e3 3MiH. 3amponoOHOBaHO NpPU NPOEKTYBaHHI cucTeM 300opy iHdopmanii
BukopuctoByBati C3K 0e3 101aTKOBOTO BHIIPABICHHS IOMHJIOK, OCKIJIBKH €
MOXJIUBICTh TiAiOpatn HaGip MOIYJiB TAKUM YWHOM, IIO0 MAaKCHUMAallbHA KiJbKICTh
MOMHJIOK III0 BUHUKATHME HE BILUIMBATHME Ha pOOOTY CHCTEMH.

Kuarouosi cioBa: Kopuryrodi komaw, cucTeMa 3ajHMINKOBHX KJaciB, KHTaHChKa
TeopeMa Mpo 3aJUIIKH, PO3MOJiieHe 30epiraHHs TaHWX, METOOH 3BOPOTHOTO
MIEPETBOPCHHS, BUIIPABJICHHS TIOMHIIOK.

Beryn

OcHOBOIO Oy/Ib-SIKOT CHCTEMH PO3TOIITICHOTO 30epiraHHs JaHUX OKPIM IMIPUCTPOIB
Ha sKuXx Oyzme 30epiratucs iH(poOpMallisl € TakoX KaHaTU 3B 53Ky IO SKUX BOHA
nepecminaetbes. [Ipu oMy BapTO BpaxoByBaTH, IO nepeaava iHGopMaIiiHuX MaKkeTiB
M1k TPUCTPOSIMH OJTHIET MEPEXKi € BITHOCHO 3aXUILEHOIO Ta MEHIIIE MiAIa€ThCS BILTUBY
3aBaa. [Ipore mpu oOMiHy iH(DOpMaIi€l0 3a MeXaMH Il€i MEpeXi 3HAYHO 3POCTa€e
HMOBIpPHICTb CIIOTBOPEHHS, BTPATH YU KPaADKKU iH(opMarlii. B 3anexxHocTi Bij KaHAITY
00MiHYy iH(OpMAII€I0 BUKOPHUCTOBYIOTHCS PI3HOMAHITHI TEXHIYHI PINIEHHS, 3aBISKA
SIKMM 3MEHUIYEThCS HMOBIPHICTD BTPATH YU CIIOTBOPEHHS MOBIJOMJICHHS.

[IpoTe BUKOpUCTAHHS JIUIIE TEXHIYHUX PIIlICHb HE € e€(h)eKTUBHUM, TOMY TOPST 3
UMM METOJIaMH 3aXUCTY iH(pOpMaIlii TaKOXK 3aCTOCOBYIOTH PI3HOMAaHITHI aJITOPUTMIYHI
pILIEHHS — KOPUTYIOY1 KOJIA, METOJU KpUTITOrpaiqHOro 3aXUCTy Ta Oarato iHmoro [ 1-
5]. Ha nanwmii yac qociiKeHHs 3aXUCTY BiJl CIOTBOPEHb, BTPATH UM HECAHKIIIOHOBAHOTO
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JOCTyIy 110 iH(OopMalii mpu nepegadi Mik KOPUCTyBadaMH Ta B MeXaX OJIHIET CUCTEMHU
€ BOXJIMBOIO TAITy3310 HAYKOBUX JOCIIIKEHB [6-7].

OpHMM 13 TaKUX METOIB 3aXHUCTY JAHUX € BUKOPUCTAHHS KOPUTYIOUHUX KOMIB Ha
ocHoBi cuctemu 3anuimkoBuXx kiaciB (C3K). C3K no3Bosisie okpim mapanenbHOi 00poOKu
JAHUX TaKOX 1 3aXUCTUTHU 1H(POPMALIiIO Bl CHOTBOPEHHS, BTPATH UM KPAADKKHU MIIIXOM
BBEJICHHS JOJaTKOBHX II€PEBIPOYHUX MOJYJIB, IO € 3HAYHO e(EKTHUBHINIAM HIXK
BUKOPUCTAHHS PE3EPBHOIO KOMIIOBAaHHA UM J3€PKAJIBHOTO 30€pEeKEHHS MAaCUBIB JaHUX
[8].

[TomaHHs Yucen y BUTJISAAL 3IMIIKIB TaKOXK A€ 3MOTY CIIPOCTHTH pealtizallito
cucreM 300py Ta mepenadi iHGoOpMallii, a TAKOXK TO3BOJISE€ BUPINIYBATH KJIac 3a1ad, 110
CKJIaJHIIIE peani3yloThCs Y MO3ULIHHUX crucTeMax yncienHs [9-10].

3HAYHUI TEOPETUYHHI BHECOK Yy PO3BHTOK CHCTEMH 3QJIMIIKOBHX KJIAciB Ta il
3aCTOCYBaHHA B CHUCTeMax 300py Ta oOpoOku iHpopmarii 3pobounu taki Bueni: 1. S
Axymicekui, J1. 1. FOmquupkuit, B. M. Amep6aes, B. A. Toprames, A. O. Konsiga, B. A.
Kpacno6aeB, 1. M. Huxonaituyk, M. 1. Uepssko, O. A. ®inbko, A. Omonai (A.
Omondi), b. Ilpemkxymap (B. Premkumar), Jlx. Kapnapimti (G. Cardarilli).

JloCImiDKeHHS, 10 CHOPUSIIM PO3BUTKY MEpPEXKHOTO KOJIYBAaHHS JAHUX HaleXaTb
IHIIUM BigoMuM HaykoBIsIM, cepen sikux: C. I'.bynin, B. O. Pomanos, B. A. Pomaniok,
I. Axuingis (I. Akyildiz), P. Axnceene (R. Ahlswede), K. ®paroymi (C. Fragouli) Ta iH.
Merta i 3aga4i qocJaixKeHHA

Mertoto poOOTH € MiABUILEHHS HaIIHHOCTI CUCTeM 30epiraHHs JaHUX MHUIIXOM
BUKOPUCTAHHS KOPUTYIOUHX KOJIB CHCTEMH 3aJIUIIKOBUX KJIACiB.

Jlis TOoCSITHEHHST TTOCTABIIEHOI METH HEOOXITHO BHPIINIUTH HACTYIHI 3adadi: -
po3rsiHyTH crioci6 mpsimoro niepeTBopeHHss C3K Ha OCHOBI KHTaMChKOI TEOPEMH PO
3aJMILKK; - [poaHali3yBaTW ICHYIOYI OUIAXM BumpasieHHs nomuiok B C3K 3a
JOTIOMOTOI0 METOJy OOYHCJICHHS CHHIPOMY Ta METOMY TMpPOEKIiid; - TMPOBECTH
EKCHepUMEHTAIbHI  JIOCHIUKCHHST  BUSBJICHHS TOMWIOK Yy  iH(oOpMaiiitHOMy
MOBITOMJICHHI TIPH OJIHOMY TIEPEBIPOYHOMY MOMYJl Pi3HOI PO3PSIHOCTI; - MPOBECTH
eKCIepUMEHTATIbHI  JIOCHI/DKEHHS  BHUSABICHHA  TNOMHJOK Yy  iH(popMamiiHuX
MOBITOMJICHHSIX TP 3MiHI KUIBKOCT1 1HGOPMAIIITHUX MOTYJIIB.

HajnnmmkoBa cucreMa 3aJIMIIKOBUX KJaciB

B C3K iH¢opmanito npencTaBisioTh y BUMVIA] 3aJIMIIKIB (xl,xz,...,x[,...xk) BIJ|
JUIEHHS JaHUX Ha KOXEH eJIeMEHT CHCTEMH B3a€EMHO MPOCTHX  MOJYIIB
(pl,pz,...,p,.,...pk), ne k KiIbKicTh MOAYIB cuctemu [11].

YucnoBe 3HaueHHS JaHuX X , MOJaHe B MO3ULIHHIN CUCTEMI YHCIIEHHS, TOBUHHO
JexxaTty B aiamasoHi 0 < X < P, 1e

k
P=]]p:- (1)
i=1
[Tomryk 3anumikiB BigOyBa€eThCs 3a (POPMYIIOHO:
x, = X(mod p,). )

3rimHo BHpasy (2) Bci uucaa 3 Jiana3oHy 3HauyeHb P MOXHaA TPEICTaBUTH Y
BUTJISIII MATPHIIL:

338



C.B. Kynuna

D P Dy

X Xio Xi k

p-1 p,-1 ... p, -1
PosrnsiHemo cucremy 3 3 monymiB: p, =[3,5,7]. 3aranpHuii miama3oH AaHOT

CHUCTEMH MOJYJIB cTaHOBUTUME: P =3-5-7=105, a Oynp-ake 3Ha4eHHS X MOJKHA
3HAWUTH 3rigHOo Gopmynu obuucneHHs 3anuikis (2). s npuknany, Hexait X=10, Toai
npeacrasieHHs 1poro urnciaa y C3K marume Burisz (1,0,3).

C3K n03BoJ1si€ 3aXUCTUTH 1HPOPMAILIiFO TPU POLIMPEHH] TOYATKOBOTO Jliarna3oHy
00YMCIIeHHS 32 PaXyHOK BBEICHHS HA/UTUIIKOBUX MOy iB. OCHOBHOIO [TEPEBAroro 1bOTro
€ MOXJIMBICTb BHUSIBJICHHS NOMWIKH B OJHOMY CHMBOJI 3 HMmoBipHicTIO 100% mpu
BUKOPUCTAaHHI OJHOTO naojaTkoBoro monyns [12]. Ilpu pobGoTi 3 HamIMIIKOBUMHU
MOJIYJISIMU 1X HAa3WBAIOTh MEPEBIPOYHUMH Ta BBOJATH MOHATTS POOOYOTO Ta 3arajJbHOTO
Jiarna3oHiB.

[epeBipouni cumBoaM B Kopuryrouux kojgax C3K obuncmooTbes 3a GopMysnoro
[11]:

Xiva = X(mOdpk+a ) >
ne k — KUTbKICTh 1HGOpMAIIHHUX MOJTYJIIB, @ d KiJIBKICTh MEPEBIPOYHUX MOYJIIB.
k+a

Jliis BUSIBIIEHHS MMOMMWJIOK BUKOPHCTOBYIOTh HOHSTTA 3arajibHoro /1 = H p, Ta

i=1
po6oyoro (popmyrna 1) nianazoHis.

JIist BiTHOBIIEHHS TO3UIIIAHOTO TMPEACTABICHHS Yncia X BUKOPHUCTOBYETHCS

(dopMyIa 3BOPOTHOTO MEPETBOPEHHS Ha OCHOBI KUTAHCHKOI TEOpeMHU IPo 3amuiikH [12]:
k+a

X =|)Y x-B, |modM, (3)

i=1

ne B.— 6azucHi yncna C3K, siki 00UUCITIOIOTHCS 3T1THO PiBHSHHS:

B, zﬂ-ti =I(modp,),

ne ¢ — Halip KoedilieHTiB, AKi 3a0€3Meuyli0Th OPTOrOHAIBHICTH MEPETBOPEHb Ta

3aJI0BOJILHAIOTH yMOBY: 0 <7, < p, .

BunpasJ/jieHHSI TOMHJIOK MeTOA0OM O00YHCJIEHHS] CHHAPOMY
Ha nanuii yac OCHOBHUMHU METOJaMU BUSBIICHHS Ta BUIIPABJICHHS MOMUIIOK 3
BUKOPUCTAHHSIM KOPHUTYyIOunx KoaiB Ha ocHoBi C3K € BumpaBieHHS TOMIIIOK 3a
JIOTIOMOTOI0 OOYHUCIICHHS CHHIPOMY Ta 3a IOTIOMOT0I0 00UHCIIeHHs mpoekuii uncna [13].
3riIHO 13 QJIrOPUTMOM BHUSBJICHHS TIOMUJIOK 3a JIONIOMOTOI OOYHCIICHHS
CUHIPOMY BiTHOBJICHHSI TO3UIIHOTO YKCTIa BiI0OYBA€THCS HA OCHOBI opMyiH 3 OKpeMo
3a KO)KHHM MOJTyJieM poO0Yoro Ta nmepeBipoyHoro miama3oHis [ 14]:

k
Y= le.-Bl. mod P,
i=1
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k+a
E= le. B, |mod P,
i=k+1
k+a
e P = H P, 13a10BOJIBHAETBCA yMOBa P, > P,
i=k+1
Came oO9HCIIEHHSI CHHAPOMY BiOYBa€ThCs 3a (POPMYIIOIO:
s= -E)modP.
Hpuxaan. Po3rnsHeMo BUKOPUCTAHHS CHUCTEMH 3 TpboMma iH(opMariiiHux Ta
JIBOMA TIEPEBIPOYHUMHU MOIYIISAMHU:
— cucrema moxaynis: p;, =[3,5,7,11,13];
— pobouwii fiana3oH 1aHOi cUCTEMU MOJYJiB Oyne cranoButu: P=105;
— mepeBipouHuii miamazon: P =143,
[H1IIMM cTIOCO60OM peasizallii CHCTEMH 3 TAKUM CaMHUM POOOYHM J11alla30HOM MOXKe
OyTH BUKOPUCTAaHHS HAOOPY MOYIIB 3 TphoMa IH(POPMAIIHHIMH 1 OJJTHUM MEPEBIPOIHUM

p, =[3,5,7,107], mo no3Bonuth 3a10BiIbHUTH YMOBY P, > P . IIpote, Ik MH MOKEMO

0aunTH PO3PSATHICTE TEPEBIPOYHOTO MOAYJS 3HAYHO 3pPOCTAE, M0 YCKIATHIOE
peaizalito BiTHOBJICHHS.

[IpoTe OCHOBOIO BHSIBJIICHHS TIOMHJIOK 32 JOTIOMOTOK) OOYMCIICHHSI CHHIPOMY €
CTBOPEHHS TaOJUIll CUHAPOMY, Y SIKIH KO)XKHOMY 3HAa4€HHI MTOMUJIKH BIATIOBIAA€ JIMIIE
OJHE 3HaueHHs cUHIpoMy. KinbKicTh enemeHTIB y Takiii Tabmumi Oyme piBHe P, Ta

JI03BOJISIE 3MEHIITUTH KUTBKICTh HEOOXITHMX OOUYMCIICHB, MPOTE 3aTUIIAETHCS MpodIeMa
BiJTHOBJICHHS MO3UIIHHOTO YHCIIa TIPHU 3POCTaHHI KUTBKOCTI CUMBOIIIB Y MOBIJOMIICHHI
[14].

Takox BapTO BpaxoByBaTu Te, L0 MPU poOOTI 3 0AraTopo3pIHUMU MOIYJISIMU
TabnuI Oye 301IbITIYBAaTUCS Y TEOMETPUYHIN MPOTpecii, 10 3HAYHO 30UIBIIUT Yac Ta
YCKIJIQAHUTh BUOIPKY HEOOX1IHOTO 3HAYEHHS CHHIPOMY.

BunpapjeHHs1 TOMUWIOK METOI0M 00YHUCJIEHHS NMPOEKIIii Ynucaa

[IpoananizyBaBIIM iCHYIOUM METOJ OOYMCIEHHS TWPOEKIIH 4YHucna, SKHi

0a3yeThCs Ha BU3HAUEHHI, AKILO 3 YUCIA X = (x,,X,,...,X, ) , BAWTYYUTU MOJYIIb P, , TO CaMe

3HaYeHHA X HE 3MIHHMTBHCS a TAKOX MPOEKIii [bOro YHCIa 3a BciMa MOIYISIMHU OyIyTh
piBHI.

Jliss BUSIBJICHHSI TIOMHUJIKA HEOOXITHO OOYMCIUTH TO3WIMHE MpPEeICTaBICHHS
qucia X , IpU IbOMY, SKIIO OTPUMaHe YMCIIO y Jlamna3oHi [0,P,), TO IOMUJIKUA HEMAE,

a00 TOIIKOKEHb 3a3HAIIM 3aJIUIIKH 32 IBOMA 1 OLIbIIIe MOTYIISIMH.
VY BUNaAKy SKIIO 3HAYeHHS X > P, TO cTajlacs MOMMJIKA Y OJHOMY 3 3JIMIIKIB.

Jnist 11 BUnpaBiieHHs: HEOOX1JHO OOUMCIIUTY MPOEKIIN yncaa X 3a BciMa MOJYJISIMU P,
. SIk1mo 3HaYeHHs Opoekuii X, < P, TO HOMMJIKA BiIOyIacs 3a MOAYIEM P, .
VYV  zaraipHOMy BUNAAKy HOpuU OOYMCIEHHI HpOEKUid X, HeoOXimHO

po3paxoByBaTu 0a3uCHI 4ncia B, Juis KOXKHOI 3 MPOEKIIiid, TOOTO MpU BUKOPUCTAHHI
CHUCTEMH 3 IIECTH MOAYJIIB HEOOXITHO PO3paxyBaTH Ta 30€perTu KpiM 0a30BOTO HAOOPY
JUTS BCIX IIECTH MOJYJIB IIE 1 JOJATKOBO MIICTh HAOOPIB MO MIICTh MOAYIIB JJISi CHCTEM
MIPOEKITIH.

VY 3anponoHOBaHOMY CIPOIIEHOMY METOMI I 3HAXOJKCHHs MPOEKI drcia
X, BUKOPUCTOBYIOTbCA 0OasucHi umcna B, ski Oyau po3paxoBaHi A duciaa X, a

dbopMyiia 3BOPOTHOTO NMEPETBOPEHHSI MATUME BUTJISI:

Xj=(zn:xi-3i]modp" “4)
i=1

P

1€ j — HOMEp MPOEKIITi.
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Sk BuaHO 3 hopmynu (4) uid 0OUMCICHHS MPOEKLiH BUKOPUCTOBYIOThCA Ti cami
0a3uCHI YucIa, o 1 1715 BITHOBJICHHS TTOYaTKOBOIO 3HaUYeHHs uncia X . lle 3abe3neuye
CHPOILIEHHS aJTOPUTMY BUIIPABICHHS MMOMMJIOK Ha OCHOBI kKopuryrounx koniB C3K 3a
paxyHOK 3MEHIIIEHHS B N pa3 KUIBKOCTI oOfepaliii MHOXXEHHS TpHU 3BOPOTHOMY
HEPETBOPEHHI.

Ipuxiaan. Po3riasHeMo MpuKIaj BHUKOPUCTaHHS CUCTEMH 3 4YOTHpMa
iH(pOopMaLiifHUX Ta TBOMA NEPEBIPOYHUMHU MOIYIISIMH.

Cucrema monymnis: p, =[5,7,1L13,17].
3arajgpHUM Jiama3oH Ui TaHOT CUCTEMU MOIYJIiB Oyze ctanoBuTH: P =765765.
PoGounii nianazon: B, =3465.

bazucui uncna M; =[306306, 656370, 680680, 556920, 412335, 450450].

Hexait uncino X=73, sxe y C3K 3 oOpanumu momyissmu matume Burisiy (3, 3, 1,
7, 8, 5) oTpUMasio CHOTBOPEHHS B TPETbOMY PO3Psli, TOAI CIIOTBOPEHE MOBITOMIICHHS
O0yne maru Burisaa (3, 3, 0, 7, 8, 5). OGuucneni 3rizHo Gopmynu 4 3HaYeHHS X104
HaBeneHl B Tadmumni 1.

Tabuamns 1
OO6uncneHHs 3Ha4YeHb XI10Y 3T1THO HOMEpa MPOEKIi|
Xrou p1 p2 p3 P4 Ps Ps j
85158 3 0 7 8 5 1
85158 3 0 7 8 5 2
73 3 3 7 8 5 3
15543 3 3 0 8 5 4
26253 3 3 0 7 5 5
40113 3 3 0 7 8 6

Ax BugHO 3 Tabmuil 1 nmpu obuncneHHi 3HadeHHsT X104, y BCIX BHMAAKaX OKPIM
BipHOTO 3HaueHHs Xmo4 > P, . Ile Ha0uHO MOKa3ye, IO MPH BTPATi ad0 MOIIKOHKEHHI

3HAUEHHS 3a OJHUM 13 MOJYJTiB, MH MOXXEMO BIJHOBHTH BTpaTy MarO4d JBa
MepeBIPOYHUX CUMBOJIM. Ha OCHOBI mMpoBeneHUX OOpaxyHKIB 3alPONOHOBAHUN METO]
00YMCIICHHSI TPOEKII 3a0e3reuye CIpOUICHHS O0YMCIICHb 32 PaXyHOK 3MEHIIEHHS B
IIICTh pa3iB KUIBKOCTI oOrmepariii MHOXXEHHS TpU 3BOPOTHOMY TepeTBopeHHi. lle
JOCATAETHCS 3aBASIKA BUKOPUCTAHHIO MOYaTKOBUX OAa3MCHUX YHCE.
ExcnepumenTanbHi  J0CHIIKEHHSI BHUSBJIEHHS MNOMMHJIOK Y TOCJTiIOBHOCTAX
iHpopManiiiHUX CHUMBOJIIB

YMOBY mepeBipkM Ha CHOTBOPEHHSI 3aJHUIIKy MOXHA BHUKOPUCTATH st
BUSIBIICHHS TIOMHJIOK y JBOX 1 Oimbmie cumBoiax. Jlims 1mporo Oynu mpoBeneHi
eKCIICpUMEHTAIIbHI JOCTI/DKCHHS, PE3YyJIbTaTOM SKHX OyJO BHW3HAYEHHS BIJICOTKHU
BUSIBJICHHSI TIOMWJIOK B TOCIIZOBHOCTSX iH(opMaliifHux cumBoiiB. [Ipu mpoBeaeHnx
JIOCJTIJDKEHHSX OyB BUKOPUCTAHUW HAO1p MOyJiB HEOOX1qHUH 11 nepeaadi 24 61THOTO
1H(pOpMaIiifHOTO MOBIIOMJICHHS Ta MEPEBIPOUYHUI CUMBOJ Pi3HOI pO3PATHOCTI, a came:
HaOip iHopMaIIHHUX MOAYJTIB p1=257, p2=263, p3=269 Ta mnepeBipoYHUN MOIYJb
no4ynHauH 3 p4=271. OcKibKK He3HAUHE 301IbIICHHS IEPEBIPOYHOTO MOIYJISI CYTTEBO
HE BIUIMBAJIO HAa OOYMCIEHHS, TO KOXKHE HACTYIHE 3HAU€HHS MEepPEeBIPOYHOTO MOMYIIS
Oyno Oiiblie Ha OJUH PO3PS.

VY Tabnuii 2 po3paxoBaHUil 3araJIbHHM J1alta30H, POOOYHIA Jialla30H Ta KUTBKICTh
KOMOIHAIli}l 3 MOMUJIKAMH B TPHOX CHMBOJIAX JJIs JaHUX HaObopiB MoxyiniB. He 3anexxHo
BiJI 3HAYEHHS TEPEBIPOYHOTO MOMYJSI pOOOUYMIA J1ala30H HE 3MIHIOBABCS 1 CTAHOBHB
18181979, a kinbKicTh KOMOiHAII 3amuIanacs piBHow 17975296.
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Taoaunsa 2
OO0OunciIeHHs KUIBKICHOTO 3HAUYE€HHS HEBUSBICHUX TOMUIIOK

3HaYeHHS 3aranpHuit Po6Gounii Kinpkicts Kinbkicth Kinbkicth

. . . ‘o HECBHUSBJIICHUX HCBUABJIICHUX

P4 alarna3oH Jalarna3oH KOM61HaHII/I HOMUIOK TOMUJIOK, %
271 4927316309 18181979 17975296 66327 0, 36899
509 9254627311 18181979 17975296 35315 0, 19646
1021 18563800559 18181979 17975296 17606 0, 09795
2039 37073055181 18181979 17975296 8817 0, 04905
4093 74418840047 18181979 17975296 4393 0, 02444
8191 148928589989 18181979 17975296 2195 0,01221
16273 295875344267 18181979 17975296 1105 0, 00615
32742 595441630271 18181979 17975296 549 0, 00305
65521 1191301446059 18181979 17975296 274 0, 00152

I'padiure BimoOpakeHHs 3aJCKHOCTI BIJICOTKA HEBHSIBICHUX ITOMHUJIOK BIJ
NEePEeBIPOYHOTO MOJIYJISI HaBeIEHO Ha PUCYHKY 1.

0,4
0,38
0,36
0,34
0,32

0,3
0,28

o 0,26
0,24
0,22

0,2
0,18
0,16
0,14
0,12

0,1
0,08
0,06
0,04
0,02

p271 p509 pl021  p2039  p4093  p8191  pl6273 p32742  p65521

Puc. 1. 3anexHicTb KibKocTi (%) HEBUABIEHUX MIOMUJIOK BiJl IEPEBIPOYHOTO MOTYJIS

3a pesynbraTaMH TPOBEACHOTO EKCHEPUMEHTAIBHOTO JOCTIKEHHS MOXKHA
3pOOUTH BHCHOBOK, IO MpPH 30UIbIIEHHI 3HAUYEHHS MEPEBIPOYHOTO MOAYJS Ha OJUH
pO3psia, KUIbKICTh HEBHSBIECHUX MOMHJIOK B TPhOX CHMBOJIAX Yy 3a/JIaHOMY Jiara3oHi
3MeHmyetbess B 1,88-2,02 pasu. Takoxk 3 Tabnumi 2 BHAHO, IO 30UTBIICHHS
nepeBipouHoro moayist 3 271 mo 65521 no3Bossie 3MEHIIUTH KUTBKICTh HEBUSBICHHX
MOMIJIOK TipuOm3HO y 240 pasis.

3a3Buyaili MpHW 3POCTAHHI PO3PSAHOCTI TMOBIIOMJICHHS 3pOCTa€ WMOBIPHICTH
CIIOTBOPEHHSI OUTBIIOT KUIBKOCTI CHMBOMIB. J[s1 OOYMCIIEHHS IILOTO 3HAYEHHS OYIO0
MPOBEJICHO EKCINEPUMEHTaIbHE JOCTIIKEHHS 3aJIeKHOCTI KUTBKOCTI HEBHSIBICHUX
MOMUJIOK. Pe3ynbTaTl po3paxyHKiB NMpY CIIOTBOPEHHI YCiX 1H(OOpMAIIHHUX CUMBOJIIB Ta
npu 301IbIICHHI X KUTBKOCTI HaBeleH1 B TabmuIi 3.
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Tadoaunus 3
OO6unCIIeHHS KITBKICHOTO 3HAYEHHS BUSIBJICHUX IMOMHUJIOK Y BCIX MOJYJISAX OKPIM
NEPEBIPOYHOTO
Kinbkicte MOmyiB, 3aranpHa KiTbKiCTh Kizbxicts Kizbxicrs
(n’ k)* KOM6iHaI.IifI HCBHUSBJIICHUX HCBI/IHBHCH(I)/IX
TTOMMJIOK ITOMUJIOK, %0
3, 2) 67072 251 0,374
(4, 3) 17975296 66327 0,369
(5,4) 4853329920 17521051 0,361
(6,5) 1339519057920 4755290656 0,355

* - e n — 3arayibHa KUTBKICTh MOJYJIiB; K — KUTbKICTh 1HPOPMALIIHHIX MOJYIIB.

I'padiune BimoOpaskeHHs 3aleKHOCTI % HEBUSBICHHUX MOMMIIOK BiJl KIIBKOCTI
MOJIyJIiB HABEJICHO HAa PHCYHKY 2.

0,4
0,38
0,36

%,34
0,32

0,3
(3,2) (4,3) (5,4) (6,5)

Puc.2. 3anexHicTh % HEBUSBICHUX MTOMUJIOK BiJl KUTBKOCTI MOYJIiB

SIK BUIHO 3 PUCYHKY 2 31 30UIbLICHHAM uucla iHQOpPMAaLiiHUX MOAYIIB Ta
KOMOIHAII CIIOTBOPEHUX CHMBOJIIB KUTBKICTh HEBHSBICHUX IMOMUJIOK Y BiJICOTKOBOMY
MOJIaHH1 IPAKTHYHO 3AJIUIIAETHCS O€3 3MiH.

Ha ocHOBI pe3ynbTaTiB 1OCTIHKEHHS MOYKHA 3pOOUTH BUCHOBOK, 1110 301IHIIICHHS
KUTBKOCTI TIOMHJIOK TIPU 3MiHI KUTBKOCTI 1H(POPMAIITHUX MOIYJIB MPSIMO MPOIOpPIIiiiHEe
30UTBIIIEHHIO pOOOYOTO /Tiama3ony.

BucHoBku

[ToenHaHHs TEXHIYHUX Ta MPOTPAMHUX METOJIIB 03BOJISIE€ OUIBII €(EeKTUBHO
3aXMCTUTH 1H(OPMAIIiIO TPU Tepeiadi o KaHajlaM 3B’ s3Ky. BUKOpHCTaHHS KOPUTYIOUHX
koaiB Ha ocHOBI C3K, sk OHOTO 13 METOJIB MPOrPAMHOTO 3aXHCTY, JO3BOJISE HaM
3aBISKM PIBHOLIHHOCTI 1H(OpMAIiiHUX Ta TMEPEeBIPOYHUX CHUMBOJIB BiTHOBUTH
BTpadyeHy iHQopmMaliro. BukopucTtaHHs MeTOAy OOYMCIEHHS CHHIPOMY BHUMAarae
CTBOpEHHsI Ta 30epiraHHs TaONMIlI CHHIPOMIB 1 TOJXI BHIIPABICHHS OJHIE] MOMUIJIKH
3MIMCHIOETHCS MUIIXOM 3YMTYBAHHS BiJIMOBIIHOTO 3HAYEeHHS 3 TaOiuil. 30epiraHHs
BEJIMKOTO MAacHBY JaHUX MOXE HETaTUBHO IO3HAYUTHCh HA CHCTEMax OOpoOKu
1HpopMaii. [HIMM He10JIIKOM € Te, 1110 He0O0X1JHO 33A0BUIBHUTH YMOBY P > P, mpote

IepeBarolo JaHOro METOY € IIBUJKICTh BUIIPABICHHS MOMMIOK. Ha BiMiHy Bix MeToy
MONIYKY CHHAPOMY METOJ MPOEKIIiH He MoTpedye 30epeKeHHs] MAaCUBIB JaHUX, MIPOTE
TiCJIsl BUSIBIICHHS CTIOTBOPEHHS HEOOX1THO MPOBECTU JTOJIATKOBI OOUHCIICHHS, KUIBKICTbD
SKUX 3aJI€XKaTh BiJ KITbKOCTI MOTYJIB.

Jlnst o6uncneHHst HMOBIPHOCTI BUHUKHEHHSI IOMUJIOK TpH Tiepeaadi iHpopmarii
Oynu MpOBEJeHI eKCIePUMEHTAIbHI TOCTIDKCHHS, SKiI TTOKa3ald, 10 MpH 30UTbIIeHH]
3HAYEeHHS MEePEBIPOYHOTO MOAYIS Ha OJUH PO3pPsij, KUIbKICTh HEBUSBICHUX MTOMUJIOK B
iHpopManifHIX CHMBOJIaX 3MeHITyeTbest B 1,88-2,02 pasm.

KinpkicTh iHpOpMaLIHHUX MOAYIIIB Y 3aJI€KHOCTI BiJ] IOCTABIICHOI 3a/1a4i MOXe
3MIHIOBaTUCh. ¥ TIPOBEACHUX JOCIIKEHHS OYJI0 BU3HAUEHO, 110 MPH 301IBIICHH] YnCiia
iH(pOopMaLiifHUX MOYITiB Ta KOMOIHAI[Il CHOTBOPEHUX CUMBOJIIB KIJIbKICTh HEBUSBICHUX
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MOMMUJIOK Yy BiJICOTKOBOMY IOJAaHHI MPAKTUYHO 3aIHIIAE€ThCs 0e3 3MiH. [Ipu iiMoBipHOCTI
nomuiky MeHie 0,4 % MOXJIMBE BUKOPUCTaHHS NMPUBEICHUX KOMOIHAIIIN MOTYIIB JJIst
IPOCKTYBAaHHS CUCTEM 3aXHUIEHOro 30epiranHs iHpopmarii.
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ERROR DETECTION AND CORRECTION IN PROTECTED DATA
STORAGE SYSTEMS BASED ON THE CALCULATION OF NUMBER
PROJECTIONS

S.V. Kulyna

West Ukrainian National University, 11 11 Lvivska st.,
Ternopil, 46020, Ukraine; e-mail: sersks@wunu.edu.ua

The system of distributed data storage includes, in addition to the devices themselves, on which information
will be stored, as well as communication channels through which it is forwarded. When transmitting
information to considerable distances, there are a number of new problems that need to be solved. An
analysis of the current state and development of data transmission and storage systems shows that it is
necessary to use various technical and software methods of information protection from distortion, loss or
theft. The use of only one of them is not effective, so they usually use their combination. The most widely
used data protection methods are the methods based on the use of correction codes, particularly the residue
number system (RNS) codes. Due to the presentation of information in the form of remainders from the
division of data into each element of the system of mutually simple modules, a reduction in the number of
digits with which operations are carried out is achieved. The simplification of information collection and
transmission system due to the presentation of information in the form of residuals is investigated in this
paper. The initial range of calculations expansion implemented by the introduction of additional backup
modules is suggested for data protection, that allows to increase the probability of error detection to 100%.
The advantages and disadvantages of detecting and correcting errors with the use of corrective codes in
RNS using the methods of calculating the syndrome and calculating the number projection is analyzed. The
number of information modules in the designed systems can vary depending on the task, therefore, in the
conducted studies, it was determined that with an increase in the number of information modules and
combinations of distorted symbols, the number of undetected errors in percentage compliance remains
practically unchanged. It is suggested to use RNS without additional error correction for designing
information collection systems, as it is possible to choose a set of modules in such a way that the maximum
number of errors that will not affect the system functionality.

Keywords: Corrective codes, residual number system, Chinese remainder theorem, distributed data
storage, reverse transformation methods, error correction.
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PO3POBKA MYJBbTHUCEPBEPHOT'O KOPITIOPATUBHOI'O MECEH/I’KEPA
31 CHEOIAJIBHUM 3AXNUCTOM MIZKCEPBEPHOI'O TPA®IKY

M.A. Jlicocekuii, O.A. CTonakeBu4

Hanionaneuuii yHiBepcuter «Onecbka [omiTexHikay,
npocr. [leBuenka, 1, Oneca, 65044, Ykpaina; e-mail: mix313131@gmail.com

3anponoHoBaHa peamizallisi MeceHIKepy, sAka mepeadadvae, mo Ui JOCTYIY 0
JTAaHWX, TIOB’S13aHUX 3 MECCH[XKEPOM, KOPHCTYBady HEOOX1THO 3B’S3aTHChH 3 CEPBEPOM
JIOKaJIbHOI KOPIIOPATUBHOT MEPEXKi, B IHIIOMY BHUIAJKY JaHI OyJIyTh 3HAXOIUTUCH Y
mudposanomy crasi. Jlorika 3’emHaHHs OyayeTbcs HacTynmHMM 4uHOM: KitieHT
migkmodaeTbes g0 CepBepy, IO 3HAXOAUTHCS B Mekax KopropatuBHOi Mepexi.
[Ticns migTBepmxeHns Bepciit Kimienra ta CepBepa, BCTAHOBITIOETHCS 3B 130K 1 KimieHT
MEePEeXOAUTh y poOouYMit pexuMm - pgaHi, 30epekeHi B cepenuHi KitieHTy
po3mmdpoByroThCs i KOpucTyBau 0TpUMYy€E MOKITHBICTh MPAIFOBATH 3 IIAMU JaHUMH.
Komun KopuctyBau Bimnpaisie moBigomiieHHs iHmomy KopuctyBauy, KiieHt
mdpye MoBiTOMIICHHS Ta BiAnpasise ioro Ha CepBep 3 BKa3aHHsAM BinnpaBHuka ta
OpepxyBaua. Y Bumaaky, xonu OpnepxKyBad 3HAxXOAMTBCS B OJHIM Mepexi 3
BinnpaBaukom, CepBep mepeHampaBise€ TOBIIOMIICHHS 0e3 I0AaTKOBUX Iid. B
iHmomy Bumnajaky - CepBep dYekae Ha IIe JCKiIbKa MOBIJOMICHB (Bif OyIb-sKUX
BinnpaBHUKIB), SKIIO BCTAHOBJIICHA KITBKICTh HAOHPAETHCA - TOBIJOMIICHHS
MMOYUHAIOTH IMaKyBaTHCh B OJHE BEIHKE, IICIsA 4YOro IMU(GPYIOThCS IE pa3 Ta
BiAMPaBISAIOTHCS 110 iHIoro CepBepy. SIKIIO micis BCTAHOBIEHOTO Yacy KiIbKICTh HE
HaOupaetbcs - CepBep JoJa€ HEBHCTAYarOdy KidbKicTh [lOBiIOMIIEHB y BHUIJISAII
BHITAJIKOBOTO HAOOPY 3HaUEHb, sIKi HE MATUMYTh BinnpaBuuka Ta OtpumyBada (a7s
ToTO, 00 npyruii CepBep BIAKKUHYB IIi MOBIAOMIICHHS SK “IIIyMm’).

KurouoBi cioBa. MynbTicepBepHU MeCEHKEP. 3aXHCT MiXKCEPBEPHOTO Tpadiky.
Iudpysanns.

B croronenni nutanHs iHdopMaliiiHoi 6e3nekn 0coOIMBO BaXKIUBE, 1 BOHO
PO3IMOBCIOKYETHCS HA BC1 €JIEMEHTH 1HPOPMAIIfHOI CHCTEMH, Y TOMY YHCII - 3aC00U
3’€¢lHaHHS MDK OKpeMuMH ¢imissmu Oi3HecoBux ogiciB. Hapasi, wacrimn 3a Bce ams
00MiHYy i1H(pOpMAIli€I0 BUKOPUCTOBYETHCS CJICKTPOHHA TIOIITA, SIKA Ma€ IUTY HH3KY
BpaznuBocTel. [lpukinanamu Takux BpasnuBocTed MoxxyTh Oyt CVE-2015-0235, mio €
aTaKOI Ha CXOBHIIE €JICKTPOHHOI MOIITH 3 METOIO MEepPENOBHEHHs Oydepy 1 BAKOHAHHS
koxy, abo CVE-2017-1274, mo € arakoro Ha piBHi oTpuManHs nomt (POP3, IMAP), Ta
iH. Bci i aTaku npeacTaBisitoTh COO00 BEIUKY 3arpo3y Oes3Melni Ta MOXYTh PU3BECTH
70 BUTOKY, IOIIKO/KEHHS a00 3HUIIEHHS KPUTHUYHOI iH(opmarii. AJbTepHATHBOIO
BUKOPHUCTAHHIO TIOIITH € BUKOPUCTAHHS MECEH KepiB Ha KimTanT Telegram, WhatsApp,
Viber, Tomo. Aje Ii MECEHDKepH TaKOXK CTaHOBISATH BEJIHKY 3arpoly Oesrmerri
iHopmarii. [Ipuknamom € WMOBIpHICTH BTpaTH MPHUCTPOIO, HA SKOMY € aKTHBHUM
00JTIKOBHH 3amKC MEeCEHIKepy Ta 30epiraeThcs 4yTinBa iHpopmaris. Y pasi BTpartu, nei
NPUCTPId MOKE TOTPANUTH y PYKH 3JIOBMHUCHHMKA 1, X04a, BIIACHUK aKKAYHTY MOXE
3aBEPILUTH CEAHC Ha LIbOMY IIPUCTPOT, 1€ HE AACTh KOAHOTO PE3YNbTaTY, KO MPUCTPIH
He Oyae MiIKIIOYeHWH 10 Mepexi [HTepHer, 60 TOMI 3JOBMHUCHHUK MaTHME 3MOTY
CKOIIIIOBAaTH BCl CKayaHi Ha MPUCTPiil BaxkIMB1 (Paiiin, Ta MOJTUBUTHCH BCIO 30€pEKEHY Y
XeIIl MePenucKy, o € MeHII HiK OaxxanuM. OJIHAK, 11e He €/IMHA 3arpo3a, MpuTaMaHHa
MeceHpkepaM. BoHu, sk 1 Oyab-sfike iHIIE IporpamMHe 3a0e3leueHHs, MalOTh SKICh
Bpa3JIMBOCTI, SIK He3HauHi, Hanpukiag CVE-2021-41861, axuii onrcye Oar, mpucyTHIH
Bepcisim Telegram 7.5.0-7.8.0 ma OC Android, mpu skomy ¢oto 3 GYHKITEO
CaMO3HUIIICHHS HE CaMOBUAAIISUIOCH 3 MPUCTPOIO, aJie BiTOOPaXKaAJIOCh SIK BUJAJICHE JIJIS
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KOPHUCTYBayiB; TakK 1 3Ha4HI BPa3JIUBOCTI, sK, Hanpukiag, CVE-2019-12569, Bpa3nuBicTh
JIECKTOITHOI Bepcii Meccenmxkepa Rakuten Viber go 10.7.0, mpu sKiii 3JIOBMHUCHUK MIT
BUKOHATH JIOBUTbHI KOMAaHAW, CKOPHUCTaBIINCh HEOE3MEYHUMH [IUIAXaMH, sKi
BuKkopuctoByBanuck st URI mporpamu. 3aBasiku 11l Bpa3aMBOCTI 3JIOBMHUCHUK MOJXKE,
MEPEeKOHABIIM  I[ITOBOTO KOPUCTYBaya TMEPEeUTH 3a IIKIIJMBAM IMOCHJIAHHSM,
3aBaHTAXHUTH 010J110TEKH 3 AUPEKTOPii, Ha Ky BKazyBaB URI, Ta orpuMaTu MOXIHBICT
BUKOHYBAaTH JJOBUTbHI KOMaH/IX 3 IPUBLIESIMU LILIIbOBOTO KOPUCTYBAaYa.

3BICHO, ICHYIOTb MECEHKEpU KOPIIOPATUBHOIO NPU3HAUEHHS, ajie BOHH,
3arajioM, NMpaIoTh BUKIIOYHO Y JIOKAIbHIA MEpPEeXi 1 He MOKYTh BUKOPUCTOBYBATUCH
JUTs 3’ €THAHHS MK BigganeHumu ¢imissmu. Came ToMy iICHYe HEOOX1AHICTh Y CTBOPEHHI
MECEH/DKepa, MPHU3HAYCHOTro i Oe3MmeyHOro 3’€AHaHHS SK BCEPEIUHI JIOKAIbHOI
KOPIOPATUBHOI MEPEXi, TaK 1 MK KUTbKOMa KOPTIOPATUBHUMH MEPEIKAMH.

3anpornoHoBaHa peaizallis TAKOro MECEHKEPY nependadae, mo sl JOCTYITY 10
JaHUX, TOB’A3aHUX 3 MECEHKEPOM, KOPUCTYBauy HEOOXI1AHO 3B’S3aTUCH 3 CEPBEPOM
JIOKaJIbHOI KOPIIOPATHBHOI MEpeXi, B IHIIOMY BHINAJKy JaHi OyAyTb 3HaXOIUTHCH Y
mudpoBaHomy ctaHi. Jlorika 3’eqHaHHA OyayeThCs HACTYMHHM YWHOM: KitieHT
niakmoyaetses 10 Cepsepy, 110 3HaX0AUTHCS B Mexkax Koprnoparusroi Mepexi. [Ticis
niaTBep/pkeHHs: Bepciii Kiienta Ta CepBepa, BCTaHOBIIOETHCS 3B’s130K 1 KimieHT
NepexXoJuTh y poOounid pexuM - jaHi, 30epexeHi B cepenuHi KiieHty
posmudpoByroThes 1 KopructyBau oTpuMye MOKIIMBICTH MPAIIOBAaTH 3 IIUMU JaHUMHU.
Komu Kopucrysau Bianpasinse noBigomienns inmomy Kopuctysauy, Kiient mmdpye
MOBIIOMJICHHS Ta Bignpasisie #oro Ha CepBep 3 BKa3aHHAM BignpaBHuka Ta
OpepxyBaua. Y Bunaaky, koiau OpepKyBad 3HAaXOMUTHCS B OJHIA Mepexi 3
BinnpaBaukom, CepBep mepeHarpanisie MOBiIOMICHHS 0€3 T01aTKOBUX Hii. B iHImomy
Bumnajaky - CepBep 4ekae Ha IIe ACKiTbKa MOBIIOMIICHB (BiJ Oyab-sakux BinmpaBHUKIB),
SKIIIO BCTAHOBJIEHA KUIBKICTh HAOMPAETHCS - MOBIJOMIIEHHS TOYMHAIOTH MAKyBaTUCh B
OJTHE BEJIMKE, MICIIsI YOTro MHUGPYIOTHCS 1€ pa3 Ta BiANPaBIsAIOTHCs 10 iHmoro Cepsepy.
Skmio micas BCTAHOBJICHOTO 4Yacy KUTbKICTH He Habupaetbes - CepBep nmomae
HEBHUCTa4Ya0uy KibKicTh [10BiIMIIEHB Y BUTIISAI BUIIQAKOBOTO HAOOpPY 3HAYEHB, K HE
MaTuMyTh BianpaBauka ta OtpumyBaua (st Toro, mo6 aApyruii CepBep BIAKHHYB I
MOBIIOMJICHHS SIK “TITyMm”).

PosrnsiHeMo B meransx sk came BJIAIITOBaHI Pi3HI aClIeKTH POOOTH MECEHKepa.
[ounemo 3 migkmouenus Kiienty no Cepsepy. IcHye nekinbka crieHapiiB, ki MOXKYTh
BUHHUKHYTH IT1]] 4ac TiKITIOUCHHS.

[Nepimii crienapiii - ycmimHe miaKIoYeHHs, siK 300paxeHo Ha puc. 1.
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Puc 1. Ilpornec 3’eqnanns Kimenra ta Cepepa

[Tpu Takomy cuenapii Kiient ta CepBep BIAIPaBISIOT OJUH OAHOMY CBOi Bepcii
y Buriaai VERCNF (Version Confirm), Ta migTBepaKyloTh BIpHICTH Bepciii OIWH
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onnoro, Binnpasisroun CNF (Confirmed) y Burnsai BiAmoBii, micias 4oro BUKOHYIOTh
3’emHaHHA. Y [[bOMY BHIIAJKy HACTYITHUM KpokoMm misi Kiienty Oyne po3mmdpyBaHHsS
BJIACHOT'O BMICTY.

Jpyruii Ta TpeTii crieHapii Ay’e CX0xXi - 1€ ClieHapii, y skux Bepcis abo Kiienty
abo Cepsepy BusiBWIach HeailicHow. Ilpu Takomy cueHapii CTOpoHa, IO BHSABHIIA
HemificHy Bepcito BigmpaBmsie CD 3amicte CNF, mo o3nagae Connection Denied (VY
3’e¢lHaHHI BiIMOBIEHO). Y Bumaaky Takoi cutyanii KopucryBay mnoGaunth
MOBITOMJICHHS ““3’€THaHHS HeBAase” Ta Oy/e HEOOXITHO MOBIIOMUTH TPO II€ O CBOTO
CucreMHoro AnMiHicTpaTopy.

[Tepen koxxuum noBigomiieHHsM BianpaiseTbest ACK (Acknowledge) Bin ogniei
3 CTOPIH, JJI TOTO 00 BU3SHAYUTH SIKUH 3 KaHATIB € aKTUBHUM B IIOTOYHIH mepeaadi.

Konu kopucryBau Hazacwiae moBimomieHHs, KimieHt Oyaye 3amuT 10 cepBepa
HacTynmHuM uyuHOM: ID BimmpaBHuka, ID oTpumyBaua, 3ammdpoBaHe MOBiTOMIICHHS
(MOe BKJIIIOUATH 110 ceOe CyOCTPYKTYpy TEKCT+Me/lia-BKIaJeHHs a00 OJHE 3 JBOX, B
TAaKOMY BHIIJIKy I0JI€ TEKCTY a00 ToJjie Me/Iia-BKIIaAeHHs Oyie MyCTHM).

FROM:ID IJTO:ID 2KTEXT:”D42180D5F41ABS9ES...”, MEDIA:NONE}
Puc 2. Crpykrypa noBinomiuenns Kiienra no Cepsepy

Cam ID kopucryBaua NpHB’A3yeThca A0 BiamosimanbHoro Cepmepy, a 3ayis
copouieHHs opieHTauii o ID, BiH mMoxe maTu dopmy %server name% %username%o
(mampuknag SCS1_TishchenkoG, ne SCS1 - Science Company Server 1, TishchenkoG -
Timenko I'.). Ilicnma orpumanns moBimomieHHs, CepBep MepeBipse€ UM 3HAXOIUTHCS
OpepxyBau BcepequHI Ii€i JIOKaTbHOI MEpeXi YM Hi, SKIIO Hi - MEPEXOIUTh IO
naKkyBaHHS MoBigoMieHHs Ha aApyruil Cepsep, skimo OnepKyBayd 3HAXOAUTHCA B MEXKax
1i€1 TOKaTbHOI Mepeski, TOB1IOMIICHHS ITPOCTO MEPECUITAETHCS 10 HBOTO.

VY BUNAAKYy 3 MPUKPITUICHHSIMH, BOHU MOCUJIAIOThCS y 3ammudpoBaHiii Gopmi, a
Menia MaloTh MpU cO0i YeK-CyMy, Ul MEpeBIpKM aBTEHTHYHOCTI Me[ia-BKIAJCHb, Y
BUIMAJIKy KOJHM BOHU TMPUKIANAIOTHCS 10 TOBIJOMJICHHS, I1HAKIIE 3aMiCTh Meia
3HaxoAuThCa None.

Konu noBinomnenns Haaxonuts 10 CepBepy, BiH Y€Ka€ N yacy Ha HAJAXOIKEHHS
nie k moBigomIieHs, micias 4oro abo TeHepye M0aTKOBI “MyCOpHi” MOBITOMIIEHHS, 100
JIOBECTH 3arajibHy KUIbKICTh 0 BCTAHOBJIEHOI, a00, SKIIIO BCTAHOBJIEHA KITBKICTH OyIia
JOCATHYTA, IOYNHAE MPOIIEC CTUCHEHHS MOBITIOMIIEHB 10 OJTHOTO MOTOKY.

|8 6iTI8 6iTI8 6iTI8 6iTI8 6iTI8 6iTI8 6i'r|8 6iTI8 6iTI IS 6iTI
|8 6iTI8 6iTI8 6iTI8 6iT|8 6iTI8 6iTI8 6iTI8 6iTI8 6iTI |8 6iTI
|8 6iTI8 6iTI8 6iTI8 61‘--'8 6iTI8 6iTI8 6iTI8 6iTI8 6iTI |8 GiTI

Puc 3. Ilpomec CcTHUCHEHHS TIOBIIOMJICHb, € YEPBOHUM KOJBOPOM 300pakeHO

MOBITOMJICHHS 1, a OJaKUTHUM - TIOBIIOMJICHHS 2, TMOBIJIOMJICHHS 3 KOJIbOpaMH, IO
YepryloThCs - pe3yIbTyIOUe TTOBITOMIICHHS.

Ha puc. 3 300paxkeHa y3arajipHeHa iHTEepIpeTalis Ipouecy CTUCHEHHS, 1€ KOXKHE
MOBITOMJICHHS PO3IJIIETHCS HA OJIOKHA Po3MiIpoM § OIT Ta OETHYIOTHCS B OIMH JIAHIIFOT.
e no3Bos€ NOCATTH MiHIMAJIbHY HEOOX1IHY KITBKICTh MOXKIIUBUX 3’ €1HaHb 3 CepBepoM
330BHI, I[0 3HAYHO YCKJIQJHIOE TUIIOBI aTakd Ha MOPTHU 3 €IHAHHS, SIKI MOTJIM OyTH
AKTUBHHMH, aJie¢ HE BUKOPUCTOBYBATHUCH.

[Ticns yTBOpeHHST HOBOTO JIAHIIOTA, BiH IOBTOPHO MMHU(PYETHCSI, 3 METOIO
NPUXOBAaTH BHYTPIIIHI 1A€HTHU(IKATOPH KOPUCTYBAdiB BiJ aHaNi3y NOTEHIIMHUMHU
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3noBMHUCHUKaMHU, Ticig yoro Cepsep 1 moBimomiisie CepBep 2 Mpo NOYATOK BiANPABKU
TIOB1JIOMJICHb Ta TIOYHHAE MTEPECUITaHHS.

TakuM 4YMHOM, HaBITh SKIIIO XTOCh 3MOKE MPOJAUBUTUCH TPaiK, B HHOTO HE Oyie
JKOJTHOTO PO3YMIHHSI CTOCOBHO 3MICTY IOBIIOMJICHB, IO HAJICUJIAIOTHCS BiJ OJHOTO

CepBepy 0 iHIIOTO.
Tomy 3aranmpHa cxema 3’eaHaHHs1 ABOX CepBepiB Oyae BUTIIANATH HACTYITHUM

YUHOM

(=

o

~— ([~ [ — [T

HERE

Puc 4. 3aranpaa cxema 3’eqaanHs CepBepiB 1BoX (iniid Kopropaiiii.

Ha puc 4 yepBOHUM KOJIBOPOM MMO3HAYEHO JIOKAIBbHY Mepexy ¢inii I, a cunim -
nokaneHy Mepexy ¢umii I YV koxHIA 3 MEpexk KOXKEH MPUCTPI Mae JTBOCTOPOHHE
3’eIHaHHA 3 JIOKanbHUM CepBepoM, SIKUH, B CBOIO YEPTry, MA€ IBOCTOPOHHE 3’ €THAHHS 3
BigmanenuMm CepepoMm iHmoi ¢imii yepe3 mepexy IHtepuer. Ll cxema mepenbavae
BIZICYTHICTh Y KOPHCTYBauiB J10 Mepexi [HTepHET BcepeauHi JTOKaIbHOT MEpexi, a €11He,
10 3’ €HYE 1X 3 1HIIOK0 (BifTi€eto - iX JokanbHui CepBep, sIKUiA, B CBOIO YEPry, Ma€ TOCTYII
JI0 MEpeKi IHTEepHET, aje He MpuiiMae Ha CBil 30BHILIHINM MOPT iHIII 3’€HAHHS, TAKUM
YHHOM 3HAYHO 3HWKYIOUH PH3UKH aTakK 330BHI.

OpHi€ro 3 HANTOJIIOBHIMIMX YaCTUH OYyb-sIKOTO MECEHIKepy € Horo inTepderic,
OCKUJTbKH, HE3QJICKHO BiJl BUKOPUCTAHUX TEXHOJIOTIH, MOMYJSIPHICTh MECEHKEPY OyIie
3aJIeKaTH BiJl TOr0, HACKIIBKU KOM(OPTHO HUM KOPUCTYBATHUCh.

Tomy iHTepdeiic mae OyTH TPOCTHM JIs PO3yMiHHA Ta e()EKTUBHO
BUKOPUCTOBYBAaTH TPOCTIp €KpaHy, Jal0oud MpH LbOMY MOXJIHMBICTb 3MIHIOBATH
30BHIIIHIN BUTJISIT BIAMOBIIHO J0 MOOaXaHbh KOPUCTYBayva.

Crniuparounch Ha 1i MoTpedu OyIo CTBOPEHO MakKeT iHTepdeiicy, 300pakeHuit Ha
puc 5.

Puc 5. Maker iHTepeﬁCY MECCEHJIKEPY
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VY 1mpoMy MakeTi eKpaH pO3MOAULICHO Ha JIBI YACTMHH: CIUCOK YaTiB Ta BIKHO
akTUBHOTO 4Yaty. Lle 103BoJIsie KOpUCTYBayy MaTH JETKUH TOCTYI 10 OyIb-sIKOTO 4aTy
HaBITh MPU JUCTYBaHHI 3 1HIIIUM KOPUCTYBaYEM.

JlonaTkoBO, y JiBil CTpidlli PO3TANIOBAHO TOIIYK IO YaTaM, 3aBISKH 4YOMY
KOPUCTYyBa4 MaTHME 3MOTy JIETKO Ta IIBUJIKO 3HAWTH TIOBIJOMJICHHS Ta/abo0 (haiiimu, sKi
BiH OTpHUMaB paHile, 63 HeoOXiTHOCTI MEePEeBIPATH KOXKEH 3 YaTiB BPYUHY.

Jlnst OibII MPOCTOTO PO3YMIHHS, KOKEH dYaT II03HAYAETHCA JOJaTKOBUMHU
CUMBOJIaMH - Il 3a4MHEHE Ta BiJYMHEHE OKO Ta OnmakuTHa Kpanka. [lepmri aBa
MO3HAYalOTh YW TPOYUTAB IHIIWKA KOPUCTYBa4 T€ TMOBIJOMIJICHHS, sKe Oyso HoMy
Hajicnane. TpeTiii cuUMBON TMO3HA4Yae HEMPOYUTAHI TOBIIOMIICHHS, SIKI OTpUMaB
KOPHUCTYyBa4, 3p00JICHO II€ IS TOTO, 00 Bi3yaJIbHO 3BEPHYTH yBary KopucTyBaya Ha
HOBI TIOB1JIOMJICHHSI.

Takox y cTpiulli 37iBa BiIOOpaXKarOThCS: 1M’s, 300pakeHHs mpodins, mara
OCTaHHBOTO TIOBIJIOMJICHHSI, CTaH TMOBIJOMJICHHS Ta TIEPEANOKa3 OCTaHHHOTO
noBioMJIeHHST abo “Typing...”, y BHMaAKy KOJHM IHIIUHA KOPHUCTYBad HaOWpae HOBE
MTOBITOMJICHHS.

VY camomy BiKHI 4aTy KOPUCTYBa4 0a4uTh CBOT MOBIJJOMJICHHSI 110 TIPaBOMY OOKY,
a TMOBIJIOMJICHHS 1HIIOTO KOPHUCTyBaya - MO JIiBOMY. 3a Oa)KaHHSIM KOPUCTYBad MOXKe
3MIHUTH BiJIOOpa)KEHHS MOBIIOMJICHB TIO OJJHOMY OOIIi.

[ToBiomiIeHHS y YaTi IEMOHCTPYE Yac, KOJIM BOHO OYII0 HaIICIIaHO Ta HOTO 3MICT,
BKJTFOYAIOYHM 300pakeHHs Ta/a0o0 1HIII MPUKPITIeH] daiau. Y BiKHI YaTy, sIKIIO 1HIIANA
KOPHCTYBAY I1Ie HEe IEPETISTHYB MOBIIOMIICHHSI, 0111 HHOTO Oy/ie BijoOpaskeHa OJakuTHA
Kpamnka, ska Oyzae BimoOpakatw uisi KOopucTyBauda med (akT. A y BUNAAKY KOJIH
MIOB1JIOMJICHHSI BCE I11€ HAJICHJIAEThCS - OyJie BiIoOpaXKaTUCh CUMBOJI T'OJJMHHHUKA.

Takox y KoprcTyBaya IpUCYTHE MEHIO HAJIAITYyBaHb, 110 300pakeHe Ha Puc 6.

Settings

Mykhailo L.
) Software Corp. Dept. 2
% A

Edit profile

Sounds and notifications

Chat settings

Laguage:

Interface scale

Puc 6. MeHto HasalmTyBaHb

Ile BIKHO BiAKpMBAETHCS MOBEPX BiKHA MECEH/Kepa Ta Mae B co0l HACTYIHI
eleMeHTH: TTpodiIb KOpUCTyBaya Ta MOKJIMBICTh HAJIAINTYBaTH NPO(disib, 3BYKH, YaTH,
MOBY Ta po3Mmip iHTepdelicy, a Takox Yallu, ki JOMOMOXYTh KOPUCTYBauaM LIBHULIE
po310paTUCh K caMme BJIAIITOBAH MECEHIKED.

VY menio Edit profile kopuctyBay Moxe 3MIHUTH: 300pakeHHs Ta iM’s IpodiIio.
JlemapTaMeHT KOpHCTyBada NMPH3HAYAETHCS CaMHM CEPBEPOM, JI0 SIKOTO KOPHUCTYBad
BIIEpILIE MiKITIOYAETHCS.
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Sounds and notifications 103BoJIsI€ 3MIHUTH T'YYHICTh 200 MOBHICTIO BUMKHYTHU
3BYKH CIHOBIIIEHh Ta BIiJOOpaXCHHS CIUIMBAIOYHX TOBIOMJIEHb, 3 MOXKIIHUBICTIO
BUMKHYTHU 200 MOBHICTIO 200 HAa EBHUM MPOMDKOK Yacy.

Chat settings mo3Boiisie HamamTyBatd (OHOBE 300pakKeHHS 4aTiB, KOJIHOPOBY
cxeMy iHTep(eicy, a TaKOXK PO3TaIIyBaHHS MMOBIIOMIIEHh KOPHCTYBaya (110 MPaBoMy YH
10 JIIBOMY OOKY).

HanamryBanHs MOBH JJ03BOJIsIE 00OpaTH MOBY iHTepdeiicy abo noaaTu BiIacHUM
nepeKall, y pasi KoJid MOBa HE BXOJIUTh B CITUCOK MOB 332 3aMOBUYBaHHSIM.

Po3mip iHTepdeiicy n1o3Bossie BUOpaTH HEOOXIAHUN PO3MIp, 3TiTHO 3 0OpaHUM
KOPUCTYBa4€M MOHITOPOM.
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DEVELOPMENT OF MULTISERVER CORPORATE MESSENGER
WITH SPECIAL PROTECTION OF INTERSERVER TRAFFIC

M.A. Lisovsky, O.A. Stopakevych

National Odesa Polytechnic University,
ave. Shevchenko, 1, Odesa, 65044, Ukraine; e-mail: mix313131@gmail.com

The proposed implementation of the messenger, which assumes that in order to access the data related to
the messenger, the user needs to contact the server of the local corporate network, otherwise the data will
be in an encrypted state. The connection logic is built as follows: The Client connects to the Server located
within the Corporate Network. After confirming the versions of the Client and Server, the connection is
established and the Client goes into working mode - the data stored in the middle of the Client is decrypted
and the User gets the opportunity to work with this data. When a User sends a message to another User, the
Client encrypts the message and sends it to the Server specifying the Sender and Recipient. If the Recipient
is in the same network as the Sender, the Server forwards the message without additional actions. Otherwise
- the Server waits for several more messages (from any Senders), if the set number is reached - the messages
begin to be packed into one big one, after which they are encrypted again and sent to another Server. If
after the set time the number is not dialed - the Server adds an insufficient number of Messages in the form
of'a random set of values that will not have a Sender and a Recipient (so that the second Server rejects these
messages as "noise").

Keywords. Multiserver messenger. Protection of inter-server traffic. Encrypts
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OPI'AHIBAIIA EJIEKTPOHHOI'O JOKYMEHTOOBIT'Y 3
BUKOPUCTAHHAM YAT-BOTY

B.B. Ilonydanos, H.I. Kymnipenko, H.I'. Kozauenko

Hamnionaneuuii yaiBepeuteT «Onechka [omitexnikay, mpoct. [lleBuenka, 1, Onmeca, 65044, Ykpaina; e-
mail: infsec2011@gmail.com

Uepes3 momii octaHHiX pokiB, Taki sk Bipyc COVID-19, a mi3nime pociiicbko-
yKpalHChKa BiiiHa, OyJI0 YHEMOJIIMBIICHO OYHE HaBYaHHS B 0araTboX HAaBYAJIbHUX
3aknanax B Ykpaini. Uepes 3arpo3y 370pOB’I0 Ta JKHUTTIO CTYJEHTIB, BUKJIaIadiB Ta
IHITMX POOITHUKIB, HABYAJIbHI 3aKJagu Oynu 3MyIIeHI MEeperTH Ha IUCTaHIlHHE
HaB4YaHHsI a00 poboTy. ToMy B IIe#l Yac JOBOJII TOCTPO MOCTANIO MMUTAHHS OpraHi3arii
€JISKTPOHHOTO JOKYMEHTOO00IryY, aJpKe MpalioBaTy i3 yciMa QaiilaMmu Bpy4Hy 10BOJI
HE JIOLIBHO, 0COONMBO KOJIM KiJBbKICTH OOpOOJIIOBAILHUX B JAEHb (haliliB MOXXe
CTaHOBUTH JIeKUIbKa COTeHb. Yepe3 wne Oyno mNpuUHHATE PpILIEHHS CTBOPUTH
NPOTpaMHUII NPOIYKT, SKWUH 3MIir OWM CHPOCTHTH JHCTaHLiiiHy poOory i3
JOKyMEHTaMH CTyJeHTaM Ta Bukianadam BH3 abo HeBenmukuM kommaHisiM. MeToro
poboTH € aBTOMAaTH3allis NPOIIECY YMPaBIiHHSI JTOKYMEHTaMH 3a JOIOMOTOI0 YaT-
00Ty Ta MPOrpPaMHOTO JToIaTKa. Y poOOTi MPOBEACHO aHAIi3 MECEHKEPiB, Ha OCHOBI
SKUX MOXe OyTH pOo3poOJieHUi 4aT-00T, a TaKoX aHalli3 MOB MPOrpaMyBaHHS, SKi
JIaIxyTh MOKIIMBICTh B3aeMoAiATH i3 Telegram Ta po3poOHTH TPOTpaMHUIA JOJATOK
MaKCHUMaJbHO €(pEKTUBHO. Y Pe3yNbTaTi BUKOHAHHSA poOOTH OyB pO3poOJIeHUH YaT-
6ot Ha ocHOBi Telegram, sxuii NMpu3HAYCHHWHA A BiAMPaBKH CTyIEeHTaMH a0o
BUKJIaa4aMu (haiiiiB Ta MporpaMHUA TOJATOK IS YIOPSIKYBAaHH Ta 3aBAHTAKCHHS
JOKYMEHTIB BHKJajadueM abo CTYyIEHTOM BiImoBigHO. PesymbTaté maHoi poboTH
MOXYTb OyTH BUKOPHCTaHI Ha NMEPCOHAIBLHUX KOMII'IOTEpax CTYAEHTIB, BUKJIa adyiB
a0bo Ha Kadenpi yHIBEpCUTETY.

KawouoBi ciaoBa: 4ar-00T, yNopsIKyBaHHS  €JIEKTPOHHMX  JIOKYMEHTIB,
ABTOMATH3allisl €IEKTPOHHOTO JOKYMEHTOOOITY.

Beryn

3a ocTaHHI JEKUIbKa POKIB CTAJMCS TOJii, SKI 3pOOMIIM CKIIAJIHUM, a 1HKOJIH
B3arajai HEMOXKJIMBUM OYHE HAaBUaHHS B HaBUAIBHUX 3aKJa/Jax B YKpaiHi: CIIOYATKY Ie
o0yB Bipyc COVID-19, a Tenep pociiichko-ykpaincbka BiiiHa [1-2]. 3arposa >kKUTTIO Ta
3I0pOB’I0 JIIOZICH 3MycHiIa HaBUalbHI 3aKJIaiu 1 OUTBINICTh MPAIIBHUKIB MEPEUTH Ha
JTUCTaHIIfHE HaBYaHHS a00 poOOTy, a/pKe MPOJIOBKYBAaTH (YHKIIIOHYBATH B OYHOMY
peKMMiI HaBYaJbHI 3aKjaJd HE MOIJIM: CTaHOM Ha | BepecHs 1 3 MOYATKy
MMOBHOMACIITAOHOTO BTOPTHEHHS POCIMCHKI BIMChKA MOMIKOIUIH 2,4 THCSIY1l HABYAIbHUX
3akyaaiB B YKpaiHi, 3 HuX 270 3pyiiHOBaHI MOBHICTIO. | HaBiTh HA TaHUIl MOMEHT Maiixe
50% mnHaBYAIBHUX 3aKJIaaiB B YKpaiHi TPOJOBXYIOTh AUCTaHIIHHE HaBYaHHS |[3].
BinnoBinHo 3apa3 SK HIKOIM TOCTPO TOCTANO0 MHTAaHHS OpraHizauii eIeKTPOHHOTO
JIOKYMEHTOOOITY, aJKe BIMPaBIATH BCl (pailyi BpydHY JOCUTH TPYAOMICTKO, OCOOIMBO
KOJIM KUTBKICTh BIATIPABICHUX B JICHb (DAiiIiB CTAHOBUTH JEKiJbKa COTEHb.

Ha ocHoBi aHami3y iCHyrOYHMX Ha PHHKY pimieHb, Takux sk Cepic «BuacHoy,
Cepgic «Miit Apt-Odic», Alfresco, Cepaic «ABpopa», Microsoft SharePoint, Directum
ta NauDoc 0y510 3p001€HO BUCHOBOK, 10 Y OUIBIIOCTI 3 IIUX CUCTEM JIOKYMEHTOOOITY €
0OMEKeHHS 3a 4acoM Oe3KOIITOBHOI'O BUKOPUCTaHHS a00 3a KUIbKICTIO KOPUCTYBAYiB y
CHCTEMI, 1HIII X MalOTh 3a0arato 3aiBoro (yHKIIOHATY, HAPUKIIA, ITM(OPOBUH TTiITHC
a0o0 IOpHIMYHA LIHHICTH JOKYMEHTIB. TakuMm 4nHOM, He Oy/o 3HaWIEHO MPOTPaMHHUX
pimeHs st cepu OCBITH, SKi O 3aJ0BOJIBHSUIA yCIM ToTpebaM i BogHouyac He Oyiu 0
NepeHaBaHTaXEHI 3aiiBUMHU y 0OpaHiil cdepi MoxnuBocTsiMU. Tomy Oyno BHpIIIEHO
CTBOPUTH TIPOTPAMHUN TPOAYKT, SKHH 3MOXKE TMOJETIIUTH JAUCTAHIIIHY pOOOTY
BUKIagadaM BY3iB, Oyae MakcHMalbHO MPOCTHM 1 BOAHOYAC MAaTUME MOKIHBICTH

352



B.B. Iloxydanos, H.I. Kymnipenko, H.I'. Kozauenko
BUKOHYBAaTH yCi OCHOBHI (pyHKIIii, HEOOXiHI CTYZICHTaM Ta BUKJIaja4uaM.

Merta cTaTTi Ta IOCTAHOBKA 3aB1aHb

MeTo10 po3p0oOKH MPOTPaMHOTO MPOAYKTY € aBTOMATH3AITIs POIECY YIPABIIIHHS
JIOKYMEHTaMH 3a JIOTIOMOT'0I0 TPOTPaMHOTO JI0JIATKy Ta 4aT-00Ty Ha 6a3i Telegram.

JIy1st MOCSATHEHHS MTOCTaBIECHOT METH HEOOX1HO PO3B’sA3aTH HACTYIIHI 3a0aui:

a) BUKOHATH aHaJIi3 IpeaAMEeTHOI 001acTi Ta ICHYIOUMX MPOTrPaMHUX PilliCHb;

0) BUKOHATH aHaJI13 HaWOIIBII THYYKUX TEXHOJIOTIH /st poboTu i3 Telegram ta
JIOKyMEHTaMHU;

B) po3poOuTHu yat-00Ta uyepes Telegram;

) pO3poOHUTH TpOTpamMy-AOJaTOK JUIS YIOPSAKYBaHHS Ta 3aBaHTAKEHHS
JIOKYMEHTIB.

[IporpaMHuii MPOIYKT, IO PO3POOITIOETHCS, OyAe pO3TIISIATUCS HA MPHUKIAIL
B3a€EMOJIIT CTYJIeHTa Ta BUKJIaJaya 1 MOBUHEH OYyTH 3[aTHUW BHUKOHYBATH HANIIPOCTIMII
¢ynkuii, a came:

- MaTH MOXJIMBICTh MpUMaTH, 30epiraT Ta BiANpaBIaATH (aiiim;

- YHopsAKOBYBaTH (Qaiimu 3a 1M’sIM, NpPI3BUILEM Ta TPYNO HaBYAHHSA

BIJINPAaBHUKA;

- BUKOPHUCTOBYBATHU 0a3y JaHuX Uis 30epiranHs ¢aiiiis;

- HaJlaBaTH MOXJIMBICTb BUOOPY JUPEKTOPii 30epiranns ¢aiiis;

- PO3pI3HATH KOPUCTYBaYiB 4aT-00Ty MiXk c00010;

- mnpuiimMatu (aitim Oyb-aKoro ¢hopmary, po3IMUPEHHS Ta PO3MIpY.

OcHOBHA YacTHHA

Y BiakpuTOMYy JOCTyIi He Oyno 3HalWJeHO OE3KOUITOBHUX MPOTrPaMHUX
MPONYKTIB, siIKi O Morimm edeKTHBHO BHUPIIIYBaTH 3a1adi JOKYMEHTOOOITy, sKi
MOBCSIKJIEHHO BUHUKAIOTH B TTPO(eciliHili AiSUTBHOCTI CTYICHTIB Ta BUKJIAIaviB 1 HE OyiH
0 ycKJIaJIHeH1 HeMOTPIOHUM (DYHKITIOHAJIOM. BibIIicTh MOAIOHMX MTPOTpaM po3paxoBaHi
Ha BEJIMKI KOMITaHii, B IKUX B MPOIIECi JOKYMEHTOO00Iry 3a/isTHO COTHI JIF0eH Ta odirfiiiHi
narepu, ki HeoOX1THO TAMHUCYBATH Ta 3aBIPSITH, TOIIIO.

B3siBmm 10 yBaru Te, 1o B mpolieci OOMiHY JOKyMEHTaMHu OyAyTh 3aisiHi K
BUKJIa/1aul TaK 1 CTYJCHTH, OyJI0 BUPIIIIEHO MOOY/AyBaTH J0JaTOK Ha OCHOBI B3a€EMOJIIT 3
OJTHUM 3 TIONMYJSIPHUX MECEHJDKEpiB 3 BHKOpPHCTAaHHAM uaT-OoTy. Lle Hamano 6 BciMm
KOPUCTyBa4aM MOJKJIMBICTH MPAIFOBATH 13 MPOCTUM Ta 3HaHOMUM iHTEep(deicoM Ta MaTH
NOCTIHHMIA JOCTYyN 10 4ar-00Ty Ha Oynb-sSKoMy mpuialai — TenedoH, nepcoHaTbHHUMA
KOMIT FOTEp, HOYTOYK.

VY sKocTi MeceHKepiB Ui peaiizalii yaT-00Ty Oyino pO3IIsSHYTO AEKilTbKa
MONyJISIPHUX BapiaHTiB, TakuxX sk Telegram, Viber Ta WhatsApp. [IpoanamizyBaBuim
HepeniyeHi MeceH/pKepu, I1X cina0Ki Ta CHJIbHI CTOPOHH, OyJI0O BHPIIIEHO
BUKOpUCTOBYBaTtH Telegram uepe3 Ti MOXKJIMBOCTI, SIKI BIH HaJa€ KOPHCTYBady Ta
nporpamicty, SKuii Oyze 3 HUM MpaloBaTy.

BenukuMm mmrocoM BUKOpUCTaHHS 4aT-00Ty came Ha ocHoBi Telegram e #ioro
3axuieHictb [4]. YV cepBici BHUKOPUCTOBYIOTH OJIpa3y [IEKUJIbKAa CHUCTEM 3aXHCTy
iH(opmMartii, 3acTOCOBYIOUH TaKi alropuT™Hu mmdpyBanss, sk AES-256, SHA-256, RSA-
2048 Ta DH-2048 mpu Bukopucranui Telegram na Tenedoni abo nepcoHaTbHOMY
KoMIT 10Tepi, a Takok HTTPS-npoTokod, Ko KopucTyBad BUKOPUCTOBYE Web-BepCito
Telegram, a xiroun mudpyBaHHs, 3BICHO, HE TIEPEAIOTHCS TPEeTiM ocobam [5].

Takox oxniero 3 mepeBar MeceHmkepy Telegram e Bimkputuit API — cepsic
orepaniiHoi CUCTEMH, KU 103BOJIsI€ KOPUCTYBATHUCh ycimMa ¢yHkuisimu Telegram uepes
nporpamMHuii koxa [6]. Hanmpukiazn, cepBep AeSKOro CalTy 3aMiCTh TOTO, OO poOUTH
3aMnuT JUIS CTBOPEHHS MOAIl 3 BCTAaHOBJICHHWMH IapaMeTpaMHU HampsMy JI0 CepBEpiB
Telegram, sixuii mae oOpoOUTH IIEH 3amMUT Ta MEpeaaTH BiJIMOBIIb HA HHOTO Ha3aj Ha
caiit, moxxe ctBoputH 3anuT 10 API cepBepa Telegram, Bupansiroun i3 1bOro JaHIora
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3aIIUT Ha CAWT.

Jlnsg HamucaHHs TPOrpaMHOrO KOAY JUIsl KEepyBaHHS KOMaHAaMHM 4aT-00Ty
notpiOHO Oys10 0OpaTH MOBY IPOTrPaMyBaHHS, KA BAKOPUCTOBYIOUHN HAMMEHIII MOXKIIUBY
KUIBKICTh PECYPCiB, JAaCTh MOXKIIMBICTh BUKOHYBATH yCi MOTPiOHI QyHKIIII. Y SKOCTI MOB
nporpaMmyBaHHs 0ynio po3risHyTo Aekinbka: C++, C#, Python Ta Java [7]. Marouu neBHe
VSIBJIEHHSI TIPO CTPYKTYPY KOXKHOI 3 PO3IIIIHYTHX MOB IIpOrpamyBaHHs, 0ys0 3po0IeHO
BUCHOBOK, II0 HAaWOUIBII JOIIBHO pO3pOOIsATH oOpaHe MporpamMHe 3a0e3leyeHHs Ha
Python.

Jlo mepeBar 1i€i MOBM NpOTrpamMyBaHHS MOXKHA BIJHECTH OUIbLI MPOCTUN
CHHTAaKCUC HDK Y JESIKHWX aHaJIOTIB, BEIMKY KUIBKICTh JOJATKOBHX TAKETIB JJIs
BUpILICHHS Maiike Oyab-gKOi 3a/1a4i, BUCOKY 3aTpeOyBaHICTh Ha PUHKY Ipalli, ITHPOKE
3aCTOCYBaHHA Y KOMIIaHIsSIX Oy/b-IKuX MaciTadiB, Tomio [8-9].

Ha ocHOBi 00paHuX TEXHOJOTIH pO3POOJICHO MPOrpaMHHUA MTPOMYKT IS
aBTOMaTu3allii 1okyMeHToo0iry. Cxema poOOTH TPOrpaMHOro MPOAYKTY HaBeJCHA Ha

pucyHky (puc. 1).

(@

basza paHux

1
©
<—— 1

;.. ] .

Telegram BOT :
Cepeepa Telegram MporpaMHum Kop,
/ Telegram-6ot i3 KOMaHpaMu gns
bora

KopucryBauyi nuwyTb y 4ar

Puc. 1. Cxema nporpaMHOro npoaykry

Anroput™ (yHKIIOHYBAaHHS IPOTPAMHOTO MPOJYKTY CKIAJAEThCs 3 HACTYITHUX
KPOKIB.

1. Crynent abo BuKJIanad, skl Oa’kae BIAIPaBUTH JOKYMEHTH (JabopaTopHi
a00 MOIyIbHI pOOOTH, KYpCOB1 pOOOTH, TOIIIO), TOBUHEH 3aiiTh y Telegram, 3naiiTu 60Ta
Juis 30epiraHHsl Ta YHNOPSAAKYBaHHS (aiiliB 3a JOMOMOIOI0 TOUIYKOBOTO 3aIHTYy
«@SendFilesONPUBot».

2. Ilouatu miamor 3 60TOM i3 CTaHAAPTHOI KOMAHIH «/starty.

3. CrmimyBatu KpokKamM y TIOBIIOMJIGHHsSX ©0OoTa, a caMe: BBECTH
koMaHay«/filesend,

4. OOpatu, ud € KOPUCTYBa4 CTYICHTOM 200 BUKJIAJa4ueM.

5. Sxmo Oyno obpano “Bukianay’ - TpeGa BBECTH MapoOJib, BIIOMHUHA TUIBKU
BUKJIa/Ia4aM.

6. Bsectu iM’s, mpi3BuIe, Tpyny Ta npenMmer. (SIKIIo BiAmpasise CTYICHT -
BBECTH IPYITy HaBUaHHS, SKIIO BUKJIAAa4 - TPYITY, JUIS sIKO1 Oy/ie BiampaBiasTucs dhaiin)

7. Ilicns uporo OoT Oyme TOTOBHWM NpUUHATH (Qailii Big KOpUCTyBaya.
Boanodac moxe O6yTtu BianpasieHo Bif 1 1o 100 daitniB Oyab-s1KOro po3nmpeHHs.

8. Ilicns oTpuMaHHS JOKYMEHTIB OOT BiIPaBUTh KOPUCTYBauy IMOBIJOMIICHHS
po Te, 0 yci (aiinu Oyio yCIinHo 30epexeHo0, Ha YOMY KOPUCTYBaAd 3aBEPIIae poooTy
13 yaT-00TOM.
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Ha uerBepTOMy Ta m’ATOMY KpOKax BH3HAUYA€ThCs, Y SKY TaOIMII0 6a3u TaHUX
Oyne 3anucana iHpopMalIris, IepeIana B HACTYIMTHUX KpoKax. SIKIo KOpUCTyBad o0upae
BapianT “Bukiiamad”, me o3Hadae, mo (aiinu, 10 SKux oMy Oyae HagaHO JOCTYI y
MIPOrpaMHOMY JI0JIaTKy - II€ BUKOHaHI pOOOTH CTYIEHTIB, a TOMY, OO CTYJIEHTH HE
MOIJIM OTPUMATH JOCTYH 0 3aBEepIICHUX pPOOIT iHIIMX CTYIEHTIB, MOTPIOEH METOx
3axucTy 0a3u JaHUX.

Ha moctomy kporii BinOyBaeTbes ieHTH(DIKALIA KOPUCTYBaya: MIiCHs TOTO, SIK
KOPUCTYyBa4 OOHMpae CTyIeHT BIiH abo BuKIamad, OOT 30epirac yHIKaIbHUN
imeHTUiKaiiHII HOMep KOpHCTyBaya, a KOJIM KOPUCTYBay BiJIPABIIsIE€ TOKYMEHT — 00T
MOPIBHIOE 1IeHTU(DIKAIIHHUI HOMEp BIANpaBHUKA KOMaHAM 13 iAeHTH(IKAIIHHAM
HOMEpOM BiJnpaBHUKa (ainy. SIKII0 BOHM BIAPI3HAIOTBCA — OOT BUAAE MOMMIIKY
BU3HAYCHHS KOopucTyBada. lle 3pobneHo /st Toro, mobd HIXTO HE 3MIT BTPYTUTHCS Y
npoliec BiAnpaBKy (aililiB iHIIOT JIIOJHHH.

Vci daiinu, mo Oynmu oTpuMaHi 60TOM 30€piraloThCsl y 3a37aJIeTilb CTBOPEHIN
tabmuii y 6a3i nanux SQLite y GiHapHOMY (opmarti pa3oM i3 iM’sIM KOpHUCTyBaya, HOro
NPi3BUILEM, TPYIIO0 HABYAaHHS, HA3BOIO MPEIMETa Ta Ha3BOK KOXKHOTO BiJIPABICHOTO
¢aitny. Konu BuknanaueBi 3Ha100UThCs 30epertu poOOTH CTYIEHTIB IJIs IEPEBipKU, 200
CTY/CHT 3aX04Y€ 3aBaHTAXUTHU OJIAHK JIJIs1 BAKOHAHHS MOIYJIBHOT poOOTH, BiANpPaBICHUIA
BUKJIaJ]a4ueM, BiH BIIKPHUE JOJATOK, SIKHIA JT03BOJISIE 3HAUTH HeoOXiaHi (haiinu Ta 30epertu
iX Ha MepPCOHAIIbHUN KOMIIT I0TEP.

[Ticns BiAKPUTTS MporpamMu KOpUCTYBad HOBUHEH 00paTH CBOIO poiib - Bukimagau
g CtyzaeHt. [licns poro KOpHCTyBad OTPHMAE AOCTYI JO MPOTPaMH, IO JO3BOJIUTH
oMy meperisaaTé AOCTYIHI JaHi, YHOPSJAKOBYBATH iX 3a TPYIHOI0 Ta MPEAMETOM i
3aBaHTaXyBaTH HEOOXiHI (haliu Ha TIEpCOHATBLHUN KOMIT 0Tepi (pHc. 2).

3aBaHTaXuTH hannm 0O6epiTb HEO6XiAHI ANA 3aBaHTaXXHHA hannu

CopTyBaTH Nno rpynnax

YyeHb Po
CopTyBaTH no npeameTy

[porpamyBaHHA

OHOBUTYU 633y AaHUX

Tpyna

Puc. 2. Intepdetic mporpamu 1y1st 3aBaHTaKyBaHHS (ailmiB

[Ticns HAaTUCKaHHS Ha KHONKY «3aBaHTaKUTH» KOPHCTYyBau MOBHHEH OOpaTH
TUPEKTOPIt0, Kyau OyayTh 30epekeHi oOpaHi Qaitim.

Came Ha 1IbOMY eTami BiJOyBae€TbCsl YHNOPSAKYBaHHS (aiilyiB: BBEAEHI Micis
koManu /filesend maHi BUKOPHCTOBYIOTHCS JJISI CTBOPEHHS BiJMOBITHUX KaTaloriB. Y
o0paHOMY KOpHUCTyBadeM LUIAXY (paidaoBoi cucremMu Oyne CTBOPEHO IUPEKTOPII0
«"pynmy, BcepelnHi SKOi CTBOPIOIOTHCS TAIKH 13 Ha3BaMU MPEIMETIB a Mi3HIIIe TPYI ,
SK1 ICHYIOTh y 0a3i JaHUX Ha JJaHUH MOMEHT. Y CTBOPEHHMX IanKax i3 Ha3BaMH Ipyn Oyje
CTBOPEHO HOBI TUPEKTOPIii, Ha3BU AKUX MaroTh BUTI «Im’s ITlpizBume», ae i OynyTh
30epexeHi (hailiim BiAMOBITHOTO CTyeHTa (puc. 3).
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BucHoBku

B poGoTi BHKOHaHa po3poOKa MPOTPAMHOTO MPOAYKTY IS aBTOMaTH3AIlil
YIOPSIKYBaHHS JOKYMEHTIB CTYACHTIB Ta BHKJAJayiB, BIANPABICHUX 3a JOMOMOTOIO
yaT-00Ty MeceHkepa Telegram. Jiis JOCATHEHHSI TOCTaBIECHOT METH OYyJI0 PO3B’s3aHO
HACTYIIHI 3a]1a4i:

- BUKOHAHO aHaJjIi3 MpeAMETHOI 00JIacTi Ta ICHYIOUMX NMPOTrpaMHuX pimeHb. He Oymno

3HaWJICHO MPOTPaMHUX PIllICHb I c(hepu OCBITH, sIKi O 3aJOBOJIBHSIIM YCiM 1OTpedam i

BOJHOYAC HE Oyu O MmepeHaBaHTaKEeH1 3aiBUMH Y 00paHiid cepi MOKIHMBOCTIMU;

- BUKOHAHO aHaNi3 HAMOUIBII THYYKMX TEXHOJOTid ans poboru i3 Telegram Ta

nokymeHtamu. O6paHo moBy Python, sika Mae HalOUIBIII KOMIIAKTHUNA MPOTPAMHHAMA KO/

Ta Hajmae Oe3idu MOKJIMBOCTEH 3aBASKH CTOPOHHIM 0ibiioTekaM. Y SIKOCTI CHCTEMH

yopaBimiHHSA 0azamu maHux Oyino obpano SQLite depes JIeTKiCTh BUKOPHUCTAaHHS Ta

HasIBHICTBh yChOro HeoOXigHoro ¢ynkuionamy. Mecenmkep Telegram mis peanmizarii

4yaT-00Ty OyJI0 00paHO Yepe3 MOoro MomyJIsSIpHICTh Cepell CTYACHTIB 1 BUKJIaIadiB a TAKOXK

yepes Bigkputuii AP, o no3Bossie kepyBatu 60TOM 3a TOTIOMOTOIO IIPOTPAMHOTO KOJY;
po3pobiieHo uar-6ota uepe3 Telegram, sikuit Mae HACTYITHI MOYKJIMBOCTI:

1) npuiimatu daiinu Oyab-IKOro po3Mipy Ta PO3LUIMPEHHS;

2)  mpwuiimaTH, 30epiratu Ta yrnopsakoByBaTu (aiiim;

3)  pO3pI3HATH KOPHCTYBaUiB 4aT-00TY MiXk CO00I0;

4)  mepeBipsTH, SIKY POJIb Ma€ BinnpaBHUK (aitnis: CtyneHT abo Buknanauy;

- pO3po0JIeHO AO0JATOK MAJIsl YHOPSAKYBaHHS Ta 3aBaHTAXXEHHS JOKYMEHTIB IS

BUKJIA/Ia4iB Ta CTYJIEHTIB, AKHI Ma€ HACTYIMHHUN (yHKII1OHA:

1)  ymopsiAKyBaHHS TOKYMEHTIB 3a iM’sIM, TIPI3BHILEM, TPYIIOIO Ta IPEIMETOM;

2)  BUKOpHUCTaHHS 0a3u AaHuX Ui 30epiranHs Qaiiiis;

3)  HamaHHS MOXJIMBOCTI BUOOPY AMpEKTOpii 30epiranHs (aiimis;

4)  MOXJIMBICTH MOLIYKY Pe3yJIbTaTiB Mo 0a3i 1aHuX.

VY miacymMKy MOXKEMO 3a3HAYMTH, IO PO3POOICHHH TPOrpaMHUN MPOIYKT 3
BUKOPUCTaHHAM 4Yar-00Ty B Telegram Moyke 3HAYHO MOJIETIIMTH TMPOLEC MPUHOMY
daiiniB BUKJIanadeM BiJl CTYJEHTIB 1 HaBMAaKud TOMY, IO KOpUCTyBauyaM OUIbILIE HE
notpiObHO Oyne 30epiratu KoxkeH ¢ailsi OKpeMo Ta BPYYHY 1 YIMOPSIKOBYBATH iX IO
HEOOXITHUM TarKkaM CaMOCTIMHO, yCe 11 3a HbOTO TEIep MOXe POOUTH pO3poOJIeHUI
JOJIaTOK, IO JaCTh BUKJIaJayaM OibllIe Yacy Ha MepeBipKy MpUHHATHX poOiT abo Ha
HAyKOBY Ta METOJIMYHY TisSIIbHICTD, @ CTY/ICHTaM - OLIbIIE Yacy JJIsi BUKOHAHHS 1HIIINX
3aBJIaHb.
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DEVELOPMENT OF A CHATBOT FOR ORGANIZING ELECTRONIC
DOCUMENTS

V. Podufalov, N. Kushnirenko, N. Kozachenko

National Odessa Polytechnic University,
1, Shevchenko Ave., Odesa, 65044, Ukraine; e-mail: infsec2011@gmail.com

Due to the events of the last years, such as the COVID-19 virus and later the Russian-Ukrainian war, it was
impossible to study face-to-face in many educational institutions in Ukraine. Due to the threat to the health
and lives of students, teachers and other employees, educational institutions were forced to switch to
distance learning or work. Therefore, at this time, the issue of organizing electronic document management
became quite acute, because it is not advisable to work with all files manually, especially when the number
of files processed per day can be several hundred. Therefore, it was decided to create a software product
that could simplify remote work with documents for students and teachers of universities or small
companies. The aim of the work is to automate the document management process using a chatbot and a
software application. The work includes the analysis of messengers, on the basis of which a chatbot can be
developed, as well as the analysis of programming languages that will make it possible to interact with
Telegram and develop a software application as efficiently as possible. As a result of the work, a chatbot
based on Telegram was developed, which is designed to send files by students or teachers and a software
application for organizing and downloading documents by a teacher or student, respectively. The results of
this work can be used on personal computers of students, teachers or at the university department.

Keywords: chatbot, organization of electronic documents, automation of electronic document management.
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MATEMATUTYHE MOJEJIOBAHHS HAIIMHOCTI
TEH30OMETPUYHUX CUCTEM HA OCHOBI EBPUCTUYHHUX
MOJAEJIEM BUMIPIOBAJIBHUX ITPOLEAYP

C.A. ITonoxaenko, @.I". I'apamenko, JI.JI. IIpokod’eBa

HamionansHuii yHiBepeuTeT «OechKa MO TEXHIKAY)
mp.-T llleByenka, 1, Onmeca, 65022, Ykpaina; e-mail: sanp277@gmail.com

TenaeHIis 3pOCTaHHS CKJIAIHOCTI amapaTHUX 3aco0iB CHUCTEM BHUMIPIOBaHHS
3QIMIIAETECA  CTAOK0 Yy 3B’A3Ky 3 MAacOBHM 3aCTOCYBaHHSM  3aco0iB
00YHNCITIOBAIEHOT TEXHIKM B TIpoIlecax BHUMIpIOBaHHA. HawmimkoBa CKIaIHICTh
HOBHX 3aC00iB, BUCOKA BapTIiCTh KOMILICKTYIOUHX Ta MPOTPaM i TOCTATHbO HU3BKUH
piBEHb SIKOCTI BUPOOHHUITBA HE JO3BOJISIOTH BUKJIFOUUTH MOXKIHUBICTH BUHUKHCHHS
MOXMOOK, SIKI CHPUUUHSAIOTH ITOPYIICHHS NMPale3laTHOCTI 3ac00iB B LIIIOMY, a TAKOX
3HW)KEHHS X MPOJYKTUBHOCTI. TepMiH «HaAilHICTh 3ac00iBY», aHAJIIOTIYHO TEPMiHY
«HAJIMHICTh amapaTypu» B 3aJadax JMiarHOCTHKH TCH30METPUYHOI amapaTypH,
03Havae, IO «BiIMOBHY, B JAHOMY BHIAIKY (MAa€ThCS HAa yBa3i HASBHICTh B CKJIAJi
CHUCTEM BHUMIPIOBaHb KpIM CYTO amapaTHUX 3aco0iB, IMe i MPOrpaMHUX) , SK
pE3YNIbTAT IMOSBU MOXHOOK, Ma€ SIKICHO BiAMIHHY (i3WdHYy MPUPOIY, HiK BiJMOBH
CyTO amapaTtypu. AJie 1ie CBiIYUTh PO MOKJIMBICTH BUKOPHUCTAHHS NIEBHUX TEPMiHIB
Ta TMOKa3HUKIB HAIIHHOCTI TEXHIYHUX 3aC00iB MPH IOCIiHKSHHI IKOCTi. 30Kpema, 11e
BHIIPABAOBYETHCS HEOOXITHICTIO PO3B’SA3yBaHHS 3a1adi pO3MOAUTY pecypciB (abo
BUTpPAT) BJIACHO MDK amapaTHUMHU Ta MPOrpaMHUMH 3aco0amu Tpu 3abe3rnedeHHi
3aJaHOr0 TIOKa3HWKa HaJiifHOCTI cucreM BHMipioBaHb. llepeBipka NpaBWIILHOCTI
(hYHKIIOHYBaHHS amapaTHUX Ta MPOTPaMHUX 3aco0iB, MO0 BXOASTH A0 CKIATY
CHUCTEM BHMIPIOBaHb, 3/IMCHIOETHCSA HA €Talll HaJAIITYBaHHS Ta TECTyBaHHA. Sk
MPaBUJIO, OCHOBHUM ()aKTOPOM HAJIAIITYBAaHHS € BUTPAYCHUI HA HHOTO yac. ToMy B
HU3I[I MOJICJICH OI[IHFOBAHHS HAJIIHOCTI CHCTEM BUMIPIOBAaHb, MOPS 3 HEOOXITHUM
9acoM IX (YHKIIOHYBaHHs B INTATHUX pPEKUMax (BJIACHO peamizamii mporecy
BUMIpIOBaHHS), HEOOXITHO pO3TIAAaTH INe 1 IHIWKA YacoBHH (akTop — dHac
HaNalITyBaHHS anapaTHUX Ta MPOrpaMHUX 3aco0iB [l BHUKOPHCTaHHS iX 3a
npu3HadeHHsIM. [{ieBUM IUIIXOM BU3HAYCHHS HAJIHHOCTI TEH30METPHUUHHUX CHCTEM,
a o0ocoOmMBO Ha eTami M[POEKTYBaHHS, € 3aCTOCYBaHHS MaTeMaTHYHOIO
MO/ICTFOBAHHSI, PE3yJIbTaTH SKOTO BH3HAYAIOTHCS KOPEKTHICTIO TOKIAACHHX B HOrO
OCHOBY MO/IejIell BUMIPIOBAIbHUX MPOLEIYP.

KurouoBi ci1oBa: TeH30MeTpUYHA CHUCTEMA, BUMIPIOBANIbHA MPOLEAYPa, HATIHHICTh
amapaTHHX 3ac00iB, MaTEMaTHYHE MOJICITIOBAHHS, CBPUCTUYHA MOJICITb.

Beryn

Jns 3pydHOCTI aHamizy TMOKa3HUKIB HajaidHocTi ckiaagHux CB  momineHO
MPEJICTABUTH IX Yy BUIJISA1 CYKYITHOCTI MEHIII CKJIAJTHUX CKJIQJOBHUX, sIK1, 3a 3BU4ail [1 —
3], HasuBaroThcs MonyisiMH. L{i Moy, B CBOIO uepry, MOXyTh OyTH MOAIJICHUMHU Ha
OinbIn ApiOHI YacTWUHHU, TOIIO. TakuMm umHOM, amapatHi (AM) a6o mporpamui (ITM)
MOJYJl SIBIISIIOTH COOOI0 PO3PAaXyHKOBI €IEMEHTH Yy BHUMAJKy BH3HAuU€HHI HaJiHHOCTI
cucreM BuMiproBanb (CB).

[Ipu nmocnimkenHi HaxgiiiHOCTI ¢yHKuioHyBaHHsS CB, 3a 3BHuail, HEOOXiTHO
po3B’si3yBaTu nBi1 3amadi. [lepmia — 3a 3amaHoro ctpykryporo CB, ska yTBOpeHa
MEBHOIO CyKymHicTI0O AM a6o 1M, 1mo MaroTh BIacHI MOKa3HUKH HAIIHHOCTI, BiTHAUTH
noka3sHuk HaniiHocTi CB 3aramom. I{io 3amauy Oymemo HasuBatu mpsmoro. Jlpyra
3aa4ya — JOCSITHEHHS MaKCUMAaJIbHOTO (MOXKJIMBOIO) 3HAYCHHS MOKAa3HUKA HaJiHOCTI
npu OOMEXEHHSX Ha PEeCypCcH, B SKOCTI SKUX BHCTYMAOTh: 4ac, BapTICTh, Maco-
rabapuTHI XapaKTepUCTUKU, Tomo. AOO MOXKe pO3B’s3yBaTHCs 3aJadya MiHiMi3allil
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BEIMYMHA OOMEXEHHS TpU JOCATHEHHI 3aJaHOT0 3HAYCHHS TOKAa3HMKa HaJIHHOCTI.
bynb-aKy 3 nux 3agaud 0yJaemMo Ha3UBaTHU 3BOPOTHOIO.
Orasg gocaixxeHb

HasBHi mitepaTypHi JKepena, TPUCBIYCHI Opradisamii Ta BHUKOHAHHIO
3aI3HUYHUX TIepeBe3eHb, B MUTAHHAX I0/0 NPOTHO3YBAaHHS CTaHy BaHTaXiB INpHU
3MIMCHEHH] TEXHOJOTIYHUX OIlepallii TpaHCIOPTYBaHHS, 30CEPEIKYIOTH yBary Ha
3axucti [1 — 5] Ta 3a0e3neueHHi OaxaHuWx yMOB 30epiraHHs BaHTaxiB [6 — O].
KoHTpoito mOoTOYHOrO CTaHy BaHTaXIB 3a JIONOMOIOIO JaTYHKiB, PO3TALIOBAHHUX Y
BaroHax, NpUCBAYEHO, 30kpeMa, podotu [10, 11]. Hapa3i He BusABIEHO poOIT, B SKUX
M1JHIMAIOTHCS TUTaHHS MaTEMaTUYHOTO MOJICTIOBAHHS CTaHy BaHTaXXIB Ta HETATJIOBOTO
PC, B sikux BOHM ITE€PEBO3ATHCS
Meta pobéoTu

Mera crarTi nossirae 'y ¢opmaiizamii miIxoAiB MO0 BU3HAUEHHS HAMIHHOCTI
TEH30METPUYHUX (BUMIPIOBAIBHUX) CHCTEM Ha OCHOBI 3aCTOCYBaHHS MOJENEH
BUMIPIOBAJIbHUX MpPOIENyp, IO BpPaXOBYIOTh €KCIEPTHI OIIHKH (€BPUCTUYHUX
moaeneii). [locranoBka 3aaayi. Hexait posrisgaerses neBHa CB, sika ckinamgaeTbest 3 M
OKpEeMHUX MOMYNiB, IO Moe€AHaHI MK coboto. Ilo crpykrypi CB ¢opmyeTses
croxacTuuHui rpad, mo mae M+2 Bepmuau. Bepmmaa 0 o3Hadae «BUTOK», a BepIINHA
M+1 — «crik» rpady. Koxxuuit AM a6o IIM BuUKIUKaeTbCS Ha PO3B’SI30K 3 337aHOIO
BIPOT1/IHICTIO, BUXOJISTYM 3 METH (DYHKITIOHYBaHHS a00 3HAYCHb BUXITHUX JaHUX.

PosrnsinemMo, A7 KOHKPETHOCTI MOAANbIINX PO3MIPKOBYBAaHb, BUMAJIKH, KOJIU

npsiMa 3a/1ada TMoJIArae y BIPOTITHOCTI O€3IMOXHMOKOBOTO BIAIITYKaHHS PO3B’S3KY 3ajadi
BUMIPIOBaHHSA alapaTHUMH Ta MporpaMHUMH 3acobamu CB, Ko Bigomi BiporigHOCTI
0e3MmoXnOKOBUX PO3B’sA3KIB 3a1a4 Bcix amapaTHux (A3) ta mporpamumx (I13) 3aco0is.
Kpim Toro, 3BopoTHa 3ajavya TMOJIArae y BIJIIYKaHHI MaKCUMyMY BipOTiTHOCTI
0e3MOXMOKOBOTO PO3B’S3KY 3a/ladi BUMIPIOBaHHS MPU OOMEKEHHSIX Ha 3arajbHUN 4ac
HaJAIITYBaHHA BCIX MOXYJiB, a TakKOXX Yy BH3HAYCHHI MiHIMaJIbHOTO Yacy
HajamrtyBaHHs Bciei CB  mnpu  3amaHid  BIpoTimHOCTI 11 0€3MOXMOKOBOTO
(YHKIIOHYBaHHSI.

IIpsima 3agava. /[y BU3HAuUEHHsS BipOTiIHOCTI 0€3MOXMOKOBOrO pPO3B’S3KY 3ajadi
BUMIPDIOBAHHS  CKOPUCTAaEMOCS  METOAOM  pO3paxyHKy  HMOBIPHOCHO-4aCOBUX
XapaKTEpUCTHK NepeOyBaHHS 3asiBKH B Mepexi MacoBoro odcmyroByBanHus (MO) [4],
Ky BUKOpHUCTaeMoO B skocTi mozaeni CB. Oxnade, 6e3nocepeiHh0 B TOMY BUIJISIIL, SIK
OIKCAHO 3a3HAaueHUil MeToJ B [4], lOr0 BUKOPUCTAHHS HE € KOPEKTHHM, OCKIJIBKU B
Mepexi MO dyac mnepeOyBaHHS 3asBOK B MOAYJIAX TiJACYyMOBYeThca. B 3amadi
BUMIPIOBaHHS TNOBHHEH BHMKOHYBAaTHCS NMPUHIUIN €JIa0KO0i JIAHKM, SKUH BIACTUBHUMA
OCHOBHOMY TOE€/THAHHIO €JIEMEHTIB B TeOpii HaaiiHOCTI. ToMy HEBIPHO 3aCTOCOBYBATH
neperBopeHHa Jlamuaca mIIbHOCTEH pO3MOAUTY Yacy J0 MOXMOOK Y MOMAYIAX.
HeoOximHO 3aMicTh HMX TOCTaBUTH BIPOTiAHOCTI MPaBUIBLHOI POOOTH BIAMOBIIHHX
MOJIYJIIB, SIKi 3[IHCHIOIOTH OOYHCIICHHS Ha 3aJaHMX YacoBHX iHTepBanax. [Ipu mpomy
OymeMo Opatu 0 yBaru, o MOAYJIi CTATUCTUIHO HE3AJIC)KHI.

G=G(t), t=(ty,t;rrtyri)),
€JIEMEHTaMH SKOi € TOOyTKH
py P(t;), i,j=(0,1,...M +1),
Ae P, — BIPOTIAHICTE EPEXoAy Bil I -ro AM (abo IIM) no j-ro AM (abo IIM);

P.(tl.) — BiporigHicTh 6e3moxubkoBoro (yHkiionyBanus I-ro AM (abo IIM) na

1
npoTA3i yacy f;.
Ockinpku sk 0-a Ta M+1 Bepmmnu rpady (QiKTHUBHI, TO MpHIIMAaEMO, IO Yac

nepeOyBaHHS B HUX JOPIBHIOE HYIIO, a BIpPOTITHICTH 0€3moxuOKoBoi poboTHm —
OJIMHMII].
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BBeneMo MOHATTS «KpOKy», MalO4¥ Ha yBa3l MiJ HUM Nepexia Biag ogHoro AM
(a6o IIM) mo iumoro. 11[o6 BigHaAWTH BIpOTiMHICTH 0€3MOXMOKOBOI POOOTH 3a JBa
KPOKH, HEOOXIHO MiJCyMyBaTd, 3 BIANOBIAHUMHU HMOBIPHOCTSAMHU, JOOYTKH
WMOBIPHOCTEH IO BCiX NMUIAXAaX, K1 BMIIIYIOTh /1Bl BEpIIUHU (OHA 3 HUX — HYJIbOBA).
Lle mocsraerbes minsenennsm marpuui Gy kBanpar. Ilpu ninsenenni Gy ky6
OTPUMYEMO BIPOTITHOCTI 0€3MOXHOKOBOTO (PYHKITIOHYBAHHS 32 TPU KPOKH 1 TaK JaJli.
[ToOymyemo MaTpuiio

T=1+G(t)+ G2 () +..= 11— G()), 0

ne I — opumnuna marpums.
Enemenr matpuni T 3 HOMepom (O,M +1) ABIsie co0OK BUpa3 IS
BiporiHOCTI 6e3moxudkoBoi pobotm Bciei CB 3 ypaxyBaHHSM BCIX MOMKIHMBHX
nocnigoBaocteil Aii AM Tta [IM. YV BiIMoBIAHOCTI 10 MpaBUil OOYUCIICHHS €IEMEHTIB

3BOPOTHOI MaTpuill (Harpukiam, [5]), Bupa3 uisi BipoTriIHOCTI 0€3moXUOKOBOI poOOTH
CB Mo’xHa NpeICTaBUTH y BUTIISAIL

Y()=Q(1)/R(). @)
e Q(t ) — anre0OpaiuHe MOMOBHEHHs eleMeHTa 3 HoMepoM (M+1, 0) marpwmi
(I — G(t )), R(t ) — T'OJIOBHUI BU3HAYHUK MATPUIII (I — G(t ))

BukonaBmy BKazaHi MEPETBOPEHHS, MOKHA OTPUMATH IMTyKaHWH BUpa3 JUIs
BiporimHocTi Oe3moxubkoBoro ¢yHkiionyBanHs CB 3 ypaxyBaHHSM 3aiisiHHS BCIX
MO>KJIUBUX MapIIPYyTiB OOUNCIICHb.
3BopoTHa 3agaya. BuszHaunMo MiHIManpbHMH Yac HamamrtyBaHHs CB mpu 3ananiii

BIpOT1THOCTI i1 0€3mOoXuOKOBOTO (hYHKIIIOHYBaHHS PWI. [Npouec HamamTyBaHHs I-rO

AM (abo TIM) Bu3HayaeThCs 4acOM HOro HaJamITyBaHHA T,. Y BIJOMHMX aHAJITHYHHX
Ta EMIIPUYHUX MOJIENSIX OIliHIOBaHHA HajiiHOCcTI AM T1a IIM (30Kpema, B [2])
mapamerp T,, SIK i mapameTp f, — 3agaHuii yac pobotu i-ro AM (abo I[IM), BXOZATH y
BIJIMOBIIHUM BHUpa3 g Moka3zHuka HamiiiHocTi CB. Ilpm 1mpomy mpuiiMaeThes, 110
OLIIHKM IIyKaHUX IIOKa3HUKIB € JETEpMIHOBAHUMH BIJIOMHMH BHpa3aMH, IO
BU3HAYAIOTHCS 10 pe3ysbTarax BUMPOOOBYBaHb. [lomiOHMX Mozenei icHye TeBHA
MHO’KMHA, a2 TOMY PO3TJISAaTH iX BC1 HEAOUIIBHO. B sIKOCTI MpHKIaLy, HE MOPYIIYIOYH
y3arajdbHEHHS IJIXOAY, HaBEAEMO JIHIIE OJHY 3 CaMHUX ITOYATKOBHX MOJEIeH —

mojens Mycu [3]. BiporigHicts 6e3moxu0koBoi poOOTH I -0 MOIYJIS, BiAMOBIAHO 10
JaHO1 MOJIETIi, MOXHA MPEACTABUTU HACTYITHOI POPMYIIO0

Iji(tiﬁti):exp(_}\‘iti)’ 3)
e A ; — IHTEHCHBHICTb IOSIBU NIOXUOKH; [; Ta T; — BIANOBIAHO, 4aC OOYMCIICHb Ta
HamamTyBanHs [ -ro Moy 3a ssmuait A, =1/7,, T, — mouatkosmii cepemHiit uac

; — Koe]IiieHT CTUCKAaHHA

6e3noxuOKkoBoi podoru moxyns; T; = K, / (N r[OXI_TI.), K.
4acy HaNalITYBaHHS (TECTyBaHHsS) y MOpIBHAHHI 3 4acoM BuMiproBamb; N .=~ —
1

nepBUHHE (YSIBHE) YUCIIO MOXHOOK B MOJIYIIL.
3HaiineMo MiHIManbHUHN Yac HajmamTyBaHHs CB

M+1
T= Z T;,
i=0
MIPH SIKOMY
P(t, r) 2P,
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Oepyuun 1o yBaru, mo mausi AM (abo [IM) Bukonyethes (3). Po3B’s30k oTprMaeMo Ha
OCHOBI METONy HEBHU3HAYCHHMX MHOXHUKIB Jlarpamxka [6]. 3anumemo ¢GyHKIIiO

Jlarpanxa
M+1

Fle,n,y)= 3 1, +4[P(t,7) - Py, . @)
=0

ne Y — MHOXHUK Jlarpamxa.
Toni, nudepenniroroun (4) no aprymenrax T, Ta Y i, IPUPIBHIOIOYM OTPUMaHI

BUPA3H JI0 HYJIsSI, OTPUMAEMO CUCTEMY PiBHSIHb

OF(ty) _,
or, ’ (5)
P(t,t)- P, =0.

) . _ .0
Po3B’a3ytoun (5) BIZTHOCHO T, =T; , OTPUMAEMO
M+1

0 0
=30
i=0

Busaaunmo MakCUMaJbHE  3HAY€HHS  BIPOTIAHOCTI 0e310X1UOKOBOT0
¢ynkuionyBanuss CB mpu 3amaHomy uaci ioro HamamTyBaHHS. bynemo mrykaru

MakCUMyM (QyHKIIIT P(t,‘t) IpY 33/aHOMy 4Yacl HalalTyBaHHA T, . DyHKIiA

Jlarpanxa B IbOMY BUIIAJIKy Ma€ BUTJISL
M+1

F(t,r,y)=P(t,r)+y Zri—rw ) (6)
i=0

Hudepenuiroroun (6) no aprymMmenTax T; Ta Y 1, IPUPIBHIOIOYM [0 HYIIS, OTPEMAEMO
CHCTEMY PIBHSIHb

OF(t,.y) _

o,
M+1 (7)

Zri —Ton = 0.
i=0

0

;> @ MJCTaBIIAIOYM iX y BUpa3 Ay

Po3B’s3ytoun (7), 3HaXO0AMMO HIyKaHI 3Ha4YeHHS T

P(l‘, ‘c), BIIHAMIEMO MAaKCHMaJlbHE 3HAY€HHS BIPOTITHOCTI  0€3MOXHOKOBOTO

¢dbynakuionyBanns CB.
OTtpumani TeOpeTUYHI pe3yIbTATH MPOLTIOCTPYEMO JEKITbKOMA MPUKIIaIaMH.

Ipukaang 1. HeoOximHo  3HaiiTh  3HaueHHS  BIPOTiHOCTI  0e3MOXMOKOBOTO
¢dbynakuionyBanas CB, mo ckiagaeTbes 3 TPbOX MOJIYIIB, JJIA SKOI 33aJlaHO HACTYIHI
XapaKTePUCTUKU

K, =1 t)lesty =Tc; t;=10¢c; N, =10; N, =5 N, =3;
A, =0,011/c;1,=0,021/c;X, =0,031/¢; py; =1, 1, =0,7; py3 =0,3;
P2y =0.6;pyy = 0,4 py; =08 py, =05 py =0,2- B(,,7,).

Croxactuynmii rpa¢ HaBeneHoi CB mae 5 BepinH, 3 SKMX HYJIbOBA Ta YETBEPTA
— (ixTHBHI, a TP 1HII — TOMApPHO 3B’s3aHI MK c00010. TOOTO, B TaHOMY BUTIAIKY

M=3. Marpuri G Ta (I — G) MalOTh BUTJIIS
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0 1 0 0 0
0 0 PP PP 0 ’
G =10 0 0 PuPy puPb
0 pa Py 0 0 P Py
0 0 0 0 0
1 -1 0 0 0
0 1 -prubh - puh 0
(I-G)=|0 0 1 —PuPuy —Pub;
0 -pybP; 0 1 = Pl
0 0 0 0 1

. -1
EnemenT Marpuii (I—G) 3 womepom (0, 49) Y=Q/R, ne Q —
anreOpaiude nomoBHEHHs enemeHTa (4, 0) marpuii ([ — G). PoskpuBaroun BkazaHi
BU3HAYHUKH, OTPUMAEMO

Y:P(t T)=pl2p1 Poiby PPy + PP Pl + P3P Py
1= pisP P B — PP PP - P B

(8)

B (7) aprymenTn f; Ta T; ans kpartHocTi omymeHi. Ilincrapnsioun Buxinni aasi B (8)

ta nokasmu T, = 0, orpumaemo P(t, 0) =0,563.

Mpuxnan 2. Hexaii 3amano 3#avenns siporignocti s CB P, > 0,9. Heobxinno

BIIHAUTH Yac HaJamTyBaHb KOxHOTO Monyns (AM ta [IM), a Takox cymapHui
MiHIManbHUH Yac HanamrtyBaHHs CB.
BuunHsiroun, sik 0ys10 onrcaHo BUIIE JJ1 3BOPOTHOI 3a/1a4i, Bl THAHIEMO

1) =3460¢; 1) =1871c; 1) =847¢;1° =6178c.
Npuxnan 3. Hexaii 3ananmo wac mamamtyawHs CB T, =6000c. Heobximmo

. o 0
BIJHAUTHU YaC HaJalITyYBaHHA KOXKHOI'O MOIYJIA Ti Ta MaKCUMaJIbHC 3HAa4YCHHIA

BiporifHOCTI Horo O0e3moXxuOKOBOro (YHKI[IOHYBaHHS MpPHU BHUXIAHUX JaHHUX, IO
HaBeJICHO B pHUKIadi 1.
B manomy BUTIAAKY OTpUMAaEMO
1, =3327¢;1, =1738¢; 15 = 835¢; max P(t,1)=0,98.

HaBeneHni 4mcioBI TpHUKIAAW  UTIOCTPYIOTh  MOXIIHMBICTh  BUKOPUCTaHHS
PO3TIITHYTOrO METOAY IPHU PO3B’SI3yBaHHI MPHUKIATHUX 3a7ad, sKi [OB’SI3aHO 3
aHaJTI30M HAJIMHOCTI amapaTHUX Ta MPOTPAMHHUX MOMYJIB CHCTEM BHUMIpDIOBaHHS, a
TakoX 3a0e3nedeHHs He0OX1THUX MOKAa3HUKIB iX HaIIMHOCTI MPU HAJIAIITYBaHHI.

B mpaktuni Bu3HAYeHHS HaAidHOCTI (a0o, MmO Te€ camMe — JiarHOCTyBaHHS
TEXHIYHOTO CTaHYy), 30KpeMa, TCH30METPUYHUX CHUCTEM, HE 3aBXK/IM MOXKHA 3aCTOCYBATH
TOYHI Mojeni, siki Oyno po3riasHyto Bumie. lle moB’s3aHO 3 BIJCYTHICTIO MOBHOI
BuXinHOi iH(popMalii moxo BUMIpy mHapameTpiB, 30kpema, A3CB, wacy Ta ymoB
eKCIuTyaTallii, SKOCTI TPOBEACHUX TEXHIYHUX OIJIAMIB Ta pPEMOHTIB. Tomy B
OPUKIATHUX ~ JOCHIDKEHHSX IIJIKOM JOIMYCTUMO BUKOPHCTAHHS €BPUCTHYHUX
Mojesieil BUMIpIOBaTBHUX mporeayp, OcoOIMBOCTI 3aCTOCYBaHHS OCTAHHIX IMOJISTAE Y
HACTYITHOMY.

JliarHOoCTYBaHHS sIBJIsi€ COOOI0 OFHY 3 HAHOUIBII IHTEJIEKTYaIbHUX TPOLETYp B
nporeci ekcruryaramnii ckinaaaux TexHigHux 060’ekrtiB (CTO). Omnaue, mpu CTBOPEHHI
00’extiB miarHoctyBanHsa (OJl) 3HaHHS OO0 HUX, SKI BKJIAJAIOTHCS B aJTOPUTMHU,
nporpamMu A3 NiarHOCTYBaHHS, 9acTO BHSIBJISIFOTHCSI HEJOCTATHIMU ISl 3a0€3MeUeHHS
HeoOximHoro piBHs rotoBHOCTI O/l B mporieci Horo ekcrutyartartii. Ile BigHOCHTBCS 10
takux O/, sk, HampuKiIaa, aBTOHOMHI BuUMiproBaibHI cuctemu. Taki O]l SBISIOTH
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co0OI0 CKJIagHI JOUHAMIYHI CHUCTEMH 31 3HA4YHOI0 CTPYKTYpOIO, YacOBOIO Ta
(YHKIIOHATBFHOIO HA/UTMIIKOBICTIO, Ta TaKi, IO CKJIAAAIOTHCA 3 BEJIHMKOI KUIBKOCTI
€JIEMEHTIB 3 PI3HOMAHITHUMHU TNPHHLIMNAMH [ii, pexkuMaMu poOOTH, MpoIerypamu
o0ciyroByBaHHs 1 yMOBaMH ekcruryatariii. [Iporiecn merpamamii B eleMeHTaX TaKHX
CTO wmaroTh pi3HOMAaHITHI 3aKOHOMIPHOCTI 1 4acTO HEJOCTaTHbO BUBYEHI. JlOCHUTH
npoOJEeMaTHYHOK € YCTaHOBKAa HEOOXIMHMX JaTYMKIB MO0 3a0e3MedeHHs 3amadi
TIarHOCTYBaHHS (HaBiTh, SKIIO BOHHM ICHYIOTH) HA pSJli €JIEMEHTIB Ta OpraHizarlis
iHTepdelicy mas mepemadi AlarHOCTUYHOI iHdopmarii. 3a3HaueHe BHINE 3YMOBIIIOE
oOMexeHicTh BuxigHoi 0a3u 3HaHb (B3) cucremu nmiarHocTyBaHHS Ta MPU3BOAUTH JIO
3HIDKCHHS PIBHS JOCTOBIPHOCTI PIllIeHb, IO TNPUUMAIOTHCSA, PO aKTyajdbHI Ta
nporro3ui texiuni cranu OJl. OueBunHo, mo ans Takux OJl mocuth mpobieMaTHIHO
CTBOPUTH TOYHI MOJENi, aje, 3 OCTaTHHOIO JJIsi TPAKTUKH TOYHICTIO, MOXKHA
3aCTOCYBaTH €BPUCTUYHI MOJENi, $Ki BIiOMBAIOTh HAWBAXKIUBINII OCOOJHUBOCTI
BinnoBimHux OJ] (B TOMy 4YHMCII TEH30METPHUYHUX CHCTEM, SIKI PO3TIIANAIOTHCS Y
YuHHIA poOoTi). Po3risHeMO OTpUMaHHS EBPUCTHYHUX MOJENEH [UIsi JiarHOCTHKHU
TEH30METPUYHUX (BUMIPIOBAJILHHUX ) CUCTEM.

B 3aranbHiil Teopii BUMiptoBasb [7] miJ BUMipOBaibHOKW npoueayporo (BII)
pPO3yMI€ThCS OTEpallisi MOPIBHSIHHS 00 €KTIB 3a IEIKMMH O3HAKaMH, 1110 BMIILY€E B cOOi
BU3HAYEHHS BIJHOIIEHb MK 00’e€kTaMu Ta croci® ix mopiBHsHHA. [Ipu 1mpoMy mix
00’€KTOM MaeThbCs Ha yBa3l PiBEHb 3yMOBJICHOCTI (IHTEHCHMBHOCTi) TOi abo 1HIION
BJIACTHBOCTI (SIKOCTI).

Hexaii € MHOKMHA S piBHIB 3yMOBIIEHOCTI II€BHOI JiarHOCTHYHOI O3HAKH, 1 Ha
1OMY DpiBHI iCHy€ MHOXHHA BiZHOCHMH V', HampMKiIan, BiIHOCHH JOMiHyBaHHS.
Beenemo muOXwWHY L TEeBHHX eneMeHTIB (TepMiHiB, CHMBOJIB, HalilMEHYBaHb) Ta
MHOXUHY W BijHOIIEHs, Ha HHOMY, HANPHUKIAA, BiJIHOIIEHH MOPAAKY, a TaKOX
OJIHO3HAYHE BiIOOpaXKECHHS g eleMeHTiB MHOKHMHU S Ha MHOXHHY L . CyKymHicTh

nponenyp (GopMyBaHHS BKa3aHMX MHOXMHH, a TaKOX BiAOOpakeHHs £ 1 SBIIOTH
CO00I0 MPOLEAYPY BUMIPIOBAHHS, a KOPTEXK {S VLW, g} IpH 1IbOMY BHCTYIIA€ B
SIKOCTI <«ILIKaJIN.

BII, sika HaMu pO3IJIANAETHCSA, XapakTepHa TuM, mo MHoxuuu S,V , LW
GOpMYIOTBCSL Ha MiJICTaBi €KCIEPTHOI OIIHKU (TOOTO €BPUCTHYHO), HA TIACTaBi SIKOI
(omiHKM) peamni3yeTbcs BimoOpakeHHs g. Bcei 1l onepaumii, 3aBAskM BKasaHii
0COOJIMBOCTI MPOIEAYPH, € MO CYTI €BpUCTUYHUMHU, a Tomy BII, mo posrmsgaroTscs,
cmin BBaxaTH egpucmuynumu BIT (EBII).

Ak 1 imm BII, EBII moxyTh 3aiHiCHIOBATHCA B PI3HHX «IIKaiaxy». BuoOip
«IIKATW» B KOXKHOMY KOHKPETHOMY BHITQJIKy 3YMOBJICHO KOHKPETHOIO IMPOIIETYpOIO.
BigMiHHOCTI MIX «IlIKaJaMU) BU3HAYAIOTHCS NPHUITYCTUMHUM IIEPETBOPEHHAM g, SIKE

BCTAHOBJIIOE 3B’30K MiXK BCiMa mapamu {S , V}, sIKi BUOPAHO JUIs OITKCY Map {L, W}

[orenuiiino EBII MoxyTh 3aiiicHioBatHCs y OyAb-siKiii 3 TpbOX BITOMUX B TeOpii
BUMIPIOBaHb IIKAJI; HOMIHAJIbHIN, TOPSAKOBIN, IHTEPBATBHIN.

Hexaii S — MHOXHMHA BHIIEHUX 3HAYEHb [EBHOTO JiarHOCTHYHOTO
nokasauka ([I1), a V' — Muoxuna BigHocuH moMinyBaHHs B HhoMy. Hexaii Takox L
— MHOJKMHA MEeBHUX TEPMiHIB, 110 3MICTOBHO BH3HauyaroTh 3Ha4eHHs JI1 B mpuiiHATIH
MOBi, a W — MHOXHMHA BIJHOLIEHb €KBiBAJIEHTHOCTI Ha MHOXHMHI L. 3amada

BUMIPIOBaHHS CKJIAJA€ThCs y NPHINCYBaHHI KoxHOMY §; € S,i=1,n ueBHoro
Tepminany [ ; €L, j=1,m. Taxa npouenypa siBise o000 NPOLEYPY BUMIPIOBAHHS

(MOpiBHAHHA) B HOMiHANBHIH mKai. Ii 0cOOGNMBICTh, B HAIIIH YABi, Ma€ Ty BiIMiHHICTB,
10 BOHA pPealli3y€eThCs 32 €KCIEPTHOIO OI[IHKOIO, B X011 BU3HaYeHHs HaaiiHOoCcTi O/l Ha
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mijicTaBl BU3HAYCHHS MPAIle3/1aTHOCTI OCTaHHBOTO. B 1aHOMy BHIAJKY 3a/1a4a MOJISrae
B OTPUMAaHHI TEBHOI acpecamusenoi oyinku 3HadeHb JII, ska, B NeBHOMY CeHCI,
HaMKpaIMM YMHOM Y3TOKY€ETHCS 3 €KCIIEPTHOIO OL[IHKOIO.

Bynemo BBaxkatu, 10 TepMiH / j el, ] =1,m € uunEMM nng 3HauenHs JI1

s;e€8,i=Ln,i,mo s; Tal ; TIOB’s13aHi BIHOLIEHHAM eKBiBaneHTHOCTI ;. OLinka
8k> AKY OTPUMAHO IIpH k -my nocnimxenni mpanesgatHocti OJl, 3 HEBHONO
BIPOTIZHICTIO  p); BU3HAYa€ ICTHMHHE BIJIHONICHHA £, MDK DIBHEM AL s;, mo
CIIOCTEPIraeThesl, Ta BiJANOBIIHAM HOMy TepMiHOM (TIO3Ha4YeHHsM) — [ Iz Bracnimok
MOKJIMBUX TOXHOOK EKCHEPTHUX OI[IHOK OTpPUMaHi 3HaYeHHs 8k MOXKYTh, y
3arajJbHOMY BHUIIAJKY, HE CIIBHAJATH 3 8- Heo0OximHo moOyayBaTu Taky Mpoueaypy

arperaTyBaHHs OUIHOK g, , fKa JI03BOJISIE MiHIMI3yBaTH HECIIBIAIHHS arperaToBaHoi
OUIHKH g 3 &

OTpuUMaHHS OILIIHOK 8 jx 3MIHCHIOETHCS HACTYIHUM YHHOM. bynemo BBaxarw,
mo g = 1, sxmo Kk -ta ouinka migTBepmKye 3HadeHHs JII1, ke 1d oLiHKA BU3HAYaE,
Tepminom [, Ta 8ijk =0 — vy BigMiHHOMY BHIAIKy. ATpEraTUBHY OLIHKY gij
sHayeHHs J[I1 cdopMyemMo BIAMOBIIHO JIO MpaBHUIIA: 8 =O gy, a TPUAHATTA

pileHHs mpo Te, o BuMipsHe 3HaueHHs JII1 ouiHroerses Tepminom [, 3mificaumo y
BIZTOBIZHOCTI 3 yMOBOIO MAX g, —> Z, I Z — 3HAUYCHHS MOPOTY, AKE BAPIIOETECS.

MoyHa NOKa3aTd, IO MAaKCHMalbHA BIPOTiJAHICTH CIIBHAMiHHS [ ;3 ICTHHHUAM

snaueHHsM J{I1 nocsraerbes pu z = 0,5.

MoHBiCTh MMOXHUOOK B €KCIIEPTHUX OIIIHKAX BHKJIMKA€ HEOOXITHICTH aHANi3y
iX y3rOJDKEHOCTI, sIKa, B CBOIO 4YEPry, € MIpOI0 JOCTOBIPHOCTI, SIKY OTPUMaHO B
pesynbTati npoBeaeHHss EBII indopmarnii. Ockinbku npoueaypa, Mo po3TisiacTbes,
sBJIsIE COOOI0 PIZHOBHUJI TMPOLEAYPH PAHICYBAHHS, TO IS OLIHKUA Y3TOHKEHOCTI TYT
JOIIUTLHO 3aCTOCOBYBATH BiJIOMHI B TEOpii MOPSIKOBUX CTATUCTUK [8] MaTeMaTuyHUI
arapar.

Posrnsinemo iHIIYy opraHi3amiio Ti€l ) HpoueaypH, sKa BiIpi3HAETbCA THM, IO
KOXHUH 1i YYaCHHUK YIIOPSIIKOBYE BHKOPHCTaHI TEPMiHM MHOXHHHM L y BimnmosimHOCTI
JI0 TOTO, HACKUIbKM aJeKBAaTHO BOHM XapakTepusyioTh 3HadeHHs J[II. dopmanbhHa
BIIMIHHICTh I[i€] TPOIEAYpU TMOJATaE y TOPSAIKOBIM IMIKadli Ta y TOMY, IO MiX
TepMiHaMKH MHOXWHH L MOKIHBI BifHOIICHHS ekBiBaleHTHOCTI. lle o3Haudae, mio
3nauenns JII1, sike BU3HAYAETHCA K -10 €KCHEPTHOK OILIHKOI0, MOXKE OYTH B OJHOMY
aKTi BUMIpIOBaHHsS BH3HAa4YeHe B pisHux Tepminax 3 L. Ilpu oMy MOXyTh OyTH
BUKOPHUCTaHI TEXHOJIOT11 0e31ocepeIHbOro YopsAKYBaHHS Ta MapHUX IOPIBHSIHb.

O6macte 3acrocyBanHs EBII B HOMiHaJIBHIN Ta MOPSIKOBIM IIKajgax — 1€, B
OCHOBHOMY, Oe3locepeHE BU3HAUEHHS TUIYy Ta Miclsd Jokamizamii jaedexty
(mocTtaHOBKa JiarHO3y), XO04a BOHHM 3aCTOCOBYIOTHCS, OYEBHJIHO, 1 MPU BUMIPIOBaHHI
IHTEeHCUBHOCTI TposiBy Toro abo ixmoro JI1. Ognaue uacTo, AN IHTETpyBaHHS Yy
BIJINOBIJIHY arperaTUBHY CHUCTEMY MIATPUMKH TPHUHATTS pimeHb iH(opmarlito, 1o
HaaxoauTh B pesynbrati EBII, OaxkaHo oTpumyBaTH B iHTepBaibHiM mkami. Lle
MOB’SI3aHO 3 THM, IO CaM€ B TaKWX IIKaJIaX TMPEICTaBIsSe€ThbCs 1Hopmallis , sKa
OTPUMYETHCS BiJl BUMIPIOBAIBHUX JATYUKIB (TIPHIIAIIB).

Po3po6xka EBII B iHTepBaNbHUX MIKAJIAX, SIK 1 B MOMEPEAHIX BUMIAAKAX, TOTPEOye
¢dopmamizamii omepauid oTrpuMmanHHs nepBicHOi iH(opmanii y ¢GopMmi excrnepTHUX
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(eBpHCTUYHMX) OIIHOK. J[JIs MiABMIIEHHS JOCTOBIPHOCTI 1 TOYHOCTI wi€l iHpopmarii
eKCIIEPTHI OIIHKM TOBUHHI ()OPMYBATHCS B peaibHUX yMoBax ekcruryaraitii O/I.
OCHOBHUH TPUHIMII, IO PEATI3yeThCS y 3alPONOHOBAHUX Jalli Mpolexypax,
noJyisirae y HactynmHomy. 3HadeHHst 11, 1o OmiHIOI0THCS, PO3TIIAIaI0THCS K BUIAAKOBI
BEJIMYMHH, BUUEPITHOIO XaPAKTEPUCTUKOIO SKHX € 3aKOHU iX posmonainy. KoHkpeTHuit
BUTJISI] 3aKOHY BHU3HAYAETHCS KOHKPETHUMHU K (DI3MYHUMHU OCOOJIMBOCTSIMHU IPOIIECIB
Jerpajaiii, a mapaMmerpu, 3a 3BUYal, OLIHIOIOTHCS HA OCHOBI CTaTUCTHUYHUX JAHHX.
HepnoctaTHiOo KiTBKICTh CTATUCTUYHUX JAaHUX MOKHAa KOMIIEHCYBAaTH 3a JOIOMOTOIO
BBEJICHHS BIpOT'1THOCHUX MOKAa3HHUKIB, HAITPUKIIA]I,
n+ (1 — 8ijk )

K
P=D.Pr» Pir= (®)

=1 nm(n + 1)
Haii6inem vacro 3naueHHs JII1 ommcyroThcsi HOpMaabHUM po3noauioMm. Jlms
OLIIHKM TapaMeTpiB TAaKOTO PO3MOJLTY MOXHa 3acTOCYBaTH ABa minxoau. [lepmrmii
3aCHOBaHO Ha ymopsakyBaHHi wieHamu ['C iHTepBaniB MoxiuBux 3HavyeHb J(I1 mo
BIPOTiIHOCTI MOTPAIUISIHHSA B HUX 3HAYEHHS, SKE CHOCTEPIraeThCs, 3 BUKOPHUCTAHHIM
MIpoIIeyp paHXXyBaHHS (BIOPsAKyBaHHs). BiporigHicte moTpamisaas 3HadeHb 11 B
V -l IHTEepBaJl BU3HAYAETHCS BETHUYUHOIO

K
Zl(l_gijk)
p,=""—,

rV

jxe ¥, — paHr V-ro inrepsany 3HauecHp JIII B ymopsukyBaHHi K -i eKcrepTHOL

orinkd, K — 3arajipHe YKCIIO BUCYHYTUX €KCIIEPTHUX OILIHOK.

OTpumaHe 3HAaYCHHS MOXKHA PO3TIISAIATH K YaCTOTHICTh moTparisiaas I B v -
i iHTepBaJ, TOOTO SK OpAMHATY TiCTOTpaMM BHIAAKOBOI BenuyuHHU. Lo ricrorpamy
MOXe OYyTH 3TJIa/DKCHO BIAMOBIIHUMH HETEPEPBHUMH PO3MOAUIAMH, I  SKHX
CTaHJApTHUMHM crIoco0aMH OTPUMAHO OLIHKU mapaMeTpiB [9].

Jpyruii miaxig moao OIIHKH TapaMeTpiB pO3MOIiTY 3aCHOBAHO Ha 3aBllaHHI
KBaHTWJIIB LbOT0 po3noxainy. KokHa excrepTHa OIliHKa BKa3zye OOBIpUMHA IHTEpBal

[a,b], B SIKOMY repeOyBaioTh 3HaueHHs mapamerpa [IIl, mo BUMIpIOETbCS, a TaKoX

BEJIMYMHY Ol , II[0 XapaKTEePHU3y€e CTYIIHb «IIATBEPHKCHHS» IIBOTO JIAHOK SKCIICPTHOIO
OLIHKOK. BBaxkaroun @ Ta b KBaHTMIAMMU, SKi JOPiBHIOIOTE, BiJOBIIHO

a:”T“-loO%; b:I_Ta-IOO%, ©)

napamMeTpH 3aKOHIB PO3MOJAUTY MOXHa TOJI BU3HAYHMTH 3a JOTIOMOTOIO BigomuXx [3]
METO/[IB MATEMATHYHOT CTATUCTUKH.

OTpumaHa pO3TIASHYTHM CIOCOOOM 1H(OpMAIlsT MOXE PpO3IIISAATHCS K
BAXJIMBA CKJaJoBa 0a3d 3HAHb CHUCTEMM MIATPUMKH TNPUHHATTSA pIlIeHb TpH
BU3HAYCHHI TEXHIYHOTO CTaHY CKJIAJHUX TEH30METPUUHUX (BUMIPIOBAIBHUX) CUCTEM B
mpolieci X eKcIuTyarartii.

BucHoBkHu

3anpornoHOBaHUI METOJ MOJCIIOBAaHHS HAAIMHOCTI TEH30METPUYHUX CHCTEM
JI03BOJISIE BUKOHYBAaTH OIIHKY HaaiiHOCTI ckiagHux CB mpw BigoMux moKa3HHKaX
Ha/IIHHOCTI CKJIAJIOBUX MOJYJIIB Ta iX MIMOBIPHICHOMY 3B’SI3Ky Y CTOXaCTHYHOMY Tpadi.

IcHye MOXIIMBICTH OTPUMYBATH 4YacoOBl OIIIHKUA JJIS BHUOOPY ONTHUMAJIBHHUX
BEJIMYMH Yacy HaJAITyBaHHsS ckianoBux moayniB CB B mimomy. Ilpu po3B’s3anHi
3amaui  3a0e3nedeHHs 3anaHoi HafgiiiHocTi CB HecknmagHo BpaxyBaTH BIUIMB Ha
pe3yabTyI04y HAIIWHICTH BIAMOBITHI TOKa3HUKHM cKiaagoBux wMoxayiniB CB  3a

10noMorox koediuientis K .
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Metoa nomyckae 3aCTOCYBaHHSI OyIb-SKUX MOJENEH «POCTy HaXiHHOCTI», SKi
MOXXYTb OyTH OTpUMaH1 TEOPETUYHO a00 HA OCHOB1 €KCIIEPUMEHTAIBLHUX JTaHHX.

Kpim Toro, 3acTocyBaHHs €BpUCTMYHHX MOJETCH NMpU BU3HAUEHHI HAMIHHOCTI
TEH30METPUYHUX CHCTEM JO03BOJISIE 3HATH NPOOIEMYy iX «CKIIQTHOCTI», B CEHCI
JeTanizamii MoJeneid, Ta oOpaTH Jinie HalOUIBII BaroMi MOKa3HUKH, 10 BU3HAYAIOTh
pe3yabTyrouy HamiaicTs O/1.
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MATHEMATICAL MODELING OF THE RELIABILITY OF TENSOMETRIC
SYSTEMS BASED ON HEURESTIC MODELS OF MEASUREMENT
PROCEDURES

S.A. Polozhaenko, F.G. Garaschenko, L.L.Prokofieva

National Odesa Polytechnic University
Shevchenko ave., 1, Odesa, Ukraine, e-mail: sanp277@gmail.com

The trend of increasing the complexity and hardware of measurement systems remains constant in
connection with the massive use of computer technology in measurement processes. The excessive
complexity of the newly created AZSV, the high cost of components and software, and the sufficiently
low level of production quality do not allow us to rule out the possibility of errors, which cause a
violation of the AZSV's performance as a whole, as well as a decrease in their productivity. The term
"reliability of the AZSV, similar to the term "reliability of the equipment" in the tasks of diagnostics of
strain gauge equipment, means that "failures", in this case (it means the presence in the composition of
the SV, in addition to purely hardware, as well as software), as a result of the appearance of errors, has a
qualitatively different physical nature than purely AZ failures. This indicates the possibility of using
certain terms and indicators of the reliability of technical means in the study of the quality of AZSV. In
particular, this is justified by the need to solve the problem of resource (or cost) distribution between the
AZ and the software (software) while ensuring the given reliability indicator of the JI. Checking the
correct functioning of AZ and software, which are part of the JI, is carried out at the stage of
configuration and testing. As a rule, the main factor in the adjustment is the time spent on it. Therefore, in
a number of models for assessing the reliability of JI, along with the necessary time of their operation in
regular modes (the actual implementation of the measurement process), it is necessary to consider another
time factor - the time of setting up AZ and PZ in relation to the use of these means as intended. An
effective way to determine the reliability of strain gauge systems, and especially at the design stage, is the
use of mathematical modeling, the results of which are determined by the correctness of the models of
measurement procedures based on it.

Keywords: strain gauge system, measurement procedure, hardware reliability, mathematical modeling,
heuristic model.

366



IHOOPMATUKA TA MATEMATHUYHI METOA B MOJIEJIFOBAHHI = 2022 = Tom 12, Ne 4

DOI10.15276/imms.v12.n04.367 Informatics and Mathematical Methods in Simulation
VJIK 681.51 Vol. 12 (2022), No. 4, pp. 367-381

METO/J CHUHTE3Y I'bPUJTHUX CUCTEM ABTOMATHYHOTI'O
KEPYBAHHSA I BATATOBUMIPHUX TEXHOJIOI'TYHUX OB’€EKTIB

A. O. CromakeBuu, O.A. CronmakeBud

Jlep>kaBHMI YHIBEPCUTET IHTEJICKTYaJILHUX TEXHOJIOTIH Ta 3B 513Ky,
1, Ky3neuna, Oneca, 65029, stopakevich@gmail.com
Hanionaneuuii yHiBepcutet «Oecbka NOTITEXHIKAY,

1, mp. [lleBuenka, Oxeca, 65044, stopakevich@opu.ua

CrarTs mpucBSYeHa PO3POOIl METOIY CHHTE3y 0araTOBUMIpHUX TiOPUIHUX CHCTEM
ABTOMATHYHOT'O KepyBaHHS, SKi BKJIIOYAIOTH MapayielbHe QYHKI[IOHYBaHHS CUCTEMU
JCLEHTPATI30BaHUX OJHOBUMIPHHMX PETYJIATOPIB Ta 0araTOBUMIPHOTO PETYISATOPA
BUXO/AY, KEPYHOUHMX OaraToBuMipHHUM 00’€KTOM. I[IpOBOIOMTHCS HOCIHIIKEHHS
OTPUMAHOI CUCTEMHU KEPYBaHHS 3a MPSIMUMH MMOKa3HUKAMH SKOCTi, pOOACTHICTIO Ta
KpUXKiCTIO. HalOinbln iCTOTHHM pe3ysbTaTOM pOOOTH € po3poOka METOAy
HACTPOWKU JiHIHHO-KBaIPATUIHOTO PETYIATOPA, SKHI MA€E TPAIFOBATH JOJATKOBO 10
JIETICHTPaTi30BaHOI CHCTEMH KepyBaHHS, HACTPOUKH sIKOi oTpruMaHi 3a MetogoM BLT
(Biggest Log Modulus). BLT - me Bimomuii mMeTrox OeTioHIHTY Hactpoinok III-
perynsaTopiB, oTpuMaHuX 3a mnpaBwiamu Llurnepa-Hikomecona 3 meToro
3abe3neueHHs pobacTHOCTI 6araTOBUMIpHOI CUCTEM KepyBaHHS. Po3po0iieHuit MeTon
CHHTE3y CHCTEMH KEpyBaHHA HE € CKIafHUM W TpH HOro 3acTOCYBaHHI HeE
BTPAYa€EThCSI MOXKIIMBICTh KOPEKINi HACTPOHOK NEIeHTPaTi30BaHUX PEryIsTopiB. 3
3aCTOCYBaHHSAM pPO3pOOJICHOr0 MeToay OyB NpOBEICHUH CHHTE3 HOBOI TiOpUAHOT
CUCTEMHU aBTOMATHYHOTO KEpPYBaHHS PEKTH(DIKAIHHOK YCTAaHOBKOI. AHami3
JUHAMIYHUX BJIACTHBOCTCH pO3POOJICHOI CHCTEMH KEpPYBaHHS IIOKa3aB, IO
3aCTOCYBaHHS MapajielbHO BKIKOUYCHOI'O JOJATKOBOTO JiHIHHOTO-KBaJPATHYHOTO
peryisTopa 103BoJisie 3a0€3MeUUTH HEBEJIMKE MEpEperyItoBaHHs MPH KEpyBaHHI 3a
3aBIAHHSIM Ta BHUCOKY TOYHICTh MIATPUMKH BCJIMYMH KEPOBAHHX 3MIHHUX NpPHU
MaKCHUMaJbHUX 30ypeHHsM. [Ipu 1IbOMy HE 3MEHIIYEThCSI POOACTHICTH Ta CHCTEMA
KepyBaHHS 3JIMIIAETECA HEKPUXKOIO, TOOTO € MOMIMBICTH 3MiHM HACTPOHOK
perymnaropiB 6€3 icTOTHOI BTpaTH poOacTHOCT.

KuouoBi cjioBa: cuctema KepyBaHHS, TiOpuaHA, TpsMi TOKa3HUKH, JiHIHHO-
KBaJIpaTUUHUN perynarop, podactHicts, BLT, Ill-perynsarop, pexrtudikariiina
KOJIOHA, pekTHu(dikaIliiina ycTaHOBKa.

Beryn

Cucremu aBToMatuuHoro kepyBanHs (CAK) 6araToBUMipHUMH TEXHOJIOTTYHUMH
00’€KTaMu KepyBaHHS SIK IPaBUIIO OYIYIOThCA SIK JCLIEHTPaTi30BaHi a00 IEHTPaIi30BaHi.

Ines nmoGynoBu AeleHTPasli30BAHOI CUCTEMHU KEpPYBAaHHS IOJSTae B TOMY, IO
HEOOXiTHO 0o0paTy HalMEHII NOB’s3aHI KaHaIM KEpyBaHHA W 3a MOJCISAMHU KaHaiB
00’exty kepyBanHs (OK) cunTesyBatu ogHoBUMIpHI perynstop [1-4]. Po3poOka Takoi
CHCTEMH KEpYyBaHHS 3 IMEPIIOro MOIJSAY € MPOCTOI0, OJHAK BUHUKAIOTH MPOOJIEMH 3
3a0€3MeYeHHSIM SKOCTI TMEpEexXiJHUX MPOIECiB B po3pobiieHid cucTemi ¥ 3amacom ii
cTiikocTi. Jl>kepenom mpobiieMu € Te, 10 B pealibHii CHCTeMI KaHAIH HE € aBTOHOMHUMU
i BIUIMBAIOTh OJMH HA OJHOTO, TOMY (DAKTUYHO KOXKEH JELEHTPaNi30BaHUMN PEryisiTop
KEpY€E He MPOLIECOM, IKHI OMUCYETHCA MOJICIUTIO KaHaly. SIK MiHIMYM I1€ IPU3BOAMTS J10
sHmkeHHS siKocTi CAK. OmHak ynM O1ibIa KUTBKICTh KaHaJiB KepyBaHHsI 3aaisiHa B OK,
THUM I Tpo0JIeMa cTae OB TOCTPOIO, IO BiTOOPaXKYEThCS BXKE HE HA 3HUKEHHI SIKOCTI,
a Ha Brpati criiikocti CAK. JleneHTpamizoBaHi CHCTEeMH KEpyBaHHS Xo4 W He
3a0€3MeuyIoTh HaBiTh TCOPETUYHO BUCOKOI SIKOCTI KEPYBAaHHS, TUM HE MEHIII € 3pYYHUMHU
JUIsE TIPOMUCIJIOBOTO 3aCTOCYBAaHHS, OCOOJMBO SIKIIO BUKOPHCTOBYIOTHCSI CTaHAAPTHI
perynstopu [II/[-tumy. Ilo-mepie, BU3HAYMTH HACTPOWKM DETYJSATOPIB MOXKHA 3a
eKCIIEPUMEHTAJILHUM PO3TIHHUMHU XapaKTePUCTUKAMH YU alPOKCUMAaTUBHUMU MOJIEISIM
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OKpeMHX KaHAJIIB 3a IH)KCHEPHUMHU TMpaBWUIAMH, III0 HE BHMArae 3acTOCYBaHHS
KOMIT I0TepHOTo MozemoBanusa i MareMatnunux CAIIP. ITo-apyre, nenenTpanizoBana
crcTeMa KepyBaHHS He Ma€ CTPYKTYPHO OB’ sI3aHUX MK CO00I0 OJIOKIB, TOMY JOITyCKa€e
BUMKHEHHSI OKPEMHUX DETyJsSTOpiB SKIIO BOHU posbanancoByioTh OK, a perymstopu
[IJI-Tuny D03BOJSAIOTH 3MIHIOBATH MapaMeTpH YHCTO EMIIPUYHO JUISL JOCSTHEHHS
3aJIOBUTBHOTO TIEPEXITHOTO MPOIECy 3a KaHaJoM KepyBaHHS. HaykoBuil mimxim a0
CUHTE3y JCLCHTPAI30BAaHUX CHUCTEM BHMAara€ HAsSBHOCTI MaTeMaTHMYHOI MoOJemi
nuHaMiku ycboro OK. Ilepmmii Kpok — 1€ aHaji3 CTYNEHIO 3B SI3HOCTI [5-6] kaHamiB
KEepYBaHH: 3 METOIO BUOOPY KaHaiB KepyBaHHs 0€3 JOMIHYIOUHX MePEXPECHHUX BILIHBIB.
Jpyruii Kpok — KOPEKIlisI HAaCTPOHOK PEeryJsTOpiB Il BpaxyBaHHS HEBIAMOBIIHOCTI
TUHAMIKA OKpEeMHUX KaHalliB ¥ MWHaMiKM KaHaliB B 3B’s3aHiid cuctemi. Kimacuunum
METOI0M KOpeKIlii HacTporok € metox BLT [7], sikuii opieHTYy€eThCs 1Sl 3aCTOCYBaHHS B
neuentpaiizoBanux CAK 3 tunoumu IlI-perymnstopamu. Lle meTon mocnmimpkyerses i
MoaudikyeTbes i 3apas [8-11].

[lenTpanizoBaHi peryissTOpu CHHTE3YyI0Thcs 3a 1100 Moemtio OK, sika Bkirodae
BCl KaHaJu KepyBaHHA. B 3amauax CHHTE3y TakKuX PEryJsTOpiB HEMae MpooyieM, sKi
BUHUKAIOTh B JEIECHTPATI30BAaHUX CHCTEMax KepyBaHHSA. TWM HE MEHIIE, BHHHKAIOTh
nesiki iHmm. SIKiCHe TPOBENEHHS MPOIEAYPH CHHTE3Yy TaKUX CHCTEM BHMarae iCTOTHO
OinpIIIe yacy, 611b1Ioro npogdecionanizmMy iHXEHepiB, a 4aCTO i KOIITOBHUX JTOCIIIKEHb
JUHAMIYHHUX BJIACTHBOCTEH 00’€KTy KepyBaHHsS. B pe3ynbTari OTpUMYETHCS HETHYYKa
CAK, sxa He Moxe OyTH EKOMIIO30BaHa W MapaMeTpu peryiasTopa HE MOXYTb OyTH
3MIHEHI €MIIIPUYHO B BUITQJIKy BUHUKHEHHS HE3aJOBUIBHUX MEPEXiJHHUX IMPOIECIB B
CAK. IenTpami3oBaHi peryiasTopu TaKOX BHUMAararoThb 3HA4YHOI yBarW J0 TOYHOCTI
ndpoBoi peanizallii i IKOCT1 MPOTPaMHOTO 3a0e3MeUeHHsI, 0COOJIMBO 1€ BITHOCUTHCS 10
MOJIENIHO-IIPOTHO3YIOUNX PEryJIATOpiB, SKi MalOTh BUKOHYBAaTH ONTHUMI3alliiiHy 3a1aqy
B PEXXHUMIi OH-JIAlH.

Knacuunum «ipomizkaum» BapiantoM no0ynosu CAK e BapiaHT «po3B’sI3Kn», B
skomy B nenentpaiizoBany CAK mogaroTbcst HOB1 OJIOKH, 3a/1a4€I0 SKUX € KOMIICHCAITIs
NepexpecHUX BIUIMBIB. PaKTHUYHO pO3paxyBaTu JOJAATKOBO 110 rereHTpanizoBanoi CAK
KOMIIEHCATOp W CIIOAIBATHUCh Ha TOKPAIIECHHS SKOCTI KEpyBaHHS MOXHA TUIBKH B
Bunagkax OK 0e3 IiCTOTHUX TepexXpecHUX BIUIMBIB W 3 JIOCTaTHBO JIHIHHUMHU
JUHAMIYHUMHU XapaKTepuCcTUKaMu. B iHIIOMY BUIIAJKy TaKUil KOMIIEHCATOP CKOpIIIe 3a
Bce 3MeHIMTH 3amnac ctiiikocti CAK #t gyxe HMOBIpHO MOTIPUIMTD SKICTh MEPEXiTHUX
mporieciB. 3amada po3B’A3YEThCS ONTUMIZAIIMHUM MUIIXOM, B SKOMY HEOOXiITHO
BU3HAUUTH HACTPOMKHM peryinsropa Uisi HOBOro «posp’szanoro OK» 3 Omokamu
KOMIIEHCallll, a Kpalle BU3HAYUTH KOMIIEHCATOp I HACTPONKU PEryisiTopiB LUISIXOM
PO3B’3Ky ONTHUMI3aLIHHOT 3a/1a4i 3a KpUTEpieM MiHiIMi3alii epexpecHHX BILIUBIB.

B po6orti [12] 3anponoHoBaHa 111e 01Ha «ITPOMIKHAY» CTPATETis, sIKa MIEPETBOPIOE
0araTOBUMIpHUN ONTUMAIBHUN PETYIATOp B CYOONTUMANbHUN PETYJIATOp, SKHMA
CKJIAJIA€THCS 3 OJIOKIB, TOAaBaHHS KOXKHOTO 3 IKUX BHOCHTH BiJJOME ITOKPAIEHHS B CEHC1
IHTErpaJbHOrO KBaJpPaTUYHOTO KpuTepito. lle nyxe cmpoirye BIpOBaJKCHHS W
BitaromkeHass CAK: mociiiioBHO BMHUKAIOYN OJIOKM MOJKHA BHU3HAUWTU SAKUHA 3 HUX €
npobnemuuM. OfHaK L CTpaTeris BUMarae BiAMOBU Bin perynsatopiB IIIJ[-tumy i
PO3B’S3Ky HECKJIATHOT ONTHMI3aliifHOT 3a/1a4i.

B 1miii po0OTi MpOMOHYEThCS 1€ OAHA «IIPOMDKHA» CTpaTeris, SKy Ha3BEMO
riopuaHoto. [es 1miei crparerii — 3aCTOCOBYBATH JIEKUJIbKA TTapalieIbHO (PYHKITIOHYFOUMX
peryasTopiB IpUHIUIOBO pi3HOI cTpykTypu. Ilpm npomy rayukicte CAK mae Oytu
3abe3nedyeHa, To0To okpemi enemeHTH CAK MOXyTh OyTw BiliMKHEHI O€3 BTpartu
criiikocTi yciei CAK.

Meta pobdoTu

Merta po6otu — po3pobutu HoBuil MmeTon cuHTe3y CAK ribpuaHoi cTpykrypu, B

sKoMy 0a3zoBa JereHTpanizoBana cucrema 3 [1l-perynstopamu Oyzae BAOCKOHATIOBATHUCH
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HIIAXOM JOAAaBaHHS MapajebHOro LEHTPali30BaHOrO peryisropa. bazoBum meromom
CHUHTE3Y JCICHTPAII30BaHOT CUCTEMHU KepyBaHHs 00pano metoa BLT.
3agayi podoru

B po6oti 6ynyTs po3B’s3aHi nBi 3amaui: 1) po3podOka meromy cuaTely CAK
riOpuaHOI CTPYKTYpH; 2) CHHTE3 Ta AOCHIHKEHHS MOKa3HUKIB sIKocTi cuHTe30BaHoi CAK
pekTHudIiKaiiHOT yCTaHOBKH.
CuHTe3 JeneHTpaIi30BaHUX CHCTeM KepyBaHHs 3a Mmetogom BLT

[Tepmmii kpok — HEOOXiAHO OOpaTH HAWOIIBIIT AaBTOHOMHI KaHAIHM KepyBaHHA. B
OUTBIIOCT]I BUMAJKIB JUISl IIbOTO JOCTaTHBO 3acTocoByBaTH Marpuuio bpicrons (RGA)
[5,6], aixa po3paxoBYeThCS 3a MaTpulieto craTnuHux koedimientie M OK. B nomanemiomy
OyzeMo po3TisaTH BUNIAIOK, KOJM BCl KaHAJIM KepyBaHHs € craTuuHuMH. Metog RGA
JI03BOJISIE BIAKWHYTH HepoOoui KoHiryparii Ta BKa3dye Ha Takl KoHIrypari, ski
HaOJMKAIOTHCS 10 aBTOHOMHUX (3 MiHIMYMOM NEpEXpPECTHUX BIUIMBIB). Bee 11e poOuThes
3a TOPIBHSIHHAM KOE(DIIIEHTIB pe3ynbTaTUBHOI MaTpuill 3 1 (igcasbHHMI BapiaHT).
[IpaBuno po3paxynky RGA:

RGAMM) DM M,

ne @ — moeIeMeHTHHIH JOOYTOK MaTpHIIb.

B pesynbrari Oyse oTpuMana MaTpuLls, EIEMEHTH SKOi 4, ; BiIoOpaxaroTh Mipy

3B’s13HOCTI (1,)) kaHany. [IpaBuna BuOopy HACTYIHI:
— OaxaHo o0MpaTh KaHanu, y AKux A,  6mu3bki 10 1;

- He O0axxaHO OOMpaTH KaHAIU 3 A Omu3pki 10 0, e 03HaYae€, 0 HE BAAETHCS

YHUKHYTH B3a€MO3B’sI3KiB KaHAJIB B CUCTEMI KEpYBaHHS;
~ 3a00pOHEHO BUKOPHCTOBYBaTH KaHaiu 3 4, <0, me O3Ha4ae, WO IEPEXpecHi

BIUIMBU € JOMIHAHTHUMHU U CKopime 3a Bce B HoMiHaibHOMY pexumi CAK Oyzae
HECTIHIKOIO.

3a pe3ynbTaTaMy aHalli3y HEOOXiAHO chopMyBaTH MATPUILIIO MEepeIaBATbHUX
bynkuin (MII®D) OK P, y sxiit mo giaroHaini OyayTh KaHaJIW KepyBaHHS, K1
BiJIIOBIAAIOTH MpaBUIaM BHOODY.

Hpyruit kpok — HeoOX1aHO BU3HAUNTH HacTpoiiku [1I-perynsatopis 3a MoaensMu
kaHaniB niaronani MII® P 3a merogom [lurnepa-Hikonscona[ 13]. OpurinanbHuii METO
nependavae MEpeBeICHHs MPOIeCY B aBTOKOJIMBAJIbHUN pexuM 3a jgoromororo [1-
perymnstopa i orpuMmaHHS HacTponok. OnmHak, skmo Moaens kaHamy TF B Burmsmi
nepexaBanbHOl ¢GyHKIIT ([ID) Bimoma, TO He3anexkHO Bia mopsaaky Hactpoiuiku [1I-
peryisTopa MoXXKHa OTpUMaTH 3a Aonomororo HactynHoro MATLAB-kony.

[Gm, Pm, Wcg]=margin (TF) ; $BMBsHaAUeHHd MeX CTiMkKocTi
if Wcg <=0, Wcg=0.01l; end $%llo6 He mimmTy Ha O
ku=Gm; SKputnuaui koediuieHT
pu=2*pi/Wcg; %$1HTepBayl KOJIUBAHDL

Kp = ku/2.2; Ti = pu/l.2;
C = pidstd(Kp,Ti);
SIK110 Mo1eNb KaHally Ma€ BT

k o
P (s)= T()T:—le .
to mis 11 perynsitopa ctangapTHOi popMU HACTPOUKH MOKHA OTPUMATH 3a IPaBUIIOM
ko, = 094 P ~ e,
k, -t 0.3
Tpetiii kpok — HEOOXiAHO BU3HAUUTH (akTop F # CKOPEKTyBaTH 3a HUM

oTpumani HacTpoiiku Bcix Ill-perynstopi. s mboro dopmyeMo mukia mo F Big 1 10
4.5 3 mamum kpokom (Hampukiaa, 0.05). B mukmai o04HMCIIOEMO HACTPOWKH BCiX
perymstopiB Ci(s) 3a hopMyIoro
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k. =ky | F,T, =T, -F

1 nani po3paxoByeMo BennunHy Lc, (Ha npuknaai OK 2x2)

W(iw) =1+det[] + P(iw)- C(iw)]

krl(Tz",lSJrl) O
| Bi(s) R,(s) 3 T;s
P(S)_{le(S) Pzz(S)}C(S)_ . ko (T ,5+1)
T.,s )

Sxmo Le,, ~=2-N(ab), ne N-po3mipnicts OK.
B MATLAB 11e peainizyeTbcs 3a JOTIOMOTOI0 HACTYITHOTO KOy
PC=P*C; PCsym=tf2sym(PC); W=1+det (1+PCsym) ;
Ssym=W/ (1+W); S=sym2tf (Ssym) ;
[mag, ~]=bode (S); mag=mag(l, :);
dB=20*10gl0 (mag); Lcmax=max (dB) ;
Hampuknan, muist Bimomoi Mmozeni pektudikaiiinoi kononu (PK) Wood & Berry
[14]
12.8¢* -18.9¢7*
16.7-7s+1  21-s+1
6.6 —-19.4¢™*
109-s+1 144-5+1
Pospaxosani Hactpoiiku C,(s) HactynHi: k,, =0.96, T, =3.25.

=9.20.

[To6ynoBanuii rpadik 3anexxHocti L, Bij F mokazaHuii Ha puc. 1.

2o
P(s) = . RGAP(O))=|

1 2

Po3spaxosani Hactpoiiku C,(s)HactynHi: k,, =-0.19, T,

50 T T T T T T

40 -

30 h

20 - .

X 2.65
Y 3.92713

Lcmax (F)

10

1

0 L L L L T
1 15 2 25 3 35 4 45 F

Puc.1. 3anexHicts Lc, . Big koediumieHTy F

baunmo, mo BenwmumHa F=2.65, sxa BignoBimae 2-N=4 nb. IlepeBipumo, uu
IifiCHO fKiCTh KepyBaHHs moOKpamryeTbed. Jng 1mporo mpomemoemo CAK 3
HOMIHAJFHUMHU HacTporKkamu 3a MeTooM L{urnepa-HikonbcoHa Ta 3 BIAKOPEKTOBAHUMU
3a koedimienTom F.

B moneni BukopuctoByroThes nuckpetHi [I-perynstopu 3 kpokom 0.1. CiouaTky
IIOJIA€THCS 3aBJIaHHS B OJMHUIIIO HA MEpLIMM perynsaTop, yepe3 100 oguHunp yacy — Ha
JPYTHI.

Baunmo 3 rpadiky, 1o npyu HOMIHAIBHUX HACTpoiKax (F=1) mepexiaHi mpouecu
HE3a/IOBUTbHI OCKUIBKH JIy’)K€ KOJMBAJIbHI, a # 3a JPyroro KEPOBAHOI 3MIHHOIO
nepexinHuil npomec € caabko po30ixauM. [Ipu Kopekiii HacTpoiiok koedilieHTOM F
MepexiJHI MPOILECH ICTOTHO IMOKPAIIYIOTHCSA, X04a M MPUCYTHS BEJIMKAa aMILIITyIa B
JpyroMy KaHalli MpH 3MiHI 3aBJIaHHS MEPIIOMY PEryIsSTOpY, OJHAK B MPHHLUII BiH €
3a10BLIbHUAM.

370



IHOOPMATUKA TA MATEMATHUYHI METOA B MOJIEJIFOBAHHI = 2022 = Tom 12, Ne 4

TakuMm ynHOM, BuKkopucTtoByroun metog BLT orpumyerscs npanesnarna CAK 3
TIEBHHUM 3aracoM cTiiikocTi. OqHak npsmi mokasHUKU skocTi B Takux CAK paneki Bin
ONTUMANFHUX, 10 MOXE MPHUBOJIUTHU O HAIMIPHHUX BIIXWICHb KEPOBAHUX 3MIHHUX I
TPUBAIBHUX TEPEXITHUX MPOIECiB. [nes 1iei poOoTH mossirae B TOMY SIK TTOKPAIIUTH
npsimi mokazHukn CAK nuisixoMm MojepHizariii, a He 3aMiHM BXKe MPAI0I0Y0i B CUCTEMI
aBTOMAaTH3aIlil CHCTEMHU KepyBaHHS, HACTPOWKH K01 oTpuMaHi 3a Metogom BLT.

0 100 200 300 400 500 0 100 200 300 400 500

0 100 200 300 400 500 0 100 200 300 400 500

a) F=1 0) F=2.65
Puc. 2. ITepexigni mpouecu B CAK 3 I1I perynsaropom i OK P

Meton cunre3y riopuanoi CAK

Mertopx nossirae B cunTesi riopuanoi 6araropumipaoi (MIMO) CAK 3 mudposum
MIMO penentpanizoBanum (CAKi) ta MIMO mudposum nenrpanizoBanum (CAK?>)
perynstopamu. Criouatky cuHtesyerbes CAKi, a motiM, siKicTh ii (yHKIIIOHYBaHHS
nokparntyetbes 3a gomomoror cuatesy CAK», ne 06’ekrom € CAK;. Ilix mokpamieHHsIM
OyzeMo pO3yMiTH TMOKpAaILIeHHs NpsAMHUX Moka3HukiB sikocTi CAK mpu mMakcuManbHUX
30ypeHHSX 1 ToAepKaHHS pOOACTHOCTI.

@®opmyetbesi nBa npexacrasieHHs wmogaeni OK. Ilepme mpeacraBieHHSM €
aHayoroBa marpuus nepeaaBanbHUX (yHKUiil (MII®), sxy nosnaunmo P,. Apyrum
MIPEICTABICHHS € IU(pPOBa MOJENb, Ky To3HauyuMo P,. Moaens P, dopMmyeThCcsi B TpU
eranu: 1) 3anizHenHs B kananax MII® PK anpokcumyetscs nankoro [lazge; 2) MII® PK
MIEPETBOPIOETHCS B IPOCTIP CTaHIB CTAHAAPTHUM YHHOM; 3) BU3HAYAETHCS ONTUMAIIbHUAN
KPOK JHCKPETHOCTI Ta MOJENb JUCKpETH3yeThcs. Marpuii Mojeni Py MO3HaYMMO SK
{4p,B,,Cp, Dy} -

Jnst cuntesy ananoroBux Il perymsropiB BukopuctoByeThes meton BLT,
NpUKIaa 3acTocyBaHHs sikoro HaBeneHuil Bume. CAK; Bkmiowae Il perynsaropu, siki
CIOYaTKy CHUHTE3YI0ThCs mokaHaibHo. Komu B CAK; Bukopucrtano N 0IHOBUMIpHHX
perynsropiB  C =diag(C, ...,C,) 1 00’€ktoM P, KpUTEpiii SKOCTI Ma€ BUIIISL

L™ =max{20-log(W/(W+1))|, nme W =-1+det(/+C-P). baxana Bemmunna

L™ =2nb-N. Jlna 1ocArHeHHs. poOacTHOCTI BBOAUTHCS KoeQillieHT F, sKkuil 3a3BUYail

CTAHOBUTH BiJ 2 70 5 1 Ha AKUM AUIMTHCS OTpUMaHUM 3a MeTonoM ZN KoedilieHT
nepemadi kokHoro Ill-perymaropa ¥ MHOXUTbCS 4ac i3oapomy. Llel koedimieHT
BCTAHOBJIIOETHCSI EMIIIPUYHO, OPIEHTYIOUYNCh Ha OaskaHy BenuuuHy L ™. BBakaerbcs,
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mo Meron BLT nmae mpouecu, 0au3bki A0 onTuMalbHUX 3a kpurepiem IAE (iHterpan
MOJIYJIsl TOXUOKH KepyBaHHS).

Jns nmopanbmoro cuatesy MIMO Mozenb JeneHTpani3oBaHOrO aHAJIOTOBOTO
perynsaropa AMCKPETU3YEThCS 3BUYAWHUM UYMHOM Ta oTpumyeThess MIMO cucrema
undposux II perynsropis So u; =Cp - W+ Dy -(r=y,), W, =4y W, +B,(r—y,), ne r —
BEKTOp 3aB/IaHb.

Jnss CAK 3 meHTpasli3oBaHUM PETyJIaTopoM BuOepeMo HHU(pOBHA JiHIHHO-
kBagparuuHuil perynsarop (JIKP) 3 narmsnagem crany [15]. Ham nocBin mokasas, 1o
3actrocyBanHs JIKP 3 iHTerpanpHoro ckmamoBoro mis kepyBanHs CAK 3 III-
peryiaropaMy MPU3BOAUTH 10 HPOOJIEM 31 3HMKEHHSIM 3alacy CTIMKOCTI CHUCTEM
KepyBaHHs, ocKiIbkH B iuHamili CAK (pakTnyHO BUHHMKAE MOBIWHMIA iHTEerpaTtop. Tomy
BKJIIOUATH 1HTErparop B cTpykrypy JIKP He 6ynemo.

Kepyrounii BrmuB JIKP perynsropa B TiOpuaHid cHCTeMi IOAAETHCS 0
kepytouoro BmiauBy Ill-perynstopiB. Tomy marpuii o6’exkra ans JIKP  perymsropa
MalOTh BUTJIS]T

A —Bpy Dy -Crpe By - C B
AZZ — PK PK PI PK PK PI ,BZZ — PK ,CZZ — [CPK 0] )
=By, - Cp Ap 0
Matpuui nudposoro JIKP perynstopa 3 BKIIOUEHUM HarjisgayeM CTaHy MaroTh
BUTJIS
Ar,=Az,-Bz,-K,-L,-Cz,, Br,=L,, Cr,=K,,Dr,=0,
ne matpuili K> 1 L2 po3paxoByrOThC 3a nonomororo Matlab
K, =dlqr(A4z,,Bz,,0;,,R,), L, =dqlr(A4z,',Cz,",0,5,R;,)".
Barosi marpuni Bu3HauaroTbca 3a npasuiom O, =0,-Cz,“Cz,, R,=R,-I, ne
0.,,R_, 3a3BHYail OJMHMYHI, ajle MOXYTb OyTH NpH HEOOXimHOCTI 3MiHeHi. Barosi
MaTpHUIll HarJsa4a MOBHOIO MOPAJKY OOMpParOTHECS OMMHUYHUMU Q,, =1, R, =1 .

SkicTh TIOPUAHOI CHUCTEMH  OIIHIOETHCA 32 KOMIUIEKCOM TaKUX KPHUTEPIiB:
1) psiMi MOKa3HUKH SKOCTI NIPH KEPYBaHHI 3a 3aBIaHHIM; 2) MPsAMi TOKa3HUKU SKOCTI
IpY MaKCUMaJbHUX 30ypEHHsX; 3) BEIMUMHA 3MIHU NPSIMHUX NOKA3HUKIB SIKOCTI NPHU
3MiHI mapameTrpiB moxeini o0’ekta (pobdactHicTh CAK); 4) BenuumHa 3MIHU MPSIMHX
IOKA3HUKIB SIKOCTI NpH 3MiH1 HacTpoiiok I1I perynsartopis (kpuxkicts CAK).
Hpuxaan cunrte3y riopuanoi CAK 3a 3anponoHoBaHUM MeTOI0M

Po3pobumo noBy ribpunny CAK pektudikamiitnoi ycranosku (PY) ximiunoi
MIPOMHMCIIOBOCTI, sIKa BKIIO4Yae ABI pekTudikamniini kojgonu (PK) 1 posninse tpu
KOMIIOHEHTHU: OE€H30J1, TOJYO0JI, M-KClIeH, MoJiesib PY Ta 3ajmaua i kepyBaHHS pO3IJISHYTL
B po6oti [16]. B miit PY nepma PK Buctymnae B poni npedpakiionaropa, a npyra PK mae
TpU HOpPOAYKTOBI NOTOKU. KojgoHM mnoB’s3aHi MK CcO0OH0 3HAUYHOK KUIBKICTIO
PEUUPKYISAIIHHUX TTOTOKIB Ta JOTIOMIKHHMX TEIJIO00OMIHHMKIB. TexHosoriuna cxema PY
nokasaHa Ha puc. 3.
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Puc. 3. Texnosoriuna cxema po3risgayToi PY [16]

Bxonu mozeni: Butpatu napu B pedoiiep PK Nel (QB1), Butpara ¢paermu B PK
Ne2 (R2), Butpara 60okoBoro motoky PK Ne2 (S), Butpara mapu B pedoitsiep PK Ne2
(QB2).

Buxoau Mozeni: mosisipHa KoHIleHTparis 6en3zony B kyoi PK Nel XB1, momnsipHa
KoHUeHTpauisd OeHzony B puctwiari PK Ne2 XD2, monspHa KOHIEHTpaLis KCHIEHY
00KOBOMY MpOAYKTI XS2, MOJsipHA KOHIIGHTpAIlisd KCUJIeHY B KyOoBomy mpoaykTi PK
Ne3 XB2.

Maremarnuna mozens PY B Burnsani MII® mae nactynmauii Burisia [16]:

-7.39-¢7*° 0 0 0
(A1-54)-(s+1)
—0.11-(200-s +1)-e* 10.1-¢” 1.18-¢'" -18.3-¢"*
b (20-5+1) (28-s+1)-(4-5s+1)  (Bl-s+D)-(6-s+1)  (28-5s+1)-(5-s+1)
“ 1.9.-¢7° 1.7-(200-s+1)-** -3.15-¢” —1.27-(188-5+1)-¢
4-s+1)° (108-s+1)-(s+1)>  (3.5:-54)-(0.3-5+1) (68-5+1)-(s+1)
49.0710° —8.21-¢>* 12-¢717¢ 19.4.¢°°
(40-s+1)-(3-s+1) (24-5+1)-@-s+1)  (29-s+1)-3-s+1)  (26-s+1)-(3-s+1) |

Koedimientn nepegaui 6e3po3MipHi 1 po3paxoBani Buxoasuu 3 50% HoMiHAITy
perymordux opranis, 0.2 MOJIBHOTO BiJICOTKY Jiama3oHy BUMIpPIOBaHHS JaBadya KyOy
PK Nel # 1 MosbHOTO BiICOTKY Alana3oHy BUMIPIOBaHHS ISl IHIIHUX JaBadviB.

Xoya OUTBLIICTh KaHAJIIB MOJEJI JOBOJII TOYHO 3BOJSATHCS IO IHEPUINHOI JIAHKU
neporo nopsaaxy 3 3amizHeHHsM (FOPDT), Tpu xananu € Bunstkom. Kpusi po3rony B
HUX XapaKTEepU3yIOThCS pI3KUM CTPUOKOM A0 nOpubIM3HO y 2 pasu  OLIbIIOTrO
koe(dimieHTy mepemadi, a MOTIM TOBUIBHO 3MEHINYIOTHCS  JO 3HAYEHHS I[bOTO
KoeQiLieHTy. J[Ba KaHamyu 3 HUX TPHOX MAIOTh TAKOXK JOMIHYIOYE 3aMli3HEHHS.

MatematuuHa MOZENb SIK 1 monepeaHs nepeadayae 4 tunu 30ypenn: ZF1: 6eHzon
— 20%, Tonyon — 50%, xkcunien — 30% (% monwhi); ZF2: 6enzon — 30%. Tomyon — 50%,
keuseH — 20% (% wmompHi); ZF3: 6enzon — 30%, tomxyon — 40%, kcunen — 30% (%
MmouibHi1); ZF4: 6enson — 20%, Tomyon — 60%, kcunen — 20% (% mMoiibHi)

Mogpeni 30ypeHb MaroTh BUTIISA [ 16]:
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242.¢7° —2.47.¢7"
(3-s+1)-(26-5+1)° (3-s+1)-(22-5+1)°
F, = 0.592.¢7 "ZF, + 1.83.¢7°° "ZF,
(7-s+1)° (25-s+1)-(2-s+1)
~1.51-¢™" —4.52-¢
_(45-s+1)-(5-s+1)2_ _(50-s+1)-(7-s+1)3_

Cunresyemo CAK; meromom BLT. CtpykrypHa cxema CAK; 31 3HaiiieHUMH
HACTpOIIKaMu peryJsTopiB [I0OKa3aHa Ha puc. 4
Mogens 4 mudpoux I1I perymsatopis (At=0.4 XB) Mae BUTIIA

1000 01 0 00 021483 0 0 0 06 0 0 0
_01003_0 005 0 0 |0 026 0 0 |006® 0 0
oo10["1]o o0 01 07 0 0 0153 0 [0 0 031 0
0001 0 0 0 005 0 0 0 010 0 0 0 033

Cunresyemo HoBy riopunny CAK. CrpykrypHa cxema mozeni riopugsoi CAK 3
nenrtpanizoBanuM JIPK perynstopom nokasana Ha puc. 5.

IlepexigHi mpouecu mpu OJHOYACHIM 3MiHI 3aBAaHb Ha | BCIM peryistopam
nokasaHi Ha puc. 6. B Tabn. 1 y3araapHeHi pe3y/bTaTH MPHU 3MiHi K BCIX 3aBJIaHb, TaK
1 KOXHOro okpeMo. Buxopucraemo Taki  Kputepii Aas  JOCHIKEHHS:
6 — nepeperyintoBanHs (%), ST — uac nocsrueHHst 95% ycTaneHHs NPoLEeciB, MAKCUMYM
3a MOAYJIEM KEpOBaHOI 3MIHHOIO max|y| 1 kepyrodoro BBy max|u|, [AE.

‘ kr=-0.6, Ti=11.2

kr=0.679, Ti=22.3

kr=-0.31, Ti=8.14 ) '@

r3 + u3
. Mopenb OK y2 ,@

kr=0.323, Ti=19.8 >l

o] g
f1 ‘y4.|§|

f2

|
Puc. 4. Ctpykrypna cxema CAK;
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Puc. 5. Ctpykrypna cxema CAK? 3 nentpanizoanum JIKP perynsropom
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Taoanna 1
IToxasuuku sikocti porneciB B CAK 3a 3aBpanHsIM
Buxin | Cucrema 6 ST max|y| IAE KepyBanns max|u|
1 2 3 4 5 6 7 8
3MiHa 3aBIaHHs yCiM peryisiropam
i CAK, 20.999 | 10.081 121 4.1642 u 0.65902
CAK, 94839 | 6.8498 1.0948 3.8588 1.0001
2 CAK, 14787 | 111.15 1.138 41.284 s 12248
CAK, 0 180.47 0.98634 35.285 1.1875
s CAK, 46.506 | 75.659 1.4636 18.418 U3 0.49627
CAK, 6.9398 | 123.44 1.0737 21.064 0.61398
4 CAK, 14871 | 105.84 1.1391 40.442 Us 0.5991
CAK, 3.0123 | 119.19 1.0427 53.852 0.57684
3MiHa 3aBJaHHs NIEPIIOMY PETYIATOPY
i CAK, 20.741 | 10.078 12074 4.1436 u 0.65148
CAK, 8.1612 | 6.8025 1.0816 3.4274 0.9721
2 CAK, - 119.89 0.38726 12.658 ™ 0.39037
CAK, - 286.85 | 0.060512 | 7.8982 0.2502
s CAK, - 118.87 0.30091 11.205 us 0.16149
CAK, - 198.24 0.13099 5.2903 0.063354
4 CAK, - 115.85 0.36546 12.756 s 0.19154
CAK, - 132.3 0.24 12.906 0.1392
3MmiHa 3aBIaHHS IPYTOMY PETYyJIsSTOpY
i CAK; - 0 0 0 o 0
CAK> - 16.065 | 0.045435 | 0.34765 0.071124
2 CAK; 19.009 74.164 1.189 14.386 1 0.72073
CAK, 12.937 29.246 1.1276 9.4575 0.6895
s CAK; - 41.402 1.5483 14.761 us 0.59744
CAK, - 13.94 0.76293 3.8817 0.86396
V4 CAK; - 135.04 0.24528 8.1704 s 0.089625
CAK, - 172.93 0.054327 | 1.6425 0.50249
3MiHa 3aBIAHHS TPETHOMY PETYIATOPY
CAK; — 0 0 0 0
Y CAK, - 154.77 0.026237 | 0.73376 “ 0.030363
CAK; - 114.84 0.72437 26.168 0.8058
2 CAK, - 289.38 0.14569 20.012 2 0.60198
CAK; 41.843 101.96 1.4177 22.049 0.39901
3 CAK, 4.5404 38.505 1.0476 15.792 “ 0.4217
CAK; - 111.05 0.6631 26371 0.40594
4 CAK, - 127.64 0.42189 29.505 Ha 0.32537
3MiHa 3aBIAHHS YETBEPTOMY PETYISATOPY
CAK; — 0 0 0 0
Y CAK, - 30.389 0.011901 | 0.11927 “ 0.020823
CAK; - 92.265 0.67541 19.121 0.59341
2 CAK, - 97.251 0.16713 47113 2 0.75669
CAK; - 88.405 0.95131 19.789 0.35257
3 CAK, - 15.736 0.74222 43682 4 0.19746
CAK; 27.356 84.979 12725 18.434 0.34473
4 CAK, 1.1502 18.432 1.0131 10.278 Ha 0.45516

AHai3 pe3ynbTartiB, npuBeaeHux B Taba. 1, mokasye, mo B CAK; 3 riopumnum

PETyIATOpPOM ICTOTHO 3HWXKYETHCS BEJIMYMHA IEPEPEryTIOBaHHS W MaKCHMalbHa
aMIUTiTyna BigxwieHb. Bimomo, mo Mmeron BLT 3Buuaiino 3abe3rneuye mepexiaHi
npouecu, 6sn3bKi 10 ontuMymy 3a IAE kpurepiem. JlilicHo, 32 IMM KpUTEPIEM NIPU 3MiH1
3aBlaHb yciM perynsropam aeneHtpanizoBaHoi CAK; mokasye y minmoMmy Kparii
pe3yJbTaTH, OJHAK SKIIO PO3TIIAIATH KEpyBaHHS 3a 3aBIAHHSIM IO KOXHOMY KaHAITY
OKPEMO, TO CHTYallis IPOTUJIeKHA. BiTHOCHO Yacy perystoBaHHs CKJIaJHO BUSBUTH SIKa
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3 nBox tumiB CAK — pgemeHTpamizoBaHa 4M TriOpugHAa — BUSBISETHCS KpPALIOK, Y
CepeIHbOMY Yac KepyBaHHsI MPUOJIM3HO OJHAKOBUH.
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Puc. 6. [1epexinHi nmporecyu mpy KepyBaHHI 32 3aBIaHHSM IPU OJHOYACHIH 3MiHI 3aBJJaHb
Ha | BCiM peryisTopam

MogenoBaHHs EpexiAHUX MporeciB nmpu 30ypenHi fi=1 nokaszani Ha puc. 7. B
Tabn. 2 y3arajabHEHI pe3yibTaTH npu 30ypeHHsx fi=1 i1 =1 okpemo.
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Puc. 7. Ilepexiani npouecu npu 30ypeHHi fi=1

Pesynbraru, npuBeneHi B Taba. 2. mokaszyrwTh, mo Tiopumna CAK» y minomy
3a0e3neuye MEHIIY aMIUITYAY BIAXHJIEHb KEPOBAHUX 3MIHHUX, 0COOJIMBO MpHU 30ypeHHI
fi=1. lllogo iHmMUX KPUTEPiiB cuTyaiis HeomHo3HauHa. [Ipu 30ypeHHi fi=1 ridpumnHa
CAK: € kpamoro 3a kpurepieM IAE ta yacom peryntoBaHHs, npu 30ypeHH1 fr=1 —
ripiIoro.

Taoauns 2
IToxazHuku sikocti npoueciB B CAK 3a 30ypeHHsIM
3minna | Cucrema | 6 | ST | maxly] | IAE 3minna | maxu]
360ypeHns fi=1
B4 CAK; - 0 0 0 ui
CAK, - 207.61 0.0029633 0.17453 0.00081919
» CAK; - 188.96 0.34635 15.276 [22) 0.42003
CAK, - 345.64 0.16859 13.68 0.4206
» CAK; - 152.81 0.18518 7.289 u3 0.0879
CAK, - 123.45 0.11169 4.364 0.028601
V4 CAK; - 245.85 0.20418 11.068 Uy 0.10982
CAK, - 201.8 0.12671 7.4884 0.099993
30ypeHns =1
B4 CAK; - 0 0 0 ui 0
CAK, - 265.43 0.01769 1.5176 0.0031928
» CAK; - 203.09 0.1574 8.4389 [22) 0.22112
CAK, - 282.33 0.14779 17.253 0.20241
» CAK; - 110.66 0.3988 14.944 u3 0.56918
CAK, - 209.64 0.31918 20.611 0.56918
V4 CAK; - 167.29 0.24102 13.888 Uy 0.21418
CAK, - 286.18 0.13555 14.414 0.21583

HacTynHuii kpok — nepesipka noseinku 000x CAK npu 3miHI mapameTpiB MOz
P.. SIk 30ypenHst BuOepeMo 3MiHY OJJHAKOBOT'O 3aBAaHHS yciM peryistopam. [lepeBipku
OyIeMO IpPOBOAMTH JJI HACTYIHUX BMIIAQJKIB: 3MiHA KOE(]ILI€HTIB Iepenadi, 3MiHa
MOCTIMHUX Yacy Ta 3MiHa 3alli3HeHb YCIX KaHaJIiB Ha IEBHUH MHOXKHUK.

V3arajbHEH1 pe3yJabTaTH EKCIEPUMEHTIB IpeJICTaBlIe€HI Ha puc. §. AHami3
MPUBEJICHUX pe3ybTaTiB Mokaszye HacTymHe: 1) riopuana CAK> He € Oinbin podacTHOIO
JI0 TIapaMeTPUYHOI HEBU3HAUCHOCTI HIXK JCIeHTpalli30BaHa, aie i He menur; 2) CAK| ta
CAK He BUTpUMYIOTh 3MiHY Koe(iIlieHTIB repeaadi B KaHainax Mozen P, O1IbIie HiX B
nBa pasu; 3) kputepiit IAE y o6ox CAK 3miHoeThes 32 6nu3bkum 3akonoM; 4) CAK;
Ipy 3MiHI MapaMeTpiB MOJEJi pearye HaJIMIpHOK BEJIMYUHOIO TEpeperytoBaHHS W
NepexiiHi MPOIECH CTalOTh Pi3ko KonuBainbHUME; 5) CAK> icTOTHO MeHII 4yTiHBa 10
3MiHU mapaMeTpiB moxeni y mnopiBHsHHI 3 CAKj, B HIid BUTPUMYETHCS 1CTOTHE
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3MEHIICHHS aMILTITYAH BiaxuieHb B nopiBHaHHI 3 CAKj{, a KONMBaIbHICTH MPOIIECIB, SIKA
0co0mMBO craHoBUTHCS Benukor B CAK| mpu 30inmbmienHi dacy 3amizHeHHs, B CAK»
1ICTOTHO 3MEHITY€ETHCS.

OcranHiii ekciepuMeHT — niepeBipka riopunnoi CAK; Ha 3Miny nmapamerpi I1I
perynsTopis, 110 Moke 3Hano0uTHCh B polueci excruryatanii CAKz. [lonepeaniit anamni3
MOKa3ye, 1[0 BEIWYHMHA MEPEPeryalOBaHHs € JOCTAaTHIM KpPUTEpieEM 3HIKEHHS SKOCTI
cucreMu kepyBanHs. lIpoBenmemo 16 ekcnepumenTiB mono BinxuieHHi Kp 1 Ti
perynsaTopiB B 000x CAK nipu 3MiHI yciX 3aBAaHb pEryasaTopam i 3adikcyeMo BEIMUUHH
nepeperyntoBaHHs. Pe3ynbraTu ekcriepuMeHTIB 3Be1eMO B Ta0u. 3.

AHani3 pe3yabTaTiB, NMpuBeaeHUX B Taba. 3 mokasye, mo 1) riopuana CAK>
nonyckae 3MiHy Hactporok III perynsatopiB 6e3 BTpaTu CTIHKOCTI; 2) HpH 3MiHI
HACTPOMOK OJHOTO 3 PEryisiTOpiB BIAHOIICHHS MEPEeperyiioBaHb JELEHTPaTi30BaHOl
CAK; Ta riopunnoi CAK; B iHIIMX KaHaIax 3aJUIIAE€THCS OJIU3BKUM JIO MOCTIMHOTO.
JlonatkoBi excriepuMeHTH Tokazanu, mo riopuana CAK»> i penentpanizoBana CAK;
MalOTh OJJHAKOB1 MEX1 KPUXKOCT1 BITHOCHO J1alla30HY 3MiH HACTPONOK PEryIaTOPiB.

CAK; CAK» CAK; CAK>

o
o

max(lyl)
~
max(lyl)
~

~
=
s

L T At e

0 0 E

_____________

-

05 1 15 2 25 305 1 15 2‘ 2.‘5 3
Kparna 3miHa BCix 3amizHeHb 00’ €KTa BiJ HOMIHAILY
[TO3HAUECHHS: | - w7 -~ e s )3 — , V4 — w——
Puc. 8. IlokasHukH SKOCTI IpU KpaTHIM 3MIHU apaMeTpiB 00’ €KTa
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Tadauus 3
[TepeperymnroBanns B ribpuaHiid Ta aereHTpanizoBaniit CAK mpu 3mini Hactpoiiok I1I-
pEryssTopis
3mina Cucrema Gyl 6)2 6y3 Gyd
CranpmapTHi CAK; 20.999 14.787 46.506 14.871
HaCTPOUKH CAK, 9.4839 0 6.9398 3.0123
€1-0.5 CAK; 0.29019 11.282 49.336 11.503
Pl CAK, 1.6147 0 6.9008 3.9933
Kpi-1.5 CAK; 44.2 14.677 44.155 14.754
CAK, 39.512 0 7.4013 4.0879
Ti;-0.5 CAK; 43.878 15.685 45.898 15.764
CAK, 26.563 0 7.5148 4.1145
Ti;-1.5 CAK; 13.075 12.744 46.553 12.826
CAK, 4.0213 0 6.9121 3.9795
Kp2.0.5 CAK; 21.065 50.678 51.559 23.394
CAK, 8.9056 0 6.7672 3.8724
Kp2'1.5 CAK; 20.734 5.2879 116.81 9.369
CAK, 10.045 11.343 50.597 4.3861
Ti-0.5 CAK; 20.882 21.465 63.609 11.794
CAK, 9.5139 15.948 8.0305 5.0572
Tix 1.5 CAK; 20.988 0.24739 40.703 13.752
CAK, 9.4654 0 6.274 3.2371
Kp3-0.5 CAK; 21.099 17.783 45.665 18.76
CAK, 9.1575 7.2011 11.313 3.3136
Kp3-1.5 CAK; 20.986 10.709 63.344 8.5617
CAK, 9.7773 0 5.5806 4.5366
Ti3-0.5 CAK; 20.878 22.716 62.696 18.669
CAK, 9.5361 0 5.0721 4.9012
Tiz 1.5 CAK; 20.966 10.123 41.07 11.052
CAK, 9.4573 0.34308 8.633 3.2274
Kpa'0.5 CAK; 21.022 9.4436 74.449 20.733
CAK, 10.243 40.084 26.296 35.126
Kpa'1.5 CAK; 21.033 13.996 39.771 8.4743
CAK, 8.6982 0 7.2674 1.226
Tis0.5 CAK; 20.77 37.753 46.782 35.596
CAK, 9.3874 0 10.015 0.78673
Tis 1.5 CAK; 21.038 5.7437 50.924 0
CAK, 9.5069 7.0781 6.1914 10.584
BucHoBku

TakuM unHOM, po3pobreHo HoBuii Meton cuHTesy CAK s ckiagHux
texHoJoriyHuxX OK 3 ICTOTHUMHU NepeXpECHUMH BILJIMBAMHU.

CtpykTypa cuUCTEMHU KEpYyBaHHS BKJIIOYA€E MapajieibHO Mpailodi nudposuit
nentpanizoBanuii JIKP ta cucremy nenentpanizoBanux Ill-perymstopiB. Meta cunTe3y
— TMOKpalleHHsl nepexigHux mnpoueciB neuentpanizoBanoi CAK; 3 Ill-perynaropamu,
HACTPOUKHU SIKOT OTPUMaHi 3a JOIOMOIOI0 B1JIOMOTO B Tally3i aBTOMAaTHU3aIlll MPOIIECIB
pektudikamii merony BLT. IlpoBeaeHi eKCnepuMEHTH IOKa3ykOTh, IO MEPeXiJHi
npouecu B TiOpuaHii CAK; mokpamyroTbCs: ICTOTHO 3MEHIIYETHCSA MaKCHMalbHa
aMIUTITya BiOXWJIEHb KEPOBAaHUX 3MIHHMX Ta IepeperyiioBaHb IMPH KEpyBaHHI 3a
3aBAaHHsAM (BenuuuHa sikoi B Aeskux exkcnepumentax st CAK; mepesumye 100%).
CAK; € pobacTHO TIpH iCTOTHIH 3MiHI apameTpiB Mmojeni 06’ ekta. ['iopuana CAK, mae
Takui ke 3amac kpuxkocti, ik # CAKj, Tomy ribpugna CAK:2 no3Bossie 3MiHIOBaTH
HacTpoiiku [ll-perynsTopiB, mpu IbOMY CTyMiHb HOKpPALICHHS MOKAa3HUKIB SKOCTI
3aJIMIIAETHCA BITHOCHO MOCTIHOW0. Po3pobnenuiit meton cunredy riopuanoi CAK> mae
ICTOTHI IepeBaru BiJHOCHO TaKOTO BIJIOMOT0 CIIOCOOY MOKpPAIIEHHS SKOCTI MePEeXiTHUX
npoueciB B neuenrpaiizoBannx CAK, sk paunamiuna po3s’sa3ka. Ha miacrasi
po3po0sieHOT0  METOJy CHHTE30BaHa HOBa CHCTEMa KepyBaHHS  CKJIQJHOIO
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eHeproeexTuBHOO PY 111 po3auleHHs cyMilll PiAMH B XIMIYHIM IPOMHUCIOBOCTI.

Pospobiniena riopunna CAK> mae Taki BIacTUBOCTI: 1) mpu KepyBaHHI 3a 3aBAaHHSIM

NEepexiHl IMpOLECH MaloTh HEBEJIUKE IEepeperyyloBaHHs; 2) IpU KepyBaHHI 3a

30ypeHHSIM JIOCSATA€ThCA BUCOKA TOYHICTh MHIATPUMKHU PErJIAMEHTHUX 3MIHHHUX TPHU

MakcUMaibHUX 30ypeHHsX; 3) cucreMa € po0acTHOI0, TOMY IpHU 3MiHI MapaMeTpiB

Mozeni 00’exkty Big 0.5 10 2-3 HOMIHAJIB MPSAMI OKAa3HUKU SKOCTI MOTIPIIYIOTHCS HE

ICTOTHO 1 3JIMIIAIOTHCS B paMKax perjiaMeHTHUX BIIXWIEHb; 4) cucTeMa HE € KPUXKOIO,

TOMY BUTPHUMYE 3MiHy HajamtyBaHb [1I-perynsaropis.
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DEVELOPMENT OF A NEW METHOD FOR HYBRID CONTROL SYSTEMS
DESIGN FOR MIMO TECHNOLOGICAL PLANTS

Andrii Stopakevych, Oleksii Stopakevych
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1, Kuznechna street, Odesa, 65029, Ukraine, stopakevich@gmail.com
Odesa National Polytechnic University,

1, Shevchenko Ave., Odesa, 65044, Ukraine, stopakevich@op.edu.ua

The paper aims to develop a new method for the design of hybrid multivariable automatic control systems.
We determine a hybrid control system as a system that includes two different types of parallel operating
controllers. The paper's aim is achieved by solving the following tasks. The first task is to develop a method
for the design of hybrid control systems. Investigated systems include PI controllers and a linear-quadratic
controller. The second task is to investigate the resulting control system. The investigation is based on direct
quality indicators, robustness, and fragility analyses. The most significant result of the paper is the
development of a method for the tuning of a linear-quadratic controller, which should work with the
decentralized control system in parallel. BLT (Biggest Log Modulus) method is used for decentralized
control system tuning. BLT is a well-known method of PI controller detuning. The idea of BLT is to ensure
the robustness of multivariable control systems tuned by Ziegler Nichols's rules. The proposed method for
the design of the control system is not complicated. The possibility of correcting the tunings of decentralized
controllers remains. Design of the new hybrid automatic control system for the distillation plant made using
the developed method. The analysis of the dynamic properties of the designed control system showed that
the use of a parallel linear-quadratic controller provides a small percentage of overshoot in the control by
the reference and high accuracy of stabilizing the values of controlled variables at the largest disturbances.
At the same time, the robustness does not decrease and the control system remains fragile, i.e., it is possible
to change the settings of the controllers without significant loss of robustness.

Keywords. Control system, hybrid, direct indicators, linear quadratic, robustness, BLT, PI controller,
distillation column, distillation unit.
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