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Steganography is an integral part of modern information protection systems. The
steganographic method with code control of information embedding is a modern
steganographic method that operates in the spatial domain of the container. The advantages
of this method include: ensuring the reliability of perception, resistance to attacks against the
embedded message, sufficient bandwidth, and high computational efficiency. In contrast to
steganographic methods, steganalysis methods are created to allow the detection of
embedded information. To date, no research has been performed on the resistance of the
steganographic method with code control to cryptanalysis attacks. The specific methods for
detecting interference using the steganographic method with code control are also unknown.
The purpose of this paper is to develop a steganalysis method for detecting a covert channel
organized using the steganographic method with code control of information embedding in
the Walsh-Hadamard transform domain. In the paper, the research on the behavior of the
Walsh-Hadamard transformants of containers and steganographic messages is performed,
which allowed us to formulate the conditions for the presence of additional information in
the image. These conditions became the basis for the development of an efficient and
mathematically simple steganographic method that uses the Walsh-Hadamard transform
domain. The performed research on the proposed method allowed us to establish its high
efficiency in various conditions with low computational complexity. In particular, it is shown
that the efficiency of the proposed method exceeds the efficiency of the histogram analysis
method and methods implemented in the well-known StegExpose tool. The results obtained
allow us to recommend the proposed steganographic method for practical application for
detecting covert communication channels created using the steganographic method with code
control. In particular, the simplicity of its algorithmic implementation makes the proposed
method effective in conditions of constrained computing resources.

Keywords: steganography, Walsh-Hadamard transform, steganalysis, code control of
information embedding.

Introduction and statement of the problem. The constant development of information
technologies and their integration into all areas of societal activities occurs in the modern
World. This increases the importance of information security systems, while the growing share
of multimedia information in global traffic leads to the rising significance of steganographic
methods in information protection systems. These methods can conceal the very fact of the
protected information's existence. New steganographic methods are continually evolving and
improving, which, in turn, emphasizes the importance of developing steganalysis methods in
parallel. In situations where the transmission of information through covert channels can
become critically important, the development of fast and computationally efficient methods for
detecting these covert channels becomes crucial. These methods should consider the specifics
of particular techniques to achieve more accurate results.

At the moment, there are many steganographic methods, but they are mainly divided
into two categories: the first category involves hiding data in the spatial domain, and the second
— 1in the domain of container transformants.
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Methods operating in the spatial domain of the container, for example, the classical LSB
method, are characterized by high computational efficiency, high bandwidth, and the ability to
easily ensure the reliability of perception, which, despite their simplicity, makes them quite
widespread in practice. As the modern versions of the implementation of the LSB method we
can consider, for example, the method [1], the main focus of which is on ensuring high
bandwidth of the covert channel; method [2], depending on the marking algorithm of connected
components; a method [3] that hides more of the secret message in the (sharpest) edges of the
image, etc. Such a modification of the LSB methods as LSB-matching (LSBM) also must be
considered [4]. The disadvantages of most methods working in the spatial domain of the
container include their instability to attacks against the embedded message (for example,
compression or noise attacks), and instability to steganalysis.

The methods applying container transform domains can be based on discrete cosine
transform (DCT) [5, 6], discrete wavelet transform (DWT) [ 7], integer wavelet transform (IWT)
[8], discrete Fourier transform (DFT) [9].

A characteristic feature of these methods is the preliminary transformation of the
container or its blocks into a selected transformation domain, followed by the execution of
embedding of additional information. A notable aspect of most of these methods is their ability
to provide resilience against attacks targeting the embedded message. However, the use of
transformation domains significantly reduces the computational efficiency of these methods,
which greatly complicates their implementation on resource-constrained platforms.

The steganographic method with code control of information embedding, which is
proposed in [10] is a recent achievement in steganography that has proved its effectiveness.
This method is characterized by performing steganographic transformation in the spatial
domain of the container, with the capability of selectively influencing the required frequency
components of the container blocks. This approach combines the advantages of methods
operating in the spatial domain with those methods that operate in the transformation domains:
providing resistance to attacks on the embedded message, significant computational efficiency,
and ensuring the reliability of perception.

Despite the high prospects and practical application, today the resistance of the
steganographic method with code control to steganalysis attacks remains poorly researched,
specific methods for detecting covert channels of information transmission, organized using a
steganographic method with code control of additional information embedding, are unknown.

As the research performed in this paper shows, the steganographic method with code
control of information embedding remains resistant to known steganalysis tools, however, the
application of the properties of the Walsh-Hadamard transform opens up prospects for the
development of a mathematically simple method for detecting a covert channel based on the
steganographic method with code control of information embedding.

The purpose of this paper is to develop a steganalysis method for detecting a covert
channel organized using the steganographic method with code control of information
embedding in the Walsh-Hadamard transform domain.

This paper is organized as follows: Section 2 provides an overview of the
steganographic method with code control. Section 3 explains the proposed steganalysis method.
Section 4 presents a comparison of results with other existing methods, while conclusions and
suggestions for further research are presented in Section 5.
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Steganographic method with code control of information embedding. The foundation of
the steganographic method with code control of information embedding lies in the
correspondence between the discrete cosine transform (DCT) and the Walsh-Hadamard
transform. The core idea of this method is based on utilizing the linearity property of the Walsh-
Hadamard transform [11], which enables the embedding of additional information in the spatial
domain of the container while targeting a specified frequency component. This method
architecture ensures significant computational efficiency, high resistance to attacks against the
embedded message, ensuring the reliability of perception, and adequate bandwidth.

Let’s introduce the key definitions necessary for our research. The DCT is defined by
the following relation

S=c X, (1)
where X isthe N x N block of the original image,
C}, is the NxN DCT matrix, the elements C(i, j) of which are calculated using the

following equation

L,Wheni=0;

JN

‘ /% cos(2j+1)iz, wheni > 0.

Another promising type of discrete transform used in the tasks of steganography and
steganalysis is the discrete Walsh-Hadamard transform. In matrix form, the one-dimensional
version of the Walsh-Hadamard transform can be written as the following matrix product

V=YH,, 3)

CG,j)= 2

where Y is the line-vector of length N,
H, is a Walsh-Hadamard matrix of order N =2*, which can be constructed following

Sylvester's construction, which is represented by the following equation

H -1 H k-1
H, = { H; B I_;ZH } 4)

At that time, the two-dimensional discrete Walsh-Hadamard transform is defined as
follows

W=H,XH, (5)

where H) = H,, 1s the normalized Walsh-Hadamard matrix,

1
JN

X is the matrix of the Nx N size.

As the elements of the Walsh-Hadamard matrix are the numbers from {—1,1}, the
Walsh-Hadamard transform is computationally more efficient than the DFT, DCT, and DST
transforms [12].

The Walsh-Hadamard transform returns a sequence of values, which represents a
generalized notion of frequency.

In [13], a relationship was established between the two-dimensional and one-
dimensional Walsh-Hadamard transform. According to this relationship, the coefficients of the

: . . ) 1
two-dimensional Walsh-Hadamard transform can be determined, up to a scaling factor NE

using the one-dimensional Walsh-Hadamard transform.
W=XH_,, (6)

where the operation A represents a vector of length N> obtained by sequentially concatenating
the rows of the matrix A4 of size NxN .
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In the research [10], a relationship was identified between the transform matrix of the
Walsh-Hadamard transform, the DCT transform, and the components of the singular value
decomposition (SVD) of the original matrix. These results provided the theoretical foundation
for developing the method with code control of information embedding.

The essence of code control of information embedding lies in ensuring the desired
properties of the steganographic message in the spatial domain with minimal computational
costs and disturbances introduced to the container during additive embedding of *1.

In this approach, one bit of additional information is embedded into each container
block, distributed uniformly among the elements of the block.

Let the block quxi,j

while d is the additional information bit needs to be embedded into this image block. A
codeword T of'size NxN is assigned to this bit, and used to embed the bit d .
Then, the steganographic message block M will have the form
M=X+T. @)
Considering the connection between one-dimensional and two-dimensional Walsh-
Hadamard transforms the Walsh-Hadamard transformants of the resulting vector M

W=MH,=(X+T)H,,=XH,,+TH,,. (8)
Expression (8) allows for a fundamental conclusion about the nature of perturbations in
the Walsh-Hadamard transform coefficients within the steganographic message after the

additive embedding of additional information.
The magnitude and localization of such perturbations depend on the specific form of the

,1,7,=0,1,..., N—1 of a digital image be a matrix of size N x N

term 7 H , , which represents the Walsh-Hadamard transformants of the row vector T used to

encode the additional information bit d .

Therefore, to implement code control of information embedding its bits must first be
encoded with codewords of size N xN that enable selective influence on specific Walsh-
Hadamard transform coefficients and, consequently, on the DCT transformants.

Such pre-coding allows for focused influence on a given Walsh-Hadamard transformant
of a selected block of size N x N while limiting the impact on each container element to a unit
amplitude.

This ensures the desired properties of the steganographic transformation depending on
which transformant the selected codeword is targeted.

As codewords that provide selective influence on specific Walsh-Hadamard

N2

transformant, the matrix representation of the rows of the Walsh-Hadamard matrix of order N*
is used. As mentioned above, based on the connection between the DCT, it is most appropriate
to use codewords that affect the low-frequency transformants. For the DCT, these are the
transformants (2,1), (2,2), (1,2), and the transformant (1,1).

Therefore, for the Walsh-Hadamard transform [11], these will correspond to the
transformants (5,1), (5,5), (1,5), and the transformant (1,1), respectively. Table 1 presents the
most commonly used codewords of order 8x8 that influence the low-frequency and mid-
frequency components of the container blocks, as well as their corresponding Walsh-Hadamard
transform matrices, up to a scaling factor 1/ N .

Thus, it can be seen how steganographic method with code control influences the
Walsh-Hadamard transformants while operating in the spatial domain. This leads to the natural
conclusion regarding the feasibility of using the Walsh-Hadamard transform domain for the
steganalysis of this method, as the changes occurring in this domain are the most specific and
noticeable.
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Proposed steganalysis method. For the computational experiment, the main dataset of 530
digital images from the NRCS database in lossless TIFF format was used. An additional dataset
of 470 images in lossy JPEG format was also included.

For each dataset, steganographic message sets were created using the codewords
affecting (5,1), (5,5), and (1,5) transformants. Additional information was embedded in the red
channel.

To determine the criteria that could be applied for detecting interference, the values of
the Walsh-Hadamard transformants for the steganographic messages and original containers
were analyzed, as obtained according to (7).

The performed research led to the conclusion that steganographic transformation does
not cause the amplitude values of the Walsh-Hadamard transformants to exceed the limits
typical for the original images. However, for blocks of size 8x8 the following pattern was
found, which we will write in the form of the following statement.

Table 1.

Mapping of codewords and their Walsh-Hadamard transformant matrices
Codeword Walsh-Hadamard transformants
11111111 64 0 0 0 0 0 0 O
11111111 0O 000 O0OO0OTP O
11111111 0O 000 O0OO0O0OTP O
S B R U O B O | W = 0 000 O0OO0O0OTP O
a1 111 1111 =0 0 0 0 0 0 0 O0
11111111 0 000 O0O0OOTO O
11111111 0O 000 O0OO0OTP O
11111111 0 000 O0OO0O0OTP O
1 1 1 1 1 1 1 1 0O 000 O0O0OOTPO
1 1 1 1 1 1 1 1 0O 000 0 O0OOTPO
1 1 1 1 1 1 1 1 0 000 0 O0OOTPO
+ (11 1 1 1 1 1 1 W = 0 000 0 O0OOTFO
s6H -1 -1 -1 -1 -1 -1 -1 -1 Gh =164 0 0 0 0 0 0 O
-1 -1 -1 -1 -1 -1 -1 -1 0 0000 O0OOTO
-1 -1 -1 -1 -1 -1 -1 -1 0O 000 0 O0OOTO
-1 -1 -1 -1 -1 -1 -1 -1 0O 000 0O0OOTPO
r1 11 -1 -1 -1 -1 000 0 64 00O
r1 11 -1 -1 -1 -1 0000 O O0OTO
Ir1 11 -1 -1 -1 -1 0000 O O0OTO
+ Jr1r 11 -1 -1 -1 -1 W = 0000 O O0OTO
11111 -1 -1 -1 -1 =10 0 00 0 0 0O
r1 11 -1 -1 -1 -1 0000 O O0OTO
r1 11 -1 -1 -1 -1 0000 O O0OTO
r1 11 -1 -1 -1 -1 0000 O OO0 0f
1 1 1 1 -1 -1 -1 -1 0000 O O0OTO
1 1 1 1 -1 -1 -1 -1 0000 O O0OTO
1 1 1 1 -1 -1 -1 -1 0000 O O0O0OTO
s |1 1 1 -1 -1 -1 -1 W = 0000 O O0OTO
65 (-1 -1 -1 -1 1 1 1 1 GH 10 0 0 0 64 0 0 O
-1 -1 -1 -1 1 1 1 1 0000 O O0OTO
-1 -1 -1 -1 1 1 1 1 0000 O O0OTO
-1 -1 -1 -1 1 1 1 1 0000 0 OO0 0f

Statement 1. In the blocks of a steganographic message of size 8x8, the Walsh-
Hadamard transformant, where the additional information was embedded, is more likely to take
the maximum value in the block compared to the original images. This dependence can be
represented by the following formula
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Uor[g (kﬂ l’ C) < Usleg (kﬂ l’ C) > (9)

where ¢ is the color channel, and U, and U, are defined by the following relation
Uaig (k:1,€) = P, (k.1 €)) = maxi{, .. (0, j.c)}),

. . : (10)
Usee(k,1,0) = P, (k,1,0) = II}’{:]}X{VKteg(l,j,C)}), @i, Jj,c)#=(,1Lc).

where W, and W, are the matrices of the Walsh-Hadamard transformants for the original
and steganographic images, respectively.
P, (k,l,c))=max{W,. (i, j,c)}) is the probability of the event that the Walsh-
L]

orig

Hadamard transformant with index (7, j) of the block in the original image acquires the

maximum value;
PW,, (k,l,c)=max{W, (i, j,c)}) is the probability of the event that the transformant
L]

of the Walsh-Hadamard transform with the index (7, j) of the steganographic message block

acquires the maximum value.

The transformant (1,1) is not taken into account, as it is zero-frequency and always takes
a value significantly higher than the other transformants.

At the same time, the frequency of maximum values occurring in all other Walsh-
Hadamard transformants of the block, except for the one influenced by the codeword, decreases
in the steganographic message.

To research the values of U

orig

and U

e » CXperiments were performed, and the results
are shown in Fig 1 and Fig.2. Using the results, which demonstrate certain patterns of behavior
in images during the embedding of information, it is possible to define specific criteria by which
an image can be identified as one in which information has been embedded using a
steganographic method with code control. Additionally, it is possible to not only detect the
presence of interference but also determine the specific channel of embedding and the codeword
used with the help of the detected index that disrupts the patterns of the original containers.

So, first of all, the average threshold values of the frequency of occurrence of maximum
were determined for each index of the 8x8 block and each channel. However, these values are
averaged, which means that it is important to adjust them experimentally. For this, it was
decided to focus on the red color channel, namely on the Walsh-Hadamard transformants with
indexes (5,1), (5,5), (1,5), in which it is recommended to embed information.

A~ AN N U |

La i b—o—b——b——& | b : e’ TN\t I . L
1121314,15161718112223242526272821323334353637.3831424344454

(i, )
Fig. 1. Graph of the frequency of the location of the maximum value by the index for images
without embedded information
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(i, )
Fig. 2. Graph of the frequency of the location of the maximum value by the index for images
with embedded information

To determine the initial matrix of threshold values for each color channel of the set of
original images, the matrix of the frequency of occurrence of maximums by index was found.
These matrices are formed according to the following formula

N
MG J.) = (.00 00X Wyl e}
NI “max > max 5
(@, ) # (L1,6), (o s Jimax»©) # (L 1,€),
where N is the number of blocks in image,

¢ is the color channel,

k 1s the number of the block being analyzed,

W, is the matrix of Walsh-Hadamard transformants of the original image for the & -th

block,
6 the Kronecker delta, which is defined as

(In

1> ia ‘,C = imaxa 'maxac 5
5((1',],0), max M(imax,jmax,C))= ( ) =t R : (12)
i s € 0, (7, 7,¢) # (i > Jmax > C)-

We present the experimentally obtained matrix M(Z, j,c) for the case of the red channel,

where the values corresponding to the low-frequency Walsh-Hadamard transformants often
used in practice are highlighted in blue

0 0.008 0.03 0.009 0.25 0.004 0.07  0.006
0.01 0.004 0.003 0.002 0.003 0.002 0.003 0.002
0.026 0.003 0.006 0.003 0.009 0.002 0.006 0.0025
0.1 0.003 0.004 0.003 0.005 0.002 0.003 0.002 (13)

0.3 0.004 0.009 0.005 0.06 0.002 0.0025 0.003 |
0.0055 0.002 0.002 0.002 0.003 0.002 0.002 0.002
0.2 0.003 0.005 0.003 0.03 0.002 0.0085 0.0025
0.008 0.002 0.002 0.002 0.004 0.002 0.003 0.002

Similarly, matrices M(i, j,c) can be obtained for other color channels, in particular, for
channels of the YCbCr color space, if it is used for information embedding.

Based on the obtained results (graphically presented in Fig. 1) and a series of performed
experiments, three primary conditions were derived. These conditions allow for the blind
detection (i.e., without access to the original image) of images affected by the steganographic
method with code control.

The conditions are as follows:

1.Threshold values for indices (5,1), (5,5), and (1,5) are set at 0.3; 0.06, and 0.25,
respectively. This condition is used to minimize False Negative results.

M@, j,c)=
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2.The analyzed value in the examined color channel must differ from the values in the
other channels by at least 0.02 (experiments with higher and lower values yielded less
satisfactory results). This condition is also used to minimize False Negative results.

3.At least in 40% of cases, all other values in the color channel, except for the analyzed
one, must be lower than the corresponding values in the other channels (experiments with
higher and lower percentages yielded less satisfactory results). This condition is used to
minimize False Positive results.

Thus, the fulfillment of all three conditions is necessary to identify an image as having

been affected by the steganographic method with code control. This allows for the
determination of the specific channel where the information was embedded, as well as the
transformant that was influenced (which indicates the type of codeword used).
Experimental results. Proposed method. A series of experiments were performed using the
selected image datasets. The steganographic message sets in lossless TIFF format using the
codewords affecting (5,1), (5,5), and (1,5) were analyzed in the RGB space (embedding in the
red channel) and the YCbCr space (embedding in Y). The datasets in lossy JPEG format (at
100% quality) were analyzed in the RGB space (embedding in the red channel). In all cases,
embedding occurred in 100% of the blocks. The results of the percentage of errors are presented
in Table 2. It should be noted that False Positive cases are those where multiple embedding
locations/channels are detected (even if one of them is correct) when it is known that there is
only one. False Negative refers to cases where no impact was detected.

Table 2.
The number of errors when using the proposed method of steganalysis
Format Space Code False Positive False All errors
Negative

tif RGB (5,1) 3,4% 16,3% 19,7%
tif RGB (5,5) 7,7% 13,9% 13,9%
tif RGB (1,5) 5,3% 14,7% 20%

tif YCbCr (5,1) 5,3% 10,2% 15,5%
tif YCbCr (5,5) 7,7% 4,6% 12,3%
tif YCbCr (1,5) 5,5% 11,3% 16,8%
Jpg RGB (5,1) 0% 34,9% 34,9%
Jjpg RGB (5,5) 0% 4,3% 4,3%
Jjpg RGB (1,5) 0% 23,2% 23,2%

Table 2 shows that the best results are obtained when operating in YCbCr space in a
lossless format. The worst results in two of the three cases (namely for codewords (5,1) and
(1,5)) produce lossy .jpg images. However, they also give zero false positives — which is also
a good result. This may be due to small changes in the average threshold results.

Another observation is that statistically, detection works best when the codeword
affecting (5,5) transformant is used for embedding information, meaning that the (2,2) DCT
transformant is affected. This is because the threshold value for this index is quite low (0,06),
making a significant jump in the color channel more noticeable compared to other channels. As
a result, this jump more frequently meets the established three conditions, contributing to better
detection in most cases.

The method was also tested for different percentages of utilized blocks (for lossless .tif
format, codeword affecting (5,1) transfromant, embedding in the red color channel). Table 3
contains the obtained results.
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Table 3.
The number of errors when using the proposed steganalysis method depending on the

percent of blocks embedded
Format Space % of blocks Code False False All errors
embedded Positive Negative
tif RGB 100 (5,1) 3,4% 16,3% 19,7%
tif RGB 70 (5,1) 3,8% 20,4% 24.,2%
tif RGB 50 (5,1) 3,.2% 27,6% 30,8%
tif RGB 25 (5,1) 4,7% 47,1% 51,8%
tif RGB 10 5,1 4,5% 60,7% 65,2%

Thus, in this case, it is evident that at 25% of blocks embedded (in large images), the

presented method loses effectiveness and detects the covert channel with code control in less
than 50%. However, at 100-50% of blocks embedded, it still operates at a fairly significant level
of correct detections.
Similar methods. In general, steganalysis methods can be categorized based on various criteria.
First, they can be classified according to the information available to the analyst. For example,
the steganographic object is known; the steganographic object and the container are known; the
hidden message is known; the algorithm is known; both the hidden message and the algorithm
are known, as well as the case where all of the aforementioned elements are known.

The proposed method is a blind method since only the steganographic object is known.
Currently developing blind steganalysis methods can be categorized into statistical analysis
methods [14], adaptive steganalysis methods [15, 16], and methods based on deep learning [17,
18]. These methods of steganalysis are promising, but they suffer from disadvantages such as
high computational requirements and the need for large training data sets.

A popular tool that uses the methods of adaptive steganalysis is StegExpose. StegExpose
is a steganalysis tool that specializes in detecting steganography in lossless images such as PNG
and BMP (LSB detection methods). It has a command-line interface and is designed for batch
image analysis, providing reporting capabilities and intuitive settings [19].

This tool provides blind analysis. Testing this tool on the aforementioned datasets of
influenced images in lossless TIFF format led to the conclusion that it is unable to detect covert
communication channels created using a steganographic method with code control of
information embedding. The experiments showed that correct detection occurs only in 0.2% of
cases for any codeword, while a false positive result occurs in 99.8% of cases, demonstrating
the complete ineffectiveness of the utility.

The paper [20] also discusses several tools for detecting LSB embedding, including
LSB-matching, but most of them require the presence of the original image, which diminishes
their value for blind detection. In general, methods for detecting LSB embedding [21, 22] most
often require the original image, or they analyze the images in grayscale, which makes it
impossible to determine the specific embedding channel, as proposed by the method presented
in this paper. Table 4 presents the results of the analysis of the aforementioned datasets in
lossless TIFF format using the histogram comparison method [21].

Table 4.
The number of errors when using the method of comparative analysis of histograms
Format Space Code True Positive False Negative
Aif RGB (5,1) 32,3,% 67,7%
Aif RGB (5,5) 37,2% 62,8%
Aif RGB (1,5) 29,6% 70,4%
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The analysis of Table 4 leads to the conclusion that the number of errors significantly

exceeds the number of errors when using the proposed method.
Conclusions. In this paper, a steganalysis method for detecting a covert channel with code
control is presented. This method uses the Walsh-Hadamard transform domain for analysis,
which is a promising field for further research and the development of more steganalysis
methods. This method is mathematically simple and offers fewer errors than other listed
analogs; it also provides the ability to identify the specific transform that has been affected and
the channel into which additional information was embedded using the steganographic method
with code control.

Such further research directions can be highlighted: experimental determination of more
effective threshold values for all other block indices, apart from those considered (5,1), (5,5),
and (1,5); exploring the possibility of detecting embedding using the codeword (1,1), as this
component is not accounted for the calculations. Further research is also needed to analyze
images that have been attacked by compression.

The Walsh-Hadamard transform domain opens up significant potential for such
research.
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Creranorpadis € HeBiJl’€MHOIO YaCTHHOIO MOOY/IOBH CYYaCHUX CHCTEM 3axucTy iHpopmarii. CreranorpadiuHuii
METOJl 3 KOJOBMM YIIPaBJIiHHSAM BOYIOBYBaHHSIM iH(pOpMAIil € CydaCHUM cTeraHorpadiyHuM MeToJoM, IO
orepye B MPOCTOPOBIii 001acTi KOHTEHHepy. [lepeBaramu IbOr0 METOY € 3a0e3MeUeHHS HAAIMHOCTI CIPUNRHSATTS,
CTIHKOCTI /0 arak TPOTH BOYAOBAHOTO MOBIAOMIICHHS, JIOCTATHHOI IPOIYCKHOI CIIPOMOXKHOCTi, BHCOKOi
obuncmoBanbHOI  epexTHBHOCTI. Ha mpormBary creraHorpadiqyHUM METOJAaM CTBOPIOIOTHCS METOIH
CTeTaHOaHaII3y, IO JO3BOJISIOTH BUSBIATH BOyIOoBaHy iHGopMatiro. Ha ceoromHimHIi JeHb OCTIIKEHHS 010
CTIHKOCTI cTeraHorpa)ivHOro METOXy 3 KOJOBHM YIPABIIHHAM JI0 aTaK KPHUITOAHATi3y HE HMpPOBOIMIINCS,
crierudivHi METOM BUABJIECHHS BTPYYaHHS 3a JIOTIOMOTOI0 CTEraHorpadiyHOro MeToLy 3 KOJOBHM YIPaBIIiHHAM
HeBiomi. MeToro 1i€i poOOoTH € po3poOka METOAy CTeraHOaHadi3y Uil BUSBJICHHS IPUXOBAHOTO KaHATY,
OpraHi30BaHOTO 3a JOMOMOTOI0 CTeraHorpadiyHoOro MeToy 3 KOJIOBUM YIpaBIiHHAM BOYOBYyBaHHs iH(popMalii
B 00JacTi meperBopeHHs Youma-Anamapa. Y poOOTi NpoBeeH! JOCHIKEHHS HOBEAIHKH TpaHC(HOpPMaHT
MepeTBOPeHHs Yomma-Aamapa KOHTEHHEpiB Ta CTETaHOIOBIJOMJICHB, SIKi JO3BOJMIN COPMYIIIOBATH YMOBH
HasBHOCTI J0aTKOBOi iH(opMmarii B 300pakeHHi. 3a3HaueHi YMOBU CTaJIH OCHOBOIO JJISi PO3POOKH JIETKOTO Ta
MaTeMaTUYHO [POCTOr0 METOy CTEraHOaHali3y, sIKHi BUKOPHCTOBYE 00JIaCTh NEepeTBOpeHHs Y ouiia-Aamapa.
IIpoBeneHi nociimKeHHS 3aPOIIOHOBAHOTO METO Ty T03BOJIMIN BCTAHOBHTH HOTO BUCOKY €(DeKTUBHICTB B Pi3HUX
YMOBax NPH HU3bKHHA OOYMCIIOBANBHIA CKJIaJHOCTI. 30KpeMa MOKa3aHo, 110 e(EeKTHBHICTH 3alpOIOHOBAHOTO
METO.ly NepeBHILye eDEKTHBHICTh METOY aHaJIi3y TiCTOrpaM, Ta METO/IiB, peali30BaHNUX Y BIZIOMOMY iHCTPYMEHTI
StegExpose. OTpumaHi pe3yJabTaTH JO3BOJISIOTh PEKOMEHAYBATH 3alpOIOHOBAaHWN METOJ CTETaHOAHAI3y Ul
MPAaKTHYHOTO 3aCTOCYBAHHS JJIsI BHSIBICHHS IPUXOBAHUX KaHAIIB 3B’S3KY, IO CTBOPEHHI i3 3aCTOCYBaHHSIM
cTeraHorpaiyHoro MeToay 3 KOJOBUM YIPABIiHHAM. 30KpeMa, 3BaXKal0UH Ha MPOCTOTY CBOET aJrOPUTMI4HO]
peaiizarii, 3anporOHOBaHUN MeTo]] Oyie epEeKTUBHAM B yMOBaxX 0OMEKEHNX 00UNCIIOBAJIBHUX PECYPCiB.
Kuarouosi cioBa: creranorpadis, nepeTBopeHHs Y oia-AnaMmapa, CTeraHoaHali3, KoJA0Be YIpaBIIiHHS.
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