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Due to the increasing amount of multimedia content in global traffic, steganographic methods
are becoming a key element of information protection systems. Modern steganographic
methods fall under such requirements as: ensuring the reliability of perception, resistance to
attacks against the embedded message, ensuring sufficient bandwidth. These requirements
must be met while ensuring high computational efficiency, which, as practice shows, is
possible when performing steganographic transformation in the spatial domain of the
container. One of the promising steganographic methods that meet all of the above
requirements while ensuring high computational efficiency is the steganographic method
with code control, for which a new modification with blind decoding was created. However,
this modification was researched only when operating with codewords of size 8x8, while in
practice, in the case of creating covert channels in conditions of significant attacks, or when
operating with digital video, it may be necessary to ensure greater resistance to attacks against
the embedded message. The purpose of this paper is to modify the steganographic method
with code control and blind decoding to increase its resistance to attacks against the
embedded message by using codewords of size 16x16. The paper shows that simply
increasing the length of the codeword does not lead to an increase in the resistance of the
steganographic method with code control and blind decoding, which justifies the need to
search for new structures of codewords of larger size. The paper proposes a new method of
formation of codewords and a modification of the steganographic method with code control
and blind decoding based on them. The performed experimental research has allowed us to
establish the high efficiency of the proposed modification of the steganographic method, in
particular, when using codewords of size 16x16 it becomes possible to ensure an error rate
of 1.2% when extracting additional information, which is twice as good as using the original
modification of the steganographic method with code control and blind decoding.
Keywords: steganography, code control, Walsh-Hadamard transform, spatial domain.

Introduction and statement of the problem. A significant increase in the amount of
multimedia content in global traffic leads to a rise in the relevance of using steganographic
methods for information protection. Today, a set of criteria has been formed by which modern
steganographic methods are evaluated, among which the following main criteria can be
distinguished: ensuring the reliability of perception, high throughput, resistance to attacks
against the embedded message, and high computational efficiency. It should be noted that today
there are several concepts for building steganographic methods. The first of them involves the
use of the transform domain for embedding and extracting additional information, which makes
it possible to quite easily provide the specified characteristics of the steganographic message,
such as its resistance to attacks against the embedded message. In particular, methods based on
the discrete cosine transform [1,2,3,4] have been proposed, which give a high percentage of
correctly extracted additional information even under conditions of attacks against the
embedded message. For example, a method [1] even under conditions of compression attack
with a quality factor QF=70 provides an error rate of 0%. Methods based on singular value
decomposition [5,6,7] are also able to provide their high efficiency in countering attacks against
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embedded messages. However, the group of methods that use container transform domains for
their operation is characterized by a significant drawback, which is associated with the fact that
the use of such transforms is characterized by high computational costs both when embedding
and when extracting additional information. This significantly limits the use of such methods
in many common platforms that are used today, for example, mobile platforms, [oT devices,
embedded systems, etc.

In contrast to the methods that use the transform domain for their operation, there is a
group of steganographic methods that perform steganographic transformation in the spatial
domain of the container. Among such methods, we can distinguish, for example, the classical
LSB method and its numerous modifications [8,9,10]. Despite the simplicity of their
algorithmic implementation, the absolute majority of steganographic methods operating in the
spatial domain of the container are characterized by the inability to resist attacks against the
embedded message, in particular compression attacks. In [11], the concept of code control was
proposed, which combines the advantages of steganographic methods operating in the
transform domains of the container with the computational simplicity offered by steganographic
methods operating in the spatial domain of the container. The steganographic method with code
control [11] was further developed in [12], where a blind decoding algorithm was proposed,
which provides the possibility of extracting additional information that was embedded using
the steganographic method with code control without the presence of the original container. In
[13], the issue of selecting sets of codewords that provide the best characteristics of the
steganographic method with code control and blind decoding was researched. However, to date,
only codewords of size 8x8, have been practically researched, while in practice it may be
necessary to use codewords of larger size to ensure the greatest robustness of the steganographic
method. This is relevant, for example, when creating covert channels, under very strong attacks,
or when operating with digital video as a container.

Thus, the relevant task is to research the possibilities and the results provided by the use
codewords of size 16x16 in the steganographic method with code control and blind decoding.

The purpose of this paper is to modify the steganographic method with code control and
blind decoding to increase its resistance to attacks against the embedded message by using
codewords of size 16x16.

This paper has the following structure: in Section 2, the original steganographic method
with code control and blind decoding is considered. In Section 3, the modified steganographic
method for operation with blocks of size 16 x16 is proposed. Section 4 presents experimental
research and a comparison of the results with other existing methods. Conclusions and
suggestions for further work are presented in Section 5.

Modification of the steganographic method with code control and blind decoding. The
theoretical basis of the steganographic method with code control [11] is the Walsh-Hadamard
transform, which is promising for modern steganographic methods and can be determined using
the following relation [14]

W, = H\ XH (1)

: 1
where H, =—=H

U

X is matrix of size N x N, the Hadamard matrix H, is determined by the Sylvester

construction
2’ 2“},171:1- )
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Embedding of additional information in the steganographic method with code control
occurs using codewords designed in such a way as to selectively affect a given transformant of
the Walsh-Hadamard transform, while according to [11] there is a strict correspondence
between the transformants of the Walsh-Hadamard transform and the transformants of the
discrete cosine transform. Thus, by selecting the type of codeword, it is possible to embed
additional information into a given frequency component of the container, ensuring the given
properties of the steganographic message.

Thus, the method is truly resistant to compression attacks, as proven by experiments
with embedding information into images. Under conditions of compression attack with a value
of QF=70, the error rate value is close to 0 when extracting additional information.

A significant drawback of this method, which limited its practical application, was the
lack of the ability to provide blind decoding. This problem was solved in [12] by using spatial
and frequency duplication of additional information and the idea of extracting information
considering the averaging of subblocks of a macroblock. For the sake of completeness, we will
briefly describe this method for the case of using two codewords, which is the most practically
valuable.

To embed additional information, the image is divided into blocks of size 8x8, a
codeword is added to each block, carrying one bit of additional information

M, =X +(-1)* *T7, 3)

+ + + +
Lo+L, I+

where T ={ } is the codeword;

T, +T, T, +T,
X, is the original image block of size 8x8 ;

d, is the bit of additional information;

T, and T, are the codewords selected for embedding additional information, which exert

a concentrated effect on the transformants of the Walsh-Hadamard transform.
The extraction of the additional information is performed using the following steps:
Step 1. The message is divided into blocks M| of size zxu.

Step 2. Each block M| of size wux g is divided into 4 more blocks of size z/2x p1/2

according to the following construction

Vior | Win

Step 3. For each block M, we calculate two matrices u, U, of size 2x2 using the

following formulas

4 4
W, = 22 Vi (a,b)T, (a,b);
a=1 b=1 (5)

4 4
U = ZZ‘//ﬂm (a,b)T42 (a,b), I,m=12.

a=1 b=l

Step 4. We find the average values

_ 2 2
u, = ZZu](l,m);

=1 m=
2 2
=l m

(6)

Zuz(l,m).

U,
1

316



[HOOPMATUKA TA MATEMATUYHI METO/I1 B MOJIEJIFOBAHHI = 2024 = Tom 14, Ne 4

Step 5. We find the value of the extracted additional information bit for this block M/

as

d] = sign((u, —1,)+(uy, —1) =@y —1,)=(u, _—10,)+

"'(uzll - uz) + (“212 - ”2) - (”22l - uz) - (uzzz —U, ))-
In [13], all groups of codewords of order 4 were researched. Table 1 shows these
codewords and the DCT coefficient mostly affected by the codeword.

(7

Table 1.
Effect of codeword on DCT coefficient
Codeword DCT Codeword DCT
transformant transformant
1111 (L,1) 1 -1 1 -1 (1,4)
1111 1 -1 1 -1
Tan={1 111 Ty =1 Z1 1 2
1111 -1 1 1]
11 -1 -1 (1,2) 1 -1 -1 1] (1,3)
11 -1 -1 1 -1 -1 1
Ton=[1 1 21 1 Too=l1 21 11
11 -1 -1 -1 -1 1]
11 1] 4,1) 1 -1 1 -1 (4,4)
-1 -1 -1 -1 -1 1 -1 1
Ton=|1 1 1 Topy=l1 1 1 -1
-1 -1 -1 -1 -1 1 -1 1
11 -1 -1 4,2) 1 -1 -1 1 4,3)
-1 -1 1 -1 1 1 -1
Tex=l1 1 2 4 Tew=|1 21 21 1
-1 -1 1 -1 1 1 -1
1 1 1 1 (2,1) 1 -1 1 -1 (2,4)
1 1 1 1 1 -1 1 -1
Tan=121 21 21 4 o=l 1 211
-1 -1 -1 -1 -1 1 -1 1
11 -1 -1 (2,2) 1 -1 -1 1 (2,3)
1 1 -1 -1 1 -1 -1 1
T35 = -1 =1 1 Toay = -1 1 1 -1
-1 -1 1 -1 1 1 -1
11 1 1 3.1 1 -1 1 -1 (3.4)
-1 -1 -1 -1 -1 1 -1 1
Tan=l21 21 21 41 Tay=21 1 a1
1111 1 -1 1 -1
1 1 -1 -1 (3,2) 1 -1 -1 1] (3.3)
-1 -1 1 -1 1 1 -1
Tun =11 1 Tan=|1 1 1 -1
R S | 1 -1 -1 1

We present the results of an experiment on increasing the size of the applied codeword
to 16x16. Within the framework of this experiment, a similar method of constructing
codewords was used as for the size 8x8
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Ii+T Ty + T
CRA T

where 7" and 7, are the first and second codeword, respectively.

®)

The use of codewords constructed according to (8) led to the formation of a
steganographic message with resistance to attacks against the embedded message comparable
to the resistance provided by the method [13], however, with reduced throughput. Such results
lead to the conclusion that it is necessary to restructure the codeword with an increase in its
size.

The proposed solution. As a basis for constructing codewords 7}, we will use expression (3),
accordingly, we will choose the following codeword structure
G Lo Ty +T Ty +Ty |

41 2 - 41 T 42
A L o)
SR |G LT ToAT ToHT

+ + + + + + + +
Lo+l T,+1, Ty+1, T +T

where T, 4T and 7. 42 are the first and second codewords, respectively.

According to the structure of the codeword 7;;, we can conclude that the method
operates as if one bit of additional information were embedded using four codewords 7" .

Considering the structure of the codeword (9), we write an algorithm for embedding additional
information, which is similar to the algorithm for embedding additional information [13].

Step 1. The image is divided into blocks 16x16.

Step 2. A codeword is added to each block, which is modulated by a bit of additional
information. Then each subsequent block of the steganographic message M, will be defined as

M, =X, +(-1)* *T;., (10)

where X, is the block of the original image of size 16x16;

d, 1s the bit of additional information;

T, is the codeword constructed according to formula (9).

Below we present the algorithm for extracting additional information in the form of
specific steps.
Step 1. The original image is divided into blocks of size 16 x16 in a standard way. For

each block, we define the matrix P = [p 1P 2} .
P; Dy

Step 2. For each block M,, we perform its division in a standard way into 4 blocks
Y,j=12,..,4 of size 8x 8.
Step 3. For each block Y, of size 8x8, we perform its division into 4 more blocks of
size 4x4 according to the following construction ¥, = [i ; } .
3
Step 4. For each block Y, we calculate the matrices
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4 4 4 4
D w(@b)T, (a,b) | D2 v,(a,b)T, (a,b)
a=1 b=1 a=1 b=1
Uin =17 4 4 4 )
D> »(@b)T, (a,b) | YD v, (a,b)T, (a,b)
a=1 b=l a=1 b=l
s ey (11)
D> »(@b)T, (a,b) | DY y,(a,b)T, (a,b)
a=1 b=l a=1 b=l
Ur =4 4 4 4 )
D> yi(@b)T, (a,b) | XD v, (a.b)T, (a,b)
a=1 b=1 a=1 b=1

where the notation y(a,b) means the element of the matrix with index (a,b).
Step 5. We find the average values

2 2 2 2
U, = Zzui,l (l,m), U, = Zzu[,z (Z,m). (12)
=1 m=1

I=1 m=1

Step 6. We find the values p,,i=1,2,...,4 for the given block YJ as

pi=sign[2(<u,,,(l,l>—z?,,>+<u,-,l(1,2)—LZ)—(ui,,(z,n—E)—(u,,xz,z)—@)j. (13)

=1

Step 7. We calculate the bit of additional information in the block M, as

4
d, =sign(2plj.
I=1

The results of experiments. For experimental research, 500 images were selected from the
NRCS database [16]. Additional information was embedded using the YCbCr space in the Y

component of each image block. The pairs Ty, 4, and Ty, , Ty, and T, 5, Ty, and Ty,
were used as codewords 7, and 7 .

Experimental research on the stability of the proposed modification of the
steganographic method was performed as follows. Additional information was embedded in
each image, after which the resulting steganographic message was compressed using the JPEG
compression algorithm with a given quality factor QF. After that, the embedded information
was extracted and the number of errors was estimated.

Fig. 1 shows the results of the experimental research on the number of errors in the
extracted additional information depending on the quality factor QF.
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: Plot of error rate versus QF
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Fig. 1. Number of errors in extracted information depending on the quality factor OF

Fig. 2 shows an example of embedding additional information using the proposed modification
of the steganographic method.

e p——

a) b)

Fig. 2. .Example of embedding additional information using the proposed modification of the
steganographic method with code control, a) — original message, b) — steganographic message

Subjective ranking of the images presented in Fig. 2 leads to the conclusion that there
are no artifacts or visible distortions in the steganographic message.

Table 2 presents the results of a comparative analysis of the proposed modification of
the steganographic method with code control of additional information embedding with the
classical steganographic method with code control, the steganographic method with code
control and blind decoding, as well as other known analogs.
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Table 2.
Comparative analysis of the proposed modification of the steganographic
method with code control
Cod QF PSNR | R Domai | Blin
e 10 [ 20 ] 30 [ 40 | 50 | 60 [ 70 | 80 | 90 ] 100 | ,dB n d
Original [11]
(5,1) | 42.8 | 29. | 12. | 3.0 | 09 | 0.7 | 0.0 | 0.0 0 0 | 48.1 1/16 | S -
4 2 5 7 2 7 3
Modified [13]
(1,4) | 425 | 37. | 32. | 15. | 49 | 33 | 25| 1.6 | 1.2 | 1.1 | 36.1 1/64 | S +
(1,4) 8 | 9 | 4
(2,3) | 423 | 36. | 32. | 27. | 22. | 12. | 58 | 4.6 | 3.0 | 2.7 | 422 1/64 | S +
(3,3) 6 | 4| 8| 3|5 |6 | 3|93
(4,1) | 38.7 | 31. | 23. 10. | 46 | 3.6 | 3.1 | 3.0 | 25 | 2.5 |37 1/64 | S +
4,1) 5 10| 7
Proposed
(1,4) | 49. | 48. |40. |83 |27 |17 |12 |08 |07 |0.6 |36 125 | S +
(14) |9 2 |8 4 |4 1 5 6
(2,3) | 479 | 43. | 38. [29. |18. |69 |44 |34 |21 1.9 | 36.8 125 | S +
(3,3) 6 |0 |2 |4 |6 |2 |3 |5 6
(4,1) | 47.1 | 40. | 22. |72 |38 |29 |27 |25 1.9 |19 |363 125 | S +
4,1 2 |8 2 |3 |2 |6 |8 |9 6
[15]
- - 0.0 - 0.0 - 0.0 - 0.0 | 0.0 | 271 0.01 | NN +
2 2 1 1 1
[1]
[ - [ -Tol -JTof[-[T-Tof-TJ]o] | [DCT [+
[2]
- - - - - - 33. | 74 103 | - 45 <1/8 | DCT +
9
[17]
| 3] 7[5 ] 422127127127 -1347 J1/64 [SVD [+
[5]
- - - - 23. | 14. |1 2.7 | 0.0 | 0.0 - 32.7 1/16 | SVD +
9 1 6 8 8
[18]
- - - - 24, | 14. | 2.7 | 0.2 | 0.1 - 32.7 1/64 | SVD +
7 4 1

Analysis of the data presented in Table 2 leads to the conclusion that the proposed

modification of the steganographic method with code control allows to provide actually two
times fewer errors in the compression attack with the coefficient QF=70 when compared to
classical steganographic method with code control and blind decoding. At the same time, on all
sets of codewords that were researched, the percentage of correctly extracted additional
information is higher than on the same sets of codewords [13]. The PSNR indicator is
practically the same as in [13].
Conclusions. The paper proposes a modification of the steganographic method with code
control of additional information embedding and blind decoding, which is capable of operating
with codewords of size 16x16. The modification, in comparison with analogs, gives better
results on the same sets of codewords. At OF values used in real-time information transmission
channels, the number of errors is practically 2 times less. The PSNR indicator is constant and
equal to ~36 dB, indicating steganographic message reliability of perception.

Further research may concern larger blocks and an increase in the percentage of
correctly extracted additional information.
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HIJIBUIIEHHA CTIMKOCTI CTETAHOTPA®IYHOI'O METOJIY 3 KOJOBUM
YIHPABJIIHHAM TA CJIIIUM JEKOJAYBAHHAM

0. K. 3irinosa', A. B. Cokonos?
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UYepes 3pocTaHHSA O MYJIBTUMENIHHOTO KOHTEHTY Y CBITOBOMY Tpadiky creraHorpadidHi METOIH CTalOTh
KIIFOYOBUM €JIEMEHTOM CHCTEeM 3axXHCTy iH(popmarii. JJo cydacHux cTeraHorpadiqHUX METOIB Mpel’ SBISIOTHCS
TaKi BUMOTH sK: 3a0e3neyYeHHs] HaliIHHOCTI CIPUIHATTS, CTIMKICTh O aTak NPOTH BOYAOBaHOTO MOBIJOMIICHHS,
3a0e3Me4eHHs JOCTaTHhOI TPOIYCKHOI CIIPOMOXHOCTI. 3a3Ha4yeHi BUMOTHM MalOTh BUKOHYBaTHCS TIpU
3a0e3NeUYeHHs] BUCOKOT 00UHCITIOBAIbHOI €pEKTHBHOCTI, 110, SIK TIOKA3y€ MPAKTHKA, € MOXIIMBUM IIPY BUKOHAHHI
CTETAaHOIICPETBOPCHHSL y TMPOCTOPOBiN 00nacTi koHTeitHepa. OAHMM 3 MEPCHCKTHBHHUX CTEraHorpadivyHux
METO/IiB, 1110 33/I0BOJILHSIE BCIM 3a3Ha4E€HHM BUMOT'aM ITpU 3a0€3Me4eHHI BUCOKOT 00UHCITIOBAIBHOT €()eKTUBHOCTI
€ creraHorpadigyHui METOX 3 KOJOBUM YIIPABIIHHIM, IJIS SIKOTO OyJla CTBOPEHA HOBITHS MOTU(IKAIIS i3 CTimuM
JIeKOMyBaHHAM. THM He MEHII, 3a3HaueHa Moau(ikamis Oyia JOCHiIHKeHa TUTBKH TPU POOOTI 3 KOJOBHMHU
CJIOBaMU po3Mipy 8x8, ToJi Sk Ha MPaKTHIL B pa3i CTBOPEHHS MPUXOBAHNX KaHAiB B YMOBaX 3HaYHHX aTak, abo
npy poOoTi 3 HUPPOBHUM BiJle0 MOKE BUHMKATH HEOOXIHICTh 3a0e3rmeueHHs OLIbIIOT CTIMKOCTI 10 aTak MPOTH
BOYJIOBaHOTO TOBIJOMJICHHSA. MeTor HaHol cTaTTi € Momu(ikamis cTeraHOrpagpiqHOTO METONY 3 KOJOBHM
VIOPaBIiHHAM Ta CIIKM JAEKOAYBAaHHSAM JUIS MiJBUINEHHS HOro CTIMKOCTI J0 arak HpoTH BOYIOBaHOTO
MOBITOMJICHHSL IIUISXOM 3aCTOCYBaHHS KOJOBHX CIHiB po3mipy 16x16. Y poboTi moka3aHO, M0 IPOCTE
HApOIYBaHHS JOBXKHHH KOJOBOT'O CJIOBA HE IIPU3BOJIMTH IO 30UIBIICHHS CTIHKOCTI CTeraHorpadivHOro MeTomy 3
KOJOBUM YIPAaBIiHHAM Ta CIIMUM JAEKOAYBaHHSAM, IO OOIPYHTOBYE HEOOXiTHICTH MOMIYKY HOBHUX CTPYKTYpP
KOJIOBUX CIIB OUIBIIOrO po3Mipy. Y poOOTi 3amponoHOBaHO HOBHUil crnoci® (opMyBaHHS KOIOBHX CIiB Ta
Momudikamis creranorpadigHOro METOAy 3 KOIOBHM YIIPABIIHHSIM Ta CIIAM JCKOAYBAaHHSIM Ha iX OCHOBI.
[poBeseHi eKCrepUMEHTabHI JOCTIIXKEHHS JO3BOJMIM BCTAHOBUTH BHCOKY ©(EKTHUBHICTH 3alpPOIIOHOBAHOI
Moaudikanii creraHorpadiuHOro MeTOAy, 30KpeMa, IPH 3aCTOCYBaHHS KOJOBHX CIliB po3mipy 16x16 crae
MOJKJIMBUM 3a0€3MEUYHUTH BiICOTOK MOMIJIOK MIPU BIITyYEHHI 101aTKOBOT iH(popmartii 1.2%, 110 € hakTHuHO y 1Ba
pa3u MEHIINM BiJl 3aCTOCYBaHHS OpUTiHANEHOT MoAH(DiKamii cTeraHorpadivHOro METOY 3 KOJOBUM YIIPaBIiHHIM
Ta CIIMUM JEKOIyBaHHSIM.

Karwu4osi ciioBa: creranorpadis, Ko0Be yIpaBIliHHsI, IEPETBOPSHHS Y ouia-Aamapa, mpocTopoBa 00JacTsb.
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