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Due to the increasing amount of multimedia content in global traffic, steganographic methods 

are becoming a key element of information protection systems. Modern steganographic 

methods fall under such requirements as: ensuring the reliability of perception, resistance to 

attacks against the embedded message, ensuring sufficient bandwidth. These requirements 

must be met while ensuring high computational efficiency, which, as practice shows, is 

possible when performing steganographic transformation in the spatial domain of the 

container. One of the promising steganographic methods that meet all of the above 

requirements while ensuring high computational efficiency is the steganographic method 

with code control, for which a new modification with blind decoding was created. However, 

this modification was researched only when operating with codewords of size 8x8, while in 

practice, in the case of creating covert channels in conditions of significant attacks, or when 

operating with digital video, it may be necessary to ensure greater resistance to attacks against 

the embedded message. The purpose of this paper is to modify the steganographic method 

with code control and blind decoding to increase its resistance to attacks against the 

embedded message by using codewords of size 16x16. The paper shows that simply 

increasing the length of the codeword does not lead to an increase in the resistance of the 

steganographic method with code control and blind decoding, which justifies the need to 

search for new structures of codewords of larger size. The paper proposes a new method of 

formation of codewords and a modification of the steganographic method with code control 

and blind decoding based on them. The performed experimental research has allowed us to 

establish the high efficiency of the proposed modification of the steganographic method, in 

particular, when using codewords of size 16x16 it becomes possible to ensure an error rate 

of 1.2% when extracting additional information, which is twice as good as using the original 

modification of the steganographic method with code control and blind decoding. 

Keywords: steganography, code control, Walsh-Hadamard transform, spatial domain. 

 

Introduction and statement of the problem. A significant increase in the amount of 

multimedia content in global traffic leads to a rise in the relevance of using steganographic 

methods for information protection. Today, a set of criteria has been formed by which modern 

steganographic methods are evaluated, among which the following main criteria can be 

distinguished: ensuring the reliability of perception, high throughput, resistance to attacks 

against the embedded message, and high computational efficiency. It should be noted that today 

there are several concepts for building steganographic methods. The first of them involves the 

use of the transform domain for embedding and extracting additional information, which makes 

it possible to quite easily provide the specified characteristics of the steganographic message, 

such as its resistance to attacks against the embedded message. In particular, methods based on 

the discrete cosine transform [1,2,3,4] have been proposed, which give a high percentage of 

correctly extracted additional information even under conditions of attacks against the 

embedded message. For example, a method [1] even under conditions of compression attack 

with a quality factor QF=70 provides an error rate of 0%. Methods based on singular value 

decomposition [5,6,7] are also able to provide their high efficiency in countering attacks against 
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embedded messages. However, the group of methods that use container transform domains for 

their operation is characterized by a significant drawback, which is associated with the fact that 

the use of such transforms is characterized by high computational costs both when embedding 

and when extracting additional information. This significantly limits the use of such methods 

in many common platforms that are used today, for example, mobile platforms, IoT devices, 

embedded systems, etc. 

In contrast to the methods that use the transform domain for their operation, there is a 

group of steganographic methods that perform steganographic transformation in the spatial 

domain of the container. Among such methods, we can distinguish, for example, the classical 

LSB method and its numerous modifications [8,9,10]. Despite the simplicity of their 

algorithmic implementation, the absolute majority of steganographic methods operating in the 

spatial domain of the container are characterized by the inability to resist attacks against the 

embedded message, in particular compression attacks. In [11], the concept of code control was 

proposed, which combines the advantages of steganographic methods operating in the 

transform domains of the container with the computational simplicity offered by steganographic 

methods operating in the spatial domain of the container. The steganographic method with code 

control [11] was further developed in [12], where a blind decoding algorithm was proposed, 

which provides the possibility of extracting additional information that was embedded using 

the steganographic method with code control without the presence of the original container. In 

[13], the issue of selecting sets of codewords that provide the best characteristics of the 

steganographic method with code control and blind decoding was researched. However, to date, 

only codewords of size 8 8 , have been practically researched, while in practice it may be 

necessary to use codewords of larger size to ensure the greatest robustness of the steganographic 

method. This is relevant, for example, when creating covert channels, under very strong attacks, 

or when operating with digital video as a container. 

Thus, the relevant task is to research the possibilities and the results provided by the use 

codewords of size 16 16  in the steganographic method with code control and blind decoding. 

The purpose of this paper is to modify the steganographic method with code control and 

blind decoding to increase its resistance to attacks against the embedded message by using 

codewords of size 16 16 . 

This paper has the following structure: in Section 2, the original steganographic method 

with code control and blind decoding is considered. In Section 3, the modified steganographic 

method for operation with blocks of size 16 16  is proposed. Section 4 presents experimental 

research and a comparison of the results with other existing methods. Conclusions and 

suggestions for further work are presented in Section 5. 

Modification of the steganographic method with code control and blind decoding. The 

theoretical basis of the steganographic method with code control [11] is the Walsh-Hadamard 

transform, which is promising for modern steganographic methods and can be determined using 

the following relation [14] 

 ' 'T

X N NW H XH ,  (1) 

where 
' 1
N NH H

N
 , 

          X  is matrix of size N N , the Hadamard matrix 
NH  is  determined by the Sylvester 

construction 
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 
   

, 1 1H  . (2) 
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Embedding of additional information in the steganographic method with code control 

occurs using codewords designed in such a way as to selectively affect a given transformant of 

the Walsh-Hadamard transform, while according to [11] there is a strict correspondence 

between the transformants of the Walsh-Hadamard transform and the transformants of the 

discrete cosine transform. Thus, by selecting the type of codeword, it is possible to embed 

additional information into a given frequency component of the container, ensuring the given 

properties of the steganographic message. 

Thus, the method is truly resistant to compression attacks, as proven by experiments 

with embedding information into images. Under conditions of compression attack with a value 

of QF=70, the error rate value is close to 0 when extracting additional information. 

A significant drawback of this method, which limited its practical application, was the 

lack of the ability to provide blind decoding. This problem was solved in [12] by using spatial 

and frequency duplication of additional information and the idea of extracting information 

considering the averaging of subblocks of a macroblock. For the sake of completeness, we will 

briefly describe this method for the case of using two codewords, which is the most practically 

valuable. 

To embed additional information, the image is divided into blocks of size 8 8 , a 

codeword is added to each block, carrying one bit of additional information 

 
8( 1) *id

i iM X T   , (3) 

where 1 2 1 2

1 2 1 2

4 4 4 4

8

4 4 4 4

T T T T
T

T T T T

   


   

  
  

   
 is the codeword; 

          
iX  is the original image block of size 8 8 ; 

          
id  is the bit of additional information; 

          
14T  and 

24T  are the codewords selected for embedding additional information, which exert 

a concentrated effect on the transformants of the Walsh-Hadamard transform. 

The extraction of the additional information is performed using the following steps: 

Step 1. The message is divided into blocks 
iM   of size   . 

Step 2. Each block 
iM   of size    is divided into 4 more blocks of size 2 2   

according to the following construction 

 11 12

21 22

i i
i

i i

M
 
 
     

. (4) 

Step 3. For each block 
iM  , we calculate two matrices 

1 2,
lm lm

u u  of size 2 2  using the 

following formulas 
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Step 4. We find the average values 
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Step 5. We find the value of the extracted additional information bit for this block 
iM   

as 

 11 12 21 22

11 12 21 22

1 1 1 1 1 1 1 1

2 2 2 2 2 2 2 2

sign(( ) ( ) ( ) ( )

( ) ( ) ( ) ( )).
id u u u u u u u u

u u u u u u u u

         
       

 (7) 

In [13], all groups of codewords of order 4 were researched. Table 1 shows these 

codewords and the DCT coefficient mostly affected by the codeword. 

Table 1. 

Effect of codeword on DCT coefficient 

Codeword DCT 

transformant 

Codeword DCT 

transformant 

(1,1)

1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1

T

 
   
  

 

(1,1) 

(1,2)

1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1

T

  
     

   

 

(1,4) 

(1,3)

1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1

T

  
     

   

 

(1,2) 

(1,4)

1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1

T

  
     

   

 

(1,3) 

(2,1)

1 1 1 1
1 1 1 1

1 1 1 1
1 1 1 1

T

 
      
     

 

(4,1) 

(2,2)

1 1 1 1
1 1 1 1

1 1 1 1
1 1 1 1

T

  
     
   

 

(4,4) 

(2,3)

1 1 1 1
1 1 1 1

1 1 1 1
1 1 1 1

T

  
     
   

 

(4,2) 

(2,4)

1 1 1 1
1 1 1 1

1 1 1 1
1 1 1 1

T

  
     
   

 

(4,3) 

(3,1)

1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1

T

 
      
     

 

(2,1) 

(3,2)

1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1

T

  
     

   

 

(2,4) 

(3,3)

1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1

T

  
     

   

 

(2,2) 

(3,4)

1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1

T

  
     

   

 

(2,3) 

(4,1)

1 1 1 1
1 1 1 1
1 1 1 1

1 1 1 1

T

 
         
  

 

(3,1) 

(4,2)

1 1 1 1
1 1 1 1
1 1 1 1

1 1 1 1

T

  
     
   

 

(3,4) 

(4,3)

1 1 1 1
1 1 1 1
1 1 1 1

1 1 1 1

T

  
     
   

 

(3,2) 

(4,4)

1 1 1 1
1 1 1 1
1 1 1 1

1 1 1 1

T

  
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   

 

(3,3) 

 

We present the results of an experiment on increasing the size of the applied codeword 

to 16 16 . Within the framework of this experiment, a similar method of constructing 

codewords was used as for the size 8 8  
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 1 2 1 2

1 2 1 2

8 8 8 8

16

8 8 8 8

T T T T
T

T T T T

   


   

  
  

   
, (8) 

where 
18T 

 and 
28T 
 are the first and second codeword, respectively. 

The use of codewords constructed according to (8) led to the formation of a 

steganographic message with resistance to attacks against the embedded message comparable 

to the resistance provided by the method [13], however, with reduced throughput. Such results 

lead to the conclusion that it is necessary to restructure the codeword with an increase in its 

size. 

The proposed solution. As a basis for constructing codewords 
16T  , we will use expression (3), 

accordingly, we will choose the following codeword structure 

 

1 2 1 2 1 2 1 2

1 2 1 2 1 2 1 2

1 2 1 2 1 2 1 2

1 2 1 2 1 2 1 2

4 4 4 4 4 4 4 4

4 4 4 4 4 4 4 48 8
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T T T T T T T TT T
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T T T T T T T T

       

        


         

       

    
 

      
          

     

, (9) 

where 
14T 
 and 

24T 
 are the first and second codewords, respectively. 

According to the structure of the codeword 
16T  , we can conclude that the method 

operates as if one bit of additional information were embedded using four codewords 
8T  . 

Considering the structure of the codeword (9), we write an algorithm for embedding additional 

information, which is similar to the algorithm for embedding additional information [13]. 

Step 1. The image is divided into blocks 16 16 . 

Step 2. A codeword is added to each block, which is modulated by a bit of additional 

information. Then each subsequent block of the steganographic message 
iM  will be defined as 

 
16( 1) *id

i iM X T   , (10) 

where 
iX  is the block of the original image of size 16 16 ; 

            
id  is the bit of additional information; 

            
16T   is the codeword constructed according to formula (9). 

Below we present the algorithm for extracting additional information in the form of 

specific steps. 

Step 1. The original image is divided into blocks of size 16 16  in a standard way. For 

each block, we define the matrix 1 2

3 4

p p
P

p p
    

. 

Step 2. For each block 
iM , we perform its division in a standard way into 4 blocks 

, 1,2,...,4jY j   of size 8 8 . 

Step 3. For each block 
jY  of size 8 8 , we perform its division into 4 more blocks of 

size 4 4  according to the following construction 1 2

3 4
i

y y
Y

y y
    

. 

Step 4. For each block 
jY , we calculate the matrices 
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1 1

,
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a b

a b T a b
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 
 
 
 
 
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

 (11) 

where the notation ( , )y a b  means the element of the matrix with index (a,b). 

Step 5. We find the average values 

 
2 2 2 2

,1 ,1 ,2 ,2

1 1 1 1

( , ); ( , ).i i i i

l m l m

u u l m u u l m
   

    (12) 

Step 6. We find the values , 1,2,...,4ip i   for the given block 
jY  as 

  
2

, , , , , , , ,

1

=sign ( (1,1) ) ( (1,2) ) ( (2,1) ) ( (2,2) )i i l i l i l i l i l i l i l i l

l

p u u u u u u u u


        
 
 . (13) 

Step 7. We calculate the bit of additional information in the block 
iM  as 

4

1

.j l

l

d sign p


   
 
  

The results of experiments. For experimental research, 500 images were selected from the 

NRCS database [16]. Additional information was embedded using the YCbCr space in the Y 

component of each image block. The pairs 4(1,4)T 
 and 4(1,4)T 

, 4(2,3)T 
 and 4(3,3)T 

, 4(4,1)T 
 and 4(4,1)T 

 

were used as codewords 
14T  and 

24T . 

Experimental research on the stability of the proposed modification of the 

steganographic method was performed as follows. Additional information was embedded in 

each image, after which the resulting steganographic message was compressed using the JPEG 

compression algorithm with a given quality factor QF. After that, the embedded information 

was extracted and the number of errors was estimated. 

Fig. 1 shows the results of the experimental research on the number of errors in the 

extracted additional information depending on the quality factor QF. 
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Fig. 1. Number of errors in extracted information depending on the quality factor QF 

Fig. 2 shows an example of embedding additional information using the proposed modification 

of the steganographic method. 

 

a) b) 

Fig. 2. .Example of embedding additional information using the proposed modification of the 

steganographic method with code control, a) – original message, b) – steganographic message 

 

Subjective ranking of the images presented in Fig. 2 leads to the conclusion that there 

are no artifacts or visible distortions in the steganographic message. 

Table 2 presents the results of a comparative analysis of the proposed modification of 

the steganographic method with code control of additional information embedding with the 

classical steganographic method with code control, the steganographic method with code 

control and blind decoding, as well as other known analogs. 
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Table 2.  

Comparative analysis of the proposed modification of the steganographic 

method with code control 

Analysis of the data presented in Table 2 leads to the conclusion that the proposed 

modification of the steganographic method with code control allows to provide actually two 

times fewer errors in the compression attack with the coefficient QF=70 when compared to 

classical steganographic method with code control and blind decoding. At the same time, on all 

sets of codewords that were researched, the percentage of correctly extracted additional 

information is higher than on the same sets of codewords [13]. The PSNR indicator is 

practically the same as in [13]. 

Conclusions. The paper proposes a modification of the steganographic method with code 

control of additional information embedding and blind decoding, which is capable of operating 

with codewords of size 16 16 . The modification, in comparison with analogs, gives better 

results on the same sets of codewords. At QF values used in real-time information transmission 

channels, the number of errors is practically 2 times less. The PSNR indicator is constant and 

equal to ~36 dB, indicating steganographic message reliability of perception. 

Further research may concern larger blocks and an increase in the percentage of 

correctly extracted additional information. 
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Через зростання долі мультимедійного контенту у світовому трафіку стеганографічні методи стають 
ключовим елементом систем захисту інформації. До сучасних стеганографічних методів пред’являються 
такі вимоги як: забезпечення надійності сприйняття, стійкість до атак проти вбудованого повідомлення, 
забезпечення достатньої пропускної спроможності. Зазначені вимоги мають виконуватися при 
забезпечення високої обчислювальної ефективності, що, як показує практика, є можливим при виконанні 
стеганоперетворення у просторовій області контейнера. Одним з перспективних стеганографічних 
методів, що задовольняє всім зазначеним вимогам при забезпеченні високої обчислювальної ефективності 
є стеганографічний метод з кодовим управлінням, для якого була створена новітня модифікація із сліпим 
декодуванням. Тим не менш, зазначена модифікація була досліджена тільки при роботі з кодовими 
словами розміру 8x8, тоді як на практиці в разі створення прихованих каналів в умовах значних атак, або 
при роботі з цифровим відео може виникати необхідність забезпечення більшої стійкості до атак проти 
вбудованого повідомлення. Метою даної статті є модифікація стеганографічного методу з кодовим 
управлінням та сліпим декодуванням для підвищення його стійкості до атак проти вбудованого 

повідомлення шляхом застосування кодових слів розміру 16х16. У роботі показано, що просте 
нарощування довжини кодового слова не призводить до збільшення стійкості стеганографічного методу з 
кодовим управлінням та сліпим декодуванням, що обґрунтовує необхідність пошуку нових структур 
кодових слів більшого розміру. У роботі запропоновано новий спосіб формування кодових слів та 
модифікація стеганографічного методу з кодовим управлінням та сліпим декодуванням на їх основі. 
Проведені експериментальні дослідження дозволили встановити високу ефективність запропонованої 
модифікації стеганографічного методу, зокрема, при застосування кодових слів розміру 16х16 стає 
можливим забезпечити відсоток помилок при вилученні додаткової інформації 1.2%, що є фактично у два 
рази меншим від застосування оригінальної модифікації стеганографічного методу з кодовим управлінням 
та сліпим декодуванням. 
Ключові слова: стеганографія, кодове управління, перетворення Уолша-Адамара, просторова область. 


