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THE STEGANOGRAPHIC METHOD WITH MULTIPLE ACCESS BASED ON
FREQUENCY-SPATIAL MATRICES

A.V.Sokolov

National Odessa Polytechnic University
Ukraine, Odesa, 65044, Shevchenko Ave., 1, radiosquid@gmail.com

The solution to some practical tasks with the help of steganography requires the organization of
multiple access to a steganographic information transmission channel. At the same time, existing
developments imply the use of MC-CDMA technology to solve these tasks, which has a strictly
predetermined number of shared channels, requires the simultaneous embedding of additional
information delivered from all users and is disintegrated with the applied steganographic
algorithm. In this paper, a full-fledged steganographic method, with multiple access based on the
use of frequency-spatial matrices has been developed. In the developed method, two code
attributes are allocated to each user: frequency and spatial, on the basis of which codewords that
are used to transmit information are generated. The total number of registered users operating in
the system based on the proposed steganographic method can reach the value of J=4800, while the
total number of users simultaneously transmitting information can reach the value of N=100 while
supporting the practically acceptable system parameters. At the same time, the embedding of
additional information by the users occurs independently of each other at any time convenient to
them. To ensure the largest number of simultaneously operating users and minimize the level of
intra-system interference, an S-code of spatial arrangements, as well as an F-code of frequency
arrangements based on the Reed-Solomon code, are proposed. The proposed steganographic
method with multiple access is characterized by flexibility in the allocation of resources of the
steganographic channel: if necessary, the throughput of the steganographic channel can be
increased with a decrease in PSNR values, or, conversely, the reliability of perception of the
steganographic message can be increased by reducing the number of users simultaneously
operating in the system.

Keywords: steganography, code control, multiple access, code division of channels, frequency-
spatial matrices.

Introduction and statement of the problem

The development of modern information security systems, in addition to cryptographic
tools, involves the active introduction and use of the steganographic component, which allows not
only to make confidential information unreadable by unauthorized users but also to hide the very
fact of its transmission.

In addition to the well-known steganographic methods, which have such properties as
simplicity of algorithmic implementation [1...3], minimization of distortions introduced into the
container image [4, 5], resistance to various types of attacks against the additional information
(lossy compression attacks, noise, blurring) [6...8], the current stage of development of
steganography is characterized by the emergence of steganographic methods with multiple access.

Thus, in [9] it is proposed to use the MC-CDMA (Multi-Code Code Division Multiple
Access) technology based on the orthogonal Walsh-Hadamard transform to organize multiple
access. The disadvantages of this technology include the fact that the number of users is strictly
predetermined and equal to N 2“  2,4,8,16,..., as well as the disintegration of multiple access
technology with the steganographic method used, i.e., MC-CDMA technology does not show
exactly how the embedding and extraction of additional information should be performed.

As the performed research has shown, the possibility of overcoming these shortcomings of
using MC-CDMA technology in steganographic applications lies in the development of new
classes of steganographic structures labelled as frequency-spatial codes, which imply the



A.V.Sokolov

possibility of multiple access within a common steganographic channel by using two attributes:
frequency and spatial.

The purpose of this paper isto develop a steganographic method with multiple access based
on frequency-spatial matrices.
The main idea of the developed method

The main orthogonal transform used in the proposed method is the Walsh-Hadamard
transform [10], the one-dimensional version of which can be written as

V. YH,, @
where Y is arow vector of length N, H,, isa Walsh-Hadamard matrix of order N 2, which

can be constructed in accordance with the Sylvester construction
Heo Hy
sz Hitl Hz;q ’ Hl L. (2)
The two-dimensional version of the Walsh-Hadamard transform is determined using the
following relationship

W HXH./, (3)
where H, %HN,and X isamatrix of size N N.

The proposed steganographic method uses the relationship established in [11] between the
two-dimensional and one-dimensional Walsh-Hadamard transform: up to a coefficient 1/N , the

two-dimensional Walsh-Hadamard transform (3) can be represented through the one-dimensional
Walsh-Hadamard transform using the following relation W VHNZ , Where the operator A denotes

the representation of matrix A of order N N as a row vector of length N® by sequential
concatenation of its rows.

The basis of the operation of the proposed steganographic method is the linearity property
of the Walsh-Hadamard transform, on the basis of which, by setting special properties of the
embedded data, it is possible to selectively influence one or another transformant of the Walsh-
Hadamard transform of the resulting steganographic message [11]. Indeed, if X isa container, D
is additional information, and M is a steganographic message, then

M X D
MH_. XH_. DH_..

Thus, by performing preliminary encoding of information using a special form of
codewords matrices, we can get a targeted impact on one or another Walsh-Hadamard
transformant of the original container image. Codewords affecting the corresponding Walsh-
Hadamard transformants (n,m), as well as their corresponding frequency components
f.,1 12,..,16 are presented in Table 1.

Let us consider the essence of the idea of the steganographic method based on frequency-
spatial matrices. The operations of embedding and extraction of additional information in this
method are based on dividing the image on the blocks Q, of size 16 16. Each of the

obtained blocks is divided into 16 more blocks q,, i 1,2,...,16 of size 4 4

(4)

G | O | O |
Os | O | O7 | U
Oo | o | Ohs | Gz |
q13 q14 q15 q16

Q (®)




IHPOPMATUKA TA MATEMATWYHI METOAW B MOAENMKOBAHHI = 2022 = Tom 12, Ne 1-2

Table 1
Codewords for targeted influence for each of the Walsh-Hadamard transformants
T4,(1,1) 1:0 T4,(1,2) fl T4,(1,3) 1:2 T4,(1,4) f3
1111 1 11 1 11 1 1 1 1 11
1111 1 11 1 11 1 1 1 1 11
1111 1 11 1 11 1 1 1 1 11
1111 1 11 1 11 1 1 1 1 11
T4,(2,1) f4 T4,(2,2) f5 T4,(2,3) fG T4,(2,4) 1:7
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
T4,(3,1) f8 T4,(3,2) f9 T4,(3,3) flO T4,(3,4) fll
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
T4,(4,1) f12 T4,(4,2) f13 T4,(4,3) f14 T4,(4,4) f15
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1

The division of user channels is performed based on two properties: frequency and spatial.
In other words, to each user 2 codewords are allocated: the S-code codeword of the spatial
arrangement and the F-code codeword of the frequency arrangement. At the same time, the
codeword of the S-code determines the numbers of blocks g, into which this user can embed
information, while the codeword of the F-code determines those Walsh-Hadamard transformants
into which this user can embed information using codewords, presented in Table 1.
Construction of codewords of the S-code of spatial arrangements

To solve the problem of constructing S-codes of spatial arrangements, each codeword of
which contains 16 binary components that show whether the given spatial component is active (the
value of the element of the codeword is s, 1) or passive (the value of the element of the codeword

is s, 0), an approach based on exhaustive search has been adopted. In our case, in order to
maximize the number of simultaneously operating users, as well as to ensure the highest reliability
of perception, codewords of the S-code of spatial arrangements of Hamming weight wt({s.}) 4
are preferred. The total number of binary vectors of length N 16 and weight wt({s;}) 4 is
determined by the number of 4-permutations of 16 i.e. C;, 1820 and constitute a code with the

number of overlaps of active components 3.

To solve the problem of minimizing intra-system interference caused by the interference
of codewords from different users, it is necessary, based on the full code of the length N 16 and
weight wt({s.}) 4, to construct a spatial arrangements S-code, the codewords of which are
characterized by the number of overlaps of active components 1.

As experiments show, the cardinality of the constructed code will depend on the order in
which codewords are chosen during its construction. Let's use the following approach:
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Step 1. We fix the first four possible codewords of the full code of length N 16 and
weight wt({s;}) 4, which have the number of overlaps of active components 0. Thus, by

connecting new users with help of these codewords, we will ensure the complete absence of intra-
system interference

{s,}  {1111000000000000}
g 12} {0000111100000000}

{s,.}  {0000000011110000} °

{s,.}  £0000000000001111}

Step 2. Sampling codewords from the full set of vectors of length N 16 and weight
wt({s.}) 4, we build 16 more codewords that have the number of overlaps 1 between
themselves and relative to codewords (6). As a result, we obtain the following ensemble of
cardinality J; 20

i 1..16. (6)

{sii}

{s.;.}  {1111000000000000}
{s,,}  {0000111100000000}
{s,.}  {0000000011110000}
{s.}  {0000000000001111}
{3 {1000100010001000}
'3 {0100010001001000}
i {0010001000101000}
15,3 {0001000100011000}
{s.;}  {0010010010000100}

s 18}  {0001100001000100} ; | 44 )

{s..}  {1000000100100100} *' '+
{s,.}  {0100001000010100}
{3 {0001001010000010}
{3 {0010000101000010}
14, {0100100000100010}
{8} §1000010000010010}
{86,3  {0100000110000001}
{s;}  {1000001001000001}
{ss,}  {0001010000100001}
{s,.}  {0010100000010001}
{Sx0:}

which will be used as the S-code.
Construction of the codewords of the F-code of frequency arrangements

As a basis for constructing the F-code of frequency arrangements in this paper we use
doubly cyclic Reed-Solomon (RS) codes [12]. In order to maximize the number of users who can
simultaneously operate in a steganographic channel, it is rational to use all available frequency
components. For this purpose, to construct frequency arrangements, we use the second-order RS-
code in the extended Galois field GF(2*), which has the following characteristics: codeword
length N 15, number of information bits K 2, codedistanced N K 1 15 2 1 14.

Note that Galois field GF(2*) has two isomorphic representations, which are determined
by two primitive irreducible polynomials h(x) x* x 1 and h,(x) x* x* 1. However,

from the point of view of the technique for constructing a steganographic method with multiple
access, the choice of a specific isomorphism of the Galois field is not of decisive importance,
therefore, we will use the arithmetic of the extended Galois field, defined by the primitive
irreducible polynomial h (x). In this case, the addition and multiplication table in the field

GF (2*) will take the form
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%0123456789ABCDED _00123456789ABCDEF
111032547698BADCFE 101234567 89ABCDEF
223016 745AB89EFCD 202468ACE3175B9FD
3132107654BA98FEDC 30365CFA9B8DE7412
4456 70123CDEF89AB 4048C37BF62EA51D9
554761032DCFE98BA 505AF72D8EB419C36
6|16 7452301EFCDAB89 606CABD71539FE824
7176543210FEDCBA98, 707E9F8 16DA 3425CB. (8)
889ABCDEF01234567 8083B6ESDC4F7A 291
99 8BADCFE10325476 909182B3A4D5CG6FTE
AABS89EFCD23016745 AOA7DE493F5821B6C
BBA9B8FEDC32107654 BOBS5EA1F47C29D683
CCDEF89AB45670123 COCB759E2A61DF348
DDCFE98BA54761032 DO0D941C852FB63EAY
EEFCDAB8967452301 EQOEF1D32C97684AB5
FIFEDCBA9876543210 FOFD2964B1EC3875A
Taking the value of the primitive element 2, we construct a generating RS-code

polynomial in the Galois field GF (2*)

d1 1

9@ @ ) (z 2)

il il
(z 2)(z 4)(z 8)(z 3)(z 6)(z 12)(z 11)(z 5)(z 10)(z T7)(z 14)(z 15(z 13) (9)
2 6z 14z 137° 11z 77° 1272° 977 372 47° 107° 574 877 M.
Based on the obtained generating polynomial, we write the generating matrix of the RS-
code
2 6 14 13 11 7 12 9 3 4 10 58 10 (10)
0 2 6 14 13 11 7 12 9 3 4 10 5 8 1
the first row of which is the base codeword, on the basis of which, using the properties of double
cyclicity of RS-codes, it is possible to construct all other codewords by applying the operation of
cyclic shift in time and cyclic shift in frequency (using Galois field GF (2*) arithmetic). In this
case, the total number of codewords of the F-code of frequency arrangements constructed by us is
defined as

G

J g(q 1) 1615 240. (11)

In view of the fact that the length of each frequency arrangement in accordance with the
construction of the steganographic method should be n 4, we will truncate each codeword of
the RS-code to the specified length, the resulting codewords are presented in Table 2. At the same
time, for brevity, the codewords are written in hexadecimal form.

Table 2

Truncated codewords of the RS-code in the Galois field GF (2*)

26ED | 6EDB | EDB7|DB7C| B7C9 | 7C93 | C934 | 934A | 34A5 | 4A58 | A581 | 5810 | 8102 | 1026 | 026E
37FC | TFCA | FCA6 |CAGD | A6D8 | 6D82 | D825 | 825B | 25B4 | 5B49 | B490 | 4901 | 9013 | 0137 | 137F
04CF | 4CF9 | CF95 | F95E | 95EB | 5EB1 | EB16 | B168 | 1687 | 687A | 87A3 | 7TA32 | A320 | 3204 | 204C
15DE | SDES8 | DE84 | E84F | 84FA | 4FA0 | FAO7 | A079 | 0796 | 796B | 96B2 | 6B23 | B231 | 2315 | 315D
62A9 | 2A9F | A9F3 | 9F38 | F38D | 38D7 | 8D70 | D70E | 70E1 | OE1C | EIC5 | 1C54 | C546 | 5462 | 462A
73B8 | 3B8E | B8E2 | 8E29 | E29C | 29C6 | 9C61 | C61F | 61F0 | 1FOD | FOD4 | 0D45 | D457 | 4573 | 573B
408B | 08BD | 8BD1 | BD1A| D1AF | 1AF5 | AF52 | F52C | 52C3 | 2C3E | C3E7 | 3E76 | E764 | 7640 | 6408
519A | 19AC | 9ACO | ACOB | COBE | 0BE4 | BE43 | E43D | 43D2 | 3D2F | D2F6 | 2F67 | F675 | 6751 | 7519
AEBS | E653 | 653F | 53F4 | 3F41 | F41B | 41BC | 1BC2 |BC2D| C2D0 | 2D09 | D098 | 098A | 98AE | BAE6
BF74 | F742 | 742E | 42E5 | 2E50 | E50A | 50AD | 0AD3 |AD3C| D3C1 | 3C18 | C189 | 189B | 89BF | 9BF7
8C47 | C471 | 471D | 71D6 | 1D63 | D639 | 639E | 39E0 | 9EOF | EOF2 | OF2B | F2BA | 2BA8 | BASC| A8C4
9D56 | D560 | 560C | 60C7 | 0C72 | C728 | 728F | 28F1 | 8F1E | F1E3 | 1E3A |E3AB | 3AB9 | AB9D | BOD5
EA21 | A217 | 217B | 17B0 | 7B0S | BOSF | 05F8 | 5F86 | F869 | 8694 | 694D | 94DC | 4ADCE |DCEA| CEA2
FB30 | B306 | 306A | 06Al | 6A14 | A14E | 14E9 | 4E97 | E978 | 9785 | 785C | 85CD | 5CDF |CDFB| DFB3
C803 | 8035 | 0359 | 3592 | 5927 | 927D | 27DA | 7DA4 |DA4B | A4B6 | 4B6F | B6FE | 6FEC | FEC8| EC80
D912 | 9124 | 1248 | 2483 | 4836 | 836C | 36CB | 6CB5 | CBSA| BSA7 | S5ATE | ATEF | 7TEFD | EFD9 | FD91
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Superposition of S-code and F-code codewords
In order to maximize the number of available divided communication channels in a
common steganographic channel, the proposed method uses the rule of superposition of the
codewords of the S-code of spatial arrangements and the F-code of frequency arrangements by
superimposing the frequency components of the F-code on the active positions of the S-code.
Thus, the total number of users who can be registered and theoretically simultaneously
transmit information in the steganographic channel is

J JJJ. 20 240 4800. (12)
Let's consider a specific example. Let the S-code codeword {s,;} {1111000000000000}
is allocated to user A ,aswell asthe F-code codeword C, {26ED} {2 6 14 13}.Toobtain

codewords T and T used for the embedding of information symbols “0” and “1”, respectively,
the user performs a superposition of the S-code and F-code codewords allocated to him, for which
he follows the following algorithm:

Step 1. Represent the codeword of the S-code as a matrix of size 4 4 by sequentially
filling its rows.

Step 2. Sequentially write in the active positions of the matrix obtained at Step 1 the
frequency components, the indices of which are determined by the values of the F-code codeword.

Performing Step 1 and Step 2 of the presented algorithm for our example, we obtain the
following construction

—h
S
—h

w

1

0 O
0 O
0 O

1

(13)

oo ot
oo Ooi;

Step 3. Substitute specific codewords T, . presented in Table 1 based on their

)
correspondence to frequency components f;. In this case, instead of the values "0" in the matrix
(13), zero matrices of size 4 4 are substituted. As a result, we obtain a codeword for encoding
the character "0" by this user.

Step 4. To obtain a codeword T , we invert the codeword T obtained in Step 3.

In the case of our example, we get the following codewords T and T

niy111311131111 1113111311131 111
niy11113111131111 1113111311131 111
niy11113111131111 11131113111 031111
N171117111171111 1112711127111271111
0000 0000 0000 0000 0000 0000 0000 0000
0000 | 0000 0000 0000 0000 0000 0000 0000
0000 | 0000 0000 0000 0000 0000 0000 0000
T 0000 | 0000 0000 0000 T 0000 0000 0000 0000 .(14)
0000 0000 0000 0000 - 0000 0000 0000 0000
0000 | 0000 0000 0000 0000 0000 0000 0000
0000 | 0000 0000 0000 0000 0000 0000 0000
0000 | 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 | 0000 0000 0000 0000 0000 0000 0000
0000 | 0000 0000 0000 0000 0000 0000 0000
0000 | 0000 0000 0000 0000 0000 0000 0000

The obtained codewords T and T are used for the embedding of information symbols
“0” and “1”, respectively.
The algorithms for embedding and extraction of additional information

Each user embeds information independently of other users at a time that is convenient for
him. Consider the algorithms for information embedding and extraction.

10
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The algorithm for information embedding
Step 1. A unique code {{s, ;},C,} consisting of the codeword of the S-code of spatial

arrangements and the codeword of the F-code of frequency arrangements is allocated to the each
of the users of the steganographic system.
Step 2. Based on the set {{s, ;},C,}, taking into account (5), as well as codewords

f,,i 1,2,..16, each user generates codewords T and T , with the help of which the
information will be transmitted.

Step 3. Each user A, splits the container image into the blocks of size 16 16 and
embeds one bit d,, of additional information into each of the container blocks X, by applying
the summation operation, i.e., each steganographic message block is calculated as

M, X, D. (15)

The algorithm for information extraction

Step 1. The user who received the steganographic message splits it into blocks M, of size

16 16, each of which is sequentially processed in order to extract a bit of information
d, . consigned for this user.

Step 2. The user finds the difference matrix , between each block of the received
steganographic message M, and the container image X, .
Step 3. Each block of the difference matrix , is divided by the user into 16 subblocks of

size 72 4 4 in accordance with construction (5). From the received subblocks, the user

selects those whose number corresponds to the position numbers of the codeword of the S-code of
spatial arrangements belonging to this user {s, ;}, on which it takes the value 1 (when it is

represented as a matrix of size 4 4 by sequentially filling of its rows). In view of the fact that all
codewords of the S-code have weight w 4, each of the users at this step chooses four subblocks
of size 4 4.The user represents each of the received subblocks asa vector { ,.},i 1,2,..,16 of

length 4° 16 by successive concatenation of its rows.
Step 4. In accordance with the code of frequency arrangements C, allocated to this user,

he selects the rows of the Walsh-Hadamard matrix H,,, which are designated as

{hz,l}!{hz,z}v{hz,S}!{th} '

Step 5. The user A, calculates the vector P according to the following formula

Po [P P Py P
‘ _ (16)
P, o1 {12,3,4)
k 1
Step 6. The user calculates the data bit consigned for him, embedded in the block M, using
the following formula
4
d, sign p . (17)
il
Characteristics of a steganographic method with multiple access based on frequency-spatial
matrices
To estimate the level of perturbation of the container image when additional information
is embedded into it using the proposed steganographic method, we use the difference indicator
PSNR, which is defined as

255

JMSE

PSNR  20lg (18)
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where
MSE -1 Xij Mijl, (19)
nm ; ;
where N and m represent the size of the original message.

By construction of the proposed steganographic method, it becomes clear that the PSNR of a
steganographic message will depend on the number of users in the system simultaneously transmitting
information, as well as on the type of S-code and F-code codewords allocated to them. When connecting
users in the order of presentation of codewords (7) and Table 2, the graph of PSNR dependence on the
number of users simultaneously functioning in the system, will have the form shown in Fig 1.

60 "\‘
\

50

0 20 40 60 80 100 120
Number of users

Fig. 1. Dependence graph of the PSNR of a steganographic message on the number of users
simultaneously transmitting information using the steganographic channel

Analysis of the data presented in Fig. 1 shows that with the number of users simultaneously
transmitting information N 32, it is possible to achieve a PSNR value of more than 30 dB. With
the simultaneous operation of N 100 users, the PSNR level of the steganographic message does
not fall below 20 dB. In view of the fact that the codewords of the S-code of spatial arrangements
(7) allow no more than one overlap in space, as well as the codewords of the F-code of frequency
arrangements (Table 2) allow no more than one overlap in frequency, the occurrence in the
steganographic system of intra-system interference is inevitable. The level of intra-system
interference will be directly proportional to the number of users simultaneously transmitting
information. It is also clear that the level of intra-system interference will depend on the specific
codewords of the S-code and F-code of users who are currently transmitting information through
the steganographic channel.

Fig. 2 shows a graph of the dependence of the number of errors in the steganographic
channel arising due to the action of intra-system interference on the number of simultaneously
operating users when they are connected in the order in which codewords are presented in (7) and
Table 2.

12
10

8 /

@

Errors, %
IS

n

0

0 20 40 60 80 100 120 140
Number of users

Fig. 2. Graph of the dependence of the number of errors in the steganographic channel arising
due to the action of intra-system interference on the number of simultaneously operating users

Analysis of the data presented in Fig. 2 shows that with the selected order of connection of
users for their number N 64, there are no intra-system interference, as a result of which all

12
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information is transmitted without distortion. In the case of the number of users N 100, the
number of errors that occur due to intra-system interference does not exceed the level of 4%, which
is acceptable.
Conclusions

We note the main results of the research:

1. A full-fledged steganographic method with multiple access based on frequency-spatial
matrices is proposed, which provides separate embedding (or its absence) of information by each
user at any time convenient for them. Dividing of user channels is performed according to two
properties: spatial and frequency, based on S-codes of spatial arrangements and F-codes of
frequency arrangements. In this paper, we construct an S-code of spatial arrangements of
cardinality J; 20 with the property of no more than one overlap, as well as an F-code of

frequency arrangements based on the Reed-Solomon code of cardinality J. 240 in the Galois

field GF (2*), which also has the property of no more than one overlap.

2. The possible total number of registered in the steganographic system with multiple
access users is equal to J 4800, while the characteristics of the developed steganographic
method directly depend on the number of users simultaneously transmitting information. So, with
the number of users simultaneously transmitting information N 32, the PSNR value does not
exceed the level of 30 dB, while with the number of users N 64 there is no intra-system
interference.

3. The proposed steganographic method with multiple access is characterized by flexibility
in the distribution of steganographic channel resources: if necessary, the throughput of the
steganographic channel can be increased with a decrease in PSNR values, or, conversely, the
reliability of perception of a steganographic message can be increased by reducing the number of
users simultaneously operating in the system. In this case, the embedding of information into the
container by each of the users, occurs independently.
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CTEFAHOIMPA®IYHWNIA METO/, 3 MHOXXHVM AOCTYMNOM HA OCHOBI
HACTOTHO-TIPOCTOPOBX MATP/LUb

A.B. CokosnoB

HauioHanbHuin yHiBepcuTeT "Opgecbka noniTexHika"
YkpaiHa, Ogeca, 65044, np-1 LLIeByeHka, 1, radiosquid@gmail.com

BupileHHs HWM3KM 3aBfaHb i3 3aCTOCyBaHHsAM cTeraHorpadii BUMarae opradisauii MHOXWHHOMO [ocTyny Ao
cTeraHorpaiyHoro KaHany nepefadi iHgopmadii. Mpn LbOMY iCHYHOUI PO3p06KM MatoTb Ha yBasi BUKOPUCTaHHS
TexHonorii MC-CDMA, fika XapaKTepu3yeTbCA CTPOro pernaMeHTOBaHOK KiflbKICTIO KaHaiB, L0 po3a4indtoThes,
BYMarae 0fjHO4acHOro BOya0BYBaHHS iH(hopMaLii Bif yCiX abOHEHTIB, a TAKOX € [e3IHTErpoBaHoI0 i3 3aCTOCOBaHUM
cTeraHorpadiyHuUM anropuTMOM. Y Uil cTaTTi po3po61eHO NMOBHOLLIHHWIA cTeraHorpagiuyHMini MeTof, 3 MHOXUHHUM
[OCTYNOM, 3aCHOBaHMIA Ha 3aCTOCYBaHHI YaCTOTHO-MPOCTOPOBMX MaTPULLb — KOXXHOMY KOPUCTYBaYeBi BUAINAOTHCS
[Bi KO[OBI 03HaKW: 4aCTOTHa i MNPOCTOPOBa, Ha OCHOBI SIKMX BiAOYBaETLCA reHepalis KOAOBWUX ChiB, LLO
3aCTOCOBYHOTbCA ANA nepefadi iHopmauii. 3aranbHa KifbKiCTb aO0HEHTIB, 3aPeECTPOBAHUX Y MPaLtOrOYiil Ha OCHOBI
3aMponoHOBaHOro cTeraHorpadiyHOro MeTogy cuctemi, Moxe gocsrat J=4800, y Toli Yac 5K 3arasibHa KinbKiCTb
abOHEHTIB, L0 OAHOYACHO MepefatoTb iHhopMaLito, MoXe gocsiraty 3HadeHHst N=100 npu NPakTUYHO MPUAHATHWX
napameTpax cuctemu. MNpu UbOMy BOYAOBYBaHHS iHhOpMaLii aboOHeHTaMM BigOyBaeTbCA HE3aNeXHO OAMH Bif
OAHOTO B OY/[b-SKWI1 3pyYHUIA ANt HUX Yyac. [ns 3a6e3neyeHHs HalibinbLIOT KiNbKOCTi aBOHEHTIB, WO 0AHOYACHO
NpauolTh, a TakoX 3 METOH MiHiMi3auii piBHA BHYTPILUHbOCMCTEMHMX MepeLlkod, 3anpornoHOBaHO S-Kof
MPOCTOPOBKX PO3CTAHOBOK, a TaKOXK F-Kof, 4aCTOTHMX PO3CTaHOBOK Ha OCHOBI Kogy Piga-ConomoHa. Po3pobneHuii
cTeraHorpadiyHuiAi MeTof, 3 MHOXWHHUM [OCTYNOM XapaKTepM3yeTbCS THYYKICTHO B pO3Mogini pecypcis
CTeraHoKaHany: y pasi Heo6XiZHOCTi NPONYCKHY CMNPOMOXHICTb CTeraHoKaHany MoXe OyTu 36iblueHo 3i
3MeHLUEHHSIM 3HaueHb PSNR, ab0 X, HaBnaku, MoXe 6yTK 36iNbLUeHa HaAIAHICTb CIPUAHATTA CTEraHOMNOBILOM/IEHHS
3a paxyHOK 3MeHLLEHHS KiIbKOCTi abOHEHTIB, L0 04HOYACHO NPaLtooTh.

KrntoyoBi crioBa: cTeraHorpadisi, Kogose ynpasniHHA, MHOXWUHHWIA JOCTYM, KOAOBUIA PO3NOAIN KaHanis, YaCTOTHO-
NPOCTOPOBI MaTpULi.
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PO3POBKA NMPOIMPAMHOIO SABESIMNEYEHHA 3BEPITAHHA TA SAXUCTY
OAHNX ONA NMPUBATHOIO TA KOPIOPATVBHOIO 3SACTOCYBAHHA

b.B.lNaspuntok, B.B. 3opino, H.l.KywHipeHko, O.P.Ockoskosa

1, np.LLeByeHka, HauioHanbHWI yHiBepeuTeT «Ofecbka noniTexHika», 65044, Ogeca
vikazorilo@gmail.com, whiteswanhelena@gmail.com

KaxxyTb, L0 Halikpaluii MeHemkep Naponis — Lie Hall MO30K. Y LibOMY TBEPAXKEHHI € CeHC,
afe iHofi Halll MO30K He CnpaBfseTbCs, AOBOAUTLCS 3afisiTV 30BHILLHI pecypcn. KinbKicTb
naponiB Ha OAHOr0 KOPUCTYBaya 3pOCTaE 3 KOXHUM POKOM: HOBI couianbHi Mepexi, HOBI
6aHKiBCbKi paxyHKW, HOBI peecTpaLii B Pi3HMX cepBicax, akayHTW Ha pi3HMX cepBicax
(TeneBisiHMX, MY3WYHUX, NOCAYrM iHTEpHET-NpPOBaiidepiB Towo). 3a npasunamu
iH(hopMmaLLiliHOT 6e3MeKn KOPUCTYBAaTUCh OJHVMM MaposfieM [N1s Pi3HWX KIEHTCbKMX CepBiciB
He € pauioHa/lbHUM, TOMY LLLO AKLLO 3/I0BMUCHUKM 3MOXYTb, HanpuKiag, nigiéparn naposb
[0 Bawoi e/IeKTPOHHOI MOLWTK, BOHM CMpOo6YtOTh 3acTOCyBaTU MOr0 i A0 IHLIMX Bawwmnx
3aCTOCYHKIB Ha KWTaIT iHTEpHET-6aHKIHr Ta iHwe. CyyacHa NiofyHa posymie, Lo Ans
KOXHOrO cepBicy NOTPi6eH CBiil YHiIKabHWIA Naponb. Maponb Mae 6yTv HagiliHAM, MICTUTK
MeBHY KifbKIiCTb CUMBO/IB, fe ceped LUMp Ta NiTep HagiliHICTb napons nNigBULLYIOTb
crieuiasibHi CMMBOM Ta 3MiHM pericTpis. 3anam’ATaTy BCe Lie BaXXKO. Ane 3anam’aTaTy 0guH
naponb — LiKOM nig cuny 6inbliocTi 3 Hac. BubpaTty 3pyyHWin Ta HagiiHMiA MeHemkep
naponiB — HeMpocTe 3aBfaHHA. Bu MaeTe AilicHO [OBIpATW cepaicy. 3pewToro, came BiH
36epiraTMe BaLlli CeKpeTHi AaHi. B po6oTi NpoTecToBaHO [Ba LECATKU MeHeMKepiB naponis
i BMOpaHO OAMHAAUATb, AKi € Halikpawymn 3 nornagy PyHKUioHasbHOCTI, 6e3neku Ta
3pyyHocTi. MpoTe KOXeH 3 BifOMUX MeHeKepiB He BPaxoBye iHAMBIAYanbHI 0COBMBOCTI
KOPWCTYBaYiB i noTpebye AOMOBHEHb 3rifHO TX MOTPe6. TOMYy CTBOPEHHS MPOrpamHoOro
3abe3neyeHHs Ans 36epiraHHa Naposnis y 3alliMgpoBaHOMY BUTNALI € akTyasbHUM. JocTtyn
[0 3aliMgpoBaHMX MaponiB MOXe BifbyBaTUCS 4epe3 TOW OAWH Naposib, SKUA HeobXigHO
3anam’ataty. Taki MporpamHi 3a CTOCYHKM 6yNno CTBOPEHO y AaHili poboTi 3 ypaxyBaHHAM
noTpe6 KOPMopaT1BHOIO Ta NMPUBATHOIO KOPUCTYBAHHS.

KntouoBi cnosa: 3axucT faHUX, NapoibHWA MeHeZKep, LINGPYBaHHS, KpunTorpagis.

BeTyn

MprumHamy LbOro AOCNIIKEeHHS cTana npobnema 3i 36epiraHHAM Be/MKOI KiflbKOCTi
naponis. be3niy naponis 6yno 6e3noBOPOTHO BTPayeHO i AOBOAMIOCA CTBOPHOBATM HOBI |
3HOBY BTpayaTu. ToMy nocrtasio nuUTaHHSA 36epiraHHa BCiX naponis, 6axaHO B OLHOMY
HafinHOMY MicLi.

[ns no36asneHHs Wiei npobnemu 6yno BMPiLLEHO BUKOPUCTOBYBATU ICHYHOYUI PiLLIEHHS
— «MeHepKepn Naponie» abo y pasi, AKLLO0 iCHYIOUI pilleHHs He NigiayTb, CTBOPEHHS CBOMO
MPOrpamMHOro MpoayKTy.

HaBiTb HailKpallWid y CBiTi MeHepKep NaposiB 6yae MapHUM, SKLLO BiH He BiAMNoBigae
KOHKpeTHUM noTpebam abo NpocTo 3aHaATo CKIaLHWA y BUKOpUCTaHHI. OCb YoMy He Chif
nocniwatn i 3aBaHTaXyBaTW MeHemkep naponis Nel, npeactasBneHwid y 6yab-AKOMy Tom-
JIACTI — NPOBELEMO AOCNIIKEHHS ICHYHOUUX PiLLIEHb.

MoTpibHO 6YTW BMEBHEHWM, LLO PilleHHA Mae AOCTaTHI (hyHKUioHan i HeobXigHY
KiNIbKiCTb OAHOYACHWUX NifKNoYeHb. KpiM TOro BiH Mae MaTu 3pyUHUIA iHTepdelic.

BinbwicTb MeHempKepiB NaponiB  MPONOHYHTb OAHAKOBWIA  Habip  (yHKLUii:
CUHXPOHi3aLia, reHepauis naponie Ta ABohakTopHa aBTeHTUikauia. [And  BUOIPKK
BMKOPUCTOBYBa/IUCA Taki KpuTepii. LUngpyBaHHA: BCe, WO MeHLwe 256-6iTHoro wudgpy AES
BIMCbKOBOr0 piBHA, € HenpunyctTummm. [oAaTKOBI MOX/IMBOCTI: CKaHYBaHHA [AapKHeTa,
U2FA, VPN ab6o 6e3ne4yHunini yat — oCcb Nmile Aeski 3 nNpuknagis, AKi HagaroTb [0AAaTKOBY
WiHHICTb npofykTy. baratogakTopHa aBTeHTWU®IKaLif: Ha [O0JaTOK [0  BJ/IACHOrO
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aBTEHTU(iKaTOpa XOPOLUMIA MeHe[Kep MNaponiB MOBUMHEH MNPOMOHYBAaTW KiflbKa IHLUWX.
BiomeTpuuHi gaHi (Touch ID Ta Face ID) TakoX NOBWHHI MpawtoBaTV Ha BCIX NPUCTPOSAX.
IMMopT Ta ekcnopT: Bif MeHekepa Naponis He Tak 6arato KOpUCTi, SIK Bif HEMOX/IMBOCTI
iMNOPTYBaTU Balle CXOBWLLE 3 iHLWOI CNy>XX6K um b6paysepa. EKCNOPT TakoX BaXXIMBWUIA Y
BUMAAKY, AKLLO BU BMPILLMTE 3MIHUTL MeHemkep naposis. MporpaMu Ta po3LUMPEHHs AN
Opay3epiB: yMM OGinblie TMM Kpalle. ChiBBiAHOWEHHS UWiHa-AKicTb. Cnyxba MigTpUMKu
KNIEHTIB: OHNaH-4yaT abo NigTpMMKa No Teneg)oHy — 03HaKa SKICHOro 06CnyroByBaHHs. Te
caMe CTOCYETbCS [OCTYNHOCTI 24/7.

Ornag cyvacHuX pilleHb

Ha cborogHiwHiA feHb icHye 6e3/1i4 nporpaM, sKi MatOTb MEBHY CUCTEMY
aBTopmsauii. BaxxnmBoo MeTo € 36epiraHHA Ta 3abe3MneyvyeHHst 3axXUCTy TUX [daHuX, WO
CTOCYIOTbCA aBTOPM3aL,ii MeBHOT IOANHN YM NIANPUEMCTBA.

[10 OCHOBHOI MeTKn 3abe3neyeHHs Ta 36epiraHHA AaHUX BIAHOCUTLCS HAABHICTb YCiX
AOCTYNIiB A0 CUCTeM, AKi Mae MNeBHa fIIOAMHA YK opraHisauis. Baximeo 36epiratv ycto
iHthopMaLiito L0A0 aBTopU3aLii 40 Pi3HMX cMCTeM. ApKe BTpaTa KOHMIAEHLINHOT iHopMmauii
KOHKPETHOro KopucTyBaya abo nignpuemcTsa MoXe Npu3BecTy 40 AYXe TSXKUX Ta iHoAT 40
He3BOPOTHUX HacMigkiB. [1s BMPIWEHHA [LAHOro MUTaHHA BUKOPWUCTOBYIOTb CreuiasibHo
NpU3HayeHi cuctemMn AN 36epeXeHHs naposibHOI iHopmauil KopucTyBava abo Linoro
nignpuemcrea. Tak fK iCHye 6arato cucTeMm, fKi CNPAMOBaHI Ha BUPILLEHHA AaHOr0 NUTaHHS,
rnepes KopucTyBayem abo opraHisauieto nocrae Bubip: AKy came cuctemy BapTo obpatu. Ans
TOro, o6 obpaTv OfHY 3 CUCTEM, HEOOXiAHO MPOBECTU aHai3 Ta Ornag Cy4acHUX CUCTEM,
WO cnpsAMOBaHi Ha BUPILLEHHS JAHOr0 NUTaHHA. ICHYIOTb HAcTYNHI Nporpamu, sKi HagatTb
MOX/MBICTb KOPUCTYBayam 36epirati cBOi Napo/bHi AaHi:

1) LastPass

2) Dashlane

3) 1Password

4) Bitwarden

5) Keeper

6) NordPass

7) Enpass

8) RoboForm
9) RememBear

10) Zoho Vault

11)  Passbolt

LastPass — HafiiiHWiA MeHepKep NaposiB. BiH € OfHIEID 3 HalAewweBLIMX CUCTEM Y
BMKOPUCTaHHI (3 fonapy Ha micsub).

Llein meHemKep Naponis BUKOPUCTOBYE GaraTogakTopHy aBTeHTUdikayito (MFA), ska
MOXe 3MIHIOBATUCb Bif] «BaLLIOro NPUCTPOLO» (CMapTgoH) A0 6iOMETPUUHUX AaHUX (BiAOUTOK
nanbys). MOXIMBe BUKOPUCTAHHA He TiNlbKM BAacHOr0 aBTeHTU(ikaTopa, ane W
aBTeHTUikaTopa Bif YubiKey, Sesame, Google a6o Microsoft.

Lleii meHempkep naponiB MOXHa BCTaHOBUTWM Ha BCiX OCHOBHMX mnatopmax i B
baratbox 6paysepax. LastPass mae po3wmpeHHsa ans Chrome, Firefox, Safari, Opera, Edge Ta
Edge Legacy. Ane B Tol >Xe 4ac BiH He nigTpumye Vivaldi abo Brave. ¥ uiin cucremi
MPUCYTHI (DYHKL,IT aBTO3aM0OBHEHHSA Ta aBTO30ePeXKeHHS.

KopucTyBatuca faHow CUCTEMOKD MOXHa i 6e3KOLTOBHO, asie B TakOMY BWNAAKY
KOpWUCTyBay He MaTvMe MOX/IMBOCTI BUKOPUCTOBYBATU BeCb (PYHKLUiOHan cuctemu. bes
NAaTHOT NIANUCKN KOPUCTYyBaYeBi He AOCTYNHI Taki (PYHKUIT SK: onepaTuBHE CMNifKyBaHHA 3
TeXNiATPUMKOR, (DYHKLiS aBapiiiHOro goctyny (KosmM KOpuUCTyBay MOXKE HagaTu A0BipeHii
0C006i CBOE CXOBULLE 3 MaposiAMKM), 0OMIH NaponeM Yepes Mepexy 3 iHLWUMM KOpUCTyBayYamu,
He [JOCTyrnHa onuia 6aratodakTopHOT aBTeHTU(IKaLiT ANA 3aXMCTy NaposibHUX AaHuX. Mpu
LUbOMY AN 3BMYAMHOrO KOpWUCTyBaya 3axXMCT [AaHUX  3AIACHI0ETLCA  256-6iTOBMM
LUINPYBAHHSM.
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Dashlane nigTpumye Tpu meToaM ayTeHTUQiKauil, nepwmnii 3 AKX — ABO(aKTOpHa
ayTeHTudikauis (2FA). Lle uyaosuii cnoci6 3axMcTuTy 06MiKOBUIA 3aMKnC, HaBiTb AKLLO XTOCb
OTpMMae Balll MancTep-koY. Apyrum hakTtopom Moxe 6yTV iH(hopMaLisi, Ky 3HaETe TifbKu
Bu (PIN-kopg), abo Baw cmMapToH abo 6iomeTpuyHa iHpopmauis (Hanpuknag, Face ID).

Mpemiym-nnaH JOCTYNHWIA 3a LiHOW $4,99 i NponoHye yHiBepcaibHY ABO(aKTOPHY
aBTeHTU(pikauito (U2FA). Lie 6esneyHiwa Bepcia 2FA, B akiinl npuctpin USB abo NFC
MOXHa NiAKNYNTU 00 OYAb-AKOro KOMM'toTepa 418 MATTEBOrO AOCTYNY A0 BalluMX Maponis.
Y Toih xe yac U2FA npocTiwa Yy BUKOPWUCTaHHI, NPUCTPi OOMIHIOETHCA AaHUMK 3
KoMn'toTepoM 3a npotokonom HID.

TakoX € GIOMEeTPUYHWUIA NIOTIH, SKWIA MOXHA BMKOPWUCTOBYBATM 3aMiCTb MalicTep-
naposnto. Dashlane nigTpumye sik Touch 1D, Tak i Face ID, TOMY BCe 3a1eXWUTb Bif NPUCTPOIO
KopucTyBaya.

Llen meHemkep naponiB NPOCTWiIA Y BCTAHOB/IEHHI Ta BUKOPUCTaHHI, NpaLtoe Ha BCiX
OCHOBHMX NnaTopmMax i Mae poswwmnpeHHs ans 6paysepis Chrome, Firefox, Safari, Internet
Explorer Ta Edge. MoxHa imnoptyBatv naponi 3 6ifblIOCTi 6pay3epiB, 3a BUHATKOM
MOOI/IbHUX.

HactynHum y cnucky moxamsocTeir Dashlane 1ige ckaHep gapkHeTa. 3a 6axaHHAM
KOpuCTyBaya CUCTEMA MOXE BMKOPUCTOBYBATM E/IEKTPOHHY MOLUTY, W06 Mepesiputu, um
HeMae BWUTOKIB NaponiB 4y 6GaHKIBCbKMX PeKBI3WUTIB. BpaxoBytoun, WO KOXEH [JeHb
3'ABNAOTLCA  MiNIBUOHWM  HOBWMX  3aMuCiB, CKaHep [apKHeTa MOXe CTaTh  YyLoBUM
IHCTPYMEHTOM [N 3anobiraHHsa KpagiKui ocobuctnx gaHux. Takox € BbynosaHnii VPN.

1Password — MOTY)XXHWIN IHCTPYMEHT [An1a 36epiraHHs, CTBOPEHHS Ta KepyBaHHS
naponsMm Kopuctysayda abo opraHisadii.

Ana  pobotm noTpibeH MalicTep-naponb, MNpPOTe 3aMiCTb  LBOr0  MOXHa
BMKOpPMUCTOBYBATM GIOMETPUYHMIA NOTIH, SIK BUKOPUCTOBYETbCA BIiAOUTOK nNasbus abo
06/myys. IHWKIn BapiaHT 2FA — BMKOPUCTOBYBaTW TeNlePOH KOpUCTyBava /11 CTBOPEHHSA
0AiHOPa30BOro Naposns.

Kpim Bcix ocHoBHMX nnaTgopm, 1Password nigtpumye Chrome OS Ta KOMaHAHWUIA
pafok. Lo cTocyeTbes posluvpeHb 6paysepa, MoXimBo obpatu Chrome, Firefox, Edge Ta
Brave.

Lleit MeHepKep MaposiiB Mae aBTO3arMOBHEHHSA Ta CUHXPOHI3YeE [iaHi KOpuUCTyBaya Ha
BCIX NpucTposax. Lle Takox cnpowye O6MiH MapofisMyM pPaxyHOK CTBOPEHHSI TOCTbOBMX
06nikoBux 3anucie. 1Password He Mae OOMeXeHb Ha KifbKiCTb NHOAei, AKi MOXYTb
KOPUCTYBaTUCA BalLUUM 06/1IKOBMM 3anncoM, Lo pobuTb MOro LOCTYNHUM [J1 BUKOPUCTaHHS
y paMKax nignpuemcrsa.

Y 1Password Mae (hyHKLUitO nig Ha3Bow: «CTopoXKoBa Bexa». Lle Be6-CkaHep, ogHaK
BIH TaKOX Mepe.ipse, Yn nigTpumye Be6-cat 2FA i um Bukopuctosye HTTPS. A TakoX mae
(yHKUiO «PeXum nogopoxi». BoHa noTpibHa And MpUX0OBYBaHHA KOH(iAeHUiAHOT
iHhopmauii Ha TenedoHi. AKLIO KOpUCTyBay BTpaTe TenedoH abo XTOCb BMKpade Moro,
MOX/IMBO MOXKeTe OYTV BNEBHEHWM, LLLO BCA 0COOMCTA iHpopmaLis B 6e3neLi.

MepeitTn go 1Password Agyxe NpPocTo, afke Y CUCTEMi MOX/IMBO IMMOPTYBATU [aHi 3
Chrome, 3BuyaiHoro CSV Ta iHWWX NONYNAPHUX MeHeIKepiB MaponiB, BK/OYaOUn
LastPass Ta Dashlane.

YBecb (hyHKLiOHaN CMCTEMW LOCTYMHWUIA A9 BUKOPUCTAHHS 3 NIATHOK NiAMNUCKOLO:
2,99 ponapa Ha Micslb 4719 OLHOr0 KOpUCTyBaya Ta € TapuHUA nnaH Ha 5 KOpuCTyBadis,
AKUiA KowTye 4,99 gonapa Ha mMicsupb.

Mporpama Bitwarden gonomarae 36epirat Ta 0O6MIHIOBATUCA KOHQIAEHLiNHUMM
[aHVMK 3 Byfb-AKOro npuctpoto. MporpamMord KOPUCTYHOTLCA MO BCbOMY CBIiTY, TOMY LLO
BOHa npautoe 40 moBamu. Y cepBiCi MOXHa CTBOPHOBATU YHiKanbHi Maponi, a NocTiHWIA
ayauT 6e3neku pobuTb Bitwarden HagitHUM MeHemKepoM AN 36epiraHHa naponis.
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Keeper Hafjae MepcoHasibHe CXOBMLLE KOXHOMY KOpUCTyBayy A8 Toro, o6
36epiraT Ta ynpaBnsTL BAaCHUMW naponsmu, ainnamu, 061iKoBUMM AaHUMKU TowWwo. [aHe
CXOBMULLLE MPeLCTaB/IeHe y 3allmnppoBaHOMy BUTIAA.

Keeper — HafiiiHWI1 Ta 6e3ne4HNii MeHegpKep NaposiB, AKUA BUKOPUCTOBYE Nigxig, i3
HY/NIbOBOKO [0BIpOt0. Lle 03Hayae, WO fAaHi KopucTyBaya 3allmgpoBaHi He Ha cepBepi, a Ha
NPUCTPOT, | TINIbKW BM MOXETe TX po3LUngpysatu.

YCi MeHepKepy naposis MatoTb ABOMAKTOPHY aBTeHTUiKaLito, a B Keeper ix 6e3niu.
Moxnmeo BukopuctoByBatu SMS, aBTeHTUikaTop Google T1a Microsoft (TOTP), RSA
SecurlD, Duo Security, U2F (YubiKey) Ta KeeperDNA. OcTaHHii1 € 3anaTeHTOBaHUM
BapiaHTOM 2FA, siKuii 103BONSiE GIOMETPUYHY aBTEHTMIKaLito 3a [OMNOMOrow cmapTjoHa
ab0 po3yMHOr o roAnHHNKA.

Y Keeper € nporpamu and Windows, macOS, Linux, Android T1a i0S. LWoao
po3lWMpeHb Gpay3epa, BOHM BMKOPUCTOBYIOTHLCA fiULLE A/ aBTOMATUYHOrO 3arOBHEHHS
06/1iKOBUX [aHuX. 3BMYaliHO, Lie NOKpalllye CyMIiCHICTb - TakK 3BaHWin KeeperFill npautoe 3
Chrome, Firefox, Opera, Edge 1a IE.

Lleir meHemkep naponis € 6araToyHKUiOHaNbHUM. [Leski (yHKUiT HeaoCTyrnHi B
YKOAHOMY IHWOMY MeHemkepi naponis. Hanpuknag, KeeperChat — 6e3neyHa cuctema 06miHy
MOBIAOM/IEHHAMY i3 CAMO3HULLYOUYUMU MOBILOM/IEHHAMMW Ta Mefia-rasiepeeto 418 npuBaTHUX
(oTocecin Ta My3uyHUX KniniB. A60 Security Audit, Akuii nepesipse BCi naponi
KOpWCTyBaya, OUIHIOE TXHK HafilHICTb | NPOMOHYE 3MIHUTK cnabki. TakoX € cKaHep
[apkHeTa nig HassBowo Breach Watch, skuil nepeBipsie, UM He 6ynn BUKpageHi iMeHa
KOpUCTYBaYiB 4u Naponi.

Keeper nigtpumye imnopt paHux 3 Dashlane, 1Password, ZOHO Ta iHWMX
MeHepKepiB naponis. LLLo cTocyeTbea Gpay3epiB, MOXHa imnoptysaTu iX 3 Chrome, Firefox,
Opera, Edge i HaBiTb 3 Internet Explorer. fjocTynHuid ekcrniopT go PDF, CSV a6o JSON.

BeskowToBHOT Bepcii Hemae. CepeaHsa uiHa Keeper cknagae 2,91 gonapa CLUA Ha
micAub 3a pivHoi onnatn. Mpote KeepChat Ta MoHiTopuHr Dark Web BumMararTb
A0AaTKoBMX BUTpaT. Kpim TOro, IiCHYyHOTb OCOOGWUCTI, CiMeiHi, CTYAEeHTCbKi, AinoBi Ta
KOpMopaTuBHI NaaHu, TOMY 0CTaTOYHA LiiHa 3a/1eXXUTb Bif, LiNi BUKOPUCTaAHHA CUCTEMM.

OcHOBHI (DyHKUiT Ta napameTpu popatky. Keeper Hafae nepcoHaslbHE CXOBMLE
KOXXHOMY KOpUCTyBady [N TOro, W06 36epiratv Ta ynpaBfsTM BAACHUMM MaponsmMu,
(hainnamu, 06NIKOBMMM AaHMMKM TOLWO. [aHe CXOBULLE MNpeacTaBieHe Y 3alingpoBaHOMY
BUIrA4i. ICHYE MOX/MBICTb aBTOMATMYHOrO 3amnoBHeHHA naponiB. KinbKiCTb AaHUX, fAKi
MOXHa 36epiraTi y fogatky, He 06MexXytTbcs. BiH Hagae QyHKLIT KOHCO/I agMiHICTpaTopa,
KOHTPO/b BEPCIi, PONbOBUIA AOCTYN Ta iCTOPIHO 3aMnnCiB Ta 3BiTYBaHHS.

Mporpama crnpsimoBaHa Ha Te, W06 36epiratv naponi Ta 0COBMCTY iH(opmaLito.
Keeper npautoe Ha 6yab-AkoMy MoOGinbHOMY npucTpoi Ta MK, e MOX/MBe CTBOPEHHS
BMIACHOro 3alm@poBaHoro cxosuia. CepBic LUBMAKO BUragye HOBI Ta HafiliHi naponi Ta
0AHOYaCHO 3aCTOCOBYE X 10 MigKNHOYEHMX 00NIKOBMX 3aNnCiB Y AoJaTKax Ta Ha Beb-caiTax.
Kpim naponis, y MeHemkepi 36epiratoTb MacrnopTHi faHi, NOCBiAYEeHHS BOAiA, BaXKMBI
(hoTorpadii, LOKYMEHTW Ta iHLLI TUNK daiinis.

Avcnetyep naponis NordPass € 4aCTUHOK NakKeTy OH/aNH 6e3nekun, AKMIA BKIKYaE
wmngpatop NordLocker i NordVPN.

NordPass BMKOPUCTOBYE MaiCTep-naponb A8 3aXUCTy CXOBULA KOpPUCTyBaya Ta
CUHXPOHI3YeE BCI faHi MK npucTposimMu. TakoxX MoXKHa Bukopuctoysatu Touch ID a6o Face
ID (tinbkn pgna i0S). OAna [ABOGaKTOPHOI aBTeHTU(iKauil 3HafobuTbCcA A0JaTOK AnA
aBTeHTUpiKaLiT Ta eNIEKTPOHHWUIA NACT, Ha SIKWIA 6ye HaaicnaHo LeCTU3HAYHWIA KOf.

Llein meHemkep naponie Moxe npaytoati Ha Windows, MacOS, Linux, Android Ta
I0S. TakoXX MOX/MBO BCTaHOBUTK po3wwmpeHHa NordPass y Chrome, Firefox, Safari, Opera,
Brave, Vivaldi Ta Edge.
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NordPass BpaxoBye BCi 0CO6/IMBOCTI Ta NOTPedn Kopuctysaya. MOXIMBO reHepyBaTu
naponi Ta OUiHIOBaTM IXHK  HafiMHICTb, BMKOPWUCTOBYBATU aBTO3arMOBHEHHA Ta
aBTO30EePEXEHHS, & TaKOX AiNMTUCS 06NIKOBUMU JaHUMU 415 BXOAY.

NordPass Mae feski yHiKasbHi 0c06/MBoCTi. KoprcTyBayeBi HafaeTbCa MOX/IMBICTb
BMNOPAAKYBATW [aHi B Mankax 418 NonerweHHs foctyny Ta Bukopuctosysat OCR pans
aBTOMATUYHOrO CKaHyBaHHA TEKCTOBOI iH(opMauii 3 KPeauTHUX KapToK, [LOKYMEHTIB Ta
(hoTorpadiit. KpiMm TOro, aBTOHOMHUWIA PEXMUM [03BO/IMTb KOPUCTYBayy OTpMMaTu A0CTyn A0
CBOr0 CXOBWLLA, HaBIiTb AKLLO HeMae NiAKOYEHHSA [0 IHTEPHETY.

NordPass Tako)X MNpoOnoHye 6e3M1iy MOX/AMBOCTeM Ana iMnopty naponis. Croawn
BXO4ATb HalinonynsapHiwi MeHemkepy naponis, kpiMm Zoho Vault, Ta HanonynspHiLi
bpaysepun, Kpim Safari. TNpoTe, KopucTyBayeBi [OBEAETbCA BPYYHY MepPeBipaTA, uUm
eKcrnopToBaHwuii (haiin Bignosigae kputepiam NordPass.

NordPass nponoHye wudpysaHHs XChaCha20 HacTynHoro mMoKOMiHHA 3
BUKOPUCTaHHAM Argon 2 /15 OTPUMaHHS K/OYIB.

NordPass Mae BigMiHHY CcnyXby RIATPUMKK, SKa BK/KOYae ULinogo60BMiA yar,
eNeKTPOHHY MOLUTY i 6a3y 3HaHb, L0 MOCTINHO 3pOCTaE.

Be3koLTOBHA Bepcis NOTY)XXHa, ane 403B0JISIE BUKOPUCTOBYBATMW IMLLIE OAWNH aKTUBHUIA
MPUCTPIN Ta He nepefdayvae MOXAMBICTb 6€3neyHOro 06MiHY Ta [OBIPEHUX KOHTAKTIB.
Kowrye 2,49 ponapis CLLUA Ha micsAub (Mpy NMOKYMLi Ha 2 pOKW).

Enpass — ue MiHiManicTUYHMIA MeHemKep naponis. BiH € Kpoc-nnaTopmHuiA, ane
Hacamnepes npu3HayeHWn [19 aBTOHOMHOIO BMKOpUCTaHHA. KopucTysau MOXe
HanawwTyBaTy napameTpy CUHXPOHI3aLil MK Pi3HUMU NPUCTPOSMK 3a AONOMOr O CTOPOHHIX
NNaThopM XMapHOro XoCTUHry, Taknx sik OneDrive, Dropbox, iCloud i T.4.

Enpass 3axuwae ifeHTUdikaliiHi JaHi KopucTyBaya, iH(OpMaLilo Npo KPeauTHY
KapTKy Ta 6arato iHwWoro. J[na 3axucTy MaponiB BUKOPUCTOBYETbCA IHCTPYMEHT
MOHITOPUHTY. BiH gonomarae OuiHUTK HafiiHICTb NaponiB i 3MIHUTK X Yy pa3i NOBTOPHOrO
BMKOPUCTaHHA Naposnis. Takox € reHepartop naponis find-secure.

LLIntpyBaHHA [aHMX BUKOHYETHCA 3a A0MOMOrow Wwnppy AES-256 3 po3LUMPEHHSIM
SQLCIPHER.

Mporpama 6e3KOLUITOBHA, SAKLIO0 BUKOPUCTOBYBATUMETE Ti/IbKM HACTifIbHY BepCito.
AKLLO NOTPIGHO NepeMmMKaTUCA MK HaCTi/IbBHUMKW Ta MOGINIbHUMU O6/IKOBUMK 3anmncamu,
KOpUCTyBayy HeobXifHa CniaTuTL NiLeHs3ito.

RoboForm - ofuH i3 HaliCTapiluMx MeHemKepiB naponis. BiH iCHYBaB LLe A0 TOro, siK
MeHe[pKepn NaposiiB CTain BXIMBUMU NpoaykTamu 6e3nekun. LlinboBa ayamTopis - Gi3HecC.
PO3POOHNKM MPOMOHYKTL CaMOCTIMHWUIA XOCTUHT AN 6e3KOLUTOBHMX KOPUCTYyBadiB, ase
AKIWO 06paTh npemiym-naaH, KOpUCTyBay 3MOXE BUKOPUCTATW IXHIO  6e3LLI0BHY
CMHXpPOHI3aLito. Lle o3Hayae, Lo KopuCTyBay, Lo nNpuadas npemiym-naaH MoXxe oTpumatu
AOCTYN [0 BCiX MaponiB Ha BCiX CBOTX MPUCTPOSAX.

RoboForm mae Kinbka yHKUiM, SKi MOXYTb 6YTU KOPUCHUMUW. BiH Mae cTaHAapTHUIA
reHepaTop Naposis i3 3MIHHUMMU, AKi MOXKHA 3MIHUTH.

TakoXX MOX/MBO MOAIMTUCH CBOIMM 0ONIKOBMMW JaHUMM 3 iHLIMMU KOPUCTYBaYaMm
RoboForm. € TakoX KfacU4Hi MeHekepu naponis, Taki AK 6e3neyHe XmMapHe CXOBMLUE Ta
CMifIbHI Nanku.

Bci faHi, AKi KOpUCTYBay 3aBaHTaXYe, 3axXmLUeHi wnppyBaHHAM AES-256.

LliHa Ha npemiym-onuito noynHaeTbea 3 1,66 gonapa Ha MicALb Mig vac onnatn KOXHi
M'ATb POKIB.

RememBear — Lie MeHe[pKep Naponis, AKWiA 36epirae, CUHXPOHI3Ye Ta reHepye nNaponi.
TakoX MOXNMBO 36epiraTi HOTaTKW, KPeaWMTHI KapTKU Ta fIOTiHW, AKi Mi3Hie MOXXHa
BMKOPUCTOBYBATK A/19 aBTO3aMNOBHEHHA. AK i BCi iHWI nporpamn, RememBear nigtpumye
ABOMaKTOPHY aBTeHTU(iKaLito Ta 6ioMeTpito (BIAOMTOK nasbus Ta 061myys).

[aHunia cepsic mae nporpamu gna Windows, macOS, Android Ta iOS. ICHYHOTb TaKoX
pO3LLIMpPEHHA ana 6pay3epis Chrome, Firefox Ta Safari, ane BOHW He € aBTOHOMHUMMU.
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RememBear TakoX moxe imnoptysatu i3 Chrome, 3 1Password Ta LastPass.

Be3kowToBHA BepcCis [AEMOHCTPYE /fMwWe YacTuHy (yHKuin RememBear. 3
0e3KOLUTOBHOK BEPCIED He MOXIMBO CTBOPUTW Pe3epBHY KOMito CBOTX Maposnis, TOOTO
[oBefeTbCs 30epiratm Apyry Konito B iHWOMY Micui. KpiMm TOro, CMHXpOHi3auis Mix
MPUCTPOSMWU He [03BOSIeHA. Y TOMY 4ucni 6e3KOLTOBHA Bepcis He Mae MpiopuTeTHOI
NiATPUMKN, TOMY OTPUMaHHS BigNoBigi MOXe 3abpaTi AesKuii yac.

RememBear KowTye Bif 2,5 f0M1apis Ha MicALb.

BinblwicTb HalKpawmx MeHe[KepiB NaponiB OPiEHTOBaHI Ha crnoXxwusaya. HasiTb
AKLO BOHW MarTb 6Gi3Hec-pileHHs, cermeHT B2C 36inbwye ix goxid. Lle He ctocyeTbcs
Zoho Vault, fke 3Haxo4MTbCA Aecb MK CrnoXkusadem Ta GisHecom. KomnaHis nosuuioHye
Vault aK MeHekep naponis 4715 KOMaHL.

Zoho Vault He Ma€e KnacM4HOro iHcTanaTopa, 3amiCTb LibOro BUKOPUCTOBYETLCS BEO -
aoaatok. Ane € knieHtTn ans Android Ta iOS. LLLo X 40 po3wmpeHb ana 6paysepa, To BUOIp
AocuTb Wnpokmii. Moxnmneo obpatu 3 Chrome, Firefox, Safari, Edge, Brave Ta Vivaldi.

[leski MeHe[Kepn NaposiB € YaCTUHOK NaKeTy OHaH-6e3neku, SKuin Bktodyae VPN
abo IHCTPYMEHT ANd WKngpyBaHHA (hainiB. Zoho Mae BeNMYEe3HWA CNUCOK [0AaTKiB, fAKI
iHTerpytoTbea 3 Vault, Wo € nuwe ogHMM 3 6e3nidi AocTynHMX cepsiciB. Kpim Toro, Lein
MeHepKep naponis nponoHye eguHuii Bxig ana Office 365, Windows AD, Dropbox Ta
ZenDesk.

Lleir meHemkep naponiB niaTpumye noHag 400 caitie. Zoho Vault mae cknagHy
cucTemy 06MiHY naponsiMu, fika Hajae KopucTyBady OGaraTopiBHeBi (inbTpu, JocTyn 3
06MEXeHHSAM yacy i NiATBepAKEeHHSA abo BIAryK O4HMM KlauaHHAM MULLI.

Moxmeo imnoptyBat B Zoho Vault 3 6inbw HiK 20 pogaTtkie Ta 6Gpaysepis,
Bktovatoun Dashlane, LastPass, 1Password Ta Keeper. MNpoTe, imnopT i3 Safari abo Edge
HeAOCTYNMHWIA. EKCnopT AOCTYMHMIA abo y npocTomy .csv, abo y ¢opmari, Lo BignoBigae
(hopmaTy Zoho Vault.

CepBiC BMKOPUCTOBYE LUMGPYBaHHA BIACHLKOBOr0O PiBHA Ta apXiTEKTYpy 3 HY/bOBUM
piBHEM [o0BipK. MaiicTep-naponb KOpUCTyBaya 3axulleHunii anroputmom PBKDF2, skuii
Hafae oMy 6iNbLLOT HaAIAHOCTI.

Zoho Vault nponoHye niaTpymMKy yepe3 email, yepe3 opmy 3B0POTHOrO 3B'A3KY abo
Mo TeneoHy.

[aHa cucTema Mae 3actapinunin iHTepdeinc Be6-3aCTOCYHKY, LLLO MOXKE NepeLLKomKaTy
AKICHOMY Ta LUBMAKOMY KOPUCTYBaHHS CUCTEMOLO.

BapTicTb niyeHsii carae 3,6 fonapiB Ha MicALb, 3 MM MOXHA OTPUMAaT MOX/UBICTb
BUKOPUCTOBYBATM N'ATb NPUCTPOIB A/19 KOXHOro 061iKOBOr0 3anucy Ha AOAaTOK A0 ChiflbHNX
Manok Ta 3BiTiB NP0 4OCTYN 3a Naposem.

Passbolt — ofuH i3 HebaraTbOX MeHe[pKepiB NapoiB i3 BIAKPUTUM BUXIAHUM KOAOM.
BiH npusHayeHnin a4ns NignprMeMcTs Ta MPOMUCIOBMX MigNPUEMCTB.

Passbolt BMarae BUKOPUCTaHHA MaiiCTep-Naposito Y NOELHaHHI i3 3aKPUTUM KITHOUEM.

OCHOBHVM Hel0NIKOM € 3a1eXHICTb Bifj 3aKPUTOr0 K/KoHa Ym KN4YoBOT (hpasn. AKLLO0
KopuCTyBay BTpavae Oyb-KOro 3 HUX, CXOBULLE CTaHe HefoCTYNMHUM. Hespaxaroun Ha Te,
WO Ue Hanbe3neyHilUMn METOL HanalTyBaHHS, MOMY He BWUCTayae 3pY4YHOCTI AN
KopucTyBaya. KpiMm TOro, ansa 3MiHM KHOYOBOI (hpasu, 3HafobUTbCA 6a30Be PO3YMiHHS
po60THM 3 KOLOM.

Cepsepu Passbolt He MatoTb AOCTYNy 40 AaHWUX Y BUTNAAI BIAKPUTOro TekcTy. Maponi
3aBaHTaXYIOTbCA Y XMapy /inLle y 3alngpoBaHoOMy BUTNALI.

Passbolt moxxe 6yt abcoMOTHO GE3KOLUTOBHUM CrOCOOOM KepyBaHHSI MaposisgmMu,
X04ya Le He Hal3pyudHiluniA MeHempKep MaponiB And He HaATO TEeXHIYHO MigKoBaHUX
KOpUCTYyBauiB.

Y xopi ornagy Ta aHanizy iCHyHUMX aHa/IoriB, AKi € OAHNMU 3 HAlKpaLmMX pilleHb Ha
CbOrOfHILLUHI/A MOMEHT, HEMAE XXOAHOr0 Nifepa, Lo He MaB 61 MeBHUX HeLO0NMIKIB.
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Po3pobka

[Nna NokKpalleHHA AaHUX aHasoriB 6yna peanizoBaHa pPo3pobka HOBOrO 3aCTOCYHKY,
KW CNPSAMOBaHWIA Ha BUPIWEHHA 3adad nignpuemcTBa. OfHIE0 3 TONOBHUX 3ajay Ans
[@aHOro MporpaMHOro 3acTOCYHKY € aBTopu3auif MeBHOro KopucTyBaya B CUCTEMI,
36epiraHHa Ta KepyBaHHS Mapo/ibHOK iH(opMalieto. 18 [aHOro 3acTOCyHKY 6yB
BUPILLEHWNIA HeLoNIK, WO XapaKTepHWW AN KOXKHOI 3 CUCTEM, a caMe: Le MOX/IMBICTb
KOpPUCTYBATUCA MOBHUM (PYHKLIiOHA/IOM cucTeMu 6e3 nNpuabaHHs naaTHOI NileHsil. Y SKocCTi
YL,OCKOHa/IeHHA 3aCTOCYHKY Oyrna 3anpoBafpkeHa Ta peani3oBaHa CUCTeMa HarafyBaHb, L0
[,03BOJISIE KOPUCTYBAYeBi CTBOPHOBATW BfIaCHI po6odi HaragysaHHs. IMig yac ornsgy cyvacHux
pilleHb npobnemun, 6yno BUABNEHO, LLO B XXOAHOT 3 CUCTEMU HeMae [aHOro (hyHKLioHany,
AKWIA [03BONISIB 6U KOPUCTyBady CTBOPIOBATU BfacHi HarafyBaHHS Ta BM3Hayatu ix 4ac
HaXOMKEeHHS Y BUrNsAi cnoBiweHHsA. JaHuii (yHKLiOHaN € Ay>)Ke BaXK/IMBUM acneKToM Ans
poboTn MignpuemMcTBa, afke BIH 3abe3nevyye BMKOHaHHA PO6G0OYMX MPOLECIB BYACHO, LLO
aonomarae nignpuemcTey 6yayBat SKiCHY OHaH -iHPPacTPyKTypy 6i3Hecy.
IHTepdpelic Mporpamy NOKasaHo Ha PUCYHKY 1.

)41 QO dd -~

Application

Application
TecT =
DAY.MONTH.YEAR HOUR MINUTE SECOND
& 16.06.2022 20:52:29
® 16.06.2022 20:55:10

a) CUCTEMUN HaragyBaHHS 6) CTBOPEHHS 3anucy
Puc.1. IHTepdeiic

BignpaltoBaHHs HaragyBaHHs y BUTNIsAi push-CrnoBilLEHHs MOKasaHo Ha puc. 2.

4T, 16 Yeps.

> @ 0 O

Puc. 2. BignpautoBaHHS HarafyBaHHs
MMepeBarn po3pO6/IEHOr0 3aCTOCYHKY Y TMOPIBHAHHI 3 ICHYHOUMMW aHasioramm
NONsAralTb Y HasiBHOCTI CUCTEMM KOPNopaTMBHMX HarafyBaHb. 3aCTOCYHOK Ma€ 3pY4YHUI Ta
3p03yMinuii Ans KopucTyBaya iHTepeinc. MoXxnnBe aBTOHOMHE BUKOPUCTAHHSA (hyHKLiOHany
HaraglyBaHb; A0AATOK € 6e3KOLUITOBHUM Ta He NOTpebye NpuAbGaHHA NiLeHsil.
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BucHoOBKM

Y cTaTTi BUKOHAHO (hyHAAMEHTa/lbHUA Ornsg —Hamkpawmx iCHYRUMX MeHemXepiB
naposiB Ha AyMKY aBTopiB. KoxeH 3 11 MmeHemKepiB NaponiB yHiKaibHWIA | BUGIp TOro, KW
Kpallle BMKOPWCTOBYBATU 3a€XWUTb TiflbKW Bif KOpUCTyBaya: /oro notped i hiHaHCOBUX
MOX/IMBOCTEA. TakoX 3 AaHOro ornsgy MoXHa nobaynTi, WO B KOXKHIW cucTeMi € BnacHi
repesarn Ta Hefonikn. Po3pobKa iHAMBIAYalbHUX MEHeMKePIB 3rifHO 3 LM € aKTya/lbHOH
3afaveto. 3rigHo 3 uum 6yna npoBefeHa pPo3pobKa HOBOrO MPOrpamMHOro 3aCTOCYHKY, SIKUN
YL,0CKOHAJTHOE ICHYHOUI CMCTEMM Ta 3af0BOJIbHAE came Ti NOTPebu opraHisayii, Wo He HasABHi
y NOBHOMY CKNafi B XXOAHI i3 HaBeeHNX CUCTEM.

Cnucok niTepatypu

1. Dashlane URL.: https://www.dashlane.com

2. NordPass URL: https://nordpass.com/?gclid=CjwKCAjwh-
CVBhBSEiIWAJFEPGe6X3EzONDz7tjHQspDReZASWuyQRWECogirTWCpGY hulGZxsW
C2Wx0oCkOsQAvD_ BwE
1Password URL.: https://1password.com/ru/
Keeper URL: https://www.keepersecurity.com/ru_RU/
Enpass URL.: https://www.enpass.io
RoboForm URL.: https://www.roboform.com/ru
LastPass URL.: https://www.lastpass.com
RememBear URL.: https://www.remembear.com
. Zoho Vault URL.: https://www.zoho.com/vault/
10. Passbolt URL: https://www.passbolt.com
11. Bitwarden URL.: https://bitwarden.com

©ooNO Ok W

DEVELOPMENT OF DATA STORAGE AND PROTECTION SOFTWARE FOR
PRIVATE AND CORPORATE APPLICATIONS

B.V. Gavrilyuk, V.V. Zorilo, N.I. Kushnirenko, O.R. Oskolkova

1, Shevchenko Ave., National Odessa Polytechnic University, 65044, Odesa Ukraine
vikazorilo@gmail.com, whiteswanhelena@gmail.com

It is said that the best password manager is our brain. This statement makes sense, but sometimes our brain does
not cope, we have to use external resources. The number of passwords per user is growing every year: new social
networks, new bank accounts, new registrations in various services, accounts on various services (television,
music, Internet service providers, etc.). According to the rules of information security, using the same password
for different client services is not rational, because if attackers can, for example, choose a password for your e-
mail, they will try to apply it to your other applications such as Internet banking and more. Modern man
understands that each service needs its own unique password. The password must be strong, contain a certain
number of characters, where among the numbers and letters the reliability of the password is increased by special
characters and case changes. It's hard to remember. But remembering one password is beyond the power of most
of us. Choosing a convenient and reliable password manager is not an easy task. You really have to trust the
service. In the end, it is he who will store your confidential information. In this paper, two dozen password
managers were tested and eleven were selected, which are the best in terms of functionality, security and
convenience. However, each of the well-known managers does not take into account the individual
characteristics of users and needs additions according to their needs. Therefore, the creation of software for
storing passwords in encrypted form is relevant. Encrypted passwords can be accessed through the one password
you need to remember. Such relationship software was created in this paper, taking into account the needs of
corporate and private use.

Keywords: data protection, password manager, encryption, cryptography.

22


https://www.remembear.com/
https://www.passbolt.com/

IHPOPMATUNKA TA MATEMATWYHI METOAWM B MOAENMKOBAHHI = 2022 = Tom 12, Ne 1-2

DOI 10.15276/imms.v12.nol-2.23 Informatics and Mathematical Methods in Simulation
Y/IK 004.056.5 Vol. 12 (2022), No. 1-2, pp. 23-28

IHOOPMALIMHA CUCTEMA HOPMATWBHOIO 3ABE3MNEYEHHS
KIBEPBESINEKW MIArNPNEMCTB

B. M. Mannubkunid, O. A. CTonakesny

HauioHanbHuin yHiBepenTeT «Ofecbka NoMiTeXHIKa»
npocn. LLeBueHka, 1, Opgeca, 65044, YkpaiHa; e-mail: val.gal1969@ukr.net, stopakevich@gmail.com

3apas cknanaca cuTyauisi, Konu po3po6s1eHo 3HauYHa KiNbKiCTb MiXKHapPOAHUX CTaHAApTIB, AKi
3abe3neyytoTb NOTPe6Y Malixe BCiX ranyseil iHhopMaliiHOT Ta Kibepbesnekun. Ane, B TOl Xe
yac, 4y)Ke 3Ha4Ha YacTuHa MiAMPUMEMCTB i OpraHisauii maiike BCiX HanpsMKIB i ranysei He
BiANOBiJae BMMOraMm UMX CTaHAapTiB, K MiHIMyM B YKpaiHi. Bifbll TOro, gy)xe 3HayHa
BINbLIICTb KEPIBHWKIB MNIANPUEMCTB He BOJMOAITL 3MICTOM LMX CTaHgapTis. [lpuseaeHo
KOPOTKWIA OMUC CUCTEMW MEHEKMEHTY IH(POPMaLiAHOI cucTeMn Ha 6asi MiDKHAPOAHWUX
craHgapTis ISO/IEC 27000, Bumoru fo i (hyHKLUiOHYBaHHS. Po3pobneHa HoBa iHopmMauiliHa
CMCTeMa HOPMAaTMBHOIO 3abe3nedeHHs Kibep6esneku MiANPUEMCTB, AKa 3abesnevye LOCTYN
[0 6a3n JaHux, WO MICTUTL Tabnuui TepMiHiB 3 Kibep6esneky Ta MiXXKHapOAHUX CTaHA4apTiB 3
MeHe[DKMEeHTY iH(opmaLiiiHoi 6e3nekun. MporpamMHe 3abe3nedeHHs iHpopMaLiliHoi cucTeMu
CKNafaeTbCa 3 BUKOHABYOrO (haiiny, HanMcaHoro MOBOK MporpamysaHHa Python 3 rpadiuHum
iHTepdeiicom. [ns Toro, Wwob cnuctemy BUKOPUCTaTK Ti NOTPIGHO 3anycTUTK Mig onepawiliHow
cuctemoro Windows, ane Ti MOXHa Nerko afantysati nig noby onepauiliHy cuctemy, fe
BCTaHOB/MeHO Python. bakaHo, o6 komn’toTep 6yB nig’egHaHWin go IHTepHety. [lpu
KOXXHOMY BMK/IMKY NporpaMu NpoXoAvTb MepeBipKa Ha OHOBMEHHs 6asn gaHux Ha web-
CTOPiHUi Nporpamu Ta, NpW HeOOXiAHOCTI, iHpopMaLiiHa cucTeMa 3aBaHTaXye OHOB/IEHY 6a3y
JaHnX KnieHTy. 3MiHy iHopmauii B 6a3i gaHuX 3AiMACHIOE aaMiHICTpaTop nporpamu. FAKLWo
web-cTopiHKa nporpamy He 3HaxoAMTLCA, MpOrpama npautoe 6e3 OHOB/EHHS. BrKopucTaHHA
po3pobneHol  «IHopMaLliiHOT  CUCTEMM  HOPMAaTVMBHOIO  3abe3neuyeHHst  Kibep6esneku
NignpyeMCTB» Mae fatu 3MOry nigBULLMTK MPaBOBY rPaMOTHICTb B cpepi Kibepbesnekn Ta
iH(hopmaLliiiHOT 6e3neKkun y KepiBHULTBA MiANPUEMCTB Ta NPaLiBHUKIB, AKMX Lie CTOCYETbCA. A
TaKoX CNpUATUME BMPOBALKEHHIO €(hEeKTUBHOIO MEHEMKMEHTY, AKUIA Byfe SKiCHO BNMBATK
Ha KiHUEBWIA pe3ynbTaT nignpuemctea. Cuctema moxe OyTW KOpucHa N8 BMK/IadadiB Ta
CTYAeHTIB y460BMX 3aKNafiB, AKi NOB’A3aHi 3 Kibep6e3nekoto.

KntouoBi cnosa: IHdopmauiiHa 6e3neka, Kibepbe3sneka, KibepnpocTip, nporpamHe
3abe3neveHHs, ctaHgapT, ISO/IEC 27000.

BcTyn

3apa3 ckKnanaca cuTyauis, Koam po3pobnieHa 3HauyHa  KiNbKiCTb  Mi>KHAapPOAHUX
CTaHfapTiB, SKi 3abe3neyyloTb NOTPedM Malixe BCiX rany3el iHopmayinHoi Ta
Kibepbe3nekun. Ane, B TOI Xe yac, Ay>Ke 3Ha4yHa YacTUHa NiANPUEMCTB i OpraHisauii marixe
BCIX HanpsiMKiB i ranysein He BignoBifae BUMOram LUMxX CTaHAapTiB, K MiHIMyM B YKpaiHi.
Binbw TOro, AyXe 3HayHa OifbLIICTb KEPIBHWUKIB NIAMNPUEMCTB He 3HAKOTb MPO 3MICT LMX
CTaHAapTiB.

3a CTBOpeHHS, BNPOBaKeHHs, NepeBipKy (ayauT) Ta ekcryaTauito e4nHOT CucTemMu
iHthopmaLiiHOT Ta Kibepbesnekn BignoBifgae MeHeMKMeHT iHopmauiinHoT 6e3nekn (1B) Ta
BIAMOBIAHA rpyna MiKHApOAHWX CTaHAapTiB. TyT MOTPIGHO MOACHWUTKU, WO CTaH4ApPTU
pernaMeHTyoTb MOBEAiHKY MEHEeKMEHTY He B eKOHOMili, a caMe B CTBOPEHHI €AuHOI
cucTemu iHthopMmaLiiHOT i Kibepbesneku.

3apOMKEHHA NepLumMx NPUHLMNIB MeHeMKMEHTY iH(opMaLiinHOT 6e3nekn Bigbynocs
HanpukiHui 1980-x pokis y BenmkobpuTaHii, Konv MiHiCTepCTBO TOPriB/i Ta MPOMUC/IOBOCTI
iHILLilOBaNI0 CTBOPEHHA po6oYoi rpynu, fka Maia Ha MeTi po3pobuTU HalKpalli NpakTUKK
Woao 3abesneveHHs iHQopmayiiHoi 6e3nekn. AK pesynbtaT poboTn y 1989 poui 6yno
ony6nikoeaHo neplwmin ctaHgapt PD 0003 MpakTuyHi npasuna ynpasnidHa 1B, Y 1995 poui
BpuTaHCbKMM iHCTMTYTOM cTaHgapTiB (British Standards Institution) 6yno npuiAHATO
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HauioHanbHWIiA cTaHaapT BS 7799-1 3 TOK X Ha3Bow, AKWA onucyeas 10 obnactet Ta 127
MexaHi3MiB, AKi 6ynM HeobXigHUMK Ana NoBYA0BM CUCTEMU MEHEMKMEHTY iH(OpMaL,iiHOI
6esnekn (CMIB). [pyra 4acTMHa Uboro craHgapty — BS 7799-2 CMIB. Bumorn Ta
HacTaHOBM LLOAO 3acTOoCyBaHHA — 3’ABunaca y 1998 poui Ta MicTuia BUMOru [0 3arajibHoi
mogeni nobyaosn CMIB, a TakoX Habip IHLWMX 060B’A3KOBMX BUMOT, Ha BiNOBIAHICTb AKNM
NMOBMHHA Oyna NpPoOBOAMTLCA 000B’A3KOBa cepTu@ikauisa. Lle nepiog noyatky akTUMBHOMO
PO3BMTKY CUCTeMU cepTudikauii B ranysi MeHemKMmeHTi 6e3neku. B KiHUi 1999 poky
ekcnepT MikHapofHOi enekTpoTexHiyHoi Komicii IEC (International Electrotechnical
Commission) Ta npefcTaBHUKM MiXKHapoAHOI opraHisayii 3i ctaHgapTusauii (International
Organization for Standardization) 3asBuin, WO B paMKkax iCHYyKUMX CTaHAAPTIB BigCyTHIl
crneyiani3oBaHMin CTaHAAPT MeHemMKMeHTY IB. Y pe3ynbTaTi B3siBLIM 3a OCHOBY BS 7799-1
Oyno NPUNHATO BigNOBIAHWMIA MidXHapoaHuiA ctaHgapT ISO / IEC. 3rogom obuasi 4aCcTUHU
cTaHfapty BS 7799 6ynu nepernaHyTi Ta agantoBaHi 40 MiKHAPOAHUX CTaHAAPTIB CUCTEM
ynpasniHHa akicTio 1SO / IEC 9001 1a ekonorieto I1SO / IEC 14001, a yepe3s pik cTaHgapt
BS 7799-1 6yB NpuAHATUIA AK MibkKHapoAHmin ctaHgapT 1ISO / IEC 17799-2000 IHdopMmauiitHi
TexHonoril. MpakTuyHi npasuna ynpasniHHg 16 [1]. Y 2008 poky HauioHasibHMii BaHK
YKpaiHu noyaB 3aCTOCOBYBATN BUMOIM MDXKHAPOAHOr 0 CTaHAAPTY Ha NpakTuLi Ta 3060B°5A3aB
BCi MicueBi 6aHKM BUKOHYBaTW IOF0 BMMOrW, CTBOPHOKYUM CUCTEMY MEHEMKMEHTY
iHthopmaLiiHOT 6e3nekn Ha OCHOBI cTaHAapTiB 6e3nekn 1SO. Ockinbkn y cknagi I1ISO / IEC
BiAMOBIAa/IbHICTbL 3a PO3PO6KY CiMeCcTBa MiXKHApPOAHNX CTaHAapTIB 3 MeHePKMeHTY Ib Hece
nigkomiTeT Ne27, HymepaLis A4aHOro ciMeicTea cTaHAapTIB NoyYnHaeTbes 3 27000.
KopoTkunin onuc cuctemyt MeHegKMeHTY I1B

BignosigHo go ctangaptie 1SO 27000, uini 3axucTy iHpoOpMaLiiHOi 6e3Mekn BKAKYatOTh
TPW OCHOBHI acreKTH.

1. KOHOiAEHUIMHICTb:  KOHGiAeHUiHY  iHhopmauito  MOXYTb  nepernsgatm — Ta
pO3ronoLlyBaTy NnLle YNOBHOBaXKEHI 0Co6W. ToMmy AOCTyn A0 Ui€l iHopmalil mae byTu
HaIOKHUM  YMHOM  3axuieHnid. KoH(igeHUINHICTb MOpYLYETbCs, Hanpukniad, SKLWo
3/TOBMUCHUK MOXe MifCnyxoByBaTh KOMYHiKaLil.

2. LinicHicTb: iHhopmauis MOBMHHa OyTW 3axuLleHa Bif HEBMSBNEHWX MaHinynsuii,
Wo6 306epertm i TOYHICTb | MOBHOTY. LLiMICHICTL MNOPYLIYETHCH, SKLLO, HaNpUKag,
3T0BMUCHWNK MOXe 3MIHUTW AaHi AOCNiIKEeHHS 6e3 BUABNEHHS.

3. JlocTynHicTb: iH(opmaLis, nocnyrn abo pecypcn maroTb OyTW AOCTYMHUMWU ANA
BUKOPWUCTaHHA NS 3aKOHHMX KOpWUCTyBauiB y OyAb-AKuiA 4Yac. [OCTYNHICTb MOXe 6yTu
nopyLUeHa, Hanpuknag, yepes DDoS-aTaky, Aka HABMUCHO NepeBaHTaXKye CUCTEMMU.

4. |HWWI acneKTN — e aBTEeHTUYHICTb, NiA3BITHICTb, BiAAaHICTb | HAAIAHICTb.

CTyniHb AOCATHEHHS iHOpMaLiNHOT 6e3nekn MOXKHa BWM3HAYMTW Ha OCHOBI TOrO,
HaCKI/NIbKW LN 3aXUCTY BUKOHYKOTHCA.

Mo3HaYeHHA MiXKHapOAHMX CTaHAAPTIB MEHEeMKMEHTY iHhopmaLiiHOT 6e3nekn Mae
(hopmaTt

ISO/IEC nnnnn :yyyy 3arosioBokK,

[ie NnnnnNn — HOMep CTaHAapTy, YYyYy — piK ony6/iKyBaHHSs, 3aroNoBOK — npegmeT
cTaHfapTm3auil.

ISO 3apa3 Hanivye 157 HalioHaIbHMX YneHiB i3 195 KpaiH CBITY.

Cepis ISO/IEC 27000, Ha OCHOBi KOI pO3po6AATUMEMO iH(OPMALLiiHY CUCTeMy,
MICTWUTb peKoMeHZaLlil Lof0 MeHeMKMeHTY IH(opmaLiiHOT 6e3rekun, MeHEeIKMEHTY PU3UKIB
Ta BMPOBaPKEHHA 3aC00iB KOHTPO/MO B KOHTEKCTI 3aralbHOl CUCTEMU MEHEMKMEHTY
iHhopMmauiiHoT 6e3nekn (CMIB). Cepis 3aCTOCOBYETLCA A0 OpraHisauiin 6yab-akux opm i
PO3MIpiB, TAKOX OXOMN/HOKTh HE TiNIbKN NUTaHHSA KOHMIAEHLINHOCTI, a i1 TEXHIYHOI 6e3MneKn.

B nNOHATTA nNiANpPUEMCTBO BKMagaTUMEMO Oiflbll  LUMPOKMIA CEHC, B HbLOIO
BXOAUTUMYTb He TiflbKU HOPUAMYHI 0cobu, a i (i3nyHi (npuBaTHI NignpuveMLi, TOLO),
npvBaTHi ocobu. Benuki MignpuemcTsa MOXYTb 403BONMTY COGI MaTu B LITaTi (axiBus 3
Kibepbe3neku, a B feaKnxX Bunagkax i uini Biggism. A wo pooutn npusaTHOMY NiANPUEMLIO?
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[lesky fonomory nomy mMoxe gatn «lHopmayiinHa cucteMa HOPMaTUBHON O 3abe3neyeHHs B
Kibep6e3newi». B Uil cucTemi BiH 3Haife BCi CTaHAAPTW, a TaKOX T/lyMayYeHHS BU3HAYEHb,
AKi BUKOPUCTOBYIOTLCA B CTaHAapTax CMIB. Tak, Hanpukniag, CroBo «ataka» B T/lyMayHOMY
C/OBHWKY Ma€ [iBa BU3HAYEHHS, AKI reTb He CXO0XIi Ha BU3Ha4yeHHs 3rigHo ctaHgapty ISO/IEC
27000 i ue noTpibHO po3yMmiTK.

CMIB - ue AOKyMeHTOBaHa cUCTeMa MeEHEe[KMEHTY, fika CKMIafaeTbCcA 3 Habopy
3ac00iB KOHTPOMO 6e3mekn, AKi 3axuwaroTb KOHMIAEHUIAHICTb, AOCTYMHICTb | LiNiCHICTb
aKTVBIB Bif 3arpo3 i Bpa3/IMBOCTEN; Lie CUCTEMHWIA MigXig 4O pO3p06KM, BNPOBAMKEHHS,
(DYHKLIOHYBaHHS, MOHITOPUHIY, aHani3y, 3abesneyeHHs Ta MOKpaLleHHs iH(opMaLiiHOT
Oe3nekyn opraHisauii Ana [JOCATHEHHs OGisHec-Uinel. Po3pobnstoun, BNpoBagKytoun,
Kepytoun Ta nigtpumytoun CMIB, opraHisauii MOXYTb 3aXUCTUTM CBOI OCOBGUCTI Ta
KOH(hiAE€HLiHI AaHi Big KOMNPOMETaLil, po3KpagaHHs Yn HALWEHHS [2].

CMIB r'pyHTYETbCA Ha OUiHLiI PU3MKIB Ta PIBHSAX MPUAHATHOCTI pilleHb opraHisauii,
BCTAHOB/IEHNX TaKMM YMHOM, W06 pe3y/bTaTVBHO 0OPOGNATM PU3MKM Ta YNpaBasaTU HUAMMW.
YcniwHa peanizaygis  CMIB  moxnmBa 3a YMOBW aHanizy BUMOr LWIOAO  3aXMCTY
iHhopMaLliiHMX aKTMBIB Ta 3aCTOCYBaHHS 3ac00iB ynpaBniHHA A1 3a6e3neveHHs 3axXucTy
UMX iHhopMaLiHMX aKTMBIB BigMoBI4HO A0 cuTyauii. TakoX YMHHUKAaMK, SKi CpUSOThH
YCMILWHIV peanizayii cuctemn ynpaBniHHA iHopMauiiHoi 6e3nekn € [3]: ycBigOMAEHHS
HeobXiAHOCTI 3abe3rneyeHHs iHopMauiliHOT 6e3nekn; Mpu3HaYeHHA Bi4MOBiJaNbHOCTI 3a
iHhopMaLiiHy 6e3reKy; NoeAHaHHA 3060B'A3aHb KePiBHULITBA 3 iIHTepecaMu 3aiHTepecoBaHmX
CTOPiH; NiABWLIEHHS 3HAYEHHSI couia/lbHUX LIHHOCTEN; OuiHKa PU3MKYy, WO BM3HaYae
BiAMNOBIAHI 3ac00M ynpaBniHHA A5 3a6e3neYeHHs NPUIAHATHMX PIBHIB pPU3NKY; Besrneka fK
HEBIA'€EMHUI eneMeHT iH(OPMaUiiHUX MepeX Ta CUCTEM; aKTUBHE MOMePepKEHHA Ta
BUSABMIEHHA IHUMAEHTIB iH(opMmaLiiHOT 6e3nekn; 3abe3neyeHHsi KOMMIEKCHOro nigxogy Ao
ynpasiHHA iHQopMaLiiHOK 6e3MeKot0; NOCTiHA NepeoL,iHKa PiBHA iH(opMaLiiHOT 6e3neku
Ta BHECEHHSA 3MiH 3a NOTpedun.

EdekTnBHe BnpoBagkeHHa CMIB € ayxe CKragHWM NpoL.ecom, npu iMniaemMeHTauii
AKOro NoTpibHO BpaxoByBaTW HaCTYMNHI KPoKu [4]:

1. BusHaueHHs obcary nocnyr. KepiBHWLTBO KOMMaHiT Mae 4iTKO BU3HAUUTK Clepu
3acTocyBaHH4, Wini Ta mexi CMIB.

2. Br3HaueHHa akTuBiB, AKi NOBUHHI 6yTM 3axuweHi CMIB. Lle MoxyTb 6yTu
iHpopmauia, nporpaMHe 3abe3neyveHHs, NOCyrn Ta MisnYHi aKTUBK, Taki AK KOMM’toTepn,
KBaniikawis, HaBUYKM Ta [OCBIA CNIBPOOITHUKIB, a TAKOX IHLWI HemaTepiasbHi aKTUBU, TakKi
AK penyTauis Ta penyTauis. [0/10BHa MeTa Ha AaHOMY eTani BU3HAYUTU KPUTUYHO BaXK/IUBI
4715 6i3HeCYy aKTUBW, Bif, AKNX 3a/1EXKNTb BMXKMBAHHA KOMMaHIi.

3. Br3HayeHHs Ta OuiHKa pU3nKiB. [15 KOXKHOI0 akTUBY, KW BapTO 3aXMLLaTW, MatoThb
OyTK ifeHTUdiKoBaHI Ta KNacu(ikoBaHi MOTEHLiAHI PU3MKM Ha OCHOBI HOPUAMYHUX BUMOT
ab0 BKasiBOK LL040 BiAgnoBigHOCTI. OpraHisauii MOBMHHI BU3HAUYNTK, KW BNIMB MaB 61
KOXEH pU3MK, AKLLO 6yN10 6 NOpyLIEHO KOHMIAEHL,IAHICTb, WiMICHICTb | 4OCTYMNHICTb, a60 fka
MMOBIPHICTb BUHWUKHEHHSI PU3UKIB, 418 TOro, W06 OUIHWUTK, SKi PUSMKN € MPUAHATHUMMU,
Hanpuknag, 3 Ornsdy Ha O4vikyBaHy CyMy 3anofisiHOI LWIKOAM, i SKi HeOOXiAHO YCYHYTU 3a
Oyab-AKY LiHY.

4. Bu3HayeHHs 3axofiB. Ha oCHOBI monepeaHbOi OUIHKMA PU3NKY MOBMHHI ByTW 06paHi
Ta BMNPOBapKeHi BIAMOBIAHI TEXHIYHI Ta opraHizauiiHi 3axoan A0S MNOM’AKLUEHHS 4K
YHUKHEHHS pu3nky. Lle BKIOUae BU3HAYEHHSA YiTKMX KOMMETEHLi Ta BignoBigabHOCTI.

5. MNepeBipka eeKTUBHOCTI: 3aCTOCOBaHI Ta BNPOBa[XKEHI 3aX04M HeobXiAHO NOCTINHO
KOHTPO/MIOBATU Ta PerynsapHoO NepeBipaTV Ha ePeKTUBHICTb, HAaNPUK/a4, WISXOM ayauTiB.

6. BHeCceHHA nokpalyeHHs. AKLLO nepeBipKa 3anpoBaiXXeHNX 3aX0fiB BUABMAE HEQONIKN
abo 6ynu BuaBneHi Hosi pu3nkuK, npouec CMIB HeobXxigHO 3anmyCTUTW 3HOBY 3 Camoro
noyatky. Takum YnHom, CMIB MOXKHa NOCTINHO afanTyBaTh 40 MiHAMBUX YMOB abo BUMOT,
MOCTIHO NOKpaLLyrUX iH(hopMmaLiiHy 6e3rneKy B KOMMaHii.
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3a gonomoroto CYIb iHdopmMauiinHy 6e3rneKy MOXHa CUCTEMAaTUUYHO BMPOBaAXXyBaTu
B YCili KOMNaHii Ta 3abe3nevyBaTi LOTPUMaHHSA BCiX HeOOXIAHMX cTaHAapTiB 6e3neku. Liel
KOMMN/IEKCHUIA NpoiNnakTUUYHWIA NigXig mae pag nepesar [2]:

1. CMIB rapaHTye, WO BnacHi iHpopmaLiiHi akTBM (Hanpuknag, iHTeneKTyanbHa
BMaCHICTb, AaHi nepcoHany abo (hiHaHCOBI AaHi), a TakoX AaHi, AOBipeHi KiieHTamy abo
TPETIMU CTOPOHaMK, BYAYTb HAIEXKHUM YMHOM 3axXULLEHi Bif OYAb-AKMX 3arpos.

2. Bukopuctosytoun CMIB pgna Toro, wo6 3pobutn iHopMaLiitHy 6e3neky
HEeBiZ’EMHOK YaCTMHOK CBOIX Gi3HEC-MpoueciB, KOMNaHii MOXYTb MOCTIAHO MiABULLYBaTH
piBeHb 6e3nekn Ta 3MeHLUYBaTU PU3UKK iH(OpMaLiiHOT 0Ge3nekn. TakuM UYMHOM BOHWU
MPOTUAIOTL PU3MKY IHUMAEHTIB 6e3MneKu, SKi NopyLUYHOTL 6e3rnepepBHICTb Bi3Hecy.

3. 3acTocoBYHOTLCA  CyBOpPi  BMMOrM A0 BignNOBIAHOCTI, 0CO6G/MBO B  [yXe
perynboBaHMX CeKTOopax, TakMx K (DiHaHCKM abo KpuTU4YHA iHQpacTpykTypa. MopyLueHHs
3aKOHOZaBYMX HOPM i [OroBipHMUX Yrog MOXYTb MPU3BECTM [0 BENMKUX LWTpadis. 3aBAaKu
CMIB KomnaHii rapaHTytTb, WO BOHW BIAMNOBifalOTb BCIM HOPMATUBHMM Ta AOrOBIpPHUM
BUMOram, L0 TaKOX Hafae M 6ifibLuy onepaliiHy Ta pUaNYHY BUSHAYEHICTb.

4. Ceptugpikyroun csoi CYIb, KomnaHiT MOXYTb MepeBipaATH TPETIM CTOPOHAM, L0
KOH(piAeHUiNHa iH(opMaLis 06pobnseTbes 6e3neyvHo. Lle cnpuse Kpaliomy 30BHILLHbOMY
IMiZPKY Ta (hOpMyBaHHIO [0BipH, WO, Y CBOKO Yepry, 03Ha4yae KOHKYPeHTHY nepe.ary.

5. CTpyKTypoBaHa KOOpAMHaLlis Ta OPiEHTOBaAHE Ha PU3NKK MMaHyBaHHA 3axofiB Yy
CYIb pornomarae po3CTaBnATM MNPIOPUTETH, eqEeKTUBHO BUKOPMCTOBYBATU pecypcu Ta
iHBECTYBaTU B NOTPIGHMX MicuaX. TakMm YMHOM, MIiCsS NMOYaTKOBUX [LOAATKOBMX BUTPAT
HaKnafHi BUTpaT MOXHa CKOPOTUTY B JOBI OCTPOKOBIA NEPCMEKTMBI.

IHopmaLiliHa cucTema

IHthopmaLiiHa cucTeMa HOPMaTUBHOMO 3a6e3neyveHHs CKafaeTbes 3 6a3n faHuX, fka
BMiWye Tabnmui TepMiHiB 3 Kibepbesnekn Ta MiXHAPOLHWX CTaHZAPTIB 3 MEHEeIKMEHTY
iHhopMaLiiHOT 6e3nekun. MNporpamHe 3a6e3neveHHs iHPOpPMaLiiHOT CUCTEMM CKNAJaETbCs 3
BMKOHABYOro (paitly, HanmcaHOro MOBOK MporpamyBaHHs Python 3 rpagiyHum
iHTepelicoM. BikHO Ans po60oTn 3 TepMiHamMy NoKasaHo Ha puc.l. [Ana nepexogy Ha hopmy
CNifi HATUCHYTW BKNaAKy TepMiH.

H IdopmauiiiHa cucTema HopMaTHBHOrO 3abe3neueHHn KibepGeaneku NiANPUEMCTE

Tepmin | Crangapr

ABTEHTHYHICTL
Axania puanky
ATaka

Ayant (audit) — ciuctemMaTIuHII, He3aTeKHIIT 1 JOKYMEHTOBAHHIT MPOLeC JUIH OTPHMAHHA
ayIHTOPCHLKIX J0KA3IB TA OUIHKIL AKI 06’€KTHBHO BHIHAYATL CTYMIHE BIKOHAHHA KPHTEpIiB
ayIHTy

AyTentudikauia

AYTCOPCHHT

Balosa mipa

BeanepepeHicTs IndopmauiiHol Geanexu

Tpimitka | 10 BH3HAUSHHA: AYIHT MOke GyTH BHYTPIUIHIM (nepiia cTopoHa) abo
30BHIIIEIM ayZiToM (IpyTa cTopoHa abo TpeTs cTopoHa), 1 me Moxe 6yTH KomGiHOBaHI
ayHT (00" €/IHAHHAM 1BOX 1 OLiIb1IIe HAMIPAMKIB)

Bumip TIpumitka 2 10 Bi3HAYeHHA: BHYTpIUHIit ayiT NPoBOIHTECH CAMOK OpraHizaiiero abo
Bumora JOBHINIHLOK CTOPOHOK BLA Ti IMeHL.

BignoeigHicTe

Bracuk puauky IIpmutka 3 10 BI3HAYEHHA: «AVIMTOPCHKE CBLIMEHHA» Ta «KPHTEPIl ayITy» BI3HAUEHHI B
BHyTPILHA KOHTEKCT I1SO 19011

BpaanusicTs

[Oosipermi cyGexT iH(opMauiiHoro Iy ,I:!-:epejn' ISOIEC 27000:2018.

[LokymeHToBaHa IHopMaLia
[LocTynHicTe

EdpexTneHicTs

3arposa

3acobu obpobikn Ingdopmaull
3auikaeneHa cTopoHa
30RHILIHIA KOHTeKCT

Opeckka nonitexxika, 2022 Onepauii 3 TexcToM

El fpyx Ouwncvrw | [[8] 36epert 7] awaimn

Puc.1. BikHo gna poboTu 3 TepMiHamu

3niBa B BiKHI MOXHa BMOpaTW TepMiH, AKWUIA iHTepecye KopucTyBaya. Mpu HaTUCKaHHI Ha
TepPMiH Y BiKHi cnpasa 3’IBUTbCA MNOACHEHHSA TePMiHY, B3ATe i3 CTaHAAPTIB N0 MEHEIKMEHTY
iH(hopmaLinHoT 6e3neku cepii 27000. AKLWO KOpUCTyBay baxkae 3HaWTVU Oyab-AKWiA Habip
CMMBO/IB B TEKCTI MOSICHEHHS TepMiHY Tpeba BBECTU Lieit Habip CMMBONIB Yy NOMe 3HW3Y BiKHA
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Ha HaTUCHYTU KHOMKY 3HaiTK. AKWO € 6aKaHHA CKONitOBaTV YM PO3LPYKYBATW BUBELEHWNIA
TEKCT 3 A0MOMOrow cTaHgapTHoro gianory Windows, Tpeba HaTUCHYTU KHOMKW 36epertu
abo Apyk. Ana Toro, wobn oYUCTUTU Noje NOSCHEHHS TepMiHy Tpeba HaTUCHYTU KHOMKY
OuuncTuTun

BikHO o4 po60oTK 3 cTaHAapTaMu NokasaHo Ha puc.2. [nsa nepexoay Ha dopmy chif
HaTUCHYTK BKnagky CtaHzapT. 3niBa B BikHi MOXHa BMOGpaTW CTaHAapT MO MeHEe[KMEHTY
iHthopMaLiiHOT 6e3nekun cepii 27000, SKnin iHTepecye KopucTyBaya. Mpy HaBeAeHi Ha TepMiH
Yy BiKHi CnpaBa 3’ABUTbCA MOBHMWIA TEKCT CTaHAAPTY, B3ATUI i3 CTAHAAPTIB M0 MEHELKMEHTY
iH(opMmaLinHOT  6e3nekn cepil 27000 Ta [ABOX 3aKOHIB YKpaiHW, £AKi TOPKatlOTbCA
iH(popMmaLinHoT 6e3nekn. lMoganblia poboTa 3 BIKHOM MOBHICTHO aHasoriyHa po6oTi 3
nonepeaHimMm BiKHOM.

H I1dopmauiiina cuctema HopmaTHeHoro 3abesneuenHs kibepGeneku nignpuemcTs

Tepmin Crangapt Tabmwun A.1 -~ Lini saxopis Geanexw Ta saxonu Geanexu
ISO/IEC 27000:2018 Or7IAA | CMIOBHHK TEPMIHIB A-$ Nonimikn Geanaxu
150 15 Bumoru — -
» As1n y i ind i Ge.
ISO/IEC 27002:2015 Hopmu A npaBuna MeHepkMeHTy [E | ) X - o o . o
ISQ/EC 27003:2017 Peanioauiﬂ CMIB Liinn: 3aBe3ne4MTA NEWAUWNM YNDABINHRS T8 NIATPMMEY HPOPMBUIAHOI Geanexd arigne 3 Bumoramu Gisnecy Ta
ISONEC 27004:2016 BumiprosaHHA SIANOBIAHIAMA 3AKOHENM A HOPMATHEAMM
ISO/IEC 27005:2011 MenegwmenT puanky IB - — S _—
ISO/IEC 27006:2007 OpraHu ayaiTy Ta cepTudikauii 16 AS51.1 | Nonitam inhopmaLifnoT Hes- | Jaxoam Gesnexm |
ISQNEC 27007:2017 Ayait menegxmenTy IB I| ek | Habip nonitme wono indopmauinnol Gesnexn nosnHen ByTu snsHaverinh
ISONEC 27008:2018 Mipw Ta 3acobi KOHTPOMIO MeHemx | 33TEEPANMEHAA KEDBHULTEOMN, BUAAHAN | NOBEASHWA A0 BIAOMA BCLOMD
ISQ/IEC 27009:2020 KiGepaaxmcT | NpUBATHICTE 0COBUCT | 1 HARMBHOTO NEPCOHANY Ta NOTRIGHUX J0BHILIKIX CTOPIH |
ISO/IEC 27010:2015 |6 B3aeMoall opraHizauin As512 In & | 3 o
epernsn nonimwke inchopma- | 3axoau Beanex

ISO/EC 27011:2016 |6 Ana TenexomyHixaui | perrRA pua- | saxon _— [

13:201 7001 | ikpol Geanens Nenien indopmawinol Beanexn notpifHo nepernanat B 3annakosadl |
ISONEC 27013:2015 Cymickie sMkopHCTaKKs 27001 Ta 2 | inTepsany yacy afio 3a NOFRK ICTOTHAX IMiH AN 3aBE3INEYEHHA Ix NOCTIA
ISQ/IEC 27014:2013 MoniTuka 1B | i HOI NPUMAATHOCTI, AAEXBATHOCTI A edexTraHoCTI
ISQIEC 27016:2014 Opranizauiiina exosomira |6 S S — S— . .
ISO/NEC 27017:2015 |B xMapHux cepeqoBMLL A6 Opranizauin indopuauiimol beanexm
ISO/IEC 27018:2014 3axnCT NEPCOHANBHIUX JaHHX B XMZ + | . - - -

s A.6.1 Buyrpiwns opranizauin
Opeckka nonitexuika, 2022 Onepauji 3 TekcToM
@_ Dpyx Ouwicrumn | || 5] 36epertu ;. 3HanTH

Puc.2. BikHo /19 po60Ty 3 cTaHAapTamu

[ns Toro, wob faHy cuctemy BMKOpUCTaTh il NOTPIGHO 3amyCcTUTK Ha KOMN’toTep 3
onepauinHoto cuctemoro Windows, ane i MOXHa Nerko agantyBaTu nig N0y onepawinHy
cucTemy, Ae BCTaHOBNEHO Python. bBaxkaHo, wWo6 Komn’toTep 6yB NiA’eaHaHUA [0 IHTEpHETY.
[Mpy KOXXHOMY BUK/IMKY NPOrpaMu NpoxXoAuTh MepeBipka Ha OHOBJ/IEHHA 6a3n faHUX Ha web-
CTOPiHLi Nporpamn Ta, Npu HeobXigHOCTI, IHpopmaLiiiHa cucTeMa 3arpy>kae OHOB/EHY 6a3y
AaHUX KNieHTy. 3MiHY iH(opMalil B 6asi gaHuX 34IACHIOE agMiHIicTpaTop nporpamu. AKLWOo
web-cTopiHKa nporpamu He 3Haxo4MTbCA, MPOorpama npattoe 6e3 OHOBNEHHS.

BucHoBOK

BrKopucTaHHa po3pobneHoi «IHpopMauiliHOT ccTeMM HOPMATMBHOIO 3a6e3neyeHHs
Kibepbesnekn nignpueMcTea» Mae Aatu 3MOry niABULLMTM NPaBOBY FPamoTHICTb B Cciepi
Kibep6e3nekun Ta iH(opmaLiiHOT 6e3rekn y KepiBHMUTBA NIANPUEMCTB Ta NpaLiBHUKIB, SKMUX
Lle CTOCYETbCA. A TaKOX BMPOBALXEHHIO e(eKTUBHOIO MeHEeMKMEHTY, AKWA byde AKiCHO
BN/MBATU Ha KiHUEBMI pe3ynbTaT nignpuemctea. CucTema Moxe OyTW KopucHa Ans
BUK/aJadiB Ta CTYAeHTIB y460BMX 3aKnagis, AKi N0OB’A3aHi 3 Kibepbesnekolo.
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INFORMATION SYSTEM FOR ENTERPRISES CYBER SECURITY
NORMATIVE SUPPORT

V.P. Halytsky, O.A. Stopakevych

National Odessa Polytechnic University,
Shevchenko Ave., 1, Odessa, 65044, Ukraine; e-mail: val.gal1969@ukr.net

Now the situation has arisen, when a significant number of international standards have been developed and
provided almost all areas of information and cyber security. But, at the same time, a very significant part of
enterprises and organizations of almost all directions and industries do not meet the requirements of these
standards, at least in Ukraine. Moreover, a very significant majority of managers of these enterprises do not
know the content of these standards. A brief description of the management system of the information system
based on international standards ISO/IEC 27000, requirements for its operation, is provided. The developed
information system for regulatory support of cyber security of enterprises consists of a database that contains
tables of cyber security terms and international standards for information security management. Information
system software consists of an executable file written in the Python programming language with a graphical
interface. In order to use the system, it needs to be run under a Windows operating system, but it can be easily
adapted to any operating system where Python is installed. It is preferable that the computer is connected to the
Internet. Each time the program is called, the database update is checked on the program web page and, if
necessary, the Information System downloads the updated database to the client. The program administrator
changes the information in the database. If the web page of the program is not achievable, the program works
without updating. The use of the developed "Information system for regulatory support of cyber security of
enterprises" should make it possible to increase legal literacy in the field of cyber security and information
security among the management of enterprises and employees affected by it. And also, the implementation of
effective management, which will have a qualitative impact on the final result of the enterprise. The system can
be useful for teachers and students of educational institutions that are related to cyber security.

Keywords: Information security, cyber security, cyberspace, software, standard, ISO/IEC 27000
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BUABJIEHHA BTOPI'HEHb B MEPEXKY IHTEPHETY PEUEW LUNAXOM AHAIZY
HAABHOCTI AHOMAJTI B MEPEXXEBOMY MNMOTOUI TPAPIKY AAA
MPOTOKOJ1IB

J1.1O. MabumHChKUiA

HauioHanbHMin TexHiuHUA YHiBepcnTeT YKpaiHu «KIl» imeHi Irops CikopcbKoro
npocn. Mepemoru, 37, Knie, 02056 YkpaiHa; e-mail: hleonid@gmail.com

OfHVM 3 HaMMOTYXKHILIMX TPEHAIB iHHOBALiMHMX 3MiH Yy CyyaCHOMY CBiTi 3apa3 € IHTepHeT
peueli 10T, | xoua Leil TpeHA MO-CyTi TiflbKW Ha NOYaTKOBOMY €Tani, BiH BXXe Fpae NMOMITHY pofb
B CyyaCHOMY CBiTi, Y Cy4acHiii umBinisauii. MoXxHa BMEBHEHO MPOrHO3yBaTV Mofasblie
PO3LUMPEHHS Cchep oro 3acTocyBaHHs. MpoTe nosBa LibOro heHoOMeHa CynpoBOMKYETLCS, TaK0X,
MosIBOIO NOB’A3aHMX 3 UMM Npobrem. B mepLuy Yepry Lie CTOCYeTbCA Kibep3arpos, fKi MOXyTb
MPUHECTU 3HAYHY LUKOAY AK CaMUM MepeXxam IHTepHETY peyeid, Tak i MH0AAM, L0 KOPUCTYIOTLCA
UMMM Mepexkamun. BignoBifHO BUHUKaE HEOBXIAHICTb Y 3acobax 60poTbom 3 UMMM 3arposamu. Lle
CKnagHa npobnema, sika, B MepLUy Yepry, BUMarae po3pobKy MeTOAIB Ta TEXHOMOTIN BUSBNEHHS
Takoro pogy 3arpos. Npy UbOMY Le He CKNaMCA YiTKi NMOHATTA NPO peneBaHTHI pilleHHA ans
Kibep3axucTy pisHUX 006’eKTiB 3acToCyBaHb loT, ocobnvBo Tam, e (piHaHCOBI MOXIMBOCTI
06MexeHi. ToMy akTyalbHUM € AOCAIMKEHHS LOAO 3HAXOMKEHHS PilleHb, AKi MOXYTb OyTu
NPUAHATHAMW 15 NMOPIBHAHO Ma06IOMKETHNX 06’ekTiB. MeTOK poboTy € OTPUMaHHSA METOAY
BUSIB/IEHHA BTOPrHeHb B Mepexxy 0T, LWASXOM BUSB/EHHS aHOMaliil B MEpPEXeBOMY NOTOLi
Tpahiky AAA npoTokonis. Lla npobnema YCKNafHIOETbCA TWM, L0 3HalAeHe pilleHHs Mae
BIZNOBiJAaTW OCHOBHUM NOAiTUKaM 6e3neku. MNpoBefeHe HaMu LOCNiIKEHHS NOKasano, Lo Take
PILLUEHHS MNPUHLMMIOBO MOX/MBE LUASXOM BUKOPUCTaHHS MoxuBocTeli AAA  NpoToKony
RADIUS Ta BMKOPWUCTAHHA MAalUMHHOTO HaBYaHHA. MeToaM MalUMHHOIO HaBYaHHA Oynu
nepesipeHi Ha fataceti UNSW_NB15. [1n19 npoBefeHHA MaWMHHOIO HaBYaHHA 6yna nposefeHa
nonepegHsa o06pobka 3 METOK Hopmanisauii Ta craHfgapTu3auil  gaHux.  Kommn’toTepHi
eKCrnepyMEHTY [03BOMUIN MEPEBIPUTY NPUAATHICTb BUABMEHHA HAbopy KibepaTak Ans pisHUX
Mofenei MallMHHOTO HaBYaHHS. Byno nokasaHo, Lo chopMy/bOBaHUIA MiAXia Mae noTeHUian 4s
BUKOPUCTaHHA Y NPaKTUYHMX PO3POOKax BUABNEHHSA BTOPrHeHb B Mepexi 10T,

Kntouosi cnoBa: IHTepHeT pedei, 10T, aHoManii y mepexxeBomy notoui, AAA NpoTOKOIN, METOS, aHanisy
iepapxiii, MalWMHHe HaBYaHHS, JaTaceT

BcTyn

IHTepHeT peyelr 10T cTaB NOMITHMM TPEHZOM Yy Cy4aCHOMY CBITi, KepOBaHOMY
TEXHONOriAMU. |HTEPHET peyein MOLUMPHOETLCA Ha PI3HI cdepy — Bif PO3YMHUX MEPEHOCHUX
MPUCTPOIB A0 PO3YMHUX MICT, Bif cthepy nobyTy L0 MPOMUCIOBMX 3aCTOCYBaHb. 3a OLiHKaMu
Gartner Ha 2020 pik IHTepHeT peueir (IoT) mMaB cknagatv A0 26 MiNbApAiB BCTaHOBNEHMX
OAMHMUb, a NOCTa4a/IbHUKN NPOAYKTIB i NOCNYr IHTEpHETY peyveit Mann OTpuMaTy LOLATKOBMIA
aoxig, wo nepesuitye 300 minbapgis gonapis [1].

OfHaK Uei npouec MOpPoAKYe TakKoX | cKnagHi npobnemu, 30Kpema 6e3neKosi.
Pi3HOMaHITHI NpUCTPOT MaKTb JOCTYN OAUH 40 OAHOIO Yepes BipTyasibHY NpuBaTHY mMepexy. Lli
KOMYHiKaLiliHi npouecun oyxe Bpa3nnei fo aTak [2].

OcCHOBHI MeToaM atak Ha loT Mepexi BK/IOYalOTb arakym Tuny «BigMoBa B
06cnyrosyBaHHi» (D0S), nigpobka faHNX Ta MOHITOPUHT Mepexi [3].

3apa3 MeToAN BUSB/IEHHS BTOPrHEHb MOAINAITHCA HA BUSB/EHHS BTOPrHEHb Ha OCHOBI
X0CTa Ta BUSAB/IEHHA BTOPrHEHb HA OCHOBI Mepexi.

ICHY€ 3HaYHMIA KOpMYC [OCNILKEHb, SIKi BUCBIT/IIOKOTb NUTAHHS BUSB/IEHHA BTOPrHEHb B
MepeXXy Ha OCHOBI BWSBMIEHHA aHOManin B MepeXxeBoMmy noToui. B umx pocnimkeHHsX
MPONOHYKTLCA PI3HOMaHITHI MOAENi BUSBMEHHS Ta aHanily aHoManii, Taki fK FIMbuHHa
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HelipoHHa Mmepexa [3], mepexxa Mapkosa [4], MeToA 3BOPOTHOrO MOLUMPEHHS MOMWUAKK [5],
06'eiHaHHA IH(hopMaL,ii Ha OCHOBI rpadyy ataku Ta aHasli3 OCHOBHUX KOMMOHEHTIB [6].

MpoTe Ha faHWI Yac 3a JaHUMKW iCHYHOUMX LOCNifKeHb NpobneMa BUABIEHHS aHOManii
MepexxeBoro Tpadgiky IoT nNpucTpoiB Bce e fAafieka Bif OCTaTOMHOrO BUpILLEHHS. B neply
yepry ue 06YMOB/IEHO PI3HOMAHITHICTIO MepeXeBOoro Tpaiky pi3HUX NPUCTPOIB IHTEpHETY
peyeli, TeTepOreHHICTIO MPUCTPOIB B Mepexax loT Ta MepeXeBoro cepefoBuLLa, CrabKo
3aXMLLEHICTIO MPUCTPOIB TOLWLO. BaxnMBvM (hakTOpOM TakoX € MOX/IMBOCTI Cy6’€KTIB, LU0
BMKOPUCTOBYIOTb Mepexxi 10T, OCKi/lbKM BNPOBa[PKEHHA CUCTeM Ge3nekn Moxke O6yTn [0CUTb
BMTPATHUM i flopora cuctema Kibep3axmcty Moxe 6yTu Cy6’eKTY He Mo KULLEHI.

B pgaHiin po6oTi OCHOBHMIA (DOKYC yBaru 30CepemkeHO Ha e(eKTUBHOCTI Ta MPOCTOTI
BNPOBA/PKEHHS 3arporoHOBAHOr0 pilleHHA BUSAB/MIEHHSA BTOPrHEHb Y BXXE ICHYHOYi Mepexi
NpUCTPOIB IHTEPHETY pedeil Ha OCHOBI aHanisy gaHux 06niky AAA NPOTOKO/IB B peasibHOMY
yaci.

AHani3 gocnimpkeHb i nyonikawin

MpoBefeHo Garato AOCMIAKEHb MO BCbOMY CBITY LOAO0 6e3nekn pisHOMaHITHUX 10T
IH(PPaCTPYKTYp, B OCHOBHOMY 30CepeKeHi Ha BUSABNEHHI LUKIAMBOrO KOA4Y Ta MEPEXEBMX aTak
[7].

[na  [OCATHEHHA LWBMAKOrO BWSBNEHHS aTak 3/10BMUCHOrO Kogy asTopu B [8]
3anponoHyBaM 6e3MneyHy Ta 3axuLLieHy KOHDIgeHLiNHY cxemy arperawii, Wo r'pyHTYETbCA Ha
aANTMBHOMY TOMOMOP(HOMY LUMGPYBaHHI Ta omnepauifx nepewmgpyBaHHA MPOKCi B
Kpuntocuctemi Paillier.

Y po6orTi [9] aBTOpM BUKOPUCTOBYBa/IM AM3acceMb/iep i MeTo CTaTUCTUYHOrO aHanisy
A/15 60poTLOU 3 BUABMIEHHAM LUKIAMBOro Kogdy. Hapasi, 3rifHO CTaTUCTUYHUX JaHWX, FO/IOBHOO
TOUKOK BXOAY XaKepiB AN 34iNCHEHHS aTaku Ha Mepexy loT, oco6nnso Ha 0T, € po3ymHuiA
NYNTBHUK.

MexaHi3mM BWABMEHHA BTOPrHEHHSA BIACTeXYeE MoAil, Wwo BiAbyBalOTLCA B PO3YMHOMY
NiYUNBbHKKY, | aHanidye ix. IMicna aTakn abo BMSIBNEHHS MOTEHLIAHOI 3arpo3n 6e3neli MmexaHiam
BUAB/IEHHA BTOPrHEHHA BWUAAE CUTHan TPMBOrW, W06 cCUCTEMa Ta MeHe[Kepu 3acToCyBav
BIAMOBIAHI MexaHi3MW pearyBaHHS.

3i 36inbweHHAM 06’emy Tpadiky loT Ta wWymiB, METOA BUWSBNEHHS aHOMasii, Lo
'PYHTYETbCA Ha TpaAuuUinHOMY MalUMHHOMY HaBYaHHI, CTMKAETbCA 3 Mpobnemamy HU3bKOI
TOYHOCTI Ta HWU3bKOT HafiiHOCTI BWUYYEHHS K/HOYOBMX O3HAK, LU0 3HMXKYE MPOAYKTUBHICTb
BUAB/IEHHA aTak MepeXeBMX aTak. TOMY 3apa3 aKTMBHO pPO3BMBAETLCSA METO[ BUSB/IEHHS
aHoMaJlin, Wo I'pyHTYeTbCS Ha rMnbokomy HaByaHHi [10,11].

Pag AOCNIAHMKIB 3BEPHYNM YyBary Ha opraHisauiiiHi acnekT BNpOBaKEeHHS CUCTEM
Kibep3axucty gna mepex loT. 3okpema B po60Ti [12] 3amponoHOBaHO CUCTEMY BUSBJIEHHS
aHoManii Ta igeHTUiKayii NPUCTPOIB PO3YyMHUX OYAMHKIB i3 3aCTOCYBaHHSAM KOMEKTUBHOI
KOoMyHiKauii. CyTb HOBOro nigxoAy B opraHisauii 6e3neku po3yMHUX OYAUHKIB, AKe nepefdavae
X 00’eHaHHA Y KnacTepy, LLO Jae MOX/IMBICTb He TifIbKM 06’€AHATV pecypcy BMACHWUKIB ANs
BMNPOBAMKEHHA CUCTEMU 3aXMCTY, afie Le il oTpumaTn Bifibll BUCOKWIA PiBEHb AOCTOBIPHOCTI
BUAB/IEHHA BTOPrHEHb. AKLLO Lie MOX/IMBO, TO Lie 6e3yMOBHO CNYyLUHA ifes.

MeTa i 3agadi ocnimkeHHs

MeTolo pob0TN € OTPUMaHHA MeTOLY BUAB/IEHHS BTOPrHeHb B Mepexy |0T, Ha OCHOBI
BUSAB/IEHHS aHOManiin B MEPEXXEBOMY MOTOLi AN Cy6’eKTa, AKWUIA, HE MatO4YX 3HaYHUX Pecypcis,
bakae oTpumath cCUCTeMy 3axucTy Mepexi 10T, wWo 3a4oBofibHANA 6 BMMOram OGinbLIOCTI
NoniTMK 6e3neku.

LLInsixiB BUpiLLEHHS NpobieMy 3aXMCTY Bif BTOPrHeHb AeKifbKa.

1. CamocriliHa po3pobka. Lle gocuTb JOBrUiA i BUTPaTHWIA WASX, WO nepeabavyae CTBOPEHHS
KOMaHAW aHaniTukis, nporpamicTis Ta IT- cnevwianicTis.

2. Mocnyrn cneyianizoBaHux opraHisauiii, ski HagatoTb BCi He06XigHi mocnyrn pasomM. Ha
nepwnii nornsag ue Burnagae Ginbll epeKTMBHMM, Y TaKOMy pasi YMOBHa KOMMaHis nuLle
HanalLTOBYE B CBOIV Mepexi nepeagpecalito NakeTiB B OTOYEHHS creliani3oBaHoi KOMnNaHii, ae
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crevyiasnizoBaHa KOMMNaHisA TX aHanisye Tta HaACcuIae 3BiT MPO MOXMBI BTOPrHeHHA. MpoTe TyT
MOXYTb CTaTV Ha 3aBafi MONiTMKM 6e3nekn, AKi MOXYTb 3a60POHATM TPETIM CTOPOHaM MaTu
MOBHe 6a4eHHs BCbOr 0, LU0 Bif6yBaeTbCA Y BHYTPILLUHIA Mepexi KoMnaHii,

3. MpupabaHHsa IDS a6o IPS. Take pilleHHs ofHaK MOTPebye 3HAUHUX BUTPAT Ha BMNPOBa)KEHHS.
HaBiTb, SKL0 BMKOPMUCTOBYBATY PilleHHS 3 BIAKPMTUM KOAOM, Taki ik Snort, Suricata a6o Bro
IDS.

MeTa LbOro AOCMIIKEHHS MONArae, y 3HaXO[KEHHI MOXNMBOCTEN piLlLEHHS, sike He byae
notpebyBaTy Bif, YMOBHOI KOMMaHii 3HaYHUX OKOLXKETHUX Ta YAaCOBMX BUTPAT, a TaKOX He byae
cynepeynTm BiNbLUIOCTI MONITUK 6e3MeKu.

OCHOBHa YacTuHa

Y CcyyacHMX KOPropaTMBHUX Mepexax AN PO3MEeXyBaHHA AOCTyny [0 Mepexi
nepeBaHO BMKopucToBYKOTb AAA (authentication, authorization, accounting) cepsepu [13].
BpaxoBytoun Lo 06CTaBUHY, B AaHii po60TI NPOMOHYETLCA HACTYMHE PilLEHHS: BXE iCHYHouI
AAA cepBepy HanawiTyBaTW [4N1S NepeHanpaB/eHHA 3anuTiB 06/1iKy Ha BXe PO3ropHyTi Ta
HanawToBaHi AAA cepsepu. Lli AAA cepsepn pobndTh nonepeaHto 06pobKy AaHWX 061Ky,
CTaHAapT130BaHy A/ BCIX IHPPACTPYKTYp, Ta 3aBaHTaXYTb 06p06/IeHi faHi B LLeHTp 06pobKu
faHux. B uUeHTpi 06pobKM OTpMMaHi [daHi aHani3ytTbCA Y peasibHOMY 4aci MeTojamu
MalUMHHOMO HaBYaHHS, Ta Yy BWNaAKy BWSABNEHHS aHOManii HafcunaeTbCA BIAMOBigHE
MOBIAOM/IEHHS.

PaKTUYHO, 3anpornoHOBaHe pilleHHA He 6yae noTpebyBaTM MPaKTUUYHO HKOAHMX
[00aTKOBUX OKOMDKETHUX BUTPAT, a Ti/IbKM He3HauyHi BUTpPaTM Yacy [NA HanalTyBaHHS
nepeagpecauii gaHmx o06niky Ha AAA cepBepi. Y TOi Xe uyac AaHi 067iKy BXe MarTb
CTaHAapT130BaHWUiA opmaT Ana 6yab-SKOro NPUCTPOLO, BigMOBIAHO NonepeaHs 06podka AaHmX
Oyfe 04HaKOBOW 4515 6yAb AKOT IH(PACTPYKTYpPU.

Mepeixa Kni€eHTa Mepeja npoekty
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Puc.1. 3arasbHa apxiTeKTypa 3anponoHOBaHOI0 PilLIEHHS

AAA cepsep nigknoueHnii 4o Active Directory Domain Services KoMnaHii i KoM KopucTyBad
MiAKNOYaETLCA A0 MepeXi 3i CBOIMM 00MIKOBMMU JaHMMKU, MepexeBa cucTeMa 36epiraHHs
paHunx(Network attached storage) NAS nepeHanpasnse uei 3anuT Ha AAA cepsep, a cepeep B
CBOKO Yepry MepeBipse uM € Takuii KOpWUCTyBay B AMPeKTOpii i BigNOBIAHO [03BONSIE abo
3a60poHAe gocTyn Ao mepexi. 10T-NpUCcTpol TakoX NiAKIYaTbCA A0 Mepexi yepes AAA
cepeepy, OfHaK OCKi/IbKW [asieKo He 3aBXAW AN8 € HUX MOX/MBICTb BBECTU JIOTIH Ta Maposib,
BOHU MigkntoyatoTbea vYepe3 MAC aBTeHTU(iIKaL 0. ABTeHTUdIKaLiA NPUCTPOIB Bif0yBaEThLCH
Ha OCHOBI X pisnyHUX MAC-agpec.
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Knio4yoBumM MOMEHTOM TyT € Te, Wwo AAA cepBepy MpusHaveHi ana 360py AaHUX npo
BUKOPUCTAHHA MepeXi KOXXHUM OKpeMUM MpucTpoeM. OfHak B AaHiii poboTi NPOMOHYeTbLCA
BMKOPWUCTOBYBATW [aHi 061iKy AN BUSBNEHHS aHOMaTii.

Moganblia KOHKpeTM3aLis 3anporoHOBaHOro pilleHHA noTpebye Bubopy AAA

MPOTOKO/Y 3 MHOXWHN MOX/IMBUX Ta BUGIP MeTOLY BU3HAYEHHS aHOManiin. OCKifbKX i eTanu
He B3aEMOIMOB’A3aHI IX MOXXHa BMPILLyBaTh MOCNiL0BHO.
Y cCcy4yacHUX Mepexxax BWKOPUCTOBYKOTb [iBa OCHOBHUX pilleHHAa and AAA: Remote
Authentication Dial-In User Service (RADIUS) Ta Cisco's Terminal Access Controller
TACACS+ npotokonu. IcHye we i TpeTii AAA-npotokon, Bigomnii ik DIAMETER, sikuii
MepeBaXkHO BMKOPUCTOBYETLCA MOOISIbHUMYK onepatopaMu. [asi KOPOTKO OXapakTepu3yeMo Lii
piLLeHHA. PYHKLiOHabHI MOXMBOCTI AAA NPOTOKO/IB NpuBeLeHi B Tab/1.1

Tabnnuya 1
®yHKUioOHaNbHI MOXMBOCTI AAA NPOTOKONIB
MpoTokon RADIUS TACACS+ Diameter
PyHKLis
ABTeHTUDIKaLiA 34iACHI0ETbCA WNA- | Mae Tpu Tunu nakeTis: | KnienT  (To6T0  NAS)
XOM fewimgpyBaHHA naketa 3anuty | Start, Continue, Reply. | Haacunae 3anuT Ha asTe-
poctyny NAS, asTeHTU(IKaLii mpKepe- | KNiEHT MouvMHae aBTeHTU- | HTMGIKALIO cepsepy, LUO
.g na NAS Ta nepeBipku napameTpis 3a- | ikauito 3 naxketa «Start», | MiICTUTb KOMaHgy AA-
S nUTYy JOCTyny Ao (haliny KopucTyBava. | AKWil onucye Tun aBTeHTM- | Request (AAR), igeHTu-
=t MoTim cepBep MoBepTae OAHY 3 TPbOX | hikauii, Ky NOTPiObHO BW- | (hikaTop ceaHcy (session-
= BiANOBiAeA aBTeHTW(iKaLii: access- | koHaTn. Ana npoctux Tu- | ID), agpecy Ta iM’a xocTa
é accept;  access  -reject;  access- | MiB aBTEHTU(iKaLUil, TakUX | KMiEHTa, 3a AKAMWU Chli-
[ challenge. AK PAP, MakeT TakoX MOXe | AyloTb iM’a Ta naposib
< MiCTUTH ileHTU(iKaTop | KOpMCTYyBaya Ta 3HaueHHs
KopucTyBaya Ta Maposib. | CTaHy.
Cepsep Bignosigae TMNom
nakety «Reply».
ABTOpU3aLlis He € OKpeMoto (hyHKLieto | ABTopusauis B TACACS+ | 3annTn Ha asTopu3auito
B npoTtokoni RADIUS, BoHa € NpOCTO | 34INCHIOETLCA 3a AOMOMO- | MakTb BMKOHYBATNCS
=~ YaCTMHOK BIANOBIAI aBTeHTUMIKALIT. | FOK nap aTpubyT / 3HaYeH- | NPOTArOM iCHytO4Oro
'% Konun cepeep RADIUS nepesipse 3a- | HA 3anuTy (Request) Ta | ceaHCy; iX He MOXHa Bu-
2 MWT Ha JOCTYM, BiH NoBepTae KnieHTy | Bignosigi (Response) Ans | KOpWUCTOBYBaTU [ANs iHi-
=3 NAS yci atpmbyTy NigKNOYEHHS, 3a- | BCTAHOB/MEHHS NpaB LOCTY- | LiOBaHHS CeaHCiB, ane ix
& 3HaYeHi y (haiini KopucTyBaya. My Ta NpWBINeEiB, 3BOPOTHO- | MOXXHA nepecunatn  3a
< ro BUKAMKY, inbTpayii | ZOMOMOrot MPOKCi-
BXiAHUX 1 BMXigHWX nNake- | cepsepa Diameter.
TiB Ta iH.
O6nik RADIUS 36upae gaHi ana cta- | Ha gogady ao craHgapTHuUX | MepeBuLlye 00/iKOBI
— TUCTUYHUX LiNeA, MOHITOPUHIY Npu- | 06MIKOBUX AaHWX, AKi nig- | moxnmeocTi RADIUS i
'@ g CTPOIB B Mepexi, a TakoX BUKOPUCTO- | TPUMYE RADIUS, | TACACS+, 3a paxyHOK
§ Q BYETbCA [ANA TOYHOro BWCTaBneHHs | TACACS Mae MOXAMBICTb | OMLIA MOHITOPUHIY Mo-
35 ; paxyHKiB KOpMCTyBayam. 3anucy nofiin, fika MoXe | Aiid, nepiognuHi  3BiTK,
o S 3anucyBaTv 3MiHW Ha CUC- | Mepefadvy 3anwucis y pea-
TEMHOMY piBHI npaB [A0C- | MbHOMY Yaci Ta iHLUi
Tyny abo nNpuBineiB.
[103BONA0Tb BUKOHYBATW POMb MPOKCi- | Po3wmpeHi ¢yHKuii asTe- | MigTpumky JeKinbka
cepBepa AN 3anuTiB KNIEHTIB, nepecu- | HTU(IKauii Ta aBTopm3auii | KOHirypauin MPOKCI,
5 natoum ix Ha cepsepu B iHWux gome- | TACACS B HOMy BOHU | BK/IKOHaKOHM ,Fl'Bi Mo,qen_i
g ] Hax aBTeHTU®iKauil. [epecunaHHa | 3HAYHO MokpauleHi BigHoc- | RADIUS i gBi fOAaTKOBI
5= MOXe I'PYHTYBATUCS Ha pAgi KpUTeEPIiB, | HO  (PYHKUiA  NpoToKony | Mogeni 6pokepis..
5':% BK/IIOYAlO4M iMeHOoBaHWin abo Homep- | RADIUS  3aBgsku  ABOM
== HWiA gomeH. Lle 0cob6nMBO KOPMCHO, | CreuianbHUM  MOX/IMBOC-
KOMW ELUHWIA MOAEMHWIA NyN € CNiNb- | TAMU: PEKYPCUBHUM MOLLY-
HWUM 415 Big4inis abo opraHisauii. KoM i BuKnukom (callout).




IHPOPMATUKA TA MATEMATWYHI METOAW B MOAENMKOBAHHI = 2022 = Tom 12, Ne 1-2

MopiBHAHHA AAA-NPOTOKO/IB

Knientamn AAA-cepsepiB € npucTpoi goctyny o mepexi (NAS). BoHU nepefaroTb
iH(hopMaLito Npo KopucTyBaya Ha cepeep AAA i fitoTb BiZNOBIAHO A0 BiAMNOBIAEN, AKi noBepTae
cepsep. CepBepy OTPUMYIOTb 3anMUTVM  Ha MIAK/IOYEHHA KOPWUCTyBaya, aBTEHTUQIKYIOTb
KopucTyBaya i nosepTatoTb NAS iHhopMauito npo KoHdirypawito, HeobxigHy AN HafaHHS
nocnyr Kopuctysadesi. Lif iH(hopmaLis MoXe BK/OYAaTU TPaHCMOPTHI napameTpu, napameTpu
MPOTOKONY, AO0AATKOBI BUMOrM aBTeHTUdiKauil (3BOPOTHIA BMKAMK, SecurelD), AMPEKTMBU
aBTopm3ayii  (403BOSIEHI MOCNYrW, 3acToCyBaHHA (ifbTPiB) Ta BUMOrM Ao 06/iky. Lli
(PyHKUiOHaNbHI AKOCTI NpuTaMaHHi yciM TpboM 3 nepeniyeHnx AAA-npoTokonis. [MpoTe
ICHYIOTb | CyTTeBi BigMiHHOCTI. [ani oxapakTtepu3yemo ix 6a30Bi (PYHKUiT: ABTOpU3aLlif;
ABTeHTU(iKaLia; O6niK; [logaTKoBi MOX/IMBOCTI.
Bnbip AAA NpoToKO/y A/151 3anponOHOBAHOI0 PilLEHHS

KoxeH 3 TpboX po3rnisHyTMx AAA NPoTOKO/IB Ma€e CBOT nepesary Ta Hefo/iKK, TOMY TX
[0CUTb CK/MaAHO MOPIBHIOBATU. HAKWIA 3 HUX 06paTh A4N1s peanisalii 3anpornoHOBaHOr o PilLeHHsA?
Hanpuknag, nepesarn npoTokony Diameter B po3LUMPIOBAHOCTI Ta YOTUPU BapiaHTW
MPOKCYBaHHA 3anuTiB, He € TakKMMK 3HayyLWMUMK, KOMM YMOBHa KOMMNaHifs MNpoCTO Xoue
HanawTyBaT 6e3neyHnidi AOCTyn A0 Mepexi. Konm agmiHicTpaTop Mepexi KommaHii xoue
HanawiTyBaT 6e3neyHnii MepexxeBuii AOCTYN A0 PecypciB, TO MO0 Mano XBW/IOE MOCWJIEHI
MOX/IMBOCTI pO3LUMPIOBaHICTI Ta nepeagpecaii. BiH 6axae, W06 npautoBana aBTeHTUGIKaLiS |
aBTopm3auis, TyT i 3apas, i 6axaHo 6e3 rMb0oKOro 3aHypeHHs B KOHQirypauiiHi tainim, wo
BnacHe i NoTpi6bHO ana mepexi loT. Tomy Tpeba 0bpaTv KpuUTepii, HA OCHOBI SKMX MOXHa
06’eKTMBHO 06paT AAA NpoTOKON, KW 61 Halikpallle Bignosigas 6w AaHii 3agadi. Ha Haww
nornag TakUMW KPUTEPIAMW MOXYTb CNyryBaTW HACTYMHI XapakKTepPUCTUKU:  MOXIMBOCTI
rnepeafpecauii 3anuTiB; AeTa/ibHICTb 00/1iKY; LWBWAKICTb; NIATPMMKA BUPOOHMKAMU MEPEXKEBOI0
06nagHaHHS; PO3MOBCIOMKEHICTb. [aHnil Habip KpuTepiiB [LO3BONSE OLHIOBATM Pi3Hi acnekTu
3acTocyBaHHs AAA NPOTOKO/IB B Mepexax, 30KpeMa i B Mepexkax 10T. BigTak, AKLLO0 KOXHUIA 3
KpUTepiiB OLiHUTA KiNbKICHO, TO MW 3MOXEMO 06’€KTUBHO OLIHUTU KOXHWIA 3 NPOTOKONIB i
3p06uTK 06I'pyHTOBaHMIA BMGIp. OfHaK, Npyu LbOMY MU MaeMO cnpaBy 3 6araToKpuTepiasbHO
3agadeto. | TOMy MaemMo 3aCTOCyBaT penieBaHTHUIA MeToA ANs T po3B’sa3Ky. [1s 06rpyHTYBaHHS
BMOOPY MpOTOKO/y OYB 3aCTOCOBaHWA MeToq aHanisy iepapxin(MAI). MeTtog aHanisy iepapxii
ABNAE COOOK MeTo4 MPUAHATTA PpilleHb iepapxivyHOl KOMNO3WLii 3afadvi Ta EeKCrepTHOro
peTUHIyBaHHSA. [licna Toro, K iepapxig nobygoBaHa, 0CO6OM, WO MPUAMaOTb PiLLEHHS,
CUCTEMATUYHO OLIHIOKOTb PIi3HI TT e/1IeMeHTK, NOPIBHIOKYUM X OAMH 3 OAHMM NOMapHo, 3 Orisay
Ha X BM/IMB Ha eNeMeHT Hag Humu B iepapxii. CyTb MAI nonsrae B NOELHAHHI eKCrepTHUX
OLHOK Ta CTPOruM (hopMasibHUM asropuTMOM BU3HAYEHHS KpalLoro Bu6opy 3 MOXmBux. B
PO/ eKCNepTiB BUCTYMaIM MEPEXeBi agMiHICTPaTopu KOMMNaHIi, B SKUX BUKOPUCTOBYBA/IMCb
onucaHi suwe AAA NpoToKO/N.
MobypnoBa iepapxir.
Ha puc. 2. npefcTasneHa nobygosaHa MAI iepapxis A1 BUPILLEHHS 3ajadvi BMOOPY Kpalyoro
AAA npoTokony ans inei gaHoi po6oTu.

OB6paTth Kpawuin
NpoToKoN ANA winen
naxoi pobotm

Uine

nigrpumka
BUPOOHUKaMM
MepeKeBora
obnagHaHHA

MosknusocTi
nepeagpecadil LWBmakicTe JeTansHicTe 0GniKy
sannTie

PosnoBclg#eHICTb

1
l

Tpwn AAA npoTokonun Tpwn AAA npoTokonv Tpn AAA npoTokonn Tpu AAA nNpoTokony Tpwn AAA npoTokonu

MAl iepapxis
Kputepil

AnbTepHaTMBN

Puc. 2. MAI iepapxis ons 3agadi Bnéopy AAA nNpoToKony
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[ani 6yno 34iliCHEHO NOPIBHAHHA KpUTepiiB NO WKani BigHoweHb CaaTi Wofo Toro,
HaCKIi/IbKN BOHW Ha AYMKY eKCrepTiB BaXK/IMBI.

Ha oCcHOBI Cyf)KeHb eKcrnepTiB, NpeAcTaB/ieHNX B Tabn. 2, 6yno BU3HAYEHO NPiOpUTETH
A1 KpUTepiiB, 3a AKMMU BYAYTb NOPIBHIOBATUCS KOXEH TPbOX NPOTOKONIB

Tabnuus 2
Pe3y/bTaT nonapHMX NOpPiBHAHL KPUTEPITB eKcriepTaMu
- MoxxnusocTi nepe- | [eTaNbHIiCTb MigTpyMka BUpobHMKamu | Po3noBcto-
KpuTepin — . . . .
- afpecauii 3anuTis 06niKy LLBnakicTb | MepeXeBoro o6nagHaHHa [PKEHICTb
Kputepin
1 2 3 4 5
1 1 2 5 1/3 1/5
2 1/2 1 4 1/5 1/7
3 1/5 1/4 1 1/7 1/7
4 3 5 7 1 2
5 5 7 7 1/2 1

Hani 6yno 34ilACHEHO ronapHe MOPIBHAHHA BCiX Tpbox AAA NpOoTOKONIB 3a
BU3HAYEHUMW KpUTEpPisMU. Ha OCHOBI JaHWX, OTPUMAHMX Ha KPOKax MorapHoOro MopiBHAHHS,
6yno ChopMOBaHO rn06asbHI NPIOPUTETM ANA KOXHOI 3 afbTepHaTUB. IX 3arasibHa cyma
CTaHOBUTL 1, TO6TO croyaTKy 6yna npoBefeHa npouenypa HopMmyBaHHA. KoxxHa afbTepHaTvBa
Ma€e rnobanbHWin NpIOpUTET, WO Bignosigae 1i «BiAMOBIAHOCTI» BCIM CY[)KEHHSIM EKCNepTiB
LWOAO PO3rNAHYTUX KpUTepiiB. nobanbHi NpiopuTeTM BCIX aNnbTepHaTUB NpeacTaseHi B Tabn.3.

Tabnuusa 3
"nobanbHi NPiopUTETA BCiX aNbTepHATUB
KpuTepiii MoxnuBoCTi [JetanbHicTs | LLBna- | MigTpymka Bupo6bHuKamuy |Po3noscto-| MnobaibHui
MpnTokon nepeagpecauii 3anuTis|  06MiKy KICTb | MEepeXXeBoro 06i1afHaHHA | MKeHICTb | npiopiTeT
RADIUS 0.037 0.008 0.023 0.305 0.258 0.631
TACACS+ 0.010 0.018 0.004 0.061 0.077 0.170
Diameter 0.084 0.057 0.010 0.027 0.022 0.200

RADIUS npoTtokon 3 rnobanbHmMM npioputetom 0.631 Kpallle 3a iHWIi NPOTOKOM
NigxoanTb ANA Linei gaHoi poboTu.

EkcnepnMeHTa/1bHI AOCNIIKEHHSA

3 MeTOK OUiHIOBaHHA e(EeKTUBHOCTI BUSB/IEHHSI aHOMasliil Ha OCHOBI BMKOPUCTaHHSA
AAA npoTokonis 6yno npoBeAeHO cepitdo BMNpobyBaHb. CnoyaTKy HeO6XiAHO MpPOBECTM
[OCNIKEeHHS NpuaaTHICTI nakeTiB 06niky RADIUS-npoTokony Ans Ansa TPeHyBaHHS MOoAenein
MaLUNHHOIO HaBYaHHS MO BUSIBMIEHHIO aHOMaili B TpadiKy MoBigoMaeHb. [ns TeCTyBaHHSA 6yno
BukopuctaHo pgatacet UNSW_NB15-dataset [13] 3 Habopom wkigimeoro M3 Ta 3pasku ix
Tpathiky Ta Hewkigimeoro M3. Jani Takox OynM npoTecToBaHi PisHi mMogeni MalUMHHOrO
HaBYaHHS 3 METOK) OL|iHKM AAKOCTi PO3ni3HaBaHHS aHOManil.

Ha6opn gaHnx NIDS MoXKHa KOHLeNTyanizyBaTu K pensauiiiHi faHi, SKi MOXKHa BBaXXaTu
TabNMMYHUMK JaHUMK, TOBTO HabopaMmn 3anuciB faHUX (TaKOX BM3HAYEHUX SK BEKTOPU, NOAIT,
3pa3km  abo CrOCTEepPeXXeHHs), KOXeH 3 AKMX CKNafjaetbCs 3i  KOMOHOK  (TO6TO
aTpunbyTie/061acTiB) 3 Pi3HUMK TUMaMKU AaHUX, TaKUMKU SK Lifi, 3 N1aBa0y0r TOYKOH, GiHapHI
abo KateropianbHi faHi. Y BuNagKy BXigHWX 6aratoBapiaHTHMX [aHUX, Te, UM € TXHi
XapaKTepUCTUKN O4HAKOBUMW UM Pi3HUMW TUNaMW AaHWX, BU3HAYaE 3aCTOCOBHICTb METOfiB
BUSIB/IEHHA aHOMani gna ix 06pobkun. dopmat nakety RADIUS-npoTokony[14] nokasaHO Ha
Puc.3.
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Puc. 3. ®opmaT nakety RADIUS

ATpnbytn RADIUS MiCTATb KOHKPETHI BIiOMOCTI Mpo ayTeHTUikalito, aBTopm3aLito,
06/1iK | KOHirypawito o1 3anuty Ta Bignosigi. ATpubytn 06miHTLCA MK NAS i cepBepom.
KoxeH aTpubyT nos’si3aHWiA 3 HabOpOM BNAacTUBOCTEN, $SKi BM3Ha4atOTb, SK MOro
iHTepnpeTyBaTW. HaiBaXK/IMBILLIOK BNACTUBICTIO € TUM AaHUX, AKAWA OrO/oLYE TUMN LaHUX, SKI
ileHTUikye aTpnbyTt (pAgoK cumeonis, wine yucno, IP-agpeca abo BMXifgHI ABIVKOBI faHi).
IHhopmaLis, AKa nepesaeTbca pasoM i3 3anMTOM, ynakoBaHa B Habip nap atpubyT/3HayeHHs
(AV-napn, abo AVP), AKi cknafaroTbCa 3 HOMePIB aTpubyTIB Ta MOB’A3aHMX i3 HUMU [aHUX.
Takum ynHom, RFC 2865 (CTtaHAapTHWUIA Tpek) BM3HaYae ayTeHTU(iKalilo Ta aBTopu3alito, a
06n1iKoBa YaCTMHa BM3Ha4YeHa B iHopmauiiHnx RFC 2866 i 2869. € we 6arato aTpnbyTiB.

He BCi nons B LbOMy Habopi AaHMX BiAnoBifaroTb Nonsm naketis 06niky RADIUS-
npoTokony. B Ha6opi gaHnx UNSW_NBI15 HasiBHI nons, ski HEMOXMBO Gyde oTpumMati 3i
cTaHgapTHoro Tpadiky o6niky RADIUS. BignosigHO 415 HaBYaHHA Mogeni Taki nons He
OyayTb BUKOPUCTOBYBaTUCL. HEoOXigHO BpaxyBaTy, WO Leil gataceT (haKTUUYHO SIBASE COOOH
Habip nepexonseHNX nakeTis, a o06nik RADIUS Bigobpaxkae CTaTUCTUYHI JaHi npo
BUKOPUCTaHHSA MepeXi NeBHUM NPUCTPOEM 3a NEBHUIA Yac. ToMy 414 3a6e3nedeHHs MOXIMBOCTI
KOPEKTHOro TpeHyBaHHS MOfe/1eil MalUMHHOro HaBYaHHA Tpeba NPoBeCTU MornepeaHto 06pobKy
patacety UNSW_NB15. NMonepeaHs obpobka BKAOYaE TaKi ornepauil, AK OYMLLEHHA OaHUX,
fefynnikaudis, arperayis ta Hopmanizauis fgaHux. B KiHUEBOMY paxyHKYy MW OTPUMYEMO
HopMani3oBaHi i CTaHAaPTM30BaHI fjaHi NpefCcTaB/ieHi Ha puc. 4.

dur spkts dpkts shytes dbytes rate sttl dttl sload dload
-0.208678 -0.130765 -0.165331 -0.046480 -0.098409 -0.002151 0.722026 -0.751628 0.590935 -0.27285
-0.208679 -0.130765 -0.165331 -0.039194 -0.098409 0.210460 0.722026 -0.751628 4.363255 -0.27285
-0.208679 -0.130765 -0.165331 -0.043188 -0.098409 0.678204 0.722026 -0.751628 4.220037 -0.27285
-0.208679 -0.130765 -0.165331 -0.044155 -0.098409 0470318 0.722026 -0.751628 2.850314 -0.27285
-0.208678 -0.130765 -0.165331 -0.037100 -0.098409 0.054546 0.722026 -0.751628 4.198501 -0.27285

W N = O

Puc. 4. HopmanisoBaHi faHi 3 gatacety UNSW_NB15

[ns npoBefeHHS MalUMHHOIO HaBYaHHA HeobXiAHO nigibpat Habip napameTpiB
fatacety SiKMA 6K [03BOMMB [AOCATHYTW KOMMPOMIC MK MOX/MBOCTAMU opmMaTy 06/iKy
npotokony RADIUS Ta A0OCTaTHbO BUCOKMM PiBHEM BWSB/MEHHS aHoManiii B mMepexi loT. B
rMepLly Yepry Lie MoXHa 3p0buTr 3a paxyHOK BUK/THOYEHHS CYTTEBO CKOPE/IbOBAHUX MOKA3HUKIB.
[MoporoBoK BENMUYMHOK TAKOrO BU/YYEHHS B JaHOMY AOCMIMKEHHI 6yna 3HayeHHA Kopenauii
0,5 3a MipcoHom. Hanpuknag, po3paxyHOK Kopensuii nokasas, wo Mix spkts ta sloss, dpkts
(KinbKicTb NakeTiB BignpaBneHnx Ao mxepena) Ta dbytes (Big NpU3HavYeHHs A0 BUXigHUX GaliTiB
TpaH3akuiv), tcprtt Ta ackdat (yac BctaHoBneHHA TCP-3’eaHaHHA, Yyac MixX nakeTamm SYN_ACK
Ta ACK) nepesuwyytotsb 0,9, i icCHye TpuBania No3vTMBHA KOpenAaLia. 3 iHWoro 60Ky Kopensuis
Mi>K nokasHukamu spkts i state, dbytes i tcprtt meHwe 0,1.
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Kpim TOro, MeTofnKa MallMHHOI0 HaBYaHHA rOBOPUTB LLLO KpaLLmnii pe3ynbTaT 6yae Tog,
KONW eHTponis, TO6TO NepemMillaHiCTb 03HaK byae skoMora MeHLWwor. KiflbKiCHUM NOKa3HMKOM
nepemillaHocTi CnyXXuTb gomiwka JxunHi(DS).

n
DS 1 . p? Q)
[ Pi - 4aCTOTK NPeLCTaBHUKIB Pi3HWNX O3HAaK.

Jomiwka [KWHI TOBOPUTb HaM MPO «3abpYLHEHICTb» MHOXUHU BMOOPY. 3HVKYHOUM
LOMILLKY [DKiHI, MU MOXEeMO 3 YMeBHEHICTIO 3p06UTY BMUCHOBOK, L0 YMCTOTa 6yae GifbLue, a
OTXe, BULWMIA LaHC Ha OAHOPIAHICTb MHOXMHMW. YMM MeHLle 3HaYeHHs! AOMILKN [KUHI Ans
O3HaKW, TUM MeHLUe 3abpy[HEHICTb 06’€KTa B Habopi AaHMX i TMM Oyde Kpalle HaBYa/bHUIA
ereKT A1 03HaKM.

Mpoueaypa Big6opy o3Hak Oyna nposedeHa y ABa etanu. Ha nepwomy etani 6ynm
BiflibpaHi BCI 03HaKM 3 MOPOroBMM 3HAYeHHAM KoedivieHTa kopenauii 0,5. Ha gpyromy etani
Oynn 3a1MLLEHi came Ti 3 HUX, SKi Ma/in BiANOBi4HE MeHLUe 3HaYeHHS AOMILKN [KMHI.

B pesynbTati npoueaypu Bigbopy 3 Habopy gaHmx UNSW_NB15 B gaHili po6oTi 6yno
06paHO HaCTYMNHI 03HaKW 415 NoAasbLLOr0 HaBYaHHS MOAENI:

dur - TpuBanicTb 3'€HaHHS;

sload - KinbKiCTb BUXIAHMX BITIB B CeKyHAY (BXiAHE HAaBaHTaXXEHHS);
dload - KinbKiCTb BUXiAHMX BITIB B CEKYHAY (BMXIiAHE HABAHTAXKEHHS);
dpkts - KifilbKIiCTb MakeTiB Bif NYHKTY NPU3HAYeHHA 00 JXKepena;

spKts - KifIbKiCTb NakKeTiB Bif, Mkepena 40 Npu3HaveHHs.

XapaKTepHo, L0 BCI Ui aTpubyT BU3HAYAKOTLCA aBTOPaMU faTta CeTY K OCHOBHI.

ExkcnepumeHTW, npeactasfeHi y Uil poboti, nposefeHo Ha Dell Inspiron 15 3000,
3aBaHTaXXeHOMY 3 onepauiiHoto cuctemoro Windows 10 3 npouecopom: AMD A6-6310 1800 MIy,
1,80 I'"u. Mogeni ML 6yaytoTbCs, HaBYaKOTLCA, OLIHIOKOTHLCA Ta TECTYHOTbCS Ha 6a3i 6ibnioTek
Scikit-Learn,pandas Python. [ns (opMyBaHHS HaBYa/bHOI Ta TeCTOBOI BMOIpPOK Oysio 6yno
HanalToBaHO AIK HaBYa/IbHWUIA Habip Ta Habip Ans TecTyBaHHS, a came, UNSW_NB15 training-
set.csv Ta UNSW_NBI15_testing-set.csv BignoigHo. KinbKicTb 3anucis y HaBYa/lbHOMY Habopi
cTaHoBMTb 175 341 3anuc, a y TeCToBOMY Habopi — 82 332 3anuciB pi3HNX TUNIB, aTaKylunx Ta
3BUYaHMX.

O6’ekTamMu 45151 BUSIB/IEHHS BY/IM HACTYNHI Pi3HOBMAM aTak:

Fuzzers; Analysis; Backdoors; DoS; Exploits; Generic; Reconnaissance; Shellcode; Worms

Ana igeHTndikayii atak 6ym obpaHi HACTYMHi anropuTMu:

[epeBo piweHb; Random Forest; baratowaposuii nepuenTpoH; Gradient Boosting;
Classifier Support; Vector Classifier

[na Bepudikayii TOYHOCTI Mofeneinl BUKOPUCTOBYBCA METOL MEPEXPECHOI MepeBipKu.
IMig vac HaBYaHHA Mofesi Habip JaHMX Po36MBABCA Ha PIBHI anpPOKCMMOBaHI CerMeHTW. IMoTim
KOXXEeH CEermMeHT BWKOPUCTOBYBaBCA [NA MepPeBipKM TOYHOCTI Mogeni, a iHWi CermeHTu
BUKOPUCTOBYBA/IMCA /19 HaB4YaHHA. lNpouefypa MOBTOPHOETLCA MOKM BCi CErMEHTU Habopy
[aHnX He 6yaYyTb BUKOPUCTaHI 41 NepeBipKN TOYHOCTI.

[ns 06’€KTMBHOT OLiHKN €e(heKTUBHOCTI a/rOpUTMIB MalUMHHOIO HaBYaHHA B [AaHiii

poboTi 6yna BMKOpMCTaHa K/acMyHa Tpiaga 3 TPbOX MOKa3HWUKIB: KifIbKICTb MNpPaBUIbHNX
BignoBigen (Precision); nosHoTa (recall); F-mipa — noegHye NOBHOTY Ta BAyYHiCTb.Precision
MOXHa iHTeprnpeTyBaTV SIK 4acTKy 006'€KTiB, Ha3BaHWX KIacuikaTopoMm MO3UTUBHUMM i Npu
LibOMY AiiCHO NO3UTUBHUMMW, a recall nokasye, SiIKy YacTKy 06'€KTiB MO3UTUBHOIO Knacy 3 YCix
06'eKTiB MO3UTMBHOrO KNacy 3HaiLLIOB anropuTM.
Pe3synbTar Ta 06roBopeHHs

Bynu nposeaeHi KOMMN’HOTEPHI pPO3paxXyHKU AN KOXHOI 3 MOAenein MalMHHOro
HaBYaHHS ANa Po3ri3HaBaHHA KOXHOI 3 BU3HAYeHMX aTaK. B Tabnmui HagaHi pe3ynbTaTut OLiHKN
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e)eKTMBHOCTI anropmMTMiB HaBYaHHA 3a 3HAYeHHAM F-MipK, K arperoBaHoro Kputepis SKOCTi.
F-mipa (B 3aranbHOMY BUNazKy) € CepefHe rapMoHiiiHe precision i recall.

Tabnuus 4
Pe3ynbTaTu NepeBipKn TOYHOCTI

ANTOPUTM MaLLIMHHOTO HaBYaHHS — ﬂ?ﬁgsg EgFe(ict)m Ba;:;a;i%%ﬂ"ﬁ Sc:ggtifnné \S/:(E)tg?rt
Ha3ga ataku classifier classifier
Analysis 0,19 0,19 0,1 0,8 0,1
Backdoor 0,14 0,15 0,11 0,10 0,1
DoS 0,33 0,27 0,2 0,13 0,1
Exploits 0,69 0,72 0,72 0,73 0,69
Fuzzers 0,61 0,65 0,58 0,59 0,42
Generic 0,99 0,99 0,99 0,99 0,98
Normal 0,92 0,93 0,92 0,91 0,87
Reconnaissance 0,82 0,83 0,82 0,83 0,58
Shellcode 0,6 0,67 0,61 0,59 0,0
Worms 0,49 0,23 0,19 0,52 0,0

[nsa nobynosaHnx mofenein 6yB 3aCTOCOBaHWI METOL NMepexpecHol NepeBipKuM, a TakoX
O0yB BM3Ha4YeHMIn cepefHin 4ac Knacudikauii. Bci oTpumaHi pe3ynbTaTu nNpeAcTaB/ieHi B
Tabnmui.

Tabnuus 5
MopiBHAHHA Mofenel

Hasea anropuTM F-mipa FPR TouHicTb (NepexpecHa | Yac HaBYaHHS Yac knacudikauii

PATMY 1 0e) | (o) nepesipka) (%) © (M)
[JepeBo piwweHb 80.9 21.1 80,53 27,6 0,99
Random Forest 82,6 19,2 82,48 143,6 23,38
Baratowaposuii
nepLenTpoH 83,7 18,3 83,24 1082,8 2,54
Gradient Boosting
Classifier 82 19,9 81,8 3323,1 25,9
Support Vector
Classifier 76,8 25,7 76,54 715,1 0,89

AHanis Tabn. 5 nokasye, Lo ABa METOAN HaBYaHHs: Random Forest Ta GaraTolLapoBuii

MepuenTpoH MaeTb MeBHY MepeBary Yy MOPIBHAHHI 3 IHWUMKW MeTodamu. [puyomy
faraTollapoBuii NepuUenTpoH Mae Kpalyi pesynbTaTyt No TOYHOCTI. OfHAaK BiH NOCTYNaeTbCcs B
LUBMAKOCTI HABYAHHA [epeBYy pilLEeHb.

OTpumaHi Yy UbOMY [OCNI[KEHHI pe3ynbTaTv [03BOSIAKOTL  CTBEPAKYBATM  MpPo
MOX/IMBICTb BUSBMEHHSI BTOPrHeHb B MepeXi 10T Ha OCHOBI BMSIBIEHHSI aHOMasiil LUISXOM
aHanizy Tpagika 3a AAA NPOTOKO/IOM Ta [03BOMIAKOTb OKPEC/IUTU MpPaKTUYHE PILLeHHA 4NA
3axucty mepexi loT. OueBnaHO, B NogasbLLIOMy HeobxifgHO Oyfe Aewo NOKPaLMTL TOYHICTb
BUSAB/IEHHS aHOMaJTIiA.

MporpamHMiA NPOAYKT Ha OCHOBI MIKpPOCEPBICHOI apXiTeKTypu Oyae nocTaBAsaTUCA
KopucTyBayam fK SaaS. HAgpom  UbOro MiKpocepsicy € aBTopcbKa — nporpamall5], ska
BiANoBifaE 3a 06POOKY NAKETIB i B3aEMO/I0 3 MEPEXKEHO.
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BucHoOBKM
Y po60oTi npoBeaeHi AoCNiKeHHS NOWYKY Migxo4y BUSBNEHHS KibepaTak Ha Mepexi 10T
Ha OCHOBI aHaslidy aHomarnii B Tpagiky AAA NpoTokoniB. B npoueci 4oCnigKeHHsa 6yu:
MPOBELEHO aHai3 MOX/IMBOCTEN ICHYHOUMX MPOTOKOMIB [03BO/MB CHOPMY/OBATH
KpuTepii AKOCTI Ans 3af4ay BUSBMEHHS aHOManIM;
nocTaBfeHa i BuUpilleHa 3afjaya BMOOPY Halbinbw npuiiHaTHOro AAA nNpoTOKOny
METOLOM aHanisy iepapxii;
nonepesHs obpobka faHux gataceTy UNSW_NB15 3 MeTOK BUKOPUCTAHHSA JaHWX 415
MaLUMHHOIO0 HaBYaHHA LUAXOM MPOBEAEHHS [ABOXeTarnHol npouesypu Bifoopy 03HaKW,
WO Jano MOX/MBICTb HOpManidyBaTW Ta CTaHAapTM3yBaTW faHi ANnd nojasblioro
MaLUMHHOI0 HaBYaHHS;
NpoBefeHO KOMM’IOTEPHI  eKCMEepUMEHTU, B SKOMY Oyn0 MepeBipeHO MOX/INBOCTI
PiI3HUX MeTOAIB MalUMHHOIO HaBYaHHA ANa  BMSABMEHHA 9 pi3HOBMAIB Kibepartak,
3aikcoBaHMX B garta CeTi;
3arnporoHOBaHO NPOrpamMHe pilleHHA MOCTaBieHOl NPO6ANMU Yy BUMIAAI MiKPOCEepPBICHOT
apxiTeKTypu.

Halikpaw,i pe3ynbTaT¥ NO KPUTEPitD TOYHOCTI MNoKasanm meToau: baratoliaposuii
nepcentpoH Ta Random Forest. TOYHICTb 3 BpaxyBaHHSIM MEPEXPECHOl MepeBipKM CKNagae
83.24%, 0 roBOpUTb NPO MOTEHLIHY MOX/IMBICTb peanisauii Nigxo4y BUSBNEHHA BTOPrHEHb B
mepexy 10T Wnaxom BUSIBNEHHS aHOMarii B Tpadiky 3a npoTokosiom RADIUS.
3a3HauMmo, L0 MpoBefeHi AOCNILXKEHHS He MOXXHA BBaXXaTW  3aBepLUeHUMW, ane AatoTb
MigcTaBy CTBEPKYBATW MPO NEPCNeKTUBY NOAasNbLUMX AOCNILKEHb Y LbOMY HaNpsMKY.
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DETECTION OF INTRUSIONS INTO THE INTERNET OF THINGS NETWORK BY
ANALYZING THE PRESENCE OF ANOMALIES IN THE NETWORK TRAFFIC
FLOW OF AAA PROTOCOLS

L.Yu. Galchynsky

National Technical University of Ukraine "KPI" named after Igor Sikorsky
ave. Peremohy, 37, 02056 Ukraine; e-mail: hleonid@gmail.com

Today, one of the most powerful trends in innovative change in the modern world is the Internet of Things loT. And
although this trend is essentially only at an early stage, it already plays a significant role in the modern world, in
modern civilization. It is safe to predict that further expansion of its scope. However, the emergence of this
phenomenon is also accompanied by the emergence of related problems. This is especially true of cyber threats,
which can cause significant harm to both the Internet of Things itself and the people who use those networks.
Accordingly, there is a need for means to combat these threats. This is a rather complex problem, which primarily
requires the development of methods and technologies for detecting such threats. At the same time, there are no
clear concepts of relevant solutions for cyber security of various loT applications, especially where financial
resources are limited. Therefore, research is currently relevant to find solutions that may be acceptable for relatively
low-budget facilities. The aim of the work is to obtain a method for detecting intrusions into the 10T network by
detecting anomalies in the network traffic flow of AAA protocols. This problem is complicated by the fact that the
solution found must comply with basic security policies. The study conducted in this paper showed that such a
solution is possible in principle by using the capabilities of the AAA RADIUS protocol and the use of machine
learning. Machine learning methods were tested on the UNSW_NB15 dataset. For machine learning, pre-processing
was performed to normalize and standardize the data. Computer experiments have tested the suitability of detecting
a set of cyberattacks for different models of machine learning. It was shown that the formulated approach has the
potential to be used in practical developments to detect intrusions in the loT network.

Keywords: Internet of Things, malicious intrusion into the network, anomalies in the network flow, AAA protocols,
method of analysis of hierarchies, NIDS data sets, machine learning methods, UNSW_NB15.
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BUABNTEHHA ®ANTbCUPIKALIT LLM®POBOIO 3OEPAXKEHHSA, BUKOHAHOT
METOAOM ADOBE PHOTOSHOP «JIATKA»

M.B. 'oHTap, B.B.3opino, O.KO.J1ebeseBa

1, np.LLleBueHKa, HauioHanbHUin yHiBepcuTeT «OaecbKa noniTexHika», 65044, Opeca
vikazorilo@gmail.com, whiteswanhelena@gmail.com

CbOrofieHHs BCe aKTVBHiLLe 3MYyLLYe Hac 46aTy Npo CBOK iHopmaLiviHy 6e3neky. Mogii y cBiTi i
B YKpaiHi, iHhopmauiiiHi, ribpugHi BifiHW, KibepBiliHM — Lie Te, L0 CTa/10 HALIOK MOBCAKAEHHOH)
Pea/IbHICTIO, | T€, WO CMOHYKae LUyKaTh HOBI Ta BAOCKOHATKOBATU iCHYHOYI MeToaun i 3acobm
3axXuUCTy iHopmauii. OfHe 3 NUTaHb 3axUCTy iH(opMaLil — 3aXUCT rpafiyHOro KOHTEHTY Bif
nopyLLEeHb MOro LinicHoCTi. MopyLeHHs LinicHOCTI LndpoBKX 306paXKeHb MOX/IMBO BUKOHYBATM
BE/IMKMM Pi3HOMaHITTS IHCTPYMEHTIB rpafiuyHMX peaakTopiB. 30Kpema, TaKWil iHCTPYMEeHT
rpaciyHoro pegaktopa Adobe Photoshop «naTka» - 3py4HuiA cnoci6 BUKOHATK (hanbcudikaLiito
CBIT/IMHW, AKOMY Y BiAKPUTOMY ApYLi Ha JaHWUiA Yyac He NPUAINSETbCA yBark. TOX HeoOXiAaHICTb
BUSIB/IEHHS AaHOTO IHCTPYMEHTY CTa/a MiACTaBOK A8 OMMCaHUX B AaHili CTaTTi eKCrepUMEHTIB.
MeTa fgaHoi pob0TW — MiABULLEHHS eEKTUBHOCTI BUSBMEHHS MiAPOOOK CBITAWH, BUKOHaHUX
3acobamun iHCTpyMeHTY Adobe Photoshop «/laTka», WAsSXOM po3pobku anroputmy. B po6oTi
MPOBEeAEHO 0BUMCAOBaIbHWIA EKCNIEPUMEHT 3 BUKOPUCTaHHAM 100 LMdpoBuX 306paxeHb, 40 AKX
6yno 3acTocoBaHO 06PO6KY IHCTPYMEHTOM «/1aTKa». Ha OCHOBI 06UMCIOBAILHOIO IHCTPYMEHTY
6yno po3po6/eHO anropuTM, SIKWIA NokasaB cebe K eIeKTUBHUIA Y BUMNAAKaX, KON 306paXKeHHs!
nicna danbcudikauii 36epexxeHo y opmaTtax 3 BTpaTamu i 6e3 BTpaT. B 6inbLIOCTI BMNaaKiB
BAN0CA BUSIBUTU HasiBHICTb MOPYLLEHHS LiNiCHOCTI y BUNaaKy, KON BOHa AiicHO Mana Mmicle, i
BCTaHOBUTM (hakT BIACYTHOCTI 06POOKM IHCTPYMEHTOM «naTKa», KOW Moro gincHo He 6yno.
Knto4yoBsi cnosa: NopyLUeHHA LificHOCTI iH(opMauii, 3axXucT iHhopmaLii, KNOHYBaHHS, NaTka,
anropuTM.

Y cy4yacHOMY CBITI CBIT/IMHM CTa/iM HEBIA’EMHOK YaCTUHOK KOXHOI NHOANHU. Bxxe
[AaBHO couiasibHi Mepexi, iHTepHeT-MarasvHu Ta iHWIi LMpPoBi MeTOAM B3aEMOAIT MiXX NOLbMU
cTann Jy>Ke pO3BUHEHMMMU, i Lie CYNPOBOMKYETHCA BUKOPUCTAHHAM BE/IMKOT KifIbKOCTI CBIT/IH.
BOHM 3yCTpiyalOTbC Ham Ha KOXHOMY Kpoui. KoxeH feHb 6e31i4  KOpuCTyBadiB
nepeamBAATLCA (DOTO APY3iB, PIAHUX Ta 6/M3bKUX. TTiATBEPAKEHHAM LbOMY CTa/In coLiabHi
mepexi Instagram, Facebook Ta iHWI. PeanbHICTb Taka, WO (DOTOKaMepa € Y KOXHOI CyyacHOl
NMOAMHMN SK MIHIMYM Yy cKnagi cMapThoHy. My HenoMiTHO anisi cebe (DiKCyeMO Pi3Hi MOMEHTU
Hawloro XuTrd. Lle npu3soguTb 4O TOro, WO Y HaLIOMY PO3MOPAMKEHHI ONMUHAKTLCA TUCAUI
(hoTor padii.

Bucoka AOCTYNHICTb MporpamHMX 3acobiB pefaryBaHHS LU(POBUX 3006paKeHb —
rpadhiuHMX pegakTopiB, 30kpema, Adobe Photoshop — npu3BoaMTb A0 TOro, WO OYyAb-AKWUiA
KOpuCTyBay MOXe NigpoouTh TUM YK iHLWKMM YMHOM 306paKeHHs, BUKOpUCTaTU NigpobKy 3
METOH Ae3iH(opMaLii 38414 OTPUMAHHS BMACHOT KOPUCTI B TOMY 4ucni. Hanpuknag, MoxHa
nigpobuT HOMEpP aBTOMOGINA Ta Ha CailTi aBTO-iHTepHeT-Maras3vHy 4M Ha iHLWKNX pecypcax
cripobysaTn BUKOpUCTATW faHi (OTO 33415 BMACHOT HaxmBW. Onepauil, AKi 41 LbOro 4yacro
BMKOPUCTOBYHOTb, Taki fK «LUTamn» rpadiyHoro pegaktopa Adobe Photoshop, Ha
CbOrOAHILUHIV feHb MOXMBO BUABUTK PisHUMK MeTofZamu [1-7]. OgHak cyyacHi Bepcii LbOro
rpaivyHoro pegakropa [A03BONAKOTb BUKOHYBAaTWM K/IOHYBaHHA 3 MOX/MBICTIO aganTtauii
K/IOHOBaHOT YaCTUHW B KOHTEKCTI Bif OTOYYHUOI CueHW. [n1f UbOro MOXHa BUKOpUCTATW
IHCTPYMEHT «JlaTka». BMSABNEHHIO AaHOro iHCTPyMeHTa Yy BIAKPUTOMY Apyui He NpUAINSeETbCA
yBaru.

MeTa po60TV — MigBULLEHHSA ePEKTUBHOCTI BUABNEHHS NiAPOOOK CBIT/IMH, BUKOHAHUX
3acobamu iHCTpymeHTY Adobe Photoshop «J/1aTKa», LWISXOM pO3p06KM anroputmy.
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B Haw yac 3acobu cMapT(OHIB SIK NpaBuIo BUPOGNSAIOTLCA Ta 36epiratoTbes hoTorpadil
B hopmaTi JPEG, npodeciiiHe 06nagHaHHS 003BOMSE KOpUCTyBavaM 36epiratu qoTtorpadii 6e3
BTpaT, Hanpuknag, y dopmati BMP, w06 ungpoBe 306paXXeHHs B pe3ynbTaTi Mafo Hakpalyy
MOX/IMBY SKICTb.

3apa3 icHye 6araTo nporpaMHOro 3abesrneyeHHs, 3aBAAKW SKOMY MOXHAa pefaryBaTui
undgposi 306paxkeHHs,, Taki sk Adobe Lightroom, Affinity Photo, PhotoLab Towo. Ane
Ha/inonynspHiWMM i3 BenMKoro Bnbopy nporpam € Adobe Photoshop, SiKuili Hagae MOXIUBICTb
BMKOPWUCTOBYBATW THYYKI HanalTyBaHHSA, 3aBAAKW SKMM pefaryBaTv (pOTO MOXHa AK Bam
3aMaHeTbCs.

BuKopucTaHHsa iHCTpymeHTy «LUTamn» ayxxe npocTe, AnsS LbOro NOTPiGHO Ha naHeni
IHCTpyMeHTIB 06paTtn «LUTtamn» (puc.l), Ta 3aTucHyBlWM Knasiwy Alt knauHyT\ niBoHO
KHOMKOK MULLI N0 061acTi, AKY X04eMo cKoritoBaTu (puc.2).

L] HueTpyme Wramn"
;‘ ; HET [y M HT TaMn

gt :':I; MHCTpy MeHT Y I0pHBIA WTamne

Puc. 1. IHCTpymeHT «LUTamn»

%
V=

Puc. 2. Bubip obnacTi gns KonitoBaHHS

[ani Bignyckaemo knasiwy Alt | HaBoguMMO Kypcop Ha Te Micle, Kyau X04emo
nepeHectn (KnoHyBaTu) 06’ekT (puc. 3).

2%

7

Puc. 3. KonitoBaHHS 06’€KTY
3aBAsAKM LbOMY MOXHa MPUXOBYBAaTW HELOMIKU Ha 306paxeHi abo pobutn 6inbLuy
Ki/IlbKiCTb 06’ €KTIB.
[ani My po3rnsHemMo KoritoBaHHSA METOAO0M BUKOPUCTaHHA «JlaTKu». BiH 3HaxoguTbCs
TaKOX Ha naHeni IHCTPYMEHTIB (puc. 4).

YHETEM COABpPHUMare”

Puc. 4. Bnbip iHCTpyMeHTa «J1aTka»
LLlo6 ckonitoBaTy NeBHY 06/1aCTb, NOTPIOHO 1T BUAINUTL | HATUCHYTW Knasiwy M, nicns
4yoro BUAINMTK 06/1aCTb AN KonitoBaHHA (puc. 5) Ta nepeTarHy T Il Ha noTpi6He micue (puc.6).
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Puc. 5. BugineHHs 06’ekty

e
T AT

B a 6

Puc. 6. KonitoBaHHS 06’€KTY iIHCTPYMEHTOM «JlaTKa»

OCHOBHa BIAMIHHICTb MNPeACTaBMEHMX CMOCO6IB KOMitOBaHHA Yy TOMY, LWO Mpw
BUKOPUCTaHHI «WITamny» O00’€KT KOMiteTbC 6e3 3MiH. A Npu BUKOPUCTaHi «J1aTKu»
nepeHeceHU 06’ €KT NiLNALLITOBYE 3HAYeHHA NiKceniB KonilioBaHo o6nacTi Ana i opraHiyHOro
BOY/10BYBaHHS B iHLIY YaCTUHY 300 paXKeHHS BiAMOBIAHO KOHTEKCTY.

Ha pucyHKy 7 npeacTaBNeHUn oAMH i ToW XXe 610K 3x3, ane nicns BMKOPUCTaHHSA
MeToay «JlaTka» MiHATLCA KO/IbOpKU MiKCEeNIB.

Puc. 7. 3MiHa KonbopiB KOMiAOBaHOI 06/1acTi 300paXKeHHst MNIiCis BUKOPUCTaHHS
IHCTPYMEHTY «JlaTKa»

Lleii edekT crocTepiraeTbCqd MO KpasxX KOMiioBaHOI 06M1acTi i 3MEHLUYETLCA Mpw
npocyBaHHI Ao i LeHTpy. Mpu gocTaTHiX po3mipax 0671acTi, WO KOMItOETLCSA, B CEPEANHI L€l
06nacTi BenMka IMOBIPHICTb 3HaWTW OAHAKOBI 6NOKW. 3a3BMyail Pi3Hi METOAN BUSABNEHHS
K/TIOHYBAHHA 1 IHLWMX NOPYLUEHb LiNiCHOCTI BUKOPUCTOBYIOTb PO3OUTTSA 300paXKeHHsA Ha 6/10KM
8%8, WO MOXYTb MNepeTMHaTUCb 4YM He nepeTMHaTUCb. KpiM TOro craHZapT CTUCHEHHS
300pakeHb JPEG TakKOX BWKOPUCTOBYE PO3OMUTTA Ha 6/10KM Takoro po3mipy. OpHak npu
BUSABMIEHHI «/laTKU» po36UTTA Ha 6/710KM 8%X8 pfano BefMKY KifbKiCTb MOMWiIoK 1 pogy.
BusBneHHa danbcudikauii 6yn10 MoXaMeum nniie npu 36epiraHHi 6e3 BTpart Ta npu po3mipax
(hanbcuikayii, MOPIBHAHMX 3 MOJIOBUHOK CaMOro 300paXkeHHs. ToX 6yno npoBeaeHo
eKCnepuMMeHT 3 6/10KaMy Pi3HUX PO3MIpPIB, B XOAi SKOro BCTaHOB/IEHO, WO ONTUMA/IbHUM €
BMKOPUCTaHHA 6/10KiB po3Mipom 3% 3.
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OTXe, OCHOBHa 3ajaya aJropuTMy BUSB/IEHHA NaTKW NoONsrae y po36buTTi matpuui
300paXkeHHA Ha 6/10KM po3MipoM 3x3, WO MNepeTVHAaKTLCs, Ta 3HAWTU Ceped HUX MOMapHo
0AHaKoBi. Po3rnsHeMo po60Ty [aHOro anropuTMy Ha npuknagi ganbcudikayii, BAKOHaHOT Hag,
300paXKeHHAM Ha pUCYHKY 8 (opuriHan). ®PanbCcupikoBaHO HOMeP aBTOMOGINA IHCTPYMEHTOM
«NaTKa», a came 3amicTb Lmdpu 8 BctasneHo ungpy 0 (puc.9).

Puc. 9. Mpuknag KonitoBaHHA 06’ EKTY

Pe3ynbTaT 6yn0 36epeXXeHo y hopmati 3 BTpaTaMu jpg 3 BUCOKUM CTyNeHem SKOCTi Ta 'y
(opmaTi 6e3 BTpar bmp. Pesynbtatm pobotm anroputMmy A8 ¢opmarty 3 BTpaTamu
MpeACcTaB/IeHO Ha pUCYHKY 10, Ana hopmaty 6y3 BTpaT — Ha pPUCYHKY 11.

Puc. 10. Pe3ynbTat nepesipKy BUABNEHHS KOMNIKOBaHHSA

Puc. 11. Pe3ynbTaT NnepesipKun BUSB/IEHHSA KOMIKOBaAHHSA Ha 306paXkeHHi 6e3 BTpat

B 060x Bunagkax KoOMioBaHi «1aTKOW» 06M1acTi 6yno BWSABMNEHO: Ha MicCLi, L0
BignoBifaloTb 06pasy i npoobpasy anbcudikauii, 3HalgeHO iAeHTUYHI 6/10KM (BUAINEHO
4epBOHMM KO/IbOpoM). OfHak, fK i MOXHa Oyno o4ikyBaTh, Npu 36epeXxeHHi 3 BTpaTamu
BUHWNKaKOTb XMOHI TpmBOrK (NOMUKM 2 poay). OgHaK Npy BUAINEHHI CYKYMHOCTEN iAEHTUYHNX
6noKiB, AKIi MalTb OAHAaKOBe pPO3TallyBaHHS BCEepPefvHi CYKYMHOCTI BifHOCHO OAWH OfHOrO,
MOXHa NIiABULNTN eDEKTUBHICTb BUABNEHHSA «TaTKU» NpKU 30epexeHHi y hopmarti 3 BTpaTamu.
TOX Ha OCHOBI OTpMMaHMX Pe3y/bTaTiB aNrOpUTM BUSBMIEHHA «/1aTKU» MaTvMe [0LaTKOBWIA
eTan y BUrNaAi BUAINEHHSA 3B’A3HUX 06M1acTei, BUAINEHI 6MI0KN B SKUX PO3MILLEHI iIEHTUYHO.
OCHOBHI KpOKW anropuTMy HacCTyrHi.

OCHOBHI  KpPOKM anropuTtMy BUSB/EHHA K/OHYBAHHS, 3aCHOBAHOro Ha aHanisi
CUHTYNAPHUX 4ucen 6N10KIB 1MOro Matpuui, Mpeactas/ieHi Hwxde. Hexain F — maTtpuus
300paXXeHHA po3MipiB mxn.
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1. Po36uTn maTpuuyto F LI3 Ha 3%3-610Ku :

WO MepeTMHAKTLCA TaK, abu KOXHMIA 610K BiApi3HABCA Bif CYCiAHbOrO Ha OAMH PALOK
(cToBneupb).

2. MobyayBaT MaTpULO S, €NEMEHTU s; fKOI fopiBHIOIOTL 1 (3amantoBaty
YEPBOHUNM), IKLLO 610K/ MatOTb OAHAKOBI 3HAYeHHS nikcenis, i 0 (3aMantoBaT YOPHUM) — AKLLO
pi3Hi ( : ).

3. Cepep, 6n0KiB, No3Ha4YeHUX LMMPor 1, BUAINMTK 3B’A3HI 061acTi 3 O4HaKOBUM
pO3TallyBaHHAM BUAINEHUX eNeMeHTIB, abu BiApi3HNTM (anbCuiKoBaHi YaCTUHWN Bif XMOHUX
TPUBOT .

MMicng uboro eyeKTUBHICTb aNropuTMy B TepPMiHaxX NOMU/IOK NEepLIoro Ta Apyroro pogy
OTpUMaHa Takoto, K i1 npeAcTas/ieHo B Tabnmui 1.

Tabnuusa 1
PesynbTaT eKCNepuMeHTy
dopmat Momunku 1 pogy Momunkn 2 popy
JPEG 6% 16%
BMP 4% 10%

EkcnepvMeHT npoBeaeHo i3 BUKopucTaHHAM 100 306paXkeHb. TakMM YMHOM MOXEMO
6aunTh, WO POo3p06MEHNIA anropuTM AiACHO € eeKTUBHUM K ANA 300paxeHb, 36epeXkeHnX
nicnsa anbemikauii y hopmaTi 3 BTpaTaMu, Tak i 6e3 BTpar.

BuCHOBKKN. BuWABMEHHIO pPi3HMX CMOCO6IB (hanbenikauil LM@poBmMx 300paxKeHb Yy
BIAKPUTOMY ApYyLi NpUCBAYeHO 6arato pobiT, ogHaK BUSABEHHIO OLHOM0 3 MOX/IMBMX CyYaCHUX
IHCTPYMEHTIB, - IHCTPYMEHT «/1aTka» rpaidyHoro pegakropa Adobe Photoshop, - HaBnaku, He
NPUAINAETLCA YBarn Nonpu Moro NONynspHicTb cepeq rpadivyHnx MaHinynatopis. Oco6mMBICTHO
[AHOro iIHCTPYMEHTY € NOAIGHICTb A0 IHCTPYMEHTY «LUTaMM» TOr0 X pefakTopa 3 BiAMIHHICTIO y
nignalwTyBaHHi KNOHOBAHOT AiNSHKM A0 YacTUHM (POTO, B AKiiA BOHA ONMHMMACk. B AaHiin po6oTi
PO3P06/IEHO aNrOPUTM BUSIBMIEHHSI AHOT0 MOPYLUEHHS LiNiCHOCTI, KNI € eEKTUBHUM SIK AN
300paXkeHb, 36epexxeHnx y popmari 3 BTpaTaMu, Tak i A1 306paXkeHb 6e3 BTpar.
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DIGITAL IMAGE FALSIFICATION DONE BY METHOD OF
ADOBE PHOTOSHOP PATCH

M.V.Gontar, V.V.Zorilo, O.Yu.Lebedeva
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Today, more and more actively forces us to take care of our information security. Events in the world and in
Ukraine, information, hybrid wars, cybercrimes are what have become our everyday reality, and what prompts us to
look for new and improve existing methods and means of information protection. One of the issues of information
protection is the protection of graphic content from violations of its integrity. Violation of the integrity of digital
images can be done with a wide variety of graphic editor tools. In particular, such a tool of the Adobe Photoshop
graphic editor "patch" is a convenient way to falsify a photo, which is currently not paid attention to in the open
press. Therefore, the need to identify this tool became the basis for the experiments described in this article. The
purpose of this work is to improve the effectiveness of detecting fake photos made using the Adobe Photoshop tool
"Patch” by developing an algorithm. In the work, a computational experiment was carried out using 100 digital
images, which were processed with the "patch" tool. Based on the computational tool, an algorithm was developed
that proved to be effective in cases where the image after falsification is saved in lossy and lossless formats. In most
cases, it was possible to detect the presence of a violation of integrity in the case when it really took place, and to
establish the fact of the absence of processing with the "patch” tool, when it really was not.

Keywords: violation of information integrity, information protection, cloning, patch, algorithm.
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BUABNEHHA HACTVH LNP®POBOIO 30EPAXXEHHA, SMEHLUEHNX
NICNA PANTbCUDIKALLIT

B.B. Nynuy, B.B. 3opino, O.HO./1ebeaesa
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B yac, KoM BMKOPUCTaHHA LM(POBOr0 KOHTEHTY Y BCIX Cpepax XXMTTS HECMUHHO 3pOCTaE,
MOX/IMBICTb MEPEBIPKM aBTEHTUYHOCTI LMMPOBIX (aiinis, 30Kpema, LU(POBMX 306paKeEHb, €
BKpail BaXNMBOK B rasy3i 3axucTy iHhopmMauii Bif nopylleHb LificHOCTi. B iHhopmauiiHii
BiliHI MOBCAKYAC BMKOPUCTOBYIOTH (DOTOGENKN AN AOCATHEHHA MEBHUX, HEPIAKO 3M10YMHHUX
Lineir. Sk cycninbCTBO B LiMOMY, Tak i OKpemi iHAMBIAM MatoTb A6aty npo iHdopMmayiiHy
6e3neky Ta 3axuLiaTv CBIi iH(opMaLiiH1iA NpocTip Bi4 HenepeBipeHOi iHdopmayii. CydvacHi
MEeTOAM BUSIB/IEHHA MOPYLUEHb LiNICHOCTI rpadiyHoi iH(OpMAaLLi NeBHOIO MipoK BUPILWYIOTL
[esKi NUTaHHS iH(opMaLiiHOT 6e3neku, Of4HaK, BOHW He € YHiBepCalbHUMU i 4acTo NOTPebyoTh
PO3BUTKY, BAOCKOHANEHHS, [OAATKOBMX AOCAIMKEHb TOWO. Tak, iCHYHUi METOAM BUSB/EHHSA
TaKoro MoLUMPeHOro cnocoby anbendikayii 306paxkeHb, K MaclTabyBaHHS, € eieKTUBHUMM
NiLLe y BUMafKax, Konm anbcupikoaHa YaCTuHa 30iMbLIYETLCA, Pa30M 3 LM NPY 3MEHLLIEHHI
YaCTUHY 306paKEHHA BOHU He € e()eKTUBHUMU. Bifblue Toro, y BigKpUTOMY Apyui npobnema
BUSIB/IEHHS 3MEHLLEHNX MaCLLTabOBaHWNX YaCTUH 306paXeHHSA He BUCBITIEHA. TOMY MeTa AaHol
po60TH - MiABULLIEHHS e(heKTUBHOCTI BUABNEHHA MacluTabyBaHHA AK hanbeudikayii Lmgposoro
306p@KEHHA LLAXOM PO3POOKU anroputMmy A AeTeKTyBaHHS MacluTabyBaHHS 3 Bij €éMHUM
KoediLlieHTOM. B pgaHiii po6oTi mpoBedeHO ajanTalilo MeToda aHanidy piBHA MOMWIOK A/is
BUSIB/IEHHS 3MEHLLIEHMX YacTVH LpoBOro 306paXkeHHs. ECheKTUBHICTbL afanToBaHOro0 MeTOAY B
TepmiHax nomuiok 1 i 2 pogy cknana: nomwunku 1 pogy — 2%, 2 pogy — 7%. Kpim Toro
BCTAHOB/IEHO, L0 [aHW MeTOL TakoXK € e(eKTUBHUM TNpU  BUSIBEHHI  OfHOYACHO
MacLUTaboBaHMX (3MEHLUEHMX) i MepeMilLeHNX YacTUH LM(POBOro 306padkeHHs. daHuii MeTog
BUSABNSE apTedhakT (MOMUIKM) Ha LUPPOBOMY 300paXKeHHI, AKi BUHWKAIOTb MPW 3MEHLLEHHI
Moro yacTmHuM — (anbendikoBaHa AifiiHKa Mae BHLLY BUCOKOYACTOTHY CKMaLoBY, HIXK peLuTa
300paXXeHHs, Lo NiACMTIOETLCA Nif BNIMBOM CTUCHEHHS Nicns 36epeXXeHHs thanscuikauii y
(hopmarti 3 BTpatamu.

KntouoBi cnosa: BusiBneHHs hanbcudikalliii, Lugposa KpuMiHanicTuKa, MacluTabyBaHHs.

BcTyn

CyuacHuin cBIiT gepani 6inblue CTae 3a1eXHUM Bif 300pakeHb. OCKiNbKM nepefava Ta
3aCBOEHHA iH(opMaLii BigbyBaeTbCA 3HAYHO ferile 3a AOMOMOroK LMGPoBOro rpagivyHoro
KOHTEHTY. TOMY OAHWM 3 TO/NOBHUX MWUTaHb MOCTAE OPUTIHA/ILHICTb LbOr0 KOHTEHTY, ajpKe
iCHye 6e31i4 cnocobiB hanbCcuikyBaT MOro, Hanpuknag, KNoHyBaHHSA 06/1acTelt 306 paXkKeHHs,
PETYLUYBaHHA Ta HakfagaHHA (inbTpiB, AOAaBaHHA CTOPOHHIX 06’€KTIB A0 300paXkeHHA Ta
macLuTabyBaHHs 061acTeil Ha 300 paXKeHHi.

YacTo MacluTabyBaHHS 4acTWH 300paXKeHHS 3aCTOCOBYHOTbH Nif Yac 1oro nigpobkun K 3
AoAaTHIM  (30iNbLUeHHS), TaK | 3 Bif’€MHUM (3MeHLUEeHHS) KoeqilieHTOM. B Tol uyac §K
36iMbLIEHHIO Y BIAKPUTOMY ApYUi NpUAINseTbca yunmano yBarn (epeKTMBHO cebe nokasaiu
MeTOAM, 3aCHOBaHI Ha aHani3i Hy/NIbOBMX CUHTYNAPHUX Ymcen 6/10KiB LMpPOBOro 306paxKeHHs),
npobneMa 3MeHLUeHHs B3arasi He BUCBITNeHa. Bigomi 3 BiLKPUTOro APYKY METOAW BUSB/IEHHSA
MacLuTabyBaHHA He [al0Tb pe3y/bTaTiB MpY MaclTabyBaHHI 3 Bif’€MHUM KOe(iLiEHTOM.

MeTta pgaHoi po60oTM — NIABWLLEHHA e(eKTUBHOCTI BUAB/IEHHA MacluTabyBaHHA fAK
(hanbcuikayii LMMOPoBOro 300paXkeHHs LWAAXOM PO3POOKM anroputMy AN AeTeKTyBaHHSA
MacLUTabyBaHHS 3 Bif’€MHUM KOeiLiEHTOM.
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Martepiann Ta meToau

Y TOi 4yac, KoM npu 36i/bLUEHHI YaCTUHM LM(POBOro 300paXkKeHHs Bifg0yBaETbCS
A04aBaHHA MiKcenis B 30i/bLUyBaHy YacTUHY, AKe BUKOHYETLCA METOAOM iHTEpnosiALii 3HaYeHb
ICHYHOUMX MiKCeniB, Mpu 3MeHLUEHHI YaCTUHW 300paXeHHS HaBMaku KiNbKIiCTb MiKCenis
3MEHLLYETbLCSA, a PO3PaxyHOK HOBMUX 3HaYeHb 418 NiKCenis, WO MLWNANCA, BifOYBaETbCA TakUM
YMHOM, abwn 36epert iHPOPMATUBHICTb NiAPO6NOBAHOT YACTUHU. FAKLLO Y NepLIoMYy BUMNagKy
cTaBano 6ifblle HM3bKMX 4acToT ((hOHOBMX YaCTUH 306paXkKeHHs), TO Y APYromy Bunagky
KOHTYPU CTaHYTb «LLIIbHILUMMW», 36iMbLUMTLCA BUCOKOYACTOTHA CK/1af0Ba 3MeHLLYBaHOI
YaCTUHW, WO B KOMOIHAUIT i3 CTUCHEHHAM nicisa (anbcudgikauil npussefe L0 BUHUKHEHHA
apTtedakTis, abo NOMWUNOK. BusBneHHs apTeakTiB, WO BUHWKaIOTb MNif 4Yac 30epeXKeHHs 3i
CTUCHEHHSAM, MOXKHa BUKOHaTV MeTogom Error lever analysis (ELA) [1].

B 2010 poui . PiHrsya cTBOpuMB cepBiC B BUINs4i Beb6-CalTy Mig Has3BoO
«errorlevelanalysis.com». Ane B 2012 poui aBTop 3a4unHuB caiT. licna voro Hacker Factor
BigTBOPUNM BebG-caT PiHreyaa [2]. Ha caiTi 6yno CTBOPEHO anropuTM, SKWIA OLIHIOE
MOTEHLINHWIA piBEHb NOMWUNOK 306paxkeHHs B opmaTi JPEG, TO6TO BUMIPHOETLCSA Ki/IbKICTb
3MiH nif Yyac NOBTOPHOro 36epiraHHsA (puc. 1 — Ha 306paXkeHHs 6yB AofaHMIA Hanwuc).

Puc. 1. Pe3ynbtat po60Tn airopuTmy aHanisy piBHA NOMUIOK

Ockifnbkn npu peparyBaHHi 306paXKeHHS 3MiHEHI YaCTUHW OyayTb MaTu MOTEHLiNHO
36i/bLUEHNI PiBEHb MOMW/IOK, AKUA He € XapaKTepHUM A 6inblioi (HedanbcugikoBaHo )
YaCTUHW 3006paXeHHs, TO AaHWin anropuTm Oyfe BKa3lyBaTW Ha HasBHICTb (hasbeudikayii B
KOHKPETHOMY MicLi.

Pe3ynbTaTu Ta 06roBOpeHHs

basa ana 064ncnoBa/IbHOTO eKCrNepUMeHTY Mo nepesipyi rinoTesn WoAo 36i/bLEHOro
PIBHA MOMWIOK B MacliTaboBaHin 4YaCTUHI 306paxeHHs cknagaeTbcd 3 100 306paxkeHb 3
BIAKPUTOro Tenerpam-kaHany «36poriHi Cunm YKpaiHu. BiiHa 3 okynaHTamu» [3]. Bci
300paXKeHHA MatoTb Pi3HWMIA PO3Mip, PO3AiINbHY 34aTHICTb. [licns UbOro BCi 306paXeHHs
pefaryrTbCsa 3a 0NoMOoror rpadivyHoro pegakropa Adobe Photoshop 2022.

ANropuT™ peparyBaHHs 306paXKeHb TakWid.

1. 3aBaHTaXXyeMO 306paXKeHHs | 06MPaEMO AN HbOro NPOoMiNb KONbopiB «be3 3MiH.

2. 3a [0MNOMOrow IHCTPYMeHTY «BupineHHsa 06°ekTiB» BUAINSEMO MNOTPIGHWUIA 06’€KT Ha
300paXKeHHI.

3. Konitoemo 06’eKT Ha HOBUIA LLap.

4. POGMMO HEBMAVMUM HOBWIA LLAP.

5. Ha opuriHanbHOMY Liapi 3HOBY 06MpaemMo 06’€KT, L0 6yB CKOMiioBaHMI Ha nonepegHbOMY
Kpoui.

6. BUKOHYEMO 3a1MBKY BMAiINeHOT 06nacTi «lMpaBa KHOMKa MWLi-BuUKOHaTV 3a/IMBKY».
MapameTpu 3a/IMBKK: 3MICT — 3 ypaxyBaHHAM 3MiCTY, PEXXUM HaKNafaHHA — HOpMabHUA.

7. O6mpaemo norepeaHbO NepeHeceHnin Tyan wap 3 06°€KTOM OpUTiHAIbHOMO 300paXKeHHA Ta
PO6UMO AOro BUAUMUM.
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8. BukoHyeMo MmacluTabyBaHHsA 06°€KTy 3a AONOMOrow TpaHcgopmauii. KombiHayis Knasilw
Ctrl+T. TpaHchopMyeMOo (3MeHLLYEMO) L0 MOTPIGHOr 0 BUTNAAY B 3a/1€KHOCTI Bifj KOHTEKCTY.

9. 36epiraemo oTprmaHe 306paxeHHs y qopmati JPEG (napameTtpun JPEG: fKiCTb — HaliKpalia.
[Jonyctumi BTpatn 1% — MeHLe BUCTaBUTU HEMOX/INBO).

MyHKT 6 — BamMBWIA eTan BWKOHaHHA Migpobku. 3anmMBKa [03BO/MSE BUKOHATU
3aMnOBHEHHSI 06pPaHOi YaCTMHW 300PaXEHHS TakUM 3MICTOM, SKUA CXOXMIA 3 CYMDKHUMM
[iNAHKaMN 306paXXeHHs. [ OTpUMaHHS HallKpalwyx pesynbTaTiB obpaHa 06/1acTb NMOBMHHA
3axonnoBatn 061acTb, AKY MU XO4eMO BIATBOPUTU Ha (hiHa/SbHOMY 3006pakeHHi. PesynbTart
Takol po60TY NMOKa3aHO Ha PUCYHKY 1.

| 1

7 ; : 7

Puc. 2. pmiaane (anyﬁ)—a cpansmlose (naBole

) 306 paXkeHHs

Ha thanbcnikoBaHOMY 306 pakeHHi 6y/10 3MEHLLEHO YO/0BIKa NMpaBopyY Bif TaHKa. [ns
(habCnikoBaHOT YaCTUHM Bifoynoca 36i/bLUEHHS BMCOKOYaCTOTHOI CK/IAf0BOI 3a paxyHOK
MaHinynauwii i3 po3mipom Liel 06/1acTi, LWo caMe no cobi 6yae Bigpi3HATY L0 YaCTUHY Bif, peLTy
300paXXeHHs, a B KOMOiHaUii i3 CTUCHEHHAM Mpu 36epeXKeHHi 3 BTpaTaMu Mae nposiBUTACS eqekT
36i/bLLUEHHS PiBHA NOMUIIOK.

OCHOBHI KpOKW aniroputMmy BUSABMIEHHA (hasibCuikaL it HaCTYMH.

1) 3aBaHTaXuTW 300paxkeHHA y opmaTi JPEG.
2) BwukoHaTK nepe 36epeXkeHHs 4AHOr0 300paXKeHHA 3 3aBYaCHO BU3HAYEHUMW BTpaTamu,

AKi BCTaHOB/OIOTbCA BPYUHY.

3) PospaxyBat abconoTHy (N0 MOAY/MO)  MOMIKCe/IbHY  PI3HUUID MK [BOMa
300paXXeHHAMU, a caMe MOYaTKOBUM Ta 36epeXeHnM i3 BTpaTaMu.
4) CdopmyBaT 300paXKeHHs 3 OTPUMaHOT MaTtpuui pisHUUi. Bapto BuginmMti, LWo

MiHIMa/IbHa pi3HMLA Byae caraty uncen, ki 6yayTe 6am3skumu o 0.

5) 3HaiT MakcuMasibHi 3HaUYeHHS MiKCesiB B KOKHOMY PSAKY MaTpuLi.

6) Cepeq MiHIManbHMX 3HaYeHb B pagKax MaTpuui 3HaTKU MakcumasbHe (K).

7) PospaxyBaTtu KoegilieHT 3a opmynoto: 255/ .

8) TMocmnntn ACKpaBiCTb BCbOr0 300paXKeHHS 3a [OMOMOroK BM3HAYEHOTO KOEilieHTy

MHOXEHHSAM 0T 0 Ha KOXEH NiKCeNb 306paXKeHHS.

9) Ha oTpvMaHOMy 306paXXeHHi BMAIMMTA YaCTUHW, WO MPUHLUMUMNOBO Bifpi3HAKOTLCA Bif,
pewwTn 306paxeHHs. Lle i 6yae danbcudikauis.

A Ha pucyHky 3 nNpeLcTaBfieHO pesynbTaT poboTu  anroputMy 3 TeCcTOBUM
300paXKeHHAM, NOKa3aHUM Ha PUCYHKY 1.

Puc. 3. PesynbTat po6oTy anroputmy 4ns opuriHany (nisopyd) ta nigpobku (npasopyy)
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Ak  6aunmmo, Ha  (panbCUIKOBAHOMY  300paKeHHi fBHO  BuWAifeHa 061acTb
MacLuTabyBaHHS, L0 € TUMOBUM Pe3ybTaToM 415 AaHOr0 eKCrnepuMeHTy (Tabn.l).
Tabnuus 1
Pe3ynbTati po60TY airOPUTMY MOLLYKY MacLiTaboBaHOro 06'eKTy

Momnnkm 1 poay Momunkm 2 popy

TecToBi 306paXKeHHs 2% 7%

AHanisyroum Tabnmuio MOXHa BBaXKaTu, LLO Npy 06pobLi opuriHaibHOro 306paXKeHHs iX
OiNbLIICTb HE MAE XXOAHMX apTeakTiB, WO CBIAYMTbL NPO Te, L0 300paXKeHHs He MigaaBanmcs
pefaryBaHHIO LUISXOM MacwTabyBaHHS, a came — 3MeHLIeHHA. ApTedakTh NPUCYTHI Ha 7%
opuUriHanbHUX 300paxKeHb, L0 MOXHA TPaKTyBaTU AK MOXMOKY Npu 36epiraHHi 4v, MOX/MBO,
3MEHLLEHHA BCbOro 306paXKeHHA 3a [AO0MOMOroK CTOPOHHIX mnporpam. OCKiNbKM Le MOoXe
MOCUMINTA  KOHTPACTHI KOHTYpW, pobnaum Tix Habarato fckpasiwvMmu Ha Buxogi. Ha
300paXXeHHAX 3 MacLLTaboBaHOK 06M1acTO airOpUTM ieHTUDiKyBaB ii Ha 98% 3pa3kis.

TakoX 6yno nNpoBefeHO eKCMepuMEeHT He J/mMwe 3 MacwraboBaHMMM, a 3
MacliTaboBaHMMM | OAHOYACHO MNepeMileHUMKN 06’eKTamMn Ha 306paXkeHHI. MaclutabyBaHHS
006’€KTY Bifj0yBaETLCA 3a TaKUM CaMUM anropuTMOM, a A1 Moro NepemilLeHHs NOTPIGHO NPOCTo
NepeTArHyTV 06°eKT y rpatiyHOMY peaakTopi.

Ha pucyHKy 4 HaBefleHO opuriHasibHe Ta anbcudikoBaHe 306paxeHHs. Panbendikalis
Oyna CTBOpeHa 3a [orMoMOrow MacluTabyBaHHA Ta NepeMiLlleHHs 06’ eKTY.

Puc. 4. OpuriHanbHe (niBopy4) Ta canbcudgikoBaHe (npaBopyy) 306paxeHHs

3 pUCyHKY 4 BUAHO, WO Ha (anbcuikoBaHOMY 300paXKeHHI YN0 3MEHLLEHO YO/0BIKa,
AKWUI CTOITb B MBIl YaCTWMHI 306paXKeHHs, ane 1Moro 6yno e i nepemMilieHo 3 MiBOI B npasy
4acTVHY 306paXKeHHS Ta PO3TalloBaHO Nepes BiliCbKOBOK aBTIBKOK. Pe3ynbTaT nepesipky oTo
aNroOpUTMOM NPEACTaBEHO Ha PUCYHKY 5.

Puc. 5. PesynbtaT po6oTn anroputmy 3 gasbeuikatieto MacuTabyBaHHSA Ta NepeMiLlleHHs
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AK 6a4nMmo, OpuriHasbHe 306paXXeHHA MICTUTb OAHOTOHHI KOHTYpU 3006paXKeHHA 6e3
BUAMMMX apTedakTiB, WO CBIAYNTb MPO Te, L0 300paXKEHHS € OpuUriHaIbHUM. 306paXKeHHS 3
npaBoro 60Ky Mae apTethakTy B 30HI 06’€KTY, SKMA 6yN0 MaclwTaboBaHO Ta nepemilleHo. Kpim
TOro, YaCTMHa 306paXKeHHs, 3 IKOI OY10 NepemilLeHO 06EKT Ta B SKili 6y/10 BUKOHAHO 3a/IMBKY,
TaKoX BUAiNIeHa KOHTYPOM. Pe3y/ibTaTh JaHOr0 eKCreprMeHTY NoKasaHo B Tabmui 2.

Tabnnyga 2
Pe3ynbTaTi pO60TU anropuTMy Npu NOLYKY MacluTaboBaHO-NepemilLLeHOro 06°eKTy
306paxKeHHs Momunkn 1 poay [Momnnku 2 poay

TecToBi 300paXKeHHs 0% 0%

IMicna NpoBeAeHHs APYroro eKCrepuMeHTY MOXe BUHUKHYTU AYMKA, WO 3a3Ha4yeHuM
METOAOM TaKOX MOXHA BWSBUTU K/IOHYBaHHA 6e3 MacwTabyBaHHS. TpPeTbOK 4YaCTUHOD
eKCMEepPUMEHTY CTasio BUSABMIEHHS KJ/IOHYBAHHA 4YacTWH 300paxkKeHHs. KNOHYyBaHHA 00’eKTy
BifiOYBaETbCA 3a PaxyHOK iHCTPYMEHTY «LLTamn», AKWiA fae 3Mory KoritoBaTu 3miCT 3 BUXIAHOT
[INAHKM Ta BUKOPUCTOBYBATW MOr0 Ha IHLINX AiNsHKaxX 300pakKeHHs. MocnifoBHICTb il Ans
K/IOHYBaHHA 06°€KTY 3a L,OMOMOrOH aHOr0 iIHCTPYMEHTY:

Ha pucyHKy 6 300paXKeHO OpuriHa/ibHe 300paXKeHHsi Ta 300paXKeHHS 3 K/IOHOBAHOM
0611aCTHO 3a JOMNOMOrOK IHCTPYMEHTY «LUTaM».

Puc. 6. OpuriHanbHe Ta (hanbcgikoBaHe 300 paXkeHHs

Tenep nNpPOTECTYEMO anropuTM Ha UMX 300paXKeHHAX Ta MepeBipMMO HasBHICTb
apTeakTiB, TMM CaMUM BCTaHOBMMO, 4M (IKCYe anroputM Taki BuMAW (anbcudikauii, Ak
K/IOHYBaHHA. PO60TY anropntmy 3 aHUMK 306 paXkeHHAMY Oy e NpeacTaBieHO Ha PUCYHKY 7.

Puc. 7. PeaynbTatv po60TH anropuTmy Ha opuriHaibHoOMY (iBopyY) Ta dhasibcrdikoBaHOMY
(npaBopyY) 300paXKEHHAX
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Po3rnsgaroum oTpuMaHi pesynbTaTu, MOXHa 3p00MTN BUCHOBOK, LLLO aNrOPUTM HE MOXe
BMSABUTK KIOHYBaHHSI 00’€KTIB, BUKOHaHe 3a [ONOMOrok IHCTPYMEHTY «wTamn». B 1abnuui 3
HaBefeHO pe3y/ibTaTh eKCNePUMEHTY.

Tabnuusa 3
Pe3ynibTaTi po60Ty airopuTMy NOLIYKY KIOHOBAHUX 06/1acTeil 300 paXkKeHHS
306paxKeHHs Momunku 1 pogy Momunku 2 pogy

TecToBiI 306 paXKeHHs 80% 7%

Pe3ynbTaT eKCMepPUMEHTY BKa3yloTb Ha Te, WO AaHW/A a/lfOpUTM He MOXe BUSBUTU
(hanbcuikalito KNOHyBaHHA 00’ €EKTIB.

OTOX NiACYMOK 3a faHMMK pe3ynbTaTaMu Monarae B TOMy, WO anroputm aHanisy piBHA
MOMMW/IOK LIICHO MOXe LOMOMOITU NPWU aHanisi 306paxkeHb, fKi MOrm 6yTu hanbcuikoBaHi
MeTofaMn maclitabyBaHHS Ta MacliTabyBaHHSA i NepemilieHHs 06’eKTy Ha 300paxeHHi. Came
TOMY 6Y/10 BUPILLEHO IHTErpyBaTu faHunii anroputM B Tenerpam-6ora.

BucHOBKM

B paHili po6oTi 6yno MpPOBEAEHO aHani3 Cy4acHOro CTaHy nNpo6AeMyn BUSIBIEHHS
(hanbcudikayii  ungpoBoro 3o06paxeHHs. Cepefl CyvyaCHUX METOAIB BUSAB/IEHHA OCHOBHUX
crnocobiB  Migpobutn  300paXkeHHs 6yno  BUAINEHO METOAM  BUSBNEHHA  K/OHYBaHHS,
peTyLLYBaHHA Ta MacluTabyBaHHsA. BcTaHOB/MEHO, WO Npobsiema BUAB/IEHHA MacLITabyBaHHS Mae
PiLLEHHS, KON MOBa ife Npo 36ibleHHs YaCTUHN 306paXkKeHHs. B Lieit camuii Yac 3MeHLLEHHH0
YaCTUH 3006paXKeHHS Y BILKPUTOMY APYLi He NPUAINAETLCA YBaru, a iCHyUi MeTOAN eEKTUBHI
NnLwe ans BUABNEHHSA 30i/bLUEHHS.

OCKiNbK/ MpY  3MEeHLLEHHI YaCTUHW LM(POBOro 300paxkeHHs BifOYBaeTbCA 3MiHa
3HaYeHb MiKCesiB 30HM, L0 3MEHLLYETLCSH, Ta 30HM HABKO/O HET, Lie NPU3BOAMTb 40 BUHUKHEHHS
aprehakTiB MacwTabyBaHHs,, abo 40 3pOCTaHHA PIBHA MOMWUMOK. [0 BUABMEHHS CAIAIB LMX
apTedakTiB B pob0Ti afanToBaHO METOZ, 3aCHOBaHWIA Ha aHani3i PiBHA MOMWUIOK, SIKWIA paHiLule
3aCTOCOBYBa/IM 151 BUSIB/IEHHS PETYLLYBaHHS.

[aHunii MeToj Nokasas CrPOMOXHICTb BUABNATU (hafbCUiKOBaHi YaCTUHW 300paXKeHHS,
AKi 6yno nigaaHo 3MeHLUEeHHI0. BiH TakoX MoOKa3aB BWUCOKY e(eKTUBHICTb, KON 3MEHLLEHY
4yaCTMHY 6yno nepemilleHo. [aHuii MeTod He eqeKTUBHWUIA Y BUSIBNEHHI MEpPeMilLleHHs 6e3
3MEHLLIEHHS, a TaKOX Y BUAB/EHHI 36i/bLLIEHHSA YaCTUHM 300paXKeHHS.

EheKTBHICTb MeTOAY 3 BpaxyBaHHAM 0OMeEXeHb 0r0 3aCTOCYBaHHS: MOMUAN NePLLOro
poay 2%, noMunku gpyroro pogy 7%.

Cnuncok nitepatypu
1. Ekcneptusa goTorpadiii: BUSABNEHHSA MaHinynsL i 3 pOTOWONOM 3a A0NOMOroK aHanisy

piBHa nomunok. URL: https://resources.infosecinstitute.com/topic/error-level-analysis-detect-
image-manipulation/

2. Wo Take otothopeHsuka? URL: https://fotoforensic.com/faq.php# What%20is %20
FotoForensics

3. 36poriHi cnm YkpaiHu. BilHa 3 okynaHtamu. URL: https://t.me/zsuwar
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DETECTION OF DIGITAL IMAGE PARTS REDUCED AFTER FORGERY
V.V.Gulich, V.V. Zorilo, O.Yu.Lebedeva

1, Shevchenko Ave., National Odessa Polytechnic University, 65044, Odesa, Ukraine
vikazorilo@gmail.com, whiteswanhelena@gmail.com

At a time when the use of digital content in all spheres of life is constantly growing, the ability to verify the
authenticity of digital files, in particular digital images, is extremely important in protecting information from
integrity violations. In the information war, photo fakes are always used to achieve certain, often criminal, goals.
Both society as a whole and individuals must take care of information security and protect their information space
from unverified information. Modern methods of detecting violations of the integrity of graphic information to some
extent address some issues of information security, however, they are not universal and often require development,
improvement, additional research and so on. Thus, existing methods for detecting such a common method of image
falsification as scaling are effective only in cases where the falsified part is enlarged, however, when reducing part
of the image, they are not effective. Moreover, in open printing the problem of detecting reduced scalable parts of
the image is not covered. Therefore, the aim of this work is to increase the efficiency of scaling detection as digital
image falsification by developing an algorithm for detecting scaling with a negative coefficient. In this paper, the
method of error level analysis is adapted to detect reduced parts of the digital image. The efficiency of the adapted
method in terms of errors of the 1st and 2nd kind was: errors of the 1st kind - 2%, 2nd kind - 7%. In addition, it has
been found that this method is also effective in detecting simultaneously scalable (reduced) and moved parts of a
digital image. This method detects artifacts (errors) in the digital image, which occur when reducing its part - the
falsified area has a higher high-frequency component than the rest of the image, which is amplified under the
influence of compression after saving the falsification in a lossy format.

Keywords: detection of falsifications, digital criminal science, scaling
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BUABJIEHHA ®OTOMNIAPOBOK, BUKOHAHMX 3ACOBAMU
HENPOHHUX MEPEX

€.B. Tumodpees, B.B. 3opino

1, np.LLeBueHka, HauioHanbHUin yHiBepcuTeT «OaecbKa noniTexHika», 65044, Opeca
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"Nnboke HaBYaHHA € eieKTMBHOK Ta KOPMUCHOI TEXHIKOHD, SKa LUMPOKO 3aCTOCOBYETLCA B Pi3HMX
0651acTAX, BKIOYAOUM KOMM’'HOTEPHWUIA 3ip, MAWWMHHWIA 3ip Ta 00pobKY NPUPOAHOI MOBW.
Deepfake BMKOPWCTOBYE TEXHO/OTIHO FNOGOKOr0 HaBYaHHS, LL06 MaHinyBaTh 306paKEHHAMY
Ta BifIe0 NOAUHK, SIKI TFOAN He MOXYTb BiApi3HMTK Big peanbHuX. Deepfake 3a3Bnuail CTBOPHOHOTHL
JBoma crnocobamn. Mepwnii cnoci6 — 3a JONOMOrOK FeHepaTMBHOT 3MaranbHOl Mepexi, abo
GAN, sKa BMKOPUCTOBYE [Bi OKPeMi HeMpOHHI Mepexi, AKi npaytoloTb pasoM, HaBYaruMCb
BMBYATU XapPaKTEPUCTUKN peabHMX 300paxeHb, 106 BOHWM MOr/M CTBOPHOBATU MEPEKOH/MBI
thoTonigpo6ku. pyruii cnoci6 — 3a 4ONOMOrol aropuUTMy LUTYYHOTO iHTenekTy (LUI), skuii mae
Ha3By IHKOAEp i Npautoe LUNAXOM 3anycky 3HIMKIB 06114 [BOX Ol uepe3 iHKoAep Ans
3HAXOPKEHHS CXOXOCTI MIXK LMW 3HIMKaMW Ta 3anycky fekogepa, AKuiA 0TpUMye 306paKeHHs
06/1M4us Ta MiHse ix micuamu. JocarHeHHs B o6nacTi Deepfake ofgHakoBO BpaxXatoThb i TypOyHOTb.
Y uyKUX pyKax Uf TeXHONOris Moxe OyTW BMKOpPWUCTaHa A1 MOLUMPEHHS AesiHdopMauii Ta
nigpvBy CycnisibHOT AOBIPM Maike K HayKOBO-(aHTaCTUYHWIA TUN KPagiXKKM 0COBUCTUX faHuX,
KON BU MOXeETe 3MycUTU Oyab-KOrO CKasaTu L0 3aBrogHo. Y 3B’A3Ky 3 UMM  MOXHa
KOHCTaTyBaTW, LU0 3afaya feTekTyBaHHA Deepfake € fyxke BaX/IMBOKO Ta NOTPedye 3acTOCyBaHHSA
HOBMX ANA L€l ranysi JOCAiMKeHb, PO3POOKM HOBMX anropuTMmis feTekTyBaHHA Deepfake Ta
BLOCKOHANEHHS! BXe ICHYKOUMX MeTofiB. OMke, METOK Ui€l poboTN € CTBOPEHHS CUCTEMM
BUSIBMIEHHS MOPYLUEHb LiNiCHOCTI Megia (haiinis, BUKOHaHWX 3a TexHonorieto Deepfake. B poborTi
BMKOHaHO BWGIp HEpOHHOI Mepexi Ta i HaBYaHHA Ha crewuianbHO CTBOpeHin 6asi, Wo fano
MOX/MBICTb BUABNATU Deepfake AK y LM(POBUX 306padkeHHAX, TaK i B LMPOBMX Bifgeo3anncax.
Kntouosi cnosa: deepfake, BusiBneHHs hanbcmgikayii, uupposa KpUMiHanicTuka, HelipoOHHa Mepexxa.

BeTyn

Ha nepwwii nornsag TexHonoris Deepfake moxe 3maBatucs BeCENNM, HaBiTb KOPUCHUM
IHCTPYMeHTOM. HaBiTb BUCOKOOKOMKETHI (iflbMM BUKOPUCTOBYOTb TexHonorito Deepfake, w06
MOBEPHYTU MOJIOALLI BepciT yto61eHNX nepcoHaxiB. Ane nepesaru L€l TeXHONOTIT MiHIMabHi
B MOPIBHSAHHI 3 MOTeHLiNHO Hebe3nekow, SKYy BOHAa Hece. CbOrofHi UA TexHonorisa
BUKOPWUCTOBYETLCA /19 CTBOPEHHS MopHorpadii, QeKoBUX HOBMH, MiCTU(IKaLii, 3HYLAHb,
(hiHaHCOBOro Laxparictea Towo. Y OGepesHi 2022 poky Aindgerik npesvgeHTa YKpaiHu
Bonoavmumpa 3eneHCbKOro, KW 3aKnMKae CBOIX congaTiB CKnactv 36pot0, noTpanuB Ha
3naMaHuii YKpaiHCbKWIA HOBUHHWIA Be6-CaliT, a NOTIM CTaB BipyCHMM, NepLl HiXX 6yN0 BU3HaHO,
O BiH € (peiikoM. Xo4a TOYHi 30MTKM Bif LbOro iHUMAEHTY 3a/MLIal0TbCA HEBILOMMMM, BiH
MPOLEMOHCTPYBaB OfiHE 3 HaliHe6e3MeyHilMX 3acTocyBaHb L€l TexHonorii. AKom ue Bigeo He
Oyno LWBNAKO NO3HAYeHO 5K (heilk, BOHO MOr/io 6 NpU3BeCTM 40 BTPAT i 3MIHUTK Xif KOHDAIKTY.
Lito >K TeXHO/Orit0 MOXXHa BMKOPWUCTOBYBATU AK (hOpMY (PiLLMHTY Ha poboyomy Micli. Xouva
XaKepu 3a3BMYail BUKOPUCTOBYHOTb TEKCTOBY MEpPenuncKy, Wob, Hanpuknag, Buaasati cebe 3a
BaLLOro 60ca 4m Konery, Terep Xxakepn MOXyTb 3aTeniepoHyBaTn BaM y Zoom, BuaaBaTy cebe 3a
BaLLIOro 60ca Ta 3MycuTK Bac npuabaTv npegmeTy abo nepeaaTv KOHGiAeHUiHY iHpopmauito.
Onuc TexHonorii Deepfake

TepmiH «Deepfake» noxogutb Bifg «Deep Learning» (ImMboke HaBYaHHA) i «Fake»
(deitk), i BIH onuCye KOHKPETHi (hoTopeaniCTUUHI Bifeo abo 3006paXkeHHs,, CTBOPEHi 3a
NiATPUMKN rMBOKOro HaBYaHHA. Lle cnoBo 6yno Ha3BaHO Ha YeCTb aHOHIMHOIO KopucTyBaya
Reddit HanpukiHyi 2017 poky, AKWIA 3acTOCyBaB METOAM INIMOOKOro HaBYaHHS, W06 3aMiHUTK
06mM44a NIOANHW B NOPHOrpagivyHMX Bifeo, BMKOPUCTOBYHOUM 00/IMYYSA IHLIOT JIHOAUHN, |
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CTBOPMB (hoTOpeanicTUUHi nigpobneHi Bigeo. [Ans CTBOPeHHS TakMx MigpobneHuMx Bifeo
BUKOPUCTOBYBA/INCA ABI HEMPOHHI Mepexi: reHepaTUBHa Mepexa Ta AMCKpUMiHaLiiiHa mepexa 3
TexHiKO0 FaceSwap. eHepaTMBHa MepeXka CTBOPHOE MigpobeHi 300paXKeHHA 3a [0MOMOror
Kofepa Ta fekogepa. JMCKpuMiHaLiiHa MepeXxka BU3Ha4Yae aBTEHTUYHICTb 3HOBY CTBOPEHUX
306paxkeHb. KombiHauis unx ABOX MepeXx HasnBaeTbCs [eHepaTMBHOK 3MaraslbHOK MEpPEXero
(GAN).

leHepaTuBHI 3MaranbHi  Mepexi (GAN) — uUe anropuTmivyHi  apxiTekTypu, SKi
BUKOPUCTOBYHOTb  [BI  HEMpOHHI Mepexi, HanalToBYUM OfHY MpOTM iHWOI (TOoMy
«3MarasibHi»), W06 reHepyBaT HOBI CUHTETUYHI €K3eMNNAPK AaHWX, AKi MOXYTb MepefaBaTtuch
K peasibHi faHi. BOHW LIMPOKO BUKOPUCTOBYKOTLCA MPY reHepaLii 306paxkeHb, Bifeo Ta ronocy.

GAN 6ynu npegctasneHi B crarti AHa Myadennoy [1] Ta iHWWX JOCNiAHWKIB 3
YHiBepcuTeTy MoHpeans, Bkmovatoun Wowya Benmpkio, y 2014 poui. 3ragytoum GAN,
KepiBHUK gocnigxeHHs LI Facebook AHH JleKyH Ha3BaB 3MarasibHe HaBYaHHS «HaNL|iKaBiLLIOH
ifleeto 3a ocTaHHi 10 pokiB y MalumMHHOMY BUeHHi».

MoteHuian GAN sK Ans gobpa, Tak i Ans 31a BeNMYE3HUI, OCKiflbKM BOHU MOXYTb
HaBUMTMCA IMiTyBaTU OYAb-AKWIA po3nogin faHnx. To6To GAN MOXHa HaBYMTW CTBOPHOBATU
CBITW, MOTOPOLUHO CXOXi Ha Hall, y 6yAb-aKili 061acTi: 306paXKeHHs, My3nKa, MOBa, nposa. Y
MEBHOMY CEHCi BOHW XYLOXHUKU-POOOTU. Asie X TaKOX MOXHA BUKOPUCTOBYBaTU [A/1A
CTBOPEHHA NiApob6neHOro Meaia-KOHTEHTY, | BOHW € TEXHOMOTIEl, WO NeXUTb B OCHOBI
Deepfake.

GAN npautoe HacTynHuM 4umHOM. OfHa HenpoHHa Mepexa, sKa Ha3MBaeTbCH
reHepaTopoM, TeHepye eKk3eMnaspy faHux, a iHwa (AUCKPMMIHATOP) OLUIHIOE TX Ha
AOCTOBIpPHICTb; TOOTO AUCKPUMIHATOP BUPILLYE, YN BXOANTb KOXKEH eK3eMMNNSP AaHWX, AKWIA BiH
nepernsgae, L0 PaKTUYHOro HAbopy AaHUX A1 HAaBYAHHS, UM Hi.

Hanpuknag, My 36Mpaemocb reHepyBaTW PYKOMUCHI UUQpKU, NOAIOGHI 0 TWX, LWO
MicTATbCA B Habopi pgaHux MNIST [2], akuii 6epeTbCa 3 peanbHOro CBiTY. MeTot
ANCKPUMIHaTOpa, KOMM BiH MOKa3ye eK3eMNnnsap i3 CnpaBXHbOro Habopy gaHux MNIST, €
po3ni3HaBaHHA TUX, AKI € aBTEHTUYHMMMW. TMM YaCOM FeHepaTop CTBOPKE HOBI CUHTETUYHI
obpasn, AKi nepefae AMCKpumiHatop. Llie pobuTtbea B Hagil, WO BOHW OyoyTb BW3HaHI
CMpaBXHiIMKW, HaBiTb fAKWO BOHW nigpobneHi. MeTa reHepaTopa — reHepyBaTu MpPOXiAHi
PYKOMUCHI undpn: 6pexatn, He Byayuun cniimaHum. MeTa AMCKpUMIHaTopa — ifAeHTUQiKyBaTu
300paXKeHHs, fiKe HaAXOAUTb Bif reHepaTopa, SK Migpobky. Ocb KPOKM, AKi BUKOHYOTb GAN
(puc.1).

1. eHepaTop NpuitMae BMNAAKOBI YMcna i NoBepTae 300 paKeHHs.

2. Lle 3reHepoBaHe 306paXKeHHA NO4AETLCA B AMCKPUMIHATOP PasoM i3 306 paeHHAMU, B3ATUMM
3 (haKTMYHOro Habopy AaHuX.

3. AuckpumiHaTop 6epe AK peanbHi, Tak i NigpobneHi 306paxeHHs Ta NoBepTae MMOBIPHICTb,
yucno Big 0 o 1, ae 1 o3Hauvae, Wo HoTo AOCTOBIpHE, a 0 BKa3ye Ha NigpooKky.

OTXe, MaeMO MOABINHWUIA LMK 3BOPOTHOMO 3B’SI3KY: AMCKPUMIHATOP 3HaXO4MTbCSA B
LUMKNI 3BOPOTHOrO 3B’A3KY 3 peasibHUM 300paKeHHAM. [eHepaTop 3HAXOAWTbLCA B METHI
3BOPOTHOr O 3B'A3KY 3 AVCKPUMIHATOPOM.

Real Images

mmm==)  piscriminator Network |::> Predicted Labels

1

Fake Images

D-dimensional
noise vector

I |:> Generator Network _

Puc. 1. Cxema GAN
54



IHPOPMATUKA TA MATEMATUYHI METOAWM B MOAENIOBAHHI = 2022 = Tom 12, Ne 1-2

Byae KOpUCHUM MOPIBHATU reHepaTVMBHI 3marasbHi MepeXi 3 iHWWMKU HEeRnPOHHUMU
MepeXxaMu, TakKMMU SIK aBTOKOZEPU Ta BapiaLliiHi aBTOKOAepW.

ABTOKOAEPM KOLYIOTb BXiAHI faHi AK BekTopy [3]. BOHM CTBOPIOKOTL MpuxoBaHe abo
CTUCHEHe MpefCTaB/IeHHA HeOO6PobIeHMX faHUX. BOHU KOPUCHI AN1S 3MEHLUEHHA PO3MIipHOCTI;
TOOGTO BEKTOP CTMUCKaE BUXIAHI AaHi B MeHLY KiNIbKiCTb MOMITHUX BUMIpIB. ABTOKOAEPU MOXHA
06’efHaTN 3 TaK 3BaHUM AEKOAEPOM, SKWI A03BONSE BiAHOBNOBATW BXiAHI AaHi Ha OCHOBI TX
MPYX0BAHOr0 NPeACTaB/EHHS.

BapiauiiiHi aBTOKOAepU — Le TFeHepaTUBHWUIA anroputMm, SKWIA [ojae AOL4ATKOBE
O0OMEXeHHS AN KOoAyBaHHS BXiAHUX AaHWX. BapiayiiiHi aBTOKO4epWn 34aTHI K CTUCKATW AaHi,
AK aBTOKOZep, TaK i cuHTesyBatu fdaHi, sk GAN. OfHak, xoua GAN reHepye faHi 3 ApioHUMK
AeTansaMm, 306 paXkeHHs, CTBOPEHi BapiaLiiHMMKN aBTOKOAepaMu, MakoTb TEHAEHLLiI0 O6yTY BiNnbLL
PO3MUTUMMU.

MeTogm feTekTyBaHHA Deepfake

MpoTArom OCTaHHIX POKIB METOAM TNIMOOKOro HaBYaHHA YCMilHO 3aCTOCOBYKOTLCA A4
BUAB/IEHHA NigPo61eHNX 306paxeHb. OfHaK CyyacHi METOAM rMMBOKOro HaBYaHHSA 300paXKeHHsA
He MOXyTb 6yTn 6e3nocepefHbO 3aCTOCOBaHI AN BUABNEHHSA NiLpobNeHUX Bigeo uepes
HasBHICTb 3HAYHOI BTpaTW iHQOpMaLil Kagpy nicis CTUCHEHHS Bifeo. MeToAM BUSAB/IEHHS
AiNQeinKiB MOXHa NOAINUTL Ha [Bi OCHOBHI KaTeropii: Ti, L0 NpautotoTb 3aBASKM 6ionoriyHomy
aHasnisy nooguHOKMX 0ci6 Ta Ti, WO NpayloTb 3aBAsSKM aHasidy MpPOCTOPOBUX i 4aCOBUX
0c06/1MBOCTEl Bif€O.

BionoriyHniA aHania NooguMHoKMx oci6. KOeseH J1i [4] po3pobuB mMeTof, 3aCHOBaHUI Ha
HEMPOHHIN Mepexi AN BUABNEHHS dindeliky y Bigeo. Lleil meTog nepefbavae MopraHHs o4ei
AN BUSIBNEHHSA Nigpo6neHnx Bifeo. BiH BUKOPUCTOBYE 3rOPTKOBY HEMPOHHY Mepexy 3
PEKYPCMBHOK HEVPOHHOID MEPEXer AN BUABMAEHHSA (i3i0NOriYHMX CUrHaniB, TakMx SIK pyx
oyelt i mopraHHsa. ToTiM Mofenb BMKOPUCTOBYE ABINKOBWMIA KnacudikaTop ANs BU3HAYEHHS
CTaHy 3aKpuUTKX i BIAKpUTUX oueid. Lleld nigxig nepeBipeHO 3a A0ONOMOrow Habopy AaHMX nig
Ha3Bow «eye-blinking» (MopraHHa oueil), SKWUA CKaHYeTbCA 3 IHTepHeTy. PesynbTaTnt
eKCMepUMeHTY  AeMOHCTPYOTb  e()eKTUBHICTb  3arnporoHOBAHOr0 MiAXo4y Y BUSABJIEHHI
Nigpo61eHnX 306 paxeHb.

IHWi 6ionoriyHi curHanm, Taki K cepuebuTTs, Ak Oyno MnokasaHo, € HafilHUM
MPOBICHUKOM Ana peanbHOro Bigeo. Llidui Ta iHWi po3pobus mofenb Ha OCHOBI reHepaTUBHOI
3maranbHoi mepexi (GAN), ska MOXe BUSBMATY [Kepeno Aingeriky, aHanisytoum noro curHanm
[5]. 3anponoHoBaHa Mofe/Nb MOYMHAETLCA 3 KiJIbKOX MepeX [LeTeKTOpiB, Ae BXiAHUM CUrHaIoM
ANns uiel mofeni € peanbHe Bigeo. MoTiM napa peanicTMYHOrO Bifeo Ta MigpobaeHoro Bifeo
MPU3HAYaETLCA THLLIOMY LUAPY, AKUMA HA3UBAETLCA PEECTPALiEtd, AKUIN BUTATYE LiKasi LiNAHKM
06/M4yst i BI0NIOriYHI CUrHa/IM AN CTBOPEHHA KNITUH (POTO nnetmamorpadii (®Mr). Tyt
ocepeakn ®II € NPOCTOPOBO-4aCOBMMM BiKHaMU, AKIi MICTATb KiflbKa 006114, BUTATHYTMX 3a
[onomoroto  aetektopa 06/m4y. OcCTaHHIA Wwap BigNoBigae 3a Knacugikauito Bifeo fK
Migpo61eHoro Yn CnpaBXHbOro. ABTOPU BUMKOPUCTaNM KiflbKa 3arasibHOAOCTYMNMHUX Habopis
[aHnX [Na nepeBipKy CBOET MoAeni. Pe3ynibTaT NokKasye, LWo Mojeni akTUBYHTb TOYHICTb 97,3%
y BUSIBNEHHI Aindelikis.

AHaniz npocTopoBMX 1 4YacoBMX O03HAK. BifblWIiCTb Cy4aCHUX METOAIB BUSAB/IEHHS
AinceinKiB BUKOPUCTOBYIOTb /LLIE OAMH Bifeokaap [6]. PakTUUYHO, MaHinynsaLii 3 Bigeo MOXHa
BMKOHYBATW 3 Ki/lbKOMa (YHKLIAMU Ha piBHI kKagpy. OcTaHHiIM yacom 6arato [OCniKeHb
Mokasanu, WO aHani3 TMMYacoBOi MOCMIAOBHOCTI MDK KaZpamMu MOXEe YCMillHO LOrOoMOrTu
BIAPI3HNTM peasibHe Bifeo BiA NiApo6neHoro. Y uin poboTi aBTOpU NpPeACTaBUAM TUMYacoBYy
mMofeNb AS18 BUSABMEHHS (DENKOBMX Bifeo. Y Mogeni cnoyatky BUKOPUCTOBYETbCH 3rOPTKOBA
HelMpPOHHa Mepexka 4715 BUAINEHHS 03HaK Kafpy. 3rogoM Lji 03Haku nepedaroTbea Ha wap AKYMN
(BoBroi KOpoTKoYacHOI Nam'aATi) AN aHanily TMM4YacoBOI MOCNIAOBHOCTI 3MIHW 06/MYYA MiXK
HapewTi, ¢yHKuis softmax BMKOPUCTOBYETbCA ANA Knacudikauii Bifeo fK peasbHOro uu
nigpo6bneHoro. Ana ouiHk/ 6yno 3ibpaHo Konekuito 3 600 Bigeo 3 KiflbKOX Beb-cauTiB.
Pe3ynbTaTi eKCNepMMEHTY CBifuaTb NP0 ePEKTUBHICTb LiET MOAEeNi Ana BUABNEHHS AindeliKis.
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Ha ocHoBi nonepegHboi Bepcii Cycle-GAN [7] 6yno npeactaBneHo HOBWIA Niaxig nig
Ha3Bol Recycle-GAN [8], KM BUKOPUCTOBYE YMOBHI FeHepaTMBHI 3marasibHi mepexi ans
3ATTA MPOCTOPOBMX | 4acoBUX AaHUX. Pe3ynbTaTh OUiHKM MOKa3ylTb, WO MOELHAHHA
MPOCTOPOBMX i HACOBUX 0OMEXEHb MOXE AaTh e(heKTUBHUIA pesynbTaT. KpiM Toro, Takox 6yno
3arnpornoHoBaHO HOBWIA MiAXid, 3aCHOBaHMIN Ha PEKYPEHTHIM 3ropTkoein mepexi [9]. Migxig
CK/MaflaeTbCs 3 [BOX eTaniB aHanisy: etan 06pobku 06AMy4Ys 3 MOAIbLUMM  BUAB/IEHHAM
aindgeiky. MMig 4vac 06po6bKM, KafgpyBaHHSi Ta BMWPIBHIOBAHHA 06/MYYS BUTATYETbCA 3a
[0MOMOroK MepeXxxi NPOCTOPOBOro TpaHcgopmaropa. MoTiM BUXiAHI faHi 3 nonepeaHix eTanis
nepesatoTbCca 4719 BUABMEHHS Aindeliky 3a 4ONOMOro PeKypeHTHOI 3ropTKOBOI Mepexi, ae
aHani3yeTbCa TMMYacoBa iH(hopMaL,is No Kaapax.

Bnbip Ta HaBYaHHA HEMPOHHOI MepeXxi

FNBoKi Hellpomepexi € 061acT0 MALWMHHOIO HaBYaHHSA, IKe HEBMWHHO PO3BMBAETHLCH.
PO3BMTOK LIbOro HanpsiMmy npu3BiB [0 MOSBW BEIMKOT KiNIbKOCTI anropuTMiB, NobynoBaHUX Ha
rMM60KOMY HaBYaHHI. Helipomepexi BUKOPUCTOBYHOTb YCi OCHOBHI anropuTMu Ans reHepauii
NigpPo6HNX 306paXKeHb.

HeilpoHHI  mepexi BigoOpaxatoTb MOBEAiHKY /IOACLKOrOo  MO3KY, [03BOJISHOYM
KOMM’HOTepPHMM NporpamMam po3ni3HaBaTi 3aKOHOMIPHOCTI Ta BUpILLYBaTK 3arajibHi Npo6niemMu B
o6nacTi LI, MalUMHHOIO HaBYaHHA Ta rMMOG0KOr 0 HaBYaHHS.

HeiApoHHI Mepexi, TakoX BIfAOMI $K LWTYYHi HenpoHHi Mepexi (LUHM) a6o
3MOAeNboBaHi HelpoHHi Mepexi (3HM), BOHM nexaTb B OCHOBI anropuTMiB MGOKOro
HaBYaHHA. LLUTY4Hi HelipoHHi mepexi (LLIHM) cknagatoTbCs 3 LWapiB By3fiB, WO MICTATb
BXiAHWI Wap, 04nH abo KinbKa NpuxXoBaHMX LWapiB i BUXigHWIA wap (puc.2).

[TpuxoBaHWH
map

ap
BUXO/TY

Puc.2. CTpyKTypa HeMpOHHOT Mepexi

KoxeH By30/1 ab0 LUTYYHWIA HEPOH 3’€HYETHCA 3 IHLLUM | Mae BiAMOBIAHY Bary Ta Mnopir.
AKLWO BMXif 6Yab-AKOro OKPeMOoro By3/ia nepeBuLLye BKasaHe NOPOroBe 3HauYeHHs, Leld By30n
aKTUBYETbCA, HaACMNaOYM fAaHi Ha HACTYMHWIA piBeHb Mepexi. B iHWOMY BMNagky AaHi He
nepejatoTbCA Ha HaCTYMHUIA piBeHb MepeXxi.

HeipoHHI Mepexi MokKnaatoTbCa Ha HaBYa/IbHI faHi, LWo6 3 YacoMm MoKpallyBaTh CBOHO
TOYHICTb. OfHaK, AK Ti/flbKN Ui anropuTMM HaBYaHHA OyayTb MakCMMasbHO HafalToBaHi Ha
TOYHICTb, BOHW CTaHYTb MOTY>XXHUMW IHCTPYMEHTaMK B iH(OpPMaTULi Ta LUTYYHOMY IHTENeKTI,
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O A03BOMNTL HaM KacugikyBaTu AaHi 3 BMCOKOK LWBMAKICTIO. OfHIED 3 HarBigoMiwmMx
HEMPOHHUX Mepex € NoLLyKoBuiA anropnt™ Google.

IHthopMaLlis NpOTiKae Yepe3 HeMPOHHY MepeXy ABoma crnocobamu. Konu BoHa HaBYaEThbCS
(TpeHyeTbCA) abo npautoe HOpManbHO (MiCNsA HaBYaHHSA), WAGNOHM iH(opPMaLii HAAXoAATb Y
Mepexy 4epes BXifgHi 6/10KK, SIKi 3anycKatoTb Luapy npuxoBaHMX G/OKIB, a Ti, y CBOK 4epry,
HaaxogaTb 00 BUXIgHWX 6/10KiB. Lia mowmpeHa KOHCTPYKLiS Ha3MBAETLCA MEPEXE NpsMoro
3B’A3Ky. He BCi 670K/ npautotoTh NOCTiNHO. KoXeH 610K OTpMMYye BXiAHI AaHi Bif oAnHWLb
3niBa, | BXiAHI fAaHi MOMHOXYIOTbCA Ha Bary 3'€4HaHb, N0 AKWX BOHW pyXxalTbCA. B KOXHOMY
6noui HeoOXiAHO 3HAMTM CyMy BCiX BXiAHUX AaHUX, SKi BiH OTPUMYE TakuM YUHOM, i (Y
HaMnpoCTiLLOMY TUMNi Mepexi), SKWO CymMa MepeBuLLye MeBHe MOPOroBe 3HaueHHs, 670K
3anyckae oanHMLI, 40 SKMUX BiH NiAKAOUeHNIA (Ti, WO NpaBopyuy).

LLLo6 HeipoHHa Mepexa HaBuyanacs, Mae OyTW 3afiHUA eNemMeHT 3BOPOTHOrO 3B’A3KY.
HeipoHHI Mepexi TpeHyHTbCA 3a LOMOMOr Ot MPOLECY 3BOPOTHOrO 3B’SA3KY, KU HA3MBAETHCA
3BOPOTHVM MOLUMPEHHSAM. Lle BKNOYAE MOPIBHAHHA pe3ynbTaTy, KWW BUPOONSE Mepexa, 3
pe3ynbTaToM, IKMA BOHa MOBWHHA Oyna reHepysatu, NiCns 4Yoro BifOYBaETbCA BUKOPUCTAHHS
PI3HULI MDK HAMW A9 3MIHW Baru 3B’A3KIB MK O4MHMLUAMM B MepeXxi. 3 4yacoMm 3BOPOTHE
PO3MOBCIOPKEHHA 3MYLUYE MEPEeXY BUMTUCH, 3MEHLUYKUM PISHULID MDK  (PakTUYHUM |
nepefbayyBaHMM BWXO4OM A0 TOYKM, Ae nepedbadyBaHe i (haKTUUYHE 3HAYEHHA TOYHO
36iraroTbCs.

3ropTkoBi  HelpoHHi Mepexi (3HM) (puc.3) 3a3BuMYail  BMKOPUCTOBYHOTLCA A1
po3ni3HaBaHHA 306paXKeHb, Bi3epyHKIiB Ta/abo KOMM’OTEPHOro 30py, TOMY A/ LETEKTYBaHHA
Deepfake 6yze 3acTocOBYBaTUCS caMe Lield TUM HEMPOHHUX Mepex.

Kaptu o3Hak

K.03HaK

K.03HaK

I .
-

3ropTeuM ArperysaHHa 3ropTku ArperysaHHA MoBHO3'€QHAHMA

Puc.3. CTpyKTypa 3ropTKOBOT HEAPOHHOT Mepexi

LLi mepexi BUKOPUCTOBYIOTb MPUHLMNN NiHINHOT anrebpm, 30Kpema MHOXEHHS MaTpuLi

A1 BU3HaYeHHA Wab1oHIB Y 300paXkeHHi. BOHV MatOTb TPy OCHOBHMX TUMK LLUAPIB, a caMe:
— 3rOpTKOBWI LLAp;
— 06’eHYyOuNiA Wap;
— TMOBHO3B’3HWI LWap.

3 KOXHMM wapoM 3HM 36iblIyeTbCA Y CBOIM CKMagHOCTI, igeHTUQIKyoUn GinbLui
4aCTUHW 300paXKeHHs. Bifibll paHHi Wapn 30CepeiXeHi Ha NPOCTUX eneMeHTaxX, Takux K
Konbopy Ta Kpai. Konu paHi 306pakeHHs MpocyBaroTbCA yepes wapu 3HM, BOHa nouyvHae
po3ni3HaBaT Oinbli efeMeHT abo (opMu 00°eKTa, MOKW HapewTi He iAeHTUDiKye
nepeabayyBaHWUin 06’ EKT.

MpunycTmo, WO BXigHWM Oyfe KO/bOpOBe 300paXKeHHs, AKe CKNafaeTbCA 3 MaTpuui
nikcenie y 3D. Lle o3Hayae, Wwo BXigHI gaHi OyayTb mMatv TpU BUMIpU — BUCOTY, LUMPUHY Ta
rmMbuHy — aki  BignosigaloTb RGB-306paeHH0. 3ropTKOBWIA  Lap Mae [AeTeKTop
0c061BOCTEN, TaKOX BiOMUIA SK 94p0 abo iNbTp, SKMIA NEPeEMILLAETLCA MO CNPUAHATAMBMX
MoNIsiX 306paXKeHHs, 3Haxo4a4m 0cobmBocTi. Llel npouec BiOMUIA K 3ropTka.
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[eTekTop 0c06/MBOCTEN — Ue [ABOBUMIpHWMIA (2-D) macvB Bar, SKWiA NpeacTaBnsie
4aCTUHY 3006paXXeHHS. Xo4a BOHW MOXYTb Bifpi3HATUCA 3a pO3MipOM, po3mip (inibTpa 3a3Bmyali
€ MaTpuuerdo 3x3; LUe TaKOXK BMW3Ha4yae po3Mip peuenTuBHOro nons. TloTim - QinbTp
3aCTOCOBYETbCA [0 061acTi 306paXKeHHs, | MDK BXigHUMM nikcensgMnm Ta  (iNbTPOM
06YMCNIOETLCA CKaNApPHUIA [O6YTOK. Llel ckanspHuii go6yTOK MOTiM MOAAETbCA Y BUXIAHWUIA
macuB. Tlicnd uboro inbTp 3MILLYETHCA HA OLWMH KPOK, MOBTOPKOKOYM MPOLEC, MOKU A4PO He
OXONuUTb Yyce 306paXkeHHs. OcTaTouHMIA BUXIA i3 psaay TOUKOBMX JO6YTKIB i3 BXOAY Ta (inbTpa
BiOMWIA AIK KapTa 03HaK, kapTa akTuBaLlii ab0o 3ropHyTa (yHKLS.

LLlap 06’eAHaHHS, TaKoX BiJOMUIA SK 3HMXXYBaY AMCKpeTU3aLii, 3MeHLIYye pO3MipHICTb,
3MEHLLYIOUM KINbKICTb MapameTpiB y BXiAHWX AaHux. MofibHO [0 3ropTKOBOro LWapy, Liap
006’eiHaHHS 3aCTOCOBYE (iNIbTP MO BCbOMY 300PaXEHHIO, ane Pi3HULA B TOMY, WO Lein QinbTp
He Mae >XOAHMX Bar. 3aMiCTb LbOro f4p0 3aCTOCOBYE (DYHKLIiKO arperauii g0 3HayeHb Yy
CMPUIAHATAMBOMY MO/, 3aMOBHIOKYUY BUXIAHWIA MacuB.

Ha3sa MOBHO3B'A3HOr0 LWapy B/lyYHO Onucye cebe. Y MNOBHO3B’A3HOMY LUAPI KOXEH
BY30/1 BUXiHOr O LWapy MigKIro4aeTbcsa 6e3nocepesHbO A0 By3fa nonepegHsLoro wapy. Liei wap
BUKOHYE 3aBAaHHA Knacudikalil Ha OCHOBI O3HaK, BUTArHYTUX 4yepe3 nonepegHi wapy Ta ix
PI3HI PINbTPK.

Ons petektyBaHHA Deepfake 6yna o6paHa Mopgenb HeWpPOHHOI Mepexi (puc.4)
,3aCHOBaHa Ha CTaTTi, ony6nikoBaHin [apiycom Admuapom Ta iH. y 2018 poui [10]. Lle
ABINKOBUIA KnacudgikaTop, NobynoBaHMI SIK BiJHOCHO HErNMO0Ka 3ropTKoBa HeliPOHHOI Mepexi,
HaBYeHa KnacugikyBaT 300paXKeHHS Ha OfMH i3 ABOX KnaciB. OAMH Knac BifHOCMTbLCA A0
«peanibHNX» 306paXkeHb (300paKeHHs peanbHUX MoAen), a iHWUin — [0 «Nigpo6aeHnx»
306paXkeHb (306paxkeHb, cTBopeHnx Deepfake LLI).

( AUt 256xE5EK3 ) ]
.
l Conwolutional 18x5x5] + Ralll
‘ Comvolutional Bx[3x3) + Aall 1 Saich normaksaton
Baich noemaksation Max pooling 4xd
MR wxmwm ............................... {h dﬂ& ..... l ..... m?:.wurﬁ
12Ex12Bx8 l Dropout 0.5
‘ Conwslutional Bx[SxS) + FHall | Fulhy-connactad 16 |
Baich noemaksation l 1§ inatunes
Max pooking 22 Dregout 0,48
dxEdnd l Fuly-connected 1 ‘
| Comvohrkonl 1048t + el =
Balch rormalsation Sgmosd |
Max pooking 2xd J‘
A6 [ Caassification Result ﬂm":.

o, -

Puc.4. Mogenb HEMPOHHOT Mepexi
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- BxigHuii wap 3x256x256, aKuii npuiiMae po3Mip 300pakeHHs Ta KifbKiCTb
KONbOPOBMX KaHaiB.

— 3ropTkoBMiA Wap i3 8 dinbTpamu, po3mipom 3x3 i KPOKOM 1, 3a AKMM Crigye
MaKcMasibHWUIA 06’ €AHYIOUNIA LWap PO3MipoM 2X2.

— 3ropTkoBMin Wwap i3 8 inbTpammn po3mipom 5x5 i Kpokom 1, 3a SiKUM cnigye
MaKCUMasibHWUIA 06’ €LHYHOUNIA LLIap PO3MIpOM 2X2.

- [Ba 3ropTkoBux wWwapu 3 16 Qinstpammn posmipom 5%5 i Kpokom 1, 3a AKMMU
CNigyrTb MaKCUMasIbHI Wapn 06’eaHaHHSA 3 BIKHOM 00’ €jHaHHA 2X2.

- MOBHO3B'A3HMIA LWap 3 16 HellpoHamu.

— MOBHICTIO NIAKMHOYEHNA BUXIAHWIA LWap 3 OAHWM OGNOKOM | CMrMOBWUAHOM
aktusauieto [11].

3ropTKoBuWiA LWap, npeacTaBneHunii conv2d, € HaliBaXKMMBILLOK YaCTUHOK HENPOHHOI
Mepexxi. TyT BCTAHOB/MIKOETLCA PO3MIP Ta Ki/IbKICTb (INbTPIB, AKI BUKOPUCTOBYBATUMYTbLCH Y
3ropTyi. KokXeH (inbTp € OKpeMyM efleMeHTOM 300paXKeHHs, HanpuKnag, ropusoHTaibHa NiHis.
MMig yac 3ropTky Uein inbTp NPOXoAnUTb MO 306paXKEHHHO, W06 OLIHUTK, SIKOK MIpOH MEeBH
06nacTi UbOro 300paxkeHHsA BignosifaldTb (inbTPy. Ticns 3ropTKoBOro Lwapy chigye Lwap
MakeTHOI Hopmanisauii. MakeTHa Hopmanisauis — Le HOBMIA MeTof MiABULLEHHA LUBMAKOCTI Ta
CTabiNbHOCTI HeMpOHHMX Mepex. BiH npaytoe wnsaxom Hopmanizauil BXigHMX AaHuX Ans
KOXKHOTO LUapy Mepexi, WO 3MeHLUYe B3aEMO3A/IEXHICTb MiX napameTpaMu [aHOro Lapy Ta
BXiZAHAM PO3MOAINOM HaCTynHOro Lwapy. Lif B3aeMO3a1eXHiCTb Ha3MBA€ETbCA BHYTPILLHIM
KOBapiaHTHUM 3pYLUEHHSM i Hafdae AecTabinisyrody fit0 Ha npouec HaByaHHS. OCTaHHIN Wwap
HalmMX 3ropTkoBMX OnOKiB — Ue wap nyny. Came Ha piBHI Nyny 3Ha4YHO 3MEHLLYETHCA
PO3MIPHICTb AaHUX, WO 3HAYHO MPUCKOPKOE OBYMCNEHHA. Y [aHiii MOAeni BMKOPUCTOBYETHLCA
MakCUMa/IbHUIA Nyf UbOro Liapy, L0 O3Hayae 3MeHLUeHHs 061acTi 3HavyeHb Mikcenis [o
MaKCMMa/lbHOro 3HayeHHs L€l obnacTti. HesBaxaroun Ha Te, WO LA apXiTeKTypa pPeTesibHO
AOTPUMYETLCS, Oy NPOBEAEHT EKCEPUMEHTN 3 PI3HUMM PYHKLIAMU akTUBaLii. 30Kpema, KpiM
BMKOPUCTaHHA CTaHAapPTHOI akTmBaulii ReLU Takox 6ynn nposefeHi ekcnepumMeHTn 3 ELU [12]
Ta LeakyReLU [13].

ReLU € ¢yHKuieto akTuBaLii BUGOPY, OCKISIbKM HEMAE OYEBMAHOIO PU3MKY «MepPTBUX
HelpoHiB» [14] . Kpim Toro, icHye akTuBauis LeakyReL U nicng noBHICTIO NigKNHOYEHOro wapy
316 oAMHMLb. 3a UMM HEMAE XXOAHOT BUANUMOIT NPUYMHK, KPIM TOrO, L0 BUKOPUCTOBYE raseTa.

Dropout — BunagaHHs, A0AA€TbCA MiCAsS NOBHICTHO NiAKIOYEHOrO Wapy 3 16 HeilipoHamu
ans 6opoTbOW 3 MepeHaBYaHHAM. [MepeHaBYaHHS — OfHa 3 MPOO6MEM TMOOKNX HEPOHHUX
mepexk (Deep Neural Networks, DNN), sika nonsrae B HacTYrNnHOMY: MOAeNb J06pe MOSACHIOE
NviLe NPUKNaan 3 HaBYasIbHOT BMOIPKK, afanTyrounch [0 HaBYa/IbHUX MPUKIagis, 3amiCTb TOro,
W06 BUMTMCA KnacugikysaT NpuKnagu, Wo He bpany yyacTb Y HaBYaHHi (BTpaTta 34aTHOCTI [0
y3ara/ibHeHHs). 3a 0CTaHHI poku 6yno 3anpornoHoBaHo 6e3/iy pilleHb NPo6eMU NepeHaByYaHHs,
ane OfHe 3 HMX MepeBepLUNNO BCi iHLWI, 3aBAAKM CBOIA NPOCTOTI Ta Yy[OBMM MPaKTUYHUM
pesynbTataM; e pileHHs — Dropout. TonoBHa igest Dropout — 3amicTb HaB4aHHSA ogHiel DNN
HaBuMTM aHcaMb6/b Kinibkox DNN, a noTim ycepegHWTU OTpuMaHi pe3ynbTaTh. Hepomepexi
[/19 HABYaHHS CTBOPHOKOTHCA 3a JOMOMOIOK BUKJ/IKOYEHHS 3 HEMPOHHOI Mepexi (dropping out)
HEMPOHIB i3 MMOBIPHICTIO p, TaKMM YMHOM, MMOBIPHICTb TOrO, WO HEWPOH 3a/MLINTLCS B
MepeXi, CTaHOBUTb (=1-p. «BWKHOUYEHHS» HENpOHa O3Hauyae, WO Npu Byab-AKMX BXiAHUX
AaHnx abo napameTpax BiH nosepTae 0. BMK/OUEHI HEAPOHN He pobNAThL CBI BHECOK Y MpoLec
HaBYaHHS Ha >KOAHOMY 3 eTaniB  airoputMy 3BOPOTHOrO  MOLUMPEHHS  MOMWUJIKU
(backpropagation); ToMy BMMKHEHHS X04ya 6 OQHOro HelipoHa PIBHOCU/IbHE HaBYaHHK HOBOI
HeiPOHHOT Mepexi.

Flatten (3rnagKyBaHHS) — Lle MNEPETBOPEHHA [AaHMX B OAHOBMMIPHWIA MacuB [Ans
BBELEHHSA X Y HaCTYNHWI Wwap. BMPIBHIOKOTLCA BUXiAHI AaHi 3rOpTKOBUX LIapiB, Wob CTBOPUTK
OAWH [OBrMiA BEKTOP O3HaK. | Ue noB’A3aHO 3 OCTATOMHOK MOAE/NI0 Krnacuikauil, ska
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Ha3MBaETLCA MOBHICTIO 3B’A3aHUM LUApPOM. IHWKUMK croBamu, Bif6YBAETLCA MepeMilLleHHs BCiX
MIKCeNbHUX AaHWX B OAVH PALOK i 3’€JHAHHA 3 OCTAHHIM LUapOM.

Dense (MOBHO3B’A3HWIA LWap) — Le MPOCTUA Luap HEpOHIB, B AKOMY KOXEH HelpoH
OTPUMYE BXiAHI faHi Bif YCiX HEAPOHIB NONepeaHbOro LWapy, TOMY AOro HasuBatoTh L iTbHUM.
IMOBHO3B’A3HUI LUap BUKOPUCTOBYETbCA AN5 Knacuikauii 306paXeHb Ha OCHOBI BUXiAHWX
AaHKX i3 3ropTKOBMX LLapiB. Po6oTa 0AHOro HelpoHa. LLlap MiCTUTb KiflbKa TakMX HEMpPOoHiB.

[ns HaBYaHHA HEMPOHHOI Mepexi 6yB BUKOPUCTAHUIA Habip AaHuX Aindenkis, AKuiA
CK/afiaBcs 3 300paxkeHb, AKi 6ynn BunyyeHi 3i 175 Bigeo, 3HATUX 3 MONYNAPHUX MATHOPM
Aingeinkis, Ta MOAMGIKOBaHWiA, a CaMe 3 KOXHOT 0 306paXkeHHs 6y/10 BUTyYeHO 061MYYS | TaKUM
YMHOM BGYB CTBOPEHWI A HOBWIA HaBip AaHUX A1 HAaBYaHHSA HENPOHHOT Mepexi. Ans BUNyYeHHs
0611y BMKopucToByBaBcas Metogq HOG (ricTorpamu OpieHTOBaHWMX TpafieHTIB), SKUA €
[ECKPUNTOPOM 03HaK i BMKOPWUCTOBYETLCA B TEXHOJOMIAX KOMM'KOTEPHOro 30py Ta 06pobui
300paXeHb 3 METOK BUSAB/IEHHSA 06°eKTiB. Lla TexHika nNigpaxoBye KifbKICTb HanpsMKiB
rpagieHTa B NoKasbHUX 06/1acTax 306paxeHHs. Jeckpuntop HOG oKycyeTbCA Ha CTPYKTYpi
abo opmi 06’ekTa. Lle Kpawe, HDK OyAb-AKWIA [HLWIMIA LECKPUNTOP O03HaK, OCKiflbKM BIH
BUKOPUCTOBYE BE/IMYMHY TpaflieHTa, a TakoX KyT rpagieHta fAns 064mcneHHs o3Hak. [Ans
obnacteil 306paXXeHHA BiH reHepye rictorpamu, BUKOPUCTOBYKOUM BEIMYMHY Ta OpieHTaLito
rpagieHTa. 'pagieHTM PO3PaxoBYHOTLCA B MeXax PO3MNoAineHHs 300pakeHHA Ha 610KKU. Bnok
PO3rNAAaETbCA AK NiKcenbHa CiTKa, B AKil rpafieHTU CKNafalTbCA 3 BEMUUHU | HanpsaMKy
3MiHM IHTEHCUBHOCTI MiKcens BcepefuHi 6/10Ky.

Moaundikauia Habopy paHux 6yna 3pobneHa Ana  36i/blUeHHS SKOCTI  HaBYaHHS
HEMPOHHOT Mepexi. ®PiHanbHWUIiA Habip AaHuMx cknagae 11780 306paxeHb, SKi AiNATbCA Ha
peasibHi 306paXKeHHs Ta Ainerikn. BXigHUMM JaHUMK € 306paXKeHHs po3MipoM 256x256x%3, ae
256x256 — BUCOTa | LUMPUHA 300paXeHHs B MikKcensx, 3 — Ki/IbKiCTb KOMbOPOBUX KaHaniB.
Mpvknag opuriHanbHOro 306paXKeHHs Ta 300paXKeHHs nicis MoAudikaii MOXHa NOAUBUTUCA
Ha puc.S.

a) opuriHanbHe 306paXKeHHs 6) moandikoBaHe 306 paXkeHHS

Puc. 5. Mpuknag 306paxeHb

[ns HaBuaHHA OyB BMKOPWUCTaHMIA onTuMaizep Adam — oaWH i3 HalietheKTUBHILMX
anropMTMiB ONTUMI3aLil y HaBYaHHI HEipPOHHUX MepeX. BiH noegHye B cobi igei RMSProp Ta
onTumizatopa imnysnbcy [15] .

Micna aHanisy BeNMKOI KifbKOCTi TeCTyBaHb Ha MEHLLOMY Habopi JaHuX, KW CKNajas
1000 306paxeHb, NpW LWBMAKOCTI HaBuaHHA PpiBHIA 0.001 Ta 4OTMPLOX enoxax 6yno
iJeHTU(IKOBAHO, WO HaliKpalli pe3ynbTaTu Y TpeHyBaHHI Ta TeCTyBaHHI Mokasana Mofesb
HelpoHHOI Mepexi, fe wap Dropout 3miHeHnin 3 0,5 fo 0,48. ApxiTeKkTypa MoaudikoBaHOI
MOAenNi 3HaxoanTbCS Ha puc.6.
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( Input 256x256x3 ) ¢

v

Convolutional 16x{5x5) + RalLU

Convolutional Bx(3x3) + AeLU

Batch normalisation

Batch normalisation Max pooling 4x4
Max pooling 2x2 BxBx16 1024 fealures
¥
128x128x8 Dropout 0.5
v

Convolutional Bx(Sx5) + RelU

Fully-connected 16

Batch normalisation 16 features
h 4
Max pooling 2x2 Dropout 0.48
G4x64xE Fully-connected 1
L i

Convolutional 16x(5x5) + RelU

1 feature

Batch normalisation

Max pooling 2x2

Sigmoid

A2x32x16 I

Puc.6. 3miHeHa Mogesb HelipOHHOIT MepeXi

v
( Classification Result )

A came nicns Apyroi enoxu 6yna BCTaHOB/EHa MaKCMMasibHa TOYHICTb MiATBEPAXKEHHS
(validation accuracy) — 98,57% Ta MiHiManbHa BTpata nigreepakeHHs (validation loss) — 1,26%.
B 1ol yac Ha Mogeni HelpoHHOI Mepexi [1]: MakcuManbHa TOUHICTb MigTBepLKeHH: (validation
accuracy) — 97,58% Ta MiHimManbHa BTpaTa nigreepmpxeHHs (validation loss) — 1,93%. IMpadik

HaBYaHHA mogeni [1] 3Haxo4MTbCA Ha puc.7, a MoAUGiKoBaHOT MOAeni Ha puc.8.

Model accuracy

0.95

0.90

Accuracy

0.85

—— Train

T
15 2.0 2.5 3.0 3.5 4.0
Epoch

Model loss

0.15

0.10

Loss

0.05 A

—— Train

0.0 0.5 10

Puc. 7. I'pahik TeCTOBOr0 HaBYaHHA MoZeNi HepoHHOT Mepexi [1]

T
15 2.0 2.5 3.0 35 4.0
Epoch
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Puc.8. Mpadik TeCTOBOro HaB4aHHA MoANGiKoBaHOI MOAENi HEMPOHHOT MepeXxi

Mpy 6inbwoMy po3mipi Habopy daHuX, a came — 11780 306pakeHb, MPU LWBMAKOCTI HaBYaHHSA
piBHOi 0.001 Ta 30 enoxax y MoamMdgiKoBaHiin MOAeNi HalKkpawmii pe3ynbtaT 6yn10 OTPUMaHO Ha
28-11 enoci. Pe3ynbTaT HaBYaHHSA MOAENI MOXHa MobaunTh y Tabnmui 1, a rpadik HaBYaHHSA Ha
puc 9.

Tabnnya 1
Pe3ynbTaT HaBYaHHA MoAeNi MoanMiKoBaHOT Mofeni HeMPOHHOT Mepexi
loss 2,44%
acc 96,89%
val_loss 7,34%
val_acc 91,17%

Model accuracy

0.95 -

0.90 A

0.85

Accuracy

— Train

0.80 1
val

0.75 -

045\“-_

T
5 10 15 20 25 30
Epoch

Model loss

0.15 4 —— Train
Val

v 0.10 -

0.05

T
] 5 10 15 20 25 30
Epoch

Pwnc.9. Mpadik TeCTOBOro HaB4aHHA MoangiKoBaHOT MOAeNi HEMPOHHOT MepeXxi

ToYHICTb Knacuikauii cTBopeHoT mogeni € 91,17%, Wo € AOCUTb BENMKUM MOKa3HUKOM, ase
KpiM TOro, 3aBAsku Moamdikauii Habopy faHUX BAANOCA MiABULLMTU TOUHICTb Knacudikauit
300paXkeHb, fKi He BXOAATb [0 BUKOPUCTAHOr 0 419 HaBYaHHA MOAesi Habopy AaHuX.

BucHoBkn. B poboTi npefctaBneHo anroputM fgetekTtyBaHHA Deepfake 3a gonomoroto
3ropTKOBOI HEMPOHHOI MepeXi. TOouHICTb Knacudikauii cTtBopeHoi mogeni € 91,17%, wo €
AOCUTbL BENMKUM MOKA3HMKOM, afie KpiM TOro, 3aBAsku Moguikauii Habopy gaHuX BAanocs
MiABULLMTA TOYHICTb Knacudikauii 300paXkeHb, fKi He BXOAATb [0 BWMKOPUCTAHOrO A/1s
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TecTyBaHHA Mogeni Habopy pfaHux. [MpeAMeTOM MOAaNbLIOr0 PO3BUTKY AaHOl poboTu €
BAOCKOHA/IEHHS HEMPOMEPEXi 3a paXyHOK 30i/1bLLUEHHS HAOOPY AaHUX A1 HaBYaHHS.
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DETECTION OF PHOTO FORGERY PERFORMED BY TOOLS OF NEURAL
NETWORKS
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vikazorilo@gmail.com, timofeevzhenya2107@gmail.com

Deep learning is an effective and useful technique that is widely used in a variety of fields, including computer
vision, machine vision, and natural language processing. Deepfake uses deep learning technology to manipulate
images and videos of a person that people cannot distinguish from real ones. Deepfake is usually created in two
ways. The first way is through a generative competition network, or GAN, which uses two separate neural networks
that work together to learn how to study the characteristics of real images so that they can create compelling photo
fakes. The second way is with an artificial intelligence (Al) algorithm called an encoder, which works by running
pictures of two people's faces through an encoder to find similarities between those pictures and running a decoder
that takes a face image and swaps them. The achievements in the field of Deepfake are equally impressive and
disturbing. In someone else’s hands, this technology can be used to spread misinformation and undermine public
confidence almost as a sci-fi type of identity theft, when you can get anyone to say anything. In this regard, it can be
stated that the task of Deepfake detection is very important and requires the application of new research in this area,
the development of new algorithms for Deepfake detection and improvement of existing methods. Therefore, the
purpose of this work is to create a system for detecting violations of the integrity of media files made by Deepfake
technology. The work selected the neural network and its training on a specially created basis, which made it
possible to detect Deepfake in both digital images and digital videos.

Keywords: deepfake, detection of falsifications, digital criminal science, neural network.
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MIHIMISAUIA MOMWNNIOK INMPUN ®YHKUIOHYBAHHI Y CNUCTEMAX
YMPABJ/TIHHA KIBEPBE3INEKOKO

M.B. KanycTsan!, B.A. KyaiHos?, B.O.XopoLiko?

IXMenbHUUBKNIA HalioHaNbHUIA YHIBEpCUTET, BYN. IHCTUTYTCbKa, 11, XMeNnbHMLbKWA,
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?HaujioHanbHa akajeMisi BHYTPilHiX cnpas, na. Conom’siHebKa, 1, Kuis-ACI, 03035,
YKpaiHa; e-mail: kudinov_va@ukr.net

SHauioHanbHWi1 aBiauiiHuii yHiBepcuTeT, npocn. Jlo6omupa Mysepa, 1, Kuis, 03058,
YKpaiHa; e-mail: professor_va@ukr.net

Y CTarTi po3rnsHyTO BAACTUBOCTI BEKTOPHOI LifbOBOI (hYHKLIT Ans MiHiMi3auiT iHTerpoBaHol
KBafpaTUYHOT OUiIHKM MOMMWKU CUCTEMU YMpaBAiHHA Kibep3axucTom. Ha BigMiHy Big,
TPagUUInHOTO 3aBAaHHA (YHKLIT iHTerpasibHUX KBagpaTnyHmx ouiHoK (IKO) Tinbkn B 06nacTi
CTIliKUX CUCTEM YMpaB/iHHA, NPONOHOBaHa BEKTOPHA LiNboBa YHKLiS BU3HAYaETLCA B YCbOMY
npocTopi BapiioBaHMX MapameTpiB. 3anponoHOBaHO MOKPOKOBUIA Miaxif BCTAHOBMEHHS
[0CTaTHbO! KifbKOCTi 0OMeXeHb Ans nepexofy B 06nacTb Bu3HadeHHs1 IKO i paujioHanbHWiA
MeXaHi3M Moro peanizauii y BUrnagi npioputeTHOI onTMMI3aLil BEKTOPHOI LifboBOT PYHKLIT 3
BUKOPWCTaHHAM oOnepayii NopiBHAHHA 11 3Ha4YeHb. Po3pob6ieHO anroputmu MoAudiKoBaHWMX
meTofiB Xyka-[pkuBca i Hengepa-Miga ans onTumizauii BEKTOPHUX (yHKLiA. OCHOBHa
BiIMiHHICTb 3anpPOMOHOBaHUX MOAMMDIKOBAHMX METOAIB ONTUMI3aLiT BEKTOPHUX (PYHKLA Bif
MeTOZiB MiHIMi3auil ckanapHuMX (YHKLUIA nonsrae y BMKOPUCTaHHI GiHapHUX onepauiil
MOPIBHAHHA 3HaYeHb BEKTOPHUX (YHKLIA. 3acToCyBaHHS METOAIB ONTMMi3auiil BEKTOPHOT
LiNboBOT (DYHKUIT [03BOMSE B €4MHOMY O6GYUMCIOBANbHOMY Npoueci nepentn 3 Oyab-akoi
Mo4YyaTkoBOI TOYKM MOLUYKY AOMYCTUMUX NapameTpiB CUCTEMU YNPaBniHHS Kibep3axmcTom
iH(hopMmaLiliHUX pecypciB B 061acTb CTIAKOCTI CUCTEMMU YMPaBAiHHA | 3HANTW B Hill MiHIMYM
IKO.

KntoyoBi cnoBa: iHTerpasibHi KBagpatuuHi ouivkn (IKO), onTumisauis BEKTOPHOT LiibOBOI
(hyHKLiT, cucTemMmn ynpaeiHHA Kibep3axucToM, CTiiKi CUCTEMW YMpaBiHHS.

BeTyn

YnpaBniHHA Kibep6be3nekoww € HEeBIA’EMHOK YacTUHOK YNpaB/iHHA OyAb-KOH
CUCTEMOK 4YM O0’EKTOM, OCKI/MIbKM [N HUX IH(OpMaLif cTana TakMM cammmM Pecypcom, SiK
marepianbHi, (piHaHCOBI, Tpy#oBi Ta iHWI pecypcn. Tomy A0 ynpaBniHHA Kibepbesnekoro
BUKOPUCTOBYHOTHCA MPOLECHUI, CUCTEMHUIA Ta CUTYaLiMHUIA NiLX0AM, AK | A0 6YAb-AKOT iHLLOT
cuctemn  ynpaefiHHA.  OfHak, £K 3’AcyBasocsi, 0C0O6AMBOCTI camoi iH(opmauii  Ta
iH(hopMaLiiHUX TeXHOMOrin NoTpebytoTb 30BCIM IHLIMX METOAIB, 3acobiB i 3axogiB AN ix
3axucTy. OmKe ynpaBniHHA Kibepbe3nekow € Tie cdeporo, HeobXiAHICTb TEOPETMYHOro Ta
MPaKTUYHOro BUBYEHHS AKOI CTana o4eBMAHON. MMepLui fOCAifXeHHs B Uil 06nacTi novanmcs
HanpukiHui 1980-X pp., a 40 KiHUa 1990-x pp. 3'9BMAMCA nepLli HauioHanbHi 1 MiXKHapoaHi
ctaHgaptn (ISO/IEC 17799). OpfHak cTaHAapTh B 061acTi ynpaBniHHS Kibep6e3nekow He
BMPILLYIOTb YCiX Npo6neM. HaBnaku, 3aBAaHHS ynpaBniHHA Kibepbe3nekow YCKNafHHTLCS
pa3oMm i3 yce 6ifbl iHTEHCMBHUM BUKOPUCTAHHAM iH(OPMaLiMHUX KOMMN'FOTEPHUX TEXHOJOT il
MPaKTUYHO B YCiX cepax NMHOACLKOI AisnbHOCTI. Lle 06yMOB/HOE HEOOXIAHICTL Y3arasbHeHHs
[0CBigYy YnpaBfiHHA Kibepbe3nekow, po3pobKM Teopii, BUPILLIEHHS MPaKTUYHUX aCMekTiB
ynpaBniHHS Kibep6e3nekoto.

HeobxigHO Big3HAUMTK i Te, WO NMLIE KifbKa POKIB Hasaf, roBopsAYM Mpo YnpaBAiHHA
Kibepbe3neKkoo, Masin Ha yBasi inile piBeHb BENMKOT opraHisauii. OCTaHHIM 4acoMm yce yacTille
MOBa IAe npo ynpaBfiHHA 6e3nNeKo  perioHalbHUX i HauioHaNbHUX  iH(OopMaLinHNX
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IHPPaCTPYKTYp, Yce yacTille BUHMKAE NoTpeba B 3abe3neyveHHi Ta ynpasBiHHI Kibepbe3nekor
Ha cepeaHix, Manx NignpueMcTBax Ta B HEKOMEpPLIIHMX opraHisavisx.

Takum 4ymHOM, 3abe3neyeHHs iHopMaLiiHOT 6e3nekn € HeobXigHOK  YMOBOH
(hYHKLiOHYBaHHA OYy/b-AKOI KOMMaHIT, a CTBOPEHHA NONITUKN 6e3rnekn - ogHa 3 NepLunmx BUMor
[0 opraHisauii iHhopMaLinHoT 6e3nekn nignpuemcTaa.

Y 3B’A3KYy 3 PO3LUMPEHHAM Chepu BUKOPWUCTaHHS iH(OPMALiMHMX CUCTEM N TXHLOrO
YCKNagHeHHs, npobnema 3abe3neyeHHs iHhopMmaliliHOT 6e3rmekn 3arocTproeTbes. besneky Bxxe
HEMOX/IMBO 3a6e3MeynT OLHUM fi1Le HabopOM TexHiYHMX 3acobiB i MIATPUMYBATU TiNIbKU
cunamu  nigposainy 6e3nekn. BiaCyTHICTL  perynspHol  OWiHKM  iH(OpMaLiinHUX pU3KKIB,
HefoCcTaTHA IH()OPMOBAHICTL CMIBPOOITHUKIB NPO npaBuna poboTn i3 iH(opMaLieto, Lo
3aXMLWAETbCS, | AOTPMMAHHI peXxumy iHdopmauiiHOT 6e3nekun, BifACyTHICTb (PopMani3oBaHoi
Knacuaikauii iHopmauii 3i cTyneHsa 1i KPUTUYHOCTI i ysB/IEHb MPO Te, CKi/IbKM KOLITYIOTb
iH(hopMaLliiHi aKTUBK, - BCE Lie MOXe 3BeCTW HaHiBelb 3YCU/NS KOMNaHil No 3abe3neyeHHto
iHhopMaLiiHOT 6e3nekun. 3 MigBULLEHHAM PoNi iH(opMaLiiHUX CUCTEM Y MIATPUMLI OCHOBHUX
Gi3HeciB-NpoLeciB  KOMMaHii A0 umx npobneM [LOJAKOTbCA MNUTaHHA  3abe3neyeHHs
6e3nepepBHOCTI (PYHKLiOHYBaHHA Oi3HeCy B KPUTUYHMX CUTyauifX. ITHOpyBaHHA npo6siem
iH(hopmaLiiHOT 6e3nekun, NpakTUKa "nataHia gip" cborogHi MOXyTb 06INTUCS KOMMaHil AyXxe
[0poro. BupiwmnTy Ui NUTaHHSA MOXHa LUIAXOM NOOYA0BU e(heKTUBHOI CUCTEMU YNpaBNiHHSA
Kibep6esnekoto (CYKB).

3aBgaHHsMM CYKB € cucTematmsauis npoueciB  3abesnevyeHHst |6, po3milLeHHS
npiopuTeTiB KOMNaHii B 06nacTi 1B, LOCATHEHHA afeKBaTHOCTI CMCTEMM iH(hopMaLLiiHOT 6e3MneKu
ICHYIOUMM pU3MKaM, LOCATHEeHHs 11 "npo3opocTi”. OCTaHHE 0CO6/AMBO BaXXIMBO, TOMY LLO
[,03BO/ISE YiTKO BU3HAYMTM, K B3aEMO3a/IXHI npoLecy i nigeucteMn iHhopMaLinHoT 6e3neku,
XTO 3a HUX BignoBigae, SKi iHaHCOBI 1 MHOACLKI pecypcy HeobXiaHI AN TXHLOro 3ab6e3neyeHHs
i T.4. CtBOpeHHss CYKB [,03BONsE TaKOXK 3a6e3neunTn e(eKTUBHE BiJCTEXEHHS 3MiH, BHECEHUX
y cucTemy iHopMmaLiiHOT 6e3nekn, BifgCnigKoBYBaTU MPOLLECM BUPOGMEHHS Ta BUKOHAHHSA
NONMITUKN 6e3neKn, ePEKTUBHO YNPaBNATU CUCTEMOKO B KPUTUYHUX CUTYaLisX.

Y uinomy, npouec ynpaeniHHA 6e3neKor BignoBifae 3a NnaHyBaHHSA, BWKOHAHHS,
KOHTPO/Ib | TexHiyHe 06C/yroByBaHHS BCIET IH(pPacTpyKTypu 6e3nekn. OpraHisayis LbOro
MPOLECY YCKMNaAHKETLCA TaKOX TiEHD 06CTABMHOM, WO 3a6e3mneyeHHs iHhopMaLliiHOT 6e3neKku
MoB’fi3aHe 3 BUHUKHEHHAM MOMW/IOK SIK HE HaBMUCHWX, TaK i HaBMUCHUX, AKi BNAMBalOTb Ha
3axXMLLEHICTb iHopMaLiiH1X pecypciB. TOMY HEeobXiAHO OLiHIOBAaTW PU3NKK, SKi BUHMKAKOTb
Mpv ekcnayartauii CMCTeM yrpaB/iHHA Ta MiHIMi3yBaTu TX.

Y CBITOBI npakTUUi € po3pobneHi mogeni cuctem YynpasniHHA |B, Hanpuknag,
"Information Security Management Maturity Model" (ISM3 Big ISECOM) a6o "The Systems
Security Engineering Capability Maturity Model™ a6o ctaHgapT NIST SP800-33. IcHye Takox
psAL MDKHapoAHUX CTaHAapTiB. OfHaK NpsMe BUKOPUCTaHHS LUX Mogenel i CTaHAapTiB
yTpyfAHeHe. BoHM ab0 3aHafTO KOHKPETM30BaHi, a B Oyab-AKiil opraHisauii, Sk npasuno, yxe
iCHye neBHa cucTemMa MpoLeciB, poneit, opraHizayiiHO-po3NopPAAHNLBKNX  AOKYMEHTIB
iHthopMaLiiHOT 6e3neKkoto, SKi HeobXifHO IHTerpyBaTV B CUCTEMY YrpaBiHHA Kibepbesnekoto.
Mpy UbOMY He BM3HAYatOTLCA MPIOPUTETWU, TakK 3BaHOI "Barn AMPEKTUB", fAKi 3BUYANHO
3aCTOCOBYIOTbCA B CTaHAapTax ayauta. A6o, HaBnaku, peKkoMeHaaL il HOCATb 3aHaATO 3arabHui
xapakTep. Hanpuknag, ctaHfapT MIicTATb ab0 Habip KOHTPOMbHUX OUPEKTUB, abo 3arasibHuil
nigxig A0 CUCTEM MeHeMKMeHTY, TO6TO BWM3Ha4yalTh, WO MOTPIGHO 3pobuTK, ane He
BU3HaYatoTb, K Lie 3p06UTw.

3aBfaHHA  BUW3HAYEeHHS ONTUMAsSIbHUX MOKa3HWKIB  SKOCTI  CUCTEM  YNpaB/iHHA
Kibep3axncTom iH(opmMaLiiHNX pecypciB aBTOMATU30BaHUX CUCTEM € OHIEHD 3 HaiBaXK/IMBILLNX
npobs1eM NPOeKTYBaHHSA KOMIM/IEKCHUX CUCTEM 3axXMUCTY iH(opmaLii. Lie 3yMOBNeHO CKIafHICTO
NOAiI6HMX cucTeM, HasBHICTHO 6e3/idi BapilioBaHWX MapameTpiB, CKMIAAHICTIO 06YMCNEHHS
MOKa3HWUKIB AIKOCTI. Taki MOKa3HWKM 3aal0TbCs Y BUMNAAI IHTEr pasibHUX KBagpaTUYHUX OLiHOK
(IKO) nomMunkn cucteMmn ynpasfiHHSA 3axucTtom [1]. MNpobnema nonsarae B TOMY, WO iCHYHOUYI
yucenbHi MeToamn X MiHimizauii Taki, K Metogm Xyka-Ixmeca i Hengepa-Miga [3; 8-10],
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opieHTOBaHi Ha €AUHWIA (CKanspHWin) napameTp, Wo BnamBae Ha IKO, Todi SK B peasbHUX
cucTeMax TakMx napaMeTpiB Moxke OyTK AeKifbKa i B CYKYMHOCTi BOHW YTBOPKOKOTL BEKTOPHWIA
napameTp. 3A4iMiCHIOBaTX ONTUMI3aL,it0 04HOYACHO 3a BCiMa napameTpamy gy>e CKnagHo, TOMy
MepcrneKTMBHUM BBaXKAETbCA MOKPOKOBUWA nigxig [6; 11], KoM onTumisauis BUKOHYETbCA
MocnigoBHO 3a napamerpamu. Mpy LbOMY MOBUHHI HEYXW/IBHO 330BOJIbHATUCH OOMEXEHHS Ha
CTIVKICTb CUCTEMW LLMSAXOM ONTMMI3aLii BEKTOPHOI LibOBOT (OyHKLiT, anropuTMmM 06UMCIEHHS
AKOT po3pobneHi B yacTuHi 1 cTatTi [1].

MeToto pob0oTK € po3pobKa METOAIB MOKPOKOBOro MigxoAy A0 MiHiMi3auii iHTer pasbHOi
KBaZpaTU4HOI OLiHKM MOMWU/IKA CUCTEMW YMpaBNiHHA Ki6ep3axmMCcTOM 3 06M1acTi0 BM3HAYEHHS,
06MeXeHin ymoBaMu CTINKOCTI.

OCHOBHa YacTuHa
Hexali nepefaBanbHa OyHKLIS CUCTEMM YNPaBAiHHA 3a/1€XWUThb Bif BEKTOPY BapilioBaHMX

napametpis X RP:

(x,5). (x,s) n (x)s" " (x,9) ' 08" @D

(x,8)’ i 0 i 0
14 Bignosigae nepexigHa dyHkuis y(x,t):y(x,0) 0;y(x, ) 1. Moxnbka ynpasniHHSA
BM3HAYAETLCA SIK 3BaXeHa cyma BigxuneHHs z(x,t) y(x, ) y(x,t) Taii noxigHux z(x,t):
|
e(xt) W, z' V() )
k o
ne w,, k O_,I;I n m;w, 1-Barosi KoemilieHTN.
Ak nokasaHo B [11], iHTerpanbHa KBagpatvyHa ouiHka (IKO) moxubku ynpasniHHSA
CUCTEMOI 064YMCNIOETLCS 3a (DOPMYJIOH:

w(X,S)

09 = LS (0 9 g ®
2 j, (xs) (x 9)
il:]
IKO BM3HauaeTbC B 06nacTi cTikocTi D RP, Aka 3 BMKOPWUCTAHHAM efIeMEHTIB
MepLIoro CTOBMUS BU3HaYHMKa Payca |, |,k 0,n, 3a4a€TbCs yMOBaMM
() 0i Onm () 0k 2n 1 (4)
LIMM HepiBHOCTAM BignoBigatoTb 06/1aCTi BUKOHaHHA 06MeXeHb
| ()
Cknagemo HNX cucremy KBasigonyctummx obnacrei

3
D, +De Dy K o 2,n 1, 3 akux 3a [AOMOMOroK PisHULb MHOXWH NOBYAYEMO
06nacTi piBHIB 06MEXeHb

H, R"\D;H, D\D,,,k Ln LH,, D,,. (6)
CTyniHb NOpPYLUEHHS MepLUoi rpynu HepiBHocTei (BignosigHo Ao [1]) 306pasvmo
LUTPaHOK PYHKL i€

(7)

[N OUiHKW CTyMNeHs MOopyLUeHHS YCiX YMOB CTIKOCTi cucTeMW ynpaBfiHHA B [11]
cpopmoBaHa BEKTOpHa Lii/IboBa (hyHKLiS:

(0; P(x)), X Hy;
FOX) (ki .(x), x H,k Ln 2; (8)
(n L1(x), x H, .,
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i po3po6eHNiAi anropuT™m Ti 06UMCNeHHs. BnacTnBoCTi Liel (DYHKLiIT 3yMOBNEHI BNaCTUBOCTAMM
obnacteil D,, AKi yTBOPIOIOTL CUCTeMYy BKnafeHwx obnacten: D, , D, , D R".

Ockinbkn D, i ] LK, TO 4iM 6ifbLLe 3HaYeHHs IHAOeKCy KBasigonyctumoi obnacti Kk,

TUM GiflbLLie BUKOHAHO B Hili yMOB (06r'pyHTOBaHI y [1]). ¥ obnacTi D, , MaloTb B6yTW BUKOHaHi
yci ymoBu cTilikocTi. O6nacTi piBHIB 06MeXeHb (BignoBigHO Ao [1]) MarOTb BNACTUMBOCTI
H, D,k 1n—1 H, H, ,] kD H TOMY 061acTi piBHIB fiNATb YBECb MPOCTIp
BapiioBaHNX napameTpis Ha n obnacten: R® H, H, H,,.

Mepwa cknagosa (8) — (yHKUif piBHA — BifgoOpaXkae MPUHANEXHICTb Ti apryMeHTIB
MeBHOI 06/1acTi PiBHA | ABNSE COOOK NMIYNIBHUK YMCNa BUKOHAHUMX 0OMEXeHb, BOHA KYCOYHO-
nocTiiHa i MoXxe HabysaTu 3HadeHb Bif 0 40 n 1. [lpyra cknagosa — (yHKUia wTpady —
npeacTaBfisie no3a 06/acTi CTIMKOCTI WTpagHy PYHKLiIKO NOPYLUEHOro 06MeXeHHs. Y 061acTi
CTIMKOCTI UA cknagosa cniBrnagae 3 IKO. BekTopHa (yHKuisi (8) BpaxoBye 0COGIMBOCTI

3aBfaHHsA onTUMI3aLil — iepapxito 06MeXeHb B npoLieci 06umncneHHs 1KO.
Po3pobumo MokpokoBuin nigxig MiHimizayii 1IKO 3a gonomorow yHKuUii (8), fka

nl?

BpaxoBYye YMOBW CTilKoOCTi (4). Hexait x H,, Togi B cuny (6) . Y obnacTi

H, Mipoo LibOro nopyLLeHHs 06MeXeHHs € (YHKL i wTpady (42), aka yoysae y Hanpsami Mexi
HacTynHoi obnacti H,, B fKili Mae Micue HepiBHiCTb ,(x) 0. Mipoto LbOro nopyLUeHHs
OOMEXEHHA CNYXXMTb yHKUiA wrpagy  ,(X), Wo ybysae y Hanpami mexi obnacti H, i 1.4,
Y 6yfp-aKiii HenopoxHin obnacti piBHa H,,k 1n 2 Mipol0 nopylleHHA O0BMEXeHHs €
BignoBsigHa yHKuia wTpady , ,(x). Kpok nepexogy 3 obnacti H, B obnactb H, , nonarae
B MiHimi3aLii (yHKuiT wrpady (8) B obnacti H, . Mpwu Takiii MiHiMi3aLii Yeprose 0OMeXeHHA
3a[10BO/MIbHSETLCA, (hYHKLUIA (8) 3pocTae i MOUMHAETLCA HACTYMHUIA KPOK MeTody. BpaxoBytoumn
06MeXeHy KinbKicTb obnacTeil piBHiB, nepexif 3 6yAb-AKOI NOYaTKOBOI TOYKM B 06/1aCThb
CTIIKOCTi BUKOHAETLCA He Gifblue HXX 32 N 1 KPOKiB.

[ns peanizauii NOKPOKOBOro Migxody OnNTUMI3yBaTMMeMO BEKTOpHY tyHKuito F(X) 3
ypaxyBaHHAM MpiopuTeTy Ti CKNafoBUX: MepLly CKMagoBy, WO Mae MpiopuTeT, HeobXigHo
MaKCUMI3yBaTW, a Apyry CKIafoBy — MiHiMi3yBaTW. 3aBAaHHS onTUMi3alil BeKTOPHOI Li/lbOBOI
(yHKU,T (8) 3 ypaxyBaHHAM NpiopnTeTy i CKNagoBMx no3HaumMmo vecopt F(x) . Ans BU3HaueHHs
Kpawmx 3Ha4yeHb BEKTOPHOI (DYHKLLIT 3aCTOCYEMO Onepauito MOPIBHAHHA 1T 3Ha4YeHb. OCKifIbKK
MepLUy NPOeKLit0 BEKTOPHOI (hyHKUiT (8), Lo Mae npiopuTeT, He0bXigHO 36inbLyBaTH, a Apyry
— 3MeHLyBaTh, TO [Ba 3HaYeHHA BEKTOPHOT UWinbosol (yHkuii U (U, U,) 1 V. (V,V,)
MOPIBHSEMO GiHAPHOK onepavlieto «Kpawe» < :

gy bomuoU V) U V) U, V) o)
0, AkwoU, V) (U, V) U, V)

CeHC Ui€el onepayii nossrae B TOMy, WO NPU PI3HUX MePLUMX CKIaJ0BUX BEKTOPHOI
(hyHKLIT (8) B ABOX TOUKAX KpaLLOK BBAXKAETHCA Ta, B AKil nepLua CKMajoBa, Lo Mae nNpiopuTeT,
HabyBae 6iNbLIOro 3HaYeHHs. MMpy PIBHUX 3HAYEHHAX MepLUOol CKMaA0BOI KPaLLoK BBaXAETbCH
Ta TOYKa, B SKi Apyra cknagoBa HabyBae MeEHLUOro 3HadeHHs. Onepauito (9) MOXHa
peanizyBaTy 3a HACTYMHWUM asirOPUTMOM.

Anroputm 1. TIOpIBHSAHHA 3Ha4YeHb BEKTOPHOI (yHKUil. BxigHi napametpu: U,V -
3HaYeHHs BEKTOPHOI (DyHKLiT. BuxigHuii napameTp: B — 6y/b0oBWil pe3ynbTaT NOPIBHAHHS.
Kpok 1. Moknactn B: O.

Kpok 2. Akwo U, V,,noknactn B: 1inepeitn 1o Kpoky 5.

Kpok 3. Akwo U, V,, nepenTu Lo KPOKY 5.
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Kpok 4. Akuo U, V,,noknactn B: 1.
Kpok 5. KiHeLb.

[na  KinbKicHOT peani3auii MOKPOKOBOro MiAXody MOAMGIKYEMO MpAMi  MeTOAW
6e3yMOBHOI MiHiMi3auil QyHKuUi (MeTogn Xyka-[kueca i Hengepa-Miga) [8-10]. 306pasmmo
anropuT™ MoangikoBaHoro metogy Xyka-pxkueca ans onTuMisalii BEKTOPHUX DYHKLIA.

ANroputm 2. BXifHi napameTpu: X — no4atkoBa TOYKa, — AOMYCTMMa NOrPiLLHICTb,
F(x) — BekTOpHa thyHKUif, R(X,F,) — hyHKLi AOCNigKyo40ro nowyky. BuxigHi napameTpu:
X, F, — Kpalla To4Ka NoLyKyY i 3Ha4eHHsA BEKTOPHOT (PYHKLiT B Hill.

Kpok 1. Moknactn F, : F(x); : 2 ( — KPOK AOCNILKYHOHOro NOLyKy).
Kpok 2. Akuyo , nepeinTn go Kpoky 10.
Kpok 3. Moknactn  : /2.

Kpok 4. Moknactn (y,F,): R(x,F,).

Kpok 5. Akwo (F, < F,), nepeiitn go Kpoky 2.
Kpok 6. Bupaxysatn z: 2y Xx;F,: F(z).
Kpok 7. TMoknactn x: y; F.: F,.
Kpok 8. Bupaxysatn (y,F): R(z,F).

Kpok 9. Akwo (F, < F,), nepeiiTn 4o Kpoky 6, iHaKLUe — A0 KPOKY 2.

Kpok 10. KiHeup.

Tyt (X, F,) — Kpalia Touka nornepeAHbOl iHTerpauii i 3HaueHHs (yHKuii B HilA, (y,F,) -
Kpallja ToYKa LOCMifKYUOro rnowyky i 3Ha4eHHa (yHKUiT B Hild, (z,F,) — Touka noLuyky 3a
3pa3KoM i 3HauYyeHHsA (DYHKUIi B Hili. Ha Kpoui 1 064MCAIOETLCS 3HAYEHHS LiNbOBOI (PYHKLIT B
MoYaTKOBIM TouLi Ta iHiLiani3yeTbCa KPOK AOCNIMKYHUOro Nowyky. Ha Kpoui 2 nepeBipsieTbca
KpuTepiin 3ynnHy. Kpokn 3-9 peanisytoTh iTepayuitHnii umkn metogy. Ha Kpoui 3 3MeHLYeThbCs
KPOK [4OCNI[KYHUO0ro nowyky, a Ha Kpoui 4 34iNCHI0ETbCA AOCiApKYoUMiA nowyk tuny 1. Ha
Kpoui 5 NOpiBHIOKOTLCS 3HAYEHHS BEKTOPHOI (DYHKLIT B KIHLEBIV TOULi fOCAIAXYHOYOr0 MOLWYyKY
™My 1 i 6a30Biii To4ui. Ha Kpoui 6 BUKOHYIOTH MOLWYK 3a 3pa3koM. Ha Kpoui 7 3aMiHIETbCA
6asoBa Touka. Ha Kpoui 8 34iiiCHIOETbCA Aochifkyrounid nowyk tuny 2. Ha kpoui 9
MOPIBHIOKOTLCS 3HAYEHHSI BEKTOPHOI (DYHKLUIT B KiHUEBIV Touli A4OCAIAXKYHOYOro nNoLwyKy Tuny 2
i B HOBil1 6a3oBin Touui. MogudgikoBaHuii meton Xyka-[pKuBca Bifpi3HAETbCA Bif MeToAy
MiHIMi3aLii CKanspHOT LiNboBOT PYHKLUIT KpoKamy 5 1 9, Ha AKMX 3aMiCTb onepauil «MeHLLe»
3aCTOCOBYETbCA oOnepauia «kpawe» (9). MogudikosaHuin  AOCNIMKYOUNA  MOWYK, WO
peanisoBye yHKuit0 R(X, F,), npescTtaBumo anroputMom.

AnropuTm 3. BxigHi napavetpu: (x,F,) — 6a3oBa Touka,  — Kpok nowyky, F(x) -
BEKTOPHA (yHKUis. BuxigHi napameTpu: (Y, F,) — Kpaiia Touka noLuyky.

Kpok 1. Moknactv n: dimx;y: x;F @ Fju: y;i: 1.

Kpok 2. Bupaxysatm u,: y, ;F,: F(u).

Kpok 3. Akwo (F, < F,), noknactn y,: u; F,: F, inepeiti ao Kpoky 6.
Kpok 4. Bupaxysatm u,: y, ;F,: F(u).

Kpok 5. Akwo (F, < F ), noknactn y;: u; F 1 F, iHakwe—u; @ Y;.

Kpok 6. Akuo i n,noknactu i: i 1 inepeiATn 10 KPOKY 2.
Kpok 7. KiHeLb.
Y UbOMY anropuTMi N — PO3MipHiCTb BEKTOPY 3MiHHMX, | — HOMep 3MiHHOT. Ha kpoui 1

iHiLiani3toTbCcA NapaMeTpu AOCAIAKYHUOro nowyky. Kpokn 2-6 cknagatoTb iTepauinHuinz LK
meToay. Ha Kpoui 2 BUKOHYETbCA A0CNIAKYBaHWI NOLIYK B MO3MTUBHOMY Hanpami. Ha kpoui 3
MOPIBHIOKOTLCA 3HAYEHHA BEKTOPHOT PYHKLLIT B MOTOYHIN TOULi NOWYKY i B KpaLyii Touui. Micns
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HEeBJa/Ioro noLyky B MO3UTUBHOMY Harpsmi KPOKOM 4 BUKOHYETbCS LOCAIMKYHOUNIA MOLIYK B
HeraTMBHOMY HarnpsMmi. Ha Kpoui 5 nopiBHIOKOTHCA 3HaYEHHS BEKTOPHOI (DYHKLiT B NMOTOYHIA
TouUi MOWYKY i B Kpalwin Touui. Ha Kpoui 6 nepeBipseTbcA KpuTepiit 3ynuHy. Onepauis
«Kpawe» A4 3Ha4eHb BEKTOPHOT PYHKLIT B LLbOMY anropuTMi 3aCTOCOBYETLCA HA KpoKax 3 i 5.

Mowyk MiHiIMyMy (yHKUiT MeTogoM Hengepa-Miga 3anexuTtb Bif pe3ynbTaty
MOPIBHAHHA 3Ha4eHb LifboBOT PYHKLIT B Pi3HMX TOYKAX NOLUYKY MpW BU3HAYEeHHI Kpawioi abo
ripLUol BEPLUMHW, PO3TAryBaHHI ab0o CTUCKYBaHHI 6aratorpaHHuka [6; 8-10]. [Ansa 3acTocyBaHHS
LbOro MeToZy B ONTUMI3aLil BEKTOPHUX LiNbOBUX (PYHKLiA MOPIBHAHHSA 3HaYeHb CKaspHOI
LiNbOBOT (PYHKLT 3aMiHMMO MOPIBHAHHAM 3HaYyeHb BEKTOPHUX (yHKUiM (9). MoandikoBaHwit
meTof Hengepa-Mifa npeactaBMMO HACTYMHUM anr OpUTMOM.

Anroputm 4. BXigHi napameTpu: X — noyaTkoBa Touka, F(X) — BeKTOpHa yHKLis, —

gonyctMa norpilHicTs. BuxigHi napametpu: (x,F,) — Kpawa To4yKa MOLWYKY i 3HaYeHHS
BEKTOPHOI (DYHKL,T B Hili.

Kpok 1. Moknactv n: dimx;m: n 1, : L j: L P, : X.

Kpok 2. Bupaxysatm F : F(X).

Kpok 3. Moknactn P, 1 x; B 1 X,
Kpok 4. Bupaxysatn F,: F(P,).

Kpok 5. Akwo j n,noknactv j: j 1inepeiitv 4O KPOKY 3.

Kpok 6. AKwo , MepenTn 4o KpoKy 29.

Kpok 7. Moknactm |: m;F,.: F ;h: mF,: F.;j: 1.

Kpok 8. Akwo F; < F,noknactv F = Fiil: j.

Kpok 9. Akwo F, < F;, noknactm F,: F;h: j.

Kpok 10. ko j n,noknactu j: j 1inepeiATn 4o Kpoky 8.

Kpok 11. lNMoknactn x: B;w: B,.

Kpok 12. Bupaxysatn max‘Pij X

Kpok 13. Bupaxysatn c: ( Tle W)/n.

Kpok 14. Bupaxysatn y: 2¢c w; F : F(y).

Kpok 15. Akwo F, < F, nepeitn 0 KpoKy 16, iHaKLle — [0 Kpoky 19.

Kpok 16. Bupaxysatn z: 2y c;F,: F(z).

Kpok 17. Akwo F, < F ,noknactn R, : z;F @ F,, iHakwe- B y; R F,.
Kpok 18. MepeliTn [0 KPOKy 6.

Kpok 19. Moknactn j: 1.

Kpok 20. Akwo j hi F, <F,, noknactu R : vy, F : F, inepeiTi 4o Kpoky 6.
Kpok 21. AKwo j m,noknactv j: j 1inepelitn go Kpoky 20.

Kpok 22. Akwo F, < F,, noknact w: y;F,: F .
Kpok 23. Bupaxysatn z: 0,5(w c); F,: F(z).

Kpok 24. Akwo F, < F,, noknactn B,: z;F : F, i nepeiitn 4o Kpoky 6.
Kpok 25. Moknactn j: 1.

Kpok 26. Akuwo j |, Bupaxysatn P;: 0,5(P; x);F;: F(P).

Kpok 27. AKwo j m,noknactv j: j 1inepelitn 0o Kpoky 26.

Kpok 28. IMepeliTn [0 KpoKy 26.

Kpok 29. KiHelp.
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Y UbOMy aIropuTMi M 03HAa4YaE KifbKiCTb BEPLUMH b6araTorpaHHWKa;  — AOr0 po3Mip;
P, F; — BepLuMHa 3 HOMEPOM ] i 3HAUeHHSsI BEKTOPHOI (hYHKLIT B Hiid; X,I,F, — Kpalla BepLumHa,
il IHAEKC | 3HaYeHHsA BEKTOPHOI (PYHKLiT B Hili; w, h, F, — ripwa BepLunHa, ii iH4eKC i 3HaueHHs
BEKTOPHOT (PYHKUIT B HilA; C — LIEHTP TAXIHHA BEPLUMH 33 BUHATKOM ripwiol; y i F, — Touka
Biff3epKasIeHHA | 3HauYeHHA BEKTOPHOI (YHKUii B Hil; z i F, — TOuka po3TArysaHHA a6o

CTUCKYBAHHSA | 3HAYeHHS1 BEKTOPHOI (hyHKLUIT B Hiil. Kpoku 1 i 2 iHiuianisytoTb napameTpu Ta
(hopmyrOTb MOYaTKOBY BepLUMHY. Kpokn 3-5 (hopmytoTb novaTKoBuid 6aratorpaHHUK. Kpoku 6-
28 cknafatoTh iTepalinHWin Lk metody. Ha Kpoui 6 nepeBipseTbca KpUTepin 3ynuHy. Kpoku
7-11 BM3HA4alOTb Kpawyy i ripwy BepwmHn. Kpok 12 obumncnioe posmip baratorpaHHuka. Ha
Kpoui 13 064YMCNIOETLCA LLeHTP BEPLUMH 6araTorpaHHuKa, 3a BUHATKOM TipLioi BeplwmHW. Ha
Kpokax 14-21 BMKOHYIOTbCA Biff3epKaneHHs i po3TAryBaHHs 6araTtorpaHHuKa, a Ha Kpokax 22-
28 — CTUCKaHHA | pefyKLuis 6aratorpaHHMKa.

BucHOBKM

1.Y crTarTi po3rnsHyTO BMACTMBOCTI BEKTOPHOI LiNbOBOI (PYHKUIT 414 MiHIMisayii
IHTErpoBaHol KBaApaTUYHOI OLIHKU NOMW/KN CUCTEMU YnpaBiiHHA Kibep3axuctom. Ha BigMiHy
Bif TpaguuiiHoro 3aBfaHHA (yHKUiT IKO Tifbku B 061acCTi CTIKMX CUCTEM YMpaB/iHHS,
MPOMoHOBaHa BEKTOPHA LifboBa (PYHKLiA BU3HAYaETbCA B YCbOMY MPOCTOPI BapilioBaHMX
napameTpis.

2. 3anponoHOBaHO MOKPOKOBMIA MNifXia BCTAHOBNEHHS AOCTAaTHLOI Ki/lbKOCTi 06MeXeHb
Ans nepexofdy B 06nacTb BU3HaveHHA IKO i pauioHanbHWUIA MeXaHi3M Moro peanisauii y BUrnsagi
MPiOPUTETHOT ONTUMI3aL,ii BEKTOPHOT LifIbOBOT (DYHKLIT 3 BUKOPUCTAHHAM OnepaLii MopiBHAHHS
1T 3HaYeHb.

3. Po3pobneHo anroputmmn moaudgikoBaHux MeTofiB Xyka-kueca i Hengepa-Miga ans
onTUMi3auil BEKTOPHMX (YHKUiA. OCHOBHa BIiAMIHHICTb 3anpOroOHOBaHUX MOAMGIKOBaAHNX
METOAIB ONTMMI3aLlii BEKTOPHUX (DYHKLi/ Bif METOAIB MiHiMi3aLil CKanapHUX PYHKLiA nonsrae
Y BUKOPUCTaHHI GiHapHMX onepaLiii MOPIBHAHHSA 3HaY4€Hb BEKTOPHMX (DYHKLLIN.

4. 3acTocyBaHHA METOAIB ONTUMI3aLiT BEKTOPHOT LifIbOBOT (DYHKLiT [,03BONSE B EANHOMY
064MCNIoBaIbHOMY MNpoLEeci nepedTn 3 OyAb-AKOI MOYATKOBOI TOYKM MOLUYKY A0MNYCTUMUX
napameTpiB CUCTEMU yNpaB/iHHA Kibep3axncToM iH(popmaLiinH1NX pecypciB B 06/1aCTb CTIAKOCTI
CUCTEMW yNpaBNiHHSA | 3HAWTK B Hili MiHiIMyM IKO.

Cnucok niTeparypu

1. Kanyctan M.B., TMapxyup J1.T., Xopowko B.O. AHania MeTofiB CKafaHHSA
ONTUMaIbHNX PO3K/afiB poboTU CKMagHUX cucTem. IHopMauis Ta MaTemMaTUYHi MeTOoaN B
mogentoBaHHi. 2012. T.2, Nel, C. 467-57.

2. Nanko A.M., Kpoxos C.B., YeHuoB C.W., ®enbamaH O.A. Obyyarowme CUCTEMbI
06paboTKM NHDopMaL MK N NPUHATUA pewleHnii. HoBocnbnpcek: Hayka, 1996. 284 c.

3. CoBpemeHHa Teopus cuctem ynpasnenus / Mog pes. K.T. JleoHgeca. M: Mup, 2000.
521c.

4. Fuller A. The replacement of saturation constrains by energy constrains in control
optimization theory. International Journal of Control. 1997. Ne 3. P. 201-277.

5.lonoBknH B.A. Pacyét xapakTepuCTUK M nnaHUposaHWs npoueccos. M.: Pagno u
cBA3b, 2003. 274 c.

6. KyaguHos B.A., [Mapxyub J1.T., Xopowko B.A. MeTtoaMka CUCTEMHOro
MPOEKTUPOBaHNSA KOpnopaTuBHbIX ceTel. BicHnk AYIKT. 2005.T.3. Ne3-4. C. 184-186.

7.0cTpem K. HO. BBegeHMe B CTOXaCTUYECKYHO Teopuio ynpasneHua. M.: Mup, 1973.
322c.

71



536 c.

284 c.

254 c.

M.B.KanycTtsH, B.A.KyaiHos, B.O.XopoLko

8. Xummens6nay [l. MpuknagHoe HenmMHeHOe nporpamMmuposaHune. M.: Hayka, 2005.
9. XennmaH O. BBegeHne B TeOpUO ONTUMasibHOro noucka. M.: Pagmo n csasb, 2003.
10. XomeHtoK B. b. 3nemeHTblI Teopun MHorouenesori ontummsauun. M.: Hayka, 1983.

11. MaliHrka 3. ANropuTMbl ONTUMM3ALUK Ha ceTax U rpagax. M.: Mup, 1981. 324 c.

MINIMIZATION OF ERRORS DURING FUNCTIONING IN CYBER SECURITY

MANAGEMENT SYSTEMS

M.V. Kapustian!, V.A. Kudinov?, V.O. Khoroshko?

'Khmelnytskyi National University, Instytutska Str., 11, Khmelnytskyi, 29000, Ukraine; email:
kapustian.mariia@gmail.com
ZNational Aviation University, Lubomir Huser Ave., 1, Kyiv, 03058, Ukraine; e-mail:
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The article considers the properties of a vector objective function to minimize the integrated quadratic
error estimation of the cybersecurity management system. In contrast to the traditional task of the integral
quadratic estimation (IQE) function only in the field of stable control systems, the proposed vector
objective function is determined in the whole space of variable parameters. A step-by-step approach of
establishing a sufficient number of constraints for the transition to the scope of IQE and a rational
mechanism for its implementation in the form of priority optimization of the vector objective function
using the operation of comparing its values.

Algorithms of modified Hooke-Jeeves and Nelder-Mead methods for optimization of vector functions are
developed. The main difference between the proposed modified methods for optimizing vector functions
from methods for minimizing scalar functions is the use of binary operations to compare the values of
vector functions. The use of methods for optimizing the vector objective function allows in a single
computational process to move from any starting point of search for acceptable parameters of the
cybersecurity management system of information resources to the area of management system stability
and find a minimum of IQE.

Keywords: integral quadratic estimation (IQE), vector objective function optimization, cybersecurity
management system, stable control systems.
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ABTOMATU3ALUIA KOH®ITYPYBAHHA BE3NEYHOI O Mg’ €gHAHHA 4O
KOPIMOPATVBHUX MEPEX

M.KO. Matanawwko, H.I. KyLlwHipeHKo

HauioHanbHMi yHiBepenTeT «Ofecbka MoniTexHikax», npocn. LLesyeHka, 1, Opeca, 65044,
YKpaiHa; e-mail: infsec2011@gmail.com

3i CTPiMKUM po3BMUTKOM cdepy iHpOpMaLLiAHUX TEXHOMOT i BUHUKAE NOTPe6a B 3aXMUCTi iHhopmaLlil Ta
B 6e3neyHoMy nepefasaHHi ii yepe3 rnobasibHy Mepexy. AKTYa/lbHAM O6'€EKTOM [AOC/i[KEHHS €
npo6nema iHdopmaLiitHOT 6e3neku, Ti cucTeMaTn3alisi, BUSBNEHHS MKepen iHpopmaLliiHuX 3arpos,
MOKa3HWKIB, KPUTEPIiB Ta cTaHAapTIB. MMpobnema 3abe3neveHHs 6e3mekn iHopmalii cave Ha cTagii
TPAHCNOPTYBaHHA 4epe3 MepeXXy IHTepHeT Mae [OCUTb BENMKWUIA npioputeT ANS AOCAIMKeHb |
CTBOPEHHS Pi3HMX MiAXoAis Ang ii BupiLLeHHs. TeXHONOoria BipTyanbHUX npueaTtHUX mMepexk VPN 6yna
CTBOPEHa Yepe3 NoTpeby B 06’eHaHHI KOMM’HOTEPHUX MEPEX Mi>K COOO0KD BUKOPUCTOBYHOUN Be3MeYHNi
KaHa/ 3B’A3KY Yepe3 Mepexy 3 MeHLUUM MOKa3HUMKOM foBipy. 3 nyHKTYy Nel B nyHKT Ne2 HeobXigHO
nepegaTu faHi TakMm YMHOM, L6 0 HUX HEMOXBO 6YN0 OTpUMaTK AOCTYN TPeTiM 0cobam, i TiNbKu
afipecat, AKOMY BOHW nepefbayanacb, MaB 3MOry X OTpUMaTV Ta BUKOpUCTaTW. LliIKom peasibHa i
npakTWyHa npobnema, akTyalbHICTb AKOI 3POCTaE 3 KOXHUM POKOM PO3BUTKY iH(OPMaLiiHMX
TEXHOMOTiM, Ha AKY HauifeHa TEXHOMOrif BipTyanbHUX MpuBaTHUX Mepex. Llle ofHieto Baromoto
MPUYMHOIO NS BUKOPUCTaHHS TexHonorii VPN € CTPIMKWIA PO3BUTOK i 3pOCTaHHA MOMyNspHOCTI
XMapHUX cepsiciB. HeobxigHO BMPILIMTK MpobiemMy 6e3neyHOro JocTyny npauiBHUKIB Ta 3’€fHaHHSA
[BOX abo GifbLle Mepex MK Co60t0 uepe3 Mepexy IHTepHeT, He 36inbLIyoUn NPY LbOMY PiBEHb
3arpo3mn y 3B’s3KY 3 HEMUHYYMM MPOXOKEHHAM iH(opmaLii yepe3 Hei. Po3pobneHuii nporpaMHuii
MPOAYKT MOXe 6YTW PEeKOMEHAOBaHWA As BUKOPUCTaHHS Ha MpakTWLi Mpu peasbHUX NoTpebax
KOMMaHii, fIKi BMKOPWCTOBYKOTb MOCTaYasibHMKa XMapHux nocayr Amazon Web Services gns
aBTOMATWN30BaHOT OpraHi3auii 6e3ne4Horo 3’ejHaHHA 3 BHYTPILUHIMU Mepexxamn. TakoX JaHa po3podka
MOMXe BUCTYMaTy OCHOBOK A/191 BTifIEHHA aHa/IoriuyHUX pilleHb, AKi 38[40BO/bHAIOTL YMOBU KOXHOTO
KOPWCTYBaya iHAMBIAya/IbHO, OCKINIbKM KoAoBa 6a3a byae CnifbHOK Ans 6yab-9Koro nocradyanbHuKa.
Kntouosi cnoBa: BipTyanbHi NpMBaTHI Mepexi, nepefada AaHnx, opraHisauis 6e3ne4yHoro 3’e¢fHaHHs,
MPOTOKO/M TYHE/IKOBaHHSA, XMapHi cepsicu, AWS.

BcTyn

3apas TexHonorisg VPN € ctaHgapTom B cdhepi iHpopmaliiHNX TEXHONOT I AN 06’€AHaHHS
[EKiNIbKOX MYHKTIB 3B’ A3KY Mi>K CO6010. B AKOCTI NYHKTIB 3B’A3KY MOXYTb BUCTYNaTn OKpeMi pobodi
CTaHUiT, By3/1, CerMeHTH MepeX abo Lini Mepexi. Y BunagKy 3 TpaHCNopTyBaHHAM iHhopMmaLlil MidX
MepeXxxamu, B AKOCTi 6e3neYHoro pilleHHs npobiemu nepeaayi MoXe BUKOPUCTOBYBATUCH BUAINEHWIA
(hi3MYHMIA KaHan 3B’A3Ky. Ane iMnaeMeHTalis Takoro nigxoay He € TpUBianbHO i NOTpebye BUTpaT
Ha opraHisauito Ta NIATPUMKY (YHKUIOHYBaHHA. Binbl NpocTuM i [eleBUM piLleHHAM €
BUKOPUCTAHHA BXXe ICHYHUMX (DI3VMYHUX KaHaniB 3B’A3Ky, OyfAb TO CTBOpeHa MOonepesHbo
KoprnopaTuBHa Mepexka abo Mepexka IHTepHeT. Ane y TOI e yac iHopmaLis 6yae HanpasfeHa no
NOriYHO BIAMINEHOMY Bif PeWwTW 3’eAHaHb «TYHENO», KW Oyde CTBOPIOBATUCL NMLIe MiX
BIAMPaBHMKOM | ofep>yBayeM. Ycsa iHopmallis, WO MPOXOAWUTb 4epe3 TaKWil TyHenb, 6yae
3alumdgpoBaHa, a BigHOB/IEHHS [0 MepBO34aHHOro BMUAY Bif0yBaETLCS LUNSAXOM PO3LIMGPYBaHHA Ha
CTOPOHI OTpUMyBaua.
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OCHOBHUMYK npobnemMamy  nigxofy 3i CTBOpPeHHAM VPN-TyHemto € [0CUTb BaXKe
HanalUTyBaHHS CepBepy i CTBOPEHHS Ta MEHEMKMEHT KOH(irypaLiin KnieHTiB. [115 KOPEKTHOT poboTy
He [OCTaTHbO /ML 3reHepyBaTW AaHi ANns BXOAY KNi€eHTa, ane i 3aHecTW BIANOBIAHI 3anucy [o
NeBHUX (haiinis cepsepy, Nepe3aBaHTXXUTY NPOrpaMHy YacTuHy. 3i 30i/IbLUEHHAM KIEHTIB, 3HAYHO
36iNbLUYETBCA | CKNafHICTb MIATPUMKM CepBepy. BpaxoByrouu, WO CUCTEMHOMY afMiHiCTpaTopy
[AOBOAUTLCA PoOMTK YyCi AIT BPYYHY, Le MOXe NOriplwmnTK 3arasibHy 6e3reky 4epe3 MOX/IMBICTb
BMN/MBY JIIOACBKOro (aktopy. TOMy aKTyanbHVMM 3aBfaHHAM € MOBHA aBToMaTu3auif YCiX
MaHYya/lbHUX KPOKIB, Bifj CTBOPEHHS i HaalTyBaHHSA cepBepy A0 A04aBaHHS KOHQIrypaLii KnieHTiB,
AKi MOXYTb OYTW BUKOPUCTaHI A4/19 6e3rneyHoro nifg’ ef4HaHHA No Wn{poBaHoMY TyHenNo o4pasy nicns
OTPUMaHHS.

MeTa i 3agayi 4ocnigpKeHHs

MeToro poboTK € NiABULLEHHA PIBHIO 6€3MeKn i aBToMaTM3aLil CTBOPEHHSA Nif’eAHaHHA [0
BHYTPILLUHIX KOPMOPaTUBHUX MEPEX LUIAXOM PO3PO6KM Crnewiasii3oBaHOro NporpaMHOro npoaykTy,
30KpemMa ChOKYCOBaHOr 0 Ha XMapHWX TEXHOMOTIAX. 3a paXyHOK TaKoro nigxoay NiaBnWMTLCA PiBEHb
6e3neku i aBToMaTU3aLil opraHisauii 3’egHaHHs, Ta CU/IbHO 3HU3ATLCA PUSNKK NIFOACLKOr O PakTopy i
BUTPATV Yacy Npu KOHQIrypyBaHHi BfacHopyy. B npoueci BUKOHaHHS JaHOT poboTu HeobXigHO
PO3B’A3aTW HACTYMNHI 3a4aui:

— PO3rNAHYTK | NpoaHanisysBaTu Pi3Hi NiAX0AM A0 opraHisauil 38’A3Ky MidXK CErMeHTaMu Mepex,
BM3HAYMTK 3arpo3un iHopmawii npu nepegadi;

— MNPOBECTU aHa/i3 Ta NOPIBHAHHA Cy4aCHUX MPOTOKONIB TYHENHOBAHHS;

— 06patn HeobXxigHi KOMNOHEHTN AWS [1/19 CTBOPEHHS CEpBepY;

— CTBOPUTKM CXEMY TOMOJIOriT Mepexi;

— pOo3pOo6UTK NpOrpaMHMin NPOAYKT ANs MOBHOI aBTOMaTM3aLii KoHGirypauii VPN-cepsepy i
KNIEHTY.
OCHOBHa YacTuHa

Konn BUHMKae HeobXiAHICTb 6e3ne4yHoro 06’ eiHaHHA ABOX MYHKTIB ANa nepefadi iHpopmaw,it
Mo Mepexi, B AOCTYNHOCTI € AOCTaTHLO BENMKWIA BUOIp 3aco6iB. Bce 3aneXnTb Bifi MOXIMBOCTEN,
3[i6HOCTeN, (hiHaHCIB Ta HasBHOCTI 06MafHaHHS y KoMnaHil. Hanpuknag, CTBOPEHHS (hi3MUHOro
KaHasy 3B’ 3Ky BMaCHOPYY MOX/IMBUIA BUKOPUCTOBYHOUM HACTYMi CNocoou:

— Ethernet - ye ckpyyeHa napa. o 100 meTpiB. Makcumym y 6yaisni abo MK cycigHiMU
oyaisnamu. LUBmakicts 3’eaHaHHA 1 T6it/c [1].

— Wi-fi. BigctaHb 3anexuTb Bif peasnizauii: MOX/MBO LOCATTU MPOAYKTMBHOCTI Ha 40 KM,
BUKOPWUCTOBYHOUN MOTYXHI CrpsMOBaHI aHTeHU. B cepefHbOMYy 0 5 KM 3 MpAMUM BUAUMICTIO.
LLIBNAKICTb 3a/1&XNTb Bif CTaH4APTY Ta BUKOPUCTaHOI BigCTaHi [1].

— OnTnyHe BONMOKHO. 1 '6/c (piweHHa ana 10 Ta 100 Ib/c KowTyBaTMMYTb 3abarato npwu
KpuTepil “UiHa - AKicTb”). BigcTaHb 3an1eXnTb Bif 6aratbox akTopis: Bif KiNbKOX KiIOMETPIB 40
COTeHb. [MOTPIOGHI KoopAMHaUil LWOAO NPOKMafjaHHs Kabeno, Keasi(hikoBaHOro nepcoHany [Aans
OyLiBHMLTBA Ta 06CNyroByBaHHs [1].

3aranom, KoXKeH BMMNagokK € iHAMBIAYalbHUM | BUMarae cBoro nigxogy. Mpu takomy crnocooi
opraHisauii 3’efHaHHA 4NA KOMNaHIT yce NpPo30p0 — BUKOPUCTaHHA BMACHOT OKPeMoi Qi3nYHOI NiHiT
AN nepegadi iHpopmau,ii 6e3 06MeXKeHsb.

IHLWMM BapiaHTOM € OpeHja KaHany 3B°A3KY y noctavasbHuka. Mpu HeobxigHoCTi cTabibHNiA
KaHa/i [0 iHLIOro MicTa € HalnowmpeHiwyMm i HagiinHWM BapiaHToM. [MpoBalifep MOXe HajaTtu
MOXMBICTb AOELHATUCA [0 CBOET TOUKN 3B A3KY.

TyHenb Yepes Nyo6/iyHy Mepexy — Liie OAHe afbTepHaTUBHE PillieHHA. AKLL0 06uBa YMOBHI
BY3/M 3B’SI3Ky MatOTb AOCTYN A0 IHTEpHETy, HalAeweBLUNA i Halnerwmin y nigTpumui cnocié -
nobyaysatu TyHe/lb MDK LMMK ABOMA ToukaMu. 19 LUbOro HeobxigHO Matu ny6nivyHi agpecu Ha
06nafjHaHHI, Ha AKOMY BiH peani3yeTbCs.
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3BMYaiHO, Y KOXXHOr 0 3 BULLEHaBeleHNX CrocobiB 06’eHaHHA € CBOT Hefo/iKWN. 3aBAaHHAM
€ He TifIbKN CTBOPUTM 3B’A30K MiXK K/TIEHTAMK, CErMeHTamMy Mepex, abo 3abe3neunty BifLaneHoro
Aocyny. He MeHL BaXIMBUM (PAKTOPOM NS ypaxyBaHHA MPW HaialTyBaHHI cepean Ansa 06MiHYy
iH(hopMaLlieto €, BNacHe, 6e3sneka Ljiei camoT iHghopmaLii. B LbOMY MnaHi ifeanbHOro pilleHHs Hemae
I HIKO/IM He 6yfe. B 6yab-AKOMY MOMEHTI iCHYBaHHA iH(OpMaLliT BOHA € BPa3MBIO A0 PI3HOro pogy
aTak.

B IHTepHeT-NpocTopi iCHYe BenMKa KiNbKIiCTb PI3HMX 3arpo3 UiniCHOCTI, AOCTYNHOCTI |
KOHMiAeHLiNHOCTI iHhopMaLii. B po3pisi fLOCNiIKeHHA po3rnsaatoTbea 3arpos3n AaHUM B MPOLECi
nepegavi. Twunu Kibepatak «JllognHa nocepeguHi» (MITM) BigHOCATBCA 40  MOPYLUEHb
Kibep6e3neku, fKi 4aoTb MOXIMBICTb 3/I0BMUCHUKY MiACNYX0BYBATY AaHi, WO NepecuialoTbCa MidxK
ABOMa N0AbMU, Mepexamn abo komn’toTepamu [2]. Lie Ha3MBaETLCA aTaKok «/0AMHA NMOCEPEANHI»,
OCKi/IbKM 3/I0BMUCHUWK PO3TaLLIOBYETLCA «MOCEPeLMHI» abo MiXK IBOMa CTOPOHAMM, AKI HAMaratoTbCs
cninkyeatucs. Mig yac atakm MITM 06uaBi 3a/1y4eHi CTOPOHU BifuyBatOThb, LU0 CMiIKYHOTLCA, AK
3a3Buyaii. Ane ocoba, fka (PaKTUYHO HAACUMIAE MOBILOM/EHHSA, MAaEe MOXMBICTb He3aKOHHO
MOZM(iKYBaTX NOBILOM/IEHHA ab0 OTpMMaTK LOCTYN A0 HbOro, Nepwl HiX BOHO LOCArHe Micus
MPU3HAYEHHS.

MepexonneHHA cecil € TakoX MOLIMPEeHUM CrnocoboM OTpMMaHHSA HeCcaHKLiOHOBaHOro
AOCTYny. 3M0BMUCHMK OTPUMYE KOHTPO/Ib CEaHCY CMINKYBaHHS MK KIEHTOM | CepBEpPOM.
Komn’toTep, SKunii BUKOPUCTOBYETLCA A1 aTakK, 3aMiHIOE CBOK afpecy IHTepHeT-npoTokony (IP) Ha
afipecy KNieHTCbKOro KomMn’toTepa, i Cepeep NPOLOBXYE CeaHC, He NiLO3PHooYUN, WO CNINIKYETLCA 3i
3N0BMUCHUKOM, a He 3 KflieHToM [3]. Lleli Bug atakv eheKTUBHUI, OCKiSIbKN CepBep BUKOPUCTOBYE
IP-afpecy KnieHTa A1 MnepesBipky Moro ocobucrocTi. Akwo IP-agpeca 310BMUCHNKA BBefeHa Ha
MmoyaTKy CeaHCy, CEpBeEp MOXe He Migo3ptoBaT MOPYLUEHHS, OCKINIbKM BiH Y)XKe 3afigHuiA y
[0BIipeHOMY 3’€HaHHi.

OnucaHi 3arpo3n KOHQigeHUINHOCTI i WinicHOCTI iHdopmalii MaroTb NpsMUA BNIUB Ha
HafiNHICTb, AKICTb Ta KOPEKTHE (DYHKLiOHYBaHHS iH(PaCTPYKTYpH, LLLO NIEXXNTb B OCHOBI MaliXe YCix
chep AiANbLHOCTI, BKIKOYAKOUM OCBITY, 6aHKIBCbKY cnpasy, 6i3HeC i MeguumHy. byab-aka KomMnaHis
000B’A3KOBO CTMKAETLCA 3 NMUTAHHAM nepefadi iHhopmauil M cBOIMK (inianamu, oicamm abo
opraHisauii 4ocTyny Ana cniBpo6iTHMKIB BigaaneHo. Pi3nyHO JaHi B TaKOMY BUNaAKy MnepeaaroTbes
yepes HelOCTOBIPHI KaHa/IN 3B'A3KY, TOMY NOTEHLiHWIA 3N0BMUCHUK MAe MOXX/IMBICTb MePEXONUTY i
BUKOPUCTOBYBATK IH(POPMALLitO.

TexHonoria VPN (Virtual Private Network), Ha OCHOBI AIKOT MOX/IMBO 3’€[HATW [eKi/ibKa
MepeXx B OfHY, NP LLbOMY 3a06€3MeYnTh FHYYKICTb Ta OJHOYACHO BMCOKY LUBUAKICTb Nepeaayi JaHux,
a ronosHe - 6e3rneky npu 06MiHi iHpopmauieto [4]. KopucTtb Big VPN nonsrae y 3HWXeHHi BapTOCTi,
36i/bLUEHHSA MacLTaboBaHOCTI Ta NPOAYKTUBHOCTI 6e3 noripweHHs 6e3nekun [5]. TexHonoria VPN
[ia€ 3MOT'y BMPILUMTN HACTYMHI 3aBAaHHS:

KOH(pi€HLiINHICTb — TPeTs 0co6a He NOBMHHA MaTW MOX/IMBOCTI CKOMitoBaTh AaHi abo 03HanoMUTHCA

3 iHhopmauieto, L0 NepeaaeTbcs Yepes CrifibHy Mepexy;

— aBTeHTMiKaLia — nepesipka TOro, Yn BIAMPaBHUK MaKETIB € CrPaBXHIM MPUCTPOEM, & He
TaKVM, L0 BUKOPUCTOBYETLCA 3/10BMVCHUKOM;
— UinicHiCTb fJaHMX — NepeBipKa, Npu AKili 3'ACOBYETLCSA, UM HE 3MIHIOBABCA NaKeT Npu nepejadi;
— TMepecusiaHHA HefoCTOBIpPHOI iH(opMaLil — TpeTs ocoba He MOBMHHA MaTu MOX/IMBOCTI
KOMitoBaTW MakeTn AaHuX, HaZiCMaHi CrpaBXHIM BiANPaBHUKOM, a MOTIM MepecusiaTv Li NakeTw,
BUAar0umM cebe 3a CNpaBXXHbOr 0 BifnpaBHUKa.
[na o06’egHaHHA [eKifbKOX MepeXx B OfHY BIpTYa/lbHY Mepexy BUKOPUCTOBYHOTLCA
cneyiasnbHi BipTyanbHi BUAINEHI KaHanu. Ons CTBOPEHHA MOAIOHWX 3’€fHaHb BMKOPUCTOBYETHCH
MeXaHi3M TyHeoBaHHS. [HiLiaTop TyHeNto iHKancy e NakeTn I0KaibHOT Mepexi B HOBI IP-nakeTn,
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AKI MICTATb B CBOEMY 3arofIoBKy afpecy iHiuiatopa TyHeso Ta afpecy TOYKWU 3aKiHYeHHS TYHeNHo.
Mpy oOTpUMaHHI MOAIGHOro nakeTy, KiHUEBMIA KOpUCTyBay MPOBOAMTbL 3BOPOTHIN npoLec
pO3LLUM(PYBAHHA OTPUMAHOIO NaKeTy.

Ana Toro wob [ocArtM KOHQigeHUIMHOCTI npu nepefasBaHHi  iH(opMaLii, MOTPiGHO
BMKOPUCTOBYBATW MEBHUI anropuTm WKUPYBaHHS, NPy LbOMY BiH Mae 6yAn aHanorivyHui SK Ans
BiANpPaBHMKa, TaK i ANa OTPMMYyBaYa, Ta /INLLE BOHWN NMOBUHHI MaTy iH(hopMaL,ito MPo Te AKUA came
BUKOPWUCTOBYHOTbCA a/irOPUTM, TaKOX BOJIOAITU K/OYEM AN LWMGPYBAHHA Ta PO3LUNQPYBaHHA
Tpadiky. MPOTOKONM WNGPYBAHHA MOXYTb 6YTU PI3HUMK, BCE 3aNEXUTb Bif TOro SKUA NPOTOKON
TYHeNtoBaHHSA BUKOPUCTOBYETHLCH.

IcHye 6arato xapakTepncTK VPN-NpOTOKONIB. BOHW Pi3HATLCA 3a KiNbKICTIO NiATPUMAHUX
arOpMTMIB  LUNPYBaHHSA, LIBUAKICTIO 3’€[HAHHSA, THYYKICTIO HanalwTyBaHb | CKIAAHICTIO
KOH(pirypyBaHHs. 3rifiHO 3 AOCNIIKEHHAM ABOMA HaliNOLWMPEHILLMMI NPOTOKONIamMu AN opraHisawii
VPN asnsaoTbcq IPsec (IP Security) Ta OpenVVPN. BigHOCHO HOBe pilleHHs nif Ha3soro Wireguard
po3p0bnseTbCA 4718 3aMiHXM 060X MonepeaHiX NPOTOKO/IB, NPU LbOMY MPETEHAYHUYM Ha Kpally
NPOAYKTMBHICTb [6]. [aHi npoTokonn 6ynu B3ATI 4O Ornsgy 4vepes BiAKPUTICTb TX Kogy. IPsec i
OpenVPN Ha faHuii MOMEHT € BIAKPUTUMU CTaHAapTamMu A5 cTBopeHHst VPN -pilleHb.

OpenVPN - npotokon VPN Ha ocHOBI SSL, OCKiflbK1 BiH BUKOPUCTOBYE MPOTOKONM SSL |
TLS ana 3axuuieHoro 3'egHaHHa. OpenVPN Moxe OyTWM HanalTOBaHUA AN BUKOPW CTaHHA
nonepesHbO PO3LINEHMX KKOUIB Ta cepTudikatie. Lii (oyHKLiT, K NpaBuno, He AOCTYMHI IHLWMMK
VPN Ha ocHoBi SSL. Kpim Toro, OpenVPN BMKOPWUCTOBYE BipTya/lbHUIA MEPEXEBUIA afganTep
NpUCTPIl tun abo tap K iHTepdec MK NporpaMHUM 3abe3nedyeHHsM i onepaLiiHo CUCTEMOIO.
YBecb Tpadhik NpoxoanTb Yepe3 ogHe 3'eaHaHHs UDP a6o TCP. KaHan ynpaBniHHS WWGPYETLCS i
3axuwaeTbea 3a gonomorold SSL i TLS KaHanis, TakoX faHi LWWGPYHOTLCA 3a L0MNOMOrot
MPOTOKONY WK pPYBaHHA KopucTyBaya. CTaH4apTHUI npoTokon - UDP, nopt - 1194.

Mepesaramu OpenVPN € NpocToTa YCTaHOBKM KOH(DIrypavii Ta MOX/IMBICTb BCTAHOBJIEHHS B
06MexXeHNX mepexxax, Bkaoyaroum mepexxi NAT. Kpim Toro BiH BK/K0Yae B cebe (yHKLiT 6e3meku,
SKi HafalTb CXOXMIA piBeHb 3axuLLeHOoCTI, K iy VPN Ha ocHOBI IPSec, BK/toUatoum NigTpUMKy ans
Pi3HMX KOPUCTYBa4iB MexaHi3 ayTeHTudikauii. MoBHWIA nepenik HanawTyBaHb AOCTYMNHUIA Yepes BeO -
iHTepdeiic cepsepy, e MOXHa pobuTK yci HeobXiaHi Ail.

Heponikn OpenVPN nonsratoTb Y BiACYTHOCTI Oro macluTaboBaHOCTI Ta 3a/1eXHOCTi Bif
BCTAHOBJIEHHA K/IEHTCbKOro MporpaMHoro 3abesneyeHHs. 30Kpema, ApariBep iHTepdelicy tap ans
Microsoft Windows 4acto BUKNMKaB NpobneMn po3ropTaHHs, KOAW BUMyCKasacs HOBa BePCis
ornepawyinHoi cucTemu.

Odiuiinnm ctaHaapTom IEEE/IETF gna 6e3nekun IP € IPSec. OqiuliliHO 3apeecTpoBaHO SiK
RFC2411. Takox B6yaoBaHuin y ctaHaapT IPv6. IPSec (hyHKLIOHYE Ha ApYyroMy i TpeTbOMY piBHi
mogeni OSI mepexHoi Mepexi. IPSec Bkntoyae MOHATTA MONITUKMA 6€3MeKn, Lo pobuTb AaHui
MPOTOKON Haf3BMYaHO THYYKMM Ta MOTY)XXHWM, afie Npu LbOMY BAaXKO HaMALUTOBYETHCA Ta
Hanarogpkyetbca. besneka noniTMKM A03BONSE aAMiHICTpaTOpy wWMdpyBaTM Tpaik MK ABOMaA
KIHLIEBMMU TOYKaMW Ha OCHOBI NapameTpiB, Taknx Ak IP-agpeca gxkepena Ta IP-agpeca npu3HayeHHs,
a TakoXX MDK BMXigHMM Ta KiHUeBMM noptamu TCP a6o UDP. IPSec MOXHa Ha/fawTyBaTV Ha
BUKOPUCTaHHA NornepeaHbo PO34iNeHNX KoYiB abo cepTUdikatis A5 3aXUCTy nigknoyeHHs VPN.
Kpim TOro, BiH BUKOpuCTOBYE cepTudikaTy X.509, ogHOpa30Bi Naponi, NPOTOKONM iIMEH KOPUCTYBaya
abo naposnb ansa ayteHTUikauil VPN-3'egHaHHS.

IcHye aBa pexumu pobotn B IPSec: TYHENbHWUIA PEeXUM Ta TPaAHCMOPTHUIA PEXKUM.
TpaHCNOPTHUIA PEXMUM HaiyacTilLe BUKOPUCTOBYETHLCA B MOEAHAHHI 3 TYHEIHOBAHHSAM ApYroro piBHA
(L2TP). L2TP npoToKO/N BWKOHYE aBTeHTU(IKauito KopucTyBaya. KnieHTn IPSec, BO6ynoBaHi B
onepauinHi cucTemu, 3a3Buyain BUKOpMCToBYHOTh IPSec 3 L2TP. Y VPN-KnieHTy, BOYL0BaHOrO Yy
Microsoft Windows, 3a 3amMoBYyBaHHSIM BMKOPUCTOBYETLCA NpPoTOKoN IPSec 3 L2TP, ane ioro
MOXHa 3MIHUTMW.
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MepeBarn craHgapty IPSec - ue Woro 6e3sneka, xopowa nigTPUMKa 3 OOKY Pi3HUX
nocTaya/lbHUKIB Ta niatopM, BK/IOYarouyM Maplupytusatopy XDSL Ta Wi-Fi, rHyukicTb ioro
Ha/falTyBaHb. [JJaHWili NPOTOKO/N CTaB 30/10TUM CTaHZApTOM A/1 BMPOBA[XKEHHS B KOPMOpaTWBHI
mepexi. MporpamMHe 3abe3neveHHs |IPSec BXoAuTb [0 CKnajy onepauiiiHUX CUCTEM, a TakoX
6paHamayepiB, MapLLIpyTU3aTopIB.

Heponikamu IPSec € cknafiHe HanalTyBaHHSA, noraHa iHterpayis 3 Mepexamy NAT. Takox
6araTo opraHisauii peaniayBann po3LMPEHHS A0 CTaHAAPTY, AKi pobUTb 0ro BiNbLL CKNagHUM ANns
TOro, Wo6 3'eaHaTy ABi KiHLeBi TOUKM IPSec Bif pisHNX MOAMKDIKOBAHWX BEPCIi NPOTOKONY.

BigHocHO HoBUM VPN-NpOTOKONOM, SIKAIA Ma€ Ha METi CTBOPEHHSA MPOCTOI Ta ePEKTUBHOT
peanizayii BipTyasbHOT NpuBaTHOI Mepexi, € Wireguard. B OCHOBi CTBOPEHHSI AaHOro NpoTOKO/Y
NeXunTb ifges yBibpatn B cebe 6e3neky ctaHgapTy IPsec, i 3p06UTK NpoLEec HanalTyBaHHS NerLwnm,
Hi>)X OpenVPN, B TOli e yaC He BTpayaTh LUBUAKICTb pob0TK 3’efaHHA. MeTa Au3aiiHy - MaTu
3arasibHy npsmy KOHQirypauito, cxoxy o SSH, 10670 KpunTtorpadgito acMMeTPUYHOro KIoua.
Wireguard BUKOPVCTOBYE HailCydacHiLWi KpunTorpadgivyHi anroputmun, Taki sK:

— Curve25519 ans 06MiHY KIro4Yamu;

— ChaCha20 i Poly1305 g1 CMMeTpPUYHOrO LUN(PYBaHHS,;
— SipHash ans kntodis xew-Tabunup;

— BLAKE2s o515 yHKLiT KpynTorpamivyHoro wugpysaHHs.

Ha pgaHuii MOMeHT nNpoTokon Bukopuctosye nuwe UDP, nopT 3a 3amoBYyBaHHsM - 51280.
WireGuard 6yno HagicnaHo B 2020 Ha nepeBipKy A/ fofaBaHHA B A4po Linux. Micns ycniwHoro
ayauTy 1Aoro 6yno BKIKOYEHO A0 sApa NovnHaroun 3 Bepcii 5.6 [7].

MepeBarn NPOTOKOY MONArat0Th Y NIEFKOCTI HANaWTYyBaHHA AK CepBepy, TaK i KMIEHTCbKOI
4acCTMHK. BiH Maixe He Mae BNNBY Ha LUBMAKICTb Nepeaadi iHpopmauii, mpu LLbOMY BUKOPUCTOBYE
CTiKI KpunTorpadiyHi anroputMu ois wungpysaHHs [8]. Ha puc.l npuBefeHWin TeCT LUBUAKOCTI
MPOTOKO/IB 3 OQiLLiiHOI BE6-CTOPIHKM.

WireGuard [ ‘ - ‘ [ ]I
IPsec (ChaPaly) 825 mbps
IPsec (AES-GCM) 881 mbps
OpenVPN
0 128 256 384 512 640 768 896 1,024

Puc.1. MopiBHAHHA WwBMaKocTi po6oTn VPN npoTokonis

OcHoBa Wireguard BmiwyeTbcs B 7000 psagkiB Kogy, WO Yy NopiBHAHHI 3 IPsec (400000
pagkie) i OpenVPN (70000 psgkis), WO NO3UTUBHO CMpWUSiE MPOAYKTUBHOCTI poboTu, ayauTtam
Oe3nekn i 3HWKEHHIO «3acMivyeHoCTi» npoTokony. B Wireguard nepepb6ayeHnii mexaHism “kill -
switch”, akuin nonsirae y NpunuHeHHi nepecunaHHsA Tpadiky Yyepes HesaxuLeHy Y pasi nepeprBaHHsS
TYHENO.

[0 HeponikiB MOXHa BIAHECTM BIACYTHICTb MOXAMBOCTI BMOOPY KpUMTOrpagiuHmnx
aNropuTMiB, NOTPe6y BCTAHOB/IKOBATU KIEHTCbKE MporpamMHe 3abe3neyeHHs. Takox “31inok” ioro
3aro/fioBKiB 1erko ifeHTUMIKYETLCA, WO MOXe MPU3BECTU A0 HEMOX/IMBOCTI JOCTYNY [0 LeAKUX
caunTiB, LWo 6/10Kyt0Tb VPN-Tpadik.
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Y AKOCTi nocTavasibHMKa XMapHUX nocnyr 6yno o6paHo Amazon Web Services. Buxogsauu 3i
CTaTUCTMKM Ha 1 kBapTan 2022 poky, 62% CBITOBOr0 PUHKY XMapHUX nocnyr 3arimMarotb AWS,
Microsoft Azure i Google Cloud Platform [9]. AWS B cBoto Yepry mae 33% yci€i foni puHKY. Tomy
AaHWin npoBavigep € 6inbl NPIOPUTETHOI LN 418 OpraHi3yBaHHA A0 HbOro 6e3neyvyHoro
3’€jHaHHS.

Cloud Provider Market Share Trend

(laaS, PaaS, Hosted Private Cloud)
35% e R =
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Puc.2. CBITOBMIA PUHOK NMOCTaYabHMKIB XMapHWUX Nocayr

AWS nofinsaetbCcs Ha pi3Hi cepBich: KOXEH MOXe OYTW HanaluToBaHWIA pPi3HUMK cnocobamm
3a1eXKHO Big noTpeb KopucTyBaya. Hapasi KinbKicTb cepsicis nepesuilye 200 ogmHuub. VPC (Virtual
Private Cloud) — cepgic, B SKOMy MOX/IMBO CTBOPUTU i30/1bOBaHy BipTyasibHY MPUBaTHY MeEPEexy,
nigvepexi, pesepsysatn IP-agpecu, cTBoptoBaTV Tabnuui maplupyTmsauii Tpadiky 330BHI Ta 3
cepeanHn mepexi [10]. Migmepexi 6ysatoTb NpuBaTHUMU | NY6NIYHUMUK. [JO NpMBAaTHMX NiAMepex
HeMae A0CTyny 3 30BHILUHLOIO IHTEPHETY, A0 HUX MOXHa OTpUMAaTK LOCTYM /nLle 3 CepeauiHM.
Pecypcn B Ny6nivyHMX Mepexax AOCTYMHI 3 Oyab-aKuMX [mKepen. BaXkivMBO 3a3HauuTK, WO 3a
3aMOBYYBaHHAM YBeCb Tpadiik B MeXax OfHIel MepeXi MOBHICTIO [03BOJIEHMIA, TOOTO MK [BOMa
npvBaTHUMKU abo MK My6MiYHOK | MPYBATHOK MiAMepeXaMn 3aBXAM € 3B’A30K 6e3 notpebu
[0[aBaHHA NpasuJl.

EC2 (Elastic Cloud Compute) - cepefa Ans CTBOPEHHS BipTyasibHMX cepBepiB Y xmapi [10].
BoHa Haflae MOX/MBICTb Ay>Xe FHYYKO HanaliToByBaTW i CTBOPHOBATU OOGUMCNIOBA/IbHI MalLMHMK.
KopucTtyBay MoOXe 06paT KifbKiCTb MNpoLecopiB, OnepaTtmBHY nam’aTb, AUCK, PI3HOTO Poay
afantepun, onepawiiHy cMCTeMy i HaBiTb 3a4aTh Nepeslik KOMaHA 415 BUKOHAHHSA NpW CTBOPEHHI
cepsepy. OnuioHabHO MOX/IMBA reHepalis SSH-KoYa 415 NoAanbLioro OTPUMaHHA AoCTyny Ao
cepBepy AN KOHGirypauii, a TakoX BMOIp BipTyasibHOI Mepexi Ta nigMepexi. besneka nopris
cepBepy KOHTPOMIOETLCA rpyrnamun 6esneku (Security groups), fie MOXHa 0bpaTu NMpPoTOKO/, MOopT,
CMUCOK apec, 3 AKNX JOCTYMHe 3’efHaHHA 40 064MCIOBa/IbHOI MaWMHU. MOX/IMBe LofaBaHHSA [0
[EKiNIbKOX rpyn 6e3neku 0fHOYacHO.

B ocHoBi cninkyBaHHA AWS nexatb API-BUKIMKM, 3a [OMOMOro AKUX CepBicK
0OMIHIOKOTLCA IH(opMaLieto oAnMH 3 ofHMM. APl MOXYTb BMKOPMUCTOBYBATW KOPUCTyBadi Ans
CTBOPEHHS | KOH(IrypyBaHHS pecypcis Yepe3 KOMaH4HY CTPOKY, MUHYKOUMN HEOOXIAHICTb pobUTK yCe
yepes rpagivyHnin iHTepdeinc Ha Be6-CTopiHLI. Takunii Nigxig 40NOMOoXe aBToMaTu3ysaTtu i MOBTOPHO
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BMKOPWUCTOBYBATW CTBOPEHI KOMaHAW, LU0 3MEHLWWTb PiBEHb BMAMBAHHA NHOACLKOIO (hakTopy i yac
Ha onepavii.

Uepes Te, WO Ana poctyny Ao pecypcis AWS Tpaik B Oyfb-aKOMy BMMagKy MoTpibHO
nepefasat 4yepe3 BIAKPUTY Mepexy IHTepHET, HeobXiAHO BUPIWMTM npobnemy 6e3neyHoro
nig’egHaHHA o VPC. ToMy 4515 LbOro BUpPILLIEHO CTBOPUTY 3’ €4HaHHSA, BUKOPUCTOBYHOUM NPOTOKO/N
TYHENOBaHHS, | OpraHisyBaTi aBTOMaTU4YHE CTBOPEHHS | HanawTyBaHHs VPN -cepBepy B Ny6iyHiii
nigmepexi.

KopnopaTtvBHuWii NpauiBHMK, IKOMY MNOTPIGHO OTpUMaTV AOCTYN 40 BHYTPILUHLOI NPUBATHOT
MigmMepeXxi, NOBMHEH MaTW 3MOry 3po6uTy Le 6e3 3aliBMX 3ycu/b. Tpadik npy LbOMY NPOXOANTb
WIAX Bif poyTepa KopucTyBaya [0 MOro IHTepHeT-npoBaigepa, Aani yepe3 IHTEpHET, B KiHUi
noTpannaoun o Mepexi AWS. Tlicns BXOMKEHHS [0 Mepexi, 3rigHo 3 npaBunamu Tabnvub
MapLupyTu3auii Moxe npoitn gani go VPN-cepsepy B MyO6MiyHiA nigmepexi, npu LbOMYy
060B’A3KOBMMIW YMOBaMK [/15 CepBepY € MOro posTallyBaHHS B came Ny6/1iuHiN NigmMepexi, a TakoxX
NPMCBOEHA NOMY aBTOMATUYHO Ny6nivyHa IP-aapeca. Mepes BXOLOM Ha MepexxeBuin iHTepdeinc VPN -
cepeepy, CnpaLboBYHOTh Npasuia rpyn 6e3neku, aKi nepesipsal0Tb UM [A03BOMEHO LAHOMY KIEHTY
mati fgoctyn fo nopty. HanawTtoBaHuin VPN-cepsep nepebyBae TOUKOK A/ CMiNKYBaHHA 3
BHYTPILUHLOIO NigMepeXeto, TyHe/b 3aKiHYYeTbCA Ha MOro CTOPOHI | dani Tpagik Moxe 6yTu
MPOKCOBaHMI N0 Mepexi Ao agpecaty. B npuBaTHili nigmepexxi MOXyTb po3TaLLOBYBaTUCh AK i iHLUI
cepsepu, TaK i MOBHOLIHHI CepBicK, TaKi AK BHYTPILWHI Be6-CTOPIHKK | FTP-xocTu.

Taknm YMHOM, NpoaHani3yBasLUN Xif TpagiKy Bif KOpUCTyBaYa 40 NPUBATHOT MePeXi, MOXHa
nobygysatu cxemy 3’eflHaHHA 3 yciMa HeobXigHUMM NyHKTaMKn. Crnivparoymcb Ha MOLesb Mepexi Ha
puc.3, 3’ABNAETCA MOX/IMBICTb [/19 BTI/IEHHSA MJIaHY TakKoi CXEMU B peasibHNX yMOBax.

Private subnet
End user Internet

i Security Group

VPN

Server

Puc.3. Cxema Tornonorii mepexi Ta 3’€fjHaHHA

OCHOBHOIO NPO6/IEMOKD B [aHOMY BUMAAKY ABNAETLCA CKMAAHICTb | BUTPATU vacy QA4
afMIiHICTpPaTOpy MepeXi py4YHOro CTBOPEHHS cepBepy i YCiX HeoOXigHWX KOMMOHEHTIB AN oro
po60TH, & TAKOX HaaLITyBaHHA caMux VPN -MpOTOKO/iB HAa HbOMY. TOMY 6Yy/10 BUPILLEHO CTBOPUTU
MporpaMHuiA NPOAYKT 3 iHTepeiicoM, B AKOMY MOX/MBO, BUKOPUCTOBYHOUM NPOrpamMmHUiAz 4OCTyn A0
aKayHTY, LUBMAKO i 3py4HO MOBHICTHO PO3ropHYTU rotoBuii VPN-cepBep 3 MOX/IMBICTIO CTBOPEHHSA
KOH(pirypauin ans KnieHta y Bui noriHy i naponto, abo aiiny HanalwTyBaHb. 3aBAsKM TOMY, LLO B
KoAi nporpamu BXKe 6yfe rotoBuid WabnoH AN1s CepBepY, AOCATaETbCA 6€3MOMMIKOBE CTBOPEHHS.
Heob6xifgHi 3MiHHI napameTpy 6yayTb 3B’A3aHi 3 iHTEp(eiicoM nporpamu, e iX MOX/IMBO peaarysaTu.
Mepenik KOMaHA A8 KOHQirypauii KfiieHTa i cepsepa 6yayTb 3aHeceHi [0 OKpeMux ainis —
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CKpUNTIB, AIKi BUKIMKAKOTLCA 3a NOTPe6on. TakoX Takuil nigxig L03BONSAE PO3GUTU NPOrpamHUi
MPOAYKT Ha MOAY, L0 CrpUsie TOMY, LLO Lii CKPUMNTM MOXHa B/IaCHOPYY 3anyCTUTU Ha Byab-AKOMY
cepsepi He B Mepexxi AWS. Tomy pe3y/ibTaTOM BUKOHaHHS AaHoi poboTy 6y /e Npor paMHUi NPOAYKT,
o aBTOMaTM30BaHO po3roptae VPN-cepep B Mepexi AWS 3 Uinno nigBueHHA 6e3neku,
3HMXKEHHSI BUTPAT 4acy i 3anobiraHHA MOACbKOro (hakTopy Mnpu CTBOPEHHI YCbOr0o KOMIMJIEKCY
pecypcis.

[nda peanisayii nporpamHOro NpoaykTy 6yna obpaHa mosa nporpamysaHHsa Python yepes Ti
MOTYXXHICTb | MOAY/bHICTb. B OCHOBI 3a4ymMaHOro nporpaMHoOro MPoAyKTY NeXuTb MOAy/b Mif
Ha3Bor “boto3”. [aHuii Moayb 6yB CTBOpPEHMA po3pobHUKamu AWS, BiH BK/OYaE B cebe Habip
IHCTPYMEHTIB 4N po3pobKM Mporpam, SKi BMKOPUCTOBYHKOTH | B3aEMOAIOTH 3 MPOrpaMHUM
iHTepericom AWS. 3aBOsKM HbOMY MOX/IMBO POOUTU BUK/IMKK, MOCTavyaldyMm B HUX MOBHY
KOHDirypauito cepsicy abo 06’ekTy, abo X Ai3HaBaTUCS iHPOPMaL,ito 3 BXKE ICHYHOUMX KOMMOHEHTIB.
Malixe yce, L0 KOPUCTYBaY MOXe 3p0o6UTW Yepes iHTepdeiic Ha caliTi, MOX/MBO onucaTu 3a
[0MOMOror Koay. MNepegymoBamu 411 KOPUCTYBAHHA HUM € BUTYYeHI 3 akayHTY KOpUCTyBaya faHi
AN nporpamHoro foctyny 3 BIAMOBIAHMMMW MNpaBaMuM Ha MaHinynauii 3 pecypcamu,
AWS_ACCESS_KEY_ID ta AWS_SECRET_ACCESS_KEY.

[HWMM BaXK/IMBUM KOMMOHEHTOM [NS CTBOPEHHS rpaiyHoro iHTepgeicy nocnyrysas
Moaynb “tkinter”, oguH i3 NONYASPHUX, NPOCTUX, ane AY>Ke NOTY)KHUX KOMMNOHEHTIB. BiH f03B0NsE
CTBOPHOBATM BIKOHHI JOAATKW 3 PI3HUMU e/leMeHTaMU, TaKUMU IK KHOMKW, TEKCTOBI MONSA, HaAMUCH,
MOB3YHKMW, CIWUCKN TOLLO. [Ns 3B’3aHHSA MPOr pamMHOi /I0FiKK 3 iHTepdeincom, B tkinter icHye KOHLenT
MoAiM — NpocTiLle Kaxyuu, PYHKLIT, AKi 6yAyTb BUKMKATMCA NPU MaHiNynauisx 3 06’ ektamu. Taki
nogiT 3aKpinoTLCA 33 06°eKTaMK, 06MPatoTbCs YMOBM CNpaLtOBaHHS.

Boto3 i tkinter nexxatb B OCHOBI pO3p06KM MPOrpamHoro 3abesnevyeHHs gaHoi poboTn. BoHu
BUpILLIATL NPo61eMm 3 B3aEMOZIEID KOPUCTyBaya 3 Nporpamoto, a nporpamu 3 pecypcamv AWS.

B pe3ynbTati poboTn 6yna cCTBOpeHa nporpama, Lo npatkoe 3a HACTYMHOK NOTIKOH:

— BsepfeHHd Ta Banigayis gaHux gng goctyny B8 AWS i 1x mepexy;

— [lepeBipKa Ha HasBHICTb Ta OTPUMaHHSA IAEHTUMIKATOPIB NYONIYHMX NiAMEPeX;

— Bwnbip npoTokony TyHentoBaHHA Yepes enieMeHT RadioButton, 3MiHa NopTiB 3a HEOOXIAHICTHO;

— CTBOpeHHSA cepBepy i3 3alaHO0 KOH(PIrypauieto;

— [Micna nonepefHbLOro KPOKY, YBEAEHHSA Ta NepesipKa faHWX 419 KOPUCTYBaya, 3 NoAanbLUmnm
CTBOPEHHAM KOHQIrypauii KIieHTy;

— OTpumaHHA BUBOAY Nporpamu 3 roTOBMMMN HaalTYBaHHAMW 419 KNIEHTY.

IHTepeiic roTOBOro NPOrpaMHOro MpPOAYKTY 300paXkeHuit Ha puc.d., a pesynbTar i
BignpautoBaHHA (BUBIA rOTOBUX AaHWX A1 CTBOPEHHSA TYHEN0) — Ha puC.5.
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&' vpn-aws - et

AWS access key:

AWS secret key: @ Get public subnets

AWS region:
VPC ID: Subnet ID: |- v
VPN protocol choice:
* Wireguard " IPsec
Port: Username:
Peer name: Password: ©
SSH port: 22

i

CREATE SERVER CREATE PROFILE

Puc.4. IHTepdeirc nporpamn

VEN user to add or update:
Server address: 3.250.72.235
Username: guandaleDingle

Password: 12345

PSK: %any %any : PSK "W3F4isdbKy4iRyxRgEqT"

Pwuc.5 Mpuknag rotoBol KOHMIrypawii ana KnieHTa

BucHoBKM

B po6oTi 6yn0 po3rnsaHyTO cyvacHi Nigxoau A0 06’€AHAaHHS CErMEHTIB MepPeX, X CUJbHI i
cnabki CTOpoHW. byno BUSABIEHO HANLOPEYHILLNIA | aKTya/lbHUIA MeTOZ, CTBOPEHHS 3’€4HaHHS Yepes
mMepexy IHTepHeT. MpuBegeHi OCHOBHI 3arpo3n iHgopmauii npy Ti nepeaasaHHi. MpuBeaeHnid onuc
TexHonorii VPN, wo Bupilwye npobnemy i3 nepefaBaHHAM Tpadiky Yy BiAKpUTOMY BUAI,
BMKOPUCTOBYHOUM LUMN(PPYBAHHSA | IHKaNCynaLito.

[leTanbHO MOPIBHAHO Pi3HI MPOTOKONM TYHentoBaHHA Ans nobynosn VPN-3’€fHaHHSA, TX
CWMbHI | crnabki CTOPOHW, MpY SKUX YMOBaX [AOpPeyHille BMKOpUCTOBYBaTW. Byno onucaHo i
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0XapaKTepu30BaHO nocravanbHuUKa XmapHux nocnyr AWS, posibpaHi OCHOBHI KOHLLENTK i cepsicy,
Lo nocnyrysann 6a3ot0 414 po3pobKu. Takox nobysoBaHa cxema TOMOOorii Mepexi, Aka onucye
CTPYKTYPY 3’€HaHHA i MOTOKY Tpadiky. MOBHOI Mipoto BMKaLeHa NpobnemMa, i AKi acrekTu 3 Hel
BUPILUMTL NPOr paMHUIA MPOAYKT.

Po3pobsieHe nporpaMHe pilleHHs, fKe 3MEHLUMI0 BUTPATU 4acy Mpu CTBOPEHHI YCiX
HeoOXIAHNX KOMMOHEHTIB A8 OpraHisauii 3’e4HaHHsA, a TaKoX MiHIMI3yBasio NOMWU/IKY /OLCbKOro
(hakTOpy, 3a PaxXyHOK 4YOoro niABuLLEHO 6e3MneKy KiEHTY i cepBepy. 3anponoHOBaHWNIA NPOr paMHuiA
MPOAYKT Mae 3pYYHWUIA iHTepdeiic, 3a AONOMOro SKOro KOpucTyBady Moxke HanawTyBaTu VPN-
cepeep i CTBOPUTU KOH(irypauii A1 KIEHTIB, AKi MOXYTb ofpa3y OyTW BUKOPWUCTaHi Ans
6e3ne4yHoro nig’eAHaHHS 4O NPUBATHOI Mepexi.

[N nofanbLIoro NoKpaLeHHs NporpaMm pekoMeHAYeTbCa A04aTV MIATPUMKY A5 6ifbLuoi
KiNbKOCTI XMapHMX noctavasibHUKIB i VPN-NpPOTOKONIB.
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AUTOMATION OF CONFIGURATING SECURE CONNECTION TO CORPORATE
NETWORKS

P. Patalashko, N. Kushnirenko

National Odesa Polytechnic University,
1, Shevchenko Ave., Odesa, 65044, Ukraine; e-mail: infsec2011@gmail.com

With the rapid development of information technology, there is a increasing need to protect information and securely
transmit it over the global network. The purpose of work is the problem of information security, its systematization,
identification of sources of information threats, indicators, criteria and standards. The problem of information security at
the stage of transportation via the Internet has a high priority for research and the development of various solutions.
Virtual private network (VPN) technology was created because of the need to connect computer networks or their
segments to each other using a secure communication channel over a network with less trust. From point Nel to point
No2, the data must be transmitted in such a way that it cannot be accessed by third parties and only the intended reciever
has the ability to obtain and use it. Quite a real and practical problem, the relevance of which grows with each year of
development of information technology, which is aimed at the technology of virtual private networks. Another important
reason for using VPN technology is the rapid growth of cloud services. The problem of secure access of employees and
connection of two or more networks to each other via the Internet must be solved, without increasing the level of threat
due to the inevitable intersection of information through open network. The proposed software product can be
recommended for use in practice with the real needs of companies that use Amazon Web Services, for automated
organization of secure connection to internal networks. Also, this development can serve as a basis for the implementation
of similar solutions that will satisfy the conditions of each user individually, as the code base will be same for any provider.
Keywords: virtual private networks, data transmission, organization of secure connection, tunneling protocols, cloud
services, AWS.
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CVHTE3 CYBEOMTUMAJIbHOT CUCTEMM ABTOMATUYHOIO KEPYBAHHA
MIHIMA/IbHOT CKNTIAAHOCTI BAKYYMHORK PEKTU® IKALLIMHOKO
KOJIOHOHKO CINMMPTOBOI'O BUPOBHNL TBA

A. O. Ctonakesuy, O.A. CTonakesny

[epXaBHWI YHIBEPCUTET IHTENEeKTYa/lbHUX TEXHO/OTIN Ta 3B A3KY,
1, Ky3HeuHa, Ogfeca, 65029, stopakevich@gmail.com
HauioHanbHuin yHiBepcuTeT «OaecbKa MNOMITEXHIKa»,

1, np. LWeB4yeHKa, Opeca, 65044, stopakevich@opu.ua

Po3po6ieHO HOBWIA METOA CWMHTE3y OaraTOBUMIPHMX CUCTEM aBTOMATUYHOIO KepyBaHHS
MIHIM&/IbHOT  CKMAgHOCTI 3 HAbMMKEHMM [0 IHTErpa/lbHO KBagpaTW4YHOIO KpuUTepiem
onTumanbHoCTi ISE, sKWiA [OUiNbHO 3acTOCOBYBAaTW [ANA CUHTE3Y CUCTEM  KepyBaHHS
peKTUiKaliiHUMK KonoHamK. MEeTOoZ BK/OHae PO3B 30K HACTYMHKX 3afay: po3pobKa HOBOT
(hopMm 3anucy 6araTtoBMMIpPHOT CMCTEMW B MPOCTOPI CTaHiB; po3pobKa Mpoueaypu CUHTE3Y
ONTUMaNIbHOro 6araToBMMIPHOIO PErynaTopa, AKUA Ma€ BNaCTUBICTb IHTENPOBAHOCTI 11 3pyUHy
MaTpuuHy PO3pPigKeHY CTPYKTYPY; po3pobKa HOBOrO MeTOAYy CUHTE3y perynstopa 6104HOT
CTPYKTYPW, AKICTb KEepyBaHHA SKOro € Hab/MKeHOH [0 ONTUMANbHOro 6araToBMMIpPHOIO
perynatopa. Haibinblu icTOTHAM pe3ynbTaToM po60TW € po3pobKa iTepaTUBHOIO anroputMmy
CUHTE3y, SKWUIA 0a3yeTbCs Ha 3aCTOCYBaHHI Mpoueaypyu onTuMisauii 3a Kputepiem ISE.
Mpouesypa onTMMI3auii He € PecypCOBUTPATHOK, OCKifbKM 6a3yeTbCAd Ha 3aCTOCYBaHHI
MaTPUYHOrO PiBHAHHS J1AnyHoBa. Po3po6ieHuii MeTof Mae 0BMEXeHHS 1A BCiX NepefaTouHmx
(hyHKLLi/ i MOBHOT MaTpuLi NepeaaToyHnX hyHKLilA 06’ekTa. MepeaaToyHi yHKLIT MaroTb ByTK:
CTINKUMM; MiHIM&/IbHO peanizoBaHUMK, TOBTO HiSIKWIA YneH po3knagy NoAiHOMY YUACEIbHUKA He
MOXe OyTU CKOPOYEHWI 3 YfeHOM PO3K/agy NosiHOMY 3HaMeHHWKa, a BCi MOfesi KaHaniB 3a
KOXXHUM PAOKOM | KOXHWMM CTOBMLEM MaTpuLi He MOBMHHI MaTW CMijIbHOr0 MHOXHUKA B
BUMNALI MPaBUILHOI MepesaToqHOl yHKLiT. 3 3acTocyBaHHAM po3pobnieHoOro mMetogy 6yB
MpPoBefieHNi A CUHTE3 HOBOI CUCTEMW aBTOMATUYHOIO KepyBaHHS BaKyyMHOH OpaXHOH
KOMIOHOIO CNMPTOBOTO BUPOOHMLTBA BparopekTUdikauiiHOT yCTaHOBKM NOTYXHicTio 6000 gan
CMPTY Ha Joby. ImiTauiiiHe MoAentoBaHHA NnepexigHMX NPOLECIB NOKasano, WO CUHTe30BaHa
CUCTEMa KePYBaHHS Ay)Ke AKICHO Nojosana MakcumabHe 36ypeHHs — BiAXUNEHHS BCiX BUXOLIB
3HAYHO MEHLLI Bif fONYCTUMMUX.

Kntouosi cnosa: cuctema KepyBaHHS, cybonTumasbHa, 6/10KkoBa CTpyKTypa, ISE, KpuTtepii
SKOCTI, onTMMi3aLis, JIAnyHoB, CNupT, BakyyMHa, 6paropekTudikayiiiHa ycTaHoBKa

BcTyn

Cuctemn aBTomatuyHoro KepyBaHHsi (CAK) pektudikauinHmmm konoHammn (PK) Ak
6aratosumipHuMu (MIMO) 06’ eKTamMy KepyBaHHSA MOXXHa PO34iIMTY Ha AiBa OCHOBHUX TUMN:
AeLeHTpani3oBaHi il LeHTpani3oBaHi.

[loknagHo nepeBarn i HeaoNiKW NiAXOAIB A0 CUHTE3y AeLeHTPani3oBaHMUX CUCTEM
KepyBaHHs1 PK npoaHanizoBaHi B po6oTax [1-6]. AeueHTpanizoBaHi CAK MatoTb MiHiMabHY
CTPYKTYpPY, fiKA CKNafaeTbCA 3 MepeBaXXHO OLHOTUMHMX ONOKIB 3 JIErKO 3MiHIOBaHUMM
napameTpamn. KifbKiCTb TaknMx 6/10KIB [LOPIBHIOE KifIbKOCTI KepoBaHMX 3MiHHMX. CTPYKTypa
[eLeHTpani3oBaHNX CUCTEM B MepLly Yepry BU3HAYAETLCA BMOOPOM KaHaniB KepyBaHHS
(KOHGpirypavit), AK1iA NPOBOANTLCA 3a KPUTEPIEM MpaL,e3faTHOCTI 1 LOCAraeTbCs MiHiMi3aLieto
repexpecHnx Bnaueis [3]. Moxe BUABUTUCH L0 BMOOPY KaHasiB KePYBaHHS He [OCTaTHbLO,
Hanpuknag B OyAb-AKid KoOHMirypauii 3 MOXIMBMX MPUCYTHI ICTOTHI 4M AOMIHAHTHI
MepexpecHi BMAMBW, WO NPU3BOAUTL A0 HECTIMKOCTI YM Manoro 3anacy CTiikocTi. Togai
HaCTPOVKWN PerynaTopiB B KOHMirypauii 3mMiHIOKTbCA 415 36iNblUEHHS 3anacy CTiMKOCTI
CAK [2]. BusHaunmo K/o4oBY nepesary i Hefonik geueHtpanizosaHnx CAK 3 Touky 30py
LbOro AocnigpkeHHs. NepeBarolo € Te, WO CTPYKTypa AeueHTpanizoBaHoi CAK cnpouye
BMNPOBAMKEHHS i1 eKCr/yaTaLito CUCTEM, OCKI/IbK/ eMMiPUYHO MOXHA BUSBUTY HEMPaLIOHYmnil
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6NOK 1 3MIHWTK OO HacTpoiku. Heaonikom € Te, WO B LiNOMYy CTPyKTypa 06MpaeTbCs
BUX0ASAYM 3 ifel npaLe3faTHOCTI | HeMTpanisalii nepexpecHnX BNMBIB, TOMY B MeXaX TaKol
CTPYKTYpY i NiAgXo4y B3araini Maike He MOXIMBO CTaBUTM 3a MeTy cuHTe3 CAK 3
MaKCUMasIbHOR AKICTHO nepexigHux npouecis (ontumansHy CAK).

AKLLO 6paTh KNACUYHI LEeHTpani3oBaHi ONTUMasIbHI PErynsaTopu, Taki AK perynatopu
CTaHy (41 NiHIiHO-KBagpaTUYHI perynatopu) 3 cnoctepirayem [7-13], To 3agaya CUHTE3y
TakKUX Perynatopis CTaBUTbCA 3 BpaxXyBaHHAM BCiX MNEPexXpecHuUx BMMBIB, a He 1X
HelTpanisauii. ToMy B MeXax Takoro nigxofgy MoXHa CTaBUTW 3aady CUHTE3Y ONTUMasbHOI
CAK. Taki perynstopy MmatoTb NPOTUNEXHI NepeBary il HeAoNiKN: perynsaTtopu, aKi hakTM4Ho
NpeLCcTaBsA0TbL COO0K [eKiflbKa MaTpuLb, 3aMOBHEHUX YMCNAMX PI3HOr0 MOpPAAKY CKAaaHi
AN [4iarHOCTYBaHHA Ta He € NapaMeTpr30BaHUMK, TOOTO eMMiPUYHO MigibpaTy NeBHI Ymcnax
B MaTpuLAX PerynaTopiB Takmx 06’eKTiB Ak PK MaiiXe He MOXMBO, asie, 3 iHLWOro 60Ky, BOHU
€ TEOPETUYHO ONTUMasIbHUMK. TaKoX, BiAMITUMO, ANd 3afa4 KepyBaHHSA PK npu cMHTE3I TaknX
PErynaTopiB He MOX/MBO 06iNTMCL 6€3 cnocTepiraya, a MOro 3acTocyBaHHS BMMarae
A0AaTKoBOI yBaru [7, 8]

MeTa poboTu

MeTta cuHTesy CAK nonsrae y gopmyBaHHi MIMO perynsaTtopa npocToi 6/104H0-
KacKafiHOI CTPYKTYpU, KM HaBMIMXKAETLCA 3a AKICTIO KepyBaHHS L0 onTuMmansHoro MIMO
perynsatopa craHy. Mpu uboMy, perynatop gopMyeTbcs NobIOKOBMM CUHTE30M, & BENMYMNHA
MOKpaLLeHHSA KPUTEPIto AKOCTI Npuy L04aBaHHI KOXHOM0 6/10KY € BiJOMOI0 PO3POOHNKY. Taknm
YMHOM KifTIbKICTb HEOOXIAHMX B/I0KIB MOXKHA BM3HAYMTW B MPOLEAYpPi CUHTE3Y, TaKMM YNHOM .
cthopMyBaBLUM PErynaTop MiHiManbHOT CKnagHoCTi. OTpUMaHWIA perynsTop Mae 6yTi 3pyHHUM
019 BN POBaPKEHHS B CUCTeMax aBToOMaTu3aLii, OCKiNIbKY BiOMWIA MOPSALOK BKNHOYEHHS 6/10KiB
Ta € KpUTepiT nepeBipKn 4OLINBHOCTI TX foAaBaHHS 4o cTpyKTypyu CAK.
3asgadyi poboTun

[Na CUHTE3y ONTUMALHOrO perynaTopa CTaHy, AKUA MOX/IMBO NepeTBOPUTA B
O/104HO-KacKaaHWi, Tpeba BMPIWMTM Tpu 3agadvi: 1 — po3pobuTn HOBY (opmy 3anucy
6araToBMMIpHOT CUCTEMYU B NMPOCTOPI CTaHIB (KaHOHIYHY (hopMy); 2 — po3pobuTK NpoLeaypy
CUHTE3Y ONTMMAa/IbHOr 0 6araToBMMIPHOr0O Perynaropa, SKnii Mae BnacTUBICTb IHTErPOBAHOCTI
N 3py4YHY MaTPUYHY PO3PISKEHY CTPYKTYpY; 3 — PO3POOUTU HOBWUI anroOpuTM CUHTE3Y
perynsatopa 6/104HO-KackagHOoT CTPYKTypn (BKC), AKiCTb KepyBaHHSA AKOro € Hab/IMXEHO [0
onTMMasibHOro 6araToB1MipPHOT O perynaropa.

Po3pobKa HOBOT hopMu 3anmcy 6araTtoBUMIPHOT CUCTEMW B MPOCTOPIB CTaHIB

Bifomo, Lo hopmasibHO NepeTBOPEHHS 3 MPOCTOPY CTaHIB B MaTpuLi nepesaBasibHUX
(yHKLUii (MIM®) moxe 6y npoBeaegHo 3a npocToto dopmynolo P(s) C (s 1 A) ' B.
3BOpPOTHE MEpPeTBOPEHHA — 3ajaya CKaagHiwa i  KifbKICTb BapiaHTIB  afleKBaTHOro
nepetBopeHHSs MIMO cuctemMn Mmaiike HeCKiHYeHHe. [Nd CNpoLLeHHA anropuTMivHOI
peanisauii BBOAATb CTPYKTYPHI 06MeXeHHA. CucTeMy B MPOCTOPI CTaHiB, AKI 3anucaHi B
0OMEXEHIi CTPYKTYpI, Ha3MBatOTb KAHOHIYHNMK hopmamu [14-16].

Ana Toro, Wo6 4iTKO BILOKPEMWUTU KaHa/M KepyBaHHA OfMH Bif OA4HOro Ham
HeobXigHO, Wo6: 1) BMXiA KOXHOI NIACACTEMM 3HAXOAMBCA Ha MNepLiomy cTaHi L€l
nigcuctemu; 2) 6yno 6 TOYHO 3pO3YMiNo, SIKi CTaHW Hanexatb nigcucTtemi; 3) B matpuui
pO3paxoBaHOro AN CUCTEMU perynstopa CraHy MOBMHHO OYyTM BIAOMO, fKi KOe®ilieHTK
perynsatopa CTaHy 3B’A3aHi BUK/IKOYHO 3i CTaHamMu KOXHOI OKpemoi nigcuctemu. Bigowmi
KaHOHIYHi (DOpMU TaKy METY He CTaBU/IN, TaKUM YMHOM po3pobiieHa (hopma € HOBOK. Ha3BeMo
HOBY KaHOHiIYHY (hopMy (hOpMOt0 3 30BHiLLHIMKM 3B”A3kaMmn CFOL (Canonical Form with Outer
Links). Mpu ubomy 6yaemo po3rnsgati nnLle KBagpatHi MOAeni, Ae YACIO0 BXOAIB T AOPIBHIOE
4yucny BUXOAIB.

Matoun MIM® W(s), 3 enemeHTamu Wi j(S), BIANOBIgHI CUCTEMW B MPOCTOPI CTaHIB

nosHaunmo S(A,B,C) T1a . Cucrema € B CFOL, Ko
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A= é_l)i"; A = (—l:jli B = I:_—III—EIB__; lf:. = I:_-.II—?{“___J;

B., Bewi™™, 4. . e
B = : -
' A W C el
Bir] C, ew C, .em .
) 1)
m m m
3py4HO no3HaumMTn S S;; S S, fAe 3HaK 03Hayae PO3CTaHOBKY €/IeMEHTIB Mo

i1 i1 i1
AiaroHari.

[ns Haworo BukKopucTaHHs cuctema y Burnsgi CFOL mae Bignosigati fo4aTKOBUM
ymoBaM: 1) MIM® € cTilikoto; 2) yci Wij(S) € MiHIManbHO peasiizoBaHUMM, TOOTO HISKWIA YfieH
po3Knagy MoNiHOMY YMCeNbHUKA He MOXe OYTVW CKOPOYEHWUA 3 YieHOM Po3KiafLy NoniHOMY
3HaMeHHuKa; 3) Bci Wij(s) 3a pagkamu Ta ctoBnuaMu MIN® He MarOThb CMiJIbHOrO MHOXHMKA B
BUrNA4i nepegaTodHol yHKUil. [MpuBeaeHi 0OMexeHHs ana onucy mogenen PK He €
CYTTEBMMM. Y BUNAAKY HEBUKOHAaHHSA TPETbOI YMOBU MOX/IMBO HE3HAYHO 3MIHUTU KOpPEHi
MoNiHOMY 3HaMeHHWKIB W,j(s), L0 He Mae [fyXe BNAMBaTU Ha AKICTb POBOTM CUCTEMU
KepyBaHHS, Npy YMOBI L0 npoueadypa 11 CMHTe3y BpaxoBYye (haKT 3HA4YHOT HETOYHOCTI BYy/b-
AKOI ekcriepMeHTanbHOI mogeni PK. Ons Toro, wo6 nepetsoputy CTiiky Wij(S) B cuctemy
S;.; MOXKHa BMKopucTaTh nakeT Matlab.

Po3pobka HOBOI NpoLeAypy CUHTE3Y ONTUMa/IbHOro 6araToBMMIPHOIO perynsatopa.
PerynsaTtop ctaHy K Moxe 6yTv CMHTe30BaHUM An1si cucTemmn S, 3agaHini B CFOL, gK 'y
uinomy (aue. dopmyny 1), Tak i 6yT ChopmMOBaHNUM 3 perynsaTopis ctaHiB K ; ans cuctem
S;.;- B 000x BUNagkax pe3ynbtat Mae OyTH iffeHTUYHUM.
MOX/IMBICTb Takoro (HOpMyBaHHS MOXXHa MaTeMaTU4HO O6rPYHTYBaTW HaCTYMHUM

YNHOM. " " )
Hexaii sagaHi R=FER. 0=F0: R.en ;. Q=7 "
fml fm1
Togi
K K; K. lgr(A,B,Q,,R). BpaxoBytouu, L0 , NigcraBumo B

PIBHAHHSA, SIKEe BU3HA4ae PO3B’A30K, BUXIAHI MaTpuui. Togi

MpuiiHaswn P P oTpMaeMo m He3anexHUX piBHAHbL PikkaTi BigHocHo P
il
AP PA Q PBR'B"P O

TO,CI,i K R"B"P Ri ' BiT P| Ki qm Ki Ri ' BiT P.
i1 i1
MepeBipnMO 3aaaHy BacTUBICTb 3a fonomMoroo Matlab.

MepeTBOpMO MINP 06’eKTa B NPOCTIpP CTaHIB
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S.(A;,B;,C;) ss( 0.2,0.2,1,0);

1 1.2
p= 55 1 65 1 S;1(A1,B,1,Cyy)  ss( 0.125,0.125,1,0); @)
1 0.8 S.,(A,,B,,,Cy,) ss( 0.1667,0.2,10);
8s 1 9s 1 s, (A,B,,C,,) ss(011110.0889,10).
-0.2000 0 0 0 0.2000 O
0 -01250 O 0 01250 0 10
A , B : ©)
0 0 -01667 0 0  0.2000 0101
0 0 0  -0.1111 0  0.0889

3agasLumcs Barosumun matpugammn Q diag([5,1,1,10]), R | cuHTesyemo JIKP B
Matlab 3a gonomoroto hyHkuUiT Igr ans mogeni (3) i B pe3ynbTati OTPUMAEMO MaTPULLO
1.3937e+00 2.5206e-01 -1.4749e-17 3.5165e-17
1.4203e-16 -4.0134e-16 3.2811e-01 1.9744e+00
FAKLLO XK po3paxyBaTV PerynaTop CtaHy A/ KOXHOI nigeuctemun (2) i 06’efHaTH ix B
EAUHY CUCTEMY 3a MPUBEAEHUMNW BYLLE NpaBvIaMK, TO OTPUMAEMO Oifibll TOYHY i 3pYUHY
MaTpuLo
1.3937 0.2521 0 0 4
0 0 0.3281 1.9744 )

AKa NIATBEPIKYE MaTeMaTMyHe O00rpyHTyBaHHA. [ligkpecnmo, wo matpuuys Q B

NpvBeSeHOMY BULLE MaTeEMaTUYHOMY O6IpYHTYBaHHI nepefbavyacTbCca fnLle fiaroHasibHOH.

HeobXxigHiCTb BCTAHOB/MEHHS BaroBMX KOEILLIEHTIB camMe Ha CTaHW rnepeabdayae 3aCTOCyBaHHS

mogenei, oanHULI BUMIpY KX OAHAKOBI Y/ KOPEKTHE MacLUTaboBaHi.

Po3po6Ka HOBOIo annropuTMy CUHTE3Y perynatopa 6710KOBO-KacKagHOT CTPYKTYPU.
AnroputMm 6a3yeTbCA Ha 3acTOCYBaHHI Mpouedypu OnTUMmisauil 3a KpuTepiem

J X" Q x u' R U iHe e po3paxyHKOBO BUTPATHNM, OCKi/IbKM 6a3yETbCSH Ha 3aCTOCYBaHHI
MaTPUYHOr 0 PiBHAHHSA J1SiNyHOBa BUAY
P LP(A, Q) solve(A S P, P. A, Q, 0. (5)

BeefemMo onepauito po3paxyHKy KpUTepito

Jent(A,, Qo) i % LP(Ay Qi) Xo, A€ X,— MOYATKOBI YMOBM.

YMOBM  KOPEKTHOCTI  BMKOHaHHA  onepauii: 1) CAK €  cTiilkot;
2) P LP(A,,,Q,,) € foaaTHE BAP3HAYEHOIO MaTpULieto; 3) pe3y/ibTaT PO3paxyHKY KpuTepito
6inbLe 0.

MoyaTKOBI YMOBW 3BMYaAHO OTPUMYHOTbCA K B f

BEMUNH 30YPHOKOUNX BMNUBIB.
Ana cuctemn (3) makcumym  Kputepito  J, (ana o6’ekTa 6€3  MigKIOUYEHOro

ne f.. — BEKTOpP MakCUMyMmy

max !

OMTUMAa/IbHOr 0 perynaropa CTaHy) AOPIBHIOE , @ MIHIMYM KpuUTepito
J. (@na o6’ekta 3 MIAKIOYEHUM ONTUMANIbBHUM PErynsaTopoM CTaHy) — [LOPIBHIOE

Mpouenypa cuHTe3y nepepbayae popmysaHHsa asox MIMO perynatopis C, i C, . C,

SKWUIA MOYaTKOBO € HYNbOBMMM i Mae MIiCTUTK TiflbKW PerynaTop Buxogy 3 6nokiB. s
po3rnaHyToro npuknagy (3) C,cknagaeTbes 3a (4)

{Co,,,C0,,,C0,,,C0,,} {K. K, Ky, K} {1.3937, 0.2521, 0.3281, 1.9744}.

ITepaTBHa NpoLefypa CUHTE3Y ONUCYETLCS arOPUTMOM:
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1. 3HaiiTn Taky nigevucremy perynstopa C,, fiKa Mpu3BOAWUTL [0 MakCUMaibHOro

3MEeHLLEHHS KpuUTepito AKocTi. 3adikcyBaTu y BifNOBIAHWIA NifcuCTEMi HOMep BXody U. i
BUXOZY Y, 06’€KTa.
2. flopatn o C, B AKOCTI perynatopis BUXoAy U, Y, 650K

a, S
T (6)

b, s 1
ae a,,a,,b, — ue napameTpu, sKi BU3HA4atOTLCA NMPOLLEAYPOI0 ONTUMI3aLLiT 3 BAKOHAHHAM YMOB

KOPEKTHOCTI BMKOHaHHA onepawii po3paxyHKy KpuTepito fkocTi, N — Homep 6/10Ky. Bnok
A0fa€eTbCA NPU YMOBI, WO BiH Habnvxae J, (41 06’ekTa 3 perynatopom C, ) [0 BEIMUYUHK

J.. Micna popasaHHa 610Ky | A0 C, BIH A0AaETLCA TaKOX Yy BifnoBigHy mnifcucremy

perynsitopa C,, To6T0 BUKoHyeTbest Co;;  Co, | N - POPMyna po3paxyHKy KpuTepito a1

perynatopa C, [OPiBHIOE , Ae C, Mae BpaxoByBaTuh He Tifibku K,

a i fofaHi 6n1okn B (hopMi MPOCTOpY CTaHiB. AKLIO YMOBa HAab/IMXKEHHS He BUKOHYETHCS

YK ioro BeMUMHA 3aHaATO Masa, TO BUKOHAHHS iTepaTMBHOMO LIMK/Y 3aBePLUYETLCS. 30HM
HEYYTIMBOCTI BXiAHMX napameTpiB 60Ky Kpalle 3afaBaTi TakuMM, o6 HaibinbLL

BaXK/IMBMMW OYB KOEMILIEHT &, . Y TepMiHax NpsAMUX NOKa3HWKIB AKOCTI 0COBMMBICTL Takol

ONTMMI3aLiT HacTynHa: Mepwnii 3HageHnn 610K MO KaHaslly KepyBaHHA Mae amniitygy
BIAXW/EHb TaKy XX SK Y ONTUMaIbHOrO perynstopa CTaHy, HacTymHi — 3MEHLIYHTb 4ac
KepyBaHHS.
Onuc 06’eKTY KepyBaHHSA AN LOCNILKeHHSA e(heKTUBHOCTI Po3p061eHOro MeToay

Ak 06’eKT  KepyBaHHA  po3rfisHeMo  6paxHy KonoHy (BK)  BakyymHOi
6paropekTudikauiiHoi yctaHoBkM (BPYBAK) noTyxHicTio 6000 gan cnupTy Ha foby 3
BMKOPWUCTaHHAM po3po6ieHoro metody. OcobnmBICTIO YCTaHOBKM € Te, WO B Hiil Tibkn BK
npautoe nig pospigkKeHHAM, a i1 06irpis NPoBOANTLCA MEPeBaXXHO BTOPMHHOK Mapoto, fKa
noctynae 3 pgenermaropa-smnaposyBada PK (piy iige npo Ao4aTKOBMIA [0 3BMYaiHOrO
nedhnermaropa anapart, akuid y Tunosiii BPY BigcyTHIN). Lle Tak 3BaHa BakyyMHa YCTaHOBKa
nepworo Tiny [17]. Bigomo, L0 TakKi yCTaHOBKM 3MEHLLYIOTb BUKOPUCTaHHA napn Ha 32-35%
y NOpPIiBHAHHI 3 TMNOBOKO BPY [17, 18]. Kpim TOro, neperoHka 6 paxkku cnabkmm Bakyymom ~76
KIMa (560-570 MM pT. CT.) Npy HK3bKI Temnepatypi (6ins 65°C) 103BONSE OTPUMATI AUCTUNAT
3 BMIiCTOM edhipiB, anbaerigis i KNCNOT y 5-8 pa3iB MeHLIMM, HiXXK NPy 3BMYaiiHilA NeperoHLi
[17, 18]. MpoTe y BK € i Hegoniku: 1) GinbLl cknagHe 06CnyroByBaHHs i MeHLIA HafiHICTb
BaKYYMHMX HacoCiB; 2) 6inblUMiA BNAMB TeMMNepaTypHOro peXxxumy Ha CTyniHb cenapauii Bif
BYIIeK1CNOTK; 3) NiABWLLEHI BUMOTY O TOYHOCTI NIATPUMaHHSA TUCKY AK 3HU3Y, TaK il 3Bepxy
BaKyymMHOro anapaty. Came Ao TpeTboi npobnemu, sika BIAHOCUTLCSA A0 3afadi KepyBaHHS,
OyAeMOo LLYKaTN PO3B’A30K.

MoBHa ekcnepumeHTanbHa MIM® BK npveegeHa B 1abn. 1.

Tabnnuya 1.
EkcnepumeHTanibHa MINM® 6K GPYBAK
Ne U U,
7 25
h 110 s 1 40s 1
12 20
Y2 PP _—
200 s 1 100 s 1
Y3

Y 1abnuui 1 kepyroui BNMBK: U, — BUTpaTa bpaxku (%Xx.B.M.), U,— BuTpaTa napn (%x.B.Mm.).
KepoBaHi 3MiHHI: Y, — pO3pigKeHHs 3HU3Yy (MM. BOA. CT.) , Y, — PO3PiSKEHHS 3BEPXY (MM.
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BOA. CT.),
Yy, — Temneparypa 38epxy (°C). MakcumanbHi 36ypeHHs, NpuBeseHi [0 BXOAY:

u [10,10]. AonycTumi BifXWEHHA KepoBaHUX 3MIHHUX: Y, [2,200,200].

max

CuHTe3 HoBOT cucTeMn KepyBaHHA BK BPYBAK

Ockinbkn MIN® € HekBagpaTHOK, TOMY OAMH 3 BUXOAIB ANS 3a4adi ONTUMA/bHOro
KepyBaHHA He Moxe OyTn 6e3nocepefHbOo 3afisiHWIA; 2) AMHAMIKa KaHaniB TUCKY € 3Ha4yHO
LWUBMALLOK, HIXX IHLINX KaHaniB; 3) 419 KepyBaHHS ycimMa napaMeTpamu 06’ eKTa 3 BpaXyBaHHAM
BaX/IMBOCTI AKICHOro MiATPUMaHHA HeoOXigHOro TUCKY HeobxigHo 3actocyBaHHsi CAK
KackafiHOT CTPYKTypu; 4) TEXHONOriYHO OOrPYHTOBAHOK € KackKafHa cxema ctabinisauil
TemnepaTypu 3Bepxy, BMAMBaKOUYM Ha OAWMH 3 TWUCKIB. TOAI AN CUHTE3Y OMTUMa/bHOro
perynsatop 6ygemo BukopucTtosysatv MIM®

7 25
P 110s 1 40s 1 . )
12 20
200s 1 100 s 1
AKa nepesogutbca y oopmy CFOL
-0.00(90) 0 0 0 -0.0(63) 0
0 -0.0250 0 0 0.6250 0 1
A ! B 1C .
0 0 -0.0050 0 0 -0.0600 0101
0 0 0 -0.0100 0 0.2000

Ana BU3HaYeHHA BaroBMX KoeqiLieHTIB BMKOPUCTAEMO NpaBuio bpalicoHa, ske
HanbinbL afekBaTHe AN9 MiHIMabHO(Aa30BUX 006’€KTIB. 14es npaBuna B TOMY, LLO KOXEH i

fiaroHanbHWiA enemenHT mMatpuli Q gopisHioe 1/Ym?, ge Ym? — MakcumasibHe 4onycTume

BIAXWNEHHA BIAMOBIAHOrO BUXOAY. AHAMOTNYHO BU3HAYAETLCA AiarOHaslbHi  enemMeHTU
matpuui R. MoTiM eMMipruyHO 3a/MLLIAETLCS BUBHAYMTY 3ara/ibHUA MHOXHUK MaTpuui Q. Togi

Q ky diag([1/2007,1/200%,1/200%1/200°]),R 1/10%, ae ky=1000.
OnTtumansHuii JIKP Mae HacTynHWin BUrnsg,
-0.29264181 1.52049751 0 0 8
0 0 -0.63398538 1.41419545 ®)

BVKOpPUCTOBYHOUM aIrOPUTM CUHTE3y perynstopa 610KOBOI CTPYKTYpuU Hamu 6ynu
3HaNeHOo 4 610KV perynaTopa HacTyrnHoro Buay
Ju,y,] -0.059371888306747

Ju, y,] 0.155238499856077
a,=1.243045604992952 10 *

U, V] % a,= -0.313709800335321
¢ a, 0.429145965506400
1055 25

4[u1 Y2] - o 1

s 1
ImMiTauiiniHe MoaentoBaHHA NepexigHMX NPoLeciB NPy iMNyNbCHOMY 30YpPeHHI NokasaHi
Ha puc. 1.
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or
MTUMENBHUEA 3 6nokn -

o

4 Enoku. 2 BnokW onT

< 3
-0.05 1 6ok il 2

\
Ges perynstopa (5P) Il e Kl

0 20 40 60 80 100C

BiAgXMAEHHA PO3PigKeHHA 3BEPXY,
MM, BOZ, CT.

/Ees perynaTopa (BP)

0.2 ~1 6nok

80 80 100C

BiAXMACHHA PO3PIAKEHHA 3HKU3Y,
MM, BOA, CT.

-0
ManeH1n ’73 J'IOKI/I2 Grokn
0.2 | | 1 1 | | 1
0 50 100 150 200 250 300 350 400 450 500 550 GO0 650 700C

Puc.1l. Pe3ynbTati MOLENOBAHHA NepexigHMX NpoLecis 3a TUCKOM B BK npu 306ypeHHi
OAVHUYHUM IMMY/IbCOM M0 060M BX04aM

Pe3ynbTaT MO[ENOBAHHA, MOKa3aHi Ha puc. 1 6yno NpoBeAeHO AN HaCTYMHUX
BUNAKIB:

1) 6e3 perynatopa;

2) cybonTuManbHWUiA perynaTop 3 ogHUM 6/10KOM;

3) cybonTuManbHWUiA perynaTop 3 gsoma 6710kamu;

4) cybonTUMa/IbHWNIA perynarop 3 Tpboma 6/10kamu;

5) cyb6onTMasibHWIA perynarop 3 4oTupma 6710Kkamu;

6) 3 ONTUMAILHUM PErynATOPOM CTaHy.

MpeacTaBneHi rpadiky NoKasyoTb, WO AIACHO A0AaBaHHA KOXHOro 610Ky 36iMbLuye
AKiCTb KepyBaHHS:

CAK 3 ogH1M 6/10KOM Mae ~42 BifICOTKN KpUTepito 06°eKTy 6e3 perynaropa;

CAK 3 ggoma 610Kkamu Mae ~37% BIACOTKM KpUTEPItO 00°EKTY 6€3 perynatopa;

CAK 3 Tpboma 6/10kamn mae ~10% BiICOTKM KpUTepito 06’ eKTy 6e3 perynsatopa;

CAK 3 yotnpma 6510kamm Mae ~7.5% BIZCOTKM KpuTepito 06’eKTy 63 perynsaropa.

[lofgaBaHHA 5-ro 610Ky BXe HEe Ma€ CEeHCY, OCKi/lbKW PpiBeHb MNOKpaLleHHS
HabMMKAETLCA [0 MEX PO3pPaxyHKOBMX MOMWIOK Ta MOMMWAOK KaHaniB BUMIPHOBaHHS.
BuxigHuii onTuManbHWiA perynatop mae ~5%. KpuTepito.

OcCTaHHIN KpOK — f0AaiMo KackafHWin Ml-perynsarop ana KepyBaHHS TemnepaTyporo
3BEPXY KOJIOHW BUAY

C(s) 27.0133570327766

0.167792240312229

S
CtpykTypHa cxema matemaTnyHoi mogeni CAK BK BPYBAK nokasaHa Ha puc. 2.
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N -0.15 N 1 . .
1105 + 1 1105 + 1
ul-y3 =160 |
kp=-27.0133570327766

_ Tv
ki=-0.167792240312229
i=0.167792240 ) —0.15 ) 1 N
E 1505 + 1 1505 + 1
zTv - u2-y3 =80
—7
T TI0s + 1 "
ul-y1 T T
25 "
»

405+ 1
ul-y2

200s + 1 R
: L
+
- P

i
h 4

20
100s + 1
u2-y2

0.155238499856077

Puc.2. CtpykTypHa cxema imiTauiiHoi mogeni CAK BK

0.429145965506400s + 1

1.05s+ 2.5
s+ 1

MepexigHi npouecn No KepyBaHHAM | BUMIPHOBaHHAM Mpu nofgadi MakCUmasibHOro
36ypeHHs cTpubkom 10% X.B.M. N0 060M BXOAaM rnoKasaHi Ha puc. 3.

BigxuneHHs kepyloumx Bnauveis BigxuneHHs KepoBaHMX 3MIHHWX
0 T l
-1
PH
2 1 omm. -2
BOO.CT
3 L/
_4 + -
% 20
X.B.M. 15
-6 Pe 10
MM,
BOA.CT
0
-8
ul u2
-10 1 17005
°C
0.1 F
-12 . !
0 1000 2000 3000 Cc 0 500 1000 1500 2000 2500 3000 3500 C

Puc.3. MepexigHi npouecn B CAK BK

MepexigHi MpoLecu MOKasylTb AyXKEe He3HauyHe BifXWMIEHHS TemmepaTypu npu
MaKCMa/slbHOMY BifIXMNTEHHIO TUCKY 3BepXy Y 10% Bif MakCMalbHO fONYCTUMOI BE/IMUUNHN.
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BucHoOBKM

1. Po03po6/seHO HOBWIA anropuT™M CUHTe3y 6araToBUMIpHUX CyBOMTUMaIbHUX
PerynaTopis, AKi CKNajatoTbCs 3 6/10KIB Ta [0AaBaHHS KOXHOr0 3 AKWX BHOCUTb Bifome
MOKpaLleHHA B CeHCi IHTerpaibHOro KBagpaTUYHOrO KpUTEPItO, L0 AyXKe CrpoLLye
BNpoBaMKeHHA 1 BignaromkeHHs CAK.

2. Po3pobneHa HoBa cMCTeMa KepyBaHHS MPOMWCIOBOKD BaKyyMHO OpaXKHOM
KOMOHOI BMPOOHULTBA CNUPTY 3 BMKOPMUCTAHHSIM 3amnporoHOBaHOro meTtogy. IMmiTauiiiHe
MOAENOBaHHA MepexigHMX npouecis nokasye, wo 3aranom CAK ayxe fKiCHO nofgonana
MaKCUMasibHe 30YPeHHS — BIAXUIEHHS BCIX BUXO/iIB 3HA4YHO MeHLUI Bif, 4OMYCTUMMX.
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DESIGN OF A MINIMAL COMPLEXITY SUBOPTIMAL CONTROL SYSTEM FOR
THE VACUUM DISTILLATION COLUMN OF AN ALCOHOL PRODUCTION
PLANT

Andrii Stopakevych, Oleksii Stopakevych

National University of Intellectual Technologies and Communications,
1, Kuznechna street, Odessa, 65029, Ukraine, stopakevich@gmail.com
National Odessa Polytechnic University,

1, Shevchenko Ave., Odessa, 65044, Ukraine, stopakevich@op.edu.ua

It is developed a new design method for multivariable control systems with the following properties: a system has
minimum complexity and its performance index is close to the integral of square error ISE. The intended scope of
the new method is to solve distillation column control problems. The desired aim is achieved by solving the
following problems: to develop a new form of notation of multivariable systems in the state space; to develop a
procedure for the design of the optimal multivariable controller, which has the property of integrity and convenient
matrix sparse structure; to develop a new method for the design of the controller with the block structure, the
performance index of which is close to the optimal multivariable controller. The most significant result of the work
is the development of a new iterative design algorithm, which is based on the application of the optimization
procedure on the base of the ISE performance index. The optimization procedure is not resource-demanding since
it is based on the Lyapunov matrix equation usage. The developed method has the following restrictions for the
transfer function matrix of the plant model: all channel models must be stable; all channel models must be
minimally realized; all channel models by rows and columns of the matrix have no common right multiplier in the
form of the transfer function. A new automatic control system for the vacuum distillation column has been
synthesized. The distillation is part of the distillation unit with the capacity of 60000 liters of alcohol per day.
Simulation of transients shows that the developed control system very qualitatively overcame the maximum
disturbance because the deviation of all outputs is significantly less than the permissible.

Keywords. Control system, suboptimal, block structure, ISE, performance index, optimization, Lyapunov,
alcohol, vacuum distillation column.
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YOOCKOHANEHHA CUCTEM PEFY/TFOBAHHA BOAOT PIMHNX KOT/IB

A.M. Tirapes?, T.I". Tirapesa?

L [lep>xaBHUIA YHIBEPCUTET IHTENEKTYaNbHMUX TEXHOMOT I Ta 3B°A3KY, 65029, YKpaiHa, Opgeca,
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Po3rnafaetbca  BapiaHT YAOCKOHAIEHHA aBTOMATUYHUX CUCTEM  KepyBaHHS  PEXVMOM
CNa/lloBaHHA MPUPOAHOrO0 rasy B AKOCTI ManvMBa [ANs  BOJOIPiiHMX KOTniB. MeToto
YAOCKOHaNIeHHs € ONTWUMIi3aLis CniBBigHOLLEHHS ra3-noBiTps AN NiATPUMaHHS 3adaHol
TeMrepaTypy B NPUMILLIEHHAX, L0 ONaNOKTLCA, B 3a/1eXKHOCTI Bif TemMnepatypy AoBKinng. Y
6iNbLIOCTI  BMKOPWUCTOBYBAHMX 3apa3 BOAOMPIMHMX KOTMIB MIATPUMMKA CMiBBiAHOLLEHHS
ras/noBiTps 34iNCHIOETLCA BIANOBIAHO [0 PEXMMHUX KapT 6e3 ypaxyBaHHS eKOHOMIYHOIO Ta
eKOJIOriYHOro Cna/lloBaHHA rasy, a TakoX 6e3 aBTOMATUYHOrO ypaxyBaHHA TemmnepaTypu
HaBKO/IMLLIHLOTO CcepefoBuLLa. MparHeHHs 4O 3MEHLUEHHs 3aiiBUX BUTPAT NajivBa BUK/MKAE
HeOOXiAHICTb CTBOPEHHA TakKMX CWUCTEM aBTOMATUYHOIO KepyBaHHs, fKi 6 [03BONAMM
NiATPUMYBaTV HeOOXIiAHY TemMMepaTypy TeNIOHOCIA Ha BUXOAi KOT/1a Npu pi3HUX TeMnepaTypax
JoBKinng. OCHOBHUM MPUHLUMNOM NiABULLEHHA e(EKTMBHOCTI € MaKCUMa/lbHO MOX/MBE
BUKOPWCTaHHS HasiBHOT (HWXKYOI) TennoTn 3ropsHHs Q.F. OCHOBHMMMW CKIagoBUMM BTPaT
TensoTu Mpu LUbOoMY € BTPATK 3 rasamu, WO BiAXO4ATb s, i BTPATK Bif Tak 3B8aHOI0 XiMiYHOro
Heponany gs. O6uasa Ui MOKa3sHUKM TiCHO MOB'A3aHi 3 KOe(iLliEHTOM Haf/ILLIKY NOBITPA O Y
(hakeni Nanatyoro Nasmea, Bif AKOIO 3a/IeXUTb i KiIbKICTb LIKIAIMBUX BUKUAIB B aTMOCHEpPY.
B poboTi npoaHani3oBaHO KifbKa BWAIB CUCTEM PEryfitoBaHHA CMiBBiAHOLIEHHS «MaiuBo-
MOBITPA», Bif3HA4YeHO iXHi mepeBarn Ta HeAoniku. 3po6/eHO BWCHOBOK, WO Haib6inbLOro
MO3UTUBHOIO e()eKTy MOXHa [OCATHYTW TiNIbKM NPU BUKOPUCTAHHI CUCTeM Ge3mnepepBHOro
aBTOMaTMYHOTO  KOHTPOMKO 1 perynioBaHHA  CMIBBIAHOLIEHHS  «ManuBO-MOBITPSA».
3anponoHoBaHO CTPYKTYPY CUCTEMMW KepyBaHHS, L0 CTEXMUTb 3a TeMMepaTypolo LOBKinng Ta
BIZNOBIAHO O HEI 3MIHIOE TemnepaTypy Ha BMxofi Kotna. Mpy ubomy ans 3abe3neyeHHs
3[aTHOCTI CUCTEMM NpaLoBaTh B 3HAYHOMY fiana3oHi Temnepatyp AOBKiIS Ta MiATPUMaHHS
€KOHOMIYHOrO Cna/ltoBaHHS MasmMBa MNPOMOHYETLCH  3aCTOCYBaHHA  aganTuBHux M1
perynsaTopis Ha MiAcTasi TabNMYHOT 3MiHM X HanawTyBaHb. [1a 3a6e3neyYeHHs EKOMOriYHOro
CMa/IloBaHHA MannBa 3aCTOCOBaHO PEXUM «BiACKOKy». [poBefeHe MOAENOBaHHSA A1 OAHIEl
TeMnepaTypy MoKasalo MOXJIMBICTb MPaKTUUHOTO BUKOPUCTAHHA MOJOOHOI CUCTEMU B
crcTeMax onaneHHs NpUMiLLeHb 3a JOMOMOror KOT/iB Masol NOTYXXHOCTI.

KntouoBsi cnosa: BOAOrPIiHWIA KOTeN, peryntoBaHHA TemrepaTtypu, CMiBBIAHOLIEHHS ras-
MOBITPSA, PErynaTop, pexxvm BifCKOKY, MOLENt0BaHHSA, KoHLeHTpauis CO.

BcTyn

Be3nepepBHMIA PICT LiH Ha yCi BUAI NasmBa 3MyLIYeE 40 NOLYKY LWAAXIB MiABULLEHHS
eheKTUBHOCTI Oro cnantoBaHHS. Mpun LbOMY BaXMBO, W06 BUPOOIEHHS TENIOBOT eHepril y
Oyab-AKMn  MOMEHT u4acCy Mano BignoBigaTV 3afaHOMy HaBaHTaXeHHI. HalibinbLue
MOLUMPEHHA A9 OTPUMAHHSA TEMNJ/I0BOI eHepril ofepXKaso BUKOPUCTaHHSA NPUPOLHOro rasy.
ToMmy noganbluMii - po3rnsg  npobnemMy  eeKTUBHOCTI  BUKOPWUCTaHHS naimea  6yae
MPUCBAYEHNIA INLLIE KOTeNIbHUM arperaTtam, AKi NpautoroTb Ha rasi. [pn cnasoBaHHi rasy B
aTMocepy 34INCHIOETLCA BMKWA LUKIAMBMX PEYOBUH, OTXKE, KPiM E€KOHOMIYHOT, BUHUKAE
TaKOoX eKo/ioriyHa notpeba onTUManbHOr o cnajitoBaHHA rasy. Hessaxaroum Ha CTaTyC «Masoi»
EHEPreTuKN, KOMYHanbHi Ta MPOMWUCNOBI KOT/M 3aiiMaloTb 3Ha4YHE MiCLEe Y CrOXMBaHHI
nanvea. ONTUMI3aLif pPeXMMy TOPiHHA B TOMKaxX €eHepreTMYHMX KOT/IB 3a/IMLIAETbCA
aKTya/lbHO. Lle cTocyeTbest i BOAOMPiiHMX KOTNIB. BpaxoBytoum cyyacHi TeHAeHLiT nobya08u
KOTeNeHb Masiol Ta CepefHbOi MOTYXHOCTI A/1A OnasieHHA OKpPeMUX 6araTokBapTUPHUX
OyAMHKIB, MigNPUEMCTB  Manoi  MOTYXXHOCTI Ta 00’€KTIB  XXUT/I0BO-KOMYHa/IbHOIO
rocnogapctea (PKKI), yLOCKOHaNneHHs CUCTEM KepyBaHHA [N HUX € aKTya/lbHUMm. Ha
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OiNbLIOCTI BOAOrPINHMX KOTNIB Y KOMYHasbHIl TennoeHepreTuyi onTuMi3auis cnaitoBaHHS
rasonofibHoro nasmea [0 CbOrOAHILIHBLOTO [HA 3HAXO4UTbCA Ha PiBHI  MIATPUMKM
CMiBBIAHOLLEHHS ra3/noBiTps BiANOBIAHO A0 PEXMMHUX KapT 6e3 ypaxyBaHHA eKOHOMIYHOro
Ta €KOJIOriYHOr 0 cnasitoBaHHA rasy. Takox, Yy HUX He nepefbayveHo 3aBAaHHA aBTOMAaTUYHOrO
PerynioBaHHA TEMnj0BOr0 HaBaHTaXEHHS OnastoBasibHUX KOTMIB BI4MNOBIAHO [0 KO/MMBAHb
TemnepaTypy HaBKO/IMLLHBLOTO CepefoBumLLa. TeHAeHL s 00 3MEeHLLEHHSA BUTpAT nasvsa npu
BUKOPWUCTaHHI  BOLOrPiMHMX  KOTNIB  BUKIMKAE HEOOXILHICTb  CTBOPEHHA  CUCTEM
aBTOMAaTMYHOrO  KepyBaHHA, fAKi  HeoOXifHi ANA  NOAaNblIOr0  BUMKOPUCTAHHSA B
€HEepProeKOHOMIYHMX Ta EKOMOriYHMX CUCTeMax 3 METOK NiATPUMaHHA TemnepaTypu
TEN/IOHOCIA Ha BUXOAI KOT/IB NPY Pi3HMX TeMnepaTypax A0BKiNNs.

MeTa poboTu

MeToto po60oTn € po3pobKa BapiaHTa BLOCKOHA/NIEHHSI TaKOl aBTOMaTUYHOI CUCTEMM,
fKa CTeXMTb 3a TemrepaTypoto AOBKINNA i [03BONSE 3ab6e3neunTn HeobXiAHY TemnepaTypy
BOAW, fKa MOJAETbCA B CUCTEMY OMasieHHd, TO6TO Ha BUXOA4I KoTna. Tomy pfani 6yae
PO3rNA4aTNCS He 3arajibHa CUCTeMa Pery/itoBaHHA KOTE/IbHUM arperatoM, a BUKOYHO PEXNM
NigTPUMaHHA  TemnepaTypy¥ BOAWM HA BWXOAI KOTna 3 NIATPUMAHHAM  PEXUMY
€HepProeKOHOMMYHOr 0 CrasitoBaHHA NanBea.

Martepiann Ta meToau

Y 6inbLIOCTi BUNaaKis Npy NpoOMUCIOBOMY CrasitoBaHHI NaiBa 0CHOBHUM MPUHLMUMOM
MigBULLEHHA e(EKTUBHOCTI € MaKCUMa/IbHO MOX/MBE BUKOPUCTaHHA HasfBHOI (HUXKYOT)
TennoTu 3ropsiHHsA Qu°. OCHOBHMMM CKNA0BUMM BTPAT TEN/IOTY NPU LibOMY € BTPaTV 3 rasamu,
LU0 BigX04ATb (2, | BTPATV Bif Tak 3BaHOr0 XiMi4HOro Hegonany gz. O6uasa Ui MOKa3HUKK
TICHO MOB'A3aHI 3 KOeILiEHTOM Haf/MLLKY NOBITPA Oy (hakesi nanatoyoro nasmea. Big Lboro
X Koe(ilieHTa 3a1eXunTb | KifIbKICTb LWKIAIMBUX BUKMAIB B aTMocepy [1, puc.l].

Y 6inbLIOCTi NPUCTPOIB CNa/ltoBaHHS ra3oBoro naamea, Lo 3aCTOCOBYHOTHCA B AaHWiA
yac, ONTUMI3aLif PeXUMy TFOpPIHHS 3abe3nevyeTbCcs LWNAXOM MigTPMMKKW CriBBIAHOLIEHHSA
BUTPAT rasy i nosiTpsa (TUCKY nepes NasbHUM NPUCTPOEM) BIAMOBILHO 4O PEXXMMHOI KapTw.
Takuii cnoci6 € HefoCTaTHLO etheKTUBHUM, BiH He [,03BO/ISIE BECTU 00K 3MiHW TeMnepaTypu
Ta BOJIOTOCTI MOBITPA, TENJ0TBOPHOI 34aTHOCTI Ta Temnepatypy rasy Ta HU3KW IHLUMX
30BHILWHIX (haKTOPIB. Y 3B'A3KY 3 UMM MPU CKNafaHHi PeXMMHUX KapTOK A0MycKakTb
HasBHICTb 3HAYHOr0 HaA/MLLKY NOBITPSA, W00 Hi 3a AKX YMOB He A0NYCTUTU BUHUKHEHHS
XiMiYHOro Hegonany rasy. B pesynbtati B AeaKUX peXxumax KifbKiCTb MOBITPA MepeBuLLye
onTMMasibHe B 1,5-2 pasu, W0 36i/bLUye BUTPATY eNeKTPOeHeprii Ha AYTTS | NPU3BOANTL [0
HeobXiHOCTI HarpiBaHHs HaAMipPHOT KiNbKOCTI NOBITPSA, WO NOAaeTbCsA, TO6TO 40 A404ATKOBOI
BMTpaTW NasbHoro [2].

AHani3 npouecy ropiHHs rasonofibHoro Ta pigKoro nanvea rnokasye, Lo npu Hectadi
KMCHIO NPOABNAETLCA Pi3Ke NiABULLEHHA KOHUeHTpauil okengy syrneuto (CO). BignosigHo,
cucTeMa peryntoBaHHSA NpoLecy ropiHHSA, ska 3acHOBaHa Ha BUMIptOBaHHI KoHLUeHTpauil CO,
MaTume 6iflbll BUCOKY YYTAMBICTb A0 BIAXUIEHHA PEXMMY TFOPIHHA Bif OMTUMaNbHOrO.
PeryntoBaHHA Npu LUbOMY MOXE 3BOAUTLCA A0 MIATPUMKU PEXUMY TFOPIHHA rasy Ha Mexi
XiMIYHOro Hegonany, L0 [03BOJISiE BPaxoBYBaTW 3MiHW OiNbLUOCTI iHLWMX YMHHUKIB, SAKi
BMN/IMBAKOTH Ha AKICTb CnasitoBaHHA nNanmea [3].

Po3po6sieHi aBTOMaTUYHI CMCTEMU ONTUMI3aLii CNiBBIAHOLIEHHA «MaiMBO-MOBITPSA»,
AKi nobyaoBaHi 3 BUKOPUCTAHHAM CTaliOHapHUX rasoaHasi3aTtopiB, BefyTb MpoLec
perynioBaHHS 3a BEIMUYNHOK BMICTY KMUCHIO Y rasax, Lo BiAX0AATb. Ha AeakuX TMnax KoTnis
Ui CACTEMM perysnoBaHHA 000B'A3KOBO MepefbaveHi MPOEKTHOK AOKyMeHTauieto. OfgHak
3a3HayeHi cMCTEMM, SK NPaBWUIO, HE NPaUoTh Y PEXUMI peryntoBaHHA, a rasoaHanisatop
BUKOPUCTOBYETLCA Y MOHITOPUHTOBOMY PEXUMI, L0 06YMOB/IEHO HU3KOK NPUYKH [4]:

— KOHUeHTpaLis KUCHIO B AVMOBMX ra3ax 3a/IeXK1Tb He TifIbKW Bif, IHTEHCUBHOCTI ByTTS,
ane i Bif iHWMX YyMOB ekcnyartauii (HEKOHTPO/SbOBaHe MiACMOKTYBaHHA MOBITPSA, 3MiHa
XapaKTePUCTMK MaflbHUKIB Yy MNpoueci ekcrnayartauii, HeigeHTUYHICTb NajlbHUKIB Y
6araToropifikoBuMx Kotfax, 3MiHa TenjoTBOPHOI 34aTHOCTI ManvMBa, KOJIMBaHHSA BOJIOrOCTI
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MOBITPS), LLO, CBOK Yepry, 3HWKYE e(eKTMBHICTb POBOTU CUCTEMU 3 PerysoBaHHAM 3a
BE/IMYMHOKO BMICTY KUCHIO;

— 06MeXeHe NOLUMPEHHSA KOHTPONepiB, AKi MatoTb CTiVKi (HagiliHi) anropuTmmn poboTu
3 rasoaHanizatopammn (6arato 3 po3po6/IeHNX anropuTMIB PerysitoBaHHA He BPaxOBYHOTb
nepexigHi npouecy B ToMui Npy 3MiHI MOTY)KHOCTI).

BifblWw [OCKOHaM aBTOMaTU4YHI CMCTEMM OMTMMI3auii CniBBigHOLWEHHS ras3/nosiTps,
nobyfoBaHi 3 BUKOPUCTaHHAM CTaLiOHApHMX ra3oaHani3atopiB, fAKi BefyTb MpoLec
perynoBaHHS 3 KOPeKLi€ero Mo KOHLeHTpauiT KucHo O, giokengy Byrneuto CO2 abo NpoayKTis
Hegonany CO, H2 i iH. y rasax, Wo Bigxoaatb 3 Kotna [5, 6]. OgHak y uyux pobotax He
PO3rNAAaETHCA, IK NPOBOAMTLCA NPOLLEC PErytoBaHHSA i He Po3rnsfaroTbCa NUMTaHHA BUGOPY
HeoOXIAHNX PEXMMIB POBOTU KOTMa AN1S PI3HUX TeMNepaTypHUX peXxumis. BesymMoBHO, npu
peanizayii Takux pexxumis 6yae crocTepiratuch 3HMKeHHS KoegilieHTa kopucHor ail (KKA)
KOTe/IbHOro arperarty, TOMy WO BCi KOT/M pO3paxoBYKOTbCA ANA Po60TIi B HOMiHA/IbHOMY
pexunmi 3 makcumanbHUM KK/, Tomy BUHMKaE noTpeba BUGOPY NpiopuTETIB: ab0 3HMKEHHSA
BMTPaTK rasy npu poboTi 3 ypaxyBaHHAM TemrepaTtypu AOBKINA | 3MEHLLEHHS LUKIAMBUX
BUKMAIB B aTMOC(epy, abo LOCArHEHHA MakcumanbHoro KK/, Ha Hawy gymKy, Ha TenepiLuHiin
yac NepLUNA NPIOPUTET € BiNbLL BaroMuM.

Ha npaktuui 3aCTOCOBYETLCA KiflbKa BWUIB CUCTEM perysntoBaHHA CriBBILHOLLEHHA
«nanumBo-noBiTps» [7, 8]. HalnowmpeHiLwli 3 HUX:

1. Cuctema peryntoBaHHs MPOLECOM FOpPiHHSA, Y AKil NiATPUMYETLCA CMiBBiAHOLLEHHS
«MasMBO-NoBITPA» BIAMOBIAHO [0 3a3jafierigb MigrOTOBMEHOT PeXUMHOT Kaptn [8].
Heponikom Uiei cucTeMn € TPYAHOLLI CKMafaHHA PeXMMHOT KapTu i 11 Heed)eKTUBHICTbL 3a
MEeBHMUX YMOB (3HOLLYBaHHSA TEXHO/IOTIYHOr0 yCTaTKyBaHHA, 3MiHa CKfagy naamea i T. i., WO
MPY3BOANTbL [0 BUHWKHEHHS CTaTUYHOT NOMWUIIKW PErytoBaHHS).

2. Cuctema perynoBaHHA MPOLECOM FOPiHHSA, Y AKIN BifOYBAETLCA eKCTpeMasibHe
KepyBaHHS$ 3i 3BOPOTHMM 3B'A3KOM M0 TOMY ab0 iHLIOMY MOKa3HMKY SAKOCTI po60TN KOTENbHOT
ycTaHoBKM [9]. Heponikom uie€i CACTEMM € HEAOCTaTHA LUBMAKOAIA W HM3bKA
MepeLLKo03aXULLEHICTb.

3. Cuctema perynoBaHHS NPOLLECOM TOPIHHA 3a CKMagoM AMMOBUX rasiB. Bigowmi
HaCTYMHI MeToAMN KepyBaHHS [4, 8]: 3a KOHL,eHTpaL,ieto 3a/IMLLKOBOr 0 KUCHHIO (O32) y npogyKTax
3ropsiHHSA; 3a KOHUeHTpauieto npofdykTiB XimiyHoro Heponany (COew=CO+H2+CH.); 3
BMKOPUCTaHHAM CNiNbHOT iHPopmaLil npo KoHueHTpauito Oz i NPoAYKTIB HEMOBHOI O 3rOPsSHHS
(CO). Li meToam 3acHOBaHI Ha Cy4aCHUX [aTyuMkax — rasoaHanisatopax, fKi po3pobneHi B
OCTaHHI poku [2, 3, 10].

HacTyrnHUM 1I0riYHUM eTarnom eHeproekonorivyHol onTyuMisalii cnaatoBaHHA Naanea €
BMPOBaPKEHHA TEXHOMOTIYHNUX PiLLeHb, L0 CPAMOBAHI Ha OPraHi3auito ropiHHA 3 HU3bKUM
ab0 rpaHNUYHO HU3bKUM KOE(ILIEHTOM HaANMLIKY MOBITPA. TO3UTUBHOIO edekTy MOXHa
AOCATHYTU TiNbKN MPU BUKOPUCTaHHI CUCTEM Ge3rnepepBHOr0 aBTOMATUYHOIO KOHTPONK W
peryntoBaHHs CMiBBILHOLIEHHSA «Na/mMBO-NOBITPA». Lle — Hanbinbw ManoBUTPaTHUA i
eeKTUBHUIA Croci6 eKOHOMIT nainea 3 O4HOYACHWM 3MEHLUEHHAM YTBOPEHHS LUKIAJNBUX
pevyoBuH y Tonui [1, 2, 3]. Mpn UbOMYy HEOOXiAHO MiATPMMYBaTU Noga4vy MOBITPS TaKUM
YMHOM, W06 3HaYeHHS KoeqillieHTa 3HaX0AMN0Ch B OCUTb BY3bKili 0611aCTi, HYXKHIO FPaHuMLO
AKOT B13Ha4ae nossa cnifis okcugy Byrewto (Ha pisHi 100-300 ppm), a BEpPXHIO — 3pOCTaHHS
BTpaT TEN0TW 3 rasamu, L0 BiAXOAATb, W MigBWLLEHHSA IHTEHCMBHOCTI YTBOPEHHS OKCUAIB
a30Ty, WO CYNpPOBOKYE 3pOCTAHHA KOHL,EHTpaLii BifIbHOr0 KUCHIO.

3 TeXHIYHOT fliTepaTypu BigOMI HACTYMHI NiAX0AM A0 KepyBaHHs [8, 11]:

— [ONA KOTNIB 3 MOCTIMHUM HaBaHTaXEHHAM KpalyMM € pery/itoBaHHs 3a
CMiBBIAHOLLEHHAM «NasMBO-MOBITPSA» 3 BUOOPOM CMiBBIAHOLIEHHSA KOHLeHTpauii CO, CO2, O2
—cuctemMu cTabinisauii cniBBiAHOLLIEHHS BUTPAT «Na/IMBO-MOBITPSA» 3 KOPEKLIEI 3a CKIaL0M
rasis, L0 BiAX0AATb; CUCTEMA EKCTPEMA/IbHOIO PerytoBaHHA rOPiHHAM NasinBa B KOTE/IbHOMY
arperari;
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— ONA KOTNIB 3i 3MIHHMM HaBaHTaXeHHAM [ouifibHa poboTa Ha MeXi XiMIYHOro
Hegonasny, TO6TO 3 UUKNIYHUM 3HUXKEHHSAM BUTPATW MOBITPSA 4O MOSBM PI3KOro 3pOCTaHHS
KoHUeHTpauii CO, i3 HaCTYNMHUM MiHIMaNbHUM 306iMbLLIEHHSIM BUTPATV MOBITPS, LLLOO YHUKHYTK
XiMIYHOr 0 Hegonany, sKiin Mae Ha3By «PEXUM BifICKOKY» [4].

KoHTposnepu i3 BOyL0BaHUM anropyuTMOM PerytoBaHHS Mo OKCUAY BYTEL0 novanm
BUMYCKaTW pPi3Hi  BUPOOHWMKW. 30Kpema, Yy MiHilui KoHTponepis «CMNEKOH CK-n»
(Bvpo6HMLTBO HB® «TensokoM») peanizoBaHO asropuTM BMKOPUCTAHHS rasoaHaslizatopa
A1 KOPeKL,iT CriBBiAHOLLEHHA «MasMBO-NOBITPSA» 3 ypaxyBaHHAM HasABHOCTI B rasax, L0
BiAX0AATb, He Tinbkn CO, ane i Oy, a TaKOX 3 ypaxyBaHHAM BNNBY MEPEXiAHMX NPOLECIB Y
Tonui npyv 3MmiHI NOTyXHoCTi [4]. Mpn BUXofi TUCKY MOBITPA 3a MNPUNYCTUMI MeXi
KOpuryBanbHWUIA CUTHaN Bif ra3oaHanizatopa He BPaxOBYETLCS NMPY PEryntoBaHHi.

OCHOBHa YacTuHa

MpoTArom onatoBa/IbHOr0 CE30HY TeMnepaTypa AOBKiNIA MOXe KONMBATUCA Bif, NIHOC
10°C po miHyc 25°C. Mpn UuboMy NapaMeTpu KOTNa SK 06’eKTa KepyBaHHS TEX 3MiHIOKTHCA.
TennoTexHivHi po3paxyHKM MOKa3ytTb, WO NpU TakKUX YMOBaxX TemrepaTypa BOAU Ha BUXOAI
KoTna Mae 3miHtoBatucs Big 48°C o 150°C. Mpadhik 3aneXHOCTI TeMnepaTypy Ha BUXOLi
KoTna npu 3agaHiii Temnepatypi 18°C B NpuMILLEHHAX, AKi ONantoloTbCs, Bif TeMnepaTypu
[OBKINASA npusefeHi B [8, puc. 2.9]. Cuctema peryntoBaHHA TemMnepaTypu Ha BUXOLiI KOT/ia Mae
CTEXMTW 3a TemnepaTyporo [AOBKiNIA, TO6TO OyTW Takow, WO CRigKye. ICHyw4i TUMOBI
PErynaTopu npu NOCTIMHUX HaNalTyBaHHAX He B 3MO3i NpaytoBaTh B TaKOMy LUMPOKOMY
AianasoHi. OTXe, perynatop mae 6yTn aganTMBHMUM, TOOTO 3MiHIOBATW CBOI MapameTpu B
npoueci pobotn. Po3pobka Takoro perynstopa MPeAcTaBfse 3HauyHi  TpygHouwi, i
CYNPOBOKEHHS iIX TAKOX Byae cknagHUM. OCKiNIbKMN B TEXHIYHMX CUCTEMAX Ha CbOr OAHILLHIl
AeHb HalbinbL nowwupeHi perynatopi MIJ cimeiicTBa i BUKOPUCTOBYHOTLCS BOHM B 90-95%
KOHTYpiB peryntoBaHHA [12-14], nepesary cnig Bigaatv M. Bigomo, wo perynaropm MIA4-
cimelicTBa Aob6pe npaytooTh y AianasoHi + 10...20% Bifg 3agaHoro 3HayeHHs [12]. HalibinbLu
npocTMm meTogoM aganTauii MI4-perynsTopa 40 3MiHHUX BNacTUBOCTEN 06'€KTa KepyBaHHS
€ TabnIMYHe KepyBaHHSA KoeiLieHTaMun perynsropa. BoHO MOXe 6y T BUKOPUCTaHO He TifIbKu
AN afanTUBHOTO  KepyBaHHSA, afie W AN KepyBaHHA  HefiHiiHMMK  06'eKTamu,
HecTaliOHapHMMK npoLecaMu, Npu HeObXIiAHOCTI 3MIHIOBATW NapaMeTpu 3a1eXHO Bif, AeSAKNX
ymoB [12, 15, 16].

[N po3po6KmM Takol CUCTEMU KepyBaHHS HEOOXIAHO BU3HAYUTLN 415 HET MEBHI BUMOTU:

— 4ac 3ani3HeHHs 3MiHW TemnepaTypy Ha BUXOAI KOT/a Npu 3MiHI Temnepatypu

[0BKiNsA Ha £5°C He mae nepesuwysatv =1...1,5 rogumH;

— BIAXWIEHHA TemnepaTypun Bif HOMIHa/IbHOTO 3HAYEeHHS Ha BUXOAI KOT/Ma He Mae

nepesuiLysatun +2,5°C.

Basyroumncb Ha rpadiky [8, puc. 2.9], NPONOHYETLCA MOAE/b CUCTEMU PeryntoBaHHA
TemnepaTypu BOAM Ha BUXOAI BOAOrPIiAHOro KOT/a, sika 3abe3nedvye NigTPUMKY HeobXigHOol
TeMnepartypu 3a/1eXHO Bif KONMBaHb TeMnepaTypu 4OBKINNA.

CTpYKTypHa CXema CWUCTEMW perynoBaHHA, L0 CTEXWUTb, B 3arajbHOMYy BUrNAAi
MaTuMe HacTynHui Burnag (puc. 1).

EBnok
PO3PEMYHRY
napamMeTpis

KOTNE

iy

Bnok pospaxyHiy
KOEQIUIEHTIE
PErynATopa

ATHHH

Perynatop Koten 1t'n.1|'3¢épcl14'|vnu

=]
B

Harauu Bnok 3aBfaHs
TeMNEpaTyEm TEMNEPATYDHOMD
AOBKINARA PEM MY

Puc. 1. CTpyKTypHa CxeMa CUCTEMW PerynoBaHHA TemnepaTypy BOAW Ha BUXOA4i KOT/a
IH(hopMmaLia Bif AaTymka Temnepatypu LOBKINNSA Hagxoautb Yy 610K (DopMyBaHHSA
rpadika temnepaTypHoOro pexxnumy. OCKifibKn TeMnepatypa A0BKiNAA He 3MIHKOETLCA MUTTEBO,
cnig Bnbpatn KpoK rpagika 3mMiH 3aBfaHHs TemrepaTypu BOAM Ha BUXOLi KOTNa: Hanpukiag,
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3MiHIOBATK 3aBAaHHA KOXHI ABi TOAUHW 19 4060BOr0 peXxxumy. Takum YMHOM, OTPUMAEMO
Tabmuto 3 12 3HayeHb TemnepaTypu, L0 334a€EThCH.

Kpim TOro, BpaxoBykuu, WO MNapameTpy KOTNa TakKOX 3MIHIOKOTLCA ANA Pi3HUX
PEXMMIB, AN KOXHOMO 3HAYEHHS TemnepaTypu HeobXifHa Le HasBHICTb 6aHKy AaHMX Npo
napameTpu KoTna, SiKi MOXYTb 3MiHIOBaTUCA B Yaci. To6TO, HeobXiAHO chopmyBaTH 3aranbHUM
6aHK faHuX i3 ABOX rpyn napameTpiB (3a TemnepaTyporo Ta napameTpamu KoTia) A4S
HanawtysaHHs M1 perynatopis.

OcKinbky peanisauis UMX 3aBAaHb He CTAHOBWUTb CKIafHOCTi, OCHOBHWI BM/MB
npuainMmMo nobyaosi mMofeni CUCTEMW PerynoBaHHSA Temnepatypu A8 O4HOro 3afaHoro
3HayeHHs, Lo fopiBHIOE 55°C. Tak fK npu poboTi KOTNa A1 ONTUMaNbHOro ropiHHA rasy B
TONUi HEo6XiAHO NIATPUMYBATM HEBENMKWIA HAA/MLIOK NOBITPS (TO6GTO CMiBBIAHOLLEHHS
nosiTps-ra3 — o = 1,05 ... 1,1), 3aCTOCYeEMO perynsatop cniBBigHOLWeEHb ANS nogadi rasy Ta
noBiTPst B TOMKY KoTna [12, 17]. OcKinbKn B SKOCTi OKWCHIOBaya A5 BUKOHAHHS XiMiKO-
(hi3MYHOro NpoL,ecy ropiHHA 3aCTOCOBYETLCA MOBITPS, Y CKNMai AKOro KUCeHb, HEOOXIAHWI 4115
MNiATPUMKN TOPIHHA, CTAHOBUTbL YCbOrO M'ATY 4acTUHY, a TouHiwe, 20,93% — came Take
MPOLEHTHE CNIBBIAHOWEHHS MNPUAHATO BUKOPUCTOBYBATU ANSi  BCINAKMX  TEXHIYHUX
po3paxyHKiB. TOOGTO NOBITPS 3HaA06MTbCA B 9,52 pasu Oifiblue, HIXX KUCHIO. LA KiNbKIiCTb
MoBiTps, AKa HeobXiAHa 419 e(eKTUBHOIO FOPiHHA rasy, € TEOPETUYHOI BUTPATOH. AJe, KON
0c06/1MBa TOYHICTb He MOTPibHa, Te OTPMMaHe 3HayeHHsA 9,52 NPOCTO MHOXMWTY Ha TaK 3BaHUI
Koe(iLieHT HaAMLLKY NOBITPS. 3HAYEHHS LibOr 0 KoediljieHTa 3BMYaiHO NEXUTb Y MeXax o =
1,04 -1,2[1-7, 11, 18]. B pe3ynbTarti nositpsa Tpeba nogasatn B 9,996=10 pasis bibLue.

B 3B'A3Ky 3 po3noBClOfKeHHAM KoThnie cepii AKBP, fki MOXyTb npautoBatn B
BOZOrpiHOMY pexxumi, 06epeMo 4715 NofasbLIoro MofentoBaHHa koten tuny AKBP-10-13-
255I'M 3 BeHTUnsiTopom BAH 10, sikiii Mae NOTYXXHiCTb ABuryHa 11 kBT. [1ns peryntoBaHHs
BUTPATV MOBITPA 3aCTOCYEMO YaCTOTHWUIA MepeTBOPtOBaY 3 CTaHAAPTHUM KEPYHOUUM TOKOBUM
curHanom 4...20 MA. Mogenb KoTna, K 06'eKTa KepyBaHHS, CKNafaeTbCa 3 KaHany nogadi rasy
i NOBITPSA B Na/IbHMK, CAMOT0 NasibHUKY, TOMKW KOTNa i 6apabaHa KOTNa. Y KaHan nogauvi rasy
BXOAATb: ABUIYH BEHTWUNS Nogadi rasy i BEHTUNb rasy y BUMSAI NaHOK NepLioro nopsaky i
6noKy obmexeHHsi (Saturation), LLO BpaxOBYE MeXy BiAKpUTTA BeHTWNO Ha 100% xopy
peryntoBanbHOro oprady. KaHan nogayi nositps cknagaetbca 3 6/10Ky Gain, Wo 3abesneyye
CMiBBIAHOLLEHHA BUTpPaT rasy " nNoBiTPA Yy BWUINAA4I NiACMNKOBaYa, a TaKOX YacTOTHOMO
nepetBoptoBava (650K Gainl) Ans ABWryHa BEHTUNATOPA, SKWMA NoAaE MOBITPS B TOMKY, 3
e/1eKTPOABUIYHOM Y BUTNALI NaHKK MepLuoro nopsaaky. MansHuk (Bumer) npeactaBneHni y
BUrNALI CymaTopa, Ha BUXOZI AKOro chopMoBaHa rasonosiTpsHa CyMiLll, L0 3ropsie B TOMKe, a
TONKa i KOTeN NpeacTasBeHi y BUTNa4i TaHOK nepLuoro nopagky [19, 20].

By30/1 Tvoda-Fgaz peanizaoBaHo 3 3aCTOCyBaHHAM 610Ky OgHOMIpHOT Tabnuui Look-Up
Table Ha nigctaBi ekcnepvMeHTalbHUX [LAHUX [NA  aHaNoriyHUX KOTNiB. Perynatop
CMiBBiAHOLLIEHHS a3 — NOBITPS peasi3oBaHO 3a TUMOBOK CXEMOIO, Y SAKil cTabinisayis BUTpaTH
rasy BUKOHYeTbCs BepxHiM perynatopom (PID Controllerl), a ctabinisauis Butpatv nositps
HWKHIM perynaTtopom (PID Controller2) [12, 17]. Ana NiABULLEHHS AKOCTI pPeryntoBaHHSA
PerynaTop CniBBiJHOLLUEHHA OXOM/EHUIA 3araibHUM 3BOPOTHMM 3B'A3KOM 3 BUXOAY KOT/a.
TaK1UM YMHOM, YCA CUCTEMA PEryNOBaHHS SB/SE CO60K0 KacKagHy CMCTEMY Ta Mae HaCTyMHWi
Burnag (puc. 2).

HanawiTyBaHHA perynsatopa BMKOHAHO 3a gonomorot B6ygosaHoro B MATLAB
TIOHepa TakuM YMHOM, L6 nepexigHWUiA npouec 6yB anepiogMyHUm 6e3 rnepeperynoBaHHs.
OCKifNbKM BiNbLUICTb 3aCTOCOBAHUX MPUCTPOIB M€ 3HAYHMWIA Yac AN AOCATHEHHS HOMIHAIbHMX
PEXUMIB, NPUAMEMO XBUIMHY B AKOCTI KPOKY MOJE/IHOBAHHS.
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PID Controller2  Gaint Motort

Constant2
Puc. 2. Mogenb cMcTeMun perysnioBaHHA TeMnepaTypy BOAW Ha BUXOAI KoTna

Pe3ynbTaT MOAE/NOBaHHA 3i 30ypeHHsIM MOKa3yloTb, L0 CUCTeMa [ocArae 3ajaHe
3HaYeHHd 3a yac 6M3bK0o B 1,5 roguHK, WO € WiIKOM NpUnycTUMUM 15 CUCTEM OMNasieHHs B
XKKI [8]. Takum umHOM MepexigHWiA npouec, SKWil 6yno OTpUMaHO MNpu MOZAENHOBaHHI
KackafiHOi CMUCTEMW 3 pPerynsaTopoM CriBBILHOLIEHHA ra3-nosiTps MoKasye, WO BOHA
3abe3neyye eKOHOMIYHWI pPeXnM onaneHHs. BUKOHaBLUM aHanoriyHe MOLEN0BaHHA A1
PI3HNX 3HAYeHb Temmepatyp AOBKINIA Ta OTPUMAHUX 3HAYeHb MapamMeTpiB peryngaropa
MOX/IMBO CTBOPUTW 6aHK JaHUX /19 BNPOBaKEHHS 3arponoHOBaHOT CUCTEMW PEry ItoBaHHS.

[Nna po3rnsgy MOXIVMBOCTI peanisalii NOAINWEHHA eKOOriYHOCTI cnantoBaHHA rasy
3aCTOCYEMO 3arporoHOBaHWiA B [2] anropuTm UMKNY «3HUXEHHA-BIACKOK-NIATPMMKa». Llel
aIropuT™M B C/IOBECHOMY BWUIIA4I PO3rnsHYTO fani. BiH nepepbayae 3aBfaHHA LUBUAKOCTI
3HWKEHHS BUTPATW MOBITPS, BE/IMUMHY PI3KOT0 3HVKEHHSA (CTpUOKY) BUTpaTV MOBITPS 3
MosiBOK0 XiMIYHOrO Hejomnasny, a TakoX 4ac HeyyT/IMBOCTI, MPOTArOM AKOro MigTPUMYETHCA
CcTajia BUTpaTta noBiTps, NiCas YOro 3HOBY NOYMHAETLCA 1T 3HVOKEHHA. Takunii nigxig 4,03B0NseE
BECTV MPOLLeC ONTUMAIbHUM YNHOM Ha BCiX peXXumax, npy NpakTMYHO 6yab-AK1X 3MiHax yMOB
ekcnayatauii 1 3 6yab-aK1UMK perynatopamu i BAKOHaBYMMUN MexXaHiaMaMu.

3rigHo 3 CNNOBECHUM aIrOPUTMOM 610K CXeMa LUKNY «3HUXEHHA -BiACKOK-NIATPUMKa»
Oyae mMaTu HacTynHuiA Burnsg (puc. 3).

.

C D)

Puc. 3. B/IOK cxema anropuTMy «3HUXKEHHS -BiCKOK-NIATPUMKa»

99



A.M. Tirapes, T.I". Tirapesa

Peanizauito LbOro aroputMy BMKOHaHo B nporpamHomy naketi MATLAB-Simulink 3
3aCTOCYBaHHAM CTaHAapTHMX 6/10KiB.

MosiCHIMO BMGIP YMCNOBMX 3HAYeHb OCHOBHWX MapameTpiB 6/10KiB  anroputmy
«3HWKEHHA-BILCKOK-NIATPUMKaE», TaK K BOHW [03BONAIOTH 3aCTOCYyBaTW AaHy MOAeNb A1
PI3HUX TUNIB KOT/NIB Ta PeXMMiB. 3Ha4YeHHSA KOHUeHTpauii CO 06yMOoBeHO HOPMATUBHUMM
NOKYMeHTaMW AN KOTenbHWUX arperatiB. OfHaK, 3BMYaNHO Li 3HAYeHHA € 3Ha4yHo
3aBULLEHMMU, | TOMY MPOMOHYETLCA BUKOPUCTOBYBATM AaHI HVXYE YUM Ti, AKI HaBefeHi B [3,
4, 6], T06TO AN nNpuKnagy nNpuinmeMo Qcomax=500 ppm, a 3HayeHHA Qcomin=30 ppm.
3aTpuMMKy Ha nignan Ta BUXif KOTNY Ha CTannii PeXXuM npuiimemo pisHoro 100 xs.

MapameTpu, sKi XapaKTepu3yrTb MPUCTPOI KOTMa, MarTb OyTM MNOCTIiNHUMK. A
GiNbLIICTb NapameTpiB, AKI MPeACcTaBNATb PEXUMHI NapaMeTpu, MOXYTb OyTW 3MiHEHI nNpw
iMiTaLiiHOMY MoOfentoBaHHI. Hanpvknag, npu 3miHI PeXXUMIB KOTE/IbHOro arperaty, AJis
BU3HAYEHHSA Ki/IbKOCTI CTYMNeHIB 4Yacy BiCKOKY i Ki/IlbKOCTi CTYMEeHIB PeXUMIB MOTY>KHOCTI
[BWUTYHa BEHTUNATOPY, 419 MOAAHHA NOBITPSA Ha rOpisIKy KOT/Y.

KinbKicTb CTyneHiB 4acy BIfACKOKY npuiiMemo pAns npuknagy pisHoto 3. Chig
BPaxoByBaTK, WO Ki/IbKiCTb 6/I0KIB, fKi BU3HAYalOTb Ki/IbKICTb CTYMEHIB CUTHaY A15 3MiHU
MOTY>XHOCTI BEHTU/IATOPY NOBITPA, Mae Oyau Ha oauH Ginblie. Lle nos’s3aHO 3 TWM, LWO
CroyaTKy [4BUTYH B Mepiog yacy, fKa AOPIBHIOE 1 XB., NPy NepeBuLLEeHHI KoHUeHTpauii CO
MPOAOBXYE MpaLtoBaT! B HOMIHA/IbHOMY PeXUMi, NOTIM MiBULLYE NOTY>KHICTb 40 3HAYEHHS,
AKe 6/1M3bKe 40 MaKCMMabHOr 0. Jani NoTy>KHICTb ABUTYHA 3MeHLLYETbCA. KOHKpeTHWMiA BUBIp
KifIbKOCTi CTYNEHIB 3HKEHHSA 00YMOB/IEHO, 3 OAHOI0 60KY, NOTYXKHICTIO ABUTYHA, a 3 PYroro
MNABHICTIO 3HVMXKEHHA MOro MOTY)XXHOCTI A1 3MEHLUEeHHS 3HOCy. HanpuKiHui NOTYXHICTb
ABWUIYHa CTa€ HOMiIHA/IbHOH.

AK nokasaHo B [1, puc. 1], KofmBaHHA KOHLLeHTpaL it KNCHIO O2 HE3HAYHO 3MiHIOTbCA
npy po6oTi KOTNY, a KOIMBAHHSA OKWCY BYT/EL0 MatoTb Pi3Ke BUPAXEHWA XapaKTep, TOMY
MPOMOHYETHLCA AOCNIMKYBATU Ti/IbKM BNANB MaKCMMasbHOT KOHUeHTpauii CO Ha TemnepaTypy
Ha BMXOAi KOTna. 3araibHuii BUrisg, Mogeni Ans JOCNIKEHHS BNANBY PEXUMY BiJCKOKY Ha
TemrepaTypy Ha BUXOAi KOT/1a Npu 30ypeHHi No 3aBAaHHI0 Ma€e HacTYNHWI BUrnag (puc. 4).

lMpoBefeHe MOLE/OBAHHA CUCTEMW KepyBaHHS TeMnepaTypor0 Ha BMXOLi KOT/a B
PEXUMI €KONOriYHOro cnastoBaHHA NasMBa MoKasano KOPOTKOYaCHWIA Crieck Temnepatypu,
AKiil He BNNMBAE Ha AKICTb peryntoBaHHA. Pe3ynbTaTii MoAentoBaHHSA NokKasaHi Ha puc. 5.

[N 3py4HOCTi MOLENOBaHHSA 3 ypaxyBaHHAM 36ypeHb MOLEeNb 415 BUKOHAHHSA LUKIY
«3HUXKEHHSA-BIACKOK-NIATPUMKa» NpeAcTaB/eHa B BUrnagi nigcucremm Subsysteml, a mogens
36ypeHb B KaHasli NogaHHsA NOBITPA B BUMNAAI nigcuctemmn Subsystem.

1DT)

¥
PID(S) |p|— >| + |—> 9.115 >+
- 0.01s+1 0.2s+1
e Mo samraten — 8156 | | 01215 | |
ontroller en
Tvoda-Fgaz1 10s+1 15s+1 >
|_> + Topka Kotel ’—’ l:l
; Ly PID) e w 55 v,
o * 0.083s+1 Y Burner Scope1
[Matuuk koHUeHTpaUif Gain PID Controller? Gaint Motor1
510
_o\c»—b In10ut! ——p- Out1
Q>§’Tﬂax, - _o\ok
Manual Switch >o >o
Subsystem1 ~ Manual Switch1 Subsystem Manual Switch2

Q<Qmin,
ppm

Puc. 4. Mogesb cucTeMun perynioBaHHSA TeMnepaTypy Ha BUXOAI KOT/a 3 ypaxyBaHHAM
PEXNMY «BIfICKOKY» Ta 30ypeHb B KaHasli NofaHHA NoBiTps
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Puc. 5. BniimB «BiICKOKY» 3MIHOK CTPYMY Ha BXOZi YaCTOTHOr O NepeTBoptoBaya 4/1s
BEHTU/IATOPY NOBITPA Ha NepexigHWiA NpoLec No 3MiHi 3aBAaHHA No TemnepaTtypi

AHani3 nepexigHoro npouecy, Lo oTpUMaHo B pe3ybTaTi MOLEN0BAHHSA, MOKa3yHTb,
L0 3anponoHoBaHa Mofeflb BignoBifae BMMOram, AKi Npen’sBAATLCA A0 NIATPUMAHHS
TeMnepaTypHOro PeXxumy Ha BUXOAi KoTna.
BucHoBKM

B po6oTi 3anponoHoBaHa CTPYKTypa CUCTEMM KepyBaHHS, L0 CTeXWUTb 3a
TemnepaTyporo [LOBKifNA Ta BIANOBIAHO 40 HEl 3MIHIOE TemnepaTypy Ha Buxogi Kotna. Mpu
LbOMY AN MOXMBOCTI 3ab6e3neveHHs 34aTHOCTI CUCTEMU MpaLoBaTy B 3HaYHOMY AianasoHi
Temnepatyp AOBKiNNA Ta NIATPUMAHHSA €KOHOMIYHOrO CrasitoBaHHA nasvBa MPONOHYETHLCA
3acTtocyBaHHs aganTueHux MIM perynatopis Ha nigcraBi TabNMYHOT 3MiHU TX Ha/ALLTYBaHb.
[na 3abe3neyeHHss eHepProekosioriYyHOro CrnaslloBaHHA Ma/MBa 3aCTOCOBAHO  PEXWUM
«BIACKOKY». [1pOoBefeHO MOfeNoBaHHA [N OAHIEI TemnepaTypu MoKasaio MOX/MBICTb
BUKOPUCTaHHA NOLO6HOT CUCTEMU B CUCTEMAX OMasieHHS MPUMILLEHb 3a LOMOMOroK KOT/iB
MaJsioi NOTY>XXHOCTI.
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IMPROVEMENT OF HEATING BOILERS REGULATION SYSTEMS
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The article considers the option of improving the automatic control systems for natural gas combustion as a fuel
for boilers. The aim of the improvement is to optimize the gas-air ratio to maintain the set temperature in the heated
rooms, depending on the ambient temperature. In most of the currently used hot water boilers, the gas / air ratio is
maintained in accordance with the regime maps without taking into account the economic and environmental
combustion of gas, without automatically taking into account the ambient temperature. The desire to reduce excess
fuel consumption necessitates the creation of automatic control systems that would maintain the required
temperature of the coolant at the boiler outlet at different ambient temperatures. The main principle of increasing
efficiency is the maximum possible use of available (lower) heat of combustion QnP. The main components of
losses of warmth at the same time are losses with g2 flue gases and losses from so incomplete combustion of g3
fuel. The amount of harmful emissions into the atmosphere depends of both of these indicators that are closely
related to the coefficient of excess air o in the burning fuel flare. The paper analyzes several types of fuel-air ratio
control systems, notes their advantages and disadvantages. It is con-cluded that the greatest positive effect can be
achieved only with the use of systems of continuous automatic control and regulation of the fuel-air ratio. The
article proposes the structure of the control system that moni-tors the ambient temperature and changes the
temperature at the boiler outlet accordingly. At the same time, in order to be able to operate the system in a
significant range of ambient temperatures and maintain economical fuel combustion, the use of adaptive PID
controllers is proposed on the basis of tabular changes in their set-tings. To ensure environmentally friendly fuel
combustion, a "rebound™ mode is used. The simulation of tem-perature change in the control system showed the
possibility of its practical for house heating systems with low-power boilers.

Keywords: boiler, temperature regulation, gas-air ratio, regulator, rebound mode, modeling, CO concentra-tion
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CTErAHOAHATI TUYHNI ANTTOPUTM, BACHOBAHWI HA OCIAKEHHI
CUHI'YNAPHOI'O PO3K/NTALY BJIOKIB MATPULI LLIM®POBOIO
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O[fHOI0 3 HaNMOLIMPEHIWNX TEXHOMOTIN ANa 3ab6e3neyeHHs 3axXMcTy Oyab-aKuUX LMppoBux
JaHuWX Mpu nepefadi No BIAKPUTMX KaHanax 3B’A3KY, Ha MOJaHWIA 4ac, BBAXKAKOTLCA
cTeraHorpaiyHi MeTofu. 3acTocyBaHHA PO3B’A3KY 3afadvi 3aXUCTy LMUPPOBMX AaHUX 3a
[ONOMOrOK ~ cTeraHorpagiyHMx METOLiB, BWKOPUCTOBYETHCA He Nlle  AepXXaBHUMU
cnyxbamn, ane i TEPOPUCTUYHMMK OpraHizauismu. Y 3B’A3Ky 3 LMM, HeobXigHicTb
JOCNIPKEHHSA, PO3PO6KM Ta MOCTIMHOIO MiABWLEHHS ePEKTUBHOCTI CTeraHOaHaMi TUYHUX
METOfIB, CTae HaA3BMYaliHO aKTyalbHUM. B po6oTi 3anponoHOBaHO CTeraHOaHaTiTUYHWIA
a/IrOpUTM, 3aCHOBaHWI Ha JOCAIKEHHI CUHIYNAPHOIO Po3Kady 610KiB MaTpuLLi LMgpoBoro
300paKeHHs. [0/I0OBHOKO METOK MojaHoi po6oTM € NiABMWEHHS  ePEeKTUBHOCTI
cTeraHoaHaniay UupoBOro 300paXKeHHs, Y BifACYTHOCTI KOHTEAHepY, LLASXOM PO3POOKM
HOBOr0 CTeraHoaHalNiTUYHOro airopuTMy, 3aCHOBAHOTO Ha [AOCNIIKEHHI CUHIYNAPHOro
po3Knagy 610KiB MaTpuLi LMhpoBOro 306paxkeHHs. B pe3ynbTaTi AeTanbHOr0 AOCAIKEHHS
cTeraHorpadyiuHoro anroputmy, Lo BUKOPWUCTOBYE CUHIYNAPHWUIA po3knag 6/1okiB MaTpuui
LM(POBOro 306padKeHHs, BCTaHOB/IEHI CTATUCTUYHI XapaKTEPUCTUKWU CUHTYNAPHUX YMCeN
6/10KiB MaTpuLLi 306paXKeHHs. Ha 0CHOBI BU3HAYEHNX XapaKTEPUCTUK, B POOOTI NpeacTaBneHi
OCHOBHi KPOKW CTeraHoaHa/liTUMHOro anroputMmy. B AKOCTi  KpuTepito 418 OLiHKK
eeKTUBHOCTI PO3PO6EHOrO CTEraHOaHaNiTUYHOIO alropUTMY, BUKOPWUCTaHA MMOBIPHICTb
[ETEKTYBaHHA LOAATKOBOI iH(hopMaLlii. PO3rIsHYTO NOMUAKKW NEPLLIOTo Ta Apyroro poay. Ans
MOPIBHAHHA pe3ynbTaTiB  poboTW, PO3PO6AEHOr0 CTeraHoaHaNiTUYHOro anroputMy 3
iCHYIOUMMKN anropuTMamu y BiAKPUTOMY AOCTYri, 06paHi HacTynHi 3acTOCyBaHHA: XSteg;
StegSpy. [ns aBTOMaT130BaHOr0 PO3B’A3KY CTeraHoaHaniTUYHOI 3afgadi gnsa uudposoro
300paXXeHHs peani3oBaHO NPOrpamMmHMin NpoayKT «StegoAnalysis».

Kntouosi cnoBa: 3axucT iH(opMauii, cTeraHoaHani3, UM(pPOBe 300PaKEHHS, CUHTYMAPHI
umncna, CUHIYNAPHI BEKTOPW.

BcTyn

3afava peanizayii 3aX1CTy 0COBUCTUX Ta CEKPETHUX AaHUX Bif HE3aKOHHOr 0 JOCTYNY,
3alimae NpoBifgHY NO3MLiI0, SIK A5 KOXKHOI 0COOUCTOCTI OKPEMO, TaK i 47151 AepXKaBy B LiifIOMYy.
Hain6inbLl NOWMPEHO TEXHONOT IO AN15 3abe3neyYeHHs 3aXUCTY JaHWX NpuW nepefadi gaHux
Mo BiLKPUTMX KaHanax 3B’A3Ky € cTeraHorpaiyHi metoam [1-5].

[lns po3B’A3Ky 3aay 3aXMCTy AaHuX, CTeraHor padis 3HaxXo4WTb CBOE 3aCTOCYBaHHSA He
NiLLEe CEKPETHUMU criy)kKbamu, ane il TepopuCTUUYHUMU OpraHizalisamuy. Y 3B'A3Ky 3 LM, 3aja4a
PO3POOKM CTeraHoaHai TMYHUX METOZAIB, CTae BAXK/MBILLOK PiK Bif POKY.

MeTogu  BUSIBNEHHS  CEKPETHOTO  MOBIAOMMEHHS B  KOHTEAHEpi  aKTUBHO
po3pobntotoTheA [6]. B 3an1eXKHOCTI Bif, BCTAHOB/IEHOMO KPUTEPItO, BU3HAYaKOTb Pi3HI crnocobu
Knacugikauil  iCHyHOUMX CTeraHoaHaniTUYHUX METOAIB  ANd  UMMPOBUX  300paXKeHb,
npegcTaBneHnX Ha pucyHky 1 [7].

B 3a/1©XXHOCTI Bifj HasBHOT iH(hopMaLii y cTeraHoaHa/liTKa BUAINIAKOTb HACTYMHI rpynu
cTeraHoaHani TMYHMX METOLIB.

CnpsamoBaHuii. B nogaHomy BMnafKy nepeabayvaeTbes, WO AOCTYMHa BCA iHpopMaLis
Npo  cTeraHorpaiyHuin - anroputMm. HeBigoMOW  BUMABNSETLCA  iHOpMaLis  npo
cTeraHorpagivyHuin Knwou.
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YHiBepcanbHUA. B nogaHoMy BMMagKy >KOAHOI iH(opmauil npo  anroputm
BOY/10BYBaHHS CEKPETHOr 0 MOBIAOM/IEHHA HEMAE. AHaAITUK BUKOHYE PO6OTY 3 AOCNILKEHHS
Ta BUAB/EHHS He XapaKTepPHUX 0COBMBOCTEN LUPPOBUX 300 paXKeHb.

B 3a71eXHOCTI Bif, aTakn po3pi3HAIOTb HACTYMHI FPYNun CTeraHoaHani TMYHUX METOAIB.

CTaTVyYHWIA. TONOBHUM 3aBaHHAM MOAAHWUX METOAIB € PO3Pi3HEHHS 3anOBHEHUX Ta
MOPOXKHIX KOHTENHepiB, BCTAHOB/IEHHA METOAY 3aHYPEHHSA A0AaTKOBOI iHhopMalLlil.

CTeraHoaHani TUYHI

MeToau
Y y A 4
3a KpuTepiem MeTn 3a KifibKICTIO BigoMOT 3a 06’eKTOM
aTaku iH(hopmawit NoLuyKy
> CTaTuyHi > HanpaeneHi > BisyasbHi
> AyHaMiyHi > YHiBepcasbHi > CUrHaTypHi
> J10MoMidKHi > CTaTUCTUYHI

Puc. 1. Knacugikauis cteraHoaHaniTM4HUX MeTOLIB

AvHamiuyHuiA. T0NOBHUM 3aBAaHHAM METOAIB AaHOi Fpyny € BU3HAYEHHS Po3Mipy
BOYOBAHOr0 CEKPETHOr0 MOBIJOMJIEHHS, OO MiClie po3TallyBaHHS, MEBHI NapameTpu
afropMTMy BOYZI0BYBaHHS, a TaKOX, B IefAKMX BUNaAKaX, HaBiTb JeKOLYBaHHSA NMPUXOBYBaHOI O
MOBIAOM/IEHHS.

[onoMidxxHuiA. [0NOBHMM 3aBAaHHAM A18 AaHUX METOAIB € NobyaoBa Pi3HOMaHITHMX
aTaK 3 MeTOK aKTuBi3aLil pob0Tn CcTeraHOKaHasy.

CreraHoaHaliTUYHI METOAM B 3aNeXHOCTI Bif npeaMeTa MowyKy Nigpo3ginsaiTb Ha
HaCTYNHI rpynu.

BisyasbHi. MeToau, WO BILHOCATLCA A0 NOZAHOI rpynu, 3aCHOBaHI Ha MOXX/MBOCTI
NHOACBLKOr0 30py BCTAHOB/OBATU OCOGMBOCTI LMMPPOBOro 306pakeHHA. lMpu nogaHomy
aHanisi BigoyBaeTbCA AOCNIAKEHHSA rpadivuHOro nNpeacTaBieHHs KOHTelHepy. ABTOMaTM3aLis
TaKoro TNy MeTOAiB, NOKM L0 € HAA3BMYANHO CKMAAHMUM 3aBLaHHSM, OCKi/IbKM 6a3yeTbCsA Ha
PO3BMTKY METOLiIB KOMMN’tOTEPHOI0 6a4eHHA Ta METOAIB, L0 BCTAHOB/IOKOTb XapaKTepuCcTUKN
CMPaBXHOCTI LM(POBMNX 306 paKeHb.

CurHatypHi. MeTogu, WO BiAHOCATLCA A0 NOAAHOT rPYnn, 3aCHOBaHI Ha AOCNIIKEHHI
XapaKTepHNX 0cobnmBocTel ¢opmaTy 36epiraHHs UMGPOBUX 306paXkeHb. TO6TO MOLIYK
CEKPETHOro MOBiJOM/IEHHS BUKOHYETLCA B CNY)XO60BUX MONAX Ta Monsx fdaHux. Metogu
CUTHATYpPHOro AornomaralTb BUSBUTK iH(OpMaLilo, Aka 6yna BHeceHa Y KiHeub ainy
undgposoro 306paxkeHHs MprxoByBaHHS iH(OpMaL,ii B TAKOMY BMNAaAKY 3a06e3rneyyeTbCs TUM,
L0 CTaHAAapTHI nporpamu nepernsgy 306paxKeHb AOX0AAYM 40 MapKepy KiHUA 300paXKeHHs
MPUNUHAKOTL CBOK POBOTY, | IH(hopMaLLisi, WO HAXOAUTLCA NICNA LbOro MapKepy 3a/IMLLAETHCA
MPYXOBaHOH0.

CTatuCcTMyHI. MeToau, WO BiAHOCATLCA 40 NOLAHOT FPYNnK, € HalkbiNbLL NOLWMPEHUMU.
MojaHi MeTOAM 3aCHOBaHI Ha [LOCNIIKEHHI PiI3HOMAHITHUX CTaTUCTUYHMX XapaKTepuCTUK
HaTypa/bHNX, CNPaBXHIX LMHPOBUX 3006 paxKeHb.
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Hali6inblw nowmpeHi Metoan, iHhopMalisi Npo SKi HasiBHa y BIAKPUTOMY AOCTYI,
BIZIHOCATLCA [0 TPbOX FPyn: BidyasbHi, CUTHATYPHI, CTAaTUCTUYHI. MeToAMN 3 KOXHOT rpynu
MatoTb IK CBOI NepeBaru, Tak i He no36aB/ieHi 3HaYHUX HeL0NiKiB, BCE Lie BUMarae BUKOHaHHSA
HOBUWX LOCNIIKEHb, A1 PO3POOKN HOBUX aNlrOPUTMIB CTeraHorpagiyHoro aHanisy.

MeTa i 3aga4i fOCNigKEHHSA

MeToto po60TK € NigBULLEHHS e(heKTUBHOCTI CTeraHoaHanidy LmMMppoBOoro 306paXxKeHHs,
Y BIfICYTHOCTiI KOHTeWHepy, LWISXOM PO3po6KM HOBOrO CTeraHOaHaliTUYHOro airopuTmy,
3aCHOBAHOr0 Ha [OCMI[PKEHHI CUHIYNAPHOro po3knady O6/10KiB  MaTpuui  LMppoBOro
300paXKeHHs.

[na [OCArHeHHA NocTaB/ieHOT MeTU HEOOXIAHO PO3B’A3aTV HACTYMHI 3a4adi:

1. BMKOHATW aHania npegMeTHoi o6nacti — [OcnignTi  peaniszauito  MeTofiB
cTeraHoaHanisy LngppoBmnx 306paxkeHb;

2. BMKOHaTW [AOCNIMKEHHS CTeraHoaroputMy, L0 BUKOPUCTOBYE CUHIY/ISAPHUIA
po3knag 610KiB MaTPULLi KOHTENHepa;

3. po3pobuTK  CTeraHoaHaNiTUYHWUIA  afOPUTM, 3aCHOBAHWA Ha  [OC/i[IKEHHI
CUHTYNSAPHOro po3kagy 6/10KiB MaTpuULLi LMGPOBOro 306 paXeHHs;

4. peanizyBaTi MpPOrpaMHUA MPOAYKT AN BMKOHaHHSA CTeraHoaHanisy LM{poBOro
300paKeHHs.

OcHoBHa YacTuHa

OCHOBHI  KpOKM  anropytMmy  BOYZOBYBAHHA  CEKPETHOro  MOBiJOMJIEHHS
cTeraHorpagivyHoro anropuTMy, 3aCHOBaHOI0 Ha AOCNIIKEHHI CUHTY/IAPHOT 0 po3Knagy 610KiB
MaTpuLLi L1gpoBoro 306paxeHHs, HaBegeHi B [8].

EheKTUBHICTb LbOr0 CTEraHoa/ropuTMy OLIHIOETHCA 38 TpbOMa KPUTEPIAMMU:
Bisya/lbHa OLiHKa AKOCTi; CTyniHb 3abe3nevyeHHst HafinHOCTI CNPUAHATTS COPMOBAHOro
CTeraHomnoBiJOM/IEHHS; CTYNiHb 3a6e3MneveHHs HaAiIMHOCTI CNPUAHATTA CTEraHONoBIAOM/IEHHS
nicns aTakM CTUCHEHHAM 3 PI3HUMU CTYMEHSAMU CTUCHEHHS.

Mepw 3a Bce Oyna npoBefeHa Bi3yasbHa OLUiHKA SAKOCTI 300paXKeHHA nicns
CTEraHoOMepeTBOpeHHs. B pe3ynbTaTi  ekcrnepMMeHTy  Oyfio  OTpuMaHO  Habip
CTEraHomnoBigoOM/IeHb, AN AKUX eKCNepToM He Oyf0 BUSABMIEHO XXOAHMX apTedakTiB. Ha
PUCYHKY 2 HaBefeHO NpuKag UMppoBOro 306paXKeHHA Ta 300paeHHA OTPUMAHOro B
pe3ynbTaTi CTeraHoMepPeTBOPEHHS.

&) MOPOXHI KOHTeliHep ) 3aMOBHEHWIA KOHTEIAHEP
Puc. 2. leMOHCTpaLis pe3ynbTaTy CTEeraHonepeTBOPEHHS

HacTyrnHUM KPOKOM OLiHKW CTeraHoanroputMy Oyna ouiHka HagiiHOCTi CNPUAHATTA
CTEraHoMoBiAOMNEHHS MiCNsi aTak CTUCHEHHAM. BaknmBo BigMITUTK, WO Ui aTaku 6ynu
npoBedeHi 3a [0NMOMOroH HEBE/IMKUX KOeMILEHTIB CTUCHEHHS, OCKI/IbKM BaXkKMBO, 00
CTeraHomnoBigOMIEHHs 36epirano HafilHiCTb CIPUAHATTA MICNA aTak, iHaKWe opraHizaTopu
MPUXOBAHOr0 KaHay 38’A3KY MOXYTb BUABUTU (PaKT BUKOPUCTAHHSA aTaK CTUCHEHHAM. Tomy
aTaku 6ynv BUKOPUCTaHI i3 Pi3HMM KoedilieHTOM CTUCHeHHA Q B giana3oHi 80-100.
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EkcneprMeHT NpOBOAMBCA HaCTYMHUM 4YMHOM. B obpaHe LumpoBe 300paXKeHHs 3a
[0MOMOro0 CTeraHonepeTBOPeHHs BOYyA0BYyBaiach A0AaTKOBa iHopMaLisi, Micns Yoro BOHO
36epiranock y opmati 6e3 BTpar Ta y hopmaTi 3 BTpatamy 3 Pi3HUMWU KoeqilieHTaMm
CTUCHEHHS. HafiHiCTb  CNpUIAHATTS  OLliHEHA YMCENbHO 3a AOMOMOroH  MiKOBOro
CMiBBigHOWEHHA curHan-wym PSNR. TpUiAHATO BBaXkKaTW, LU0 HAZIAHICTb CMPUAHATTA He
nopyLueHa, skwo PSNR > 37 Db. B xofi ekcnepuMeHTy BCTaHOB/IEHO, WO AN OTPUMAHNX
CTeraHoroBigoM/IeHb NoAaHa HepiBHICTbL He Byfa nopyLueHa.

CTteraHoaHaniTUYHUIA anropuTM, 3aCHOBaHWIA Ha JOCNIIKEHHI CUHTYNSIPHOrO po3Knady
610KiB MaTpuLi LMGpPoBOro 306paxeHHS

CreraHoaHa/liTUYHI  aropuTM  MOXHA  KMacugikyBaT¥ MO  Pi3HUM  KpUTepisMm.
Hanpuknag, 3aneXHOo Bif KifIbKOCTI HajaHoi iHdopmauii gns cTeraHoaHanisa, MeToau
PO34iNATbL Ha YHiBepca/bHi Ta HanpasneHi. [19 HanpaBneHNUX MeTOAIB NOTPIOHO HagaTu
iHbopMaLito npo cTeraHorpaiuyHMiA  anropuT™M, 3a [AO0NOMOFOKH SKOF0 BUKOHYBanoCh
CTeraHornepeTBOpPeHHs. A NpuU MOLENOBAHHI YHIBepcasibHOro MeToda iH(opMalis npo
cTeraHorpagiuyHuii anropuT™ MOXKe BUKOPUCTOBYBATUCH JINLLE B PEXMMI «HOPHOrO ALLMKA.
Mpy BUKOPUCTaHHI TaKOro K/iacy MeTOZIB CTeraHoaHaniTUK CTapaeTbCA HaWTU [esKi 03HaKMK,
AKi  XapaKTepHi Ans MNycToro KOHTelHepa, $Ki  04HOYACHO 33A0BO/IbHAMM  BUMMOIY
PENnpPe3eHTaTUBHOCTI  Ta  KOHTEKCTHOI  He3a/IeXXHOCTi, Ta  3MIHIOBa/MCb 6uM  npw
CTeraHornepeTBOPEHHI. YHiBepca/ibHi METOAM MEHLL TOYHI HIXK HanpaB./eHi, ane MatoTb GifbLL
LUMPOKMIA  CMEKTP BUKOPUCTaHHA. CTeraHoaHaniTU4HWWA  airOpuTM, 3aCHOBaHWMA  Ha
AOCNIIPKEHHI CUHIYNAPHOro po3kniady 6/10KiB MaTpuLi LMgpoBOro 306 paxeHHs, BigHOCUTbLCS
[0 Tpynu HanpasfieHUX anroputMmis. OCHOBHOKO METOK MOLAHOr0 CTeraHoaHaNiTUYHOro
aNiropuTMy € BCTAHOBJ/IEHHA (haKTy HasBHOCTI CEKPETHOro MOBIAOM/IEHHA B KOHTeElHepi
LMpOBOro 306paxeHHs, Wo 6yo MiaLaHo CTeraHoOMepPeTBOPEHHIO Ha OCHOBI CUHTY/ISIPHOTO
po3knagy 6/10KiB MaTpuLi LMPPOBOro 306paXKeHHs.

Po3rnaHemo uudpose 306paxkeHHs F . [1S KOMbOPOBOro UUGPOBOro 300pakeHHA
HeobXiAHO BMKOHYBATW AOCNIMKEHHA ANS KOXKHOI KONbOPOBOI CKIaA0BOI OKpeMo. Matpuus
F po36VBacTbCs CTaHAAPTHUM YMHOM Ha HenepeciuHi 6nokn f , poamipom 8x8. Ans KOXHOro

610Ky BUKOHYETLCSA NM0BY/0Ba CUHTY/ISPHOI O PO3K/1aay.

Y BIANOBIAHOCTI A0 anropuTMy CTeraHonepeTBOPeHHs BOYAOBYBaHHSA [A0AATKOBOI
iHhopMaLiT B KOXXHUIA 610K BUKOHYETLCA Y BIAMNOBIAHOCTI 0 HACTYNMHUX (hOPMYN:

1 roundn( ;,K) 1/4 ,, (1)
AN BUNaaKy BOYAOBYBaHHSA O4MHULI Ta
1 roundn( ,,K) 3/4

(2)

A/15 BUNafKy BOYL0BYBaHHA HY/IS.

Mo3HAYMMO CMiBBiAHOLLIEHHS MiXK NEPLLXM Ta APYrMM CUHTYNSPHUM Ynciom 6noky |
MaTpuLi L1gpoBoro 306paxeHHs F :

T 1 roundn(=1, K)

©)
2

Ha ocHoBi nogaHoi BIgOMOI iH(hopmauii, 3po3ymino, WO Micns BUKOHAHHSA
CTEraHoOMepeTBOPeHHs, AN 3arOBHEHOr0  KOHTEWHepy  LM(POBOro  300parkeHHs,
CMiBBIAHOLIEHHA MK NepLmM Ta APYrUM CUHTYNSAPHUMU Yuciamy NOBUHHO BIAMNOBIAaTM
HaCTYMHUM hopmyiam:

1 roundn(=1, K)

1/4, 4)
2

1 roundn(=1, K)

3/4. )
2
Ans  NigTBepAKEHHs  TEOPETUYHUX BUCHOBKIB MPOBEAEHO  0BYMCNIOBA/IbHWIA
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EKCMNEPUMEHT.

B ekcnepvmMeHTi 3agisgHe 500 undpoBrX 306paxkeHb Pi3HOro po3mipy, Lo 36epexxeHi B
(hopmaTi 6e3 BTpaT Ta 3 BTpaTamu. [ocnifjkeHHs Oynu BUKOHaHI OKPEMO AN KOXHOI
KOMbOPOBOI  CKMaf0BOI: YEpBOHOI, 3€/1eHOI Ta CWHbLOI. [lonepefHbO KOXHE LuM¢poBe
300paXKeHHs CTaHAapTHUM 4YMHOM 6YyN0 po36UTO Ha 6/110KM 8x8, ANS KOXHOro 610Ky 6yB
nobya0BaHWUIA CUHTYNIAPHUIA PO3KNag, Ta BU3HaYeHa BeMuMHa T Yy BignosigHocTi o (3).

Ha OoCHOBI OTpMMaHMX faHux NobyfoBaHi AN KOXHOI KONbOPOBOI CKIaA0BOI YCiX
LMPPOoBMX 306pakeHb 36epeXkeHnx 6e3 BTpaT BignoBigHi rictorpamu (puc. 3).

[
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B) BU

Puc.3. Fictorpamu 3HayveHb T 4719 MOPOXHIX KOHTENHepiB 36epexkeHnX 6e3 BTpaT

Ha oCHOBI OTpuMaHuMX faHux nobyfoBaHi A/ KOXHOI KO/bOPOBOI CK/IAA0BOI YCiX
LMPPOBMX 306pakeHb 36epeXkeHnX 3 BTpaTaMu BignoBifgHI rictorpamu (puc. 4).
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Puc.4. FicTorpamm 3HaueHb T A/ NOPOXKHIX KOHTENHEpiB 36epeXXeHX 3 BTpaTamMy

Ha oCHOBI oTpumaHVWX JaHux nobynoBaHi A4/19 KOXHOI KONbOPOBOI CK/IAA0BOI YCiX

%
100 v 100
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CTeraHonoBigoM/eHb 36epeXxxeHnx 6e3 BTpaT Bi4NoBigHI rictorpamu (puc. 5).

[
100

o 01 02 03 04 0s 06 o7 k]

B) B

Pwuc.5. Tictorpamu 3HayeHb T Ans 3aM0BHEHMX KOHTeEHEPIB 36epexeHnx 6e3 BTpaT
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Ha oCcHOBi OTpuMaHWX AaHuxX nobyaoBaHi ANf KOXHOI KONbOPOBOI CKIaA0BOI YCiX
CTeraHonoBigoM/eHb 36epeXXeHnX 3 BTpaTtamu BiAMoBI4HI rictorpamu (puc. 6).

% %
100 100

0

a0

8 8 38 B 8 Be

=]

=

0 01 02 03 04 05 0e 07 0 09 1 o o1 0z 03 04 05 08 07 o8 09 1 0 6 o7 og 08

a) R 0) G B) B
Puc.6. lictorpamu 3HayeHb T AN 3aN0BHEHMX KOHTeHEPIB 30epeXkeHnxX 3 BTpaTaMm

OCHOBHi KPOKM 3anpornoHOBaHOro CTeraHoaHaniTMYHOr 0 anropuTMY HaCTYIHI.
a) BMKOHATU po36UTTS MaTpuui F cTaHgapTHUM ymHOM Ha 6710k f 8X8;

6) BUKOHATU N5t KOXHOro 610ky f maTpuui F :
1) nobyaysaTi Habip CUHIYNAPHUX uncen, B pesynbTati f U V' ;

2) BU3HAuMTV BenMunHy T(f) — rouidn( LK);

2
B) nobyaysatu rictorpamy sHaueHb T(f);

r) SKWo T(0,25) T(0,5) T(0,75), T0 F NOpOXHIii KoHTeliHep,
AKWO T(0,25) T(0,5) T(0,75), 70 F 3anoBHeHWii KOHTeliHep.

[Ona  geMoHcTpauii  poboTu, 3anpornoHOBAHOrO CTeraHoaHaNiTUYHOTO anropuTmy,
3aCHOBAHOr0 Ha [OCMIIKEHHI CUHIYNApPHOro po3knagy O6/10KiB  MaTpuui  LMppoBoro

300paXKeHHs, po3risgHemMo fBa LM(pPOBUX 300 paXKeHHSA 3 PUCYHKY 2.
[ns unpoBoro 306paxeHHs (puc. 2a) rictorpaMmu 3HaveHb T NpeAcTaB/ieHi Ha puc. 7.

% %
100 T 100 100

0 9 a0

2

a0

0

-y
5 o

B0

80

{1 =
1 2
o 0
T o T
(1] 1

o
08 o D01 022 03 04 05 06 07 08 D09 1 0 01 02 0% 04 05 06 OF 0B 09

a) R 6) G B) B
Puc.7. CicTorpamm 3HaueHb T A5 MOPOXHBLOIO KOHTeHepa 36epexeHoro 6e3 BTpaT

B 8 5 8

0 01 02 03 04 05 0e 07

[ns umhpoBoro 306paxkeHHs (puc. 26) rictorpamm 3HaveHb T NpefcTaB/eHi Ha puc. 8.
E(eKTUBHICTb po3p0o61eHOro cteraHoaHaliTUYHOIO aIroOPUTMY

B AKOCTI KpuTepito AN OLiHKN eEeKTUBHOCTI PO3p0o6/IeHOro cteraHoaHaniTUYHOro
a/IropMTMy, 3aCHOBAHOTO Ha [AOCMI[KEHHI CUHIYNAPHOro po3knagy 6/10KiB  maTpui
LMMPOBOro 300pakeHHs, Oyde BUKOpUCTaHa WMOBIPHICTb [EeTeKTyBaHHS [0AaTKOBOI
iHopmauii. Po3rnsHemMo NOMUIKX MEePLUOro Ta Apyroro pogy.
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% % %

100 100

B B 5 8 B

T a [

0 01 02 03 04 05 0e 07 [k (1] 1 o o1 0z 03 D4 0s 06 o7 og 09 1 0 o1 02 03 04 0s 06

a)R 0) G B) B
Puc.8. ictorpamu 3HaueHb T 15 3aMOBHEHOr0 KOHTeHepa 36epeXXeHoro 6e3 BTpaT

MomMu/ika NepLioro pogy — BUMNaAoK, KOAWM CTeraHoaHaNiTUYHWUIA anropuTm BU3HAYAE
MOPOXKHIN KOHTEHEP K 3ar0BHEHWIA KOHTENHEp.

MMomMusIKa Apyroro pogy — BUNagoK, Konu cTeraHoaHaniTUYHWIA anropuTM BU3HAYaE, Lo
3aroBHEHWNI KOHTENHEP € MOPOXKHIM.

MpoBefeHO 064MCOBa/IbHUIA eKCrepuMeHT. B ekcnepumenTi 3agisHe 500 yugposmx
300paXkeHb PIZHOro po3Mipy, L0 36epexxeHi B hopmarti 6e3 BTpat Ta 3 BTpaTaMu. B TecToBOMY
Habopi 6yn AK NOPOXKHI KOHTENHepW TaK i KOHTeHepHK, WO MICTUIM CEKPEeTHY IH(hopMaLito.
KOXXHWIA 3aM0BHEHWIA KOHTENHeP MiCTVB [0AATKOBY iH(hopmaLito, BOYL0BaHY 3a LOMOMOroK
cTeraHorpadgiyHoro asiropuTMy, 3aCHOBaHOr 0 Ha JOCIKEHHI CUHTYNAPHOT 0 po3Kiady 6/10KiB
maTtpuui, B O4HY 3 KO/IbOPOBMX CKMaAoBUX. [OnA 3abe3nevyeHHs HaLinHOCTI CNpUAHATTS
MOPOXHLOro abo 3anmoBHEHOr0 KOHTeVHepy, (opmaT 36epeXKeHHs 3 BTpaTamy 06mpaBca 3
HEBE/IMKUM CTYMeHeM CTUCHeHHs. BOynoByBaHHA [04aTKOBOI iH(opMaLii, B MaTpuuio
06paHoi BiAMOBIAHOT KO/IbOPOBOT CK/1aA0BoI, Bigdysasoch Ha 100%.

B pesynbTaTi BUKOHAHHS €KCNepUMEHTY BCTaHOBJIEHO, L0 MOMWIKM NEePLIOro poay
craHoBMAM 1% Ta nMOMUAKK Apyroro pogy 2%. lNofaHi BMNAAKW MpeacTaBnsat0Tb COO0H
LngpoBi 306paXkeHHsA HEBENMKOIO PO3MipY.

[ NOPIBHAHHA pe3ynbTaTiB po60THN PO3p06/1EHOr0 CTeraHoaHaIiTUYHOr 0 anropuTMy
3 ICHYHOUMMU a/ITOPUTMaMK Y BIAKPUTOMY LOCTYNi, 06paHi HacTynHi (puc. 9):

C1 - cTeraHoaHanitTMyHa nporpama XSteg [9];

C2 — cTeraHoaHaniTMyHa nporpama StegSpy [10];

C3 — cTeraHoaHaliTM4yHa nNporpama, 3aCHOBaHW Ha JOCNIAKEHHI CUHTYNAPHOIO

po3knagy 610KiB I\.{/Ianl/ILl,i LMpOoBOro 306paXKeHHS.

100

I eror
90 4 | I 2 error

80
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40
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0 ]

c1 c2 Cc3

Puc. 9. EDeKTUBHICTb CTeraHoaHaNiTUYHUX METOAIB

[na aBTOMaTM30BaHOro pPO3B’A3KY CTeraHoaHaliTUYHOI 3agadi And  umgpoBoro
300paXKeHHs peanizoBaHO MNporpaMHUA NPoayKT «StegoAnalysis», AKWIA CKNagaeTbecs 3
KOMMOHEHTIB HacTynHuX nporpam [11-15]. Aiarpama nocnifoBHOCTI MPOrpaMHOro npoayKTy
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«StegoAnalysis» 306paxeHa Ha pucyHKy 10.

ICTeraHOIIOBiTOMIeHHA 1

»
1

:4: -CreraHo-aHami3f
1

»

B -Cmrrymp}mﬁ-aﬂam'ﬂl
I

Dopma- DopmMma- dopwma- Dopma- dopma-
BimoOpaykeHHs " | | BimoOpaykeHHs " | [ BimoOpakeHH Bi0G E}KGHHSI' Bi100OpakeHHS
HOPOXKHBOTO* 3alIOBHEHOT'O" 30epeIKSHHS" cTeraHpoaHaJ]i3 } IOIaTKOBOIO*
KOoHTelHepal KOHTeIHepay iH(popMariiy y aHamizy1l

] T T T T T
] ] 1 1 1 1
1 1 1 1 1 1
1 I 1 1 1 1
1 I 1 1 1 1
1 1 1 1 1 1
1 1 1 1 1 1
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. — 1 1 1 1
! 12:-Creranof 1 1 | 1
: ----BOyZOBYyBaHHSY : : : :
] ' ) 1 1 1
. 13:30epiranuaf ' H '
] 1 1
I 1 1
I 1 1
I 1 1
I 1 1
] ] 1
I 1 1
I

I

I

I

Puc. 10. iarpama nocnigoBHOCTI MPOrpaMHOro npogykry «StegoAnalysis»

CTpyKTypa nporpaMHOro MpPOAYKTY € MOLY/IbHOK. ®PyHKLiOHabHA CTPYKTypa
3aCTOCyBaHHS BK/tOYae B cebe HacTynHi Moayni.

Mogy b 3aBaHTaXEHHS LIU(PPOBOro 306 paXKeHHS: BUKOHYE 3aBaHTAXXEHHA KOHTeNHepy
Yy Pi3HNX hopmartax, SK 3 BTpaTamu Tak i 6e3.

Mogynb cteraHorpai4Horo rnepeTBOpPeHHs: A9 BUKOHAHHA AOCNIMKEHHS, peasnizye
cTeraHorpagiyHuii anropuT™M, 3aCHOBaHWIN Ha AOCNIMKEHHI CUHIYNAPHOrO Po3Knagy 6/10KiB
MaTpuLLi L1gpOoBOro 306paXKeHHs.

Mogynb 36epeXKeHHs CTeraHornoBifOM/EHHA: peaslisye MOX/IMBICTb 36epeXKeHHs
3anOBHEHOr 0 KOHTeHepa Y pi3HNX (hopmaTax, fK 3 BTpatamu Tak i 6es3.

Mogynb 36epeXkeHHs1 CEKPETHOr 0 NOBILOMIIEHHS: peasi3ye 30epeXKeHHs reHepoBaHoro
CEKPETHOr O MOBiAOM/IEHHS.

Moaynb cTeraHorpagiyHoro adanisy: A BWKOHaHHS AOCMIIKEHHS, peanidye
cTeraHoaHani TMYHWIA anropuMTM, 3aCHOBAHWIA Ha AOCIAXXEHHI CUHIYNAPHOr 0 Po3Knagy 610KiB
MaTpuLi LMGPOoBOr o 306paXKeEHHS.

Mogynb CUHTYNAPHOro aHanidy: AOLATKOBO peanisye CUHIYNApPHE AOCNIIKEHHSA N5
KOXXHOr 0 6/10Ky MaTpuLi LMghPoBOro 306 paXkeHHs.

IHTepdeiic nporpaMHOro NPOAYKTY NpeAcTaBaeHo Ha puc.11.

) stegomnatysis

<) StegoAnalysis

Rocnigxena spposnx solpaxersa
Briane s06paxena

Crerwonobigosnera

B R e Dot Tk Cesn tndm tep
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exigHoro

Agpeca daitny
Poswip daiiy
Poswp s0Bpaners

‘Documents and Settic

1455099

MNoBiyaosa pewiman

536x808
Halip cumrynapeax wmcen Gnoxy

Puc. 11. lictorpamu cniBBifHOLLEHHS NepLUOro Ta APYroro CUHIYIAPHUX Yncen AN
KOXXHOT KO/IbOPOBOI CK/1aA40BOi LM POBOro 306 paXkeHHs
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BucHoOBKM

B po6oTi npeacTaBneHi TeOPETUYHI OCHOBM CTeraHoaHa/liTMYHOTO anropuTMy,
3aCHOBAHOMY Ha [OCNIKEHHI CUMHTYNAPHOro po3knagy 6n0kiB  matpuui  LMppoBoro
300paXkeHHs.

[leTafibHO  BMKOHAaHO  JOCNI[MKEHHS  CTeraHoasropuTMy, L0  BUKOPUCTOBYE
CUHTYNAPHWUIA po3Knaf 6/10KiB MaTpuLi KOHTeHepa. BUsBNeHO cniBBIAHOLLIEHHA MK NepLUnM
Ta APYrMM CUHTYNSPHUMW YuUCnamy, WO BCTaHOB/IKOETLCS B pe3y/bTaTi BOYLOBYBaHHS
A04aTKOBOI  iHpopmauii. lMpoBeAeHO 064YMCNIOBaNbHUI EKCMEPUMEHT, WO MiATBEPAKYE
TEOPETUYHI MipKYBaHHS.

Ha oCHOBI BUSBMIEHNX 0COG/MBOCTEN, PO3PO6MEHO CTeraHoaHaMiTUYHWIA anropuTM,
3aCHOBaHM Ha AOCNIMKEHHI CUHIYNMSIPHOrO po3knagy 6M0KiB  maTpuuli  LMdpoBoro
300paKeHHs.

[Ona  ouiHKM  e(eKTMBHOCTI  PO3PO6/EHOro  CTeraHoaHaniTUYHOTO — afiropuTMy
MigpaxoBaHi MOMUJIKM NepLLIOro Ta Apyroro poay.

[na  aBTOMaTM30BAHOrO PO3B’A3KY CTeraHoaHaniTUYHOI  3afadvi  peanizoBaHO
nporpamMHuin  NpoaykKT «StegoAnalysis» AN BWKOHAHHA CTeraHoaHanisy UM(poBOro
300paKeHHS.
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STEGANOANALYTICAL ALGORITHM BASED ON THE STUDY OF THE
SINGULAR DECOMPOSITION OF DIGITAL IMAGE MATRIX BLOCKS

K.O. Tryfonova, S.M. Sokalsky

National Odesa Polytechnic University
pr. Shevchenko, 1, Odesa, 65044, Ukraine; e-mail: katikkatik@gmail.com

Steganography methods are considered to be one of the most common technologies for the protection of any digital
data when transmitted over open communication channels at a given time. The solution of the problem of digital
data protection using steganography methods is used not only by government services, but also by terrorist
organizations. Therefore, the need for research, development and continuous improvement of steganoanalytical
methods is becoming extremely important. The steganoanalytical algorithm based on the study of the singular
decomposition of digital image matrix blocks is proposed in the paper. The main purpose of this paper is to increase
the efficiency of digital image steganoanalysis, in the absence of a container, by developing a new
steganoanalytical algorithm based on the study of the singular decomposition of digital image matrix blocks. As a
result of a detailed study of the steganography algorithm using the singular decomposition of digital image matrix
blocks, the statistical characteristics of the singular values of image matrix blocks are established. Based on the
defined characteristics, the paper presents the main steps of the stegananoanalytical algorithm. As a criterion for
assessing the effectiveness of the developed steganoanalytical algorithm, the probability of detecting additional
information was used. Errors of the first and second type are considered. To compare the results of the developed
steganoanalytical algorithm with existing algorithms in open access, the following applications are selected:
XSteg; StegSpy. The software product "StegoAnalysis" has been implemented for the automated solution of the
stegananalytical problem for digital image.

Keywords: information security, steganoanalysis, digital image, singular values, singular vectors
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OUIHKA CTAHIB »YHKUIOHYBAHHA CNCTEMW KIBEPHETNYHOI O
SAXNCTY OEPXABWU

B.O.Xopouko, FO.€. Xoxnayosa

HauioHanbHWiA aBiaUiliHWIn yHIBEpCUTET,
1, npocn. JTobomupa Nysepa, Knis, 03058, YkpaiHa, e-mail: professor_va@ukr.net

Po3rnagaloTecd  MaTeMaTUuHi - MeToAM  AOCNIIKEeHHA npouecy (YHKLUIOHYBaHHA  CUCTEMU
Kibepbesnekn fepXxaBu, HaKOMUYEHHA Ta 06pPOo6KM iHopmauii. 3 ypaxyBaHHAM TOro, WO B
yMoOBax BiiHM Pocii npoTn YKpaiHu 3agadi Kibep3axucTy iH(popMaliiiHuX CUCTEM [epKaBu
Habynn He abu AKOT 3HaYEeHHS, a NofeM IHDOPMALLIAHOT BIfiHW CTa/IM KOMIM’OTEPHI Mepexi. Takox
MOKa3aHo, WO AnA MPaKTUYHOrO BUKOPUCTAHHA OfEPXKaHWX TEeOPeTUUHUX aHaiTUUHKX
pe3ynbTaTiB HEMae NPUHLMNOBUX TPYAHOLLIB. He3BaKarouy Ha Te, L0 BOHW He AyXKe OrnsafoBi Ta
MaJ10 BigUyTHI Ha MPOCTWIA YNCENbHUIA JOTUK, 60 MICTATb HeeneMeHTapHI (PyHKLiT, NpX HasiBHOCTI
CY4YaCHUX €fIeKTPOHHMX OBYMCMIOBASIbBHUX MallMH Ta Halipi3HOMAHITHILLIOrO MPOrpamMmHoOro
3abe3rneyeHHs], YncenbHO-rpadivyHi TPaKTyBaHHA ofepXaHWX (POpMyNn i PO3B’A3KK, SIKi B HUX
BXOJATb, He € HeNepebGOPHOKO NEPENOHOI0 AN1S OfepPXKaHHS HarNs4HOro po3s’A3Ky Ta NPakTUYHOro
BUKOPUCTaHHS B PO3paxyHKY Ta OO6IPYHTYBaHHI e(EeKTMBHOCTI (YHKLIIOHYBaHHA CUCTEMU
Kibep6e3neKkun Aep>xaBu.

Knto4osi crioBa: Kibepbesneka, Kibepbesneka fepxasu, cuctemm Kibepbesnekun fepxasu, OLiHKa

CTaHiB  (DYHKLIOHYBaHHA CUCTEMW, MaTeMaTU4Hi  MeToAaM  (PYHKLIOHYBaHHA  CUCTEMM,
epeKTUBHICTb (PDYHKLIOHYBaHHSA CUCTEMM.

BcTyn

Mogii kiHua XX — noyatky XXI cTOopiyyd MpPOXoAuTb Ha (OHI TpaHchopmawii
CycninbCTBa Bif MOCTiHAYCTpianbHOro A0 iHopMmauiiHoro. B cBiTi BigOyBaeTbCs CTPIMKUIA
PO3BUTOK iH(hOPMaLLiIiHMX TEXHONOTiA Ta IX MPOHMKHEHHS Yy BCi cdepn AiSNbHOCTI MHOANHN:
couianbHy, EKOHOMIYHY, MOAiTUYHY, BilicbKoBY TOWO. [l0 OCHOBHMUX puUC npoLecy
iHhopMaLiiHOr 0 cycnifbCTBa Ha Cy4dacHOMY eTari BigHOCATbLCA rnobanisalis Ta iHTeHcudikayis
iH(hopMaL,iiHMX MPoLeciB, 3MiHa Cy4YacHOT KapTUHM CBITY.

3aBsKM peBosoLiT B 061acTi iHhopMaTu3aLii | KOMyHiKauii BifoyBatOTbCA 3HaYHI 3MiHU
y chepi Kibepbesnekmn Ta 3axucTy iHhopMaliiHNX pecypciB gepxkasu. MOWMPUBCA KOHTUHYYM
BUMIpIB, B AKMX MOXE BECTUCA iHhopMaLiiiHa BiliHa — CbOr0AHI MOXKHa KOHCTaTyBaTH, L0 BOHa
BeeThbCA He TiNbKN B TPAAULINHNX BUMIpaX «MpoCTip-yac», ane i B «iHhopmaLiiiHOMYy BUMIpi»

[1].

Y cyyacHMX YyMoBaX iH(opmauiliHa iH(pacTpyKTypa [epKaBu HabyBae cTaTycy
KPUTUYHOT (KUTTEBO BAX/MBOI ANA ICHyBaHHA) 3 ycima Bif LbOro MoXigHUMW: BOHa CTae
06’€KTOM MepLLOoro yaapy i noTpebye A1 CBOro 3axXMCTy 36anaHCoBaHOT Aep)XXaBHOI MONiTUKN B
iHthopmauiinHomy npocTopi. Lie HarnsaHo nokasye Pocis cBOIMM AisiMn Yy BiliHi NPOTW Y KpaiHu.
Tomy, 0O KPUTUYHOI iH(OPMALLiiHOT IH(PaCTPYKTYpK Hanexatb, B MepLlly Yepry, eKOHOMIKa,
TpaHCMopT, eHepreTMka, (piHaHCOBa CWUCTEMa, CWUCTeMM YNpaBfiHHA Yy [epXaBi, L0
3abe3neyyoTb 6e3rneky Ta O000POHY [AepaBu Towlo. IHgopmauiliHa cucTema, cucTema
yNpaB/iHHA, KaHanM 3B’A3KY, CUCTEMMW Hasirauii, po3sifka, 6aHKIBCbKi CMCTEMW Ta IHLI
efleMeHTH H(opmaLiiHOro cepefoBmila noTpebytoTb 3axXUCTy Bif BIAMOBIAHWX BMMBIB Ta
aTak.

114



IHPOPMATUKA TA MATEMATWYHI METOAW B MOAENMFOBAHHI = 2022 = Tom 12, Ne 1-2

AHanis nogin, Wo posropTtatoTbCs B iHOPMaLiiHOMY MpPOCTOpi, A03BO/SE BiA3HAYATU
Heob6XigHiI TeHaeHuIT [1,2]:

—  no-nepLe, rnobasbHa iHgopmMaTn3alis Ta CTBOPEHHS BUCOKOIHTENeKTyasbHUX
CUCTEM YNpaB/iHHA MPU3BOAMTL A0 rnobanizayii 06’ekTiB iH(opMaLiiHOro BMAMBY, PO3BUTKY
BIAMOBIAHO A0 LbOro ¢hopm i cnocobiB BeAeHHS iHopMaLitHOro NpoTM60opCTBa.

—  No-fpyre, BUKOPUCTaHHA CBITOBOI Mepexi Internet Ta eNleKTPOHHMX 3aC06iB MacoBOl
iH(hopmaLiT And MaHiny/ioBaHHA CBILOMICTIO AK CBITOBOI IPOMAZCbKOCTI, TaK i Hace/leHHs
OKPEMOT KpaiHW, 3MiLLEeHHSA Ta NepeHoc, A1 LbOro, LEeHTPY THKIHHA Y MacoBOMY iH(OPMYBaHHI
B OiK eNeKTPOHHUX 3aco0iB;

—  MO-TPeTE, NepeHOoC TePopPM3MY Y NIOLLMHY IH(OopMaTM3aLiT;

—  NO0-4YeTBepTe, HasBHICTb KOHMMIKTIB Y iHpopMaLiliHOMy NPOCTOpi, MPX LbOMY BXe
3apas ue nigreepmxye Pocis.

TakuM YMHOM, B YMOBaX CbOr OA€HHS, KO/IN CYCMNifIbCTBO NPaKTUYHO NOBHICTIO 3a/1€XKNTb
Bifl 3aCTOCYBaHHSi iH(OopMalidiHUX TEXHONOrii, nonem iHgopmayiiHOI BiiHM  CcTanu
KOMM’HOTepHI Mepexi, a METO 11 3aBAaHHAMM — CTaloTb 3a4adi Kibep3axucty iHopmayinHmx
cucTeM fepxkasu. Cnig BpaxoByBaTu, LLO B YMOBax BiliHM Pocii NpoTn YKpaiHu Ui NUTaHHSA
HabyBatoTb He aby AKOT 3HAUYEHHS.

MeTa poboTun

Po3rnagaroTbCa maTeMaTUyHI METOAM JOCNILXKEHHS NpoLecy (YHKLIOHYBaHHA CUCTEMU
Kibep6esnekun gepxasun (CKB/), HakonuueHHs Ta 06pobKuM iHGhopmalLii.
OCHOBHa YacTuHa

JocnipkeHHs npouecy (yHKuioHyBaHHA CKBJ, LWOAO0 HaKonuMyeHHA Ta 06poOKu
iHpopMaLil  BUMarae 3acToCyBaHHA  Pi3HOMaHITHOrO  MaTemaTM4HOro anapaty Ans
BAOCKOHA/IEHHS CTPYKTYpU Ta (hOpMU YMpaBiHHA MPOLEeCcOM (DYHKLIOHYBaHHA L€l CUCTEMM.
Mpu ybomy cnif spaxosysatu, Wo CKB/M, mae y CBOEMY CKnagi MigcucTeMun, SKi BUKOHYHOTb
3afayi BigNoBi4HO L0 perioHy Ta cuTyauii. Take ynpaBniHHA nepefbdayae BUKOPUCTAHHS LOCUTb
afleKBaTHUX MaTeMaTUYHUX METOAIB Ta MoAeneil ANa aHanizy Ta ONTMMi3auii pisHOMaHITHUX
CUTYaLiiHMX Ta TexHOMoriYHMX npouecis. [nd nobyaoBy BUCOKO WMOBIPHOrO MPOrHO3Yy
ONTUMaNbHOr0 YMpaBniHHA MOofanblUMM MNPOLLECOM (DYHKLIOHYBaHHA CUCTEMU B NiTepaTypi
BIAOMI YAaCTKOBO POo3p06/ieHi MaTeMaTUYHI Mofeni nNofgibHOro Npu3HavyeHHs Ta NPOBeAEHI Ha TX
OCHOBI AOCMIMKEHHA AN Ha/MOWMpeHiWMX 3ada4y MporHo3y npouecy QYHKLiOHyBaHHS
cuctemun. [3]. MpoTe iHKOMM BMHUKAKOTL Taki cneuugivyHi yMOBM B TEXHOJONIYHMX NpOLiecax,
o BiAOMI MaTeMaTU4Hi MoOZeni CTalTb HEAOCTaTHbO afeKBaTHUMWU. PO3rNAHEMO peasibHYy
3afa4vy B TepMiHax Teopii MacoBoro o6cnyrosyBaHHa (TMO) crieumdika SKoi nonsirae B Tomy,
L0 crCTEMA HaKOMUYeHHs Ta 06po6KKM iHhopMaLlil NoYnHaE PYHKLIOHYBaHHSA Ta Ai€ nuLle npw
HasiBHOCTI HAKOMWYEHOI B Hiil BM3HAYEHOI KiNbKOCTI HeobXigHOI iHdopmaLlii, HeobxiaHoro
3abe3rneyeHHs, abo B TepMiHax TMO — Heo6XiAHOT KiNbKOCTI BMMOr. Hanpuknag, CTBOPEHHS
KiHLEBOT iHopmaLii cuctemoto abo nigCcUCTEMOKD MOXKE MOYMHATUCA NLLE B TOMY BUMAAKY,
KON HakomuyeHa MeBHA MEePBMHHA KiMIbKICTb [aHWX Yy BWUINsS4I NeBHOT 6asn, MNEeBHOro
MaTeMaTUYHOro Ta MporpaMHOro 3abesneyeHHs, WO MOXe OyTh 00YMOB/IEHO BMKOPUCTAHHSM
MeBHOI TexHonorii. Hagani obcar KiHueBoi iHpopmalii, Heo6XiAHOT ANd MPUAHATTS PilleHb,
HaKonnyeHoi Ta 06po6/eHOI YTBOPKE [AOCTaTHIA 3amac AN NOAanbloro 3B°A3Ky  3i
CrMoXunBayamu [0 TOro MOMEHTY, Konn Oyfe MOBHICTIO 3a40B0NeHa NoTpeba B Liil iHhopmMauil.
Takuii crnoci6 (yHKLiOHYBaHHA € Halibifnbll pauioHa/lbHUM, OCKi/IbKM BUMarae MOX/IUBICTb
HernoBHOr 0 3aBaHTaXXeHHA CKB/] Ta 3HMXeHHS e()eKTUBHOCTI BUKOPUCTaHHA iT pecypciB.
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Takum YMHOM MAEMO HACTYIMHY IHTEprpeTaLito: BUMOra - KBaHT - Habip iH(popmMauii Ta
MOX/IMBUX MPOrpaMHUX KOMMEKTYHOUMX, OOCy)KeHa BUMOra — TOTOBMI HaKOMWYEHWI
iHhopMaL,iiHO 06p06eHMIA Ta FOTOBMIN [0 BXXMBAHHA NPOAYKT. Haragaemo, Lo MoBa e npo
006pOo6KY Ta HakKonmuueHHs iH(opmauil, T dopmManisayito Ta gopmanisayito nuwe B CeHCi
KiNbKOCTI iHopmauii 3 no3uuiin Teopii iH(opmauii, 6e3 posrnsgy NPUKIagHOro CeHcy Ta
3aXMCTY, WO BKIAJAETLCA B L0 KifbKicTb. OTXe, B cuctemy TMO HagxoanTtb fAeska KinbKiCTb
NepBUHHOI iH(opMaLii. Mogentorum Tedito HaaXOMKeHHS BBaXKAEMO, L0 HaliafeKBaTHiLLHa
mofenb oro 6yae Konm WMOBIPHICTb TOro, WO Ha Manuii NpoMioK yacy A(A-0) Haginge
MeBHa KifibKICTb M BUXIAHOT iH(opmauil, AopiBHIOE AnA+g(A). 3 gaHoOro BUXIAHOMO
MPUNYLLEHHA BUM/MBAE, WO € CTalioHapHa HeopAMHapHa NyacoHiBCbKa Tedid. MpupogHo ans
Hel BBECTM y3ara/ibHeHe No3HauyeHHs napameTpa = »°2; Ta NPUNYCTUTW BUKOHAHHS YMOBWU

272 < oo, Q)
LLLO € JIOTIYHMM MPOLOBXXEHHAM BUXILHUX JaHMX.

TexHONOrYHUIA LMK (Nepwmini KaHan 06CyroByBaHHS) NOYNHAETLCS NULLE TOAI, KON
HaKomnuyeHa A0CTaTHA KifIbKICTb NepBUHHOI IH(opmauil (KifbKiCTb BUMOT B Yepsi), BeIMYUHY
AKOI MO3Ha4YMMO To.

HacTynHWin TeEXHONOTIYHUIA LUK (APYTUid LMK 06CNYroBYBaHHS) BUK/IMKAETHCA, KOMM
AN UbOro TaKOoX 3abe3neyeHo KifbKiCTb MepBMHHOI iH(opmauii (KifbKiCTb BUMMOr) ro, a B
CUCTEMiI MacoBOro 06C/yroBYBaHHS X € He MeHLUe 2ro. TaKUM YMHOM N-WiA KaHa/l BKIKOYAEThCA
I MOXKe 06C/yroByBaTV INLLIE MIiC/IA TOrO, KON B cUCTeMi By/ie He MeHLLe Fon BUMOT; NpY LbOMY
A/15 MPOCTOTK AOCNIIKEHHA Ta MaTeMaTUYHOI (hopmatizaLii 06MeXXeHb Ha KifibKiCTb KaHanis B
CUCTeMi Hakfagat He OyAemo, WO He € CYTTEBMMU OOMEXEHHSM 3aCTOCOBHOCTI pe3y/bTaTiB,
a[pKe peasibHe CMiBBIAHOLIEHHA BXIAHMX MapameTpiB 3aBXAu 3abe3neyvye AOCUMTb OOMEXeHe
rpaHnYHe 3Ha4YeHHs n. BBaXkaemo, L0 Yac 06C/yroByBaHHA OAHIET BUMOMN KOXHMM KaHa/l0M He
3a/1leXNUThb Bif 00CNYroByBaHHA Ha IHLWWX KaHanax, Bif Tedyil BUMOr i pO3MOAiNeHWn 3a
MOKa3HMKOBMM 3aKOHOM. 3HauyeHHs napameTpa OOCNYroByBaHHA 3HOBY XX AJ19 MPOCTOTH
aHa/IITUYHNX BMpa3iB Ta 06YMC/IEHb MOKMAAEMO PIBHUM OAMHMULI, WO Lie 3BYXKYE 3ara/bHOCTi
BMXiAHOI 3afadi, a/ke napameTpu ycrtaneHoro npouecy TMO 3an1eXuTb He Bif KOHKPETHUX
3HauyeHb OKpeMuX napameTpiB enemeHTiB TMO, a Big iX cniBBiAHOLWEHHSA. ToMy 6y/b-AaKuii
napamMeTp MOXHa B3ATW 3a OAMHWULIIO BMMIpPY, MOKNaBLUM MOF0 3HAYEHHSI PIBHUM OAMHMULI i
HOPMYHOUM MPU LUbOMY 3HAYeHHS IHLWMX napameTpiB. TakMM YMHOM MPUMNYLLEHHS MapameTpa
eKCMOHEHLia/IbHOro 06CyroByBaHHA, PIBHOrO OAMHULL, He Mae NPUHLMUMNOBOr0 3HAYEHHS.

B umx ymoBax Ta NpUNyLEeHHAX Hac LiKaBUTb PO3MOoAin KiflbKOCTi 3aiHATMX KaHasliB B
PEXMMi pobOTM CMCTEMM, LLO BCTAHOBMKETLCA. |HWMMM CMOBaMM, HAc LiKaBWUTb MMOBIPHICTb
3aliHATOCTI KaHaniB TEXHOMONIYHOr 0 LMKy B YCTAaHOB/IEHOMY PEXMMI PYHKLIIOHYBaHHSA, TOOTO
KOMM HAKOMWYEeHO [A0CTAaTHK KiNbKIiCTb MEPBMHHOI iH(opMaLii Ta nicnd uboro MponLwio
BIZIHOCHO 6araTo uacy.

BBefeMo HacTynHi nosHayeHHs. Hexait pr, r = 0,1,2,3,... - AMOBIpHiCTb TOrO, WO B
[0Bi/lbHO 00paHUA MOMEHT Yacy B YCTaHOB/IEHOMY PEXMMi po60TM CUCTEMU 06CNYrOBYBaHHAM
3aHATO r KaHanis; pk, k=0,1,2,3,... - WMOBIPHICTb TOrO, WO B YCTAHOBNEHOMY PEXUMI B
[OBiNbHWIA MOMEHT Yacy B CUCTEMi 3HaxoaaTbest k BUMor. Sk 6a4mMmo 3 BBEAEHOI hopmanizauil
BUXIHOT 3afa4i MPOrHO3, a TaKoX Ynpas/iHHA npouecy PyHKUioHyBaHHA CKBJ, HaKOMMYeHHs
Ta 00po6KM iH(opMaLii BM3HA4YaeTbCA caMe WMOoBIpHOCTAMKU pr. OueBMAHO, WO 3a
MMOBIPHOCTSIMM Pk NEFKO BM3HAYUTW MMOBIPHICTb pr. TOMY 3HaxXoAMM MMOBIpHICTb pk [4]. LWe
pas BIigMITMMO, WO c¢opMy/bOBaHa 3afayvya He BTpayae 3arasbHOCTI 3a MPUNYLLEHHS, L0
napameTp 06CNyroByBaHHA PIBHUA OAWMHULL, afpKe CTaLiOHapHWA PO3MO4iNn Pk BU3HAYAETLCA He
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KOHKPETHUMW 3HAYEeHHAMY napameTpaMu MOTOKY Ta 06C/yroBYBaHHS, a iX CMiBBifHOLIEHHAM.
FAKWO B peasbHili cucTemi napameTp 06CNYroByBaHHA m TO MPOHOPMYBaBLUM BifMnoBiLHO
napameTp NOTOKY, MOXHa KOPUCTYBATUCS pe3yibTaTaMu, L0 OTPUMaHI HUXYe.

MopoBXnmo hopmManisalito Ta No3HaumMmMo [X] — Wifa yactmHa BennuuHu x; B(t) — umcno
BUMOT, L0 3HaxOoAATbCS B CUCTEMiI B MOMEHT 4acy t. HeBaXKKO nobaunmTu, WO BBeAEHWI [0
posrnagy npouec PB(t) aBnse cobowo oOAHOPIAHWMIA naHutor MapkoBa, i BU3HaAYaETbCA
MMOBIpHOCTAMM nepexoay 3a Manuii yac A(A - 0) y Burnsgi

fO=1-{0+)= }}=1—(+[—O]) + (),
fLO=1-{C+)= + }= + (), =1 (2
fLO=1-{(+)= —1}}=[—0] + ()

3 NoYaTKoBMX YMOB MPO Pob0TYy CUCTEMU BUMMBAE, L0 CTaHW naHutora B(t) pinartoea
Ha gBa knacu. CtaHu {0,1,2,...,ro-2} YTBOPIOKOTb K/laC HE3BOPOTHIX CTaHiB (iH(opmauiliHo-
nporpamMHe HakoOMu4yeHHs), ToMmy LwWo npouec B(t) monagawum y MHOXWHY cTaHiB {ro-1, ro,
ro+1,...}, BXe HIKOMM He MOBepHEeTbCA A0 MHOXMHM cTaHiB {0,1,2,...,ro-2}, OCKifbkn 06cAr
iHhopMaLiiHMX 3anaciB WoA0 HOPMasibHOr0 (PYHKLIOHYBaHHA CUCTEMMU HE MOXXE 3MEHLUUTUCA
BiflbLL HXK [0 ro-1 piBHA B CWY TEXHOMOTIYHONO ... PYHKLiOHYBaHHA cucTemn. MaTemaTtnyHo
Lie BUAHO i3 cniBBifHOWeEHHS (2). IHWi cTtaHn {ro-1, ro, ro+1,...} YTBOPIOIOTb 3aMKHEHMWIA Knac
CMOJTyYeHUX CTaHiB, TOMY L0 AK BuXig 3 (2), Bif’eMHi cTpubKu npouecy B(t) MoXyTb 6yTn
NLE OAVMHWYHMMM, WO BIAMOBiAAaE peanibHiN cuTyauil, KoM 3aKiH4eHHS 06C/yroBYBaHHS
Bil0YyBa€ETHCA NO OAHOMY, TOOTO OAUHAPHO. 3i CKa3aHOr 0 MOXKHa 3p0OMTM BUCHOBOK, L0 KON

P{ B®O=K}=p«(®)
To, He3anexxHo Bif posnoainy B(t) ,rpaHnui
Iirzmo ()=, =012,.., 3)

3a BBefeHMX YMOB LIyKaHi MMOBIPHOCTI 3aBXAM iCHYIOTb, TOGTO naHutor [B(t) €
eprognyHum. PakT eprognyHocTi fnaHuora f(t) BCTaHOBMOETHCA TEOPEMOIO.

Teopema. Akwo B(0) € {ro-1, ro, ro+1}, 10 naHutor Mapkosa B(t) mae cTalioHapHWIA
PO3MOAiIN i 3Ha4MTb, BCi oro ctaHn {ro-1, ro, ro+1,...} YTBOPIOIOTL EProANYHMIA KNac.

[loBeaeHHA. PO3rnsHEMO PiBHAHHA 418 BU3HAYEHHS cTauioHapHux imosipHocTen {Py}.
Ak cnigye 3 cniBBigHOLEHHS (2) BOHU MatOTb TaKuii BUT NS4

0-1= 0O
+1 -
(+[=D =[—1 at > - =0 (4)
0 0 S
MpunycTuMo pr=0dk+1-r0, K=2ro-1. Togi (4) HabyBae Burnagy
0= 1
-1
+ -1 +
(+[—0]) = [ I w+> 1 -, =21 (5

=0
[ns 3py4HOCTI 064YMCNEeHb aHANITUYHMX NEPeTBOPeHb Ta NOAasbLUMX BUKNL0K BBEAEMO
TBIPHI (OYHKUIT NOCNiAOBHOCTENA A | Om , TOOTO
(o) (ee]

(== == (1= (6)

=1 =0
3rigHo ofep>kaHnX BU3Ha4veHb (5) MaeMo
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— O st

] +1 )
1 sl

ab0 B NO3HaYEHHS npasol YaCTUHU

, - ()
L O=—— O ©)
e AN KOMMaKTHOCTi BMpa3y NpUiMeMO Mo3HaYeHHs!

+ 0

1/0( ) = Z [ ] +1
=0
MepeTBOPUMO BUPa3, MO3HAYEHNI B 1/ (Z) HACTYMHUM YMHOM: 3BaXKatOUM Ha Te, L0 Ljina

yacTuHa [ h 91 ans 6yab-aKoro m=nro+k € HesmiHHOW ans BCix k  [0,ro-1], nepeiigemo Bif
0
CyMyBaHH$ 3a iHAEKCOM [0 iHAEKCy, a came
(o) _1 (o)
' + 0 . ot * o +
10)= > [ ]l 1 =31 +#a O
=0 0 =0 =0 0
071l o
= >>(C+1 o+ +1 o*
=0 =0
1 o >
=—{)+ (- +1D> ot +1 T}
0 _ _
=0 =0
0 oo
1, 1
=— )+ —3>(o= )X &+ .
0 o _ -0
Tenep nosHauumo uepes VI = o, 1, 2 .., o—1 KOPEHI ro-ro CTymeHs 3 oAuHWMU,
TO6TO
2 .2
=cos——+ sin— (8)
0 0
(k=0,1,2,...,ro-1).

OcKinbKn cyma k—nx cTyneHis 1x

,AKWO  6e3 3a/INLWKY AINNTbCA Ha ¢,

o+1+2++—1:{0m LKy A 0
0 0,9KL0 He AiNTbCA Ha ¢,

TO MOXXHa 3anncatun

> ()=3 " > => S T =03 o O
=0 =0 =0 =0 =0 =0
BukopuctoByroun cnisBigHoLeHHs (6) — 0(9) oTpumaemo
-1 o—1
- () 1 1. _
— ()= ()+—=>(o—- ) > C )
1= 0 0 4 =0
ab0 CNpOoCTMBLLN PIBHICTb | PO3B’A3Yyt0YN iT BIHOCHO NOXiAHOT, MAEMO
-1 o1
: - () 1]
()ZOT()__Z > () (10)
0 21 =0
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Ockinbku anis j € {1,2,...,ro-1} mae micue piBHICTb

0_1
_ _ 0_ 0—1
%1 _( _1)2 [(O 1) 0 +1]1
LLI0 BUXOAWTb 3 TOTOXHOCTI
- _ _ -1
> s )2[( 1) +1]( #1)
i piBHOCTi  ° = 1,70 MaemMo
o—1
Z = E 1( = 1121"'1 0_1)1 (ll)
LLL0 pa3oMm 3 (1?)3 [103BO/SAE 3anucaTu
o1
, -1 1
= o2 -2 O zg (12)

BigMiTMO, W0 B YaCTUHHOMY BUMNAAKy Npu o = 1 (Konu He icHye obcary iHopmavii
AN HOPMasibHOI PO60TU CMCTEMM, TOYHILLE TEXHOMOriYHWI MPOLEeC He BUMarae HeobXigHMX
3anacis iHhopMaLinHMX Ta NporpaMHMX pecypcis) cniBsigHOWeEHHSA (12) HabyBae BUrisay

‘()= %() O), (13)
wo pasom 3 ymogoro (1) =1 ,u,ae 3Halomwuii pesynbTat
O= 5r—9 3 (14)

AKUA  pocuTb fo6pe Bigomuii B anepaTypi AN CUCTEMM MacoBOro 06C/NyroByBaHHA 3
HeobXiAHO0 KiNbKicTio kaHaniB. [5] AKwo L(z)=Az (To6TO NOTiK OpAUHapPHWIA), TO
()= (D

| WyKaHWin po3nogin B LLbOMY OKpPeMOMY BMUMaaKy Ao6pe Bigomuii TO6To

= = __I( = 0).

MaeMo 4acTKoBMIA NOGIYHMIA pesynbTaT 3 TMO, Ak ofepXXaHWA paHile iHWUMn
aBTopamu. [6] Hac uikaBuTb 3arasbHWIA PO3B’SA30K MOCTaBMEHOI 3afadvi. A TOMY MPOLOBXUMO
3aimatuca po3B’A3yBaHHAM OTPUMAHOro AugepeHLinHO-PYHKLiOHa/IbHOrO PiBHAHHA (10).
BBefemMo No3Ha4yeHHsA

(): ( )(:011’2!"'10_1)-

Migcrasnatoum B (10) 3aMiCTb Z 3HaYEHHSA sjz OTPUMaEMO

0-1
"()=C o ;_S ) 02 ) ()"‘ S(-e) " 4 ( 0)( ), (15)
(1=0,1,2,... ro-1). 0

BBOASAUM BEKTOP-CTOBMYMK (4151 3pY4HOCTI 3anmcaHuin psgKom)

()={00) 1), 0—1( )}

| maTpuuto
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00() o 00-1()
()y=n . Il,
o-100) o gm1 o-1()
[ie CerMmeHTU
- () o-1
()=¢ o 1—¢ 5
()= T2-e_) (=)
| KOpeHi 3 Bif’EMHUM iHOEKCOM BW3HAueHi € = €71, MOXEeMO nepenucaTi cucTemy

NiHINHUX aUdepeHLianbHUX PiBHAHL (15) y MaTpryHOMY BUT AL

— (O)= ) ().as)
Ockinbku sik npm BCix | mae micue  (0) = , To cuctemy (16) NOTPIGHO PO3B'A3yBaTY
pa3oM 3 MOYaTKOBOK YMOBOH) _ 3
0= o, @17

1

=,

1
Po3B’A30K cuctemm (16), (17) (am.. [7]) MOXMBO nogaTv y BUTrAsaAi

()=1000(), (@18
Ae matpuua  o( )- mMatpuuaHT, wWwo signosigae matpuui P(z) Ha npomixky (0,z). 3rigHo [7],
o (' )MOXKHa 06uMcnoBaTK 3a 6YLb-AKMM i3 HACTYMHUX MPaBuI:

2
o)=>010 () 1,
o O

e

(-1

) .- O

. (-1
o)=J [+ ()] =lm[ + O)-I[ + )11 + -],
0 - 00

Ae E — ognHunyHa matpuug.

3 npuBoay npeacTaBneHHs (18) BiAMITMMO HAcTyMHE: Lieii BMPa3 Mae HEBU3HAYEHICTb B
Hyni, TOMy BMpa3 Tpeba po3ymiTh B CEHCi MpaBoi rpaHuyi. B gificHocTi o ( ) He icHYe, Tak fK
enemeHTn Matpuui P(z) B oKofi Hyns He TiNbKW He OOMEXeHi, a I 40 TOro X He iHTerpoBaHi
yepes HasBHICTb B HUX A0AaHKY BUAY - OfHaK rpaHnus Iim0 () icHye ocKinbKu:

€+

a) NpyY MHOXWHHI MaTpuLi Ha € OTPUMYEMO BEKTOP-CTOBMYMK, EIEMEHTU AKOr0O € CyMOIO
PAAKIB MaTPULL:

6) B Matpuui P(z) cymu pafKiB BXe He MICTATb «Hef06pux» A0AaTKiB TUNY e/z, TOMy Lo

o( )=limp ~ O~ ¢

o1

! o~1_4 (10
§01—s -1 2 - (19)
BEN

[ilcHo, 3rigHo 3 piweHHam (11)
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o—1 o1 01l o1 o1l o1
- = = — g' = — €
0SS "3 = > >
io =0 =1 =1 =1 =1
#1 1 1 1 1
o—1l o-— 0~ 0~
_ _ e—¢e o(o—1)
=-5 S¢)=-3 —=3 =%

=1 =1 =1 =1
LL{O0 PIBHOCWU/ILHO piBHOCTI (19).
3i cKasaHOro Maemo, Lo (18) NOTPibHO PO3yMiTH K
()= olim ()"
Hexain maTpuus
8( ): "_ (8)( )"1( ’ :011121-"1 0_1))
Mae€ efleMeHTHU, L0 330BOJIbHAKOThL CMiBBIAHOLLIEHHS.
: — @ y=—"
lim >~ ®)=""(),
Topi 6yaemo matu: 3
()= o()= 0o o(),

a60, BMKOPMCTOBYHOUM YMOBY HOPMyBaHHA (1) = 1, 0CTaTO4HO OTPUMAEMO

_o()
()——0(1)- (20)

To6T0, cTaLioHapHWii po3nogin naHuora Mapkosa Bk icHye. Moro TeipHa tyHKLis, o
MOBHICTIO BM3HAYa€e LUYKaHWI po3noAin cniBnajae 3 npaBoK YaCTUHOK OTPUMAHOI PIBHOCTI

(20).

Lium poBepeHo, wo Bei ctaHu {ro-1,ro,ro+1,...} YTBOPIOKOTL OAMH EProguyYHMin Knac,

TOO6TO Teopema MOBHICTIO A0BefeHa.

AKWO po3rnsgatm OKpPemMuid BUNAfOK — MNOTIK BMMOr opAauHapHuin (L(z)=Az), TO
CTaLioHapHWIN POo3NoAin MoXe OYyTW 3HANAEHWIA B ABHOMY BWUINA4I, TOMY WO Bk B TaKOMy
MpUNYLLEHi € YaCTKOBMM BUMaAKOM NPOLLeCY PO3MHOXEHHS i 3arnbeni. [ilicHO, B OKpeMoMy

YaCTUHHOMY BUNaAKY, WO po3rnagactbcsa

( +[=D= a+I
0

Y= -

0
abo
+1
- ; ] = —1—[—0] (= —1). (21)
Ockinbkn  g— 1=, T0 3 BMpa3sy (21) maemo
= — — 1 Z 1
=i ( = o)
abo, OTPUMYtOUW BMPa3 Yepes 3HAUEHH 1, MAEMO
+1— g
= _ = ). (22)
—_ 1 0 11( = 0) (
e P
BWKOpUCTOBYtOUM YMOBY HOPMYBaHHS >~ _; =1, OCTaHHIO PIBHICTb OCTAaTO4HO

MOXHa nepenuncatn'y BI/IF]'IFI,qi
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+1
= (= — (zo-1. (@3
:0|_|=0[—0] H:O[—O]
3ynUHMMOCH feTa/lbHille Ha Lwe OAHOMY OKpeMOMY Nif, BUNaLKY AaHoro BUNasKy, T06To
PO3rNfAHEMO o = 2. HeBaXKO MokasaTW, WO Npyv UbOMY MiABUMAAKY BEMYMHU €
KoedbiLjieHTamMy po3knagy B cTeneHeBi psagu 6ecceneBUMX (YHKLIA YACTO YSBHOTO aprymMeHTy.
[ivicHo 3 (22) npn o = 2 0TpUMaEmMo

2 +1 2 +1
2 = — = EPEYL
GBIl B !
2 2
2 = — = — N
BB B (7DD
Togi B cuy UMX CMiBBIAHOLWEHb MOXHa 3anmncaty PiBHOCTI:
1
” C ) G2\ )2
> ., 2= Zﬁzﬂ ﬁ=?\2 120 );
=1 =1
(o) (o) (o] 1
A2t G2\ )?
Z 2—12_1:)\ Z( —(l)?( _1)|:)\2 ZZT:)\Z 0(2)\ )!
=1 =1 =0
a 3 UMX piBHOCTEN BUXOANTD:
O=> o(@A )+ (21 ) (24)

- oV + 12N
3 L4bOr 0 PiBHAHHA MaEMO
1

eI ERTeT R

OpfepXkaHi aHaniTUYHi pe3ynbTaTh [03BONAKOTb BM3HAYUTU CTaliOHapHi iIMOBIPHOCTI
CTaHiB NpoLeciB hyHKLIOHYBaAHHA CUCTEMU, AKI PO3rNISLAH0THCS.

MoTpibHO BIAMITUTK, WO pPO3pPaxyHKOBY qopmyny (23) B ABHOMY BWUINIALI MOXHa
MoOLWMPUTK (TAKOX Y3arasbHUTW) AN Nif BUNaAKY HEOPAWHAPHOro MOTOKY 3 reOMeTpUyYHUM
po3nogifioMm BuMOr y rpyni. OTpumaHi aHanituuHi opmynn (20), (23)-(25) [o3BONATHL
3HaxXoAMTW  CTauiOHapHi MMOBIPHOCTI CcTaHiB npouecy (yHKUioHyBaHHA CKB/[, ska
posrngganack Ta nigcucTeMu, aki € B Ti cKnagi, Npy cnewugiuHnX NpunyLeHHsAX, XapaKTepHOK
cepef SKMX € AesiKMIA NoYaTKOBUIA 06CAT NEPBUHHOI iHhOpMaLLiT, LLLO LOPIBHIOE ro-1.

BucHoOBKM

Cnig 3ayBaxuTW, WO AN MNPAKTUYHOTO BUKOPUCTAHHS OfepXaHUX TeopeTUUHUX
aHa/IITUYHNX pe3ysibTaTiB HEMae MPUHLMNOBUX TPYAHOLWIB. He3Bakaroum Ha Te, WO BOHM He
Oy>XXe OrfiafoBi Ta Maso BifYYTHI Ha NPOCTUI UYUCENbHWUIA [OTUK, 60 MICTATb HeeneMeHTapHi
(hyHKLiT, NpY HasBHOCTI cydacHMX EOM Ta Haipi3HOMaHITHILLIOro NPorpaMHoOro 3abe3neyvyeHHs,
yucenbHO-rpadhivHi TPaKTyBaHHSA ofepxaHuX (POpPMYN i pO3B’A3KM, AKI B HUX BXOASATb, He €
HenepebOpPHOK  MEPEeNnoHOK  AN1S  OAepXaHHA HarfsgHoro po3B’sA3Ky Ta MPakTUYHOro
BUKOPWUCTaHHA B PO3paxyHKy Ta 06rpyHTyBaHHI epeKTUBHOCTI (yHKLioHyBaHHA CKB/,.
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ASSESSMENT OF THE STATES OF FUNCTIONING
OF THE STATE CYBERNETIC PROTECTION SYSTEM

V.0. Khoroshko, Yu.Ye. Khokhlachova

National Aviation University,
1, pr. Lubomir Guzar, Kyiv, 03058, Ukraine, e-mail: professor_va@ukr.net

In this work, mathematical methods of researching the process of functioning of the state cyber security system,
accumulation and processing of information are considered. Taking into account the fact that in the conditions of
Russia's war against Ukraine, the tasks of cyber protection of the state's information systems have gained
considerable importance, and computer networks have become the field of information warfare. It is also shown that
there are no fundamental difficulties for the practical use of the obtained theoretical analytical results. Despite the
fact that they are not very comprehensive and not very perceptible to a simple numerical touch, because they contain
non-elementary functions, in the presence of modern electronic computers and a wide variety of software, numerical
and graphic interpretations of the obtained formulas and the solutions included in them are not is an insurmountable
obstacle for obtaining a visual solution and practical use in calculating and justifying the effectiveness of the state's
cyber security system.

Keywords: cyber security, state cyber security, state cyber security systems, assessment of system functioning
states, mathematical methods of system functioning, efficiency of system functioning.
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B po6oTi 3anponoHoBaHO Ta 06I'PYHTOBAHO [OLINLHICTL 3aCTOCYBaHHS PeHomeHy [Mi66ca. Lie
SBULLE BMHMKAE Ha Kpal po3puBy (YHKLIT, 41 AKOI NPOBOAMTLCA aHani3. Po3rnsagaetbes
CTBOPEHHS CMOCOOY MoOYAoBM TakMx 6GaraTOBUMIPHMX anpoKCUMaLiin HabnmkeHb Ta
BM3HAYEHHS MHOXWHMW KOediLieHTIB pagy, Heo6XiAHOro Ans nobynosu HabNMXKEHHS 3afaHol
CTPYKTYpW. BusHauyeHO yMOBM 36DKHOCTI anpoKCUMaHT HabnmkKyBaHUX GaraToBUMIPHUX
(hyHKUiM, nobygoBaHMX 3a pPo3po6/eHO MeToAMKOK. [loKasaHo, Lo B po3paxyHKax
[BOBVMIPHUX anpoKCcMMaLlili 3acToCyBaHHs PpeHoMeHa Mi66ca fae MOX/IMBICTb 3HAYHO 3HW3UTK
AKICTb 06P0O6KM 306paKeHb ANs HINbLLIOCTI NONYNAPHMX FPadiivHNX CTaHAAPTIB, OCKi/IbKWN BOHU
BYKOPUCTOBYIOTb KiHLEBY CyMYy FapMOHiK. CTUCHEHHS 306padKeHHs Bifirpae gy)ke BaXIUBY
posib y 6aratboX TEXHOMOMIYHUX NporpaMax, Hanpukiag, JOKYMEHTU Ta MeguyHi 300paXeHHS,
TenesisiiHi BigeoKoHMepeHLiT Towo. MeToan CTUCHEHHS 306paXKeHb YacTo NOAINATh Ha ABi
KaTeropii: 6e3 BTpaT Ta 3 BTpatamu. MeToam 6e3 BTpar 3a3Buyail BUOMPalOTLCA 418 Nporpam,
[ie BOXINBO 30epertn ayxxe ApioHi getani 306paxeHHs. [0 HUX MOXHa BiAHECTU MeAuYHi Ta
KOCMIiYHi [JOCNiMKEHHS, AMCTaHLiiHe 30HAyBaHHs. 3 iHWOro 60Ky, MeToaM 3 BTpaTamm
3aCTOCOBYHOTbCSA B CWUTYaLifiX, KOAM MOTPI6EH 3HAYHWIA CTYMiHb CTUCHEHHS. Lle cTocyeTbes,
Hanpuknag, umdposoi doTtorpadii, ae, K NpaBuo, BTpaTta AesdKunx Aetaneli 306paXeHHs He €
KPUTUYHOO. BMBMpatoumn anroputM CTUCHEHHS, BXKIMBO pO3ibpaTuch 3 MOro MO3UTUBHUMY i
HeraTviBHMMY CTOPOHaMK. Bnbuparoum anroputmu 3 BTPATOH YacTUHMW aHUX, HEOOXIAHO YiTKO
PO3YMiTK 32 AKX YMOB 306paXkeHHs Oyie BTpauaTy SKiCTb CNPUIAHATTS NtoAMHOH. Lie nos'a3aHo
3 TUM, WO HediTKICTb BifOYBAETLCA HA rPaHMLUAX KOHTPACHOI Pi3KOT 3MiHW | Npu3BOLMTL [0
nosiBM MOMW/IKOBUX OMNTUYHMX TiHE Ta [0 HesKiCHOro aHanisy npu o6pobui pesynbTaTis
PEHTIEHOMOMNYHNX | COHAapHUX JocnifpkeHb. Po3pobneHo 6yno  ABOBUMIPHWIA  MeETOg
anpokcumauin Tuny Mage, AKUii 3meHWwye sBuwe Mi66ca 4ns rapmMoHiiHOro ABOBMMIPHOIO
pagy ®yp'e. Takuin nigxig A03BONSE PO3POOGUTU CXEMY 3aCTOCYBaHHS METOZY, a/irOpuUTM
06p0o6KYM 306pakeHb | 0ro ePeKTUBHICTb. 3aBAAKM LbOMY BUHMKAE MOXMBICTL ONTUMI3YBaTK
nigpaxyHKy Ta nobyaysBaTi anroput™ NepeTBOPEHb.

Kntoyosi cnosa: anpokcumalis Mage, heHomeH Mi66ca, ABOBUMIPHI paan Pyp’e, AUCKPETHe
KOCVIHYCHE Ta CUHYCHE MEepPeTBOPEHHS.

BcTyn

MowyK ONTMMasbHOrO PIlleHHS A8 KOHKPEeTHUX 3afay BUMarae 0brpyHTOBaHOro
BMOOPY Hainbinbl AoUibHUX MeTogiB. oBopsyun npo dgeHomeH [Mi66ca - Ue ocobmBa
noBefiHKa O4HOBUMIPHOro pagy ®yp'e npy po3kKnafaHHi PO3pPMBHOT NepioAMYHOT (YHKLIT Ta
CKOPOYYBaHHI J0faHKIB 338 YMOBU BUKOPUCTAHHA KiHLEBOT KifbKicTi uneHis [1,3-4,11]. Cam
PAL AN HECKIHYEHHOT KifIbKOCTI Y/eHIB Yy TOYUi PO3pMBY [a€ MiBCYMY 3HauyeHb (PYHKLIT
npaBopyu i NiBOPYY Bif, PO3PUBY, & B YCiX IHLIMX TOYKax PiBHOMIPHO i abCOMOTHO HabMXae
L0 PYHKUIO L0 Makcumymy. Y BUNafKy BUKPUBNEHHS Bif0yBaeTbCA BUKPUB/IEHHSA N06IM3Y
TOYOK PO3PUBY, SKi HEMOX/IMBO YCYHYTU LUMSAXOM 36ibLUeHHS KiHLEBOI KilbKOCTi A0f4aHKiB
pagy.

He MOX/IMBO He BigMIiTUTH, L0 ANS ABOBUMIPHOT anpoKCUMaL,il TaKOX iCHYE heHOMeH
li66ca, KM 3HAYHO MiABULLYE SKICTb 0OPO6GKM 306paXkeHb AN GiNbLIOCTI NONYNAPHUX
rpaivyHmMx CcTaHAapTiB, OCKINIbKM BOHW BWKOPUCTOBYIOTb KiHLEBY CyMy rapmoHiK [2-4].
[l0Ka3oM LbOMYy MOXYTb OyTW npayi, NPUCBAYEHi BUKPUBIEHHAM, WO BiAOyBalOTLCA Ha
KOpZOHaXx Pi3KOT 3MiHM KOHTPACTY i NPpU3BOANTL 40 NOSIBU MOMUIKOBUX ONTUYHUX TiHER [2,7-
8]. Lle mosHayaeTbCA Ha AKOCTI aHanidy npu 06pobui pe3ynbTaTiB PEHTreHONOrivYHMX i
COHapHUX focnifpkeHb. PeHoMmeH Mi66ca € TN apTeakTy MarHiTHO-PE30HAHCHOI TOMOT padii,
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AKUIA NpU3BOAUTL A0 PALY NiHIA Ha MarHiTHO-pe30HaHCHOMY 300paXXeHHi, napasefibHUX
PI3KMX | IHTEHCMBHMX 3MiH 06'€KTa, TaKUM SK CMUHHOMO3KOBa piguHa i iHTepdeinc yepen-
MO30K [4]. Lle cBigunTb TOMY, WO TemaThKa 3MeHLLIEeHHA (peHoMeHY [Mi66ca € aKTyaslbHOHO.

Teopisi HabAVKeHHS  (DYHKUiA  MaTeMaTU4yHOi  (isvKu € Haibifbll  LWBMAKO
po3BMBalOUOl0 cthepotd MaTemaTvku [1,6]. TpaAuuiiHO anpokcumauis po3rnsgaeTbes 3
BUKOPUCTaHHAM noniHoMiB [1,6,9,10] i TproHoMeTpuuHUX (hyHKUi [5]. Hainbinbw Baanoto
PO3POOKOID TaKMX HabnMKeHb € HabMMXKEHHA ApP060BO-paLioHanibHUMK (hyHKUisMu [1,6,9].
IHTepec A0 Teopil APO60OBO-paLioHa/IbHUX HabAMKEeHb HEeyXW/IbHO 3pOCTae B 3B'A3KY 3 1X
LLUMPOKMM 3aCTOCYBaHHAM B Pi3HUX AOCIIKEHHAX B raly3i TEOPETUYHOT (PI3UKN, NPUKNaLHOT
MexaHikn, reoqisvku i iH. [2,7] 4yepe3 MOXIMBICTb Yy3arajlbHEHOro NiACYMOBYBaHHA 3
BUKOPUCTAHHAM PALIB | PO3LLUMPEHHAM (DYHKLiI, AKi NOBMHHI BYTU anpoKCcUMOoBaHi B 061acTi
MepOMOPHOCTI.

B ocCTaHHIii Yac BeNVMKWI iHTepec MNPUAINSETbCA PO3LUMPEHHKD KNAaCUYHOI Teopil
HabKeHHS 4p060BO-paLlioHaIbHUMK (DYHKLISMU Ha Pi3Hi TUMNK 6a3UCHUX (YHKLIW | pi3Hi
mMeToau nobynosu HabnmxkeHb Tuny lMage [1,9]. Bubip BignosigHoro metosy nobynosu
anpokcumaLii f03BoNISE Y GiNbLIOCTI BMNALKaxX LOCArTW iCTOTHOrO MOMIMLUEHHA KOPUCHUX
BN1ACTUBOCTEN anpoKCUMaHT AN AesKUX BUOKPEMIEHMX KnaciB yHKuii [1,9].

Mw NpornoHyeMOo BUKOPUCTOBYBATU ABOBUMIPHWIA MeTog HabnvkeHHs Tuny Mage, Wwo
[acCTb MOX/IMBICTb 3MEHLINTK ABuLLe [Mi66ca AN rapMOHIRHOM O ABOBMMIPHOro psagy ®yp'e.
OCHOBHa YacTuHa

MpuBegeMo MeTog No6yAoBM  HabnmdkeHb  Mage-Tny  Ana  rapMoHIHOro
[BOBUMIpHOT 0 pagy Pype.

3rigHo 3 po3paxyHkamu [11], My po3rnsgaemo cenapabenbHUA METPUYHWIA NPOCTIp
Finbbepta Ly[(ag,by)*(ay,b,)] ABOBUMIpHUX KOMMNEKCHUX (YHKUIA f(X1,X5) KOMMNEKCHMX
3MIHHUKX X1 i X2 3 KBaAPaTHOK MipoK Ha NPAMOKYTHUKY (a,,b,)%(ay,b,), fknit iHTErpyeTbes
Ha LibOMY NPSAMOKYTHUKY. MeXi NPAMOKYTHUKa MOXYTb 6YTW KIHLEBUMWN 260 HECKIHYEHHUMN.

I By={€y;,j=1,%0}, siIKi NoB’si3aHi MiX coboto
B={e1ce1k=1,00,j=1,00} (1)
OCHOBHI (PyHKLiT MOXYTb 6YTW NPeAcTaBeHi y BUTNAAI TPUT OHOMETPUYHMX (DYHKLLIN
e =(e¥n) =eln n=1,2 (2)

[OBiNbHY (PYHKLIIO PO3rNAHYTOr0 MPOCTOPY MOXHA PO3KNacTu no 6asmucy sk
[BOBUMIPHWIA y3aranbHEHWI CTENEHEBUIA pag BULY

= Jp=1 Bkp(e11)  (€20)" (3)

fe f — posknag B cTeneHeBUn psf, ay, — KOEMILiEHTV CTeneHeBOro pady, €np —
eKCIMOHeHLlia/IbHa PYHKLiA.

B [10] mMu 3anponoHyBasM BM3HaYeHHS (PYHKUioHany Tuny [lage B HacTynHoMmy
BUTNIAAI.

BusHayeHHs.  TMpunyctMmo, WO  aHO  ABOBUMIPHWIA  CTeneHeBUW  psif
S= Z‘;‘jpzlakp(xl)k(xz)p (S — posknag B CTereHeBUiA psf) KOMMAEKCHUX 3MIHHUX X1 1 X2 i
NoB's3aHol 3 HUMKM anpokcumauii Mage P[mq,ni/msy,n,](X1,X5) NPaBUNBHOMY PO3YMiHHI.
®yHkuioHan Mage-tuny GPgg[my,ny/my,n, ] (f,f,) nos'isaHuii 3 gaHnMy ysarasibHeHUM
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CTEereHeBNUM pPALOM GS=2ﬁfp=1akp(f1)k(f2)p 018 KOMMMEKCHUX (DYHKUIA UMX 3MIHHMX
BM3HAYAETbCA AK

GPgs[mz.na/ma,np] (Fy.f,)=PImy.na/ma,no] (Xg.X2) Ix, =t =1, 4)

Mpouec NobyaoBmM 34iACHIOETLCA Y TaKiid NOCNIA0BHOCTI:

1. ObupatoTbCa TMNKM 6asncisB 419 OKPeMux 3MiHHUX Bq,B, Ta ocHoBa npocTopy B.

2. Anpokcumauis yHkuii f npeactaenseTscs y Burnsagi (3).

3. Ans cTeneHeBOro psgy ABOX KOMMMIEKCHMX 3MIHHUX X1 1 X2 3 KoeqilieHTamu, Lo
36iratoTbes, anpokcumauia Mage P[mq,n;/my,n,] (X1,X,) nNobyaoBaHa B MNpaBUbHOMY
PO3YMIHHI.

4. PobuTbCs NigcTaHOBKa 6a3nCHUX PYHKLIA B PyHKLioHan Mage-tuny.

3arnponoHoBaHa cxema [03BO/ISE BU3HAYMTU Habip KoeliLieHTIB psady, HEOOXigHWNA i
[0CTaTHIN and nobynoBy anpokcuMaHT lMafe-tuny i3 33faHoK0 CTPYKTYPOH UMCeNbHUKA |
3HaMeHHMKa.

B Teopii HabMKeHHSA (yHKLUIM Apo60BO-paLlioHa/IbHUMK arnpOKCUMaLiiMU NPUAHATO
po3rnsaaT 36DKHICTL B CeHci Teopem Tuny MoHTeccyca ae bonopa [9], siki BU3Ha4atoTb
eeKTUBHE aHaNiTUYHEe MPOAOBXEHHS MepOMOP(HOI (YHKUIA 3a pagiycom 30DKHOCTI.
TpuUroHoMeTpuYHa (YHKLUIA € nNepioguyHo | B CKMaAHIA (opMi 3aBXan HaneXxuTb
OAVHUYHOMY KONy.

Kpim TOro, posrnsagaroTbCs KYCKOBO-rfaaKi iHTerposaHi (PyHKUii, Wo came no cobi
Ma€eTbCA Ha yBasi BiACYTHICTb 0CO6/IMBUX TOHOK TUMY NOMKOCIB a60 Mo CyTi 0CO6MBUX TOUOK.
[loka3 36DKHOCTI lMage-Tmny L0 3HAYeHHs caMol (PYHKUIT B LbOMY BWUMAAKY TPUBIa/IbHO,
OCKiflbKM 6a3MCHI PYHKLIT He MatoTb 0COB/IMBUX TOUOK (32 BUHATKOM CTENeHeBUX PYHKLIN y
HEeCKIHYeHHOCTI). €1He 0OMEXeHHS - Lie BUNafoK, KON 0CO6/IMBI TOUKM 3MIHHOT, fiKa 3rooMm
3aMIHIOETLCA TPUTOHOMETPUYHOK PYHKLIIEND, eXaTb BCepeanHi OAMHMYHOTO Kona.

ABTOpM pobiT No HabKeHHAM Pyp'e-INage B OCHOBHOMY PO3r/isiAat0Tb MakcMasibHe
TOPKaHHA TPUrOHOMETPUYHOIO MOAIHOMA TNaAKoi (YHKUiT 3 MNOCTIHO crajalynMm
KoediuieHTamy |1 anpokeumanii  ®dyp'e-Mage [11]. Y ubomy BMNaLKy MPOLOBXKEHHS
TPUTOHOMETPUYHUX (DYHKLIA He HaneXxutb [0 OAUHWYHOro Kona. Kpim TOro, BOHU
PO3rnA4at0Tb roNoMOpPMHI PYHKLIT [5] 6€3 0C06/IMBMX TOUOK.

B iHWOMY BUNaAKy MU aHanisyemMo 30DKHICTb nepioro Tmny. ®yHKUIT enx HEe MatoTb
0CO6/IMBUX TOYOK (3a BMHATKOM CTeneHeBUX (PYHKLUIN). EANHWIA BUNALOK, KM NOTPIGHO
AOCNIANTY, - Le BMNaAoK, KON No CyTi 0C06AMBI TOUKMN B 3MiHHIN, SKa 3rofl0M 3aMiHIOETbCS
TPUIOHOMETPUYUHOKO (hYHKLIEND, NeXKaTb BCepeanHi 04UHNYHOro Kona [5]. OcKifibku B LbOMY
BUMNaAKY OAHOBUMIPHUIA PAf, WO CKNajaeTbCA 3 KOeliLieHTIB axp po36iracTbCA BigHOCHO
IHAEKCY Li€l 3MIHHOT, BU3HAYEHHS LbOro BUMaaKy He CKagHe.

Mpy ouiHUI KoeiLieHTIB 36IKHOCTI A4BOBMMIPHOro anpokcumaTopa A0 PYHKUIT, Lo
anpoKCUMYETLCA 3a KoedilieHTaMy BUKOPUCTOBYETbCA 3HAYEHHS LUBMAKOCTI 3MEHLLEHHS
KoegpinieHTiB  BuXigHoro psgy [3,6,12]. Y pasi nobygosu anpokcumauin - Mage
P[m4,ni/my,n,] (X1,X,) 3a cxemoto [1,6] BUKOPUCTOBYEMO HaBopM KoediLieHTiB 4BOBMUMIPHIX
PALIB, SAKi  MpPaBW/IbHO MepepaxoByHTbCA A1 MOHOTOHHO 3pOCTaloyoro  MiHiMymy
PO3rNSHYTMX MOKa3HMKIB M1, N1, My i Nz, Ha o6MexxeHOMY NpsiMOKYTHUKY (a,,b,)%(as,b,),
OCHOBHI (DYHKLIiT 060X TMNIB € PYHKLiISMXU 06MeXeHOT Bapialii, TOMy LUBMAKICTb CnafjaHHA
KOeIiLieHTIB pO3K/IaeHHS MOXHA BU3HAUYUTU MeToAoM [1].

Po3rnsHemo etanu 06pobKun 306pakeHHs 4BOBUMIPHUX CUTHaIB.

BxigHe 306paeHHA PO3KNafaeTbCAd Ha CMNeKTpasibHi KOMMOHEHTM 3a [O0MOMOro
ANCKPETHOr 0 KOCUHYCHOro abo CMHYCHOr0 nepeTBopeHHs [5].

[ani 06mpaemo po3mip 061acTi Ha LinouncensHin pewityi (puc. 1), 3 po3Mipom AKoi
6e3nocepeaHbO NOB’A3aHa KifbKICTb PIBHAHbL, AKI HEOOXIAHO 3reHepysBaTu. [1s CTBOPEHHS
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aIropuTMy aBTOMATUYHOIO TeHepPYyBaHHA CUCTEMU PIiBHAHb HEOOXiLHO BWKOPWCTOBYBATU
BIANOBIAHY (hopmyny. [N5 LbOro pos3rfisHeMo y3arasbHeHy anpokcumauito Mage BigHOCHO
pAAiB 3 ABOMa 3MIHHUMMK, 3anporoHoBaHe Yucxonmom [13].

0 1 2 3 4
1 Nj

Puc. 1. LlinouncensHa pewwitka gna obnacti ni, nj=3

Ao f(X,y)— dyHKLiS ABOX 3MIHHWX 3 (hPOHTaNbHNM PO3KNaJaHHAM B CTENEHEBMIA Paf

BULY
f()(,y): ZEO’B:O adBXayB ( 5)
TO N - HabIKeHHSA Yncxonma 3anmcyeTbes y BUM AL
N $N UV
o= =t 6)
KoegiuientTn € 1a b (C , b - koediuieHTn psgy Yncxonma) B3HayatoThes 3
PIBHAHb

Y o2 oboray 65 r=Cy,  (1,0=0,1,2,...,2m;1<y+8<2m) 7)

ZZ;:O Z§=O(b0ray-0,6-r+broaé-r,y-o):Oa (y=1.2,...myy+d=2m+1)  (8)
Ae aoo=1 [13] 3 piBHAHHA 6yna BUBeAeHa hopmyna:

1

Zmﬂ nj+ (q”aNI -i,Nj- j+q|JaNj -j,Ni- |) =0 (9)
Po3B’A30K ,an0| CVICTEMI/I PiBHSAHb ABSE COO0K MATPULLIO KOe(ILiEHTIB g.
3p0o6rMOo po3paxyHOK KoediLieHTIB p 3a 3HageHMKU KoedilieHTaMK g BiANOBIAHO [0

BMpasy (pg’OI — KoedqpiLieHTV anpokcumauii Mage):

pg,d: Zgzo Zcrjzo (gslr'ag-s,d-r) . (10)
KoediuieHTn p Ta g 36epiratoTbcs Ao gainy.
[n5 BiHOB/IEHHSA 300 paXXeHHSA BUKOHYETHCA PEKOHCTPYKLLIS 300paXKeHHs: ABi MaTpuLL
Koe(iLieHTIB p i q NiACTAaBMATLCA 40 DOPMY/IN:

,ZHZE[p"u(e" Lix, gij- 1JY)] ZnZHJ[p" (eu 1ix, gJj- ljy)]

SF (X,y):OSRe [Zﬂ Zﬂj[qu,” e|| 1ix.gjj- 1Jy)]+ Zn [C“ JJ(ell Lix.g7jj: lJY)/ (11)

Haw aHanis [ae MOX/IMBICTb 3p00OUTM [edKi BWUCHOBKM LWWOAO MPaKTUYHOro
BUKOPWCTaHHA HabvkeHHs Mafe-Tny Ta Npo 1oro nepesaru.

MepLu 3a BCe, MU MOXEMO 6a4MTW HU3bKWIA piBeHb LUYMY A/15 HabvdkeHHs Mage-Tuny
B MOPIBHAHHI 3 pagamu ®yp'e ans cuHyca (puc. 2 (a) npotu puc. 2 (6)) i KocnHyca (puc. 2 (B)
npotn puc. 2 (r)) BunagKis.
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Puc. 2. BUKpUBNEHHSA MidXK LWaBNOHHUMW (DYHKLISAMU 11X annpokcumauieto anis (a)
cuHycoigansHuX psgais dyp'e, (6) anpokemumadii Mage-tuny ansg cMHycoiganbHUX psaais, ()
KOCUHYCHUX pagis ®yp'e, (d) anpokcumauii Mage-tmny Ans KOCUHYCHUX pALIB.

Mo-gpyre, BWKOPUCTaHHA anpokcumauii lMage-Tuny npu3BOAMTL O Pi3KOro
3MeHLLEHHA YmMcna napaMeTpiB anpoKCUMaHT 6e3 BTpaTW TOYHOCTI (HaBiTb 3 TI POCTOM).
[LiicHO, KonM MW BMKOPUCTOBYEMO psf Pyp'e 3 PIBHUM 4YMCIOM N rapMOHIK B 060X
HanpsMKax, M1 OTPUMYEMO HACTYIMHE YUC0 NapaMeTpiB Ne:

ng=N? (12)

BukopucTaHHA anpokcvMmaHT [lafe-tuny 3 piBHUMW NOPALKAMU  YMCENbHUKA |

3HaMeHHMKa N/2 fae Ham HaCTyNHY KiflbKiCTb napameTpiB n; :

Ny 2 N2
np=2 (E) -1= Py -1 (13)
TakuM YNHOM, MU OTPUMYEMO 3MEHLLIEHHS KifIbKOCTI napaMeTpiB 6ifbLU HIXK yABiui:
£>2 (14)
P

Lle fy>e BaXXMBO Ans 36epiraHHs 306paxeHb Npy LgpoBiin 06pobLi chrHanis i Moxe
[aTn HaM TEOPeTUYHY OCHOBY /11 CTBOPEHHS HOBOrO e(heKTMBHOIO (hopmarty 306paXkKeHHs,
Takoro siK go6pe sigomuii popmat JPEG (JPEG - Joint Photographic Experts Group).
BucHOBKMU

3anpornoHoBaHO CXeMy BUKOPUCTaHHS METOAY ABOBMMIPHUX anmnpokcumaumin Mage-
TNy, WO Aa€ MOXX/MBICTb 3MEHLUMTY (heHOMeH [Mi66ca Ans rapMOHiHOr0 ABOBUMIPHOT O psay
dyp'e. Po3rnsHyTO 3aCTOCYBaHHA METOAY | Oro eeKTUBHICTb. MokasaHa npaue3gaTHicTb
METOAMKN | MOX/MBICTb Ti 3aCTOCYBaHHS AN MiABMLEHHA TOYHOCTI PO3PaxyHKIiB.
[ocniikeHHs [ae HaM MOX/MBICTb 3p0OMTM BWCHOBKM MpPO nepeBarv MNpPakTUYHOIO
BUKOPUCTaHHA anpokcumauii Mage-tuny ans 06pobKu 306 pakeHb.
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REDUCTION OF THE GIBBS PHENOMENON BY TWO-DIMENSIONAL
APPROXIMATIONS
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In this work, we propose and substantiate the expediency of using the Gibbs phenomenon. This phenomenon
occurs at the edge of the function gap, for the analysis of which. The creation of a method of constructing such
multidimensional approximations to the approximation and determination of the set of coefficients of the series
necessary to construct an approximation of the given structure is considered. The conditions of convergence of
approximants of approximate multidimensional functions constructed according to the developed method are
determined. It is shown that in the calculations of two-dimensional approximations, the use of the Gibbs
phenomenon makes it possible to significantly reduce the quality of image processing for most popular graphic
standards, since they use a finite sum of harmonics. Image compression plays a very important role in many
technological applications, such as document and medical imaging, television video conferencing, etc. Image
compression methods are often divided into two categories: lossless and lossy. Lossless methods are usually
chosen for applications where it is important to preserve very fine image details. These include medical and space
research, remote sensing. On the other hand, lossy methods are used in situations where a significant degree of
compression is required. This applies, for example, to digital photography, where, as a rule, the loss of some image
details is not critical. Image compression methods are often divided into two categories: lossless and lossy.
Lossless methods are usually chosen for applications where it is important to preserve very fine image details.
These include medical and space research, remote sensing. On the other hand, lossy methods are used in situations
where a significant degree of compression is required. This applies, for example, to digital photography, where, as
a rule, the loss of some image details is not critical. When choosing a compression algorithm, it is important to
understand its positive and negative sides. When choosing algorithms with the loss of part of the data, it is
necessary to clearly understand under what conditions the image will lose the quality of human perception. This
is due to the fact that blurring occurs at the borders of a sharp change in contrast and leads to the appearance of
false optical shadows and poor-quality analysis when processing the results of radiological and sonar research. A
two-dimensional Padé-type approximation method was developed, which reduces the Gibbs phenomenon for a
harmonic two-dimensional Fourier series. This approach makes it possible to develop a method application
scheme, an image processing algorithm and its effectiveness. Thanks to this, it becomes possible to optimize
calculations and build a transformation algorithm.

Keywords: Padé approximation, Gibbs phenomenon, two-dimensional Fourier series, discrete cosine and sine
transform.
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