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HIERARCHICAL CLUSTERING ALGORITHM FOR DENDROGRAM
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The article provides a comprehensive overview of hiereathclustering and
dendrogram construction, with a focus on the methods used for deterntiring t
optimal number of clusters. The article discusses the theardébundations of
hierarchical clustering and the process of constructing dendrograthgjoes on to
describe several popular methods for determining the numbéurstérs. The article
focused on both divisive and agglomerative clustering method$araenhdrogram,
the advantages and disadvantages of each method, and how dendrograms are used to
visualize the results of hierarchical clustering. It alsovipies comparison of
hierarchical clustering with non-hierarchical clustering, palérly the K-means
algorithm, and discusses their respective advantages andatitzgks. One of the
key advantages of hierarchical clustering is that it does not require the specify

the number of clusters in advance, as is the case with nomehiegh clustering.
Instead, a dendrogram can be used to determine the appropri&ter rofrolusters.
The article concludes by noting the usefulness of hierarchigstecing for a range

of applications, particularly in exploratory data analysis. dttiele also covers the
main methods to identify which objects and clusters are modtasidditionally,

the article provides an overview of the K-means clusteringadeand compares it to
hierarchical clustering.

Keywords: agglomerative clustering, divisive clustering, hierarchétastering, k-
means.

Introduction. Cluster analysis has proven to be an invaluable itodhe context of
multidimensional datasets and its utility in resbaand uncontrolled analysis. It
highlights the hierarchical approach to clustering @spular method in genomics and
other fields due to its ability to reveal multipleyésis of clustering structure
simultaneously. This allows researchers to gain epeke understanding of the data,
identify patterns, and develop hypotheses or informsoetmaking. Many applied
problems, measuring the degree of similarity betwdsgacts is often much simpler than
forming descriptive features. For example, taking twotps and immediately identifying
that they both depict the same person is much ed®wer understanding the specific
features that make them similar. The task of objlestsfication based on their similarity,
without any predefined classes to which the objeatsbe assigned, is called clustering
[2, 15].

Hierarchical clustering is a popular technique usedi&da analysis and pattern
recognition. It is a method that groups data objéetsed on their similarities and
differences. This technigue can be used to expl@aitiderlying structure of a dataset,
identify relationships between variables, and discpag¢terns in data [12, 20].

Hierarchical clustering algorithms can be divided i@ main types: divisive
and agglomerative. Divisive clustering starts withirsgle cluster containing all data
objects and divides it into smaller clusters urditle object is in its own cluster [1,3]. On
the other hand, agglomerative clustering starts wattheobject in its own cluster and
merges them together until all objects belong tonglsicluster [7]. One of the most
important outputs of hierarchical clustering is thedtegram. A dendrogram is a tree-
like diagram that illustrates the hierarchical relatfops between clusters. It displays the
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order in which clusters are merged and the distabneggeen them. This diagram helps
to visualize the hierarchical structure of the datal gmovides insights into the
relationships between clusters [5, 11].

Content statement of the problemThe purpose of studg to apply different algorithms
for constructing dendrograms and determining the optimanber of clusters in
hierarchical clustering. The study aims to providesmthtical background of hierarchical
clustering, explain the process of dendrogram constrycand discuss the different
methods for determining the number of clusters.

The object of this studys to analyze different clustering algorithms for
constructing dendrograms and determining the numibecluwsters in hierarchical
clustering. The study focuses on the methodologymadtical aspects of hierarchical
clustering, including different types of linkage meatbpdistance metrics, initialization of
clusters, and scalability issues. However, the ystatso compares several non-
hierarchical clustering algorithms such as k-meangréibre, the object of the study
includes both hierarchical and non-hierarchical esg algorithms, and aims to provide
a comprehensive and practical guide to different dluingienethods for researchers and
practitioners in the field. The study aims to provgdiedance and insights into the process
of dendrogram construction and the determinationebittimal number of clusters. The
object of the study is the algorithmic approach terdnichical clustering and its
applications in data analysis and research.

Analysis of recent resourcesThe paper [1] by M. Kuchaki Rafsanjani is a research
paper that provides an extensive overview of theowarihierarchical clustering
algorithms. The paper discusses the different typasiavarchical clustering, such as
agglomerative and divisive clustering, and the @od cons of each type. The paper
includes a comparative analysis of several hierarclsioatering algorithms, including
Ward's method, k-means clustering, and spectral cingt@nd provides insights into the
strengths and weaknesses of each algorithm. The ragthecludes the paper by
discussing some of the current research directionierarchical clustering, such as semi-
supervised clustering and graph-based clustering, figlllighting the potential
applications of hierarchical clustering in various dil including bioinformatics and
image analysis [10, 13].

In the research [2, 17] Luben M. C. Cabezas discus$iesedit approaches to
dendrogram construction and visualization. Also, théhor explores the use of
dendrograms for interpreting machine learning modadisextracting insights from large
datasets.

Research [3, 19] is interesting by its discussion of wiffe methods for
determining the number of clusters in hierarchicaktring, including the silhouette
method and the elbow method. The paper also cotkes important aspects of k-means
clustering, such as the choice of distance metricsiaitidlization of clusters, and
provides insights into the strengths and weaknesfsdifferent methods.

The article [4, 20] provides a survey of agglomeratiustering algorithms and
their applications in high-dimensional data. Authodescribe and present a
comprehensive classification of different clusteriagiiniques for high dimensional data.
The article covers other important aspects of clusteratiglation, such as the choice of
distance metrics and the interpretation of validatresults. Furthermore, the paper
presents experimental results and case studieslustrate the effectiveness and
limitations of different clustering validation measures
Methods and tools of researchThe approach of creating a dendrogram, which is a type
of tree diagram that shows the arrangement of clugtedticed by a clustering algorithm,
using specific algorithms that are intended for thisppse. These algorithms take the
data input and produce a hierarchical structure oftefs that can be visualized in the
form of a dendrogram [6, 8].

6
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Hierarchical clustering is a type of cluster analy€ise of the great advantages
of hierarchical algorithms over non-hierarchical orsggeir hierarchical structure, which
is created during the algorithm's operation. The opmeradf such an algorithm can be
represented as a dendrogram (Fig. 1) or, as they swecalled, a tree diagram. In the
dendrogram, each level corresponds to one iteratitimeddlgorithm [9, 14].

Fig. 1. Dendrogram example

The number of clusters can either decrease or incregthe each iteration,
depending on the type of hierarchical clustering athoriused.
Types of hierarchical clustering.As already mentioned, there are two main types of
hierarchical clustering. Each of them moves in a dfierdirection. These are
agglomerative and divisive algorithms. In the firase, we start with each object of the
study having its own cluster, and with each iteratidosters begin to merge until all
objects end up in one cluster. With the divisivgoaithm, on the other hand, everything
is the opposite. Initially, we have one large clustet includes all objects of our study,
and with each iteration, we begin to divide thisstin into smaller ones, which ultimately
leads to each object having only its own cluster, 8. Approximate working of both
algorithms is shown in Figure 2.

Fig. 2. Agglomerative and divisive algorithms

Agglomerative hierarchical clustering. Let's take a closer look at the agglomerative
method. As a dataset, we will take several coordsat and Y described in table 1 to
demonstrate the operation of the agglomerative method.
Table 1
The objects under study
< 1 2 3 4 5 |6 7 8 9 10 |11 |12 |13

X 6 49 /82 |71 |2 |1 15|28 |3 69 6.1 8 7.1
y 06 |3 21|38 |6 |78 83 |7 79169 (82|79 |88
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First, we have our objects of study, which are showfigure 3.
N, & N

\g\%

Fig. 3. Study objects representedkon thé c

T B ‘%‘\
oordinate plane

At the beginning of the algorithm, all of our objetsm their own clusters (Fig. 4).

Fig. 4. Initial clusters

Now each point is in its own cluster. The next see merge clusters with the

smallest distance between them. In our case, thesed out to be clusters 6 and 7, as
their Euclidean distance for X and Y are:

d= v SWFSOE . zalF ya 6~ % @S 1)
Now we have a new cluster number 14 (Fig. 5).

Fig. 5. Points 6 and 7 forms a new cluster

Continuing to search for clusters with the smallestagices, we find that clusters

8and9, 11 and 13, and 10 and 12 have the smditahces, and they form new clusters.
Data is provided in table 2 and visualized on Figure

Table 2
Cluster combination
Clusters A& B Cluster A Cluster B Distance New

coordinates coordinates between cluster

clusters number
8and 9 {2.8, 7} {3, 7.9} 0.9219 15
11 and 13 {6.1,8.2} {7.1,8.8} 1.1661 16
10 and 12 {6.9,6.9} {8,7.9} 1.4866 17




1GNHJF:LBD: L: F:L?F:LBQG1 F?LH>B < FH>?EX<LIBIG1 '«

N

N\

Fig. 6. New cluster formation

At this stage, our dendrogram looks as on Figure 7.

v

Now we can see that the clusters closest to eden ate not single-point clusters,
but a cluster with multiple objects and a singlerapailuster. In this case, we need a
measure to compute the distances between clustérewdtiple points. We will continue
merging clusters using Complete Linkage. The resultsseen in Table 3 and Figure 8.

Table 3
Cluster combination
Clusters A&B Distance between clusters New cluster number
16 and 17 18
14 and 15 19

Fig. 8. Newly formed clusters

Continuing this algorithm, we will eventually end wpth all objects in one
cluster. Let's try to finish the work using Python. Afigerforming agglomerative
clustering using the Complete Linkage method, whiehwill discuss later, | obtained
the following data array displayed on Figure 9.

L3

Fig. 9. The array obtained using ython
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The first two columns represent the cluster numbeswill be merged. The third
column represents the distance between them, tinthfoolumn indicates the number of
objects that will be in the new cluster, and thé ¢&dumn represents the number of the
newly created cluster. Indeed, if we look at thisdalt first half completely matches the
data that we calculated above (Fig. 10).

©0)
.

2

25

S — 1

P e

R QY

0 2 3 [] [] ® L 2 & [} [] L] L]

Fig. 10.The last iterations of the agglomerative hierarcmﬁmtering method

Now all research objects are in the same clustdr mutmber 25. It may seem
illogical as it does not give us any meaningfuladaiowever, in fact, it is quite the
opposite. Since the algorithm is hierarchical, we chtain data that was obtained at a
certain iteration. This can be visualized more clebylyooking at the result displayed in
the dendrogram (Fig. 11).

Now we have obtained a dendrogram that shows aiteretions of creating new
clusters. Our dendrogram also shows that indeed96iand 7 were the first to merge,
then 8 and 9, and 11 and 13. There are also tinaegly pronounced clusters 23, 18, and
21. Let's visualize them on a plot by coloring thentobelonging to these clusters in
different colors (Fig. 12).

. B . ' + + v
3 r ® L S e *

Fig. 12.The three clusters obtained using the agglomeratisttod
We can also notice that cluster 23 is much tallenttihe other two. This is due to

the fact that the distances between points in ¢hister are much larger, making the
cluster itself larger in size (Fig. 13).

10
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Fig. 13 The height of clustr 23

Divisive clustering method.In divisive or divisive clustering, everything
happens the opposite way. First, we have a cltisrcontains all the objects we are
studying (Fig. 14).

Fig. 14. Beginning of d|V|S|ve clusterlng algorlt\hfn method

Immediately after the first iteration, our large clussedivided into smaller
clusters, and those in turn into even smaller ohbis process continues until all
objects end up in their own clusters (Fig. 15).

o e G D (R

( >

Fig. 15. Results of divisive clusterlng algorlthm method

The recalculation of distance between cluster3.o determine which clusters to merge,
we need a metric that will measure the similarityn@etn clusters. There are five main
methods to identify which objects and clusters arstramnilar.

Single Linkage is a method that begins by findimgtivo closest objects that form
the primary cluster. Each subsequent object is tddedito the cluster that is closest to
one of its objects (Formula 2).

Qu&%A ML 1E 3y pen 5@ TAT (2)

Complete Linkage, also known as the maximum linkagéhod, is the inverse of
Single Linkage. The rule for combining clusters in tmisthod is based on finding the
two objects that are furthest apart from each othemikla 3).

@o kWAL 1= Te s @ TAT (3)

Advantage Linkagetat each step, the average distance between eaatt fbm
one cluster and each object from another cluster isiledc. An object is assigned to a
given cluster if the average distance is smaller tha&naverage distance to any other

11
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cluster (Formula 4).

@ ¢ %a L @

% "%"‘..I.. o @A

€0 6eo' %6

:DUGYYV OHWKRG WKLV PHWKRG WZIQH QL PHOVO WFKOEK WD I U
selecting clusters that result in the smallestdgase in overall variance [8].

Centroid Method: this method calculates the distareaveen the centroids of
each cluster.

Comparison of hierarchical and non-hierarchical clusering. Before moving on to the
topic of cluster count, it would be helpful to undersl other clustering methods. Non-
hierarchical clustering also has many methods anditigcs, but we will only discuss
the K-means algorithm (nearest neighbor method).

Let's suppose there are hypotheses about the numbdusbérs, let's say N
clusters. In this case, the program can be setdludlers. This is precisely the use case
for the K-means method. While in hierarchical clusiggriwe can choose the number of
clusters after the program has finished processindate in non-hierarchical clustering,
specifically in the nearest neighbor method, we rdetgrmine the number of clustersin
advance. This is a major drawback of the algorithnabse it is not always possible to
know or guess how many clusters there may be afteepsot the data.

In general, K-means is a popular clustering algorithemh hlas several advantages:

1. Simplicity: The algorithm is easy to understand anglement, making it a
popular choice for data analysts and scientists.

2. Scalability: K-means is a relatively fast and effi¢iexigorithm that can
handle large datasets.

3. Ability to handle continuous variables: K-means wonkedl with continuous
variables, such as age or income, as opposed tococagdgrariables.

4. Reproducibility: The results of K-means are reprodegimeaning that if you
run the algorithm multiple times with the same inpyisu should get the
same results every time.

But also, K-means algorithm has its own disadvargagdch is provided in the

list below:

1. Requires the number of clusters to be specified: @hethe main
disadvantages of K-means is that it requires thebmannof clusters to be
specified beforehand. This can be a major drawbackced|y when the data
does not naturally lend itself to a specific numbeclosters.

2. Sensitive to initial cluster centers: The final ¢krs produced by K-means
can be highly dependent on the initial random sieodf cluster centers.
This can lead to suboptimal results if the initiahters are not representative
of the data

3. Outliers can heavily influence results: K-meankighly sensitive to outliers
in the data. Outliers can heavily influence theitpms of the cluster centers
and lead to suboptimal clustering results.

4. Cannot handle non-linear data: K-means algorithmrassuthat the data can
be separated into clusters based on linear boundahesefore, it may not
perform well on non-linear data.

Result and discussionOne of the main advantages of hierarchical clustesripat it
does not require prior knowledge of the number oftelts. At the end of the process, we
obtain a hierarchy of clusters, which is usually espnted as a dendrogram. By analyzing
the dendrogram, we can determine the number of chisdelditionally, the number of
clusters depends on how distinct we want the difiseerbetween objects in the cluster
to be. If more detail is required, then the dendnogad the research can be truncated
somewhere around the 1 mark. If less differentiatiomvéen objects in one cluster is
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needed or a smaller number of clusters is desired,ttieedendrogram can be truncated
at the 2.5 mark (Fig. 16).

~ = ~ ~ ~ .
™. b T E S TR

Fig. 16.Determining the optimal number of clusters

Conclusion.Hierarchical clustering is a popular method for groumbggcts into clusters
based on their similarity. It involves creating arrehy of nested clusters, represented
as a dendrogram, which can be used to explore netdips among the objects. There are
two main types of hierarchical clustering: agglomerind divisive. Agglomerative
clustering involves starting with each object inaten cluster and iteratively merging the
closest clusters until all objects belong to a lgruster. In contrast, divisive clustering
starts with all objects in a single cluster and reimaly splits them into smaller clusters.
While hierarchical clustering does not require prioowledge of the number of clusters,
it can be computationally expensive and may be &ffsctive than other clustering
methods for large datasets. K-means clusteringnahimerarchical method, is often used
instead as it requires a prior specification of thenber of clusters and is more
computationally efficient. However, hierarchical clustg has some unique advantages.
The dendrogram can provide insights into the structdirtne data and can be used to
determine the number of clusters based on the didsivel of similarity among objects.
Additionally, agglomerative clustering allows for ex@ton of the hierarchy of clusters,
which can be useful in identifying subgroups and ratesthips among objects. As a
conclusion, the choice of clustering method depemde specific characteristics of the
data and the research question. Hierarchical clagtecen be a powerful tool for
exploratory analysis and uncovering patterns in.data
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The task set in the article is to intellectualize the $efimcthe causes of failures of
subsystems (components), intersystem (intercomponent) conneatifonship
complex technical systems based on the assessment of thedbdamdition of
systems by diagnostic features and predicting the risk ofirdsil in their
composition. The purpose of the article is to ensure the idélabf complex
technical systems. The novelty of the results obtained fidhe fact that in the
course of the study the principles of functioning of an intelligeygtem for
searching for the causes of failures of a complex technidamsysith insensitivity
to incomplete technological data about it were formulated. Tlciple of
functioning of an intelligent system for searching for the caw$ewilures of a
complex technical system by assessing and predicting theofisfailures of
subsystems (components), intersystem (intercomponent) connedtsosgucture,
in terms of technical and technological foundations of constructiempiemented
on the example of a ship power plant. The result of the resésrelso the
developed model for searching for the causes of failures of legntpchnical
systems, which can be considered as a conceptual model \sitiveréhsensitivity
to incomplete technological data about the system. Intellecitializof the search
for the causes of failures of a complex technical systaking into account
hierarchical levels, makes it possible to determine wlineraflibsystems
(components) on the basis of assessing the technical condition by diagradstiesfe
and predicting the risk of failures.

Keywords: complex technical system, subsystem, component, intersyatem
interelement communications, diagnostics, forecasting, model, efailisk
assessment, intelligent system, search for failure causes

Introduction. Odern complex technical systems (CTS) are diverse inpegnt,
consist of many interconnected and interdependdrgystems, components [1,2]. The
complication of the composition and the increasehiem number of CTS installed on
ships lead to an increase in the failure rate of fystems, to the need to repair CTS
equipment, and hence to ship downtime. The usetefigent systems for searching for
the causes of failures of subsystems (FS), compor{é} intersystem (FIC) and
intercomponent links (FI)KTS based on the assessment of their technical toomdi
(T KW by diagnostic features and predicting the risk ofufas in systems can
significantly extend the life cycle shigK<TS [3,4,5]. This article is devoted to the
solution of this problem.

Studies of ship CTS survivability models show that tefeat of any FS, FC in
systems gives rise to a significant number of posssdenarios and options for the
development of emergency conditions of such systamd,hence to possible marine
accidents and incidents [6,7], the statistics ofclvhare reflected in the well-known
bases [8,9,10,11,12]. According to statistics, ohéhe main KIS - ship power plant
(SPP) accounts for 60-80% of all failures of ship sysie

The operational reliability of CTS is effectively aeted by the system
operation strategy as a result of searching for the saafdailures based on equipment
diagnostic data [13,14,15,16,17], predicting theifI8§19,20,21,22].
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The reliability of ship CTS can be reflected in foem of an assessment of the
risk of failures [23,24,25,26,27,28]. For maritime shiygpithe International Maritime
Organization (IMO) has developed a consolidated texinalized safety assessment
should comprise the following steps: identificatidrhazards; risk analysis; risk control
options; 4 cost assessment benefit; recommendafion decision-making [29]. To
analyze the risk of failure of system components,wbdd-wide Reliability Centered
Maintenance method [30] is also widely used.

Currently, the volume of implementation of automatiomlgoand artificial
intelligence technologies continues to grow in vasiondustries [31]. In accordance
with the requirements of the Register of Maritime Mation, all modern ships must be
equipped with automation systems for technical massisg digital technologies, as
well as artificial intelligence technologies [1,32,38,35]. Such systems should
constantly monitor FS, FC of ship CTS, analyze trendshanges in the K search for
the causes of system equipment failures. To implénserch tasks, appropriate
algorithmic and software tools are needed.

In artificial intelligence, knowledge representatiomodels are actively
developing - Bayesian Belief Networks (BBN) [36,37,3Bjey can be used to assess
the risk of failures in CTS, providing a probabilistiasis for modeling the relationships
between different failure modes and their root causes

The algorithms used to search for the causes of ésilHS, FC, FIC and FI
based on the diagnosis of the vehicle, as a rubeha@sed on the control of tolerances of
individual diagnostic parameters. However, the asialgnd integral assessment of the
technical condition of subsystems and complexesd#velopment of control actions in
most cases is carried out by ship operators on the dflseuristic rules.

Thus, the problems associated with ensuring thebiteliaperation of ship CTS
require improvement and search for appropriate new adsthmodels and algorithms.
They should be aimed not only at the prompt detactif equipment failure conditions,
at solving problems of assessing and predicting tlkeafisystem failures, but also at
finding their causes under conditions of relativesensitivity to incomplete
technological data on FS, FC. Since all modernsshipst be equipped with automation
systems for technical means using technologies basedrtificial intelligence, the
introduction of approaches based on such methodslels and algorithms should
ensure the reliable operation of ship CTS. Thatalgng into account the specifics and
existing problems in ensuring reliability during theeoation of ship CTS, the
intellectualization of the search for the causes idifas based on the evaluation oKT
systems by diagnostic features and predicting theafidailures in their composition is
an important direction in the development of modechmelogies aimed at ensuring the
safety and reliability of complex systems. systenwia an urgent task.

Statement of the problem: intellectualization of #earch for the causes of
failures of FS, FC, FIC and FI of ship CTS based onassessment of the K of
systems by diagnostic features and predicting theafdailures in their composition
and eliminating the consequences of their occurrence

Purpose of the work: ensuring the reliability and sedétthe work of ship CTS.
Main part. The initial data for constructing an intellectualipatimodel for searching
for the causes of failures of components of a comgaeknical system based oh K
assessment and predicting the risk of failures afpiex systems using the example of
an SPP based on BBN are: scheme and principle of taperaf the SPP; failure
probabilities FS, FC, FIC and FI of CTS links [39]. Wheod®ling the BBN of the SPP
for various values of the risk of failure of the inpue¢raent BBN, the probabilities of
loss of operability FS, K FIC and FI of connections for 20,000 hours of operatibn
the SPP were determined (Fig. 1).
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From the retrospective analysis of the research eesulthe simulation of the
SPP, the components that affect the overall performahtte system are identified. In
the study of emergency situations, the analysisatients in the CTS, the main goal is
to determine the cause of the accident. It follows fritwe research results that the
maximum non-operating state during the operation & 8PP is 20,000 hours.
corresponds to the CSPSC subsystem. Since the CSPSy¢teub is dependent at the
level of the hierarchical structure of the SPP, theegfd is necessary to check the
subsystem in order to find the cause of its failivamely, to check the subsystems and
all related subsystems at other levels of the BBi¢stE.

- =
N / P A
05 / / ////

{

2000 4000 6000 8000 10000 12000 14000 16000 18000 20000

0.2

Fig.1. Probability of loss of operability of SPP subsystems

The scheme for searching for the cause of failure, famgke, the CSPSC
subsystem in the diagnostic model of the technioaldition of the power plant using
BBN is shown in Fig.2. For the BBN blocks of the SRR, single out the blocks IE,
CAS, SPP, CSPSC and intersystem communications IE-C¥& - SPP, SPP -
CSPSC for detailed consideration as an example to exiplaiprinciple of the model.
Sets of risk of failures IE, CAS, SPP, CSPSC anddoternections IE-CAS, CAS - SPP,
SPP - CSPSC at the initial moment of time and takmg account the dynamics of
technical conditions in time based on a priori datatlee failure rates BBN when the
subsystems of the SPP IE, CAS, SPP, CSPSC and stermsycommunications IE-
CAS, CAS - SPP, SPP - CSPSC.
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Fig.2. Scheme for searching for the cause of failure of the&ISsubsystem in the
diagnostic model of the technical condition of 8P BBN
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The search for the cause of failure of the CSPSC stdrsywas performed in
accordance with the algorithm shown in Fig. 3.

Symbols of subsystems, components of the SPP in @8\ 2): Input element -
IE; Fire fighting system - FFS; Compressed air syste@AS; Manual control of the
main engine - MCME; Control system - CS; Remote aatech control system of the
main engine - RACSME; Intermediate component - $iip power plant - SPP; Main
engine - ME; Ballast drainage system - BDS; Emergemniey goropulsion and steering
complex - ED PSC; Control system for propulsion atekrsng complex - CSPSC;
Boiler plant - BP; Transfer of power from the main engime¢he propeller - TPMEP;
Intermediate component = P2; Propulsion and steeriogplex - PSC; Output
component - EXIT.

( Start 'j:

Check
CSPSC

¥

_CSpSC~._ Yos
No ""‘j"

Yes Ecr\]cf
“._required

CSPSC Checking subsystems
tainlenance affecting CSPSC

— . S
ta Subsystem
update check SPP |

b4

! . work_~~ .
SFP S~ Subsystem
maintenance check CAS |
¥
upde | No ~CAS™, Yes

]

CAS

maintenance

Date
update

" End )

Fig. 3. Algorithm for troubleshooting the CSPSC subsystem

The technique for building a model based on BBN carepeesented as follows:
1. Building BBN:

1.1. Vertices and intersystem (intercomponent) BBNsaeated, denoting FS,
FC, FIC and FI STS, taking into account their TC:
1.1.1. Each FS, FC may be in the following technocaddition:

!
Workn:j)“) - operational states(c) - th FS (FC) mg(c) - th level;
Not_work a(bz'; ’S(C) - partial (complete) failurasc)- th FS (FC)ms(c) - th level.
1.1.2. Each FIC and FI connection is in the followitajes:

Worka(bz’?lls(c) - operational statea(z),s(c) - th FIC (FI) connectiot(q) level,
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Not_worka(bz’g‘l!s(c)- partial failure (complete) a(z),s(c)- th FIC (FI)

communicatiorb(q) level
where §C) - is the set FS (FC) CTC;

I s(I.) -asetof FIC (FI) CTS connections;
Ny - Number FS (FC) CTC;
m,, - number of the hierarchical level FS (FC) CTC;

a(z) zFIC (FI) number of CTS communication connections;

b(g) £number of the hierarchical level FIC (FI) of CTS comnoation links

1.2. Links between BBN vertices are indicated, dewpkS, FC, FIC and FI CTC
links

2. BBN parameters are specified:

2.1. The risk of failures at the initial moment of &érfor FS, FC, FIC and FI of the
CTS connection, assuming that before the start ofGM& operation they are all
operable:

RWork ™ ") o F(PWork,™® "), ;) 0 (1)

S(C) S(C)

RWOI’lg(b’q! )io F( P(V\/Ol’kagﬂs!(c) ko) O

Z)Is(c)
The risk of failures at the initial moment of time f66, FC, FIC and FI of the
CTS connection, assuming that before the start ofGM& operation they are all
inoperable:

R Not_work™ "), F(P(Not_work,"™ ") ;) 1 2)

R Not_ Worlgf;)qls!(c) ) o F(P(Not_worka(k;)qls!(c) Y o) 1

2.3. Therisk of failure of FS, FC, FIC and FI of theSCdonnection at the current
time, provided that some subsystems (componentsgrsigtem (intercomponent)
connections failed at the previous time:

R(Not_work " ") /(Not_work, ™ ") ) 1 ©)
R(Not_work3® ), /(Not_work, ' ) 1)) 1

For the BBN blocks of the SPP (Fig. 2) IE, CAS, SPP,P8S and
interconnections IE-CAS, CAS - SPP, SPP - CSPSC,dddtslure risk at the initial
time and taking into account the dynamics of tecingonditions in time based on a

priori data on failure rates:
m/\/orkn]ﬁg’f; to O
R(Not_work35%), o 1;
RWork *®L cascas sprsprcspsAt o O (4)
RNOt_Work 2,3,|£|‘.E CASCAS SRPSPPCSPSC/t O 1’
R(Worki35s ) /Work 23t ) ,)  OL;
R(\Nork2'3_'4 IE CASCAS SPF’SPFCSF%JM/ork 221:5 CA&ASSP,PSPFCSPSC)[ 1) 0’1

Sets of risk of failures at the current moment of tinairng into account the
previous state of subsystems and intersystem coneations, can be within:
- the level of risk of failure is assessed as malj the consequences of an
accident are minimal when:

R((Not_worky35h ) ANork e ), ) 01 02 (5)
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R((NOt_WOka‘ef IE CASCAS SP%PWSchmvorkla;?E cascassersprospsc) 1) 01 0.2
- the level of risk of failure is assessed as aat#ef the consequences of the
accident are insignificant when:
R((Not_work;335 ) AVork; 535 ), ) 02 037 6)

R((Not _Workz'?:4 IE CASCAS sppsppcsp%c/tvvorkl?iﬁz CASCAS SRPSPRCSPSC ) 1 ) 02 037

- the level of risk of failure is estimated as maximuhe consequences of the
accident are significant when:
R((Not _workj23% ) AVorki234 ), ) 037 063 (7)

R((NOt _\Norkzy:iA IE CASCAS SPF‘SPFCSPQC N\lorklsle CASCAS SERSPRCSPSC ) 1 ) 0’37 0’63

- the failure risk level is assessed as critical when:
R(Not_workj25% ) /Vork 235 ), ) 063 1 (8)

R((Not_WOI‘kZ’?i“ IE CASCAS sstpmsp);clworkl?j‘E CASCASSI?PSPFCSPSC) 1 ) 063 1

The risk distribution of failures of subsystems (congias), intersystem
(intercomponent) links in BBN, taking into accountlfees and restorations, has the

form:
- for failure risk distributions Control system for prdsion and steering complex

£SPSC SPP in BBN:
( RWgik (R Wdrk/( Watk ,) Rworl,, RWork), , RWork),, u

(RWoER ,, RWOH(JE Asa RWOIK crseph ¢ "RWOrK sprespsol 1
( RWolk  (RWdrk/( Not wofh, ;) RWork, , RWork),, Rwork), ,

lqR Ngt WOfB 1t RWO&(JE C)«Slt ~|RWOF|2 CASSP)D i ~vaork4SPFCSPSC)t 1
( RWolk (R Wdrk/( Wakk ,) RNot worB, , RWork),, Rwork), , ¢

lavao_Lm 1t RWOI%(_IE C)\Slt NRWO”% CASSP)3 i NR\/\/Ork4SPFCSPS()t 1
( RWoIk (R Wgrk/( Wabk ;) RWofh , RNot work), , Rwork), , L

(RWo RWO&_IE Asi RWOrK cas b ¢ "RWOrK sprceps: 1 9)
( RWolk (R Werk/( Wabk ;) RWorh , RWork),, RNot_work), , u

l@RWO_L% 1t RWOr%(_IE C)\Slt ~|RWOH2 CASSP)J i NR\AIOrk4SPFCSPSC)t 1
( RWHIk (R Wdrk/( Wotlk ) RKWorl, , RWork), , RWork), ; L

lGRth@ 1+ K Not Worf(_uz st "RWorK cassPb 1 NR\NOrk4SPRZSPSC)t 1
( RWOIk  (RWdgrk/( Wakk ;) RWorl , RWork), , RWork), ; u

lqRqu 1t NRWOﬁ(_IE C)Slt ~IR NOt_ Work% CASSP)3 i NR\NOrk4SPFCSPSC)t 1
( RwWhik (R Wdrk/( Wotk ) RWorl, , RWork), , RWork), ; L

l(IRqu 1t RWOﬁ(_IE C)Slt NRWOI'R CASSP)’ i NR NOt_WorKASPFCSPSC)t 1
- for ship power plant failure risk distributions in BBN:
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(RW@k (R Wogk /( WogR, ;) RWork), , RWork), , u
URWO[§<) i NIRWOHE IE CA% t1 ~F(Vvork?3AS SPP)'[ 1

(RWghk (R Wafk /( Not work, ;) RWork), , RWork), , L
UR Not Wori?() il NIRWOI‘KE CAQ tl NR\Nork?éASSPP)t 1

(RW@k (R Wofk/( Wogs, ;) RNot work), , RWork),, u (10)
URWOI%) 1 NRworlz@ cad u ~vaork:?3ASSPP)t 1

(RWghk (R Wagk /( Wogk, ;) RWork), , RNot_work]), , L
URWO® i ~|R\Norl€|§ CA; t1 NRWOrkgcASSPP)t 1

(RW@k (R Wogk /( WogB, ;) RWork), ; RWork), , u
URW0@<) i NR NOt_ Worlg IE CAQ t1 NR\Nork?éASSPP)t 1

(RW@k (R Wogk /( Wogk, ,) RWork), , RWork), , u

URWOQQ i ~|RW0”2IE CAQ t1 ~F(N0t_work?(’3ASSPP)t 1

- for distributions of the risk of failure of the compsed air system of the power
plant in BBN:

( RWolk (R Wdik/( Wofk,,) RWorR,, "RWork) , "RWorkie cas): 1
(R Wdrk/( Not woff,,) "RWomg,, “RNot work),, "RWorkic cas); 1
(R Wgrk/( Wafk,,) "RNot wor®,, "RWork), , "RWorkic cus) 1
(R Wdik/( Wofk,,) RWol,, "RWork),, "RINot_worky o), (1)

(RWofk & WorR, /(Work), ,) "RWork"), , (12)

- for the distributions of the risk of failure of theput component of the EMS in
BBN:

& WoiR/( Not work), ;) "R Not_work), ,

If after 20000 hours. operation, the CSPSC subsyst@maisvorking state, then a
study is carried out on the operability of the CASPS$ubsystems that affect the
operability of the CSPSC, the failure of which cardleathe failure of the entire SPP.

After maintenance of the CSPSC subsystem, the asseets of the risk of
failures of the SPP subsystems are recalculatecau®e The SPP directly affects the
CSPSC, so this subsystem needs to be tested. Theefaf the SPP will be the
probabilistic cause of the failure of the CSPSC sulksysifter the maintenance of the
SPP, the data on the technical condition of the S#system is updated, and the
assessments of the risk of failures of the SPP sulosysiéll be recalculated. If after
maintenance of the CSPSC and SPP subsystems, aasweltalculation of the failure
risk assessment for these subsystems, then it issaegds check the CAS subsystem.
The failure of the CAS will be the probabilistic causf the failure of the CSPSC
subsystem. After the CAS maintenance, the data otetifmical condition of the CAS
subsystem are updated, and the assessments of stheofrifailures of the SPP
subsystems will be recalculated.

Thus, based on the intellectualization of the esiom of the TS FS, FC, FIC and
FI of the CTS links by diagnostic features, it is pbkesito search for the causes of
failures of the ship's CTS components.

Conclusions.Based on the evaluation of theKIsystems by diagnostic features and
predicting the risk of failures in their compositidhe search for the causes of failures
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of FS, FC, FIC and FI of ship CTS communications waallgctualized. In the course
of the study, the principles of functioning of aneifigent system for searching for the
causes of CTS failures with insensitivity to incomeleechnological data about it were
formulated. The principle of functioning of the inigént system for searching for the
causes of CTS failures by assessing and predictingskef failures of FS, FC, FIC
and FI links, its structure, in terms of technicald ai®chnological foundations of
construction, is implemented using the example ohia power plant. A model for
searching for the causes of CTS failures has beerlageet which can be considered
as a conceptual model with relative insensitivityrtcomplete technological data about
the system. Intellectualization of the search fordheses of CTS failures, taking into
account hierarchical levels, makes it possible tterd@ne vulnerable subsystems

(components) on the basis of assessing the techrocalition by diagnostic features

and predicting the risk of failures.
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Ihklz\e_g_ m klzZlle az\"Zggy ihey]Z} \ e<¢gl_e_dIimZéehazZzp4Rbkihrindm ijbq
dhfihg_gle\ fe kbkl _fgbo fe'dhfihg _glgbo a\ yade\ kmkdhkibd gdeZ”gbo I
hkgh\e hpegx\Zggy |I_ogeqghlh klZgm kbkl_f azZz ~«Z]ghklbggbébdmgzdzfb IZ
\erfhy m €ogvhfm kdeZ”s F_lhx klZlle } aZ[_ai_odeadyyglgZNecggrigigbjh[hlb
kbkl _f Gh\bagZ h”_jZgbo j_ameviZle\ ihey]Z} \ IhfikonhgtmewhZghhkees”"
ijbgpbib nmgdpehgm\Zggy e<gl_e_dImZevghdgEb kbl i\ ikdenddyghi§bl_ogeqgh€
kbkl _fb a g_gmleb\eklx "h g_ih\gbo | _ogheh]eqgbo ~Zgbo ijh g_€ ljbgpl
egl_ e _dimzZevgh€ kbkl _fb ihrmdm ijbgbg \e~fh\ kdezZ~gh&fb d@sqgh€ kbkl
ijhlgham\Zggy jbabdm \e~fh\ ie~rkbklifsfkbkfifighglef\e dhfihg glgbo a\ yade\
€€ kljmdIimjz m | _jfegZo | _ogegqgbo |Z |I_ogheh]eqgbo hikfgdezZh{m~h\b | 7
km~rgh\h€ g j] Ibggh€ mklzZgh\db J ameviZlhf “hkees*evgvhtrzddm } jhajh]
ijbgbg \e~fh\ kdezZ”gbo | _ogegqgbo kbkl f ydz fh _ jhaley“zZdbkytyd dhgp _i
\heh”e} \eAghkghx g_gmleb\eklx “h g _ih\gbo | _ogheh]egqgboeé¢agpoyijh kbkl_
ihrmdm ijbgbg \e~fh\ kdeZ*gh€ | _ogeqgh€ kbkl_fb a mjZoa\Wegyygdyf§2}jZjoeqg
hkgh\e hpegx\Zggy | _ogeqgh]h klZgm azZ ~<Z]ghklbggbfb hal\gZtiiafb 1Z ijh]gh
\bagZqgZlb \jZaeb\s is~kbkl_fb dhfihg_glb

Dexgh\s kel\d@ezZ"gZ | _ogeqgZ kbkl _fz ier"kbkl _fZ dhfihg_gl fe kbkl _fge
fe' e f glge a\ yadb ~eZ]ghklbdz ijh]jJgham\Zggy fh”_ev hpegdZ jbabc
egl e _dimzZevgZ kbkl_fzZ ihrmd ijbgbg \e~fh\
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GZpehgZevgbc mge\_jkbl_ | ©H” kvdZ iheel_o0gedZz?2
ljhki_dl R_\g_gdZz HA_kZ E-mail:Mdjz€gZz
bobrikov1932@gmail.com, luleopro@gmail.com, sanp2g@id@il.com

AZijhihgh\zZgh f_Ih” ih[m”~h\b e« jhajZomgdm kljmdIimjgh€ ko_fb kb
mijZ\eeggy h[f}dIhf ydbc dimgkijmgHbrigkes~h\gbf af}*gZggyf
Zi_jeh~"bggh€ ezZgdb i_jrh]lh ihjyrdm 1Z e«gl_]jZlhjhf Z nhjfZeeah'
hibkzgh fzl_fzZlbgghx fh”"_eex m \b]Jey”s “h[mldm \e~ih\eArgbo i_j_"ZI!
nmgdpec Ilhrbj_ghx Ibih\h€ j_ ZeeaZpe}x aZagZq_ghlh h[T}dlZ mijZ
fh>_  kem]m\zZlb _e_dljbggbc "\blmg a " _j_ehf \oe"gh€ gZijn
AZijhihgh\Zgbc f_Ih” ~“ha\hey} ih[m~m\Zlb kbkl_fm mijZ\eeggy [eba
hilbfZzevgh€ azZ r\b~rdh”e}x Iljbghfm hilbfZevgeklv \ ~Zghfm \biz~
\bagzZqgz}lvky Ibf sh h[fT}dl \ ijhp_ke nmgdpehgm\Zggy \fbdzZ}lvl
j_e_cghfm j_Tlbjfeoergbc ijhp_k ~ey \bagZq_ghlh h[1}dIZ mijZ\esgQgy
mfh\Zo hilbfZevgh]h j_"bfm yl\ey} kh[hx "\Z _1Zib jhalhgm IZ ]Zevfm
yde areckgxxlvky azZ fZdkbfZevgbo agzZq_gv \os*gh]h \ieb\m S Ih[lh
gZijm]b >ey \bagZq_ggy fhf_gle\ i_j _fbdZggy \o**gh]h \ieb\m kb]
\bdhjbklZzgh f_Ih”" nZah\h€ iehsbgb Z nZah\bfb dhhjrbgzZIzZfb ijb p
\bkimizZxlv ih hke Z[kpbk S \bo+"gZ \_ebgbgZ “ey gZ\_~_gh]h ijbde
qZklhlZ h[_jlZggy \Zem “\b]JmgZ Z ih hke hjAbg#igd&\b~ d+klv afegb
\ ebgbgb Z[h ihoe”rgZ \e® gZklhlb h[_jlZggy \Zem ~\b]lmgZ |h[lh \e~
ijbkdhj_ggyhajh[e_gh kljmdIimjgm ko_fm kbkl_fb mijZ\eeggy sh
aZ[_ai_gm} jhaleg 1Z ]Zevim\Zggy h[T}dIZ ijb fZdkbfZevgbo agZz

\oe*gh]h kb]JgzemlZy HilbfZevgeklv i_j_oe~ghlh ijhp_km
aZ[_ai_gm}lvky Ibf sh ihob[dZ mijzZ\eeggy ihje\gx}Ilvky a kb]gZehf
gZroh”blv \e~ eZgdb gZeZrlh\Zgh€ eege€ i_j_fbdZggy GzZ\_"_gh

h[gbke_ggy eeg+€ i_j fbdZggy gZ nZah\ec iehsbge Z 1Zdh" ijh]
jhajZomgdm eege+€ i_j fbdZggy gZibkZgm \ k_j_~h\bse 0$7/$% m nhj
ILOH l[jh\_~_gh fh”~_ex\Zggy kbkl_fb +nLFP2XOLQN$798H%
i*M\_j~"m} hilbfZevgeklv ijhp_km mijZ\eeggy

Dexgh\s kehlgmdImjgzZ ko _fzZ kbkl _fZ mijZ\eeggy i_j ~ZlhgqgZ nmgdp

<klmiJhaleyg_fh hilbfZevge kbkl_fb \ ydbo dghlklpe}} hilbfZ
fegefZevgbc qZk \e?ijZpx\Zggy kbkl_fhemaz< zyghhklkh]diZdlZz
mijZ\eeggy ijbcfz}fh \bdhgzZ\gbc ijbkljdab]lmgijblilelZ¢gh]h
kKljmfm a i*"kbex\zZq_f ikl gpfille sh je\gyggy h[f}dIZ mijZ\ee-g
Ih[Ih ch]lh fzl_fZlbqgqgZ fh"_ev fZ} \bley”"

d? d
dt dt
NmgdpehgZevgm ko_fm aZfdgmlh€ hilbfZevdgh#h azZ r\b~"d
gZ\_~_gh gZ |jbk ljbcfz}fh mfh\m ehgdy THM mipEm}ivky
“n_j_gpeZevgbf jelgyggyf * sh dhj_bFhojz)gebdp klbopg 1Z
g_"h"Zlg-
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Jbk ngdp hgZevgZ ko_fzZ azZzfdgmlh€ kbkl_fb
im SnijZ\eyxqgbc |jbhrﬁ'd1[‘ﬂ}dl mijZ\eeggy

<enih\eAgh Ah |_hj_f-+gh j\Zes\ > @ ~ey azZ[_ai_q_g
fZdkbfZevgh€ r\b~Adhre€ \ [Zdec kbkl _yu tkbihgbe rgifz\ee.qyz

liZgbggh ~himklbfe dhZglady, Z i_j_o+*”gbc ijhp_k ijb pvhfm
kdez~Z}lvky a “"\ho qZklbg jhalhgm |IZ ]Zevfm\Zggy

AZNZQq _Xx hllbfZevgh]h aZ r\b~rdh”e}x mipdpeegyylZ\ ihklZ
jhalJey~Z}lvky '} i_j_\_"_ggy \boe<"gh]h \kb]gfzgmo Zlhj'S
mijZ\eeggy S ©\bo-’\gh€ dhhjrbgzlb2 hpfhdIgb deey’ ngz§ »
gZklhlb h[_jlZzggy \Zem ~"\b]lmgzZz a iBEg¥ddE\gkklklibgmm[_plZgg
gZ ihqzlhd fhf_glm mijZ\eeggy \ degggWd klZhg gogyZqZklh
h[_jlZzggy aZ gZkees~"dZfb mijZ\eeggy :@fhfodtfzidbfbevghkh
mijZ\eeggy a\h”blvky ~h \bagZq_ggy fhfkglg\Zem moidZ\erggy

ut a- agzqUggy!h[lh a j_"bfm jhalhgm Uy, adBflhgmyj_"bf
]Zevim\Zggy Fhf _glb i_j fbdZggy fh gZanmagZ detbh\thge Ty
"bn_j_gpeZevge* je\gyggy Kee*N aZagZgblbm\Zhgkieeig flhha\f
"bn_j_gpeZevgbo je\gygv \bagZqg_ggy ®eljhAetZ}g4knmbfmsh \
jhalhgm 1Z i_jeh”m qZkm sh \erih\e~rZgy ~bfma\lnZdod m*t h
g_h[oe~rghkle jha\fyam\ZIb IjZgkp_g” _@lge je\gyggy > S

Gb ' q_ ihdzazgh sh ih[m”~m\ZIlb kbkl_fde\gb&vfdmgZh hilbf
g_\bagZgzxgb fhf_glb i._j fbdZggy
F_1Z jhlhil_lhxjh[hlb } jhajh[dZ mijZ\eyxqgh]h ijbkljhx hilbfZevg
r\brdh”e}x kbkl_fb ch]lh kljmdIimjgh€ klbafbohZgdmlihtppbghfm
lZdh]h sh hkiZdbo¢fZ]Zz} \bagZqg_ggy fhf_gle\ i _j fbdZggy d_jn
kbJ]gZem\bdhgZggy m a\fyadm a pbf Jjhfeardbbohphgbke gv
jha\fyadhf ljzgkp_g”_glgbo je\gygyv
Hkgh\gZ qZklKkbgEgZe mijzZ\ddggybk ih\bg_g afegx\Zlbky aZz
j_e_cgbf azdhghf hl _ 1ZdzZ kbkl_fZcghXxmHéyh hgbkrgelZ
jhajZzomgdm 1Zdh€ kbkl_fb \bdhpzlkadz\}ig fehsbpb pvhim
jhaley”rZIbf_fh nZah\m iehsbgm ih dhdhhEb gl hghioihob[dm
mijZ\esgy Yy, Yt S \ekv Z[kpbk ¢ r\b~Adeklv afegb ihob]

Ht dxt/dt S \ekv hjrbgZzl

-9
y
I b

Je\gygagy aZibkZg_sh”h ihob[db gZ[m\Z} \b]Jey™m
d®xt dxt
T, ut . 2
Sh[ i_j_clb \eA ~"bn_j gpeZevgh]h je\gydgye\kgokggyb\

dhhj*bgZlZo nZah\h€ iehsbgb ihlje[ghdaxgtidympgyazZe \bbc
iZjZf _1j §Zk >ey pvhlh ij _~klZ\bfh "jm]m iXbeg@mlmighdh€
gbghf
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d’°xt dH dH _dxt Hd H 21h ki_hsdzxt ~dHF
dt  dt  dt dxt  dxt Ihs-eh— o

l[er"klZ\eyxgb \ je\gyggy i_jrm 1Z ~jmh€Xthoe"rge afeq
hljbfz}fh m dhhj*bgZlZo nZakth#tiehphixgbl gzZkimig_
dHH
T,— H ut . (3)

Je\gygagy yley} kh[hx "bn_j_gpecg_ fb\gylydha@ae yxflagky
lekey hq_\bAgbo i_j I\hj_gv hljbfz}fh

dHH
dx 5 :
H kyu
< hklZggvhfm je\gygge kijZz\Z S 1Z[ebggmmmewllZjZe <
gl_]jm\Zggy fZ}fh
x T Hhku infku H C, (4)
n_ C, S ihklecgZ -gl_]jm\Zggy
Ih kmle \bjZa hibkm} kef_ckI\h je\@ydWScnZah\do dj
ydbo \bagzZqZ}lvky ihklecghxCrel d¥7m\Zbbwy \¢* ihgZldh\bo mfh\
yde \' k\hx qg_j]m \eZzkgh <« \bagZqgzZxlgydhhgkledgh€ agZq.
*gl_]im\ZGgy <bagzZqgbfh je\gyggy nZah\h€ 1jZ}dlhj+j€ aydZ ijhol
p_glj dhhj*bgzZl >ey pvh]lh ijbcf_fh djpgp-"gh]hfhybpi km
X d)% d-gl_(!l-g 0.
[e"klZ\b\rb degp_\e mfh\b \ je\gyggy _od\dwughRllbfdgagZq
‘gl _1im\Zggy

G Tokut unlkut|. (5)
>Zee i*"klZ\eyxqb GoE g 9mwogy hljbfz}fh
x T HEkut logfkut H Tkut unlkut|. (6)

Je\gygagy S p_ j*\gyggy nZah\bo IjZ3glnjacj yedp i
dhhjrbgzl Ix[IH O.

Jhaleyg_fh ~\Z \biz~db

1. G_oZc tjb0, yt 0 gZ \o«” ih~"Zgh Yb]gjbepvhfm
ihob[dZ mijZ\eeggy XHje\Yx} mijZ\eyxqgbc ijbkljec \b"Z} kb]gZe
Uiax Unax J°*\gyggy nZah\h€ 1jZ}dlhje€ sh \eAib¥mZ} pvhfnm
hljbfZ}fh a je\gyggy isuklZUQh\rb >ey pvhlh j_"bfm \\_~_fh

ihagZzq_ody X !'0, HH 0, k.. dHdO Je\gyggy gZ[m\zZ}
\bJey”™m

X1 ToHTKY ma I0KY e B TEKY o UINKY . (7)

2. G_ozc tjpbO,yt 0O gZ \o+” ih"Zgh Kh]lgFe pvhfm
ihob[dZ mijZ\eeggy XHhje\gw} mijZ\eyxqgbc ijbkljec \b"Z} kb]gZe
Umwx Upax Yd ¢ m ihi_j_~gvhfm \biZz*dm ~ey pvi]h j_"bfm

ihagZg_ogdy X, 0, HH !0, 0 didkJ, - Lh”e je\gyggy nZah\h€
ljz}dlhjsf \erih\e~rZ} pvhifm j_"bfm gZ[m\Z} \b]ley”m
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X2 TOIE|TI§EJ max In‘ k!iJmax Hﬂ T(k(pmaxum‘ k(pmax" (8)

Jhaleyg_fh ijbdez” G_oZc iZjzZf_Iljb yw[fgpdM agi4 4 \ gy
k, 025 T, 05c; U, r220B.

>ey ih[m”~h\b |Z jhajZomgdm eesg*€ i_¢ZffbdZgghZ aZ nhjfm
kdhjbklz}fhky ijh]jZzfhx gzZ\_~ ghx glkdezZ"ljghijazmhihfh]hx
ieZINnhjMATLAB > @ 1Z ij_"~klzZ\e_ghmsilenhjfzZle

T=0.5; k=0.25; Um=220; ku=k.*Um

el=[-55:0.1:0];

x1=-T.*e1-T.*ku.*log(abs(-ku+el))+T.*ku.*log(ku);

€2=[0:0.1:55];

x2=-T.*e2+T.*ku.*log(abs(+ku+e2))-T.*ku.*log(ku);

e=[el,e2];

x=[x1,x2];

plot(x,e); grid

GZ |jbk ihdZaZgh eegey i_j fbdZggy nyYaad¥X¥hW&ghekhsbghb
kbkl_fb

GZ jbk ihdZazZzgh nzZah\bc ihjlj_| azfépwrllhf® kEeddyxqgh€
i _j_fbdZyYON ihreey} \kx nZah\m iehsbgm gZ "\« §ZkErgh€IjZ\hjn
i_j_fbdZguy U rax es\hjmqg \+" ee+g+€ i_ytfbddggy
| _j_oe”rgbc ijhp_k m kbkl_fe \e~rh[jZ ZGlvik\hshge njzradihs
ah[jZ mxqh€ Ihqdb nZah\h€ [jZ}dlhje€azZ®h "dZvI\Z23dihgnyldh\bo
mfh\ IhljZib\rb gZ nZah\m |jZ}dlhjex ahmdzZimx4¥ khjigdB ih
gec | _j_ oM gZ egrm |jZ}dlhjex fh eb\hcfledbZggeegy€hx } eegey
MON M \_jogec gqZklbge nZahMb€ idtisyb!O gzijyfhd jmom
klZgh\blv ©@@2i§Z2h2 m gb gec qZklbgrZ@®Hdjz\Z

Jbk Eegey i_j fbdZggy g Jbk NZah\bc ihjlj_| kee”
iehsbge kbkl_fb

Sh[ hljbfZlb Ze]lhjblf nmgdpehgm\Zggy hbl'bdEes}xh€ az 1
kbkl_fb g_h[oe*gh aZzZ[_ai_qblb jmo ah[jZZoklgfiZEevbhgxdb a
r\brdeklx ih fydre IjZ}dlhje€ “h i_j_lbgm a eege}x i_j_fbdZggy

GZ nZah\hfm ihjlj_Ile \b”rgh sh dh'gZ mnZjahbga}2}kyhaey
eege}x i_j_fbdZggy IhljZib\rb gZ eegexahijZ nbxddyghhqdz
g fbgmg_ jmoZ}Ilvky ~“h p_gljm dhhj*bgZ\badfKikkbtZemMghx r
gbghf mijZ\eyxqgbc ijbkljec ih\bg g \ipd\&ldgkp]|\gZeemcghfm
j_"bfeut WJ,..x aZe_"gh \er ihgZldh\bo mfh\ « \ fhf_gl ihiZz
ah[jZ mxgh€ Ihqdb gZ esgex i_j fbdZgegy ih\dgcgbc jjdbkidZIb
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ihlhggbc kb]gZe mijZ\eeggy gZ a\hjhlgbZedlZjdg ZdihZ \ é Alyc
fh gz hljbfZlb ydsh ihje\gx\ZIb ihob[dan \mejZdleghgy sh
\eNih\enNZ} eege€ i_j fbdZggy + ""Z\Zltbhdkdggy¥YemgpgZasj ydsh
ithob[dZ g_ ~hje\gx} gmex

KljmdIimjgm ko _fm azZfdgmlh€ hilbfZevgh#€baihddadyphe}x kb
gZ jbk GZ ko_fe jbk ij_~klZ\edlgh[gBE#&ImByq [eh [ehd S
nmgdpehgZevgbc [ehd ydbc nhjfm} eegexeihd BdZagygmB c
aZe “geklv \boergh€ \_ebgbgb [ehdm ygZR ko\+f™ iih@gfdEgh
\boe~"gh€ \ _ebgbghdkbkl _ fb

>ey |hl]h sh[ mgbdgmlb fh eb\bo Z\lhdhcebkiZglvfm j_e_c
ihlje[gh \\_klb \ j_ eZgfdd jbklbdm ahgm g_qgmleb\hkle Ijb
af_grm}lvky lhqgprkiM keerdmxqgh€ kbkl_fb hkdeevdb \oe"ges kb
f gre aZ \_ebqbghx ahgb g_gmleb\hkleijo£gtlZzZ} kbkfmfZsd|[ a
hrghlh [hdm S mgbdgmlib fh eb\hkle ZYhjdh&bezZzdv aiZ g | bg
\erkmlgeklv m kbkl_fe ahgb g_gmlel\hkbkljde_clgjmoAjZzgh aZz
Ahihfhlhx “"\ho _e_f_gle\ m\efdgmlbohipkegh\gZgdjlh a \_ebdbf

dh_nepe}glhf ie*kbe_ggy |Z g_ecgechh€gadgddb Ibim ©gZk

libkljec mijz\e Hibdl mijzZ\es

*
-

111111111111

fZ hilbfZzevgh€ az r\B" ke }ib k

Jbk KljmdImjgZ ko _

Qbkeh\bf _dki_jbf_glhf \klZgh\e_gh > «}I| @klsé _dlgynep
ijhihjpecgh€ eZgdb kee” ijbcgyl® nl0f+ziZzahgbgbgm gZkbqg_ggy

g_e+gecgh€h¢jzgobyd U . .

GZ jbk7 gz\_"~_gh j_amevlzZzl fh”_ex\zZggy kbkimfb ih[m~*
\erih\erghkle "h kljmdImjgh€ ko_fb jbk "klZ\e_gh€ gZ
r(©) : : : u(t) ) : : :

12t --------- o -------- 200 ; NETEE .......... ......... e j

g B S /_,_ : 4 i 4 :

0.8 : ] }

' — :

0.6 - . : :
0.4 100 foee - .......... .......... ......... R i s 4

0.2
0

200 freoe 250 .............

0
1- le=1

Jbk J_amldviB”_ex\Zggy hilbfZzevgh€ azZ r\b~rdh”e}x kbkl_fb "e
1- yn ]J
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12 : :
T freserneennss f.........._........_........................_...q_
08 e / ............ ............ .............
0.6 oo ............ ............ .............
0.4 | / ............ ............ .............
0:2 feeglisn ............ ............ .............
0 0.605 OI.OI OI.OIS t e _3000 o_glof, g_lm 0_615 t c.
2 - yn=0.001
Jbkb J_amevlZlb fh~r_ex\Zggy hilbfZevgh8 _dB fey*dh”e}x kb
2-y, 0003
1;(5) : 5 : : w(f) : . : :
10 : : . 200 F— ..... .
8 100 Feooeeeees ..... e
& F 0 b ................. .
41 J100 b ................... ......... .........
2t § § ﬁ
N ‘_ ; ; : s i s
0 0.2 04 06 08 ¢ 0 0.2 0.4 0.6 08 c,t
3 -vyo=10

JbKr J_amevlZlb fh® _ex\Zggy hilbfZevgh€ dB8 fey d
3-y, 10

AZ ]jZnedZfb5-ybkh gz ~"eclb \bkgh\dm sh kbkl_fz af[_je
\eZklb\hkle hilbfZzevgh€ ih r\bArdh”"e}x Zmah@jhdbfgn a’ZZdxqh]h
kb]J]gZem HilbfZevgeklv ijhp_km ie?\_fd mafvky kBh]gZedZ
mijZ\esgidy 1J ...
<bkgh\dBhajh[e_gh kljmdImjgm ko_fm <« f_|Ih" MghJomgdm m
ijbkljhx ~ey h[T1}dIZ mijZ\eeggy ~jm]k}dmkgptdimbk| kfe ydZzZ }
hilbfZevghx azZ r\b~rdh”e}x JhalJeygmlbc fall@ZomXBHEdhey} |
hilbfZevgm kbkl_fm [_a \bdhgZggy Jjhfeadhbphljthajz\omgdh\
ijh]jZfm sh ~ha\hey} \bdhgZlb g_kdeZ%y im[abke\lbggy ~*
mijZ\eyxqghl]h ijbkljhx ih \b"m az”~Zghihhbhgyggpedeafirggh€
qZklbgb kbkl_fb kmlv S h[1}dIZ mijZh&-gglyx Z[h_AZINeyihx
nmgdp-e}x

Kibkhd e*l_jZImjb
1. IbkzZj_gdh,J<igedh\Z KilbfZevge 1Z Z~Zilb\ge kbkl_fb F_Ih’
[_hje€ hilbfZevgh]lh dAdDjm\ZlggWm ©DI1 «f 1 Kedhjkvdh]h?

k
2. Empvdz ,CEE~"Zgxd : | HilbfZevge 1Z jh[Zklge kbkl_fb d_jr
| _ogheh]eqgbfb h[D}dIZfjz k

3. Albertos P., Sala A. Multivariable control systems @engineering approach.
Valencia: Polytechnic University of Valencia, 200393.

4. DjzZkghijhrbgZ J_:igbdh\z G ; Bevg_gdh : : Kh\j_f_gguc Z
kbkl_f mijZ\e_gby k ijoMAT.AB bSimulink, Control System.D
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5. ;h[jbdh\ K tbgm]bg ? > HilbfZevgZy gd4kljmedlhjEB k
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we _dljhh[hjm~h\Zgb_ D k ogedZ181.
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mkbe .gMeg _dljhl_ogbq_kdb_ b dhfivxfu.j2010.<k bkl _
K 52.

7. ;h[jbdhK :lIbgm]bg ? > HilbfZevgZy gZkljhcdZ pjznjh\h]lh j_]
Ney h[t_dlZ \ukhdh]h ihjyrdzZ k. 828i4ddMuiZrplg hfifm *m\Zggy
I1Z e _dljhh[eZ”gZggy K61.+

8. ;h[jbdh¥K : Ibgm]bg ? > ;Z[bcgmd H ; HilbfZevgZy gZ
pbnjh\hlh j_Imeylhjz 7ey kbkl_fu mijZadéhfgbyhijkh]ZklZI
ihjy"dWe _ dljbg_kdb_ b dhfivxl_jgR0l5kd kl_fu K -86.

SYNTHESIS AND SIMULATION OF THE OPTIMUM
ACCORDING TO THE SPEED OF THE TRACKING SYSTEM

S. O. Bobrikov, L. L. Prokofieva, A. A. Saveliev

National Odesa Polytechnic University , Shevchestko 1, Odesa, 65044
bobrikov1932@gmail.com, luleopro@gmail.com, sanp2@i#@il.com

A method of construction and calculation of the structural scheme d&dhidy management system is
proposed, which is constructively formed by the serial connectitimedfrst-order aperiodic link and the
integrator, and is formally described by a mathematical modehe form of a product of the
corresponding transfer functions. An electric motor with an inpaagelsource can serve as a common
typical implementation of the specified control object. Theopsed method makes it possible to build a
control system that is close to optimal in terms of speed. Mergogtimality, in this case, is determined
by the fact that the object in the process of functioningrisetd on in relay mode. The transient process
for a defined control object, under the conditions of the optimal med®o stages: acceleration and
braking, which are carried out at the maximum values of the input influghatis, the input voltage. To
determine the switching moments of the input influence (sigtred)phase plane method is used, and the
phase coordinates are: on the abscissa axis, the output valuke(fgiven example, the frequency of
rotation of the motor shaft), and on the ordinate axis, the rate of cbhtige output value (or derivative
from the rotation frequency of the motor shaft, i.e. the correspondasdesation). A structural diagram
of the control system was developed, which ensures acceleratibiraking of the object at the
maximum values of the input signal. The optimality of tlagition process is ensured by the fact that
the control error is compared with the signal coming fromlitile of the configured switching line.
Formulas for calculating the switching line on the phase planerasented, as well as the program for
calculating the switching line, written in the MATLAB enviroent in m-file format. The system was
modeled in the MATLAB-Simulink package, which confirms the optimalityhef¢ontrol process.
Keywords: structural diagram, control system, transfer function, optsyatem, speed, relay mode,
phase plane, switching line, control error, simulation.
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> 1 =hji_gdhH ;helvhgdh\

GZpehgZemgbdgkbl | ©HNhlevdZogedz?2
ij R_\gq_dldR~™_kzZ Mdjz€gZ
e-mails: horpenko@op.edu.ua, boltenkov@op.edu.ua

Jh[hlZ ijbk\yg_gZ iblZzggx \bagZqg_ggy gZcdjZsh]lh eh]eklbgqgh]lh fZjrjm
gZk jhal\fyaZggy hi_jzZlb\gbo az”~zZq ljZgkihjlgh€ eh]eklbdb \ mfh\Zo \-
klZgm dhfZg~hx \hehgl_je\ < jh[hle ijh\h~blvky h]ey” [Z]Zlhdjbl_jeZe
f_Ih”~e\ ijbcgylly jer_gv yde \bdhjbklhimxIvky ”~ey jha\fyaZggy hi_jZI|
azZ”"Zq ljZzgkihjlgh€ eh]eklbdb GZ \b[ej gZcdjZsh]h fZjrjmIm "ey i_j_\
iZKZ bje\ Z[h \ZglZ " m \ieb\Zxlv afegb klZgm ah\gergvh]h k_j ~h\bsZz
"bgzZfeqgh afegx}lvky ie® gZk \eckvdh\bo "ec >ewnni_jZlb\gh€ hpegd
ah\gergvh]lh k_j “h\bsZ "“hemqgzZxlvky \kdheglglghe\dhydg"b

\heh?exlv ZdImZevghx egnhjfZpe}x sh™h klzZge\ fZjrjmle\ >ZgZ e+gnhijf
i j_~Z}lvky dhhj*bgzZlhjm dhfzZg”b \hehgl je\ ydbc ¢ ijbcfZ} jer_ggy
\b[hjm eh]eklbggh]lh fZjrimlm < mfh\Zo \eckvdh\h]h klZgm fh mlv “~bg
afegx\Zlbkv yd deevdeklv eh]eklbqggbo fZjrijmle\ LZdbf klZg fZjrjmle
gbghf f_Ih~ab yde azZklhkh\mxlvky dhhjrbgzZlhjhf \hehgl_je\ ey ie"lj
ijbcgylly jer _ggy fZxlv [mlb klecdbfb ~h afegb deevdhkle fh eb\bo eh]ekl
fZjrimle\ 1Z €0 afeghb <hgb 1Zdh" ih\bgge fZlb g_\_ebdm h[gbkex\z
kdez~rgeklv 1Z ieMjbfm\Zlb Jjmih\_ ijbcgylly jer_gv < jh[hle ijh\h~bel
ihje\gyggy f_Ih~«RAndlytR Hierarchy Process |1Z P6PDUW gZ hkgh\e |Zdbo
nZdlhjyd z~_d\Zlgeklv ~h afeg Zevl_jgZlbl\gmpHd «Kjltwl _me&jhp ke

ijbcgylly jer_gv h[gbkex\ZevgZ" kdié@Zlgekdw i«"ljbfdb ]jmih\h]h
ijbcgylly jer_dvevdeklv Zevl_jgZlb\gbo fZjrjmle\;mmZhdjbl_je€\
jhaleygmlh az~Zgm \b[hjm gZcdjZsh]h a fh eb\bo fZjrjmle\ a H~_kb ~h (
J_amevlZlb ihdZazZeb sh h[bMZ f_|h"Z ie«*oh”~ylb[hgm jhalfyaZggy az”"
gZcdjZsh]lh fZjrimlm Ze f_Ihr P6PDUW \by\b\ky djZsbf azZ hpe
jhaleygmlbo \ jh[hle nZdlhje\

Dexgh\s keh\zZlhdjbl _jeZevge f _Ih”*b ijbcgylly jer_gv ljZgkihjlgZz
eh]eklbdZ dhfzZzg~Z \hehgl_jt\ $+3 P6PDU

<klmiH”ge}x a azZ”~Zq ljZgkihjlgh€ eh]eklbdb jinlehaglziglZzgdp fZjr
j_kmjKd\Ydsh jhalJey~Z}IvkybagdgZadqdgqgy fZjrimle\ aZ klZpehgZjgbo
ljZgkihjim\Zggy p_ihraaddMZ ddlbfZevgh]lh fZjrimlm > @ M jZae* ~bg
afeg mfh\ ljZgkihjlm\Zggy yde \bgbdZxiw\hgZK&45hdaXsckym
hi_jzZlb\gh€ ljZzgkihjlgh€ eh]eklbdb \jZahrtmdZhd oj=aggh hWZdlhjb 1Zd-
yd g_[_ai_dzZ r\bhkbkkVdb \eckvdh\e jbabdb [Ijb ijbcgyle jer_gv \
mfh\Zo \bdhjbklh\mxlvky [Z]Zlhdjbl_jeZgyldy fsth@p ijde
"halheyxlv \jZoh\m\ZIlb jeage nZdlhjb I1ZshlhadgZgijhbl gZcdjZz
fh eb\bo<hehg!l _jkvde hj]l]ZgeaZpe€ \e/e]je\Zxlv Y4eebdme jhev n
ljZzgkihjteh]eklbgqgbo az\"Zgv \ mfh\Zo \h}ggboaZi¢Zgwvh hHgh\gb
\hgb \bdhgmxlv \erghkylvky _\ZdmZpggylZxltZgktthjlin\ai_qgbo
fekpv IjZgkihjlm\Zggy ]mfzZgelZjgbo jZ@¢lZebo NYE cithkd\ ~_ \hghb
ihlje[ge gZc[eeVvIiA]*gdh a dhgp_ilmZevghx fh” _eex aZijhihgh\Zg
\hehgl _jb yde agZoh”ylvky gZ fZjrimlZ¢_ &2\id elg\bifjfZpe€ "ey
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dhhj*bgZp+€ ~"ec 1Z ijbcgylly jer_gv ehkekdbqgdibk| afZY*Eqgh
a[bjzZxlv egnhjfZpex ijh klZg ~hje] h[ }dFr=\nEddhjdmylde fh mlv
\iebgmlb gZ eh]eklbqge hi_jZpe€ PY¥}lyidihjliyryZihjm dhfzZg”b
\hehgl_je\ < kmqgzZkgbo mfh\Zo \hehgklhdnihZhblVv \dgllheh]«€ Z kZf.
fhleevge "h™ZIdb ~ey i_j_~Zqe hi_jZ\btddhh§"bgZipjfZpb€ p_glj
dhhjr*bgzZlhj dhfzg”b \hehgl_js\ ZgZestdpphlljbfiflgetZgnri ggy
shh \b[hjm gZcdjZsh]h fZjrimlm a fh ebhB@IldEkhjfjecklvges *
j_Zeesah\Zge [Z]ZIhdjbl_jeZevge f_lhyly Nhladgghiw jdhhjr*bgZlhjm
dhfzg”b \hehgl_je\ hljbfZIb ~hihfh]mlyefergAOgyjbLjtnyl ~ey IZdbo
AhnrZlidel g _h[oe~rge f_Ihrb vyde fZxlv gbmvHde 2Vfgbikiex\ZeMg'b
fZxlv [mlb klecdbfb ~h afegb deevdhkle dboeld¥jojnelh]-kllkzq
ieMjbfm\ZIb ]jmih\_ ijbcgylly jer_gv > @
:gZeesa e°*l_jZImjgbolZ ihklezgh\dz ijh[eZ]fblhdjbl_jeZevge f_Ih~b
\bjer_ggy eh]eklbggbo aZz”Zq \ mfi\Z o hackeryhivb djZoh\m\ZIb jeag
Zki_dlb 1Z djbl_j*€ ijb ijbcgylle jer_gzZlihkgiml} pleed/gglfo f_Ih"e\
yde fh ' mlv [mlb aZRlhkh¥Zgggy eh]eklbqgdmd. BZMNZFggZecam
*}jZjoec $QDO\WLF +LHUDUOBK\BURIGMK g Z&+HB \I>dhjbklh\m}Iivky
jer_ggy azZ”™Zq ljzZgkihjlgh€[10eli]«k#btBb \bdhjbklh\m} <}jZjoeqgm
kKljmdImjm "ey hpegdb \jZagh\;®kdgbl_je€\ 1Z Zevl_jgZlb\ P_c f
"halhey} \bagzZqblb \Z]hfeklv dh gh]lhgdljib1Z gl |7g Zhp\o gZ hkgh\e
€0 \e"ih\e~rghkle djBhgplyfe_gh fh~bnedZpe€ f_|h"m $+3 yde
\bdhjbklh\mxlvky ”"ey jer_ggy aZ”"Zq IljZgkih@Glgh®deBdk f_ Ih”"
ZgZeesam <}jZjoec aZ ~“hihfh]lhx dhfie_dlkgh}lgl2Z]|ChDO\AMLF 1HWZ
Process ANP) } jharbj_ggyf $+3 ~halhey} fh”_ex\ZIlb \aZzZ}fha\ yai
f_glzfb <}jl2)joPE c f_Ih” dhjbkgbc m \biz~dZo de&bg\bjerm}livk
eh] klbggZz az”~"ZqzZ a \aZ}fh’\-qubfbh’bIJ)))K_l]WﬂtB@ Ahih\gx}
$13 azZz ~hihfh]lhx g_q-eldh# bedhjldiol hyd¥XIvky ~ey hpegdb \azZ}fha\ )
fe' e f _glzZfb «}jZjoe€ Z 1Zdh  "ey djbagjZgf gg¥eVa] jgZlb\zZf
AZklhkm\zZggy f_Ih m )X]]\ $13 \ ehlhkidogod & ~azZftZqZohihfh]lb
\bjerblb kdez~ge |1Z [Z]ZIhdjbl_jeZeidte[pHejZlohYm\ZIlb g_ leevdb
gbkeh\e hpegdb Ze_ ¢ g_qelde 1Z g_ k#ghalgZ\hgeynhXdohdm\zZIb
jeaghfzgelgeklv *Zgbo g_h”ghjergnkilphpZ kg igeldekllly jer _gv sh }
\Z eb\b\f mfh\Zo \eckvdhFodh”®e®,.25 90OVH.ULWHULMXPVND 2SW
Kompromisno Resenje) [1® } [Z]Zlhdjbl_jeZevgbf f_Ih~hf ijbcgylly jer_gv
"halhey} agZoh”blb dhfijhfekge jha\ yadb p*€y aaZdlydhflbfeaz
dhgneedimxqgbfb djblF jtgfb 9,.25 fh ' [mlb azZklhkh\Zgbc m jea
]Zemayo \dexqgZxgb eh]eklbgqge aZ"Zqgh*d mnxfipg\ZchablggbagZclb
dhfijhfekge jha\ yadb yde \jZoh\mxlv [ZdZIhyddjWdjlpddVv IgZk
_n_dlb\geklv 1Z egre sh ~hihfz]zZ} aZjgmiedqtiklbdmdlbmfh\Zo
\h}ggh]h dhgnkeestim )X]]\ 9,. 85>} jharbj_ggyf f_Ih m 9,.25 ydbc
\jZoh\m} g_qeldeklv 1Z g_h”ghagZqgg-kgwg"Zgpol higpb\bjjeZzevgbo
az™"zZq M f_Ih”re YX]]\ 9,.25 aZklhkh\rexlVey gj g*kdZ\gbggy 1Zdh€
eqqhjfZpe€ yd hpegdb djbl_je€\ 1Z Zewh jglzdbhey’d €EhF_kx\ZIb
g_h~rghagzZqge*klv 1Z g_\bagZq_geklv nh ¥Yhjer [gmlb adiDggbfs \
mfh\Zo \h}ggbo 7~ec ~ Ahkimigeklv Thdobm KAgboglik™ Z[h
g_ih\gh¥ _|hTOPSIS (Technlque for Order Preference by Similarity teald
Solution, TOPSIS) [15]7236,6 \bdhjbklh\m} ihgylly <~ Zevghplh 1Z gZc
jha\ yadm 7~ey hpegdb Zevl _jgZlb\ P _cjdgZlbtb j§d rhkghéwvl€o
\enrklZge ~"h e~ Zevgh]lh jha\ yadm ZhlZda\ yddkghtcdZjrh]_ vy
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f_Ih m )X]]\ 72156 6itkey]Z} \ IThfm sh[ \bdhjbklh\m\Z[b g_q-elde ¢
g_qelde fgh bgb "ey ij_"klZ\e_ggy 9ZdbagAZfgklvie«lhggbo agZqg_g
djbl_je€\ IZ hpeghd Zevl_jgZIlb\ \bdyrjlllklg\brkelZ kg[\gklibqgg
| _jfegb yde \bjZ Zxlv klmiegW¥ ghgelGh&3« 6L P S-@AtHibldeX O W L
Rating Technique) [1@ } h~gbf a f_Ih”~e\ [Z]ZIhdjbl_jeZevghdh ijbcgylly
\bdhjbklZzggyf fh[eevgh]h "h~Zldm ydbc AéyhijjZlkg hhmng gwgky
Zevl_jgzZlb\ azZz “hihfh]lhx \Z]h\bo dh_h{p-#ghd\ jM&kg gy " _vy
f_ Ih m 60%$57 ihey]zZz} \ Ihfm sh[ hpegpdBl\mgaz Zdvhfh]hx
deevdho djbl_je€\ ¢ ijbk\h€lb \Z]h\eddgil rjept}yddibpefgh ~h €o
\Z eb\hkle >Zee ijh\h~blvky fZl_fZlbdgey Hdhqobk€_deyl_jgZlb\b a
mjZom\Zggyf hpeghd djbl_je€\ 1Z €c\E]hhBo6OB5Aepeitpkibf o
rbjhdh \bdhjbklh\m}Ivky 7ey ijbcgylly jorkgvjXo[Z]ZIlvilnlje[gh
\jZoh\m\ZIb [Z]ZIh djbl_j*€\ « \Z]h\p 4dihdfZdZ}glkb kkefZlbam\ZIlb
ijhp_k ijbcgylly jer_gv ¢ aZ[_ai_qgqm} Kijnmdlh\jpikly*KIAZ \ hpegp-e
Zevl_jgZlb\jh[h138@ jhajh[e_gh fh”bnedZpey f_IMEAMDBWS5GZ
hkgh\e ih}*gZggy f_Ih"m 60%$57 1Z f_Ihi*hh~72B&\6ey}_h[jh[eylb
NZge jeagh]h Ibim [Zde yd deevdekg Olydek@yjifrhd mo}dydky
[mMm*"m\zZIlb fZljbpx jha\ yade\ \bdhjbklIhYmxmb 723®8 f>ey
ghjfZeeazZp+€ deevdekgbo _e_f_qgle\ fZ\phbjdvifhdbiyaed€\g\4Zochh gbf
djbl_je}f Ydsh fZdkbfeam}lvky agZq_ggy kdjmi}llvky lih\@Zklh
nhjfmeZ ghjfZesaZz @€ " hkee”" _gh [Z]ZIlhdjbl _jeZevgerf dla”*b ijbcgy
$+3 F$+R9], ELECTRE [20] 7236,6 60%$57 |Z R6PIDJQHUW ahjm
fh eb\hkle h[jh[db ~Zgbo jeagbo Ibie\ IZZKmg fZe&vgghyh *Zgbo
deevdeklv fZljbpv iZjgbo ihje\gygv <KZghA23§gHM6 s80$57 1Z
P6PDUW } gZcdjZsbfb a Ilhgdb ahjm feggdgy eéevgphd dkidmeWdd \hghb
\bfz]zZxlv ih[m~h\b ebr_ h~ge+}€ fZljbppgVvZjFbohtbjsX@36,6 1Z
(/(&75( "himkdZxlv h[jh[dm leevdb deevdekdblhZ b8 lZhl_
0$+3 \bfzZ]zZxlv ih[m~h\b ~_deevdho fZljbypyviZz\gbbeihghigle \on
deevdhkle Zevl _jgZlb\ Ze_ pe f_Ih*b "iZa\iheyplarg h][Hh [0 mm 7e
gZ"Zxlv \bkhdm ~hkhh\bjggkle jer_gv

GZ hkgh\e ijh\_~ gh]lh ZgZeeam [Z]ZhhdjibijheheVigbfjef Qv
\ jZzfdZo ~"Zgh€ klzZlle azZijhihgh\Zgh \wwidh&gZtb $H3I\gHgRIGPDUW
\jZoh\mxqgb |Zde nyAddIhgb_d\zZlgeklv ~h afeg Zevl_jgZlb\ Z[h d]
]Jagmqgdeklv m ijhp_ke ijbcgylly jer_gv HYdkdx\ZEvga\Xideklv
ierjbfdb ]jmih\h]h ijbcgylly jer_gv dedbbtighlv fZ¢njmjg\Z 1Z
dibl_je€\ > @
F_1Z jh[hil_Ilhx ~Zgh€ jh[hlb } ijh\_"~_ggy ihjehgyeVigMdh ZgZe-a
1Z P6PDUWaN\glyaZggy hi_jZlb\gbo azZz~Zq ljZgkihpNgah¥€h em]sklibdb
\bagZgblb famhey is~ljbfdb ijbcgylly jer_gv dhhj*bgzZlhjz dhf
\hehgl_je\

>ey "hkyl]lg_ggy ihklzZz\e_gh€ f_Ib [ngedk kmif na&VZ\g-g *

+ \bagZqblb ~Zge ”"ey aZ”Zqe \b[hjm gZcdg¥ZskdpiZ§ZjprjmlIm
\hehgl _je\' \ mfh\Zo "bgZfeqgbo afegraVBgZrgvh]h k_j_

tjha\fyazZlb ihklz\e_gm az*Zgqm f_Ih~Zfb $+3 1Z P6PDUW

t\bdhgZlb ihje\gyggy f_Ih”e\ $+3 |1Z PEZRDWYW o4 Zekdjdhbho n
Hkgh\gZ gzkUbhgdeyg_fh az*Zgm ~hklz\db j_kmjkm amBh_kb ~h C
h[jZgh ghlbjb fZjrimlb.NbDhjblg fZjriml jha[blh gZ "eeygdb azZ yd
aZdjeie_gh -dkkehg!l j LzZd i_jrbc "~h\'bgZz dfh\IBggm]bc
df fZjrjm|ba[bldhZ Neeyghd Th\ldog Z df 1Z q_I\_jlbc "~h\'bgz
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df g42 "eeygldZ jbkmgdm
dhjbkIlm\Zpvdh]h
NZgbfb

\g_k_gbfb

gl_jn_ckm
sh™h klzZgm

" Lhf

ihdZazZge \edgZ vyde \eMh[jZ ZXxIV i
fhleevgh]hdRihyEAHenhdlivjrd a _

\eAih\erghiE Fjeymdmd iyjdhkle

~hjh gvhlh ihdjblly gZy\ghkle g_[_aazdpz\thy éB\hkihgim |_og+db

JbKL. Eh]eklbgge fZjrymlb a

>ey \b[hjm \eAih\eAghlh fZjrimIim [mbhggZgh [gZd&hmige.

HA_KER#h O _jkhgm

djbl_je€ yde ij_"~klZ\eyxlvky jeagbfb IbiZfb "Zgbo
t<enrklZgv fe°
+K_j_"gec gqZk "hklz\db j_kmjkm djbl_jec &
tYdeklv “hjh gvh]lh ihdjblly ;djbl_jec &
+GZy\geklv g_[_ai_db djbl_jec &
tFh eb\eklv "hazijz\db d;jbl_jec &
tFh eb\eklv j _fhglm | _ogedb .djbl_jec &

< |Z[ebpeij_"klZ\e_gh

a\_" _g-

AZg.

lhqdZfb \+~ijz\db ~h Ihqdbdilj_jF j&kmjkm

aZ djbl_jey¥b

\hehgl_je\ _dki_jl*\ 1Z dhhj~bgZlhjZje\hfZg~b \hehgl_

LZ[ebpy
>7Zge “ey jer_ggy eh]eklbggh]lh azZz\"Zggy
K KR K3 K4 K5 K6

\erklZd qZkl ydeklv ~hj je\_gv g_[_d "hazijz\ j_fhgl
231 3.54 aZ"h\eev| k_j _"gec \' gZy\gh g_fz}
232 4 aZ"h\eev| gbavdbc g_fz} \'gZy\gh
201 2.3 aZ"h\eev| k_j_"gec g_fz} g_fz}
297 3.3 ~hj_ k_j_"gec \'gZy\ghl \ gZy\gh
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AZklhkmfifhh? $+3 “ey jhaHklZde_@lZ€ Zd4p_~klZ\bfh gZrm
azZ™"Zgqm m \bley”e «}DjjbdI€j*EVIZjagZIb\b 2)bk

|

Bigcraub mixk Toukamm - N . i N
sianpasku no rown notpetu| | pERTER EE AT P (epepiA C3) e epimepin a) MO epmrenia ¢5) Lenton Gepmtenti €81
pecypcy (KpuTepiii C1)

Jbk.1 jZjo+s€ ey aZ”Zqe \b[hjm cdjZsh]lh fZjrjmim

GZ jbkmydm~kizZ\e gh ihidjg\gyggy djbl_je€\ 1Z Zexl _jgzZlb\
djbl_jeyfb

JbRB.FZljbpe ihiZjgbo ihj>2gyg\ho je\gs\ *}jZjo-€
HljbfZgdZkimige agdeh§gegvgbo hpeghd Zevl_jgZlb\ 6
6 6 lekey \ihjy*dimjgdgdo\ A& ]Jeh[Zevgbfb

hpegdZfb hljgZkdmig_ jZg m\Z4hyA4$ A3.
GZ jbkndgithehZazZzgh agZq_ggy Jeh[Zevgbo hpeghd Zevl_jgZlb\

Jb.k4.Ang_ggy]ehZevgo hp-ghd ZevI_ngIb\
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AgZc”™ _j#m_ggy ihklZ\e_gh€ az”~Zqe- f_Ih”"hfg P6 Ry WA g Z«K egyv
djbl_je€\ <enrklzZgv I1Z QZk \ fZljbpx jer_gv*hbdHZmh PGPDUW
[15]a deevdekgbfb *Z g

LZ[ebRy

Deevdekge "Zge ey jer_ggy aZ\"Zggy
K K K3 K4 K5 K6

\enrklZgl qZK ydeklv j*\_gv "hazijz\ i_fhgl

~“hjh]b g [_ai_db

231 3.54 0,6 0,46 0,512 0,435
232 4 0,66 0,31 0,513 0,434
201 2.3 0,46 0,5 0,528 0,415
297 3.3 0,53 0,5 0,579 0,488

ljb aZzklhkm\Zgge f_ITh m P6PDUW "HAdb}er ggyygZL™d4 4 s hed
fZjrimIlm hljbfZgh gZklmig_ jZg m\ZggyAZeRB_j§ZIIB\Z jBDk
ihdZazgh agZq_ggy leh[Zevgbo hpeghd Zevl_jgZIb\

vd

Jbks JZg m\Zggy Zevl_jgZlb\ hljbfA®maraz f_Ih~hf
Ihje\gyevgbc ZgZeea f _|h"e\ $+3 A2y PibiPDYWIgy f Ihrel $+3 1Z
P6PDUW [meb jha]eygaZlishnBdhh B \ >
Z™N_d\zZlgeklv “h afeg Zevl_jgZlb\ Z[h djbl_je€\
]Jgmgdeklv m ijhp_ke ijbcgylly jer_gv
h[gbkex\ZevgZ kdez”geklv
Z~ _d\zZlgeklv ie~ljbfdb ]jmih\h]h ijbcgylly jer_gv
. deevdeklv Zevl_jgZlb\gbo fZjrjmle\ |Z djbl_je€\
N _d\Zlgeklv “h afeg Zevliefggldk ijbcgylly jer_ggy dhhj*bgZlhjh
\hehgl_je\ sh”h \b[hjm ifZjrN\mAdnggy ImfzZgelZjgh€ ~hihfh]b Z[h ex
mfh\Zo \eckvdh\bo 7ec fh _ afegx\Zlbkv deetdsrkinie\"hklmigh
ljZgkihjlm\Zggy ;Z Zgh sh[ f_Ih” [m\ d¢teodithfksh Zagfwg bjgZIb\

e~ gZk jha\ yadm \bagZqg_ggy gZcdjZshlm\izZggjyymdrm fEZgyhoth
\hehgl_je\ a f H~A_kZ ~h f O_jkhg odvyqfZkh\brd ijdlizz gh
gZklmig_ jZg m\Zggy Zevl _jgZlb\

. Al A4 A3

>ey i_j_\ejdb klecdhkle f_Ih*m sh”h afpgDblheejmbekld\ZE&vhh
AhArzldh\be iylbec Zevl_jgZlb\gbcec fZjrimtki jpfamew|Zh®ZIdh\Z
Zevl_jgzZlb\z : ihdjfbdEeZkv je\ghx h~ge}€ a skgmxqgbo Zevl_jgZlb

Ok wN P
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M \biz*dm dheb Zevl_jgZlb\Z : ~hje\m\x\ZeZ hZjpflZzghZ]|
jZg m\Zggy A5=Al1 A4 $ agZq_ggy Jeh[Zevgbo hpeghd Zevl_jg
pvhfm \biZz~*dm ihdZazg®zZgZ jbkmgdm

M \biz*dm dheb Zevl_jgZlb\Z : ~hje\m\x\ZeZ hZjpflzghZ|
jZg m\Zg@g=A5 Al A4 $ agZq_ggy Jeh[Zevgbo hpeghd Zevl_jg
pvhfm \biZz*dm ihdZazZg®[gZ jbkmgdm

M \biz*dm dheb Zevl_jgZlb\Z : ~hje\m\x\ZeZ hZjpflZghZ]|
jZg m\Zggy Al A $ agZq_ggy Jeh[Zevgbo hpeghd Zevl_jg
pvhfm \biZz*dm ihdZazZg®\gZ jbkmgdm

M \biz*dm dheb Zevl_jgZlb\Z : ~hje\m\x\ZeZ hZjpflZzghZ]
jZg m\Zggy Al $ @ $ agZq_ggy Jeh[Zevgbo hpeghd Zevl_jg

pvhfm \biz"dm ihdZazghlgZ jbkmgdm

g

Jbk JZg m\Zggy Zevl_jgZlb\ ijb "hkee"""ggefe Z&VAIghKlb\
f ITh "m :GJ

< j_amevilZhkes”" _ggy \klZghle_gh sh m \keo \HiZ4"dZo gZ
Zevl_jgzZlb\zZ : e« ihjy*hd jZg m\Zggy d_lhf-§bBky klmfidhbf sh”h
afegb Zevl_jgZIb\

ljh\_~ gh "hkee”" _ggy f_Ih m P6PDUW a@ffghkleddekthhksh”h
Zevl_jgZlb\ 1Zd yd fb p_ ajh[beb ey klhtkrm Z&yg3 fljbhad P6PDUYV
Ah \bjer_ggy aZ”Zqe agZoh” _ggy gZcdbshhijdZ4gimigZ HImig _
jZg m\Zggy Zevl_jgAlbWA3: Ad

M \biz*dm dheb Zevl_jgZlb\Z : ~hje\m\x\ZeZ hZjpflzghZ]
jZg m\Zggy AIBA5 A3 $ agZq_ggy Jeh[Zevgbo hpeghd Zevl_jg
pvhfm \biZz*dm ihdZaZghZgZ jbkmgdm

M \bizrdm dheb Zevl_jgZlb\zZz : "hje\m\x\ZeZ hZjdMlZzghZI

jZg m\Zggy $ AL$A3 $ agZq_ggy ]J]eh[Zevgbo hpeghd Zevl_j¢
pvhfm \biZz~dm ihdZaZgh[gZ jbkmgdm

M \biZ*"dm dheb Zevl_jgZlb\Z : ~hje\px\ZeZ hZjfZghZI
jZg m\Zggy Al$ A3=A5 $ agZq_ggy Jeh[Zevgbo hpeghd Zevl_jg
pvhfm \biZz*dm ihdZazZgh\gZ jbkmgdm
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M \biz"dm dheb Zevl_jgZlb\Z : ~hje\mx\ZeZ hijbflZghZI
jZg m\Zggy Al A3 $ $ agZq_ggy Jeh[Zevgbo hpeghd Zevl_jog
pvhfm \biZz*dm ihdZaZghlgZ jbkmgdm

Jbk JZg m\Zggy Zevl _jgZlb\ ijb "hkeen "ggefsy ZeWIghkllb\
f ITh~m P6PDUW

< j_amevlZle “hkee”"_ggy \klZgh\e_ghdZseh mzZd&KsdshkizZg"
Zevl_jgzZlb\z : « ihjy*hd jZg m\Zggy gf_ ldafvgBsE&yDUW |Zdh"
\by\b\ky klecdbf sh”~h afegb deevdhkle Zevl_jgZIb\
N _d\Zlgeklv "h afeg djlylZé¢ndvgg_ ~"hkee”" ggy ijh\_~ gh sh”h a
deevdhkle djbl_je€\ ;m~”_fh ihkee*h\gh\bdble[djbyIpec K Z ydec [Mm”"_
Ahje\gx\ZIb ekgmxqgbf djbl_jeyf « i_k \oglyfhhydldg\h€ Zevl_jgZlb\t
[m”~_ \ieb\ZIb gZ jZg m\Zggy Zevl_jgZlIb\

AZklhkm\Zggy f Ih"m $+8ZHhhdZgjr g m\Z4p yA4: A3.
A2 Al A3 $ ydsh K K a \e~ih\ergbfb agZq_ggyfthdleh[Zevgbo
0,456 0,209 0,69 0,166]);
A2 Al A4 % ydsh K K a \e~ih\er"gbfb agZq_ggyfbhdeh[Zevgb
[0,459 0,208 0,171  0,162));
A2 Al A4 % ydsh K K a \e*ih\e*gbfb agZq_ggyfbhdeh[Zevgb
[0,507 0,211 0,167  0,115]);
A2 Al A4 $ ydsh K K a \*"ih\ergbfb agZq _ggyfbhdeh[Zevgb
[0,514 0,205 0,157  0,124]));
A2 A4 Al $ ydsh K K a \e*ih\e*"gbfb agZq_ggyfbhdeh[Zevghb
[0,447 0,203 0,199 0,151))
A2 Al A4 % ydsh K Ka \e~rih\ergbfb agZq_ggyfb Jeh[Zevgbo h
[0,454 0,206 0,202  0,138]).
HijbfZgh sh m ~\ho \biZz~"dZo dheb K gklIb\K :KaZelwibgZkv
gZcdjZshx Ze_ \ i_jrhfm \bizZz~dm ijehgZllbl\geklv. ZefwlghezZky M
Aimlhfm \bizZz~dm Zevl_jgZlb\Z : \by\beZkewvy Zigd&jlbsbx: gkZ :
Jhaleyg_fh f_Ih” P6PDUW LZdh  ihkéspdt\dkh e flmdjb
Ahje\gx\ZIlb ekgmxqgbf Zevl_jgZlb\gAkIlijgpfZjglg m\Zggy Zevl_jgZlb\
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A2 A1 A3 $ ydsh K K a \e*ih\ergbfb agZq_ggyflbdleh[Zevgbo hy
[0,544 0,504 0,493 0,465]));
A2 Al A3 $ vydsh K K a \«*ih\ergbfb agZq_ggyftodleh[Zevgbo hj
[0,536 0,499 0,494 0,478));
A2 A1l A4 $ ydsh K K a \erih\ergbfb agZq_ggyflodleh[Zevgbo hy
[0,507 0,211 0,167 0,115]);
A2 A1l A3 $ ydsh K K a \e*ih\ergbfb agZq_ggyflodleh[Zevgbo hy
[0,567 0,499 0,474 0,470]));
A2 Al A $ vydsh K K a \«*ih\ergbfb agZq_ggyftodleh[Zevgbo hj
[0,539 0,499 0,484 0,482));
A2 A1l A4 $ ydsh K K a \erih\ergbfb agZq_ggyflodleh[Zevgbo hy
[0,540 0,500 0,485 0,479]).

HI"_ m ~\ho \biZz*"dZo dheb K K K K XK: KaZedvwlbggKVb\
gZcdjZshx ~"Zees ¢c”_ Zevl_jgZlb\zZ : Zd |lafkb &£k _jjjdaljie\
1z :

Lzdbf gbghf m jZae+ afegb deevdhkle djipl pfe&llelciddfb |e
f_Ih» P6PDUW \b]JeynrZ} [eevr Kklecdbf dKid/ yidjrbehjblhaog
Zevl_jgZlb\ aZebrz}lviky g_afeggh
=gmqgdeklv m ijhp_ke ijbcgylky 6teaZgyhihgh\Zg hpegx\Zggy
]Jgmgdhkle m ijhp_ke ijbcgylly jer_gvvidekZw h\pmghld dreds \bdhgmxly
_dki_jlb ie" qZk aZklhkm\Zggy f_Ilh”e\ 0&'0

Jhaley”Z}Ivky aZ”~"ZqZ agZoh”  _ggy gZAidgZQhfd 2dkbogZely\b
\b[hjm ydh€ _dki_jlb fZxlv hpegblb dh PmdZlelvijeygEIb\m aZz

lerjZom}fh ihdZagbd ]Jgmqgdhkle m ijhp_#eyijbcgyqlyk jer_
aZklhkm\zZggy f_Ih"m f_|Ih"Z $+3

< f_Ih"e $+3 _dki_jlzfb qvaX@Aljllvky iZjgbo ihj72\@ygvZbjbpy
iZjgbo ihje\gygv fZ} \eZklb\+eklv a\hjhlgh&hkif_1jgqgghk_
aj.-x _e_f_gl fZljbpe ihjis}Jgggwn Ney fZljbpe iZjgbo ihje\gygyv
Zevl_jgzlb\i,g[h..m ~ey fZljbpe iZjgbo ihje\gygVv djbl_je€\

GZ i_jrhfm _1Zie ijh\h~blvky klIjmdImjhbFepypys 24 Zjgqmh€
kljmdImjb a »_deevdhfZ jedghtbje&d¥l £tjgZlb\b 1}jZjoey [M m}lvky
\_jrbgb q_j_a ijhfe"ge je\ge ~h gZcygeyghjh]hihgy-\gy <}jZjo-€
ihje\gxxIvky djbl_je€ fe' kh[hx ih \ergdvgb§xf " aZ|@"m}lvky h~rgZ
fZljbpy iZjgbo ihje\gygvmimaf<jnkbem a\hjhlgh€ kbf_ljbgghkle fZIj
iZjgbo ihje\gygyvVv _dki_jlzfb ey ihje\gygylydhgdm v ky€\

m(m 1)/2hpeghd

>ey lj_lvh]h je\gy ¢}jZjo+€ nhZz«Aglxlvdibi\h \e*ghr_ggx ”~h
dh'ghlmdjbl_j&G\ < kbem a\hjhlgh€ kbf_Iljbgghkle fZbppy iZjgbo i
_dki_jlzfb ey ihje\gyggy Zevl_jgZmo(n\DH dzh dhim ¢ ¢whidy

Lzdbf gbghf hljbfm}fh sh ihdzZadgbdjhpmikdhidegylly jer_ggy
ier gZk aZklhkm\zggy f_Ih"m f_Ih”"Z $+3 ~hje\gx}

Japp M(m 1)/2 mr{n 1)/2. (1)

>ey jhajZomgdm ihdZagbdZ ]Jgmqdhkle mriggy ki-*ij@Zgylly
aZklhkm\zggy f_Ih~ m f_Ih*"Z P6PDUW [m~"_fdh \JA&Kh\pMbZIb
ijbagzZqgzZxlv mzZjm!l_jeyM~rey dh gh]l]h a djbl_je€\ h[bjZxlv "ex gZ
djbl_jeyfb fZdkbfeaZpey fegefeaZpey Ijbpxjmxwis@g ny diZ
feklblv hpegdb Q Zé&vhAgdjlitbN\ je+yKoM
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Lzdbf gbghf hljbfm}fh sh ihdZagbd Jgimgdgklky merijlgpgyke
ie” gZk aZklhkm\zggy f_Ih"m f_Ih*"Z P6PDUW ~hje\gx}

%Smart 2m mn m(n 2)- (2)

;meh ijh\_" gh ~hkee”" ggy ihdZagbdzZ ]J]9kmdhkdey rm_[Hae\ aZkl
$+3 1Z P6PDUW deevdeklv Zevl_jgZlbl\eEZkwWj\BI je&h 8f.«ghxkzZ
HIjbfZgh shnijb deevdeklv Zevl_jgZlk\ |Zed, m ihdZaghbd
Jagmqgdhkle m jZae aZklhkm\Zggy f_Ih”Anf_$kr’Smd PZ6sP D ¢gs®, ~ &jyb
m | Zn=3, m ihdZagbd Jgmqgdhkle m jZas aZklhkm\P@®dP\D O Whre\ $
hrgZdh\bc M \keo egrbo \biZz"dZo ihdZaghl&KldhrkmdBRgpy nf_jH" m
P6PDUW djZs_ g "ey f_Ih"m $+3

J.—!HP ) JmSmari  &FH
400 ¢ . e
Iy,
350 | i ,’/,jr;h/,;';//, o
2 B
300 [ éﬁ?@{é}ﬁ?}f’,ﬁ%ﬂ/ﬂ i
: ’ll ’/,”’ ’l’/
50 ¢ o
vy 777 -
150 1 Lo ’.“2' Z 111'11721/41177///221/////
100 ¥ A ‘-:' 2227 2222
50 Z 2 9
0

Number of criteria 8

AHP mSmart
JbkB8.lhdZagbd Jgmqgdhkle "ey f Ih”"e\ $+3 1Z P6PDUW

>ey jhaleygmlh€ \ jhipdemazrihgeZagbd Jgmqgdhkle "ey f _|h*m $
kdeZz\ Z "ey f_Ih"m6.P6PDUW
Hlgbkex\ZevgZ kde Higbkdex\ZevgZ kdeVZ{Myl[tklly jhajZoh\m\ZeZkv
yd aZijhihgh\Zgh 6@h[ZlekZf_\jZoh\m\Zehkv deevdeklv hi_jZp-c
Nee ggy a\_”™_ggy \ kimiegv

< f_Ihne $+3 i gZk h[gbke_ggy \eZkdghljbpe dhippgbe
ihje\gygv "jm]h]h je\gy ihje\gyggy djbfighi€yglilhadpoumivky
1) jZa*X a \_~_ggy mmkEkmliegv

e~ qZk h[gbke_ggy \eZkgh]h \_dlhjgpgBeyitjphdypgvihjZlvh]h
je\gy ihje\gyggy Zevl_jgZIlb\ \m~rdhbl*gh€\*hhi_jzZpey fgh _ggy
\bdhgm}innkyl)jZae\ Z a\_~_ggynmjXémiegv

GZ _1Zie h[gbke_ggy ]Jeh[Zevgbo ijelgjblb\l-hipApZyefgh™ _ggy
\bdhgm}hmiy ae\

LZdbf gqbghf hljbfm}fh sh ihdZagbd h[gbkkk\Zevighf_kedez”"
ijbcgylly jer_ggy i*» gqZk aZklhkm\Zg@y3f "hj*hyx} Ih~Z

Taogp MM 1) m minl nm nm m ron ). (3)

< f_Ih"e P6PDUW \eA"[m\Z}Ivky ghjfZlereZ Ak \@h]djli_jj&p-y
Nee ggy \bdhogmZleAkye™ gZk ghjfm\zZggy _e f _gle\ fZIjppy jer_gv hi
Nee _ggy * a\_"_ggy \ kimiegm jeceh g\m3trvikye*gh GZ _1Zie h[gbke_q
leh[Zevgbo ijehjbl_le\ ~"ey Zevl_jgZlbgglyi \ pdmhegymijgjiziay \
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> J =hji_gdh < H :helvhgdh\

LzZzdbf gbghf hljbfm}fh sh ihdZagbd h[qgbkkb\Zevighf_kedez"
ijbcgylly jer_ggy i*”» gZk aZklhkm\ZgR§ D Lhwm i j 4hg"Z}

Tsmat M 2mn nm 8 n1). (4)

;meh ijh\_~ _gh ~hkee” _ggy ihdZagbdz H[ghkiex\aeyHd€ kde
aZklhkm\zZggy f_Ih"e\ $+3 1Z P6PDUW IZeaedbkjvEX avbgpoZibAkyv
\er ~h 9)bk

Tynp: TmSmar:‘.__ -

900
800
700
600
500
400
300
200
100

0

Number of criteria 8

AHP mSmart
Jbkd.lhdZagbd h[gbkex\Zevgh€ kdeZ”~ghkle B&DIUWh" e\ $+3 |Z P

HljbfZgh sh s\&krmwo \biZz*"dZo ihdZagbd h[gbkex\Zevgh€ kdezZ"g
aZklhkm\zggy f_Ih m P6PDUW gb ' qg_ d¢ 7ey fjdB%m &+3
aZe_ghkle \er deevdhkle Zevl_jgZlb\ 1Z djbl_je€\

>ey jhaleygmlh€ \ jhppdemazZ*rihgeZagbd h[gbkex\Zevgh€ kdeZ"g
"ey f_Ih"m $+3 kdeZz\ Z "ey f_Ih%&in gB6DUWjZab
N _d\Zlgeklv ie~ljbfdb ]jmih\h]h ijbcgylRfbjA¥Zgnw”rZ $+3 1Z
P6PDUW \jZoh\mxlv km~  _ggy [*evr gerdZhijbgfzZlex¢bgigy <
f Ih~e $+3 1Z P6PDUW Z]j_1Zpey km~ _gneyolndf \brdlydpiaé | vokgyy
k_ j_~gvh]lh Zjbnf_Ibggh]l]h km”~" _gv :egymde&wachlil~entJg[m" _
ajhklzlb h[gbkex\ZevgZ kdez~geklv |h¥m\d|H&sf_ I\""d RjlbRD U W
Deevdeklv Zevl_jgzZlb\gbo fZjrimle\.1¥Yddpdag£q ey i\b
\bdhjbklZgge f_Ih*m $+3 <kgm} h[f_"_@ghevdhjdztbevdhkjbl _ je€\
KZzIb@ i_j_"[ZqZ} sh deevdeklv djbl_je€\ g ZmvVh_hdZIb\gih\b
N NVylvfzZz sh[ g_ ihjmrm\Zlb ex"kvd_ kmdg-eklyglyplZ hidk e "
<bkgh\dbKnhjfmevh\Zgh [Z]ZIlhdjbl_jeZevgm azZ”Zqgnhh \b[hjm
fZjrimlm GZ hkgh\e pe}l€ az”Zqe [meh 3$hp\dy¥ghP 6fP DAIW
AZijhihgh\zZge 1Z jhaleygmle nZdlhjb_rey\il$+8yggR6PDUW <
j_amevliZle ~hkee~  _ggy Z"_d\Zlghkle "hipdtgeZevshjogZIbkeo
\biz~"dZo gZcdjZshx } Zevl_jgZlb\z : 2Zgibhjyd hdaffZgovky Ih[lh
f_ Ih~"b $+3 1Z P6PDUW } klecdbfb sh”h gfeayinedéxle jYlZkb¥"'< ggy
Z™N _d\Zlghkle ~h afeg djbl_je€\ hljbfZebdesdvdimklpZaibafijgd\ h[Z
f Ih"b g_ } klecdbfb Ze_ f_Ih" P6PDUWI-Chefy"2Zd[pdr
ijehjbl_Igeklv i_jrbo ~\ho Zevl_jgZIlb\ afZghphZx}lvky] gamevliZ]|e
"hkee”” _ggy ]Jgmgdhkle m ijhp_kke ijdltgylyyejsggbgvshmihdZagbd
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]Jamgdhkle [m\ djzZsbf m f_Ih*"Z $+3 leevdbvidhgedblbdegvdeklv
i_j_\bsm\ZeZ «grbo \biz~"dZo ihdZagbd f_Ih"Z P6@€DIUW [m\ |Zdbc
djZsec g¢ ihdZagbd ~ey f_Ih*m $+3 LZdWhkémehgph\ihdgdhgbdZz
h[gbkex\Zevgh€ kdezZ”~ghkle m jZa+ azZklBkhr\Zzggp DUWh " dhed
deevdeklv Zevl_jgZlb\ [Z djbl_je€\ aliegx\ZlgEkAghethdZagbd
h[gbkex\Zevgh€ kdeZ"ghkle m jZaes aZKADIKMWZggh d_I|hgem Peby
f_Ih m $+3 \ jZas\ \ aZe_"ghkle \e~ deevdhklsbEZgv€\jgZlb\ 1Z |
ZgZeeaes Z"_d\Zlghkle ie”ljbfdb ]Jjmih\hgw [ipbeclgyby\gergh sh m jZa-
a[eevr_ggy deevdhkle HIJ [m~_ ajhklZlbzZhpolkkex\lhémgdjkde
\bdhjbklh\m\zIb f _Ih~r P6PDUW Sh[ g_ ihjrkmm\'ZIdgyexlZkvd
ihkee~h\geklv hpeghd KZZIb i_j _~[ZqZBl_js\dZ¢hdzlelvl dgZIb\
ih\bgges [mIb h[f_"_ge *"_ \ ylvfZz GZ \§*Mhgid PBPHHBWMg_ fZ} IZdh]t
h{f_"_ggy m deevdhkle Zevl_jgZlIb\
Kibkhd e*l_jZImjb
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COMPARATIVE ANALYSIS OF METHODS FOR SOLVING OPERATIONAL
PROBLEMS OF TRANSPORT LOGISTICS

D.R. Horpenko, B.O. Boltenkov

National Odesa Polytechnic University
1, Shevchenko Ave., Odesa, 65044, Ukraine
e-mails: horpenko@op.edu.ua, boltenkov@op.edu.ua

The article is devoted to the issue of determining the best logistics roeteselving operational problems of
transport logistics under martial law by a team of volunteEng article reviews multi-criteria decision-
making methods used to solve operational problems of transp@tideg The choice of the best route for
transporting passengers or cargo is affected by changes istatee of the external environment, which
dynamically changes during military operations. All memhdrshe volunteer team, who have up-to-date
information on the conditions of the routes, are involved in the rapiessment of the state of the external
environment. This information is transferred to the coordinator ofdheteer team, who makes a decision
on the choice of the logistics route. In the conditions of martial bk@th the number of logistics routes and
the state of the routes can change dynamically. Thus, the meaibedsby the volunteer coordinator to
support decision-making should be robust to changes in the nhumbessiblp logistical routes and their
changes. And also have a small computational complexity and suppap decision making. The article
compared AHP (Analytic Hierarchy) and mSmart methods basexlich factors as: adequacy to changes in
alternatives or criteria; flexibility in the decision-makipgocess; computational complexity; adequacy of
group decision-making support; number of alternative routescetatia. The task of choosing the best
possible route from Odesa to Kherson was considered. The résmitsdsthat both methods are suitable for
solving the problem of choosing the best route, but the mSnedhiochturned out to be better in terms of the
factors considered in the work.

Keywords: multi-criteria decision-making methods; transport logisticsamtef volunteers; AHP; mSmart
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K K =jb[gyd

GZpehgzZevgbc mge\_jkbl_ | ©OHM"2kvdZ lheel_o0gedZ
ijhki R_\q_gdZz HA kZ MdjZz€gZ
-mail: ssgrybniak@op.edu.ua

L_ogheh]*€ jhaih”ee_gbo j_}klje\ aZ i ylgZ~pylv jhde\ k\h]h «kgm\Zgg:
rbjhd_ azZklhkm\Zggy m kn_je negZgkh\h]h h[hjhlm djbilh\Zexlgbo ~h
kbkl_fZo aZobs_gh]h "hdmf_glhh[¢lm GZc[eevr ihimeyjgbfb gZ kvh]h
N gv } [ehdg_cg kbkl_Ifd @WWRRIX® G_a\Z Zxqb gZ €o i_j_\Z]b
(g_afeggeklv \enijZpvh\Zgbo ljZgazZdpec ~_p_g)j¥eplmh\Zgeklv ijhahjek
fZxlv k_jclwagh by _\bkhrdb*deklv h[jh[db ljZgaZdpec *« h[f_"_gm
fzkrlZ[h\Zgeklv M pvhfm iezZge €f kdezZz”gh dhgdmjm\Zlb a p_gljZe-:
negZgkh\bfb iezZlnhjfzfb sh fZauMvh[ihhédbe IjZgaZdpec gZ

ihjyrdb \bs_ F_I1Z pe}§hjdjhldZ+tieZzIinhjfb gZ hkgh\e I_ogheh]-€

AN _p_gljzeeah\Zghlh j_}kljm a ihdjZs_gbfb ozZjzdl_jbklbdzfb fZkrlZ[h\Z
[Z r\b~rdhkle h[jh[db ljZgaZdpec < hkgh\m ih[m~h\b kbkl_fb ihdeZz
Zjoel _dimjm azZkgh\Zgm gZ kijyfh\ZghfnBlachbAdExgdBAfm ]jZne =+
\b]Jergh \e?jeagyl}lvky \er %HORFNFKDLQ Zkbgojhggeklx nmgdpetl
Mihjy*dm\Zggy [ehde\ m gec a”eckgx}lvky reyohf Ihiheh]egqgh]h ee<g
khjlm\Zggy kijyfh\Zghlh ]1jZnzZ Djef Ih]h r\b~rdeklv h[jh[db m %ORF
ajhklz} ae afeevr_ggyf gbkezZ dhjbkim\zZqge\ ljb ih[m~h\e ieZlnh
aZijhihgh\Xlghhjbklh\m\zZlb *\hk&jh\yidzkdez~Z}Ivky a "\ho

f_j_" Bkgh\Bl&DAG f_j_"¢ 1Z dhhj*bgZpecgh€ f_j_"¢ ih[m~h\Zgh€ gZ
hkghle %ORFNFKDLQ < hkgh\gec f_j_ "¢ \eA[m\Z}Ivky klI\hj_ggy [
jhaih\kx~" _ggy €o ibhjfrbgZpecgZ f_j_ "Z \bdhgm} nmgdpe+€ Z|_klZp-€
[ehde\ I1Z ch]h negZeecaZp+*€ AZklhkh\ZghoafjbfiBthkee dhgk_gkmkm 3
[jh\_~ gh |j_ZeeaZiplhxhgh\Zgh€ ko_fb m \b]Jey”e _dki_jbf_glZevgh€
ieZlnhjfb :DWHUIDOO vydZ ijbagZq_gZ “ey h[kem]h\m\Zggy ljZgaZdp
Ihd_gzZfb \dexqgzZxgb 1)7 h[kem]{d\m\l48dl\k*Zjjlhajh[db

jhaih”~ee _gbo "h”Zlde\ L _klm\Zggy ihdZaZeh \bkhdm r\b~deklv h
ljZgaZdpe+€ m ih}*gZgge a g_h[os*ghx fZkrlZ[h\ZgeklX

Dexgh\s kehhNZzogheh]«€ jhaih”ee gbo[jh[pKdjZgaZdp-c

MhrZjh\Z f_j%@RFN'$* iezZlnhjfZz :DWHUIDOO

<klmL_ogheh]*€ jhaih”**e_ghovWUMEXWHG /HGJHU 7THFKQROR.
\b[moh\hx ¢« gZc[eevr kljefdh jhadbdBxqiguklyjfZpecgbo |I_ogheh]ec
21-1h klheelly |_jrbf ihdheeggyf ijZdlbggh]lh7aklkhhédenXKigggbc
[ehdg_cg hibkZgbc m , ydcjhphr*ghjZgik\iejbgi\hx

N p_gljZeslh\Kbk| hik h[jh[db |jZgaZdpec DeZkbqggbc [ehdqg_cg
hkgh\hx ~_p_gljZzeecah\Zgh]h hphpidgkh\hijhjrh€ djbilh\Zexlb =
[*ldhcg GZkImigbf ihdheesggktheriumkli2&ZnhjfZz ~ey kl\hj_ggy

N p_gljZeeah\Zgbhk _ho&Zc@Z [Za* [glldjZpxgdyv gZ [Zae kfZjl

dhgl]j

kbkl_

Zdle\ 1Z \erih\enrgZ djbilh\Zex|Z egl@gkhdXgh]hjhjha\bldm
f azZkgh\Zgbo gZ 'I7 1Z €0 ijZ4Adggghlhy\d2blkykmpd €og-

i j \Z]b 1Zd + \eZklb\e €f g _~heedld @2 hmkdry kigyfp\Zgh

jhajh

[dm 1Z kI\hj_ggy gbke_ggbo '/7 imzkkijfdIM | pNhirZgh€

jh[hlb ijbk\yqg_gh€ jhajh[pe [Z |_klhgpff Afdmezgh€ 1Z
\bkhdhfzZkrlZz[h\Zgh€ ~_p_gljZesah\Zgh@jXxp&Zdfpech[jh{dlxblv
ZdlmZevghx
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'gZeca *kgmxgbo | _ogheh]ec ih[m”Ah\b jhaDhTeeh @Zkgh}Kig-e\

yd gZ deZkbqgghfm [ehdg_cge lzd <« gZP ieBjhdpfZzo (WK
\bdhjbklh\mxIvky \ jeagbo ijZdlbgqgbo "hhXbdizthdkem]@o negZgk
\dexgZxgb iezZlege kbkl_fb > @ f_~dYhgbt yZ>ho@mgk_dlhj
g_jmohfhkle > @ 1giljpgpkm | lay )d9,10], mijZ\eegges eh]eklbdhx

> @ _g_j]l_lbpe > @ ihkem]JZo sh'aZk\@ dzhxjgvphlkia[m
rbjhdh]lh \ijh\zZz~" _ggy '/7 Jhkljh ijhy\lgedky jZder[Z;,ml_jegbf
ljbe_fZ [ehdq_cgZ > @ Ljbe_fZ [ehdyd&g&iB kdm]g pjbighdgh\g
Zki_dlb [ehdgogfeh]e€ ~ p_gljZecaZpex fZkrlzdmPaygeklv 1Z [
dhgp_ipey kI\_j»"m} sh g_fh eb\h h~ghgalgh_»Phigy]feeazZpe£
\bkhdh€ fzZkrlZz[h\Zghkle 1Z [_ai_db Dhflidédlgdglligge fb
jhamfexlvky [Zdbf gbghf

1. > p_gljZecaZpeydZ, m?vy kijyfh\ZgzZz gZ ~ _p_gljZecaZp-x I
je\ghfejgbc jhaih”ee dhgljhex |Z\magzZKb ffej "¢ P _ ]1ZjZglm}
kKlecdeklv f_j "¢ IZ ieM\bsm} “"h\ejm mhdgdgKgbdp\gHZg@ZaZpey fh _
ijba\_klb ~h gbavdh€ ijhimkdgh€ a”*Zlghehphfig~rl_jz Igmly
ljZgaZdpec

2. FZkrlZ[h\Zgeklv FZkrlZ[h\Zgeklv \erghkblvikiy ~h a
N p_gljzeeah\Zgh]lh j_}kljm h[jh[eylb X gaZdmpedeevdrkhb/im\ZIlb
f j_"m sh jhkl_ <bkhdz fzZkrlZ[h\Zgekldh *"Za\hey¥Ib\gh

h[jh[eylb ljZgaZdp+s€ H~”gZd j _ZecaZpZyHhlehih€ fiflkalZkib

"h af_gr_ggy " _p_gljZecaZp€ 1Z \[ZabkbibkbyZ[khkldbZ Ith\diggZ
fZlb f_ozZgeaf fZkrlZ[m\Zggy "“ey Z"ZilZipl€ gDh\Aadtgb_glyhh gn
Am _ rbjhdbo f_"Zo H"gZd gZijbdez” "\bgdeklm hqi}thfbb
ihimeyjgbo kbkl_fZo %LWFRLQ |Z (p»KBIKILXP hgjhp&yhdz =
ijb[ebagh | Z ljZgaZdpec aZ k_drhg/Pm iWS\Agb«dbhgeage\gygg-
a ljZz"bpecgbfb p_gljZzecah\Zgbfb kbkyxfixfbb kylysh[jEpeaZdpec aZ
k_ dmg"m > @

3. ;_ai_dzZ ;ehdZ[cgai_gm} [_ai_dm reyohf \bdhjbklZggy \e”"il
_e_f_gle\ djbilh]jZzne€ |Z alh™b [eevrhkle mpkihglhde\jeA_gv
[_ai_db \ [ehdg_cges \bfZ]Z} \bkhdh€ h[gbklx\Ze?QklZlig\t m€
deevdhkle \maee\ m f_j "o Ney ieM\ fpfb gayyddhikel™ljlZgazZdpec
H”r"gZd i*"\bs_ggy [_ai_db fh _ ijba\_klb kvh Bf-¢vkmggy\ qZ
g _h[oe*gbo ~ey h[jh[db LjjbgaZdplehdg _cgZ \dZam} gZ g_h[o*"
[ZeZgkm\Zggy pbo ljvho Zki_dle\ 12\ \m[hlhmjh[phjBE |« ZecaZpe-£€
[ehdqg -¢gr_gDhfijhfek fe' ~ p gljZeeaZpe}x fZkrlZgh\dhxklx 1Z [
} dexgh\bf nzdlhjhf ijb ijh_dIm\Zgge* [2RndjhA\ZGK| ofgeLZdbf

gbghf ekgm} ]JhkljZz g_h[oe”rgeklv m_glhajhhph dEZf ZkYhZ[h\Zgh€
jhaih”ree_gh€ kbkl_fb a \bkhdhx r\b”rdekkx h[jh[db |jZgazZdp
F_IZ jh[hib_1Z jh[hlphajh[dZ ieZlnhjfb ~_p_gljZeecah\Zgh]lh j_}k
ihdjZzs_gbfb o0zZjzdl_jbklbdzfb fzZkriZ[h\Zgkkdes h[Zh[dbb”dh
ljZgaZdp-ec

Hkgh\gZ qgZkl&gKImigbf ihdheeggyf | _ogheh]e€ ih[m~*h\b jhail
j_}klje\ keenr \\Z ZIb ih”"Zggy ihkees~hdglyldle kijgfgdaZdpih
Zpbdeeqgh]lh ]jZnz

(GLUHFWHG DF\FOLF JUDSK '$* > '@* LhjogheRlp¥ gZ hkg
ihrZgge \ke}€ fgh bgb IjbggZdm-Lijd\e_gh]h ]jZnZ |gZrjEZbgZfb

} ljZgazZdpe+*€ Zjoel_dImjz 7['$* Z[h [eohtbdIpdaZodpR bl ' &

J [jZ ]jZnZ a }*"gmxlv dh gm \ _jrbgm @ oikdlhZ [jZIgy«de\kwahinfb
[ehdZfb yde s_ g_ fZxlv ihkbezgv LzZztbdgdbghpaZzdryc fg
ij_~klZ\ey}lvky m \b]Jey”~e kijyfh\ZgRAbhjetmj}IVEy XZ%€rfZ \ |_hje€
liZne\ az”gZcgh]lh Ihiheh]leggh]lh \ihjy*dm\ZgggmlgxhZl> @ |
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N j_\h ljzgaZdpec i_j_I\hjx}Ivky gZ egogrdbhevihhygdiivZ[ehde\ a
hrgzZdh\bf gZijyfhf e hkiZggeo aZ qZkhf mI\hj_ggy “h jZger_ ml
P_ kl\hjx} fh eb\eklv aZklhkm\Zggy ijZA\be Zi*dhgk” gkoghkme

\ jbnedZpe€ [ehdes\ :joel_dImjZ %ORN'SkgmegZ hEyghA[m~ h\b
kbkl_fb jhaih”ee_gh]lh j_}kljm a i**"\b&[phxdb\GZdakddpec ijb
\bkhdec fZkrlZ[h\Zghkle Pe i_j \Z]b %YORN'&* IpZNithgetgbf
[ehdg _cghf ~"hky]Zxlvky aZ jZomghd Z#gbgoghdgbk|[ehrd\hm
Blok'$* ;ehdg_cg ih[m~h\Zgh gZnliklgjdgoyw grh\h]h [ehdm ickey
\ jbnedZpe+€ ihi_j ~"gvh]eZgexfdZimM %ORN'$* [ehdb ml\hjxxlv
g_aZe_gh \eM \ _jbnedZpe+€ ihi_j _"gebd ZaRgmKkdv ke 2gakes"hd
lhiheh]eggh]h \ihjy~dm\Zggy Djef Ih]hdIMQ@RN}$*Z¥46NldkZevgm
gZ i_jrbc ih]ljeyr Ze_ ~h\_~ _gm \eZ&dbalklewnr>g@yf tqgbkeZz
dhjbkim\zZqge\ kbkl_fb r\bArdeklv h[jh[dbdedfdgrm}jlZggZdp

>ey ih”Zevrh]lh ijbkdhj_ggy h[jh[db [|jZgaZdpmec aZijh
A\hrzZzjh\m fh”_ev ih[m~h\b kbkl _fb HkghagZ qgf gjiZ Z‘eyi
nhjfm\Zggy 1Z jhaih\kx”" _ggy [ehdes\ \bhihdbg@AGZrZjoghe

Hi_jZpe€ 1ih\ yaZge a \_jbnedZpe}x ijethddegd dekkZgkmkm
\bg_k_ge* “h dhhj*bgZpecgh€ f_j_"+ diehijgpx)jaZbd-ogh]h
dhgk_gkmkm rZj

Yd vkbkl _fe (WKHULXP > @ "“ey h[jh[db ljdb&kadZdigeZ aZklhk
gZkh\Z rdZeZ FegefZevghbf egl_j\ZehdeqKlkm }kkiehlyljbf\ ydh]h
Ne€ rZjs\ kbgojhgeamxlvky Dhjbklnmbbqglkzihphbglg™ekbBlbj ih f_j_ "«
k\ec [ehd i gZk kehlZ Kehlb ih}”gmxbvikipagZidodes ~ey i [blly
ijhfe'gbo j_amevliZIle\ f_j "« M aZijhihghbZgkddB"Zelvky <a
kéle\

Hkgh\gbf | _ogheh]eqgbf kljmdIimjgbf & fmguhé fQRTGH
gh”rZ <maehf } azZj_}kljh\Zgbc k_j\_q]X}¥ \ke ¥e"dh\afgp aZibkb
m \bley”e j _}kljm GZ dh ghfm \maee nihh _i [hgib @hraMdigklv
eh]eqgbo kljmdIimjgbo _e_ f _gle\ ydefimfRUNHYAabN\jZIpf\gbdb
€0 h[eedh\e aZibkb fZxlv g_h[o**g9yMAhdheéey mykZlgllkrmkm 3 R6 >
Dh™ g :RUNHU iskey \dexq_ggy “h kbk#t\lio kidéivgZ}dVvKy aa
g_aZe_"gbfb Z"jMKEHjx\Zq [ehds\ &AUBDWRHGgZIh]j &RRUGLQDW
jbk

DhhjrbgZpecgZ
f_j_"z
Blockchain

JheNNhhj*bgZIhj
- N
IE

\ h

Hkgh\gz f_j_"z
DAGchain

RZj2

<maheh aZoh”
\f_j_"m

Worker

vMI\hjx\Zq .
ehde\ RZj2

-

JbkL.>\hrZjh\Z fh~_ev kbkl_fb jhaih”ee_gh]h j_}kljm

Nmgdpe+€ h[jh[db |jZgaZdpec jhaih”ee ge\feb \ghjZfb kbkl_fb
Kihke|
< hkgh\gec f_j_"e \bdhgmxlvky 1Zde hkgh\ge hi_jZp+€
l1.lhrmd sgrbo \maee\ 1Z ie*dexq_ggy "h gbo
ljbchf ljZzgazZdpec \e” dhjbkim\Zqge+\ ¢hdfZgadgiypet il
i _j_kbeZggy ljZgaZdpec "Zees ih f_j "o
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<bagZq_ggy gZ i*?klZ\e f_Ih™*m i_a fehpmp\Aglglxhjxlth[ehd m
dh ghfm kehls
<bemqg lphiggaZzdpec a imem ~h"Z\Zggy \ [ehdh \[&hjdzhe ggy
egrbf mgzZkgbdzZf f_j_ "
Il j_"ZqZ k\h}fm dhhj*bgmxghfm \madmohpyltdm peltdemahe
HljbfZggy \*” k\h]h dhhj*bgmxqgh][re hch.daeZeyhpwgdZmeaZpe€ [
negZeeaZpe}x Z[h hklZlhggeklx jhamikeylva¥\ijhpgdky iydh]h
ljZzgazZdpey \ f_j_ "o fh _ \\Z ZIbky higi@dlhpgahxdm ghZekkbnedZp-«%
afegb ljZzgazZdp+*€ Z[h [ehdm \ mihjy*dh\Zghfm eZgpx dm
Al_j_ _glgnj*€ [ehde\ |1Z |jZgaZdpec m \maeZo j_}klIjm
MqgqZklv m kbgojhgeaZpe+€ [ehde\ |Z |jZgaZdp-cC
Hkgh\ge hi_jZpe€ vyde \bdhgmxlvky J dhHiZdrgZpecgec f_
<bagZq_ggy \ dh'ghfm kehle _ihoWPrdod efZStakeldh fidie | «A
dhhjr*bgzZlhje\ m gbo I\hj_pv ZI)klIZlhj Z]j_1ZIhj
2 ljbchf j_ameviZle\ Z| _KlIZpe€ \oN qqgrZaXnmEke¢VZE2 g _j_ a f_j_"m
>hnrZ\Zggy ml\hjx\Zg_f \ [ehd ZI|_KNZ’pA2gb¢Z\gtehdy
H[ }*"gZggy knhjfh\Zgbo Z]j_]Zlhjafdgfdé vkbZpeid k h”
<e”Nih\e~rgh "~h hljbfZzgbo ZI_klIZpec kZgEmlkmblhimjfchhgdggy
eZgpx dZ [ehdes\ sh ie?ey]Zxlv negZeseeg@Z<evghihrigZypk dZz
[ehde\ m k\lec \mahe hkgh\gh€ f_j "¢ "ey negZecaZp-+£
KbgojhgeaZpey j_amevlZim dhgk_gkmkm a hkgh\ghx f_j_
A[_jel1Zggy *klhje€ [ehde\ |1Z ZI_klZp-c
8 A[_jelZggy klZgm dhhjrbgZlhje\ [Z2&gdkibfmkKiZgk fmj a2
GZ i*"klzZ\e \bdeZ”_gbo Zjoel_dimjbhlbojdz ge]jhdjiifegggh
ieZlnhjfm jhaih”ee_ghWaterfglk[Pilin
Hkgh\ge \eZklb\hkle kbkl_fb
Fh\Z ijh]jZfm\Z@adangx
joel_dIimji2\hrzZjh\Z hkgh\gZ PoQREN$* dhhj*bgZpecgz f_j_ " Z
Blockchain .
ljhlhdhe dhgk #gkhhikddhgZe _gbc 3URRI RI 6 WDNH
NmgdpehgZevgeklv sh azZ{hpkemmi\mkyY ggy ljZgaZdpec a \*"hfb
\[m~h\Zgbfb Ihd_gzfb \dexqZxqgb 1)7 M Kkaehmghp\ddlzgdgy Kk
jhajh[dZ jhaih”ee gbdApps”ZIde\
GZ jbk gZ\ " gh h*gm a

A WATERFALL Abol

_djZggWaterfallf ieZlinhjfb

Jbk ?djZg \b\_~ _ggy j_amevlquh]h eeghcyimjjlyNd m\e&hglgg g h]
BlockDAG.
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l[jh\_~_gh gzZ\ZglZ m\Zevge _dkijhmfihdgéeb gkbekyl .fb
L_klh\z f_j_"Z [meZ knhjfh\ZgZ gZ [R@ (IODVWLAFPBRRPSXWH &
L_klh\z f_j_"Z ijZpx\ZeZ gZ _da_f\&yyZ2oZWPIVPDGQ iZf yle
$PD]IRQ (& M oh”e _dki_jbf_gle\ [mehja[lelgagih\zagh ime
ljZgaZdpec |1Z aZnedkh\Zgh qZk aZ yddzihkZHggdyhajghkdjm*; meb
ajhle_ge \bfejb fZkrlZ[h\Zghkle K_j_&b&gh\bedeklv WSV
Fhrbnedh\ZgZ \_jkey :DWHUIDOO hjpggd2d&pthg&@2 k_drhg”"m ijb
azZ\zglz _gge Pl f_g6Z jbk gZ\_~_gh h”bg *a _djZge\ a j_am
|_klm\Zggy

/. WATERFALL

mance/vCPU | CPU Credits eamned/hr | Network burst bandwidth (Gbps) | EBS burst bandwidth (Mbps)

5 Up102,085

Let's analyze the line from the test results below:

Jbk Ijbdez” _djZgm a j_amevlzZIZfb |I_klm\Zggy gZ\ZglZ _ggy

IhlhqgZ j_ZesaZpey :DWHUIDOO \bdWKKHBOWXIPI(9Ghah]e
ihe _Jrm} \bdhjbklZgghgdiZzdle\ KdZgljzdlb *ey (WKHUHXP fh'g
dhiex\ZIlb ¢ \klZ\eylb ijb pvhfm \hgb ImkirrghklijXegrxX j "o
Waterfall ?dki_jbf_glb ihdZaZeb sh 7"ey efihjlmle[eevrh€ ¢
N p_gljZzeeah\Zgbo "h"zZldes\ fh  _ agzZa¥hplkkoygghpogdg g ih

;_ai_dzZ j_ZeecaZpe€ kbkl_fb ie~ljbfm}lvidy]jEib ckggfbldb djb
ijhlhdhezfb yde "h[j_ azZj_dhf_g"m\28KHKUHXRmP f_j_ "« (
O_+nmgdpe8kagh\gz f_j_ KRé&ccak- 6+% dhhj*bgZpecgz f_j_"Z %
SHA256.

Pbnjh\e ie”ibkb ~ey nhjfm\Zgdmadkdxdekgtt\gh€ ECPSAs( +
(OOLSWLF &XUYH 'LIJLWDO 6LJQD\W A &t dhhjRBLAP Kdgh€&/ HFS ™
- i*Nibk %/6 %hw@ShkEcham).<klzZgh\ejghhf _grh\Zgm dhgnelmjZpex
Ney mkiergh]l]h aZimkdm \maeZ
+Qbkeh R2I +
tHi_jZlb\gZ izZf y$y +
+SSD+ =]
£1gl_jg_Il ljZned=% fek
J amevlzZl 1Z h[]h\Rjhajhye gZ ieZlnhjfZz :DWHUIDOO mkiZ"c
ihdjZsm} (WKHUBXP Ih]lh iezZlnhjfz fz} jy™ i_j_\Z]

<bkhdZ ijh"mdIbAglkklZ[R\Zge \ kbkl_fe [ehdh\e kljmdImjb gZ
'$* ~"halheyxlv h”"ghqzZkgh im[eedm\ZIb depfid}Z '$&hdZ\ P _ nt
aZ[_ai_gm} aZ\ _jr_geklv \keo ljZgaZdpe-g_adhghle\d I nmk|jehtibg
a hrgbf Lhfm :DWHOYDBOqXZ Kdph_h[jh[eylb dZjlb 9LVvD ODVWH
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Union.3D\ gZ "~ _p_gljZeeceah\Zghfm je\ge gZAtt¢gim dhhikgdggedb
ijhfe gbfb eZ[hjZlhjgbfb |I_klZfb kbkh[&ZIbh]eZ hggaZdpec \
k_dmg”"mihpagyggy aZagZqbfh sh 9LVD h[jh[eydaZdebec ¢z l]
k_dmg”"m
Gbavde dhfeke€ azZ KjogbaZdlpriEz kijh_dlh\ZgzZ 1Zdbf gbghf
i*Mjbfm\ZIlb fegefZevge dhfeke€ m jeajdidbdrike §Egdfoggh
fZkrlZ[m}Ilvky ae ajhklzZggyf gzZ\ZglzZ _gWy lb& dzZk nmyd
ijhA"mdlb\geklv \ke}€ kbkl_fb a[eevrmfHirhy kédhllshfim gihstyZkgh
im[eedm}Ivky [eevr_ [ehde\ Z ljZgaZdpeclgy \a[Hphm agb mx
fZzkrlZ[m\zZggy kbkl_fb P_ agb m} deemeé=klyZgaZdpec gZ\elv m
]h*bgb ied
Gbavdbc negZgkh\bc ihpedh@hram tRUNHU <\ dhrim} ijb[ebagh
"heZje\ KR:
leZinhjfZ h[kem]h\m} \[m "h\bgmKddlZgh[kem]h\m\Zggy |hd _g
\dexqgh a 1)7 g_ ihlj_[mxlv ki_qolZelygbb \kfZjAbdhgmxIvky aZzZ
Ahihfhlhx al\bgZcgbo ljZgaZdpec sh agzq\pHjZogh m}e§dldlehz”g
p_ jh[blv €0 \bdhjbklZggy [*evr "hklnhiglfeZeghjbkidhF q-\
>bgZfeqgZ gZkljheedllahpfz fzZ} f_oZgeafb ~"bgzZfeqgh€ Z"NZil
i1ZjZf_lje\ kbkl_fb aZe_"gh \e® kbImZpe&8hdghfaAafegXklvkghlZ
hilbfZevgZ deevdeklv RUNHU ¢\ [Z 2~ ydeZsgremxQjiy Ijb g
Z\lhfzZlbqggh
LZdbf gbghf iezZlnhjfZz :DWHUIDOO azZ{_jai"lg\b} kijbyleb\ _
gZ"Zggy |Z kih"b\Zggy rbjhdh]h ki_d*myghkKead ey N\Z khpeZevg
Neyevghkle m ajmqghfm nhjfZle azZz]ZeNge*akRldghhhhj "}kl m
<bkgh\dkhajh[e_gh _dki_jbf_glZevgmWateflinhgfzn hkgh\e
| oghehe€p gljZeeah\Zgh]lh j_}kljm a ihdjZs_gbZbb ozZjzdl_j
fzkrlZz[h\Zghkle 1Z r\b~dhkle h[jh[dk IIjIZgg;ta\Z-dpeZlnhjfb e_"blv
aZijhihgh\zgz zA\hyZfih\Zz fh~ _ev jhaih”ee_gh]lh j_}kljm sh ih}’
kh[e hkgh\gm f_j_"m |h[m"h\ZgnD&*Z&I{Dd_g@ehﬂZ})dhhj"ngp cgn
f j_ " m aZkgh\ng gZ ljZz"bpdcogh ¢bhdég _cg
leZlnhjfZ ijbagZq_gZ "ey h[kem]h\m\Zggofld|Zga Zgdpfdx a j-e
\dexqgqzZxgb 1)7 h[kem]h\midhgglyZ&fdjle jhajh[db jhaih”ee _gb
Ahnrzldel L _kim\Zggy kbkl_fb ihdBEaZélfjhsdylbgZ k _j_~gvhfm
ljZgaZdpe+€ aZ k_dmg”m ijb "hkblwvlZpkWdgtfkieje\ge fZk
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DEVELOPMENT OF A DECENTRALIZED LEDGER PLATFORM WITH
IMPROVED CHARACTERISTICS

S.S. Grybniak

National Odesa Polytechnic University,
1, Shevchenko Ave. Odesa, 65044, Ukraine; e-maghybniak@op.edu.ua

Over the fifteen years of its existence, distributed ledgdgmitdogies have found wide application in the
field of financial turnover, cryptocurrency applications, and sedacument management systems. The
most popular today are the blockchain systems of Bitcoin and Etheriumtdesihieir advantagesthe
immutability of processed transactions, decentralization, teaespy tthey have a serious drawback: low
transaction processing speed and limited scalability. In ¢égard, it is difficult for them to compete with
decentralized financial platforms that have transaction priocespeeds orders of magnitude higher. The
purpose of this work is to develop a decentralized ledgdoptawith improved scalability and transaction
processing speed. The system was built on an architecture basditemteal acyclic graplxBlockDAG.
BlockDAG architecture compares favorably with Blockchaimsgnchronous operation. The ordering of
blocks in it is carried out by topological linear sorting of tleected graph. In addition, the processing
speed in BlockDAG increases with the increase in the numbeexs. e platform is built on a two-layer
scheme and consists of two networkthe main BlockDAG network and the coordination network built
on the basis of Blockchain. In the main network, blocks are createdistributed over the network. The
coordination network performs the functions of block certification &ed finalization. Proof of Stake
consensus protocol applied. The system is implemented as annmexgal Waterfall platform. The
platform is designed to serve transactions with various tokens, includihgdgerve smart contracts and
develop distributed applications. System testing showed draiggaction processing speed combined with
the required scalability.

Keywords: distributed ledger technologies , two-layer network , BlockDAG , Wateafatform
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GZpehgZevgbc mge\_jkbl | ©H” _kvdZ iheel_o0gedzZ?
MdjZ€gZ H”_kZ-1 R_\qijgdiadiosquid@gmail.com

AjhklZggy h[ky]e\ fmevibf_"ecgh]h dhgl_glm sh JlZg_jm}lvky a[_j*]Z

i j ~Z}lvky kmqzkgbfb sgnhjfZpecgbfb kbkl_fZfb ijba\hAblv Ah a[sevi

jﬁeo kl _1Zgh]ljZneqgh€ dhfihg_glb \ kbkl_fZo aZobklm egnhjfZpe€ Ijb

"h aZklhkh\m\zZgbo kl_]Zgh]jZneqgbo f_Ih”e\ \bkm\ZxlIvky agZqge \bfl
€0 _n_dlb\ghkle yde \dexqgZxlv "hklzZlgx ijhimkdgm kijhfh gekl

aZ[_ai_gq_ggy gZ~ecghkle kijbcgylly klecdhkle ~h ZIZd ijhlb \[m”~h
ihl\e"hfe _ggy < _ebd_ agZqg_ggy fzZ} r\bArdh”ey kl _]Zghl]jZneqgh]h f
hkh[ebymsh i j ~[ZqZ}Ivky ch]l]h aZklhkm\Zggy m j_ "bfe j Zevgh]h qZ
j_kmjkhh[fboigZlnhigZfo H*gbf ea kmgzZkgbo kl_]JZgh]jZnegqgbo f_Ih”ne\
sh o0zZjzdl _jbam}lvky aZ[_ai_q_ggyf hkgh\gbo ihdZagbde\ _n_dlb\gh
g_agZqgec h[gbkex\Zevgec kdeZ”*ghkle g_j a \bdhgZggy kIl _]Zghi_j_|
ijhklhjh\elc[eZkle dhgl_cg_jZ } kl_]Zgh]ljZnegqgbc f_Ih” a dh~h\bf

mijZ\eeggyf \[m*h\m\zZggyf “h”~Zldh\h€ egnhjfzZpe€ H"*gZd g_a\Z Z)
"hkblv \bkhde ihdZagbdb klecdhkle "h ZIZdb aZrmfe_ggyf ydZ fh'_ fz

\' [Z]ZIlvho ijZdlbggbo azZklhkm\Zggyo ZdlmZevgbf ebrz}lvky ib

isn\bs_ggy klecdhkls kl_]Zghi_j_I\hj_ggy ~h ~Zgh]h Ibim z1zZd F_lhx |

} ie"bs_ggy klecdhkle ~h ZzZlZzd azZrmfe_ggyf kl_]Zgh]jZneqgh]lh f_
dh~rh\bf mijzZ\eeggyf \[m*h\m\Zggyf ~h~Zldh\h€ e<gnhjfZpe£€ M jh
jhaleygmllhdb ijhib \[m "hhXgthiffe _ggy aZrmfe_ggyf "\hfZ \b~Zfb
rmfe\ Z"blb\gbf [¢ebf ]Zmkh\bf rmfhf I[Z rmfHSIBPHWU2©OMOW DQG 3
jh[hle ijh\_~_gh _dki_jbf_glZzevg_ “~hke<sRIljingdilynjbieb\m
aZklhkh\m\zZzgh]h dh~h\h]h keh\Z gZ klecdeklv kl_]JZgh]jZneqgh]h f
dh~rh\bf mijz\eeggyf ~h zZlzZdb azZrmfe_ggyf Z”blb\gbf [sebf ]JZmkh

rmfhf yd_ ~hal\hebeh \bjh[blb ijZzdlbgge j_dhf_g”"Zp+€ sh”~h izZjzf_
kl_1ZghljZneggh]lh f_Ih*m a dh”h\bf mijzZz\eeggyf \ mfh\Zo ~Zgh]h Ibim
AZijhihgh\Zgh azZklhkm\Zggy f _Ih"m RH< rbjhdhkfm]h\bc kb]g.
h[f_ "m\Zq \mavdhkfm]h\bc kb]JgzZe Ney i*"\bs _ggy klecdhk

kl _1Zgh]jZneggh]lh f _Ih*m a dh~h\bf mijzZ\eeggyf *h Z1Zd aZrmfe_ggyf
©6DOW DQG 3HSShHé&mgbkabMiadhevdeklv ihfbehd ijb \bemqg_gg-
AhArZldh\h€ egnhjfZzpe€ \ mfh\Zo aZrmfe_ §gyHt'dfZfgsmihf gz

nNZgec klZlle j _amevizlib fh mlv [mlb dhjbkgbfb “ey azZklhkm\Z

kl 1Zgh]jZneggh]lh f_Ih m a dh” h\bf mijZ\eeggyf gZ ijZdlbpe \ mf
i_j_~Z\Zggy kl_]Zghih\e*hfe _ggy ih dZgzZezZf sh ozZjzdl_jbamxlvky gZ
Z1Zd aZrmfe_ggyf ijhlb \[m~h\Zgh]h ih\e~hfe _ggy

Dexgh\e keklZ]Zgh]jZney ndifZh&éeggy \[m*h\m\Zggyf egnhjfZp-€
Z1ZzdzZ aZrmfe_ggyf Z” blb\gb o f e hEdZamkPepper

<kImdihklZgh\dZ a&ZZgb\bf dhfihg_glhf kmqgzZkgbo kbkl_f aZo
egnhjfZpe€ } kl_]Zgh]jZneqge f_Ih"b jebhdab\ZaggygrkXfh]lih nZdIm
gZy\ghkle egnhjfZpe€ sh aZobsZ}lvkyh @Zklkhkh)m\ge«gbo"
kl _1Zgh]ljZneggbo f_Ih~e\ \bkm\ZxlIvkry_ kit\hgk Klrfh$b \dexqzZxlv
\bkhdm ijhimkdgm kijhfh geklv aZzZ[_akijppcpoylygZkieqdtkkde
Z1Zd ijhlb \[m~h\Zgh]h ih\e*hfe_ggy bk&dchZegpaw ckm elf*geklv
kl_1Zghi_j_I\hj_ggy

ljb pvhfm \bfh]Z azZ[_ai_qgq_ggy klecdbk]h K| |hZ2ghNZrZelZd

ijhib \[m~Ah\Zgh]lh ih\eAhfe _ggy kizZ} mfhjhbbjagdyad d_ggy
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gbavdh€ h[gbkex\Zevgh€ kdeZ~ghkle q hjkm\Zgdy orjhgellljy¢\ aZkl
i_j_I\hj_gv i_j_oe~ ~h ydbo ihlj_[m}\ZeXgbhbo\hlj&kkax
\k_ kbg]meyjgh]lh jhadezZ”~Zggy fZljbp¥[ [«ehde\hdkhgydcagn j
[tevrhkle \biz~rde\ f_|h*b sh azZklhkWimxIWMHhjey &y _ijhdklhjh\e
hlezZkle dhgl[6cBl,jZg_klecdbfb ~h ZIZd ijhlb \[m~h\Zgh]h ih\e~Ahf

<bjer_ggyf ~Zgh]lh ijhlbjeqqy klZeZ jhajhqdB]klf]Zgtmj a
dh”h\bf mijzZ\eeggyf \[m*"h\m\Zggyf ~tpeZErd®)\h€h gpnhgkd m
ijhklhjh\ec h[eZkle dhgl_cg_jZ 1Z ijb p&hfan _JghMZNgbBih\e~rgeklv
aZagZqg_gbf djbl_jeyf _n_dlIb\ghkle gja\eiljmgleelvrac\§4hfbfb
f_Ih~Zfb sh i_j_"[ZqZxlv aZklhkm\Zdboy_lyjog§ZZk kvithjhfgergec
AN gv \erhfh gbfzeh zlzd ijhlb \[m~Ah\Zghlhgdbl-énhfe g
jhaih\kx~" _gbfb k_j ~ ydbo } ZlzZdb klbkgr gtlyfhelbfggklh gz
ijZdlbpe amkljeqZxlvky ZIZdb aZrmfe_dogyimfeglshb jhf b2
ZdimZevghx aZ”Zgqm i*"\bs_ggy klecdd Klelk?)2dhhZonr g bb A m
Z1Zd Yd ihdZamxlv ijh\_~ ge "hke*” ZglylZ ktgadre]kl va kilh/ym
dh*h\bf mijZ\eeggyf \[m*uWUh ZQlgyWf aZrmfe_ggyf hdj_fbfb \b~rZf
rmfe\ fh™_ [mlb kmll}\h ie*"\bs_gZz

F_lhx jh[hlb '} i**\bs_ggy klecdhkle ~h ZlZd aZrmfe
kl _1Zghl]jZneggh]h f_Ih”m a dh”"h\bf /mjZyasdgigyf \[m~h
Klecdeklv kl_]Zgh]jZneqgh]lh f_Ih*m a dh”h\bf miZdeyggyf \[mA~
>1"h ZlZd aZrmfe &'gylb\gbf [eebf ]Zmkh\bf Amfhfhx
ihje\gyggy klecdhkle Kkl _]Zgh]jZneggh]lh bf_ImtpZ\eaggd/HH”h\
\[m~*h\m\Zggy¥h ZlZdb aZrmfe_ggyf Esdbfh¥Xgbkh\bf rmfhf
;=R ijb azZzklhkm\Zgge jeagbo dh”h\bo kee\Zkimhighh\_~ _gbc
_dki_jbf_gl M \b[ejdm a dhevhjh\boaleNHG3 [16v a [Z
\bdhgm\Zehky \[m”™hlma\agkyhkm\Zggyf dh”h\bo kee\ sh \ieb\Z
hl{jZzgm ljZgknhjfZzgim i_j I\hj-:¢4dyZjMheirkey qh]h hljbfzZzg_
Kl _]1Zghih\erhfe_ggy i*""Z\Zehky=&Zrmamjfseagdbdh je\gyfb "bki_jke€
D« fZl _fZlbggbf hgedvh\Dgglykey ZlZdb aZrmfe_ ggyf a*eckgx\Ze
\bemqg_ggye \bfejx\Zggy deevdhkle ihfbehd JshmkhMZbky
"hkee”” _ggy ij_"klZ\e_ge m IZ[e v &Zrmde_glb\gpktklZ\e_gh m
\b]JeyPSNR [11] M IZ][e ey klbkehkle ihdZazZges ebrker\deevdZz
dh ghlh jhafejm sh \b[ejdh\h \ieb\ZxIvigZZzgZmzigm IYEQkygy
Mhe¢ZNZ2fZjZ

'gZe+a "Zgbo sh ij_"klZ\e_ge* m |Idpede kilvdZdmimsthkz|lzZd
azZzrmfe_ggyf :g=RaZe_"blv \¢~ h[jZgh]h dh”h\h]h keh\Z Hkde:
;=R fZ} je\ghfejgm ki_dljZevgm seevgekl¥h ph]hjbahh\b[ley
dhgdj_Ighl]h dh”"h\h]h keh\Z g_ fZ} &dZadek]v Yiebtm gZ

Jhadb” agZqg_gv \e*"khldm ihfbehd ijb ZEgh]lhijhlb \[
ih\e"hfe_ggy aZrmfe_gggfjcagRfb agZq_ggyfb ~bki_jke€ ey je
dh~h\bo kejs\*dma _e_f_glZjghx kljin@),0Fhx)} klZzgh\blv ~h

ihfbehd ey dh”h\bo keRBVjhaliejm ihfbehd ey dh”h\bo ke-\
jhafej® 8 1Z ~h ihfbehd "ey dh”h\bo A &6\ jhafejm

ljb aZklhkm\Zgge dh”h\h]h keh\Z ydcghielde}Z g@dmihkle
\erkhlhd ihfbehd ijb " _dh”"m\Zgges \ mfhadpf A1&dp_agvmifre _
[revrbc gZ "ey dh”"h\bo kK4 jhafejm ey jh&f8jm gZ

N"ey jhaf#Amb6.
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LZ[ebpy
AZe "geklv deevdhkle ihfbehd>illb’/PINRMQq_gg-*

Dh~h
ke hYh 6.949923.209430.096(33.0811735.282740.001742.950149.508¢61.174¢
PSNR

N 4
T, |49.734741.910732.119125.533(19.820¢ 7.4452 2.5829 0.7541 0.6206

T,02 |49.500741.627531.796625.161719.410¢ 6.9208 1.9746| 0.0327, 0O
T,03 [49.510741.635731.790825.194919.4227 6.9358 1.9887/0.0342 0

«

T4a4 [49.501041.645331.791225.167319.4139 6.9157, 1.9818 0.0324| 0

N 8
Tsa1 |49.701(34.149517.518¢ 9.4970) 4.8697| 1.0886 0.8595| 0.6934| 0.5338
Tews [48.918433.251316.629] 8.5859 3.9630 0.2255 0.0365 0O 0
Tews [48.932¢33.280§16.6394 8.5975| 3.9916| 0.2304) 0.0380 0O 0
«
Te s |48.927433.268¢16.6103 8.5822 3.9681 0.2224/ 0.0353| 0 0
N 16
Ti6.01 [49.642321.621( 4.4085| 1.7983| 1.2713| 0.9367| 0.8081| 0.6399 0.4615
Ti602 |47.791419.258¢ 2.6979 0.4183 0.0871/ 0.0035 0 0 0
Ti603 |47.887719.281%2.7092 0.4186/ 0.0913 0.0035 O 0 0
«
Ti6.06.16) |47.804919.216] 2.6898 0.4125| 0.0898 0.0030| O 0 0

AjhklZzggy klecdhkle kl_]1Zgh]jZneqggh\Jhf fmihZ\rees@gyfh”h
\[mAh\m\Z gdlyi " eb\ebr aZ jZomghd a[eevr_ggy _g _j]*€ dh”~h\h]h
Ih[Ih ea aZklhkm\Zggyf [Z]ZIhje\g 1%.0 dh”h\bo kee*\ >

GZ i*"klzZ\e j_amevlZle\ ijh\_~_gh]h g4dkknijhjff ngd m\ Zho
gZklmige j_dhf_g~Zpe+€ sh”h azZklhkmgdEpgy KhA"d gdn ] dariea b f
mijZ\eeggyf \[m *h\m\Zogght¥Zo Z1Zd aZrmfe_ggyf ;=R

1. AZklhkm\zZggy [Z]Zlhje\g_\bo ddZhXlgdekde}x2ea \b[hjhf
kbJ]gZevgbo dhgkljmdpec ~ey jh[hlb m dZgdeZge.alJyRdm sh
[revrZ klecdeklv kl_]Zgh]jZneqggh]h f_Ihfen ggihfijAIEd aZrm
\[m~h\Zgh]h ih\er*hfe_ggy fh _ [mlb aZj[-&ivrq g% qgj jd*€
dh"h\h]h keh\Z reyohf aZzklhkm\Zggy YEdZkbpd\g \bo dh”h

2.AZ[_ai_q_ggy \ieb\m gZ \bkhdhqgZlklhtey ladddZah\g 2ggy
gZc[eevrh€ gZ~"ecghkle kijbcgylly Kkl_]Zo\Zitidx¢bfeg A gjyp\gbc
kl iegv Kklecdhkle dh”h\bo kee\ ~h ZIZdRaZfimfe [gmghbf :;=
j_dhf_g~h\Zg_ aZklhkm\Zggy dh”h\bo keegZ gVZcltebYZxlv
\bkhdhqgZklhlge kdezZ”h\e gZijbdez” MZzetiZHNEjfZgIm M
jZae aZklhkm\zZggy [Z]Zlhje\g_\bo dhizdhBoljkgknh\iZgIB ~"ey
\[m*"h\m\ZgdyzZdh™ g\ _ex} ijh[e_fm agZoh” ggy fzZdkbfZevcg
Zfieelm~hx _e_f_gle\ ih djzyf dh”h\h]h &®eli\Zmgbhigmhh\h
\bgbdg_ggy ijh[e_fb gZc[eevrh]lh i_j_oZ"mjZydklup¥bhkéhdes\ 1Z
i*"\bsblb gZ”ecgeklv kijbcgylly kIl _]Zghih\e~hfe _ggy

AZagZq_ge fh*bnedZp+€ ~halheyxlv ZhggbmhcZlb |kl _JaZgh]jZ
dh~ h\bf mijZ\eeggyf \[m*h\m\Zggy >1 "ch Zh4dlkaArmffeh\ggy
=R
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Klecdeklv kl_]Zgh]jZheggpynhha dh”*h\bf mijZ\eeggyf \[m*h\m\Zgg:
>1"h Zlzd aZrmfe_ggyf rmfrahd CBdDSBEWBHEy aZklhkm\Zggy
kl_1Zgh]jZneggh]h f_Ih"m a dh”*h\bf ImjZ\eepyByli Agiedo a
rmfhf IbinBal®and Peppé fh gz j_dhf_g"m\zZlb ~h”~Z\Zggy hi_jZ
h[f_ "m\zZggfieslm”~b fZljbpv j'agethpdes\ kl _1Zghih\e*hfe _ggy 1Z
hijb]J]egZevgh]h dhgl_cg_jm ijb \bemq_dg-i<*1bsBlb AhkRBa\beb
klecdhkle kl_]Zghih\e"hfe_ggy "h I1Zdbo Zlzd

H[f_ m\Zgdyieelm~b fZljbpv jeagbpe ihey]zZ} mM€\klZgh\e
fZdkbfZevgh]lh agZq_ggy shdkb‘fihesAfieeIm”e aZklhkh\m\Zgh]h
dh~h\h]h keh\Z < jZae \bdhjbklZggy [kgdjgbf@dkdhiMrhéboZ
Zfieelm~Z KkIZB\DIR _c i*”0*” ZgZeh]eqgbc \erhfhfydldclh*m RH
_n_dlb\gbc *ey [hjhlv[b a sfimevkgbfb azZ\zZz~Zfb

F Ih" RH< %$1 rbjhdZ h{éhk#E\ZqmavdZ ihehkZ } h~rghbf
ea i*"0h”e\ ~h neevljZp+€ kb]gZee\ mhidjkyz”e&ydhibkin)b a
-fimevkgbfb az\z~zZfb Ch]lh gzZa\Z \dZam} k@&Z”bhdh hkgt

rbjhdhkfm]lh\bc kBgROGEDQG AWWKOKPWRU IZdmavdhkfm

kb]g@Narrowband) jbk .

Jbk.KljmdImjgZ RH<Z

AZ]lZevgbc ijbgpbi f_Ihthm_Rihd"Zilh\Zgbc \e~ih\e~gh ~h
ki_pbneggbo \bfh] 1Z \eZklb\hkl_c¢c rmémgld kbodgZesrtrzyge -+ yd
ihdZazeb ijh\_~ g “hke*”" _ggy fh' _ fmybijhZkte€h\@EfHoc©6D O W
DQG 3H§EBHARKIhkm\Zgges kl _]JZgh]jZneqgh]h fijZhénggyfdh~h\bf
\[m "h\m\Zgdyf

LZd \e~ih\e~@hifth "bemq _gge >1 a kl _]Zghih\e~hfe _ggy q_
[eld ', m aZ]Zevghfm, YhiZ fnkIblb dhf[egZpex a [Z]ZIvho qZklh]
\eNih\enrZ} rbjhdecmkfmldare RH< lekey pvh]h a”eckgx}lvky h[f_
[ehdm aZ Zfieelm”~hx §d}Zgedgyfirkey pwhMhe@ggy dhgdj Igh€
gZklhlgh€ kdeZ”"h\h€ sh \eMih\emZf} \masv B+t<kfmae

Jhaleyg fh dhgdj _Igbc ijbdeZ kiM3\jZghéhdmfhf Ibim

©6DOW DQG 3HSSHU®D &O.1Mkki]Zlgehxh\e"hfeS gg& 1Zdh"”
\eNMih\ergbc chfm [ehd hjb]egZevgh{hfiznbkvw“RbdegQy

457 150 151 149 146 142 141 18 458 151 152 150 147 143 142 14

453 144 152 144 140 143 141 14 &54 255 153 145 141 255 255 14

&49 141 148 145 137 140 136 14 &50 142 149 146 138 141 137 14

442 141 143 142 142 142 137 14, 443 142 144 143 143 143 138 14, (1)

443 143 142 143 143 146 147 14
131 145 143 141 143 143 140 ¥4
133 145 144 142 147 146 130 ¥
139 140 146 143 145 149 144 ¥§

442 142 141 142 142 145 146 14
130 144 255 140 142 142 139 X8
132 144 255 141 146 145 129 ¥
138 139 255 142 144 148 143 2§

yd \[mAh\nivZfhgyd 1 mkl_]JZghih\e*hfe_ggy

\eA[mehky o

aZklhkm\zggyf dh”hWlh keh\X¥b[ejdh\h \ieb\Z} gZ ljZgknhjfZgl
i_j_I\hj_ggy Mh&rfzjz AgZc”_fh fZljbpragbpe fe fZljbpyfb
[ehde\ klI_]Zghih\e~ "hfi®o]gpdevgh]h ih\e*hfe_ggy
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1711111 1 1a
1111 1 1 1112114 %
111111 1 I @)
11 111 1 1 1«
11 1111 1 x
1 1112 1 1 1 1 %
1 1111 11 1 1 ¥
1 1109 1 1 1 1118

Fb [Zgbfh iskey ih_e_f_Igh]lh fgh _ggy _e_f_gib\phljbfZgh€

gZ _e_f_glb azZklhkh\Zgh]h dhThih]lheakeihvZevrbf
ie"kmfh\m\Zggyff gjsamevIimbzgptEpe aZklhkm\&Zig g ¥ fsig)

8 8
. I 1 . . - -
hijbfm}fh ang_ggsﬂC[slgﬂi?,l (i, )M ) sign( 56) 1 sh
g_ \eAih\eAZ} \[m~Ah\Zghfm [+Im >1 hiKpitbéjdBhlblvbemq_gge >1
Arsckgbfh h[f_> _ggy Zfieslm~Ab \eAihRHgh "l _fneviZ|.

ghlh hljbfm}fh fZljbpx jeagbp-
11 11111¢®
1111111 k
1111111 k
1111111 % (3)
11111114
111 11114
111 111 1¢4
111 11 11K
Ney yddkéey ih_e f _Igh]lh fgh _ggy _e_f _gjbphlglzfZzgh€ fgdb

dh”h\h]h k&h\MZea ih~"Zevrbf ie"kmfh\m\zZggyf _e_f_gle\ j_ame\
fZljbpe <+« aZklhkm\Zggyfsigh), jBpjvem}fh agzZql[eddy >1

8 8
dc sigr‘(:.: (i, )N ))) sign(56) 1, sh \eMih\e”rZ} \[m~Ah\Zghfm [«Im

ilj1

>1

AZ”ey hpegdb je\gy i**\bs _ggy klecdgklh Kl InZgh]pZneq
dh”h\bf mijZ\eeggyf \[m*"h\m\Zggyf >1 @Rfzizdif aZhh®aVN g
SHSSH® ijh\_~ gbc h[gbkex\Zevgbc _dki_jbfgglt ea azZklhkm
ah[jZz _gv aNRZ&HO] sh [m\ kijyfh\Zgbc gZ hpegdm deevdhkle ihfb
\bemqg_gge* >1 a kl_]JZghih\e~rhfe_ggy \ emfggyfo pNZdly gahmhH
\bfejx\Z\ky ihdz&pbRhffb pvhfm ~ey \[m*"h\m\Zggy >1 aZklhkh\m
dh”~h\_ k&hih, sh \ieb\Z} gZ ljZzgknhjfZglm i_j_Itb}Z§gyZzMherZ
5,1)[ _a aZklhkm\Zggy RH< Z IZdh" |_ kRZaZldhkm\ZgghihRH <

(BAN T, 6p)- J_amevIighb_~A_ghlh _dki_jbf_gim ijh~A_fhgkljh\Zge gZ |
60

~T55.1)
50 BAN 1(,.N,|7).1J

0 10 20 30 40 50
PSNR

Jbk AZe_"geklv gqbkeZ ihfbehd ijb \bemq _gddke «>idm\femtt €gd D PKW \
and3HSSHU?2
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LZdbf ghgkf\bs_ggy klecdhkle kl_]Zgh]jZneqghh f_Ih*m a
mijZ\eeggyf \[m "h\mlzZygyflZzd aZrmfe_ggyf rmfhf ©6DOW DQG :
fekp_ gZ je\ge* Nk fey \biZzrdm dh” f\h]jhihkghiz 8,

sh \ieb\Z} gZ ljZgknhjfzgifzfMjpBiaz AZklhkm\Zggy h[f_~ _ggy
Zfieelm”~b i_j_ " h[jh[dhx fZljbpv jeagbpwf AEyedXlhf adjhd ggy
ydhkle \erghVvel gggh "hihfzZz]Z} mgbdgmlb \ieb\m rmfls\Wbo dhfihg._
fh mlv kihI\hpblbLZdbf gbghf h[f_"_ggy Zfieelm”~b ~"hbhfZ]Z} ie/\
gZ”ecgeklv 1Z klecdeklv Kkl_]Zgh]jZaeqgghi\bf_Imfj@\eeggyf
\[m*h\m\Zggyf >1 ~h Z1Zd aZrmfe_ggyf

<bkgh\dM ~Zgec jh[hle [meh ijh\_~ gh "“hkeegZgfyle sh fzZel
i*"\bs _ggy klecdhkle Kkl _JZgh]jZneggh]h bff_Ilin4jd\eaggd/ti”™h\
\[m~*h\m\Zggyf >1 \ mfh\Zo ZIZdmdEf m;f=Rdg yinm f hIJal€and

Peppef.

IlhdzZzaZzZgh sh m \biz*dm ZzZlzdb ijhlih\\{imfeh\zZgyh]h
aZrmfe_ggyf ;=R klecdeklv kl_JZgh]jZnegp\ZjmZgldgxm"h
kljmdImjb azZklhkh\m\Zgh]h dh~h\h]l]h kéM\&d fKIpmdbklv f_|
i*"\bs_ghx azZ jZomghd a[eevr_ggy _g Z]*8&hdlihthab}h kah\
aZklhkm\zggyf [Z]Zlhje\g_\bo dh”h\bo |[Kegrshgdgwvglghfnrh
aZklhkm\zggyf [Z]Zlhje\g_\bo da”“hdkgxkév\\bghjdh\bc \ieb\ gz
\bkhde qZklhlb azZ”ey i*"\bs_ggy gZ”"<klghKlgphikhijbtlghellygy -
mgbdg_ggy ijh[e_fb \bgbdg_ggy h[eZklkdajZehkly gZ"Figbpyo
[ehde\

< dZgZeZo a rmf&ditbhdme@ér[meh aZijhihgdhZKighkm\Zggy
f ITh"m RH< sh i_j_"~[ZqZ} h[f_"_ggy ihjbgvVieagby fZI
kl _1Zghih\e*hfe _ggy |Z hjb]egZevghikllhmghZggyjmZgh]h f_Ih*m
"halhebeh agbablb je\ _gv ihfbehd gZ Rl hikma\ogyayfy e<a @
hjblegZevgh]lh kl_]Zgh]jZneggh]lh f_lh”%emggydhV[m/bH\m\zH\gy f
>1

J _dhf_gnZpe€ aZzZijhihgh\zZdh mlvjh[[hl®o \bdhjbklZge "ey
ihrZevrh]lh \"hkdhgZe_ggy |Z hilbfeazZpe+€ f_Ih"m
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INCREASING THE ROBUSTNESS OF THE STEGANOGRAPHIC METHOD
WITH CODE CONTROL OF THE ADDITIONAL INFORMATION
EMBEDDING AGAINST NOISE ATTACKS

D.O. Hulid, A.V. Sokolov

National Odesa Polytechnic University
Ukraine, Odesa, 65044, Shevchenko Ave., 1, radiogggidail.com

The increase in the amount of multimedia content generated, storedrastditted by modern information
systems leads to an increase in the role of the steganogcapfponent in information protection systems.
At the same time, significant requirements are put to tpéeapsteganographic methods regarding their
effectiveness, which include sufficient bandwidth, ensuring thebifjaof perception, and resistance to
attacks against the embedded message. The performance dédarographic methods is of great
importance, especially if it is intended to be used in real-time oroarcesconstrained platforms. One of
the modern steganographic methods, which is characterized by protidimgin effectiveness indicators
with a small computational complexity due to the execution of steganogragistonmation in the space
domain of the container, is a steganographic method with code contrafiditional information
embedding. However, despite the rather high indicators of nesésta noise attacks, which can occur in
many practical applications, the issue of increasing thetaesie of steganographic transformation to these
types of attacks remains relevant. The purpose of the paper is¢asathe resistance to noise attacks of
the steganographic method with code control of additional informatitne@ding. The paper researches
attacks against an embedded message with two types of noise: additiev&Sadnssian noise arfdalt and
Peppef noise. In the paper, experimental research on the effetiie afructure of the codeword used on
the robustness of the steganographic method with code controltagaiose attack by additive white
Gaussian noise was performed, which made it possible to devaldjcal recommendations regarding the
parameters of the steganographic method with code control under the coruditioadype of attack. The
application of the BAN method (broadband signal, attenuator, narroveligmet) is proposed to increase
the resistance of the steganographic method with code control afairiSatt and Pepper” noise attack,
which allowed to reduce the number of errors when extracting additional ini@nrmaconditions of this
noise by 48%. The results obtained in this paper can be tdisethie application of the steganographic
method with code control in practice in the conditions of transmissianstéganographic message over
channels characterized by the presence of noise attacks against ttdezinbhessage.

Keywords: steganography, code control of additional information embedding, noise attadkeaddite
Gaussian noise®Salt and Peppénoise.
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G F /jrh\Z E X Djb\_gdh\z

ljb~rgeijh\kvdZ N _jZ\gZ ZdzZ"™ _fey [m"NdNgpI\Z |Z Zjoel_
f >geijh \me Q _jgbr \Kkwaih]h Z
nersovalO7@gmail.com, lyuk2406 @i.ua

G_a\zZ zZxqb gz |I_ sh _n_dlb\geklv f_Ih”e\ ieZgm\Zggy _dki_jbf_
hkh[eb\h ijb \bjer_gge ijbdezZ~gbo az\"Zgv [meZ g_h~ghjZah\h ~h\_~*
[Z]1ZIhnZzdlhjghlh _dki_jbf_glm ~m _ ih\eevgh \ijh\Z*""mxIvky \ gZmd

g’ _g_jgm ijZdlbdm l[jbgbgb pvh]h kdez~rgeklv hjlZgeaZpe€ ijh\_
_dki_jbf_glm izZjzf_Iljb "hkee""m\Zgbo kbkl_f ghkylv kdeZ~gbc ~bgZ1
o0ZjzZdl_j « kobevge “h kmll}\bo \ieb\e\ afeg mfh\ ah\gergvh]h k_j_ Al
my\gZ kdezZ”geklv fZljbpe ieZgm\Zggy |Z jhajZomgdes\ \e?reydm} ~hke
g_"hklzlgvhx fzZl_fZlbgghx i*~]hlh\dhx [Z]Zlh ihke[gbde\ ca aZklhkm
[Z]1ZIhnZdlhjghlh _dki_jbf_glm gZibkZge gZ g_"hklmighfm *ey g’
je\ge \jZoh\mxqgb i**lhlh\dm a ~bkpbieeg fZl_fZlbggh]h 1Z dhfi xI_j¢
pbdee\ m | _ogeqgbo \mazZo ?dki_jbf_gl aZcfz} qeevg_ fekp_ k_j_"
hljbfZggy egnhjfZpe€ ijh \gmljerge \aZ}fha\ yadb y\bs m ijbjh?e 1Z |
M fejm mkdeZ”"g_ggy “hkee""m\Zgbo ijhp_ke\ IZ y\bs ajhklzZxlv \bljz
ZiZjZlmjm |Z ijh\_~ ggy _dki_jbf_glm M oh”e \bijh[m\Zgv a[bjZ}Ivky
deevdeklv _dki_jbf glZevgbo "Zgbo sh ihlj_ [mxlv h[jh[db |Z ZgZe-a
pvhfm Iljb\Ze+sklv ZgZeeam hkfbke ggy j_am&o@¢XZb)lh\bijh[m\Zgv IZ
h[eedm “ey dhjb]lm\Zggy 0ZjzZd!l_jbklbd gh\bo \bjh[e\ *m"~_ agZqgZ KI
ieroe™ i_j_"[ZqZ} jhaley”~Zlb \ke _e_f_glb Zdlb\gh]h _dki_jbf_glm yd
kbkl_fb A pbo ihabpec g_h[oergh ij_"klZ\blb aZzZ]Zevge \eZklb
_dki_jbf_glm yd h[ }dlZ ~hkee""_ggy 12 ~Zlb j_dhf_g”"Zpe€ sh”h \
fzl_fZlbggbo ijbchfe\ 1z f_Ihne\ ydbfb fh _  dhjbkim\ZIbky

_dki_jbf_glzlhj ijb \b[hje jer_gv m oh”e ie~r]lhlh\db _dki_jbf_glm c!
ijh\_~_gge 1Z h[jh[db j samevMZl«eb\h ijb pvhfm \b[jZIb f_Ih”b

|Z egkljmf_glZevges aZkh[b h[jh[db ~Zgbo _dki_jbf_glm G_a\Z Zxqb g
ihgbgzZxgb a jhdm \ [Z]ZIvho jh[hlZo ~h\h~blvky _n_dlb\gel
\bdhjbklZggy iZd_Im ZgZeesam ([FHO 7~ey h[jh[db “"Zgbo _dki_jbf_glm
gZmdh\ec |Z gzZ\gZevgec ecl_jZImje \bdhjbklh\m}Ilvky dh”"m\Zggy
jZghhfeaZpey ijh\_~ ggy ~“hkee”e\ \Db[ej djblbgqgbo agZq_gv djbl_j«€\
ydhkle fzZl fZlbqgbo fh”_e ¢ azZz I1Z[ebpyfb Djef Ihl]h m jh[hlZo

ijhlgham\Zggy g_ \bdhjbklih\mxIvky f _ITh”b hilbfeaZpe€ M pec jh[hle &
ijbkdhj_ggy ijhp_km \ijh\Z~"" _ggy \ gZmdm 1|Z e<g _g_jgm ijzZdlb
_n_dlb\gbo dhfi xI_jgbo kihkh[e\ h[jh[db gzZ\_"~_gh j_ZeecaZpex f_Ih"
h[jh[db ~"Zgbo Zdlb\gh]lh _dki_jbf_glm azkh[Zfb ([FHO

Dexgh\e kehdXi_ jbf gl gZmdZ <9  _g_jgZ ijZdlbdz esgkljmf_glb iZd_
ZgZekxxat f _|hhhlbfeazZpe€

<klmiG_a\Z Zxqb gZ |_ sh _n_dlb\geklv f_lkkd\ jbfZgmZggy
hkh[eb\h ijb \bjer_gge ijbdezZ”gbo azZ\WZah\Hmed_¢_bfZg "_£€
[Z]ZlhnZdlhjghlh _dki_jbf_glm ~m" _ imxéwigph \ijgdmdm 1Z

*g _0g_jgm ijZdlbdm 1Ijbgbgb pvh]h

-kdez”rgeklv hj]J]ZgeaZpe+€ ijh\_~ ggy _dki_jbf_glm

-iZjZf_ljb "hkee”"m\Zgbo kbkl_f ghkylvqgtheZagjrad g f
kobevge “"h kmll}\bafdgem\fh\\ ah\gergvh]h k_j ~"h\bsZ

-my\dkdleZ”rgeklv fZljbpe ieZgm\Zggy ¢ jhahkemgbde\eaeydm
g_"hklzlgvhx fZl_fZlbgghx i*~]hlh\dhx

- [Z]1Z1h ihke[gbde\ ea azZklhkm\Zggy [Z]ZlhftngHdmhjgh]h
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gZibkZge gZ g_"hklmighfm 7~ey g _gmkedb jeiegdhlhjdoh a
"bkpbieeg fZI1 _fZlbqggh]lh I1Z dhfi x|_jolykly pbha &mard ol
Djef Ih]h \ ekgmxsbo jh[hlZo g_ \bthljirkdhhimkfvay pe-€
"ey \bagZq_ggy ijh]lJghagbo agZq_gv igigh hpYYdikes” m\z
M "h~rZldm ([FHO } iZd_| ZgZeeam gZgdgm®h¥Zc&1hymd je
nmgdpec |Zaggkh[b sh agZqgh ihe_]Jrmxlv « ijbkdhjgblv ijhp_Kk
"Zgbo _dki_jbf_glm Djef Ih]h kijhsmedgkWwZdgogy b djh\_~_ ggy
_dki_jbf_glm
:gZe*a hklZggeo "hkee”" gv Mkigm\ed hgkgech-ly dmprhv gZmdh\h]h
"hkee”  _ggy } _dki_jbf_gl AZ ~"hihfZJdwgbdkihkiefe gl gv > @
NZYIvky h[% jmglim\Zggy gh\bf gZmdh\bf |_hjeyf
\erdjb\ZxIvky gh\e aZzdhghb
jhajh[eyxlvky IZ mlhggxxlvky ekgmxqge¥_|h*"b jhajZomgd
m~rhkdhgZexxlvky 1Z kl\hjxxlvky gh\e fjildpeEZeb dhi
| _ogheh]eqge ijhp_kb ZizZjZlb IZ f_oZg-eafb
L_hjey _dki_jbf_glm ihdebdzZgzZ ~"ZIbdmigha «I'2d™hilbd Z'gg y
yd ihlje[gh hj]Zzgeam\ZIlb _dki_jbf_gl shtrhylbgZcdjZs_
ihklZz\e_g_ az\~"Zggy m Kk_gke \bljzZl mzikmghXleaZkh[e\
j_ameviZle\
yd kee”r h[jh[eylb j_amevlZIb _dki_jbf_dbm sh[ |
fZdkbfZevgm deevdeklv egnhjfZpe€ ijhI"gkepYbn\Zgbc h[
yde h[%jmglh\Zge \bkgh\db ijh h[ }dl fehgZh&gr[bIb}lvky
aZ j_amevlzlzfb _dki_jbf_glm
>m _ \Z eb\h ijb pvhfm \b[jZlb f_Ih"bZd¥gegalgktf[bgl
h[jh[db "Zgbo _dki_jbf _glm G _a\Z Zxqdbxglk & shjhlkgbg
jh[h1Z0616,13@ "h\h~blvky _n_dlb\geklv \bdhjbklZ§EH @Z¥eym ZgZ
h{jh[db ~Zgbo _dki_jhfkeglm gZzmdh\ec |Z gZ\qgZevgec ecl_jZIm
h{jh[pe "Zgbo _dki_jbf_glm \bdhjbklhymaflmkgbdhjdhyZgraZp-y
ijh\_~ _ggy "hkee”e\ \b[¢j djblbggbo ‘Ywghpegdb dyhihlkr€
fzl_fZlbggbo fh"_e_c azZ IZ[ebpyfb |ZZ)\wadhfhg-dbrigdb
ijbdez~gbo ijh)-pZ¥1, 12,14]1 gZ\eIlv m jh[hle > @ a h[gZ”eceb\hx c
©OF It h[jh[db _Zki_jbf_glZevgbo ~Zgbo a \bdhjb/RlZggyf 06
him[eedh\Zgh€ \ jhpe 7"ey h[jh[dh\MmAdbly \ kdhljbkilbqg-
nmgdpe+€ fZckljZ nmgdpec ¢ ebr_ "\Z <ggferfarglb Hib& h\iA
klZIbklbdzZ 1Z =<klh]jzfZz
F_1Z jh[hIiBI" _ f_Ihx ~Zgh€ jhjlidOh} _ggy ijhp_km \ijh\Z~" _ggy m
gZmdm 1Z g _g_jgm ijZdlbdm _n_dlb\ghe\ dh[fjihkdbjg¥a bz k
_dki_jbf_glm >ey pvh]h gZ dhgdj_Ilglhfim fipbdb¥hlelshiadj |Z
ZgZewamZ™"[m~h\b ©lhrmd jer_gv?® ([FHO i gZ&lbhpjh]Jkib ~Zgct
_ki_jbf_glm
Hkgh\gZ qgZzZklbglZ ijh\_"~ _ggy _dki_#bkKl\gpimggy Z~ _d\ZIgh€
klZIbklbggh agZqbfh€ fh”_ees j_]j_ke€
ljb ieZgm\zZgge _dki_jbf_glm \bgbdzZxlv ¢jikdh&gdbge az”.
ijh\h~blb "hkee«de\agZq_ggy gZ"Z\ZIlm wydtfimzith}~*gZgge jeaghbf
nZdlhjzf gz~"Z\ZIlb jeage agZq_ggy
<eNih\e~gh ~h jh[hlb > @ qgbk2h &hkletevgylb g_je\ghkle

k 1dn 2%,
N k-deevdeklv nZdlhje\
Hpegdz ZzZ7_d\Zlghkle je\gyggy j_li_ke@&ithfim\h¥-lvky az ~»
djbl_jex Ner_jZ jhajZomgdh\_ agZq_ggy ¥dhdhr \dgawfZgzZ}Iivk
nZdlhjgh€ "bki_jke€ ~bki_jke€ Z" _d\BEghkkdi_{lke@Zldgitdh\
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F &/,
"o A YD § Gy YA kD ¥ £k _j_"g} agZd_ggy
\eATmdm m dh ghfm hdj_flyfm a'gkesggy \e*Imdm m iZjZe_evgl
"hkepekRe deevdeklv nZzdideY gbghf hpegdzZ Z~_d\Zlghkle fhr_ e« |
fh eb\Z aZ mfh\b sh deevdeklv kimi_ge<€ K\th{ih Nl «£Ziehkaril b\ Iy h
* g_ "hje\gx} gmex Ih[lh
n'k 1.

HI', ijbk 7 n!8, Ih[lhn 2* 16. LZdbf gbghf |1_hj_Ibggh ~h
eegecgh”_g€]j_ke€ fh'gZ \dexqgZlb ~h nZdlhj2\gm\Zgglybpe ie
"hklZlgvh fZlb Ahkeenel

ljb ieZzgm\Zgge _dki_jbf_glm ihlje[ghz&lgjgEtbfgre]hfje g
ydbc feklblv g_\_ebdm deevdeklv iZjZf\bjn]Z"adrB1gRkby}
;Z]1ZlhnzZdlhjgZ eegecgZ fh™_ev fZ} fegefiZdvjm\ dZevdsklv iZ
i_j_\ZIm i_j_~ g_eesgecgbfb fAZ\eNofblgr@} [ZdZ hdnhehdy [m~ v
lhqgdb \ ydec eegecgZ fh™_ev Zz" _d\ZIgZ

LzZzd yd izjzf_ljb fh™_ee j_]j_ke<€ \bagZiyzZelvklymafZ gNEZihfh]
©J_]j &ie&Zd_1Z ZgZeeam \lhd ékgdalb_jZpe€ i_j_oh m ~h dh”~h\Zghb
agZq_gv nZdlhje\ o h[_jg_okdhpotkdZAbgkwh jhajh[e_gbfb fZljbpyfb
ieZgm\Zggy a dh”h\Zgbfbe aZiklkipzflbbf\hee\ © Z[h 2 aZibkZl
agZq_ggy \_jogvh]lh je\gy nzdlhjz Z-aZ[frkiv &dZherdy©
gb gvh]h je\gy nzdlhjZz

Sh[ mgbdgmlb kbkl_fZlbggbo ihob[hd <~qebgbfegdh jhaih
mkmgmlb g_d_jh\Zge\\keb\WdlgZjbf_gl ~hkee”b ~hke ijh\h” ylv
ihjy~df azdez”™_gbf \ fZljbpe ieymiZgg¢gdihkZes~h\ghkle ydZz
\bagzZqZ}lvky IZ[ebp_x \biz*dh\bo gbkkee"¢¥YgrhfeaZpey ~h

M pe}€ jh[hle reyohf fh”_ex\Zggy ~h\_h\ghrklvsh ihke
jhalZrm\zZggy jy~rde\ m fZljbpe ieZgmbZgg¥qqa go\yebAAf e\
fhr _ee j ]j_ke€ Lhfm i_j_ ™ ijh\_~_ogmyf idkje[ibh \JlljZgzZlb gqZk
gdAbdhgZggy hi_jZpe+€ jZghhfeaZpe€ "hkeene\

M ijhp_ke ijh\_*_ggy _dki_jbf_glm g_Inkg-"gt agy od hgga
\eA"Imdm sh \bfejx}Ivky gZe "Zlv hhmgdmilghlgklpZevgegltkeh]eggbc
ijhp_k g_ \bfz]z} j_]rrearZmgwgylh dh gbc "hkee” fZljbpe ieZgm)\
_dki_jbf_glm ijh\h”ylv deevdZ jZae+\ idpXkeyenNdi_ "himy b
"hkeene\ ih fZljbpe ieZgm\Zggy _dkigphbfigjlndhgZhjay” \
h~rghjerghkle h”A_j"m\Zgbo \b[ejhd \eM]Jlohdm «NAhjbh\'Zeph ke
Ahkeenel

>ey hpegdb 2z~ _d\ZIighkle je\gyggy |j_ZXjekgBf "dkgbjfbf gl
aZebrdh\Z "bki_jkey \eAlmdm ihje\gx}Iwkidldqglbloi akdeg gv
\eAlmdm hipldpdzZz Zz~_d\Zlghkle \eNih\erZ} hpeferpmdhAgtjmigrhkle \b

Djbl_jeyfb ihje\gyggy \b[ejhd kem ZIv birgaklbo "\ho \
"bki_jkec e« je\geklv "\ ho \b[ejdh\b@*kgjc«ggrohjMpbE€ sgkljmf_glm
©H”rghnzdlhjgbc "bki_jkecYhcZXZlyXge-altajZomnddhdjblbqgg_
agZq_&gyjbl_jeMer_jZeihl_aZ ijh je\geklv Abki_jkec i**I\_jAr " m}l
ydshF dR,. >ey ihje\gyggy “\ho \b[¢jdh\bo k_j_"dvd Abdhjbklh\r
kKlZIbklbKlimx”_gkeihl_az ijh je\geklv k_j_"ge0o agZq_gv is™I\_j»
ydshit| dt,,. M jZae g_]Zlb\gbo j_ameviZle\ ke 8Z%b]mex\ZIk

\bfejx\Zggy ih\lhjblb ~hkesAb 1Z €ogey hjpR]Uni"* lgky
haghjerghkle \b[ejhd \eAlmde\ ijhAh\"pdpsrirekzegmhZa G ¥ |
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lekewZ\ _jr_ggy “hkee”re\ kee™ \bdhgZlbj dkrjc gy -Lghe-a
[Z]1ZIh\bfejgh€ \b[ejdb m ydec aZfekbvchinkdm T4} dmZq_ggy
hljbfzlb fh”_ev j_]j_ke€ 1Z hpegblb &@zgdtklb KIlihklbggm
agZgmseklv fh™_eel jj]jejideZ kIZIbklbggh€ agZgmshkle je\gyggy
ijh\h"blvky adjbl_je}f NerYj&stk 'F, Ih } ohjhrz \e~rih\e~rgeklv "h
NZgbo _dki_jbf_glm

Hpegblb klZIbklbggm agZgmseklv iijZ_ﬂ(_-ﬁ-\ HagZegZ}) |

\klZgh\blb qgb \e*jeagy}lvky agZq_ggy_il4dj&r€lj2lymey Ydsh
t't,, 'h gmevh\m Jeihl_am ijh je\geklv gmeee iZjFf ki€ fh~_
\erdbrZxlvizjzf_1j \\Z"Zxlv agZqgbf 1kgmxlv ZEhhplghde djbl_j
klZIbklbggh€ agzZqmshkle iZjzf _lje\ ffh"h e @gldakeqy 1Z
agZqg_ggy gb ' gvh€ IZ \ _jogvh€ f_~ ~h\ejgh]h egl_j\Zem

<boergZ e+gnhjfZpey egkljmf_glmkl®lv_JmikeyitZjzf Ijb 1Z
hpegdb ydhkle fh™r_ees j_]j_ke€

ljbdez? <bdhgZIlb h[jh[dm IZdbo ~Zgbo hljbfzZzgbo \ j_:
Zdlb\gh]h _dki_jbfy glmpgeklv gZ klbkd [_lhgm ;\xdhf Nel
p_f_glh \hrg_ P < \e?rghr_ggyF[_tkgmZBIb\geklv p R, glm

FIZ x,-fh"mev djmighkks-afekl "hferhd sh \erfpQgmxlvky
M IZ[ebpe gZ\_" _gh je\ge IZ gl _ \Ze afegb nZdlhj
LZ[ebgdy
Mfh\b ieZgm\Zggy _dki_jbf_glm

M |Z[ebp- gZ\_~ _gh fZljbpx iezZzgm\Zgdwy oldks jbf _gln
_dki_jbf_glm dh”_g ~“hkees” ih\lhjx\Zelh LphgprfhlIhmfrghijergeklv
h~_j"Zgbo \b[*jhd

>eZeh]lh\_ \edgh egkljmf_glm O©OH~”ghnZdlhjdZpZerbRi_jkec
ij_"klZ\e_gh gZ jbk \boe"gih ¢4 hdhpepey =

LZ[ebRy
FZljbpy ieZgm\Zggy m gZIlmjZevghfm \blJey”e

W,
ah
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Jbk >e¢Zeh]h\_ \edgh sg®lfimghagladihjgbc ~bki_ jkecgbc ZgZee+a?

L4ebpy
<boe”"gZ egnhjfZpey

HkdeevidF, Ih \b[ejdb h~ghjerge « fh'gZ ijh*h\"m\ZIlb "h
lekey aZ\_jr_ggy \keo “hkee”e\ \bdhgml}fhkddgbeypgZgha
ydhkye\bkImiz} k_j_"g} agZq_ggy fepghkYe [1Ahgym gZ klIbkd

LZ[ebp@gy
FZIjbpy eng\Zggy _dki_jbf_glm
ET -

Ly

I _j_\ejy}fh \e~rjh\ergeklv \eAlmdm ~h ghjfihavighddmazZdhgn
>eZeh]h\_ \edgh egkljmf_glm g@¥%kllglhZzigZ2 jbk egkljmf_gln
©Hibkh\Z klZIbkgEzdjd*k + ]eklh@jZfib ks j_ameavlZ[e *
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Jbke.>+Zehlh\_

JbiB. =

Jbk. >+Zeh]h\_ \edgh sgkljmf_gIm ©Hibkh\Z kiZIbklbdza

LZ[ebpy
KI1ZIbklbgqgZ h[jh[dZ \b[+jdb fepghkls [_Ihgm
K L

25 Yep

26

27 Cpeamnee 27.256

28 CraHaapTHad OIHOKA 3,2237

29 Megnana 26.1

30 Moga #H/TT

31 CranzaptHoe oTkioHenHe 12,895

32 JucmepcHd BRIGOPKH 166,28

33 Dxcnece -1,3047

34 AcHMMeTpHYHOCTB 0,1975

35 Hurepsan 38.3

36 MuHHEMYM 10.4

37 MarcHnmyM 48.7

38 Cymma 436,1

39 | Cuer 16
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GZ \b]Jey” ]eklh]jzfb < ih agZq_ggyf dlkkled\bbo gpzZzjzdl_|
ijbimklblb sh fepgeklv [_Ilhgm gZ klibkHyighhfiZzédgphdfmhl aZzdhgm
jhaih”sem
Dhj_eypecgbc ZgZeea 7~Zgbo _ &Kkiljblpfy gtdmh_nepe}gle\ iZjgh€
dhj_eype€ IZ[e hijbfZzgz az ~hihfhDihx_egyglpljy?f_¢giZe®]h\_
\edgh ydh]lh gzZ\jBkbgh gz

Jbikb. >+Zeh]h\_ sgdkdjmf_glZ ©Dhj_eypey?

LZ[ebpy
FZljbpy dh_nepe}gle\ iZjgh€ dhj_eyp-€

Yd hg_\b”gh a dhj_eypecgh€ fgljape ngdlhjb kh[hx Fe°
nZdlhjhf P < o fepgeklx [ _IThgm gZ klbkdkikehgbdgefihjlweypecgbc
a\ yahd a\ yahd fepghkle a Zdlb\gdkdxZpa ffhgrimei HFfdgnighkle o
\feklhf "hferhd sh \eAfmgmxIvky ijZzdlbggh \e kmlge
J J]i_kecgbc ZgZeea ~Zgbo _dkAZfeydgimc \bJey” fh"_e-
[Z]ZIh\bfejgh€ eegecgh€ j_]j_ke€ fkplglhdklIfez]} \bhpey”gZ

Y & ax ax a¥ axX,
N ag,a,.8, - _\e~hfe iZjZf Ijb fh~_es j_ ]j_k+€ Hgypfaeoges agzZq
iZjZzf lje\ \bagZqZ}fh gZ hkgh\e f Ih "mzZbgXcffHIrF@ lbdygdc
aZibk ydh]h
16 - ;
Saaaad (3 ax ax ax ax y, Y’ Y min.

Dhgdj_lge agZq_ggy iZjZf_Iljs\ fh™_edojm@jdk\es€ algZ ph ajgy
djbl _je€\ ydhkle \bagzZqz}fh azZ "hihfh]h}j_skgkl§mf bplrg@J
egnhjfZpey ydhlh gZ\_* gZ m |Z[aghegZ fPKeh]h\_\e

HI"_ fh”_ev [Z]ZIh\bfejgh€ eecgechh€yYy ]j _ke€ fZ} \

X 4835 18588 08185 1359, 049,
<bdhgzZ}fh ZgZe<alppdEkgIRE fh~ _ee<: jR]j 009 hl _
"bki_jke€ agZq_gv fepghkle ihykgnZdvkje\\ighbh8hZomgdh\ _

agZq_ggy djbl_jex FAN843,p29; djblbgqg_ agZqg_ggy djbl_jex Ner_jz
Fo 3356. HI'_ je\gyggy j_lj_ke+€ azZ]Zehf klZIlhHIbhqglgbhghZLfgms _

\eAih\eAgeklv AZgbf _dki_jbf_glm
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LZ[ebgy
<boe”"gZ egnhjfZpey egkljmf_glm J_]j_Kkey

Djblbagg_ agZtg -gglZ Ibklbtgb 22 >ey \keo iZjZfalje\
fhr_ee j_]j_ke€ jhajZomgdh\ - kBbZfkbgmdb [eevr_ djblbggh]h
agZq_ggy Ih[lh \ke izZjzZf_Iljb fh™_ebbqgli_kg&Z quiiB kb k
k\erqZPv- agZq_@RoP,05) f_"« “h\ejgh]lh cdbgb\gemb \_jog-

95%) pbo iZjZf_I§d\ _ gmevh\Z Jeihl_aZ ijh I_ ash fBjZfe-ljb
j_li_ke€ fh mlv gZ[m\Zlb gmevh\bo agbd_aqvpfeghdbynhek
dhj _eyp<€ "1996.x}rg } djbl_je}f hpegdb Ihgghkle nmgdpe<€ j_]j_k-

Perpeccua ? NE
BxogHsie gauHble
.

8xoaHON wHTepBan Y: $052:50$18 fa;

Ormena
BxoaHo# wHTepsan X: SKS2:SNS18 s
[l - Cnpaeka
] Metkn [[] xoncranra - Hone
& YPOBEHb HAAEXHOCTH: 95 %

NapameTpul EpBOA3
- 1S
() Beixoanoit nHtepsan: £
(® Hoswii pabounii pucr:
(O Hosan pabouan wra
Ocramn

U Ocrarcn i;ﬁ Ipadux ocrarxoe
[ﬁ ] CIaHA3apTHI0BAHHEE OCTaTKH f{: pagux posbopa

HOpMansHas BEPOATHOCTE
[, 7] TPadnk HOPMANLHON BEPOATHOCTH

Jble. >Zeh]h\_ \edgh egkljmf_glm J_]j_key

Djblbgge agZB_sggybl_jex tZx klZlbklbdb \bagZqZzZ}fh aZz
klZIbklbggbfb nmig#ipdy®b KLVX>?GL HfdckKdjZ nmgdpec

>ey ijbdez~Z sh jhalég”rZéwky]lj_ke€ fh gZ \bdhjbklh\m\Z|
Ney ijbcgylly jer_gv * ijh]jgham\Zggy
ljhljgham\Zggy gZjh\gyg\gay j_]j Mk\®oesrgec egnhjfZpe€ ogkljmf_gl
J _]j_key \b"Zxlvky agZq_ggy lhgdh\kt{h€ifZ]ilghpmiéZgm\Zggy
_dki_jbf_glm ~b\ [IZ[e FZdkbfZeggZg Ze ix¢p kv ghilthje\gx}

FIZ hljbfZzgZ m "jm]ec |lhqpe fdopppa dehgMdg@gzIiZfb
X  26% 518 x 3x, 1.
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ljhlJgham\Zggy gZ hkgh\e f Ih"m eegecgh]hFZ2|hizd§m\Zggy
fhr_ev hilbfsaZp-€

Peevh\Z nmgdpey
Y 4835 1883 0815 13589, 049%, o max

H[f_ _ggy 14xd 28 388 xd 818 14 x & 1 &, d5.

HilbfeaZpex \bdhgm}fh az ~hihfh]l]hx gZ/ [m7Aygmgyw Ihrmd
J amevlZlb hilbfeaZpe+€ ij_"klB\e_ge m |Z[ebp-

LZ[ebpsy
J_amevhidlbfeaZd

LhqdZ hilbfZevgh]lh ieZzgm jhalZrh\Zg¥Zgdbgibdes d&4d4h
“himklbfbo jerxgw6x, 518 x 3%, 1. Fepgeklv [_Ilhgm gZ klbkd
Ahje\gx} FIZ
ljhlgham\Zggy g9Z HkghAm ihdhhj*bgzZligh]h. iRrihd'm
ihdhhj*bgzZlgh]l]h ihrmdm gZe_"blv ~h f_IhypAdmgmemvhdblo ih
h[gbkexxlvky ebr_ agZq_ggy peevtih&€grhgdpe®§vh]h f_[h*m
gZijyfhd ihrmdm \b[bjZxlv iZjZe_evgh dhhjRbggdygdrh hky
a"eckgxxlv ihrmd ma”h\" (Déljrhlﬁl-h‘kma"h\‘ AmPRE h ized
NZevh hklZggvddd .hikdef pbde ih\lhjxxlv ihqgbgZxgb a i_jrh€ afegcg

LZdbf gbghf kihgzZldm az~zZ}lvky X8qZM,63,2 XYy dz
\ ydec \bagZqzZxlvky agZqg_ggy peevh\h€ nmlgihkeeEsNE\gH{f_ "~ g
afegxxlvky agZq_ggog¥ @afcZg\gltedqgbgm djhdm ZXs¥re ,Xfegge
nedkmxlvky gZ k\h€o ihqzIdhWq jXbGym ~+ZiZaxpe']
gb gy < \_jogy f_"Z agZoh”blvky IhgqdZf_shgg¥fhdhfeajgy} h
fzdkbfzZzevg_  fegefZevg_ agZqg_ggy peevinghed nmp&ipk&e k_j_ -
<e"ih\e”rg_ agZqgq_gg¥ aktdgmé€lv « ihgbgZxlv ihkee*h\gh afegx)\
agZq_ggy afegglE€ \_ebgbgm djhdm ~hdb agZc”_Ilvky lhqdZ
gZcdjZsbf agZq_ggyf peevh\h€ nmgdp+*€ Nah&mpipenplyvZq_ggy a
ZgZeh]eglghlwhafegghxZd*Zech afeggh€lhlef pbde ihkee*h\gh€
afegb afeggbo ijh\h*ylv aZgh\hX.ilPyb gj2vpgBnajZ ih\lhjx}lvky
Ahlb ~“hdb gagac™ lgg@dZz afes_ggy sh”h ydh€yah€ghx-gmhe€
ijba\h”~blv ebr_ ~h ih]ejr_ggy j_amevkFlmzZ <hg&n _jdk¥j_fmfm

ljbdez2. GZ hkgh\e j_]j_kecgh]l]h ZgZeeam g2\_"_gh]h m
hljbfzgz fh”_ev [Z]Zlh\bfejgh€ ecgghkh€ gZ]Kklk«kg fgmy [_lhgm n
\opo /\o[

F _Ih~hf ihdhhjrbgZlgh]h ihrmdm \bagZqgbhye\ag¥deggy n:
aZ[_ai_gmxlv hljbfZggy fZdkbfZevgh]h alhggn gdZy kflplkodh k1« [
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FZI_fZlbggZ fh”_ev
Peevh\Z nmgdp.y
F X( ) 4835 1883 0815 1358, 049%, o max
H[f_"_oggyldxd 28 38 xd 818 14 x & 1 &, d5.
Jha\fyam\Zgagmev!IZIib jhajXomgdmi?ds gZ\_~ gh m IZ[ebp-

LZ[ebpy

Hilbf f _Ih~"hf ihdhhj*bgZlgh]h ihrmdm

< ydhkhqgqzhdh€hqgdbb[_j_fh Ilhgdm dhhjr*bgZlb ydh€ \eNih\e”
gb gec f_"+ nZdlhjs\X“Ih[lh388141) <bagzZqgbfh pnrengdkpm
pec lhgpe

f XP ) 4835 185839  08154° 13594 0494x

4835 18583314 08154388 1359414 04941 107125

;m~_fh anreckgx\ZIlb ihrmd \a”h\" i_jrh€ dhhjbegzZfigh€ hke
"h\"bgm djhdm \ pvhfm gZijgfdd8 jthdlxgZklmigZ lhqdzZ fZIlbf_
dhhjrbgzXxy (17,388,141 AgZq_ggy peevh\h€ nmgdps€ m pec
fX®) 16288 Ih[lh a[eevrm}Ilvky HI _ ihlje[gh a”#ntkpgrt\fzib ihrmd
gZijyfe LZd yd fh”_ev eegecgZ =« > _dM mpPpdlajh™h”rZlgbc
agZq_ggy peevh\h€ nmgdp+*€ [m”_ a dzlok¥y dfindklyf Zafg bk virjin \
X 26 agZq_ggy AZnedkm}fh p_ iheh _ggy ylqdhg@ldE\ m
dhhj*bgZlgh&©®hk«(26,388141) + c~ _fh \a“h\" pe}€ hke ~himklbf
"h\'bgZ djhdm A~hhs\gx}Ih[Ih fZ}fh Idm(26;398141) -
agZqg_ggy peevh\h€ nmgdipX€ ) B3B28IAgp~2q_ggy peevh\h€ nmgdp-
a[eevrm}Ivikx®) ! f(X®) Ih[lh fh gZ clb m pvhfm gZijyfe | _j_
nZdlhjhf peevh\h€ nmgdpe+€ dh_nepe¥E a9ZFlpgyy [m”~_ a dh gb
dihdhf a[eevrm\ZIbky ""hky]St@@g¥m_ggy AZnedkm}fh p_
iheh _ggg ihgzldiimgaim Ivh€ dhhjr*bgzZXfh€ B&518141) -
cr_fh \arh\" g_€ "hmimkbwfh djhdm ~Hje\@4«} Ih[Ih fZ}fh
lhqdmX® (26,518,181 <+ agZq_ggy peevh\h€ nmgdpe€ \ pec
f X®) 44157. A@q_ggy peevh\h€ nmgdpX&)le(XR)Ivhy _
ch_fh m pvhfm gzZijyfe 1_jxp pe2dIM\ji§ nmgdp*€ dh_nepe}gl "h"Z
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« €€ agZq_ggy [m~_ a dh gbf djhdhflakxgdvipp\Bla@yy _dlgky
45,788.AZnedkm}fh p_ iheh  _ggy Mdgdipg Aldjhblidhj"bgZhgh €

X©@ (2651831 « c~_fh \a~h\" g_€ AMiliblpZhdjhdm ~hje\gx}
h, 1, Ih[Ih fZ}fh Ihg¥m (26,518,3,2) » agZq_ggy peevh\hPermgdp-£€

lhqph X©) 45294. AgZq_ggy prevh\€_mmmipMg®) (X)),
hl1®_ ihlje[gh ih\_jgmlbky gZ h”"bg Hghdlevgbf [jmr.gHlyf
fZdkbfZevg_ agZq_ggy fepghkle [ _lhgm,gZ KkIBkd Moot
\hgh ijbx 26x, 518x%x 3x, 1. LZdbf gbghf ijhJgha ih je\gyggx
j_li_ke€ IZZfHhbfeazZpe€ a[e]Z}Ivky
<bkgh\dH[jh[dZ ~Zgbo _dki_jbf_glm azkh[zfb (hkBHIOk®halhey}
\en dh"m\Zggy nZdlhje\ jZg*hfeaZpe€ggVyhkaZ"hhj\inadZly
iZjZf_lje\ 1Z djbl_js€\ hpegdb ydhklelZHebewv jsiPhkd®agZq_ggy
djblbggbo agiZgq dgbl_jex tlZklZlbklbdb jmqgh€ j_ZeecaZpe+€ qbk_
f_Ih~e\ hilbfeaZpe€
P_ agZqgh ijbkdhjx} ijhp_kb iezZgm\Zggy h[jpHdb* ggy |
j_amevlizZle\ _dki_jbf_glm [Z ~Z} \e’"gB\bZd " hikleZdgyp dm
yd ihlje[gh hj]Zgeam\ZIlb _dki_jbf_gl shjerbldlgZcdjzZs_
ihklz\e_g_ az\~"Zggy m k_gke \bljal Ihgjlgrh kllZ2 @ Zakrh paAl Z [\
yd kee™ h[jh[eylb j_amevlIZIb _dki_jblfb dkdklsfifelvlg mfZ
deevdeklv egnhjfZpe€ ijh "hkee”"m\agbc h[ }dIl Z[h y\b
yde h[%]jmglh\Zge \bkgh\db ijh h[ }dIl fehgZhaghfbho}lvky
aZ j_amevlzZzIzZfb _dki_jbf_glm
<bdhjbklZggy egkljmf_glZevgbo azZkh[e\ ([gHbO jh[blv
_dki_jbf_gl ijb\zZ[eb\bf [1Z ijbkdhjblv chjgy \imh\gZmdh\e
"hkee”" ggy IZ g _g_jgm ijZdlbdm
Kibkhd e*l_jZImjb
1. ;ZjZ[ZsmdBgDj_~_gp_jl; Fbjhrgbg_gdB keZgbjh\Zgb_
wdki_jbf_glz \' | _ogbd_ D L _ogedZz k
2. <hag_k_gkdbc < KlIZlbklbg_kdb_ j r _gby VY "Empfiheh]bqg |
Dbrbg_\ DZjly Fhe~h\_gykdw k
3. <hag_k_gkdb¢ KEyr_gdh <4 H]Zjdh\E Qbke_ggu_ f_Ih”u
j_r_gby kljhbl-leegheh]bq_kdbo aZ”~Zq gZ W<F D <usZ rdt

k
4. =ZjvdbBZ , >Zgbeh\F: 1Ijhrbg t ;hjfhlh\ G Ijbf_g_gb_
fZzl_fZlbg_kdbo f_IhAh\ \ kljhbl_evghf dzZI_jho&Z£&h\="Kgb
k
5. =ZjvdbgZ: B>Zgbeh\ F ljhrbg 1 FzZI_fZlbg_kdb_ f_Ih”u
kbgl_az kljhbl_evguo fZl_jbzZeh\ 1_gaz I=:K:

6. >\hjdbgB RZf[Zg Bljh_dlbjh\Zgb_ khklzZ\h\ [_IhgZ Kk ijbf_g_g
fzI_fzlbg_kdh]h fh*_ebjh\Zgby D MKED <H

7. ?jrh\Z GF J ZebazZpby \ kj_~_ we_dljhgguo IZ[ebp
dhjj_eypbtigpih kkbhggh]h ZgZebaz b ijhlJghabjhh¥Xlgby >g_ijl
l=:K: k

8. /jrh\z G F K\e*hpl\h ijh j_}kljZpex AW@hgkvi\h]jhgzjddh\h]h
o0ZjZdIl_jm ©:elhjblf iezZgbjh\Zgby ijh\hl"dbgbZdIb\dH]&A
wdki_jbf_glz2 « \en

9. ?2jrh\ZA F,>_j \ygdic Lbfg_gdh RZih\ZeH\Z
H[jZ[hldZ ~"Zgguo kjExXdel\igbbieZzgbjh\Zgbb wdki_jbf_glZ mq_
ihkh[b_ ey \'mah\K: k

10. ?jrh\Z & >bki_jkbhgguc ZgZeba "Zgguo gZ[ek/h\gdc >g ij
l=:K: k
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11. DjZzkh\kdbcKI Bkke_"h\Zgb_ b hilbfbaZpby k\hckI\ kljhbl

fZl _jbzeh\ k ijbf_g _gb f we f _glh\ fzZIZfEkblydtkdhc
0Z[Zjh\kd ><=MIK k

12. leggmd &® Hjl]ZgeaZpey _dki_jbf_glm ijb fh"_ex\Z&ge [Z hil

| _ogegqgbo kbkl_f -¥AL,2009.j B89k

13. Kb\_p K KIZIbklbg_kdb_ f_IhAu \ hp_gd_ g _A~\kZfhklb b

Mqgq_[dhZzdlbg_kdh_ ihkh[b_ ih klZlbklbd_ "e&ihhjp_wsbdh\
k
14. ;hjh~xd « <hsbgbgl: B\Zgh\ A KIlZIbklbg_kdb_ f_Ih”u
bg g _jguo bkkeydh\zgh ~ B Djm]Z F <ukr rdhez

k
15. N_jkl_j,W_gp F_Ih~u dhjj_eypbhggh]lh b j_]j_kkbhggh]lh Zg
Jmdh\h”~ki\h "ey wdhighfNbihZXgku b kliZlbklbdZ k
16. =hj\zI : FhegZj H H Fegvdh\bg < [(dbb F_Ih”b
_dki_jbf_glZzevgbo "~Zgbo a \bvhjlEKCEGgyfM ]Jhjh?
<b~rZ\gbpl\h M"GM ©=h\_jez? k

OPTIMIZATION METHODS AND INFORMATION TECHNOLOGIES IN
ACTIVE EXPERIMENT

N. M. Yershova, L. Yu. Kryvenkova

Prydniprovska State Acadenoy Civil Engineering and Architecture
st. Chernishevsky, 24, Dnipro, 49000, Ukraine
E-mail: nersovalO7@gmail.com, lyuk2406@i.ua

Despite the fact that the effectiveness of experimeminplg methods, especially when solving applied
problems, has been proven more than once, the ideas of a multifactpeidient are very slowly being
introduced into science and engineering practice. The reasorssfare: the complexity of organizing
the experiment; the parameters of the systems under studf areomplex dynamic nature and are
subject to significant influences of changes in environmeptaditions; the apparent complexity of the
planning and calculation matrix discourages researchers with igisoff mathematical background;
many manuals on the application of a multifactorial experiraeatwritten at a level inaccessible to
engineers, given the training in the disciplines of mathematoa computer cycles in technical
universities. The experiment occupies the main place amongédtieds of obtaining information about
the internal relationships of phenomena in nature and technology. psottesses and phenomena under
study become more complex, the costs of the equipment and thevexgancrease. During the tests, a
large amount of experimental data is collected that requires procesdingalysis. At the same time, the
duration of the analysis, comprehension of the test results andatteunting for adjusting the
characteristics of new products is very significant. Theesys approach involves considering all
elements of an active experiment as a single system. thesa positions, it is necessary to present the
general properties of the experiment as an object of studl\gi#e recommendations on the choice of
mathematical techniques and methods that the experimenter cahersehoosing decisions during the
preparation of the experiment, its conduct and processing of thiksrdsis very important to choose
methods and tools for processing experimental data. Despitadhehét, since 2002, many works have
been proving the effectiveness of using the Excel analgsisage for processing experimental data, the
scientific and educational literature still uses coding of ke randomization of experiments, and the
choice of critical values of the criteria for assessinggumaity of mathematical models from tables. In
addition, optimization methods are not used in the works for forecadtingpis paper, in order to
accelerate the process of introducing effective computeegsorg methods into science and engineering
practice, the implementation of the methodology for processingeaekperiment data using Excel is
presented.

Keywords: experiment, science, engineering practice, Excel analysikaga tools, optimization
methods.
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< <AZAhjB\HNmjfZzg H : Klhizd _\bg : H Klhizd _\bgq

GZpehgZevgbc mge\ _jkbl_ | ©H” _kvdZ iheel_o0gedZz?
ljhki_dl R_\q_gdZz HA kzZ E-mailMdjz€gZz
stopakevich@gmail.com

Dhjihjzlb\ge dhfi xI_jb 1Z kZclb } hkgh\gbfb fer_gyfb ey Z1Zd de[_jaehq
hkdeevdb \hgb feklylv peggm egnhjfZpex 1Z aZ[_dtagmklv nmgdpehgm\Z
ijhp_ke\ Ie2ijb}fkI\Z ih\bgge [mlb Jhlh\bfb \by\leylb IZ aZih[¢]ZIlb ihl_gpe*
aZljhazf sh[ mgbdgmlb negZgkh\bo \ljzl \ljzZlb j_imlZpe€ |Z ihjmr.
dhgne”_gpecghkle "Zgbo dee<}gle\ M pvhfm dhgl_d&iledibbkl_fb ZgZesam
ijh]ljzfgh ogegqgh]l]h azZ[_ai_q_ggy dhjihjZlb\gbo dhfi xI_je\ 1Z kZcle
\bdhgmxlv \Zeb\m jhev <hgb “hal\heyxlv ijh\h~blb ih\ghpeggbc Zi
egnjZkljmdImjb \by\eylb ihl _gpecge \jZaeb\hkle hpegx\ZIlb jbabdb IZ jh:
kljzl_]1+€ aZobklm Pe kbkl fb gzZz~Zxlv dhfie_dkgm egnhjfZpex ijh klZg [
Nhihfz]zxlv ijbcfZlb h[%jmglh\Zge jer_ggy sh”h ihee«ir_ggy [_ai_db < k
jhaleygmlh ~\e ijh]jzfge kbkl_fb ZgZeeam de[_j[_ai_db |I_jrz ijh]ljzfgz k
aZ[_ai_gm} ZgZee+a ZiZjZlgh]lh IZ ijh]jZzfgh]lh azZ[_ai_q_ggy dhfi x| _je\ \I
ihl _gpecge ijh[e_fb [_ai_db gZ je\ge hdj _fbo ijbkljh€\ <hgzZ gzZ~Z} aj
liZneqgbc ¢gl_jn_ck ~_kdlhigh€ ijh]jZzfb ¢ “ha\hey} ijh\h~blb “hdeZ”gbc
dhfi xI_je\ \dexqgqZxgb hpegdm ZiZjZlgh]h aZ[_ai_q_ggy |IZ \klZgh\e_ghbo
e gZ"Z} a\elb ijh \byl\e_ge ijh[e_fb 1Z j_dhf_g~Zpe+€ sh”~h iheeir_ggy |[_
>im]Z ijh]jzfz j_Zeeah\ZgZ-[yd bz r4q}zffh eb\eklv \errZe gh
ZgZesam\Zlb dhjihjzZlb\ge kZclb 1Z k_j\_jb kijhsmxqgb ijhp_k dhgljhex [
Ney ki_peZeekle\ a de[_j[_ai_db 1Z kbkl_fgbo ZAfegkl4ZIlhje\ 1gl_jn_ck
[hl1Z “ha\hey} ijh\h”*blb \eA"Ze gm ~«Z]ghklbdm ~h\eevghlh k_j\_jZ [_a g_
Ahklmim  ~h gvh]h \klZzgh\e _ggy 1Z j_]meyjgh]lh hgh\le_ggy Kki_p-=*z
ijhljzfghlh az[_ai_q_ggy sh jh[blv [hl ajmggbf “ey \bdhjbklZggy
aZ[_ai_gm} ZgZee+a jeagbo kdeZ”h\bo kZclm 1Z k_j\_jm gZ ydhfm \eg
\dexqgZxgb \_jkex hi_jZpecgh€ kbkl_fb k_j\_jz k_jikb k_j\_jz &06 |
ierrhf _gb kZclm j_imlZpex k_j\ jZ 1Z kZclm |ZathetvdBbbZpex k_j\_jZ J._
ZgZesam gZ~"Zxlvky m a\ele sh ~hihfz]zZ} \by\blb ihZ}gpecge \jZaeb\hkl
j_dhf_g~"Zpe+€ a ihdjZs_ggy [_ai_db

Dexgh\e kelkdWjihjzlb\gzZ de[_j[_ai_dzZ kZzZcl k_j\_j Zm~bl ijh]jzfz a\e
l_e_ljzf,{p~rZe_gZ ~«Z]lghklbdz ijh[e_fb [_ai_db k_j\ek \jZaeb\hkle

<klmidimzZevgeklv jhajh[db kbkl_f Z\IhfZlbdghjgZgah]hdZ Zd sa\d }d «
hkh[eb\h€ \Z]b \ kmgzZkghfm pbnjh\hfmoghelr]eé kaleZtmbihklecgh
m~rhkdhgZexxlvky ¢ kl1Z} \k_ \Z gbf keefdipkdgthpvz1afZzgZjfblgh]h
aZ[_ai_q_ggy dhjihjzZlb\gbo dhfifxI[1]-\Aeh\flbXkglbtdb ihklecgh
rmdZxlv gh\e kihkh[b aeZfm egnhjfZpecgbd nbcklb_fjZ\ebedh\jibkle \
ijhljzfghfm 1zZ Zizjzlghfm aZjh&abfq\bgesbdhf } jhalblhd rimqggh]h
egl_e_dIm sh \e~rdjb\Z} gh\e fh eb\hkdb kKley &RHfimgg

KIZlly jhaley”~Z} jha\fyaZggy “\ho az”"Zq azZmZlgl'mZd»[bjm ai_
ZizZjzZlghlh Iz ijh]jzfghlh azZz[_ai_q_ggnfdfxilhj2Z\b\gb@”*"Zqe Zm~ blm
dhjihjzZlb\gbo kZcle\ 1Z k_j\_je\ dgBafeddogpes kZclb
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F_hxjha\fyazZggy i_jrh€&beyAeZghy gpdcagjh[e_fb [_ai_db
gZ je\ge hdj_fbo ijbkljh€\ijh[ekdb_ a Zizjzlgbfb dhfihg_glZfb
ijh]jzfgbf az[_ai_q_ggyf "jzZc\_jzZfb fizlgkifbdlZfbgdihfi xI_jgh€
egnjZkljmdIimjbrhathey} \qgzZkgh \"'blb aZoh”e\ "ey \bijZ\e_ggy |
aZ[_ai_gmxqgb gZe_ _"gm ijh"mdlb\geklv kB kd mf@dkue~reyd v d ZKI&Ih
dhfiZzgec ie™ey]Zxlv j_]lmeylhjgbf \bfh]zZfaglbdtklm ai jdbgZevgbo
NZgbo negZgkh\h€ alelghkle 1Z egrbbl Zifidx4\ jeYh "HirmfzZ]Z}
\klZgh\blb \e~ih\e~rgeklv pbf \bfh]zZf 1Z sherldhjf*xlb jgZ
egnjZkljmdImjz \e~ih\e~rZ} ihlje[gbf Kk]B@VypjddffZzdh j Zm~"bl
dhfi xI_je\ fh™_ ~hihfh]lb \by\blb azc\ijhZjzfglgaZzlZai_q_ggy
g__n_dlb\g_ \bdhjbklZggy j_kmjke\Z g gre}eZidhpbkbyde ijba\h”*ylv
"h gzZ~fejgbo \bljzZl :gZeeamxqgb j_amaeZAlTtIBmg*blimevidb aZoh”
sh™h de[_ji_ai_db gh hibbde&Zpeh aZ[_ai_q_gv IYbg¥lgr_ggx

F_hxjha\Tg@qg¥jm]lh€ az”~Zqes } \by\e_ggy ihl_gpecgbo ijh[e_f
dhjihjZlb\gbo kzZclkzZf_ \erkmlgeklv ZdImZevgbo \_jkec ijh]j:
aZ[_ai_qg_ggy k_j\_jm I1Z kZclm gzZ*f4§2ZgnbMdgkl& Al djb]jZfg _
aZ[_ai_qg_ggy k_j\_jm \e~rdjblbc "hkjag¥y kgm*eyyaZkihkm\Zggy
ehdZevgbo f_j_ "Zo gZy\geklv ijZpxxqbfd kehhjdheazdklgpébdbo
yde g_ \e?rih\erZxlv peevh\hfm ijbagZqoglgxj\dhthhjZBKIdikm\Zggy
g_[_ai_qggbo 1z aZlMZ jiepoZglzZz _geklv k_j\_jZ kZclzZfb \erkmlg
K_jlbnedZlm qb g_gZ”~ecgbc p,ogdpakvdlbneddprzEey k_j\_jZ 1Z kZcl
] hehdZpey k_j\ _jZ \ g_~"jm ge0o "hdyA§dE€09b dyddpZ® c hljbfmxlvk
aZdhghba\ghjf sh”h ~hkimim 2~h ijb\ZIgh€ egnhjfZe@ifm GZkes"
dhjihjZlb\gbo kZcle\ fh ' mlv [mlb “m _hdj iiB}ifgdpdZ ja[hlb
kZcjlmjz~e"dZ 1Z jhaih\kx”" _ggy i_jkhgZevglZza \Z glrg Zdtkjh\kl o \
NZgbo eh]ege\ 1Z \iZdh&speggh€ e<gnhjfzZpe€ ydZ kdezZ”"Z} dhjit
|Z}fgbpXdsh aezf klzZz} \e~hfbf Ih p_ a\bqzwooghiebd} g T2 ekh\gn
Neyevgeklv 1Z j_imlZpex dhfiZzge-€ «lji@ANZ g2 h\khb_dhgbgmlib gz
ehyevgeklv dee}gle\ agb” ggy ljZnedmDJZf \IlhZhm [ hkdjZz€g 1Z
j_Imeylhjgbo hj]Jzge\ \klZghlexxlv h[h\sfpadh\Zdbkhib ~Zgbo
dhgne” _gpecghkle 1Z Bgblgdiipbkl mXZ\gfk clZo G _\bdhgZggy pbo
\bfh] fh™_ ijba\_klb ~h rljzZne\ ijZ\h\beprik@ ggdg¥dbl\gbo gZkees"de\
Ney i*Nijb}fkI\Zmeyjgbc Zm~bl kZcle\ "halhey} 14dhghowdibd€db ijbqg
r\bArdhkle ~hklmim ~h kZcle\ \by\blb fdkjlZewdkmh k a YK A | e
ijh]ljzfeklzfb 1Z kbkl_fgbfb ZzZ~"fegekljZilhXtib adhlegd_q_ggy I1Z
| _ogheh]ec ijh]jZfm\Zggy
Kbkl_fZ ZgZeeam de[_j[_ai_db -lijlolgZdgh]h aZ[_ai_q_ggy
dhjihjZlb\gbo dhfi xI<hdh]h®xhkbkl_fb } gZy\geklv ajmggh]h ]jZneqg
gl _jn_ckm r\b~rdeklv jh[hlb 1Z zZ~_d\Zfglhe\ i"gyerhje\gpggy
ljh]jZfge gl_jn_cWindbids g_ \e"jeagyxlvky \bkhdhx r\b”rdeklx hljbfZ
1ZjZf_lje\ sh ih\fyaZzgh a Zjoel_dImjgbhbh_hZxph{edht€k kil _fb
[3,4 1gnhjfZpey ijh dh gbc dhfihg_gl \ ikhglgc fhklmligZ "ey HK ¢
fz} hljbfm\zZlbkv qg_j_a -<gl_jn_ckb \e2jh\ergbbimijZeh ydbc
agZoh”~blvky gq_j_a \e*ih\erge dexqe jpgkljdhPygeganBjbkm}ivky \
i_\gec p_gljZeecah\Zgec [Za* ijb aZimkkdfb hdh&lpecgepé Zkdramxlvky

76



1GNHJF:LBD: L: F:L?F:LBQG1 F?LH>B < FH>?EXLIBIG1 '«

NjZcec\_jb Lhfm a\bgZcgh ijh]jzfb ~ey fohEfZgpwhjkBKeE
\eMh[jZ mxlv leevdb [Zah\m egnhjfZpex Z[MhkjZmddmymxhv \
dZl_]hjeyf 1Z ie~rdZl_]hjeyf sh[ dhjbkldbzdedvdbhldihfgdj Igm
egnhjfZpex dheb p_ihlje[gh HIjbfZomy \kd® fhnahp\h hljbfZIb ijh
dhfifxl_j az ~“hihfh]hx egl_jn_cke\ HK a\bjZ\opyig la Zaig ¥ kogh f m
ID [eey o\bebg Lhfm ijh]jzfzZz ~ey jZinb*bdtevid} Ieb{BjZf_Ijb yde
\erghkylvky “"h agZqgbfbo g_ afegxxlvihyKdh_ _ghémdaZhin&kd'mm\Zgbo
iZjZf_lje\ fZ} [mlb g_\_ebdbc ¢ h*ghadgtZppghma phepméeightjzZzfb

>ey s_ [*evrh]lh kijhs _ggy jh[hlb a ijh]jbfitnkxegiZ¢[depMb
de[_j[_ai_db kbkl_fhx fzxlv \bd@dhgmiVdhfkvey pvh]lh |Ij_[Z j_Zeeam
hdj fm nmgdaykhfZIlbqgg_ ijh\_~ ggy Zm~blm < j lalnf&glZle ZgZe-
egnhjfZpey vyd ihlhgqgZ dhgnelmjZpey dZam}pliv&k§ afelgigd@ g&Zhjm
de[_j[_ai_db 'gZeea aZagZqZ} yde |j_amlewlZdklvi_Ybihjjdd \e~i
de[ _j[_ai_db ID yde €0 ihjmrmxlv Z ydweh]lbfiigghvh zgZ2adham

Jhajh[e_gZ kbkl_fz ydzZ \e"ih\e~"Z} aZggZq-ah¥ZyHEfh)df
ijhljzZzfz fh\teython [5, 6], a hje}glZpe}x gZ azZklhkmwWihdaw. \ HK
l[jh\h”Ablvky hljbfZggy IZdbo agZgbfbo izZjzf_Ilje\ yd

ZizjzZlgZ[_ai_q_ggy dh@Dslijap_khjm izffyle ~bkde\ lhsh

hkgh\pzjzf _ljbi_jZpecgh€ kbkl_fb ghf_jzZ a[ejdb NZIb \klzg
iZidb \klZgh\e_ggy lhsh

i_j_eed \klZgh\e_gh]h ijh]jzfgh]lh aZ[ggey_q' hd@gyZylyyZefegZ
\ _jke€

i_j_eed ijh]jZfgh]lh aZ[_ai_q_ggy yd_ aZHmklZZijvkyyhZahf
ZdZmgl

i_j_eed \klZgh\e _gbohhg&Z\eecg\h€ kb kIWirdows$K

gZy\gekivzZzdlb\ghkle [jZgWinhdows,jZglb\e«jmWkndows Defender
|Z egrbo hkgh\gbo \bjh[gbde\ ZdImZaegZigiboaZgtly g e K2\

Kbkl _fZ2ih\e~rZ} gZklmigblhfdexgh& hbfylgfh]zZf

fheb\eklv a[_j_"~_ggy ihlhggh]lh i_j_e<sdfmfxizZjZfydje\ dh
_1Zehggm dhgnelmjZpex \ ihjlZ[_evglfinjlz cah mqgEDM " e

fh eb\eklv ihje\gyggy ihlhqgh€ dhgnejdjEZpe€ j1Z bV
dhgnelmjzZpec \ ydhkj _1Zehgg

gZk hljbfZggy g_h[oe*gh]lh i_j_ _eedm iy&mpPle\ g_ i

ijh\_"~ ggy Z\IhfZlbggh]h Zm”bIm a Hgh\gZgv}hhiajZlmcgh€
kbkl ,f(pZy\ghkle 1Z ZdIb\ghkle \WjZdoWws$,.Zrmg | b Xe j rikndows Defender
|Z egrbo hkgh\gbo \bjh[gbde\ ZdImZae gRZigiboaZ gl g e K2\

ljb jhajh[pe kbkibdffbklZge gZlglkljoef glhb]jZfgh€ «g ;. g_j€

fh\Z ijh]jZfm\yghoy 3.10\ ~bkljb[ mAbaeonda;

[*[eehl_dZ ~ey j_ZeecaZp<€ ]jZnPylKh]h gl_jn_ckm

egl_jn_ckb HK ey "WMIim_4kIjB] IThsh

mlbee<dwtoruns [9],j_amevlZIb ydh€ \bdhjbklh\mxlvky ~ey ]ZjzZgl
agZoh”~” _ggy \keo ijh]jzf \ Z\lhazZimkdm Zig¥§e FhjZgjbh\4gh]h
j_amevliZlim g_ } ijhklhx kijZ\hx

| ogheh]e€ egl _jgZpehgZeecaZpe€ ijh]jZfb

I~ qZk jh[hlb a kbkl_fhx Zm~blhj fhqgra[dpdathmijdpex yd
_IZehggm c¢ ihje\gx\Zlb \ gZklmigbc jZajeafegghkghhfg{kl_ >ey
al_j_ _ggy dhgnelmjZpeZklklxhkhZgbc ajmqggbc ihjlZ[_evgbc nhjfzl
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ljbdeZ” i_j _\ejdb dhgnelmjZp<€ dhfifxggyZcirlkey lboghyeh]h
aZ[_ai_qgq_ggy ijb\_~ _bc gZ jbk
» orpa nposesesn ayamry NK

Tporpasa ana npos

OTpmman in@opmawin Aymprop 1.1
TPORCTN SR Mopiewat 3 2023_04_29_02_18_24_INTEL5_10_0_19044 json - Buganimit

Napamerp MOTONME IHAYECHHA
1 Mepemese im'a NK DESKTOP-OMPDNIQ
2 Koa un BFEBFBFFO00406E3
3 Xapaxrepucruxa UN Intel(R) Core(TM) i5-6300U CPU @

2.40GHz

4 KinokicTs noriunmnx 4 Be3 amin

Aagep un
5 Kinokicro dizmunnx 2

Aagep Un
6 MaxcnmanoHa 2496

TaKTOBA HacTOTa B
My

7 Im’'a sigeo UN Intel(R) HD Graphics 520
8 Bigeo UN mae 1.00Gi8 Bes amin

nam’ari
9 Pozainoua 1366x768

30ATHICTS expany
10 HacToTa OHOBNEHHA 59
(8 rw)
Npw 321

Jbi.ljbdeZ” i_j \+jdb dhgne]mjZp+€ dhfifxly]jZhil+kéyolyghgehlpg
aZ[_ai_q_ggy

ljbdezZ” i_j_\ejdb dhgnelmjZpe€ dhfifyglgyZLhikenjhghigh]h
aZ[_ai_qgq_ggy ijb\_~ _@bc gZ jbk

AN

JbR. IjbdezZ”™ i_j_\ejdb dhgnelmjZpe€ dhfifxlyjZhiltkey hgh\e _gg

ijh]jZfghaZ[_ai_q_ggy
>ey kijhs_ggy jh[hlb dhjbkIim\zZqge+\ kbXlbdghfR]_&\|m\ZIb
alel Zm~bIm IljbdezZ” alelm ijb\_~ gh gZ jbk
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¢ Pezynstar ayauty — > ‘

PesynbTart ayauTty

DaepsBan BigiMKHeHO.

B aBToOo3anyckKy HasBHa HeCepTMd)iKOBaHa nporpama, MOXJTMBO Ue HeObOaxxaHe
n3.

c:\Program Files (x86)\Fort Firewall\FortFirewall.exe.

B aBTO3anycky HasBHa HecepTudikoBaHa Nporpama, MoOXmMBo Le HebGaxaHe
n3.

d:\Program Files\Process Hacker\ProcessHacker.exe™ -hide.

3aacs0nsmse ammors "
Jbk IjbdeZ" Z\IhfZIbqgh al_g_jh\Zgh]lh a\elm

Ijb ijh\_"~_gge Zm~bIm ijb mfh\e sh ijlge_fZug balgjZzc¢Z}
al_j_]lb ihlhggm dhgnelmjZpex \ nZceZyddhllhelaggmzZfg¥p\ggyf
fo kaIv f j_"_\_ ffy dhfifxl_jzZ 1Z ~"ZlnZa<ZmZbklmjgbc ja\ejy}
dhgnelmjZpex a lhx sh a[_j_~_9gZ Ydsh &afhgd dhagmklhgjZptly
al[_jelZ}Ivky yd _1ZehggZ
Kbkl _fZgZeeam de[_j[_ai_db]haZzjZfaih g _ggy dhjihjZIb\gbo kZcle\
<bfh]hx "h kbkl_fb } aZ[_ai_qblb ajmggBcrWeyidd B kltbl kZclm c
kK _ j\ _jm gZ ydhfm \eg jhafes _gbc a fmlihxgXbagfdoklggy klkgh\gbo
fh eb\bo ijh[e_f Ijb pvhfm Kki_peZeeklZhgegX}jgA¢Zfd
aZ[_ai_qg_bAyaah\ge Ih[lh ZgZeeam} ydZ egnhjfZpeigzZfh _ [mlb
azZpedZ\e _ghfm oZd_jm <bagZq _ggy klZygn g aihevidbigge fZ} i
egnhjfZpey fh™ _ [mlb g_ih\gZ qb gZ\yksbh ZVhflkebr\eljjgZdhj ki _peZevgh
gZ” pbf ijZzpx\zZ\ H"gzZd e<klhlgZ i_j_§zpayygtdaZe \gaglbv \e"
ZNfegekljZIhjzZ kc j\hjJdzZzfekle\ kXdkefh ntlv\g_ agZlb ijh nzZdl 1Zdh€
i_j_\ejdb Hpegdm \ejghkle ijbcgylb jerfogy-KklBEIhjgbfkZj\_jZ 1z
ijh]ljZfeklZfb kigblm*blv ijh]ljzfZz 1Zdbf gqbghf \bgbdzZleyhheb\eklv if
gZ kbImZpex a[hdm

Djbl_jeyfb \jZaeb\hkle kZcle\ ijb ahbger§ gZkimlighk+ @

<bdhjbklZzggy aZklZjeeh€ hi_jZpecgh€ kBEMTbijgXbkhj\ |
ijhljZfg_ aZ[_ai_qg_ggy \ Ihfm gbke-* jgey Kk JeelacXp@eypEZklZjeebo
HK hkh[eb\h \ k\ele 81,; ih"e[gbo HK @ _ hpoaex}b¥k "h Ih]lh sh
agZc”™_ge* \jZaeb\hkle \ klZjrbo \_jkvky g _pbYfifhVeyxwl kdhjbklZIbkv
oZd_jb

<bdhjbklZggy aZzZklZjeebo kem’]| ngqubngj-IZlecI‘m kzfz =
kem ' [Z \_jkey ydh€ g_ i*"ljbfm}lvkyehif aekd¥zmb ~°

<bdhjbklZzggy gZ k_j\_je kZclm kem [ |Bjrej_ Zjeholduruhlxda\b azZk
Dh'gZ kem [Z ydZ “hklmigZ dhjbklm\Zdmj_‘¥ hdglihjlg glpecgh€
g _[_ai_db <bdhjbklh\m\zZlb kem ' [b ydeeygdbesamxdupghdtlémy
aZ]lZevghfm \biZ*dm g _ihlje[gh ¢ djZs ZagykZghZbbhbkmqgzkg-
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GZN"NfejgZ deevdeklv kZcle\ gZ k_j\_jeZIbh\[Zga &Bc]l tA qgf j_a
yd_fh eb\h ihl_gpecgh hljbfzZlb “"hkjmijmh QbVvh[sekr_ kZcle\ Ib
|Zdbc jbabd [sevrbc Ydsh gZ dhjihjzInldwkm KZ elb\Z[s@grhjfZpey
Ilh 1j_[Z mgbdZlb ch]lh jhafes_ggy gZ ddddb§lgZ khnkghgyflk j\ _je

GzZN"NfejgZ deevdeklv kkmifhhif ggb \breeyxIvky "ey kem [ gZijbd
IWS gb VPWS 1Z kZcle\ 1gh”e ZMtgekmjZlinfjbgaéin\ jh\&Zfesmxqgb \
gl _jg_I| g_ihlje[gbc dhgl_gl

<bdhjbklZzggy &®@hjbklZzggy Ibih\h]l]h ¢ \e~Ahfh]h ijh]jZfgh
aZ[_ai_q_ggy } ~ _j_ehf g [_ai_db A\bdZtwgheajghge* k&mie gl
aZobklm [Z ydeklv \bdhgZggy \bfh]p MsEZ "egekbjm\&Q§ a\bgZcgh
aeZfmxlvky \'i_jrm g_j]m

J imlZpey kZglmjg | kem'[b 1Z ihrmdh\e Kkbkl _fb fZxlv \e
egkljmf_glb ey \bagZq_ggy nZdIlm ale Rimp«Zevge KZp\hkb \ ydbo
jhafesmxlv “Zeh[b dhjbkim\Zqges\ gZ ZghfZevgm Zdlb\geklv k

= hljZneqgZ ehdzZzgprlygkzZ\Hgz g_ } ijyfbf ihdZagbdhf de[_j
hrgzZd jhafes _ggy kZcle\ \ * ydbo djZ€dZevily a[ZdhghgBikh\kh |
g_ “m _ ~e} |Thfm ~hkimi ~"h egnhjfZpo€ nfdalmggh hgjbofZeyohf
\klZgh\e_ggy ki_peZevgbo ZgZeesaZlhjeRIEZj@Zm\«ed ny qayZ K+ k\p |fn

>ey ijh\_" _ggy ah\gergvh€ "eZ]ghklbdhbijjh]azh pe og m I[lzd Il h
Ihfm ijb jhajh[e_gges kbkl_fb g_ “hpeehfdhazghdbkegkhijpmf_gle\
Z [Z2Zgh aZklhkh\m\ZIlb fZzdkbfZevgm Zgbwodj~klvgVe"ijE@agBYy_ggy
kbkl_fb [m~_ \ IThfm sh[ ijhZgZecamUdllx hjjBhkigrbHip+€0 \ ajhamfeee-
nhjfe Zm~blhjm

>ey \bagZq_ggy hi_jZpecgh€ Kkbkl_fb “ZHpegvagmeaZkllthkh\m
ijh]jzfb QPDS @ydZ \bdhjbklh\m} f _oZgeaf ILQJHUBUEZPWWLQI ;Z:
QPDS kdez"Z}Ivky a *~_glbnedZlhje\"Nghgboh g dZ Apdilhay H[Kky]

[_a
Zf

;> kdezZ”~Z}Ivky [eevr_ g+ a Ibkyqg ZA4bkbke\ siKejhpaZmgZ
\bagZq _ggy ijbgpbih\h fZ} cfh\ejgekgihcg&djadeé Zj® Ih[Q X[ > @
fh_ [mlb a cfh\ejgeklx Z ILQX[ geklx a cfhlhNdj Djef Ih]h
ZNfegekljzZlhjb k_j\_je\ fh mlv aZklhkBemkdlbedZpr€bihdZas+\ > (

< jh[hle ®&@gzZ\_"~_gh ecl_jZImjgbc hley” f_Ih”e\ sijgthlE ggy cfl
\bagZqg_ggy >ey i**"\bs_ggy lhgghkle hpedx\ZIdpgyhl§lHYejgeklv
hpegdb hje}glmxgbkv gZ kie\iZz"eggy b eigrjizfo \IZdhZdegb [Zfb
HK \_[ k_j\_jhf aZklhkh\zgbfb k_j\_jglfbfm\hagdly ihrsh
MIhgg_ggy \_jke€ 1Zdh" ~“hky]zZ}Ivky AggpZonmpghd ZHkakam |jZnedr
+7736 >' 1D
>ey \bagZq_ggy 1Z hpegdb k_j\eke\ bi_|lZdh'cghhp-lelviglh f
hjelgIm\Zlbkv \ i_jrm q_jlm gZ Ze]lhjDISpd¢jbpKiflok Q\nxIv ~ _deevdZ
f_ozZgeafe\ \bagZq_ggy i_j_esdm ijZpx}pdfg Kk hj\ak¢{\ d¥ ghggy sh
€0 j_Zeeceam}
HpegdZ azZklhkh\Zgbo Kk_j\eke\ HK az ijbagind dglyf ~hpee
\boh?*ygb a gZklmigh€ deZkbnedZp+€ > @
K_j\ekb ghjfZzevge "ey <gl_jg_ | k_j\_jE jydhf} g2dl\Zgevg-
IWSV IWSV IWSV GDWD IWPDSSDIVWDSVRFWS KRDEY KWIES P
KWWS SUR[\ KWWS DOW KWWSV DOW VXEPLVVLRQ
K_j\ekb ghjfZevge "ey e<gl_jog_| k_j\_9ZaZkhkhddelr ydb-
k _j\ekb djZs_aZfegblb gZ [cevr [_ai_ge¥ZgWdHYE) KYF -
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f_kk_g” _jb 1Z «g IWS GDWD PIW)Q)W\ESH OMQJMNVE Y IMH OVQEH WI RS R
FRQIHUHQFH UWVS UV\QF WHRH HW\$ \VLRF FRRIS] SRS V
K_j\ekb "ey \ernrZe gh]h mijZ\eeggy lk_dhghheyUdZ|lbKx
[jZg™fZmj_jhf gb g_ [mlb \er""Ze gh]iebkb YWKMYQQQRaXQF YQF
YQF KWWS YQF KWWS D/RQYH. K WHAUS P VY DEEWK WHRWUSY HW HP V U S
Klzg~rzZjlge f_j_~ _\e k_j\ekb hi_jZpecgbld Kbk "Zglko]j\;
K _j\_j1Z g \k_ sh fz} g_ [mlb NhKhmiggh _qgjlac ffZ} \ [eevrhkle
\biz~de\ \bdhjbklh\m\ZIlbkv ebr_\ f_"Ze e\WhO@¥WJHh¥E VTOQHW QH'
QHWELRY GJP QHWELRV VVQ UVQWHULSHHWMFUBVRHBPGE OR
FOLHQW GKFSV QIV P\VTO PRWOIDCS SWPR[I\RCGB 8 W JUWHNOTVCH UPAH U
GQV | ; ; ; ; ; S ;
K_j\ekb fZcgeg]lm yde g_ fZxlv [mlb ijjbkRIGWHRIZD k OLWHFF
Ki_peZevge k_j\ekb 7~ey jhajh[gbde\ g4wipgeliblvghfdbo gZ d
gl _jg_|I k_j\_je kdhjer_ dgLWZ REZYYSVHUYHU FYVXS >ey pbo k
\b~reeblb hdj_fbc k_j\_j ydsh p_ "ha@wey} negZgkm\Zg
A lhqdb ahjm [_ai_db djZs_ ydsh g_ fh'relhkbig\bagzZqgblt
aZ[_ai_q_ggy yd_j _Zeeam} k_j\eKk]pdfbrhegyZh[pYgjkb x*hjkiih\ejghkle
hpegdb ijh]jZzfgh]lh aZzZ[_ai_q_ggy g_h[oy”gdjbNhdgbadh\kem g
aZklhkh\m\zZIlb ~h”Zldh\e Zelhjblfb GXijhdgzZ kerdyilj \ejblb
Ah~rzZlidh\h \_jke€ ijhlhdhem +773 sh o emdrIvky773
ieMjbfmxlv "Ze_dh gZ \ke \AZJhejh\db \_[ k_j\_je\ \ ~_ydbo \bizZ"
feklylv egnhjfZpex ijh hi_jZpecgm kbkl_fiklighimdideZ8EXQWX aZ
azZfh\gm\zggyf \ azZlheh\pe +773 k_j\_ZZ \fqkbklylvklyklijo\{gnlb\m
| _j_oj_kgzZ i_j_\ejdZ “ha\hey} mlhqgghbldpghhdige klv \bagZq
<bagZq_ggy |Z hpegdZ &06 kZclm > Ahfblbkkijdzs_gh i
Ahihfh]l]hx ZgZeeam +70/ dh*m H~”gZd 4é¢&yrklhjqgl ZEKPWEFPV P _
k _j\ek "hal\hey} \bagZgblb &06 a \bkhé&hx Hre zxdc\ih\ejglZzdb ~Zg-
lj [Z i_j \ejblb gZ \e”rih\ergeklv a ipfkhipptgdghgBIf+70/ dh hf
<bagZq _ggy |Z hpegdZ i_j eedm ier""hfkgeydfmZ ZjhXlesh hf
6$1 aZibkm 66/ k_jlbnedZim > @ 1Zd aZ[jnhlimfihkhfx lihfhfhjm aZz
keh\gbdhf ijh]jZfhx VXEEUXWH > @ v¥jmghkechhbd” hhkdeevdb
K_jlbnedZl qZklh \b~Zxlv g_ gZ hdj_fykere}Zhhfghb<_2bgZ deevdeklyv
ie"Mhf_ge\ al\bqgZcgh } g_[_ai_qghx q4kbdfesmx10hi_‘ggZeol _klh\e
\ jke€ kZcle\ aZ ydbfb ihlef g_ keerdmxlv
<bagZq_ggy i_j_esdm egrbo kZcle\ jhalfesppdZ O kdejav dhkle
fh™ _ ijh\h~blbkv aZ “hihfh]hx f_ozZgeafimalbhphlGZ]h[ecdibbajmqggbc
k _j\ek \bagZq_ggy gZ”Z} kem [Z 5HYH{NaHes3 gibd "gbck KAcle }
A j_ehf g_[_ai_db Lhfm djZs_ ~ey dhmihydibdgte]lilbkZc\Z eb\e
i_jkhgzZevge "Zge g_ jhafesm\Zlbkv gZa™khl|§l bb odgklday kZZoc |« \

<bagZq_ggy ]_hehdZpe+€ k_j\_jm fh ' [mlihfhjhXx "~ gZ a.
[ _adhrlh\gh]lh k_j\ekm LS JHRWRROV [Z Z2glhdjhafdsZ@ggFZokdgcle\
ieNijb}fklI\ MdjZz€gb c i_j \ejdZ aZ i_hoeddh€xm }dZ"Zoc X

<bagZq _ggy j_imlZpe+€ k_j\_jm fh _ [milbfhijilhx_ & §g@kemzZ ~"h
DEXVHGE P_c k_j\ek Z\IhfZlbggh ijebhhllv Kpggdmardedb kZclm a
[Zevghx rdZehx HIjbfZggy *cgnhjfZpjd€kalihhal\hey}tkhpegblb gb
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[mM\ nZdl aezZfm k_j\_jm gb \bdhjbklZgggh&h]jhb "¢y lyalhed ghx \
f_j_"e Neyevghkle aZ i_jeh” \db hklZgge jh

A \bdhjbklzggyf aZzagZq_gh]h \bs_ i_j\j&edkh\hKl_ogp k&Zah o\
|1Z aZijhihgh\Zgbo f_Ih”e\ €0 \bagZgggdgkb kmeZ jlyajihl[je Zeeah\ZgZ
S\WKRQ ijh]jzfz a «gl_jn_ckhf gzI| [HOH I UKKP gh'l_ijjlh@ "blv
\eANZe gm "eZ]ghklbdm g_ aZe "bBlkZetnz1EZegkipAZh)jZ} "halhem 7
Ahkimim “h k_j\_jZ >ey \bdhjbklZgdy j[hkhjzdhy Td@mjbdil m\Zge\ 1Z
jh[blvky ~ 1Zevgbc a\el \keo 7¢€ dhljmKkimdlZrke\ aZZghihfh]hx
ah\gergeo egkljmf_gle\ 1Z jeagZ e<gnhjfbmeykdpd Hpptgx}Iivky a
jeagbfb gl j\ZeZfb a f _|hx aZobklm \«~ ""R6 ZI|Zd

>ey jhajh[db [hlZ \bdhjbklZgz \_jkeymREkIgy b3 1 WKiQ
"bkljb[mIb\z $QBBRQBIDIZgh $LRIUDP + kmqgzZkgbc IZcih\geklx ZI
nj_cf\hjd "ey $3, THOHIZUDKZ bBWZ 3\WKRQ azZ "hihfhlhx e<gl_
DVI\QFLR >ey a[_j_ _ggy e<sgnhjfZp-&hhbkhggKkIlne\WdZeowg\d KD;>
6T/LWH

1gl_jn_ck ]heh\gh]l]h \edgZ ijh]jZfb ijb\_~_gbc gZ jbk

Jbk F_gx egl_jn_ckm gZl [hlm

> yde njZ]f_glb a j_amevliZle\ ZgZeeamgbkigkl _fb ijb\_~ g
l.:gZeea \ _jke€ HK k_j\_jZ ~_ jhafes_gh kZcl XNU QHW
Hi_jZpecgZ kbkl_fZ k_j\_jZz
Cfh\ejgeklv ijbkmlighkle HK
Linux5.0-54- ijhp_qgle\
Ydsh py \_jkey \ejgZ <bdhjbklih\m}lvky"Zd m@XVd§Zal_jkak
2. :9gZe*a kem [ k_j\ _jZ ~_jhafes _gh kZcl XNU QHW
<ke k_j\ekb k_j\_jZz
AgZc”™_ge* kem ' [b
TCP 80: http Cloudflare http proxy P [ _ai_fd&¥ *gl _-jlg_jN_jZ kem [Z
TCP 443: https cloudflareP _ [ _ai_Yg¥ gl -jlg jN_ jZ kem [Z
TCP 8080: http Cloudflare http proxyP _ [ _ai_t@¥ *gl -jlg jN_jZ kem [Z
TCP 8443: https-alt cloudflare P_ [_ai_f@Y gl -jlg_j\_jZ kem [Z
<bdhjbklh\mxIvky ~Zge ijh]jZzfb QPDS
3.:9gZeea 66/ k_jlbnedZIm kZclm XNU QHW
Djbilh]jZneggbc aZobkl kZclIm
K_jlbnedZl ijZpxxgqbc GZ kZcl fh ' gZ azicid@36Z "hihfh]lhx
J amevlZlb N 1Zevgh€ i _j \ejdb k_jlbnedZIm
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K_jlbnedZzl ~eckgbc \ i-J3-8700:00:00-2024-02-07 23:59:59
Kieevg_ ffy k_jlbnedZIm XNU QHW
SAN: *.ukr.net, ukr.net
K_jlbnedZl \br"Zgh &ORXGI®DUH ,QF (&& &$
P_[_ai_qggh

4. :gZe+a &06 kZclm XNU QHW
&06 kZclm
J amevlZlb i_j \ejdb aZ "hihfh]hx Zg&®tGy_ +da3§Z ah'gZ
lgnhjfZpey \eM k_j\ek®&DKDHWN FeRgZ c™_gZ
P_[_ai_qgh

5. :9gZeesa \keo km[~hf_ge\ kZclm XNU QHW
[er""hf _gb kZclm
AZ 66/ k_jlbnedZukt.hbt, ukr.net
Ki_peZevgbc Z]j_kb\gbc f_Ih”? aZ keh\ighhddfiz a¥ X E ER% W H
ukr.net, www.ukr.net, mail.ukr.net, ftp.ukr.net, locashukr.net, webmail.ukr.net,
smtp.ukr.net, pop.ukr.net, nsl.ukr.net, , sms.ukr.net, office.ukr.net, exchange.ukr.net.
ipv.ukr.net
Deevdeklv ier"hf_ge\ azZ\ _ebdZ fh eb\h ¢[gyd ey @hdg grgidtol]
dhjbkim\zZqge\
G_ ah\kef [_ai_qgh

6. :gZe+a gZy\ghkle egrbo kZcle\ gZ k_j\_jkZcl jXxHIZ MZ h
AgZc”™_gh kZcle\
a678ff.com, acromegalie.nk , ukr.net, ukr.net.ua, ukrnet.net.ua, vismasolutaons,
www.aussiebeeflamb.com, vn.cdn.cloudflare.net, weatdst.site, xodi.bet, yslbeauty.sa
Qbf [eevr_ kZcle\ gz k_j\_je Ibf cfhégheg_jcd]hjhdjzfg_
aZ[_ai_gq_ggy Deevdeklv kZcle\ ij_~klZYewn) ggdhai dmf Rg*mg}ivky
afegblb k_j\_j

7. :9gZe+a jhalZrm\zZggy k_j\_jz ~_jhalZrhWzgh kZcl XNU QH
=_hljZneqgZ ehdZpey k_j\_jZ
Feklh T®oronto, J_]*hg 2QW[IXWQR, RBjhIZ , >h\]hl2Z
79.3839347
IP2Geotools
P_g_ “m _ [_ai_ggh ey kZclm ydbckegmalg\dy\ Zgggey Ney h4d gh
MdjZ€ghb

NjZ]f_gbl_]jZzewph§db kZclm RS HGX XD bjb\_~ gh gZ jbk

IHIEI PAJIDHA ULUIHKA LAVIIA Op.eau.ua

OnepauiiiHa cucrtema cepsepa:
6.2 - RELEASE(89 %): HEBE3MNE4YHO

Cny>x6wu cepsepa:
TCP 80: http nginx(sepcisn npuxosaHa): BE3NEYHO
TCP 443: https nginx(Bepcia npuxosaxa): BE3NE4YHO

KpunTtorpagivyHunia 3axmcT canTy:
Ceptudikar aiticHnia go: 15.08.2023
Buaaseub R3: HAAIMHUA

CMS canTy:
Drupal 7.92(99 %): MOPIBHAHO BE3MNEYHO
YBara: 3acToCOBYETbCA Bepcifa, Aka BniTky 2023 p.ctaHe
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LZdbf gbghf >_fhgkljZpey jh[hlb ijh]kdblpeijjoaglZzdgkzZcle\
ihdZam} mkiergeklv \b[jZgbo egkljmf\ghp\eddbZledeidIhabo [_ai_db
dhjihjZlb\gbo kZcle\
<bkgh\dWhaleygmle ~"\e azZ”rZqe Zm”blm de[_j[lahldblZZgZe-a
ijhljZfghlh aZ[_ai_q_ggy dhfi xl_je\ e\glg@d ekeActNjiEjEIG\_je\

F_Ihx i_jrh€ azZz~Zqe [meh \byle_ggy ifl[gpbtcdbogZhpé&ge-
hdj_fbo dhfi xI_jgbo ijbkljh€\ sh “ha\h®s\} \eplbbazde ggy
ihfbehd « aZ[_ai_qblb [_ai_dm ¢ gZ*ecgyrjkl|pgdilmjbjghtEdhgmxqgb
Zm~bl dhfi xI_je\ fh gz \klZgh\blb \<fmke\yhggllfy \jbfh]zZf
aZ[_ai_gblb aZobkl i_jkhgZevgbo "Zglkde hzgggdho\ hcEl-a\«Zgh
lZdh™ agbablb \bljZIb reyohf hilbfeaZpp€ le\kmjke\ 1Z ij

| jrZ aZ”~"ZqgZ jha\fyazZgZ reyohf jhajh['dd mjh]hdhg 2\ ldy gbro
dhfifxl_je\ hkgh\gbfb \e~rfegghklyfb ydhEhlp ridb rdvrlhiivZIljbgqgbc
ZgZee+a afegb dhgn€EmgZeme& llhgdb ahjm ki_peZe+klZ a de[_j[_ai_d

>jm]Z azZ”"ZqZ ihey]l]ZeZ m \by\le_gge fhl[g@iecibo ijhJe
dhjihjzZlb\gbo kzZcle\ 1Z k_j\_je\ :m~™MNb} WA bN\o NMized\sh eéjh[e _fb yd
aZklZjee_  ijh]jZfg_ aZ[_ai_q_ggy k_jy jeZzdpghhlgbdBgg\bfh]
\eArdjblbc “hkimi "h kem [ \bdhjbklZggydklZjaebpgB®d « [Z]ZI|h
egrbo AeZf dhjihjZlb\gbo kZcle\ fh gZfzd b &bjchdegpeqZxqgb \IljZIm
dhgne®_gpecgh€ egnhjfZpe€ amibgdiZljh[dldb kKi2b\mgEZjgimlZpex
diiizge€ :gZeeamxgb j_amevlZlb Zm~ blng_HhogQge-ijaZopb ~"ey
aZ[_ai_qgq_ggy [_ai_db kZclm IZ \bdhgZ gy 4 blo] c&shjbrk laaxx\&lgle \

>im]Z aZ”"ZqgZ jha\fyazgZ reyohf jhajh[db djhjlijizjidl tNegyp @ m” b
kKZcle\ hkgh\gbfb \e~rfegghklyfb ydh€ JAghkbegZihlggpecgby
\jZaeb\hkl_c reyohf \eA""Ze gh€ "eZ]ghkdeddh\Zjq]j4fd qZl
Hkh[eb\ekIx ijh]jZzfb } \bdhjbklZggy dle]hhlklte\\jlghedgle hljbfZgbo a
jeagbo A" _j e "Zgbo 1Z gZy\geklv akizggde§ jEyaki dpeZgl ]jZevgh€
hpegdb [_ai_db kZclm ydzZ g_ \bfzZ]zZPhgky\§hjKde gBkymdhhm \eg
jhafes gbc

Jhajh[dZ kbkl_f Z\IhfZlbah\Zgh]h ZgZd-aneld| algAaq_digy A
kmgzZkghfm pbnjh\hfm k\ele ~ aeh\finkigZilxdb gkt &glhkim[b aeZfm
egnhjfZpecgbo kbkl_f AZklhkm\Zggy I|2gpo\gkdkighf \Bhednlb
ihl _gpecge aZl]ljhab 1Z \jZaeb\hkle \'&@Adhid b\ ely\e€gemkmg_ggy
aZ[_ai_gm\Zlb [_ai_dm |Z gZ~ecgeklvf chtihxih jg boo\ gkoiok IkZ cle\
AZijh\Z"" _ggy Zm~blm de[_j[_ai_db } gelyfceZgbklohjhd&heb\bo
"Zgbo aZ[_ai_q_ggy "hljbfZggy j_Imeyipgglmgy\b¥hi-jb &h
hjl]ZgeaZpec \ kn_je de[_j[_ai_db
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CYBER SECURITY ANALYSIS SYSTEMS OF SOFTWARE AND TECHNICAL
SUPPORT OF ENTERPRISE COMPUTERS AND SITES

V.V.Zadorov, D.O.Furman, O.A.Stopakevych, A.O.Stapalch

National Odesa Polytechnic University, Shevchenko k, Odesa, 65044, Ukraine
stopakevich@gmail.com

Enterprise computers and websites are prime targetgyfmercriminals because they contain sensitive
information and provide business processes. Businesses muspaegn® spot and prevent potential threats
to avoid financial losses, reputational damage, and violations of cersideia privacy. In this context,
cybersecurity analysis systems for software and hardwaenterprise computers and websites play an
important role. They allow to conduct a full-fledged infrastructawdit, discover potential vulnerabilities,
assess risks, and develop protection strategies. Thesmsystevide comprehensive information about the
security status and help to make reasonable decisions on how twéng@curity. The article discusses two
software systems for cybersecurity analysis. The fioftware system analyzes computer hardware and
software, identifying potential security issues at the lefeéhdividual devices. It provides a user-friendly
graphical interface of a desktop program and allows to petdotietailed analysis of computers, including an
assessment of hardware and installed programs, and providas rem the detected problems and
recommendations for improving security. The second program, impledhasta Telegram bot, allows remote
analysis of corporate websites and servers, simplifyingettigrisy control process for cybersecurity specialists
and system administrators. The Telegram bot interface sllemote diagnostics of an arbitrary server without
the need to access it, install and regularly update spediabsef which makes the bot comfortable to use. The
bot analyzes various components of the website and the sgrwehich it is hosted, including the server
operating system version, server services, website CMBsite subdomains, server and website reputation,
and server geolocation. The analysis results are presentegpiorthat helps identify potential vulnerabilities
and provides recommendations for improving security.

Keywords: corporate cyber security, site, server, audit, softwdegréen boat, remote diagnostics, security
problem, service, vulnerability.
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GZpehgZevgbc mge\ _jkbl_ | ©H” _kvdZ iheel_o0gedZz?
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stopakevich@gmail.com

AZ[_ai_gq_ggy _n_dlb\gh€ de[_j[_ai_db "ey dhjihjzZlb\gbo dhfi xI_j
gZ”a\bgZcgh \Z'eb\hx 1Z kdezZ”"ghx az”~Zgq_x ydzZ \bfz]z} j_I_evgh]h
ijh]ljzfghlh 1z zZizjzlgh]lh aZ[_ai_gq_ggy M ~Zgec klZlle jhalJey”Zxlvky

dhfihg_glb ijh]jzfgh]h 1Z Zizjzlghlh azZ[_ai_q_ggy kbkI_f de[_j[_ai_«
Zglb\ejmkge ijh]jzfb 1Z ZizZjzZlge nZcj\heb f_j_"~_\e« db&Zgb A hley m gZ
jha\blhd de[_jaz]ljha klZ} ajhamfeebf sh ihje\gyggy hdj_fbo ozZjzdl_jbk
g_ “ha\hey} ajh[blb dhj_dlIgbc \b[ej GZijbdez” dheb fh\Z c~_ ijh Zglb
ijhljzfg_ azZ[_ai_g_ggy \ ' _g_fh gZ ijhklh hje}glm\Zlbky gZ jhafej [Zab
hkdeevdb €ogy deevdeklv ky]Z} feevyj*Z h”bgbpv ¢ gZ\elv gZcihlr
dhfi xI_jm g_ \bklZybilvklecgh j_I_evgh i_jZ\ajyldh 'gg

\bdhgzZ\qbc nZce :gZeh]leqge \bdebdb \bgbdzxlv ea \b[hjhf Zizjzl
aZ[_ai_g_ggy KmgzZkge ZiZjzZlge nZcj\heb [sevr_ gatlff_ "mxlvky ijhklbf

[jZnedm aZ aZ]lheh\dzZfb iZd_Ile\ |1Z \e~rdb”*Zggyf §_Khglybo Z~j_k Z[h ihj
ih\bgges neevljm\ZIlb kdezZ”~gbc azZ kljmdImjhx IjZned m Ihfm gbkees aZrbn
aZ[_ai_gm\Zlb gzZ~ecgbc aZobkl h~rghqzkgh azZ[_ai_gmxqgb \bkhdm ijh
Ney aZ”h\he_ggy ihlj_[ dhjbkim\Zqge\ LZdh" \Zjlh aZagZgblb sh \b[e] Zi
aZ[_ai_q_ggy fzZ} \jZoh\m\Zlb Zjoel_dImjm f_j ‘gm¥ZgghWwZ[m\Zggy 1Z ieZ
fZc[mlgeo ihHkdeevdb ajh[blb \e”rih\ergbc \b[e]j ijh]jZfgh]lh |Z ZiZjZlgh]h
aZ[_ai_q_ggy de[_j[_ai_db klz} \k_ kdez~ger_ Z\lhjb KklZIlle ijhihc
Z\lhfZlbam\ZIlb \b[*j a \bdhjbklZggy "hky]g_gv \ ksnggkgec I_hj+s€ ijbcgyl
GZ\_"_ge* Zelhjblfb \b[hjm egkljmf_gle\ hje}lglh\Zge gZ i_jkhgZevge ihlj_
A"mfdb _dki_jlgh€ ]Jjmib Ijh~_fhgkljh\ZgZ _n_dlb\geklv \dZaZgbo Ze]hjb
jha\ffyadm j_Zevgbo azZz”Zq \b[hjm \ ]Zema+ aZ ~hihfh]hx ki_peZevgh jt
Z\lhjzfb ijhl]jzfghlh azZ[_ai_q_ggy "ey Z\lhfzZlbah\Zgh]lh \b[hjm kdeZzZ
ijhljzfghlh 1Z zizjzlghlh azZ[_ai_q_ggy kbkl_fb de[_j[_ai_db dhjihjzZIk
dhfifxIl_je\

Dexqgh\e kehWe+j Zglb\ejmkzZ \Z eb\eklv Zevl_jgZlb\ \b[¢j nZcj\heZz

_dki_jlgbc f_Ih" ijmdEZfgi qdggyj[_ai_dZ

<klmi <b[ej kdezZ”~h\bo ijh]ljzfghlh 1Z ZizZjzZlgh]lkblklZfbai_q_gg
de[_j[_ai_db dhjihjzlb\gbo dhfi xI_je\ }c\eWMtghedZleylyh’xhklZIgvh
I\hjghx azZ~Zg_x deevdeklv fh eb\bo jha\§pdd-\ AvA[h&i*m_ggy_
de[_j[_ai_db \dexqZ} rbjhdbc ki_dlj dhfitvg[olldh \ydih\sZgbf
gbghf \b[jZge 1Z gZeZeWh\&ZH[r_ai_q_ggy aZobklm egnhjfZpe€ \ f
dhjihjZib\gbo dhfifxl_je\ KdezZ”~h\bfb ijh]ljigfghhh kX[l _di
de[_j[_ai_db \ g jym } Zglb\ejmkge 1Z Zglbriblmgkvdep _ijh]jzfb |
kbkl_fb \by\e_ggy \lhjlg_gv ijhNhElbge ihhevge f_g_" _jb
djbilh]jZneqg_ ijh]jzfg_ aZ[_ai_q_ggy Kgheh"haBfbaiZi&igdgy
kbkl_f \i_jrm q_jlm } ZiZjZlge nZcjjdkE€ 2N Zglb hZd Zapr§g *

azZkh[b a[_j_"_ggy "Zgbo L_g"_gpe-y pha\li@imgB]BjZrdhpi_q_ggy
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ithey]Z} \ ihklecghfm mkdeZ”~g_gge* *gblé\dIhnZmv ghje\gyedby aZz
hdj_fbfb ozZjzdl_jbklbdzfb \ljZzqZ} k_gkK aflZgwdb \\h*blv

LZd gZijbdez” aZ”"ZqgZ nkmgqpkigdih\ Zgdkp\ejmkm Z\gh g _
azZ"ZqZ ihrmdm njApfdlggA\qbo nZceZo ?dki_jlb kI\_jA"mxlv sh de-
KI\hj_gbo \ejmke\ kyJgmeh \e~rfeldb bQdpMzraviyjjrd<hdm dh gh]h
\bdhgzZ\gh]h nZcem g_ \bljbfZ} gZcihim[ligerbbothfidixlaj pvh]h
|Zdbc \e~ hfbc djbl_jec yd jhafej [Zab \iejmkiZ\"Imdh \hdZagbdhf
KmqgzZkgbc Zglb\ejmk \ o~ Zee fZ} \bykiiho ade€€bi\lm _ifhgdhx h”rgZ
gbf [eevr_ fb hje}gIim}fhkv gZ ih\_"egadnZ]Z glbg&htemhfilbf [eevrbf
klZ}babd \bgbdobdgho kijZpvh¥Yg\Bysemkm ijb i Kbkidjdgh]h
ijhljZzfghlaz[_ai_q_ggy ijhkKiZfpeZevgbfb Ze]lhjblfzfb\eaZobklIm
i*jZlkI\Z lhsh Qbf kdeZedjthdZglb\ejmkm Ibf [eevr_ \eg \bfZ]Z’
j_kmjke\ |1_° kzf_ Wd2&€Xhb ¢ ijh g_"hkdhgZ&hc<zeinjigkfk v
ijhklbo djbl_je€\ “ey ihje\gyggy Zglim}dmkikeihdRbi\edkkx i *h oh”m
ihje\gyggy aZ |j_amevlZIZfb kbgl_Ibgdbo\"lkfibbd Dglondprrkkgbo
ijh]jzf klZgh\blv [sevr_ ge al\eklylgZkagZclgbméz]Zevg_gh ydek
\bdhgZge ¢ maZ]Zevg _gh g_ydekgh HogglzgdZ gvee Ziggb \ & Ay kit q b
gZcdjZsbo gZ jbgdm Zglb\ejmke\ ZplkchgXlgllh g¢kdedjZgsh dh g a gbc
\eNih\enrZ} i _\ghfm djbl_jex _n_dlb\ghkle

:gZeh]eqgZ ijh[e_fZ \bgbdZ} ¢ a ZiZjZlgh[f djhfjZdglf
KmqgqZkgbc ZiZjZlgbc mZcjghe iphklZ kbkl_fZ ydZ ZgZeeam} |jZ
aZlheh\dzZfb iZzd_le\ c \erdb”Z} |Zde gddmyZe\glZdvzZz™h_ik jgb ihjle\
GzZijhlb p_ a\bgZcgh "m"_ dhrlh\gZ kbkjimiZIbydZ-kZ kasheZ"gh]lh az
kljmdImjhx ljZnedm DeZkbqgbevdyRifvlip%}*gZgv aZ ydbfb \bagz
eegecdb ZiZjZlgbo nZcj\hee\ a mkdeZog_daeyhjbifayjzfgb
\ijh\Zz~" _ggyf rbnjm\Zggy c¢c fmevibf_ ~eWjZjlbhnedm \yd gZ~ecgbc
ihdZagbd ~ey ihje\gyggy NZdlbqggh ijh"mdZe\ gekiw \rZc]|bhm
ljZnedm Z agZgblv ydeklv jh[hlb a gbfladlenjtblfwdjtiijmpd Zjlojz
hiky]m izffyle 1Zd ¢ \enr kdeZ"rghkleltZedghjblkl\b &Kbgllv 1Zdh"
kKI\hjblb i_j_\ejdm ijhAmdlb\ghkle aZ i _b\gbfbikhfdZljZewg g h"gZd
yd ¢ \ \bizrdm Zglb\ejmke\ k_j_" Ilhihf\ibog4jhgzald ig \gh]h
Z[khexlgh]h e _jZ ~ey \ke0o aZ"Zq

<boh”ygb a* kdZazZgh]l]h g_h[o**gh i_ggyhZblibf2ibaBEkighm\Z
egkljmf_gle\ \b[hjm yde “ha\heyxlv WjkhglblpogbeviZzkis\ ¢ agZclb
hilbfmf ~ey dhgdj_Igbo ihlj_[ Ki_peZdv[lpl=\IZKHBE® <pkdjmf_gle\ c
ijbk\yg_gZ py klZlly
Jha\fyahd az~Zqe \b[hjm gZcdjZsWA *"Zgkb\NegmgkZrkgh]h Zglb\ejmkn
\bagZqg_ggy 1Z [ehdm\Zggy Zdlb\ghka&< jralgixfZigengd]hhajh[db
kihkh[hf ihrbj_ggy IZ ijbgpbih\bfb ZejHflglHHbazjhlai[leg/]l.ggy

:glb\ejmk fZ} \by\blb IZ [ehdm\ZIb Zgdlb\Qrikhvip kZigh]h
azZ[_ai_q_ggy

DeZkbqge \2joml rde”eb\h]h TA yd_\[m~h\m}lvky \ egre \bdh
nZceb Z[h ijh]jzfb <ejmkb fh mlv kZfbklyarkylotWf myBEIZ"" _ggy
k\h]h dh”m \ egre nZceb |Z egnedm\ZIb egre kbkl_fb

Rde?eb\_ ijh]jzfg_aZ[_ai_q_ggy fh ganig* @bl Zkl

<bfzZ]ZpvdzglAzZ]z}Ivky \bfzZ]ZIlb Jjhre m ~_jlI\ [edkm@klgb €o0g-° 1
ijbkljh€ ~hdb \hgb g_ azZieZlylv de[_jadmiflakgbdm kmfm \

RibJmgkvd +1Aa\hey} aeh\fbkgbdzZf \e"*Ze gh \erlid_"m\ZIlb Z
gZ aZjZ _ghfm dhfi xl_je [_a \edhfEKEZHMANZgH"b
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Lihygk aZfZzkdh\Zg_ i aZdhgg_ ijh]jzZfg_ aZ[_B&®W_q_ggy )
\eANZe _gbc “hklimi “h kbkl_fb dhjbklgh& qpZze*ecy d&hbObkd djZ"e dZ
dhgne”_gpecgh€ egnhjfZpe£€

Ojh[zdbkZfh\e~r\hjx\Zgbc dh” ijbagZq_gbc ~ey Zlhebj_ggy f_j
kijbgbg _ggy; ahh®@lv \bdhjbklh\m\Zlbky "“ey jeagbo rad<Yyaelb\bo ~ec
\br"Ze _ggy nZcee\ ihrbj_ggy e<grbo rd<2[gb\®ps\l\n]pZZfohie _ggy
dhgljhex gz~ dhfi xl_jzZfb

J_dezfg_zliAbgpbih\h 1Zd 1A fh _ [mlb g_ rde*eb\Wf Ze_ ih
kijbgbgy} g_ajmqgghkle dhjbkim\Zgm

| _jrZ ijh[e_fZ \b[hjm Zglip\ejimk«a £Z \b[hjm djbl_je€\ "ey hpeg
Py ijh[e _fZ g_ } lIjb\eZevghx LZd gZixb@eigh\ \"hghlZzgZee+a jeagk
djbl_je€\ 1Z ajh[e_gh \bkgh\hd sh azZXgk Kb [#imijizgpkih\h
[Z]ZIhdjbl_jeZevgZ 1_\ge hje}glh\ge djmimgecEpthptziev gpe fh eb\hkle
~n_dlb\geklv \by\le_ggy * [ehdm\ZggyijaZhjdhld\ditkbA lyiZ jZpecgh€
kbkl_fb kmfekgeklv \Zjleklv xaZ[eepHrhghjEphl edeZRbaZdm\ZIb \ke
djbl_je€\m\_ebde dZl_]hje€ [_ai_dZ IZ hi_jZpecgeklyv

>im]Z ijh[e_fZ \b[hjm Zglby imkph[exfZ \b[hjm f_Ih*m
[Z]1ZIhdjbl_jeZevgh€ hpegdb <+Mg@lZqbflydyb[h&ddijhihgh\Zgh
aZklhkh\m\zIlb f_Ih” ~eZ]jZf J_y "ey \@lo\epZkohjZ Sh]hheedZfb
jh[hlib } I_ sh ihje\gyggy \bdhgZgh ebZglIbdbéyjmkdbjizhc djbl_j<€ a.
ydbfb \bdhgZgh ihje\gyggy g_ ah\kef h[%]jmglh\Zg-

Jhal\fyahd i_jrh€ ijh[e_fb klz\ fh eb\bf alligghZh]-ggyf
ijh\_~ ggy kbgl_Ibggbo |I_kle\ ZgZeglhkkegdhh™yllvkyeshrh ZiZjZIgh]h
aZ[_ai_qgq_ggy dhfifxl_je\ >hkee~" _ggy a sihqgiZhd M bkdBvlly
"hal\heb&b hjblb |_ogheh]ex [|_klm\Zggy Zglb\¥jnhlp=\gpaihay]Z}
kKi_peZevgbfb mazZ]Zevg _gbfb djbl_jeyflygGd}£ab_agkEehimdZ meZz
knhjfh\ZgZ g_aZe_ "gZ AjComgparatipes/ [9]. AV-Comparativegshajh[ey}
Kp_gZj*€ sh \e~M\hjxxlv j_Zevge mflZ\dlBbed MjbRIZHd¥dh azZklhkh\m
| _klh\e nZceb [Z rde”eb\e ijh]jZfb "“eyoyipe-gdly j~\gghdm\Zggy
HjlZgeazZpey I1Zdh  ijh\h”~blv |_kIim\Zggy i_ijhYeyddbg h\k b\
Zglb\ejmkghlh ijh]jZzfgh]h aZzZ[_ai_q_gdlyklgZAM-Bo6rdpatativek
hljbfzezZ \bagZggy m kn_je [_ai_db e« Kk\hx€jr[ANtmag&kddjafZ p_
ij_fey AZ \b~ZIlge “hky]lg_ggy \ ]Zemadbl_gmdhgay j[ gp*€ (,&$5
(European Institute for Computer Antivirus Researah) \ « * a g &\¢¢€omparativesy d
eZ[hjZINjel€ kim\Zggy ydZ agzRemmjmMmg¥Z pec ~_ dhgn_j gp-£€

>ey Zglb\ejmke\ WihdoWK dhfiZgey aZklhkh\m} gZklmige djbl_
Advanced Threat Protection (ATP), Mailware Protec(ibtWP), Perfomance, Real World
Protection, False Alarms.

Advanced Threat Protection (ATP Hpegx} ydeklv egl_e_dimZevgh]h Ze]r
"ey \by\le _ggy ihl_gpecgh rde?*eb\h€ fHdllh\gaX|[s aijhdjHgy sh
ijZpx} gZ dhfifxl_je a\Z Zxqgb gZ ydekdVv Wode\eg gyy*hépnikh]jzZfe

Malware Protection (MWP). Hpegx} ydeklv dBphkKlim\ZgZ \e* aZimkdm
rde"eb\bo ijh]jZf yde jhafesmxlvky gZ elha 22voflZzggbojE®mh\b s

Perfomance Hpegx} r\b~deklv jh[hlb .ZDyjbNejackmbagZqgZ}lvky
_dki_jbf_glZevgh azZ gzZkhf i_j_\ejdb afalmgh€ aZz h[ky]hf [

Real World Protection (RWP)Hpegxgfh\ejgeklv azZjzZ _ggy \ejmkhf q_j_
[[Zma _j ijb \eMerm\Zgge rde”eb\bo kZcle\

J _amevlZlb hpegx\Zggy djbl_je€\ htjbfEpgrhfmam\eylZI

gZclejagZq_ggy "“h QY& I3y
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Yd hkgh\grghjfh\ZghdZadbyddhkle Zglb\ejmke\ aZklhkh\zZge |
ihdZagbdb

False Alarms (FA) Hpegg} leevdb deevdeklv ijZ\bevgbo kijZpx\Zgv
deevdeklv ob[gbo <bagZqZ}lvky aZ \_ebddbdtekidr\dge [Zahx
ihdZaglZdbd\ZIlge ey ihje\gyggy \ f_"Zo leevdbjhbidkhjbklZgh€ ;>

Price  Hpegx} \Zjleklv ijlQihZfbbszZz \ _ebqgbgz izjzf _IjZz Ibf f_gr
cfhlejg_azZjZ _ggy \*jmkhf q_j_ a [jZygg-jrdjo*&dN\\od nkZcle\

Hpegx\Zggy djbydpelele ~ey \b[hjm Zglb\ejmke\ ~_kdlhigh€ \_
Windowsa4_amevIZIZkbm\Zggy mhpe ijb\_X Ig{é.

LZ[ebpy
J amevlZlb hpegx\Zggyddkbbd jeg§\\b[hjm Z[@lb\ejmke\

:glb\ejmk ATP | MWP | Perfomance| RWP | ATP | FA | PegZ aZz
Bitdefender 3 3 3 3 3 6 50

Avast 2 3 3 3 2 2 0

AVG 2 3 3 3 2 2 0

G Data 2 3 3 3 2 2 50

Avira 0 3 3 3 0 1 100

McAfee 0 3 3 3 0 9 86

ESET 3 2 3 1 3 0 35

VIPRE 0 3 2 3 0 6 40
NornonLifeLock | O 3 3 2 0 3 100
Microsoft 2 2 1 3 2 32 0

K7 0 1 3 3 0 67 26

Total Defense 0 3 1 2 0 6 57

TotalAV 0 3 2 2 0 0 119

Panda 0 0 3 2 0 | 102 0

Trend Micro 0 0 3 1 0 10 50
Mailwarebytes 0 0 3 0 0 25 40

PegdZ jed g_ } j_amevIZiB}IVklimgZ m\Zae \Zjleklv jeggh€ ie"il

"ey i_jkhgZevgh]h \bdhjbklZggy aZ jed \ *heZjZo KR:

>Zee jha\fy _fh ~jm]m ijh[e_fm sh "hadhdkgbadghalljydhfd
az"zZqe ljhihgm}fh aZzklhkh\m\zZIb f_pgv ajmggphmyZeggyf \Z eb\hkle
Zevl_jgZil®\P _c f_Ih” "ha\hey} dhjbkim\zZqg_\e aZ¢Zidhkghg i_j \Z]b
iIZjhx Zevl_jgZlb\ DR@VZOeklvjgZIb\ nhjfm}ivky \boh”ygb a nhjfr
i_j_klZghBPCd05C I/ (C-2), » C £ deevdeklv djbl_je€\ \b[hjm :gZeeam:
\boenrge "Zge ljiZ[][&z ajhjbbkgh\hd sh djbl_je€ \b[hjm ~_sh \e”jeagy:
aZ ozZjzZdl_jhf hpegdb LZd "ey i_jrbo\ ghjb\ghogdjbhlfjs&o
djbl_jex h"ghagZqgghgbfhkibvx Ibf djZs_ >ei{FAdfite e f
[*evr_ Ibf ]Jejr_c j_amevliZlb fZxlv fakbl4[\@ghr\gh

Kbkl _fzZ\lhfZlbah\Zgh]h \b[hjm gZddbtrajmimky yd ijh]jzZzfz a
liZneqgbf <gl_jn_ckhf ydid} faZébadikly ajmqgh€ azZfegb \_ebqtk
j_amevliZle\ kbgl_Ibggbo |I_kle\ ydex]Jvkyme3dRRSHYBLDaXLYHV <b[ej
ijehjbl _Ie\ j Zesah\Zgbc \ \b]Jey”e ahhamyld\]jZmdeqgdh c sgIim€lb\gh
ajhamfeeh ~h dhjbklm\Zgqz \e~h[jZablb DBDhzgbm\iZzghjbd} qgeldh
\bagZgblbkv a dh gbf ijehjbl_Ihfdbid $nf [ *evhfm g_ ihlje[gbc Ih
dhjbklm\zZqg fZ} fh eb\eklv ch]h ijhklh s\s«dtedddnklly Zdfal* jgZlb\ vyde
g_h[oe”gh h[jZzlb af_grm}ivky Ah2dHdRA\be¢ merevlj ydbc “halhey}
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g_h[oe~ghdkedbdh \erhdj_fblb [_aiezZlge\ZglbAdjpokbydes \bfZ]Zxlv
ijbr"[Zggy dhf_jpecgh€ eep _ga<€ HkYM\gs mxawnkegvBbZ2brhihfh]hx
]J*klh]jzfb ghjfh\tZgh€ rdZeb LZdh  ~ey dhjbklm\ZqzZglhZnegqgh at
nZdlbgge \Z]b ijehjbl_le\ \ \b]Jey”™e ldjm@ly\he 22Dk fi jh[]jjZd b

fhim kbkIMRAILAB ydBEje}glh\zZgZz fzZI| _fZlbgge jhajZomgdb :e]hjbl
\b[hjm azZdez”_gbc \ ijh]jzfe azZklhkBfmg}Zz fglibip"ZAgbo
hje}glh\Zgz E@\&h™ aZklhkh\Zgh ]jZneqdAppkoepightrltley_r\b” dh€
jhajh[db ijh]jzf a ]jZneqgbf egl_jn_chkefglyd digkljj@dlhj nhjf 1Z
jhal\bgmle aZkh[b \eamZeecaZpe+s€ "Zgboghk€digh]|ZHiZ dm Yhagly[e
\erghkgh€ \Z «@hblhkje€\ ydihkZa Hgeh j bk

CucTtema aBTomMaTusoBaHoro Bubopy aHTUBIpyca Ha nigcrasi
06po6KKn BaXXNUBOCTI ankTepHaTUB

BnacHi napesari Pe3yneTaTid aHanisy Buodani gani
BpaxosysaTti napaMeTpu
Kpwurepin K1 Gnwxqe go Ki - samnueiwe Ki Kpurepin K2
¥ Advanced Threat Protection
AP 0o @ ? MWP
Mail P
+ Mailware Protection ATP oo 3 . Perf
7 Perfomance ATP e o 2 . RWP
2
| Real-World Protection AlP e . FA
ATP e o o Price
¥ False Alarms :
MWP  Q© 2 ® rerf
Bumoru o BapTocTi
MWP @ ®© 2 [ ] RWP
Bamnuea ¥ MWP oo _7 . FA
3HaiTH Kpaworaol MWP oo L7 (3] Price
peri 0 © @ 2 RWP
Perf  ©© 29 FA
Perf oo . &3 Price
RWP @O 0 FA
RWP @© o L Price
Oneca, 2023 FA co @ ? Price

Jbl. <edgh _djZgm iprelyz2\ib ~ ggy \e*ghkgh€ \Z eb\hkle djbl_je€\ yc

<edgh _djZgm jhajh[e_gh# jijamawzIZfb jhajZomgdm ydhk
Zglb\ejmkb\_~_gh g2. jbk
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BnacHi nepesarn Pesynesrati aHanisy Buxigri gaHi

. OTpuMaHi pesyneraTtm
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. ATP

13% s I MailwareProtection
[ Performance

[ RealWorldProtection
13% [CJFalseAlarms
[_—_JPrice

JbR. <edgh _djZgm igh]jgmevizZzIZfb jhajZomgdm ydhkl_c Zglb\ejmKke

Lzdbf gbghf [Zgbfh sh ijh]jzfz jha\fydmymhklZ\ejmopghX ~ey
dhjbkim\Zggy
Jha\ffyahd az~Zqe \b[hjm gZcdjZsh]h Ziz]¥dgh]hinZciglye@z”rZqZz
py aZ~ZqZzZ fzZ} ~\e« ijh[e_fb

| _jrz ijh[e_fzZ + p_ ijhle_fzZ djbl_jex \b@bHjnmkghéghbq
djbl_je}f \b[hjm ~"ey ZiZjZlgbo nZcj\heh\ ep\beevdrt@tbwqgf gv
<boh”ygb a pvh]lh djbl_jex ZiZjZlge nZxj\liebZ\iemged&xdvijZ" Zp-y
\ ydbo ijh\h”blvky ih hpeg_gec \bjh[gbd2ibbdeavtdhd&xq gv

NZcj\heb "eyZRB]Hh [*rag_km ijbagZq_g- Ney h[kem]h\n
dhjbklm\zZqges\ “ey k_j_~gvh]h [salg_km dhjb&kim\Zqges\ "ey
\_ebdh]h [eag_km = \e~ N h \ "ey "ZI2pvgl] H*"gZd \b[e] aZ

pbf djbl_je}f g_ fZ} k_gkm Z\IhfZlbamyhlhbagZ h2ghkgZAZkrlZ[hf
ie”Nijb}fkI\Z lekey \bagZqg_ggy eegecdb\gbZcKlzgs\djibkgjrc

ijh~mdlb\ghkle h[jh[db |ljZnedm DeZkbdsdZpdpc\hfth[le¥hnZcj\he
ihdZazgZ gZ jbk

( \ipesevaii vparipe

TN
\\ FRR¥ AR TUR

Jbk Dean-de-yIjZn-dm ydbc h[jh[ey} nZcj\he
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LZdbf gbghf [Zgbfh sh ljZned fZ} M\eef€o | nddB kidnedBp
\b”reeblb Ibie\ IjZnedm a lhgdb ahjmA4lliglbc nzkcihhelB\geklv ih
ijhklhfm ¢ fmevibf_"eZ ljZnedm \eMjeagyhlwkwnzZ\e "ghkle \e” |Ibim
ijbkljhx ljh~mdlb\geklv ih g_neevljh\ZbbhftmdZljZmeidmm rhalIb\ghkle
ihjle\' ¢ f_j_"_\bo ijbkljh€\ nZcj\hemvIiih*meéM)jgYRghfm ljZnedm }
f_grhx djzlgeklv ijh*mdlb\ghkle neevijhé¥gh)Zghpbh gljAnedm
aZe_ "blv \en ZiZjzZIigbo 1Z ijh]jzfgbo fliheb\d Kl Zg hj\lbkv a\bgZcgh
\on ~h jZa ljhAmdlib\geklv ih IyjZan qd/ra dijnh KIBbHjleln g _j]m
p_ 931jh*mdlb\geklv ih ;36HF I[jZnedm } s_Ivf_iphhmdIldjgligle ke
neevljh\Zgh]h “"h g_neevljh\Zgh]h ljZnddMm 2NiidjZlgle |Zbijh]jZzfgbo
fh eb\hkl_c ijbkljhx \Z eb\bf } fZI_fZlblggjbcydhkjap _n_dlib\geklv
1z fzZkrlZ[h\Zgeklv djbilh]jZneqggbo Zelhyp1gh Iigh]yZ¥igh]lh
aZ[_ai_q_ggy c¢ klZgh\blv al\bgZcgh ge"neevriph\Zgida 1jZnedm

lhagZqgbfh \\_~_ge djbl_j*€ ydhkle mZqgpdhler\ gZklimig
):' % fZdkbfZevgZ a”Zlgeklv i_j _gZijZ\e ggy iFhkllk]h |jZn
): % fZdkbfzZevgZ anZlgeklv neevljZpe€ ijlhklh]h IjZnedm FJ[-

, 360 fZdkbfZevgzZ anZlgeklv neevljZp<€ ipghlalh]lh ®dgHe hjj2hxd

, S6(& FPI

):' & fzZdkbfZevgZ anZlgeklv i_j_gZijzZv&_dg@y-gmeMbddéz~gh]h
l[jZnedm F[el k

): & fZdkbfZevgZ a”Zlgeklv neevljZpg€ hfjhekdleiZ™g&E]hlZlIjZnedm
FleIF

, 36 & fZdkbfZevgzZ a”Zlgeklv neevljZpg€hfiimekdleiz*gl]hl1Z931

ljZnedm aZ |_ogheh]e}x FS6(& F[-lI

LZdh™ "h”~Zfh djbl_jec g_ ih\Yfyazgbcla[ljz hZdhli\th Z&IhIm
ijhp_khjzZ nZcpRhapZ

<b[*] nZcj\hezZ [m~_fh ijh\h~blb k_j "beesgq<abh&di?|dldz
\eNih\enZ} ihlj _[Zf k_j_"~gvh]h [eag_knmggy<d«fig/hrkd+tbaggzd *
h[jZgbo nZcj\hee\ jeagbo \bjh[gbde\ a [ebawdhglbagiKlexvghx
ijb\_"_g+ gZ jbk

AN
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GZ jbk \bkhlZ klh\ipy o0Zjzdl_jbam} ¥beihdB gim B 1h\%p e\
oZjZdl_jbam} ghjfh\Zzg_ \e~ghr_ggy );36& K:):% % )
& )" % 36 % )" W% % )" %

>im]Z ijh[e_fzZ £ ijh[e_fzZ f_Ih~ m \b[hjmk :gZpAgmbhgbsh
jhaihnee 0zZjzdl_jbklbd “h\hee g_je\ghffejdby ibZidb¥flgbga jeaghbf
0ZjzZdl_jhf IjZnedm hilbfZevgbf [m~_ \bdey jGAf b o hhamj\her aZrZq-
\b[hjm Zglb\ejmkm az”~"ZgqzZ \b[hjm nH&N\NZek_jfeygvhihbeag_ km }
az”"Zq_x dhe_dlb\gh]h \b[hjm ydzZ fzZ}fq{@@m¥k|lpkwn «gid jjlhdmlb
jeagbo i*~jhaneee\ ienijb}fklI\Z OZjzdrijb}fEnRedmihlhggbc c
ijhlghah\zZgbc fh ' mlv agZlb _dki_jlbktj&bib fdejz™fdgedb HI _
\b[ej fZ} hje}glm\ZIbkv gZ €0 "mfdb HMNgZin[$hdIbbgexdg ~mfdb
_dki_jle\ fzxlv gZz"zZ\Zlbkv Zghgefgh c fh[4lepegpd b Zve H4bKFhf > @
ljb pvhfm _dki_jlgzZ ]jmizZ fZ} nhjfm\ZIb&ly[IZaibdbqgbgdhKi_jle\ [meb
malh”" _gbfb Ma]h”" _geklv \bagzZqgzZ}lvky*d@ipe-fepredigthifhdbgdg [MmIb
g_f _grbf az

Kbkl_fz ZzZ\IhfzZlbah\Zgh]lh \b[hjm ZiZzZjzjilghémam¥Ziujkhe¥d
ijh]jzfZ a ]jZneqgbf egl_jn_ckhfmyhzZz@\Zklair\d~*dh]h \\_~ _ggy 1Z
fhrbnedZpe€ [Zab iZjzZf_lje\ ijbkljh€\eAZ snifdld]h\dkieplgh ijh]jZfb
fz} \b]ey” ijb\_~_gbc gZ jbk INEQZfmd jdB2Ekdblggm ~_kdlhi
ijhljZfm >ey pe}€ aZ"Zqe* IZdh i«"0oh3BIVHVA7A®MUI Z & f_gle\
|Z[ebpv ~mfhd _dki_jle\ 1Z |1 _ogeqgbo d2jpaddkyjb KidAehijhdgh
j_"zZdlhjzf _e_dljhggbo I1Z[ebpv Dh _g jyRilpedx|Apébpy o gy
<eNfeq_ge* jy~rdb \jZoh\mxlvky ijb \b[hjeegZcg|ZsEgedhyes + g_
\jZoh\mxIvky >h”hZ\Zggy _e_f_gl+\ jf ZeerdidhgZglyyrekiolpeZevgbo
-Zeh] e\ \\_~ ggy izZjzf_Ijs\ \ ydbochirZe\eggMvkh\h*blvky "ey

f_gle\ yd- g_ \e"feq g Ijb afegy i g fepylx\vikhidbprge "Zge Z
af gZ Amfhd _dki_jle\ ijh\h”*blvky reyohfo\lAfhsAgae¥hhepdddbb 1jb
afege "mfhd hp-gdb i_j_jZoh\mxlvky IZoteth[jaZ¢)gkyghi”*" ghkle
AgZq_ggy IZ[ebpv a[_j*]Zxlvky m |_dkidbboqB¥hW nZfcgZodh gh]lh
iZjZf_Ijm a[_je]Z}Ivky Z\IhfZlbqggh

4 MATLAB App = X

T RERRRRRRR R

ENo FWD-B FW-B IPS-B FWD-C FW-C IPS-C CPU X

RIRK QR

@ Honowora © 1on © BraanmiHE s g 3nai Haipauioro!

Jbk >e¢Zeh]h\_ \e dgh ijh]jzfb \b[hjm I’]ZCj\heZ

JhajZzomghd fzZ} ijh\h~blbkv ebr_ ijb \epthydegmbarhhtih_ghkle
dhgdhjrzZpe€ 1Z gZy\ghkle dhj_dlgbkaghbg¢gbant&gZoéb HhajZomgd!
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ij_~klZ\eyxlvky \ \b]Jey”~e "\ho ]jZnecd Il JpkbBb]jzZdB ghjfh\ZgZ ~h

rdZeb a \e”"khjlh\Zgbfb j_amevlZIZfbn_gdX\ gidkd¥Z ainh}r @92
>im]bc ]jZned \bdhgZgbc \ \b]Jey”e dynydr\dh@ M §Z]jAXbDVKY ijehjbl_Ib
i ZjZf _lje\
<bkgh\d@hajh[e_ge kBXlIhffblbah\Zgh]h \b[hjm kdezZ"hhbd ijh]jZfgh
ZiZjzZlghlh az[_ai_q_gay khkédifwb dhjihjZlb\gbo.dhfifxI|_je\

AZijhihgh\zZgh azZfeklv deZkbggbo djbl_pg&ENb\eijmkedyggy
aZklhkh\m\zlb j_amev!|Zlb kbgl_Ibgbgbl blikky gZb[Zjakjkm[f}dIb\gb
i_j_\Z] dhjbkim\zqzZ ey dh ' gh]h a HH[X§bldb \gjvlagZ&\ ggy djbl_je€
[ _jmlvkjyy amevlIZIle\ i _ jeh”bqggbGompéartive$.9

AZijhihgh\Zgh azfeklv deZkbqgbh]\rgyddhgy jpixZjzZigbo nZcj\hee\
aZklhkh\m\zIlb djbl_je€\ a“ndigbrgdd b\ghkle ZiZjZlgh]lh nZcj\he
aZ jeagbfb IbizZfb ljZnedm <b[ej ijh\h~h[dbky "gfh[@Za-dhi[jjlgh€
]imib ydzZ fZ} malh”" _geklv AgZg_ggyadijbdnt€ylZgmedwmZcj\hee\ Z]
j_amevliZle\ g _aZe_"gbo |_Kkle\

Jhajh[e_ge* kbxkllhHbZzIbah\Zgh]h \b[hjm EglbY¢mkmz yd
ijh]ljZfb a ]jZneqgbf egl_jn_ckhf Ijh"nfpdptphgZgvygm fh eb\hkle
ijh]jzf ihdZzamxlv sh \hgb ajmqggh 1Z _nnmddb\dik I\D\e¢hgmalz~Zqg-

Jhajh[e_qg- kbkl_fb  zZ\lIhfZlbah\Zgh]lh \B[hWkm 4fedhf_g"m
aZklhkm\zZggy ki_peZeeklZfb a de[_j[_&i"fdh-KAjEDIKjlZfflgbfb
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AUTOMATED SOFTWARE AND HARDWARE SELECTION SYSTEMS FOR
ENTERPRISE COMPUTER 6 €£YBERSECURITY

A.V.Knyazev, R.I.Nazarenko, O.A.Stopakevych, A.O.Skapech

National Odesa Polytechnic University, Shevchenko k, Odesa, 65044, Ukraine
stopakevich@gmail.com

Providing effective cybersecurity for corporate compuigran extremely important and complex task that
requires careful choice of software and hardware. This adisteisses the key components of cybersecurity
software and hardware - antivirus programs and hardware fise\@nsidering the rapid growth of cyber
threats, it becomes clear that comparing individual charstiterno longer allows users to make the right
choice. For example, when it comes to antivirus software, it is no longerlpdsssimply focus on the size of
the virus database, as the number of viruses reachesom,bédlid even the most powerful computer is not
enough to scan every executable file for a match. Similar olgeearise with the choice of hardware. Modern
hardware firewalls are no longer limited to simply analyzing tr&fifipacket headers and dropping unwanted
addresses or ports. They must filter complex traffic, includiregypted traffic, and provide reliable protection
while delivering high performance to meet user needs. It is agb woting that the choice of hardware should
take into account the network architecture, scalability, and plgrfor future needs. Since it is becoming
increasingly difficult to make the appropriate choice of cgbeurity software and hardware, the authors of the
article propose to automate the choice using advances in mddeision theory. The authors present
algorithms for choosing tools based on personal needs and the omhiansexpert group. The authors
demonstrate the effectiveness of these algorithms for soka@tguorld selection problems in the industry with
the help of software specially developed by the authors fansted selection of software and hardware
components of the corporate computer cybersecurity system.

Keywords: choice of antivirus, importance of alternatives, choice ofnvfite expert method, software,
cybersecurity
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O\bevh\Z ~bgZfedZ ~"\hnZagbo kbkl_f S gh\bc jha”“ee f_o0Zgedb ]_I_jh
kbkl_f 1Z 1_iehneabdb ydbc kljefdh jha\b\Z}Ivky m hklzgge |
>hkee”""_ggy m pec ]Zemae ihlj_[mxlv aZemqg_ggy kmgZkgbo j_a
g_ee*gecgh€ o\bevh\h€ ~bgzfedb jhajh[db gh\bo kihkh[e\ \jJZom\Zggy f
\az}fh”e€ "hkee~"_ggy kmgzZkgbo dhgp_ipec o\bevhibo jmoe\ iebge\
©deg_fZlbgqge o\bee2 ©"bgzZfeqge o\bee? |Z ©[Z]Zlh o\bevh\e2a Kkt
Kdez~geklv neabggh€ ihklZgh\db aZagZq_gbo az”zZq ihlj_[m} \e~
Z™n _d\Zlgbo fzl_fzZlbggbo fh”~_e_c FF pbo ijhp_ke\ Z 1Zdh
dhgkljmdlb\gbo f_Ih”e\ gqbkeh\h€ |_ZeeazZpi€f KhJh_gbo FF
ZdlmZevgeklv 1Zdbo “hkee”""_gv amfhle_gZ Ibf sh "\hnZage ihll
i_j_\Zgec [*evrhkle \bgbdZxlv m jh[hgbo j_"bfZo \ |_ogheh]eqg!
mklZgh\dZo _g_j]_Ibggh€ oe<feqgh€ f_lZemjlecgh€ |Z <grbo \Z eb\b
gZjh~rghlh Jhkih~ZjkI\Z Jh[hge ijhp_kb \ gZnlh*h[m\gec 1Z gZnlhi_j_j
ijhfbkeh\hklyo \ ZiZjzZlZo djeh]_ggh€ |_ogedb kmijh\h”" " mxlvky ml\hj
hkh[eb\h]h Ibim ~\hnZagbo kbkl_f S iZjhj«¢blggboskhmfer_c
[*evreklv ~\hnZagbo kbkl_f ozZjzdl_jbamxlvky \eZklb\eklx agZqc
klbkdZggy Ih[lh r\b~rdeklv a\mdm \ IZdec kblkl fdhffiez g_ eegecge-k
Ney jhajZzomgdm ~bgZzZfedb I|1Zdbo k_j "h\bs yde jmoZxlvky a \e
g_\bkhdbfb r\b~rdhklyfb g_h[o**gh aZklhkm\Zggy hkh[eb\bo ]Zah”bg
f_lh~re\  LZdh™ jmo M\kimkZlagb&mijh\h”" " m}Ivky ijhp_kzZfb fe°
nZagh]lh | _iehh[fegm yde kijbgbgyxlv kbevgm ~bkbiZpex k_j_~h\b
g _jpecges \eZklb\hkle JZah\bo \dexq_gv ihjh""mxlv aZe_"geklv r\b~
a\mdm \+~ gqZklhlb S ~bki_jkex r\b~rdhkle a\mdnazghfan f_Ilh~b 1Z ih\{
gbb FF I1jZ*"bpecgh€ iZjhje"bggh€ ~bgzZfedb g_ \e”ih\erZxlv ki_pbn
"hnZagbo ihlhde\ 1Z "Zxlv g_aZ”h\sevge j_amevliZlb ijb jhajZomgdZo
keh\zfb pe FF 1Z f_Ih"b €0 gbkeh\h€ j_ZeeaZpe+€ g_ } Z~_d\ZIgbfb
neabgqgbf "~hkee~""m\Zgbf <jhpbdgefc jh[hle ihklZ\e_gh azZ”~Zgm
ih[m~h\b dhgkljmdIib\gbo FF ]jZ\elZpecgbo o\bev yde ml\hjxxlvky
]JiZgbpe ih”"eem nZa ~\hrZjh\h€ jerbggh€ kbkl_fb AZijhihgh\Zge FF
\erh[jZ2 Zxlv kmlv neabdb ~bgzZfeqgbo ijhp_ke\ m ~“\hnZagec je*bggec k
yleyxlv kh[hx fh”*_evge dZghgeqge je\gyggy knhjfmevh\zZge \ mf
ijbcgylbo ijbims_gv sh”h i_j_[¢]m “hkees~""m\Zgbo ijhp_ke\ Ijh\_~_
gbkeh\s ~hkee”""_ggy ihdZazZeb sh dhj_dlgZ nhjfZeeaZpey hkh[et
neabggbo y\bs \ jZfdZo azZijhihgh\Zgbo fh~_e ¢ “~hal\hey} ijb ihklZ
j_Zevgbo ijbdez”~"gbo _dki_jbf_gle\ a ~hklZlgvh€ “~ey ¢g _g_jgh€ ij:
jhadjblb ijbjh m aZzdhghfejghkl _c ]J**jh]Zah”bgZfegqgbo iebge\

Dexgh\s keh®YhnzZagzZ kbkl _fzZ ]jzZ\elZpecgZ o\bey ~\hrZjh\Z je~bgg
kbkl_fz fzl_fzZlbggzZ fh~_ev gbkeh\bc _dki_jbf_gl

<klmiGZ ijZzdlbpe ~“hkblv ihrbj_gbf } \biZz~hdbkdtl hfezb yjeeplggzZ k
kh[hx kmfer jerbg a \e fegghfbr qmyiaflbd heZklb\hklyfb ahdj_fz
jeagbfb ImklbgzZfb a jeagbfb I_fi_jZImyXdbkdbbisfmeviahgZzgbo
Ahferhd a g_koh hx \fyadhx j_heh]eggh> ibbikvgidhx Ihs
ijbdez”"Zfb kmfer_c IZdbo je*bg fh mlv [mlb
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tijbjh”rge jerde \m]e_\h"ge yde kdeZ"Zxlvl&gbfd njZdpec
]mklbgzfb 1Z | _fi_jZImjzZfb dbieggy

+ \h™~heb\ge _fmevke€ yde fh mlv ijb afege ~bgZfeqgl
r\b~rdhkilebgm jhanreeylbky gZ je”"bgb sh g _xlafejragbvky 1Z 1
]mklbghb

+ dheh€”ge 1Z iheesf_jge jhagbgb kdezZ"m\q Yhehdsfggxiv jea
ih\_~egdm Ih[lh \by\leyxlv 0Zjzdl_j ©dwh¥€lhgh\lgvd k€dkdZ}Ivky
gb egzZdr_ 1Zdh€ "ey ydh€ ]mklbg2Abgdhklzeiébbm \«Z[
©g_gxlhge\kvdh€2 1Zdh€ sh klbkdZ}vk§ ey ydbh€r ImkkbgZz
azZe_"blv \e~r r\brdhkle iebgm je"bghb

ljb pvhfm azZagzZgbfh sh hdj_fbf y\bs f bdlggh€db iZjh
"hnZagh€ kbkl_fb kee” jhaley”Zlb gag\dgkdelZ "m\ €€\haolr@ je\
j**bg a jeagbfb-arfaggdhbfb \eZklb\hklyfb Ki_pbnedZ iebgm
iZjhje"bggbo "\hnZagbo kbkl2®@ imegVANphkl}pjXgdmorh€gZ ydec
fh™_ \eAIm\ZIbky jhalblhd g_klecdhkle ylZ Zo\llZed hm I\ilfh pg & b
| _iehh[fegm |IZ | _jly a iZjh\hx nZahx
F_1Z jh[hlB_1Z jh[hlb ihey]Z} m jhajh[pe dhgkljinggb\gbo fzI_f
fhr _e ¢ FF ]jZ\elZpecgbo o\bev sh nZlghpexinRyegwZ hjgj_fbo
nZa "\hrZjh\h€ je"bggh€ kbkl_fb 1Z "MRl*""gghpoZFFdv2&lgpohf
gbkeh\h]h "hkee”" _ggy
Hkgh\gZ qgzZkUObhgdeyg fh jhaih\kx”  _ggy ]jZ\elZpecgdbm* o\bev gZ
ihheem ~\ho rZje\ jerbg jeagl€Ymkybgly_ afermxivky azZ mfh\ "e
A\hnZagh€ je"bggh€ kbkl_fb h[f_~ _ggwghfbBamf]hjbahg]dm S
gZy\ghkle \eevgh€ ]jZgbpe MyRXnfHbfhh OXBHZ gdifieelm” m
<eMagZgbfh sh az~ZqzZ ydZ jhaley”"Z}IZkegb\g | bevdp &4 \
klhkmgdb Ze_ + } gZcijhklerhx fh”_ef2ahVYrd} Zkd pZ | batr d\4 p « x
Lh[lh fh'gZ ]h\hjblb ijh I_ogeqgm |Z aZ]dlevhev gpegliivZg «
ydZ jhaley”zZ}Ilvky AZagZgbfh sh 1ZdzZ «k\biZjh\\2 fh~bev f
dheb\Zgv [Bjhdebg@mzZjhljhigm;Zjhljhigz fh~zZ S r\b”rdZ ydZ
\eNih\enrZ} dheb\Zggyf kbkl_fb yd peagib]fh dhjgb\Klggyjfhd\ho
rZje\ [ZjhdebggZ fh~rZ S ih\eevgZ |Zygyh\re2j2} dekedgmlibo ih
nZaes §Z1 _\gbc "hk\e” ea jhal\ffyaZggy ih*e[gjthd hdZ30Zg hibkZgh \

AZibr_fh je\gyggy g_jhapb\gfkhglgIb je\gygv jmom "“ey \ke]
kbkl_fb azZz]Zehf « hdj_fh ~ey gb gvh]h rZjm

WG w()Ws g W) G
w

1)
WX W WX
<M?V<V>LGQ<M1W>(CE QWZ\Z(Q (n;)(eo;:f
2 3 (2)
W,) G <M2>C§ ia(/\P2>C§ P 00:
W VK Ul W ]vxi}4'é

ImICS aZ]ZevgZ Jeb[bgZ ~\ho S\ lpRbgdhZ ]jZgbp+ *\ho je by
UuS k_j gy r\brdeklv o\bes “ey "\hnZagh€ j&"tkggh€gkbkl _f
agZq_ggy Ilbkdm ~ey "\hnZagh€ je*"bdgh€-kibkgl gb \e«@bqdlgh
yde \eAghkylvky "h \_jogvh€ jerbgb gB gyh€dkhfyadhkhe jerbg g _
\jZoh\mxlvky

lekey ~bn_j gpex\Zggylje\m¥gqzZkhf Z ja\gwpgvih
dhhjr*bgXle€0 jeagbpy azZibr_Ivky gzZklmigbf gbghf
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LZdbf gbghf “ey r\brdh€ fh”b kbkl_fmgZfeddydoZlerhkly"b
a\_klb ~h “\ho je\gygv o\bevh\h]h Ibim e yglec yjkodon\a{xid ggv 1Z
g _jpex rZje\ je~bghb Hr"gZq_ \ kbemygkdieZ gphkglacIjpr\
ZgZee<lbqgbc jhal\fyahd "Zgh€ kbkl_fbdgc aZdhZegb\bby\eyil@dvky
ieergbf mazZ]Zevg_ggy ©ijhklbo? |1Z ©d\ZaeZjhkdb o? jd[héxo >
S @ LjZ*bpecgh ihgylly ijhkibo? 1Zohdk\Z asZjlkkiom}lvky ~h
kbkl_f je\gygv ]Zah\h€ ~bgZzZfedb sh yleyxdvckh|[jrXxgyboy]
i_jrh]lh ihjy~dm Je\gygfiyxlv [eevr \bkhdbc ihjy*hd Hr"gZq
Ahljbfmxgbkv <~ _yf JefZgzZ &, ®djhjidgZ2h*ZIdh\e ijbims_ggy yde
ihey]Zxlv \ Ihfm sh fe¢° a[m”" _ggyfb \rgvh@®<€]jZghpmlskgm}
gZklmigbc a\fyahd

s f,x f, & (5)
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(o] 0,04 0,08 0,120,16 ' G -5 -3 -1 1 3

X

z [ ‘
Jbk AZe “geklv r\bAdhkle kheelhges\Z\« negfZfhedmph a

mkZfelg_gbo a[m~ijbbv08 1z 3§ 036

S jhajZomghd ih fhAbnedh\Zghfm je\ gx ;mkkeg_kdZz
_1

yd
S N_ <jeaz

g
S jhajZzomghd ih je\gyggx Dhjl_\_]Z
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>ey i_j_\ejdb ijZ\hfejghkle aZklhkm\Zdghykllb @3 «al\lb ed\Z e«
"h kbkl_fb o\bevh\bo je\gygv ihje\gy}ftdjb¥bkikhk?cigp
eeg_Zjbah\Zgbod)\®ybx ZgZeh]eqgbo je\gygv "ey ©ih\eevgh€?2 f
jbk2, Z [ gZ\_~_gh j_ameviZib jhajWoBRydz\ By 036.
NZah\s r\br@&hkey/c?; T, c,/cd o\bevh\e &pkkd; k, kG.
<b”~gh sh "bki_jkecge djb\e ijZdlbggh KjhruiZNZ xdg!| _m\Zre
"h\"'bg o\bev

K K
09 0.9

08f 08 [

0,7 0,7

0,6 0,6 N

0,5 - 0,5 |-

6 6,1 ‘0,2 ‘0,3 0‘,4 T:l 0‘ O,é 1,‘2 i,S éAQ
4 [
Jbk AZe_"geklv nZah\h€ r\b”~dhEI|4{ZOQC\inA ddrf)Fhhe2
o\bevh\h]h gbkeZ 3
S Ihqgbc jha\fyahd ih\gh€ eesgecghé€mgh' @Z nigfmalpx
S jhajZzomghd aZ nhjfmeZfb 1Z aZ nhjtmaghamghd

Djef Ih]h ih\_"egdZ nZah\bo r\brdhklhl¢gbf¥gly@cbsgZ a
je\gygv keZ[dh \erjeagy}lvky \e” [hditE]lle e danz 1HY e
GzZy\geklv | _jly je~bg h[ ~gh ijba\h”blfih™hn4dhhZ ghnfri
je\gygge ;mkkeg_ kalZafb\my}lvky ~h”~Zldh\bc ~bkbizZlb\gbc qge_
gl _]jZem >x21@y<>j amevliZle r\brdeklv jhlginekZpscgbyp
o\bev af_grm}lvky Z rbjbgZ kheelhge\ S a[eevrm}lvky
<bkgh\d®Z hkgh\s je\gyggy g_jhajb\ghkle 1Z p\grygaghfom "e
je*bggh€ kbkl_fb sh i_j_[m\Z} m g zZdZpshgbBjdlgim FIl
]liZ\elZpecgh€ o\bees gZ ]jZgbpe ihrEph\dhEfikIgmgImjinr ijbghfm
hklZggy \bagZqgz}lvky jeagbp_x ]mkhhgx]v”bgF yjde\€d€ pmt\gh€
o\bee hljbfZzgh m \b]Jey”e fh*bnedh\Zigdg hkpeXgwagigy \rrijeagyl}livky
\enr deZkbqggh]h f_grbf ihjy*dhf h~rgaigkg\eN\eAkllb\kkly neabqgh€
dZjlbgb y\bs o\be_ mlI\hj_ggy
l[jh\_~ g qgbkeh\e ~“hkee”" ggy aZijhihghX¥pgbgh]hF ]jzZ\
o\be_ml\hj_ggy “ey "\hrZjh\h€ je*bgghé&fkbk}lIvVky yihtiZaZeb €€
ajmqgeklv ijb jha\fyam\Zgge ijZdlbqgeed RfZNbdg Z gz tthg gpklv
a ihob[dhx sh g_ i_j3Wms%} m ihje\gygge a gZlmjgbfb
_dki_jbf_glzfb "ey g _g_jgbo jhajZzomgde-\
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DEVELOPMENT AND NUMERICAL IMPLEMENTATION OF THE
MATHEMATICAL MODEL OF A GRAVITY WAVE AT THE BOUNDARY OF
SEPARATION OF A TWO-LAYER LIQUID SYSTEM

D.A. Lys, A.Yu. Prokofiev

National Odesa Polytechnic University, Shevcheriko 5, Odesa, 65044, Ukraine
loreal338@gmail.com, fallbrick1985@gmail.com

Wave dynamics of two-phase systems is a new branch ofebleamics of heterogeneous systems and
thermal physics, which has been developing rapidly in recssnisy Research in this field requires the
involvement of modern results of nonlinear wave dynamics, the @aweht of new ways of taking into
account interphase interaction, the study of modern concepts of wawements (flows), such as
®inematic wave§ @ynamic wave$ and @nulti-wave? systems. The complexity of the physical
formulation of these problems requires appropriate and adematematical models (MM) of these
processes, as well as constructive methods of numerical ieplation of the created MM. In addition,
the relevance of such studies is due to the fact that two-phase flows intthejeaity occur in operating
modes in technological installations of energy, chemical, metalalrgnd other important sectors of the
national economy. Work processes in the oil-mining and oil-refimdgstries, in cryogenic equipment
are accompanied by the formation of a special type of tvas® systems - vapor-liquid mixtures. It is
known that most two-phase systems are characterized bygberfyrof significant compression (that is,
the speed of sound in such a system is low), not by linearity, arefdieeto calculate the dynamics of
such media that move at relatively low speeds, it is Bacg$o use special gas-dynamic methods. Also,
the movement of two-phase systems is accompanied byhas&heat exchange processes, which cause
strong dissipation of the medium, and the inertial propertiggm®inclusions give rise to the dependence
of the speed of sound on the frequency - the dispersion of the sound dpefbr€, the methods and
associated MM of traditional vapor-liquid dynamics do not meet pleeifics of two-phase flows and
give unsatisfactory results in calculations. In other words, tMideand methods of their numerical
implementation are not adequate to the complex physical pescesder study. In the current work, the
task of constructing constructive MM gravity waves, which arenéd at the phase separation boundary
of a two-layer liquid system, is set. The proposed MM quisitigt reflect the essence of the physics of
dynamic processes in a two-phase liquid system and represelel nanonical equations formulated
under the conditions of accepted assumptions regarding the courde studied processes. The
conducted numerical studies showed that the correct formalizatibe &édtures of physical phenomena
within the framework of the proposed models allows revealing theenafuhe regularities of hydro-gas-
dynamic flows when setting up real applied experiments with suffieilegineering practice.

Keywords: two-phase system; gravitational wave; two-layer liquigtem, mathematical model;
numerical experiment.
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<eckvdh\bc egklblmIim |I_e_dhfmgedZp=fc §2 =gnhgrAZDjemZ p £
\me Dgyae\ Hkljhavdbo D b €&rmail: MdjzZ€gZ
kateryna.lukina@viti.edu.ua

<bdhjbklzggy f_j_ "~ a ~_p_gljZecah\Zgbf mijzZ\eeggyf ij_"klZ\gbdZfb \
fhleevge jZ"ehfdé ZWANET (Mobile Ad-Hoc Networks,)} hdgbfa
gZijyfdewZklhkm\Zlggy'jhlhd | _ogheh]ecl_e_dhfmgedZpecgbo

kbkl_fZoey jzZz~ehf_j_~ deZkm 0$1@2\eZjhdid rkldkh\Zgbo

fZjrjmle\ i_j _~"Zqge egnhjfZpe€ \erkmlg |lahWldpkhggpegbo
\eAkmlgeklv nedkh\Zgh€ f_j_" _\h€ egnjZkljmdImhpheywl¥des o0ZjZdIl_jge jbk
fh eb\bf aZzklhkm\zZggy jZ~«hf_j =~ ~Zgh]lh Ibim \ IZdlbggec eZgpe mijZ

sh"ha\hebBd{ _ai_gm\Zlb h[feg egnhjfZpe}x \ gl _j kZo i**jha”eee\ \bkh
fhleevghkdbfh]b ~h kbkl_fb al\fyadm a [hdm fh[eevgbo is*jha”ees
ihlj _[mxlgh\bo i*”oh”e\ ~h hj]j]ZgeaZp+s€ kbkl_fb .mijZ\eeggy f_j_ ~ X
<ZjeZglhf kbkl _fb mijZ\eeggy fh[eevghx jEVANER, jijbhx deZkm
aZklhkm\zZgge \ 1Zdlbggec eZypjhaibjlZyefggy * gZ ahgb Iz

ki\hj _ggy kmdmighkle ehdZevgbo p_glj*\ mijZ\eeggy ahgZfb m \bley
\ma-ekhhjrbgZIhjb\ pvhfm \bgbdzZ} az*"ZqgZ abghjjpdtmae \

\bdhgm\ZIlb nmgdp+€ mijZ\eeggy |lZgkb#i fhrié&yd Bkh[h X

[h[lh ¥maes\ dhhj*bhdg®Zippsf\ ea reyoe\ \b[HpghhjmbgZlhje\

aZklhkm\zggy f_Ih”e\ dezZkl_jbaZptEjmZéhlejlghih \maeZz

dezkl_jz ijbcfZzxqb ahgmljly\d deghklZgLdhablfeh[hjm

lheh\ghlh \maez\dektZpZZ k| _jbayZpk&gh\s dhf[egh\Zgh€ \Z]b

:gZeea ijh\_~_gh a f_lhx \bagZq_ggy i_j \Z] 1Z g_"heedes\ ekgmxgbo Z
1z fh eb\hkle €0 azZklhkm\Zggy ”“ey \bagZg_ggy ]heh\gh]lh \maezZ d
fhleevgbo jZ"ehf deZKdANET. < |j_amevlZle ZgZeeam ajh[e_gh
\bkgh\hd sh ZeAWCBIf)RUHFDVW ZHLJKW EDVHG FOXVWHULQJ DC
gZc[eevr i_jki_dIbégbdklhkm\Zzggy \ jhajh[pe f_Ih”\ \b[hjm \maeZ
dhhjrbgZhjgZehf_j_ "+o0 MANERmM

Dexgh\e keteZkl_jbaANET, \matdehhj*bgzlhj dhf[egh\ZgZ \Z]Z
dhhj*bgZp-y

<klmiKI\hj_ggy |Z \bdhjbklzZzggy f_j_~ a ~_pijglprgggdi\Zgbf m
hgbfa gZijyfde\ \bdhjbklgglg\gy*h\boogheh\lkbce dhfmgedZpecgbo
kbkl _fzZo i_j_ "Zq4jrZklZdgbdhf pbo |I_ogheh]ec } fh[eevge jZ~eh
FJ deZkm 0$1(7 ORDBt QétwdBks) -jZ~ehf_j_"+» a ~bgZfeqghx
Zjoel _dimjhx < 1Zdbo jzZ"Nehf_j_ "2”knlg{kly_§Zah\bo klZgpec
nedkh\Zgh€ f_j_"_\h€ egnjZkljmedlikih)\iz gbo fZjrjmle\ i_j_ ~Zq-
egnhjfZpe-£€ <ke \maeb f_j_ "¢ fh[eevge g aYIckidXphkyx h[fe
[_aihk_j_"~gvh fe " kh[hx Z[h j_ljZgkexIvZxtvililp sh i_

Kn hxaZklhkm\zZggy fh[eevgbodpZY¥ANET } \ Ihfm gbkee-
Z\Zjecge f_j_ "+ yde jhalhjlZxlvky \ mfb\KlmlrgZpatbgZLjgzdl _jg-
jbkb f_j_° ~Zgh]lh deZkm jh[eylv fh eb¥Wd &Zklhkgr\Z egygp-
mijZ\eegdpavhelv azZz[_ai_gm\ZIlb h[feg egnhjfZpe}x\dckyld j_kZo \k
[2]. Ijb pvhf®J 1Zdlbqgh€ eZgdb mijZ\eeggy fZxlv lgZkimiges hk
agZqggmafejgeKklyj_"» gZy\geklv \maee+\ a jeaghx fh[eevgeklx ihl
gZklh gbavdZzZ ijhimkdgZ kijhfh geklv jZ~rehdZgZee\ |1Z «g

G _h[oe~geklv \bjer _ggy azZ”"Zqgfhmig¥ZdbxggpyZ”ehf j “hx
|ZdIbqgh€ eZgdb mijZ\eeggy ihlj_[m} kE hbklgyb mifgibéegggy
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"eydhhj*"bg4ppEIBbmae\ f_j "¢ 1Z aZ[_ai_q_ggy k@frlgj@Zpecgh]h
azZ"Zghx yd<ipzZglhf kbkl_fb mijzZz\eeggy fh[eevgh® jZ~ehf_j_
jha[blly f_j_"e gZ ahgb |Z klI\hj_ggy vogmbadmpqg gkjle\ ehigZeesggy
ahgzZfb m \blJey{3.\mae-\

ljb pvhfm azZ”ZqgZ mijZ\eseggy ahghx fhaZzZ [rhibfhhhexr gZ
\bree _ggy k_j_™ fh[eevgbo \mae+\ peh@&a@ah ghdte phgdh]Abdhgm\ZI
nmdpe+*€ mijZ\eeggy *grbfb \maeZzZfb 1Z bl f\maglbfla ipehd ahg
Ih[Ih- \bagZqgq_doywwahhj*bgZlhjZ -ocdnhahtegZlhj djef nmgdp-c
ijbchfm i_j_~Zqe 1Z j_ljZgkeype€ \bgdhgjmAZd46 a2 ¢ 24 m
kI\hj_ggy hilbfZevgbeoymblillhgZggy pee_c mijZ\eeggy \kefZ \maeZ
\ke}€ fh[eevgh€ jZMrehf_j_ "

<b[ej \mdeaBj*bgzZlhjz } \Z eb\bf _1Zihf ijhp_karh_fld\hj _ggy |
mijZ\eeggy yd hdajhihhx1Zzd « \khjf€evghx jZ~ehf_jLhfm
ZdilmZevghx } azZz*"ZqZ Ifrejh|\thlrgZg _ggyWhmjadeégZIhiZ a
mjZom\Zggyf hkhgeterewlghzor«hf | ° dezZkm 0$1(7 1Zdlbggh€ eZc
mijZ\eepyy
F_1Z kl1Zlle 1Z ihklZgh\dZ dBERIIFd|* ZigZe+sa Ze]hildfrdm
\maahhj*bgZINjF#J dezZzkm O0$lydeazZzklhkh\mxlvky \ f_Ih~Zo
deZkl_jbaZpe+€ gZ hkgh\e>dy "hgkyvEld Zghy f_Ib \ jh[hle ijh\h” blv]
ZgZe+a *kgmxqgbo Ze]hjblfe\ \b[hjm ]Jhejz\gk]hk\gmdmZ\dagdXqg_ggy
f_ Ih~m a gZcdjzZsbf Ze]hjblfhf \b[hjm ]hledadgh] h\ngdbeadl m
djbl_je€\ deevdeklv \maee\ fh[eevgeklv \majegs\ [ZHEM §-kl
ijhimkdgzZ kijhfh geklv jzreZadgZebhi \\Z blbf_fh Ihc f_Ih~
Zelhjblf \b[hjm ]Jheh\gh]lh \maeZ djedh]ihIhj@emMmps_ c ihi_j_~g-
agZq_ggy \Z]H|\Mmaé¢Hf "hkee}ijgpyk dezZkl_jbazpe€ a \bagZq_g
]Jheh\gh]h \maeZz HeZkltkjaze]lhjblfb[hjm ]Jheh\gh]h \maeZ deZkl_jr
Hkgh\gZ qzZklbgeh\gbc \mahe Zdhhjfmbegwvdbpgzqz}lvky k_j_~»
egrbo \maee\ aZe_ "gh \enr odyAdypbkEidjZlg_  hkgZs _ggy
jhalZrm\zZggy \ lhiheh]e€ jZ"ehf_j_ "% ldeeydekIjkim&k\d'gZcgbo
nmgdpec yde \bdlgdim¢ fmawe I1Zdbo yd ijbchf i_j ~"ZqzZ 1Z j_1jz
egnhjfZpe€ \ f_j_ "« Jheh\gbc \mahejfggpmtiz\ggykMNhky]g_ggy
pee_Cc mijZ\eeggy

e~ qZk iezZgm\zZggy f_-dhkhjAbgaldj fh _ [mlb \bagZqg_gbc
hjlZgeaZpecgbf reyohf Ijhl_ ie" qZk aniygdgper\rgibiZgdlhp dheb
hjl]ZgeaZpecgh ijbagadkdglpc ijbrZlgbf *ey ih*"Zevrh€ jh[hlb sh”l
kiIVhj_ggy mfh\ "ey "hky]g_ggy pee_thmijimébggh\fyaZgh a
jeagbfb ijbgbgzZfb I[1Zdbfb yd \bo*” a ma®md h\¢ZI'ZgAajdFHyadm fe°
\maeZfb q_j_a a[eevr_ggy "“himklbfh€ \«q‘kjlZage-\eaAKMadhileZ[h
j_evinm fekp_\hkle |Z g

M a\fyadm \dgddZz} g_h[ont g lhvyje ghVhplmh hj*bgZlhjz
>ey h[% ] jmglh\Zgh]h \b[hjgZ g\ghkdZkbAigh€ .gnhjZgp-i§h
kKljmdImjm f_pZjpzdl_jbklbdb dh gh]lh \maagztbj ‘djbl_je€
agZq_ggy ydbo } ijehjbl_Igbfb iyb[hMmokghgge¢bgZIiMZ
a\fyadm a ~bgZfeqgbf o0ZjZdl_jhf fh[eevgimo Oj#ZI(hflZ -~ deZk
klhoZklbquogjlbxh"hx €0 nmgdpehg6j\dgohih\gh\Zgh jha\fyam\ZIb
azZ"Zqm ihrmdrdhhirdbegZlhjz azZz ~hihfhlhx f_Ih”~e\ deZkl_jb
DezZkl_jbazpey ithp_k jha[blly fgh bgb h[f}dIls\ gZIbljmib ~_
\k_j_"bge dh 'gh€ ]jmib ih"e[ge fe  kdlfhhb & jfeaglb[d ]jmi } agZqg-
\eNfeggHKIDh g deZkl_j kdez”Z}Ivky a h”~gh]CiudtereHeagh]h \maeZ
Z[KH ~ _deevdho \maee\ gb ' gh]h je\gy |yZlistgreMaebEb de Z k
Z[IEM |Z rexd&eteway yde fh mlv kijbcfzlb ~\Z Z[h [eevr_ ]Jheh
\maee*\ deZkjbke\ =heh\gbc \mahe deZkdDjZ\e"e\e"Z} aZz
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dhhj*bgZpex \keo egrbo \mae+\ m dekKlklc jFISEdikhpdiE\heZgdb
mijZ\eeggy \*~*ghkylvky \bkhdZ ~“bgZfgdZjhhikgrlls& adpavdZ
ijhimkdgzZ kijhfh geklv jZ*"ehdZgZem ¢\ h%adghjshgrkdVb\ grakex
ithim geklx fh[eevgeklx 1Z «g

Jbk.KljmdImjz dezkl_jz

Sh[ aZ[_ai_qgblb dezZkl_jbazZpex \b[e] ]keh\gh}n \[Mmadez deZz
a"eckg _gbc *a \jZom\Zggyf \eZklb\hkl_c f_j_ "

<bagZq_ggydmhaelzgzlhjz fh gz jha“eeblb gz ~\Z _1Zib i_]j
jha~ree_ggy f_j_"* Z[h ahgb gZ dé&1l)\pbaédplbeczithjz k_j_»
egrbo \maee\ sh gZe_"ZIlv "h h[jZzgh]h deZkl_jZz

ce]lhjblf \b[hjm \maeZ ih\bg_g [mIb iZklly\dklyZgfb¢ Ve
lZzdbf yd |_jblhjeZevgbc jhaih?*ee \ma&{jzdljjbklahighz \az}fg_
jhalzrm\zZggyf \maee\ f _j "¢ ahghb €07,i8]jdib\[Z2fbgh
deZkbnedZpldtx*e\ deZkl_jbaZpkedEh\s ydbo % jmegjphldakgh}b[
\maeZ deZkl_jm

< j_amevlZle ZgZeeam ]jmi Ze]lhjblfz\ Zbyhebdd hik g h\Z ]
dhf[egh\Zgh€ [h&]lb\gbc \mahe Q¢jil}lmhky aZ j _amevlZIZfb hpeg
\Z]bdh ghl]d\maes\ f_j_ b e~ \Z]hx gEdmfelfgbo ihdZagbde\
0ZjzZdl_jbklbd fh ebWkil_¢jhihgm}lvky jhalJeygmlb Zelhjblfb kzf
]Jimib

<[7-10] jhaley”~Z}Ivky Z&ICA KWeighted Cluster Algorithm ydbc
arsckgx} \b[ej JhéameghéBZ kl_jm m \erih\deghétkixaee\ yde \eg
fh™ h[kem]himy¥ZkbZggx fe  \mdefdvgekimaedhlim geklx
i j_"zZ\Zqgie'Rlm geklx ZdmfmeylhjZz dh gh]l]h \maezZ_ B _c¢ Ze]hjl
i_jeh~bqgbf ijhp_"mjzZz \b[hjm Jheh\gh]hlvkmae&dh afjickgx
i_j_fes_ggnmnaezZ Z[h ijb \boh”e \ma&gZaZ kéZKmadalvZe ]e"v
\bagZg_gm f_"m ih\je}h[jpdlbc} hilbfZevgm deevdeklv WVmaee\ <Z].
\bagZqZ}lvky :a \bjZam

W WIV V\QDV V\éMv W4Pv
(1)

AW £\Z]Z \nva BZW,, W, W,,W; +\Z]h\e dh_nepe}glb \e?rih\ergbo iZjZf_I]j
v - jeagbpy fe' ]jZgbgghx deevdeklx \maee\mydlb fhhe hhgbem]h
\mahe deZkl_jm 1Z deeVijekkmimaesklZg ¢ W AhrilkeeoZch]h
kmkeM\xfejZ fh[eevghkle jmdeekavklAevgbc gZk i_j_[m\Zggy \ma
]Jheh\gbf \maeBhkl_jm

<Z]lh\e dh_nepe}lglb h[bjZxIvky 1Zdbf ogvodHb mhifi\@aZ*h\e.e

wow, w, o w, 1 (2)

=heh\hx deZkl_jm h[bjZ}Ivky \mahe a gZcf_grhx \Z]hx
:e]hjbIWBACA (Weight-based adaptive clustering algorithpha]ey”~Z}Ivky
\[7] £t p_Z~Zilh\Zgbc a\Z _gbc Ze]lhjblf GeZkledbafZgeghjblfm
WCA} I_ sh dh _g \mahe ih\bg \geaghgbbdzZ\maes\ s_ ~h ihqgZldr
ijhp_km deZzZkl_jbazZpe+s€ P_c ijhp_kknmljleYo}NZaZlihhqEgh\Zgbc \
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Zelhjb MMBACA %ojmgim}lvky gZ aZemqg_gge ]Jeh[ZevGRE kbkl_fb
(Global Position System}* ey ljbfZggy egnhjfZpe+€ ijh fekp_agZoh”™ _ggy \n

< WBACA "ey \bagZq_ggy ]heh\gh]h \maezZ dezZkl_jm \jZ
iZjZf _ljb  ihIm geklv i_j_~Zqge r\b"rdeKkevigekl¥Zqrhlmhgeklv
[Z1Z]j_€ 1Z ijhimkdgZ kijhfh geklv jZrehdZdZgnhx A@dphxe a ¢
h[bjZ}Ivky Jheh\gbf wAdbaddb@2Pdvky yd

W wM wB wT, wD % 3)

NOW, W, W, W, W, £ \Z]h\e dh_nepe}glb 7~ey \erih\eMNglBoxiZjZf_lje\
fhleevgeklv jmoeb\tkiv}fymadezZdmimepyahdghE+ihim geklv
i_j_"ZBex kmfzZ \enrklZg_c \w"™Hmae&d ch]h KmkdifhimkdgZ
kKijhfh geklv jZ"ehdZgZem

=heh\ge \maeb dezkl jlbgZdxdivky al\fyamxlvky h~"bg a h”rgbf
rexa A\bgZcge \maeb agZoh”ylvky gZhe\Kl ZdgeeZ kid jjmad \ o

ce]lhjblf EWBCA (An Efficient Weight-based clustering algorithm
jhaley”~zZ}Ividy \ePhjblf jhajhpecr@y ihdjZs _ggy \bdhjbklZggy |Zdb
h{f_"_gbo j_kmjke\ yd ijhimkdgZ a”ZlgekbhflZI\hg_ plgy
klZ[eevgbo dezkl_je\ fegefeaZpe€ gZdeZltpblbaWpiXl 1§Z
a[eevr_ggy ijhimkdgh€ arzZlghé&]lhjblfs dh< g \mahe fZ} i_\gm \Z
ydeklv ydZ \ecaglZjpZz2ZlgekKlmlbjhehbd \maé deZkl_jzZz <Z]Z
h[gbkex}Ivky qhlbjfzZz iZjzf_|jzZfb deevdelitdh\lomkeadZ\y" aZ
Zdmfmeylhjz klZ[\evgtEDAIKeo KnjiH.e" e\

:e]hjbliwCA (Improved Weight Clustering AlgorithmjhZgZe+sah\22gh \ >
13]. Fh*bnedh\Zgbc \"hkdhgZe_gbc a\Z _gbbaZzZpifjbld]lbdezkl_
<"hkdhgZe_ggyf pvh]h Zelhjblfm } fh gly\<cih a\zklhgkkhygh o
f j_"Zo a mjZom\Zggyf dhgdj_Igbo h[fb "hpgvgdbh "hhAhheky
nZdljhpegdb 0Zjzdl_jbklf0b L#ZdéZ gqbghf \maeb sh h[bjZxlvky
ydhkle Jheh\gh]l]h \maezZ dezkl_jz fh mim FfE\bregdmdIih\ge
g_h~ghjergbo k_gkhjgbo f_j_ "Zo g<*hhzZligih\d]hfaxldlhjz

H{gbkex}lakyZeVggZey dh gh]hMm@aZerzhjfmehx

Wow v wh wM  wT wCv (4)

< ydhkle JTheh\gh]h \maeZ deZkl_jmfqdbfiZéngkyx \WEdhe a
H[jZges ]heh\ge \maeb dezZkl_je\ ~eylblfdehviy d_\artglelth Velerf_j_ "o o
fh mlv afegx\Zlbky q_j_a jeages qZkh\nedgh\jAgbb <@l jj\de qZkm
p_c Zelhjblf ih\lhjgh aZimkdzZ}lvky aghdsihmmaéah *h *Zllheg 1Zd sh
hgedm}lvky sh ljb\Zeeklv "blly kbklrfb Ijb\zZIbf_ ~h\

:e]hjbIFWCA (Forecast weight based clustering algorithmaijh]ghah\Zgbc
a\Z _gbc Zelhjblf deZkl_jbazZpZEhWkgmyImdvkydbc jhajZoh\m} \Z
dh 'ghlh \maeZ 1Z h[bjz} \ ydhkle JhehXgbmla hgpZedhedrhie Zkl _
\Z]hx jhaleygii|h4)l M \biz*dm \bdhjMWGZXglgyeh\gbc \mahe
dezZkl_jZ h[bjz}Ivky ebr_ az fbll}\bf. ayZiZagpgywbg\lzdbh_ggy
nZdlhje\ yde fh ' mlv \iebgmlb gZ fh ekl vibhhjdeZagZg-lkggy
\Z]b gZijbdle4”a \bkhd_ gZ\ZglZ ', oy \fmghdm”_\jZoh\Zgbc
ieN qXlk[hjm dezZkl_jzZ ohqzZ fe] [b [mIb h|pbdb\fmpe\rfv Hteh
fh™_ klZIbky g_ijZ\bevgbc \b[ej Jheh\ghph ShdeZZogZKb
\bgbdg_ggx |Zdh€ kblmzZpe€ [m\ aZijh)h&®\ZPD c\ <Z &t irb I\fe
&% ):&% \jZoh\m} djef ihlhggh]h s_agZlgi_gg¥g}Z]b \maezZz P _
ijba\h~blv "h [eevr a\Z _gh]h \b[hjm E¥eki\dA]h \maeZzZ d

JhajZomghd ijh]lJghah\Zgh€ \Z]b a”eckgx}hNigpkaZgghihfh]h
_dkihg _gpecgh]h dh\agh]EMA exgonental moving average) [15].
<b[*EMA h[mfh\e_gbc Ibf sh[cghle&_ggy g_ \bfz]z} \keo ihi_j_"g
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NZgbo aZe_ "blv ebr_ \e~ ihlhggh]lh ag4d_ glgiy ja®gvihlEggy
agZq_ggy ijhlghah\zZzgh€ \Z]b <maeb dleZkk\hE |lagdlge>xgpgy \Z]b
<Z]Z jhajZoh\m}lvky:aZ \bjZahf

FW aV\(:urrent (1 a)F\/Vprevious (5)

Naxdh_nepe}gl alJeZ”" m\Zggy j_]lmevh\ZgdpcgixjA+"lj Mz} agZz
<Z]Z dh gh]l]h \maeZ jhajZoh\m}lv&kle fghhnhjf Beh
< f_Ih"e ):&$ ijh]Jghah\Zgm \Z]Im jhajZgothmlklv al«“gh nh

t1

FW,, al ¢ afFw,,, 1 a'w (6)
k0

"_FV\/i(tl)iijh]ghah\ZgZ \Z1zZ @Zl)i\bpsfmjygz \ tgWk £ ihlhgg_
agZq_ggyt,\FYiLk tijh]lghah\Zgz \Z]Z az ihi_j_"@¢+9. i_jeh”™ qZkm

<[7] jhaley~Z}Ivky Z&BCk I{Vote-based clustering algoritjm-
Zelhjblf deZkl _jbaZpe+€ gZ hkgh\e JThekykm¥Z gylyfZhpZgxhjzZfb
deevdeklx kmkene\ |2aAZerdBE1Z) € \dha)gh]Dh g fh[eevgbc
\mahe fZ} mgedZevgbc <M glbydd@I}j peebf gbkehf Hkgh\ghx
egnhjfZpe}x \k_j_"~bgehéllofinYe}thfe _ggy yde i_j\e™Z Xrnekeye\
<bdhjbklh\mxqgb px egnhjfZpex |Z egnhjfZpd®4y €h Z2ehybd I
ij_"klZ\ey} dhgp _ipex ©]hehkm\Balgyh\e' N Zgpd\ " gbc
gb q_jbk3).

| MHID [ CHID | Vote | Option |

JbK3. NhjfZHello-ih\«"hfe_ggy

MH_ID t\eZkgbc «* _glbnedZlhj fh[e&®HgID] & sY'mgeélZnedZlhj
fhleevgh]h \maeZ sh \bdhgm} nmgdde& Kh§dategid he Vichakd ¥
]Jhehke\ Ih[lh a\Z' ' _gZ kmfzZ deevdhklemkrnkEyy"\mI4ZlazjeBrd

jhajZoh\m}lvky aZ nhjfmehx ?e _flhdg mhlipke¥e Ao d hjjdkeeaZp-
[ZeZgkm gZ\ZglZ _ggy dezZkl_jZz
n m
Vote  w, (N) Wz(ﬁ) (7)

AN ww ral\Z _dh_nepelglb deevdhlkealZgykerhe\ XelZijh\€ g It
deevdeklv kMnkjHakej f_j "o Z[h fZdkbfZevgZ deevdekim \maee\ \ d
taZebrhd azZjy*"mnM[ZiZjk®&fZevgbc aZebrhd azZjy"m [Z1Z]_€
Dh™ g fh[eevgbc \mahehetizitkbeBfte ggy ijhly]lhf i_jeh”~m
\klZgh\e _ggy af}"gZggy Ydsh fh[eevdbf \malhe\}gghfkbez}
\eMih\ery |G ID®YdZ hagZqZ} sh \mahe g_ [m\ jZgeres \ "hArghfm
g_ fZ} egnhjfZpe€ ijh k\h€o kmkenre\ \DAhegjZbm ¢ hkdthr@vdb
ih\erhfe_gv \eg hljbfz\ ijhly]hf i_jehdmafkirgdlu\ey dg ijbk\hx}
kh[e €0 deevdeklv ydidh]lhhlegdk\ghahe gZ"kbeZ} «hpellofFm s_ h~g_
ih\e"hfe _ggy \ ydhfm ”"ey a”eckg_ggyZghZgxmVkygyeZ\kd
agzZq_9ggy jZglm yd_ hljbfm}livky a jej\o\ygHevoNhijhmxdqie _ggy
ie” gZk “jm]h]lh pbdem ijb\elZggy dh\e'gj¥rmahgZadzvrbh
jZglhf g_ gZe_"blv "h*rghfm e<kgmxghfmgthéZ\kohajeinf }p\vhkh
deZkl_jm <eg \enijZ\ey} \ gZklmighfm\e¥ybfelZgegreg hhmg Zhgd m
FKBLG 1Z agZq_ggy ** _glbnedZIhj\diAvedmbdthebkt\4ZZ[M [sevr _
fh[eevgbo \maeZ hljbfzxlv h”rgzZdh\_ qgbkleY"hjfee\egZevdbo i
ijehjbl_le [m~_ Ihc olh fzZ} gb gbc LChd2dkeb” shgyh _g
fh[eevgbc \mahe agZ} J]heh\gbc \mahe deZRke)Zijibked¥ eMdbo
ih\erhfe g hjbIPMW (Power, Mobility and Workloadjha]eyg nf16] \+
a\Z _gbc Zelhjblf dezkl\ydazgpk€ghih \maezZ h[gHkekxfldvky aZz
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iZjzZf_ljzfihim geklix fh[eevgeklx |1Z gZ\ZglZ _dégyfhjPmE Ze]hjb
klZ[eevge deZkl _jb IZ fZ} \bkhdm9f.ZkrlZ[h\Zgeklv

lhje\gyevgZ oZjzdl_jbklbdzZ jhalJeygmlblZ\ze]dhfbN.fleX[ij_ ~

AZ]Zevghx i_j A&]mpblfe\ deZkl_jbazZp+€ gZ hkgh\e a\Z" _gh€
a”Zlgeklv \jZoh\m\ZIb deevdZ ihdZaghbdm\ahMgth gstk gind Zna gb § pa d
€adeevdeklv €0 \Z]Im fh eb\h \klZgh\ex\<2Ibb\fhgzeh " gd[kljem\
\maaehhjr*bgzZlhjz ~ey i_\gh€ f_j_ "¢« "ey i_\gbo \bfh]

AZ]lZevgbf g_"heedhf \keo pbo Ze]lhjb}fh[glekdi\{leag@-€
kdez”rgeklv ydZ i*"\bsm}lvky ijb a[.emragrde ¢ioljhkkbv\ydhe€
ijb aZzklhkm\Zgge \ 1ZdIbggec eZgpe* mh[Zhedgph ebkht Z\bljZqgqZlb
gZk gZ \bagZq_ gdwhj\vbg&ZhjzZz ijb dh gec afege fekp_iheh  _ggy
Lhfm ~hpeevgh aZklhkh\m\Zlb Ze]lhjElItkgke\Zzkd\Ybafph€E\G]b ey
fhleevgbo f_j ~ ~_ jmohfeklv \maee\ g "eymlZdbhokHhidp edfdb o
f j_° ~_ h[feg kem [h\hx egnhjfZpe}x Dbf[eabrf \iZjebXqZ
egnhjfZpe€ >ey |Zdbo \biz~de\ k_j_ "jlZedpprElfgk d&kghkle a\Z" _gh
\Z]b gZcdjZsbf } ZEWECHIfm al\fyadm a Ibf sh ~halhey} aZih]

kbimzZpeyf dheb gheZRImambg \jZoh\mxlvky ijb \b[hje Jheh\gh]h
LZ[ebpy
Ihje\gyevgZ oZjZd!l _jbklbdZ Ze]lhjblfe\ deZkl _jbaZp-£€
gZ hkgh\e dhf[egh\Zgh€ \Z]b
0Zjzdl_jb¥K
b . : : :
1ZjzZf _ljb \Z]b sh Ijbgphbi .
. JPB | _j \Z]b G_"he-«(
celhjblf \jZoh\mxlvky \b[hjm =
deevdeklv \rmaeag <mahe AZih[*]Z] G_hJoe<"g
WCA fhieevgsklvihim gek gZcf_gr i_j_\ZglZ | agZggy
i j "ZaqZjyZlzZj € X \Z]hx X \mae+\| \mae-\
ihim geklv i <
. mahe :
r\brdeklv i [ thlj_[m}
WBACA fh[sevgsklvihim ge¥ QXZS]—P?; AZemaqGCBS) 17171 ¢z
[Zz1Z]_ €
deevdeklv \k
. <mahe FegefZevg
EWBCA azebrdhibc azZjyn| .- oy \bljZlb
klZ[eevgeRIWklZge x \ZThx S kmike\
Kmkene\ 1_xml
deevdeklyv N . kel
th[-evgskivihim ged <mahe| N ebi-kl
C . . azZklhkm\z
IWCA i j_"NZQ- ihlm gel gZcf_gr K Khiab
[Z1Zj_€ih\h~ _ggy | x \Z]hx f_g ng
k gkhjgbo f | "Zo ~-
deevdeklv \
. N <mahe -
FWCA fhlsevgskivinim geh o075 AZklhkm\2
i _j_"ZQq- ihIm geH x \ZThx EMA
[Z1Zj €
<mahe
deevdeklv kmketh R\bAdekly
VBCA azZjyrm [Z1Z] € ngci;—gr \b[hjm =<
. N . . <mahe Alsevrm}
PMW 'hz'\mz guilvinl=evarl gzci_gn  1jb\ze«kly
gcteglse 99y x \Z1hx “blly f_j °

<bkgh\db klZIle

ijh\_~ _gh ZgZee+a f_Ih~e\ dezigh\gps€ \erih’

aZklhkm\zZggy €0 \ jZ~ehf_j "Zo deZkmzZ@gE&&tza]hljhifgZ g
hkghtehf[egh\Zgh€ \Z]b yd i_pkirdibYgdbkm\Zggy \ jZ*rehf_j " Z
h[jZgh]l]h degKmea ihdZazZ\ sh aZklhkm\Z]lgoybijbé&]h|byh€
aZ[_ai_gnoergm \ jZ~rehf_ j MANETdEJkenvgekdvfegefZevgeklv
kih"b\Zggy _g_jl*€ ey aZ[_ai_q_gg¥_JjbeZehkjler Zldyhjblfe\

gZ hkgh\e dhf[egh\Zgh€ \RAYBA Z glhgpeléviki_dlb\gbf m al\fyadm
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a Ilbf sh "hal\hey} aZih[¢]ZIlb kbImZebyde dhlehbngig\e \jJZ@ah\mxlvky
ijb \b[hje Jheh\gh]h \maeZ
<h~ghqzk pe f_Ih*b fZxlv \bkhdm h[gbkexZe\Mymdkd aZ gkl
sh \maeb \ f_j_ "o i_j fesmxlvky 1la ajgeviklecegyf fdZkean
ljZnedm 1Z ihim ghkle [m”~_ \bljZgZ|bkZogHdphnpg hleh\gh]h \maeZz
Lh[lh ~hpeevgh azZklhkh\m\Zlb f_Ih”b €gAZhtkgh\th[aed glgh
f j_"Zo ~_jmohfeklv \maee\ gbavdZz
Gzijyfdhith"Zevrbo ~hkee”" _gv } jhajh[dZ 1Z ggdogyh\_ h[%o]
f_oZgeafm azZklhkm\Zggy Ze]hjblfe\ deZKlIhfjbghp2€§h&gEZ\ hky g\Z
ijZdlbpe \ mfh\Zo Zdlb\gbo [hch\bo ~ecC
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ANALYSIS OF THE APPLICATION OF CLUSTERING ALGORITHMS
BASED ON COMBINED WEIGHT IN MANET CLASS RADIO NETWORKS.

K.V. Lukina, S.O. Klimovych

Military Institute of Telecommunications and Informaitiimn Technologies named after
Heroes of Kruty 45/1, Kniaziv Ostrozkyh St, Kyiv,@i1, Ukraine, e-mail:
kateryna.lukina@viti.edu.ua

The use of networks with decentralized management, represented itgy/naio networks of the MANET
class (Mobile Ad-Hoc Networks), is one of the areas of iegidbn of wireless technologies in
telecommunication communication systems. Radio networks of the MANE Tackasbaracterized by the
absence of fixed information transmission routes, the absencdionaita base stations, and the absence
of a fixed network infrastructure. Such characteristic featusdse it possible to use radio networks of this
type in the tactical chain of command, which will ensure the exchange of infonnmatihe interests of all
troops. This requires new approaches to the organization of the network manageteemt Aywariant of
the MANET-class mobile radio network control system, wheriegn the tactical control chain, is the
division of the network into zones and the creation of a set of lonal@ntrol centers in the form of nodes
(coordinator nodes). At the same time, there is a problem eétsg) zone nodes that will perform the
functions of controlling other nodes and interacting with each other, that is, coordirggsr G@me of the
ways to select coordinator nodes is to use clustering methodstfaigofor selecting the main node of the
cluster), taking the zone as a cluster. The article analyzes algofithselecting the main cluster node in
clustering methods based on combined weight. The analysis wael caut in order to determine the
advantages and disadvantages of the existing algorithms and tibdiposéktheir application to determine
the main node of the cluster in mobile radio networks of the MANESS. As a result of the analysis, it
was concluded that the FWCA algorithm (Forecast weight balssteing algorithm) is the most
promising for use in the development of methods for selectoopalinator node in MANET class radio
networks.

Keywords: clustering, MANET, coordinator node, combined weight, coordination.
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Jhajh[e_gh ijh]jzfgbc ~h~Zlhd kijyfh\Zgbc gZ jh[hIm ea klZg~*Zjl.
de[_j[_ai_db 1Z nZcezhihfZzZbmh F_1Z jhajh[db pvh]lh ijh]jZfgh]h
AhArZlidm ihey]Z} m kijhs_gge ijhp_km jh[hlb aes klzZg~ZjlzZfb de[_j[_a
nhjfzle ;0/ >h”Zlhd [m~_ fZlb e<glm€lb\gh ajhamfeebc <gl_jn_ck
"halheblv dhjbkim\zZzqgzf ajmqggh kl\hjx\ZIb j_"~Z]m\Zlb IZ i_j_ley~ZIlb
nZceb ih\ yaZges a de[FqJgdjhdyX hj]j]ZgeaZpey a* klZg”"ZjlbaZp+€ ,62
azZcfzZ}lvky jhajh[dhx IZ im[eedZpe}x klZg"Zjle\ sh€\dexqgZxlv j_dhf_g
IZ i_j _"hikpZzdlbdb "ey aZ[_ai_q_ggy de[_j[_ai_db Pe KklzZg~Zjlb
\erh[jZz Zxlv Kk\elh\e ghjfb 1Z gZcdjzZse ijZzdlbdb m kn_je de[_j[_ai_d
rbjhdh \bdhjbklh\mxIvky \ [eag_ke IZ egrbo k _dlhjZo a f _|hx aZ[_ai_
[_ai_db \ 1gl_jg_Ie Hkgh\gbfb az”~zZqgzfb 1Zdh]h ijh]jzfgh]lh ijh~md
aZ[_ai_g_ggy dhfnhjlgh€ 1Z ajmqgh€ \azZ}fh”«€ dhjbklm\ZqzZz -a
klzg~zZjle\ de[_j[_ai_db kI\hj _ggy ieZlnhjfb "“ey ihrmdm g_h[oe”"¢
dhjbklim\zZqg_\e \bagzZq_gv \ klzg”zZjle |1z \az}fhme€ <+a |_dklhf Z
aZ[_ai_gq_ggy fh eb\hkle nhjfm\Zggy aZ \baqZcteghxg&o fhx ;0/
hkgh\e ekgmxgbo nZcees\ klZg”Zjle\ dephjffZzds _d/m} 3'")

jhaih\kx~" _gbf nhjfzlhf ~ey a[_jelZggy |Z i_j_"~Zqe ~"Zgbo |Z gZcqZk
\bdhjbklh\m}lvky ”“ey a[_je]Zggy |_ogeqgh€ ~hdmf_glZps€ Ihfm m
al[_jelZggy klzg~zZjle\ p_c nhjfzl } “h\hee i_jki_dlb\gbf « \erdjb\Z} [
jeaghieZgh\bo fh eb\hkl_c ey \ad}fpitElee dmegehfbijh\_"~ gh

ZgZesa ij_™f_lgh€ h[eZkle |Z kmgZkgbm jkameybd|Z J4&lela mt
\byle_gh sh mke ZgZeh]b g_ azZ[_ai_gmxlv \bdhgZggy g_h[os*gbo aZ
[meh jhajh[e_gh i_j_eed I_]e\ 1Z Zljb[mle\ ~ey \gmljergvh€ kljmdImj
XML-nZcee\ klZg"Zjle\ de[_j[_ai_db J_ameviZlb ~Zgh€ jh[hlb fh ' mlv
\bdhjbklzges ie” gZk gzZ\gZevgh]h ijhp_km a f_Ihx r\bArdh]h ~hklmim
\bdez”Zqge\ 1Zd + ey klm”_gle\ ~h ihlje[gbo KlZgMZjle\ « \bagZqgq_gvV
ihje\gyggy \bagZq_gv | _jfege\ a jeagbo klZg”Zjle\ 1jZdlbqgZ peggekl
ijhljzfghlh ijhAmdIim ihey]zZ} \ fh eb\hkle Zdlb\gh]lh \bdhjbklZggy cl
\kefZ mgzZzkgbdzZfb gZ\gZevgh]lh ijhp_km Z IZdh" aZpedZ\e _gbfb hkh|Z
Dexgh\se kehl\ j[_ai_db egnhjfZpecgzZz [_ai_dz klzg"zZjl ,62 ;0/
nZce I_]b Zljb[mlb% ~"bBMZjlhd

<klmiKlZg”~Zjlb de[_j[_ai_db egnhjfZpecgh€ [_daidjbbbo} gZ[hjh
f _Ih~e\ ijbagZqg_gbo "ey aZobklm dbtjbXkpmd Zngd-[ZjRjljZGdh\bse
<bdhjbklZggy pbo klzg~zjle\ kijyfh\zZzg_ g2\ adlkh[gbyh jbab
ih\ yaZzgbo a egnhjfZpecghx [_ai_dhx

>hljbfmxgbkv j_dhf_g~Zpec sh feklylvidy[ n[ kdZogdZjlZo
hjl]ZgeazZpey Z[h i*?ijb}fkI\h fh _ azZ[_aaZoplibl ggnhghdbxe€ Z
|Zdh™ egnhjfZpecgbo kbkl_f yde \bdhgZklhhilkdhkly iphp_km A
hley”m gZ agZqg_ ajhklZgghw[hbiklZdpagghk€ 1Z ihklecgm aZ]jha
hgeZ&gj_"h\bse gZy\geklv k_jlbnedZpe€ hgklxZp€ghbaf \eNih\
klzg~rzjlzf [_ai_db klIZ} \k_ \Z eb\erhx gB\jhbdmjhRZ) dh" g
jed

< degp- jhdm [ebavdh Neckgbdlm &Z plodiled\Zlgy [[1®2
fe'gZjh"gZ hjlZgeaZpe+y ae klZg"ZjlbRZpdZam?} gZ kjZj€gdgec |_fi
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ajhklZggy ijhlyjhdgh]lh i_jeh”"m a ih jed Djef Ih]lh p-
k\ergZlv ijh I_ sh [ebavdh pbo k_jvbhhaiZled\ gl e> " Z

LZdbf qbghf g_h[oe~geklv jh[hlb ea klZfgYgjy Z&b agngga]h
i_j_ley™m 1Z a[_j*]Zggy a dh gbf jhdhfalddd@b ZAgiklZévgleklv
kiI\hj _ggy IZdbo ijh]jZfgbo jer_gv yd-m| jkijhlkibeb ~Z
F 1z 1z az~zZqe-.jR[hhlx jh[hlb ihklZ} jhajh[dZ 1Zdh]h ijh]jzfgtl
jer_ggy vyd_ [ “halhebeh kijhklblb 1z fajhjlighox [jre[\nr nd ha e
klzg~Zjlzfb de[_j[_ai_db

< ijhp_ke "hkylg_ggy f_Ib \bdhgmxlvky gZklmige aZ”Zq-

. ZgZeesa ij_"f _Igh€ h[eZkle |1Z skgmxgbo ZgZeh]e\

. ZgZeeca | _ogheh]ec jhajh[db "h*ZIdmZceyiibh[hlb «a [PO

. jhajh[dZz Ze]lhjblfm ~"hA"ZIdm ~ey jh[hdb[+a] kdZgdlZ|jlZfb
IZ \bagZqg_ggy hkgh\gh]h nmgdpehgZem

. jhajh[dZ "h~"Zldm "~ey jh[hlb ea klZg"ZjlZfb de[_j[_ai_d

. aZ[_ai_q_ggy \ ~h”Zldm g_h[oe*"gbo nmgdpec "ey
klzg~zZjlzfb de[_j[_ai_db
Hkgh\gzZz qzklGg@z "Zgbc fhf_gl }"bghx ieZlnhjfhx ”"ey jh[hlb
klzg~Zjlzfb \ Ihfm qbkee ¢ klIZg"ZJHEfPp_agnthhfZpe-dg[_j[_ai_db }
kZcl Fe 'gZjh”"gh€ hjlj]ZgeaZp+€I180Zg"ZjlbaZp-€ *

,62 } g_aZe_"ghx g_mjy~ h\hx fe'gZjh"ghkil gl Zgraazpp}rL a
ydZ \dexqZ} \ k_[_ gZpehgZevgbo hj§Z Réykd g kZiq\bjape a-
k\h€fb qe_gzZfb \hgzZ a[bjz} _dki_jle\agZigdhkb hi[Z«gmajh[db
Ah[jh\eevgbo fe'gZjh*"gbo WdZdZZphX\lvky gZ dhgk_gkmke |Z \e~ih\
ihlj_[Zf jbgdm Pe klZg”"Zjlb ieMljbfmxigvZz*dghA\Zjpr€ggly "ey
leh[Zevgbo ijRRl.e_f >

>7Z9gZ ieZlnhjfz a[_j*]Z} mke KklI\hj_ge* Zg_aZ[kl&Zigtyajlb |
fh eb\hkle i_j ley”m i_\gbo €0 gZklBghblid ithjfoddmy&Z idh~hf
gZa\hx [eevr N _|Zevghx egnhjfZpe}x & _hbdhgexje&dlZglzjflh
\_ebdm kn_jm klzZzg~ZjlbazZp+€ 1Z kjhpeXEfampudy @ZZjllizfb sh
[meb jhajh[e_ge* \eZkgbfb ki_phzZeérdhZfbhagZzqz} |I_ sh \hgZz
hje}glh\ZgZ gZ "hdmf_glb ij_"klzZ\e_gefebhrx Zgleeckvdh

LZdh™ gZ kZcle ,62 <kgm} fh eb\eklvrgb{jZigl@y "&Z jhrho m
nhjfzle 3') <aZ]Zee a[_j*]lZggy klZg"lZjlegac'9vmhijfzbj ghx
i1jZdlbdhx sh \erdjb\Z} \_ebqg_agbc ijh#dbj ijhdyZfphdph]
aZ[_ai_qg_ggy yd_ [ hje}glm\Zehky gyfipgfbmnZ cgsrbfb n

GZc[eevr pedZ\bf 1Z i_jki_dlb\gbf ~ey i emr]m_jehal\bl
al_jelZggy 1Z jh[hlb ae* klZg”~ZjlZfb hjjfZklAD\/ey}Ivky n

XML (Extensible Markup Languagex p _ jharbjx\ZgzZ fh\zZ jhafeldb sh
\bdhjbklh\m}lvky “ey hibkm ~ZgbopKIgomdgdlbcOkihke[ ki\hj_ggy
egnhjfZpecgbo nhjfzle\ « e dljhggh]h\Z[dbdm Kdghélbmg_j_ a
aZlZevgh”~hklmigbc 1gl_jg_ | Z 1Zzdh" d_j_a- dijkRaAihg-
nmgdpe}x ;0/ } KkI\hj_ggy nhjfZle\ 7~ey {Ziglhdmxidky\ bty
dh"m\Zggy *gnhjfZp+€ "ey "hdmf_glgbe€ |j@Zyibkdp{Zab[ZFZIvho
egrbo Ibie\ "3jgbo >

NZce ;0/ feklblv dh” ;0/ « aZzdeggm}lvky jh@rpROdgyfegZcem
feklblv I _]b yde \bagZqgzZxlv g_ ebrljmdInyjih¥ZgHenMhdmf_gl Ze_
cl_ ydch]lh kee” a[_je]ZIlb 1Z IjZ4gihjlgANZ*¥b q_j_a

KZf_ nZceb ;0/ nhjfZlm gZcqZkler_ \bddyb&[hymXlyky *
| _ogeqgh€ "hdmf_glZpe€ Lhfm «*_y dp[j9]ZB0_HIZQNZZIlbhfm
nhjfzle } “"h\hee i_jki_dlb\ghx

KmqgzZkge "h"ZIdb IZ hgeZcg ieZlnhjfZfbeyOjhpihjbZzam Zce
g_}[_a”h]Zggbfb 20 fh'gZ jha”eebmlbbbgde+*\ahhtdg\li¢ylv leevdb
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gZ[ej | _]\ [Z le sh \b\h*ylv kZf af-Xd]eZdba@allbdAcgh]h kmpeevgl
| _dklm

ljbdez”~Zfb i_jrh€ ]Jjmib fh mlv kem]m\ZIbhilddyjgeZc[eev
hgezZcg ieZlnhjfb yd &RGH2ZHHRYWDLWWHU 7XWRULDOVSRL
gZkleevgbc "h~Zlhd ;0/ 127(3%$"' Iljhl_ pZ[ij@imghixly_ajmqgh]h
f gx "ey i _j_km\Zggy aZ | _]1Zfb 1Z fib epj\hjloleqgigi{ph*hj\ \Z afeklim
t\ ijbgpbie nhjfZl €0 jh[hlb g_ } dhfnfrdgbf¢x djphdkim\ZqZz >h
Aimlh€ ° ]jmib fh gz \e~g_klb IZgZmjbdg&Zcg ieZlnhjfm vyd
*5283'2&6 ;0/ ZgZe+aZlhj Z[h 1Zdh " a\bWZcRUGHMHLFURVRI
agh\m ~ |Zdb ~Zge* ijh*mdlb g_ azZ[_ai[jgmxdgw dfkghmhnZz¢am
l1Zd yd \hgb hje}glh\Zge leevdb gZ kislplblne]din EZgZlj®&dmIDb

HI"_ ihklZ} g_h[oe~geklv kiI\hj_ggy phVpihmpizZfigchbc [b
aZ[_ai_qgb\ [eevr ajmggm |Z gl _jZdIb\gimf dhfjrhglekdfZpZx ed " Z
Z 1Zdh™ [m\ [b hje}glh\Zgbc i*" [cevigmeNdm ljZrdkgkdg fm ~Zgbo
nzZcee\

LZdbf gbghf ihklZggy jhajh[db i_\gh]h gZ[hjm [_]e\ 1Z Zljb
g_h[oe*"gbo ey nhjfm\Zggy |1Z azZ[_ai*Zjllygly\Z2gly€hlljkldignjb
nZcee\ klZg”"Zjle\ ie” qZk a[_jelZggyYZ & [ nhjjfZl® ;0/ Z IZdh"
jhajh[db 1Zdh]h ijh]jZfgh]lh az[_fahilgfZggdgh yfdr\b”dh 1Z ajmqgh
i_j_\h~blb klZzg*"Z'j))bnkafZlm \ ;0/ a \**ih\erghx [Zah\hx klIjmdImjl

< jh[hleaZijhihgh\Zgh \bdhjbklgpXkNZibge ijZ\bezZ ~"ey
kKljmdIimjbaZps€Zc@/e\ klZg~Zjle\

e \erdjb\Zxgbc jy*hd nZcem ij_"klZ\e_gk®xmim nhjfzZle
version="1.0" encoding="utf-8" ?>;

 \bagZqzZ}lvky dhj_g_\bc IVWDREDUW! Zljb[mlb I_Im F
"ey dh”*m klZmphieHrey ih\gh€ gZa\b klZg”~Zjlm

e | Kkheader> sh ihagzZqZ} dh™ _g gh\bZIlaZ[Jheth\lhdm OHYHO
tje\_gv \ ¢}jAjobE+tihjy*dh\bc ghf_|j d¥@mPH D PHYRIckvdZ
gZal\z

e |_kcontent> sh ihagzqz} \fekl;aZ]lheh\dm

e | kpicture>,sh ihagzZqz} ah[jZ  _ggy \ | _dkle Zljb[mlb | _]m
ghf_j ah[jZ _ggy g@QB¥Hah[jZ _ggy

* |_kdefinition>, sh ihagzZqz} \bagZq_ggy \ |_dkle ZIjb[mlIb |_]r
gZa\Z | _jfegm DEEUJHYdIAOW]LRQ +

ljbdez” Jhlh\h]hnZklem klZg”~Zjlm a \bdhjbklZggyf aZijhihgt
| _Je\ ij_"klZ\e _gh gZ jbk

JbK.ljbdeZA 0¥hdmf_glm
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ljhl_ jh[hlZ eandbéezZfb fh™_ [mlb ajmqghx gZ ijh]jZfghfm j
Ze "ey dhjbkIim\zZqgz \hgb } \Z ' dbflamméyggplaghodbizgppghf ihklzZ}
g_h[oergeklv jhajh[db IZdh]h ijh]jZfgh]lh fjhihdedIm ly[dBECZIb
NZge nZceb m fZzdkbfZevgh ajmaqgghfm dizjbakjlhna\d fe 2 h\fnj ey éy
IZdh™ sh[ \eg aZ[_ai_qblb g_ leevdb fhmeh¥Yd&kéwm i 4 tey" yde
gZcg_h[oergere nmgdpe+€ \aZ}fh”"e€ ea \feklhf nZcem

LZdbc ijh]ljzfgbc ijh~"mdl ij_"~klZ\ey} kW hei_ijh]shfm
kiIVhjx}Ivky yd ki_peZevgbc “hihfe gbc\gh€ZijhdjZép}®kgh
azcfz}lvky i_j_\_~_ggyf klzg”Zjle\ mOnh hmhifeelah\Zgbc

L _jfegb ©"hihfe ' gZ ijh]jZfZ3% CN\h}ZIEZJdh Oiph]j&ifZg?
\erghkylvky ~h ijh]jZzfgh]lh aZ[_ai_qgq_gg¥eyydhjbblag\Zqzge+ fh™ _
gblzlb IZ h[jh[eylb nZceb dhgdj_Igh]hynbh HMVhF DhHi Xlgdhjbklh\m
| _jfeg ©~hihfe'gZ ijh]jzfz2 sh[ hibkzZig |lad&[ _iagh]lp_ggy Ih”e yd
Microsoft Internet([SORUHU \bdhjbklh\m} | _jfe%. ©i | Jey~rZq?2 >

Hkgh\gbf azZz\"Zggyfh’Zalililthhe Jr_ggy “ey dhjbkim\zZqgZ jh[hl
ea klzg”zjlzfb de[_j[_ai_db >h~Zlhd kdezZeéZ}bybloy Z kK\Nhe
i_jrec qZklbge dhjbkim\zZq_\e gZ*Z}IvKkalI mhzZeB\ck Ikl Ddg}ZjIm
m ;0/ nhjfAbdhjbklh\mxqgb aZzZijhihgh\zZge \ jh[hlklbgld >jm]Z
ijZpx}reZceZXML aZagZq_gh€ kljmdIimjb

AZ\*ydb jh[KML-+eZceZfb "~h”~Zlhd fZ} afh]lm ZgZeeam\ZIlb ¢
| _ dkl Z ebr_i_\ge |l _]Jb sh agZqghththe HM} chhhZid ih\bg_g
\bdhgm\ZIlb gZklmige aZ”ZQq-

e nhjfZIm\zZIb nZce klag™"ZPl/m nhjfZ\bdhjbklh\mxqgb
aZijhihgh\zZge \ jh[hle I_]b

e gblZggy |I_dkim klzZzg”~Zjle\ IZ i_j_]deZmhadpobo ch]h k

 nhjfm\Zggy <}jZjoeqgh]lh afekim klZg"hjinmbiZsYdm ~Zghf
[Zam}lvky gZ Zljb[mlZo Z g_ |_]1Zo /-2Zljikf mb XMig\cxgy b; O
g_ kijhfh ge \b\_klb ch]h m g_h[oe~ghfm \b]Jey”e

* nhjfm\Zggy kibkdm gZy\gbo \ klZzg~Zjle ah[jZ _gv

e aZ[_ai_q_ggy fh eb\hRkaidZgmdgwv m h[jZghfm klZg*Zjls

e aZ[_ai_q_ggy fh eb\hkle ihrmdm \bagZq lggy \ mke
klzg~zZjlZo

e aZ[_ai_q_ggy fh eb\hkle ihrmdm azZ kelk\eH\Zfh ~ _deevdh

>h~rZlhd jhajhfe _\@dhjbklZzggyf k_j _"h\bsZ 9LVXDO 6WXC
ijh]jzfm\Zggy K 1Z | _ogheh]es€ gl _jlPokmP:LQERIZaY)KI\hjblb
gZkleevgbc ~h~Zlhd ydbc gzZ7Z} fZdkbfZewagtbjb kdhdgghjl\ ijb
hi_jZpecgec kbkl_fe :LQGRZV Djef IHamferelhdylf4dh aak sh
aZ[_ai_gm} ijbkdhijimklZggy 1Z “"hklmi “h g_h[o**gbo nmgdp-c

JhalJeyg fh " _1Zevger_jh[hIm a dh ghx gk b\ghZ ljthmjh[e

< i_jrec gZklbge dhjbkim\zZqg_\e gZ"Z}lhyfdlInhZeélb\mKEloe n
klZzg~Zjlm lekey aZimkdZ pe<}€ qZklbdbijafyfYhopidyh\Zdydh gz
jbR.

Jbk.<edgh ijh]jZély nhjfZIm\Zggy nZcem klZg”~Zjlm
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<edgh kdezZ”Z}Ilvky *a ||@Hoi i¥rgceiZg e+ jhafes _ge kibkdb e
\b[hjKML-1_]m ydbc \klZ\eylbf_Ivky \ |I_dkl kizg"aydywe dg-1Zdh"
fh eb\e ZIjb[mlb \b[jZg&Jh N|jmirc iZg_ee* jhalZrh\Zg_ |_dklh\_ \e
ydhfm \erh[jZ ZIbf_Ivky | _dkl klZg”"Zjflm g Kl \pWfety \edgh”~Z\ZIb
|Z afegx\ZIlb _e f gl64 Idklnt iZg_ee+ a y\blvky kibkhd ah[jZ g\
m \b[jZghfm klZg~Zjle de[_j[_ai_db } BZaxgdb\eNdbeg\Zggy

ljhp_~mjzZz ~h~"Z\Zggy | _|Jm 1Z <ch]h ZEgp[mMdéveiggY[Zq
ihlje[gh]lh]m \b~*eeqglghbdbdklm sh \e~rghkblvky ~h pvh]h | _]n
gZlbkpgydghid®uttotex? < j_ameviZle afy\blyklgfirdgh "h~"Zgh
hl[jZzgbc | 1 1Z gz~Z}Ivky fh eb\eklv mMbagz fjZllgbdmldkld h[jZgh]h
Il _Im .jdk

s/ Add tag-attr to text = (=] X

<header>

level < der>4.1 PozyMiHHA opraHisaui Ta ii o6cTaBuH

name OpraHizauif NOBUHHE BU3HEYMTI BHYTPILWHI Ta 30BHIWHI 06CTaBUHW, AKI
nameEng BaXNUBI ANA il UNen Ta BNINBaTL Ha MOXJIMBICTE AOCATHEHHA Hanepes
number 3annaHoBaHOro peayneTaTty(-iB) il CUCTEMM YyNpasniH HA IHPOPMaLInHOK
Geanekow

MpumMiTka. BU3HaUEHHA UMX 0GCTABMH CTOCYETLCA BUSHAUEHHA
BHYTPILIHBOMO Ta 30BHILUHLOTO CEPEA0BMLLA OpPraHi3aLyi, po3 MAHYTOro B
po3aini 5 3 ISO 31000:2009 [5].</h¢ >

Jbk3.>h"Z\Zggy Zljb[mls\ ~h h[jZgh]h |_]m

lekey aZimkdm Ajm]h€ q2RHjgd tihvlgee}jZjoeqg_ "j_\h afekl
klzg”rZijllan kibkhd ah[jZ  _gv Z |1Zdh" ih\e~hfev gfdly eighbgZy\g-kl
g_[Zah\bo | _]¢\ >ZgzZ \dez”~dZzZ I1Zdh  ~hp\lheayZ lith\ yfesklix i

aowma

Jbkd. <edgh ey i_j _Jey”m afeklm klZg”™Zjlm

Gz _I1Zie ihrmdm ijh]jzfz ~ha\hey} ijh\hpddbghi&rrmd g_
egnhjfZpe€ [Zamxqgbkv \ i_jrm q_jlmyd¥Z \Ibdgdq sdhgyekLh[lh
Z[khexlgh \ky egnhjfZpey ydhx hi_jm}jpzmgpble kyhkZlfhdea |_]e\
\o*~*gbo :@fk e\ <bagZq_ggy \ klzZzg”"ZjlZo } h~rgbfbghka dexqgh\b
jhamfeggy mkvh]h ch]h afekim Ihfm aZJelbéth&oaihrag_klzZzGZdh"®
aZ[_ai_qgq_ggy fh eb\hkle ihrmdm \bagzZqg gbyjfhgmhhnh jedbgbo
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klzg~rZjlzo klzZ} \Z eb\bf _1Zihf m _4ZpgdpdelZj*\gylewghlh ZgZe-ar
klzg”~Zjle\ 1Z \b[hjm gZc[eevr i*"ohbysdir]ho*eyellxo 4Z[_ai_q_ggy
" ihrmdm az keh\hf 1Zdh ™ } g_h[o**ghx aqogigdipijhpsmpsh agZz
hje}glm\Zggy \ *h~Zldm |Z ihrmdm g lhfkd¢gahdh”hdkey dhjhldbc
kljhdaagZqggh r\b”rbc aZ jmqgg_ ]hjlZggy | dektimbohhﬁ[oeetZ\o m \

Jbk. <edgh “ey ihrmdm egnhjfZpe€ \ | _dkle klZg”™Zjlm

LZdh™ \ AhrZIdm i_j_~[Zg_ge j_Zdp€ gZ dhalgll mh\fbed hlzd-
yd g_ijZ\bevge gZIbdeggy gZ ihabpe+€"Ziyfb Eddpl htjdflalgvZ g _g-
NZgbc "heidlifrdgbd “jm gef *h dhjbklim\zZqZz
HI"_ 1zg~_f ea "Zgbo ~\ho ijh]jngbjdn\iZj}l"g“rhdb-d ke o [
\azZ}fhne€ ea klZg™ZjlZfb de[_j[_ai jydgg ZIhjhhjgfghflEdis €o
al_j*l1Zggy lZd « gZ je\ge dhjbklm\ZbcﬂngmZU\bldy gibgjzfam ~\e
fZkrlZ[ge azZ”&[g°j*¥Zggy klZg~Zjle\ m [eevr ajmqgghdim \b]ley"e
aZ[_ai_gm} _dhghfex iZffyle gZ r\b~rdnzZ jIigdhhm apn]jdifbg_ggy
ajmqgh]lh 1Z ajhamfeeh]h “ey dhjbklImAzg 2z aki’hkdlhib \mzZgelzfb
klzg~Zjle\ >Zge ijh]ljzZzfge ijhAmdlb fh'mtv ikhimejkjbamn\zZlb
ijhp_"mjm klzZzg~"ZjlbaZp+*€ \ MdjZ€g-h[ZalZAdkIifarDjdZlygec kn _je
Ihfm gbkee ijb \bdhjbklZgges €0 \ gZ\GgZewvy hgfak iijjf"ghkhr\db ~h
ekible\
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DEVELOPMENT OF A SOFTWARE APPLICATION FOR WORKING WITH
CYBER SECURITY STANDARDS

O. Lanovska, O. Lebedeva
National Odesa Polytechnic University

1, Shevchenko Ave., Odesa, 65044, Ukraine;
e-mails: lanovska.8088987 @stud.op.edu.ua, o.y.leba@op.edu.ua

The work developed a software application aimed at working eyitler security standards and XML
format files. The goal of this software application is to simplifygtecess of working with cybersecurity
standards in XML format. The application will have an intuitiserface that will allow users to
conveniently create, edit and view XML files related to cyber sigcdiine International Organization for
Standardization (ISO) develops and publishes standards that inetemendations and best practices
for cybersecurity. These standards reflect global norms and lbesites in the field of cyber security and
are widely used in business and other sectors to ensure saféty Ioetnet. The main tasks of such a
software product are to ensure comfortable and convenient interaction ofrtidtluslee content of cyber
security standards, to create a platform for searching for the definiéiguised by the user in the standard
and to interact with the text, as well as to provide the pitigsibf forming XML files according to a
defined scheme based on existing files of cyber security stnoaPDF format XML is a widespread
format for storing and transmitting data and is most often usedtdoing technical documentation,
therefore, in the context of storing standards, this format is quiteiging and opens up more versatile
opportunities for interaction with them. In the work, an analysihi@fsubject area and modern existing
analogues was carried out - as a result of the analysiasifound that all analogues do not provide the
necessary tasks, and a list of tags and attributes was developed for tia gttecturing of XML files of
cyber security standards. The results of this work can bedusied) the educational process for the purpose
of quick access for both teachers and students to the necessalgrdgaand definitions, as well as
comparison of definitions of terms from different standards. Taetipal value of this software product
lies in the possibility of its active use by all papants of the educational process, as well as interested
persons.

Keywords: cyber security, information security, standard, ISO, XML filagst attributes, helper
application.
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H”_kvdbc gZpehgZevgbc mge\_jkbl_| «f_ge 1 1 F_qgg-d
\me >\hjygkvdZ f H" _kzZz Mdjz€gZz
e-mails: vpenko@onu.edu.ua , odael.odes@gmail.el@adislav.kogan@gmail.com

AZ\"Zggy ihrmdm zZ]_glhf fZjrjmlm } h”~gbf ea [Zah\bo azZ\"Zgv « fZ}
ijZzdlbgg_ agZq_ggy Yd ijZ\beh p_ hilbfeaZpecg_az\~Zggy yd_ \bje
ijhklhje ]1jZnzZ klZge\ a f_Ihx fegefeazZpe€ ~h\'bgb fZjrimlm LZd_ az\
klZ} kdezZ”rgerbf « gZ[m\Z} s_ [sevrh€ ihimjrjrgmidhkyydZh \hgh

hkgh\e h~ghlh 1jZnh\h]lh ijhklhjm ~_deevdhfz Z]_glzZfb < pvhfm \b
afy\ley}lvky s_ h”bg ijZdlbgqgh \Z eb\bc izZjzf_|j hilbfeazZpe€ y
\bjz Z}Ivky deevdeklx dhgneedle\ fe' Z]_ glZibklZgd¥dZ[kljZzdIgZ
azZ\"Zggy fZ} gbke _gge \ZjeZglb nhjfZecaZp+€ IZ°h_€6dm deevdeklv i
\bjer_ggy M jpth€s hkgh\gbf e f glhf} eZekkm\Zggy

deZkbggh]lh Ze]hjblfm > _cdkljb iske\bdhgmldhkgbf Z] _glhf

e~ gZk agZoh” _ggy gZcdhjhirh]lh fZjrjmim dh° _g Z]_gl fh”bned
lJiZnh\bc ijhklej 1Zdbf gbghf sh[ af_grblb cfh\ejgeklv dhgneedle\
gZklmigbfb Z]_glzZfb P_c iho*~ } hjblegZevgbf « "ey i_j_ \e¢jdb
\bdhgzZgbc jy®» h[gbkex\Zevgbo _dki_jbf_gle\ aZ ~hihfh]lhx jhajh[e_¢
Ney pe}€ f_Ib ijh]ljZzfgh]lh aZ[_ai_q_ggy ?dki_jbf_glb sh [meb ijh\_"
N _fhgkljmxlv  zZ”~_d\Zlgm ih\_7~egdm hkgh\ghlh Zelhjblfm M jh]
ijhZzgZeesah\Zgh h[f_"_ggy \eZklb\s aZzZijhihgh\Zghfm is*oh”m m j.
Z[kljzdlgh€ ihklZzgh\db az\"Zggy <bagZq_gh gZijyfb ih”"Zevrh]lh jh
[Zzah\h]h i«"oh”"m

Dexqh\keh\Z dhhi_jZlb\gZ ih\_"egdzZ Z]_gle-\ Zelhjblf > _ cdkljb
fmevibZ]_glge kbkl_fb dhgne-sdlb

‘cOO0OA NAETaC eObOaVUEBh A BpIZNIZE Ahkeer" ggy fmevibZ]_ gl
kbkl_f F:K } i_jki_dlb\gbf kmqgZkjgddlgiZzgbd hgBdijyfhf ydbc

fh gz \e~rg_Kklb ~h dZIl_]hje€ fe "bkpbdemggiZkbmigZo kl]Bema_c
egnhjfzZlbdz hkh[eb\h rIimggbc <gl_e Hlkh[eik\to hlehge¥evgZ
ikboheh]ey 1Z neehkhney P _c¢ kibkhd Z&_ g@ fghaZlljbfllh \b]Jey”"e
ajhamfeeh sh \eA \"Zebo ijh_dle\ F:Kgkgt*lbhqggthihZlb_kibm g_
leevdb az\"ydb kbgojhggec mqgzZkle deewddlon 2Z\lo djhtb klZggyc

f Ih~e\ pbo gZmdh\bo gZijyfe\ sh €0 \aZ}fh*hih\gx}

FZ[mlv dexqgh\bc nZdlhj sh "halhey} “hky]lb ihal
kbg_jl _Ibgghlh m_é&MmZlgeklv kbkl_fb hj]Zgeam\ZIb \&dZ}fh"ex Z]
sh[ af_grblb Z[h gZ\elv fegefeam\ZIb dihg«aegrlbf e \miZ*dm fb
jbabdm}fh hljbfZlb a\hjhlgbc _n_dl dhebijBl'ngdbb\ghxlv g
azZ\Z Zxgb h”bg h~rghfm A\_jg_fh m\Z]gn ggyh CkaeMa hgilklerm
kbkl_fb2 g_ fZ} gZ m\Zaes Iml dhgdj_llg@€Zfop_dlnzjbe&kbkdgfb
;eevr |Ihl]h gZc[eevrh]l]h _n_dlm ke hqgedang\ZdbhXe"fejixkl
]hfh] _ggbo

H[leZklv ~“hkee”" _gv vydec ijbklyg _gZ ™ZigadvimiklZe fg}
ihagZq_gMult-A JHQW 3DWK )LQGLQJ 0$3) A pvhliglihley”m ih
a\h”~blvky “h agZoh”  _ggy fZjrjmIm m ijhklhje klZge\

Hkgh\ghx f_ntxgh€ jh[hlb } jhajh[dZ f_oZgeafm ydbc *h
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agZoh”~blb [ZezZgk fe  ~\hfz \azZ}fghkmi_dZdebdpe ditkdZaghb
dhgneedle\ 1Z ~h\'bgZ fZjrimlm lgrbfb d&ezfbgzZzdlb oh
km[hilbfZevg_ jer_ggy h”ghgZkgh "“ey pboG ahd ZkdqbBagld-
ijbkmlgeklv ihdZagbdzZ ~h\'bgb fZjrimIimgbéa&i_kdlg Zkjl_7f ¢
h[{f_"_gbc k_j_"h\bsZfb \ ydbo y\gh igb&mjpgktejf hbdghqzkg_
i_j_fes_ggy Z\lhfh[eees\ a Z\lhieehlZfhpzZgkihrpdpgbogbadZkh[e\
jhfhle\ sh \bdhgmxlv k_j\ekge nmgdpe€[mei\idfes Igge-glr
aZlZevgh€ gl _jij IZpe€ ij_"~f IgZ h[eZjiklhiph\hfZIBkg_dIm -«
[mIb kbkl_fhx kih b\Zggy j_kmjke\ h[f_~ gdhdh Zh[ghM m
\bdhjbklh\mxIwgdbgZgges k\h€o az\rZgv LZzZdbf gqbghf \Z eb\bf
aZijhihgh\Zgh]lh “hkes~" _ggy } jhajh[dZ\lieM*bdjb [\&hxAlb
dhgp_ip*€ \boergh€ ij _ "mdpgYg _JipethahjfZevgh]l]h ihoh"m AZagZ
lZdh™ sh \ pec jh[hle fb gZfZ]Z}fhky <@drjhihygdbcZI’bha\heblv
mgbdgmlb dhgneedim Z g_ mkm\Zlb dbplbdgkeygnZMirh gfhptz o
F:K p_c f_Ih?” agZgghx fejhx \erghkblvkm\Zlggha*«@m ieZg

:gZeea N _j_e ijbk\yg_gbo ijh[e_fzf 03§83 ghfizhgek gnk}v
f Ih~he\ €0 \bjer _ggy l[jbjh~gh agZqgZ lgzklbidX ypZg Zf a
ih[m~h\hx ]jZnZ klZge\ 7~ey jha\ yam\Zdkén\adgdd¥gjeagboazZkl
jeagh\b”~e\ Ze]lhjblfel ihrmdm gZ ]jZngy >ewlip\gbklegqgZklh
\bdhjbklh\mxlv jeagh\b”b Ze]lhjblfm $ h[BIZipbd@Zfhimgm}lvky
fhrbnedZpey (3($ m ydec m ijhp_ke ihyndémvddikib¥eamalerk
liZnZ sh jhadjb\Zxlvky gZ dh ghfm djipsyhMIZvhf@ @jhijygm}
\bdhjbklh\m\ZIb ~\hje\g_\bc ihrmdh\bc dbeYBpgbl¢ rkijilnfm sh]
i_j_\_jrblb IjZ"bpecgbc Ze]hjblf $ >\Infa prdbpt¥ 6Z ~mfdm
Z\lhje\ fZ} aZ[_ai_qgblb hilbfZevgeklv jBrijogyvhadm jrjlZxgylg -
ihdZagbdb _n_dlb\ghkle \Nlhjb  kI\_jA"mxlvZglst ia2Zojihgh
aZ[_ai_gm} hilbfZevgeklv jer_ggy aZ ijlddgylgbZ "gdZk mhlhy
aZklhkm\zZggy ;Z]Zlh a ijhihgh\Zgbo mop¥kh\fm_g2&¢prhe|ve
[Z]ZIhZ]_glgeklv m nhjfe ]jmih\h]h BWglZm NRanQeN|IZDJH mael
liZnh\h]h ijhklhjm ih"Zxlv egnhjfZpeXx _m2dgbgyhgiph

OhqgZzZ jh[hlzZz > @ 1Zdh™ m hkgh\e nhjfb&Vig\m€} fHZndde\bdhj
Zelhjblfb Ze_ m agZqgh egrec fZg jbeb\lappkbazkey jgZ
[ adhgneedlghfm jmke IjZgkihjlgbo aZkhge\ggd& jhv2ghtlzo
i_j_oj_klyfb FZIl_fzZlbggbf i**%jmglyf @welhtbilf*bsyerhZzevgh]h
jhafejm deesdh\h]h ihdjblly ]jZnz Z &diel§ytMf gy sbEfpscg_
fhr _ex\Zggy a ih*"Zevrbf ZgZeesahf j_amgéMiZIe\ dki_jbf

lgrz f_Ih”"bdZ \bjer_ggy ijh[e_f 0$3) ijhagmmvkydm >
hkgh\m ihrmdh\h]h Ze]hjblfm 2Z\lhjb }bdhilb&ghb\anx2e]hjblf
G_"heedhf ]J_g_Ibggh]h Ze]lhjblfm yd beo «fjrbhd*«\jzZimpgegechy] h
egl_e_dIm } ch]lh g_ijhahjeklv ydzZ gl\Zqha\hepdibdghbklm
ZgZeeam\ZIlb hljbfZge jer_ggy KibjZxqgékyedgz A¢hhjbftemm A
egrh]h [hdm ijbdez”rgbc gZijyfhd aZzijtifhgH\Zogtmihi@\dyhg Z g
a mijZ\eeggyf Z\eZi_j \_a_ggyfb $DWRQDUBRHN@WUVWDXILRQ 0
djblbggbc ZgZeea } \Z eb\bf Lhfm djo kiZfmpdmffospggmdd\
Z\lhjb ijhihgmxIlv \bdhjbklh\m\ZIb f_Ihép XgaZdeZamalpqV

Ihr"Zgbc Iml g_\_ebdbc i_j_eed i**ohg®\ id\ghjlm_gZe}
"halhey} ajhamfelb sh "ey \bjer_ggy aZ\"Zoggdlbhgllzt&geaZp
[ adhgneedigh€ ih\_"egdb [_aee*qe Z]_d¢im\ _aZ«kdbhhXm«ligrek ym
fzl_fZlbggbo hkdhNz®b >hkblv k_jchaghx ijh[e_fhx } 1zd
jeaghfzgelgeklv nhjfmex\Zgv jha\ yam\Z&ybgpx }aZhjeygyetvghkde
ZgZee+a jeagbo ie"oh”ne\

120



1GNHJF:LBD: L: F:L?F:LBQG1 F?LH>B < FH>?EX<:GG1 ' -2 " Lhf <

;Zah\_ azZ\"Zggy dhhi_jzZlb\gh€ ih\_7egdb Z]_gle\ HZE&kgh\gbc
\bjer_gogyj_~f_IgZ h[eZklv "Zgh€frmhe\llbZ]t glg_ k_j_~h\bs_ m
ydhfm Z]_glb ~“hky]Zxlv k\h€o jeagbov pfegefeagiAZabZ kabkig-
dhgneedlb M pec jh[hle [ZdZ kbIimZptZpZ [P bfnfpfglefe sh|
nhjfmex\Zggy \by\behkghX{bfejhx mge\ _jkZevgbf Kijh[b ajh[blb |
nhjfmex\Zggy feklblvky \ &\@hlgihgkxdhjhghx 1Zdh€ mge\ _jkZevg
} kdezZ”~geklv a”eckghblb gZ €€ hkg&\qgbhpXeh£Zpohk bjgbkdhjbkgbo
ijbdez”~gbo \biz~de\

Jhaleyg_fh gZklmigm \_jkex ihklZgh\dj_aZb”Zlggm x I¥_md
ijhklhje az”~Zghfm hje}glh\Zgbf a\zZz" _gBMm]lgZzgBEab\<Zabrh_fh
"h\"bghx “m]b Dh" _g *a Z] _gle\ gZ wh{ g fag 2a h'mbdek\ ]jZnZ
klZjlh\bc \mahe GZijbdegpe ijhp_kirbgdllbkly imb\gnaest ydbc
gZab\ZIbf_fh peevh\bf \maehf Fh" _ «kgm\Z\b ydeee vijbA hf"Zjin
Z] _glz ae< klZjlh\h]h \maeZ ~h peevihihi€\ Dheevdenklly gZje«lv
g_kdeggq_gghx g_j_a gZy\geklv pbdes\ M ][4 h#tZ Zgokzid hrh
ihgzZldh\ec ihklZgh\pe azZ\*"Zggy } ijbkjmligZek It "mZ&b\HEjrrm]b
Deevdeklv dhghahpedbte\evdeklv 1Zdbo afe]*\ F_lhx az\"Zggy } ag
|Zdbo fZjrjmle\ ey \keo Z]_gle\ ydeamvglgZk\ghbgfdgfdjrjmle\
|Z dedidddhgneedle\ "ey \ke}€ kmdmighkle ZyZpllvky GhkyZNo”b \
gmevh\h€ deevdhkle dhgneedle\ azZ fegimbXp-E I\ jbgbgd¥]
ijbcfz}Ivky \boh~ygb a [ZeZgkm fe  plbfbihkdi@Ziagbd&bbbfm
dhgdj_Igec aZ”"Zqg-

M IZdec ihklZgh\pe azZz\"Zggy g_fz} iithgwllly galgm e «dHfrm
\bagZg_gh [_a\e*ghkgh ihkee h\ghklZdm]imk|Zgjhhchir alZ\*"Zggy
NZee gZab\ZIbf_ [Zah\bf aZ\"Zggyf digkhib_ jZIb\gh€ ih\_"e

M IZdhfm |jZdIm\Zgges aZ\"Zggy ch]lh gvhfikipgaZcZEahid j »
fhr _ev jmom fZl_jeZevgbo h[ }dls\ m #_Igyzqgehidmfigizkigfhf
jha\bldm ijhihgh\Z®mYm i} ch]lh jharbj_ggy ~h [celvo j_Ze<klb
\ZjeZghZ\"ZgV

Deevdeklv fh eb\bo fZjrjmle\ ~ey h~rgh]hgtZKlegld \ kmd
g_h[oe?rgeklx ijhZgZeeam\ZIb pe fZjrjnZllo gNey [EyZFhheb\ex}
jer_ggy [Zah\h]h az\"Zggy gZ\«lv "eyhph \ijeblhjhh ¢jdndMdhkle
Z]_gle\

GZijyfb gZzmdh\bo ~hkee”" _gv m ydbo bhjpZ\ nmadgldpyf |h»

[Zah\h€ az2rZqges_ihp_ | _hjey fZrbggh]lhagietVg4eiey ggyf yd m
aZ]lZevghfm \blJey”re€X @ otZgZei*"hffenZekiM &] glg_ 9gZ\qZggy a
ierdjeie_gey@ ih ~jm]_ p_ I_hjey <]hj \ ydec[ébUekel> mxIvky

\aZ}fhne€ Z] _gle\ pepnfbbipdz\ b a[*]Zxlvky> @

Fb \bdhjbklh\m}fh m i_\ghfm k_gke a\Rhjlblgc hkpd\'m <ay
Jeihl_am ijh aZklhkm\Zggy Zelhjblfmo>ilcldKIgh\d bmaZz\2Zggy
mlhggx\ZIlbf_fh yd |1Z qb <grZ fh*bne8Zfpryfipvh]thaldlellb
\bjerblb \erih\e~rgbc jeagh\b”® aZ\"Zggy

M pec jhlhle~[ZqZ}Ivky jhamfeggy dZghgeqgh]hb Ze]lhjblfm
hibk ydh]h fh'gZ agZclb m jeagbo " _{fmeddah\Ph AZ\NRPegygy
"hkblv agZlb sh Zelhjblf > _cdkljb agbdahdjlinjnglZited h} hif Z
\maeZfb ]jZnz « fZ} h[gbkex\Zev(godektleg naglek lvedes * log
HGJHV “ey jhaje” bbb jjigi*¥fh sh \ pvhfm ° ]JjZnh\hfm ijhklh
s deevdZ 1Zdbo Z] _gle\ yde \bjermxlv I|Zda -<¢grdbdbrZggy
ihgzldh\bfb 1Z degp_\bfb imgdlzZfb Ydshgybfsrbdh]@mza~gbo
g_aZe_"gh h”bg \*® h”rgh]lh fh _ \bgVblgkgdBphiss fZjrimlb
fZxlv kieevge “"m]b GZ jijb#dbmadighh gZcdhjhlre fZjrimlb agZc”
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Zelhjblfhf > cdkljb ~ey ~\ho Z]_gle\\g” aZgh]dh hmbgyD 1Z VD
+kI1Zjlh\s Thqdb Z]_gls\" ZEbDd*lgp IDe Bhgdb >m]Z \+» \maeZ D ~h
\bdhjbklh\m}Ivky \ h[ho fZjrjmlZo

Jbk J_amevlZlb g_aZ_‘gh]h \bdhjbklZggy Zle]dldlfm ~ey ~\h

P_g_ hagzZqz} g_fbgmq_ sh Z]_ gl vky Z42gdZk \kylp& |
ihAhjh e h”rghgzZkgbogZm]Zo HrgZd ydsh g_ kijh[m\ZIlb ~_|
\erKkl_"m\ighlp _Kk i_j fes _ggy Z]_gle\ m gZke njbdklzdegevgm]h \bdh
m deevdho gZcdhjhlrbo fZjrimlZo aZ]Zegb#kiv*\dlsgm}e cd hrie m
nhjfe h*ghgzZkgh]h \bdhjbklZggy *"*eygdb reyom ”~m]b

lkgmxlv kijh[b [1Zdh]Jh \eAkl_" _ggy Ahdggzfibldh gz \
im[eedZpex > Keev\ jZ > @ H"gZd IZdblkfiktdet "hktievjdkm
hagzZqZ} i"\bs_ggy jhafejghkle jhal yam\Zgh]h aZ\~"Zggy

A\e"kb \bieb\Z} nhjfmex\Zggy azZ\"Zggysjghkdghb Zdgpn cfh\
jh m dhgneedle\ deevdhfZ Z] _glZfb

Hkgh\gZ <~ _y “hkblv ijhklZ 1Z <glImi&ib\d hz Xijb\&fIH}dv >Zfh
fh eb\eklv Z] _glm ihfm~2m\ZIb k\ec fZjgpghfa\bdogkeygpfivh]h
Ah~rzfh “h \Z]b \keo \bdhjbklZgbo m mZjrjedegbgm &[«edr_ggy
lekey pvh]h gZ ]jZne sh afegb\ky k\h}} A)Z\gl1ZggyYdbprm
gZklmigbc Z] _gl Ih agh\m \eA[m\Z}I0ky a[kevr_ggy \Z]

L i _jiekey a[eevr_ggy \Z] "m] eh]edldbZ%edhnj&EIfnylZ_cdk
f_grhx cfh\ejgeklix ih[m~Am} fZjriml sh Needhjkb\dP *m]b
GZijbdez™ az”ZqgzZ ij_"klzZ\e_gd gZkjbkmydlggyf a[eevr_ggy \Z
gz ijba\_~_ ~h Ihlh sh Z]_ gl \bh_p_ fiZjyjmd]Zsevgbo "m] a
fZjrimlhf Zz]_glz

Jbk.FZjrimlb ~\ho Z]_I-\ *a \bdhjbklZggyf a[eevr_ggy \Z]

P_c ijbdez™ ~_fhgkljm} jhev \_ebqgbgb m]lbevi¥dJoymz]b ~»
gZ\_"_ghfm ijbdez”"e a[eevr_ggy [meh [ f f@gjrjmdZzZ4jbde¢z"
al[_jelky [ 1Zdbf ~_ yd gZ jbk Ih[ldhfgaesdd kikpvgh]h
\bdhjbklZggy “m]b P_ hagZqZ} sh hxgbdle\a ihZ2ZebAnhd hZ
"hkee”" ggy } jhajh[dZ f_oZgeafm \b[hjgm gagydNo\gthdbglag
afeevr_ggy

Hibkzgbc \bs_ ijbchf azZklhkm\Zggy Ze]lhjbéfym >_cdKk
agZoh”” _ggy gZcdhjhlrhl]h reyom a h*rghkqgdhghrefdgeféazepe}
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gZab\zZIbf_fh [Zah\bf ie*oh~hf LzZdzZ gZfa\shh[\mfheeZjga Ib
ijhley”rZxlvky fh bnedZp®th’/pmhibyiih"heZggy ~_ydbo \eZklb\bo
h[f_~_gv
>ey _dki_jbf_glZevgh€ i_j_\ejdb [Zah\h]hhihahhir jdhajh[e
A
leZzg h[gbkex\Zevgh]h _dki_jbf_glm fZ} IZdbc \b]Jey”
1. =_g_jm}fh ]jZn ijhklhjm
2. Jhafesm}fh deevdZ Z]_gle\ m jeagbo kbag\dd}im&EZo 1Z
peevh\e \maeb
3. ;m"m}fh ~ey dh'ghlh Z]_glZ gZcdhjhlrbc fZmpjml [_a &
liZne\
4. H[gbkex}fh ~ yde maZ]Zevg_ge ihdZagbdbm gZijbdeZ
Ah\bgm fZjrjmle\ \keo Z] _gle\
5. ;m~*m}fh ”"ey dh'gh]lh Z] _glZ gZcdhjhlrbcxdB&jriml \bc
hibkZgm \bs_ fh”bnedZpex *m] JjZne\
6. H[gbkex}fh " _yde maZ]Zevg_ge ihdZagbdbm gZijbdeZ
Ah\"bgm fZjrjmle\ \keo Z]_gle\
7. lhje\gx}fh izjzf_ljb h[gbke_ge* gZ djhpe IZ
F_1Z _dki_jbf_gdmgZqgqblb mfh\b m ydbo f_Ih” a[eevr_ggy
NZYy Z~N_d\Zlge "ey ij_"f_Igh€ h[eZkle j _amevIZIb
P_cieZg gZkijz\"e mazZ]Zevg_gbc « fl€ _shZfl xfllv perasgdeZ p ¢
ijbdezZ~ge gl _jij _|Zp-€
GZc[eevr ijbjh~rgbf \brZ}Ivky \biZz*"hd dheb
: =jZn ~hkblv ihkimih\h ihdjb\z} _\dePAh¥icC _ijhnklie]j
gZijbdez” ijyfhdmligZ keldZ «a "hkblv ges\bgbdbf jhafejhf d
% KlzZjlh\e Thgdb Z]_gle\ i_j_[m\Zxlv mlyehgiblggse”*[ebavd
h~rghlh
& Degp_\e lhgdb Z] _gle\ agZoh”ylvky m Yw*gdkgsc [eba)
h~rghlh
>Zfh afeklh\gm egl_jij_IZpex pbo mfh\
Mfhi\z $ \ _dklj_fZevghfm \b]Jey”e hagZ®k}lhjbagZqg_gog
fh eb\bo i _j fes gv m \bJey”e ~je[ghaajghKiM€lkbkbbdbdee«lbg
G _nhjfZevgh p_ hagZqZ} \_ebdm k\h[hfmokhb[hgm “ghza\ihtm}
mgbdZlb [eewrhkneedle\ H"gZd gZ ijZdlbpe 1Zd_ k\hIVh\bs_ g_
\_ebdh]h egl_j km hkdeevdb \hgh g h[fffklbgw i sjh ralh™ZxIvky
rimggh klI\hj_ghx « g_ azZ\" b j_ ImeyjgZdnZkljmdImjhx ]j
Mfh\b % 1Z & hagZgzZxlv [ebavdeklv aZ]Zdvaghidh ghijyfdm
ijba\h”blv "h a[eevr_ggy ihl _gpecgbo dhgneedle\
>ey ijh\_~_ggy hibkZgbo \bs_ _dki_jlihfeglph \meh\phap
ijh]jzfge dhfihg_glb
Hibk h[gbkex\Zevgbo _dki Mbligghkfh mfh\b i_jrh]lh _dki_jbf_glm
ljhklej i_j_fes gv Z]_gle\ az”~zZ}lvky a\Zgbgbf]jzngh}glh\

ko _fZlbggh ij_"klZ\gZgjbfkmgdm nZdlbggh jhafej ]jZn
_dki_jbf_glZzevgh [m)\ o] >h\"bgb \Z]J&E ]hjjdbddeiebgbo
Am] “hje\gxxlv Z “h\'bgb #+Z]hplheflk”_ex}lvky klZg~Zjlgz

\de+rh\Z keldZ
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Jbk =jzn sh \bdhjbklh\m}Ivky \ _dki_jbf _ @lZo nzdlbqggh

M i_jrec k_j*€ _dki_jbf_gle\ Z] _glly j\hadeSminhZeb
\_jogvhfm dmldm ]jZnZ ¢ \ke \hgb ij@d]gimgbcihjZXblxltw m

Dh™ g _dki_jbf_gl m k_je€ \bjeagy\ky kathEd whldbg_ Mgyf ~
|Z[ebp- ihdZaZgh hyd ebogfgd a[eevr_ggy \Z]b afegx\ZeZky km
\erklZgv ijhc”_g_ Z]_glzfb

LZ[ebpy
KmfzZjge “h\"bgb fZjrjmle\ aZ jeagbo ijbjekl \Z]b
> evlzZz \Z]b KmfzZjgZ \«*"klZgv
0 127.279
0.2 144.880
0.4 152.994
0.6 159.923
0.8 165.923
1 171.923
HI"_  kihkl_je]Z}fh hgedm\Zgm aZdhdkhZggekdyeehb aggly

\Z]lb kmfzZjgz \e~klZgv ihklmih\h ajhki@Zlp kKdelewwdb "ZE-
h[_j_"gerbfb gzZfz]zZxqbkv mgbdzlb \"_ \bdhjbklZgs "m]b
PedZ\bf } deevdeklv dhgneedle\ Ih[Ih miZegigd A b ddljdfibl h\
"m] ]jZnZ H~™gZd p_c ihdZagbd [m”_ fZeyhdshijpea dhigrlerg bl
fh mlv \eA[m\ZIbky m jeage fhf_glb fh”_evgh]h qZkm
Lzdh" ijh]jzfz sh fh”_ex} ih\_7~egdm 2Z\hdd¥\*gthmiZam}
egnhjfZpex ijh fZjrijmlb Z] _gle\ 1Zdbf gbghf
Agent 0, best path 0:0->1:1->2:2->3:3->4:4->5:56>67:7->8:8->9:9.
Agent 1, best path 0:0->0:1->1:2->2:3->3:4->4:56-56:7->7:8->8:9->9:9.
Agent 2, best path 0:0->1:0->2:1->3:2->4:3->5:4567.6->8:7->9:8->9:9.
Agent 3, best path 0:0->0:1->0:2->1:3->2:4->3:56>45.7->6:8->7:8->8:8->9:9.
Agent 4, best path 0:0->1:0->2:0->3:1->4.:2->5:3467:5->8:6->9:7->9:8->9:9.
Agent 5, best path 0:0->1:1->1:2->1:3->1:4->2:56>34:7->5:8->6:8->7:9->8:9->9:9.
Agent 6, best path 0:0->1:1->2:1->3:1->4:1->5:23>67:4->8:5->8:6->8:7->8:8->9:9.
Agent 7, best path 0:0->0:1->0:2->0:3->0:4->1:56>23:7->4:8->5:8->6:9->7:9->8:9-
>9:9.
Agent 8, best path 0:0->1:0->2:0->3:0->4:0->5:1267.3->8:4->8:5->9.:6->9:7->9:8-
>9:9.
'] _gl best path 0:0->1:1->2:2->3:3->4:4->5:5->6:6->7:7.889:9.
Py nhjfZ g_ ajmqgZ "ey ZgZeeam hk\degidly\ghgnleridlib g_
\hgb 7~ey ajmqgghkle \b*ee g+ ie"dj_ka& \dbghfgZdBfrhmegdmzeecaZpe-y
fZjrjmle\ Z] _gle\ GZ jbkmgdm ithdZazghjrjyd b\ e ydlZXIlijb
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jeagbo af[eevr_ggy \Z]b Dhhgraesgllb aZ "hihfh]hx eegec S|
ih\lhjxxlvky sh a }*"gmxlv \maeb

> evlz 0Zb > evlZ OA b 0z b

> evlZ

L A
» [

Jbkd. <eamZeeaZpey deevdho \ZjeZgle\ agZdhphlrdbmy Z] _glZfb gZc
fZjrimle\ ijb jeagbo a[eevr._ggyo \Z]b

M i_jrec k_je€ _dki_jbf_gle\ mke Z] egkbZjle\b hZ*gpZzeélih\e
\maeb P_ amfh\lex} "hkblv qZkle dhgeegtilih bdbjbktZgkgy "m]
ljb i*"\bs_gge \ _ebgbgb af[eevr_ggy \Z]bmr*mt EQjrglb af
\bdhjbklh\m\ZIb ijhklej ihrmdmegdm&bheyrZd}bjh”~gh

GZklmigbc _dki_jbf_gl gZ gZr ih]JeypedZfhrgkljm} Segdm
aZijhihgh\Zgh]l]h f_ozZgeafm L_i_j fb jhafelem}ih jdagbdz Z]_
klZjlh\bo \maeZo g_ih*"Zeed h”bg \e" d&\tnhhh\_Volmd/thébpdmlz Z
peevh\e \maeb az”~zZ}fh jeagbfb Ze_ \ghldhlebdpmIigZz\khElvrgbh]h
dhgdj_Ige \maeb fb \dZam}fh 1Zd sh[ afiXjojinlb_jjebogzobky
dee}gle\ J _ameviZlb ~_ydbo _dki_jbf_dm\ SéaydZajhgdghkkemg
\eamZevgh]h \e”rkl_ "~ ggy fZjrjmlb jeagboes&dhgleNh\ihWgaZg-
eegec Lml [Zgbfh sh [_a \bdhjbklZggygyoXgtafhZjajmdtar
Z] _gle\ i_j IbgZxlvky m \_ebdec deemdBgby "MmleviZRIENib -a
agZq_ggyf NZ} ydekgh egrm dZjlbgm " HWZghjjmIihZain gd-

i _j_lgmebky :] _glb agZcreb g_hqg_\b~grgbdjgmibb disdifesdle\
l[jb pvhfm kmfzjgzZz ijhc”_gzZ \*"klZgv agtevrbezZkyjlglbagZq
58.669)

O A
AZ]Zevghbch8.66004755> evlZ \Z]b AZ]Zevgbc59.25483399> evlZ \B]b
Jbk <eamZeeaZpey ih\_"egdb Z] _gle\ sh phi@atBgh\ZghAghdhebp
fZxlv jeage peevh\le \maeb
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| gdh H < 1 _gdh

Ihjy*hd \bdhjbklZggy Z]_gle\ m
hrgZ hkh[eb\eklv [Zah\h]h is"0oh”"m

ijhp ke

< < Dh]Zg
aZklhkaohZmpgy [Zah\h]h

ibbyhHZj} amefimzibhaze “blv

\eg } gZkee rdhPfhkdii€b\HlelZlclei]
ihjy"hd \bdhjbklZggy Zh dlsydiht yagybycf

ihkp edh\gekdvf Zgbggbdhf

aZklhkm\zih 2ZgXdsamjhpagdging

iah_)eAghzng h

\er ihjy*dm \bdhjbklZggy \ gvhim Z]igfdZoMvp” cydlibjyg™\bd g_

fh gz afegblb hkdeevdb

GZijbdezZ” ydsh

ijehjbl_Im €ogvh€ mqgZkle Ydsh

gZ\ yazZgbf Zelhjblfm fh' gZ

\ZjeZgle\ ihkeerh\ghkl_c mqgzZkle Z]_gle\ \ Ze]lhjblfe
GZklmigbc _dki_jbf_gl \e~rjeagy}lvky b4

fe’ \maezZfb \Z]b m] |

\eMklZg _¢c m

Ih]h

i j )} \bizAdR\BFpe ydiengywlaky \en

ijZ\bevgec d\Z~jZlgec KdlpkhjmdeP hahfiheigh ~ey

sh[ a[eevrblb

al[eevr_ggy \Z]b

jeraghf¥Zpdgbklivdhgne]lmjZpec fZjrjmle\

2dki_jbf_gl dZ] GKZlibh ~himXjeZgle\

°a

Jhaf

ihkee"h\ghKl]l _glmzZe]lhjblfe J ameviZlb [Zdh]h ih\gh]h dhf[sgZl
_dki_jbf_glm ihdZaZgh m IZ[ebp-
LZ[ebpy
>h\"bgb fZjrjmle\ aZ jeagbo ihkee"h\ghkl ¢c mqgZzZkle Z]_
=jmi] J_Ze| ?n_dl| Dedv =jmil J_Ze| ?n_dl| Dedv
fZj Z \gZ | fzj fZj Z \gZ | fzj

rjm|o‘ \eNklZg \eNklz rjm|.\ rjm|o \eNklZ \eNKlZ rjm|.
1| 56.6685 57.2685 4 13| 56.8140| 57.1140 2
2| 56.6811| 57.1811 12 14| 56.8284| 57.1284 4
3| 56.6954| 57.1954 29 15| 56.8810| 57.0810 1
4 56.7329| 57.2329 10 16| 56.8962| 57.1962 2
5| 56.7387| 57.2387 4 17| 56.9314| 57.3314 4
6| 56.7438| 57.1438 8 18| 56.9355| 57.1355 4
7| 56.7582| 57.1582 14 19| 56.9427| 57.3427 3
8| 56.7604| 57.3604 1 20| 56.9622| 57.1622 1
9| 56.7611| 57.3611 1 21| 56.9894| 57.2894 3
10| 56.7854| 57.2854 1 22| 57.0058| 57.1058 3
11| 56.8031| 57.2031 4 23| 57.0140| 57.1140 2
12| 56.8078| 57.4078 12 24| 57.1766| 57.4766 2

?2n_dlb\gZ \erklZgv

Z]l _glz
Zelhjblfm

iekey

lh]h

yd

/\_yd.
OhqgzZ py \**klZgv g_
A ydbo \biz"dZo \hgZ fh _

sh nelmjm} \
"mlb \

|Zpablpgm fBpgm4m} »
liZneohmeb\bahreXggy-
} qZlidbgkl gk nk\dbg Z m
\by\blbky dhljockigpphx oZjzZzdl_jb

| _jrZ ]jmiZaihkee"h\ghkl_c Z]_gle\ ~ _fhgkljm} gZcdjZsbc i
aZ jZomghd a[eehro ggy] *h\nbglB\ gZ

j_Zevgh]h reyom

\eNklZgVv % PedZ\h sh gZklmigZ ]jmiZz
j_Zevgm “h\'bgm Ze f _grm
Afm]ec ]Jjmie [meh f_gr_ dhgneedle\

azZe_ "blv \eN [ZeZgkm peggeklx

dhgneedle\ m dhgdj_Igec ij_"f_lgec ]Zema-
> yde j_amevlZlb ey jeagbo ihke+s”hdgRaklg c dZaphXenggmih
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P A

Jbl6. Dhgnelm|Zpe€ fZjrimls\ Z] gl-\ aZ gvaghity Zkjily"\dm €o
Zelhjblfe imgdibjhf ihdZazges dhgne-dlb

GZ bkmgdm zZz |2k E ihdZaZge j_amevlZIib jh[hlb Ze]lhjk
hljbfzge ~ey ihkee*h\ghkl_c Z]_gle\ P_ aZ[_ai_qgqbeh
gZcf _grm azZ]Zevgm “h\'bgm fZjrjmle\ hilgkzerW\rhghkly c*"\ho
56.6684. <b”"gh sh g_a\Z Zxgb gZ jeages ihkeBOhfighkirlbZ]\ gle\
h[ho \biz~dZo h~rgzZdh\e AZ]ZevgZ deewdedtk|\Ww dinjdprke hdir\Z kb o
"m] zihdZazZge imgdlbjhf

Jbkmghkl ihdZam} j_ameviZl Ze]hjblfm ~eygilhkee*h\ghkl_c
3, \keo pbo \bMzZ~"dZo aZ]ZevgZ
\erKklZgVv £ sh ljhob ]ejr_ "ey gZcdjZsbo ihBee#l\skhkl| c
dhgneedle\ £ hagZqzZ} sh Ze]hjblf amfe\ az[_dai<kdblb f_grm
dhgneedle\ aZ g _agZqggh]lh a[eevr_ggy \ZglZ\ge\b[VB@dld .a \Z
azZe_"blv \e” |h]l]h sh \Z eb\er_ m dhgdfedgfrfaZ p by Zd\ldgmesd e\
gb \e*klZg-

Jbkmgh®l ihdZam} j_amevlZl Ze]hjblfm ~eygih\kkee*h\ghkl_c

|z Deevdeklv dhgrvenefdie\biZz*"dm aZ]Zevgz
\erklZgvVv Pe ihkeerh\ghkle ijh]jZxlv azZ \keiffd _ihdfHagbdzfb
ihkee"h\ghklyf « fh mlv [mlIb \eA"dbgngZIlimjgjhh_Xe¢g Hdfadm

LZdbf qgbghf ijb g_\_ebdec deevdhkle ZY_ klib\ fh gz
dhf[egZlhjgh \bq_jigbc _dki_jbf_gl agZcrh\zheZglbcdjZs-
ihkee"h\ghkl_c Z]_gle\

H[f_"_ggy [Zah\h]h .iKReM*mhamfelb sh gzZ\_"~_gbc \bs_ is”0oe*"
kmll}\e h[f_"_ggy P_ ijhl_Z} gh]lhhaigZgpbih\m ijbdezZz”gm

h{f_"_geklv < _ azZjzZa ijhley”Zxlvky fhhbniddhg'sE [¥dh\h]

ge\_exxIl¥ _yde h[f_~ ggy M a\ yadm a pbf \Z eb¥h knhjfme
hif_"_ggy
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Ihi_jr_ ijhklej ijbcgylly jer_gv ij_"klZYe_ gt Zm_ gth|ley
hje}glh\Zgh]h ]jZnZ P_ hagZqZ} sheg&Zziktekm\ZgogywNFZah\h]h
ithoh”m ih\ yazZzge a i_j_fes_ggy Z]_glfkhhj\de&"hAdfihieb\Z
maZlZevogalgZij_lZpey \Z]b “m]b sh ~ha\hey}alWklhikhto\em\ZIb [Z
Ney \e~rih\ergbo aZ\*"Zgv [_a ch]lh fh "bnedZp-€

>im]_ h[f_~ _ggy fZ} gZ m\Zaes sh ihhpegdZjlzdh¢lZg\gy
gbf fZjrjmlm m ]jZne a”eckgx}livky [_ah\MmjjZodRZgdm qRBk
ijbimklbfh gzZijbdezZz”® dheb qgqZk ih"hexkg§d ZZighzlfh ~m  _
fzdc Mfh\gh \ke Z] glb ~hezZxlv fZjriml flel}trklv PYyeckigh
kihkl_je]Z}Ivky \ ~_ydbo \biZz*"dZo gZvxllw dheb\d2] d\hfm
ijhklhje Djef Ihlh } ij_~f_Ige ]1Zerkbw IBfgAkhRimilyeZki_dIim }
ijbjh~ghx GZijbdez™ az\"Zggy jhaih?egohhkh{f j kyhjke\dee
g _h[oe*ge \bdhgZggy aZ\"Zggy i_j_ ™ €€ \bdhgZggyf

Lji I} h[f_~ _ggiykey Ihl]h yd [Zah\bc i«”0*”" \bagZqgblv "ey
fZjriml p_c fZjrjml g_ fh _ [mlb afeg mke Z2h ghbhg ycaazZzdegqZlv
ih~“hjh e

Hklzgg} h[f_~_ggy m Ihfm sh dhgnesdkihfevidZ Z}Ivky
\bdhjbklZzggy Z]_glzZfb ~m] ]jZnZz M "_ydbpobjbtghdZo [-e
egl_jij_1Zpe}x dhgneedIm fh _ [mlb h*"ggywadkdmaagZo hjZng Z[h
N yd_ih}*rgZggy pbo kbimZpec
<bkgh\db 1Z i_jki. &l babzZz Zxqgb gZ i_j _eeq_ge* h[f_~ _ggy [Zah\b
N fhgkljm} i_jki_dlib\gm ih\_"egdm m vyijHEgakih}bjeaZyNZggy
0$3) J _amevlZIib hibkZgbo \bs_ _dki_jimklglea”ZI|dhiglkl]j
agZoh”blb g_hg_\b~ge Ze_ peedhf zZey «\2dgridgBkdjemdh_gle\

;Zah\bc i*"o*™ o0ZjZdl_jgbc gZy\geklx hxkfgHjghlh Jei_jiZ
\_ebgbgb a[eevr_ggy \Z]b "m]b AfegZ\bpeh}lhaggdgdh by i®h qZk
h[gbkex\Zevgh]lh _dki_jbf_glm \e~rih\eéghBhh\dbgihRf$KjfjmIm
|Z deevdeklx dhgneedle\

| _jki_dIb\b IZ gzijyfdb jha\bldm [Zah\h]h i**"0oh”m

- fh*bnedZpey ihgylly dhgneedim sh “halpreyZgogygbdzZlb
deevdho Z]_gle\ m \mae-

-h[eed gbggbdZ gZkm sh ~“ha\heblv i_jlfimgZgdmaeepmdho Z
\maees ydsh p_ \eA[m\Z}Ivky m jeage fhf_glb gZkm

- jhajh[dz z\lIhfZlbah\Zgh€ ijhp_"mjb I|ljZ2gKknhafZp€ ]
dhgdj_Igbo ij_~f_Igbo h[eZkl_c m |_jfegbggpZahhmiin az\"
i_j_I\hj_ggy ij_~f_lgh€ h[eZkle dhgdjZihgh® cazjhkdej pZ\Z]Zfb
Am] I1Z \_jrbg sh \eAih\erZxlIv k_fZglbpe aZ™ZQq-
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AN APPROACH TO THE ELIMINATION OF CONFLICTS IN MULTI-
AGENT SYSTEMS BASED ON DIJKSTRA'S ALGORITHM

V.G.Penko, O.V.Penko, V.V.Kogan

Odesa National University named after I. I. Mechnikd¥bvoryanska St.,
Odesa, Ukraine,
e-mails: vpenko@onu.edu.ua, odael.odes@gmail.ctadislav.kogan@gmail.com

The task of path finding by an agent is one of the basic tasks arfidyieat practical importance. As a
rule, this is an optimization task that is solved in the spadbe state graph in order to minimize the
length of the path. Such a task becomes more difficult and lescewen more popular if it is solved on
the basis of one graph space by several agents. In thisacasker practically important optimization
parameter appears, which is expressed by the number ofctorifétween agents. Such an abstract
formulation of the task has numerous variants of formalization aatha humber of approaches to its
solution. In this paper, the main element of the approach is ppkcation of the classic Dijkstra
algorithm, which is executed sequentially by each agent. Wineliingj the shortest route, each agent
modifies the graph space in such a way as to reduce the itglaflconflicts with subsequent agents.
This approach is original and a number of computational expetsmeere performed to verify it using
software developed for this purpose. The experiments tha emrducted demonstrate the adequate
behavior of the main algorithm. The work analyzes the limitatinherent in the proposed approach
within the framework of the abstract formulation of the task. The directionstb&f development of the
basic approach have been determined.

Keywords: cooperative behavior of agents, Dijkstra's algorithm, multiageteisig, conflicts.
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F _Ih~b \by\e_ggy ihjmr_gv peeckghkle pbnjh\h€ egnhjfZpe€ pbnjh\bo
\eNr-h |Z ZmmZdees\ \ere]jZxlv \Zeb\m jhev ~"ey e<gnhjfZpecgh€ Iz

de[_j[_ai_db K_j_~ ihjmr_gv peeckghkle pbnjh\bo ah[jZ _gv hdj_
dZl_]hje}x fh gZ \b”eeblb ihklh[jh[dm iskey fh'eb\h€ nZevkbnedZp-+£€
dehgm\Zggy Z[h nhlhfhglZ" Ihklh[jh[dZ fh _ \bdhgm\Zlbkv jeagh
egkljmf_glzZfb jhafblly ie”"\bs _ggy jeadhkle fmevibieedZlb\gbc rmf Il
F Ih~b \by\le _ggy fmevibieedZlb\gh]l]h rmfm fZeh hk\ele_ge m \e~d]

N j_eZo 1lkgm} f Ihr azZkgh\Zgbc gZ ZgZeeaes dh_nepe}gle\ >DI
pbnjh\h]lh ah[jZz  _ggy ydbc ~h[j_ aZj dhf_gm\z\ k_[_ ijb a[_j_"_
h[jh[e_gbo nZcees\ [_a \ljZI H”gZd ch]h g_ [meh i_j \ej gh ijb a[_j_~

nhjfzle a \ljzlzZzfb F_1Z jkfhbls_ggy _n_dlb\ghkle \byle_ggy
fmevibieedZIlb\gh]h rmfm yd h[jh[db pbnjh\h]h ah[jZ _ggy
Hlgbkex\Zevgbc _dki_jbf_gl ijh\_~ gh a \bdhjbklZggyf [Zab -a
ah[jZz" _gv dh'g_a ydbo [meh i**™Zgh h[jh[pe fmevibieedZIb\gbf rm
"bki_jke}x  al[_jipega mhydhkle \eon ~h a djhdhf ;meh
agZc”_gh jeagbpx fZdkbfzZevghlh 1Z fegefZevgh]lh agZqg_ggy \bkhdb«
Zfieelm™m ~\hfZ jeagbfb kihkh[Zfb ¢« \bagZqg_gh "\Z ihdZagbdb <klzZ
sh lhggeklv \byle_ggy fmevibieedZlb\gh]h rmfm aZe_"blv \¢* kim
klbkg_ggy a \ljzIzfb Lhqgge<klv \byle_ggy rmfm kbevgh agb m}lvky

dh_nepe}gl klbkg_ggy \klZgh\e_gh gb'q_ IhdZzagbd | i*”oh”blv
\by\e_ggy fmevibieedZlb\gh]h rmfm m ah[jZ _ggyo a ydesklx \e~ A h
\o N Nh fey ah[jZ _gv a ydeklix \en ~h [jh\_~_ge* "hkee<""_ggy

"halhebeb agzZqgh i**\bsblb _n_dlb\geklv \byle ggy fmevibieedZlb
rmfm yd ihjmr_ggy peeckghkle pbnjh\h]h ah[jZ  _ggy

Dexgh\s kehm&vibieedZlb\gbc rmf ~bkdj _Ig_dhkbg
ihjmr_ggy peeckghkle pbnjh\h]h ah[jZ  _ggy

mkg_i_j_I\hj_ggy

<klmFmevibieedZlb\gbp rmlikth[jh[dZ ydZ fh _ [mlb \bdhjbklZg:
ijboh\Zggy nZevkbnedZpe+e€ ah[jZ _ggy Z[Zghhjjamreqgpdyh ki
ih\e"hfe _ggy G _ aZ\' b fmevibieedZIbNghbofehgfbfhVearfpievgh
jbk hkh[eb\h ydsh ah[jZ _ggy [medlZfb j gZigbdezZ\j
nhjfzle -3(* Lhfm \Z eb\h agZclb kihke[\byaddZgbhbhgZy\geklv
fmevibieedZlb\gh]h amfj@ _gg-
F_1Z jh[hldeA\bs_ggy _n_dlb\ghkle \by\e_ggy fmevibiesdZ
rmfm yd h[jh[db pbnjh\h]h ah[jZ _ggy
>ey "hky]Jg_ggy ithklz\e_gh€ f_I|Ib ihljbinghQ\ladRggkb gZ
1. >hkee*”blb kmqgzZkge f_Ih~b \by\le_ggy ithRh]Jhm[jh[db
ah[jZ  _ggy ijb chl]h nZevkbnedZp-+€
2. H[jzIb f_Ih” \by\le_ggy fmevibieedZIb\ghdh" rngfgry *ey "h
chlh _n_dlb\ghkle \ mfh\Zo a[_j_"_gegy iatKljAT]jlglodybiek
m nhjfZle a \ljZ1Zfb
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3. <bdhgzIlb fh~bnedZpex Zelhjblfm f_Ih~rZ \akadh]lh az |
j_Zesam\Zlb ch]l]h m ijh]jZfghfm ~h”Zldm
4. Hpegblb _n_dlb\geklv fhA*bnedh\Zgh]lh Ze]lhjblfm
FZl_jeZeb 1Z f_1kfbn} ~ deevdZ kihkh[e\ \bagZqg_ggy gZy\ghkle |
m ah[jZ _gge k_j % YWboaZkgh\Zgbc gZ ZgZeecae kbg]meyjgb
fZljbpe ah[jZ \dy¥e_ggy jhafblly rIimqgh]h i**"\bs @y -jeadhkl
f_Ih~ azZkgh\Zgbc gZ ZgZee+ae+ dh_n«ddrBbgerh K] ilgh]bhhj_ggy
\by\e_ggy jhafblly fmevibieedZlb\gh]lh rmim_dgynfirkey a[
h{jh[db [_a \2].ZI
>bkdj_lg_ dhkbgmkg_ i_j_I\hj_ggy_ >Wlh]hgZevg_
i _j_I\hj_ggy yd_ \bdhjbklh\m}kvhyjhpoded kbflgZee\ 1Z &lbkg_gg-
\ljz1zfb « azZzkgh\Zg_ gz i_j_I\hj_gge NmpT}[Za@}IvIiGZ gvl
gZcihimeyjgerbc nhjfzZl klbkdmJREGI|Z]ZXB]Z ~Zgh]h nhjfZlm
lhfm sh \eg ~halhey} af _grblb aZcfZgbdmnZgedhdegyZ "bk
al[_j*]Zggy ¢ chlh ieMljbfmxlv fZc _ &b J§ZAfrgmea ijb] [hfm
chlh gzklh \bdhjbKklkhpxZwevgbo f_j_"Zo > @
Kibkg_ggy ah[jZ _ggy \e*"[m\Z}Ivky aZ |Zdbfb djhdZfb
1. FZljbpy ah[jZ  _ggy "eeblvky gZ [ehdb 1
2. >ey dh'ghlh [ehdZ ah[jZ _ggy aZklhkh\rmmhbvky >DI aZ nhjfm

N-1 N-1

Cx+ iz P Q2y+ )=
DCT(, j) = —( (i) C(j) pinel(x, y) COS N COS N

LS LI ]

AZ ~“hihfh]lhx nhjfmeb >DI a”eckgx}lvkyjh\lj€oh[ed kilj ki h

gZklhigm Lh[lh dh  _g [ehd ah[jZ _ggymij\blleh™eyZINkpe 1
N al_jom aee\Z agZoh”ylvky gbavdexqZ kdBAImhgtdte\e«%ihf\efZb
ah[jZ _ggy Z agbaWwkdpar\gzklhlb yde \eMrih\erZxlIv2aZ dhglimjb

AR ETRETRRm
™ 0 O Y
w00 0K 1) (00
=
o i o R
=== = SR R
=ESEEE R
==ESEEEEE

JbklL ;ehd qzZklhlgh€ h[eZkle >DI

3. ?e_f _glb [ehdeylv gzZ fZljbpx d\Zglm\Zggy I|2hhdjm]exxl
gZcf _grh]lh pseh]l]h M j_ameviZle \bkhhdgmzbliblky fHhirhv
gZ dhglmjzZo fh mlv \bgbdgmlIb Zjl_nzZdlb
4. Hljbfzgz fZljbpy aZibkm}lvky m fZkZ\jZihad]hjoare\\gb g
HklZgge gmees g_ aZibkmxlvky Ihfm fadkb\ aZcfz} f_gr_
J amevlZlb 1Z h[]h\Ihkeyg9h"Z\Zggy gZ ah[jZ _ggy fmevibieedZI
rmfm a[eevrm}lvky Zfieelm”~Z dh_nepelgbDI\bjoEkdb B dBEkIh
\by\le_ggy fmevibieedZlb\gh]h rmfm glz\hXxDh\ih d¥] e pre }ichfm
sh \byley}lvky 1Zd_ ihjh]lh\_ agZq_ggyjeagblbrtdjhpe }g\e”
ah[jZ _ggy \*" g_h[jh¢&_¢gthkmgdm \b~gh sh g_h[jh[e_ge* ah[jZ
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fZxlv gZ[Z]Zlh f_grm Zfieeslm™"m g+ Afjhfe_-g>(* :klbKg_ggy
\ieb\Z} gz \bkhde gZklhlb m jZae+ a[ydhklggZfieelmret [m~"_
\e"*jeagylbky gZ[Z]Zlh f_gr_ jbk hiijh[e \g”j-alylhZb _ggy \"
g_h[jh[e_gh]h [m”~_ kdeZ"ger_

Hlgbkex\Zevgbc _dki_jbf_gl ijh\_~_gh 4dZalbdhjpgbklZggyf
ah[jZz" _gv dh'g_ a ydbo [meh i*"Zgh h\obperimilkelvibiesdZl
Abki_jke}x e a[_jjpegagh wdhkle \en ~h a djhdhf ;m
agZc”_gh jeagbpx fzZdkbfZevgh]lh 1Z fegeflleivgindh qZekig_ggy
Zfieelm”~m ~"\hfzZ jeagbfb kihkh[Zfb « Wpdbghbqg_gh "\Z ihdz

O6pobneke 3o06paxeHHs
Opwrinan

30 ‘ ‘

Jbk Ihje\gyggy dh_nepe}gle\ \bkhdbo gzZklhk >DI h[jh[e_gh]
g_h[jh[e_a@M[HZz _gv sh a[_j_"_ge m nhjfZle -34* I'd ydhkle

IhdZagbdt jeagbpy fe° gZc[eevrbf =« gZcf grbf agZq_g
mk_j _~“g_gbo dh_nepe}gle\ \bkhdbo qZkpibhhjpdhiih\ aflZ[ljdp ggy
deevdeklv mk_j ~"g_gbo agZq_gv “hje\dK3padejdkdhkle [ehde\ fZ

IhdZagbd jeagbpy fe gZc[eevrbf e« gZcf_grbf mk_j "~g_gt
fZljbpe agZq_ggyf \bkhdhgzZklhlgh]h idhhehgpb#hglZg~adkz¥b
deevdeklv mk_j_"g_gbo agZg_gv "hje\gx} jbk

v

JbK £lhje\gyggy ah[jZ _gv [_a fmevibieedZldb\gh]h rmfm .
fmevibieedZlb\gbf rmfHfxZz I"E
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>Zees [meh ijhZgZesah\Zgh | "ey ah[jZe _@vZ njj4{+reeginc ydh
jbkd \e~rh[jZ _gh yd afegxxlvky k_j "ge agldqaggy ghkZagbdZz
\eN ydhkle a[_j_ "~ _ggy ah[jZ _ggy\etdelzke ghkphXqg ggy ydhkle
hke hjrbglZl %

Mean aplitude 2
0.08 ) v -

o Mean aplitude 1 speckle=00i
i ! N N g " L . : without spec
speckle=0,005 0.07
without speckle y
30 0.06
- . 0.05
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o 2
5 EL 0.04
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E— <
< 0.03
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10 0.01
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JbMK. K _j ~ge agZq_ggy | 22eVzZah[jE _gv m jeagec ydhkle

<b”rgh sh iekey *_ydh]h agZq_ggy ydhkvkyjBér»db gZ[eb n
hrgh]lh L_ kzf_fh  _fh kihkl_je]ZIlb « "ey | jbk

HI"_  \b~gh sh iekey ~_ydhinwdhkdZgkbmgly g _fh eb\bf
\eNjeaghhlWZaghdjh[e _gh]lh « g _h[jh[e_gh]h ah[jZ _gvVv

?dki_jbf_glZevgbf reyohf [meh \bagZqg_ phr}ghlhphlh\8odh _n
lhggeklKKazZ nhjfmehx

ACC=(TP+TN)/(TP+TN+FP+FN),

N T73*klbggh ihablb\ge j_amevliZlIb

TN teklbggh g _]Zlb\ge j_ameviZlb

FP+tihfbedb ,, jh m |h[lh ob[gh ihablb\ge j_amevIZIb

FN tihfbedb , jh m |h[lh ob[gh g_]Zlb\ge j_amevlZIb

;meh hljbfZgh ]jZned jbk gZ ydhfm_ggy\dxgbwhkyleagZq
[ e <b”rgh sh lhqgeklv | jeadh iZ"2h yaypkdk[fZQrgv Z
lhggeklv | izZz”2Z} ey ah[jZ _gv *a ydeklxhfZgapraZombtlb
[meb ajh[e_ges "ey ah[jZ _gv *a ydeklx \e/ N h

Accuracy
09 v . '

Coefficients 1

0.85 | L Coefficients 2

08
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Jblb. $& & ihjhlh\bo agZqg_gv ey ah[jZ _gv m jeagec ydhkle
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ljhZzgZeesah\Zgh ah[jZdbgpv \beegydqjhgiin\bc dh_nepe}gl
ydbc fZ} gZc[eevrm\blydgekloyy fmevibieedZIlb\gh]h rmfm >ey ag.
fmevibieedZIb\gh]h rmfm [meb hljbf&lgeijj "ekrh\hel Zdl \
| Z [.el.

LZ[ebpy
Ihjh]h\e agZg_ggy ihdZagbde\ ijb LPQRLVH
Ydeklv 100 95 90 85 80 75 70
I 16.5524 | 17.698 | 19.4205| 19.923 | 10.615| 11.502| 2.9000
8

ACC1 0.7850 | 0.7950| 0.7900 | 0.7950 | 0.7550| 0.7700| 0.6150

Ilhfbedb 0.2150 | 0.2050| 0.2100 | 0.2000 | 0.2450| 0.2300| 0.3850
jh~m

Ilhfbedb 0 0 0 0.0050 | O 0 0
jh~m

I 0.0180 | 0.0158| 0.0133 | 0.0087 | 0.0092 | 0.0051| 0.0000

ACC2 0.7900 | 0.8100| 0.8250 | 0.5950 | 0.5400| 0.5100| 0.5000

Ilhfbedb 0.2150 | 0.1900| 0.1750 | 0.4100 | 0.4600 | 0.4950| 0.5000
jh”~m

Ilhfbedb 0.0100 | 0.0050(0 0 0.0100|0 0
jh~m

Fh gZ ih[Zgblb sh kihgzZldm | a [ecevr\exy}haufekixe \by
irkey agZq_ggy ydhkle lhqgeklv | ai2eXfmFIvkyZ Ajh[blb
\bkgh\hd sh ~ey jeagbo agZq_gv ydhkdagh& skihiles[ohk brind m
ihdZagbde\

Dh_nepe}gl | ie”oVteYolVby\le _ggy fmevibieedZlb\gh]lh rmfn

ah[jZ> _ggyo a ydeklx \e~” " h e HAA8y afhlhjZ  _pbv a ydeklx \e2
~h HljbfZge 1Zde ihjh]lh\e dh_nepe}gybyldhkle

Ney Ney Ney ydhkldey ydhkle nNey
ydhkle "ey ydhkle Ihjhlh\e tihjehgpxjglb | Ney
ydhkle Ney Ney Négy ey
75.

GZc[eevrZ |lhqggeklv "hky]Z}Iv&y yjbhkde ijb pvhfm
ihfbedb jh~m klZgh\eylv \e~ih\ergh Z ihfbedb jR"m =
\eNrih\ergh Z 1Zdh™ a | "~ey ydhkle jhm khZigaddbéylv .

Z ihfbedb jham % \eAih\sAgiB). jbk

Jbk. Ihje\gyggy Ihgghkle ihjhl]h\bo dh_nepe}gle\
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<bkgh\dbhkee~" _gh \ieb\ klbkg_ggy -3(* gZ \leyd&Zlggyhtmevlibi
rmfm \ ah[jZ _ggyo f_Ih*"hf aZzZkgh\zZghhdbgzZzgzZzgbhdeaD A NbK ey
ah[jZ  _gv sh a[_je]Zxlvky a ydeklx \e~rhljbfAge ihjmibkbe
dh_nepe}glb sh ~“halheyxlv \e~A"eeblb digyh\e® gp ahjlhke _gbo
Ihjhlh\e dh_nepe}glb [meb jhajZoh\zZgihkKhpZZbjeaghfb kgZz
hkgh\e [Zab -«a ah[jZz _gv

<klZzgh\e_gh sh Ilhqgeklv \by\e_ggy fmeihbieZeéZlib\gh]h
\eN kimi_gy klbkg_ggy a \IjZ1Zfb L hraqufrklkb\dwgba_agly m}lvky
dheb dh_nepe}gl kilbkg _ggy \klZgh\e _gh gb ' q_

IhdZagbd | ie"oh”blv 7~ey \byle _ggy fmemlfmeedZIlb\gh]l
ah[jZ> _ggyo a ydeklx \e~" " h e Ad8y aflhjZ  _pbv a ydeklx \e2
N h HljbfZge [Zdes ihjh]lh\e dh_nepes}gybyldhkle
Ney Ney Ney ydhklIvey ydhkle Ney
ydhkle Ney ydhkle Ihjh]lh\e fdhjshgpxjiglb I Ney
ydhkle Ney Ney népy Ney
75.
GZc[eevrZ lhgqgeklv "hky]Z}Ivky a | {jdypwdhikleihfbedb
jh~m klZgh\eylv . Z ihfbedbe jh™mlZdh™ a | "“ey
ydhkle . ihfbedb jh~m klzZgh\eyvihfbedsdb mtjh»

\e~ih\ergh
Kibkhd e*l_jZImjb

1. Jhamfyd ; H Ahjeeh < < >hkee” _ggy "iydb\dhjjlgawdezZz"Z g\
fZljbpe pbnjh\h]h ah[jZ _ggy yd hkgh\z gfy Ih"Z \'b
fmevlbieedZlb\gh]h rmfm H”*_kZ GMHI

2. Ahjeed < DhjhetihZ JhamfydF_|h” \by\e _ggy jhafblly 1Z
fmevibieedZlb\gh]h rmfm yd h[jh[db pbnjhg&Z]lhhkgHZ _ggy
ZgZeeam dh_nepe}glanhyDalbdz 1z fzZ1_fzZlbgge f_Ilh”b \
fhr _ex\Zgape.« - K -31.

3. Discrete cosine transform. URL:
https://en.wikipedia.org/wiki/Discrete_cosine_tramsio

4. Discrete cosine transform. URL:
https://www.mathworks.com/help/signal/ref/dct.html

5. JPEG. URL: https://en.wikipedia.org/wiki/JPEG
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DETECTION OF MULTIPLICATIVE NOISE IN DIGITAL IMAGES UNDER
LOSSY STORAGE CONDITIONS

K.O.Petruk, V.V.Zorilo, O.Yu.Lebedeva

National Odesa Polytechnic University
Shevchenko Ave., 1, Odesa, 65044, Ukraine
email: vikazarilo@gmail.com

Methods of detecting violations of the integrity of digital infotima (digital photo, video, and audio
files) play an important role for information and cyber seguAimong the violations of the integrity of
digital images, post-processing after possible falsiioathrough cloning or photomontage can be
singled out as a separate category. Post-processing can beittomarious tools: blurring, sharpening,
multiplicative noise, etc. The methods of detecting multipNeatioise are poorly illuminated in open
sources. There is a method based on the analysis of the DCRieogffof the digital image matrix,
which has proven itself well when saving processed filéisowt loss. However, it has not been tested
when saved in a lossy format. The purpose of the work is to g&ctba effectiveness of multiplicative
noise detection as a digital image processing. The computagmpafiment was carried out using a
database of 100 images, each of which was subjected to multiplicatiggonoiessing with a variance of
0.005 and saved in jpeg as a quality from O to 100 with a stepfbeXifference between the maximum
and minimum value of high frequencies (amplitude) was found in tviereiit ways and two indicators
are defined. It was established that the accuracy of multiplicatise detection depends on the degree of
lossy compression. The accuracy of noise detection is gredilged when the compression ratio is set
below 70. The P1 indicator is suitable for detecting multiplicative noigedges with quality from 98 to
100 and from 70 to 89, P2 - for images with quality from 89 to 97. The coddegearch allowed to
significantly improve the effectiveness of detecting miitigtive noise as a violation of the integrity of a
digital image.

Keywords: multiplicative noise, discrete cosine transformation, violation ofaligitage integrity.
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Jhal\blhd egnhjfZpecgbo I_ogheh]ec ahdj_fzZ rIimggh]h <gl_e_dIm ijb
rbjhdh]lh €0 aZklhkm\Zggy m [Z]Zlvho kn_jZo gZribjldhflly 1a kljefdbf
rimggh]h <gl_e _dIim ajhklzZ} deevdeklv \bizZ~de\ chpppe&€Zklhkm\Zggy *
pbnjh\bo ah[jZz" _gv Zm”eh \e” h lhsh lerjh[dZ pbnjh\bo Zm~*eh
g _[_ai_qghx a lhgdb ahjm \bdhjbklZggy aeh\fbkgbdzZfb “ey gbg_ggy <9
ikboheh]eggh]lh \ieb\m |Z fZgeimeypec kmkieevkI\hf I[ZIWndj fbfb eg”~b\enrZ
kmqgzZkge f_Ih”*b \by\eiegpy[hdm™MNthdhgZgbo aZkh[Zfb rImggh]lh «gl_e_dIm
<hgb fZxlv \bkhdm lhggeklv ijb pvhfm g_iha[Z\e_ge* of "heede\ Hkgh\gl
} kdeznrgz Zjoel_dImjz 1Z \bkhdzZ j_kmjkh}fgeklv F_lhx ~Zghx jh[hlb |
g_cjhggh€ f_j "« ydZ "ha\hebezZ [ a aZ*h\eevghieAjhddnkix \by\leylb Zm
I1Z gZ\qZggy ydh€ g_\bfzZ]Zeh [ agZggbo h[gbkex\Zevgbo j _kmjke\ ;me
Ney fh™rbnedZpe+€ Z kzZf_f _Ih” \by\le_ggy Zm~eh ie~rgh\thcE a \bdhjbklZgg
g_cjhggh€ f j "« :;meh fh”bnedh\Zgh f _|h® \byle _gdy Zm”eh ie*jh[hc
ih[m~h\b fh” _ee a gh\hx Zjoel _dimjhx a f_grhx deevdeklx rZje\ sh ~h
agZqgh kdhjhlblb gqzZkh\e \bljzZlb IZ ihlj_[b \ agZggbo h[gbkex\Zevgbo
ihje\gygge a ZgZeh]zZfb HljbfZge j_amevlZlb _dki_jbf_gle\ ea azklt
fhrbnedh\Zgh]lh f_Ih m ihdZamxlv azZ”h\eevgm _rkldib\geklv + lhqggek
Ihfbedb jh”"m kdeZeb ihfbedb *"jmlhahhjle*mgm: fh*bnedZp-ex
j_Zeeah\Zgh m ijhljzfghfm "h”~"Zldm «a ajmqgbf ¢ ijhklbf egl_jn_ckhf
Dexqgh\s kehl\Zggbc *gl_e_dl g_cjhgg=+if2jh[dZZkbVy\E mdgh

n_cdm

<klImiA jha\bldhf | _ogheh]ec ihrbj _ggy i*"jhmhel\lgpthébddBRgbgd qg
aZg_ihdh}ggy \ jeagbo kn_jZo M IlhcrpkbydjbYrajmhzZelvgagZqggm
M\ZIm Zm~eh ie”jh[db klZeb s_ h”gebx Anajphgx ibkdhogdgy

:m”~eh ie~rjh[db fh mlv az\~"ZIb agZqgh€ rdhihrby_glogdexqgzZxq
N _aegnhjfzZzpe€ \b"Z\Zggy k_[_ aZ e<gemphkhgmzmzZ«hZzghidizazfb
ajhklZzggyf e_]dhkle klI\hj_ggy i_j_dhgemdbohlZn{Zeh ierjdlb\gbo
f_oZgeafZo €0 \by\e_ggy klZ} i_jrhg_jlh\hx

Ihje\gygh a \eamZevgbfb ie?*jh[dZfb deevgibklygZAhjZ\etgpgbdlokln
ijh Zm~eh ie”jh[db } \erghkgh h[f_"_gh&Zdodle\Rjxtepin[e_ fb ~ey
9Z\qZggy |Z hpegdb fh”_e_c Jeb[hdleMgbZhpibpey _gaop™&y \byle_g
Zm”~eh ie”jh[hd <bjer_ggy p°<}€ ijh[e_bo \dhAzgv kimekighj_gge |
ihrbj_gge jeaghfzZgelgbo gZ[hje\ "Zglb[adbjh Zm~eh je"]

Fh~_ee Jeb[hdh]h gZ\gZggy fh mlv \bfZhkidx\dgvgly®€ h
ihim ghkle sh h[f_"m} €og} jha]lhjlZzgayhffZ ijgkfthyokmjkzfb Z[h
ieZlnhjfZo ihlhdh\h]h fh\e_ggy \ j_ZevgddzdpegZkh” _Hilb "ey
ie"\bs_ggy _n_dlb\ghkle [_a \ljZIb Ibfgglk]yfddexdgkes"" _gv

lgl_jij_lh\Zgeklv fh"_e_c \by\le_ggy Zdjldhggm” j\ig hedb\h x
ijh[e_fhx Jhamfeggy IZ ihykg_ggy ijjrp_&wm igboggylbyv \ hkgh\e pb
fhr_e_c } \Z eb\bf hkh[eb\h \ xjb hlgighfdhgl[hdkm” "R _ ijhahjeklv
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Ah\ejz fZxlv i_jrhjy*g_ agZq_ggy JhajhllZ\ajbgkefegbypy feb[hdbo
ierjh[hd&kn_jhx Zdlb\gbo “"hkee”"_gv
?n_dlb\gbfb kmqgzZkgbfb f_Ih~"Zfb \byhqd hdgly gZnkfmh gi="|
DeepSpectrum+ p_ fh” _ev ]Jeb[hdh]h gZ\gZggy ki_p<Zevgh jha
ZgZeecam |Z deZkbnedZpe+€ ki_dljhkdhieggbo *"Zgbo
'"HHS6SHFWUXP \bdhjbklh\m} fh eb\hkbdh]he]ld4bd4iZzggle ey
Z\lhfZlbggh]h \bemqg_ggy agZgmsbo od4jl{ldkdjbilkbogdboa"zZigbo -
kI\hj_ggy Ihggbo ijh]jghae\ Z[h deZkbkwddp +c elbdbqziZkib\Zo *"Zgl
feq_gbo ki_dlje\ '"HHS6SHFWUXP fh'dhgth\foZdbkkddZfYge\ ayA d Db
\ "Zgbo sh ~halhey} chfm \bdhgm\Zlb*lZDdbnadYoeygyZIlypkZe-\
dhgljhev ydhkle Z[h \by\e _ggy ZghfZeec > @

H~rge}x a dexgh\bo i_j \Z] '"HHS6SHFWUWUWXPh[}h[ely]b arZzZl
\bkhdhjhafejge ki_dljhkdhieqge "Zgeqllde qgaleltkifeklplevge kfm]b Z
dZgZeb Fhr_ev fh' ' n_dlb\gh nedkm\ZkdeZ"ige "kiZUdydevg-

hkh[eb\hkle sh “ha\hey} ijh\h”blb g2Z«dgldZmkee-a -

Hr"gZd yd-ydéiTh”~_ev fZrbggh]h gZz\qZggy 'HHS6SHFWUXP
h{f_"_ggy >ey “hkylg_ggy hilbfZevgh€cijhtjmjdgb\ggkKlagZ deevdel
fzjdh\Zgbo gzZ\qZevgbo ~"Zgbo sh fh'_eymhbedkl[ec faxhf_~ gbfb
Z[h » _nepblgbfb "Zgbfb GZ\qZggy fhyZegZHHS6A3HIEW&E XP \b[ejh
ihl_gpecgh fh™_ aZcgylb ]h*bgm gZ evxhom Z[h gZ\e«lv [

VGGish £+ p_ fh™ _ev Jeb[hdh]h gZ\gZggy jhajhie JgihihkRkees"ghb
*RRJOH ae« rimggh]lh «gl_e_dim ki_pyraedn\ghdgybagZgead Zen"+h <
i_jrm q_j]lm \bdhjbklh\m}lIvky *ey-\De@t_@wy¥ [dhmhagzZzd a- ki_dljh]
yde ihlef fh 'mlv [mlb \bdhjbklZges "ey jepabobazZa "Zgviehh\lZdbo
deZkbnedZpey Zm~eh acklZ\e _ggy kehglgkl<Z e h>Z@h \by

H”rge}x a ]heh\gbo i_j \Z] 9**LVK } chib&yZ[g{KINofgZ\
"bkdjbfegZlb\gbf j_ij_a_glZpeyf a Zm~*di\mxgbo k\kkdhgbkhdm
Zjoel_dlimjm 1Z \_ebdm deevdeklv iZjXly [|9%* s\hKgih\qZalkohiex\ZIb
yd gbavdhje\g_\e 1Zd « \bkhdhje\g_\e o&jlzdh[pdkIbdph amddrghbf
Ney rbjhdh]h ki_dljm azZ\"Zgv Zm”~ehZgZeesam

Djef Ih]h 9**LVK gZ\g_gbc gZ \_ebdgbm g hjhaZme'yhthfm
Ahl[j_ maZ]Zevgx\Zlb jeage Zm~eh”hf_ggmIhh?] eMgOR*gX¥¥Kg ydZ }
aZlZevgh~hklmighx fh ' gZ \bdhjbklh\m\ZAl&dg¥d ~dkljEdthpe "~Zg:
ijhfe gbo rZje\ fhr_ee fh mlv [mlb \bdhjmklZggyyd mfmhK ey ih*"Zevr
azZ\"Zgv P_ “ha\hey} dhjbkim\zZqgzf kdbjhklg|gkyo ij jij\&A]ZglZp-c
[_a g_h[oe~rghkle Ijb\Zeh]h gZ\gqZgg&ZogZmevhkghgpbgZ[hj

S_ h”ge}x i_j_\Z]lhx 9**LVK } ijhklhlZzZ\bdgh|bKIge®y FIh™ _ev
"hklmigZ yd j_ZeecaZpey 7THQVRU)OREBxXx sh jthjghbib €€ lcrh\frkd Zfb
]Jeb[hdh]h gZ\gqZggy ¢« “ha\hey} e_pdixeggljHimgZligh\pe+kKb

Hr"gZd <kgm} jbabd gzZ~fejgh€ Z~AZilZph[@leh&hhdb\h_ gjox |
deevdeklx feq_gbo "Zgbo Ydsh gZ\qZeygdikghyH[) %edghae \fh_ev
fh™ _ ih]Zgh maZ]Zevgx\Zlb g-adjdbde Zshehjbal_~ ~h agb g
ijhA"mdib\ghkle

GzZ\qzZggy |Z \bdhjbklZzggy fh”_e« fh _ \Withkelx\agZglydo
j_kmjke\ \dexqzZxgb izZf ylv IZ h[gbkdxdVZeGIZhqdilglgy gh” ees gZ
gbavdhijhmdlb\gbo Z[h h[f_" _gbo \ j_KmjkZonligbkké¥o6gbf Z
\bkgh\hd \ j_Zevghfm qZke gZ I1Zdbo ijbkljimyb kde&&Z"gfhf’ \
h[gbkex\Zevghfm ieZge GZ\qZggy fh*hpe "gh®Ka gZ gklf[ejhd
ihl_gpecgh fh'_ aZcgylb deevdZ Jh*bBbgvdgZevirthom Z[h gZ\
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AZagZq_ge- fh™ _ee “halheyxlv a \bkhdh&m4$ighyjskllckb\ btyr g ¥ lb
p_\bfz]Z} agZggbo h[gbkex\Zevgbo gxkegktbhdkjpbkiKdgegx ™ ih[mle
Z[h \ mfh\Zo g_fh eb\hkle "hkImimo¥H& jgdlo jk_jlimkZYh

F _lhx "Zghx jh[hlb } jhajh[dZ g_cjhglgdh¥h ébjeZ [ y bZh\eevgh:
lhgqgeklx \byleylbisZpm{dm I1Z g9gZ\qZggy ydh€ g_ \bfZ]Zeh |
h[gbkex\Zevgbo j_kmjke\

FZI_jeZeb |Z f_Yd*"BEevl_jgZlb\m aZagZqg_gbf f_Ih~Zf hkoh\gbf g_
} ihlj_ [Z m \_ebdbo h[gbkex\Zevgbo ilmtmjiglhkby@zi\jht*Egh\Zgh
gZklmigm fh” _ev g _cjhggh€ f_j "o

Fh~r _ev ih[m~h\ZgzZ azZ “hihfh]lhx 6HEZXh\ZWh kO n$BI,m jfrd } yd Z
ih}*gm} rZjb &RQY ' OD[3RROLQJ "' Jloe] oWy HI® ldzh "HP D hfihg g
[*evr " _[IZevgh

RZjb &RQY ' <bdhjbklh\mxlvky "\Z rZjbvERi®@Ydha g rPee
rZjb \bdhgmxlv hi_jzZpe€ alhjldb gz~ \phR]jghk xZ nyteh iki "&kllZ\ey}
a\md m \eamZevghfm nhjfzZle AZklhkhAmxep fineevijbhdij_ fex\Zlb
ehdZevge hkh[eb\hkle ae ki_dljh]jzZfb iZddkgixqgbh\hkgBgre a Zm":
kbl]gZehf GZ[¢] neevlje\ 1Zdh" \erhfipldyhdhymjzZrZjm a]lhjldh\h€
g_cjhggh€ f_jp_egZ[*] fZljbpv yde \bdhjbklh\mxlvky bdély alhjldb
NZgbfb > @

Dhg_ y*jh \bdhgm} hi_jZpex alhjldb \qzkgbo_jZm+to aJlafldb
y~rjh dh\az} ih \oe*gbf ~"Zgbf gZijbdezZ” « ih[qhex} dXeyjgbc
Ah[mlhd feo e _f_glZfb ynNjZ o \erih\ergbffbglatbgifbamevIiZIihf pvh]
h[gbke_ggy } gh\Z fZljbpy ydZ gZab\Z}hvHeYdiZy|hkhhladzd

GZ[*] neevlje\ m rZje alhjldb ~“ha\hey}d\Wdenegy!bkjraedse\ hekh «
\o**gbo "Zgbo Dh  _g neevlj fh™_ ki_lpyVee qaar\Z|bklyogizkh[eb\hkl ¢
lZdbo yd dhglmjb |1_dklmjb Z[h nhjfb "DZevi&hjprlehhlm\Zhb ~ey
\by\e_ggy jeagbo hkh[eb\hkl_c¢c m jeabbor"gglkobgGdijmdeg” "~ _ yc
neevljb fh mlv \by\eylb \ _jlbdZevge dhgbmajbg!|Zegvge+ Z |j_ I =
hkh[eb\hkle | _dkimjb

LZdbf gbghf gZ[ej neevlje\ m alhjldh}lB}nfhrZjes "hbhfZylb -
jhaisagz\zZlb jeage hkh[eb\hkle m \o*"gbodZjdmbdk Mejdgrx!_c yd
i j_"Z}Ivky gZ gZklmigbc je\ idhvVZeyrhihme&yZeeam « \bdhgZggy a
|Zdbo yd deZkbnedZpey Z[h \by\e_ggy h[ }dle\

Nmgdpey Zdlb\Zpe£€ Nmgdpey Zdlb\Zpe€ WoHFSMUBLHG /
\bdhjbklh\m}lvky iekey dh ' gh]lh rZjm &R YSHFNWhgdH & /AKYHDU 8
ZdIb\Zpecghx nmgdpe}x qgZklh \bdhjbkgbh\anfZjgh¥Z & g<tkgBRgijbcfz}
\o*"g_ agZq_ggy  ih\_jlz} fzdkbfmgb¢ agde_§gyfo5H/8 \ghkblv
g _ee+gecgeklv m fhr _ev “halheyxqgb €xZ}bhg¥XhbadidefA™g\db"ee ghbft
hagzZdZfb Py g_eegecgZ ZdIb\Zpey ihes]Ye}\arZAbb kKddefhr™ge " [Z¢
lZ ~bkdjbfegZpecge o0ZjZdl_jbklbdb ijb¥kdgllge \FZA mfZelbbqg _
ij_"klZ\e_ggy 5H/X nmgdB+«¥ ;gZklmig.ra T;

RZjb OD[3RROLQJ ' >\Z rZjb OD[3RRQOQEZ{UZID K&ERFQOMX'|vPaZ
rZjb \bdhgmxIlv *"Zmgk_fieeg] \b[bjZxqgbqgfdakbiZevdgeab[ }*gZgg
Af_grmxqb ijhklhjh\e jhafejb \oe”"gbo Q4Ogbo*hiDZIRR@L_j_]Ib
gZc[eevr \Z eb\m esgnhjfZpex af_grmxqlex}d ewgrmnkdhé¢gBlgeklv > @

RZj fZdkbfZevgh]h imeeg]m azZklhkh\mJapkjyydaXladbgZe\inkey
alhjldh\bo g_cjhggbo f_j_"Zo ChllfhiggblgZjhkilhjh\e jhafejb dZjl
hagZd mseevgxxgb egnhjfZpex « \bly]nmaglZ ¢lZc\Z eb\ere
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P_ ~hihfz]Z} agbablb deevdeklv iZjzZf hlljplbmh[fabkex\ Zehhgm
kdez”~geklv e« ajh[blb fh”_ev klecderhx 6f6bBZgZpvabodbd&kihl\hj gv
\oe*gbo "Zgbo

AZa\bgZc rZjb fZdkbfZevgh]h imeeg]lm aZWigkh\malvky
alhjldh\bfb rzjzfb ~ey af_gr_ggy ijhklhjpNthagBdfeRB\ dZ} afh]m
fhr_ees ahk_j_"blbky gZ gZc[eevr agZqpzshmo} hgyZjdzZglgekhd "h
fZkrlZ[m\zZggy 1Z i_j_fes_gv h[ }dle\ gZ ah[jZ _gg-

RZj) )ODWWHQ RZj )ODWWHQ ijbayZgZ]&Zdb\beé«sjgbe MNhgbog
hljbfzgbo gZ ihi_j_"geo rZjZzo \ hrghWfeijgjbd\hjdbgy Jhim} ~Zges »
gZklmigbo ih\geklx a }*gZgbo rzZje\ ¢hb\gEVyixdbhflizrevege hkh[eb\hl
a\mdm > @

lekey aZklhkm\Zggy a]lhjldh\bo rZje\ mgladhfldh\Bo g\ bojdg -
NZge fh mlv fZIb nhjfm Ijb\bfejgh]lh |_fyahED WK p\dle]H KHLJIJKW
FKDQQHOV ~_ jBE®MFIKBVIAHEDWFK KhafdkKoWAbkhLIGS WKbbgb
Z FKDQOQ+QUWeklv dZgZe-\

Hi_jZpey )ODWWHQ i_j_I\hjx} pe ljgbdbfjggbtzZzdsdlhjh”
h[ }*gmxqgb \ke _e_f_glb \ ihkee~ h\geldk _lgzdéffqlggHib\bfejgh]lh
| _gahjz klz} hdj_fbf _e_f_glhf h~rghkXbfejgh]h \_dlhj

Hi_jZpey )J)ODWWHQ \bdhjbklh\m}lvia]h{layh\boj oAhj*in Nk~
ihhgha\ yaZgbo rZje\ g _cjhggh€ f_j "pef€eREgeprhEMiN_[Ilb ih"Zg-e
rZjb a ih\gha\ yagbfb g _cjhgZfb yde hoedoixth hPghX&flejgfh]m
g_cjhggec f_j_ "¢ fh™_ex\Zlb kdezZ"geagzZeZihphklajh{blb ijh]jghab Z]
deZkbnedZpex gZ hkgh\e pbo “Zgbo

RzZj] "HQVH Ilh\gha\ yage rZjb 'HQVHo/D\[HUZ0 m~g]lj&xXlygb
jhev h[ }*gZggy hagZd hljbfZgbo ea-ifh”?_égevdggyj-RdeZ"gerbo
aZe_"ghkl_c¢c m ~"Zgbo > @

<hgb \klZgh\exxlv a\ yadb fe" dh gbf g_cjmhghef Ird drhlhggfhfm
g_cjhghf m ihi_j_~gvhfm rZje P_ hab@qgdlbcskbdhgzZeged ihi_j ~gvh
rZjm \ieb\Z} gZ dh ' _g g_cjhg m ih\gha\ yaghfm rZje

Dh™ g g _cjhg m ih\gha\ yaghfm rZjs hljbédmighoZkbdgZ &mfnm
dh™_g \oe~gbc kb]JgzZe fgh blvky gZ K\Wwhx «Z1bh\b'gggZz gZxlvky i*" ¢
gZ\qZggy fh”_ees o yleyxlv kh[hx iZzjZfgdfa]ZdvKh*hieébfeam\ZIlb

lekey h[gbke_ggy a\Z _gh€ kmfb g_cjhgjpmi\gkldak ly'angkihn
nmgdpex ZdIb\Zp+€ ~“h j_amevIiZIm Nhgdgey-Lgld\ZpmEfhhrev ~Z
afhlm fh~_ee Zijhdkbfm\Zlb kdezZz”"ge+ g \erfggbogs aZe_ "ghkl

<boe”"gbc kb]JgZe dh gh]h g_cjhgz \ ihANglyd\khdgkfm adjevIZ]
aZklhkm\Zggy nmgdpe+€ Zdlb\Zp+€ ~h a&\Z]'g 8 kRrefh b\oohkr g bfdh ™ m |\
i_j_"~zZ\Zlbky gZklmighfm rZjm \ g_cjhlgghrpbklh\ie\ Z[ilhky ey ajh[bl
ijhlghab gZijbdezZ® m aZ\~"Zgge deZkbnedZp-€

Ih\gha\ yage rZjb ~Zxlv afhlm fh”_ex\ZIth kKldefZ2"gragadefb g
Z kI\hjx\ZIb [eevr Jgmqgde |1Z \bjZagh fhtihebklBomghklgZijbdegp-
g _cjhggh€ f_j "« "ey mo\Ze _ggy jerZldn\gglhb \bOBHG\hfll* e

>h fh™ _ee \dexqg_gh ~\Z ih\gha\ yage rZgbrZ| kdeZ S2¢wkly a

hr"bgbpv ¢ \bdhjbklh\m} nmgdpex ZdIbXZp\s€£dbgii® gP eegecg-
i _j_I\hj_ggy \o**gbo "Zgbo \b”"eeyxqb\hyugH&KbZgmpslt]lsejevgbc rZj
kdez~Z}Ivky a h~rghlh _e f _glZ a kb]ibEZgh& rshgdp}jJofhAdjgekgbc
\bo*"N "ey aZ™Zq [*gZjgh€ deZkbnedZp-£€

<bs_a]z”"ZgZ Zjoel_dImjzZ fh"_egZ ijbRilgden_gZijhihgm} deev
ihfelgbo i_j_\Z] "ey aZ”"Zq deZkbnedZpe+€ Zm”"eh
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1) \b”ee_ggy ehdZevgbo hkhfEZphhiKIRQYt' ~m _ _n_dlb\gh
\breeyxlv ehdZevge hkh[eb\hkle \ ZmANdhlZxgkljhtgedflyb Az~
g \ _ebdbfb kijbcgyleb\bfb iheyfb fh” bevadBgmsdb\gzZhrkliZ\e ggy
ehdZevgbo iZl_jge\ \dexqZxqgb qZkh\<Zidd kb kdbjZev&y @2 jiZIgeklv
\eh\lex\ZIlb ~je[ge " _|Zee ie*\bsm} "bKdplikfvgtdptecegem arZ

2) *}jZjoeqg_ ij_"kIZVZ]|gogREOY '« OD[3BRROLQJ ' sh gZdeZ’
h~“bg g9Z h”gh]h ithe_]Jrmxlv klI\hj_ggy_"kjZle-gaty]halimdh\bo
oZjZdl_jbklibd 1hqgzZldh\e rzZjb aZohiexxlve ghavOhjt¥gle\eyd djZ€
| _dkIimjb |IZ hkgh\ge dhfihg_glb a\mdimhdhitébvegnhjbZgZkIimiges rZjb
\b\gqzZxlvky [eevr kdezZ~ge |Z Z[kljZzdlgPyijshjKljd\eggigykljmdIimjz
"halhey} fh”_ee« \bhdj_fex\ZIb yd gbaktdjr)gg\e\e IEadgzdb a \o*"g
ki_dljh]jzfb

JbKL. :joel _dImjZ fh”_e-

3) g_eegecgeklv e nmgdprd€exdIbdgp remygdpec ZdIgZlpbEVv5H/8
\ fh” _ev g_ee+sgecgeklv Py g _eegecgbkhwx *elyINYYh\iZZ" ggy kdezZ"gl
\azZ}fha\ yade\ ijbkmigeo \ Zm~eh"Zgklomxlde gq £lelgrcgefhgl jgb
aZe_ghkle NegZevgZ kb]fh€”rgZ nmgdpeyfhZdEe\Z\djd[eWld\hey
cfhlejgekgbc \boe” sh jh[blv €€ ijblZgdhagh®eyg eaZkDhpdZpe£€

4) n_dlb\geklv iZjzZf_lje\ Zjoel _dIlmjz fhZ2eBgkaZd ai[ hqmf}
j_e \Zglgh€ egnhjfZpe€ 1Z mgbdg_ggyliimgZydyjg kK]dhd hgjdb&kh\mxqb
ihfejgm deevdeklv neevlje\ IZ hi_jZpecaf[_ §rodgdyye videklevzZjzf [je\
ihje\gygh a [eevr Jeb[hdbfb Zjoel_dIimjegbkIV L 2AZf djsdIhh[blv
fhr _ev h[gbkex\Zevgh _n_dlb\ghx “halllbejyxeqMre+€gZipjjtb[eZgbo -
af_grmxgb jbabd i_j gZ\gZggy hkh[eb\H _ijbghph[blke\qg&Zelv[ghx
\b[ejdhx
J _amevlZlibgm\zZzggy fhr_ee gZ "ZIZk_1le \ e hd e mffizjygjbt ayZkgy
i*\]h~bgb [meh ijh\_~_gh _iho lj_dgnfhZ2daydZpaehdZidh " m \byle_gc
Zm~eh ie”rjh[hd a \bdhjbklZggyf g_cjhglgihg 4gpf ¢ _akevIZIhf
l[j_gm\Zggy \i_\g_ge*klv kdeZebkhjelgpyggthha ZgZeh]Zfb p_ Jejr_ \e"g
lhgghkle fhr_ee Ze_ djZs_ \ \bdhjbkleaggrkIR[fi_kKngjk&€\21«GZ jbk
g_j\hgbf ihagZq_gh j_amevliZl hljbfZgb& Ik d2Z\ ghegd Zigi o
|_klm\Zggy

h
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yA [
Jbk. =jZnedib \g_ghKleih\ghlb [ fh~_es

Precision \i_\g _ge<*klp_ thdZagbd _n_dlb\ghkle fh™ e+ \ dhgl_dkl
deZkbnedZpe+€ ydbc \bfejx} gZkldm \ejgabdle\gdbonyd avzepdld |\ k_j
mkeo _da_fieyje\ yde fh™r_ev i_j "ZqheéeZ}yadfhjmbhip\grblbe gZkdee
lhqggh fh”_ev «~ glbnedm} «klbggh ihablb\ge _da_fieyjb

5HFDOO ih\ghlzhdZagbd _n_dlb\ghkle fh”_ee ydbc \bfejx}
fh” _ee ijZ\bevgh <" _glbnedm\ZIb ihablb)jg?® adfzZéwyjd Heevdhk
Neckgbo ihablb\gbo _da_ fieyje\ m gZfhpyVeZgbgy ighgl*"Z gZkdeev
fhr_ev a~zZlgzZ \by\leylb \ke ihablb\geftpodeZldbiZfnetg\s g ]ZIb\g:
j_amevlZlb

lekey ijh\_" ggy |_klm\Zggy a- ] _Zevghib_dEfb i
_da_fieyjZfb [meZ \bagZq_gZ deevdekiv ijioehd 12 jh~"

JbB.lhfbedb 1Z jh™m

Ihfbedb jh~m kdeZeb Anyze hd ijh]jzfzZz ijh™_fhgkljm\Ze
aZ"h\eevgm jh[hIlm IZ \bkhdm _n_dlb\geklv

Ihfbedb i_jrh]lh jh~m Z[h ob[ge ihablbYyge KkhjZplwh\rghrg
\bgbdZIlb \ ijhp_ke ZgZeeam ~"Zgbo Z[h<hbbghhlimipringlb kijbgbg_g
jeagbfb nzZdlhjzfb 1Zdbfb yd klZlbklbqgdf \bjeZggboZ[H "gZd
g_a\Z Zxqgb gZ p_ aZlZevgZ deevdeklv IkgbfZ ebb egd aZp bib&sihy
ijbcgylgbc je\_gv <Z eb\h aZagzZqgblb 8ghijh]ljhigkljk} hbkhdm
lhgqgeklv « gZ~ecgeklv m \bdhgZgge k\ch€o hkgh\gbo nmgdp
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Djsf Ih]h \Z'eb\h mk\e~hfex\ZIb sh igfyqZk_dpr\gphile

ijh]jzfb g_h[o**gh \jZoh\m\ZIb c egde ydjzlidZadghdb Ihgghkle
|Z aZ]Zevgm a~Zlgeklv fhr_ee« i _j ~"[ZdZIlb ijZ\bevge j_amevV
Kibkhd el _jZImjb

1. What is a convolutional layer?. Databricks. URL:
[nttps://www.databricks.com/glossary/convolutionalda

2. Papers with codeemax pooling explained. The latest in Machine Leagr) Papers With

Code. URL} https://paperswithcode.com/method/maxipab

Layer flatten. TensorSpace.js. URL.:

[https://tensorspace.org/html/docs/layerFlatten.html

4. Kaplan D. Dense layer: the building block to neuetworks. URL:
[https://enjoymachinelearning.com/blog/dense-lgyer/.

5. GitHub £DeepSpectrum/DeepSpectrum. GitHub. URL:
https://github.com/DeepSpectrum/DeepSpectrum.

6. VGGish. GitHub. URL:
https://github.com/tensorflow/models/tree/master@ed®audioset/vggish.
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DETECTION OF AUDIO FAKES BY MEANS OF ARTIFICIAL
INTELLIGENCE

M.A. Stetsovskyi, V.V.Zorilo, O.Yu. Lebedeva

National Odesa Polytechnic University,
1, Shevchenko Ave, Odesa, Ukraine
vikazorilo@gmail.com

The development of information technologies, including artificial inteticg, is leading to their widespread use
in many areas of our lives. With the rapid development of @difintelligence, the number of cases of its
application to generate digital images, audio, video, etc. is gro@mgnterfeiting digital audio files is dangerous
from the point of view of being used by criminals to exert imétion and psychological influence and manipulate
society and individuals. There are modern methods for detecting audio fakelsynaettiécial intelligence. They
are highly accurate, but not without drawbacks. The main drawbackasrtigex architecture and high resource
intensity. The aim of this paper is to develop a neural netivak would allow detecting audio fakes with
satisfactory accuracy and whose training would not require signtiioanputing resources. A method was chosen
for modification, namely, the method of detecting audio fakes using a convolutiondlmeweark. The method
for detecting audio fakes was modified by building a model withva arehitecture with fewer layers, which
significantly reduced the time and computational resources rdquomrapared to analogues. The experimental
results obtained using the modified method show satisfactory efficiencgaméey of the system. Errors of the
first kind amounted to 24%, errors of the second kind - 9%. The devetopéification is implemented in a
software application with a convenient and simple interface.

Keywords: artificial intelligence, neural networks, audio forgery, audio fake detection
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GZpehgZevgbc Z\eZpecgbc mge\_jkbl _|
ijhki Ex[hfbjZ =maZzZjzZ Dbg€\ MdjZz€gZ
e-mail: professor_va@ukr.net

MklZlle aZijhihgh\ZgZ hpegdZ \eZklb\hkl_c egnhjfZpecgbo \lhj]lJg_gv hl
\hgb yleyxlv kh[hx \bizrdh\fZixhp kkddZkIb\hklhR\hey}

a ykm\zZlb je\_gv \geAnkh[Bkleklv gb ]jmim ex”_c¢ =+ jhajh[blb
_n_dlb\gm kbkl_fmljphplvhef@n ikboheh]eqgbc \ieb\ Z[h egnhjfZpecg_
\lhjlg_ggy sh } kdeZ”h\hx =ikbhjd&ptcgdh]h ijhib[hjikl\Z

\ieb\ gZ ex™_c 1Z €0 ]jmib sh a”eckgx}lvky a f _|hx afegb <~ heh]eq
ikboheh]eqgbo KkljmdIimj €0 k\e~rhfhkle 1Z ierk\erhfhkle l[jZgknhjf
_fhpecgbo klZge\ klbfmex\Zggy i _\gbb jbim*"PHZ tkpdlbdb

ie” \ieb\hf egnhjfdpbodleh]eqggh]h \ieb\m fh _ [mlb jeaghx yd m
rbjhle 1Zd + ih IbtgElctdhkle >ey |Ih]l]h sh[ gZ~Zlb egnhjfZpecg_
\lhjlg_ggy IZ ikboheh]eqgbc \ieb\ g h[oe~gh kihgzZldm kijh\hdm\ZIb
i j_ g _k _ggy \ieb\e\ >bgZfeqgZ je\gh\Z]Z fe  gbfb ihjmrm}lvky ex”
ihgbgz} i_j_"b\Zlb klZzg dh]gelb\gh]lh ~bkhgzZgkm lekey pvh]h fh
kihgmdZzZlb ~h \e~gh\e_ggy “mr_\gh€ je\gh\Z]b aZ jZomghd afegb k\h€«
al\bggbo chfm ih]Jey”~e\ i_j dhgzZgv ¢ \e*ghkbg IZ[m « kl_j _hlbie\ ih\
Lhfm ~“m _ \Z eb\h hpegx\Zlb \eZklb\hkle egnhjfZpecgbo \lhj]lJg_gv
ikboheh]eggbo \ieb\e\ sh “halheyxlv a ykm\ZI®pZ je\ _gv \ieb\m €«
hkh[bkleklv gb ]jmim ex”~_c¢c ¢ jhajh[blb _n_dlb\gm kbkl_fm ijhlk
IhdZzazZzgh sh 7~ey €0 ZgZeeam fh'gZ \bdhjbklh\m\zZlIb \ke [|e f_Ih~
\bdhjbklh\mxlvky “ey hpegdb 1Z ZgZeeam \biZ*"dh\bo ijhp_ke\ LZdt
ijh\_~ _gh jhale\wy2ggy \by\e_ggy kljb[dhih”e[gbo kie_kdes\ ydbc ihdZa:
sh aZ "hihfh]lhx 1Zdbo kb]gZegVyfkilmkh_[mlbg~bn_j _gpech\Zg-

Dexqh\e kehdZ[ j[_ai_dZ de[_jijhklej egnhjfZpecg_ ijhlb[hjkI\h
egnhjfZpesidgioheh]eqg_ ijhib[hjkI\h egnhjfZpecge- \lhjlg_ggy
fZzl_fZlbgge f_Ih”b

<klImiLgnhjfZpecg_ ijhlb[bpjkliVht*gZggy | _hj_Ibggbo agzZgv ijzdlb
ki_peZevgbo f_Ih”e\ 1Z | _ogheh]ec Igb\pe/dh\frm «dphhgfae@ecgh
ikboheh]eqgh]lh ijhlb[hjkI\Z \_ebq _agth &ZPhx hmthh ken Id x

A qgZkhf g_dhgljhevh\Zg_ihrbj_ggy IZhiybdmibdkhilgghyZ «gn
de[_jijhklhjm jZahf a hljbfzggyf agzZ&ggbbdihjjb REZg\ey ijba\_eh
e "h \bgbdg _ggy gh\bo ijbgpbie\ ih\ yaZgdbm & pbdlibgihh a gbo
klZeh jead_ aZ]lhklj_ggy fe gZjhrgh€ hdhgd e gl & ZpA cythd b
j_kmjkzfb 1Z egnhjfZpecgbf jbgdhf ljb pvlimg_ggd9yey aZz
egnhjfZpecgh]h ijhlbklhyggy IZ ijh\_" jZpychdy® fpokhéehdZevgbo
\ecg |IZ a[jhcgbo dhgneesdle\ kmgZkghkle

M pvhifm ~hkblv Zdlb\gh ihgZeb \bdhjbklh\erghaljdzihe @dph €
fZ]ekljzee yd _QWHUQHW YkdjzZ\BfEjbdgXphrkekd-€b Er\e€
Q_qges =jmac-€-Iivsdilf €g-

ljb pvhfm ikboheh]egqgbc \ieb\ Z[h egrmghjggpecgh Vihj]
kdeZ”"h\hx egnhjfikpodgeh]eqgh]lh ijhlb[hjkI\Z p_ \iebd gZ ex”"_c
]jmib sh a”eckgx}lvky a f_lhx afegb «dhlkkédhjqgdboklZmikiom| €o
k\erhfhkle 1Z ierk\erhfhkle |jZgknhofZipleZge\fhgkxigbex\Zggy
i_\gbo Ibie\ ih\_"egdb > @
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| _j_[m~h\Z ikboedb i*” \ieb\hf-agbbpf&ipleeqgth]h \ieb\m fh™ _
[mlIb jeaghx yd m rbjhle |ZdeekilmcdhflgiZkmMPZ i_jrbf djbl_je}f
jhajeagyxZypeZevges afegb I|hykh&lf¥gbil€boheh]egdhklZ
aZlZewf=gbkboedb I|h[lh cfagb ikboheh]eqgbo Zki_dle\ eg”b\e”,
Ajmlhfm afegb fh mlv [mlb dhjhidhgzZkgbfb |Z Ijb\Zebfb

Ikbohehlrdgeb\ e<gnhjfZpecg_\lhjlaZogwyg hffA}ghkle > @

- ydsh \iekijyfh\dggzkzfi_j ~ gzZ kihhbd\ghpecgm kn_jm
ex”_c¢c Ih”e chlh j_amevlZlh g@&gZig4gPvikyijyfh\Zghkle ¢ kbee
kihgmdZgv ex”_c

-ih}rgZggy \ieb\e\ gZ h[b”\e gZa\Zg- &\ Zjlb "gva \\theew}h \im
ZdIb\geklv exZdbf gbghf d_jm\ZIb €ogvhx ih\_"egdhx

- \ieb\ gZ dhfmgedB\bY*¢pdh\m kn_jm ki_pbnedm \aZ}fh~"e
kicedm\Zggy “hal\hey} kl\hibkbokthlZegbb dhdkdhlifnhjl
afmrm} ex”™ _c kie\ijZpx\Zlb Z[h dhgneedfm\ZIb a hlhgmxqg

-\ j_amevlZle egnhjfZpecgh]h \lhjljg_gdy \ielkbBbohelglqgh]
gl _e_dimZeagh\Zevgm kn_jm ex”bgb afegxxlvkyhihggeyfgbc [-d
o0ZjZdl_j kijbcgylly egnhjfZpe€ sh_cpAdftenhlZdby €€ ©dZjlbgZ k\elm

<e~Njih\ergh "h kdZay¥gh]im sh[ gZz”~ZIlb egnhjfZpecg_ \lhjlg_g
ikboheh]eqgbc \ieb\ g_h[oe*gh kihgZladmm€kih\hdmyZlb ggy
\ieb\e\ >bgzZfeqgZ je\gh\Z]Z fe  gbfexitbjgizrmiitMkyZ} i_j_"b\ZIlb
klZzg dh]gelb\gh]l]h “bkhgZgkm lekey p¥hhh *hh \pZgkibgmgy
Amr_\gh€ je\gh\Z]b aZ jZomghd afegb k\d€ohfdhelhijgyda\bqgb
i_j_dhgzZgv « \eAghkbg 1Z[m « kl_j_hlbie\ ih\_~egdhb

Lhfm ~m _ \Z eb\h hpegx\ZIlbeymbkiBphrkbrbo \lhjlg_gv qgb
ikboheh]eqgbo \ieb\e\ sh “ha\heyxIVYiabykngddkinh [Bklglv gqb
]Jimim ex”_c ¢ gZ\elv jhajh[blb _n_dlbAg8n kbkl_fm ijh
F_lhx jh[hlb} hpegdZ \eZklb\hkl_c egnhjfZpecdka-é&nMdbg_ gv
egnhjfZpecges \lhjlg_ggy y\leyxlv kh[hx Kbiz"dffdxlvijEmg-
\eZklb\hkll "~ey ZgZeeam fh gZ \bdhjbklih\m\Zlbydke Ie f_|I
\bdhjbklh\mxlvky ~ey hpegdb |Z ZgZes&m \biZz*dh\bo ijhp
Hkgh\gZz qzklB@x~"Zggy \by\e_ggy afegb \eZklb\hkl_c egnhjf.
\lhj]Jg_gv 1< “m _ \Z eb\_ "ey ijhlbéx€bgon \ikdim ge&x" c
kmkieevkI\h \ peehfm LZdh > 1< y\eyxIiyhiphfkhix &bfiZxXIdh¥og-e
\eZklb\hKhim~"ey €0 ZgZeeam fh gZ \bdhjbklh\m\2jte \ke e f_
\bdhjbklh\mxlvky “ey hpegdb |Z ZgZes&m-FoiZ*dh\bo ijhp

M jh[hlZ2d, 5@ |jhaley”~Z}Ivky azZ\~"Zggy \byle_ggy kljb[dh!
kie_kde\ ijbims_ggy sh \hgb jZgh qlbyiesbdha\éh[itmfhng hw
lZdbo kb]gZee\ kilghifth _mlg [mlb ~bn_j_gpech\Zge P+ h[klZ\
g_h[oe?*gh \jZoh\m\ZIb i** qZk ih[mby\e_ggyhjb¥itkdh\ az”rZgh
fzdkbfZevgh ~himklbfbc qgzZk kihkl_j_ "~ _@gggylhl<eyh \¢dpZ\
\bdhjbklh\m\ZIb g_ihkee*"h\ge « ihkees”rh\ge Ze]lhjblfb

M i_jrhfm \biZ~dm jer_ggy ijh gZy\gekl¥<gbjhefK i ikyklg Z
hkgh\e \kvh]lh ~hklmigh]h gZ[hjm kihkkdjhj ompw Vheyei ggy 1<
fh gz \bdhjbklh\m\ZIb ihkee~ h\ge f_IWNkly i ijdrgdmilfm gbkee
kKihkl_j_ " o5 @ Hkgh\gZ \e~feggeklv Zelhjblfe\ \Dkbegghoy 1< \e/
Zelhjblfe\ i_j \ejdb Jeihl_a ihey]zZ} \ ghyfmjhshe?jlemligeklv
\lhjlg_ggy fh _ [mlb ijbcgylh ebr_ gz IwnkilgZgfgrv htmhp™hk
kihkl _j_ " _ggy hkdeevdb gedheb g_fZgh |X4Z[ghe€ Ivkhn Ahkey
aZdegqg_ggy kihkl_j "~ gv Jha]Jeygmlhadij KbZlNbiazZZ\dZfg peye ¢ r
aZlZevgh]lh \by\e_ggy > @

ljbimklbfh sh a djhdzfb a glbM_j2NkfZdkbfZevgh fh eb\ _
gbkeh djhde\ kihkl_j_ " _ggy "“hkimigeakilZlele j[dZ mgb N\ _dlhjge
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\bizrdh\e \_ebgbbl_j_~[ZqZ}Ivky sh fh mlv \bgbdgmlb ~\e kbl
701271 ijbghfm ihAFyl hagZqz} afegm e<fh\ejgekgbo \eZklb\h
ihkeer"h\ghklrtl sh \eA[m\Z}Ivky m \biZ rdQb® fhihgdy
No f _d\e\Ze_glgZ \erkmlghkle 1< « fZ} g ygmeéwhhm cfh\ej
P(, f) PO 0) 3., (1. <\Z ZIbf_fh az~Zgbfb Zijehjge cfh\lejghk
gZy\ghkl8,, P( 1) PT7,®f § =« \e~kmigeBly \lhjlg_ggy
(30 1 3,) |z mfh\gbc Zijehjgbc jhaih”ee fhf_glm ih
3(® P(,pd >01T B(, dQ, OtO.

G_oZc mfh\ge seevghkle X, dthje\ fzZ} \bley”

B(¢) PXIT 0 —p(x) KRITL®n) 1)

il
j n
PO @ pX| 7L ,0 )0 p(xX)Rp.(xD PG, 2)
i1 ij2

j'dodj 1) ', j nd1,n 1n,

N pPa(x) £seevgeklv sh aZe _C bip gdftm
-P,.(x) ijb O n
Palx) @ ) ©)
On(Xn)IJbO n

Lzdbf qbghf ~h fhf_glm \likl _gay_ogyn 123,..
g_aZe_ g *a seepghkkyfickey \lhjlg_ggy m \klZgh\e_ghfm j_" |
g_aZe_'g°* *a s*epghRlZéb geklv seeyphkifh\eilgkimih\eklx
1< ijbghfm i_j_"[ZqZ}Ivky sh j_"bf gZRIKAZgh\bYayer_ g-°
g_j_akgZ sh "hje\gx} *gl_j\Zem gZkm fe \aZelmdHghdjlhdIh

<\_" fh nmgdpex \ljZl gZklmigbf gbghf

;901(n)a7-01un 1
o7 @0 @ c(n>@ I oy 1 @)
9,(M, 17 n',yOLn 1n,

A u 1 xjer_ggy ijh gZy\gekIR-fldjlgge +\Zjleklv aZljbfdb m
\bg_k_gge jer_ggy ijh gzZy\geklv \Ihjldihrg30 @Z1 hi{ibg
(n 1)'d Odn .

Jer_gow O ijh \erkmlgeklv 1< g¥ ldNhd#iAhdhlh gx}Ivky a
jer_ggyfu, sh”hih~h\" _ggkihkl_j_"_gv hkdeevdb ijb ih~Zevrhf

kihkl_j_~ _gge* \lhjlg_ggy fh'_ \bgbdgmlpdZ [@rdfm\Byip-.
kihkl_j_ " _ggy ijbibgy}llvky a \ejh]ergekMjZIZfizahf \bgbdZxlv

\1jZIb a\Tyazjbcgyllyf jerugdiy
;goo(N)nTO’uN 0,
o(7T @, N) @ (N) c(N>@ 7, &,y O 5)
jglO(N), 17 N',yO 0.
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< | Z agZo(ng oy, (N), g,;(n) g_ azZe_ ZIWL \ifbghfm

9uu(M dgy(N, 9o(N)  Go(Nd g N 20 aZe_"geklv \e? ghf_jZ djhdm fh"_
h[mfh\e gZ \Zjleklx kihkl_j_ "~ gv

>Zeg h[oergh ~hkee+”  _ggy \eZklb\hkl_ ¢ n,il$lk1é"\h\_ghk|°
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i1

<bdhjbklh\mxqgb nhjfmem Ney mfh\gh-€ cfinhjggrh kfilm 1Z
. —E (Xsy ’. ]T
PAi 1)'d ., i'|x'O0 15 @V b

, (16)
—L?/ /n,ltn 1,
AN D PXioD'd O] TL.
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kbkl_tz,,F,P),8 0 y\ey} kh[hx h~ghje~gmhfgjj=Vkgrd mbiZz~dh\m
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E_fZ ~ha\hey} \klZgh\ex\Zlb ~hklZlgeKklynitike"Z{\ghkl
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j_dmj_glghfm kis\\e~"ghr_ggx aRy @R, iRuagRFMAP al\fyaZg- a
ijbcgyllyf jerugw, u, O.

<bdhjbklh\mxqb iekey i_j_I\hj_gv hljbfm}fh
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dhfihg_g(z ®, sh ozjzdl_jbam} h[f_"_ggy 9Z k_j_"gec qZk "t
ljb\h]b ;Z Zgh sh[ k_j_~gec qZk ~h[méhgk€nhfji\h]peevr_ Z
k j_"gec qZk azZljbfdb m \byle gge a[hx \ sgbgblgfhrkx}lvky
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Wu) ML Wy | @tw, +ydgZcf_gr_ "eyd®d H” gZd |Zdh]h
ihkilmih\h djZsh]h ijZ\beZ g_ < kgm} LHEfimelhegshZdvgefeam}
\_ebgbsym )1d/ f ~h deZKm Ih[m~h\Z IZdh]lh ijZ\beZ aZkgh\Zg|

gZ lec *~_€ sh ydsh ijZ\beh } maz]zZfehvay _dbe\ec}klgkidbh \hgh
fegefZeVl®] Ih[lh ijZ\beh }\[dbkesh®h ~ _ydh]h g _\eZkgh]h jhaih”

« \boh”blv reyohf ]jZgbgghlh i_j_ohkie[ X<}k hikerdtha giiZ\be o
Wwchim aZe “biyv \en

<bdhjbkTh\mxqb g_\z'dh ihdzazlb sh ijz
_d\s\Ze _glgh ihjs\gyggx ihjh]hf%lztbk_lb”{f% g‘g ydzZ }

k'1ik
ghjfh\Zghx gz \_elflg®@ym kliZlbklbdhx M f_ ' ijBoO
kIZlbklbdZ

n

Mo 1 — (9.

Jha]eygk_lflhk ijZ\beh
1 MtA,

Wy An 1 (61)
AN nN_ydbc ihje] Z k@zdERHO®HEZvgy} j_dmj_glghfm kie\\erghr_gg?>

M, &00@ M MO,

(62)
e } ZgZeh]lhf h[ }dIZ ijh]Jgham mk_[j;’égl_gh]rg_gEZk@Ihfm
je\ghfejghfm jhaih”eem sh ijbibkm} \kR€ lijythzd gb]lbd hje\g-
( IX) pl()%o(x)) lhagzZqgbfh q_j_iaf htl:W t AT) fh eb\_
\by\e _ggy \lhjlg_ggy sh \erih\enrZ} e mihjA] AT) y
\b[bjz}Ivky 1Zdbf qbwhlif $h A keeM,(sh,[x]) 1M  hl _
M n} fZjlegZehf a gmevh\bfMk(j,M3f 0. Ydshlg a\Z ZIb gZ
i_j_kdhd ihjh]zZ KIZIBKID&R | T ohgZ py hpegdZ fh _ [mlb ]Jjm[h
ljbgzZcfge \\Z ZA(Gb| T fZ}fM, WAT Ih[la" (N e"'(T) 1jZ\beh
ijhl_ } fegefZdkghbf hkdeevdl

A(T)

WU OW MOV | (@ 3NDG oy Wyt O W JuP@ M .y )

0
aZe_"bIvQ-P_ a IbfUHY M (oW | JQtW D azZe_blvQer
>eckgh @jbagZoh”~bfhky ah\kef \ egrbo mf@\Zo higdseijdb
M{0O Zntl, } \biz~dh\bfb \_ebqbgZfb a jhaih®eeZfbjla@Zek “ZIv \e"
"M‘h’\ghj-’\gbc Ze g _klZpehgZjgbc FhfogXZlb~gkdd b k¢btm
Mijzg~rhfeaZpe}x \ ihgZldh\bc fhf_gl sh[_\bde&lxgbkEwmltggh
]_g_jm\ZIbf_fh \_ebgbgm \e”"ih\e”gh “h jhaih”eem

I(y) P(zdy P(M dyf Wtn1) 7P -fejZ sh \s+Aih\s~Z} kihkl_j ° _ggyf
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ijb O f Ih[lh aZz \-’\kmlghkl/\}wa[ith&\e-"h\g-klv sh aZ”h\hevgy}

j_dmj_glghfm kie\\er*ghr_ggx

M, &)L M, M (63)
 inf(nt1:W t A fhi_gl 1< sh \eAih\+AZ} ijZ\bay\tbAm_ggy
-, MUA,
u( Ay ®{l4t : (64)

0, M An 1

LZdbf gbghf ihkesAmAgiktjeagy}ivkywpdsevdb Ibf sh

\boh”blv g_ a gmey Z a \bi)lgl"dh[’()hﬁ) |Rdpbhree \_ebqbgb
ier"[bjZ}Ivky 1Zd sh]| ihkM-n\hlg,-sklv gZ fgh'HdZzot 3 [meZ

hrghjerghx M pvhimH@Ze ol | & W, Oy g_ aZe_blv \+»
( hkdeevdby@mpratl ijb nbe_kbjh\Zahfimeh' _ggy h~gZdh\h

_ A
HI'_ k_j_"gec qZk aZi.cag_ggy mMbgi@idgéy &ZHx" g_
0

aZe_"blv d="ijZ\beh _d\e\Ze_glgh Lhfm } ijlgjithfgdZ ij_|_g”"_
fegefZdkg_ ijZ\beh H~”gzd \"Z}Ivky ~h\blgldgpme bog « ZADKgklv ijb
\_ebdbo agZq(iggyo

L_hj fzZ G_oZc jhaih”edx) [ebgbjgh\gh -

3nax”0,JK) p, (x)dx f.

Lhnre "ey dhTghfihkkgmxlv agzxq ABHy f « cfhlejgbc dZo"

1Zde MSHY T ¢ ey Fmdk]h ijZ\UfQ2 '(T) ijbT o f
supM () jouyw )tlngMo G Mt O
A pe}€ I_hj_fb \bieb\z} fZc _ fegefZdkgekliwkd}2Vadz

C{MT) ofl j_rlZ qeot)Zo 0ijbT o f.

|_\ge aZolh"p kdez”gBA*"Zggyf Ajhamfeeh Tijohif_feph a
[,(y) a[¢]Z}Ivky a ]jZgbggbf klZpehgZjgbf IphdbiM"iejohf klZIbk
nof >ey [_jgmees€\kvdh€ ihkees~ h\ghklekilZklijkeegv\gdkle

ihdZah\bf jhaih?eehf\balyZq_gh@n Mkd-Mvap fZjlbg]Zehf a
fZI_fZIlbqgbf hgedm\Zg gy ih\eAgh ~h M (Mh W M , »
ihjsJAT) \bagZqgZ}Ivky aNe\gygdW, T.

Ydsh yd ihje]A@yIET M, 4/ IM,@tT 1jhl_-ihjr_ m k\h€c

A

ajhklzﬁ'- ihjm]_ agM¢lp 3Id/,(y) fh gZ ebr_ iekey \bagZq_ggy

0
fejb I, Pe h[klZ\bgb ihjh~ mxIv ijh[e_fb ijZdblZggn \bdhij
ihn[m~Ah\Zgh]h fegefZdkgh]h ijZ\beZ ykgM It ijbgizkgs ijb
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\_ebdbo angC_g@Md»fd_lz m \byle_gge a[hx ijZ\behf g_ ih\bg
kmll}\h \-"j-aglel?lmm\\biZ’"ldmf hkdeevdb ae+ a[eevr_ggyf qZKk
kihkl_j_~_ggy ifpfk ' gZ \\Z"ZIb klZpshgZjgbf

M jZae _dkihg_gpecgh]lh h”ghizZjzf_|jbdgeld h\ke¥gqZkl\Z
\_ebgbgZz

) exph X b( )T X,
AN b(h thimdeZ \gba nmgdpey sh () "b{0)hOr "gkbfilhlbqgge-
\eZklb\hkle ijZ\beZT o fiflnkee""_ge \ > @

<\_*_fh 1Zde ihagkg, ggfhZl_fZlbgqg_ hqgedm\Zg@yZalhx
iZjZf_ljin7T t; 1, M InJ(x) @F()7Th() + egnhjfZpecgZ deevdeklv
Dmev[Zgm

Ng( 7 ao

N() infoninT ) B, imMLexp 1 E(p Bp %
| o 1 c

i1l n =
\_ebgbgZz sh i_\gbf qgbghf o0ZjzZdl_jbamkdhd j ihghdzZ i_j
E supM, (MW )T @ (W, | = fZzdkbfZevg_ azZz fhf_glhf agZq_gg
1do f

K_j_"gvh€ aZljbfdb \ €€ \by\e_gge* ahi\\Zibhélg by _ gg w[meb

\ Meckghkle iZjZf_1j iekey ta[hfmhqge\\gdoy*gbf ijbEbghf I

\eNih\ergh "eyHptigldb[gh hpegblb hkliZgg} hgedm\Zggy A > @
sh ydsh imd] \b[jZIlb aZ nhAmEhxl, {0 tb' (7 b(t) f

NeyT*4 |h ijbof «7+4(4 R

My W T@T o)), (65)
1
E, (T b InT G, dlf, (66)

N"C ,x"_ydZ dhgklzZglZz
AgZq_ggyajhklzZ} as a[sevr_ggyf tjealgblprfir  dheb agZq_ggy

1ZjZf_ljZseevghkle ickey a[hx aZa”Ze_]e"v g_\e"hHEZ\be®ZjzZdl_jbk
fh mlv \by\blbky g_azZ”h\he_gbé¢djzskltlgjzdl_jbklibdb ijb
pvhfm fZ} ijZ\beh

winf " t1:” wT .,
N M O 3MYF() - mk_j_ ~"g_gZ azZ ~_ydi(q) felihbbklb62)
}
E 3EdF(). >ey pvhlh ijZ\bez az mfMg fshl « F(7
.,

ihablb\gZ « [_ai_j_j\gZ KkijZ\_~eb\s|g7kgkmjieqgzkdb il h @
M, WTL o(1);

— 1 a
E. Il'InT ElanT Gr c(1)<_(|, Tof A

EsupM, (W Gl tW) W, .

LZdbf gbghf ]Jheh\gbc ge_g Zkbfilhlbqgdhaphd h ade]Z3 Zgkayy
a Jheh\gbf qe_ghf jhadez”~"Zggy jbabdm7 teyh\dgBA*rdrihfddheb
Lhfm ijZ\beh a mk_j g _ggy ZkbfilhfZtegghzhidQtZeewggh"hfbf
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agZq_ggyf izZjZf_1jZ seevghkle iekey af\lmgghGZyaptKibnifimt \
jhadeZ”"EggteZlhx aZ Zijehjgm g_\bagZqg_g-klv

'gZeeslbggbc j_amevlZl fh™_ [mlb hljbtZpb€ *teA\boZbrsh a
ijZ\bezZ fZdkbfZevgh€ ijZ\"hih~e[ghkle

ljZ\beh \by\e_ggy "bkdj_lghl]h qgZkm Z@§imeHZ aZijhihi
"hkee”"" m\Zehky f_|Ih2DZjehg\ > @ <i_jr_ m jZae [_ai_j_j\gh]h
p_ ijZ\beh jhalJeygndlr m@>"@ke+""_gh ihkee"h\g_ijZ\beh \by\
| cN Z aZkgh\Zg_ gZ ihje\gygge a ihjh]dkbfzbgph€m fZ
ijZ\"hih~e[ghkle P_ ijZ\beh ZkbfilhlbggbTholbfZevghgke
i_jrhlh ihjy~rdm mTYH@ZkpbabsupdsssupM, ( W 1) ydbc "ey

al

gvhlh ~Ahje\gXAT@ o)) "1 M, IJdx) =+ egnhjfZpecgZ deevdekly
Dmev[ZdZ M > @ \klZgh\e_gZ kljh]ZjZ\ddZ dk g&EZ Kk eow h]h i
\ke®.

MaZ]Zevgx}fh hljbfZge j _ameviZIib gZ \bggyhahsdbhebg\bgbdg_
X, n! ¢ sh kihkl_je]Zxlvky jhaih”ee_ges \e”ihh\e”¢hd v ditgh]
jhaih”ep¢x),i LM, M t2 « g _h[os~gh \bagZqblb a ydbf ;Z Zgh agZ«
ijZ\beh yd fegefeam} m'(T) detkdkbfZevge agZqgq_ggy
suplls supM. (W | O L ~ey \keaM.
1 al [

HrgZd agZclb 1Zd_ ijZ\beh « gZ\elv ZiggyldzZidh¢{h <kgm\

degp_\M]dp_ \"Z}Ilvky
Lhfm ahk_j _~bfh m\zZ]nT oZf \biE&ahalyg _fh ijZ\beh

oj, i LA(T),

u - 67
ol %/\4 A(T) 1L,M,nt1, (67)
LN (MM M) a0 PO Dnting _gib
k1S k 0
klZlbklbMm@mzZ~h\hevgyxlv j_dmj_glgbf kie\\erghr_ggyf a
My & )0 MM 0 1M. (68)
Fhf gl 1<Wu) \e~ih\e~rZ} ijZ\bem
minky, . inf iy, A(T) . (69)

il M
M
AjhamfeetMsh)*d! (M) ' Lhim ydsh iW(@)th[jZgb IZdbf
il

qgbghf BhMAMT lifc t1)

M, Wt— 1 JM t _T T tT, (70)
gt e ™
ijbghfm [Z ZghM dM[MT.
A kee” sh klzw,kilblj_Nd }P, tfZjlbg]ZezZfb a gmevh\bfb
k_j_"gefb IMfm MW, LzZd MWdA tA(T) lh \b[A(T) MT
aZ[_ai_gm} g_MYghtkWMI < \e~ih\ergh ~h gZe_ "geklv ijZ\beZz

deZK@) >Zes a\Z' z@EQoMgew |0 W) @dMy(. |, W).
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Hkdeevdb ZgZeh]eqgh A(T) i NbT . Tof

MW 10 1OIMTIA o@) | FIT@ o@) I (9 Jxdx

lh i 1.'InT(™ o), T o f. (71)

HrgzZd hq_\b”gh sh k_j_"~gy azZljbfdz m \Yoyle _gg-
[Z]ZlhZevI]_jgZlb\gh]h ijZz\beZ g_ fh  _k[mlIbgix @izhixbddm m jZa-
dheb } ebr_42°gleikrl _aZ Hkdeevdb fegefZevgZ aZljb€dlz aZ gZy\
€ J]eihl_ab g_ f_gr_ \ ‘'&d¢bo@) egh™eo f Ilh ~ey \keo
[Z]ZlhZevI|_jgZlb\gbo ijZz(lDekidégX kmeb\Z gZkimigZ hpegdZ

SupM W |O'Wt PInTAL Q). (72)

Actl | Z \bjsh\Z}

W6 1.nT@ o@), T of,i LM. (73)

Lzdbf qgbghf [Z]1ZIhZevI_jgZlb\g_ ijZ\bAh) MT ijb
Zkbfilhlbggd\+s\Ze glgh « ey k_j "gvh€ aZljbfdbjbmic\by\e _gg-
]Jeihl_a+ kijz\_~eb\h je\ghkle sh afp{gghnkyjebg k@2 aZz

gZy\ghkle ebr_ h~ge}€ Jsihl_ab LhbmghghgkiZkikigbflijZ\behf
azZ i _jrbf ihjy~rdhf

sup 4T )
lim — al 1.
Tof inf supM, (W O W) «
us' (M a1

<bkgh\dbZzdbf qgbghf ijhp_k hpegx\Zggy \eZklbygiblole e+gnhijf
\Ihjlg_gv gb ikboheh]egqgbo \ieb\e\ &KimVhid\helyxlv Gegpb\m €0 m
hkh[bkleklv gb ]jmim ex”_c <« gZ\elvgjrhajbhkblbm njhdbi €
\Z eb\bf <jZoh\mxgb |_ sh hkgh\gZ jblfedgdokive LHglh
egnhjfZpecgbo \ieb\e\ \er deZkbqggb\ejdé]hqibnlifeqiihjey]Z} \ Ihfm
sh jer_ggy ijh \eAkmlgeklv \Ihjlg_ggygiyih_elmlbgiZbbklZggvhfm
Ahkimighfm djhpe kihkl_j_ ° ggy hkdeey4djiZzgdedhesh ¢ high}
\eA[m~_Ivky iekey aZdegq_ggy kihkl_jklIZlywv aghéa¥Veayggym}hthj fbf
\biZz~rdhf [sevr aZ]Zevgh]h \by\e _ggy
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ASSESSMENT OF PROPERTIES OF INFORMATION INTRUSIONS

V.0.Khoroshko, V.D.Kozyura, Yu.E.K RN K O DIF¥.8.KigHdevska

National Aviation University,

1, Lubomyra Huzara ave., Kyiv, 03058, Ukraine,
e-mail] professor va@ukr.net

The article offers an assessment of the properties of inf@mintrusions, as they are random processes
and have their own properties. This makes it possible to finthelgvel of their influence on an individual
or a group of people, and to develop an effective countermeasure sistbmsame time, psychological
influence or information intrusion, which is a component of informatiomapsychological confrontation,
is an influence on people and their groups, which is carried dltté aim of changing the ideological
and psychological structures of their consciousness and subconsciptramas$srming emotional states,
and stimulating certain types of behavior. The restructuringhef psyche under the influence of
informational and psychological influence can be different, bothréadth and in terms of temporal
stability. In order to provide informational intrusion and psycha@lgiimpact, disruptions and
transferences must first be induced. The dynamic balancedretivem is disturbed, a person begins to
experience a state of cognitive dissonance. After that, you can ereburatp restore mental balance by
changing his former views, beliefs and attitudes, taboos ar@btees of behavior. Therefore, it is very
important to evaluate the properties of informational intrustpsychological influences, which allow to
find out the level of their influence on an individual or a group opfeand to develop an effective
countermeasure system. It is shown that all the methods used fraiation and analysis of random
processes can be used for their analysis. The task of detspifingg bursts was also examined, which
showed that with the help of such signals, observations can be differentiated.

Keywords: cyber security, cyberspace, information warfare, informatinod psychological warfare,
information intrusions, mathematical methods.
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ljh[e_fm \bjer_ggy azZ\~Zgv “bkdj_Igh€ hilbfeaZpe€ ih\geklx g_ \bjer_gh
im[eedZpec gZmdh\bo jhajh[hd Ze]hjblfe\ 1Z ijh]jZfgbo ijh~*mdle\ g.
fheb\hkle i_j_\_klb fzl_fzZlbggbc ZzZizZjzl jha\ yaZggy azZ”Zq "bkdj._
hilbfeazZpe€ ~h deZkm J kdez~ghkle h[gqbke_gv Mke ZgZeelbqgge |Z d
Zelhjblfb \bjer_ggy aZ”Zq eegecgh€ |Z g_eesgecgh€ hilbfeaZp+e€ } 13 kd
a\ yadm a pbyd{mpvajh[db sh”h ie<*\bs_ggy _n_dlb\ghkle jh[hlb
Zelhjblfe\ aZebrzxlvky aZlj_[m\Zgbfb 1Z ZdIimZevgbfb M  pec |F
aZijhihgh\zgh \bdhjbklh\m\zZIlb ~_1|_jfegh\Zge 1Z bcfh\ejgekge ijbch
nhjfm\zZggy ijehjbl_lgh€ q_jlb dhfihg_gl \_dlhjZ jer_gv a f_Ihx ijbk\h}gg
ihablb\gbho agZqg_gv Ihkee~h\g_ nhjfm\Zggy \ZjezZglZ jer_gv fh’
\bdhjbklh\m\zZIb yd hljbfZggy gZ[eb _gh]h jer_ggy gb j_dhj*rgh]h agZz
peevh\h€ nmgdp+*€ sh m Ilhgqgbo ZelhjblfZo yd \boe”g_ jer_ggy |
iheesir_ggx M jh[hle gz\_”~_gh kihkh[b nhjfm\Zggy ijehjbl_Igh€ q_
dhgdj_Ibazpe€ dhfihg_gle\ \_dlhjZ jer_gv Hkgh\m ~_|_jfegh\Zgbo f.
klZgh\blv e~ y “Z~7e[gh]lh Ze]lhjblfm Fekp_ jhalZrm\Zggy m q_jaes \bag
\_ebgbghx \e~ih\eAgh€ dhfihg_glb \_dlhjZ \Zjlhkle H[eed \_ebgbgb g_\
kbkl_fe h[f_"_gv i**\bsm} ijehjbl_IgeklIWWZdHEidhlgf gaZzkh[hf
fhrbnedm}lvky ~jm]bc ~_I_jfeghWlZbggkkigkKe[hpegdZ ijehjbl_1le\
%jmgim}lvky gZ <~ _yo Ze]hjblfe\ fmjZrbgh€ dhelbba€ejlZ efelZpe€ \eNiZ
cfhlejghkle \bagZqz} agzZgbfeklv idhlfing_glB #Z ihablb\g_
agZqg_g@x\_" _gh gbkeh\bc ijbdez” g_\_ebdh€ jhafejghkle azZ”Zqe* ijh jz
sh ~_fhgkljm} hljbfZggy gZ[eb _gh]h jha\fyaZggy

Dexqh\e kehbkdj_lgZ hilbfeazZpey j_dhj® ijehjbl_lgZ q_j]Zz f_Ih” Jeehd
PN

<klmi>bkdj_IgZ hilbfeaZpey \bdhjbklh\m}lvkyo mteyeagldkle]Zema
AZ\"Zggy ieZgm\Zggy ljZgkihjim\ZgghbdbzglZz <\Z]Zllh]eegrbo
ijb\h~ylvky ~h fh"_e_ ¢ peehgbk_evghdbk_e¥ghdh\hepgehgh]h 1Z
g_ee+gecgh]lh fzl_fzZlbggh]lh ijh]jZfm\Zgay [mé&_\ihb_eafeggbfb
F_Ih~*b j_ZesaZpe+*€ pbo fh”_e_c gZkhhggdkg\bfi‘bieH]z2dlv<bjer_ggy
[Z]ZIvho ijbdeZ”gbo az\"Zgv sh fZxlv \_gebdigbaheth|g-e.Klv
hilbfZevgh]lh j_amevIiZIm <hgb \e*klZxlv In M_ydlbdg\bkZr"dZo g _
NZxlv hgedm\Zgh]lh jer_ggy A fZlI_fZlbglgb o kdablgdcE fhilbfeaZpe£€
gZe_Zlv "h deZkm 13 kdezZ~ghkle €d hffmbned?y-€gyaZemq_gg
dhf[egZlhjgbo ijbchfe\ sh a[eevrmxlv r\b~d¢kl¥dlajZ eghgkd ¢
Fhib\Zpey m kmgzZkgec ~“bkdj_Ilgyc ihijlbdblaZap dée Zkm 13 kdezZ”~ghkle
deZkm 3

HklZggef qZkhf ~ey \bjer_ggy [Z]Zlvdhoad\WgyZ|lghbZq
peehgbk_evgh]h eegecgh]lh ijh]jZfm\Zgagy iybdhfbklIsahmefledmx v
ih\_~egdm g_ -+gl_e_dkimZevimbmeyjgbfb klZeb Ze]lhjblfb fmjZrbg
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dhehgdf <hgb _n_dlb\gh \bdhjbklh\mxlvky 7~ey \bjor_ggy aZz:
dhfe\hy  _jZ jhaih”eem \bjh[gbgbo azZfh\¢hgmdIljh\afbe lgme 1Z «g
Ozjzdl_jge fhf_glb ih\_7egdb fmjZo yd@fzflbkgrkkVvv ipygfiblc 1Z
al\hjhlgbc a\ yahd 7~ha\hey} jhajh[eylbegZdEbjblgh cXplejjij 1Zpey
|Z nhjfZeeaZpey ih\_7~egdb fmjZo } hledhjbkfelgigbjo gjdyc zfe\ sh
aZe_ " Zlv \e~ gbadb iZjzf_lje\-ZRke\h \bdhganxIv h~rgZdh\m jh[hIm
iZjZe_evg_ jer_ggy h”ghlh « Ihlh ~ aZRjMZdigVyg hjleldgv dek v
n_jhfhge\ i_j_"Zgbo hkh[bgzf dhehge+€ aydgZihlehImi&pge =
\biZjh\m\Zggy n_jhRbregprX gz} \_edfgpbgmhkle ijbcgylh]h jer_ggy >ey
dh gh]h dhgdj_Igh]h \biz*"dm dhgdj_jo€mggbdqhkhfed€hkl _c }
eg"b\e"mZevgbc \b[ej agZq_gv iZjZf_ljefegP\Zgpc }jhp_Ik_
G _fh eb\h |I_hj_Ibgqgh ~h\_klb ge degmAdimm\dgeg hhhfgjeklvggy P _
g "heed 1Zdbo Ze]hjblfe\ yde efelmxdvekihl "dqbdimhpbWr\ yde } m
ijbjh”ne

lheeir_ggy _n_dlb\ghkle jh[hlb idhf[epgbbjgbo Ze]lhjblfe\
fh™_ \_klibkv jeagbfb reyozZfb Hkdeevdb f_Ihhbd¥ZaZpeadgpaoZggy
az\"Zgv i_j_"[ZqZ} hljbfZggy \bo+"glyph ger\mayyZdqbyny "hj_qg- c
Abkdj_Ilgec hilbfeazpe€ Qbf Ihgger_ Vboéefgb rjier hyjbym}fh
hilbfZevg_ jer _ggy i*® gZk \bdhjbklZgogfyp\IhDgldolhdéd]lhjthgb
fh mlv \bdhjbklh\m\ZIlbkv yd ~_yde gZ[éeb\bjor jggegig¥dllbggbo
aZ\"Zgv sh fzZxlv \_ebde jhafejghkle 1Z IgggakyeadpxMgkye
egnhjfZpe€ hilbfZevg_jer_ggy g_ fh Djpimib]ithlja§dZ g ggy peevh\h
nmgdpe€ \boe”"gh]lh jer_ggy \bdhjbklh\m}lviky wgdk j_ jthhtl
dhf[egZlhjgbo Ze]lhjblfe\
F _1Z jh[hlI¥ _Ihx jh[hlb } ihrmd dhf[egh\Zgbo Ze]bpylfe\ \bag.:
ihgzldh\h]h jha\fyaZzggy azZz”~Zq “bkdj_itghi€EsholpyeaZpredbrghkle
hljbfZggy jer_ggy M pec jh[hle ijhbtkd mhxkKyb\Bdlhpge ~ | _jfegh\Zge
|Z cfh\ejgekge ijbchfb yd azkh[b hljbflz& gy_jijphdhgtg IbazZp-€
agZq_gv dhfihg_gl \_dlhjzZ jer_gv HIjbfZghbggyZhillnfleghEprty h€
az”"zZqe fh _ \bdhjbklh\m\Zlbky yd gZ[edbq_ggyjpeaguh@ nmgdp -«
jhaley~Z}lvky yd j_dhjrg_ agZq_ggy iijjkil-dlb\g\Zagge"fgh bg
\ZjeZgle\ gz [Zaes f_Ih"m Jeehd 12 f_" Zdibjgbgrbade]hlb[lfg\
l[jhihgmxlvky azZkh[b \bagZq_ggy ihgzZldh\bo [Za+Zglebdjpo
h[gbkex\Zevgbo kdezZ”ghse\ hljbfZggy jer[moly \lyde~"gfthft "ey
lhggbo Ze]hjblfe\ Z 1Zdh  gZ[eb _gbfihgdshivhigh[ebN\Z[gZ
Hkgh\gZ qgzZkHikgh\gbf dhf[egZlhjgbf f_Ih~"hf \bjer_ggylaZ&~Zgv ~bl
hilbfeaZpe€ } f_Ih” ]Jeehd |Z dhjr*hge\a[> @*kihvZaB\ZZolmdhd degpe\d
[ _ aeeqe \ZjeZgle\ Jgmqgdeklv ¢ \erchibbtkI{ehldd\hely}f KCbnedmxlv 1Z
sh ijbkdhjxxlv ijhp_k hljbfZggy hilbfzev@Byhgpkdvggphp_"mjb
hpegx\Zggy fgh bgb \ZjeZgle\ jha[bll4fgghbgbb HAZidh" hagzdb
hilbfZevghkle 7~Z} fh eb\eklv ih\gbc \i_ijbleN_kZeZHleqZzkldh\h]h
i j_[hjm aZ jZomghd \e"kex\Zggy g _ighklbgdllB3gkafiiefrf* p_
ZelhjblfeazZpey jeagbo kihkh[e\ hljbfZggly hghgthgb dikj»igh bg
\ZjeZgle\ jha\ yaZgg®BZafZ&ber_ \bdhjbklh\m}lvky <~ _y jharbj_g
a\m _ggy €ogvh€ h[eZkl2)\bagZq_ghkle >

Yds Z hilbfZevg_  agZq_ggy peevh\h€ nmgdpr&rbghghdjbfzZzg ¢
fgh bge \Zje Gilehh \hgh fh™_ \bdhjbklh\m\ZIlbky yd HpogdZ \boe"gh
G IhagZgbfh €/G._j_a
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ljb jha\ yaZgge azZ”~Zq peehgbk_evgh]h ZggycgPREl ijh]jZfn
jharbj_ggy [_aee*qe \ZjeZgle\ ijh\h*blvk%y grewohbZ\tppdgy ~"h
\eNih\ergh€ azZ”Zqge eegecgh]lh ijh]jZfm\Zygydb&xIvkiy[I\bfh]Z
peeekghkle dhfihg_gle\ \ _dlhjZ jer_gv

M jh[h3@>gZ\_~ _gh "\Z kihkh[b jharbj_ggyely_&kjeqe ggysZgle\ "
azZ"zZqe ijh [Z]Zlhfejgbc jZg_pv f_|h*"h*ZlplkehddkZ_jbf _glZevgm
hpegdm €0 _n_dlb\ghkle

>eckgh ydsh \bagZqZzZ}lvky fZdkbfZevgnmagxrZa€ggy peevh\h€

Z=max | ¢X, (1)
j=1
gZ fgh bge \Z|GZgm\az”Z}Ivky h[f_" _ggyfb

| g dy, i=Lm @

j=1

x; +®,1, j=1n 3)
lh azfegb\ \bfh]m gZ C hljbfz}fh ¥« G bghm AZ]ZBdVky
hif_"_ggyfb@ "_

x, D[0,1] j=1n 3)

FzZ}fh aZz~Zgm ee+sgecghlh ijh]jZfm\Zggy
Zc:max‘li C; X;
ijb h[f_"_ggyo a
4% b, i-m
j=1

x, +[0,1} j=1n.

AZ\"*GCG =+ hl  Z tZ HilbfZzevg_ agZ ) lglgyegdhgh bghb
peehgbk_evgbo \ZjeZc /G h[lh

;eevr kijhs_gbc kihke[ hljbfZggy hpegerd gbe|Zghibfibjjgbo
mg_ peehqbk_evgbo az\*zZgv ijh jZg_pv Z kZf_

Z, =max | ¢ x,
=1

ijb h[f_‘_gw?qxj do, x; *[0,1} j=1n, kdeZ~h\bo ih q_ja- i Gfgh bghb
j=1

i=1,m HpegdZ [_aeecqe* peebo \ZjeZgle\ jeydggy \bagzZqZ}lvky
[G minZs i=1m.
Hgq \bArgh sh “éylhkkajz\_"eb\_ Kkis\\e* G ZGggy
Ydsh kdezZ”geklv h[gbke _gv \bagZqZ}lvky dheévijdexkig \bdhgn
Aim]bc kihke[ agZqgh f_gr kdeZ”~gbc dMgihfZgny peiehigbk evgbo
jer_gv h”ghfejgbo azZ\*"Zgv ijh jZg_pv #A@hhfkbhzcgphlZzfskiblv
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"hrgbo <l_jZpecgbo ijhp_ke\ Pvh]lh kdz&iHke[ijg_i_fijrbgz
<bagZq_ggy /G gwhz]Z} \bdhjbklZggy-fkbhiemdksh \e~jeagy}lvky
k\h}xh[gbkex\ZevgtigZ~rgekYxdsh kdezZ~geklv h[gbke_gv \bagZqgZ
gbkehf ¢l _jZpec \bdhgZgbo ~h hljbfZggjyer_hyiglyfZedjgts] h
\bdhjbklh\m\Zlb i_jrbc kihke[ AgZq_g@yZ 79ed hj\he& b mochfm
fgh bge f_gr_ \e”obetZvgy¥ \boerghfm Deevdeklv \_jrbg ~_j \Z je
sh i_j_ Jey*"ZxbgZgah _grblvdyhp "mjZ jha[blly [_aeeqe \ZjeZgle\
ierfgh bgb } "hkee”" m\Zghx + fh"bnedh\Zdh&mqgzZktbpghx jeag-e
ie"oh”b ih”eem [_aeeqe \ZjeZgle\ gZ pivhigh ahd "bdv* ihrmd
i_jki_dlb\gh]h sh feklblv hilbfZevgbc Bgbehdbiy€faghi_jrbo jh[el
az f_Ih~hf ]Jeehd ¢ dhjrhge\ } Zelhjbbf@ E Ighihgmhlaike>q
\ZjeZgle\ ~eeblb gz ~\Z ie~rfgh bghb lzmzf} ljgf ptbhgbk _evgZ
dhfihg_gx,\ hilbfZevghfm \ZjeZgle jha\ yaZggy \*Eih\e*gh€ a.
Fhlib\Zpey 1Zdbdeaexqgblb a jhaley”m \ZjeZglb m ydbo amkljeq
g_peehgbk_evge dlgfilgg gex,ygZ\dh€8hilbfZevghpbZg_ggwne-q
\ZjeZgle\ Neeblvky gZ "\Z ie~rfgh bgbgoggyéhf kigih\gbo h[f_~ gv
l1Zdx, dx] agb 1Zx, t[x,+1]"*_ >Dp@eZ qZklbaz MZdbc kihke[ jha[blly
yd « \_kv Zelhjblf g_ fZ\ mkieom dhd thff f_ INZmZ}dvky Ze]lhjblf
EeleZ 1Z6@ "ey \bjer_ggy aZ”Zqe ijh dhfe\hy ejemZj2ZjXjHskih"
ydm “~hpeevgh \dexqgblb ~h pbdem h[ €aAmeblghjdhk p®©gkxZINkyn
agZq_ggy peevh\h€ nmgdp*€ ydsh g_bdefmlV_jdeXlZ gZ*h}lvky
iZje a gZc[eevrhx deevdeklx \IjZI 1lkgdpec deblg"imh™ery \bjer_ggy
az"zZqe ijh dhfe\hy 7@lhgd{eb8@e *¥h\ejgehgdiedh _H@ > a
kbf_ljbgghx fZljbp_x \«4®IZlg[gbkex\Zevges Zelhjblfb “ey \bjer_ggy
\_ebdh€ jhafepgHE[Z]ZIhgrbol”_y ihkeerh\gh€ ih[m~h\b jer_ggy >
\g_keh ~_yd_\ihjy*dm\Zggy \ ijhp_"grihzZjmaghilyglz ae™~fgh bgb
GZ dh ghfm _IZie jha[blly dhgdj_Ibamxlgkydhifibg\«gbgXgdldjZ
jer_gv Fgh'bgZ sh jha[b\Z}Ivky ~ediblvkly goZZ ag 4ldibg feklblv
\ZjeZglb sh \e"jeagyxlvky aZ agZqg_gguwiZdfvggh€jhfd YHaihey]Z}
m \bagZqgq _gge ijehjbl _Igh€ q_j]l]b dhfihg_gl\h@de*jgh*malv ydhx
dhgdj_Ibah\zZge- <e" pvh]lh aze_"blv kimiedhvibtZdephl]lygy ~"h
h~r _j" m\Zghlh jqtllggy*"hfe 1Zdh " Ze]hjblfb yd2@"[gbclbxygbc
[13@ fmjZrbgh€ M@ h§Z§Zz*h dhf[egh\ZgbolS@Zijsheigghihgmxlv
jeage kihkh[b nhjfm\zZggy ijehjbl_Igh#é @ _g¢gpoo YEJBibkdh\m}Iivky "ey
hljbfZggy gZ[eb _gh]h jer_ggy j_dhj®*ghhhh&gdmgdgy€pZ[h [Zjgh]l
ithgzZldh\h]h \ZjeZglZ jer_ggy sh i**"eM|&j}Zshghexvrhifm Ih~e Jeehd
1z f_" j_dhj*g_ agZq_ggy \bdnhgb&Zk\erp Meviky x\Zggy \ZjeZgle\

GZ[eb _ge* Ze]lhjblfb dhf[egZlhjgh€ hlidbdbdEp EZ}i~yhhfm
_1zZie ydbfhkv azkh[hf \bagzZqz}lvky \Zj\ZzgNjmhfmgh Ze _
iheeir _ggy lheeir_ggy afegZ agZq_gv iZjZf _lje\ Ki_pe+Zevge ijl
aZklhkm\zZggy f_Ih”bd egrh]h kihkh[mer*ZEh "\ €klhkd¥Zgh€azZzr"ZqZo
[me_\bfb afeggbfb ~_ydbf dhfihg_glZf sh PzZxiplkdhZ§lvkyy ©
agZq_ggy © 2 « gzZ\izdb Sh ~ *h i_jmihof 1Zem_gddy*baoh”~blv Z[h
AN | _jfegh\Zgbf kihkh[hf Z[h a \bdhjbkVZdgyfrdhahthgihrmdm
Kzfz ijhp_"mjz hljbfZggy \ZjezZglZ jer kygyydjh ajjek\'h2 plyy
ihablb\gbo agzZq_gv dhfihg_glzf \_dlhjzZz jwhxgvjehAjbtglhghax €0g
g_jlhx vydzZ \bagzZqZzZ}lvky a mjZom\Zddggb\klimalmp\B&d gy Z[h
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ijhihjpecgh \_ebgbge cfh\ejghkle sh hpgbekexgiiicky \v”  jy~m
i ZjZf _lje\
M jh[hle aZijhihgh\ZzgzZz 1ZdZ ko_fzZ degkbn«d]piElfgzZ[eb _
dhf[egZlhjgh€ hilbffb&Ipe€
Gb 'g_ gZ\h~blvky dhjhlidbc hibk is”oh”ehjmlhjlfignh¥eZ gigy]bj
dhfihg_gl \_dlhjZ jer_gv ey azZ"Z¢g2)¥3).hklZgh\p-
lhagZg_ggy o
£\_dlhj jerx=%, j=1n;
+fgh ' bgZ «g”_dke\ dhgdj_Ibah\z, = 'J\/szljg_gl
+fgh bgZ «g”_dke\ dhfihg_g!l \_dlhjz jeijlgk\hgdbfalghZgZggy

- 1
© 2, @-lL/h !a)tos i;
jelx C
tijehjbl_lgZ q_j]Z sg”_dke\ dhfihg_gS;= ’)1,j2,..,jk r_gv

JbR.DeZkbnedZpesy gZ[eb" _gbo Zelhjblfs\bdhd-mZE hjgh€ hil

ljb  ~_|_jfegh\Zghfm ie”oh”e ijehjbl_IgZlvgyelr nlajfm
mjZom\Zggyf qbkeh\b\o NZgbo E- \o_rihyl_vevn B gEdbggen blv
C=é\j j:R;A=aij,i=lm;j=1,n;
| Z
B=Hf i=1m.

1~y “Z"~e[gh]lh Ze]lhjblfm i_j_~[ZqZ} h[gkd _e@bdhjZzdpfghgyd
\_ebgbg yde \ghkylv ©\g_khd? agZg€ggy peevh\h€ nmgdp-

Yds g tg,,..tc, lh ijehjblglgj3s;= Noigwend -

Dhf[egh\Zgbc kihikgm} ~\zZ fhf_glb <~ _x “Z~e[gh]lh Ze]lhjblf
\jZom\Zggy \_ebgbgb g_\ yadb m kbkl_fdj hjpfazpg€ 0gjbj]dhoge
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dhfihg_g¢xp) \_dlhjZ jer_gv <bagZqzZ}lvky C€q;ZIfe\x /jbV,gdzZ
|Zdbf gbghf hljbfz}fh
q =q_:1(b a).

JZg m\zZggy \ ihjy*dm ajhklq;3\dyay ZelZgbigehjbl_ISn q_j]lm

ljb g_"_I_jfegh\Zghfm ie¢~oh”e ijehjbl gligskMbadZfqEylvky
\_ebgbghx cfh\ejghkle Qbf [eevrZ py [deebgdbgZgKbAb[hjm
\eNMih\ergh€ dhfihg _glb KZf \b[e] aZaklygZeyoaf-dkgx}jllp-£€
\biz~rdh\h€ \_ebqgbgb je\ghfejgh jhaizhe™®e gh€lfleghZja "eeblvky g:
gZklbgb ijhihjpecgh ~h \_ebgbg cfhlegghkbhoZqllgiggy*2biz~"dh\h€
\_ebgbgb m \e?ih\ergm qgZklbgm gl _jjZehfihlgagZymZKk-ghkfblbf
aZebrz}lvky iblZggy 1ijh h[gbke_ggy \lebqgbgh cighd» otk
ijehjbl_Igeklv dhfihg_glzf H~”bg e+a kZipkkg[ekh\p regpdd " bl\bo
g_*gl_e_dlmZevgbo *klhl gb ijbjh*gbo VAGB]hNg|fZdeaZgdpZgh]h
ijbjh~rgh]lh ijhp_km ijba\h”blv ~h gZ[ngllygvgbMe hH@ gk Z g h
yd ih\_7~egdZ hkh[bg fmjZrbgh€ dhehjggigyhZ&}hidlbe\kjhla\ yaZggy
azZ™"Zq dhf[egZlhjgh€ hilbfeaZpe€ ;Z]Zdhglhle hgwgEekbvh bd €a ydbo
\bdhgm} kzZfhklecgh k\hx jh[hIm "hky]kxqlkijb£fZéngkyE yfd
_e_f_ gl fzkb\ghkle M efh\lejgekgbo Zehljb\éxdlvey yjd gZ[-]j
klZIbklbggbo ~Zgbo ijh hljbfm\Zge jekyglgy kZbjeat\1¥2ggy [Z]ZIVviZ
Z]_glzfb ge[b fmjZozfb gbkeh ydbo zjzfklja¥eyhlvkhy[hie
Zelhjblfm

lgrbc “m"_ \Z eb\bc fhf_gl p_ gZy\g«+kdh[Zfp Hheh =€ 1Ijb
i _j_km\Zgge \erdezZ"Z}Ivky kee” g_j_d @a&gr_nEghdihgl; QbaZp-y
Ibf [eevr_ fmjZo i*~_ pbf reyohf MNhgfdlekgwh dt jm} ijhp_khf 1Z
aZ[_ai_gm} ijbcgylly jer_gv Ijbjhrgh dedhdekajeavimiizdbky
Ze_ a gZkhf o af_grWwvkyh\m\zZzggy J_amevliZl jer_ggy \bagZqgZz}
deevdeklx M fmjZrbgbo ZelhjblfZzo p_ ZiB\BfAZIiEjZf _I]j
<biZzjh\m\Zggy n_jhfhge\ aZe_"blv \e” AB Nkl kemiZglgyqd@bf \hgZ
[sevrZ Ibf agzZqger_ af_grm}lvky €0 deevdekim}lvkig\hjylv
egnhjfZlib\geklv ijh klzg kijz\ P_c dhlvkg_ol Xeyhe¢lylfZo gq_j_a
kljmdImjge hkh[eb\hkle jha\ yaimn\Bght€ljaZ2ggy cfh\ejgekgh€ hpegdl
dhfihg_glb \_dlhjzZz jer_gv g_h[oe*gh ~*ZPgdmhj§Zehgng_lymy
egnhjfZlb\ghkle ijh g_€ n_jhfhge\ a mlj@gjm\2Z2gghifapk¢gh]h
a\ yadm \biZjh\m\zZggy n_jhfhge\ q_j_ahklpmdin{ggglykh[sab
jha\ yam}lvky

IlhagZqgbfh

L xje\ _gv egnhjfZlb\ghkle
E +je\_gv a\hjhlgvh]h egnhjfZp¢cgh]h a\fyadm

a *egnhjfZpey jiirh dhfihg_glm \_dlhjZ jer_gv gZy\geklv \ejlm

J
n_jhfhgq{=in;
rtdeevdeklv iZjZe _evgh jhal yam\Zgbo azZz\"Zgv fmjZo dhehg-€
Lh~e \ _ebqgbgZ cfh\ejghkle \bagZqZ}Ilvky aZ nhjfmehx
'Y(c — 4
=30 pn-i; (4)
| aY(c)

I|
BV
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Y(c):'ﬁ minc, , y d sdj >minc; .

< _ebgbgZ cfh\ejghkle \bagZqgZ}lvky ~eyydblohdhflimgglgde\
hkh[eb\hkl_c¢c fh ' mlv gZ[m\ZIlb agZg_ggy © 2

HijbfZ}fr \ZjeZgljw\r_ggX '= >€"J. j=In;l=1r ~_ dhx 22
dhfihg_glZ ijbcfZ} agZq_ggy © 2 a cflidqigdkky a&h hihafgnehx

lhgZldh\_ agZxg jgtygZdh\bf Nej=1nebZ \kkolr GZ~Ze-
ijb \bdhgZgges IZim iheeir_ggy gZ[ebZqgghydhyjtmggyw aeagegx\ZIlbky
a mjZom\Zggyf gZdhibg _gh]h “hk\e*"nZ jrggfAgjcy [a@ee-q-

<jZom\zZggy kljmdIimjgbo hkh[eb\hkl_chakiy"fqt_ah _\dbhgbghm
Y(c) fh™ aeckgx\Zlbky eg”"b\e"mZevflB@ "b\<bdigbklh\mxqgb
fhib\Zpex ] _g_Ibggh]lh Ze]lhjblfm > @ihfidfE*b Voe{gZqgzZxlvky
\Z]h\e hp Jitldy dh gh€ dhfix;g\ gllhjz jer_gv *

J=1%/n, jBV!.
I=1
IhdjZs _ggy gZ[ebjerghgpy jhalJey~Z}Ivky yd ¢l _jZpecgbc ijhp_k
t ghf_j el _jZpe€ 1|1h ijb i_j_ohterhenlelpit+Ipa€egx}Iivky @agxq_

Z aZ nhjfmehx
a;(+1)=(1 Na )+ J (5)
ANl xj Imexxgbc iZjzf_|Ij

>jm]bc ~_|_jfegh\Zgbc ie?0*™ nhjfm\Zggy aZépgmh\zZzgdrc gz «~_€
ofelZpe€ \eMZ@m P> nhjfZeecaZpey neabggh]h ijhp_kmx ih\ yazZgh
\gmljergvh€ _g_j]*€ leez yd_ jhadh€d}IvkyZtmjbbkh*Zees ihqbgZ}
ih\eevgh hklIb]zZlb <gmljergy ch]lh _gajlr9yghlh khZQmw #h egrh]h
Ihlje[gh agZclb lhgdm a fegefZevghx \qgmlj>igker»X " _@gp Ih]lh sh
\eA[m\Z}Ivkeh fh eb\eklv klI\hjblb Ze]lhjblf Hilbf«£aZpecgZz
jhaley”rZ}Ivky yd neabqgZ kbkl _fz ZzZlIZhamktbfggyspeggh\h€ nmgdp
yd klZg leeZ 1Z ch]lh \gmljergy _g_|r€y ijNMplAkdierZZgedehij "klZ\ey}
ijhp_k agZoh”~" _ggy jer_ggy a fegefZevhbi€aghgdpggf peev

>hkblv ijhklbc m h[gbkex\Zevghfm k_gke€ Z&dhijbéfm ofelZ
\bdhjbklh\m\zZ\ky "“ey jha\ yaZggy aZ*"Zg<d¢jphhkilrth\]hy ag¥ Zggy
jhafes _ggy 1Z e<grbo ijbdezZzrgld8@azDj2fyvIih}h Ah\_~ gZ <ch]h
ZkbfilhlbqgZ a[-lg@kIvA>fZ|_fZlbggbo ihabpec Zelhjblf gZe_"blv ”
Zelhjblfe\ ehdZevgh€ hilbfeaZp-£€ Hilb fizded/ggv g bje r _hg blyf m fe
rmdZ}lvky gZ hdhebpe ehdZevgh]h hilbfmifilmfe BjbpvlzjabogmzZ\*Zgv a
[me _\bfb afeggbfb ihgylly ©hdhebpy? kijlgekdylyky gd kmgmbo
agZq_ggy h”rge}€ a dhfihg_gle\ aZfegxPlVPkydj@®IBeqbogdd\iZdb

celhjblf efelZpe€ \eNiZem [_aihk_j_"gvhjedjbhklgmhgex]m
dhgdj_Ibazpe+<€ dhfihg_gle\ \_dlhjZ jerdbgyh € hhohkélbfghe] 1 jyr _ggy
\biz~dh\bf gbghf gZ hkgh\e cfh\ejgekghlésrkypdibdimdaedckfHexvgh]h
hilbfmfm_ebgbgZ cfh\ejghkle aZe_ "blv teAZl gzZijgfionj m ydhfm
\_~_Ivky ihrmd OZc \bagZq_gZ ihqzt,dhdBdlhjfikj&Z\mydmnc v

Kihke[ nhjfm\Zggy jer_ggy hljiIX24gdhagZj@Zghy peevhZ X .nmgdp-€
GZ hdh X @Z ~hihfhlhx ~_ydh]h i\QApZd _gh \X -ZZ X .
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H[{gbkex}Ivky \erc0=ZX ZX

djZs_ X acfh\ejgelkp=e

wt

yds >0

lh jZom}lvky X1 klZg

| _j_o*~ m gh\bc klZg IZdh" fZ} \biz*dh\joc}lvkpZ dibiZ eh\Z
\_ebqgl jype\ghfejgh jhaih?ee_gZ \ egl_j\. >p I|h kYdghsh hibkm}
X a[_j*1Z}Ivky \ egrhfm \biZzAdm i_j X "bhfIhX=X g
af_grm}lvky |_fi_jZImjz owW=t OVDBZ
el _jZpecgbc ijhp_k ihrmdm gh\h]h ehdZaewghRhdhjhb¥imkm Z[h

ZX =ZX

“hkylg_ggyf i_\gh€

nmgdpe€

in\lhjx}Ivky

| ti_¥4Abhmtbky]lg _ggyf “"hklZlgvh]lh agZq_ggy p

libdezdha\TyamjrjRyh\bfejg  azZ\"Zggy ahbhdlgjbkiZggyf

jy*m fh~ bnedmxqgbo
ihdjZzsm} _n_dlb\geklv ch]lh jh[hlb

azZ™"Zgm m ihklZgh\pe

Z max(ex 5 26 X A 55 4 8y

ijb h[f_~ _ggyo
2% 2% 2% X% 2% 2% 2% 3% 3% xd 1
®% 3% 3% 2% 2% 2% X 4% 2% 2xd
A X% 2% 2% 2% 3% 3x 3% 2% xd 8

HpegdZ fgh bgb \:/G gllajZoh\m}lvky

chlh jharbj_ggy ;meh \bjer_gh

[ehde\ f_Ih"m ]Jeehgl a ydlhdDhge\ghixh fejhx
QlehXdhadghh @E \ & ZHf h

% 3K

\bdhjbklh\mx ijhp_"m

lib g _h~gere\tbd bjig beov gtza* Zq i jh

C. _
jiZg_fgvIih~rhf >Zgp@Z <_eb {=—L,j=1n jZg ' mxlvky m ihjyrdm €0 g_
a'i'

kKiZz"Zggy

gZ hkgh\e gh]lh \bagzZqzZxlvbk\hhGkey”" R\ghklgv © 2
\eNrih\ergbf dhfihg_glZf \erih\ergh]h EZ}fthjZ jer_gv

LZ[ebpy

J amevlZlb jhajZomgde\ hpeghd fgh bg \ZjeZgle\

[ Ilhkeerh\geKkl

<ZjsZplr_ggy z

1 14108269573 0

2 17968524103

3 29108561473 0

25,0

27’5 [G =24
1000011¢g10 24,0

Ihgzldh\_ j _dhj®*g_ agZq_ggy peevh\h€ehkydpl]-€gh &bagzZ
ijehjbl_Ighx g_jlhx dhfihg_gl \_dlhjzZz jebkyv~ \Zh&ikekhfb i_jrbc
Kihke[igehjbl _Igeklv dhfihg_glb \bagZqZeZkh\ \" b€ Wdtkhge~glb

\_dlhjzZ \Zjlhkle

"gmmpZom\Zggyf \_ebgbgb g_\ yadb m kbkl_fe h[f_

LZ[ebpy
J amevlZlb jhajZomgde\ ijehjbl Ighkle dhfihg_glb
Kihke[| Ijehjbl_lgZke+*"h\g <ZjeZgl jer_gg R
1 89126574103 0000001110 19
2 91268571043 1100000010 18
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HilbfZevg_ agZq_ggy peevh¥Xh€ agaogdpd€ky \ e«gl_j\Zee-
19 & d24.

lihp_k hljbfZzggy hilbfZevgh]h jer_ggyZ |1ZZagZqolyggZ
jbkmg@dnm _j \h jer_gv [m"m\Zehky reyohf ihkeaZhi§ h&f-dilydpdj Ib
\_dlhjZ jer_gv a]e”gh a ijehjbl_Ighx g h)¥hkitekhpijbfzpegdb
ierfgh " bg \bagZqZebkv Ze]lhjblfhf >ngli)j]_Z"kIIZ'\éngg‘cbthb
hagZqz} ydzZ dhfihg _glZ 1Z ydbf agZqg_gdylhi*rdhgdjgybdmeldbky
N J_\Z \erkedZ}Ivky ydsh hpegdZ ie"fghjbdbj"g5 [peldvAZ BhAe"g
agZq_ggy g_ijbimklbfh

JbR >_j_\h jer_gv

Jer_ggy pvh]lh ijbdez"m Ze]lhjblfhf fmjZckgk€zZdhkhgag an”
IZdbo mfh\ IThqgzZldh\_.,=0,1g_®4dg°+ i key \bdhgZggy d. gh€ «|_jZ
\bagZgzZehky a]Je®"gh a gZ\_~_ghx nhjfm =01 a[_Jjgi&2\ky]j
g_afeggbf Ag Jj=1n/\bagZqZebky gZ dh gec I _Y&)p-K[eNangdp-y
kljmdImjgbo hkh[eb\hkl ¢ aZ”Zq- h[q\b_lgmthehh}'Ifm@Vj‘Z\_"_

+ fgh ' bgZ g™ _dke\ dhfihg_gl \_dlhjZ jea\ gwZ ipdZg”ggly © 2
l[jhp_~“mjm jer_ggy a“eckgx\Zeh fmjxoézZlzZzdZglmighlc abelhgZgh
|l _jZpec hilbfZevg_ jer_ggy hljbfzZiIghZp\eg a4 yYGEZXx fmjZoltEx « gZ
el _jZpe€ |lj_Ivhx fmjZohx

<bkgh\d®n_dIlb\geklv jh[hlb gZ[eb _gbo Zelhjplflthmihpyrgk}lvk
gZ[eb  _ghkle h”_j"m\Zgh]h jer_ggy ~h 'leidbhZ¢hgh]lhZzdhzZ ]jZ}
hi_jZlb\geklv hljbfZggy ijbcgylgh]h jexlwgkyy kihkirdpm\bagZqg_ggy
ihgZldh\bo \ZjeZgle\ jer _gv sh "hal\heyxlygblkex\Xeghgtdbo h
kdez~ghse\ hljbfzZlb jer_ggy yd_ fh _~égmibhgpbergefihjblfe\ Z
lZdh™ gZ[eb _gbf ydsh hkh[eb\Z Ihggeklv g_ ihlje[gZ

GZijbdez” m kihkh[e Jeehd 1Z f_~ \Z 2p\mZyheaklwere]j
ihgzldh\h]h j_dhjrgh]lh agZqg_ggy peevhstk€v n\hgdgk® 5 jibegevd
N J_\Z jer_gv ijb jh[hle [_aihk_j_~gvieladbkegbbive\eh]h [ebavdhkle
"h hilbfZevgh]h agZqg _ggy peevh\h€ nhg thpltef Z @bghl|dbagZqg ggy
5 Ibf [eevr_ g _i_jki_dlb\gbo i**"fgh bgh[m”*j habayexyg dghalJeygmle
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kihkh[b hljbfZggy jer_ggy *"Z} "h[j_Zegd hebr eghlgiybfLhyfadb¢m”v
Zelhjblf f_Ih~m J]eehd 1Z f_~ fh _ [mlb kfitvkihnkd hhZjbbZggy
ihgzldh\h]h \ZjeZglZ jer_ggy agZqg_g@yypmkévh\m€_nmadpsrhf 5
LZdbc ihablb\gbc fhf_gl gZ~Z} km\hjhkighkag ZdlithhNmIibDjef Ih]h
kKijhsm}lvky nhjfmiZegogaywv &b o jer _gv
AZijhihgh\zZzge kihkh[b \bagZq_ggy i‘ngjeirdig\bad*ha\mEHED
af_grblb qzZk gZ hljbfZggy jer_ggy \ ggZal thedhkpgghfb
Zelhjblfzfb jha\YfyaZggy aZz~Zq “bkdj_Igh€ hilbfeaZpe<£€
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COMBINED ALGORITHMS FOR DETERMINING THE INITIAL
SOLUTION OF DISCRETE OPTIMIZATION PROBLEMS

B  Yukhimenkd, N.H. Volkov&, Yu.Yu. Kozin&

National Odesa Polytechnic University,
Shevchenko Ave., 1, Odesa, 65044, Ukraine
e-mails: biruteyu@gmail.com volkova.n.p@op.edu.gia yuliyakc21@gmail.com

The problem of solving the task of discrete optimizatiomas completely solved. Lack of publications,
scientific developments, algorithms and software products doiveothee ability to transfer the mathematical
apparatus of solving discrete optimization problems to the class Pnpficational complexity. All analytical
and combinatorial algorithms for solving problems of linear amh-linear optimization are NP
completeness. There are developments to improve theeafficiof robotic algorithms, they are filled with
requests and actual ones. In this paper, it is proposed to weidittic and probabilistic methods for
forming a priority queue of decision vector components in ordersigrapositive values to them. After the
formation of the variant of the solution, it is possible to veztoas if the approached solution is taken away
from the record value of the goal function, which in exact algwostiis like a solution, which results in a
polyp. In this paper has a method for forming a priority foreconcretizing the components of the solution
vector. The basis of deterministic methods is the idea ofadgralgorithm. The location in the queue is
determined by the value of the corresponding component of the @st.vEhe appearance of the value of
non-visibility in the system of restrictions increases the prioritheftomponent. Behind such a way, another
method of determination is modified. Probability assessmenibapility of priorities is based on the ideas of
algorithms in an ant colony and simulated annealing. The scope of priybiablicates the significance of the
componentta contender for a positive value. A numerical example ofial s/ariability of the task about a
knapsack has been introduced, which demonstrates the imitation of a nearby solution.

Keywords: Discrete optimization, record, priority queue, branch and bound method.
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11><BS?GGY KL1ICDHKL1 KL?=:GH=J:N1QGH=H F?LH>M A
DH>H<BF MIJ:<E1GGYF <;M>H<M<:GGYF >H>:LDH<H2
1GNHJF:P12 IJB JH;HL1 A PBNJH<BF <1>7H

H HY\hjkvdbc< Khdheh)\

GZpehgZevgbc mge\_jkbl | ©H” _kvdZ iheel_o0gedzZ?
Mdjz€gZz H”™_kZ-1 R_\qijgdZz
email: radiosquid@gmail.com

Jha\blhd egnhjfZplecogpheh]esc sh ijba\e\ ~h "&jbéklZggy
fmevlibf_7ecgh]h dhgl_glm m k\a[helvfrm]}jrend il _]Zgh]jZneqgh€
dhfihg_ghb kmgzZkgbo kbkl_fZo aZobklm egnhjfZpe€ Ijb pvhfm a:
aZ[_ai_q_ggy kl_]Zgh]ljZneggh]h aZobklm egnhjfZpe«€ \ j_"bfe j Zevg
ijb jh[hle a pbnjh\bhfkheZgh]jZneqggbc f_Ih® hdjef \erih\erghkle
hkgh\gbf djbl_jeyf _n_dlb\ghkle fz} az[_ai_gm\Zlb gbavdbc je\
h[gbkex\Zevgh€ kdez”rghkle sh fh eb\h ijb \bdhgZgge kl_]Zghi_j_I\hj.
ijhklhjh\ec h[ezZkle dhgH~rgbfjZza 1Zdbo kmgzZkgbo f_lh”e\ }
kl_l1ZghljZneqgbc f_Ih” a dh~h\bf mijZ\eeggyf \[m*h\m\Zggyf ~h"ZI¢
egnhjfZpe€pVYpdfm hdj_fbc egl_j_k klZgh\blv az~ZqgZ i<*"\bs_ggy klecdh
aZagZqg_ghlh kl_]1ZghljZnYgghihz é_PHZuh klbxelhdpyffzZfb
klbkdm pbnjh\h]h \er_h gzkzfi_j_"~ jhaih\kMPEG¢gh]lh Ze]hjblfm
F_Ihx ~Zgh€ jh[hlb } i**\bs_ggy klecdhkle kl_]JZghljZneggh]lh f_Ih"
dhrh\bf mijz\eeggyf \[mYMMMAIZAOIHKE egnhjfZpe€ "h ZI1Zd klbkg_ggyf
ijb jh[hlp@anjh\bf \eM hh[hle ijh\_~_ge _dki_jbf_glZevges "hkees”"_ggy
klecdhkle kl_]Zgh]jZneqgh]lh f_Ih"m a dh”h\bf mijZ\eeggyf \[m~h\m\
Ah~rzZldh\h€ egnhjfzpe€ \ mfh\Zo Zlgdbb kIlkYgh\@Zgyf]h
ih\erhfe_ggy Ze]lhjlbkklim pbnjh\h MPESM iib \[m~"h\m\Zgg-
Ah~rZldh\h€ egnhjfZpe€ ea aZklhkm\Zpyyfejcagbloddla&glgbaeh
\[m*h\m\Zggy ~"h”*ZIdh\h€Yesdhhijigpeg&mmd hier}glr€bCr
"halhey} af_grblb deevdeklv ihfbehd ijb \bemq_gge "h*Zldh\h€ <gnhji
AZijhihgh\Zgh \[m"HWmMZAdgyh€ egnhjfZpe€ ea aZklhkm\Zggyf
kl_1ZghljZneggh]lh f_Ih*m a dh”h\bf mijZ\eeggyf ebr_ m ~bgZfeqge* [el
"halhebeh af_grblb deevdeklv ihfbehd ijb \bemqg_gges "h*ZIdh\h€ egnh]j
HljbfZzge j_ameviZlb fh mlv [mlb m\bdjzjdkldg o
kl_1Zgh]jZneggbo aZklhkmgdZo a f_lhx i*"\bs_ggyh&lecdhkle kl_]Zgh]
dhfihg_glb kbkl_f aZobklm sgnhjfZpe€
Dexgh\s kekkZ]Zgh]jZney dh”h\_ mijZ\eeggy \[m*h\m\Zggyf egnhjfzZp-
pbnjh\_ \e~r_h i_j_I\hj_-g¢¥fRijiZerZz

<klmdihklZgh\dzZ aX\pgdedbc jhal\blhd kmqgZkgbo egnhjfZpecgbo Kk
sh c¢c”_ reyohf ih\kx?*gh]h aZklhkm\Zglgygijjorkdja€\n[phexxlv
1Z i_j ~"Zxlv pbnjh\_ \eA h Px< ijba\h”bjeklZ2ggaygdbggh]lh a
kl_]1Zghl]jZne€ m azZklhkh\m\Zgbo kbkftZpZ€ aldbbkMihnfmgnhj
kmqgzZkgbo kl_]Zgh]jZneqgbo f_Ih”e\ \bKkimVZ hlbly agZxlys €0
_n_dlb\gtkl2@ Hdjef klecdhkle ~h ZIlZd ijhlb \[m”2g§FZghlh ih\e
agZqgh€ ijhimkdgh€ kijhfh ghkle aZzZ[ eakijbcgyylyZihEhllzkla
P<i_j _"[ZgZ} g_h[oergeklv ~hljbfZggy g bvaoidéh €k dregffgbdkiekNZ e
kl _1Zgh]jZneggbo f_Ih”e\ sh aZklhkh\mxlvky

ljb pvhfm gZcqzZkler_ azZ[_ai_q_ggyjkieqdlinkhe fkll h}Zng h]
Ah Z1zZzd ijhlb \[m~h\Zgh]h ih\eAhfe ghghp ikllj]1Zoh]jjhheggh]h
f Th m \ h”rgec a h[eZkl_g¥Yig4cl[elejvrgazZzklhkh\m\Zgbf } kbg]mey.
jhadez"zZgghbpv [ehde\ dhgl_cg_jZ sh ozZjzdl_jbamxlvky
h[gbkex\Zevgbfb azljz1Zzfb ~ey k\h}€/NphhIbZesh Lerobyylv 2
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h[jh[dP < hkh[eb\h ydsh \hgZ a”eckgx}Ivky \ qgZkinfe KZZevgh]h
g_j_a p_ \e*rhfe m el _jZImje kl_]ZghkhHZoZqgdl fidhhMmxlvky
klecdeklx “h Z1Zd ijhlb \[m~h\Zgh]h iyWe”~gteyddydr «aZ fh mlv
ijZpx\ZIbP&[ « ] Lh~e yd kl_]JZgh]jZneqgeijEZpxrbs Rsh
gZcqZkler_azZkgh\Zge gZ f_Ih"e /6%bdbgklacddigly ah[ ZzdZzdqijhlb
\[m~h\Zgh]h ih\«*"hfeldfggy

| _jki_dlb\gbf ijb jh[hle a P< \[ZqZ}Ivky dZKkMkfin Zaaty] h
f_ Ih m a dh”h\bf mijZ\eeggyf \[m "h\m\ZguglyffZ2pms&liskhl h &
ydbc ijb jh[hle m ijhklhjh\ec h[eZkle Hhgl_c«g_gfravd-
h[gbkex\Zevgec kdezZ”ghkle a”~Zlgbc azZ@yabPlgbblh[mgdhroAdg
gZklhlgm kdezZ~h\m dhgl_cg_jZ |Ijb pyh#bavjbhgZkhhbgbd Z[h
kK _j_"gvhqZklhlgbo kdezZ”h\bo ey \[fmMB@r\ihggdyam} klecdeklv
ijb jh[hle a pbnjh\bfb ah[jZz _ggyf "hfzZi28hKkdbflog B3y sh
gZ\elv i_j_\bsm} klecdeklv \erhfbo kl_[Z%N]j&a«phbdgfe gZ
aZklhkm\zZgge ijhklhjm i_j_I\hj_gv

HrgZd g_a\Z Zxqb gZ agZqge j_ameviZiapijdbZges reyc
kl _1]Zzgh]ljZneqgh]lh f_Ih"m a dh”h\bf mmZAgegggys 1\[nmg*h\ a
hkh[eb\hkle aZklhkm\Zggy P< \ ydhkle vklygh chkjer"ebgh kb
ZdlmZevge iblZzggy i*"\bs_ggy klecdhKlhr klIIHZmh]yENn¥dgH
Zelhjblfzfb kibkg_ggy \*~_h

F_Ihx*Zgh&[hlb } i**"\bs_ggy klecdhkle kl_]ZdgMmZasqgh]h f
dh”h\bf mijz\eeggyf \[m~ h\m\Zggyf >l fihbZzld IklbkB<gg
<b[*] dheejgh€_ees "“ey \[m "h\m\ZggyP<?dki_jbf_glZevg-
"hkee”” _ggy kl_]JZgh]jZneqgh]lh f_Ih*mggydh'Imbi\miggeyf >1
ijb jh[hlsP&\ mfh\Zo ZlZzdb kibkg_ggyf Zelhjighihf*B8bky gZ
\b[ejpe a \biz~rdh\bid"Pevghe£ a”Z2280xk20 [Z |jb\Zehkle
k_dmaghh g_ sh azZzklhkh\m\Zebky \ ydWkdsh dhgla e ajgZq_gbo P<
\[m*h\m\ZezZky >1 m \e~ih\erghkle Yhfkll hyuydr] jekegygh]lh P<
iernZ\Zehky klbkg_ggx Zelhjbafhfa@d(b je\gyfb dh_nepe}glZ ydhl
QF ea ih~"Zevrbf \benrdl ggyfegdhx deevdhkle ihfbehd sh \¢A[mebl

AZagZgbfh sh a ijZzdlbqgh€ Ihgdb ahjdrhé&Zjdho8 bd e} mb[e]
ydec ij_"klZ\e_ge* dZ™jb \e~_h o \edhliNmgglyldimeyjdsh€[m *h\m}lvky
>1Fh eb\bf } aZklhkm\zZggy fh”_es 5*% Z[h Y&BE&UN\Zhgpvhifm
\er"[m\ZIbf_Ivky m h~"gm ea aZadgZfhgbgldheesjgbo

< klzgnZjle 03d¥Zglm\Zggy ijh\im"thykgE&U Dhfihg _glb
< &E 1Z &U ij_"klzZ\eyxlv ykdjzZ\eklv flZpedheajpjzd , cgumj
\eNih\eArgh | _j_ \_ "N ggyYCbChN "dna\haed[}_ai_qblb f_grbc je\ _gv
d\Zglm\zZggy _eY-tihgih\g_glb Z 1Zdh" [eevrbc je\_gv d\Zglim\Zg
_e_f_gle\ dhfi€lg, Ayl sh \e~ih\e”rZ} hkh[eb\hklyf\kajhZgeybl€
egnhjfZpe€ ex”bghx

AZa\bgZc \e~ghr_ggy d\Zglm\zZggy fe dZfjiexdZgdkyb\fh _
aZe_ "ghkle \er dhgdj Igbo mfh¥Xe]b ZdelMPERMZ gV

GZ jbk ihdZazgh ]jZned aZe_"ghklejlu\dwedmdlgghfbahd i
mfh\Zo Zl1Zdb klbkg _ggyf Zelhjbjlghfi@3imvZlgydhfihg_glm
5 fhr_e« 5*% Z IZzdh" dhfihg_glm <jbhpverm<& B&Jo \biZz*rdZo
\bdhjbklh\m\Zehky [+gZjg_ Whih\ ihkeh#nl6 sh \ieb\Z} gZ

ljZgknhjfzglm i_j_ I\hj_gg'yZKeh&L
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Jbk =jZned aZe_"ghkle deevdhkle ihfbehd Je'g@F ifrp-}glm klbk
\bdhjbklZgge dheesjgbo fh*_e ¢ 5%* IZ <&E&U

;Zamxqgbkv gZ jhaleygmlbo hkh[eb\hkly®3{k[hlpdbe]hjblfm
\bdhjbklh\m}lvky 7~ey ijh\_"Kihdyy Dlgydb Z 1Zzdh" gZ j_amevlzZl
ijh\_~ _ghlh h[gbkex\Zevgh]h , fhKi_fitof aghfiblb \bkgh\hd sh
aZklhkm\zZggy ijhkChjimb <\ m~*h\m\2dogr P< aZ[ _ai_gqm} agZqg_
ie"\bs_ggy klecdhkle kl_]Zgh]ljZneqgBph kfibkg*nggyif zZUZd ijb
dh_nepe}lgle QEhkle\[m*"h\m\Zggy >1 m dhfihg_alfmgsbtbhalhey}
deevdeklv ihfbeli&ogZ

<eMagZgbfh ijb pvhfm sh HelZ}dbhahkyapm gv sh
h[mfh\e_qg- \[m*h\m\zZggyf kl_]Zghih\eMhfe\Zogggdm\Z g4 W[ h
ljZgknhjfzgl >DI i qZk kibkg_ggy [ehjbe\€dhigl "&gZ\& gges m
dheejgfthd® eRBG sYCbCrihlj [mxlv ih~"Zevrbo | _hj _Ibggbo *"hkee”"

<[m~ h\m\Zggy >1 m ~"bgZP-<qge] h¢ldb03¢(* i« qZk k\h} €
jh[hlb yd ¢ egre Ze]hjblfb ijbagZgy gRr<\jiZyHhKlimkga\dyadb fe°
ihlhggbf < ihi_j d@~jfhf sh ~“halhey} agZggh af[eevrblb _n_dlIl
klbkg_ggy qgq_j_a <kgm\Zggy klZlbggbogXelvks ZBph gfZehfe
afegxxlvky \er dZ*jm ~“h dZ"jm LZde+ [ehdb hi[hjjgbDdx Yy Zedor _
Ih~e yd egre dZ”jb ihkbezZxlvky gZ pm [keh[dbeba] jelpZgdrpx fe°
[ehdhf m ~Zghfm |Z hihjghfm dzZ”je yYdZie*hZ}lglky §¥ea\bgf m
je\gx klbkg _ggy LZdbf gbghf >1 shk[ld kg y[em[/ah{de\zr mx
cfhlejgekix fh™ _ [mlb \ljZg_ghx ijb ZtzZpe]k|bkfdfg@3(*

Zg+*>1 sh \[m"h\ZgZ m ~"bgZfeqges [ehdb Yd dkdzjdZewl bjh\_"_g
hkh[eb\eklv jh[hlb Ze]lhjblfe\ klbkg_gldyk m\<ZIfth "gezy aZ’k\bs_ggy

klecdhkle kl_JZgh]jZneggh]lh f_Ih*m ayf@AR{mWMhA\ miZg\gerfggl "h

ZlZzdelhjblfZzfb klbkR< ggy

>ey pvhlh \iGbhgZgdes]1Zghi_j_I\hj_ggy \[m~h\m\Zggy >1
\bdhgm\ZIb leevdb m "bgZfeqge [ehddhdlih¥Zylv klgltbjaqo\Z [b ky

AZ"ey \\_"~ ggy \bagZq_ggy "bgZzZfeqgh]hhdlepdmd \\_ ~ |
"bgZzZfeqghkle G_oZc az"zZgXjhlhgghé¢ @) ~_ydh]h dZ*jm a
ghf_jhk!1l Z 1Zdh" \e~ih\ergbc chfm [ehd ihiXj, gV "dZ"jm
jhafejmwP.

Lh~re ihdZagbd “"bgZfeqghkle ey "Zghyhyflehdm \bagZqZ}lvk

P P
Gk 1 Xamul 1) Xmyial3)]s K 1L, (1)
il1j1
ijb pvhim ~ey [ehde\ldZB¢myl&, , o f.
<bagZq_odygZfeqgbf gZa\ _fihdéhdbd ~bgZfeqghkle ydh]h ~hje\g
Z[h i_j _\bsm} aZz”"Zg_ ]jZgbhg_ agZq_ggy

Ale™d'in hg \b”rgh sh fZdkbfZevg_agZq_ggwkirRdZagbdZz
kdezZ”2B3P |h”e yd ch]lh fegefZevg_ agZq_ggy eBih\thZd sh fli
dheb "h~rgbc _e_f_gl [ehdZ g_ afegb\ky N gyh’kjgrh ihi_j_~gvh
JhaJeyg_fh ijbdez” G_oZc azZ"ZgX,gheX.J9 thlefhiBnd
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122122120118 117 115114 P14 123123122119118 116 114 P1- (2)
122122120118 117 115114 K4 123123122 119118116 114 Xd:
122122120119117 117 115 x4 123123121119118117 115 X!
X 123123120119118117 115 K5 123123121120119118 116 X!
(mk 123123120119 118118 116 x5 “"0mk 1 123123122120119 118 117 *4"
122122120119118117 117 7 123123121120119118117 K’
123122 122120120118 118 K8 124124123122 121119 118 K¢
123123122 121120119 118841 124124 123122 121120 119 ¢

ijb pvhfm jeafgbpye f_glZfb [ehde\ ihlhgqgh]h <« ihiNeygvh]h dZz
j_Zevgbo \eA _hjy~e\ aZa\bqgqZc } g_agZqohzx~dgzijélde™d2Zejy\

hljbfm}fh

11 2 1 1 10 @& 3)
11 2 1 1 10
11 10 10 0 ¢

X X 00 1 1 1 1 1 &

(tmk “amki 0 0 2 1 10 1 2
11 1 1 1 10 O
1 2 1 2 1 10 O
11 1 1 1 1 1 ¢%

Ih[Ih ey gZrh]h \GjZ" &&

Jhadb” ihdZagbde\ "b'gedfeedidels P< *m _ kbevgh aZe_ "blv
hkh[eb\hkl_c dhgdj_Igh h[jZzgh]l]h P< Illgfi_dkl« igr\bm_dogy
klecdhkle kl_]Zgh]ljZneggh]lh f_Ih”Am agyfhAprbBh\mi\jZdgyd >1
gl _j_k klZgh\blv azZz”"ZqZ "“hkees"  _ggy |jhdbidgZtequhidiedZagbde\
azZ"Zgh€ \b[ejdb \e~_h

GZ jbk ihdZazZgh ]eklh]jZfm jhaih®"eembgg@Z«ggdwklishdZagh
[ehde\ "~ey \Db[ejdb a \biz*dh\bo P< jhlaish”"ee\fgh€ a”Zlgh
ljb\Zee*klx k_dmg” ijb pvhfm aZzZ]Zevg4hdo g\ededelVv jhlakejm "
16UlE kylgmeZ agZfyld@.gyey klbkehkle ij ~"klZ\e _ggy *gnhjfZpe€ gZ
ihdZaZges agZq_ggy deevdhkle [ehde\ sh hibghEbddyhhghcjrbo
a ydbo fZ} *h\"bgm m. h"bgbpv

Jbk =eklh]jZhaih®eem agZq_gv ihdZagbdZ "bgzZfeqghkle [ehde\

'gZeea "Zgbo jbk A"halhey} ~eclb \bbghAdm\esShhgyyma i
gZc[eevr cfh\lejghx } ihy\Z [ehde\ sh oljradlqglddngl \gkoyy f
ihdZaghtdgzfeqghkle nDf H2@ Ijb pvhfm cfh\ejgeklv ihy\b [ehde\
ea ]jZgbqgbf agZqg_ggyf ihdZagbdBb0"kd&Z gG.6% | ! 500
kdez”"20.45 GZ\_~ g agZq_ggy [m~_fh \bdhjbklhggyZlb ~"ey
gZklmigbo "hkes”” gv

AZ"ey 1M\ _j~" _ggy _n_dlb\ghkle \[mZpaE\Zglyy e<onhj
"bgZfeqge [ehdb "ey ydbo i_j \bs_ghaadtdZgbbgihfefghklr
[meh ijh\_~_gh _dkiihb¥begmbg_®yipZ \b[hjpe a \biz~dh\bo P<
jhaih~eevgh€ a”Zlghkle [ "h\"bgthxgeakadildikm\zZggyf
[*gZjgh]lh dh”*h\hTh keghhZyrdM® 16 sh \ieb\Z} gZ ljZgknhjfZgIm

>DI \ mfh\Zo Z1Zdb klbkg_ggyf ZelhpojtagbBad*dh_nepe}glzZfb
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ydhkle 4) 1jb pvihikimjbf _glb ijh\h*"bebky ~ey ~\ho ]jZgbggbo a
ihdZzagbdz ~bgzZfeqghklo0[ed%500, Ih”~e yd kl_]Zghi_j_I\hj_ggy
\eA[m\Zehky +a aZklhkm\Zggyf dheejgaéndtalZids ifRE&Ugbd _
"hkeenr” _gv ij_"klZ\e_ge* gZ jbk

Jbk.=jZned aZe_"ghkle deevdhkle ihfbehd §de'gg¥y ipppe}glm klbk
\[m~"h\m\Zgge >1 m ~“bgZfeqge [ehdb

'gZe*a "Zgbo ij_"klZ\e_gbo gz pfkgr_gglyddaevMdhkle
ihfbehd ijb \bemqg_Rlge]2dhih\**hfe_ggy i*” \ieb\hf ZIZdb klbkg._
Zelhjblfhf 03(fjb \[m"h\m\Zgges >1 m [ehdb sh p&jZrblfbjbamxlvk:
agZq_gigyfZagbdgzfeqghgkfe LZd ijb \[m"h\m\Zgge >1 ebr_ m [el
sh oZjzdl_jbamxlvky ihdZagbdhg \btddfdeggndkiklv ihfbehd ijb

\bemqg_gge >1 af_grbezZky 4.35%dHBf gdgyijph\[m~*h\m\Zgge >1 ebr_
m [ehdb sh oZjzdl_jbamxlvky ihdZaglgdh ft500 gd-fe qd hkkh

ihfbehd ijb \bemqgafggerk»dZky gZ ag8%. ggy "h

LZdbf ghghddlibqggh i«?I\_j~" gh sh aZklhkm\Zfgyy~ey \[m~
>1 ebr*bgZfemag[ehdes\ ~"halhey} ie*"\bsblb klecdeklv kl_]Zgh]jZz
f_Ih"m a dh*h\bf mijZ\eeggyf \[mM{h\ih|Zlpgy fPx1
<bkgh\db+*agZqgbfh hkgh\ge j_amevliZlb ijh\_~_gbo "hkee"" _gv

1. Ijh\_~ _gh ~hke<”" _ggy KdleJddtKljznegghlh f_Ih"m a dh~*h\l
mijZ\eegphi*h\m\Zggiyjb 3a[hlP &\ mfh\Zo ZIZdb ijhlb \[m~h\Zgh]h
ih\e"hfe _ggy klbkgeldgpffhf O03(*

2. lhdZazZgh sh azZ”ey i*"\bs_ggy klecdhklm™Mhzghdd ijhlb
ih\erhfe _ggy kibkgielggptfhf 03(*\[m "h\m\Zfde+” ijh\h~blb m
Y-dhfihg_glm dheejgh€& ERRNJ edjb pvhfm m ihje\gygge a aZklhkm
dheejgh€ fRGB,&af gr_ggy deatntib&hidy]Z} \ _ebqglidgm "~h

3. I"\bs_gh klecdeklv ~h Zlzd kkibkghp@gwneqgh]lh f_Ih"m a
dhrh\bf mijZ\eeggyf \[m*k\Ia\Z g@gyom@dH d\[m*h\medbggy m
"bgZfeqge [ehdb pbnjh\h]h dhgl_cg_jZ | phMibfelnd deevde
af_grm}lvk¥ agZq ~dgy m ihje\gyggdeZkbqggbf aZklhkm\Zggyf
kl _1Zgh]ljZneggh]h f_Ih*m a dh”*h\[niijZ\2gggyf>1

Kibkhd ee«l_jZImjb

1. Dhl[ha_\z : : Ohjhrdh < : :gZeba bgnhigkEgptkldghld [_ah
=MBDL k
2. =jb[mgbg < = Hdh\ B G Lmjbgp_\ B «]jPbmyh\By kl_]Zg

Khehlg_kk 272k
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INCREASING THE ROBUSTNESS OF THE STEGANOGRAPHIC METHOD
WITH CODE CONTROL WHEN OPERATING WITH DIGITAL VIDEO

0.0.Yavorskyi, A.V.Sokolov

National Odesa Polytechnic University
1, Shevchenko Avenue, Odesa, 65044, Ukraine,
email: radiosquid@gmail.com

The development of information technologies, which has led to agaiserin the amount of multimedia
content in World traffic, makes the role of the steganograpimpooaent in modern information protection
systems significant. At the same time, to ensure steganograptéctipn of information in real-time when
operating with digital video, the steganographic method is exghéatmeet the main effectivity criteria, as
well as provide a low level of computational complexity, whits possible when performing
steganographic transformation in the spatial domain of the cont@ne such modern method is the
steganographic method with code control of additional information embedding. ckierprof increasing
the robustness of the specified steganographic method in the cosditf compression attacks by
compression algorithms of digital video, primarily, the wiglead MPEG-4 algorithm, is of particular
interest. The purpose of this paper is to increase the r@sgstgainst attacks by compression of the
steganographic method with code control of additional information embedt&gaperating with digital
video. In this paper, experimental research on the robustneéhe sfeganographic method with code
control of additional information embedding in the conditions of a conmpreattack against the embedded
message by digital video compression algorithm MPEG-4 whdreeding information using different
colour models is performed. It is shown that embedding additional informatiba ¥¢omponent of the
YChCr colour model allows reducing the number of errors whenatixtggadditional information by 17%.

It is also proposed to embed additional information using therstgggphic method with code control only
in dynamic blocks, which made it possible to reduce the numberrat evhen extracting additional
information by 8%. The obtained results can be applied in paéstganographic applications to increase
the robustness of the applied steganographic component of informationipnosgstems.

Keywords: steganography, code control of information embedding, digital videmlshAHadamard
transform.
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Kljefdbc jhalblhd |I_ogheh]ec fZrbggh]h gZ\qzZggy af[eevr_ggy ~hkimi
ijbkljh€\ ¢ rbjhdbc “~hklmi ~h 1gl_jg_Im agZqgh kijbyeb ajhklZc
"bklzgpecgh]lh gZ\qZggy Ihjy” ea kbkl_fzfb "bklZgpecgh]h gZ\gZggy
kbkl_fb ijhdlhjbg]lm yde fZxlv gZ f_le hpegx\ZllmkhghIm kim~_gle\ ofe
jh[him \bdez”~ZqZz H~rgZd g_a\Z Zxgb gZ jhalblhd | _ogheh]ec h]
ah[jZz  _gv « fZrbggh]lh gZ\gZggy kmqgzZkge kbkl_ fb ijhdlhjbg]lm \k_ s _
h[f "~ _gm nmgdpehgZevgeklv \ ~ ydbo kbkl _fZo gZkleevdb ih]zZgt
j_Zeesah\zZge f _Ih"b IZ Ze]lhjblf dhfifxl_jgh]lh ahjm ob[ge kijZpvhim\Zg
jhfhle as kim~ _glZfb jeagbo gZpehgZevghkl ¢ 1Z deZkbnedZpe+€ "ec
Am _ “hjklde \bfh]b sh~h ih\_7~egdb kim~_gle\ sh ~_yde ijh]jzZzfge ijh"
gZ\elv \e~rfh\bebkv \e* aZklhkm\Zggy fh"mee\ sh \bdhjbklh\mxlv _e
rimggh]h e<gl_e_dim LzZdh" } ijh[e_fhx sh kmqzZkge kbkl_fb i_j_\Z
ahk_j_~"_ge gZ \e”kl_"_gg* \bdexqgh h[ebqgv 1Z ihlJey”m kim”_gle)\
\e~rkl_"mxlv €o0ge ihab 7«€ |Z _fhpecgbc klZg H" gZd kZf_ hpegdz
_fhpecghlh klZgm fZ} \bjerZevg_ agZq_ggy g_ ebr_ "~ey kzZfh]lh gZ\q
ijhp_km Ze_ ¢ ~ey [eZ]lhihemqgqy kIm~_gle\ hkdeevdb i*® gZk "bkl
gZ\qgZggy \hgb ijh\h”ylv Ijb\Zebc qzZk azZ dhfi xl_jzZfb Z[h -egrbf
ijbkljhyfb sh “m°_ kbevgh \biezZ\Z} yd gZ €0 neabggh]lh a~hjh\fy |
j*\_gv klj_km GZjZaes dhgljhev pbo ihdZagbd+s\ e_"blv \bdexqgh gZ \b
Z[h gZ\elv gZ kzZfbo klm~_glZo ydbf ~“h\h~blvkybkZfhklecgh hijZpvl
fZl_jeZeb I_kle\ 1Z kZfhklecgbo jh[sl >h~Zldh\hx igb[e_fhx } ydeklv hJj
lZ a[_j*]Zggy i_jkhgZevgbo ~Zgbo klm~_gle\ [h [vevreklv kbkl_f ihlj.
N glbnedZp+€ mqgy a \bdhjbklZggyf "hdmf_gle\ Wde ie”I\_jA"mxlv hkl
[Z a[_je]Zxlv \e~_h jh[hlb mqgge\ iZ k\h€0o k_j\mjkzo pBbDd hkgh\s ZgZe-a
ijh[e_f shi_j_rdh~"Zxlv gZ\qZevghfm ijhp_km 1Z ihl_gpecgh klZ\eylv
aZljham a~hjh\'y mgge\ m “h\]hkljhdh\ec i_jki_dlb\e m pec klZII
ij_~klz\e_ge ~h~Zldh\e nmgdpehgZevge \bfh]lb ~h kmgzZkgbo K|
Z\IhfzZzlbah\Zgh]h hgeZcg ijhdlhjbglm ahdj_fZ g_h[oe*geklv ZgZe:
ex"bgb "ey hpegdb neabqgh€ Zdlb\ghkle I[Z fhgelhjbg]m ]Je]e}geqgbo ij
gZk \bdhjbklZzggy dhfi xI_je\ m gzZ\gZevghfm ijhp_ke Z 1Zdh" \bfh]b
fZzdkbfZevgh]lh aZobklm hkh[bklbo "Zgbo mqg-\

Dexgh\e keM\klZgpecg_ gZ\gZggy kbkl_fb z\lhfzZlbah\Zgh]h hgeZc
ijhdlhjbg]lm aZobkl hkh[bklbo *"Zgbo ZgZeea _fhpec ex”~_c ZgZeesa "

<klmiL_ogheh]*€ ~bklZgpecgh]lp gg\qhggdyijbdeZ”*gZ h[eZklv s
ihqzZzez k\ec jhal\blhd a jha\bldhf « ihrbjbgeKlxoghhdhfxt_ jg&
1gl_jg_Im ljh[e_fZ hpegdb ih\_"egdbklklimdegAgmyijpkpble\ |Z
\bdhgZggy <g”"b\e"mZevgbo jh[el ekgm\Z&EjeraZgg¥b [mredy €0
aZijhihgh\zge kbkl_fb ijhdlhjbg]m KbklidIftojb hoe g ijh
egnhjfZpecges kbkl_fb ijbagZq_ge- "elh§ZXbayhgd gady il hlplh\bo gb
~dazZf_gZpecgbo az\*"Zgv |Z fhgelhjbg]lmhlelehgtodbgtn[jhRye kg
kbkl_fb efelmxlv jhev \bdezZz”"ZqgZ krhyklxdb]zZx\qBdg@dmp kim~ _gle\
KihgzZldm p_ [meb kbkl_fb kbgojhgghlaz imhopgywiibgdirmkI® je]Zeb
"b\e ex” b kZfe \gbl_ees Z[h gZcfZge- yjZpihdgBtbazZp«@ iphe km
lZ agb” _ggy dhrlh\gbo \bljzZlI [meb ijfBklZKkbgag}ph dkd]ih
ijhdlhjbglm > @ ~_ m\_kv ijhp_k a*ZgeaZibkhh\bokyad¥*Zgv
ZgZeecam\Z\ky \gbl_e_f iekey kZfh]h ¢&iblmaibiglngZghnif Ih~e\ o
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fhr _e_c rimggh]h egl_e_dim ~"Zeb gZRepvdhdhzZijinpZ kna Zhygpeegdb
"h[jhq_kghkle kIm~_gle\ KZf_  pef egnhigZpek&kfhkf _fEbkI
Z\IhfZlbah\zZgh]l]h hgeZcg ijhdlhjeg]m2g®@ jh[hjilzk\yq_gZ
'gZe+a *kgmxgbo kbkl_f Z\lhfZzlbah\Zgh]h hgtkg}ijhdcklihgzg]m
deevdeklv kbkl_f Z\IhfZlbah\Zgh]h hgeZklgghWhadd khjpg Imhmgohfm
gl _e_dle AZ hkh[eb\ekIx j ZeecaZpgmqub&lXkb&kd fbldhjpbklZggy
mqggyfb m jeaghfZgelgbo \°'_ eskgmxqglpochlhklgZXpZdboklZgneh
aZijhihgh\Zgh deZkbnedm\ZIlb €0 gZ |Zde J]jmib Jbk

- ieZ]l*gb sh fh mlv k e_]deklx egl_]jng\xigby kbkl rmb <ky
\bfzZ]zZxqb \e* mqgy qZkm gZ \klZghl¢hlggyghhhzljdhnidhm P
ijhljZzfb fZxlv “hklmi ~h h[f_"_gh]h nndgZdp htkgghégh¥€ jiefZInhjfb
m [eevrhkle ijZpxxlv \ [jZma_jZo 1Z gh fExhyMhtk]lmgm]H kihem
kKim~_glz FzZxlv [Zdh™ "hkIlmi "h fedjhnhgm |Z \«~ _h
-ijh]ljzfge ijh~mdlb sh \bdhgmxIv \bdexqfgh inmddkpoec] nkb kI _
ljZpxxlv yd ©h[]hjldb2 gZ egre ijh]jZfge fth*4hkth [ljJZma _
dhgljhexxlv ~h~zZIldb 1Z kZclb sh mq_gv\Zhb _ m\bidpb Kklh\ m
kZfhklecgh€ jh[hlb gzZz” azZz\"Zggyfb Ladtnkibkh_fib[ hghih\h klhem
dezZ\eZImjb fedjhnhgm [Z \e~_h PehijhjjZflld ig\hh{kkZ2gh\ex\ZIb
gZ dhfifxl_jb mqgge\

-ijh]jZfge ijh*mdlb yde g_ e<gl_J]jmxlviby mgbeyrexklgklh[os”gh
hnhjfeylb | _klh\e aZ\"Zggy [_aihk_j_“ZgpvhPm Yiddoe bjdhZj}Zifjh[e _fm
kbgojhgeaZpe€ | _ameviZle\ jh[hlb mqggtXfla "bkitBEhpekbklh
gZ\qZggy yde fh mlv \bdhjbklh\m\ZIbky*hdZ\gZemMmgdpf[nagdeZ
AhnrZlidh\bo Nec yd \eM \gbl_ey 1Zd « \e" mqgy

Jbk ljbdez” deZkbnedZp+€ skgmxgbo ijh]jZ¥igbbdhix~mdle\ a i
Z\IhfZIbah\Zgh]h hgeZcg ijhdlhjbg]m

Lib kbkl_fb ijhdlhjbglm gZ hkgh\s rimgBh]lh 3gkzé d4XLOJR $,
3URFWRU 1Z 3URFWRU(GX ijhcreb €okhMh€Zg gy, mdb\lyheige b
Kbkl _fb ijh~ _fhgkljm\Zeb ohjhrm jh[highkI|Z gZethphAbfm klhes
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1Z \ [jZma_je m \keo I_klh\bo \biZ"KyY]eb<dagbhhZ2dhgbd j_amevIZle
\ ZgZeecae Zm”~ehrmfm ijZ\bevgh <7 gldbgitrdm\Z\«sbk hiljde[\e b
g_klzg~nZjlgbo kblmZpec o0ohqgqZ <gh”e dHE\Ze@bkidZewdXmiZfdwe
HArgZd fh"mev dhfi xI_jgh]l]h ahjm \bdebdZ\NZgdhggeghljmkghs
ijhljZzfge ijhA"mdlb kijZpx\Zeb \ejgh kebalh\@dbiz de\ Z \ j_rle
\biz~rde\ i_j \Z Zeb ob[ghg_]ZIlb\ge j_ag@mlevihb\ Ihc gZkzZyd
kbkl_fb ijhr_fhgkljm\Zeb fZckl_jgeklwA hdBeghdm ~elhee [Z
\bdhjbklZgge [jZma_jZ fh”mev dhfi x\kyghl e hfjadb\dpghb AZ
ZgZeecaZfb egrbo jhajh[gbde\ [Z kZfbokklhb" kdjz\' "halk k"
g_Z”~ _d\Zlgh€ h[jh[db ah[jZ _gv « ZetbhjbEdIimmdkdbfiZxgbkv a
lim~rghsZfb ijb jh[hle a mqgyfb jeagh]h_¢ggHkh\D]jhfihlo]h" pe
kbkl_fb ] _g_jm\Zeb gbke_gge ob[ge* kaHhxvirpg\lZ kg hgjej\bfh]b
Ah ih\_7egdb kim~_gle\ \bfh]b [meb imklivchhh gdBkbibkijhgelhj
gZijbdez™ Yd gZkee"hd gZijbdez” jlbgthipghdb b3 | ZREFWRUS8 \
ijh[e_fge -R"mees > @ M Ibo kZfbo \e*"]mdZo I|dbkZIgiZeea+ -<kg
ijhdlhjeglm > @ 1Zdh™ [meh [Z]Zlh ibkhdbkibdh"ZHgblokkimh _gle\
[h "ey o~ _glbnedZpe€ \ [eevrhkle ieZlhhgklgmhEZdb "ghh€ hkh[bkle
"hdmf_glb Z ih\ge aZibkb ijhp_km jrehkp magthkdph[jh][db -
Ahrazlidh\dghhkh[e_ggy "Zgbo LZdbc ie”o” bdép MZ[dbhba}hkh[bkl
gZijbdez”™ ihjmr_ggyf aZ]Zevgh]h j_J]eZiglgom*id5aZobkl

F _IZ jh[hIB_IZ jh[hib\*AkdhgZe _ggy \bfh] ~h kbkl_f Z\IhfZlbqq
hgezZcg ijhdlhjbg]lm 1Z jhajh[dZ ijhlhkbim IZdh€ kbkl_f

Hkgh\gZ qZk¥dgZmeh \bagZq_gh aZ j_amevlZIZfb ZigAeecam <kgn
gbo [meb ij_~klZ\e_ge* |Zde nmg"Zf_glZevge ijh[e_fb

-h[jh[dZ i_jkhgZevgbo "Zgbo m kbkl_fZjdhajhjcbh pbgmeFih\erZ}
\bfh]zf *'35 1kgm} agZqg_ aZg_ihdh}ggh €h/dhg\bhZelb\k
i_jkhgZevge "Zge* |Z [jZdm egnhjfZp§ gjtklwdaklye]Zdgpi*Zgbo

- nmgdpehgm\Zggy fh”mee\ jhaicagzZ\Zggy hl[fZa+*\} m pbo
g_i_j_"[Zgm\Zghbf

-kbkl_fb \bkm\Zxlv gZ~lh "hjklde \bfh]m”hgila\_“sdg djtb &k\h*blv

Ah Ah~rzZidh\hlh klj_km ey kim~_gle\

- ih\geklx \e~rkmlgec dhgljhev azZ ~hljbfzg\gyffh]]$hygrgqgbo
\bdhjbklZggy dhfi xI_je\ 1Z fhgelhjbg]mhjfhgy kElbkmZ]m[gbc
\ieb\ gZ a”hjh\ y kim~_gle\

:gZe*a ihdZaz\ sh jhalJeygmle kbkl_fb \&rghqgbkhiBx™h az\b
ih\_7egdb kIm~_gle\ gZijbdez” \eM\_A"flygeyhjB]aYZimZ Naky
kKijh[hx kibkZlb 1Z keZ[dbc je\_gv Zgdghkin &¢"h[fhHkK&s dZ"je\
g_j_a g_\bagZg_gbc ijhfe hd qZkm gewygh® dZhlbgdbmihlhZed
klm~ gl ijZpx} gZ” _daZf_gZpecgbf az\MzZg\gyh}*dZgagjhlae _
g_Jgmqgdeklix \b”e\ aZiblZzgv "ey |_kim\Ahdhy dhbaldleib jhh |
j_dhf_g~*mxlv af_grblb qZk ydbc \bljZqg¥}lvkiyhghio \dd¥WgZogovg -
ajh[blb €0 f_gr kdezZ”gbfb

P_\k_ ih]Zgh \ieb\Z} gZ je\_gv hljbfmiZ\gbopagiZlgie £bjlZ
ihdjZsb\rb ijhahjeklv h[jh[db « a[_je]Zggyh*ZglbodIlZglphkehy az
je\g_f Kklj_km 1Z neabqggbf a”hjh\Tyf kinmhdbiphg kb kd Zf hkgh\e
rimggh]h ¢gl_e _dim fh'gZ \"hkdhgZeblb[esh|[ &§Zdi agggblB
kijbyleb\ _ gZ\gZevg_ k_j_~h\bs_

ljhihgm}lvky “~h gZy\ghlh nmgdpehgZeme "hé&Zdb " ngmydpehgz
_fhpecgh]h klZgm |Z jmoe\ kim”_glzZz 6GHgkpghyZebes afeith]b
\dexqgZIlbfmlv m k_[_ dhfie_dkgbc ZgZeesa jh[hlb mqggy

HrgzZd \Zjlh mlhggblb sh km~ygb ae\<"]mé¢td bikcZ bhag ljfhgeyv »
aZ\bs_ge* \bfh]b kijbgbgyxlv m gbo iRANbkng |2\ kNga0ohy AZ\bs_g-
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\bfh]b “h ih\_7~egdb mqggy IZdh ™ ~_ae+gntjcheelvd\ib 2 Z2NlAhqktb k| _f
ihfbedh\h kijZpvh\m} gZ g_agZqge jmekghmRZ§lZ2\ ydsHhfalgl
kbkl_fzZ \bjerblv h[jh[blb dz”~j ea "~ZgbodzhiljjpiZzghdfma
ijhihgm}lvky i_j _leygmlb Jbk gZW\\geegtdbhkKdnvh _glz \ [d €0
ihf ydr_ggy

Jbk. >+Z]jZfZ \ZjeZgls\ \bdhjbklZggy Z\INfZbahy2glke kbk
ijhdlhjbg]m

<"hkdhgZe_ggy jh[hlb a i_jkhgZevghid] Z\e2vgid® jmpeg£f gl ijh
aZobkl "Zgbo \dexqzZ} “h k_[_ 1Zde kkighkdgZevgbjiib[MBgbfb
dhjbkIim\zqge\ ijh]jZfgbo ijhAmdle\

-dhjbklm\zq fZ} [mlb ijhegnhjfh\Zgbf ijh QvhyldeieZgm}lvky
a[bjzlb ijh]ljzfgbc ijh"mdl LZdh  \eg fd&h hpbbhifiBpegx sh”h
h[ky]e\ a[hjm ~Zgbo ijZ\h\bo i**"klZRhhgezyeh@jthdd¥Zgbjo I[jb\Zehkle
al[_j*lZggy "Zgbo i_j_"Zqe "Zgbo I|jf_lf HkhEZFzh[Hy d &@]'hv
Z\IhfZlbggh]h ijbcgylly jer_gv sh a”“ebhkqgX}dpVkjpldZ\ hkg
-dhjbkim\zqe fZxlv ijZyWBc[mZ% \e*debdZlb k\hx alh”m gZ h[jh[d
NZgbo i_j_ley”Zlb k\h€ i_jkhgZevdgbh "BbmiZz "l jogFmhiZdZpe€ ijh
|_ yd pe "Zge hijZpvh\mxlvky

-dhjbkim\zqe fZxlv ijZ\h hljbfm\ZIlb dhgt€oal\bj*ZeglhokNB€ ~Zg-
aZ i_\gbo mfh\ hkdzZj m\Zlb Z\IhfZllbaZgk gxxlyky vy
\bdexqgh gZ hkgh\s Ze]hjblfe\ « ih{ZAg@db &kA@Zhkdm M hgbo
-Zelhjblfb g_ ih\bgge \bdhjbklh\m\ZIb dhjbkydeXge\"Zglkzfe "Zg-
ih\bgge a[_je]Zlbky m [_ai_p-
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- G_h[oe~*gh azZ[_ai_qgblb sh[ h[jh[dZ "4dgb» ¢ \[mea\HLl Ky
ebb a g_h[oe*ghx fejhx P_ hagZqz} sltbkh\bbge h[jhigy yd-
Z[khexlgh g_h[o*”*ge "ey \bdhgZggy \“"Zgbho pee_c Z[h aZ
<boh”ygb a pbo \bfh] [meZ knhjfh\Zglken Zjd]hjlblfk bjiklp fb a
i_jkhgZevgbfb ~Zgbfb kIim~_gle\ m Kkbkl yfezZ ij\hdbhj\ng]] m\ ke
i _j_jZoh\Zge \bfh]b Jbk

Jbk. 6ZLPODQH ~+Z]jZfZ dhfmgedZpe+€ ZhikhijjhplZkmbkH[Hbb <kh
hkh[bklbfb ~Zgbfb mggs\

>ey ag_hkh[e_ggy "Zgbo 1Zzdh" ijhihgmf} Mk mR4*BE\BEFllc e\ sh]
g_ [meh gmlb mke ~ |Zees jhafh\ Z 1Zdd\elmbfAtkimX2ggh
jhafb\ZIb \e~A hjy™ \ fekpyo ~_ kbkl Z\fZggpgaghgZcgeevrhx
\ejh]e”rgeklx dhgklZIm\ZeZ ~h[jhg_kgekZwgbgbhyc n&Zdlijlsh ey

N _ydbo ekible\ fZxIv [mlb ij_"~klZ\e_ge- _ikike jaZhblkbmgbyp
ijhihgm}lvky jh[blb 1Zdm ihklh[jh[dm 7*EZgbbodedZZpZ Zighy
nhjfm\zZgge | _klh\h]h az\~"Zggy

<e”kl " ggy |1Z dhgljhev _fhpehgZevghdBghr my&dbmegchy]iho

klZg mqgge\ "m°_ \Z eb\Z qzZklbgZ ijtlpe Ky bgZ\fpZlggy "bdZaZgbc
a\fyahd fe° _fhpecgbf klZghf <ch]h mkaméveZlgdhpf ijBEp] km
gZ\qZggy Dheb kIm”™_glb mk\erhfexxlv_jkkl&kyfhptr§bfz d
kljZzl_Jeyfb gZ\gZggy €ogy gzZ\qZevgZmmplkikeygsh™h illdp\Zp-£€
aZzemg_ghkle 1Z kZfhj _Imeype€ LZIZMK¥Kkly kbamzgmbdy ekydbZdheb
\gbl_e+s mk\erhfexxlv _fhpecgbc klAge mggyg-lZ @dgjhkgdc a\ yahd
klZxlv [eevr _n_dlb\gbfb 1Z k\h}gZkgbfb > @

Yd \"_ [meh aZagZqg_gh jZger_ kmqZklgdIlhjZelraZpm€_kbkmh hfjh
klz\eylvky sh~h \bdhgzZggy ijZ\be jh[hlbh/aghgKkaftb aZzeéey
af_gr_ggy gZ\zZglZ _ggy gZ kbkl_fm \zZg_ dhghde@nmxkmipkeZevgh
\eAr h Z kdhjer_ gZ[hje dZMje\ jZa \ "Zd=lvvllehgrk| d g~ hq k| dye
\bfh]b 1Z keZ[Z j_ZeecaZpey ZgZee+ant \ifdD\hitlyke2h\ghlikl sh
kbkl_fb g_ \ kbeZo z~_d\Zlgh hpegx\Z¢ghbZih\h@gbgtmijklimklylv
ithjmr_ggy ijZ\be a”zZqe e<kible\ |Ih ihfbedB\WhajZgdmxZ[h
ihasoZggy mqgy

LZdh® yd aZagZqZeb kZfe mqgge > @dmgghzZh\d\gellgm iijih\ |Zegdm
kbkl_f 1Z nzdl ihklecgh]h kihkl_j_ ~ d@y&zZ}jm[lekrx ¢b*h~ZIdh\bc
klj_k >h\]Z jh[hlZ azZ dhfifx|_jgbf ijicldfyEEfgZdeh”_g§v klj_km 1Z
neabgqg_ a”“hjh\fy ex”~bghb

<jZoh\mxgb \k_ \bs_ gZibkzg_ ijhihlgzd}lkbkI*"HZzZdbfire _dkgbc
ijhklhjh\ghZkh\bc ZgZeesa ih\_"egdb kim”_glZ yddib[gH[ndn ANdeexqZltl
mqgy |Zd « ch]h €€ fhpe€ P_ “h#&a\lbeibliv Rbhrexkghghfe ggy
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_fhpehgZevgh]lh klZgm 1Z ~hihfh _ agbabhhlhejbfabd ghh)b\fwnf
mqgge\

>ey hibkm 1Z ZgZeeam _fhpec mqgge\ kjhimddlbvKkpy\bdygly
kbkl_fZ dh"m\Zggy ebpvh\bo fefeqgbd "jheVgPR yhikikkh} jmoh\e
h"bgbpe 1Z ~_kdjbilhjb ih\ yaZge a ex™kotbf hféghpyfg J
azZe_ " Zlv \e2tyf@im€vdhgdj Igh€ e<gl_jij |Zpe€ « fh mgbv ewlb \bdhj
\bagZqg_ggy _fhpec -?7KipEeym Kkbkl_fm dh” m\Zggy ebpvh\bo
(PRWLRQ )DFLDO $FWLRQ &RGLQJFIEDOWHPNL(RPRPS&BRGE: @ 6))
Affect Interpretal RQ 'LFWLRQDU\ )$&6%," > @ sh jhaley”rZxlv j
ih\ yazge a _fhpeyfb Dhf[egZpey deevdhmagigh}bdhddbgllgpw \
_fhpex LZ| > @

LZ[ebpy
IljbdeZ” jmoh\bo h*bgbpv IZ €0 dhf[egZpec m _fhpe€
Ghf_j >e€
1 <gmljergec ie”chf [je\
2 Ah\gergec ie”chf [je\
4 HimkdZggy [je°\
9 Afhjsm\Zggy ghkZ
43 Hge aZiexs _g-
45 FhjlZggy
LZ[ebpy
ljbdeZ”™ h[Y}*gZgv jmoh\bo ebpvh\bo h*bgbpv m _fhpe€£
GZa\Z fhpe€ Dhf[egZpey jmoh\bo h*bgh
SZkly 6+12
&ljZo 1+2+4+5+7+20+26
Kmf 1+4+15
=g-\ 4+5+7+23

Pe deZkbnedZpe€ ~"Zxlv fh eb\eklv kljmld/irakhkX bib geafiipZg «l Z
ajh[blb hibk _fhpecgh]h klZgm kim~ _glZ

LZdh™ |j [Z aZagZgblb g _h[oes*geklv \igEEZgbagyZ \RhkdhZgbo
"ey gZ\qZggy kbkl_f dhfiffxl_jgh]lh ahjimphaiexdZtZgggbo
gZpehgZevghkl ¢ sh “ey mgbdg _ggy iBfmgehhl|[ejbqyhkde-afhizpec
ex”™_c

J _amevlZlb jh[hlb fh*mey ZgZeeam igh]MelgddmlZngilypfon*mlv
ihr"Zevr_\bdhgm\ZIbky yd *"ey alelm &y Wbkbdkd ¥l K| AfeckeaZp-£€
_fhpecgh]h klZgm mqgy Ijhihgm}lvkyfAjddHpb kbik\hma\ilhb kij _km
Ney j_dhf_g~Zpe€ g_\_ebdh]h i_j_jb\rmhéZd Xixdib@Z §ig g\ e
jmozZghd > @ ~h Ijb\e«Zevgh]h ~h [jb\yZevygeddh ihMbl\bjlilbk hq-e
[11].

Hibk Zjoel_dImjb ijhlhlbim 2zZ\lIhfZlbah\Zditddhkibhk]md eiqa
ekgmxgbo jer_gv ihdZaz\ sh gZcijhklgdsfb[melddgklklZb sh
gl _]jm\Zebky yd ieZ]egm \ kmqgZkgh kb klZ\fdpZylgkyl Zgeycijhlhlbim
ijhihgm}lvky jhajh[blb ieZ]eg "ey *RIRIOEIINRIUBW [h”~_ ~Z\ZIlb
fh eb\eklv \bdezZz”"Zgm ijhley”Zlb 1Z gbeZripAMm\ZIfgiyjZ\kible\
P_~Zklv fh eb\eklv fegefeam\ZIlb |Z ilgege}rbhd*hhdBleZ rim\Zgg-e
€0 jh[hgh]lh ijbkljhx > @ ihe_]rblv jh[lyldfiddgez"hdq_ X Ivky
azZgh\h iergefZlb egnjZkljmdIimjm k\h]hbo di¢z\kh _Iggydb kdBAYE 6
azZ\"zZgv 1Z fegefeam\Zlb ijh[e_fb i« Iljof db_jjlapyeteigdge ligbk | f
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NegZevgZ aZijhihgh\ZgzZz Zjoel_dImjZ kbghlhb hfHh\dHEichH bah\z
ijhdlhjbg]lm kdez~Z}Ivky a ljvho hkgh\gbo gZklbg Jbk

- ofzjgbc k_j\_j gZ ydhfm [m”~_ ijh\h"bibHY Zhy[hdbamggh\ m
ijhp _ke a”Zgm | _kIim gqb <kiblm < gwh]h \pthd'yfh dgeZve dzZH[db
aZible\ dee}glz $3, h[jh[db fhrmev h[hhpdkbmaglg4dn ferkm eds
K_j\ekm jh[hlb a [ZaZfb ~"Zgbo Z |ZdhZgfthd nddybk|[pn\ddpz~IZ
ih\ yazgbc a gbf fh"mev fZrbggh]h gZ\qZgg¥gXdbamkZtb [m
ih\_7~egdm mqgy IZ "Z\ZIb ec dhfie_dkgm hpegdm

-ieZ]eg gZ dhfifxl_je dhjbkim\ZqZ sh_kdeckY}IXxghgafZgla jZ
NZgbo egl_jn_ckm jh[hlb a dzf_jhx lZ dhZ2pgéf fkjhfimkihf g_j_a
API;

- [Zab ~Zgbo ~ey /K 1Z KR: [m mlv jha”*eeh§@- i¢elybfdlkbfzev
ihl _gpeZevgbo dhjbkim\Zqge\ m jeagbo QqZkdybozZjdhgl#o agl
\bdhjbklZggy koh\bs dh'g_ a gbo [mA_7ijgdpba\gilk mgzZ\efrevr

A r_\bo IZjbnZo dheb ihklecgZ [_ai_h\bsgdhyhilZgX[xZ]ZIh
"hjh q_ >@ 1Z aZz”h\hevgy} \bfh]zf jhiidbfh dkRhfkkhhZm A m
pbo gZklbgZo k\elIm

Jbk. >+21jzfz dhfihg_gl kbkl_fb Z\IhfZlbaphdigtjtlglmgeZcg

<bkgh\dbmeb \"hkdhgZe_ge¢ \bfh]b sh”h kbkl_fge&itlgfZzlbqgh]l
ijhdlhjbg]m >ey j_ZeecaZpe+€ [cevr OexRimh€§IiZgtyg h[bn edn
aZijhihgh\zZgh ihf ydrblb \bfh]b ~h hpegdb€og¥h®der\* "
ijb[jZIb g_h[oe~rgeklv ihklecgh ~"b\blbk&ZdR fhgdhlijgrin}livky
\ijh\Z~blb kbkl_fm dhgljhex klj_km qidlgigvg vbdhlgngZZIb \ijZ\b
"ey ch]lh agylly LZdbc dhgljhev fh gdjpfZld\gm\Akk[Z&Yrb
[Zcf_j 1_j_[m\Zggy kIm~ _glz i_j_~ fhgelgprfec Hbgkddfem
ijhihgm}lvky \e~rkl "m\ZIlb _fhpecgbc KilZJdixmgg¥eaAnthifhpec -
jmoe\ a "Zgbo hljbtdgbojla \_|

Shrh [_ai_db a [hdm \bdhjbklZggy i_jkhgkmeh®&Z+pgmhgEr\azgh
fZdkbfZevgh Zghgefeam\zZlb "Zge kild™ gl{miekey”lh]h*'ygZ €0
hkh[bkleklv 1Z az f_"Zfb is~hajeebo kilmZkbscrqbyite ifh"
g_"h[jhg_kgeklv kim” _glZ LZdh [meRZldZkjmtgdhdgh bZevgbc
AhklImi shh mfh\ \bdhjbklZggy ch]h BEk@pbKdbade Hgyoal k_j\_je\
kbkl_fb
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DEVELOPMENT OF AN AUTOMATED ONLINE PROCTORING SYSTEM
A.A. Breskina

National Odesa Polytechnic University,
1, Shevchenka Ave. Odesa, 65044, Ukraine; e-madlstasia.breskina@gmail.com

The rapid development of machine learning technologies, the simegeavailability of devices and
widespread access to the Internet have significantly contdibiatehe growth of distance learning.
Alongside distance learning systems, proctoring systems haamgexinto assess student performance by
simulating the work of a teacher. However, despite the develnopof image processing and machine
learning technologies, modern proctoring systems still haviégeinfunctionality: some systems have
implemented computer vision methods and algorithms so poorke (fabsitives when working with
students of different nationalities) and classification of student actiensdirict requirements for student
behaviour) that some software products have even refused toodséemthat use elements of artificial
intelligence. It is also a problem that current systerasnainly focused on tracking students' faces and
gaze and do not track their postures, actions, and emotional state. Howevbe #sisessment of actions
and emotional state that is crucial not only for the learning psoiteelf, but also for the well-being of
students, as they spend long periods of time at computers or other devices dtaimgedearning, which
has a great impact on both their physical health and streds.|€urrently, control over these indicators
lies solely with teachers or even students themselves, whotbawerk through test materials and
independent work on their own. An additional problem is the quality of processingesgkstf students'
personal data, as most systems require students to be idemifigdtheir identity documents and store
full, unanonymised video of students' work on their servers. Based onalysis of all these problems
that impede the learning process and potentially endanger studkesith in the long run, this article
presents additional functional requirements for modern automated ordotering systems, including the
need to analyse human actions to assess physical activity amtbnmmoygiene practices when using
computers in the learning process, as well as requirementsafomum protection of students' personal
data.

Keywords: distance learning, automated online proctoring systems, persoagbrdétction, analysis of
human emotions, analysis of human actions.
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