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The issue of maintaining human health is an important area of medicine. Today, there are 
many diagnostic, therapeutic and preventive measures and technologies aimed at improving 
the quality of health and increasing the life expectancy of the population. All existing 
diagnostic techniques are performed in direct contact with the patient and the doctor. At 
present, there is a rather low level of equipment with various medical and diagnostic 
devices, as well as a low professional level of medical staff. This has resulted in an increase 
in morbidity and mortality, and a real decline in life expectancy in Ukraine, which has been 
observed especially in recent years. Today, medicine is facing the issue of early diagnosis 
with a high probability of making an accurate diagnosis. This requires the development of 
methods and technical means of high sensitivity and specificity of equipment for 
determining biometric indicators and studying the measurement channels of biomedical 
parameters. The literature review has shown that in order to develop command control 
systems and speech-to-text conversion in a fused speech stream, it is necessary to use 
�©�P�H�F�K�D�Q�L�V�P�V�ª�� �I�R�U�� �D�X�W�R�P�D�W�L�F�� �U�H�F�R�J�Q�L�W�L�R�Q�� �D�Q�G�� �X�Q�G�H�U�V�W�D�Q�G�L�Q�J�� �R�I�� �W�K�H�� �R�S�H�U�D�W�R�U�
�V�� �V�S�H�H�F�K����
�+�R�Z�H�Y�H�U���� �W�K�H�V�H�� �©�P�H�F�K�D�Q�L�V�P�V�ª�� �K�D�Y�H�� �V�R�P�H�� �V�K�R�U�W�F�R�P�L�Q�J�V���� �G�X�H�� �W�R�� �D�� �O�D�U�J�H�� �Q�X�P�E�H�U�� �R�I��
interferences. The main goal of the work is to develop a device for diagnostic processing 
and obtaining biomedical parameters for further analysis and electrophysiological studies, 
which will generally increase the reliability of diagnostics. The algorithm of operation of 
the system for remote monitoring of the psycho-physiological state of a person based on 
heart rate and electrocardiological signal is presented. One of the ways to improve the 
quality of human health prevention is to improve the quality of diagnostics of the 
functioning of human organs. It is possible to improve the quality of diagnostics by early 
detection of deviations from the norm of their functioning. It is known that the use of so-
�F�D�O�O�H�G�� �©�V�P�D�U�W�ª�� �F�O�R�W�K�L�Q�J�� �L�V�� �J�D�L�Q�L�Q�J�� �S�R�S�X�O�D�U�L�W�\���� �:�K�H�Q�� �W�H�V�W�L�Q�J��and creating algorithms for 
processing experimentally obtained signals, it is necessary to thoroughly check them to 
assess the reliability of recognising informative fragments, the accuracy of measuring 
diagnostic features focused on these fragments, as well as a number of other indicators. 
Keywords: system algorithm, heart rate, electrophysiological methods, electrocardiogram, 
microprocessor unit, microcontroller, remote monitoring. 
 

Introduction.  The problem of maintaining human health is an important aspect of medical 
science. Nowadays, there are many methods of diagnosis, treatment and prevention aimed at 
improving health and increasing the life expectancy of the population. All of these methods 
are usually performed during direct contact between the patient and medical staff. However, 
today we can observe an insufficient level of medical equipment in various healthcare 
facilities, as well as an insufficiently high professional level of medical staff. This leads to an 
increase in morbidity and mortality among the population, which leads to a real decrease in 
life expectancy in Ukraine, especially noticeable in recent years. 

One of the main challenges in medicine is the need for timely diagnostics with high 
accuracy. This requires the development of highly sensitive and specific methods and 
technical means for determining biometric parameters and studying medical indicators. 
Literature review.  Today, so-called �©smart�ª clothing (wearable technology), which can be 
used to monitor health indicators, is becoming increasingly popular. �©Smart�ª clothing is 
clothing that can interact with the environment by sensing signals, processing information and 

mailto:olalzh@ukr.net
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triggering responses. In �©smart�ª clothing, fabric electrodes are actively used to capture the 
electrocardiogram signal [1, 2]. However, the signal obtained using such electrodes has a 
significant drawback �± a large number of artefacts (noise, various interferences) of various 
nature. When creating algorithms for processing experimentally obtained signals, they need to 
be thoroughly tested to assess the reliability of recognising informative fragments, the 
accuracy of measuring diagnostic features focused on these fragments, as well as a number of 
other indicators. In addition, in real life, the shape of informative fragments is distorted by 
various internal and external disturbances, which can only be reduced to additive obstacles in 
some cases. All this complicates digital signal processing, stimulating the creation of new 
processing algorithms. In this work, the research vector is aimed at improving the reliability 
of the diagnosis, using modern advances in microelectronics and nanotechnology [1]. 

The review and analysis of relevant literature and patent sources on the topic showed 
that the most valuable information for functional diagnostics is electrophysiological methods 
based on measuring the bioelectrical activity of various human organs and tissues, in 
particular the cardiovascular system. These methods are well-known and widely used in 
practice. However, they have fundamental disadvantages caused by their metrological 
characteristics. 
Research Objective. The main goal of the work is to develop a device for diagnostic 
processing and obtaining biomedical parameters for further analysis and electrophysiological 
studies, which will generally increase the reliability of diagnostics. The algorithm of operation 
of the system for remote monitoring of the psycho-physiological state of a person based on 
heart rate and electrocardiological signal is presented. One of the ways to improve the quality 
of prevention of diseases is to improve the quality of diagnostics of organ functioning. 
Improving the quality of diagnostics is possible through the early detection of abnormalities 
in their functioning. 
Main Body. The algorithm of operation of the device for remote monitoring of the psycho-
physiological state of a person is shown in Fig. 1. The algorithm works as follows. 

The patient puts on the suspension 2 with the belt part, which should fit the torso and 
provide �©dry�ª galvanic contact with the nipple areas, one of which is the paracardial area of 
the anterior chest surface. After the suspension is installed, switch on the power supply (p. 2) 
by simultaneously pressing the buttons on the monitor unit body. 

The next step is to check the functionality of the modules: ADC 12, accelerometer 18, 
Bluetooth contactless modem 17, RAM 15, clock 19, as well as the creation of a performance 
table (p. 3). Then the initialization is performed: ADC 12 (sampling rate Fd=500 Hz), 
accelerometer 18, Bluetooth contactless modem 17, RAM 15, clock 19 (p. 4).  

Next, the portable monitor is switched to the monitoring mode (p. 5). At the same 
time, the ADC is polled (p. 6). Sampling and searching for RR intervals are accumulated in 
the memory of the microcontroller 13 (p. 7). If the RR interval is found (p. 8), the 
accelerometer 18 is polled: �©Is there a patient movement?�ª (p. 9). If movement is detected, its 
duration is determined (p. 24), and if the movement lasts more than 2 seconds, the device is 
switched to the �©sleep�ª mode (p. 25). During the �©sleep�ª mode, the accelerometer 18 is 
periodically polled to detect the lack of motor activity in the patient. 

If there is no movement for 10 seconds, the device enters the operating mode. When 
the patient is calm (accelerometer 18 does not show movement, i.e., there are no motion 
artefacts), the patient's condition is searched for cardiological pathologies (p. 10). To do this, 
the measured parameters are compared with the parameters obtained in p. 21 during training 
and the set thresholds: 

�± heart rate (HR) >140 �± paroxysmal tachycardia; 
�± HR>240 �± atrial flutter; 
�± absence of R-peak; 
�± �D�U�U�K�\�W�K�P�L�D�����$���Y�D�U�L�D�E�O�H���D�U�U�K�\�W�K�P�L�D���•���$���U�H�I�H�U�H�Q�F�H���D�U�U�K�\�W�K�P�L�D���Y�D�O�X�H�������W�K�U�H�V�K�R�O�G���� 
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�± �U�K�\�W�K�P�� �G�L�V�W�X�U�E�D�Q�F�H�� ���+�5�� �Q�X�P�E�H�U�� �R�I�� �P�H�D�V�X�U�H�P�H�Q�W�V�� �•�� �+�5�� �Qumber of reference 
�P�H�D�V�X�U�H�P�H�Q�W�V�����R�U���L�I�����1���L�P�S�H�U�L�D�O���P�H�D�V�X�U�H�P�H�Q�W�V���•���1���L�P�S�H�U�L�D�O���U�H�I�H�U�H�Q�F�H���P�H�D�V�X�U�H�P�H�Q�W�V���Z�L�W�K���+�5��
number of measurements = HR number of reference measurements); 

 
 
Fig. 1. Algorithm of the remote monitoring system of human psycho-physiological state 
�± check whether the sign of the P-peak has changed or the sign of the T-peak has changed. 
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If a pathology is found at the end of the analysis stage (p. 11), the modem 17 
communicates with the GSM modem of the patient's phone �± the microprocessor generates 
and sends an SMS message (p. 12). 

This message may contain one of the following cardiological diagnoses: 
�± paroxysmal tachycardia; 
�± atrial flutter; 
�± absence of R-peak; 
�± arrhythmia 
�± heart rhythm disturbance; 
�± cardiac arrest; 
�±prognosis of dangerous ventricular arrhythmias; 
�± extrasystole; 
�±dangerous rise of the ST-segment; 
�± absence of R-peak or negative R-peak; 
�±absence of T-peak or negative T-peak. 
Next, the SD memory card is initialised (p. 13, 14). The performance table (in the 

form of the HDT.txt file) is saved to it. Then, the LOG.txt file is created on the SD card and a 
60-second �©fragment�ª of the signal is saved in the ECG.txt file (p. 16). It is checked whether 
an external computer is connected via the USB port (p. 17), if so, the microprocessor reads a 
command from the computer via the USB port (p. 18). Depending on the command, either 
direct data transfer to the computer is performed (p. 19), or data is read from the SD memory 
card (p. 20), or the system is individually set up for the patient (�©training�ª, p. 21). 

Next, it checks whether the system needs to be switched off (by simultaneously 
pressing two buttons on the monitor unit case, p. 22). If �©NO�ª, the algorithm returns to p. 7. If 
�©YES�ª, the algorithm returns to p. 2. The algorithm can be run for many days according to 
this cycle of steps (p. 1-25). If necessary, the device can be switched off by pressing two 
�E�X�W�W�R�Q�V���V�L�P�X�O�W�D�Q�H�R�X�V�O�\���R�Q���W�K�H���P�R�Q�L�W�R�U���X�Q�L�W���E�R�G�\�����j���������������6�Z�L�W�F�K�L�Q�J���W�K�H���P�R�Q�L�W�R�U���R�Q���D�Q�G���R�I�I���L�V��
signalled by a tactile vibration alarm 21, which is mounted on the monitor body and is felt by 
the patient through the waist part of the bodice. The original design of the spherical electrode 
matrixes does not have an irritating action on the patient's body and allows for the acquisition 
of an electrocardiological signal (ECG), a signal with sufficient reliability for emergency 
diagnosis [4, 5]. 

The main advantage of the device is the ability to use ECG shapes in patients with 
pathology, which is ensured by the individual patient adjustment mode. In addition, the device 
allows to differentiate ECG signals obtained during patient movement from signals of cardiac 
emergencies due to the elimination of motion artefacts. In the presence of intense patient 
movements, the device's power supply is switched to sleep mode, which significantly extends 
the monitor's life [4, 5]. 

A mobile monitor for a cardiology patient, an electrocardiogram (ECG) block 
containing an analogue-to-digital converter (ADC), a removable memory card, connected to a 
microcontroller. The latter is distinguished by the fact that it additionally includes means for 
generating SMS messages through a GSM telephone modem, a three-axis accelerometer, a 
real-time clock, a USB port for communication with external devices, a common-mode 
interference suppression unit associated with a microcontroller and an operational device 
(RAM). At the same time, the ECG block contains two electrode arrays made with the 
possibility of fixing and �©dry�ª contact with the areas of the front surface of the chest. Each 
matrix contains two groups of electrodes, one of which is connected to the in-phase 
interference suppression unit, and the other to the inputs of the operational amplifier, the 
output of which is connected to the ADC through a filter. At the same time, the 
microcontroller is designed to store individual ECG parameters of the patient in the RAM and 
compare them with the ECG parameters of the current monitoring, taking into account the 
ECG parameters, according to the established criteria. The ECG parameters are obtained in 
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the absence of motion artifacts recorded by the 3-axis accelerometer, and if the ECG 
parameters of the current monitoring differ from the individual ECG parameters of the patient 
by more than the critical value, an SMS with a diagnosis is generated via the GSM modem of 
the phone. 

As shown in Fig. 1, the algorithm can be seen that in the presence of motion artefacts 
registered by the 3-axis accelerometer, the microcontroller goes into sleep mode (p. 25) and 
the ECG unit is turned off (p. 22). 

When changing memory cards, ECG parameters are entered into the table, or an SMS 
message with ECG parameters is transmitted (if a smartphone is used for data transmission) 
from the moment the parameters are formed in p. 19. Note that p. 8 distinguishes which ECG 
parameters determine the preferred duration of RR intervals, time and amplitude 
characteristics of the QRS complex and ST segment. 

P. 1, is responsible for the installation of a bodice-type suspension on the patient, with 
the electrode matrices of the ECG block placed in the waist part of the bodice, connected by 
flexible wires to the device body, on the walls of which are mounted a three-coordinate 
accelerometer, a tactile vibration alarm and power buttons. The body itself is designed to fit 
into a pocket of a person's waistband. 

With the development of telemedicine, an acute problem has arisen in the manufacture 
of tonometers that can be wirelessly connected to a PC or smartphone using a Bluetooth 
channel or other suitable modem. The stages of using such devices are as follows [6]: 

�± data transfer to a PC or smartphone; 
�± collection of statistics, the ability to analyse the collected data; 
�± derivation of trends. 
The smartphone is used not only for data collection, but also for control with the 

ability to view pulse wave graphs. 
Each block and its purpose is described in more detail below. Fig. 2 shows the 

functional electrical circuit of the complex for wireless remote monitoring of the human 
psycho-physiological state [1-5]. 

The developed device can be divided into several functional blocks: 
�± signal registration 
�± analogue processing; 
�± microprocessor block; 
�± power supply unit; 
�± visual presentation of results; 
�± data transmission block. 

Conclusions. The work provides an analytical review of scientific and technical publications 
and patents on medical technology and biometric engineering in the field of monitoring the 
physiological state of the human body with a view to further developing technical means for 
assessing pathological changes in the human condition. The ways of building relevant devices 
using wireless networks are planned. 

The algorithm of operation of the system for remote monitoring of the psycho-
physiological state of a person using tissue electrodes is developed, and the functional 
diagram of the complex for wireless remote monitoring of the psycho-physiological state of a 
person is presented. 

The results of this study can be used to create a system for monitoring a person's 
condition based on their ECG. 

The results of the study point to new directions for improving the electrocardiograph's 
work. 
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Fig. 2. Functional electrical circuit of the complex for wireless remote monitoring of human 
psycho-physiological state [6] 
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This work addresses the pressing issue of ensuring reliable information protection amidst 
increasing data volumes and rising numbers of cyber threats. Traditional cryptographic 
systems, while generally reliable, may prove vulnerable to new types of attacks, especially 
quantum ones. This highlights the need for exploring and researching more resilient 
encryption methods. The work proposes a hybrid cryptosystem that combines the McEliece 
system with the RSA encryption algorithm. This approach leverages the advantages of both 
methods: the high security level of RSA, based on the difficulty of factoring large numbers, 
and the resilience of McEliece to quantum attacks due to the complexity of decoding 
arbitrary linear codes. A distinctive feature of the proposed hybrid system is the use of 
Galois fields GF(p) for all operations, which provides an additional layer of protection and 
flexibility compared to traditional systems based on binary numeral systems. The 
integration of two asymmetric cryptographic algorithms, whose resilience is based on 
solving different mathematical problems, enhances the reliability and security of the 
proposed system. The use of a common parameter n for key generation also simplifies key 
management and expands the key space by a factor of n. This solution combines error 
protection with cryptographic security, making it a powerful tool for data protection in 
environments with potentially unreliable communication channels. The research conducted 
as part of this work focuses on analyzing the effectiveness and security of the proposed 
hybrid cryptosystem. Special attention is given to characteristics such as relative 
information transmission speed, ciphertext length, key size, and resistance to cryptanalysis. 
The results demonstrate the advantages of the hybrid system compared to using each 
algorithm individually. The findings could form the basis for further development of 
cryptographic methods for information protection in the face of modern threats. 
Keywords: McEliece cryptosystem, RSA encryption algorithm, finite fields of Galois, 
hybrid cryptosystem, resistance to cryptanalysis. 

 
Introduction.  The modern world is increasingly reliant on robust information protection 
methods that ensure data confidentiality, integrity, and authenticity. With the development of 
digital technologies and the increase in data volumes transmitted through open 
communication channels, there is a need to improve existing cryptographic systems. One 
promising direction in cryptography that can provide the necessary level of security with 
enhanced efficiency is hybrid systems that combine the advantages of different encryption 
algorithms. 

Traditional cryptographic systems can be vulnerable to new types of attacks, 
necessitating the development of more resilient encryption methods. Furthermore, many 
existing encryption algorithms are considered vulnerable to quantum computers. Therefore, 
researching and developing cryptographic methods that are resistant to both classical and 
quantum cryptanalysis is a pressing task. The solution to this problem is possible through the 
integration of the McEliece code-based cryptosystem and the asymmetric RSA encryption 
algorithm, which allows for the creation of more robust, flexible, and efficient cryptographic 
solutions that meet modern information protection requirements. 

In particular, the combination of RSA and the McEliece cryptosystem using Galois 
fields GF(p) and arithmetic operations in these fields is a promising approach that allows the 
advantages of both methods to be combined, enhancing encryption efficiency and resilience. 
McEliece, due to its resistance to quantum attacks, and RSA, based on the complexity of 
factoring large numbers, form the basis for an effective hybrid cryptosystem. 



�1�G�N�H�J�F�:�L�B�D�:���L�:���F�:�L�?�F�:�L�B�Q�G�1���F�?�L�H�>�B���<���F�H�>�?�E�X�<�:�G�G�1���’�������������’���L�h�f�����������‹�� ��-�� 

13 

Analysis of research and publications. Compliance with data protection standards requires 
the implementation of the most advanced encryption methods, driving the research and 
adoption of new cryptographic techniques. The use of open communication channels for 
transmitting confidential information, storing data in digital environments, the increase in 
cyber-attacks, and information misuse create additional requirements for data security. Hybrid 
cryptosystems, which combine the robustness and efficiency of various encryption 
algorithms, can offer optimal solutions for enhancing security and efficiency under these 
conditions. 

The security of most widely used cryptosystems is based on the difficulty of solving 
specific mathematical problems, such as the factorization of large numbers, discrete 
logarithms, the use of cryptographic hash functions, lattice-based methods, and others [1-4]. 
Code-based cryptosystems have limited practical application due to implementation 
complexity and key sizes. However, given the capabilities of quantum computers, particularly 
their computational speed, these cryptosystems represent a promising and rapidly developing 
field [5-8]. 

The potential applications and development of hybrid cryptographic systems are one 
of the important areas of research [9-11]. Traditional encryption methods, although quite 
reliable, can become vulnerable to new types of attacks. Hybrid cryptosystems provide greater 
resilience and information security by leveraging the strengths of traditional methods while 
compensating for their weaknesses. This underscores the necessity of exploring and 
researching alternative and hybrid cryptographic systems. 

One of the most studied cryptographic systems is the McEliece scheme, based on 
error-correcting codes [12-17]. It is known for its ability to control and correct errors in the 
channel and its resistance to attacks. The system is based on an encryption method that uses 
matrix multiplication to create keys. The main idea is to use linear codes for encryption, 
where the generating matrix of the code G is multiplied with random matrices S and P, which 
form the secret key G', to create the public key. This approach ensures data security based on 
the properties of linear codes and the complexity of recovering the secret key. Decoding 
requires the use of complex algorithms, the complexity of which grows exponentially with the 
key size. This problem is considered NP-complete, as there is no efficient algorithm that can 
find a solution in polynomial time. This makes McEliece resistant to many classical 
cryptanalysis methods, including potential attacks using quantum computers. 

An analysis of the sources allows us to conclude that the search for new data 
protection methods in the context of post-quantum cryptography, which is based on new 
mathematical constructions such as code superpositions, is becoming a relevant alternative for 
future information security. 

Typically, hybrid cryptosystems combine the efficiency of symmetric encryption with 
the security of asymmetric encryption [18-20]. These systems use the best characteristics of 
both methods to protect data exchange over potentially insecure channels. Combining two 
encryption approaches, based on different mathematical problems and methods, will provide a 
higher level of security. Specifically, McEliece uses encoding based on linear codes, while 
RSA employs asymmetric encryption based on the difficulty of factoring large numbers into 
primes. The security of RSA may be threatened by the development of quantum computers, 
whereas McEliece is considered a post-quantum system. The complexity of decrypting both 
cryptographic systems grows exponentially relative to the key length, which is considered an 
NP-hard problem. 

The combination of the McEliece cryptosystem and the RSA encryption algorithm 
demonstrates significant potential for ensuring a high level of security in modern cyber threat 
conditions, as each of these algorithms has its unique advantages: McEliece's resistance to 
quantum computing and RSA's resistance to classical attacks. The use of characteristics and 
operations in the Galois field GF(p) further enhances the efficiency and security of the hybrid 
system. This approach will provide an additional level of cryptographic protection for use in 
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information security systems and represents a promising direction for research. 
The aim of this work is to enhance the reliability of data encryption systems by 

integrating algorithms whose robustness is based on solving different mathematical problems. 
Hybrid  Asymmetric Cryptosystem. The proposed hybrid asymmetric cryptosystem is based 
on the principles of data encoding according to the McEliece scheme using the algebraic 
structures of Galois fields GF(p) and the RSA encryption algorithm. The modified McEliece 
cryptosystem in GF(p) includes the following steps [12]: 

1. Key Generation. Selection of the Generating Matrix G. The dimension of G 
corresponds to the length of the codeword �U�î�Q, where n = k + r, k is the number of 
information symbols, and r is the number of check symbols. An �Q�î�Q permutation matrix P is 
used to reorder the symbols in the codeword. A �N�î�N secret matrix S is chosen from the 
elements of GF(p) and is used for additional mixing of the message symbols before encoding 
them. The public key G' is computed as follows: 

�)�"�� 
L ���5�)�2�ä 
2. Encoding the original message m by transforming it into the codeword x using the 

public key matrix G': 
�T�� 
L ���I�) �"�ä 

3. Message Transmission. To provide additional protection, an error vector e can be 
added to the resulting codeword x. In this case, it can be considered an additional one-time 
secret key. The weight of the error may exceed the boundaries of GF(p) since arithmetic 
operations performed during decryption include normalizing values to the limits of GF(p). 
However, it will determine the complexity of decoding the corrupted codeword x'. The error 
correction process uses the principles of the McEliece system, based on the Hamming error-
correcting code. 

4. Decryption. Upon receiving the codeword x', which contains an error, the private 
keys P' and S', which are the inverses of the matrices P and S respectively, are used for 
decoding, where S' is computed in the Galois field GF(p). 

�5�" 
L �� �5�?�5���I�K�@���:�L�;. 
Restoration of the original message 

�I�� 
L ���T�"���2�"���5�"�ä 
Using the Galois Field GF(p) in the McEliece scheme offers several advantages 

compared to traditional implementations in binary numeral systems. Operations in GF(p) 
require fewer computational resources compared to operations on binary strings in a binary 
system, which is crucial in cryptographic applications where computational efficiency can be 
critical, especially for large message lengths. Using GF(p) allows for a larger key size without 
compromising resistance to attacks, thereby increasing the amount of information that can be 
transmitted using the McEliece cryptosystem while maintaining the same level of security. 

The RSA encryption algorithm includes the following steps [1]: 
1. Key Generation. Select two large random prime numbers,  p and q. Compute the 

modulus n as the product of p and q: 
�J�� 
L ���L�� �® ���M. 

Computing the Euler's Totient Function �î �:�J�; 
L �:�L
F �s�;�:�M
F�s�;�ä  
Choosing the public exponent e, which is an integer satisfying the condition �s 
O �A 
O

�î�:�J�; and is coprime with �î �:�J�;. 
Calculating the private exponent d as the multiplicative inverse of e modulo �î �:�J�;: 

�@ �® �A�� � �s
k���I�K�@���î�:�J�;
o�ä 
2. Encrypting the message m involves computing the ciphertext. c: 

�?�� 
L �� �I�Ø���I�K�@�:���J�;�ä 
3. Decrypting c involves computing m: 

�������I�� 
L �� �?�×���I�K�@�:�J�;�ä 
The RSA algorithm allows for secure encryption and decryption of messages using the 

public (e, n) and private (d, n) keys. 
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The integration of the modified McEliece cryptosystem, based on linear codes in the 
Galois Field GF(p), and the RSA encryption algorithm is realized by using one of the RSA 
modules p, q, or their product n as the size of the field. Using n as the maximum value for the 
Galois Field parameter in McEliece means that the matrix S can include elements that are 
components of GF(n), thereby increasing the complexity of encoding. This significantly 
expands the dictionary from 0 to n-1, representing the set of possible keys or matrices used for 
message encoding and decoding. It also allows for the use of more values to represent data in 
constructing more complex and resistant cryptographic systems. 

The algorithm of the proposed hybrid asymmetric cryptosystem based on codes is 
provided in the figure. 1. 

   
Key Generation   Encryption   Decryption 

Fig. 1. The algorithm of operation of the hybrid cryptosystem. 
 

For demonstration of the algorithm provided, let's consider an example. Let the 
plaintext message: 

m = 9, 5, 11, 28. 
1. Encryption using RSA:  

begin 

message, len(mSG), 
p, q 

inverse_matrix  
not null 

public_key, private_key = 
Rsa.generate_keys(p, q) 

yes 

n = len(message) 

matrix = generate_ 
random_matrix(n, p*q-1) 

inverse_matrix = 
matrix_mod_inv(matrix, p*q) 

genmatr=hamming_generator_ 
matrix(n) 

matrix_with_single_one,mGSP_ 
inverse=find_invertible_matrix 

(len(mSG)) 

SG=multiply_matrix_matrix_ 
mod(matrix, genmatr, p*q) 

SGP=multiply_matrix_matrix_ 
mod(SG,matrix_with_single_one, 

p*q) 

SGP, public_key 

end 

begin 

message, public_key 
SGP, p*q 

mSGP=multiply_array_matrix_ 
mod(mSG,matrix_with_single_ 

one, p*q) 

mSGP 

end 

A 
i..len(message) i..n 

message.rsa_encrypt(message[i], 
public_key) 

A 

 

n = len(message) 

B 

B 

begin 

mSGP, private_key, 
p*q 

n = len(message) 
result = [] 

result.append(sum % p*q) 

 

sum = 0 

inverse_matrix = 
matrix_mod_inv(matrix, p*q) 

 
sum += array[j] * matrix[j][i] 

hem_code=LHC.correct_hammin
g_code(result, p*q) 

message[i]=(Rsa.rsa_decrypt(int(
multiply2[j]),private_key)) 

message 

end 

C 

D 
j..n 

D 

C 

E 

E 
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p=7; q=13; n=91; �n���Q��=72; e=5; d=29. 
The encrypted message: 

m'= 81, 31, 72, 84. 
2. McEliece Encoding. Private Key Generation: 
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Public Key: 
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As a result of encoding, we obtain the message  
�o��= 3, 9, 16, 35, 43, 29, 22. 

Adding an error vector  
e = 0 0 21 0 0 0 0. 

We obtain a message corrupted by errors  
�o�¶ = 3, 9, 37, 35, 43, 29, 22. 

3. Decoding. Computing the inverse matrices S and P: 
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Restoring the order of symbols in the message x' P' = 37, 3, 29, 9, 35, 22, 43 

Determining error position by recalculating and comparing parity symbols: 

�j�� 16 37 
�j�� 3 3 
�j�� 9 9 

As a result, we obtain the binary error position value 100, which corresponds to 
position 1. In this case, no correction is needed since this position contains a parity symbol. 

Information symbols: m'S' = 81, 31, 72, 84. 
4. RSA Decryption: m = 9, 5, 11, 28. 
The proposed hybrid asymmetric cryptosystem provides additional protection and 

complexity against cryptanalysis. Combining systems based on different mathematical 
principles, notably McEliece utilizing coding theory in the Galois field GF(p), where 
operations are performed on field elements, while RSA employs modular arithmetic 
operations with large prime numbers, complicates cryptanalytic attacks and ensures a high 
level of security. 

McEliece and RSA serve different application scenarios. McEliece is known for its 
resistance to lattice-based attacks and quantum computers, whereas RSA is efficient for 
encrypting short messages and digital signatures. Combining these two methods preserves 
McEliece's resilience while leveraging RSA's efficiency for rapid encryption of short 
messages. 

The ability to choose the field size provides flexibility in configuring cryptographic 
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parameters, as the values of p and q depend on specific security and system efficiency 
requirements. This enables achieving optimal efficiency in cryptographic applications. 
Research of the Proposed Cryptosystem. Comparing the efficiency of cryptosystems, we 
will use criteria such as relative transmission speed, ciphertext length, key size, and resistance 
to cryptanalysis for each variant.  

Relative transmission speed - the ratio of useful information volume to the total 
volume of transmitted data per unit of time, including all overheads associated with 
cryptography [21]. 

For the McEliece scheme, which uses Hamming codes to ensure cryptographic 
security, the plaintext size is k bits, and the ciphertext size is x, where x > k. Efficiency is 
determined as follows: 

�' �Q�a�I�j�g�c�a�c
L
�G
�T

�ä 

This indicator characterizes the degree of utilization of error-correcting code 
information capabilities in sequences of length n. For the McEliece cryptosystem in the 
Galois field GF(p), EMcEliece_is defined similarly as the ratio of information quantity k to the 
length of the codeword x. 

For the RSA algorithm, the relative data transmission speed is determined by the ratio 
between the key size n and the size of the original message k bits. A larger key size allows for 
encrypting or decrypting more information simultaneously 

�' �Ë�Ì�º 
L
�G
�J

�ä 

The size of the plaintext k is limited by the modulus size n, i.e., k < n, and the 
encrypted message x will be almost equal to the size of the modulus n. Therefore, the data 
transmission efficiency approaches 1. 

Table 1 presents the results of conducted research reflecting the relative data 
transmission speed E at different values of plaintext k and encrypted message x. 

Table 1 
Relative Data Transmission Speed 

k x EMcEliece EHybrid 
4 7 0,571429 0,571429 
11 15 0,733333 0,733333 
26 31 0,83871 0,83871 
57 63 0,904762 0,904762 
120 127 0,944882 0,944882 
247 255 0,968627 0,968627 
502 511 0,982387 0,982387 
1013 1023 0,990225 0,990225 
2036 2047 0,994626 0,994626 
4083 4095 0,99707 0,99707 
8178 8191 0,998413 0,998413 

 
The relative transmission speed allows you to understand which part of the key is used 

for information processing, and which part is used for additional operations to ensure the 
security and reliability of the cryptographic process. From the data in Table 1, it can be seen 
that �' �Æ�Ö�¾�ß�Ü�Ø�Ö�Ø��and �' �Á�ì�Õ�å�Ü�× are inferior to �' �Ë�Ì�º due to the redundancy associated with the use 
of error correction codes. However, as the size of the plaintext k increases, the efficiency can 
increase, since the control characters occupy a relatively smaller share of the total volume of 
transmitted data. 

Figure 2 illustrates the data obtained as a result of studies of the relative speed of data 
transmission at different lengths of input and output messages for different encryption 
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algorithms, while for McEliece and hybrid systems, the condition was taken into 
account �t�å 
Q�G
E�N
E�s. 

 
Fig. 2. Change in the relative speed of information transfer when the size of the message 
changes. 
 

From the obtained data, it is evident that both for the McEliece system and the hybrid 
system, the relative data transmission speed increases with the size of the message. This 
means that the larger the amount of data to be transmitted, the closer the efficiency 
approaches 1, which is a desirable property of a cryptographic system. 

The key size is a critical parameter that affects cryptographic strength, computational 
speed, memory usage, bandwidth, energy consumption, and key storage security. Balancing 
these aspects is important when choosing the optimal key size for a specific application. Key 
parameters in McEliece depend on the parameters of the code used, such as the number of 
rows r and the number of columns k of the generator matrix G', as well as the size of the 
elements in this matrix. 

�.�Æ�Ö�¾�ß�Ü�Ø�Ö�Ø
L �N 
H �G 
H �H�K�C�6�:�J�;�á 
where n is the size of the field in which the elements of the matrix G' are defined, in particular 
for classical McEliece n=2 for binary fields. 

The size of an RSA key is typically determined by the length of the modulus n in bits, 
which is obtained by multiplying two prime numbers p and q: 

�.�Ë�Ì�º 
L �H�K�C�6�:�L 
H �M�;�ä 
In Table 2, data is provided demonstrating the size of key data L for transmitting data 

m = 4 symbols at various field sizes n. 
Table 2 

Size of keys 
n LMcElice LRSA LHybrid 
35 28 6 174 
221 28 8 232 
899 28 10 290 
1517 28 11 319 
7387 28 13 377 
10403 28 14 406 
145157 28 18 522 
826277 28 20 580 

 
The analysis showed that the size of the McEliece key does not depend on the value of 

n, it remains constant at 28 bits. The size of RSA key data increases with n to ensure 
necessary cryptographic strength. The hybrid system combines elements of McEliece and 
RSA, explaining the increase in key size. This indicates that the system adapts to changes in 
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n, providing corresponding cryptographic resilience. 
Figure 3 shows graphs depicting changes in the key size of the cryptographic system 

for encrypting the output message m=4 depending on n. 
 

 
Fig. 3. Key Size Variation. 
 

Increasing the field size n leads to an increase in key length for the RSA and hybrid 
cryptosystems, which indicates a higher level of security since larger keys make cryptanalysis 
more difficult. The constant key length of McEliece indicates limited adaptability of the 
classic McEliece algorithm to changes in field size. The hybrid cryptosystem demonstrates 
greater flexibility and adaptability to changes in field size, which can be beneficial in 
environments where security is critical. It offers a balanced solution, providing enhanced 
cryptographic resistance by increasing key size, but it requires more resources for 
computation and key storage. 

The security of the hybrid cryptosystem is determined by the security of each of its 
components. To perform cryptanalysis of such a system, one needs to attack both McEliece 
and RSA. The most effective algorithms for this are Grover's algorithm [22], which can be 
used to attack the McEliece cryptosystem by searching for function roots or decoding sets, 
and Shor's algorithm [23], a quantum algorithm that allows for efficient factorization of 
numbers in the case of RSA. 

The McEliece system is based on the use of error-correcting codes. Grover's algorithm 
can accelerate the search for an element in an unordered set, reducing the complexity from 
exponential �1�:�t�á�; to �1�:�t�á���6�; due to quadratic speedup. This means that the complexity of 
the attack 

�6�Æ�Ö�¾�ß�Ü�Ø�Ö�Ø
L �1
l�t
�6
�á
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will be significantly reduced, but still remains very high, making McEliece secure with large 
key sizes.  

The security of RSA largely relies on the computational difficulty of factoring the 
number n for classical computers. Shor's algorithm can factorize n into prime factors in 
�1�:�:�H�K�C���J�;�7�;, which makes RSA vulnerable to quantum computers. To assess the resistance of 
RSA to attack  

�6�Ë�Ì�º 
L �1�:�:�Ž�‘�‰�J�;�7�;, 
one can use the polynomial complexity of Shor's algorithm for factorization.  

The resistance of the hybrid cryptosystem to quantum attacks can be evaluated as a 
combination of the resistance of each component: 
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To decrypt a message in the hybrid cryptosystem, it is necessary to attack both 
components, as each performs different functions in the encryption process. First, the message 
needs to be decoded to remove the code redundancy introduced by the McEliece scheme, and 
then the result is decrypted using RSA to obtain the original message. 

Table 3 presents the assessment of the cryptographic strength T of the systems for 
encrypting source data m = 4 characters at different values of n. 

Table 3 
Cryptographic Strength of Cryptosystems Against Attacks 

n TMcEliece TRSA THybrid 

35 1,638E+04 1,349E+02 1,547E+26 
221 1,638E+04 4,723E+02 8,308E+34 
899 1,638E+04 9,447E+02 4,460E+43 
1517 1,638E+04 1,180E+03 1,033E+48 
7387 1,638E+04 2,122E+03 5,548E+56 
10403 1,638E+04 2,376E+03 1,286E+61 
145157 1,638E+04 5,042E+03 3,705E+78 
826277 1,638E+04 7,595E+03 1,989E+87 

 
The security of McEliece remains constant at 1.638E+04 regardless of the value of n, 

indicating the invariability of the key size. For the RSA system, the security increases with 
the increase in n, reflecting the dependency of RSA's strength on the size of the modulus. The 
hybrid system demonstrates the highest security, achieved by combining both systems.  

Figure 4 shows the graphs of the cryptosystems' resistance to quantum attacks. 
 

 
Fig. 4. Cryptosystem security as a function of n. 
 

The hybrid cryptosystem demonstrates significantly higher cryptographic strength 
with increasing key size n compared to each algorithm individually. The combination of the 
effects of both systems allows achieving a high level of protection. 
Conclusions. Both systems, McEliece and RSA, have a long history of scientific research and 
applications. Their cryptographic strength is based on different mathematical problems: 
McEliece relies on coding theory and combinatorial theory, while RSA relies on number 
theory and factorization. Combining them through the shared use of the value n does not 
contradict the mathematical principles and capabilities of both systems and also simplifies 
cryptographic key management. 

These cryptosystems are known for their high resistance to various cryptanalytic 
attacks. Their integration allows for an increase in the key space by n times and complicates 
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approaches to breaking the ciphertext. RSA is used for encrypting short messages and digital 
signatures, while McEliece works well for long messages and is highly efficient in handling 
error correction codes. Integrating these systems allows for combining their advantages to 
ensure comprehensive information protection. 

The conducted studies reflect important aspects of the efficiency of the proposed 
hybrid asymmetric cryptosystem based on codes. As the message size increases, the 
efficiency of data transmission increases, which is an important aspect for ensuring the speed 
of information exchange. 

The increase in cryptographic strength of the proposed system with the increase in the 
Galois field size compared to the classic McEliece cryptosystem underscores the importance 
of the key length in cryptographic systems and their ability to protect information from 
�F�U�\�S�W�D�Q�D�O�\�W�L�F���D�W�W�D�F�N�V�����6�S�H�F�L�I�L�F�D�O�O�\�����L�Q�F�U�H�D�V�L�Q�J���W�K�H���N�H�\���V�L�]�H���E�\�� �����W�L�P�H�V���U�H�V�X�O�W�V���L�Q���D�������������î����21 
times higher cryptographic strength, while changing the key data by 20 times results in a 
�����������î����83 times higher strength. This emphasizes the importance of key length in relevant 
cryptographic systems and their ability to protect information from cracking attacks. The 
proposed hybrid cryptosystem allows for significantly improving data security by combining 
the advantages of both systems: McEliece provides the basic level of encryption and error 
correction, and the additional RSA protection enhances the overall resistance to �1
k�t�á���6
o
E
�1�:�:�H�K�C���J�;�7�;. 
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�a�Z�i�j�h�i�h�g�h�\�Z�g�h�€���]�•�[�j�b�^�g�h�€���d�j�b�i�l�h�k�b�k�l�_�f�b�����H�k�h�[�e�b�\�Z���m�\�Z�]�Z���i�j�b�^�•�e�_�g�Z �l�Z�d�b�f���o�Z�j�Z�d�l�_�j�b�k�l�b�d�Z�f�����y�d���\�•�^�g�h�k�g�Z��
�r�\�b�^�d�•�k�l�v�� �i�_�j�_�^�Z�q�•�� �•�g�n�h�j�f�Z�p�•�€���� �^�h�\�`�b�g�Z�� �r�b�n�j�h�l�_�d�k�l�m���� �h�[�k�y�]�� �d�e�x�q�•�\�� �l�Z�� �k�l�•�c�d�•�k�l�v�� �^�h�� �d�j�b�i�l�h�Z�g�Z�e�•�a�m����
�J�_�a�m�e�v�l�Z�l�b�� �^�_�f�h�g�k�l�j�m�x�l�v�� �i�_�j�_�\�Z�]�b�� �]�•�[�j�b�^�g�h�€�� �k�b�k�l�_�f�b�� �m�� �i�h�j�•�\�g�y�g�g�•�� �•�a�� �\�b�d�h�j�b�k�l�Z�g�g�y�f�� �d�h�`�g�h�]�h�� �a��
�Z�e�]�h�j�b�l�f�•�\���h�d�j�_�f�h���� 
�D�e�x�q�h�\�•�� �k�e�h�\�Z���� �d�j�b�i�l�h�k�b�k�l�_�f�Z��McEliece���� �Z�e�]�h�j�b�l�f�� �r�b�n�j�m�\�Z�g�g�y��RSA���� �k�d�•�g�q�_�g�•�� �i�h�e�y�� �=�Z�e�m�Z���� �]�•�[�j�b�^�g�Z��
�d�j�b�i�l�h�k�b�k�l�_�f�Z�����k�l�•�c�d�•�k�l�v���^�h���d�j�b�i�l�h�Z�g�Z�e�•�a�m�� 
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�P�•�e�•�k�g�•�k�l�v�� �•�g�n�h�j�f�Z�p�•�c�g�h�]�h�� �d�h�g�l�_�g�l�m���� �a�h�d�j�_�f�Z �p�b�n�j�h�\�h�]�h�� �a�h�[�j�Z�`�_�g�g�y���� �s�h��
�j�h�a�]�e�y�^�Z�}�l�v�k�y�� �\�� �j�h�[�h�l�•���� �}�� �h�^�g�b�f�� �a�� �d�j�b�l�_�j�•�€�\�� �c�h�]�h�� �a�Z�o�b�s�_�g�h�k�l�•. �H�^�g�b�f�� �a��
�g�Z�c�i�h�r�b�j�_�g�•�r�b�o���g�Z���k�v�h�]�h�^�g�•���l�Z���l�Z�d�b�f�����s�h���e�_�]�d�h���j�_�Z�e�•�a�m�}�l�v�k�y���a�Z���^�h�i�h�f�h�]�h�x���•�k�g�m�x�q�b�o��
�]�j�Z�n�•�q�g�b�o�� �j�_�^�Z�d�l�h�j�•�\�� ���3�K�R�W�R�6�K�R�S���� �*�L�P�S�� �l�Z�� �•�g������ �k�i�h�k�h�[�•�\�� �n�Z�e�v�k�b�n�•�d�Z�p�•�€���± �i�h�j�m�r�_�g�g�y��
�p�•�e�•�k�g�h�k�l�•�� �p�b�n�j�h�\�b�o�� �a�h�[�j�Z�`�_�g�v�� �}�� �n�h�l�h�f�h�g�l�Z�`�����\�� �o�h�^�•�� �y�d�h�]�h �h�^�g�_�� �a�h�[�j�Z�`�_�g�g�y����
�k�l�\�h�j�x�}�l�v�k�y�� �a�� �^�_�d�•�e�v�d�h�o���� �G�_�� �^�b�\�e�y�q�b�k�v�� �g�Z�� �l�_���� �s�h�� �a�Z�^�Z�q�Z�� �\�b�y�\�e�_�g�g�y�� �n�h�l�h�f�h�g�l�Z�`�m���}��
�i�j�_�^�f�_�l�h�f���^�h�k�e�•�^�`�_�g�g�y���\�q�_�g�b�o���\���]�Z�e�m�a�•���•�g�n�h�j�f�Z�p�•�c�g�h�€���[�_�a�i�_�d�b���i�h���\�k�v�h�f�m���k�\�•�l�m�����\�h�g�Z 
�a�Z�e�b�r�Z�}�l�v�k�y���g�Z�^�a�\�b�q�Z�c�g�h���Z�d�l�m�Z�e�v�g�h�x���g�Z���k�v�h�]�h�^�g�•�r�g�•�c���^�_�g�v�����h�k�d�•�e�v�d�b �g�_���}���h�k�l�Z�l�h�q�g�h��
�\�b�j�•�r�_�g�h�x�� �g�_���•�k�g�m�}���m�g�•�\�_�j�k�Z�e�v�g�b�o���_�d�k�i�_�j�l�g�b�o���f�_�l�h�^�•�\�����y�d�•���\���a�f�h�a�•���g�Z�\�•�l�v���^�_�l�_�d�l�m�\�Z�l�b��
�g�Z�y�\�g�•�k�l�v�� �©�q�m�`�h�j�•�^�g�h�€�ª�� �q�Z�k�l�b�g�b���± �\�d�e�_�c�d�b�� �m�� �[�m�^�v-�y�d�h�f�m�� �\�b�i�Z�^�d�m�� �n�h�l�h�f�h�g�l�Z�`�m���� �d�j�•�f��
�l�h�]�h���_�n�_�d�l�b�\�g�•�k�l�v���•�k�g�m�x�q�b�o���f�_�l�h�^�•�\���i�h�l�j�_�[�m�}���i�•�^�\�b�s�_�g�g�y �g�Z�\�•�l�v���\���h�[�f�_�`�_�g�b�o���m�f�h�\�Z�o��
�€�o���a�Z�k�l�h�k�m�\�Z�g�g�y. �<���j�h�[�h�l�•���i�j�_�^�k�l�Z�\�e�_�g�b�c���g�h�\�b�c���i�h�e�•�g�h�f�•�Z�e�v�g�b�c���k�l�m�i�_�g�y�������_�d�k�i�_�j�l�g�b�c��
�f�_�l�h�^���� �y�d�b�c�� �g�Z�� �h�k�g�h�\�•�� �Z�g�Z�e�•�a�m�� �\�e�Z�k�l�b�\�h�k�l�_�c�� �f�Z�l�j�b�p�•�� �g�Z�c�f�_�g�r�b�o�� �k�b�g�]�m�e�y�j�g�b�o�� �q�b�k�_�e��
�[�e�h�d�•�\���� �s�h�� �k�l�Z�\�b�l�v�k�y�� �m�� �\�•�^�i�h�\�•�^�g�•�k�l�v���f�Z�l�j�b�p�•���p�b�n�j�h�\�h�]�h �a�h�[�j�Z�`�_�g�g�y���� �^�Z�}�� �a�f�h�]�m��
�\�•�^�h�d�j�_�f�b�l�b�� �h�j�b�]�•�g�Z�e�v�g�_�� �a�h�[�j�Z�`�_�g�g�y�� �\�•�^�� �l�Z�d�h�]�h���� �p�•�e�•�k�g�•�k�l�v�� �y�d�h�]�h�� �i�h�j�m�r�_�g�Z�����Z�� �l�Z�d�h�`��
�e�h�d�Z�e�•�a�m�\�Z�l�b�� �h�[�e�Z�k�l�v���� �s�h�� �f�•�k�l�b�l�v�� �\�� �k�h�[�•�� �©�\�d�e�_�c�d�m�ª���± �q�Z�k�l�b�g�m�� �•�g�r�h�]�h�� �a�h�[�j�Z�`�_�g�g�y����
�I�j�_�^�k�l�Z�\�e�_�g�b�c�� �f�_�l�h�^�� �[�Z�a�m�}�l�v�k�y�� �g�Z�� �\�k�l�Z�g�h�\�e�_�g�b�o�� �\�•�^�f�•�g�g�h�k�l�y�o�� �\�e�Z�k�l�b�\�h�k�l�_�c�� �f�Z�l�j�b�p�•��
�g�Z�c�f�_�g�r�b�o�� �k�b�g�]�m�e�y�j�g�b�o�� �q�b�k�_�e�� �[�e�h�d�•�\�� �^�e�y�� �p�b�n�j�h�\�b�o�� �a�h�[�j�Z�`�_�g�v���� �s�h�� �a�[�_�j�•�]�Z�x�l�v�k�y�� �\��
�j�•�a�g�b�o�� �n�h�j�f�Z�l�Z�o���± �a�� �\�l�j�Z�l�Z�f�b�� �l�Z�� �[�_�a�� �\�l�j�Z�l���� �y�d�•�� �a�g�Z�c�r�e�b�� �k�\�h�}�� �\�•�^�h�[�j�Z�`�_�g�g�y�� �\��
�a�Z�i�j�h�i�h�g�h�\�Z�g�h�f�m�� �\�� �j�h�[�h�l�•�� �f�_�l�h�^�•�� �\�•�^�h�d�j�_�f�e�_�g�g�y�� �a�h�[�j�Z�`�_�g�v�� �\�� �j�•�a�g�b�o�� �n�h�j�f�Z�l�Z�o��
�a�[�_�j�_�`�_�g�g�y�� �s�h�� �f�h�`�_�� �\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b�k�y�� �y�d�� �h�d�j�_�f�h���� �l�Z�d�� �•�� �y�d�� �k�d�e�Z�^�h�\�Z�� �j�h�a�j�h�[�e�_�g�h�]�h��
�f�_�l�h�^�m���\�b�y�\�e�_�g�g�y���n�h�l�h�f�h�g�l�Z�`�m���m���\�b�i�Z�^�d�m�����d�h�e�b���h�a�g�Z�q�_�g�_���n�Z�e�v�k�b�n�•�d�h�\�Z�g�_���a�h�[�j�Z�`�_�g�g�y��
�k�d�e�Z�^�Z�}�l�v�k�y���a���q�Z�k�l�b�g���a�h�[�j�Z�`�_�g�v�����a�[�_�j�_�`�_�g�b�o���a���\�l�j�Z�l�Z�f�b���l�Z���[�_�a���\�l�j�Z�l�����<�k�l�Z�g�h�\�e�_�g�h�����s�h��
�a�Z�i�j�h�i�h�g�h�\�Z�g�b�c���_�d�k�i�_�j�l�g�b�c���f�_�l�h�^�� �a�Z�[�_�a�i�_�q�m�}�� �i�•�^�\�b�s�_�g�g�y�� �_�n�_�d�l�b�\�g�h�k�l�•�� �i�j�h�p�_�k�m��
�\�b�y�\�e�_�g�g�y���n�Z�d�l�m���g�Z�y�\�g�h�k�l�•���n�h�l�h�f�h�g�l�Z�`�m���\���i�h�j�•�\�g�y�g�g�•���a���k�m�q�Z�k�g�b�f���f�_�l�h�^�h�f-�Z�g�Z�e�h�]�h�f���������� 
�D�e�x�q�h�\�•�� �k�e�h�\�Z: �p�b�n�j�h�\�_�� �a�h�[�j�Z�`�_�g�g�y���� �n�h�l�h�f�h�g�l�Z�`���� �k�b�g�]�m�e�y�j�g�_�� �q�b�k�e�h���� �f�Z�l�j�b�p�y��
�g�Z�c�f�_�g�r�b�o���k�b�g�]�m�e�y�j�g�b�o���q�b�k�_�e�����\�d�e�_�c�d�Z 

 
�<�k�l�m�i. �1�g�n�h�j�f�Z�p�•�c�g�Z�� �k�n�_�j�Z�� �k�v�h�]�h�^�g�•�� �k�l�Z�e�Z�� �[�Z�a�h�\�h�x�� �^�e�y�� �j�h�a�\�b�l�d�m�� �\�k�•�o�� �•�g�r�b�o �k�n�_�j��
�e�x�^�k�v�d�h�]�h�� �`�b�l�l�y: �_�d�h�g�h�f�•�q�g�h�€���� �i�h�e�•�l�b�q�g�h�€���� �^�b�i�e�h�f�Z�l�b�q�g�h�€�� �l�h�s�h�� �>1]. �I�j�b�j�h�^�g�•�f��
�g�Z�k�e�•�^�d�h�f�� �p�v�h�]�h�� �}�� �l�_���� �s�h���i�b�l�Z�g�g�y�� �a�Z�o�b�k�l�m�� �•�g�n�h�j�f�Z�p�•�€���k�l�Z�} �h�^�g�b�f�� �a�� �g�Z�c�Z�d�l�m�Z�e�v�g�•�r�b�o��
�i�b�l�Z�g�v�� �g�_�� �l�•�e�v�d�b�� �k�m�q�Z�k�g�h�€�� �g�Z�m�d�b���� �Z�� �c�� �k�m�q�Z�k�g�h�]�h�� �`�b�l�l�y�� �\�� �p�•�e�h�f�m���� �H�^�g�b�f�� �a�� �d�j�b�l�_�j�•�€�\��
�a�Z�o�b�s�_�g�h�k�l�•���•�g�n�h�j�f�Z�p�•�€���} �€�€���p�•�e�•�k�g�•�k�l�v�����s�h���i�h�e�y�]�Z�}���\���l�h�f�m�����s�h���•�g�n�h�j�f�Z�p�•�y���g�_���f�h�`�_���[�m�l�b��
�f�h�^�b�n�•�d�h�\�Z�g�Z�� �g�_�Z�\�l�h�j�b�a�h�\�Z�g�b�f�� �d�h�j�b�k�l�m�\�Z�q�_�f�� �•���Z�[�h�� �i�j�h�p�_�k�h�f [2,3]. �:�e�_�� �k�m�q�Z�k�g�_��
�•�g�n�h�j�f�Z�p�•�c�g�_�� �i�h�e�_���� �y�d�� �i�j�Z�\�b�e�h���� �g�_�� �g�Z�^�Z�}�� �]�Z�j�Z�g�l�•�c�� �p�•�e�•�k�g�h�k�l�•�� �p�b�j�d�m�e�x�x�q�h�€�� �\�� �g�v�h�f�m��
�•�g�n�h�j�f�Z�p�•�€�� �>1]���� �s�h�� �i�j�b�\�h�^�_�� �^�h�� �Z�d�l�m�Z�e�v�g�h�k�l�•�� �g�Z�y�\�g�h�k�l�•�� �f�_�l�h�^�•�\���� �Z�e�]�h�j�b�l�f�•�\�����a�Z�k�h�[�•�\ �^�e�y��
�_�n�_�d�l�b�\�g�h�]�h�� �\�•�^�h�d�j�_�f�e�_�g�g�y�� �h�j�b�]�•�g�Z�e�v�g�h�]�h�� �d�h�g�l�_�g�l�m�� �\�•�^�� �a�f�•�g�_�g�h�]�h���� �k�i�h�l�\�h�j�_�g�h�]�h, 
�a�h�d�j�_�f�Z���p�b�n�j�h�\�b�o���a�h�[�j�Z�`�_�g�v�����s�h���j�h�a�]�e�y�^�Z�x�l�v�k�y���\���j�h�[�h�l�•. �P�y���Z�d�l�m�Z�e�v�g�•�k�l�v���^�e�y���g�Z�k���k�l�Z�e�Z��
�d�j�b�l�b�q�g�h�x �i�•�^�� �q�Z�k�� �\�•�c�g�b�� �M�d�j�Z�€�g�b���i�j�h�l�b�� �Z�]�j�_�k�•�€�� �J�h�k�•�€���� �i�•�^�� �q�Z�k �•�g�n�h�j�f�Z�p�•�c�g�h�€�� �\�•�c�g�b���� �s�h��
�j�h�a�\�_�j�g�m�e�Z�� �d�j�Z�€�g�Z-�Z�]�j�_�k�h�j�� �i�h�r�b�j�x�x�q�b �j�•�a�g�h�f�Z�g�•�l�g�• �n�h�l�h-, �\�•�^�_�h�n�_�c�d�b �\�� �k�\�•�l�h�\�h�f�m��
�•�g�n�h�j�f�Z�p�•�c�g�h�f�m�� �i�j�h�k�l�h�j�•�� �^�h�\�•�j�Z �^�h �y�d�b�o �k�l�\�h�j�x�} �o�b�[�g�_���m�y�\�e�_�g�g�y�����j�h�a�m�f�•�g�g�y���g�Z�y�\�g�b�o��
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�i�h�^�•�c�� �l�Z�� �€�o�� �j�_�a�m�e�v�l�Z�l�•�\���� �H�^�g�b�f�� �a�� �g�Z�c�i�h�r�b�j�_�g�•�r�b�o�� �g�Z�� �k�v�h�]�h�^�g�•�� �l�Z�� �l�Z�d�b�f���� �s�h�� �e�_�]�d�h��
�j�_�Z�e�•�a�m�}�l�v�k�y�� �a�Z�� �^�h�i�h�f�h�]�h�x�� �•�k�g�m�x�q�b�o�� �]�j�Z�n�•�q�g�b�o�� �j�_�^�Z�d�l�h�j�•�\�� ���3�K�R�W�R�6�K�R�S���� �*�L�P�S�� �l�Z�� �•�g������
�k�i�h�k�h�[�•�\�� �n�Z�e�v�k�b�n�•�d�Z�p�•�€���± �i�h�j�m�r�_�g�g�y�� �p�•�e�•�k�g�h�k�l�•�� �p�b�n�j�h�\�b�o�� �a�h�[�j�Z�`�_�g�v�� �}�� �n�h�l�h�f�h�g�l�Z� ̀
���j�b�k���������� �d�h�e�b�� �h�^�g�_�� �p�b�n�j�h�\�_�� �a�h�[�j�Z�`�_�g�g�y�� ���P�A���� �k�l�\�h�j�x�}�l�v�k�y�� �a�� �^�_�d�•�e�v�d�h�o [4-7]���� �G�_��
�^�b�\�e�y�q�b�k�v���g�Z���l�_�����s�h���a�Z�^�Z�q�Z���\�b�y�\�e�_�g�g�y���n�h�l�h�f�h�g�l�Z�`�m���}���i�j�_�^�f�_�l�h�f���^�h�k�e�•�^�`�_�g�g�y���\�q�_�g�b�o���\��
�]�Z�e�m�a�•���•�g�n�h�j�f�Z�p�•�c�g�h�€���[�_�a�i�_�d�b���i�h���\�k�v�h�f�m���k�\�•�l�m�� �y�d�•���a�Z�k�l�h�k�h�\�m�x�l�v���i�j�b���p�v�h�f�m���j�•�a�g�h�f�Z�g�•�l�g�•��
�l�_�h�j�_�l�b�q�g�• ���f�Z�l�_�f�Z�l�b�q�g�•�� �[�Z�a�b�k�b�� ���^�b�k�d�j�_�l�g�_�� �\�_�c�\�e�_�l-�i�_�j�_�l�\�h�j�_�g�g�y�� �•�� �]�b�k�l�h�]�j�Z�f�b��
�^�b�k�d�j�b�f�•�g�Z�p�•�c�g�b�o�� �j�h�[�Z�k�l�g�b�o�� �e�h�d�Z�e�v�g�b�o�� �^�\�•�c�d�h�\�b�o �r�Z�[�e�h�g�•�\ [4]; �f�h�^�_�e�v�� �a�]�h�j�l�d�h�\�h�€��
�g�_�c�j�h�g�g�h�€�� �f�_�j�_�`�•��[5�@���� �\�e�Z�k�l�b�\�h�k�l�•�� �i�Z�j�Z�f�_�l�j�•�\�� �g�h�j�f�Z�e�v�g�h�]�h�� �k�b�g�]�m�e�y�j�g�h�]�h�� �j�h�a�d�e�Z�^�Z�g�g�y��
�[�e�h�d�•�\�� �f�Z�l�j�b�p�•�� �P�A�� �>6] �l�h�s�h), �\�h�g�Z�� �g�_�� �}�� �h�k�l�Z�l�h�q�g�h�� �\�b�j�•�r�_�g�h�x�� �g�_�� �•�k�g�m�}�� �m�g�•�\�_�j�k�Z�e�v�g�b�o��
�_�d�k�i�_�j�l�g�b�o�� �f�_�l�h�^�•�\���� �y�d�•�� �\�� �a�f�h�a�•�� �g�Z�\�•�l�v�� �^�_�l�_�d�l�m�\�Z�l�b�� �g�Z�y�\�g�•�k�l�v�� �©�q�m�`�h�j�•�^�g�h�€�ª�� �q�Z�k�l�b�g�b���± 
�\�d�e�_�c�d�b�� �m �[�m�^�v-�y�d�h�f�m�� �\�b�i�Z�^�d�m�� �n�h�l�h�f�h�g�l�Z�`�m���� �^�h�� �l�h�]�h�� �`�� �_�n�_�d�l�b�\�g�•�k�l�v���•�k�g�m�x�q�b�o���f�_�l�h�^�•�\��
�i�h�l�j�_�[�m�}���i�•�^�\�b�s�_�g�g�y. 
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�J�b�k���������1�e�x�k�l�j�Z�p�•�y�� �a�Z�k�l�h�k�m�\�Z�g�g�y�� �^�e�y�� �P�A�� �n�h�l�h�f�h�g�l�Z�`�m���� �Z���� �[���± �h�j�b�]�•�g�Z�e�v�g�•�� �P�A���� �\���± 
�j�_�a�m�e�v�l�Z�l���i�j�h�\�_�^�_�g�h�]�h���n�h�l�h�f�h�g�l�Z�`�m 

 
�F�_�l�h�x �j�h�[�h�l�b�� �}�� �i�•�^�\�b�s�_�g�g�y�� �_�n�_�d�l�b�\�g�h�k�l�•�� �i�j�h�p�_�k�m�� �\�b�y�\�e�_�g�g�y�� �i�h�j�m�r�_�g�g�y��

�p�•�e�•�k�g�h�k�l�•�� �p�b�n�j�h�\�h�]�h�� �a�h�[�j�Z�`�_�g�g�y�� �r�e�y�o�h�f�� �j�h�a�j�h�[�d�b�� �f�_�l�h�^�m�� �\�b�y�\�e�_�g�g�y�� �n�Z�d�l�m��
�n�h�l�h�f�h�g�l�Z�`�m�� 

�>�e�y���^�h�k�y�]�g�_�g�g�y���i�h�k�l�Z�\�e�_�g�h�€���f�_�l�b���\���j�h�[�h�l�•���\�b�j�•�r�m�x�l�v�k�y���g�Z�k�l�m�i�g�•���a�Z�^�Z�q�•: 
1. �<�b�a�g�Z�q�b�l�b���l�Z���h�[�‰�j�m�g�l�m�\�Z�l�b���^�h�p�•�e�v�g�•�k�l�v���f�Z�l�_�f�Z�l�b�q�g�h�]�h���h�[�¶�}�d�l�m�� �s�h���k�l�Z�\�b�l�v�k�y���m��

�\�•�^�i�h�\�•�^�g�•�k�l�v���P�A�����^�e�y���\�b�d�h�j�b�k�l�Z�g�g�y���c�h�]�h���\���i�j�h�p�_�k�•���_�d�k�i�_�j�l�b�a�b���p�•�e�•�k�g�h�k�l�• �a�h�[�j�Z�`�_�g�g�y; 
2. �>�h�k�e�•�^�b�l�b�� �\�e�Z�k�l�b�\�h�k�l�•���f�Z�l�_�f�Z�l�b�q�g�h�]�h���h�[�¶�}�d�l�m���� �\�b�a�g�Z�q�_�g�h�]�h�� �\�� �a�Z�^�Z�q�•�� �������s�h��

�k�l�Z�\�b�l�v�k�y���m���\�•�^�i�h�\�•�^�g�•�k�l�v���P�A�� 
3. �G�Z�� �h�k�g�h�\�•�� �\�k�l�Z�g�h�\�e�_�g�b�o�� �\�e�Z�k�l�b�\�h�k�l�_�c���f�Z�l�_�f�Z�l�b�q�g�h�]�h���h�[�¶�}�d�l�m�� �\�b�a�g�Z�q�_�g�h�]�h�� �\��

�a�Z�^�Z�q�•�������� �j�h�a�j�h�[�b�l�b���f�_�l�h�^���\�•�^�h�d�j�_�f�e�_�g�g�y���P�A���\���j�•�a�g�b�o���n�h�j�f�Z�l�Z�o���a�[�_�j�_�`�_�g�g�y�����a���\�l�j�Z�l�Z�f�b��
�l�Z���[�_�a���\�l�j�Z�l�� 

4. �J�h�a�j�h�[�b�l�b�� �f�_�l�h�^�� �\�b�y�\�e�_�g�g�y�� �n�h�l�h�f�h�g�l�Z�`�m�� �^�e�y�� �\�b�i�Z�^�d�m���� �d�h�e�b�� �n�h�l�h�f�h�g�l�Z�`��
�f�•�k�l�b�l�v���q�Z�k�l�b�g�b���P�A���\���j�•�a�g�b�o���n�h�j�f�Z�l�Z�o���a�[�_�j�_�`�_�g�g�y�� 
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5. �I�j�h�\�_�k�l�b���h�p�•�g�d�m���_�n�_�d�l�b�\�g�h�k�l�•�����\���l�h�f�m���q�b�k�e�•�����i�h�j�•�\�g�y�e�v�g�m���j�h�a�j�h�[�e�_�g�h�]�h���f�_�l�h�^�m��
�\�b�y�\�e�_�g�g�y���n�h�l�h�f�h�g�l�Z�`�m�� 

�H�[�¶�}�d�l�h�f �^�h�k�e�•�^�`�_�g�g�y���\���j�h�[�h�l�•���}���i�j�h�p�_�k�b���i�h�j�m�r�_�g�g�y���p�•�e�•�k�g�h�k�l�•���P�A�� 
�I�j�_�^�f�_�l�h�f �^�h�k�e�•�^�`�_�g�g�y���}���f�_�l�h�^�b���\�b�y�\�e�_�g�g�y���n�h�l�h�f�h�g�l�Z�`�m���\���P�A�� 

�J�h�a�j�h�[�d�Z���f�_�l�h�^�m���\�•�^�h�d�j�_�f�e�_�g�g�y�� �p�b�n�j�h�\�b�o�� �a�h�[�j�Z�`�_�g�v�� �\�� �j�•�a�g�b�o�� �n�h�j�f�Z�l�Z�o��
�a�[�_�j�_�`�_�g�g�y. �H�k�l�Z�g�g�•�f���q�Z�k�h�f���i�_�j�_�\�Z�`�g�Z���[�•�e�v�r�•�k�l�v���f�_�l�h�^�•�\�����s�h���i�j�Z�p�x�x�l�v���a �P�A�����d�Z�^�j�Z�f�b��
�p�b�n�j�h�\�h�]�h�� �\�•�^�_�h, �}�� �[�e�h�d�h�\�b�f�b���� �l�h�[�l�h�� �l�Z�d�b�f�b���� �s�h�� �a�^�•�c�k�g�x�x�l�v�� �Z�g�Z�e�•�a���h�[�j�h�[�d�m��
�a�h�[�j�Z�`�_�g�g�y���d�Z�^�j�Z �i�h�[�e�h�d�h�\�h���� �i�h�i�_�j�_�^�g�v�h�� �i�j�h�\�h�^�y�q�b���\�•�^�i�h�\�•�^�g�m���j�h�a�[�b�\�d�m�� �f�Z�l�j�b�p�•��
�a�h�[�j�Z�`�_�g�g�y�����Q�Z�k�l�•�r�_���a�Z���\�k�_���± �p�_���k�l�Z�g�^�Z�j�l�g�Z���j�h�a�[�b�\�d�Z [8] �g�Z���g�_�i�_�j�_�k�•�q�g�•���d�\�Z�^�j�Z�l�g�•���[�e�h�d�b��
�h�^�g�h�]�h�� �j�h�a�f�•�j�m���� �o�h�q�Z�� �p�_�� �g�_�� �h�[�h�\�¶�y�a�d�h�\�h�� �;�e�h�d�h�\�Z�� �h�[�j�h�[�d�Z�� �a�h�[�j�Z�`�_�g�v�� �f�Z�}�� �k�\�h�€�� �i�_�j�_�\�Z�]�b����
�h�k�g�h�\�g�Z�� �a�� �y�d�b�o���± �g�_�a�g�Z�q�g�Z�� �h�[�q�b�k�e�x�\�Z�e�v�g�Z�� �k�d�e�Z�^�g�•�k�l�v���� �>�•�c�k�g�h���� �y�d�s�h�� �h�[�j�h�[�e�y�}�l�v�k�y��
�p�b�n�j�h�\�b�c�� �d�h�g�l�_�g�l�� ���a�h�[�j�Z�`�_�g�g�y���� �d�Z�^�j�� �\�•�^�_�h���� �a��nn�u -�f�Z�l�j�b�p�_�x���� �y�d�Z�� �i�h�i�_�j�_�^�g�v�h�� �j�h�a�[�b�l�Z��
�g�Z�� �g�_�i�_�j�_�k�•�q�g�•��ll �u -�[�e�h�d�b���� �l�h�� �g�_�a�Z�e�_�`�g�h�� �\�•�^�� �k�i�_�p�b�n�•�d�b�� �k�Z�f�h�]�h�� �Z�e�]�h�j�b�l�f�m���� �c�h�]�h��
�h�[�q�b�k�e�x�\�Z�e�v�g�Z���k�d�e�Z�^�g�•�k�l�v���[�m�^�_���\�b�a�g�Z�q�Z�l�b�k�y���d�•�e�v�d�•�k�l�x���[�e�h�d�•�\�����l�h�[�l�h���k�l�Z�g�h�\�b�l�b���� 
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�h�i�_�j�Z�p�•�c�����^�_��k  �± �d�•�e�v�d�•�k�l�v���h�i�_�j�Z�p�•�c���^�e�y���h�[�j�h�[�d�b���h�^�g�h�]�h���[�e�h�d�m�� �y�d�Z���g�•�y�d���g�_���a�Z�e�_�`�b�l�v���\�•�^��
�j�h�a�f�•�j�m���P�A�� �> �@g  �± �p�•�e�Z���q�Z�k�l�b�g�Z �\�•�^���Z�j�]�m�f�_�g�l�m�����<�j�Z�o�h�\�m�x�q�b���\�b�s�_�g�Z�\�_�^�_�g�_�����_�d�k�i�_�j�l�b�a�Z���P�A��

�\�� �j�h�a�j�h�[�e�x�\�Z�g�h�f�m�� �f�_�l�h�^�•�� �i�_�j�_�^�[�Z�q�Z�}�� �i�h�i�_�j�_�^�g�x�� �j�h�a�[�b�\�d�m�� �c�h�]�h�� �f�Z�l�j�b�p�•�� �g�Z�� �d�\�Z�^�j�Z�l�g�•��
�g�_�i�_�j�_�k�•�q�g�•���[�e�h�d�b���h�^�g�h�]�h���j�h�a�f�•�j�m�� �<���j�h�[�h�l�•���i�_�j�_�^�[�Z�q�Z�}�l�v�k�y�����s�h���n�h�l�h�f�h�g�l�Z�`���n�h�j�f�m�}�l�v�k�y��
�g�Z�k�l�m�i�g�b�f���q�b�g�h�f�����<�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y���^�\�Z���P�A���\���j�•�a�g�b�o���n�h�j�f�Z�l�Z�o���a�[�_�j�_�`�_�g�g�y�����a���[�_�a���\�l�j�Z�l����
�H�^�g�_�� �a�� �g�b�o�� �\�•�^�•�]�j�Z�}�� �j�h�e�v�� �h�k�g�h�\�g�h�]�h���� �Z�� �^�j�m�]�_�� �l�Z�d�h�]�h���� �a�� �y�d�h�]�h�� �[�_�j�_�l�v�k�y�� �q�Z�k�l�b�g�Z���� �y�d�Z��
�i�_�j�_�g�h�k�b�l�v�k�y���g�Z���i�_�j�r�_���a�h�[�j�Z�`�_�g�g�y�����k�l�\�h�j�x�x�q�b���g�Z���g�v�h�f�m���a�Z�f�•�s�m�x�q�m���h�[�e�Z�k�l�v �± �\�d�e�_�c�d�m��
���j�b�k�����������>�e�y���\�b�y�\�e�_�g�g�y���j�_�a�m�e�v�l�Z�l�•�\���n�h�l�h�f�h�g�l�Z�`�m���\���l�Z�d�b�o���m�f�h�\�Z�o���d�e�x�q�h�\�b�f���f�h�f�_�g�l�h�f���}��
�g�Z�y�\�g�•�k�l�v�� �•�g�k�l�j�m�f�_�g�l�m�� �^�e�y�� �\�•�^�h�d�j�_�f�e�_�g�g�y�� �P�A�� �\�� �j�•�a�g�b�o�� �n�h�j�f�Z�l�Z�o�� �a�[�_�j�_�`�_�g�g�y�� �G�_��
�h�[�f�_�`�m�x�q�b�� �k�i�•�e�v�g�h�k�l�•�� �f�•�j�d�m�\�Z�g�v���� �^�e�y�� �i�j�h�k�l�h�l�b�� �i�h�^�Z�e�v�r�h�]�h�� �\�b�d�e�Z�^�m�� �[�m�^�_�f�h�� �\�\�Z�`�Z�l�b����
�s�h���n�h�j�f�Z�e�v�g�h���[�m�^�v-�y�d�_���P�A���i�•�^���q�Z�k���_�d�k�i�_�j�l�b�a�b���i�j�_�^�k�l�Z�\�e�y�}�l�v�k�y���h�^�g�h�x��mn�u -�f �Z�l�j�b�p�_�x��
F���� �Y�d�s�h�� �P�A�� �}�� �d�h�e�v�h�j�h�\�b�f���� �l�h���� �a�Z�e�_�`�g�h�� �\�•�^�� �k�o�_�f�b�� �a�[�_�j�_�`�_�g�g�y����F �f�h�`�_�� �[�m�l�b�� �Z�[�h��
�f�Z�l�j�b�p�_�x�� �y�k�d�j�Z�\�h�k�l�•�� ���k�o�_�f�Z���<�8�9������ �Z�[�h�� �h�^�g�h�x�� �a�� �f�Z�l�j�b�p�v�� �d�h�e�v�h�j�•�\�� ���k�o�_�f�Z��RGB). 
�H�k�l�Z�g�g�•�f�� �q�Z�k�h�f�� �^�m�`�_ �^�h�[�j�_�� �^�e�y�� �\�b�j�•�r�_�g�g�y�� �a�Z�^�Z�q�� �•�g�n�h�j�f�Z�p�•�c�g�h�€�� �[�_�a�i�_�d�b��
�a�Z�j�_�d�h�f�_�g�^�m�\�Z�\�� �k�_�[�_�� �a�Z�]�Z�e�v�g�b�c�� �i�•�^�o�•�^�� �^�h�� �Z�g�Z�e�•�a�m�� �k�l�Z�g�m�� �c�� �l�_�o�g�h�e�h�]�•�€���n�m�g�d�p�•�h�g�m�\�Z�g�g�y��
�•�g�n�h�j�f�Z�p�•�c�g�b�o���k�b�k�l�_�f ���A�I�:�1�K�� [9]�����a�Z�k�g�h�\�Z�g�b�c���g�Z���l�_�h�j�•�€���a�[�m�j�_�g�v���l�Z���f�Z�l�j�b�q�g�h�f�m���Z�g�Z�e�•�a�•����
�\�•�^�i�h�\�•�^�g�h�� �^�h�� �y�d�h�]�h���a�f�•�g�Z�� �k�l�Z�g�m�� �[�m�^�v-�y�d�h�€�� �•�g�n�h�j�f�Z�p�•�c�g�h�€�� �k�b�k�l�_�f�b���� �q�Z�k�l�d�h�\�b�f�� �\�b�i�Z�^�d�h�f��
�y�d�h�€�� �}�� �P�A�� �p�b�n�j�h�\�_�� �\�•�^�_�h�� �i�j�_�^�k�l�Z�\�e�y�}�l�v�k�y���k�m�d�m�i�g�•�k�l�x�� �a�[�m�j�_�g�v�� �i�h�\�g�h�]�h�� �g�Z�[�h�j�m��
�n�h�j�f�Z�e�v�g�b�o���i�Z�j�Z�f�_�l�j�•�\���� �s�h�� �\�b�a�g�Z�q�Z�x�l�v�� �f�Z�l�j�b�p�x���� �y�d�Z �k�l�Z�\�b�l�v�k�y�� �m�� �\�•�^�i�h�\�•�^�g�•�k�l�v��
�•�g�n�h�j�f�Z�p�•�c�g�•�c���k�b�k�l�_�f�•�����H�^�b�g���a���i�h�\�g�b�o���g�Z�[�h�j�•�\���k�d�e�Z�^�Z�}�l�v�k�y���a �k�b�g�]�m�e�y�j�g�b�o���q�b�k�_�e ���K�G�Q�� �•��
�k�b�g�]�m�e�y�j�g�b�o�� �\�_�d�l�h�j�•�\�� �f�Z�l�j�b�p�•���� �h�l�j�b�f�Z�g�b�o�� �a�Z�� �^�h�i�h�f�h�]�h�x�� �g�h�j�f�Z�e�v�g�h�]�h�� �k�b�g�]�m�e�y�j�g�h�]�h��
�j�h�a�d�e�Z�^�Z�g�g�y�����s�h���\�b�a�g�Z�q�Z�}�l�v�k�y���h�^�g�h�a�g�Z�q�g�h���^�e�y���f�Z�l�j�b�p�•�����y�d�Z���g�_���f�Z�}���d�j�Z�l�g�b�o���K�G�Q���>10]. �A��
�m�j�Z�o�m�\�Z�g�g�y�f�� �p�v�h�]�h���� �Z�� �l�Z�d�h�`�� �l�h�]�h���� �s�h�� �f�Z�l�j�b�p�y�� �h�j�b�]�•�g�Z�e�v�g�h�]�h�� �P�A���� �y�d�� �i�j�Z�\�b�e�h���� �g�_�� �f�Z�}��
�d�j�Z�l�g�b�o�� �K�G�Q���� �\�� �y�d�h�k�l�•�� �h�k�g�h�\�g�b�o�� �Z�g�Z�e�•�a�h�\�Z�g�b�o�� �i�Z�j�Z�f�_�l�j�•�\�� �^�e�y�� �j�•�r�_�g�g�y�� �a�Z�^�Z�q�•���� �s�h��
�j�h�a�]�e�y�^�Z�}�l�v�k�y�� �\�� �j�h�[�h�l�•���� �[�m�^�_�f�h�� �j�h�a�]�e�y�^�Z�l�b�� �K�G�Q�� �f�Z�l�j�b�p�•�� ���[�e�h�d�•�\�� �f�Z�l�j�b�p�•�� �a�h�[�j�Z�`�_�g�g�y, 
�y�d�•�� �}�� �^�h�[�j�_�� �h�[�m�f�h�\�e�_�g�b�f�b���� �g�Z�� �\�•�^�f�•�g�m�� �\�•�^�� �k�b�g�]�m�e�y�j�g�b�o�� �\�_�d�l�h�j�•�\���� �y�d�•�� �\�� �f�_�`�Z�o�� �h�^�g�h�€��
�f �Z�l�j�b�p�•���f�h�`�m�l�v���[�m�l�b���y�d���^�h�[�j�_�����l�Z�d���•���i�h�]�Z�g�h���h�[�m�f�h�\�e�_�g�b�f�b [11].   

�F�Z�l�j�b�p�•��F �P�A���i�h�k�l�Z�\�b�f�h�� �m�� �\�•�^�i�h�\�•�^�g�•�k�l�v�� �f�Z�l�j�b�p�x���F �g�Z�c�f�_�g�r�b�o�� �k�b�g�]�m�e�y�j�g�b�o��
�q�b�k�_�e�� �[�e�h�d�•�\�� ���F�G�K�;���� �a�Z�� �g�Z�k�l�m�i�g�b�f�� �i�j�Z�\�b�e�h�f���� �F�Z�l�j�b�p�y��F �j�h�a�[�b�\�Z�}�l�v�k�y�� �i�h�i�_�j�_�^�g�v�h 
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�j�h�a�f�•�j�m�� �[�e�h�d�m��l ���� �I�j�b�� �p�v�h�f�m�� �K�G�Q���< �\�b�a�g�Z�q�Z�x�l�v�k�y�� �a�Z�� �^�h�i�h�f�h�]�h�x�� �k�b�g�]�m�e�y�j�g�h�]�h��
�j�h�a�d�e�Z�^�Z�g�g�y [11]: 

                                                               
TVUB �6� ,                                                               (1) 

�^�_�� V,U �± �h�j�l�h�]�h�g�Z�e�v�g�•�� �f�Z�l�j�b�p�•���� �k�l�h�\�i�p�•�� �y�d�b�o��ii v,u , l,i 1� ���� �\�b�a�g�Z�q�Z�x�l�v�� �e�•�\�•�� �•�� �i�j�Z�\�•��

�k�b�g�]�m�e�y�j�g�•���\�_�d�l�h�j�b���< �\�•�^�i�h�\�•�^�g�h�����Z�� �� ��l,...,,diag �V�V�V� �6 21 �����^�_�� 021 �t�V�t�t�V�t�V l...  �± �K�G�Q����
�K�G�Q�� �j�Z�a�h�f�� �a�� �\�•�^�i�h�\�•�^�g�b�f�b�� �e�•�\�b�f�� �•�� �i�j�Z�\�b�f�� �k�b�g�]�m�e�y�j�g�b�f�b�� �\�_�d�l�h�j�Z�f�b�� �m�l�\�h�j�x�x�l�v��
�k�b�g�]�m�e�y�j�g�•���l�j�•�c�d�b���^�e�y���[�e�h�d�m���< �P�A: �� ��iii v,u,�V , l,i 1� .  

�<�•�^�h�f�h���� �s�h�� �k�l�b�k�d�� �P�A �a�� �\�l�j�Z�l�Z�f�b�����g�_�a�Z�e�_�`�g�h�� �\�•�^�� �d�h�g�d�j�_�l�b�d�b�� �\�b�d�h�j�b�k�l�h�\�m�\�Z�g�h�]�h��
�Z�e�]�h�j�b�l�f�m�� �k�l�b�k�d�m�����i�j�b�\�h�^�b�l�v�� �^�h�� �a�f�_�g�r�_�g�g�y���a�g�b�s�_�g�g�y�� �\�b�k�h�d�h�q�Z�k�l�h�l�g�h�€�� ���f�h�`�e�b�\�h���� �•��
�k�_�j�_�^�g�v�h�q�Z�k�l�h�l�g�h�€���� �s�h�� �a�Z�e�_�`�b�l�v�� �\�•�^�� �d�h�_�n�•�p�•�}�g�l�m�� �k�l�b�k�d�m���� �k�d�e�Z�^�h�\�h�€�� �a�h�[�j�Z�`�_�g�g�y�����I�j�b��
�p�v�h�f�m �\�b�k�h�d�h�q�Z�k�l�h�l�g�b�f�� �k�d�e�Z�^�h�\�b�f�� �\�•�^�i�h�\�•�^�Z�x�l�v���� �]�h�e�h�\�g�b�f�� �q�b�g�h�f���� �k�b�g�]�m�e�y�j�g�•�� �l�j�•�c�d�b��
�� ��iii v,u,�V  �a�� �g�Z�c�f�_�g�r�b�f�b�� �K�G�Q [9]���� �<�j�Z�o�h�\�m�x�q�b�� �p�_�� �k�l�b�k�d�� �i�j�b�a�\�h�^�_ �^�h�� �a�f�_�g�r�_�g�g�y��
�g�Z�c�f�_�g�r�b�o���K�G�Q���P�A�����[�e�h�d�•�\���P�A�������f�h�`�e�b�\�h�����Z�`���^�h���g�m�e�y�����s�h���j�Z�g�•�r�_���\�`�_���a�Z�a�g�Z�q�Z�e�h�k�y���y�d���\��
[9�@���� �l�Z�d�� �•�� �\�� �>6]. �H�^�g�Z�d���g�Z�� �i�j�Z�d�l�b�p�•�� �©�q�b�k�l�b�o�ª�� �g�m�e�•�\���� �y�d�� �i�j�Z�\�b�e�h���� �g�_�� �[�m�^�_���� �h�k�d�•�e�v�d�b�� �\��
�i�j�h�p�_�k�•�� �h�[�q�b�k�e�_�g�v �\�� �k�b�k�l�_�f�•�� �q�b�k�_�e�� �a�� �i�e�Z�\�Z�x�q�h�x�� �l�h�q�d�h�x�� �\�b�g�b�d�Z�}�� �h�[�q�b�k�e�x�\�Z�e�v�g�Z��
�i�h�o�b�[�d�Z�� �a�h�d�j�_�f�Z���� �i�j�b�� �\�•�^�g�h�\�e�_�g�g�•�� �P�A�� �i�•�k�e�y�� �k�l�b�k�d�m, �•�� �\�•�^�i�h�\�•�^�g�•�����g�Z�c�f�_�g�r�•�� �a�Z��
�a�g�Z�q�_�g�g�y�f�����K�G�Q�� �[�m�^�m�l�v�� �i�h�j�•�\�g�y�g�g�b�f�b�� �a�� �i�h�o�b�[�d�h�x�� �h�d�j�m�]�e�_�g�g�y�����s�h �i�h�\�b�g�g�h�� �\�•�^�[�b�l�b�k�y��
�g�Z�� �a�g�Z�q�_�g�g�y�o���_�e�_�f�_�g�l�•�\�� �F�G�K�Q���� �•�� �j�h�[�b�l�v�� �^�h�p�•�e�v�g�•�f�� �i�j�b�� �€�€�� �i�h�[�m�^�h�\�•�� �\�j�Z�o�h�\�m�\�Z�l�b�� �k�Z�f�_��
�©�f�Z�e�•�k�l�v�ª�� �a�g�Z�q�_�g�v �K�G�Q���� �Z�� �g�_�� �€�o�� �j�•�\�g�•�k�l�v�� �g�m�e�x���� �y�d�� �i�j�h�i�h�g�m�\�Z�e�h�k�y�� �\�� �>6]. �H�q�_�\�b�^�g�h���� �s�h��
�F�G�K�Q�� �^�e�y�� �P�A�� �m�� �j�•�a�g�b�o�� �n�h�j�f�Z�l�Z�o�� �a�[�_�j�_�`�_�g�g�y ���a���[�_�a�� �\�l�j�Z�l���� �[�m�^�m�l�v�� �\�•�^�j�•�a�g�y�l�b�k�y���f�•�`��
�k�h�[�h�x���k�\�h�€�f���\�f�•�k�l�h�f�����j�b�k���� ���[���]��). 
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�J�b�k���������1�e�x�k�l�j�Z�p�•�y���\�•�^�f�•�g�g�h�k�l�•���F�G�K�Q���^�e�y���\�•�^�i�h�\�•�^�g�b�o���P�A���\���j�•�a�g�b�o���n�h�j�f�Z�l�Z�o���a�[�_�j�_�`�_�g�g�y��
(�L=0.5; l� �������� �Z���± �P�A���� �j�h�a�f�•�j�h�f�� 200200�u  �i�•�d�k�_�e�•�\�� �\�� �n�h�j�f�Z�l�•�� �-�S�H�J�� ���d�h�_�n�•�p�•�}�g�l�� �y�d�h�k�l�•��
QF� ���������� �� �[���± �F�G�K�;�� �^�e�y�� �� �P�A������ �\���± �]�•�k�l�h�]�j�Z�f�Z�� �a�g�Z�q�_�g�v�� �F�G�K�;�� �^�e�y�� �P�A������ �]���± �F�G�K�;�� �^�e�y����
�P�A�����\���n�h�j�f�Z�l�•���7�L�I�����\�•�^�i�h�\�•�^�g�h�]�h���P�A�������^���± �]�•�k�l�h�]�j�Z�f�Z���_�g�v���F�G�K�;���^�e�y���P�A�� 

 
�>�e�y�� �[�e�h�d�•�\�� �P�A�� �\�� �n�h�j�f�Z�l�•�� �[�_�a�� �\�l�j�Z�l�� �K�G�Q���� �a�g�Z�q�_�g�g�y�� �y�d�b�o�� �f�_�g�r�•�� �a�Z���L���� �y�d�� �i�j�Z�\�b�e�h����

�f�_�g�r�_�����g�•�`���\���[�e�h�d�Z�o���P�A���\���n�h�j�f�Z�l�•���a���\�l�j�Z�l�Z�f�b�����g�Z���s�h���g�Z�h�q�g�h���\�d�Z�a�m�x�l�v���]�•�k�l�h�]�j�Z�f�b���F�G�K�;��
���j�b�k�������\���^���������L�Z�d�b�f���q�b�g�h�f�����k�Z�f�_���F�G�K�Q���[�m�^�_���l�b�f���f�Z�l�_�f�Z�l�b�q�g�b�f���h�[�¶�}�d�l�h�f�����s�h���k�l�Z�\�b�l�v�k�y��
�m���\�•�^�i�h�\�•�^�g�•�k�l�v���P�A�����Z�g�Z�e�•�a���y�d�h�€���[�m�^�_���\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b�k�y���\���i�j�h�p�_�k�•���_�d�k�i�_�j�l�b�a�b���p�•�e�•�k�g�h�k�l�•��
�a�h�[�j�Z�`�_�g�g�y�����l�h�[�l�h���\�b�j�•�r�m�}���a�Z�^�Z�q�m�������a���i�_�j�_�e�•�d�m���a�Z�^�Z�q���^�h�k�e�•�^�`�_�g�g�y���� 
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�����������<�b�a�g�Z�q�b�l�b���d�•�e�v�d�•�k�l�v���^ �`l,...,,,K 210�•  �K�G�Q��ijB �����^�e�y���y�d�b�o���f�Z�}���f�•�k�p�_�� Tt ���V , 
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�^�_���L �± �i�h�j�h�]�h�\�_�� �a�g�Z�q�_�g�g�y���� �s�h�� �\�b�a�g�Z�q�Z�}�l�v�k�y�� �_�d�k�i�_�j�b�f�_�g�l�Z�e�v�g�b�f�� �r�e�y�o�h�f �^�e�y��
�d�h�`�g�h�]�h��l. 

�����������<�b�a�g�Z�q�_�g�g�y���_�e�_�f�_�g�l�Z��ijm :  Kmij � . 

�D�j�h�d�� ������ �I�h�[�m�^�m�\�Z�l�b�� �]�•�k�l�h�]�j�Z�f�m�� �a�g�Z�q�_�g�v�� �_�e�_�f�_�g�l�•�\�� �f�Z�l�j�b�p�•���F���� �\�b�a�g�Z�q�b�l�b�� �f�h�^�m��
Mmod  �]�•�k�l�h�]�j�Z�f�b�� 

�D�j�h�d���������?�d�k�i�_�j�l�g�b�c���\�b�k�g�h�\�h�d��. 
�Y�d�s�h    modTMmod �t �l���������l�h  �P�A���a�[�_�j�_�`�_�g�_���\���n�h�j�f�Z�l�•���a���\�l�j�Z�l�Z�f�b�� 
�Y�d�s�h    0� Mmod           �l�h  �P�A���a�[�_�j�_�`�_�g�_���\���n�h�j�f�Z�l�•���[�_�a���\�l�j�Z�l. 
�Y�d�s�h��   �� �� �� ��modijmod Tm&TMmod 211 �!���d�d    

�l�h �P�A�� �a�[�_�j�_�`�_�g�_�� �\�� �n�h�j�f�Z�l�•���a��

�\�l�j�Z�l�Z�f�b 
�Y�d�s�h.. �� �� �� ��modijmod Tm&TMmod 211 �!�™���d�d  �l�h �P�A�� �a�[�_�j�_�`�_�g�_�� �\�� �n�h�j�f�Z�l�•�� �[�_�a��

�\�l�j�Z�l 
�^�_�� ,Tmod ,T mod

1
modT 2  �\�k�l�Z�g�h�\�e�x�x�l�v�k�y���_�d�k�i�_�j�b�f�_�g�l�Z�e�v�g�h���^�e�y���d�h�`�g�h�]�h��l. 

 
�J�b�k���������J�h�a�[�b�\�d�Z�� �f�Z�l�j�b�p�•��F �P�A�� �g�Z��l�î l-�[�e�h�d�b�� �^�e�y�� �i�h�[�m�^�h�\�b�� �f�Z�l�j�b�p�•���F �g�Z�c�f�_�g�r�b�o���K�G�Q 
�[�e�h�d�•�\ 

 
�?�d�k�i�_�j�b�f�_�g�l�Z�e�v�g�h�� �\�k�l�Z�g�h�\�e�_�g�h�� �j�_�d�h�f�_�g�^�h�\�Z�g�•�� �a�g�Z�q�_�g�g�y�� �i�Z�j�Z�f�_�l�j�•�\�� �f�_�l�h�^�m��

�\�•�^�h�d�j�_�f�e�_�g�g�y�� �P�A�� �\�� �j�•�a�g�b�o�� �n�h�j�f�Z�l�Z�o�� �a�[�_�j�_�`�_�g�g�y�� ���a�� �\�l�j�Z�l�Z�f�b���� �[�_�a�� �\�l�j�Z�l�����^�e�y��l=8 
���\�j�Z�o�h�\�m�x�q�b���� �s�h�� �g�Z�c�i�h�i�m�e�y�j�g�•�r�b�f�b�� �•�� �g�Z�c�i�h�r�b�j�_�g�•�r�b�f�b�� �Z�e�]�h�j�b�l�f�Z�f�b�� �k�l�b�k�d�m�� �P�A �a��
�\�l�j�Z�l�Z�f�b �}���-�3�(�*���l�Z���-�3�(�*�������������s�h���\�b�d�h�j�b�k�l�h�\�m�x�l�v��88�u -�[�e�h�d�b����  

30.T � ; 3� modT ; ;T mod 21 � 42 � modT . 
�G�Z�� �j�b�k��4,5 �i�j�h�^�_�f�h�g�k�l�j�h�\�Z�g�•�� �j�_�a�m�e�v�l�Z�l�b���j�h�[�h�l�b �i�j�h�]�j�Z�f�g�h�]�h�� �i�j�h�^�m�d�l�m�����s�h��

�j�_�Z�e�•�a�m�}�� �Z�e�]�h�j�b�l�f���� �\�•�^�i�h�\�•�^�g�b�c�� �a�Z�i�j�h�i�h�g�h�\�Z�g�h�f�m�� �f�_�l�h�^�m ���^�e�y�� �\�d�Z�a�Z�g�b�o�� �a�g�Z�q�_�g�v��
�i�Z�j�Z�f�_�l�j�•�\��.  
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�J�b�k����4. �A�h�[�j�Z�`�_�g�g�y���m���n�h�j�f�Z�l�• �[�_�a���\�l�j�Z�l �l�Z���c�h�]�h���]�•�k�l�h�]�j�Z�f�Z 

 

 
�J�b�k����5. �A�h�[�j�Z�`�_�g�g�y���m���n�h�j�f�Z�l�• �a���\�l�j�Z�l�Z�f�b �l�Z���c�h�]�h���]�•�k�l�h�]�j�Z�f�Z 

 
�=�•�k�l�h�]�j�Z�f�Z�� �i�_�j�r�h�]�h�� �a�h�[�j�Z�`�_�g�g�y�� �f�Z�}�� �f�h�^�m���� �s�h�� �^�h�j�•�\�g�x�}�� ������ �l�h�f�m�� �h�^�g�h�a�g�Z�q�g�h��

�\�•�^�i�h�\�•�^�Z�}�� �P�A�� �\�� �n�h�j�f�Z�l�•�� �[�_�a�� �\�l�j�Z�l�� ���j�b�k��4������ �f�h�^�Z�� �]�•�k�l�h�]�j�Z�f�b�� �^�e�y�� �^�j�m�]�h�]�h�� �a�h�[�j�Z�`�_�g�g�y��
�^�h�j�•�\�g�x�}�������•���i�j�b���p�v�h�f�m���f�Z�}���g�_�g�m�e�v�h�\�•���k�l�h�\�i�q�b�d�b���^�e�y���Z�j�]�m�f�_�g�l�•�\�������•���������s�h���]�h�\�h�j�b�l�v���i�j�h��
�n�h�j�f�Z�l���P�A���a���\�l�j�Z�l�Z�f�b�����j�b�k��5). �1���i�_�j�r�b�c�����•���^�j�m�]�b�c���\�b�i�Z�^�d�b���\�•�^�i�h�\�•�^�Z�x�l�v���^�•�c�k�g�h�k�l�•�� 
�F�_�l�h�^���\�b�y�\�e�_�g�g�y���n�h�l�h�f�h�g�l�Z�`�m. �<�b�d�h�j�b�k�l�h�\�m�x�q�b���h�l�j�b�f�Z�g�•���\�b�s�_���\�•�^�f�•�g�g�h�k�l�•���f�•�` �P�A, 
�s�h�� �[�m�e�b�� �a�[�_�j�_�`�_�g�• �m�� �n�h�j�f�Z�l�•�� �a�� �\�l�j�Z�l�Z�f�b���� �\�•�^�� �a�h�[�j�Z�`�_�g�v �m�� �n�h�j�f�Z�l�•�� �[�_�a�� �\�l�j�Z�l, 
�a�Z�i�j�h�i�h�g�h�\�Z�g�h �f�_�l�h�^�� �\�b�y�\�e�_�g�g�y�� �n�h�l�h�f�h�g�l�Z�`�m�� �a���e�h�d�Z�e�•�a�Z�p�•�}�x���\�d�e�_�c�d�b �± �n�j�Z�]�f�_�g�l�m 
�k�l�b�k�g�m�l�h�]�h �a�h�[�j�Z�`�_�g�g�y �g�Z���h�j�b�]�•�g�Z�e�v�g�h�f�m���n�h�g�h�\�h�f�m���a�h�[�j�Z�`�_�g�g�• �\���n�h�j�f�Z�l�•���[�_�a���\�l�j�Z�l. 

�K�n�h�j�f�m�}�f�h�� �f�g�h�`�b�g�m���O���� �y�d�m�� �i�h�k�l�Z�\�b�f�h�� �m�� �\�•�^�i�h�\�•�^�g�•�k�l�v�� �f�Z�l�j�b�p�•���F �g�Z�c�f�_�g�r�b�o��
�K�G�Q�� �[�e�h�d�•�\�� �P�A���� �g�Z�k�l�m�i�g�b�f�� �q�b�g�h�f���� �K�_�j�_�^��M �a�g�Z�o�h�^�b�f�h�� �f�Z�d�k�b�f�Z�e�v�g�b�c�� �_�e�_�f�_�g�l����

ij
j,i

a mmaxX � �����Q�_�j�_�a���l�_�����s�h���a�g�Z�q�_�g�g�y���_�e�_�f�_�g�l�•�\���f�Z�l�j�b�p�•��M �g�_���}���m�g�•�d�Z�e�v�g�b�f�b���f�•�`���k�h�[�h�x����
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�a�g�Z�q�_�g�g�y��Xa 
�f�h�`�_���f�Z�l�b���i�_�\�g�Z���d�•�e�v�d�•�k�l�v���_�e�_�f�_�g�l�•�\��ijm �����P�•���•���l�•�e�v�d�b���p�•���_�e�_�f�_�g�l�b���F �m�\�•�c�^�m�l�v��

�m���f�g�h�`�b�g�m��X. 
�?�d�k�i�_�j�b�f�_�g�l�Z�e�v�g�h�� �\�k�l�Z�g�h�\�e�_�g�h���� �s�h�� �y�d�s�h���i�h�l�m�`�g�•�k�l�v�� �f�g�h�`�b�g�b��X �[�m�^�_�� �f�_�g�r�h�x��

�a�Z�� �i�¶�y�l�v ���i�j�b�� �\�b�d�h�j�b�k�l�Z�g�g�•�� �[�e�h�d�•�\�� �j�h�a�f�•�j�h�f l=8), �l�h�� �P�A�� �a�� �f�Z�l�j�b�p�_�x F �g�_�� �f�•�k�l�b�l�v��
�\�d�e�_�c�d�b. 

�G�_�o�Z�c�� �d�•�e�v�d�•�k�l�v�� �_�e�_�f�_�g�l�•�\���\�� �O �g�_�f�_�g�r�Z�� �a�Z�� ������ �H�k�d�•�e�v�d�b�� �k�l�b�k�d�� �p�b�n�j�h�\�h�]�h��
�a�h�[�j�Z�`�_�g�g�y �a�� �\�l�j�Z�l�Z�f�b �g�_�� �a�f�_�g�r�m�} �a�g�Z�q�_�g�g�y�� �c�h�]�h�� �f�Z�l�j�b�p�•�� �g�Z�c�f�_�g�r�b�o�� �k�b�g�]�m�e�y�j�g�b�o��
�q�b�k�_�e�����l�h���f�h�`�g�Z���i�j�b�i�m�k�l�b�l�b�����s�h���^�_�y�d�•���a�•���a�g�Z�c�^�_�g�b�o �_�e�_�f�_�g�l�•�\ ijm  �•�a��X �g�Z�e�_�`�Z�l�v���\�d�e�_�c�p�•�� 

�J�h�a�]�e�y�g�_�f�h���h�d�h�e�b O �j�h�a�f�•�j�h�f��L�îL ���j�h�a�f�•�j�� �h�d�h�e�m��L �\�b�a�g�Z�q�Z�}�l�v�k�y�� �_�d�k�i�_�j�b�f�_�g�l�Z�e�v�g�h�� 
�g�Z�\�d�h�e�h���d�h�`�g�h�]�h���a�g�Z�c�^�_�g�h�]�h���_�e�_�f�_�g�l�m��ijm =Xa �a���f�g�h�`�b�g�b���O �����K�_�j�_�^���i�h�[�m�^�h�\�Z�g�b�o���h�d�h�e�•�\��

�\�b�a�g�Z�q�b�f�h �l�h�c�����s�h���\�d�e�x�q�Z�}���\���k�_�[�_���g�Z�c�[�•�e�v�r�m���d�•�e�v�d�•�k�l�v���_�e�_�f�_�g�l�•�\��Xmij �•  �a���m�k�•�o�� 

�>�e�y�� �l�h�]�h���� �s�h�[���i�_�j�_�k�\�•�^�q�b�l�b�k�v�� �\�� �l�h�f�m���� �s�h�� �a�g�Z�c�^�_�g�b�c�� �n�j�Z�]�f�_�g�l��O �f�Z�l�j�b�p�•��M 
�\�•�^�i�h�\�•�^�Z�}���q�Z�k�l�b�g�•���^�h�k�e�•�^�`�m�\�Z�g�h�]�h���P�A�����s�h���f�•�k�l�b�l�v���\�d�e�_�c�d�m�����h�l�j�b�f�Z�g�m���a���P�A�� �m���n�h�j�f�Z�l�•���a��
�\�l�j�Z�l�Z�f�b�� �j�h�a�j�Z�o�h�\�m�}�l�v�k�y �j�•�a�g�b�p�y��S  �f�•�`���k�_�j�_�^�g�•�f�b���a�g�Z�q�_�g�g�y�f�b���_�e�_�f�_�g�l�•�\���f�Z�l�j�b�p�•��M �l�Z��
�\�b�a�g�Z�q�_�g�h�]�h���n�j�Z�]�f�_�g�l�m��O: 

                                                                 21 AAS ��� ,                                                           (4) 

�^�_��1A  �± �k�_�j�_�^�g�}�� �Z�j�b�n�f�_�l�b�q�g�_���a�g�Z�q�_�g�v���_�e�_�f�_�g�l�•�\�� �f�Z�l�j�b�p�•��M, 2A �± �k�_�j�_�^�g�}�� �Z�j�b�n�f�_�l�b�q�g�_��
�a�g�Z�q�_�g�v���_�e�_�f�_�g�l�•�\��O. 
 �?�d�k�i�_�j�b�f�_�g�l�Z�e�v�g�h���\�k�l�Z�g�h�\�e�_�g�h�����s�h �a�g�Z�q�_�g�g�y S �m���\�b�i�Z�^�d�m�����d�h�e�b���h�d�•�e���H �g�_���f�•�k�l�b�l�v��
�\�d�e�_�c�d�m���� �s�h�� �}�� �q�Z�k�l�b�g�h�x�� �P�A�� �\�� �n�h�j�f�Z�l�•�� �a�� �\�l�j�Z�l�Z�f�b�����a�Z�a�\�b�q�Z�c�� �k�l�Z�g�h�\�b�l�v�� �f�_�g�r�_�� �g�•�`��0.2. 
�<�•�^�i�h�\�•�^�g�h���� �y�d�s�h�� �a�g�Z�c�^�_�g�_�� �a�g�Z�q�_�g�g�y��S �[�m�^�_�� �[�•�e�v�r�_�� �g�•�`�� ���������� �l�h�� �p�_�� �f�h�`�_�� �k�\�•�^�q�b�l�b�� �i�j�h��
�g�Z�y�\�g�•�k�l�v���g�_�h�j�b�]�•�g�Z�e�v�g�b�o���q�Z�k�l�b�g���\ �H. 
 �H�^�g�Z�d �\�d�e�_�c�d�Z�� �f�h�`�_�� �[�m�l�b�� �g�_�a�g�Z�q�g�h�]�h �j�h�a�f�•�j�m���\�� �i�h�j�•�\�g�y�g�g�•�� �a�� �j�h�a�f�•�j�h�f�� �h�d�h�e�m���H. 
�P�_�� �f�h�`�_�� �i�j�b�a�\�_�k�l�b�� �^�h�� �l�h�]�h���� �s�h�� �\�� �p�v�h�f�m�� �\�b�i�Z�^�d�m���a�g�Z�q�_�g�g�y S

 
�[�m�^�_�� �f�_�g�r�b�f�� �a�Z�� �������� �•��

�\�d�e�_�c�d�m�� �g�_�� �[�m�^�_�� �a�Z�n�•�d�k�h�\�Z�g�h���� �>�e�y���i�h�d�j�Z�s�_�g�g�y�� �^�Z�g�h�€ �k�b�l�m�Z�p�•�€���g�_�h�[�o�•�^�g�Z�� �^�h�^�Z�l�d�h�\�Z��
�i�_�j�_�\�•�j�d�Z���a�g�Z�c�^�_�g�h�]�h �n�j�Z�]�f�_�g�l�m O, �s�h�[���\�•�g���\�\�Z�`�Z�\�k�y �©�q�b�k�l�b�f�ª���� �>�e�y���p�v�h�]�h�� �\�h�^�b�l�v�k�y��
�i�Z�j�Z�f�_�l�j���J���� �y�d�b�c�� �\�k�l�Z�g�h�\�e�x�}�� �\�•�^�k�h�l�h�d�� �_�e�_�f�_�g�l�•�\��Xa���� �y�d�•�� �g�Z�e�_�`�Z�l�v�� �n�j�Z�]�f�_�g�l�m��O, 
�\�•�^�g�h�k�g�h���€�o���a�Z�]�Z�e�v�g�h�€���d�•�e�v�d�h�k�l�•���\���f�Z�l�j�b�p�•���F: 

                                                                      %
X
X

P
g

l 100�˜� ,                                                 (5) 

�^�_�� lX  �± �d�•�e�v�d�•�k�l�v���_�e�_�f�_�g�l�•�\���a�•���a�g�Z�q�_�g�g�y�f��Xa  �m���n�j�Z�]�f�_�g�l�•��O, gX �± �d�•�e�v�d�•�k�l�v���_�e�_�f�_�g�l�•�\��Xa  

�m���\�k�•�c���f�Z�l�j�b�p�•��M. 
 �?�d�k�i�_�j�b�f�_�g�l�Z�e�v�g�h�� �\�k�l�Z�g�h�\�e�_�g�h���� �s�h�� �^�e�y�� �l�h�]�h���� �s�h�[�� �n�j�Z�]�f�_�g�l���H�� �i�j�h�c�r�h�\�r�b 
�i�_�j�_�\�•�j�d�m, �\�\�Z�`�Z�\�k�y���©�q�b�k�l�b�f�ª�����a�g�Z�q�_�g�g�y��P �f�Z�}���k�l�Z�g�h�\�b�l�b���f�_�g�r�_������%.  
 �<�j�Z�o�h�\�m�x�q�b�� �\�k�_�� �\�b�s�_�g�Z�\�_�^�_�g�_���� �h�k�g�h�\�g�•�� �d�j�h�d�b�� �a�Z�i�j�h�i�h�g�h�\�Z�g�h�]�h�� �f�_�l�h�^�m��
�\�b�y�\�e�_�g�g�y���n�h�l�h�f�h�g�l�Z�`�m���g�Z���p�b�n�j�h�\�b�o���a�h�[�j�Z�`�_�g�g�y�o���\�b�]�e�y�^�Z�x�l�v���g�Z�k�l�m�i�g�b�f���q�b�g�h�f�� 

�D�j�h�d�� ������ �D�j�h�d�� �����\�•�^�i�h�\�•�^�Z�x�l�v���f�_�l�h�^�m�� �\�•�^�h�d�j�_�f�e�_�g�g�y�� �P�A�� �\�� �j�•�a�g�b�o�� �n�h�j�f�Z�l�Z�o��
�a�[�_�j�_�`�_�g�g�y�� 

�D�j�h�d���������<�b�a�g�Z�q�b�l�b���� ij
j,i

a mmaxX �   �± �f�Z�d�k�b�f�Z�e�v�g�_���a�g�Z�q�_�g�g�y���_�e�_�f�_�g�l�•�\���F�G�K�Q���F. 

�D�j�h�d����. �A���f�Z�l�j�b�p�•��M �g�Z�c�f�_�g�r�b�o���k�b�g�]�m�e�y�j�g�b�o���q�b�k�_�e���[�e�h�d�•�\���n�h�j�f�m�}�l�v�k�y���f�g�h�`�b�g�Z��
�O �_�e�_�f�_�g�l�•�\�����a�g�Z�q�_�g�g�y���y�d�b�o���^�h�j�•�\�g�x�x�l�v��aX .

 
 

�D�j�h�d���������I�_�j�_�\�•�j�d�Z���a�Z�]�Z�e�v�g�h�€���d�•�e�v�d�h�k�l�•���_�e�_�f�_�g�l�•�\���f�g�h�`�b�g�b��X  
�Y�d�s�h 5��X  , �^�_��X  �± �i�h�l�m�`�g�•�k�l�v���f�g�h�`�b�g�b���O, 

�l�h �P�A���g�_���f�•�k�l�b�l�v���\�d�e�_�c�d�m�����d�•�g�_�p�v���_�d�k�i�_�j�l�b�a�b ���i�_�j�_�o�•�^���g�Z���d�j�h�d�������� 
�D�j�h�d���������I�h�[�m�^�h�\�Z �h�d�h�e�•�\��O �j�h�a�f�•�j�h�f��L�î L  �^�e�y �d�h�`�g�h�]�h���a�g�Z�q�_�g�g�y��Xmij �• . 

�D�j�h�d�� �������A�� �i�h�[�m�^�h�\�Z�g�b�o�� �g�Z�� �d�j�h�p�•�� �����h�d�h�e�•�\���\�b�a�g�Z�q�b�l�b �h�d�•�e O ���� �y�d�b�c���f�•�k�l�b�l�v��
�g�Z�c�[�•�e�v�r�m���d�•�e�v�d�•�k�l�v���_�e�_�f�_�g�l�•�\���f�g�h�`�b�g�b��X. 
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�D�j�h�d�� �������J�h�a�j�Z�o�m�g�h�d�� �a�g�Z�q�_�g�v��S (4) �l�Z��P (5) �^�e�y�� �i�h�^�Z�e�v�r�h�]�h�� �Z�g�Z�e�•�a�m�� �h�[�j�Z�g�h�]�h��
�n�j�Z�]�f�_�g�l�m��O . 
 �D�j�h�d��9�������?�d�k�i�_�j�l�g�b�c���\�b�k�g�h�\�h�d�� 
 �Y�d�s�h  20.S �!  �l�h�����•�^�_�g�l�b�n�•�d�h�\�Z�g�h���\�[�m�^�h�\�Z�g�b�c���n�j�Z�]�f�_�g�l ���i�_�j�_�o�•�^���g�Z���d�j�h�d��������. 
 �Y�d�s�h  %P 60�! �l �h���•�^�_�g�l�b�n�•�d�h�\�Z�g�h���\�[�m�^�h�\�Z�g�b�c���n�j�Z�]�f�_�g�l ���i�_�j�_�o�•�^���g�Z���d�j�h�d�������� 
 �Y�d�s�h  �� �� �� ��%P&.S 6020 �d�d  �l�h �P�A���g�_���f�•�k�l�b�l�v���\�d�e�_�c�d�m 

�D�j�h�d��10�����D�•�g�_�p�v���_�d�k�i�_�j�l�b�a�b 
 �G�Z�� �j�b�k��6,7 �i�j�h�^�_�f�h�g�k�l�j�h�\�Z�g�Z�� �j�h�[�h�l�Z�� �i�j�h�]�j�Z�f�g�h�]�h�� �i�j�h�^�m�d�l�m�� �s�h�� �j�_�Z�e�•�a�m�}��
�j�h�a�j�h�[�e�_�g�b�c���f�_�l�h�^���a���i�h�j�h�]�h�\�b�f���a�g�Z�q�_�g�g�y�f���L=0.3, L=100, �j�_�a�m�e�v�l�Z�l�h�f���q�h�]�h���}���i�j�Z�\�b�e�v�g�_��
�\�b�y�\�e�_�g�g�y�� �n�Z�d�l�m�� �g�Z�y�\�g�h�k�l�•�� �n�h�l�h�f�h�g�l�Z�`�m�� �l�Z�� �e�h�d�Z�e�•�a�Z�p�•�y�� �[�_�a�i�h�k�_�j�_�^�g�v�h�� �\�d�e�_�c�d�b�� �g�Z��
�a�h�[�j�Z�`�_�g�g�•�� 

 
�J�b�k��6. �J�_�a�m�e�v�l�Z�l���j�h�[�h�l�b���i�j�h�]�j�Z�f�g�h�]�h���i�j�h�^�m�d�l�m�����s�h���j�_�Z�e�•�a�m�}���j�h�a�j�h�[�e�_�g�b�c���f�_�l�h�^�����i�j�b��
�\�b�y�\�e�_�g�g�•���g�Z�y�\�g�h�]�h�����n�h�l�h�f�h�g�l�Z�`�m 
 

 
 
�J�b�k����7. �N�j�Z�]�f�_�g�l���f�Z�l�j�b�p�•���g�Z�c�f�_�g�r�b�o���k�b�g�]�m�e�y�j�g�b�o���q�b�k�_�e���[�e�h�d�•�\���g�Z���f�_�`�•���i�_�j�_�l�b�g�m��
�n�h�g�h�\�h�]�h���a�h�[�j�Z�`�_�g�g�y���a�•���a�g�Z�c�^�_�g�h�x���\�k�l�Z�\�d�h�x 
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�J�_�a�m�e�v�l�Z�l�h�f���j�h�[�h�l�b���j�h�a�j�h�[�e�_�g�h�]�h���f�_�l�h�^�m���}���n�j�Z�]�f�_�g�l���^�h�k�e�•�^�`�m�\�Z�g�h�]�h���a�h�[�j�Z�`�_�g�g�y��
�j�h�a�f�•�j�h�f���������î�������� �i�•�d�k�_�e�•�\���� �y�d�b�c�� �\�•�^�i�h�\�•�^�Z�}�� �h�[�j�Z�g�h�f�m�� �n�j�Z�]�f�_�g�l�m�� �f�Z�l�j�b�p�•�� �g�Z�c�f�_�g�r�b�o��
�k�b�g�]�m�e�y�j�g�b�o���q�b�k�_�e �[�e�h�d�•�\�����Z���l�Z�d�h�`���k�Z�f���h�[�j�Z�g�b�c���n�j�Z�]�f�_�g�l���f�Z�l�j�b�p�•�� 
�I�j�h�]�j�Z�f�g�Z�� �j�_�Z�e�•�a�Z�p�•�y�� �l�Z�� �h�p�•�g�d�Z �_�n�_�d�l�b�\�g�h�k�l�•�� �j�h�a�j�h�[�e�_�g�h�]�h�� �f�_�l�h�^�m�� �\�b�y�\�e�_�g�g�y��
�n�h�l�h�f�h�g�l�Z�`�m. �<�� �i�j�h�p�_�k�•�� �^�h�k�e�•�^�`�_�g�g�y �_�n�_�d�l�b�\�g�h�k�l�•�� �j�h�[�h�l�b�� �a�Z�i�j�h�i�h�g�h�\�Z�g�h�]�h�� �f�_�l�h�^�m��
�[�m�e�h�� �k�l�\�h�j�_�g�h�� �i�j�h�]�j�Z�f�g�b�c�� �i�j�h�^�m�d�l���� �y�d�b�c�� �^�h�a�\�h�e�y�}�� �d�h�j�b�k�l�m�\�Z�q�m�� �h�[�b�j�Z�l�b�� �a�h�[�j�Z�`�_�g�g�y�� �l�Z��
�\�k�l�Z�g�h�\�e�x�\�Z�l�b���i�h�j�h�]�h�\�_���a�g�Z�q�_�g�g�y���L �^�e�y���i�j�h�\�_�^�_�g�g�y���_�d�k�i�_�j�l�b�a�b���p�•�e�•�k�g�h�k�l�•�� 

�G�Z�� �j�b�k.8,9 �f�h�`�g�Z�� �i�h�[�Z�q�b�l�b�� �^�_�f�h�g�k�l�j�Z�p�•�x���l�b�i�h�\�b�o���j�_�a�m�e�v�l�Z�l�•�\ �^�e�y�� �d�h�g�d�j�_�l�g�b�o 
�P�A�����i�•�^�^�Z�g�h�]�h�� �n�h�l�h�f�h�g�l�Z�`�m�� ���j�b�k���������� �l�Z�� �h�j�b�]�•�g�Z�e�v�g�h�]�h�� ���j�b�k����)) �j�h�a�j�h�[�e�_�g�h�]�h��
�i�j�h�]�j�Z�f�g�h�]�h���i�j�h�^�m�d�l�m.  

 

 

 

 

�Z�����������������������������������������������������������������������������������������������������������������������������������������������������������������������������[ 
 

 
�\ 

�J�b�k����8. �J�_�a�m�e�v�l�Z�l���j�h�[�h�l�b���i�j�h�]�j�Z�f�g�h�]�h���i�j�h�^�m�d�l�m�����s�h���j�_�Z�e�•�a�m�}���j�h�a�j�h�[�e�_�g�b�c���f�_�l�h�^, �m��
�\�b�i�Z�^�d�m�����d�h�e�b���^�h�k�e�•�^�`�m�\�Z�g�_���P�A���f�•�k�l�b�l�v���\�d�e�_�c�d�m�����Z���± �n�h�g�h�\�_ �P�A�����[���± �P�A�����a���y�d�h�]�h���[�_�j�_�l�v�k�y��
�\�d�e�_�c�d�Z�����\���±  �j�_�a�m�e�v�l�Z�l �\�b�y�\�e�_�g�g�y���n�h�l�h�f�h�g�l�Z�`�m���l�Z���e�h�d�Z�e�•�a�Z�p�•�€���h�[�e�Z�k�l�•���\�d�e�_�c�d�b 
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�<�� �y�d�h�k�l�•�� �n�h�g�h�\�h�]�h�� �a�h�[�j�Z�`�_�g�g�y�� �g�Z�� �j�b�k������ �n�•�]�m�j�m�}���P�A�����j�b�k�������Z������ �m�� �n�h�j�f�Z�l�•�� �3�1�*����
�<�d�e�_�c�d�Z���� �Z�� �k�Z�f�_�� �\�b�^�•�e�_�g�Z�� �m�� �q�_�j�\�h�g�b�c�� �i�j�y�f�h�d�m�l�g�b�d�� �[�Z�r�l�Z���� �[�m�e�Z�� �\�a�y�l�Z�� �a�� �P�A�� �m�� �n�h�j�f�Z�l�•��
�-�3�?�*�� �a�� �d�h�_�n�•�p�•�}�g�l�h�f�� �y�d�h�k�l�•��QF=80 ���j�b�k����(�[)������ �<�d�e�_�c�d�Z�� �[�m�e�Z�� �m�k�i�•�r�g�h�� �a�g�Z�c�^�_�g�Z����
�\�b�^�•�e�_�g�b�c���n�j�Z�]�f�_�g�l���g�Z�^�Z�g�h�����j�b�k�������\������  

�G�Z�� �j�b�k���� �i�j�_�^�k�l�Z�\�e�_�g�•�� �j�_�a�m�e�v�l�Z�l�b�� �_�d�k�i�_�j�l�b�a�b�� �h�j�b�]�•�g�Z�e�v�g�h�]�h�� �P�A�� ���j�b�k�������Z�������� �^�_�� �g�_��
�a�Z�n�•�d�k�h�\�Z�g�h �`�h�^�g�b�o�� �a�f�•�g�� �g�Z�� �a�h�[�j�Z�`�_�g�g�•�� �I�j�b�� �i�h�j�•�\�g�y�g�g�•�� �]�•�k�l�h�]�j�Z�f �^�h�k�e�•�^�`�m�\�Z�g�b�o��
�a�h�[�j�Z�`�_�g�v�����j�b�k�������\�����l�Z���j�b�k��9) �f�h�`�g�Z���i�h�f�•�l�b�l�b�����s�h���g�Z���]�•�k�l�h�]�j�Z�f�•���a�h�[�j�Z�`�_�g�g�y���a�•���\�k�l�Z�\�d�h�x��
�g�Z�y�\�g�Z�� �a�g�Z�q�g�Z�� �d�•�e�v�d�•�k�l�v�� �r�•�k�l�h�d�� �l�Z�� �k�•�f�h�d���� �\�� �l�h�c�� �q�Z�k���y�d�� �g�Z�� �]�•�k�l�h�]�j�Z�f�•�� �a�h�[�j�Z�`�_�g�g�y�� �[�_�a��
�\�k�l�Z�\�d�b���p�•���_�e�_�f�_�g�l�b���\�•�^�k�m�l�g�•�� 

 

 
 

�J�b�k��9. �J�_�a�m�e�v�l�Z�l���j�h�[�h�l�b���i�j�h�]�j�Z�f�g�h�]�h���i�j�h�^�m�d�l�m�����s�h���j�_�Z�e�•�a�m�}���j�h�a�j�h�[�e�_�g�b�c���f�_�l�h�^�����m��
�\�b�i�Z�^�d�m�����d�h�e�b���^�h�k�e�•�^�`�m�\�Z�g�_���P�A���}���h�j�b�]�•�g�Z�e�v�g�b�f 

 
�>�e�y�� �h�p�•�g�d�b�� �_�n�_�d�l�b�\�g�h�k�l�•�� �j�h�a�j�h�[�e�_�g�h�]�h�� �f�_�l�h�^�m �\�b�y�\�e�_�g�g�y�� �n�h�l�h�f�h�g�l�Z�`�m �[�m�\��

�i�j�h�\�_�^�_�g�b�c�� �h�[�q�b�k�e�x�\�Z�e�v�g�b�c�� �_�d�k�i�_�j�b�f�_�g�l���� �\�� �y�d�h�f�m�� �[�m�e�h�� �a�Z�^�•�y�g�h�� �������� �h�j�b�]�•�g�Z�e�v�g�b�o�� �P�A����
�h�l�j�b�f�Z�g�b�o���y�d���i�j�h�n�_�k�•�c�g�b�f�b�����l�Z�d���•���g�_�i�j�h�n�_�k�•�h�g�Z�e�v�g�b�f�b���\�•�^�_�h�d�Z�f�_�j�Z�f�b�����y�d�•���i�•�^�^�Z�\�Z�e�b�k�y��
�n�h�l�h�f�h�g�l�Z�`�m���� �H�j�b�]�•�g�Z�e�v�g�•�� �•�� �k�i�h�l�\�h�j�_�g�•�� �P�A�� �i�•�^�^�Z�\�Z�e�b�k�y�� �_�d�k�i�_�j�l�b�a�•�� �a�Z�� �^�h�i�h�f�h�]�h�x��
�j�h�a�j�h�[�e�_�g�h�]�h�� �f�_�l�h�^�m���� �D�•�e�v�d�•�k�g�b�f�b�� �j�_�a�m�e�v�l�Z�l�Z�f�b�� �i�j�h�\�_�^�_�g�g�y�� �_�d�k�i�_�j�b�f�_�g�l�m�� �k�l�Z�e�b��
�i�h�f�b�e�d�b�� ��-�]�h�� ���k�i�h�l�\�h�j�_�g�_�� �P�A�� �•�^�_�g�l�b�n�•�d�m�\�Z�e�h�k�y�� �y�d�� �h�j�b�]�•�g�Z�e�v�g�_���� �•�� ��-�]�h�� ���h�j�b�]�•�g�Z�e�v�g�_�� �P�A��
�•�^�_�g�l�b�n�•�d�m�\�Z�e�h�k�y�� �y�d�� �k�i�h�l�\�h�j�_�g�_���� �j�h�^�m���� �>�e�y�� �i�h�j�•�\�g�y�e�v�g�h�€�� �h�p�•�g�d�b�� �_�n�_�d�l�b�\�g�h�k�l�•�� �[�m�\��
�h�[�j�Z�g�b�c�� �k�m�q�Z�k�g�b�c�� �f�_�l�h�^-�Z�g�Z�e�h�]���� �a�Z�i�j�h�i�h�g�h�\�Z�g�b�c�� �\�� �>6]���� �h�k�d�•�e�v�d�b�� �\�•�g���f�Z�}�� �i�h�^�•�[�g�m�� �^�h��
�j�h�a�j�h�[�e�_�g�h�]�h�� �h�[�e�Z�k�l�v�� �a�Z�k�l�h�k�m�\�Z�g�g�y�� �•�� �k�o�h�`�b�c�� �f�Z�l�_�f�Z�l�b�q�g�b�c�� �Z�i�Z�j�Z�l���� �a�Z�k�g�h�\�Z�g�b�c�� �g�Z��
�Z�g�Z�e�•�a�•���K�G�Q���[�e�h�d�•�\���f�Z�l�j�b�p�•���P�A���� 

�J�_�a�m�e�v�l�Z�l�b���i�j�h�\�_�^�_�g�h�]�h���h�[�q�b�k�e�x�\�Z�e�v�g�h�]�h���_�d�k�i�_�j�b�f�_�g�l�m���i�j�_�^�k�l�Z�\�e�_�g�•���\���l�Z�[�e���������l�m�l��
�i�h�f�b�e�d�b�� ��-�]�h���•�� ��-�]�h�� �j�h�^�m�� �^�e�y�� �f�_�l�h�^�m�� �>6�@�� �j�Z�o�m�\�Z�e�b�k�y�� �y�d�� �k�_�j�_�^�g�•�� �a�g�Z�q�_�g�g�y�� �\�•�^�i�h�\�•�^�g�b�o��
�i�h�f�b�e�h�d���^�e�y���\�k�•�o���j�h�a�]�e�y�g�m�l�b�o���\���j�h�[�h�l�•���>6�@���\�Z�j�•�Z�g�l�•�\�����^�_���n�h�l�h�f�h�g�l�Z�`���[�m�\���i�h�[�m�^�h�\�Z�g�b�c���a��
�a�h�[�j�Z�`�_�g�g�y�f�b���\���j�•�a�g�b�o�����a���[�_�a���\�l�j�Z�l�����n�h�j�f�Z�l�Z�o���a�[�_�j�_�`�_�g�g�y���� 
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�L�Z�[�e�b�p�y 1 
�H�p�•�g�d�Z���_�n�_�d�l�b�\�g�h�k�l�•���j�h�a�j�h�[�e�_�g�h�]�h���f�_�l�h�^�m 

�F�_�l�h�^ �I�h�f�b�e�d�b����-�]�h���j�h�^�m�������� �I�h�f�b�e�d�b����-�]�h���j�h�^�m�������� 
�F�_�l�h�^�����a�Z�i�j�h�i�h�g�h�\�Z�g�b�c���\��

[6] 
23 3 

�J�h�a�j�h�[�e�_�g�b�c���f�_�l�h�^ 14  8  
 

�Y�d���\�b�^�g�h�� �a�� �g�Z�\�_�^�_�g�b�o�� �j�_�a�m�e�v�l�Z�l�•�\���� �a�Z�i�j�h�i�h�g�h�\�Z�g�b�c�� �f�_�l�h�^�� �^�_�s�h�� �i�h�k�l�m�i�Z�}�l�v�k�y��
�Z�g�Z�e�h�]�m�� �\�� �k�_�g�k�•�� �i�h�f�b�e�h�d�� ��-�]�h�� �j�h�^�m�� ���o�b�[�g�b�o�� �l�j�b�\�h�]������ �Z�e�_�� �a�g�Z�q�g�h�� �i�_�j�_�\�_�j�r�m�}�� �\�� �k�_�g�k�•��
�i�h�f�b�e�h�d����-�]�h���j�h�^�m���± �g�Z�������������=�h�\�h�j�y�q�b���i�j�h���h�k�g�h�\�g�m���f�_�l�m���j�h�[�h�l�b�����l�j�_�[�Z���a�Z�a�g�Z�q�b�l�b�����s�h���\��
�m�f�h�\�Z�o�� �i�j�h�\�_�^�_�g�g�y�� �_�d�k�i�_�j�l�b�a�b�� �d�e�x�q�h�\�m�� �j�h�e�v�� �\�•�^�•�]�j�Z�x�l�v�� �k�Z�f�_�� �i�h�f�b�e�d�b�� ��-�]�h�� �j�h�^�m����
�d�j�b�l�b�q�g�b�f�� �}�� �i�j�h�i�m�k�d�� �n�Z�e�v�k�b�n�•�d�h�\�Z�g�h�]�h�� �P�A���� �l�h�f�m�� �a�g�b�`�_�g�g�y�� �j�•�\�g�y�� �k�Z�f�_�� �p�b�o�� �i�h�f�b�e�h�d��
�f�h�`�_�� �j�h�a�p�•�g�x�\�Z�l�b�k�y�� �y�d�� �i�•�^�\�b�s�_�g�g�y�� �_�n�_�d�l�b�\�g�h�k�l�•�� �i�j�h�p�_�k�m�� �k�Z�f�_�� �\�b�y�\�e�_�g�g�y�� �j�_�a�m�e�v�l�Z�l�•�\��
�n�h�l�h�f�h�g�l�Z�`�m�� 
�<�b�k�g�h�\�d�b. �<�� �j�h�[�h�l�•�� �\�b�j�•�r�_�g�Z�� �\�Z�`�e�b�\�Z�� �g�Z�m�d�h�\�h-�i�j�Z�d�l�b�q�g�Z�� �a�Z�^�Z�q�Z�� �i�•�^�\�b�s�_�g�g�y��
�_�n�_�d�l�b�\�g�h�k�l�• �i�j�h�p�_�k�m�� �\�b�y�\�e�_�g�g�y���i�h�j�m�r�_�g�g�y���p�•�e�•�k�g�h�k�l�•�� �p�b�n�j�h�\�h�]�h���a�h�[�j�Z�`�_�g�g�y���r�e�y�o�h�f��
�j�h�a�j�h�[�d�b���f�_�l�h�^�m���\�b�y�\�e�_�g�g�y���n�Z�d�l�m���n�h�l�h�f�h�g�l�Z�`�m�����F�_�l�h�^���j�h�a�j�h�[�e�_�g�b�c���g�Z���h�k�g�h�\�•���Z�g�Z�e�•�a�m��
�\�e�Z�k�l�b�\�h�k�l�_�c���F�G�K�Q�����f�g�h�`�b�g�b���O �_�e�_�f�_�g�l�•�\���F�G�K�Q�����s�h���f�Z�x�l�v���f�Z�d�k�b�f�Z�e�v�g�•���a�g�Z�q�_�g�g�y�����l�Z��
�h�d�h�e�•�\�� �_�e�_�f�_�g�l�•�\�� �a�� �f�g�h�`�b�g�b���O�� �I�h�d�Z�a�g�b�d�b�� �_�n�_�d�l�b�\�g�h�k�l�•�� �a�Z�i�j�h�i�h�g�h�\�Z�g�h�]�h�� �f�_�l�h�^�m��
�k�l�Z�g�h�\�e�y�l�v���� ������ �•�� �������± �i�h�f�b�e�d�b��1-�]�h�� �•�� ��-�]�h �j�h�^�m�� �\�•�^�i�h�\�•�^�g�h���� �s�h�� �^�h�a�\�h�e�b�e�h�� �i�•�^�\�b�s�b�l�b��
�_�n�_�d�l�b�\�g�•�k�l�v���\�b�y�\�e�_�g�g�y���j�_�a�m�e�v�l�Z�l�•�\���n�h�l�h�f�h�g�l�Z�`�m���g�Z�������������\���k�_�g�k�•���i�h�f�b�e�h�d����-�]�h���j�h�^�m�����\��
�i�h�j�•�\�g�y�g�g�•�� �a�� �k�m�q�Z�k�g�b�f�� �Z�g�Z�e�h�]�h�f���� �s�h�� �f�Z�}�� �Z�g�Z�e�h�]�•�q�g�m�� �h�[�e�Z�k�l�v�� �a�Z�k�l�h�k�m�\�Z�g�g�y�� �l�Z�� �k�o�h�`�b�c��
�f�Z�l�_�f�Z�l�b�q�g�b�c���[�Z�a�b�k�����a�Z�k�g�h�\�Z�g�b�c���g�Z���Z�g�Z�e�•�a�•���K�G�Q���[�e�h�d�•�\ �f�Z�l�j�b�p�•���P�A). 

�<���o�h�^�•���j�h�a�j�h�[�d�b���f�_�l�h�^�Z���\�b�y�\�e�_�g�g�y���n�h�l�h�f�h�g�l�Z�`�m���\���P�A���� 
�x �>�h�k�e�•�^�`�_�g�h�� �\�e�Z�k�l�b�\�h�k�l�•�� �f�Z�l�j�b�p�•�� �g�Z�c�f�_�g�r�b�o�� �k�b�g�]�m�e�y�j�g�b�o�� �q�b�k�_�e�� �[�e�h�d�•�\���� �s�h��

�k�l�Z�\�b�l�v�k�y���m���\�•�^�i�h�\�•�^�g�•�k�l�v���P�A�����^�e�y���j�•�a�g�b�o���n�h�j�f�Z�l�•�\�����a���\�l�j�Z�l�Z�f�b�����[�_�a���\�l�j�Z�l�����a�[�_�j�_�`�_�g�g�y�����\��
�j�_�a�m�e�v�l�Z�l�•���q�h�]�h���h�[�‰�j�m�g�l�h�\�Z�g�h���•���i�j�Z�d�l�b�q�g�h���i�•�^�l�\�_�j�^�`�_�g�h�� 

- �a�g�Z�q�_�g�g�y�� �_�e�_�f�_�g�l�•�\�� �F�G�K�Q�� �^�e�y�� �P�A�� �\�� �n�h�j�f�Z�l�•�� �a�� �\�l�j�Z�l�Z�f�b�� �\�� �k�m�d�m�i�g�h�k�l�•��
�i�_�j�_�\�b�s�m�x�l�v���a�g�Z�q�_�g�g�y���_�e�_�f�_�g�l�•�\���F�G�K�Q���^�e�y���P�A���\���n�h�j�f�Z�l�•���[�_�a���\�l�j�Z�l���� 
- �]�•�k�l�h�]�j�Z�f�b�� �a�g�Z�q�_�g�v�� �_�e�_�f�_�g�l�•�\�� �F�G�K�Q�� �^�e�y�� �a�h�[�j�Z�`�_�g�v�� �[�_�a�� �\�l�j�Z�l�� �g�_�� �f�h�`�m�l�v�� �f�Z�l�b��
�f�h�^�m���� �s�h�� �i�_�j�_�\�b�s�m�}�� ������ �]�•�k�l�h�]�j�Z�f�b�� �a�g�Z�q�_�g�v�� �_�e�_�f�_�g�l�•�\�� �F�G�K�Q�� �^�e�y�� �a�h�[�j�Z�`�_�g�v�� �a��
�\�l�j�Z�l�Z�f�b���g�_���f�h�`�m�l�v���f�Z�l�b���f�h�^�m�����s�h���^�h�j�•�\�g�x�}�������� 
- �m �\�b�i�Z�^�d�m�� �f�h�^�b�� �]�•�k�l�h�]�j�Z�f�b�� �a�g�Z�q�_�g�v�� �_�e�_�f�_�g�l�•�\�� �F�G�K�Q�� ���� �Z�[�h�� ��,  �\�b�k�g�h�\�h�d�� �i�j�h��
�n�h�j�f�Z�l���P�A���a�Z�e�_�`�b�l�v���\�•�^���f�Z�d�k�b�f�Z�e�v�g�h�]�h���a�g�Z�q�_�g�g�y���F�G�K�Q���� 
�x �G�Z�� �h�k�g�h�\�•�� �\�k�l�Z�g�h�\�e�_�g�b�o�� �\�e�Z�k�l�b�\�h�k�l�_�c�� �F�G�K�Q�� �j�h�a�j�h�[�e�_�g�h�� �f�_�l�h�^�� �\�•�^�h�d�j�_�f�e�_�g�g�y��

�P�A���\���j�•�a�g�b�o���n�h�j�f�Z�l�Z�o���a�[�_�j�_�`�_�g�g�y�����a���\�l�j�Z�l�Z�f�b���l�Z���[�_�a���\�l�j�Z�l�� 
�A�Z�i�j�h�i�h�g�h�\�Z�g�•���\���j�h�[�h�l�•���f�_�l�h�^�b���f�Z�x�l�v���g�_�a�g�Z�q�g�m���h�[�q�b�k�e�x�\�Z�e�v�g�m���k�d�e�Z�^�g�•�k�l�v�����y�d�Z���^�e�y��

�P�A���a��n�î n-�f�Z�l�j�b�p�_�x���k�l�Z�g�h�\�b�l�v���� ��2nO
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The integrity of the information content, in particular the digital image considered in the work, is one of the 
criteria for its security. Image splicing is one of the most common methods of forgery today. This way of 
breaking the integrity of the image is easily implemented with the help of modern graphic editors (PhotoShop, 
Gimp, etc.). During image splicing, one image is created from several. The task of detecting image splicing is the 
subject of research by scientists in the field of information security around the world, but it remains relevant 
today: there are no universal expert methods that can even detect the presence of a "foreign" part in any case of 
image splicing; the effectiveness of existing methods needs to be increased even in limited conditions of their 
application. The paper presents a new polynomial degree 2 expert method, which makes it possible to separate 
the original image from one whose integrity is violated. The method is based on the analysis of the properties of 
the blocks smallest singular values matrix, which corresponds to the matrix of the digital image. The method 
localizes the area containing the part of another image. The developed method is based on established differences 
in the properties of the blocks smallest singular values matrix for digital images in different formats - lossy and 
lossless. These differences are reflected in the additional method of separating images in different formats 
proposed in the work. This method can be used both alone and as a component of the developed image splicing 
detection method in the case where the falsified image consists of parts of images stored with loss and without 
loss. It was established that the proposed expert method provides an increase in the efficiency of image splicing  
detection in comparison with the modern analogue method  
Keywords: digital image, photomontage, singular number, matrix of the smallest singular values 
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�$�3�,���� �O�h�q�Z�� �7�L�W�D�Q�L�X�P�� �6�'�.�� �•�� �^�h�a�\�h�e�y�}�� �g�Z�i�b�k�Z�g�g�y�� �\�_�[-�^�h�^�Z�l�d�•�\���� �Z�e�_�� �c�h�]�h�� �n�m�g�d�p�•�h�g�Z�e��
�i�j�b�a�g�Z�q�_�g�b�c�� �^�e�y�� �k�Z�f�h�k�l�•�c�g�b�o�� �^�h�^�Z�l�d�•�\�� �•�� �g�Z�i�b�k�Z�g�g�y�� �\�_�[-�k�_�j�\�•�k�m�� �g�Z�� �g�v�h�f�m�� �[�m�^�_��
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1)  Ti-mocha �± �p�_�� �i�_�j�_�g�_�k�_�g�Z�� �\�_�j�k�•�y�� �0�R�F�K�D�� �i�•�^�� �7�L�W�D�Q�L�X�P�� �6�'�.���� �•�g�r�h�]�h�� �l�j�h�o�b�� �f�_�g�r��
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�7�L�W�D�Q�L�X�P���•���\�h�e�h�^�•�}���\�k�•�f�Z���k�b�e�v�g�b�f�b���•���k�e�Z�[�d�b�f�b���k�l�h�j�h�g�Z�f�b���-�D�V�P�L�Q�H�����:�e�_���g�Z���\�•�^�f�•�g�m��
�\�•�^���7�L�W�D�Q�L�X�P-�-�D�V�P�L�Q�H���p�_�c���i�j�h�_�d�l���i�h�k�l�•�c�g�h���h�g�h�\�e�x�}�l�v�k�y�� 
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crypto.randomBytes(N�������^�_��N �d�•�e�v�d�•�k�l�v���i�h�\�_�j�g�_�g�b�o���\�b�i�Z�^�d�h�\�b�o���[�Z�c�l�����m���r�•�k�l�g�Z�^�p�y�l�b�j�•�q�g�m��
�k�l�j�h�d�m���� �P�y�� �n�m�g�d�p�•�y���� �•�a�� �i�Z�d�_�l�m�� �•�g�k�l�j�m�f�_�g�l�•�\�� �2�S�H�Q�6�6�/���� �}�� �j�_�Z�e�•�a�Z�p�•�}�x�� �d�j�b�i�l�h�]�j�Z�n�•�q�g�h��
�k�l�•�c�d�h�]�h�� �i�k�_�\�^�h�\�b�i�Z�^�d�h�\�h�]�h�� �Z�e�]�h�j�b�l�f�m�� �y�d�b�c�� �[�Z�a�m�}�l�v�k�y�� �g�Z�� �©�<�b�o�j�•�� �F�_�j�k�_�g�Z�ª�� �>���@����
�A�Z�e�b�r�b�e�h�k�y���i�•�^�j�Z�o�m�\�Z�l�b���k�d�•�e�v�d�b���\�b�i�Z�^�d�h�\�b�o���[�Z�c�l���g�Z�k�����\�e�Z�r�l�m�}�����s�h�[���c�f�h�\�•�j�g�•�k�l�v���d�h�e�•�a�•�€��
�[�m�e�Z���\�d�j�Z�c���f�Z�e�Z�� 

�I�j�_�^�k�l�Z�\�b�f�h�� �g�Z�r�m�� �a�Z�^�Z�q�m�� �\�� �g�Z�k�l�m�i�g�h�f�m�� �Z�[�k�l�j�Z�d�l�g�h�f�m�� �\�b�]�e�y�^�•���� �>�Z�g�h��n  
�\�b�i�Z�^�d�h�\�b�o�� �q�b�k�_�e�� �a�� �^�b�k�d�j�_�l�g�h�]�h�� �j�•�\�g�h�f�•�j�g�h�]�h�� �j�h�a�i�h�^�•�e�m�� �a�� �^�•�Z�i�Z�a�h�g�h�f���> �@H,1 ���� �Y�d�Z��
�c�f�h�\�•�j�g�•�k�l�v���� ��Hn,p �����s�h�����i�j�b�g�Z�c�f�g�•���^�\�Z���q�b�k�e�Z���a�[�•�]�Z�x�l�v�k�y�" 

�>�Z�g�Z�� �a�Z�^�Z�q�Z�� �}�� �m�a�Z�]�Z�e�v�g�_�g�g�y�f�� �i�Z�j�Z�^�h�d�k�m�� �^�g�•�\�� �g�Z�j�h�^�`�_�g�v�� �>������ ���@���� �A�g�Z�c�^�_�f�h��
�a�\�h�j�h�l�g�m���c�f�h�\�•�j�g�•�k�l�v��),( Hnp  �i�j�b�� H<n �����l�Z�d�m���s�h���\�k�•���q�b�k�e�Z���[�m�^�m�l�v���j�•�a�g�b�f�b�� 
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�^�Z�}���g�Z�[�e�b�`�_�g�g�y���i�_�j�r�h�]�h���i�h�j�y�^�d�m���^�e�y��x �i�j�b�� 1�'x : 

                                                         xex ���| 1 .                                                                      (3)
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�Y�d�s�h���i�h�\�_�j�g�m�l�v�k�y���^�h���a�Z�^�Z�q�•���c�f�h�\�•�j�g�h�k�l�•���\�b�g�b�d�g�_�g�g�y���d�h�e�•�a�•�c���•�^�_�g�l�b�n�•�d�Z�l�h�j�•�\�����l�h��
H  �± �[�m�^�_�� �i�h�a�g�Z�q�Z�l�b�� �j�h�a�f�•�j�� �•�^�_�g�l�b�n�•�d�Z�p�•�c�g�h�]�h�� �i�j�h�k�l�h�j�m����p �±�c�f�h�\�•�j�g�•�k�l�v�� �d�h�e�•�a�•�€����n �± 
�d�•�e�v�d�•�k�l�v�� �a�]�_�g�_�j�h�\�Z�g�b�o�� �•�^�_�g�l�b�n�•�d�Z�l�h�j�•�\���� �J�h�a�f�•�j�� �•�^�_�g�l�b�n�•�d�Z�p�•�c�g�h�]�h�� �i�j�h�k�l�h�j�m��
�h�[�q�b�k�e�x�}�l�v�k�y���l�Z�d�b�f���q�b�g�h�f�� 

                         NH 82� ,                          (7) 

�^�_ N  �± �^�h�\�`�b�g�Z���•�^�_�g�l�b�n�•�d�Z�l�h�j�Z���\���[�Z�c�l�Z�o�� 

�<�b�d�h�j�b�k�l�h�\�m�x�q�b���n�h�j�f�m�e�b�����������•�� �����������k�d�e�Z�^�_�f�h���l�Z�[�e�b�p�x���c�f�h�\�•�j�g�h�k�l�_�c���d�h�e�•�a�•�c���^�e�y��
�\�b�a�g�Z�q�_�g�g�y���i�h�l�j�•�[�g�h�€���^�h�\�`�b�g�b���•�^�_�g�l�b�n�•�d�Z�l�h�j�Z�����G�b�`�q�_���g�Z�\�_�^�_�g�h���n�j�Z�]�f�_�g�l���p�•�}�€���l�Z�[�e�b�p�•�� 
 

�L�Z�[�e�b�p�y���� 
�L�Z�[�e�b�p�y���c�f�h�\�•�j�g�h�k�l�_�c���d�h�e�•�a�•�c 

N �� ��Hn,p  �J�h�a�j�Z�o�m�g�h�d���j�h�d�•�\ 

1E-12 0,10% )10( 12
1

��Y  )10( 12
2

��Y  %)1.0(1Y
 

%)1.0(2Y
 

2     < 2 8 -- -- -- -- 

4     < 2     2073 -- -- -- -- 

8      4295 1,36E+08 1E-07 8E-03 0,004 258 

12 2,81E+08 8,90E+12 9E-03 536 282,320 2E+07 

18 4,72E+15 1,49E+20 149752 9E+09 5E+09 3E+14 

22 3,09E+20 9,79E+24 1E+10 6E+14 3E+14 2E+19 

 
�>�_���� 1Y  �± �d�•�e�v�d�•�k�l�v�� �j�h�d�•�\�� �^�e�y�� �^�h�k�y�]�g�_�g�g�y�� �a�Z�^�Z�g�h�€�� �c�f�h�\�•�j�g�h�k�l�•�� �d�h�e�•�a�•�€�� �i�j�b�� �l�b�k�y�q�•��
�]�_�g�_�j�Z�p�•�y�o�� �\�� �k�_�d�m�g�^�m�� ���j�_�Z�e�v�g�b�c�� �i�j�h�_�d�l������2Y  �± �d�•�e�v�d�•�k�l�v�� �j�h�d�•�\�� �^�e�y�� �^�h�k�y�]�g�_�g�g�y�� �a�Z�^�Z�g�h�€��
�c�f�h�\�•�j�g�h�k�l�•���d�h�e�•�a�•�€���i�j�b���h�^�g�•�}�€���]�_�g�_�j�Z�p�•�€���\���o�\�b�e�b�g�m�����g�Z�\�q�Z�e�v�g�b�c���i�j�h�_�d�l���� 

�<�b�o�h�^�y�q�b�� �a�� �i�_�j�_�j�Z�o�h�\�Z�g�b�o�� �^�Z�g�b�o���� �^�e�y�� �g�Z�\�q�Z�e�v�g�h�]�h�� �i�j�h�_�d�l�m�� �f�h�`�g�Z�� �i�j�b�c�g�y�l�b��
�^�h�\�`�b�g�m�� �•�^�_�g�l�b�n�•�d�Z�l�h�j�Z�� �j�•�\�g�m�� ���� �[�Z�c�l�Z�f���� �s�h�� �]�Z�j�Z�g�l�m�}���� �s�h�� �a�Z�� �������� �j�h�d�•�\���� �f�b�� �^�h�k�y�]�g�_�f�h��
�c�f�h�\�•�j�g�h�k�l�•���d�h�e�•�a�•�€���\���������������>�e�y���j�_�Z�e�v�g�h�]�h���i�j�h�_�d�l�m���\�Z�j�l�h���\�b�[�j�Z�l�b���!���������[�Z�c�l�� 

�<�•�^�k�h�l�h�d���i�_�j�_�g�h�k�b�f�h�]�h���d�h�^�m���h�[�q�b�k�e�x�\�Z�\�k�y���l�Z�d�b�f���k�i�h�k�h�[�h�f������ 
�d�•�e�v�d�•�k�l�v���j�y�^�d�•�\���i�_�j�_�g�h�k�b�f�h�]�h���d�h�^�m

�a�Z�]�Z�e�v�g�Z���d�•�e�v�d�•�k�l�v���j�y�^�d�•�\���d�h�^�m

323
100% 100% 94.7%

341
�<�I�D � � �˜ � �˜          (8) 

�<�•�^�k�h�l�h�d���i�h�d�j�b�l�l�y���d�h�^�m���l�_�k�l�Z�f�b���h�[�q�b�k�e�x�\�Z�\�k�y���l�Z�d�b�f���k�i�h�k�h�[�h�f�� 

�d�•�e�v�d�•�k�l�v���j�y�^�d�•�\���d�h�^�m���i�h�d�j�b�l�b�o���l�_�k�l�Z�f�b
�a�Z�]�Z�e�v�g�Z���d�•�e�v�d�•�k�l�v���j�y�^�d�•�\���d�h�^�m

307
100% 100% 90%

341
�<�I�D�L � � �˜ � �˜    (9) 

90%100%
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In the conditions of the growth of information technologies, applications developed for usage on the different 
platforms �± cross-platform applications �± are gaining more and more popularity and need. This is due to the 
appearance and development of all kinds of devices on which they can function. One of the rapidly developing 
directions in the field of multi-platform is currently the development of applications that work on different 
operating systems, such as desktop �± Windows, Mac OS, mobile �± iOS, Android. However, the existing methods 
of their development are focused on creating applications for a specific operating system, which limits the 
universality of their application. The work solves the urgent task of developing and testing the information 
system of cross-platform web applications using the framework connection. Also, the work analyzes the latest 
methods and tools of cross-platform development and their means of automated testing. As a result, a multi-
platform software product was developed, which implements the "client-server" architecture and works on the 
ios, android platforms, as well as in any web browser. The software product developed allows users to save and 
access their notes on various platforms and edit them. 
Keywords: Testing, cross-platform applications, client-server architecture. 
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�J�h�[�h�l�Z �i�j�b�k�\�y�q�_�g�Z�� �Z�g�Z�e�•�a�m�� �i�b�l�Z�g�v���� �i�h�\�
�y�a�Z�g�b�o�� �•�a�� �a�Z�o�b�k�l�h�f�� �i�j�Z�\�� �•�g�l�_�e�_�d�l�m�Z�e�v�g�h�€��
�\�e�Z�k�g�h�k�l�•���g�Z���l�j�b�\�b�f�•�j�g�•���f�h�^�_�e�•�����M���k�m�q�Z�k�g�h�f�m���k�\�•�l�•�����'-�f�h�^�_�e�x�\�Z�g�g�y���g�Z�[�m�e�h���r�b�j�h�d�h�]�h��
�i�h�r�b�j�_�g�g�y�� �l�Z�� �a�Z�k�l�h�k�m�\�Z�g�g�y�� �\�� �j�•�a�g�b�o�� �]�Z�e�m�a�y�o���� �\�d�e�x�q�Z�x�q�b�� �d�•�g�h�•�g�^�m�k�l�j�•�x���� �\�•�^�_�h�•�]�j�b����
�f�_�^�b�p�b�g�m���� �Z�j�o�•�l�_�d�l�m�j�m�� �l�Z�� �\�b�j�h�[�g�b�p�l�\�h���� �R�\�b�^�d�b�c�� �j�h�a�\�b�l�h�d�� �l�_�o�g�h�e�h�]�•�c�� ���'-�^�j�m�d�m�� �l�Z��
�p�b�n�j�h�\�b�o�� �i�e�Z�l�n�h�j�f�� �k�l�\�h�j�x�}�� �g�h�\�•�� �f�h�`�e�b�\�h�k�l�•���� �Z�e�_�� �\�h�^�g�h�q�Z�k�� �•�� �g�h�\�•�� �\�b�d�e�b�d�b�� �^�e�y��
�i�j�Z�\�h�\�e�Z�k�g�b�d�•�\�����H�^�g�•�}�x���a���d�e�x�q�h�\�b�o���i�j�h�[�e�_�f���}���i�h�r�b�j�_�g�g�y���g�_�a�Z�d�h�g�g�h�]�h���d�h�i�•�x�\�Z�g�g�y���l�Z��
�\�b�d�h�j�b�k�l�Z�g�g�y�� ���'-�f�h�^�_�e�_�c���� �s�h�� �f�h�`�_�� �i�j�b�a�\�_�k�l�b�� �^�h���a�g�Z�q�g�b�o�� �n�•�g�Z�g�k�h�\�b�o�� �\�l�j�Z�l�� �^�e�y��
�Z�\�l�h�j�•�\�� �l�Z�� �d�h�f�i�Z�g�•�c���� �y�d�•�� �•�g�\�_�k�l�m�x�l�v�� �m�� �j�h�a�j�h�[�d�m�� �l�Z�d�b�o�� �f�h�^�_�e�_�c���� �L�j�Z�^�b�p�•�c�g�•���i�j�Z�\�h�\�•��
�f�_�o�Z�g�•�a�f�b�� �a�Z�o�b�k�l�m���� �l�Z�d�•�� �y�d�� �Z�\�l�h�j�k�v�d�_�� �i�j�Z�\�h���� �i�Z�l�_�g�l�b�� �l�Z�� �l�h�\�Z�j�g�•�� �a�g�Z�d�b���� �g�_���a�Z�\�`�^�b��
�_�n�_�d�l�b�\�g�h�� �i�j�Z�p�x�x�l�v�� �m�� �d�h�g�l�_�d�k�l�•�� �p�b�n�j�h�\�h�]�h�� �k�_�j�_�^�h�\�b�s�Z���� �^�_�� �i�h�j�m�r�_�g�g�y���i�j�Z�\�� �f�h�`�_��
�\�•�^�[�m�\�Z�l�b�k�y���f�b�l�l�}�\�h���•���\���]�e�h�[�Z�e�v�g�h�f�m���f�Z�k�r�l�Z�[�•�����M���k�l�Z�l�l�•���j�h�a�]�e�y�^�Z�x�l�v�k�y���j�•�a�g�•���i�•�^�o�h�^�b��
�^�h���a�Z�o�b�k�l�m���•�g�l�_�e�_�d�l�m�Z�e�v�g�h�€���\�e�Z�k�g�h�k�l�•���g�Z�����'-�f�h�^�_�e�•�����A�h�d�j�_�f�Z�����Z�g�Z�e�•�a�m�x�l�v�k�y���f�h�`�e�b�\�h�k�l�•��
�\�b�d�h�j�b�k�l�Z�g�g�y�� �p�b�n�j�h�\�b�o�� �\�h�^�y�g�b�o�� �a�g�Z�d�•�\���� �d�j�b�i�l�h�]�j�Z�n�•�q�g�b�o�� �f�_�l�h�^�•�\�� �l�Z�� �•�g�r�b�o��
�l�_�o�g�h�e�h�]�•�q�g�b�o�� �a�Z�k�h�[�•�\�� �^�e�y�� �a�Z�[�_�a�i�_�q�_�g�g�y�� �a�Z�o�b�k�l�m�� �\�•�^�� �g�_�a�Z�d�h�g�g�h�]�h�� �d�h�i�•�x�\�Z�g�g�y�� �l�Z��
�j�h�a�i�h�\�k�x�^�`�_�g�g�y���� �J�_�a�m�e�v�l�Z�l�h�f�� �j�h�[�h�l�b�� �}�� �j�h�a�j�h�[�e�_�g�b�c�� �i�e�Z�]�•�g�� �^�e�y�� �i�j�h�]�j�Z�f�b�� �%�O�H�Q�G�H�U����
�y�d�b�c�� �a�Z�[�_�a�i�_�q�m�}�� �Z�\�l�h�f�Z�l�b�q�g�b�c�� �a�Z�o�b�k�l�� �Z�\�l�h�j�k�v�d�b�o�� �i�j�Z�\�� �g�Z�� �d�•�g�p�_�\�•�� �a�h�[�j�Z�`�_�g�g�y�� �a�Z��
�^�h�i�h�f�h�]�h�x���g�Z�d�e�Z�^�Z�g�g�y���p�b�n�j�h�\�b�o���\�h�^�y�g�b�o���a�g�Z�d�•�\�����A�Z���^�h�i�h�f�h�]�h�x���j�h�a�j�h�[�e�_�g�h�]�h���i�e�Z�]�•�g�m��
�Z�\�l�h�j�� �f�h�`�_�� �g�_�i�h�f�•�l�g�h�� �^�h�^�Z�l�b�� �k�\�•�c�� �m�g�•�d�Z�e�v�g�b�c�� �d�h�^�� �m�� �d�•�g�p�_�\�_�� �a�h�[�j�Z�`�_�g�g�y���� �L�Z�d�h�`��
�d�h�j�b�k�l�m�\�Z�q�� �f�Z�}�� �f�h�`�e�b�\�•�k�l�v���i�_�j�_�\�•�j�b�l�b�� �Z�\�l�h�j�k�l�\�h �a�Z�\�Z�g�l�Z�`�_�g�h�]�h�� �a�h�[�j�Z�`�_�g�g�y����
�J�h�a�j�h�[�e�_�g�_���j�•�r�_�g�g�y���f�h�`�_���a�g�Z�c�l�b���r�b�j�h�d�_���a�Z�k�l�h�k�m�\�Z�g�g�y���k�_�j�_�^���l�\�h�j�q�b�o���i�j�h�n�_�k�•�h�g�Z�e�•�\�� 
�D�e�x�q�h�\�•�� �k�e�h�\�Z�� �a�Z�o�b�k�l��3D �i�j�h�_�d�l�•�\���� �p�b�n�j�h�\�•�� �\�h�^�y�g�•�� �a�g�Z�d�b���� �i�e�Z�]�•�g���� �•�g�l�_�e�_�d�l�m�Z�e�v�g�Z��
�\�e�Z�k�g�•�k�l�v�����a�Z�o�b�k�l���Z�\�l�h�j�k�v�d�b�o���i�j�Z�\. 

 
�<�k�l�m�i. �K�v�h�]�h�^�g�•���� �d�h�e�b�� �l�_�o�g�h�e�h�]�•�q�g�•�� �•�g�k�l�j�m�f�_�g�l�b�� �k�l�Z�x�l�v�� �[�•�e�v�r�� �^�h�k�l�m�i�g�b�f�b�� �l�Z��
�i�h�l�m�`�g�b�f�b���� �Z���p�b�n�j�h�\�•�� �i�e�Z�l�n�h�j�f�b���a�^�Z�l�g�•�� �i�_�j�_�^�Z�\�Z�l�b���l�Z���h�[�j�h�[�e�y�l�b���k�d�e�Z�^�g�•�� �^�Z�g�•���� �a�Z�o�b�k�l��
�•�g�l�_�e�_�d�l�m�Z�e�v�g�h�€���\�e�Z�k�g�h�k�l�•���k�l�Z�}���h�k�h�[�e�b�\�h���\�Z�`�e�b�\�b�f�����H�k�h�[�e�b�\�h���p�_���k�l�h�k�m�}�l�v�k�y���]�Z�e�m�a�_�c�����^�_��
�l�\�h�j�q�•�k�l�v���•���l�_�o�g�h�e�h�]�•�€���i�_�j�_�i�e�•�l�Z�x�l�v�k�y�����g�Z�i�j�b�d�e�Z�^�������'-�f�h�^�_�e�x�\�Z�g�g�y�� 

�P�_���i�b�l�Z�g�g�y���h�k�h�[�e�b�\�h���Z�d�l�m�Z�e�v�g�_���\���d�h�g�l�_�d�k�l�•���r�b�j�h�d�h�]�h���\�b�d�h�j�b�k�l�Z�g�g�y�����'-�f�h�^�_�e�_�c��
�m�� �\�•�^�_�h�•�]�j�Z�o���� �d�•�g�h�•�g�^�m�k�l�j�•�€�� �f�_�^�b�p�b�g�•�� �Z�j�o�•�l�_�d�l�m�j�g�h�f�m�� �i�j�h�_�d�l�m�\�Z�g�g�•�� �l�Z�� �•�g�r�b�o�� �k�n�_�j�Z�o����
�<�_�e�b�d�Z���d�•�e�v�d�•�k�l�v���j�•�a�g�h�f�Z�g�•�l�g�b�o���h�[�¶�}�d�l�•�\�����y�d�•���f�h�`�g�Z���k�l�\�h�j�x�\�Z�l�b���l�Z���\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b���\���p�b�o��
�]�Z�e�m�a�y�o�����k�l�\�h�j�x�}���i�h�l�_�g�p�•�c�g�•���f�h�`�e�b�\�h�k�l�•���^�e�y���i�h�j�m�r�_�g�g�y���i�j�Z�\���•�g�l�_�e�_�d�l�m�Z�e�v�g�h�€���\�e�Z�k�g�h�k�l�• 
[1]���� �G�Z�i�j�b�d�e�Z�^���� �^�e�y�� �k�l�\�h�j�_�g�g�y�� �\�•�j�l�m�Z�e�v�g�b�o�� �k�\�•�l�•�\�� �m�� �\�•�^�_�h�•�]�j�Z�o�� �Z�[�h�� �j�_�Z�e�•�k�l�b�q�g�b�o�� �k�p�_�g�� �m��
�n�•�e�v�f�Z�o�� �f�h�`�_�� �a�g�Z�^�h�[�b�l�b�k�y�� �\�b�d�h�j�b�k�l�Z�g�g�y�� �j�•�a�g�b�o�� �f�h�^�_�e�_�c�� �•�� �l�_�d�k�l�m�j���� �y�d�•�� �f�h�`�m�l�v�� �[�m�l�b��
�h�[�¶�}�d�l�Z�f�b�� �Z�\�l�h�j�k�v�d�h�]�h�� �i�j�Z�\�Z�� �M�� �f�_�^�b�q�g�•�c�� �k�n�_�j�•���� �g�Z�i�j�b�d�e�Z�^���� �j�h�a�j�h�[�d�Z�� �l�Z�� �\�b�d�h�j�b�k�l�Z�g�g�y��
���'�� �f�h�^�_�e�_�c�� �^�h�a�\�h�e�y�}�� �l�h�q�g�•�r�_�� �i�e�Z�g�m�\�Z�l�b�� �h�i�_�j�Z�p�•�€�� �l�Z�� �e�•�d�m�\�Z�g�g�y���� �Z�e�_�� �\�h�^�g�h�q�Z�k�� �i�h�l�j�_�[�m�}��
�g�Z�^�•�c�g�h�]�h�� �a�Z�o�b�k�l�m�� �\�•�^�� �g�_�k�Z�g�d�p�•�h�g�h�\�Z�g�h�]�h�� �^�h�k�l�m�i�m���� �:�j�o�•�l�_�d�l�h�j�b�� �l�Z�� �•�g�`�_�g�_�j�b��
�\�b�d�h�j�b�k�l�h�\�m�x�l�v�����'���f�h�^�_�e�•���^�e�y���\�•�a�m�Z�e�•�a�Z�p�•�€���i�j�h�_�d�l�•�\���l�Z���m�l�h�q�g�_�g�g�y���^�b�a�Z�c�g�m�����Z�e�_���i�j�b���p�v�h�f�m��
�k�l�b�d�Z�x�l�v�k�y�� �a�� �j�b�a�b�d�h�f�� �i�h�j�m�r�_�g�g�y�� �d�h�g�n�•�^�_�g�p�•�c�g�h�k�l�•�� �l�Z�� �d�j�Z�^�•�`�d�b�� �•�g�l�_�e�_�d�l�m�Z�e�v�g�h�€��
�\�e�Z�k�g�h�k�l�• [1, 2]. 

�D�j�•�f���l�h�]�h�����a�•���a�j�h�k�l�Z�g�g�y�f���i�h�i�m�e�y�j�g�h�k�l�•�����'-�^�j�m�d�m �± �f�_�l�h�^�m���k�l�\�h�j�_�g�g�y�����'-�f�h�^�_�e�_�c����
�a�j�h�k�l�Z�}�� �j�b�a�b�d�� �g�_�a�Z�d�h�g�g�h�]�h�� �\�b�d�h�j�b�k�l�Z�g�g�y�� �q�m�`�b�o�� �l�\�h�j�•�g�v�� �m�� �\�e�Z�k�g�b�o�� �p�•�e�y�o���� �L�Z�d�•�� �k�b�l�m�Z�p�•�€��
�f�h�`�m�l�v �i�j�b�a�\�_�k�l�b���^�h���k�_�j�c�h�a�g�b�o���d�h�g�n�e�•�d�l�•�\���f�•�`���l�\�h�j�p�y�f�b���l�Z���d�h�j�b�k�l�m�\�Z�q�Z�f�b�����Z���l�Z�d�h�`���^�h��
�a�g�Z�q�g�b�o���\�l�j�Z�l�����g�Z�i�j�b�d�e�Z�^�����n�•�g�Z�g�k�h�\�b�o [2]. 
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�G�_�\�•�^�i�h�\�•�^�Z�e�v�g�_���k�l�Z�\�e�_�g�g�y���^�h���a�Z�o�b�k�l�m�����'���i�j�h�_�d�l�•�\���l�Z���•�g�l�_�e�_�d�l�m�Z�e�v�g�h�€���\�e�Z�k�g�h�k�l�•��
�f�h�`�_���f�Z�l�b���k�_�j�c�h�a�g�•���g�Z�k�e�•�^�d�b���^�e�y���]�Z�e�m�a�_�c�����\���y�d�b�o���Z�d�l�b�\�g�h���\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y�����'���f�h�^�_�e�•����
�l�Z���^�e�y���k�m�k�i�•�e�v�k�l�\�Z���\���p�•�e�h�f�m�����D�j�•�f���n�•�g�Z�g�k�h�\�b�o���\�l�j�Z�l���^�e�y���d�h�f�i�Z�g�•�c���•���Z�\�l�h�j�•�\�����i�h�j�m�r�_�g�g�y��
�i�j�Z�\�� �g�Z�� �•�g�l�_�e�_�d�l�m�Z�e�v�g�m�� �\�e�Z�k�g�•�k�l�v�� �f�h�`�_�� �i�j�b�a�\�_�k�l�b�� �^�h�� �\�l�j�Z�l�b�� �^�h�\�•�j�b�� �k�i�h�`�b�\�Z�q�•�\�� �l�Z��
�a�g�b�`�_�g�g�y�� �d�h�g�d�m�j�_�g�l�h�k�i�j�h�f�h�`�g�h�k�l�•�� �g�Z�� �j�b�g�d�m [3]���� �;�_�a�� �_�n�_�d�l�b�\�g�h�]�h�� �a�Z�o�b�k�l�m���� �i�h�l�_�g�p�•�c�g�•��
�^�h�k�y�]�g�_�g�g�y���l�Z���i�_�j�_�\�Z�]�b���\�•�^���\�b�d�h�j�b�k�l�Z�g�g�y�����'���l�_�o�g�h�e�h�]�•�c���f�h�`�m�l�v���[�m�l�b���\�l�j�Z�q�_�g�•. 

�J�h�a�m�f�•�g�g�y�� �l�Z�� �\�b�j�•�r�_�g�g�y�� �i�j�h�[�e�_�f�� �a�Z�o�b�k�l�m�� �•�g�l�_�e�_�d�l�m�Z�e�v�g�h�€�� �\�e�Z�k�g�h�k�l�•�� �\�� ���'-
�f�h�^�_�e�x�\�Z�g�g�•�� �k�l�Z�}�� �g�Z�^�a�\�b�q�Z�c�g�h�� �\�Z�`�e�b�\�b�f�� �a�Z�\�^�Z�g�g�y�f�� �^�e�y�� �i�h�^�Z�e�v�r�h�]�h�� �j�h�a�\�b�l�d�m�� �p�•�}�€��
�]�Z�e�m�a�•�����<�b�d�h�j�b�k�l�Z�g�g�y���g�h�\�•�l�g�•�o���l�_�o�g�h�e�h�]�•�c���•���j�h�a�j�h�[�d�Z���k�i�_�p�•�Z�e�•�a�h�\�Z�g�b�o���•�g�k�l�j�m�f�_�g�l�•�\�����l�Z�d�b�o��
�y�d�� �i�e�Z�]�•�g�b���� �f�h�`�m�l�v�� �k�l�Z�l�b�� �\�Z�`�e�b�\�b�f�b�� �d�j�h�d�Z�f�b�� �\�� �a�Z�[�_�a�i�_�q�_�g�g�•�� �_�n�_�d�l�b�\�g�h�]�h�� �i�j�Z�\�h�\�h�]�h��
�a�Z�o�b�k�l�m���l�Z���k�i�j�b�y�g�g�•���l�\�h�j�q�h�k�l�•���m���k�n�_�j�•�����'-�f�h�^�_�e�x�\�Z�g�g�y [1]. 

�M���p�v�h�f�m���d�h�g�l�_�d�k�l�•���j�h�a�j�h�[�d�Z���i�e�Z�]�•�g�Z���^�e�y���a�Z�o�b�k�l�m���•�g�l�_�e�_�d�l�m�Z�e�v�g�h�€���\�e�Z�k�g�h�k�l�•���\�����'-
�f�h�^�_�e�x�\�Z�g�g�•���k�l�Z�}���\�Z�`�e�b�\�b�f���d�j�h�d�h�f���m���a�Z�[�_�a�i�_�q�_�g�g�•���[�_�a�i�_�d�b���l�Z���x�j�b�^�b�q�g�h�€���i�j�h�a�h�j�h�k�l�• �^�e�y��
�l�\�h�j�p�•�\�� �•�� �\�e�Z�k�g�b�d�•�\�� �d�h�g�l�_�g�l�m���� �I�e�Z�]�•�g�� �g�Z�� �h�k�g�h�\�•�� �k�l�_�]�Z�g�h�]�j�Z�n�•�q�g�b�o�� �Z�e�]�h�j�b�l�f�•�\�� �f�h�`�_��
�i�j�b�o�h�\�m�\�Z�l�b���•�g�n�h�j�f�Z�p�•�x���i�j�h���Z�\�l�h�j�k�v�d�•���i�j�Z�\�Z���l�Z���\�[�m�^�h�\�m�\�Z�l�b���€�€���[�_�a�i�h�k�_�j�_�^�g�v�h���\���f�h�^�_�e�v����
�j�h�[�e�y�q�b�� �€�€�� �g�_�\�b�^�b�f�h�x�� �^�e�y�� �g�_�Z�\�l�h�j�b�a�h�\�Z�g�b�o�� �d�h�j�b�k�l�m�\�Z�q�•�\���� �Z�e�_�� �e�_�]�d�h�� �^�h�k�l�m�i�g�h�x�� �^�e�y��
�i�j�Z�\�h�\�e�Z�k�g�b�d�Z�� 
�F�_�l�Z�� �•�� �a�Z�^�Z�q�•�� �^�h�k�e�•�^�`�_�g�g�y. �F�_�l�Z�� �j�h�[�h�l�b �i�h�e�y�]�Z�}�� �\�� �i�•�^�\�b�s�_�g�g�•�� �j�•�\�g�y�� �a�Z�o�b�s�_�g�h�k�l�•�� ���'��
�i�j�h�_�d�l�•�\ �r�e�y�o�h�f �j�h�a�j�h�[�d�b���i�e�Z�]�•�g�Z���^�e�y���i�j�h�]�j�Z�f�b���%�O�H�Q�G�H�U�����y�d�b�c���a�Z�[�_�a�i�_�q�m�}���Z�\�l�h�f�Z�l�b�q�g�b�c��
�a�Z�o�b�k�l�� �Z�\�l�h�j�k�v�d�b�o�� �i�j�Z�\�� �g�Z�� �d�•�g�p�_�\�•�� �a�h�[�j�Z�`�_�g�g�y�� �a�Z�� �^�h�i�h�f�h�]�h�x�� �g�Z�d�e�Z�^�Z�g�g�y�� �p�b�n�j�h�\�b�o��
�\�h�^�y�g�b�o���a�g�Z�d�•�\�����>�e�y���^�h�k�y�]�g�_�g�g�y���p�•�}�€���f�_�l�b���g�_�h�[�o�•�^�g�h���\�b�d�h�g�Z�l�b���g�Z�k�l�m�i�g�•���a�Z�^�Z�q�•�� 

1. �I�j�h�\�_�k�l�b�� �Z�g�Z�e�•�a�� �k�m�q�Z�k�g�h�]�h�� �k�l�Z�g�m�� �i�b�l�Z�g�g�y�� �a�Z�o�b�k�l�m�� ���'�� �i�j�h�_�d�l�•�\���� �\�d�e�x�q�Z�x�q�b��
�\�j�Z�a�e�b�\�h�k�l�•���k�b�k�l�_�f���l�Z���i�h�l�_�g�p�•�c�g�•���a�Z�]�j�h�a�b���^�e�y���•�g�l�_�e�_�d�l�m�Z�e�v�g�h�€���\�e�Z�k�g�h�k�l�•�� 

������ �>�h�k�e�•�^�b�l�b�� �j�•�a�g�h�f�Z�g�•�l�g�•�� �i�•�^�o�h�^�b�� �^�h�� �a�Z�o�b�k�l�m�� �•�g�l�_�e�_�d�l�m�Z�e�v�g�h�€�� �\�e�Z�k�g�h�k�l�•, 
�\�d�e�x�q�Z�x�q�b���r�b�n�j�m�\�Z�g�g�y���^�Z�g�b�o�����d�h�g�l�j�h�e�v���^�h�k�l�m�i�m�����\�h�^�y�g�•���a�g�Z�d�b���l�Z���•�g�r�•���f�_�l�h�^�b�����Z���l�Z�d�h�`��
�h�p�•�g�b�l�b���€�o���_�n�_�d�l�b�\�g�•�k�l�v���l�Z���i�j�b�^�Z�l�g�•�k�l�v���^�e�y���a�Z�k�l�h�k�m�\�Z�g�g�y���\���]�Z�e�m�a�•�����'���f�h�^�_�e�x�\�Z�g�g�y. 

������ �J�h�a�j�h�[�b�l�b�� �i�j�h�]�j�Z�f�g�b�c�� �i�j�h�^�m�d�l���� �y�d�b�c�� �a�Z�[�_�a�i�_�q�m�}�� �a�Z�o�b�k�l �•�g�l�_�e�_�d�l�m�Z�e�v�g�h�€��
�\�e�Z�k�g�h�k�l�•���\���d�h�g�l�_�d�k�l�• ���'���i�j�h�_�d�l�•�\�� 

�<�b�d�h�g�Z�g�g�y�� �p�b�o�� �a�Z�^�Z�q�� �^�h�a�\�h�e�b�l�v�� �^�h�k�y�]�l�b�� �i�h�k�l�Z�\�e�_�g�h�€�� �f�_�l�b�� �i�•�^�\�b�s�_�g�g�y�� �j�•�\�g�y��
�a�Z�o�b�s�_�g�h�k�l�•�� ���'�� �i�j�h�_�d�l�•�\�� �•�� �a�Z�[�_�a�i�_�q�b�l�b�� �g�Z�^�•�c�g�b�c�� �a�Z�o�b�k�l�� �•�g�l�_�e�_�d�l�m�Z�e�v�g�h�€�� �\�e�Z�k�g�h�k�l�•�� �m��
�p�b�n�j�h�\�h�f�m���k�_�j�_�^�h�\�b�s�•�� 
�H�k�g�h�\�g�Z�� �q�Z�k�l�b�g�Z. �A�Z�o�b�k�l�� �•�g�l�_�e�_�d�l�m�Z�e�v�g�h�€�� �\�e�Z�k�g�h�k�l�•�� �\�� ���'-�f�h�^�_�e�x�\�Z�g�g�•�� �k�l�Z�}�� �\�k�_�� �[�•�e�v�r��
�Z�d�l�m�Z�e�v�g�b�f�� �m�� �k�m�q�Z�k�g�h�f�m�� �k�\�•�l�•���� �<�� �h�k�g�h�\�g�h�f�m�� �p�_�� �i�h�\�
�y�a�Z�g�h�� �a�� �l�b�f���� �s�h�� �l�_�o�g�h�e�h�]�•�€�� ���'-
�f�h�^�_�e�x�\�Z�g�g�y�� �k�l�Z�x�l�v�� �\�k�_�� �[�•�e�v�r�� �^�h�k�l�m�i�g�b�f�b�� �•�� �i�h�l�m�`�g�b�f�b���� �H�^�g�Z�d�� �•�a�� �p�b�f�� �i�h�d�j�Z�s�_�g�g�y�f��
�^�h�k�l�m�i�g�h�k�l�•�� �j�b�a�b�d�� �i�h�j�m�r�_�g�g�y �>���@�� �i�j�Z�\�� �•�g�l�_�e�_�d�l�m�Z�e�v�g�h�€�� �\�e�Z�k�g�h�k�l�•���� �i�j�b�j�h�^�g�h���� �l�Z�d�h�`��
�a�j�h�k�l�Z�}�� �G�_�a�Z�o�b�s�_�g�•���i�j�h�_�d�l�b���k�l�Z�x�l�v���^�•�}�\�b�f�b���f�•�r�_�g�y�f�b���^�e�y���d�•�[�_�j�a�e�h�q�b�g�p�•�\�����y�d�•���f�h�`�m�l�v��
�€�o���\�b�d�j�Z�k�l�b���Z�[�h���\�b�d�h�j�b�k�l�Z�l�b���^�e�y���i�•�^�j�h�[�h�d���l�Z���•�g�r�b�o���r�Z�o�j�Z�c�k�v�d�b�o���^�•�c 

�J�h�a�]�e�y�g�_�f�h���[�•�e�v�r���^�_�l�Z�e�v�g�h���a�Z�]�j�h�a�b���•�g�n�h�j�f�Z�p�•�c�g�h�€���[�_�a�i�_�d�b���^�e�y�����'���i�j�h�_�d�l�•�\. 
- �<�b�^�Z�e�_�g�g�y���Z�[�h���i�h�r�d�h�^�`�_�g�g�y���^�Z�g�b�o�����A�e�h�\�f�b�k�g�b�d�b���f�h�`�m�l�v���a�^�•�c�k�g�x�\�Z�l�b���Z�l�Z�d�b���a��

�f�_�l�h�x�� �\�b�^�Z�e�_�g�g�y�� �q�b�� �i�h�r�d�h�^�`�_�g�g�y�� ���'�� �f�h�^�_�e�_�c�� �q�b�� �•�g�r�b�o�� �^�Z�g�b�o�� �i�j�h�_�d�l�m���� �P�_�� �f�h�`�_ 
�i�j�b�a�\�_�k�l�b�� �^�h�� �\�l�j�Z�l�b�� �\�Z�`�e�b�\�h�€�� �•�g�n�h�j�f�Z�p�•�€�� �Z�[�h�� �g�Z�\�•�l�v�� �g�_�f�h�`�e�b�\�h�k�l�•�� �\�b�d�h�j�b�k�l�Z�g�g�y��
�i�j�h�_�d�l�m�� 

- �A�f�•�g�Z���^�Z�g�b�o�����1�g�r�h�x���a�Z�]�j�h�a�h�x���}���f�h�`�e�b�\�•�k�l�v���g�_�k�Z�g�d�p�•�h�g�h�\�Z�g�h�€ �a�f�•�g�b���^�Z�g�b�o���m�����'��
�i�j�h�_�d�l�•���� �A�e�h�\�f�b�k�g�b�d�b�� �f�h�`�m�l�v�� �\�g�_�k�l�b�� �a�f�•�g�b���� �y�d�•�� �i�j�b�a�\�_�^�m�l�v�� �^�h�� �i�h�j�m�r�_�g�g�y�� �p�•�e�•�k�g�h�k�l�•��
�i�j�h�_�d�l�m���Z�[�h���g�Z�\�•�l�v���\�l�j�Z�l�b���c�h�]�h���p�•�g�g�h�k�l�•�� 

- �<�l�j�Z�l�Z�� �d�h�g�l�j�h�e�y�� �g�Z�^�� �i�j�h�_�d�l�h�f���� �Y�d�s�h�� �a�e�h�\�f�b�k�g�b�d�b�� �h�l�j�b�f�Z�x�l�v�� �^�h�k�l�m�i�� �^�h��
�i�j�h�_�d�l�m���•���\�i�j�h�\�Z�^�y�l�v���a�f�•�g�b���Z�[�h���\�b�^�Z�e�y�x�l�v���^�Z�g�•�����p�_ �f�h�`�_���i�j�b�a�\�_�k�l�b���^�h���\�l�j�Z�l�b���d�h�g�l�j�h�e�x��
�g�Z�^���i�j�h�_�d�l�h�f���l�Z���c�h�]�h���i�h�^�Z�e�v�r�h�]�h���\�b�d�h�j�b�k�l�Z�g�g�y [3, 4]. 

- �N�•�g�Z�g�k�h�\�•�� �\�l�j�Z�l�b���� �G�_�]�Z�l�b�\�g�b�c�� �\�i�e�b�\�� �g�Z�� �i�j�h�_�d�l�� �l�Z�d�h�`�� �f�h�`�_�� �f�Z�l�b�� �n�•�g�Z�g�k�h�\�•��
�g�Z�k�e�•�^�d�b�����G�Z�i�j�b�d�e�Z�^�����y�d�s�h���i�j�h�_�d�l���k�l�Z�}���g�_�i�j�b�^�Z�l�g�b�f���q�_�j�_�a���Z�l�Z�d�b���a���[�h�d�m���a�e�h�\�f�b�k�g�b�d�•�\�����p�_��
�f�h�`�_���i�j�b�a�\�_�k�l�b���^�h���\�l�j�Z�l�b���•�g�\�_�k�l�b�p�•�c���Z�[�h���g�Z�\�•�l�v���^�h���n�•�g�Z�g�k�h�\�b�o���a�[�b�l�d�•�\�� 
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- �I�h�j�m�r�_�g�g�y���Z�\�l�h�j�k�v�d�b�o���i�j�Z�\���\���k�n�_�j�•�����'���i�j�h�_�d�l�•�\���f�h�`�_���f�Z�l�b���k�_�j�c�h�a�g�•���g�Z�k�e�•�^�d�b��
�^�e�y�� �l�\�h�j�p�•�\�� �•�g�l�_�e�_�d�l�m�Z�e�v�g�h�€�� �\�e�Z�k�g�h�k�l�•�� �l�Z�� �€�o�� �i�j�h�_�d�l�•�\���� �H�k�v�� �^�_�y�d�•�� �a�� �h�k�g�h�\�g�b�o�� �Z�k�i�_�d�l�•�\��
�i�h�j�m�r�_�g�g�y���Z�\�l�h�j�k�v�d�b�o���i�j�Z�\�� 

1) �G�_�k�Z�g�d�p�•�h�g�h�\�Z�g�_�� �d�h�i�•�x�\�Z�g�g�y�� �l�Z�� �\�b�d�h�j�b�k�l�Z�g�g�y���� �A�e�h�\�f�b�k�g�b�d�b�� �f�h�`�m�l�v��
�d�h�i�•�x�\�Z�l�b�� �l�Z�� �\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b�� ���'�� �i�j�h�_�d�l�b�� �[�_�a�� �^�h�a�\�h�e�m�� �€�o�g�•�o�� �Z�\�l�h�j�•�\���� �s�h��
�i�j�b�a�\�h�^�b�l�v�� �^�h�� �i�h�j�m�r�_�g�g�y�� �Z�\�l�h�j�k�v�d�b�o�� �i�j�Z�\���� �P�_�� �f�h�`�_�� �k�l�Z�l�b�� �i�j�b�q�b�g�h�x��
�n�•�g�Z�g�k�h�\�b�o�� �\�l�j�Z�l�� �^�e�y�� �l�\�h�j�p�•�\�� �l�Z�� �a�g�b�`�_�g�g�y�� �€�o�g�v�h�]�h�� �d�h�g�l�j�h�e�x�� �g�Z�^�� �\�e�Z�k�g�h�x��
�l�\�h�j�q�•�k�l�x�� 

2) �G�_�^�h�a�\�h�e�_�g�_�� �\�b�d�h�j�b�k�l�Z�g�g�y�� �\�� �d�h�f�_�j�p�•�c�g�b�o�� �p�•�e�y�o���� �1�g�r�h�x�� �a�Z�]�j�h�a�h�x�� �}��
�g�_�i�j�b�i�m�k�l�b�f�_�� �\�b�d�h�j�b�k�l�Z�g�g�y�� ���'�� �i�j�h�_�d�l�•�\�� �m�� �d�h�f�_�j�p�•�c�g�b�o�� �p�•�e�y�o�� �[�_�a�� �a�]�h�^�b��
�Z�\�l�h�j�•�\�����P�_���f�h�`�_���i�j�b�a�\�_�k�l�b���^�h���\�l�j�Z�l�b���i�j�b�[�m�l�d�m���l�Z���i�h�j�m�r�_�g�g�y���i�j�Z�\���\�e�Z�k�g�h�k�l�•�� 

3) �<�l�j�Z�l�Z�� �d�h�g�n�•�^�_�g�p�•�c�g�h�k�l�•���� �Y�d�s�h�� ���'�� �i�j�h�_�d�l�b �k�l�Z�x�l�v�� �^�h�k�l�m�i�g�b�f�b�� �^�e�y��
�g�_�k�Z�g�d�p�•�h�g�h�\�Z�g�h�]�h�� �\�b�d�h�j�b�k�l�Z�g�g�y���� �p�_�� �f�h�`�_�� �i�j�b�a�\�_�k�l�b�� �^�h�� �\�l�j�Z�l�b��
�d�h�g�n�•�^�_�g�p�•�c�g�h�€���•�g�n�h�j�f�Z�p�•�€���Z�[�h���k�_�d�j�_�l�•�\�����y�d�•���f�h�`�m�l�v���[�m�l�b���\�d�e�x�q�_�g�•���\���i�j�h�_�d�l���� 

4) �I�•�^�j�h�[�d�Z�� �l�Z�� �a�f�•�g�Z�� �Z�\�l�h�j�k�l�\�Z���� �A�e�h�\�f�b�k�g�b�d�b�� �f�h�`�m�l�v�� �g�Z�f�Z�]�Z�l�b�k�y�� �i�•�^�j�h�[�b�l�b��
�Z�\�l�h�j�k�l�\�h�����'���i�j�h�_�d�l�•�\���Z�[�h���a�f�•�g�b�l�b���Z�\�l�h�j�k�v�d�m���•�g�n�h�j�f�Z�p�•�x���^�e�y���\�e�Z�k�g�b�o���p�•�e�_�c����
�P�_�� �f�h�`�_�� �i�j�b�a�\�_�k�l�b�� �^�h�� �i�e�m�l�Z�g�b�g�b�� �s�h�^�h�� �k�i�j�Z�\�`�g�v�h�]�h�� �Z�\�l�h�j�Z�� �l�Z�� �i�h�j�m�r�_�g�g�y��
�c�h�]�h���i�j�Z�\ [4]. 

- �K�h�p�•�Z�e�v�g�Z���•�g�`�_�g�_�j�•�y���}���h�^�g�b�f���a���g�Z�c�[�•�e�v�r���\�j�Z�a�e�b�\�b�o���Z�k�i�_�d�l�•�\���[�_�a�i�_�d�b���m���k�n�_�j�•�����'��
�i�j�h�_�d�l�•�\���� �P�_�� �f�_�l�h�^�� �Z�l�Z�d�b���� �i�j�b�� �y�d�h�f�m�� �a�e�h�\�f�b�k�g�b�d�� �\�b�d�h�j�b�k�l�h�\�m�}�� �f�Z�g�•�i�m�e�y�p�•�x�� �e�x�^�v�f�b���a��
�f�_�l�h�x���h�l�j�b�f�Z�g�g�y���d�h�g�n�•�^�_�g�p�•�c�g�h�€���•�g�n�h�j�f�Z�p�•�€���Z�[�h���^�h�k�l�m�i�m���^�h���k�b�k�l�_�f�b�����>�_�y�d�•���a���i�j�b�d�e�Z�^�•�\��
�Z�l�Z�d�����y�d�•���\�b�d�h�j�b�k�l�h�\�m�x�l�v���k�h�p�•�Z�e�v�g�m���•�g�`�_�g�_�j�•�x���m���k�n�_�j�•�����'���i�j�h�_�d�l�•�\�����\�d�e�x�q�Z�x�l�v�� 

1) �N�•�r�b�g�]�h�\�•�� �Z�l�Z�d�b���� �A�e�h�\�f�b�k�g�b�d�b�� �f�h�`�m�l�v�� �\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b�� �n�•�r�b�g�]�h�\�•��
�_�e�_�d�l�j�h�g�g�•���e�b�k�l�b���Z�[�h���i�h�\�•�^�h�f�e�_�g�g�y���^�e�y���h�l�j�b�f�Z�g�g�y���d�h�g�n�•�^�_�g�p�•�c�g�h�€���•�g�n�h�j�f�Z�p�•�€��
�\�•�^�� �d�h�j�b�k�l�m�\�Z�q�•�\���� �l�Z�d�h�€�� �y�d�� �i�Z�j�h�e�•�� �Z�[�h�� �^�h�k�l�m�i�� �^�h�� �h�[�e�•�d�h�\�b�o�� �a�Z�i�b�k�•�\���� �s�h�� �f�h�`�_��
�i�j�b�a�\�_�k�l�b���^�h���g�_�k�Z�g�d�p�•�h�g�h�\�Z�g�h�]�h���^�h�k�l�m�i�m���^�h�����'���i�j�h�_�d�l�•�\�� 

2) �K�h�p�•�Z�e�v�g�•�� �•�g�`�_�g�_�j�b���� �A�e�h�\�f�b�k�g�b�d�b�� �f�h�`�m�l�v�� �g�Z�f�Z�]�Z�l�b�k�y�� �\�k�l�Z�g�h�\�b�l�b�� �^�h�\�•�j�m�� �a��
�d�h�j�b�k�l�m�\�Z�q�_�f���� �s�h�[�� �h�l�j�b�f�Z�l�b�� �^�h�k�l�m�i�� �^�h�� �c�h�]�h�� �i�j�h�_�d�l�•�\�� �Z�[�h�� �d�h�g�n�•�^�_�g�p�•�c�g�h�€��
�•�g�n�h�j�f�Z�p�•�€�� 

�>�e�y���a�Z�o�b�k�l�m���\�•�^���k�h�p�•�Z�e�v�g�h�€���•�g�`�_�g�_�j�•�€���\�Z�`�e�b�\�h���g�Z�\�q�Z�l�b���d�h�j�b�k�l�m�\�Z�q�•�\���j�h�a�i�•�a�g�Z�\�Z�l�b��
�i�•�^�h�a�j�•�e�•���k�b�l�m�Z�p�•�€���l�Z���g�Z�^�Z�\�Z�l�b���€�f���•�g�k�l�j�m�f�_�g�l�b���l�Z���•�g�n�h�j�f�Z�p�•�x���i�j�h���[�_�a�i�_�d�m���l�Z���a�Z�o�b�k�l���^�Z�g�b�o����
�L�Z�d�h�`�� �\�Z�`�e�b�\�h�� �\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b�� �l�_�o�g�•�q�g�•�� �a�Z�k�h�[�b�� �a�Z�o�b�k�l�m���� �l�Z�d�•�� �y�d�� �^�\�h�n�Z�d�l�h�j�g�Z��
�Z�m�l�_�g�l�b�n�•�d�Z�p�•�y���l�Z���h�[�f�_�`�_�g�g�y���^�h�k�l�m�i�m���^�h���d�h�g�n�•�^�_�g�p�•�c�g�h�€���•�g�n�h�j�f�Z�p�•�€�� 

�A�Z�o�h�^�b�� �a�Z�o�b�k�l�m�� �\�•�^�i�h�\�•�^�Z�x�l�v�� �g�Z�� �a�Z�]�j�h�a�b�� �l�Z�� �\�j�Z�a�e�b�\�h�k�l�•���� �s�h�� �•�k�g�m�x�l�v�� �m�� �k�n�_�j�•�� ���'��
�i�j�h�_�d�l�•�\���� �G�b�`�q�_�� �g�Z�\�_�^�_�g�h�� �^�_�y�d�•�� �d�e�x�q�h�\�•�� �a�Z�o�h�^�b�� �a�Z�o�b�k�l�m���� �y�d�•�� �f�h�`�m�l�v�� �[�m�l�b�� �\�b�d�h�j�b�k�l�Z�g�•��
�^�e�y���a�Z�[�_�a�i�_�q�_�g�g�y���[�_�a�i�_�d�b���l�Z���a�Z�o�b�k�l�m���p�b�o���i�j�h�_�d�l�•�\�� 

- �<�b�d�h�j�b�k�l�Z�g�g�y�� �r�b�n�j�m�\�Z�g�g�y�� �^�Z�g�b�o�� �a�Z�[�_�a�i�_�q�m�}�� �d�h�g�n�•�^�_�g�p�•�c�g�•�k�l�v�� �l�Z�� �p�•�e�•�k�g�•�k�l�v��
�•�g�n�h�j�f�Z�p�•�€���� �s�h�� �i�_�j�_�^�Z�}�l�v�k�y�� �Z�[�h�� �a�[�_�j�•�]�Z�}�l�v�k�y�� �m�� �k�b�k�l�_�f�•���� �A�Z�k�l�h�k�m�\�Z�g�g�y�� �r�b�n�j�m�\�Z�g�g�y��
�^�h�a�\�h�e�y�}���a�Z�o�b�k�l�b�l�b�����'���i�j�h�_�d�l�b���\�•�^���g�_�k�Z�g�d�p�•�h�g�h�\�Z�g�h�]�h���^�h�k�l�m�i�m���l�Z���i�_�j�_�]�e�y�^�m�� 

- �D�h�g�l�j�h�e�v�� �^�h�k�l�m�i�m���� �<�k�l�Z�g�h�\�e�_�g�g�y�� �[�Z�]�Z�l�h�j�•�\�g�_�\�h�]�h�� �d�h�g�l�j�h�e�x�� �^�h�k�l�m�i�m�� �^�h�a�\�h�e�y�}��
�h�[�f�_�`�b�l�b�� �^�h�k�l�m�i�� �^�h�� ���'�� �i�j�h�_�d�l�•�\�� �e�b�r�_�� �Z�\�l�h�j�b�a�h�\�Z�g�b�f�� �d�h�j�b�k�l�m�\�Z�q�Z�f���� �P�_�� �a�Z�i�h�[�•�]�Z�}��
�g�_�k�Z�g�d�p�•�h�g�h�\�Z�g�h�f�m���\�b�d�h�j�b�k�l�Z�g�g�x���Z�[�h���j�_�^�Z�]�m�\�Z�g�g�x���^�Z�g�b�o�� 

- �<�b�d�h�j�b�k�l�Z�g�g�y�� �\�h�^�y�g�b�o�� �a�g�Z�d�•�\�� �l�Z�� �_�e�_�d�l�j�h�g�g�b�o�� �i�•�^�i�b�k�•�\�� �>������ ���@�� �^�h�i�h�f�Z�]�Z�}��
�i�•�^�l�\�_�j�^�b�l�b���Z�\�l�_�g�l�b�q�g�•�k�l�v���l�Z���i�h�o�h�^�`�_�g�g�y�����'���f�h�^�_�e�_�c���l�Z���i�j�h�_�d�l�•�\�����Z���l�Z�d�h�`���a�Z�o�b�k�l�b�l�b���€�o��
�\�•�^���g�_�a�Z�d�h�g�g�h�]�h���d�h�i�•�x�\�Z�g�g�y���q�b���\�g�_�k�_�g�g�y���a�f�•�g�� 

- �J�_�a�_�j�\�g�_�� �d�h�i�•�x�\�Z�g�g�y�� �^�Z�g�b�o�� �^�h�a�\�h�e�y�} �a�Z�i�h�[�•�]�l�b�� �\�l�j�Z�l�•�� �•�g�n�h�j�f�Z�p�•�€�� �\�� �j�Z�a�•��
�\�b�y�\�e�_�g�g�y���Z�l�Z�d�b���Z�[�h���\�b�i�Z�^�d�h�\�h�]�h���\�b�^�Z�e�_�g�g�y���n�Z�c�e�•�\�� 

- �H�k�\�•�l�Z���l�Z���g�Z�\�q�Z�g�g�y���d�h�j�b�k�l�m�\�Z�q�•�\���s�h�^�h���[�_�a�i�_�d�b���\���1�g�l�_�j�g�_�l�•�����j�h�a�i�•�a�g�Z�\�Z�g�g�y���a�Z�]�j�h�a��
�l�Z�� �i�j�Z�\�b�e�� �[�_�a�i�_�d�b�� �}�� �\�Z�`�e�b�\�b�f�� �d�j�h�d�h�f�� �^�e�y�� �a�Z�i�h�[�•�]�Z�g�g�y�� �k�h�p�•�Z�e�v�g�•�c�� �•�g�`�_�g�_�j�•�€�� �l�Z�� �•�g�r�b�o��
�\�b�^�•�\���Z�l�Z�d�� 

- �I�j�h�\�_�^�_�g�g�y���j�_�]�m�e�y�j�g�h�]�h���Z�m�^�b�l�m���k�b�k�l�_�f�b���[�_�a�i�_�d�b���^�h�a�\�h�e�y�}���\�b�y�\�e�y�l�b���i�h�l�_�g�p�•�c�g�•��
�\�j�Z�a�e�b�\�h�k�l�•���l�Z���j�b�a�b�d�b�����s�h���f�h�`�m�l�v���[�m�l�b���\�b�d�h�j�b�k�l�Z�g�•���a�e�h�\�f�b�k�g�b�d�Z�f�b���^�e�y���Z�l�Z�d�� 



�:���<�� �E�h�a�h�\�k�v�d�b�c�����G���1�� �D�m�r�g�•�j�_�g�d�h�����<���H�����G�Z�a�Z�j�h�\�����<���<�����I�h�^�m�n�Z�e�h�\ 

48 

- �<�k�l�Z�g�h�\�e�_�g�g�y�� �l�Z�� �i�•�^�l�j�b�f�d�Z�� �Z�d�l�m�Z�e�v�g�h�]�h�� �Z�g�l�b�\�•�j�m�k�g�h�]�h�� �l�Z�� �Z�g�l�b�r�i�b�]�m�g�k�v�d�h�]�h��
�i�j�h�]�j�Z�f�g�h�]�h�� �a�Z�[�_�a�i�_�q�_�g�g�y�� �^�h�i�h�f�Z�]�Z�}�� �\�b�y�\�e�y�l�b�� �l�Z�� �[�e�h�d�m�\�Z�l�b�� �r�d�•�^�e�b�\�•�� �i�j�h�]�j�Z�f�b�� �l�Z��
�a�Z�]�j�h�a�b���^�e�y���[�_�a�i�_�d�b�� 

�A�Z�k�l�h�k�m�\�Z�g�g�y���p�b�o���a�Z�o�h�^�•�\���a�Z�o�b�k�l�m���^�h�i�h�f�Z�]�Z�}���a�Z�[�_�a�i�_�q�b�l�b���g�Z�^�•�c�g�b�c �l�Z���_�n�_�d�l�b�\�g�b�c 
�a�Z�o�b�k�l�� ���'�� �i�j�h�_�d�l�•�\�� �\�•�^�� �i�h�l�_�g�p�•�c�g�b�o�� �a�Z�]�j�h�a�� �l�Z�� �Z�l�Z�d���� �a�[�_�j�•�]�Z�x�q�b�� �d�h�g�n�•�^�_�g�p�•�c�g�•�k�l�v�� �l�Z��
�p�•�e�•�k�g�•�k�l�v���^�Z�g�b�o�� 

�J�h�a�]�e�y�g�_�f�h�� �[�•�e�v�r�� �^�_�l�Z�e�v�g�h�� �i�b�l�Z�g�g�y�� �a�Z�o�b�k�l�m�� �•�g�l�_�e�_�d�l�m�Z�e�v�g�h�€�� �\�e�Z�k�g�h�k�l�•�� �l�Z��
�Z�\�l�h�j�k�v�d�b�o�� �i�j�Z�\���� �y�d�� �k�d�e�Z�^�h�\�h�€���� �G�Z�� �k�v�h�]�h�^�g�•�r�g�•�c �^�_�g�v �•�k�g�m�}�� �[�_�a�e�•�q�� �f�_�l�h�^�•�\�� �l�Z�� �l�_�o�g�•�d��
�a�Z�o�b�k�l�m�� �•�g�l�_�e�_�d�l�m�Z�e�v�g�h�€�� �\�e�Z�k�g�h�k�l�•���� �k�i�j�y�f�h�\�Z�g�b�o�� �g�Z�� �i�h�i�_�j�_�^�`�_�g�g�y�� �g�_�a�Z�d�h�g�g�h�]�h��
�\�b�d�h�j�b�k�l�Z�g�g�y���l�Z���d�h�i�•�x�\�Z�g�g�y���d�h�g�l�_�g�l�m�����I�j�b���j�h�a�]�e�y�^�•���a�Z�o�b�k�l�m���•�g�l�_�e�_�d�l�m�Z�e�v�g�h�€���\�e�Z�k�g�h�k�l�•���m��
�]�Z�e�m�a�•�����'���f�h�^�_�e�x�\�Z�g�g�y���\�Z�`�e�b�\�h���j�h�a�m�f�•�l�b���•���\�b�\�q�Z�l�b���•�k�g�m�x�q�•���i�•�^�o�h�^�b���l�Z���€�o�g�•���i�_�j�_�\�Z�]�b���l�Z��
�g�_�^�h�e�•�d�b�� 

�H�^�g�b�f�� �•�a�� �g�Z�c�i�h�r�b�j�_�g�•�r�b�o�� �i�•�^�o�h�^�•�\�� �^�h�� �a�Z�o�b�k�l�m�� �•�g�l�_�e�_�d�l�m�Z�e�v�g�h�€�� �\�e�Z�k�g�h�k�l�•���}��
�\�b�d�h�j�b�k�l�Z�g�g�y���l�_�o�g�h�e�h�]�•�c���'�5�0�����'igital Rights Management). DRM �± �p�_���g�Z�[�•�j���l�_�o�g�h�e�h�]�•�c����
�y�d�b�c�� �^�h�a�\�h�e�y�}�� �h�[�f�_�`�m�\�Z�l�b�� �^�h�k�l�m�i�� �^�h�� �p�b�n�j�h�\�h�]�h�� �d�h�g�l�_�g�l�m�� �l�Z�� �d�h�g�l�j�h�e�x�\�Z�l�b�� �c�h�]�h��
�\�b�d�h�j�b�k�l�Z�g�g�y���r�e�y�o�h�f���a�Z�k�l�h�k�m�\�Z�g�g�y���j�•�a�g�b�o���a�Z�o�b�k�g�b�o���f�_�o�Z�g�•�a�f�•�\�����l�Z�d�b�o���y�d���r�b�n�j�m�\�Z�g�g�y����
�p�b�n�j�h�\�•���i�•�^�i�b�k�b���l�Z���m�i�j�Z�\�e�•�g�g�y���i�j�Z�\�Z�f�b���^�h�k�l�m�i�m [3].  

�I�_�j�_�\�Z�]�b���'�5�0�� 
- �A�Z�o�b�k�l���•�g�l�_�e�_�d�l�m�Z�e�v�g�h�€���\�e�Z�k�g�h�k�l�•�����'�5�0���^�h�i�h�f�Z�]�Z�}���a�Z�i�h�[�•�]�l�b���g�_�k�Z�g�d�p�•�h�g�h�\�Z�g�h�f�m��

�d�h�i�•�x�\�Z�g�g�x���� �j�h�a�i�h�\�k�x�^�`�_�g�g�x�� �l�Z�� �\�b�d�h�j�b�k�l�Z�g�g�x�� �p�b�n�j�h�\�h�]�h�� �\�f�•�k�l�m���� �a�Z�[�_�a�i�_�q�m�x�q�b��
�d�h�f�i�_�g�k�Z�p�•�x���Z�\�l�h�j�Z�f���•���i�j�Z�\�h�\�e�Z�k�g�b�d�Z�f���a�Z���€�o�g�x���j�h�[�h�l�m�� 

- �=�Z�j�Z�g�l�•�y���^�h�o�h�^�m�����H�[�f�_�`�m�x�q�b���g�_�Z�\�l�h�j�b�a�h�\�Z�g�b�c���^�h�k�l�m�i�����'�5�0���]�Z�j�Z�g�l�m�}�����s�h���e�b�r�_��
�d�e�•�}�g�l�b���� �y�d�•�� �i�e�Z�l�y�l�v���� �a�f�h�`�m�l�v�� �h�l�j�b�f�Z�l�b�� �^�h�k�l�m�i�� �^�h�� �\�f�•�k�l�m���� �l�Z�d�b�f�� �q�b�g�h�f�� �f�Z�d�k�b�f�•�a�m�x�q�b��
�^�h�o�•�^���^�e�y���l�\�h�j�p�•�\���•���j�h�a�i�h�\�k�x�^�`�m�\�Z�q�•�\���\�f�•�k�l�m�� 

-  �D�h�g�l�j�h�e�v�� �g�Z�^�� �\�b�d�h�j�b�k�l�Z�g�g�y�f�� �d�h�g�l�_�g�l�m���� �'�5�0�� �^�h�a�\�h�e�y�}�� �i�j�Z�\�h�\�e�Z�k�g�b�d�Z�f��
�d�h�g�l�j�h�e�x�\�Z�l�b���� �y�d �€�o�g�•�c�� �\�f�•�k�l�� �\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y���� �j�h�a�i�h�\�k�x�^�`�m�}�l�v�k�y�� �l�Z�� �^�•�e�b�l�v�k�y���� �<�h�g�b��
�f�h�`�m�l�v���m�k�l�Z�g�h�\�e�x�\�Z�l�b���h�[�f�_�`�_�g�g�y���g�Z���d�h�i�•�x�\�Z�g�g�y�����^�j�m�d���•���k�i�•�e�v�g�b�c���^�h�k�l�m�i�� 

- �A�Z�i�h�[�•�]�Z�g�g�y���i�•�j�Z�l�k�l�\�m�����'�5�0���}���_�n�_�d�l�b�\�g�b�f���•�g�k�l�j�m�f�_�g�l�h�f���[�h�j�h�l�v�[�b���a���p�b�n�j�h�\�b�f��
�i�•�j�Z�l�k�l�\�h�f�����y�d�_���f�h�`�_���k�m�l�l�}�\�h���\�i�e�b�g�m�l�b���g�Z���^�h�o�h�^�b���l�Z���k�l�Z�e�•�k�l�v���l�Z�d�b�o���]�Z�e�m�a�_�c�����y�d���f�m�a�b�d�Z����
�d�•�g�h�����i�j�h�]�j�Z�f�g�_���a�Z�[�_�a�i�_�q�_�g�g�y���l�Z���\�b�^�Z�\�g�b�p�l�\�h�� 

- �I�h�d�j�Z�s�_�g�Z���[�_�a�i�_�d�Z�����L�_�o�g�h�e�h�]�•�€���'�5�0���q�Z�k�l�h���\�d�e�x�q�Z�x�l�v���r�b�n�j�m�\�Z�g�g�y���l�Z���[�_�a�i�_�q�g�•��
�f�_�l�h�^�b���Z�\�l�_�g�l�b�n�•�d�Z�p�•�€�����y�d�•���i�•�^�\�b�s�m�x�l�v���a�Z�]�Z�e�v�g�m���[�_�a�i�_�d�m���p�b�n�j�h�\�h�]�h���d�h�g�l�_�g�l�m�� 

�H�^�g�Z�d���� �^�_�y�d�•�� �_�d�k�i�_�j�l�b�� �\�\�Z�`�Z�x�l�v���� �s�h�� �'�5�0�� �f�h�`�_�� �[�m�l�b�� �g�_�_�n�_�d�l�b�\�g�b�f�� �m�� �^�_�y�d�b�o��
�\�b�i�Z�^�d�Z�o���•���g�Z�\�•�l�v���i�j�b�a�\�h�^�b�l�b���^�h���h�[�f�_�`�_�g�v���^�e�y���a�Z�d�h�g�g�b�o���d�h�j�b�k�l�m�\�Z�q�•�\ [2].  

�K�_�j�_�^���g�_�^�h�e�•�d�•�\���'�5�0���k�e�•�^���\�b�^�•�e�b�l�b�� 
- �G�_�a�j�m�q�g�h�k�l�•�� �^�e�y�� �d�h�j�b�k�l�m�\�Z�q�•�\���� �'�5�0�� �f�h�`�_�� �m�k�d�e�Z�^�g�b�l�b�� �^�h�k�l�m�i�� �a�Z�d�h�g�g�b�o��

�d�h�j�b�k�l�m�\�Z�q�•�\�� �^�h�� �\�•�e�v�g�h�]�h�� �\�b�d�h�j�b�k�l�Z�g�g�y�� �\�f�•�k�l�m���� �s�h�� �i�j�b�a�\�h�^�b�l�v�� �^�h�� �j�h�a�q�Z�j�m�\�Z�g�g�y�� �l�Z��
�g�_�a�Z�^�h�\�h�e�_�g�g�y���� �H�[�f�_�`�_�g�g�y�� �g�Z�� �d�h�i�•�x�\�Z�g�g�y���� �k�i�•�e�v�g�b�c�� �^�h�k�l�m�i�� �•�� �k�m�f�•�k�g�•�k�l�v�� �i�j�b�k�l�j�h�€�\��
�f�h�`�m�l�v���[�m�l�b���]�j�h�f�•�a�^�d�b�f�b�� 

- �I�j�h�[�e�_�f�b�� �k�m�f�•�k�g�h�k�l�•���� �<�f�•�k�l���� �a�Z�o�b�s�_�g�b�c�� �'�5�0���� �f�h�`�_�� �[�m�l�b�� �g�_�k�m�f�•�k�g�b�f�� �a�� �m�k�•�f�Z��
�i�j�b�k�l�j�h�y�f�b���l�Z���i�e�Z�l�n�h�j�f�Z�f�b�����s�h���h�[�f�_�`�m�}���f�h�`�e�b�\�•�k�l�v���d�h�j�b�k�l�m�\�Z�q�•�\���h�l�j�b�f�Z�l�b���^�h�k�l�m�i���^�h��
�i�j�b�^�[�Z�g�h�]�h���\�f�•�k�l�m���g�Z���j�•�a�g�b�o���i�j�b�k�l�j�h�y�o�� 

-  �I�b�l�Z�g�g�y�� �d�h�g�n�•�^�_�g�p�•�c�g�h�k�l�•���� �>�_�y�d�•�� �k�b�k�l�_�f�b�� �'�5�0�� �\�•�^�k�l�_�`�m�x�l�v�� �i�h�\�_�^�•�g�d�m��
�d�h�j�b�k�l�m�\�Z�q�•�\�� �•�� �r�Z�[�e�h�g�b�� �\�b�d�h�j�b�k�l�Z�g�g�y���� �s�h�� �\�b�d�e�b�d�Z�}�� �a�Z�g�_�i�h�d�h�}�g�g�y�� �s�h�^�h��
�d�h�g�n�•�^�_�g�p�•�c�g�h�k�l�•���k�_�j�_�^���k�i�h�`�b�\�Z�q�•�\�����y�d�•���p�•�g�m�x�l�v���k�\�h�x���p�b�n�j�h�\�m���d�h�g�n�•�^�_�g�p�•�c�g�•�k�l�v�� 

- �<�b�k�h�d�•�� �\�b�l�j�Z�l�b���� �<�i�j�h�\�Z�^�`�_�g�g�y���l�Z���i�•�^�l�j�b�f�d�Z���k�b�k�l�_�f�� �'�5�0���f�h�`�_���[�m�l�b���^�h�j�h�]�b�f��
�^�e�y�� �l�\�h�j�p�•�\�� �•�� �j�h�a�i�h�\�k�x�^�`�m�\�Z�q�•�\�� �d�h�g�l�_�g�l�m���� �P�•�� �\�b�l�j�Z�l�b�� �f�h�`�m�l�v�� �[�m�l�b�� �i�_�j�_�d�e�Z�^�_�g�•�� �g�Z��
�k�i�h�`�b�\�Z�q�•�\���m���\�b�]�e�y�^�•���\�b�s�b�o���p�•�g�� 

- �H�[�f�_�`�_�g�_�� �^�h�[�j�h�k�h�\�•�k�g�_�� �\�b�d�h�j�b�k�l�Z�g�g�y���� �'�5�0�� �f�h�`�_�� �h�[�f�_�`�m�\�Z�l�b�� �f�h�`�e�b�\�•�k�l�v��
�d�h�j�b�k�l�m�\�Z�q�•�\�� �[�j�Z�l�b�� �m�q�Z�k�l�v�� �m�� �^�•�y�o�� �^�h�[�j�h�k�h�\�•�k�g�h�]�h�� �\�b�d�h�j�b�k�l�Z�g�g�y���� �l�Z�d�b�o�� �y�d�� �k�l�\�h�j�_�g�g�y��
�j�_�a�_�j�\�g�b�o���d�h�i�•�c�����k�l�\�h�j�_�g�g�y���i�h�o�•�^�g�b�o���j�h�[�•�l���Z�[�h���\�b�d�h�j�b�k�l�Z�g�g�y���\�f�•�k�l�m���\���h�k�\�•�l�g�•�o���p�•�e�y�o�� 
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-  �F�h�`�e�b�\�•�k�l�v�� �a�e�h�\�`�b�\�Z�g�g�y���� �I�j�Z�\�h�\�e�Z�k�g�b�d�b�� �f�h�`�m�l�v�� �a�e�h�\�`�b�\�Z�l�b�� �g�Z�^�l�h��
�h�[�f�_�`�m�\�Z�e�v�g�b�f�� �j�_�`�b�f�h�f�� �'�5�0�� �^�e�y�� �a�^�•�c�k�g�_�g�g�y�� �g�Z�^�f�•�j�g�h�]�h�� �d�h�g�l�j�h�e�x�� �g�Z�^�� �\�f�•�k�l�h�f����
�i�j�b�]�g�•�q�m�x�q�b���•�g�g�h�\�Z�p�•�€���l�Z���h�[�f�_�`�m�x�q�b���k�\�h�[�h�^�m���d�h�j�b�k�l�m�\�Z�q�•�\���\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b���\�f�•�k�l�����y�d�b�c��
�\�h�g�b���i�j�b�^�[�Z�e�b���a�Z�d�h�g�g�b�f���r�e�y�o�h�f�� 

�O�h�q�Z�� �'�5�0�� �i�j�h�i�h�g�m�}�� �a�g�Z�q�g�•�� �i�_�j�_�\�Z�]�b�� �a �l�h�q�d�b�� �a�h�j�m�� �a�Z�o�b�k�l�m�� �•�g�l�_�e�_�d�l�m�Z�e�v�g�h�€��
�\�e�Z�k�g�h�k�l�•���l�Z���a�Z�[�_�a�i�_�q�_�g�g�y���i�j�b�[�m�l�d�m�����\�•�g���l�Z�d�h�`���k�l�\�h�j�x�}���i�j�h�[�e�_�f�b�����i�h�\�¶�y�a�Z�g�•���a�•���a�j�m�q�g�•�k�l�x��
�^�e�y���d�h�j�b�k�l�m�\�Z�q�•�\�����k�m�f�•�k�g�•�k�l�x���l�Z���d�h�g�n�•�^�_�g�p�•�c�g�•�k�l�x�� 

�I�h�r�b�j�_�g�b�f���i�•�^�o�h�^�h�f���} �•�g�^�b�\�•�^�m�Z�e�v�g�_ �\�b�d�h�j�b�k�l�Z�g�g�y���\�h�^�y�g�b�o���a�g�Z�d�•�\�����Z�D�W�H�U�P�D�U�N�V�� 
[4] �^�e�y �a�Z�o�b�k�l�m�� �Z�\�l�h�j�k�v�d�b�o�� �i�j�Z�\���� �<�h�^�y�g�•�� �a�g�Z�d�b�� �}�� �g�_�\�b�^�b�f�b�f�b�� �Z�[�h�� �f�Z�e�h�i�h�f�•�l�g�b�f�b��
�h�[�j�Z�a�Z�f�b�� �Z�[�h�� �l�_�d�k�l�h�f���� �y�d�•�� �\�[�m�^�h�\�m�x�l�v�k�y�� �[�_�a�i�h�k�_�j�_�^�g�v�h�� �m�� �d�h�g�l�_�g�l���� �<�h�g�b�� �^�h�a�\�h�e�y�x�l�v��
�•�^�_�g�l�b�n�•�d�m�\�Z�l�b�� �Z�\�l�h�j�Z�� �q�b�� �\�e�Z�k�g�b�d�Z�� �d�h�g�l�_�g�l�m�� �l�Z�� �\�k�l�Z�g�h�\�e�x�\�Z�l�b�� �c�h�]�h�� �i�j�Z�\�Z���� �Z�� �l�Z�d�h�`��
�k�e�m�`�b�l�b�� �i�h�i�_�j�_�^�`�_�g�g�y�f�� �^�e�y�� �i�h�l�_�g�p�•�c�g�b�o�� �i�h�j�m�r�g�b�d�•�\���� �H�^�g�Z�d���� �\�h�^�y�g�•�� �a�g�Z�d�b�� �l�Z�d�h�`��
�f�h�`�m�l�v���[�m�l�b���\�b�^�Z�e�_�g�•���Z�[�h���a�f�•�g�_�g�•���g�_�^�h�[�j�h�k�h�\�•�k�g�b�f�b���d�h�j�b�k�l�m�\�Z�q�Z�f�b�����s�h���a�f�_�g�r�m�}���€�o�g�x��
�_�n�_�d�l�b�\�g�•�k�l�v�� �L�Z�d�h�`���� �\�h�g�b�� �f�h�`�m�l�v�� �\�i�e�b�\�Z�l�b�� �g�Z�� �y�d�•�k�l�v�� �\�•�a�m�Z�e�v�g�h�]�h�� �k�i�j�b�c�g�y�l�l�y�� �f�h�^�_�e�•����
�D�j�•�f�� �l�h�]�h���� �•�k�g�m�x�l�v �l�_�o�g�h�e�h�]�•�€�� �k�l�_�]�Z�g�h�]�j�Z�n�•�€���� �y�d�•�� �^�h�a�\�h�e�y�x�l�v�� �i�j�b�o�h�\�m�\�Z�l�b�� �•�g�n�h�j�f�Z�p�•�x��
�[�_�a�i�h�k�_�j�_�^�g�v�h�� �m�� �p�b�n�j�h�\�b�o�� �n�Z�c�e�Z�o���� �a�h�d�j�_�f�Z���� �m�� ���'�� �f�h�^�_�e�y�o���� �P�•�� �l�_�o�g�h�e�h�]�•�€�� �^�h�a�\�h�e�y�x�l�v��
�\�[�m�^�h�\�m�\�Z�l�b�� �•�g�n�h�j�f�Z�p�•�x�� �i�j�h�� �Z�\�l�h�j�k�l�\�h�� �l�Z�� �\�e�Z�k�g�•�k�l�v�� �[�_�a�� �a�f�•�g�b�� �a�h�\�g�•�r�g�v�h�]�h�� �\�b�]�e�y�^�m��
�f�h�^�_�e�•���� �K�l�_�]�Z�g�h�]�j�Z�n�•�q�g�•�� �f�_�l�h�^�b�� �a�Z�o�b�k�l�m�� �f�h�`�m�l�v�� �[�m�l�b�� �\�•�^�g�h�k�g�h�� �_�n�_�d�l�b�\�g�b�f�b���� �h�k�d�•�e�v�d�b��
�m�k�d�e�Z�^�g�x�x�l�v���\�b�y�\�e�_�g�g�y���l�Z���\�b�^�Z�e�_�g�g�y���a�Z�o�b�k�g�h�€���•�g�n�h�j�f�Z�p�•�€���[�_�a���\�•�^�h�f�Z���Z�\�l�h�j�Z��  

�D�j�b�i�l�h�]�j�Z�n�•�y �}�� �h�^�g�b�f�� �•�a�� �d�e�x�q�h�\�b�o�� �•�g�k�l�j�m�f�_�g�l�•�\�� �^�e�y�� �a�Z�o�b�k�l�m�� �Z�\�l�h�j�k�v�d�b�o�� �i�j�Z�\�� �m��
�p�b�n�j�h�\�h�f�m�� �k�_�j�_�^�h�\�b�s�•���� �A�Z�k�l�h�k�m�\�Z�g�g�y�� �d�j�b�i�l�h�]�j�Z�n�•�q�g�b�o�� �f�_�l�h�^�•�\�� �^�h�a�\�h�e�y�}�� �a�Z�[�_�a�i�_�q�b�l�b��
�d�h�g�n�•�^�_�g�p�•�c�g�•�k�l�v�����p�•�e�•�k�g�•�k�l�v���l�Z���Z�\�l�_�g�l�b�q�g�•�k�l�v���•�g�n�h�j�f�Z�p�•�€�����s�h���\�Z�`�e�b�\�h���^�e�y���a�Z�o�b�k�l�m���l�\�h�j�•�\��
�•�g�l�_�e�_�d�l�m�Z�e�v�g�h�€�� �\�e�Z�k�g�h�k�l�• [5]���� �G�b�`�q�_�� �g�Z�\�_�^�_�g�•�� �h�k�g�h�\�g�•�� �k�i�h�k�h�[�b�� �\�b�d�h�j�b�k�l�Z�g�g�y��
�d�j�b�i�l�h�]�j�Z�n�•�€���^�e�y���a�Z�o�b�k�l�m���Z�\�l�h�j�k�v�d�b�o���i�j�Z�\�� 

- �R�b�n�j�m�\�Z�g�g�y���n�Z�c�e�•�\�����<�b�d�h�j�b�k�l�Z�g�g�y���r�b�n�j�m�\�Z�g�g�y���^�e�y���a�Z�o�b�k�l�m���p�b�n�j�h�\�b�o���n�Z�c�e�•�\��
���f�m�a�b�d�b���� �\�•�^�_�h���� �i�j�h�]�j�Z�f�g�h�]�h�� �a�Z�[�_�a�i�_�q�_�g�g�y���� �_�e�_�d�l�j�h�g�g�b�o�� �d�g�b�]���� �\�•�^�� �g�_�k�Z�g�d�p�•�h�g�h�\�Z�g�h�]�h��
�^�h�k�l�m�i�m���l�Z���d�h�i�•�x�\�Z�g�g�y�� 

- �R�b�n�j�m�\�Z�g�g�y�� �i�•�^�� �q�Z�k�� �i�_�j�_�^�Z�q�•���� �R�b�n�j�m�\�Z�g�g�y�� �^�Z�g�b�o�� �i�•�^�� �q�Z�k�� �€�o�� �i�_�j�_�^�Z�q�•�� �q�_�j�_�a��
�f�_�j�_�`�m�� ���g�Z�i�j�b�d�e�Z�^���� �+�7�7�3�6�� �^�e�y�� �\�_�[-�k�Z�c�l�•�\������ �s�h�� �a�Z�i�h�[�•�]�Z�}�� �€�o�� �i�_�j�_�o�h�i�e�_�g�g�x�� �l�Z��
�g�_�k�Z�g�d�p�•�h�g�h�\�Z�g�h�f�m���\�b�d�h�j�b�k�l�Z�g�g�x�� 

- �:�m�l�_�g�l�b�n�•�d�Z�p�•�y�� �Z�\�l�h�j�k�l�\�Z���� �P�b�n�j�h�\�•�� �i�•�^�i�b�k�b�� �a�Z�[�_�a�i�_�q�m�x�l�v�� �i�•�^�l�\�_�j�^�`�_�g�g�y��
�Z�\�l�h�j�k�l�\�Z�� �l�Z�� �p�•�e�•�k�g�h�k�l�•�� �l�\�h�j�m���� �s�h�� �^�h�i�h�f�Z�]�Z�}�� �a�Z�i�h�[�•�]�l�b�� �c�h�]�h�� �i�•�^�j�h�[�p�•�� �l�Z��
�g�_�k�Z�g�d�p�•�h�g�h�\�Z�g�h�f�m���\�b�d�h�j�b�k�l�Z�g�g�x�� 

- �A�Z�o�b�k�l�� �^�h�d�m�f�_�g�l�•�\���� �<�b�d�h�j�b�k�l�Z�g�g�y�� �p�b�n�j�h�\�b�o�� �i�•�^�i�b�k�•�\�� �^�e�y�� �a�Z�o�b�k�l�m�� �\�Z�`�e�b�\�b�o��
�^�h�d�m�f�_�g�l�•�\�����l�Z�d�b�o���y�d���d�h�g�l�j�Z�d�l�b�����m�]�h�^�b���i�j�h���Z�\�l�h�j�k�v�d�•���i�j�Z�\�Z�����a�Z�[�_�a�i�_�q�m�}���€�o���x�j�b�^�b�q�g�m���k�b�e�m��
�l�Z �a�Z�o�b�k�l���\�•�^���f�h�^�b�n�•�d�Z�p�•�c�� 

�J�h�a�]�e�y�^�Z�x�q�b�� �a�Z�k�l�h�k�m�\�Z�g�g�y�� �\�h�^�y�g�b�o�� �a�g�Z�d�•�\�� �l�Z�� �r�b�n�j�m�\�Z�g�g�y�� �^�h�� ���'�� �f�h�^�_�e�_�c����
�i�j�b�o�h�^�b�f�h���^�h���g�Z�k�l�m�i�g�b�o���\�b�k�g�h�\�d�•�\: 

- �<�h�^�y�g�•���a�g�Z�d�b���f�h�`�m�l�v���[�m�l�b���h�k�h�[�e�b�\�h���d�h�j�b�k�g�b�f�b���^�e�y���•�^�_�g�l�b�n�•�d�Z�p�•�€���Z�\�l�h�j�k�l�\�Z���>���� 
���@���l�Z���\�e�Z�k�g�h�k�l�•���m���\�b�i�Z�^�d�m���h�[�
�}�f�g�b�o���l�Z���k�d�e�Z�^�g�b�o�����'���f�h�^�_�e�_�c�����^�_���\�h�g�b���f�h�`�m�l�v���[�m�l�b���f�_�g�r��
�i�h�f�•�l�g�b�f�b���^�e�y���d�h�j�b�k�l�m�\�Z�q�•�\�����Z�g�•�`���m���^�\�h�f�•�j�g�b�o���a�h�[�j�Z�`�_�g�g�y�o�� 

- �R�b�n�j�m�\�Z�g�g�y���f�h�`�_���[�m�l�b���_�n�_�d�l�b�\�g�b�f���^�e�y���a�Z�o�b�k�l�m���d�h�g�n�•�^�_�g�p�•�c�g�h�€���•�g�n�h�j�f�Z�p�•�€���l�Z��
�d�h�f�_�j�p�•�c�g�b�o���k�_�d�j�_�l�•�\���m���\�b�i�Z�^�d�m�����d�h�e�b���^�h�k�l�m�i���^�h���f�h�^�_�e�•���f�Z�}���[�m�l�b���m �h�[�f�_�`�_�g�h�]�h �d�h�e�Z �h�k�•�[�� 

�<�j�Z�o�h�\�m�x�q�b�� �h�k�h�[�e�b�\�h�k�l�•�� �d�h�`�g�h�]�h�� �f�_�l�h�^�m�� �l�Z�� �€�o�� �a�Z�k�l�h�k�m�\�Z�g�g�y�� �^�h�� ���'�� �f�h�^�_�e�_�c����
�h�i�l�b�f�Z�e�v�g�_�� �j�•�r�_�g�g�y�� �f�h�`�_�� �i�h�e�y�]�Z�l�b�� �\�� �d�h�f�[�•�g�Z�p�•�€�� �p�b�o�� �f�_�l�h�^�•�\�� �^�e�y�� �^�h�k�y�]�g�_�g�g�y��
�f�Z�d�k�b�f�Z�e�v�g�h�]�h���j�•�\�g�y���a�Z�o�b�k�l�m���•�g�l�_�e�_�d�l�m�Z�e�v�g�h�€���\�e�Z�k�g�h�k�l�•���m���]�Z�e�m�a�•�����'���f�h�^�_�e�x�\�Z�g�g�y�� 

�G�Z�k�l�m�i�g�b�f���\�Z�`�e�b�\�b�f���Z�k�i�_�d�l�h�f���}���i�j�Z�\�h�\�b�c���a�Z�o�b�k�l���•�g�l�_�e�_�d�l�m�Z�e�v�g�h�€���\�e�Z�k�g�h�k�l�•�����s�h��
�\�d�e�x�q�Z�}�� �\�� �k�_�[�_�� �Z�\�l�h�j�k�v�d�•�� �i�j�Z�\�Z���� �i�Z�l�_�g�l�b�� �l�Z�� �•�g�r�•�� �x�j�b�^�b�q�g�•�� �f�_�o�Z�g�•�a�f�b���� �P�•�� �f�_�o�Z�g�•�a�f�b��
�^�h�a�\�h�e�y�x�l�v���\�e�Z�k�g�b�d�Z�f���a�Z�o�b�s�Z�l�b���k�\�h�€���i�j�Z�\�Z���g�Z���d�h�g�l�_�g�l���l�Z���\�•�^�k�l�_�`�m�\�Z�l�b���i�h�j�m�r�_�g�g�y���q�_�j�_�a��
�k�m�^�h�\�m���k�b�k�l�_�f�m�� 



�:���<�� �E�h�a�h�\�k�v�d�b�c�����G���1�� �D�m�r�g�•�j�_�g�d�h�����<���H�����G�Z�a�Z�j�h�\�����<���<�����I�h�^�m�n�Z�e�h�\ 

50 

�A�Z�o�b�k�l�� �•�g�l�_�e�_�d�l�m�Z�e�v�g�h�€�� �\�e�Z�k�g�h�k�l�•�� �m�� �k�n�_�j�•�� ���'�� �f�h�^�_�e�x�\�Z�g�g�y�� �f�Z�}�� �k�\�h�€�� �\�e�Z�k�g�•��
�h�k�h�[�e�b�\�h�k�l�•�� �l�Z�� �k�d�e�Z�^�g�h�k�l�•���� �y�d�•�� �\�Z�`�e�b�\�h�� �\�j�Z�o�h�\�m�\�Z�l�b�� �i�j�b�� �j�h�a�j�h�[�p�•�� �l�Z�� �\�i�j�h�\�Z�^�`�_�g�g�•��
�f�_�l�h�^�•�\���a�Z�o�b�k�l�m�����J�h�a�]�e�y�g�_�f�h���^�_�y�d�•���a���g�b�o�� 

1. �K�d�e�Z�^�g�•�k�l�v���k�l�j�m�d�l�m�j�b�����'���f�h�^�_�e�_�c�������'���f�h�^�_�e�•���f�h�`�m�l�v���[�m�l�b���^�m�`�_���k�d�e�Z�^�g�b�f�b���l�Z��
�f�•�k�l�b�l�b���\�_�e�b�d�m���d�•�e�v�d�•�k�l�v���^�_�l�Z�e�_�c�����r�Z�j�•�\���l�Z���d�h�f�i�h�g�_�g�l�•�\�����P�_���f�h�`�_���m�k�d�e�Z�^�g�x�\�Z�l�b���i�j�h�p�_�k��
�a�Z�o�b�k�l�m�����h�k�d�•�e�v�d�b���i�h�l�j�•�[�g�h���a�Z�[�_�a�i�_�q�b�l�b���a�Z�o�b�k�l���^�e�y���d�h�`�g�h�]�h���_�e�_�f�_�g�l�m���f�h�^�_�e�•�� 

2. �J�b�a�b�d���•�g�n�h�j�f�Z�p�•�c�g�b�o���\�l�j�Z�l��[2] �i�•�^�� �q�Z�k���h�[�f�•�g�m���^�Z�g�b�f�b���� �I�_�j�_�^�Z�q�Z�����'�� �f�h�^�_�e�_�c��
�f�•�`�� �d�h�j�b�k�l�m�\�Z�q�Z�f�b�� �Z�[�h�� �m�q�Z�k�g�b�d�Z�f�b�� �i�j�h�_�d�l�m�� �f�h�`�_�� �i�j�b�a�\�_�k�l�b�� �^�h�� �j�b�a�b�d�m�� �\�l�j�Z�l�b��
�d�h�g�n�•�^�_�g�p�•�c�g�h�€���•�g�n�h�j�f�Z�p�•�€�����G�_�^�h�[�j�h�k�h�\�•�k�g�•���d�h�j�b�k�l�m�\�Z�q�•���f�h�`�m�l�v���g�Z�f�Z�]�Z�l�b�k�y���\�b�l�•�k�g�b�l�b���q�b��
�\�b�d�h�j�b�k�l�Z�l�b���f�h�^�_�e�•���[�_�a���^�h�a�\�h�e�m���\�e�Z�k�g�b�d�Z�� 

3. �G�_�h�[�o�•�^�g�•�k�l�v���a�[�_�j�_�`�_�g�g�y���y�d�h�k�l�•���l�Z���i�j�h�^�m�d�l�b�\�g�h�k�l�•�����I�j�b���a�Z�k�l�h�k�m�\�Z�g�g�•���f�_�l�h�^�•�\��
�a�Z�o�b�k�l�m���^�h�����'���f�h�^�_�e�_�c���\�Z�`�e�b�\�h���a�[�_�j�•�]�Z�l�b���y�d�•�k�l�v���l�Z���i�j�h�^�m�d�l�b�\�g�•�k�l�v���f�h�^�_�e�•�����>�_�y�d�•���f�_�l�h�^�b��
�a�Z�o�b�k�l�m�� �f�h�`�m�l�v�� �\�i�e�b�\�Z�l�b�� �g�Z�� �i�j�h�^�m�d�l�b�\�g�•�k�l�v�� �i�j�h�]�j�Z�f�� �l�Z�� �i�j�h�p�_�k�•�\���� �i�h�\�
�y�a�Z�g�b�o�� �a�•��
�k�l�\�h�j�_�g�g�y�f���l�Z���j�_�^�Z�]�m�\�Z�g�g�y�f���f�h�^�_�e�_�c�� 

4. �I�h�l�j�_�[�Z�� �m�� �k�i�_�p�•�Z�e�•�a�h�\�Z�g�h�f�m�� �i�j�h�]�j�Z�f�g�h�f�m�� �a�Z�[�_�a�i�_�q�_�g�g�•���� �>�e�y�� �_�n�_�d�l�b�\�g�h�]�h��
�a�Z�o�b�k�l�m�� ���'�� �f�h�^�_�e�_�c�� �f�h�`�_�� �a�g�Z�^�h�[�b�l�b�k�y�� �\�b�d�h�j�b�k�l�Z�g�g�y�� �k�i�_�p�•�Z�e�•�a�h�\�Z�g�h�]�h�� �i�j�h�]�j�Z�f�g�h�]�h��
�a�Z�[�_�a�i�_�q�_�g�g�y�����y�d�_���f�h�`�_���[�m�l�b���^�h�j�h�]�b�f���Z�[�h���k�d�e�Z�^�g�b�f���m���\�b�d�h�j�b�k�l�Z�g�g�•�� 

�<�j�Z�o�h�\�m�x�q�b���p�•���h�k�h�[�e�b�\�h�k�l�•���l�Z���k�d�e�Z�^�g�h�k�l�•�����\�Z�`�e�b�\�h���j�h�a�j�h�[�e�y�l�b���l�Z���\�i�j�h�\�Z�^�`�m�\�Z�l�b��
�f�_�l�h�^�b���a�Z�o�b�k�l�m�����y�d�•���a�Z�[�_�a�i�_�q�m�x�l�v���_�n�_�d�l�b�\�g�b�c���j�•�\�_�g�v���a�Z�o�b�k�l�m�����i�j�b���p�v�h�f�m���g�_���i�h�]�•�j�r�m�x�q�b��
�i�j�h�^�m�d�l�b�\�g�•�k�l�v�� �l�Z�� �y�d�•�k�l�v�� ���'�� �f�h�^�_�e�_�c���� �D�j�•�f�� �l�h�]�h���� �g�_�h�[�o�•�^�g�h�� �\�j�Z�o�h�\�m�\�Z�l�b�� �i�h�l�j�_�[�b�� �l�Z��
�h�q�•�d�m�\�Z�g�g�y�� �d�h�j�b�k�l�m�\�Z�q�•�\�� �m�� �i�e�Z�g�•�� �a�j�m�q�g�h�k�l�•�� �l�Z�� �_�n�_�d�l�b�\�g�h�k�l�•�� �\�b�d�h�j�b�k�l�Z�g�g�y�� �a�Z�o�b�k�g�b�o��
�f�_�l�h�^�•�\�� 
�I�e�Z�]�•�g���^�e�y���a�Z�o�b�k�l�m���Z�\�l�h�j�k�v�d�b�o���i�j�Z�\���m�����'���i�j�h�_�d�l�Z�o���\���i�Z�d�_�l�•���%�O�H�Q�G�H�U. �>�e�y���j�h�a�j�h�[�d�b��
���'���i�j�h�_�d�l�•�\�����Z���l�Z�d�h�`���j�_�Z�e�•�a�Z�p�•�€���€�o���a�Z�o�b�k�l�m���\�Z�`�e�b�\�h���h�[�j�Z�l�b���i�h�l�m�`�g�•���l�Z���g�Z�^�•�c�g�•���•�g�k�l�j�m�f�_�g�l�b��
�l�Z���i�j�h�]�j�Z�f�g�_���a�Z�[�_�a�i�_�q�_�g�g�y�����G�Z���j�b�g�d�m���•�k�g�m�}���[�Z�]�Z�l�h���i�j�h�]�j�Z�f���^�e�y���k�l�\�h�j�_�g�g�y�����'���f�h�^�_�e�_�c���l�Z��
�i�j�h�_�d�l�•�\�����k�_�j�_�^���y�d�b�o���f�h�`�g�Z���\�b�^�•�e�b�l�b���l�Z�d�•���\�•�^�h�f�•���i�j�h�]�j�Z�f�b���y�d���$�X�W�R�G�H�V�N���0�D�\�D�������G�V���0�D�[����
�&�L�Q�H�P�D�����'�����6�R�O�L�G�:�R�U�N�V���l�Z���%�O�H�Q�G�H�U�� 

�$�X�W�R�G�H�V�N�� �0�D�\�D�� �l�Z�� ���G�V�� �0�D�[�� �}�� �^�h�k�b�l�v�� �i�h�i�m�e�y�j�g�b�f�b�� �i�j�h�]�j�Z�f�Z�f�b���� �y�d�•�� �r�b�j�h�d�h��
�\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y���m���k�n�_�j�•�����'���f�h�^�_�e�x�\�Z�g�g�y���l�Z���Z�g�•�f�Z�p�•�€�����<�h�g�b���f�Z�x�l�v���j�h�a�r�b�j�_�g�b�c���g�Z�[�•�j��
�•�g�k�l�j�m�f�_�g�l�•�\���•���f�h�`�e�b�\�h�k�l�_�c�����Z�e�_���\�b�f�Z�]�Z�x�l�v���i�_�\�g�h�]�h���q�Z�k�m���^�e�y���\�b�\�q�_�g�g�y���l�Z���_�d�k�i�e�m�Z�l�Z�p�•�€�� 

�&�L�Q�H�P�D�� ���'�� �l�Z�d�h�`�� �\�•�^�h�f�b�c�� �k�\�h�}�x�� �i�j�h�k�l�h�l�h�x�� �\�b�d�h�j�b�k�l�Z�g�g�y�� �l�Z�� �•�g�l�m�€�l�b�\�g�b�f��
�•�g�l�_�j�n�_�c�k�h�f�����s�h���j�h�[�b�l�v���c�h�]�h���i�h�i�m�e�y�j�g�b�f���k�_�j�_�^���i�h�q�Z�l�d�•�\�p�•�\���m���k�n�_�j�•�����'�� 

�6�R�O�L�G�:�R�U�N�V���\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y���i�_�j�_�\�Z�`�g�h���^�e�y���i�j�h�f�b�k�e�h�\�h�]�h���^�b�a�Z�c�g�m���l�Z���•�g�`�_�g�_�j�•�€����
�Z�e�_���l�Z�d�h�`���f�Z�}���•�g�k�l�j�m�f�_�g�l�b���^�e�y���k�l�\�h�j�_�g�g�y�����'���f�h�^�_�e�_�c�� 

�H�^�g�Z�d�����k�_�j�_�^���m�k�•�o���p�b�o���i�j�h�]�j�Z�f���f�h�`�g�Z���\�b�^�•�e�b�l�b���%�O�H�Q�G�H�U�����%�O�H�Q�G�H�U���}���[�_�a�d�h�r�l�h�\�g�b�f��
�l�Z�� �\�•�^�d�j�b�l�b�f�� �i�j�h�]�j�Z�f�g�b�f�� �a�Z�[�_�a�i�_�q�_�g�g�y�f�� �a�� �i�h�l�m�`�g�b�f�� �n�m�g�d�p�•�h�g�Z�e�h�f�� �^�e�y�� �k�l�\�h�j�_�g�g�y�� ���'��
�f�h�^�_�e�_�c���� �Z�g�•�f�Z�p�•�€�� �l�Z�� �j�_�g�^�_�j�b�g�]�m���� �<�•�g�� �i�•�^�l�j�b�f�m�}�� �\�k�•�� �g�_�h�[�o�•�^�g�•�� �n�m�g�d�p�•�€�� �^�e�y�� �j�_�Z�e�•�a�Z�p�•�€��
�i�j�h�_�d�l�•�\�� �m���k�n�_�j�•�� ���'���� �\�d�e�x�q�Z�x�q�b���f�h�^�_�e�x�\�Z�g�g�y���� �l�_�d�k�l�m�\�Z�g�g�y���� �Z�g�•�f�Z�p�•�x���� �d�h�f�i�h�a�b�l�b�g�]�� �l�Z��
�[�Z�]�Z�l�h���•�g�r�h�]�h�� 

�H�k�v�� �^�_�d�•�e�v�d�Z�� �i�_�j�_�\�Z�]�� �%�O�H�Q�G�H�U�� �>���@���� �y�d�•�� �j�h�[�e�y�l�v�� �c�h�]�h�� �g�Z�c�d�j�Z�s�b�f�� �\�b�[�h�j�h�f�� �^�e�y��
�j�_�Z�e�•�a�Z�p�•�€���a�Z�o�b�k�l�m���i�j�h�_�d�l�•�\���m���k�n�_�j�•�����'�� 

1. �<�•�^�d�j�b�l�b�c�� �d�h�^���� �%�O�H�Q�G�H�U�� �}�� �[�_�a�d�h�r�l�h�\�g�b�f�� �l�Z�� �f�Z�}�� �\�•�^�d�j�b�l�b�c�� �\�b�o�•�^�g�b�c�� �d�h�^���� �s�h��
�^�h�a�\�h�e�y�}�� �j�h�a�j�h�[�g�b�d�Z�f�� �l�Z�� �d�h�j�b�k�l�m�\�Z�q�Z�f�� �i�_�j�_�\�•�j�y�l�b���� �Z�^�Z�i�l�m�\�Z�l�b�� �l�Z�� �\�^�h�k�d�h�g�Z�e�x�\�Z�l�b��
�i�j�h�]�j�Z�f�m���a���f�_�l�h�x���a�Z�[�_�a�i�_�q�_�g�g�y���[�_�a�i�_�d�b�� 

2. �:�d�l�b�\�g�Z�� �k�i�•�e�v�g�h�l�Z���� �%�O�H�Q�G�H�U�� �f�Z�}�� �\�_�e�b�d�m�� �Z�d�l�b�\�g�_�� �d�h�f�¶�x�g�•�l�•�� �d�h�j�b�k�l�m�\�Z�q�•�\�� �l�Z��
�j�h�a�j�h�[�g�b�d�•�\�����y�d�Z���i�h�k�l�•�c�g�h���\�g�h�k�b�l�v���i�h�d�j�Z�s�_�g�g�y���l�Z���a�Z�[�_�a�i�_�q�m�}���i�•�^�l�j�b�f�d�m�� 

3. �R�b�j�h�d�•�� �f�h�`�e�b�\�h�k�l�•���� �%�O�H�Q�G�H�U�� �f�Z�}�� �r�b�j�h�d�b�c�� �g�Z�[�•�j�� �•�g�k�l�j�m�f�_�g�l�•�\�� �^�e�y�� �j�_�Z�e�•�a�Z�p�•�€��
�j�•�a�g�h�f�Z�g�•�l�g�b�o���i�j�h�_�d�l�•�\���m���k�n�_�j�•�����'�����s�h���^�h�a�\�h�e�y�}���k�l�\�h�j�x�\�Z�l�b���k�d�e�Z�^�g�•���l�Z���a�Z�o�b�s�_�g�•���f�h�^�_�e�•�� 

4. �I�•�^�l�j�b�f�d�Z�� �j�•�a�g�b�o�� �i�e�Z�l�n�h�j�f���� �%�O�H�Q�G�H�U�� �i�•�^�l�j�b�f�m�}�� �j�•�a�g�•�� �h�i�_�j�Z�p�•�c�g�•�� �k�b�k�l�_�f�b���� �s�h��
�j�h�[�b�l�v���c�h�]�h���^�h�k�l�m�i�g�b�f���^�e�y���r�b�j�h�d�h�]�h���d�h�e�Z���d�h�j�b�k�l�m�\�Z�q�•�\�� 

�M�a�Z�]�Z�e�v�g�x�x�q�b���� �%�O�H�Q�G�H�U�� �}�� �g�Z�c�d�j�Z�s�b�f�� �\�b�[�h�j�h�f�� �^�e�y�� �j�_�Z�e�•�a�Z�p�•�€�� �a�Z�o�b�k�l�m�� �i�j�h�_�d�l�•�\�� �m��
�k�n�_�j�•�����'���a�Z�\�^�y�d�b���k�\�h�€�c���i�h�l�m�`�g�•�c���n�m�g�d�p�•�h�g�Z�e�v�g�h�k�l�•���� �\�•�^�k�m�l�g�h�k�l�•���i�e�Z�l�b���a�Z���\�b�d�h�j�b�k�l�Z�g�g�y��
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�l�Z���\�•�^�d�j�b�l�h�k�l�•���\�b�o�•�^�g�h�]�h���d�h�^�m�����Z�d�l�b�\�g�•�c���k�i�•�e�v�g�h�l�•���l�Z���r�b�j�h�d�b�f���f�h�`�e�b�\�h�k�l�y�f [7]. �K�Z�f�_���g�Z��
�h�k�g�h�\�•���p�v�h�]�h���i�j�h�]�j�Z�f�g�h�]�h���a�Z�[�_�a�i�_�q�_�g�g�y���j�h�a�j�h�[�e�_�g�h���i�e�Z�]�•�g���^�e�y���a�Z�o�b�k�l�m���Z�\�l�h�j�k�v�d�b�o���i�j�Z�\����
�a�Z�i�j�h�i�h�g�h�\�Z�g�b�c���Z���^�Z�g�•�c���j�h�[�h�l�•�� 

�M�� �^�Z�g�•�c�� �j�h�[�h�l�•�� �i�j�h�i�h�g�m�}�l�v�k�y�� �g�h�\�_�� �j�h�a�r�b�j�_�g�g�y�� �^�e�y�� �i�j�h�]�j�Z�f�g�h�]�h�� �a�Z�[�_�a�i�_�q�_�g�g�y��
Blender. �I�e�Z�]�•�g���g�Z�^�Z�}���f�h�`�e�b�\�•�k�l�v �^�e�y���j�_�}�k�l�j�Z�p�•�€���l�Z���Z�\�l�h�j�b�a�Z�p�•�€���d�h�j�b�k�l�m�\�Z�q�Z�����I�•�k�e�y���q�h�]�h��
�d�h�j�b�k�l�m�\�Z�q�m�� �i�j�b�k�\�h�x�}�l�v�k�y�� �•�g�^�b�\�•�^�m�Z�e�v�g�b�c�� �d�h�^. �I�•�^�� �q�Z�k�� �j�_�g�^�_�j�m�� �p�_�c�� �m�g�•�d�Z�e�v�g�b�c�� �d�h�^��
�g�_�i�h�f�•�l�g�h���\�[�m�^�h�\�m�}�l�v�k�y���m���d�•�g�p�_�\�_���a�h�[�j�Z�`�_�g�g�y���a�Z���^�h�i�h�f�h�]�h�x���f�_�l�h�^�m���D�h�o�Z���•���@�Z�h [8].  

�P�y���j�h�a�j�h�[�d�Z���l�Z�d�h�`���f�h�`�_���i�j�Z�p�x�\�Z�l�b���c���m���a�\�h�j�h�l�g�h�f�m���g�Z�i�j�y�f�d�m�����I�•�k�e�y���Z�\�l�h�j�b�a�Z�p�•�€��
�\�b�d�h�g�Z�\�_�p�v�� �f�Z�}�� �f�h�`�e�b�\�•�k�l�v�� �^�•�a�g�Z�l�b�k�y���� �q�b�� �g�Z�e�_�`�b�l�v�� �c�h�f�m�� �Z�\�l�h�j�k�l�\�h�� �l�h�]�h�� �q�b�� �•�g�r�h�]�h��
�a�Z�\�Z�g�l�Z�`�_�g�h�]�h�� �a�h�[�j�Z�`�_�g�g�y�� �I�•�k�e�y�� �\�k�l�Z�g�h�\�e�_�g�g�y�� �j�h�a�r�b�j�_�g�g�y�� �\�� ���'�� �9�L�H�Z�S�R�U�W�� �a�¶�y�\�e�y�l�v�k�y��
�g�h�\�Z���\�d�e�Z�^�d�Z���5�H�Q�G�H�U��in safety, �\���y�d�•�c���k�l�Z�}���^�h�k�l�m�i�g�b�f �•�g�l�_�j�n�_�c�k �j�_�}�k�l�j�Z�p�•�€ (�j�b�k����������  

 

 
�J�b�k���������1�g�l�_�j�n�_�c�k���i�e�Z�]�•�g�Z �^�h���Z�\�l�h�j�b�a�Z�p�•�€ 

 
�G�Z�� �i�h�q�Z�l�d�h�\�h�f�m�� �_�d�j�Z�g�•�� �a�¶�y�\�e�y�}�l�v�k�y�� �i�Z�g�_�e�v�� �j�_�}�k�l�j�Z�p�•�€�� �l�Z�� �Z�\�l�h�j�b�a�Z�p�•�€���� �>�Z�g�•��

�d�h�j�b�k�l�m�\�Z�q�Z���a�[�_�j�•�]�Z�x�l�v�k�y���g�Z���k�_�j�\�_�j�•�����l�h�f�m���h�^�b�g���Z�d�Z�m�g�l���f�h�`�g�Z���a�Z�j�_�}�k�l�j�m�\�Z�l�b�k�y���e�b�r�_���j�Z�a����
�d�h�^���i�j�b�\�¶�y�a�Z�g�b�c���e�b�r�_���^�h���h�^�g�•�}�€���i�h�r�l�b���c���g�_���f�h�`�_���a�[�•�]�Z�l�b�k�y���a���•�g�r�b�f�b���g�h�f�_�j�Z�f�b���� �l�h�[�l�h��
�\�•�g���h�^�g�h�a�g�Z�q�g�h���•�^�_�g�l�b�n�•�d�m�}���d�h�j�b�k�l�m�\�Z�q�Z�� 

�M�� �i�e�Z�]�•�g�Z�� �}�� �\�b�f�h�]�b�� �^�h�� �i�Z�j�h�e�x���� �y�d�s�h�� �i�Z�j�h�e�v�� �d�h�j�b�k�l�m�\�Z�q�Z�� �€�f�� �g�_�� �\�•�^�i�h�\�•�^�Z�}���� �l�h��
�a�¶�y�\�e�y�}�l�v�k�y�� �\�•�^�i�h�\�•�^�g�_�� �i�h�\�•�^�h�f�e�_�g�g�y���� �y�d�_�� �•�g�n�h�j�f�m�}���� �s�h�� �s�h�k�v�� �g�_�� �l�Z�d���� �L�Z�d�h�`�� �}�� �•�� �•�g�r�•��
�i�h�\�•�^�h�f�e�_�g�g�y�� �i�j�h�� �i�h�f�b�e�d�b���� �g�Z�i�j�b�d�e�Z�^���� �^�e�y�� �l�Z�d�b�o�� �\�b�i�Z�^�d�•�\���� �g�_�\�•�j�g�•�� �^�Z�g�•�� �^�e�y�� �e�h�]�•�g�Z����
�\�•�^�k�m�l�g�•�k�l�v���•�f�_�c�e�Z���\���k�b�k�l�_�f�•���•���l�h�f�m���i�h�^�•�[�g�_�����j�b�k���������� 

 
�I�j�b�d�e�Z�^���i�h�\�•�^�h�f�e�_�g�g�y���i�j�h���i�h�f�b�e�d�m�� 

 
�J�b�k���������>�_�f�h�g�k�l�j�Z�p�•�y���i�h�f�b�e�d�b 

 
�K�i�h�q�Z�l�d�m���d�h�j�b�k�l�m�\�Z�q�m���g�_�h�[�o�•�^�g�h���a�Z�j�_�}�k�l�j�m�\�Z�l�b�k�y�����\�\�•�\�r�b���k�\�h�x���i�h�r�l�m���l�Z��

�i�Z�j�h�e�v�����I�•�k�e�y���p�v�h�]�h���g�Z���p�x���i�h�r�l�m���i�j�b�c�^�_���e�b�k�l���a���i�•�^�l�\�_�j�^�`�_�g�g�y�f�����I�•�k�e�y���i�•�^�l�\�_�j�^�`�_�g�g�y��
�a�¶�y�\�b�l�v�k�y���f�h�`�e�b�\�•�k�l�v���m�\�•�c�l�b���\���h�[�e�•�d�h�\�•�c���a�Z�i�b�k���•���\�•�e�v�g�h���d�h�j�b�k�l�m�\�Z�l�b�k�y���g�b�f�� 

�I�•�k�e�y���Z�\�l�h�j�b�a�Z�p�•�€���a�¶�y�\�e�y�l�v�k�y���n�m�g�d�p�•�h�g�Z�e�����g�Z�\�_�^�_�g�b�c���g�Z���j�b�k�m�g�d�m��3.   
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�J�b�k��3. �1�g�l�_�j�n�_�c�k���i�e�Z�]�•�g�Z���i�•�k�e�y���Z�\�l�h�j�b�a�Z�p�•�€ 
 
�L�_�i�_�j���\�b�g�b�d�e�Z�� �f�h�`�e�b�\�•�k�l�v�� �\�b�c�l�b�� �a�� �Z�d�Z�m�g�l�Z���� �a�j�h�[�b�l�b�� �j�_�g�^�_�j �a�� �\�[�m�^�h�\�Z�g�b�f�� �\��

�a�h�[�j�Z�`�_�g�g�y�� �m�g�•�d�Z�e�v�g�h�]�h�� �d�h�^�m�� �d�h�j�b�k�l�m�\�Z�q�Z�� �a�Z�� �Z�e�]�h�j�b�l�f�h�f�� �D�h�o�Z�� �•�� �@�Z�h �l�Z�� �i�_�j�_�\�•�j�b�l�b��
�a�h�[�j�Z�`�_�g�g�y �g�Z���a�[�•�]���d�h�^�m�� �Y�d�s�h���g�Z�l�b�k�g�m�l�b���g�Z���5�H�Q�G�H�U���D�Q�G���6�D�Y�H���,�P�D�J�H�����a�¶�y�\�b�l�v�k�y���•�g�l�_�j�n�_�c�k��
�a�[�_�j�_�`�_�g�g�y���j�_�g�^�_�j�m���a���g�Z�a�\�h�x �a�Z���a�Z�f�h�\�q�m�\�Z�g�g�y �U�H�Q�G�H�U���S�Q�J���l�Z���f�h�`�e�b�\�•�k�l�x���h�[�j�Z�l�b���r�e�y�o���^�e�y��
�a�[�_�j�_�`�_�g�g�y �d�•�g�p�_�\�h�]�h�� �a�h�[�j�Z�`�_�g�g�y. �I�•�k�e�y�� �\�b�d�h�j�b�k�l�Z�g�g�y�� �i�e�Z�]�•�g�Z���� �\�� �j�h�[�h�q�h�f�m �i�j�h�k�l�h�j�•��
�[�m�^�_�� �•�k�g�m�\�Z�l�b�� ���� �n�Z�c�e�b���� �G�H�I�D�X�O�W�� �± �a�\�b�q�Z�c�g�b�c�� �j�_�g�^�_�j���� �U�H�Q�G�H�U�� �± �j�_�g�^�_�j�� �a�� �\�[�m�^�h�\�m�\�Z�g�g�y�f��
�•�g�^�b�\�•�^�m�Z�e�v�g�h�]�h���d�h�^�m���a�Z���^�h�i�h�f�h�]�h�x���i�e�Z�]�•�g�Z�����j�b�k�������������� 

 
�J�b�k������ �A�[�_�j�_�`�_�g�•���n�Z�c�e�b 

 
�Q�_�j�_�a�� �l�_���� �s�h�� �\�[�m�^�h�\�m�\�Z�g�g�y�� �•�g�n�h�j�f�Z�p�•�€�� �\�� �a�h�[�j�Z�`�_�g�g�y�� �a�Z�� �^�h�i�h�f�h�]�h�x�� �Z�e�]�h�j�b�l�f�m��

�D�h�o�Z�� �•�� �@�Z�h �Z�[�k�h�e�x�l�g�h�� �g�_�i�h�f�•�l�g�_�� �g�_�h�a�[�j�h�}�g�b�f�� �h�d�h�f���� �f�b�� �f�h�`�_�f�h�� �[�m�l�b�� �\�i�_�\�g�_�g�•���� �s�h��
�j�•�a�g�b�p�y���f�•�`���a�h�[�j�Z�`�_�g�g�y�f�b���\�•�^�k�m�l�g�y�����j�b�k������ �Z �l�Z �[). 
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�Z�����a�\�b�q�Z�c�g�_���a�h�[�j�Z�`�_�g�g�y �[�����a�h�[�j�Z�`�_�g�g�y���a���\�[�m�^�h�\�m�\�Z�g�g�y�f 

�J�b�k�������� �I�h�j�•�\�g�y�g�g�y���a�\�b�q�Z�c�g�h�]�h���l�Z���f�h�^�b�n�•�d�h�\�Z�g�h�]�h���a�h�[�j�Z�`�_�g�g�y 
 
�>�Z�e�•, �a�Z�� �^�h�i�h�f�h�]�h�x �n�m�g�d�p�•�h�g�Z�e�m Check render author, �i�_�j�_�\�•�j�b�f�h�� �a�h�[�j�Z�`�_�g�g�y 

render.png �g�Z���Z�\�l�h�j�k�l�\�h ���j�b�k��������. �I�•�^���q�Z�k���i�_�j�_�\�•�j�d�b���a�h�[�j�Z�`�_�g�g�y���n�Z�c�e�m���U�H�Q�G�H�U���S�Q�J�����i�e�Z�]�•�g��
�\�b�^�Z�\���i�h�\�•�^�h�f�e�_�g�g�y�����s�h���©�Y���Z�\�l�h�j���p�v�h�]�h���a�h�[�j�Z�`�_�g�g�y�ª (�j�b�k������)�����Z���^�e�y���•�g�r�h�]�h���a�h�[�j�Z�`�_�g�g�y��
�± �g�•�����[�h���\���g�v�h�]�h���d�h�^���\�e�Z�k�g�b�d�Z���g�_���\�[�m�^�h�\�m�\�Z�\�k�y���� 

 
�J�b�k����6. �I�_�j�_�\�•�j�d�Z �a�h�[�j�Z�`�_�g�g�y �g�Z���Z�\�l�h�j�k�l�\�h 

 

�J�b�k����7. �I�h�\�•�^�h�f�e�_�g�g�y���i�e�Z�]�•�g�Z�����y�d�_���i�•�^�l�\�_�j�^�`�m�}���Z�\�l�h�j�k�l�\�h 
 
�J�h�a�j�h�[�e�_�g�b�c�� �i�e�Z�]�•�g �j�_�Z�e�•�a�m�}�� �d�•�e�v�d�Z�� �\�Z�`�e�b�\�b�o�� �n�m�g�d�p�•�c���� �k�i�j�y�f�h�\�Z�g�b�o�� �g�Z��

�a�[�_�j�_�`�_�g�g�y���i�j�Z�\�Z���\�e�Z�k�g�h�k�l�•���\�b�d�h�g�Z�\�p�•�\���l�Z���a�Z�i�h�[�•�]�Z�g�g�y���g�_�a�Z�d�h�g�g�h�f�m���\�b�d�h�j�b�k�l�Z�g�g�x���€�o�g�•�o��
�j�h�[�•�l�����k�_�j�_�^���y�d�b�o�� 

1. �A�Z�o�b�k�l���i�j�Z�\�Z���\�e�Z�k�g�h�k�l�•���\�b�d�h�g�Z�\�p�y�����H�^�g�•�}�x���a���d�e�x�q�h�\�b�o���n�m�g�d�p�•�c���}���a�Z�[�_�a�i�_�q�_�g�g�y��
�g�Z�^�•�c�g�h�]�h���a�Z�o�b�k�l�m���Z�\�l�h�j�k�v�d�b�o �i�j�Z�\���g�Z���a�h�[�j�Z�`�_�g�g�y�����k�l�\�h�j�_�g�•���\���%�O�H�Q�G�H�U�����I�e�Z�]�•�g���^�h�a�\�h�e�y�}��
�\�b�d�h�g�Z�\�p�y�f�� �\�[�m�^�h�\�m�\�Z�l�b���g�_�\�b�^�b�f�•�� �\�h�^�y�g�•�� �a�g�Z�d�b�� �m�� �k�\�h�€���j�h�[�h�l�b���� �y�d�•�� �\�Z�`�d�h���\�b�^�Z�e�b�l�b���Z�[�h��
�a�f�•�g�b�l�b���[�_�a���a�g�Z�q�g�h�]�h���i�h�]�•�j�r�_�g�g�y���y�d�h�k�l�•���a�h�[�j�Z�`�_�g�g�y�����P�_���a�Z�[�_�a�i�_�q�m�}���\�i�_�\�g�_�g�•�k�l�v���m���l�h�f�m����
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DEVELOPMENT OF A PLUGIN FOR BLENDER TO PROTECT INTELLECTUAL 
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This work is dedicated to the analysis of issues related to the protection of intellectual property rights in three-
dimensional models. In the modern world, 3D modeling has gained wide popularity and application in various 
fields, including the film industry, video games, medicine, architecture, and manufacturing. The rapid 
development of 3D printing technologies and digital platforms creates new opportunities but also new challenges 
for rights holders. One of the key issues is the proliferation of illegal copying and use of 3D models, which can 
lead to significant financial losses for authors and companies investing in the development of such models. 
Traditional legal mechanisms of protection such as copyright, patents, and trademarks do not always effectively 
operate in the digital environment where rights violations can occur instantaneously and on a global scale. The 
article discusses various approaches to protecting intellectual property in 3D models. Specifically, it analyzes the 
possibilities of using digital watermarks, cryptographic methods, and other technological means to safeguard 
against illegal copying and distribution. The outcome of the work is a developed plugin for the Blender software, 
which provides automatic protection of copyrights on final images by applying digital watermarks. Using the 
developed plugin, an author can invisibly embed their unique code into the final image. Additionally, users can 
verify the authorship of uploaded images. This solution can find broad application among creative professionals. 
Keywords: protection of 3D projects, digital watermarks, plugin, intellectual property, copyright protection. 
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�\�•�^�i�h�\�•�^�g�h�����L�h�^�•���i�h�q�Z�l�d�h�\�•���f�h�f�_�g�l�b���i�h�j�y�^�d�m���E �f�Z�x�l�v���g�Z�k�l�m�i�g�b�c���\�b�^�� 

�I �Ü
�:���; 
L �' �æ�Ü
L �ì �T�Ü�>�¶

�?�¶
�L�� �:�T�;�@�T�á�x�I �Ü

�:�� �; 
L �' �ß�Ü
L �ì �U�Ü�>�¶

�?�¶
�L�� �:�U�;�@�U. (3) 

�<�b�i�Z�^�d�h�\�•���\�_�e�b�q�b�g�b���æ �•���ß �f�Z�x�l�v���k�i�•�e�v�g�•���f�h�f�_�g�l�b���:�E�á�F�; �j�h�a�f�•�j�g�h�k�l�•�����h�k�d�•�e�v�d�b���\�h�g�b 
�a�Z�e�_�`�Z�l�v���h�^�b�g���\�•�^���h�^�g�h�]�h�����>�e�y���g�_�]�Z�m�k�h�\�b�o���k�l�Z�l�b�k�l�b�q�g�h���g�_�a�Z�e�_�`�g�b�o���\�b�i�Z�^�d�h�\�b�o���\�_�e�b�q�b�g��
(�a���g�m�e�v�h�\�b�f �k�_�j�_�^�g�•�f �a�g�Z�q�_�g�g�y�f  �l�Z���^�b�k�i�_�j�k�•�}�x �ï�6��) �a�\�¶�y�a�h�d���f�•�`���i�h�q�Z�l�d�h�\�b�f�b���f�h�f�_�g�l�Z�f�b��
�I �Ü���L���l�Z���d�m�f�m�e�y�g�l�Z�f�b���ï�Ü���L���^�h���q�_�l�\�_�j�l�h�]�h���i�h�j�y�^�d�m���\�b�]�e�y�^�Z�}���g�Z�k�l�m�i�g�b�f���q�b�g�h�f: 

�I �5 
L �r�á �I �6 
L �ï�6�á �I �7 
L �ï�7�á �I �8 
L �ï�8 
E�u�ï�6
�6. (4) 

�>�e�y�� �]�Z�m�k�h�\�b�o�� �i�j�h�p�_�k�•�\�� �d�m�f�m�e�y�g�l�g�•�� �d�h�_�n�•�p�•�}�g�l�b�� �l�j�_�l�v�h�]�h�� �l�Z�� �\�b�s�b�o�� �i�h�j�y�^�d�•�\��
�:�ï�7�á�ï�8�á�x�å �; �^�h�j�•�\�g�x�x�l�v�� �g�m�e�x. �>�e�y�� �a�\�¶�y�a�d�m�� �f�•�`�� �\�b�[�•�j�d�Z�f�b�� �[�m�^�m�l�v���\�b�d�h�j�b�k�l�Z�g�•�� �k�i�•�e�v�g�•��
�f�h�f�_�g�l�b���I �Ü�á�Ý �•���d�m�f�m�e�y�g�l�b �ï�Ü�á�Ý �^�h���q�_�l�\�_�j�l�h�]�h���i�h�j�y�^�d�m���\�d�e�x�q�g�h : 

�I �5�á�5 
L �ï�5�á�5, �I �5�á�6 
L �ï�5�á�6, �I �5�á�7 
L �ï�5�á�7 
E�u�ï�6�ï�5�á�5, �I �6�á�6 
L �ï�6�á�6 
E�ï�6
�6 
E�t�ï�5�á�5

�6 . (5) 
�A�Z�m�\�Z�`�b�f�h���� �s�h�� �^�e�y�� �a�Z�^�Z�q�•�� �\�b�y�\�e�_�g�g�y�� �k�b�]�g�Z�e�•�\�� �g�Z�� �n�h�g�•�� �d�h�j�_�e�v�h�\�Z�g�b�o�� �g�_�]�Z�m�k�h�\�b�o 

�a�Z�\�Z�^���a�Z�k�l�h�k�m�\�Z�g�g�y���f�h�f�_�g�l�g�h-�d�m�f�m�e�y�g�l�g�b�o���f�h�^�_�e�_�c �^�e�y���h�i�b�k�m���^�h�k�e�•�^�`�m�\�Z�g�b�o���i�j�h�p�_�k�•�\��
�i�h�l�j�_�[�m�x�l�v�� �^�h�^�Z�l�d�h�\�b�o�� �^�h�k�e�•�^�`�_�g�v�� �l�Z�� �j�h�a�j�h�[�h�d. �>�e�y�� �k�i�j�h�s�_�g�g�y�� �i�h�k�l�Z�\�e�_�g�h�€�� �a�Z�^�Z�q�•��
�a�Z�k�l�h�k�m�}�f�h�� �d�e�Z�k�b�n�•�d�Z�p�•�x �^�h�k�e�•�^�`�m�\�Z�g�b�o�� �i�j�h�p�_�k�•�\, �i�j�b�� �y�d�•�c�� �\�\�_�^�_�f�h�� �i�_�\�g�•�� �d�e�Z�k�b��
�d�m�f�m�e�y�g�l�•�\ �a�\�b�q�Z�c�g�h�€�� �o�Z�j�Z�d�l�_�j�b�k�l�b�q�g�h�€�� �n�m�g�d�p�•�€�� �a���€�€���k�i�•�e�v�g�b�f�b�� �\�e�Z�k�l�b�\�h�k�l�y�f�b���� �L�Z�d�Z��
�d�e�Z�k�b�n�•�d�Z�p�•�y�� �\�b�i�Z�^�d�h�\�b�o�� �g�_�d�h�j�_�e�v�h�\�Z�g�b�o�� �g�_�]�Z�m�k�h�\�b�o�� �\�_�e�b�q�b�g �h�l�j�b�f�Z�e�Z�� �g�Z�a�\�m��
�i�_�j�n�h�j�h�\�Z�g�b�o �\�b�i�Z�^�d�h�\�b�o �\�_�e�b�q�b�g [19]. �<�� �p�•�c�� �d�e�Z�k�b�n�•�d�Z�p�•�€�� �f�h�f�_�g�l�g�•�� �l�Z�� �d�m�f�m�e�y�g�l�g�•��
�f�h�^�_�e�•�� �i�j�_�^�k�l�Z�\�e�_�g�•�� �e�b�r�_�� �q�Z�k�l�b�g�h�x�� �d�m�f�m�e�y�g�l�•�\���a���m�k�•�o�� �f�h�`�e�b�\�b�o�� �g�Z�[�h�j�•�\���� �y�d�•��
�\�•�^�i�h�\�•�^�Z�x�l�v�� �j�_�Z�e�v�g�h�f�m�� �i�j�h�p�_�k�m�� �<�•�^�i�h�\�•�^�g�h�� �^�h�� �i�j�b�c�g�y�l�h�€�� �d�e�Z�k�b�n�•�d�Z�p�•�€�� �j�h�a�j�•�a�g�y�x�l�v��
�j�•�a�g�•���l�b�i�b���Z�k�b�f�_�l�j�b�q�g�b�o�����_�d�k�p�_�k�g�b�o���•���Z�k�b�f�_�l�j�b�q�g�h-�_�d�k�p�_�k�g�b�o �\�b�i�Z�^�d�h�\�b�o���\�_�e�b�q�b�g���>��9-
25]. 

�>�e�y�� �\�b�j�•�r�_�g�g�y�� �i�h�k�l�Z�\�e�_�g�h�]�h�� �a�Z�\�^�Z�g�g�y�� �j�h�a�j�h�[�e�_�g�h�� �g�h�\�•�� �f�h�^�_�e�•�� �g�_�]�Z�m�k�h�\�b�o��
�d�h�j�_�e�v�h�\�Z�g�b�o���\�b�i�Z�^�d�h�\�b�o���i�j�h�p�_�k�•�\�����s�h���‰�j�m�g�l�m�x�l�v�k�y���g�Z���a�Z�k�l�h�k�m�\�Z�g�g�•�����'���l�Z�����'���f�h�f�_�g�l�g�h-
�d�m�f�m�e�y�g�l�g�b�o�� �n�m�g�d�p�•�c�� �\�b�s�b�o�� �i�h�j�y�^�d�•�\���� �P�_�� �^�h�a�\�h�e�b�e�h�� �g�_�� �e�b�r�_�� �h�i�b�k�Z�l�b�� �g�_�]�Z�m�k�h�\�b�c��
�o�Z�j�Z�d�l�_�j�� �j�h�a�i�h�^�•�e�m�� �^�h�k�e�•�^�`�m�\�Z�g�b�o�� �i�j�h�p�_�k�•�\���� �Z�� �c�� �€�o�� �d�h�j�_�e�y�p�•�c�g�•�� �\�e�Z�k�l�b�\�h�k�l�•���� �A�Z�\�^�y�d�b��
�l�Z�d�h�f�m�� �i�•�^�o�h�^�m�� �k�l�Z�e�b�� �^�h�k�l�m�i�g�b�f�b�� �^�e�y�� �\�b�d�h�j�b�k�l�Z�g�g�y�� �l�Z�d�•�� �i�Z�j�Z�f�_�l�j�b�� �f�h�f�_�g�l�g�h-
�d�m�f�m�e�y�g�l�g�h�]�h���h�i�b�k�m�����y�d���d�h�_�n�•�p�•�}�g�l�b���Z�k�b�f�_�l�j�•�€����3�J �����l�Z���_�d�k�p�_�k�m����4�J �������y�d�•���}���g�_�g�m�e�v�h�\�b�f�b���m��
�\�b�i�Z�^�d�m���g�_�]�Z�m�k�h�\�b�o���f�h�^�_�e�_�c���^�h�k�e�•�^�`�m�\�Z�g�b�o���i�j�h�p�_�k�•�\�� 

�>�\�h�\�b�f�•�j�g�•�� �k�l�Z�l�b�k�l�b�q�g�•�� �a�\�¶�y�a�d�b�� �^�h�k�e�•�^�`�m�\�Z�g�h�]�h�� �i�j�h�p�_�k�m�� �f�h�`�g�Z�� �i�j�_�^�k�l�Z�\�b�l�b�� �m��
�\�b�]�e�y�^�•�� �k�i�•�e�v�g�b�o���d�m�f�m�e�y�g�l�•�\ �ï�Ü�á�Ý���� �y�d�•�� �g�Z�\�_�^�_�g�•�� �\�� �L�Z�[�e�b�p�•�� ���� �>�h�k�l�Z�l�g�v�h�x�� �m�f�h�\�h�x��
�k�l�Z�l�b�k�l�b�q�g�h�€ �g�_�a�Z�e�_�`�g�h�k�l�•�� �\�b�i�Z�^�d�h�\�b�o�� �i�j�h�p�_�k�•�\�� �}�� �j�•�\�g�•�k�l�v�� �g�m�e�x�� �\�k�•�o�� �k�i�•�e�v�g�b�o��
�d�m�f�m�e�y�g�l�•�\���ï�Ü�á�Ý. 
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�L�Z�[�e�b�p�y���� 
�I�j�_�^�k�l�Z�\�e�_�g�g�y���^�\�h�\�b�f�•�j�g�b�o �k�i�•�e�v�g�b�o �d�m�f�m�e�y�g�l�•�\  

�I�h�j�y�^�h�d���k�i�•�e�v�g�b�o���d�m�f�m�e�y�g�l�•�\ �I�h�a�g�Z�q�_�g�g�y���^�\�h�\�b�f�•�j�g�b�o���k�i�•�e�v�g�b�o���d�m�f�m�e�y�g�l�•�\ 
1 

10�F  01�F      

2 20�F  11�F  02�F     

3 
30�F  12�F  21�F  03�F    

4 
40�F  31�F  22�F  13�F  04�F   

�«  �«  �«  �«  �«  �«  �«  
 
 �<�b�a�g�Z�q�_�g�g�y�� ���� �=�Z�m�k�h�\�b�f�b�� �g�_�d�h�j�_�e�v�h�\�Z�g�b�f�b�� �\�b�i�Z�^�d�h�\�b�f�b�� �\�_�e�b�q�b�g�Z�f�b�� �[�m�^�m�l�v��

�\�\�Z�`�Z�l�b�k�y���l�Z�d�•�����y�d�•���o�Z�j�Z�d�l�_�j�b�a�m�x�l�v�k�y���\�•�^�f�•�g�g�b�f�b���\�•�^���g�m�e�y���h�^�g�h�\�b�f�•�j�g�b�f��2�F  �•���k�i�•�e�v�g�b�f��

11�F  �d�m�f�m�e�y�g�l�b�� �^�j�m�]�h�]�h�� �i�h�j�y�^�d�m���� �Z�� �j�_�r�l�Z�� �d�m�f�m�e�y�g�l�g�b�o�� �d�h�_�n�•�p�•�}�g�l�•�\�� �l�j�_�l�v�h�]�h�� �l�Z�� �\�b�s�_��
�i�h�j�y�^�d�•�\���� �Z�� �l�Z�d�h�`�� �k�i�•�e�v�g�•�� �d�m�f�m�e�y�g�l�b�� �\�b�s�_�� �^�j�m�]�h�]�h�� �i�h�j�y�^�d�m�� �^�h�j�•�\�g�x�x�l�v�� �g�m�e�x���� �I�j�b��
�p�v�h�f�m���i�h�q�Z�l�d�h�\�•���f�h�f�_�g�l�b���^�h���r�h�k�l�h�]�h���i�h�j�y�^�d�m���a�Z�i�b�r�m�l�v�k�y���y�d�� 

,11 �F�D�  ,22 �F�D �  ,03 � �D  ,3 2
24 �F�D �  ,05 � �D  3

26 15�F�D� ���«���� 
�Z���k�i�•�e�v�g�•���f�h�f�_�g�l�b���f�Z�x�l�v���\�a�Z�}�f�h�a�\�¶�y�a�h�d���a�•���k�i�•�e�v�g�b�f�b���d�m�f�m�e�y�g�l�Z�f�b�� 

�� �� �� ��,,
211

,
11

kvkv rm �˜� � �F�F  01212 � � �Fm , �� �� �� ���� ��2,2
2

2
11

2
2

,
22 212 kvkv rm ��� ��� �F�F�F �����«�� 

�^�_���� ��kvr ,  - �d�h�j�_�e�y�p�•�c�g�Z���n�m�g�d�p�•�y���a�Z�^�Z�g�h�]�h���\�b�^�m���f�•�`��v -�f���•��k -�f���\�b�[�•�j�d�h�\�b�f���a�g�Z�q�_�g�g�y�f���� 

�A�h�d�j�_�f�Z�����d�h�j�_�e�y�p�•�c�g�•���n�m�g�d�p�•�€���f�h�`�m�l�v���f�Z�l�b���\�b�^ [6]:  
�N�� �:�ì�; 
L �ê�6�A�?�º������, �N�� �:�ì�; 
L �ê�6�A�?�º�������:�s 
E ���#���ì��), �N�� �:�ì�; 
L �ê�6�A�?�º�������:�s 
F ���#���ì���;, 

�N�� �:�ì�; 
L �ê�6�A�?�º�������:�s 
E ���#���ì��
E �#�6�ì�6���u�;, �N�� �:�ì�; 
L �ê�6�A�?�º�������?�K�O �‘ �ì, (6) 

 �N�� �:�ì�; 
L �ê�6�A�?�º�������:�?�K�O �‘ �ì 
E
�º

�‘
�O�E�J �‘ ���ì���;, �N�� �:�ì�; 
L �ê�6�A�?�º�������:�?�K�O �‘ �ì 
F ��

�º

�‘
�O�E�J �‘ ���ì���;, 

�^�_�� || kv tt ��� �W  - �d�h�j�_�e�y�p�•�c�g�b�c���•�g�l�_�j�\�Z�e�����y�d�b�c���i�j�b���\�j�Z�o�m�\�Z�g�g�•���k�l�Z�l�b�k�l�b�q�g�b�o���a�\�¶�y�a�d�•�\���f�_�g�r�_��

�•�g�l�_�j�\�Z�e�m���d�h�j�_�e�y�p�•�€���d�h�jkv tt �W�W �d��� || , nkv ,1, � ; �d�h�j�W  - �q�Z�k���d�h�j�_�e�y�p�•�€����)0(2
�[�V r� - �^�b�k�i�_�j�k�•�y��

�\�b�i�Z�^�d�h�\�h�]�h���i�j�h�p�_�k�m�����•�á �‘ 
P �r �± �d�h�_�n�•�p�•�}�g�l�b�����y�d�• �o�Z�j�Z�d�l�_�j�b�a�m�x�l�v �k�l�Z�l�b�k�l�b�q�g�• �a�\�
�y�a�d�b �f�•�`��
�\�b�[�•�j�d�h�\�b�f�b���a�g�Z�q�_�g�g�y�f�b�� 

 �<�� �j�h�[�h�l�•�� �i�j�h�\�h�^�b�l�v�k�y�� �^�h�k�e�•�^�`�_�g�g�y�� �k�b�g�l�_�a�m�� �i�h�e�•�g�h�f�•�Z�e�v�g�b�o�� �g�_�e�•�g�•�c�g�b�o�� �J�I��
�\�b�y�\�e�_�g�g�y�� �k�b�]�g�Z�e�•�\���� �s�h�� �i�j�b�c�f�Z�}�l�v�k�y�� �g�Z�� �n�h�g�•�� �g�_�]�Z�m�k�h�\�b�o�� �d�h�j�_�e�v�h�\�Z�g�b�o�� �a�Z�\�Z�^���� �y�d�•��
�h�i�b�k�m�x�l�v�k�y�� �d�h�_�n�•�p�•�}�g�l�h�f�� �Z�k�b�f�_�l�j�•�€���� �>�Z�g�b�c�� �d�e�Z�k�� �^�h�k�e�•�^�`�m�\�Z�g�h�]�h�� �\�b�i�Z�^�d�h�\�h�]�h�� �i�j�h�p�_�k�m��
�i�j�_�^�k�l�Z�\�e�_�g�b�c���\���l�Z�[�e�b�p�•��2. 

�L�Z�[�e�b�p�y��2 
�I�j�_�^�k�l�Z�\�e�_�g�g�y���^�\�h�\�b�f�•�j�g�b�o���k�i�•�e�v�g�b�o���d�m�f�m�e�y�g�l�•�\���^�e�y���d�h�j�_�e�v�h�\�Z�g�h�€���Z�k�b�f�_�l�j�b�q�g�h�€ 

�g�_�]�Z�m�k�h�\�h�€���\�_�e�b�q�b�g�b 
�I�h�j�y�^�h�d���k�i�•�e�v�g�b�o���d�m�f�m�e�y�g�l�•�\ �I�h�a�g�Z�q�_�g�g�y���^�\�h�\�b�f�•�j�g�b�o���k�i�•�e�v�g�b�o���d�m�f�m�e�y�g�l�•�\ 

1 �ï�5�4 �ï�4�5     

2 �ï�6�4 �ï�5�5 �ï�4�6    
3 �ï�7�4 �ï�5�6 �ï�6�5 �ï�4�7   

 
�<�b�a�g�Z�q�_�g�g�y������ �:�k�b�f�_�l�j�b�q�g�b�f�b �k�l�Z�l�b�k�l�b�q�g�h���a�Z�e�_�`�g�b�f�b���\�b�i�Z�^�d�h�\�b�f�b���\�_�e�b�q�b�g�Z�f�b��

1-�]�h���l�b�i�m����-�]�h���\�b�^�m���[�m�^�_�f�h���g�Z�a�b�\�Z�l�b���l�Z�d�•�����^�e�y���y�d�b�o���\�•�^�f�•�g�g�b�f�b���\�•�^���g�m�e�y���[�m�^�m�l�v�� �ï�6���Õ�Ã �ï�7, 
�Z���l�Z�d�h�`���k�i�•�e�v�g�•���d�m�f�m�e�y�g�l�b���ï�5�5 �l�Z���ï�5�6�����Z���\�k�•���•�g�r�•���d�m�f�m�e�y�g�l�b���q�_�l�\�_�j�l�h�]�h���l�Z���\�b�s�_���i�h�j�y�^�d�•�\����
�Z���l�Z�d�h�`���k�i�•�e�v�g�•���d�m�f�m�e�y�g�l�b���\�b�s�_���l�j�_�l�v�h�]�h �i�h�j�y�^�d�m���^�h�j�•�\�g�x�x�l�v���g�m�e�x�����M���p�v�h�f�m���\�b�i�Z�^�d�m��
�i�h�q�Z�l�d�h�\�•���f�h�f�_�g�l�b���^�h���r�h�k�l�h�]�h���i�h�j�y�^�d�m���f�Z�x�l�v���\�b�]�e�y�^�� 
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�6 
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�6�@�s
E�t�é�:�é�á�Þ�;�. �A �«������ 

�I�j�b�d�e�Z�^�h�f���Z�k�b�f�_�l�j�b�q�g�b�o�� �g�_�]�Z�m�k�h�\�b�o�� �i�j�h�p�_�k�•�\ �f�h�`�_�� �[�m�l�b���=�Z�f�f�Z �j�h�a�i�h�^�•�e���� �y�d�b�c 
�a�Z�k�l�h�k�h�\�m�}�l�v�k�y�� �^�e�y�� �f�h�^�_�e�x�\�Z�g�g�y�� �\�•�^�[�b�l�b�o�� �k�b�]�g�Z�e�•�\�� �m�� �k�_�j�_�^�h�\�b�s�Z�o�� �a�� �[�Z�]�Z�l�h�r�e�y�o�h�\�b�f��
�j�h�a�i�h�\�k�x�^�`�_�g�g�y�f�����l�Z�d�b�o���y�d���f�•�k�v�d�•���m�f�h�\�b���a���\�_�e�b�d�h�x���d�•�e�v�d�•�k�l�x���[�m�^�•�\�_�e�v�����^�_���k�b�]�g�Z�e�b���\�•�^��
�j�•�a�g�b�o���r�e�y�o�•�\���f�h�`�m�l�v���[�m�l�b���d�h�j�_�e�v�h�\�Z�g�b�f�b�����\���k�b�k�l�_�f�Z�o���l�_�e�_�d�h�f�m�g�•�d�Z�p�•�€���^�e�y���h�i�b�k�m���q�Z�k�m��
�`�b�l�l�y���i�Z�d�_�l�m���\���f�_�j�_�`�Z�o���a���\�b�k�h�d�h�x���a�Z�l�j�b�f�d�h�x�����^�_���a�Z�l�j�b�f�d�b���f�h�`�m�l�v���[�m�l�b���d�h�j�_�e�v�h�\�Z�g�b�f�b��
�q�_�j�_�a���i�h�\�l�h�j�x�\�Z�g�•���a�[�h�€���Z�[�h���a�Z�l�h�j�b���\���f�_�j�_�`�•�� 

�>�e�y���_�d�k�p�_�k�g�b�o�� �i�j�h�p�_�k�•�\ �o�Z�j�Z�d�l�_�j�g�b�c�� �j�h�a�i�h�^�•�e���E�Z�i�e�Z�k�Z �^�e�y�� �f�h�^�_�e�x�\�Z�g�g�y�� �r�m�f�•�\�� �m��
�j�Z�^�•�h�e�h�d�Z�p�•�c�g�b�o�� �k�b�k�l�_�f�Z�o���� �^�_�� �r�m�f�b�� �f�h�`�m�l�v�� �f�Z�l�b�� �i�•�d�b���� �y�d�•�� �a�g�Z�q�g�h�� �\�•�^�j�•�a�g�y�x�l�v�k�y�� �\�•�^��
�k�_�j�_�^�g�v�h�]�h���j�•�\�g�y���•���f�h�`�m�l�v���[�m�l�b���d�h�j�_�e�v�h�\�Z�g�b�f�b���q�_�j�_�a���a�Z�]�Z�e�v�g�•���^�`�_�j�_�e�Z���•�g�l�_�j�n�_�j�_�g�p�•�€�����<��
�k�b�k�l�_�f�Z�o���l�_�e�_�d�h�f�m�g�•�d�Z�p�•�€���^�Z�g�b�c���\�b�^���j�h�a�i�h�^�•�e�m���\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y���^�e�y���h�i�b�k�m���\�l�j�Z�l���i�Z�d�_�l�•�\��
�\�� �f�_�j�_�`�Z�o���� �^�_���\�l�j�Z�l�b���f�h�`�m�l�v���f�Z�l�b���\�b�k�h�d�b�c���_�d�k�p�_�k���•�� �[�m�l�b���d�h�j�_�e�v�h�\�Z�g�b�f�b���q�_�j�_�a���k�i�•�e�v�g�•��
�i�j�b�q�b�g�b���\�l�j�Z�l�����l�Z�d�•���y�d���i�_�j�_�\�Z�g�l�Z�`�_�g�g�y���f�_�j�_�`�•���Z�[�h���Z�i�Z�j�Z�l�g�•���a�[�h�€�� 

�>�h���Z�k�b�f�_�l�j�b�q�g�h-�_�d�k�p�_�k�g�b�o�� �i�j�h�p�_�k�•�\ �\�•�^�g�h�k�b�l�v�k�y�� �j�h�a�i�h�^�•�e���<�_�c�[�m�e�Z���� �J�_�e�_�y���� �D�h�r�•����
�j�h�a�i�h�^�•�e�� �I�•�j�k�h�g�Z�� �l�b�i�m�� �,�9���l�Z�� �•�g������ �y�d�•�� �h�i�b�k�m�x�l�v�� �o�Z�j�Z�d�l�_�j�b�k�l�b�d�b�� �k�b�]�g�Z�e�•�\�� �\�� �m�f�h�\�Z�o��
�k�d�e�Z�^�g�b�o�� �a�Z�\�Z�^���� �^�_�� �r�m�f�b�� �f�Z�x�l�v�� �y�d�� �Z�k�b�f�_�l�j�•�x���� �l�Z�d�� �•�� �\�b�k�h�d�b�c�� �_�d�k�p�_�k�� �•�� �f�h�`�m�l�v�� �[�m�l�b��
�d�h�j�_�e�v�h�\�Z�g�b�f�b�� �q�_�j�_�a�� �a�Z�]�Z�e�v�g�•�� �^�`�_�j�_�e�Z�� �a�Z�\�Z�^���� �<�� �k�b�k�l�_�f�Z�o�� �l�_�e�_�d�h�f�m�g�•�d�Z�p�•�€�� �f�h�^�_�e�x�x�l�v��
�•�g�l�_�j�\�Z�e�b���a�Z�l�j�b�f�d�b���i�_�j�_�^�Z�q�•���i�Z�d�_�l�•�\���m���f�_�j�_�`�Z�o���a���\�_�e�b�d�b�f���g�Z�\�Z�g�l�Z�`�_�g�g�y�f�����^�_���a�Z�l�j�b�f�d�b��
�f�h�`�m�l�v���f�Z�l�b���h�^�g�h�q�Z�k�g�h���Z�k�b�f�_�l�j�•�x�����\�b�k�h�d�b�c���_�d�k�p�_�k���•���[�m�l�b���d�h�j�_�e�v�h�\�Z�g�b�f�b���q�_�j�_�a���k�i�•�e�v�g�•��
�f�_�j�_�`�_�\�•���m�f�h�\�b�� �L�Z�d�h�`���l�Z�d�•���i�j�h�p�_�k�b���a�Z�k�l�h�k�h�\�m�x�l�v�k�y���^�e�y���f�h�^�_�e�x�\�Z�g�g�y���Z�f�i�e�•�l�m�^���k�b�]�g�Z�e�•�\��
�m�� �[�_�a�i�h�k�_�j�_�^�g�v�h�f�m�� �j�Z�^�•�h�e�h�d�Z�p�•�c�g�h�f�m�� �a�\�¶�y�a�d�m���� �^�_�� �k�b�]�g�Z�e�b�� �f�h�`�m�l�v�� �[�m�l�b�� �d�h�j�_�e�v�h�\�Z�g�b�f�b��
�q�_�j�_�a���a�Z�]�Z�e�v�g�•���l�j�Z�}�d�l�h�j�•�€���j�h�a�i�h�\�k�x�^�`�_�g�g�y �l�Z���•�g. 

�<�b�y�\�e�_�g�g�y���k�b�]�g�Z�e�•�\���g�Z���n�h�g�•���g�_�]�Z�m�k�h�\�b�o���d�h�j�_�e�v�h�\�Z�g�b�o���a�Z�\�Z�^���}���\�Z�`�e�b�\�h�x���a�Z�^�Z�q�_�x���\��
�j�•�a�g�b�o�� �l�_�o�g�•�q�g�b�o�� �]�Z�e�m�a�y�o���� �A�h�d�j�_�f�Z���� �\�b�y�\�e�_�g�g�y�� �h�[�
�}�d�l�•�\�� �a�� �g�b�a�v�d�h�x�� �_�n�_�d�l�b�\�g�h�x���i�e�h�s�_�x��
�j�h�a�k�•�x�\�Z�g�g�y�����g�Z�i�j�b�d�e�Z�^�����^�j�h�g�•�\���Z�[�h���k�l�_�e�k-�e�•�l�Z�d�•�\�����m���k�d�e�Z�^�g�b�o���m�f�h�\�Z�o���a�Z�\�Z�^���\�•�^���a�_�f�e�•���Z�[�h��
�\�h�^�b�����^�_���a�Z�\�Z�^�b���f�Z�x�l�v���g�_�]�Z�m�k�h�\�b�c���o�Z�j�Z�d�l�_�j���•���d�h�j�_�e�v�h�\�Z�g�•���q�_�j�_�a���i�h�\�l�h�j�x�\�Z�g�•���\�•�^�[�b�l�l�y [26, 
27]. �>�h���l�Z�d�b�o���a�Z�^�Z�q���\�•�^�g�h�k�b�l�v�k�y���\�b�y�\�e�_�g�g�y���l�Z���^�_�d�h�^�m�\�Z�g�g�y���k�b�]�g�Z�e�•�\���f�h�[�•�e�v�g�b�o���i�j�b�k�l�j�h�€�\��
�m�� �f�•�k�v�d�b�o�� �m�f�h�\�Z�o���� �^�_�� �a�Z�\�Z�^�b�� �\�•�^�� �q�b�k�e�_�g�g�b�o�� �^�`�_�j�_�e���� �l�Z�d�b�o�� �y�d�� �[�m�^�•�\�e�•�� �l�Z�� �•�g�r�•��
�•�g�n�j�Z�k�l�j�m�d�l�m�j�g�•�� �h�[�
�}�d�l�b���� �f�Z�x�l�v�� �g�_�]�Z�m�k�h�\�b�c�� �o�Z�j�Z�d�l�_�j�� �l�Z�� �}�� �d�h�j�_�e�v�h�\�Z�g�b�f�b�� �<�b�y�\�e�_�g�g�y��
�i�j�b�j�h�^�g�b�o�� �k�_�c�k�f�•�q�g�b�o�� �i�h�^�•�c�� ���a�_�f�e�_�l�j�m�k�•�\���� �\�� �m�f�h�\�Z�o�� �f�•�k�v�d�b�o�� �Z�[�h�� �i�j�h�f�b�k�e�h�\�b�o�� �a�h�g�����^�_��
�a�Z�\�Z�^�b�� �\�•�^�� �e�x�^�k�v�d�h�€�� �^�•�y�e�v�g�h�k�l�•�� ���l�j�Z�g�k�i�h�j�l���� �i�j�h�f�b�k�e�h�\�•�� �f�Z�r�b�g�b���� �f�Z�x�l�v�� �g�_�]�Z�m�k�h�\�b�c��
�o�Z�j�Z�d�l�_�j�� �•�� �d�h�j�_�e�v�h�\�Z�g�•�� �q�_�j�_�a�� �i�h�\�l�h�j�x�\�Z�g�•�k�l�v�� �^�•�y�e�v�g�h�k�l�• [28]. �<�b�y�\�e�_�g�g�y�� �Z�g�h�f�Z�e�v�g�b�o��
�k�_�j�p�_�\�b�o�� �j�b�l�f�•�\�� �g�Z�� �n�h�g�•�� �g�_�]�Z�m�k�h�\�b�o�� �d�h�j�_�e�v�h�\�Z�g�b�o�� �a�Z�\�Z�^���� �y�d�•�� �f�h�`�m�l�v�� �\�b�g�b�d�Z�l�b�� �q�_�j�_�a��
�Z�j�l�_�n�Z�d�l�b���j�m�o�m���Z�[�h���f�
�y�a�h�\�m���Z�d�l�b�\�g�•�k�l�v [29] 

�<�� �^�Z�g�•�c�� �j�h�[�h�l�•�� �i�j�h�i�h�g�m�}�l�v�k�y�� �j�h�a�j�h�[�d�Z�� �g�h�\�b�o�� �f�h�f�_�g�l�g�h-�d�m�f�m�e�y�g�l�g�b�o�� �f�h�^�_�e�_�c��
�k�l�Z�l�b�k�l�b�q�g�h�� �a�Z�e�_�`�g�b�o�� �Z�k�b�f�_�l�j�b�q�g�b�o�� �g�_�]�Z�m�k�h�\�b�o�� �\�b�i�Z�^�d�h�\�b�o�� �\�_�e�b�q�b�g���� �G�Z�� �h�k�g�h�\�•�� �p�b�o��
�f�h�^�_�e�_�c�� �k�l�\�h�j�_�g�•�� �g�h�\�•�� �f�_�l�h�^�b�� �\�b�y�\�e�_�g�g�y���k�b�]�g�Z�e�•�\ �a�� �\�b�d�h�j�b�k�l�Z�g�g�y�f�� �f�h�^�b�n�•�d�h�\�Z�g�h�]�h 
�f�h�f�_�g�l�g�h�]�h�� �d�j�b�l�_�j�•�x�� �y�d�h�k�l�•�� �i�_�j�_�\�•�j�d�b�� �k�l�Z�l�b�k�l�b�q�g�b�o�� �]�•�i�h�l�_�a [22�@���� �L�Z�d�•�� �f�_�l�h�^�b��
�\�•�^�j�•�a�g�y�x�l�v�k�y�� �\�•�^�� �•�k�g�m�x�q�b�o���� �\�b�d�h�j�b�k�l�h�\�m�x�l�v�� �[�Z�]�Z�l�h�\�b�f�•�j�g�•�� �f�h�f�_�g�l�g�h-�d�m�f�m�e�y�g�l�g�•��
�n�m�g�d�p�•�€�� �\�b�s�b�o�� �i�h�j�y�^�d�•�\��(HOS) �^�e�y�� �\�j�Z�o�m�\�Z�g�g�y���l�h�g�d�h�€�� �k�l�j�m�d�l�m�j�b���g�_�]�Z�m�k�h�\�b�o��
�d�h�j�_�e�v�h�\�Z�g�b�o���\�b�i�Z�^�d�h�\�b�o�� �i�j�h�p�_�k�•�\�����L�Z�d�b�c�� �i�•�^�o�•�^�� �[�m�^�_�� �\�b�d�h�j�b�k�l�Z�g�b�c�� �^�e�y�� �k�b�g�l�_�a�m��
�i�h�e�•�g�h�f�•�Z�e�v�g�b�o�� �k�l�h�o�Z�k�l�b�q�g�b�o�� �j�h�a�\�¶�y�a�m�\�Z�e�v�g�b�o�� �i�j�Z�\�b�e ���J�I���� �^�e�y���\�b�y�\�e�_�g�g�y�� �k�b�]�g�Z�e�•�\ �g�Z��
�n�h�g�•���d�h�j�_�e�v�h�\�Z�g�b���Z�k�b�f�_�l�j�b�q�g�b�o�� �g�_�]�Z�m�k�h�\�b�o���a�Z�\�Z�^. 
2. �:�^�Z�i�l�h�\�Z�g�g�b�c�� �f�h�f�_�g�l�g�b�c �d�j�b�l�_�j�•�c�� �y�d�h�k�l�•�� �i�j�b�c�g�y�l�l�y�� �j�•�r�_�g�v�� �^�e�y�� �i�h�[�m�^�h�\�b��
�i�h�e�•�g�h�f�•�Z�e�v�g�b�o�� �j�h�a�\�¶�y�a�m�\�Z�e�v�g�b�o�� �i�j�b�\�b�e. �G�_�o�Z�c�� �\�b�i�Z�^�d�h�\�•�� �k�b�]�g�Z�e�b���æ�:�P�; 
�k�i�h�k�l�_�j�•�]�Z�x�l�v�k�y���g�Z �•�g�l�_�j�\�Z�e�•�� �q�Z�k�m���:�r�á�6�;���� �G�_�h�[�o�•�^�g�h�� �j�h�a�j�h�[�b�l�b�� �Z�e�]�h�j�b�l�f�b�� �h�[�j�h�[�d�b��
�k�l�h�o�Z�k�l�b�q�g�b�o �i�j�h�p�_�k�•�\ �����W���� �^�e�y�� �� �i�j�b�c�g�y�l�l�y�� �j�•�r�_�g�g�y���� �k�l�h�o�Z�k�l�b�q�g�• �i�j�h�p�_�k�b �f�•�k�l�y�l�v��
�d�h�j�b�k�g�b�c�� �k�b�]�g�Z�e���O�:�P�; ���j�_�Z�e�•�a�m�}�l�v�k�y�� �]�•�i�h�l�_�a�Z���*�5���� �Z�[�h�� �d�h�j�b�k�g�b�c�� �k�b�]�g�Z�e�� �\�•�^�k�m�l�g�•�c�� �•��
�\�b�i�Z�^�d�h�\�• �i�j�h�p�_�k�b �æ�:�P�;���f�•�k�l�y�l�v���l�•�e�v�d�b���a�Z�\�Z�^�m���ß�:�P�; ���j�_�Z�e�•�a�m�}�l�v�k�y���]�•�i�h�l�_�a�Z���*�4�������^�_���æ�:�P�; 
L
�O�:�P�; 
E�ß�:�P�;, �ß�:�P�; 
F���k�l�Z�p�•�h�g�Z�j�g�b�c�� �d�h�j�_�e�v�h�\�Z�g�b�c �Z�k�b�f�_�l�j�b�q�g�b�c���g�_�]�Z�m�k�h�\�b�c���\�b�i�Z�^�d�h�\�b�c��
�i�j�h�p�_�k�����y�d�b�c���h�i�b�k�m�}�l�v�k�y �g�Z�[�h�j�h�f����D �l�Z����D �d�m�f�m�e�y�g�l�•�\���•���f�h�f�_�g�l�•�\�� 
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�;�m�^�_�f�h���\�\�Z�`�Z�l�b�����s�h���f�g�h�`�b�g�Z���f�h�f�_�g�l�•�\���i�j�b���j�_�Z�e�•�a�Z�p�•�€���]�•�i�h�l�_�a�b���*�5 �f�Z�l�b�f�_���\�b�]�e�y�^��
- �:�I �Ü

�:�é�;�á�I �Ü�á�Ý
�:���;�;�����Z���^�e�y���]�•�i�h�l�_�a�b���*�4 -�:�Q�Ü

�:�é�;�á�Q�Ü�á�Ý
�:���;�;�����^�_���^�Q�Ü

�:�é�;,�I �Ü
�:�é�;}  - ���'���f�h�f�_�g�l�b���\���f�h�f�_�g�l���q�Z�k�m��

�P�é�� �i�h�j�y�^�d�m���E �l�Z�� �^�^�Q�Ü�á�Ý
�:���;, �I �Ü�á�Ý

�:���;} - ���'�� �k�i�•�e�v�g�•�� �f�h�f�_�g�l�b�� �j�h�a�f�•�j�g�h�k�l�•���:�E�á�F�; �i�j�b�� �j�_�Z�e�•�a�Z�p�•�€��
�]�•�i�h�l�_�a�b�����*�4 �•���*�5 �\�•�^�i�h�\�•�^�g�h�� 

�G�Z���i�j�Z�d�l�b�p�•���•�g�h�^�•���a�j�m�q�g�•�r�_���h�i�j�Z�p�v�h�\�m�\�Z�l�b���g�_���g�_�i�_�j�_�\�g�b�c �k�b�]�g�Z�e�����Z���^�b�k�d�j�_�l�g�b�c�����<��
�p�v�h�f�m�� �\�b�i�Z�^�d�m�� �^�b�k�d�j�_�l�g�Z�� �\�b�[�•�j�d�Z�� �k�b�]�g�Z�e�m���æ�:�P�; �[�m�^�_�� �f�Z�l�b�� �\�b�^���„ 
L �<�T�5�á�x�T�6�á�å �á�T�á�= �\��
�f�h�f�_�g�l�b���q�Z�k�m �P�é �^�e�y���]�•�i�h�l�_�a�b �*�4 and �*�5 �g�Z�k�l�m�i�g�b�f���q�b�g�h�f: 

�*�Ü: �æ�é 
L �O�é�:�Ù�Þ�; 
E�ß�é�@�Û�Þ�á�ï�Ü�á�Ý
�:���;�A, 

�*�4: �æ�é 
L �ß�é�@�Û�Þ�á�ï�Ü�á�Ý
�:���;�A, �R
L �s�á�J. (7) 

�^�_ �O�é�:�Ù�Þ�; �± �d�h�j�b�k�g�b�c���k�b�]�g�Z�e�����y�d�b�c���h�i�b�k�m�}�l�v�k�y���i�Z�j�Z�f�_�l�j�Z�f�b���Ù�Þ, �ß�é�@�Û�Þ�á�ï�Ü�á�Ý
�:���;�A �± �g�_�]�Z�m�k�h�\�Z��

�\�b�i�Z�^�d�h�\�Z���\�_�e�b�q�b�g�Z���a���i�Z�j�Z�f�_�l�j�Z�f�b���m���n�h�j�f�•���g�Z�[�h�j�m���d�m�f�m�e�y�g�l�•�\���ï�Ü�á�Ý
�:���;, �G
L �s�á�ä. 

�<�•�^�i�h�\�•�^�g�h�� �^�h�� �d�e�Z�k�b�q�g�h�]�h�� �i�•�^�o�h�^�m���� �h�i�l�b�f�Z�e�v�g�b�c�� �;�Z�c�}�k�•�\�k�v�d�b�c�� �Z�e�]�h�j�b�l�f��
�\�b�y�\�e�_�g�g�y���k�b�]�g�Z�e�•�\�� �f�•�g�•�f�•�a�m�}�� �k�_�j�_�^�g�•�c���j�b�a�b�d���>��-���@���� �>�h�k�l�Z�l�g�y���k�l�Z�l�b�k�l�b�d�Z���� �y�d�Z���g�_�h�[�o�•�^�g�Z��
�^�e�y���i�_�j�_�\�•�j�d�b���]�•�i�h�l�_�a�b�����\�b�a�g�Z�q�Z�}�l�v�k�y���y�d���\�•�^�g�h�r�_�g�g�y���i�j�Z�\�^�h�i�h�^�•�[�g�h�k�l�•���•���f�Z�}���\�b�^ 

�É�:�„ �; 
L �2�:�„ ���*�5�;���2�:�„ ���*�4�;. (8) 
�Y�d���i�j�Z�\�b�e�h�����l�Z�d�_���\�•�^�g�h�r�_�g�g�y���i�j�Z�\�^�h�i�h�^�•�[�g�h�k�l�•���\���[�•�e�v�r�h�k�l�•���\�b�i�Z�^�d�•�\���•�g�l�_�j�i�j�b�l�m�}�l�v�k�y �^�e�y��
�g�h�j�f�Z�e�v�g�b�o���a�Z�d�h�g�•�\���j�h�a�i�h�^�•�e�m���s�•�e�v�g�h�k�l�•���c�f�h�\�•�j�g�h�k�l�•�����J�Z�a�h�f���a���l�b�f�����h�l�j�b�f�Z�g�g�y���j�h�a�\�¶�y�a�d�•�\��
�m���n�h�j�f�Z�l�•���j�•�\�g�y�g�g�y����8�����^�e�y���g�_�]�Z�m�k�h�\�b�o���d�h�j�_�e�v�\�Z�g�b�o���3�'�)���k�l�\�h�j�x�}���Z�e�]�h�j�b�l�f�•�q�g�•���l�j�m�^�g�h�s�•����
�i�h�\�¶�y�a�Z�g�•�� �a�� �g�_�\�b�a�g�Z�q�_�g�•�k�l�x�� �i�Z�j�Z�f�_�l�j�•�\�� �3�'�)���� �l�_�o�g�•�q�g�h�x�� �k�d�e�Z�^�g�•�k�x�� �€�o�� �j�_�Z�e�•�a�Z�p�•�€�����H�l�`�_����
�i�h�l�j�•�[�g�•���Z�e�v�l�_�j�g�Z�l�b�\�g�•���i�•�^�o�h�^�b�����s�h�[���h�[�•�c�l�b���p�•���i�j�h�[�e�_�f�b�����H�^�b�g���•�a���l�Z�d�b�o���Z�e�v�l�_�j�g�Z�l�b�\�g�b�o��
�i�•�^�o�h�^�•�\�� �f�h�`�_�� �i�h�e�y�]�Z�l�b�� �m�� �\�b�j�Z�`�_�g�g�•�� �\�•�^�g�h�r�_�g�g�y�� �i�j�Z�\�^�h�i�h�^�•�[�g�h�k�l�•, �y�d�� �k�l�_�i�_�g�_�\�h�€��
�i�h�e�•�g�h�f�•�Z�e�v�g�h�€���n�m�g�d�p�•�€���>6, 19-25]. 

�I�j�b�i�m�k�l�b�f�h���� �s�h�� �\�•�^�g�h�r�_�g�g�y�� �i�j�Z�\�^�h�i�h�^�•�[�g�h�k�l�•�� ��8���� �}���g�_�i�_�j�_�j�\�g�h�x�� �n�m�g�d�p�•�}�x�� �l�Z��
�f�h�`�_���[�m�l�b���i�j�_�^�k�l�Z�\�e�_�g�h �y�d���k�l�h�o�Z�k�l�b�q�g�b�c���k�l�_�i�_�g�_�\�b�c���i�h�e�•�g�h�f���k�l�_�i�•�g�y���V���^�e�y���\�b�i�Z�^�d�h�\�b�o��
�\�b�[�•�j�h�d���T�é: 

�É�:�T�5�á�T�6�á�x�ä�ä�ä�á�T�á�; 
L �G�4 
E�Ã �Ã �G�Ü�é�ö�Ü�:�T�é�;
�á
�é�@�5

�f
�Ü�@�5 ,  (9) 

�^�_�� �n�m�g�d�p�•�€���ö�Ü�:�T�é�;���i�j�_�^�k�l�Z�\�e�y�x�l�v�� �i�_�j�_�l�\�h�j�_�g�g�y�� �\�b�[�•�j�d�h�\�b�o�� �a�g�Z�q�_�g�v���T�é���� �y�d�•�� �f�h�`�m�l�v��
�\�d�e�x�q�Z�l�b�� �k�l�_�i�_�g�_�\�•�� �Z�[�h�� �l�j�b�]�h�g�h�f�_�l�j�b�q�g�•�� �n�m�g�d�p�•�€���� �D�h�_�n�•�p�•�}�g�l�b���G�Ü�é �l�Z �G�4 �}�� �g�_�\�•�^�h�f�b�f�b��
�i�Z�j�Z�f�_�l�j�Z�f�b�����h�[�j�Z�g�b�f�b���g�Z���h�k�g�h�\�•���\�•�^�i�h�\�•�^�g�h�]�h���d�j�b�l�_�j�•�x���y�d�h�k�l�•�����D�j�•�f���l�h�]�h�����y�d�s�h���n�m�g�d�p�•�€��
�ö�Ü�:�T�é�;�� �}�� �e�•�g�•�c�g�h�� �g�_�a�Z�e�_�`�g�b�f�b�� �•�� �m�l�\�h�j�x�x�l�v�� �[�Z�a�b�k���� �l�h�^�• �^�e�y�� �r�b�j�h�d�h�]�h�� �d�e�Z�k�m�� �n�m�g�d�p�•�c��
�É�:�„ �; 
L �B�:�T�5�á�T�6�á�x�ä�ä�ä�á�T�á�;���j�h�a�d�e�Z�^�Z�g�g�y���m���\�b�]�e�y�^�•���j�y�^�m����9) �}���f�h�`�e�b�\�b�f. 
�G�Z�� �i�j�Z�d�l�b�p�•�� �a�Z�f�•�k�l�v�� �g�_�k�d�•�g�q�_�g�g�b�o�� �j�y�^�•�\�� ��9���� �\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y�� �i�h�e�•�g�h�f�b�� �a�•�� �k�d�•�g�q�_�g�g�b�f��
�q�b�k�e�h�f���^�h�^�Z�g�d�•�\ s. �L�h�^�•���\�b�j�Z�a����9�����i�j�b���k�l�_�i�_�g�_�\�h�f�m���i�_�j�_�l�\�h�j�_�g�g�•���\�b�[�•�j�d�h�\�b�o���a�g�Z�q�_�g�v���T�é 
�i�j�b�c�f�_���\�b�^ �k�l�_�i�_�g�_�\�h�]�h���k�l�h�o�Z�k�l�b�q�g�h�]�h���i�h�e�•�g�h�f�Z���k�l�_�i�_�g�y��s: 

�É�:�„ �; 
L �Ã �Ã �G�Ü�é
�æ
�Ü�@�5

�á
�é�@�5 �T�é�Ü
E�G�4, (10) 

�^�_�� �h�i�l�b�f�Z�e�v�g�•�� �d�h�_�n�•�p�•�}�g�l�b���G�Ü�é �l�Z �G�4 �l�Z�d�h�]�h�� �J�I�� �f�Z�x�l�v�� �\�b�a�g�Z�q�Z�l�b�k�y�� �a�]�•�^�g�h�� �a�Z�^�Z�g�h�]�h��
�d�j�b�l�_�j�•�x�� �y�d�h�k�l�•���� �<�� �y�d�h�k�l�•�� �d�j�b�l�_�j�•�y�� �i�_�j�_�\�•�j�d�b�� �k�l�Z�l�b�k�l�b�q�g�b�o�� �]�•�i�h�l�_�a�� �h�[�j�Z�g�b�c��
�f�h�^�b�n�•�d�h�\�Z�g�b�c �f�h�f�_�g�l�g�b�c�� �d�j�b�l�_�j�•�c�� �y�d�h�k�l�•��[22]���� �y�d�b�c�� �\�j�Z�o�h�\�m�}�� �k�l�Z�l�b�k�l�b�q�g�•�� �a�\�¶�y�a�d�b��
�\�b�[�•�j�d�h�\�b�o���a�g�Z�q�_�g�v: 

�-�Q�:�' �á�) �; 
L
�À�, �>�
 �?�>�À�-�>�
 �?

�:�¾�-�>�
 �?�?�¾�, �>�
 �?�;�.
 . (11) 

�D�j�b�l�_�j�•�c �-�Q�:�' �á�) �; (11) �\�b�a�g�Z�q�Z�}���y�d�•�k�g�•���o�Z�j�Z�d�l�_�j�b�k�l�b�d�b���i�j�b�c�g�y�l�l�y���j�•�r�_�g�v���J�I����10).  �P�_�c��
�d�j�b�l�_�j�•�c���[�m�^�_�f�h���g�Z�a�b�\�Z�l�b���©�F�h�^�b�n�•�d�h�\�Z�g�b�c �f�h�f�_�g�l�g�b�c���d�j�b�l�_�j�•�c���y�d�h�k�l�•���\�_�j�o�g�•�o���]�j�Z�g�b�p�v��
�c�f�h�\�•�j�g�h�k�l�_�c���i�h�f�b�e�h�d�ª���Z�[�h���d�h�j�h�l�d�h���d�j�b�l�_�j�•�}�f���©Ku�ª.  

�H�k�d�•�e�v�d�• �a�g�Z�q�_�g�g�y�� �k�l�h�o�Z�k�l�b�q�g�h�]�h�� �i�h�e�•�g�h�f�•�Z�e�v�g�h�]�h�� �J�I�� ��10���� �}�� �\�b�i�Z�^�d�h�\�b�f�b���� �l�h�^�• 
�o�Z�j�Z�d�l�_�j�b�k�l�b�d�Z�f�b���l�Z�d�h�]�h���J�I���[�m�^�m�l�v���f�Z�l�_�f�Z�l�b�q�g�_���k�i�h�^�•�\�Z�g�g�y���' �4�:�æ�á�;, �' �5�:�æ�á�; �l�Z���^�b�k�i�_�j�k�•�y��
�
 �4�:�q�l�;�á�
 �5�:�q�l�; �i�j�b���]�•�i�h�l�_�a�•���� �4 �l�Z���� �5���\�•�^�i�h�\�•�^�g�h: 

�' �4�:�æ�á�; 
L �Ã �Ã �G�Ü�é�Q�Ü
�:�é�;�á

�é�@�5
�æ
�Ü�@�5 , �' �5�:�æ�á�; 
L �Ã �Ã �G�Ü�é�I �Ü

�:�é�;�á
�é�@�5

�æ
�Ü�@�5 , (12) 
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�
 �4�:�q�l�; 
L �Ã �Ã �Ã �Ã �G�Ü�é
�l
�i �@�5

�l
�t�@�5 �G�Ý�é�	�:�Ü�á�Ý�;

�:�¤�; �:�� �å�;
�q
�h�@�5

�q
�g�@�q , �N
L �r�á�s, (13) 

�^�_ �	�:�Ü�á�Ý�;
�:�¤�; �:�� �4�; 
L �Q�:�Ü�á�Ý�;

�:���; 
F �Q�Ü
�:�é�;�Q�Ý

�:�Þ�;, ���������	�:�g�á�h�;
�:�¤�; �:�� �5�; 
L �I �:�Ü�á�Ý�;

�:���; 
F �I �Ü
�:�é�;�I �Ý

�:�Þ�;, 
�•�� �d�h�_�n�•�p�•�}�g�l���G�4 �[�m�^�_���\�b�a�g�Z�q�Z�l�b�k�y���y�d���k�_�j�_�^�g�}���f�Z�l�_�f�Z�l�b�q�g�b�o �k�i�h�^�•�\�Z�g�v �' �4�:�æ�á�;, �' �5�:�æ�á�; �i�j�b��
�]�•�i�h�l�_�a�•���� �4 �l�Z���� �5���\�•�^�i�h�\�•�^�g�h: 

�G�4 
L 
F
�5

�6

k�' �4�:�æ�á�; 
E�' �5�:�æ�á�;
o
L 
F

�5

�6
�Ã �Ã �G�Ü�é�:�I �Ü

�é 
E�Q�Ü
�é�;�á

�é�@�5
�æ
�Ü�@�5 �á (14)  

�<�•�^�f�•�l�b�f�h���� �s�h�� �l�h�g�d�Z�� �k�l�j�m�d�l�m�j�Z�� �^�h�k�e�•�^�`�m�\�Z�g�b�o�� �g�_�]�Z�m�k�h�\�b�o�� �i�j�h�p�_�k�•�\�� �h�i�b�k�m�}�l�v�k�y��
�i�h�k�e�•�^�h�\�g�•�k�l�x���f�h�f�_�g�l�•�\���•���d�m�f�m�e�y�g�l�•�\���\�b�s�b�o���i�h�j�y�^�d�•�\����1D, HOS�������Z���k�l�Z�l�b�k�l�b�q�g�•���a�\�¶�y�a�d�b��
�\�b�[�•�j�d�h�\�b�o���a�g�Z�q�_�g�v���[�Z�]�Z�l�h�f�•�j�g�b�f�b���d�m�f�m�e�y�g�l�Z�f�b����2D). 

�I�h�d�Z�a�Z�g�h���� �s�h�� �f�•�g�•�f�m�f�� �d�j�b�l�_�j�•�x���-�Q�:�' �á�) �; (11���� �a�Z�[�_�a�i�_�q�m�}�� �f�•�g�•�f�m�f�� �k�m�f�b��
�c�f�h�\�•�j�g�h�k�l�_�c�� �i�h�f�b�e�h�d�� �i�_�j�r�h�]�h�� �•�� �^�j�m�]�h�]�h�� �j�h�^�m�� �J�I�� ��10������ �<�� �p�v�h�f�m�� �\�b�i�Z�^�d�m�� �h�i�l�b�f�Z�e�v�g�•��
�d�h�_�n�•�p�•�}�g�l�b�� �J�I�� ��10) �G�Ü�é �l�Z���G�4 �i�h�\�b�g�g�•�� �[�m�l�b�� �l�Z�d�b�f�b���� �s�h�[�� �f�•�g�•�f�•�a�m�\�Z�l�b�� �d�j�b�l�_�j�•�c�� �y�d�h�k�l�•��
�-�Q�:�' �á�) �; (11�����•���\�b�a�g�Z�q�Z�x�l�v�k�y���a���g�Z�k�l�m�i�g�h�€���k�b�k�l�_�f�b���j�•�\�g�y�g�v 

�Ã �G�Ü�é�@�(�Ü�á�Ý
�:���;�:�� �4�; 
E�(�Ü�á�Ý

�:���;�:�� �5�;�A
�q
�h�@�5 
L �I �Ü

�:�é�; 
F �Q�Ü
�:�é�;, �R
L �s�á�J, �E
L �s�á�O�ä (15) 

�J�h�a�\�¶�y�a�h�d�� �^�Z�g�h�€�� �k�b�k�l�_�f�b�� �j�•�\�g�y�g�v�� ����5���� �g�_�� �}�� �l�j�b�\�•�Z�e�v�g�b�f���� �^�_�� �a�Z�k�l�h�k�h�\�m�x�l�v�k�y�� �q�b�k�_�e�v�g�•��
�f�_�l�h�^�b�� �i�j�b�� �\�b�d�h�j�b�k�l�Z�g�g�•�� �^�h�i�h�g�_�g�g�y�� �R�m�j�Z�� �^�h�� �[�e�h�q�g�h�€�� �f�Z�l�j�b�p�•��[30]. �H�d�j�•�f�� �l�h�]�h����2D 
�k�i�•�e�v�g�•���f�h�f�_�g�l�b���Q�:�Ü�á�Ý�;

�:���;  �l�Z �I �:�Ü�á�Ý�;
�:���;  �\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y���^�e�y���\�b�a�g�Z�q�_�g�g�y���d�h�j�_�e�y�p�•�c�g�h�€���f�Z�l�j�b�p�•��

�•�a���a�Z�^�Z�g�h�x���n�m�g�d�p�•�}�x���d�h�j�_�e�y�p�•�€���é�:���;: 

�é�:���; 
L

�É

�Ç

�s �é�:���-�á�. �; �ä�ä�ä �é�:���-�á�Ù�;

�é�:���.�á�-�; �s �ä�ä�ä �é�:���.�á�Ù�;

�ä�ä�ä �ä�ä�ä �ä�ä�ä �ä�ä�ä
�é�:���Ù�á�-�; �é�:���Ù�á�. �; �ä�ä�ä �s �Ì

�Ê. (16) 

�>�e�y���i�j�h�\�_�^�_�g�g�y���^�h�k�e�•�^�`�_�g�v���[�m�e�b���\�b�d�h�j�b�k�l�Z�g�g�•���j�•�a�g�•���d�h�j�_�e�y�p�•�c�g�•���n�m�g�d�p�•�€ �����������y�d�•��
�f�Z�x�l�v�� �f�•�k�p�_�� �\�� �[�Z�]�Z�l�v�h�o�� �i�j�b�d�e�Z�^�g�b�o�� �a�Z�^�Z�q�Z�o��[6]���� �G�Z�i�j�b�d�e�Z�^���� �^�e�y�� �_�d�k�i�h�g�_�g�p�•�c�g�h�€��
�d�h�j�_�e�y�p�•�c�g�h�€���n�m�g�d�p�•�€���a�g�Z�q�_�g�g�y���é�:���; �i�j�b�c�f�_���\�b�^�� 

�é
�:���á�á�Ö�; 
L �A�?�º���ç�á�?�ç�Ö��, �^�_ �ì�é�á�Þ �± �q�Z�k���d�h�j�_�e�y�p�•�€, A �± �f�Z�k�r�l�Z�[�m�x�q�b�c���d�h�_�n�•�p�•�}�g�l. 

�<�b�a�g�Z�q�_�g�g�y�� ���� �<�b�a�g�Z�q�b�f�h�� �n�m�g�d�p�•�h�g�Z�e���-�Q�:�' �á�) �;���y�d�� �f�h�f�_�g�l�g�b�c�� �d�j�b�l�_�j�•�c�� �y�d�h�k�l�•��
�i�j�b�c�g�y�l�l�y�� �j�•�r�_�g�v�� �m�� �\�b�]�e�y�^�•�� �J�I�� ������������ �I�j�b�i�m�k�l�b�f�h���� �s�h�� �h�i�l�b�f�Z�e�v�g�•�� �d�h�_�n�•�p�•�}�g�l�b���J�I 
�G�4���:�s�v�;���Õ�Ã���G�Ü�é (15)���� �y�d�•�� �f�•�g�•�f�•�a�m�x�l�v�� �i�j�Z�\�m�� �q�Z�k�l�b�g�m�� ����1), �\�b�a�g�Z�q�Z�x�l�v �p�_�c�� �d�j�b�l�_�j�•�c���� �y�d�b�c��
�g�Z�a�b�\�Z�}�l�v�k�y���©�F�h�^�b�n�•�d�h�\�Z�g�b�c���f�h�f�_�g�l�g�b�c���d�j�b�l�_�j�•�c���y�d�h�k�l�•���\�_�j�o�g�•�o���]�j�Z�g�b�p�v���c�f�h�\�•�j�g�h�k�l�_�c��
�i�h�f�b�e�h�d���^�e�y���i�_�j�_�\�•�j�d�b���k�l�Z�l�b�k�l�b�q�g�b�o���]�•�i�h�l�_�a�ª���F�_�g�r�_���a�g�Z�q�_�g�g�y���d�j�b�l�_�j�•�x������1���� �k�\�•�^�q�b�l�v��
�i�j�h���f�_�g�r�_���a�g�Z�q�_�g�g�y���k�m�f�b���c�f�h�\�•�j�g�h�k�l�_�c���i�h�f�b�e�h�d���i�_�j�r�h�]�h���•���^�j�m�]�h�]�h �J�I (10). 

�<�e�Z�k�l�b�\�•�k�l�v 1. �Y�d�s�h�� �h�i�l�b�f�Z�e�v�g�•�� �d�h�_�n�•�p�•�}�g�l�b���J�I (10���� �\�b�a�g�Z�q�Z�x�l�v�k�y��
�j�h�a�\�¶�y�a�m�\�Z�g�g�y�f���k�b�k�l�_�f�b���Z�e�]�_�[�j�Z�€�q�g�b�o���j�•�\�g�y�g�v���������������l�h�^�• �\�h�g�b���a�Z�^�h�\�h�e�v�g�y�x�l�v���m�f�h�\�• 

�+�x�V�Q
L �Ã �Ã �G�Ü�é�G�Ý�é�B�(�Ü�á�Ý
�:���;�:�� �4�; 
E�(�Ü�á�Ý

�:���;�:�� �5�;�C
�æ
�Ü�@�5

�á
�é�@�5 
L �Ã �Ã �G�Ü�é

�æ
�Ü�@�5 �@�I �Ü

�:�é�; 
F �Q�Ü
�:�é�;�A���á

�é�@�5 ,  (17) 

�F
L �s�á�O.  

�<�b�a�g�Z�q�_�g�g�y 2. �<�b�a�g�Z�q�b�f�h �\�_�e�b�q�b�g�m �+�x�V�Q (17) �y�d���a�g�Z�q�_�g�g�y �^�h�[�m�l�h�€���•�g�n�h�j�f�Z�p�•�€���i�j�h��
�j�h�a�j�•�a�g�_�g�g�y�� �]�•�i�h�l�_�a���� �4 �l�Z���� �5�� �•�a �\�b�[�•�j�d�b �j�h�a�f�•�j�h�f n �i�j�b �\�b�d�h�j�b�k�l�Z�g�g�• �k�l�h�o�Z�k�l�b�q�g�h�]�h��
�i�h�e�•�g�h�f�•�Z�e�v�g�h�]�h���J�I (10) �k�l�_�i�_�g�• s. 

�<�e�Z�k�l�b�\�•�k�l�v�� ����  �>�e�y�� �d�h�_�n�•�p�•�}�g�l�•�\���� �\�b�a�g�Z�q�_�g�b�o�� �•�a�� �k�b�k�l�_�f�b�� �j�•�\�g�y�g�v�� ������������ �a�g�Z�q�_�g�g�y��
�d�j�b�l�_�j�•�x�� �y�d�h�k�l�•���-�Q�:�' �á�) �; (11���� �h�[�_�j�g�_�g�h�� �i�j�h�i�h�j�p�•�c�g�h�� �d�•�e�v�d�h�k�l�•�� �^�h�[�m�l�h�€�� �•�g�n�h�j�f�Z�p�•�€�� �i�j�h��
�j�h�a�j�•�a�g�_�g�g�y�� �]�•�i�h�l�_�a���� �4 �l�Z���� �5�� �•�a�� �\�b�[�•�j�d�b�� �j�h�a�f�•�j�h�f��n �i�j�b�� �\�b�d�h�j�b�k�l�Z�g�g�•�� �k�l�h�o�Z�k�l�b�q�g�h�]�h��
�i�h�e�•�g�h�f�•�Z�e�v�g�h�]�h���J�I�������������k�l�_�i�_�g�•��s �•���\�b�j�Z�`�Z�}�l�v�k�y���g�Z�k�l�m�i�g�b�f���q�b�g�h�f�� 

�+�x�V�Q
L
�5

�Ä�è�:�¾�á�À�;

L �Ã �Ã �G�Ü�é

�á
�é�@�5

�æ
�Ü�@�5 �@�I �Ü

�:�é�; 
F �Q�Ü
�:�é�;�A. (18) 
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�A�g�Z�q�_�g�g�y���-�Q�:�' �á�) �; �l�Z���+�x�V�Q �f�h�`�_�� �[�m�l�b�� �\�b�d�h�j�b�k�l�Z�g�h���^�e�y�� �h�p�•�g�d�b�� �_�n�_�d�l�b�\�g�h�k�l�•��
�k�b�g�l�_�a�h�\�Z�g�b�o���i�h�e�•�g�h�f�•�Z�e�v�g�b�o���J�I. 
3. �K�b�g�l�_�a�� �i�h�e�•�g�h�f�•�Z�e�v�g�b�o�� �Z�e�]�h�j�b�l�f�•�\�� �\�b�y�\�e�_�g�g�y�� �k�b�]�g�Z�e�•�\�� �g�Z�� �n�h�g�•�� �d�h�j�_�e�v�h�\�Z�g�b�o��
�Z�k�b�f�_�l�j�b�q�g�b�o���g�_�]�Z�m�k�h�\�b�o�� �a�Z�\�Z�^. �G�_�o�Z�c�� �\�o�•�^�g�b�c�� �k�b�]�g�Z�e���æ�:�P�; �k�d�e�Z�^�Z�}�l�v�k�y�� �a�� �d�h�j�b�k�g�h�]�h��
�k�b�]�g�Z�e�m���= �l�Z���a�Z�\�Z�^�b���ß�:�P�;���•���k�i�h�k�l�_�j�•�]�Z�}�l�v�k�y���\���•�g�l�_�j�\�Z�e�•���q�Z�k�m���>�r�á ���? 

�æ�:�P�; 
L �=
E�ß�:�P�;, (19) 
�^�_���ß�:�P�; - �d�h�j�_�e�v�h�\�Z�g�Z���k�l�Z�p�•�h�g�Z�j�g�Z���g�_�]�Z�m�k�h�\�Z���a�Z�\�Z�^�Z���a���g�m�e�v�h�\�b�f���k�_�j�_�^�g�•�f���•���^�b�k�i�_�j�k�•�}�x���ï�6���•��
�h�i�b�k�m�}�l�v�k�y���i�h�k�e�•�^�h�\�g�•�k�l�x�����'���•�����'���f�h�f�_�g�l�•�\���•���d�m�f�m�e�y�g�l�•�\. 
�I�j�_�^�k�l�Z�\�b�f�h���^�b�k�d�j�_�l�b�a�h�\�Z�g�b�c���k�b�]�g�Z�e���æ�:�P�;�� �y�d���a�g�Z�q�_�g�g�y���„ 
L �<�T�5�á�x�T�6�á�å �á�T�á�=  �\�� �f�h�f�_�g�l�b��
�q�Z�k�m���P�é �^�e�y���]�•�i�h�l�_�a�b �*�Ü (�E
L �r�á�s) �\���g�Z�k�l�m�i�g�•�c���n�h�j�f�•: 

�*�5: �T�é 
L �=
E�ß�é�@�Û�Þ�á�ï�Ü�á�Ý
�:���;�A, 

�*�4: �T�é 
L �ß�é�@�Û�Þ�á�ï�Ü�á�Ý
�:���;�A, �R
L �s�á�J. (20) 

�J�h�a�]�e�y�g�_�f�h���i�h�e�•�g�h�f�•�Z�e�v�g�_���J�I �^�e�y���k�l�_�i�_�g�•���V� ���� �I�h�d�Z�a�Z�g�h�����s�h �Z�e�]�h�j�b�l�f���\�b�y�\�e�_�g�g�y��
�k�b�]�g�Z�e�m�� �\�� �d�h�j�_�e�v�h�\�Z�g�h�f�m�� �g�_�]�Z�m�k�h�\�h�f�m�� �r�m�f�•�� �a�� �\�b�d�h�j�b�k�l�Z�g�g�y�f�� �J�I�� ���������� �a�Z�� �i�_�j�r�b�f��
�k�l�_�i�_�g�_�f���i�h�e�•�g�h�f�Z���V� �����f�Z�}���\�b�]�e�y�^ 

�Ã �#�é
�á
�é�@�5 �@�T�é 
F

�Ô

�6
�A

�*�5

P

O
�*�4

�r, (21) 

�^�_���#�é - �\�b�a�g�Z�q�g�b�d�����y�d�b�c���h�l�j�b�f�m�}�l�v�k�y���a���û�5�����d�h�e�b��v -�c���k�l�h�\�i�_�p�v���a�Z�f�•�g�x�}�l�v�k�y���h�^�b�g�b�p�y�f�b�����Z��
�û�5���\�b�a�g�Z�q�Z�}�l�v�k�y���a���\�b�j�Z�a�m 

�Â�5 
L �@�A�P�[ �(�:�5�á�5�;
�:���; �[ 
L �@�A�P�.�é�:���á�á�Ö�;�.�á �R�á�G
L �s�á�J, (22) 

�^�_ �(�:�Ü�á�Ý�;
�:���; 
L �(�:�Ü�á�Ý�;

�:���; �:�*�4�; 
E�(�:�Ü�á�Ý�;
�:���; �:�*�5�;. 

�Y�d�� �\�`�_�� �\�•�^�a�g�Z�q�Z�e�h�k�y���� �_�n�_�d�l�b�\�g�•�k�l�v�� �k�b�g�l�_�a�h�\�Z�g�b�o�� �J�I�� �f�h�`�_�� �h�p�•�g�x�\�Z�l�b�k�y�� �a�Z�� �^�\�h�f�Z��
�o�Z�j�Z�d�l�j�b�k�l�b�d�Z�f�b��- �-�Q�:�' �á�) �;���:�s�s�; �l�Z���+�x�V�Q ������������ �I�h�d�Z�a�Z�g�h���� �s�h��� �̂e�y�� �h�l�j�b�f�Z�g�h�]�h���J�I�� ����������
�d�•�e�v�d�•�k�l�v���^�h�[�m�l�h�€���•�g�n�h�j�f�Z�p�•�€���i�j�h���j�h�a�j�•�a�g�_�g�g�y���]�•�i�h�l�_�a���*�4, �*�5���f�Z�}���\�b�^ 

�+�5 
L
�ä

�| �-
�Ã �#�é

�á
�é�@�5  (23) 

�•�� �}�� �h�[�_�j�g�_�g�h�x�� �\�_�e�b�q�b�g�h�x�� �^�h�� �d�j�b�l�_�j�•�x�� �y�d�h�k�l�•�� �i�j�b�c�g�y�l�l�y�� �j�•�r�_�g�y���-�Q�:�' �á�) �;���:�s�s�;���� �^�_���M
L
�=�6 �ï�6�¤  �± �\�•�^�g�h�r�_�g�g�y���k�b�]�g�Z�e���r�m�f����SNR - signal-to-noise ratio). 

�E�_�]�d�h���i�h�d�Z�a�Z�l�b�����s�h���^�e�y���k�l�Z�p�•�h�g�Z�j�g�h�]�h���k�l�Z�l�b�k�l�b�q�g�h���g�_�a�Z�e�_�`�g�h�]�h���i�j�h�p�_�k�m�����d�h�e�b���g�_��
�\�j�Z�o�h�\�m�x�l�v�k�y��2D �f�h�f�_�g�l�b�� �l�Z�� �d�m�f�m�e�y�g�l�b�� �^�e�y�� �h�i�b�k�m�� �\�b�i�Z�^�d�h�\�b�o�� �\�_�e�b�q�b�g���� �a�g�Z�q�_�g�g�y��
�d�j�b�l�_�j�•�x���-�Q�:�' �á�) �; �i�_�j�_�l�\�h�j�x�}�l�v�k�y���\���g�Z�k�l�m�i�g�m���n�h�j�f�m  

�-�Q�5�:�' �á�) �; 
L �t �J�M�¤ , (24) 
�Z���J�I��(21) �l�j�Z�g�k�n�h�j�f�m�}�l�v�k�y���\���^�h�[�j�_���\�•�^�h�f�_���e�•�g�•�c�g�_���d�e�Z�k�b�q�g�_���i�j�Z�\�b�e�h���\�b�^�m�� 

�5

�á
�Ã �T�é 
F

�Ô

�6
�á
�é�@�5

�*�5

P

O
�*�4

�r. (25) 

�<�•�^�f�•�l�b�f�h���� �s�h�� �h�l�j�b�f�Z�g�b�c�� �j�_�a�m�e�v�l�Z�l�� �m�� �\�b�]�e�y�^�•�� �e�•�g�•�c�g�h�]�h�� �J�I�� ���������� �g�_�� �\�j�Z�o�h�\�m�}��
�g�_�]�Z�m�k�h�\�b�c �j�h�a�i�h�^�•�e���\�b�i�Z�^�d�h�\�h�]�h���i�j�h�p�_�k�m�����h�k�d�•�e�v�d�b���^�e�y���c�h�]�h���h�i�b�k�m���\�b�d�h�j�b�k�l�h�\�m�\�Z�e�b�k�y��
�e�b�r�_���i�_�j�r�•���^�\�Z���i�h�q�Z�l�d�h�\�•���f�h�f�_�g�l�b���� 

�A�[�•�e�v�r�b�f�h�� �k�l�_�i�•�g�v�� �i�h�e�•�g�h�f�Z�� �J�I�� ���������� �^�h�� �V� ���� �L�h�^�•�� �J�I�� �[�m�^�_�� �g�_�e�•�g�•�c�g�b�f�� �•�� �\��
�a�Z�]�Z�e�v�g�h�f�m���\�b�i�Z�^�d�m���f�Z�l�b�f�_���\�b�]�e�y�^ 



�<���<�����I�Z�e�Z�]�•�g�����>���H���K�f�•�j�g�h�\ 
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�Ã �G�5�é�T�é 
E�Ã �G�6�é�T�é�6 
E�G�4

�*�5

P

O
�*�4

�á
�é�@�5 �r�á

�é�@�5 , (26) 

�^�_���h�i�l�b�f�Z�e�v�g�•���d�h�_�n�•�p�•�}�g�l�b���G�Ü�é �\�b�a�g�Z�q�Z�x�l�v�k�y���•�a���k�b�k�l�_�f�b���j�•�\�g�y�g�v�������������•���f�Z�x�l�v���g�Z�k�l�m�i�g�b�c��
�\�b�]�e�y�^ 

�G�5�é 
L
�»�á

�ñ�.
�á �R
L �s�á�J, �G�6�é 
L

�¼�á
�ñ�.

�á �R
L �J
E�s�á�x�t�J, (27) 

�^�_���$�é �± �\�b�a�g�Z�q�g�b�d���� �y�d�b�c�� �h�l�j�b�f�Z�g�b�c�� �a�� �\�b�a�g�Z�q�g�b�d�Z���Â�6���� �d�h�e�b���R -�c�� �k�l�h�\�[�_�p�v��(�R 
L �s�á �J) 
�a�Z�f�•�g�_�g�b�c�� �g�Z�� �•�g�r�b�c�� �a�•�� �a�g�Z�q�_�g�g�y�f�b���:�M�4�ä�9�á �M�4�ä�9�á �å �á �M�4�ä�9 �M�á �M�á �å �á �M�;, �%�é �± �\�b�a�g�Z�q�g�b�d���� �y�d�b�c��
�\�b�a�g�Z�q�Z�}�l�v�k�y���i�h�^�•�[�g�b�f���q�b�g�h�f �^�e�y �R 
L �J 
E �s�á �x�t�J �����^�_���Â�6 �f�Z�}���\�b�^ 

�Â�6 
L �@�A�P�n
�[ �(�5�á�5


k���á�á�Ö
o�[ �[ �(�5�á�6

k���á�á�Ö
o�[

�[ �(�6�á�5

k���á�á�Ö
o�[ �[ �(�6�á�6


k���á�á�Ö
o�[
�n, �R�á�G
L �s�á�J. (28) 

�I�h�d�Z�a�Z�g�h�����s�h���\���p�v�h�f�m���\�b�i�Z�^�d�m���a�Z�]�Z�e�v�g�b�c���\�b�^���i�h�j�h�]�h�\�h�]�h���d�h�_�n�•�p�•�}�g�l�Z���G�4 �J�I��(26) 
�^�e�y���h�l�j�b�f�Z�g�b�o���d�h�_�n�•�p�•�}�g�l�•�\���G�5�é and �G�6�é �j�h�a�j�Z�o�h�\�m�}�l�v�k�y���y�d 

�G�4 
L 
F
�5

�6�ñ�.
�Ã 
k�M�4�ä�9�$�é 
E�%�é�:�M
E�s�;
o�á

�é�@�5 . (29) 

�I�h�d�Z�a�Z�g�h���� �s�h�� �g�_�e�•�g�•�c�g�_�� �J�I�� ���������� �\�j�Z�o�h�\�m�}�� �o�Z�j�Z�d�l�_�j�b�k�l�b�d�b�� �d�h�j�_�e�v�h�\�Z�g�h�]�h��
�g�_�]�Z�m�k�h�\�h�]�h���i�j�h�p�_�k�m���m���n�h�j�f�•���d�h�_�n�•�p�•�}�g�l�•�\���Z�k�b�f�_�l�j�•�€���Û�7 �l�Z���k�i�•�e�v�g�b�o���d�m�f�m�e�y�g�l�•�\���ï�Ü�á�Ý

�:���;�á �E�á �F 
L

�s�á�t. 
�A�g�Z�q�_�g�g�y���^�h�[�m�l�h�€���•�g�n�h�j�f�Z�p�•�€���a���\�b�[�•�j�d�h�\�b�o���a�g�Z�q�_�g�v���i�j�h���j�h�a�j�•�a�g�_�g�g�y���]�•�i�h�l�_�a�����*�4, �*�5 

�i�j�b���\�b�d�h�j�b�k�l�Z�g�g�•���J�I�������������\�b�a�g�Z�q�Z�}�l�v�k�y���y�d 

�+�6 
L
�5

�ñ�.
�Ã �:�M�4�ä�9�$�é 
E�M�%�é�;

�á
�é�@�5 . (30) 

�<�•�^�f�•�l�b�f�h�����s�h���f�h�`�e�b�\�b�c���k�b�g�l�_�a �g�_�e�•�g�•�c�g�b�o �i�h�e�•�g�h�f�•�Z�e�v�g�b�o �J�I���[�•�e�v�r�b�o �k�l�_�i�•�g�•�\����
�^�_���[�m�^�m�l�v���\�j�Z�o�h�\�Z�g�•���f�h�f�_�g�l�b���l�Z���d�m�f�m�e�y�g�l�b���\�b�s�b�o���i�h�j�y�^�d�•�\�� �<���p�v�h�f�m���\�b�i�Z�^�d�m���i�h�l�j�•�[�g�h��
�a�g�Z�o�h�^�b�l�b�� �d�h�f�i�j�h�f�•�k�� �f�•�`�� �a�[�•�e�v�r�_�g�g�y�f�� �_�n�_�d�l�b�\�g�h�k�l�•�� �k�b�g�l�_�a�h�\�Z�g�b�o�� �J�I���� �m�k�d�e�Z�^�g�_�g�g�y�f��
�h�[�q�b�k�e�x�\�Z�e�v�g�b�o���i�j�h�p�_�k�•�\�� �l�Z�� �a�\�m�`�_�g�g�y�f�� �h�[�e�Z�k�l�•�� �^�h�i�m�k�l�b�f�b�o�� �a�g�Z�q�_�g�v�� �^�e�y�� �d�m�f�m�e�y�g�l�g�b�o��
�d�h�_�n�•�p�•�}�g�l�•�\���\�b�s�b�o���i�h�j�y�^�d�•�\ [19]. 
4. �J�_�a�m�e�v�l�Z�l�b�� �l�Z�� �h�[�]�h�\�h�j�_�g�g�y. �H�l�j�b�f�Z�g�•�� �f�Z�l�_�f�Z�l�b�q�g�•�� �f�h�^�_�e�•�� �d�h�j�_�e�v�h�\�Z�g�b�o��
�Z�k�b�f�_�l�j�b�q�g�b�o�� �g�_�]�Z�m�k�h�\�b�o �\�b�i�Z�^�d�h�\�b�o�� �i�j�h�p�_�k�•�\�� �•�� �a�Z�k�l�h�k�m�\�Z�g�g�y�� �k�l�h�o�Z�k�l�b�q�g�b�o��
�i�h�e�•�g�h�f�•�Z�e�v�g�b�o�� �J�I���� �h�i�l�b�i�Z�e�v�g�b�o�� �i�h�� �f�h�^�b�n�•�d�h�\�Z�g�h�f�m�� �f�h�f�_�g�l�g�h�f�m�� �d�j�b�l�_�j�•�x�� �y�d�h�k�l�•��
�\�_�j�o�g�•�o���]�j�Z�g�b�p�v���c�f�h�\�•�j�g�h�k�l�_�c���i�h�f�b�e�h�d���^�e�y���i�_�j�_�\�•�j�d�b���k�l�Z�l�b�k�l�b�q�g�b�o���]�•�i�h�l�_�a���^�h�a�\�h�e�y�x�l�v��
�i�•�^�\�b�s�b�l�b�� �_�n�_�d�l�b�\�g�•�k�l�v�� �h�[�j�h�[�d�b�� �k�b�]�g�Z�e�•�\�� �m�� �i�h�j�•�\�g�y�g�g�•�� �a�� �^�h�[�j�_�� �\�•�^�h�f�b�f�b�� �]�Z�m�k�h�\�b�f�b��
�f�h�^�_�e�y�f�b�� 

�H�l�j�b�f�Z�g�•�� �j�_�a�m�e�v�l�Z�l�b�� �a�Z�e�_�`�Z�l�v�� �y�d�� �\�•�^�� �\�b�^�m�� �d�h�j�_�e�y�p�•�c�g�b�o�� �n�m�g�d�p�•�c���� �y�d�•��
�^�h�k�e�•�^�`�m�\�Z�e�b�k�y���� �l�Z�d���•�� �\�•�^�� �o�Z�j�Z�d�l�_�j�b�k�l�b�d���Z�k�b�f�_�l�j�b�q�g�h�]�h���g�_�]�Z�m�k�h�\�h�]�h�� �i�j�h�p�_�k�m���� �G�Z���j�b�k������
�i�j�_�^�k�e�_�g�•���g�Z�c�[�•�e�v�r���i�h�r�b�j�_�g�•���d�h�j�_�e�y�p�•�c�g�•���n�m�g�d�p�•�€����������[6]�����y�d�•���^�h�k�e�•�^�`�m�\�Z�e�b�k�y���\���j�h�[�h�l�•�����<��
�y�d�h�k�l�•�� �i�Z�j�Z�f�_�l�j�•�\�� �d�h�j�_�e�y�p�•�c�g�b�o�� �n�m�g�d�p�•�c�� �\�b�d�h�j�b�k�l�h�\�b�\�m�e�b�k�y�� �j�•�a�g�•�� �f�Z�k�r�l�Z�[�m�x�q�•��
�d�h�_�n�•�p�•�}�g�l�b�� �©�:�ª�� �•�� �©�<�ª���� �F�Z�e�•�� �a�g�Z�q�_�g�g�y�� �i�Z�j�Z�f�_�l�j�•�\�� �©�:�ª �•���©�<�ª ���i�h�j�y�^�d�m�� ����������
�o�Z�j�Z�d�l�_�j�b�a�m�x�l�v���g�Z�y�\�g�•�k�l�v���k�b�e�v�g�b�o���k�l�Z�l�b�k�l�b�q�g�b�o���a�\�¶�y�a�d�•�\���f�•�`���\�b�[�•�j�d�h�\�b�f�b���a�g�Z�q�_�g�g�y�f�b����
�• �^�e�y�� �\�_�e�b�d�b�o�� �a�g�Z�q�_�g�v�� ���[�•�e�v�r�_�� ������ �± �k�e�Z�[�d�•���� �I�j�b�� �a�j�h�k�l�Z�g�g�•�� �p�b�o�� �Z�i�Z�j�f�_�l�j�•�\�� �i�j�h�p�_�k��
�\�b�j�h�^�`�m�}�l�v�k�y���\���k�l�Z�l�b�k�l�b�q�g�h���g�_�a�Z�e�_�`�g�b�c�� 

�G�Z�� �j�b�k������ �i�j�_�^�k�l�Z�\�e�_�g�•�� �a�Z�e�_�`�g�h�k�l�•�� �a�g�Z�q�_�g�g�y���d�j�b�l�_�j�•�x��Ku (11) �^�e�y�� �J�I�� �i�j�b���k�l�_�i�_�g�•��
s=1 ���������� �\�•�^�� �\�•�^�g�h�r�_�g�g�y�� �k�b�]�g�Z�e���r�m�f�� ��q - SNR) �i�j�b�� �j�•�a�g�b�o���d�h�j�_�e�y�p�•�c�g�b�o�� �n�m�g�d�p�•�y�o���^�e�y 
�\�b�i�Z�^�d�•�\�����d�h�e�b���j�h�a�]�e�y�^�Z�x�l�v�k�y���d�h�j�_�e�v�h�\�Z�g�• �•���g�_���d�h�j�_�e�v�h�\�Z�• �\�b�i�Z�^�d�h�\�•���i�j�h�p�_�k�b. �<���^�Z�g�h�f�m��
�\�b�i�Z�^�d�m���a�g�Z�q�_�g�g�y���d�j�b�l�_�j�•�x���.�X���}���a�\�h�j�h�l�g�h�x �\�_�e�b�q�b�g�h�x �d�•�e�v�d�h�k�l�•���^�h�[�m�l�h�€���•�g�n�h�j�f�Z�p�•�€���i�j�h��
�j�h�a�j�•�a�g�_�g�g�y�� �]�•�i�h�l�_�a���+�5 (23). �I�j�b�� �i�_�j�r�•�c�� �k�l�_�i�_�g�•�� �i�h�e�•�g�h�f�Z�� �^�e�y�� �h�i�b�k�m�� �k�l�Z�l�b�k�l�b�q�g�b�o��



�1�G�N�H�J�F�:�L�B�D�:���L�:���F�:�L�?�F�:�L�B�Q�G�1���F�?�L�H�>�B���<���F�H�>�?�E�X�<�:�G�G�1���’�������������’���L�h�f�����������‹�������� 
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�\�e�Z�k�l�b�\�h�k�l�_�c�� �\�b�i�Z�^�d�h�\�h�]�h�� �i�j�h�p�_�k�m�� �\�j�Z�o�h�\�m�x�l�v�k�y�� �l�•�e�v�d�b�� �i�_�j�r�b�o�� �^�\�Z�� �i�h�q�Z�l�d�h�\�b�o��
�f�h�f�_�g�l�b���� �<�•�^�i�h�\�•�^�g�h���� �l�Z�d�•�� �J�I�� �o�Z�j�Z�d�l�_�j�b�a�m�x�l�v�� �l�•�e�v�d�b�� �]�Z�m�k�h�\�•�� �i�j�h�p�_�k�b�� �i�j�b�� �j�•�a�g�b�o��
�a�g�Z�q�_�g�g�y�o���d�h�j�_�e�y�p�•�c�g�b�o���n�m�g�d�p�•�c�����������a���\�•�^�i�h�\�•�^�g�b�f�b���f�Z�k�r�l�Z�[�m�x�q�b�f�b���d�h�_�n�•�p�•�}�g�l�Z�f�b���©�:�ª��
�• �©�<�ª.  

  
�J�b�k������ �I�j�_�^�k�l�Z�\�e�_�g�g�y�� �a�g�Z�q�_�g�g�y�� �d�h�j�_�e�y�p�•�c�g�b�o�� �n�m�g�d�p�•�c �a�� �f�Z�k�r�l�Z�[�m�q�b�f�b�� �i�Z�j�Z�f�_�l�j�Z�f�b��
�©�:�ª���•���©�<�ª���\�•�^���•�g�l�_�j�\�Z�e�m���d�h�j�_�e�y�p�•�€��tau. 

 
�G�Z�� �j�b�k��������Ku1Linear �o�Z�j�Z�d�l�_�j�b�a�m�}�� �a�g�Z�q�_�g�g�y�� �d�j�b�l�_�j�•�x �- �Q�5 ���������� �^�e�y�� �k�l�Z�l�b�k�l�b�q�g�h��

�g�_�a�Z�e�_�`�g�b�o���\�b�[�•�j�d�h�\�b�o���a�g�Z�q�_�g�v (A>1)�����Z��Ku11Cor, Ku12Cor, Ku13Cor �a�g�Z�q�_�g�g�y���d�j�b�l�_�j�•�x��
�i�j�b�� �j�•�a�g�b�o�� �i�Z�j�Z�f�_�l�j�Z�o�� �:� ���������� ���������� �������� �\�•�^�i�h�\�•�^�g�h�����>�e�y�� �k�l�Z�l�b�k�l�b�q�g�h�� �g�_�a�Z�e�_�`�g�b�o��
�\�b�[�•�j�d�h�\�b�o�� �a�g�Z�q�_�g�v���\�_�e�b�q�b�g�Z �d�j�b�l�_�j�•�x�� �\�b�j�h�^�`�m�}�l�v�k�y�� �m�� �\�b�j�Z�a���- �Q�5 ���������� �•�� �h�[�_�j�g�_�g�h��
�i�j�h�i�h�j�p�•�c�g�h���a�Z�e�_�`�b�l�v���\�•�^���d�•�e�v�d�h�k�l�•���\�b�[�•�j�d�h�\�b�o���a�g�Z�q�_�g�v��n �•���i�Z�j�Z�f�_�l�j�Z q, �Z���e�•�g�•�c�g�_���J�I������������
�\�b�j�h�^�`�m�}�l�v�k�y���m���^�h�[�j�_���\�•�^�h�f�b�c���\�b�j�Z�a����������. �A���]�j�Z�n�•�d�•�\���\�b�^�g�h�����s�h���i�j�b���a�j�h�k�l�Z�g�g�•���\�•�^�g�h�r�_�g�g�y��
�k�b�]�g�Z�e���r�m�f��q �a�g�Z�q�_�g�g�y�� �d�j�b�l�_�j�•�x���- �Q�5���a�f�_�g�r�m�}�l�v�k�y���� �s�h�� �k�\�•�^�q�b�l�v�� �i�j�h�� �a�f�_�g�r�_�g�g�y��
�c�f�h�\�•�j�g�h�k�l�_�c���i�h�f�b�e�h�d���i�_�j�r�h�]�h���•���^�j�m�]�h�]�h���j�h�^�m���e�•�g�•�c�g�h�]�h���J�I����������. �G�_�h�[�o�•�^�g�h���\�•�^�f�•�l�b�l�b����
�s�h�� �g�Z�y�\�g�•�k�l�v�� �d�h�j�_�e�y�p�•�c�g�b�o�� �a�\�¶�y�a�d�•�\�� �i�h�]�•�j�r�m�}�� �_�n�_�d�l�b�\�g�•�k�l�v�� �J�I�� ���j�b�k������- �Z������ �Z�e�_�� �f�h�`�m�l�v��
�[�m�l�b���l�Z�d�•���d�h�j�_�e�y�p�•�c�g�•���n�m�g�d�p�•�€�����j�b�k������- �[�������d�h�e�b���g�y�\�g�•�k�l�v���k�l�Z�l�b�k�l�b�q�g�b�o���a�\�¶�y�a�d�•�\���a�f�_�g�r�m�}��
�a�g�Z�q�_�g�g�y���d�j�b�l�_�j�•�x���- �Q�5�����Z���\�•�^�i�h�\�•�^�g�h�����a�f�_�g�r�m�}���c�f�h�\�•�j�g�h�k�l�•���i�h�f�b�e�h�d���i�_�j�r�h�]�h���•���^�j�m�]�h�]�h��
�j�h�^�m���J�I�� 

 
�Z�� 

 
�[�� 

�J�b�k������ �A�Z�e�_�`�g�•�k�l�v�� �a�g�Z�q�_�g�g�y�� �d�j�b�l�_�j�•�x��Ku �^�e�y�� �J�I�� �i�j�b�� �k�l�_�i�_�g�•��s=1 �\�•�^�� �\�•�^�g�h�r�_�g�g�y��
�k�b�]�g�Z�e���r�m�f��q �i�j�b��n=100. 

 
�G�Z���j�b�k�������i�j�_�^�k�l�Z�\�e�_�g�•���a�Z�e�_�`�g�h�k�l�•���\�•�^�g�h�r�_�g�g�y���d�•�e�v�d�h�k�l�•���^�h�[�m�l�h�€���•�g�n�h�j�f�Z�p�•�€���+�5 (23) 

�i�j�h�� �j�h�a�j�•�a�g�_�g�g�y�� �]�•�i�h�l�_�a�� �^�e�y���e�•�g�•�c�g�h�]�h���J�I�� �i�j�b�� �k�l�_�i�_�g�•�� �i�h�e�•�g�h�f�Z��s=1 (21) �^�h���d�•�e�v�d�h�k�l�•��
�^�h�[�m�l�h�€�� �•�g�n�h�j�f�Z�p�•�€���+�6 (30) �i�j�h�� �j�h�a�j�•�a�g�_�g�g�y�� �]�•�i�h�l�_�a�� �^�e�y�� �g�_�e�•�g�•�c�g�h�]�h�� �J�I�� �i�j�b�� �k�l�_�i�_�g�•��
�i�h�e�•�g�h�f�Z��s� ���� ���������� �\�•�^�� �d�h�_�n�•�p�•�}�g�l�Z�� �Z�k�b�f�_�l�j�•�€�� �g�_�]�Z�m�k�h�\�h�€�� �a�Z�\�Z�^�b�� �i�j�b�� �j�•�a�g�b�o�� �a�g�Z�q�_�g�g�y�o��
�\�•�^�g�h�r�_�g�g�y�� �k�b�]�g�Z�e���r�m�f��q �•�� �i�Z�j�Z�f�_�l�j�Z�o�� �d�h�j�_�e�y�p�•�€�� �©�:�ª���� �Y�d�� �i�h�d�Z�a�Z�g�h�� �g�Z�� �]�j�Z�n�•�d�Z�o����
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�\�j�Z�o�m�\�Z�g�g�y���i�Z�j�Z�f�_�l�j�Z���Z�k�b�f�l�_�j�•�€���g�_�]�Z�m�k�h�\�h�€���a�Z�\�Z�^�b��gama3 �^�h�a�\�h�e�y�}���a�[�•�e�v�r�b�l�b���a�g�Z�q�_�g�g�y��
�d�•�e�v�d�h�k�l�•�� �^�h�[�m�l�h�€�� �•�g�n�h�j�f�Z�p�•�€�� �i�j�h�� �j�h�a�j�•�a�g�_�g�g�y�� �]�•�i�h�l�_�a�� �^�e�y�� �g�_�e�•�g�•�c�g�h�]�h�� �J�I�� ���������� �m��
�i�h�j�•�\�g�y�g�g�•�� �a�� �e�•�g�•�c�g�b�f�� ������������ �s�h�� �i�•�^�\�b�s�m�}�� �_�n�_�d�l�b�\�g�•�k�l�v�� �\�b�y�\�e�_�g�g�y�� �k�b�]�g�Z�e�•�\���� �L�Z�d���� �i�j�b��
�a�g�Z�q�_�g�g�•��gama3� �������� ���j�b�k����-�Z���� �a�g�Z�q�_�g�g�y���+�6 �[�m�^�_�� �m�^�\�•�q�•�� �i�_�j�_�\�b�s�m�\�Z�l�b���+�5���� �Z�� �\�•�^�i�h�\�•�^�g�h����
�c�f�h�\�•�j�g�h�k�l�•���i�h�f�b�e�h�d���l�Z�d�b�o���J�I���l�_�` �[�m�^�m�l�v���m�^�\�•�q�•���f�_�g�r�_���m���i�h�j�•�\�g�y�g�•���a���e�•�g�•�c�g�b�f���J�I�����y�d�_���}��
�h�i�l�b�f�Z�e�v�g�b�f���^�e�y���]�Z�m�k�h�\�b�o���f�h�^�_�e�_�c���a�Z�\�Z�^�� 

 

 
�Z�� 

 
�[�� 

�J�b�k������ �A�Z�e�_�`�g�•�k�l�v�� �\�•�^�g�h�r�_�g�g�y���+�5/�+�6 �\�•�^���d�h�_�n�•�p�•�}�g�l�Z�� �Z�k�b�f�_�l�j�•�€�� �g�_�]�Z�m�k�h�\�h�€�� �a�Z�\�Z�^�b gama3 
�i�j�b�� �j�•�a�g�b�o�� �a�g�Z�q�_�g�g�y�o���\�•�^�g�h�r�_�g�g�y�� �k�b�]�g�Z�e���r�m�f��q �•�� �i�Z�j�Z�f�_�l�j�Z�o�� �d�h�j�_�e�y�p�•�€�� �©�:�ª �^�e�y��
�d�h�j�_�e�y�p�•�c�g�h�€���n�m�g�d�p�•�€���N�� �:�ì�; 
L �ê�6�A�?�º������. 

 
�I�j�b �a�f�•�g�•�� �n�m�g�d�p�•�€���d�h�j�_�e�y�p�•�€�����j�b�k�������� �a�Z�]�Z�e�v�g�•���l�_�g�^�_�g�p�•�€���i�•�^�\�b�s�_�g�g�y���_�n�_�d�l�b�\�g�h�k�l�•��

�g�_�e�•�g�•�c�g�h�€���h�[�j�h�[�d�b���m���i�h�j�•�\�g�y�g�g�•���a���e�•�g�•�c�g�h�x���a�[�_�j�•�]�Z�x�l�v�k�y���y�d���^�e�y���k�b�e�v�g�b�o���k�l�Z�l�b�k�l�b�q�g�b�o��
�a�\�y�a�d�•�\ ���Z�������l�Z�d���•���^�e�y���i�h�k�e�Z�[�e�_�g�b�o�����[���� 

 

 
�Z�� 

 
�[�� 

�J�b�k������ �A�Z�e�_�`�g�•�k�l�v�� �\�•�^�g�h�r�_�g�g�y���+�5/�+�6 �\�•�^���d�h�_�n�•�p�•�}�g�l�Z�� �Z�k�b�f�_�l�j�•�€�� �g�_�]�Z�m�k�h�\�h�€�� �a�Z�\�Z�^�b gama3 
�i�j�b�� �j�•�a�g�b�o�� �a�g�Z�q�_�g�g�y�o���\�•�^�g�h�r�_�g�g�y�� �k�b�]�g�Z�e���r�m�f��q �•�� �i�Z�j�Z�f�_�l�j�Z�o�� �d�h�j�_�e�y�p�•�€�� �©�:�ª �•�� �©�<�ª�� �^�e�y��
�d�h�j�_�e�y�p�•�c�g�h�€���n�m�g�d�p�•�€���N�� �:�ì�; 
L �ê�6�A�?�º�������:�?�K�O�‘ �ì 
E

�º

�‘
�O�E�J�‘ ���ì���;. 

5. �<�b�k�g�h�\�d�b.  �H�[�j�h�[�d�Z���a�Z�r�m�f�e�_�g�b�o���k�b�]�g�Z�e�•�\�� �}�� �a�g�Z�q�g�h�x���k�l�Z�l�b�k�l�b�q�g�h�x���i�j�h�[�e�_�f�h�x���^�e�y��
�[�Z�]�Z�l�v�h�o���i�j�Z�d�l�b�q�g�b�o���a�Z�k�l�h�k�m�\�Z�g�v�����H�k�g�h�\�h�x���^�e�y���\�b�j�•�r�_�g�g�y���p�b�o���i�j�h�[�e�_�f���}���\�b�d�h�j�b�k�l�Z�g�g�y��
�\�•�^�g�h�r�_�g�g�y�� �i�j�Z�^�h�i�h�^�•�[�g�h�k�l�•���� �H�^�g�Z�d, �a�Z�k�l�h�k�m�\�Z�g�g�y�� �p�v�h�]�h�� �i�•�^�o�h�^�m�� �^�h�� �d�h�j�_�e�v�h�\�Z�g�b�o��
�g�_�]�Z�m�k�h�\�b�o�� �f�h�^�_�e�_�c�� �\�b�i�Z�^�d�h�\�b�o���i�j�h�p�_�k�•�\�� �i�j�_�^�k�l�Z�\�e�y�}�� �i�j�Z�d�l�b�q�g�•�� �l�j�m�^�g�h�s�•���� �i�h�\�¶�y�a�Z�g�•�� �a��
�\�b�a�g�Z�q�_�g�g�y�f�� �l�b�i�m�� �s�•�e�v�g�h�k�l�•�� �j�h�a�i�h�^�•�e�m���� �c�h�]�h�� �i�Z�j�Z�f�_�l�j�•�\���� �Z�� �l�Z�d�h�`�� �k�b�g�l�_�a�h�f�� �•�� �Z�g�Z�e�•�a�h�f��
�Z�e�]�h�j�b�l�f�•�\���� �M�� �k�l�Z�l�l�•�� �a�Z�i�j�h�i�h�g�h�\�Z�g�h�� �Z�e�v�l�_�j�g�Z�l�b�\�g�b�c�� �i�•�^�o�•�^�� �^�h�� �h�i�b�k�m�� �\�b�i�Z�^�d�h�\�b�o��
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�i�j�h�p�_�k�•�\���� �y�d�b�c�� �a�Z�k�g�h�\�Z�g�b�c�� �g�Z�� �\�b�d�h�j�b�k�l�Z�g�g�•�� �f�h�f�_�g�l�•�\�� �•�� �d�m�f�m�e�y�g�l�•�\���� �g�_�k�d�•�g�q�_�g�g�Z��
�i�h�k�e�•�^�h�\�g�•�k�l�v���y�d�b�o���^�h�a�\�h�e�y�}���l�h�q�g�h���g�Z�[�e�b�a�b�l�b���a�Z�i�j�h�i�h�g�h�\�Z�g�b�c���h�i�b�k���\�b�i�Z�^�d�h�\�b�o���\�_�e�b�q�b�g��
�^�h���i�h�\�g�h�]�h���•�f�h�\�•�j�g�•�k�g�h�]�h���h�i�b�k�m�� 
  �<�� �j�h�[�h�l�•�� �j�h�a�j�h�[�e�_�g�•�� �g�h�\�•�� �f�h�^�_�e�•�� �d�h�j�_�e�v�h�\�Z�g�b�o�� �Z�k�b�f�_�l�j�b�q�g�b�o�� �g�_�]�Z�m�k�h�\�b�o��
�i�j�h�p�_�k�•�\���� �y�d�•�� �\�b�d�h�j�b�k�l�Z�g�h�� �^�e�y�� �i�h�[�m�^�h�\�b�� �i�h�e�•�g�h�f�•�Z�e�v�g�b�o�� �k�l�h�o�Z�k�l�b�q�g�b�o�� �J�I���� �h�i�l�b�f�Z�e�v�g�•��
�d�h�_�n�•�p�•�}�g�l�b���y�d�b�o���\�b�a�g�Z�q�Z�x�l�v�k�y���a���g�h�\�h�]�h���©�F�h�^�b�n�•�d�h�\�Z�g�h�]�h���f�h�f�_�g�l�g�h�]�h���d�j�b�l�_�j�•�x���y�d�h�k�l�•��
�\�_�j�o�g�•�o���]�j�Z�g�b�p�v���c�f�h�\�•�j�g�h�k�l�_�c���i�h�f�b�e�h�d���^�e�y���i�_�j�_�\�•�j�d�b���k�l�Z�l�b�k�l�b�q�g�b�o���]�•�i�h�l�_�a�ª�� 
 �G�Z�� �h�k�g�h�\�•�� �a�Z�i�j�h�i�h�g�h�\�Z�g�h�]�h�� �i�•�^�o�h�^�m�� �[�m�e�b�� �k�b�g�l�_�a�h�\�Z�g�•�� �e�•�g�•�c�g�•�� �l�Z�� �g�_�e�•�g�•�c�g�•�� �J�I����
�^�h�k�e�•�^�`�_�g�•���€�o���\�e�Z�k�l�b�\�h�k�l�•���l�Z���h�l�j�b�f�Z�g�•���o�Z�j�Z�d�l�_�j�b�k�l�b�d�b�����y�d�•���i�h�d�Z�a�m�x�l�v���€�o���_�n�_�d�l�b�\�g�•�k�l�v���i�j�b��
�\�i�e�b�\�•�� �d�h�j�_�e�v�h�\�Z�g�b�o�� �Z�k�b�f�_�l�j�b�q�g�b�o�� �g�_�]�Z�m�k�h�\�b�o�� �a�Z�\�Z�^���� �I�h�d�Z�a�Z�g�h���� �s�h�� �e�•�g�•�c�g�•�� �J�I�� �g�_��
�\�j�Z�o�h�\�m�x�l�v�� �g�_�]�Z�m�k�h�\�b�c�� �j�h�a�i�h�^�•�e�� �\�b�i�Z�^�d�h�\�b�o�� �\�_�e�b�q�b�g���� �P�_�� �i�h�y�k�g�x�}�l�v�k�y�� �l�b�f���� �s�h�� �^�e�y���€�o��
�h�i�b�k�m���\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y���e�b�r�_���i�_�j�r�•���^�\�Z���f�h�f�_�g�l�b�����s�h���i�j�_�^�k�l�Z�\�e�y�x�l�v���k�_�j�_�^�g�}���a�g�Z�q�_�g�g�y��
�l�Z�� �^�b�k�i�_�j�k�•�x�� �\�b�i�Z�^�d�h�\�b�o�� �i�j�h�p�_�k�•�\���� �:�e�_�� �h�l�j�b�f�Z�g�•�� �e�•�g�•�c�g�•�� �J�I�� �a�[�•�]�Z�x�l�v�k�y�� �a�� �l�b�f�b���� �s�h��
�h�l�j�b�f�Z�g�•���a���\�•�^�g�h�r�_�g�g�y���i�j�Z�\�^�h�i�h�^�•�[�g�h�k�l�• �^�e�y���]�Z�m�k�h�\�b�o���f�h�^�_�e�_�c���\�b�i�Z�^�d�h�\�b�o���\�_�e�b�q�b�g�� 
 �G�_�e�•�g�•�c�g�Z���h�[�j�h�[�d�Z���\�b�[�•�j�d�h�\�b�o���a�g�Z�q�_�g�v���l�Z���\�j�Z�o�m�\�Z�g�g�y���k�l�Z�l�b�k�l�b�d���\�b�s�b�o���i�h�j�y�^�d�•�\��
�g�_�]�Z�m�k�h�\�b�o�� �i�j�h�p�_�k�•�\�� �m�� �\�b�]�e�y�^�•�� �d�h�_�n�•�p�•�}�g�l�Z�� �Z�k�b�f�l�_�j�•�€�� �i�j�b�a�\�h�^�b�l�v �^�h�� �i�h�d�j�Z�s�_�g�g�y��
�_�n�_�d�l�b�\�g�h�k�l�•�� �k�b�k�l�_�f�b�� �\�b�y�\�e�_�g�g�y�� �k�b�]�g�Z�e�•�\���� �s�h�� �i�j�h�y�\�e�y�}�l�v�k�y�� �m�� �a�f�_�g�r�_�g�g�•�� �a�g�Z�q�_�g�g�y��
�d�j�b�l�_�j�•�x���y�d�h�k�l�•���J�I�����•���\�•�^�i�h�\�•�^�g�h�����a�f�_�g�r�_�g�g�•���c�f�h�\�•�j�g�h�k�l�_�c���i�h�f�b�e�h�d���i�_�j�r�h�]�h���l�Z���^�j�m�]�h�]�h��
�j�h�^�m�� �l�Z�d�b�o�� �J�I���� �I�h�d�Z�a�Z�g�h���� �s�h�� �\�i�e�b�\�� �d�h�j�_�e�y�p�•�c�g�b�o�� �a�\�¶�y�a�d�•�\�� �a�f�_�g�r�m�}�� �_�n�_�d�l�b�\�g�•�k�l�v��
�h�[�j�h�[�d�b�����y�d�Z���a�f�_�g�r�m�}�l�v�k�y���y�d���^�e�y���e�•�g�•�c�g�b�o�����l�Z�d���•���g�_�e�•�g�•�c�g�b�o���J�I�����Z�e�_���\�j�Z�o�m�\�Z�g�g�y �k�l�j�m�d�l�m�j�b��
�g�_�]�Z�m�k�h�\�h�]�h�� �i�j�h�h�p�_�k�m�� �m�� �\�b�]�e�y�^�•�� �d�h�_�n�•�p�•�}�g�l�Z�� �Z�k�b�f�_�l�j�•�€�� �\�� �p�•�e�h�f�m�� �i�h�d�j�Z�s�m�}�� �j�h�[�h�l�m��
�g�_�e�•�g�•�c�g�h�€���h�[�j�h�[�d�b���J�I�� 
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The theory of statistical hypothesis testing is widely used in many applied problems where it is necessary to make 
informed decisions based on limited data samples. Signal detection in correlated non-Gaussian noise is a critical 
task in radio engineering and telecommunications, image processing, and biomedical research, where the noise 
often does not follow a normal distribution and the sample values under study may be statistically dependent. A 
statistical approach to the development of signal detection systems requires complete information about the type 
of distribution of random processes to be processed. One of the promising approaches that allows describing the 
studied random processes is the use of moment and cumulant description of random variables. This approach 
makes it possible to significantly simplify the synthesis of noisy signal detection systems with different types of 
distribution functions. The authors of the paper proposed a new approach based on the application of one-
dimensional (1D) and two-dimensional (2D) moment-cumulant models for describing correlated non-Gaussian 
processes, which made it possible to modify the moment criterion of decision-making quality for the synthesis of 
stochastic polynomial solving rules for signal detection. The work demonstrated that nonlinear processing of 
sample values allows taking into account the subtle structure of non-Gaussian disturbances in the form of an 
asymmetry coefficient, which reduces the probability of errors in the solving rules compared to the use of 
traditional Gaussian models of random processes. The aim of the work is to improve the efficiency of signal 
detection systems in the case of additive interaction with correlated asymmetric non-Gaussian noise based on the 
application of moment-cumulant models of the studied random variables with the formation of a modified moment 
quality criterion for testing statistical hypotheses and polynomial solving rules for the synthesis of effective 
methods and computer tools for signal processing. The practical value of the obtained results is determined by the 
fact that the proposed methods and modeling tools allow obtaining nonlinear algorithms for signal detection in 
correlated non-Gaussian noise of various types with lower probabilities of errors of the first and second kind 
compared to known results. The proposed algorithms are distinguished by their simple practical implementation 
and high accuracy, which increases when the degree of stochastic polynomials of the solving rules increases and 
the parameters of non-Gaussian noise are taken into account. 
Keywords: statistical hypothesis testing, moment-cumulant description, asymmetric correlated non-Gaussian 
noise 
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�a�^�Z�l�g�h�k�l�•�� �Z�^�Z�i�l�m�\�Z�l�b�k�y�� �^�h�� �g�h�\�b�o�� �l�b�i�•�\�� �Z�l�Z�d�� �•�� �\�b�y�\�e�y�l�b�� �k�d�e�Z�^�g�•�r�•�� �r�Z�[�e�h�g�b�� �Z�g�h�f�Z�e�•�c����
�a�Z�i�j�h�i�h�g�h�\�Z�g�b�c�� �i�•�^�o�•�^�� �a�Z�[�_�a�i�_�q�m�}�� �[�•�e�v�r�� �\�b�k�h�d�b�c�� �j�•�\�_�g�v�� �[�_�a�i�_�d�b�� �f�_�j�_�`�_�\�h�€��
�•�g�n�j�Z�k�l�j�m�d�l�m�j�b���� �P�_�� �^�h�k�e�•�^�`�_�g�g�y�� �^�_�f�h�g�k�l�j�m�}�� �i�h�l�_�g�p�•�Z�e�� �•�g�g�h�\�Z�p�•�c�g�b�o�� �l�_�o�g�h�e�h�]�•�c�� �m��
�[�h�j�h�l�v�[�•���a���d�•�[�_�j�a�Z�]�j�h�a�Z�f�b���l�Z���k�i�j�b�y�}���j�h�a�\�b�l�d�m���g�Z�^�•�c�g�b�o���f�_�l�h�^�•�\���a�Z�o�b�k�l�m���^�e�y���k�m�q�Z�k�g�b�o��
�f�_�j�_�`�� 
�D�e�x�q�h�\�•�� �k�e�h�\�Z�� �Z�g�Z�e�•�a�� �f�_�j�_�`�_�\�h�]�h�� �l�j�Z�n�•�d�m���� �$�5�3��Spoofing, �r�l�m�q�g�b�c�� �•�g�l�_�e�_�d�l���� �Z�l�Z�d�b��
�g�Z���j�•�\�g�•���/�� 

 
�<�k�l�m�i. �<�b�y�\�e�_�g�g�y�� �a�Z�]�j�h�a�� �l�b�i�m�� �$�5�3-�Z�l�Z�d�� �a�Z�e�b�r�Z�}�l�v�k�y�� �g�Z�^�a�\�b�q�Z�c�g�h�� �Z�d�l�m�Z�e�v�g�b�f�� �m��
�k�m�q�Z�k�g�h�f�m���f�_�j�_�`�_�\�h�f�m���k�_�j�_�^�h�\�b�s�•�����G�_�a�\�Z�`�Z�x�q�b���g�Z���j�h�a�\�b�l�h�d���l�_�o�g�h�e�h�]�•�c���[�_�a�i�_�d�b�����$�5�3-
�Z�l�Z�d�b�� �i�j�h�^�h�\�`�m�x�l�v�� �[�m�l�b�� �_�n�_�d�l�b�\�g�b�f�b�� �a�Z�k�h�[�Z�f�b�� �^�e�y�� �i�h�j�m�r�_�g�g�y�� �d�h�g�n�•�^�_�g�p�•�c�g�h�k�l�•����
�p�•�e�•�k�g�h�k�l�•�� �l�Z�� �^�h�k�l�m�i�g�h�k�l�•�� �^�Z�g�b�o�� �m�� �f�_�j�_�`�Z�o���� �P�_�� �i�h�y�k�g�x�}�l�v�k�y�� �l�b�f���� �s�h�� �$RP-�i�j�h�l�h�d�h�e����
�y�d�b�c���[�m�\���j�h�a�j�h�[�e�_�g�b�c���[�Z�]�Z�l�h���j�h�d�•�\���l�h�f�m�����g�_���f�Z�}���\�[�m�^�h�\�Z�g�b�o���f�_�o�Z�g�•�a�f�•�\���a�Z�o�b�k�l�m�����•���l�h�f�m��
�a�Z�e�b�r�Z�}�l�v�k�y���\�j�Z�a�e�b�\�b�f���^�h���i�•�^�j�h�[�d�b���l�Z���•�g�r�b�o���n�h�j�f���_�d�k�i�e�m�Z�l�Z�p�•�€�� 

�J�h�a�i�h�\�k�x�^�`�_�g�g�y�� �,�R�7-�i�j�b�k�l�j�h�€�\���l�Z��SDN �f�_�j�_�`���^�h�^�Z�l�d�h�\�h���a�[�•�e�v�r�m�}�� �i�h�\�_�j�o�g�x���^�e�y��
�Z�l�Z�d���� �,�R�7-�i�j�b�k�l�j�h�€�� �q�Z�k�l�h�� �f�Z�x�l�v�� �h�[�f�_�`�_�g�•�� �f�h�`�e�b�\�h�k�l�•�� �^�e�y�� �a�Z�[�_�a�i�_�q�_�g�g�y�� �[�_�a�i�_�d�b�� �•��
�f�h�`�m�l�v���k�l�Z�l�b���e�_�]�d�h�x���f�•�r�_�g�g�x���^�e�y���a�e�h�\�f�b�k�g�b�d�•�\�����y�d�•���a�^�•�c�k�g�x�x�l�v���$�5�3-�k�i�m�n�•�g�]�����L�Z�d�h�`��
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�6�'�1���� �a�� �c�h�]�h�� �p�_�g�l�j�Z�e�•�a�h�\�Z�g�b�f�� �m�i�j�Z�\�e�•�g�g�y�f�� �f�_�j�_�`�_�x���� �f�h�`�_�� �[�m�l�b�� �k�_�j�c�h�a�g�h�� �m�j�Z�`�_�g�b�c����
�y�d�s�h���Z�l�Z�d�Z�� �m�k�i�•�r�g�h���i�j�h�\�_�^�_�g�Z���� �s�h�� �f�h�`�_���i�j�b�a�\�_�k�l�b���^�h���a�g�Z�q�g�b�o���i�h�j�m�r�_�g�v�� �m���f�_�j�_�`�_�\�•�c��
�•�g�n�j�Z�k�l�j�m�d�l�m�j�•�� 

�G�_�a�\�Z�`�Z�x�q�b�� �g�Z�� �l�_���� �s�h�� �Z�j�o�•�l�_�d�l�m�j�Z��SDN �\�b�k�l�m�i�Z�}�� �y�d�� �g�Z�^�•�c�g�Z�� �k�l�j�m�d�l�m�j�Z���� �s�h��
�i�•�^�\�b�s�m�}�� �[�_�a�i�_�d�m�� �f�_�j�_�`�•�� �l�Z���h�i�l�b�f�•�a�m�}�� �f�_�j�_�`�_�\�_�� �Z�^�f�•�g�•�k�l�j�m�\�Z�g�g�y���� �\�h�g�Z���g�_�� �m�k�m�\�Z�}�� �j�•�a�g�•��
�n�h�j�f�b���Z�l�Z�d���i�•�^�j�h�[�d�b�����K�_�j�_�^���g�b�o���Z�l�Z�d�b��Distributed Denial of Service (DDoS�����•��Man-in-the-
Middle (MitM ���� �a�Z�e�b�r�Z�x�l�v�k�y�� �k�_�j�c�h�a�g�b�f�b�� �a�Z�]�j�h�a�Z�f�b���� �i�h�l�_�g�p�•�c�g�h�� �k�d�h�f�i�j�h�f�_�l�m�\�Z�\�r�b��
�d�h�g�n�•�^�_�g�p�•�c�g�•�� �^�Z�g�•�� �d�h�j�b�k�l�m�\�Z�q�•�\�� �m�� �f�_�j�_�`�•���� �I�j�b�f�•�l�g�h���� �s�h�� �h�^�g�b�f�� �•�a�� �g�Z�c�i�h�r�b�j�_�g�•�r�b�o��
�\�l�h�j�]�g�_�g�v���m���e�h�d�Z�e�v�g�•���f�_�j�_�`�•����LAN�����}���i�•�^�j�h�[�d�Z��ARP. 

�:�d�l�m�Z�e�v�g�•�k�l�v���\�b�y�\�e�_�g�g�y���$�5�3-�Z�l�Z�d���l�Z�d�h�`���i�•�^�k�b�e�x�}�l�v�k�y���a�j�h�k�l�Z�x�q�b�f�b���\�b�f�h�]�Z�f�b���^�h��
�d�•�[�_�j�[�_�a�i�_�d�b�� �m�� �j�•�a�g�b�o�� �k�_�d�l�h�j�Z�o���� �l�Z�d�b�o�� �y�d�� �n�•�g�Z�g�k�b���� �h�o�h�j�h�g�Z�� �a�^�h�j�h�\�
�y���� �i�j�h�f�b�k�e�h�\�•�k�l�v�� �l�Z��
�^�_�j�`�Z�\�g�•�� �m�k�l�Z�g�h�\�b���� �M�� �p�b�o�� �k�n�_�j�Z�o�� �i�h�j�m�r�_�g�g�y�� �f�_�j�_�`�_�\�h�€�� �[�_�a�i�_�d�b�� �f�h�`�_�� �f�Z�l�b�� �k�_�j�c�h�a�g�•��
�g�Z�k�e�•�^�d�b���� �\�d�e�x�q�Z�x�q�b�� �n�•�g�Z�g�k�h�\�•�� �\�l�j�Z�l�b���� �\�l�j�Z�l�m�� �d�h�g�n�•�^�_�g�p�•�c�g�h�€�� �•�g�n�h�j�f�Z�p�•�€�� �l�Z�� �i�•�^�j�b�\��
�^�h�\�•�j�b���^�h���h�j�]�Z�g�•�a�Z�p�•�€�� 

�I�j�b�k�l�j�h�€ �f�_�j�_�`�•���� �y�d�•�� �i�j�Z�p�x�x�l�v�� �g�Z �^�j�m�]�h�f�m �j�•�\�g�•�� �_�l�Z�e�h�g�g�h�€�� �f�h�^�_�e�•�� �2�6�, (Open 
Systems Interconnection) �\�\�Z�`�Z�x�l�v�k�y���g�Z�c�k�e�Z�[�r�h�x���e�Z�g�d�h�x���\���•�g�n�j�Z�k�l�j�m�d�l�m�j�•���[�_�a�i�_�d�b [1-3, 
6]���� �J�h�a�i�h�\�k�x�^�`�_�g�Z�� �,�7-�i�h�e�•�l�b�d�Z�� �%�<�2�' (Bring Your Own Device)���� �\�b�d�h�j�b�k�l�Z�g�g�y��
�\�•�j�l�m�Z�e�v�g�b�o�� �f�_�j�_�` SDN �•�� �g�b�a�d�b�� �k�d�e�Z�^�g�b�o�� �Z�l�Z�d�����a�[�•�e�v�r�m�x�l�v�� �\�•�j�h�]�•�^�g�•�k�l�v�� �l�h�]�h���� �s�h 
�f�_�j�_�`�•���k�l�Z�x�l�v���[�•�e�v�r���m�j�Z�a�e�b�\�b�f�b���^�h���i�j�h�g�b�d�g�_�g�g�y �k�Z�f�_���g�Z���j�•�\�g�•��L2. �I�j�h�l�h�d�h�e�b���j�•�\�g�y���/����
�^�m�`�_�� �q�Z�k�l�h�� �a�Z�e�b�r�Z�x�l�v�k�y�� �[�_�a�� �g�Z�e�_�`�g�h�€�� �m�\�Z�]�b�� �• �a�^�_�[�•�e�v�r�h�]�h�� �i�j�Z�p�x�x�l�v�� �a�•�� �k�l�Z�g�^�Z�j�l�g�h�x��
�d�h�g�n�•�]�m�j�Z�p�•�}�x�� �K�e�•�^�� �i�Z�f�¶�y�l�Z�l�b���� �s�h�� �i�h�j�m�r�_�g�g�y�� �f�_�j�_�`�g�h�€�� �[�_�a�i�_�d�b�� �g�Z���j�•�\�g�•��L2 �l�Z�d�h�`��
�\�i�e�b�\�Z�l�b�f�_���g�Z���\�k�•���j�•�\�g�•�����j�h�a�l�Z�r�h�\�Z�g�•���\�b�s�_�� �L�Z�d�b�f���q�b�g�h�f�����n�Z�o�•�\�p�y�f���a���f�_�j�_�`�g�h�€���[�_�a�i�_�d�b��
�i�h�l�j�•�[�g�h���l�Z�d�h�`���a�Z�i�h�[�•�]�Z�l�b���•���\�q�Z�k�g�h���g�_�c�l�j�Z�e�•�a�m�\�Z�l�b���Z�l�Z�d�b���g�Z���•�g�n�j�Z�k�l�j�m�d�l�m�j�m���/�$�1���j�•�\�g�y��
L2.  

�I�h�r�b�j�_�g�Z�� �a�Z�]�j�h�a�Z�� �i�•�^�j�h�[�d�b�� �$�5�3�� �k�l�\�h�j�x�}�� �a�g�Z�q�g�b�c�� �j�b�a�b�d�� �^�e�y�� �[�_�a�i�_�d�b��
�d�h�f�i�¶�x�l�_�j�g�b�o�� �f�_�j�_�`���� �s�h�� �i�j�b�a�\�h�^�b�l�v�� �^�h�� �i�h�l�_�g�p�•�c�g�h�]�h�� �i�•�^�k�e�m�o�h�\�m�\�Z�g�g�y���� �n�Z�e�v�k�b�n�•�d�Z�p�•�€��
�l�Z�� �i�h�j�m�r�_�g�g�y�� �f�_�j�_�`�_�\�h�]�h�� �l�j�Z�n�•�d�m���� �<�b�y�\�e�_�g�g�y�� �$�5�3-�Z�l�Z�d�� �}�� �k�d�e�Z�^�g�b�f�� �a�Z�\�^�Z�g�g�y�f���� �•�� �€�o 
�g�Z�k�e�•�^�d�b���f�h�`�m�l�v���[�m�l�b���k�_�j�c�h�a�g�b�f�b�����\�d�e�x�q�Z�x�q�b���d�j�Z�^�•�`�d�m���^�Z�g�b�o���•���\�j�Z�a�e�b�\�•�k�l�v���f�_�j�_�`�•�����P�y��
�\�j�Z�a�e�b�\�•�k�l�v�� �m�� �i�h�}�^�g�Z�g�g�•�� �a�� �g�_�^�h�e�•�d�Z�f�b�� �i�j�h�l�h�d�h�e�•�\�� �$�5�3�� �\�•�^�d�j�b�\�Z�}�� �a�e�h�\�f�b�k�g�b�d�Z�f�� �r�e�y�o�b��
�^�e�y���\�b�d�h�j�b�k�l�Z�g�g�y���^�Z�g�b�o���l�h�i�h�e�h�]�•�€���f�_�j�_�`�•�����s�h���i�j�b�a�\�h�^�b�l�v���^�h���j�•�a�g�b�o���i�j�h�\�Z�e�•�\���[�_�a�i�_�d�b�� 

�<�� �j�h�[�h�l�• �i�j�h�\�_�^�_�g�b�c �Z�g�Z�e�•�a�� �Z�l�Z�d���� �y�d�•�� �[�Z�a�m�x�l�v�k�y�� �g�Z�� �f�Z�g�•�i�m�e�x�\�Z�g�g�•�� �i�j�h�l�h�d�h�e�h�f��
�$�5�3���� �G�Z�\�_�^�_�g�h�� �i�j�b�d�e�Z�^�b�� �l�j�Z�n�•�d�m���� �y�d�b�c�� �m�l�\�h�j�x�}�l�v�k�y�� �i�j�b�� �Z�d�l�b�\�•�a�Z�p�•�€�� �Z�l�Z�d�b�� �a��
�\�b�d�h�j�b�k�l�Z�g�g�y�f�� �i�j�h�l�h�d�h�e�m�� �$�5�3. �<�b�d�h�j�b�k�l�Z�g�g�y�� �f�_�l�h�^�•�\�� �f�Z�r�b�g�g�h�]�h�� �g�Z�\�q�Z�g�g�y�� �^�e�y��
�\�b�y�\�e�_�g�g�y���$�5�3-�Z�l�Z�d���i�j�_�^�k�l�Z�\�e�y�}���k�h�[�h�x���•�g�g�h�\�Z�p�•�c�g�b�c���i�•�^�o�•�^�����y�d�b�c���^�h�a�\�h�e�y�}���i�•�^�\�b�s�b�l�b��
�l�h�q�g�•�k�l�v�� �•�� �_�n�_�d�l�b�\�g�•�k�l�v�� �a�Z�o�b�k�l�m�� �f�_�j�_�`���� �A�Z�\�^�y�d�b�� �a�^�Z�l�g�h�k�l�•�� �0�/-�Z�e�]�h�j�b�l�f�•�\�� �Z�g�Z�e�•�a�m�\�Z�l�b��
�\�_�e�b�d�•�� �h�[�k�y�]�b�� �^�Z�g�b�o�� �m�� �j�_�`�b�f�•�� �j�_�Z�e�v�g�h�]�h�� �q�Z�k�m�� �•�� �\�b�y�\�e�y�l�b�� �Z�g�h�f�Z�e�•�€���� �k�m�q�Z�k�g�•�� �k�b�k�l�_�f�b��
�a�Z�o�b�k�l�m���f�h�`�m�l�v���[�•�e�v�r���_�n�_�d�l�b�\�g�h���•�^�_�g�l�b�n�•�d�m�\�Z�l�b���l�Z���j�_�Z�]�m�\�Z�l�b���g�Z���a�Z�]�j�h�a�b�����a�Z�[�_�a�i�_�q�m�x�q�b��
�[�•�e�v�r���\�b�k�h�d�b�c���j�•�\�_�g�v���[�_�a�i�_�d�b���^�e�y���f�_�j�_�`���j�•�a�g�h�]�h���f�Z�k�r�l�Z�[�m���•���i�j�b�a�g�Z�q�_�g�g�y�� 
�F�_�l�Z�� �^�Z�g�h�€�� �j�h�[�h�l�b �i�h�e�y�]�Z�}���m���i�•�^�\�b�s�_�g�g�• �[�_�a�i�_�d�b�� �\�b�y�\�e�_�g�g�y�� �$�5�3-�Z�l�Z�d�� �g�Z�� �h�k�g�h�\�•��
�\�b�d�h�j�b�k�l�Z�g�g�y �f�_�l�h�^�•�\�� �r�l�m�q�g�h�]�h�� �•�g�l�_�e�_�d�l�m �^�e�y�� �Z�g�Z�e�•�a�m�� �f�_�j�_�`�_�\�h�]�h�� �l�j�Z�n�•�d�m�� �\�� �j�_�`�b�f�•��
�j�_�Z�e�v�g�h�]�h�� �q�Z�k�m���� �s�h�� �\�d�e�x�q�Z�}�� �^�_�l�Z�e�v�g�b�c�� �Z�g�Z�e�•�a�� �$�5�3�� �i�j�h�l�h�d�h�e�•�\�� �l�Z�� �•�k�g�m�x�q�b�o�� �f�_�l�h�^�•�\��
�a�Z�o�b�k�l�m���� �h�p�•�g�d�m�� �€�o�� �h�[�f�_�`�_�g�v���� �Z�� �l�Z�d�h�`�� �a�Z�k�l�h�k�m�\�Z�g�g�y�� �•�g�k�l�j�m�f�_�g�l�•�\�� �^�e�y�� �a�[�h�j�m�� �l�Z�� �Z�g�Z�e�•�a�m��
�^�Z�g�b�o���� �l�Z�d�b�o�� �y�d�� �:�L�U�H�V�K�D�U�N���� �H�k�g�h�\�g�h�x�� �a�Z�^�Z�q�_�x�� �}�� �i�•�^�\�b�s�_�g�g�y�� �l�h�q�g�h�k�l�•�� �l�Z�� �r�\�b�^�d�h�k�l�•��
�\�b�y�\�e�_�g�g�y�� �$�5P-�k�i�m�n�•�g�]�m���� �a�Z�[�_�a�i�_�q�m�x�q�b�� �g�Z�^�•�c�g�b�c�� �a�Z�o�b�k�l�� �f�_�j�_�`�_�\�h�€�� �•�g�n�j�Z�k�l�j�m�d�l�m�j�b�� �\��
�m�f�h�\�Z�o�� �a�j�h�k�l�Z�x�q�b�o�� �d�•�[�_�j�a�Z�]�j�h�a���� �a�h�d�j�_�f�Z�� �m�� �k�_�j�_�^�h�\�b�s�Z�o�� �a�� �\�_�e�b�d�h�x�� �d�•�e�v�d�•�k�l�x�� �,�R�7-
�i�j�b�k�l�j�h�€�\���l�Z���6�'�1���f�_�j�_�`�� 
1. �:�g�Z�e�•�a�� �l�Z�� �h�k�h�[�e�b�\�h�k�l�•�� �Z�l�Z�d�� �g�Z�� �i�j�h�l�h�d�h�e�b�� �$�5�3. ARP �± �p�_�� �r�b�j�h�d�h��
�\�b�d�h�j�b�k�l�h�\�m�\�Z�g�b�c���i�j�h�l�h�d�h�e�� �y�d�b�c���i�_�j�_�l�\�h�j�x�}���,�3-�Z�^�j�_�k�m���g�Z���0�$�&-�Z�^�j�_�k�m (Media Access 
Control)���� �<�� �[�•�e�v�r�h�k�l�•�� �\�b�i�Z�^�d�•�\ ARP �g�_�h�[�o�•�^�g�b�c�� �^�e�y�� �l�h�]�h���� �s�h�[�� �i�j�b�k�l�j�h�€�� �f�h�]�e�b��
�a�g�Z�o�h�^�b�l�b���h�^�b�g���h�^�g�h�]�h �\���f�_�`�Z�o���h�^�g�h�]�h���k�_�]�f�_�g�l�m���f�_�j�_�`�•. �P�_�c���i�j�h�l�h�d�h�e���a�Z�k�l�h�k�h�\�m�}�l�v�k�y��
�i�j�b�� �h�j�]�Z�g�•�a�Z�p�•�€�� �f�_�j�_�`�� �a�Z�� �i�j�h�l�h�d�h�e�h�f�� �L�K�J���,�3�� ���a�� �\�b�d�h�j�b�k�l�Z�g�g�y�f�� �i�j�h�l�h�d�h�e�m�� �1�3�Y������ �^�e�y��
�i�_�j�_�l�\�h�j�_�g�g�y�� �,�3-�Z�^�j�_�k�b�� �\�� �F�:�K-�Z�^�j�_�k�m �•���\�b�a�g�Z�q�_�g�b�c�� �m�� �k�l�Z�g�^�Z�j�l�•�� �5�)�&�� ���������� �M�� �i�j�h�p�_�k�•��



�<���<�����I�Z�e�Z�]�•�g�H���:, �I�Z�e�Z�]�•�g�Z�� �H���<�����1�\�q�_�g�d�h, �H���F�����I�Z�g�Z�k�d�h, �J���E�����I�l�Z�r�d�•�g 
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�i�_�j�_�l�\�h�j�_�g�g�y�� �Z�^�j�_�k�� �a�Z�� �i�j�h�l�h�d�h�e�h�f�� �$�5�3�� �a�Z�k�l�h�k�h�\�m�x�l�v�k�y�� �e�b�r�_�� �^�\�Z�� �l�b�i�b�� �i�Z�d�_�l�•�\���� �:�5�J-
�a�Z�i�b�l�� �l�Z�� �:�5�J-�\�•�^�i�h�\�•�^�v���� �L�j�Z�n�•�d�� �a�� �\�b�d�h�j�b�k�l�Z�g�g�y�f�� �i�j�h�l�h�d�h�e�m��ARP �a�Z�a�\�b�q�Z�c�� �\�b�g�b�d�Z�}�� �\��
�i�j�h�p�_�k�•�� �h�[�f�•�g�m�� �^�Z�g�b�f�b�� �i�h�� �f�_�j�_�`�•�� �l�h�^�•, �d�h�e�b�� �F�:�K-�Z�^�j�_�k�Z�� �h�^�_�j�`�m�\�Z�q�Z�� �g�_�\�•�^�h�f�Z. 
�I �j�b�k�l�j�•�c�����s�h���i�_�j�_�^�Z�}�����k�i�h�q�Z�l�d�m���r�m�d�Z�}���p�x���Z�^�j�_�k�m���m���k�\�h�}�f�m���d�_�r�•�����Y�d�s�h���Z�^�j�_�k�Z���\�•�^�k�m�l�g�y�� 
�\�� �d�_�r�•���� �l�h�� �\�h�g�Z�� �f�h�`�_�� �[�m�l�b�� �h�l�j�b�f�Z�g�Z�� �r�e�y�o�h�f�� �^�h�^�Z�l�d�h�\�h�]�h�� �h�[�f�•�g�m�� �^�Z�g�b�f�b�� �i�h�� �f�_�j�_�`�• �a��
�\�b�d�h�j�b�k�l�Z�g�g�y�f�� �i�j�h�l�h�d�h�e�m��ARP���� �Y�d�� �l�•�e�v�d�b�� �i�j�h�p�_�k�� �i�_�j�_�l�\�h�j�_�g�g�y�� �Z�^�j�_�k�� �a�Z�\�_�j�r�b�l�v�k�y����
�i�_�j�_�^�Z�\�Z�e�v�g�b�c���i�j�b�k�l�j�•�c���h�g�h�\�b�l�v���k�\�h�x���d�_�r-�i�Z�f�
�y�l�v���•���i�h�f�•�k�l�b�l�v���m���g�_�€���\�•�^�i�h�\�•�^�g�•�k�l�v���F�:�K 
�•���,�J-�Z�^�j�_�k���i�j�b�c�f�Z�e�v�g�h�]�h���i�j�b�k�l�j�h�x���•���i�h�q�g�_���i�_�j�_�^�Z�q�m���^�Z�g�b�o�� �I�j�b�d�e�Z�^���:�5�J-�l�Z�[�e�b�p�•���o�h�k�l�m 
���h�l�j�b�f�Z�g�Z �d�h�f�Z�g�^�h�x��arp �±�Z) �g�Z�\�_�^�_�g�Z���g�Z���j�b�k�� 1. 

 
�J�b�k������. �I�j�b�d�e�Z�^���:�5�J-�l�Z�[�e�b�p�•���o�h�k�l�m 

�>�e�y�� �Z�g�Z�e�•�a�m�� �f�_�j�_�`�_�\�h�]�h�� �l�j�Z�n�•�d�m�� �\�� �j�_�`�b�f�•�� �j�_�Z�e�v�g�h�]�h�� �q�Z�k�m�� �\�b�d�h�j�b�k�l�h�\�m�\�Z�e�Z�k�y��
�i�e�Z�l�n�h�j�f�Z��Wireshark [6], �y�d�Z���}�� �i�h�l�m�`�g�b�f�� �•�g�k�l�j�m�f�_�g�l�h�f�� �^�e�y�� �\�b�y�\�e�_�g�g�y���� �^�•�Z�]�g�h�k�l�b�d�b���l�Z 
�m�k�m�g�_�g�g�y�� �i�j�h�[�e�_�f�� �m�� �f�_�j�_�`�Z�o�����H�k�g�h�\�g�•�� �i�j�b�a�g�Z�q�_�g�g�y��Wireshark �\�d�e�x�q�Z�x�l�v �a�Z�o�h�i�e�_�g�g�y��
�i�Z�d�_�l�•�\ �^�Z�g�b�o���� �y�d�•�� �i�j�h�o�h�^�y�l�v�� �q�_�j�_�a�� �f�_�j�_�`�m���� �g�Z�^�Z�g�g�y �^�_�l�Z�e�v�g�h�€ �•�g�n�h�j�f�Z�p�•�€ �i�j�h�� �d�h�`�_�g��
�i�Z�d�_�l, �^�•�Z�]�g�h�k�l�m�\�Z�g�g�y �i�j�h�[�e�_�f�� �a�� �i�•�^�d�e�x�q�_�g�g�y�f���� �a�Z�l�j�b�f�d�Z�f�b���� �\�l�j�Z�l�Z�f�b�� �i�Z�d�_�l�•�\, 
�\�b�y�\�e�_�g�g�y�� �Z�g�h�f�Z�e�•�c �l�Z�� �•�g. Wireshark �\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y�� �^�e�y�� �\�b�y�\�e�_�g�g�y�� �i�h�l�_�g�p�•�c�g�b�o��
�a�Z�]�j�h�a���l�Z���Z�g�h�f�Z�e�v�g�h�€���Z�d�l�b�\�g�h�k�l�•���\���f�_�j�_�`�•�����l�Z�d�b�o���y�d���$�5�3-�Z�l�Z�d�b�����'�R�6-�Z�l�Z�d�b���l�Z���•�g�r�•���\�b�^�b��
�a�e�h�\�f�b�k�g�h�]�h�� �l�j�Z�n�•�d�m. �I�j�b�d�e�Z�^���i�_�j�_�o�\�Z�l�m�� �l�b�i�h�\�h�]�h �l�j�Z�n�•�d�m�� �f�•�`�� �i�j�b�k�l�j�h�y�f�b��
�•�g�k�l�j�m�f�_�g�l�h�f��Wireshark �a���\�b�d�h�j�b�k�l�Z�g�g�y�f���i�j�h�l�h�d�h�e�m��ARP �g�Z�\�_�^�_�g�b�c���g�Z���j�b�k�� 2. 

 
�J�b�k�� 2. �L�b�i�h�\�b�c��ARP �l�j�Z�n�•�d �\���k�_�j�_�^�h�\�b�s�•��Wireshark 

�A�� �j�b�k�m�g�d�m��2 �\�b�^�g�h���� �s�h��ARP-�a�Z�i�b�l���i�h�k�b�e�Z�}�l�v�k�y�� �\�� �r�b�j�h�d�h�f�h�\�g�h�f�m�� �j�_�`�b�f�• 
(broadcast message)���� �Z ARP- �\�•�^�i�h�\�•�^�v �g�Z�^�k�b�e�Z�}�l�v�k�y�� �\�� �h�^�g�h�Z�^�j�_�k�g�h�f�m�� �j�_�`�b�f�• (unicast 
message). �L�Z�d�h�`�� �f�h�`�e�b�\�•�� �\�b�i�Z�^�d�b�� �m�l�\�h�j�_�g�g�y�� �l�j�Z�n�•�d�m���� �y�d�b�c�� �k�d�e�Z�^�Z�}�l�v�k�y�� �a�� �l�Z�d�� �a�\�Z�g�b�o��
�k�Z�f�h�q�b�g�g�b�o �: R�J-�i�Z�d�_�l�•�\ (ARP-�i�Z�d�_�l�b���� �y�d�•�� �]�_�g�_�j�m�x�l�v�k�y�� �Z�\�l�h�f�Z�l�b�a�h�\�Z�g�b�f�b�� �a�Z�k�h�[�Z�f�b��
�Z�[�h�� �a�e�h�\�f�b�k�g�b�d�Z�f�b�� �^�e�y�� �i�h�j�m�r�_�g�g�y�� �g�h�j�f�Z�e�v�g�h�€�� �j�h�[�h�l�b�� �f�_�j�_�`�•)���� �s�h �l�Z�d�h�` �}�� �l�b�i�h�\�b�f��
�\�b�^�h�f���l�j�Z�n�•�d�m. �I�h�y�\�Z���k�Z�f�h�q�b�g�g�b�o �:�5�J-�i�Z�d�_�l�•�\���f�h�`�g�Z���\�b�y�\�b�l�b���m���j�y�^�•���\�b�i�Z�^�d�•�\���� 

�x �a�f�•�g�Z���,�3-�Z�^�j�_�k�b���i�j�b�k�l�j�h�x���i�j�b�a�\�_�^�_���^�h���i�h�y�\�b���k�Z�f�h�q�b�g�g�b�o �i�Z�d�_�l�•�\; 
�x �i�j�b���a�Z�i�m�k�d�m���^�_�y�d�b�o���h�i�_�j�Z�p�•�c�g�b�o���k�b�k�l�_�f���\�•�^�[�m�\�Z�}�l�v�k�y���i�_�j�_�^�Z�q�Z���k�Z�f�h�q�b�g�g�b�o 

�:�5�J-�i�Z�d�_�l�•�\; 
�x �\ �j�y�^�•�� �k�b�k�l�_�f�� �k�Z�f�h�q�b�g�g�• �:�5�J-�i�Z�d�_�l�b�� �k�e�m�]�m�x�l�v �^�e�y�� �i�•�^�l�j�b�f�d�b��

�[�Z�e�Z�g�k�m�\�Z�g�g�y���g�Z�\�Z�g�l�Z�`�_�g�g�y�� 
�I�j�b�d�e�Z�^�� �i�_�j�_�o�\�Z�l�m�� �l�j�Z�n�•�d�m�� �a�� �k�Z�f�h�q�b�g�g�b�f �:�5�J-�i�Z�d�_�l�h�f �g�Z�\�_�^�_�g�b�c�� �g�Z�� �j�b�k�� 3. �A��

�j�b�k�m�g�d�m���\�b�^�g�h�����s�h���k�Z�f�h�q�b�g�g�•���$�5�3-�i�Z�d�_�l�b���j�h�a�k�b�e�Z�x�l�v�k�y���\���r�b�j�h�d�h�f�h�\�g�h�f�m���j�_�`�b�f�•�� 



�1�G�N�H�J�F�:�L�B�D�:���L�:���F�:�L�?�F�:�L�B�Q�G�1���F�?�L�H�>�B���<���F�H�>�?�E�X�<�:�G�G�1���’�������������’���L�h�f��1�������‹ 1-2 
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�J�b�k����. �L�b�i�h�\�b�c��ARP �l�j�Z�n�•�d���a���k�Z�f�h�q�b�g�g�b�f �:�5�J-�i�Z�d�_�l�h�f 

�I�j�h�l�h�d�h�e �$�5�3���[�m�\ �k�l�Z�g�^�Z�j�l�b�a�h�\�Z�g�b�c �[�Z�]�Z�l�h���j�h�d�•�\�� �l�h�f�m���•�� �g�•�d�h�e�b���g�_���[�m�e�h���k�i�h�k�h�[�m��
�]�Z�j�Z�g�l�m�\�Z�l�b�� �Z�\�l�_�g�l�b�q�g�•�k�l�v ARP-�i�h�\�•�^�h�f�e�_�g�g�y�� �Y�d�� �g�Z�k�e�•�^�h�d���� �}�� �d�•�e�v�d�Z�� �Z�l�Z�d�� �$�5�3���� �y�d�•��
�f�h�`�m�l�v���g�_�i�j�Z�\�b�e�v�g�h���k�i�j�y�f�m�\�Z�l�b �l�j�Z�n�•�d �\���e�h�d�Z�e�v�g�•�c���f�_�j�_�`�• �a���f�_�l�h�x���c�h�]�h���i�_�j�_�o�h�i�e�_�g�g�y��
�\���a�e�h�\�f�b�k�g�b�o���p�•�e�y�o�� �>�_�y�d�•���a���Z�l�Z�d �• �f �_�l�h�^�b�����y�d�•���\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y���^�e�y���i�j�h�g�b�d�g�_�g�g�y���q�_�j�_�a 
ARP-�i�j�h�l�h�d�h�e�����\�d�e�x�q�Z�x�l�v: 

������ �$�5�3�� �K�i�m�n�•�g�]�� ���$�5�3�� �6�S�R�R�I�L�Q�J�� - �}�� �g�Z�c�[�•�e�v�r�� �i�h�r�b�j�_�g�b�f�� �l�b�i�h�f�� �$�5�3-�Z�l�Z�d���� �<�h�g�Z��
�i�h�e�y�]�Z�}�� �m�� �g�Z�^�k�b�e�Z�g�g�•�� �n�Z�e�v�r�b�\�b�o�� �$�5�3-�i�h�\�•�^�h�f�e�_�g�v�� �\�� �f�_�j�_�`�m�� �^�e�y�� �a�f�•�g�b�� �Z�k�h�p�•�Z�p�•�c�� �f�•�`��
IP-�Z�^�j�_�k�Z�f�b���l�Z���0�$�&-�Z�^�j�_�k�Z�f�b���� �P�_���^�h�a�\�h�e�y�}�� �a�e�h�\�f�b�k�g�b�d�m���i�_�j�_�g�Z�i�j�Z�\�e�y�l�b���l�j�Z�n�•�d���q�_�j�_�a��
�k�\�•�c���i�j�b�k�l�j�•�c�����H�k�g�h�\�g�•���\�b�^�b���$�5�3-�k�i�m�n�•�g�]�m���\�d�e�x�q�Z�x�l�v Man-in-the-Middle (MITM) �Z�l�Z�d�Z��
�l�Z��Packet Sniffing; 

2. ARP Cache Poisoning - �Z�l�Z�d�b�� �i�_�j�_�^�[�Z�q�Z�x�l�v �g�Z�^�k�b�e�Z�g�g�y�� �n�Z�e�v�r�b�\�b�o�� �$�5�3-
�i�h�\�•�^�h�f�e�_�g�v���^�e�y���a�Z�i�h�\�g�_�g�g�y���$�5�3-�d�_�r�m���f�_�j�_�`�_�\�b�o���i�j�b�k�l�j�h�€�\���i�h�f�b�e�d�h�\�b�f�b���a�Z�i�b�k�Z�f�b�����<��
�j�_�a�m�e�v�l�Z�l�•�� �p�v�h�]�h�� �i�Z�d�_�l�b�� �f�h�`�m�l�v�� �[�m�l�b�� �k�i�j�y�f�h�\�Z�g�•�� �g�Z�� �g�_�i�j�Z�\�b�e�v�g�•�� �Z�[�h�� �g�_�•�k�g�m�x�q�•���0�$�&-
�Z�^�j�_�k�b���� �s�h�� �i�j�b�a�\�h�^�b�l�v�� �^�h�� �i�h�j�m�r�_�g�g�y�� �j�h�[�h�l�b�� �f�_�j�_�`�•���� �<�b�^�b�� �$�5�3�� �&�D�F�K�H�� �3�R�L�V�R�Q�L�Q�J��
�\�d�e�x�q�Z�x�l�v Denial of Service (DoS - �i�_�j�_�g�Z�i�j�Z�\�e�_�g�g�y �l�j�Z�n�•�d�m �g�Z���g�_�•�k�g�m�x�q�•��MAC-�Z�^�j�_�k�b����
�s�h�� �i�j�b�a�\�h�^�b�l�v�� �^�h�� �g�_�f�h�`�e�b�\�h�k�l�•�� �^�h�k�y�]�l�b�� �p�•�e�v�h�\�h�]�h�� �i�j�b�k�l�j�h�x���� �l�Z��Network Disruption 
(�\�i�e�b�\���g�Z���f�Z�j�r�j�m�l�b�a�Z�p�•�x���l�j�Z�n�•�d�m�����s�h���i�j�b�a�\�h�^�b�l�v���^�h���^�_�a�h�j�]�Z�g�•�a�Z�p�•�€���j�h�[�h�l�b���f�_�j�_�`�•); 

3. ARP �r�l�h�j�f  (Flooding) - �a�e�h�\�f�b�k�g�b�d���g�Z�^�k�b�e�Z�}���\�_�e�b�d�m���d�•�e�v�d�•�k�l�v���$�5�3-�a�Z�i�b�l�•�\���Z�[�h��
�\�•�^�i�h�\�•�^�_�c�� �^�e�y�� �i�_�j�_�\�Z�g�l�Z�`�_�g�g�y�� �$�5�3-�d�_�r�m�� �f�_�j�_�`�_�\�b�o�� �i�j�b�k�l�j�h�€�\���� �H�k�g�h�\�g�•�� �g�Z�k�e�•�^�d�b��
�l�Z�d�h�€�� �Z�l�Z�d�b �} Resource Exhaustion (�i�_�j�_�\�Z�g�l�Z�`�_�g�g�y�� �d�_�r�m�� �$�5�3�� �f�h�`�_�� �i�j�b�a�\�_�k�l�b�� �^�h��
�k�i�h�\�•�e�v�g�_�g�g�y�� �j�h�[�h�l�b�� �Z�[�h�� �g�Z�\�•�l�v�� �a�[�h�x�� �f�_�j�_�`�_�\�b�o�� �i�j�b�k�l�j�h�€�\���� �l�Z��Network Congestion 
(�\�_�e�b�d�Z�� �d�•�e�v�d�•�k�l�v�� �$�5�3-�i�Z�d�_�l�•�\�� �f�h�`�_�� �i�_�j�_�\�Z�g�l�Z�`�b�l�b�� �f�_�j�_�`�m���� �a�f�_�g�r�m�x�q�b�� �€�€��
�i�j�h�^�m�d�l�b�\�g�•�k�l�v); 

4. ARP-�i�•�g�]�����$�5�3���3�L�Q�J�� - �p�_���f�_�l�h�^�����y�d�b�c���\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y���^�e�y���\�b�y�\�e�_�g�g�y���Z�d�l�b�\�g�b�o��
�i�j�b�k�l�j�h�€�\�� �m�� �e�h�d�Z�e�v�g�•�c�� �f�_�j�_�`�•�� �r�e�y�o�h�f�� �g�Z�^�k�b�e�Z�g�g�y�� �$�5�3-�a�Z�i�b�l�•�\���� �A�e�h�\�f�b�k�g�b�d�b�� �f�h�`�m�l�v��
�\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b�� �$�5�3-�i�•�g�]�� �^�e�y�� �a�[�h�j�m�� �•�g�n�h�j�f�Z�p�•�€�� �i�j�h�� �i�j�b�k�l�j�h�€�� �\�� �f�_�j�_�`�•�� �i�_�j�_�^��
�i�j�h�\�_�^�_�g�g�y�f���•�g�r�b�o���Z�l�Z�d�� 

�:�l�Z�d�Z��ARP spoofing���� �l�Z�d�h�`�� �\�•�^�h�f�Z�� �y�d�� �©�h�l�j�m�}�g�g�y�� �d�_�r�m�ª��ARP���� �\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y�� �\��
�Z�l�Z�p�•�� �l�b�i�m�� �©�e�x�^�b�g�Z�� �i�h�k�_�j�_�^�b�g�•�ª��[5, 6]���� �I�•�^�� �q�Z�k�� �Z�l�Z�d�b��ARP spoofing �a�e�h�\�f�b�k�g�b�d�� �^�•�}��
�g�Z�k�l�m�i�g�b�f�� �q�b�g�h�f���� �g�Z�^�k�b�e�Z�}�� �g�_�[�Z�`�Z�g�_���� �i�•�^�j�h�[�e�_�g�_�� �i�h�\�•�^�h�f�e�_�g�g�y�� �\�•�^�i�h�\�•�^�•��ARP���� �y�d�_��
�f�•�k�l�b�l�v�� �i�•�^�j�h�[�e�_�g�m�� �0�$�&�� �Z�^�j�_�k�m�� �f�Z�r�b�g�b�� �a�e�h�\�f�b�k�g�b�d�Z�� �^�e�y�� �\�k�•�o�� �o�h�k�l�•�\�� �m�� �e�h�d�Z�e�v�g�•�c��
�f�_�j�_�`�•���� �I�•�k�e�y�� �h�l�j�b�f�Z�g�g�y�� �\�•�^�i�h�\�•�^�•��ARP �m�k�•�� �i�j�b�k�l�j�h�€�� �\�� �e�h�d�Z�e�v�g�•�c�� �f�_�j�_�`�•�� �h�g�h�\�e�y�l�v�� �k�\�h�€��
ARP �Z�[�h�� �l�Z�[�e�b�p�•�� �0�$�&-�Z�^�j�_�k�� �•�a�� �g�_�i�j�Z�\�b�e�v�g�h�x�� �0�$�&-�Z�^�j�_�k�h�x�� �P�_�� �_�n�_�d�l�b�\�g�h���©�h�l�j�m�x�}��
�d�_�r�ª �g�Z���d�•�g�p�_�\�b�o���i�j�b�k�l�j�h�y�o���� �Y�d�s�h���l�Z�[�e�b�p�•��ARP �©�h�l�j�m�}�g�•�ª���� �p�_���^�h�a�\�h�e�b�l�v���a�e�h�\�f�b�k�g�b�d�m��



�<���<�����I�Z�e�Z�]�•�g�H���:, �I�Z�e�Z�]�•�g�Z�� �H���<�����1�\�q�_�g�d�h, �H���F�����I�Z�g�Z�k�d�h, �J���E�����I�l�Z�r�d�•�g 
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�\�b�^�Z�l�b���k�_�[�_���a�Z���•�g�r�b�c���o�h�k�l�����s�h�[���h�l�j�b�f�Z�l�b���^�h�k�l�m�i���^�h���d�h�g�n�•�^�_�g�p�•�c�g�h�€���•�g�n�h�j�f�Z�p�•�€�� �L�Z�d�b�f��
�q�b�g�h�f, �l�j�Z�n�•�d�� �k�i�j�y�f�h�\�m�}�l�v�k�y �g�_ �g�Z�� �n�Z�d�l�b�q�g�b�c�� �o�h�k�l�����Z���g�Z�� �o�h�k�l�� �•�a�� �i�•�^�j�h�[�e�_�g�h�x�� �0�$�&-
�Z�^�j�_�k�h�x�� �G�Z���g�Z�\�_�^�_�g�h�f�m���g�b�`�q�_���j�b�k�m�g�d�m (�j�b�k��4) �i�j�_�^�k�l�Z�\�e�_�g�Z���Z�l�Z�d�Z���$�5�3�����^�_���a�e�h�\�f�b�k�g�b�d��
�g�Z�^�•�k�e�Z�\���n�Z�e�v�r�b�\�m���\�•�^�i�h�\�•�^�v�����y�d�Z���©�h�l�j�m�€�e�Z���d�_�r�ª���\���i�j�b�k�l�j�h�y�o�� �M�k�•���o�h�k�l�b���\���f�_�j�_�`�•���l�_�i�_�j��
�^�m�f�Z�x�l�v�����s�h�����������������������������a�g�Z�o�h�^�b�l�v�k�y���g�Z���������������)�)�����&�����������a�Z�f�•�k�l�v���������������������%���������� 

 
�J�b�k����4. �:�l�Z�d�Z���$�5�3���V�S�R�R�I�L�Q�J 

�A�Z�a�\�b�q�Z�c���i�j�b���i�j�h�\�_�^�_�g�g�•���Z�l�Z�d�b�����g�Z�p�•�e�_�g�h�€���g�Z���h�l�j�m�}�g�g�y �d�_�r�m���$�5�3, �k�m�[�
�}�d�l���a�Z�]�j�h�a�b��
�f�h�`�_���g�Z�^�k�b�e�Z�l�b���•�g�r�b�f���o�h�k�l�Z�f���m���i�•�^�f�_�j�_�`�•���k�Z�f�h�q�b�g�g�• ARP-�\�•�^�i�h�\�•�^�•�����y�d�•���f�•�k�l�y�l�v���0�$�&-
�Z�^�j�_�k�m���a�e�h�\�f�b�k�g�b�d�Z���•���,�3-�Z�^�j�_�k�m���r�e�x�a�m���a�Z���a�Z�f�h�\�q�m�\�Z�g�g�y�f�� �I�j�b�d�e�Z�^���l�j�Z�n�•�d�m�����y�d�b�c���f�h�`�g�Z��
�k�i�h�k�l�_�j�•�]�Z�l�b���i�j�b���Z�l�Z�p�•���h�l�j�m�}�g�g�y �d�_�r�m���$�5�3 �i�h�d�Z�a�Z�g�h���g�Z���j�b�k. 5.  

 
�J�b�k�� 5. �I�j�b�d�e�Z�^���l�j�Z�n�•�d�m���i�j�b���Z�l�Z�p�•���l�b�i�m���h�l�j�m�}�g�g�y���d�_�r�m���$�5�3 

�A�� �g�Z�\�_�^�_�g�h�]�h�� �i�j�b�d�e�Z�^�m�� �\�b�^�g�h���� �s�h�� �o�h�k�l�� �a�e�h�\�f�b�k�g�b�d�Z�� �g�Z�i�j�Z�\�e�y�}�� �h�^�g�h�Z�^�j�_�k�g�b�c��
�a�Z�i�b�l���•���h�^�g�h�Z�^�j�_�k�g�m���\�•�^�i�h�\�•�^�v�����\���y�d�b�o���\�b�^�Z�}���k�_�[�_���a�Z���r�e�x�a���a���1�J-�Z�^�j�_�k�h�x���������������������� 

�Y�d�s�h�� �a�e�h�\�f�b�k�g�b�d�� �i�_�j�_�g�Z�i�j�Z�\�e�y�}�� �l�j�Z�n�•�d���� �l�h�^�•�� �\�•�g�� �f�h�`�_�� �i�_�j�_�o�h�i�b�l�b�� �c�h�]�h �^�e�y 
�h�l�j�b�f�Z�g�g�y �d�h�g�n�•�^�_�g�p�•�c�g�h�€�� �•�g�n�h�j�f�Z�p�•�€, �s�h�� �f�h�`�_�� �k�l�Z�l�b�� �i�•�^�]�h�l�h�\�d�h�x �^�h�� �[�•�e�v�r�� �k�d�e�Z�^�g�h�€��
�Z�l�Z�d�b�� 

�R�l�h�j�f�� �$�5�3 (Flooding). �M�� �e�h�d�Z�e�v�g�•�c�� �f�_�j�_�`�•�� �l�b�i�h�\�b�f�� �l�j�Z�n�•�d�h�f�� �} ARP-
�i�h�\�•�^�h�f�e�_�g�g�y�� �a�Z�i�b�l�•�\���\�•�^�i�h�\�•�^�_�c���� �I�j�b�� �p�•�c�� �Z�l�Z�p�•�� �f�h�`�g�Z�� �k�i�h�k�l�_�j�•�]�Z�l�b �\�_�e�b�d�m �d�•�e�v�d�•�k�l�v��
ARP-�a�Z�i�b�l�•�\�����l�h�f�m��ARP-�r�l�h�j�f���}���n�h�j�f�h�x���Z�l�Z�d�b���g�Z �\�•�^�f�h�\�m���\���h�[�k�e�m�]�h�\�m�\�Z�g�g�•�����'�R�6���� 



�1�G�N�H�J�F�:�L�B�D�:���L�:���F�:�L�?�F�:�L�B�Q�G�1���F�?�L�H�>�B���<���F�H�>�?�E�X�<�:�G�G�1���’�������������’���L�h�f��1�������‹ 1-2 
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�>�e�y�� �_�n�_�d�l�b�\�g�h�€�� �^�h�k�l�Z�\�d�b�� �^�Z�g�b�o�� �d�h�f�m�l�Z�l�h�j�� �\�b�d�h�j�b�k�l�h�\�m�}�� �l�Z�[�e�b�p�x��Content 
Addressable Memory (CAM������ �y�d�Z�� �f�•�k�l�b�l�v�� �i�Z�j�b�� �0�$�&-�Z�^�j�_�k�� �•�� �i�h�\�¶�y�a�Z�g�• �a�� �g�b�f�b�� �n�•�a�b�q�g�• 
�i�h�j�l�b �d�h�f�m�l�Z�l�h�j�Z�� �A�e�h�\�f�b�k�g�b�d�� �f�h�`�_�� �k�Z�f�h�\�•�e�v�g�h�� �g�Z�^�k�b�e�Z�l�b�� �d�h�f�m�l�Z�l�h�j�m�� �$�5�3-
�i�h�\�•�^�h�f�e�_�g�g�y�� �•�a�� �i�•�^�j�h�[�e�_�g�h�x�� �0�$�&-�Z�^�j�_�k�h�x���� �\�� �j�_�a�m�e�v�l�Z�l�•�� �q�h�]�h�� �d�h�f�m�l�Z�l�h�j��
�h�g�h�\�e�x�\�Z�l�b�f�_�� �k�\�h�x�� �0�$�&-�l�Z�[�e�b�p�x���� �H�k�d�•�e�v�d�b�� �\�k�•�� �0�$�&-�l�Z�[�e�b�p�•�� �f�Z�x�l�v�� �h�[�f�_�`�_�g�b�c��
�j�h�a�f�•�j���� �d�h�f�m�l�Z�l�h�j�� �f�h�`�_�� �\�b�q�_�j�i�Z�l�b�� �j�_�k�m�j�k�b�� �^�e�y�� �a�[�_�j�•�]�Z�g�g�y�� �0�$�&-�Z�^�j�_�k���� �:�l�Z�d�b�� �a��
�i�_�j�_�i�h�\�g�_�g�g�y�� �l�Z�[�e�b�p�v�� �0�$�&-�Z�^�j�_�k�� ���0�$�&-�n�e�m�^������ �d�h�j�b�k�l�m�x�q�b�k�v�� �p�b�f�� �h�[�f�_�`�_�g�g�y�f����
�[�h�f�[�Z�j�^�m�x�l�v�� �d�h�f�m�l�Z�l�h�j�� �d�Z�^�j�Z�f�b�� �a�� �i�•�^�j�h�[�e�_�g�b�f�b�� �0�$�&-�Z�^�j�_�k�Z�f�b�� �^�`�_�j�_�e�Z���� �^�h�i�h�d�b��
�l�Z�[�e�b�p�y���0�$�&-�Z�^�j�_�k���d�h�f�m�l�Z�l�h�j�Z���g�_���a�Z�i�h�\�g�b�l�v�k�y�� 

�R�l�h�j�f�� �$�5�3�� �a�Z�i�h�\�g�x�}�� �l�Z�[�e�b�p�x�� �&�$�0 �d�h�f�m�l�Z�l�h�j�Z �•�� �i�_�j�_�i�h�\�g�x�}���€�€ �l�b�k�y�q�Z�f�b��
�n�•�d�l�b�\�g�b�o���a�Z�i�b�k�•�\�� �M���p�_�c���f�h�f�_�g�l���d�h�f�m�l�Z�l�h�j���i�j�h�k�l�h���^�•�}���y�d���d�h�g�p�_�g�l�j�Z�l�h�j���•���g�Z�^�k�b�e�Z�}���^�Z�g�•��
�g�Z���\�k�•���i�h�j�l�b�����G�Z�k�e�•�^�d�b�����l�Z�d�h�€���Z�l�Z�d�b���f�h�`�g�Z���h�o�Z�j�Z�d�l�_�j�b�a�m�\�Z�l�b���g�Z�k�l�m�i�g�b�f���q�b�g�h�f: 
�x �m�� �a�e�h�\�f�b�k�g�b�d�Z�� �a�¶�y�\�e�y�}�l�v�k�y�� �f�h�`�e�b�\�•�k�l�v �i�_�j�_�o�h�i�e�_�g�g�y �\�k�v�h�]�h�� �l�j�Z�n�•�d�m �a�� �f�h�`�e�b�\�b�f��

�g�Z�k�l�m�i�g�b�f���j�h�a�d�j�b�l�l�y�f���d�h�g�n�•�^�_�g�p�•�c�g�b�o���^�Z�g�b�o; 
�x �q�_�j�_�a�� �\�_�e�b�d�m�� �d�•�e�v�d�•�k�l�v�� �r�b�j�h�d�h�f�h�\�g�b�o�� �a�Z�i�b�l�•�\�� �a�g�b�`�m�}�l�v�k�y�� �i�j�h�i�m�k�d�g�Z�� �a�^�Z�l�g�•�k�l�v��

�f�_�j�_�`�•. 
�I�j�b�d�e�Z�^�� �l�j�Z�n�•�d�m���� �y�d�b�c�� �f�h�`�g�Z�� �k�i�h�k�l�_�j�•�]�Z�l�b�� �i�j�b�� �Z�l�Z�p�•�� �©ARP-�r�l�h�j�f�ª���� �i�h�d�Z�a�Z�g�h�� �g�Z��

�j�b�k������ 

 
�J�b�k��6.  �I�j�b�d�e�Z�^���l�j�Z�n�•�d�m �i�j�b���Z�l�Z�p�•���l�b�i�m��ARP-�r�l�h�j�f 

 
2. �F�_�l�h�^�b���a�Z�o�b�k�l�m���\�•�^���$�5�3-�Z�l�Z�d. �<�b�y�\�e�_�g�g�y���l�j�Z�n�•�d�m, �y�d�b�c���k�i�j�b�q�b�g�_�g�b�c���Z�l�Z�d�h�x ARP 

spoofing, �}���^�h�k�b�l�v���k�d�e�Z�^�g�h�x���h�i�_�j�Z�p�•�}�x�����l�Z�d���y�d���i�h�l�j�_�[�m�}���Z�g�Z�e�•�a�m���•���\�b�y�\�e�_�g�g�y���r�d�•�^�e�b�\�h�]�h��
�l�j�Z�n�•�d�m�� �i�j�b�� �Z�d�l�b�\�•�a�Z�p�•�€�� �Z�l�Z�d�b��ARP spoofing ���i�h�q�Z�l�d�h�\�b�c�� �_�l�Z�i�� �©�h�l�j�m�}�g�g�y�� �$�5�3�� �d�_�r�m�ª) �• 
�Z�g�Z�e�•�a�m�� �•�� �\�b�y�\�e�_�g�g�y�� �k�Z�f�h�]�h�� �n�Z�d�l�m���� �s�h�� �l�j�Z�n�•�d�� �i�_�j�_�Z�^�j�_�k�h�\�m�}�l�v�k�y�� �q�_�j�_�a�� �\�m�a�h�e��
�a�e�h�\�f�b�k�g�b�d�Z�����S�h�[���\�b�y�\�b�l�b���p�x���a�Z�]�j�h�a�m���\�b�d�h�j�b�k�l�h�\�m�x�l�v���g�Z�k�l�m�i�g�•���i�•�^�o�h�^�b��[5, 6]: 

�x �k�b�k�l�_�f�b�� �\�b�y�\�e�_�g�g�y���a�Z�i�h�[�•�]�Z�g�g�y�� �\�l�h�j�]�g�_�g�g�y�f��(IDS/IPS - Intrusion Detection 
Systems/Intrusion Protection Systems)���� �y�d�•�� �g�Z�e�Z�r�l�h�\�m�x�l�v �i�j�b�k�l�j�h�€�� �^�e�y��
�\�•�^�k�l�_�`�_�g�g�y���Z�g�h�f�Z�e�v�g�h�€���Z�d�l�b�\�g�h�k�l�•���$�5�3�����g�Z�i�j�b�d�e�Z�^���r�l�h�j�f�•�\���$�5�3�����y�d�•���a�Z�a�\�b�q�Z�c��
�f�Z�x�l�v�� �k�i�_�p�b�n�•�q�g�•�� �k�b�]�g�Z�l�m�j�b���� �I�j�b�k�l�j�•�c�� �f�Z�}�� �g�Z�^�•�k�e�Z�l�b�� �k�i�h�\�•�s�_�g�g�y���� �y�d�s�h�� �[�m�^�_��
�\�b�y�\�e�_�g�h �g�_�[�Z�`�Z�g�•���\�•�^�i�h�\�•�^�•; 

�x �k�l�Z�l�b�q�g�•���a�Z�i�b�k�b���$�5�3 - �`�h�j�k�l�d�_���\�•�^�h�[�j�Z�`�_�g�g�y���Z�^�j�_�k���^�e�y���a�Z�i�h�[�•�]�Z�g�g�y���k�i�m�n�•�g�]�m�����P�_��
�m�g�_�f�h�`�e�b�\�e�x�}���Z�\�l�h�f�Z�l�b�q�g�m���Z�d�l�m�Z�e�•�a�Z�p�•�x���$�5�3-�d�_�r�m���•���a�Z�o�b�s�Z�}���\�•�^���i�•�^�j�h�[�e�_�g�b�o��



�<���<�����I�Z�e�Z�]�•�g�H���:, �I�Z�e�Z�]�•�g�Z�� �H���<�����1�\�q�_�g�d�h, �H���F�����I�Z�g�Z�k�d�h, �J���E�����I�l�Z�r�d�•�g 
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ARP-�i�h�\�•�^�h�f�e�_�g�v���� �H�^�g�Z�d�� �p�_�c�� �f�_�l�h�^�� �\�b�f�Z�]�Z�}�� �Z�^�f�•�g�•�k�l�j�Z�l�b�\�g�b�o�� �a�m�k�b�e�v�� �^�e�y��
�i�•�^�l�j�b�f�d�b�� �•�� �h�g�h�\�e�_�g�g�y �P�_�� �g�_�� �g�Z�c�d�j�Z�s�b�c�� �f�_�l�h�^���� �h�k�d�•�e�v�d�b�� �\�•�g�� �i�h�]�Z�g�h��
�f�Z�k�r�l�Z�[�m�}�l�v�k�y���m���\�_�e�b�d�b�o���f�_�j�_�`�Z�o; 

�x �[�j�Z�g�^�f�Z�m�_�j�b �± �\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y�� �e�b�r�_�� �k�i�b�k�h�d�� �d�h�g�l�j�h�e�x�� �^�h�k�l�m�i�m�� �a�� �n�•�e�v�l�j�Z�p�•�}�x��
�i�Z�d�_�l�•�\ �Z�\�l�h�j�b�a�h�\�Z�g�h�]�h���l�j�Z�n�•�d�m�����y�d�b�c �a�g�Z�o�h�^�b�l�v�k�y���\���k�_�]�f�_�g�l�•���f�_�j�_�`�•; 

�x �i�j�h�]�j�Z�f�g�_�� �a�Z�[�_�a�i�_�q�_�g�g�y�� �^�e�y�� �a�Z�o�b�k�l�m�� �\�•�^�� �$�5�3 - �p�_�� �i�j�h�]�j�Z�f�g�_�� �a�Z�[�_�a�i�_�q�_�g�g�y��
�\�•�^�k�l�_�`�m�}�� �k�i�m�n�•�g�]���� �y�d�b�c�� �f�h�`�_�� �i�j�_�^�k�l�Z�\�e�y�l�b�k�y�� �y�d�� �^�\�•�� �,�3-�Z�^�j�_�k�b�� �a�� �h�^�g�Z�d�h�\�h�x��
MAC-�Z�^�j�_�k�h�x�����Z���l�Z�d�h�`���•�g�r�•���f�_�l�h�^�b���^�e�y���\�b�y�\�e�_�g�g�y���a�e�h�\�f�b�k�g�h�€���i�h�\�_�^�•�g�d�b���$�5�3�� 

�:�g�Z�e�•�a�� �e�•�l�_�j�Z�l�m�j�g�b�o�� �^�`�_�j�_�e�� �^�h�\�h�^�b�l�v���� �s�h�� �g�Z�� �h�k�g�h�\�•�� �p�b�o�� �i�•�^�o�h�^�•�\�� �i�j�h�\�h�^�y�l�v�k�y��
�[�Z�]�Z�l�h�]�j�Z�g�g�•�� �g�Z�m�d�h�\�•�� �^�h�k�e�•�^�`�_�g�g�y���� �M�� �j�h�[�h�l�•�� �>���@�� �i�j�h�^�_�f�h�g�k�l�j�h�\�Z�g�h�� �f�_�l�h�^�b�� �s�h�^�h��
�i�j�h�l�b�^�•�€�� �Z�l�Z�d�Z�f�� �$�5�3-�k�i�m�n�•�g�]�m�� �\�� �f�_�`�Z�o�� �6�'�1���� �2�o�� �h�k�g�h�\�g�h�x�� �l�_�o�g�•�d�h�x�� �} �k�b�k�l�_�f�Z��
�\�b�y�\�e�_�g�g�y�� �l�Z�� �a�Z�i�h�[�•�]�Z�g�g�y�� �\�l�h�j�]�g�_�g�g�y�f�� ��Detection and Prevention System - �,�'�3�6������ �s�h��
�\�b�d�h�j�b�k�l�h�\�m�}�� �l�_�o�g�h�e�h�]�•�x�� �6�'�1���� �P�_�c�� �,�'�3�6�� �^�b�g�Z�f�•�q�g�h�� �Z�^�Z�i�l�m�}�� �i�Z�j�Z�f�_�l�j�b�� �6�'�1�� �^�e�y��
�\�b�y�\�e�_�g�g�y�� �l�Z�� �a�Z�i�h�[�•�]�Z�g�g�y�� �i�•�^�h�a�j�•�e�b�f�� �f�_�j�_�`�_�\�b�f�� �^�•�y�f���� �^�h�^�Z�x�q�b�� �^�h�� �q�h�j�g�h�]�h�� �k�i�b�k�d�m��
�r�d�•�^�e�b�\�•�� �0�$�&-�Z�^�j�_�k�b���� �>�e�y�� �i�_�j�k�h�g�Z�e�•�a�Z�p�•�€�� �l�Z�� �h�p�•�g�d�b�� �_�n�_�d�l�b�\�g�h�k�l�•�� �,�'�3�6�� �[�m�e�h��
�j�h�a�j�h�[�e�_�g�h�� �k�i�_�p�•�Z�e�•�a�h�\�Z�g�_�� �i�j�h�]�j�Z�f�g�_�� �a�Z�[�_�a�i�_�q�_�g�g�y���� �•�g�l�_�]�j�h�\�Z�g�_�� �a�•�� �k�i�_�p�•�Z�e�v�g�h�x��
�[�•�[�e�•�h�l�_�d�h�x���^�e�y���i�_�j�_�\�•�j�d�b���\�\�_�^�_�g�b�o���d�h�j�b�k�l�m�\�Z�q�_�f���^�Z�g�b�o�� 

�<���j�h�[�h�l�•�� �>���@���i�j�h�\�_�^�_�g�_�� �^�h�k�e�•�^�`�_�g�g�y���� �k�i�j�y�f�h�\�Z�g�_���g�Z���[�h�j�h�l�v�[�m���a���h�[�h�f�Z���h�k�g�h�\�g�b�f�b��
�l�b�i�Z�f�b���$�5�3-�Z�l�Z�d���m���6�'�1�����A�Z�i�j�h�i�h�g�h�\�Z�g�_���j�•�r�_�g�g�y���j�h�a�r�b�j�x�}���n�m�g�d�p�•�h�g�Z�e�v�g�•���f�h�`�e�b�\�h�k�l�•��
�d�h�g�l�j�h�e�_�j�Z�� �6�'�1�� �r�e�y�o�h�f�� �\�d�e�x�q�_�g�g�y�� �k�i�_�p�•�Z�e�v�g�h�]�h�� �f�h�^�m�e�y�� �$�5�3���� �P�_�c�� �f�h�^�m�e�v�� �r�\�b�^�d�h��
�\�b�y�\�e�y�}�� �l�Z�� �i�h�f�¶�y�d�r�m�}�� �Z�l�Z�d�b���� �g�_�� �i�_�j�_�\�Z�g�l�Z�`�m�x�q�b�� �l�Z�� �g�_�� �k�i�j�b�q�b�g�y�x�q�b�� �\�•�^�f�h�\�m�� �\��
�h�[�k�e�m�]�h�\�m�\�Z�g�g�•�����'�R�6�����g�Z���d�h�g�l�j�h�e�_�j�•�� 

�<�� �j�h�[�h�l�•�� �>���@�� �i�j�_�^�k�l�Z�\�e�_�g�Z�� �k�b�k�l�_�f�Z���� �i�j�b�a�g�Z�q�_�g�Z�� �^�e�y�� �Z�\�l�h�g�h�f�g�h�€�� �•�^�_�g�l�b�n�•�d�Z�p�•�€�� �l�Z��
�i�j�h�l�b�^�•�€�� �f�_�j�_�`�_�\�b�f�� �\�l�h�j�]�g�_�g�g�y�f���� �a�� �h�k�h�[�e�b�\�b�f�� �Z�d�p�_�g�l�h�f�� �g�Z�� �l�j�Z�n�•�d�� �$�5�3����
�<�b�d�h�j�b�k�l�h�\�m�x�q�b�� �i�•�^�o�•�^���� �a�Z�k�g�h�\�Z�g�b�c�� �g�Z�� �k�d�e�Z�^�g�b�o�� �h�[�q�b�k�e�_�g�g�y�o���� �p�y�� �k�b�k�l�_�f�Z�� �\�b�a�g�Z�q�Z�}��
�a�e�h�\�f�b�k�g�b�d�•�\���Z�[�h���i�h�j�m�r�g�b�d�•�\���•���k�d�Z�k�h�\�m�}���^�h�k�l�m�i���^�h���f�_�j�_�`�•�����^�h�a�\�h�e�y�x�q�b���Z�\�l�h�j�b�a�h�\�Z�g�b�f��
�d�h�j�b�k�l�m�\�Z�q�Z�f�� �i�j�h�^�h�\�`�b�l�b�� �j�h�[�h�l�m���� �P�_�� �i�•�^�\�b�s�m�}�� �i�j�h�^�m�d�l�b�\�g�•�k�l�v�� �k�b�k�l�_�f�b�� �\�� �l�Z�d�b�o��
�k�n�_�j�Z�o���� �y�d�� �\�b�y�\�e�_�g�g�y�� �Z�l�Z�d���� �i�h�f�¶�y�d�r�_�g�g�y���l�Z�� �h�i�l�b�f�•�a�Z�p�•�y�� �i�j�h�i�m�k�d�g�h�€�� �a�^�Z�l�g�h�k�l�•���� �1�k�g�m�x�l�v��
�i�_�\�g�•�� �h�[�f�_�`�_�g�g�y���� �g�Z�i�j�b�d�e�Z�^���� �k�d�e�Z�^�g�•�k�l�v�� �h�[�q�b�k�e�_�g�v�� �f�h�`�_�� �\�i�e�b�g�m�l�b�� �g�Z�� �j�h�[�h�l�m�� �m��
�j�_�Z�e�v�g�h�f�m���q�Z�k�•�� 

�<���>�����@���a�Z�i�j�h�i�h�g�h�\�Z�g�h���f�_�o�Z�g�•�a�f�����i�j�b�a�g�Z�q�_�g�b�c���^�e�y���[�h�j�h�l�v�[�b���a���i�•�^�j�h�[�d�h�x���$�5�3�����2�o�g�y��
�k�b�k�l�_�f�Z�� �i�j�Z�p�x�}�� �q�_�j�_�a�� �k�i�_�p�•�Z�e�v�g�m�� �f�Z�r�b�g�m���� �y�d�Z�� �k�i�•�\�i�j�Z�p�x�}�� �a�� �d�h�g�l�j�h�e�_�j�h�f�� �6�'�1���^�e�y��
�a�[�h�j�m�� �•�g�n�h�j�f�Z�p�•�€�� �i�j�h�� �l�h�i�h�e�h�]�•�x�� �f�_�j�_�`�•�� �l�Z�� �$�5�3-�a�Z�i�b�l�•�\���� �K�m�l�v�� �p�v�h�]�h�� �i�•�^�o�h�^�m�� �i�h�e�y�]�Z�}�� �\��
�i�_�j�_�g�Z�i�j�Z�\�e�_�g�g�•�� �$�5�3-�l�j�Z�n�•�d�m�� �g�Z�� �\�b�^�•�e�_�g�m�� �f�Z�r�b�g�m���� �^�_�� �k�i�_�p�•�Z�e�•�a�h�\�Z�g�•�� �f�_�l�h�^�b��
�Z�g�Z�e�•�a�m�x�l�v���^�Z�g�•�� �P�•���l�Z���•�g�r�•���f�_�l�h�^�b���i�_�j�_�^�[�Z�q�Z�x�l�v���g�Z�y�\�g�•�k�l�v���k�i�_�p�•�Z�e�v�g�h�]�h���h�[�e�Z�^�g�Z�g�g�y���g�Z��
�[�Z�a�•�� �d�h�g�l�j�h�e�_�j�•�\�� �6�'�1�� �Z�[�h�� �h�d�j�_�f�b�o�� �\�b�^�•�e�_�g�b�o�� �f�Z�r�b�g���� �s�h�� �g�_�� �a�Z�\�`�^�b�� �f�h�`�_�� �[�m�l�b 
�j�_�Z�e�•�a�h�\�Z�g�b�f���� �\�� �l�h�f�m�� �q�b�k�e�•�� �i�j�b�� �j�h�a�]�h�j�l�Z�g�g�•�� �f�_�j�_�`�� �^�e�y�� �i�j�b�k�l�j�h�€�\��IoT �Z�[�h��
�j�_�k�m�j�k�h�h�[�f�_�`�_�g�b�o���k�b�k�l�_�f. 

�<�i�j�h�\�Z�^�`�_�g�g�y���k�m�q�Z�k�g�b�o���f�_�l�h�^�•�\���f�Z�r�b�g�g�h�]�h���g�Z�\�q�Z�g�g�y��(ML) �^�e�y���a�Z�o�b�k�l�m���\�•�^��ARP-
�Z�l�Z�d�� �}�� �Z�d�l�m�Z�e�v�g�h�x�� �l�Z�� �i�_�j�k�i�_�d�l�b�\�g�h�x�� �k�l�j�Z�l�_�]�•�}�x�����K�_�j�_�^�� �h�k�g�h�\�g�b�o�� �i�•�^�o�h�^�•�\�� �s�h�^�h��
�a�Z�k�l�h�k�m�\�Z�g�g�y��ML �\�•�^�g�h�k�y�l�v�k�y���g�Z�k�l�m�i�g�•�� 
1. �<�b�y�\�e�_�g�g�y�� �Z�g�h�f�Z�e�v�g�h�]�h�� �$�5�3-�l�j�Z�n�•�d�m - �f�h�^�_�e�•�� �f�Z�r�b�g�g�h�]�h�� �g�Z�\�q�Z�g�g�y�� �f�h�`�m�l�v�� �[�m�l�b��

�g�Z�\�q�_�g�•�� �g�Z�� �h�k�g�h�\�•�� �\�_�e�b�d�h�]�h�� �h�[�k�y�]�m�� �^�Z�g�b�o�� �$�5�3-�l�j�Z�n�•�d�m�� �^�e�y�� �\�b�y�\�e�_�g�g�y�� �Z�g�h�f�Z�e�•�c, 
�g�Z�i�j�b�d�e�Z�^�� 

�x �f�_�l�h�^�b�� �d�e�Z�k�b�n�•�d�Z�p�•�€��- �\�b�d�h�j�b�k�l�Z�g�g�y�� �Z�e�]�h�j�b�l�f�•�\�� �d�e�Z�k�b�n�•�d�Z�p�•�€���� �l�Z�d�b�o�� �y�d�� �5�D�Q�G�R�P��
�)�R�U�H�V�W���� �6�X�S�S�R�U�W�� �9�H�F�W�R�U�� �0�D�F�K�L�Q�H�V�� ���6�9�0���� �Z�[�h�� �g�_�c�j�h�g�g�•�� �f�_�j�_�`�•�� �^�e�y�� �•�^�_�g�l�b�n�•�d�Z�p�•�€��
�Z�g�h�f�Z�e�v�g�h�]�h���$�5�3-�l�j�Z�n�•�d�m���i�h�j�•�\�g�y�g�h���a���g�h�j�f�Z�e�v�g�b�f; 

�x �d�e�Z�k�l�_�j�b�a�Z�p�•�y - �Z�g�Z�e�•�a�� �$�5�3-�i�h�\�•�^�h�f�e�_�g�v�� �^�e�y�� �\�b�y�\�e�_�g�g�y�� �a�f�•�g���� �y�d�•�� �f�h�`�m�l�v��
�k�\�•�^�q�b�l�b���i�j�h���k�i�j�h�[�b���i�•�^�j�h�[�d�b���Z�[�h���•�g�r�•���Z�g�h�f�Z�e�•�€�� 

2. �A�Z�k�l�h�k�m�\�Z�g�g�y�� �j�•�r�_�g�v�� �a�� �f�Z�r�b�g�g�h�]�h�� �g�Z�\�q�Z�g�g�y�� �g�Z�� �f�_�j�_�`�_�\�b�o�� �i�j�b�k�l�j�h�y�o - �^�_�y�d�•��
�f�_�j�_�`�_�\�•�� �i�j�b�k�l�j�h�€�� �f�h�`�m�l�v�� �i�•�^�l�j�b�f�m�\�Z�l�b�� �\�[�m�^�h�\�Z�g�•�� �f�h�^�_�e�•�� �f�Z�r�b�g�g�h�]�h�� �g�Z�\�q�Z�g�g�y�� �^�e�y��
�f�h�g�•�l�h�j�b�g�]�m���$�5�3-�l�j�Z�n�•�d�m���l�Z���Z�\�l�h�f�Z�l�b�q�g�h�]�h���j�_�Z�]�m�\�Z�g�g�y���g�Z���\�b�y�\�e�_�g�•���a�Z�]�j�h�a�b�����g�Z�i�j�b�d�e�Z�^: 



�1�G�N�H�J�F�:�L�B�D�:���L�:���F�:�L�?�F�:�L�B�Q�G�1���F�?�L�H�>�B���<���F�H�>�?�E�X�<�:�G�G�1���’�������������’���L�h�f��1�������‹ 1-2 
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�x �f�_�j�_�`�_�\�•�� �d�h�f�m�l�Z�l�h�j�b�� �a�� �'�$�, - �\�b�d�h�j�b�k�l�Z�g�g�y��Dynamic ARP Inspection ���'�$�,���� �^�e�y��
�i�_�j�_�\�•�j�d�b���d�h�j�_�d�l�g�h�k�l�•���$�5�3-�i�h�\�•�^�h�f�e�_�g�v���a�Z���^�h�i�h�f�h�]�h�x���g�Z�\�q�_�g�b�o���f�h�^�_�e�_�c; 

�x �k�b�k�l�_�f�b�� �\�b�y�\�e�_�g�g�y�� �\�l�h�j�]�g�_�g�v�� ���,�'�6�� - �•�g�l�_�]�j�Z�p�•�y�� �a�� �k�b�k�l�_�f�Z�f�b�� �,�'�6���� �y�d�•��
�\�b�d�h�j�b�k�l�h�\�m�x�l�v���f�Z�r�b�g�g�_���g�Z�\�q�Z�g�g�y���^�e�y���\�b�y�\�e�_�g�g�y���g�_�k�l�Z�g�^�Z�j�l�g�b�o���i�Z�l�_�j�g�•�\���$�5�3-
�l�j�Z�n�•�d�m�� 

3. �H�g�h�\�e�_�g�g�y�� �f�h�^�_�e�_�c�� �•�� �g�Z�\�q�Z�g�g�y�� �\�� �j�_�Z�e�v�g�h�f�m�� �q�Z�k�• - �\�j�Z�o�h�\�m�x�q�b�� �^�b�g�Z�f�•�q�g�m�� �i�j�b�j�h�^�m��
�f�_�j�_�`�_�\�b�o�� �Z�l�Z�d���� �\�Z�`�e�b�\�h�� �f�Z�l�b�� �f�h�`�e�b�\�•�k�l�v�� �i�h�k�l�•�c�g�h�� �h�g�h�\�e�x�\�Z�l�b�� �f�h�^�_�e�•�� �f�Z�r�b�g�g�h�]�h��
�g�Z�\�q�Z�g�g�y�� �•�� �g�Z�\�q�Z�l�b�� �€�o�� �g�Z�� �g�h�\�b�o�� �^�Z�g�b�o���� �P�_�� �^�h�a�\�h�e�y�}�� �i�•�^�l�j�b�f�m�\�Z�l�b�� �_�n�_�d�l�b�\�g�•�k�l�v��
�\�b�y�\�e�_�g�g�y���g�Z�\�•�l�v���m���a�f�•�g�g�b�o���m�f�h�\�Z�o���f�_�j�_�`�•�� 

�I�j�b�d�e�Z�^�h�f�� �a�Z�k�l�h�k�m�\�Z�g�g�y��ML �^�e�y�� �Z�g�Z�e�•�a�m�� �f�_�j�_�`�_�\�h�]�h�� �l�j�Z�n�•�d�m �f�h�`�_�� �[�m�l�b�� �j�h�[�h�l�Z��
�>�����@���� �\�� �y�d�•�c�� �i�j�h�i�h�g�m�x�l�v�k�y�� �Z�e�]�h�j�b�l�f�b�� �^�e�y�� �\�b�y�\�e�_�g�g�y�� �'�'�R�6-�Z�l�Z�d�� �m�� �f�_�`�Z�o�� �6�'�1���� �<�� �p�b�o��
�Z�e�]�h�j�b�l�f�Z�o�� �\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y�� �Z�e�]�h�j�b�l�f��K-means�������� �^�h�i�h�\�g�_�g�b�c�� �Z�e�]�h�j�b�l�f�h�f��Fast k 
Nearest Neighbor�����H�k�g�h�\�h�x���p�v�h�]�h���i�•�^�o�h�^�m���}���f�h�^�m�e�v�g�Z���k�b�k�l�_�f�Z���\�b�y�\�e�_�g�g�y�����y�d�Z���i�h�\�g�•�k�l�x 
�•�g�l�_�]�j�h�\�Z�g�Z�� �\�� �d�h�g�l�j�h�e�_�j�� �6�'�1���� �D�h�g�l�j�h�e�_�j�� �i�_�j�•�h�^�b�q�g�h�� �\�a�Z�}�f�h�^�•�}�� �a�� �d�h�f�m�l�Z�l�h�j�Z�f�b�� �^�e�y��
�h�p�•�g�d�b�� �l�Z�� �•�^�_�g�l�b�n�•�d�Z�p�•�€�� �f�_�j�_�`�_�\�b�o�� �i�h�l�h�d�•�\���� �Y�d�s�h�� �\�o�•�^�g�b�c�� �i�h�l�•�d�� �f�Z�}�� �h�a�g�Z�d�b�� �'�'�R�6-
�Z�l�Z�d�b���� �d�h�g�l�j�h�e�_�j�� �g�_�]�Z�c�g�h���g�Z�e�Z�r�l�h�\�m�}�� �i�j�Z�\�b�e�Z���i�_�j�_�k�b�e�Z�g�g�y���l�Z�[�e�b�p�•�� �i�h�l�h�d�•�\�� �•�� �g�Z�^�k�b�e�Z�}��
�k�i�h�\�•�s�_�g�g�y�� �d�h�f�m�l�Z�l�h�j�m���� �h�j�]�Z�g�•�a�h�\�m�x�q�b�� �]�g�m�q�d�m�� �\�•�^�i�h�\�•�^�v�� �g�Z�� �Z�g�h�f�Z�e�•�x���� �Q�_�j�_�a��
�i�_�j�•�h�^�b�q�g�m�� �h�p�•�g�d�m�� �i�h�l�h�d�m�� �f�h�`�m�l�v�� �\�b�g�b�d�Z�l�b�� �i�h�l�_�g�p�•�c�g�•�� �g�Z�d�e�Z�^�g�•�� �\�b�l�j�Z�l�b�� �g�Z�� �j�_�k�m�j�k�b����
�s�h���\�i�e�b�\�Z�}���g�Z���i�j�h�^�m�d�l�b�\�g�•�k�l�v���f�_�j�_�`�•�� 

�<���j�h�[�h�l�•��[12, 13] �i�j�_�^�k�l�Z�\�e�_�g�h�� �f�_�l�h�^�� �r�l�m�q�g�h�]�h�� �•�g�l�_�e�_�d�l�m�� �g�Z�� �h�k�g�h�\�•�� �g�_�c�j�h�g�g�b�o��
�f�_�j�_�`�� �^�e�y�� �\�b�y�\�e�_�g�g�y�� �$�5�3-�k�i�m�n�•�g�]�m�� �\�� �f�_�j�_�`�Z�o�� �,�R�7�����A�Z�i�j�h�i�h�g�h�\�Z�g�•�� �f�_�l�h�^�b��
�^�_�f�h�g�k�l�j�m�x�l�v�� �\�b�k�h�d�m�� �l�h�q�g�•�k�l�v���m�� �\�b�y�\�e�_�g�g�•�� �$�5�3-�k�i�m�n�•�g�]�m�� �\�� �f�_�j�_�`�Z�o�� �1�g�l�_�j�g�_�l�m�� �j�_�q�_�c. 
�J�Z�a�h�f���a���p�b�f���g�_�h�[�o�•�^�g�h���\�•�^�f�•�l�b���k�d�e�Z�^�g�•�k�l�v���j�h�a�]�h�j�l�Z�g�g�y���•���g�Z�\�q�Z�g�g�y���g�_�c�j�h�g�g�b�o���f�_�j�_�`�����s�h��
�i�h�l�j�_�[�m�}���^�h�^�Z�l�d�h�\�b�o���j�_�k�m�j�k�•�\���g�Z���h�l�j�b�f�Z�g�g�y���f�h�^�_�e�•��ML. 

�>�_�l�Z�e�v�g�b�c�� �Z�g�Z�e�•�a�� �j�•�a�g�h�f�Z�g�•�l�g�b�o�� �i�•�^�o�h�^�•�\�� �s�h�^�h�� �\�b�y�\�e�_�g�g�y��ARP �Z�l�Z�d�� �\�� �f�_�j�_�`�Z�o��
�g�Z�\�_�^�_�g�h�� �\�� �j�h�[�h�l�•��[14]���� �^�_�� �i�j�_�^�k�l�Z�\�e�_�g�•�� �i�h�j�•�\�g�y�e�v�g�•�� �o�Z�j�Z�d�l�_�j�b�k�l�b�d�b�� �_�n�_�d�l�b�\�g�h�k�l�•��
�j�•�a�g�b�o���f�_�l�h�^�•�\���� 
3. �:�j�o�•�l�_�d�l�m�j�Z���a�Z�i�j�h�i�h�g�h�\�Z�g�h�€���f�h�^�_�e�•��ML  �^�e�y���Z�g�Z�e�•�a�m��ARP �Z�l�Z�d���\���j�_�Z�e�v�g�h�f�m���q�Z�k�•  
�I�h�[�m�^�h�\�Z�� �i�j�h�k�l�h�]�h�� �f�_�l�h�^�m�� �f�Z�r�b�g�g�h�]�h �g�Z�\�q�Z�g�g�y�� �^�e�y�� �\�b�y�\�e�_�g�g�y�� �$�5�3-�Z�l�Z�d�� �g�Z��
�e�h�d�Z�e�v�g�h�f�m�� �d�h�f�i�
�x�l�_�j�•�� �Z�[�h�� �f�_�j�_�`�•�� �f�Z�}�� �k�\�h�€�� �i�_�j�_�\�Z�]�b�� �i�h�j�•�\�g�y�g�h�� �a�� �a�Z�k�l�h�k�m�\�Z�g�g�y�f��
�k�i�_�p�•�Z�e�•�a�h�\�Z�g�b�o���d�h�g�l�j�h�e�_�j�•�\���6�'�1�� �>�h���l�Z�d�b�o���i�_�j�_�\�Z�]���f�h�`�g�Z���\�•�^�g�_�k�l�b�� 

�x �i�j�h�k�l�h�l�Z�� �•�� �r�\�b�^�d�•�k�l�v�� �\�i�j�h�\�Z�^�`�_�g�g�y - �i�j�h�k�l�b�c�� �f�_�l�h�^�� �f�Z�r�b�g�g�h�]�h�� �g�Z�\�q�Z�g�g�y��
�f�h�`�_���[�m�l�b���j�_�Z�e�•�a�h�\�Z�g�b�c���\���d�h�j�h�l�d�•���k�l�j�h�d�b���[�_�a���a�g�Z�q�g�b�o���•�g�\�_�k�l�b�p�•�c���m���g�h�\�_���h�[�e�Z�^�g�Z�g�g�y���Z�[�h��
�i�j�h�]�j�Z�f�g�_�� �a�Z�[�_�a�i�_�q�_�g�g�y���� �<�•�g�� �f�h�`�_�� �\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b�� �g�Z�y�\�g�•�� �^�Z�g�•�� �•�� �•�g�n�j�Z�k�l�j�m�d�l�m�j�m���� �s�h��
�a�g�Z�q�g�h���k�i�j�h�s�m�}���i�j�h�p�_�k���\�i�j�h�\�Z�^�`�_�g�g�y���•���\�b�l�j�Z�l�b���g�Z���i�•�^�l�j�b�f�d�m; 

�x �g�_�a�Z�e�_�`�g�•�k�l�v�� �\�•�^�� �•�g�n�j�Z�k�l�j�m�d�l�m�j�b - �f�_�l�h�^�� �0�/�� �f�h�`�_�� �n�m�g�d�p�•�h�g�m�\�Z�l�b�� �g�Z�\�•�l�v�� �m��
�k�l�Z�g�^�Z�j�l�g�b�o���f�_�j�_�`�_�\�b�o���k�_�j�_�^�h�\�b�s�Z�o���[�_�a���g�_�h�[�o�•�^�g�h�k�l�•���\�g�_�k�_�g�g�y���a�g�Z�q�g�b�o���a�f�•�g���m���•�k�g�m�x�q�m��
�•�g�n�j�Z�k�l�j�m�d�l�m�j�m�����P�_���j�h�[�b�l�v���c�h�]�h���m�g�•�\�_�j�k�Z�e�v�g�b�f���•���i�j�b�^�Z�l�g�b�f���^�e�y���j�•�a�g�b�o���l�b�i�•�\���f�_�j�_�`���l�Z��
�h�j�]�Z�g�•�a�Z�p�•�c; 

�x �]�g�m�q�d�•�k�l�v�� �•�� �Z�^�Z�i�l�b�\�g�•�k�l�v - �f�_�l�h�^�b�� �f�Z�r�b�g�g�h�]�h�� �g�Z�\�q�Z�g�g�y�� �f�h�`�m�l�v�� �[�m�l�b�� �e�_�]�d�h��
�Z�^�Z�i�l�h�\�Z�g�•���^�h���g�h�\�b�o���Z�l�Z�d���•���a�f�•�g���m���f�_�j�_�`�_�\�b�o���m�f�h�\�Z�o���q�_�j�_�a���h�g�h�\�e�_�g�g�y���f�h�^�_�e�_�c���g�Z�\�q�Z�g�g�y��
�©�g�Z�� �e�v�h�l�m�ª���� �P�_�� �^�h�a�\�h�e�y�}�� �r�\�b�^�d�h�� �j�_�Z�]�m�\�Z�l�b�� �g�Z�� �g�h�\�•�� �a�Z�]�j�h�a�b�� �•�� �i�h�d�j�Z�s�m�\�Z�l�b�� �l�h�q�g�•�k�l�v��
�\�b�y�\�e�_�g�g�y���Z�g�h�f�Z�e�•�c���a���q�Z�k�h�f; 

�x �_�n�_�d�l�b�\�g�•�k�l�v���\���j�h�a�i�h�^�•�e�_�g�b�o���k�_�j�_�^�h�\�b�s�Z�o - �f�h�^�_�e�•���f�Z�r�b�g�g�h�]�h���g�Z�\�q�Z�g�g�y���f�h�`�m�l�v��
�[�m�l�b�� �g�Z�\�q�_�g�•�� �e�h�d�Z�e�v�g�h�� �g�Z�� �d�h�`�g�h�f�m�� �d�h�f�i�
�x�l�_�j�•�� �Z�[�h�� �\�m�a�e�•�� �f�_�j�_�`�•���� �s�h�� �^�h�a�\�h�e�y�}��
�j�h�a�i�h�^�•�e�_�g�_���\�b�y�\�e�_�g�g�y���a�Z�]�j�h�a���[�_�a���g�_�h�[�o�•�^�g�h�k�l�•���p�_�g�l�j�Z�e�•�a�h�\�Z�g�h�]�h���d�_�j�m�\�Z�g�g�y�� 

�M�� �l�h�c�� �q�Z�k, �y�d�� �k�i�_�p�•�Z�e�•�a�h�\�Z�g�•�� �d�h�g�l�j�h�e�_�j�b�� �6�'�1�� �f�h�`�m�l�v�� �g�Z�^�Z�\�Z�l�b�� �j�h�a�r�b�j�_�g�•��
�f�h�`�e�b�\�h�k�l�•�� �m�i�j�Z�\�e�•�g�g�y�� �l�Z�� �f�h�g�•�l�h�j�b�g�]�m�� �f�_�j�_�`�•���� �€�o�� �\�i�j�h�\�Z�^�`�_�g�g�y�� �•�� �i�•�^�l�j�b�f�d�Z�� �f�h�`�m�l�v��
�[�m�l�b�� �\�b�l�j�Z�l�g�b�f�b�� �•�� �k�d�e�Z�^�g�b�f�b���� �H�k�h�[�e�b�\�h�� �p�_�� �k�l�h�k�m�}�l�v�k�y�� �f�Z�e�b�o�� �•�� �k�_�j�_�^�g�•�o�� �i�•�^�i�j�b�}�f�k�l�\����
�y�d�•���f�h�`�m�l�v���g�_���f�Z�l�b���g�_�h�[�o�•�^�g�h�€���•�g�n�j�Z�k�l�j�m�d�l�m�j�b���Z�[�h���[�x�^�`�_�l�m���^�e�y���\�i�j�h�\�Z�^�`�_�g�g�y���6�'�1�� 

�H�l�`�_���� �i�h�[�m�^�h�\�Z�� �i�j�h�k�l�h�]�h�� �l�Z�� �_�n�_�d�l�b�\�g�h�]�h�� �f�_�l�h�^�m�� �f�Z�r�b�g�g�h�]�h�� �g�Z�\�q�Z�g�g�y�� �^�e�y��
�\�b�y�\�e�_�g�g�y�� �$�5�3-�Z�l�Z�d�� �f�h�`�_�� �[�m�l�b�� �^�h�k�l�m�i�g�b�f�� �j�•�r�_�g�g�y�f�� �^�e�y�� �[�Z�]�Z�l�v�h�o�� �h�j�]�Z�g�•�a�Z�p�•�c����



�<���<�����I�Z�e�Z�]�•�g�H���:, �I�Z�e�Z�]�•�g�Z�� �H���<�����1�\�q�_�g�d�h, �H���F�����I�Z�g�Z�k�d�h, �J���E�����I�l�Z�r�d�•�g 
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�a�Z�[�_�a�i�_�q�m�x�q�b���g�_�h�[�o�•�^�g�b�c���j�•�\�_�g�v���[�_�a�i�_�d�b���f�_�j�_�`�•���[�_�a���a�g�Z�q�g�b�o���•�g�\�_�k�l�b�p�•�c���l�Z���k�d�e�Z�^�g�h�s�•�\����
�i�h�\�
�y�a�Z�g�b�o���a���6�'�1�� 

�<�� �j�h�[�h�l�•�� �i�j�h�i�h�g�m�x�l�v�k�y�� �k�i�_�p�•�Z�e�•�a�h�\�Z�g�• �i�j�h�]�j�Z�f�g�• �j�•�r�_�g�g�y �g�Z�� �f�h�\�•��Python���� �y�d�•��
�[�Z�a�m�x�l�v�k�y���g�Z���a�Z�k�l�h�k�m�\�Z�g�g�•���f�h�^�_�e�_�c���f�Z�r�b�g�g�h�]�h���g�Z�\�q�Z�g�g�y�����y�d�•���k�\�h�}�q�Z�k�g�h���d�e�Z�k�b�n�•�d�m�x�l�v���•��
�\�b�^�•�e�y�x�l�v��ARP �Z�l�Z�d�b�� �l�Z�� �k�l�\�h�j�x�x�l�v���d�_�j�m�x�q�•�� �k�b�]�g�Z�e�b�� �^�e�y���h�i�h�\�•�s�_�g�g�y���� �J�h�a�j�h�[�d�Z�� �l�Z��
�a�Z�k�l�h�k�m�\�Z�g�g�y���l�Z�d�b�o���f�h�^�_�e�_�c���R�1���^�h�a�\�h�e�y�}���Z�\�l�h�f�Z�l�b�a�m�\�Z�l�b���Z�g�Z�e�•�a���f�_�j�_�`�_�\�h�]�h���l�j�Z�n�•�d�Z �\��
�j�_�Z�e�v�g�h�f�m�� �q�Z�k�•�� �g�Z�� �h�k�g�h�\�•�� �^�Z�g�b�o�� �a�� �i�e�Z�l�n�h�j�f�b��Wireshark �l�Z�� �i�•�^�\�b�s�b�l�b�� �[�_�a�i�_�d�m��
�d�h�f�i�¶�x�l�_�j�g�b�o���f�_�j�_�`��  

�G�Z���j�b�k������ �g�Z�\�_�^�_�g�Z�� �a�Z�]�Z�e�v�g�Z�� �k�l�j�m�d�l�m�j�Z���i�•�^�]�h�l�h�\�d�b�� �^�Z�g�b�o�� �^�e�y�� �i�h�[�m�^�h�\�b�� �f�h�^�_�e�•��
ML. �I�h�i�_�j�_�^�g�y�� �h�[�j�h�[�d�Z�� �^�Z�g�b�o�� �}�� �\�Z�`�e�b�\�h�x�� �i�j�h�p�_�^�m�j�h�x�� �^�e�y�� �a�Z�[�_�a�i�_�q�_�g�g�y�� �y�d�h�k�l�•�� �l�Z��
�g�Z�^�•�c�g�h�k�l�•�� �j�_�a�m�e�v�l�Z�l�•�\�� �Z�g�Z�e�•�a�m�� �^�Z�g�b�o�� �•�� �j�h�[�h�l�b�� �f�h�^�_�e�_�c�� �f�Z�r�b�g�g�h�]�h�� �g�Z�\�q�Z�g�g�y���� �>�h�[�j�_��
�h�[�j�h�[�e�_�g�•���^�Z�g�•���^�h�i�h�f�Z�]�Z�x�l�v���i�h�d�j�Z�s�b�l�b���l�h�q�g�•�k�l�v���l�Z���•�g�l�_�j�i�j�_�l�h�\�Z�g�•�k�l�v���f�h�^�_�e�_�c�����Z���l�Z�d�h�`��
�a�f�_�g�r�b�l�b���f�h�`�e�b�\�•�k�l�v���\�b�g�b�d�g�_�g�g�y���i�h�f�b�e�h�d���i�•�^���q�Z�k���Z�g�Z�e�•�a�m�����>�e�y���h�l�j�b�f�Z�g�g�y���f�h�^�_�e�•��ML, 
�y�d�Z�� �[�m�^�_�� �a�Z�\�Z�g�l�Z�`�m�\�Z�l�b�k�y�� �•�� �\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b�k�y�� �^�e�y�� �Z�g�Z�e�•�a�m�� �^�Z�g�b�o�� �\�� �j�_�Z�e�v�g�h�f�m�� �q�Z�k�•, 
�i�h�l�j�•�[�g�h���\�b�d�h�g�Z�l�b���^�_�d�•�e�v�d�Z���i�•�^�]�h�l�h�\�q�b�o���_�l�Z�i�•�\. 

 
 
�J�b�k������ �A�Z�]�Z�e�v�g�Z���k�l�j�m�d�l�m�j�Z���i�•�^�]�h�l�h�\�d�b���^�Z�g�b�o���^�e�y���i�h�[�m�^�h�\�b���f�h�^�_�e�•��ML.  
 

�I�•�^�]�h�l�h�\�d�Z���^�Z�g�b�o (Step 1)�����P�_���i�_�j�r�b�c���d�j�h�d�����^�_���^�Z�g�g�•��(Data) �f�h�`�m�l�v���a�[�b�j�Z�l�b�k�y �a��
�j�•�a�g�b�o���^�`�_�j�_�e�����a�h�d�j�_�f�Z, �\���^�Z�g�•�c���j�h�[�h�l�•���± �a���i�e�Z�l�n�h�j�f�b��Wireshark. �G�Z���h�k�g�h�\�•���a�[�_�j�_�`�_�g�h�]�h��
�l�j�Z�n�•�d�m���m���n�h�j�f�Z�l�•��.CSV �n�h�j�f�m�}�l�v�k�y��DataFrame�����Y�d�s�h���l�Z�d�b�c��DataFrame �g�_���f�•�k�l�b�l�v��ARP 
�Z�l�Z�d�����l�h�^�• �^�h���g�v�h�]�h���^�h�^�Z�x�l�v�k�y���g�h�\�•���a�Z�i�b�k�b�����y�d�•���o�Z�j�Z�d�l�_�j�g�•���^�e�y���\�•�^�i�h�\�•�^�g�b�o��ARP �Z�l�Z�d�����G�Z��
�p�v�h�f�m�� �_�l�Z�i�•�� �\�•�^�[�m�\�Z�}�l�v�k�y�� �h�q�b�s�_�g�g�y�� �^�Z�g�b�o�� ���'�D�W�D�� �&�O�H�D�Q�L�Q�J��, �\�b�^�Z�e�y�x�l�v�k�y�� �Z�[�h��
�d�h�j�b�]�m�x�l�v�k�y�� �g�_�i�j�Z�\�b�e�v�g�•���� �\�•�^�k�m�l�g�•�� �Z�[�h�� �g�_�i�h�l�j�•�[�g�•�� �^�Z�g�•�� ���0�L�V�V�L�Q�J�� �Y�D�O�X�H������ �\�•�^�[�m�\�Z�}�l�v�k�y��
�n�•�e�v�l�j�Z�p�•�y���$�5�3-�i�Z�d�_�l�•�\���•���a�Z�e�b�r�Z�x�l�v�k�y���l�•�e�v�d�b���l�•�����y�d�•���g�Z�e�_�`�Z�l�v���^�h���i�j�h�l�h�d�h�e�m���$�5�3. 

�D�h�g�k�l�j�m�x�\�Z�g�g�y�� �h�a�g�Z�d (Step 2������ �G�Z�� �p�v�h�f�m�� �_�l�Z�i�•�� �\�•�^�[�m�\�Z�}�l�v�k�y�� �\�b�e�m�q�_�g�g�y���a�Z�c�\�b�o��
�h�a�g�Z�d��(Feature Extraction���� �•�� �\�b�^�•�e�_�g�g�y�� �g�_�h�[�o�•�^�g�b�o (Feature Selection)���� �\�� �l�h�f�m�� �q�b�k�e�•��
�f�h�`�m�l�v���k�l�\�h�j�x�\�Z�l�b�k�y���g�h�\�•�����Y�d�s�h���^�Z�l�Z�k�_�l���f�•�k�l�b�l�v���[�Z�]�Z�l�h���h�a�g�Z�d�����y�d�•���g�_���}���\�Z�`�e�b�\�b�f�b���^�e�y��
�Z�g�Z�e�•�a�m���Z�[�h���f�h�^�_�e�x�\�Z�g�g�y�����\�h�g�b���f�h�`�m�l�v���[�m�l�b���\�b�^�Z�e�_�g�•�����s�h�[���k�i�j�h�k�l�b�l�b���Z�g�Z�e�•�a�����a�f�_�g�r�b�l�b��
�j�h�a�f�•�j�g�•�k�l�v �l�Z�� �h�[�q�b�k�e�x�\�Z�e�v�g�•�� �\�b�l�j�Z�l�b�����>�Z�g�b�c�� �_�l�Z�i�� �j�_�Z�e�•�a�m�}�l�v�k�y�� �j�•�a�g�h�f�Z�g�•�l�g�b�f�b��
�f�_�l�h�^�Z�f�b���Z�g�Z�e�•�a�m���^�Z�g�b�o�����\���l�h�f�m���q�b�k�e�•���d�h�j�_�e�y�p�•�c�g�b�f�b���i�•�^�o�h�^�Z�f�b�� 

�<�b�[�•�j�� �•�� �i�•�^�]�h�l�h�\�d�Z�� �f�h�^�_�e�• (Step �������� �G�Z�� �p�v�h�f�m�� �_�l�Z�i�•�� �\�•�^�[�m�\�Z�}�l�v�k�y�� �d�h�^�m�\�Z�g�g�y��
�d�Z�l�_�]�h�j�•�Z�e�v�g�b�o�� �h�a�g�Z�d�� ��Encoding Categorical Features���� �^�e�y�� �i�_�j�_�\�_�^�_�g�g�y�� �€�o�� �\�� �q�b�k�e�h�\�b�c��
�n�h�j�f�Z�l�����f�Z�k�r�l�Z�[�m�\�Z�g�g�y���h�a�g�Z�d����Feature Scaling) �^�e�y���a�Z�[�_�a�i�_�q�_�g�g�y �h�^�g�Z�d�h�\�h�]�h �^�•�Z�i�Z�a�h�g�m 
�a�g�Z�q�_�g�v�� �•�� �i�h�d�j�Z�s�_�g�g�y �r�\�b�^�d�h�k�l�• �g�Z�\�q�Z�g�g�y�� �f�h�^�_�e�_�c�����H�d�j�•�f�� �l�h�]�h���� �g�Z�� �p�v�h�f�m�� �_�l�Z�i�•��
�\�•�^�[�m�\�Z�}�l�v�k�y�� �\�b�[�•�j�� �Z�e�]�h�j�b�l�f�m�����d�e�Z�k�b�n�•�d�Z�l�h�j�Z�����^�e�y�� �i�h�[�m�^�h�\�b�� �f�h�^�_�e�•�� �l�Z�� �\�b�a�g�Z�q�_�g�g�y��
�h�i�l�b�f�Z�e�v�g�b�o���]�•�i�_�j�i�Z�j�Z�f�_�l�j�•�\�� 
 �H�k�l�Z�g�g�•�c�� �_�l�Z�i (Step ������ �i�j�b�a�g�Z�q�_�g�b�c�� �^�e�y�� �n�h�j�f�m�\�Z�g�g�y�� �f�h�^�_�e�•��ML���� �a�[�_�j�_�`�_�g�g�y��
�p�•�}�€�� �f�h�^�_�e�•�� �Z�[�h�� �^�_�d�•�e�v�d�h�o�� �\�� �a�Z�e�_�`�g�h�k�l�•�� �\�•�^�� �i�h�l�j�_�[�� �Z�g�Z�e�•�a�m���Z�l�Z�d���� �H�l�j�b�f�Z�g�•�� �f�h�^�_�e�•��

Data 

Model 
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�\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y���^�e�y���i�j�h�]�g�h�a�m�\�Z�g�g�y���j�•�a�g�h�f�Z�g�•�l�g�b�o���Z�l�Z�d�����g�Z���y�d�•���\�h�g�b���[�m�e�b���g�Z�e�Z�r�l�h�\�Z�g�•��
�l�Z���g�Z�\�q�Z�g�•�� 
 �G�Z�� �j�b�k������ �i�j�_�^�k�l�Z�\�e�_�g�b�c�� �i�j�h�f�Z�j�d�h�\�Z�g�b�c��DataFrame �g�Z�� �h�k�g�h�\�•���j�_�Z�e�v�g�b�o���^�Z�g�b�o����
�h�l�j�b�f�Z�g�b�o�� �a���i�e�Z�l�n�h�j�f�b��Wireshark. �Y�d���\�b�^�g�h�� �a�� �^�Z�g�b�o���� �a�Z�i�b�k�b��#56, #168 �i�j�_�^�k�l�Z�\�e�y�x�l�v��
ARP spoofing �• �\�h�g�b�����\�•�^�i�h�\�•�^�g�h�� �i�j�h�f�Z�j�d�h�\�Z�g�• �y�d���Z�g�h�f�Z�e�v�g�•�����^�_��Out = �©���ª. �Y�d�s�h���i�•�^���q�Z�k��
�Z�g�Z�e�•�a�m�� �l�j�Z�n�•�d�m�� �g�_�� �[�m�e�h�� �Z�g�h�f�Z�e�v�g�b�o�� �a�Z�i�b�k�•�\���� �l�h�� �€�o�� �f�h�`�g�Z���k�b�g�l�_�l�b�q�g�h �^�h�^�Z�l�b����
�k�l�\�h�j�b�\�r�b���l�Z�d�b�f���q�b�g�h�f���\�e�Z�k�g�b�c���i�j�h�f�Z�j�d�h�\�Z�g�b�c��DataFrame �a���[�Z�`�Z�g�b�f���\�b�^�Z�f�b���Z�l�Z�d�����y�d�•��
�i�h�l�j�•�[�g�h���j�h�a�i�•�a�g�Z�l�b�� 

 
�J�b�k������ �K�n�h�j�f�h�\�Z�g�b�c��DataFrame �g�Z���[�Z�a�•���l�j�Z�n�•�d�m���i�e�Z�l�n�h�j�f�b��Wireshark. 

 
�H�l�j�b�f�Z�g�b�c��DataFrame �g�_�h�[�o�•�^�g�h�� �l�j�Z�g�k�n�h�j�f�m�\�Z�l�b�� �\�� �l�Z�d�b�c�� �\�b�^���� �s�h�[�� �\�•�g�� �[�m�\��

�i�j�b�^�Z�l�g�b�c�� �^�e�y�� �h�l�j�b�f�Z�g�g�y�� �f�h�^�_�e�•��ML. �<�� �j�h�[�h�l�•�� �i�j�h�i�h�g�m�}�l�v�k�y�� �f�h�^�_�e�v �g�Z�� �h�k�g�h�\�•��
�d�e�x�q�h�\�b�o �h�a�g�Z�d���©Source�ª�����©Destination�ª�����©Info�ª �l�Z���©Out�ª�����^�_���©Out�ª��- �f�Z�j�d�h�\�Z�g�•���f�•�l�d�b�����y�d�•��
�\�•�^�i�h�\�•�^�Z�x�l�v���g�h�j�f�Z�e�v�g�h�f�m�����©���ª�����•���Z�g�h�f�Z�e�v�g�h�f�m�����©���ª�����l�j�Z�n�•�d�m�� 

�<���j�h�[�h�l�•���j�h�a�]�e�y�^�Z�}�l�v�k�y���a�Z�^�Z�q�Z���i�h�[�m�^�h�\�b���i�j�h�k�l�h�€���•���_�n�_�d�l�b�\�g�h�€���f�h�^�_�e�•���d�e�Z�k�b�n�•�d�Z�p�•�€��
�l�j�Z�n�•�d�Z���� �l�h�f�m���a�Z�k�l�h�k�h�\�m�\�Z�e�b�k�y�� �d�e�Z�k�b�q�g�• �d�e�Z�k�b�n�•�d�Z�l�h�j�b ML���� �\�[�m�^�h�\�Z�g�•�� �^�h�� �[�•�[�•�e�•�h�l�_�d�b��
Sklearn Python���� �H�d�j�•�f�� �l�h�]�h�����i�j�b�� �h�l�j�b�f�Z�g�g�•�� �f�h�^�_�e�•�� �d�e�Z�k�b�n�•�d�Z�p�•�€���i�h�l�j�•�[�g�h�� �\�j�Z�o�h�\�m�\�Z�l�b��
�q�Z�k�h�\�•�� �a�Z�e�_�`�g�h�k�l�•�� �g�Z�^�o�h�^�`�_�g�g�y�� �i�Z�d�_�l�•�\���� �s�h�[�� �g�_�� �a�Z�k�l�h�k�h�\�m�\�Z�l�b�� �k�d�e�Z�^�g�•�� �g�_�c�j�h�f�_�j�_�`�_�\�•��
�k�l�j�m�d�l�m�j�b�� �l�b�i�m��LSTM (Long Short-Term Memory) �l�Z�� �•�g�����>�e�y�� �p�v�h�]�h���a�Z�i�j�h�i�h�g�h�\�Z�g�h���j�y�^��
�n�m�g�d�p�•�c �^�e�y�� �i�h�[�m�^�h�\�b�� �f�h�^�_�e�•�� �n�h�j�f�m�\�Z�g�g�y�� �g�h�\�h�]�h��DataFrame���� �i�j�b�^�Z�l�g�h�]�h�� �^�e�y��
�a�Z�k�l�h�k�m�\�Z�g�g�y���\��ML: 

- ip_to_int(ip) - �i�j�b�c�f�Z�}��IP-�Z�^�j�_�k�m�� �y�d�� �j�y�^�h�d�� �•�� �i�h�\�_�j�l�Z�}�� �€�€�� �q�b�k�e�h�\�b�c�� �_�d�\�•�\�Z�e�_�g�l�����Y�d�s�h��
IP-�Z�^�j�_�k�Z���i�h�j�h�`�g�y���Z�[�h���^�h�j�•�\�g�x�}���
���������������
�����n�m�g�d�p�•�y���i�h�\�_�j�l�Z�}����; 

- mac_to_int(mac) �i�j�b�c�f�Z�}��MAC-�Z�^�j�_�k�m�� �y�d�� �j�y�^�h�d�� �•�� �i�h�\�_�j�l�Z�}�� �€�€�� �q�b�k�e�h�\�b�c�� �_�d�\�•�\�Z�e�_�g�l����
�Y�d�s�h�� �0�$�&-�Z�^�j�_�k�Z�� �i�h�j�h�`�g�y�� �Z�[�h�� �^�h�j�•�\�g�x�}�� �
�����������������������������������
���� �n�m�g�d�p�•�y�� �i�h�\�_�j�l�Z�}�� ������
�N�m�g�d�p�•�y���l�Z�d�h�`���a�Z�f�•�g�x�}���r�•�k�l�g�Z�^�p�y�l�d�h�\�•���e�•�l�_�j�b���g�Z���\�•�^�i�h�\�•�^�g�•���q�b�k�e�h�\�•���a�g�Z�q�_�g�g�y���i�_�j�_�^��
�h�[�q�b�k�e�_�g�g�y�f; 

- �\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y�� �j�_�]�m�e�y�j�g�•�� �\�b�j�Z�a�b �^�e�y���Z�g�Z�e�•�a�m��IP- �l�Z���0�$�&-�Z�^�j�_�k���� �^�h�^�Z�x�l�v�k�y���g�h�\�•��
�h�a�g�Z�d�b���� �l�Z�d�•�� �y�d�� �©who_has�ª, �©ip1�ª, �©tell�ª, �©ip2�ª, �©is_at�ª, �©ip_at�ª, �©mac�ª���� �y�d�•�� �f�•�k�l�y�l�v��
�\�•�^�i�h�\�•�^�g�•���q�Z�k�l�b�g�b���$�5�3-�i�Z�d�_�l�•�\; 

- �l�_�d�k�l�h�\�•�� �q�Z�k�l�b�g�b���� �l�Z�d�•�� �y�d�� �©who_has�ª, �©tell�ª, �©is_at�ª���� �d�h�^�m�x�l�v�k�y�� �m�� �q�b�k�e�h�\�b�c�� �n�h�j�f�Z�l��
�a�Z���^�h�i�h�f�h�]�h�x��LabelEncoder �^�e�y���i�h�^�Z�e�v�r�h�]�h���\�b�d�h�j�b�k�l�Z�g�g�y���\���Z�e�]�h�j�b�l�f�Z�o��ML; 

- �n�h�j�f�m�}�l�v�k�y���g�h�\�b�c���'�D�W�D�)�U�D�P�H���a���j�_�a�m�e�v�l�Z�l�Z�f�b �^�e�y���a�[�_�j�•�]�Z�g�g�y���a�Z�d�h�^�h�\�Z�g�b�o���•���q�b�k�e�h�\�b�o��
�a�g�Z�q�_�g�v; 

- �h�[�j�h�[�d�Z�� �i�Z�d�_�l�•�\�� �\�•�^�[�m�\�Z�}�l�v�k�y�� �p�b�d�e�•�q�g�h�� �i�h�� �\�k�•�o�� �j�y�^�d�Z�o�� �i�h�q�Z�l�d�h�\�h�]�h�� �'�D�W�D�)�U�D�P�H����
�Z�g�Z�e�•�a�m�x�q�b���\�•�^�i�h�\�•�^�g�•�k�l�v���©who_has�ª, �©tell�ª, �©is_at�ª �h�a�g�Z�d�b���©Info�ª�� 

�J�_�a�m�e�v�l�Z�l�h�f���l�Z�d�h�€���i�•�^�]�h�l�h�\�d�b���^�Z�g�b�o���}���g�h�\�b�c��DataFrame�����i�j�_�^�k�l�Z�\�e�_�g�b�c���g�Z���j�b�k��������
�<�� �g�v�h�f�m�� �f�•�k�l�b�l�v�k�y�� �i�_�j�_�l�\�h�j�_�g�Z�� �•�g�n�h�j�f�Z�p�•�y�� �d�e�x�q�h�\�b�o�� �h�a�g�Z�d�� ���j�b�k���������� �y�d�•�� �f�h�`�m�l�v�� �[�m�l�b��
�\�b�d�h�j�b�k�l�Z�g�•���^�e�y���i�h�[�m�^�h�\�b �f�h�^�_�e�•��ML (Step 3). 



�<���<�����I�Z�e�Z�]�•�g�H���:, �I�Z�e�Z�]�•�g�Z�� �H���<�����1�\�q�_�g�d�h, �H���F�����I�Z�g�Z�k�d�h, �J���E�����I�l�Z�r�d�•�g 

80 

 
�J�b�k������ �K�n�h�j�f�h�\�Z�g�b�c��DataFrame �a�Z���j�_�a�m�e�v�l�Z�l�h�f���\�b�d�h�g�Z�g�g�y���d�h�g�k�l�j�m�x�\�Z�g�g�y���h�a�g�Z�d. 

 
�>�e�y�� �h�l�j�b�f�Z�g�g�y�� �f�h�^�_�e�_�c��ML �\�o�•�^�g�•�� �^�Z�g�•���f�_�j�_�`�_�\�h�]�h�� �l�Z�j�n�•�d�Z�� ��Network Traffic) 

�m�l�\�h�j�x�x�l�v��Dataset���� �y�d�b�c�� �i�•�^�e�y�]�Z�}�� �i�h�i�_�j�_�^�g�•�c�� �h�[�j�h�[�p�•�� ��Preprocessing) �a�]�•�^�g�h�� �a�Z�]�Z�e�v�g�h�€��
�k�l�j�m�d�l�m�j�b�� �g�Z�� �j�b�k�������� �L�Z�d�b�c���g�Z�[�•�j�� �^�Z�g�g�b�o�� �[�m�\�� �j�h�a�^�•�e�_�g�b�c�� �g�Z�� �l�j�_�g�m�\�Z�e�v�g�b�c (Train Data - 
70%) �•�� �l�_�k�l�h�\�b�c��(Test Data - 30%) �g�Z�[�h�j�b (�j�b�k������). �L�j�_�g�m�\�Z�e�v�g�b�c�� �g�Z�[�•�j��
�\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y�� �^�e�y�� �h�l�j�b�f�Z�g�g�y�� �f�h�^�_�e�•�� �d�e�Z�k�b�n�•�d�Z�p�•�€�� �^�e�y�� �j�•�a�g�b�o�� �d�e�Z�k�b�n�•�d�Z�l�h�j�•�\�����<��
�j�h�[�h�l�•�� �[�m�e�h�� �a�Z�k�l�h�k�h�\�Z�g�h�� �^�_�d�•�e�v�d�Z�� �d�e�Z�k�b�q�g�b�o���•�� �^�h�[�j�_�� �\�•�^�h�f�b�o���d�e�Z�k�b�n�•�d�Z�l�h�j�•�\��ML 
�[�•�[�e�•�h�l�_�d�b��Sklearn���� �a�h�d�j�_�f�Z��DecisionTreeClassifier, LogisticRegression, SVM. �G�Z�\�q�Z�g�• 
�f�h�^�_�e�•�� �[�m�e�b�� �a�[�_�j�_�`�_�g�•�� �^�e�y�� �i�h�^�Z�e�v�r�h�]�h�� �\�b�d�e�b�d�m�� �•���j�h�a�]�h�j�l�Z�g�g�y �m�� �n�h�j�f�Z�l�•��.PKL. �L�Z�d�b�f��
�q�b�g�h�f�� �^�e�y�� �Z�g�Z�e�•�a�m�� �l�j�Z�n�•�d�m�� �\�� �j�_�Z�e�v�g�h�f�m�� �q�Z�k�•�� �\�� �i�h�^�Z�e�v�r�h�f�m�� �\�•�^�i�Z�^�Z�}�� �g�_�h�[�o�•�^�g�•�k�l�v��
�i�h�l�h�q�g�h�]�h�� �g�Z�\�q�Z�g�g�y�� �f�h�^�_�e�•�� �•�� �\�b�l�j�Z�l�Z�� �j�_�k�m�j�k�•�\�� �•�� �q�Z�k�m���� �s�h�� �f�h�`�_�� �[�m�l�b�� �^�h�k�b�l�v�� �\�Z�]�h�f�b�f��
�Z�j�]�m�f�_�g�l�h�f���^�e�y���j�_�k�m�j�k�h�h�[�f�_�`�_�g�b�o���k�b�k�l�_�f���l�Z���f�_�j�_�`�����A�Z�f�•�k�l�v���p�v�h�]�h���f�h�`�g�Z���k�d�h�j�b�k�l�Z�l�b�k�y��
�a�Z�a�^�Z�e�_�]�•�^�v�� �i�•�^�]�h�l�h�\�e�_�g�b�f�� �g�Z�[�h�j�h�f�� �f�h�^�_�e�_�c�� �Z�[�h�� �€�o�� �d�h�f�[�•�g�Z�p�•�y�f�b�� �\�� �a�Z�e�_�`�g�h�k�l�•�� �\�•�^��
�i�h�k�l�Z�\�e�_�g�h�€���a�Z�^�Z�q�•��  

�L�_�k�l�h�\�b�c�� �g�Z�[�•�j�� �^�Z�g�b�o�� ��Test Data) �\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y�� �^�e�y�� �\�Z�e�•�^�Z�p�•�€�� �y�d�h�k�l�•��
�h�l�j�b�f�Z�g�b�o�� �f�h�^�_�e�_�c�� �i�h�� �j�y�^�m�� �i�h�d�Z�a�g�b�d�•�\�� �_�n�_�d�l�b�\�g�h�k�l�•���� �L�Z�d�b�f�� �i�h�d�Z�a�g�b�d�Z�f�b���k�e�m�]�m�x�l�v��
�\�•�^�h�f�•���o�Z�j�Z�d�l�_�j�b�k�l�b�d�b: �y�d�•�k�l�v�� ��Accuracy������ �\�e�m�q�g�•�k�l�v�� ���Jrecision������ �i�h�\�g�h�l�Z�� ��Recall), f1-
�h�p�•�g�d�Z. �<�k�•�� �i�h�d�Z�a�g�b�d�b�� �_�n�_�d�l�b�\�g�h�k�l�•���g�Z�� �l�_�k�l�h�\�h�f�m�� �g�Z�[�h�j�•���^�e�y�� �\�d�Z�a�Z�g�b�o�� �d�e�Z�k�b�n�•�d�Z�l�h�j�•�\��
�i�h�d�Z�a�Z�e�b���f�Z�d�k�b�f�Z�e�v�g�b�c���j�_�a�m�e�v�l�Z�l���± 1.0�����l�h�[�l�h���k�l�h���\�•�^�k�h�l�d�h�\�m���\�•�^�i�h�\�•�^�g�•�k�l�v���i�j�b���f�_�g�r�b�o��
�q�Z�k�h�\�b�o�� �j�_�k�m�j�k�Z�o�� �g�Z�� �g�Z�\�q�Z�g�g�y���f�h�^�_�e�•�� �m�� �i�h�j�•�\�g�y�g�g�•�� �•�a�� �a�Z�k�l�h�k�m�\�Z�g�g�y�f�� �g�_�c�j�h�f�_�j�_�`�_�\�b�o��
�f�h�^�_�e�_�c�� 

 
 

�J�b�k������. �F�h�^�_�e�v���i�h�[�m�^�h�\�b���d�e�Z�k�b�n�•�d�Z�l�h�j�•�\���•���\�Z�e�•�^�Z�p�•�€���€�o���_�n�_�d�l�b�\�g�h�k�l�• 
 
�I�h�^�Z�e�v�r�_�� �\�^�h�k�d�h�g�Z�e�_�g�g�y�� �f�h�^�_�e�_�c�� �a�Z�e�_�`�b�l�v�� �\�•�^�� �]�•�i�_�j�i�Z�j�Z�f�_�l�j�b�a�Z�p�•�€��- 

�g�Z�e�Z�r�l�m�\�Z�g�g�y�� �]�•�i�_�j�i�Z�j�Z�f�_�l�j�•�\�� �f�h�^�_�e�•�� �^�e�y�� �^�h�k�y�]�g�_�g�g�y�� �g�Z�c�d�j�Z�s�b�o�� �j�_�a�m�e�v�l�Z�l�•�\�� �I�j�b��



�1�G�N�H�J�F�:�L�B�D�:���L�:���F�:�L�?�F�:�L�B�Q�G�1���F�?�L�H�>�B���<���F�H�>�?�E�X�<�:�G�G�1���’�������������’���L�h�f��1�������‹ 1-2 
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�i�h�l�j�_�[�•�� �^�Z�g�•�� �f�h�^�_�e�•�� �f�h�`�m�l�v�� �\�^�h�k�d�h�g�Z�e�x�\�Z�l�b�k�y�� �•�� �i�•�^�g�Z�e�Z�r�l�h�\�m�\�Z�l�b�k�y�� �i�•�^�� �•�g�r�•�� �\�b�^�b��
�f�_�j�_�`�_�\�b�o�� �Z�l�Z�d�� �[�_�a�� �a�f�•�g�b�� �Z�i�Z�j�Z�l�g�h�€�� �q�Z�k�l�b�g�b�� �•�� �a�Z�k�l�h�k�m�\�Z�g�g�y�� �d�h�r�l�h�\�g�b�o�� �d�h�g�l�j�h�e�_�j�•�\��
SDN. 

�K�_�j�_�^���h�k�l�Z�g�g�•�o �_�l�Z�i�•�\ �\�b�^�•�e�y�x�l�v�k�y���g�Z�k�l�m�i�g�•: 
- �\�i�j�h�\�Z�^�`�_�g�g�y�� �f�h�^�_�e�•��- �i�_�j�_�g�_�k�_�g�g�y�� �g�Z�\�q�_�g�h�€�� �f�h�^�_�e�•�� �\�� �\�b�j�h�[�g�b�q�_�� �k�_�j�_�^�h�\�b�s�_�� �^�e�y��
�\�b�d�h�j�b�k�l�Z�g�g�y���\���j�_�Z�e�v�g�b�o���m�f�h�\�Z�o���a�]�•�^�g�h���l�j�Z�n�•�d�m�����h�l�j�b�f�Z�g�h�]�h���a���i�e�Z�l�n�h�j�f�b��Wireshark; 
- �f�h�g�•�l�h�j�b�g�]���l�Z���i�•�^�l�j�b�f�d�Z - �k�e�•�^�d�m�\�Z�g�g�y���a�Z���i�j�h�^�m�d�l�b�\�g�•�k�l�x���f�h�^�_�e�•���\���j�_�Z�e�v�g�h�f�m���q�Z�k�•���l�Z��
�h�g�h�\�e�_�g�g�y���€�€���i�j�b���g�_�h�[�o�•�^�g�h�k�l�•�� 
4. �J�_�a�m�e�v�l�Z�l�b���^�h�k�e�•�^�`�_�g�g�y���l�Z���h�[�]�h�\�h�j�_�g�g�y. �<�i�j�h�\�Z�^�`�_�g�g�y���h�l�j�b�f�Z�g�h�€���f�h�^�_�e�•�� �Z�g�Z�e�•�a�m��
�f�_�j�_�`�_�\�h�]�h�� �l�j�Z�n�•�d�Z�� �^�e�y�� �Z�g�Z�e�•�a�m��ARP �Z�l�Z�d���i�h�l�j�_�[�m�}�� �j�h�a�j�h�[�d�b���k�b�k�l�_�f�b��
�Z�\�l�h�f�Z�l�b�a�h�\�Z�g�h�€�� �i�•�^�l�j�b�f�d�b �i�_�j�_�l�\�h�j�_�g�g�y�� �n�Z�c�e�•�\ .PCAPNG���� �y�d�•�� �n�h�j�f�m�}�� �i�e�Z�l�n�h�j�f�Z��
Wireshark �\�� �j�_�`�b�f�•�� �j�_�Z�e�v�g�h�]�h�� �q�Z�k�m�� �m�� �n�h�j�f�Z�l��.CSV. Wireshark �f�Z�}�� �g�Z�e�Z�r�l�m�\�Z�g�g�y�� �s�h�^�h��
�n�h�j�f�m�\�Z�g�g�y���n�Z�c�e�•�\��.PCAPNG �a�Z�^�Z�g�b�o���j�h�a�f�•�j�•�\���^�e�y���€�o���i�h�^�Z�e�v�r�h�]�h���a�[�_�j�_�`�_�g�g�y. �J�Z�a�h�f���a��
�l�b�f��Wireshark �g�_�� �i�_�j�_�^�[�Z�q�Z�}�� �f�h�`�e�b�\�h�k�l�•�� �i�_�j�_�l�\�h�j�_�g�g�y���©�g�Z�� �e�v�h�l�m�ª �n�Z�c�e�•�\�� �m�� �n�h�j�f�Z�l��
.CSV���� �s�h�� �\�b�f�Z�]�Z�}�� �j�h�a�j�h�[�d�b�� �^�h�^�Z�l�d�h�\�h�]�h�� �f�_�l�h�^�m�� �Z�\�l�h�f�Z�l�b�a�h�\�Z�g�h�]�h�� �i�_�j�_�l�\�h�j�_�g�g�y����
�H�l�j�b�f�Z�g�•�� �©�g�Z�� �e�v�h�l�m�ª .CSV �n�Z�c�e�b�� �i�h�l�j�_�[�m�x�l�v�� �i�h�i�_�j�_�^�g�v�h�€�� �i�•�^�]�h�l�h�\�d�b���� �s�h�[�� �^�h�� �g�b�o��
�f�h�`�g�Z���[�m�e�h���a�Z�k�l�h�k�m�\�Z�l�b���i�h�i�_�j�_�^�g�v�h���h�l�j�b�f�Z�g�m���f�h�^�_�e�v��ML �^�e�y���d�e�Z�k�b�n�•�d�Z�p�•�€���l�j�Z�n�•�d�Z�� 
 �K�b�k�l�_�f�Z���Z�\�l�h�f�Z�l�b�a�h�\�Z�g�h�€�� �i�•�^�l�j�b�f�d�b��ML �f�h�^�_�e�• �k�d�e�Z�^�Z�}�l�v�k�y�� �a�� �a�Z�k�l�h�k�m�\�Z�g�g�y��
�^�_�d�•�e�v�d�h�o���g�h�\�b�o���f�_�l�h�^�•�\. 

1. �F�_�l�h�^�� �i�_�j�_�l�\�h�j�_�g�g�y��.PCAPNG �n�Z�c�e�•�\�� �i�e�Z�l�n�h�j�f�b��Wireshark �m�� �n�h�j�f�Z�l��.CSV �\��
�j�_�`�b�f�•���j�_�Z�e�v�g�h�]�h���q�Z�k�m�����y�d�b�c���i�h�e�y�]�Z�}���\���g�Z�k�l�m�i�g�h�f�m�� 

�x �i�•�^�]�h�l�h�\�d�Z�� �k�_�j�_�^�h�\�b�s�Z��- �\�b�a�g�Z�q�Z�x�l�v�k�y�� �r�e�y�o�b�� �^�h�� �i�Z�i�h�d�� �a�� �\�o�•�^�g�b�f�b�� �n�Z�c�e�Z�f�b��
.PCAPNG �l�Z���\�b�o�•�^�g�b�f�b���n�Z�c�e�Z�f�b����CSV; 

�x �\�b�a�g�Z�q�Z�}�l�v�k�y�� �n�Z�c�e .CSV���� �y�d�b�c�� �[�m�^�_�� �\�b�d�e�x�q�_�g�h�� �a�� �h�[�j�h�[�d�b ���^�e�y�� �m�k�m�g�_�g�g�y��
�g�_�d�h�j�_�d�l�g�h�€���j�h�[�h�l�b���m���j�Z�a�•���\�•�^�k�m�l�g�h�k�l�•���m���l�j�Z�n�•�d�m��ARP �i�Z�d�_�l�•�\���� 

�x �Z�g�Z�e�•�a�� �i�Z�d�_�l�•�\�� �± �n�m�g�d�p�•�y�� �q�b�l�Z�}�� �\�o�•�^�g�b�c�� ��PCAPNG �n�Z�c�e �l�Z�� �Z�g�Z�e�•�a�m�}�� �i�Z�d�_�l�b �^�e�y��
�\�b�y�\�e�_�g�g�y���j�•�a�g�b�o���l�b�i�•�\���i�j�h�l�h�d�h�e�•�\�����(�W�K�H�U�Q�H�W�����$�5�3�����,�3�����'�+�&�3��; 

�x �a�[�b�j�Z�g�g�y�� �•�g�n�h�j�f�Z�p�•�€ �i�j�h�� �d�h�`�_�g�� �i�Z�d�_�l (�^�`�_�j�_�e�h���� �i�j�b�a�g�Z�q�_�g�g�y���� �l�b�i�� �i�j�h�l�h�d�h�e�m����
�^�h�\�`�b�g�Z���l�Z���•�g�r�•���^�_�l�Z�e�•); 

�x �a�Z�i�b�k���a�•�[�j�Z�g�h�€ �•�g�n�h�j�f�Z�p�•�x���m���\�b�o�•�^�g�b�c��.CSV �n�Z�c�e�� 
�H�k�g�h�\�g�•���h�i�_�j�Z�p�•�€���^�Z�g�h�]�h���f�_�l�h�^�m���i�h�e�y�]�Z�x�l�v���m�� 

�x �h�l�j�b�f�Z�g�g�• �k�i�b�k�d�m�� �\�k�•�o�� ���3�&�$�3�1�*�� �n�Z�c�e�•�\�� �m�� �i�Z�i�p�•�� �a�� �\�o�•�^�g�b�f�b�� �n�Z�c�e�Z�f�b��
���Z�\�l�h�f�Z�l�b�q�g�h���a�Z�\�Z�g�l�Z�`�m�x�l�v�k�y���a���i�e�Z�l�n�h�j�f�b��Wireshark); 

�x �\�b�a�g�Z�q�_�g�g�y�����y�d�•���n�Z�c�e�b���s�_���g�_���[�m�e�b���h�[�j�h�[�e�_�g�•�� 
�x �p�b�d�e�•�q�g�h�� �i�_�j�_�\�•�j�y�}�� �i�Z�i�d�m�� �g�Z�� �g�Z�y�\�g�•�k�l�v�� �g�h�\�b�o�� �n�Z�c�e�•�\���� �y�d�•�� �Z�\�l�h�f�Z�l�b�q�g�h��

�a�Z�i�b�k�m�x�l�v�k�y�� 
�x �^�e�y�� �d�h�`�g�h�]�h�� �g�h�\�h�]�h�� �n�Z�c�e�m��.PCAPNG �\�b�d�e�b�d�Z�}�l�v�k�y �n�m�g�d�p�•�y �h�[�j�h�[�d�b�� �l�Z��

�a�[�_�j�_�`�_�g�g�y���j�_�a�m�e�v�l�Z�l�•�\���m���g�h�\�b�c��.CSV �n�Z�c�e; 
�x �^�h�^�Z�}���h�[�j�h�[�e�_�g�•���n�Z�c�e�b���^�h���k�i�b�k�d�m���h�[�j�h�[�e�_�g�b�o�����s�h�[���m�g�b�d�g�m�l�b���i�h�\�l�h�j�g�h�€���h�[�j�h�[�d�b; 
�x �\�b�^�Z�e�y�}�� �n�Z�c�e�� �i�•�k�e�y�� �h�[�j�h�[�d�b���� �y�d�s�h�� �p�_�� �g�_�� �\�b�d�e�x�q�_�g�b�c�� �n�Z�c�e ���s�h�[�� �g�_�� �[�m�e�h��

�i�_�j�_�\�Z�g�l�Z�`�_�g�g�y���i�Z�f�y�l�•��. 
2. �F�_�l�h�^���h�[�j�h�[�d�b���'�D�W�D�)�U�D�P�H����CSV �n�Z�c�e�Z���•�� �n�h�j�f�m�\�Z�g�g�y���a�Z�^�Z�g�b�o���n�•�l�q�•�\ ���h�a�g�Z�d�� �^�e�y��

�a�Z�k�l�h�k�m�\�Z�g�g�y���i�•�^�]�h�l�h�\�e�_�g�h�€���f�h�^�_�e�•��ML, �y�d�b�c���i�h�e�y�]�Z�}���\���g�Z�k�l�m�i�g�h�f�m�� 
�x �n�•�e�v�l�j�Z�p�•�y���l�Z���\�b�[�•�j���^�Z�g�b�o���$�5�3��- �h�[�b�j�Z�}�l�v�k�y���i�•�^�f�g�h�`�b�g�Z���^�Z�g�b�o�����y�d�Z���f�•�k�l�b�l�v���e�b�r�_��

�i�Z�d�_�l�b���a���i�j�h�l�h�d�h�e�h�f���$�5�3; 
�x �h�[�j�h�[�d�Z���l�_�d�k�l�h�\�b�o���^�Z�g�b�o���a���h�a�g�Z�d�h�x���©Info�ª �± �l�_�d�k�l���\�b�^�•�e�y�}�l�v�k�y���g�Z���h�d�j�_�f�•���q�Z�k�l�b�g�b��

�a�Z���^�h�i�h�f�h�]�h�x���j�_�]�m�e�y�j�g�b�o���\�b�j�Z�a�•�\���^�e�y���h�l�j�b�f�Z�g�g�y���,�3-�Z�^�j�_�k�����0�$�&-�Z�^�j�_�k���l�Z���•�g�r�b�o��
�^�Z�g�b�o; 

�x �a�Z�k�l�h�k�m�\�Z�g�g�y�� �n�m�g�d�p�•�c �i�_�j�_�l�\�h�j�_�g�g�y�� �^�Z�g�b�o�� �m�� �q�b�k�e�h�\�b�c�� �n�h�j�f�Z�l�� IP-�Z�^�j�_�k�m �l�Z��
MAC-�Z�^�j�_�k�m; 

�x �k�l�\�h�j�_�g�g�y���g�h�\�h�]�h���'�D�W�D�)�U�D�P�H���^�e�y���a�[�_�j�•�]�Z�g�g�y���j�_�a�m�e�v�l�Z�l�•�\���g�h�\�b�o���i�_�j�_�l�\�h�j�_�g�v�� 
�x �d�h�^�m�\�Z�g�g�y���l�_�d�k�l�h�\�b�o���h�a�g�Z�d���m���q�b�k�e�h�\�•; 



�<���<�����I�Z�e�Z�]�•�g�H���:, �I�Z�e�Z�]�•�g�Z�� �H���<�����1�\�q�_�g�d�h, �H���F�����I�Z�g�Z�k�d�h, �J���E�����I�l�Z�r�d�•�g 
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�x �a�Z�i�h�\�g�_�g�g�y�� �l�Z�� �k�l�j�m�d�l�m�j�m�\�Z�g�g�y�� �j�_�a�m�e�v�l�Z�l�•�\ �i�_�j�_�l�\�h�j�_�g�g�y���� �y�d�•�� �a�Z�� �k�\�h�}�x��
�k�l�j�m�d�l�m�j�h�x�� �i�h�\�b�g�g�•�� �a�[�•�]�Z�l�b�k�y�� �a�•�� �k�l�j�m�d�l�m�j�h�x���� �y�d�Z�� �[�m�e�Z�� �\�b�d�h�j�b�k�l�Z�g�Z�� �^�e�y��
�h�l�j�b�f�Z�g�g�y���\�•�^�i�h�\�•�^�g�h�€���f�h�^�_�e�•��ML (�j�b�k����); 

�H�l�`�_���� �p�_�c�� �f�_�l�h�^�� �^�h�a�\�h�e�y�}�� �\�b�d�h�g�Z�l�b �h�[�j�h�[�d�m�� �•�� �l�j�Z�g�k�n�h�j�f�Z�p�•�x�� �^�Z�g�b�o��.CSV �n�Z�c�e�Z��
�^�e�y���i�h�^�Z�e�v�r�h�]�h���f�Z�r�b�g�g�h�]�h���g�Z�\�q�Z�g�g�y���•���a�Z�k�l�h�k�m�\�Z�g�g�y���i�•�^�]�h�l�h�\�e�_�g�h�€���f�h�^�_�e�•��ML. 

3. �:�g�Z�e�•�a���l�j�Z�n�•�d�Z���\���j�_�`�b�f�•���h�g�e�Z�c�g �•�a���a�Z�k�l�h�k�m�\�Z�g�g�y�f���i�•�^�]�h�l�h�\�e�_�g�h�€���f�h�^�_�e�•��ML�����y�d�b�c��
�i�h�e�y�]�Z�}���\���g�Z�k�l�m�i�g�h�f�m�� 

�x �a�q�b�l�m�x�l�v�k�y�� �^�Z�g�•�� �a�� ���&�6�9�� �n�Z�c�e�m�� ���n�h�j�f�m�x�l�v�k�y�� �g�Z�� �i�h�i�_�j�_�g�v�h�f�m�� �_�l�Z�i�•���� �•�� �^�h �g�b�o��
�^�h�^�Z�x�l�v�k�y�� �•�g�r�•�� �^�Z�g�•�� �a�� �i�•�^�]�h�l�h�\�e�_�g�h�]�h�� �n�Z�c�e�m��addata.csv �g�Z�� �l�h�c�� �\�b�i�Z�^�h�d���� �y�d�s�h�� �m��
�i�h�l�h�q�g�h�f�m���l�j�Z�n�•�d�m���\�•�^�k�m�l�g�•��APR �a�Z�i�b�l�b���^�e�y���g�h�j�f�Z�e�v�g�h�€���j�h�[�h�l�b���f�h�^�_�e�•��ML; 

�x �a�Z�\�Z�g�l�Z�`�m�}�l�v�k�y �i�•�^�]�h�l�h�\�e�_�g�Z���f�h�^�_�e�v��ML �^�e�y���i�j�h�]�g�h�a�m�\�Z�g�g�y���d�e�Z�k�m���Z�g�h�f�Z�e�v�g�h�k�l�•��
�•���a�Z�k�l�h�k�h�\�m�}�l�v�k�y���^�e�y���d�h�`�g�h�]�h���h�d�j�_�f�h�]�h���i�•�^�]�h�l�h�\�e�_�g�h�]�h��.�&�6�9���n�Z�c�e�m�� 

�x �\�b�\�h�^�y�l�v�k�y���d�•�e�v�d�•�k�g�•���o�Z�j�Z�d�l�_�j�b�k�l�b�d�b���Z�g�h�f�Z�e�v�g�h�]�h���l�j�Z�n�•�d�m���m���d�h�`�g�h�f�m���i�h�l�h�q�g�h�f�m��
�n�Z�c�e�•�� �g�Z�� �_�d�j�Z�g �a�� �i�h�^�Z�q�_�x�� �a�\�m�d�h�\�h�]�h�� �i�h�\�•�^�h�f�e�_�g�g�y�� �q�b�� �i�_�j�_�^�Z�q�_�x�� �•�g�n�h�j�f�Z�p�•�€�� �g�Z��
�_�e�_�d�l�j�h�g�g�m���i�h�r�l�m�����i�j�b���i�h�l�j�_�[�•���� 
�J�_�a�m�e�v�l�Z�l���h�[�j�h�[�d�b���n�Z�c�e�•�\���m���\�b�i�Z�^�d�m��ARP �Z�l�Z�d�b���\�b�\�h�^�b�l�v�k�y���g�Z���_�d�j�Z�g�����_�e�_�d�l�j�h�g�g�m��

�i�h�r�l�m�����k�_�j�\�_�j �•���l���i�������•�a���i�h�a�g�Z�q�_�g�g�y�f���g�h�f�_�j�Z���i�Z�d�_�l�Z�����y�d�b�c���i�•�^�i�Z�^�Z�}���i�•�^���Z�l�Z�d�m�����j�b�k����1). 

 
�J�b�k��11. �J�_�a�m�e�v�l�Z�l���i�h�\�•�^�h�f�e�_�g�g�y���i�j�h���Z�g�h�f�Z�e�v�g�b�c���l�j�Z�n�•�d�� 

 
�<�b�d�h�j�b�k�l�Z�g�g�y�� �g�h�\�b�o �f�h�^�_�e�_�c �f�Z�r�b�g�g�h�]�h�� �g�Z�\�q�Z�g�g�y�� �^�e�y�� �Z�g�Z�e�•�a�m�� �f�_�j�_�`�_�\�h�]�h��

�l�j�Z�n�•�d�m�� �\�b�y�\�b�e�h�k�y�� �j�_�a�m�e�v�l�Z�l�b�\�g�b�f�� �m�� �i�j�Z�d�l�b�q�g�h�f�m�� �a�Z�k�l�h�k�m�\�Z�g�g�•���� �F�h�^�_�e�• �^�h�a�\�h�e�y�x�l�v��
�_�n�_�d�l�b�\�g�h���\�b�y�\�e�y�l�b���Z�g�h�f�Z�e�v�g�b�c���l�j�Z�n�•�d���m���\�_�e�b�d�b�o���h�[�k�y�]�Z�o���^�Z�g�b�o �\���j�_�Z�e�v�g�h�f�m���q�Z�k�•�����s�h���}��
�d�j�b�l�b�q�g�b�f�� �Z�k�i�_�d�l�h�f�� �^�e�y�� �a�Z�[�_�a�i�_�q�_�g�g�y�� �d�•�[�_�j�[�_�a�i�_�d�b�� �\�� �k�m�q�Z�k�g�b�o�� �f�_�j�_�`�Z�o���� �H�k�g�h�\�g�•��
�i�_�j�_�\�Z�]�b�� �\�d�e�x�q�Z�x�l�v �\�b�k�h�d�m�� �l�h�q�g�•�k�l�v�� �i�j�h�]�g�h�a�m�\�Z�g�g�y�� �Z�g�h�f�Z�e�v�g�b�o�� �i�h�^�•�c���� �]�g�m�q�d�•�k�l�v�� �m��
�j�h�[�h�l�•�� �a�� �j�•�a�g�h�f�Z�g�•�l�g�b�f�b�� �n�h�j�f�Z�l�Z�f�b�� �^�Z�g�b�o�� �l�Z�� �_�n�_�d�l�b�\�g�•�k�l�v�� �m�� �\�b�d�h�j�b�k�l�Z�g�g�•�� �j�_�k�m�j�k�•�\��
�h�[�q�b�k�e�x�\�Z�e�v�g�b�o���k�b�k�l�_�f�� 

�M�� �i�h�j�•�\�g�y�g�g�•�� �a�� �g�_�c�j�h�f�_�j�_�`�_�\�b�f�b�� �f�h�^�_�e�y�f�b���� �y�d�•�� �\�•�^�h�f�•�� �k�\�h�}�x�� �a�^�Z�l�g�•�k�l�x�� �^�h��
�Z�\�l�h�f�Z�l�b�q�g�h�]�h�� �\�b�a�g�Z�q�_�g�g�y�� �k�d�e�Z�^�g�b�o���a�\�
�y�a�d�•�\�� �m�� �^�Z�g�b�o���� �g�h�\�Z�� �f�h�^�_�e�v�� �f�Z�}�� �i�_�\�g�•�� �i�_�j�_�\�Z�]�b, 
�y�d�•�� �i�h�e�y�]�Z�x�l�v�� �m�� �f�_�g�r�b�o�� �h�[�q�b�k�e�x�\�Z�e�v�g�b�o�� �j�_�k�m�j�k�Z�o �^�e�y�� �l�j�_�g�m�\�Z�g�g�y�� �l�Z�� �i�j�h�]�g�h�a�m�\�Z�g�g�y����
�s�h���j�h�[�b�l�v���€�€���[�•�e�v�r���^�h�k�l�m�i�g�h�x���^�e�y���\�i�j�h�\�Z�^�`�_�g�g�y���\���k�b�k�l�_�f�Z�o���a���h�[�f�_�`�_�g�b�f�b���j�_�k�m�j�k�Z�f�b����
�g�Z�i�j�b�d�e�Z�^��IoT �f�_�j�_�`�Z�o�� �[�_�a�� �a�Z�k�l�h�k�m�\�Z�g�g�y�� �k�d�e�Z�^�g�b�o�� �d�h�g�l�j�h�e�_�j�•�\��SDN���� �H�d�j�•�f�� �l�h�]�h����
�h�l�j�b�f�Z�g�• �f�h�^�_�e�• �a�Z�a�\�b�q�Z�c�� �\�h�e�h�^�•�x�l�v �[�•�e�v�r�h�x�� �•�g�l�_�j�i�j�_�l�h�\�Z�g�•�k�l�x�� �j�_�a�m�e�v�l�Z�l�•�\���� �s�h��
�^�h�a�\�h�e�y�}���h�i�_�j�Z�l�b�\�g�h���j�_�Z�]�m�\�Z�l�b���g�Z���\�b�y�\�e�_�g�•���Z�g�h�f�Z�e�•�€���l�Z���\�b�i�j�Z�\�e�y�l�b���€�o�� 

�<�i�j�h�\�Z�^�`�_�g�g�y�� �Z�\�l�h�f�Z�l�b�a�h�\�Z�g�h�€�� �k�b�k�l�_�f�b�� �Z�g�Z�e�•�a�m�� �l�j�Z�n�•�d�m�� �f�_�j�_�`�•�� �g�Z�� �[�Z�a�• 
�a�Z�i�j�h�i�h�g�h�\�Z�g�b�o�� �f�_�l�h�^�•�\�� �h�[�j�h�[�d�b�� �^�Z�g�b�o�� �l�Z�� �g�h�\�b�o�� �f�h�^�_�e�_�c �f�Z�r�b�g�g�h�]�h�� �g�Z�\�q�Z�g�g�y�� �}��
�i�_�j�k�i�_�d�l�b�\�g�b�f�� �d�j�h�d�h�f�� �m�� �a�Z�[�_�a�i�_�q�_�g�g�•�� �d�•�[�_�j�[�_�a�i�_�d�b�� �l�Z�� �_�n�_�d�l�b�\�g�h�]�h�� �m�i�j�Z�\�e�•�g�g�y��
�f�_�j�_�`�_�\�b�f�b���j�_�k�m�j�k�Z�f�b�����y�d�_���i�h�e�y�]�Z�}���m���k�i�j�h�s�_�g�g�•���j�_�Z�e�•�a�Z�p�•�€�����a�[�•�e�v�r�_�g�g�•���_�n�_�d�l�b�\�g�h�k�l�•���l�Z��
�a�g�b�`�_�g�g�•�� �\�b�l�j�Z�l���� �s�h�� �j�h�[�b�l�v�� �€�€�� �i�j�b�\�Z�[�e�b�\�b�f�� �\�b�[�h�j�h�f�� �^�e�y�� �k�m�q�Z�k�g�b�o�� �•�g�n�h�j�f�Z�p�•�c�g�b�o��
�l�_�o�g�h�e�h�]�•�c�� 
�<�b�k�g�h�\�d�b. �R�b�j�h�d�_���j�h�a�i�h�\�k�x�^�`�_�g�g�y���6�'�1���l�Z���,�R�7���f�_�j�_�`���a�Z�[�_�a�i�_�q�b�e�h���\�b�k�h�d�m���]�g�m�q�d�•�k�l�v���•��
�_�n�_�d�l�b�\�g�•�k�l�v�� �d�_�j�m�\�Z�g�g�y�� �g�b�f�b���� �Z�e�_�� �\�h�^�g�h�q�Z�k�� �i�h�k�l�Z�\�b�e�h�� �g�h�\�•�� �\�b�d�e�b�d�b�� �m�� �a�Z�o�b�k�l�•��
�f�_�j�_�`�_�\�h�€�� �•�g�n�j�Z�k�l�j�m�d�l�m�j�b���� �H�^�g�•�}�x�� �a�� �\�Z�`�e�b�\�b�o�� �a�Z�]�j�h�a�� �a�Z�e�b�r�Z�x�l�v�k�y�� �Z�l�Z�d�b�� �i�•�^�j�h�[�d�b��
�i�j�h�l�h�d�h�e�m�� �j�h�a�i�•�a�g�Z�\�Z�g�g�y�� �Z�^�j�_�k��- �$�5�3���� �s�h�� �i�h�j�m�r�m�x�l�v�� �p�•�e�•�k�g�•�k�l�v�� �f�_�j�_�`�•�� �l�Z��
�d�h�g�n�•�^�_�g�p�•�c�g�•�k�l�v�� �^�Z�g�b�o���� �M�� �p�•�c�� �j�h�[�h�l�•�� �i�j�_�^�k�l�Z�\�e�_�g�h�� �g�h�\�b�c�� �i�•�^�o�•�^�� �^�h�� �\�b�y�\�e�_�g�g�y�� �$�5�3-
�k�i�m�n�•�g�]�m�� �\�� �f�_�j�_�`�Z�o���� �y�d�b�c�� �\�j�Z�o�h�\�m�}�� �h�[�f�_�`�_�g�g�y�� �•�k�g�m�x�q�b�o�� �f�_�l�h�^�h�e�h�]�•�c�� �•�� �\�b�d�h�j�b�k�l�h�\�m�}��
�f�_�l�h�^�b�� �f�Z�r�b�g�g�h�]�h�� �g�Z�\�q�Z�g�g�y�� �� �0�/�� �^�e�y�� �Z�g�Z�e�•�a�m�� �f�_�j�_�`�_�\�h�]�h�� �l�j�Z�n�•�d�m�� �\�� �j�_�Z�e�v�g�h�f�m�� �q�Z�k�•�� 
�A�Z�i�j�h�i�h�g�h�\�Z�g�b�c���f�_�l�h�^���\�b�d�h�j�b�k�l�h�\�m�}���^�Z�g�•�����h�l�j�b�f�Z�g�•���a���i�e�Z�l�n�h�j�f�b���:�L�U�H�V�K�D�U�N�����•���g�Z���h�k�g�h�\�•��
�f�Z�r�b�g�g�h�]�h���g�Z�\�q�Z�g�g�y���d�e�Z�k�b�n�•�d�m�}���l�Z���\�b�y�\�e�y�}���a�e�h�\�f�b�k�g�b�c���f�_�j�_�`�_�\�b�c���l�j�Z�n�•�d�����s�h���\�b�g�b�d�Z�}��
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The widespread distribution of software-defined networks (Software-Defined Networking - SDN) and IoT 
networks has provided flexibility and efficiency in network management. However, it has also posed new 
challenges in protecting network infrastructure. Address Resolution Protocol (ARP) spoofing attacks, which 
violate network integrity and data confidentiality, remain one of the significant threats. This manuscript presents 
a new approach to detecting ARP spoofing in networks, addressing the limitations of existing methodologies. 
The analysis of ARP protocols, their purposes, and basic methods of protection against attacks was carried out. 
Typical threats to computer networks at the physical and data link layers of the OSI model are presented, along 
with an analysis of the features of detecting such threats using artificial intelligence (AI) methods. The 
application of machine learning (ML) methods for traffic analysis based on real-time data from the Wireshark 
platform is proposed. The new method uses AI to classify and detect malicious network traffic generated by 
ARP protocol attacks. The developed model and method demonstrate exceptional robustness, achieving 100% 
ARP spoofing detection accuracy, which is critical for maintaining network responsiveness. The analysis results 
can be used to make informed decisions about the choice of protection methods for networks with different 
purposes and information protection requirements. Using AI to monitor and analyze network traffic can 
significantly increase the effectiveness and speed of threat detection. Due to its ability to adapt to new types of 
attacks and detect more complex anomaly patterns, the proposed approach provides a higher level of network 
infrastructure security. This research demonstrates the potential of innovative technologies in the fight against 
cyber threats and contributes to the development of reliable protection methods for modern networks. 
Keywords: network traffic analysis, ARP Spoofing, Artificial Intelligence, L2 Level Attacks 
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�d�h�h�j�^�b�g�Z�l�� �^�h�k�e�•�^�`�m�\�Z�g�h�€�� �g�_�k�l�Z�p�•�h�g�Z�j�g�h�€�� �k�b�k�l�_�f�b���� �<�b�d�h�g�Z�g�h�� �i�h�k�l�Z�g�h�\�d�m�� �l�Z��
�j�h�a�]�e�y�g�m�l�h�� �f�h�`�e�b�\�•�k�l�v�� �j�Z�p�•�h�g�Z�e�v�g�h�]�h�� �\�b�[�h�j�m�� �i�Z�j�Z�f�_�l�j�•�\�� �n�h�j�f�m�e�� �f�_�l�h�^�m�� �J�m�g�]�_-
�D�m�l�l�b���� �s�h�� �^�h�a�\�h�e�y�}�� �f�•�g�•�f�•�a�m�\�Z�l�b�� �q�Z�k�� �•�g�l�_�]�j�m�\�Z�g�g�y�� �j�•�\�g�y�g�v�� �f�Z�l�_�f�Z�l�b�q�g�h�€�� �f�h�^�_�e�•��
�k�b�k�l�_�f�b�� 
�D�e�x�q�h�\�•���k�e�h�\�Z: �g�_�k�l�Z�p�•�h�g�Z�j�g�Z���k�b�k�l�_�f�Z�����f�Z�l�_�f�Z�l�b�q�g�Z���f�h�^�_�e�v�����q�b�k�e�h�\�b�c���f�_�l�h�^�����f�_�l�h�^��
�J�m�g�]�_-�D�m�l�l�b�����i�h�j�y�^�h�d���f�_�l�h�^�m�����l�h�q�g�•�k�l�v���j�h�a�\�¶�y�a�d�m�� 

�<�k�l�m�i. �<�� �g�_�k�l�Z�p�•�h�g�Z�j�g�b�o�� �k�b�k�l�_�f�Z�o���� �^�b�g�Z�f�•�d�Z�� �y�d�b�o�� �h�i�b�k�m�}�l�v�k�y�� �a�\�b�q�Z�c�g�b�f�b��
�^�b�n�_�j�_�g�p�•�c�g�b�f�b���j�•�\�g�y�g�g�y�f�b���g�Z�k�l�m�i�g�h�]�h���\�b�^�m 
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�� �� �^ �`PY,,; tvvRv v �•�• ,     (3) 

�^�_ �� ��tY  �Š��l -�f�•�j�g�b�c���\�_�d�l�h�j���\�b�o�•�^�g�h�]�h���k�b�]�g�Z�e�m���g�_�k�l�Z�p�•�h�g�Z�j�g�h�€���k�b�k�l�_�f�b������ ��vP  �Š��m -

�f�•�j�g�b�c�� �\�_�d�l�h�j�� �i�Z�j�Z�f�_�l�j�•�\�� �g�_�k�l�Z�p�•�h�g�Z�j�g�h�€�� �k�b�k�l�_�f�b������ ��vRv  �Š�� �h�[�e�Z�k�l�•�� �a�Z�\�^�Z�g�g�y�� �a�f�•�g�g�b�o��

�^ �`PY,� v , t  �Š���g�_�a�Z�e�_�`�g�b�c���Z�j�]�m�f�_�g�l���q�Z�k�m��  
 �y�d�� �i�j�Z�\�b�e�h, �f�h�`�g�Z�� �\�b�^�•�e�b�l�b�� �^�_�d�•�e�v�d�Z�� �]�j�m�i�� �d�h�h�j�^�b�g�Z�l�� �a�� �j�•�a�g�b�f�b�� �r�\�b�^�d�h�k�l�y�f�b��
�a�f�•�g�b�� �l�Z�� �a�� �j�•�a�d�h�� �\�•�^�f�•�g�g�b�f�b�� �a�Z�e�_�`�g�h�k�l�y�f�b�� �d�h�h�j�^�b�g�Z�l�� �\�•�^�� �Z�j�]�m�f�_�g�l�m���� �g�Z�i�j�b�d�e�Z�^���� �a��
�Z�i�_�j�•�h�^�b�q�g�b�f���j�m�o�h�f���\���h�^�g�•�c���]�j�m�i�•���l�Z���]�Z�j�f�h�g�•�c�g�b�f���Z�[�h���j�_�e�Z�d�k�Z�p�•�c�g�b�f���d�h�e�b�\�Z�g�g�y�f���Š���m 
�•�g�r�•�c���]�j�m�i�•�� �<���y�d�h�k�l�•���i�j�b�d�e�Z�^�m���f�h�`�g�Z���g�Z�a�\�Z�l�b���l�Z�d�•���d�h�h�j�^�b�g�Z�l�b�����y�d���\�b�k�h�l�Z���l�Z���r�\�b�^�d�•�k�l�v��
�e�•�l�Z�e�v�g�h�]�h�� �Z�i�Z�j�Z�l�m���� �y�d�•�� �i�h�\�•�e�v�g�h�� �a�f�•�g�x�x�l�v�k�y�� �m�� �i�h�j�•�\�g�y�g�g�•�� �a�� �d�m�l�h�\�b�f�b�� �r�\�b�^�d�h�k�l�y�f�b��
�h�[�_�j�l�Z�g�g�y�� �g�Z�\�d�h�e�h�� �p�_�g�l�j�m�� �f�Z�k�� �e�•�l�Z�e�v�g�h�]�h�� �Z�i�Z�j�Z�l�m�� �•�� �y�d�•���� �m�� �k�\�h�x�� �q�_�j�]�m���� �i�h�\�•�e�v�g�h��
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�a�f�•�g�x�x�l�v�k�y�� �m �i�h�j�•�\�g�y�g�g�•�� �a�•�� �a�f�•�g�g�b�f�b���� �s�h�� �h�i�b�k�m�x�l�v�� �^�b�g�Z�f�•�d�m�� �i�j�b�\�h�^�•�\�� �d�_�j�f�Z��
�g�Z�i�j�y�f�d�•�\�����\�b�k�h�l�b���•���_�e�_�j�h�g�•�\�� 

�H�q�_�\�b�^�g�h���� �s�h�� �^�e�y�� �a�Z�[�_�a�i�_�q�_�g�g�y�� �[�Z�`�Z�g�h�€�� �l�h�q�g�h�k�l�•�� �f�h�^�_�e�x�\�Z�g�g�y�� �^�b�g�Z�f�•�d�b�� �l�Z�d�b�o��
�k�b�k�l�_�f�� �g�_�h�[�o�•�^�g�h���p�•�� �]�j�m�i�b�� �a�f�•�g�g�b�o�� �•�g�l�_�]�j�m�\�Z�l�b�� �a�� �j�•�a�g�b�f�� �d�j�h�d�h�f���� �I�j�b�j�h�^�g�h���i�j�b���p�v�h�f�m��
�\�b�d�h�j�b�k�l�Z�l�b�� �q�b�k�e�h�\�b�c�� �f�_�l�h�^���� �y�d�b�c�� �^�h�a�\�h�e�y�}�� �e�_�]�d�h�� �j�_�]�m�e�x�\�Z�l�b�� �d�j�h�d�� �•�g�l�_�]�j�m�\�Z�g�g�y�� �\��
�a�Z�e�_�`�g�h�k�l�•�� �\�•�^�� �r�\�b�^�d�h�k�l�_�c�� �a�f�•�g�b�� �a�f�•�g�g�b�o�� �m�� �\�•�^�i�h�\�•�^�g�•�c�� �]�j�m�i�•�� �d�h�h�j�^�b�g�Z�l���� �H�k�l�Z�g�g�•�c 
�\�b�f�h�a�•�� �\�•�^�i�h�\�•�^�Z�}�� �f�_�l�h�^�� �J�m�g�]�_-�D�m�l�l�b�� �>���� �Š�� ���@���� �>�e�y�� �a�Z�[�_�a�i�_�q�_�g�g�y�� �g�_�h�[�o�•�^�g�h�€�� �l�h�q�g�h�k�l�•��
�i�j�b�� �i�j�b�c�g�y�l�g�b�o�� �q�Z�k�h�\�b�o�� �\�b�l�j�Z�l�Z�o�� �g�Z�� �f�h�^�_�e�x�\�Z�g�g�y�� �j�m�o�m�� �^�h�k�e�•�^�`�m�\�Z�g�h�€�� �k�b�k�l�_�f�b���a��
�\�b�d�h�j�b�k�l�Z�g�g�y�f�� �f�_�l�h�^�m�� �J�m�g�]�_-�D�m�l�l�b�}���}���f�h�`�e�b�\�•�k�l�v�� �m�i�j�Z�\�e�y�l�b�� �l�Z�d�b�f�b�� �n�Z�d�l�h�j�Z�f�b���� �y�d��
�i�h�j�y�^�h�d �l�Z���i�Z�j�Z�f�_�l�j�b �f�_�l�h�^�m���>5�@�����D�h�g�d�j�_�l�b�a�m�}�f�h���p�x���f�h�`�e�b�\�•�k�l�v���a�Z���g�Z�y�\�g�h�€���•�g�n�h�j�f�Z�p�•�€����
�y�d�m���h�l�j�b�f�Z�g�h���\���j�_�a�m�e�v�l�Z�l�•���i�h�i�_�j�_�^�g�•�o���^�h�k�e�•�^�`�_�g�v���g�_�k�l�Z�p�•�h�g�Z�j�g�h�€���k�b�k�l�_�f�b �i�j�h���i�h�j�y�^�d�b��
�f�_�l�h�^�m�� �J�m�g�]�_-�D�m�l�l�b���� �y�d�•�� �a�Z�[�_�a�i�_�q�m�x�l�v�� �g�_�h�[�o�•�^�g�m�� �l�h�q�g�•�k�l�v�� �f�h�^�_�e�x�\�Z�g�g�y�� �\�•�^�i�h�\�•�^�g�h�€��
�]�j�m�i�b���j�•�\�g�y�g�v���^�b�g�Z�f�•�d�b�� 
�F�_�l�Z�� �j�h�[�h�l�b���� �F�_�l�h�x�� �j�h�[�h�l�b�� �}�� �h�l�j�b�f�Z�g�g�y�� �Z�g�Z�e�•�l�b�q�g�b�o�� �\�b�j�Z�a�•�\���� �y�d�•�� �^�Z�x�l�v�� �a�f�h�]�m��
�h�[�q�b�k�e�b�l�b�� �g�_�h�[�o�•�^�g�• �i�h�j�y�^�d�b �f�_�l�h�^�m�� �J�m�g�]�_-�D�m�l�l�b�� �i�j�b�� �j�h�a�[�b�l�l�•�� �d�h�h�j�^�b�g�Z�l��
�^�h�k�e�•�^�`�m�\�Z�g�h�€�� �k�b�k�l�_�f�b�� �g�Z�� �]�j�m�i�b�� �a�Z�� �r�\�b�^�d�•�k�l�x, �s�h �a�m�f�h�\�e�x�} �\�b�a�g�Z�q�_�g�g�y�� �d�j�h�d�m��
�•�g�l�_�]�j�m�\�Z�g�g�y���l�Z���a�Z�[�_�a�i�_�q�m�} �g�_�h�[�o�•�^�g�m���l�h�q�g�•�k�l�v���r�m�d�Z�g�h�]�h���j�h�a�\�¶�y�a�d�m�� 
�H�k�g�h�\�g�Z�� �q�Z�k�l�b�g�Z. �G�_�o�Z�c�� �j�•�\�g�y�g�g�y�� �^�h�k�e�•�^�`�m�\�Z�g�h�€�� �g�_�k�l�Z�p�•�h�g�Z�j�g�h�€�� �k�b�k�l�_�f�b�� �j�h�a�[�b�l�h�� �i�h��
�]�j�m�i�Z�o�� �d�h�h�j�^�b�g�Z�l�� �l�Z�d�b�f�� �q�b�g�h�f���� �s�h�� �^�e�y�� �d�h�`�g�h�€�� �g�Z�k�l�m�i�g�h�€�� �]�j�m�i�b�� �g�_�h�[�o�•�^�g�h���a�[�•�e�v�r�_�g�g�y��
�i�h�j�y�^�d�m�� �f�_�l�h�^�m���� �H�l�j�b�f�Z�}�f�h�� �k�i�•�\�\�•�^�g�h�r�_�g�g�y�� �^�e�y�� �i�Z�j�Z�f�_�l�j�•�\�� �f�_�l�h�^�m�� �J�m�g�]�_-�D�m�l�l�b�� �m��
�^�Z�g�h�f�m���\�b�i�Z�^�d�m�� 

�K�i�h�q�Z�l�d�m�� �j�h�a�]�e�y�g�_�f�h�� �k�b�k�l�_�f�m���� �\�� �y�d�•�c�� �d�h�`�g�m�� �]�j�m�i�m�� �i�Z�j�Z�f�_�l�j�•�\��
( �� �� �� �� �� �� �� ��xwxuxqxg ,,,  �Š�� �i�Z�j�Z�f�_�l�j�b�� �g�_�k�l�Z�p�•�h�g�Z�j�g�h�€�� �k�b�k�l�_�f�b����x  �Š�� �g�_�a�Z�e�_�`�g�Z��
�i�j�h�k�l�h�j�h�\�Z���d�h�h�j�^�b�g�Z�l�Z�����i�j�_�^�k�l�Z�\�e�_�g�h���h�^�g�b�f���j�•�\�g�y�g�g�y�f�� 
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�G�_�o�Z�c�� �q�b�k�e�h�\�b�c�� �j�h�a�\�¶�y�a�h�d�� �k�b�k�l�_�f�b�� �������� �h�l�j�b�f�m�}�l�v�k�y�� �^�h�k�l�Z�l�g�v�h�� �l�h�q�g�b�f�� �i�j�b��
�\�b�d�h�j�b�k�l�Z�g�g�•�� �f�_�l�h�^�m�� �J�m�g�]�_-�D�m�l�l�b�� �i�_�j�r�h�]�h���� �^�j�m�]�h�]�h���� �l�j�_�l�v�h�]�h�� �l�Z�� �q�_�l�\�_�j�l�h�]�h�� �i�h�j�y�^�d�•�\��
�^�e�y���a�f�•�g�g�b�o���� �� �� �� �� �� �� ��xwxuxqxg ,,, �����\�•�^�i�h�\�•�^�g�h�����A�Z���m�y�\�b���\�•�^�i�h�\�•�^�g�h�€���]�e�Z�^�d�h�k�l�•���j�h�a�\�¶�y�a�d�m��
�k�b�k�l�_�f�b�� �������� �f�h�`�_�f�h�� �a�Z�i�b�k�Z�l�b�� �g�Z�k�l�m�i�g�•�� �\�b�j�Z�a�b�� �^�e�y�� �i�j�b�j�h�k�l�•�\ �n�m�g�d�p�•�c��

�� �� �� �� �� �� �� ��xwxuxqxg ,,,  �g�Z���•�g�l�_�j�\�Z�e�•���> �@1, ��ii xx : 
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  (5) 

�J�h�a�j�Z�o�m�g�d�h�\�• �i�j�b�j�•�k�l �j�h�a�\�¶�y�a�d�m���k�b�k�l�_�f�b�����������g�Z���•�g�l�_�j�\�Z�e�•���> �@1, ��ii xx  �\�•�^�r�m�d�m�x�l�v�k�y��
�m���\�b�]�e�y�^�•���>5, 6] 
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�<�•�^�i�h�\�•�^�g�h�� �^�h�� �f�_�l�h�^�m�� �J�m�g�]�_-�D�m�l�l�b�� �i�Z�j�Z�f�_�l�j�b  �j�h�a�j�Z�o�m�g�d�h�\�b�o�� �n�h�j�f�m�e �������� �Š��
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�J�h�a�d�e�Z�^�_�f�h�� �n�m�g�d�p�•�€�� 432322 ,,,,, kkkm �O�O  �\�� �j�y�^�b�� �L�_�c�e�h�j�Z�� �\�� �h�d�h�e�•��i�Y  

�^ �`�� ��wuqg ,,,�•�Y . 
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�L�h�^�•���f�h�`�g�Z���a�Z�i�b�k�Z�l�b�� 

111 , sbnsaN i � � ,     (31) 

�V� sM1 ; 

�� ,,,,, 12112112112122 mgMQngNGsxsM iiiii �˜�G���˜�'���˜�[���˜�(���˜�D���V�  

�� �� ��2121121112121 ,,,, rxskwKWuU iiiiii �4�V� �˜�E���˜�%���˜�O�y�J���/�˜�*�� ; (32) 

�� ��2211 ,,, rxscmscm ii �4� � ;    (33) 

�� ���� ��;3,2,, , � �4�˜� �/�˜� �/ jrxhshs jijjii    (34) 

�� ���� ��;3,2,, , � �4�˜� �O�˜� �O jrxgsgs jijjii    (35) 

�� ���� ��;4,3,2,, , � �4�˜� �˜� jrxesKesK jijjii   (36) 

�� ���� ��;4,3,2,, , � �4�˜� �˜� jrxfskfsk jijjii    (37) 

�Y�d���•���\�������������������������f�Z�}�f�h�� 
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�>�e�y���k�b�k�l�_�f�b������������8� n . 
�I�h�\�l�h�j�x�x�q�b�� �i�j�h�p�_�^�m�j�m�� �h�l�j�b�f�Z�g�g�y�� �k�i�•�\�\�•�^�g�h�r�_�g�v�� ��16���� �Š�� ��27)���� �f�h�`�g�Z��

�i�_�j�_�d�h�g�Z�l�b�k�y�� �m�� �k�i�j�Z�\�_�^�e�b�\�h�k�l�•�� �•�g�l�_�j�i�j�_�l�Z�p�•�€�� �k�i�•�\�\�•�^�g�h�r�_�g�v�� ���������� �Š�� ���������� �^�e�y�� �k�b�k�l�_�f�b��
�������������y�d�Z���i�h�y�k�g�x�}�l�v�k�y���g�b�`�q�_�� 

�M�� �i�h�^�Z�e�v�r�b�o�� �j�h�a�f�•�j�d�h�\�m�\�Z�g�g�y�o�� �\�Z�]�h�\�•�� �d�h�_�n�•�p�•�}�g�l�b��i jt , ijs , ijp  �^�e�y�� �i�Z�j�Z�f�_�l�j�•�\��

�����������������������������������i�h�f�•�g�y�}�f�h���g�Z���d�h�_�n�•�p�•�}�g�l�b��ijT , ijS , ijP �����\�•�^�i�h�\�•�^�g�h�� 

�>�e�y�� �]�j�m�i�� �j�•�\�g�y�g�v���� �s�h�� �\�•�^�i�h�\�•�^�Z�x�l�v�� �d�h�f�i�h�g�_�g�l�Z�f��jF  �k�b�k�l�_�f�b�� ���������� �l�Z�� �l�Z�d�b�o���� �s�h��

�j�h�a�\�¶�y�a�m�x�l�v�k�y���a�Z���m�f�h�\�h�x���f�_�l�h�^�h�f���g�_���g�b�`�q�_���q�_�l�\�_�j�l�h�]�h���i�h�j�y�^�d�m�����i�h�\�b�g�g�•���\�b�d�h�g�m�\�Z�l�b�k�y����
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�i�h�^�•�[�g�b�o�� �a�Z�e�_�`�g�h�k�l�y�f�� ������������ �G�Z�h�k�l�Z�g�h�d���� �d�j�•�f�� �y�d�� �h�i�b�k�Z�g�b�f�� �k�i�•�\�\�•�^�g�h�r�_�g�g�y�f����
�j�h�a�j�Z�o�m�g�d�h�\�•�� �i�Z�j�Z�f�_�l�j�b�� ���������� �Š�� ���������� �^�e�y�� �k�b�k�l�_�f�b�� ���������� �i�h�\�b�g�g�•�� �a�Z�^�h�\�h�e�v�g�y�l�b��
�Z�g�Z�e�h�]�•�q�g�b�f�� ������������ ������������ ������������ ������������ ���������� �a�Z�e�_�`�g�h�k�l�y�f���� �y�d�•�� �\�b�a�g�Z�q�Z�x�l�v�� �m�a�]�h�^�`�_�g�g�y��
�j�h�a�j�Z�o�m�g�d�h�\�b�o���i�Z�j�Z�f�_�l�j�•�\���^�e�y���]�j�m�i���j�•�\�g�y�g�v�����y�d�•���j�h�a�]�e�y�^�Z�}�l�v�k�y���l�Z���\�o�h�^�y�l�v�����\���k�\�h�x���q�_�j�]�m����
�^�h���k�b�k�l�_�f�b�����s�h���•�g�l�_�]�j�m�}�l�v�k�y�� 
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�A�� �h�l�j�b�f�Z�g�b�o�� �k�i�•�\�\�•�^�g�h�r�_�g�v�� �\�b�^�g�h���� �s�h�� �\�b�[�•�j�� �h�^�g�Z�d�h�\�b�o�� �i�Z�j�Z�f�_�l�j�•�\��jj rr � , 

jj rr � �Ö , jj rr � ~  �^�e�y�� �\�k�•�o�� �j�•�\�g�y�g�v�� �\�•�^�i�h�\�•�^�g�h�€�� �]�j�m�i�b�� �a�Z�[�_�a�i�_�q�m�}�� �f�h�`�e�b�\�•�k�l�v��

�a�Z�k�l�h�k�m�\�Z�g�g�y�� �j�h�a�j�Z�o�m�g�d�h�\�b�o�� �k�i�•�\�\�•�^�g�h�r�_�g�v�� ���������� �Š�� ���������� �^�e�y�� �k�b�k�l�_�f�b�� �a�� �^�h�\�•�e�v�g�b�f��
�q�b�k�e�h�f���j�•�\�g�y�g�v���m���d�h�`�g�•�c���]�j�m�i�•���a�f�•�g�g�b�o�� 

�H�l�j�b�f�Z�g�•���k�i�•�\�\�•�^�g�h�r�_�g�g�y���f�•�k�l�y�l�v���l�h�c���h�d�j�_�f�b�c �\�b�i�Z�^�h�d�����d�h�e�b���\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y��
�j�h�a�j�Z�o�m�g�d�h�\�•�� �n�h�j�f�m�e�b���� �s�h�� �a�Z�[�_�a�i�_�q�m�x�l�v�� �h�^�b�g�� �i�h�j�y�^�h�d���i�h�o�b�[�d�b���g�Z�� �d�j�h�p�•�� �•�g�l�_�]�j�m�\�Z�g�g�y��
�^�e�y�� �\�k�•�o�� �j�•�\�g�y�g�v�� �k�b�k�l�_�f�b���� �I�j�b�� �p�v�h�f�m�� �•�a�� �k�i�•�\�\�•�^�g�h�r�_�g�v�� �������� �Š�� ���������� �h�l�j�b�f�m�x�l�v�k�y��
�j�h�a�j�Z�o�m�g�d�h�\�•�� �n�h�j�f�m�e�b�� �^�j�m�]�h�]�h�� �i�h�j�y�^�d�m���� �a�� �������� �Š�� ���������� �Š�� �l�j�_�l�v�h�]�h�� �i�h�j�y�^�d�m���� �Z�� �a�� ���������� �Š��
���������� �Š�� �q�_�l�\�_�j�l�h�]�h�� �i�h�j�y�^�d�m���� �A�Z�a�g�Z�q�b�f�h���� �s�h�� �p�•�� �k�i�•�\�\�•�^�g�h�r�_�g�g�y�� �h�[�f�_�`�m�x�l�v�� �\�_�d�l�h�j��
�\�•�e�v�g�b�o���i�Z�j�Z�f�_�l�j�•�\���j�h�a�j�Z�o�m�g�d�h�\�b�o���n�h�j�f�m�e���g�Z�k�l�m�i�g�b�f���q�b�g�h�f: 

�Š �>�e�y���i�h�j�y�^�d�m���f�_�l�h�^�m 2� �V : 

02 �z�D , 221 �D� �G , 
2

22 2
1
�D

� e , 2221 1 ee ��� .    (45) 

�Š �>�e�y���i�h�j�y�^�d�m���f�_�l�h�^�m3� �V : 
02 �z�D �[�� 032 �z�J . 

�J�h�a�]�e�y�g�_�f�h���f�h�`�e�b�\�h�k�l�•�����y�d�•���}���i�j�b���p�v�h�f�m�� 

1. 3232 � �D� �D , 3231 32 �J��� �J . 
�P�y���m�f�h�\�Z���l�y�]�g�_���a�Z���k�h�[�h�x���\�b�[�•�j 
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32
33 4

1
�J

� s , 3332 43 ss ��� , 4131 � s .   (46) 

2. 322 � �D , 03 � �D , 3231 32 �J��� �J , 
32

33 4
1
�J

� s , 4132 � s , 

3331 41 ss ��� .     (47) 

3. �F�h�`�e�b�\�b�c���l�Z�d�h�`���g�Z�k�l�m�i�g�b�c���\�b�i�Z�^�h�d���i�Z�j�Z�f�_�l�j�•�\ 
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  (48) 

4. 13 � �D , �^ �`1,32,02 �•�D . 

5. �^ �`1,32,02 �•�D , �^ �`1,32,03 �•�D , 32 �D�z�D . 

�I�j�b�� �p�v�h�f�m�� �i�Z�j�Z�f�_�l�j�b��31�J , 32�J  �l�Z�� �\�Z�]�h�\�•�� �d�h�_�n�•�p�•�}�g�l�b��31s , 32s , 33s   
�h�[�q�b�k�e�x�x�l�v�k�y���a�Z���n�h�j�f�m�e�Z�f�b�������������� 

�Š �>�e�y���i�h�j�y�^�d�m���f�_�l�h�^�m��4� �V  �k�b�k�l�_�f�Z���������� �g�_�k�m�f�•�k�g�Z���i�j�b 

�^ �`21,0212110 322332 �•�D�š� �D�›�z�D�š�D�›� �D�›� �D . 

�A�Z�e�b�r�Z�x�l�v�k�y���g�Z�k�l�m�i�g�•���f�h�`�e�b�\�h�k�l�•�� 

1. 2132 � �D� �D . 

�P�_�c�� �\�b�[�•�j�� �^�Z�}�� �i�Z�j�Z�f�_�l�j�b�� �j�h�a�j�Z�o�m�g�d�h�\�h�€�� �n�h�j�f�m�e�b�� �q�_�l�\�_�j�l�h�]�h�� �i�h�j�y�^�d�m���� �y�d�•�� �g�Z�c�[�•�e�v�r��
�r�b�j�h�d�_���\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y�� 

�¿
�¾
�½

� � � � 

� �E� �E� �E� �E� �D� �E� �E

.31,61

,1,0,1,21

43424441

4342413143221

pppp
  (49) 

2. 212 � �D , 03 � �D , 032 �z�E . 

�P�_�c���\�b�[�•�j���^�Z�}���l�Z�d�•���i�Z�j�Z�f�_�l�j�b�� 

�� ���> �@
�� ���> �@ �¿

�¾
�½

� �E� � �E��� 

�E� �E� �E�E����� �E�E��� �E

.61,121,32,21161

,21,23,1121,

443243423241

32434232413231

pppp
  (501) 

3. 12 � �D , 213 � �D , 044 �zp . 

�P�_�c���\�b�[�•�j���^�Z�}���l�Z�d�•���i�Z�j�Z�f�_�l�j�b�� 

�� ���> �@
�¿
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��� �E��� �E��� �E� �E� �E
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ppp
 (502) 

4. �F�h�`�e�b�\�b�c���l�Z�d�h�`���g�Z�k�l�m�i�g�b�c���\�b�i�Z�^�h�d���i�Z�j�Z�f�_�l�j�•�\ 
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�� �� �� ���� ���> �@
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 (51) 

�1�a���\�b�d�h�j�b�k�l�Z�g�g�y�f���h�l�j�b�f�Z�g�b�o���k�i�•�\�\�•�^�g�h�r�_�g�v���^�e�y���d�h�g�d�j�_�l�g�h�€���a�Z�^�Z�q�•�����������Š�������������s�h��
�^�h�k�e�•�^�`�m�}�l�v�k�y���� �f�h�`�g�Z�� �\�•�^�g�Z�c�l�b�� �j�h�a�[�b�l�l�y�� �F�F�� �g�Z�� �]�j�m�i�b���� �y�d�•�� �i�j�b�� �f�h�^�_�e�x�\�Z�g�g�•�� �k�b�k�l�_�f�b��
�f�•�g�•�f�•�a�m�x�l�v�� �q�Z�k�� �j�h�a�\�¶�y�a�m�\�Z�g�g�y �a�Z�^�Z�q�•�� �D�h�r�•���� �a�Z�^�h�\�h�e�v�g�y�x�q�b�� �\�b�f�h�]�Z�f�� �l�h�q�g�h�k�l�• �s�h�^�h��
�j�h�a�\�¶�y�a�d�m���p�•�}�€���a�Z�^�Z�q�•�� 

�G�_�h�[�o�•�^�g�h�� �a�Z�a�g�Z�q�b�l�b�� �^�\�•�� �h�[�k�l�Z�\�b�g�b���� �H�l�j�b�f�Z�g�•�� �k�i�•�\�\�•�^�g�h�r�_�g�g�y�� ���������� �Š�� ���������� �^�e�y��
�j�h�a�j�Z�o�m�g�d�h�\�b�o���n�h�j�f�m�e�������������Š�������������j�•�a�g�b�d���i�h�j�y�^�d�•�\�����s�h���a�Z�k�l�h�k�h�\�m�x�l�v�k�y���^�h���\�•�^�i�h�\�•�^�g�b�o��
�]�j�m�i�� �j�•�\�g�y�g�v�� �F�F�� �^�h�k�e�•�^�`�m�\�Z�g�h�€�� �k�b�k�l�_�f�b�� �������� �Š�� ���������� �}�� �\�•�j�g�b�f�b�� �i�j�b�� �g�_�o�l�m�\�Z�g�g�•�� �m�� ����������

�\�_�e�b�q�b�g�Z�f�b���� ���V�YsO  �•�����d�j�•�f���l�h�]�h�����a�Z���m�f�h�\������������������������������������ 
�L�Z�d�h�`�����^�e�y���[�m�^�v-�y�d�b�o���i�h�}�^�g�Z�g�v���i�h�j�y�^�d�•�\���j�h�a�j�Z�o�m�g�d�h�\�b�o���n�h�j�f�m�e�������������Š���������������s�h��

�a�Z�k�l�h�k�h�\�m�x�l�v�k�y���� �f�h�`�g�Z�� �a�Z�^�h�\�h�e�v�g�y�l�b�� �k�i�•�\�\�•�^�g�h�r�_�g�g�y�f�� ���������� �Š�� ������������ �d�j�•�f�� �i�h�}�^�g�Z�g�g�y��
�n�h�j�f�m�e�� ��-�]�h�� �i�h�j�y�^�d�m���� �s�h�� �a�Z�k�l�h�k�h�\�m�x�l�v�k�y�� �^�h�� �h�^�g�•�}�€�� �]�j�m�i�b�� �j�•�\�g�y�g�v���� �•�� ��-�]�h�� �i�h�j�y�^�d�m���� �s�h��
�a�Z�k�l�h�k�h�\�m�x�l�v�k�y�� �^�h�� �•�g�r�h�€�� �]�j�m�i�b�� �j�•�\�g�y�g�v���� �M�� �p�v�h�f�m�� �\�b�i�Z�^�d�m�� �a�Z�e�b�r�Z�}�l�v�k�y�� �g�_�\�b�d�h�g�Z�g�b�f��
�o�h�q�Z���[���h�^�g�_���•�a���k�i�•�\�\�•�^�g�h�r�_�g�v�������������Š������������ 

�G�Z�i�j�b�d�e�Z�^���� �\�b�[�•�j�� ��49) �i�Z�j�Z�f�_�l�j�•�\�� �j�h�a�j�Z�o�m�g�d�h�\�h�€�� �n�h�j�f�m�e�b�� ��-�]�h�� �i�h�j�y�^�d�m�� �j�Z�a�h�f�� �a��
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�a�Z�^�h�\�h�e�v�g�y�}���m�k�•�f���k�i�•�\�\�•�^�g�h�r�_�g�g�y�f����17�����Š����25)�����d�j�•�f 

�N� �D�˜�E�˜ Cs 23233 .    (53) 
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�h�l�j�b�f�m�}�f�h���m�������������a�g�Z�q�_�g�g�y�� 612829 �˜� �NC �����s�h���}���[�e�b�a�v�d�b�f���^�h���g�_�h�[�o�•�^�g�h�]�h��61� �NC . 
�G�Z�\�_�^�_�g�•�� �k�i�•�\�\�•�^�g�h�r�_�g�g�y�� ���������� �Š�� ���������� �^�Z�x�l�v�� �f�h�`�e�b�\�•�k�l�v�� �^�e�y�� �d�h�g�d�j�_�l�g�h�€�� �a�Z�^�Z�q�•��
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PARAMETERS OF THE RUNGE- KUTTA  METHOD WITH DIFFERENT ORD ER 
OF ACCURACY IN THE INTEGRATION OF DYNAMICS EQUATIONS IN 
THE PROBLEMS OF MODELLING NON -STATIONARY SYSTEMS  
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In the creation and research of modeling, control and identification systems, the most important stages are 
the formulation and numerical solution of equations of mathematical models of these systems, which are usually 
represented in the classes of differential and integral equations. At the same time, the issues of developing and 
researching computational algorithms that implement methods for numerical solution of equations of 
mathematical models of systems, in particular, ensuring control over the accuracy of the desired solution, as well 
as assessing the impact of deviations of parameters of dynamic systems on their movement and quality 
indicators, are crucial. 

Both in analyzing the accuracy of numerical study of mathematical models of dynamic systems and in 
solving problems of synthesis of the latter based on accuracy conditions, the possibility of analytical expression 
of additional motion of the excited system is of great importance. 

Mathematical models of non-stationary systems, represented in the form of differential equations in full 
derivatives, are implemented in the vast majority of applied problems by the Runge-Kutta method of various 
orders. It is shown that an increase in the productivity of machine calculation can be achieved if it is possible to 
take into account the difference in the rate of change of different groups of coordinates of the investigated non-
stationary system. The problem is formulated and the possibility of rational choice of parameters of the Runge-
Kutta method formulas is considered, which allows minimizing the time of integration of equations of the 
mathematical model of the system. 
Keywords: unsteady system, mathematical model, numerical method, Runge-Kutta method, method order, 
solution accuracy. 
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�O�Z�j�Z�d�l�_�j���g�Z�[�h�j�m���l�_�d�k�l�m���e�x�^�b�g�h�x���f�h�`�_���i�h�k�l�m�i�h�\�h���a�f�•�g�x�\�Z�l�b�k�y���\�•�^�i�h�\�•�^�g�h���^�h���a�\�b�d�Z�g�g�y, 
�j�h�a�\�b�l�d�m�� �g�Z�\�b�q�h�d�� �g�Z�[�h�j�m�� �l�_�d�k�l�m���� �Z�^�Z�i�l�Z�p�•�€�� �^�h�� �i�j�b�k�l�j�h�€�\�� �\�\�_�^�_�g�g�y�� �l�Z�� �•�g�r�b�o�� �n�Z�d�l�h�j�•�\��
�g�Z�\�d�h�e�b�r�g�v�h�]�h�� �k�_�j�_�^�h�\�b�s�Z���� �L�h�f�m�� �j�_�d�h�f�_�g�^�m�}�l�v�k�y�� �i�h�k�l�•�c�g�h�� �h�g�h�\�e�x�\�Z�l�b�� �a�[�_�j�_�`�_�g�b�c��
�i�j�h�n�•�e�v���g�Z�l�b�k�d�Z�g�g�y���d�e�Z�\�•�r���^�e�y���i�h�j�•�\�g�y�g�g�y���>3, 4]. 
�I�Z�j�Z�f�_�l�j�b�� �[�•�h�f�_�l�j�•�€�� �g�Z�l�b�k�d�Z�g�g�y�� �d�e�Z�\�•�r. �K�_�j�_�^�� �n�Z�d�l�h�j�•�\���� �y�d�• �\�i�e�b�\�Z�x�l�v �g�Z 
�[�•�h�f�_�l�j�b�q�g�m���•�^�_�g�l�b�n�•�d�Z�p�•�x���d�h�j�b�k�l�m�\�Z�q�Z���i�j�b���g�Z�[�h�j�•���l�_�d�k�l�m���g�Z �d�e�Z�\�•�Z�l�m�j�•�����f�h�`�g�Z���\�b�^�•�e�b�l�b��
�g�Z�k�l�m�i�g�•�� [5]: 

�� �q�Z�k�� �i�h�r�m�d�m���� �l�h�[�l�h�� �q�Z�k, �i�h�l�j�•�[�g�b�c�� �^�e�y�� �a�g�Z�o�h�^�`�_�g�g�y �d�h�`�g�h�€�� �d�e�Z�\�•�r�b �^�h�� �€�€��
�g�Z�l�b�k�d�Z�g�g�y; 

�� �q�Z�k���g�Z�l�b�k�d�Z�g�g�y, �l�h�[�l�h���q�Z�k���m�l�j�b�f�Z�g�g�y���d�e�Z�\�•�r�b �i�_�j�_�^���\�•�^�i�m�k�d�Z�g�g�y�f��[6, 7]; 
�� �q�Z�k���i�h�e�v�h�l�m�����l�h�[�l�h���q�Z�k�� �d�h�e�b���g�Z�l�b�k�d�Z�}�l�v�k�y���g�Z�k�l�m�i�g�Z���d�e�Z�\�•�r�Z�� 
�� �r�\�b�^�d�•�k�l�v���^�j�m�d�m�� 
�� �q�Z�k �i�_�j�_�j�\ / �i�Z�m�a���i�j�b���g�Z�[�h�j�•���l�_�d�k�l�m�� 
�� �d�•�e�v�d�•�k�l�v �^�h�i�m�s�_�g�b�o �i�h�f�b�e�h�d���•���\�j�Z�o�m�\�Z�g�g�y���g�Z�c�i�h�r�b�j�_�g�•�r�b�o �i�h�f�b�e�h�d; 
�� �l�_�o�g�•�d�Z �\�b�i�j�Z�\�e�_�g�g�y �i�h�f�b�e�h�d���d�h�j�b�k�l�m�\�Z�q�_�f���i�j�b���g�Z�[�h�j�• �l�_�d�k�l�m; 
�� �l�b�i���e�h�d�Z�e�v�g�h�€���d�e�Z�\�•�Z�l�m�j�b�����y�d�Z���\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y�����f�_�o�Z�g�•�q�g�Z �l�Z���i�e�•�\�d�h�\�•�c, �f�Z�e�Z���l�Z��

�\�_�e�b�d�Z�� �i�j�y�f�Z �l�Z���\�b�]�g�m�l�Z �d�e�Z�\�•�Z�l�m�j�b); 
�� �g�Z�[�•�j�� �i�j�h�\�h�^�b�l�v�k�y�� �i�j�Z�\�r�_�x�� �q�b�� �e�•�\�r�h�x (�Z�g�Z�e�•�a�� �q�Z�k�l�b�g�b �d�e�Z�\�•�Z�l�m�j�b���� �y�d�Z 

�_�n�_�d�l�b�\�g�•�r�_���\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y���� 
�� �f�•�k�p�_���j�h�a�l�Z�r�m�\�Z�g�g�y���d�e�Z�\�•�Z�l�m�j�b�����g�Z���k�l�h�e�•�����g�Z���g�h�]�Z�o�����«); 
�� �l�b�i�h�\�m �i�h�k�e�•�^�h�\�g�h�k�l�• �[�m�d�\�����y�d�Z���g�Z�c�q�Z�k�l�•�r�_���\�`�b�\�Z�g�Z �\ �j�•�^�g�•�c �f�h�\�• �d�h�j�b�k�l�m�\�Z�q�Z. 
�:�g�Z�e�•�a���e�•�l�_�j�Z�l�m�j�b���i�h�d�Z�a�m�}�� �s�h���i�_�j�r�•���a���i�_�j�_�e�•�q�_�g�b�o���i�Z�j�Z�f�_�l�j�•�\���}���h�k�g�h�\�g�b�f�b�����Z���•�g�r�•��

�f�h�`�m�l�v���[�m�l�b���\�b�d�h�j�b�k�l�Z�g�•���^�e�y���Z�g�Z�e�•�a�m�����y�d �^�h�i�h�f�•�`�g�•.  
�<�•�^�f�•�l�b�f�h�����s�h���•�^�_�g�l�b�n�•�d�Z�p�•�y���d�h�j�b�k�l�m�\�Z�q�Z���i�j�b���[�•�h�f�_�l�j�b�q�g�•�c���•�^�_�g�l�b�n�•�d�Z�p�•�€ �f�h�`�_���[�m�l�b��

�i�j�h�\�_�^�_�g�Z�� �l�•�e�v�d�b�� �a�Z�� �g�Z�[�h�j�h�f�� �l�_�d�k�l�m �a�� �^�h�k�l�Z�l�g�v�h�� �\�_�e�b�d�h�x�� �d�•�e�v�d�•�k�l�x�� �k�b�f�\�h�e�•�\���� �A�]�•�^�g�h�� �a��
�^�h�k�e�•�^�`�_�g�g�y�f [8, 9], �d�•�e�v�d�•�k�l�v���k�b�f�\�h�e�•�\���f�Z�}���[�m�l�b���g�_���f�_�g�r�h�x���a�Z��������, �Z���\���y�d�h�k�l�•���h�k�g�h�\�g�b�o��
�i�h�d�Z�a�g�b�d�•�\���� �y�d�•�� �l�j�_�[�Z�� �a�Z�k�l�h�k�m�\�Z�l�b�� �i�j�b�� �•�^�_�g�l�b�n�•�d�Z�p�•�€���� �j�_�d�h�f�_�g�^�h�\�Z�g�h�� �\�b�d�h�j�b�k�l�Z�l�b���q�Z�k��
�i�h�e�v�h�l�m �l�Z �q�Z�k���m�l�j�b�f�Z�g�g�y�����s�h���\�b�^�g�h���a���j�b�k����.  
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�J�b�k. 1. �?�n�_�d�l�b�\�g�•�k�l�v�� �a�Z�k�l�h�k�m�\�Z�g�g�y�� �h�k�g�h�\�g�b�o�� �i�Z�j�Z�f�_�l�j�•�\���� �)�W�� �± �q�Z�k�� �i�h�e�v�h�l�m���� 
Ht �± �q�Z�k���g�Z�l�b�k�g�_�g�g�y [8] 

 
�A�Z�i�j�h�i�h�g�h�\�Z�g�b�c�� �Z�e�]�h�j�b�l�f�� �h�p�•�g�d�b�� �k�i�•�\�i�Z�^�•�g�g�y �g�Z�[�h�j�m�� �_�l�Z�e�h�g�g�h�f�m�� �i�j�h�n�•�e�x��

�d�h�j�b�k�l�m�\�Z�q�Z. �A�\�b�q�Z�c�g�h�� �Z�e�]�h�j�b�l�f�b�� �[�•�h�f�_�l�j�b�q�g�h�€�� �•�^�_�g�l�b�n�•�d�Z�p�•�€�� �g�Z�f�Z�]�Z�x�l�v�k�y�� �\�b�a�g�Z�q�b�l�b��
�i�h�^�•�[�g�•�k�l�v�� �g�_�a�Z�e�_�`�g�h�� �\�•�^�� �l�_�d�k�l�m���� �y�d�b�c�� �f�Z�}�� �g�Z�[�b�j�Z�l�b�k�v���� �I�j�b�� �g�Z�[�h�j�•�� �^�h�\�•�e�v�g�h�]�h�� �l�_�d�k�l�m��
�a�Z�^�Z�q�Z�� �•�^�_�g�l�b�n�•�d�Z�p�•�€�� �^�m�`�_ �k�d�e�Z�^�g�Z. �H�j�•�}�g�l�Z�p�•�y�� �g�Z�� �^�b�]�j�Z�f�b�� �f�Z�}�� �k�\�h�x�� �j�Z�p�•�h�g�Z�e�v�g�m��
�f�h�l�b�\�Z�p�•�x�� �± �e�x�^�b�g�Z�� �g�Z�[�b�j�Z�}�� �h�^�g�_�� �c�� �l�_�`�� �k�e�h�\�h�� �\�� �i�j�y�f�h�f�m�� �c�� �a�\�h�j�h�l�g�h�f�m �g�Z�i�j�y�f�d�m���a��
�j�•�a�g�h�x���r�\�b�^�d�•�k�l�x�����H�^�g�Z�d���\�h�g�Z���g�_���\�j�Z�o�h�\�m�}, �s�h���d�h�]�g�•�l�b�\�g�h�x �h�^�b�g�b�p�_�x���g�Z�[�h�j�m���l�_�d�k�l�m �}��
�k�e�h�\�h���� �y�d�_�� �i�_�j�_�\�h�^�b�l�v�k�y�� �\�� �g�Z�l�b�k�g�_�g�g�y�� �h�d�j�_�f�b�o�� �d�e�Z�\�•�r���� �>�e�y�� �e�x�^�b�g�b�� �o�Z�j�Z�d�l�_�j�g�Z�� �j�•�a�g�Z��
�r�\�b�^�d�•�k�l�v�� �g�Z�[�h�j�m�� �j�•�a�g�b�o�� �k�e�•�\���� �y�d�Z�� �h�[�m�f�h�\�e�_�g�Z�� �l�b�f, �g�Z�k�d�•�e�v�d�b�� �q�Z�k�l�h�� �l�Z�d�_�� �k�e�h�\�h��
�g�Z�[�b�j�Z�e�h�k�y �e�x�^�b�g�h�x�� ���i�j�h�k�l�•�� �k�e�h�\�Z���� �Z�j�l�b�d�e�•�� �[�m�^�m�l�v�� �g�Z�[�b�j�Z�l�b�k�v�� �r�\�b�^�r�_������ �g�Z�k�d�•�e�v�d�b��
�e�x�^�b�g�Z�� �]�j�Z�f�h�l�g�Z�� �•�� �q�b�� �}�� �f�h�\�Z�� �g�Z�[�h�j�m�� �€�€�� �j�•�^�g�h�x�� �f�h�\�h�x�� ���l�j�_�[�Z�� �a�Z�f�b�k�e�x�\�Z�l�b�k�v, �y�d�� �\�•�j�g�h��
�g�Z�[�j�Z�l�b���k�e�h�\�h, �q�b���g�•), �q�b���[�m�e�h���\�b�a�g�Z�q�_�g�h���a�Z�d�•�g�q�_�g�g�y�����q�b���\�b�d�e�b�d�Z�}���k�e�h�\�h���q�b���l�_�d�k�l���i�_�\�g�•��
�Z�k�h�p�•�Z�p�•�€���l�Z���^�m�f�d�b. �<���l�Z�d�•�c���f�h�\�•, �y�d���Z�g�]�e�•�c�k�v�d�Z, �}���l�b�i�h�\�•���Z�j�l�b�d�e�•�����a�Z�d�•�g�q�_�g�g�y�����g�_�i�j�Z�\�b�e�v�g�•��
�^�•�}�k�e�h�\�Z���� �G�Z�i�j�b�d�e�Z�^���� �a�Z�a�\�b�q�Z�c�� �q�Z�k�� �g�Z�[�h�j�m�� �Z�j�l�b�d�e�•�\�� �³�W�K�H�´�� �³�Z�´, �i�j�b�c�f�_�g�g�b�d�•�\�� �³�D�W�´���� �³�L�Q�´, 
�a�Z�d�•�g�q�_�g�v���³�L�Q�J�´�����³�H�G�´�����^�•�}�k�e�•�\ �l�b�i�m���³�I�O�H�W�´�����³�Z�D�V�´�����³�E�H�H�Q�´���l�h�s�h���f�_�g�r�b�c���a�Z���q�Z�k���g�Z�[�h�j�m���f�_�g�r��
�q�Z�k�l�h�� �\�`�b�\�Z�g�b�o�� �k�e�•�\���� �>�b�]�j�Z�f�b�� �q�Z�k�l�•�r�_�� �\�b�^�•�e�y�x�l�v�k�y�� �\�� �g�Z�[�h�j�•�� �e�x�^�b�g�m���� �y�d�Z�� �a�Z�k�l�h�k�h�\�m�}��
�k�e�•�i�b�c�� �^�_�k�y�l�b�i�Z�e�v�p�_�\�b�c�� �f�_�l�h�^�� �g�Z�[�h�j�m���� �H�^�g�Z�d�� �k�e�•�i�b�c�� �g�Z�[�h�j�� �q�•�l�d�h�� �\�b�^�•�e�y�}�� �c�� �q�Z�k��
�g�Z�l�b�k�g�_�g�g�y���h�d�j�_�f�b�o���d�e�Z�\�•�r�����h�k�d�•�e�v�d�b���\���l�Z�d�h�f�m���g�Z�[�h�j�•���}���n�•�d�k�h�\�Z�g�_���i�h�e�h�`�_�g�g�y���i�Z�e�v�p�•�\���a�Z��
�a�Z�f�h�\�q�_�g�g�y�f���� �l�h�f�m�� �i�_�j�_�o�•�^�� �a�� �h�^�g�•�}�€�� �d�e�Z�\�•�r�b�� �g�Z�� �•�g�r�m�� �h�[�m�f�h�\�e�_�g�b�c�� �\�� �i�_�j�r�m�� �q�_�j�]�m��
�]�_�h�f�_�l�j�b�q�g�h�x���\�•�^�k�l�Z�g�g�x�����>�e�y���e�x�^�b�g�b�����y�d�Z���g�Z�[�b�j�Z�}���i�j�h�k�l�h���d�h�`�g�b�c���k�b�f�\�h�e���h�d�j�_�f�h���c���g�_��
�l�j�b�f�Z�}���q�•�l�d�h�€���i�h�a�b�p�•�€���j�m�d, �o�Z�j�Z�d�l�_�j�b�k�l�b�d�b���g�Z�l�b�k�g�_�g�g�y���d�e�Z�\�•�r���•�k�l�h�l�g�h���a�Z�e�_�`�Z�l�v���\�•�^���k�e�h�\�Z.  

�>�e�y�� �a�f�_�g�r�_�g�g�y�� �\�i�e�b�\�m�� �k�l�h�j�h�g�g�•�o�� �n�Z�d�l�h�j�•�\�� �[�•�h�f�_�l�j�b�q�g�m�� �Z�\�l�_�g�l�b�n�•�d�Z�p�•�x�� �f�b��
�i�j�h�i�h�g�m�}�f�h �\�b�a�g�Z�q�Z�l�b�����\�b�d�h�j�b�k�l�h�\�m�x�q�b �n�•�d�k�h�\�Z�g�b�c �l�_�d�k�l���j�h�a�f�•�j�h�f �i�h�g�Z�^�������� �k�b�f�\�h�e�•�\��
�[�_�a���j�_�]�•�k�l�j�m���l�Z���j�h�a�^�•�e�x�\�Z�q�•�\, �c���\�a�y�l�b���a�Z���h�k�g�h�\�m���j�h�a�d�b�^���i�Z�j�Z�f�_�l�j�•�\���d�h�j�b�k�l�m�\�Z�q�Z���a�Z���d�h�`�g�h�x��
�h�d�j�_�f�h�x���d�e�Z�\�•�r�_�x�� 

�:�e�]�h�j�b�l�f���i�_�j�_�\�•�j�d�b���\�b�[�j�Z�g�b�c���g�Z�k�l�m�i�g�b�c. 
1. �I�j�b�� �n�h�j�f�m�\�Z�g�g�•�� �i�j�h�n�•�e�x�� �d�h�j�b�k�l�m�\�Z�q�Z�� �± �a�Z�i�Z�f�¶�y�l�Z�l�b �q�Z�k�� �i�h�r�m�d�m�� �l�Z�� �q�Z�k��

�g�Z�l�b�k�d�Z�g�g�y �d�h�`�g�h�€���e�•�l�_�j�b���l�_�d�k�l�m �i�j�b���g�Z�[�h�j�•���n�•�d�k�h�\�Z�g�h�]�h���l�_�d�k�l�m�����s�h���\�\�h�^�b�l�v�k�y.  
2. �I�j�b���•�^�_�g�l�b�n�•�d�Z�p�•�€���± �a�Z�i�j�h�i�h�g�m�\�Z�l�b���•�^�_�g�l�b�n�•�d�h�\�Z�g�h�€���h�k�h�[�•���\�\�_�k�l�b���l�h�c���`�_���l�_�d�k�l 
�•���a�Z�i�Z�f�¶�y�l�Z�l�b���c�h�]�h���� 
 �H�j�]�Z�g�•�a�m�\�Z�l�b���p�b�d�e���i�h���\�k�•�f���e�•�l�_�j�Z�f���g�Z�[�j�Z�g�h�]�h���l�_�d�k�l�m: 
 �Y�d�s�h�� �i�h�l�h�q�g�Z�� �e�•�l�_�j�Z�� �i�h�� �q�Z�k�m�� �i�h�r�m�d�m�� �\�o�h�^�b�l�v�� �\�� �^�•�Z�i�Z�a�h�g�� �q�Z�k�m�� �_�l�Z�e�h�g�g�h�]�h��
�g�Z�[�h�j�m�� 
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        �^�e�y���^�Z�g�h�€���e�•�l�_�j�b 
  �L�h���^�h�^�Z�l�b���l�Z�d�m �e�•�l�_�j�m �\���l�_�d�k�l�•���^�h �e�•�q�b�e�v�g�b�d�Z��g1; 
  �1�g�Z�d�r�_���^�h�^�Z�l�b���l�Z�d�m �e�•�l�_�j�m �\���l�_�d�k�l�•���^�h �e�•�q�b�e�v�g�b�d�Z��b1; 
 �Y�d�s�h���i�h�l�h�q�g�Z���e�•�l�_�j�Z���i�h���q�Z�k�m���g�Z�l�b�k�d�Z�g�g�y���\�o�h�^�b�l�v���\���^�•�Z�i�Z�a�h�g���q�Z�k�m���_�l�Z�e�h�g�g�h�]�h 
        �g�Z�[�h�j�m���^�e�y���^�Z�g�h�€���e�•�l�_�j�b 
  �L�h���^�h�^�Z�l�b���l�Z�d�m �e�•�l�_�j�m �\���l�_�d�k�l�•���^�h �e�•�q�b�e�v�g�b�d�Z��g2; 
  �1�g�Z�d�r�_���^�h�^�Z�l�b���l�Z�d�m �e�•�l�_�j�m �\���l�_�d�k�l�•���^�h �e�•�q�b�e�v�g�b�d�Z��b2. 

 �D�j�b�l�_�j�•�}�f���i�j�h�o�h�^�`�_�g�g�y���•�^�_�g�l�b�n�•�d�Z�p�•�€���}���m�f�h�\�Z��1 2

1 2

0.15 &  0.15
b b
g g

� ­ � ½
� � � �� ® � ¾

� ¯ � ¿
. 

�I�j�h�]�j�Z�f�g�Z�� �j�_�Z�e�•�a�Z�p�•�y�� �a�Z�k�l�h�k�m�g�d�m�����A�Z�k�l�h�k�m�g�h�d�� �f�Z�}�� �\�d�e�x�q�Z�l�b�� �^�\�•�� �i�j�h�]�j�Z�f�b���� �y�d�•��
�j�_�Z�e�•�a�m�}�f�h���f�h�\�h�x���i�j�h�]�j�Z�f�m�\�Z�g�g�y��Python �^�e�y���H�K��Windows. 

�I�_�j�r�Z�� �i�j�h�]�j�Z�f�Z�� �j�_�Z�e�•�a�m�}�l�v�k�y�� �a�� �d�h�g�k�h�e�v�g�b�f�� �•�g�l�_�j�n�_�c�k�h�f�� �l�Z�� �Z�j�]�m�f�_�g�l�Z�f�b��
�d�h�f�Z�g�^�g�h�]�h���j�y�^�d�Z���c���f�Z�}�� �j�_�Z�e�•�a�h�\�m�\�Z�l�b���\�\�_�^�_�g�g�y���l�_�d�k�l�h�\�h�€���n�j�Z�a�b�� �g�b�`�g�•�f�� �j�_�]�•�k�l�j�h�f�� �[�_�a��
�j�h�a�^�•�e�x�\�Z�e�v�g�b�o���a�g�Z�d�•�\�����i�j�h���s�h���d�h�j�b�k�l�m�\�Z�q�Z���i�h�i�_�j�_�^�`�m�x�l�v���� �l�Z���a�Z�i�b�k���j�_�a�m�e�v�l�Z�l�•�\���p�v�h�]�h��
�\�\�_�^�_�g�g�y�� �\�� �k�i�_�p�•�Z�e�v�g�b�c��JSON �n�Z�c�e�����I�j�b�� �p�v�h�f�m���a�Z�k�l�h�k�h�\�Z�g�•�� �l�Z�d�• �[�•�[�e�•�h�l�_�d�b �^�e�y�� �f�h�\�b��
Python: sys, os, datetime, time, re, curses (windows), keyboard, beepy, json. �<�b�[�•�j���\�\�_�^�_�g�g�y��
�g�Z�l�b�k�g�_�g�g�y�� �d�e�Z�\�•�r�� �k�Z�f�_�� �\�� �d�h�g�k�h�e�v�g�h�f�m�� �a�Z�k�l�h�k�m�g�d�m�� �h�[�m�f�h�\�e�_�g�h�� �l�b�f���� �s�h�� �Z�j�o�•�l�_�d�l�m�j�Z��
�]�j�Z�n�•�q�g�h�]�h�� �•�g�l�_�j�n�_�c�k�m�� �f�h�\�b�� �3�\�W�K�R�Q�� �l�Z�� �\�a�Z�]�Z�e�•�� �j�y�^�m�� �f�h�\���� �y�d�•�� �i�h�[�m�^�h�\�Z�g�•�� �g�Z�� �d�h�g�p�_�i�p�•�€��
�\�•�j�l�m�Z�e�v�g�h�€�� �f�Z�r�b�g�b, �f�h�`�_�� �i�j�b�a�\�h�^�b�l�b�� �^�h�� �a�g�Z�q�g�b�o�� �i�h�o�b�[�h�d�� �i�j�b�� �h�l�j�b�f�Z�g�g�•�� �q�Z�k�m��
�g�Z�l�b�k�g�_�g�g�y���d�e�Z�\�•�r���\���f�_�`�Z�o���i�j�h�]�j�Z�f�g�h�]�h���•�g�l�_�j�n�_�c�k�m�����;�•�[�e�•�h�l�_�d�b���]�j�Z�n�•�q�g�h�]�h���•�g�l�_�j�n�_�c�k�m��
�g�_�� �g�Z�p�•�e�_�g�•�� �g�Z�� �h�l�j�b�f�Z�g�g�y �l�Z�d�h�]�h�� �\�b�^�m�� �•�g�n�h�j�f�Z�p�•�€���� �i�h�^�•�€�� �a�\�b�q�Z�c�g�h�� �h�j�•�}�g�l�m�x�l�v�k�y�� �g�Z�� �k�Z�f��
�n�Z�d�l�� �g�Z�l�b�k�g�_�g�g�y�� �q�b���\�•��̂l�b�k�g�_�g�g�y�� �d�e�Z�\�•�r�b�����G�Z�`�Z�e�v�� �i�j�b�� �\�\�_�^�_�g�g�•�� �m�d�j�Z�€�g�k�v�d�h�x�� �f�h�\�h�x�� �\��
�d�h�g�k�h�e�•�� �\�b�g�b�d�Z�x�l�v�� �i�_�\�g�•�� �i�j�h�[�e�_�f�b���� �:�L�Q�G�R�Z�V�� �\�b�d�h�j�b�k�l�h�\�m�}�� �j�h�a�d�e�Z�^�d�m�� �F�S�������� �^�e�y��
�\�\�_�^�_�g�g�y���c���\���p�•�c���j�h�a�d�e�Z�^�p�•���\�•�^�k�m�l�g�y���m�d�j�Z�€�g�k�v�d�Z���e�•�l�_�j�Z���©�•�ª�����A�Z�f�•�k�l�v���p�v�h�]�h���i�_�j�_�^�[�Z�q�Z�}�l�v�k�y, 
�s�h���[�m�d�\�Z���[�m�^�_���\�\�_�^�_�g�Z���e�Z�l�b�g�d�h�x�����A�f�•�g�Z���d�h�^�m�\�Z�g�g�y���g�Z���F�S�����������c���8�Q�L�F�R�G�H���i�j�b�a�\�h�^�b�l�v���^�h��
�•�g�r�b�o���i�j�h�[�e�_�f�����< �j�_�a�m�e�v�l�Z�l�•, �i�j�h�[�e�_�f�Z���[�•�h�f�_�l�j�•�€���d�e�Z�\�•�r���e�Z�l�b�g�d�h�x���j�h�a�\�¶�y�a�m�}�l�v�k�y���[�•�e�v�r 
�e�_�]�d�h�����Z���a���m�d�j�Z�€�g�k�v�d�b�f�b���e�•�l�_�j�Z�f�b���\�b�g�b�d�Z�x�l�v���i�j�h�[�e�_�f�b���a���[�•�[�e�•�h�l�_�d�Z�f�b curses �l�Z keyboard. 
�A�� �l�Z�d�h�€�� �i�j�h�[�e�_�f�b�� �a�g�Z�c�^�_�g�h�� �\�b�o�•�^�� �\�� �f�_�`�Z�o�� �h�[�f�_�`�_�g�v�� �i�j�h�]�j�Z�f�g�b�o�� �[�•�[�e�•�h�l�_�d�� �3�\�W�K�R�Q�� �l�Z��
�i�j�h�]�j�Z�f�g�h�]�h�� �•�g�l�_�j�n�_�c�k�m�� �:�L�Q�G�R�Z�V�± �\�\�h�^�b�l�b�� �a�Z�� �n�Z�d�l�h�f�� �e�Z�l�b�g�k�v�d�•�� �e�•�l�_�j�b, �•�]�g�h�j�m�x�q�b�� �€�o��
�j�_�]�•�k�l�j���� �Z�e�_�� �\�•�^�h�[�j�Z�`�Z�l�b�� �m�d�j�Z�€�g�k�v�d�•�� �\�� �d�h�g�k�h�e�•���� �1�g�l�_�j�n�_�c�k�� �F�X�U�V�H�V�� �^�h�a�\�h�e�y�}�� �\�•�^�h�[�j�Z�`�Z�l�b��
�l�_�d�k�l���� �s�h�� �f�Z�}�� �[�m�l�b�� �g�Z�[�j�Z�g�b�c, �c�� �`�h�\�l�b�f�� �i�h�d�Z�a�m�}�� �l�m�� �q�Z�k�l�b�g�m���� �y�d�Z�� �\�`�_�� �g�Z�[�j�Z�g�Z���� �<�� �j�Z�a�•��
�i�h�f�b�e�d�b�� �i�h�^�Z�}�l�v�k�y�� �a�Z�� �^�h�i�h�f�h�]�h�x�� �[�•�[�e�•�h�l�_�d�b�� �E�H�H�S�� �a�\�m�d�h�\�b�c�� �k�b�]�g�Z�e���� �H�[�j�h�[�d�m�� �d�h�^�•�\��
�d�e�Z�\�•�r�����i�h�^�•�c���g�Z�l�b�k�g�_�g�g�y���l�Z���\�•�^�l�b�k�g�_�g�g�y���j�_�Z�e�•�a�m�}���[�•�[�e�•�h�l�_�d�Z���N�H�\�E�R�D�U�G�����d�e�x�q�h�\�b�c���f�_�l�h�^��
�± �U�H�D�G�B�H�Y�H�Q�W�������� �<�b�f�•�j�x�\�Z�g�g�y�� �q�Z�k�m�� �f�•�`�� �i�h�^�•�y�f�b�� �d�e�Z�\�•�Z�l�m�j�b�� �i�j�h�\�h�^�b�l�v�k�y�� �a�Z�� �^�h�i�h�f�h�]�h�x��
time.perf_counter(). 

�A�Z�e�_�`�g�h�� �\�•�^ �Z�j�]�m�f�_�g�l�•�\�� �d�h�f�Z�g�^�g�h�]�h�� �j�y�^�d�Z�� ���V�\�V���� �i�j�h�]�j�Z�f�Z�� �n�h�j�f�m�}�� �-�6�2�1 �n�Z�c�e�� �a��
�i�j�h�l�h�d�h�e�h�f�� �g�Z�l�b�k�d�Z�g�g�y�� �y�d�� �g�h�\�b�c�� �i�j�h�n�•�e�v, �q�b�� �y�d�� �j�_�a�m�e�v�l�Z�l�� �i�_�j�_�\�•�j�d�b�� �\�•�^�i�h�\�•�^�g�h�k�l�•��
�i�_�\�g�h�f�m���i�j�h�n�•�e�x�� 

�I�•�^�k�b�k�l�_�f�Z���i�j�Z�p�x�}���m���d�h�g�k�h�e�•���a�Z���Z�e�]�h�j�b�l�f�h�f�����i�h�d�Z�a�Z�g�b�f���g�Z���j�b�k���� 2. 
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�J�b�k����2. �:�e�]�h�j�b�l�f���j�h�[�h�l�b���i�•�^�k�b�k�l�_�f�b���^�e�y���•�^�_�g�l�b�n�•�d�Z�p�•�€���d�h�j�b�k�l�m�\�Z�q�Z 

 
�I�•�^�k�b�k�l�_�f�Z�� �i�j�b�c�f�Z�} �^�\�Z�� �Z�j�]�m�f�_�g�l�b�� �d�h�f�Z�g�^�g�h�]�h�� �j�y�^�d�Z���� �I�_�j�r�b�c�� �Z�j�]�m�f�_�g�l����new 

(�g�h�\�b�c���i�j�h�n�•�e�v�����q�b��check (�i�_�j�_�\�•�j�b�l�b���i�j�h�n�•�e�v�������>�j�m�]�b�c���Z�j�]�m�f�_�g�l���± �•�f�¶�y���d�h�j�b�k�l�m�\�Z�q�Z�����y�d�_��
�f�Z�}���\�•�^�i�h�\�•�^�Z�l�b���j�_�]�m�e�y�j�g�h�f�m���\�b�j�Z�a�m�� 

�A�h�\�g�•�r�g�•�c�� �\�b�]�e�y�^�� �d�h�g�k�h�e�v�g�h�€�� �i�j�h�]�j�Z�f�b���� �\�b�d�e�b�d�Z�g�h�€�� �y�d python get_input.py new 
user3 �\���i�j�h�p�_�k�• �g�Z�[�h�j�m���l�_�d�k�l�m, �i�h�d�Z�a�Z�g�b�c���g�Z���j�b�k����3, 4. 

 
�J�b�k�� 3. �I�h�i�_�j�_�^�`�m�\�Z�e�v�g�b�c���l�_�d�k�l���± �i�•�^�]�h�l�h�\�d�Z���^�h���g�Z�[�h�j�Z���n�j�Z�a�b 

 
�J�b�k����4.  �I�j�h�p�_�k���g�Z�[�h�j�m���n�j�Z�a�b�����`�h�\�l�b�f���\�•�^�h�[�j�Z�`�_�g�Z���g�Z�[�j�Z�g�Z���q�Z�k�l�b�g�Z�� 

�J�_�a�m�e�v�l�Z�l�b�\�g�b�c��JSON �n�Z�c�e���i�j�h�n�•�e�x��user3 �f�Z�}���g�Z�k�l�m�i�g�b�c���\�b�]�e�y�^ 
{"text": 

"\u041a\u0456\u0431\u0435\u0440\u0431\u0435\u0437\u043f\u0435\u043a\u0430 
\u0446\u0435 �«����", "dt": "2024_05_03_19_19_14", "good": {"1": [0.4580399999395013, 
0.08465239987708628, 19, "\u043a"], "2": [0.2832812999840826, 0.08598900004290044, 31, 
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"\u0456"], �«����"362": [0.20009749988093972, 0.08343700016848743, 31, "\u0456"], "363": 
[0.4003336001187563, 0.15026960009709, 53, "."]}, "fail": {"6": "\u0435", "27": "", "131": 
"\u0440", "150": "\u0441 \u0443", "154": "\u0441", "300": "\u043a \u043e", "360": "\u0440"}} 

�>�j�m�]�Z�� �i�j�h�]�j�Z�f�Z�� �f�Z�}�� �j�_�Z�e�•�a�h�\�m�\�Z�l�b�� �]�j�Z�n�•�q�g�b�c�� �•�g�l�_�j�n�_�c�k�� �^�e�y�� �d�h�j�b�k�l�m�\�Z�q�Z���� �P�_�c��
�•�g�l�_�j�n�_�c�k���f�Z�}���i�_�j�_�^�[�Z�q�Z�l�b���\�\�_�^�_�g�g�y���[�Z�a�b���_�l�Z�e�h�g�g�b�o���g�Z�[�h�j�•�\���d�h�j�b�k�l�m�\�Z�q�•�\�����i�j�h�n�•�e�•�\�������Z��
�l�Z�d�h�`���i�_�j�_�\�•�j�d�m���\�•�^�i�h�\�•�^�g�h�k�l�•���d�h�g�d�j�_�l�g�h�]�h �g�Z�[�h�j�m���i�j�h�n�•�e�x���a�Z�^�Z�g�h�]�h���d�h�j�b�k�l�m�\�Z�q�Z���� 

�>�h�^�Z�l�d�h�\�Z���k�l�Z�l�b�k�l�b�d�Z���f�h�`�_���[�m�l�b���\�b�d�e�b�d�Z�g�Z���i�j�b���g�Z�l�b�k�g�_�g�g�•���k�i�_�p�•�Z�e�v�g�h�€���d�e�Z�\�•�r�•����
�P�y���k�l�Z�l�b�k�l�b�d�Z���y�\�e�y�}���k�h�[�h�x���a�\�•�l���m �n�h�j�f�Z�l�•���\�_�[���k�l�h�j�•�g�d�b�����+�7�0�/�������y�d�b�c���f�•�k�l�b�l�v���^�_�l�Z�e�v�g�m��
�•�g�n�h�j�f�Z�p�•�x�� �i�j�h�� �g�Z�[�•�j�� �d�h�j�b�k�l�m�\�Z�q�Z���� �P�_�c�� �a�\�•�l�� �f�h�`�_�� �[�m�l�b�� �\�b�d�h�j�b�k�l�Z�g�b�c�� �y�d�� �^�e�y�� �Z�g�Z�e�•�a�m��
�i�j�b�q�b�g�� �l�h�]�h�����q�h�f�m �i�j�h�p�_�^�m�j�Z�� �[�•�h�f�_�l�j�b�q�g�h�€�� �•�^�_�g�l�b�n�•�d�Z�p�•�€�� �g�_�� �\�^�Z�e�Z�k�v, �l�Z�d�� �• �^�e�y��
�i�h�^�Z�e�v�r�h�]�h���m�^�h�k�d�h�g�Z�e�_�g�g�y���Z�e�]�h�j�b�l�f�m���•�^�_�g�l�b�n�•�d�Z�p�•�€�����D�j�•�f���•�g�n�h�j�f�Z�p�•�€�����s�h���i�_�j�_�\�•�j�y�}�l�v�k�y����
�a�\�•�l���f�•�k�l�b�l�v���l�Z�d�h�`���i�_�\�g�m���^�h�^�Z�l�d�h�\�m���•�g�n�h�j�f�Z�p�•�x�����y�d�Z���\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y���^�e�y���•�^�_�g�l�b�n�•�d�Z�p�•�€ 
�•�g�r�b�o���i�Z�j�Z�f�_�l�j�•�\���[�•�h�f�_�l�j�b�q�g�h�]�h���g�Z�[�h�j�m�����i�_�j�_�e�•�q�_�g�b�o���\�b�s�_�� 

�>�e�y�� �j�_�Z�e�•�a�Z�p�•�€�� �i�j�h�]�j�Z�f�b�� �i�h�l�j�•�[�g�•�� �g�Z�k�l�m�i�g�•�� �i�j�h�]�j�Z�f�g�•�� �[�•�[�e�•�h�l�_�d�b���� �W�N�L�Q�W�H�U���� �R�V���� �U�H����
json, subprocess, ctypes, webbrowser, statistics. 
�>�h�k�e�•�^�`�_�g�g�y���j�h�[�h�l�b���a�Z�k�l�h�k�m�g�d�m���m���p�•�e�h�f�m�����I�e�Z�g���^�h�k�e�•�^�`�_�g�v���g�Z�k�l�m�i�g�b�c. 

1. �I�j�b�� �k�l�\�h�j�_�g�g�•�� �i�j�h�n�•�e�x�� �D�h�j�b�k�l�m�\�Z�q �‹��  �i�b�r�_�� �l�_�k�l�h�\�m�� �n�j�Z�a�m�� �• �\�h�g�Z�� �[�m�^�_��
�a�[�_�j�_�`�_�g�Z�� �y�d�� �i�j�h�n�•�e�v��User1 ���j�b�k������. �I �Z�j�Z�e�_�e�v�g�h���g�Z�[�•�j���D�h�j�b�k�l�m�\�Z�q�Z �‹����
�a�Z�i�b�r�_�f�h �i�j�h�]�j�Z�f�h�x��Keyboard Recorder. 

2. �I�j�b�� �k�l�\�h�j�_�g�g�•�� �i�j�h�n�•�e�x���D�h�j�b�k�l�m�\�Z�q�� �‹���� �i�b�r�_�� �l�_�k�l�h�\�m�� �n�j�Z�a�m�� �c�� �\�h�g�Z�� �[�m�^�_��
�a�[�_�j�_�`�_�g�Z���y�d���i�j�h�n�•�e�v��User2 ���j�b�k������. 

3. �A�Z�i�b�k�Z�g�b�c �g�Z�[�•�j���D�h�j�b�k�l�m�\�Z�q�Z���‹�����i�_�j�_�\�•�j�b�f�h���g�Z���\�•�^�i�h�\�•�^�g�•�k�l�v �i�j�h�n�•�e�x��User1. 
4. �A�Z�i�b�k�Z�g�b�c �g�Z�[�•�j���D�h�j�b�k�l�m�\�Z�q�Z���‹�����i�_�j�_�\�•�j�b�f�h���g�Z���\�•�^�i�h�\�•�^�g�•�k�l�v �i�j�h�n�•�e�x User2. 
5. �>�e�y���i�_�j�_�\�•�j�d�b���k�l�Z�e�h�k�l�•���j�h�[�h�l�b���i�j�h�]�j�Z�f�b���D�h�j�b�k�l�m�\�Z�q���‹�� �s�_���j�Z�a�����q�_�j�_�a���d�•�e�v�d�Z��

�^�g�•�\�����•�^�_�g�l�b�n�•�d�m�}�l�v�k�y�����g�Z�i�b�k�Z�\�r�b �l�_�k�l�h�\�m���n�j�Z�a�m���a�g�h�\, �c���\�h�g�Z���[�m�^�_���i�_�j�_�\�•�j�_�g�Z��
�\�•�^�g�h�k�g�h���i�j�h�n�•�e�x��User1. 

 

 
�J�b�k�� 5.  �I�j�h�n�•�e�v���d�h�j�b�k�l�m�\�Z�q�Z��User1 ���q�Z�k���i�h�r�m�d�m���l�Z���g�Z�l�b�k�d�Z�g�g�y�� 
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�J�b�k�� 6. �I�j�h�n�•�e�v���d�h�j�b�k�l�m�\�Z�q�Z��User2 

 
�I�_�j�_�\�•�j�d�Z�� �a�Z�i�b�k�m Keyboard Recorder �a�Z�� �i�j�h�n�•�e�_�f �d�h�j�b�k�l�m�\�Z�q�Z��User1 �i�h�d�Z�a�Z�e�h��

�f�Z�c�`�_���i�h�\�g�m���\�•�^�i�h�\�•�^�g�•�k�l�v���a�Z���^�\�h�f�Z���d�j�b�l�_�j�•�y�f�b���i�_�j�_�\�•�j�d�b���� 
�I�_�j�_�\�•�j�d�Z�� �a�Z�i�b�k�m Keyboard Recorder �a�� �i�j�h�n�•�e�_�f �d�h�j�b�k�l�m�\�Z�q�Z��User2 �i�h�d�Z�a�Z�e�h 

�f�Z�c�`�_���i�h�\�g�m���g�_�\�•�^�i�h�\�•�^�g�•�k�l�v���a�Z���^�\�h�f�Z���d�j�b�l�_�j�•�y�f�b���i�_�j�_�\�•�j�d�b�����A�Z���q�Z�k�h�f���i�h�r�m�d�m���\���•�g�l�_�j�\�Z�e��
�i�h�l�j�Z�i�b�e�h���e�b�r�_���������k�b�f�\�h�e�•�\���a�������������q�Z�k���q�Z�k�h�f���g�Z�l�b�k�d�Z�g�g�y���± ���������k�b�f�\�h�e�•�\���•�����������g�_���i�h�i�Z�e�b����
�L�Z�d�b�f���q�b�g�h�f�����q�•�l�d�h���[�Z�q�b�f�h�����s�h���p�_���g�Z�[�b�j�Z�\���•�g�r�b�c���d�h�j�b�k�l�m�\�Z�q�����g�•�`���d�h�j�b�k�l�m�\�Z�q��User2. 

�L�Z�d�b�f���q�b�g�h�f���d�h�j�b�k�l�m�\�Z�q���[�m�\���•�^�_�g�l�b�n�•�d�h�\�Z�g�b�c�����<�•�^�k�h�l�h�d���g�_���k�i�•�\�i�Z�^�•�g�v���k�l�Z�g�h�\�b�\��
�������^�e�y���i�h�r�m�d�m���c�����������^�e�y���g�Z�l�b�k�d�Z�g�g�y�����s�h���\���p�•�e�h�f�m���}���^�h�i�m�k�l�b�f�b�f �\�•�^�o�b�e�_�g�g�y�f���� 

�I�j�h�Z�g�Z�e�•�a�m�}�f�h�� �h�k�g�h�\�g�•�� �� �l�Z�� �^�h�^�Z�l�d�h�\�•�� �i�Z�j�Z�f�_�l�j�b�� �h�^�g�h�]�h�� �d�h�j�b�k�l�m�\�Z�q�Z���� �y�d�•�� �f�h�`�g�Z��
�h�l�j�b�f�Z�l�b���\���i�j�h�]�j�Z�f�•���a�Z���^�h�i�h�f�h�]�h�x���a�\�•�l�m��  

�A�Z�d�e�Z�^�_�g�b�c�� �\�� �d�j�b�l�_�j�•�€�� �i�j�h�]�j�Z�f�b�� �q�Z�k�� �g�Z�l�b�k�d�Z�g�g�y�� �l�Z�� �•�g�l�_�j�\�Z�e�� �c�h�]�h�� �a�f�•�g�b�� �^�m�`�_��
�a�g�Z�q�b�f�h���a�Z�e�_�`�b�l�v���\�•�^���e�•�l�_�j�b�����P�_���f�b���[�Z�q�b�f�h���a�Z���n�j�Z�]�f�_�g�l�h�f���a�\�•�l�m�����i�h�d�Z�a�Z�g�h�]�h���g�Z���j�b�k����������
�G�Z�i�j�b�d�e�Z�^�����^�e�y���[�m�d�\�b���©�c�ª���f�•�g�•�f�Z�e�v�g�b�c���q�Z�k���g�Z�l�b�k�d�Z�g�g�y���± �������������Z���^�e�y���©�_�ª���± 0.03. �I�j�b���q�h�f�m��
�j�•�a�g�b�p�y���^�e�y���[�m�d�\�b���©�c�ª���f�•�`���f�•�g�•�f�m�f�h�f���l�Z���f�Z�d�k�b�f�m�f�h�f���g�_���a�g�Z�q�g�Z�����Z���^�e�y���[�m�d�b���©�_�ª���k�d�e�Z�^�Z�}��
�[�e�b�a�v�d�h���l�j�v�h�o �j�Z�a��  
 

 
�J�b�k�������� �N�j�Z�]�f�_�g�l�� �a�\�•�l�m�� �a�� �f�•�g�•�f�Z�e�v�g�b�f���� �k�_�j�_�^�g�•�f�� �l�Z�� �f�Z�d�k�b�f�Z�e�v�g�b�f�� �a�g�Z�q�_�g�g�y�f�� �q�Z�k�m��
�g�Z�l�b�k�d�Z�g�g�y �e�•�l�_�j�b���i�j�b���g�Z�[�h�j�•���l�_�d�k�l�m���d�h�j�b�k�l�m�\�Z�q�_�f���‹1 



�>�����F�����K�e�Z�[�_�g�d�h�����H���:�����K�l�h�i�Z�d�_�\�b�q, �:�����H�����K�l�h�i�Z�d�_�\�b�q 
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�A�Z�d�e�Z�^�_�g�b�c�� �\�� �d�j�b�l�_�j�•�€�� �i�j�h�]�j�Z�f�b �q�Z�k�� �i�h�r�m�d�m�� �l�Z�� �•�g�l�_�j�\�Z�e�� �c�h�]�h�� �a�f�•�g�b�� �l�_�`�� �^�m�`�_��
�a�g�Z�q�b�f�h���a�Z�e�_�`�b�l�v���\�•�^���e�•�l�_�j�b�����P�_���f�b���[�Z�q�b�f�h���a�Z���n�j�Z�]�f�_�g�l�h�f���a�\�•�l�m�����i�h�d�Z�a�Z�g�h�]�h���g�Z���j�b�k����8. 
�G�Z�i�j�b�d�e�Z�^�����^�e�y���[�m�d�\�b���©�`�ª���f�•�g�•�f�Z�e�v�g�b�c���q�Z�k���i�h�r�m�d�m �± 0.2�����Z���^�e�y���©�Z�ª���± 0.06�����I�j�b���q�h�f�m�����y�d�•��
�c �a���q�Z�k�h�f���g�Z�l�b�k�d�Z�g�g�y, �j�•�a�g�b�p�y���^�e�y���[�m�d�\�b���©�c�ª���f�•�`���f�•�g�•�f�m�f�h�f���l�Z���f�Z�d�k�b�f�m�f�h�f���g�_���a�g�Z�q�g�Z�����Z��
�^�e�y�� �e�•�l�_�j�b �©�_�ª�� �[�e�b�a�v�d�h�� �i�¶�y�l�b�� �j�Z�a. �J�•�a�g�b�p�y�� �^�e�y�� �[�m�d�\�b�� �©�a�ª�� �[�•�e�v�r�Z�� �a�Z�� ������ �j�Z�a���� �F�•�`�� �q�Z�k�h�f��
�g�Z�[�h�j�m�� �l�Z�� �q�Z�k�h�f�� �i�h�r�m�d�m�� �i�j�b�k�m�l�g�y�� �d�h�j�_�e�y�p�•�y���� �h�^�g�Z�d�� �\�h�g�Z�� �f�Z�}�� �m�a�Z�]�Z�e�v�g�_�g�b�c�� �o�Z�j�Z�d�l�_�j����
�G�Z�i�j�b�d�e�Z�^���g�Z�c�f�_�g�r�b�c���f�•�g�•�f�Z�e�v�g�b�c���q�Z�k���i�h�r�m�d�m���f�Z�}���e�•�l�_�j�Z���©�^�ª�����g�Z�c�[�•�e�v�r�b�c���f�•�g�•�f�Z�e�v�g�b�c��
�q�Z�k���i�h�r�m�d�m���± �e�•�l�_�j�Z���©�`�ª�����I�j�h�l�_���g�Z�c�f�_�g�r�b�c�����f�•�g�•�f�Z�e�v�g�b�c���q�Z�k���g�Z�l�b�k�d�Z�g�g�y���f�Z�}���e�•�l�_�j�Z���©�_�ª, 
�Z���g�Z�c�[�•�e�v�r�b�c���f�•�g�•�f�Z�e�v�g�b�c���q�Z�k���g�Z�l�b�k�d�Z�g�g�y���± �e�•�l�_�j�Z �©�c�ª���� 

 

 
�J�b�k��8�����N�j�Z�]�f�_�g�l���a�\�•�l�m���a���f�•�g�•�f�Z�e�v�g�b�f�����k�_�j�_�^�g�•�f���l�Z���f�Z�d�k�b�f�Z�e�v�g�b�f���a�g�Z�q�_�g�g�y�f���q�Z�k�m���i�h�r�m�d�m 
�e�•�l�_�j�b���i�j�b���g�Z�[�h�j�•���l�_�d�k�l�m���d�h�j�b�k�l�m�\�Z�q�_�f �‹��  

 
�G�Z���j�b�k����9 �i�h�d�Z�a�Z�g�•���^�h�^�Z�l�d�h�\�•���k�l�Z�l�b�k�l�b�q�g�•���j�_�a�m�e�v�l�Z�l�b���g�Z�[�h�j�m���l�_�d�k�l�m���d�h�j�b�k�l�m�\�Z�q�_�f 

�‹������ 

    
�Z�����i�_�j�r�_���l�_�k�l�m�\�Z�g�g�y���d�h�j�b�k�l�m�\�Z�q�Z���‹�� 

 
�[) �l�_�k�l�m�\�Z�g�g�y���d�h�j�b�k�l�m�\�Z�q�Z���‹�����q�_�j�_�a�������^�g�•�\ 

�J�b�k����9�����M�a�Z�]�Z�e�v�g�_�g�Z���k�l�Z�l�b�k�l�b�d�Z���d�h�j�b�k�l�m�\�Z�q�Z���‹�����a�Z���j�y�^�d�Z�f�b���l�Z���q�Z�k�l�b�g�Z�f�b���d�e�Z�\�•�Z�l�m�j�b 
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 �>�h���^�h�^�Z�l�d�h�\�b�o���j�_�a�m�e�v�l�Z�l�•�\���\�d�e�x�q�_�g�h���Z�g�Z�e�•�a���\�i�e�b�\�m���l�Z�d�h�]�h���n�Z�d�l�h�j�m�����y�d���a�Z�e�_�`�g�•�k�l�v��
�i�Z�j�Z�f�_�l�j�•�\���g�Z�[�h�j�m���\�•�^���j�h�a�l�Z�r�m�\�Z�g�g�y���d�e�Z�\�•�r�b���m���\�•�^�i�h�\�•�^�g�h�f�m���j�y�^�d�m���d�e�Z�\�•�Z�l�m�j�b�����€�€���e�•�\�•�c���l�Z��
�i�j�Z�\�•�c�� �q�Z�k�l�b�g�•�� �A���Z�g�Z�e�•�a�m�� �j�b�k����9 �[�Z�q�b�f�h���� �s�h�� �^�h�^�Z�l�d�h�\�•�� �k�l�Z�l�b�k�l�b�q�g�•�� �i�h�d�Z�a�g�b�d�b�� �g�_�� �^�m�`�_��
�\�•�^�l�\�h�j�b�e�b�k�v�����D�h�j�b�k�l�m�\�Z�q���± �i�j�Z�\�r�Z �•���d�h�j�b�k�l�m�}�l�v�k�y���^�_�k�y�l�b�i�Z�e�v�p�_�\�b�f���f�_�l�h�^�h�f�����H�k�d�•�e�v�d�b��
�d�h�j�b�k�l�m�\�Z�q���i�j�Z�\�r�Z�����l�h, �a�]�•�^�g�h���a���p�b�f, �i�h�d�Z�a�g�b�d�b �f�Z�e�b���[ �[�m�l�b���f�_�g�r�b�f�b���g�Z���i�j�Z�\�•�c���q�Z�k�l�b�g�•��
�d�e�Z�\�•�Z�l�m�j�b���� �L�b�f�� �g�_�� �f�_�g�r���� �[�Z�q�b�f�h���� �s�h�� �\�b�y�\�e�_�g�•�� �i�h�d�Z�a�g�b�d�b�� �l�Z�d�_�� �i�j�Z�\�b�e�h�� �i�h�j�m�r�m�x�l�v����
�[�•�e�v�r���k�l�•�c�d�b�f�b���^�h���a�f�•�g���}���f�Z�d�k�b�f�Z�e�v�g�•���i�h�d�Z�a�g�b�d�b�����F�•�g�•�f�Z�e�v�g�b�c���q�Z�k���i�h�r�m�d�m���\���i�_�j�r�h�f�m��
�\�b�i�Z�^�d�m���^�m�`�_���l�j�h�o�b���f�_�g�r�b�c���g�Z���i�j�Z�\�•�c���k�l�h�j�h�g�•�����\���^�j�m�]�h�f�m���\�b�i�Z�^�d�m���± �g�Z�\�i�Z�d�b�����K�_�j�_�^�g�•�c��
�q�Z�k���i�h�r�m�d�m���f�_�g�r�b�c���\���e�•�\�•�c���q�Z�k�l�b�g�•���\���h�[�h�o���\�b�i�Z�^�d�Z�o�����F�Z�d�k�b�f�Z�e�v�g�b�c���q�Z�k���i�h�r�m�d�m���l�j�h�o�b��
�f�_�g�r�_�� �\�� �i�j�Z�\�•�c�� �q�Z�k�l�b�g�•�� �\�� �h�[�h�o�� �\�b�i�Z�^�d�Z�o���� �F�•�g�•�f�Z�e�v�g�b�c�� �q�Z�k�� �g�Z�l�b�k�d�Z�g�g�y�� �\�� �i�_�j�r�h�f�m��
�\�b�i�Z�^�d�m�� �^�m�`�_�� �\�•�^�j�•�a�g�y�x�l�v�k�y�� �c�� �f�_�g�r�b�c�� �\�� �e�•�\�•�c�� �k�l�h�j�h�g�•���� �\�� �^�j�m�]�h�f�m�� �\�b�i�Z�^�d�m�� �± �\�•�g��
�h�^�g�Z�d�h�\�b�c���� �K�_�j�_�^�g�•�c�� �q�Z�k�� �g�Z�l�b�k�d�Z�g�g�y�� �\�� �h�[�h�o�� �\�b�i�Z�^�d�Z�o�� �l�j�h�o�b�� �f�_�g�r�_�� �\�� �e�•�\�•�c�� �k�l�h�j�h�g�•����
�F�Z�d�k�b�f�Z�e�v�g�b�c�� �q�Z�k�� �g�Z�l�b�k�d�Z�g�g�y�� �m �^�\�h�o�� �\�b�i�Z�^�d�Z�o�� �f�_�g�r�b�c�� �\�� �e�•�\�•�c�� �k�l�h�j�h�g�•�� �d�e�Z�\�•�Z�l�m�j�b�� 
�L�Z�d�b�f�� �q�b�g�h�f���� �n�Z�d�l�h�j�� �©�i�j�Z�\�r�Z-�e�•�\�r�Z�ª�� �g�_�� �}�� �a�g�Z�q�b�f�b�f�� �^�e�y�� �\�b�d�h�j�b�k�l�Z�g�g�y�� �i�j�b��
�•�^�_�g�l�b�n�•�d�Z�p�•�€�� 

�G�Z���j�b�k�� 10 �^�h�k�e�•�^�`�_�g�Z �a�Z�e�_�`�g�•�k�l�v���f�•�`���d�•�e�v�d�•�k�l�x���k�b�f�\�h�e�•�\���\���k�e�h�\�•���l�Z���q�Z�k�h�f���g�Z�[�h�j�m��
�k�e�h�\�Z�����k�m�f�Z �q�Z�k�m���g�Z�l�b�k�g�_�g�g�y���c���i�h�r�m�d�m���\�k�•�o���d�e�Z�\�•�r�����y�d�•���l�j�_�[�Z���g�Z�[�j�Z�l�b���^�e�y���k�e�h�\�Z������ 

 
�J�b�k����10���� �M�a�Z�]�Z�e�v�g�_�g�Z�� �k�l�Z�l�b�k�l�b�d�Z�� �d�h�j�b�k�l�m�\�Z�q�Z�� �‹���� �a�Z�� �a�Z�e�_�`�g�•�k�l�x�� �q�Z�k�m �g�Z�[�h�j�m�� �k�e�h�\�h�� �\�•�^��
�d�•�e�v�d�h�k�l�•���k�b�f�\�h�e�•�\���\���k�e�h�\�• 

 
�;�Z�q�b�f�h���� �s�h�� �a�Z�d�h�g�h�f�•�j�g�•�k�l�v�� �f�Z�}�� �f�Z�c�`�_�� �e�•�g�•�c�g�b�c�� �o�Z�j�Z�d�l�_�j���� �[�•�e�v�r�_�� �k�b�f�\�h�e�•�\�� �± 

�[�•�e�v�r�b�c�� �q�Z�k���� �M�� �\�b�i�Z�^�d�m���� �d�h�e�b�� �i�j�b�k�m�l�g�}�� �\�� �l�_�k�l�h�\�•�c�� �n�j�Z�a�•�� �^�_�d�•�e�v�d�Z�� �j�•�a�g�b�o�� �k�e�•�\�� �h�^�g�•�}�€��
�^�h�\�`�b�g�b���� �l�h�� �\�h�g�b�� �g�Z�[�b�j�Z�x�l�v�k�y�� �a�� �j�•�a�g�h�x�� �r�\�b�^�d�•�k�l�x���� �1�� �o�h�q�Z�� �\�� �p�•�e�h�f�m�� �g�_�j�•�\�g�h�f�•�j�g�•�k�l�v��
�g�Z�[�h�j�m�� �k�e�•�\�� �h�^�g�Z�d�h�\�h�€�� �^�h�\�`�b�g�b�� �a�Z�� �q�Z�k�h�f�� �a�[�_�j�•�]�Z�}�l�v�k�y, �d�h�g�d�j�_�l�g�_�� �\�•�^�o�b�e�_�g�g�y�� �f�h�`�_��
�\�•�^�j�•�a�g�y�l�b�k�v���a�g�Z�q�b�f�h���� 

�M�� �p�•�e�h�f�m���� �i�j�b�o�h�^�b�f�h�� �^�h�� �\�b�k�g�h�\�d�m���� �s�h�� �q�Z�k�� �i�h�r�m�d�m�� �l�Z�� �q�Z�k�� �g�Z�l�b�k�d�Z�g�g�y���� �y�d�s�h��
�j�h�a�]�e�y�^�Z�l�b�� �€�o�� �\�� �•�g�l�_�j�\�Z�e�•�� �a�Z�� �j�•�a�g�b�f�b�� �e�•�l�_�j�Z�f�b���� �^�h�a�\�h�e�y�x�l�v�� �a�� �\�b�k�h�d�h�x�� �l�h�q�g�•�k�l�x��
�•�^�_�g�l�b�n�•�d�m�\�Z�l�b���k�l�b�e�v���g�Z�[�h�j�m���d�h�j�b�k�l�m�\�Z�q�Z���� 
�<�b�k�g�h�\�d�b�� �J�h�a�j�h�[�d�Z�� �k�b�k�l�_�f�b�� �[�•�h�f�_�l�j�b�q�g�h�€�� �•�^�_�g�l�b�n�•�d�Z�p�•�€�� �g�Z�� �h�k�g�h�\�•�� �g�Z�[�h�j�m�� �l�_�d�k�l�m����
�\�\�_�^�_�g�h�]�h�� �d�h�j�b�k�l�m�\�Z�q�_�f�� �g�Z�� �d�e�Z�\�•�Z�l�m�j�•���� �}�� �i�j�b�\�Z�[�e�b�\�b�f�� �j�•�r�_�g�g�y�f���� �h�k�d�•�e�v�d�b�� �g�_�� �e�b�r�_��
�i�h�l�_�g�p�•�c�g�h�� �a�Z�[�_�a�i�_�q�m�}�� �g�Z�^�•�c�g�m�� �•�^�_�g�l�b�n�•�d�Z�p�•�x���� �Z�� �c�� �g�_�� �i�h�l�j�_�[�m�}�� �\�b�l�j�Z�l�� �g�Z�� �k�i�_�p�•�Z�e�v�g�_��
�h�[�e�Z�^�g�Z�g�g�y���� �I�j�h�]�j�Z�f�g�b�c�� �a�Z�k�l�h�k�m�g�h�d���� �y�d�b�c�� �[�m�\�� �j�h�a�j�h�[�e�_�g�b�c�� �m�� �j�Z�f�d�Z�o�� �p�•�}�€�� �j�h�[�h�l�b����
�^�h�a�\�h�e�y�}�� �_�n�_�d�l�b�\�g�h�� �i�j�h�\�h�^�b�l�b�� �i�j�h�p�_�^�m�j�m�� �[�•�h�f�_�l�j�b�q�g�h�€�� �•�^�_�g�l�b�n�•�d�Z�p�•�€�� �g�Z�� �h�k�g�h�\�•�� �k�l�b�e�x��
�g�Z�[�h�j�m�� �g�Z�� �d�e�Z�\�•�Z�l�m�j�•���� �M�k�i�•�r�g�_�� �i�j�h�\�_�^�_�g�g�y�� �h�[�f�_�`�_�g�b�o �_�d�k�i�_�j�b�f�_�g�l�•�\�� �a�� �\�b�d�h�j�b�k�l�Z�g�g�y�f��
�j�h�a�j�h�[�e�_�g�h�]�h�� �a�Z�k�l�h�k�m�g�d�m�� �i�•�^�l�\�_�j�^�`�m�}�� �c�h�]�h�� �_�n�_�d�l�b�\�g�•�k�l�v�� �l�Z�� �g�Z�^�•�c�g�•�k�l�v���� �J�_�a�m�e�v�l�Z�l�b��
�_�d�k�i�_�j�b�f�_�g�l�•�\�� �i�h�d�Z�a�Z�e�b�� �_�n�_�d�l�b�\�g�•�k�l�v�� �a�Z�i�j�h�i�h�g�h�\�Z�g�h�]�h �d�j�b�l�_�j�•�x���� �i�h�\�¶�y�a�Z�g�h�]�h���a��
�i�h�i�Z�^�Z�g�g�y�f���i�j�b�� �g�Z�[�h�j�•�� �e�•�l�_�j�b���\�� �•�g�l�_�j�\�Z�e�� �i�h�r�m�d�m�� �l�Z�� �g�Z�l�b�k�g�_�g�g�y�� �d�e�Z�\�•�r�� �_�l�Z�e�h�g�g�h�]�h��
�i�j�h�n�•�e�x�� 
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This article describes the development of software to identify a user based on his or her keystrokes. Biometric 
authentication, particularly methods based on behavioral characteristics, is becoming increasingly popular. This is 
due to its ability to provide security without the need to remember passwords. The development of a biometric 
identification system based on the typing of a text entered by the user on the keyboard is an attractive solution, as 
it not only has the potential to provide a fairly reliable identification, but also does not require significant costs for 
special equipment. This paper discusses parameters that affect typing, including keystroke time, typing speed, 
error rates, and others that depend on individual user characteristics. The paper also discusses the drawbacks of 
biometric identification, particularly the impact of external factors such as fatigue or distraction on authentication 
accuracy. Based on the analysis of parameters, known methods and approaches to biometric identification by 
keystroke style, a new verification algorithm is proposed. It is based on the analysis of the time intervals between 
keystrokes and key searches, which allows to determine the correspondence between the stored user profile and 
the current keystroke. In order to reduce the influence of external factors, the use of a fixed text of at least 300 
characters is recommended. The effectiveness of the developed software based on the proposed identification 
algorithm is confirmed by the results of the experiments conducted with the developed software application. The 
results show sufficient reliability and accuracy in the identification process. The work is of practical importance 
for the development of new security methods in information technology and opens new opportunities for the 
implementation of biometric systems in various fields. 
Keywords: biometrics, behavioral, identification, authorization, keyboard, typing, user, software, profile, method, 
algorithm. 
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�<���k�l�Z�l�l�•���j�h�a�]�e�y�^�Z�}�l�v�k�y �k�b�k�l�_�f�Z���Z�\�l�h�f�Z�l�b�a�Z�p�•�€���d�h�g�m�k�g�h�€���^�j�h�[�Z�j�d�b���k�_�j�_�^�g�v�h�]�h���^�j�h�[�e�_�g�g�y��
�l�Z���f�h�`�e�b�\�•�k�l�v���€�€ �m�^�h�k�d�h�g�Z�e�_�g�g�y���r�e�y�o�h�f���\�b�d�h�j�b�k�l�Z�g�g�y���h�i�l�b�f�Z�e�v�g�h�€���k�b�k�l�_�f�b���d�_�j�m�\�Z�g�g�y��
�a�Z�� �^�h�i�h�f�h�]�h�x�� �e�•�g�•�c�g�h-�d�\�Z�^�j�Z�l�b�q�g�h�]�h�� �j�_�]�m�e�y�l�h�j�m�� �a�� �m�k�m�g�_�g�g�y�f�� �k�l�Z�l�b�q�g�h�€�� �i�h�o�b�[�d�b��
�r�e�y�o�h�f�� �\�\�_�^�_�g�g�y�� �•�g�l�_�]�j�Z�e�v�g�h�€�� �k�d�e�Z�^�h�\�h�€. �G�Z�� �i�•�^�k�l�Z�\�•�� �Z�g�Z�e�•�a�m�� �•�k�g�m�x�q�b�o�� �i�•�^�o�h�^�•�\�� �^�h��
�^�j�h�[�Z�j�d�b���y�d���h�[�¶�}�d�l�m���d�_�j�m�\�Z�g�g�y���h�l�j�b�f�Z�g�h���i�Z�j�Z�f�_�l�j�b�q�g�m �k�o�_�f�m �^�j�h�[�Z�j�d�b�����<���j�h�[�h�l�•���g�_��
�j�h�a�]�e�y�^�Z�}�l�v�k�y�� �i�b�l�Z�g�g�y�� �s�h�^�h�� �j�_�]�m�e�x�\�Z�g�g�y�� �^�b�k�i�_�j�k�g�h�]�h�� �k�d�e�Z�^�m�� �]�h�l�h�\�h�]�h�� �i�j�h�^�m�d�l�m, 
�l�h�f�m�� �i�Z�j�Z�f�_�l�j�b�q�g�Z�� �k�o�_�f�Z�� �[�m�e�Z �k�i�j�h�s�_�g�Z���a���m�j�Z�o�m�\�Z�g�g�y�f�� �i�_�j�_�o�j�_�k�g�b�o �a�\�¶�y�a�d�•�\ �f�•�`��
�j�•�\�g�_�f�� �k�b�j�h�\�b�g�b�� �\�� �^�j�h�[�Z�j�p�• �•�� �i�j�h�^�m�d�l�b�\�g�•�k�l�x�� �^�j�h�[�Z�j�d�b. �G�Z�� �i�•�^�k�l�Z�\�•�� �p�v�h�]�h�� �[�m�e�h 
�j�h�a�j�h�[�e�_�g�h �€�€���f�Z�l�_�f�Z�l�b�q�g�Z���f�h�^�_�e�v. �A���\�b�d�h�j�b�k�l�Z�g�g�y�f���p�_�c���f�h�^�_�e�•���^�j�h�[�Z�j�d�b �j�h�a�j�h�[�e�_�g�h 
�f�h�^�_�e�v���k�b�k�l�_�f�b���d�_�j�m�\�Z�g�g�y���a�Z���d�Z�g�Z�e�Z�f�b, �s�h���\�i�e�b�\�Z�x�l�v���g�Z���j�•�\�_�g�v���k�b�j�h�\�b�g�b���\���^�j�h�[�Z�j�p�•��
�•�� �i�j�h�^�m�d�l�b�\�g�•�k�l�v �^�j�h�[�Z�j�d�b���� �A�Z�i�j�h�i�h�g�h�\�Z�g�h�� �f�h�^�_�e�v�� �h�i�l�b�f�Z�e�v�g�h�€�� �k�b�k�l�_�f�b�� �d�_�j�m�\�Z�g�g�y��
�^�j�h�[�Z�j�d�h�x �a�Z�� �^�h�i�h�f�h�]�h�x�� �e�•�g�•�c�g�h-�d�\�Z�^�j�Z�l�b�q�g�h�]�h�� �j�_�]�m�e�y�l�h�j�m�� �a�� �m�k�m�g�_�g�g�y�f�� �k�l�Z�l�b�q�g�h�€��
�i�h�o�b�[�d�b�� �r�e�y�o�h�f�� �\�\�_�^�_�g�g�y�� �•�g�l�_�]�j�Z�e�v�g�h�€�� �k�d�e�Z�^�h�\�h�€���� �J�_�a�m�e�v�l�Z�l�b�� �^�h�k�e�•�^�`�_�g�g�y���k�b�k�l�_�f�b��
�d�_�j�m�\�Z�g�g�y���i�j�b �j�•�a�g�b�o���d�h�f�[�•�g�Z�p�•�y�o���a�[�m�j�_�g�v���i�h�d�Z�a�Z�e�b�����s�h�� �\�h�g�Z �}���k�m�[�h�i�l�b�f�Z�e�v�g�h�x. �P�_��
�^�h�a�\�h�e�y�} �a�Z�k�l�h�k�m�\�Z�g�g�y�� �l�Z�d�h�€ �k�b�k�l�_�f�b�� �d�_�j�m�\�Z�g�g�y�� �^�e�y�� �\�b�d�h�j�b�k�l�Z�g�g�y�� �\�� �k�b�k�l�_�f�•��
�Z�\�l�h�f�Z�l�b�a�Z�p�•�€���^�j�h�[�Z�j�d�b�����s�h �a�Z�[�_�a�i�_�q�b�l�v���€�€���j�h�[�h�l�m���\���h�i�l�b�f�Z�e�v�g�b�o���j�_�`�b�f�Z�o���i�j�b���j�•�a�g�•�c 
�s�•�e�v�g�h�k�l�•�� �k�b�j�h�\�b�g�b���� �Z�� �l�Z�d�h�`�� �\�� �a�g�Z�q�g�•�c�� �f�•�j�• �€�€���[�_�a�Z�\�Z�j�•�c�g�m���j�h�[�h�l�m���•�� �a�f�_�g�r�_�g�g�y�� �a�g�h�k�m��
�\�m�a�e�•�\���^�j�h�[�Z�j�d�b�� 
�D�e�x�q�h�\�•�� �k�e�h�\�Z�����d�h�g�m�k�g�Z�� �^�j�h�[�Z�j�d�Z�� �d�_�j�m�\�Z�g�g�y���� �j�•�\�_�g�v�� �k�b�j�h�\�b�g�b���� �i�j�h�^�m�d�l�b�\�g�•�k�l�v��
�^�j�h�[�Z�j�d�b���� �i�_�j�_�^�Z�l�h�q�g�Z�� �n�m�g�d�p�•�y���� �h�i�l�b�f�Z�e�v�g�Z�� �k�b�k�l�_�f�Z�� �d�_�j�m�\�Z�g�g�y, �f�Z�l�_�f�Z�l�b�q�g�_��
�f�h�^�_�e�x�\�Z�g�g�y�����e�•�g�•�c�g�h-�d�\�Z�^�j�Z�l�b�q�g�b�c���j�_�]�m�e�y�l�h�j.  

 
�<�k�l�m�i. �M �p�_�c�� �q�Z�k�� ���\�� �m�f�h�\�Z�o�� �l�Z�d�� �a�\�Z�g�h�]�h�� �©�j�\�Z�g�h�]�h�ª�� �\�b�j�h�[�g�b�p�l�\�Z���� �i�j�b�� �\�•�^�k�m�l�g�h�k�l�•��
�]�Z�j�Z�g�l�h�\�Z�g�b�o�� �a�Z�f�h�\�e�_�g�v�� �g�Z�� �i�h�k�l�Z�q�Z�g�g�y�� �]�h�l�h�\�h�]�h�� �i�j�h�^�m�d�l�m�� �i�•�^�i�j�b�}�f�k�l�\�Z�� �a�f�m�r�_�g�•��
�i�_�j�_�]�e�y�^�Z�l�b�� �k�\�h�x�� �\�b�j�h�[�g�b�q�m�� �i�h�e�•�l�b�d�m���� �<�j�Z�o�h�\�m�x�q�b�� �i�h�k�l�•�c�g�_�� �a�j�h�k�l�Z�g�g�y�� �p�•�g�� �g�Z��
�_�g�_�j�]�h�g�h�k�•�€���� �k�b�j�h�\�b�g�m���� �a�Z�i�Z�k�g�•�� �q�Z�k�l�b�g�b�� �l�Z�� �•�g�r�_���� �^�e�y�� �a�f�_�g�r�_�g�g�y�� �\�b�l�j�Z�l�� �g�Z��
�l�_�o�h�[�k�e�m�]�h�\�m�\�Z�g�g�y�� �c�� �i�h�l�h�q�g�b�c�� �j�_�f�h�g�l�� �i�•�^�i�j�b�}�f�k�l�\�Z�� �[�•�e�v�r�_�� �m�\�Z�]�b�� �i�j�b�^�•�e�y�x�l�v��
�a�f�_�g�r�_�g�g�x�� �a�g�h�r�m�\�Z�g�g�y�� �c�� �a�[�_�j�_�`�_�g�g�x �h�[�e�Z�^�g�Z�g�g�y���� �L�h�f�m�� �\�� �y�d�h�k�l�•�� �h�^�g�h�]�h�� �•�a�� �d�j�b�l�_�j�•�€�\��
�a�f�_�g�r�_�g�g�y�� �a�Z�l�j�Z�l�� �g�Z�� �\�b�j�h�[�g�b�p�l�\�h�� �l�h�\�Z�j�g�h�€�� �i�j�h�^�m�d�p�•�€�� �i�h�q�b�g�Z�}�� �\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b�k�y 
�j�_�]�m�e�x�\�Z�g�g�y���i�h�l�m�`�g�h�k�l�•. �L�Z�d�b�f���q�b�g�h�f�����j�h�a�j�h�[�e�y�}�l�v�k�y���k�b�k�l�_�f�Z���j�_�]�m�e�x�\�Z�g�g�y���i�h�l�m�`�g�h�k�l�•��
�^�j�h�[�Z�j�d�b���� �g�Z�\�•�l�v�� �g�Z�� �r�d�h�^�m�� �i�j�h�^�m�d�l�b�\�g�h�k�l�•���� �P�_�� �^�h�a�\�h�e�y�}�� �a�f�_�g�r�b�l�b�� �a�g�h�r�m�\�Z�g�g�y��
�h�[�e�Z�^�g�Z�g�g�y�����[�j�h�g�v�h�\�b�o���i�e�b�l�����_�e�_�d�l�j�h�i�j�b�\�h�^�•�\���^�j�h�[�Z�j�d�b�� 

�A�Z�k�l�h�k�h�\�m�\�Z�g�•�� �g�Z�� �^�j�h�[�b�e�v�g�h-�k�h�j�l�m�\�Z�e�v�g�b�o�� �a�Z�\�h�^�Z�o�� �•�� �m�k�l�Z�g�h�\�d�Z�o�� �s�h�d�h�\�•�� �Z�[�h��
�d�h�g�m�k�g�•�� �^�j�h�[�Z�j�d�b�� �\�_�e�b�d�h�]�h�� �^�j�h�[�e�_�g�g�y�� �}�� �]�h�e�h�\�g�b�f�b�� �Z�]�j�_�]�Z�l�Z�f�b�� �i�h�l�h�q�g�h-�l�j�Z�g�k�i�h�j�l�g�b�o��
�k�b�k�l�_�f���a���i�_�j�_�j�h�[�d�b���f�Z�l�_�j�•�Z�e�m [1�±5]�����/�^�b�g�b�f���Z�]�j�_�]�Z�l�h�f���i�h�l�h�d�m�����s�h���^�h�a�\�h�e�y�}���j�_�]�m�e�x�\�Z�l�b��
�c�h�]�h�� �i�j�h�^�m�d�l�b�\�g�•�k�l�v���� �}�� �s�h�d�h�\�Z�� �Z�[�h�� �d�h�g�m�k�g�Z�� �^�j�h�[�Z�j�d�Z�� �i�_�j�\�b�g�g�h�]�h�� �^�j�h�[�e�_�g�g�y���� �y�d�•��
�h�k�g�Z�s�_�g�•���i�e�Z�k�l�b�g�q�Z�k�l�b�f���`�b�\�b�e�v�g�b�d�h�f�����m�k�l�Z�g�h�\�e�_�g�b�f���i�•�^���}�f�g�•�k�l�x���i�j�b�c�h�f�g�h�]�h���[�m�g�d�_�j�Z����
�s�h�� �Z�d�m�f�m�e�x�}�� �^�j�h�[�e�_�g�b�c�� �f�Z�l�_�j�•�Z�e���� �A�Z�\�^�Z�g�g�y�� �Z�\�l�h�f�Z�l�b�a�Z�p�•�€�� �^�j�h�[�Z�j�h�d�� �k�_�j�_�^�g�v�h�]�h��
�^�j�h�[�e�_�g�g�y�� �a�\�h�^�b�l�v�k�y�� �^�h�� �i�•�^�l�j�b�f�d�b�� �g�_�a�f�•�g�g�h�€���� �a�Z�� �m�f�h�\�Z�f�b�� �l�_�o�g�h�e�h�]�•�q�g�h�]�h�� �i�j�h�p�_�k�m����
�i�j�h�^�m�d�l�b�\�g�h�k�l�•�� �\�� �i�h�l�h�q�g�h-�l�j�Z�g�k�i�h�j�l�g�•�c�� �k�b�k�l�_�f�•���� �L�h�f�m�� �\�_�e�b�q�b�g�Z�� �\�b�o�•�^�g�h�€��
�i�j�h�^�m�d�l�b�\�g�h�k�l�•�� �^�j�h�[�Z�j�d�b�� �k�_�j�_�^�g�v�h�]�h�� �^�j�h�[�e�_�g�g�y�� �f�h�`�_�� �[�m�l�b�� �\�b�d�h�j�b�k�l�Z�g�Z�� �\�� �y�d�h�k�l�•��
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�i�Z�j�Z�f�_�l�j�Z���d�_�j�m�\�Z�g�g�y�����L�•�k�g�b�c���a�\�
�y�a�h�d���f�•�`���i�h�l�m�`�g�•�k�l�x�����s�h���\�b�l�j�Z�q�Z�}�l�v�k�y���g�Z���^�j�h�[�e�_�g�g�y�����c��
�i�j�h�i�m�k�d�g�h�x���a�^�Z�l�g�•�k�l�x �^�j�h�[�Z�j�d�b�����i�j�b�a�\�h�^�b�l�v �^�h���k�l�\�h�j�_�g�g�y���^�_�d�•�e�v�d�h�o���\�Z�j�•�Z�g�l�•�\���i�j�h�k�l�h�]�h��
�c�� �d�h�f�[�•�g�h�\�Z�g�h�]�h�� �d�_�j�m�\�Z�g�g�y�� �a�� �\�b�d�h�j�b�k�l�Z�g�g�y�f�� �m�� �y�d�h�k�l�•�� �j�_�]�m�e�v�h�\�Z�g�b�o�� �i�Z�j�Z�f�_�l�j�•�\��
�i�h�l�m�`�g�h�k�l�•�� ���Z�[�h�� �k�l�j�m�f�m���� �^�\�b�]�m�g�Z�� �i�h�^�Z�\�Z�e�v�g�h�]�h�� �l�j�Z�g�k�i�h�j�l�_�j�m�� ���I�L���� �^�e�y�� �i�•�^�l�j�b�f�Z�g�g�y��
�i�h�l�j�•�[�g�h�]�h�� �j�•�\�g�y�� �k�b�j�h�\�b�g�b�� �\�� �^�j�h�[�Z�j�p�•���� �D�h�g�l�j�h�e�v�� �k�l�m�i�_�g�y�� �a�Z�\�Z�g�l�Z�`�_�g�g�y�� �^�j�h�[�Z�j�d�b��
�a�^�•�c�k�g�x�}�l�v�k�y���r�e�y�o�h�f���i�•�^�l�j�b�f�Z�g�g�y���g�h�f�•�g�Z�e�v�g�h�]�h���a�g�Z�q�_�g�g�y���j�•�\�g�y���\���d�Z�f�_�j�•���^�j�h�[�e�_�g�g�y�����I�j�b��
�i�•�^�\�b�s�_�g�g�•�� �j�•�\�g�y�� �\�� �d�Z�f�_�j�•�� �^�j�h�[�e�_�g�g�y�� �i�h�l�j�•�[�g�h�� �a�f�_�g�r�b�l�b�� �i�h�l�m�`�g�•�k�l�v�� �i�j�b�\�h�^�g�h�]�h��
�_�e�_�d�l�j�h�^�\�b�]�m�g�Z���i�h�^�Z�\�Z�e�v�g�h�]�h���l�j�Z�g�k�i�h�j�l�_�j�m���I�L���k�b�j�h�\�b�g�b�����m���j�_�a�m�e�v�l�Z�l�•���q�h�]�h���a�g�b�`�m�}�l�v�k�y��
�i�h�^�Z�q�Z�� �k�b�j�h�\�b�g�b�� �\�� �d�Z�f�_�j�m�� �^�j�h�[�e�_�g�g�y���� �P�_�� �i�j�b�a�\�h�^�b�l�v�� �^�h�� �a�f�_�g�r�_�g�g�y�� �j�•�\�g�y�� �k�b�j�h�\�b�g�b�� �\��
�d�Z�f�_�j�•���^�j�h�[�e�_�g�g�y���•���a�f�_�g�r�_�g�g�x���i�j�h�^�m�d�l�b�\�g�h�k�l�•���^�j�h�[�Z�j�d�b���>2�±5]. 
�F�_�l�Z���j�h�[�h�l�b. �F�_�l�h�x���j�h�[�h�l�b���}�� �j�h�a�]�e�y�^�� �\�Z�j�•�Z�g�l�Z���\�^�h�k�d�h�g�Z�e�_�g�g�y���Z�\�l�h�f�Z�l�b�q�g�h�€���k�b�k�l�_�f�b����
�y�d�Z���a�Z�[�_�a�i�_�q�b�l�v���h�i�l�b�f�Z�e�v�g�_���d�_�j�m�\�Z�g�g�y���d�h�g�m�k�g�h�x���^�j�h�[�Z�j�d�h�x���k�_�j�_�^�g�v�h�]�h���^�j�h�[�e�_�g�g�y �^�e�y��
�^�j�h�[�e�_�g�g�y���\�Z�i�g�y�d�m���i�j�b���\�b�j�h�[�g�b�p�l�\�•���p�_�f�_�g�l�m [6 �± 9]. �P�_ �^�h�a�\�h�e�b�l�v���a�Z�[�_�a�i�_�q�b�l�b���j�h�[�h�l�m��
�^�j�h�[�Z�j�d�b�� �\�� �g�h�f�•�g�Z�e�v�g�h�f�m�� �j�_�`�b�f�b�� �i�j�b�� �i�•�^�l�j�b�f�Z�g�g�•�� �g�_�h�[�o�•�^�g�h�]�h�� �j�•�\�g�y�� �k�b�j�h�\�b�g�b�� �\��
�^�j�h�[�Z�j�p�• �•�� �a�Z�[�_�a�i�_�q�b�l�b�� �€�€�� �g�h�f�•�g�Z�e�v�g�m�� �i�j�h�^�m�d�l�b�\�g�•�k�l�v���� �s�h�� �g�_�h�[�o�•�^�g�Z�� �^�e�y�� �i�•�^�l�j�b�f�Z�g�g�y��
�j�b�l�f�•�q�g�h�€�� �j�h�[�h�l�b�� �Z�]�j�_�]�Z�l�•�\���� �y�d�•�� �j�h�a�l�Z�r�h�\�Z�g�•�� �g�Z�� �g�Z�k�l�m�i�g�b�o�� �_�l�Z�i�Z�o���� �L�h�f�m�� �^�Z�e�•�� �[�m�^�_��
�j�h�a�]�e�y�^�Z�l�b�k�y�� �g�_�� �a�Z�]�Z�e�v�g�Z�� �k�b�k�l�_�f�Z�� �d�_�j�m�\�Z�g�g�y �^�j�h�[�Z�j�d�h�x���� �Z�� �a�Z�\�^�Z�g�g�y�� �i�•�^�l�j�b�f�Z�g�g�y 
�g�h�f�•�g�Z�e�v�g�h�]�h�� �j�_�`�b�f�m�� �^�e�y�� �a�f�_�g�r�_�g�g�y�� �a�g�h�r�m�\�Z�g�g�y�� �h�[�e�Z�^�g�Z�g�g�y���� �[�j�h�g�v�h�\�b�o�� �i�e�b�l����
�_�e�_�d�l�j�h�i�j�b�\�h�^�m �^�j�h�[�Z�j�d�b. 
�F�Z�l�_�j�•�Z�e�b���l�Z���f�_�l�h�^�b. �1�k�g�m�}���[�Z�]�Z�l�h���i�•�^�o�h�^�•�\���^�h���\�b�a�g�Z�q�_�g�g�y���d�h�g�m�k�g�h�€���^�j�h�[�Z�j�d�b�����y�d���h�[�
�}�d�l�Z��
�d�_�j�m�\�Z�g�g�y�� �c�� �\�b�a�g�Z�q�_�g�g�y�� �€�€�� �i�Z�j�Z�f�_�l�j�•�\�� �>10 �± 13]. �;�•�e�v�r�•�k�l�v�� �Z�\�l�h�j�•�\�� �\�•�j�g�h�� �\�b�a�g�Z�q�Z�x�l�v��
�i�Z�j�Z�f�_�l�j�b�����s�h���\�•�^�g�h�k�y�l�v�k�y���^�h �\�o�•�^�g�b�o �d�_�j�m�x�q�b�o �\�i�e�b�\�•�\�����a�[�m�j�_�g�v�����\�b�o�•�^�g�b�o �\�b�f�•�j�x�\�Z�g�v. 
�H�^�g�Z�d���� �h�d�j�_�f�•�� �Z�\�l�h�j�b�� �^�h�i�m�k�d�Z�x�l�v�� �]�j�m�[�•�� �i�h�f�b�e�d�b���� �G�Z�i�j�b�d�e�Z�^���� �Z�\�l�h�j��[13�@�� �\�•�^�g�h�k�b�l�v�� �^�h��
�d�_�j�m�x�q�b�o���\�i�e�b�\�•�\���q�Z�k�l�h�l�m���o�b�l�Z�g�v���j�m�o�h�f�h�]�h���d�h�g�m�k�Z�����Z���Z�\�l�h�j��[11�@���i�h�e�h�`�_�g�g�y���d�h�g�m�k�Z�����s�h��
�h�[�_�j�l�Z�}�l�v�k�y. �L�h�f�m�� �k�e�•�^�� �h�^�j�Z�a�m�� �\�b�a�g�Z�q�b�l�b���� �s�h�� �\�� �k�m�q�Z�k�g�b�o�� �d�h�g�m�k�g�b�o�� �^�j�h�[�Z�j�d�Z�o�� �•�k�g�m�x�l�v��
�l�•�e�v�d�b�� �l�j�b�� �i�j�b�k�l�j�h�€���� �y�d�b�f�b�� �f�h�`�e�b�\�h�� �d�_�j�m�\�Z�l�b���� �>�h�� �g�b�o�� �g�Z�e�_�`�Z�l�v: �i�h�l�m�`�g�•�k�l�v�� �^�\�b�]�m�g�Z��
�^�j�h�[�Z�j�d�b; �i�h�l�m�`�g�•�k�l�v�� �^�\�b�]�m�g�Z�� �l�j�Z�g�k�i�h�j�l�_�j�m, �s�h�� �a�Z�\�Z�g�l�Z�`�m�}�� �k�b�j�h�\�b�g�m; �i�j�b�k�l�j�h�€, �s�h��
�a�f�•�g�x�x�l�v�� �i�h�e�h�`�_�g�g�y�� �d�h�g�m�k�•�\�� �^�j�h�[�Z�j�d�b�� ���g�Z�i�j�b�d�e�Z�^, �i�h�l�m�`�g�•�k�l�v�� �^�\�b�]�m�g�Z�� �g�Z�k�h�k�m���� �y�d�•�c��
�a�f�•�g�x�}���l�b�k�d���\���]�•�^�j�h�k�b�k�l�_�f�•�����s�h���\�i�e�b�\�Z�}���g�Z���i�h�e�h�`�_�g�g�y���g�b�`�g�v�h�]�h���d�h�g�m�k�Z���Z�[�h���i�h�e�h�`�_�g�g�y��
�d�•�e�v�p�y�����y�d�_ �j�_�]�m�e�x�} �a�Z�a�h�j���f�•�`���d�h�g�m�k�Z�f�b). 

�M�� �j�_�a�m�e�v�l�Z�l�•�� �m�a�Z�]�Z�e�v�g�_�g�m�� �i�Z�j�Z�f�_�l�j�b�q�g�m�� �k�o�_�f�m�� �^�j�h�[�Z�j�d�b�� �f�h�`�g�Z�� �i�j�_�^�k�l�Z�\�b�l�b�� �\��
�g�Z�k�l�m�i�g�h�f�m���\�b�]�e�y�^�•�����j�b�k���������� 
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�J�b�k����1. �M�a�Z�]�Z�e�v�g�_�g�Z���i�Z�j�Z�f�_�l�j�b�q�g�Z���k�o�_�f�Z���d�h�g�m�k�g�h�€���^�j�h�[�Z�j�d�b�����y�d���h�[�¶�}�d�l�m���d�_�j�m�\�Z�g�g�y 
 
�G�Z�� �j�b�k��1: �?�l�j. �± �i�h�l�m�`�g�•�k�l�v�� �l�j�Z�g�k�i�h�j�l�_�j�m���� �s�h�� �i�h�^�Z�}�� �k�b�j�h�\�b�g�m�� �\�� �^�j�h�[�Z�j�d�m���� �d�<�l����

�?�^�\���^�j�� �± �i�h�l�m�`�g�•�k�l�v�� �^�\�b�]�m�g�Z�� �^�j�h�[�Z�j�d�b���� �d�<�l�� �J�d �± �l�b�k�d�� �\�� �]�•�^�j�h�k�b�k�l�_�f�•, �s�h�� �\�i�e�b�\�Z�}�� �g�Z��
�i�h�e�h�`�_�g�g�y���g�b�`�g�v�h�]�h���d�h�g�m�k�Z���^�j�h�[�Z�j�d�b���� �F�I�Z���� �/�F. �± �j�•�\�_�g�v���k�b�j�h�\�b�g�b�����s�h���a�Z�\�Z�g�l�Z�`�_�g�Z���\��
�^�j�h�[�Z�j�d�m���� �f����D�q�Z�k�l�� �± �k�_�j�_�^�g�•�c�� �^�•�Z�f�_�l�j�� �q�Z�k�l�b�g�h�d�� �]�h�l�h�\�h�]�h�� �i�j�h�^�m�d�l�m�� �f���� �)�]���i�j�� �± �\�b�l�j�Z�l�Z��
�]�h�l�h�\�h�]�h���i�j�h�^�m�d�l�m�����f3���k�����4c �± �s�•�e�v�g�•�k�l�v���k�b�j�h�\�b�g�b�����d�]���f3�����D�h�k�����± �d�h�g�k�l�j�m�d�l�b�\�g�•���h�k�h�[�e�b�\�h�k�l�•��
�^�j�h�[�Z�j�d�b�����û�8�_�e���f�_�j�� �± �d�h�e�b�\�Z�g�g�y���g�Z�i�j�m�]�•���\���_�e�_�d�l�j�b�q�g�•�c �f�_�j�_�`�•�����<. 

�>�e�y���\�b�a�g�Z�q�_�g�g�y���h�k�g�h�\�g�b�o���d�Z�g�Z�e�•�\���c���k�i�j�h�s�_�g�g�y���k�b�k�l�_�f�b���d�_�j�m�\�Z�g�g�y���\�j�Z�o�m�}�f�h�����s�h��
�d�h�g�m�k�g�•�� �^�j�h�[�Z�j�d�b�� �^�e�y���i�h�^�j�•�[�g�_�g�g�y�� �k�b�j�h�\�b�g�b�� �^�e�y�� �\�b�j�h�[�g�b�p�l�\�Z �p�_�f�_�g�l�m�� �a�\�b�q�Z�c�g�h��



�:���F�����L�•�]�Z�j�}�\�����L���=�����L�•�]�Z�j�}�\�Z 
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�\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y �g�Z���^�j�m�]�h�f�m���_�l�Z�i�•���^�j�h�[�e�_�g�g�y�� �•���l�h�f�m���d�_�j�m�\�Z�g�g�y���^�b�k�i�_�j�k�g�b�f���k�d�e�Z�^�h�f���g�_��
�j�h�a�]�e�y�^�Z�}�l�v�k�y�����h�k�d�•�e�v�d�b �]�h�l�h�\�b�c���i�j�h�^�m�d�l���f�Z�}���a�g�Z�q�g�_���f�_�g�r�b�c���j�h�a�f�•�j���r�f�Z�l�d�•�\���f�Z�l�_�j�•�Z�e�m���•��
�d�h�e�b�\�Z�g�g�y�� �€�o�� �j�h�a�f�•�j�•�\�� �a�g�Z�q�g�_�� �f�_�g�r�� �\�i�e�b�\�Z�x�l�v�� �g�Z�� �i�h�^�Z�e�v�r�m�� �i�_�j�_�j�h�[�d�m���� �D�j�•�f���l�h�]�h���� �m��
�a�\�¶�y�a�d�m���a���l�b�f�����s�h���k�b�j�h�\�b�g�Z�����\�Z�i�g�y�d�����g�_���g�Z�e�_�`�b�l�v���^�h���k�b�j�h�\�b�g�b���i�•�^�\�b�s�_�g�h�€���l�\�_�j�^�h�k�l�•�����a�g�h�k��
�[�j�h�g�•�� �d�h�g�m�k�•�\�� �\�•�^�[�m�\�Z�}�l�v�k�y �^�h�k�b�l�v�� �i�h�\�•�e�v�g�h���� �L�Z�d�h�`�� �\�j�Z�o�h�\�m�x�q�•���� �s�h�� �d�h�g�m�k�g�•�� �^�j�h�[�Z�j�d�b��
�a�Z�a�\�b�q�Z�c�� �i�j�Z�p�x�x�l�v�� �\�� �a�f�•�g�g�h�f�m�� �j�_�`�b�f�•���� �•�� �a�]�•�^�g�h���a���l�_�o�g�h�e�h�]�•�q�g�b�f�� �j�_�]�e�Z�f�_�g�l�h�f �i�_�j�_�^��
�i�h�q�Z�l�d�h�f�� �a�f�•�g�b�� �\�b�d�h�g�m�x�l�v�k�y�� �i�_�j�_�\�•�j�d�Z �k�l�Z�g�m�� �[�j�h�g�•�� �•�� �d�h�j�_�]�m�\�Z�g�g�y�� �i�h�e�h�`�_�g�g�y�� �d�h�g�m�k�•�\��
�^�j�h�[�Z�j�d�b���� �l�h�� �d�_�j�m�\�Z�g�g�y�� �i�h�e�h�`�_�g�g�y�f�� �d�h�g�m�k�•�\�� �^�e�y�� �i�•�^�l�j�b�f�Z�g�g�y�� �^�b�k�i�_�j�k�g�h�]�h�� �k�d�e�Z�^�m��
�i�j�h�^�m�d�l�m�� �g�Z�� �\�b�o�h�^�•�� �d�h�g�m�k�g�h�€�� �^�j�h�[�Z�j�d�b�� �l�_�` �g�_�� �j�h�a�]�e�y�^�Z�}�l�v�k�y (�l�Z�d�_�� �d�_�j�m�\�Z�g�g�y�� �f�h�`�_��
�\�b�d�h�g�m�\�Z�l�b�k�y���h�d�j�_�f�h�x���k�b�k�l�_�f�h�x���d�_�j�m�\�Z�g�g�y). 

�G�Z�c�[�•�e�v�r�� �i�j�h�k�l�•�� �k�o�_�f�b�� �Z�\�l�h�f�Z�l�b�a�Z�p�•�€�� �\�b�d�h�j�b�k�l�h�\�m�x�l�v�� �\�� �y�d�h�k�l�•�� �d�_�j�h�\�Z�g�h�]�h��
�i�Z�j�Z�f�_�l�j�Z�� �j�•�\�_�g�v�� �a�Z�i�h�\�g�_�g�g�y�� �d�Z�f�_�j�b�� �^�j�h�[�e�_�g�g�y���� �I�j�b�� �j�•�\�g�h�k�l�•�� �i�j�h�^�m�d�l�b�\�g�h�k�l�•��
�`�b�\�b�e�v�g�b�d�Z�� �c�� �^�j�h�[�Z�j�d�b�� �\�� �j�_�`�b�f�•���� �s�h�� �\�k�l�Z�g�h�\�b�\�k�y���� �j�•�\�_�g�v�� �a�Z�i�h�\�g�_�g�g�y�� �a�f�•�g�x�}�l�v�k�y��
�g�_�a�g�Z�q�g�h�� �M�� �\�b�i�Z�^�d�m�� �a�g�b�`�_�g�g�y�� �i�j�h�^�m�d�l�b�\�g�h�k�l�•�� �^�j�h�[�Z�j�d�b�� �`�b�\�b�e�v�g�b�d�� �a�m�i�b�g�y�}�l�v�k�y�� �Z�[�h��
�i�_�j�_�\�h�^�b�l�v�k�y���g�Z���a�g�b�`�_�g�m���r�\�b�^�d�•�k�l�v���i�h�^�Z�q�•���>10 �± 12]. 

�G�Z�� �i�•�^�k�l�Z�\�•�� �p�b�o�� �f�•�j�d�m�\�Z�g�v�� �^�e�y�� �d�h�g�m�k�g�h�€�� �^�j�h�[�Z�j�d�b�� �k�_�j�_�^�g�v�h�]�h�� �^�j�h�[�e�_�g�g�y�� �y�d��
�h�[�¶�}�d�l�Z�� �d�_�j�m�\�Z�g�g�y�� �f�h�`�e�b�\�h�� �\�b�[�j�Z�l�b�� �^�\�Z�� �h�d�j�_�f�b�o�� �d�Z�g�Z�e�b �d�_�j�m�\�Z�g�g�y: �i�_�j�r�b�c�� �d�Z�g�Z�e�� �± 
�©�i�h�l�m�`�g�•�k�l�v�� �^�\�b�]�m�g�Z�� �a�Z�\�Z�g�l�Z�`�m�\�Z�e�v�g�h�]�h�� �l�j�Z�g�k�i�h�j�l�_�j�m�� �± �j�•�\�_�g�v�� �\�� �^�j�h�[�Z�j�p�•�ª; �^�j�m�]�b�c 
�d�Z�g�Z�e �± �©�i�h�l�m�`�g�•�k�l�v���^�\�b�]�m�g�Z���^�j�h�[�Z�j�d�b���± �\�b�l�j�Z�l�Z���k�b�j�h�\�b�g�b���g�Z���\�b�o�h�^�•���a���^�j�h�[�Z�j�d�b�ª�� 

�1�g�n�h�j�f�Z�p�•�x�� �i�j�h�� �j�•�\�_�g�v�� �k�b�j�h�\�b�g�b�� �\�� �d�h�g�m�k�g�•�c�� �^�j�h�[�Z�j�p�•�� �f�h�`�e�b�\�h�� �h�l�j�b�f�m�\�Z�l�b�� �a�Z��
�^�h�i�h�f�h�]�h�x���k�m�q�Z�k�g�b�o���f�•�d�j�h�o�\�b�e�v�h�\�b�o���j�•�\�g�_�f�•�j�•�\�� 

�M�� �j�_�a�m�e�v�l�Z�l�•�� �k�i�j�h�s�_�g�m�� �i�Z�j�Z�f�_�l�j�b�q�g�m�� �k�o�_�f�m�� �d�h�g�m�k�g�h�€�� �^�j�h�[�Z�j�d�b�� �f�h�`�g�Z��
�i�j�_�^�k�l�Z�\�b�l�b���\���g�Z�k�l�m�i�g�h�f�m���\�b�]�e�y�^�•�����j�b�k���������� 
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�J�b�k����2. �K�i�j�h�s�_�g�Z���i�Z�j�Z�f�_�l�j�b�q�g�Z���k�o�_�f�Z���d�h�g�m�k�g�h�€���^�j�h�[�Z�j�d�b���y�d���h�[�¶�}�d�l�m���d�_�j�m�\�Z�g�g�y 

 
�H�k�g�h�\�g�Z���q�Z�k�l�b�g�Z. �>�e�y���i�h�^�Z�e�v�r�h�€���j�h�a�j�h�[�d�b���k�b�k�l�_�f�b���d�_�j�m�\�Z�g�g�y���j�h�a�]�e�y�g�_�f�h���k�o�_�f�m��

�l�_�o�g�h�e�h�]�•�q�g�h�]�h�� �i�j�h�p�_�k�m�� �i�h�^�j�•�[�g�_�g�g�y�� �k�b�j�h�\�b�g�b�� �\�� �d�h�g�m�k�g�•�c �^�j�h�[�Z�j�p�•�� �k�_�j�_�^�g�v�h�]�h��
�^�j�h�[�e�_�g�g�y���l�b�i�m���D�K�>-900�����y�d�Z���\�b�]�h�l�h�\�e�y�}�l�v�k�y���\���M�d�j�Z�€�g�•�����j�b�k����3). 
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�J�b�k����3�����K�o�_�f�Z���l�_�o�g�h�e�h�]�•�q�g�h�]�h���i�j�h�p�_�k�m���i�h�^�j�•�[�g�_�g�g�y���k�b�j�h�\�b�g�b���d�h�g�m�k�g�h�x���^�j�h�[�Z�j�d�h�x 
�I�L�± �i�h�^�Z�\�Z�e�v�g�b�c���l�j�Z�g�k�i�h�j�l�_�j�����D�>���± �d�h�g�m�k�g�Z���^�j�h�[�Z�j�d�Z�����<�L���± �l�j�Z�g�k�i�h�j�l�_�j���^�e�y��
�\�b�\�Z�g�l�Z�`�_�g�g�y�����A�L���± �a�Z�]�j�m�a�h�q�g�Z���l�Z�j�•�e�d�Z�����G�D���± �g�_�j�m�o�h�f�b�c���d�h�g�m�k�����J�D���± �d�h�g�m�k�����s�h��
�j�m�o�Z�}�l�v�k�y�����D�R���± �d�h�g�m�k�g�•���r�_�k�l�_�j�g�•�����D�<�D�I���± �d�h�g�•�q�g�b�c���\�Z�e���d�h�g�m�k�m�����s�h���i�h�^�j�•�[�g�x�}�����?�<�L���± 
�_�d�k�p�_�g�l�j�b�d�h�\�Z���\�Z�e-�\�l�m�e�d�Z 



�1�G�N�H�J�F�:�L�B�D�:���L�:���F�:�L�?�F�:�L�B�Q�G�1���F�?�L�H�>�B���<���F�H�>�?�E�X�<�:�G�G�1���’�������������’���L�h�f�����������‹�� ������ 
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�L�_�o�g�h�e�h�]�•�q�g�b�f�b�� �l�Z�� �d�h�g�k�l�j�m�d�l�b�\�g�b�f�b�� �i�Z�j�Z�f�_�l�j�Z�f�b�� �d�h�g�m�k�g�h�€ �^�j�h�[�Z�j�d�b �D�K�>-���������� �y�d�•��
�\�b�a�g�Z�q�Z�x�l�v���€�€���f�Z�l�_�f�Z�l�b�q�g�m���f�h�^�_�e�v�����} [13]: �Z�d=1,5-2,5 �± �d�h�_�n�•�p�•�}�g�l�����s�h���\�j�Z�o�h�\�m�}���g�_�\�•�e�v�g�_ 
�i�Z�^�•�g�g�y�� �f�Z�l�_�j�•�Z�e�m�� �\�� �i�j�h�k�l�h�j�•�� �^�j�h�[�Z�j�d�b; h�d� �������� �f���� �± �\�_�e�b�q�b�g�Z�� �r�e�y�o�m�� �i�Z�^�•�g�g�y�� �\�•�^��
�a�Z�\�Z�g�l�Z�`�m�\�Z�e�v�g�h�€�� �s�•�e�b�g�b�� �^�h�� �j�h�a�\�Z�g�l�Z�`�m�\�Z�e�v�g�h�€���� �Z�[�h�� �i�j�Z�d�l�b�q�g�h�� �\�•�^�� �`�b�\�b�e�v�g�b�d�Z�� �^�h��
�^�Z�l�q�b�d�Z�� �\�b�l�j�Z�l�b�� �]�h�l�h�\�h�]�h�� �i�j�h�^�m�d�l�m���� �f; �kk = 2,0 �± �[�_�a�j�h�a�f�•�j�g�b�c�� �d�h�_�n�•�p�•�}�g�l���� �y�d�b�c�� �^�e�y��
�k�_�j�_�^�g�•�o���m�f�h�\���i�j�b���\�b�l�j�Z�l�•���k�b�j�h�\�b�g�b F�k  = �����������f3���k; nk = 5,59�k�±1 �± �q�Z�k�l�h�l�Z���o�b�l�Z�g�v���d�h�g�m�k�Z 
�H�k�g�h�\�g�•�� �l�_�o�g�•�q�g�•�� �o�Z�j�Z�d�l�_�j�b�k�l�b�d�b�� �i�j�b�k�l�j�h�€�\�� �l�Z�� �j�_�`�b�f�•�\���� �s�h�� �\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y�� �i�j�b��
�d�_�j�m�\�Z�g�g�•���d�h�g�m�k�g�h�x���i�j�b�\�_�^�_�g�•���\���l�Z�[�e����1. 

�L�Z�[�e�b�p�y��1.  
�L�_�o�g�•�q�g�•���o�Z�j�Z�d�l�_�j�b�k�l�b�d�b���i�j�b�k�l�j�h�€�\���•���j�_�`�b�f�•�\���^�e�y���d�_�j�m�\�Z�g�g�y���d�h�g�m�k�g�h�x���^�j�h�[�Z�j�d�h�x 

�I�j�b�k�l�j�h�€ �I�Z�j�Z�f�_�l�j�b 
�J�_�`�b�f�b 

�F�•�g�� �G�h�f�•�g�� �F�Z�d�k�� 
�>�\�b�]�m�g���i�h�^�Z�\�Z�e�v�g�h�]�h��

�l�j�Z�g�k�i�h�j�l�_�j�m 
�I�h�l�m�`�g�•�k�l�v�����d�<�l 2 3,5 5 

�<�b�l�j�Z�l�Z���k�b�j�h�\�b�g�b�����f3���k 0,01 0,014 0,02 
�>�\�b�]�m�g���^�j�h�[�Z�j�d�b �I�h�l�m�`�g�•�k�l�v�����d�<�l 25 38,5 55 
�D�h�g�m�k�g�Z���^�j�h�[�Z�j�d�Z �J�•�\�_�g�v���k�b�j�h�\�b�g�b�����f 0,4 0,63 1 

 
�F�Z�l�_�f�Z�l�b�q�g�Z �f�h�^�_�e�v �^�j�h�[�Z�j�d�b �f�Z�}���\�b�]�e�y�^���a�Z���d�Z�g�Z�e�Z�f�b�� 

�± �i�h�l�m�`�g�•�k�l�v���^�\�b�]�m�g�Z���^�j�h�[�Z�j�d�b��u1 �± �\�b�l�j�Z�l�Z���]�h�l�h�\�h�]�h���i�j�h�^�m�d�l�m���m�� 
�J������� ��

�4�á�4�4�4�7�:�8

�5�á�4�9�æ�. �>�7�á�7�9�æ�>�5
�A���8�á�<�æ; 

�±  �i�h�l�m�`�g�•�k�l�v���^�\�b�]�m�g�Z���^�j�h�[�Z�j�d�b���X���± �j�•�\�_�g�v���k�b�j�h�\�b�g�b���\���^�j�h�[�Z�j�p�• �m�� 
�J������� ��

�4�á�4�5�:�7�<

�=�æ�. �>�:�æ�>�5
�A���7�á�6�æ; 

�± �i�h�l�m�`�g�•�k�l�v���^�\�b�]�m�g�Z���l�j�Z�g�k�i�h�j�l�_�j�Z��u2 �± �\�b�l�j�Z�l�Z���]�h�l�h�\�h�]�h���i�j�h�^�m�d�l�m �m�� 
�J������� ��

�4�á�4�4�8

�5�á�4�9�æ�. �>�7�á�7�<�æ�>�5
�A���8�á�5�7�æ. 

�± �i�h�l�m�`�g�•�k�l�v���^�\�b�]�m�g�Z���l�j�Z�g�k�i�h�j�l�_�j�Z u2 �± �j�•�\�_�g�v���k�b�j�h�\�b�g�b���\���^�j�h�[�Z�j�p�• �m�� 
�J����� ��

�4�á�5�<

�;�á�9�æ�. �>�9�á�9�æ�>�5
�A���9�æ�ä 

�A�� �m�j�Z�o�m�\�Z�g�g�y�f�� �m�\�_�^�_�g�b�o�� �i�h�a�g�Z�q�_�g�v�� �g�Z�� �i�•�^�k�l�Z�\�•�� �k�i�j�h�s�_�g�h�€�� �i�Z�j�Z�f�_�l�j�b�q�g�h�€�� �k�o�_�f�b��
�k�l�j�m�d�l�m�j�g�m �k�o�_�f�m �f�Z�l�_�f�Z�l�b�q�g�h�€�� �f�h�^�_�e�•�� �^�j�h�[�Z�j�d�b�� �i�j�_�^�k�l�Z�\�b�f�h �\�� �g�Z�k�l�m�i�g�h�f�m�� �\�b�]�e�y�^�•��
���j�b�k����4). 
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�J�b�k����4�����F�Z�l�_�f�Z�l�b�q�g�Z���f�h�^�_�e�v���^�j�h�[�Z�j�d�b���a���m�j�Z�o�m�\�Z�g�g�y�f���i�_�j�_�o�j�_�k�g�b�o���a�\�
�y�a�d�•�\ 
 

�<�j�Z�o�h�\�m�x�q�b���g�Z�y�\�g�•�k�l�v���i�_�j�_�o�j�_�k�g�b�o���a�\�
�y�a�d�•�\���f�•�`���i�h�l�m�`�g�•�k�l�x���^�\�b�]�m�g�Z���^�j�h�[�Z�j�d�b���c��
�i�h�l�m�`�g�•�k�l�x�� �l�j�Z�g�k�i�h�j�l�_�j�Z�� �i�h�^�Z�q�•�� �k�b�j�h�\�b�g�b�� �\�� �^�j�h�[�Z�j�d�m���� �y�d�•�� �\�i�e�b�\�Z�x�l�v�� �g�Z�� �\�b�l�j�Z�l�m��
�]�h�l�h�\�h�]�h�� �i�j�h�^�m�d�l�m�� �c�� �j�•�\�_�g�v�� �k�b�j�h�\�b�g�b�� �\�� �^�j�h�[�Z�j�p�•���� �^�e�y�� �i�h�[�m�^�h�\�b�� �k�b�k�l�_�f�b�� �d�_�j�m�\�Z�g�g�y��
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�^�j�h�[�Z�j�d�h�x�� �g�Z�c�d�j�Z�s�b�f�� �}�� �h�i�l�b�f�•�a�Z�p�•�c�g�b�c�� �i�•�^�o�•�^���� �M�� �a�\�
�y�a�d�m�� �a�� �g�Z�y�\�g�•�k�l�x�� �f�h�`�e�b�\�h�k�l�_�c�� �m��
�i�j�h�]�j�Z�f�g�h�f�m�� �i�Z�d�_�l�•�� �0�$�7�/�$�%�� �\�•�^�i�h�\�•�^�g�b�o�� �n�m�g�d�p�•�c�� �^�e�y�� �i�h�[�m�^�h�\�b�� �h�i�l�b�f�Z�e�v�g�b�o��
�j�_�]�m�e�y�l�h�j�•�\���j�h�a�]�e�y�g�_�f�h���f�h�`�e�b�\�•�k�l�v���a�Z�k�l�h�k�m�\�Z�g�g�y���e�•�g�•�c�g�h-�d�\�Z�^�j�Z�l�b�q�g�h�]�h���j�_�]�m�e�y�l�h�j�Z���^�e�y��
�c�h�]�h���\�b�d�h�j�b�k�l�Z�g�g�y���i�j�b���d�_�j�m�\�Z�g�g�•���d�h�g�m�k�g�h�x���^�j�h�[�Z�j�d�h�x���� 

�H�^�g�Z�d�� �\�j�Z�o�h�\�m�x�q�b���� �s�h�� �e�•�g�•�c�g�h-�d�\�Z�^�j�Z�l�b�q�g�b�c�� �j�_�]�m�e�y�l�h�j�� �}�� �I-�j�_�]�m�e�y�l�h�j�h�f�� �•�� �f�Z�}��
�a�g�Z�q�g�m���k�l�Z�l�b�q�g�m���i�h�o�b�[�d�m�����\�b�g�b�d�Z�}���g�_�h�[�o�•�^�g�•�k�l�v���^�h�^�Z�\�Z�g�g�y���•�g�l�_�]�j�Z�e�v�g�h�€���k�d�e�Z�^�h�\�•�c���^�e�y���€�€��
�m�k�m�g�_�g�g�y�� 

�<�•�^�h�f�•�� �j�•�a�g�•�� �k�i�h�k�h�[�b�� �j�_�Z�e�•�a�Z�p�•�€�� �p�v�h�]�h�� �i�•�^�o�h�^�m [14 �± 17�@���� �;�•�e�v�r�•�k�l�v�� �•�a�� �g�b�o�� �f�Z�x�l�v��
�j�•�a�g�•�� �g�_�^�h�e�•�d�b���� �y�d�•�� �m�� �i�_�j�r�m�� �q�_�j�]�m�� �h�[�m�f�h�\�e�_�g�•�� �g�_�l�h�q�g�•�k�l�x�� �f�h�^�_�e�•�� �h�[�
�}�d�l�Z���� �c�h�]�h��
�g�_�e�•�g�•�c�g�•�k�l�x���� �a�f�•�g�h�x�� �c�h�]�h�� �i�Z�j�Z�f�_�l�j�•�\�� �m�� �q�Z�k�•���l�Z �•�g�r�•�� �<�•�^�h�f�h���� �s�h�� �\�� �g�_�i�_�j�_�j�\�g�h�f�m�� �q�Z�k�•��
�f�Z�l�_�f�Z�l�b�q�g�Z�� �n�h�j�f�Z�� �a�Z�i�b�k�m�� �\�� �\�b�]�e�y�^�•�� �i�j�h�k�l�h�j�m�� �k�l�Z�g�•�\�� �g�_�� �^�h�a�\�h�e�y�}�� �i�j�_�^�k�l�Z�\�b�l�b�� �q�b�k�l�_��
�a�Z�i�•�a�g�_�g�g�y�� �[�_�a�� �Z�i�j�h�d�k�b�f�Z�p�•�€�� �± �q�Z�k�l�•�r�_�� �a�Z�� �\�k�_�� �h�[�b�j�Z�x�l�v�� �Z�i�j�h�d�k�b�f�Z�p�•�x�� �I�Z�^�_ �i�_�j�r�h�]�h��
�i�h�j�y�^�d�m [14]. �>�e�y�� �k�b�g�l�_�a�m�� �p�b�n�j�h�\�h�]�h�� �j�_�]�m�e�y�l�h�j�Z�� �i�_�j�_�\�_�^�_�f�h�� �f�Z�l�_�f�Z�l�b�q�g�m�� �f�h�^�_�e�v�� �a��
�g�_�i�_�j�_�j�\�g�h�]�h���\���^�b�k�d�j�_�l�g�b�c���q�Z�k�����g�Z�a�\�_�f�h���l�Z�d�m���^�b�k�d�j�_�l�g�m���f�h�^�_�e�v��Pd2). �P�b�n�j�h�\�Z���k�b�k�l�_�f�Z��
�d�_�j�m�\�Z�g�g�y�� �a�� �e�•�g�•�c�g�h-�d�\�Z�^�j�Z�l�b�q�g�b�f�� �j�_�]�m�e�y�l�h�j�h�f�� �f�Z�}�� �\�d�e�x�q�Z�l�b���k�i�h�k�l�_�j�•�]�Z�q �k�l�Z�g�m�� �c��
�f�h�^�_�e�v���a�[�m�j�_�g�v���\���\�b�]�e�y�^�•���k�l�j�b�[�d�m�����•�g�l�_�]�j�Z�l�h�j�������<���e�•�l�_�j�Z�l�m�j�•���h�i�b�k�Z�g�•���^�\�•���k�l�j�m�d�l�m�j�b���k�b�k�l�_�f��
�Z�\�l�h�f�Z�l�b�q�g�h�]�h�� �d�_�j�m�\�Z�g�g�y���� �a���\�•�^�g�h�\�e�_�g�g�y�f�� �l�Z�� �[�_�a�� �\�•�^�g�h�\�e�_�g�g�y�� �k�l�Z�g�•�\�� �f�h�^�_�e�•���a�[�m�j�_�g�g�y��
���\�h�g�b���•���l�Z�d���\�•�^�h�f�•�� [14]. �>�e�y���j�_�Z�e�•�a�Z�p�•�€���\�b�[�_�j�_�f�h���k�b�k�l�_�f�m���[�_�a���\�•�^�g�h�\�e�_�g�g�y���k�l�Z�g�•�\���f�h�^�_�e�•��
�a�[�m�j�_�g�g�y. 

�J�h�a�j�h�[�d�Z���f�h�^�_�e�•���d�_�j�m�\�Z�g�g�y�f���a���\�b�d�h�j�b�k�l�Z�g�g�y�f���e�•�g�•�c�g�h-�d�\�Z�^�j�Z�l�b�q�g�h�]�h���j�_�]�m�e�y�l�h�j�m��
�\���i�j�h�]�j�Z�f�g�h�f�m���i�Z�d�_�l�•���0�$�7�/�$�% �\�b�d�h�g�Z�g�Z���\���g�Z�k�l�m�i�g�•�c���i�h�k�e�•�^�h�\�g�h�k�l�•. 

1. �:�i�j�h�d�k�b�f�m�}�f�h���a�Z�i�•�a�g�x�\�Z�g�g�y���\���F�I�N���e�Z�g�d�h�x��1 �i�h�j�y�^�d�m�� 
2. �I�_�j�_�\�h�^�b�f�h���i�_�j�_�l�\�h�j�_�g�m���F�I�N���\���i�j�h�k�l�•�j���k�l�Z�g�•�\ �\���g�_�i�_�j�_�j�\�g�h�f�m���q�Z�k�•. 
3. �<�b�d�h�g�m�}�f�h���^�b�k�d�j�_�l�b�a�Z�p�•�x���k�b�k�l�_�f �•���h�l�j�b�f�m�}�f�h �^�b�k�d�j�_�l�g�m���k�b�k�l�_�f�m��Pd2 { A, B, C, 

D}  �\���i�j�h�k�l�h�j�•���k�l�Z�g�•�\���a���d�j�h�d�h�f���^�b�k�d�j�_�l�g�h�k�l�•�������k. 
4. �<�\�_�^�_�f�h���a�g�Z�q�_�g�g�y���\�Z�]�h�\�b�o���d�h�_�n�•�p�•�}�g�l�•�\��Q1K1, Q1k2, Q1L, R1K, R1L. 
�>�e�y���i�h�q�Z�l�d�m���^�h�p�•�e�v�g�h���€�o���i�j�b�c�g�y�l�b���h�^�b�g�b�q�g�b�f�b�� 

5. �K�n�h�j�f�m�}�f�h���\�Z�]�h�\�•���f�Z�l�j�b�p�•�� 1 1
1

1 2

0

0

T
K

K

C Q C
Q

Q

� ª � º� ˜ � ˜
� � « � »

� ¬ � ¼
, R1 = R1K 

6. �J�h�a�j�Z�o�m�}�f�h���j�_�]�m�e�y�l�h�j���k�l�Z�g�m���a���•�g�l�_�]�j�Z�e�v�g�h�x���k�d�e�Z�^�h�\�h�x���a�Z���^�h�i�h�f�h�]�h�x���n�m�g�d�p�•�€��  
�D� lqi (Pd2, Q1, R1). 
�P�y�� �n�m�g�d�p�•�y�� �\�b�d�h�j�b�k�l�h�\�m�}�� �j�h�a�r�b�j�_�g�m�� �f�Z�l�j�b�p�x�� �f�h�^�_�e�•�� �\�b�^�m (I �± �h�^�b�g�b�q�g�Z��

�f�Z�l�j�b�p�y). 
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C t I
� ª � º

� � « � »�� �˜ �'� ¬ � ¼
, 1

B
B

D t
� ª � º

� � « � »�� �˜ �'� ¬ � ¼
. 

7. �K�n�h�j�f�m�}�f�h���g�Z�]�e�y�^�Z�q���k�l�Z�g�m���a�Z���^�h�i�h�f�h�]�h�x���n�m�g�d�p�•�€��dlqr �^�e�y���f�Z�l�j�b�p�v���k�b�k�l�_�f�b Pd2 

�� ��1 1, , ,
TT T

L LL dlqr A C Q R� . 

8. �K�n�h�j�f�m�}�f�h�� �j�_�]�m�e�y�l�h�j��C1, �y�d�� �k�b�k�l�_�f�m�� �\�� �^�b�k�d�j�_�l�g�h�f�m�� �i�j�h�k�l�h�j�•�� �k�l�Z�g�•�\�� �a�• 

�k�i�h�k�l�_�j�•�]�Z�q�_�f �a�Z���^�h�i�h�f�h�]�h�x �d�h�f�Z�g�^ �> �@�� ��2,L, 1:dL estim P m� , �� ��1 ,C lqgtrack L K� , 

�^�_��m = 2 �± �d�•�e�v�d�•�k�l�v���\�o�h�^�•�\ �c���\�b�o�h�^�•�\�� 
�F�h�^�_�e�x�\�Z�g�g�y�� �i�_�j�_�o�•�^�g�b�o�� �i�j�h�p�_�k�•�\ �\�_�^�_�l�v�k�y �a�Z�� �^�h�i�h�f�h�]�h�x�� �i�Z�d�_�l�m �\�•�a�m�Z�e�v�g�h�]�h��

�•�f�•�l�Z�p�•�c�g�h�]�h���f�h�^�_�e�x�\�Z�g�g�y���6�L�P�X�O�L�Q�N�����I�j�b���f�h�^�_�e�x�\�Z�g�g�•���j�h�a�j�h�[�e�_�g�b�c���p�b�n�j�h�\�b�c���j�_�]�m�e�y�l�h�j��
�i�•�^�d�e�x�q�b�f�h�� �^�h�� �f�h�^�_�e�•�� �\�� �g�_�i�_�j�_�j�\�g�h�f�m�� �q�Z�k�•�����A�h�\�g�•�r�g�•�c�� �\�b�]�e�y�^ �k�o�_�f�b �j�h�a�j�h�[�e�_�g�h�€��
�k�b�k�l�_�f�b���d�_�j�m�\�Z�g�g�y���^�j�h�[�Z�j�d�h�x���a�Z���h�[�j�Z�g�b�f�b���d�Z�g�Z�e�Z�f�b���\���i�j�h�]�j�Z�f�g�h�f�m���i�Z�d�_�l�•��Simulink �f�Z�}��
�g�Z�k�l�m�i�g�b�c���\�b�]�e�y�^�����j�b�k����5). 

�H�k�g�h�\�g�b�f�� �a�[�m�j�_�g�g�y�f �i�j�b�� �j�h�[�h�l�•�� �d�h�g�m�k�g�h�€�� �^�j�h�[�Z�j�d�b�� �i�j�b�� �\�b�j�h�[�g�b�p�l�\�•�� �p�_�f�_�g�l�m�� �}��
�s�•�e�v�g�•�k�l�v���\�Z�i�g�y�d�m�����y�d�Z���k�d�e�Z�^�Z�}����������-�����������d�]���f3, �l�h�[�l�h �f�h�`�_���d�h�e�b�\�Z�l�b�k�y���\���f�_�`�Z�o���§���“����������
�d�]���f3 �Z�[�h�� ������������ �I�j�b�� �i�•�^�\�b�s�_�g�g�•�� �s�•�e�v�g�h�k�l�•�� �\�Z�i�g�y�d�m�� �^�e�y�� �^�j�h�[�e�_�g�g�y�� �r�f�Z�l�d�Z�� �i�h�l�j�•�[�g�Z��
�[�•�e�v�r�Z���i�h�l�m�`�g�•�k�l�v���^�\�b�]�m�g�Z���^�j�h�[�Z�j�d�b���c���i�j�b���p�v�h�f�m�� �q�Z�k���i�_�j�_�[�m�\�Z�g�g�y���r�f�Z�l�d�Z���\�� �^�j�h�[�Z�j�p�•��
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�a�j�h�k�l�Z�}�� �I�j�b���p�v�h�f�m���k�i�Z�^�Z�}���i�j�h�^�m�d�l�b�\�g�•�k�l�v���^�j�h�[�Z�j�d�b�����I�j�b���\�b�d�h�j�b�k�l�Z�g�g�•���k�b�j�h�\�b�g�b���g�Z�\�•�l�v��
�•�a���h�^�g�h�]�h���a���d�Z�j�
�}�j�m���a�Z�e�_�`�g�•�k�l�v���k�i�•�\�\�•�^�g�h�r�_�g�g�y���k�b�j�h�\�b�g�b���i�•�^�\�b�s�_�g�h�€���l�\�_�j�^�h�k�l�•���c���f�_�g�r�h�€��
�l�\�_�j�^�h�k�l�•�� �g�_�\�•�^�h�f�Z���� �L�h�f�m�� �a�Z�\�`�^�b�� �k�i�h�k�l�_�j�•�]�Z�}�l�v�k�y�� �d�h�e�b�\�Z�g�g�y�� �i�h�l�m�`�g�h�k�l�•�� �^�\�b�]�m�g�Z 
�l�j�Z�g�k�i�h�j�l�_�j�m���•���^�\�b�]�m�g�Z �^�j�h�[�Z�j�d�b���•���\�•�^�i�h�\�•�^�g�h���€�€�� �i�j�h�^�m�d�l�b�\�g�h�k�l�•�� 

 

 
 

�J�b�k����5. �F�h�^�_�e�v���k�b�k�l�_�f�b���j�_�]�m�e�x�\�Z�g�g�y���j�•�\�g�y���k�b�j�h�\�b�g�b���\���^�j�h�[�Z�j�p�• �•���i�j�h�^�m�d�l�b�\�g�h�k�l�•��
�^�j�h�[�Z�j�d�b���a�Z �]�h�l�h�\�b�f �i�j�h�^�m�d�l�h�f 

 
�I�j�b�i�m�k�d�Z�x�q�b���� �s�h�� �p�•�� �d�h�e�b�\�Z�g�g�y�� �i�•�^�d�h�j�y�x�l�v�k�y�� �g�h�j�f�Z�e�v�g�h�f�m�� �a�Z�d�h�g�m�� �j�h�a�i�h�^�•�e�m, 

�i�j�_�^�k�l�Z�\�b�f�h�� �f�h�^�_�e�v�� �a�[�m�j�x�\�Z�g�v�� �m�� �\�b�]�e�y�^�•�� �i�h�k�e�•�^�h�\�g�h�]�h�� �a�
�}�^�g�Z�g�g�y�� �]�_�g�_�j�Z�l�h�j�Z�� �[�•�e�h�]�h��
�r�m�f�m���%�D�Q�G-�/�L�P�V�W�H�G���:�K�L�W�H���1�R�L�V�H���•���Z�i�_�j�•�h�^�b�q�g�h�€���e�Z�g�d�b���i�_�j�r�h�]�h���i�h�j�y�^�d�m. 

�I�j�b�i�m�k�d�Z�x�q�b���� �s�h�� �a�Z�e�_�`�g�•�k�l�v�� �f�•�`�� �i�j�h�^�m�d�l�b�\�g�•�k�l�x�� �^�j�h�[�Z�j�p�•���� �j�•�\�g�_�f�� �k�b�j�h�\�b�g�b�� �•��
�s�•�e�v�g�•�k�l�x�� �\�Z�i�g�y�d�m�� �f�Z�}�� �e�•�g�•�c�g�m�� �a�Z�e�_�`�g�•�k�l�v���� �l�h�^�•�� �f�h�^�_�e�v�� �a�[�m�j�x�\�Z�g�v�� �h�[�h�f�Z�� �d�Z�g�Z�e�Z�f�b: 
�i�h�^�Z�q�•���k�b�j�h�\�b�g�b���•���i�j�h�^�m�d�l�b�\�g�h�k�l�•���^�j�h�[�Z�j�d�b���[�m�^�_���f�Z�l�b���Z�g�Z�e�h�]�•�q�g�m���k�l�j�m�d�l�m�j�m�����G�Z���i�•�^�k�l�Z�\�•��
�p�b�o�� �f�•�j�d�m�\�Z�g�v�� �\�b�d�h�g�Z�g�h �^�h�k�e�•�^�`�_�g�g�y�� �\�i�e�b�\�m�� �s�•�e�v�g�h�k�l�•�� �k�b�j�h�\�b�g�b�� �r�e�y�o�h�f�� �i�h�^�Z�q�•��
�k�b�]�g�Z�e�•�\���a�[�m�j�_�g�v���g�Z���\�b�o�h�^�b �\�•�^�i�h�\�•�^�g�b�o���d�Z�g�Z�e�•�\���� 

�G�Z���i�•�^�k�l�Z�\�•���_�d�k�i�_�j�b�f�_�g�l�Z�e�v�g�b�o �\�•�^�h�f�h�k�l�_�c�����s�h���i�j�b�\�_�^�_�g�•���\���>18�@���•���h�i�b�k�m�x�l�v �q�Z�k�h�\�•��
�j�_�Z�e�•�a�Z�p�•�€���r�b�j�b�g�b���j�h�a�\�Z�g�l�Z�`�m�\�Z�e�v�g�h�€���s�•�e�b�g�b���•���i�h�l�m�`�g�h�k�l�•���_�e�_�d�l�j�h�i�j�b�\�h�^�m���^�j�h�[�Z�j�d�b�����y�d�• 
�\�b�f�•�j�y�g�• �m�� �i�j�h�p�_�k�•�� �^�j�h�[�e�_�g�g�y�� �j�m�^�b, �\�\�Z�`�Z�}�f�h���� �s�h�� �\�h�g�b�� �Z�g�Z�e�h�]�•�q�g�h �o�Z�j�Z�d�l�_�j�b�a�m�x�l�v�� �•��
�q�Z�k�h�\�•�� �d�h�e�b�\�Z�g�g�y�� �i�h�l�m�`�g�h�k�l�•�� �^�j�h�[�Z�j�d�b�� �•�� �a�Z�\�Z�g�l�Z�`�m�\�Z�e�v�g�h�]�h�� �l�j�Z�g�k�i�h�j�l�_�j�m���� �G�Z�� �i�•�^�k�l�Z�\�•��
�p�b�o�� �\�•�^�h�f�h�k�l�_�c�� �[�m�e�Z �\�b�[�j�Z�g�Z �q�Z�k�l�h�l�Z�� �d�h�e�b�\�Z�g�v�� �§0,3-�������� �=�p���� �Z�� �f�Z�d�k�b�f�Z�e�v�g�_�� �\�•�^�o�b�e�_�g�g�y��
�Z�f�i�e�•�l�m�^�b�� �d�h�e�b�\�Z�g�v���§���������� �\�•�^�� �i�j�h�^�m�d�l�b�\�g�h�k�l�•�� �^�j�h�[�Z�j�d�b�� �•�� �j�•�\�g�y�� �k�b�j�h�\�b�g�b �\�b�a�g�Z�q�_�g�h 
�i�Z�j�Z�f�_�l�j�b���g�Z�e�Z�r�l�m�\�Z�g�g�y���]�_�g�_�j�Z�l�h�j�Z���[�•�e�h�]�h���r�m�f�m �i�j�b���i�h�[�m�^�h�\�•���f�h�^�_�e�•���p�b�o���a�[�m�j�_�g�v. �>�e�y��
�a�Z�[�_�a�i�_�q�_�g�g�y���f�h�`�e�b�\�h�k�l�•���i�•�^�d�e�x�q�_�g�g�y���p�b�o���f�h�^�_�e�_�c���^�h���k�b�k�l�_�f�b���d�_�j�m�\�Z�g�g�y���i�_�j�_�^�[�Z�q�_�g�•��
�i�_�j�_�f�b�d�Z�q�•��S3 �• S4. 

�I�j�b���f�h�^�_�e�x�\�Z�g�g�•���[�m�e�b���i�j�h�\�_�^�_�g�•���^�h�k�e�•�^�`�_�g�g�y���i�j�b���\�k�•�o���f�h�`�e�b�\�b�o���d�h�f�[�•�g�Z�p�•�y�o, �•��
�\�b�a�g�Z�q�_�g�h���� �s�h�� �k�b�k�l�_�f�Z�� �d�_�j�m�\�Z�g�g�y�� �a�Z�[�_�a�i�_�q�m�}�� �j�h�[�h�l�m�� �^�j�h�[�Z�j�d�b�� �\�� �i�j�b�i�m�k�l�b�f�b�o�� �f�_�`�Z�o����
�G�Z�c�]�•�j�r�b�f�b���d�h�f�[�•�g�Z�p�•�y�f�b���a�[�m�j�_�g�v���i�j�b���j�h�[�h�l�•���^�j�h�[�Z�j�d�b �[�m�^�m�l�v���f�Z�d�k�b�f�Z�e�v�g�b�c���s�•�e�v�g�•�k�l�v 
�k�b�j�h�\�b�g�b�� �•�� �f�Z�d�k�b�f�Z�e�v�g�Z�� �i�h�l�m�`�g�•�k�l�v�� �^�\�b�]�m�g�Z�� �^�j�h�[�Z�j�d�b�� �I�_�j�_�o�•�^�g�•�� �i�j�h�p�_�k�b �k�b�k�l�_�f�b��
�d�_�j�m�\�Z�g�g�y �i�j�b�\�_�^�_�g�•���g�Z���j�b�k����6 �l�Z������ 
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�Z��      �[ 

�J�b�k����6. �I�_�j�_�o�•�^�g�•���i�j�h�p�_�k�b���a�f�•�g�b �\�b�l�j�Z�l�b �]�h�l�h�\�h�]�h���i�j�h�^�m�d�l�m (�Z�����l�Z���j�•�\�g�y �k�b�j�h�\�b�g�b���\��
�^�j�h�[�Z�j�p�• (�[) �i�j�b���a�Z�\�^�Z�g�g�y�o��y1r, �m2r �•���g�Z�c�]�•�j�r�•�c �d�h�f�[�•�g�Z�p�•�€���a�[�m�j�_�g�v���a���d�e�x�q�Z�f�b��S1�±S2. 

 
 

�Z  �[ 
�J�b�k����7�����I�_�j�_�o�•�^�g�•���i�j�h�p�_�k�b �a�f�•�g�b���\�b�l�j�Z�l�b �]�h�l�h�\�h�]�h���i�j�h�^�m�d�l�m (�Z�����l�Z���j�•�\�g�y �k�b�j�h�\�b�g�b���\��
�^�j�h�[�Z�j�p�• (�[) �i�j�b���a�Z�\�^�Z�g�g�y�o��y1r, �m2r �•���g�Z�c�]�•�j�r�•�c �d�h�f�[�•�g�Z�p�•�€���a�[�m�j�_�g�v���a���d�e�x�q�Z�f�b��S3�±S4. 

 
�:�g�Z�e�•�a�� �i�_�j�_�o�•�^�g�b�o�� �i�j�h�p�_�k�•�\ �i�h�d�Z�a�m�}���� �s�h �a�Z�i�j�h�i�h�g�h�\�Z�g�Z�� �k�b�k�l�_�f�Z�� �d�_�j�m�\�Z�g�g�y�� �}��

�k�l�Z�e�h�x���� �D�j�•�f�� �l�h�]�h���� �j�_�a�m�e�v�l�Z�l�b �f�h�^�_�e�x�\�Z�g�g�y�� �i�h�d�Z�a�m�x�l�v���� �s�h�� �g�Z�\�•�l�v�� �i�j�b�� �g�Z�c�]�•�j�r�b�o 
�d�h�f�[�•�g�Z�p�•�y�o�� �a�[�m�j�_�g�v�� �\�•�^�o�b�e�_�g�g�y�� �i�j�h�^�m�d�l�b�\�g�h�k�l�•�� �•�� �j�•�\�g�y�� �k�b�j�h�\�b�g�b�� �\�� �^�j�h�[�Z�j�p�• �g�_��
�i�_�j�_�\�b�s�m�x�l�v �a�Z�^�Z�g�b�o���a�g�Z�q�_�g�v. 
�<�b�k�g�h�\�d�b�� �A�Z�i�j�h�i�h�g�h�\�Z�g�Z �f�_�l�h�^�� �m�^�h�k�d�h�g�Z�e�_�g�g�y �k�b�k�l�_�f�Z �d�_�j�m�\�Z�g�g�y�� �d�h�g�m�k�g�h�x��
�^�j�h�[�Z�j�d�h�x�� �k�_�j�_�^�g�v�h�]�h�� �^�j�h�[�e�_�g�g�y, �s�h�� �\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y�� �^�e�y�� �^�j�h�[�e�_�g�g�y�� �\�Z�i�g�y�d�m�� �i�j�b��
�\�b�j�h�[�g�b�p�l�\�•�� �p�_�f�_�g�l�m���� �I�j�h�\�_�^�_�g�h�� �Z�g�Z�e�•�a�� �^�j�h�[�Z�j�d�b���� �y�d�� �h�[�¶�}�d�l�m�� �d�_�j�m�\�Z�g�g�y���� �G�Z�� �i�•�^�k�l�Z�\�•��
�k�i�j�h�s�_�g�h�€ �i�Z�j�Z�f�_�l�j�b�q�g�h�€���k�o�_�f�b �d�h�g�m�k�g�h�€���^�j�h�[�Z�j�d�b���y�d���h�[�¶�}�d�l�m���d�_�j�m�\�Z�g�g�y�����a�Z�i�j�h�i�h�g�h�\�Z�g�h��
�f�Z�l�_�f�Z�l�b�q�g�m �f�h�^�_�e�v�� �^�j�h�[�Z�j�d�b�� �a�� �m�j�Z�o�m�\�Z�g�g�y�f�� �i�_�j�_�o�j�_�k�g�b�o�� �a�\�
�y�a�d�•�\ �f�•�`�� �d�Z�g�Z�e�Z�f�b����
�<�b�d�h�g�Z�g�h�� �j�h�a�j�h�[�d�m �f�h�^�_�e�•�� �h�i�l�b�f�Z�e�v�g�h�€�� �k�b�k�l�_�f�b�� �d�_�j�m�\�Z�g�g�y�� �^�j�h�[�Z�j�d�h�x���D�K�>-900 
�O�Z�j�d�•�\�k�v�d�h�]�h���a�Z�\�h�^�m���i�j�h�f�b�k�e�h�\�h�]�h���h�[�e�Z�^�g�Z�g�g�y���©�I�J�H�=�J�?�K�ª �a���a�Z�k�l�h�k�m�\�Z�g�g�y�f �p�b�n�j�h�\�h�]�h��
�e�•�g�•�c�g�h-�d�\�Z�^�j�Z�l�b�q�g�h�]�h�� �j�_�]�m�e�y�l�h�j�m�� �a�� �•�g�l�_�]�j�Z�e�v�g�h�x �k�d�e�Z�^�h�\�h�x���\�� �i�j�h�]�j�Z�f�g�h�f�m�� �i�Z�d�_�l�•��
MATLAB-Simulink �����I�j�h�\�_�^�_�g�h���f�h�^�_�e�x�\�Z�g�g�y���k�b�k�l�_�f�b���i�j�b���j�•�a�g�b�o���a�[�m�j�_�g�g�y�o�����<�b�a�g�Z�q�_�g�h����
�s�h�� �a�Z�i�j�h�i�h�g�h�\�Z�g�b�c �i�•�^�o�•�^ �j�h�[�b�l�v�� �k�b�k�l�_�f�m�� �d�_�j�m�\�Z�g�g�y�� �d�\�Z�a�•�h�i�l�b�f�Z�e�v�g�h�x���� �J�h�a�j�h�[�e�_�g�Z 
�k�b�k�l�_�f�Z���d�_�j�m�\�Z�g�g�y���a�Z�[�_�a�i�_�q�m�}���i�•�^�l�j�b�f�Z�g�g�y���a�Z�\�^�Z�g�v���a�Z���i�h�l�m�`�g�•�k�l�x���^�\�b�]�m�g�Z���^�j�h�[�Z�j�d�b���b��
�j�•�\�g�_�f���k�b�j�h�\�b�g�b���\���f�_�`�Z�o���“���������\�•�^�o�b�e�_�g�v���d�_�j�m�x�q�b�o���\�i�e�b�\�•�\�����s�h���h�[�m�f�h�\�e�_�g�h �d�h�e�b�\�Z�g�g�y�f��
�s�•�e�v�g�h�k�l�•�� �k�b�j�h�\�b�g�b���� �L�Z�d�h�`�� �i�h�l�m�`�g�•�k�l�v�� �^�\�b�]�m�g�Z�� �^�j�h�[�Z�j�d�b�� �•�� �^�\�b�]�m�g�Z�� �l�j�Z�g�k�i�h�j�l�_�j�m�� �g�_��
�i�_�j�_�\�b�s�m�}�� �f�Z�d�k�b�f�Z�e�v�g�_�� �^�h�i�m�k�l�b�f�b�o�� �a�g�Z�q�_�g�v���� �P�_�� �^�h�a�\�h�e�y�}�� �j�_�d�h�f�_�g�^�m�\�Z�l�b 
�a�Z�i�j�h�i�h�g�h�\�Z�g�m �k�b�k�l�_�f�m �d�_�j�m�\�Z�g�g�y �^�e�y���a�Z�k�l�h�k�m�\�Z�g�g�y���i�j�b���j�h�a�j�h�[�p�• �i�j�h�f�b�k�e�h�\�b�o���k�b�k�l�_�f��
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�d�_�j�m�\�Z�g�g�y�� �d�h�g�m�k�g�h�x�� �^�j�h�[�Z�j�d�h�x�� �k�_�j�_�^�g�v�h�]�h�� �^�j�h�[�e�_�g�g�y�� �^�e�y�� �^�j�h�[�e�_�g�g�y�� �\�Z�i�g�y�d�m�� �i�j�b��
�\�b�j�h�[�g�b�p�l�\�•���p�_�f�_�g�l�m�� 
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The article discusses the control system of the cone crusher of medium crushing and the possibility of its 
improvement. Based on the analysis of the existing approaches to the crusher, the parametric scheme of the crusher 
is obtained as a control object. The work does not address issues related to the regulation of the dispersed 
composition of the finished product. Therefore, the parametric scheme was simplified taking into account the 
cross-links between the level of raw materials in the crusher and the capacity of the crusher. Based on this, it 
mathematical model was developed.  A model of an optimal crusher control system using a linear-quadratic 
regulator with elimination of static error by introducing an integral component is proposed. The results of the study 
of this model with different combinations of perturbations showed that it is suboptimal. Thus, this will allow the 
use of such a control system to automate the crusher, which will provide its work in optimal modes at different 
density of raw materials, as well as to a large extent ensure its accident-free operation and reduce wear of the 
crusher units. 
Keywords: cone crusher, control, raw material level, crusher capacity, transfer function, optimal control system, 
mathematical modeling, linear-quadratic regulator. 
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