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The issue of maintaining human health is an important area of mediciday, there are

many diagnostic, therapeutic and preventive measures and technologiestaimgving

the quality of health and increasing the life expectancy of thelggn. All existing

diagnostic techniques are performed in direct contact with the patient and the éoctor

present, there is a rather low level of equipment with various medical and stiagno

devices, as well as a low professional level of medical staff. This has resulted cneasén

in morbidity and mortality, and a real decline in life expectancy iraldkr, which has been

observed especially in recent years. Today, medicine is facing theoiseady diagnosis

with a high probability of making an accurate diagnosis. Thisireg the development of

methods and technical means of high sensitivity and specificityequfipment for

determining biometric indicators and studying the measurement chasfnielsmedical

parameters. The literature review has shown that in order to develop cdnuoatnol

systems and speech-to-text conversion in a fused speech siréamecessary to use
©PHFKDQLVPV2 IRU DXWRPDWLF UHFRIJQUHUDRMR D YGVERBABHKI VW
+RZHYHU WKHVH OPHFKDQLVPV2 KDYH VRPHPEKRUWRIFRPLQJV
interferences. The main goal of the work is to develop a device for diggpoocessing

and obtaining biomedical parameters for further analysis and electroplyysib studies,

which will generally increase the reliability of diagnostics. The algorithropadration of

the system for remote monitoring of the psycho-physiological statepefrson based on

heart rate and electrocardiological signal is presented. One of the ways toenipeo

quality of human health prevention is to improve the quality iaigmostics of the

functioning of human organs. It is possible to improve the qualitfiagnostics by early

detection of deviations from the norm of their functioning. It is kmdhat the use of so-

FDOOHG OVPDUW?2 FORWKLQJ LV JbBndQleqidg Slgo8tKrmsOdy LW KHQ W
processing experimentally obtained signals, it is necessary to tfiyocheck them to

assess the reliability of recognising informative fragments, the agcufameasuring

diagnostic features focused on these fragments, as well as a numther égfidicators.

Keywords: system algorithm, heart rate, electrophysiological methods, electrocardiogr

microprocessor unit, microcontroller, remote monitoring.

Introduction. The problem of maintaining human health is an important aspect of medical
science. Nowadays, there are many methods of diagnosis, treatment and prevention aimed at
improving health and increasing the life expectancy of the population. All of these methods
are usually performed during direct contact between the patient and medical staff. However,
today we can observe an insufficient level of medical equipment in various healthcare
facilities, as well as an insufficiently high professional level of medical staff. This leads to an
increase in morbidity and mortality among the population, which leads to a real decrease in
life expectancy in Ukraine, especially noticeable in recent years.

One of the main challenges in medicine is the need for timely diagnostics with high
accuracy. This requires the development of highly sensitive and specific methods and
technical means for determining biometric parameters and studying medical indicators.
Literature review. Today, so-called@mart? clothing (wearable technology), which can be
used to monitor health indicators, is becoming increasingly pop@mart? clothing is
clothing that can interact with the environment by sensing signals, processing information and
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triggering responses. l®mart? clothing, fabric electrodes are actively used to capture the
electrocardiogram signal [1, 2]. However, the signal obtained using such electrodes has a
significant drawback+a large number of artefacts (noise, various interferences) of various
nature. When creating algorithms for processing experimentally obtained signals, they need to
be thoroughly tested to assess the reliability of recognising informative fragments, the
accuracy of measuring diagnostic features focused on these fragments, as well ag @humbe
other indicators. In addition, in real life, the shape of informative fragments is distorted by
various internal and external disturbances, which can only be reduced to additive obstacles in
some cases. All this complicates digital signal processing, stimulating the creation of new
processing algorithms. In this work, the research vector is aimed at improving the reliability
of the diagnosis, using modern advances in microelectronics and nanotechnology [1].

The review and analysis of relevant literature and patent sources on the topic showed
that the most valuable information for functional diagnostics is electrophysiological methods
based on measuring the bioelectrical activity of various human organs and tissues, in
particular the cardiovascular system. These methods are well-known and widely used in
practice. However, they have fundamental disadvantages caused by their metrological
characteristics.

Research Objective.The main goal of the work is to develop a device for diagnostic
processing and obtaining biomedical parameters for further analysis and electrophysiological
studieswhich will generally increase the reliability of diagnostics. The algorithm of operation
of the system for remote monitoring of the psygqinysiological state of a person based on
heart rate and electrocardiological signal is prese@ad.of the ways tomprove the quality

of prevention of diseases is to improve the quality of diagnostics of organ functioning.
Improving the quality of diagnostics is possible through the early detection of abnormalities
in their functioning.

Main Body. The algorithm of operation of the device for remote monitoring of the psycho-
physiological state of a person is shown in Fig. 1. The algorithm works as follows.

The patient puts on the suspension 2 with the belt part, which should fit the torso and
provide @ry @galvanic coract with the nipple areas, one of which is the paracardial area of
the anterior chest surface. After the suspension is installed, switch on the power supply (p. 2)
by simultaneously pressing the buttons on the monitor unit body.

The next step is to check the functionality of the modules: ADC 12, accelerometer 18,
Bluetooth contactless modem 17, RAM 15, clock 19, as well as the creation of a performance
table (p. 3). Then the initialization is performed: ADC 12 (sampling rate Fd=500 Hz),
accelerometer 18, Bluetooth contactless modem 17, RAM 15, clock 19 (p. 4).

Next, the portable monitor is switched to the monitoring mode (p. 5). At the same
time, the ADC is polled (p. 6). Sampling and searching for RR intervals are accumulated in
the memory of the microcontroller 13 (p. 7). If the RR interval is found (p. 8), the
accelerometer 18 is polleds there a patient movemerit®d. 9). If movement is detected, its
duration is determined (p. 24), and if the movement lasts more than 2 seconds, the device is
switchedto the ®leep® mode (p. 25). During theSleep? mode, the accelerometer 18 is
periodically polled to detect the lack of motor activity in the patient.

If there is no movement for 10 seconds, the device enters the operating mode. When
the patient is calm (accelerometer 18 does not show movement, i.e., there are no motion
artefacts), the patient's condition is searched for cardiological pathologies (p. 10). To do this,
the measured parameters are compared with the parameters obtained in p. 21 during training
and the set thresholds:

theart rate (HR) >14@paroxysmal tachycardia;

+HR>240 atrial flutter,

+absence of Beak;

+tDUUK\WKPLD $ YDULDEOH DUUK\WKPLD ¢« $ UHIHUHQF
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If a pathology is found at the end of the analysis stage (p. 11), the modem 17
communicates with the GSM modem of the patient's phétilee microprocessor genegat
and sends an SMS message (p. 12).

This message may contain one of the following cardiological diagnoses:

+paroxysmal tachycardia;

tatrial flutter;

+absence of Beak;

tarrhythmia

theart rhythm disturbance;

+cardiac arrest;

Prognosis of dangerowentricular arrhythmias;

rextrasystole;

Flangerous rise of the SSegment;

tabsence of Beak or negative fpeak;

fabsence of peak or negative-peak.

Next, the SD memory card is initialised (p. 13, 14). The performance table (in the
form of the HDT.txt file) is saved to it. Then, the LOG.txt file is created on the SD card and a
60-second@agment? of the signal is saved in the ECG.txt file (p. 16). It is checked whether
an external computer is connected via the USB port (p. 17), if so, the micrgmocesds a
command from the computer via the USB port (p. 18). Depending on the command, either
direct data transfer to the computer is performed (p. 19), or data is read from the SD memory
card (p. 20), or the system is individually set up for the pati@aining? p. 21).

Next, it checks whether the system needs to be switched off (by simultaneously
pressing two buttons on the monitor unit case, p. 22N® 2 the algorithm returns to p. 7. If
@ES? the algorithm returns to p. 2. The algorithm c@nrun for many days according to
this cycle of steps (p.-25). If necessary, the device can be switched off by pressing two
EXWWRQV VLPXOWDQHRXVO\ RQ WKH PRQLWRU XQLW ERG
signalled by a tactile vibration atar21, which is mounted on the monitor body and is felt by
the patient through the waist part of the bodice. The original design of the spherical electrode
matrixes does not have an irritating action on the patient's body and allows for the acquisition
of an electrocardiological signal (ECG), a signal with sufficient reliability for emergency
diagnosis [4, 5].

The main advantage of the device is the ability to use ECG shapes in patients with
pathology, which is ensured by the individual patient adjustment mode. In addition, the device
allows to differentiate ECG signals obtained during patient movement from signals of cardiac
emergencies due to the elimination of motion artefacts. In the presence of intense patient
movements, the device's power supply is switched to sleep mode, which significantly extends
the monitor's life [4, 5].

A mobile monitor for a cardiology patient, an electrocardiogram (ECG) block
containing an analogue-to-digital converter (ADC), a removable memory card, connected to a
microcontroller. The latter is distinguished by the fact that it additionally includes means for
generating SMS messages through a GSM telephone modem, a three-axis accelerometer, a
real-time clock, a USB port for communication with external devices, a common-mode
interference suppression unit associated with a microcontroller and an operational device
(RAM). At the same time, the ECG block contains two electrode arrays made with the
possibility of fixing and @ry 2 contact with the areas of the front surface of the cliesth
matrix contains two groups of electrodes, one of which is connected to -blease
interference suppression unit, and the other to the inputs of the operational amplifier, the
output of which is connected to the ADC through a filter. At the samme,tithe
microcontroller is designed to store individual ECG parameters of the patient in the RAM and
compare them with the ECG parameters of the current monitoring, taking into account the
ECG parameters, according to the established criteria. The EC@qiara are obtained in
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the absence of motion artifacts recorded by the 3-axis accelerometer, and if the ECG
parameters of the current monitoring differ from the individual ECG parameters of the patient
by more than the critical value, an SMS with a diagnosis is generated via the GSM modem of
the phone.

As shown in Fig. 1, the algorithm can be seen that in the presence of motion artefacts
registered by the 3-axis accelerometer, the microcontroller goes into sleep mode (p. 25) and
the ECG unit is turned off (p. 22).

When changing memory cards, ECG parameters are entered into the table, or an SMS
message with ECG parameters is transmitted (if a smartphone is used for data transmission)
from the moment the parameters are formed in p. 19. Note that p. 8 distinguishes which ECG
parameters determine the preferred duration of RR intervals, time and amplitude
characteristics of the QRS complex and ST segment.

P. 1, is responsible for the installation of a bodice-type suspension on the patient, with
the electrode matrices of the ECG block placed in the waist part of the bodice, connected by
flexible wires to the device body, on the walls of which are mounted a three-coordinate
accelerometer, a tactile vibration alarm and power buttons. The body itself is designed to fit
into a pocket of a person's waistband.

With the development of telemedicine, an acute problem has arisen in the manufacture
of tonometers that can be wirelessly connected to a PC or smartphone using a Bluetooth
channel or other suitable modem. The stages of using such devices are as follows [6]:

tdata transfer to a PC or smartphone;

*collection of statistics, the ability to analyse the collected data;

tderivation of trends.

The smartphone is used not only for data collection, but also for control with the
ability to view pulse wave graphs.

Each block and its purpose is described in more detail below. Fig. 2 shows the
functional electrical circuit of the complex for wireless remote monitoring of the human
psycho-physiological state [1-5].

The developed device can be divided into several functional blocks:

tsignal registration

+analogue processing;

+microprocessor block;

Fpower supply unit;

tvisual presentation of results;

tdata transmission block.

Conclusions.The work provides an analytical reviewszientific and technical publications

and patents on medical technology and biometric engineering in the field of monitoring the
physiological state of the human body with a view to further developing technical means for
assessing pathological changeghi@ human condition. The ways of building relevant devices
using wireless networks are planned.

The algorithm of operation of the system for remote monitoring of the psycho-
physiological state of a person using tissue electrodes is developed, and the functional
diagram of the complex for wireless remote monitoring of the psycho-physiological state of a
person is presented.

The results of this study can be used to create a system for monitoring a person's
condition based on their ECG.

The results of the study point to new directions for improving the electrocardiograph's
work.
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deevdeklx az\Z”» Hkgh\ghx f_Ihx jh[hlb } jhajh[dZ ijbkljhXxzZ*hZjllpfikdbg EhZ® h]
chlh ~hihfh]lhx [«hf_~bqggbo iZjzZf_lje\ "ey ih"Zevrh]lhehdZeglhom NZke e dIghne:
sh \ peehfm ieMbsblv ~hklh\ejgeklv ~eZ]ghklbdb lj_"klz\&bh_fBEe]lhjblf
"bklzgpecgh]h fhgelhjbg]lm ikbohneasheh]eqgh]h kd¥tim g&klbbb kngdpihddaz
kdhjhg_gv 1Z _e_dljhdZj**heh]leqgh]lh kb]gZem H"gbydh&l«kihjlkim[eadZI'bD\dbls _
a“hjh\fy ex”bgb } iheeir_ggy ydhkle ~eZ]Jghklbdb nmgdpahigmydedyv €€ hj
NeZ]lghklbdb fh eb\h reyohf jZggvh]h \byle _ggy \nmaldep g msZ gdyjfb<€dhfh s
gbge gZ[bjZz} ihimeyjgeklv \bdhjbklZggy 1Zd a\Zghjlth I©khemZghth& k\n]jmgg-
Zelhjblfe\ h[jh[db _dki_jbf_glZevgh hljbfZgb&dkbhlgZevydhiljj[gZjdZ ~ey hpec
“hklh\ejghkle jhaieagzZ\Zggy e+gnhjfZlb\gbo njzZ]f_gle\ Ihglgihn kragbflejm ~
ahk_j_~"_gbo gZ pbo njz]f_glZo Z 1Zdh" jy"m egrbo ihdZagbde\

Dexgh\e keh\Zelhjblf kbkl_fb gzZklhlz k_jp_\bo kdhjhg_gv _e_dljhnea-
_e_dljhdzjnreh]ljzfz fedjhijhp_khjgbc [ehd fed¢lydbdghbelhjjbgbklZgpe
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This work addresses the pressing issue of ensuring reliable informpatitattion amidst
increasing data volumes and rising numbers of cyber threats. Tnatlitoyptographic
systems, while generally reliable, may prove vulnerable to new typmataoks, especially
guantum ones. This highlights the need for exploring and researching masilient
encryption methods. The work proposes a hybrid cryptosystem timdirees the McEliece
system with the RSA encryption algorithm. This approach levethgesdvantages of both
methods: the high security level of RSA, based on the difficdilfgatoring large numbers,
and the resilience of McEliece to quantum attacks due to the complexitgcotlidg
arbitrary linear codes. A distinctive feature of the proposed hybrid syistéhe use of
Galois fieldsGF(p) for all operations, which provides an additional layer of protection and
flexibility compared to traditional systems based on binary numeral systéhes.
integration of two asymmetric cryptographic algorithms, whose resiliendmsed on
solving different mathematical problems, enhances the reliability angrityeof the
proposed system. The use of a common parametarkey generation also simplifies key
management and expands the key space by a factor This solution combines error
protection with cryptographic security, making it a powerful tool data protection in
environments with potentially unreliable communication channels. The reseaicted
as part of this work focuses on analyzing the effectiveness andtgeaxfuthe proposed
hybrid cryptosystem. Special attention is given to characteristics suchelatbver
information transmission speed, ciphertext length, key size, and resistaaryptanalysis.
The results demonstrate the advantages of the hybrid system comparedgteach
algorithm individually. The findings could form the basis for furtlmvelopment of
cryptographic methods for information protection in the face of nmotieeats.

Keywords: McEliece cryptosystem RSA encrygion algorithm finite fields of Galoig
hybrid cryptosystenresistance to cryptanalysis

Introduction. The modern world is increasingly reliant on robust information protection
methods that ensure data confidentiality, integrity, and authenticity. tihétdevelopment of

digital technologies and the increase in data volumes transmitted through open
communication channels, there is a need to improve existing cryptographic systems. One
promising direction in cryptography that can provide the necessarly déws=curity with
enhanced efficiency is hybrid systems that combine the advantages of different encryption
algorithms.

Traditional cryptographic systems can be vulnerable to new types of attacks,
necessitating the development of more resilient encryption methods. Furthermore, many
existing encryption algorithms are considered vulnerable to quantum computers. Therefore,
researching and developing cryptographic methods that are resistant to both classical and
guantum cryptanalysis is a pressing task. The solution to this problem is possible through the
integration of the McEliece code-based cryptosystem and the asymmetric RSA encryption
algorithm, which allows for the creation of more robust, flexible, and efficient cryptographic
solutions that meet modern information protection requirements.

In particular, the combination of RSA and the McEliece cryptosystem using Galois
fields GF(p) and arithmetic operations in these fields is a promising approach that allows the
advantages of both methods to be combined, enhancing encryption efficiency and resilience.
McEliece, due to its resistance to quantum attacks, and RSA, based on the complexity of
factoring large numbers, form the basis for an effective hybrid cryptosystem.
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Analysis of research and publicationsComgdiance with data protection standards requires
the implementation of the most advanced encryption methods, driving the research and
adoption of new cryptographic techniques. The use of open communication channels for
transmitting confidential informatiorstoring data in digital environments, the increase in
cyberattacks, and information misuse create additional requirements for data security. Hybrid
cryptosystems, which combine the robustness and efficiency of various encryption
algorithms, can offer optial solutions for enhancing security and efficiency under these
conditions.

The security of most widely used cryptosystems is based on the difficulty of solving
specific mathematical problems, such as the factorization of large numbers, discrete
logarithms, the use of cryptographic hash functions, lattice-based methods, and others [1-4].
Code-based cryptosystems have limited practical application due to implementation
complexity and key sizes. However, given the capabilities of quantum computers, particularly
their computational speed, these cryptosystems represent a promising and rapidly developing
field [5-8].

The potential applications and development of hybrid cryptographic systems are one
of the important areas of research [9-11]. Traditional encryption methods, although quite
reliable, can become vulnerable to new types of attacks. Hybrid cryptosystems provide greater
resilience and information security by leveraging the strengths of traditional methods while
compensating for their weaknesses. This underscores the necessity of exploring and
researching alternative and hybrid cryptographic systems.

One of the most studied cryptographic systems is the McEliece scheme, based on
error-correcting codes [12-17]. It is known for its ability to control and correct errors in the
channel and its resistance to attacks. The system is based on an encryption method that uses
matrix multiplication to create keys. The main idea is to use linear codes for encryption,
where the generating matrix of the cd@es multiplied with random matricésandP, which
form the secret ke@', to create the public key. This approach ensures data security based on
the properties of linear codes and the complexity of recovering the secret key. Qecodin
requires the use of complex algorithms, the complexity of which grows exponentially with the
key size. This problem is considered NP-complete, as there is no efficient algorithm that can
find a solution in polynomial time. This makes McEliece resistant to many classical
cryptanalysis methods, including potential attacks using quantum computers.

An analysis of the sources allows us to conclude that the search for new data
protection methods in the context of post-quantum cryptography, which is based on new
mathematical constructions such as code superpositions, is becoming a relevant alternative for
future information security.

Typically, hybrid cryptosystems combine the efficiency of symmetric encryption with
the security of asymmetric encryption [18-20]. These systems use the best characteristics of
both methods to protect data exchange over potentially insecure channels. Combining two
encryption approaches, based on different mathematical problems and methods, will provide a
higher level of security. Specifically, McEliece uses encoding based on linear codes, while
RSA employs asymmetric encryption based on the difficulty of factoring large numbers int
primes. The security of RSA may be threatened by the development of quantum computers,
whereas McEliece is considered a post-quantum system. The complexity of decrypting both
cryptographic systems grows exponentially relative to the key length, which is considered an
NP-hard problem.

The combination of the McEliece cryptosystem and the RSA encryption algorithm
demonstrates significant potential for ensuring a high level of security in modern cyber threat
conditions, as each of these algorithms has its unique advantages: McEliece's resistance to
guantum computing and RSA's resistance to classical attacks. The use of characteristics and
operations in the Galois fiel@F(p) further enhances the efficiency and security of the hybrid
system. This approach will provide an additional level of cryptographic protection for use in
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information security systems and represents a promising direction for research.

The aim of this work is to enhance the reliability of data encryption systems by
integrating algorithms whose robustness is based on solving different mathematical problems.
Hybrid Asymmetric Cryptosystem The proposed hybrid asymmetric cryptosystem is based
on the principlesof data encoding according to the McEliece scheme using the algebraic
structures of Galois field&F(p) and the RSA encryption algorithriihe modified McEliece
cryptosystem irGF(p) includes the following sted42]:

1. Key Generation. Selection of the Generating Matrix G. The dimension of G
corresponds to the length of the codewdddi,Qwheren = k + r, k is the number of
information symbols, andis the number of check symbols. AD T @ermutation matri® is
used to reorder the symbols in the codeword NA decret matrixS is chosen from the
elements of5F(p) and is used for additional mixing of the message symbols before encoding
them. The public ke’ is computed as follows:

)" L 5)2a

2. Encoding the original messageby transforming it into the codewordusing the
public key matrixG":

T LI) &

3. Message Transmission. To provide additional protection, an error \eector be
added to the resulting codewaxdIn this case, it can be considered an additional one-time
secret key. The weight of the error may exceed the boundari€s-(@f) since arithmetic
operations performed during decryption include normalizing values to the lim{Ed=(@f).
However, it will determine the complexity of decoding the corrupted codewoiidhe error
correction process uses the principles of the McEliece system, based on the Hamming error
correcting code.

4. Decryption. Upon receiving the codewodd which contains an error, the private
keys P' and S, which are the inverses of the matrid@sand S respectively, are used for
decoding, wher&'is computed in the Galois fietdF(p).

5"L?81K@ .L;

Restoration of the original message

| L T" 2" 5"a

Using the Galois Field5F(p) in the McEliece scheme offers several advantages
compared to traditional implementations in binary numeral systems. Operati@S(j)
require fewer computational resources compared to operations on binary strings in a binary
system, which is crucial in cryptographic applications where computational efficiency can be
critical, especially for large message lengths. USgp) allows for a larger key size without
compromising resistance to attacks, thereby increasing the amount of information that can be
transmitted using the McEliece cryptosystem while maintaining the same level of security.

The RSA encryption algorithm includes the following stgs

1. Key Generation. Select two large random prime numbprandg. Compute the
modulus n as the product pandq:

J L L.® M

Computing the Euler's Totient Functian J; L :LF s;:MF s;a

Choosing the public exponeat which is an integer satisfying the conditienO A O
1:J;and is coprime with :J;.

Calculating the private exponethais the multiplicative inverse of e moduia J;.

@ ® A sk K@arn
2. Encrypting the messageinvolves computing the ciphertext.
? L PIK@3a
3. Decryptingc involves computingn:
| L*AK@;a

The RSA algorithm allows for secure encryption and decryption of messages using the

public (e, n)and privatgd, n)keys.
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The integration of the modified McEliece cryptosystem, based on linear codes in the
Galois FieldGF(p), and the RSA encryption algorithm is realized by using one of the RSA
modulesp, g, or their produch as the size of the field. Usimgas the maximum value for the
Galois Field parameter in McEliece means that the m&mcan include elements that are
components oiGF(n), thereby increasing the complexity of encoding. This significantly
expands the dictionary from 0 tel, representing the set of possible keys or matrices used for
message encoding and decoding. It also allows for the use of more values to represent data in
constructing more complex and resistant cryptographic systems.

The algorithm of the proposed hybrid asymmetric cryptosystem based on codes is
provided in the figure. 1.

( begin )
I

) mSGP, private_key

( begin p*q

Z I
n = len(message)

message, len(mSC

p, q result =[]
public_key, private_key = K c \
Rsa.generate_keys(p, q) '
| sum =0

[
inverse_matrix =

matrix_mod_inv(matrix, p*q)
matrix = generate__ ‘

random_matrix(n, p*eL) C begin ) / an

_ inverse__matrix_: message, public_ke
matrix_mod_inv(matrix, p*q) SGP. n'a

A
K i..len(messaggi..n \ \ D
I

result.append(sum % p*q)

n = len(message)

|
| €

/

sum += array[j] * matrix[j][i]
I

\

inverse_matrix
not null

message.rsa_encrypt(messagi

public _key) :
I
genmatr=hamming_generatof
. A C
matrix(n)

[ I I
i Wi ; hem_code=LHC.correct_hamn

matrix_with_single_one, mGSH = - —

inverse=find_invertible_matrix n en(:nessage) g_code(result, p*q)

o

(Ien([rnSG))

SG=multiply_matrix_matrix_

yes

\

/

mod(matrix, genmatr, p*q)

SGP=multiply_matrix_matrix_|
mod(SG,matrix_with_single_orf

1
mSGP=multiply_array_matrix|
mod(mSG, matrix_with_single |

I
messagel[i]=(Rsa.rsa_decrypt(i
multiply2[j]),private_key))

p'q) 2 )
T : \ I / \ EI
SGP,public_key SGP message
[ I I
o D D
Key Generation Encryption Decryption

Fig. 1. The algorithm of operation of the hybrid cryptosystem.

For demonstration of the algorithm provided, let's consider an example. Let the

plaintext message:
m=9,5, 11, 28.
1. Encryption using RSA:
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p=7;0=13;n=91; n &72;e=5; d=29.
The encrypted message:
m'= 81, 31, 72, 84.
2. McEliece Encoding. Private Key Generation:
resrrrr
srrrrrr

SSSrrrr SWU UW' S rrrrrsr
y L Strssrr 5 Ztwixszst 2 Lrsrrrrr
I Srsrsr ztuxvrzt
rrrsrrr
Ssrsrrs tvss{ {
rrrrrrs
| rerrsrr
Public Key:

urszz{uysswuw
tszxw{wxstztsz
tt Xxyszuxztztvr

vit{vvss{ tv {

As a result of encoding, we obtain the message
o=3,9, 16, 35, 43, 29, 22.

)" L

Adding an error vector
e=00210000.
We obtain a message corrupted by errors
0%3,9, 37,35, 43, 29, 22.
3. Decoding. Computing the inverse matrices S and P:
rsrrrrr

rrrsrrr
srrrrrr

2" Lrrrrsrr
rerrrrs

rrsrrrr

rerrrsr
Restoring the order of symbols in the message = 37, 3, 29, 9, 35, 22, 43

Determining error position by recalculating and comparing parity symbols:

wztwut
s Xtxr

yxv{zyv{
usz{tuuv

50 L

j 16 37
j 3 3
j 9 9

As a result, we obtain the binary error position value 100, which corresponds to
position 1. In this case, no correction is needed since this position contains a parity symbol.

Information symbolsm'S =81, 31, 72, 84.

4. RSA Decryptionm=29, 5, 11, 28.

The proposed hybrid asymmetric cryptosystem provides additional protection and
complexity against cryptanalysis. Combining systems based on different mathematical
principles, notably McEliece utilizing coding theory in the Galois fi€&é(p), where
operations are performed on field elements, while RSA employs modular arithmetic
operations with large prime numbers, complicates cryptanalytic attacks and ensures a high
level of security.

McEliece and RSA serve different application scenarios. McEliece is known for its
resistance to lattice-based attacks and quantum computers, whereas RSA is efficient for
encrypting short messages and digital signatures. Combining these two methods preserves
McEliece's resilience while leveraging RSA's efficiency for rapid encryption of short
messages.

The ability to choose the field size provides flexibility in configuring cryptographic
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parameters, as the values pfand q depend on specific security and system efficiency
requirements. This enables achieving optimal efficiency in cryptographic applications.
Research of the Proposed CryptosystenComparing the efficiency of cryptosystems, we

will use criteria such as relative transmission speed, ciphertext length, key size, and resistance
to cryptanalysis for each variant.

Relative transmission speed - the ratio of useful information volume to the total
volume of transmitted data per unit of time, including all overheads associated with
cryptography [21].

For the McEliece scheme, which uses Hamming codes to ensure cryptographic
security, the plaintext size Isbits, and the ciphertext size xs wherex > k. Efficiency is
determined as follows:

' Qaljgc ale _Ta

This indicator characterizes the degree of utilization of error-correcting code
information capabilities in sequences of lengthFor the McEliece cryptosystem in the
Galois fieldGF(p), Emceiiece IS defined similarly as the ratio of information quanttyo the
length of the codeword

For the RSA algorithm, the relative data transmission speed is determined by the ratio
between the key sizeand the size of the original mess&dats. A larger key size allows for
encrypting or decrypting more information simultaneously

' E]o L— a
J
The size of the plaintext is limited by the modulus sizm, i.e., k < n, and the
encrypted messagewill be almost equal to the size of the modutusTherefore, the data
transmission efficiency approaches 1.

Table 1 presents the results of conducted research reflecting the relative data
transmission spedt at different values of plaintektand encrypted message

Table 1

Relative Data Transmission Speed

k X EMcEliece EHybrid
4 7 0,571429 0,571429
11 15 0,733333 0,733333
26 31 0,83871 0,83871
57 63 0,904762 0,904762
120 127 0,944882 0,944882
247 255 0,968627 0,968627
502 511 0,982387 0,982387
1013 1023 0,990225 0,990225
2036 2047 0,994626 0,994626
4083 4095 0,99707 0,99707
8178 8191 0,998413 0,998413

The relative transmission speed allows you to understand which part of the key is used
for information processing, and which part is used for additional operations to ensure the
security and reliability of the cryptographic process. From the data in Table 1, it can be seen
that ' £63,r @B za1 6 aAre inferior to' ¢ . due to the redundancy associated with the use
of error correction codes. However, as the size of the plaiktexteases, the efficiency can
increase, since the control characters occupy a relatively smaller share of the total volume of
transmitted data.

Figure 2 illustrates the data obtained as a result of studies of the relative speed of data
transmission at different lengths of input and output messages for different encryption
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algorithms, while for McEliece and hybrid systems, the condition was taken into
accountt® Q GE NE s

1E -
0,8
0,6 —— RSA

McEliece

0,4 Hybrid
0,2

0 T T T T T T T T T T 1

8 16 32 64 128 256 512 1024204840968192 X

Fig. 2. Change in the relative speed of information transfer when the size of the message
changes

From the obtained data, it is evident that both for the McEliece system and the hybrid
system, the relative data transmission speed increases with the size of the message. This
means that the larger the amount of data to be transmitted, the closer the efficiency
approaches 1, which is a desirable property of a cryptographic system.

The key size is a critical parameter that affects cryptographic strength, computational
speed, memory usage, bandwidth, energy consumption, and key storage security. Balancing
these aspects is important when choosing the optimal key size for a specific application. Key
parameters in McEliece depend on the parameters of the code used, such as the number of
rows r and the number of columrnsof the generator matrig', as well as the size of the
elements in this matrix.

oupulsdpH G HHKE
wheren is the size of the field in which the elements of the m&tiare defined, in particular
for classical McEliece=2 for binary fields.

The size of an RSA key is typically determined by the length of the modultubits,
which is obtained by multiplying two prime numbgrandq:

eio L HK@ H M

In Table 2,data is provided demonstrating the size of key ddta transmitting data

m = 4 symbols at various field sizas

Table 2
Size of keys
n LmcElice Lrsa LHybrid
35 28 6 174
221 28 8 232
899 28 10 290
1517 28 11 319
7387 28 13 377
10403 28 14 406
145157 28 18 522
826277 28 20 580

The analysis showed that the size of the McEliece key does not depend on the value of
n, it remains constant at 28 bits. The size of RSA key data increases withensure
necessary cryptographic strength. The hybrid system combines elements of McEliece and
RSA, explaining the increase in key size. This indicates that the system adapts to changes in
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n, providing corresponding cryptographic resilience.
Figure 3 shars graphs depicting changes in the key size of the cryptographic system
for encrypting the output message4 depending on.

L
5,12E+02 —
2,56E+02
1,28E+02
6,40E+01 RSA
3,20E+01 McEliece
1,60E+01 Hybrid
8,00E+00
4,00E+00
2,00E+00

1,00E+00 \ \ \ \ \ \
35 221 899 1517 7387 10403 145157

n

Fig. 3. Key Size Variation

Increasing the field size leads to an increase in key length for the RSA and hybrid
cryptosystems, which indicates a higher level of security since larger keys make cryptanalysis
more difficult. The constant key length of McEliece indicates limited adaptability of the
classic McEliece algorithm to changes in field size. The hybrid cryptosystem demonstrates
greater flexibility and adaptability to changes in field size, which can be behéficia
environments where security is critical. It offers a balanced solution, providing enhanced
cryptographic resistance by increasing key size, but it requires more resources for
computation and key storage.

The security of the hybrid cryptosystem is determined by the security of each of its
components. To perform cryptanalysis of such a system, one needs to attack both McEliece
and RSA. The most effective algorithms for this are Grover's algorithm [22], which can be
used to attack the McEliece cryptosystem by searching for function roots or decoding sets,
and Shor's algorithm [23], a quantum algorithm that allows for efficient factorization of
numbers in the case of RSA.

The McEliece system is based on the use of error-correcting codes. Grover's algorithm
can accelerate the search for an element in an unordered set, reducing the cofmmexity
exponential 1 : t*:to 1:t & due to quadratic speedup. This means that the complexity of
the attack

6
beouruloddtap
will be significantly reduced, but still remains very high, making McEliece secure with large
key sizes.
The security of RSA largely relies on the computational difficulty of factoring the
numbern for classical computers. Shor's algorithm can factonzeto prime factors in
1::H KX’ which makes RSA vulnerable to quantum computers. To assess the resistance of
RSA to atack
6o L 17 %",
one can use the polynomial complexity of Shor's algorithm for factorization.
The resistance of the hybrid cryptosystem to quantum attacks can be evaluated as a
combination of the resistance of each component:
6Lw‘ngr 6Qa|jgcaEa 6o
Bwopgh L::HKCHL:t 6
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To decrypt a message in the hybrid cryptosystem, it is necessary to attack both
components, as each performs different functions in the encryption process. First, the message
needs to be decoded to remove the code redundancy introduced by the McEliece scheme, and
then the result is decrypted using RSA to obtain the original message.

Table 3 presents the assessment of the cryptographic stréngththe systems for
encrypting source data = 4 characters at different valuesnof

Table 3

Cryptographic Strength of Cryptosystems Against Attacks

n TMcEliece Trsa THybrid
35 1,638E+04 1,349E+02 1,547E+26
221 1,638E+04 4,723E+02 8,308E+34
899 1,638E+04 9,447E+02 4,460E+43
1517 1,638E+04 1,180E+03 1,033E+48
7387 1,638E+04 2,122E+03 5,548E+56
10403 1,638E+04 2,376E+03 1,286E+61
145157 1,638E+04 5,042E+03 3,705E+78
826277 1,638E+04 7,595E+03 1,989E+87

The security of McEliece remains constant at 1.638E+04 regardless of the vaJue of
indicating the invariability of the key size. For the RSA system, the security increases with
the increase im, reflecting the dependency of RSA's strength on the size of the modulus. The
hybrid system demonstrates the highest security, achieved by combining both systems.

Figure 4 shows the graphs of the cryptosystems' resistance to quantum attacks.

T
1,00E+60
1,00E+55
1,00E+50
1,00E+45
1,00E+40
1,00E+35
1,00E+30
1,00E+25
1,00E+20
1,00E+15
1,00E+10
1,00E+05
1,00E+00 n
35 221 899 1517 7387 10403

Fig. 4. Cryptosystem security as a function of n

RSA

McEliece
Hybrid

The hybrid cryptosystem demonstrates significantly higher cryptographic strength
with increasing key size n compared to each algorithm individually. The combination of the
effects of both systems allows achieving a high level of protection.
Conclusions.Both systems, McEliece and RSA, have a long history of scientific research and
applications. Their cryptographic strength is based on different mathematical problems:
McEliece relies on coding theory and combinatorial theory, while RSA relies on number
theory and factorization. Combining them through the shared use of thervaloes not
contradict the mathematical principles and capabilities of both systems and also simplifies
cryptographic key management.

These cryptosystems are known for their high resistance to various cryptanalytic
attacks. Their integration allows for an increase in the key spandiimes and complicates
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approaches to breaking the ciphertext. RSA is used for encrypting short messagesaind digit

signatures, while McEliece works well for long messages and is highly efficient in handling

error correction codes. Integrating these systems allows for combining their advantages to
ensure comprehensive information protection.

The conducted studies reflect important aspects of the efficiency of the proposed
hybrid asymmetric cryptosystem based on codes. As the message size increases, the
efficiency of data transmission increases, which is an important aspect for ensuring the speed
of information exchange.

The increase in cryptographic strength of the proposed system with the increase in the
Galois field size compared to the classic McEliece cryptosystem underscores the importance
of the key length in cryptographic systems and their ability to protect information from
FU\SWDQDO\WLF DWWDFNV 6SHFLILFDOO\ LQFUHDVLQJ W
times higher cryptographic strength, while changing the key data by 20 times results in a

7 8 times higher strength. This emphasizes the importance of key length in relevant
cryptographic systems and their ability to protect information from cracking attables.
proposed hybrid gptosystem allows for significantly improving data security by combining
the advantages of both systems: McEliece provides the basic level of encryption and error
correction, and the additional RSA protection enhances the overall resistafde %S0 E
1::HKE',
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Jh[hlZ ijbk\yq_gZ \bjer_ggx ZdIlmZevgh€ aZ”Zqes aZ[_ai_q_g€y\gafhchdh]h :
a[eevr_ggy h[ky]e\ *Zgbo 1Z ajhklZggy dej&vdipkigddjijalh]jEasqgs kbkl_fb ol
Ahkblv gzZz”frecgbfb fh mlv \by\blbky \jZahthfEIZH ghkbpeb\h ~h d\Zglh\bo
ierdj_kex} g_h[oergeklv ihrmdm 1Z ~hkee”" _ggy [*evr gbyxdbd fhlhbPee\ r|
aZijhihgh\zgz Je[jb”rgZ djbilhkbkl_fZ sh ih}*gm} kbkf_fmnjoF\(@OglgyFb6$Z Ze
LZdbc i*"o*” "hal\hey} \ibghybkdzhpho f_Ih~e\ \bkhdbc je\_gv [_ai_db 56% a
kdez~ghkle nzZdlhjbazp+€ \_ebdbo gbk_e 1Z klecdeklva@k{QdiH KideZh gh\a g
A dh"m\Zggy “h\eevgbo esgecgbo dh”e\ Hkh[ebVWVghe€ &Dif§hihkg G\ Xghdeyd kljb
ihee\ =Z@H{PX "ey \keo hi_jZpec sh azZ[_ai_gm} “h~Zldh\bc je\_gv aZobklm I:
Zkbf_ljbggbo djbilhZelhjblfe\ klecdeklv ydbo [Zam}Ivizy _§ZIb\dgbro gag2” Z-p g
aZ[_ai_gm} ie"\bs_ggy gZ”ecghkle 1Z \Egh€dkbhIZiffhihgihdhjbklZggy Kiee
iZjZf_1jZz Q "ey ]_g_jZp+€ dexqge\ 1Zdh" kijhsm} mjixZ\leebgyybdbib QZj41laa¥YbLZ
jer_ggy ih}~rgm} \ kh[e aZobkl \¢~ ihfbehd 1Z djshhjhiZimleggcrh]fi_ahlrdigbf
egkljmf_glhf ~ey aZgbklm mfh\Zo h[fegm egnhjfZpe}x g_j_a ihl_gpecgh g_
i_j_""Zqe >hkees""_ggy ijh\_~_ge \ jzZfdZo jh[hlb Kkijyfh\Zg|gZ[_AgZebda
aZijhihgh\Zgh€ Je[jbrgh€ djbilhkbkl_fb HkhyEu\Zf m¥4Zdlijptleebdghikgad \~
r\brdeklv i_j_~Zqe egnhjfZpe€ ~h\'bgZ rbnjhl_dklm h[ky] dekg&®-laZmKklecec
J_amevlZlb ~_fhgkljmxlv i_j_\Z]b J]e[jbrgh€ kbkl_fb m gifjeddyghdhea \bd
Zelhjblfe\ hdj_fh

Dexgh\e kehd¥bilhkbkMcEliece Zehf rbnjm\Zg§4& kdegq_ge ihey =ZemzZ ]e[jl
djbilhkbkl_fzZ klecdeklv “h djbilhZgZeesam
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Peeekgeklv egnhjfZpecgh]h adtdgl f@bmjh\h]h ah[jZ  _ggy sh
jhaley”~z}lvky \ jh[hle } h~gb¥ @h]ljbdzZjoles _ditlgibf a
gZcihrbj_gerbo gZ kvhlh~ge IZ 1Zdbf sh e_]Jdh j_Zlegmmdbvwky aZ ~hihfl
liZnegqgbo j_"Zdlhje\ 3KRWR6KRS *LPS |Z egtihkitrkigla\ nZevkbnedz
peeskghkle pbnjh\bo ah[jz _gv } mtihfhgtihlg_ ah[jZ _ggy
kiI\hjx}lvky a ~_deevdho G_ ~bleygbkv gZ |_ sh az”~¥qZ \by\e_ggy
ij_ " _Ihf "hkee”" _ggy \g_gbo \ ][Zemae+ sgnhjfZpecdm€ \\h@Z db ih \kvh
aZebrz}lgk9ya\bggh ZdilmZevghx gZ kvh]hihgedrgeyadd gkl ZHhqg

\bjer _ghg_ ekgm} mge\ _jkZevgbo _dki_jlgbo flelu”4\ | ydilm\zAlfthaes gZ
gZy\geklv ©dmhiE2 gZkhdgeb cdb myphfm \biZ~dm nhlhfhjgfZ m

Ihlh _n_dlb\geklv skbmxghloljf [m} i "\lgZ\glgey\ h[f_"_gbo mfh\Zo

€0 aZklhkm\Zpgptyle ij_"~klZ\e_ghbegplgtfeZzevgbc kimkigylgbc

f_Ihr ydbc gZ hkgh\le ZgZeeam \eZklb\hkl_c mzhpprogdltk_erbo kbg]
[ehde\ sh klz\blvky m \«Zhbggbkihlhah[jZz ywgrZ} afh]m
\erhdj_fblb hjblegZevg_ ah[jZ _ggy \*” 1Zdh]h peBekgdklv ydh]h ihjm
ehdZeesam\ZIlb h[eZklv sh feklblv ¥ &khktb@hdegcdhh® ah[jZ  ggy
lj_~klzZ\e_gbc f_Ih~ [Zam}lvky gZ \klZgh\eZgbmo\hkfegbahllkbype \e
gZcf_grbo kbg]lmeyjgbo gbk_e [ehde\ “ey pbnjh\bo ahfjZz° _gv sh al.
jeagbo nhjfalao\ljZzIZfb 1Z [_a wHZlagZcreb k\h} \e*h[jZ  _ggy \
aZijhihgh\Zghfm \ jh[hle f _Ih~e \erhdj fe _ggy ah[jEZogv \ jeagbo
a[_j_"_ggh fh _ \bdhjbklh\m\ZIbky yd hdj_fh 1Zd « ydhkdeZ~h\Z jhaj
f_Ih m \by\e_ggy nhlhfhglZ " m m \biz*dm dheb bBbhpjZqg_ggynZevkbnedh
kdez~zZ}Ivky a gZklbg ah[jZz _gv a[_j_ _gbo aklzglinieb gh [s& \IjZI
aZijhihgh\zgttki_jogf_Ih~ az[_ai_gm} i**\bs_ggy _n_dlb\ghkle ijhp_}
\by\e_ggy nzZdIlm gZy\ghkle nhlihfhglZ " m \ ihje\gyggZeahkimfgZkgbf f_Ih~
Dexqgh\e kehdZnjh\_ ah[jZ _ggy nhlhfhglzZz®~ kbglmeyjg_ qgbkeh fZI
gZcf_grbo kbg]lmeyjgbo gbk_e \de_cdz

<klmilgnhjfZzpecgZ kn_jZ kvh]h~ge klZeZ [Zah\hx "eyknhp\bldm
ex"kvdh]lh :blldhghfeqgh€ iheeslbqgh€ ~"biehiflbpxgh€gdhsh >
gZkeerdhf pvh]h tblZgeh aZobklm e<ghhhtghb€a gZcZdimZevger
iblzgv g_ leevdb kmbgzZkgh€ kgzqZckghlh “bllyHYgdsfelmfrdjbl_je€\
aZobs _ghkle egnkEpZepr«) dkdtn ihey]Z} \ IThfm sh egnhjfZpey g_ f
fhrbnedh\ZgZ g_Z\lhjbah\Zgbf dhjbkIim\zZqg[2(3.s :2[h kpheZ Kkdn f
egnhjfZpecg_ ithe_ yd ijZ\behZgdec gpeeZ2kg]tlzkle pbjdmexxgh€ \
egnhjfZzdp€ sh ijb\hr_ "h ZdimZevghkle gZy\ghkle &Zki\f*éy Ze]hj
~n_dlb\gh]h \e~hdj _fe_ggy hjb]JegZevgh]h dhgl_glm \e¢A afeg
ahdj_fZ pbnjh\bo ah[jZ  _gv sh jha]Jeyw ZldlkyZ\e ytlg[skllv ey gZk
dijblbggh«® gZk \ecgb NMjhlbEFh] ke€ It¥kehinhjfZpecgh€ \ecgb s
jha\_jgmez -@jl4€kdjhrbjxxqgbjeaghfZgiglh \¢e®* hnbddk\elh\hfm
egnhjfZpecghfm ijhk\njjBhydobkl\hj¥ob[gmy\egywjhamfegpdy\gbo
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ihNec |Z €0 j_amHEvpgde\a gZcihrbj _gerbo gZ kvh]h~rge 1Z 1Zdb
j_Zeeam}lvky aZ “hihfh]hx <kgmxqgbo ]jZneqgbo j_"Zdlhje\ 3K
kihkh[s\ nZevkbaidigper€ggy peeckghkle pbnjh\bo ah[jZZ gv } 1
jbk dheb h”g_ pbnjh\_ ah[jZ _ggy PA KkI\hjIvkyG a ~_d
"bleyqbkv gZ | _ sh azZ~ZqZ \by\e_ggy nhlhfhglZz m }dgpo*f_Ihf
]Zemae egnhjfZpecgh€ [_ai_dbyidaXkVvhkimm\kbelmijb pvhfm jeaghfZz
| _hj_bgge fZI_fZlbggqZabkbBbkdj_ Ig_ \-c\p INhj_ggy =+ ]Jbklh]jzZfb
"bkdjbfegZpecgbo jh[Zklgbo -chihXe@dblogpl) fh”_ev a]hjldh\h€
g _cjhggh€ f[5/@ *\eZklb\hkle iZjzZf I|je\ ghjfZevgh]h kbg]lmeyjgh
[ehde\ fZIljbpe] Psh>\hgZ g_ } hklZlhggh \dpjerkgd mge\_jkZevc
_dki_jlgbo f_Ih~e\ yde \ afhas\agB\g¥yrgtkthjimOgmEh gZklbghb
\de_cdpmmiydhfm \biZz*dm nhihfhgllh]lm ~ _n_dlokdgmkiagfb dh e\

ihlj _[m} ie"\bs _ggy

Jbk lexkljzZpey aZklhkm\Zggy "“ey PA nhhjbHggZewg-Z P
j_amevlzZl ijh\_"~_gh]lh nhlhfhglZ ™ m

F_IThx jh[hlb } ie"\bs _ggy _n_dlb\ghkle ijhp_km \byle gg
peeekghkle pbnjh\h]h ah[jZ  _ggy reyohf jhajh[db f _Ih"m \
nhlihfhglZ ™ m

>ey "hkylg_ggy ihklz\e_gh€ f_Ib \ jh[hle \@FZYAoxlvky gZklImi

1. <bagzZqgblb 1Z h[%jmgIm\ZIlb ~"hpeevgriivdEhl kilZI\ddgkyhm
\eNih\ergeklv PA "ey \badhjjio kjilZm gk _dki_jlbab phé¢pXkghgkdy

2. >hkee"blb IbéEkI*Z]I_fZIbggh[§}dIimbagzZg_ghlh \ &s&a”rzZq-
klZ\blvky m \e~ih\ergeklv PA

3. GZ hkgh\e \klZgh\e_gbo YeZzkib\bgyhdfi}divbagzZzqg_ghlh \
az”"Zqthajh[blb f_Ih” \erhdj_fe_ggy PA \ jeagbo nhjfzZlZo a[_j_~
Iz [_a Zlj

4. Jhajh[blb f_Ih® \by\le_ggy nhlhfhglZz m "ey \biz"dm dt
feklblv qZklbgb PA \ jeagbo nhjfZlZo a[_j_~_ggy
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5 1jh\_klb hpegdm _n_dlb\ghkle \ Ihfm qbkees ihje\gyevgm |
\by\e _ggy nhlhfhglZ m

H[{f}dIhfhkees"" ggly[hleijhpkb ihjmr_ggy peeckghkle PA

lj_~f_Ihf*hkee”" _ggy } f_Ih~b \by\e_ggy nhlhfhglz " m \ PA
Jhajh[dZ_Ih"me~rhdj fe _ggy pbnjh\bo ah[jZz _gv \ jeagbo n
al_j_ _og#klzZggef gqZkhf i _j \Z gZ [sevreklv f_Ih"P\A dENjZix x|V
pbnjh\h]lh ¢4 Hehdh\bfb Ih[lh 1Zdbfb sh a”eckgxxlv ZgZe
ah[jZ _gdx¥”*jih[ehdh\h ihi_j _~gvh ijpthhyggma[b\dm fZljbpe
ah[jZ _ggy QZkletp aXkl@g"ZjlgZ jBRX\GZ i_j_keqge d\Z"jZIge [
hrgh]lh jhafejm ohqgZ p_ g;ehfm\gyafjh\idz ah[jZz" _gv fZ} k\h€ i
hkgh\gZ a ydbagZqgZ h[gbkex\ZevgZ kdezZ~"geklv >eckgh yc
pbnjh\bc dhgl gl ah[jZ _ggy ndd-fZNep hx aydzZ ihi_j ~gvh jha]
gZ 9g_i_j _Kedgehdb Ih g_aZe_ "gh \e* ki_pbnedb kZfh]lh Ze
h[gbkex\ZevgZ kdezZ”geklv [m”_ \bagZqgZlbky deevdeklx [ehde)\

kun uM® op
EARA

hi_jZpeck 2deevdeklv hi_jZpec ey h[jh[dyd*gh}hd [¢b bud\e "
jhafejm BAtpeeZ qZKlBgZj]mf glm <jZoh\g&x\qb* \bs dki_jlbaz |

\ jhajh[ex\Zghfm f_Ih~e i_j ~[ZqZ} ihi_j_"~gx jha[b\dmjZligkh fZI
g_i_j_kegge [ehdb hrghk]hh[h&dfeijm ~[ZqZ}IvkyhagllZ nhhfm}lvky
gZklmigbf gbghf <bdhjbklh\mxlvky "\Z PA \ jeggho anljf&Z\ZjaZla[
HA"g a gbo \¢”~e]jZ} jhev hkgh\ghlh Z ~jm]_ 1Zdh]Jh a ydh]h
i _j_ghkblvky gZ i_jr_ ah[jZ _ggy kl\hjxxgb gZ gintfmhea £ tleramxq
jbk >ey \byle_ggy j_amevlZle\ nhlhfhglZ ' m \ [Zdbo fmfh\Zo d
gZy\geklv egkljmf_glm 7~ey \e~"hdj fe _ggy PA \ jeagb®_ nhjfZl
h[f_"mxqb kieevghkle fejdm\Zgv “ey ijhklhlb ih"heVWah]AlBbbdeZ
sh nhjfggh [m/dv_ PA ie” qzZk _dki_jlbab ij_"~klaumytkdklyph%&ghx
F Ydsh PA } dhevhjh\bf |h aZe_"gh \eA"Fkoéhtb [ailh_Z[hgy
fZljbp_x ykdjZ\kh&kl€Z89 Z[h h”ghx a fZljbpv kdhéRGB).\
HklZggef qgZkhf ”mjj_ ey \bjer_ggy azZ”"Zq e+gnhjfZpecght
azZj_dhf_g” m\zZ\ k_[_ aZ]Zevgbc i*"0*® "h Zg@dmgdp-kigZg\d gg yi
egnhjfZpecgbo kblklLK9 azZzkgh\Zgbc gZ | _hje€ a[mj_gv |IZ fZljbq
\eNih\ergh ~"h ydh]lh afegX tk€ Zgm h[jhizpecgh€ kbkl_fb qgzZkldh\bf
ydh€ } BBnjh\_ \enNjhM"klZ\ey}lkkydmigeklx a[mj_gv ih\gh]h g
nhjfZevghodjzf _lje\ sh \bagzZqzZxlv fZIkbpXolvkdZ m \erih\ergek
egnhjfZpec bkl H¥g a ih\gbo gKfilkejZ2\*Z}Ikbylaneyjgbo HIGKQ e
kbglmeyjgbo \ d|h] *\ Hhlybpgbo azZz ~hihfh]l]hx ghjfZevgh]h kbg
jhadez”Zggy sh \bagZqzZ}Ivky h*ghagZqgh "ey fZ&GjQX}. AydZ g _
mjZom\Zggyf pvhZidh™ IThlh sh fZljbpy hjb]legZeVigdhh A A} i
djZlgbho KGQ \ ydhkle hkgh\gbo ZgZeeah\Zgbo iZjzZf _ljs\ "e\
jhaley”~Z}Ivky \ jh[hle [m~_fh jhaley”Zlb KGQ falhbjxs §altydes\
yde } ~h[j_ h[mfh\le _gbfb gZ \e~Afegm \e~ kbydmaeayfgbodo\ hdbph<
fZljbpe fh mlv [mlb yd ~h[j_ 1Zd « ih][28.h h[mfh\le _gbfb

FZljbg= PAihklZ\bfh m \erih\ergekl|l¥ §ZIghpxrbo kbg]meyjgb«
gbk_e [ehde\ FGK; aZ gZklmighbf ij]?\ﬁ)lea\[fb\E}ZIIvjbpyihi j_"~gvh

klzg~zZjlgbf qbghf gZ g u-Jekedpge FGK;F jhafej y@]ﬁp g

(0] E:n']O
dh gbc _e_frj.,gll,iD L yNih\enrZ} [elkdPMA \bagZq¥Zxgb
€y, 91

deevdeklv KGQ f _grbo azZ'Z@yglhgilgdyZydh]h hqg _\b~gh [m”~_ az
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jhafejm [ehdnjb pvhfm KGGhagzZgzZxlvky azZz ~hihfh]lhx kbg]me
jhadez"QAdlgy
B Ue/T, (1)

AN UV = hjlhlhg¥ge fZljbpe kIh\ig,-vi,yidkﬂ) \bagZqZxlv ee\e o |jZ
kbglmeyjge \ <dtRjb\ergh 6diag VV,...V¥ "~ _VitYy t. tVt0 £tKGQ
KGQ jZahf a \e”rih\ergbfb ee<\bf ¢ ijZ\bf kbg]lmeyjgbfb \_dlh
kbg]lmeyjge ljecdb <&yA[¢fyovm, i 1l.

<e"hfh sh klbld\HAlZfg_aZe_"gh \+~ dhgdj_Ibdb \bdhjbklh
Zelhjblfm kldkw\hh~blv ~h af_gr_ggy agbs_ggy \bkhdhqgqzZklhlgh:
k_j_~gvhqgzZklhlgh€ "tsltv A¥* dh_nepe}glm klbkdm kdeZjth\h€ at
pvhffMbkhdhqgzZklhlgbf kdezZ”h\bf \erih\e~rZxlIv ]Jheh\gbf gbghf k
V.y,v a gZcf_grbfb [RIGQjZoh\mxqgkklpkd gbh_~h af_gr_ggy
gZcf_grbo KGQ PA [ehdeb\RA Z fhh gmeyYger_\'_ aZagZqZehky
[O@ |zZd6p My ZglZz ijZdlbpe ©gbklbo? gmes\ yd ijZ\beh g_ [n
ijhp_ke h[gbKe kdpk!l fe qgbk_e a iezZ\Zxghx Ihgdhx \bgbdzZ} h]|
ihob[dahdj_fZ ijb \e~"gh\le _gge PAmiskey'ikk\bkglwcf gre az
agZq_gdy@Q [m”~mlv ihje\gyggbfb a ihob[dhxi mhdjggle \ggppblbky
gZ agZq_ggyfo gle\ FGKQ =« jh[blv "hpeevgef ijb €€ ih[m~h\e \
©fZeesklv® ag@Qddy g_ €0 je\geklwdgimebhgm\Zéhkyg\\b*gh sh
FGKQ ey PA m jeagbo nhjfglgya [afaj\ljZl [m~mlv \efqjeagylbk
kKh[hk\h€f \fekljidk [ ).
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]
Jbk lexkljZpey \0¥XlegGGKQ “ey \erih\e"gbo PA \ jeagbo n
(L=0.5; | ZPA jhafejRPOOu200 iedk_ees\ \ nhjfzZle -SHJ dh_
QF EFGK; "ey PA]*RIh]jZfZ agZq_gv FGK; '@ KP A ¢
PA \ nhjfZle 7L\eMNghlh PA]*KIh]jZfZ gv FGK; "ey PA

>ey [ehde\ PA \ nhjfZle [_a \ljZ] KGQ agZd_gdyiyd\beH_gr
f gr_ ge \ [ehdZo PA \ nhjfzle a \ljZIZfb gZ sh gbhgGK;\dZam
jbk \ A LzZzdbf gbghf kzZf_ FGK®@Z[mmdgblfbh[fgldIhf sh klzZ\bl\
m \erih\e~rgeklv PA ZgZeea ydh€ [m”_ \bdhjbklh\m\ZIbky \ ijhp
ah[jZz _ggy Ih[lh \bjerm} aZ*"Zgqm a i_j_eedm azZ”"Zq “hke*" g

<jZoh\mxqgb \k_ \bs_gzZ\_~ g_ hkgh\ge djhdb f_Ihagbe”~hdj
nhjfZlZzo a[_j_~_ggy a [_a \lIjZl \blJey”Zxlv gZklmigbf gbghf

Djhd FZljbpyPA jhafejhtm sh ie""Z}Ivky _dki_jlbaes pee-|
jha[b\Z}Ivky klZzg~Zjlgbf gbghf g@-pehidR keggeghf_j [ehdh\h]h

iyAdZ +ghf_j [ehdh\hlh Kkih\ipy gZ i_j jea ydboa a,g;fk:o,hAblvky

j 1,2—“; \ere+d ihqbgZ}Ivky a es\h]hPRpjplglvh]h dmlZ
D/jhd Ilh[m~h\Z fZIg'Eipfibo kbg]_mengbo gbk_e [ehde\
>ey \bagZq_ggy _nq;,_fi_gl?;, j 1,2—“; fZljbp+ jhafejm
MnNo ane

19,97
Ih[mAZIb kbglmeyjg_ jhade@y Xgyin\+~ghlg:[ehdm
B uUe/T
a ydhlh \bagZgblb kbglBeyYay d.bk&z0.
<bagZgblb dKeV@llgkly KG® “ey ydbo fZ}Nf<kp_
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AN Lxihjh]lh\_ agZg_ggy sh \bagzZqZzZ}lvky _dki_jbdyglZev
dh ghl}h
<bagZq_ggy me_rf_gKZ
Djhd Ih[m"m\ZIlb ]eklh]jZfm agZqg_gv _F_fbalXqgftzligbpr"m
modM ]Jeklh]jZfb
Djhd ?dki_jlgbc \hkgh\hd
YdshmodM tT, | Ih PA a[_j_"_g_ \ nhjfzZle a \IjZlZfb

YdshmodM 0 Ih PA a[_j_"_g_ \ nhjfzls [_a \ljzI
Ydsh 1 dmodM dT'wes & m !T?ws |h PA a[_j_"_g_ \ renjfzle
\1jZ1Zfb

Ydsh 1l dnodM dTmed & ™m ! T?ws |h PA al[_j_"_g_ \ nhjfZle [_

\1jzI
AT Theo, T2mes \k1Zgh\exxIvky _dki_jbf _glZevgh ~ey dh ghlh

—'mod?

Jbk Jha[b\dZ fZFjPps ¢g#-[ehdb ~ey ih[m~h\bFfgLbmsbKGQ
[ehde\

?dki_jbf_glZzevgh \klzZgh\e_gh «j agAqgg8byzgzjzf_lje\ f_Ih
\erhdj fe_ggy PA \ jeagbo nhjfZlZo a[_j_~_ggy aeWs&lzfb |
\jZoh\mxqgb sh gZcihimeyjgerbfb ¢ gZcihrbj_gerbfb Ze]lhjblfz
\IjZI1Zfp -3 1Z -3(* sh \bdhjbk8h8nighdb

T 03, T 3, Tlmod 2, szod 4.

mod

GZ jBE ijh~ _fhgkljr\Zjgamev]E[bb ijh]jZfgh]lh ijh~Amstim
j_Zeeam} Zelhjblf \e”rih\thghtzZgZmh f_Ihéy \dZazZgbo agZq_
iZjZf _lje\
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TicTorpama gocnigxyBaHoro 306paxeHHs

o
x
o]
6
i)
5
x
g
<
0 1 2 3 4 5 6 7 8
Kinbkicte CHY meHLwe nopory
OBpatu 300paerHa

Jbkh Ah[jZ" _ggy m fhEZI{ZZ chlh J*klh]jZfZ

licTorpama gocniaxysaHoro 300paxeHHs

Kinekicre Gnokis

Kinekicts CHY meHLue nopory

O6pati 300paKeHHs

Jbk. Ah[jZ" _ggy m rehMZZ+ZEB chlh J+klh]jZfz

=eklh]jzfzZz i_jrhlh ah[jZz _ggy fZ} fh m sh "hje\gx} Ih
\erih\Z4 PA \ nhjfzle [_a MjzZIfh{zk Jeklh]jzfb ~ey ~jm]h]h ah[j.
Ahje\gx} ¢ ijb pvhfm fZ} g_gmevh\e klh\igbdb ey Zj]lmli_gle\
nhjfzl PA a \lIjZI1Z3b1ljibkrbc <« "jm]bc \biZzrdb \eMih\e~rZxlv "eckg
F_IhAby\le _gagwnlhfhglZ ssbdhjbklh\mxqgb hljbfZge \bs_ \ePfegghkls
sh [meb a[_jm_aqhjfzle a \ljZNafb ah[jZ mgwnhjfzZle [_a, \IjZI
aZijhihgh\Zglth™ \by\e_ggy nhlhflreghdZmeaZ\pe xbd:- njZ]f_ ol
kilbkgmjhah[jZ gwgzhjblegZevghigh\hfm ah[gd n@jfzle [_a.\IljZlI

Knhjfm}fh fgh ®gmdm ihklZ\bfh m \e~ih\e~grlglZcfZ bjbpo
KGQ [ehds\ ®Akimigbf gbghfMKagzZzéh~bfh fzZdkbfzevgbc _e_
X maxmy Q_j_a I_ sh ageZof _g@sNjbpv g_ } thgevgbfb fe° kh[hx

]
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agZq_Xedyn _ fZlb i_\gZ deevdeklm _eP<feglledavdb pe Een\tcghblv
m fgh bgm

?dki_jbf_glzZeklglmh\e _gh shhyohsgeklv fghXdoB f grhx
azZ ifyliyb \bdhjbklZgge [ehde\=ghdhejPfA a fZljFpgx feklblv
\de _cdb

G_o0Zc deevdeklv \eOfggfiegrZz az Hkdeevdb klbkd pb
ah[jZ _gay\ljZIZzgp af_grayglZq_ggy ch]lh fZljbpe gZcf_grbo kbg
gbk_e Ih fh gZ ijbimRlbide ah agZce" fgigd, X gZe_ Zlv \de_cp-
Jhaleyg hfd#bO jhafejhfiL jhafej hdhamagzZqz}lvky _dki_jbf_glZe
gZ\dheh dh gh]lh agZc”_ghHXa aefdhgb@b Kj_» ih[m~h\Zgbo hdhe
\baglEthlhc sh \dexqZzZ} \ k_[_ dZofdekivm_e mf-Xlal mkeo

>ey Ih]lh s$hj_k\e~gblbkv \ Ihfm sh agZc”Ogfizdjmpd]f_gl
\eNih\enrZ} qZklbge “hkee*"m\Zgh]l]h PA dHjlhfkidgd vP& en admfZ 1« ¢
\ljZlZfhhajhdm}lvjknaghP fe k_j ~gefbgaggyfd f gfz\jbpm 1Z
\bagZq_gh]h nj@]f_glm

s |A Al (4)

" A tk_j_"g} Zjbbqg_ agZq_gv _e_f_MIA £Rljppg} Zjbnf_Ibqg_
agZq_gv _eOf gle\

?dki_jbf_glzZzevgh \klZgla\eZzglggyhbiZz*"dm dhed_ hfdkdblv
\de_cdm sh } qZklbghx PA \ nhjZZda\bgdpzkd#Zgh\blv 0.2gr g
<e"ih\e”"gh ydsh agZc”_Q[magZjreygy g° lh p_ fh _ k\e~rgl
gZy\geklv g _hjb]egZevdbo gZklbg \

HrgZdle _cdz fh' _ [agBqghijhfejmihje\gygge a jhafejiif hdhen
P_fh _ ijba\_klb ~h Ih]phvhsm \biaydm_&gym”~_ f_grbf aZz
\de_cdm g_ [m”_ aZnedhkhZghgogyeYym&Z g [oer*gZ ~h"Zldh\z
i_j_\egdgZch]lonjz]f_gD, sh[\eg\\Z Yky©qbklbf2 pely]lh \h~blvky
iZjZf_1P ydbc \klzZzgh\ex} \e*"khlh&a _eedfgdle\ ZIv njzZz0i_glm
\erghkgh €0 aZ]Zevgh€ dedvdhkle \ fZljbp-

p % 100 (5)

g

N X, tdeevklv _e_fagldgZg XgayfnjZ]f @IX, tdeevdeklv _eXd _gle\
mke€ZIjb pw.

?dki_jbf _glZzevgh \klZgh\le_gh sh 7ey IhHhijksdrhkbjzZz]f_ gl
i_j_\ejdiz Z\ky ©qbklbf2 BdZp kgggh\blb f %r_

<jZohkXmb \k_ \bs_gzZ\_"_g_ hkgh\ge djhdb aZzZijhihgh\
\by\e_ggy nhlhfhglZz m gZ pbnjh\bo ah[jZ _ggyo \b]Jey”~Zxlv gZk

Djhd Djhderih\erZxflvih"m \e~"hdj fe _ggy PA \ jeagbo n
al_j_ _ggy

Djhd <bagZzZqgbXb rinjaxnj tfZdkbfZevg_agZq_ggy _eFf gls\ FG

Djhd A fZzljpbNbvgZcf_grbo kbglmeyjgeadydkifem}lvky fgh bgZz
O_e_f_gle\ agZqg_ggy ydbE * hje\gxxlv

Djhd | _j \ejdZ aZ]Zevgh€ deevdhkle X f gle\ fgh bgb

Yds[K| 5, |X| xihim geklv fghObgb

I h PA g_ feklblv \degcdwm _dki_jllpade™ gZ djhd

Djhd Ih[m*hhdhedjhafsjhfiL "eyh gh]h agZm_-ggy

Djhd A ih[m~h\Zgbo gZ hdjihedbagzZqthth«® ydbfeklblv
gZc[eevrm deevdeklv e fXgle\ fgh bgb
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Djhd JhajZomghd &g#&qlZpPv(5) ~"ey ih~"Zevrh]l]h ZgZeeam hJj.
njz]f_gOm

Djhd ?dki_jlgbc \bkgh\hd

YdshS5 102 |h «~ _glbngdph \[m~h\Zgbc njZjfogt gZ djhd

YdshP 160% | ht _glbnedh\Zgh \[m*"h\Zgbic jnj@q4f _@Z djhd

YdshS dd2 & Pd60% |h PA g_ feklblv \de_cdm

Djhtl0 Deg_pv _dki_jlbab

Gz jBbk ijh~_fhgkljh\Zzgz jh[hlzZghjh]jZjffh*mdhm j_Zeeam}
jhajh[e_gbc f_Ih” a ihjh]h\bt=@§ E=l0@,gy&mevIZIhf gh]lh } ijZ\bev
\by\le _ggy nzZdim gZy\ghkle nhlhfhglZ ' m |Z ehdZecabpeyZ [ _ ai
anliz’_gg:

= o X

NeHHA GOTOMOHTaXY Ha UMOPOBOMY 306paxeHHI

Fictorpama gocnigxysaHoro 306paxeHHs

Kinekicrs 6nokis

2 3 4 5 6 7
Kinbkicte CHY meHwe nopory

PeparoBanmii hparment Hajano.

FicTorpama 3HanaeHoro cparmeHTa

3 4 5 7
Kinbkicte CHY meHLue nopory

JbB. J _amevlZl jh[hlb ijh]jZfgh]lh ijhamdlmhagh[je Zod»c f _ITh™ ijb
\by\e _gge* gZyWdhihglmh

JbK. Njz]f_gl fZljbpe gZcf_grbo kbg]nekpgh fgbk iej_lbgm
nhgh\h]h ah[jZ _ggy a* agZc”_ghx \klZ\dhx
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J _amevlzZlihf jh[hlb jhajh[e_gh]h f_Ih*m } njZ]f_gl gdgkes”" m
jhafejhf 1 iedk_es\dbc \erih\erZ} h[jZghfm njZ]f_glm fZljbpe
kbglmeyjgbo[gh#+s& |1Zdh  kZf h[jZgbc njZ]f_gl fZljbp-
ljhljZfgZ j_ZecaZpeygdZm_dlib\ghkle jhajh[e_gh]lh f_Ih*m \by\
nhlihfhglZ s ijhp_ke “hkee”n gdp\ghkle jh[hlb aZzijhihgh\Zgh]h
[meh KkI\hj_gh ijh]jZfgbc ijh*mdl ydbc “ha\hey} dhjbkym¥Zgm h
\klZgh\ex\ZIb ihjh]h\_lagedqijhdy” ggy _dki_jlbab peeeckghkle

GZ jBR fh'gzZ ih[Zgblb » _fhgkljApex amevIiZesh dhgdgolg
PA ie"Zghlh nhlhfhglZz m IZbkhjb]legZevgh)h jhjbk[e Jlgh
ijhljzghlh ijh~"mdIm

4. MeToa BURBAEHHA $OTOMOHTaXY Ha UMOPOBOMY 306paXKeHHI == a X

lMicTorpama gocnimxysaHoro sobpaxeHHs

Kinekicre Gnokie

N . .
0 1 2 3 4 5 6 7 8
Kinbkicte CHY meHLwwe nopory
i OBbpaTtu 300paxeHHsA
P= 0.3 [ Crap
Peparoanuit pparmeHT HagaHo.
lMcrorpama sHanaeHoro parmeHTa
o
=
o
=
s}
5
=
2
=
<
0 1 2 3 - 5 7 8
Kinbkicte CHY meHLue nopory

JbIB. J_amevlzZl jh[hlb ijh]jZzfdhmhh sjhfmZeeam} jhajh[en_gbc f_Ih”"
\biz*dm dheb “hkes*" m\Zg_ PA #skighWPVW & RcAlm ydhljh Ivky
\de_cdZj\amewllini\e_ggy nhlhfhglZ m |Z ehdZesaZp+€ h[eZkles \
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< ydhkle nhgh\h]h ah[jZ _ggy gZ Abjlok @e]mmmhhjfzle 31*
<de_cdzZz Z kZzZf_ \b”ee_gZ m q_j\hgbc ijyfhdmI@®d mMZmhdfZ]me
-3?* a dh_nepe}glhfQFy&h kjb k(] <de_cdZ [meZ mkiergh agZ
\b”ee_gbc njz]f_gl gZ*Zgh jbk \

GZ jbkij_"~klz\e_ge j_amkwvjlbldb hijb]l]egZevgh]l]h PA {bkg_
aZnedkh\Ahdlwbo afeg gZ ah[id _idhje\gygge ]Jekiik£f~ m\Zgbo
ah[jZz _gv jbklZz DKh gZ ihfelblb sh gZ ]Jeklh]jzZfe ah[jZ _ggy a
gZy\gZ agZqgZ deevdeklv reklhd IZdkgfhd]leRIHhiZfqZ&h[jZ _ggy
\kl1Z\db pe e f _glb \eA*kmlg-

4. MeToz BUSBACHHS OTOMOHTaXY Ha LMOPOBOMY 306paxKeHHI = (m] X

FicTorpama aocnimxyBaHoro 3o6paxeHHs

Kinskicre Bnokis

' ' . A . . . .
1 2 3 - 5 6 7 8
Kinbkicte CHY meHLwe nopory

OB6patu 306pakeHH:A

p= 03 [ Crapt |

3MiHy 306pakeHHs! He BUSBICHO

FicTrorpama 3sHanaeHoro thparmeHTa

Kinekicre 6nokis

2 3 4 5 6 7 8
Kinbkicts CHY meHLue nopory

JbR. J _amevlZl jh[hlb ijh]jZfgh]h ijh~mdIm sh j_ Zeeam} jhajh[e._
\bizr"dm dheb “hkee*""m\Zg_ PA } hjb]egZevghbf

>ey hpegdb _n_dlb\ghkle jhajmiabgbgdhgdylhfthlihfhghX m
ijh\_~ gbc h[gbkex\Zevgbc _dki_jbf gl \ ydhfm [mghoaBAsygh
hljbfZgbo yd iphgbfkdZd *jlygn _kehgZevgbfb \er hdZf jZfb yde i
nhlhfhglZ m Hjb]JegZevge ¢ kihl\hj ge PA ie"Z\ZehRx dki_
jhajh[e]ghf_Ih"m Deevdekgbfb j _amevlzZIZfb ijh\_"~ edy _dk
ihfbedb]lh kihl\hj_ g PA <~ glbnedm\Zehky-jd hjjb]legZevg BRA
N glbnedm\Zehky yd kihl\hj_g_ jh"m >ey ihje\gyevgh€ hpe
h[jZgbc kmqgzZkgbzghdlhazijhihgh\Zgbchkd»>evdbZ}egh”e[gm "h
jhajh[e_gh]lh h[eZklv aZklhkm\Zggy ¢ koh'bc fgh\iZdbggbZ 2Zi
ZgZeecas KGQ [ehde\ fZljbpe PA

J amevlZlb ijh\_~ gh]lh h[gbkex\Zevgh]h _dki_jbé_glhmij_ "k
ihfbedb]he -]h jh*m "ey f6e@"HEom\Zebky yd k_j ~ge agZqg_ggy
ihfbehd "ey \keo jhaleygnol@o\Zjidgdtple\ >~ nhlhfhglZz  [m\ ih[m~*
ah[jZ _ggVyfiagbo a [_a \ljZl nhjfZlZo a[_j_" _ggy
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LZ[bp}
HpegdZ n_dlb\ghkle jHajhfan gh]h
F_Ih”? Ihfbedb]h jh*m Ihfbedb]h jh*m
F_Ih? aZijhihgh\Z 23 3
[6]
Jhajh[e gbc f | 14 8

Yd\brgh a gZ\_"*_gbo j_ZmeMighA\zZghc f_Ih® ~ sh ihklmizZ
ZgZeh]m \ k_gke -ijinfbj@dhch ob[gbo I|jb\h] Ze \ _goiaygg\n ki_gke
ihfbehd]lh jh™ng Z =h\hjygb ijh hkgh\gm f_Im jh[hlb |I|j_[Z aZ
mfh\Zo ijh\_~_ggy _dki_jlbab dexgh\m jhev \e/re}jBxW rRZf_ i
djblbggbf } ijhimkd nZevkbnedh\Zgh]h PA [|hfm pagd ihdgghpe\g
fh™_ jhapegx\Zlbky yd i**\bs_ggy _n_dlb\ghkle ijhpmé&wm ZHZ\f_ \I
nhlihfhglZ ™ m
<bkgh\dix jh[hle \bjer_gZ \Z eb\ZijgydimdoXh azZz*ZqZ i*"\bs_
~n_dlb\ghjkhlp _km \by\e ggy ihjmr_ggy peeckghkle pbnjh\h]h ah
jhajh[dbIlh”~m \by\e_ggy nzZdIm nhlhfhglz m F_Ih” jhajh[e_gbc
\eZklb\hkl ¢ FGKQ €te bfglgle\ FGKQ sh fZxlv fZzdkbfZevge* ag
hdhee\ _e_f_gle\ a ©ghhdgbhgbdb _n_dlb\ghkle azijhihgh\Zgh]
klZgh\eylv tdihfbedb]lh «]hjh"m \e~ih\eAgh sh “halhebeh ie")
_n_dlb\geklv \by\e_ggy j_amevliZle\ nhlhfhglZz m gkh jh*"Ink\gke
ihje\gygge a kmqgZkgbf ZgZeh]hf sh fZ} ZgZeh]eqgm h[eZklv
fzl_fZlbggbc [Zabk azZkghuazghG @ 4 dHAgifere)P A

< oh”e jhajh[db f_Ih”"Z \by\e_ggy nhlhfhglZ m \ PA

x>hkee”  gh \eZklb\hkle fZljbpe gZcf _grbo kbg]meyjgbo «c
klZ\blvky m \e~ih\e~rgeklv PA ~"ey jeagbo nhjfzZle\ a \lg¥lAafb [_
j_amevlZle gmolhYZgh « ijZzdlbggh i«~I\_j~" _gh

-agZq_ggy _e_f_gle\ FGKQ ”"ey PA \ nhjfZle a \ljZIZfk

i _j_\bsmxlv agZq_ggy _e_ f gle\ FGKQ ey PA \ nhjfZle [_a

- ]J*klh]jzfb agZq_gv _e_f_gle\ FGKQ 7ey ah[jZ _gv [_a \ljZz

fh m sh i_j H\bsmeklh]jZfb agZg_gv _e f gle\ FGKQ "ey

\IjZzIZzfb g_ fh ' mlv fZlb fh*m sh ~"hje\gx}

- m\bizrdm fh”~b Jeklh]jZfb agZq_gv _e_f_gltbklgGXh@ ijHE[h

nhjfzl PA aZe_"blv \e* fZdkbfZevgh]lh agZq_ggy FGKQ

XGZ hkgh\e \klZgh\e_dgikd_ ‘e ZIGKQ jhajh[e_gh f_Ih” \e~rhdj_
PA \ jeagbo nhjfzZlZo a[_j_~ _ggy a \ljzIzfb IZ [_a \IjZI

AZijhihgh\Zge \ jh[hle f_Ih”"b fZxlv g_agZggm h[gbkex\Zevgn
PArEn-fZljbp _x klZglOfivhi_jZpec hkdeevdbvklyadZegalklx [ehd e\
hljbfZzgbo reyohf klzg”~Zjlgh€ jha[b\db fZljbpe PA

F_IhAb fh mlv [mlb aZklhkh\Zge "ey _dki_jlbas pherejtkidihile vy
\eAr h ijb ijh\_~_gge _dki_jlbab ihdz”~jh\h Z \jZohNmixgly €0 ih
h[gbkex\Zevgmgekdez} i jki_dlb\gbfb ijb azZklhkm\Zgge gZ\el
j_Zevghlh”@Zkpbnjh\h]h \«~ h

Kibkhdele jZIim]j
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METHOD FOR IMAGE SPLICING FORGERY DETECTION

Kobozieva: : 1, Yenakiiev BG?2

! Hiesal.l. MechnikovNationalUniversity,
2, Dvor anka St., Odesap5082 Ukraine,
email alla_kobozev&@ukr.net
2NationalOdesaPolytechnidJniversity
1, Shevchenko AveQdesa, 65044, Ukraine
email: enakievb@gmail.com

The integrity of the information content in particularthe digital image consideredn the work, is one of the
criteria for its security Image splicing is one of the most common methods of forgery tdday. way of
breaking the integrity of the image is easily implemented witthtéip of modern graphic edio(PhotoShop,
Gimp, etc.) During image splicing, one image is created from sevéled.task of detecting image splicing is the
subject of research by scientists in the field of information secardynd the world, but it remains relevant
today: there i@ no universal expert methods that can even detect the presence of a"'foseidgn any case of
image splicingithe effectiveness of existing methods needs to be increased eventéd loonditions of their
application.The paper presents a new polgmial degree 2 expert method, which makes it possible to separate
the original image from one whose integrity is violat€de method is based on the analysis of the properties of
the blocks smallest singular valgematrix which corresponds to the matrix thhe digital imageThe method
localizes the area containing the part of another imBlge developed method is based on established differences
in the properties of the blocks smallest singular values matrix for digitgleina different formats lossy and
lossless.These differences are reflected in the additional method of separating imadéferent formats
proposed in the workl his method can be used both alone and as a component of the developedplicaty
detection method in the case whehe falsified image consists of parts of images stored with loswithmalit
loss. It was established that the proposed expert method provides an increasefficigncy of image splicing
detection in comparison with the modern analogue method

Keywords: digital image, photomontage, singular number, matfithe smallest singularalues
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GZpehgZevgbc mgH\” [kKithé«l dg¢
1, R_\g_gidzZH" kZ MdjZ€gZ
emaik: yuliyakc21@gmail.corh biruteyu@gmail.corf) alesya.ishchenko@gmail.cém

< mfh\Zo jhklim egnhjfZpecgbo |I_ogheh]ec \k_ [mEvigrkilvimeyjgeklv
gZ[m\zxlv “h~ZIldb sh jhajh[eyxlvky “ey \bdhjbklZ§gy €0 gZ jeagbo
djhkiezZlnhjf_gge "h”~Zldb P_ h[mfh\le_gh ihy\hx IDkKh€dIdhf \keeydbc
gZ ydbo \hgb fh mlv nmgdpehgm\ZIb H~gbf a gz\iyyxildkly sh r\b”rdh jhe
]Zemases [Z]ZIhieZlnhjf_ghkle N jhagbpdfyzZxh~ZIde\ sh ijZpxxlv gZ
jeagbo hi_jZpecgbo kbkl _fZo 1ZdboL@&GRZKdIBIYeE 26 fh[eevge =+
L26 $QGURLG H~”gZd e<kgmxqge f_Ih~bdb €0 jhajh[db hje}glh\Zge gZ
ie" dhgdj HgmZpecgm kbkl_fm sh h[f_"m} mge\_jkZevgeklv €0 aZklhk
jh[hle \bjer _gh ZdImZevg_ aZ\~Zggy jhajh[db I1Z |I_klm\Zggy egnhjfzZp
djhkieZlnhjfgbahWZlde\ \bdhjbklh\mxgb a\ yadm nj_cf\hjde\ LZd kZ
jh[hle ijh\_~_gh ZgZeesa gh\elgeo f_Ih~bd [Z gfldh@fihgdph [dihkieZInhj
4 €0 aZkh[e\ Z\IhfzZlbah\Zghlh | _klm\Zggy M is"kmfdm jl
[Z]ZlIhieZInhjfgbc ijh]jZzfgbc ijh"mdl ydbc j_ZedapkljZip*l_dlimjm ©de
1z ijZzpx} gZ ieZlnhjfZo LRV DQGURLGdhrfmMZd&HKEZIHhZmMm4mjsv
Jhajh[e_gbc ijh]ljzfgbc ijh~mdl ~“hal\hey} dhjbkim\zqdqzfba[_je]ZIb 1Z
Ahklimi "h k\h€o ghlzZlde\ gZ jeaghfZgelgbo ieZlnhjfZo 1Z j_~"Z]Im\ZIlb €
Dexgh\e keh\KIm\Zggy djhkieZlnhjfge "Mk*4\ldpgzd&¢dbgl_dIimjz

<klmilgmxqge f_IhA"bdb jhajh[db djhkiezZihhZfigibo Hje}glh\Zge* ¢
ki\hj_ggy ijh]ljZfghljhgadéiyd dhgdj_Ilgm hi_jZpecgm kbkl_fm sh
mge\ _jkZevgeklv €0 aZklhkm\Zggy GZijbdez” ~h”~Zldb jhajhJe
g_ aZ\"*b [m"mlv ijZpx\Zlb gZ fh[eevgbo ieZlnhgafjhklzZxghhhjZor
ihiblm gz fh[eevge "h~ZIldb ZdImZevgeklv \bjer _ggy ~Zghlh ijf
lhlh  ~hky]Jg_ggy \bkhdh€ ydhkle jhajh[db djhkieZlnhjfgbo ~*
aZ[_ai_q_gh _n_dlb\ghx hj]J]ZgeaZpe}x ijhp_km €0 Z\IhfZlbah\Z
"hkee”" _ggy i**oh”e\ “h jhajh[db djhkhéZlnhjfgb\MRhfbf kimi_c
i _j_ghkbfhkle dh"m } ZdimZevghx gZ ~Zgbc qZk Djef Ih]lh Ij_
"halheylv Jg@dgosm\ZIb nmgdpehgZk_‘eyjgleelaZ™Zq
F_1Z jh[hlb<bfh]b ijZzdlbdb jhajh[db djhkiezZInhjfgbho "h~Z
nmgdpehgmxlv gZ ~_kdlhigbo ¢ fh[eevgbo ieZlnhjfZo ZdzZdh
Z\IhfZlbah\Zgh]h | _kim\Zggy h[%jmglh\mxlv ZdImZevgeklv "Zgl
} jhajh[dZ 1Z | _kim\Zggy djhkieZlnhjfgh€ egnhjfZpecgh€ kbkl._
ydh€ “ha\heblygZghmsqu\ZIb nmgdpehgZk _‘teyjgleolakZ™"Zq
Hkgh\gZ qgzkliHggh\gbfb djbl_jeyfb ~h h[%jmgIm\Zggy \b[hjm
jhajh[db egkljmf_gle\ |Z f_Ih”*heh]e€ ijh]jZfm\Zggy ijb j_ZeesaZz
Ahnhzlide\ h[jzghkhdbc \e~khlhd i _j_ghkbfhkle dh”m ijhn
[ _adhrlh\geklv ijhr\rh@de\klv jhajh[db ydeklv degp_\h]h ijhAmdIm
<g_j_fh i*”0o*”™ sh \bdhjbklh\m} nj_cf\hjdb IZ ajh[bfh \bJe
djhkieZlnhjfgh€ jhajh[db ydbcg26j\rrglms¢tglykle kbevgbo 1Z ke
klhjeg nj_cf\hjde\ gzZ\_"_gbf djbl_jeyf H[jZgh 7LWDQLXP
[ _adhrlh\gbc FZ} \bkhdm i_j_ghkbfeklv dh"m ihklmipplivky lee
iZjzZf_ljhf ijhl_ \b]ljZ} m gvh]h \ ijh*mdlib\ghkle R\b~dhkle jhajl
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deevdeklv ]Jhlh\bo jer_gv ©a dhjh[db@ H~*gZd ydeklv ijh mdIm f
| sh \bdhjbklh\m\zgz fh\Z MDYDVFULSW ZkbgojhggzZ 1Z \
ijh]jZfeklm e_]dh ihfbeblbky >h~rZldh\h jhaleyg_fh s_ 1Zdbc “
djbl_jec yd ihimeyjgeklv 1Z €€ ~bgZfedZ \bdhjbklZggy "ey
k_j\ekhf ©*RRJOH]MKUHINGNge¥gyggy [meh h[jZgh nj_cf\hjdb -
SKRQH*DS IZ ;DPDULQ

Jbkl.lThimeyjgeklv |1Z €€ "bgZfedZ \bdhjbklZggy nj_cf\hjde\

7TLWDQLXP 6'. gZ ]jZnedm *RRJOH WUHQGV ij_"klzZ\ey}
dexgh\_ keh\h gZc[eevr ihrbj_gh ey ch]l]h ihrmdm Yd fb [Zgbf
ihimeyjgbc a jhaleygmlbo nj_cf\hjde\ Ze ch]lh ~bgZzfedZz
klZ[eevgeklx P_ ]h\hjblv gzf ijh I_ sh fb klbdzZ}fhky a ijt
i*rjbfdb nj_cf\hjdm a [hdm Kkie\lh\ZjbkI\Z Ze_ fb peedhf fh _
sh p_c nj_cf\hjd fZIbf_ ieMljbfdm a [hdm \eZkgbd&Ze[gb fmf_ ih
gZkhfe_ 1Zd yd gZrbf az\"Zgogkyfj\} peeligh]jZzfg_aZ[_ai_q_ggy
[Zdh™ ihlje[_g egkljmf_glZjec "ey klI\hj_ggy k_jk_jy4k€ aoZk\b§b
$3, OhgZ 7LWDQLXP 6'. « “ha\heénwpzgdibkZZgegy dhJh nmgdp:
ijbagZg_gbc 7"ey kZfhklecgbo ~h”Zlde\k oj\gkZmbkdZhyggvhim [m-
g _"hpeevgh \HLhfmfh ihlje[gbc egkljmf_glZjec > @ J_amevlZIhf
1RGH MV P_c nj_cf\hjd ih\geklx [_adhrlh\gbc \b]jzZ} \ ijh~mdl
jZomghd Zkbgojhgghklqh®j\bHdbekbkhdZ aZ jZomghd » _deevdho 1
+fh\Z MDYDVFULSW H~*gZ fh\Z ey ~“\ho nj_cf\hjde\ "Z} g_aZzZi
jhajh[db 1Zd yd ijh]jzZfeklm g_ ihlje[gh [m”_ i_j _dexqZlbky a h”
+[Z]Z1Z [*[eshl_dZ ]hlh\bo jer_gv fh"mees\ QSP « fegefmf ]Jhlh
al[sjp* 1RGH MV Pe "\Z nZdlhjb \ dhfie_dke “halheyxlv \bdt
fhAmee yde ihlje[ge ¢« geydbo aZc\bo p_ hkh[eb\h dhjbkgh yds
ihlje[gh kI\hjx\Zlb aZ ~hihfh]hx pvh]h egkljmkKZgIlmZglse@weébc\ \[
k_j\ek « gzf g_ ihlje[ge \kyde fh mee* IZkAadPhIlgddbn *rejy c\f\hjde
dhgdmj_gle\ g_ \jZoh\mxgb 6SULQJ \eg 1Zd kZfh fZ} \bkhdbc |

ljb \keo i_j_\Z]Zo \k_ ~ 1Zdb aZebrz}lvky mjZaeb\eklv e
ijh"mdIm «a aZ Zkbgojhgghkle yd « m \biZz*dm a \TZ&\ebDQHKI{Pc6"'.
ih\ yazgbo a ihfbedzfb ijb gZibkzZgge dh m [m”_fh \bdhjbklh\m
ijh]jZfm\Zggy yd %"’

Jhaleyg_fh |Zde egkljmf_glb Z\lIhfZlbah\Zgh]h |_klm\Zg
ijZpxxlv a 1RGH MV « 7LWDQLXP 6".

1) Ti-mochazp_ i_j g _k gZ \ _jkey ORFKD i*® 7LWDQLXP 6'. =
ihimeyjgh]l]h %' nj_cf\hjdZ ey MDYDVFULSW GZ \e"fegm
fZ} \[m~"h\Zgh€ [¢[eehl_db I\_j~r" _gv e« [¢[echl_db ~ey jh[hlt
r\b”rr_ ¢c”™_ \iexk Ihfm sh fh'gZ gZeZrim\ZIlb ch]h i k_[_

38



1GNHJF:LBD: L: F:L?F:LBQG1 F?LH>B < FH>?EX<:GG1 ¢1-2 ' Lhf

[_a ijh[e_f ie~"dexqgblb |Zde [¢[eehl_db yd VKRXOG MV L
\bdhjbklh\m\zZIlb [Zde dexqgh\e keh\Z yd VKRXOG ih\bt
lgedm}livky : 1Zd kzZfh \bdhjbklh\m\ZIlb IZdm ihIm ' gm [*[e
yd 6LQRQ 7L PRFKD jZahf a [e[eehl_dhx I\_j~" _gv
ij_ I _g”~_glhf "ey \b[hjm yd %'" nj_cf\hjdm "ey 7LWDQLXP
2) 7TLVKDGRZ Jhajh[gbdb pvh]h ijh*mdIim ihh\lghchgiEXxty ct
egkljmf_gle\ ~ey r\brdh€ jhajh[db ~h~Zlde\ gZ 7LWDQLX
nj_cf\hjdm \eg \dexqZ} \ k_[_ egkljmf_glb ey r\b~dh]h jha
ien \ke ieZlnhjfb %'" nj_cf\hjd azZkgh\Zgbc gZ | _ZeesaZp
7TLWDQLXP « \heh”e} \kefZ kbevgbfb « kezZ[dbfb klhjhgzZfb
\eN 7TLWDRVYREPQH p_c ijh_dl ihklecgh hgh\lex}lvky
3) Ticalabash+p_i_j g _k_gZ \_jkey nj_cf\hjdm FDODEDVK ?"ey
| kilm\Zggy “ey fh[eevgbo ieZlnhjf &DODEDVK } IA a \+~d
e rbjhdh \bdhjbklh\m}lvky k_j_~ jhajh[gbde\ Hkgh\gbf iexl|
sh \eg \bdhjbklh\m} %' nj_cf\hjd &XFXPEHU ydbc "ha\he
fhle fZdkbfZevgh gZ[eb  _gh€ ~h ijbjh~rgh€ fh\b [Ijb \keo i_
ijh[e _fhx 7TLFDODEDVK } ch]h ihfbedb « g_ klZ[eevgeklvV
<boh”yqb a ZgZee+sam jhalJeygmlbo %'' nj_<PWkd&KD \bdb|ydph
a VKRXOG MV e« \bdhjbklh\m}fh IZdm ~ a\ yadm i 1RGH |
AZm\Z bfh sh 1zZd yd fb \bdhjbklh\m}fh f_Ih~heh]ex jha
ki_pbnedZpey "h"ZIdZ hibkm}lvky \ Ihfm ~ klbee sh ¢ | _klb
kzfh kee” jha”eeylb ihgylly dhjbkim\Zg < dhjbkim\Zq ijh]jZfb
fZ}Ivky gZ m\Zae+ h[ }dl \ *h*Zldm Z dhjbkim\zZq hhgkZibmg_ e x
gZr_ ijh]ljzfg_aZ[_ai_q_ggy
| j_eeqbfh nmgdpehgZevge \bfh]b ~h kbkl_fb
1) Kbkl _fZ ih\bggZ ~“ha\heylb \bdhjbklh\m»edby a\hyakdim\@igZ] # e
kiIVhjx\ZIlb gh\h]lh dhjbkim\Zqz
2) Kbkl _fZ ih\bggZ a[_j*]Zlb egnhjfZpex ijh dhjbklm\Zqz \ [Za
3) Kbkl_fzZ ih\bggZ i_j_\ejylb ijb kI\hj_gge dhjbkim\ZgzZ sh dl
g_ ihfbeb\ky ijb \\_"~ gge iZjhey azZ "hihfh]lhx ie"MI\_jr"_
ih\erhfeylb ch]h \ egrhfm \biZ"dm
4) Kbkl _fz ih\bggZ ~ha\heylb dhjbklim\zZq_ \e ~h”~Zldb \bdhg
ZddzZmgl “hihfh]lhx ijZ\bevgh \\_* _gh€ dHffjrghpbkin@izzghev
5) Kbkl _fZ iekey \oh”m dhjbkIim\zZqZ ih\bggZ \«*h[jZ ZIlb ijhne
6) Kbkl_fzZ ijb ih\lhjghfm \e~Adjblle ijh]jZfb iekey ch]lh azdj
Z\lhfZzlbggh \bdhgm\ZIlb \oe® ydsh p_ fh eb\h ydsh g-
dhjbkim\zqg_\e *h”~Zldb ih\lhjgh \\_klb d4ffyeghpbk|@\ZjhLdy
7) Kbkl _fZ ih\bggZ ~ha\heylb dhjbkim\zZqg_\e \bdhgZlb \bo+<" a
8) Kbkl _fZ ih\bggZ ~ha\heylb dhjbkim\zZq_\e a[_j*]Zlb ghlZldb
9) Kbkl _fZ ih\bggZ ~ha\heylb dhjbkim\Zqg_\e \br"Zeylb 1Z afegx
Jhaleyg fh g _nmgdpehgZevge \bfh]b
Kbkl _fZ ih\bggZ nmgdpehgm\ZIlb gZ fh[eevgbo ijbkljhyo a H
kZzfh gZ egrbo ieZlnhjfZo q_j_a ZHE e<gl_jn_ck
<ke "Zge+ kbkl_fb ih\bgge a[_j*]Zlbky \ hrghfm fekpe gZ k_j
ljh_dlh\ZgZ egnhjfZpecgZ kbkl_fzZ [m~_ klI\hikgP gghékgh
Zjoel _dIimjb :joel _dlnkjZi\dejglbkex\ZevgZ Z[h f_j ~ \Z Zjoel_o
ydec azZ\"Zggy Z[h f_j_ "~ \Z gZ\ZglZ _ggy jhaih”~ee _ge fe  ihkl
a\Zgbfb k_j\_jzfb <+ azZfh\gbdzfb ihkem] a\ZgbfbgHeskgliXfp N
+p_ijh]ljzZfg_ aZ[_ai_q_ggy AZa\bgZc \hgb \azZ}fhexXlnm gZj_ a
Ahihfhl]hx f_j ~ \bo ijhlhdhes\ ¢ agZoh”ylvky gZ jeagbo h[gbke
K_j\_jZ hqgedmxlv \e”N dee}glkvdbo ijh]jZf aZiblb « gzZ~Zxlv €f k
"Zgbo M gZrhfm \biZzArdm jhev k_j\_jZ \bdhgm} "h™Ahhdldhgz 1R
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sh \bdhgmxIvky gZ jeagbo ieZlnhjfZo fh[eevge |IZ ZHE g9gZibk
Dee<}glb ihkbezxlv aZzZiblb gz jeage hi_jzZpe€ a h[ }dlhf dhjl
ih\erhfe _gv k_j\_j \ k\hx g_jlm ijZpx} a [Zahx ~Zgbo ¢ ih\_
dee}glzf Kieedm\Zggy fe dee}glzZfb <« k_j\_jhf c~_ qg_j_a
]Jei_jl_dklm +773 Zgle +\SHU7H[W 7UDQVIHU 3URWRFRO
<bdhjbklh\mxlvky IZde f_Ih"b +773
+237,216 GZ~kbeZ}lvky dee}glzZfb ey hljbfZggy kibkdm ~ha\he
+*(7 <bdhjbklh\m}lvky “ey hljbfZggy aZiblm\Zgh]h \feklm
+3267 AZklhkh\m}lvky “ey i_j ~Zqge “"Zgbo ~h k_j\_jm
+'(/(7( AZibl gZ \b*"Ze_ggy yabohkv ~Zgb
<bdhjbklh\m\Zgbc nhjfzl "Zgbo “ey i_j_ _"ZJdSONh[b”™\e Kklhjhg
K_j\_jgZ qZklbgzZ p_ y”~jh \ke}€ egnhjfZpecgh€ kbkl_fb
nmgdpehgZe | _Zeeam}lvky gZ Kk _j\_je p_ e+ klI\hj_ggy dhjl
Zml_glbnedZpe<€ <« kbkl_fZ ghlZlhd ih\erhfe_gv jh[hlZ a [Zah
gZ™"Zlb “hklimi “h \keo pbo nmgdpec "h"ZIdZf des}gdBtammXZkbj\
f oZgeaf ydbc [m”_ jhamfelb +773 aZiblb dee<}gle\ « BRBSTIZIb €1
$3, M 5(67 $3, \ ydhkle nhjfZkmjagizb \Mddhhbklh\m}IZgZ&8b] =
]ei_jihkbezZzggy \ \_[ [jZma_je K_j\_j jhaicagzZ} 85, « fmh~" +7°
\eNih\erge Ne€ jhlef ih\_jlZ} "Zge de*}glZ >ey kl\hj_ggy 5(67 $
\bdhjbklh\m\ZIlb ki_peZevgh ijbagZdeg_ 1p@HOMYgiy” gZalhx 5
Kbkl _fm mijZ\eeggy [Zahx ~"Zgbo fb \b[_j fh hkgh\gm 7~ey [eevi
MonJR'% Z 1Zd kZfh jharbj _ggy “ey 1RGHORYJRRNVIH aGgkxfi j
kiI\hjbfh kljmdImjm gZrh€ [Zab ~"Zgbo M gZk } ~\e kmlghkle ¢
Dhjbkim\zq fh _ fzZIlb [Z]ZIlh ghlZlhd Z ghlzZldZ lsevdb h~gh
kmlghkle dhjbkim\zZqgzZ gzZf ihlje[ge [Zde ZIjb[mIDb
+,G | _j\bggbc dexq
+8VHUQDPH MgedZevg_ +fy dhjbkim\ZgZz
+3DVVZRUGBKKIWME i@jhrey "ey Zml_glbnedZp-£€
+7RNHQ MgedZevgbc dexqg \bdhjbklh\m}lvky "ey Zml_glbnedZp
ljb[mlb ~ey kmlghkle ghlZlhd
+ld;
tUser_id.Ah\gergec dexq "ey a\ yadm a dhjbkIim\zZq_f
+%RG\ L_dkl ghlzldb
+7LWOH L_fZ ih\e«~*hfe_qgagy
+t&UHDWHGBDW QZk kl\hj_g

gy ih\«*"hfe ggy
Ko _fzZz [Zab "Zgbo \ ghlzp+<€ 80/

@2h[jZ° _9Z gZ jbk

R S
S G

LN
JbR Ko _fZ ;>\ ghlZp+€ 80/

GZklmigbf gZrbf djhdhf [m”~_ j ZeeaZpey j_}kljZps€ kl\hj
>ey pvh]h kihgZldm egepeZeecam}fh gZrm [Zam ~"Zgbo « KUhjbfh
>h~r"Zlhd < ydZ feklblv hibk ko_fb fh”_ee ~ey €€ a\ yadm .
dhgljhe_je dhjbkim\ZgqZ nmgdpex ©VLIQXS?2 ydZ \eNith\ZyzZlbf_
Nmgdpey ©OVLIQXS?2 hljbfm} gZ \ohf*y Iddd b KZjmid4hgvb

>Zee nmgdpey h[gblkrmkth 0Zfhey aZ “hihfh]hx Ze]hjblfm EF
] _g_jm} \biz~dh\bc jy~hd ydbc [m”~_ \bdhjbklZgbc yd Kk_«
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Zml_glbnedZp+e€ >Zee nmgdpey kl\hjx} fhr_ev a izZjzf_ljZfb
a[_je1Z} €€ \ [Zam ~Zgbo < ih\_jlZ} dee}glm h[ }dl-HKmjihkkim\Zq
iZjhey >Zee gZf ihlje[gh ~ZIb ~hkimi "h pe}€ nmgdp+€ de-}gl
dhgljhe _jz fZjrjmle\ ijhibr_fh fZjrjml 3267 +773 aZiblm ~ey 85
Nmgdpey j_}tkljZpe€ gZ pvhfm aZdeggq_gZ ;ehd ko _fZ AaZgh€ nm
GZklmigbf djhdhf [m~_ j ZeeaZpey kbkl_fb Zml_glbnedZp-€
nmgdpex ©O©VLIQLQ2 dhdbglpnh\eZgZ <oe"gbfb Zjlmf_glZfb pe}€ nn
of y dhjbkim\zZzqzZ 1Z iZjhev >Zees fb rmdZzZ}fh \e~rih\e~rgh]h dhjbl
alejy}fh okmfm iZjhey +a aZilkbhmfm iZjhey \ [Zae ~Zgbo ydst
a[e]Zxlvky ]1_g_jm}fh gh\bc k_dj_Igbc dexq \ ihe_ ©OWRNHQ
dhjbkim\zZzqzZz dee+}glm ydsh g+ ih\_jlZ}fh dhjbklim\Zqg_\e h[ }dlI
ihfbedm Ijhibkm}fh fZjrjml *(7 +773 aZiblm ~ey 85, © DSL VL

e dh’ _g jZa gZ™kbeZlb dhf[egZpex-i@jyhevd hgbklmil\Zpgh -
g_"hpeevgh Ihfm 1Zd kZfh j_Zeeam}fh nmgdpex ZmlexxdmnedZp
ydbc fb ] g _jm\Zeb jZger_ Nmgdpey OVLIQLQ%\7RoIHQ@2 ih\
k_dj Igbc dexqg \*" dee*}glZz ~"Zee rmdZ}fh ch]h \ [Zae "Zgbo
ih\_jlz}fdee}glm h[ }dl dhjbkim\ZgzZz ydsh g+ ih\_jlZ}fh ih\
ihfbedm Ijhibkm}fh fZjrjml *(7 +773 aZiblm ~ey 85, © DSL XV

HklZggef djhdhf kbkl _fb Zml _glbnedZpe€ [Mm”~_ | ZeealZp-
ORJRXW Nmgdpey aZibkm}lvky aZ ZgZeh]e}x a ithigijhegejfd nm
dhjbkim\zqgzZz <« \bdhgm} h”gm ijhklm hi_jZpex klI\hjx} gh\b¢
ljhibkm}fh fZjrjml *(7 +773 aZiblm ~ey 85, © DSL ORJRXW?2

>Zees j_Zeeam}fh kbkl_fm ghlzZlhd ”"ey pvh]h kl\hjbfh kihq:
kiI\hjbfh nmgdp*€ FUHDWHIRWH <« JHWIRWH =« UHPRYH
hljbfm\ZIbfmlv « \brZeylbfmlv ghlZldb >hklmi “h pmaZimkgydp-ec
g_j_a Zml_glbnedZpex ih dexgm “hklmim Ihfm \|lpB&@gZnpdpeyo
azZ\'"b \bagZdNmbpdpey HHIIRWADHWV [m”~ _ hljbfm\ZIb gZ \oh”e | _dkl ¢
nmgdpey [m”_ KklI\hjx\ZIb _da_fieyj fh®_ees ghlZlhd =« a[_je]ZIl
ko fZ "Zgh€ nmgdp+€ alBhjZz _gZ gZ jbk

a. . C.
Jbk3. ;ehd kbdnimgap®VLJIQXGEateNotgb), getNote k

Nmgdpey JHW1IRWH hljbfm} gZ \oh”e LG dhjbkim\ZqgZ « ih\
a ihlhggbf dhjbkim\Zq _f ghlZldb a ;> ;ehd ko _fZ "Zg8f nmgdp

ljb jhajh[pe kbkl_fb gzf |j_[h ]_g_jm\ZIb mgedZevge "
\bdhjbklh\mxlvky "ey Zml_glbnedZpe+€ dhjbklim\Zqg-e\

LZd yd «~ _glbnedZlhj ih kmle ~Z} ih\gbc “hklmi it ZddZ
chlh 1_g_jZpe+€ kee”™ ieneclb k_jchagh ]heh\gzZ \bfh]zZ ~h ]ZjZgl
yd ijb kie\iZz"Zgge **_glbnedZlhje\ m jeagbo dhjblgmM\Elgb\fZh~bg
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Ahklmi “h gm h]h ZddZmglm <boh”ygb a pvh]h cfh\ejgeklv 7\
h~rgh]lh « Ihlh ~ <~ _glbVbegvdbjH gy dhe\begpEZ+[mlb \djZc fZeZ

LZd kzZfh <~ _glbnedZlhj ih fh eb\hkle g_ ih\bg_g [mlb kbe:
_dhghfe€ ljZnedm

GZ cfh\ejgeklv \bgbdg_ggy dheesa+€ \ieb\Zxlv "\Z nZdlhjb

jhafej e~ glbnedZpecghlh ijhddgmkliv:t fh eb\bo mgedZe
oA _glbnedZlhje\

f_Ih™ 1 _g_jm\Zggy <"_glhymdddfZIlqgg\nft e~ glbnedZlhj \b[bjZ}I\

aZlZevghlh ijhklhjm

< eN Zee gZf ihlje[gh \_ebdbc ijhklej sh”™h gZrbo ihlj_[ &
h[bjZxlvky je\ghfejgh jhaih”ee ge¢ ¢ glbnedZlhjb Lhfm "ey ].
je\ghfejgh jhaih”ee_gbo <*_glbnedZlhje\ fb [Mm~_fh dhg\_jIim\ZzZI
crypto.randomByte® N deevdeklv ih\_jg _gbo \biZz~2rdh\bo [Zcl m rekl¢
kljhdm Py nmgdpey ea iZd_Im egkljmf_gle\ 2SHQ66/ } j_Ze
klecdh]lh ik_\~h\biz~dh\h]h Ze]hjblfm ydbc [Zam}lvky gZ ©O«<
AZebrbehky ie"jZom\ZIb kdeevdb \biZz*dh\bo [Zcl gZk \eZrIm}
[meZ \djZc fZeZ

lj_~klz\bfh gZrm azZz”~Zgm \ gZklmighfm Z[kljZzdnyhfm \t
\biz~rdh\bo qbk_e a ~bkdj_lgh]lh je\ghfejgh]lh jr&H ‘cevmdzm ~.z
cfhlejge PN\H  sh ijbgZcfge "\Z gbkezZ a[*]ZxIvky"

>7Z9Z aZ™"ZqZ } maZ]Zevg _ggyf izZjZz"hdkm ~ge\ &Zjh" _
al\hjhlgm cfh\«pP(M.H)/jjbn<H |Zdm sh \ke gbkeZ [m~"mlv jeagbfb

- 1. 2 . n 1.
ph.H) 1u% ﬁiu% ﬁiu..u% H r (1)

Jhadez”~Zggy \ jy®» L_cehjZ _dkihg_gpecgh€ nmgdp-€
1 x — .. (2

AZ} gZ[eb _ggy i_jrhlh i XypX " ley
e |1 x. 3)

Sh[ azklhkm\ZIb p_ gZ[eb  _ggy ~h nhjx= a/H |iZd®&dZ" fh
qbghf hljbfz}fh

a
o a
e H |1 ﬁ (4)
HIjbfZgZ ZijhdkbfZpey
n(n 1) n(n_1)
D . 2
k)L e 2 1 LD

L i_jgZibrnhhfmem ~ey h[_jg_gh€ azZ”Zq-

42



" Lhf

H +[m~»_
deevdeklv

Ydsh ih\

al_g

thagZqgZlb jhafe]
_jh\Zgbo

o N

higbkex}Ivky [Zdbf gbghf

AN AR\ hgZ " _

<bdhjbklh\mxqgb nhjfmeb

1GNHJF:LBD: L: F:L?F:LBQG1 F?LH>B < FH>?EX<:GG1 {1-2
§1
np,H |\/2H uln@ .
1-

glbnedZlhjZ \ [ZclZo

(6)

_jgmlvky “h az”~Zqe cfh\ejghkle \bgbdg_ggy dheea:
_glbnedz|PeaglihhejghklijdNeecas€
N _glbnedZlhje\

Jhafe] N glbned
(7)
kdez”~ fh I1Z[ebpx cfh\ejg

_gh |

\bagZq_ggy ihlje[gh€ "h\'bgb «~ _glbnedZlhjZz Gb ' q_ gZ\_
LZ[ebpy
LZ[ebpy cfh\ejghkl ¢ dheesa-c
N pnH JhajZomghd jhde\
1E-12 0,10% Y, a0 %) | Y, @0 %) | Y; (0.1%) | Y, (0.1%)

2 <2 8 — — — —

4 <2 2073 — — — —

8 4295 | 1,36E+08 1E07 8E03 0,004 258

12 2,81E+08 | 8,90E+12 9E03 536 282,320 2E+07

18 4,72E+15 | 1,49E+20 149752 9E+09 5E+09 3E+14

22 3,09E+20 | 9,79E+24 1E+10 6E+X4 3E+14 2E+19
>_ Y1 + deevdeklv jhde\ ~ey ~hkylg ggy azZ”Zgh€ cfh\sjghkle

1_9_

jZpeyo \ k_dmg”m
cf \ Jgth- dheea«€ ijb h~hge}€ ]_
<boh”ygb a i_j
“h\"bgm

o N

cfhlejghkle dheea<€ \

<ID

<IDL

<e~khlhd i
deevdeklv jyrde\ i_

i Ymg:hﬂeenyki kilv jhde\ ~“ey “hkylg_ggy

_jZoh\Zgbo
_glbnedZIlhjZ je\gm

>ey

aZlZevgZ deevdeklv jy~?

<e~khlhd ihdjblly dh"m |_

ghlfL

AZgbo
[ZclZf

_jZp*€ \ o\bebgm gZ\qgZevgh
"ey gZ\qZevghl]h
sh 1ZjZglm}

ijh_d

sh aZz

i _Zevghlh ijh_dIm \Zjlh \b[jZIb !

(8)

_j_ghkbfh]h dham h[gbkex\Z\Ky 1Zdbf kihkh[hf
BgB'\J h32th 7 18b% 94.79

kIZfb h[gbkex\Z\ky 1Zdbf kihkh[hf

307 "100%=
341

90%

\ dB4m

drevd:kiv jyrd-\ dhnm ihdjphpp 39K 1248, 000 (9)
aZlZevgZ deevdeklv jy~
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<bkgh\dbhhha\fyZdgmzZevg_ azZ\"Zggy jhajh[db 1Z |_klm\Zggy
kbkl_fb djhkieZInhjfg'héd zZN\dp\ \bdhjbklh\mxgb a\ yadm nj_cf\l
kzfh \ jh[hle ijh\_~ _gh ZgZeea gh\elgeo f_Ih~bd 1Z egkljmf_g
jhajh[db I1Z €0 aZzkh[e\ Z\IhfZlbah\Zgh]h |I_klm\Zggy
M ie"kmfdm jhajh[e_gh [Z]ZlhieZInhjfgbc ijh]jZfgbc ijh"mc
Zjoel _dimjm @&dew}iPl 1Z ijZpx} gZ ieZlnhjfZo LRV DQGURLG
ydhfm ZHE [jZma_je Jhajh[e_gbc ijh]jZfgbc ijh~mdl “ha\hey} d
I1Z hljbfm\ZIb ~hklimi “h k\h€o ghlzZlde\ gZ jeaghfZgelgbo ieZlnhj
l[jb pvhfm ~hky]Jgmlh \erkhlhd i_j_ghkbfhkle dh”Am \
j_amevlzZzlhf Yd[b fb ibkZeb dh” hdj_fh ie” dh ge ieZlnhjfb |
jZab [eevr_ jy~de\ dh”~m al\e*"kb qZk \bljZg_gbc gZ jh
\bdhjbklZzggy p*}€ a\ yadb nj_cf\hjde\ I1Z Zjoel_dImjb [meh kdh,
Kibkhd eel_jZImjb
1. Titanium Platform Overview URL: https://titaniumsdk.com/guide/
Titanium_SDK/Titanium_SDK_Getting_Startetitanium_Platform_Overview.html
2. Spring Framework Advantages and Disadvantages URL:
http://www.aksindiblog.com/sprinffameworkadvantageslisadvantages.html
3. Bcrypt URL: https://en.wikipedia.org/wiki/Bcrypt
4. Mersenne Twister Home PageURL: http://www.math.sci.hiroshima.ac.jp/~m
mat/MT/emt.html
Birthday problem URL: https://en.wikipedia.org/wiki/Birthday_problem
Lundy M., Mees A. Convergence of an annealing algorithtath. Programing.1996.
V.34.P.111-124. URL: https://link.springer.com/article/10.1007/BF01582166

o o

DEVELOPMENT AND TESTING OF WEB APPLICATIONS
INFORMATION SYSTEM

Yu.Yu. Kozind, B.l. Yukhimenkd, O.V. Ischenkd

National Odesa Polytechnic University
1, Shevchenko AveOdesa 65044 Ukraine
emaik: yuliyakc21@gmail.corh biruteyu@gmaitom?2, alesya.ishchenko@gmail.com

In the conditions of the growth of information technologies, applicata®veloped for usage on the different
platforms *cross-platform applicationsare gaining more and more popularity and need. This is due to the
appearance and development of all kinds of devices on which thduraaion. One of the rapidly developing
directions in the field of multi-platform is currently the developmehtapplications that work on different
operating systems, such as desktffyindows, Mac OS, mobiletiOS, Android. However, the existing methods
of their development are focused on creating applications for a specéiatiog system, which limits the
universality of their application. The work solves the urgent tasdeokloping and testing the information
system of cross-platform web applications using the framewmnkection. Also, the work analyzes the latest
methods and tools of cross-platform development and their meamgtarhated testing. As a result, a multi-
platform software product was developed, which implements the "ckewr$ architecture and works on the
ios, android platforms, as well asamy web browser. The software product developed allows userse@sdv
access their notes on various platforms and edit them.

Keywords: Testing, cross-platform applications, client-server architecture.
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: < Ehah\kvdddn&xgej_gdh < H GZaZjh\ < < Ih"mnZeh

GZpehgZevgbc mge\_jkbl_| ©H”_kvdZ lheel_o0gedzZ?2
1, R_\qg_gdZ H”_kZ Mdjz€gZz
email: infsec2011@gmail.com

Jh[hldjbk\yq_g9Z ZgZeeam iblZgv ih\ yaZgbo e+a aZobklhf ijz\ egl_
\eZkghkle gZ Ijb\bfejge fhr_ee M kfhqZlexkhZmggkAedZ[meh rbjhdh]h
ihrbj_ggy 1Z aZzklhkm\Zggy \ jeagbo ]Zemayo \déxgZkgb degheg”mk
f_~"bpbgm ZjoelZd\jjmigbpl\h R\b~Adbc jhalblhd -Ijogdne hil~ c
pbnjh\bo iezZlnhjf kl\hjx} gh\e fh eb\hkle Ze_ \hdgh@§&k + gh\e \bd
ijZ\h\eZkgbde\ H~”ge}x a dexqgh\bo ijh[e_f } ihrbj_ggygyglZaZzdhggh]h dh
\bdhjbklZggyh”" e ¢ sh fh ' _ ijbalagkggtho negZgkh\bo \IljZl "ey
Z\lhje\ 1Z dhfiZgec yde eg\_klmxlv m jhajh[dm IZdE6bhth”~_e_c LjZ"Db
f oZgeafb aZobklm 1zZde yd Z\lhjkvd_ ijzZz\h izZl_gkB " *d |lh\Zjge agZ
_n_dlb\gh ijZzpxxlv m dhgl_dkle pbnjh\h]h k_j_?~ih¥hsth »_  ihjmr_ggy
\er[m\ZIbky fbllI}\h « \ Jeh[Zevghfm fzZkrlZ[s M klZIlle jhaleyr"Zxlvky j
"h aZobklim sgl_e_dimzZevgh€hVe ZkgNHedjgZZ ' ZgZecamxlvky fh eb\hkle
\bdhjbklZggy pbnjh\bo \h”ygbo agzZd-\ djbilh]ljZneqgbo f_lh”ne\ |
| _ogheg@gbo azZkh[e\ 7~ey aZ[_ai_q_ggy aZobklm \e~ g azZdhggh]h d
jhaih\kx~"_ggy J_amevlzZlhf jh[hlb } jhajh[e_gbc OZQ@HNey ijh]jZfk
ydbc az[_ai_gm} zZ\lIhfZlbggbc aZobkl Z\lhjkvdbo gpyZ\agZ degp_\* a
“hihfh]l]hx gZdez”~Zggy plymjhdbaogWds\ AZ ~hihfh]lhx jhajh[e_gh]h ieZ]e
Z\lhj fh™_ g _ihfelgh ~h”~ZIb k\ec mgedZevgbc dh” ‘dhegp_ \_ah[jZ"
dhjbkim\zq fzZ} fh a@bjsktyblb Z\lhjklZhZglZz  _gh]h ah[jZ _ggy
Jhajh[e_g_jer_ggy fh™ _agZclb rbjhd_ aZijldtkanijhqg k «h gZe N\

Dexgh\e kela\Zob3d ijh_dle\ pbnjh\e \h~yge agZdb ieZ]eg -+gl_e_dIm:
\eZkgeklv aZobkl Z\Ihjkvdbo ijz\

<klmiKvh]h~rge dheb | _ogheh]eqge e<gkljmf_glb KklZxlv [eevr
ihilm gbfb Z pbnjh\e ieZlnhjfb an~Zlge i_j_~Z\ZIb 1Z h[jh[eylb k
gl _e _dimzZevgh€ \eZkghkle klIZ} hkh[eb\h \Z eb\bf Hkh[eb\h p
I\hjgeklv « | _ogheh]e€ i_j ieelZxlvkinh"g&x\Zaegd”

P_iblzggy hkh[eb\h ZdImZevg_ \ dhgl_dkle rbflhnédhgh adbdhj
m \e” _he]jZo deghedbpkygdel_dimjghfm ijh_dIm\Zgge 1Z +grbo
< ebdZ deevdeklv jeaghfZgelgbo h[f}dle\ yde fh ' gZ klI\hjax\ZIb |2
]Zemayo klI\hjx} ihl_gpecge fh eb\hkle ey ihjmr_ggy ijZ\ gl_e
[1] GZijbdez” "ey klI\hj_ggy \ejlmZevgbo k\ele\ m \e”r he]jZo Z
neevfZo fh _ agZ”h[blbky \bdhjbklZggy jeagbo fh~_e_c « |_dk
h[f}dlzfb Z\lhjkvdhM fjZ2W%ggec kn_je gZijbdezZ” jhajh[dZ IZ \I
"' fh~_e_c “ha\hey} lhgger_ ieZgm\ZIlb hi_jZp+€ |Z esdm\Zggy
gZ”ecgh]h aZobklm \er g kZgdpehgh\Zgh]h ~hklmim joel
\bdhjbklh\mxlv ' fh”_ees "ey \eamZeecaZpe+€ ijh_dle\ I1Z mlimgg_gg
kilbdZxlvky a jbabdhf ihjmr_ggy dhgne” _gpecghkle |ID€djZ""
\eZkgHhkl3].

Djef Ihl]h ae ajhklZzggyf ihihpgpgihkilir*m kli\hj_gfgy*_'e_c
ajhklz} jbabd g_azZzdhggh]h \bdhjbklZggy gm bo I\hjdgvZpr8eZk
fh ' mlvijba\_klb "h k_jchagbo dhgneesdle\ fe* I\hjpyfb 1Z dhjbkIm\
agZggbo \ljZl gZijbdezZ?2ln*gZgkh\bo
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: < Ehah\kvdbdDné&xdlej_ gdh < H GZaZjh\ < < Ilh"mnZeh

G \eMih\enrZevg_  klZ\e_ggy "h aZobklm " ijh_dle\ IZ gl_e
fh™  fZlb k_jchage gZkee~db "ey ]Zema_c¢c \ ydbo Zdlb\wh \bdh
I1Z "ey kmkieevkI\Z \ peehfm Djef negZgkh\bo \lIjZl "ey dhfiZge

ijZ\ gZ e<gl_e_dimZevgm \eZkgeklv fh _ ijba\_klb ~h \ljzZIb ~I
agb” _ggy dhgdmj_glhkijhfh gidle;ga@ jmgdiib\gh]h aZobkIim ihl
"hkylg_ggy 1Z i_j_\Z]b \e~ \bdhjbklZggy ' |I_ogheh]ec fh mlv [m

Jhamfeggy |Z \bjer _ggy ijh[e_f aZobklm e<gl_e _dlmZevgh
fhr _ex\Zgge klZ} gzZ~a\bgqZcgh \Z eb\bf az\"Zggyf “ey ih"Ze\
]Zemae+ <bdhjbklZggy gh\elgeo | _ogheh]ec ¢ jhajh[dZ ki opeZe-a
yd ieZ]legb fh mlv klZlb \Z eb\bfb djhdzfb \ azZ[_ai_q_gges _n
aZobklm 1Z kijbygge I\hjghkh me knWZ gy

M pvhfm dhgl_dkle jhajh[dZ ieZ]egZ "ey aZobklm +gl_e_dl
fh~r _ex\Zgge klZ} \Z eb\bf djhdhf m aZ[_ai_qgq_gge [_ai _MéylZ xjb
[\hjpe\ « \eZkgbde\ dhgl_glm leZ]eg gZ hkgh\e kl_]JZgh]jZn-q
ijboh\m\ZIb egnhjfZpex ijh Z\Ihjkvde ijZ\Z |Z \[m~*h\m\ZIb €€ [_¢
jh[eygb €€ g _\b”bfhx 7~ey g_Z\lhjbah\Zgbo dhjbklim\Zq+\ Ze_
ijZ\h\eZkgbdZz
F 1Z « azZz”"Zqes "hke TZ ghyhilbey]Z} \ ie"\bs _gge je\gy aZobs_ gl
ijh_dlreyohjfhajh[db ieZ]*egZ ~ey ijh]jZfb %OHQGHU vydbc aZ[_e¢
aZobkl zZ\lhjkvdbo ijzZz\ gZ degp_\* ah[jZ _ggy azZ "hihfh]hx g
\h~ygbo agZdes\ >ey "hky]g _ggy pe}€ f |Ib g_h[oe*"gh \bdhgZIb ¢

1.1jh\_klb ZgZeea kmqgZkgh]h klZgm iblZggy aZobkKim ' ij
\jZaeb\hkle kbkl _f IZ ihl _gpecge aZ]jhab "ey ¢gl e _dimZevgh€

>hkee”blb jeaghfzZgelge i*”oh”b ~h aZobklim <gl_e_d
\dexgZxqgb rbnjm\Zggy "Zgbo dhgljhev "hklmim \h”yge agZdb
hpegblb €0 _n_dlb\geklv IZ ijb"rZIgeklv "ey aZklhkm\Zggy \ ]Zer

Jhajh[blb ijh]jZzfgbc ijh"mdl ydbc aZjglaie qdiin ZeedagthlE
\eZkghkle \ dhdlijtiklckle\

<bdhgZggy pbo az”~Zq “~ha\heblv ~hky]lb ihklZ\e _gh€ f_|I
aZobs _ghkle " ijh_dle\ » aZ[_ai_qgblb gZ~ecgbc aZoblkl mgl_e_
pbnjh\hfm k_j "h\bse
Hkgh\gZ gZkhMagab kl «gl_e_dimZevghé€-AeZkaph\Zlggle klZ} \k_ [ee
ZdimZevgbf m kmqgzZkghfm k\ele < hkgh\ghfm p_ ih€ yaZzgh a
fh~r_ex\Zggy klzZxlv \k_ [eevr “hkimigbfb « ihim gbfd glg9y§2zd e
"hkimighkle jbabd ikjr@_igdgy <gl_e_dimZevgh€ \eZkghkle ijb]
ajhklZ3_azZobs_ge ijh_dlb klzZxlv ~e}\bfb fer_gyfb “ey de[_jaehq
€0 \bdjzZklb Z[h \bdhjbklZlb ey ie*jh[hd |Z egrbo rZojZckvdbo '

Jhaleyg_fh [eevr ~_|1Zevgh aZ]jhab sgnhjfZpecgh€ [_ai_db

- <b”"Ze _ggy Z[h ihrdh”" _ggy "Zgbo Aeh\fbkgbdb fh mlv a:
f Thx \b”"Ze_ggy qb ihrdh”" _ggy ' fh™”_e_c¢c gb egrbo ~Zgbo i
ijba\_klb ~h \ljZIb \Z eb\h€ e<gnhjfZzpe€ Z[h gZ\elv g_fh eb\l
ijh_dIm

- AfegZ "Zgbo 1lgrhx aZ]jhahx } fh eb\eklafgglkZ2gdpchgh\Zc
ijh_dle Aeh\fbkgbdb fh mlv \g_klb afegb yde ijba\_‘hklv ~h i
ijh_dIm Z[h gZ\elv \lIjZIb ch]lh pegghkle

- <ljzlz dhgljhey gzZ” ijh_dlhf Ydsh aeh\fbkgbdb hljbfz;
ijh_dIm < \ijh\Z~ylv afegb Z[h \b~MAheyxippa¥gelbprh \IjZIb dhgljh:
gzZ” ijh_dlhf IZ ch]l]h ih~rZevrh]h[3\dldhjbklZggy

- NegZgkh\e \ljZIb G_]Zlb\gbc \ieb\ gZ ijh_dIl Ilzdh" fh _
gZkee~rdb GZijbdez”™ ydsh ijh_dl klz} g_ijb~rZlgbf g_pl\apzlzdb
fh™_ ijba\_klb “h \ljZlb «g\_klbpec Z[h gZ\elv *h negZgkh\bo a[k
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- lhjmr_ggy Z\lhjkvdbo ijZ\ \ kn_je " ijh_dle\ fh _ fZlb k_j¢
"ey I\hjpe\ egl_e_dimZevgh€ \ezZkghkle |Z €0 ijh_dle\ Hkv ~_
ihjmr_ggy Z\lhjkvdbo ijz\

1) G_kZgdpehgh\Zg_ dhiex\Zggy 1Z \bdhjbklZggy Aeh\
dhiex\ZIb 1Z \bdhjbklh\m\ZIb ' ijh_dlb [_a “~halhem €c
ijba\h”~blv ~h ihjmr_ggy Z\lhjkvdbo ijz\ P_ fh _ klZ
negZgkh\bo \IjZl ~ey I\hjpe\ IZ agb  _ggy €ogvh]h dhglj

I\hjgeklx
2) G_"ha\he_g_ \bdhjbklZzggy \ dhf_jpecgbo peeyo lgr
g_ijbimklbf_ \bdhjbklZggy ' ijh_dls\ m dhf_jpecgbo p-

Z\lhje\ P_ fh _ ijba\_klb ~h \ljZIb ijb[mldm |IZ ihjmr_ggy

3) <ljzlZz dhgne®_gpecghkle Ydsh klZxliyh_MdHkImigbfb "ey
g _kZgdpehgh\Zgh]h \bdhjbklZggy p_  fh _  ijba\_kl
dhgne”_gpecgh€ egnhjfZpe€ Z[h k_dj_Ile\ yde fh mlv [mlb

4) le~rjh[dZ 1Z afegZz Z\lhjklI\Z Aeh\fbkgbdb fh mlv gZfzZ]z
Z\lhjklI\h " ijh_dle\ Z[h afegblb Z\lhjkvdm egnhjfZpex "e\
P_ fh _ ijba\_klb ~h iemlZgbgb sh”h kijz\"gvh]h Z\Ihjz
chlh ij@a\

- KhpeZevgZ g _g _jey } h~rgbf a gZc[eevr \[Zaeb\bo Zki_dls
ijh_dle\ P_ f_Ih~ ZIZdb ijb ydhfm aeh\fbkgbd \bdhjdbkla\m} fZ
f Thx hljbfZzggy dhgne® gpecgh€ egnhjfZpe€ Z[h "hkilmim ~h kbk
Z1Zd yde \bdhjbklh\mxlv khpeZevgm g _g_jex m kn_je ' ijh_dlI

1) Nerbg]h\e ZIZdb Aeh\fbkgbdb fh mlv \bdhjbklh\m\Zz
_edljhgge ebklb Z[h ih\e*hfe_ggy “ey hljbfZggy dhgne”"_
\eN dhjbkim\Zge\ 1Zdh€ yd iZjhee Z[h "hkIimi “h h[eedh)\
ijba\_klb "h g_kZgdpehgh\Zgh]lh “hkIimim ~h " ijh_dle\

2) KhpeZevge g g _jb Aeh\fbkgbdb fh ' mlv gzZfzZ]Zlbky \k
dhjbkim\zq _f sh[ hljbfZlb ~“hklmi ~h ch]h ijh_dle\ Z[h
egnhjfZpe€

>ey aZobklm \e”A khpeZevgh€ g _g_j*€ \Z eb\h gzZz\qzZlb dh
i*"hajeee kbimZpe+€ 1Z gZ"Z\ZIb €f egkljmf_glb |1ZZ2gbhk|jfZpghkajh
Lzdh® \Z eb\h \bdhjbklh\m\ZIb | _ogegqge azZkh[b aZobklm |
Zml_glbnedZpey IZ h[f_~ _ggy “hkimim ~h dhgne” _gpecgh€ egnhj

AZoh”b aZobklm \erih\erZxlv gZ aZ]jhab |1Z \jZaeb\hkle s
ijh_dle\ Gb'q_ gzZ\_~ gh ~ _yde dexqgh\e aZoh”"b aZolkdihge yde
"ey aZ[_ai_qgq_ggy [_ai_db I1Z aZobklm pbo ijh_dle\

- <bdhjbklZggy rbnjm\Zggy ~Zgbo aZ[_ai_gm} dhgne® _gp-
egnhjfZpe€ sh i_j ~Z}Ivky Z[h a[_je]Z}Ivky m kbkl_fe AZKIl
"halhey} aZobklblb " ijh_dlb \«* g _kZgdpehgh\Zgh]h “hklmim I.

- Dhgljhev "hklmim <klZgh\e_ggy [Z]Zlhje\g_\h]h dhgljhex
h[f_"blb ~hklmi ~h ' ijh_dls\ ebr_ Z\lhjbah\Zgbf dhjbkIm\Zq:
g_kzZgdpehgh\Zghfm \bdhjbklZggx Z[h j_~Z]m\Zggx ~Zgbo

- <bdhjbklZggy \h~ygbo agZde\ |Z _e _dljhggbo i*"ibke\
ieM\_jrblb Z\lI_glbggeklv I1Z ihoh~™ _ggy ' fh*_e c IZ ijh_dle\ Z
\er g aZdhggh]h dhiex\Zggy gb \g_k _ggy afeg

-J_a_j\g_ dhiex\Zggy "ZgbazZihja]lltbeyWjZle egnhjfZpe€ \
\by\e _ggy ZIZdb Z[h \biZz*dh\h]h \b*"Ze ggy nZce-\

- Hk\*1Z 1Z gZ\gqZggy dhjbkim\Zqge\ sh”h [_ai_db \ 1gl_jg_I-
I1Z ijZ\be [_ai_db } \Z eb\bf djhdhf ~ey aZih[¢]Zggy khpeZevgs
\bne\ AlZ

- 1jh\_"~ _ggy j_]Imeyjgh]l]h Zm”~blm kbkl_fb [_ai_db ~ha\hey}
\jZaeb\hkle 1Z jbabdb sh fh ' mlv [mlb \bdhjbklZge aeh\fbkgbdZf
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- <klZzgh\e_ggy 1Z i*"ljbfdZ ZdImZevgh]h Zglb\esjmkgh]h 1Z
ijhljzfgh]lh az[_ai_q_ggy ~hihfz]z} \by\eylb 1Z [ehdm\ZIb rd-
aZljhab ey [_ai_db

AZklhkm\Zggy pbo aZoh”e\ aZobklm ~hihfZ]Z} aZ[dkxggblb
aZobkl ' ijh_dle\ \e~ jhl _gpecgbo azZ]jha 1Z Zlzd a[_je]lZxqb
peeekgeklv *Zgbo

Jhaleyg fh [eevr "~ _IZevgh iblZggy aZobklm gl _e_dlimZ
Z\lhjkvdbo ijZz\ yd kdezZ”"h\h€ GZgkkgph}*deragecqg f_Ih”e\ 1Z |_
aZobklm gl _e _dimZevgh€ \eZkghkle kijyfh\Zgbo gzZ ihi_j
\bdhjbklZggy 1Z dhiex\Zggy dhgl_glm 1jb jhaley”s aZobkim <gl_
]Zemas ' fh™ _ex\Zggy \Z eb\h jhamfelb « \b\qZIlb ekgmxge ie"ol
g_"heedb

Hrgbf ea gZcihrbj_gerbo i*”oh”e\ “"h aZobklm esgl} e _dlm
\bdhjbklZggy |_ogh e hipital Rights Management). DRMp_ gZ[+]j | _ogheh]ec
ydbc “~ha\hey} h[f_"m\ZIb ~hklmi ~h pbnjh\h]h dhgl_glm 1Z
\bdhjbklZggy reyohf aZklhkm\Zggy jeagbo aZobkgbo\ZggXxg-afe
pbnjh\e ieribkb IZ mijzZ\eeggy ijBNZfb “hkIimim

| _j_\Z]b '50

-AZobkl gl _e _dilmzZevgh€ \eZkghkle '50 "hihfz]zZ} aZih[e]Il
dhiex\Zggx jhaih\kx”" _ggx 1Z \bdhjbklZggx pbnjh\h]h \fekIm
dhfi_gkZpex Z\Ihjzf « ijZ\h\eZkgbdzZf aZ €ogx jh[hIm

-=ZjZgley "hoh”m H[f_"mxqgb g_Z\lhjbah\Zgbc "hklmi '50 °
dee}glb yde iezZlylv afh mlv hljbfZlb ~“hkIimi ~h \feklmgblZdbf |
"hoe™ ey I\hjpe\ ¢ jhaih\kx®* " m\Zqge\ \feklm

- Dhgljhev gzZ” \bdhjbklZzggyf dhgl_glm '50 “ha\hey} i
dhgljhex\ZIb€ogdc \fekl \bdhjbklh\m}Ivky jhaih\kx" " m}lvky 1Z -
fh ' mlv mklZgh\ex\Zlb h[f_~ _ggy gZ dhisx\Zggy ”~jmd e« kieevgbc

-AZih[*]Zggy i*jZlkl\m '50 } n_dlb\gbf egkljmf_glhf [hjhlI\
iejZlkI\hf yd_ fh _ kmll}\h \iebgmlb gZ “hoh”b 1Z klZee<klv |Zd
degh ijh]jzZfg_ aZ[_ai_q_ggy |IZ \b~"Z\gbpl\h

-lhdjZs _gZ [_ai_dZ L_ogheh]*€ '50 gZklh \dexgZxlv rbnjm
f_Ih~b Z\I_glbnedZpe+s€ yde ie*\bsmxlv aZ]Zevgm [_ai_dm pbnjh

Hrgzd " _yde _dki_jlb \A\Z2"Zxlv sh '50 fh _ [mlb g__n_dlI
\bizr"dZo « gzZ\+lv ijba\h”blb ~h h[f_"_gv "ey RZEdhggbo dhjbkIm

K_j_ g _"heedes\ '50 kee™ \b"eeblb

- G_ajmqgghkle ~ey dhjbklim\zge\ '50 fh _ mkdezZ~gblb
dhjbkIim\zZqge\ ~h \eevgh]h \bdhjbklZggy \feklm sh ijba\h”blv
g_azZ”h\he_ggy H[f_"_ggy gZ dhiex\Zggy kieevgbc ~hkimi -«
fh mlv [mIb ]jhfea~rdbfb

-ljh[e_fb kmfekghkle <fekl aZobs _gbc '50 fh _ [mlb g_Kk
ijbkljhyfb 1Z iezZlnhjfZfb sh h[f_"m} fh eb\eklv dhjbkIim\Zqge\ hlj
ijbA[Zgh]h \feklm gZ jeagbo ijbkljhyo

- IblZzggy dhgne™ _gpecghkle > yde kbkl_fb '50 \e”rkl_"m
dhjbkim\zqge\ <« rZ[ehgb \bdhjbklZggy sh \bdebdzZ} aZg
dhgne” gpecghkle k_j ~ kih"b\Zqge\ yde pegmxlv k\hx pbnjh\m d

- <bkhde \bljZIlb <ijh\zZ”~" _ggy 1Z i*ljbfdZ kbkl_f '50 fh _
Ney I\hjpe\ ¢ jhaih\kx? " m\Zqe\ dhgl_glm Pe \bljZlb fh mlv [m
kih"b\Zge\ m \b]Jey”~e \bsbo pe-g

-H[f_"_g_ ~h[jhkh\ekg_ \bdhjbklZggy '50 fh _ h[f_"m\ZlIl
dhjbkIim\zZqge\ [jZIb mgZklv m ~eyo ~h[jhkh\ekgh]h \bdhjbklZgg
j_a_j\gbo dhiec klI\hj_ggy ihoe*gbo jh[el Z[h \bdhjbklZggy \fekl
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- Fh eb\eklv aeh\'b\Zggy ljZ\h\eZkgbdb fh mlv aeh\ |
h[f_"m\Zevgbf j_"bfhf '50 ~ey a”eckg_ggy gZ~fejgh]lh dhgljhe
ijblJgegmxqgb eggh\Zpe+€ 1Z h[f_"mxqgb k\h[h”m dhjbkIm\Zqge\ \bdhj
\hgb ijb”r"[Zeb aZdhggbf reyohf

OhgzZ '50 ijhihgm} agZqge lihgdbWZ]dhjan aZobkim gl _e dl
\eZkghkle |Z aZ[_ai_q_ggy ijb[mldm \eg IZdh" klI\hjx} ijh[e_fb
"ey dhjbkIm\Zqge\ kmfekgeklx I1Z dhgne® gpecgeklx

lhrbj_gbf ie*"oh~gf*Bh\e"mAbdhpjbkiZggy \h*ygbo agzZde\ ZDV
[4] "eyaZobklm Z\lhjkvdbo ijZ\ <h”yge agZdb } g _\b~bfbfb Z
hl[jzazfb Z[h |_dklhf yde \[mAh\mxIvky [_aihk_j _~gvh m dhgl.
N glbnedm\ZIb Z\IhjZ qb \eZkgbdZ dhgl_glm |Z \klZgh\ex\ZIt
kem blb ihi_j_ "~ _ggyf “ey ihl_gpecgbo ihjmrgbde\ H~*gZd \t
fh mlv [mlb \b”"Ze g+ Z[h afeg_ge* g _"h[jhkh\ekgbfb dhpgxkIm\Zq
_n_dlb\gekZdh™ \hgb fh ' mlv \ieb\ZIb gZ ydeklv \eamZevgh]h k
Djef Ih]h ekgmadgheh]e€ kil _]Zgh]jZne€ yde "halheyxlv ijboh\m
[_aihk_j_"gvh m pbnjhdbohhjzZdeg m ' fh*_eyo Pe |I_ogheh]e€
\[m~h\m\ZIb egnhjfZpex ijh Z\lhjkI\h 1Z \eZkgeklv [_a afegb a
fh~r_ee KIl_]ZghljZneqge f_Ih”"b aZobklm fh mlv [mlb \eMghkgh
mkdezZ” gxxlv \by\e _ggy IZ \b*"Ze _ggy aZobkgh€ egnhjfZpe€ [_a

Djbilh]jZneyn*"gbf ea dexqgh\bo egkljmf_gle\ "ey aZobklim 2z\
pbnjh\hfm k_j ~“h\bse AZklhkm\Zggy djbilh]jZneqgbo f_|h”"e\ ~
dhgne”_gpecgeklv peeckgeklv IZ Z\I_glbggeklv egnhjfZpe€ sh \z
gl _e dimZevgh€ [6Zk@Gbkg gZ\_~ g hkgh\ge kihkh[b \bd
djbilh]jZzne<€ "ey aZobklm Z\lhjkvdbo ijz\

- Rbnjm\Zggy nZcees\ <bdhjbklZggy rbnjm\Zggy "ey aZobkl
fmabdb \e~_h ijh]jZfgh]lh aZ[_ai_g_ggy _e_dljhggbo dgb]
Ahkimim 1Z dhiex\Zggy

- Rbnjm\Zggy i*® gZk i_j_"~Zqe Rbnjm\Zggy ~Zgbqg_i@” qZl
f j_"m gZijbdez™ +7736kZedy\ \_ph azih[¢]Z} €0 i_j_ohie_
g_kZgdpehgh\Zghfm \bdhjbklZggx

- 'ml_glbnedZpey Z\lhjklI\Z Pbnjh\e ie?ibkb aZzZ[_ai_gmxl\
Z\lhjkI\Z 1Z peeckghkle I\hjm sh ~hihfz]zZ} aZzZih[<]lb <ch
g _kZgdpehgh\Zghfm \bdhjbklZggx

- AZobkl "hdmf_gle\ <bdhjbklZggy pbnjh\bo i*?ibke\ ~ey
Ahdmf_gle\ 1Zdbo yd dhgljZzdlib m]h”b ijh Z\lhjkvde ijk\WWenaZ[_c
|ZaZobkl \e® fhrbnedZpec

Jhaley”Zxqb azZklhkm\Zggy \h”ygbo agZde\ 1Z rbnjm\Zgc
ijboh~bfh "h gZklmigbo \bkgh\de\

- <hryge agzZdb fh mlv [mlb hkh[eb\h dhjbkgbfb ~ey «* glbn
@ 1Z \eZzkghkle m \biz*dm h[ }fgbo 1Z kdezZz*"gbo ' fh"ge_c ~_
ihfelgbfb ey dhjbkim\Zge\ Zge m "\hfejgbo ah[jZ _ggyo

- Rbnjm\Zggy fh _ [mlb _n_dlb\gbf "ey aZobklm dhgne”_gp
dhf_jpecgbo k_dj_le\ m \biz*dm dheb ~“hklIm[if ~h_gh§ helzkid} [mlb

<jZoh\mxqgb hkh[eb\hkle dh gh]lh f_Ih m 1Z €0 aZklhkm\zZ
hilbfZevg_ jer_ggy fh _ ihey]Zlb \ dhf[egZpe€ pbo f_Ih~ne\
fZdkbfZevgh]h je\gy aZobklm +«gl_e_dlmZevgh€ \eZkghkle m ]Ze

GZklimigbf \Z eb\bf Zki_dlhf } ijZ\h\bc aZobkl «gl_e_dlmZe
\dexqZ} \ k_[_ Z\lhjkvde ijZ\Z iZl_glb |Z e<gre xjb"bgafbd f_0Z¢
"hal\heyxlv \eZkgbdzf aZobsZIlb k\h€ ijZz\Z gZ dhgl_gl |Za\s"kl_~
km~Ah\m kbkl_fm
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AZobkl +gl _e _dilmZevgh€ \ezZkghkle m kn_je ' fh™_ex\Zcg
hkh[eb\hkle 1Z kdez”ghkle yde \Z eb\h \jZoh\m\ZIb ijb jhajh
f ITh”e\ aZobklm Jhaleyg_ fh ~ _yde a gbo

1. Kdez”rgeklv kljmdImjb ' fh”_e_c "fh”r_ee fh mlv [mlb ~n
feklblb \_ebdm deevdeklv » _|Ze_c rZje\ |Z dhfihg_gle\ P_ fh _
aZobklm hkdeevdb ihlje[gh aZ[_ai_qblb aZobkl ey dh 'gh]lh _e

2. Jbabd egnhjfZpecd®oiVIjgk h[fegm ~Zgbfb | _j ~"Zqz ' f
fe' dhjbkim\zZqzfb Z[h mqzZkgbdzfb ijh_dIim fh _ ijbbEd_Kklb ~
dhgne® _gpecgh€ egnhjfZpe€ G_~"h[jhkh\ekge dhjbkIm\Zgabfh mlv
\bdhjbklzZIb fh"_ee [_a "halhem \eZkgbdZz

3. G_h[oergeklv a[_j_"_ggy ydhkle IZ ijh~mdlb\ghkle 1Ijb aZz
aZobklm ~h ' fh~_e_c \Z eb\h a[_je]Zlb ydeklv IZ ijh*mdlb\gekl
aZobklm fh mlv \ieb\ZIb gZ ijh*mdlb\geklv ijh]jzf 1Z ijhp_Kk
ki\hj_ggyf |lZ j_~"ZIm\Zggyf fh*_e_c

4. Ihlj _[Z m Kki_peZeecah\Zghfm ijh]jZfghfm aZ[_ai_q_gg-
aZobklmfh~_e_c fh _ agzZ”h[blbky \bdhjbklZggy ki_peZecah\Z¢
aZ[_ai_q_ggy yd_fh ' [mlb “hjh]bf Z[h kdeZ~gbf m \bdhjbklZc

<jZoh\mxgb pe hkh[eb\hkle 1Z kdezZ”rghkle \Z eb\h jhajh[ey
f ITh"b aZobklm yde aZ[_ai_gmxlv _n_dlb\gbc je\_gv afibbkIm
ijhA"mdlb\geklv 1Z ydeklv ' fh~_e ¢ Djef Ih]l]h g_h[o**gh \jZo
hgedm\Zggy dhjbkim\Zge\ m ieZge ajmqgghkle 1Z _n_dbm\ghkle
f _lhne\
leZ]*g "ey aZobklm Z\lhjkvdbo ijZzZ\ m ' ijh_dlZ»seYy ijhdjh|]d®bOH
"ijh_dle\ Z 1Zdh j_ZeecaZpe+€ €0 aZobklm \Z eb\h h[fZbdbhIm g
lZ ijh]jzfg_aZ[_ai_q_ggy GZ jbgdm ekgm} [Z]ZIlh ijh]jzZzf ~ey Kkl
ijh_dle\ k_j_~ ydbo fh'gZ \b”eeblb 1Zde \e*hfe ijh]jZfb yd $XW
&LQHPD ' 6ROLG:RUNV IZ %OHQGHU

$XWRGHVN OD\D I1Zz GV OD[ } “hkblv ihimeyjgbfb ijh]j.
\bdhjbklh\mxlvky m kn _je ' fh™ _ex\Zggy |Z ZgefZp+*€ <hgb fZx
egkljmf_gle\ « fh eb\hkl _c¢c Ze_ \bfzZ]zZxlv i_\gh]h gZkm “~ey \b\q

&LQHPD ' 1zZzdh" \e~Ahfbc k\h}x ijhklhlhx \bdhjbklZggy |
egl_jn_ckhf sh jh[blv ch]h ihimeyjgbf k_j_" ihqzZlde\pe\ m kn_j

6ROLG:RUNYV \bdhjbklh\m}Ivky i_j_ \Z gh ~ey ijhfbkeh\h]h
Ze_1zdh" fz} egkljmf_glb ~ey klI\hj_ggy ' fh”*_e_c

HArgZd k_j_ ™ mkeo pbo ijh]jzf fh'gZ \b”eeblb %YOHQGHU ¢
[Z \e~rdjblbf ijh]jzfgbf aZ[_ai_q_ggyf a ihIm gbf nmgdpehgZehf
fhr e ¢ ZgefZpe€ 1Z j _g” _jbg]lm <eg ie”Nljbfm} \ke gZpht&"g-
ijh_dl*\ m kn_je ' \dexqZxqgb fh"_ex\Zggy |_dklm\Zggy Zg-f:
[Z]Z1h «grh]h

Hkv ~ deevdZ i_j \Z] %YOHQGHU > @ yde jh[eylv ch]h
] _ZeeaZpe+€ aZobklm ijh_dle\ m kn_je

1. <e~rdjblbc dh® %OHQGHU } [_adhrlh\gbf |Z fZ} \e~djblb
"halhey} jhajh[gbdzf 1Z dhjbkim\zqgzf i_j_\ejylb Z"~Zilm\ZIb
ijh]jzfm a f_lhx aZ[_ai_q_ggy [_ai_db

2. :dlb\gZ kieevghlZ %OHQGHU fZ} \_ebdm Zdlb\g_ dhff{.
jhajh[gbde\ ydZ ihklecgh \ghkblv ihdjZs _ggy |1Z aZ[_ai_gm} i*"

3. Rbjhde fh eb\hkle %OHQGHU fZ} rbjhdbc gZ[*j *gkljmf_
jeaghfzgelgbo ijh_dle\ m kn_je ' sh “ha\hey} kl\hjx\ZIlb kdez"g

4. leMjbfdZ jeagbo ieZlnhjf %OHQGHU is*ljbfm} jeage hi_j
jh[blv ch]l]h “hkimigbf “ey rbjhdh]h dheZ dhjbkIim\Zqge\

MaZ]Zevgxxgb %OHQGHU } gZcdjZsbf \b[hjhf "ey | Ze-a.
kn_je " azZ\"ydb k\h€c ihlm gec nmgdpehgZevghkle \erkmlghkl:
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[Z \er"djblhkle \boergh]h dh*m ZdlIb\gec kiecevghlJ7]ZKidfjih ¢jlzf fh"
hkgh\e pvh]lh ijh]jZfgh]h aZ[_ai_q_ggy jhajh[e_gh ieZ]sg "ey az
aZijhihgh\Zgbc Z ~Zgec jh[hle

M ~Zgec jh[hle ijhihgm}lIvky gh\_ jharbj_ggy “ey ijh]jzZfgt
Blender.leZ]eg gZ"Z} fh ébVyeklGkljZpe€ 1Z Z\IhjbaZp+€ dhjbkIim\Zq
dhjbkim\Zgm ijbk\hx}Ivky eg”*b\ddmAgepardghcgdhfm p_c mgedZevg
g_ihfelgh \[mAh\m}Ivky m degp_\_ah[jZ _ggy aZ ~hj8fhlhx f_Ih:

Py jhajh[dZ 1Zdh" fh™_ ijZpx\Zlb ¢ m a\hjhlghfm gZzZijyfdm
\bdhgz\_pv fzZ} fh eb\eklv ~eagZlbky qgb gZe_ "blv chfm Z\Ihjl
az\zZglzZz _ghlh ah[]Zkegg\kl|lZgh\e _ggy jharbj_ggy \ ' 9LHZSRU
gh\Z \dezZ"d ZinssEf@yG\HyH e c kl1Z} “hkdglighfjcRkljZE vk

W
el Hy o

Jbk 1gl_jn_ck ieE]Zylhjbazp.£

GZ ihqgzldh\hfm _djZge afy\ey}lvky iZg_ev j_}kljZpe€ 1|
dhjbkim\zqgz a[_je]Zxlvky gZ k_j\_je Ihfm h”"bg ZdzZmhgl fRagZ a:
dh” ijb\fyazgbc ebr_ "h h~ge}€ ihrlb ¢ g_ fh _ a[*]Zlbky a e<gr
\eg h*ghagZqgh «~_glbnedm} dhjbkim\zZqZz

M ieZ]sgZ } \bfh]b "h iZjhex ydsh iZjhev dhjbklm\ZgzZ €1
afyley}lvky \enrih\erg ih\er"hfe_ggy yd_ egnhjfm} sh shkv g._
ih\e*hfe ggy ijh ihfbedb gZijbdez”® ”"ey IZdbo \bizZz~de\ g _\-
\erkmlgeklv «f ceZ \ kbkl_fe o« [hfm ih”~e[g_ jbk

libdeZ” ih\e~hfe _ggy ijh ihfbedm

Jbk > _fhgkljZpey ihfbedb

KihgzZldm dhjbkim\Zgm g_h[oes~gh azZj_}kljm\ZIbky \\e\rb k'
iZjhev lekey pvh]lh gZ px ihrim ijbc”_ ebkl a i*?I\_j~" ggyf Ik
afy\blvky fh eb\eklv m\eclb \ h[eedh\ec aZibk « \eevgh dhjbklIm\

lekey Z\lhjbaZpe+€ afYy\eylvky nmgdpehgzZ8. gZ\_~_gbc gZ |l
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Z a\bqgZcg_ ah[jZ _g¢ [ ah[jZ _ggy a \[m~h\m
Jbk Ihje\gyggy a\bgzZcgh]h IZ fh*bnedh\Zgh]h ah[jZ _ggy

>ZeaZ "“hihfhphhhxgdp-eh@Reeknrender authori_j_\ejbfh ah[jZ _ggy
render.pnggZ Z\lhjklj\thk . 1+~ gZk i_j \ejdb ah[jZ  _ggy nZcem UHQG
\b”rZ\ ih\erhfe_ggy sh ©Y Z\lhj pvhhbk ahg2Zeygggth]lh ah[jZ _g
tge [h \ gvh]h dh” \eZkgbdZ g_ \[m~h\m\Z\ky
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JbK.1h\e~"hfe _ggy iez]egZ yd_ i*~I\_j~ m} Z\lhjkI\h

Jhajh[e_gbc i¢ZZegam} deevdZ \Z eb\bo nmgdpec Kijy
al_j_ _gogy ijzZz\Z \eZkghkle \bdhgZ\pe+\ |1Z aZih[*]Zggy g_aZdhgg
jh[l k_j_" ydbo

1. AZobkl ijz\Z \eZzkghkle \bdhgZ\py H~"ge}x a dexgh\bo nm
gZ”*cgh]lh aZobklm X\ pg&@dahdjZz  _ggy klI\hj_ge \ %OHQGHU |
\bdhgzZ\pyf \[m"h\m\ZIlb g_\b”~bfe \h~yge agZdb m k\h€ jh[hlb
afegblb [ _a agZqgh]h ih]ejr_ggy ydhkle ah[jZ  _ggy P_ @Z[_ai_
sh ijz\Z gZ klI\hj_ges alimZmlggy[_j_ _ge* gZ\elv ydsh \hgb ihrt
g_j_a 1lgl_jg_| Z[h egre pbnjh\e dZgZeb

2. 1gl_]jZpey a %OHQGHU 1leZ]+*g jhajh[e_gbc ~ey [_arh\gh:
"halhey} dhjbklm\zZgzZf e_]dh \bdhjbklh\m\ZIb ch]h nmgdp+€ [_
gZ egr_ ijh]jzfg_ aZ[_ai_q_ggy P_ agb m} [Z] }jb "ey \ijh\.
aZobklm Z\lhjkvdbo ijZ\ 1Z aZ[_ai_gm} rbjr_ \bdhjbklZggy ie
ijhn_kehgZes\
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3. <bdhjbklzggy f_Ih"m DhoZ « @Zh leZ]*g \bdhjbklh\m} f_
\[m"h\m\Zggy mgedZevgbo dh”«\ m ah[jZ _ggy P _c f \¢pho} h~ gk
"ey klI\hj _ggy klecdbo \h*"ygbo agZdes\ yde \bljbfmxlv jeage Ibi
\dexgZxqb klbkg_ggy neevljZpex |Z afegm nhjfZlm <H” yge acg
f Th~hf aZebrzZxlvky g \b”bfbfb "ey ex"kvdh]h hdZ ZgZdh mlv
ki_peZevgbfb Ze]hjblfZfb sh aZ[_ai_qm} gZ~ecgbc aZobkl Z\Ilh]j

4. Mg\ _jkZevgeklv leZ]eg jhajh[e_gbc ey jh[hhd \*Bfho ¢
aZobklm gh\bo ah[jZz _gv [1zZd + "ey i_j_\ejdb Z\lIhjkI\Z <kg
dhjbkim\zZqzf g_ ebr_ aZobszZlb k\h€ jh[hlb Ze_ ¢ i_[mebylb ¢
g_azZdhggh \bdhjbklzZzge egrbfb hkh[Zfb Dhjbkim\zZqg-yfth _ aZz
ah[jZ _ggy =<« kbkl_fZ \bagzZqblv gb } \hgh aZobs_gbf + olh } cl
dhjbkgh ~ey \bdhgZ\pe\ yde ohgmlv i_j \ejblb qgqb g_ [meb €o0g
[ a "halhem

5. IjhklhlZ \bdhjbklZzggy H~”gbf a \Z eb\bo Zki_dle\ jhajh]
ajmgghlh [Z eglm€lb\gh ajhamfeeh]h ¢gl _jn_ckm dhjbkliwm\ZqZz
j_}kljZpe€ Z\lhjbazZp+*€ |1Z \bdhjbklZggy nmgdpec ieZ]egZ [_a
| ogeggbo agzZgv 1gl_jn_ck “ha\hey} dhjbklm\zqzf r\b~rdh hlj
g_h[oe*gbo nmgdpec |IZ egkljmf_gle\ *"ey aZobklm €o0ge0 jh[el
<bkghlb JhalJeygmlh ijh[e_fm aZobklm e<gl e _dimZevgh€ \eZkg
fhr _ex\Zggy |Ijh\_~ gh ZgZeea kmqgZkgbo f_Ih”e\ aZobklim pb
aZklhkm\zZggy “h ljb\bfejgbo fh® _e ¢ Z IZdh  jhajh[dm ijZdlbqc
ieZ]egZ ~ey ijh]jZzfb %OHQGHU

M ijhp_ke ~hkee”" ggy \byle gh sh aZobkl ' fh”_ e _c
ZdimZevghx aZz*Zq_x m a\ yadm a jha\bldhf dhfi x|_jglb&dZoghe
pbnjh\bo I\hje\ AZklhkm\iZafgyhkmagklkgZghll[fZme&jh\bo \h~ygbo
agzZde\ ahdj_fz Ze]hjblf Dhoz 1z @zZh ~_fhgkljmxlv kbkhdm
Z\lhjkvdbo ijZz\ azZ[_ai_gmxgb klecdeklv "h ZIZd |Z a[_j_" _ggy

gZe*a _dhghfeggbo xjb”"bggbo 1Z _Ibggbo Zki_dle\ is"d
aZobklm gl _e _dimZevgh€ \eZkghkle yd ey eg”b\e"mZevgbo I\t
*g\_klImxlv m jhajh[dm pbnjh\bo ijh*mdle\ 1jZdlbqgZ j_Ze+aZp-
"ey %WOHQGHU i*"I\_j2beZ fh eb\eklv \ijh\Z~" ggy i_j_~h\bo | _c
ijZdlbdm aZzZ[_ai_gmxgb Z\lhfZlbah\Zgm hohjhgm <gl_e_dlmZev

leZ]+jg Ze*ah\Zgh ~ey ieZlnhjfb %OHQGHU hkdeevdb \hgZz
ihim gbf nmgdpehgZehf m ]Zemae |Ijb\bfejgh]h fh”_ex\Zggy
kiecevghlhx jhajh[gbde\ 1Z ie*ljbfdhx \e~rdjblh]h ijh]jZzfgh]lh dh~*
ierdjeiex}lvky ihje\gyggyf a egrbfb ieZlnhjfZzfb sh ~halhey} aj
\bdhjbklZggy “Zgh]h egkljmf_glm ~ey j ZeeaZpe+€ a¥e"Zorh&Zo bkl
m dhgl_dkle ' fh™_&xVZpkgydlb\e ieZgm}lvky fhr*bnedm\ZIlb kl\hj_
sh[ajh[blb ch]h [eevr ajmggbf ¢« nmgdpehgZevgbf LZdh  [m~"_
f_Ih~e\ aZobklim ijh_dle\ sh mg_fh eb\blv g_kZgdpehgh\Zgbc ~t
Kibkhd el _jZImjb
1. Watermarking 3D Models: A Comprehensive Guide URL:
https://www.researchgate.net/publication/224725105 Watermarking_3D_models
2. :dilmZevgeklv f_Ih”~e\ aZobklImJRL: hitps:/inmad.vntu.edu.ua/portal
/static/D8C3236EDFER4A14-87A6-8A71AB8DES9D. pdf
3. Courtney K. K. Digital Rights Management: The Librarian's Guide. Rowman & Littlefield
Publishers. 2016.
4. Dmebd F >hke*”" _ggy kmgZkgbo Ze]lhjblfe\ ih[m”~h\b pbnjh\k
\enr-thhgl_gURL: https://ela.kpi.ua/server/api/core/bitstreams/9d614fb3-27e3-4059-
8392-3f0d76f32b1b/content

54


https://ela.kpi.ua/server/api/core/bitstreams/9d614fb3-27e3-4059-8392-3f0d76f32b1b/content
https://ela.kpi.ua/server/api/core/bitstreams/9d614fb3-27e3-4059-8392-3f0d76f32b1b/content

1GNHJF:LBD: L: F:L?F:LBQG1 F?LH>B < FH>?EXXLBG 1<’

5. J_mlz = AZ[_ai_q_ggy peeckghkle "Zgbo a \bdhjbklzZzggyf
k_jlbnedZURL: https://ela.kpi.ua/server/api/core/bitstreams/04f6EB6a44e42
a01202d09585fc45/content

6. Kl\hj_gagy “hih\g_ggy Z""hgm "ey URL%OHQG
https://blender3d.com.ua/sozdaniye-dopolneniya-addona-dlya-blender/

7. Create your first Blender add-onURL: https://community.osarch.org/discussion/
759/blendeicreateyour-first-blenderaddon

8. Rubel A.S, FedorovA. Detection of Hidden Data Embedded the Koch and Zhao
Method. International conference on advanced information and communication
technologiesLviv, Ukraine. 2015. P. 147148.

DEVELOPMENT OF A PLUGIN FOR BLENDER TO PROTECT INTELLECTUAL
PROPERTY IN 3D MODELING

A. Lozovskyi N. KushnirenkoV. Nazaroy V. Podufalov

IDWLRQDO 2GHVZ 3RO\WHFKQLF 8QLYHUVL)\
1, Shevchenko Ave., Odesa, 65044, Ukraine;
email: infsec2011@gmail.com

This work is dedicated to the analysis of issues related to the protectiapli@fctual property rights in three-
dimensional models. In the modern world, 3D modeling has gaiis popularity and application in various
fields, including the film industry, video games, medicine, architectand manufacturing. The rapid
development of 3D printing technologies and digital platforms creates newtafes but also new challenges
for rights holders. One of the key issues is the proliferation ofillegpying and use of 3D models, which can
lead to significant financial losses for authors and companies investitg idevelopment of such models.
Traditional legal mechanisms of protection such as copyright, patents, aghdréd do not always effectively
operate in the digital environment where rights violations can occur instantgnandson a global scale. The
article discusses various approaches to protecting intellectual property in &k n®pukcifically, it analyzes the
possibilities of using digital watermarks, cryptographic methods, and tgblenological means to safeguard
against illegal copying and distribution. The outcome of the worklevaloped plugin for the Blender software,
which provides automatic protection of copyrights on final images blyiagpdigital watermarks. Using the
developed plugin, an author can invisibly embed their unique codéhimtiinal image. Additionally, users can
verify the authorship of uploaded images. This solution carbfiodd application among creative professionals.
Keywords: protection of 3D projects, digital watermarks, plugin, intellectual propeogyyright protection.
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"KBF?LJBQGBO IJHP?K1<

< < 1ZeZpbH Kfejgh\

12Q jdzkvdbc ~_j Z\gbc | _ogheh]eggbc mge\_jkbl_I
460,R _\q_gHZ f Q_jdzZkb MdjZ€gz
emaik: palahin@ukr.nét danilyyy08@gmail.corf)

L_hjey i_j_\ejdb klZIbklbggbo Jatklh&khbplthhky \ [Z]ZIvho ijbdezZ”~gbo
azZz”"ZqZo ~_g_h[oe~gh ijbcgylly h[%jmglh\Zgbo jeb[gMdZ hkgh\e h[f_
NZgbeaby\le _ggy kblJgZee\ gZ nhge g_]Zmkh\bo dhj_evh\Zgbo az\z~"
azZ\"Zggyf m jZ" ellZl logepthfmgedZpeyo h[jh[pe ah[jZ  _gv |Z [hf_"bi
"hkeer"" _ggyo "gZ&kdhzZdgb \e"ih\enrZxlv ghhfzidrgéfme *hkeer" m\zZge
\b[ejdh\e agZq_ggy fh mlv [mlb klZIbkKd@glhkldbdgd'agbTb”h
jhajh[ddbkl_f \by\e_ggy kblgZee+\ \bfZ]Z} ih\gh€ egnhjfZpe€ ijh Ibi jf
\biz~rdh\bo ijhp_ke\ yde ie”rey]Zxlv h[jh[pe HANgbdha\i_ pdbdlb\gbo
"halhey} hibkZlb ~“hkee”""m\Zge \biZz"dh\e ijhp_kbgh]AbldhjbklZggy fh
dmfmeyglgh]lh hibkm \biZz~dh\bo \_ebqgbg LZathb kiftoktbMalhey} km
kbgl_a kbkl _f \byle _ggy aZrmia_ g¢goagikb]pzef nmgdpe€ jhaih”eem
Alhjzfb jh[hlb aZzijhihgh\Zgh gh\bc i*”*0*” ydbc Kphggmilvky gz aZz
h~rgh\bfejgbo " 1Z "\ h\bfejgbo -dmffmMieggdhbo fh”_e ¢ ~ey hibkm
dhj_evh\Zgbo g_]Zmkh\bo ijhp_ke\ sh “hal\hebehdfibtbjrcdm\ZIb fhf_g
ydhkle ijbcgylly jer_gv “ey kbgl _am klhoZklbqggbhamhzeghpthoZevgbo jh
ijZ\be \byle _ggy kb]JgZee\ < jh[hle ijh~_fhgkljh\Zgh sh g _esgecg.
\b[ejdh\bo agZqg_gv “ha\hey} \jZom\ZIb |Ihg§lon &A)BH ™ Imjhb]eylZemkh
dh_nepe}glz Zkbf_lje€ sh af_grm} cfh\ejyhkivZenvpreddjiae m
ihje\gygge *a aZklhkm\zggyf ljZz"bpecgbo ]JZmkh\ihlopfipr\e_c \biz~dh
F_IThx jh[hlb } ie"\bs_ggy _n_dlb\ghkle kbkl_f \by\le_ggy kb]gZe-\ ijb
\az}fh~e€ a dhj_evh\Zgbfb Zigbfldpblgo\bffb az\z~Zfb gZ hkgh\e
aZklhkm\zZggy fhinfghelyglgbo fh” _e ¢ “hkee*"m\Zgbo \biZz*dh\bo \_eb
nhjfm\zZggyf fhrbnedh\Zgh]h fhf_glgh]h djbl_jex ydhkgloi_j \ejdb klZI
]Jeihl_a 1Z iheeghfeZdgwyao\4dbaybo ijZ\be ~ey kbgl_am _n_dlb\gbo f_Ih
dhfi xlI_jgbo aZkh[s\ h[jh[db kb]gZe-\

ljZzdlbgg_ agZq_ggy hljbfZgbdabpgZm&ylZks\ Ibf sh aZijhihgh\Zge

f ITh~b 1Z aZkh[b fh™_ex\Zggy “ha\heyxlv hljbfm\ZIlb gggygecges Ze]lhjbl
kblgZee\ gZ nhge dhj_evh\Zgbo g_JZmkh\bo aa\Z” gjelafdbo Ibie\ « \b
cfhlejghklyfb ihfbehd i_jrhlh « Ajm]Jh]h jhAm ihjj\gmneghzdz\tlthfbfb
AZijhihgh\Zge Zelhjblfb \eMjeagyxlIvky k\h}x g_kdeZ"gkxxeijzdlbqghx j_
\bkhdhx Ihggeklx ydzZ ajhklz} ijb a[eevr_gge kl_i_gy klhozZklbggbc
jhal\fyam\Zevgbo ijZz\be IZ \jJZom\Zgge iZjZf_ljs\ g_lZmkh\bo az\z"
Dexgh\e kehi\Z _\ejdZ klZlbklbggbo J]eihl-édmffhdyglghc hibk
Zkbf_ljbqgge dhj_evh\Zge gZ]Zmkh\e azZ\zZ"b

<klmiJhajh[dZ i_jki_dlb\gbo kbkl_f \by\le_ggy kb]JgZee\ fZ} \_e
ijh_dlm\zZggy 1Z kbgl_am kbkl_f a\ yadm gZ\s]DKdcgbdabekjZfeh:
mijZ\eeggy Ihs@ >>ey jhajh[db gh\bo kbkl f \by\le ggy kb]gZ
\jZoh\m\ZIb €0 \biZz~dh\bc jhaih”ee ydbc \bgbdZzZ} i4\bep\hf je
jhal\yazZggy pe*} aZ”Zqe rbjhdh \bdhjbklh\mxlIvky deZkbqgge f_
kiZzlbklIbggeihl_a ~_ fh ' gZ \bdhjbklh\ywd\#Ibsepmgvklv jhaih”"eq
\biZz~dh\bo ijhp_ke\ > @ <bdhjbklZggy ghjfZevgh]h jhaih”?een
gZ[meh rbjhdh]h ihrbj_ggy gZ ijZdlbpe ijb j_ZeesaZpe+€ kbkl_f
HAgZd m [Z]Zlvho \biZ”*dZo \**h[jZablb j Zevge ijhplkdha g_ h]
fhr _ex \biz~dh\bo ijhp_ke\ kIB}] o h gBE\ kb]gZeb jeaghfZg:
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N klZ[eeeamxgbo nZdlhje\ dhfie_dk rmfe\ ijb [Z]ZIhijhf_g_\hfm
€0 ijhoh”” _ggy q_j_a g_h~"ghje~rge k_j_"h\bsZ nemdigZzpty iZj
ihjhr""mxlv kdezZ”~gm -kimfgAdewvgkblmZpex ydZ hibkm}lvky g _
\biz~rdh\bfb ijhp_kZfb > @ <bdhjbklZggy ljZ*"bpecgh]h i**0oh”
jhajh[db kbkl_f h[jh[db \biZ*dh\bo g_]Zmkh\bo ijhp_ke\ 0Zjzdl.
hif_"_ggyfb ih\fyazZgbfb ae kdezZ”geklx €0 Zelhjblfeqgh€ |_Z
deZkbqggbf ie”oh”hf IZdh" ih\fyazZge a Ibf sh \bizZz~dh\e ijhy
dhj_evh\zZgbfb g_]Zmkh\bfb \biZz*dh\bfb ijhp_kZlftb \bgddwxa ijZc
ijh[e_fb a h[f_"_gbf "eZiZahghf kihkl_j_ "~ _gv ~_g_ fh'gZ <]gh
a\fyadb \biz*dh\bo agZq_gv \bi[B’dh\h€ \_ebqgbghb

HAgbf ea f_Ih”e\ \bjhrkl@deg _gh€ az~Zqe } f_|Ih™ \bdhjbklZg
seevghkle cfh\ejghkle ydZ \bdhjbklh\m}lvky 7~ey hibkm \bi
AZijhihgh\zZgh f_Ih®~ azZkgh\Zgbc gZ ihjh]Jh\ec kbkl_fe ijbagZz
N | _jfegh\Zgh]lh kb]JgZem a g_aZe_"gbf g _]1Zmkh\bf rmfhf
cfhlejghkle g_\erhfe Ze_ \hgb kbf_I|jbgg@ IP negkfhiVZevgd 3" g
\ayllyf \_ebdh€ deevdhkle ajZades\ aZ gZy\ghkle [seh]heymim I.
dhgdj _Igh€ nmgdpe+€ seevghlld kifhpejgdgnkdh]h dhj_eypecgh]h ~_
i_\gbfth[f_ "~ ggyfih ~klZ\e_ge jeage \ZjeZglb h[j®@b Gd]gKegim «>
gZ~ihjhlh\h]h klhoZklbggh]l]h9@ abg&gkeegbc dhj eypecgbc ~
kdez”~zZ}Ilvky a malh” _gh]HO@eeyZ)\Z " gh> KkljmdImjm km[hilbf.
N | _dlhjz a iZjZze_evgbf fZkb\hf ~\hdzZkdzZ~gbo d\zZglim\zZqge-\ 1
lj_~klz\e _gh ijhp_k \by\e _ggy kb]JgZem gZ hkgh\e nmgdp+€ s
dhj evh\Zghfm g_]ZmkhW@m Nmfedp»€ seevghkle cfhlejghkle h
h{f_"_ggyfb « Ijm~rghsZfb \ h[gbke_ggyo ohqzZ fzZxlv ~_l1Zevgk
ijhp_ke\

lhdZazgh sh \ezZklbfyakaZgbamgdpec fh ' gZ hozZjzdl_jbam\.:
"hihfh]l]hx |Zdbo ihdZagbde\jhyalyabmkiZ¢kghbdbe « K_j "g} GZijbde.
jhajh[e_gh djble"iobe_ dggeZke esgveLjtzibggbd Kbkl _P2-14].
> |Zevgbc hibk pvh]h djbl_jexX5@Zé: "degZkdpgml _§¢hkblv keZ[h
ih\ yaZgy djbl_je}f \e”robe_ggy 1Z ch]lh fhYgne dhmdjtb\z} \keo
\eZklb\hkl _c ijZz\be ijbcgylly jer_gv

Mjh[hle aZijhihgh\Zgh egrbc i*?0*” ydbc [Zdm}hvkygd@hfimf _
hibke \biZz~dh\bo iljhpaxklhkm\Zgge klZIbklbd \bBI®S5eHidhgF"d-e\
Order Statistic3 stagZggh kijhsm} €0 hibk « \jZoh\m} g_]Zmkh\m see\

F _lhx jh[hlb } i*"\bs _ggy _n_dlb\ghkle kbkl_ f \by\e gg)
Z"blb\gec \azZ}fh”e€ a dhj_evh\Zgbfp Kkbkhl\bfdgbZBZ~Zfb gZ h
aZklhkm\zZggy fldimfghelyglgbo fh”r _e ¢ ~“hkes”" m\Zgbo \bizZz~dh\
nhjfm\zZggyf fh*bnedh\Zgh]h fhf_glgh]h djbl_jex ydhkle i _j \e]
]Jeihl _a 1Z iheeghfeZevgbo jha\fyam\Zevgbo ijZ\be ~ey kbgl_a
dhfi xI_jgbo azZkh[e\ h[jh[db kb]gZe-\
1. Fhf _glgdmfmeyglge fh”_ e« dlbjoZebH\Zpgolhog JZmikbiyhp <R
;Z]1ZIh\bfejgZ nmgdpey seevghkVbD PDR\NigltiBimensionalProbability
Density Function } aZ]Zevgbf fZI_fZlbqggbf ij _"~klZ\e_ggyf klZlbklbqg
\biz~rdh\h]h ijhp_km W :e_ fB') dmldbz\«eBhZmlv \bgbdgmlb "~_vy
[jm~rghse a hpefAdZxt |jsd&.a8&,; >ey hibkm \eZklb\hkl ¢ 1Zdh]h |
fh gz \bdhjbkzhbmf_Ih* azZzkgh\Zgbc gZ dmfmeyglgb&l19.Zjzdl_j
HArgh\bfejge ihagZgbfh yd I'yg\thZgb\h€ \ _ebgbghb \bagZqgZx
Ahihfh]l]hx 3') S

1% L, 1918 Q)
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0' 3') fh™_ ij_"klzZ\eylb klZIbklbggh azZe_"ge \bG,200h\e \
>m° _ qZklh 7~ey hibkm klzZlbklbggbo o0zZjzdl_jbklibd a\fyadm
\bdhjbklh\mxlv “\h\bfejgm ' 3")

%" L1y 1oy Ls%e™ 61 lsde; T8 )

Fh'gZ my\blb sh e<kgmxlv \b[ejdh\e agZq _ggy klZpehgZ]
ijhp_km « fh'gZ jhaley”Zlb hdj_fe \biytdhht{-\deV>gbgBdZ ggy
ijZdlbpe rbjhdh \bdhjbklh\m\Zgbf ijbdez”~hf klZlbklbggh aZe
kie\\eAghr_ggy "ey “\ho \bizArdh\bém \eb4'bdgm NMhpyh \bdhjbklh\m!
' 3') Jhaleyg_fh \biZz"hd "\ho g_aZe_ "gbo & RaldhliRDFafeggbc
\eNih\ergi™e ThqZldh\e fhf_gllEfdyW @kl migbc \b”

LAl LTea L Ly PLiueu ()

<biz"dh\e \_e&qidghlv kieevge fhiiggjltbafejghkle hkdeevdb \h
aZe Zlv h~bg \*» hrgh]lh\bdd¥loklEgogkh g _aZe_ "gbo \biZ*dh\bo
(agmewhk j #Bhagzq fglgdy *bki }xke) a\fyahd fe  ihgzZldh\bfb fhf_gl.
gL 1Z dmfmeyglZ2fb g _I\_jlh]lh ihjy*"dmz\Wdheiygbd}qbghf

| 5 Lral 6 L II.GéI 7 L .|.7é| 8 L T8 EUTg. (4)

>ey ]Zmkh\bo ijhp_ke\ dmfmeyglge dh_nepe}glb Ij _Ivh]h
T,8g&a ; "hje\gxxlv gmey a\fyadm fe  \b[ejdXbllhjhkhzlys kieevge
fhf_glbgwe dmfmeygth g_I\_jlh]h ihjy*dm \dexqggh

| 55 L iss | 55 L iss | sy L isg EUigiss | g5 L 65 ETELiSs  (5)

AZm\Z bfh sh ey azZz”~Zqe \by\le _ggy kb]JgZees\ gZ nhge dhj
azZ\z™ aZklhkm\zggyrmimeyghgbo _€théyehibkm "hkee”""m\Zgbo ijh
ihlj_[mxlv "h~Zldh\bo ~hkee+”""  _gwd¥ khjh[gdy ihklZ\e_gh€ a.
aZklhkm}fh dezZkb'mekkezpem\Zgbo ,ijhjp_ke«dec \\_~ fh i _\ge deZ
dmfmey@\bqgqZcgh€ o0ZjzZdl_jbklibggé&i-rmglhljr€\eaZklb\hklyfb LZ
deZkbnedZpey \bizA"dh\bo g_dhj_evh\Zgbo HljbhZrea\bgpZalnmect
i_jnhjh\Zg\WwaozZz~dh\boebqMg]. < pec deZkbnedZpe+€ fhf_glge 1Z dn
fh~r_ee ij_"~klzZ\e_ge* ebr_ qgZklbghax m&kmdmey@lb\bo gZ[hje\ vy
\eNih\enrZxlv j_Zevghfm<t¢hip\ekgh ~h ijbcgylh€ deZkbnedZpe€ |
jeage Idbbf_Iljbggbo _dkp_kgbo - _dkpf kipbggth\bo \_e®qgbg >
25].

>ey \bjer_ggy ihklZ\e_gh]lh azZ\*Zggy jhajh[e_gh gh\e fl
dhj _evh\Zgbo \biZz~dh\bo ijhp_ke\ sh %jmglmxlvky gZgagtklhkm)
dmfmeyglgbo nmgdpec \bsbo ihjy*de\ P_ “halhebeh g_ ebr_
o0ZjzZdl_j jhaih”eem ~hkee”"" m\Zgbo ijhp_ke\ Z c €0 dhj_eypec
[Zdhfm i?"oh”m klZeb “hkimigbfb “ey \bdhjbklZggy -1Zde iZ
dmfmeyglgh]lh hibkm yd dh_negde}bdb_dkpJ kijy€le } g_gmevh\bfb
\bizrdm g_]Zmkh\bo fh”_e_c "hkee”"m\Zgbo ijhp_ke\

>\h\bfejge klZlbklfyagd a\hnkee" m\Zgh]lh ijhp_km fh gz ij_~
\bley”e kieedgtfmeydglg\ yde gZ\ "~ ge \ LZ2hdkd@gtgvhx mfh\hx
kiZlbklbggh@Ze_ "ghkle \bizZz*"dh\bo ijhp_ke\ } je\geklv gmex
dmfmeyge\
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LZ[ebpy
lj ~"klZ\e ggy “\h\lbdleigevbgppd mimeyyl

Ihjy*hd kieevgbo dnm lIhagZqg_ggy *“\h\bfejgbo kieevg
1 Fo i
2 Fo i 5,
3 ho ks 2 ha
4 Fo & 5 A ha
« « « « « « «

<bagZqg_ggyZmkh\bfb g _dhj _evh\Zgbfb \biz~dh\bfb \ _ebqb
\WZ ZIbky 1Zde yde 0ZjZdl_jbamxlvky \e~rfeggbfb A «kgneeng thi*gh)
£ dmfmeyglb Ajm]h]h ihjy*dm Z j_rlZ dmfmeyglgbo dh_nepe}¢
ihjyrde\ Z |Zdh  kieevge dmfmeyglb \bs_ ~jm]h]h ihjy*dm ~h]
pvhfm ihgzldh\e fhf _glb ~h rhklh]h ihjy~dm aZibrmlvky yd
p R D K QO pP3K QO PI5E «
Z kieevge fhf_glb fZxlv \azZ}fha\fyahd ae kicevgbfb dmfmeyqglZfl

mi* & ETm, £ Oomgk F2f Bl 2 «
Arvk - dhj_eypecgZ nmgdpey azZ"Z-ghkhf \bYmdk\bf agZqg_ggyf
Ahdj_fZ dhj_eypecge nmgdpe-€6h mlv fZIlb \b"
N:i; L 8A° |, N:i; L &®A° s E #)iN:i;L é&A° :sF # ]
N:i; L 8~° :sE # E#i% u; N:i; L 8X° ?2KO,i (6)
N:i; L 8X° :?2KO ‘'EBEJ"',IN:i; L &X° :2KO ‘i-FOEJ " ,i ;
N WIt, t|-dhj_eypecgbc egl_j\Ze ydbc ijb \jZom\Zgge klZIbklbqc

cgl_j\Zem dhj_yp l8Wy, vk 1n; W - qZk dhj_elfprf)- "bki_jkey
\bizArdh\h]h ijh@ ‘Kmetdh_nepe}gldZjwdel pdakiZlbklba\gygafe’
\b[sjdh\bfb agZq_ggyfb

< jh[hle ijh\h~blvky ~hkee”" ggy kbgl am iheeghfeZevgh
\by\e_ggy kb]JgZee\ sh ijbcfz}lvky gZ nhge g_]JZmkh\bo dhj.
hibkmxlvky dh_nepe}glhf Zkbf lje€ >Zgbc deZk ~"hkes” " m\Zgh]
ij_"klz\e_gbc \ PZ[ebp-

LZ[ebRy
lj_~klzZz\e_ggy “\h\bfejgbo kieevgbo dmfmeygle\ “ey dhj_evh\
g ]JZmkh\h€ \ ebqgbghb

lhjy*"hd kieevgbo dm IlhagZq_ggy *“\h\bfejgbo kieevg
1 I54 T45
2 Iga i5s Ta6
3 174 ise Ig5 Ta7

<bagZqg_g&pf_Iljbggbklzlbklbggh aZe_ "gbfb \biz~dh\bfb \_e
1-1h Ibimh \b m [m”_fh gZab\Zlb 1Zde ~ey ydbo \e fiughfb \e" g
Z 1Zdh  kieevge dintEimdygld \ke egre dmfmeygldzg\bsilj|illale\
Z 1Zdh  kieevge dmfmégjydVinjtbjy*dm ~hje\gxxlv gmex M pvhfm \
ihgzldh\e fhf_glb ~h rhklh]h ihjy~dm fZxlv \b]Jey”"

WLisdlhLigdl Li;dL uifdl L srigi;dU L sri$Esw{ «

Z kieevge fhf_glb fZxlv gZklmigbc \azZ}fha\ yahd a+ kieevgbfb
| 158533; L .|-55|_ .I-G ,,é:ea);él ;_)8633; L T56L O]lg 6é:éa);/ "a
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| 22 LifEtiISLIS@ELE® Ac

ljbdez~Ztkbf_ljbggbo g_]Zmkh\bo ijhmpHEKffZdhaih”*egdbc
aZklhkh\m}lvky ~ey fh"_ex\Zggy \*~[blbo kb]gZee\ m k_j_"h\b
jhaih\kx”~" ggyf |1Zdbo yd fekvde mfh\b a \ _ebdhx deevdeklIx [m
jeagbo reyoe\ fh mlv [mlb dhj_evh\Zgbftkthfm bk ptZorkey hibkm
"blly iZzd_Im \ f_j_"Zo a \bkhdhx azZljbfdhx ~_ dHBjjlefhdb\Zgbribv |
g_j_a ih\lhjx\Zge a[h€ Z[h aZlhjb \ f_j_ "o

>ey dkp_kgbo ijmpjZkN\ jgbc jhBRihieEkEy fh™ _ex\Zggy rmfe\ v
jZ"*hehdZpecgbo kbkl _fZo ~_ rmfb fh mlv fZlb iedly wd® agZz
k _j_"gvh]h je\gy ¢« fh mlv [mIb dhj_evh\Zgbfb q_j _a aZ]Zevge* "
kbkl_fZo | _e_dhfmgedZpe€ ~Zgbc \b” jhaih”eem \bdhjldkllr\m}lvk
\ f_j_"Zo ~_\ljzZlb fh ' mlv fZlb \bkhdbc _dkp_k < jmalkidaygevh
ijbgbgb \ljzl 1zZde yd i_j _\ZglzZ _ggy f_j_ "« Z[h ZiZjZlges a[h€

>hZkbf _Ijbgghkp _kgbo ijfrpgkkblvky jhailt)freez J e _y Dhr
jhaih”ee lejkhgZ Ibdmeg 9 yde hibkmxlv o0ZjzZdl_jbklbdb kb]gZe
kdez”~gbo az\z™ ~_  rmfb fzZxlv yd Zkbf Ijex 1Zd mlIWb[kibbc _
dhj _evh\Zgbfb q_j a aZ]Zevge " _j eZ az\Z™ < kbklIxfZo | _e_
gl _j\Zeb azZljbfdb i_j_"Zqe iZd_Ie\ m f_j "Zo a V" ebdbjfbgdbzgl
fh mlv fZIb hrghgzZkgh Zkbf_ljex \bkhdbc _dkp_Kkje dnklib ed/igje e\
f j_ \e mfhkdh  |1Zde ijhp_kb aZklhkh\mxlIvky ey fh" _ex\Zggy .
m [_aihk_j_~gvhfm jZ"ehehdZpecghfm a\fyadm 7evkbigBhéh fh’
g _j_a aZ]Zevge ljz}dlhje€ jHAiRGkx" " _ggy

<by\e_ggy kb]JgZee+\ gZ nhge g_]Zmkh\bo dhj_evh\Zgbo az\Zz
jeagbo | _ogeqgbo ]Zemayo Ahdj_fZ \byle _ggy h[ }dle\xa gbav
jhakex\Zggy gZijbdez” "jhegelZdth it _lekeZ*"gbo mfh\Zo az\z™ \
\h~b ~ az\zZ”b fZxlv g_]Zmkh\bc o0zZjzZd!l _j « dhj_evh\Z426, q_j_ a
27]. >h 1Zdbo az~Zq \**ghkblvky \by\e _ggy I1Z »_dh”m\Zggy kb]gz
m fekvdbo mfh\Zo ~_ azZ\Z"b \«A gbke_ggbo ~ _j e |Zdbo
egnjZkljmdIimjge h[ }dIb fZxlv g_]Zmkh\bc o0ZjZdkbyl&_paghhj_e
ijbjh~rgbo k_ckfeqgbo ih”*ec a_fe Ijmke\ \ mfh\Zo fekvddbo Z[h
azZ\Z"b \+" ex"kvdh€ ~"eyevghkle [IjZgkihjl ijhfbkeh\e fZrbghb
o0ZjZdl_j « dhj_evh\Zge g_j_a ih\lIhjx\ZB}ekbw\eeypgyghkdhfZevgb
k_jp_\bo jblfe\ gZ nhge g_]JZmkh\bo dhj_evh\Zgbo azZjza vyd-
Zjil _nzZdlb jmom Z[h f yahR8 Zdlb\geklv

< NZgec jh[hle ijhihgm}Ivky jhajh[dZ-dghfime yfdifglbgdghh”_e
klZlbklbggh aZe_ "gbo Zkbf Ijbggbo g_]Zmkh\bo hikigzZh\ahplho \
fhr e _c¢ klI\hj_ge gh\e f Ih*"kBhgndyda bmdhjbklZggyf fhrbnedh\Zg
fhf_glgh]lh djbl_jex ydhkle i_j \ejdb klZIbR2GgqgHaZzdpeilil IB™b
\eNjeagyxlvky \enr ekgmxqgbo \bdhjbklh\mxlv [ZJddhfivbefypdege fh
nmgdpe€ \bsbo iHPSdNey \jZom\Adbhgdh€ kljmddmlipbkh\bo
dhj veh\ZgBbobiz*"dh\bo ijhpLZadbc i**o0o*® [m”~_ \bdhjbklZgbc *"ey
iheeghfeZevgbo klhoZkfyaggbeylgdbo iJZ\beeoyle ggy kebpdZe
nhgdhj_eviZkbf_I1jbqgbl&Z mkdh\az\z"
2. :"Zilh\Zggbc fhf_gldgjibe¢_jec ydhkle ijbcgylly jer _gv "ey ih[m
iheeghfeZevgbo fyamaZevgbo ijb®eoZc \biz~rdh\e k&PgZeb
kKihkl_je]lZxlgEygl _j\Zees qrZ&k&m G_h[o*"gh jhajh[blb Ze]lhjblfb h]
klhozZklbgighp .k W “ey ijbcgylly jer_ggye ik okkelloyg
dhjbkgbc kbQ&zZg_Zeeam}lvky TJPsihlZ[dhZz dhjbkgbc kb]lgZe \e~rkml
\biz~rdtijhp _bkeeP fekylv leevdb aBPZ/jmZesam}livky }sihlraaZL
QPR ERP, BRFklZpehgZjgbc dhj_&kbVfZgjbaggbdzmbkdbiZz~dh\bc
ijhp_k ydbc hibgaffjhfD IZD dmfmeygle\ o fhf_gle\
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:m~A_fh \\Z ZIb sh fgh'bgZ fhf_gle\ ijb | ZdzdBfp4&b]l«dh _ab
-l Z ney 1ein@FaQy: A QX1 - ' fhf_glb \ fhf_gl qZkm
R ihjyr"dBEIZ "Qy, | 5} - ' kisevge fhi_glb jhat&Rghjllej_ZecaZp-£
]eihl_aQe*s\e~rih\ergh

GZ ijZdlbpe egh”e ajmqgger_ hijZpvh\mlEZ]bZe 4 bkdigbgbc
pvhfm \biZA"dm ~bkdj_IgZ \beREmRb]dZEm\h < &T;& &=\
fhf_glb qBKmy Jeihl*,abd*s gZkImigbf gbghf

"yl QU ER@ha A

*; @ L Re@hd ;y ARL s&l (7)
A Q:ls; tdhjbkgbc kb]gZe ydbcihjibkmpZily @hd yAtg_JEh\Z

\biZz~rdh\Z \_ebqbgZ a iZjzZf_ljZfb m nhjfeigZGhjs@dmimeygls\

<e~jih\ergh ~h deZkbqggh]h i*?*0oh”m hilbfZevgbc ;Zc}lke
\by\e _ggy kb]JgZee\ fegefeam} k @ "ghkljdlatydk*ZIbklbdzZz ydzZ g._
Ney i_j_\ejdb ]eihl_ab \bangZ}Ivky yd \erghr_ggy ijZ\"hih”e[g

E:, ;L 25, *s; 2:, %4 (8)

Yd ijZ\beh 1Zd_ \e~ghr_ ggy |JZ\"h|h"-[gth- \ [evrhklglyiZz" de\
ghjfZevgbo aZdhge\ jhaih®"eem seevghkle cfh\lejghkle \Qyadef\ a Ib
m nhjfZle je\Bygweyw g _]1Zmkh\bo dhj_ev\Zgbo 3') ki\hjx} Ze]hjblf
ih\fyazZzge a g _\bagZq _geklx izZjzZf _lje\ 3') | _ogeqghHIKdezZ"g-k
ihlje[ge Zevl_jgZlb\ges i**oh”b sh[ h[eclb pe ijh[e_fb H~”bg ca |
isroh”e\ fh _ ihey]Zlb m \bjZ  _gge \e*ghr_ggydijEN*hip "Yh&hk
iheeghfeZevgh€nmg8lp-€ >

ljbimklbfh sh \erghr_ggy ijZ\"Bih¥p[ghkl\ghx nmgdpe}x |z
h> [mlb ij _"~kliitA@ kdhoZklbqggbc kl_i_g \bc iheeghf kIl _iegy V A

\b[ejhT
E:Tsdlo &l ; L G E Al Adgs G iy Tes (9)
NoonmgdgeTg ij_"klZ\eyxlv i_j_I\hj_ggy \b[ejdhTpoydgZhl\gv
\dexqZlb kl_i_g_\e Z[h IjblJhghf_Iljbgge nnilgdp&E} ®h\-nkhpdfglb
iZjzZf_ljzfb h[jZgbfb gZ hkgh\e \e~ih\eAgh]h djbl_jex ydhkle Dje
Oy Ts; } eegecgh g_aZe_"gbfb « mi\heRbew [bgbBh]llh deZkm nmgc
E:, ;L BT al&&&dT,; jhadeZ”~Zggy m \bPyth jebtn
GZ ijZdlbpe aZfeklv g_kde®q \dgbhgbjkiha\inxIvky iheeghfb as kdec
gbkehf "hr&ddN\e \bjZaijb kl_i_g_\hfm i_j_I\hj_gge \b[*j@h\bo a
ijbcf_\bKY _i_g_\h]h kIhoZkaqgh]h iheeghfz kl_i_gy
E:, LAa Aae GYE G, (10)
N hilbfZevge dh_@;gZ}@ledh]h JI fZzxlv \bagzZqZlbky a]e~gh
djbl_jex ydhkle < ydhkle djbl_jey i_j_\ejdb klZIbklbggbo
fhrbnedh\Zigfc glgbc djbl_jec [2208hiyldbc \jZoh\m} klZIfyklblmge a
\b[¢jdh\bo agZq_gv
A>>A>?
QgL (11)
Djbl_je&®Q:' 8 ;(11) \bagZgZ} ydekg- o'ZjZdI_jkabdb ijbXyyPlycjer _gv
djbl_jec [m~_fh gZab\Zined@\Z9gbcglgbc djbl_jec ydhkle \_jogeo ]j
cfhlejghkl_c ihfbehd?2 Z[h dhjhldhddjbl_je}f ©
Hkdeead”Zqg_ggy klhoZklbggh]h iheesdbfelZébgdithhIbMe Ih
oZjzZdl_jbklbdzZfb 1Zdh]h JI [mA"mlv fZI_{Zlba0's.»Kih ™ 0BKiggley
a:ql:Qs.q ijb Jeihl_abZ s\e”ih\e2gh

heal ARE ARG G QT Tseal ARE ARG Gl T (12)
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sq; L AgNs AaAe@&e mm: a» NLTa (13)
LG s LQw QY m sl FLE
« dh_nepG}gn”_ \bagZqzlbky yAlkf4Ibmakih”e\W'g.c5 "5:041]D
]Jeihl_aplZ g\e~ih\e2gh
G L FKsmsE smsol F2 AR Al Gial §E @a (14)

<enNfelbfh sh lhgdZ klIjmdImjZ ~hkee”" m\Zgbo g _]Zmkh\bo
ihkeerh\geklx fhf_gle\ « dmfmeygle\1DhHOS iKW IdbKIbqlfreadb
\b[ejdh\bo agZqg_gv [Z]ZIhfejgbfRDUmfmeyglZfb

IlhdZazZgh sh fegefmf d@blgjefdl azZ[_ai_gm} fegefmf km
cfhlejghkl_c ihfbehd i_jrh]l]h « A"jmlG]h<jhpvinfdl \biZ*dm hilbfZe
dh_nepe}glh0JG¢lZG ih\bgges [mIb 1Zdbfb sh[ fegefeam\Zlb djbl_
-Q:"89;(11 e+ \bAgxlvky a gZkilmigh€ kbkl_fb je\gygv

MrG@f: 4 E(y: sALI S FQY RLS& ELs&s (15
Jha\fyahd ~"Zgh€ kbkl b ge\gygjb\eZevgbf ~ aZklhkh\mxlvky

f IhAb ijb \bdhjbklZggs ~hihg_ggy RmjZ 80 [e&iuggfh€hp@Ijbp-e

kicevge fhfQgHZl iy \bdhjbklh\mxIvky “ey \bagZq_ggy dhj_eyp-
ea aZ”"Zghx nmgdpe<}& ‘dhj_eype<£€

AN

F (16)

E¢ v &0 & s |

>ey ijh\_~_ggy “hkee""_gv [meb \bdhjbklZgges jeageydihj_ ey
fzxlv fekp_\ [Z]Zlvho ijbdezZN@bo GZifWwdezZzo* ~ey _dkihg _gp
dhj _eypecgh€ nmgdps€ipncdq \dgy
g L N° @0 A Jp*tqZk dhj ,AypfZEkriZ[mxgbc dh.nepe}gl

<bagZq_ggywagZgbfh nmgd@shy;dael fhf_glgbc djbl_jec ydhk
ijbcgylly jer_gv m \blJey”~e JlI ljbimklbfh sh hilbflZevges
G :sV, O& 15) yde fegefeamxlv ijZ\m),q\bklbgaZpivx djbl _jec ydbec
gZab\z}Fkhybnedh\Zgbc fhf_glgbc djbl_jec]yddlkp«w \cfilo\pdghkl c
ihfbehdey i_j_\ejdb klZIbklbggBogrihbhgZqg_ggy djbl kj\exX*gblv
ijhf _gr_ agZq_ggyftkmfipkl c ihfbehd i_jrh]lh dIinh]h]h

<eZklb\eKlv Ydsh hilbfZevge dh_nklpe®0lb \bagzZgzZxlvky
jha\fyam\Xdkyffb Ze] [jZ€qgbo jeVgymyb aZ*hhhevgyxlv mfh\

e Me R GGBG: +E(y: sl RaAp@@y FQ'A  (17)
FL s&

<bang_299lyangbf_I*ebqug,r;917) ydagZqg_@giymlh€ egnhjfZpe€ ijl
jhajeag_ggy ]*4HE_g cab[ejdphafejhfijb\bdhjbklZigldhoZklbggh]h
iheeghZevgh]® kli_ gs

<eZklb\eklwey dh_nepe}gle\ \bagZq_gbo ea kbkl_fb je\gyg
djbl_jex ydh®&l«;(11 h[_jg_gh ijhihjpecgh deevdhkle “h[mlIh€ «g
jhajeag_ggy ]°4HhE_g *a \b[ejdb jhafdjbf\bdhjbklZgge klhoZklbqgg
iheeghfeZevgh]lh JI seRbjiZ g}lgEiklmiggbighf

5

i wm A Ra 0@ F QA @
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AgZq_g®y 3, IZJg(Vth‘_ [mlIb \bdhjbkéxghpegdb _n_dlb\ghk
kbgl_ah\Zgbo iheeghfeZevgbo JlI
3. Kbgl _a iheeghfeZevgbo Ze]hjblfe\ \by\e _ggy kb]JgZee\ gZ nhc
Zkbf_Ijbggbo g_J]Zmkh\Goo&Z£L£\X6+"gbcakbkgl2&Z"Z}Ivky a dhjbkgh
kblgZelil azZ\RMoe kihkl_je]Z}Ivky \ egl>n&e» qZkm

&P L =ERP, (19
NRB:Rdhj_evh\ZgZ klZpehgZjgZ g_]Zmkh\Z azZ\zZ"Z a gnigvh\bf k
hibkm}lvky ihkeerh\geklx ' o dnffrhegligple
lj_~klZ\bfh "bkdj_lbah\Z@bR d Jadeq, doFs&Téd ;=\ fhf_glb
gZknhey Jeihl*ABL r&® \ gZklmigec:nhjfe

*s To L =E Re@héi 5 A

*4 Te L Re@hd g ARL sal (20)
JhalJeyg fh iheeghfeZeew &l JdlgdhlZaZghZeslhjblf \by\e _ggy
kb]J]gZem \ dhj_evh\Zghfm g_]Zmkh\hfm rmfe a \bdjrjbtklZggyf
kl i_g fiheeghfz V fZ} \bley”

*
5

~ 4 5. P
Adas e @e F—:Aor, (21)
*

4
N #.-\bagZqgbd ydbc hljefmghwde &lh\i_pv aZfegx}lvky h*bgbpy
Us\bagZqzZ}lvky a \bjZam

AL @AP; [ L @A® @ BRGL sd) (22)

N G L G " a5 E Gy ™50
Yd \"_ \eragZqgZehky _n_dlb\geklv kbgl_ah\zZgbo JI fh _ hp

0ZjZdljbklbdZ€h' §; :ss |Z"§VQ IhdZazZgheysihljbfZghlh
deevdeklv "h[mlh€ egnhjfZpe«€ ijh jhafsdd} gbg9y Jeihl_a
"SLl_aAg@B#e’ (23

* } h[_jg_ghx \_ebgbghx ~h djbl_jex ydhkl-Qij8¢gydly*"ML_ gy
ojs +\eAghr_ggy kb]gBKREsignatto-noiseratio).

E Jdh ihdZazZlb sh ey klZpeshgZjgh]lh klZlIbklbggh g _aZe -
\jZoh\mxI2kyfhf_glb 1Z dmfmeyglb “ey hibkm \biZz*dh\bo \_eb
djibl_je>xQ"8;i_j_I\hjx}Ivky \ gZklmigm nhjf

-Q' g LtaIMm (24)
Z JQ1) ljZzgknhjfm}lvky \ Ah[j_ \e~"hf_eegecg_deZkbqgg_ijZ\beh
*5
5 %3 oP
- Adas Ts F ol (25)

*

<e~felbfh sh hljbfzgbc j_amevIiZl m \b]Jey”e eegecgh]h JlI
g_]lZmkhhimih”~ee \biZz~dh\h]h ijhp_km hkdeevdb ey ch]h hibkm
ebr_ i_jre M\Z ihqzldh\e fhf_glb

A[eevrbfh kIl _iegv iheeghfzZz JI LhARIIV[m”~_ g _eegecgbf
aZlZevghfm \biz*dm fZIbf_ \b]ey”
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*
5

Plgs GeTe E Adgs Ge T EQO (26)
*
A hilbfZevge dh_@GpepbaglbgzZxlvky «a kbkl_fb je\gygv e fZxlv
\blJey”
G},eL”aaRL sé&j, Q,eL—aRLJEsau (27)

A $, +\bagZqgbd ydbc hljbfZgbc A \dagBggktA| (VL sk J
aZfeg _gbc gZ e<grbc a- :Md"‘ﬂd}ﬁ_ﬁgég&%MéMé;,é%M\banggbd ydbc
\bagZqZ}Ivky ih*e[gbdWRthghE sa xtIA; fZ} \b~

[l [l
AL @AP n R&GL sl (28)

[T 1T
IhdZazZzgh sh \ pvhfm \biZ*dm aZ]Zevgbc \b"GRjI26)\h]h dh
"ey hljbfZzgbo dh_txpad GeepnajZoh\m}lvky yd

G L F— AdgkM$ E %:ME s;0 (29)
lhdZzaZgh sh g _eegecg_ JI \iZoh\m} o0zjzdl_jbklbd
g_lZmkh\h]h ijhp_km m nhjfe dh_np pz Hgilea vZloof difeign gy g Ik \L
sat
AgZq_ggy “h[mlh€ egnhjfZp+*€ a \b[ejdh\bo agZq *gVvsijh jha]j
ijb \bdhjbklzZgge JI \bagZqZzZ}lvky yd

JgL—A";‘ ‘MP$; E Mg (30)

<eNfelbfh sh fh~ eb\bcggbggga@e ghfedbe®yp [cevrikd_iege)\
A [m~Amlv \jZoh\Zge fhf _glb 1Z dmfmeyglipWihsbobhjdgade\ihlje[g
agZoh”blb dhfijhfek fe " a[eevr_ggyf n_dlb\ghkle kbgl _ah\Zgb
h[gbkex\Zevgbo ijhp_ke\ 1Z a\m  _ggyf h[eZkle "himklbfbo agZc
dh_nepe}lgle\ \bsbo[1®]jy~de\
4. J _amevlZIib 1Z h[]h\h{ljhbd¥ge fZI _fZlbgge fh”~_ee dhj_ev
Zkbf _ljbggbo g_JZwkBXdd\bo ijhp_ke\ ¢ azZklhkm\Zggy KkIF
iheeghfeZevgbo JI hilbiZzevgbo ih fh”bnedh\Zghfm fhf_glghfn
\ _jogeo ]jZgbpv cfh\ejghkl_c ihfbehd “ey i_j_\ejdb klZIbklbgghbc
i*"\bsblb _n_dlb\geklv h[jh[db kb]gZee\ m ihje\gygge a ~h[j_
fh~ _eyfb

HljbfZge j_amevlZlb aZzZe_ "Zlv yd \e* \b"m dhj_eypecg
"hkee""m\Zebky 1Zd « \e® 0ZjZd!|_jbklbd Zkbf _Ijbgqgh]h g_]Zmk
ij_ "ke _ge gZc[eevr ihrbj_ge* dhj_ey[plrcygdentringkkepe€ m\Zebky \ jh[h
ydhkle izZjzf_Ije\ dhj_eypecgbo nmgdpec \bdhjbklh\b\mebky
dh_nepe}glb ©:2 « ©<?a FZee agZq_ggy GZpZifhjlyédno: 2
oZjZdl_jbamxlv gZy\geklv kbevgbo klIZlbkibggbo a\fggd#h fe \b
ey \_ebdbo agZg_gv keedrde Ijh ajhklZgge pbo ZiZjf lje\
\bjh*"m}lvky \ klZlbklbgqgh g_aZe_ "gbc

GZ jbk ij_"klzZz\e _ge aZe_ "ghkle auZfl)dey djbijKiex g-
s=1 \eN \erghr_ggy kbpgrZS&IRmjfb jeagdbj_eypecgbo omeydpey
\biz~rde\ dheb phlakegytihj ewhgZgdhj_ ewh¥2ddijhp k< *Zghfm
\biz"dagZqg_ggy djbl }pWjKighxebqglxgdrevdhkle "h[mIh€ egnhjfZp-
jhajeag _ggy ]si@B).aljb i_jrec kl_i_ge iheeghfZ ~ey hibkm klZI
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\eZklb\hkl_c¢ \biz~rdh\h]h ijhp_km \jZoh\mxlvky Ileevdb i_jrbe
fhf _glb <e”Nih\ergh [Zde JI 0ZjZdl _jbamxlv leevdb ]Zmkh\e
agZg_ggyo dhj_eypecgbo nmgdpec a \eMih\ergbtpgliZAbriZpPmxq
e©O<a

A B ) A

Jbk 1j_"klZ\e_ggy agZqg_ggy dhj_eya-cﬁ@boer{mgdpbciZjZf_IjZfb

©:2 ¢ ©<2 \eN og| j\Zetmudhj _eype-€

GZ jbkKulLinear oZjZd!l _jbam} agZqg_ggykdjbl Njex klZlbklbggh
g_aZe_ "gbo \b[e¢jdh\i§o>1a g R@llQor, Kul2Cor,Kul3CoragZq_ggy djbl_jex
ijb jeagbo iZjzf ljZo SedihktZpghklbggh g_aZe "¢
\b[*jdh\bo agXgelybdibl_ jex \bjh*""m}ivky 3 \bjZa h[_jg_gh
ijhihjpecgh aZe_ "blv \e” deevdhkle \hwirZdhibmiXeZg gy JI
\bjh~"m}Ivky m ~"h[j_ \e*"hfbA }jgAdeade\ \brgh sh ijb ajhklZgge \"
kblJ]gZe rgnfagZq_ggy djbIQjax _grm}lvky sh k\ghqglalfv gir _ggy
cfhlejghkl_c ihfbehd i_jrh]lh « 2jm]h]h jh”mGer[pec’gh]Ae3felblb
sh gzy\geklv dhj_eVipadgbohddjrm} _n_dlb\gektvZzIl Zgbk fh mlv
[mIb 1Zde dhj_eypecge nnigddh@€bjblk\geklv klZI|Hkdbdg@bogam}
agZq_ggy djbR jex \«*ih\e~rgh af_grm} cfh\ejghkle ihfbehd i_jrh
jh~m JlI

Tameanna %

Z

Jbk AZe_ "geklv agZq_gg¥Xudlbly j3k ijb kl_s=lge” \e~rghr_ggy
kb]lgZe gmjfbn=100.

GZ jbk ij_"~klz\e _ge* aZe_ "ghkle \erghr_ggy deew@3kle “h[n
ijh jhajeag_ggy Jeilkebgactdiyhijb kil _i_ge ihes=hRflX *hdeevdhkle
Ah[mIh€ egnhif@P)€h jhajeag _ggy ]Jeihl_a “ey g _eegecgh]h JlI
iheeghgZz \eNr dh_nepe}glZ Zkbf_lje€ g_]Zmkh\h€ az\zZz"b ijk
\erghr_ggy kb]lgfdeermdjZf |jZo dhj_eype€ ©:2 Yd ihdZaZgh
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\jZom\Zgqgy iZjzZf _1jZ Zkbfl_je€ ggdidd@khahkegZ\&Z[*mvrblb agZq_
deevdhkle ~h[mlIhZpe-@nihlh jhajeag _ggy ]Jeihl_a ”~ey g _eegecgh
ihje\gygges a eegecghbf sh i*"\bsm} _n_dlb\geklv \byle ggy
agZqg_gpogss jbkZ agZq #9lgy”_ m~M\eqe i_j \Bsm@\APBih\e~rgh
cfhlejghkle ihfbehd IZdpraAdMlV_m~"\eqe f_gr_ m ihje\gyges a esgecg
hilbfZzevgbf "ey ]Zmkh\bo fh”_e ¢ azZ\zZz"

Z
Jbk AZe "geklv \er"gHr rddh _nepelglZljZbd ]J]Zmkh\hgama&Z\Z"b
ijb jeagbo agZdeMyglyro ggy kblgdeerindjzZf |IjZo dhj_eypeg ©:2
dhj _eypecgh€ Miyddasat

ljb afege nmgdp+€ dhj_eype+€ |jbk aZlZevge | _g™ _gpe€ i’
g_eecgecgh€ h[jh[db m ihje\gygge* a eegecghx a[_j*]Zxlvky yd "e
al\lyadz\ 1Zd « “ey ihkeZ[e_gbo |

Jbk AZe "geklv \er"gHr orddh _nepe}lglZljZRbd JZmkh\hgama® \Z"b
ijb jeagbo agZy"gdyoggy kb]Jgqge rmiZf |IjZo dhj_eyp®©&20rty
dhj _eypecgh€ Mitddda€ :?2KOi E-OEJi ;.

5. <bkgh\db[jh[dZ aZrmfe _gbo kb]JgZee\ } agZgghx klZlbklbqggh>
[Z]Zlvho ijZzdlbggbo aZklhkm\Zgv Hkgh\hx ey \bjer_ggy pbo ij
\erghr_ggy ijZ*hih”*e[ghklaZkHNlgEAdZggy pvh]h i«?*oh”m ~h dhj
g_]Zmkh\bo fh”_e_c \biz*dh\bo ijhp_ke\ ij_"klZ\ey} ijZdlbqgg-
\bagZqg_ggyf Ibim seevghkle jhaih®eem <ch]h iZjzZf _I|je\ Z 1Zdh
Zelhjblfe\ M klZIle aZijhihgh\Zgh Zevl _jgZlb\gbc i¢”0e™ "h
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ijhp_ke\ ydbc azZkgh\Zgbc gZ \bdhjbklZgge fhf_gle\ggZ dmfn
ihkeerh\geklv ydbo "ha\hey} lhqggh gZ[ebablb azZijhihgh\Zgbc hi
Ah ih\gh]h efh\ejgekgh]h hibkm
< jh[hle jhajh[e_g* gh\e fh”_ee dhj_evh\Zgbo Zkbf_Ijb
ijhp_ke\ yde \bdhjbklZgh ey ih[m~h\b iheeghfeZevgbo klhoZkl
dh_nepe}glb ydbo \bagzZqzxlvky a gh\h]l]h ©Fh~bnedh\Zgh]h fhf_
\ joge*o ]jZgbpv cfh\ejghkl _c ihfbehd ~ey i_j \ejdb klZIbklbggbo
GZ hkgh\e azZijhihgh\Zgh]h i«"oh”m [meb kbgl _ah\Zge e-g
"hkee"" g+ €0 \eZklb\hkle IZ hljbfZge 0ZjzZdIl_jbklbdb vydbihdZa
\ieb\s dhj_evh\Zgbo Zkbf_ ljbggbo g_]Zmkh\bo az\Z~ 1hdZaZz
\jZoh\mxlv g_]Zmkh\bc jhaih”ee \biZz*"dh\bo \_ebgbg P€oihykg:
hibkm \bdhjbklh\mxIlvky ebr_i_jre "\Z fhf_glb sh ij_~klg\eyxlv
1Z ~bki_jkex \bizZz~dh\bo ijhp_ke\ :e_ hljbfZge eegecge JI aj<]
hljbfZzge a \e~ghr_ggy ijZ\"heg" "pLotkihi*bo fh™* e c \biZ~*dh\bo \_ ¢
G _eesge*cgZ h[jh[dZ \b[ejdh\bo agZq_gvVv IZ \jZom\Zggy klZIEk
g _]Zmkh\bo ijhp_ke\ m \b]Jey”e dh_nepe}glZ "BkbhIdjj2€ gjhya\h
_n_dlb\ghkle kbkl_fb \by\e_ggy kb]JgZees\ sh ijhy\ley}lvky m
djbl_jex ydhkle JI e« \e~ih\ergh af_gr_gge cfh\ejghkl_c ihfbehd
jh m 1Zdbo JI IhdZaZgh sh \ieb\ dhj_eypecgbo a\fyades\ a
h[jh[db ydZ af_grm}lvky yd "ey eegecgbo 1Zd « g _ldimclghbd JI
g_]Zmkh\h]h ijhhp_km m \blJey”~e dh_nepe}glZ Zkbf_Ijs€ \ pei
g_ee*gecgh€ h[jh[db JI
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MODELS AND METHODS OF SIGNAL PROCESSING IN CORRELATED
ASYMMETRIC PROCESSES

V.V.Palahirt, D.O.Smirnov

1-2Cherkasy State Technological University
460, Shevchenko bid., Cherkasy18005 Ukraine,
emaik: palahin@ukr.nét danilyyyO8@gmail.corh

The theory of statistical hypothesis testing is widely used in many appbbtems where it is necessary to make
informed decisions based on limited data samples. Signal detection in correlat€aussian noise is a critical
task in radio engineering and telecommunications, image processingioametical research, where the noise
often does not follow a normal distribution and the sample valuesr shaldy may be statistically dependent. A
statistical approach to the development of signal detection systems requipsteanformation about the type
of distribution of random processes to be processed. One of tmésprg approaches that allows describing the
studied random processes is the use of moment and cumulant ilms@fprandom variables. This approach
makes it possible to significantly simplify the synthesis of neigpal detection systems with different types of
distribution functions. The authors of the paper proposed aapproach based on the application of one-
dimensional (1D) and two-dimensional (2D) moment-cumulant modeldeseribing correlated non-Gaussian
processes, which made it possible to modify the moment criterion ofarenisiking quality for the synthesis of
stochastic polynomial solving rules for signal detection. The workodstrated that nonlinear processing of
sample values allows taking into account the subtle structure of non-Gadigiabances in the form of an
asymmetry coefficient, which reduces the probability of errors in thengorules compared to the use of
traditional Gaussian models of random processes. The aim of the workniprove the efficiency of signal
detection systems in the case of additive interaction with correlated asymmetfianesian noise based on the
application of moment-cumulant models of the studied random variabletheitbrmation of a modified moment
quality criterion for testing statistical hypotheses and polynomial solvileg for the synthesis of effective
methods and computer tools for signal processing. The practical ¥ahesabtained results is determined by the
fact that the proposed methods and modeling tools allow obtainingheantalgorithms for signal detection in
correlated non-Gaussian noise of various types with lower probabditiesrors of the first and second kind
compared to known results. The proposed algorithms are distinguightadir simple practical implementation
and high accuracy, which increases when the degree of stochastiompllgof the solving rules increases and
the parameters of non-Gaussian noise are taken into account.

Keywords: statistical hypothesis testing, moment-cumulant description, asymmetric corretet€slanssian
noise
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< < 1ZeZHg 1ZeZdHZx 1\q®, HdRIZgZKAh E 11Zrdeg

4Q jdzZkvdbc ~_j°Z\gbc | _ogheh]eggbc mge\_jkbl_
460,R_\q_gHEZ f Q_jdzkb Mdjz€gZ
*Q_jdzkvdbc gZmkeéhtgbc dkdjhfemzZe-klbggbc p_glj F<K
MdjZEgb
104,1Zkl_je\kvdZ \me f Q_jdzkb MdjzZ€gz
emaik: palahin@ukr.nét SDODKLQZ#XNU QHW
sania_ivchenko@ukr.n&tlena.pa@ukr.nétndekc.ck@gmail.com

Rbjhd_ jhaih\kx”" _ggy Fi\iblggdEZgh gbo SoftwareDefinedNetworking

- SDN), Internet of Things(loT) f_j_ = Z&[_ai_qbeh g_i_j_\_jr_gm Jgmqgdeklv -
_n_dlb\geklv d_jm\zZggy f_j_"Zfb Ze_ \h"ghqgzZk ihklElbeh gh\e \bdel
f j_" _\h€ egnjZkljmdIimjb H~ge}x a \Z eb\bo aZ]jha aZebrZxlvky ZIZ

ijhilhdhem jhaiesagZ\Z§ddyesa Resklution ProtocelA 53 sh ihjmrmxlv
peeeskgeklv f_j_ "¢ IZ dhgne”_gpecgeklv "Zgbo M pvhffbcimdhibke ij_ 7|
ieroe™ ~h \byle_glggymi®$eBm \ f_jjbzdgZehpfe °~ \gekgmxgbo

f _Ih~ heh]¢sb\_"~ gh ZgZee+a $53 ijhlhdhes\ €0 ijbagZqg_ggy |IZ hkgh\ghb
aZoklm \enr Zlzd GZzZ\_~_gh Ibih\e az]jhab dhfifxI|_jgBf f_j_"Zf neak
dZgZevgh]lh je\ge\ fh™r _ee 26, |Z ijh\_~ _gh ZgZeea hkh[eb\hkl_c \by
aZljha a \bdhjbklZggyf f_lh~e«\ rImyR & Artificml intelligdme- Al).
AZijhihgh\Zghkadklggy f_lh” e\ fZrbggh]Madhib&deaging- ML)

Ney ZgZeeam ljZnedm gZ hkgh\e hljbfZggy ~"Zgbao ieZIninifbj_Zevgh]h q.
:LUHVKDUN Gh\bc f_Ih” [Zam}lvky gZ \bdhjbklZgges ®dy*ey deZkbn-«

aeh\fbkgh]l]h f_j_~_\h]lh BEnpdjh\Zghlh \ j_amevliZIle ZlZd sh
\bdhjbklh\mxlv ijhlhdhe $53 Jhajh[e_gZ fh~_ev 1Z f_Ilh~r ~_fhgl
\bgyldh\m gZ~ecgeklv ~hky]Zxgb Ilhgghdimnelmpyjre ghy 553

\bjerZevg_ agZq_ggy ”"ey i*"ljbfdb r\b~rdhkle j Z]m\Zggy f_j_ "¢ I
ZgZeeam fh mlv [mlb \bdhjbklZge "ey ijbcgylly h[% prhlgjiih\Zgbo jer_gv
f_lhre\ aZobklm ~ey f_j_ " jeaghl]lh ijbagZqg_ggy IZ a jkambfb \bfh]Zfb -
egnhjfZp<«®dhjbklZzggy R1 7~ey fhgelhjbglm 1Z ZgZeeam f_j_ "~ \h]h

"hal\hey} agZqgtblbe*\bsdlb\geklv « r\b~rdeklv \byle _ggy azZ]jha AZ\
a”Zlghkle Z~Zilm\ZIbky ~h gh\bo Ibie\ Z1Zd + \byleylb kdeZ~geres rZ[e
aZijhihgh\Zgbc i*”0o*® aZ[_ai_gm} [eevr \bkhdbc je\_gv [_ai_db
egnjZkljmdimjb P_ “~hke*”" _ggy "“pehgkigmh\dpeagbo |_ogheh]ec m

[hjhlv][e a de[_jaZ]jhazZfb IZ kijby} jhalbldm gZ*ycgbgZkigh’e\ aZobkIm
f_j_°

Dexqgh\e kelEgZesa f_j_ ~ \h]h |jZ$podiing, BI:MBggbc gl _e&Ilddb

gZ je\ge /

<klmi<by\le_ggy aZ]jha {Hind $83ebrz}Ilvky gZ”~a\bgZcgh ZdlIn
kmgzZkghfm f_j ~ \hfm k_j ~h\bse G _a\Z Zxqb gZ jbaWd8d | _o
Z1Zdb ijh~h\"mxlv [mlb _n_dlb\gbfb azZkh[Zfb 7~ey ihjmr_ggy
peeekghkle 1Z “hklmighkle “"Zgbo m f_j "Zo P RP-hpjhkgehleeky Ik
ydbc [m\ jhajh[e_gbc [Z]ZIh jhde\ IThfm g_ fZ} \[m~h\Adgmo f_o:
aZebrz}lvky \jZaeb\bf "h ie”rjh[db 1Z egrbo nhjf _dkiemZIlZp-€
Jhaih\kx”" _ggyjbRITh€\SDN f _j ~ "h~Zldh\h a[eevrm} ih\_jogx
Zlzd -jRokljh€ qgZzZklh fzxlv h[f_"_ge fh eb\hkle ~ey aZ[_ai_q._
fh mlv klZlIb e_]Jdhx fer_ggx ey aeh\fbkgbde\-kychnegleckgxhlv
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6'1l a ch]h p_gljZeecah\Zgbf mijZ\eeggyf f_j_ ~_x fh _bdmlb k_
ydsh Z1ZzdZ mkiergh ijh\_~ _gZ sh fh _ ijba\_klb ~h agZqggbo il
egnjZkljmdIimje

G_a\zZz Zxgb gz |I_ sh ZpNI\bKimiz} yd gZ”~ecgZ kljmdImj
i*"\bsm} [_ai_dm f_j "¢ |IZ hilbfeam} f_j_ -~ \  Z/ feg}ljmageggy
nhjfb Z1Zd i**jh[db K_j_DisgriboteZD&nabof ServicelDDoS Marrin-the-
Middle (MitM  aZebrzZxlvky k_jchagbfb aZzZ]jhazfb ihl_gpecgh kdl
dhgne® _gpecge "Zge dhjbkim\Zge\ m f_j "¢ ljbfelgh sh h~gbf
\IhjlJg_gv m ehdZeVvIANf _} i«¢jhARE

:dimZevgeklv \by\e-Zggdy $58h" i"kbex}Ivky ajhklZxqgbfb \bfl
de[ _j[_ai_db m jeagbo k_dlhjZo I|Zdbo yd negZgkb hohjhgzZ a:
N j Z\ge mklZgh\b M pbo kn_jZo ihjmr_ggy f_j_ "~ _\h€ [ ai_db
gZkeerdb \dexqZxgb negZgkh\e \l[jZIb \ljZIm dhgne® _§gpecgh€
Ah\ejb "h hjlZgeaZp-£€

ljbkljh€ j "« yde ijZpxxtymlihje\ge 1Zehggh€ fh(Open 26,
Systeménterconnection \\Z " Zxlvky gZckeZ[rhx eZgdhx \ egnjZKlBmdImje
6] Jhaih\kx”~" giheelbdZ %£&&2ihg Your Own Devicf \bdhjbklZggy
\ejilmZevgbo EDN * gbadb kdez~ ghpeedliduxlv \ejh]ergeklv Ih]h
f j_"* klZxlv [sevr mjZaeb\bfb ~"tkZjffhgodogydpnlhdheb je\gy /
"m _ qZklh azZebrzxlvky [_a gaé_JegaermhzZipzpxxlv a+ klZg"Zjl
dhgnelmjzZKeg¢x” iZfylZlb sh ihjmr_ggy f_j_ "ghk¥gkR b4ddb gZ
\ieb\ZIbf_ gZ \ke je\ge jhalZirBdbde qlbshf nZoe\pyf a f_j_"gh€ |
ihlje[gh IZ@aRZih[e]ZIb « \gguZKghe sbmXZZdB egnjZkljmdImjarhgh$ 1l |
L2.

lhrbj_gZ azZ]jhaz i<~jh[db $53 klI\hjx} agZqgbc jbabd
dhfifxl_jgbo f_j_~ sh ijba\h”blv ~h ihl_gpecgh]h ie*kemoh\m\z
I1Z ihjmr_ggy f_j_~ _\h]h [jZnedm <Ay\®k }JggdeEBYbf azZz\"Zggyf
gZkee~rdb fh mlv [mlb k_jchagbfb \dexqgzZxqgb djz~ e jdme*Pgbo -
\jZaeb\eklv m ih}*"gZgge a g _"heedZfb ijhlhdhee+\ $53 \e~rdjb\Z}
"ey \bdhjbklZzggy ~"Zgbo lhiheh]e€ f_j_ "+« sh ijba\h”~blv ~h jeagh

< jh[hli§h\_" gHgZeeca ZIZd yde [ZamxlIvky gZ fZgeimex\Zc
$53 GzZ\_"~_gh ijbdez”b ljZnedm ydbc ml\hjx}lvky ijb Zzd
\bdhjbklZggyf ijhlhdhenbd®bBklZggy f_Ih~e\ fZrbggh]lh gZ\gZq
\by\e ggy-&bzd ij_~klz\ey} kh[hx eggh\Zpecgbc i*”*0¢” ydbc ~h
Ilhggeklv ¢« n_dlb\geklv aZobklim f_j =~ AZé&}yphfa ZighddandVZI
\_ebde h[ky]b "Zgbo m j_"bfe j_Zevgh]l]h qZkm + \byleylb Zgt
aZobklm fh ' mlv [eevr n_dlb\gh <~ _glbnedm\ZIb |Z j_ahxmWZlb g-
[*evr \bkhdbc je\_gv [_ai_db ~ey f_j_ " jeagh]lh fZkrlZ[m < ijbag:
F_1Z ~"Zgh€ jhihdp]zZhie*\bs_gpeai_db \by\le_ gaoMzZ858Z hkgh\e
\bdhjbklz§gh”e\ rimqgh]lh <giee dgdeeam f_j_ "~ _\h]h ljZnedm \
j_Zevgh]lh gZkm sh \dexqZ} ~ _IZevgbc ZgZeea $53 ijhlhdhe-
aZobklm hpegdm €0 h[f_"_gv Z |IZdh azZklhkm\Zggyeegkljmf_
"NZgbo 1Zdbo yd :LUHVKDUN Hkgh\ghx azZz~Zqgq_x } i**\bs_gg
\by\le _ggpy-BiGnneglm aZ[_ai_gmxgb gZ~ecgbc aZobkl f_j ~ \h€

\

mfh\Zo ajhklZxgbo de[_jaZ]jha ahdj_fZ m k_j ~“h\bsZo a
ijbkljh€\ 1z 6'1 f_j_ -

1. :gZeea 1Z hkh[eb\hkle ZlIZzd gZ ijhlARfhed p$53rbjhdh
\bdhjbklh\m\zZgbc ippdbhdhiej I\hj>x43"j3km g2z 2] & k\Wedia Access
Contro) < [eevrhkle \bARPdg\ h[oe”"gbc "ey slh[Jhijbkljh€ fh]eb
agZoh”blb h~bg\ Hrghbrhgh]lh k_]Jf_glmHF_g iphlhdhe aZklhkh\m}I
ijb hjl]ZzgeazZpe€ f_j_ ~ azZ ijhlhdhebdnjkK&lZygyf ijhilhdhem 13Y
i _j_I\hj_gog¥"NiB kb \ FZKj_kehbagZqg_gbc m klzg~Zjle 5)& M
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i_j_I\hj_ggy Z”j_k azZ ijhlhdhehf $53 aZklhkh\mxlvky ebr_ ~\Z
azibl 1Z -\5%ih\e~"v LjZned a \bdhjbklZgaRRP ajhd hlWd2en \bgbdz}
ijhp_ke h[fegm ~Zgbfb ih ,fdhéb IRX'j_kZ h”_j m\ZqZ g_\*"t
l jbkljec sh i_j "~Z} kihqZldm rmdZ} pxdZNd &m Znjkkiz}\le*kmlgy
\'d_re Ih \hgZ fh _ [mlb hljbfZgZ reyohf "h~Zldh\h]h hqfegm ~
\bdhjbklZzggyf ijhARPheYd leevdb ijhp_k i_j I\hj _ggy Z"j_k aZz
i_j_"Z\Zevgbc ijbkljec hgh\bilZfkAhwx edihrfekibdv€ \erih\ergeklv F:I
e ;Z"Nj _k ijbcfZevgh]h ijbkljhx ¢« ihqg_ ijhdeZdm-¥debpe mhkl
hljbfzghfZg~rdrp 3 gZ\_~_gZ dlZ jbk

PS C:\Users\robst> arp

Interface: 192.168.1.2U46 —-- 0x3

Internet Address Physical Address Type

192.168.1.1 bc-76—-c5-1d-19-56 dynamic
192.168.1.245 f8-ac-65-86—fb-28 dynamic
192.168.1.255 Lt B e o ot 1 e static
224.0.0.22 01-00-5e-00-00-16 static
224.0.0.251 01-00-5e-00-00—-fb static
224.0.0.252 01-00-5e-00-00-fc static
239.255.255.250 01-00-5e-7f-ff-fa static
255.255.255.255 ff—ff—ff—ff-ff-ff static

Jbk.ljbdez” -3d[ebpe ohklm

>ey ZgZeeam f_j_ " _\h]h IljZnedm \ j_"bfe j_Zevgh]lh gZkm
ieZlnhjidreshark[6], ydZ ihiIm gbf egkljmf_glhf “ey \by\le _ggy ~¢Z]
mkmg_ggy ijh[e_f mHkgjh\'geoijbagAuiregrtmik \dexqZxdZohiggy
iZd eA\*Zgbo yde ijhoh”~ylv q_j _agfy] [dehv@gnljfZprh dh g
iZzd, I"«Z]lghkymgVyzZjh[e_f a ie"dexqg_ggyf azljbfdzfb \]jzIZfb
\by\e _ggy ZgH#ZZedireshark \bdhjbklh\m}lvky 7~ey \by\le ggy ihl_
aZljha 1Z ZzghfZzevgh€ Zdlb\ghkle \ f-Z1ZdblZ8RBodhdl Z58re \b" b
aeh\fbkghlh ljZhbodeznN _j_o\ZIm IbihYpdhedm fe° ijbkljhyfb
egkljmf_gwhdsharka \bdhjbklzigghMfdhgRP gZ\_~_gbc ®Z jbk

Jbk. Lbih\PMRP 1jZnedk _j_~h \Wiseshark

A jbkm@dkhbrgh @RP-aZiblihkbezZ}lvky \ rbjhdhfh\ghfm j_ "l
(broadcast messayje ARP- \e"ih\ewZ " "kbeZ}Ivky \ h~rghzZ”j k(gridast j "bfe
message LZdh™ fé&b\e \biz~db mlI\hj_ggy ljZnedm ydbc kdez”~Z}lv
kzfpbggb®JizZd_I¢ARP-iZd_Ib yde ] _g_jmxlvky Z\IhfZlbah\Zgbfh
Z[h aeh\fbkgbdzZfb ~ey ihjmr_ggy ghjfZeNvgté Zjhhhlbbifh\bf e
\brhf ljzZndtip\&KZfhgbggbhbizd I\ fh ' gZ \by\blb m jy~e \biz~de\

x afegzZzB3j kb ijbkljhx ijba\_~_ "h ihy\bhzZldZfihgbggbo

X ijb aZimkdm ~_ydbo hi_jZpecgbo kbkl f \er[gbh@ddbuky i_
:5FiZd_je\

x \ jy~re kbkl_f kzZfhgbyogrd Ib kem]melw ie”ljbfdb
[ZeZgkm\Zggy gZ\ZglZ _ggy

ljbdeZ”™ i_j_o\ZIm ljZnedm a:%kZifhdblhgdt ~ gbc gZ Abk
jbkmgdm \b~rgh sh kzZfhgdglds Ba&bezZxlvky \ rbjhdhfh\ghfm j_ "I
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: |arp

No. Time Source Destination Protocol Length Info
81.. -35.757171 XiaomiMobile_8d:13:f2 Broadcast ARP 60 Who has 192.168.31.251? Tell 192.168.31.1
82.. -35.747205 XiaomiMobile_8d:13:f2 Broadcast ARP 6@ Who has 192.168.31.252? Tell 192.168.31.1
83.. -35.737161 XiaomiMobile_8d:13:f2 Broadcast ARP 60 Who has 192.168.31.253? Tell 192.168.31.1
84.. -35.727217 XiaomiMobile_8d:13:f2 Broadcast ARP 60 Who has 192.168.31.254? Tell 192.168.31.1
47..5.953998  XiaomiMobile 8d:13:f2  HewlettPacka_@a:3e:dl ARP 6@ Who has 192.168.31.156? Tell 192.168.31.1
47..5.954807  HewlettPacka_@a:3e:dl  XiaomiMobile_8d:13:f2 ARP 42 192.168.31.150 is at 84:a9:3e:0a:3e:dl
64.. 20.874678 XiaomiMobile_8d:13:f2  Broadcast ARP 60 ARP Announcement for 192.168.31.1

<

Frame 644247: 6@ bytes on wire (48@ bits), 60 bytes captured (488 bits) on interface \Device\NPF_{A51AA@83-BE5D-4D8C-A694-EF@C13AD3335},
Ethernet II, Src: XiaomiMobile_8d:13:f2 (28:d1:27:8d:13:f2), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
v Address Resolution Protocol (ARP Announcement)

Hardware type: Ethernet (1)

Protocol type: IPv4 (@x0868)

Hardware size: 6

Protocol size: 4

Opcode: request (1)

[Is gratuitous: True]

[Is announcement: True]

Sender MAC address: XiaomiMobile 8d:13:f2 (28:d1:27:8d:13:2)

Sender IP address: 192.168.31.1

Target MAC address: Xerox_00:00:00 (00:00:00:00:00:00)

Target IP address: 192.168.31.1

Jbk. Lbih\PARP |jZned a kZfhqglbggBdfl_|hf

ljhlhdh®53 [mkNZg” ZjlbahdZdgZIlh jhde\ IThfm « gedheb g_ [meh
1ZjZgIm\ZIlb zZ\I_gArR®ghkbrhfe g9y gZkee hd } deevdZ ZIZd $
fh mlv g_ijZ\bevgh kijyZmddeéthdZevgec & f [lmx ch]h i_j ohie_gg
\ aeh\fbkgbo pegd&lzd _|h*b yde \bdmpblklky ~ey ijhgbpg _@gy
ARP-ijhlhdhadexqgZxlv

$53 Kimneg] $53 6S5RRELGEVr ihrbj_gbf IbiBFZ853<hgZz

ihey]Z} m gZ"kbeZgges nZenrBhYde 33\ f | "m ~ey afegb Zkhpe
IP-Zz~j_kzZfb 1Z-D%j& kzfb P_ “halhey} aeh\fbkgbdm i_j _gZijZ\eyl
k\ec ijbkljec Hkgh\ge-kbrmm$36 \de Mpha-intthe-Middle (MITM)ZI1Zd Z
| ZPacket Sniffing

2. ARP Cache Poisoning Z1Zdb i_j X[l¥@Z"kbeZggy nZevrb\bo $5
ih\erhfe_gv "ey aZih\-gd ggy f$%3  _\bo ijbkljh€\ ihfbedh\bfb aZzib
j_amevlZle pvh]lh iZzd_Ib fh mlv [mlb kijyfh\Zge gZ g0$gZ\bevg-
Z™j _kb sh ijba\h”~blv ~h ihjmr_ggy jh[hlb f_j ¢ <b”b $53
\d e x g Z>xJenial of Service (DoSi_j _gZijZ\e I[gZoy g g e kgwhALCgZ™j kb
sh ijba\h~blv ~h g_fh eb\hkle ~“hky]lb peevNetwdik Dibrapfiorx [Z
(\ieb\ gz fZjrimlbaZpex ljZnedm sh ijba\h”blv “h ~_ahjl]ZgeaZp-

3. ARPrlhjf (Flooding)- aeh\fbkgbd gZ”~kbeZ} \ _ebdmdidlelvld A[llv $5
\eMih\e”r ¢ "ey i_j_\ZglzZz-dgogy %53 _\bo ijbkljh€\ Hkgh\ge gz
IZdh€ ZI}ZREsource Exhaustiofi j \ZglZ  _ggy d_rm $53 fh _ ijba\_k
kih\eevg ggy jh[hlb Z[h gZ\elv a[hx f_j_ ~ Nedveork j©dngdstion |Z
(\_ebdzZz deevdekivd 358 fh _ i_j \ZglzZz blb f_j_"m af_grm
ijhA"mdlb\g;eklv

4. ARP-ieg] $53 3pQJIf_Ih” ydbc \bdhjbklh\m}Ivky ~ey \by\e_g
ijbkljh€\ m ehdZevgec f j "¢ reyohf-gZiNkinezZgen\$bkBgbdb fh ™ m
\bdhjbklh\m\ZlIbie§b3*ey a[hjm egnhjfZpe€ ijh ijbkljh€ \ f_j_
ijh\_~ ggyf egrbo Zlzd

:1Zd ERP spoofing 1Zdh™ \er"hfAlyd}®gy dARP \bdhjbklh\m}lvky \
ZlZpe Ibim ©ex"bgZ ifpk6] 1y §Zk ARPddpoofingaeh\fbkgbd ~e}
gZklmigbf gbghf gzZ~kbeZzZ} g _[Z Zg_ i*"jh[e_g_ARP\«/yhdfe gg)
feklblv ie”"jh[e_gm 0%$& Z~j_km fZrbgb aeh\fbkgbdzZ ~ey \keo
f j_ "¢ lekey hljbfZggyARP'inhke7isjbkljh€ \ ehdZevgec f_j_ "¢ hgh\
ARP Z[h 1Z[ebpe--D%&k *a g_ijZ\bevgtr)y K®& __n_dlb@ghjmx}
d r3gZ degp_\bo ijbkljhyo YARMGChZjrabpep ~"halheblv aeh\fbkgl
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< < |ZeZ]lsdBeZ]*#4lZ< 1\q, Hdh 1ZgZHldl 1l1Zrdeg
\brZIb k_[_ aZ egrbc ohkl sh[ hljbfzlb "hklmi "h dhighaBf gpec
gbghfjzned kijyfhkwglywZ nzZdlbggbcZgBkbhkl <a i**jh[e -ghx 0%
ZNj_kh&z gz\_" _ghfm gb djbidkmgdkhz\e _gZ ZlzdZe®Sfbkgbd

gZMekeZ\ nZevrb\m \eNithl\mM&e ZWX i@bkljhWdke ohklb \ f_j_ "¢ | _i_j
"mfzZxlv sh agZoh”blvky gZ )) & azZfeklv
ARP Reply

| I ‘ 10.40.10.103 is at

46:89:FF-4C:57 -
Hacker " pa e \

MAC Address 46:89:FF:4C:57
IP Address 10.40.10.105

MAC Address 00:80:68:B4:87
IP Address 10.40.10.103

Jbki. :1ZdZ $53 VSRRILQJ

AZa\bqZc ijb ijh\_~_gge* Z1Zdb gzZpedermh€9@aA[ Hidmhgdyhab
fh™_ gZ~kbeZlb <grbf ohklZf kafirg bARB-Ye”ih\ere yde feklylv 0$&
Z™j_km aeh\fbkghbdZkm,83exam aZ aZfHjgddzZz@gdyZnedm vydbc fh
ihkl_jelZlb ijb ZIZpedhlim}®WB8dZazZgh B2 jbk

Jbl6.|jbdeZ l[jZnedm ijb ZIZpe Ibim hljm}ggy d _rm $53

A gZ\_" gh]h ijbdezZz”m \b”gh sh ohkl aeh\fbkgbdzZz gZijz
aZibl « hrghzZ”j_kgm \e”~ih\eArv \ ydbo \b2%Z} khXx aZ rexa a 1J

Ydsh aeh\fbkgbd i_j gZijzZ\ey} ljZned |h”~e \eg fRey i j_a
hljbfggydhgne® gpecgh€ spmhjhZpeRIZIb ie"fRM\deevr kdeZ”rgh€
Z1Zdb

RIhjf $53(Floodingh. M ehdZevgec f_j_ "¢ Ibih\bf WKREMedhf }
ih\e"hfe _ggy aZible\ \erih\e”r ¢ Ijb pec ZIZp-\ foabgdaenitikhkle]Z
ARP-aZible\ WARRarlhjf } nhjfhx ZI1Z8*fhAm \ h[kem]h\m\Zgge 'R6
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>ey _n_dlb\gh€ ~hklz\db "Zgbo dhfmlzZlhj \bGbhtdmkl h\m}
Addressable Memor{CAM ydzZ feklblv iZ{B"DS& « ih\Jayagdhgo neabqge
ihjlb dhfmlzlhjxeh\fbkgbd fh _ kZfh\eevgh gZ”~kbeZlb- dhfml
ih\e*hfe_ggy =<*a i*"jh[e_g_kh&& \ j_amevlizZle qgh]lh dhf]
hgh\ex\ZIbf_ k\hx|D®&&px Hkdeevdb -AKktebp& fZxlv h[f_"_gbc
jhafej dhfmlzlhj fh _ \bg_jiZlb j_kmjkb "eyZ”a[kje]1Z2dgyp @$&
i_j_ ih\g_ggy 1Z[ebpX"j0&k& OB&mM~" dhjbkimxqgbkv pbf h[f_~
[hf[Zj"mxIv dhfmlZlhj dz”jZfb a i*"jhfe| kb 0$&j _eZ ~hihd
[Z[ebpy O%&)_k dhfmlZlhjZz g_ aZih\gblvky

RIhjf $53 aZzZih\gx} 1Z[ebpeh&$IXZIhjzZi_j ih\g€RBbkyqZfb
nedlb\gbo azMbke\c fhf_gl dhfmlzZlhj ijhklh ¢} yd dhgp_gljZIlhj »
gZ \ke ihjlb GzZkee~db 1Zdh€ ZIZdb fh'gZ hoZjzZdl_jbam\zZlb gZ
x m aeh\fbkglhded }Jdvky fh ehb\sklohie_ glgwh]lh lyZma fh eb\bf

gZklmighadjbllyf dhgne”_gpe¢cgbo "Zgbo
X g_j_a \_ebdm deevdeklv rbjhdhfh\gbo azZible\ agb m}lvky |

f_j_ e

ljbdezZ”™ ljZnedm ydbc fh gz kihkl_JjARE- hijjf Zilkkdpza@gh gZ

Jbk. IjbdezZ” ljZnjpl @l Zps ARParIhjf

2. F_Ih”"b aZobklm \21M28&58y\e _ggy |jZmddomkijbgbg_gbcARR Zd hx
spoofing } "hkblv kdezZ”~ghx hi_jZpe}x 1Zd yd ihlj_[m} ZgZeeam =« \
[jZnedm ijb ZdIb\eaZRR &paofingl bhgZldh\bc hlZm}@gy $533de_rm
ZgZeeam <+ \byle _ggy kZfh]l]h nzZdlm sh ljZned i_j_Z"™j_kh)
aeh\fbkgbdzZ Sh[ \by\blb px aZ]jham \bdhjbklhYsm&iv gZklmige i
xkbkl _fb \by\le ggy aZih[*]Zggy(IDSMtR$g- thgysion Detection
Systems/Intrusion  Protection Systgms yde gZeZrlh\imxkVvjh€ "ey
\er"kl_ " _ggy ZghfZevgh€ Zdlb\ghkle $53 gZijbdeZ”" rlhjfe\
fZxlv ki_pbneqge kb]JgZIimjb Ijbkljec fZ} gZ”ekeZlb kih\es
\by\e _gh[Z Zges \e/ih\eNe
xklZIbqge aZibkbh$bldl _ \er"h[jZ _ggy Z”j_k "ey aZih[e]Zggy
mg_fh eb\ex} Z\IhfZlbggm ZdlmZema ZpXodS5Z} \¢" ierjh[e _
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< < |ZeZ]lsdBeZ]*#4lZ< 1\q, Hdh 1ZgZHldl 1l1Zrdeg

ARP-ih\e~hfe_gv H~”gZd p_c f_Ih” \bfz]z} Z~fegekljZIb\g
ie"ljbfdb < hgh\é_ggg_ gZcdjZsbc f_Ih~" hkdeevdb \e¢
fZkrlZ[m}lvky m \_ebdbo f_j "Zo
X[jZgrfZmzjbdhjbklh\m}Ilvky ebr_ kibkhd dhgljhex “hklmim
iZd_1Z\lhjbah\Zgh]h ljZnad@dolydblo ky \ k_]f_;gle f_j_ "o
xijhljZzfg_ aZ[_ai_qgq_ggy ”"ey aZobklmijhi4ZzBph3 aZ[_ai_q_g¢
\eAkl _"m} kimneg] ydbc fh™_ ij ~klIZAE®]bklp wndh?rgZdh\hx
MAC-Z7~j _khx Z IZdh  egre f Ih~b ~ey \by\e_ggy aeh\fbkgh#
:gZeesa e°*l_jZImjgbo ~ _j_ e ~“h\h~blv sh gZ hkgh\e pbo i-
[Z]1ZIh]jZgge gZmdh\e ~“hkee”" ggy M jh[hle > @ ijh”_fhgklj
ijhlbre€ ZlZdZkim3glm \ f_"Zo 6'1l 20 hkgh\ghkbKk]| of@edhx
\by\e _ggy 1Z aZih[*]Zggy DEtgdtpn gnd/ Prevention System,'3 6 sh
\bdhjbklh\m} |_ogheh]ex 6'1 P_c ,'36 ~bgZfeqgh Z"Zilm} iz
\by\e _ggy 1Z aZih[*]Zggy i**hajeebf f_j -~ \bf "Neyf ~h"Zxqgb
rde”"eb\s 0%&_ kb >ey i_jkhgZeecaZpe+€ 1Z hpegdb _n_dlb\g
jhajh[e_gh Kki_peZeeah\Zg_ ijh]jzfg_ aZ[_ai_q_ggy egl_]jh\
[*[eshl_dhx ~ey i_j_\ejdb \\_~_gbo dhjbklm\zq_f ~Zgbo
< jh[hle > @ ijh\_~ g _"hkee”" _ggy Kkijyfh\Zg_gZ [hjhlv][m
Ibizfb $683Zd m 6'1 AZijhihgh\Zg_ jer_ggy jharbjx} nmgdpehgZ
dhgljhe jZ 6'1 reyohf \dexq_ggy ki_peZevgh]h fh"mey $53 P
\by\ey} 1Z ihffydrm} ZzZlzdb g_ i_j_\ZglZz' mxgb [1Z g_ kijbql
h[kem]h\m\Zgge 'R6 gZ dhgljhe je
< jh[hle > @ ij_"klZ\e_gZ kbkl_fZ ijbagZq_gZ "~ey Z\lhghf
ijhib~re€ f_j ° \bf \lhj]lg_ggyf a hkh[eb\bf Zdp_glhf gZ
<bdhjbklh\mxgb i**0o*® azZkgh\Zgbc gZ kdeZ”gbo hdgBEKR&}ggy
aeh\fbkgbde\ Z[h ihjmrgbde\ ¢ kdZkh\m} ~hklmi ~h f_j_ "« ~hal\l
dhjbkIim\zqzf ijh~h\"blb jh[him P_ i*"\bsm} ijh*mdIib\geklv
kn_jZo yd \by\e _ggy ZIlzZzd ihffydr_ggy |Z hilbfeaZpey ijhimkd
i_\ge h[f_~ _ggy gZijbdez™ kdezZ”geklv h[gbke_gv fh _ \ieb
j_Zevghfm qZke
< > @ aZijhihgh\zZgh f_oZge+af ijbagZqg_gbc ~ey [lojhyv[b a
kbkl _fzZ ijZzpx} g_j_a Kki_peZevgm fZrbgm ydZ kie\ijZpex}} a dh
alhjm egnhjfZpe€ ijh Ihiheh]ex -faZibbeNZ KBBBy pvh]h ie*oh”m ihe
i_j_gZijZ\e_ggeljBm3dm gZ \b”ee_gm fZrbgm N ki_peZe-a
ZgZecamx|wé&dGeegre f_|Ih™b i_j_~[ZgZxlv gZy\geklv ki_peZevgh]
[Zae dhgljhe _je\ 6'1 Z[h hdj_fbo \b”ee _gbo fZrbg sh g_ a.
j_Zeeah\Zgbf \ Ihfm qgbkee ijb jhalhjlZgge f_loT Ziédy ijbl
j_kmjkhh[f_"kbbklo f
<ijh\zZ~" _ggy kmqgzZkgbo f_Ih~e\ fZrh®igh%tkygZXpdkyRP-\e"
Z1Zzd } zZdimZevghx 1Z i_jki_dlb\ghkxj KNjalkdkhlgbo ie”oh”e\ st
aZklhkmWNagoyghkylvky gZklimige
1. <byle_ggy ZghfZevlgBhhd®BRB"_ e+ fZrbgghlh gZ\gZggy fh mlv
gZ\g_g* gZ hkgh\e \ _ebdh]h hi{kyZmdhZgtey $Bb®\e ggy Zghf
gZijbdez"

x f_Ih*"b deZkbneddprj@klZggy Ze]lhjblfe\ deZkbnedZpe+€ [Zdt
JRUHVW 6XSSRUW 9HFWRU ODFKLQHV 690 Z[h g_cjh
ZghfZzevgh]hjE€m38dm ihje\gygh a ghjfZevghbf

x deZkl_jbaZptgZeesa -iB88"hfe_gv ”"ey \byle_ggy afeg vyd-
k\ergblb ijh kijh[b ie”jh[db Z[h egre ZghfZe<€

2. AZklhkm\Zggy jer_gv a fZrbggh]h gZ\gZggy gZ-  jyde\bo
f j_" _\e ijbkljh€ fh ' mlv is~ljbfm\ZIb \[m~h\Zge fh”_ees fZrbggh
fhgelhjbg]lmI$BBedm [Z Z\IhfZlbqgh]h j_Z]Im\Zggy gZ \byte g+ a:
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x f_j_" \e dhfmlZlhjb-ab'éhjbklZRygamic ARP Inspection'$, ~ey
i_j_\ejdb dhj_dlghki¥*3BBe_gv aZ "hihfh]hx gZ\q_gbo fh~_e
x kbkl _fb \by\le ggy \lhjlg -gwl!l_Jj&pey a kbkl_fzfb ,'6

\bdhjbklh\mxlv fZrbgg_ gZ\qZggy "ey \by\e_ggy g_ kIZgAZJ

[jZnedm
3. Hgh\e _ggy fh”_e_c¢ « gZ\qZggy-\\jjZZk\wgphdn YxgAEfeqgm ijbjh
f j_ " _\bo Zlzd \Z eb\h fZlb fh eb\eklv ihklecgh hgh\lex\ZIlb fl
gZ\qZggy °* 9Z\qZlb €0 gZ gh\bo ~Zgbo P_ ”"ha\hey} i*"Ijl
\by\e _ggy gZ\elv m afeggbo mfh\Zo f_j_ "

ljbdez~"hf azZzklhkw\ZggyZgZeeam f_j_ "~ _\hflh ljZmidnh[hlZ
> @ \ ydec ijhihgmxlvky Ze]hjblfb "eyl¥X¥wy\wm fggyo'B6BlL < pb
ZelhjblfZo \bdhjbklh\mxIvkk-m2aihjbhhih\g_gbc Ze]HHastfihf
Nearest Neighbor Hkgh\hx pvh]h ie*oh”m } fh*mevgZ kbkl_fZ \by\e
egl_J]jh\Zgz \ dhgljhe_j 6'1 Dhgljhe_j i_jeh”"bqgh \azZ}fh”e} a
hpegdb 1Z <~ glbnedZpe+€ f_j ~ \bo ihlhde\ Ydsh \oes*"gbc ihle
Zl1Zdb dhgljhe_j g_]Zcgh gZeZrlh\m} ijZ\beZ i_j_kbeZggy |Z][e
kih\es ggy I&Hhpm hjl]Zgeah\mxgb Jgmgdm \e”rih\erv gZ Zg
i_jeh~bggm hpegdm ihlhdm fh mlv \bgbdzZlb ihl_gpecgkbgzZdez”
sh \ieb\Z} gZ ijh"mdlb\geklv f_j_ "«

<jh[hIM2, 13 ij_"klZ\e_gh f_Ih" anqth1-gI e_dim gZ hkgl
f j_ "~ey \byle_ ggyk|$®3g]m \ fj_ ZQAZ|Rthh\Zg- f Ih”~b
N _fhgkljmxlv \bkhdmmh\dgdlelvggki®bB.glm \ f_j "Zo 1gl_.jg_Im j
JZahf a pbf g h[oe”rgh \e~rfelb kdeZ”geklv jOathhlgZoyoy fo X \qZgc
ihlj_[m} "h~Zldh\bo jgXkrmhjkbfZggyMih” e

> |Zevgbc ZgZee+a jeaghfZgelgbo i*”0ohARR Zh2dh \\y)
gzZ\_"_gh \ jHA4hler_ ij_~klZ\e_ge ihje\gyevge o0ZjzZdIl_jb
jeagbo f_Ihne)\
3. 1joel_dImjz azZijhihgh\ZgMIE£ T8y _2gZARR@IZd j_Zevghfm gqZk-
lh[m~h\Z ijhklh]h f_Ih*m f3zdgqdhpy ~"ey \by\e-_ZJIgZ}d 43
ehdzZevghfm dhfi xl_je Z[h f_j_ "¢ fZ} k\h€ i_j_\Z]b ihje\gygh
ki_peZeeah\Zgbo dhgljhba_ljdd®woli _j \zZ] fh gz \- g_klb

xijhklhlzZ « r\b~deklv \ijh\Z—"l‘]_hgj(QbC f_Ih~ fZrbggh]lh gZ\gZ¢
h™  [mlb j_Zeeah\Zgbc \ dhjhlde kljhdb [_a agZqggbo *g\h klbp-e
ijh]ljzfg_ azZ[_ai_q_ggy <e+g fh _ \bdhjbklh\m\ZIlb gZy\gh "Zg-
agzZggh kijhsm} ijhp_k \ijh\zZz~" _ggy « \bjljZIb gZ i*"ljbfdm

xg_aZe_ geklv \eN egnjzklfmdMrmpPd fh™_ nmgdpehgm\Zlb gz\
klzg~Zjlgbo f_j_ "~ \bo k_j ~“h\bsZo [_a g_h[oe**ghkle \g_k _ggy a
egnjZkljmdIimjm P_ jh[blv ch]h mge\_jkZevgbf « ijbr"ZIgbf ~ey |
hjl]ZgeaZp-c

x]gmagdeklv o Z~AZilbfgkbkMN fZrbggh]lh gzZ\qZggy fh mlv [ml
Z"Zilh\Zge “h gh\bo Z1Zd « afeg m f_j_ ~ \bo mfh\ZgZgZgghgh\
©gZ evhim?2 P_ “~ha\hey} r\brdh j_Z]lm\ZIb gZ gh\e aZ]jhab
\by\e _ggy ZghfZer*»c a qZkhf

X _n_dlb\geklv \ jhaih”ee gbo- kh}_ emk\b&dbggh]h gZ\gZggy fh’
[mIb gZ\q_ge ehdZevgh gZ dh ghfm dhfi xI_je Z[h \maee f
jhaih”~ee g \by\le ggy aZ]jha [_a g_h[o**ghkle p_gljZeeah\Zgh

M lhc ,g¥# ki_peZeecah\Zge dhgljhe_jb 6'1 fh mlv gzZ~Z\Z
fh eb\hkle mijZ\eeggy 1Z fhgelhjbg]lm f_j "¢ €0 \ijh\Z~" _ggy -
[mlIb \bljZlgbfb « kdez~gbfb Hkh[eb\h p_ klhkm}lvky fZebo -
yde fh ' mlv g_ fZIlb g _h[oe”"gh€ egnjZkljmdImjb Z[h [x*  _Im ~ey \

HI"_  ih[m~h\Z ijhklh]h 1Z _n_dlb\gh]h f_Ih*m fZrbggh]h
\by\e _ggy -3b23d fh _ [mlb ~hkIimigbf jer_ggyf 7~ey [Z]Zlvho

e_ggy
klbdb
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< < |ZeZ]lsdBeZ]*#4lZ< 1\q, Hdh 1ZgZHldl 1l1Zrdeg

aZ[_ai_qgqmxqgb g_h[oe~rgbc je\ _gv [_ai_db f_j se [ZakdgZglh®e¥g
ih\ yaZgbo a 6'1

< jh[hle ijhihgmxIvky ki_pijBEE<ZflgpZrgeggygZ fhPython yde
[Zamxlvky gZ aZkfiinkme\ZgdZrbggh]h gZ\RYggy ldgetiekbnedmxlv o
\breeyxARP Z1Zdb |Z klI\hjkxjmxqge kb]JgZabh\weygg¥yhajh[dZ IZ
aZklRNKggy 1Zdbo fiRM "dadhey} Z\IhfZlbam\Zflbj ZgXkepkta |jZ\ned Z
j_Zevghfm qZke gZ hkgh\e ~ZgWMWiresharkelZlIniry¥tbsblb [_ai_dm
dhfikl_jgbo f_j_

GZbk U2t gZ aZlZevgZ kltphdhmdB ~Zgbo ~ey ih[m~h\b f
ML. Thi_j_“yg h[jh[dZ ~Zgbo } \Z eb\hx ijhp_~mjhx “ey aZ[_ai_c
gZ”ecghkle j amevlZle\ ZgZeeam ~Zgbo + jh[hlb fh”_e_ ¢ fZrb
h[jh[e_ge "Zges "hihfZ]Zxlv ihdjZsblb Ihqgeklv IZ gl _jij_lh\Zgek
af_grblb fh eb\eklv Ymggbdgfbehd ie" qZlk &g héjpmfiggy ML) e
ydZ [m”~_ azZ\ZglZ m\Zlbky < \bdhjbklh\m\ZIbky "ey ZakFreeam
ihlje[gh \bdhgZIlb ~_deevdZ i*~]hlh\gbo _I|Zie\

Step 1: Data preparation Step 2: Feature engineering
Data
Data : Data‘ Feature Feature
- integration > . :
cleansing : extraction selection
and reduction

Step 3: Model selection Step 4: Application Model
Algorlthm IHype_rparar_neter J Prediction _ Modelv
selection optimization ‘ interpretation

Jbk AZ]ZevgZ kljmdImjZ i*~]hlh\db ~Zgbo Mley ih[m~h\b fh" e

l[eA"1hlh\dZ "&tepbd P_ i_jrbc djhd 1{DatdZdpgmlia[bjibkwy
jeagbo " _ghdj ,AZ*"Zgec jhifhlteZInhWikeshark Gzhkgh\e a[ _j_ "~ _gh]h
[jZnedm m nKBVZnhjfm}ivDayaFrame Y dsh |Z3hte€rameg_ fe k| BARP
Z1Zd ImRegvh]h "h*rZxIvEybgh\eyde 0ZjZd\e}gh\¢egRB Z1Z & Z
pvhim _1Zie \er[m\gblsvkgygyh ~Zgbo '‘DWD \&HRpQALQW Z[h
dhjb]lmxlvky g _ijZ\bevge \erkmlge Z[h g _ihlje[gae"EgYZ}O\LRAV L
nNeevljZpeyig83le\ ¢« aZebrzZxlvkydeegdb I*ZIlv “h ijhlhdhem $53

Dhgkljmx\Zggy(Step@Zd GZ pvhfm _1Zie \e"perng}lgdc \bo
h a g {Fkature Extraction « \b”"ee ggy g _(repatutg Belection \ Ihfm gbkee
fh mlv kI\hjx\ZIbkyYgll\ "ZIZk_| feklblv [Z]ZI|h }hagZedb\lyd Yey
ZgZeesam Z[h fh®_ex\Zggy \hgb fh'mlv [mlb \b”"Ze afe gsh[bkijhlk
jhafejgeklZ h[gbkex\Zevge Vhajghb |1ZiZgeam}lvky jeaghfZgelg
f_ Ih~"Zfb ZgZeeam ~Zgbo \ Ihfm gbkee dhj_eypecgbfb ie*oh”Zfb

<b[e] <« ieN]thZh\h" (SHep GZ pvhfm _I1Zie \e"pmMihn\}dyky d
dZl_]hjesZevgboEnteding dCategorical Features *ey i_j_ \_~ ggy €0 \ gbke
nhjfzl zkrlZ[m\Zggy Heatgré &caling *eywZ[_aiggh*rgZdijireZiZahg
agZq_gv - ihggysb~rthklegzZ\qZggy fhrHdjed Ihl]h gZ pvhfm _1Z
\eA[m\Z}Ivky \b[e] ZefrejbktrmedZtByZ ih[m~h\b fh”~_ee |Z \bagZ
hilbfZevgbo Jei_jiZjzZf _1lje\

HklZggec ($%p ijbagZg_gbc "ey nhjfm\Klggyafh{* 'eggy
pe}€ fh~_ee Z[h " _deevdh&ld eZ ihlj_ [ ZigZee adhhjbfzZge fh~?
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\bdhjbklh\mxlvky "ey ijhlJgham\Zggy jeaghfZgelgbo Z1Zd gZ yd:
lZ gZ\qZg-

GZ jbk ij_"klzZ\e_gbc ijhDajaFnddepgac hkgh\Zevgbogbo
hljbfZgbo a ieZWwiteghlrk Ydibrgh a ~"Zgbo #58216& b _"klZ\eyxlv
ARP spoofinge\hgb \eMih\¢pNgflZ jdh\eZgl ZghfZeAdQu= © 2Ydsh i" qZk
ZgZeeam |ljZnedm g_ [meh ZghfZevgbo akipk-Nbgym Zld fh g
ki\hjb\rb 1Zdbf gbghf \eZkgbc ijbdtZydhad g@zc Zgbf \b"Zfb ZI1zZd vy
ihlje[gh jhaisagZlb

Jbk Knhjfh\ZdamFramegZ [Za* |jZnedm iWiZdshharb

HljbfZgMataFrame g _h[os”~gh IljZgknhjfm\ZIlb \ 1Zdbc \b”" sh]
ijbrZlgbc ”~ey hljbfZggWLfh<d ge[hle ijhihgm}lvky gih*hkgh\e
dexghdahag&burce? @estinatior? I&o2|Z Gat2 "~ OWrP- fZjdh\Zge feldb yde
\eMih\erZxlv ghjfZevghfm © 2 e« ZghfZevghfm © 2 [jZnedm

< jh[hle jhaley~Z}Ivky azZ”~ZgqZ ih[m~h\b ijhklh€ « n_dlb\gh
l[jZnedZz laERMhkh\m\Zebky dezZkdbgged Mlhjb\[m~h\Zge ~h [e[eechl_
SKlearn Python Hdjef lhiliib hljbfZgge fh™ _ees dekZkihnghZppZoh\m\ZIb
gZkh\e aZe_"ghkle gZ2oh”~" _ggy iZd_Is\ sh[ g_ azZklhkh\m\Zlb
kljmdImjb L8Tk (Long ShortTermMemory |Z egey pvhalhijhihgh\Zdgh
nmgdpé¢ey ih[m~h\b fh”_ee+ nhjfm\ZDagasFragk\hijib*ZIgh]h ~ey
aZklhkm\aggy \

- ip_toint(ip) - ijbcfzlP-Z~j_km yd jy*hd « ih\_jlZ} €€ qbRkels\bbc _d\

IP-Z~j _KkZ ihjh gy Zgx} hje\ nmgdpey;, ih\_jlZ}
- macto inttmag ijbcfZMAC-Z"~j _km yd jy*hd « ih\_jlZ} €€ gbkeh\bc
Ydsh 0$&"j_kZ ihjh gy Z[h ~hje\gx} nmgdpey

Nmgdpey 1Zdh™ azZfegx} reklgZ”pyldh\e el _jb ayZZg "glgyigp_dt
h[gbke_ggyf

- \bdhjbklh\mxIvky j_]1meyjgy YXpjddbin0$-&"j_k ~h”rZxlvky gh\
hagZdb |2Zwho YdsGpl2d @lld @228 & at?d @ at®2 @ac? yde feklylv
\eNih\erge qZklbighd$ b3

- |1 _dklh\e gZklbgb whd dasy @lld & at2 dh"mxlvky m gbkeh\bc nh
aZ ~hihfhUdbglEncoder*ey ih~"Zevrh]lh \bdhjbklZggyML;Ze]hjblfZo

- nhjfm}lvky gh\bc 'DWD)UDPH"ay]j agmeyigbdfmzZdh~h\Zgbo + ¢
agzZq,_gv

- h[jh[dZ iZd_le\ \eA[m\Z}Ivky pbdeeqgh ih \keo jy*dZo ihqZ
ZgZecamxqb \eMihha hak |@lB @& _at? hag Z dnio ©

J_amevlZlihf 1Zdh€ i"]hlh\dbDatdZrgdnee }lijghkbZ\e _gbc gZ jbk
< gvhfm feklblvky i_j I\hj_gZ egnhjfZpey dexgh\bo hagzd jbk
\bdhjbklZges ~ey ihH M ¥ Step3).

79



< < |ZeZ]lsdBeZ]*#4lZ< 1\q, Hdh 1ZgZHldl 1l1Zrdeg

Lo

Jbk Knhjfh\Zd@amFrameaZ j_ameviZlhf \bdhgZggy dhgkljmx\Zggy |

>ey hljbfzggy fHML éocrge ~MZge _\h]h |Z]jNethdrk Traffic)
ml\hjxxDataset ydbc i**ey]Z} ihi_j_ "gPrepiofebdmpale"gh aZ]Zevght
kljmdImjb gZ jbk gZ[L4dbB&yg [m\ jha“ee_gbc gZ |j(TambDamvgbc
70%) < |_Kklh\lfleest Data - 30%) gZ[hjdjbk ). Lj_gm\Zevgbc gZ[°]j
\bdhjbklh\m}lvky ~ey hljbfZzggy fh”"_es deZkbnedZpj€\ ey jea
jh[hle [meh azZklhkh\Zgh " _deevdah[jdeAdkbdlhggtdk bned ZMhje\
[*[e*h]_Sklearn ahdj_OetisionTreeClassifier, LogisticRegression, SV Z\qZg-
fh _ee [meb a[_j_ " _ge* "ey ih*"Zeyma]lhj\bgegmhmnf KL LZdbf
gbghf*ey ZgZeeam IljZnedm \ j_Zevghfm qZke \ ih*Zevrhfm \s
ihlhggh]h gZ\gZggy fh” _ee* ¢ \bljZlZ j_kmjke\ ¢« gZkm sh fh _
Zilmf_glhf "ey j_kmjkhh[f_"_gbo kbkl_f 1z f_j_~ AZfeklv pvh]h
aZa”Ze ]*~v e”dhfhgzZ[hjhf fh”_e ¢ Z[h €0 dhf[egZpeyfb \ a.
ihklZ\e_gh€ az”~Zq-

L _klh\bc gZ[] "NEgata) \bdhjbklh\m}lvky ”"ey \Zees"Zpe+£€
hljbfzgbo fh”_e_c ih jy"m ihdZagbde\ _n_dlb\ghkdempLidxdltyf ih
\erhfezjzdl_jbklpddbk Accuracy \myg ekl wrecision i h\ g hRécal), fl1-
hpegdkkes ihdZagbdb _n_gZblghkithfm @g&yhjdZazZgbo deZkbnedZz
ihdZzazZzeb fZzdkbfZevgb£l.p dmdklIKIh \e kbeldilm\m*geklv ijb f_grbo
gZkh\bo j_kmjkZo gZhgZ&éaZmgwhje\gygges *a aZklhkm\Zggyf g_c
fhr_e_c

Real Time Dataset

=

Test Data X

Traffic
Classification
Model

Classifier 2

Classifier ...

Jbk . Fh~_ev ih[m~h\b deZkbnedZlhje\ « \Ze+AZp+€ €0 _n_dlb\gh

IhrZevr_ \"hkdhgZe _ggy fh”_e ¢ aZe_"blv \e/r- Jei_ jiz
gZeZrlm\zZggy Jei_jizZjZf_lje\ fh”_ee ~ey "~hkylg_ggy lglZcdjZsb
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ihlj [+ "Zge fh™_ee fh mlv \*hkdhgZex\ZIlbky ¢ iergZeZrlh\m\Z
f j_" _\bo Zlzd [_a afegb ZizZjZlgh€ qZklbgb + aBglhtken\jZggy
SDN.
K_j_" hklZg@4db"reeyxlvky gZklimige
- \ijh\z~" _ggy fh"i_g°9 _k _ggy gZ\q_gh€ fh”_ee+ \ \bjh[gbg_ k_]
\bdhjbklZggy \ j_Zevgbo mfh\Zo a]Je*gh |ljZnedmWiregHafZ gh]h a ie
-fhgelhjbg] 1Z ie"ljbddZdm\Zggy aZ ijh*mdlb\geklIx fh” _ee \ | Ze
hghle_ggy €€ ijb g_h[o*”*ghkle
4. J _amevlZIib “hkee”" ggy IZ.K[IJ\E ggyy hljbfZgh€ fh™ _ee Zc
f j_" _\h]h 1ljZnedZ "ey ARRZ&4dnhihlj _[m} jhajhkdkl|_fb
Z\IhfzZlbah\Zgh€ i*?ijhfdthj_ggy nPCAPNG yde nhjfm} ieZlnhjfz
Wireshark\ j_"bfe j Zevgh]h qzZkmSw WitegharkfZ} gZeZrim\Zggy sh”t
nhjfm\Zggy nBCARNGazZ~Zgbo jhafeje\ "ey §db aj2Zevrghgahf a
IbfWireshark g _ i_j_"[ZqZ} fh eb\hkle i_®glXhpvdgices\ m nhjfzl
.CSV sh \bfz]z} jhajh[db ~h”Zldh\h]h f_Ih~mh Z\]hif\hljb aglg\wZ gh
HljbfZzg©gZ evid®2nZceb ihlj [mxIlv ihi_j ~"gvh€ i« ]lhlh\db st
fh'gZ [meh aZklhkm\ZIlb ihi_j ~gvhMbl{eZgdeZidbneaZpe€ |jZned?Z
Kbkl _fz\IhfZzlbah\Zgh€ i« NVjbf#hB ekdez”"Z}Ivky a azZklhkm\
N _deevdhidag f_Ih”e\
1. F_Ih™ i_j I\hj.RCAPNG nZcee\ ieZlnWyebhark m nhjfZBV \
j_"bfe j Zevgh]h qZkm ydbc ihey]Z} \ gZklmighfm
x i*~]lhlh\dZ k_j ~h\ba@ZqZxlvky reyob ~h iZihd a \o<"gbfb
.PCAPNGIZ \boe"gbfb nZaS¥Zfb
x \bagzZqzZ}lvky C&8¥Yceydbc [m”_ \bdexqg_gh &eWn[jlhkdbg_ ggy
g_dhj_dligh€ jh[hlb m jZae* \e"kARRh&des Im\ |jZnedm
x ZgZeea iZdnirddipey qblZ} PCAPNGOZcéZ ZgZeeam}Nieyd |b
\by\e _ggy jeagbo Ibie\ ijhlhdhee\ (WKHUQHW $53 ,3 '+&
x a[bjZggy egnhijfzpel” g i48 1j _eh ijbagZg_ggy Ibi ijhlho
A"h\"bgZ |Z egr9; ™ 1Ze-
x aZibk as[jfHhmhgfZpex m \bOSVglZce
Hkgh\ge hi_jZpe€ "Zgh]h f _Ih"m ihey]Zxlv m
x hljbfZggkibkdm \keo 3&%31* nZcee\ m iZipe a \oe”~gh
Z\IhfZlbggh azZ\zZglZ mxlvkywaesitm®tnhjfb
x \bagZq_ggy yde nZceb s_g_[meb h[jh[e_qg-
x pbdeeqggh i_j \ejy} iZidm g9gZ gZy\geklv gh\bo nZce-\
aZibkmxlvky
x “ey dh gh]h gh\h]hP@APNEMbdebdZ}Imkydphkyjh[db [Z
al_j_ _ggy j_amevilzZIiecSvmghebc
x "h~"Z} h[jh[e_ge nZceb ~h kibkdm h[jh[e_gbo sh[ mgbdgml!
x \b"Zey} nZce i*key h[jh[db ydsh p_ g_ 3dbhflexg [gbehnZ
i _j_\ZglzZ  _ggy .izZzfyle
2. F_Ih” h[jh[db 'DWISYUIXRHEHZ « nhjfm\Zggy aZ"Eggadnylqg-\
aZklhkm\zZggy i**]hlh\éMLgh&bfhhr*hey]Z} \ gZklmighfm
x neevljZpey 1Z \b[e¢] "Zhy[thg Z§bBky ie~"fgh bgZ ~Zgbo ydZ fekll
iZd_Ib a ijhlhdhehf $53
x h[jh[dZ | _dklh\bo "Zgbolnfohualgd&hXb@e+ey}lvky gZ hdj_fe qZ
aZ “hihfh]lhx j_Jmeyjgbo \bjZae\ 22¢jhkib8ZBRgyk,3Z <grbo
NZgbo
x aZklhkm\zZggy mnnjgthfnjcggy ~Zgbo m qgbkehR&Zjnkl@ZI
MAC-Z"j ;km
ki\hj_ggy gh\h]l]h 'DWD)UDPH "ey a[_je]Zggy j_ameviZle\ g
x dh"m\Zggy | _dklh\bo hgagZd m gbkeh\s

x
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x aZih\g_ggy |Z kljmdIimjm\Zggy _jj lamjeglgdle\ yde azZ k\h
kljmdImjhx ih\bgge af[¢]Zlbky ae* kljmdimjhx ydZ [meZ
hljbfZggy \e*ih\erghL fHOK)E *

HI"_ p_c f_Ih” “ha\heyh[{bfidmZdbljZgknhjfZpesVriigdeEo
"ey ih"Zevrh]lh fZrbggh]lh gZ\qZggy * aZklhkm\2\lgy i*~]hlh\e g

3. :gZeca ljZnedZ \ j_"btea hagzddogm\Zggyf ie*"]hlhMe_ghkbEh”_e
ihey]Z} \ gZklmighfm

x agblmxlvky ~Zge a &69 nZcem nhjfmxlvky gZ idboj _gvh
AhNrZxlIvky esgre "Zge a i*”]hlhaddamltdyg HdbembiZ*hd ydsh
ihlhgghfm ljZned mAPR & Ailmgld “ey ghjfZevgh€ jiMlhlb fh™ _e-

x azZ\ZglZ m}i¢klylh\e gz M "ey ijhjgham\Zggy deZkm ZghfZz
e aZklhkh\m}lvky “ey dh gh]h hdj_fh§69i «fJickeh\e _gh]h

x \b\h~ylvky deevdekge 0ZjZd!|_jbklbdb ZghfZevgh]h [jZnedm
nZcee gZ adjd®yZq_x a\mdh\h]h ih\e«*hfe_ggy gb i_j ~Zq_x
_e _dljhggm ihrim ijb ihlj_[-

J_amevlZl h[jh[db nZceARPRZ\bdD "UMh” blvky gZ _djZg _e_

ihrim k jja 1l i ea ihagZq ggyf ghf jZ iZzd 1Z ydbc i®riz~Z} i

Wh R Wies WK AR A Y

Jblil.J_amevII ih\er"hfe_ggy ijh ZghfZevgbc |jZned

<bdhjbklZggpoth\_ecfZrbggh]lh gZ\gqZggy "ey ZgZeeam f_
ljZnedm \by\behky j ameviZlb\gbf m ijZdlbgghfmhakXikelykhv\Zg:c
_n_dlb\gh \by\eylb ZghfZevgbc ljZned m \\gbdkwogh[ily |gHk?Zgh!
djblbggbf Zki_dlhf ~ey aZ[_ ai_q_ggy de[_j[_ai_adb Hkgmag2kgl
i_j_\Z]b \dexqWwkikdm Ihqge+klv ijh]jJgham\Zggy ZghfZevgbo ih”"
jh[hle a jeaghfzZgelgbfb nhjfzlZfb ~Zgbo 1Z _n_dlb\geklv m \b
h[gbkex\Zevgbo kbkl_f

M ihje\gygge a g_cjhf_j "~ \bfb fh~_eyfb yde \e~rhfe k\h}
Z\IhfZlbggh]h \bagZq_ggy kdeZ”~gbo a\ yade\ m ~ZgbWZ]lgh\Z fh
yde ihey]Zxlv m f_grbo h[gbkex¥dbeeghbl¢ gnk\WZjkgy 1Z ijh]jgham\.
sh jh[blv €€ [eevr "hklmighx ~ey \ijh\Z""_ggy \ kbkl_fZo a h[f_
gZijbdeld™ f_j_ "Zo [_a a&aAKlhd&y kdezZ”gbo d8DONjheéldje\f Ih]lh
hljbfzZzgkh”_«eazZa\bqZc Xhelhe¢evrhx e<gl_jij_Ih\Zgeklx j_amevliZle
"hal\hey} hi_jzZlb\gh j_Z]m\ZIb gZ \by\e_ge* ZghfZe+€ |Z \bijZ\ey

<ijh\z~" _ggy Z\lhfzlbah\Zgh€ kbkl_fb ZgZeeam &jpZnedm
aZijhihgh\zgbo f_Ih”e\ h[jh[db ~Zgbo_tZzZghdpgb]Hh§Z&gZggy }
i_jki_dlb\gbf djhdhf m aZzZ[_ai_q_gge de[_j[_ai_db 1z _n_dl
f _j_ " _\bfb j_kmjkzZfb yd_ ihey]Z} m kijhs_gge j_Ze\ghkpe€lZa[ee
agb’ _gge \bljzl sh jh[blv €€ ijb\Z[eb\bf \b[hjhf ~“ey kmqZkg
| ogheh]ec
<bkgh\d®dbjhd_ jhaih\kx”"_ggy 6'1 Iz ,R7 f_j_ "~ azZ[_ai_qgbeh \bk
~n_dlb\geklv d_jm\Zggy gbfb Ze_  \h~ghgZk 1ihklZ\beh gh\e
f j_"_\h€ egnjZkljmdIimjb H~*ge}x a \Zeb\bo az]jha aZebrzxl
ijhlhdhem jhaieagzZ\Zggy$53~)j_«h ihjmrmxlv peeekgeklv f_j_
dhgne”_gpecgeklv "Zgbo M pec jh[hle ij_"~klZ\e_gh gh\bc i*"0
kimneglm \ f_j "Zo ydbc \jZoh\m} h[f_"_ggy *kgmxdhbdbmfy_ Ih”*h
f_Ih~b fZrbggh]h gzZ\qZggy 0/ ~ey ZgZeeam f_j_~_\h]keljZne-d
AZijhihgh\Zgbc f_Ih” \bdhjbklh\m} ~Zge hljbfZge a ieZlnhjfb :l
fZrbggh]lh gzZ\qzZggy deZkbnedm} IZ \byley} aeh\fbkg\bbhgbdg} \k
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\ j_amevlZl+Zzi&Zx3 Fh”~_ev ~_fhgkljm} \bgyldh\m gZ~ecgeklv ~*
Ilhgghkle \by\e_glgiym&®@]m sh } djblbggh \Z eb\bf ~ey i*~ljbfdb
j_Zlm\zZggy f_j_ "¢ <bdhjbklzZzggy f_Ih”e\ 0/ “ha\lhey} agZqgh i*”
* r\b~rdeklv \by\e _ggy aZ]jha aZ[_ai_gmxqgb \bkhdbc je\_gv
egnjZkljmdImijbihje\gygge a g_cjhf_j "~ \bfb fh~ _eyfb f_Ih~"
gZ\gZggy fZ} deevdZ i_j \Z] <eg \bfZ]Z} f_gr_ h[gbkex\Ze
lj_gm\Zggy IZ ijhlJgham\Zggy sh jh[blv ch]h “hkIimigerbf *ey \ij
hif_"_gbo j_kmjke\ Djef Ih]h gh\Z fh”_ev } [eevr «gl_jij_Ih\Z
hi_jzZlb\gh j_Z]m\zZlb gZ \by\e_ g+ ZghfzZe+s€ IjhklhlZ « r\b”"o
g_aZe_"geklv \e® egnjZkljmdIimjb Jgmqgdeklv 1Z Z~Zilb\geklv ~h
iehoe™ ijb\Z[eb\bf “ey rbjhdh]h ki_dljikh[m7Egsatdpeces 0/ "ey
\by\e _ggy-8b2d gZ ehdZevghfm dhfi xI_je 1Zdh" fZ} k\h€ i_j_\.
aZklhkm\zggyf ki_peZeesah\Zgbo dhgljhe _je\ 6'ljh&xihg'de} gho dl
k_j_~h\bsZo ~_ fh~_ee fh ' mlv [mlIb gZ\g_g* ehdZevgh gZ dh
\maee f | "o sh ~ha\hey} jhaih”ee _g_ \byle _ggy aZl]jha
p_gljZesah\Zgh]h d_jm\Zggy LZdbc i*”0o*” aZ[_ai_gqm} g_h[o"¢
[ a agBqg g\ _klbpec « kdeZ”ghse\ ih\ yaZgbo a 6'1 sh jh[bl
jer_ggyf "ey [Z]ZIvho hj]ZgeaZp-cC
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DEVELOPMENT OF AN ARTIFICIAL INTELLIGENCE METHOD FOR
ANALYSIS OF HARMFUL NETWORK TRAFFIC AT CHANNEL LEVEL
(ARP ATTACKS)
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The widespread distribution of software-defined networks (SoftDafened Networking - SDN) and loT
networks has provided flexibility and efficiency in network maagnt. However, it has also posed new
challenges in protecting network infrastructure. Address Resoluticiloddto{ARP) spoofing attacks, which
violate network integrity and data confidentiality, remain one of thefignt threats. This manuscript presents
a new approach to detecting ARP spoofing in networks, addrets&ingnitations of existing methodologies.
The analysis of ARP protocols, their purposes, and basic methodsteétipn against attacks was carried out.
Typical threats to computer networks at the physical and data link laytrs 6fSI model are presented, along
with an analysis of the features of detecting such threats usiffigiadr intelligence (Al) methods. The
application of machine learning (ML) methods for traffic analysis basearime data from the Wireshark
platform is proposed. The new method uses Al to classify and detect mslivétwork traffic generated by
ARP protocol attacks. The developed model and method demonstrate exaepistness, achieving 100%
ARP spoofing detection accuracy, which is critical for maintaining netvesonsiveness. The analysis results
can be used to make informed decisions about the choice of protectioodmdor networks with different
purposes and information protection requirements. Using Al to monitdr aaalyze network traffic can
significantly increase the effectiveness and speed of threat detection. Dai@hdity to adapt to new types of
attacks and detect more complex anomaly patterns, the proposed appméadspa higher level of network
infrastructure security. This research demonstrates the potential of innovatineldgéts in the fight against
cyber threats and contributes to the development of reliable protection methausdern networks.

Keywords: network traffic analysis, ARP Spoofing, Artificial Intelligence, L&vel Attacks
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2. Db 23,0 0, § 23 I, 85 . Sy V4,
43,
S Y4 s (47)
3. Fh eb\bc 1Zdh® gZkimigbc \biZAhd iZjZf lje\

, DL, D'0231, ;) 5Dy RL DO,%
1 2 3D, 3D, 1
3 m’%z ﬁasss W
4. D, 1, D, +"0231.
5. D, 0,231, D, 0,231, D zD,.

ljb pvhfm izZjzf_dib %, 1Z \Z]h\e dh_ne<®1}0dh, Si;
h[gbkexxlvky aZ nhjfmeZzZfb
S >ey ihjyrdm fVIid bkl _fZ g _kmfekgZ ijb
, D DL »D3D 42 >D 123D, «DV2.
AZebrzZxlvky gZklmige fh eb\hkle

1. D D V2.
P ¢ \b[ej ~Z} iZjzf_ljb jhajZomgdh\h€ nhjfmeb q_I\_jlh]h ihjy
rbjhd_ \bdhjbklh\mxIvky

A EwEl2 DL E E & 0B 13
3 (49)
Par Pas 16,Ps Paz V3. ¢
2 D Y2, D, 0 E z0.
P ¢ \b[+j AZ} 1Zd iZjZf_ljb
2B 2B f N21 1 .FOQE 32 B 128, } )
Py 7161 A2E, @42 23ps 112E,,py, 1/62
3. b 1, Db %2, p, zO.
P c \b[ej AZ} IZd- iZjZf_Ijb
s;E /38, E A8, & 1 Adp, 1@2 112p,,,Ey3 1/3P44

p41 /1 6’ p42 1 6 p44 ’ p43 :!/3 .
4. Fh eb\bc IZdh™ gZklimigbc \biz”rhd iZjzf _Ije\

(48)

N. 0W

L
3 (509
¢
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,D™0A21, D %0121, D zD.
p, 112, D2 ,;/D,D ;D¥1 D,”
P, A2, @7, 0/ ,D ,D¥1 DB,”
p. A123876 ,RQD4 D pP/1 D1 2D ,@
» B241  ; D, @ R E,
» "2E41 5, ;DT Q/@l 3 DD 3D D pys,
w "B, 122 ; DD ,DpL, BE 1 B Es.
la \bdhjbklZggyf hljbfZzgbo kie\\eA*ghr_gv “ey dhgdj_Igh€ ¢
"hkee”" m}lvky fh gzZ \e~rgZclb jha[blly FF gZ ]jmib yde ijb fh
fegefeamxlv gZk jha\QyamyzZgbimz~h\hevgyxgb \bfh]ZEhihgghkle
jha\fyadm pe}€ aZ”Zq-

G_h[o-*gh aZagZqblb "\« h[klZ\bgb HIjbfZge kie\\e"ghr_g
jhajZomgdh\bo nhjfme S jeagbd ihjy~de\ sh aZklhkh\m:
]limi je\gygv FF “hkee”""m\Zgh€ kbkl_fb S } \ejgbfb ijb
\_ebgbgDi®’'Y « djef Ih]h azZ mfh\

LZdh™ "eyydbor ih}rgZgv ihjy*de\ jhajZomgdh\bo nhjfme
aZklhkh\mxlvky fh gz azZz”~h\hevgylb kie\\e*ghr_ggyf S
nhjfme]lh ihjy*dm sh aZklhkh\mxlvky “h h~g«}]& jjmyBdm\gsgv
aZklhkh\mxlvky ~h egrh€ ]jmib je\gygv M pvhfm \biZ"dm aZe
ohgzZ [ hrg_ ea kie\\e*ghr_gv S

GZijbdez™ MBYdigjZf _lje\ jhajZomgdh\h€]hhijfpyédm jZahf a
iZjzf_ljzfb

(51)

N. O O O OW O 0 O o

D A3, D 12,5 4%, 38
3 34 )b 323 2
aZ"h\hevgy} mkef Kie\\e¥Vgh25)ggjef
Ss3s & B Cy (53)
H[jZges iZjZf_ljb ~Zxlv @gZY4gaFfekliv ihlje[@h]¥6 AZagzqgbfh
shCy016 ijbD, 00 Zze_ ijb pvhfm ajhkIgxIZs\Z]o af_gr_ggy
pe}€ dhfihg_glb f_Ih~"bggh€ ihob[db fh _ ijba\_klb ~h a[eevr_g

ihob[hd \bagZq_ggy rmdZgbd.ijbjhs_gv
Ajh[b\rb azZfeklv gZkimigbc \b[e] iZjZf_1je\

D /116 D B4 E 956K, 3356
d 15858, 337,

(52)

[ PR N

Y
[e]
3

2G/125 /72,59 40 734, 2411 J,; 2833 (54)
Sp P 9s, 3233s; 5899 ¢
hijbfm}fh m a€Czq_2dW2871Y6 sh } [ebavdbf ~h g hjoyBghlh
GZ\_" _ge kie\\e*ghr_ggy S NZxlv fh eb\eklv "ey dl
fh _ex\Zggy g_klZpehgZjgh€ kbkl_fb az~Zghx FF \b"m S
0ZjZdI_jbklbd pe}€ "hkee”""m\Zgh€ kbkl_fb ih[m"m\ZIb [ehd
ihrmd agZqg_gv iZjzZf_lje\ jhajZomgdh\bo nhjfme Sh\le yde

\bljZlb ijb "himklbfec Ihqghkle hpeghd g_h[oe~*gbo 0ZjZdl_jbkl
[ehdm m dhfie_dl ijh]jzf aZ[_ai_q_ggy <*felZpecgh]h fh"_ex\Z
hpegdb g_h[oe~*gbo 0ZjZdl_jbklbd ydhkle "hkee”" m\fAghbog_klZ
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kbkl _f ~hklzZlgvh azZ]Zevgh]h \b”m a ijb~"Zlgbfb Ilhqggeklx 1Z
fh~r_ex\Zggy Ih[lh kbkl_fb sh j_Zeeam} FF \b"m S
<bkgh\hd<bagZq_ _gh sh ijb j ZeesaZpe€ FF g_klZpehgZjgbo
fh _ex\Zggy mijZ\eeggy |1Z <~ _glbnedZp+*€ _n_dlb\gbf gbkeh\l
JmgDmllb ydbc azZ[_ai_gm} hljbfZggy g_h[oe*gh€ lhqghkle |
pvhfm aZagZgq_gh sh gZ “hkylg_ggy [Z Zgh€ lhgghkle jha\fy
gl _]jm\Zggy ydbc \' k\hx qg_jlm \bagZqZzZ}lvky ~bgZfeqg
"hkee""m\Zgh€ kbkl_fb AZ gzZy\ghkle \ FF g _klZpehgZjgh€ k
kmll}\h \erfeghbhf 0ZjZd!l_jbamxlv €€ "bgZfedm mkdezZ" gx}Ivky
djhdm egl_]jm\Zggy \ OmttbImygbc [b aZ[_ai_gm\zZ\ g_h[o*"g
hljbfZzgh]h jha\fyadm
lhdZzaZgh ~"e}\bf reyohf ijb hljbfZgge [ZZgh€ Ilhqghkle j
jha[blly \boer"gh€ azZz”Zqe ”"ey ihi_j_~gvh \b”ee gbo ]jmi dhhj
jeagbfb r\brdhklyfb afegb 1Z \erfeggbfb aZe_"ghklyfb dhhj*bg:
FF g_klZpehgZjgh€ kbkl_fb P_ ~Z} afh]m \djkx\iZ gegy _i]jjon \ B ptyjy
I1Z ihjy*dm f_IhA*@ndlmig[*ey dh ' gh€ a \b”ee _gbo ]jmi iZjzZf_1Ije\
HljbfZgh jhajZomgdh\e \bjZab sh”~h h[gbke _ggy g _h[oe”*gbcC
f_ Ih~mjb jha[blle gZ ]jmib izZjzZf_lje\ yde ihjy*db amfh\lexxl
\bagZg_ggy djhdm gl _]jm\Zggy |Z aZ[_ai_gmxlv g _h[oe"gl
jha\fyadm
GZ | _klh\hfm ijbdez”e ihdZaZgh aZklhkm\Zggy hljbfZgbo jl
e fh eb\eklv ijh\_"_ggy ZgZeeceam shMklZggeddb\ighkie[hje ihjy~d
f Th m 1Z aZ[_ai_q_gge* [Z Zgh€ lhqghkle jha\fyadm ajghZEqes j_ 2
kbkl_fb
Kibkhd el _jZImjb
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PARAMETERS OF THE RUNGE-KUTTA METHOD WITH DIFFERENT ORD ER
OF ACCURACY IN THE INTEGRATION OF DYNAMICS EQUATIONS IN
THE PROBLEMS OF MODELLING NON -STATIONARY SYSTEMS

S. A. Polozhaenko, A. Yu. Prokofiev

National Odesa Polytechnic University
1, Shevchenk®ve., Odesa 65044 Ukraine
emails san@277@mail.com, fallbrick@gmail.com

In the creation and research of modeling, control and identification sydtegnsiost important stages are
the formulation and numerical solution of equations of mathematical modessaf systems, which are usually
represented in the classes of differential and integral equations. Atntlectisae, the issues of developing and
researching computational algorithms that implement methods for numerikdlorsoof equations of
mathematical models of systems, in particular, ensuring control ovactheacy of the desired solution, as well
as assessing the impact of deviations of parameters of dynamic symtetheir movement and quality
indicators, are crucial.

Both in analyzing the accuracy of numerical study of mathematical modealgnaimic systems and in
solving problems of synthesis of the latter based on accuracy congitiensossibility of analytical expression
of additional motion of the excited system is of great importance.

Mathematical models of non-stationary systems, represented in the fadifieofntial equations in full
derivatives, are implemented in the vast majority of applied problemthebiRunge-Kutta method of various
orders. It is shown that an increase in the productivity of madailoeilation can be achieved if it is possible to
take into account the difference in the rate of change of differenpgraf coordinates of the investigated non-
stationary system. The problem is formulated and the possibiligtiohal choice of parameters of the Runge-
Kutta method formulas is considered, which allows minimizing the timmtegration of equations of the
mathematical model of the system.

Keywords: unsteady system, mathematical model, numerical method, Runge-Kutta meititdd order,
solution accuracy.
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JHAJH;D: IJH=J:FGH=H A:KLHKMGDM >EY ;1HF?LJBQGH?2
1>?GLBN1D:P12 DHIJBKLM<:Q: A: KLBE?F G:;HIJM G: DE:<1:

> F KezZfE HdhKlhizd Ybg H KIhizd2\bg

1'GzZpehgZevgbc mge\_jkbl | ©H” _kvdZ iheel_og-+d
1, R_\qg_gdZf HA* _kzZz ,MdjzZz€gD
emait stopakevicl@op.eduua
2> j Z\gbc mge\_jkbl | gl _e _dimZevgbo | _ogheh]ec |
Dmag\mgZH" _kzZ ,Mdj&a€g
emait stopakevicl@gmail.com

< klzZlle jhaley”rzZ}lvky jhajh[dZ ijh]jzfgh]lh aZzZ[_ai_q_ggy "ey [<h]
N glbnedZpe+s€ dhjbklm\zZqe\ azZz klbe_ f gZ[hjm gZ deZ\¢ZImje
Z\l _glbnedZpey ahdj_fzZ f _Ih~b sh [Zamxlvky gZ ih\_7~egdh\bo 0Zj.
gZ[m\Zxlv \k_ [*evrh€ ihimeyjghkle aZ\*ydb k\h€c a*~Zlghkle aZ[_ai_qn
g_h[oe~rghkle azZizf ylh\m\Zggy iZjhes\ Jhajh[dZ kimkdZpeg-hf_Ijbggh€
gZ hkgh\e gZ[hjm |_dklm \\_~_gh]lh dhjbkim\Zqg_f \@Z deZ\¢«ZImjes ]
jer_ggyf hkdeevdb g_ ebr_ ihl_gpecgh aZ[_ai_qgqm} “hXhees gZ~ecgm "
g_ihlj_[m} \bljzl gZ ki_peZeveg_jh[lrel2"gZ\gd'y gh i_j_<|egdrZdlh]j
\ieb\Zxlv gZ ijhp_k gZ[hjm |I_dkim 1Zdbo yd gqbk deXxlbvkdzglgy deZ\er r
gZklhlz ihfbehd [Z pPlyrmlvwdZjex\ZIlbky \ aZe_"ghkle \en egrbh\e"mZevc
hkh[eb\hkl_c dhjbkim\zqz Lzdh" h[lh\hjxxIvky g_"heedb [*hf
N _glbnedZpe+e€ ahdj_fz \ieb\ ah\gergeo nZdlhje\ Igdpoga \IhfZ Z[h \
Ilhggeklv Zml_glbnedZpe€ GZ hkgh\e ZgZeeam liZjiZtolhj\ \Ahhfbo f_Ih~
[*+hf_ljbggh€ ¢~ glbnedZpe€ aZ klbe_ f gZ[hjm ggh dem\\bZImje aZijhil
Zelhjblf i_j_\ejdb[Zundbldvky gZ ZgZeeae+ gl _j\Ze*\ qZkm gZlbkdZggy |
deZ\er sh “hal\hey} \bagZqgblb \e?ih\e~rgeklv fe> a[_j_gqfbf ijhnee f dl
I1Z ch]lh ihlhggbf gZ[hjhf | _dklm >ey af_gr_ggy dliejle\m ah\gergeo
j_dhf_g~m}livky \bdhjbklh\m\ZIb nedkh\Zgbc I_dkl h[ky]hf g_ f_gr_
J_amevlZlb _dki_jbf_gle\ ijh\_~ _gbo azZ *hihfh]l]hx jhajh[e_gh]lh ijl
aZklhkmigt@iim_j~ " mxlv _n_dlb\geklv jhajh[e_ghlh ijh]jZzfgh]lh azZ[_ai_q_
hkgh\ge aZzZijhihgh\Zghlh Zelhjblfm <~ _glbnedZpe€xlvli_amevliZIib 7
AhklzZlgxz~ecgeklv 1Z Thggeklv m ijhp_ke ¢~ _glbnedzZpe€ Jh[hlZ fZ}
agZq_ggy "“ey jhajh[db gh\bo f_Ih”e\ [_ai_db \ egmbjyftpfecgbo | _oghel
\ijh\z~" _ggy [*hf_ljbggbo kbkl_f m jeagbo kn_jZo

Dexgh\e kepaAlZf_ljey ih\_7egdh\Z <~ _glbnedZpey Z\lhjbaZpey deZzZ\-Zl|
dhjbkim\zq ijh]jzfg_ aZ[_ai_q_ggy ijhneev f_Ih™ Zelhjblf

<klmiJha\blhd | _ogheh]ec ijba\h”blv ~h |h]h sh \k_ [eevr_
egnhjfZpe€ ihrbj_ggy ydh€ } g [Z2 Zgbf a[_je]Z}Ivky gZ pbnjh
ZdlmZevghx klZ} ijh[e_fZ jhajh[dZ [_ai_qgbo 1Z _dhgfrfeqggh
Z\l_glbnedZp-€

HArgbf a ie*oh”e\ ydbc jha\b\Z}Ivky hklZggef gqZkhf } [¢hf_]I
hkh[b Djef dedkoqopbde\ iZevpe\l jhal\b\Zxlvky |_ogheh]e€ o"_
nhlih]jZzne}x J]Jhehkhf Ihsh G_~heedhf pbo f_Ih”e\ } g h[o*"g
hdj_fbo ijbez”e\ kdez~geklv "eZ]ghklbdb Lh[lh ydsh <~ _glbne
"h\hee kdezZ”gh ajhamfelb ijbgbgm c ijh\_klb ~h~Zldh\e “"hkes
F _Ih*b N glbnadzZih\&ix ibkvfhf oh”v[hx jmohdgZzdze Z\2fH phjf
\eMhfyd ih\_"egdh\Z [shf_ljey |_j \Z]hx pbacliehl?g\glgzZgZeh]h
a*ZlgvijZzpx\zZIlb \ ijboh\Zghfm j_"bfe G_"~heedhf } fegeb\eklv o
aZe "ghkle \er klZgm a”hjh\fy neabqggbo Vhel\W2} o llhede k lsvh
N glbnedB3pe&irgbf f_IhAhf [ehf dbgdb€edZpe€ } [hf_ljey gZIb]
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deZ\er <hgZ ih\fyaZgzZ a \Bfhjxagdgtmym ~jmdm ex"bgb gZ pbnjt
ijbkljhyo I~ |IZdbf ijbkljh}f aZa\bqzZc fzZ}Ivky gZ m\iip2 dhfi
fh[eevgbc | _e nhg Z[h k_gkhjgZ iZg_ev NhjfZ pbnjh\h]h ke
\aZz}fh"e€ ex*bgb a pbfb ijbkljhyfb <\Z Z}Ivky sh pe kb]JgZImjb
ydhklyfb yde "hklZlgvh mgedZevges "ey dh ' gh€ ex”"bgb c fZxlv
N _glbnedZpe+€ dhjbkAdkZigZm*»Z@gy [*hf_ljbgqgh€ <~ _glbnedZp-£€
deZ\¢ZImje ~halhey} j Zeeam\Zlb ijhp_"mjm <~ glbnedZpes€
gZ”recgm |Zd ¢ 1Zdm ydzZ g_ \bfz]z} ~h~Zldh\bo _dhghfeqgb
h[eZz”"gZggy “ey [*hf_ljbggh€ <~ glbnedZp-£€

AZr"Zq_x kliZilkajh[diZz ~"hkee”" _ggy ijh]jZfgh]lh a&klhkmc
[*hf _Ijbqgh€ <~ glbnedZpe+€ aZ gZ[hjhf gZ deZ\«ZImje ydbc [Za
f ljbpe hpegdb ih”e[ghkle gZ[hjm a _IZehggbf gZ[hjhf dhjbkIm\Z
Hkh[eb\hkdkhf_ ljbqgh€ <* glbnedZpe+€ ;alf glZhplqpgd <~ glbnedZp-y
gZ[hjhf fZ} ijbgpbih\e hkh[eb\hkle ydbfb g<HodgklmigZ NZkXIa
Ilhgdb ahjm lhqghkle Zml _glbnedZp+€ q_j_a afeglhh\ mbVfq{ ngldb[hjm
\bdebdzge 1Zdbfb ah\gergefb nzdlhjzfb yd ljz\fz \RhfZ Z[h
Ozjzdl_j gZ[hjm | _dklm ex”bghx fh _ ihkimih\h afegx\ZIpky \e/|
jha\bldm gzZ\bghd gZ[hjm |_dklm Z"ZilZp+€ ~h ijbkljh€\ \\_~_
gZ\dhebrgvh]h k_j "h\bszZ Lhfm j_dhf_g"m}lvky ihklecgh hgh
ijhneev gZlbkdZggy deZ\er "8W.ihje\gyggy >
1ZjZf_Ijb [ehf_Ij*€ gZlbkdZggyKdjeZ\enzZdlhjs\\ieydZ xI\gZ
[«hf _ljbggm ¢~ _glbnedZpex dhjbkim\Zqgzdi¢glZ\gZ]mjjee | fakgrd gtz eeb
gZklmig]e

gZk ihrmdm |AKliinlja[gbc “ey agZohh gdgy deZAhrbE€
gZlbkdZggy

gZk gZlbkdBfldhygzZzk mljbfZggyi dieZ2\y¢dimkd[B,oggy f

gZk ihevhIim IhdhrelgakZlibkdz}lvky gZkimigZ dezZ\+rZz

r\brdeklv “jmdm

gZk_ j_jhiZma ijb gZ[hje |_dkIm

deevdkHvmsbghfbehdjZom\Zggy gZcihbbijh fdpsrd

| _ogeddjzZ\e_goybeddhjbkim\zq_f ijblgdktie

Ibi ehdZevgh€ dezZ\«ZImjb ydZ \bdhjbKkh\m¢\dkyZ&&lZ0Zg-qqg
\_elzdijyfzZlZ \b]J]gméZ\«Z)mjb

gZ[*j ijh\h”blvky ijZ\r_x qb(Zgdemha qZlkldgbZIimjb ydZz
_n_dlb\ger_\bdhjbklh\m}lvky

fekp_ jhalZrm\Zggy deZ\*ZImjb g2; klhee gZ gh]Zo «

Ibih\imhkee hk@jmd\ ydZ gZcqgZklen je\WWecfBydhjbkim\zZqZz

:gZe+a el _jZImjbsilhdZpmla i _j _eeq_gbo iZjZf _lje\ } hkgh\gb
fh mlv [mIb \bdhjbklZge "eYhizgfZegam yd
<eNfelbfh sh e~ glbnedZpey dhjbkIim\ZqZ ijb [¢hfhljbfmtlc <™ ¢

ijh\_~ _gZ leevdb azZ gzZ[ajhhklZdgMh \_ebdhx deevdeklx kbflhes!
"hkeer d®9f deevdeklv kbf\hee\ fZ} [mIb g, Z\ gdhklaZzhkgh\gbo
ihdZagbde\ yde Ij [Z aZklhkm\ZIlb ijb <~ glbnedZp+<€ ggkdhf_g
ihevhldgzZzk mljbfZggy\b”*gh a jbk
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e @ 400 400 PLU

g

Jb.ld.?n_dlb\gklv aZklhkm\Zggy hkgh\gbo iggkf limevh)iWw
Ht +qZk gZlbk@BlL.ggy

AZijhihgh\Zgbc Ze]lhjblf hpegdb gie[\hZmMegbZehgghfm ijhnee
dhjbkim\zgWwqgZcgh Ze]hjblfb [«hf _Ijbggh€ «~ glbnedZpe+€ gZfZ]
ihNe[geklv g _aZe_ "gh \e~r | _dklm vydbc fZ} gZ[bjZlbkv Ijb gZ][
azZ™"ZqZ "N _glbnedXkpeZMHelglZpey gZ "b]ljZfb fZ} k\hx jZpetl
fhib\Zpexex"bgZ gZ[bjz} h”g_c |I_~ keh\h \ ijyfhdmijgfdahjhligh
jeaghx r\brdekix H”gZd \hgZsbh dhjlfjehbghxgbp _x gZ[hjn} | _dklIn
keh\h yd_ i_j_\h”blvky \ gZlbkg_ggy hdj_fbo deZ\er >ey ex”
r\brdeklv gZ[hjm jeagbo kee\ ydZ pkktiheerddZ gldKIh 1Z2d_ k
gZ[bjZelkky'bghx ijhkle keh\Z Zjlbdees [m"mlv gZ[bjZlbkv r\b:
ex"bgz ]jZfhlgZ « gb } fh\Z gZ[hjm €€ jerghx fh\hyd I)jejdhaZzZfk
gZ[jZlb kedqhhggb [meh \bagZgq_gh aZdegqg_ggy gb \bdebdZ} ke
ZkhpeZp+€ L& NDAdb ,fhdeZglesckVhlih\e Zjlbdee aZdegq_ggy g _ij
Nelkeh\Z GZijbdez”™ azZal\bqgZc qzZk gZ4hijincZ]gogbeckd\ SAVDKH "~ 3L (
aZdegq _gv 3LQJ" 3HIGN 3 rOHWes\ 3ZDV" B3EHHQ  lhsh f _grbc az
gZklh \"b\Zgbo kees\ >b]jZfb qZkler_\b7*eeyxlvky \ gZ[hje ex”"
keesibc "~ _kylbiZevp_\bc f_Ih® gZ[hjm H”gZd keeibc gZ[h] ¢
gZlbkg_ggy hdj_fbo dezZ\er hkdeevdb \ 1Zdhfm gZ[hje } nedkh\Z
azZfh\q _ggyf Ihfm i_j o« a h~ge}€ deZ\erb gZ esgrmjhmmfh\e
]_hf_Ijbgghx \e~*klZggx >ey ex”"bgb ydzZ gz[bjz} ijhklh dh gbc
l[jbfZ} qeldh€ ihabgjEdimgbklbdb gZlbkg _ggy deZ\sr eklhlgh aZe_

>ey af_gr_ggy \ieb\m klhjhggsdhfnEdighgm Z\l_glbnedZpex
ijhihgdimi\bagzZqzZlb \bdhjbllddkhdity dkl jhafeajhgZz” kbflhes\

[_a j_Jekljm 1Z jhaccéayZlmsaZ hkgh\m jhadb” iZjzZf _lje\ dhjbkIm\z
hdj fhx deZ\er_x

celhjblf i_j \ejdb \b[jZgbc .gZklimigbc

1. Ijb nhjfm\Zgge ijhneex dhjb&imXZ¥yd 4Zk ihrmdm |Z qZk

gZlbkdzZdjtgy h€ el _jbijbdgkdihje nedkh\Zgh]h |I_dkky sh \\]

2. ljb ~ _glbned@pirjihgm\ZIb «*_glbnedh\Zgh€ hkh[e \\_klIb

e aZiZffylzZlb ch]h

Hjl]Zgeam\ZIlb pbde ih \kef el _jZf:gZ[jZgh]h | _dkIm
Ydsh ihlhqgZ ee<l_jZ ih gZkm ihrmdm \oh”blv \ "eZiZah
gZ[hjm

99



> F KezZ[_gdh H : KihiZdKVhgzZd _\bq

Ney "Zgh€ el _jb

Lh "h~Zlbdzldjml _dkleesgbevghdZz

l1gZdr_ "h~Zlde1Zjthth_dkleesfbevdhdZ
Ydsh ihlhqgZ e<l_jZ ih qZkm gZlbkdZggy \oh”?blv \ "eZiZ
gZ[hjm ey "Zgh€ el _jb

Lh "h~"Zlbdzldijml _dklees*gbevghdZz

1gZdr_ "h~Zlde1Zjthth_dkleedsfbevdgbdZ

Djbl_je}f ijhoh”" _ggy -"_glbn-d&p@.ﬁS}&mk—)ﬁh\(Zl@.
1 2
ljh]ljZfgZ j_ZeecaZpey aZKWBkhhgdnghd fZ} \dexqgZlb ~\e ijh]jZ
j_Zeeam}fh fh\hx ijh]jBjthonZ ggyNWKndows

| _jrZ ijh]jzZzfZz j_Zeeam}lvky a dhgkhevgbf gl _jn_ckhf |
dhfzg~rghlh jy*dzZ ¢ fzZz} j_Zesah\m\ZIb \\_~ ggy | _dklh\h€ njZa
jhareex\Zevgbo agzZde\ ijh sh dhjbklm\zqZ ihi_j_~"mxlv 1Z aZz
\W\_ "~ ggy \ ki_pJdBeNglZcdjb pvhfazkllh\kZge Igdeshb ey fh\b
Python: sys, os, datetime, time, re, curses (windows), keyboard, beepysjs¢n,j \\_~ ggy
gZlbkg _ggy deZ\er kzZf_ \ dhgkhevghfm azZklhkmgdmIlmj@afh\e
liZneqgldh gl _jn_ckm fh\b 3\WKRQ [Z \azZ]Zee jy m fh\ yde ih[
\ejlmZevgh€ fzZfilbgb ijba\h~blb ~h agZqgbo ihob[hd ijb hljbf.
gZlbkg_ggy deZ\er \ f_"Zo ijh]jZzfgh]lh egl_jn_ckm ;e[eehl_db ]j
g_ 0gZpee_g°* gZ HEgOhZlggpy” m egnhjfZpe€ ih”e€ a\bqZcgh hje}g
nZdl gZlbkg_4oNolgd_ggy deB\ErBeiyb \\_" _gge mdjZz€gkvdhx fh\]
dhgkhee \bgbdzZxlv i_\ge ijh[e_fb :LQGRZV \bdhjbklh\m} jh
\W\_”~ _ggy c \ pec jhadeZ*"p€g«MdZI @y I mjdj L2 AZfeklv pvhlh i_j_
sh [md\Z [m~_\\_" gZ eZlbgdhx AfegZ dh"m\Zggy gZ FS c
egrbo ijh[e g _ameyvlifh{e _fZ [+hf_lje€ deZ\er eZlbgdhfepgva\fyam
e_]J]dh Z a mdjZ€gkvdbfb ee«V_ijhfe \bly lad & tlburses! Zeyboard.

A 1Zzdh€ ijh[e_fb agzZc”_gh \boe® \ f_"Zo h[f_"_gv ijhl]jZfgbo |
ijh]ljZfgh]lh gl _jn_ckmx\LIQGRZYZ nZdlhf eZlbgkyghjmxilghb€o
j_leklj Ze_ \erh[jZz Zlb mdjZz€gkvdes \ dhgkhee 1gl_jn_ck FXU'
| _dkl sh fz} [mlb g&[jBylbd ihdZam} Im qZklbgm ydzZ \"_ gZ][]
ihfbedb ih~z}lvky azZ “~hihfh]lhx [¢[eehl_db EHHS a\madh\bc Kkt
deZ\sr ih”~ec gZlbkg _ggy IZ \e*"lbkg_ggy j_Zeesam} [¢[eehl_dZ N
+tUHDGBHYHQW <bfejx\Zggy gqZkm fe ih”eyfb deZ\eZImjb ijl
time.perf_counter().

AZe "gh2jymf_gle\ dhfZzg~ghlh jy*dzZ V\V ijh]jZZZenhjfm}
ijhlhdhehf gzZlbkdZggy yd ghdbcyibhjneaemevI|Zl i _j \ejdb \e~ih\e
i_\ghfm ijhneex

le"kbkl fZ ijZpx} m dhgkhee aZ Ze]lhjblfhR ihdZazZgbf gZ jk
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JbK. :elhjblf jh[hib is~"kbkl fb ey «~ glbnedZp+€ dhjbkim\zqZz

lerkbkl_fZ ijbéfZ} Zjlmf_glb dhfzZg~fgh]lh jy*dZ | npmbc Zj]m
(gh\bc ijhneecheci j \ejblb ijhneev >jm]bea<Zyymdhgdkim\ZqZ yc
fZ} \eNih\e~rZIlb j_Imeyjghfm \bjZam

Ah\gergec \b]Jey” dhgkhevgh€ ijh]jZfaythorbget inghidt g fiew d
user3\ ijhp &Z[hjm | ,dkdmdaZgbc §Z4.jbk

Jbi3. lhi_ _"‘m\ZevgbctiI-_’\thh\ "h gZ[hjZ njZab

Jb . ij_k gZ[hjm njZab “h\lbf \erh[jZ  _9Z 9Z[jZgZ qZklbgZ

J amev!|zZIBS@QWoZce ijhnuseB fZ} gZklmigbc \b]Jey”?

{"text":
"\u041a\u0456\u0431\u0435\u0440\u0431\u0435\u0437\u043f\u0435\u043a\u0430
\u0446\u0435« ", "dt": "2024_05 03_19 19 14" "good": {"1": [0.4580399999395013,
0.08465239987708628, 19, "\u043a"], "2": [0.2832812999840826, 0.08598900004290044, 31,
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"\u0456"], « "362": [0.20009749988093972, 0.08343700016848743, 31, "\u0456"], "363":
[0.4003336001187563, 0.15026960009709, 53, "."]}, "fail": {"6": "\w0435", "27": "™, "131"
"\u0440", "150": "\u0441 \u0443", "154": "\u0441", "300": "\u043a \u043e", "360": "\u0440"}}
>im]Z ijh]jzfz 2} j_Zeesah\m\ZIb ]jZneggbc <gl_jn_ck "ey
gl _jn_ck fZ} i_j_"[ZqZlb \\_~ ggy [Zab _IZehggbo gZ[hje\ dhjl
[Zdh™ i_j_\ejdm \erih\erghklegdhilyjdn ijgmjdex aZz”*Zgh]h dhjbkIim\Zz
>h~rZIdh\zZ klZlbklbdz fh™_ [mlb \bdebdZgZ ijb gZlbkg_gg-
Py klZlbklbdz y\ey} kimfhxZ&d\_fm klhjegdb +70/ vydbc feklblv A
egnhjfZpex ijh gZ[*j dhjbkim\Zqz P_c a\el fh™_ [mlb \bdhjbklz
ijbgbg Ihjdimijhp_~mjZ [ehf_ljbggh€ <*_glbnedZips€ ey \"Ze.
ihr"Zevrhl]h m~"hkdhgZe ggy Ze]lhjblfm «* glbnedZpe€ Djef egnhj
alel feklblv 1Zdh™ i_\gm "h~ZIdh\m egnhjfZpex ydZ \bdhjbklh\m]}
egrbo izZjzZf_lje\ [¢hf_Ijbggh]h gZ[hjm i _j e*q_gbo \bs_
>ey j_ZeecaZpe+€ ijh]jZfb ihlje[ge gZkImige ijh]jzZfges [*[e*hl
json, subprocess, ctypes, webbrowser, statistics.
>hkee”"_ggy jh[hlb aZklhkmddihgnm lpkeh¥m gv gZklmigbc
1. Ijb kI\hj_gge ijhneex DhibkibnZd _ klh\m nj%egZ {m”"_
a[_j_" _9gZ yd ijUsedeVibk. | ZjZe_ewgM*DhjbkIimiAzq
aZim fhijh]jZfhikeyboardRecorder
2. ljb kI\hj_gge* ijhbdgbkIim\Zqg < ibr_ I_klh\m njZam c¢ \h
al_j_ " _9gZ yd ijbee g k .
3. AZibkZgB#¢sj Dhjbkim\ZqZ < i_j \ejbfh gZjheareidkeetheklv
4, AZibkZgHB¢ej Dhjbkim\ZqZ <« i_j \ejbfh gZjhareidioetdeklv
5. >ey i_j_\ejdb klZehkle jh[hDohjbpk]Z¥bce < jZa g_j_a deevd
ANge\ N _glbnedgZliby b _klh\m njZam agdhX [m~_ i _j_\¢j_g
\erghkgh ijhuseelx
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Jbks. ljhneev dhjbklustZ qZ

| j_\ejdZ aZHdykeardRecorderaZ jhneefdhjbkIim\UdsgZ ihdZaZeh
fZc®_ ih\gm \e~rih\e~rgeklv aZ "\hfZ djbl_jeyfb i_j _\ejdb

| _j_\ejdZ azZHéyboardRecordera jhneef dhjbkim\Usg2Z ihdZaZeh
fZc®_ ih\gm g_\e”"ih\ergeklv aZ M"\hfZ djbl_jeyfb i_j \ejdb AZ qZ
ihljZibeh ebr_ kbf\hegqZk qZkhf gZlibkdEKgbphes\ g_ ihizeb
LZdbf gbghf qeldh [Zgbfh sh p_ gZ[bjZ\ egrbc dhisé@m\Zqg g

Lzdbf gqbghf dhjbklm\zZg [m\ <~ _glbnedh\Zgbc <e~khlhd g_

Ney ihrmdm c "ey gZlbkdZggy sh \ paehdime} ¢doymklbfbf

ljhZzgZeeam}fh hkgh\ge 1Z “h~Zldh\e iZjzZf Ijb h”gh]lh dhjk
hljbfzlb \ ijh]jzfe aZ "hihfh]hx al\eIm

AZdezZ” gbc \ djbl_j*€ ijh]jZfb qZk gZlbkdZggy 1Z <gl_j\:
agZgbfh aZe_ "blv \e® ee]l jb P_ fb [Zgbfh aZ njZ]f_jbllkhf alelm
GZijbdez”™ "~ey [md\b ©c? fegefZevgbc qZxk Y&y 08 ghy g htf m
jeagbpy "ey [md\b ©c?2 fe  fegefmfhf |Z fZdkbymihdby © agkdgZ"Z
[ebavdh IjZho

Jbk NjZ]f_gl alelm a fegefZevgbf k_j "gef |Z fZdkbhZevghbf
gZlbkdZegdyjb ijb gZ[hje | _dklm dhibklm\zZqg_f «
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GZijbdez?

ca qZkhf gZlbkdZglpyy "ey [md\b ©c?2 fe"
"ey el Qb2 [ebavdh
1Z qZkhf

gZ[hjm

>

ihrmdm

F KeZ[_gdh H

AZdeZ” gbc \ djbl_je§Zkh]pzfind m
agZgbfh aZe_ "blv \en e¢| jb P _

ifythgZmy ey [md\b
ijbkmlgy dhj_eypey

|z

KihiZdKVbgzd \bq

gl _j\Ze ch]h afegb |
fb [Zgbfh azZ njzZ]f_jdIkBf alelm
Ney [md\b © @ fegefZev@bcZqZ&y®r@ dimb ghfm yde

fegefmfhf IZ fZdkbfmfh
©a? [sevrZ aZ
hrgzdz\ilgg fz} |

jZa

GZijbdez” gZcf_grbc fegefZevgbc gZk ihrmfne fzZceprdgsZZ©0¢ b g Z
fegefZevgbc qZk gZlbkdZg
Z gZc[eevrbc fegefZevgbc qZkegZjdddZggy =

gZk ihrmédm 47 © 2

Nitepa

JbB NjZ]f_gl alelm a fegefZevgbf k

MiHimMym
0.06661710000480525
0.06852640002034605
0.13348479999694973
0.08337020000908524
0.15020519998506643
0.06625430000713095
0.08349099999759346
0.2001550999993924
0.09970639998209663
0.08341690001543611
0.15003119999892078
0.11687870000605471
0.11668909998843446

lihl_

gZcf_grbc

CepeaHe
0.17842948249672191
0.1918333607162432
0.3716093571399272
0.18473089333662454
0.1888071833285115
0.19037059999536723
0.15745305238219554
0.21123473334591836
0.3137950181791728
0.15978699474362656
0.17343606000067666
0.22079115000087768
0.16308754444212858

e+l _jb ijb gZ[hjs | _dkim dhjbkim\Zq

Makcumym
0.7331793999765068
0.8340992000012193
1.3676700000069104
0.40020110001205467
0.25035219997516833
0.2688532999891322
0.40035700000589713
0.21681830001762137
1.1002237999928184
0.23417880001943558
0.18357929997728206
0.4589095000119414
0.2502237999869976

_j_"gef 1Z fZdkimfZlewvgbdmagZ

GZ jikihdZaZge ~h~Zldh\s klZIbklibgges j_amevIiZlb gZ[hjm |
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>h "h~"Zldh\bo j_amevlZle\ \dexg_gh ZgZeesa \ieb\m IZdh]h
1ZjZf_lje\ gZ[hjm \e~ jhalZrm\Zggy deZ\erb m \e”rih\erghfm jy~dm
ijZ\ec gZkldggZesand [Ekbfh sh ~h~Zldh\e klZlIbklbgge ihdZaghb
\eN"\hjbebkv Dhjbkjlanvzq dthjbkim}lvky ~ kylbiZzevp_\bf f_Ih~hf
dhjbkIim\zZq ijz\aZ*"ldhh g ipblizaghddb [mIb f_grbfb gZ ijZ\ec gZklb
deZ\«ZImjb Lbf g_ f_gr [Zgbfh sh \byle _ge* ihdZagbdb 1Zd_
[*evr klecdbfb "h afeg } fZdkbfZevge ihdZagbdbdnkegrfZrdnMgbc ¢
\biZz*dm “m”_ ljhob f_grbc gZ ijZ\ec klhjhge g\ZAimdhfnK \piZ@ dan
gZk ithrmdm f_grbc \ ee\ec gZklbge \ h[ho \biZz"dZomdmZ dkibdE& e v
f_gr_ \ ijZ\ec qZklbge \ h[ho \biZz*"dZo FegefZevgbc qZk gZl
\biZzrdm ~m°_ \erjeagyxlvky ¢ f_grbc \ ee\ec klhjhge\eg ~jm]l
hrgZdh\bc K_j_"gec gZk gZlbkdZggy \ h[ho \biZ*dZo Iljhob f
FZdkbfZevgbc gzZk gZMWkoZgmiwy™~hdZo f_grbc \ ee\ec klhjhge de
LZdbf gbghf nZdlhj-e@\rZ%Zg_ } agZqbfbf ”"ey \bdhjbklZg
N glbnedZp-€

GZ jHR "hkee" a@2_ "geklv fe' deevdeklx kbf\hee\ \ keh\e |Z ¢
keh\Z kqzfm gZlbkg_ggy ¢ ihrmdm \keo deZ\er yde |j_[Z gZ[jZ]

Jbkl0 MaZ]Zevg _gZ klZlbklbdZ dhjbklm\zZqzZ gZ&Zjm Zee h\ge Rbkx*
deevdhkle kbf\hee\ \ keh\e

;Zgbfh sh azZdhghfejgeklv fZ} fZc _ eegecgbc oZjzdl_j [
[revrbc gZk M \biZz*"dm dheb ijbkmlig} \ | _klh\ec njZaes N _dee
"h\"bgb Ih \hgb gZ[bjzZxlvky a jeaghx r\b~deklx 1 ohqzZ \ pee
gZ[hjm kee\ h~rgZdh\h€ ~h\'bgb aZzZ,qidkhdj dg je}Z}bbkey ggy fh
\eNjeagylbkv agZqgbfh

M peehfm ijboh”bfh ~h \bkgh\dm sh qZk ihrmdm |Z qZl|
jhaley”Zlb €0 \ +gl_j\Zee aZzZ jeagbfb el _jzZfb "~halheyxlv :
N glbnedm\ZIb klbev gZ[hjm dhjbklm\zZqZ
<bkgh\dbhajh[dZ kbkl_fb [ehf_ljbggh€ <~ _glbnedZpe+€ gZ hkgt
\W\_~ gh]lh dhjbkim\zZq_f gZ dez\«ZImje } ijb\Z[eb\bf jer_ggyf
ihl_gpecgh azZ[_ai_gm} gZ”ecgm < _glbnedZpex Z cefevghlj_[n
h[eZ”"gZggy |Ijh]jZfgbc aZklhkmghd ydbc [m\ jhajh[e_gbc m
“halhey} _n_dlb\gh ijh\h~blb ijhp_~"mjm [«hf_ljbqgh€ <~ _glbnec
gZ[hjm gZ deZ\«ZImje MKkierg_ ijh\_~digigybh[fgle\ ggbdBdiypfkl
jhajhl[e_gh]lh azklhkmgdm i**I\_jA"m} ch]h _n_dlb\geklv 1Z g
_dki_jbf_gle\ ihdzZazZeb _n_dlb\geklIM @&jdiljhjidxgh\ihdfiyadgh]h
ihizrZggijb gZ[hje e\ _qbl_j\Ze ihrmdm 1Z gZlbkg_ggy deZ\er
ijhneex
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DEVELOPMENT OF A SOFTWARE APPLICATION FOR BIOMETRIC
IDENTIFICATION BY KEYBOARD TYPING STYLE

D.M. Slabenké, O.A. Stopakevych A.A. Stopakevych

INationalOdesaPolytechnidUniversity,
1, Shevchenko Ave, Odesa, 65044, Ukraine
emait stopakevich@ogpeduua
2State University of Intellectual Technologies and Telecommunications
1, Kuznechna, Odesa, 65029, Ukraine
emait stopakevich@gmail.com

This article describes the development of software to identify a user basedasrhbiskeystrokes. Biometric
authentication, particularly methods based on behavioral characteristics, isigetmmeasingly popular. This is
due to its ability to provide security without the need to rememassvpords. The development of a biometric
identification system based on the typing of a text entered by the user keyboard is an attractive solution, as
it not only has the potential to provide a fairly reliable identification, but alee dot require significant costs for
special equipment. This paper discusses parameters that affect tpplnding keystroke time, typing speed,
error rates, and others that depend on individual user characteristics. Thalpapkscusses the drawbacks of
biometric identification, particularly the impact of external factors such as fatiglistaction on authentication
accuracy. Based on the analysis of parameters, known methodgmodches to biometric identification by
keystroke style, a new verification algorithm is proposed. It is based@ntiysis of the time intervals between
keystrokes and key searches, which allows to determine the cordesipe between the stored user profile and
the current keystroke. In order to reduce the influence of externaldathe use of a fixed text of at least 300
characters is recommended. The effectiveness of the developed sdftvg®d on the proposed identification
algorithm is confirmed by the results of the experiments conductedheittieveloped software application. The
results show sufficient reliability and accuracy in the identification psocese work is of practical importance
for the development of new security methods in information techgcdmd opens new opportunities for the
implementation of biometric systems in various fields.

Keywords: biometrics, behavioral, identification, authorization, keyboard, typing, ssitware, profile, method,
algorithm.
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M>HKDHG:E?GGY KBKL?FB D?IJM<:GGY DHGMKGHX >JH;:JD
K?J?>GVH=H >JH;E?GGY

L F Le]ZjIL = LePZj}\Z

!> j Z\gbc mge\_jkbl | egl _e _dimZevgbo | _ogheh]esc 1Z
1, Dh\ZevKkwided HN _kZ MdjzZz€gZ
email: amtigar@ukr.net
2HA kvdZ ~_j°Z\gZ ZdZ~_fey [mAe\gbpl\Z IZ Zjoel _dIm
4, >eNjeokhpaf HA _kZ MdjZ€gz
emalil: tatianatigareva@gmail.com

<klZlle jhaley"EBkikyZ Z\IhfZlbazZpe€ dhgmkgh€ ~jh[Zjdb k_j_~gvh]h *j
I1Z fh eb\-&@hkdhgZe_ggy reyohf \bdhjbklZggy hilbfZevgh€ kbkl_fb d.
aZ ~hihfhlhx eddyzZeghlbggh]h j_]meylhjm a mkmg_ggyf klZlbggh€ it
reyohf \\_"* ggy °*gl_]jZevghEZKidekKPrh\sh&gZeeam ekgmxqgbo ie*ohne\ 7
~jh[Zjdb yd h[f}dIm d_jm\Zggy hljbfkghfhhZZjdjbqgmh[hle g_
jhaley~rZ}lvky iblZzggy sh”h j_Imex\Zggy "bki_jkgh]lh ,kdezZ”~m ]Jhlh\h]
Ilhfm izjzf_IljbggZ ko kfizhgmgZnjZom\zZggyf i_j_a){kedlio

je\g_f kbjh\bgb \ peeh[iZh~mdIib\geklIx AjiISZjdd klZ\e pvh]h [meh
jhajh[e & fzl_fZlbggZ AhVhdhvjbklZggyf p_c fh”_jeeahpéZ pdb

fhr_ev kbkl_fb d_jm\Zggy shZ\oeZdgZebvfbgZ je\_gv kbjh\bgb \ Ajh[Z]p-

e ijh~mdlb\gjkiib AZijhihgh\Zgh fh”_ev hilbfZevgh€ kbkl_fb d_jm\Z
Aih[Zjdhaxz ~hihfh]hx eddzeghlbggh]h j_]lmeylhjm a mkmg_ggyf klZlbq
ihob[db reyohf \\_~ ggy °<gl_J]jZevgh€ kdeZ"h\h€ kklahbevIZlb "hkee”
d_jm\Zggyjeidgbo dhf[egZpeyo a[mj_gv ih¢ ZenZ[eb|bs$h eWRphz
"halhewfZklhkm\Zgggkbkd fb d_jm\Zggy "ey \bdhjbklZggy \ kbkl_f
Z\IhfZlbazZpe<€ NjidHardbai_qgblv €€ jh[him \ hilbfZevgbodg_"bfZo ijb jea
seevghkle kbjh\bgb Z IZdh" £fa@Z§gpcchmejh[him « af _gr_ggy aghkm
\maees\ "jh[Zjdb

Dexgh\e kem\Zgmkgz ~"jhpZjjer\Zzggy je\_gv kbjh\bgb ijh~mdlb\geklv
Ajh[Zjdb i_ha@Zl nmgdpey hilbfZevgzZz kbkl_fzI|_dzZjmdgdagy
fhr_ex\Zggy edgaephibgqgbc j_Jmeylhj

<klmiMp_c qZk \ mfh\Zo 1Zd a\Zgh]h ©j\Zgh]h?2 \bjh[gbpl\Z
1ZjZglh\Zgbo azZfh\e _gv gZ ihklZgZggy ]Jhlh\h]h ijh*mdIim e
i_j_ley”™Zlb k\hx \bjh[gbgm iheelbdm <jZoh\mxgb ihklecg_
~g_jlhghke€ kbjh\bgm aZiZkge qZklbgb 1Z egr_ Ney af
| _oh[kem]h\m\Zggy <c¢ ihlhggbc j_fhgl ie?ijb}fklI\Z [eevr_ m)
af_gr_ggx aghrm\Zggy c a[[egZ*gdgyy Lhfm \ ydhkle h”rgh]h &
af_gr_ggy azljzl gZ \bjh[gbpl\h Ih\Zjgh€ ijh*"mdp+€ ihgbgZz}
j_Imex\Zggy ihimLgakfegbghf jhajh[ey}Ivky kbkl fZ j Jmex\Zgg
ANMh[Zjdb  gZ\elv gZ rdh”m ijh*"mdlb\ghkle P_ "“hal\hey} af_
h[ezZz”"gZggy [jhgvh\bo iebl _e_dljhijb\h”e\ ~jh[Z)jdDb
AZklhkh\m\Zge gZ -Rhh[iméxgthgbo azZ\h~"Zo « mklZgh\dZo
dhgmkge ~jh[Zjdb \_ebdh]h ~jh[e_ggy } ]heh\gdjBgX]Jhjlgbdfb i
kbkl_f a i_j_jh[db fAZK]jezengbf Z]j_1ZIhf ihlhdm sh “ha\hey} j_
chlh ijh~mdlb\geklv } shdh\Z Z[h dhgmkgZ ~jh[ZjdZ i_j\bgg
hkgZs _ge ieZklbgqZklbf "b\bevgbdhf mklZgh\e gbf ie?Zfgeklx |
sh Zdmfmex} ~jh[e_gbc fZl_jeZe AZ\"Zggy Z\lhfZlbaZpe-€
"ih[e_ggy a\h”blvky ~h ie~ljbfdb g _afeggh€ azZ mfh\Zfb | _oc
ijhAmdlb\ghkle \  {dhBEgikghjlgec kbkl_fe Lhfm \_ebqgbgz
ijhAmdlb\ghkle ~jh[Zjdb k_j_~gvh]lh ~jh[e_ggy fh _ [mlb \bdt
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iZjZf _1jZ d_jm\zZggy Lekgbc a\ yahd fe ihIlm geklx sh \bljZzqZ}
ijhimkdghx arzZtghkZxdb ijba\hhbki\hj_ggy ~_deevdho \ZjeZgle\ i
c dhf[egh\Zgh]h d_jm\Zggy a \bdhjbklZggyf m ydhkle j_ ]mi
ihlm ghkle Z[h klIjmfm 2~\bJmgZ ih~Z\Zevgh]lh IljZgkihjl_jm Il
ihlje[gh]h je\gy kbjh\bgb \ ~jh[Zjpe Dhgljhev klmi_gy aZzZ\Zg
a”eckgx}lvky reyohf ie”ljbfZggy ghfegZevgh]h agZq_gdybje\gy \
i*"\bs gge je\gy \ dZzZf_je "~jh[e_ggy ihlje[gh af_grblb ihIm g:
_e_dljh™M\bljmgZ ih*zZ\Zevgh]h IjZgkihjl_jm IL kbjh\bgb m j_ame
ihrZgzZ kbjh\bgb \ dzZf _jm ~jh[e_ggy P_ ijba\h”blv ~h af_gr_g
dZf_je “"jh[e_ggy « af_gr_ggx ijh*mdlR¥hkle *"jh[Zjdb >
F_1Z jh[hi®B_lhx jh[hlb } jhaley™ \ZjeZglZ \"hkdhgZe_ggy Z\lhfZ
ydZ aZ[_ai_qgblv hilbfZzevg_ d_jm\Zggy dhgmkghx ~jh[Zpd/hx k _]
"ijh[e_ggy \Zigydm ijb \bjh[gb[fI}9].® _Fhplvmeblv aZ[_ai_qblb jhJ
Ajh[zZjdb \ ghfegZevghfm j_"bfb ijb ie~ljbfZgge g_h[o**gh]h |
Nih[Zyee aZ[_ai_qblb €€ ghfegZevgm ijh*mdlb\geklv sh g _h[o-
jblfeqgh€ jh[hlb Z]j_]1Zle\ yde jhalZrh\Zge gZ gZklmigbo _IZ
jhaley~Zlbky g_ aZ]ZevgZ kbktMHEZZjdhpm\Zgay@Z\"Zggy i*"ljbfZ
ghfegZevghlh j_"bfm "ey af_gr_ggy aghrm\Zggy h[eZ”"gZgQg)
_e_dljhijb\"Wmjhrhzjdb
FZI_jeZeb |Z f_1kQn} [Z]ZIh i«*oh”e\ "h \bagZq_ggy dhgmkgh€
d_jm\Zggy c \bagZq_ggy ¥ExiZ|jZteMprikby Z\Ihje\ \ejgh \bagZq:
iZjZf_ljb sh \erghkydvkghojmxqglbebd\ a[mj_gv \b\defegb\iZ.gv
HrgzZzd hdj_fe Z\lhjb "himkdzZxlv ]jm[e ihfbe {B@G\Z2NdphleZIvV 7ZnI
d_jmxgbo \ieb\e\ gZklhIm oblZgv jmoh{b]@®@ dhgimkfhgy¥ @higmkZ
h[_jlZ}Ilvklifm kee” h”~jZam \bagZgblb sh \ kmgZkgbo dhgmkghb
leevdb Ijb ijbkljh€ ydbfb fh eb\h d_jm\ZIbih*imn gblolvgZeb]EgZ
Ajh[zjdbhim geklv "\b]lmgZ |jZgkihalZ\jaglZ m} k bijjib\l gms h
afegxxlv iheh _ggy dhgmke\ ~Ajh[Zjdbl mg@ikbdedd]mgZ gZkhkm
afegx} Ibkd \ Je*jhkbkl _fe sh \ieb\Z} gZ iheh  _ggy gb gvh]h dh
deevpy jydnemalahj fe° dhymkzfb

M j_amevlZle maZzZ]Zevg_gm iZjZf _ljbgqgm ko _fm ~jh[Zjdb
gZklmighfm \blJey”~es jbk

Q,'/8 T(- 4U #% .!

-

VQ: v\\\\\\ ~
«, > S>> o = Lc..%
N

< >\

« .o, — S S D8 -/%
NS
~

Alle F.*, %]

JbKlL. MaZ]Zevg _gZ iZjZf_|ljbggZ ko_fZ dhgmkgh€ ~jh[Z]jdb vyd h]

GZ jbik?; tihIm geklv ljZgkihjl_jm sh ih~Z} kbjh\bgm \ 2jt
2avajxihim geklv M\blmgZ ~jh[dgdbbkdl<h ]Je*jhkb&h fieb\Z} gz
iheh” _ggy gb 'gvh]h dhgmkzZ ~jh[ZjdbgWIkbjiFbgb sh az\zZglzZ  _
Ah[ZjdmDgizkiz k_j_~gec ~eZf |j gZklbghd Jhlhfh]hij i hBimdlz
Jhih\h]h ijhrnidéim4geevgeklv kbjh\BPgxhigkljmdIb\ge hkh[eb\hk
ANih[zZjdb d8gpdheb\Zggy gZijm]e \ecfe jdipbog

>ey \bagZqg_ggy hkgh\gbo dZgZee+\ ¢ kijhs_ggy kbkh fb d_j
dhgmkge "jh[Zjdb"j¢leyy ggy kbjh\bgb "ey\Xkphfghlph albgZcgh
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\bdhjbklh\rkyl2 *"jm]hfm _IZie *"philefnggly jm\Zggy "bki_jkgbf kde:
jhaley~zZ}Iivky Hhthrewdbjh*mdl fZ} agZqg_ f_grbc jhafej rfZlde\
dheb\Zggy €0 jhafeje\ agZqgg_ f_gr \ieb\Zxlv gZ ihMgvrm i_j_
a\fyadm a Ibf sh kbjh\bgzZ \Zigyd g_ gZe_ blv ‘fhhikd$h\ebgtbkie "
[jhge dhgmke\ \enr[Mh\ZBIVkih\eevgh LZdh  \jZoh\mxqge sh dhgm
ad\bqgzZc ijZpxxlv \ afegghfm j_"bic ogh&]plqgbf j_Jeizf] g¥hf
ihgzldhf afegbmbwdkyg i _j \dldZZgm [jhge « dhj_]Jm\Zggy iheh _gg
A"jh[zZjdb |h d_jm\Zggy iheh _ggyf dhgmke\ "ey ie"ljbfZggy
ijh mdlm gZ \boh”e dhgmkgh#®§ "jjh[ajeywA}JBvky d _jm\Zggy fh _
\bdhgm\ZIlbky hdj_fhx kbkl_fHhx d_jm\Zggy

GZc[eevr ijhkle ko _ fb Z\lhfZlbazZp+€ \bdhjbklh\mxlv \ yc
iZzjzf_ljz je\_gv aZih\g_ggy dzf_jb "jh[e_ggy ljb  je\ghkle
"b\bevgbdZ c¢ ~jh[Zjdb \ j_"bfe sh \klZgh\b\ky je\_gv aZzZih\
g_agZgdh\bizrdm agb’ _ggy ijh~mdlb\ghkle ~jh[Zjdb "b\bevghbd
i _j_\h~blvky gZ agb”  _gm r\b2@=Xlly ih*"Zqe >

GZ i*"klzZ\e pbo fejdm\Zgv ey dhgmkgh€ ~jh[Zjdb k_j_*»
h[f}dlZz d_jm\Zggy fh eb\h \b[jZIb "\Zdhpgn\ZlgmytBgZedbgZe =
©ihIm geklv "\b]lmgzZ az\zZglZz m\ZevghPh_gZgkimH[4mpmidbc
dZzgZ®ihlm geklv "\bJmgZzZ AphjzZlidbkkjh\bgb gZ \boh”e a "jh[Zjdb

lgnhjfZpex ijh je\_gv kbjh\bgb \ dhgmkgec ~jh[Zjpe fh eb)
Ahihfhlhx kmqgZkgbo fedjho\bevh\bo je\g feje\

M j_amevlZle kijhs_gm iZjZf_ljbggm ko_fm dhgmkgh€
ij_"klZz\blb \ gZklmighfm \blJey”~e jbk

Xy > > L-,%

« .o, > F.*. o8/ -

Jbk. Kijhs _gZ iZjzf_ljbqgZ ko _fZ dhgmkgh€ ~jh[Zjdb yd h[f}dIn

Hkgh\gZ gZk*eyZih"Zevrh€ jhajh[db kbkl _fb d_jm\Zggy jha]

| ogheh]eggh]h ijhp_km ih”~je[g_ggy kbjmM\jihgBjp\e d&hgnrkgpgwelt]h
Njh[e _ggy IbimODKydZ \b]lhlh\ey}lvky \ MdjZ€ge jbk

éé

Q \LLA
B \ua

JbIKB Ko _fZ | _ogheh]eqgh]h ijhp_km ih”je[g_ggy kbjh\bgb dhgm
ILxih~"Z\Zevgbc ljZgkihjdhgmMkgZ "jh[ZjdjZgkLhiH | ey

\b\ZglZ ggyadAlimahqgZ |ZjegdZmd&hdbxx dhgmdkgthbB *sh
jmoZ}lvky ®@Rymkge r_kl_jge dbgdylgtaic \Ze dhgmkm sh ih”*je[gx}
_dkp_gljbdh\Ime&ekz
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L _ogheh]eqgbfb 1Z dhgkljmdlb\gbfb iZjZfjH[Zifdb&kgmkygt €
\bagZqgzZxlv €€ fZI_fZIlbqy3h Z15-BZ¥+dih_nepe}gl sh \jZoh\m} g_\s
iZheggy fZl_jeZem \ ijhklhjRg "jh[fZjddb ebgbgZ reyom iZ”"eggy
azZ\ZglZ m\Zevgh€ seebgb ~h jhal\ZglZ m\Zevgh€ Z[h ijZdlbq
NZIgbdz \bljzlb Jhlh\h]h jijh2@@dbn]_djhafejgbc dh_nepe}gl ydbc
k_j~geo mfh\ ijb \bljZleFgbjh\b&#bkn=559kK +qZklhlZ oblZgv dhgm
Hkgh\ge |_ogeqge 0ZjZdl_jbklbdb ijbkljh€\ 1Z j_"bfe\ sh \bdl
d_jm\Zgges dhgjmkgthxge \ IIZ[e

LZ[ebAdy
L ogeqge 0ZjZdIl jbklibdb ijbkljh€\ « j "bfe\ "ey d jm\Zggy c
libkljhe€ 1Zjzf_ljb = JG—h]f’.fgb e
>\b]mg ih*"Z\Zev Ilhim geklv d 2 3,5 5
l[jZgkihjl _jm <bljzIlZ kbjh\bg 0,01 0,014 0,02
>\b]lmg *jh[ZjdI lhim geklv d 25 38,5 55
DhgmkgZ ~jh[Z] Je\_gv kbjh\bg 04 0,63 1

FZI _fZlIbd9Z _eNMh[ZjdE} \b]lJey™ aZ dZgZeZfb
ihim geklv "\b]lmgZ uijb\ZljjZdZ Jhlih\h]h ijm*mdIm
3 44447:8 é\géﬁe
54%>74% > ’
ihim geklv "\blmgZ ~jhpXjdl Kbifh\bgb \ Mh[Zjp-
J 4é57<€\7é’6<':e
=e> k>
ihim geklv "\b]lmgZzZ |jAagki\bjlljZjlZ 1hlih\h]h ijm*mdIlm
J 4448 é6\85735__1
54%>7a<e>
ihim geklv "\b]lmgZ |jagkihr)l g¥ kbjh\bgb \ Mh[Zjp-
48< 9 o
J ;492949 >5
A mjZom\zZggyf m\_~ gbo ihagZg_gv gZ i*"klZ\s Kifins_gh€
kljmdImijigom ffizl_fZlbqgh€ fh”_ees ~jh[Zjdb\ijgZkl@dlghfm \b]Jey~”e

jb ).
ul 0,000364 _ 4s yl
1,0%° 3,3% 1 '<X> *

A

I+

I+

I+

I+

\

0,01638 ;.
2—e '
9s° 6s 1

\

uz2 0,18 o
e
756 55 1

\

Y

. 0,004 s y2
| 1,0 3,38 1 '@

Jbk FZl_fZIbqggZ fh~_ev ~jh[Zjdb a mjZom\Zggyf i_j_oj_kgbo &

<jZoh\mxgb gZy\geklv i_j_o0j_kgbo a\ yads\ fe' ihIm geklx A
ihim geklx 1jZgkihjl_jz ih~"Zqge kbjh\bgb \ ~jh[Zjdm yde \ieb)
Jhih\h]h ijhAmdim ¢ je\_gv kbjh\bgb \ ~jh[Zjps “ey ih[m~h\b
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Ah[Zjdhx gZcdjZsbf } hilbfeaZpecgbc i*”0*® M a\ yadm a gZy
ijh]ljzfghfm izd_le 0$7/$% \e~ih\e"gbo nmgdpec "ey ih[m~h
j _]meylhje\ jhalJeyg_ fh fh eb\eklv aZkthKm\Zldbgygreltgjcpmeylhjz
chlh \bdhjbklZggy ijb d_jm\Zgge dhgmkghx ~jh[ZjdhX
HrgZd \jZoh\mxqgb st@\24palkdgdgbc j_]mejylhmeylhjhf « fZ}
agzZqgm klZlbggm ihob[dm \bgbdZ} g_h[o**geklv "hr"Z\ZEEgy gl
mkmg_ggy
<e”hfe jeage kihkh[b j_ZeesaZppkd pIVi@ h ;i~0rtr’kiv ea gbo fZx
jeage g_"heedb yde m i_jrm q_jlm h[mfhle_ge g _lhggeklx
g_ee*gecgeklx afeghx chlh iZjEAd+drekxehhfiizksh \ g_i_j_j\ghfm q.
fzl _fZlbqgZ nhjfZz aZibkm \ \b]Jey”e ijhklhjm klZge\ g_ "ha\he
aZi*ag_ggy [_a ZijhgkkiZpe€aZ \k_ h[bjzZxlv Zijhdkbf&dp+x [Z"_
ihjy~rdi#]. >ey kbgl_am pbnjh\h]h j_]meylhjz i_j \ _~ fh fzZIl _fZI
g_i_j_j\gh]h \ “bkdj_lgbc qZzk gZa\_fh |ZEd). Pibikadh\Fg kb kh " f£ v
d jm\Zggy a -d¥gé¢¢ghbqggbf j Jmeylhjhf fZ}kiWddxqdbZgm c
fhr_ev a[mj_gv \ \bJey”e kljb[dm e<gl_]jZlhj < eel_jZImfe hibkZz
Z\IhfZlbggh]h d_jm\<Z2gdye aggyf |Z [_a \e*gh\e _ggwn[kZgdyfh”_
\hgb « 1Zd Yi4lhbeey j _ZeeaZpe+€ \b[_j [fla Rektghfirm_ggy klZge\ fh”
a[mj_ggy
Jhajh[dZ fh~_ee d_jm\Zggyf a \bdhjb\K1Zjgdh§erprgghmeylhj
\ijh]jZzfghfm izZd_Is OWA/II$§ZgZ \ gZklmigec iihkes~h\ghkle
1.:ijhdkbfm}fh aZieagx\Zggy \ RIiN jgZdhhXx
2.1 _j_\h~bfh i_j_I\hj_gm FIN \ ijhkirjikljZgedhfm qgZke
3.<bdhgm}fh "bkdj_IbazZphkbkdindifthkdj_ Igm kBP&I{AfB)C,
D} \ ijhklhje klZgk\ndhf “"bkdj_Ighkle k
4. <\ " fh agZq_ggy \Z]h\boQehQuwys@e }rRuksRi.
>ey ihqzZldm “hpeevgh €0 ijbcgylb h*bgbqgbfb
T ~ a
5. Knhjfm}fh \Z]h\e f(alljbcr:)-QlKl ¢ O«,RlleK
0 (glKZ_|
6. JhajZom}fh j _Imeylhj klZgm a ¢gl_]jZevghx kdeZ”"h\hx aZzZ
D Igi (P42, Q1, Ry).
Py nmgdpey \bdhjbklh\m} jharbj_gm fZIljl px hftiyybeegAdb”n
fZIljbp.y

A @ B a
A C~t |§"Bl D~ t&

7.Knhjfm}fh gZ]ley”rZq klZgm azZ "Hidrihg i xf Zimgmvp k&Pl b

L digr A7,CT,Q,,R. .

8. Knhjfm}fh j Imé€ylgd kbkl_fm \ ~bkdj _Ighfm ijhllhje Kkl
kihkl_je]lZ@yZ *hihfhdimxzd" estim RB,,L, 2: m,C, Iggtrack L K,

A"m=2tdeevdeklv \WhBoh e\

Fh” _ex\Zggy i_j_oe*gba _ifhpvE&E\"hihfh]hx iX«<dnmZevgh]h
efelZpecgh]h fhr _ex\Zggyb6lhPX@x\ZNge jhajh[e_gbc pbnjh\bc j_
ie"dexgbfh ~h fh”_e+s \ g i_j_ jAn\lgtmgercZkblleyfhhajh[e _gh€
kbkl _fb d_jm\iddydhx aZ h[jZgbfb \dgg)Z2ioftof m i Banulink fZ }
gZklmigbc \Dbjleg?

Hkgh\gbf a[mjijbgyd[hle dhgmkgh€ ~jh[Zjdb ijb \bjh[gbpl\e
seevgeklv \Zigydm ydzZ-kdedPZhh[IHFh _ dheb\ZIlbky \ f_“Zo § *
d] % Z[h ljb i*"\bs_gge seevghkle \Zigydm 7~ey "~jh[e_ggy |
[eevrZ ihIm geklv "\b]JmgZ "jh[Zjdb ¢ ijb pvhfm qzZKk\jih[jZjjm\Zgg
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ajhkld}b pvhtiz~zZ} ijh*mdlb\geklv *jh[Zjdb |Ijb \bdhjbklZgge kb
ea h”rgh]l]h a dZj }jm aZe_ "geklv kis\\e*ghr_ggy kbjh\bgb ie"\bs __
I\ _j~hkle g \er"hfzZ Lhfm azZ\"'~b kihkl_je]Z}Ivky dheb\Zggy i
[jZgkihjl_jm « "XpRfpzgdAb « \e~ih\ejhgm&Eb\ghkle

JbIs. Fh~_ev kbkl_fb j_]Jmex\Zggy je\gy kbehijhg'm b Ibj\glizk |
Afh[ZjddhihBfijhAmdlhf

l[jbimkdZxgqb sh pe dheb\Zggy i**dhjyxlvky ghjfZeyvghfm
ij_~klz\bfh fh~_ev a[mjx\Zgv m \b]Jey”e ihkee”"h\gh]h a }*"gZg¢
rmfm %DICPG/WHG :KLWH 1RLVH ¢ Zi_jeh”*bqgglmE€ eZgdb i_jrh]h i

ljbimkdZxqgb sh aZe_ "geklv fe  ijh mdlb\geklx ~jh[Zjpe |
seevgeklx \Zigydm fZ} eegecgm aZe_"geklv [Ih”e fh™r_ev a[mjx
ih"Zqe kbjh\bgb « ijh~mdlb\ghkle “jh[Zjdb [m~_ fZlb ZQYKA&hdeqgn
pbo fejdm\Zgv \bdhigezedh ggy \ieb\m seevghkle kbjh\bgb reyc
kb]JgZees\ a[mj_gv g2 i\b\ehgbo dZgZe-\

GZ i*"klz\e _dki_jbdfogthélvigl _c sh ijb\18@ge Nibka\ e
j_ZeeaZpe+€ rbjbgb jhal\ZglZ m\Zevgh€ seebgb « ihIm ghkle e d
\bfejygm ijhp_ke ~jh[e_gdyZjmpbsh \hgb Zg&m®iZ)jad! jbamxlv -
gZkh\s dheb\Zggy ihlm ghkle ~jh[Zjdb « aZ\ZglZ m\Zevgh]h [jZ
pbo \erhfhkl_db[[medgyzklhlz dheb32gv 8p Z fZdkbfZevg_ \*"obe
ZfieeIm”b dhed\Zgw” ijh mdlb\ghkle ~jh[Zjdb <« je\lgggKlyjhgbghb
iZjZf _ljb gZeZrim\Zggy ]_g_jZlhjp [ee[mhhAmfflh® _ee pbbea[mj_ g\
aZ[_ai_q_ggy fh eb\hkle ie"dexq_ggy pbo fh”_e c ™HZigbkge fb c
i_j_fbdZB3 A

ljb fh” _ex\Zgge [meb ijh\_" ge "hke*”" _ggy ijb \keoefh eb\
\bagZq_gh sh kbkl _fZ d_jm\Zggy aZ[_ai_gm} jh[hIm Zjih[Zjdb
GZc]ejrbfb dhf[egZpeyfb a[mj_gv ijobjmtmd V' fZ[dibfZevgbc seevg
kbjh\bgb « fZdkbfZevgZ ihIm geklv ~\bJjmg< g™ hijhjddkb fb
d_jm\Zgjdy_"_ge- gBblbdk
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Z [
JbKr 1_j_oenge ijlapedkib \bljbh\h]h ijh™NEdIH je\igtyjh\bgb \
Ahizjpp ijb azZ\"Zggytx « gZclegdhf[egZp+*€ a[mj_gvSa&MexqZfb

:gZee*a i_j _oe+"gbo ihkhzZakm} aZhjhihgh\ZgzZ kbkl_fZ d_jm\Z
klZehx Djef Ih]lh | _ &amteel@\lbggy bdhldZasim gZ\elv ijb gZc]ejrbc
dhf[egZpeyo a[mj_gv \e*obe_ggy ijh*mdlb\ghkle <« je\gy kbjh
i _j_\bsxhvaz”~"Zgbo agZq_gvV
<bkgh\dmAZijhihgh\Zgkh”® m~*hkdhgyzkeb k!l fZ4 jm\Zggy dhgmkgh
Ah[Zjdhx k_j_"~gvh]h ~gh[ebgdybklh\m}livky ~ey "~jh[e_ggy \Zig
\bjh[gbpl\e p_f_glm 1Ijh\_~ _gh ZgZee<a "jh[Zjdb yd h[T}dIm d
kijhs gihiZ§zZf ljbggh€ &logfkgh€ ~jh[Zjdb yd h[f}dIm d_jm\Zggy
fzl_fZlbggm _ev ~jh[Zjdb a mjZom\zggyf i_j_foj_kibbpZeAfpades
<bdhgzgh [d#mafh”_ees hilbfZevgh€ kbkl_fb d_jm\ZD&wOO®jh[Z]d|
OZjde\kvdh]lh aZz\h"m ijhfbkeh\h]h h[eZ&ag&Zglgh ko JEgrg) R h
e*geedhZz™jZIlbqgh]lh j_Imeylhjm a lkde¢Zlyg@vghkXjZfghfm iZd_|e
MATLAB-Simulink 1jh\_~ gh fh”_ex\Zggy kbkl_fb ijb jeagbo a[mj_gg
sh aZijhihgh\Zgwefh[blv kbkl _fm d_jm\Zggy d\Zae<hilbfZevghx
kbkl _fzZ d_jm\Zggy aZ[_ai_gqm} is"ljbfZggy azZ\"Zg¥jR[Z jidhbmb g}
je\g _f kbjh\bgb \ f_"Zo * \e"obe_gv d_jmxgbo \idbeb\Zggh{mft
seevghkle kbjh\bgb LZdh" ihlm geklv “\b]lmgZ ~jh[Zjdb <« ~\b]1
i _j_\bsm} fZdkbfZevg_~ “himklbfbo agZq_gv P "halhey
aZijhihgh\Elgkh _fdn jm\Zd¢ey aZklhkm\Zggy pjbjhheljeh\bo kbkl _f
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Ib\gyd = = <Zck[_j] E : Dbjbg_gdh < B Ibeh\ | B |
Baf_evqg_g Wg j] _IbdZ b | _ogheh]bhZeklkd\Z Jnk*"Z b f_

b

H[hjm~h\Zgb_ ”"ey i_j_jZ[hldb kuimqgbo fZl_jbZeh\ mq_Jgl
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2006. + k
Ebgq > Pbdeu "~jh[e_gby b baf_evg_gby Fh” _ebjh\Zg
ijhdlbjh\Zgb_ b mijZ\e_gb_ Fhkd\zZz G_*"jz k
<hjh[v_\ G B Gh\bd > F H[h]Zs_gb_ ihe_aguo bkdhiz_ fu

k
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He cgbdh\ < hghlbd G :\IhfZlbqgq_kdh_ mijZ\e_gb_ | _ogh
ijhp_kkzZfb \ h[h]ZIbl_evghc ijhfure_gghklb Fhkd\zZz G_*"jz
Lihi ? Dhabg < A l[jhdhnv_\ 2?2 < \lhfZlbg_kdh_

| ogheh]bq_kdbfb ijhp_kkZfb h[h]ZIbl _evguo njZ\laggbld ogb:

Fhkd\z G_"jZz k

Fzjxlz : G DzZqzZg X = ;mgvdh < : ‘\lhfzZlbg_kdh_

| _ogheh]lbq_kdbfb ijhp_kkzfb h[h]ZIbl_evguo nZ[jbd Fhkd\Zz

Dhfzjh\ : Y Ijhdhnv_\ ? < :gZeblbg_kdh_ hij_~ ekdbo iZjzZ

b "bgzfbq_kdbo o0zZjzdl_jbklbd s_dh\uo bBdhgklibgubl jZi&dykdhd

]hkm~ZjklI\ _gghd _Jhgghbg_kdhc Zdz”~ _fbb K _jby =hjgZy we_
<ui K-189.
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IMPROVEMENT OF THE MEDIUM CRUSHER CONE CONTROL SYSTEM

A.M.TigareV}, T.G. Tigareva

IState University of Intellectual Technologies and Communications
1, Kovalskast., Odesa65029, Ukraine
email: amtigar@ukr.net
2Odesa State Academy of Civil Engineering and Architecture
4, Didrichsonst., Odesa65029, Ukraine
email: tatianatigareva@gmail.com

The article discusses the control system of the cone crusher of medishingrand the possibility of its
improvement. Based on the analysis of the existing approachestasher, the parametric scheme of the crusher
is obtained as a control object. The work does not address issues rel#tedrégulation of the dispersed
composition of the finished product. Therefore, the parametric schemeimplified taking into account the
cross-links between the level of raw materials in the crusher andaftacity of the crusher. Based on this, it
mathematical model was developed. A model of an optimal crusher coygteimsusing a linear-quadratic
regulator with elimination of static error by introducing an integraigonent is proposed. The results of the study
of this model with different combinations of perturbations showatlitlis suboptimal. Thus, this will allow the
use of such a control system to automate the crusher, which wiltlprids work in optimal modes at different
density of raw materials, as well as to a large extent ensure its accident-fraoopemd reduce wear of the
crusher units.

Keywords: cone crusher, control, raw material level, crusher capacity, transfer furagitimal control system,
mathematical modeling, linear-quadratic regulator.
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