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BEbICTPbIE OPTOI OHAJIbHbIE NMPEOBPA3OBAHNA HA
OCHOBE BEEHT-NMOC/IEAOBATE/IbHOCTEW

M.WN. Masypkos, A.B. Cokonos

Ogecckuii HaUMOHa/IbHbIA MOANTEXHUYECKWIA YHUBEPCUTET,
npocn. LesyeHko, 1, Opecca, 65044, YkpanHa; e-mail: alart@stream.com.ua

Pa3paboTaH MeTod MOCTPOEHMSt OPTOTOHa/IbHBIX MPeo6pasoBaHNii Ha OCHOBE GEHT-
nocnefoBaTeNlbHOCTEN, A1 KOTOPOro Mpef/ioXKeHa IKOHOMMWYHAs CXeMa BbIUMCIEHUS
KoahthMLMeHTOB Mpeo6pa3oBaHWs. HaliieHbl BCE MWHKMMAKCHbIE C  TOYKU 3peHUst
ABTOKOPPENALMOHHBIX CBOMCTB GEHT-NOC/EA0BATENLHOCTYA AfMHBI N 16,

KnioueBble  cnosa:  GeHT-MOCNefOBaTeNIbHOCTb,  OPTOrOHa/lbHOE  MpeobpasoBaHue,
3KOHOMMUYHas cxema, CDMA.

BBefeHue

BaxxHeiLwmM KnaccoMm 6UMHapHbIX CUrHAIOB, MHTEHCMBHO M3Y4YaloLmMXcs B NOC/iefHue
LecaATUneTns, ctaim OeHT-MocnefoBaTe/lbHOCTH, 06nafatoline paBHOMEPHBLIM  CMEKTPOM
Yowna-Agamapa, UM, COOTBETCTBEHHO, MaKCUMalbHO  BO3MOXHbIM  PacCTOAHUEM
HENMHENHOCTM B CMbIC/Ne PacCTOsHUA XaMMUHra 4o Koga Puga-Mannepa nepBoro nopsgka
[1]. BblweykasaHHbIe NOCNe[0BATENIbHOCTM HALL/IM NPUMEHEHWE BO MHOTUX 06/1aCTAX HaYKu
N TEXHUKK, B TOM YMC/ie B TEOPUN Nepeaayn MHpopmMaumn, Kpuntorpagun, KpuntoaHanmse.
Tak, 6narogaps CBOeMYy pPaBHOMEPHOMY CMEKTPY amMnauTyg, 6eHT-rnocnefoBaTe/ibHOCTU
HalumM cBoe npumMeHeHune B TexHosormsax CDMA (aHrn. Code Division Multiple Access —
MHOXECTBEHHbIA [OCTYN C KOAOBbIM pasfefieHVem), rAe OHW MO3BOJIAIOT CYLLECTBEHHO
YMEHbLUNTb OTHOLLEHME MWKOBOW W CPeAHeil MOLLHOCTEN CUrHana — MuK-akTop, 4To
NpUBOAMT K 60nee paloHa/ibHOMY UCMO/Mb30BaHWUKO MOLHOCTU nepedaTymka [2]. Bbicokoe
pacCTOsiHWE HEIMHEAHOCTN GeHT-MOoCNeA0BaTe/lbHOCTEA MPUBOAUT K CYLLECTBEHHOMY
3aTPYLAHEHUIO UX  annpokCUMauuMn KnaccoMm  aMHHbIX  (DYHKUMIA, 4TO MO3BONSET
Hamny4Lwmm o6pa3oM NPOTUBOCTONATL aTakaM IMHENHOro KpuntoaHanusa [3].

Llenbto HacTosLel cTaTby ABNSeTCA pa3paboTka MeToda CUHTe3a G1MHapHbIX MaTpuy, W
OPTOrOHa/IbHOr0 Mpeo6pa3oBaHWsl Ha OCHOBE OEHT-MOC/ef0BATeNIbHOCTEN U MOCTPOEHME
ObICTPOro a/IropUTMa BblYNCNIEHNS KOAPHULIMEHTOB NPeobpasoBaHNii.

OcCHOBHada YyacTb

B cooteetcTBUM Cc onpegeneHvem [4,5] OuHapHas  nocnegoBaTeslbHOCTb
B byb, ,b, ,b,,, roe b 1 — KOI((MUMEHTbI, ueTHOM mimHbl N 2,

i 01 ,k 1, HasbiBaeTca GeHT-NOCNEA0BATENbHOCTLIO, €C/IM OHA MMEET PaBHOMEPHbIA NO
MOZLYN0 CrekTp Yonwa-Agamapa W, (), KOTOpbIA NpesicTaByUM B MATPUYHOR (hopme

WB( ) BA1 0111 1 N 1 (1)

roe A — martpuua Yonwa-Agavapa nopsagka N .
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Ncxoas w3 onpedeneHns  GeHT-MOCNeLOBATENIbHOCTU,  KaXKAbliA  CNEKTPasibHbIN
KoapuumeHT nocnegosatenbHoctn Wy( 0),Wz( 1), W;( n 1) npuHumaer

k
3HaYeHuna 13 MHoXecTBa { 25}.

B HacToslee Bpems, A1 MNPOU3BOMBHONO 3HauyeHWUs [aMHbl N He cyulecTByeT
KOHCTPYKTUBHOIO ~ aroputMa, MO3BOJIAIOLLEr0  MOCTPOUTL  MOJIHBLIA  Knacc — BeHT-
nocnesoBaTe/lbHOCTER, U JaXe acMMMTOTUYECKMX OLEHOK KOMYeCTBa CYLLECTBYIOLLMX B
npupoge GeHT-nocnegoBaTensHocTeid [1]. Tem He MeHee, perynsipHble MeTOAbl CUHTE3a
CO3JaHbl 19 HEKOTOpbIX 3HayeHW N, Hanpumep, and N 16. Tak B [5] npensioxeH
PEFYNAPHbIA ~ MeTof,  MO3BONAIOWMIA  CUHTE3MpOBaTb  MOMHbIA  KnacC  GeHT-
nocnesoBaTe/IbHOCTEN Ha OCHOBE 4-X CTPYKTYP OMOPHbIX MaTpuLy;:

a q r
b q r
S,(4) , S,(4) . S5(4) . S,(4) : (2)
c S r
d s r
roe , ,, ,ab,cd,q,s,r — BEKTOPbI-3/1EMEHTbI IMHENHOr0 BEKTOPHOIr0 MPOCTPaHCTBa
V, BEKTOPOB ANHbI 4, T/e

{ ) ) ) ) ) ) ) )
) ) ) ) ) ) ) }

[na Kakgon m3 matpuy, (2) cywecTByeT onpefeneHHOe MpaBu/io MOCTPOEHWs Mojknacca
GeHT-nocneaoBaTe/lbHOCTEN.

Tak, Hanpumvep, KOHCTpyKuua S, (4) npefctasnser w3 cebs  BepTUKaIbHYIO
KOHKaTeHaluuo BEKTOpPOB , , , — BCEX YETHOro Beca, YTO OTOOpaKaeT KOHCTPYKLMIO
MaitopaHa-Mak®apnaHga [1] w no3sonseTr nocTpoutb Knacc u3  J, 384  GeHT-
nocnefoBaTeIbHOCTeN, KOTOPble MOXEM NPUBECTU B BUAe 12-TK NOAMHOMOB XKerankuHa [3]
C TOYHOCTbIO A0 APMUHHBIX TEPMOB 1, X;, X, X5, X,

Vv,

XiXg o XK Xg XXy XXy, XXz XpXy,

X Xg o X X3 XXy, X Xg XXy XgXy,

XXg  XoXg XXy XgXy; XXy XXy XXy XXy @)
XXg o X X3 XXy, X X3 XXy XXy,

X Xg o XXy XXy XgXy, X X3 XXy,

XXz XXy XXy, XoXg XXy XXy

AHaNornyHbLIM 06pa3oM, Ha OCHOBE KOHCTPYKUmMiA S,(4), S,(4), S,(4), roe sektopa
a,b,c,d,q,s,r SBNAKOTCA BeKTOpaMM HEYETHOro Beca, MOXeT ObiTb  MONYYeHO
J, J; J, 192 288 32 512 GeHT-NnocneoBaTeNbHOCTEN, KoTopble TaKXxKe
npeacTasyM B BuAe 16-T1 NOAMHOMOB JKeraikuHa ¢ TOYHOCTbIO 10 aUHHBIX TEPMOB
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XX,
XX,
XX,
XX,
XX,
XX,
XX,
XX,

XX
XX
XX
XX
X2 XS
X2 XS
X2 XS
X2 XS

XXy
X, X,;

X3X45

XXy
X X4
X,X,

X3X45

XXy

XX,

XoXys
X, X

3741

X5Xy5

XX,
XX,
XX,
XX,
XX,
XX,
XX,
XX,

XX,
X, X,
X3X4
XXy
XX
XX
XX
XX

XXy

X3X45

X, X,
X2 XS
X, X,
X2 XS
X2 XS

X3X45

X Xqs
X, X,;

XX, 5

XXy

XX, XgX,.

(4)

Takum 06paszom, 28 nonMHOMOB XKerasikmHa (3) 1 (4) NONHOCTLIO ONPeAeNnstoT NOJHbIN
Knacc 6eHT-nocnefoBaTeNbHOCTEN MOLWHOCTN J  896.

[aHHble [6, 7] n npoBefeHHbIe UCCeA0BaHUA MO3BOIMN YCTaHOBUTL, YTO Ha OCHOBE
KaXK[OWN M3 CYLECTBYIOLWMNX OEHT-MOCNEeL0BATENbHOCTEN MOXET ObITb MNOCTPOEHA GMHapHas
OpTOroHasibHasA matpuua npeobpasoBaHuns, MyTeM BbIMOSHEHWUA ONepauun AnagHoro casura.

HeTpyaHo

MnoKasaTthb,

yto  MaTpuua

Diad (N)

MnepecTaHOBKM) CTPOUTCS NO PEKYPPEHTHOMY NpaBuy

rae Diad(2)

Diad (16)

Diad (N)

Diad (N /2)

AVaAHOTo

Diad(N/2) N/2

Diad(N/2) N/2

Diad (N /2)

2
L Hanpumep, ona sHadeHns N 16, nonydaem

1 2
2 1
3 4
4 3
5 6
6 5
7 8
8 7
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10 9
11 12
12 11
13 14
14 13
15 16
16 15

o 01 0O NN P bW
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casura (auagHomn

()

(6)

OcyLecTBnas NepecTaHOBKY 3/1eMEHTOB GEHT-NOC/ef0BaTe/IbHOCTN B COOTBETCTBUM C
npasunamu (CTpokamm) NOCTPOEHUA MaTpuupbl anagHoro casura Diad nonyvaem 6uHapHYH
OPTOrOHa/IbHOr0 NpPeobpasoBaHus.

MaTpuLy

7
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Hanpumep, nycTb 3agaH nepsbii  NonavHOM XKerankuHa w3 (3), MONHOCTHHO
onpefensoLnii CTPYKTypy 6HapHOW G6eHT-NocnefoBaTeIbHOCTU

B 11111 1 111 11 1 1 111, (7)

TOrja C y4YeTOM BbIpaKeHWs (6) MOXeM MOCTPOUTb OMHapPHYHD MaTpuuy OPTOrOHa/IbHOrO
npeobpasoBaHus

, (8)

B obuiem cnyyae, MaTpula  SIBASETCA CUMMETPUYHON OPTOrOHaNbHOM MaTpuLeit [6], T.e.
T NI, (9)

rge T — onepartop TpaHCNoHWpoBaHus, | — eauvHMYHas matpuua nopsgka N .

B [7] pa3paboTaHa 3KOHOMMYHASA CXEMA BbIUMCIEHNA KOIPPULMEHTOB OPTOrOHANIbHbIX
npeobpa3oBaHnii Ha OCHOBE COBEPLUEHHBIX ABOMYHbIX PeLleToK. [laHHas cxema OCHOBaHa Ha
yyeTe CBOWCTB [BYXMETNEBOIO LMK/INYECKOTO CABUra, KOTOPbLIA WCMOMb3YHTCH AN
MOCTPOEHNA MaTpuL, Takux npeobpasoBaHuid. B HacTosleil paboTe yCTaHOB/EHO, 4TO
nogobHas  9KOHOMMYHAA  CXemMa  BbIYMC/IEHMS  KO3(I(IMUMEHTOB  OPTOrOHa/IbHOIO
npeo6pa3oBaHNA MOXET ObITb MOCTPOEHA U ANA Cny4vas NPOWU3BONbHOW CTPYKTYPbl GEHT-
nocnesoBaTelbHOCTU. DPYHKUMOHMPYIOLLAA MOLeNb [aHHOM CxeMbl Oblna cobpaHa cC
MOMOLLBI0 WHTEPAKTUBHOINO WHCTPYMEHTa MMUTAUMU W aHanm3a LUHAMUYECKUX CUCTEM
Matlab Simulink.
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. >4 Pemute
Bert p Rowe
diad({, )

Dermux

S1(1:16)

Running || Running || Running || Running || Running [[Running [|Running || Running [| Running || Running || Running [[Running [| Rurning f| Running || Running || Running
Sum sum Surm Sum Sum Sum Sum Sum Sum sum sum Surn Sum Sum Sum Sum

Bus 4 A ¥ ¥ ¥ 4 4 A r A A

Creator - ]
| ES

Puc. 1. SKOHOMWYHasA CXema Bbl4MCNEHMS KOIPPULMEHTOB OPTOrOHa/IbHbIX NPeobpa3oBaHuii
Ha OCHOBE GeHT-nocnefoBaTenbHOCTEN AIMHbI N 16

Ha puc. 1 npuHATbI cnefytoLme ycnoBHble 0003HauYeHWs, paclumMppoBaHHble B Tabs. 1.

Tabnmuya 1.
PacLumngpoBka ycnoBHbIX 0603Ha4eHU cxembl (puc. 1)
LY AV
x — YMHOXUTENb; X__1 ] | — avcnneii, BbiBog pesynbTata.
v
LY.
Running — HaKOMUTENbHbII sk — BbIBO/, MaccuBa,
Aurm cymMmMmarop; COZlep>KalLLlero pesynbrar;
W
. B — BBOJ, ICXOHOW GEHT- r — BBOJ, AMafHOM
m— nocnesoBaTe/lbHOCTH; : CUHXPOMOC/eA0BaTe/IbHOCTH;
XA — KOMMYTatop BXOAOB HAaXOXEHWe UHAEKCa
Femmute i
no npaswiy AnagHoro ES
f Fove P P c,qumﬂa' A _ MaKCMMa/IbHOTO 3/1EMEHTE;

OnvweM  NpUHUMN  (OYHKUMOHMPOBAHUS  3KOHOMMWYHOW  CXEMbl  BbIYUCNEHMS
KO3(P(hULIMEHTOB OPTOrOHa/IbHOro NpeotpasoBaHNs Ha OCHOBE GeHT-Noc/efoBaTe/IbHOCTEN.
Ha Bxof KOMMyTatopa BXOLOB MO MpaBWny [AUafHbIX CABUIOB MOLAIOTCA 3/1EMEHTHI
NCXOLHON GeHT-Moc/nef0BaTe/IbHOCTH, Hanpumep  (7), a Takke  AvagHas
CUHXPOMOC/Ne0BaTeNlbHOCTb, CHOPMMPOBAHHAsA B COOTBETCTBUM C (8), KOTOpas MOXET
XPaHUTLCA B HakonuTene, NMbo e (opMMPOBaTbCA Ha KaXKAOM TakKTe paboTbl CXeMbl.
ANeMeHTHI npeo6pa3oBaHHON B COOTBETCTBUM c npasuniom AvagHoii
CUHXPOMOC/Ne0BaTeNlbHOCTM  GEHT-NOC/IEA0BATENILHOCT  HA  K&XAOM  TakKTe  CXeMmbl
MepeMHOXaroTCs C OTCYETOM CWUIHaa, COOTBETCTBYIOLLMM HOMeEPY TakTy, M MOAAlTCA Ha
BXOJ, HaKOMWTENbHOro CymMmaropa, Moc/e 4Yero MynbTUMNNEKCUPYHOTCH. Pe3ynbTUpyroLwuii
BEKTOp MOJAeTCA Ha peLuatoLlee YCTPOWCTBO, onpedenstollee Havbosnee npaBaonoLo6HbIN
nepefiaHHbIi CUTHa1 KakK MHAEKC MaKCUMaslbHOro 3feMeHTa pe3yNbTUPYIOLLEro BeKTopa
npeobpasoBaHus.
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MycTb, HanpumMep, NepeaaBanca OANH U3 OPTOrOHA/IbHBIX CUTHA/I0B, COOTBETCTBYHOLLEN
3-i1 cTpoke MaTpuupl (8), T.e.

S(t) 1111 111 11 11 111 1 1, (10)

KOTOPbIA N0/ BO3AENCTBMEM HEKOTOPOI NMOMEXM B KaHase CBA3MN Obl1 UCKaXKEH, B pe3y/bTaTe
4ero Ha NPUEMHUK NOCTYNWIa NocneL0BaTe/lbHOCTb

Y({t) 00 22 102 31 11 101 10, (11)
TOra Ha BbIX0J€ CXEMbIl Mbl MOJSTy4MM MOCEQOBATENTIBHOCTD - KOppBﬂFILLI/IOHHbIVI BEKTOP

Z() Y 408 44 80 4 444 4 444 4, 01, 15 (12)

COOTBETCTBEHHO CxeMa (puc. 1) NpUHAIA peLleHne 0 TOM, YTO MaKCUMaibHO NpaBAonoA06HO
Obln nepefaH CUrHan COOTBETCTBYHOLLEN 3-i CTpoKe matpuubl (8), 4YTO COOTBETCTBYET
[eCTBUTENLHOCTML.

YuntbiBas onpegeneHve k. ¢oH HelimaHa [8], 6ydem OLEHMBATb CNOXHOCTb
peaiv3aumm  NPeS/IOKEHHON  3KOHOMWYHOM  CXeMbl  BbIYMCIEHUS  KO3I(PPULMEHTOB
OPTOrOHa/IbHbIX Mpeobpa3oBaHNii Ha OCHOBe OeHT-MOC/Nef0BaTe/IbHOCTENM Kak  4u1Cio
YMHOXWTENeEN, Kak CaMbIX CMI0XKHOPeaIM3yeMblX €€ KOMMOHEHTOB. OYeBUAHO, C/IOXHOCTb
peain3aLmm NPSMON CXeMbl BbIYUCIEHWS KOIPMULMEHTOB OPTOrOHaIbHOTO NpeobpasoBaHuns
Ha OCHOBe GeHT-NnocnefoBaTe/IbHOCTEN KaK MaTPUUYHOIO Mpov3BeAeHNs MOXHO OLEHUTb Kak

O(N?), Torga Kak Cno)HocTb npegnaraemoit cxembl O(N), T.e. UMEeM BbINTPbiLL
—~ N, (13)

YTO ABNAETCA JaKe 60/1ee 3HAUMTE/bHBIM, YEM BbIUTPbILL MPU UCMOMb30BaHUW alITOPUTMOB
ObIcTporo npeobpasoBaHus  Yonwa-Afgamapa, rfe CMO0XHOCTb  OLEHMBaeTCA  Kak
O(N log,(N)). He BbI3bIBaeT COMHEHUIA TakXe TOT (PaKT, YTO NPeAIoKEHHas CXeMa MOXeT

ObITb Nerko MacluTabuposaHa ans nobbix N .

OTMeTMM, 4YTO BCe OCT&/lbHbleé KOMMOHEHTbl CXEMbl, B TOM YWC/IE KOMMYTATOp W
HaKOMUTE/IbHbIE CYMMAaTOPbl UMEKOT HU3KYIO C/OXHOCTb peasim3aumm, n 06blYHO BXOAAT B
COCTaB COBPEMeHHbIXx Mukpocxem PLD (aHrn. Programmable Logic Device —
nporpaMmMmpyemas nornyeckas MHTerpasbHas cxema) [9].

Bonpoc BblbOpa MCXOAHOM GeHT-NOCNeA0BaTElbHOCTM 3aBUCUT OT  KOHKPETHbIX
NPUNOXEHWA, B KOTOPbIX MOrYT O6bITb WCMO/b30BaHbl MPELI0XKEHHbIE OPTOrOHa/IbHbIE
npeobpasoBaHuns. Hanpumep, 1cnosb3oBaHWe MOMHOrO Knacca 6eHT-nocnefoBaTe/lbHOCTel
MOXET OblTb OMpaBfaHO /1 peannsauuy KOHLENUMU OnepaTUBHOM CMeHbl aHcamb6sis
MCNOJb3YeMbIX CUMHaIOB [A18 pelleHns 3afady  3awutbl MHGopmauun. B 3agavax ke
MOBbILLEHNS MOMEXOYCTOMUYMBOCTA MOTYT ObITb MCMO/b30BaHbl MUHMMAaKCHble [10] GeHT-
nocnesoBaTe/lbHOCTM € TOYKM 3peHns AAK® (aneprofuyeckoli aBTOKOPPESALMOHHON

(hyHKLMW)

Faako () " 2B(I)B(n ),n 01 2N 2 (14)

10

a Take NMAK® (neprofmnyeckoii aBTOKOPPENALUOHHON (DyHKLMK)

10
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N 1

Mmake () B(B(n 1),n 01 ,N 1 (15)

10

Pe3ynbTaTbl  NPOBEAEHHbIX UCCMeAoBaHMIA  MO3BOMWAM  YCTAHOBWUTb  3HAYeHUS
MaKCMMYMOB MOBOYHbIX /IENECTKOB aBTOKOPPENSLMOHHBIX (YHKLMIA CUrHANOB M3 Knacca
BeHT-NocneaoBaTeNlbHOCTEN, KOTOPbIE, ANS HArNSAHOCTMW, NPeACTaBUM B Buae Tabnuupl 2.

Tabnnuya 2.
3HauveHNs MakCMyMOB MOBGOYHBIX /1eNeCTKOB aBTOKOPPENALMOHHBLIX PYHKLMIA Knacca 6eHT-
nocneaoBaTeIbHOCTEN

max r
23 Vlg | AAKD 3 4 5 7
KonunuyecTtBo 6eHT-nocneoBaTeNbHOCTEN 344 | 152 | 328 | 56
max . _ — | — _
23Vl | MAK® 4 8
KonnuyectBo 6eHT-NocneaoBaTeNbHOCTEN — 832 | — | — | 64 | —

OTMeTVM, YTO BCE MUHMMAKCHbIe C TOYKM 3peHns AAK®D GeHT-nocnefoBaTe/IbHOCTH
ABNAOTCA TaKXKe MUHUMAKCHBIMU U C TOUKM 3peHuns MAK®. Hanpumep, MUHMMaKCHasA 6eHT-
nocnefoBaTe/lbHOCTb  MOXET  OblTb  MpeAcTaBneHa B OMHAPHOM,  OBOWYHOM U
LLeCTHaALaTEPUYHOM BUAax

B 11111 11 11 1 1111 1 1 0000010101100011, 0563, (16)
o6nanaetT AAK®

0 1 2345 6 78 9 10 11 12 13 14 15

r , 17
MK 16 14101 430 30 10 10 1 (17)
n MAK®
i 0 12345 6 789 10 11 12 13 14 15 18
MK 1604000 4000 40 0 0 4 0° (18)

KOTOpPble MOXHO MpPeLCcTaBuTb B BUAE rpadmkos (puc. 2).

[ns KpaTkoCcTW NpvBefeM BCe MUWHUMAKCHble GEHT-NOC/eA0BATE/IbHOCTU B BUAE MX
LLIECTHAALATEPUYHBIX 3KBMBAIEHTOB (KMPHbLIM LUPU(TOM BblfeNIEHbl LLECTHAAUATEPUYHbIE
9KBUBA/IEHTbI, COOTBETCTBYHOLLME COBEPLLEHHBLIM ABONYHbLIM peLueTkam [5, 10]).

AHanM3 JaHHbIX Tabsn. 2 CBUAETENLCTBYET O AOCTATOYHO OO/LLUOM KO/IMYECTBE GEHT-
nocnesoBate/lbHOCTEN, 06M1aJa0LLMX XOPOLLUMMM aBTOKOPPESIALMOHHBIMU CBOMCTBAMMU.

11
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16e
14

10

A RN O N & O ©

Puc.2. AAK® 1 MAK® MUHMMAKCHOI BeHT-MocneaoBaTenbHOCTH (16)

Tabnnua 2.
LLlecTHaaLaTepUyHble 3KBMBASIEHTbI BCEX MUHUMAKCHbIX 6EHT-NOCNeA0BaTENbHOCTEN

0563 | 059C | 0653 | 093A | 095C | 09C5 | OA93 | 0C56 | OCA9 | 1178

11D2 | 12B8 1427 14E4 | 1B14 | 1BD7 | 1D48 | 1DB7 | 1E88 | 1EDD

2147 218B | 221E 2287 2714 | 27D7 | 281B | 28D8 | 2BDB | 2D11

2D88 | 2E7B | 2EDE | 30A9 | 356F | 3650 | 36AF | 395F | 39FA | 3AG6F

3AF6 | 3F65 | 3FA6 | 4172 | 41B1 | 442D | 44E1 | 47ED | 482E | 4Bl1

4BDD | 4D7E | 4E7D | 4EBE | 5039 | 50C9 | 53F9 5903 | 59FC | 5C09

5C90 | 5F39 | 5FC6 | 603A | 6305 | 63F5 6503 | 6A0C | 6ACF | 6COA

6CF5 | 6F5C | 6FC5 | 7241 7282 7412 | 747B | 74ADE | 774B | 7822

78DD | 7B74 | 7BD1 | 7D72 | 7DB1 | 7EB2 | 8171 8272 82B1 8474

84D1 | 87BB | 882D | 88D2 | 8B7B | 8BDE | 8D41 | 8D82 | 8E81 | 905C

90C5 | 9350 | 950C | 95CF | 9A03 | 9C05 | 9C5F | 9F35 | 9FCA | A063

A309 | A390 | A3F9 | A63F | A930 | ACF9 | AF6C | AFC9 | B17D | B1BE

B411 | B477 | B71D | B7E2 | BSED | BB78 | BBE1 | BE72 | BEB1 | C065

COA6 | C56F | C5F6 | C65F | C90A | C95F | CA60 | CA9F | CFA9 | D17B

DIDE | D288 | D418 | D71B | D7D8 | D814 | D8D7 | DBD4 | DD87 | DE2E

DES8B | DED1 | E144 | E1IBB | E284 | E414 | EAD7 | E7TD4 | EB27 | EBE4

EDB8 | EE4B | EEB4 | F36A | F536 F593 | F65C | F6AC | F953 | FA39

FA93 | FC65 | — — — — — — — —

BbiBog

B 3ak/104eHNM OTMETUM OCHOBHbIE Pe3y/nbTaTbl NPOBEAEHHbIX UCCef0BAHWIA:

1.  Monyuuna [JanbHeilllee pa3BUTUE TeOpWUs CUHTE3a OGUMHAPHBLIX  MaTpuL,
OpPTOroHa/IbHbIX Mpeobpa3oBaHNMiA, B paMKax 4ero paspaboTaH MeTof (HOpPMMPOBaHUS
OUHAPHbLIX MaTpuL, OPTOroHa/IbHLIX NPeobpa3oBaHNii Ha OCHOBE GEHT-MOC/eA0BaTeNIbHOCTEN,
KOTOpble MOTYT HaliT CBOE NPMMEHEHME B TEXHOMOMMAX nepedayn MHopMalmn, Takmx Kak
CDMA, a TaKkxe B Kpuntorpapuv n KpuntoaHaamse.

2.  PaspaboTaHa 3KOHOMMYHasA CXema BblYMCNEHNA KOIPMULMEHTOB OPTOrOHA/IBHOIO
npeobpasoBaHNs Ha OCHOBe GeHT-MOC/eA0BaTeNlbHOCTEN, MO3BOMAOWANA CYLLECTBEHHO
COKpaTuUTb HeobOXoAMMOe AN eé peaimn3auMn  KOJIMYECTBO KOMIMOHEHTOB, 4TO MMeEeT

12
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KPUTWYECKOE 3HAYeHWe Npu peann3aumy paspaboTaHHbIX TEXHOOTWIA, Hampumep, Ha
MOGWbHBIX YCTPOICTBAX.

3.

HalifeH NOMHbIA KNacC MUHMMAKCHbIX C TOYKWM 3PeHUs GOKOBbLIX NenecTKoB

aBTOKOPPENALMOHHBLIX (DYHKLUMIA 6eHT-nocnegoBaTenbHoOCTen aamHbl N 16, KOTOPbIN
MOXET ObITb PEKOMEH0BAH K MCMO/Ib30BaHNIO B CUCTEMAX CBA3N.
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LLIBMAKI OPTOMOHA/IbHI MEPETBOPEHHA HA OCHOBI BEHT-MNOC/1IIA0BHOCTEW

M.l. Ma3sypkos, A.B. Cokosos

OgecbKuii HauioHabHWIA MONITEXHIYHUIA YHIBEPCUTET,
npocn. LesyeHko, 1, Opeca, 65044, YkpaiHa, e-mail: alart@stream.com.ua

Po3pobneHo MeTog MobyaoBM  OPTOrOHasIbHUX  MEPETBOPEHb HA  OCHOBI  BeHT-
MocnigoBHOCTEN, AN IKOr0 3anpornoHoBaHa EKOHOMIYHA CXemMa 064YMCIEHHS KOeiLliEHTIB
NepeTBOPeHHS. 3HalAeHO BCi MiHIMaKCHI 3 TOUYKM 30pYy aBTOKOPeNsuiliHAX BAacTUBOCTEN
6eHT-NOCiAOBHOCTI AOBXUHN N=16.

KntouoBi cnoBa: 6eHT-MOCNiJOBHICTb, OPTOrOHa/IbHE MEPETBOPEHHS, EKOHOMIYHA CXEMA,
CDMA.

FAST ORTHOGONAL TRANSFORMATIONS BASED ON BENT-SEQUENCES

M.l. Mazurkov, A.V. Sokolov

Odessa National Polytechnic University,
1 Shevchenko Ave., Odessa, 65044, Ukraine; e-mail: alart@stream.com.ua

A method was developed to design orthogonal transformations based on bent sequences.
The efficient scheme of computation of transformation coefficients was proposed for the
above mentioned method as well. There were found all bent-sequences according to the
minimax criterion in terms of autocorrelation properties with the length of N 16
Keywords: bent sequence, orthogonal transformation, efficient scheme, CDMA
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EFFECTIVENESS OF THE WAVELET FILTERING
APPLICATION FOR IDENTIFICATION OF NONLINEAR
SYSTEMS BASED ON VOLTERRA MODEL IN FREQUENCY
DOMAIN

V.O. Speranskyy, V.D. Pavlenko

Odessa National Polytechnic University,
1, Shevchenko av., Odessa, Ukraine, 65044, e-mail: speranskiyva@ukr.net

The research results of the wavelet filtering efficiency using the interpolation method for
nonlinear dynamical systems identification based on the Volterra model in the frequency
domain are presented. The accuracy and noise immunity of the amplitude- and phase-
frequency characteristics of the first , second and third order determining for nonlinear
system using experimental data “input-output™ using test polyharmonic signals are
investigated. The noise immunity of the identification method have been increased using
wavelet filtering of measurement noises of received responses and characteristics of the
identifiable system.

Keywords: wavelet filtering, identification, efficiency, noise immunity, nonlinear dynamic
systems, Volterra models, multidimensional characteristics, polyharmonic signals.

Introduction

All natural objects in the real world are nonlinear with different level on nonlinearity.
The presented method allows building linear and nonlinear models for different nonlinear
dynamical systems (NDS). Most dynamical objects are nonlinear stochastic inertial systems.
The model in the form of integral Volterra series used to identify them [3, 4]. The nonlinear
and dynamic properties of such systems are completely characterized by a sequence of
multidimensional weighting functions — Volterra kernels [11].

Building a model of nonlinear dynamic system in the form of a Volterra series lies in
the choice of the characteristics for the test impacts. Also the developed algorithm is used and
allows determining the Volterra kernels and their Fourier-images for the measured responses
(multidimensional amplitude—frequency characteristics (AFC) and phase-frequency
characteristics (PFC)) to simulate the NDS in the time or frequency domain, respectively [9].

The formulation of the initial boundary value problem

There are no ideal conditions in real world. Thus the measurements during identification
of the systems need to be modelled considering the errors of the measurements that are
usually modelled by additive Gaussian noise [10].

The research of noise immunity of the interpolation method of nonlinear dynamical
systems identification based on the Volterra model in the frequency domain is proposed. The
developed identification toolkit is used to build information model of the test nonlinear
dynamic system in the form of the first, second and third order model with respect of
measurement noise.

14
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The aim of this work is to identify the continuous NDS using Volterra model in the
frequency domain, i.e. to determine its multi-frequency characteristics on the basis of the data
of the “input-output” experiment [12], using test polyharmonic signals and interpolation
method with obtained model coefficients and to research the noise immunity and potential
filtering ability of final characteristics.

The scheme of the problem solution

Generally, “input—-output” type ratio for nonlinear dynamical system can be presented
by Volterra series [8].

yxt wto ow()xt )d W, (g, X Ix( p)d ., d,

1)
Wy( g5 00 )X(t X x(t )d d,d, o owt Yo XU,

000 ni

where the n—th partial component of response of the system is

t t n
w, (t,,...T,)  x(t ;)d

i1l

y, Xt
n times

0
x(t) and y(t) are input and output signals of system respectively; w.( ,, ,, , ,) — weight
function or n-order Volterra kernel; y. x(t) — n-th partial component of system’s response;

w, (t) — denotes free component of the series (for zero initial conditions w,(t) 0; t — current

time.

Commonly, the Volterra series are replaced by a polynomial, with only taking several
first terms of series (1) into consideration. Nonlinear dynamical system identification in a
form of Volterra series consists in n-dimensional weighting functions determination
w,(, , ,) fortime domain or it’s Fourier transforms W_(j ,, ,j ,) — n—dimensional
transfer functions for frequency domain.

Multidimensional Fourier transform for n-order Volterra kernel (1) is written in a form:

W, opend 0 FoWy pe n ) o Wy e o 8Xpj o d

0 o i il
where Fn< > — n—dimensional Fourier transform; =j + 1. Then the model of nonlinear
system based on Volterra model in frequency domain can be represented as:

i1 t t

n

yxt Fn1<Wn jw,.,jo, X jo, >t1 ,
o

where F, 1( > — inverse n—dimensional Fourier transform; X j . — Fourier transform of

input signal.
Identification of nonlinear system in frequency domain consists in determination of
absolute value and phase of multidimensional transfer function at given frequencies —
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multidimensional AFC W, j ,,j ,, .j ,| and PFC argW, j ,,j ,, ,j , which are
defined by formulas:

W,(jo, . jw) ReW,(ju, .jo)° ImW,(jo, .jo,)’, (2)

. . ImW, (jw,, ,jw,
argW,(jo,, ,jw,) arctg REEW“E}(; jm;} 3)
n 1 1 n

where Re and Im — accordingly real and imaginary parts of a complex function of n variables
respectively.

An interpolation method of identification of the nonlinear dynamical system based on
Volterra series is used [7-8].

Affirmation 1. Let at input of system test signal of ax(t) kind is given, where x(t) —is

arbitrary function and a — is scale coefficient (amplitude of signal), where 0 |a| 1, then for
the selection of a partial component of the n-th order ¥, (t) from measurement of the response

nonlinear system y[ax(t)] in the form of Volterra series, it is necessary to determine n-th
partial derivative of the total response amplitude a where a 0

5® e W n)n xt ) %% @

0 times 0 il ao

We use the method of extracting the partial components with the help of n-fold
differentiation of the response y[ax(t)] with respect to parameter — amplitude a and the use of
the derivative valueat a 0.

Injecting an input signal ax(t) where a is the scaling factor (signal amplitude), one has
the following response of the nonlinear system:

t tt

ya x(t) aw() xt )d a w,(, Xt Jxt ,)d.d,

To distinguish the partial component of the n-th order, differentiate the system
response n times with respect to the amplitude:

"ya x(t Cot "
yaxh oW, ) xt ),
a 0ntlmes 0 r1
t t ni
(n 1)' a 1t Wn 1( 11" n 1) X(t r)d r
0n imes r

Taking the value of the derivative at a 0, we finally obtain the expression for the
partial component (4).

Formulas for numerical differentiation. Partial derivative should be substituted by form
of finite difference for calculation. Differentiation of function, which was set in discrete
points, could be accomplished by means of numerical computing after preliminary smoothing
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of measured results. Various formulas for the numerical differentiation are known, which
differ from each other by means of error.

Let's use universal reception which allows to substitute a derivative of any n order for
differential ratio so that the error from such replacement for function y(a) was any
beforehand set order of p approximation concerning a step of h  a of computational mesh
on amplitude. Method of undetermined coefficient for equality

d'y(a) 1 "~
—=—2 —  c.y(a rh) O(h"), 5
da" h"r o ry( ) o) )
where the coefficients C, are taken not depending on h,

rr, r 1., 101 ,r, 1r, so that equality (5) was fair. The limits of summation
r, 0 wur, O couldbe arbitrary, but so that the differential relation h " c,y(a rh) of
r, r, order have to satisfy to inequality b, r, n p 1.

To define the c, it is necessary to solve the following set of equations

1 1 1 ¢,
I o1 r, c. .
(' (! ¢, 0 ©
() (r 2 A Cy nt
("t (n D A
npil npil npl C 0
(nr) (rn D r, 2

Ifrp r, n p 1ltheninscribedin n p equality forms linear system concerning the
same number of ¢, unknown. The determiner of this system is Vandermonde's determiner and
differs from zero. Thus, there is only one set of n coefficients, satisfying the system.

Ifr, r, n p,thenthereare many such sets of coefficients c. .

On the basis of (6) in [7-8] the formulas of derivative calculation of the first, second
and third orders are received at a 0 with use of the central differences for equidistant nodes
of the computational grid.

The amplitudes of the test signals a'™and the corresponding coefficients ¢ for

responses are presented in [9].
The test polyharmonic effects for identification in the frequency domain representing by
signals of such type:

X t Acos t ., )
k 1

where n — the order of transfer function being estimated; A, , and , — accordingly

amplitude, frequency and a phase of k-th harmonics. In research, it is supposed every
amplitude of A, to be equal, and phases |, equal to zero.

The test polyharmonic signals are used for identification in frequency domain.
Statement. If test polyharmonic signal is used in form
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n An ) )
xt A cos t — e el
k 1 2k1

then the n—th partial component of the response of test system can be written in form:

CM o W, 0 T e

n

cos K, o argWo o 0o d e

where E — function used to obtain the of integer part of the value.
The component with frequency is extracted from the response to test signal

n

(7):
AW (5 0T W) leos]( DU argWo(i o L0 Dl (8)

Certain limitations should be imposed while choosing of frequency polyharmonic test
signals in a process determining multidimensional AFC and PFC. This is the reason why the
values of AFC and PFC in this unallowable points of multidimensional frequency space can
be calculated using interpolation only. In practical realization of nonlinear dynamical systems
identification it is needed to minimize number of such undefined points at the range of
multidimensional frequency characteristics determination. This was performed to provide a
minimum of restrictions on choice of frequency of the test signal. It is shown that existed
limitation can be weakened. New limitations on choice of frequency are reducing number of
undefined points.

After analyzing the (8) it is defined: to obtain Volterra kernels for nonlinear dynamical
system in frequency domain the limitations on choice of frequencies of test polyharmonic
signals have to be restricted. These restrictions provide inequality of combination frequencies
in the test signal harmonics. The theorem about choice of test signals frequencies is proven.

The theorem about choice of test signals frequencies. For the definite filtering of a

response of the harmonics with combination frequencies |, , . within the n-th
partial component it is necessary and sufficient to keep the frequency from being equal to
another combination frequencies of type Kk, , k. ,» Wwhere the coefficients

ki 12, ,n must satisfy the conditions:

number K of negative value coefficients (k. 0) isin 0 K E(n/2) (where E -
function used to obtain the of integer part of the value);
kil
il
k| n(mod2),n || 2,1 N.
il il
It was shown that during determination of multidimensional transfer functions of
nonlinear systems it is necessary to consider the imposed constraints on choice of the test
polyharmonic signal frequencies. This provides inequality of combination frequencies in
output signal harmonics: , 0, , 0 and , , for the second order identification

procedure, and , O, , O, , O, , ., | 5. L, . 2., 5, 4
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22 1 3’23 1 2’21 2 3’22 1 3’23 1 2’21 2 37
2, . gand 2 ., forthe third order identification procedure.

Described method was tested using nonlinear test system (fig. 1) represented by Riccati
equation:

yt)  yA(t) u(e).

1
ey

Qut1

Transfer Fcn

Math
Function

u21

Fig. 1. Simulink—-model of the test system

Analytical expressions of AFC and PFC for the first, second and third order model were
received in [8].

The main purpose was to identify the multi-frequency performances characterizing
nonlinear and dynamical properties of nonlinear test system using the methodic [10]. Volterra
model in the form of the 1, 2 and 3 order polynomial is used. Thus, test system properties are
characterized by transfer functions of W, (j ), W,(J .,J ,), Wo(J ] ,.] 5) — by

Fourier-images of weight functions w;,(t), w,(t,,t,) and w,(t,,t,,t,).

Structure chart of identification procedure — determination of the n-th order AFC and
PFC of NDS is presented in fig. 2.

5 ()¢
— al(n) —~ NDS i ()' Cl(n) ]
@R
V2 (i‘)
n L m L i
o o a5 NDS Cs
AU)_;CO&QET‘ Z %;1 :,:n(f)
2q
() EiE
N (1) ) ; 7
7 %.g”)*NDS ‘A-gn)ﬂ ST

Fig. 2. The structure chart of identification using n-th order Volterra model in frequency
domain using interpolation method

The weighted sum is formed from received signals — responses of each group (fig. 2).
As a result the partial components of NDS responses ,(t), y,(t) and y,(t) are taken. For

each partial component of response the Fourier transform (the FFT is used) is calculated and
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only an informative harmonics (which amplitudes represent values of required characteristics
of the 1, 2 and 3 order AFCs) are taken from received spectrum.
The first order AFC W,(j )| and PFC argW,(j ) are received by extracting the

harmonics with frequency  from the spectrum of the CC partial response y,(t) to the test
signal x(t) (A/2)cos t.
The second order AFC [\Nz(j J( 1))| and PFC argW,(j , j( ,)) having

1 and , Were received by extracting the harmonics with summary frequency
. , from the spectrum of the NDS partial response vy,(t) to the test signal
X(t) (A/2)(cos ;t cos ,t).

The third order  AFC W, (j . i( i ) and PFC
argW;(j . JC W ( »)) having ., , and 2, Were
received by extracting the harmonics with summary frequency , , , from the
spectrum of the NDS partial response  y,(t) to the test signal
X(t) (A/2)(cos t cos ,t cos ,t).

The results (first, second and third order AFC and PFC which had been received after
procedure of identification) and the second and third order surfaces for AFC and PFC
received after procedure of the test system identification are presented in [8].

The surfaces are built from sub-diagonal cross-sections which were received separately.

, was used as growing parameter of identification with different value for each cross—
section in second order characteristics. Fixed value of , and growing value of | were used

as parameters of identification to obtain different value for each cross-section in third order
characteristics.

Numerical values of identification accuracy as a percentage RMSE using interpolation
method for the test system are represented in Table 1, where: n — order of the estimated
Volterra kernel, N — approximation order/number of interpolation knots (number of
experiments). The comparisons to previous works are given in [9].

Table 1.
Numerical values of identification accuracy using interpolation method

n N RMSE for AFC, % RMSE for PFC, %
2 2.8853 2.1005
1 4 0.5180 2.3964
6 0.4075 2.3663
2 29.7526 89.3218
2 4 2.0103 5.1023
6 3.0488 7.8248
3 4 2.9299 11.0100
6 11.0285 5.9724

Experimental researches of the noise immunity of the identification method were
performed. The simulations with the test model were performed. Different noise levels were
defined for different order of the Volterra model.

The main purpose was the studying of the noise impact (noise means the inexactness of
the measurements) to the characteristics of the test system model using interpolation method
of identification in frequency domain.
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The first step was the measurement of the level of useful response signal (harmonic
cosine test signal shown in fig. 3a) after test system (Out2 in fig. 4). The amplitude of this
signal was defined as the 100% of the signal power.

After that procedure the Random Noise signal (with the form shown in fig. 3b) where
added to the test system output signal. This steps where performed to simulate inexactness of
the measurements in the model. The sum of these two signals for the linear test model signal
is shown in fig. 3c.

TARAWARAIE AR AR

4] 0 IS T (Y
RRTRTR i i IRTRVATS

10 030 10 3 o2 30 403 0 R 30 0 3

a b c

Fig. 3. The sum of two signals for the linear test model signal: a — the NDS subchannel
response, b — random noise with 50% amplitude of max amplitude of the response, ¢ —
“noised” responce of the test system

Random Moise |:|
1 .
5+2,64
Transfer Fcn Out [ Srope3
) hath
Gain7 Function Scopel
145 (4 U |

Fig. 4. The Simulink model of the test system with noise generator and osillosopes

After series of test researches it was decided to use Coiflet and Daubechie wavelets [2,
5, 7] due to its minimal distortion impact on form of filtered signal with RMSE minimization.
The wavelet filtering was used to reduce the noise impact on final characteristics of the test
system. The Coiflet-4 and Daubechie-3 of the 3 level were chosen (fig. 5) and used for the
AFC and PFC filtering respectively.

-
T

l,'
/

Fig. 5. The Coiflet (a) and Dubechie (b) and wavelet function
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The first order (linear) model was tested with the level of noise 100% and 10% and
showed excellent level of noise immunity. The standard, noised and de-noised (filtered)
(fig. 6) characteristics (AFC and PFC) with level of noise 100% are presented.

Amplitude

15 2 25 3 35 4 45 5

Phase

Frequency, rad/s

Fig. 6. The standard (1), noised (2) and denoised (3) characteristics (AFC — top, PFC —
bottom) of the 1 order model of the test system with level of noise 100%

The second order (nonlinear) model was tested with the level of noise 10% and 1% and
showed good level of noise immunity. The standard, noised and de-noised (filtered) (fig. 7)
characteristics (AFC and PFC) with level of noise 10% are presented.

Frequency, rad/s

Fig. 7. The standard (1), noised (2) and denoised (3) characteristics (AFC — top, PFC —
bottom) of the 2 order model of the test system with level of noise 10%

The third order (nonlinear) model was tested with the level of noise 10% and 1% and
showed good level of noise immunity. The standard, noised and de-noised (filtered) (fig. 8)
characteristics (AFC and PFC) with level of noise 1% are presented.
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0 05 1 15 2 25 3 35 4 45 5
Frequency, rad/s

“0 05 1 15 2 25 3 35 4 45 5
Frequency, rad/s

Fig. 8. The standard (1), noised (2) and denoised (3) characteristics (AFC — top, PFC —
bottom) of the 3 order model of the test system with level of noise 0,1%

The numerical values of RMSE of the identification accuracy before and after wavelet
filtering procedure are presented in Table 2.

Table 2.

Standard deviation for interpolation method with noise impact

Noise level = 10% Noise level = 0,1% Improvement
RMSE for RMSE for RMSE for RMSE for | for AFC, | for PFC,

AFC PFC AFC PFC times times

(without / with filtering)
0.000097/ | 0.09031/ _ -
0.000063 | 0.07541 1.540 | 1.198
0.000271/ | 0.07804/ - -
0.000181 | 0.06433 1497 | 1213
0.000312/ | 0.12913/ = =
0.000223 | 0.09889 1.399 | 1.306
0.000920/ | 0.52063/ = =
0.000670 | 0.51465 1.373 | 1012
0.001972/ | 0.28004 / - -
0.001663 | 0.06877 1186 | 4.072
0.004165/ | 0.39260/ = =
0.003908 | 0.19237 1.066 | 2.041
- _ 0.000288/ | 0.89857/
0.000288 | 061251 | L1003 | 1467
- - 0.000461/ | 0.84868/
0.000352 | 059319 | 1810 | 1431

The diagrams showing the improvement of RMSE for identification accuracy using the
wavelet filtering of the received characteristics for AFC and PFC are shown in fig. 9a and
fig. 9b respectively.
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Fig. 9. RMSE changing for AFC (a) and PFC (b) using wavelet-filtering

Conclusion

The interpolation method used for nonparametric model building is based on Volterra
model. The polyharmonic test signals are used for identification the nonlinear dynamical
systems. The method based on linear combination of responses to the test signals with
different amplitudes is used to differentiate the responses of system for partial components.

The provided results have confirmed nonlinearity of the test system. Selected values of
test signal amplitudes and corresponding coefficients are raising greatly the accuracy of
identification in compare to amplitudes and coefficients written in [1, 9]. The accuracy of
identification of nonlinear part of the test system as RMSE is less than 3% for AFC and less
than 6 % for PFC in best cases. This characterizes method as excellent one.

The noise immunity of the method is very high for the linear part and high enough for
the nonlinear part of the model. The RMSE of noised characteristics doesn’t overgrow 10% in
best cases with 10% measurement inaccuracy. The wavelet filtering of the response and final
characteristics of the nonlinear dynamical system is very effective and gives the possibility to
improve the identification accuracy of the inexact measurements up to 1.54 and 4.07 times for
the AFC and PFC respectively.
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SPEKTVBHICTb 3ACTOCYBAHHHA BEVIBJ'IE'[—GJI/U'II:TPALI,I'I' A4 IﬂEHTI{I’qDIKALLI'I'
HENTIHIMHMNX CUCTEM HA OCHOBI MOAENEN BOJ/IbTEPPA B HACTOTHIV OBNACTI

B.O. CnepaHcbkuit, B.[. MaBneHko

OgecbKuii HauioHabHWIA MONITEXHIYHUIA YHIBEPCUTET,
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HaBegeHO pe3ynbTaTi JOCHiAKeHb e(heKTUBHOCTI BEMBNET-DMAbTPaLii Npy 3acToCyBaHHI
iHTepnonAuiiHoro Metofa ifeHTUGIKauii HeniHIRHUX AMHAMIYHWMX CUCTEM Ha OCHOBI
mogeni BonbTeppa B 4acCTOTHiA 06nacTi. JocnifpkeHO TOYHICTb Ta 3aBafoCTilKiCTb
BM3HAYEHHA aMNNiTy4HO— i (pa30—4aCTOTHMX XapakTepuCTUK MepLioro, Apyroro u
TPETLOrO MOPSAKIB HENiHIAHOT CUCTEMM 3a JaHWMK EKCMEpPUMEHTY «BXIif-BUXig» 3a
[OMOMOrOK0 TECTOBMX MOAIrapPMOHIYHUX CUrHaniB. MMigBULLEHHS 3aBafOCTIKOCTI METOAY
ifeHTMdikaliT LOCArHYTO 3a 4ONOMOro0 BeiBneT-(hinbTpaLii LWyMmiB BUMiptoBaHb BiAryKis
Ta OTPUMYBAHWX XapaKTEPUCTUK CUCTEMMU, LLO iAEHTUDIKYIOTb.

KntouoBi cnosa: BeiBneT-QinbTpalis, igeHTUdiKaLis, eheKTUBHICTb, 3aBafoCTilKICTb,
HEeNiHIAHI  guHamiuHi  cucTemn, Mogeni BonbTeppa, 6aratomipHi AUX i ®YX,
NonirapMoHiyHi cUrHanu.

3PPEKTMBHOCTb MPUMEHEHWA BEMB/IET-®UIbTPALUW AN1A WAEHTUDUKALNN

HENMHENHbLIX CUCTEM HA OCHOBE MOJEJ/IEV BO/IbTEPPA B UACTOTHOW OB/IACTW

B.A. CnepaHckuii, B.[. MaBneHko

Ogecckuii HaUMOHa/IbHbIA MOANTEXHUYECKWIA YHNBEPCUTET,
np. LLeByeHko, 1, Ogecca, YkpauHa, 65044, e-mail: speranskiyva@ukr.net

MpuBogATCcA pe3ynbTaTbl WCCNefOBaHUA 3((PEKTUBHOCTM BeNBAET-PUALTPALUM MpK
MPUMEHEHUM WHTEPNOMSALMOHHONO METofa UAEHTUDUKALMN HEMNHENHBIX AUHAMUYECKMX
CMUCTEM Ha OCHOBe Mofdenu BonbTeppa B 4YacToTHO 06nacTu. Wccnegyetcss TOYHOCTb U
MOMEXOYCTONYMBOCTb OMpeAeNneHns amnaMTyaHO— UM (Pas0—4acTOTHbIX XapakKTepucTUK
MepBOro, BTOPOro 1 TPeTbero NopsAKOB HeMHEAHON CMCTEMBI MO AaHHLIM 3KCMepUMeHTa
«BXO[-BbIXOf» C MOMOLLbIO TECTOBLIX MOMUFAPMOHWUYECKMX CUrHANOoB. [1OBbILLEHNE
MOMEXOYCTOMYMBOCTM MeTofa WAEHTUMKALMM [OCTUraeTca C MOMOLLBI  BeiBeT-
unbTpauum  WYMOB  M3MEPEHUA  OTKAMKOB UM MOMYYaeMbIX — XapaKTepucTuK
NAEHTUDULMPYEMOIF CUCTEMDBI.

KntoueBble  croBa:  BelBNET-(mAbTpaumsa,  ugeHTUduUkaums,  3(heKTUBHOCTD,
MOMEXOYCTOMYMBOCTb, HENVIHENHbIE AWHAMWMYECKUe CUCTEMbI, Mogenu BonbTeppa,
MHoromepHble AUX 1 ®YX, noAMrapMoHNYECKMe CUrHabI.
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AOCIAXXEHHA CTATUCTUUHOI BE3MNEKW METO/IB
BIAKPUTOI'O POIINOAIJ1TY CEKPETHUNX KJ/TKOYIB HA
OCHOBI PEKYPEHTHUX MOC1JOBHOCTEW

FO.€. ApemuyK

BiHHULBKNIA HALiOHa/IbHWIA TEXHIYHWIA YHIBEPCUTET,
BYN. XMefbHULBKe woce, 95, BiHHnuAa, 21021, YkpaiHa; e-mail: yurevyar@vntu.net

MpoBefeHO JoCNigKeHHs CTAaTUCTUYHOT Ge3MeKn MeTOAIB BifIKPUTOr0O PO3Moginy CEKPeTHUX
KNoYiB BifNOBiAHO Ha ocHoBi pekypeHTHUX U, Ta V| nocnigosHocTeid Ta 3giiicHeHo ix
MOPIBHAHHA 3 BiJOMUM MeTofoM [iddi-XennmaHa. Pesynbtatv aHanisy nokasanu, Wwo
HaliBWLLMIA piBeHb CTATUCTWYHOI Ge3neky Mae MeTof Ha OCHOBI V,  MocnifoBHOCTEN,
MPOWLLIOBLLX BABIYI 6inbly KiNbKiCTb TECTIB MOPIBHAHO 3 MeTogaoM Middi-Xennmaxa, y
TO1 e yac MeTog Ha ocHoBi U, nocnigoBHocTeld npoidloB y 1.5 pa3u 6inbLuy KinbKicTb
TECTiB, HXK BiZOMWIA aHasor.

KntouoBi cnosa: Kpuntorpaisi, PO3MOAINA CEKPETHUX K/KOYIB, KPUMTOCTIMKICTb,
CTaTUCTUYHA Ge3neKa, PeKYPEeHTHI MOCif0BHOCTI.

Bctyn

BigkputuiA posnogin kntodie [1] [03BONSE 4BOM CTOPOHaM BMPOOGAATU CMiNbHWIA
CEKPETHUIM KNKOY LUISXOM O6MIHY BigKPpUTUMK MOBILOMIEHHAMU 6€3 BUKOPUCTaHHS Oy[b-
AKOT 3a3fasierifb BUPOoBIeHOT CMifIbHOT CeKPETHOT IHopMaLlii. Mpy LbOMY >KOJHa i3 CTOPIH He
MOXe Hanepes BM3HAUYMTU 3HAYEHHS K/TH0Ya, TaK fK KN4 3a/1eXNUTb Bif MOBILOM/EHD, LLO
6esnocepeHbO NepefaroTbCA B MPOLLECT 0OMIHY.

Brieplue MeToz BiAKPUTOro PO3MOLiNY CEKPETHUX K/oYiB OyB 3arnponoHoBaHWi Aiddi
Ta XennvaHom [2].

B po6orTi [3] npefcTaBnieHO MeTOZ PO3MNOAITY CEKPETHUX KNHOYIB BIAKPUTUM KaHa/IoM,

AKMIA 6a3yeTbCA Ha pekypeHTHUX V, Ta U, nocnigoBHOCTAX. Y MOPIBHAHHI 3 BiOMUM

MeTo4OM po3noginy kodis [igdi-XennmaHa 3anponoHOBaHUA MeTof 3abesnedvye Ans
KOXHOTO KOpWCTYBaya MaiiXke BABIYI MEHLLY CKMAAHICTb 06YMC/IEHDb, & TAKOX Mae NPoCTiLly
npoLeaypy 3aBfjaHHs napaMeTpis.

B po6oTi [4] 3anponoHOBaHO MEeTOA BiAKPWUTOrO PO3MOAiNY CEKPETHUX K/YIB Ha
OCHOBI MaTeMaTW4HOro anapaty /e PeKypeHTHUX V, NOCMifOBHOCTEW, AKUA, Y

MOPIBHAHHI 3 METOAOM MpeAcTaBfieHMM Yy po6oTi [3], 3abe3neyumB NigBUMLLEHHS
KpunTorpagivyHoi CTIMKOCTI PO3NoAiny K/oUiB 3a paxyHOK OTPUMaHHS CrilbHOro Knkoya Ha
3aBepLlanbHOMY eTani pPo3noAiny y BUINALI eeMeHTY MOCNiLOBHOCTI, 064MCNeHOro 3a
MY/IbTUNTIKATUBHUM, & He aaUTUBHUM CNOCOO0M 3MiHW IHAEKCY.

Mpy UbOMY aKTya/lbHUM 3a/IMLIAETLCA BU3HAYEHHS PIBHA MNPAKTUYHOI CTIAKOCTI
LUNAXOM [OCNIMKEHHS CTATUCTUYHOT 6e3nekn 3anponoHoBaHuxX y [3] Ta [4] meTopgis
BILKPWTOrO PO3MOZAITY CEKPETHUX K/THOYIB Ta NOPIBHAHHSA 1X 3 BIZOMUM aHa/10r oM.
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MeTot pob0TN € AOCNIMKEHHA CTaTUCTUYHOT 6e3nekun 3anponoHoBaHmx Yy [3] Ta [4]
METOAIB BIAKPUTOrO PO3MNOAINY CEKPETHMX K/KOYIB HA OCHOBI peKkypeHTHWx U, Ta

V, nocnigoBHoCTel Ta NOPIBHAHHA iX 3 BifoMuM mMeTooM Aiddi-XennmaHa.

JocnipKeHHA CTaTUCTUYHOT 6e3neKn MeTOgIB PO3MNOAisly CEKPETHUX K/KOYiB Ha OCHOBI
U, TaV, nocnigosHocTeMn

Ha cborogHi oOfgHMM 3  Kpawux MakeTiB A1  CTAaTUCTUYHOrO  TeCcTyBaHHS
KpunTorpaiyHnMx cxem Ta NPOTOKONIB € po3pobnieHnin y 1999 poui naker NIST STS
(National Institute of Standard and Technologies Statistical Test Suite) [5], skuii 6yB
po3pobneHunin B pamkax npoekty AES (Advanced Encryption Standard) i Bktovae y cebe
Habip 3 16 CTaTUCTMYHMX TeCTiB, AKi Ha CbOroAHi HalKpawum YMHOM BIANOBIAAKOTH
BUCYHYTUM BMMOTaM LLOA0 CTATUCTUYHOMO TECTYBAHHA KPUMTOrpapivHNX CXeM/NpPOTOKOIB.

Ona pocnimpkeHHs MeTOLIB po3noginy Katodis Bukopuctaemo nakeT NIST STS 3a
Tako MeTOAMKOK. Hexali 3apaHa ABilikoBa MOCMILOBHICTb S AO0BXWHOK N 6iTiB, TO6TO
S S,S,,...5 S, 01. Onsa (hiKCOBAHOrO 3HAYEHHA N (POPMYEMO MHOXWHY 3 M

1~¥n oy i
ABiiKoBMX nocnifgoBHocTel. ChopmoBaHa BMOipKa Npu LboMy cknagatume N m n.

Oani 6ygemo TectyBatu 3a gonomoroto nakety NIST STS KOXHY noCnifoBHICTb
chopmoBaHy METOAOM, B pe3ynbTaTi SKOr0 OTPUMAEMO CTAaTUCTUYHWUIA  MOPTPET
ChopMOBaHOI0 CEKPETHOIO K/toYa.

CTaTUCTUYHWIA NOPTPET NOCNIJOBHOCTI ABNSE COO0I0 MacvB PO3MIPHICTIO m @, e m

KiNIbKICTb MOC/NIJOBHOCTEN, WO TECTYHTbCS; ( KI/IbKICTb CTAaTUCTUYHUX TECTIB, SKi

BMKOPUCTOBYHOTLCA A/1 TECTYBaHHs KOXHOT nocnigoBHocTi. EnemeHtn macvey P [0.1],

ge i 1m, j 1_q ABNAOTb COOOK 3HAYEHHS MMOBIPHOCTI, WO OTpMMaHa B pe3ynbTari
TECTyBaHHS i-1 NOCNIJOBHOCTI | -M TECTOM.
3a OTpMMaHUM CTaTUCTUYHMM MOPTPETOM BU3HAYAEMO [O0MIK0 MOCMILOBHOCTEN, AKi
MPOWLUAN  KOXEH CTaTUCTMYHMIA TecT. [ns UbOro 3adaloTb PiBeHb  3HAYMMOCTI
0,001;0,01 i 3AifcHIOOTL NigpaxyHOK 3Ha4eHb IMOBIPHOCTI P, W0 nepeBuLLye 3afaHnii
piBEHb ONA KOXHOTo 3 ( TecTiB. Y pe3ynbTaTi (JOPMYETbLCA BEKTOP KOeqiLieHTIB

R {r,r,..r}, €enemMeHTM SKOro XapakTepusyloTb Yy MPOLEHTHOMY CMiBBiAHOLLEHHI
MPOXOMKEHHSA MOCNIAOBHOCTI S, YCIX CTaTUCTUYHWUX TecTiB. [licna UpOoro 34iACHIOETHCA

CTATUCTUYHUIA aHani3 CTaTUCTUYHOTO nopTpeTy. OTpuMaHi 3Ha4YeHHst WMOBIPHOCTEN P
MOBWHHI 3310BOJIbHATY PIBHOMIPHOMY 3aKOHY po3noginy Ha iHTepsani 0,1 .

3aK/OYHNIA BMCHOBOK CTOCOBHO METOAY PO3MOAiny CeKpeTHUMKU Kitovamu OyaeMo
npuiiMaT TakM 4YMHOM. BBaKaTMMEMO, L0 MEeTO4 PO3NOAiNYy CeKpeTHMX KhwuiB G

NPOMLLIOB CTaTUCTMYHE TeCTyBaHHS NakeToM NIST STS, AKLLO 3HaUeHHs KOeiLieHTiB r; ans

ycix j 1,0 3HaxoAsTbCA BCEPEAMHI OBIPUOrO iHTepsany r_.r ., fe

ap 1, (1)

max(min) p

AN [T
m

2 2

I LOTPUMYETLCA YMOBA 0.0001 gns yeix j Lq, ge

pe3y/bTaTiB PIBHOMIPHOMY 3aKOHY po3noginy Ha iHTepsani 0,1 .
TecTyBaHHA Oyae NPOXOAUTM AN PI3HUX JOBXWUH KoY, a came 1024, 2048 ta 4096

6iTiB. [JOBXWHA NOCNILOBHOCTENA, fAKi OyayTb OTPUMYBATUCHL Y pe3y/bTaTi BUKOHAHHS

KpuUTepiii NigKopeHHs
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po3noginy knwodis 6yge 1024, 2048 Ta 4096 6iTiB BignosigHo. JlaHa [JOBXWHA
MOCNiJOBHOCTEN [03BOJISIE BUKOHYBATW TECTYBaHHA nne 419 11 TecTis, WO BUK/IHOYAE TeCT
Ha nepeBipKy LWa6MOHIB, WO MNepekpMBaroTbCs, YHiBepcanbHWiA TecT Maypepa, TecT Ha
MepeBipKy CTUCKaHHA 3a anroputMom Jlemnens-3iBa, TECT Ha MepeBipKy BMNALKOBUX
BigXVNeHb Ta MOAMMDIKOBAHWI TECT Ha NepeBipKy BUMAAKOBUX BifXW/eHb, TaK K HEOOXigHa
[OBXVHa MNOC/MILOBHOCTEN, IO MPOXOAATb TECTYBaHHSA, € HeAOoCTaTHbOK [/ YCMILLHOro
MPOXOKEHHS UM OTPUMAHHSA JOCTOBIPHUX PE3Y/bTaTIB AaHUX TECTIB.
[N BUKOHaHHA TecTyBaHHA 6yNno 06paHo Taki napameTpu:
[OBXMHa MOCNIAOBHOCTI N, WO TecTyeTbCs, fopiBHIOE 1024, 2048 Ta 4096 6iTiB
BIZANOBIAHO 40O AOBXMHM K044,
KiNbKICTb MOCNIAOBHOCTEN, AKi TECTYHOTLCA 418 KOXKHOT AOBXMHM Ktoda, m  100;
KINbKICTb TecTiB q 159
piBEHb 3HAYMMOCTI 0.01 Ta 0.001 BIAMOBIAHO Yy MepLIOMY Ta Apyromy
eKCreprMeHTax.
Takum ynHom maemo: 06’em Bubipkn 102400, 204800 Ta 409600 6iTiB NpY TECTYBaHHI
MeToAy PO3Nofiny cekpeTHuX knwouis Aiddi-Xennmana; 204800, 409600 ta 919200 6iTiB
npw TecTyBaHHI MeToAy Ha ocHoBi U, nocnigosHocTeit; 307200, 614400 Ta 1228800 6iTiB

MpW TecTyBaHHI MeToAy Ha OCHOBI V, nocnifoBHoCTel. CTaTUCTUYHMIA NOPTPET Kogy AN

KOXXHOT JOBXUHW KNtoYa Byae Bmillysatn y cobi 15900 3HauveHb iMoBipHOCTI P .
3acTOCOBYHOUM NPaBU/IO AOBIPYOTO IHTEPBATY A5 Ij, 0OUMCIIIOEMO 3HAUEHHS HUKHBOT

rpaHuui 3a opmynoto (1). Togi ans 0.00lTap 1 0.999 r_. cknage

0.999(1 0.999)

0.98952,
100

min

r.. 0.999 3\/

a ona 00ltap 1 0.99 r .. cknage

r 099 329U 099 44505
100

Bubip popatkoBMx napameTpiB  3po6/IeHO Y  BIAMOBIAHOCTI 3 peKoMeHZauismu
onucanumu B NIST STS [5].

Ha OCHOBI LMX NOYaTKOBUX AaHMX MPOaHa/i3yeMO OTpUMaHi pe3ynbTaTth TecTyBaHHS
nocnigoBHocTen. Y Tabmmuax 1 i 2 HaBOAATHLCA faHi MPO MPOXOMKEHHS Pe3ynbTyHUNX
K/odiB 3 po3mipom 1024, 2048 T1a 4096 6iTiB ycima TeCcTaMu 3rifiHO OMMCcaHOT METOAVKN.

3 Tabnuub 1 Ta 2 BMAHO, WO NpY AO0BXWUHI Kntoda 1024 6iTn BigCOTKM NPOXOMKEHHS
TEecTiB A0BONI Masli. Taki HU3bKi NOKa3HUKN 3YMOB/IEHI Ma/10K0 [AOBXWHOK MOCNILOBHOCTI, a
OifbLIICTL TECTIB po3paxoBaHi Ha AoBXMHY Big 100000 6iT. MpoTe BXe BUAHO, WO MeTOAM
pO3MOAiNY K/YIB Ha OCHOBI PEKYPEHTHUX MOCNIAOBHOCTENM MatoTb Kpallyi MOKasHUKK
NMopiBHAHO 3 Bigomum MeTogom Aiddi XennmaHa. BigcoTok MNPOXOMKEeHHA TeCTiB 3a
MeToZaMmn Ha ocHoBi V, Ta U, NOCNigoBHOCTeN MpW Mopo3i MPOXO[AXKEHHS 0.01 mae

He3HayHe BIOXWIEHHA Bi4 BIACOTKY MPOXOMKEHHA 3a METOAOM Ha OCHOBI MPOTOKO/Y
Lichpi Xennvada, npote, y pasi MOHWKEHHSA NOpory o 0.001, BiACOTOK MPOXOMXKEHHS
y 1.5 pa3su nepeBullye BIiACOTOK MPOXOMXKEHHS METOAYy Ha COCHOBI MPOTOKO/Y
Lihdi XennvaHa. Taki pe3ynbTaTy [OCAratOTbCA 3aBAAKM  YCMILLHOMY MPOXOKEHHIO
GINbLLIOCTI TECTIB A1 TECTY NepeBipKu LWab/IoHIB, AKI HE NMEePeKPUBaOTLCA.

28



IHOPOPMATUKA TA MATEMATWYHI METOAW B MOAE/TFOBAHHI = 2014 = Tom 4, Nel

Pe3ynbTaTn TeCTYBaHHA MeTOZAIB PO3MOAINY K/KOYIB 3riHO OMMUCaHOT METOANKN 15

Ta PI3HUX JOBXWUH K/HOYIB

Tabnnysa 1.
0.01

KifnbKicTb TecTiB, fKi yCMiLHO KifnbKicTb TecTiB, fKi yCMiLLIHO
MeTog NPOMLLNN TeCTyBaHHA Ginblue 99% | NpoNLLAM TecTyBaHHSA 6inbLue 96%
nocnigoBHOCTEN nocnigoBHOCTEN
1024 Girie | 2048 Giris | 00 | 1024 Giris | 2048 Giris | 4096 Girie
Lidchi- 0 0 12 69 67 112
Xennmana | © (-03%) | 6 (3.77%) (7.55%) | (43.40%) | (42.14%) | (70.44%)
15 18 69 115 130
U 0
k SG14%) | 9a306) | (11.32%) | (43.40%) | (72.33%) | (81.76%)
15 24 56 116 134
V. 0
k 6G77%) | (9.43%) | (15.00%) | (35.20%) | (72.96%) | (84.28%)
Tabnmusa 2.

Pe3ynbTaTn TeCTyBaHHA MeTO/IB PO3MOAINY K/KOYIB 3riHO OMMUCaHOT METOANKN /15
0.001 Ta pi3HMX JOBXWH K/HOYIB

KinbKicTb TecTiB, AKi YCMiLIHO KinbKicTb TecTiB, AKi yCMiLIHO
MeTog NPOMLLNN TeCTyBaHHA Ginblue 99% | NpoNLLAM TecTyBaHHSA 6inbLie 98%
NOCNifOBHOCTEMN NOCNifO0BHOCTEMN
1024 Giti | 2048 Giris ‘g?f:g 1024 6irig | 2048 OITiB | 4096 OiTiB
Lichahi- 30 59 86 75 112 136
XennmaHa (18.87%) | (37.11%) | (54.09%) | (47.17%) | (70.44%) | (85.53%)
U 53 83 92 113 135 141
k (33.33%) | (52.20%) | (57.86%) | (71.07%) | (84.91%) | (88.68%)
Vv 48 81 101 99 128 150
k (30.19%) | (50.94%) | (63.52%) | (62.26%) | (80.50%) | (94.34%)

3 Tabnuub 1 Ta 2 TakoXX BMAHO, L0 NPV AO0BXUHI Ktoya 2048 6iTiB cnocTepiracTsea

3HaYHMI NPUPICT Y BiACOTKaxX MPOXOMKEHHS TeCTiB MOCMILOBHOCTAMM 3rigHO MeTOAiB Ha
ocHoBi U, Ta V, nocnigoBHocTeld. 3afjaloum Moporose 3HauyeHHs 0.01, TecTyBaHHA
pesynbTaTy K/0Y0BOro Po3nojiny 418 MeToAiB Ha OCHOBI K U, Tak i V, nocnigoBHOCTI
nokasano HabaraTo G6iNbLUMIA BIACOTOK MPOXOMKEHHA TecTiB (y 2.5 pasu) MOPIBHSHO 3
MoC/MiZOBHOCTAMM Ha OCHOBI npotokony JAiddi-XennmaHa. 3i 3MeHLIEHHAM MOPOroBoro
3HayeHHA y 10 pasiB ( 0.001) BIiACOTOK MPOXOMKEHHSA TeCTiB MOCNILOBHOCTAMKU 3a
metogoM Aiddi-XennmaHa 3pic, NpoTe yce 04HO CTaHOBUB HwbkYe (Y 1.5 pas3u) 3a BigCcoOTKM
MPOXOPKEHHSA TECTIB MOCMILOBHOCTAMM Ha OCHOBI MeTOfiB, WO 6asytoTbca Ha U, Ta

V, nocnigoBHOCTAX.

Mpy TecTyBaHHI MOCNIAOBHOCTEN 3 [AOBXMHOKWO Kitoua 4096 6iTiB  BigCOTKM
NPOXOMAKEeHHSA TecTiB 36iNblytoTbCA. 3 Tabnuub 1 i 2 BUAHO, WO BiACOTOK MPOXOKEHHS
TecTiB NOCMiJOBHOCTAMM Ha OCHOBI V, Ta U, nocnigosHocTel BignosigHo y 2 Ta 1.5 pasu

nepeBuLLYE BILCOTOK NPOXOMKEHHSA TECTIB NMOCNILOBHOCTAMU And MeToay Aiddi XennvaHa
NpyY HamKOPCTKILLIOMY NOpPO3i NPOXOMKEHHA (MPOXOMKeHHsAM 99% noCNifoBHOCTEN TecTiB
ans 0.01).
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[MopiBHAEMO KOAM 3 PIBHEM 3HAYMMOCTI
MeTOAMKOK. B Tabnuui 3 HaBefeHO pesynibTaTy NMOPIBHAHHA /1 PISHUX LOBXWUH KHOYIB.

BigcoTky NpoxXomKeHHA KOXHOro 3 11 TecTiB g1

0.01 [0 OuiHKM 3a MpUBELEHOD

Tabnnuysa 3.

0.01 Ta pi3HNX JOBXWH K/IHOYiB

No
TecTy

HasBa
CTATUCTUYHOTO
TecTy

1024 6iTiB

2048 6iTiB

4096 6iTiB

[1-X

U,

Vi

[1-X

U,

Vi

[1-X

U, Vi

YacToTHWIA
(MOHOGITHWMIA)
TecT

100%

100%

100%

100%

100%

100%

99%

99% | 100%

YacToTHWIA TecT
BCepeavHi 610Ky

98%

99%

99%

100%

100%

98%

100%

99% | 100%

MocnigoBHWiA
TecT

97%

99%

97%

96%

99%

100%

99%

98% | 99%

lMepeBipka
MaKCUMasbHOT
LOBXWHW cepii B
onoui

100%

100%

99%

98%

99%

99%

98%

100% | 98%

lMepeBipKa paHry
ABIiIKOBOT
martpuui

100%

95%

97%

99%

98%

100%

100%

99% | 98%

CnekTpaibHUI
TECT Ha OCHOBI
[OMCKPETHOI O
nepeTBOPeHHS
dyp’e

100%

98%

100%

95%

98%

96%

100%

99% | 99%

lMepeBipka
LWabNoHiB, sIKi He
NnepeKkpuBatoThLCA

96%

96%

95%

96%

97%

97%

97%

98% | 98%

lMepeBipka
NiHIAHOT
CKNafHOCTI

94%

93%

97%

94%

98%

95%

95%

99% | 100%

MepeBipka cepii

99%

98%

98%

99%

99%

100%

97%

99% | 100%

10

EHTpONiliHNIA
TecT

96%

100%

98%

97%

100%

100%

100%

98% | 98%

11

lMepeBipka
HaKOMJIEHNX CYM

100%

100%

100%

100%

100%

100%

100%

100% | 100%

K BMAHO 3 pe3ynbTaTiB Tabn. 3, Halikpalli MOKasHUKM 3HOBY OTPMMaB METO[ Ha
OCHOBI V, nocnigoBHocTeld. Hailcnabkilvm MeTOZ BWSBMBCA Yy TecTax Ha MepeBipKy

NIHIAHOT CKNAAHOCTI, CNEeKTpasIbHOMY TEeCTi Ha OCHOBI AMUCKPETHOIO MepeTBOpeHHs Pyp’e Ta
TecTi nepesipui LWab/oHiB, AKI He MepekpuBalTbCA. B ocTaHHIX Tectax meton [iddi-
XennvaHa mae e HWKYI rnokasHukn (94 97%) nopiBHAHO 3 MeToZaMu Ha OCHOBI U,

(93 100%) Ta V, (95 100%) — nocnifoBHOCTEN, X04a npy po3mipi Knoya 2048 6iTiB MeTof,
Ha ocHOBi U, nocnifoBHOCTeN nokasaB Hawripwi (93%) MNoKasHWKW B TECTi MepeBipKu
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NIHIAHOT CKNagHOCTI, WO CBiQYMTb MPO Te, WO OTPMMaHWIA B pe3ynbTaTi TecTyBaHHS
pO3MoAiN BigpPI3HAETLCA Bif O4iKyBaHOrO.

OTpuMaHO TaKOXX pe3ynbTaTh MPOXOKEHHSA TeCTiB i A/1d 0.001, aki nokasanu
OifbLi BiACOTKM MPOXOMKEHHA TecTiB. poBeAeHO TaKOX MOPIBHAHHA, fKe MokKasasio, Lo
metoZ Aichpi-XensiMaHa Mae HKYI nokasHukKM (94 99%) nopiBHAHO 3 MeTOLaMM Ha OCHOBI
U, (99 100%) Ta V, (99 100%) nocnifoBHOCTEN Yy TecTax Ha nepesipKy LIAa6NoHiB, LU0

He NepeKpuBatOTLCS Ta MePEeBIPKY NiHIMHOI CKnagHOCTI. Xoua, npu po3mipi Kntova 4096 6iT,
100% nNpOXo[pKeHHA YCiX TecTiB OTpMMaB CaMe METOZ Ha OCHOBI V, MOCNIfOBHOCTENR, L0
rOBOPUTb NPO MO0 KpaLLy CTaTUCTUYHY 6Ge3rneky.

Y3araibHUMO pe3ynbTatv TeCTyBaHHSA, NMOKa3aBLUM YACTKY NMPOXOLKEHHSA [/15 KOXXHOTIO0
TecTy i3 ctatucTmyHoro nakety NIST. Ha pucyHkax 1 3 nokasaHi rpaiku 3 y3arabHeHUMU
pe3y/ibTaTaMun TECTYBaHHSA MO KOXXHOMY TeCTy [/1f KOXKHOTO METOAY Ta JOBXUHU KHYa.

L]
®
!
®
/
L
|

== [leTOO Ha OCHORI Uk-
),93 nocnigoeHoCTel

YacTKa NnpoXoareHHA
oo oo
AR
[ ]

/
[ )]
\/.
Wil
N,
')i
Y i
0/

Metop Ha ocHoei Vk-
nocnigoeHoCTell

AHWI TeCT

===g» [eTon Ha OCHOBI MPOTOKONY
Dibdi-Xennmana

EHTpOMI
CKnagHocTi

MNepeeipka cepii

6noky

ABIKOBOT MATPHLL

MNepeeipka nidifiHoi
NOBKUHN cepil 8 Bnouj
Mepeeipka HakoONNEHUX
Cyim
Mepeeipra paHry
He NepekpHBa Thca
MNMocnipoeHuil Tect
CneKkTpanbHIil TeCT Ha
OCHOBI N CKPETHOT O...

MepegipkawabnoHie, Aaki

YactoTHHii (MoHOBITHIIT)
Tect

YacTtoTHHIT TECT BCEpenMHI

Mepegipka MakcMManbH ol

Hasea Tecty

Puc. 1. YacTka NpoXo[yKeHHs TeCTiB 415 NOCNiLOBHOCTel 3 po3mipom Kntova 1024 6itu

Ak BugHO 3 rpadiky puc. 1, metoanm Ha ocHosi U, Ta V, nocnifoBHOCTEN Ans

JOBXMHM Kntoya 1024 6iTiB nokasav Kpawi pesy/nbTaTy B YCIX Tectax OKpiM TecTy Ha
NepeBipKy paHry ABiKoBoi MaTpumui. B ycix iHWMX TecTax OTPUMaHi pe3ynbTaTi Kpali, abo
Ha TakoMy X piBHi, 5iK i B MeTogi [idi-XennvaHa. Haiiripwe cebe nokasas MeTof Ha OCHOBI
U, nocnigoBHOCTeN Yy TecTi Ha MepeBipKy NiHIMHOT CKMAAHOCTI Ta MepeBipKy paHry
[BIKOBOI MaTpuLi, a METOA Ha OCHOBI V, MOCNILOBHOCTEN B YCiX TecTax MaB MOKa3HUKK

abo HanBuLi, abo Taki, L0 Ma/In HE3HAYHO MEHLLIE 3HAYEHHS 3a HaNBULLMIA NOKa3HWK. TO6TO
METOZ, PO3MNOAiy CEKPETHUX K/HOYIB Ha OCHOBI V, NOCNIZOBHOCTEN [/19 JOBXUHU K/o4a Yy

1024 6iTiB Ma€e HaiKpaLli NOKasHUKK SK reHepaTopa MBI,
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Hassa Tecty

Puc. 2. YacTKa NPOXOMKEHHS TECTIB ANS NOCNIA0BHOCTEN 3 po3MipoM Ktoda 2048 6itu

AK BUAHO 3 puC. 2, NpK 30i/bLUEHI AOBXUHW K/IKOYa YacTKa NMPOXOMXKeHHS YCiX TeCTiB
36iNbLUYETLCS, WO € rapHUM MOKa3HWKOM, SKWIA CBigUMTb NP0  SIKICHE 36iNbLUEHHS
CTaTUCTUYHOT 6e3MneKkn CTBOPeHUX KodiB. [pu ubomy wmeton [Aiddi-XennmaHa mae
Hairipwi (Ha 0.01 MeHLWi) NOKa3HMKM BXe 3 OiNbLUOCTI TECTiB MOPIBHAHO 3 NonepeaHim
po3mipoM Knoda y 1024 6itn. B Takux Tectax fK nepeBipka NiHIMHOI CKNagHOCTI Ta
CMEeKTPa/IbHUIA TECT Ha OCHOBI AWCKPETHOIO MepeTBOPeHH Pyp’e HalBULL NOKa3HWKK (Ha
0.02 0.03 6inblue) nokasaB MeTof Ha OCHOBI U, MOCNifZOBHOCTEN. Y GiNbLIOCTI TecTax
yacTKa MNPOXO[PKEHHA TECTiB NOCMILOBHOCTAMM Ha OCHOBI V, MOCNIAOBHOCTEN MalOThb
OfHaKoBI 3 IHWKUMK abo Buwi (Ha 0.01) yacTKM MPOXOMKEHHS TecTiB. B cepefHbOMy, 3a
PIBHOMIPDHOKO  NaMaHOK  4YacTOK MPOXOMKEHHS  MOXHA MPUIAHATUA  pilleHHs, WO
MOCNIfOBHOCTI Ha OCHOBI V, NOCMILOBHOCTE MatoTb GiNbll PIBHOMIPHI XapakTepuCTUKW,
LLIO € rapHUM NOKa3HMKOM fAK ana reHepatopa MBI1.

3 puc. 3 BMAHO, WO NOCNILOBHOCTI 3a Metogom [iddi-XennimaHa nNpoAoBXKYHTb
nporpasaty MOCNiJOBHOCTAM 3a MeTojamum Ha ocHosi U, Ta V, nocnigosHocTel,
MOKa3ytoUM HaHMXKXYY YaCTKy MpoXompkeHHs y 0.95 He fmwe B OAHOMY TeCTi MepeBipKu
NIHIRHOT CKNagHOCTI, a N ycboro rpadika B ULiNOMYy. YaCcTKM NPOXOMKEHHS TecTiB
MOCNifOBHOCTAMM 33 METOAOM Ha OCHOBI U, mnocnifoBHOCTENR € piBHOMipHuMM (0.98 1),
npoTe MicUsAMM MaroTb Halripwi pesynbTatv (MOCNILOBHWIA TeCT | 4aCTOTHWIA TecT B
cepeaviHi 6/10Ky). B 6inblLOCTI TecTax 4acTka MPOXOKEHHSA TEeCTIB MOC/ILOBHOCTAMM 3a
METOZIOM Ha OCHOBi V, MOC/ILOBHOCTEN TaKoX Ko/imBaeTbes Yy Aiana3oHi 0.98 1, npote
Halripwnii pesynbTaT NPUCYTHIN TifIbKM B OAHOMY TeCTi, a caMe nepeBipLi paHry 6iHapHOI
mMaTpuui. B yciX iHWMWX pesynbtatax MeTOZ Ha OCHOBI V, MOCMILOBHOCTEN Mokasye abo
0[JHaKOBi ab0 KpaLLi NOKa3HMKMK, WO CBiAYNTL NPO BUCOKMIA PiBEHb CTATUCTUUHOT 6E3MEKN.
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Hasea tecty

Puc. 3. YacTka NpOXOMKEHHS TECTIB A5 NOCNIA0BHOCTEN 3 po3mipoM Ktoya 4096 6iTu

BuvcHOBKU

[JocnigpkeHHs nokasano, Lo 3i 36i/1bLUEHHAM AOBXWHW KNtoYa B MeToax Ha OCHOBI V,
Ta U, NOCNifOBHOCTEA CYTTEBO 30INbLUYETLCA | CTATUCTMYHA Ge3neka OTPUMaHUX

nocnifoBHOCTeN. Tak, SKWO Npu AOBXMHI Kntova y 1024 6iTM NOCNig0BHOCTI YCMILWHO
nporiwnn nuwe 6 (3.77%) 1a 5 (3.14%) TecTiB BignoBigHO, TO Npu Ktodi 'y 2048 6iTn Ui
MoKasHWKM 3pocin y 2.5 pasun i Bxe crtaHoBuinM 15 (9.43%) B 060x Bunagkax. Mpu
TeCTyBaHHI 3 6i/bLL XXOPCTKAM PIBHEM 3HAYMMOCTI 0.01 Ta piBHEM MPOXOPKEHHA TECTIB
y 99% MeTof pOo3nojiny CEKPeTHWX KIIHOYiB Ha OCHOBI V, NOCMILOBHOCTEW 3 [OBXWHOO
Kntoya 4096 6iTiB NpoiloB 24 TecTun 3 159 TecTiB, B TOW Yac K MeTO[, Ha OCHOBI NPOTOKO/Y
Lidi-XennmaHa nuwe 12, wo BABIYI NepeBULLYE PiBEHb CTATUCTUYHOI 6e3nekn BiLOMOro
aHanory. MNpy LbOMY MeTOf Ha OCHOBI U, nNOCNigoBHOCTEN MOKasaB HWXXYi pe3ynbTaTy

MOPIBHAHO 3 METOAOM Ha OCHOBI V, mocnifoBHoCTeR (18 3 159 TecTiB), MpOTe i BOHU KpalLLi
3a pesynbTatu TeCcTyBaHHA MeToAdy [iddi-XennmaHa, Wo pobutb MeToAM Ha OCHOBI V, Ta
U, nocnigoBHOCTEN OAHMMY 3 KpaLLMX aHasioris WOAO0 CTINKOCTI cepef, iCHYOUMX MeTO/iB

PO3MOAiNYy CEKPETHUX KIHOYIB.
Mpy NOPIBHAHHI pe3y/bTaTiB TECTYBaHHA 3 PIBHEM 3HAYMMOCTI 0.01 HaWkpari
MOKa3HMKM MOKasaB MeToj Ha OCHOBI V, nocnigoBHocTel. HaliMeHWy CTaTUCTUYHY

CTinkKicTb Mae metog Oidhdi-XennmaHa 3 nokasHnkamu (94 97%) NOPIBHAHO 3 MeTO4amMu Ha
ocHoBi U, (93 100%) Ta V, (95 100%) — nocnigosHOCTEN.

Y uinomy pesynbTaT TECTYBaHHA MOKasytoTb, LLO 3anporoHoBaHi METOAW PO3MOAiTY
CEKPETHUX KNtoYiB Ha ocHoBi V, Ta U, MOCMILOBHOCTEA MatOTb BUCOKi MOKa3HUKM

CTaTUCTMYHOT Ge3neky NopiBHSAHO 3 BigomMuM MeTogoM Liddi-XennmaHa. HanBuwnii piseHb
CTAaTUCTUYHOI GEe3MNeKn Mae MeTOZ Ha OCHOBI V, NOCNIJOBHOCTEN, AKWA NPOWMLLOB YaBiYi

OifbLly KiNIbKICTb TECTIB MOPIBHAHO 3 MeTogoM Aidgi-XennmaHa, npu UbOMYy MeTOj Ha
ocHoBi U, nocnigoBHocTeld npoiwos y 1.5 pasun 6ifbluy KifbKiCTb TECTiB, WO TeX €

rapHUM pesynbTaToM.
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NCCNEAOBAHUNE CTATUCTUYECKOW BE3OMACHOCTU METOAOB OTKPbITOIO

PACMPEAE/IEHNA CEKPETHbIX K/TFOYEW HA OCHOBE PEKYPPEHTHbIX
MOC/EAOBATE/IbHOCTEN

HO.E. Apemuyk

BWHHWLKMWIA HALMOHANbHBIV TEXHUYECKMIA YHUBEPCUTET,
yn. XMefbHULKoe wocce, 95, BuHHMLa, 21021, YkpavHa; e-mail: yurevyar@vntu.net
MpoBeaeHbl  MCCNEAOBaHUA  CTAaTUCTMYECKOM  6e30MmacHOCT  METO4OB  OTKPbITOrO
pacripefieNleHnst CeKPeTHbIX K/toUeli COOTBETCTBEHHO Ha OCHOBE pekyppeHTHbix U, 1

V, nocnepoBaTenbHOCTEl U OCYLLECTBNIEHO UX CPaBHEHME C N3BECTHbIM MeTogoM Juddn-
XennmaHa. PesynbTaTbl aHanM3a MokKasaiM, 4YTO Haubonee BbLICOKMIA  YPOBEHb
CTaTUCTUYeckoll Ge3omacHoOCT VMeeT MeToj Ha oOcHoBe V, nocrnepsoBaTenbHOCTE,
KOTOPbIA NpoLWén BABOE 60MbLLEe KOMMYECTBO TECTOB MO CPaBHEHMIO ¢ MeTogoM Auddu-
XennmaHa, B To e Bpems MeTod Ha ocHoBe U, nocnegoBatenbHocTeld npowen B 1.5

pasa 60/blLee KOMYECTBO TECTOB, YEM U3BECTHBIA aHasIor.
KntoueBble c/oBa: KpunTorpadgus, pacnpefeneHune CEKPETHbIX KNHoYei,
KPUMTOCTOMKOCTb, CTaTUCTMYeCKas 6e30MacHOCTb, PEKYPPEHTHbIE MOC/EA0BaTENBHOCTH.

RESEARCH A STATISTICAL SECURITY METHODS OF PUBLIC DISTRIBUTION OF SECRET

KEYS BASED ON RECURRENT SEQUENCES
Yuri E. Yaremchuk

Vinnytsia National Technical University,
95 Khmelnytske shose, Vinnytsia, 21021, Ukraine; e-mail: yurevyar@vntu.net
The research are conducted for statistical security of public distribution of secret keys
based on recurrent U, and V, sequences and performed their comparison with the
known method of Diffie-Hellman. The analysis showed that the highest level of security is
a statistical method based on V, sequences, having twice the number of tests compared
with the Diffie-Hellman method, while at the same time, the method based on the U,

sequences was 1.5 times greater number of tests than the known analogue.
Keywords: cryptography, distribution of secret keys, cryptographic reliability, statistical
security, recurrent sequences
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OVNHAMIKA KIJTbKOCTI IHUMAEHTIB IH®OPMALIHOT
BESIMNEKUN

|.B. KoHOHOBUWY

Ogfecbka HalioHabHa akaaeMmist XapyuoBMX TEXHONMOT I
By/. KaHatHa, 112, m. Ogeca, 650039, YkpaiHa; e-mail: kononovich@mail.ru

B cratTi  po3rnagaeTbCs  AMHaMika  iHUMAEHTIB  iHdopmauiiiHoi  6e3neKku
IH(OKOMYHiKaLiiHUX MepeX, 3anponoHOBaHO FinoTe3y oo i KOIMB/IbHOMO XapakTepy
Ta po3pobreHa MOJeNb «3/I0BMUCHUK-3aXUCHWK» Ha OCHOBI Mogeni J1oTki — BonTeppa.
OTpumaHi  pe3ynbTaT¥  [03BOMIAIOTL  NIABULMTKA  epeKTUBHICTL  poboTU  CUCTEM
iHhopmaLiiiHoi 6e3nekn Ta hopmanisyBaTi HanpsAMKU MOfanbLUMX AOCAIMKEHb L1040
pO3p0OKM HOBUX EPEKTUBHMX CUCTEM iH(OPMaLiAiHOT 6e3meku iHOKOMYHIKaLid 3
BUKOPUCTaHHAM METOAIB HENiHIAHOT AMHaMIKK.

Knto4osi cnoBa: iHpopmauiiiHa 6e3neka, iHUMAEHTY, HeNiHiliHa AMHaMiKa, KOMN’toTepHe
MOJetoBaHHS, iHhopMaLiiHO-KOMYHiKaLiliHi Mepexi

Bctyn

IHpopmaLiiHa 6e3neka KPUTUYHO BaXKMBUX IH(PACTPYKTYp [LepXkaBu, 30Kpema,
Kibepbe3sneka iHPopMaLinHO-KOMYHIKaLinHUX cucTem (IHPOKOMYHiKaLiid), yBiiLLia B YMCno
HabiNbll 3HAYMMKX 3afady HayKu i NpakTUKW. IHPOKOMYHIKaLil cTannm CcKnagHUMK i
MOCTIAHO 3MIHIOKOTLCA. JUHaMIYHWIA xapakTep 06’€KTa 3axMCTy NPUBOAMTL LO TPYLHOLLIB
aHaNiTUYHOIO OMNWCaHHSA CUCTeM iH(opMaLiiHOT 6e3nekn. Lle cTaBuTb, 3a CnoBamu
. Y. Ti66ca, «<04HOO 3 FONOBHUX LiiNIel TEOPETUYHOIO AOCNIKEHHSA — 3HANTW TOUKY 30pY, 3
AKOT NpeaMeT NpeLCcTaBNAeTbCA Halbinbw npoctum [1; enirpad fo 8§ 1.2]». MeToanuyHOO
OCHOBOK NS CTBOPEHHSA Mogeneit i Teopil AUHaMIKM KinbKOCTi iHUMAEHTIB iHhOpMaLLinHOT
6e3nekn MoXKyTb CTaTW HeNiHiHa AMHamiKa Ta KOMMN’oTepHe MOAENOBaHHS.

OCHOBHVMM MaTeMaTUYHUMM MOLENAMU B TEOPIT 3axXUCTY iH(opmaLii, aki 3 90-X pokis
MWUHY/IOTO CTOJMITTA € «[0KA30BOK TEOPeTUYHOK 6a30t0 A/ MobYLOBU CydHaCHUX CUCTEM
3axucTy iHhopMauii» i Knacuikauis akux gaHa B [2; § 4.4], cTann: Ans AUCKPeUinHoi
noniTuknM Gesnekn — mogenb XapicoHa — Py330 — YnbMmaHa, mogent Take-Grant; gns
MaHAaTHOI MOMITMKM Ta Mogenelr Gesnekn iH(opmauiiHUX MNOTOKIB — MOAeNb
KOH(pigeHUiMHOCTI Benna-/lalagyna, mogenb uinicHocTi biba, mopgenb baitba, mopenb
Knapka BincoHa, gus. [3; § 3.3-3.5]; AN MMOBIpPHICHUX MOJeNnein — Mofeb CUCTEMI 6e3MNeKm
3 NOBHUM MEPEKPUTTSAM, irpoBa Mojesb, laHKoBa Mofenb baiiba. MonynsapusyoTbes TakoX
mMoZerni, Wo [03Bonmn BHecTn HoBi BKnagy FOgiHum O.K., KopueHko O.I'. Ta KoHaxoBuyem
I.®. y OuUiHKY e(EeKTUBHOCTI 3axXMCTy IH(POPMALiiHNX PecypciB — y3arafbHeHi KOHLUenuit
nobynosu cucteM 6esnekn IHQopmaLii, CTPYKTYPHI MOZeni opraHisauii cuctem 6esneku
Mepex, aue. [4; § 7.2-7.5], Ta iHLWi.

B winomy mogeni oxonnoTb YHKLIOHa/IbHI acnekTu, feTepMiHOBaHWIA Ta, YaCTKOBO,
CTOXaCTMYHMWI XapakTep (YHKLIOHYBaHHA cucTem 6e3nekn. [AuMHamiyHi acnekTu npoLecis,
XapaKTepHi [Ana MpoueciB pisHMX BUAIB 6e3nekn Ta KatacTpod, po3rnsgatoTbCa i3
3aCTOCYBaHHAM MeTOZIB HeNiHIMHOT AMHaMIKK Y NiIOHepCbKiA poBOTI POCINCHKUX BUEHUX Mif,
pesakuieto Manineuskoro .. [1].

Mepenik niTepaTypn 3 HeNiHIMHOT AUHaMIKK (CUHEPreTMKKM), MOYMHaKouM 3 pooiT i
OCHOBOMOJIOXHUKIB I". XakeHa Ta I. MpuroxuHa i o pobiT HUHIWHBLOT nopw, aue. [5], cTas
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HeornagHum. [pu  ybomy, 6arato [OCNIAHWKIB BiAMiYalOTb 3aCTOCOBHICTb METOAIB
HEeNIHIHOT AUHaMIKM [0 BUPILEHHS 3afa4 y 6aratbox rasys3sx Ha CTUKY (isvku i Ximii [6],
6ionorii, ekonorii [7], couionorii i ekoHoMmikuK [8], ncuxonorii, ynpaeniHHa [9]. YcniWHICTb
nobyaoBM OCHOB MaTemMaTU4HOT Teopii 6e3nekn Ta pusnky [1], peHOMeHOMOriYHNX Mogeneii
He PIBHOB&XHWUX COL,ia/IbHO-eKOHOMIYHUX cucteM [8], Ta 6aratboX iHLWKX, O0OYMOB/IEHI
NepeHOCoM Mogenei (i3nKo-XiMIYHUX peakLin y AaHi ranysi Ta BUKOPUCTaHHAM HeNiHIRHOT
AVHAMIKM A KOMIN’'OTEPHOIO MOZE/THOBaHHS.

LLlo cToCcyeTbCA  OOCMIMKEHb  3arajibHOT  [AMHAMIKM  MnpoueciB  3abe3neyeHHs
iH(hopMaLinHOT 6e3rekn Ta Kibepbe3nekn Yy CKMagHUX iH(HOPMAaLNHO-KOMYHIKaLinHMX
cuctemax (IKC) Ta mepexxax, To Takux AOCMIAKEHb MOKM L0 He AOCTaTHLO.

MeToto faHoT po60oTKn € MiABULLEHHS e(heKTUBHOCTI PO3POOKM CUCTEM IH(OPMALAHOT
6esnekn IKC 3a paxyHOK CTBOPEHHS 1 aHanisy Mofeneit HeniHIMHOT AnHaMIKN IHUMAEHTIB
iH(hopMaLlinHOT 6e3neku.

O6r'pyHTYyBaHHA METOAMKN LOCNILKEHb

3acTocyBaHHS MeTOAIB  HENiHIMHOT  AMHaMiKM AN MOJENtoBaHHA  MpOLEciB
3abe3neyeHHs iH(opMaLiiHoT 6e3nekn Hagae psg MOXAMBOCTEN Ta ymoB. Cuctema
iH(hopmauinHoT 6e3nekn IKC e cknagHo cuctemoro. s cnpoLeHHs Moaeni 3aCTOCOBYHOTb
npouesypy peaykuii. «<B 0CHOBI Takvx npoueayp — Mo AVHAMIYHMX 3MIHHUX Ha rpynu y
BIAMOBIAHOCTI 3 XapaKTePHUMM Y Yaci nepeMiHamy 3MIHHUX, OLIHIOBaHMX Yy paMKaxX OKpemo
B3ATOr0 PIBHAHHA i3 NOBHOT cuctemu, ave. [10; BCTyn, €. 26]». Y cucCTeMi BULINAIOTL LyXe
WBMAKI 32 YacOM Ta [fy)e MOBifbHI npouecy. ToAi NOBINbHO 3MiHIOBaHI MPOLIECUM MOXHa
BBaXKaTW CTaliOHapHMMM | B ONUCAHHAX MOZJeNi MOBI/IbHO 3MiHIOBaHI 3MiHHI 3aMIHUTU Ha 1X
CTaliOHapHI 3Ha4yeHHsA. TakMM CrnocoboM BAAETHCA 3BECTU 3MICTOBHE OMMCaHHA 06°eKTa [0
[BOX — TPbOX AN(EPEHLINHNX PiBHSHb. «XOPOLLIOK PUCOKD TakMX MOAENel ... SABNSETbCA
HasBHICTb HEBENMKOro umcna 6a3oBMX MoAenen, AOCNimMKeHHS SKUX [03BONSE eheKTUBHO
OyayBaTu Ta BMBYATU Be/MKI KIacu MOAenei pisHOMaHITHUX fBuLy. ... MoxHa 6yaysaTtu
BKpail MpoCTi HeNiHiHI MaTtemaTuyHi Mogeni, fKi ABNAOTLCA TNMOGOKUMMU | 3MICTOBHUMM
[11; c. 19]».

«ICHYe NpaKTUYHWUIA cnocib peaykuil cucTeMn piBHAHL (BENMKOT PO3MIPHOCTI) [0
PiBHAHb Habarato MeHLIOT PO3MIPHOCTI, L0 Hafae MOX/MBICTb AaTV 3MICTOBHE OMUCYBaHHSA
06’€KTa Ha OCHOBI YCbOTO TiNIbKW ABOX-TPbOX AMEpPEeHLiNHMX PiBHAHbL. MpUHUMN pesykuii
COTEeHb, PIBHAHb [0 CUCTEMW PIBHAHb Habarato MEHLUOT PO3MIPHOCTI OCHOBYETHCA Ha
MPUHLMNI NpPoCTOTW, AMB. [8; BCTYM, 8 4] NpUHUMNI MIHIMYMY Ta «BY3bKOr0o MiCLs», OMB.
[8; BCTyM, § 2]». ¥ Takmx cucteMax MOXYTb BUHUKATN CTPYKTYPU KOMIEKTUBHOT MOBELIHKY ...
Ta MOX/IMBI aBTOKOMMBa/IbHI NMpoLiecK, AvB. [8; BCTyM, 8 6], a TaKOX «Mat0Tb MICLE CTEMEHHI
3aKOHW PO3MOAiNy Ta ABULLA CAMOOPraHi3oBaHOi KpUTUYHOCTI, AuB. [1; rnasa 2, § 3]».

Cuctema iHcopmaLiiHoT 6e3nekn IKC € BigKpUTOH He PIBHOBaXXHOK CUCTEMOO B
TOMY CMWCAI, IO BOHA aKTUBHO OOMIHIOETLCSA i3 CBOTM OTOUEHHAM iH(popmav,ieto. OCHOBHUM
mMaTeMaTMYHUM anapaToM € IKiCHa Teopis AndepeHLinHUX piBHAHb. CUHEPreTUYHWI Nigxig
Ta BIANOBIAHI MOLENI MOXYTb CTATU BXK/IMBUM €/1EMEHTOM AOC/IIKEHb MacLUTabHUX CUCTEM
iH(hopMaLlinHOT 6e3neku.

Po3rnsHemo ofHOpigHY Mepexy i3 K 06’ekTiB (komn’toTepiB). Hexall Ha KOXXHOMY 3
06’ekTiB € L ypa3nmBocTeit. Tak L0 y MepeXi CyMapHo €

z KL 1)

ypa3nmMBoCTeN. BisbMeMO cUCTeMY, sika CKNafaeTbCs i3 MHOXUHM 06’€KTIB 3aX1CTY Ha By3/ax
Mepexi, AKi MatoTb BPa3/IMBOCTI, i3 3/JI0BMUCHUKIB, IKI CTBOPIOKOTH MOTIK atak Ha Mepexy, i3
npayiBHUKIB CY)KOK 6e3nekun, AKi BUABNAOTb | MPOTUAIOTL aTakam Ta JliKBI4YHTb BUABMEHI
BPa3nMBOCTI. ATaka 3aKiHUYYyETbCA 3/TOMOM CUCTEMU, FKLLO Y Mepexi 3HaxXoAMTbCA Xo4a 6
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OfjHa i3 ypa3nnBOCTel, BigNoBiAHO. IHTepeC yCnilHMX 3/10BMUCHUKIB MOfisirae y Tomy, Wwo6
6yno 6araTo BpasnmBocTei (i NpauiBHUKIB CNy)K6K 6e3nekn, 60 YMCN0 OCTaHHIX CBIAYUTb
Npo ULiHHICTb iH(opMaLiiHUX pecypciB, fAKi 3axmLiaroTbes). IHTepec O4HOro npayiBHMKA
CNy)K6u 6e3nekn nonsarae y BifACYTHOCTI 3/I0BMWCHUKIB. IHTepec Kopriopauil npauiBHUKIB
CNy)K6u 06e3nekn BuMarae fAeskoi Masiol KifIbKOCTI  3/10BMUCHUKIB AN NIATPUMKMN
npogeciiHoro piBHA npayiBHMKIB. TlOBHa BIACYTHICTb 3/10BMUCHUKIB NPUBOAUTL [0
NiKBigawii cnyx6m 6esnekn. «IHTepec» ypa3nMBOCTEN BUMarae, Wo6 NpauiBHUKIB CNyX6u
besnekn Oyno Mano. 3afjaya npauiBHUKIB CNyxobu 6e3nekn nonsarae y nikeigayii
Bpa3/MBOCTEN. IHTepec YCi€l cuCTeMM BMMArae NigTPUMaHHSA MiHIMaIbHOT YMCEeNbHOCTI
3N0BMUCHVKIB, NpauiBHUKIB CNy)X6n 6e3nekn i Bpa3MBOCTeN. Y Takili NocTaHOBLi 3ajadva
CX0Xa Ha 3afjavi, fKi BUPILLYIOTLCA Y KIACUYHIA MOZENi «XMXKaK - XXepTBa». Y 6ionorii us
MOJe/lb BMBYAETLCA 3 METOK BW3HAYEHHA YMOB, 32 fKMX MIATPUMYETHCA EKO/OTIYHO
PIBHOBaXKHA KifIbKICTb B3aEMO3aIEXXHUX MONYNALIA Npu 3agaHUX NpUPOAHMX pecypcax Ta
eKO/OriYHOT pIBHOBArn. Y HawoMy BUMaAKy MNpPeAcTaB/fe iHTepec aHani3 yMOB 3a AKMX
MIHIMI3y€eTbCS KiNlbKICTb Ypa3iMBOCTel i, BigNoBi4HO, aTak.

KoHCTpytoBaHHA Mogeni AMHaMiuHUX NpoLueciB iHhopMauiiHOT 6e3neKku

BigHOCHO 3MiHHOT z — cymMapHOI KifbKOCTi Bpa3nmMBOCTe Yy Mepexi (1), MOoXKHa
cKasaTu HactynHe. Bigomo, 3a gaHumm 3MI, WO KifbKIiCTb MOMUIOK, AKi 3a/MLWIaINCh Y
nepwmx Bepciax onepauinHoi cuctemn (OC) Windows, 6yno 6nm3bko 200. Y cyyacHMX
Bepciax OC noOMWNOK, AKi NpU3BOASTL A0 BPa3MBOCTEN Bif aTak, 3HayHO Oinblie 3a
06’€EKTUBHUX MPUYMH. [JOKa30M LbOro € HeCKiHYeHHWI MOTIK OHOB/EHb, AKI PO3CMNAKTLCA
Ha KOMM’tOTEPU JIerasibHUX KOPWUCTyBa4iB. PO3MIpM MPOrpamMHOro KoZy CTain HacCTiNbKK
rraHTCbKUMK, WO NoBHe TecTyBaHHA OC CTasio HEMOX/IMBUM 3a MOKa3HMKaMu 4vacy i
BapTOCTi [12; § 9.2, puc. 9.1]. A MeToAM aBTOMATU30BaHOIO reHepyBaHHA HadiiHUX Nporpam
Ta METOLONOriA CTBOPEHHSA MPOAKTUBHUX CUCTEM iH(OPMALiMHOT Ge3MneKn, PO3BUHYTI MOKM
L0 HefocTaTHLO [13,14]. 3 MoMeHTy noyaTky ekcnnyatauii OC 4ncio NOMUIOK Y CUCTEMI
MOCTYMOBO 3MeHLUYETbCA. [MOMWMKM 3HAaXO4ATb | BUMPABAAOTL PO3POOHUKKM, a TaKoX
[00pOCOBICHI  KOpuCTyBadi. 3a MOMWIKaMW MOJIKOKTL  3/I0BMUCHUKK. T1OTIK  crpo6
3N0BMMWCHMKIB 3HATM BPa3/IMBICTb € CTOXaCTUUYHMM. Ae Cif BBAXATH, LLIO AKLLO Y Mepexi €
BPa3MBICTb, TO BOHa, PaHO 4u Mi3HO, Oyae 3HailfeHa i BMKOpUCTaHa Ans aTaku. Tomy
(hYHKLiIO NOTOKY aTak OyaemMo MoB’A3yBaTW i3 (DYHKUIED 4MCna BPa3IMBOCTEN He
CTOXaCTUYHUMMU, a LLeTEPMIHOBAHUMM 3a/IEXKHOCTAMMU.

Y NpOroHOBaHin Mofeni AvHaMiYHUX MpoueciB iH(popMaLinHOT 6e3rnekn pecypcom
OyaeMo BBaXKaTW BPa3/IMBOCTI CUCTEMM [H(OPMALLINHOT Ge3MeKn, XapakTepUCTUKOK AKUX
Oyfe 3aralbHe 4MCNO BPa3/IMBOCTEN (He3aneXHOo Bif4 1X Tuny). [Mo4aTKoBY KifbKiCTb
ypa3nMBOCTEN MOXeMO obumcntoBatn 3a ¢opMmynoro z n N, ge n — KinbKicTb
ypasnmeocTeit B OC; N — KinbKicTb iHCTanALiin gaHoT onepayinHoi cuctemn. Mixk xakepamu
Ta MepcoHanom cnyxom 6esnekn inge 6opoTbba 3a KiHYeHW pecypc. Xakepy CMOXMBAOTb
pecypc-BpasnMBOCTI ANA 34IANCHEHHSA aTak. Cny)X6un 6e3nekn BUSBNAKOTL aTaku, aHali3yloThb
BPa3IMBOCTI i 3aKpMBatOTb abo NiKBiAYHTb PeCypc-BpasIMBOCTI.

Cuctema, LLO pO3rNISAAETLCA, € CUCTEMOLO i3 3aMi3HIOBaHHAM. 3ani3HOBaHHA BUHMKAE
BHACMNiJOK NPOBeeHHA po60TW MO aHani3y artak: BUAIEHHA XapaKTepHOro «CUHAPOMY»
BIpYCY UM aTaku, BUSABMIEHHA Ta JiKBijalisa Bpa3MBOCTI TOWO. 3ani3HEHHS BMHUKAE | AK
couia/ibHO-MCMXO0/OriYHe fABMLLe, Hanpukniag, 3a HeobXigHOCTI HaBYaHHS KOPWCTYBauiB,
(haxiBLiiB Ta OCIO, LLIO NPMIAMaLOTL PiLLEHHS. «TYT MM CTUKaeMocs 3 epekToM KacaHgpw, npo
KNI MaliXe 3aBXAN 3ragytoTb OYeBUALI HaWbINbLWNX NNX — BaraTo, a IHKOAW 1 GiNblicTb
NOJEN He CMifYTb 3aCTEPEXEHHAM, iTHOPYIOTb MomnepeKeHHs LWoa0 Hebe3neku i 3aB4acHO
He PO3MOYMHAIOTL HIAKMX 3aX0A4IB, AKI fornomoram 6 im BpATyBaTuch, AuB. [1; BcTyn, § 3]».
TyT Mano 3HaTM 3aKOHOMIPHOCTI, nepeg6avaTn IHUMAEHTM 3 6e3MneKkol, CTBOPHOBATU
MexaHi3my 3axucTy. Tpeba [OMOrTACb, W06 Ue 6yno 3po3yMino NOAAM | HUMM
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BMKOpUCTaHO. LLle OAHIED NPUYUMHOIO 3ari3HIOBaHHA € MPUCKOPEHHS 3MIHW TEXHOMOTIA i
3BMKaHHA [0 HMX. 3rigHO KoHuenuil naypeata Hob6eniscbKol npemii AngiHa Toddnepa «...
ICHY€E rpaH1yHa LWBWAKICTb CNPUAMaHHSA NOAMHOK 3MiH [1; rnasa 1, § 3]». A 3a yac 0gHOro
MOKOJIHHA 3apa3 3MIHIOKTb 0fHa OAHY AeKislbKa TeXHOMOTIN. Jlioan, 0co6/MBO CTapLUOro
BiKY, MOXYTb MaT¥ TPYZAHOLL 3 NepeHaBYaHHAM i CNpUAMaHHAM HOBUX 3arpos3.

Y pgaHoMmy pasi MOXKe MoCTaTh NUTaHHS, Y NPaBOMIpHUWIA Nepexif, 40 po3rnsLy Mepexi,
a TOYHiLWe 10 «KOMEKTUBY» 06’EKTIB 3aXMCTY, 3aMiCTb TOrO, W06 HaZINHO 3aXUCTUTN KOXKEH
06’eKT OKpemo. Togi, Tak 3gaBanocs 6, Lo i 3aranbHa 6e3neka 6yae 3abesneyeHa. Ane cTaH
iH(hopMaLiHOT 6e3neKkn CbOrodHi He A03BOMSE CaMOCTIAHO 3a6e3neynTy HadiinHWIA 3axmCT.
BuaBneHHs Ta NpoTUAIA atakaMm Ha KOMM'IOTEPHY Mepexy He Mif CUny OKpeMum T1i By3/am.
Kpim TOro, «noHATTA 6e3neKku € CUCTEeMHUM. BOHO 3ai1eXWTb Bif TOro, AKi CUCTEMU MU
aHani3yemo, a fiKi And Hac 6aigyXi Ta po3rnsfaroTbCAd SAIK 30BHILLHE OTOYEHHS. ... Mig
CUCTEMOIO OYyfeMO pPO3YMITU UMKIIYHY abo NOMIUMKIIYHY CUCTEMY 3B’A3KIB, 34aTHY
NigTPUMyBaTN BflaCHEe ICHYBaHHA. 34aTHICTb O TakOol caMOnigTPUMKM abo romeoctasy 3a
[OMOMOroK UMKNIYHOT CTPYKTYpPU 3B’A3KIB | OyfeMOo po3rnsagatv K OCHOBHY MPUKMETY
CUCTEMM. ...

Besnekoto cuctemm OyaemMO Ha3MBaTU BIACYTHICTb MOX/MBMX MoOpylleHb (abo
BIZICYTHICTIO NPUYVMH, L0 BUK/IMKAKOTbL NOPYLLEHHS) FOMEOoCTasy CUCTEMU Ha NPOTA3i AeAKOro
NMPOMDKKY 4acy [1;rnaea 2, § 4]». Tam >e CTBEPIKYETbCA: «HAKLLO OCTAHHIO CYKYMHICTb
(mepexy, — K) posrnsagatv sk cknafHe CUCTEMOYTBOPIOKOYE CepefioByLLE, TO NPUIALEMO [0
BMCHOBKY, LIO MPOCTi CMCTEMU MOXYTb ICHYBaTW fiMlle Y CKNaZHOMY CepefoBuLli, a Yy
MPOCTUX CEPefOBMLLEAX CUCTEMU MOBUHHI BYTU CKNagHUMU. ... [na NIATPUMKU TOMeocTasy,
TOGTO [N KOMMeHcauii HecrnpuaT/IMBMX 30BHIWHIX BMAvBIB (ab0 419 pO3puBaHHA
HebaxaHMX 3B’A3KIB), CUCTEMi MOTpibHa feska MiHiMasbHa CKNafgHICTb. [1eBHE, 4uM
CKMagHiwa cuctema, TMM 6inblue BNAMBIB BOHA 34aTHa KOMMEHCYBaTU. HAKLWO cUCTeMa He
[OCTaTHbO CKNafHa, W06 BWXUTWM Y PU3MKOBAHOMY CepefioBULLi, TO BOHa BWXWBAE He
OAVHVWYHMUMW OCOOMHAMK, a KOJIOHIAMW, BENUKMMMK rpynamu. ... MabyTb, TakuM YWHOM
L06MpaeTbeA NOTPIGHA CKNaAHICTb. LiHHICTb OAHIET 0COOMHN HeBeMKa, CMEPTHICTb BUCOKA,
KONOHIS ICHYE 3a paxXyHOK BWCOKOI LUBWAKOCTI PO3MHOXeEHHs. ... [ewo Takoro pogy
BIZATBOPIOKOTL MOZENI TUMY XUXKaK-XKepTBax.

TakoxX, 3rigHo 3akoHy Y. Pocc Ew6i Wwoao HeobxigHOro pisHoMaHiTTa: «KifbKiCcTb
PerynioBaHHA Mae OyTW He MEHLUOK PI3HOMAHITTA 30ypeHb, MPOTM AKOTO Haripas/eHe
peryntoBaHHA [15; rnasa 11/8-11/10, rn.13/1]». CknagHIiCTb NOBEAIHKW CUCTEMWU NPOTUAIT
MOBMHHA MepeBuLLYBaTU CKMAAHICTb MOBEAIHKM aTakyruoi cuctemu. 3Bigcy BUMAMBAE |
BMCNOBMtOBaHHS €.A. KacrnepcbKoro LWoa0 «BaXK/MBOCTI CKMaAHWUX TEXHO/MOFIA B ernoxy
CKNafHuX atak [16]». MMigTBEPIYKEHHAM CKa3aHOro MOXEe CMYXWUTW NPOTIKaHHA 60poTLOM 3
Bipycamu, Mig 4ac SKOT HopmanisyBaTy CUTyauito (3a BUK/IOUYEHHAM «OOMOBMX BIpYCIiB»)
BA10CH, CTBOPMBLUN LIeHTPani3oBaHi Cny>0un, [e KOHUEeHTPOBaHi JOCBifYeHi crieyianictu 3
aHanisy BIpyciB, i PO3ray>KeHy CUCTEMY PO3CUJIKM aKTya/lbHUX 6a3 JaHNX «CUHAPOMIB» LUX
BipyCiB 1 onepaTUBHOI MOAM(iKaL il 3ac06iB aHTUBIPYCHOIO 3aXUCTY.

OcCKiflbKM 3arpo3v CTan BUXOAMTW Bif, Garatoe/leMeHTHOT CUCTeMU, TO A1 aHai3y
CUCTEM NPOTUAIT NPUPOAHUM € BUKOPUCTATM METOAN CUHEPTETUKIN ab0 HENIHINHOT AMHaMIKK.
Came crHepreTvka ik Teopisi CYyMIiCHUX [Aiil, BUBYAE BUHWKHEHHS Y CKMAAHOI CUCTEMMU, O
CKNafaeTbCs i3 B3aEMOZIHOUNX e/IeMEHTIB, HOBMX BIACTMBOCTEN, AKMMMW OKPEMI €NEMEHTU He
BOJIOAItOTb.

ICTOPUYHO NepLUOKD HaMNPOCTILLIO NiHIHOK MOLenslo y Wil obnacti 6yna Mogens
HapofoHaceNleHHs, 3anponoHoBaHa y 1798 p. T. ManbTycoMm, i BupiweHow we y 1202 p.
N. ®i6oHayui [10; rnasa 2.3, npumep 2J:

Z_I:I N, N(0) N,, const 0. (2)
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®i3nyHnin cmmucn Mogeni y TOMy, WO LBUAKICTb POCTY HacesneHHs, 3a BIACYTHOCTI
CTpUMYyHOUMX (pakTopiB abo npoTMAil, NPOMOopLiiHa 4YuCeNbHOCTI  HaceneHHs N .

BuipilueHHsM Uboro piBHAHHS I € Nt Noe . BupillueHHs Ma€ CUHTynsipHicTb: N t npu

t . Mogenb MoxHa 3acTtocyBaTv NS OMWUCYBaHHA POCTY HacCefieHHs, 6i0NoriYHmnX
BIPYCiB, & TaKOX POCTY 4mMCna KOMIM’IHOTEPHMX BIPYCIB B YMOBAaX, KO/IM HEMa HIfKOro
aHTMBIPYCHOIO 3aXUCTY i BipyCH MatOTb HEOOMEXEHMIn AOCTYN A0 MOTPIGHMX 1M pecypciB
cepefoBuLa.

B peasibHMX YyMOBax € 06MeXeHHS poCTy — abo 3aKiHUYKOTLCA Pecypcu, KONM 3apakeHi
BCi KOMN’t0TepK, abo BIPYCH 3HULLYIOTLCSA, KON NMPOTU HUX BefeTbes 6opoTbba. «Y 1835 p.
N.A. Ketne i MN.®. ®depxtonset, a B 1920 p. nostopHo P. Mipn i J1.A. Pig, Bigkpuau, wo
yncenbHicTb BUAY N 3MIHIETLCS Y BiANOBIAHOCTI 3 3aKOHOM, SIKWIA 3a4a€TbCA IOTICTUYHUM
PIBHAHHAM

N
N rl — N,
< ©

ae K —cepefHiin po3mip nonynsauii;

N — yncenbHICTb Nonynayii;

I — Ma/IbTy3iaHCbKMIA KOeiLiEHT NIHINHOIo pocTy.

CepefHin posmip nonynsauii — K 3aneXxuTb Bif €MHOCTI cepefoBuLla, TOOTO Bij
KINbKOCTI TKi, po3Mipy apeany 3acefieHHs. JIOriCTUYHMIA 3aKOH [06pe Onucye AUHaMiKy
pOCTY NPOCTUX OIONMOMYHUX | KOMM'tOTEPHUX Bipycis, Aaue. [1;rnasa9, § 1.1]». Ane
NOTICTUYHWUIA 3aKOH He 3aCTOCOBHWI AN MOAENtOBaHHSA GiNbLUIOCTI iHWMX BUAIB aTak Ha
KOMM’HOTepPHI Mepexi, 60 He BpaxoBYe (hakTop 3ani3HeHHs.

Pe3ynbTaTu, OTPUMaHi B HeNiHIMHIA AWHaMILi, LO3BONATbL CPOPMY/HOBATU HACTYNHY
rinoTesy.

[ OBrocTpokoBi npouecn 3abesnevyeHHs iH(QopmMaLiiHoT 6e3nekn, K i npouecn Yy
UUCNEHHUX CKNafHUX MNPUPOLHMX CUCTEMAX, MOXYTb MaTW KOMMBAIbHUMA, UUKNIYHWIA
XapakTep i MalTb nepiogu 3pocTaHHA i cnafaHHA. OAHMM i3 MexaHi3MIB KOMMBa/lbHOCTI
MOB’A3aHMI 3 TUM, LLO cUCTeMa 3abesneyeHHs iHpopmaLiiHOT 6e3nekn ABNSETLCS CUCTEMOLD
i3 3ani3HeHHAM. B HMX pe3y/nbTaTt BN/iMBY NO3HAYaETLCA HE Bifpa3sy, a vepe3 nesHWI Yac h —
yac 3anisHeHHs. Ha BMpPOOMeHHs 3axofiB MpOTUAII Ta TX BMPOBaMKEHHS BUTPAYaETLCH
NeBHWI Yac. Tak, XBW/i HOBMX BIpYCiB BCTWUralOTb PO3MOBCIOAWUTUCH, MOKWU He 6yayTb
OHOBJIEHI BCI aHTKBIPYCHI 3aco6u.

[Na onucyBaHHA CUCTEM, LLO CXWbHI [0 PI3KMX UMKMIYHUX KOmMBaHb «y 1948 p.
I".XaT4YMHCOH 3anponoHyBaB HACTYIMHE y3arajibHeHHS PiBHAHHSA (3):

N ri1 %Nt, )

[le h —yac 3ani3HeHHs.

BBefeHHA [fofaTHOT MNOCTiMHOT h — ue cnpoba BpaxyBaTW (hakTop 3amni3HeHHs.
PiBHAHHS OMUCYe HaCTYMHY CUTYyauito: BWA 3aCeNeHUin 'y OAHOPIAHOMY CepeaoBMuLLI,
MirpauiinHi (akTopu He CyTTeBi, MaETbCs 3afaHa KiNbKiCTb DKi, fKa BiAHOBNIOETLCA NpU
3MEHLLUEHHI uucneHHocTi nonynauii, ave. [1;rn.9,81.1, dopmyna (3)]». Cwutyauis 3
KOMM’IOTEPHUM  BIipYCOM OMWCYETbCA Yy Takiii Mofeni Tak: KOMM'HOTEPHUIA  BipycC
PO3MOBCIOMKYETHCA Y OLHOPIAHIN KOMMN’IOTEPHI Mepexi, € 3afiaHa KifbKiCTb KOMM’toTepiB,
AKi MOXYTb OYyTW 3apaeHi. PilleHHA piBHAHHA (4) Mae nepioguyHUIA  KONMBa/IbHUI
xapakTep. Vloro aHanis € npeamMeToM iHLOT po60TH. TYT NnLLe 3p06UMO 3ayBaKeHHS, LLO
nepiog, KONMBa/IbHUX MPOLLECIB Y CUCTeMaXx i3 3ani3HEHHAM MOXe OyTN 3HAYHO BINbLUMM, HIK
yac 3anisHeHHs. [ns BMNafKy, WO PO3rNAAaETbCs y Uit po6oTi, 6inbll NnpuaaTHa MoAenb
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«XWDKaK - )XepTBa». ICHYHOTb unMcneHHi fobpe BuBYeHi Mopaudikauii Liel mogeni. 3agaya
3BOANTBLCA A0 BUBOPY Moamndikalii Mogeni, YAOCKOHaNeHHS i Ta afjeKBaTHOT iHTepnpeTayii y
TepMiHax cucteM iHhopmawiiHoT 6e3neku.

I3 [eKinibKOX Pi3HOBUAIB MOZeni «xuxak-xeptea» (ams. [1; 8 5.1, opmyna (29)] Ta
[17; ynpaxkHeHnuns 1.15, 4.9, 4.12]) obepemo £K 3pa3ok Mogenb JIoTki— Bonreppa,
YAOCKOHaNIeHWI1 BapiaHT SKOT ONmMcaHo Ta NpoaHani3oBaHO aHaniTM4HO y [1, ; rnasa 9, § 5.1,
(opmyna (29)] Ta [18; opmyna 1]. MMokaxemo, WO L0 MOAENb MOXHa YLOCKOHAIUTH,
MepeTBOPUBLLN i Y MOLENb «XaKep - 3aXUCHUK». MMO3HaUMMO 38 X — KiJIbKICTb aTak Ha
KOMM’IOTEPHY MEPeXY, L0 BUKOHYKOTbCA 3/I0BMUCHMKAMU, LIe aHANIOr «KepTB»; 3a Yy —
KiNbKICTb Onepauii, WO BUKOHYKTbCA 3aXMCHMKaMW KOMM’HOTEPHOI Mepexi, Le aHanor
«XMDKaKIiB»; 3a Z — Ki/IbKICTb Ypa3/IMBOCTel y MepeXxi, LA 3MiHHa XapaKTepu3ye «pecypcum».
KinbKicTb ypa3nuBoCTeil y KOMN’toTepax, fKi MOXYTb OyTW aTakoBaHi, BPaxOBYETbCA Y
«pecypcax» 3a opmynoto (1). CepeAHe 3HAYEeHHA LMX BEUYMH MO3HAYMMO BENUKUMU
byksamu, BignosigHo — X_,Y,, Z.. [uHaMiKy 4mMCeNbHOCTI B3aEMOAIHOUMX MONyNsL il

3axmcHmka X(t) Ta xvkaka y(t) 6ygemo MofentoBath CUCTEMOKO PIBHSAHb

xt r,1 al y1 xt_h, Xt
Y, X, 5)
xt yt h ’
yt r, yt

Ag I, Tar, — ManbTy3iaHCbKi KOegilieHTn pocTy;

h, Ta h, — cepeaHiit yac 3aTpUMKW, BiANOBIAHO, aHani3y (MiaHyBaHHS) aTakn Xakepom
/i BNPOBaKEHHSA 3ac06iB NPOTUAIT Ta MOLYKY BPa3/IMBOCTI 3aXMCHUKOM;

X. Ta 'Y, — cepefiHi KiNbKOCTi onepauiii A/19 aTak Ta 3 NiksifaLil atak, BiAnosigHo;

a — KOeiLliEHT TUCKY 3aXMCHUKIB Ha XaKepiB, AKWIA BU3HAYaE e()eKTUBHE 3MEHLLUEHHSA
cepefHbOI KiNbKOCTI il XakepiB 3a YMOBU 36i/1bLUEHHA aKTUBHOCTI 3aXUCHUKIB (XMXKaKiB);

KoeqiLieHT TUCKY 3aXMCHUKIB Ha XakepiB — a BU3HA4Yae eqEeKTUBHE 3MEHLLEHHS

KiNIbKOCTI onepaviii xakepiB Mo njaHyBaHH0, NigroToBLi Ta 34iiCHEHHA aTak. Vloro MoXHa
BU3HAYMTM HEABHUM YAHOM

X a c - (6)

Ha npakTuyi KinbKiCTb Ypa3nMBOCTE MepeXi MOCTYNOBO 3MEHLUYETbCA BHACMifoK
[IANbHOCTI CNy)K6M 6e3neKn Ta BAOCKOHaNeHHs Teopii 6e3nekn. Ane yacta 3MiHa TEXHO/OT il
i MOTIK HOBMX BePCiN NiABULLYHOTb CTPUOKOMOAIGHO u4MCNO Bpas3nMBOCTeR. KinbKicTb
YpPa3N1BOCTEN JOBOAUTLCSA BBXKATH NMOHOB/IOBAHUM PECYPCOM.

MpoBefeMo aHani3 Liei MoZeni npu noyaTKoBUX ymoBax Ha iHTepsani yacy h, O

Big: Xx(0) 1, y(0) 1, axki 6yn xapakKTepHi Ha MOyYaTKy MacoBOr0 BWMKOPUCTOBYBaHHS
KOMMN’10TepiB B YKpaiHi.

AHani3 mogeni AnHamiKun KifibKOCTi iHUMAEHTIB iHopMaLiiiHOT 6e3neKu

®i3nyHMIN cMUCn MOoeNi, Ska NpeLcTaB/ieHa CUCTEMOIO PiBHAHL (5), MOXHa 3p03yMiTK
MOPIBHABLUM 11 3 IHWMMMN MOZENAMU. Tak, SKLO0 BUKIHOYUTU YeHU, SKi ONUCYIOTb B3aEMHI
3B’A3KM, CMCTEMA PIBHAHb po3nagaeTbes. MNpu UbOMy, AKLLO Hema 3axucHuKiB (a 0), TO
nepLle pPIBHAHHA TepPeTBOPHOETLCA HA PIBHAHHA XaTtumHcoHa (4). AKWo, KpiM TOro,
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BUKNIOUMTK 3anisHeHHs (h,  0), TO MaeMo MOTICTUYHE PIBHAHHA. A AKLO, KPIM TOro, dai
3HATW CaMOOOMEXEeHHA Ha pICT KifbKoCTi arak (X, ), TO nepwe pPIBHAHHA CTae
PIBHAHHAM MaNbTy31aHCbKOTO POCTy. AKLL0 Hema Xakepis ( x(t) 0), Lo BaXKKo cobi yaBuTH,
Ta BUK/TOUYNTK (haKTOP 3ani3HIOBaHHSA, TO i3 ApYroro piBHAHHSA (5) BUNIMBAE, LLO 3aXMCHUKM
MOCTYNOBO «BMMMPAKOTb». HAKWO Yy Mofeni, To6To cuctemi piBHAHb (5), BUKIOUUTU
3anisHeHHs 3 060X piBHAHb (h, 0;h, 0), To Modenb CTae KaHOHIYHO, Sika PETeNbHO

npoaHasi3oBaHa aHa/liTMYHO Ta umncenbHo, AvB. [11; rnasa 8, npumep 1] Ta [7; rnasa 2, 8 3].
Bnok-cxema Simulink gns mogeni JlIoTki-BonTeppa HaBegeHa y [7; npunoxeHue A.4]. Lopo
mogeni i3 3anisHeHHaAM (5), TO BOHa AOCNifKeHa 3HayHO MeHwe. Y [17;rnasa 4 wu
yrnpaxHeHne 4.9] pospobneHa MeTOAMKA PO3PILEHHS  AUMEPEHLIAHMX PIBHSAHL i3
3ani3HeHHAM Ta HajaHO MPUKIaL POo3paxyHKy ANA MPOCTOi MOAEN «XUXKaK-XepTBa», L0
cxoxa Ha mogenb (5).

Onsa cnpoweHHa mogeni (5) mpy umcenbHOMY po3paxyHKy 3MEHLUYHOTb Ki/IbKiCTb
napaMeTpiB 3a JOMOMOrow 3amiHu. Crigywoumn [17; dpopmynu (3), (4)], pobumo 3amiHu:
t ho, xtho) XN (), yth, ) YN,() i gani, nosHaumswm , rh, , rh,

hh,/h,, Ta nepenosHaunBWM  uepes t, OTPUMYEMO

N, t L1 al N,t Nt 1N,t,
1 1a 2 1 1 (7)
Nyt ,N,t Nyt hN,t.

3 nNpakTUYHUX MipKyBaHb [A/19 MOAENtoBaHHS Hamu O6yna CTBOpeHa Mporpama
NpoBefeHHsA po3paxyHKis 3a opmyroto (5).
PesynbTaT ofHoro 3 nporoHis mogeni npu r, 128, r, 099, a 09, h 1,

y
h, 04, X, 35,Y, 25, nokasaHiHa puc. 1.

y

Model of Lotki-Volterra with lags, =0.4
200 ‘ \ N1(t)
—eo— N2(t)

150

100

quantity Ny, N,

ol
o

Puc. 1. Po3paxyHku mogeni JToTki-BonTeppa B cepegosui MATLAB

[0 HefonikiB po3rnsHyTOl MoAeni AUHaMIKW KifbKOCTI IHUMAEHTIB iH(opMaLiinHOT
Oesnekn MOXHa BIigHECTM I AKICHWMIA xapakTep. «YUCNO (YHKUIOH&/IBHO 3HAYMMUX
«Pe30HaHCIB» Y peaslbHUX CUrHasax (CUCTeMax) ... MOXe JocAraTu [eKiIbKOX COTeHb. [Mpn
LIbOMY, BHAC/IOK B3aEMO3B’A3KIB Yy CUCTEMI Ta BMN/IMBIB CTOPOHHIX (haKTOpiB Pi3HOro BuLY, Y
TOMY 4uCNi, BUNAAKOBMX, MNPOAYLbOBAHI CUCTEMOI CUTHa/IM HecTauioHapHi, AuB.
[10; BcTyn, €. 27]». Lle cTOoCcyeTbCA 1 BeNMKMX CUCTEM  iH(opmauiiHOT — 6e3rneku.
MpofoBXxyemMo uuTaTty: «Bci Ui (haKTOpyM «MacKyrTb» UMCTO XaOTUYHI KOMMOHEHTU
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CUrHaniB. ... Take PI3HOMAHITTA AUHAMIYHMX (PAKTOPIB HEMOXX/MBO BpaxyBaTW Yy pamkax
MOZE/IbHOT0 PO3rnsaay».

BuvcHOBKU

3anponoHoBaHa y faHili CTaTTi MOAENb «3/T0BMUCHUK-3aXMCHUK» Ha OCHOBI Mogeni
Notki-Bonteppa nigTeepawna rinoTtesy LWOLO KOMMBAILHOTO  XapakTepy AWHAMIKU
IHUMAEHTIB IHopMaLiiHOT 6e3NeKn Ta A03BONSE YITKO BU3HAUMTM HaMpAMKM NOAabLUNX
LOCNIDKeHb WOoA0 PO3po6bKM MeTOAiB Ta MOo6YA0BM CUCTEM 3aXMCTY iH(opMaLil, a TakoxX
CTBOPUTY KOHUENTYaslbHI MOAEeNi NonepepKeHHs aTak Ta (popmanizyBaTtu, Ha OCHOBI METOZIB
HENIHINHOT AMHAMIKM, MOX/IMBOCTI NPEBEHTUBHUX CUCTEM NS MiABULLEHHA ePEKTUBHOCTI TX
BMOOpPY 11 (hopMy/HOBaHHIO BUMOI MpK TX NPOEKTYBaHHI Ta po3pobkun. Po3pobneHa mMogenb
B3aEMOBI/IMBY MOPYLUHMKA | 3axXWCHMKA B CUCTEMax 3axuCTy iHgopmauii [03BONSE
BU3HAUMTK CYKYMHICTb 3aX0AiB PI3HOTr0 XapakTepy [A/19 OpraHisauii KOMMIEKCHOT CUCTEMU
iH(hopMaLlinHOT Ge3nekn B iH(OPMaLiiHO-KOMYHIKaLiiHUX cucTeMax. Bubip agekBaTHOT
MOZeni Ta po3paxyHOK Ti KiNbKICHMX XapaKTepUCTMK Ha OCHOBI EKCMepuMeHTa/bHOT
CTaTUCTMKM A po3po6Ka NPOrHo3y € MeTOK NOAA/bLLOT POBOTH.
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ANHAMNKA KOJIMYECTBA NMHUMAEHTOB I/IHdDOPMALI,I/IOHHOI7I BE3OIMNMACHOCTU
N.B. KoHOHOBWY

Ofecckas HaUyoHabHas akafeMus NULLLEBbLIX TEXHONOT Ui
yn. KaHatHas, 112, r. Ofecca, 650039, YkpavHa; e-mail: kononovich@mail.ru

B cTaTbe paccmaTpuBaeTCsi [AMHaMUKa WHUMAEHTOB WH(OPMAaLMOHHON 6e30MacHOCTM
MHOKOMMYHMKALIMOHHBIX ~ CETe,  Mpef/iokeHa  runotesa  OTHOCUTENbHO — ee
KonebaTeNibHOTrO XapakTepa W pa3paboTaHa MOfJe/b «3/10YMbILLUNEHHUK-3aLMTHUK» Ha
ocHoee Mogenu JloTku — Bonteppa. [MonyyeHHble pesynbTaTbl MO3BOMAIOT MOBLICUTH
3()heKTMBHOCTb PaboTbl CUCTEM WH(OPMaLMOHHON 6Ge3onacHOCTM W (hopmann3oBaThb
HamnpaBfeHns Aa/lbHeALWMX MUCCnefoBaHnini No pa3paboTKe HOBLbIX 3(PEKTUBHBIX CUCTEM
MHAOPMALMOHHOM  6e30MacHOCTM  MHAOKOMMYHMKAUMA € WUCMO/b30BaHWEM METOZ0B
HENMHENHON ANHAMUKN.

KntoueBble cnosa: MHHOpMaLyoHHas 6e30MacHOCTb, MHLMAEHTbI, HENMHENHasA AUHAMUKA,
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DYNAMICS OF THE NUMBER OF INFORMATION SECURITY INCIDENTS
Irina V. Kononovich

Odessa National Academy of Food Technologies
112, Kanatnaja str., Odessa, 650039, Ukraine; e-mail: kononovich@mail.ru

The dynamics of incidents of informative security of communication networks is examined
in the article, a hypothesis is offered in relation to its oscillatory nature was proposed. The
simulator «hacker-defender» on the basis of the model is Lotki —Volterra was developed.
The obtained results allow to improve the efficiency of information security systems and
formalize directions for further research to develop new effective information security
systems of communication using the methods of nonlinear dynamics.

Keywords: information security, incidents, nonlinear dynamics, computer simulation,
infocommunication networks
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SINGULAR VALUES DECOMPOSITION AS ATOOL
ENHANCING THE EFFICIENCY OF STEGANOGRAPHIC
ALGORITHM

M.A. Melnyk

Odessa National Polytechnic University,
1 Shevchenko Ave., Odessa, 65044, Ukraine; e-mail: ritochek@yandex.ua

A technique for singular value decomposition of blocks of a cover matrix was improved to
enhance the efficiency of decoding the additional information by a “robust to compression
attacks” steganographic algorithm which has been developed earlier by the author. The
proposed algorithm design ensures reliability of perception of the image. The results of
computational experiment are presented to confirm the decrease in sensitivity of the formed
stego message to computational error.

Keywords: steganographic algorithm, singular values decomposition, computational error,
robustness against lossy compression, matrix

Introduction

In her earlier work [1], the author has proposed A2, a “robust against lossy
compression, in particular, with significant coefficients” steganographic algorithm based on
perturbations of singular vectors (SNVC) corresponding to maximum singular values (SNVL)
of blocks of a cover matrix obtained by standard decomposition [2]. It was established that the
main disturbing impact for the stego message (SM) obtained with the help of A2 and affecting
the decoding of auxiliary information (Al; otherwise called secret message) is caused not by
compression but by rounding operations involved in generation of the SM. Let us assume that

B isan 8 8 block (submatrix) of a cover matrix, B is a result of embedding Al in B, B is

a SM block that corresponds to B . In the general case B B. This is due to the rounding of

values of B elements to integers within 0 to 255 range during generation of the SM. It is the
computational error that is mostly responsible for errors when decoding Al with the A2
algorithm [1].

In her earlier work [3], the author has proposed a technique to reduce the influence of
rounding errors on the robustness of the A2 algorithm. Let us assumethat , .. , Oare
singular values (SVs) of an arbitrary B block. The technique involves what is called a
singular value decomposition (SVD). Given the fact that post-stego-transformation rounding-
off operations disturb mostly the SNVCs corresponding to the smallest SNVLs [4] due to low
separateness of these SNVLs (here, by separateness svdgap(i,B) of SNVL . of B matrix

we understand svdgap(i, B) min‘ ;(B) i(B)‘ [5]), the reduction in the sensitivity of such
ij

SNVCs (and, therefore, that of a stego message in total) was obtained through artificial
increase in the separateness of ,, ,, ; bychanging them to

5 h, 5 2h, 5 3h, (1)
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where h ( , 4)/3 did not affect the reliability of image perception. However, the

results of testing the modified A2 algorithm [3] have shown that the value of influence of
rounding-off operations on the efficiency of decoding Al in this algorithm requires further
reduction.

Purpose of the Work and Problem Setting-up

The purpose of the work is improve the efficacy of decoding Al with A2, an earlier
developed “robust against lossy compression” steganographic algorithm, by reducing the
sensitivity of stego message generated by this algorithm to computational errors.

To accomplish the purpose, the following problems are to be solved:

1. To determine the causes of remaining (as per [3]) sensitivity of stego message to
rounding-off errors, and find the way to further reduction of this sensitivity,

2. To refine the SVD technique, given the requirement to ensure the appropriate
reliability of perception of the resultant image.

Body of the Work

In general, the SVD technique proposed in [3] showed some improvement as it ensured
the increase in efficiency of decoding Al with the A2 algorithm. However, the meticulous
investigation of SVD operation related to a separate block has established that reduction of
the sensitivity to computational errors occurs not in all the cases. Indeed, if the pattern
presented in Fig. 1(a) is observed in the block, than, with the SVD operation performed as per
formula (1), the separateness of non-minimal SNVL is reduced (refer to Fig.1b, SNVL ),

thus impairing the sensitivity of the block. Therefore, the SVD technique proposed in [3]
requires improvement, with the proposed procedure given below.

svdgap(s, B svdgap(b, B)
t — t t —a= 3
0 o o & . o+ s s}
svdgap(7, B
a
svdgap(8,5) = svdgap(7,8) = svdgap(b, B)
+ + + + + -
0 JS J’? Cr.j er - - . Jl
b

Fig. 1. Possible results of SVD operation: a— SNVL of the block of original digital image; b —
SNVL of this block after performance of the SVD operation

In the original digital image, generally, SNVLs of practically all the blocks are non-zero
(i.e, positive), and of the smallest separateness are ,, ,(Table 1). Given this, to avoid the

situation presented in Fig.1, we propose to perform the SVD operation in one of the two
following ways.
1. For convenience, we shall denote post-SVD SNVLs of the block by

i, svdgap(i,B), i 18. In an arbitrary case, the increase in the separateness of all SNVLs
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will be ensured only by increasing the distance between each two SNVLs with consecutive
indices. This may be made as per the following formula:

i, (8 Dh i 18. )

Table 1.
Mean values of separatenesses belonging to blocks singular values, received as a result of
computing experiment with 200 DI

Mean value svdgap(i, B)

i1 i 2 i 3 i 4 i 5 i 6 7 i 8

712.4564 | 23.1111 7.9843 3.0004 | 1.4232 | 0.7125 | 0.4667 0.5781

Relationship (2) makes it possible to increase the distance between each two SNVLs
. i1 by h,while h must be selected given the requirement for reliability of the perception

of post-SVD image. The significant increase in efficiency of decoding with A2 stego
algorithm occurs when h is comparable with 10; however, in this case, the amount of
increase in SNVL value will result in the increase in energy of the image, and, consequently,
may result in lightening (Fig. 2c) and even the development of evident artifacts (Fig. 2d).

250
2000 -
115{0*
-
f oo
500 -
o M
o =i 100 150 2 250
Brightness value

c d

Fig. 2. SVD result showing steadily increase in separateness of every SNVL. a — initial
image; b — histogram of DI pixels brightness values; ¢, d — SVD results
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As the computational experiment shows, such situation often occurs in shaded digital images
with the pixel brightness histograms similar to that shown in Fig. 2b. Therefore, in practice,
we proposeto use h 2.

2. Considering possible violation of reliability of perception of the DI at SVD when
using method 1, in order to enhance efficiency of A2 it is proposed to provide SVD via
nullification of ,, without changing the position of other SNVL (Figure 3a and Figure 3b
respectively). This will ensure the increase of svdgap(8,B) without attenuation in
separatenesses of all other SNVL, although svdgap(7,B) may not experience changes (Figure
3c and Figure 3d respectively). Method 2 guarantees reliability of perception of the image,
although it is much less optimal from the point of A2 efficiency enhancing (Table 2).

svdgap(B, B
t t t t t -

svdgap(7, B

svdgap(s, B

I:I:JS J? Jﬁ .::l'j - - - J].
- .
svdgap(l, B

svdgap(B, B
t t t t t -
0 a a; faph T, s s e e

svdgap (7, B

svdgap(i, B

O=cT, & p =P s o+ O
svdgap(l, B)

d

Fig. 3. Result of carrying out SVD using method 1: a, ¢ — SV state in the initial block B ; b, d
— SNVL state after SVD when using method 1

Results of the computing experiment, involving 300 digital images, shown in Table 2,
testify the decoding efficiency increase at the cost of SVD in A2, that was evaluated
regularly according to correlation coefficient (NC), defined in accordance with [6]:

t _

. PP o _ o
NC % where  p, PPy M PPy P PLP {030 L, —
correspondingly, secret message inserted in the container and decoded from steganography
message, p,' 1 p,' 1,if p, L p, 1,and p’ 1, p,' 1,if p, 0, p, O.Therefore, the
value p' p,' {I, 1}is received.
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Table 2.
Results of Al decoding using the A2 steganography algorithm
SM format TIF JPEG
QF 80 QF 30 QF 20 | QF 10
Without SVD 0.9603 0.9577 0.9498 0.9454 0.9359
Mean | SVD with method | 0.9801 0.9767 0.9634 0.9484 0.9409
value 1h 10
NC | SVD with method | 0.9706 0.9617 0.9569 0.9465 0.9386
1h 2
SVD with method | 0.9621 0.9587 0.9507 0.9453 0.9375
2
Conclusions

In the present paper, a technique for singular value decomposition of blocks of a cover
matrix was improved considering requirements for reliability of perception of the image
received as a result. The efficiency of decoding the auxiliary information was improved by a
“robust to compression attacks” steganographic algorithm A2 due to decrease in sensitivity of
the formed stego message to computational error.
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CTErAHOIPA®IHYHOIO AJITOPUTMY
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OfecbKuii HauioHabHUIA MONITEXHIYHUIA YHIBEPCUTET,
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Y po6OTi LWAAXOM YAOCKOHaNeHHsi Crnocoby po3noginy CUHryNspHUX uyucen 6n10KiB
MaTpuui UMAPOBOro 306paXKeHHS-KOHTEHepa nifsulleHa eqeKTUBHICTb [EeKOoAyBaHHS
[l0AaTKoBOI iHhopmaLlii po3pob/ieHOro aBTOPOM paHille CTIKOrO A0 aTaku CTUCKOM
cTeraHorpaiyHoro anroputmy. 3anpornoHoBaHa po3pobKa 3abesnevye [OTPUMAHHA
HafIMHOCTI  CpWIAHATTA  3006paxkeHHs.  HasegeHi  pe3ynbTaT  0BYMCHOBa/ILHOMO
eKCMepUMEHTY, L0  NIATBEPMKYIOTb  3MEHLUEHHS  YYTAMBOCTI  3(DOPMOBAHOr0
CTEraHonoBiAOM/EHHS 0 064MCNIOBASIbHOT MOXNGKMN.

KntouoBi cnoBa: creraHorpagiuHwiA  anroput™, PO3MNOAIA  CUHTYNAPHWUX — YuMcen,
o6umcnoBanbHa NOXMOKa, CTIKICTb 40 aTaky CTUCKOM, MaTpuLs.

PA3AENEHVE CUHIYNAPHbIX YACEN KAK MHCTPYMEHT, MOBbILLAROLLNN
QOPEKTUMBHOCTbL CTET AHOIMPA®NYECKOI O AJTTOPUTMA
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B paboTe nyTem YCOBEPLUEHCTBOBaHWUA CNocoba pasfeneHns CUHIYAAPHbIX yncen 610KoB
mMaTpuubl  UM(POBOr0  M306paXKeHUS-KOHTEMHEpa  MOBbIWIEHA  3EKTMBHOCTb
[EKOAMPOBaHNA  AOMOMHWUTENbHOM  MH(OpMauuy  pa3paboTaHHOro aBTOPOM  paHee
YCTOMUMBOIO K aTake CXaTuem CTeraHorpagmyeckoro anroputma. [lpegnoxeHHas
paspaboTka obecrneymBaeT COOMOAEHME  HAAEXHOCTU  BOCMPUATUA  M306padKeHNs.
MpviBegeHbl  pe3ynbTaTbl  BbIYMCAMTENBLHOTO  3KCMEPUMEHTa,  MOATBEPXAAtoLmMe
YMEHbLLIEHWNE YYBCTBUTENLHOCTU (HOPMUPYEMOrO CTEraHOCOOOBLLEHNSI K BbIYMCANTENLHON
MOrpeLLHOCTH.

KntoueBble cnoBa: CTeraHOrpauyeckuini anropuTM, pasfeneHne CUHTYASPHBIX Yuncen,
BbIYMCANTENbHAS MOFPELLHOCTb, YCTONYMBOCTD K aTake CXKaTheM, MaTpuLa.
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MOAE/TMPOBAHNE BJINAHNA MECTOINOJ10>KEHNA
BXOAHOI O NMEPEHOCA HA CJTIOXKHOCTb CXEMBbI
CYMMATOPA

O.H. MaynuH

Ofeccknii HauMOHabHBbIV NOUTEXHUYECKWIA YHUBEPCUTET,
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Pa6oTa MOCBSALLEHA OMPEAENEHNI0  3aBUCUMOCTM  CMOXKHOCTM  JIOTUYECKOW  CXeMbl
CyMMaTopa OT MEeCTOMOMOXEHWSI BXOAHOTO MepeHoca. /13 MpoBefeHHOro 1CCneaoBaHus
BbITEKAeT BO3MOXHOCTb  [JOMONMHUTENBHON  ONTUMM3ALMM  CyMMaTopa, a  Takke
YMHOXUTENA, MOCTPOEHHOIO Ha CyMMAaTopax.

KntoyeBble c/ioBa: MOAE/MPOBaHNE, qﬁ)paFMEHT, MECTOMNOM0XXeHNE MnepeHoca, CymMmmatop,
annapaTtHble 3aTpaTthbl

BBefeHue

[ns napannenbHoi 06paboTKM GONbLIMX MOTOKOB AaHHbLIX WCMO/Mb3YHTCA METOAbI,
KOTOpble MOKas3asM CBOK 3(PEKTUBHOCTL B CMbIC/IE MUHUMALHOM 3a[epXXKN Ha Takyto
06paboTKy. Mpn 3TOM MOTOKM AaHHbLIX MOTYT OblTb MHTEPNPETUPOBAHbI KaK MHOrOpsAHbIe
apumeTtunyeckmne asonyHble koAbl (MPK), a 06paboTka — Kak cBépTka MPK, npuyém nog
CBEPTKOM MOHMMaeTcst 0606LleHMe GMHAPHON Ornepaunn CNOXEHUS Ha CNy4vail MHOXKEeCTBa
psgoB Kogos [1]. MHoxecTBO 6uT, cocTasnaowmx MPK, B paboTe HasbiBaeTca 06/1aCTbiO
6ut (OB).

Ona ceéptkn MPK npu 60/bLIOM 4Yucne PAfOB KOLOB WCMOJb3yeTcs pasbueHve
(BekoMno3numa) MHOXeCTBa PALOB KOLOB Ha Cnou (UX (hparmMeHTbl) U CBEPTKA MOYyYEHHbIX
Cnoés (Mx (pparmMeHTOB), a fasiee — CBEPTKa PAAOB MOMY4YeHHbIX pe3ynbTatoB. OB MoXeT
ObITb pa3buTa Ha parMeHTbl [2], perynspHble (Hanpumep, NPAMOYro/ibHUKK, pOM6bI 1 ap.) 1
HeperynspHble; 34ecb e NpuBefeHbl TEOPEMbl O KOJIMYECTBE MEPEHOCOB W3 [AaHHOI0
(pparmeHTa.

HeobxoaumocTs pa3bvieHns OB ornpegensetcs ObICTPbIM HApacTaHWEM C/I0XKHOCTH
KOMMpeccopa Npu MCMosib30BaHUM MHOro0MepaHHbIX CTPYKTYp: OHa MpOMopLUOHa/IbHA
KBajpaTy ymcna paspsgoB M IKCMOHEHUMAbHOW PYHKLUM OT Yncia COKMMaeMbiX pagos [3].
Pa3bueHve [O/MKHO ObITb MNPOBEAEHO TakMM 06pa3oM, 4ToObl Mpouefsypa CBEPTKA U
KOMMpeccop Ans eé peanu3auuy COOTBETCTBOBA/IM KPUTEPUIO MUHUMa/IbHOMN 3aepXKKN.

B TO e BpeMs npu pasHbiX pa3dbreHnsx BO3MOXKHA BapuaLus LWNPUHbI (paspsgHOCTL)
(pparmMeHTa W, CnefoBaTeflbHO, MECTOMOJSIOXKEHMS MepeHoca W3 dparmeHta. [pu 3TOM
CNOXHOCTb /IOTMYECKOW CXeMbl CyMMaTopa CYLeCTBEHHO 3aBUCUT OT MECTOMO/OXEHUS
BXOZHOr0 [/1f Hero nepeHoca, BO3HMKAOLLEro npu CBOPauMBaHWM KOAOB (pparMeHta Ha
npegblayLLem aTare npoLeaypbl CBEPTKM.

Llensto MofenvpoBaHus SBMSIETCA OMNpefeNieHne BANSHUA MeCTOMOOXEHNA NepeHoca
13 pparmeHTa OUT NpeAbIAyLLero atana npouesypbl CBEPTKM NpW BapuaLmn ero paspsagHocTy
Ha CNOXHOCTb CyMMaTopa, 06pabaTbiBatoLLEro (oparMeHT A4aHHOTO aTana npoLuesypsb!.
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VccnefoBaHMe U ero pesynbTarbl

B pa6oTe BblABMHYTa runotesa O 3aBUCMMOCTW CNOXHOCTM Cymmartopa OT
MeCTOMO/OXEHNS MepeHoca B 06pabaTbiBaeéMblil CymMaTopoM parMeHT 6uToB. Ana eé
NOATBEPXKAEHNA MPOBOAATCA 3KCMEPUMEHTbI, KOTOpblE 3aKNYaloTCAd B CHefYHOLLEM.
PaccmatpuBatoTcs GMHapHbIE CyMMaTOPbl Pa3IMYHON Pa3psBHOCTI C OonMcaHMeM 6a30BOro
(hopmarta B BMAe [2..22], 4TO 03HayaeT ABYXPSAHbIA ABONYHbIA KO 3aaHHOWN pa3psiAHOCTM.
[anee paccmaTpuBaloTCA BapuaumMuM MecTonosnoxeHms h 6urta nepeHoca (ero Homepa),
BXOAHOI0 OTHOCUTENIbHO 6a30BOro hopmara onmMcaHua UCXOAHOro cymmaropa. Ans 6a30Boro
(hopmata u gna opmatoB C Bapuauyumelr h cTpoATcs Tabnuubl (HYHKLMOHMPOBAHUSA
Cymmatopa, Mo KOTOPbIM BbIMMCNAIOTCS ero annapatHble 3aTpatbl V. f h . OTmeTum, uto

npy U3mMeHeHUN h GbICTPOAENCTBME CyMMATOPa HE 3MEHSETCS.

®PYHKLUMOHMPOBaHME CymMMaTopa OMUCbIBaeTCA C  MOMOLLb  Tabnuy (Tabnuy
(hYHKLMOHUPOBaHNSA — T®) CyMM 1 BHELLUHUX OTHOCUTE/IbHO 3afjaHHOro hopmara nepeHocos,
3anosiHAeMbIX WMHAEKCaMU CUMMETPUYECKUX (YHKUMIA. TMpyu 3TOM (YHKLUU CYMMbl U
nepeHoca BblYMCNAOTCA 6€3 ABHOI0 BbIYMCIEHUS BHYTPEHHWX MEPEHOCOB MO pa3paboTaHHOM
nporpaMmme «PacyéT Tabnuy paspsgHbIX WUHAEKCOB» [4]. Ona onpefeneHns KonmyecTsa
BHELLUHUX MNepeHOCOB MpesBapuTeNibHO OMpedensieM MaKCUMalbHO BO3MOXHOE 3HayeHue

CyMMbl Q. BCeX OUT (parmMeHTa NPW YCMOBMW, YTO BCe OHW MPUHMMAIOT 3HaueHue 1.
Vimeem
" il
1
Qmax 2 ai 1 (1)
il
rge i — Homep paspsaga,

N — KO/IMYECTBO paspsjoB Cymmaropa,

a, — KO/IMYeCcTBO OMT B i-M paspsge.

Pacuét cnoxHoct no KBaiHy CWMHTE3MPYEMOI CXeMbl Cymmartopa (ero Kackaja)
OCYLLECTBNAETCA OTAENbHbIM NPOrpaMMHbIM - MOLY/1eM  «BbIYAC/EHME CMIOXHOCTU» MO
MUHUMU3NPOBAHHbLIM MopaspsaHbiM Td B COOTBETCTBUM C aITOPUTMOM:

1. [Ons Kaxgov nopaspsgHor Tabnuibl CYMMUPYHOTCA 3HAUYEHUS COXHOCTY BCeX eé
n CTPOK.

2. CnoXHoCTb i-0¥ CTPOKYM OnpeaensieTca cneayroLmm o6pasom:

AN KKAO0ro j-ro CTonbua onpeaensietcs KoNU4yecTBo m; BapuaHToB PU Kak
YMCNO WHAEKCOB B [aHHOW KneTke (Hanpumep, ecnnm B K/ETKe 3anucaHo 2-4, TO el
COOTBETCTBYeT 3 BapwaHTa). Ecnv B K/eTke CToMT cumBon X, TO CTOMGel, € 3TUM
CYMBOJIOM UTHOPUPYeETCS;

ec/in B CTPOKe MMeeTCsa t. CUMBOJIOB X, TO KONMYECTBO YYMTbIBAEMbIX CTONOLIOB
paBHO k. k t., rge k — KONMYeCTBO CTONGLOB faHHON TP;

ymMcna BapuaHTOB MO -0l CTPOKE MEPEMHOXXAHTCA, a MOMYYeHHbIN pe3yrbTar
[AOMHOXA€ETCA Ha YMC/0 YYUTbIBAEMbIX CTONOL0B.
[nsa -0 T® eé cnoXXHOCTb paBHa:

Q  k my. 2)

3. CyMMUMPYHOTCA 3HAYEHUA COXHOCTW BCEX MOpaspaHbIX Tabnuy, PU.
OTMETUM, YTO CNOXKHOCTb CUMMETPUYECKNX (DYHKLIMIA HE YUUTbIBAETCS, MOCKObKY OHa
He 3aBUCUT OT h.

51



O.H. MaynuH

PaccmMOTpMM BHauasie B/IMSHUE MECTOMOJIOXKEHNUSA MEepeHoca OTHOCUTE/IbHO 6a30BOro
cymmatopa Buga 222 (Tpy paspsga, [fBa psaja  KoAoB), Ha C/OXHOCTb €ro
CXeMOTEXHMYECKON peanusauun. MpoBefém pacyéT Tabnuy, paspagHbix nHaekcos (TP) ans
cymmaropos 222 (6a30Boe 3HauyeHue), a Takke 223, 232, 322, B KOTOpbIX h
MocfefoBate/lbHO MPUYHUMaET 3HaveHus 1, 2, 3, U BbIYACIMM anmnapaTHble 3aTparbl Ha

cymmartopbl. Pe3ynbtatbl pacuyétoB TPW cBefeHbl B Tabn. 1 4. PaccumtaHHble 3Ha4YeHUs
C/TIOXXHOCTM PacCMOTPEHHbIX CYMMaTOpOB MpefcTaB/eHbl B Tabn. 5.

Tabnmuya 1.
CymmatopBuga 222 ,Q,, 14
Pl SS SZ Sl
3p 2p 1p 3p 2p 1p 2p 1p 1p
1 1 2 0.2 1 2 0.2 2 1
1 2 X 0.2 2 X 1 0.1
2 X X 1 0 X
1 1 0.1
Tabnnua 2.
Cymmatop Buga 223, Q,,, 15
Pl SS SZ Sl
3p 2p 1p 3p 2p 1p 2p 1p 1p
1 1 2.3 0.2 1 2.3 0.2 2.3 1.3
1 2 X 0.2 2 X 1 0.1
2 X X 1 0 X
1 1 0.1
Tabnnuya 3.
Cymmatop Buga 232, Q,,, 16
I:)2 1 SS SZ Sl
3p 2p 1p 3p 2p 1p 3p 2p 1p 2p 1p 1p
2 3 2 0 3 2 0.2 1 2 1.3 0.1 1
1 1 2 0.2 2 X 0.2 2
1 2.3 X 0.2 3 0.1
2 0.2 X 1 0 X
2 3 0.1 1 1 0.1
1 3 2
Tabnnuya 4.
Cymmatop Buga 322, Q,,, 18
I:)2 Pl SS SZ Sl
3p 2p 1p 3p 2p 1p 3p 2p 1p 3p 2p 1p
3 1 2 1 1 2 0.2 1 2 0.2 2 1
3 2 X 1 2 X 0.2 2 X 1 0.1
2.3 X X 1.3 0 X
1.3 1 0.1
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Tabnnuya 5.
AnnapartHble 3aTpatbl Ans 3-paspaLHoro cymmaropa
Bug BbIxoaHble PYyHKUMN CymmapHble
cymmaropa P, P, S, S, S, 3aTparhl
222 5 18 8 1 33
223 9 20 12 2 43
232 3 22 36 12 1 74
322 2 7 26 8 1 44

PaccmoTpum fanee 6a30BbIi CymMMaTop Buga 2222 , a TakKe CyMMaTopbl C YYETOM
BxogHoro nepeHoca (h 1,2,34):

pacuétoB TPU ana gaHHbIX CyMMaTopoB MpeAcTaBneHbl B Tabnmuyax 6 10. PaccumTaHHble
annapartHble 3aTpaTtbl 419 PACCMOTPEHHbIX CyMMaTOpOB 3aHeceHbl B Tabs1. 11.

2223,

2232,

2322,

3222 . Pe3ynbTathl

Tabnnuya 6.
Cymmatop Buga 2222 ,Q,, 30
Pl S4 SS SZ Sl

4p | 3p | 2p 1p | 4p | 3p 2p 1Ip | 3p | 2p 1Ip | 2p 1p 1p
1 1 1 2 0.2 1 1 2 0.2 1 2 0.2 2 1
1 1 2 X |02 1 2 X |02 2 X 1 0.1
1 2 X X |02 2 X X 1 0 X
2 X X X 1 0 X X 1 1 0.1

1 1 0 X

1 1 1 0.1

Tabnnua 7.
Cymmatop Buga 2223, Q,, 31
Pl S4 SS SZ Sl

4p | 3p | 2p 1p | 4p | 3p 2p 1Ip | 3p | 2p 1Ip | 2p 1p 1p
1 1 1 23 | 0.2 1 1 23 | 0.2 1 23 | 02 | 23 | 13
1 1 2 X |02 1 2 X |02 2 X 1 0.1
1 2 X X |02 2 X X 1 0 X
2 2 2 X 1 0 X X 1 1 0.1
2 2 X X 1 1 0 X
2 X X X 1 1 1 0.1
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Tabnuua 8.

32
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Cymmarop Buga 2322, Q.
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Tabnuua 11.
AnnapaTHble 3aTpaTbl 415 4-pa3psagHoro cymmaTopa
Bug BbIxoaHble PYHKUMN CymmapHble
cymmaTopa P, P, S, S, S, S, 3arparbl
2222 10 31 18 8 1 68
2223 19 39 20 12 2 92
2232 4 41 86 30 12 1 174
2322 3 35 53 26 8 1 126
3222 9 23 44 18 8 1 103

AHA/IOTMYHO NpoBefeHbl pacyétbl Tabnuy P 1 ona MCXOAHbIX CyMMaTopoB BuAa
22222 wn 222222 . PaccuuTaHHble AN HWUX annapaTHble 3aTpaTtbl NpuBeeHbl B
Tabn. 12 n 13.

Tabnuua 12.
AnnapaTHble 3aTpaTbl 4714 5-paspagHoro cymmaropa
Bug BbIxoAHbIE yHKLWN CymmapHble

cymmaropa P, R S, S, S, S, S, 3aTparsl

22222 15 47 31 18 1 120

22223 20 57 39 20 12 2 150

22232 5 65 134 | 110 30 12 1 357

22322 9 48 124 53 26 8 1 269

23222 12 41 81 44 18 8 1 205

32222 2 34 66 31 18 8 1 160

Tabnuua 13.
AnnapaTHble 3aTpaTbl 415 6-pa3psagHOro cymmaTopa
Bug BbixofHble (YHKLMK CymmapHble
cymmaropa P, R Se S, S, S, S, S, 3aTparbl
222222 21 66 47 31 18 1 192
222223 27 78 57 39 24 12 2 239
222232 6 59 | 260 | 154 | 88 33 12 1 613
222322 11 52 | 163 | 124 | 53 26 8 1 438
223222 15 47 | 121 | 81 44 18 8 1 335
232222 18 43 | 103 | 66 31 18 8 1 288
322222 20 41 92 47 31 18 8 1 258
BbiBoAbI

lMpoBefeHO 22 3KCnepuMeHTa MO  ONPeAeneHnt0  C/NOXKHOCTUM  CyMMaTopoB C
pasNYHbLIMK MapameTpaMun. Pe3ynbTaTbl 3KCMEPUMEHTOB CBefAeHbl B Tabnuubl 5, 11-13.
AHaIM3 3TUX Tabnuu, NoKasbIBaeT, YTO 411 06pabOTKM AONONHUTENILHOIO 6UTa NepeHoca Ha
pasHbIX Mo3uumax h cymmaTtop TpebyeT 60MbLUMX annapaTHbIX 3aTpar, 4YeM B Ciy4ae
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cymmaropa 6e3 nepeHoca. pu nepemelleHnn 6uta nepeHoca cripaBa HaneBoO CI0XHOCTb
CymMMaTopa pe3ko BO3pacTaeT, ecim GUT MnepeHoca HaxoAuTCs Ha 2-W no3uuuu, a 3aTem
MOCTENEHHO YMEHbLUAETCA A0 BeNMUMHbI, ONPeaensieMoi napaMeTpaMy 06pabaTbiBaeMOro
(pparmeHTa OB (paspsALHOCTL M PAAHOCTL C YYETOM MECTOHAXOXAEHNA BUTOB NepeHoca).

AHaNNTMYECKas 3aBUCMMOCTb CYMMapHbIX 3aTpar OT MepemMelleHus buTa nepeHoca
(mosvums h) SBHO He npocMaTpuBaeTcs, T.e. LA KaKAOr0 KOHKPETHOro Cry4as
MPOEKTUPOBaHUA CyMMaTopa He06X0ANUMbI LONOHUTENbHbIE NCCNeLOBaHUA.

3 npoBefeHHOro  WCCNefoBaHWS  BbITEKAET  BO3MOXHOCTb  JOMOJIHUTENbHOM
onTUMM3aLMM  CyMMaTopa, a Takke YMHOXWTENA, MOCTPOEHHOr0 Ha CymMMmartopax,
06pabaTbiBarOLLMX (parMeHTbl poM6a GUT YaCTUYHBIX NPOV3BEAEHMWIA.
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MOJE/TFOBAHHA BMNJ/IMBY MICLIEEMNOJTIOXXEHHA BXIAHOIO NMEPEHOCY HA CKNIAAHICTb
CXEMW CYMATOPA

O.M. MayniH

OfecbKuii HauioHabHUIA MONITEXHIYHUIA YHIBEPCUTET,
npocn. LWWesueHka, 1, Opeca, 65044, YkpaiHa

PoboTa npucBAYeHa BU3HAYEHHIO 3a/1EXHOCTI CKNafHOCTI NOrivyHOT CXeMu cymaropa Bij
MiCUA po3TallyBaHHA BXiAHOro nepeHocy. 13 NPOBESEHOro [LOCNIMKEHHS BUMNINBAE
MOX/IBICTb [0AATKOBOI ONTMMI3aLil cymaTopa, a TakoX YMHOXWUTeNs, nobynoBaHoro Ha
cymaropax.

Knto4yosi crioBa: MOAENIOBaHHA, (parMeHT, MICLEMONOXEHHs MepeHocy, Cymarop,
anaparHi BUTpatu

MODELLING THE RELATIONSHIP BETWEEN COMPLEXITY OF THE ADDER SCHEME AND
CARRY IN POSITION

Oleg N. Paulin

Odessa National Polytechnic University,
1 Shevchenko Ave., Odessa, 65044, Ukraine

The purpose of the work was to establish the relationship between the complexity of the
logical scheme of the adder and the carry in position. The investigation performed provides
the possibility for further optimization both of the adder and adder-based multiplier.
Keywords: modeling, fragment, adder, carry position, hardware costs
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CPABHUTEJIbHbI AHAJTN3 TEOPETUYECKINX
Nnoaxogos MOAE/TMPOBAHUNA TPA®UNKA C TOUHKW
3PEHVA COOTBETCTBUA CETAM HOBOI O
NOKOJIEHUNA

O.A. CuponsaTos, B.A. HeuenbHULKNIA

Ofeccknii HauMOHabHBbI NOUTEXHUYECKWIA YHUBEPCUTET,
np. LLleBueHko, 1, Ogecca, 65044, YkpaunHa; e-mail: saa5511@ukr.net

B pa6oTe MpoBefieH aHanM3 TEOPETUYECKUX MOAXOAOB K MOAENMPOBaHMIO Tpagmka. B
pe3ynbTaTe MPOBEAEHHbIX WCCMEA0BaHUA MOKa3aHbl MPUHLUMMBLI WM OCHOBHblE 3Tarbl
TEXHOMOMMM  MOJENMPOBaHNS  BbICOKOCKOPOCTHOFO Tpajuka KOMMEPYECKUX —CETEid.
MokasaHa  HeOGXOAMMOCTb  MPUMEHEHUS  KOMOWHMPOBAHHOFO  Mogxoda  Aas
CTaTUCTMYECKOTO  OMWcaHWs  Tpaduka  COBPEMEHHbIX  CeTell.  BeposTHOCTHOe
pacnpefieneHre aHaIM3NPYEMbIX CUTHA/IOB MOXET MMETb BUJ, afauTUBHOW CMECU ABYX UK
Gonee pacnpefeneHnii ¢ pasnnyHbIMKU HaGopamy NapameTpoB.

KntoueBble crioBa: robanbHble CETW, CETEBON TpauK, MOAENMpoBaHMe Tpadmka,
maTpuua Tpaghuka

BBefeHue

CoBpeMeHHble  TEOpeTMYecKMe MeTOoAbl W MOAXOAbl OMuCaHWUs MPOLECCOB B
NH(OPMALMOHHBIX CUCTEMAX M CETAX pa3HO0bpasHbl U TPebyT HaYYHOro OCMbIC/IEHUS 415
NMPUMEHEHNS Ha NpakTuKe. Bce 60/bLUIee 3HaUYeHNE NPUOBPETAIOT TEOPETUKO-BEPOSATHOCTHbIE
MeTOAbl WCCMefoBaHWA, OCHOBaHHble Ha BEPOATHOCTHON TPaKTOBKE MPOTEKAOWMX B
MH(OPMALMOHHBIX cucTeMax npoLeccoB. CTaTUCTUYECKUIA NOAXOL NO3BONAET 60siee MOJHO
y4YeCTb COCTOSIHME [AMHAMWYECKOW CUCTEMbI, XapakTep YNpasislowmX M BO3MYLLAKOLLMX
BO3/eNCTBUN, pesy/nbTUpytolee  MOBeAeHMe  MH(OPMALUMOHHLIX  MOTOKOB B
MHOTO(YHKLMOHA/IbHBIX CETAX W BO MHOIMX cfyyasx 0osiee afieKBaTeH [/ peLeHus
Pa3NIMYHBIX NPaKTMYecKnX 3atay [1].

Kpyr BbiTekaloLWmx 13 yKasaHHOro rogxofa rnpobneM LOCTAaTOYHO LUMPOK: OnucaHue
mMaTeMaTM4ecKnx Mojenein CnyyaiiHbIX MPOLECCOB B MH(POPMALMOHHBLIX CUCTEMAX,
(hopmupoBaH/e Ha uX 6ase CTaTUCTUYECKMX METOZOB MPOBEPKM TUMOTE3 U 0B6HapyXeHus,
OLUEHVMBaHUA W (DUIbTPaUMW,  WHTEPNONAUMM  (CrIaXuBaHWA) WM 3KCTpanonsuuu
(MporHo3vpoBaHWsA), a Takke pa3paboTka anropuTMOB OMTUMAILHOIO  YrpaB/eHuUs
CTOXaCTMYeCKUMM cuctemamu. OCHOBHBIMW KPUTEPUAMWU MNPU  BbIOOPE TEOPETUYECKOTrO
noAxoja MOAeNMPOBaHNA CETU ABNIAKOTCA CeAytoLme:

mMofeNnb  [O/MkKHa  ObiTb  MPUFOAHOM  ANs  OMNWCaHWUS  COBPEMEHHBIX
BbICOKOCKOPOCTHbIX KOMMEPYECKUX CETEN;

MoZeNlb [O/MKHa ObITb YHMBEPCA/IbHOMW, T.e. afanTUpyeMoi K pas/iMyHbIM TUMam
ceTelt UK nx parmeHTam;

TOYHOCTb COOTBETCTBUA PeasibHbIM MOTOKAM AaHHbIX JO/HKHA ObITh He 6onee 10%
npy NPUEMIEMOIA BbIYUC/IUTENIbHON FPOMO3AKOCTH;

MoZeNb [Oo/mKHA OblTb NMPUrOAHOM A9 MPOrHO3MPOBaHWUSA MOBEAEHUS CEeTU Npu
60/1e€ UHTEHCUBHOM Tpaguke;
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MoZesb LO/MKHA 0TOOpaXKaTb MapLUpyThbl Tpagmka 1 X U3MEHEHNE.

[ns Toro 4tobbl OnpeaennTb, Kakol U3 TeOPETUKO-BEPOATHOCTHLIX METOLOB Hanbosee
6/IM30K K MOBEAEHUNIO BbICOKOCKOPOCTHBIX TeNEKOMMYHUKaLNOHHBIX CUCTEM, N HEOOX04UMO
BbINO/IHATL WX CPaBHUTENbHBIA aHann3. 3agada YC/OXHSAETCA TeM, 4YTO 60/bLUMHCTBO
aBTOPOB OCYLLECTB/ANN OLLEHKY TOYHOCTU MOZENN MPU UCMOJb30BaHUN JaHHbIX NOKaSIbHbIX
CeTell, UTO He rapaHTUpyeT MPUrOAHOCTb MoAXoja [ANA 60/bLIMX TeppuTOpUaIbHO-
pa3HeCeHHbIX CUCTeM. [pyrMu cnoBamu, HeobxoauMma [OMNOSHUTENbHaA NpPoBepKa
npegnaraeMbiX MOAXOLOB, OCHOBaHHas Ha [aHHbIX W3MepeHus Tpaduka peasibHbIX
BbICOKOCKOPOCTHbIX CETEM.

Llenb cTaTby 1 NOCTAHOBKA 3aAa4 UCC/eoBaHWI

Llencto  paboTbl ABMAETCA MPOBEAEHME CPABHWUTENbHOIO aHain3a TeopeTUHeCKnX
noaxofoB MOAENMPOBaHWA CeTeBOr0 Tpauka 418 pa3paboTKM OCHOBHbIX 3TaroB
MOAENMPOBaHNSA BbICOKOCKOPOCTHOMO TpadiMKa KOMMEPYECKMX CETEN.

[Nna [OCTYKEHUA Lienn He0BX0AMMO PeLLnTb CefytoLne 3agaun:

1.  TlpoBecTn aHa/IN3 TEOPETUYECKNX NOAXOL0B K MOAENMPOBaHUIO TpaguKa.

2. [okasaTb MpWHUMNbLI W OCHOBHble 3Tanbl TEXHO/IOTUX  MOAENNPOBaHNA
BbICOKOCKOPOCTHOI0 TpamKa KOMMEPUECKMX CETEiA.

3. O6ocHoBaTb HeEOOXOAMMOCTb MPUMEHEHUA KOMOWMHMPOBAHHOIO noaxoda AN
CTaTUCTUYECKOI0 ONuncaHna Tpagnka COBPEMEHHbIX CETEN.

AHann3 TeopeTUYECKNX NOAX0A0B MoAeNMPoBaHMSA Tpajguka

MOoCKO/IbKY OCHOBHOWM MaTeMaTUYeCcKon MOAe/Nb0 NMPOLLeCcCOB, OMNUCHIBAKOLLMX TpapuK B
TeNEeKOMMYHUKALUMOHHBIX CUCTEMAX, SBMAETCH CyYalHblA NOTOK  [aHHbIX, BrO/HE
onpasfaHHbl MOMbITKX CO3JaHWA TEeOPeTMYECKO Mogenn Tpajuka Ha OCHOBaHWUM
CTaTuCTMYeckom Teopuun. CryyailHbli MNOTOK B paccMaTpuBaeMOM  MPaKTUYECKOM
NPUIoXeHUN 061aaaeT CNeayoLLMMN OCHOBHbLIMI CBOMCTBAMM:

HE3aBUCMMOCTb BEPOATHOCTHbIX XapaKTePUCTUK OT BPEMEHU (CTaLMOHAPHOCTD);

3aBMCMMOCTM BEPOATHOCTEN COOBITUIA (CNyyaliHble NPOLLECChI C NaMATbIO);

GECKOHEYHO Manasi BEPOATHOCTb 60fiee OAHOMO CO6LITUA 3a GECKOHEYHO Masibli
VHTepBa/1 BPEMEHW.

MOTOK Kak CnyyYaiHbli MPOLECC XapaKTepusyeTcs CBOWMW  CTATUCTUYECKMMMU
cBoicTBaMK. Yatle BCEro UCMosb3yrTCA: NIOTHOCTb BEPOATHOCTW NOCTYN/IEHNS faHHbIX 3a
nepuos, yHKLMA BEPOATHOCTM NOTOKA N aBTOKOPPENALMOHHAA (DYHKLMS.

Knaccuuyeckolid  mofenbto  Tpaka B MHGOPMALMOHHBLIX — CETAX  ABMSETCS
MyaccoHoBCKMIN NOTOK. OH xapakTepu3yeTtca Habopom BeposaTHocTein P(k) noctynneHus k

COO6LLEHWIA 33 BPEMEHHOMN NHTepBa t:

P(K) (ktl) e ! (1)

roe: k04,2, — 4ncno COOOLLEHNA;  — WUHTEHCMBHOCTb NMOTOKa.

3amMeTMM, 4YTO WHTepBan BPEMEHM W3MEPEHUS KOMMYECTBa COOOLUEHMIA t w©
WHTEHCMBHOCTb MOTOKa  ABNAKOTCSH NMOCTOSAHHLIMMW BENMUYNHAMM.

Ons  cemeiictBa [yaCcCOHOBCKMX pacnpefeneHunini (1) 6onbluee 3HaveHue
COOTBETCTBYET 60/1€€ LUMPOKOMY M CUMMETPUYHOMY TpadmkKy MAOTHOCTU U GOMbLUEMY
06beMy MHMOPMALMOHHbIX NMOTOKOB. 3Has BEPOATHOCTb MOCTYMN/EHWUSA AaHHbIX 3a Mepuof,
MOXHO MOMyYMTb pacnpefenieHne WHTepBaia MeXay COCeAHUMW  COObITUAMU:
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P() e ‘. OCHOBHbIM CBOWCTBOM MyaCCOHOBCKOIO MOTOKa, 06YCNOBMBAIOLIMM €ro

LUMPOKOE MPUMEHEHME NPU MOAENMPOBAHWM, SBNSETCA aAAUTMBHOCTb: PE3yNbTUPYIOLLNIA
MOTOK CYMMbl MYaCCOHOBCKMX MOTOKOB TOXe SBMSETCA MYyaCCOHOBCKUM C CyMMapHO
VHTEHCVBHOCTbHO

n
nil

OfHako, npumeHeHWe cTatucTMkM (1) C  y4eToM  MHOTOQPYHKLMOHA/ILHOCTU
COBPEMEHHbIX CeTeli BO3MOXHO WCKMOUUTENIbHO [NA  ONMMCaHUA ouepefeli NakeToB.
[vHammnueckre npoLecchl, NPOUCXOAALLME B COBPEMEHHBIX CETAX, UMEIOT C/IOXKHYHO NPUpoay
M OTHOCATCA K CTOXacTUYeCKUM npoueccaM. Takue CBOMCTBA Tpauka BO3HMKAKOT M3-3a
HeeTEPMUHMPOBAHHOCTM  CUCTEMbI B LefioM.  [pyrumu  crioBamu,  LONTOCPOYHOE
MPOrHO3MpoBaHne LelCTBUI, OCYLLECTBNSEMbIX 06pabaTbiBatOLLMMU TPaPUK anropuTMamu,
HEBO3MOXKHO NpefcKas3aTb, KakK BMpoyeM, M Maccy [ApYrux BO3AENCTBYHOLWMX Ha Tpauk
(hakTOpoB. Ha npaktuke Tpaguk ob6bpabaTbiBaeTCAs anropuTtMamu, WCNoAb3yeMbIMUA B
pa3/IMYHbIX peanunsalmax NpoTokonos cemeiicTea TCP/IP: reHepauus Tpagurka NpoToKoIaMm
TPaHCNOPTHOIO YPOBHS, yrpas/ieHe TpahMKoM Ha NPOMEXYTOUHbIX CETEBbLIX YCTPOMCTBAX,
OMHaMUYecKas MapLipytusaumsa U T.4. B pesynbrarte, npoueccbl B KOMMbIOTEPHBIX CETAX
HaxoAATCA NOJ MOCTOSAHHBIM B/IMSIHMEM PEryIMPYIOLLMX U BO36Y)KAAIOLMX CTOXaCTUYECKUX
BO3AENCTBMIA, 00YyCNaBMMBAIOLLMX CNOXHbIE  (DIHOKTyauMn UcCnefyeMblX MpoLeccos.
Apyrumu cnosamu, TpebyeTca MOAesNb, ABNAIOLWAACS CTydYaiHbIM MPOLECCOM, YnpaB/iseMbIiv
JPYrMM CyyaliiHbIM MPOLLECCOM.

B HayuHbIX WCCnefoBaHWAX MOCMEAHUX fIET OTAAETCA MPEeAnoYTEHME OMMUCaHUIo
CTATUCTUYECKMX CBOMCTB CETU Ha OCHOBE MNPUMeHeHUs MapKOBCKMX CKPbITbIX Lienei
ynpas/semMbIX MyacCOHOBCKOW CTaTUCTUKOW A5 ONUCaHWs ovepesieil NOToKoB (puc. 1).

By

W,

Ouepenp

Hs

O.
’ A

Wy Brixon u3 cetn @

Bxox B ceThb

Puc. 1. CTpyKTypa MOJENNPOBaHNsA oYepefiel TpadnKa: I, — BEPOATHOCTb BXOAa/BbIXOAR;

; — NOJIHaA NHTEHCMBHOCTb MOTOKa,; — NnapamMeTp ynpaBneHnA

[VCKpPeTHbIA  cnyyailHbli  MapKOBCKWMIA  MOTOK  XapaKTepu3yeTcs  CrefyoLmmu
cBOMCTBaMM
P(Xn 1 J|X I X 1 I 1 ) P(Xn 1 J|Xn In)

(2)

P(Xml j|Xn i) P
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rae: p; - BepOSTHOCTb Nepexoaa U3 CoCTosHUS i B cocTosHue j, p; 0 And ,j u
Y 1ana i.

Mpouecc nepexofa HEKOTOPOFO [AMCKPETHOTO ClyvaliHOro npouecca W3 OAHOrO
COCTOSIHMSA B IPYrOe OMNUChIBAETCA MaTPULIEH Nepexo/oB.:

Po  Por  Po Poj Pon

Po  Pu P Pyj Pin

P Pau P P2j Pan
P

Pio  Pa  Pi2 Pij Pin

Pno Pnz Pus P Py

Hanbonee ageksaTHO 0TOOpasMTb CTOXaCTUYECKME TMepexodbl CeT W3 O[HOro
COCTOSIHMA B IpYroe rno3Bo/iseT MoLesb CKPbITbIX Leneid Mapkosa (CMLL) (puc. 2).

[na onpefeneHns mogenn Ha ocHoBe CML, Heo6xoaMMo 3a4aTb YMUCN0 BO3MOXXHBIX
COCTOSIHUIA N , 06bEM CMMBO/IOB UCMONb3YEMOro andasnTa, M . [Ins HEKOTOPOro KOHEYHOro
anaBnTa MOXHO OMpPeae/nTb KOHEYHbI Habop BEPOATHOCTEN Nepexoa (a;):

a; P(s, j|st i),1 i,j N, (3)

rge s, — ONuCbIBaeT TEKyLLee COCTOAHME.

b3(2) bs(3)

bi(1)  by(2) “by(3) 7 ba(1) ba(2)P203)

Asdy

60

Puc. 2. 'pat ckpbITOR Lenn Mapkosa



IHPOPMATUKA TA MATEMATWNYHI METO4 B MOAEJ/TFOBAHHI = 2014 = Tom 4, Nel

[ns BepoATHOCTEN nepexoja

N
a; 1
] &

01 i,j N.

®YHKLMA BEPOATHOCTN BO3MOXHbIX COCTOAHMIA B b, (k)

b(k) P(o, wvls; 1 j N1 k M,

(4)
b,(k) P(o, vla, )1 j N1 k M,
roe v, — onpedensiet k™ Ha6nogaeMblii CUMBON angasnTa, 0, - OTOOpaXaeT Tekyllee
COCTOSIHUE.
[N oNncaHHOM CTOXaCTUYECKON MOAeNN:
b;(k) 0;1 j N, 1 k M,
(5)

M
b;k) L1 j N.

k 1
Ecnm Ha ocHOBe, Hanpumep, NyaCCOHOBCKOM CTaTUCTWMKM OMNpeaensieTcs Cry4vaiHblii
MPOLLECC UHULMaNN3aLNK, (), roe P(s; 1),1 i N, T0 gnaonpegeneHns CML,

Heob6XxoAMmo 3afaHne ( ,B, ).

Takum 06pa3oM, A1 paccmMaTpuBaemMoro MnpakTUYecKOro MpPUIoXKeHNs npu 3agaHHOM
n HabmopeHunsx Y vy,Y,, ,Y;, Mogenb (1)—(5) no3BONSET OLEHUTb YCNOBHYHO
BEpoATHOCTbL P Y| . Mpo6bnema mogennpoBaHns GyAeT 3aKNo4aTbCA B HAXOXAEHUN TaKMX

napameTpoB mofenn B, , KOTOpble N03BONAT MakKCMMU3NPOBaTL BEPOATHOCTL P Y| .

OfHaKo, HECMOTPSi Ha BbIYUCAUTENbHYIO CMOXHOCTb peasn3aumMm AaHHOro noaxoga
npu MOAENNPOBaHUN AaXKe /I0Ka/lbHbIX CETeil MpoBepKa TOYHOCTM MOAENM Ha [aHHbIX
peasibHbIX W3MEPEHWU A BbICOKOCKOPOCTHbIX CeTell [faeT O60/blUMe PacXOXAeHus, T.e.
[NEMOHCTPUPYET  HECOCTOATENIbHOCTb  KMacCUMYECKMX METOA0B OLEHKM  BEPOSITHOCTHO-
BPEMEHHbIX XapaKTePUCTMK CEeTei MakeTHON KOMMYyTauuu Ang 60/Mblnx TeppuToprabHO-
pa3HeCeHHbIX CUCTeM [2—4]. YcnoXKHeHne Moenn nocpeacTBOM A0MOHEHUS UTEPaLMOHHbIX
npoueayp AN KOPPEKUMM OLEHKM MapaMeTpoB MO3BOMSET YAYYLWMTb TOYHOCTb. HO
OTKPbITbIMM OCTatOTCS BONPOCHI MHULMaNN3aLmMm anroputMoB.

OcHOBHas npobneMa 3akni4yaeTcsi B WFHOPMPOBAHMM CTOXaCTUYECKOWA [AMHAMMUKM
peanbHbIX ceTel (puc. 3). LLUnpokme nepcnekTBbl NPUMEHEHMS aaanTUBHbIX TPAHCMOPTHbIX
NPOTOKO/I0B AN MY/bTUMEAMA NPUNOXKEHWUIA CTUMYNUPYIOT pa3paboTKy HOBOWM TEXHONOIMM
MOAENMPOBaHNA Tpadmka COBPEMEHHbIX CETEN.
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Puc 3. XapakTep M3MeHeHWs 3afepXKeK Nnpu nepefade LaHHbIX: a — abCONKOTHbIE 3HAYEHUA
WHTEePBa/1I0B BPEMEHW MeX[Y OTMNPaBKOW NakeTa W MOJlydYeHWEM MOATBEPXAEHUSA, MC; 6 —
CTPYKTYpa NoToKa, MpeBbILLatoLLero noporosoe 3HaveHve 600 Mc

C [Opyroi CTOPOHbI, €CM NPOTOKO/bI MapLLPYTM3aLMN UCNOMb3YIOT TONbKO NIOKa/IbHYHO
NHDOPMaLMIO O CBA3AHHOCTW Y3/10B MaKETHOM KOMMYyTauuu, TO A0S HUX WMHAMKATOPOM
paspblBa COeAMHEHWNS ABNSETCA YBe/MYeHMe 06bemMa BbIXOAHON o4vepean N ee BO3MOXKHOE
nepenosiHeHne, €ecnvM BpeMs NepeKkoMMyTauuMn BUPTYaslbHOrO COEAMHEHWS MNpeBblaeT
ornpefeneHHoe MOporoBoe 3HayeHwWe. B cuny ciyydallHOro Xxapakrepa paccMaTprBaemblxX
COObITUIA UX BEPOATHOCTHOE MOAEMPOBaHME [AO/MKHO OTPaXKaTb BO3MOXHOCTb MOSIB/IEHUS
NOAOOHLIX PE3KMX OTKMNOHEHMA. TakuMm 06pa3oM, BO3HMKAaeT 3agada hopmanunsaumm
OCHOBHbIX CBOVCTB COBPEMEHHOIO TpadmKa.

CTaTUCTUYUECKIME CBOCTBA COBPEMEHHOMO TpadumKa

MHorne 0co6eHHOCTM MpPOLLECCOB B CeTU MHTEPHET B HacTosLlee Bpems elle cnabo
M3yyeHbl. Ha TekyllemM 3Tane pasBUTUS CETU B CBSA3M C PacLUMPEHMEM MY/bTUCEPBUCHBIX
yCnyr, NPOUCXoauT 06beAnHEHME PasHOPOAHbLIX MOTOKOB WMHGOpPMauun, Hanpumep Takux,
Kak nepefaya peyn, AaHHbIX, CUTHAIOB aHa/IOr0BOM0 M LUMMPOBOro TeNeBUAEHNS, CUMHa/IOB
pagmoBeLlaHns. OCHOBOI ANt OpraHM3aLmy Takux CUCTEM ABNSETCA MaKeTHas KOMMYyTaums.
OfHako Takoe 060beAMHEHMEe TMPUBOAUT He TOMbKO K YAOGHOMY MCMO/b30BaHUIO
NHHOPMALMOHHbIX MOTOKOB CO CTOPOHbI MOTPEGUTENS TENEKOMMYHUKALMOHHbIX YCMYT, HO 1
K HEKOTOPbIM TEXHWYECKUM C/IOXKHOCTAM, HanpuMep: HeAOoCTaTOMHO npopaboTaH BONPOC O
NPUOPUTETHLIX MOTOKax, HEOGXOAUMO YYMTbIBaTb Ma4ye4yHOCTb Tpaduka u T.4. OueBUAHO,
YTO B arpernmpoBaHHOM TpadMKe COBPEMEHHbIX CETEl OTYET/IMBO BbIAENSETCA ClydaliHas
COCTaB/IAIOLLAs PE3KMX OTKIOHEHWIA, KOPPENALMOHHASA CBA3AHHOCTb KOTOPbIX COXPaHAETCS Ha
BeCbMa MPOAO/DKUTENIbHOM  MHTepBane HabnwgeHus. [pu  3TOM  CTaTUCTUYECKME
XapaKTepucTuKK Tpadmka 061afatoT CBOMCTBOM BPEMEHHOW MacLITabHOW MHBapMaHTHOCTH,
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KOTOpOe B COBPEMEHHOW HayyHOW fmTepaType MPUHATO HasbliBaTb camonogobuem [4].
[aHHOoe CBOMCTBO $BNISETCA CNEACTBUMEM MPOTSHKEHHbIX CTATUCTUYECKUX 3aBUCUMOCTENR,
NPOSBAIOWMNXCA B CTEMEHHOM XapakTepe 3aTyXaHus aBTOKOPPENAUMOHHBIX QYHKLWIA
BPEMEHHbIX OTCYETOB. B 3aBMCMMOCTU OT MPOrHO3MPYEMbIX U3MEHEHWIA CETEBbLIX PECYPCOB
MOXHO PerynmpoBaTb CETEBYHD MPOM3BOAMTENBHOCTb. YMeEHbLUEHME 06beMa OydepHoit
namsaT OTHOCWUTE/IbHO WMHTEHCUMBHOCTM MOTOKOB TpebyeT 3HauuTeNbHO 060/iee TOYHOro
MPOrHO3MPOBaHNA COCTOSIHUA CETeBbIX PecypcoB. B MpOTMBHOM cCryvyae BO3HMKHOBEHWE
NOKa/IbHbIX MEPErpy3oK NpuBoAMT K (DaKTUYECKOMY paspbiBY BUPTYaslbHbIX COEAUHEHWIA.

Ha TpaHCMOpTHOM YpOBHE CYLLECTBEHHOE B/MAHME Ha XapaKTep CETEBOro Tpaduka
OKas3blBaeT pacnpejeneHne BpeMeHy MOATBEPXAEHUSA NMPUX0Aa NMakeToB. Ha puc. 4 nokasaHa
3aBMCMMOCTb NIorapugma aKCrnepuMeHTasIbHO NOyYeHHON (YHKLMK pacnpesenieHns BpeMeH
NoATBEPXAEHNA Mepefaymn ana Tpadurka coctoawero 13 5000 nakeTos.

loa ;)

—al ]

= 1

0 00 1000 1500 2000
i-30

Puc. 4. 3KcnepuMeHTalbHO TMOMYYEHHOE pacnpefeneHne BPEMEHM NPUXoJa MaKeToB
NoATBEPXKAEHNS

®paKTanbHble CBOWCTBA Harpysku CeTu 0O6yCnoBWAW MOSBNEHWE psija Mofenei
TpaMka Ha OCHOBE CWU/IbHOKOPPENMPOBaHHLIX CamMONOA06HbIX, WM  (hpaKTabHbIX
CTOXaCTUYeCKMX npoueccos [4]. Takme PyHKUMM pacnpegeneHns BepoOSATHOCTU MU3yHaroTCsa B
TEopUM CTaTUCTUKM 3KCTPEMa/IbHbIX 3HAYEHW, AN MPUMEHEHMS KOTOPO HeobXoAMMO
BbINONHEHNE CNeAYIOLNX YCOBUIA:

1. Habniogaemblii npouecc 06nafaeT CBOWCTBOM  LMK/AMYHOCTM, TO €CTb
onpeaeneHHoOM MNOBTOPSAEMOCTHIO CBOEr0 MOBEAEHWUS Yepe3 HEKOTOPbIA (MKCUPOBaHHbIN
NHTEpBas BPEMEHWN (MHTEPBas LMKAMYHOCTK). ITOT WHTepBan 3a4aeTcsi, Kak Mpasuno,
€CTECTBEHHbIM NyTeM, ONPeAensscb Camoil NPUMPOZOA npouecca, a He BBOAMTCA
NCKYCCTBEHHO.

2. HambonbluniAi MHTEpPeC C TOYKM 3peHust uccneposatens (NoNb30BaTeNs)
NPeACTaBNAOT MMEHHO 3KCTPEMaslbHble 3HAYEHWS, UMEIOLIME MECTO B KaXAOM LMKIE,
MOCKONbKY OHW  MOTFYT TNPMBECTM K CEPbe3HbIM  MOCMEACTBUAM, CKa4yKOO6pasHO
BO3pacTatoMm noTepsM, K yTpaTe ee paboTOCnOCOOHOCTU U HeU3BeXHbIM HeraTuBHbIM
nocneacTBUAM pasMyYHOro poja.

OfHaKo B paMKax OrpaHWYeHHOCTM W3MEPEHMWIA TPYAHO TFOBOPWUTL O Camonogotum
TpagmkKa COBPEMEHHbIX KOMMeEpYeckmx ceteir B uUenoM. CKopee [aHHOe CBOWMCTBO
oTobpaxaeTcsa 415 hparmMeHTa CeTU M Ha 3aaHHOM BPEMEHHOM MHTepBase. B obuiem crnyvae
WNHTEpBa/ ECTECTBEHHOMN LMKIMYHOCTM MOXET ObITb PaBEH OAHUM CYTKaM, Hefene, roay.
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HeobxoAuMo npoaHan13vMpoBaTb ¥ 060CHOBATb BblIGOP aHAUTUYECKONW 3aBUCMOCTY
(YHKUMIA pacnpeaeneHns Ans onmcaHus HabLaeMbIX CTaTUCTUYECKUX 3aKOHOMEPHOCTENA C
YYETOM CTaTUCTUYECKMX CBOMCTB TpaghmKa CETe Ha OCHOBE COBPAHHBIX JaHHbIX.

PyHKUMS pacnpefeneHns caMmonofo6HON cnyyaiiHOW BeNMUMHbl X XapaKTepusyeTcs

Ha/IMumeM TSHKeNoro xsocta, ecim P X x ~x 1, X , 0 2, COOTBETCTBEHHO,

MAOTHOCTb pacrpeaeneHuns BepoaTHocth p(x) ~ax ', 0.

He cyulecTBYeT TOYHbIX PEKOMEHAAUMiA No BbIGOPY TOM WMAWM WHOW NIOTHOCTU
BEPOSATHOCTY CO CBOMCTBOM Camonofo6us Unn B COOTBETCTBME C APYTUM OnpeaeneHnem — C
TSDKE/bIM XBOCTOM.

Hanbonee pacnpocTpaHeHHON NBNsSeTCA MNOTHOCTb pacnpefenieHns BepoSTHOCTU
MapeTo

p(x) kx Y 2k 0x Kk, (6)
1 YHKLMS BEPOATHOCTY
F(x) PX x 1 ki/x . @)
Mpu 2 cnyyaiiHbli npouecc (6), (7) XxapakTepusyeTcs 6eCKOHEYHOW aucnepcueri u
npu 1 - 6ECKOHEYHbIM CPefHUM.

MNOTHOCTb pacnpefeneHns BEPOSITHOCTM C TsKENbIM XBOCTOM Beiibyna sBnsetcs
ABYXMapaMeTpPUYecKUM pacrpeienieHnem

p(x) x ' ,, 0x 0. (8)

[ns cpaBHeHWst cTaTUCTMK (6) 1 (8) 6bIN0 BbINOAHEHO MOAENMPOBaHUE CAyYalrHbIX
npotieccos (puc. 5, puc. 6).

50 5000

40 - 4000

3000

2000

. ’ bt Ll

a 0

uj L A..J“A_.\.HLJ‘. 1L

tec

b

Puc. 5. Pe3ynbTaTbl MIMUTALMOHHOIO MOAENNPOBaHNA NOTOKa C pacrpeaeneHmem Beibynna:
a- 2,6- 1
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Puc. 6. Pe3ynbTarbl UMUTALNOHHOIO MOLENMPOBAHNA NOTOKA C pacnpeaeneHnem lMNapeto: a -
1;6- 0.1

HanbonbLuyto B3pbIBONOAOGHOCTb MPOSIBASET MOTOK C pacrpeaeneHveM BeliGynna.
[Ons pacnpefieneHus Beiibynna okasanocb AOCTATOYHO CIOXHO NPY HEGOMbLUOM CpeaHeM
3HaueHuy ( 5) MONyuMTb [AOCTOBEPHbIE Pe3y/nbTaTbl [/ Maloro 3HauyeHuss . 310

CBSA3aHO C TeM, YTO 3HaYeHUe KOah(huLMeHTa UMEET BEIMYMHY TaKoro nopagka MasocTu, 4To
NPOUCXOAUT  B/AWSHWE Ha  NPOLECC TOYHOCTM  MOZeNMpoBaHus.  OnpefeneHHble
BbIUMCNNTENbHbIE TPYAHOCTU XapakKTepHbl U AN pacrpegeneHus MapeTo u3-3a 60/1bLIOTO
3HauveHus gucnepcuun. Jpyrumu cnosamu, ns rnoayyvyeHUs LOCTOBEPHBIX OLEHOK TpebyeTtcs
paccmatpuBaTb  60/blUMe  0ObEMbl  CTATUCTUYECKON  UMH(opmauun. B pesynbrare
aKcneprMeHTa 6bIf10 YCTaHOB/IEHO CBOWCTBO MacLUTabHON MHBapUaHTHOCTM CTaTUCTUYECKMX
XapakTepucTUK. B oTamnume oT NpoLeccoB, He 06najatoLmx (hpakTaibHbIMKU CBOMCTBaMM, He
MPOUCXOAUT ObICTPOro «CriaXMBaHWS» NpoLecca Npu ycpeLHeHUN Mo LIKase BpeMeHn —
MPOLLECC COXPaHSET CKIOHHOCTb K BC/IECKaM.

BaxkHoln 3afjaveil ABNsSeTCs OnNpefdeneHue, Kakas W3  MoAeneli  caMonofo6HbIX
CNy4YaiHbIX MPOLECCOB NpuemMsiemMa /18 pacCMaTpyMBaeMoro npuioxeHns. Camonofo6Hble
npoLeccbl, B TOM YKUC/E OMNUCLIBAOLLME SBNEHWUA B CeTAX Mepefayn [aHHblX, 06nafatoT
PALOM CBOMWCTB, CYLECTBEHHO OT/MYalOWMX WX OT TMOTOKOB, paccMaTpvBaeMbIX B
KacCM4eckol Teopum TeneTpaguka.

TpaguumMoHHO camonofobue B CTOXaCTUYECKOM MpOLECCe  BbISBASETCA MyTeM
onpegeneHus napameTtpa Xepcra

1 n
H, . I- log X; logX, ;. 9)

inki1

Tot (akt, yto 0.5 H 1 cumTaeTcd [LOCTATOYHbIM OCHOBaHMEM [NS NPU3HaHWA
npouecca caMonoAo6HbIM (N0 KpainHel Mmepe, aCMMITOTUYECKN).

MUTaUMOHHOE MOfJenupoBaHMe W MpoBepka Ycnosuid (9) NpPoAEMOHCTPUPOBA/IO
HenpremIEMOCTb MCMOJIb30BaHWSA NOrHOPMa/IbHOTO pacrpefeneHns 41 paccmMaTprBaemoro
npunoXxeHns. [aHHble peanbHbIX K3MepeHWin Tpaduka OF napbl  (bparMeHTa CeTw,
cooTBeTcTBYIOLEN Wi-fi TeXHONOrMKM, HabNO4AIUCh B TeHeHMe MecsLia, 3aTeM Obl/ BbIMO/IHEH
aHasM3 CTaTUCTUYECKMX CBOWCTB MO/Iy4EHHOro MaccuBa, Obln MOCTPOEH rpagink XBocTa
AMNUPUYECKO YHKLMK pacnpesenedns 1 F(X) B 1orapudmMuyeckoit Lwkane (puc. 7).
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Puc. 7. 'patmk XBOCTa IMNUPUYECKONM PYHKLMIK pacripeaeneHmns Tpaduka NoKabHOW CeTu

OKCMepPYMEHT MPOLEMOHCTPUPOBAST 3aBUCUMOCTb CaMOMOLOOHOCTU OT AHSA Henenu.
KoaththmumeHT camonogo6HOCTU 3aBUCUT OT WMHTEHCMBHOCTM Tpauka, a Takke OT Tuna
nepefaBaeMor MH(opMaLMn. AHaIOMMYHO NapaMeTp caMonoLO6GHOCTN MEHSIeTCA B TeYeHWe
CYTOK, M 3TO CBSA3aHO C 0COGEHHOCTAMM MOBeAEHNS Nosib3oBaTeneil. IHTEHCUBHOCTL Tpaguka
o4YeHb Mana B MHTepBasne BpemeHn 02:00-08:00. B faHHOM WHTEpBasie BpeMeHW MmapameTp
Xopcta MUHMManeH. Pabounii geHb HaumHaeTcd B 08:00 M MHTEHCMBHOCTb Tpadmka
HeBesMKa, HO, HECMOTPA Ha 3TO, NapameTp XopcTa yxe ysenuumsaetcs. B uHtepsane ¢ 20:00
po 02:00, Korga agMUHUCTPATOPbI CETU HAUYMHAKOT TeCTUPOBATb HarMCcaHHbIA MPOrpamMMHbIii
KOZ, B aBTOMaTUYECKOM PeXXnMe, NHTEHCMBHOCTbL MOTOKA 3a5BOK K CepBepy BbIpacTaeT OYeHb
3HauMTeNbHO, 1 napameTp XopcTa Takxke Bo3pacTaeT A0 3HaveHus 0.84 Bo BCe paboume JHW.
CeTeBOI TpamkK B Cnyvyae MaKCMMalbHOW WMHTeHCMBHOCTM (20:00-02:00) mmeeT 60nee
BbICOKYIO CTeMeHb CamMomnog06HOCTH.

OfHako [aHHbIA NOAXOA4 MPUMEHUM [ANA (hparMeHTa CeTU M NpU OrpaHUYeHuUm
BPEMEHHOI0 WHTepBana. [axe B 3TOM cfyyae ANA LOCTUXKEHWUS MPUEMIEMON TOYHOCTU
HeobX0AMMO WCMO/b30BaTb KOMOWHALUMIO HECKOJSIbKMX CTAaTUCTUYECKUX COCTaB/ISAOLLMX,
Hanpuwvep (pakTasbHbIn 4po60oBOIA NpoLecc.

BbiBoAbI

B pe3ynbTaTe NpoBefieHHbIX UCCNeA0BaHUIA CTAHOBSATCS ICHBIM NMPUHLIMMBI U OCHOBHbIE
3Tanbl TEXHONOT I MOAEIMPOBAHMS BbICOKOCKOPOCTHOIO Tpagiika KOMMEPUECKMX CETel.

BaXXHbIM BbIBOAOM 13 NPOBEEHHOI0 aHann3a SBNSeTC HeoOX0AMMOCTb NMPUMEHEHUS
KOMOWHMPOBAHHOIO Noaxofa Anst CTaTUCTUYECKOTO ONUCaHNS TpauKa COBPEMEHHBIX CETENA.

BeposTHOCTHOE pacnpedenieHne  aHaIn3MPyeMbIX CUTHANOB, HamnpuMep, BPEMEHM
NOATBEPXKAEHNS, MOXET MMETb BUA afAVUTUBHOW CMecy ABYX Wnn Gonee pacnpefeneHnii c
pa3IMYHbIMU HabopaMm NapamMeTpOB

PCO pOi)PCi) (10)

rpe: p(x|j) — M/IOTHOCTb BEPOSTHOCTU | -0l KOMMOHEHTbLI; P(j) - BECOBON KOI(MPULMEHT

yyeTa | -0l KOMMOHEHTbI B 0OLLIEN Cyneprno3numn.

OTKPbITbIM OCTAeTCst BONPOC O TOM, Kakoe CeMeliCTBO NIOTHOCTW BEPOSITHOCTM HYXKHO
NPUMEHATb B KauecTBe cocTaBnstowmx (10) ans AOCTMKEHMS HauydLLein TOYHOCT MOAENN.

66



IHPOPMATUKA TA MATEMATWNYHI METO4 B MOAEJ/TFOBAHHI = 2014 = Tom 4, Nel

OueBNAHO, YTO OTBET Ha 3TOT BOMPOC 3aBUCUT OT TOFO, MOXHO 11 NOMYYNTb AaHHbIE TO/bKO
Ha OCHOBaHWW M3Y4YeHWs CTATUCTUYECKMX CBOWCTB MOCTOSHHO W3MEHSIHOLLEr0OCH peasibHOro
TpagnkKa KOMMEPUYECKNX CETEN.
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MOPIBHANBHWIA AHAJI3 TEOPETUYHMX MIAXO0A41B MOAENHOBAHHSA TPA®IKA 3
nornAagy siarnoBlIAHOCTI MEPEXXAM HOBOIMO NMOKOJTIHHA

O.A. CuponsTtos, B.A. HeuenbHULbKWI

OfecbKuii HauioHabHUIA MONITEXHIYHUIA YHIBEPCUTET,
npocn. LLleByeHka, 1, Ofeca, 65044, YKpaiHa; e-mail: saa5511@ukr.net

Y po6oTi MpoBefeHO aHani3 TeOPeTUYHWX NigXO4IB [0 MOfLentoBaHHA Tpadiky. B
pe3ynbTaTi NpoBefeHUX AOCNIMKeHb NoKasaHi NMPUHLMNM Ta OCHOBHI eTanu TEeXHOMOri|
MOJE/H0BaHHS BUCOKOLLBUAKICHOrO TpadiKy KOMepLiiH1X Mepex. Noka3aHo HeobXigHICTb
3aCTOCyBaHHA KOMOIHOBAHOro nigxo4y Anf CTaTUCTUYHOIO onucy Tpadiky CydacHuX
mepex. IMOBIpHICHMIA po3nogin aHani3oBaHWX CUrHaliB MOXEe MaTu BUMASg aguTUBHOL
CymiLli BOX abo 6inbLUe po3nogifis 3 pisHUMUK Habopamu napameTpis.

Knto4osi cnoBa: rnobasibHi Mepexi, MepexxeHuii Tpaik, MogentoBaHHs Tpaiky, MaTpuus
Tpadiky

COMPARATIVE ANALYSIS OF THEORETICAL APPROACHES OF TRAFFIC SIMULATION IN
TERMS OF CORRESPONDENCE TO NEW GENERATION NETWORKS

O.A. Siropyatov, V.J. Chechelnitsky

Odessa National Polytechnic University,
1 Shevchenko Ave., Odessa, 65044, Ukraine; e-mail: saab511@ukr.net

An analysis of theoretical approaches to traffic simulation was performed in this work.
Principles and main stages of high-speed traffic of commercial networks simulation were
demonstrated as a result of investigations carried out. The need in applying combined
approach for statistical description of modern networks traffic was demonstrated.
Probabilistic distribution of analyzed signals can have the form of an additive mixture
having two or more distributions with different sets of parameters.

Keywords: global networks, network traffic, traffic simulation, traffic matrix
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MODELS OF DECISION-MAKING SUPPORT ON LOCAL
ENERGY CONVERSION SYSTEMS

Dmitriy A. Bodarev, Alexander D. Bodarev, Sergey I. Grishin

Odessa National Maritime University,
34 Mechnikona str., Odessa, 65029, Ukraine: e-mail: grishin_si@ukr.net

We consider decision support models on local energy conversion systems in vagueness
conditions. The problem of fuzzy multicriterial analysis of local energy conversion systems
is considered as fuzzy non-linear programming problem of with a few incompatible criteria.
We offer the sequence of decision-making steps in the fuzzy multicriterial analysis of the
informal choice convolution scheme for transition from vectorial criterion to a scalar
combination. We consider multi-agent model due to their ability to solve large-scale
problems that are difficult to implement in single-agent approximation.

Keywords: fuzzy sets, energy conversion, decision support

Introduction

The modern scientific and technological decisions on creation of energetic complexes
are characterized characterized by the transition from traditional energy development as a
highly centralized system with a predominance of large generation sources to a variety of
types and forms of energy development, including small distributed power engineering.
Traditionally mathematical simulation of energy conversion systems is used for the solution
of project tasks: load calculation, definition of transformers, transmission line route selection
etc. [1]. Development of information technologies, in particular business intelligence tools,
allows us to spread scope of mathematical simulation to other stages of life cycle of a power
supply system [2].

The power supply system is a complex set of technical equipment. Therefore the stage
of synthesis of the initial option of its structure requires decision-making in the conditions of
uncertainty. The modern theory of making decision in the complicated systems allows us to
describe uncertainty models by means of fuzzy set theory (FST).

Some uncertainty models aren't connected to the randomness concept, and reflect
incompleteness of our knowledge of studied object and its interaction with surrounding
environment. For example, the emergence of new working bodies for which the
thermodynamic properties are unknown, complicates problem of estimating the energy
efficiency of perspective local energy conversion systems, as obtaining information requires
the long and expensive researches of thermophysical properties. Application of model of
vagueness allows us to offer an effective way to the decision of this problem and to pass a
traditional stage of determination of thermodynamic properties of not studied substances.

Comparison over of the uncertainty theories is presented in [3]. Fuzzy models are the
system models, which are constructed, used and analysed with principles of FST and fuzzy
logic. Fuzzy models provide an essential tool for research of both individual components and
the whole system at various stages of its analysis in the case of qualitative elements
domination over the quantitative.

Popular mathematical modeling packages (MATLAB, fuzzyTECH etc.), allow user to
concentrate on application questions of fuzzy inference systems and to be released from
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developing those systems. However, the use of such subject-oriented software requires
analysts to involve in design that restricts FST application.

Data Mining is intended to improve power supply system structure using results of
laboratory measurements, monitoring power system parameters, computer simulations.
Effective means of solving complex Data Mining problems difficult to formalize are artificial
neural networks (ANNSs). Models using ANNs are universal and bind in unified manner target
agent functions (thermodynamic, economic, eecological, social, etc.) with management
variables. The disadvantage of neural network paradigm is the large volume of training
sample.

Proceeding from explained, development of the software tools intended for
mathematical simulation of energy conversion systems, remains the actual task

Objective and task

The aim is to create an information system to support decision-making (DSS) on local
systems of electrical power supply of customers as a part of low or middle power energetic
complexes.

To achieve this goal in the paper we solve such problems:

formalization of the problem of fuzzy and multi-criteria selection of energy system;

creation data warehouse for project and experimental data;

construction of training samples for ANNSs;

providing of high-rate of convergence and reliability in the concordance of
vagueness models of data and knowledge due to application of multiagent calculating models.

Formalization of the problem

Formulation of any problem of multi-choice contains three objects - a set of possible
solutions, vector criterion and the preference relation of the decision maker.

Applying the Edgeworth-Pareto principle allows exclude obviously unacceptable
solutions from the set of all possible. Informed choice of a Pareto-optimal solution is possible
only if there is information, often in the form of coefficients of the relative importance of the
criteria that are usually appointed by experts. Informed choice of a Pareto-optimal solution is
possible only if there is information, often in the form of coefficients of the relative
importance of the criteria that are usually appointed by experts.

The principle of hierarchy analysis [4], based on pairwise comparisons of objects of
choice on different criteria with use of tenball scale and the subsequent ranking of a set of
objects for all criteria and goals can be used to determine the relative importance of criteria.
Mutual relations between criteria are taken into account by the constructing of hierarchy of
criteria and application of pair comparisons for the exposure of importance of criteria and
subcriteria. The method is simple and gives a good accordance to intuitional presentations.

The basic method of measuring of experts preferences, used in the method of hierarchy
analysis, is pair comparisons. Each expert shall compare in pairs all objects by each criterion
and give an assessment of preference on a tenball scale. The choice of this scale due to the
following reasons: the higher the number of grades of the scale, the more accurate the expert
assessment. It is extremely difficult to carry out simultaneous comparing more than nine
objects. Therefore there are enough nine gradations for their distinguishing.

Results of an expert assessment of objects register in the form of the matrixes of
pairwise comparisons. The principal eigenvector of the matrix is interpreted as a vector of
priorities of the objects being compared.

R. Bellman and L. Zadeh offered a scheme [5], realizing the process of making decision
in the conditions of vagueness, when aims and limitations of multicriterion task are set by
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fuzzy sets. According to the principle of the Bellman-Zadeh diagram decision-making is
meant as a choice of the object which is at the same time fitting both the indistinct purposes,
and indistinct restrictions.

A model to support decision making based on fuzzy sets tools [2] is used in our DSS.
Model takes into account the uncertainty of purpose, as a consequence of the incompleteness
of our knowledge about the reaction of the environment on the functioning of local energy
conversion systems. It is assumed that the target functions - exergetic efficiency and net
income, along with environmental restrictions in the conditions of uncertainty of different
nature can be represented by fuzzy sets. The global criterion of balance K is a vectorial
criterion.

The problem of thermoeconomic optimization is considered as a problem of indistinct
non-linear programming with n incompatible criteria (for example, economic and
thermodynamic), m — management variables and k non-linear restrictions:

OptimizeK K, X ,K, X, K, X ,i 12, ,n

n

under conditions

X, Xx Xy.i 12, ,m,

where K. X represent the fuzzy local criteria of effectiveness; X X,,X,, ,X, - vector of

m

required management variables; G,;, G, - lower and upper limits of restrictions of G, X ,
respectively; X, n X, - lower and upper bounds for the required management variables.

Multicriteria approach is based on a combination of the formal and informal procedures
of decision-making for finding of an alternative solution. The formal mathematical means for
permission of a multicriteria problem are absent and additional exogenetic information is
necessary. According to [3-5] the next sequence of decision-making steps in the fuzzy
thermoeconomic analysis of the energytransforming systems is used.

Determination of area of an optimality according to Pareto (or compromise areas) -
XP, in which the coordinated solution of the conflict between criteria with opposite interests
IS reached;

Submission criteria and constraints in the form of fuzzy sets to display of
unstructured situations (so-called procedure of "fuzzying" of criteria);

Informal choice of the diagram of a convolution for transition from vectorial
criterion K K, X ,K, X, ,K, X toascalar combination K, X ,K, X, K, X ;

Estimation of final vector X, X, minimizing the fuzzy sources of uncertainty.

In the field of Pareto there is no single optimum decision, rather it is a set of alternative
solutions. These decisions are optimum in a wider sense - there are no solutions of more
significant if all aims are simultaneously attained. The optimality according to Pareto is
considered as the tool for receiving alternatives, from which the designer can choose the final
decision. Determination of area of Pareto is carried out by means of algorithm of normal
boundaries [6].

The following step consists in determination of a final set of parameters of Pareto set,
by means of additional external information and transformation of vectorial criterion in the
scalar. This step represents a certain complexity in aspect of its formalization. In accordance
with the recommendations of [7] obtained from the analysis of ways to convert the vector
criterion in scalar we used the scheme [3]. A final decision was determined as a result of
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intersection of all fuzzy criteria and restrictions displayed by their functions of accessory
X

KX KthX

Membership functions of objectives and constraints can be chosen in different ways
depending on a problem context. One possible fuzzy convolution schemes is shown below:
As an initial approximation choose a vector X. The maximum (minimum) values for

each criterion of K, are set as result of the solution of the scalar task of maximizing

(minimization) for each of criteria. Results are designated as "ideal” points X?, j 1L ,m.

Matrix [T] where diagonal elements — "ideal™ points, it is defined as follows:

The maximum and minimum boundaries of criteria are defined:
K" mjin K (X9) Ki(X)), i 1.nm

mi 0 H
K™ m?ij(Xj),l 1..n.

Membership functions for all fuzzy goals presented in the form:

0, it K (X) K™
K™ K. . ;
(X) i B g g M
Kl( ) Kimax Kimln i i i
1, if K (X) K™

Fuzzy constraints have the following structure:

C(X) C™ d, j 12.q

]

where d; - real parameter which designates distance from admissible offset for boundary
C™ of j-th restriction. The corresponding membership function is defined as follows:

0, if C(X) Cr™
C(X) CimaIX H max max
G(X) 1 B | o C,(X) Cj d;,
i
1 if C,(X) Cc™

The final decision is defined as the intersection of all indistinct criteria and
constraints represented by their membership functions. This problem reduces to the standard
nonlinear programming problem: find such values of X and A, where, on maximizing A,
conditions will be satisfied:
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Ki(X)1 i 1,2,...,”;
G(X), 1 1,2,..9

The decision of multicriterion problem exposes the value of operator of optimality
Optimize and depends on experience of accepting decision person and his understanding of
problem.

Data warehouse designing

Mining can not rely only on the data of their own corporation development. These data
will be insufficiently. Tools, allowing us to integrate and store heterogeneous data from
various sources are necessary.

As a model of design and experimental data warehouse it is common to use a multi-
dimensional space with discrete number of values for each dimension. In the model we
selected as measures are taken Time, capital costs, insurance costs, labor costs, ecology
indicators are taken as dimensions in the model we selected. Target functions - exergetic
efficiency and net profit are used as measures or facts. Time is a hierarchical dimension,
measures and dimensions are stored in the data mart using the scheme snowflake.

The developed integration tools allow you to import data from available sources in a
network.

Construction of training samples for ANNs

Using multi-layer neural networks as predictive models is caused by ability of ANNs to
simulate arbitrary nonlinear continuous functions from training on a set of previously known
data.

Neural network models appear to be most promising for modeling energy conversion
systems, since they allow you to construct training sets for ANNs based on known models,
that already have proved the adequacy, and, then, using the appropriate algorithms, to create
neural networks, displaying efficiency criteria of local energy conversion systems, for the
further acceptance of compromise decisions.

Procedure of identification of local energy conversion systems on the basis of
neuronetwork model structures is multi-stage and includes the following main stages:

construct the set of data that is used to train the data model,
the choice of the model structure;

model training;

decision making on the adequacy of the model.

Standard training algorithm that implements classical scheme back error propagation is
the gradient descent method. Program implementations of algorithms were borrowed by us
from a neuronetwork packet of MATLAB [8]. The choice of a method of training isn't the
universal and each new task requires its own rules for its decision.

The assessment of efficiency of cycles of energytransforming systems is carried out by
methods of engineering thermodynamics. If thermodynamic properties of working
environments are known, the calculation of the transformation coefficients (COP - Coefficient
Of Performance) in direct and inverse cycles is carried out according to standard expressions.
Energy efficiency of direct and inverse cycles is a functional of the parameters of equations of
state working environments, for example, the critical parameters and a normal boiling point
(input values). To define local energy conversion systems transformation coefficients for the
new or low-studied working environment of calculation of thermodynamic properties, it is
necessary to construct training set for known working bodies, for that the coefficient of

72



IHPOPMATUKA TA MATEMATWNYHI METOAW B MOAEJ/TFOBAHHI = 2014 = Tom 4, Nel

transformation or other technological indexes (output values) is known. After completing the
construction of an artificial neural network, we will be able to predict the COP or other value
for the new working body only by its input parameters.

Application of multiagent calculating models

To provide reasonable complexity of model training, in the paper, an approach that uses
a class of computational models is considered - the so-called multi-agent models [9], for
simulation of a set of the purposes of the local energy conversion system separate elements,
which as a result of interaction create global properties of system, as a whole. The
mathematical apparatus providing the solution of such tasks includes elements of game
theory, complex systems theory, evolutionary programming and other sections of applied
mathematics. The general structure of agent-based models based on the triple system
"stimulus - response - consensus” and it is implemented in the form of interactive model.
Interactive scheme carried out in stages. In the beginning a query follows from an arbitrary
agent about possibility of achievement of its local aim. Other agents, depending on own
purposes, create response of a network to this request. The dialogue established consensus
between agents, providing stability of the system. Totality of such processes provides a
transition from a microlevel (separate agents) to the macrolevel (system as whole). Thus, a
simple behavior of isolated agents generates complicated behavior of the whole system.

Growing interest in the study of multi-agent systems is due such their intrinsic quality
as ability to solve problems of big dimensionality, which are difficult for implementing in
single agent approximation. High speed of convergence and reliability in coordination of
different models of uncertainty of data and knowledge is thus provided. The most widely used
agent-based models for concerted solutions under the coordination of the various points of
view in dialog communicative processes [10]. Software of different architecture [11-13] are
developed for information support the agent-based models in processes of coordination,
communication and concordance. Software package RETSINA (Reusable Task Structure
Based Intelligent Network Agents), proposed in [14], is among computing instruments of
agent-based simulation of general purpose, constructed according to the scheme of the
purpose of the agent as response to different incentives. The Multiagent Systems Engineering
(MaSE) [15] is based on sequence of operations, starting from the initial specification of the
system and to the adoption of solutions. At the analysis stage MaSE model uses the hierarchy
of goals, while on design stage classes of agents both the appropriate class diagrams and
communications are created. In [16] UML extension (AUML packet) is offered. Different
aspects of simulation of the agents, including both class diagrams of agents, and charts of
protocols are provided in AUML. Though these approaches, in principle, support cooperation
of personal agents, collective interaction is insufficiently elaborated. Methodology Tropos
[17] aims at making the analysis of exogenous requirements and constraints in the
implementation of the decision-making sequence. Absence of support of protocols and
simulation of dynamics of system is marked [18] as shortcomings of this approach. These
disadvantages are avoided in the concept Prometheus [19], in which the software of
engineering tasks and detail processes in the agent-based networks are supported. Here 3
phases are considered: 1) system specification; 2) agents network architecture design; 3)
detailed and specified design of a network. DECAF (Distributed, Environment-Centered
Agent Framework) system [20] is a tool for designing, development and implementation of
agent-based objectives in a complex environment. Performed analysis of tools confirmed the
possibility of real-world multi-agent systems development.
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Conclusion

The developed system is tested on the problems of constructing the training samples
from agent-based models for finite-time direct and reverse cycle power plants and training
samples from agent-based models of the dynamics of energy efficiency of refrigeration
systems.

It is expedient to apply in software implementations of DSS on local systems of
electrical power supply of customers the perspective methods of simulation using fuzzy
models, multi-dimensional data warehouse, neuronetwork model structures and multiagent
calculating models.
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Po3rnsHyTO Mogeni NigTPUMKIN NPUIAHATTA PiLLeHb B YMOBAX HEBM3HAYEHOCTI Y SIOKaNbHUX
cuCTeMax MEepPeTBOPEHHS eHeprii. 3afgady He4YiTKoro 6araToKpuTepiasibHOro aHanisy
NOKa/IbHUX CUCTEM MEPETBOPEHHS eHepril Po3risHYTO K 3afayy HEeYiTKOro HefiHiiHOro
nporpamyBaHHs 3 KiflbkKOMa HeCyMiCHUMMK KpuTepisamMu. 3anponoHoBaHa MOCNiLOBHICTb
KPOKIB YXBafleHHs PILLEHHS B HeYiTKOMY 6araTokpuTepiiHOMy aHanisi HehopManbHOro
BMOOPY CXeMM 3ropTKM /19 Nepexofy Bif BEKTOPHOr0 KPUTEPIto A0 CKaNspHOI KOMGiHaLiT.
Po3rnfgaloTbca MynbTUareHTHIi MoAeni 3aBAdKK IX 34aTHOCTI BUPILWYBaTW 3afadi BENNKOI
PO3MipHOCTI, AKi BXXKO peasizyBaTv B O4HOAreHTHOMY HabNMXEHHI.

Knto4oBi cnoBa: HeYiTKi MHOXXUHW, MEPETBOPEHHSA eHepril, NiATPUMKa NPUAHATTA pilleHb

MOZAE/IV NOAAEPYXKM MPUHATUA PELLEHWI MO JTIOKAJ/IbHbIM CUCTEMAM
NMPEOBPA3OBAHNA SHEPT U

O.A. bogapes, A.[. bogapes, C.. MpywvH

Ogecckuii HaUMOHa/IbHbI MOPCKOWA YHUBEPCUTET,
yn. MeyHukoBa, 34, Ofecca, 65029, YkpaunHa: e-mail: grishin_si@ukr.net

PaccMoTpeHbl MOAENN MOAAEPXKKN NPUHATUS PELEHUIA B YCNOBUSX HEOMPEeAENEHHOCTM B
NOKasbHbIX CUCTEMAax Npeobpa3oBaHMs 3HEPrn. 3aadya HEYETKOT0 MHOT OKpUTEPUATbHOT O
aHanm3a NoKa/bHbIX CUCTEM Npeobpa3oBaHNs 3HEPTUM PACCMOTPEHA KaK 3afjava HeYeTKoro
HE/IMHEAHOrO MPOrpaMMMPOBaHNA C  HECKONbKAMWU  HECOBMECTUMBIMW  KPUTEPUSIMM.
MpegnoeHa  NOCNEeAOBAaTENlbHOCTb  LUAFOB  MPUHATWS  PELLEHMS B HEYETKOM
MHOrOKpUTEpPUasbHOM aHann3e HedhopMasibHOrO BbI6OPa CXEMbI CBEPTKM /151 Mepexofa oT
BEKTOPHOTO0 KpUTEpWsi K CKaNfpHOA KOMOMHauuu. PaccmaTpuBatOTCA MynbTUAreHTHble
mogenu Gnarogaps MX CMOCOGHOCTM pellaTb 3ajayn 6OMbLUOK pa3sMepHOCTU, KOTopble
TPYAHO peann3oBaTb B OfHOArEHTHOM NMPUGIKEHUN

KntoyeBble CfoBa: HeYeTKME MHOXECTBA, NpPeoOpasoBaHMS 3HEPruv, NOAAepXKKa
MPUHATUSA PeLLEHNIA
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METO/ NOKAN3ALUNN N UOEHTUPUNKALIA
OPUTMHATbBHOW 1 KITOHVPOBAHHOIW OBJTACTEN
N30OBPAXKEHNA

E. FO. JlebeneBa

Ogecckuii HaUMOHa/IbHbIA MOANTEXHUYECKUIA YHUBEPCUTET,
npocn. LLeByeHko, 1, 65044, YkpaunHa; e-mail: whiteswanhelena@gmail.com

B paboTe pa3paboTaH TeOpPeTUYECKM OOOCHOBaHHbI MeTOf —JfloKanuM3aum 1
NAEHTU(MKALMN  OPUrMHA/IBHOM 1 K/TOHMPOBaHHOW o6nacTeii  mM3obpaxeHus. [Mo
pe3ynbTaTaM 3KCMEPUMEHTOB W  HabGMOAEHWNI  BbISBEHbI  KAYeCTBEHHbIE  OT/NYMS
OpWrMHaNbHOW 06/11acT OT K/IOHMPOBaHHOW. PaspaboTaH MaTemaTuyecKuin 6asuc ans
(hopMasibHOr0 BbISIB/IEHWS MPEAN0XKEHHbIX KAYeCTBEHHbIX OTNYWIA.

KnioueBble crioBa:  (hanbeudukauma  M300paXKeHWs, BbIABIEHVE  (hanbeudurKaLmu,
K/IOHMPOBaHWe, flokanu3auus o6acTu.

BBefeHue

Pa3BuTNE TEXHOJIOTMI KOMMbLIOTEPHOW, (HOTO M BUAEO TEXHUKU MO3BONSET ObICTpee
co3fasatb M o06pabatbiBaTb 60/bLINE 06bEMBI MHOPMauMKU. [pocToTa KCMob30BaHUSA
MPOrpaMMHOro  O6ecrneyeHus, Hanpumep, rpauueckux peaakTopoB, W PoCT  UX
BO3MOXXHOCTel CO34at0T 61aronpusTHY0 OCHOBY /19 Pa3BUTUSA U LLIMPOKOIO MUCMO/b30BaHNS
umgposoii  (hanbcugmkaumm.  O6bekTamn  (hanbCUUKaumy  BbICTYNalOT — LU(POBbIE
n3obpaxennsa (L) n ymgpposoe sngeo (LIB). CaMbiM MpOCTbIM M AOCTYMHbLIM CMOCO60M
cosfaHua anbcudukauum LA ¢ noMowpro  rpaguMueckmx  pefakTopoB  SABMSETCH
KMoHupoBaHue. LI morytT ucnonb30oBaTbCA Kak MaTepuan A1 XKYPHaIOB, Kak
[0Ka3aTenbCTBO B CY/e, B MeAULIMHCKUX Lenax 1 T.Mm. Mo3ToMy NnpoBepka npefocTaB/iseMbiX
LW Ha Hanmums hanbcuukauuii aBnseTca akTyasbHON 3afadveid. Mpy aTOM Takke BaXHO
3HaTb B C/lydae 06HapyXeHun thanbcurKaumnm, Kakas 061acTb SBNSETCA OPUrMHaNbHON, a
Kakasi — KNNOHUPOBAHHOM.

MocTaHOBKa 3aauu U Leflb UCCeA0BaHuUs

B paboTe paccmaTtpmBaroTcs (hanbCuprKaumnm, co3gaHHble NyTeM KNOHMPOBaHUA OAHON
W HECKO/IbKUX YacTeid TOro Xe n306pakeHuns, Tak Kak 3ToT BUZ (hanbCumnKaLmm sBnsetcs
CaMbIM JIETKO peain3yeMbiM M LUMPOKO PacrnpocTpaHéHHbIM. [18 co3h4aHus Takoro poja
(hanbcudmKaumii UCMoONb3YOTCA Takume rpaduyeckme pefaktopbl Kak Adobe Photoshop,
GIMP u ppyrve. Ansa co3gaHuns anbCupuKaumy nyTem K0HNUPOBaHUA B 3TUX FPagnyecKmnx
pefakTopax MOXHO BOCMO/Ib30BATbCA TaKMMW  MHCTPYMeHTaMu Kak  [pAMOoyrosibHoe
BblgeneHwue, flacco, Wtamn v T.n. Ansg nydliero Bu3yasbHOro BHeAPEHUS KNOHUPOBAHHbIX
obnacteli MOXHO BOCMO/Ib30BaTbC TaKMMWU WMHCTPYMEHTaMK, Kak Pa3mbiTue, ApKOCTb U
KOHTpacT, MuKLWmMpoBaHe KaHaioB W T.M. [aHHble WHCTPYMEHTbI MO3BO/AKOT CO3/aBaTb
(haibCuhnKaunm, HesaMeTHbIe YeI0BEYECKOMY r1asy.

Llenbto siBnseTca pa3paboTka MeToAa NoKanmsaumm n NaeHTUHONKaLmMm opurnHaabHoN u
KNOHMPOBaHHOW o6nacTei hanbcuguymposaHHoro LIA.
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[ns [OCTMXKEHNS NOCTaBNEHHON LieNn HeobXoAMMO PeLLnTb CleaytoLLme 3ataqn:
HaiTn KayeCTBEHHbIE OT/IMUNA OPUTUHAIbHO 061aCTW OT KNOHUPOBaHHOIA.
Pa3paboTaTtb MaTemMaTuyeckuii 6asuc N9 (OpMasbHOMO  BbISBIEHUA  3TUX
KayeCTBEHHBIX OT/INUUIA.

OnpefennTb KONMYECTBEHHbIE 3HAYEHWSI MapaMeTpoB, MO3BOMIAIOLME OTAENUTH
KMIOHMPOBaHHYH 06/1aCTb OT OPUTMHaNIbHOA.

PaspaboTaTb MeTO4 NoKanu3auum W UAEHTUPUKALUN  OpUrMHANBHOW 1
KNOHMPOBaHHOW 0611acTeil.

KauecTBeHHbIE OT/IMUNS OPUTMHA/IBHOM 06/1aCTU OT K/IOHMPOBaHHOWA

VIHCTpYMeHTbI  BbleNleHNs B rpaiMueckux pefaktopax rMo3BOMAKT  CO34aBaTb
KIOHMPOBaHHbIe 06n1acTy Ntoboro pasmepa 1 Yopmbl. YTobbl KIOHMPOBAHHBLIE 061aCTUN ObIN
He 3aMeTHbl Ye/loBeYeCKOMY r/a3y W HawnydwyMm o6pasom BHegpuiuce B LA, mx
[0MN0NHUTENbHO 06pabaTbiBatoT. OLHMM U3 CPeACTB Takoli 06paboTKM ABNSETCA MHCTPYMEHT
PasmbiTne (O. Blur). IHCcTpymeHT PasmbiTvie (Blur) yMeHbLLUAET KOHTPACT MeX.y TOUYKaMu
L. Ero ncnonb3ytoT, 4Tobbl CMArYMTL FpaHuLbl MeXAy (parMeHTaMu n3obpaxeHus (puc.
1).

Puc.1. MpumeHeHVe NHCTpyMeHTa Pa3mbiTue: a — KNOHUPOoBaHHas 06/1acTb 6e3 06paboTku; 6
— K/IOHMpOBaHHas 061acTb nocne 06paboTKN MHCTPYMEHTOM Pa3MbiTue
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TakuMm 06pa3oM, NPUMEHEHNE UHCTPYMeHTa Pa3mbiTvie CrnaguT Kpaid KNOHWUPOBAaHHOM
06nacTu, 1 caenaeT ero BU3yaslbHO MeHee 3aMeTHbIM. ByfeM cumTaTb, UTO K/IOHMPOBaHHas
06/1aCTb OT/IMYAETCS OT OPUTMHANIBHOM, MPUMEHEHMEM K €€ FPaHULe HCTPYMEHTa PasmbITus.

MaTemaTnyecKmnii 6asunc ans GopmMasibHOro BbISIBNIEHNS KAUeCTBEHHbIX OT/INYNIA

CocTosiHMe /060  MHDOPMALMOHHON  cucTeMbl, Hanpumep, LW, dopmanbHo
OMUCbIBAETCS COBOKYMHOCTbKO OJHO3HAYHO OMpefefieHHbIX €ee MapamMeTpoB, TakKMX Kak
cuHrynsipHble yncna (CHY) u cuHrynsipHble Bektopa (CHB) COOTBETCTBYHOLLEA MaTpuULpbI
(marpuuy) [1].

Myctb umeetcs LI B useToBol mogennm RGB. lMpeobpasyem LI/ 13 RGB B Mofesb
YUV . Mogenb YUV (1) ocHOBaHa Ha pa3/nodXeHumn n300paXkeHns Ha Tpu coctasnawowme: Y
— camas 3HaumMmas COCTaB/IAIOLLAA, OMpPefensowas ApKoCTb TOUKM M306paxeHus; U,V —

[iBe LIBeTOBble COCTaBNAOWMe (MX Ha3bIBaKOT LeTopasHocTamu, TK.U G R,V G B):

Y 0299 0587 0114 R
U 059 0274 032 G (1)
V0211 052 0311 B

MycTb umeem 610K LW ¢ maTtpuueid spkoct Y . Tofydum HOBbIA 610K Y nyTem
pasmbITus 60Ka Y . Wcrnonb3yeMbld BWUA PasmbITUS HE3HAUUTENbHO M3MeHUT Y, T.e.
mMatpuubl Y 1Y  6yayT 6/M3KUMK MO 3HAYEHUAM.

Ana matpuy Y MY BbIYACIUM HOPMaslbHbIe CUHTYNAPHbIE Pa3NoXeHUs

Y uviuny U VvT,

roe matpuubl U ug,...U, diag o o, V. VoV, ULV, i LN, - cTONGUYI
matpuy, U,V - fieBble 1 npasble NEKCUKOTpapUUecKn nonoXKunTenbHble 0pTOHOPMUPOBAHHbIE
CHB Y, | , 0 - CHY Y. Matpuupt U u,...,u, , diag ..., , ,
Voov,.,V., U,v,i Ln, - cronbusl matpuy U,V - feBble M npaBble
NEKCUKOTpapuUUecKy MoNoXWUTeNbHbIE OPTOHOPMMpOBaHHbIe CHB Y , , ... . 0 -
CHYY .

CxoXecCTb 6710k0B Y ¥ Y BieveT 3a co60M CXOXecTb 3HadeHui nx CHY. Onepauus
pa3MbITWS 3aTparmBaeT B GO/bLUEN CTEMEHW BbICOKME U CPefHMe YacTOTHbIE COCTaBNSAOLLIME
CUrHana-n3obpaxeHus. NMoatomy 4na onpegeneHns 3Ha4yeHns napameTpos 6amsoctm Y mn'Y
OyLemM  MCnosb30BaTh diag ..., , M diag ,,..., KpOMe  NepBbIX
(MakCUMaIbHbIX).

Ona CHY Y ©n Y [OCTpOMM JfIMHElHYK annpokcumauuio Buga y ax b wu
y ax b cooTBeTcTBEHHO. CxoxecTb 6/10k0oB Y U Y B/eyeT 3a co60i 6/1m3koe
pacnonoXeHve NpamblX y ax b my ax b .B kayectBe napameTpa 6/1M30CTU KPUBbIX

n 1

a
Oy/AieM 1CMNob30BaTh CrefytoL e KosphduumneHTsl: coef, — wu coef,
a

[ns opurnHanbHoro 6710ka Y ¥ pasmbITOro Y  BbIMOMHAKOTCA HEpaBeHCTBa (2):

P, coef, P,
P, coef, P,

(2)
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roe P, n P, - moporosble 3HaYeHWs, yCTaHaB/IMBaeMble IKCMEPUMEHTAIbHO, 1A Yero 6bin
NpoBeLeH BbIUUCUTENbHBIA 3KCMEPUMEHT, B MPOLIECCE KOTOPOro MCMO/b30BaINCL 610KK
pasMepHOCT! 8 8, KOTOpble pa3mbiBasiCb B nporpamme Adobe Photoshop vHCTpymeHTOM
PasmbiTvie (©. Blur) ¢ paguycom B MonoBuHYy 610Ka. B X0fe 3TOro aKcrepymeHTa 6binu
onpejeneHbl YACOBbIE 3HaYeHNa and napametpos P n PP 1.0; P, 1.099

MeTog noKanmsaymm n MaeHTUMKaLmMm opurnHasibHoM U KIIOHMPOBaHHOM 06nacTe

Ha OCHOBe MOJlyYeHHbIX Bblle pPe3ynbTaToB MpefsaraeM METOA JoKaimM3auum W
NOEHTU(DUKALUA  OPUTMHANBHOW W KIIOHMPOBaHHOW o6nacTel. MeTo4 pasfgeneH  Ha
crefiyroLue atansbi:

1.  OG6HapyxXeHue KNOHNPOBaHHbIX 0bnacTel LI,

2. Jlokanuszaums KNOHMPOBaHHbIX 0bnactein LIV v ngeHTudmkaums opurnHanbHom n
KNIOHWPOBaHHOW 061acTeil;

3. dopmupoBaHMe  Pe3yNbTUPYIOWMX  M300PaKEHUIA € OBGHAPYXEHHbIMK 1
NAEHTUPULMPOBAHHBIMM 06/1aCTAMMU.

Wccnepyemble n306paxxeHns XxpaHATcs B (opmate RGB. Ha nepsom artane pgns
YCKOpeHUs npouecca 06HapYy>XXeHNA KNOHUPOBaHHbIX 06/1acTeil npeobpasyem LI n3 RGB B
YUV , n 6yaem Ucnonb3oBathb TOIbKO NEPBYHO KOMMOHEHTY - Y .

[ns 3anoMyHaHMA MecTomnosioXKeHs 610ka 6yLem MUCrosib30BaTb CUCTEMY KOOPAMHAT,
MPeLsioKeHHY0 Ha puc.2. [Mof koopgauHaTamMu 6noka Oygem MOHWMAaTb KOOPAMHATHI
BEPXHEro N1eBOro yrna 61oka.

Puc.2. Cuctema koopamHat LI

PaccmMoTpyM OCHOBHbIe Lary nepsoro srtana [2, 3]:
1. Pa3butb matpuuy fpkoct Y LI Ha MHOXEeCTBO Mepecekarowmxcs 6/10K0B

S
pasmepamm p p nukceneit: C {c,c,, ,C,}, Takux 9tO: C;
il
nocnefyrownii 6510K ¢, OTAMYaeTCa OT Npedpblaylero ¢, , CABUIOM Ha 1 nuKcenb BMpaso,
B/IEBO, BHU3 UV BBEPX).
2. Kaxgplid 6nok ¢, i 1, ,s paccMoTpum B nmape co Bcemu ¢;, j 1, ,s,j i,
COOTBETCTBEHHO. [1/151 KaXKA0 Napbl:
2.1. Bbluncium KoathduumeHT Koppensaumn cor  correlation(c; ,c;)
2.2. Ecnm cor 1, TO 3anomuvHaeM KOOpAMHaTbl OOKOB, A/19  KOTOPbIX
BbIMOMHAETCA 3TO ycnosume: Xy, 1,] ,rae XY  {Xy,Xy,, XY, }.

Y (3pecb Kaxppbli
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Takum 06pa3oM, Moc/ie OKOHYaHWA NepBoro atana B XY COXPaHATCA KOOPAMHATbI
06Hapy>KeHHbIX 6/10KOB, COOTBETCTBYIOLLMX OPUTMHANIbHON 1 KNOHMPOBaHHOW 06nactam L.

Cnegyowum  3atanom  06beaMHMM  OOHapy)KeHHble  6/10KM B OObEKTbI W
NOEHTUUUMPYEM O00BLEKTbI KaK OPUTrMHaNbHBIA M KNOHWPOBaHHbIA.  JToKanusauus
OCYLLIECTB/IAETCA MOCPEACTBOM WCMO/b30BaHWUA KoopauHaT XY 0O6HapyXeHHbIX 6/10k0B. B
[aHHOW paboTe pacCMOTPUM MeTO[ pa3feneHuns 6/10KOB Ha ABa 06beKTa.

Mog ueHTpOM obbekTa OyAemM MOHUMAaTb KOOPAWMHATbI, COOTBETCTBYHOLUME LEHTPY
obnactu, 3aHMMaemoii 06beKTOM. B npouecce nokanusauuy 6710K0B, 3HA4eHUS KOOPAMHAT
LeHTpa OyaeM nepecumTbiBaTb. [lepecyeT OCYLWECTBASETCA MO KOOpAMHATaM  yxKe
NOKa/I30BaHHbIX 6/10KOB.

1. TlycTb UeHTp MepBOro 0b6bekTa - KOOPAMHATHI MEPBOro OBGHapYy)XXeHHOro 6/10ka

center, (center,’,center’)  x,y, , a LEHTP BTOPOro 0GbekTa - KOOPAWHATbI BTOPOrO
obHapy)xeHHOro 6roka center, (center,”,center,”)  X,,y, , TAe X,Y, U XY,
anemeHTbl n3 XY .
2. [na  KaxgoW napbl  KOOPAMHAT XY, X,V nooxy, XY, "3
XY XY, XYy, XY XY, XY} BbIMOMHSEM CrefytoLume warm:
2.1  Bbluncnsiem paccTOsHMeE OT LieHTpa 06BbEKTOB [0 TEKYLLMX Nap KOopAnHaT

d,; \/(centerlx x)° (center,” y.)* n d, \/(centerzx x)° (center,’” y.)%,

d;; \/(centerlx x;)* (center, y;)* nd,, \/(centerzx x;)* (center,’ y,)*.

22 Ecmwm d; d,, To koopAuHaTbl  X;,y;  OTHOCUM K MEpBOMY OObLEKTY
first,  x,y, . B NpoTMBHOM c/y4yae — KO BTOpOMY 0ObekTy second,  X,Y; , FAe
F o {first, first, }n S {second,, second,, }.

Ecm d;; d,;, TO KOOpAMHATbI XY OTHOCMM K TNepBOMY OObeKTy
first,  X;,y; . B NpoTMBHOM cnydae — KO BTOpoMYy 06bekTy second,  X;,y; ,
second, Xx,y; ,rpe F {first, first,, } mS {second, second, }.

2.3 T[posepsiem, 6blfa M WUCNOMb30BaHa Orepauns pasMbiTMe K 6/10Kam C
KOOpAVHaTaMn COOTBETCTBYHOLLMM YETbIPEM Hanpas/ieHUAM (BBEPX, BNpaBO, BHU3, BJIEBO)
OTHOCWUTENBHO X, Y, U X;,Y;

01 HanpasfieHWs BBepX MofiydyaeM Matpuubl uUBetoB R,G,B  6nokoB ¢
KoopguHatamun X%, y; 1 m o X,y 1

L1 HanpaefeHWs HampasBo nonydaem MaTtpuubl uetoB R,G,B  6/110k0B C
KoopguHatamn X Ly, wn X, Ly; ;

019 HanmpaefieHWs BHM3 nosydaem matpuubl uBetoB R,G,B  6nokoB cC
KoopguHatamn X, y; 1w x;,y; 1

019 Hanpas/ieHWs BeBO MNojsydyaem martpuupl  usetoB R,G,B  6nokoB ¢
koopguHatamn X, Ly, wu x; Ly, ;

2.4 [1na 6NOKOB KaXXJO0ro Harpas/eHWs BbIMOHAEM C/IEAYHOLLME Larn:

2.4.1 Tyctb umeem matpuubl UBeToB R,G,B pana 6G10OKOB Tekyllero

HanpasneHns ¢ ,c®,c® n ¢, cf®c®, rge ¢ R, ¢¥ R,

(G) (G) (B) (8)
¢ G,ci’ G, B,c;” B.
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Ansa 6nokos ¢®,c®,c® u ¢l c!® cf¥ Bbluncnsem HopmansHoe
CUHTYNIAPHOE Pa3/OXKEHME

(R) R R \yyR T (R R R R T
C u:=™ V. , Cj U;” 7V, ,

©) G) G)y (@) T A@©) 6) G)y\/(©) T
C u-’ >’V , Cj U, 7V, ,

(B) (8) (B)y/(B) T (B) () (B)y/(B) T
C. U= V. , € Uu;” 7V, ,

roe
® diag @, ®., ® ® diag {0, 5.5,
© diag @, ©.., @ © diag <, . 5,
®  diag &, ®,.., ©, 6 ©® diag_iB),_gB),...,_(pB)

2.4.2 Tlony4aem IMHEHYHO annpoKCMMaLMIO N0 NOMYYeHHbIM CUHTYNAPHbIM
ymcnam (Kpome rnepeoro) v BblMUCISEM KOIPMPULMNEHTDI:

(R) (R)
a b
(R)  =(R) R =(R)
w a8 ® p®* @
coef a n coef = ,
' a® _n e ? b® & @
G a oL a
a b
©) ©)
a " J©  F©) b a©  z©
coef @ @Y v coef,©@ b
' a® e Lo ? b® ¢ .
@&’ 4 e a A
a b
(8) (B)
a b
(B) =(B) ®) =(B)
(B) a(B) 1a a ®) E(B) 1a a
coef, bl 1 coef, =)
a’ @ LB b™ & L@
® 4 a POES a
a b

243 Ecom B coef® P, & B coef,") P, & B coef,® P, &
R coef,” P, &R coef” P &P coef,” P, 10
Ecnu koopguHatbl X, Y,  Oblin OTHECEHbI K NMEePBOMY 0OBLEKTY, TO

. 1’(a(R) a‘R))&(a‘G) a“G))&(a‘B) g(B))
r 0’(§(R) a(R))&(a(G) a(G))&(g(B) a(B))

0’(a(R) g(R))&(a(G) 5(6))&(a(8) g(B))

SbWr 1 (g(R) a(R))&(ﬁ(G) a(G))&(ﬁ(B) a(B)) ’
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Ecnu koopauHaTbl X, Y,  OblM OTHECEHbI KO BTOPOMY 06bEKTY, TO

s 1’ (a(R) g(R)) & (a(G) g(G)) & (a(B) g(B))
r 0’ (g(R) a(R))&(ﬁ(G) a(G))&(ﬁ(B) a(B))
0’(a(R) g(R))&(a(G) ﬁ(G))&(a(B) g(B))

fow 1’(§(R) a(R))&(ﬁ(G) a(G))&(ﬁ(B) a(B))’

r

roe FBW - {fbw,, fbw, }, SBW {sbw,, sbw, }.

2.5 MepecynTbliBaEM HOBble LIEHTPbl OOLEKTOB, WCMO/b3YA CYLLECTBYOLMNE U
[l06aBfIEHHbIE BOKN.
Vimeem

F o {first, first,}, rge first, (first{, first}) v

i’ il
S {second,, second,}, rae second; (second ’j,second }).
Torpa HoBble LIeHTPbI

center, (center,’,center,”),

X 1 q - 1 q -
rae center, q first : v center” =  first)
i 1

i
i 1
center, (center,”,center,”),
z

second ]Yj )
j1

rae center,” second  w center,’

N |~

1Z
Zj,

3.  Bblumucngem  konmuectBo  Hyned u egmHuny B FBW  {fbw, fbw},
SBW  {sbw,, sbw,}.

MycTb 8 FBW konuuectso eguuny, @, anynein £,

Mycts B SBW kommuectso egunuy, s@ | a Hyneit s©.

4. Ecm f@ O 10 6noku c koopauHatamm n3 F Gyaem nokasbiBaTb 6e/bIM
usetom (opuruHan), uHade, ecrm P £© 10 6nokn ¢ koopguHatamu U3 F 6ygem
MOKa3blBaTb YEPHbLIM LLBETOM (K/10H).

Ecnm s s 1o 610kn ¢ koopguHatamMu U3 S 6yem MoKasblBaTb Ge/bIM LiBETOM

(opurunan), uHaue, ecnn s® s 1o 6nokn ¢ koopguHatamMu M3 S 6yAemM MoOKasbiBaTb
YEPHbLIM LIBETOM (K/OH).

Ecom @ @ 1 s® s 1o umeem HeonpeneneHHOCTb UAEHTUDUKALMN

Pe3ynbTaTbl UCCef0BaHWI

B wuccnepgoBaHmax Mcnonb3oBanuch LW, nonyyeHHble pasnMyHbIMK - LU(POBLIMU
annapatamu. Co3gaHue KIOHMPOBaHHbLIX 06/1acTeil ocyllecTBnsnack B nporpamme Adobe
Photoshop CS6. ®anbcuduumpoBaHHble LI He okumanuck. Ha pucyHke 3 nokasaHbl
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HEKOTOpble W3 pe3ynbTaTOB WCCNeA0BaHWIA; OpuUrMHanbHasg 0651acTb 0603HaveHa 6enbim
LiBETOM, (halbCUPULMPOBAHHAA — YEPHbIM.

Puc. 3. Pe3ynbTaTbl UCCNEA0BaHNIA: a — OpuUrMHanbHble LI, 6 — thanbecnduumpoBaHHble, B —
pe3y/ibTaT BbISBMEHUS KIIOHUPOBaHHbIX 06/1aCTei, I — pe3ynbTaT AEHTU(NKaLUM OpUrnHana
W K/IOHa
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E. HO. IlebepeBa

BbiBoAbI

B paboTe Bnepsble pa3paboTaH TEOPETUYECKM O0BOCHOBAHHbI METO[ /IoKam3aumm u
NAEHTUDUKALMA OPUTMHANBHOW Y KNIOHMPOBAHHOW 06nacTeil n3obpaxeHus. B xoge paboTbl
pa3paboTaH MaTeMaTU4YecKuMin 6asuc [ns MeToda BbISB/EHUA KAYECTBEHHbIX OTINYUI
OPUrMHaIbHOM  06MacTU  OT  K/JIOHWPOBaHHOW. MeTof, MOCTPOEHHbIA Ha OCHOBE
pa3paboTaHHOro 6asnca, ABNAETCA 3MPEKTUBHBIM He TO/IbKO MNPW  BbISBIEHUN, HO U
NOEHTU(DUKALMA  KNOHWPOBaHHbIX — 06flacTeld, 4YTO  MOATBEPXKAEHO  pe3ynbTaTamu
NpeAcTaBUTENbHOTO BbIYMCIUTENBHOTO 3KCNEPUMEHTA.
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METOZ TOKAIBALIT A IAEHTU® IKALIT OPUMIHAIbHOT 1 KITOHOBAHOT OB/IACTEW
3OBPAXXEHHA

O. KO. NebeneBa

OfecbKuii HauioHabHWIA MONITEXHIYHUIA YHIBEPCUTET,
npocn. LLeeyeHka, 1, Ofeca, 65044, YkpaiHa; e-mail: whiteswanhelena@gmail.com

Y po6oTi po3pob/eHNiA TEOPETUYHO OBI'PYHTOBaHWA MeTOog, Nokanisauii i igeHTUdiKauii
OpUriHanbHOI i KNOHOBaHOI 06n1acTeil 300pakeHHsA. 3a pe3ynbTaTaMy eKCMepUMEHTIB i
CMOCTEPEXEHb BUAB/EHI AKICHI BIAMIHHOCTI OpuriHanbHOT 061acTi Bif K/IOHOBAHOI.
Po3pobneHnii MaTemMaTuuHMiA 6asvc Ans (HOPMalbHOTO BWSIBNEHHS 3ampONOHOBaHMX
AKICHMX BigMIHHOCTEIA.

Kntouosi cnosa: hanbeudikalis 306paXKeHHs, BUABMEHHA (hanbeuikalil, KIOHYBaHHS,

nokanisauis obnacTi.

LOCALIZATION AND IDENTIFICATION METHOD OF ORIGINAL AND CLONED IMAGE AREAS
H. J. Lebedeva

Odessa National Polytechnic University,
1 Shevchenko Ave., Odessa, 65044, Ukraine; e-mail: whiteswanhelena@gmail.com

A scientifically grounded method to localize and identify both original and cloned image
areas was proposed. Qualitative differences between original area and cloned area were
found based on the results of experiments and observations. The mathematical basis for
formal identification of proposed qualitative differences was developed.

Keywords: image falsification, identification of falsification, cloning, area localization
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YNCENbHUI METO/, PEANIBALIT MATEMATUYHINX
MOJENEW MPOLUECIB NMEPBUHHOT MEPEPOBKW CUPX
BYI'JIEBOAHIB

FO. B. 'puropeHko

OfecbKuii HauioHabHUIA MONITEXHIYHUIA YHIBEPCUTET,
npocn. LLesyeHko, 1, Opeca, 65044, YkpaiHa, e-mail: ygrygorenko@Ilukoil.com

BVKOHaHO y3arafibHeHHsi MaTeMaTUYHOro ONUCY MPOLLECIB MEPBUHHOT Mepepobku cupmx
ByrnesogHis (MMNCB) y BUrAsgi HeniHiRHNX HecTauioHapHUX AWgepeHUiiHNX PIBHSHL Y
YaCTKOBMX MOXiAHMX, LLO Jae 3MOry 3acTocyBaTv MPUHLMN TuNisauii npy noganbLiomy
mMaTeMaTU4HOMY MOZENIOBaHHI 3a3HayeHVX MPOoLLeciB. 3anpornoHOBaHO Ta 06rPYHTOBAHO
eIeKTUBHUIA YWCENbHUIA METOA peanisauii maTemaTuyHux Mogenein (MM) npouecis
MrCB, 3acHOBaHWi1 Ha iTepawiiiHili npoueaypi po3s’A3aHHA HEeNiHIHMX HecTalioHapHUX
OMCKPeTHNX MM focnifiKyBaHVX NPOLIECIB.

Knto4yoBi cnoBa: maTemaTWyHa MoOfAeNb, iTepauiliHuii Mpouec, Pi3HULEBA CXeMma,
napameTpuyHa HeiHIlHICTb, 36DKHICTb iTepaliliHOi NpoLeaypw, CTUCAICTb BifL0OPaXKeHHs

Bctyn

P03B’A30K 3afayi MaTemMaTM4yHOro MOJe/NtoBaHHA, B TOMY 4uMCAi MPU [AOCNILKEHHI
NpoLeciB MepepobKM CUpUX BYFNEBOAHIB, B 3Ha4HI Mipi BM3HA4aeTbcsi 06paHod MM.
AfekBaTHO o06paHa MM  3abe3neyye [OCTOBIPHICTb  pe3y/bTaTiB  MaTemaTMyHOro
mogentoBaHHs. KpiM TOro, Ha pesynbTaTi MaTeMaTU4yHOro MOZentoBaHHs (30Kpema, Moro
TOYHICTb) BMN/IMBAKOTL YMCENbHI METOAMN, SKUMUK peanidyeTbcst 06paHa MM. Tomy CyKynHWiA
BMGIp MM Ta uMCenbHOro MeToLy € BaXKIMBUM €TarnoM mMaTtemMaTU4yHOro MOAE/OBaHHS, Lo
BU3HAYaE ePEKTMBHICTb MPOLLECY AOC/IIKEHHS.

B po6oTti [1] 3anponoHoBaHO MM npouecis (ta anapatis) MMNCB y surnagi
AndepeHLiiHNX PiBHAHL (CUCTEM AWdepeHLIHUX PIBHAHB) Y YaCTKOBMX NOXigHMX (APYIT),
OTPMMaHMX Ha OCHOBI (hyHAAMeHTa/IbHUX 3aKOHIB MaTepiaibHOro 6anaHcy Ta 36epeXKeHHs
(eHeprii, iMnynbcy, TOWO). ALEKBATHICTb 3arpornoHOBaHOI CyKynHoOCTi MM BU3HayaeTbCA
TUM, L0 BOHW Hali6ifibLL NOBHO BigOMBaOTh XapakTep (i3nKo-XiMiYHUX ABULL, NPUTaAMaHHNX
focnimKyBaHOMY Knacy npouecis. OcobamBICTHO 3anponoHoBaHNX MM € Te, L0 BOHWU MakTb
HeNiHIMHUIA Ta HecTauioOHapHWA XapakTep, LU0 BWM3HAYaeTbCA BiAMOBIAHOK BapiaTMBHICTIO
napameTpiB CUpUX BYrNeBoAHIB. Hanpuknag, ryctMHa cupoi HaTu B 3HaYHIA Mipi 3a/1eXNTb
Bif, TemnepaTtypu, WO MpU3BOAUTL A0 HeniHiHOCTI MM, a 3MiHa B 4aci (hyHKUii CTaHy
CUPOBMHN B XOfi TEXHO/MOTIYHOrO Mnpouecy (Hanpuknag, TiEl X TemMnepatypu cupoi HagTh),
3YMOB/IKOE He CTauioHapHicTb MM.

MNMocTaHOBKa 3agavi Ta MeTU LOC/iIKEHHSA

OfHak cnif 3a3HaunTK, WO ICHYIOYI YnicenbHi MeToaum [2, 3] He 3abe3nedytoTh Y MOBHIM
Mipi e(heKTUBHY peanizauito HeNiHiIMHMX HecTawioHapHMX MM npouecis MIMCB.

MeTol 3anpornoHoBaHOi Po60TU € Po3pobKa e(MEKTUBHOIO YMCELHOIO MeToayY
peanizauii MM npouecis MMNCB, akuii nepefg6ayae 3acToCyBaHHA NpUHUMNY Tunizauii MM.
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OCHOBHa YacTuHa

3anponoHoBaHi B po60Ti [1] MM Mo>Ha NpeLcTaBuTy Y BUTNIAAI y3araibHeHOT MOZENi,
a came:

i rj,z,t
t
— izt Yot oarnt —
f. r,zt, > , U, 1,2t D, izt
z r r; 1)
i L..k; J L.,N; 1,z ;o t 0t
g (T — 3HaK TPaHCMOHyBaHHSA)
3 ypaxyBaHHSAM MOYaTKOBUX
ir,z,0 W Mz, 1 Lok ) LauNy o,z (2)
Ta rPaHNYHUX YMOB HaCTYMHWX TUMIB:
rpaHNYHNX YMOB nepLuoro pogy, Ny-1 (tuny Aipixne)
. r 0 - . .
ir,z,t i i iPr,zt, i Lok J L.,NpoT,z 3)
rpaHNYHMX YMOB TPETLOro poay, 'y-3
_i I‘j,Z,t —
- i rJ,Z,t,Pirj,Z,t ’
i 1..k; j L..N; r,z ,
e r,z,t — 0GesnepepBHi (yHKUiT CTaHy, WO 3anexatb Bif uacosol t 0,t Ta
NPOCTOPOBUX r,z KOOpAMHAaT  (KoOpAWHATU  I;,Z  3MIHIOTLCA Y  BiKPUTIi
(LUNIHAPWUYHIN) MHOXWHI RY i3 rnagKoto rpaHuLeto ; RM« — eBknigosuii npocTip

AINCHUX uncen po3mipHOCTi M, ); dyHKuii cTaHy i, z,t BU3HAYAKOTbCA PO3B’A3KOM

cuctemmn (1) — (4), wo (3a BM3HAYEHHAM) ICHYE | € E€AUHUM; Ug r,zt,g 1.k —

.. . . . — Mk
(hYHKLT po3nogineHoro ynpaeniHHs, LU0 Hanexarb rinbcepToBomy npoctopy U, Ha R™:.

3MiHHI cTaHy  ir,z,t Ta ynpaBniHHs U, r;,z,t  BU3HAY€HO Yy BIAKPUTUX
rinbbepToBKX MPOCTOpPaX i3 rpaHMuaMY BignosigHo 1 L. ki r 1...k".

PyHKUiT . Ta . — 6e3nepepBHi  NiHIMHI  ab0  HEeNiHIMHI  YHKUIT;
Di_i,rj,z,t Dir.zt, r,zt, ozt 1,2t — JNiHIAHI  abo  HeniHilnHiI
(yHKUIT, o XapaKTepusyrTb Aito 30BHILLHIX 36y mKyoUnX BM/INBIB;
Pr,zt, i L..k; j 1..,N; r,z — 3afaHi (yHKUIT Ha rpaHuui ob6nacTi,

AKI MOXYTb BUCTYMaTW B SKOCTI TPaHWYHUX YNPaBAAYUX BI/IUBIB; 1.,k —
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napaMeTp, SKWIA  XapakTepusye  €eHepreTUYHi  BNacCTUBOCTI  eNeMeHTiB  006’eKTa
(texHonoriyHoro amapara); N — 4MCNO  MOBEPXOHb  TEM000OMIHY  (30Kpema,
peKTU(iKaLinHNX Tapinok).

3MiHHI CTaHy i r;,z,t Ta ynpaBniHHa U, r;,z,t MOXyTb BU3HAuYaTh PisHi Qi3nuHi
(30Kpema, Temnepatypy, BuUTpaTy), abo reoMeTpU4Hi (Hanpuknag, pPiBeHb) BeNYMHM, a
TaKOX BIAXWIEHHA LMX BENMYUH Bif CTaliOHapHWUX 3Ha4yeHb; nMapameTpu . BM3HAYalOThb
BIAMOBIAHO: KOeMILiEHT TENIONPOBIAHOCTI, KOemiLieHT Tenonepesadi, TOLO.

TakvM unHOM, 3actocyBaHHA MM vy surnagi (1) — (4) factb 3mMory y nofasibLiomy
BTIAMTY NPUHLMN TUMi3auil — To6TO opieHTayii Ha neBHMn knac MM — npu po3pobui
4ncenbHOro MeToga peanisauii MM yacTKoBMX BUNaaKie rnpouecis (anaparis) MICB.

MpeactaBumo (3 METOH)  KOHKPETHOCTI  NOJaNblUMX MATeMATUYHUX  BUKNALOK)
y3arasibHeHy MM (1) — (4) B HacTyrnHOMY BUT NS4

_ —

Lzt 33— Lzt 8 o — izt
— A ozt ———— B ., r,zt——

R — Cr,zt — — (®)

D, .r,ztU,r,zt E ,r,ztFr,zt, j LN;

g r;|_1r21r31z 16 Rs! i 1i1 2i1"'1 ki 1t 01tk 1 Q Oatk 1
Ur,zt U,U,..U " Fr,zt F,F.F k k (6)
|01§ Oigig ’
10,0, —
00t ——2— K/t ,00t t,j LN 7

MepeTBOpPEHHS MOYaTKOBOT AudepeHLinHOT 3agadi (5) — (7) B pi3HULEBY MOXe 6yTu
BMKOHaHO 3a [OMOMOrOK PI3HOMAHITHUX PI3HULEBUX CXeM [4, 5], WO 3yMOBHOE TaKOX
OTPUMAHHA LIN0T HWU3KM  anpoKCUMYKUMX OUCKPETHUX MM 3 pIsHUMK  SKICHUMU
XapaKTepucTukamu. AHasi3 BKa3aHOI fliTepaTypu MokKasye, W0 3 TOYKU 30pY CTPYKTYPHOT
MOBHOTWU PO3r/ISAY MOX/MBUX BapiaHTIB pi3HULEBMX cxem, ais APUIl rinepboniyHoro Ta
rinep60s10-napaboniyHoOro TNy [AOLiNbHO BUKOPUCTOBYBATM LLECTUTOYKOBUI LWIabNnoH [4].
BiH f03BOMISE NOOYAYyBaTM CXeMM ABOLUAPOBI 32 YacOM Ta TPMLLAPOBI 3a MPOCTOPOM, TOOTO
[ia€ 3MOry po3B’A3yBaTh 3afadi: CTalioHapHi Ta HecTalioHapHi, a TakoX OfHO- (NiHiliHI),
[BO- (nnacki) Ta TPpMBUMIPHI (06’ EMHI).

BBefemo HacTynHi CITKu:

s 9, 1 gl 0L..L; ., t mtm 0L..,M;

m

st o . lgmt,l 0L..Lm 01..M,

3 KpoOKamMy MO TMpOCTOPOBUX KOOpAuHaTax g N, Z; I rmaX/Lr;j 1 N;

Z Z,,/L, (4n9 PIBHOMIPHUX CITOK I Z) Ta Mo 4acosiii koopguHaTi t t /M.
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Mo3HauMmMo uepe3 " 3HAYeHHA CITKOBOT (DYHKUii y By3ni @,,t, , BU3HAYeHOI Ha

gt. Tog4i, 3amiHAOYM 6e3nepepBHI MOXigHI B PIBHAHHAX cuctemu (5) Ha BiAMOBIAHI
Pi3HMLEBI NOXIigHI, OAEPXKMMO:

o Al 2 o 2,
i
B m m m m m m m m (8)
: |11, 4 |i1 3 |ii I 1 11, Ci l; Di Uli Ei I:|i
Nz
i LN
pe i 1,2,..,k; — [OBINIbHWIA pe4oBMHHWMIA napameTp O 1 . 9K pisHMUEBUIA aHanor
rpaHNYHNX YMOB (7) BUKOPUCTAEMO HACTYMHI BUPa3W:
m l; ;1 m m m. - croaN
P K" o 0t 0 L2..,kij LN. 9)
J
MoyaTKOBi YMOBM MatOTb BUFNAA;
0,1 o (10)

Cxema (8) onucye ogHonapameTpuyHe (BiZHOCHO ) CIMENCTBO PI3HULLEBUX CXEM i, Y
Bi4NOBIAHOCTI O 3aranbHO NPUAHATOT TepmiHonorii [5], HOCUMTb Ha3By cxemu 3 Baramu. Big
BMOOPY NapaMeTpa  3a/1eXMUTb CTINKICTb Ta TOUHICTb cxemu (8) [4, 5].

Po3rnsgHemMo cxemu, fKi BignoBifaroTb YaCTKOBMM 3HaueHHAM . [Mpu 0 Ta 3amiHi
4aCTKOBMX MOXIAHMX MepLLIOro NopsLKY Nno NpPOCTOPY Ha LeHTPasIbHY Pi3HULIO, TO6TO

m
irj1z1t 11, [ el

>
N
o
—
N

t i | " (11)
C ! D U' E F"i 12..k;j LN.

[JaHa cxema € SIBHOM. 3HauyeHHs CiTKOBOT (yHKUii ' B KOXHIiiA Touui wwapy
t m 1 t (HOBOro Wapy) BUPKAETLCS Yepes BifOMi 3HadeHHs TV, , ', |, Ha wwapi

t m t (ctapomy wapi). Ockinbkun npu t 0 3agaHa novarkosa ymosa (10), To cxema (11)

[,03BO/IAE MOCNILOBHO BU3HAYUTY 3HAYEHHS CITKOBOT (YHKLIT Ha By b-AKOMY 4acOBOMY LUapI.
AKLLLO 0, TO cxema (8) byae MICTUTKM K ABHI, TaK i HeABHI Y/ieHN (Tak 3BaHa ABHO-HesBHa
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cxema). Mpwu 1 Ta 3amiHi YaCTKOBOT MNOXIAHOT NepLLOro NOPAAKY Mo NPOCTOPY HACTYMHUM
BMPa3oM

1
- A n ir'1z1t
‘ ~j LN; ‘

OTPUMAEEMO YNCTO HEABHY CXEMY:

m 1 m m 1 m 1 m 1
11, 2 11

li li Aj i |i2 i Bi i i
i i (12)

C "D U'E F"i 12..kj LN.

PiBHaHHA (10) MoXe 6yTM BMKOpUCTaHe Yy BCii  MNPOCTOPOBIN  06nacTi
Or r.,,] LN,O z z 33 BUHATKOM FPaHNYHUX TOYOK: T, O,r. z_. Taz O,

j m j max

Z ., -/0093a3Ha4eHNX TOUOK CITKOBa PYHKLIIA BU3HAYAETLCA I3 rPaHUYHNX YMOB (9).

max !

Onsa Bunagky 0.5 0fepXXUMOo LWECTUTOYKOBY CUMETPUYHY LLOLO ABHUX UYSEHIB
CXemy:
m 1 m m 1 m 1 m 1 m m m
I; l; A 11, I; 11 11 l; 11,
2 2
t 2 I
Bi m 1 4 m 1 3 m 1 m m (13)
11, l; 11, 11, 11,
2 r z

G + D U'" E F",i 12..kj LN,

Cxema (13) Bigoma B nitepatypi [4, 5] sk cxema KpaHka-HikoncoHa. Ana Hei
CrpaBe/IMBO 3ayBaXXeHHS, 3pobieHe ans cxemu (12).

Takum ynHoMm cxemu (11), (12) ta (13) ABNAIOTL COOOK KIHLEBOBUMIPHI (OUCKPETHI)
aHanorn (guckpetHi MM) y3arasibHeHOT MaTeMaTU4HOI MOAENi OCHOBHUX TEXHOMOTIYHNX
anaparis npouecis MMCB i BOHM CyTb CKa4alTb OCHOBY MPOrPamMHO-a/IrOPUTMIYHUX
IHCTPYMEHTa/IbHUX 3aC06iB MaTeMaTMyHOro MOAE/NOBaHHS 3a3HaYeHMX NMPOLECIB.

Cnupatoumncb Ha po6oTm [4, 5] nerko nokasatu, Wo sBHa cxema (11) cTika nvwe 3a

ymou t/ r, z Y2, j LN ska3e’asye kpokn 1, z;j LN Ta t.[pu ubomy
cxemu (12) i (13), onga akux 0.5, CTiliKi Ans OyAb-sKUX 3HaYeHb I;, Z; ] LN Ta t.
Kpim TOro, BMKOHaBLUM po3KnagaHHa B psfd Telinopa gna 3agadi (8) odepXXvmo, Lo npwu

0 cxema anpoKCUMYE BUXiAHY 3afauy 3 TOuHicTo e 0 t 0 z° ,anpu 0.5

noxunbka BignosigHo cknagae e 0 t° 0 z°?

PisHuuesi cxemn (11), (12) Ta (13) oTpUMaHO 3 MPUMYLLEHHS MPO HENiHIMHWA Ta
HecTawioHapHWiA XapakTep MaTpuulb KoediuieHTiB A — E; y3aranbHeHoi MM Bugy (1) —
(4). Take NpUNyLWeHHA AOCUTL CYTTEBO | BUHMKAE 3 TIET 0OCTaBMHU, L0 B TEXHOJOMIYHOMY
LMK 32 JOCUTb HETPUBA/IMIA Yac (HaBiTb Y MeXaxX OfHIET 3MiHM) Y CUPUX BYTNIEBOAHIB, AKi
HaaXo4ATb Ha nepepobKy, MOXYTb 3HAYHO 3MIHIOBATUCA TaKi (Di3NKO-XiMIYHI napameTpu AK
ryCTUHa, ra3oBaHiCTb, TeMnepaTypa, Towo. Lie BUKIMKaHO TWM, L0 CUPI BYT/NIEBOAHI MOXYTb
rnojaBaTMCA Ha MepepobKy, Hanpuknag, 6e3nocepefHbO i3 3aMi3HUYHUX LUCTEPH abo 3i
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CXOBWL, i, TAaKUM YMHOM, Mepexig MK CMPOBMHOIO 3 PI3HUMYK NnapameTpamu (Hanpukiag, Tak
3BaHi «lerki» Ta «BaXKi» HaTh), B CBOK 4epry, MOXe 3[iNCHIOBATUCA 3a KOPOTKMIA (B
TEXHO/IOTIYHOMY PO3YMiHHI) 4Yac. [MOKaXXeMO MOX/IMBICTb BpaxyBaHHS MapaMeTpuyHoOl
HeNiHIMHOCTI  pisHMuUeBMX cxem (11), (12) 71a (13). [ns KOHKPETHOCTI MNoAa/bLUnX
PO3MIPKOBYBaHb PO3rIsHEMO CxemMy (13).

BrKoprCTOBYIOUM MaTpuyHy (opMy 3anucy, NpPeacTaBUMo PIBHAHHA cxemu (13) y
HaCTyNMHOMY BUTNALI:

m 1
B
m1 m t A ] 2
I; I; I;
2.1z
(14)
B' m m
t A ' C, | DU"™ EF".
2.1z '

Buxogaum 3 nocunaHHA npo Te, WO BigobpaxeHHa G: (he  — 6aHaHOBWIA
npocTip, a BigobpaXKeHHA ¢ 334a€ MNepeTBOpPeHHA 3a cxemoro (13)) — cTucne, MOXHa
CTBEPLKYBATH, WO AN By Ab-AKNX |1i , f BUKOHYETLCA HEPIBHICTL [6]

ot e ildi tha as)

[ani ckopucTaemocs MeToLOM npocToi iTepauil [4 — 6]. MMpy UbOMY, AKLLO
BifjoOpakeHHs G : — cTucne, To (14) Mae eAMHNIA PO3B’A30K | :

R e R (16)
e  — Homep iTepauii.

Topi MOXHa CTBEPAKYBATU, WO Y AOCUTL Masiii OKONMLi pO3B’A3KY | PiIBHAHHSA (14)
419 Hab/IMXKEHb METOZOM MPOCTOT iTepalil Mae BUTNAL,

(17)

BBaxkatoumn, WO XapakTep HeniHIMHOCTI Of4HaKOBWWA AN BCiX BY3MiB  067acTi

AuckpeTu3auii -, itepauiiHuid npouec (17) 3aBepLuyeTbCst 3a YMOBY BUKOHaHHSA KPUTEPIto
1
max|————"
Ll - i (18)
fie |, — 3ajaHa TOYHICTb PO3B’A3KY.

BigMIHHICTb 3anponoHOBAHOINO MeTOAy MOofiArae B TOMY, L0 3aCTOCYBaHHS Mpwu
yncenbHI peanisayii ysaraibHeHoi MM (Bupasn sugy (1) (4)) cxemn KpaHka —
HikoncoHa (Bmpa3 (13)) 3abe3neyye Ha nepLioMy KpOLi PO3B’A3aHHA MepLly iTepawito
iTepayinHoro npouecy (Bupas (17)).

KOHCTPYKTMBHICTb Ta e(eKTUBHICTb 3arnporoHOBaHOro MeToAy MiATBEPMAKEHO
PO3B’A3aHHAM MPUKNALHUX 33434 3 MOAENOBAaHHA MPOLECY eNieKTPO-(TEPMO)3HECO/IEHHSA Ta
3HEBOHEHHS CUPOi HaTU. 30KpeMa, MOAENOBABCA AMHAMIYHWIA CTaH TepMoZerifpaTopis,
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NpU3HaYeHNX AN BILOKPEM/IEHHSA CUPOT HalTV Bif MiHepaibHUX COJMei Ta NNacToBOI BOAM.
Mnacka HeniHinHa Ta HecTalioHapHa 3agadva Ans AUCKPeTHOT obnacTti y 192 By3nm (CiTka
po3mipom 16 12) i vyacy MogfentoBaHHa 6.5rog. (3 Kpokom guckpetmsauii  t  90c)

notpebysasia Ha po3B’A3aHHA 218C MalUMHHOMO Yacy (3aCTOCOBYBaBCA MPOLECOpP 3 TAKTOBOK
yacTtoToro 1.5 T ). 36bKHICTb iTepayiinHoro npouecy (17) gocsaranack He Ginblue, HXK 3a 7

iTepaLliii i He 3anexana Bif 3MiHW BUXIAHUX AaHMX, SKi BU3HAYa/IM 3HAYEHHS KOeqilieHTiB
y3arasibHeHoi MM Bugy (1) — (4).

BucHOBOK

Takum YnHOM, po3po6/ieHo MeTof, peanisalil y3araibHeHoT MM nipouecis MIMCB, skuit
3BOANTLCA [0 [AMCKPeTu3auil HemnepepBHOI y3araibHeHOi MM 3a cxemMot0 3 Baramy Ta
NOAa/IbLLOr0  PO3B’A3aHHSA  OTPUMAHOI CUCTEMMU  HENMIHIMHUX OUCKPETHUX PIBHAHL 3a
npoLesyporo NPoCToT iTepavii.
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0. B. NpuropeHko

YMC/IEHHbIN METO[, PEAJINSALN MATEMATUYHECKNX MOZAE/IEN NPOLIECCOB
MEPBNYHOWM NMEPEPABOTKW CbIPbIX YTTMTEBOAOPOAOB

0. B. NpuropeHko

Ogecckuii HaUMOHa/TbHbIA NOAUTEXHUYECKWIA YHUBEPCUTET,
npocn. LesyeHko, 1, Opecca, 65044, YkpanHa; e-mail: ygrygorenko@Ilukoil.com

BbInonHeHo 0606LLeHe MaTEMATUYECKOrO ONMcaHWa NPoLLECCOB NePBUYHON NepepaboTKm
cbipbix  yrnesogopogoB  (MMCY) B BUAe  HENMHEWHbIX  HecTauuOHapHbIX
AnddepeHUMaIbHbIX  YpaBHEHUI A B 4YaCTHbIX MPOM3BOAHBIX, YTO [aeT BO3MOXHOCTb
MPUMEHUTL MPUHLUMN TUNM3aUMK NpyY MOCMeAyroLeM MaTeMaTUYeCcKOM MOZENMpPoBaHUN
yKasaHHbIX npoueccoB. lMpefiokeH M 060CHOBaH 3(NGEKTUBHLIA YMUCIEHHBLIA METOS,
peanuzauum matematuuyeckux mogeneii (MM) npoueccos [MCY, OCHOBaHHbIA Ha
MTEPaLMOHHOW NpOoLefype PeLUeHUS HENVHEMHbIX HEeCTauyOHapHbIX AUCKPETHbIX MM
nccnesyembix npoLeccos.

KntoueBble c1o0Ba: MaTeMaTnyeckas Mofesb, UTePaLMOHHbIA NPOLIECC, Pa3HOCTHAsA CXeMa,
napameTpuyeckas HefMHEeHOCTb, CXOAMMOCTb WTEpPaLUMOHHOW MpOLEeAypbl, CXKaToCTb
OTO6paXKeHWs

NUMERICAL METHOD OF IMPLEMENTING MATHEMATICAL MODELS FOR THE PRIMARY
PROCESSING OF RAW HYDROCARBONS

Yu. V. Grigorenko

Odessa National Polytechnic University,
1 Shevchenko Ave., Odessa, 65044, Ukraine; e-mail: ygrygorenko@lukoil.com

Generalization of the mathematical description of primary processing of raw hydrocarbons
(PRH) in the form of nonstationary and nonlinear partial differential equations, which gives
the opportunity to apply the principle of typification subsequent mathematical modeling of
these processes. Proposed and justified efficient numerical method of realization of the
mathematical model (MM) of processes of PRHSs, based on the iterative procedure of
solving nonlinear unsteady discrete MM investigated processes.

Keywords: mathematical model, iterative process, difference scheme, parametric non-
linearity, the convergence of the iterative procedure, compactness display
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