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The paper considers a class of problems of identification of nonlinear dynamic objects 
with continuous characteristics using neural networks with time delays. The multiple 
use of pre-trained neural networks to identify objects of different nature with similar 
laws of functioning is substantiated. The aim of this work is to reduce the training 
time of neural network models without significant loss of accuracy by developing a 
method for pre-training neural networks with time delays in the tasks of identifying 
nonlinear dynamic objects with continuous characteristics. The scientific novelty of 
the work is the further development of the method of pre-training neural networks 
with time delays in the tasks of identifying nonlinear dynamic objects with continuous 
characteristics, which allows reducing the training time of neural network models 
without significant loss of accuracy. The method consists in extracting general 
patterns from the base dataset at the pre-training stage and using them to solve specific 
problems at the stage of retraining models on the target dataset. A formal criterion is 
proposed to determine the moment of termination of the neural network pre-training, 
the use of which allows avoiding retraining of the base model and ensuring a 
significant reduction in the model training time on the target dataset. The practical 
significance of the work is to develop an algorithm for the method of pre-training 
neural networks with time delays in the tasks of identifying nonlinear dynamic objects 
with continuous characteristics, which reduces the training time of neural network 
models and the loss of model accuracy. To study the convergence rate of the training 
algorithm and modeling accuracy, an experiment was conducted with test nonlinear 
dynamic objects. The obtained modeling results demonstrate the effectiveness of the 
proposed method. The value of this study is to determine the area of effective use of 
the proposed method, namely, when the general and target datasets do not have 
significant differences and the target dataset is of sufficient size to reflect the 
properties of the research object. 
Keywords: nonlinear dynamic objects, modeling, neural networks with time delays, 
pre-training. 

 
Introduction. In the modern world, against the background of rapid technological 
development, the issues of effective modeling of modern management objects are 
becoming increasingly relevant. Classical methods, although reliable and widely used, 
are increasingly proving to be insufficiently effective for representing complex objects of 
the world [1, 2]. Complex control objects are characterized by a high degree of 
nonlinearity and dynamics, the ability to adapt to various environmental conditions and 
operating requirements. 

Due to the above requirements, researchers and engineers prefer to consider 
complex objects as a "black box" whose internal structure and functioning algorithms are 
not accessible to an external observer [1, 3]. Such objects are well described by simulation 
models that approximate or mimic the behavior of a real system, which is difficult or 
impossible to express analytically. Simulation models are built on the basis of an 
input/output experiment, in which an object is analyzed based on its response (output 
signals) to external influences (input signals). 

Today, neural networks are widely used as simulation models [2]. In the world of 
rapidly evolving technologies, neural networks have become an essential tool in the field 
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of artificial intelligence, demonstrating impressive capabilities in solving complex tasks 
ranging from pattern recognition and natural language synthesis to identifying simulation 
models. 

Such models can be trained to simulate complex behavior based on the observation 
of input and output data, which is why they are often used to model time dependencies 
and predict the behavior of complex dynamic systems. 

Despite advances in the field of neural networks, the problems of effective learning 
with limited data and computational limitations remain unresolved [4]. Therefore, the task 
of developing methods to improve the characteristics of neural networks remains relevant. 
Analysis of research and publications. Different approaches are used to overcome the 
limitations that hinder the development of neural networks in the field of complex object 
identification, depending on the application, object properties, availability and amount of 
training data. Having systematized the research in the field of improving neural network 
training methods, the following key areas can be identified. 

Improvement of learning methods aimed at creating models capable of accelerating 
learning and quickly adapting to new tasks based on limited data. This area includes 
experiments with activation functions [5], learning methods [4], and the structure of 
neural networks [6]. 

The development of learning methods includes adaptive optimization algorithms 
such as Adafactor, LAMB, Ranger [7], which can more effectively use gradients for 
learning, as well as techniques for thinning layers and parameters in neural networks, 
which help reduce the number of calculations and speed up the learning process. This 
approach is implemented using the Sparse Training and Magnitude Pruning methods [8]. 

The choice of network architecture is carried out using automatic machine learning 
(AutoML) methods, which significantly speeds up the model development process. Such 
methods include Neural Architecture Search (NAS) [6, 9]. 

The construction of surrogate models makes it possible to reduce the size of neural 
network models and speed up computations without significant loss of accuracy, which 
is especially relevant given the growing demands on computing resources and the use of 
neural networks on mobile devices. This area includes such algorithms as Deep 
Compression [10], the construction of linear [3] and integral [11] surrogate models. 

Pre-training allows neural networks to extract information from large amounts of 
data before the main training phase and can accelerate model convergence during training 
on target data, increasing their performance even on datasets of limited size [12]. 

A variation of pre-training is the transfer learning technique, which allows using the 
knowledge gained from solving one problem to improve the solution of another [13]. This 
approach is actively used when the available training data for a new task is limited, and 
it can significantly speed up learning and improve the generalizability of the model. 

Modeling practice is well known for cases when you have to solve similar tasks that 
are repeated in different fields of activity due to the fact that objects of different nature 
have similar laws of functioning. In the field of software development, such tasks have 
long been successfully solved by reusing once-written code in the form of function 
libraries, classes, or a framework, depending on the degree of generalization of the task. 

In the emerging field of simulation modeling, this approach is just beginning to be 
used. In this case, a pre-trained neural network can be used as a reusable solution. In this 
case, the construction of the target model consists of extracting general patterns from the 
base dataset at the pre-training stage and using them to solve specific problems at the 
stage of training models on the target dataset [12]. 

The described technique has several advantages. First, it allows using large amounts 
of data to extract general patterns, which is especially useful in the absence of sufficient 
data in the target dataset. Secondly, pre-trained models can be successfully applied to 
different tasks, even if they are related to different areas. This saves time and resources, 
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as there is no need to train the model from scratch for each new task. Thus, thanks to pre-
training, neural networks are able to demonstrate impressive results even in conditions of 
limited resources. 

This approach is a fairly common and effective practice for reducing the training 
time of convolutional neural networks and building universal models before they are 
retrained on a specific task. VGG (Visual Geometry Group) pre-trained convolutional 
networks are widely known and have been successfully used for image classification 
tasks, GPTs are designed for text generation. 

At the same time, there is a lack of work in the field of pre-training neural networks 
that model the behavior of nonlinear dynamic objects with continuous characteristics.  

This article discusses methods of improving the characteristics of neural networks 
based on the idea of pre-training as a promising direction of identification of complex 
continuous objects, which is dynamically developing and able to effectively cope with 
the requirements of modern modeling tasks. 

The aim of this work is to reduce the training time of neural network models 
without significant loss of accuracy by developing a method for pre-training neural 
networks with time delays in the tasks of identifying nonlinear dynamic objects with 
continuous characteristics. 
Formulation of the research problem. The formal statement of the problem of pre-
training neural networks can be formulated as follows. 

Let S be an initial problem for which there is a large amount of labeled data (dataset 
DS): 
 DS ={(xi

S , yi
S )}, (1) 

where xi
S �± is the input data, yi

S  �± is the corresponding output data (labels) of the dataset 
DS, i=1,...,NS , NS �± is the size of the dataset DS. 

Let us denote the basic model as a neural network trained on the data of the problem 
S �Z�L�W�K���S�D�U�D�P�H�W�H�U�V����S  as f��S.  

Let T be a target task for which there is a limited amount of labeled data (dataset 
DT):  
 DT ={(xj

T , yj
T )}, (2) 

where xj
T �± is the input data, yj

T �± is the corresponding output data (labels) of the dataset 
DT, j=1,...,NT , NT is the size of the dataset DT. 

�$�W���W�K�H�� �V�D�P�H���W�L�P�H���� �X�V�L�Q�J���W�K�H�� �S�D�U�D�P�H�W�H�U�V����S of the base model f��S to initialize the 
weights of the target model f��T, it is possible to train the target model f��T on the data of 
the dataset DT to adapt it to the target task. 

A model f��S is called a pre-trained model if the minimum loss function is ensured 
for the target model f��T �W�U�D�L�Q�H�G���R�Q���W�K�H���E�D�V�L�V���R�I���S�D�U�D�P�H�W�H�U�V����S: 
 ��T�Û =arg min��T LT(f��T(xj

T), yj
T), (3) 

where LT �± is the loss function adopted for the target problem. 
At the same time, to assess the quality of the pre-trained model f��S (measuring the 

success of the base model), we can introduce the concept of performance P��T of the model 
f��S on the target dataset DT as a metric that characterizes the model's ability to solve the 
target problem: 
 P��T =E��T /t��T,  (4) 
where E��T �± is the difference between the predicted f��T(xj

T) and the true yj
T values of the 

objective function; t��T �± is the time spent on training the model with an accuracy of E��T . 
In practice, the mean absolute error mae, mean squared error mse, or coefficient of 

determination R-squared can be used as E��T. The number of epochs of model training 
can be used as t��T. Calculating the model performance allows you to assess how well the 
pre-trained model fits a specific target task and data. 
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The main part. The basic idea of pre-training is that a neural network is first trained to 
extract general features and patterns from data that can be applied to different tasks. This 
pre-trained model is then retrained on a narrower sample of data related to a specific task. 

However, when implementing this method, the problem arises of finding the 
moment when pre-training stops, when the model is already able to extract general 
patterns from the underlying dataset and, at the same time, has not adapted to the data of 
a particular task, i.e., the neural network has not been retrained. Violation of this balance 
causes the following problems. 

1.  Early termination of pre-training (undertraining): if the pre-trained and target 
models differ significantly, the retraining process may take longer and be less effective.  

2.  Late termination of pre-training (retraining): if the pre-trained model has 
adapted to the data of the base dataset, then the problem of Domain Shift arises. This can 
lead to a loss of model performance on the target task due to the mismatch between the 
characteristics of the base and target datasets. 

The developed method of pre-training neural networks should take into account 
both limitations by determining the pre-training threshold, which reduces the time of 
model training while ensuring a given accuracy. 

A time-delay neural network (TDNN) is used as a neural network model of 
nonlinear dynamic objects with continuous characteristics. Due to their simplicity and 
versatility, TDNNs have become the most widespread. The most commonly used TDNN 
structure consists of three layers: input, hidden, and output [14]. 

In this structure, the input layer of a TDNN includes M neurons �± the memory 
length of the object model. The number of neurons M choses to best reflect the dynamic 
properties of the object. The hidden layer includes K neurons with a nonlinear activation 
function. The number of neurons K choses to best reflect the nonlinear properties of the 
object. The output layer of TDNN contains 1 neuron with a linear activation function. 

The input layer receives data 

 x(tn )=[x(tn ), x(tn-1 ), ... , x(tn-M-1 )], tn =n�l t, n=1, 2, ... (5) 
The signal y(tn) at the output layer at time tn depends on the values of the input 

signal x(tn) and is determined by the expression [14]: 
 

 
 (6) 

where b0, bi �± are the biases of the neurons of the output and hidden layers, respectively; 
S0, Si �± are the activation functions of the neurons of the output and hidden layers, 
respectively; wi, wi,j �± are the weighting coefficients of the neurons of the output and 
hidden layers, respectively. 

Taking into account the well-known fact that in multilayer neural networks the first 
layer identifies the most general features, and the subsequent layers identify more 
specific features, the following method of pre-training neural networks with time delays 
is proposed in this paper for identifying nonlinear dynamic objects with continuous 
characteristics. 

Stage 1. The neural network model fS is trained on the data of the basic dataset 
{( xS(tn), yS(tn))}. In this case, the criterion for stopping the training process is the 
simultaneous fulfillment of the following conditions: the standard deviation of the 
parameters of the input layer of the network at epochs k+1 and k does not exceed a 
predetermined value E1 and the standard deviation of the parameters of the hidden layer 
of the network at epochs k+1 and k is not less than a predetermined value E2: 
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(7) 

Stage 2. The neural network model yT(tn) is trained on the data of the target dataset 
xT(tn). The parameters of the base model yS(tn) are used as the initial state of the target 
model yT(tn). In the process of training the target model, the pre-trained weights of the 
neural network are not fixed in order to correct and adjust them to the data of the target 
task during further training. This process is called fine-tuning. 

The criterion for stopping the learning process is the absolute deviation of the 
model output from the target values. 

The proposed method of pre-training neural networks with time delays for the 
identification of nonlinear dynamic objects is tested on the task of identifying a test object 
with continuous characteristics. 
Experimental setup. The accuracy of TDNNs and the time of their construction using 
pre-training of neural network models is studied on the example of a basic dataset. The 
dataset is formed from a set of input signals x(t)=a�, (t) in the form of step functions with 
different amplitudes a and their corresponding output signals y(t)=f(x(t)). 

In [15], it was established that TDNN models are not invariant to the shape of the 
input signal and can adequately reflect the properties of a dynamic object when trained 
on a sufficient amount of input and output signals of the same type as in the test data set. 
Therefore, the common nonlinear and dynamic links shown in Table 1 are used as a black 
box transducer f. 

Table 1 
Nonlinear and dynamic functions that form the basic dataset 

�‹  Title Expression 
1 Inertia-free amplifier y(t)=Rx(t) 

2 Integrator y(t)=1/T �ì
�ç

�4 �T�:�P�;�@�:�P�; 

3 Inertial link Tdy(t)/dt+ y(t) = x(t) 
4 Oscillating link c d1 

2 y(t)/dt2 + c2 dy(t)/dt + c3  y(t)= x(t) 
5 The lagging link y(t)=Kx(t-�2), �W�!�2 

A three-layer neural network with time delays is used as a pre-trained neural 
network model. In this structure, the input and hidden layers of the network have 
M=K=50 neurons with activation in the form of a linear rectifier [15].  The output layer 
of the TDNN includes 1 neuron with a linear activation function. This structure of the 
neural network ensures the level of losses set by the experimental conditions (mse < 50) 
with an acceptable training time (epochs < 100). The resulting TDNN was used to study 
the accuracy of models of dynamic objects with smooth and significant nonlinearities. 

The process of preliminary training of the described model on the data of the basic 
dataset is demonstrated in Fig. 1: a plot of the loss function versus the number of training 
epochs (Fig. 1a) and a plot of the model training accuracy metric versus the number of 
training epochs (Fig. 1b). 



A.A. Orlov 

200 

 

 

 
a  b 

Fig. 1. TDNN model training process on the base dataset: a �± graph of the loss function 
versus the number of training epochs; b �± graph of the model training accuracy metric 
versus the number of training epochs. 

 
Taking into account the stopping conditions (7), the pre-learning process stops after 

the end of epoch 7. 
We study the accuracy of TDNNs and the time of their construction at the stage of 

target training using the example of a target dataset. The dataset is formed from a set of 
input signals x(t)� �D�,(t) in the form of step functions with different amplitudes a 
(a�•  (0,1)) and the corresponding output signals [14] in the form of a linear function with 
saturation: 

 
(8) 

where s �± is the saturation level, p is the saturation point, and g is the gain. 
The process of training a TDNN model with randomly selected weights on the 

target dataset is shown in Fig. 2a: a graph of the model training accuracy metric versus 
the number of training epochs. 

The process of training a TDNN model by retraining a pre-trained model on the 
target dataset is demonstrated in Fig. 2b: a plot of the model training accuracy metric 
versus the number of training epochs. 

 

 

 
a  b 

Fig. 2. Graph of the model training accuracy metric versus the number of training epochs 
on the target dataset: a �± models with randomly selected weights; b �± by retraining a pre-
trained model. 

 
Fig. 2 shows a 3.7-fold reduction in the time required to train the TDNN model on 

the target dataset compared to the full training procedure, while ensuring comparable 
accuracy of both models. 

To investigate the modeling accuracy, the resulting neural network is verified on a 
test nonlinear dynamic object given in [15]. In Fig. 3 shows a comparison of the output 
signals yn(t), yv(t) and y(t), obtained as a result of the action of the step signal x(t)=a�,��t) 
(a=0.65) at the inputs of the TDNN model, the second-order integral-step series [14] 
(chosen as a method of deterministic identification for comparison), and the simulation 
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model of the test nonlinear dynamic object, respectively. The graph shows a 15% 
advantage in accuracy of the proposed TDNN model over the integral-step model. 

 
Fig. 3. Comparison of the output signals yn(t), yv(t) and y(t), obtained as a result of the 
�D�F�W�L�R�Q���R�I���W�K�H���V�L�J�Q�D�O���[���W��� �D�,���W�����R�Q���W�K�H���L�Q�S�X�W�V���R�I���W�K�H���7�'�1�1���P�R�G�H�O�����W�K�H��integro-power series 
and the simulation model of a nonlinear dynamic object, respectively . 
 
Discussion of results. The obtained simulation results show that the use of TDNN 
models with pre-training to identify nonlinear dynamic objects with continuous 
characteristics can significantly reduce the training time of neural network models 
without losing accuracy. However, this method is demanding to meet the following 
conditions: 

Task Mismatch: if the tasks for which the model has been trained and the target 
task differ significantly, the trained model may be less effective. A special case is the 
Domain Shift problem, where a pre-trained model is trained on data that is significantly 
different in distribution from your target data. 

Insufficient Data for Fine-Tuning: if there is a limited amount of labeled data for 
the target task, then retraining a trained model may face the problem of overtraining or 
undertraining. 

Model Size: some pre-trained models can be large and require large computing 
resources to run and retrain. 

Thus, the area of effective application of the method of pre-training neural 
networks with time delays in the tasks of identifying nonlinear dynamic objects with 
continuous characteristics is when the general and target datasets do not have significant 
differences and the target dataset is of sufficient size to reflect the properties  
Conclusions. In this paper, an attempt has been made to further develop the method of 
pre-training neural networks with time delays in the tasks of identifying nonlinear 
dynamic objects with continuous characteristics in order to reduce the training time of 
neural network models without significant loss of accuracy. 

The novelty of the proposed method lies in the use of a formal criterion for 
determining the moment of termination of pre-training, which allows avoiding retraining 
of the base model and providing a significant reduction in the model training time on the 
target dataset. 

The proposed method of pre-training neural networks with time delays for the 
identification of nonlinear dynamic objects is tested, which demonstrated a 3.7-fold 
reduction in model training time on the target dataset compared to the full training 
procedure while ensuring comparable accuracy of both models. 

The advantages of pre-training include the ability to improve model performance 
when there is a lack of labeled data for the target task. This is especially useful in 
situations where the collection of labeled data requires a lot of effort and the base task 
has an excess of data. The area of effective use of the proposed method is highlighted. 
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�g�_�c�j�h�f�_�j�_�`�_�\�b�o�� �f�h�^�_�e�_�c�� �[�_�a�� �a�g�Z�q�g�h�€�� �\�l�j�Z�l�b�� �l�h�q�g�h�k�l�•�� �r�e�y�o�h�f�� �j�h�a�\�b�l�d�m�� �f�_�l�h�^�m�� �i�h�i�_�j�_�^�g�v�h�]�h��
�g�Z�\�q�Z�g�g�y���g�_�c�j�h�g�g�b�o���f�_�j�_�`���•�a���q�Z�k�h�\�b�f�b���a�Z�l�j�b�f�d�Z�f�b���\���a�Z�^�Z�q�Z�o���•�^�_�g�l�b�n�•�d�Z�p�•�€���g�_�e�•�g�•�c�g�b�o���^�b�g�Z�f�•�q�g�b�o��
�h�[�
�}�d�l�•�\�� �•�a�� �[�_�a�i�_�j�_�j�\�g�b�f�b�� �o�Z�j�Z�d�l�_�j�b�k�l�b�d�Z�f�b���� �G�Z�m�d�h�\�Z �g�h�\�b�a�g�Z�� �j�h�[�h�l�b�� �i�h�e�y�]�Z�}�� �m�� �i�h�^�Z�e�v�r�h�]�h��
�j�h�a�\�b�l�d�m�� �f�_�l�h�^�� �i�h�i�_�j�_�^�g�v�h�]�h�� �g�Z�\�q�Z�g�g�y�� �g�_�c�j�h�g�g�b�o�� �f�_�j�_�`�� �•�a�� �q�Z�k�h�\�b�f�b�� �a�Z�l�j�b�f�d�Z�f�b�� �\�� �a�Z�^�Z�q�Z�o��
�•�^�_�g�l�b�n�•�d�Z�p�•�€�� �g�_�e�•�g�•�c�g�b�o�� �^�b�g�Z�f�•�q�g�b�o�� �h�[�
�}�d�l�•�\�� �a�� �[�_�a�i�_�j�_�j�\�g�b�f�b�� �o�Z�j�Z�d�l�_�j�b�k�l�b�d�Z�f�b�����s�h�� �^�h�a�\�h�e�y�}��
�k�d�h�j�h�l�b�l�b�� �q�Z�k�� �g�Z�\�q�Z�g�g�y�� �g�_�c�j�h�f�_�j�_�`�_�\�b�o�� �f�h�^�_�e�_�c�� �[�_�a�� �a�g�Z�q�g�h�€�� �\�l�j�Z�l�b�� �l�h�q�g�h�k�l�•���� �F�_�l�h�^���i�h�e�y�]�Z�}�� �m��
�\�b�e�m�q�_�g�g�•�� �a�Z�]�Z�e�v�g�b�o�� �a�Z�d�h�g�h�f�•�j�g�h�k�l�_�c�� �•�a�� �[�Z�a�h�\�h�]�h�� �^�Z�l�Z�k�_�l�m�� �g�Z�� �_�l�Z�i�•�� �i�h�i�_�j�_�^�g�v�h�]�h�� �g�Z�\�q�Z�g�g�y�� �l�Z��
�\�b�d�h�j�b�k�l�Z�g�g�•�� �€�o�� �^�e�y�� �j�h�a�\�
�y�a�Z�g�g�y�� �d�h�g�d�j�_�l�g�b�o�� �a�Z�^�Z�q�� �g�Z�� �_�l�Z�i�•�� �^�h�g�Z�\�q�Z�g�g�y�� �f�h�^�_�e�_�c�� �g�Z���p�•�e�v�h�\�h�f�m��
�^�Z�l�Z�k�_�l�•���� �>�e�y�� �\�b�a�g�Z�q�_�g�g�y�� �f�h�f�_�g�l�m�� �i�j�b�i�b�g�_�g�g�y�� �i�h�i�_�j�_�^�g�v�h�]�h�� �g�Z�\�q�Z�g�g�y�� �g�_�c�j�h�g�g�h�€�� �f�_�j�_�`�•��
�a�Z�i�j�h�i�h�g�h�\�Z�g�h���n�h�j�f�Z�e�v�g�b�c���d�j�b�l�_�j�•�c�����\�b�d�h�j�b�k�l�Z�g�g�y���y�d�h�]�h���^�Z�}���a�f�h�]�m���m�g�b�d�g�m�l�b���i�_�j�_�g�Z�\�q�Z�g�g�y���[�Z�a�h�\�h�€��
�f�h�^�_�e�•���l�Z���a�Z�[�_�a�i�_�q�b�l�b���k�m�l�l�}�\�_���k�d�h�j�h�q�_�g�g�y���q�Z�k�m���g�Z�\�q�Z�g�g�y���f�h�^�_�e�•���g�Z���p�•�e�v�h�\�h�f�m���^�Z�l�Z�k�_�l�•�����I�j�Z�d�l�b�q�g�_��
�a�g�Z�q�_�g�g�y���j�h�[�h�l�b���i�h�e�y�]�Z�}���\���j�h�a�j�h�[�p�•���Z�e�]�h�j�b�l�f�m���f�_�l�h�^�m���i�h�i�_�j�_�^�g�v�h�]�h���g�Z�\�q�Z�g�g�y���g�_�c�j�h�g�g�b�o���f�_�j�_�`���•�a��
�q�Z�k�h�\�b�f�b�� �a�Z�l�j�b�f�d�Z�f�b�� �\�� �a�Z�^�Z�q�Z�o�� �•�^�_�g�l�b�n�•�d�Z�p�•�€�� �g�_�e�•�g�•�c�g�b�o�� �^�b�g�Z�f�•�q�g�b�o�� �h�[�
�}�d�l�•�\�� �a�� �[�_�a�i�_�j�_�j�\�g�b�f�b��
�o�Z�j�Z�d�l�_�j�b�k�l�b�d�Z�f�b�����s�h���^�h�a�\�h�e�y�}���k�d�h�j�h�l�b�l�b���q�Z�k���g�Z�\�q�Z�g�g�y���g�_�c�j�h�f�_�j�_�`�_�\�b�o���f�h�^�_�e�_�c���\�l�j�Z�l�b �l�h�q�g�h�k�l�•��
�f�h�^�_�e�•�����>�h�k�e�•�^�`�_�g�g�y���r�\�b�^�d�h�k�l�•���a�[�•�`�g�h�k�l�•���Z�e�]�h�j�b�l�f�m���g�Z�\�q�Z�g�g�y���l�Z���l�h�q�g�h�k�l�•���f�h�^�_�e�x�\�Z�g�g�y���i�j�h�\�_�^�_�g�h��
�_�d�k�i�_�j�b�f�_�g�l���a���l�_�k�l�h�\�b�f�b���g�_�e�•�g�•�c�g�b�f�b���^�b�g�Z�f�•�q�g�b�f�b���h�[�¶�}�d�l�Z�f�b�����H�l�j�b�f�Z�g�•���j�_�a�m�e�v�l�Z�l�b���f�h�^�_�e�x�\�Z�g�g�y��
�k�\�•�^�q�Z�l�v���i�j�h���_�n�_�d�l�b�\�g�•�k�l�v���a�Z�i�j�h�i�h�g�h�\�Z�g�h�]�h���f�_�l�h�^�m���� �P�•�g�g�•�k�l�v���i�j�h�\�_�^�_�g�h�]�h���^�h�k�e�•�^�`�_�g�g�y���i�h�e�y�]�Z�}���m��
�\�b�a�g�Z�q�_�g�g�•���h�[�e�Z�k�l�•���_�n�_�d�l�b�\�g�h�]�h���\�b�d�h�j�b�k�l�Z�g�g�y���a�Z�i�j�h�i�h�g�h�\�Z�g�h�]�h���f�_�l�h�^�m�����Z�� �k�Z�f�_���d�h�e�b���a�Z�]�Z�e�v�g�b�c���l�Z��
�p�•�e�v�h�\�b�c���^�Z�l�Z�k�_�l�b���g�_���f�Z�x�l�v���k�m�l�l�}�\�b�o���j�h�a�[�•�`�g�h�k�l�_�c���l�Z���p�•�e�v�h�\�b�c���^�Z�l�Z�k�_�l���f�Z�}���^�h�k�l�Z�l�g�•�c���j�h�a�f�•�j���^�e�y��
�\�•�^�h�[�j�Z�`�_�g�g�y���\�e�Z�k�l�b�\�h�k�l�_�c���h�[�¶�}�d�l�m���^�h�k�e�•�^�`�_�g�g�y�� 
�D�e�x�q�h�\�•�� �k�e�h�\�Z���� �g�_�e�•�g�•�c�g�•�� �^�b�g�Z�f�•�q�g�•�� �h�[�
�}�d�l�b���� �f�h�^�_�e�x�\�Z�g�g�y���� �g�_�c�j�h�g�g�•�� �f�_�j�_�`�•�� �a�� �q�Z�k�h�\�b�f�b��
�a�Z�l�j�b�f�d�Z�f�b�����i�_�j�_�^�g�Z�\�q�Z�g�g�y�� 
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The current stage of development of information technologies is characterized by a 
significant increase in the use of graphic data, i.e., digital video and digital images 
combined with the widespread use of resource-constrained platforms, such as IoT and 
IoBT devices, mobile devices, as well as embedded devices. These circumstances 
condition the importance of the development of algorithms for encrypting graphic 
information, which would ensure high security for the least number of computational 
operations. Today, dynamic chaos theory is most often used for the development of 
such cryptographic algorithms. However, the optimal structure of the cryptographic 
algorithm for image encryption has not yet been found. In this paper, we propose a 
combination of the advantages of traditional SP networks and a gamma generator 
based on a Hyper-Chaotic Modified Robust Logistic Map to build an effective image 
encryption algorithm, capable of providing a high level of security. The proposed 
cryptographic algorithm uses high-quality S-boxes based on the Galois field 
transform, as well as P-boxes based on permutations generated using the Nyberg 
construction, while segmentation and further processing of three-dimensional image 
blocks are used, which allows for an increase in the diffusion effect. Numerous tests 
of the stochastic quality of cryptograms obtained using the developed cryptographic 
algorithm, as well as their comparison with the results obtained for the AES 
cryptographic algorithm, made it possible to establish that the developed 
cryptographic algorithm provides a sufficient level of information protection while 
requiring only two rounds. Therefore, the developed cryptographic algorithm for 
encrypting graphic information can be recommended for practical use, in particular, 
on resource-constrained platforms. 
Keywords: cryptographic algorithm, image encryption, dynamic chaos, Hyper-
Chaotic Modified Robust Logistic Map, Galois transform-based S-box, Nyberg 
construction. 

 
Introduction and statement of the problem. Today, the development of information 
technologies adheres to increasing the amount of graphic information that is generated 
and transmitted. At the same time, the current state of computer technology involves the 
use of various devices for working with such information, including resource-constrained 
devices, such as mobile devices, IoT and IoBT devices, and embedded devices. 

In modern information protection systems, cryptographic means are one of the 
most important tools that ensure confidentiality. At the same time, block symmetric 
ciphers, such as the AES cryptographic algorithm [1], are used to encrypt large volumes 
of information, including multimedia content. Nevertheless, today�¶�V cryptographic 
algorithms, which are adapted specifically for the encryption of multimedia information 
and allow for a significant reduction in the level of computing costs required for the 
encryption of multimedia, are actively developed and increasingly used in practice. 

One of the most promising areas of development of such cryptographic algorithms 
is chaotic maps. Chaos is the pseudo-random and unpredictable motion exhibited by a 
deterministic dynamical system due to its sensitivity to input values and parameters. The 
research of chaos theory began with the three-body problem, which was researched by A. 
Poincare [3]. Today, many papers [4 �± 7] are devoted to the research of the problems of 



�1�G�N�H�J�F�:�L�B�D�:���L�:���F�:�L�?�F�:�L�B�Q�G�1���F�?�L�H�>�B���<���F�H�>�?�E�X�<�:�G�G�1���’�������������’���L�h�f�����������‹�������� 

205 

applying chaos theory to the encryption of multimedia information, however, the final 
optimal structure of cryptographic transformation based on chaotic maps has not been 
created yet. 

The purpose of this paper is to improve the effectiveness of cryptographic 
protection of graphic information by developing a cryptographic algorithm based on 
chaotic map and Galois field transform. 
Components of the proposed cryptographic algorithm. The proposed cryptographic 
algorithm uses a gamma block based on the theory of dynamic chaos, namely on the 
Hyper-Chaotic Modified Robust Logistic Map (HC-MRLM) [8]. For the completeness of 
the presentation of the material, we will briefly describe the algorithm of operation of this 
generator of pseudo-random key sequences. 

Step 1. Set values 0 (0,1)x �•  and [4,31]�J�• . 
Step 2. Calculate the values 

 1 2

4 41 1 1 1
,

2 4 2 4

� J � J
� K � K

� J � J

�ª �º �ª �º�« �» �« �»�¬ �¼ �¬ �¼� �� �� � �� ���« �» �« �»
�« �» �« �»�« �» �« �»

. (1) 

Step 3. Set the values of counters 1i �  and 1j � . 
Step 4. If 4�J�d , calculate 

 1 1(1 )i i ix x x�J � � � ��  � �, (2) 

otherwise, calculate 

 
1 1

1 1 1 2

1 1

(1 )(mod1)
, if

4(mod1)

(1 )(mod1), otherwise.

i i
i i

i

i i

x x
x � • � [

x

x x

�J
� K � K

�J
�J

� � � �
� � � �

� � � �

���­ � t � d�°
� �®

�° ���¯

 (3) 

Step 5. If 0.1ix �t  and 0.6ix �d  calculate the temporary value 

 1010 (mod1)it x�  � ˜ , (4) 

otherwise, increase the counter value 1i i�  � � and go to Step 4. 
Step 6. Based on the temporary value, calculate the gamma element 

 
1, if 0.5,

0, if 0.5.j

t
y

t

�t�­
� �®

���¯
 (5) 

Increase the value of the counter 1j j�  � �. 
Step 7. If all necessary gamma elements are generated, exit the algorithm, 

otherwise, increase the value of the counter 1i i�  � � and go to Step 4. 
In the paper [8] the high cryptographic quality of such a generator is proved, as 

well as the high stochastic quality of the sequences generated by it. At the same time, the 
number of protection levels of the specified generator is greater than 1002 , which is 
sufficient for its use in information encryption tasks. 

In addition to the generator of pseudorandom key sequences based on the chaotic 
map, the proposed cryptographic algorithm uses the S-box based on the Galois field 
transform [9] and the P-box, for which it is proposed to use a permutation which is based 
on the Nyberg construction over non-binary Galois fields [10]. 
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Thus, as a nonlinear transformation of the cryptographic algorithm, it is proposed 
to use promising constructions of non-binary Galois fields, which were first described in 
[9] and are characterized by a high level of cryptographic quality. As part of the 
experiments performed in this paper, the S-box was used, which is the third row of the 
direct matrix of the Galois field transform, constructed using arithmetic, defined by the 
irreducible polynomial 8 4 3 2 1( )f x x xx x �� �� ��� ��  

 

00 47 A7 D8 72 E0 3E 36 5F 92 4E 38 23 81 1A
83 A0 DE 90 AA 3D 9D AD E 97 C1 13 67 16 88 30
E9 FB 28 D1 B9 C4 24 57 A4 C3 48 89 60 56 6C ED
8D 52 EC 20 77 DB CD 84 D0 70 8B 26 22 50 C AB
7D 85 F7 D2 A 99 73 10 69 53 31 49 9 AC DC B
29 71 F9 43 12 59 65 B8 1

0 1 2 3 4 5 6 7 8 9 A B C D E F
0 01
1 0
2
3 0
4 0 0 0
5

S

8 DF 9B BC 1B 54 7C CC
64 C5 9A 95 3B CE 8 9C D4 42 FF 7F 74 FA 21 6D
34 C2 1C 82 EB F2 87 E5 86 B1 14 3F 3 8F E3 E7
58 C0 66 4C F4 8E BA 7A 8C 68 61 25 D5 F8 4 A6
5D 96 DD 98 4B 2A 55 80 45 93 2B 1E 37 41 CB 63
4D 17 5B CA 79 DA D9 11 8A 2C 51 39 5E 40 2E 6F

6 BB FE FC EF B3 2F 32 CF A

6 0
7 0
8 0
9
A
B 0 9 15 E1 1F 4A 33 6E

19 91 76 78 A8 3A 62 5A C7 A2 BD 94 2 F5 27 2D
35 A5 9E A3 F6 C8 D6 D7 1D A1 B0 E4 4F 44 5C F
D 3C BE B7 7 7B AE B6 F3 B4 B2 6A E8 75 7E FD

AF BF 6B EE 5 46 C6 9F C9 D3 EA B5 F1 E2 F0 E6

C 0
D 0
E 0 0
F 0

. (6) 

S-box (6) is characterized by a high level of nonlinearity, a small deviation from 
compliance with the strict avalanche criterion, uniform minimization of the elements of 
the correlation coefficients matrix, which makes it a promising choice for use in the 
proposed cryptographic algorithm. 

Note that the inverse substitution to substitution (6) has the following form 

 

-1 0 1 2 3 4 5 6 7 8 9 A B C D E F
0 00 01 CC 7C 8E F4 B0 E4 66 4C 44 4F 3E E0 18 DF
1 47 A7 54 1B 7A BA 1D A1 58 C0 0F 5C 72 D8 9B BC
2 33 6E 3C 0D 26 8B 3B CE 22 50 95 9A A9 CF AE B6
3 1F 4A B7 BE 70 D0 08 9C 0C AB C5 64 E1 15 07 7B
4 AD 9D 69 53 DD 98 F5 02 2A 4B BD 94 83 A0 0B DC
5 3D AA 31 49 5D 96 2D 2

S

7 80 55 C7 A2 DE 90 AC 09
6 2C 8A C6 9F 60 56 82 1C 89 48 EB F2 2E 6F BF AF
7 39 51 05 46 6C ED C2 34 C3 A4 87 E5 5E 40 EE 6B
8 97 0E 73 10 37 41 78 76 1E 2B A8 3A 88 30 85 7D
9 13 C1 0A 99 CB 63 91 19 93 45 62 5A 67 16 D2 F7
A 11 D9 C9 D3 28 D1 8F 03 C4 B9 14 3F 4D 17 E6 F0
B DA 79 EA B5 E9 FB E7 E3 57 24 86 B1 5B CA E2 F1
C 81 1A 71 29 25 61 F6 C8 D5 F8 A3 9E 5F 36 65 B8
D 38 23 43 F9 68 8C D6 D7 04 A6 A5 35 4E 92 12 59
E 06 BB FD 7E DB 77 FF 7F EC 20 FA 74 32 2F F3 B4
F FE FC 75 E8 84 CD D4 42 8D 52 6D 21 B3 EF B2 6A

. (7) 

As a P-box, it is proposed to use a permutation built on the basis of Nyberg 
construction [10], in which each element is defined as the multiplicative inversion of the 
given element by a double modulus 

 1 5modd(3, ( )), (3 ), 0,1,...,242i i iy x x x GF i�\��� �• � ,  (8) 

where the irreducible over (3)GF  polynomial 5( ) +2 +1x x x�\ �  is chosen. 
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The permutation itself has the following form 

 

0,1,2,163,210,240,83,120,150,217,57,60,70,104,200,80,115,142,110,30,33,
40,194,221,50,154,178,235,98,37,19,58,216,20,218,62,183,29,117,114,21,143,
149,140,136,106,88,172,198,103,24,207,229,202,119,74

{P � 

,184,10,31,109,11,108,
35,176,101,167,144,161,134,153,12,179,96,234,55,214,191,196,219,193,15,241,
212,6,112,188,180,175,46,99,169,186,111,182,170,113,72,118,28,89,105,64,155,
49,13,100,45,165,61,59,18,92,84,95,39,16,192,38,97,54,7,211,162,127,204,233,
129,123,157,126,238,205,208,201,68,195,44,215,189,213,43,220,17,41,66,203,

228,197,190,42,8,164,242,69,25,102,239,128,232,230,209,67,122,3,151,107,
171,65,224,90,94,166,47,174,173,87,63,199,26,71,86,222,93,36,56,236,91,223,
85,138,148,76,116,79,22,135,77,147,48,177,14,133,53,145,124,131,226,51,132,
160,4,121,82,139,75,137,32,9,34,78,141,23,181,187,168,2

,
31,206,237,146,52,

159,225,158,125,73,27,185,227,130,156,5,81 152},

 (9) 

while the inverse permutation for permutation (9) has the following form 

 

1 {0,1,2,163,210,240,83,120,150,217,57,60,70,104,200,80,115,142,110,30,
33,40,194,221,50,154,178,235,98,37,19,58,216,20,218,62,183,29,117,114,

21,143,149,140,136,106,88,172,198,103,24,207,229,202,119,

P�� � 

74,184,10,31,109,
11,108,35,176,101,167,144,161,134,153,12,179,96,234,55,214,191,196,219,193,

15,241,212,6,112,188,180,175,46,99,169,186,111,182,170,113,72,118,28,89,105,
64,155,49,13,100,45,165,61,  59,18,92,84,95,39,16,192,38,97,54,7,211,162,127,
204,233,129,123,157,126,238,205,208,201,68,195,44,215,189,213,43,220,17,41,
66,203,228,197,190,42,8,164,242,69,25,102,239,128,232,230,209,67,122,3,151,
107,171,65,224,90,94,166,47,174,173,87,63,199, 26,71,86,222,93,36,56,236,91,
223,85,138,148,76,116,79,22,135,77,147,48,177,14,133,53,145,124,131,226,51,
132,160,4,121,82,139,75,137,32,9,34,78,141,23,181,187,168,231,206,237,146,

52,159,225,158,125,73,27,185,227,130,156,5,81,152}.

 (10) 

The algorithms for information encryption and decryption. On the basis of mentioned 
cryptographic primitives, an effective algorithm for encrypting digital images consisting 
of two rounds was proposed. 

In addition to the application of chaotic map, effective S-boxes based on Galois 
field transform and P-boxes based on permutations generated using the Nyberg 
construction, in the proposed information encryption algorithm an approach that involves 
working with three-dimensional image blocks is used, which allows a higher level of 
diffusion. 

Information encryption algorithm: 
Input data: a three-dimensional matrix of the input image P  of size 3m n� u � u, the 

elements of which are integer numbers in the range [0,255], initial data 0x  and �J for the 

chaotic map, a specific type of substitution S, a specific type of permutation P . 
Output data: a three-dimensional encrypted image matrix C  of size 3m n� u � u, the 

elements of which are integer numbers in the range [0,255]. 
Encryption algorithm: 
Step 1. Segment the image into three-dimensional blocks of size 9 9 3� u � u. If the 

size of the image is not a multiple of the size of the block, the side blocks are 
supplemented with elements from the blocks lying on the opposite side of the image. 

Step 2. The iteration counter of the rounds is set as 0�D� . 
Step 3. Substitution within the block. Sequentially, in each block, the elements of 

the blocks are replaced according to the rule defined by substitution S. 
Step 4. Permutation within the block. Each block of size 9 9 3� u � u is represented as 

a one-dimensional sequence { }, 0,1,..., 242iu i �  by sequential concatenation of columns 
taken sequentially from each matrix in the third dimension. Next, the permutation of 
elements is applied to the resulting sequence { }iu  according to the rule defined by 

permutation P . After permuting the elements of the sequence { }iu , the formation of an 
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encrypted block is performed by successively filling it by columns, and then by filling 
each of the matrices of the third dimension with the elements of the sequence { }iu . 

Step 5. Gamming within the image. The image matrix is represented as a sequence 
{ }, 0,1,..., 3 1ig i m n� �˜ �˜ ��  by successive concatenation of columns that are taken 
sequentially from each matrix in the third dimension. The gamming result is determined 
in the following way 

 
1

, if 0,

, if 0.
i i

i
i i i

g y i
r

g g y i��

� † �  �­
� �®

�† �† �z�¯
 (11) 

where iy  is the next bit of the gamma generated by the generator based on the Hyper-

Chaotic Modified Robust Logistic Map, the notation �†  means the bitwise sum modulo 
2, and 0,1,..., 3 1i m n� �˜ �˜ ��. After gamming, the resulting matrix of the image is formed 

from the sequence { }ir  by sequentially filling it by columns, and then by filling each of 

the matrices of the third dimension, with elements of the sequence { }ir . 

Step 6. Increase the counter of the rounds 1� D � D�  � �. If 2�D�  the image encryption 
is complete, otherwise go to Step 3. 

Information decryption algorithm: 
Input data: a three-dimensional matrix of an encrypted image C  of size 3m n� u � u

, whose elements are integer numbers in the range [0,255], initial data 0x  and �J for the 

chaotic map, a specific type of inverse substitution 1S�� , a specific type of inverse 
permutation 1P�� . 

Output: a three-dimensional matrix of the output image P  of size 3m n� u � u, whose 
elements are integer numbers in the range [0,255]. 

Decryption algorithm: 
Step 1. Segment the image into three-dimensional blocks of size 9 9 3� u � u. If the 

size of the image is not a multiple of the size of the blocks, the blocks are supplemented 
with elements from the blocks lying on the opposite side of the image. 

Step 2. The iteration counter of the rounds is set 0�D� . 
Step 3. Gamming within the image. The image matrix is represented as a sequence 

{ }, 0,1,..., 3 1ig i m n� �˜ �˜ ��  by successive concatenation of columns that are taken 
sequentially from each matrix in the third dimension. After gamming, the resulting matrix 
of the image is formed from the sequence { }ir  by sequentially filling it by columns, and 
then by filling each of the matrices of the third dimension, with elements of the sequence 
{ }ir . 

Step 4. Reverse permutation within the block. Each block of size 9 9 3� u � u is 
represented as a one-dimensional sequence { }, 0,1,..., 242iu i �  by sequential 
concatenation of columns taken sequentially from each matrix in the third dimension. 
Next, permutation of elements is applied to the resulting sequence { }iu  according to the 

rule defined by permutation 1P�� . After permuting the elements of the sequence { }iu , the 
decrypted block is formed by successively filling it by columns, and then by filling each 
of the matrices of the third dimension with elements of the sequence { }.iu  

Step 5. Reverse substitution within the block. Sequentially, in each block, the 
elements of the block are replaced according to the rule defined by inverse substitution 

1S��  . 
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Step 6. Increase the counter of the rounds 1� D � D�  � �. If 2�D�  the image decryption 
is complete, otherwise go to Step 3. 

We show in Fig. 1 a schematic representation of the proposed cryptographic 
algorithm for encryption and decryption of digital images. 
 

 
Fig. 1. Schematic presentation of the proposed cryptographic algorithm 
 
Testing results of the proposed cryptographic algorithm. The proposed cryptographic 
algorithm for image encryption due to its optimal structure, which is adapted for the 
encryption of graphic information, as well as the high quality of the cryptographic 
primitives included into its composition, allows us to achieve sufficient results in the 
encryption of graphic information. In Fig. 2 we present an example of the original and 
encrypted digital image using the proposed cryptographic algorithm. 

  
Fig. 2. An example of the original and encrypted image 

 
For a deeper assessment of the quality of cryptograms obtained using the 

developed cryptographic algorithm, a NIST stochastic tests suite [11] can be used, which 
consists of 15 tests designed to determine the stochastic properties of binary sequences. 
A high-quality encryption algorithm should produce output sequences that are 
indistinguishable from truly random sequences. 

To test the quality of the developed cryptographic algorithm, the following 
experiment was performed: 250 images from the NRCS database [12] were encrypted 
with the AES cryptographic algorithm (2 rounds), the AES cryptographic algorithm (14 
rounds), and the proposed cryptographic algorithm. After encryption, the resulting 
cryptograms were truncated to a size of 1 MB and tested with the NIST stochastic test 
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suite. A set of tests was considered passed if all tests from the set were passed. The results 
of the experiment are presented in the Table 1. In the Table 1, the information shown is 
interpreted as the number of cryptograms that did not pass the NIST test suite / the total 
number of cryptograms. 

Table 1  
Results of experimental testing of the developed graphic information encryption 

algorithm 
The proposed 

cryptographic algorithm(2 
rounds) 

Failed / Total number 

AES(2 rounds) 
 

Failed / Total number 

AES(14 rounds) 
 

Failed / Total number 

56/250 61/250 47/250 
Analysis of the data presented in the Table 1 allows us to conclude about the 

significant effectiveness of the proposed cryptographic algorithm for encrypting graphic 
information, which is sufficient for most practical applications. Although more 
cryptograms pass the NIST test suite when applying AES with 14 rounds, it should be 
noted that 14 rounds involve a large amount of computation, while the proposed 
cryptographic algorithm involves only 2 rounds of the SP network. 
Conclusions. Let's note the main results of the research performed: 

1. Common use of graphic information in modern cyberspace, combined with the 
widespread use of resource-constrained devices, in particular IoT devices, IoBT devices, 
mobile platforms, leads to the high importance of the issue of developing high-speed 
cryptographic algorithms for encrypting graphic information. 

2. In this paper we propose an algorithm for encrypting graphic information based 
on a Hyper-Chaotic Modified Robust Logistic Map, as well as an SP network, which 
includes an S-box based on a Galois field transform, as well as a P-box based on a 
permutation, synthesized using the Nyberg construction. 

3. Testing of cryptograms obtained using the developed cryptographic algorithm 
using a NIST stochastic tests suite shows that it allows to ensure a sufficient level of 
information protection while requiring only two rounds. 
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A new method of designing controllers with an integral term as part of 
multivariable optimal control systems in discrete time is proposed. Traditional 
methods of designing multivariable controllers have been investigated, and a 
prototype of the controller has been chosen as a basis for comparison. Specific 
formulas for design of the proposed controller are given. Comparing the transition 
processes of the control systems outputs with a unit-step disturbance at the plant 
input using the proposed controller and optimal controller obtained by the typical 
method, it can be concluded that the proposed controller compensates the 
disturbance and gives a faster transition process. The main feature of the proposed 
method is that, for multivariable systems with a large number of inputs and 
outputs, it significantly simplifies the design of the controller. This is because it 
does not require the extension of the plant state matrix by the number of inputs at 
the transfer of the matrices to the optimal controller design programs. 
Keywords. MIMO optimal controller, integral term, new design method, 
computational simplification of design. 
 

Analysis of the problem. It is known that the integral component in regulators 
performs an important function in ensuring the accuracy of reference maintenance and 
compensation of disturbances in control systems. Let us briefly consider the 
implementation options of the integral component in multidimensional optimal 
control systems in discrete time. 

Let's define a multidimensional control plant in the state space in the form 

1�� � �˜ �� �˜ �� �˜i i i ix A x B u B f 
�  � ˜i iy C x  

�:�H�¶�O�O assume that the plant under consideration has the same number of 
inputs and outputs. 

Let's consider the main options for including integrators in the controllers of 
multivariable discrete control systems [1-5] (Fig. 1). 

The simplest is option 1. Here, a multivariable discrete integrator is simply 
included in parallel with the state controller. Accordingly, it is optimal according to 
the integral criterion 
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MIMO state controller can be designed with the MATLAB function 
�K1=dlqr(Ad,Bd,Q,R). Accordingly, the optimal multivariable state controller is 
calculated using the MATLAB program Ad1=[Ad zeros(n,m); C eye(m)]; Bd1=[Bd; 
zeros(m)]; [Kd,P]=dlqr(Ad1,Bd1,Q,R); C1=Kd(m:n);C2=Kd(m, n+m); 
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Fig 1. Diagrams of the main options of integral action realization in discrete MIMO 
control systems 
 
The main options for including integrators in the controllers of multivariable discrete 
systems. 

In option 2, the parameters of the I-component are determined by the 
extended matrix 
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In option 3, the control is implemented in the velocity or differential form. 
The control law has the form (r is the reference) 

1 1 2 1( )� � � �� �� �˜ �� �˜ ��i i i iu u C x C y r . 
This implementation is less accepted, but it has one advantage, namely there 

is the ability to limit the rate of change of state variables and control actions. 
Option 4 is quite effective, but structurally more complex. 
Let's introduce optimality criterion in the form: 
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where 1,���' � �� � ��i i i i iu u u e r y 

Determining , 1 1i i ix x x� � � ��' � �� , the system can be written in the 

form  
 1i i ix A x B u���' � �˜ �' �� �˜ �'  

 i iy C x�' � �˜ �'  

By entering the vector  1 1i i ie e C x� � � �� �� �˜ �' , we will get the standard 
problem of controller design 
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  1 2( , ) ( 1, 1, 1, ),�  �  K K K dlqr A B Q R  
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Thus, the controller can be written as  �' � �� �˜ �'i iu K �o. Decomposing the matrix K 
into blocks K=[K1 K2],  the controller can be rewritten in the form 

1 1 2i i i iu u K x K e��� �� �˜ �' �� �˜  or, which is also the same, 

1 2
0

i

i i j
j

u K x K e
� 

� �� �˜ �� ��̃¦  

The program code for the controller matrix calculation has the following form: 
A1=[A zeros(n,m); -C*A eye(m)]; 
B1=[B;-C*B]; 
Q1=[zeros(m,n+m); zeros(n,m) Q]; 
K=dlqr(A1,B1,Q1,R); 
K1=K(m:n);   K2=K(m,n+1:m+n); 

Thus, the control law for the system can be written as 
�' � �� �˜ �'i iu K �o. Decomposing the matrix K into blocks K=[K1 K2] , the 
controller can be rewritten in the form  or, which is also the same, 

1 1 2i i i iu u K x K e��� �� �˜ �' �� �˜  

In option 4, the control problem is reduced to finding four unknown matrices
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To solve the system it is necessary to use optimization algorithms. For 
example, the YALMIP library allows to conveniently solve optimization problems 
and is focused on control system design. This library works in both MATLAB and 
Octave. The software implementation of the optimization problem has the following 
form. 

A=[-0.313 56.7 0;-0.0139 -0.426 0;0 56.7 0]; 
B=[0.232;0.0203;0];C=[0 0 1]; D=0; 
Q=1diag([1 1 5e2]); R=1/10; % inv(R) 
L=sdpvar(3,3,'full'); K=sdpvar(3,3,'full'); 
M=sdpvar(3,3,'full'); N=sdpvar(3,3,'full'); 
eps=0.01; 
Constraints = [0<=y1<=eps;0<=y2<=eps,0<=y3<=eps;0<=y4<=eps;]; 
sol = optimize(Constraints); 
N1=double(N);M1=double(M); 
KP=inv(R)B'N1; KI=inv(R)B'*M1; 
It should be noted that the solution of even a relatively simple problem is not 

trivial. The problem is not solved for all possible R and Q. There is a fairly high chance 
of obtaining an unstable system due to the presence of an imprecise solution. Since, 
as a rule, in order to achieve a significantly different result, the weight matrices 
coefficients should be significantlly changed, the greater the difference between the 
coefficients, the less accurate the solution. Therefore, it is quite difficult to apply the 
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given option as a universal one. Nevertheless, this option has one advantage: the 
integral component is found based on the criterion of optimality. 

To compare the action of the considered options, we will simulate them. To 
do this, let's set the object model in the form with one input and one output (to simplify 
the analysis of responces) in the form Ac=[-0.313 56.7 0; -0.0139 -0.426 0; 0 56.7 0]; 
Bc=[0.232;0.0203;0]; C=[0 0 1]; D=0; dt=1; [A B]=c2d(Ac,Bc,dt); Q=diag([1 1 1]); 
R=1. Graphs of responces are shown in Fig. 2. 

 

 
Fig. 2. Comparison of the closed-loop control systems simulation results using 
controllers of  
options 1 �±4 
 
The figure shows that the use of a simple integrator (option 1) significantly reduces 
the control quality. Other options in the given example give approximately the same 
results. Therefore, for further research, we will choose the typical (simpler) option 2. 
Main part.  Instead of the typical state space expansion procedure used in the 
description of option 2, we offer a modified procedure: synthesize a standard optimal 
state controller �D, and then find the matrix of the integral component �D�D according to 
the formula 
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where W is a positive definite diagonal tuning matrix. The controller is given by the 
formula 

1 11 ( ) 2� � � �� �� �˜ �� �� �˜i i i i iu u K x x K y 
1 ( ,1: ), 2 ( , 1: )� � �� ��K KK m n K KK m n n m 

To study the transition processes with the proposed controller, we will choose 
a simple plant in discrete time, which in the state space is defined by matrices with 
the sample time dt=1. 
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In the form of a transfer function, the plant has the form 
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The plant step response  is shown in Fig. 3 
 

Fig. 3. The plant step response  
 
Let's design the proposed controller by choosing  
Q=1000*eye(2), R=1, W=0.14; 
K=dlqr(A,B,Q,R);  
KK=[K*A-W*B' W+K*B-1]*inv([A-eye(2) B; C 0]);  

As a result, we get 
KK=( -0.1816 -0.0628 -0.0427), K1=( -0.1816 -0.0628), K2=-0.0427. 
The transient processes of output and control in a closed-loop control system 

with the proposed controller are shown in Fig. 4. 
 

 
Fig. 4. Transient processes of output and control under a step disturbance in a 
closed-loop control system with the proposed controller 

 
For comparison, Fig. 5 shows transient processes with the initial optimal 

static controller K. 
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Fig. 5. The output transient processes  in the closed-loop control system with the 
optimal static controller 
 
Conclusions. To draw conclusions, we will compare the obtained responses with the 
responses in the system that uses a typical controller of option 2. For this, we will use 
the program code 
AI=[A zeros(2,1);C 1]; BI=[B;0]; 
QI=[1000 0 0; 0 1000 0; 0 0 1]; RI=1; 
KI=dlqr(AI,BI,QI,RI); 
KI1=KI(1:2); KI2=KI(3); 
We get KI= �± (0.1954 0.2513 0.0128), KI1=-(0.1954 0.2513); KI2=�±0.0128. 
From the comparison of the responses in the control system at the output when using 
the proposed (1) and typical (2) controllers, it can be concluded that the proposed 
controller qualitatively compensates for the disturbance and provides a faster 
response. At the same time, for MIMO systems with a large number of inputs and 
outputs, it significantly simplifies the controller design, as it does not require the 
expansion of the matrix of plant states by the number of inputs before transferring the 
matrices to the design program (for example, dlqr). 

 
Fig. 6. Comparison of the closed-loop control systems simulation results using the 
proposed (1) and typical (2) controllers 
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The relevance of the topic is due to the need to make decisions to ensure the 
reliability of elements and assemblies of complex technical systems with insufficient 
information about their technical condition. The problem being solved is semi-
structured and interdisciplinary. The effectiveness of solving the problem lies in the 
use of information technologies and artificial intelligence methods, in particular 
expert systems. The advantages of using information technologies to automate the 
decision-making process to assess the current technical condition of complex 
systems are considered. An intelligent decision support system has been developed 
that allows assessing the risk of failure of elements and components of complex 
technical systems using elements of artificial intelligence. The proposed decision 
support system contains: a database; a knowledge base with methods for calculating 
reliability indicators (probabilities and risks of failures) and a set of decision rules 
for selecting appropriate decision-making methods; results of determining the 
probabilities and risks of failure of elements and assemblies of complex technical 
systems with their ranking; intellectualization model for assessing the technical 
condition of elements and assemblies. The proposed algorithm for the functioning of 
a decision support system implements the task of automating the process of 
assessing the technical condition of complex systems. The use of the proposed 
decision support system for assessing the technical condition of complex systems 
will improve the reliability of technical systems with insufficient information about 
their technical condition. 
Keywords: information technology, algorithm, complex technical systems, decision 
support, intelligent systems, artificial intelligence, expert systems, knowledge base, 
database, algorithm, complex technical systems, reliability, risk of failure, ship's 
power plant 

 
 

Introduction. One of the significant problems of ensuring the reliability of complex 
technical systems (CTS) with insufficient information about their technical condition 
(TC) is the search for ways to increase the reliability and accuracy of assessing the 
reliability indicators of elements and components of technical systems. During the 
operation of �KTS systems go through the following stages of T�K changes: defect; 
damage; destruction; refusal. 

Due to the increasing complexity of technical systems and the growing 
requirements for their reliability, the importance of the problem of access to the volumes 
of diagnostic information on reliability accumulated at various stages of �KTS operation 
is increasing [1.2,3,4].  

Currently, significant information materials have been accumulated containing 
methods for reliability research, as well as methods and models for assessing the 
reliability of �KTS of various types.  
A feature of the field of knowledge devoted to the problem of reliability is that most of 
the knowledge is the personal experience of experts in the field of reliability of �KTS [4]. 
However, experts are often forced to make management decisions to ensure the 
reliability of �KTS in the face of insufficient information about the technical condition of 
such systems. When assessing reliability, it is also necessary to take into account the 
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fact that �KTS are characterized by a large number of diagnosed parameters that differ in 
information content and degree of accessibility. Such �KTS are characterized by specific 
and varied operating conditions. 

It is also significant that research and assessment of reliability indicators of such 
systems is characterized by decision-making under significant uncertainty, and often 
still requires significant material and time costs [5].  

The growing complexity of technical systems, the variety of their parameters 
and insufficient information description of the state of the systems require improvement 
of management decisions to ensure the reliability of elements and components of 
systems based on the results of assessing their technical condition.     

Thus, during the operation of �KTS, the urgent task remains to improve methods 
aimed not only at assessing the technical condition of systems and the decisions made 
related to them, but at supporting the decisions made.      
Objective and objectives of the study. To assess the reliability of �KTS, various 
methods have been developed and used, often based on the methods of probability 
theory and mathematical statistics, which makes it possible to automate the process of 
assessing the reliability of elements and components of complex systems. However, the 
stages associated with supporting decisions made to ensure reliability based on the 
results of its assessment for �KTS, in particular ship systems, are often not automated. As 
a result, the quality of decisions made to ensure the reliability indicators of such �KTS 
significantly depends on the qualifications of the personnel operating the system [6,7,8].  

Evolution in information processing leads to the actualization of the task of not 
only automating the process of assessing the reliability of elements and components of 
complex systems, but also to the transfer of part of the intellectual sphere of human 
activity to the sphere of automation of making and supporting management decisions in 
the field of ensuring the reliability of �KTS.  

The creation of intelligent decision support systems (IDSS), in the context of 
progress in the field of information systems and technologies, find significant 
application in solving complex, difficult to formalize problems, in particular, diagnosing 
the reliability of �KTS. Distinctive features of problems that are difficult to formalize are 
the incomplete amount of initial data of the problem being solved, inaccuracy, 
heterogeneity, and significant computational complexity [9,10].  

The purpose of the study is to ensure the reliability of �KTS elements and 
components during operation based on the use of an intelligent decision support system 
for assessing their technical condition.  

The objectives of the study are to develop a IDSS with insufficient information 
for assessing the technical characteristics of complex systems. 
Analysis of the operating principle of the IDSS.  Intelligent assessment of �L�K is a 
process that includes monitoring, diagnostics and, as a result, evaluation of the vehicle 
while simultaneously working with knowledge and large amounts of information.  

This problem can be solved by using an expert decision support system.  
Decision support system is a computer system that allows the user to solve professional 
problems based on the use of databases, knowledge and models, by providing 
conclusions, recommendations, and assessments of possible alternative solutions to the 
problem. That is, IDSS helps the user solve a complex problem automatically [11].  

In general, IDSS are information expert systems. Expert systems used to assess 
the reliability of �KTS elements and assemblies are recommended to be built on the basis 
of artificial intelligence. This will make it possible to make management decisions in an 
automated mode, taking into account the specific tasks of monitoring and diagnosing 
the �KTS. 

The implementation of the IDSS should be based on the use of research results 
on the model of a specific operating �KTS [5].  
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Previously developed mathematical models used to determine and evaluate the 
reliability indicators of �KTS elements and assemblies, using the example of ship 
systems, were developed and presented in [5].  

They make it possible to determine the probabilities and risks of failure of �KTS 
elements and assemblies. Similar models can be used in the development of IDSS to 
assess the technical condition of complex systems.  

Such systems solve problems: choosing the best solution from many possible 
ones - optimization; ordering possible solutions according to preferences - ranking. In 
both problems, the first and most fundamental point is the selection of a set of criteria 
on the basis of which alternative solutions are evaluated and compared. 
Main part. A IDSS is proposed to evaluate the �KTS TC. In such a system, in contrast to 
classical artificial intelligence systems, the theory of decision making is applied instead 
�R�I���D�W�W�H�P�S�W�V���W�R���³�W�D�N�H���L�Q�W�R���D�F�F�R�X�Q�W���X�Q�F�H�U�W�D�L�Q�W�\�´���X�V�L�Q�J���S�U�R�G�X�F�W�L�R�Q���U�X�O�H�V���R�I���W�K�H���I�R�U�P���³�,�)���� 

For the practical implementation and operation of IDSS, it is necessary to link 
the developed models to an expert system containing calculated, experimental, and also 
data acquired by experts during the operation of the �KTS. The block diagram of the 
developed IDSS (DSS, knowledge base) for assessing the technical condition of the 
�KTS is shown in Fig. 1. 

 
Fig.1. Block diagram of knowledge base, DSS for assessing the technical condition of 
�KTS 
 

When developing a IDSS, a ship's �KTS, or more precisely a ship's power plant 
(SPP), was chosen as the object for assessing the reliability of the technical condition. 
Such a system is one of the main �KTS out of almost hundreds of technical systems 
installed on the ship. Assessing the reliability of the S�J�J needs to take into account the 
fact that the �KTS is characterized by a large number of diagnosed parameters that differ 
in information content and degree of accessibility, as well as specific and varied 
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operating conditions. In addition, the �KTS is characterized by insufficient information 
about its technical condition. 

The functioning of the developed DSS is based on an assessment of the risk of 
failure of elements and components of the �KTS. Those. on criteria that reflect taking 
into account the specifics of the interaction of various elements and components, the 
correlation of changes in the values of their parameters under various emergency 
operating conditions of a complex system.  

The developed IDSS (Fig. 1) evaluates the reliability of the system using a 
unified system of parameters of the elements and components of the control system. 

IDSS cores are: database; a knowledge base with methods for calculating 
reliability indicators (probabilities and risks of failures) and a set of decision rules for 
selecting appropriate decision-making methods; intellectualization model for assessing 
the technical condition of �KTS elements and components. 
 The basis for constructing an IDSS is the formulation of the decision-making 
problem in general form: 

 , 
where F�± many failures of elements and components of the �KTS;  
G �± many set goals (to ensure the reliability of the �KTS);  
A �± many possible alternatives; 
FR - multiple failure levels of elements and components of the �KTS;  
SG,P,C �± set of characteristics, preferences, criteria for ensuring the reliability of 

elements and components of the �KTS;  
PC - many principles for coordinating the assessment of alternatives based on 

individual criteria;          NS�± necessary solution to the problem 
Preference F �± assessment of the usefulness of the method of achieving the goal. 

The assessment is specified without highlighting the characteristics by which it is made 
or the characteristics SG. The characteristics include the degree of achievement of the 
goal. To make the final choice of how to achieve the goal, it is necessary to formulate 
criteria C, the number of which is determined by the number of features. If multiple 
criteria are used in the IDSS, then it is necessary to apply the principles of PC 
coordination to agree on the assessment of alternatives for each criterion. 
  To support decision-making on assessments of the risk of CTS failures based on 
a priori and a posteriori data, as well as when searching for failed elements and system 
components in order to increase the efficiency of their operation, a method based on 
dynamic Bayesian trust networks (DB�LN) is used [12,13]. The use of DB�LN makes it 
possible to determine with great accuracy the elements and components of the �KTS that 
are closest to the critical state and their failure.  

The task is solved by using a constant system of polling all elements of the 
system at its various levels for a specific period of time. This allows, with the help of 
DB�LN, to study extreme situations and accurately determine the critical values of the 
risk of failure of elements and components of the �KTS.  

The construction and study of the DB�LN probability of loss of performance, 
assessment of the risk of failure of elements and components of the �KTS was carried out 
using the GiNIe software product [14]. The decision support strategy used when 
searching for failures of elements and components of ship �KTS consists of a number of 
stages (Fig. 2). 

�Lhe implementation of the strategy in the IDSS scheme for assessing the 
technical condition of the �KTS (Fig. 1) is ensured by targeted actions in accordance with 
the IDSS algorithm (Fig. 3) when searching for failures of elements and components 
based on assessments of the risk of failure of the diagnosed �KTS. 
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  At the initial stage, the numerical values of preliminary assessments of failures 
of elements and components of the �KTS are determined using a diagnostic model based 
on DB�LN. The input variables for the Bayesian diagnostic model are test results. 

The model of the operating �KTS in the intelligent system for assessing the risk 
of failure of system components (Fig. 1) in the form of DB�LN can be written [5]: 

                                                             
 where M  - is the set of elements. components;  

S- many interelement, intercomponent connections;  
R - many diagnostic assessments of the risk of failure of elements, components, 

interelement, intercomponent connections;  
L - display of connections between the sets M, S and R, based on the diagnostic 

model of the �KTS. 

 
Fig. 2. Strategy for decision support when searching for failures in CTS 
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Fig. 3. IDSS algorithm when searching for failures of ship �KTS 

 
As a result of the functioning of the intelligent IDSS for vehicle assessment (using 

the example of a ship's �KTS) in accordance with the algorithm shown in Fig. 3, using 
the S�J�J model in an intelligent system (Fig. 1) and DB�LN , the dependences of the risk 
of failure are determined for different samples of failure probabilities of elements and 
components of systems serving the S�J�J (Fig. 4, Fig. 5) 

 

 

 
Fig. 4. Dependence of the risk of system 
failure on the probability of failure of 
�H�O�H�P�H�Q�W�V���R�I���W�K�H���6�J�J���R�L�O���V�\�V�W�H�P 
 

 Fig. 5. Dependence of the risk of 
system failure on the probability of 
failure of �H�O�H�P�H�Q�W�V�� �R�I�� �W�K�H�� �6�J�J 
compressed air system 

 
The problem-oriented knowledge base model is based on the following lists: 
�‡���H�O�H�P�H�Q�W�V�����F�R�P�S�R�Q�H�Q�W�V���D�I�I�H�F�W�L�Q�J���W�K�H���W�U�R�X�E�O�H-free operation of the �KTS;  
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�‡�� �V�W�D�W�H�V�� �L�Q�� �Z�K�L�F�K�� �W�K�H�� �KTS may be in the process of failure-free operation of 
elements and system components;  

�‡�� �I�D�F�W�R�U�V�� �X�Q�G�H�U�� �W�K�H�� �L�Q�I�O�X�H�Q�F�H�� �R�I�� �Z�K�L�F�K�� �W�K�H�� �F�X�U�U�H�Q�W�� �U�H�O�L�D�E�L�O�L�W�\�� �R�I�� �W�K�H�� �KTS may 
change, systems transition to a state of failure with disruption of reliable operation;  

�‡�� �S�U�R�E�O�H�P�� �V�W�D�W�H�V�� �L�Q�W�R�� �Z�K�L�F�K�� �W�K�H�� �KTS can go under the influence of failures of 
elements and components. 

The knowledge base  can be presented   in the form   of a five-level    hierarchical 
tree (Fig. 6). 

 
Fig. 6. Multi-level hierarchical structure of the knowledge base tree 

 
Taking into account the hierarchical structure of the knowledge base allows you 

to quickly localize the cause of a defect or failure and reduce the time for diagnosing 
�KTS. 

The acquisition and addition of knowledge is carried out automatically during 
training and implementation of the expert system. Filling with knowledge is provided 
by an expert, as well as by adapting the knowledge base to changes in the subject area 
and the conditions of its functioning. This is implemented by replacing rules or 
information in the knowledge base of the IDSS. 
Conclusions. The proposed decision support system contains: a knowledge base with 
methods for calculating reliability indicators (probabilities and risk of failures); results 
of determining the probabilities and risk of failures of elements and components of 
complex technical systems; intellectualization model for assessing the technical 
condition of elements and components. The proposed algorithm for the functioning of a 
decision support system implements the task of automating the process of assessing the 
technical condition of complex systems. The use of an intelligent decision support 
system for assessing the technical condition of complex systems makes it possible to 
establish the degree of risk of failure of elements and components of the �KTS, which 
increases the efficiency of the systems. The use of the proposed decision support system 
for assessing the technical condition of complex systems will improve the reliability of 
operating systems with insufficient information about their technical condition. 
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The current stage of development of processes and technologies requires continuous 
improvement of computer hardware performance, efficient use of its resources, 
processing of large amounts of data and support of the growing requirements of 
modern information systems. When processing large amounts of data, it is often 
necessary to use additional effective solutions to speed up information processing in 
addition to parallel computing. One such approach is to use the SIMD mechanism. 
The concept of SIMD instructions is a progressive solution for speeding up 
computations in tasks with large amounts of data, due to the ability to perform one 
operation on several data simultaneously. The purpose of the study is to evaluate the 
effectiveness of using SIMD instructions to improve the performance of software 
code execution when processing large data sets compared to traditional software 
tools. The paper solves the following tasks: develop an algorithm for implementing 
the classical task of multiplying ultra-�O�D�U�J�H�����X�S���W�R�������î����6 bytes) square data matrices 
using the built-in Microsoft Visual Studio ISO/IEC C++20 <immintrin.h> library 
with SIMD technology to parallelise the program at the data level; study the 
performance of the developed algorithm when processing a significant amount of 
data compared to the traditional approach. By implementing a modified matrix 
multiplication algorithm using SIMD technology, it was possible to speed up the 
computation on a PC with an Intel Core i7-12700H processor by 4.8 times with a 
�G�D�W�D�� �Y�R�O�X�P�H���R�I���a���î����6 bytes. The obtained results will be taken into account in the 
development of application software, including for efficient computer models of 
technological processes and systems. 
Keywords: SIMD, vector register, data-level parallelism, intrinsic function, 
computing acceleration, big data, computer modelling. 

 
Introduction.  A significant role in modern programming, especially in computer 
modeling, is the problem of computational efficiency and speed, which becomes notably 
prominent during large data processing. There is a need to apply, in addition to parallel 
computations, additional effective solutions to accelerate information processing. One 
such approach is the use of the SIMD mechanism (Single Instruction, Multiple Data).  

The SIMD concept has long been present in the architecture of modern PCs and 
is used in processor technologies. It provides data-level parallelism, allowing one 
operation to be performed on multiple data simultaneously, significantly increasing 
program performance. Despite being an old concept, modern processors typically apply 
SIMD extensions to enhance parallel computation performance. 
Literature review.  The SIMD instruction is an element of classification according to M. 
Flynn�¶s taxonomy for parallel processors, proposed in 1966 and later expanded in 1972 
[1]. Modern PCs use this architecture in the form of integrating special instruction sets 
or command extensions to accelerate specific types of computations. 
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SIMD extensions are considered one of the significant features of modern 
general-purpose processors (GPPs), aimed at improving software performance with 
minimal hardware modifications [2]. 

Different processor manufacturers, such as Intel, AMD, etc., have their own 
Instruction Set Architecture (ISA) and SIMD microarchitectures. However, Intel has 
significantly expanded SIMD technologies from both hardware and software 
perspectives. In the context of microprocessor development, there is an increase in 
register bit-width from 64 to 512 bits and an increase in the number of vector registers 
from 8 to 32, providing more parallelism paths and reducing excessive data movement to 
cache memory [2]. 

SIMD vector extensions have become an integral part of high-performance 
processors. Various architectures, such as x86, ARM, MIPS, and PowerPC, have 
specific instruction sets and microarchitectures for SIMD vector extensions. Applying 
SIMD vectorization can significantly improve algorithm performance with minimal 
overhead on equipment. This is especially important for optimizing computational 
performance [3]. 

The �©single instruction �± multiple data�ª type of parallel processing (Fig. 1) 
represents a parallel computing technology where one instruction is executed over 
multiple data simultaneously [1-4]. 

 

 
Fig. 1. SIMD architecture diagram 

 
The Data pool is responsible for storing all processed data. The Instruction pool 

is responsible for storing executed instructions. The Vector unit is a key component of 
the SIMD architecture. It consists of several processing units (PU), each of which can 
process data in parallel. When a program runs on the SIMD architecture, the same 
instruction is sent from the instruction set to each processing device in the vector block. 
Each processing device then executes this instruction on different data from the set 
simultaneously. This allows SIMD to efficiently process large volumes of data, 
especially when one operation needs to be performed on each data element [1-4]. 
Accordingly, this technology finds its place in industries dominated by uniform 
operations, especially if they are applied to large volumes of data: graphics, signal 
processing, computer vision, computer modeling, etc. 

A processor register used to store multiple data elements simultaneously in the 
form of a vector is called a vector register. Typically, vector elements represent a 
separate data value or component. Vector registers are part of SIMD hardware support, 
allowing the execution of a uniform operation over all vector elements simultaneously. 
They have a fixed width [5]. For example, a 128-bit vector register can store four float 
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data type values. Thus, the size of the vector register determines the number of data 
elements that can be stored in each register. Depending on the specific processor 
architecture, support for different data types, including integers, floating-point numbers, 
etc., is possible, and the number of elements can reach 4, 8, 16, or more. Examples of 
vector registers from Intel include SSE (Streaming SIMD Extensions) and AVX 
(Advanced Vector Extensions) [2-4]. There are also NEON registers in some ARM 
processors [6]. 

SIMD technology is effective only in tasks where one operation can be applied to 
a large amount of data simultaneously. In other cases, its efficiency is either reduced or 
completely absent or negative. Among the disadvantages of SIMD, there is also a 
dependence on the architecture, as SIMD instructions may vary depending on the 
processor architecture, so a potential algorithm will work differently on different 
hardware systems [2, 7]. 

Recent studies have proposed significant improvements to multimedia 
applications aimed at increasing the performance, versatility, and programmability of 
computing cores. This involves the implementation of a massively parallel matrix SIMD 
core (CAMX) based on Content Addressable Memory, designed to work as an 
accelerator for processor cores. Notably, the study confirms the efficiency of CAMX 
with a detailed analysis of its operation during AES encryption [8]. 

Research in the field of graph computations using matrices also highlights the use 
of SIMD extensions on multi-core processors for efficient execution of graph 
algorithms. In particular, the graph algorithm compiler is adapted for the use of SIMD 
extensions on processors, leading to a significant acceleration of the naive multi-
threaded implementation [9, 10]. 

To address the problem of sorting arrays containing a large amount of data, a 
parallel sorting implementation for MIPS processors is possible, based on concrete 
sorting networks and SIMD instructions [11]. 
Research Objective. The aim of this study is to evaluate the efficiency of using SIMD 
instructions to enhance the performance of programs during the processing of large data 
arrays compared to traditional software tools. 
To achieve the set goal, the following tasks were formulated: Development of an 
algorithm for implementing the classic problem of multiplying ultra-large square data 
matrices using SIMD technology; Investigation of the performance of the developed 
algorithm with a significant amount of processed data compared to the traditional 
approach; Analysis of the obtained results and the development of a concept for the 
effective use of modern computing systems and tools to increase the productivity of 
computer applications. 
Main Part.  This work examines the evaluation of the efficiency of using SIMD 
instructions to accelerate computations in tasks of processing ultra-large data arrays. The 
research involves the development of a modified algorithm for solving the classic 
problem of processing large data arrays using SIMD instructions and analyzing the 
efficiency of applying this method compared to the traditional data processing approach. 

One of the modern programming languages that provides and supports SIMD 
instructions is C++. Here, this technology is used thanks to compiler specifications and 
extensions, as well as through the use of specialized libraries. 

For example, to use various sets of SIMD instructions from Intel, such as SSE, 
AVX, AVX2, AVX-512, etc., in C++, one can use special data types: __m128, __m256, 
__m512, etc. They represent vectors with 4, 8, or 16 elements of the corresponding type 
[7]. 

At the same time, the Intel Intrinsics library provides special functions for generating 
and using SIMD instructions [7]: 
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�± The _mm_add_ps function is an intrinsic function (a special low-level function 
that provides access to processor instructions) for performing addition operations on 
several floating-point values in a vector register with a specified precision; 

�± The _mm_mul_pd function is also intrinsic, designed to perform multiplication 
operations on several double-precision floating-point values in a vector register. 

In addition to the mentioned functions, there are many others, including 
subtraction, division, comparison, data loading and saving, bitwise arithmetic, element 
permutations, etc. Most of them can also define floating-point precision: single or 
double. 

To use the listed instructions, the built-in library <immintrin.h> is used. It 
includes all Intel SIMD intrinsics, providing access to them. Also, for various SIMD 
extensions, different libraries are used. For example, for SSE, you should connect the 
header file <xmmintrin.h>, MMX is provided after connecting <mmintrin.h>, etc. But 
connecting one of the header files that provide access to the use of various extensions 
automatically connects all previous ones. 

Thus, the variety of functions allows for the effective use of SIMD technology 
for various tasks and operations, leading to a significant increase in the productivity of 
computational tasks that support parallel data processing [7]. 

To maximize the power of processors with minimal development costs, it is 
advisable to use the NSIMD library, which abstracts SIMD programming and provides 
the following main paradigms [12]: 

�± Imperative programming provided by the NSIMD core and supports numerous 
CPU/SIMD extensions; 

�± Expression templates provided by a separate module that supports all 
architectures from the NSIMD core. 

To achieve maximum performance, NSIMD uses optimized built-in compiler 
functions. Therefore, using any basic compiler can provide a SIMD abstraction library 
without significant costs. NSIMD supports work in all modern C++ programming 
language standards [12]. 

Another example of SIMD extension in C++ is the OpenMP standard for parallel 
programming, which supports the simd directive, which can be used to vectorize loops 
thanks to the #pragma omp simd construct. In this case, the compiler can ignore vector 
dependencies, considering the intention to execute several iterations simultaneously 
[13]. 

The mentioned ways of using SIMD technology allow for accelerating 
calculations by performing one operation on several data simultaneously. 

For research purposes, an algorithm was developed to implement the classic 
problem of multiplying ultra-large square data matrices using the built-in Microsoft 
Visual Studio ISO/IEC C++20 <immintrin.h> library with SIMD technology for data-
level program parallelization; an analysis of the performance of the developed algorithm 
was carried out with a significant amount of processed data compared to the traditional 
data processing approach. 

For the experiments, the following PC infrastructure was used: Intel Core i7-
12700H (14 cores, 2������ �*�+�]�� ���� �������� �*�+�]������ �*�R�R�G�U�D�P�� �'�'�5���� �������� �*�%���� �î�� ���� � �� ������ �*�%����
Microsoft Windows 10. 

Program testing was conducted for matrices of size 100�±3000, filled with random 
float type values (4 bytes) using a 128-bit register. Using wider registers may not be 
supported by some processors and requires more program resources. The obtained 
results are presented in Table 1. 
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Table 1 
Computational Experiment Results 

 
With the increase in matrix size, and therefore the volume of processed data, 

there is a natural increase in their processing time, regardless of the applied calculation 
algorithm. The use of SIMD technology has significantly accelerated the execution of 
�F�D�O�F�X�O�D�W�L�R�Q�V�� �L�Q�� �D�O�O�� �W�H�V�W�� �F�D�V�H�V�� �D�Q�G���� �H�V�S�H�F�L�D�O�O�\���� �Z�L�W�K�� �D�� �P�D�W�U�L�[�� �G�L�P�H�Q�V�L�R�Q�� �R�I�� ���������î����������
�H�O�H�P�H�Q�W�V�����G�D�W�D���V�L�]�H�����î����6 bytes). 

Figure 2 shows that with an increase in matrix size in the range of 100�±3000 float 
type elements, the computational data processing time increases significantly �± from 33 
ms to 80 s with the traditional (STD) algorithm and from 13 ms to 24.5 s with the SIMD 
algorithm. 

 

 
Fig. 2. Dependence of the implementation time of the compared algorithms on the 
dimensionality of the data matrices. 

 
The acceleration of calculations when using SIMD technology compared to 

traditional data processing (Fig. 3) is between 2.53�±4.78 and does not depend on the 
volume of processed data. The highest acceleration (~4.8), as already mentioned, is 
demonstrated by the modified algorithm with a matrix dimensionality of 1500 elements 
���a���î����6 bytes), which should be taken into account during the development of 
application software. 

 

Matrix 
Dimension 

Data Size, 
bytes 

Execution Time, s 
Acceleration 

a=s1/s2 Traditional 
Algorithm (s1) 

SIMD 
Algorithm (s2) 

100 4�î����4 3,27�î10-4 1,3�î10-4 2,53 
500 106 7,2�î10-2 1,7�î10-2 4,24 
1000 4�î����6 0,854 0,195 4,38 
1500 9�î����6 2,89 0,604 4,78 
2000 16�î����6 10,18 2,88 3,53 
2250 20,25�î����6 19,09 6,14 3,11 
2500 25�î����6 30,96 8,97 3,45 
2750 30,25�î����6 48 14,55 3,30 
3000 36�î����6 79,64 24,53 3,25 
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Fig. 3. Dependence of calculation acceleration due to the application of SIMD 
technology on the dimensionality of the data matrices. 

 
Thus, the research has proven the effectiveness of using SIMD technology for 

solving tasks related to the processing of large volumes of data. The obtained data 
correspond with the results of known studies [3, 5] on the issue of enhancing the 
productivity of computer calculations using SIMD technology. 

The use of the findings in conjunction with other alternative software tools to 
enhance computational productivity [14, 15] will contribute to the development of 
efficient computer models of technological processes and systems [16]. 
Conclusions. An algorithm has been developed to implement the classic problem of 
multiplying ultra-large square data matrices using SIMD technology. The performance 
of the developed algorithm was investigated with a significant amount of processed data 
���X�S�� �W�R�� �����î����6 bytes) compared to the traditional approach. The effectiveness of using 
advanced computing systems and SIMD-type tools to increase the productivity of 
application computer programs during the processing of large data volumes has been 
proven. 

It has been established that the acceleration of calculations on a PC with an Intel 
Core i7-12700H processor, due to the application of SIMD technology compared to 
traditional data processing, is between 2.53�±4.78 and does not depend on the volume of 
processed data. The highest acceleration (~4.8) is achieved with a matrix dimensionality 
�R�I�� ���������� �H�O�H�P�H�Q�W�V�� ���a���î����6 bytes), which should be taken into account during the 
development of application software, including for efficient computer models of 
technological processes and systems. 
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�J�h�a�j�h�[�e�_�g�h �f�_�l�h�^�b�d�m�� �j�h�a�\�¶�y�a�Z�g�g�y �a�Z�^�Z�q�� �•�a�� �a�Z�o�b�k�l�m�� �•�g�n�h�j�f�Z�p�•�€. �D�•�[�_�j�[�_�a�i�_�d�Z�� �}��
�h�^�g�•�}�x�� �a�� �g�Z�c�\�Z�`�e�b�\�•�r�b�o�� �i�j�h�[�e�_�f�� �k�m�q�Z�k�g�h�]�h�� �k�\�•�l�m���� �A�j�h�k�l�Z�x�q�_�� �\�b�d�h�j�b�k�l�Z�g�g�y��
�p�b�n�j�h�\�b�o�� �l�_�o�g�h�e�h�]�•�c�� �m�� �\�k�•�o�� �k�n�_�j�Z�o�� �`�b�l�l�y�� �j�h�[�b�l�v�� �d�•�[�_�j�i�j�h�k�l�•�j�� �\�k�_�� �[�•�e�v�r��
�i�j�b�\�Z�[�e�b�\�b�f�� �^�e�y�� �d�•�[�_�j�a�e�h�q�b�g�p�•�\���� �A�Z�o�b�k�l�� �•�g�n�h�j�f�Z�p�•�c�g�b�o�� �k�b�k�l�_�f�� �± �h�^�g�_�� �a��
�g�Z�c�\�Z�`�e�b�\�•�r�b�o�� �a�Z�\�^�Z�g�v�� �[�m�^�v-�y�d�h�€ �k�e�m�`�[�b�� �[�_�a�i�_�d�b�� �[�m�^�v-�y�d�h�€�� �h�j�]�Z�g�•�a�Z�p�•�€�� �l�Z��
�[�m�^�v-�y�d�h�]�h���i�•�^�i�j�b�}�f�k�l�\�Z�� �S�h�[���i�j�h�l�b�k�l�h�y�l�b���p�•�c���a�Z�]�j�h�a�•�����g�_�h�[�o�•�^�g�h���j�h�a�j�h�[�e�y�l�b��
�_�n�_�d�l�b�\�g�•���f�_�l�h�^�b���a�Z�o�b�k�l�m���•�g�n�h�j�f�Z�p�•�€�����<���j�h�[�h�l�•���j�h�a�]�e�y�g�m�l�•���l�Z�d�•���•�g�k�l�j�m�f�_�g�l�b���y�d��
�\�•�^�d�j�b�l�b�c�� �k�l�Z�g�^�Z�j�l�� �^�e�y�� �h�p�•�g�d�b�� �k�_�j�c�h�a�g�h�k�l�•�� �\�j�Z�a�e�b�\�h�k�l�_�c�� �[�_�a�i�_�d�b��
�d�h�f�i�¶�x�l�_�j�g�h�€�� �k�b�k�l�_�f�b�� �&�9�6�6�� �l�Z�� �[�Z�a�Z�� �^�Z�g�b�o�� �a�Z�]�Z�e�v�g�h�\�•�^�h�f�b�o�� �\�j�Z�a�e�b�\�h�k�l�_�c��
�•�g�n�h�j�f�Z�p�•�c�g�h�€���[�_�a�i�_�d�b CVE. �/���^�h�p�•�e�v�g�b�f���\�b�d�h�j�b�k�l�Z�g�g�y���p�b�o���•�g�k�l�j�m�f�_�g�l�•�\���^�e�y��
�k�l�\�h�j�_�g�g�y�� �k�i�b�k�d�m�� �_�n�_�d�l�b�\�g�b�o�� �k�m�q�Z�k�g�b�o�� �Z�l�Z�d���� �D�j�•�f�� �p�v�h�]�h�� �s�_�� �g�_�h�[�o�•�^�g�h��
�\�b�a�g�Z�q�b�l�b�k�y�� �a�� �g�Z�y�\�g�b�f�b�� �•�g�k�l�j�m�f�_�g�l�Z�f�b�� �a�Z�o�b�k�l�m�� �d�h�f�i�¶�x�l�_�j�g�b�o�� �k�b�k�l�_�f��
�h�j�]�Z�g�•�a�Z�p�•�€���� �D�•�[�_�j�[�_�a�i�_�d�Z�� �k�i�b�j�Z�}�l�v�k�y�� �g�Z�� �j�•�a�g�•�� �f�Z�l�_�f�Z�l�b�q�g�•�� �Z�i�Z�j�Z�l�b���� �h�^�g�b�f�� �•�a��
�l�Z�d�b�o�� �}�� �l�_�h�j�•�y�� �•�]�h�j���� �L�_�h�j�•�y�� �•�]�h�j�� �}�� �h�^�g�b�f�� �•�a�� �•�g�k�l�j�m�f�_�g�l�•�\���� �y�d�•�� �f�h�`�m�l�v�� �[�m�l�b��
�\�b�d�h�j�b�k�l�Z�g�•�� �^�e�y�� �i�•�^�\�b�s�_�g�g�y�� �j�•�\�g�y�� �d�•�[�_�j�[�_�a�i�_�d�b�� �<�� �j�h�[�h�l�•�� �\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y 
�f�Z�l�j�b�q�g�•�� �•�]�j�b�� �^�\�h�o�� �]�j�Z�\�p�•�\���� �<�� �y�d�h�k�l�•�� �]�j�Z�\�p�•�\�� �\�b�k�l�m�i�Z�x�l�v�� �a�e�h�\�f�b�k�g�b�d���� �y�d�b�c��
�Z�l�Z�d�m�}���d�h�f�i�¶�x�l�_�j�g�m�� �k�b�k�l�_�f�m���y�d�h�€�k�v���h�j�]�Z�g�•�a�Z�p�•�€���l�Z�� �i�j�_�^�k�l�Z�\�g�b�d���h�j�]�Z�g�•�a�Z�p�•�€�����s�h��
�\�•�^�i�h�\�•�^�Z�}�� �a�Z�� �a�Z�[�_�a�i�_�q�_�g�g�y�� �a�Z�o�b�k�l�m�� �•�g�n�h�j�f�Z�p�•�€�� �L�_�h�j�•�y�� �•�]�h�j�� �^�h�a�\�h�e�y�}��
�i�j�_�^�k�l�Z�\�b�l�b���a�Z�\�^�Z�g�g�y���a�Z�o�b�k�l�m���d�h�f�i�
�x�l�_�j�g�h�€���k�b�k�l�_�f�b���\���f�Z�l�_�f�Z�l�b�q�g�h�f�m���\�b�]�e�y�^�•����
�s�h�� �^�h�a�\�h�e�y�}�� �k�d�h�j�b�k�l�Z�l�b�k�y�� �\�k�l�Z�g�h�\�e�_�g�b�f�b�� �d�j�b�l�_�j�•�y�f�b�� �a�g�Z�o�h�^�`�_�g�g�y��
�h�i�l�b�f�Z�e�v�g�b�o�� �k�l�j�Z�l�_�]�•�c�� �a�Z�o�b�k�l�m���� �^�h�l�j�b�f�m�x�q�b�k�v�� �y�d�b�o�� �Z�^�f�•�g�•�k�l�j�Z�l�h�j�� �a�^�Z�l�g�b�c��
�m�k�m�g�m�l�b���� �Z�[�h�� �i�j�b�g�Z�c�f�g�•�� �a�\�_�k�l�b�� �^�h�� �f�•�g�•�f�m�f�m�� �a�[�b�l�d�b�� �•�g�n�h�j�f�Z�p�•�€���� �s�h�� �a�Z�\�^�Z�}�l�v�k�y��
�a�e�h�\�f�b�k�g�b�d�h�f. �A�g�Z�o�h�^�`�_�g�g�y�� �h�i�l�b�f�Z�e�v�g�b�o�� �q�b�k�l�b�o�� �k�l�j�Z�l�_�]�•�c�� �i�h�\�¶�y�a�Z�g�h�� �a��
�i�h�r�m�d�h�f�� �k�•�^�e�h�\�h�€�� �l�h�q�d�b�� �G�_�� �d�h�`�g�Z�� �f�Z�l�j�b�q�g�Z�� �]�j�Z�� �f�Z�}�� �h�i�l�b�f�Z�e�v�g�m�� �q�b�k�l�m��
�k�l�j�Z�l�_�]�•�x�� �Y�d�s�h���f�Z�l�j�b�q�g�Z���]�j�Z���f�Z�}���k�•�^�e�h�\�m���l�h�q�d�m�����l�h���]�j�Z���f�Z�}���j�•�r�_�g�g�y�� �\���q�b�k�l�b�o��
�k�l�j�Z�l�_�]�•�y�o �• �^�h�k�e�•�^�`�_�g�g�y�� �]�j�b �a�Z�d�•�g�q�m�}�l�v�k�y �a�g�Z�o�h�^�`�_�g�g�y�f�� �p�•�}�€�� �l�h�q�d�b �l�Z��
�\�•�^�i�h�\�•�^�g�h�€�� �i�Z�j�b�� �q�b�k�l�b�o�� �k�l�j�Z�l�_�]�•�c�� �]�j�Z�\�p�•�\. �< �i�j�h�l�b�e�_�`�g�h�f�m �\�b�i�Z�^�d�m��
�a�Z�k�l�h�k�h�\�m�x�l�v���a�f�•�r�Z�g�• �k�l�j�Z�l�_�]�•�€. �>�e�y���i�h�r�m�d�m���a�f�•�r�Z�g�b�o���k�l�j�Z�l�_�]�•�c���i�j�h�i�h�g�m�}�l�v�k�y��
�\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b���f�_�l�h�^���;�j�Z�m�g�Z-�J�h�[�•�g�k�h�g. 
�D�e�x�q�h�\�•�� �k�e�h�\�Z�� �a�Z�o�b�k�l�� �•�g�n�h�j�f�Z�p�•�c�g�b�o�� �k�b�k�l�_�f, �l�_�h�j�•�y�� �•�]�h�j, �f�Z�l�j�b�q�g�Z�� �]�j�Z, 
�f�_�l�h�^���;�j�Z�m�g�Z-�J�h�[�•�g�k�h�g. 
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�]�h�j�y�l�v���[�Z�`�Z�g�g�y�f���©�i�j�h�[�b�l�b�ª���a�Z�o�b�k�l���j�_�k�m�j�k�m�����^�h���h�j�]�Z�g�•�a�h�\�Z�g�b�o���a�e�h�q�b�g�g�b�o���k�i�•�e�v�g�h�l����
�Z���l�Z�d�h�`���j�h�a�\�•�^�m�\�Z�e�v�g�b�o���•���\�•�c�k�v�d�h�\�b�o���k�e�m�`�[���j�•�a�g�b�o���^�_�j�`�Z�\�� 

�:�d�l�m�Z�e�v�g�•�k�l�v�� �l�_�f�b�� �^�h�k�e�•�^�`�_�g�g�y�� �h�[�m�f�h�\�e�_�g�Z�� �i�h�k�l�•�c�g�b�f�� �a�j�h�k�l�Z�g�g�y�f�� �a�Z�]�j�h�a��
�d�•�[�_�j�[�_�a�i�_�p�•���� �D�h�f�i�
�x�l�_�j�g�•���k�b�k�l�_�f�b���[�Z�]�Z�l�v�h�o���i�•�^�i�j�b�}�f�k�l�\���q�Z�k�l�h�� �k�l�Z�x�l�v���h�[�
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�d�m�^�b�� �k�i�j�y�f�h�\�Z�g�•�� �i�h�f�b�k�e�b�� �a�e�h�\�f�b�k�g�b�d�•�\���� �Q�_�j�_�a�� �g�_�k�Z�g�d�p�•�h�g�h�\�Z�g�b�c�� �^�h�k�l�m�i��
�a�e�h�\�f�b�k�g�b�d�� �f�h�`�_�� �\�b�d�j�Z�k�l�b�� �•�g�n�h�j�f�Z�p�•�x���� �Z�� �a�Z�� �^�h�i�h�f�h�]�h�x�� �d�h�f�i�
�x�l�_�j�g�h�€�� �Z�l�Z�d�b�� �Z�[�h��
�a�g�b�s�b�l�b�� �€�€���� �Z�[�h�� �l�b�f�q�Z�k�h�\�h�� �h�[�f�_�`�b�l�b�� �^�h�k�l�m�i�� �^�h�� �g�_�€���� �M���[�m�^�v-�y�d�h�f�m�� �j�Z�a�•��
�i�•�^�i�j�b�}�f�k�l�\�Z�� �a�Z�a�g�Z�x�l�v�� �y�d�� �n�•�g�Z�g�k�h�\�b�o�� �\�l�j�Z�l���� �l�Z�d�� �•�� �f�h�j�Z�e�v�g�b�o���� �y�d���� �g�Z�i�j�b�d�e�Z�^����
�i�Z�^�•�g�g�y���j�•�\�g�y���^�h�\�•�j�b���^�h���[�Z�g�d�•�\�����y�d�s�h���\�h�g�b���k�l�Z�e�b���`�_�j�l�\�Z�f�b���Z�l�Z�d�b���o�Z�d�_�j�•�\. 
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�A�Z�o�b�k�l�� �•�g�n�h�j�f�Z�p�•�c�g�b�o�� �k�b�k�l�_�f�� �± �h�^�g�_�� �a�� �g�Z�c�\�Z�`�e�b�\�•�r�b�o�� �a�Z�\�^�Z�g�v�� �[�m�^�v-�y�d�h�€��
�k�e�m�`�[�b���[�_�a�i�_�d�b���[�m�^�v-�y�d�h�€���h�j�]�Z�g�•�a�Z�p�•�€���l�Z���[�m�^�v-�y�d�h�]�h���i�•�^�i�j�b�}�f�k�l�\�Z�� 

�D�•�[�_�j�a�e�h�q�b�g�p�•�� �j�h�a�j�h�[�e�y�x�l�v�� �\�k�_�� �[�•�e�v�r�� �k�d�e�Z�^�g�•�� �f�_�l�h�^�b�� �Z�l�Z�d���� �Z��
�d�•�[�_�j�a�Z�o�b�k�g�b�d�b�� �i�h�\�b�g�g�•�� �i�h�k�l�•�c�g�h�� �\�^�h�k�d�h�g�Z�e�x�\�Z�l�b�� �k�\�h�€�� �f�_�l�h�^�b�� �a�Z�o�b�k�l�m���� �L�_�h�j�•�y��
�•�]�h�j���f�h�`�_���k�l�Z�l�b���p�•�g�g�b�f���•�g�k�l�j�m�f�_�g�l�h�f���^�e�y���\�b�j�•�r�_�g�g�y���p�•�}�€���i�j�h�[�e�_�f�b�� 
�F�_�l�Z�� �l�Z�� �a�Z�^�Z�q�•�� �j�h�[�h�l�b. �F�_�l�h�x�� �j�h�[�h�l�b�� �}�� �j�h�a�j�h�[�d�Z�� �f�_�l�h�^�b�d�b�� �j�•�r�_�g�g�y�� �a�Z�^�Z�q�� �•�a��
�a�Z�o�b�k�l�m���•�g�n�h�j�f�Z�p�•�€���r�e�y�o�h�f���\�b�d�h�j�b�k�l�Z�g�g�y���l�_�h�j�•�€���•�]�h�j�� 

�>�e�y���^�h�k�y�]�g�_�g�g�y���i�h�k�l�Z�\�e�_�g�h�€���f�_�l�b���g�_�h�[�o�•�^�g�h���\�b�j�•�r�b�l�b���g�Z�k�l�m�i�g�•���a�Z�^�Z�q�•: 
�� �Z�g�Z�e�•�a���•�k�g�m�x�q�b�o���Z�l�Z�d���a�e�h�\�f�b�k�g�b�d�•�\���l�Z���a�Z�k�h�[�•�\���a�Z�o�b�k�l�m�� 
�� �j�h�a�j�h�[�d�Z���f�_�l�h�^�b�d�b���j�•�r�_�g�g�y���a�Z�^�Z�q���•�a���a�Z�o�b�k�l�m���•�g�n�h�j�f�Z�p�•�€�� 
�� �j�h�a�j�h�[�d�Z���i�j�h�]�j�Z�f�g�h�]�h���^�h�^�Z�l�d�m���s�h���j�_�Z�e�•�a�m�}���j�h�a�j�h�[�e�_�g�m���f�_�l�h�^�b�d�m�� 

�H�k�g�h�\�g�Z�� �q�Z�k�l�b�g�Z. �<�b�y�\�e�_�g�g�y��CVSS (Common Vulnerability Scoring System) �± �p�_��
�\�•�^�d�j�b�l�b�c�� �k�l�Z�g�^�Z�j�l�� �^�e�y�� �h�p�•�g�d�b�� �k�_�j�c�h�a�g�h�k�l�•�� �\�j�Z�a�e�b�\�h�k�l�_�c���[�_�a�i�_�d�b�� �d�h�f�i�¶�x�l�_�j�g�h�€��
�k�b�k�l�_�f�b���� �<�•�g�� �[�m�\�� �j�h�a�j�h�[�e�_�g�b�c�� �k�i�•�e�v�g�h�� �]�j�m�i�h�x�� �_�d�k�i�_�j�l�•�\�� �m�� �]�Z�e�m�a�•�� �[�_�a�i�_�d�b�� �l�Z��
�\�i�j�h�\�Z�^�`�_�g�b�c���m�������������j�h�p�• [1]�����&�9�6�6���\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y���^�e�y���h�p�•�g�d�b���\�j�Z�a�e�b�\�h�k�l�_�c���a�Z��
�^�\�h�f�Z���h�k�g�h�\�g�b�f�b���d�j�b�l�_�j�•�y�f�b�� 

�� �\�i�e�b�\���± �\�b�y�\�e�_�g�g�y���i�h�l�_�g�p�•�c�g�h�]�h���\�i�e�b�\�m�����y�d�b�c���f�h�`�_���f�Z�l�b���\�j�Z�a�e�b�\�•�k�l�v��
�g�Z���k�b�k�l�_�f�m�� 

�� �_�d�k�i�e�m�Z�l�Z�p�•�y���± �h�p�•�g�d�Z���l�h�]�h�����g�Z�k�d�•�e�v�d�b���e�_�]�d�h���f�h�`�_���[�m�l�b���_�d�k�i�e�m�Z�l�h�\�Z�g�Z��
�\�j�Z�a�e�b�\�•�k�l�v�� 

�&�9�6�6�� �h�p�•�g�x�}�� �\�j�Z�a�e�b�\�h�k�l�•�� �a�Z�� �r�d�Z�e�h�x�� �\�•�^�� ���� �^�h�� �������� �^�_�� ������ �± �g�Z�c�k�_�j�c�h�a�g�•�r�Z��
�\�j�Z�a�e�b�\�•�k�l�v���� �H�p�•�g�d�b�� �&�9�6�6�� �\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y�� �^�e�y�� �j�h�a�f�•�s�_�g�g�y�� �i�j�•�h�j�b�l�_�l�•�\�� �g�Z��
�\�•�^�i�h�\�•�^�•���g�Z���\�j�Z�a�e�b�\�h�k�l�•���l�Z���\�b�a�g�Z�q�_�g�g�y���l�h�]�h�����y�d�•���\�j�Z�a�e�b�\�h�k�l�•���}���g�Z�c�g�_�[�_�a�i�_�q�g�•�r�b�f�b�� 

CVSS �\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y�� �[�Z�]�Z�l�v�f�Z�� �h�j�]�Z�g�•�a�Z�p�•�y�f�b���� �\�� �l�h�f�m�� �q�b�k�e�•���m�j�y�^�b����
�i�•�^�i�j�b�}�f�k�l�\�Z�� �l�Z�� �g�_�d�h�f�_�j�p�•�c�g�• �h�j�]�Z�g�•�a�Z�p�•�€���� �<�•�g�� �l�Z�d�h�`�� �\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y�� �[�Z�]�Z�l�v�f�Z��
�i�j�h�^�m�d�l�Z�f�b�� �l�Z�� �i�h�k�e�m�]�Z�f�b�� �[�_�a�i�_�d�b�� �^�e�y�� �h�p�•�g�d�b�� �\�j�Z�a�e�b�\�h�k�l�_�c�� �&�9�6�6�� �i�h�k�l�•�c�g�h��
�h�g�h�\�e�x�}�l�v�k�y�����s�h�[���\�j�Z�o�h�\�m�\�Z�l�b���g�h�\�•���a�Z�]�j�h�a�b���l�Z���f�h�`�e�b�\�h�k�l�•�����H�k�l�Z�g�g�y���\�_�j�k�•�y�����&�9�6�6��
�����������[�m�e�Z���h�i�m�[�e�•�d�h�\�Z�g�Z���\�������������j�h�p�•�� 

CVE (Common Vulnerabilities and Exposures) �± �p�_�� �[�Z�a�Z�� �^�Z�g�b�o��
�a�Z�]�Z�e�v�g�h�\�•�^�h�f�b�o�� �\�j�Z�a�e�b�\�h�k�l�_�c�� �•�g�n�h�j�f�Z�p�•�c�g�h�€�� �[�_�a�i�_�d�b [2]���� �D�h�`�g�•�c�� �m�j�Z�a�e�b�\�h�k�l�•��
�i�j�b�k�\�h�x�}�l�v�k�y�� �m�g�•�d�Z�e�v�g�b�c�� �•�^�_�g�l�b�n�•�d�Z�l�h�j���� �y�d�b�c�� �k�d�e�Z�^�Z�}�l�v�k�y���a�� �j�h�d�m�� �\�b�y�\�e�_�g�g�y��
�\�j�Z�a�e�b�\�h�k�l�•�� �l�Z�� �i�h�k�e�•�^�h�\�g�h�]�h�� �g�h�f�_�j�m����CVE-�g�h�f�_�j�b�� �i�j�b�k�\�h�x�x�l�v�k�y�� �P�_�g�l�j�h�f�� �a��
�h�p�•�g�d�b�� �l�Z�� �j�h�a�j�h�[�d�b�� �[�_�a�i�_�d�b�� ��CERT���� �i�j�b�� �G�Z�p�•�h�g�Z�e�v�g�h�f�m�� �•�g�k�l�b�l�m�l�•�� �k�l�Z�g�^�Z�j�l�•�\�� �•��
�l�_�o�g�h�e�h�]�•�c�� ��NIST). �G�Z�i�j�b�d�e�Z�^���� �m�j�Z�a�e�b�\�•�k�l�v���� �\�b�y�\�e�_�g�Z�� �\�� ���������� �j�h�p�•���� �[�m�^�_���f�Z�l�b��
�•�^�_�g�l�b�n�•�d�Z�l�h�j���&�9�(-2023-0001. 

CVE-�g�h�f�_�j�b�� �\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y�� �^�e�y�� �•�^�_�g�l�b�n�•�d�Z�p�•�€�� �\�j�Z�a�e�b�\�h�k�l�_�c�� �[�_�a�i�_�d�b�� �\ 
�j�•�a�g�b�o�� �i�j�h�^�m�d�l�Z�o�� �•�� �k�b�k�l�_�f�Z�o���� �\�� �l�h�f�m�� �q�b�k�e�•�� �i�j�h�]�j�Z�f�g�_�� �a�Z�[�_�a�i�_�q�_�g�g�y���� �Z�i�Z�j�Z�l�g�_��
�a�Z�[�_�a�i�_�q�_�g�g�y�� �l�Z�� �f�_�j�_�`�•���� �<�h�g�b�� �\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y�� �j�h�a�j�h�[�g�b�d�Z�f�b�� �i�j�h�]�j�Z�f�g�h�]�h��
�a�Z�[�_�a�i�_�q�_�g�g�y���� �\�b�j�h�[�g�b�d�Z�f�b�� �h�[�e�Z�^�g�Z�g�g�y�� �l�Z�� �h�j�]�Z�g�•�a�Z�p�•�y�f�b�� �a�� �[�_�a�i�_�d�b�� �^�e�y��
�k�i�•�e�d�m�\�Z�g�g�y�� �i�j�h�� �\�j�Z�a�e�b�\�h�k�l�•�� �l�Z�� �j�h�a�j�h�[�d�b�� �f�_�l�h�^�•�\�� �m�k�m�g�_�g�g�y�� CVE-�g�h�f�_�j�b�� �}��
�\�Z�`�e�b�\�b�f�� �•�g�k�l�j�m�f�_�g�l�h�f�� �^�e�y�� �a�Z�[�_�a�i�_�q�_�g�g�y�� �[�_�a�i�_�d�b�� �•�g�n�h�j�f�Z�p�•�c�g�b�o�� �k�b�k�l�_�f���� �<�h�g�b��
�^�h�i�h�f�Z�]�Z�x�l�v�� �h�j�]�Z�g�•�a�m�\�Z�l�b�� �\�j�Z�a�e�b�\�h�k�l�•���� �a�j�h�[�b�l�b�� �€�o�� �a�j�h�a�m�f�•�e�b�f�b�� �l�Z�� �k�i�j�b�y�l�b�� �€�o��
�m�k�m�g�_�g�g�y�� 

National Vulnerability Database (NVD���� �g�Z�^�Z�}�� �h�p�•�g�d�b��CVSS �^�e�y�� �\�k�•�o��
�h�i�m�[�e�•�d�h�\�Z�g�b�o���a�Z�i�b�k�•�\���m��CVE. 

�G�Z�i�j�b�d�e�Z�^�����y�d�s�h���\���y�d�h�k�l�•���d�h�f�i�¶�x�l�_�j�g�h�€���k�b�k�l�_�f�b���\�a�y�l�b�� �h�i�_�j�Z�p�•�c�g�m �k�b�k�l�_�f�m 
Windows 11���� �l�h�� �a�]�•�^�g�h�� �a��CVE �f�h�`�g�Z�� �g�Z�� �^�Z�g�b�c�� �q�Z�k�� �\�b�a�g�Z�q�b�l�b�� �l�Z�d�•�� �d�Z�l�_�]�h�j�•�€��
�\�j�Z�a�e�b�\�h�k�l�_�c: 

�� �\�b�d�h�g�Z�g�g�y���^�h�\�•�e�v�g�h�]�h���d�h�^�m����Execute code); 
�� �_�k�d�Z�e�Z�p�•�y���i�j�b�\�•�e�_�€�\ (Privilege Escalation, Gain Privilege); 
�� �\�•�^�f�h�\�Z���\���h�[�k�e�m�]�h�\�m�\�Z�g�g�• (Denial of Service); 
�� �\�b�l�•�d���•�g�n�h�j�f�Z�p�•�€����Information Leak). 



�<���<�� �;�•�e�h�a�_�j�k�v�d�b�c�����H���X�����E�_�[�_�^�}�\�Z�����G���I�����<�h�e�d�h�\�Z�����<���H�����G�Z�a�Z�j�h�\ 

238 

�D�h�`�g�Z���d�Z�l�_�]�h�j�•�y���f�Z�}���i�_�\�g�m���d�•�e�v�d�•�k�l�v���\�j�Z�a�e�b�\�h�k�l�_�c���� 
�G�Z�i�j�b�d�e�Z�^���� �\�j�Z�a�e�b�\�•�k�l�v��CVE-2023-21554 (Windows Message Queuing 

Remote Code Execution Vulnerability���� �Z�[�h�� �\�•�^�^�Z�e�_�g�_�� �\�b�d�h�g�Z�g�g�y�� �d�h�^�m�� �q�_�j�_�a�� �q�_�j�]�m��
�i�h�\�•�^�h�f�e�_�g�v�� �:�L�Q�G�R�Z�V) �\�b�g�b�d�Z�}�� �q�_�j�_�a�� �i�h�f�b�e�d�m�� �\�� �h�[�j�h�[�p�•�� �a�Z�i�b�l�•�\�� �g�Z�� �k�l�\�h�j�_�g�g�y��
�q�_�j�]�� �<�j�Z�a�e�b�\�•�k�l�v���d�e�Z�k�b�n�•�d�m�}�l�v�k�y���y�d���d�j�b�l�b�q�g�Z�����&�9�6�6���h�p�•�g�x�}�l�v�k�y���\�����������[�Z�e�•�\�����<�h�g�Z��
�f�h�`�_�� �[�m�l�b�� �k�d�h�f�i�j�h�f�_�l�h�\�Z�g�Z�� �\�•�^�^�Z�e�_�g�h���� �l�h�[�l�h�� �a�e�h�\�f�b�k�g�b�d�m�� �g�_�� �i�h�l�j�•�[�g�h�� �f�Z�l�b��
�n�•�a�b�q�g�b�c���^�h�k�l�m�i���^�h���d�h�f�i�¶�x�l�_�j�Z�� 

�G�Z�i�j�b�d�e�Z�^���� �\�j�Z�a�e�b�\�•�k�l�v��CVE-2023-36028 (Microsoft Protected Extensible 
Authentication Protocol (PEAP) Remote Code Execution Vulnerability �Z�[�h��
�m�j�Z�a�e�b�\�•�k�l�v���\�•�^�^�Z�e�_�g�h�]�h���\�b�d�h�g�Z�g�g�y���d�h�^�m���\���a�Z�o�b�s�_�g�h�f�m���j�h�a�r�b�j�x�\�Z�g�h�f�m���i�j�h�l�h�d�h�e�•��
�Z�\�l�_�g�l�b�n�•�d�Z�p�•�€�� �\�•�^�� �0�L�F�U�R�V�R�I�W) �± �p�_�� �d�j�b�l�b�q�g�Z�� �\�j�Z�a�e�b�\�•�k�l�v�� �\�•�^�^�Z�e�_�g�h�]�h�� �\�b�d�h�g�Z�g�g�y��
�d�h�^�m���� �y�d�Z���•�k�g�m�}�� �\�� �3�(�$�3���� �<�j�Z�a�e�b�\�•�k�l�v�� �\�b�g�b�d�Z�}�� �q�_�j�_�a���i�h�f�b�e�d�m���\�� �h�[�j�h�[�p�•�� �a�Z�i�b�l�•�\�� �g�Z��
�Z�m�l�_�g�l�b�n�•�d�Z�p�•�x�� �<�j�Z�a�e�b�\�•�k�l�v���d�e�Z�k�b�n�•�d�m�}�l�v�k�y���y�d���d�j�b�l�b�q�g�Z�����l�h�[�l�h CVSS �h�p�•�g�x�}�l�v�k�y��
�\ �����������F�h�`�_���[�m�l�b���k�d�h�f�i�j�h�f�_�l�h�\�Z�g�Z���\�•�^�^�Z�e�_�g�h�� 

�G�Z�i�j�b�d�e�Z�^���� �\�j�Z�a�e�b�\�•�k�l�v��CVE-2023-21823 (Microsoft Graphics Component 
Denial of Service Vulnerability �Z�[�h�� �\�•�^�f�h�\�Z�� �\�� �h�[�k�e�m�]�h�\�m�\�Z�g�g�•�� �\�� �]�j�Z�n�•�q�g�h�f�m��
�d�h�f�i�h�g�_�g�l�•�� �0�L�F�U�R�V�R�I�W) �\�b�g�b�d�Z�}�� �q�_�j�_�a�� �i�h�f�b�e�d�m�� �\�� �h�[�j�h�[�p�•�� �i�h�\�•�^�h�f�e�_�g�v�� �i�j�h��
�i�h�f�b�e�d�b�� �<�j�Z�a�e�b�\�•�k�l�v���d�e�Z�k�b�n�•�d�m�}�l�v�k�y���y�d���d�j�b�l�b�q�g�Z, CVSS �h�p�•�g�x�}�l�v�k�y�� �l�Z�d�h�`���\��9.8. 
�<�h�g�Z�� �f�h�`�_�� �[�m�l�b�� �l�Z�d�h�`�� �k�d�h�f�i�j�h�f�_�l�h�\�Z�g�Z�� �\�•�^�^�Z�e�_�g�h���� �a�e�h�\�f�b�k�g�b�d�m�� �g�_�� �i�h�l�j�•�[�g�h��
�f�Z�l�b���n�•�a�b�q�g�b�c���^�h�k�l�m�i���^�h���d�h�f�i�¶�x�l�_�j�Z�� 

�<�� �y�d�h�k�l�•�� �Z�l�Z�d, �f�b�� �i�j�h�i�h�g�m�}�f�h�� �j�h�a�]�e�y�g�m�l�b�� �\�k�•�� �\�j�Z�a�e�b�\�h�k�l�• �a�� �\�d�Z�a�Z�g�b�o��
�d�Z�l�_�]�h�j�•�c���� �y�d�•�� �f�Z�x�l�v�� �\�b�k�h�d�m�� �h�p�•�g�d�m��CVSS���� �:�g�Z�e�•�a�� �i�h�d�Z�a�Z�\�� �s�h�� �\�h�g�b�� �}�� �g�Z�c�[�•�e�v�r��
�i�h�r�b�j�_�g�b�f�b�� �l�Z�� �} �f�Z�d�k�b�f�Z�e�v�g�h�� �a�Z�k�l�h�k�h�\�m�\�Z�g�b�f�b���� �>�_�y�d�•�� �a�� �g�b�o�� �}�� �f�h�^�b�n�•�d�Z�p�•�y�f�b��
�\�j�Z�a�e�b�\�h�k�l�_�c�� �i�h�i�_�j�_�^�g�•�o�� �j�h�d�•�\���� �L�Z�d�h�`�� �}�� �\�_�e�b�d�Z�� �c�f�h�\�•�j�g�•�k�l�v�� �l�h�]�h�� �s�h�� �^�_�y�d�•�� �g�h�\�•��
�\�j�Z�a�e�b�\�h�k�l�•�� �[�m�^�m�l�v�� �f�h�^�b�n�•�d�h�\�Z�g�•�� �m�� �f�Z�c�[�m�l�g�v�h�f�m���� �l�Z�d�� �y�d�� �g�h�\�•�� �\�j�Z�a�e�b�\�h�k�l�•�� �}�� �^�m�`�_��
�]�Z�j�g�h�x���[�Z�a�h�x���^�e�y���p�v�h�]�h�� 

�L�j�Z�^�b�p�•�c�g�b�c���a�Z�o�b�k�g�b�c���f�_�o�Z�g�•�a�f���\�d�e�x�q�Z�}���[�j�Z�g�^�f�Z�m�_�j�b���� �k�b�k�l�_�f�m���\�b�y�\�e�_�g�g�y��
�\�l�h�j�]�g�_�g�g�y�� ���,�'�6���� �l�Z�� �Z�g�l�b�\�•�j�m�k�g�•�� �i�j�h�]�j�Z�f�b���� �>�_�y�d�•�� �a�� �p�b�o�� �k�l�j�Z�l�_�]�•�c�� �a�Z�o�b�k�l�m��
�j�h�a�j�h�[�e�_�g�•���e�b�r�_���^�e�y���i�_�\�g�b�o���a�Z�]�j�h�a�� 

�<�� �j�_�a�m�e�v�l�Z�l�•���� �i�j�b�^�[�Z�g�g�y�� �l�Z�� �\�k�l�Z�g�h�\�e�_�g�g�y�� �j�•�a�g�h�f�Z�g�•�l�g�b�o���a�Z�k�h�[�•�\�� �a�Z�o�b�k�l�m��
�•�g�n�h�j�f�Z�p�•�c�g�h�]�h�� �d�h�f�i�
�x�l�_�j�g�h�]�h���j�_�k�m�j�k�m�����f�h�`�_���i�j�b�a�\�_�k�l�b���^�h���f�Z�l�_�j�•�Z�e�v�g�b�o���\�b�l�j�Z�l����
�i�h�l�j�_�[�m�}�� �g�Z�y�\�g�h�k�l�•�� �•�g�k�l�j�m�d�p�•�c�� �s�h�^�h�� �_�n�_�d�l�b�\�g�h�]�h�� �€�o�� �\�b�d�h�j�b�k�l�Z�g�g�y���� �G�_�h�[�o�•�^�g�h��
�j�h�a�j�h�[�b�l�b�� �^�e�y�� �k�b�k�l�_�f�g�h�]�h�� �Z�^�f�•�g�•�k�l�j�Z�l�h�j�Z���� �k�e�m�`�[�b �[�_�a�i�_�d�b�� �d�h�f�i�
�x�l�_�j�g�h�€�� �f�_�j�_�`�•��
�h�i�l�b�f�Z�e�v�g�m �k�l�j�Z�l�_�]�•�x���a�Z�[�_�a�i�_�q�_�g�g�y���a�Z�o�b�k�l�m���•�g�n�h�j�f�Z�p�•�€�����s�h���a�[�_�j�•�]�Z�}�l�v�k�y�� 

�>�e�y�� �\�b�[�h�j�m�� �a�Z�k�h�[�m�� �_�n�_�d�l�b�\�g�h�]�h�� �a�Z�o�b�k�l�m�� �\�•�^�� �j�•�a�g�h�f�Z�g�•�l�g�b�o�� �d�h�f�i�
�x�l�_�j�g�b�o��
�Z�l�Z�d�� �f�h�`�g�Z�� �\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b�� �f�_�l�h�^�b�� �l�_�h�j�•�€�� �•�]�h�j�� �F�_�l�h�x�� �l�_�h�j�•�€�� �•�]�h�j�� �}�� �\�b�j�h�[�e�_�g�g�y��
�i�j�b�j�h�^�g�b�o���m�y�\�e�_�g�v���i�j�h�� �h�i�l�b�f�Z�e�v�g�•�k�l�v�� �k�b�l�m�Z�p�•�c�� �•�� �k�l�j�Z�l�_�]�•�c���]�j�Z�\�p�•�\�����i�_�j�_�^�[�Z�q�_�g�g�y��
�€�o���•�k�g�m�\�Z�g�g�y���m���]�j�•���l�Z���a�Z�a�g�Z�q�_�g�g�y���k�i�h�k�h�[�m���€�o���a�g�Z�o�h�^�`�_�g�g�y���l�Z���i�_�j�_�j�Z�o�m�\�Z�g�g�y [3]. 

�H�^�g�b�f���a���\�Z�`�e�b�\�b�o���d�e�Z�k�•�\���Z�g�l�Z�]�h�g�•�k�l�b�q�g�b�o���•�]�h�j���}���f�Z�l�j�b�q�g�•���•�]�j�b�����y�d�•���f�h�`�m�l�v��
�[�m�l�b���\�b�d�h�j�b�k�l�Z�g�•���^�e�y���f�h�^�_�e�x�\�Z�g�g�y���l�Z���Z�g�Z�e�•�a�m���d�h�g�n�e�•�d�l�g�b�o���k�b�l�m�Z�p�•�c [3]. �F�Z�l�j�b�p�y��
�]�j�b���± �p�_���•�g�k�l�j�m�f�_�g�l�����y�d�b�c���i�j�_�^�k�l�Z�\�e�y�}�� �\�b�[�•�j���]�j�Z�\�p�•�\���l�Z���€�o�g�•���f�h�`�e�b�\�•���\�Z�j�•�Z�g�l�b�� �^�•�c��
(�k�l�j�Z�l�_�]�•�€)���� �D�h�`�_�g�� �]�j�Z�\�_�p�v�� �f�Z�}�� �k�\�h�€�� �\�e�Z�k�g�•�� �k�l�j�Z�l�_�]�•�€���� �•�� �j�_�a�m�e�v�l�Z�l�� �]�j�b�� �a�Z�e�_�`�b�l�v�� �\�•�^��
�d�h�f�[�•�g�Z�p�•�c�� �\�b�[�h�j�m �d�h�`�g�h�]�h�� �a�� �m�q�Z�k�g�b�d�•�\���� �L�Z�d�Z�� �d�h�g�p�_�i�p�•�y�� �^�h�a�\�h�e�y�}�� �Z�g�Z�e�•�a�m�\�Z�l�b��
�j�•�a�g�h�f�Z�g�•�l�g�•���k�p�_�g�Z�j�•�€���l�Z���i�j�h�]�g�h�a�m�\�Z�l�b���h�i�l�b�f�Z�e�v�g�•���k�l�j�Z�l�_�]�•�€���^�e�y���d�h�`�g�h�]�h���]�j�Z�\�p�y�� 

�H�k�g�h�\�g�b�f�b�� �_�e�_�f�_�g�l�Z�f�b�� �f�Z�l�j�b�q�g�b�o�� �•�]�h�j�� �}�� �i�j�Z�\�b�e�Z�� �]�j�b, �]�j�Z�\�p�•���� �k�l�j�Z�l�_�]�•�€����
�\�b�]�j�Z�r�•�� �l�Z�� �\�l�j�Z�l�b���� �=�j�Z�\�p�•�� �i�j�b�c�f�Z�x�l�v�� �j�•�r�_�g�g�y���� �h�[�b�j�Z�x�q�b�� �k�\�h�€�� �k�l�j�Z�l�_�]�•�€���� �•��
�h�l�j�b�f�m�x�l�v�� �\�b�]�j�Z�r�� �Z�[�h�� �\�l�j�Z�l�m�� �\�� �a�Z�e�_�`�g�h�k�l�•�� �\�•�^�� �\�b�[�h�j�m �•�g�r�b�o�� �m�q�Z�k�g�b�d�•�\���� �A�Z�^�Z�q�Z��
�l�_�h�j�•�€�� �•�]�h�j�� �± �j�h�a�j�h�[�b�l�b�� �f�h�^�_�e�•�� �l�Z�� �Z�g�Z�e�•�a�m�\�Z�l�b�� �k�b�l�m�Z�p�•�€���� �^�_�� �j�Z�p�•�h�g�Z�e�v�g�•�� �]�j�Z�\�p�•��
�\�b�[�b�j�Z�x�l�v���k�l�j�Z�l�_�]�•�€���^�e�y���f�Z�d�k�b�f�•�a�Z�p�•�€���k�\�h�]�h���\�b�]�j�Z�r�m�� 

�A�Z�p�•�d�Z�\�e�_�g�•�� �k�l�h�j�h�g�b�� �\�� �]�j�•�� �g�Z�a�b�\�Z�x�l�v�k�y�� �]�j�Z�\�p�y�f�b���� �=�j�Z�\�p�_�f�� �i�j�b�c�g�y�l�h��
�\�\�Z�`�Z�l�b���h�^�g�h�]�h���m�q�Z�k�g�b�d�Z���Z�[�h���]�j�m�i�m���m�q�Z�k�g�b�d�•�\���]�j�b�����y�d�•���f�Z�x�l�v���h�^�g�•���k�i�•�e�v�g�•���^�e�y���g�b�o��
�•�g�l�_�j�_�k�b�����s�h���g�_���a�[�•�]�Z�x�l�v�k�y���a���•�g�l�_�j�_�k�Z�f�b���•�g�r�b�o���]�j�m�i�� 
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�<�� �j�h�[�h�l�•�� �\�b�d�h�j�b�k�l�h�\�m�\�Z�e�b�k�v �f�Z�l�j�b�q�g�•�� �•�]�j�b�� �^�\�h�o�� �]�j�Z�\�p�•�\���� �<�� �y�d�h�k�l�•�� �]�j�Z�\�p�•�\��
�f�b�� �\�b�d�h�j�b�k�l�h�\�m�\�Z�e�b�� �a�e�h�\�f�b�k�g�b�d�Z���� �y�d�b�c�� �Z�l�Z�d�m�}�� �d�h�f�i�¶�x�l�_�j�g�m�� �k�b�k�l�_�f�m�� �y�d�h�€�k�v��
�h�j�]�Z�g�•�a�Z�p�•�€�� �l�Z�� �i�j�_�^�k�l�Z�\�g�b�d�Z�� �h�j�]�Z�g�•�a�Z�p�•�€���� �s�h�� �\�•�^�i�h�\�•�^�Z�} �a�Z�� �a�Z�[�_�a�i�_�q�_�g�g�y�� �a�Z�o�b�k�l�m��
�•�g�n�h�j�f�Z�p�•�€ (�Z�^�f�•�g�•�k�l�j�Z�l�h�j���[�_�a�i�_�d�b).  

�I�j�Z�\�b�e�Z�� �q�b�� �m�f�h�\�b�� �]�j�b�� �\�b�a�g�Z�q�Z�x�l�v�� �f�h�`�e�b�\�•�� �i�h�\�_�^�•�g�d�b���� �\�b�[�•�j �l�Z�� �o�h�^�b��
�]�j�Z�\�p�•�\�� �g�Z�� �[�m�^�v-�y�d�h�f�m�� �_�l�Z�i�•�� �j�h�a�\�b�l�d�m�� �]�j�b���� �A�j�h�[�b�l�b�� �\�b�[�•�j�� �]�j�Z�\�p�_�\�•���� �p�_���h�a�g�Z�q�Z�}��
�a�m�i�b�g�b�l�b�k�y���g�Z���h�^�g�•�c���•�a���c�h�]�h���f�h�`�e�b�\�h�k�l�_�c���i�h�\�_�^�•�g�d�b�����I�h�l�•�f���]�j�Z�\�_�p�v���a�^�•�c�k�g�x�}���p�_�c��
�\�b�[�•�j���a�Z���^�h�i�h�f�h�]�h�x���o�h�^�•�\�� 

�D�h�`�_�g���]�j�Z�\�_�p�v���g�Z���i�_�\�g�h�f�m�� �_�l�Z�i�•�� �]�j�b�� �j�h�[�b�l�v�� �o�•�^�� �a�]�•�^�g�h���a�j�h�[�e�_�g�h�]�h�� �\�b�[�h�j�m����
�1�g�r�b�c���]�j�Z�\�_�p�v�� �a�g�Z�x�q�b���q�b���g�_���a�g�Z�x�q�b���i�j�h���\�b�[�•�j���i�_�j�r�h�]�h���]�j�Z�\�p�y�����l�Z�d�h�`���j�h�[�b�l�v���o�•�^����
�D�h�`�_�g�� �•�a�� �]�j�Z�\�p�•�\�� �g�Z�f�Z�]�Z�}�l�v�k�y�� �\�j�Z�o�m�\�Z�l�b�� �•�g�n�h�j�f�Z�p�•�x�� �i�j�h�� �f�b�g�m�e�b�c�� �j�h�a�\�b�l�h�d�� �]�j�b����
�y�d�s�h���l�Z�d�Z���f�h�`�e�b�\�•�k�l�v���^�h�a�\�h�e�y�}�l�v�k�y���i�j�Z�\�b�e�Z�f�b���]�j�b��  

�;�m�^�v-�y�d�Z�� �f�h�`�e�b�\�Z�� �^�e�y�� �]�j�Z�\�p�y�� �^�•�y�� ���\�� �j�Z�f�d�Z�o�� �a�Z�^�Z�g�b�o�� �i�j�Z�\�b�e�� �]�j�b����
�g�Z�a�b�\�Z�}�l�v�k�y�� �c�h�]�h�� �k�l�j�Z�l�_�]�•�}�x���� �M�� �j�Z�a�•�� �d�h�g�n�e�•�d�l�m�� �d�h�`�_�g�� �]�j�Z�\�_�p�v�� �\�b�[�b�j�Z�}�� �k�\�h�x��
�k�l�j�Z�l�_�]�•�x�����m���j�_�a�m�e�v�l�Z�l�•���k�d�e�Z�^�Z�}�l�v�k�y���g�Z�[�•�j���k�l�j�Z�l�_�]�•�c�����a�\�Z�g�b�c���k�b�l�m�Z�p�•�}�x. �K�l�j�Z�l�_�]�•�y���\��
�l�_�h�j�•�€���•�]�h�j�� �h�a�g�Z�q�Z�}���i�_�\�g�b�c���a�Z�d�•�g�q�_�g�b�c���i�e�Z�g���^�•�c���]�j�Z�\�p�y���� �s�h���i�h�d�Z�a�m�}�����y�d���l�j�_�[�Z���^�•�y�l�b��
�c�h�f�m���m���\�k�•�o���f�h�`�e�b�\�b�o���\�b�i�Z�^�d�Z�o���j�h�a�\�b�l�d�m���]�j�b�����<���y�d�h�k�l�•���k�l�j�Z�l�_�]�•�c �a�e�h�\�f�b�k�g�b�d�Z�����Z�[�h��
�]�j�Z�\�p�y�� �:���� �\�b�d�h�j�b�k�l�h�\�m�}�f�h�� �Z�l�Z�d�b�� �g�Z�� �d�h�f�i�¶�x�l�_�j�g�m�� �k�b�k�l�_�f�m�� �h�j�]�Z�g�•�a�Z�p�•�€���� �\�� �y�d�h�k�l�•��
�k�l�j�Z�l�_�]�•�c �k�l�h�j�h�g�b���a�Z�o�b�k�l�m�����Z�[�h���]�j�Z�\�p�y���<�����•�k�g�m�x�q�•���a�Z�k�h�[�b���a�Z�o�b�k�l�m���\���h�j�]�Z�g�•�a�Z�p�•�€�� 

�A�Z�p�•�d�Z�\�e�_�g�•�k�l�v�� �]�j�Z�\�p�•�\�� �m�� �k�b�l�m�Z�p�•�€�� �\�•�^�h�[�j�Z�`�Z�}�l�v�k�y�� �\�� �l�h�f�m���� �s�h�� �d�h�`�g�h�f�m��
�]�j�Z�\�p�x�� �\�� �d�h�`�g�•�c�� �k�b�l�m�Z�p�•�€�� �i�j�b�i�b�k�m�}�l�v�k�y�� �q�b�k�e�h���� �s�h�� �\�b�j�Z�`�Z�}�� �k�l�m�i�•�g�v�� �a�Z�^�h�\�h�e�_�g�g�y��
�c�h�]�h�� �•�g�l�_�j�_�k�•�\�� �m�� �p�•�c�� �k�b�l�m�Z�p�•�€�� �l�Z�� �g�Z�a�b�\�Z�}�l�v�k�y�� �c�h�]�h�� �\�b�]�j�Z�r�_�f �m�� �g�•�c�� �Y�d�� �k�l�j�Z�l�_�]�•�€��
�a�e�h�\�f�b�k�g�b�d�Z�� �[�m�^�_�f�h�� �j�h�a�m�f�•�l�b�� �j�y�^�d�b�� �f�Z�l�j�b�p�• �]�j�b���� �Z�� �y�d�� �k�l�j�Z�l�_�]�•�€�� �Z�^�f�•�g�•�k�l�j�Z�l�h�j�Z��
�[�_�a�i�_�d�b�� �± �€�€�� �k�l�h�\�i�p�•���� �G�Z�� �i�_�j�_�l�b�g�•�� �j�y�^�d�Z�� �•�� �k�l�h�\�i�p�y�� �\�� �f�Z�l�j�b�p�•�� �k�l�Z�\�b�l�v�k�y�� �\�b�]�j�Z�r��
�a�e�h�\�f�b�k�g�b�d�Z ���]�j�Z�\�p�y���:��. 

�<�\�Z�`�Z�l�b�f�_�f�h���� �s�h�� �a�e�h�\�f�b�k�g�b�d�� �a�Z�o�h�i�e�_�g�b�c�� �[�Z�`�Z�g�g�y�f�� �a�Z�\�^�Z�l�b���y�d�h�f�h�]�Z��
�[�•�e�v�r�h�€�� �r�d�h�^�b�� �d�h�f�i�
�x�l�_�j�g�•�c�� �k�b�k�l�_�f�•���� �s�h�� �Z�l�Z�d�m�}�l�v�k�y���� �I�j�b�� �l�Z�d�h�f�m�� �i�j�b�i�m�s�_�g�g�•��
�\�b�]�j�Z�r�� �a�e�h�\�f�b�k�g�b�d�Z�� �^�h�j�•�\�g�x�\�Z�l�b�f�_�� �i�j�h�]�j�Z�r�m�� �Z�^�f�•�g�•�k�l�j�Z�l�h�j�Z�� �[�_�a�i�_�d�b�� �•�� �\�� �p�•�c��
�k�b�l�m�Z�p�•�€���\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y���f�Z�l�j�b�p�y���]�j�b���^�e�y���]�j�b���^�\�h�o���h�k�•�[���a���g�m�e�v�h�\�h�x���k�m�f�h�x�� 

�<�b�]�j�Z�r�� �a�e�h�\�f�b�k�g�b�d�Z���f�h�`�g�Z���h�p�•�g�b�l�b�� �a�Z�i�h�^�•�y�g�h�x�� �f�Z�l�_�j�•�Z�e�v�g�h�x�� �r�d�h�^�h�x�� �l�Z��
�c�f�h�\�•�j�g�•�k�l�x�� �j�_�Z�e�•�a�Z�p�•�€�� �Z�l�Z�d�� �a�e�h�\�f�b�k�g�b�d�Z�� �a�Z�� �h�[�j�Z�g�h�€�� �k�l�j�Z�l�_�]�•�€���� �1�f�h�\�•�j�g�•�k�l�v��
�j�_�Z�e�•�a�Z�p�•�€�� �Z�l�Z�d�� �f�h�`�_�� �[�m�l�b�� �\�b�a�g�Z�q�_�g�Z�� �a�Z�� �j�_�a�m�e�v�l�Z�l�Z�f�b�� �k�l�Z�l�b�k�l�b�q�g�b�o�� �^�h�k�e�•�^�`�_�g�v����
�Y�d�s�h���c�f�h�\�•�j�g�h�k�l�•���Z�l�Z�d���g�_�\�•�^�h�f�•�����f�h�`�g�Z���i�j�b�i�m�k�l�b�l�b�����s�h���\�h�g�b���j�•�\�g�h�c�f�h�\�•�j�g�•. 

�M�� �l�_�h�j�•�€�� �•�]�h�j�� �k�•�^�e�h�\�Z�� �l�h�q�d�Z �]�j�b�� �± �p�_�� �k�b�l�m�Z�p�•�y���� �\�� �y�d�•�c�� �]�j�Z�\�_�p�v�� �g�_�� �f�h�`�_��
�i�h�e�•�i�r�b�l�b�� �k�\�•�c�� �j�_�a�m�e�v�l�Z�l���� �a�f�•�g�b�\�r�b�� �k�\�h�x�� �k�l�j�Z�l�_�]�•�x���� �y�d�s�h�� �•�g�r�b�c�� �]�j�Z�\�_�p�v�� �l�Z�d�h�`��
�^�h�l�j�b�f�m�}�l�v�k�y�� �k�\�h�}�€�� �k�l�j�Z�l�_�]�•�€���� �1�g�r�b�f�b�� �k�e�h�\�Z�f�b���� �k�•�^�e�h�\�Z���l�h�q�d�Z�� �]�j�b�� �± �p�_���k�b�l�m�Z�p�•�y���� �\��
�y�d�•�c�� �d�h�`�_�g�� �]�j�Z�\�_�p�v�� �^�h�k�y�]�Z�}�� �g�Z�c�d�j�Z�s�h�]�h�� �f�h�`�e�b�\�h�]�h�� �j�_�a�m�e�v�l�Z�l�m���� �[ �_�j�m�q�b�� �^�h�� �m�\�Z�]�b��
�k�l�j�Z�l�_�]�•�x���•�g�r�h�]�h���]�j�Z�\�p�y�� 

�K�•�^�e�h�\�•���l�h�q�d�b���f�Z�x�l�v���\�Z�`�e�b�\�_���a�g�Z�q�_�g�g�y���\���l�_�h�j�•�€���•�]�h�j�����h�k�d�•�e�v�d�b���\�h�g�b���f�h�`�m�l�v��
�^�h�i�h�f�h�]�l�b���]�j�Z�\�p�y�f���a�g�Z�c�l�b���h�i�l�b�f�Z�e�v�g�•���k�l�j�Z�l�_�]�•�€�� 

�H�i�l�b�f�Z�e�v�g�h�x�� �g�Z�a�b�\�Z�}�l�v�k�y�� �k�l�j�Z�l�_�]�•�y���� �y�d�Z�� �i�j�b�� �[�Z�]�Z�l�h�j�Z�a�h�\�h�� �i�h�\�l�h�j�x�\�Z�g�•�c 
�]�j�•�� �]�Z�j�Z�g�l�m�}�� �]�j�Z�\�p�_�\�•�� �f�Z�d�k�b�f�Z�e�v�g�h�� �f�h�`�e�b�\�b�c�� �k�_�j�_�^�g�•�c���\�b�]�j�Z�r�� ���Z�[�h�� �_�d�\�•�\�Z�e�_�g�l�g�h��
�f�•�g�•�f�Z�e�v�g�h�� �f�h�`�e�b�\�b�c�� �k�_�j�_�^�g�•�c�� �i�j�h�]�j�Z�r������ �<�b�[�•�j�� �h�i�l�b�f�Z�e�v�g�h�€�� �k�l�j�Z�l�_�]�•�€�� �[�Z�a�m�}�l�v�k�y��
�g�Z���i�j�b�g�p�b�i�•�����y�d�b�c���i�_�j�_�^�[�Z�q�Z�}���� �s�h�� �h�[�b�^�\�Z���]�j�Z�\�p�•���j�h�a�m�f�g�•���\�� �h�^�g�Z�d�h�\�h�f�m���k�l�m�i�_�g�•���l�Z��
�i�h�\�_�^�•�g�d�Z�� �d�h�`�g�h�]�h�� �a�� �g�b�o�� �k�i�j�y�f�h�\�Z�g�Z�� �g�Z�� �i�j�h�l�b�^�•�x�� �i�j�h�l�b�\�g�b�d�m�� �\�� �^�h�k�y�]�g�_�g�g�•�� �c�h�]�h��
�f�_�l�b�� 

�L�_�h�j�•�y���•�]�h�j���^�h�a�\�h�e�y�}���i�j�_�^�k�l�Z�\�b�l�b���a�Z�\�^�Z�g�g�y���a�Z�o�b�k�l�m���d�h�f�i�
�x�l�_�j�g�h�€���k�b�k�l�_�f�b���\��
�f�Z�l�_�f�Z�l�b�q�g�h�f�m�� �\�b�]�e�y�^�•���� �s�h�� �^�h�a�\�h�e�y�}�� �k�d�h�j�b�k�l�Z�l�b�k�y�� �j�h�a�j�h�[�e�_�g�b�f�b�� �d�j�b�l�_�j�•�y�f�b��
�a�g�Z�o�h�^�`�_�g�g�y�� �h�i�l�b�f�Z�e�v�g�b�o�� �k�l�j�Z�l�_�]�•�c�� �a�Z�o�b�k�l�m���� �^�h�l�j�b�f�m�x�q�b�k�v�� �y�d�b�o�� �Z�^�f�•�g�•�k�l�j�Z�l�h�j��
�a�^�Z�l�g�b�c�� �m�k�m�g�m�l�b���� �Z�[�h�� �i�j�b�g�Z�c�f�g�•�� �a�\�_�k�l�b�� �^�h�� �f�•�g�•�f�m�f�m�� �a�[�b�l�d�b�� �•�g�n�h�j�f�Z�p�•�€���� �s�h��
�a�Z�\�^�Z�}�l�v�k�y���a�e�h�\�f�b�k�g�b�d�Z�f. 



�<���<�� �;�•�e�h�a�_�j�k�v�d�b�c�����H���X�����E�_�[�_�^�}�\�Z�����G���I�����<�h�e�d�h�\�Z�����<���H�����G�Z�a�Z�j�h�\ 

240 

�>�h�k�e�•�^�`�_�g�g�y���f�Z�l�j�b�q�g�h�€���]�j�b���i�h�q�b�g�Z�}�l�v�k�y���a���a�g�Z�o�h�^�`�_�g�g�y���€�€���k�•�^�e�h�\�h�€���l�h�q�d�b���m��
�q�b�k�l�b�o�� �k�l�j�Z�l�_�]�•�y�o���� �I�h�l�_�g�p�•�c�g�h�� �a�g�Z�o�h�^�`�_�g�g�y�� �k�•�^�e�h�\�h�€�� �l�h�q�d�b�� �f�h�`�_�� �[�m�l�b�� �d�h�j�b�k�g�h��
�^�e�y���d�•�[�_�j�[�_�a�i�_�d�b �a���d�•�e�v�d�h�o���i�j�b�q�b�g�� 

�±  �f�h�`�m�l�v���\�d�Z�a�m�\�Z�l�b���g�Z���i�h�l�_�g�p�•�c�g�•���\�j�Z�a�e�b�\�h�k�l�•���\���k�b�k�l�_�f�•���[�_�a�i�_�d�b�����G�Z�i�j�b�d�e�Z�^����
�y�d�s�h�� �k�•�^�e�h�\�Z �l�h�q�d�Z �a�g�Z�o�h�^�b�l�v�k�y�� �\�� �l�h�q�p�•���� �^�_�� �Z�l�Z�d�m�x�q�b�c�� �f�h�`�_�� �h�l�j�b�f�Z�l�b��
�^�h�k�l�m�i�� �^�h�� �d�h�g�n�•�^�_�g�p�•�c�g�b�o�� �^�Z�g�b�o���� �p�_�� �f�h�`�_�� �\�d�Z�a�m�\�Z�l�b�� �g�Z�� �l�_���� �s�h�� �k�b�k�l�_�f�Z��
�[�_�a�i�_�d�b���g�_�\�•�^�i�h�\�•�^�g�h���a�Z�o�b�s�_�g�Z�� 

�� �f�h�`�m�l�v�� �[�m�l�b�� �\�b�d�h�j�b�k�l�Z�g�•�� �^�e�y�� �j�h�a�j�h�[�d�b�� �g�h�\�b�o�� �k�l�j�Z�l�_�]�•�c�� �[�_�a�i�_�d�b����
�G�Z�i�j�b�d�e�Z�^���� �y�d�s�h�� �k�•�^�e�h�\�Z �l�h�q�d�Z �a�g�Z�o�h�^�b�l�v�k�y�� �\�� �l�h�q�p�•���� �^�_�� �Z�l�Z�d�m�x�q�b�c�� �f�h�`�_��
�h�l�j�b�f�Z�l�b�� �^�h�k�l�m�i�� �^�h�� �k�b�k�l�_�f�b���� �Z�e�_�� �g�_�� �f�h�`�_�� �€�€�� �i�h�\�g�•�k�l�x�� �d�h�g�l�j�h�e�x�\�Z�l�b���� �p�_��
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The work developed a methodology for solving information protection problems. Cyber security is one of 
the most important problems of the modern world. The growing use of digital technologies in all areas of 
life makes cyberspace increasingly attractive to cybercriminals. Protection of information systems is one 
of the most important tasks of any security service of any organization and any enterprise. To counter this 
threat, it is necessary to develop effective information protection methods. The work considers such tools 
as an open standard for assessing the severity of computer system security vulnerabilities CVSS and a 
database of well-known information security vulnerabilities CVE. It makes sense to use these tools to 
create a list of effective modern attacks. In addition, it is still necessary to decide on the available tools for 
protecting the organization's computer systems. Cybersecurity relies on various mathematical tools, one 
of which is game theory. Game theory is one of the tools that can be used to improve cyber security. The 
work uses two-player matrix games. The players are an attacker who attacks the computer system of some 
organization and a representative of the organization responsible for ensuring information protection. 
Game theory allows you to present the task of computer system protection in a mathematical form, which 
allows you to use the established criteria for finding optimal protection strategies, following which the 
administrator is able to eliminate, or at least minimize, information damage caused by an attacker. 
Finding optimal pure strategies involves finding a saddle point. Not every matrix game has an optimal 
pure strategy. If the matrix game has a saddle point, then the game has a solution in pure strategies and 
the study of the game ends by finding this point and the corresponding pair of pure strategies of the 
players. Otherwise, mixed strategies are used. To search for mixed strategies, it is suggested to use the 
Brown-Robinson method. 
Key words: protection of information systems, game theory, matrix game, Brown-Robinson method. 
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�± 0.29, �^�e�y �^�b�k�d�j�_�^�b�l�m�x�q�h�€���± 0.3.  
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�s�h�[���\�j�Z�a�b�l�b���Z�[�h���\�l�y�]�g�m�l�b���g�Z�c�f�_�g�r���k�l�•�c�d�•���h�k�h�[�b�k�l�h�k�l�•���m���d�h�g�n�e�•�d�l���q�b���k�b�l�m�Z�p�•�x�����s�h��
�k�i�j�b�q�b�g�b�l�v�� �d�h�g�n�e�•�d�l���� �1�g�n�h�j�f�Z�p�•�y���� �y�d�Z�� �k�i�j�y�f�h�\�Z�g�Z�� �g�Z�� �^�b�k�d�j�_�^�b�l�Z�p�•�x�� �]�•�^�g�h�k�l�•�� �l�Z��
�q�_�k�l�•�� �k�h�p�•�m�f�m�� �q�b�� �h�d�j�_�f�b�o�� �h�k�•�[���� �f�h�`�_�� �_�d�k�i�e�m�Z�l�m�\�Z�l�b�� �h�[�h�j�h�g�g�•�� �f�_�o�Z�g�•�a�f�b��
�k�Z�f�h�k�\�•�^�h�f�h�k�l�•���h�k�h�[�b�k�l�h�k�l�•�� 
 �J�h�a�]�e�y�g�m�l�•�� �f�_�l�h�^�b���i�j�h�l�b�^�•�€�� �\�� �p�v�h�f�m���^�h�k�e�•�^�`�_�g�g�•�� �f�h�`�m�l�v���g�Z�^�Z�l�b�� �a�f�h�]�m���^�e�y��
�\�^�Z�e�h�]�h�� �i�j�b�^�m�r�_�g�g�y�� �•�g�n�h�j�f�Z�p�•�c�g�h-�i�k�b�o�h�e�h�]�•�q�g�h�]�h�� �\�i�e�b�\�m�� �l�Z�� �j�h�a�j�h�[�e�y�l�b�� �i�_�\�g�•��
�j�_�d�h�f�_�g�^�Z�p�•�€�� �i�h�� �[�h�j�h�l�v�[�•�� �a�� �\�i�e�b�\�h�f�� �M�� �j�h�[�h�l�•�� �>���@�� �[�m�e�h�� �i�j�h�\�_�^�_�g�h�� �Z�g�Z�e�•�a�� �f�•�k�p�y��
�a�Z�k�h�[�•�\�� �f�Z�k�h�\�h�€�� �•�g�n�h�j�f�Z�p�•�€���� �y�d�� �•�g�k�l�j�m�f�_�g�l�Z�� �^�e�y�� �\�_�^�_�g�g�y�� �•�g�n�h�j�f�Z�p�•�c�g�h�€�� �\�•�c�g�b���� �M��
�j�h�[�h�l�•�� �>���@�� �j�h�a�]�e�y�g�m�l�h�� �f�Z�l�_�f�Z�l�b�q�g�•�� �f�h�^�_�e�•�� �j�h�a�i�h�\�k�x�^�`�_�g�g�y�� �•�g�n�h�j�f�Z�p�•�c�g�h�€��
�a�Z�]�j�h�a�b���� �Z�� �l�Z�d�h�`�� �f�h�^�_�e�•���� �s�h�� �h�i�b�k�m�x�l�v�� �i�j�h�p�_�k�� �•�g�n�h�j�f�Z�p�•�c�g�h�]�h�� �i�j�h�l�b�k�l�h�y�g�g�y����
�J�h�[�h�l�Z���>���@���Z�g�Z�e�•�a�m�}���i�j�h�p�_�k���i�j�h�o�h�^�`�_�g�g�y���•�g�n�h�j�f�Z�p�•�€���q�_�j�_�a���m�f�h�\�g�•���r�Z�j�b�����i�h�y�\�Z���Z�[�h��
�`�� �k�l�\�h�j�_�g�g�y�� �i�_�j�\�b�g�g�h�€�� �•�g�n�h�j�f�Z�p�•�€���� �€�€�� �i�j�_�^�k�l�Z�\�e�_�g�g�y���\�� �f�_�^�•�Z�� �l�Z�� �a�Z�k�h�[�Z�o��
�•�g�n�h�j�f�m�\�Z�g�g�y�� �•�� �n�h�j�f�m�\�Z�g�g�y�� �\�•�^�i�h�\�•�^�g�b�o�� �d�h�f�_�g�l�Z�j�•�\���� �J�h�a�j�h�[�d�Z�� �d�e�Z�k�b�n�•�d�Z�p�•�€��
�f�_�l�h�^�•�\�� �f�Z�g�•�i�m�e�y�l�b�\�g�h�]�h�� �\�i�e�b�\�m���� �Z�� �l�Z�d�h�`�� �j�h�a�j�h�[�d�Z�� �k�l�j�m�d�l�m�j�g�b�o�� �l�Z�� �Z�g�Z�e�•�l�b�q�g�b�o��
�f�h�^�_�e�_�c�� �f�Z�g�•�i�m�e�y�l�b�\�g�h�]�h�� �\�i�e�b�\�m���� �s�h�� �h�j�•�}�g�l�h�\�Z�g�b�c�� �g�Z���a�Z�k�h�[�b�� �f�Z�k�h�\�h�€���•�g�n�h�j�f�Z�p�•�€��
�g�Z�\�h�^�b�l�v�k�y�� �m�� �j�h�[�h�l�•�� �>���@���� �<�� �j�h�[�h�l�•�� �>���@�� �g�Z�\�h�^�b�l�v�k�y�� �l�b�i�h�\�Z�� �f�h�^�_�e�v�� �1�I�<�� �\�� �k�h�p�•�m�f�•����
�l�h�[�l�h���d�h�e�b���e�x�^�b���\�a�Z�}�f�h�^�•�x�l�v���a���g�_�\�_�e�b�d�b�f�b���]�j�m�i�Z�f�b���•�g�r�b�o���e�x�^�_�c�����L�Z�d�h�`���m���j�h�[�h�l�• 
�>���@�� �h�i�b�k�Z�g�h���� �y�d�� �f�h�`�g�Z�� �i�j�_�^�k�l�Z�\�b�l�b�� �•�g�n�h�j�f�Z�p�•�c�g�h-�i�k�b�o�h�e�h�]�•�q�g�b�c�� �\�i�e�b�\�� �a�Z��
�^�h�i�h�f�h�]�h�x�� �d�h�j�l�_�`�m���� �y�d�b�c�� �[�m�^�_ �n�h�j�f�m�\�Z�l�b�� �p�•�e�v�h�\�m�� �f�h�^�_�e�v���� �s�h�� �\�b�a�g�Z�q�Z�l�b�f�_�l�v�k�y��
�i�_�\�g�b�f�b�� �h�a�g�Z�d�Z�f�b�� �•�g�n�h�j�f�Z�p�•�c�g�h-�i�k�b�o�h�e�h�]�•�q�g�h�� �\�i�e�b�\�m: �}�� �a�f�•�g�g�Z���� �y�d�Z�� �\�b�a�g�Z�q�Z�}��
�i�j�h�k�l�•�j���� �g�Z�� �y�d�b�c�� �k�i�j�y�f�h�\�Z�g�h�� �\�i�e�b�\���� �a�Z�� �h�p�•�g�d�h�x�� �Z�\�l�h�j�m�� �i�j�h�k�l�•�j�� �•�g�n�h�j�f�Z�p�•�c�g�h-
�i�k�b�o�h�e�h�]�•�q�g�h�]�h�� �\�i�e�b�\�m�� �f�h�`�_�� �[�m�l�b�� �[�_�a�d�•�g�_�q�g�b�f���� �k�Z�f�_�� �l�h�f�m�� �\�•�g�� �j�h�a�[�b�\�Z�}�l�v�k�y�� �g�Z��
�^�_�y�d�•���i�Z�j�Z�f�_�l�j�b�����Z���k�Z�f�_���q�Z�k���\�i�e�b�\�m�����l�h�[�l�h���l�j�b�\�Z�e�•�k�l�v���a�Z�k�l�h�k�m�\�Z�g�g�y���i�_�\�g�b�o���f�_�l�h�^�•�\��
�\�i�e�b�\�m�� �g�Z�� �h�d�j�_�f�b�c�� �i�j�h�k�l�•�j���� �f�_�l�m�� �\�i�e�b�\�m�� �± �e�h�d�Z�e�v�g�Z�� �q�b�� �q�Z�k�l�d�h�\�Z�� �f�_�l�Z���� �y�d�Z��
�a�Z�a�\�b�q�Z�c�� �i�j�b�� �^�h�k�y�]�g�_�g�g�•�� �p�•�}�€�� �f�_�l�b�� �Z�]�j�_�k�•�y�� �i�j�b�i�b�g�y�}�l�v�k�y���� �<�b�o�h�^�y�q�b�� �a��
�\�b�s�_�\�b�d�e�Z�^�_�g�h�]�h���� �Z�\�l�h�j�� �a�j�h�[�b�\�� �\�b�k�g�h�\�h�d���� �s�h�� �a�Z�\�^�y�d�b�� �p�•�}�€�� �p�•�e�v�h�\�h�€�� �f�h�^�_�e�•��
�\�•�^�[�m�\�Z�}�l�v�k�y�� �i�j�h�p�_�k�� �\�b�y�\�e�_�g�g�y�� �1�I�<���� �Z�� �a�Z�\�^�y�d�b�� �n�m�g�d�p�•�h�g�Z�e�v�g�•�c�� �± �•�^�_�g�l�b�n�•�d�Z�p�•�y��
�c�h�]�h���\�b�^�m��  

�:�e�_�� �`�h�^�g�Z�� �a�� �p�b�o�� �j�h�[�•�l�� �g�_�� �\�b�d�h�j�b�k�l�h�\�m�}�� �k�b�k�l�_�f�g�•�� �i�•�^�o�h�^�b�� �^�e�y�� �i�h�[�m�^�h�\�b��
�a�Z�]�Z�e�v�g�h�€�� �f�h�^�_�e�•�� �•�g�n�h�j�f�Z�p�•�c�g�h-�i�k�b�o�h�e�h�]�•�q�g�h�]�h�� �\�i�e�b�\�m���� �y�d�Z�� �[�� �\�j�Z�o�h�\�m�\�Z�e�Z��
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�i�h�q�Z�l�d�h�\�b�c�� �k�l�Z�g�� �h�[�¶�}�d�l�•�\���� �y�d�•�� �\�� �i�h�^�Z�e�v�r�h�f�m�� �[�m�^�m�l�v�� �a�Z�a�g�Z�\�Z�l�b�� �^�_�k�l�j�m�d�l�b�\�g�b�o��
�\�i�e�b�\�•�\�� 
 �M�� �j�h�[�h�l�• �>���@�� �Z�\�l�h�j�b�� �h�i�b�k�m�x�l�v�� �j�_�Z�e�•�a�Z�p�•�x�� �•�g�n�h�j�f�Z�p�•�c�g�h-�i�k�b�o�h�e�h�]�•�q�g�h�]�h��
�\�i�e�b�\�m�� �q�_�j�_�a�� �^�_�d�•�e�v�d�Z�� �d�Z�g�Z�e�•�\�� �•�g�n�h�j�f�Z�p�•�€���� �s�h�� �j�h�a�]�e�y�^�Z�x�l�v�k�y�� �y�d�� �a�h�\�g�•�r�g�•�c�� �l�Z��
�\�g�m�l�j�•�r�g�•�c�� �d�Z�g�Z�e�b���� �H�^�g�Z�� �a�� �i�j�_�^�k�l�Z�\�e�_�g�b�o�� �m�� �>���@�� �f�h�^�_�e�_�c �h�i�b�k�m�}�� �d�•�e�v�d�•�k�l�v�� �a�f�•�g�� �m��
�k�h�p�•�Z�e�v�g�•�c���q�Z�k�l�b�g�•���k�h�p�•�h�l�_�o�g�•�q�g�h�€���k�b�k�l�_�f�b �g�Z�k�l�m�i�g�h�x���n�h�j�f�m�e�h�x: 

�0 
L �� �0�á 
E �0�4�:�s 
F�:�s 
F �G�5�L�Å�;�:�s 
F �G�6�L�Ê�;�; (1) 
�^�_���0�á �± �d�•�e�v�d�•�k�l�v���Z�]�_�g�l�•�\���� 
�0�4 �± �d�•�e�v�d�•�k�l�v���_�e�_�f�_�g�l�•�\���k�h�p�•�m�f�m�����g�Z���y�d�b�o���k�i�j�y�f�h�\�Z�g�h���\�i�e�b�\���� 
k1, k2 �± �d�h�_�n�•�p�•�}�g�l�b���_�f�h�p�•�c�g�h�€���k�d�e�Z�^�h�\�h�€���•�g�n�h�j�f�Z�p�•�€���\�•�^�i�h�\�•�^�g�h���^�e�y���a�h�\�g�•�r�g�v�h�]�h���l�Z��
�\�g�m�l�j�•�r�g�v�h�]�h���d�Z�g�Z�e�•�\; 
�L�Å, �L�Ê �± �c�f�h�\�•�j�g�•�k�l�v�� �i�h�l�j�Z�i�e�y�g�g�y�� �i�•�^�� �\�i�e�b�\�� �a�h�\�g�•�r�g�v�h�]�h�� �l�Z�� �\�g�m�l�j�•�r�g�v�h�]�h�� �d�Z�g�Z�e�m 
�\�•�^�i�h�\�•�^�g�h. 

�>�Z�g�Z�� �f�h�^�_�e�v�� �[�m�e�Z�� �h�[�j�Z�g�Z�� �^�e�y�� �i�h�^�Z�e�v�r�h�€�� �f�h�^�b�n�•�d�Z�p�•�€. �;�Z�a�h�\�Z�� �f�h�^�_�e�v�� ��������
�a�Z�^�h�\�h�e�v�g�y�}�� �a�Z�]�Z�e�v�g�•�� �i�h�l�j�_�[�b�� �i�j�b�� �i�e�Z�g�m�\�Z�g�g�•�� �i�j�h�]�j�Z�f�b�� �•�g�n�h�j�f�Z�p�•�c�g�h-
�i�k�b�o�h�e�h�]�•�q�g�h�]�h���\�i�e�b�\�m�����Z�e�_���^�e�y���i�h�\�g�h�]�h���m�y�\�e�_�g�g�y���\�Z�j�l�h���\�j�Z�o�h�\�m�\�Z�l�b���n�Z�d�l�h�j�b�����s�h��
�[�m�^�m�l�v�� �a�f�_�g�r�m�\�Z�l�b�� �_�n�_�d�l�b�\�g�•�k�l�v�� �i�j�h�\�_�^�_�g�g�y�� �\�i�e�b�\�m���� �l�h�[�l�h�� �f�_�l�h�^�b�� �i�j�h�l�b�^�•�€�� �a�•��
�k�l�h�j�h�g�b���� �g�Z�� �y�d�m�� �[�m�^�_�� �k�i�j�y�f�h�\�Z�g�h�� �\�i�e�b�\���� �L�Z�d�h�`�� �^�Z�g�Z�� �f�h�^�_�e�v�� �\�b�d�h�j�b�k�l�h�\�m�}�� �^�\�Z��
�d�Z�g�Z�e�b�� �\�i�e�b�\�m���� �a�h�\�g�•�r�g�•�c�� �l�Z�� �\�g�m�l�j�•�r�g�•�c���� �L�h�^�•�� �\�b�g�b�d�Z�}���i�b�l�Z�g�g�y���� �y�d�� �l�h�q�g�h��
�j�h�a�j�Z�o�m�\�Z�l�b�� �f�h�`�e�b�\�h�k�l�•�� �i�h�l�j�Z�i�e�y�g�g�y�� �i�•�^�� �\�i�e�b�\�� �p�b�o�� �d�Z�g�Z�e�•�\���� �G�Z�i�j�b�d�e�Z�^, �d�Z�g�Z�e��
�a�h�\�g�•�r�g�v�h�]�h�� �\�i�e�b�\�m���-�=�J 
L �<�<�I�E�@�á�6�R�á �+�J�P�á�4�I �á�5�L�á�5�V�á�.�@�= �\��[8] �j�h�a�]�e�y�^�Z�\�k�y�� �y�d��
�}�^�b�g�_�� �p�•�e�_���� �Z�e�_�� �p�_�� �g�_�� �a�Z�\�`�^�b�� �\�•�^�i�h�\�•�^�Z�}�� �^�•�c�k�g�h�k�l�•���� �<���j�_�Z�e�v�g�h�k�l�•�� �\�i�e�b�\�� �f�h�`�_��
�a�^�•�c�k�g�x�\�Z�l�b�k�v �a �h�^�g�h�]�h���� �^�_�d�•�e�v�d�h�o���� �Z�[�h�� �`�� �\�k�•�o�� �f�h�`�e�b�\�b�o�� �d�Z�g�Z�e�•�\���� �L�h�^�•��
�f�h�^�b�n�•�d�h�\�Z�g�Z���f�h�^�_�e�v���f�Z�l�b�f�_���\�b�]�e�y�^�� 
�0 
L �� �0�á 
E �0�4
k�s 
F�:�s 
F �G�5�L�Å�5�;�:�s 
F �G�5�L�Å�6�; �å �:�s 
F �G�5�L�Å�á�;�:�s 
F �G�6�L�Ê�;�:�s 
F
�G�6�L�Ê�5�;�å �:�s 
F �G�6�L�Ê�á�;
o, 

(2) 

�^�_���L�Å�5�á�Å�6�á�å�á�Å�á �± �c�f�h�\�•�j�g�h�k�l�•���i�h�l�j�Z�i�e�y�g�g�y���i�•�^���\�i�e�b�\���\�g�m�l�j�•�r�g�•�o���d�Z�g�Z�e�•�\���\�i�e�b�\�m�� 
�L�Ê�5�á�Ê�6�á�å�á�Ê�á �± �\�•�^�i�h�\�•�^�g�h�� �c�f�h�\�•�j�g�h�k�l�•�� �i�h�l�j�Z�i�e�y�g�g�y�� �i�•�^�� �\�i�e�b�\�� �a�h�\�g�•�r�g�•�o�� �d�Z�g�Z�e�•�\��
�\�i�e�b�\�m�����•�g�r�•���i�Z�j�Z�f�_�l�j�b���a�Z�e�b�r�Z�x�l�v�k�y���g�_�a�f�•�g�g�b�f�b���� 

�:�e�_���� �y�d�� �a�Z�a�g�Z�q�Z�e�h�k�v�� �\�b�s�_���� �^�Z�g�Z�� �f�h�^�_�e�v�� �g�_�� �\�j�Z�o�h�\�m�}�� �f�_�l�h�^�b�� �i�j�h�l�b�^�•�€�� �a�•��
�k�l�h�j�h�g�b���� �y�d�Z���i�_�j�_�[�m�\�Z�}�� �i�•�^�� �•�g�n�h�j�f�Z�p�•�c�g�h-�i�k�b�o�h�e�h�]�•�q�g�b�f�� �\�i�e�b�\�h�f���� �H�q�_�\�b�^�g�h���� �s�h��
�i�j�h�l�b�^�•�y�� �•�g�n�h�j�f�Z�p�•�c�g�h-�i�k�b�o�h�e�h�]�•�q�g�h�f�m�� �\�i�e�b�\�m�� �[�m�^�_�� �i�j�h�\�h�^�b�l�b�k�y�� �\�� �l�Z�d�b�o�� �`�_��
�d�Z�g�Z�e�Z�o�����\���y�d�h�f�m���i�j�h�\�h�^�b�l�v�k�y���k�Z�f���\�i�e�b�\�� �l�h�^�• �c�f�h�\�•�j�g�•�k�l�v���i�h�l�j�Z�i�b�l�b���i�•�^���i�j�h�l�b�^�•�x��
�[�m�^�_���^�h�j�•�\�g�x�\�Z�l�b�� �f�h�`�e�b�\�h�k�l�•�� �i�h�l�j�Z�i�e�y�g�g�y�� �i�•�^�� �d�Z�g�Z�e���\�i�e�b�\�m���� �I�j�h�l�b�^�•�y�� �\�i�e�b�\�m�� �± 
�p�_�� �l�Z�d�h�`�� �•�g�n�h�j�f�Z�p�•�y���� �y�d�Z�� �[�m�^�_�� �o�Z�j�Z�d�l�_�j�b�a�m�\�Z�l�b�k�y �d�h�_�n�•�p�•�}�g�l�h�f �_�f�h�p�•�c�g�h�€��
�k�d�e�Z�^�h�\�h�€���� �L�h�f�m�� �i�j�h�l�b�^�•�y�� �[�m�^�_�� �i�j�y�f�h�� �\�i�e�b�\�Z�l�b���� �Z�� �k�Z�f�_�� �a�f�_�g�r�m�\�Z�l�b�� �d�h�_�n�•�p�•�}�g�l��
�_�f�h�p�•�c�g�h�€�� �k�d�e�Z�^�h�\�h�€ �•�g�n�h�j�f�Z�p�•�€���� �y�d�Z�� �\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y�� �^�e�y�� �\�i�e�b�\�m���� �H�l�`�_�� �f�h�^�_�e�v��
�f�Z�l�b�f�_���\�b�]�e�y�^�� 
�0 
L �� �0�á 
E �0�4
k�s 
F�:�s 
F �:�G�5 
F �;�Å�;�L�Å�5�;�å �:�s 
F �:�G�5
F�;�Å�;�L�Å�á�;�:�s
F�:�G�6 
F
�;�Ê�;�L�Ê�5�;�å �:�s 
F �:�G�6 
F �;�Ê�;�L�Ê�á�;
o  

(3) 

�^�_���0�á �± �d�•�e�v�d�•�k�l�v���Z�]�_�g�l�•�\�� 
�0�4 �± �d�•�e�v�d�•�k�l�v���_�e�_�f�_�g�l�•�\���k�h�p�•�m�f�m�����g�Z���y�d�b�o���k�i�j�y�f�h�\�Z�g�h���\�i�e�b�\�� 
�;�Å,�;�Ê �± �_�f�h�p�•�c�g�Z�� �k�d�e�Z�^�h�\�Z�� �i�j�h�l�b�^�•�€�� �^�e�y�� �a�h�\�g�•�r�g�v�h�]�h�� �l�Z�� �\�g�m�l�j�•�r�g�v�h�]�h��

�d�Z�g�Z�e�•�\���\�i�e�b�\�m �\�•�^�i�h�\�•�^�g�h; 
k1, k2 �± �d�h�_�n�•�p�•�}�g�l�b�� �_�f�h�p�•�c�g�h�€�� �k�d�e�Z�^�h�\�h�€�� �•�g�n�h�j�f�Z�p�•�€�� �\�•�^�i�h�\�•�^�g�h�� �^�e�y��

�a�h�\�g�•�r�g�v�h�]�h���l�Z���\�g�m�l�j�•�r�g�v�h�]�h���d�Z�g�Z�e�•�\���\�i�e�b�\�m�� 
�L�Å�5�á�Å�6�á�å�á�Å�á �± �c�f�h�\�•�j�g�•�k�l�v���i�h�l�j�Z�i�e�y�g�g�y���i�•�^���\�i�e�b�\���\�g�m�l�j�•�r�g�•�o���d�Z�g�Z�e�•�\���\�i�e�b�\�m�� 
�L�Ê�5�á�Ê�6�á�å�á�Ê�á �± �c�f�h�\�•�j�g�•�k�l�v���i�h�l�j�Z�i�e�y�g�g�y���i�•�^���\�i�e�b�\���a�h�\�g�•�r�g�•�o���d�Z�g�Z�e�•�\���\�i�e�b�\�m�� 
�<�Z�j�l�h���a�Z�a�g�Z�q�b�l�b�����s�h���i�Z�j�Z�f�_�l�j�b���;�Å �l�Z���;�Ê �f�h�`�m�l�v���\�j�Z�o�h�\�m�\�Z�l�b���g�_���h�^�b�g���f�_�l�h�^��

�i�j�h�l�b�^�•�€�����Z���€�o���k�m�d�m�i�g�•�k�l�v�����l�h�[�l�h�� 
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�;�Å
L ���Ã �;�Å�Ô
�á
�Ü�@�5  (4) 

�;�Ê
L ���Ã �;�Ê�Ô
�á
�Ü�@�5  (5) 

�^�_���;�Å�Ô �l�Z���;�Ê�Ô �± �\�k�•���f�h�`�e�b�\�•���f�_�l�h�^�b���i�j�h�l�b�^�•�€�����s�h���\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y�� 
 �>�e�y�� �h�l�j�b�f�Z�g�h�€�� �f�h�^�_�e�•�� �������� �^�e�y�� �i�j�h�]�g�h�a�m�\�Z�g�g�y�� �j�_�a�m�e�v�l�Z�l�•�\�� �•�g�n�h�j�f�Z�p�•�c�g�h-
�i�k�b�o�h�e�h�]�•�q�g�h�]�h�� �\�i�e�b�\�m�� �l�Z�� �[�Z�a�h�\�h�€�� �f�h�^�_�e�•�� �������� �[�m�e�h�� �j�h�a�j�h�[�e�_�g�h�� �^�h�^�Z�l�h�d�� �^�e�y��
�i�•�^�j�Z�o�m�g�d�m�� �a�f�•�g�� �m�� �k�h�p�•�Z�e�v�g�•�c�� �q�Z�k�l�b�g�•�� �k�h�p�•�h�l�_�o�g�•�q�g�h�€�� �k�b�k�l�_�f�b���� �I�j�h�\�_�^�_�g�h��
�_�d�k�i�_�j�b�f�_�g�l�� �a�� �h�^�g�Z�d�h�\�b�f�b�� �\�o�•�^�g�b�f�b�� �^�Z�g�b�f�b�� ���d�•�e�v�d�•�k�l�v�� �Z�]�_�g�l�•�\�� �l�Z�� �h�k�•�[���� �s�h��
�i�•�^�^�Z�x�l�v�k�y�� �\�i�e�b�\�m���� �d�Z�g�Z�e�b�� �\�i�e�b�\�m�� �l�Z�� �d�h�_�n�•�p�•�}�g�l�b�� �_�f�h�p�•�c�g�h�€ �k�d�e�Z�^�h�\�h�€ 
�•�g�n�h�j�f�Z�p�•�€������ �Z�e�_�� �a�� �m�j�Z�o�m�\�Z�g�g�y�f�� �i�j�h�l�b�^�•�€���� �H�l�j�b�f�Z�g�•�� �j�_�a�m�e�v�l�Z�l�b�� �^�_�f�h�g�k�l�j�m�x�l�v����
�g�Z�k�d�•�e�v�d�b�� �g�Z�y�\�g�•�k�l�v�� �i�j�h�l�b�^�•�€�� �a�f�_�g�r�m�}�� �q�Z�k�l�d�m�� �a�f�•�g�� �m�� �k�h�p�•�Z�e�v�g�•�c�� �q�Z�k�l�b�g�•��
�k�h�p�•�h�l�_�o�g�•�q�g�h�€���k�b�k�l�_�f�b�����G�Z���j�b�k. �����i�h�d�Z�a�Z�g�h���i�h�j�•�\�g�y�e�v�g�•���^�•�Z�]�j�Z�f�b���^�e�y���h�j�b�]�•�g�Z�e�v�g�h�€��
���e�•�\�h�j�m�q�����l�Z���f�h�^�b�n�•�d�h�\�Z�g�h�€�����i�j�Z�\�h�j�m�q�� �f�h�^�_�e�_�c���1�I�<. 
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�G�Z�� �j�b�k. 2 �g�Z�\�_�^�_�g�•�� �^�•�Z�]�j�Z�f�b�� �h�j�b�]�•�g�Z�e�v�g�h�€�� �f�h�^�_�e�•�� �l�Z�� �f�h�^�b�n�•�d�h�\�Z�g�h�€ �a��
�j�h�a�r�b�j�_�g�b�f�b�����l�h�[�l�h�� �h�[�j�Z�g�h���[�•�e�v�r�_�� �h�^�g�h�]�h���\���d�h�`�g�h�f�m���d�Z�g�Z�e�•�����^�`�_�j�_�e�Z�f�b���\�i�e�b�\�m��
���^�e�y�� �\�g�m�l�j�•�r�g�v�h�]�h�� �d�Z�g�Z�e�m�� �± �d�h�e�_�d�l�b�\�� �l�Z�� �g�Z�h�q�g�•�� �n�h�j�f�b���� �^�e�y�� �a�h�\�g�•�r�g�v�h�]�h�� �± 
�j�_�e�•�]�•�c�g�•���h�j�]�Z�g�•�a�Z�p�•�€�����i�_�j�•�h�^�b�q�g�b�c���^�j�m�d�����l�_�e�_�[�Z�q�_�g�g�y�������>�e�y���d�h�`�g�h�€���f�h�^�_�e�•���h�^�g�Z�d�h�\�•��
�\�o�•�^�g�•�� �^�Z�g�•: �d�•�e�v�d�•�k�l�v �Z�]�_�g�l�•�\�� �± ���������� �q�b�k�e�h �h�k�•�[���� �g�Z���y�d�• �k�i�j�y�f�h�\�Z�g�h���\�i�e�b�\�� �± 21500, 
�d�h�_�n�•�p�•�}�g�l�b�� �_�f�h�p�•�c�g�h�€�� �k�d�e�Z�^�h�\�h�€�� �•�g�n�h�j�f�Z�p�•�€�� �± ���������� �l�Z�� �������� �^�e�y�� �\�g�m�l�j�•�r�g�•�o�� �l�Z��
�a�h�\�g�•�r�g�•�o���d�Z�g�Z�e�•�\���\�•�^�i�h�\�•�^�g�h. 

 

 

 

 
 

�J�b�k������. �I�j�h�]�g�h�a�m�\�Z�g�g�y���j�_�a�m�e�v�l�Z�l�•�\���•�g�n�h�j�f�Z�p�•�c�g�h-�i�k�b�o�h�e�h�]�•�q�g�h�]�h���\�i�e�b�\�m 
  

�L�Z�d�b�f���q�b�g�h�f�����h�k�d�•�e�v�d�b���f�_�l�h�^�b���i�j�h�l�b�^�•�€���h�[�h�\�¶�y�a�d�h�\�h���f�Z�x�l�v���[�m�l�b���\�j�Z�o�h�\�Z�g�•����
�f�b�� �f�h�`�_�f�h�� �[�Z�q�b�l�b�� �i�h�� �h�l�j�b�f�Z�g�b�f�� �j�_�a�m�e�v�l�Z�l�Z�f�� �f�h�^�_�e�x�\�Z�g�g�y���� �s�h�� �f�h�^�b�n�•�d�h�\�Z�g�Z��
�f�h�^�_�e�v���^�•�c�k�g�h���p�_���\�•�^�h�[�j�Z�`�Z�}���� 

�H�p�•�g�d�Z �_�f�h�p�•�c�g�h�€ �k�d�e�Z�^�h�\�h�€ �f�_�f�Z �± �k�d�e�Z�^�g�b�c �i�j�h�p�_�k �q�_�j�_�a �k�m�[�¶�}�d�l�b�\�g�•�k�l�v 
�k�i�j�b�c�g�y�l�l�y �•�g�n�h�j�f�Z�p�•�€ �y�d �h�d�j�_�f�h�x �h�k�h�[�h�x�� �l�Z�d �• �k�h�p�•�m�f�h�f�� �A �\�j�Z�o�m�\�Z�g�g�y�f 
�k�l�j�•�f�d�h�k�l�• �j�h�a�\�b�l�d�m �l�_�o�g�h�e�h�]�•�c �l�Z�� �y�d �g�Z�k�e�•�^�h�d�� �a�Z�k�h�[�•�\ �• �f�_�l�h�^�•�\ �1�I�<�� �\�Z�`�e�b�\�h 
�f�Z�l�b �f�h�`�e�b�\�•�k�l�v �]�g�m�q�d�h �h�p�•�g�x�\�Z�l�b �p�_�c �i�h�d�Z�a�g�b�d �f�_�f�Z�� �Y�d �[�m�e�h �a�Z�a�g�Z�q�_�g�h�� 
�k�h�p�•�Z�e�v�g�• �f�_�j�_�`�• �± �h�^�b�g �•�a �i�h�i�m�e�y�j�g�b�o �1�g�l�_�j�g�_�l-�k�_�j�\�•�k�•�\ �^�e�y �k�l�\�h�j�_�g�g�y 
�\�•�j�l�m�Z�e�v�g�b�o �k�i�•�e�v�g�h�l�� �y�d�b�f�b �d�h�j�b�k�l�m�}�l�v�k�y 90% �d�h�j�b�k�l�m�\�Z�q�•�\ �m�d�j�Z�€�g�k�v�d�h�]�h 
�1�g�l�_�j�g�_�l�m [9]. �2�o �\�b�d�h�j�b�k�l�h�\�m�x�l�v �^�e�y �d�h�f�m�g�•�d�Z�p�•�€�� �Z �l�Z�d�h�` �y�d �a�Z�k�h�[�b 
�•�g�n�h�j�f�Z�p�•�c�g�h�€ �[�h�j�h�l�v�[�b ���i�h�e�•�l�b�q�g�h�€�� �\�•�c�k�v�d�h�\�h�€�� �j�_�e�•�]�•�c�g�h�€ �• �l���^������ 
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�< �M�d�j�Z�€�g�• �r�b�j�h�d�h�]�h �i�h�r�b�j�_�g�g�y �g�Z�[�m�\ �f�_�k�_�g�^�`�_�j Telegram, �y�d�b�c�� �y�d �• 
�k�h�p�f�_�j�_�`�•�� �l�Z�d�h�` �^�h�a�\�h�e�y�} �k�l�\�h�j�x�\�Z�l�b �d�Z�g�Z�e�b �^�e�y �f�Z�k�h�\�h�]�h �i�h�r�b�j�_�g�g�y 
�•�g�n�h�j�f�Z�p�•�€��  

�I�•�k�e�y �i�h�q�Z�l�d�m �i�h�\�g�h�f�Z�k�r�l�Z�[�g�h�]�h �\�l�h�j�]�g�_�g�g�y �j�h�k�•�c�k�v�d�h�€ �n�_�^�_�j�Z�p�•�€ 24 
�e�x�l�h�]�h 2022 �j�h�d�m �\ �M�d�j�Z�€�g�• Telegram �^�e�y �[�Z�]�Z�l�v�h�o �e�x�^�_�c �k�l�Z�\ �h�k�g�h�\�g�b�f �^�`�_�j�_�e�h�f 
�h�l�j�b�f�Z�g�g�y �•�g�n�h�j�f�Z�p�•�€�� �Z �l�Z�d�h�` �^�_�a�•�g�n�h�j�f�Z�p�•�€�� �A�Z �j�_�a�m�e�v�l�Z�l�Z�f�b �^�h�k�e�•�^�`�_�g�g�y�� 
�i�j�h�\�_�^�_�g�h�]�h �D�b�€�\�k�v�d�b�f �f�•�`�g�Z�j�h�^�g�b�f �•�g�k�l�b�l�m�l�h�f �k�h�p�•�h�e�h�]�•�€ �m���]�j�m�^�g�•�������������j�h�d�m���g�Z��
�a�Z�f�h�\�e�_�g�g�y�� �M�d�j�Z�€�g�k�v�d�h�]�h���•�g�k�l�b�l�m�l�m���f�_�^�•�Z���l�Z���d�h�f�m�g�•�d�Z�p�•�€�� ���j�b�k�� 3)���������������� �m�d�j�Z�€�g�p�•�\��
�i�h�q�Z�e�b���q�b�l�Z�l�b�� �l�_�e�_�]�j�Z�f-�d�Z�g�Z�e�b���^�e�y�� �h�l�j�b�f�Z�g�g�y�� �g�h�\�b�g�� �k�Z�f�_�� �i�•�k�e�y�� ������ �e�x�l�h�]�h�� ����������
�j�h�d�m�����l�h�^�•���y�d���^�h���i�h�\�g�h�f�Z�k�r�l�Z�[�g�h�]�h���\�l�h�j�]�g�_�g�g�y���l�Z�d�b�o���[�m�e�h���e�b�r�_������������ [10].  

 
�J�b�k������. �=�j�Z�n�•�d���j�_�a�m�e�v�l�Z�l�•�\���h�i�b�l�m�\�Z�g�g�y���k�_�j�_�^���j�_�k�i�h�g�^�_�g�l�•�\ 

 
�I�h�r�b�j�_�g�g�y �•�g�n�h�j�f�Z�p�•�€ �\ Telegram  �\�•�^�[�m�\�Z�}�l�v�k�y �\ �h�k�g�h�\�g�h�f�m �q�_�j�_�a 

�l�_�e�_�]�j�Z�f-�d�Z�g�Z�e�b�� �L�_�e�_�]�j�Z�f-�d�Z�g�Z�e�b �± �p�_ �•�g�k�l�j�m�f�_�g�l�� �y�d�b�c �^�h�a�\�h�e�y�} �d�h�j�b�k�l�m�\�Z�q�Z�f 
�k�l�\�h�j�x�\�Z�l�b �l�Z �m�i�j�Z�\�e�y�l�b �d�Z�g�Z�e�Z�f�b�� �g�Z �y�d�• �f�h�`�m�l�v �i�•�^�i�b�k�m�\�Z�l�b�k�y �•�g�r�• 
�d�h�j�b�k�l�m�\�Z�q�•�� �O�h�q �\ �d�Z�g�Z�e�Z�o �e�b�r�_ �Z�^�f�•�g�•�k�l�j�Z�l�h�j �f�h�`�_ �i�m�[�e�•�d�m�\�Z�l�b �i�h�\�•�^�h�f�e�_�g�g�y�� 
�Z�e�_ �n�m�g�d�p�•�€ �K�F �i�_�j�_�^�[�Z�q�Z�x�l�v �a�\�h�j�h�l�g�•�c �a�\�¶�y�a�h�d �m �\�b�]�e�y�^�• �j�_�Z�d�p�•�c�� �d�h�f�_�g�l�Z�j�•�\ 
�l�h�s�h�� 

�>�e�y�� �^�h�k�e�•�^�`�_�g�g�y�� �[�m�^�m�l�v�� �h�[�j�Z�g�•�� �l�_�e�_�]�j�Z�f-�d�Z�g�Z�e�b���� �\�� �y�d�b�o�� �\�•�^�k�h�l�h�d��
�i�•�^�i�b�k�g�b�d�•�\���� �y�d�•�� �q�b�l�Z�x�l�v�� �i�h�k�l�b�� �a�Z�� �h�k�l�Z�g�g�•�� ������ �^�g�•�\�� ��ERRm), �k�l�Z�g�h�\�b�l�v�� �[�•�e�v�r�_�� ��������
�\�•�^�� �a�Z�]�Z�e�v�g�h�€�� �d�•�e�v�d�h�k�l�•�� �i�•�^�i�b�k�g�b�d�•�\���� �P�_�� �j�•�r�_�g�g�y�� �i�j�b�c�g�y�l�h���� �k�i�b�j�Z�x�q�b�k�v�� �g�Z��
�^�h�k�e�•�^�`�_�g�g�y���\�q�_�g�b�o���a���Z�f�_�j�b�d�Z�g�k�v�d�h�]�h���I�h�e�•�l�_�o�g�•�q�g�h�]�h���•�g�k�l�b�l�m�l�m���J�_�g�k�k�_�e�_�j�Z���� 

�>�h�k�e�•�^�`�_�g�g�y�� �\�b�y�\�b�e�h���� �s�h�[�� �h�l�j�b�f�Z�l�b�� �f�_�o�Z�g�•�a�f�� �m�i�j�Z�\�e�•�g�g�y�� �^�m�f�d�h�x�� �i�_�\�g�h�€��
�k�h�p�•�Z�e�v�g�h�€�� �]�j�m�i�b���� �g�_�h�[�o�•�^�g�h�� �a�Z�\�_�j�[�m�\�Z�l�b�� �e�b�r�_�� �������� �\�•�^���p�•�}�€�� �]�j�m�i�b���� �L�h�f�m�� �i�j�b��
�a�^�•�c�k�g�_�g�g�•�� �1�I�<�� �f�_�f�Z�f�b�� �q�_�j�_�a�� �l�_�e�_�]�j�Z�f-�d�Z�g�Z�e�b�� �g�_�h�[�o�•�^�g�h�� �\�i�e�b�\�Z�l�b�� �f�•�g�•�f�m�f�� �g�Z��
���������\�•�^���m�k�•�}�€���Z�m�^�b�l�h�j�•�€���l�_�e�_�]�j�Z�f���d�Z�g�Z�e�m�� 

�>�e�y �d�h�g�d�j�_�l�b�d�b �j�h�a�]�e�y�g�_�f�h �l�_�e�_�]�j�Z�f-�d�Z�g�Z�e �©�E�Z�q�_�g �i�b�r�_�ª�� �y�d�b�c �f�Z�} 
�g�Z�k�l�m�i�g�• �o�Z�j�Z�d�l�_�j�b�k�l�b�d�b ���l�Z�[�e��2) 

�L�Z�[�e�b�p�y��2  
�O�Z�j�Z�d�l�_�j�b�k�l�b�d�b���d�Z�g�Z�e�m 

�D�•�e�v�d�•�k�l�v 
�i�•�^�i�b�k�g�b�d�•�\ 

�I�h�e�•�l�b�q�g�Z 
�i�h�a�b�p�•�y �d�Z�g�Z�e�m 

�F�h�\�Z 
�d�h�g�l�_�g�l�m 

�L�_�f�Z�l�b�d�Z 
�d�Z�g�Z�e�m 

ERRm 

1 320 355 �i�j�h�m�d�j�Z�€�g�k�v�d�b�c �m�d�j�Z�€�g�k�v�d�Z �I�h�e�•�l�b�d�Z 46,2% 
�D�h�_�n�•�p�•�}�g�l�� �_�f�h�p�•�c�g�h�]�h�� �k�d�e�Z�^�h�\�h�€ �f�_�f�m �i�h�a�g�Z�q�b�f�h��s���� �C�h�]�h�� �l�Z�d�h�`�� �f�h�`�g�Z��

�\�b�a�g�Z�q�b�l�b�� �y�d�� �c�f�h�\�•�j�g�b�c�� �\�•�^�k�h�l�h�d�� �l�h�]�h���� �s�h�� �•�g�n�h�j�f�Z�p�•�c�g�h-�i�k�b�o�h�e�h�]�•�q�g�b�c�� �\�i�e�b�\��
�\�b�d�e�b�q�_���g�_�h�[�o�•�^�g�m�� �_�f�h�p�•�x�� �k�h�p�•�Z�e�v�g�h�€���q�Z�k�l�b�g�b�� �k�h�p�•�h-�l�_�o�g�•�q�g�h�€�� �k�b�k�l�_�f�b�� ���K�L�K), �g�Z��
�y�d�m�� �a�^�•�c�k�g�x�}�l�v�k�y�� �\�i�e�b�\���� �L�h�[�l�h���� �y�d�s�h�� �i�_�j�\�b�g�Z�� �_�f�h�p�•�c�g�Z���k�d�e�Z�^�h�\�Z�� �f�_�f�m�� �± �p�_ 
�g�_�]�Z�l�b�\�g�Z�� �_�f�h�p�•�y���� �l�h�� �•�� �\�b�d�e�b�d�Z�l�b�� �\�•�g�� �i�h�\�b�g�_�g�� �g�_�]�Z�l�b�\�g�•�� �_�f�h�p�•�€���� �Y�d�s�h�� �i�j�b��
�a�^�•�c�k�g�_�g�•���1�I�<���\�b�d�e�b�d�Z�}�l�v�k�y���i�j�h�l�b�e�_�`�g�Z���_�f�h�p�•�y���\�•�^���i�_�j�\�b�g�g�h�€�����l�h�� �f�h�`�g�Z���\�\�Z�`�Z�l�b����
�s�h���\�i�e�b�\���[�m�^�_���g�_���m�k�i�•�r�g�b�f�����Z���d�h�_�n�•�p�•�}�g�l��s �± �\�•�^�¶�}�f�g�b�f. 



�1�G�N�H�J�F�:�L�B�D�:���L�:���F�:�L�?�F�:�L�B�Q�G�1���F�?�L�H�>�B���<���F�H�>�?�E�X�<�:�G�G�1���’�������������’���L�h�f�����������‹����-�� 
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�< �l�_�e�_�]�j�Z�f���}�� �f�h�`�e�b�\�•�k�l�v���g�_���i�j�h�k�l�h�� �k�l�Z�\�b�l�b�� �e�Z�c�d�b/�^�b�a�e�Z�c�d�b�����Z�� �j�_�Z�]�m�\�Z�l�b���a�Z��
�^�h�i�h�f�h�]�h�x�� �i�_�\�g�h�]�h�� �_�f�h�^�a�•���� �y�d�b�c�� �}�� �i�•�^�o�h�^�y�s�b�f�� �^�e�y�� �\�b�j�Z�`�_�g�g�y�� �r�b�j�r�h�]�h�� �k�i�_�d�l�j�Z��
�_�f�h�p�•�c �i�•�k�e�y���\�a�Z�}�f�h�^�•�€���a �f�_�f�h�f. �H�k�g�h�\�g�b�f���i�Z�j�Z�f�_�l�j�h�f�� �h�p�•�g�d�b���[�m�^�_���_�g�_�j�]�•�y���f�_�f�Z����
�y�d�Z���f�h�`�_���[�m�l�b���i�h�a�b�l�b�\�g�h�x����E+) �l�Z���g�_�]�Z�l�b�\�g�h�x (E-).  

�D�h�`�g�b�c�� �_�f�h�^�a�•, �i�h�k�l�Z�\�e�_�g�b�c�� �i�•�^�� �f�_�f�h�f���� �[�m�^�_�� �j�h�a�]�e�y�^�Z�l�b�k�y�� �y�d�� �h�^�b�g�b�p�y��
�_�g�_�j�]�•�€���� 

�A�Z�� �h�^�b�g�b�p�x�� �i�h�a�b�l�b�\�g�h�€�� �_�g�_�j�]�•�€�� �[�m�^�_�� �\�\�Z�`�Z�l�b�k�y�� �_�f�h�^�a�•�����y�d�b�c�� �\�b�j�Z�`�Z�}��
�_�f�h�p�•�x���� �s�h�� �k�i�•�\�i�Z�^�Z�}�� �a�� �i�_�j�\�b�g�g�h�€�� �_�f�h�p�•�c�g�h�x�� �k�d�e�Z�^�h�\�h�x���f�_�f�Z���� �q�_�j�_�a�� �y�d�m��
�a�^�•�c�k�g�x�}�l�v�k�y�� �•�g�n�h�j�f�Z�p�•�c�g�h-�i�k�b�o�h�e�h�]�•�q�g�b�c�� �\�i�e�b�\���� �1�g�Z�d�r�_ �_�f�h�^�a�•�� �[�m�^�_�f�h�� �\�\�Z�`�Z�l�b��
�h�^�b�g�b�p�_�x �g�_�]�Z�l�b�\�g�h�€���_�g�_�j�]�•�€�� 

�A�Z�� �q�Z�k�� �\�i�e�b�\�m�� �f�_�f�m�� ���q�Z�k�� �`�b�l�l�y�� �f�_�f�m���� �[�m�^�_�� �h�[�j�Z�g�b�c�� �h�i�l�b�f�Z�e�v�g�•�c�� �i�_�j�•�h�^����
�d�h�e�b���h�k�g�h�\�g�Z���[�•�e�v�r�•�k�l�v���Z�m�^�b�l�h�j�•�€���c�h�]�h���i�_�j�_�]�e�y�g�_�����Z���k�Z�f�_��t = 24 �]�h�^�����Q�Z�k���^�•�€���\�i�e�b�\�m��
�f�h�`�_�� �[�m�l�b�� �a�[�•�e�v�r�_�g�b�c���� �y�d�s�h�� �g�Z�� �f�_�f�� �[�m�^�_�� �i�h�\�l�h�j�g�h�� �a�\�_�j�g�_�g�h�� �m�\�Z�]�m�� �^�h�^�Z�l�d�h�\�h�x��
�•�g�n�h�j�f�Z�p�•�}�x���Z�[�h���j�_�i�h�k�l�h�f���\���•�g�r�b�c���l�_�e�_�]�j�Z�f���d�Z�g�Z�e���a���\�d�Z�a�Z�g�b�f���i�_�j�r�h�^�`�_�j�_�e�h�f���� 

�I�•�k�e�y�� �l�h�]�h���� �y�d�� �q�Z�k�� �`�b�l�l�y�� �f�_�f�m�� �k�i�e�b�g�_���� �i�•�^�j�Z�o�m�}�f�h �_�g�_�j�]�•�x�� �f�_�f�m���� �>�e�y��
�^�_�f�h�g�k�l�j�Z�p�•�€���j�h�a�]�e�y�g�_�f�h �f�_�f���a���g�Z�c�[�•�e�v�r�h�x���d�•�e�v�d�•�k�l�x���g�_�]�Z�l�b�\�g�h�€ �_�g�_�j�]�•�€�����j�b�k����4). 

 
�J�b�k����4. �F�_�f���a���g�Z�c�[�•�e�v�r�h�x �d�•�e�v�d�•�k�l�x���g�_�]�Z�l�b�\�g�h�€���_�g�_�j�]�•�€ 

 
�I�_�j�_�^�� �i�h�q�Z�l�d�h�f�� �\�b�a�g�Z�q�_�g�g�y�� �_�f�h�^�a�•�� �a�� �g�_�]�Z�l�b�\�g�h�x���i�h�a�b�l�b�\�g�h�x�� �_�g�_�j�]�•�}�x��

�l�j�_�[�Z���i�j�h�\�_�k�l�b���Z�g�Z�e�•�a���f�_�f�Z:  
�x �n�h�j�f�Z���i�h�^�Z�g�g�y���f�_�f�m����Fpd�������\�•�a�m�Z�e�v�g�Z�����h�^�g�h�j�•�^�g�Z���m���\�b�]�e�y�^�•���l�•�e�v�d�b���l�_�d�k�l�m�� 
�x �•�g�n�h�j�f�Z�p�•�c�g�b�c���d�h�g�l�_�g�l����Inf): �h�^�g�h�j�•�^�g�b�c�����\���f�_�f�•���}���l�•�e�v�d�b���l�_�d�k�l�� 
�x �k�d�e�Z�^�g�•�k�l�v�� �k�l�j�m�d�l�m�j�b���� �]�h�e�h�\�g�Z�� �_�f�h�p�•�c�g�h-�a�Z�[�Z�j�\�e�_�g�Z�� �•�g�n�h�j�f�Z�p�•�y����

�\�b�^�•�e�_�g�Z �\�_�e�b�d�b�f�� �q�_�j�\�h�g�b�f�� �a�g�Z�d�h�f�� �h�d�e�b�d�m�� �^�h�i�h�\�g�x�}�l�v�k�y �d�h�f�_�g�l�Z�j�_�f���� �y�d�b�c��
�\�b�d�h�g�m�}���n�m�g�d�p�•�x���©�a�]�e�Z�^�`�m�\�Z�g�g�y���\�m�]�e�•�\�ª;  

�x �f�_�l�Z���1�I�<���f�_�f�m�����a�f�_�g�r�_�g�g�y���g�_�]�Z�l�b�\�g�b�o���_�f�h�p�•�c�� �l�Z���i �j�b�\�_�j�g�_�g�g�y�� �m�\�Z�]�b���^�h��
�i�h�^�•�€�� 

�K�i�b�j�Z�x�q�b�k�v�� �g�Z�� �i�h�i�_�j�_�^�g�•�c�� �Z�g�Z�e�•�a���� �d�e�Z�k�b�n�•�d�Z�p�•�y�� �_�f�h�p�•�c�� �^�e�y�� �p�v�h�]�h�� �f�_�f�m��
�[�m�^�_���g�Z�k�l�m�i�g�Z�� 

�x �?�f�h�^�a�•�� �a�� �h�q�b�f�Z�� �± �o�Z�j�Z�d�l�_�j�b�a�m�}���� �l�_�� �s�h�� �e�x�^�b���[�m�^�m�l�v�� �k�i�h�k�l�_�j�•�]�Z�l�b�� �g�Z�^�Z�e�•��
�a�Z�� �j�h�a�\�b�l�d�h�f�� �i�h�^�•�c���� �H�k�d�•�e�v�d�b�� �h�^�g�Z �a�� �p�•�e�_�c �1�I�<�� �± �i�j�b�\�_�j�g�_�g�g�y �m�\�Z�]�b���� �l�h�� �^�Z�g�m 
�j�_�Z�d�p�•�x �[�m�^�_�f�h���\�•�^�g�h�k�b�l�b���^�h �i�h�a�b�l�b�\�g�b�o. 

�x �?�f�h�^�a�•�� �a�� �q�_�j�\�h�g�b�f�� �k�f�Z�c�e�h�f�� �± �o�Z�j�Z�d�l�_�j�b�a�m�}�� �]�g�•�\���� �e�Z�c�d�m�� �\�� �^�Z�g�h�f�m��
�\�b�i�Z�^�d�m�����h�k�d�•�e�v�d�b���p�_�c���_�f�h�^�a�•���g�_���\�•�^�i�h�\�•�^�Z�}���f�_�l�•���1�I�<�����g�_�]�Z�l�b�\�g�Z���_�g�_�j�]�•�y�� 

�x �?�f�h�^�a�•���a���i�e�Z�q�m�q�b�f �k�f�Z�c�e�h�f�����± �h�a�g�Z�q�Z�}���`�Z�e�•�k�l�v���Z�[�h���k�f�m�l�h�d�����g�_���\�•�^�i�h�\�•�^�Z�}��
�f�_�l�• �1�I�<, �g�_�]�Z�l�b�\�g�Z���_�g�_�j�]�•�y�� 

�x �?�f�h�^�a�•���k�_�j�p�y���± �h�a�g�Z�q�Z�}���a�]�h�^�m �Z�[�h���\�i�h�^�h�[�Z�g�g�y�����i�h�a�b�l�b�\�g�Z���_�g�_�j�]�•�y�� 
�x �?�f�h�^�a�•�� �\�h�]�g�x�� �± �o�Z�j�Z�d�l�_�j�b�a�m�}�� �i�•�^�l�j�b�f�d�m���� �d�j�m�l�•�k�l�v, �a�Z�^�h�\�h�e�v�g�y�}�� �f�_�l�•��

�•�g�n�h�j�f�Z�p�•�c�g�h-�i�k�b�o�h�e�h�]�•�q�g�h�]�h���\�i�e�b�\�m, �i�h�a�b�l�b�\�g�Z���_�g�_�j�]�•�y�� 
�x �?�f�h�p�•�y�� �m�k�f�•�o�g�_�g�h�]�h�� �k�f�Z�c�e�m�� �± �a�Z�a�\�b�q�Z�c�� �\�b�j�Z�`�Z�}�� �j�Z�^�•�k�l�v �Z�[�h�� �k�f�•�o�� �f�h�`�_��

�k�b�f�\�h�e�•�a�m�\�Z�l�b���k�Z�j�d�Z�a�f�����\���^�Z�g�h�f�m���\�b�i�Z�^�d�m �\�•�^�g�_�k�_�f�h �^�h���i�h�a�b�l�b�\�g�h�€���_�g�_�j�]�•�€�� 
�J�h�a�•�[�j�Z�\�r�b�k�v�� �a�� �d�e�Z�k�b�n�•�d�Z�p�•�}�x�� �_�f�h�^�a�• �\�•�^�i�h�\�•�^�g�h�� �^�h �i�_�j�\�b�g�g�h�]�h�� �a�f�•�k�l�m�� �f�_�f�m�� �•��
�f�_�l�b�� �1�I�<���� �f�h�`�g�Z���\�b�a�g�Z�q�b�l�b�� �d�•�e�v�d�•�k�l�v�� �i�_�\�g�h�€�� �_�g�_�j�]�•�€�� �h�l�j�b�f�Z�g�h�€�� �f�_�f�h�f���� �G�Z���h�k�g�h�\�•��
�h�l�j�b�f�Z�g�b�o�� �^�Z�g�b�o�� �f�h�`�g�Z�� �k�i�j�h�]�g�h�a�m�\�Z�l�b�� �f�h�`�e�b�\�_�� �a�g�Z�q�_�g�g�y�� �d�h�_�n�•�p�•�}�g�l�Z��s. 
�J�h�a�j�Z�o�m�}�f�h�� �c�h�]�h�� �y�d�� �\�•�^�g�h�r�_�g�g�y �g�_�]�Z�l�b�\�g�h�€�� �_�g�_�j�]�•�€�� �f�_�f�m�� �^�h�� �a�Z�]�Z�e�v�g�h�€�� �d�•�e�v�d�h�k�l�•��
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�j�_�Z�d�p�•�c. �L�Z�d�b�f�� �q�b�g�h�f�� �f�h�`�g�Z�� �\�b�a�g�Z�q�b�l�b�� �j�•�\�_�g�v�� �k�l�•�c�d�h�k�l�•�� �k�b�k�l�_�f�b�� �^�e�y�� �i�_�\�g�h�]�h��
�f�_�f�m���a���c�h�]�h���i�_�j�\�b�g�g�b�f���a�f�•�k�l�h�f���•���^�h�k�e�•�^�b�l�b�����y�d���k�b�k�l�_�f�Z���j�_�Z�]�m�}���g�Z���i�_�\�g�b�c���f�_�f���>11]: 
�k�b�k�l�_�f�Z���\�\�Z�`�Z�}�l�v�k�y�� �k�l�•�c�d�h�x�����d�h�e�b�������”��s �”�������������m�f�h�\�g�h���k�l�•�c�d�h�x�����y�d�s�h��������������s �”������������
�g�_�k�l�•�c�d�h�x�����y�d�s�h��������������s �”�������� 

�<�� �\�b�i�Z�^�d�m���� �y�d�b�c�� �[�m�\�� �j�h�a�]�e�y�g�m�l�b�c���� �d�h�_�n�•�p�•�}�g�l��s = 0,2. �P�_�� �k�\�•�^�q�b�l�v���� �s�h��
�•�g�n�h�j�f�Z�p�•�c�g�Z���k�b�k�l�_�f�Z�����y�d�m���i�j�_�^�k�l�Z�\�e�y�}�� �l�_�e�_�]�j�Z�f-�d�Z�g�Z�e���©�E�Z�q�_�g���i�b�r�_�ª�����k�l�•�c�d�Z���^�e�y��
�^�Z�g�h�]�h���f�_�f�Z.  

�>�Z�g�b�c�� �k�i�h�k�•�[�� �\�b�a�g�Z�q�_�g�g�y �d�h�_�n�•�p�•�}�g�l�Z �_�f�h�p�•�c�g�h�€�� �k�d�e�Z�^�h�\�h�€�� �f�_�f�Z�� �f�h�`�g�Z��
�\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b���y�d���h�^�b�g���a���i�Z�j�Z�f�_�l�j�•�\���\���f�h�^�_�e�•���������� 
�<�b�k�g�h�\�d�b. �<�� �j�h�[�h�l�•�� �[�m�e�h�� �^�h�k�e�•�^�`�_�g�h�� �•�� �h�i�b�k�Z�g�h�� �l�_�o�g�h�e�h�]�•�€�� �•�� �k�i�h�k�h�[�b���� �s�h��
�\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y�� �^�e�y�� �i�j�h�\�_�^�_�g�g�y�� �•�g�n�h�j�f�Z�p�•�c�g�h-�i�k�b�o�h�e�h�]�•�q�g�h�]�h�� �\�i�e�b�\�m�� �g�Z��
�k�m�k�i�•�e�v�k�l�\�h. �F�h�^�b�n�•�d�h�\�Z�g�h �f�h�^�_�e�v�� �•�g�n�h�j�f�Z�p�•�c�g�h-�i�k�b�o�h�e�h�]�•�q�g�h�]�h�� �\�i�e�b�\�m����
�H�l�j�b�f�Z�g�Z���f�h�^�_�e�v���\�j�Z�o�h�\�m�}���f�_�l�h�^�b���i�j�h�l�b�^�•�€���•�g�n�h�j�f�Z�p�•�c�g�h-�i�k�b�o�h�e�h�]�•�q�g�h�f�m���\�i�e�b�\�m��
�l�Z�� �^�h�a�\�h�e�y�}�� �i�j�h�]�g�h�a�m�\�Z�l�b�� �•�g�n�h�j�f�Z�p�•�c�g�h-�i�k�b�o�h�e�h�]�•�q�g�b�c�� �\�i�e�b�\�� �g�Z�� �k�h�p�•�m�f�� �l�Z��
�h�[�b�j�Z�l�b���f�_�l�h�^�b���i�j�h�l�b�^�•�€���p�v�h�f�m���\�i�e�b�\�m���^�e�y���a�f�_�g�r�_�g�g�y���c�h�]�h���g�Z�k�e�•�^�d�•�\�� 

�A�Z�i�j�h�i�h�g�h�\�Z�g�h�� �f�_�l�h�^�� �\�b�a�g�Z�q�_�g�g�y�� �d�h�_�n�•�p�•�}�g�l�Z�� �_�f�h�p�•�c�g�h�€�� �k�d�e�Z�^�h�\�h�€ 
�d�h�g�d�j�_�l�g�h�]�h�� �f�_�f�Z���� �s�h�� �^�h�a�\�h�e�y�}�� �\�k�l�Z�g�h�\�b�l�b�� �k�l�m�i�•�g�v�� �k�l�•�c�d�h�k�l�•�� �k�h�p�•�h-�l�_�o�g�•�q�g�h�€��
�k�b�k�l�_�f�b���g�Z���i�j�b�d�e�Z�^�• �d�h�g�d�j�_�l�g�b�o���l�_�e�_�]�j�Z�f-�d�Z�g�Z�e�•�\���� 

�A�Z�i�j�h�i�h�g�h�\�Z�g�Z�� �f�h�^�b�n�•�d�Z�p�•�y�� �f�h�^�_�e�• �l�Z�� �f�_�l�h�^�b�d�Z�� �i�j�h�]�g�h�a�m�\�Z�g�g�y��
�•�g�n�h�j�f�Z�p�•�c�g�h-�i�k�b�o�h�e�h�]�•�q�g�h�]�h�� �\�i�e�b�\�m�� �n�h�j�f�m�x�l�v�� �l�_�h�j�_�l�b�q�g�m�� �h�k�g�h�\�m�� �^�e�y��
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The study of information and psychological security raises a number of issues related to ensuring human 
security and preserving human health in connection with various types of information threats: targeted 
information influence on the population through the media, the Internet, which can lead to negative socio-
political consequences; incomplete realisation of citizens' rights to receive and exchange reliable 
information; provoking social, ethnic, religious tensions through the activities of certain media; 
manipulation of Predicting the results of information and psychological influence is an important and 
urgent problem not only on the scale of an individual, but also for the national security of the state. The 
purpose of this paper is to increase the efficiency of forecasting information and psychological influence 
by modifying the model of information and psychological influence based on the analysis of influence 
factors. The paper reviews existing models for predicting the results of influence, from which a model 
was selected for modification to improve the forecasting results. The result of the work is a methodology 
that takes into account the channels of information and psychological influence, the emotional component 
of memes and the methods of counteraction that can be used by the opposing side, which allowed to 
create a theoretical basis for further practical research. The results obtained can be used to predict the 
information and psychological impact on society and/or to choose methods of counteracting this impact to 
reduce its consequences. 
Keywords: information and psychological influence, forecasting of influence, emotional component of 
meme, information and psychological operation. 
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�^�h�k�e�•�^�`�_�g�g�y���k�i�j�y�f�h�\�Z�g�b�c���g�Z���j�h�e�v���f�Z�j�r�j�m�l�b�a�Z�l�h�j�•�\���y�d���i�_�j�r�h�€���e�Z�g�d�b���h�[�h�j�h�g�b����
�A�
�y�k�h�\�m�}�l�v�k�y���� �y�d��SYN-flood �\�i�e�b�\�Z�x�l�v�� �g�Z�� �i�j�Z�p�_�a�^�Z�l�g�•�k�l�v�� �f�_�j�_�`�_�\�h�]�h��
�h�[�e�Z�^�g�Z�g�g�y���� �a�h�d�j�_�f�Z���� �g�Z�� �f�Z�j�r�j�m�l�b�a�Z�l�h�j�b���� �l�Z�� �Z�g�Z�e�•�a�m�x�l�v�k�y�� �\�b�f�h�]�b�� �s�h�^�h��
�_�n�_�d�l�b�\�g�h�]�h���a�Z�o�b�k�l�m���g�Z���p�v�h�f�m���j�•�\�g�•�� �>�h�k�e�•�^�`�_�g�g�y���j�h�a�]�e�y�^�Z�}���k�m�q�Z�k�g�•���l�_�o�g�h�e�h�]�•�€��
�l�Z���k�l�j�Z�l�_�]�•�€���a�Z�o�b�k�l�m�����a�h�d�j�_�f�Z���\���d�h�g�l�_�d�k�l�•���f�Z�j�r�j�m�l�b�a�Z�l�h�j�•�\�����y�d�•���f�h�`�m�l�v���\�b�y�\�b�l�b��
�l�Z�� �f�•�g�•�f�•�a�m�\�Z�l�b�� �\�i�e�b�\��SYN-flood���� �A�Z�p�•�d�Z�\�e�_�g�•�k�l�v�� �m�� �\�b�d�h�j�b�k�l�Z�g�g�•�� �g�h�\�•�l�g�•�o��
�f�_�l�h�^�•�\���� �l�Z�d�b�o�� �y�d �7�&�3�� �6�<�1�� �&�R�R�N�L�H�V�� �l�Z�� �•�g�r�•�� �l�_�o�g�h�e�h�]�•�€���� �y�d�•�� �_�n�_�d�l�b�\�g�h��
�d�h�g�l�j�h�e�x�x�l�v���Z�g�h�f�Z�e�v�g�b�c���l�j�Z�n�•�d�����}���d�e�x�q�h�\�h�x���l�_�f�h�x���^�h�k�e�•�^�`�_�g�g�y�� �J�_�a�m�e�v�l�Z�l�b��
�^�h�k�e�•�^�`�_�g�g�y���k�e�m�]�m�x�l�v���y�d���i�•�^�k�l�Z�\�Z���^�e�y���j�h�a�j�h�[�d�b���l�Z���\�i�j�h�\�Z�^�`�_�g�g�y���_�n�_�d�l�b�\�g�b�o��
�k�l�j�Z�l�_�]�•�c�� �a�Z�o�b�k�l�m�� �g�Z�� �j�•�\�g�•�� �f�Z�j�r�j�m�l�b�a�Z�l�h�j�•�\���� �k�i�j�y�f�h�\�Z�g�b�o�� �g�Z�� �a�Z�[�_�a�i�_�q�_�g�g�y��
�k�l�Z�[�•�e�v�g�h�k�l�•�� �l�Z�� �[�_�a�i�_�d�b�� �f�_�j�_�`�_�\�b�o�� �•�g�n�j�Z�k�l�j�m�d�l�m�j�� �m�� �a�h�g�•�� �i�h�k�l�•�c�g�b�o�� �'�'�R�6-
�g�Z�i�Z�^�•�\��SYN-flood. 
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�<�k�l�m�i. �M�� �k�m�q�Z�k�g�h�f�m�� �p�b�n�j�h�\�h�f�m�� �e�Z�g�^�r�Z�n�l�•���� �^�_�� �g�Z�^�•�c�g�•�k�l�v�� �l�Z�� �[�_�a�i�_�d�Z�� �f�_�j�_�`�_�\�b�o��
�•�g�n�j�Z�k�l�j�m�d�l�m�j �}�� �\�b�a�g�Z�q�Z�e�v�g�b�f�b�� �n�Z�d�l�h�j�Z�f�b�� �^�e�y�� �n�m�g�d�p�•�h�g�m�\�Z�g�g�y�� �i�j�Z�d�l�b�q�g�h�� �\�k�•�o��
�Z�k�i�_�d�l�•�\�� �k�m�k�i�•�e�v�k�l�\�Z�� �l�Z�� �[�•�a�g�_�k�m���� �'�'�R�6-�Z�l�Z�d�b���� �a�h�d�j�_�f�Z�� �l�•���� �s�h�� �\�b�d�h�j�b�k�l�h�\�m�x�l�v��
�f�_�l�h�^�h�e�h�]�•�x���6�<�1�����a�Z�e�b�r�Z�x�l�v�k�y���Z�d�l�m�Z�e�v�g�b�f���l�Z���g�Z�j�h�k�l�Z�x�q�b�f���\�b�d�e�b�d�h�f����SYN-flood, 
�y�d�•���\�b�d�h�j�b�k�l�h�\�m�x�l�v���g�_�^�h�e�•�d�b���\���j�m�d�h�k�l�b�k�d�Z�g�g�•���i�j�h�l�h�d�h�e�m���7�&�3�����\�b�a�g�Z�q�Z�x�l�v�k�y���k�\�h�}�x��
�_�n�_�d�l�b�\�g�•�k�l�x�� �l�Z�� �a�^�Z�l�g�•�k�l�x�� �i�_�j�_�\�Z�g�l�Z�`�m�\�Z�l�b�� �f�_�j�_�`�_�\�_�� �h�[�e�Z�^�g�Z�g�g�y���� �k�l�Z�\�e�y�q�b�� �i�•�^��
�a�Z�]�j�h�a�m���g�h�j�f�Z�e�v�g�_���n�m�g�d�p�•�h�g�m�\�Z�g�g�y���f�_�j�_�`���l�Z���k�_�j�\�_�j�•�\�� 

�K�m�q�Z�k�g�•�� �a�e�h�\�f�b�k�g�b�d�b�� �\�k�_�� �q�Z�k�l�•�r�_�� �\�^�Z�x�l�v�k�y�� �^�h�� �\�^�h�k�d�h�g�Z�e�_�g�g�y�� �l�Z��
�•�g�l�_�g�k�b�n�•�d�Z�p�•�€�� �'�'�R�6-�Z�l�Z�d��SYN-flood���� �\�b�d�h�j�b�k�l�h�\�m�x�q�b�� �j�h�a�i�h�^�•�e�_�g�•�� �f�_�j�_�`�_�\�•��
�j�_�k�m�j�k�b���� �l�_�o�g�•�d�m�� �[�h�l�g�_�l�•�\�� �l�Z�� �•�g�l�_�e�_�d�l�m�Z�e�v�g�•�� �Z�e�]�h�j�b�l�f�b���� �P�_�� �i�j�b�a�\�h�^�b�l�v�� �^�h��
�a�[�•�e�v�r�_�g�g�y���f�Z�k�r�l�Z�[�•�\���l�Z���q�Z�k�l�h�l�b���Z�l�Z�d�����\�g�Z�k�e�•�^�h�d���q�h�]�h���\�b�g�b�d�Z�}���a�Z�]�j�h�a�Z���^�e�y���k�l�•�c�d�h�k�l�•��
�•�� �^�h�k�l�m�i�g�h�k�l�•�� �•�g�l�_�j�g�_�l-�k�e�m�`�[���� �[�•�a�g�_�k-�i�j�h�p�_�k�•�\�� �l�Z�� �a�Z�]�Z�e�v�g�h�€�� �[�_�a�i�_�d�b�� �f�_�j�_�`�_�\�h�]�h��
�h�l�h�q�_�g�g�y�� 

�<�j�Z�o�h�\�m�x�q�b�� �\�Z�`�e�b�\�•�k�l�v�� �f�_�j�_�`�_�\�b�o�� �l�_�o�g�h�e�h�]�•�c�� �m�� �\�k�•�o�� �k�n�_�j�Z�o�� �`�b�l�l�y����
�\�b�j�•�r�_�g�g�y�� �i�j�h�[�e�_�f���� �i�h�\�
�y�a�Z�g�b�o�� �a�� �'�'�R�6-�Z�l�Z�d�Z�f�b��SYN-flood���� �k�l�Z�}�� �d�j�b�l�b�q�g�h�x��
�a�Z�^�Z�q�_�x�����:�g�Z�e�•�a���l�Z���\�i�j�h�\�Z�^�`�_�g�g�y���a�Z�o�b�k�g�b�o���k�l�j�Z�l�_�]�•�c���g�Z���j�•�\�g�•���f�Z�j�r�j�m�l�b�a�Z�l�h�j�•�\�����y�d��
�d�e�x�q�h�\�h�€���e�Z�g�d�b���h�[�h�j�h�g�b�����\�b�a�g�Z�q�Z�x�l�v�k�y���g�_�h�[�o�•�^�g�•�k�l�x���a�Z�[�_�a�i�_�q�_�g�g�y���k�l�•�c�d�h�k�l�•���f�_�j�_�`��
�l�Z�� �a�[�_�j�_�`�_�g�g�y�� �g�h�j�f�Z�e�v�g�h�]�h�� �n�m�g�d�p�•�h�g�m�\�Z�g�g�y�� �\�� �m�f�h�\�Z�o�� �g�Z�^�f�•�j�g�h�]�h�� �l�j�Z�n�•�d�m�� �l�Z��
�d�•�[�_�j�a�Z�]�j�h�a�� 
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�>�e�y�� �\�b�j�•�r�_�g�g�y�� �p�•�}�€�� �i�j�h�[�e�_�f�b���� �\�Z�`�e�b�\�h�� �\�^�h�k�d�h�g�Z�e�x�\�Z�l�b���l�_�o�g�h�e�h�]�•�€�� �l�Z��
�f�_�o�Z�g�•�a�f�b���a�Z�o�b�k�l�m���g�Z���j�•�\�g�•���f�Z�j�r�j�m�l�b�a�Z�l�h�j�•�\�����G�h�\�•�� �k�l�j�Z�l�_�]�•�€���� �l�Z�d�•���y�d���\�b�d�h�j�b�k�l�Z�g�g�y��
�7�&�3���6�<�1���&�R�R�N�L�H�V�����y�d�•���^�b�g�Z�f�•�q�g�h���]�_�g�_�j�m�x�l�v���•�^�_�g�l�b�n�•�d�Z�l�h�j�b���^�e�y���g�h�\�b�o���i�•�^�d�e�x�q�_�g�v����
�Z�[�h�� �•�g�r�•�� �•�g�l�_�e�_�d�l�m�Z�e�v�g�•�� �f�_�l�h�^�b�� �n�•�e�v�l�j�Z�p�•�€�� �l�j�Z�n�•�d�m���� �k�l�Z�x�l�v�� �\�Z�`�e�b�\�b�f�b�� �^�e�y��
�a�Z�[�_�a�i�_�q�_�g�g�y���_�n�_�d�l�b�\�g�h�]�h���i�j�h�l�b�k�l�h�y�g�g�y���Z�l�Z�d�Z�f��SYN-flood. 

�H�^�g�Z�d�� �•�k�g�m�}�� �•�g�r�Z�� �Z�k�i�_�d�l�� �Z�d�l�m�Z�e�v�g�h�k�l�•���� �i�h�\�
�y�a�Z�g�b�c�� �•�a�� �a�^�Z�l�g�•�k�l�x�� �Z�l�Z�d��SYN-
flood �_�\�h�e�x�p�•�h�g�m�\�Z�l�b�� �l�Z�� �Z�^�Z�i�l�m�\�Z�l�b�k�y�� �^�h�� �k�m�q�Z�k�g�b�o���a�Z�o�h�^�•�\�� �a�Z�o�b�k�l�m���� �A�e�h�\�f�b�k�g�b�d�b��
�\�b�d�h�j�b�k�l�h�\�m�x�l�v�� �l�_�o�g�h�e�h�]�•�€�� �r�l�m�q�g�h�]�h�� �•�g�l�_�e�_�d�l�m�� �l�Z�� �f�Z�r�b�g�g�h�]�h�� �g�Z�\�q�Z�g�g�y�� �^�e�y��
�\�^�h�k�d�h�g�Z�e�_�g�g�y�� �k�\�h�€�o���k�l�j�Z�l�_�]�•�c���l�Z���h�[�o�•�^���a�Z�o�h�^�•�\���[�_�a�i�_�d�b�����P�_���k�l�Z�\�b�l�v���\�b�d�e�b�d���i�_�j�_�^��
�j�h�a�j�h�[�g�b�d�Z�f�b�� �l�Z�� �Z�^�f�•�g�•�k�l�j�Z�l�h�j�Z�f�b �f�_�j�_�`�_�\�b�o�� �k�b�k�l�_�f�� �m�� �i�h�r�m�d�Z�o�� �g�Z�c�[�•�e�v�r��
�•�g�g�h�\�Z�p�•�c�g�b�o���l�Z���_�n�_�d�l�b�\�g�b�o���a�Z�o�h�^�•�\���a�Z�o�b�k�l�m�� 

�H�l�`�_���� �a�Z�[�_�a�i�_�q�_�g�g�y�� �k�l�•�c�d�h�k�l�•�� �f�_�j�_�`�� �•�� �_�n�_�d�l�b�\�g�h�k�l�•�� �f�Z�j�r�j�m�l�b�a�Z�l�h�j�•�\�� �\��
�m�f�h�\�Z�o���i�h�k�l�•�c�g�h���a�j�h�k�l�Z�x�q�b�o���'�'�R�6-�Z�l�Z�d��SYN-flood �}���i�j�h�[�e�_�f�h�x���i�_�j�r�h�q�_�j�]�h�\�h�]�h��
�a�g�Z�q�_�g�g�y���� �\�b�f�Z�]�Z�x�q�b�� �i�h�k�l�•�c�g�h�]�h�� �\�^�h�k�d�h�g�Z�e�_�g�g�y�� �l�_�o�g�•�d���a�Z�o�b�k�l�m�� �l�Z�� �\�i�j�h�\�Z�^�`�_�g�g�y��
�•�g�g�h�\�Z�p�•�c�g�b�o�� �i�•�^�o�h�^�•�\�� �^�e�y�� �a�Z�[�_�a�i�_�q�_�g�g�y�� �g�Z�^�•�c�g�h�k�l�•�� �•�� �[�_�a�i�_�d�b�� �f�_�j�_�`�_�\�b�o��
�•�g�n�j�Z�k�l�j�m�d�l�m�j�� 
�F�_�l�Z�� �k�l�Z�l�l�•�� �l�Z�� �a�Z�\�^�Z�g�g�y�� �^�h�k�e�•�^�`�_�g�g�y. �F�_�l�h�x �p�•�}�€�� �k�l�Z�l�l�•�� �}�� �j�h�a�j�h�[�d�Z�� �[�•�e�v�r��
�_�n�_�d�l�b�\�g�h�]�h�� �Z�e�]�h�j�b�l�f�m�� �^�e�y�� �[�e�h�d�m�\�Z�g�g�y�� �'�'�R�6�� �Z�l�Z�d���� �s�h�� �\�b�d�h�j�b�k�l�h�\�m�x�l�v�� �6�<�1��
�i�Z�d�_�l�b�����g�Z���f�Z�j�r�j�m�l�b�a�Z�l�h�j�•. 

�>�e�y���^�h�k�y�]�g�_�g�g�y���f�_�l�b���k�l�Z�l�l�•���g�_�h�[�o�•�^�g�h���\�b�j�•�r�b�l�b���l�Z�d�•���a�Z�\�^�Z�g�g�y�� 
1. �J�h�a�•�[�j�Z�l�b�k�y�� �d�m�^�b�� �c�^�m�l�v�� �j�_�k�m�j�k�b�� �f�Z�j�r�j�m�l�b�a�Z�l�h�j�Z�� �i�•�^�� �q�Z�k�� �\�b�d�h�j�b�k�l�Z�g�g�y��

�l�_�o�g�h�e�h�]�•�€���7�&�3���6�<�1���&�2�2�.�,�(�6 
2. �J�h�a�j�h�[�b�l�b���[�•�e�v�r���_�n�_�d�l�b�\�g�b�c���Z�e�]�h�j�b�l�f���[�e�h�d�m�\�Z�g�g�y���d�h�j�b�k�l�m�\�Z�q�•�\ 

�H�k�g�h�\�g�Z���q�Z�k�l�b�g�Z. �7�&�3���6�<�1���&�R�R�N�L�H�V���i�j�_�^�k�l�Z�\�e�y�x�l�v���k�h�[�h�x�� �_�n�_�d�l�b�\�g�b�c���f�_�o�Z�g�•�a�f��
�a�Z�o�b�k�l�m���\�•�^���Z�l�Z�d��SYN-flood �\���d�h�g�l�_�d�k�l�•�� �j�m�d�h�k�l�b�k�d�Z�g�g�y���i�j�h�l�h�d�h�e�m���7�&�3�����<�h�g�b���[�m�e�b��
�j�h�a�j�h�[�e�_�g�•���^�e�y���l�h�]�h�����s�h�[���a�Z�[�_�a�i�_�q�b�l�b���g�Z�^�•�c�g�b�c���l�Z���_�n�_�d�l�b�\�g�b�c���k�i�h�k�•�[���\�b�y�\�e�_�g�g�y���l�Z��
�a�Z�o�b�k�l�m�� �\�•�^�� �'�'�R�6-�Z�l�Z�d���� �a�h�d�j�_�f�Z�� �l�b�o���� �y�d�•�� �\�b�d�h�j�b�k�l�h�\�m�x�l�v�� �\�j�Z�a�e�b�\�h�k�l�•�� �m��
�i�h�q�Z�l�d�h�\�h�f�m���_�l�Z�i�•���\�k�l�Z�g�h�\�e�_�g�g�y���7�&�3-�a�
�}�^�g�Z�g�v�� 

�H�k�g�h�\�g�Z�� �•�^�_�y�� �i�h�e�y�]�Z�}�� �\�� �l�h�f�m���� �s�h�[�� �m�g�b�d�g�m�l�b�� �\�b�^�•�e�_�g�g�y���j�_�k�m�j�k�•�\�� �^�e�y��
�a�[�_�j�•�]�Z�g�g�y�� �k�l�Z�g�m�� �g�_�i�•�^�l�\�_�j�^�`�_�g�b�o�� �a�
�}�^�g�Z�g�v�� �g�Z�� �k�_�j�\�_�j�•�� �^�h�� �l�h�]�h�� �f�h�f�_�g�l�m���� �i�h�d�b�� �g�_��
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�J�b�k�� 1. �:�e�]�h�j�b�l�f���h�[�j�h�[�d�b���i�Z�d�_�l�•�\���f�Z�j�r�j�m�l�b�a�Z�l�h�j�h�f [6] 
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�i�h�\�b�g�_�g���i�h�\�g�•�k�l�x���i�j�h�c�l�b���\�k�•���_�l�Z�i�b���h�[�j�h�[�d�b���g�Z���f�Z�j�r�j�m�l�b�a�Z�l�h�j�•�����p�_���k�l�\�h�j�x�}���a�g�Z�q�g�_��
�g�Z�\�Z�g�l�Z�`�_�g�g�y���g�Z���i�j�h�p�_�k�h�j���l�Z���i�Z�f�
�y�l�v���h�[�e�Z�^�g�Z�g�g�y�� 

�L�Z�d�b�c�� �i�•�^�o�•�^�� �k�i�j�b�y�}�� �\�_�e�b�d�•�c�� �d�•�e�v�d�h�k�l�•�� �\�b�l�j�Z�q�_�g�b�o�� �j�_�k�m�j�k�•�\�� �g�Z�� �h�[�j�h�[�d�m��
�n�Z�e�v�r�b�\�b�o�� �Z�[�h�� �g�_�i�j�Z�\�h�f�•�j�g�b�o�� �6�<�1-�a�Z�i�b�l�•�\���� �\�b�l�j�Z�q�Z�x�q�b�� �i�j�h�i�m�k�d�g�m�� �a�^�Z�l�g�•�k�l�v�� �l�Z��
�h�[�q�b�k�e�x�\�Z�e�v�g�•���j�_�k�m�j�k�b���g�Z���l�_�����s�h�[���\�b�a�g�Z�q�b�l�b�����q�b���p�•���i�Z�d�_�l�b���}���e�_�]�•�l�b�f�g�b�f�b�� 

�M�� �a�\�
�y�a�d�m�� �a�� �p�b�f���� �j�h�a�]�e�y�^�Z�}�l�v�k�y�� �i�j�h�[�e�_�f�Z�� �Z�k�b�f�_�l�j�b�q�g�h�]�h�� �g�Z�\�Z�g�l�Z�`�_�g�g�y�� �g�Z��
�f�_�j�_�`�_�\�_�� �h�[�e�Z�^�g�Z�g�g�y�� �i�•�^�� �q�Z�k�� �'�'�R�6-�Z�l�Z�d�b���� �d�h�e�b�� �\�_�e�b�d�b�c�� �h�[�k�y�]�� �6�<�1-�a�Z�i�b�l�•�\��
�i�j�b�a�\�h�^�b�l�v�� �^�h�� �g�Z�^�f�•�j�g�h�]�h�� �\�b�d�h�j�b�k�l�Z�g�g�y�� �h�[�q�b�k�e�x�\�Z�e�v�g�b�o�� �j�_�k�m�j�k�•�\��
�f�Z�j�r�j�m�l�b�a�Z�l�h�j�Z���� �P�_�� �f�h�`�_�� �i�j�b�a�\�_�k�l�b�� �^�h�� �a�g�b�`�_�g�g�y�� �i�j�h�^�m�d�l�b�\�g�h�k�l�•�� �f�_�j�_�`�•���� �Z�� �\��
�^�_�y�d�b�o���\�b�i�Z�^�d�Z�o���•���^�h���\�•�^�f�h�\�b���h�[�e�Z�^�g�Z�g�g�y���i�•�^���\�i�e�b�\�h�f���Z�l�Z�d�b�� 

�I�j�b���\�b�\�q�_�g�g�•���_�n�_�d�l�b�\�g�h�k�l�•���f�_�l�h�^�•�\���a�Z�o�b�k�l�m���\�•�^���r�d�•�^�e�b�\�h�]�h���l�j�Z�n�•�d�m�����\�b�g�b�d�Z�}��
�d�e�x�q�h�\�b�c�� �Z�k�i�_�d�l�� �s�h�^�h�� �\�a�Z�}�f�h�a�\�
�y�a�d�m�� �f�•�`�� �a�Z�o�b�k�l�h�f�� �f�_�j�_�`�•�� �l�Z�� �h�[�j�h�[�d�h�x��
�e�_�]�•�l�b�f�g�h�]�h���l�j�Z�n�•�d�m�����<�•�^�d�e�x�q�_�g�g�y���•�g�l�_�j�n�_�c�k�m���^�e�y���[�e�h�d�m�\�Z�g�g�y���r�d�•�^�e�b�\�h�]�h���l�j�Z�n�•�d�m����
�o�h�q�� �•�� �}�� �_�n�_�d�l�b�\�g�b�f�� �a�Z�o�h�^�h�f���� �\�h�^�g�h�q�Z�k�� �k�l�\�h�j�x�}�� �\�_�e�b�d�•�� �l�j�m�^�g�h�s�•�� �^�e�y�� �g�h�j�f�Z�e�v�g�h�€��
�h�[�j�h�[�d�b���e�_�]�•�l�b�f�g�b�o���a�
�}�^�g�Z�g�v�� 

�M�� �j�Z�a�•�� �\�•�^�d�e�x�q�_�g�g�y�� �•�g�l�_�j�n�_�c�k�m�� �^�e�y�� �[�e�h�d�m�\�Z�g�g�y�� �Z�l�Z�d�b���� �\�_�k�v�� �l�j�Z�n�•�d����
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The study highlights the importance and relevance of SYN attacks in today's digital environment, with a 
particular focus on routers as the first line of defense. DDoS attacks using the SYN methodology continue 
to pose a serious threat to the stability and security of network infrastructures. Analyzing the current 
landscape of cyber threats, the article highlights the scale and frequency of SYN DDoS attacks that 
jeopardize the operation of routers. It is noted that the evolution of such attacks includes the use of botnets, 
distributed network resources, and intelligent techniques, making them difficult to detect and deter. The 
main focus of the study is on the role of routers as the first line of defense. The study examines how SYN-
type DDoS attacks affect the performance of network equipment, including routers, and analyzes the 
requirements for effective protection at this level. The study examines current technologies and defense 
strategies, particularly in the context of routers, that can detect and minimize the impact of SYN DDoS 
attacks. The interest in using the latest techniques, such as TCP SYN Cookies and other technologies that 
effectively control anomalous traffic, is a key topic of the study. The results of the study serve as a basis 
for the development and implementation of effective protection strategies at the router level aimed at 
ensuring the stability and security of network infrastructures in the area of constant SYN-type DDoS 
attacks. 
Keywords: network, DDoS protection, TCP SYN attack. 
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�<�� �j�h�[�h�l�•�� �j�h�a�j�h�[�e�_�g�h�� �f�h�^�b�n�•�d�Z�p�•�x �Z�e�]�h�j�b�l�f�m�� �\�b�y�\�e�_�g�g�y�� �d�e�h�g�m�\�Z�g�g�y�� �d�Z�^�j�•�\ �m��
�\�•�^�_�h�i�h�k�e�•�^�h�\�g�h�k�l�y�o. �@�b�l�l�y���k�m�q�Z�k�g�h�€���e�x�^�b�g�b���g�_�f�h�`�e�b�\�h���m�y�\�b�l�b���[�_�a���i�h�k�l�•�c�g�h�€��
�i�j�b�k�m�l�g�h�k�l�•���m���g�v�h�f�m���p�b�n�j�h�\�b�o���l�_�o�g�h�e�h�]�•�c�����<�h�g�b���k�l�Z�e�b���g�_�\�•�^�¶�}�f�g�h�x���q�Z�k�l�b�g�h�x��
�g�Z�r�h�]�h�� �i�h�[�m�l�m���� �M�� �d�h�`�g�h�]�h�� �}�� �k�f�Z�j�l�n�h�g���� �f�Z�c�`�_�� �d�h�`�_�g�� �\�h�e�h�^�•�}�� �i�_�j�k�h�g�Z�e�v�g�b�f��
�d�h�f�i�¶�x�l�_�j�h�f�� �Z�[�h�� �g�h�m�l�[�m�d�h�f���� �L�_�o�g�h�e�h�]�•�€�� �n�h�l�h- �l�Z�� �\�•�^�_�h�a�c�h�f�d�b���� �Z�� �l�Z�d�h�`��
�j�h�a�i�h�\�k�x�^�`�_�g�g�y �l�Z���h�i�j�b�e�x�^�g�_�g�g�y���a�g�•�f�d�•�\���•���\�•�^�_�h�����l�Z�d�•�����y�d���k�h�p�f�_�j�_�`�•�����a�j�h�[�b�e�b�k�y��
�g�_�\�•�^�¶�}�f�g�h�x�� �q�Z�k�l�b�g�h�x�� �p�b�n�j�h�\�•�a�Z�p�•�€���� �P�b�n�j�h�\�•�a�Z�p�•�y�� �i�h�r�b�j�b�e�Z�k�v�� �•�� �g�Z�� �^�m�`�_��
�\�Z�`�e�b�\�•���^�e�y���`�b�l�l�y���e�x�^�k�l�\�Z���k�n�_�j�b�����l�Z�d�•���h�l���y�d���d�j�b�f�•�g�Z�e�•�k�l�b�d�Z���Z�[�h���a�Z�k�h�[�b���f�Z�k�h�\�h�€��
�•�g�n�h�j�f�Z�p�•�€�� �>�e�y�� �l�h�]�h���� �s�h�[�� �f�Z�l�b�� �^�h�\�•�j�m�� �^�h�� �\�•�^�_�h�f�Z�l�_�j�•�Z�e�•�\���� �y�d�Z�� �g�Z�^�a�\�b�q�Z�c�g�h��
�\�Z�`�e�b�\�Z�� �m�� �d�j�b�f�•�g�Z�e�v�g�b�o�� �j�h�a�k�e�•�^�m�\�Z�g�g�y�o���� �k�m�^�h�\�b�o�� �k�i�j�Z�\�Z�o�� �l�Z�� �•�g�n�h�j�f�Z�p�•�c�g�b�o��
�f�_�j�_�`�Z�o�����i�h�l�j�•�[�g�h���j�h�a�\�b�\�Z�l�b���k�n�_�j�m���\�b�d�j�b�l�l�y���f�h�^�b�n�•�d�Z�p�•�c���l�Z���n�Z�e�v�k�b�n�•�d�Z�p�•�c���m��
�\�•�^�_�h- �l�Z���n�h�l�h�f�Z�l�_�j�•�Z�e�Z�o�����j�h�a�j�h�[�e�y�l�b���g�h�\�•���f�_�l�h�^�b�����s�h���^�h�a�\�h�e�y�x�l�v���\�i�_�\�g�b�l�b�k�y���\��
�p�•�e�•�k�g�h�k�l�•���\�•�^�_�h���Z�[�h���\�b�y�\�b�l�b���n�Z�e�v�k�b�n�•�d�Z�p�•�x�����l�Z���f�h�^�b�n�•�d�m�\�Z�l�b���•���\�^�h�k�d�h�g�Z�e�x�\�Z�l�b��
�\�`�_�� �j�h�a�j�h�[�e�_�g�•�� �<�� �j�h�[�h�l�• �\�b�d�h�g�Z�g�h�� �Z�g�Z�e�•�a�� �f�_�l�h�^�•�\�� �^�e�y�� �a�g�Z�o�h�^�`�_�g�g�y��
�n�Z�e�v�k�b�n�•�d�Z�p�•�c�� �m�� �\�•�^�_�h�i�h�k�e�•�^�h�\�g�h�k�l�y�o�� �l�Z�� �k�m�q�Z�k�g�b�o�� �n�h�j�f�Z�l�•�\�� �•�� �Z�e�]�h�j�b�l�f�•�\�� �^�e�y��
�a�[�_�j�_�`�_�g�g�y�� �•�� �k�l�b�k�d�Z�g�g�y�� �\�•�^�_�h�i�h�k�e�•�^�h�\�g�h�k�l�_�c���� �M�� �j�_�a�m�e�v�l�Z�l�•�� �Z�g�Z�e�•�a�m�� �[�m�e�h��
�\�b�y�\�e�_�g�h���i�h�l�h�q�g�b�c���k�l�Z�g���j�h�a�\�b�l�d�m���k�n�_�j�b���\�b�y�\�e�_�g�g�y���i�•�^�j�h�[�h�d���\�•�^�_�h���l�Z���\�b�a�g�Z�q�_�g�h��
�g�Z�c�i�h�i�m�e�y�j�g�•�r�•�� �\�•�^�_�h�n�h�j�f�Z�l�b. �;�m�e�h�� �i�j�h�\�_�^�_�g�h�� �_�d�k�i�_�j�b�f�_�g�l�b�� �a�� �\�•�^�_�h�� �j�•�a�g�b�o��
�n�h�j�f�Z�l�•�\���l�Z���j�h�a�^�•�e�v�g�b�o���a�^�Z�l�g�h�k�l�_�c�����a�•�[�j�Z�g�h���l�Z���i�j�h�Z�g�Z�e�•�a�h�\�Z�g�h���^�Z�g�•�����i�•�k�e�y���q�h�]�h��
�\�k�l�Z�g�h�\�e�_�g�•�� �g�_�h�[�o�•�^�g�•�� �i�h�j�h�]�h�\�•�� �a�g�Z�q�_�g�g�y �d�h�_�n�•�p�•�}�g�l�Z�� �d�h�j�_�e�y�p�•�€�� �I�•�j�k�h�g�Z �^�e�y��
�d�h�`�g�h�]�h�� �^�h�k�e�•�^�`�m�\�Z�g�h�]�h�� �n�h�j�f�Z�l�m. �<�� �j�h�[�h�l�•�� �[�m�e�h�� �a�Z�i�j�h�i�h�g�h�\�Z�g�h�� �i�h�j�h�]�h�\�•��
�a�g�Z�q�_�g�g�y�� �^�e�y�� �i�h�r�m�d�m�� �d�e�h�g�h�\�Z�g�b�o�� �d�Z�^�j�•�\���� �I�h�j�h�]�h�\�_�� �a�g�Z�q�_�g�g�y�� �h�[�b�j�Z�}�l�v�k�y�� �\��
�a�Z�e�_�`�g�h�k�l�•�� �\�•�^�� �n�h�j�f�Z�l�m�� �l�Z�� �j�h�a�^�•�e�v�g�h�€�� �a�^�Z�l�g�h�k�l�•�� �\�•�^�_�h���� �>�e�y�� �f�h�^�b�n�•�d�Z�p�•�€��
�Z�e�]�h�j�b�l�f�m�� �\�b�y�\�e�_�g�g�y�� �d�e�h�g�m�\�Z�g�g�y�� �d�Z�^�j�•�\ �m�� �\�•�^�_�h�i�h�k�e�•�^�h�\�g�h�k�l�•���r�e�y�o�h�f�� �Z�g�Z�e�•�a�m��
�i�h�j�h�]�h�\�b�o�� �a�g�Z�q�_�g�v�� �d�h�_�n�•�p�•�}�g�l�m�� �d�h�j�_�e�y�p�•�€�� �I�•�j�k�h�g�Z�� �[�j�Z�e�b�k�y�� �l�Z�d�•�� �i�Z�j�Z�f�_�l�j�b���� �y�d��
�n�h�j�f�Z�l�� �\�•�^�_�h�� �l�Z�� �j�h�a�^�•�e�v�g�Z�� �a�^�Z�l�g�•�k�l�v���� �;�m�e�Z�� �k�l�\�h�j�_�g�Z�� �i�j�h�]�j�Z�f�g�Z�� �j�_�Z�e�•�a�Z�p�•�y��
�f�h�^�b�n�•�d�Z�p�•�€���Z�e�]�h�j�b�l�f�m���\�b�y�\�e�_�g�g�y���d�e�h�g�m�\�Z�g�g�y���d�Z�^�j�•�\ �m���\�•�^�_�h�i�h�k�e�•�^�h�\�g�h�k�l�y�o�� �<��
�j�h�[�h�l�•���g�Z�\�h�^�y�l�v�k�y���i�h�f�b�e�d�b���i�_�j�r�h�]�h���l�Z���^�j�m�]�h�]�h���j�h�^�m. 
�D�e�x�q�h�\�•�� �k�e�h�\�Z: �p�b�n�j�h�\�_�� �\�•�^�_�h���� �d�e�h�g�m�\�Z�g�g�y�� �d�Z�^�j�•�\���� �d�h�_�n�•�p�•�}�g�l�� �d�h�j�_�e�y�p�•�€����
�\�b�y�\�e�_�g�g�y���d�e�h�g�m�\�Z�g�g�y���d�Z�^�j�•�\�� 

 
�<�k�l�m�i. �@�b�l�l�y�� �k�m�q�Z�k�g�h�€�� �e�x�^�b�g�b�� �g�_�f�h�`�e�b�\�h�� �m�y�\�b�l�b�� �[�_�a�� �i�h�k�l�•�c�g�h�€�� �i�j�b�k�m�l�g�h�k�l�•�� �m��
�g�v�h�f�m�� �p�b�n�j�h�\�b�o�� �l�_�o�g�h�e�h�]�•�c���� �<�h�g�b�� �k�l�Z�e�b�� �g�_�\�•�^�¶�}�f�g�h�x�� �q�Z�k�l�b�g�h�x�� �g�Z�r�h�]�h�� �i�h�[�m�l�m����
�L�_�o�g�h�e�h�]�•�€�� �n�h�l�h- �l�Z�� �\�•�^�_�h�a�c�h�f�d�b���� �Z�� �l�Z�d�h�`�� �j�h�a�i�h�\�k�x�^�`�_�g�g�y�� �l�Z�� �h�i�j�b�e�x�^�g�_�g�g�y��
�a�g�•�f�d�•�\���•���\�•�^�_�h�����l�Z�d�•�����y�d���k�h�p�f�_�j�_�`�•�����a�j�h�[�b�e�b�k�y���g�_�\�•�^�¶�}�f�g�h�x���q�Z�k�l�b�g�h�x���p�b�n�j�h�\�•�a�Z�p�•�€����
�K�m�q�Z�k�g�Z�� �e�x�^�b�g�Z�� �k�l�b�d�Z�}�l�v�k�y�� �a�� �\�•�^�_�h�� �l�Z�� �n�h�l�h�� �\�k�x�^�b���� �]�h�j�l�Z�}�� �k�l�j�•�q�d�m�� �\�� �7�L�N-�7�R�N�� �Z�[�h��
�,�Q�V�W�D�J�U�D�P�� �m�� �\�•�e�v�g�b�c�� �\�•�^�� �j�h�[�h�l�b�� �q�Z�k���� �^�b�\�b�l�v�k�y�� �j�_�d�e�Z�f�m�� �Z�[�h�� �\�•�j�m�k�g�•�� �j�h�e�b�d�b���� �f�Z�}�� �m��
�k�\�h�}�f�m�� �l�_�e�_�n�h�g�•�� �[�_�a�e�•�q�� �\�Z�j�•�Z�g�l�•�\�� �n�h�l�h- �l�Z�� �\�•�^�_�h�k�i�h�]�Z�^�•�\�� �i�j�h�� �k�_�[�_���� �q�e�_�g�•�\�� �k�•�f�¶�€���l�Z��
�k�\�h�€�o���^�h�f�Z�r�g�•�o���l�\�Z�j�b�g�� 

�L�_�o�g�•�d�Z���l�Z�� �i�j�h�]�j�Z�f�b���� �s�h�� �f�h�`�m�l�v�� �h�[�j�h�[�e�y�l�b�� �n�h�l�h�� �l�Z�� �\�•�^�_�h���� �l�Z�d�h�`�� �h�k�l�Z�g�g�•�f��
�q�Z�k�h�f���a�Z�a�g�Z�e�b���\�_�e�b�d�h�]�h���j�h�a�\�b�l�d�m�����>�e�y���l�h�]�h�����s�h�[���g�b�f�b���d�h�j�b�k�l�m�\�Z�l�b�k�y�����g�_���i�h�l�j�•�[�g�Z��
�k�i�_�p�•�Z�e�v�g�Z���h�k�\�•�l�Z�����^�h�k�l�Z�l�g�v�h���f�Z�l�b���f�•�g�•�f�Z�e�v�g�_���h�[�e�Z�^�g�Z�g�g�y���l�Z���^�h�k�l�m�i���\���1�g�l�_�j�g�_�l�� 

�G�_�� �l�•�e�v�d�b�� �a�\�b�q�Z�c�g�•�� �d�h�j�b�k�l�m�\�Z�q�•���� �Z�� �c�� �a�e�h�q�b�g�p�•�� �l�_�i�_�j�� �f�Z�x�l�v�� �r�b�j�h�d�b�c��
�•�g�k�l�j�m�f�_�g�l�b���^�e�y���f�h�^�b�n�•�d�Z�p�•�€���l�Z���n�Z�e�v�k�b�n�•�d�Z�p�•�€���n�h�l�h���l�Z���\�•�^�_�h�����s�h���m�k�d�e�Z�^�g�x�}���a�Z�^�Z�q�m��
�\�b�a�g�Z�q�_�g�g�y�� �i�j�Z�\�^�b�\�h�€�� �•�g�n�h�j�f�Z�p�•�€�� �m�� �d�m�i�•�� �•�g�n�h�j�f�Z�p�•�c�g�h�]�h�� �r�m�f�m���� �;�Z�]�Z�l�h�� �e�x�^�_�c��
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�a�\�b�d�e�b�� �]�h�j�l�Z�l�b�� �k�l�j�•�q�d�m���� �r�\�b�^�d�h�� �k�i�j�b�c�f�Z�l�b�� �d�h�j�h�l�d�•�� �\�•�^�_�h���� �•�� �g�_�� �i�_�j�_�\�•�j�y�l�b��
�•�g�n�h�j�f�Z�p�•�x�� �i�j�b�k�d�•�i�e�b�\�h���� �H�l�`�_���� �^�e�y�� �h�[�f�Z�g�m�� �l�_�i�_�j�� �l�j�_�[�Z�� �l�•�e�v�d�b�� �s�h�[�� �l�j�h�o�b��
�i�h�s�Z�k�l�b�e�h���� �•�� �\�•�^�_�h�� �i�h�[�Z�q�b�e�Z�� �g�_�h�[�o�•�^�g�Z�� �d�•�e�v�d�•�k�l�v�� �e�x�^�_�c���� �A�Z�� �^�h�i�h�f�h�]�h�x�� �l�Z�d�h�]�h��
�i�j�b�c�h�f�m���f�h�`�g�Z���i�h�r�b�j�b�l�b���n�_�c�d�����a�]�m�[�b�l�b�� �j�_�i�m�l�Z�p�•�x���]�j�h�f�Z�^�k�v�d�h�]�h���q�b���i�h�e�•�l�b�q�g�h�]�h��
�^�•�y�q�Z���l�h�s�h�� 

�H�l�`�_���� �^�e�y�� �l�h�]�h���� �s�h�[�� �f�Z�l�b�� �^�h�\�•�j�m�� �^�h�� �\�•�^�_�h�f�Z�l�_�j�•�Z�e�•�\���� �y�d�Z�� �g�Z�^�a�\�b�q�Z�c�g�h��
�\�Z�`�e�b�\�Z�� �m�� �d�j�b�f�•�g�Z�e�v�g�b�o�� �j�h�a�k�e�•�^�m�\�Z�g�g�y�o���� �k�m�^�h�\�b�o�� �k�i�j�Z�\�Z�o�� �l�Z�� �•�g�n�h�j�f�Z�p�•�c�g�b�o��
�f�_�j�_�`�Z�o���� �i�h�l�j�•�[�g�h�� �j�h�a�\�b�\�Z�l�b�� �k�n�_�j�m�� �\�b�d�j�b�l�l�y�� �f�h�^�b�n�•�d�Z�p�•�c�� �l�Z�� �n�Z�e�v�k�b�n�•�d�Z�p�•�c�� �m��
�\�•�^�_�h- �l�Z�� �n�h�l�h�f�Z�l�_�j�•�Z�e�Z�o���� �j�h�a�j�h�[�e�y�l�b�� �g�h�\�•�� �f�_�l�h�^�b���� �s�h�� �^�h�a�\�h�e�y�x�l�v�� �\�i�_�\�g�b�l�b�k�y�� �\��
�p�•�e�•�k�g�h�k�l�•�� �\�•�^�_�h�� �Z�[�h�� �\�b�y�\�b�l�b�� �n�Z�e�v�k�b�n�•�d�Z�p�•�x���� �l�Z�� �f�h�^�b�n�•�d�m�\�Z�l�b�� �•�� �\�^�h�k�d�h�g�Z�e�x�\�Z�l�b��
�\�`�_���j�h�a�j�h�[�e�_�g�•, �l�h�f�m���j�h�[�h�l�Z���}���Z�d�l�m�Z�e�v�g�h�x�� 
�F�_�l�Z���l�Z���a�Z�^�Z�q�•���j�h�[�h�l�b. �F�_�l�h�x���^�Z�g�h�€���j�h�[�h�l�b���}���i�•�^�\�b�s�_�g�g�y���_�n�_�d�l�b�\�g�h�k�l�•���Z�e�]�h�j�b�l�f�m��
�\�b�y�\�e�_�g�g�y�� �d�e�h�g�m�\�Z�g�g�y�� �d�Z�^�j�•�\�� �m�� �\�•�^�_�h�i�h�k�e�•�^�h�\�g�h�k�l�y�o�� �r�e�y�o�h�f�� �f�h�^�b�n�•�d�Z�p�•�€�� �a�Z��
�^�h�i�h�f�h�]�h�x���Z�g�Z�e�•�a�m���i�h�j�h�]�h�\�b�o���a�g�Z�q�_�g�v. 

�<���i�j�h�p�_�k�•���^�h�k�y�]�g�_�g�g�y���f�_�l�b���\�b�d�h�g�m�x�l�v�k�y���g�Z�k�l�m�i�g�•���a�Z�^�Z�q�•���� 
�� �Z�g�Z�e�•�a�� �\�•�^�_�h�i�h�k�e�•�^�h�\�g�h�k�l�_�c�� �^�e�y�� �h�l�j�b�f�Z�g�g�y�� �i�h�j�h�]�h�\�b�o�� �a�g�Z�q�_�g�v�� �^�e�y��

�d�h�_�n�•�p�•�}�g�l�Z���d�h�j�_�e�y�p�•�€; 
�� �j�h�a�j�h�[�b�l�b�� �f�h�^�b�n�•�d�Z�p�•�x�� �Z�e�]�h�j�b�l�f�m�� �\�b�y�\�e�_�g�g�y�� �n�Z�e�v�k�b�n�•�d�Z�p�•�€�� �m��

�\�•�^�_�h�i�h�k�e�•�^�h�\�g�h�k�l�•�� 
�� �i�j�h�]�j�Z�f�g�h �j�_�Z�e�•�a�m�\�Z�l�b �j�h�a�j�h�[�e�_�g�m���f�h�^�b�n�•�d�Z�p�•�x �Z�e�]�h�j�b�l�f�m���\�b�y�\�e�_�g�g�y��

�d�e�h�g�m�\�Z�g�g�y���d�Z�^�j�•�\ �m���\�•�^�_�h�i�h�k�e�•�^�h�\�g�h�k�l�y�o�� 
�� �h�p�•�g�b�l�b �_�n�_�d�l�b�\�g�•�k�l�v �j�h�a�j�h�[�e�_�g�h�€�� �f�h�^�b�n�•�d�Z�p�•�€ �Z�e�]�h�j�b�l�f�m�� �\�b�y�\�e�_�g�g�y��

�d�e�h�g�m�\�Z�g�g�y���d�Z�^�j�•�\ �m���\�•�^�_�h�i�h�k�e�•�^�h�\�g�h�k�l�y�o. 
�I�•�^�� �i�h�j�m�r�_�g�g�y�f�� �p�•�e�•�k�g�h�k�l�•�� ���n�Z�e�v�k�b�n�•�d�Z�p�•�}�x���� �p�b�n�j�h�\�h�]�h�� �\�•�^�_�h�� �m�� �j�h�[�h�l�•��

�j�h�a�m�f�•�}�l�v�k�y�� �a�Z�k�l�h�k�m�\�Z�g�g�y�� �^�h�� �\�•�^�_�h�i�h�k�e�•�^�h�\�g�h�k�l�•�� �d�e�h�g�m�\�Z�g�g�y�� �d�Z�^�j�•�\���� �s�h��
�i�j�h�\�h�^�b�l�v�k�y���a�Z�k�h�[�Z�f�b���]�j�Z�n�•�q�g�b�o���j�_�^�Z�d�l�h�j�•�\���\�•�^�_�h�i�h�k�e�•�^�h�\�g�h�k�l�_�c�� 

�?�n�_�d�l�b�\�g�•�k�l�v�� �\�b�y�\�e�_�g�g�y �d�e�h�g�m�\�Z�g�g�y�� �d�Z�^�j�•�\�� �h�p�•�g�x�}�f�h�� �d�•�e�v�d�•�k�l�x�� �i�h�f�b�e�h�d��
�i�_�j�r�h�]�h���•���^�j�m�]�h�]�h���j�h�^�m�� 
�H�k�g�h�\�g�Z�� �q�Z�k�l�b�g�Z. �<�b�y�\�e�_�g�g�y�� �n�Z�e�v�k�b�n�•�d�Z�p�•�€�� �\�•�^�_�h�� �± �p�_�� �i�•�^�d�Z�l�_�]�h�j�•�y��
�\�•�^�_�h�d�j�b�f�•�g�Z�e�•�k�l�b�d�b���� �y�d�Z�� �^�h�k�e�•�^�`�m�}�� �\�•�^�_�h�� �s�h�^�h�� �a�f�•�g�� �d�h�g�l�_�g�l�m�� �•�� �f�h�`�_�� �\�b�a�g�Z�q�b�l�b��
�i�j�h�k�l�h�j�h�\�•�� �Z�[�h�� �q�Z�k�h�\�•�� �f�•�k�p�y�� �i�•�^�j�h�[�d�b���� �I�•�^�o�h�^�b�� �\�b�y�\�e�_�g�g�y�� �n�Z�e�v�k�b�n�•�d�Z�p�•�€�� �\�•�^�_�h��
�f�h�`�m�l�v���[�m�l�b���y�d���Z�d�l�b�\�g�b�f�b�����l�Z�d���•���i�Z�k�b�\�g�b�f�b���\���a�Z�e�_�`�g�h�k�l�•���\�•�^���g�Z�y�\�g�h�k�l�•���Z�i�j�•�h�j�g�h�€��
�•�g�n�h�j�f�Z�p�•�€���i�j�h���\�•�^�_�h. 

�:�d�l�b�\�g�•�� �f�_�l�h�^�b���� �l�Z�d�•�� �y�d�� �p�b�n�j�h�\�b�c�� �i�•�^�i�b�k�� �l�Z�� �\�h�^�y�g�•�� �a�g�Z�d�b���� �\�b�f�Z�]�Z�x�l�v��
�i�h�i�_�j�_�^�g�v�h�� �\�[�m�^�h�\�Z�g�h�€�� �•�g�n�h�j�f�Z�p�•�€�� �^�h�k�e�•�^�`�m�\�Z�g�h�]�h�� �n�Z�c�e�m�� �^�e�y�� �i�_�j�_�\�•�j�d�b�� �c�h�]�h��
�e�_�]�•�l�b�f�g�h�k�l�•�����;�•�e�v�r�•�k�l�v���i�j�b�k�l�j�h�€�\���\�•�^�_�h�a�Z�o�h�i�e�_�g�g�y�����y�d�•���i�j�_�^�k�l�Z�\�e�_�g�•���g�Z���j�b�g�d�m�����g�_��
�i�•�^�l�j�b�f�m�x�l�v�� �p�x�� �n�m�g�d�p�•�x���� �D�j�•�f�� �l�h�]�h���� �p�_�� �a�Z�e�_�`�b�l�v�� �\�•�^�� �j�h�a�k�m�^�m�� �d�h�j�b�k�l�m�\�Z�q�Z����
�\�[�m�^�h�\�m�\�Z�l�b���p�x���•�g�n�h�j�f�Z�p�•�x���q�b���g�•�� 

�I�Z�k�b�\�g�•���q�b���i�j�b�o�h�\�Z�g�•���f�_�l�h�^�b���\�b�y�\�e�_�g�g�y���g�_�k�Z�g�d�p�•�h�g�h�\�Z�g�h�]�h���^�h�k�l�m�i�m���^�h���\�•�^�_�h��
�g�_���\�b�f�Z�]�Z�x�l�v���i�h�i�_�j�_�^�g�v�h�€���•�g�n�h�j�f�Z�p�•�€���^�e�y���d�e�Z�k�b�n�•�d�Z�p�•�€���\�•�^�_�h���y�d���i�•�^�j�h�[�e�_�g�h�]�h���q�b���g�•����
�P�•�� �f�_�l�h�^�b�� �}�� �[�•�e�v�r�� �g�Z�^�•�c�g�b�f�b�� �m�� �j�_�Z�e�v�g�b�o�� �k�p�_�g�Z�j�•�y�o���� �h�k�d�•�e�v�d�b�� �\�h�g�b�� �i�j�Z�p�x�x�l�v����
�\�b�d�h�j�b�k�l�h�\�m�x�q�b���k�e�•�^�b���Z�[�h���Z�j�l�_�n�Z�d�l�b���g�_�k�Z�g�d�p�•�h�g�h�\�Z�g�h�]�h���^�h�k�l�m�i�m�� �<���g�Z�r�•�c���j�h�[�h�l�•��
�f�b���[�m�^�_�f�h���\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b���k�Z�f�_���i�Z�k�b�\�g�•���f�_�l�h�^�b���\�b�y�\�e�_�g�g�y���n�Z�e�v�k�b�n�•�d�Z�p�•�€���\�•�^�_�h. 

�<�•�^�_�h�� �f�h�`�g�Z�� �j�h�a�]�e�y�^�Z�l�b�� �y�d�� �i�h�k�e�•�^�h�\�g�•�k�l�v�� �a�h�[�j�Z�`�_�g�v���� �y�d�•�� �g�Z�a�b�\�Z�x�l�v�k�y��
�d�Z�^�j�Z�f�b�����s�h���\�•�^�h�[�j�Z�`�Z�x�l�v�k�y���i�j�h�l�y�]�h�f���i�_�\�g�h�]�h���i�_�j�•�h�^�m���q�Z�k�m�����L�Z�d�b�f���q�b�g�h�f�����f�_�l�h�^�b��
�\�b�y�\�e�_�g�g�y�� �g�_�k�Z�g�d�p�•�h�g�h�\�Z�g�h�]�h�� �^�h�k�l�m�i�m�� �f�h�`�m�l�v�� �a�Z�k�l�h�k�h�\�m�\�Z�l�b�k�v�� �e�b�r�_�� �g�Z�� �j�•�\�g�•��
�d�Z�^�j�m�� 

�I�•�^�� �Z�l�Z�d�h�x�� �g�Z�� �\�•�^�_�h�i�h�k�e�•�^�h�\�g�•�k�l�v�� �[�m�^�_�f�h�� �j�h�a�m�f�•�l�b�� �i�h�j�m�r�_�g�g�y�� �p�•�e�•�k�g�h�k�l�•��
�p�v�h�]�h���\�•�^�_�h�����I�h�j�m�r�_�g�g�y���p�•�e�•�k�g�h�k�l�•���Z�[�h���n�Z�e�v�k�b�n�•�d�Z�p�•�x �\�•�^�_�h���f�h�`�g�Z���j�h�a�^�•�e�b�l�b���g�Z������
�d�Z�l�_�]�h�j�•�€ [1]:  

�� �Z�l�Z�d�b���i�j�h�k�l�h�j�h�\�h�]�h���\�l�j�m�q�Z�g�g�y�����l�h�[�l�h���\�g�m�l�j�•�r�g�v�h�d�Z�^�j�h�\�•;  
�� �Z�l�Z�d�b���q�Z�k�h�\�h�]�h���\�l�j�m�q�Z�g�g�y�����l�h�[�l�h���f�•�`�d�Z�^�j�h�\�•;  
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�� �Z�l�Z�d�b���i�j�h�k�l�h�j�h�\�h-�q�Z�k�h�\�h�]�h���\�l�j�m�q�Z�g�g�y���� 
�N�Z�e�v�k�b�n�•�d�Z�p�•�€ �f�h�`�m�l�v�� �\�•�^�[�m�\�Z�l�b�k�y�� �g�Z�� �j�•�\�g�y�o�� �d�Z�^�j�m���� �[�e�h�d�m���� �i�•�d�k�_�e�x�� �Z�[�h��

�k�p�_�g�b [2]. 
�I�j�b���\�g�m�l�j�•�r�g�v�h�d�Z�^�j�h�\�•�c �Z�l�Z�p�•���a�f�•�g�x�}�l�v�k�y���\�b�o�•�^�g�b�c���\�f�•�k�l���i�_�\�g�b�o���d�Z�^�j�•�\�����/��

�^�_�d�•�e�v�d�Z���\�b�^�•�\���i�h�i�m�e�y�j�g�b�o���h�i�_�j�Z�p�•�c �i�j�b���\�g�m�l�j�•�r�g�v�h�d�Z�^�j�h�\�•�c �Z�l�Z�p�•:  
�� �^�h�^�Z�\�Z�g�g�y���i�_�\�g�b�o���h�[�e�Z�k�l�_�c �l�Z���h�[�¶�}�d�l�•�\ �a���p�v�h�]�h���\�•�^�_�h �m���d�Z�^�j�•; 
�� �^�h�^�Z�\�Z�g�g�y���i�_�\�g�b�o���h�[�e�Z�k�l�_�c���l�Z���h�[�¶�}�d�l�•�\���a���j�•�a�g�b�o���\�•�^�_�h���m���d�Z�^�j�•�� 
�� �\�b�^�Z�e�_�g�g�y���^�_�y�d�h�]�h���h�[�¶�}�d�l�m���a���d�Z�^�j�m�� 
�� �k�i�h�l�\�h�j�_�g�g�y�� �a�h�[�j�Z�`�_�g�g�y�� �a�Z�� �^�h�i�h�f�h�]�h�x�� �\�b�d�h�j�b�k�l�Z�g�g�y�� �]�_�h�f�_�l�j�b�q�g�b�o��

�i�_�j�_�l�\�h�j�_�g�v. 
�:�l�Z�d�b���q�Z�k�h�\�h�]�h�� �\�l�j�m�q�Z�g�g�y���� �l�h�[�l�h�� �f�•�`�d�Z�^�j�h�\�•�� �i�•�^�j�h�[�d�b���� �\�•�^�j�•�a�g�y�x�l�v�k�y�� �l�b�f����

�s�h�� �d�Z�^�j�� �i�•�^�^�Z�}�l�v�k�y�� �i�j�h�p�_�k�m�� �n�Z�e�v�k�b�n�•�d�Z�p�•�€�� �i�h�\�g�•�k�l�x���� �Z���g�_�� �q�Z�k�l�d�h�\�h���� �F�h�`�g�Z��
�\�b�^�•�e�b�l�b���^�_�d�•�e�v�d�Z���l�b�i�•�\���f�•�`�d�Z�^�j�h�\�b�o���n�Z�e�v�k�b�n�•�d�Z�p�•�c���� 

�� �\�b�^�Z�e�_�g�g�y���d�Z�^�j�m���a���\�•�^�_�h���� 
�� �\�k�l�Z�\�d�m���d�Z�^�j�•�\���a���•�g�r�b�o���\�•�^�_�h���� 
�� �^�m�[�e�x�\�Z�g�g�y���d�Z�^�j�•�\���a���i�h�l�h�q�g�h�]�h���\�•�^�_�h���� 
�� �i�_�j�_�l�Z�k�h�\�d�m���d�Z�^�j�•�\�� 
�<�b�^�Z�e�_�g�g�y���d�Z�^�j�•�\���i�h�\�
�y�a�Z�g�_���a���\�b�^�Z�e�_�g�g�y�f���i�h�^�•�c���m���\�•�^�_�h���r�e�y�o�h�f���\�b�^�Z�e�_�g�g�y��

�\�•�^�i�h�\�•�^�g�b�o�� �d�Z�^�j�•�\���� �I�j�b�� �\�k�l�Z�\�p�•�� �d�Z�^�j�•�\�� �d�Z�^�j�b���� �k�d�h�i�•�c�h�\�Z�g�•�� �a�� �h�^�g�h�]�h�� �\�•�^�_�h����
�\�k�l�Z�\�e�y�x�l�v�k�y���^�h���•�g�r�h�]�h�����>�m�[�e�x�\�Z�g�g�y���d�Z�^�j�•�\�����Z�[�h���j�_�i�e�•�d�Z�p�•�y�����\�d�e�x�q�Z�}���d�h�i�•�x�\�Z�g�g�y��
�d�Z�^�j�•�\�� �m���\�•�^�_�h���•�� �\�k�l�Z�\�d�m���€�o���\�� �•�g�r�•�� �l�b�f�q�Z�k�h�\�•�� �f�•�k�p�y�� �l�h�]�h�� �`�� �\�•�^�_�h���� �I�_�j�_�l�Z�k�h�\�m�\�Z�g�g�y��
�d�Z�^�j�•�\�� �± �p�_�� �s�_�� �h�^�g�Z�� �n�h�j�f�Z�� �^�m�[�e�x�\�Z�g�g�y�� �d�Z�^�j�•�\���� �d�h�e�b�� �k�d�h�i�•�c�h�\�Z�g�•�� �d�Z�^�j�b��
�i�_�j�_�m�i�h�j�y�^�d�h�\�m�x�l�v�k�y���\���q�Z�k�•���i�_�j�_�^���\�k�l�Z�\�d�h�x�����<�k�l�Z�\�d�Z���d�Z�^�j�•�\�����^�m�[�e�x�\�Z�g�g�y���d�Z�^�j�•�\���l�Z��
�i�_�j�_�l�Z�k�h�\�m�\�Z�g�g�y�� �d�Z�^�j�•�\�� �f�h�`�m�l�v�� �[�m�l�b�� �\�b�d�h�j�b�k�l�Z�g�•�� �^�e�y�� �a�Z�i�h�\�g�_�g�g�y�� �i�j�h�[�•�e�m�� �m��
�\�b�^�Z�e�_�g�b�o���d�Z�^�j�Z�o���m���\�•�^�_�h�� �<���g�Z�r�•�c���j�h�[�h�l�•���i�j�Z�p�x�}�f�h���a���^�m�[�e�x�\�Z�g�g�y�f���d�Z�^�j�•�\�� �l�h�]�h���`��
�\�•�^�_�h. 

�G�Z�j�Z�a�•�� �p�b�n�j�h�\�_�� �\�•�^�_�h���� �\�•�^�a�g�y�l�_�� �g�Z�� �k�m�q�Z�k�g�m�� �d�Z�f�_�j�m���� �k�Z�f�h�� �i�h�� �k�h�[�•�� �[�Z�]�Z�l�h��
�\�Z�`�b�l�v�����>�e�y���l�h�]�h�����s�h�[���h�i�l�b�f�•�a�m�\�Z�l�b �j�h�a�i�h�^�•�e���^�h�k�l�m�i�g�h�]�h���i�j�h�k�l�h�j�m���^�e�y���a�[�_�j�_�`�_�g�g�y��
�•�g�n�h�j�f�Z�p�•�€�� �•�� �a�f�_�g�r�b�l�b�� �j�h�a�f�•�j�� �\�•�^�_�h���� �\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y�� �\�•�^�_�h�d�h�^�_�d�b���� �y�d�•��
�j�_�Z�e�•�a�h�\�m�x�l�v�� �d�h�g�d�j�_�l�g�•�� �Z�e�]�h�j�b�l�f�b�� �k�l�b�k�g�_�g�g�y�� �^�e�y�� �\�•�^�_�h�� �>�\�h�f�Z�� �d�e�x�q�h�\�b�f�b��
�f�_�l�h�^�Z�f�b�� �k�l�b�k�g�_�g�g�y���� �y�d�•�� �\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y���� �}�� �^�b�k�d�j�_�l�g�_���d�h�k�b�g�m�k�g�_���i�_�j�_�l�\�h�j�_�g�g�y 
(DCT�����l�Z���Z�e�]�h�j�b�l�f���d�h�f�i�_�g�k�Z�p�•�€���j�m�o�m (Motion Compensation).  

�K�l�b�k�g�_�g�g�y�� �[�m�\�Z�}�� �\�g�m�l�j�•�r�g�v�h�d�Z�^�j�h�\�_�� �l�Z�� �f�•�`�d�Z�^�j�h�\�_���� �<�g�m�l�j�•�r�g�v�h�d�Z�^�j�h�\�_��
�d�h�^�m�\�Z�g�g�y �± �p�_�� �l�_�o�g�•�d�Z �k�l�b�k�g�_�g�g�y�� �^�Z�g�b�o���� �y�d�Z�� �\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y�� �m �\�•�^�_�h�d�Z�^�j�•���� �s�h��
�^�h�a�\�h�e�y�}���a�f�_�g�r�b�l�b���j�h�a�f�•�j�b���n�Z�c�e�•�\���•���a�g�b�a�b�l�b���[�•�l�j�_�c�l���•�a���g�_�a�g�Z�q�g�h�x���\�l�j�Z�l�h�x���y�d�h�k�l�•��
�Z�[�h�� �[�_�a�� �g�_�€�� �<�g�m�l�j�•�r�g�v�h�d�Z�^�j�h�\�_�� �i�j�h�]�g�h�a�m�\�Z�g�g�y�� �\�b�d�h�j�b�k�l�h�\�m�}�� �i�j�h�k�l�h�j�h�\�m��
�g�Z�^�f�•�j�g�•�k�l�v���� �l�h�[�l�h�� �d�h�j�_�e�y�p�•�x�� �f�•�`�� �i�•�d�k�_�e�y�f�b�� �\�� �h�^�g�h�f�m���d�Z�^�j�•���� �r�e�y�o�h�f�� �h�[�q�b�k�e�_�g�g�y��
�i�j�h�]�g�h�a�h�\�Z�g�b�o�� �a�g�Z�q�_�g�v�� �a�Z�� �^�h�i�h�f�h�]�h�x�� �_�d�k�l�j�Z�i�h�e�y�p�•�€�� �a�� �m�`�_�� �a�Z�d�h�^�h�\�Z�g�b�o�� �i�•�d�k�_�e�•�\. 
�I�j�b�� �f�•�`�d�Z�^�j�h�\�h�f�m�� �d�h�^�m�\�Z�g�g�•�� �j�h�a�f�•�j�� �\�•�^�_�h�n�Z�c�e�m�� �a�f�_�g�r�m�}�l�v�k�y�� �a�Z�� �j�Z�o�m�g�h�d��
�d�h�^�m�\�Z�g�g�y���e�b�r�_���\�•�^�f�•�g�g�h�k�l�_�c���f�•�`���^�\�h�f�Z���i�h�k�e�•�^�h�\�g�b�f�b���d�Z�^�j�Z�f�b���a�Z�f�•�k�l�v���k�l�b�k�g�_�g�g�y��
�d�h�`�g�h�]�h���d�Z�^�j�m���� �l�h�[�l�h���a�[�_�j�•�]�Z�x�l�v�k�y�� �e�b�r�_���a�f�•�g�b���f�•�`���^�\�h�f�Z���i�h�k�e�•�^�h�\�g�b�f�b���d�Z�^�j�Z�f�b����
�s�h�� �i�j�b�a�\�h�^�b�l�v�� �^�h�� �a�g�Z�q�g�h�� �f�_�g�r�b�o�� �j�h�a�f�•�j�•�\�� �n�Z�c�e�•�\�� �K�m�q�Z�k�g�• �l�Z�� �g�Z�c�i�h�r�b�j�_�g�•�r�•��
�n�h�j�f�Z�l�b �a�[�_�j�_�`�_�g�g�y���\�•�^�_�h�i�h�k�e�•�^�h�\�g�h�k�l�_�c �p�_����AVI, MKV, MPEG-4, WMV, WebM. 
�<�� �j�h�[�h�l�•�� �[�m�e�b�� �\�b�d�h�j�b�k�l�Z�g�•�� ���� �n�h�j�f�Z�l�•�\�� �\�•�^�_�h�n�Z�c�e�•�\���� �$�9�,���� �0�.�9���� �0�3������ �:�H�E�0�� �l�Z��
WMV. �>�e�y�� �i�h�r�m�d�m�� �^�m�[�e�v�h�\�Z�g�b�o�� �d�Z�^�j�•�\ �m�� �\�•�^�_�h�i�h�k�e�•�^�h�\�g�h�k�l�y�o �f�h�`�m�l�v�� �[�m�l�b��
�\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b�� �f�_�l�j�b�d�b �\�•�^�k�l�Z�g�•���� �<�� �y�d�h�k�l�•�� �f�_�l�j�b�d�b �\�•�^�k�l�Z�g�•�� �\�� �j�h�[�h�l�•��
�\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y���d�h�_�n�•�p�•�}�g�l���d�h�j�_�e�y�p�•�€���I�•�j�k�h�g�Z. 

�D�h�_�n�•�p�•�}�g�l�� �d�h�j�_�e�y�p�•�€�� �I�•�j�k�h�g�Z�� �\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y�� �^�e�y�� �\�b�y�\�e�_�g�g�y��
�\�a�Z�}�f�h�a�\�
�y�a�d�m���f�•�`�� �^�\�h�f�Z�� �a�f�•�g�g�b�f�b���� �\�b�a�g�Z�q�Z�}���� �q�b���i�j�h�i�h�j�p�•�c�g�Z���€�o�� �f�•�g�e�b�\�•�k�l�v���� �d�h�e�b��
�i�j�b���a�f�•�g�•���h�^�g�h�]�h���i�h�d�Z�a�g�b�d�Z���a�f�•�g�x�}�l�v�k�y���•���^�j�m�]�b�c�����D�h�j�_�e�y�p�•�y���I�•�j�k�h�g�Z���}���e�•�g�•�c�g�h�x�����M��
�f�Z�l�_�f�Z�l�b�q�g�•�c���k�l�Z�l�b�k�l�b�p�•���a�g�Z�q�_�g�g�y���d�h�_�n�•�p�•�}�g�l�Z���d�h�j�_�e�y�p�•�€���I�•�j�k�h�g�Z���f�h�`�_���[�m�l�b���\�•�^��������
�^�h��-�������^�_���������k�\�•�^�q�b�l�v���i�j�h���g�Z�y�\�g�•�k�l�v���i�h�\�g�h�]�h���i�h�a�b�l�b�\�g�h�]�h���e�•�g�•�c�g�h�]�h���a�\�
�y�a�d�m�����Z��-1 �²  
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�i�j�h�� �g�Z�y�\�g�•�k�l�v�� �i�h�\�g�h�]�h�� �g�_�]�Z�l�b�\�g�h�]�h�� �e�•�g�•�c�g�h�]�h�� �a�\�
�y�a�d�m���� �>�e�y�� �^�\�h�o�� �h�^�g�Z�d�h�\�b�o��
�a�h�[�j�Z�`�_�g�v �a�g�Z�q�_�g�g�y���d�h�_�n�•�p�•�}�g�l�Z���d�h�j�_�e�y�p�•�€���I�•�j�k�h�g�Z���^�h�j�•�\�g�x�}������ 

�;�m�e�h���i�j�h�\�_�^�_�g�h���j�y�^���_�d�k�i�_�j�b�f�_�g�l�•�\�����\���y�d�b�o���\�•�^�a�g�y�l�• �h�j�b�]�•�g�Z�e�v�g�• �\�•�^�_�h, �d�h�`�g�_��
�a���y�d�b�o���j�h�a�[�b�\�Z�e�h�k�v �g�Z���d�Z�^�j�b���l�Z���\�b�d�h�g�m�\�Z�e�h�k�v �^�m�[�e�x�\�Z�g�g�y���h�^�g�h�]�h���a �d�Z�^�j�•�\���g�Z���•�g�r�_ 
�f�•�k�p�_�� �m�� �\�•�^�_�h�� �N�Z�e�v�k�b�n�•�d�h�\�Z�g�_�� �l�Z�d�b�f�� �q�b�g�h�f�� �\�•�^�_�h�� �a�[�_�j�•�]�Z�e�h�k�v�� �\�� �n�h�j�f�Z�l�Z�o�� �a�•��
�\�l�j�Z�l�Z�f�b�� �D�Y�L���� �P�N�Y���� �P�S������ �:�H�E�0�� �l�Z�� �Z�P�Y. �<�b�d�h�j�b�k�l�h�\�m�\�Z�e�h�k�v�� �\�•�^�_�h�� �a�� �j�•�a�g�h�x��
�j�h�a�^�•�e�v�g�h�x���a�^�Z�l�g�•�k�l�x���� 

�<�� �i�h�i�_�j�_�^�g�•�c�� �j�h�[�h�l�•�� �[�m�e�h�� �j�h�a�j�h�[�e�_�g�h�� �Z�e�]�h�j�b�l�f�� �\�b�y�\�e�_�g�g�y�� �d�e�h�g�m�\�Z�g�g�y��
�d�Z�^�j�•�\�� �m���\�•�^�_�h�i�h�k�e�•�^�h�\�g�h�k�l�y�o���� �y�d�b�c�� �_�n�_�d�l�b�\�g�h���i�j�Z�p�x�\�Z�\�� �a�� �\�•�^�_�h�i�h�k�e�•�^�h�\�g�h�k�l�y�f�b����
�y�d�•�� �[�m�e�b�� �a�[�_�j�_�`�_�g�•�� �\�� �n�h�j�f�Z�l�Z�o�� �[�_�a�� �\�l�j�Z�l�� �i�•�k�e�y�� �n�Z�e�v�k�b�n�•�d�Z�p�•�€���� �< �^�Z�g�•�c �j�h�[�h�l�•��
�\�b�d�h�j�b�k�l�h�\�m�\�Z�e�b�k�y�� �\�•�^�_�h�� �a�[�_�j�_�`�_�g�•�� �\�� �n�h�j�f�Z�l�Z�o�� �a�•�� �\�l�j�Z�l�Z�f�b, �l�h�f�m�� �h�k�g�h�\�g�b�f��
�a�Z�\�^�Z�g�g�y�f �_�d�k�i�_�j�b�f�_�g�l�•�\���[�m�e�h���a�g�Z�c�l�b���i�h�j�h�]�h�\�•���a�g�Z�q�_�g�g�y���^�e�y���d�h�_�n�•�p�•�}�g�l�Z���d�h�j�_�e�y�p�•�€��
�I�•�j�k�h�g�Z�� �^�e�y�� �\�b�a�g�Z�q�_�g�g�y�� �^�m�[�e�v�h�\�Z�g�b�o�� �d�Z�^�j�•�\���� �>�e�y�� �p�v�h�]�h�� �m�� �d�h�`�g�h�f�m�� �\�•�^�_�h��
�a�g�Z�o�h�^�b�e�b�k�v�� �a�g�Z�q�_�g�g�y�� �d�h�_�n�•�p�•�}�g�l�Z�� �d�h�j�_�e�y�p�•�€�� �I�•�j�k�h�g�Z�� �f�•�`�� �\�k�•�f�Z�� �d�Z�^�j�Z�f�b�� �\�•�^�_�h�� �A��
�^�Z�g�b�o���[�m�e�h���k�n�h�j�f�h�\�Z�g�h���l�Z�[�e�b�p�•�����^�_���g�h�f�_�j�Z���k�l�j�h�d���l�Z���j�y�^�d�•�\�� �\�•�^�i�h�\�•�^�Z�x�l�v���g�h�f�_�j�Z�f 
�d�Z�^�j�•�\�� �m�� �\�•�^�_�h���� �Z�� �`�h�\�l�b�f�� �d�h�e�v�h�j�h�f�� �a�Z�f�Z�e�v�h�\�Z�g�•�� �a�g�Z�q�_�g�g�y���d�h�_�n�•�p�•�}�g�l�Z�� �d�h�j�_�e�y�p�•�€ 
�\�•�^�i�h�\�•�^�g�•���d�Z�^�j�Z�f�����y�d�•���[�m�e�b���d�e�h�g�h�\�Z�g�•�����>�e�y���d�h�`�g�h�]�h���n�h�j�f�Z�l�m���l�Z���d�h�`�g�h�€���j�h�a�^�•�e�v�g�h�€��
�a�^�Z�l�g�h�k�l�•���[�m�e�h���a�j�h�[�e�_�g�h���h�d�j�_�f�m �l�Z�[�e�b�p�x�����<���l�Z�[�e�b�p�y�o �[�m�e�b���i�j�h�Z�g�Z�e�•�a�h�\�Z�g�•���a�g�Z�q�_�g�g�y��
�d�h�_�n�•�p�•�}�g�l�m �d�h�j�_�e�y�p�•�€���^�e�y���^�m�[�e�v�h�\�Z�g�b�o���d�Z�^�j�•�\�� 

 
�J�b�k����1. �I�j�b�d�e�Z�^���a�g�Z�q�_�g�v �d�h�_�n�•�p�•�}�g�l�m���d�h�j�_�e�y�p�•�€ �m���\�•�^�_�h�i�h�k�e�•�^�h�\�g�h�k�l�•  

 
�<���l�Z�[�e�b�p�•�������i�j�_�^�k�l�Z�\�e�_�g�h���a�g�Z�c�^�_�g�•���i�h�j�h�]�h�\�•���a�g�Z�q�_�g�g�y���d�h�_�n�•�p�•�}�g�l�m���d�h�j�_�e�y�p�•�€��

�I�•�j�k�h�g�Z���^�e�y���d�h�`�g�h�]�h���n�h�j�f�Z�l�m���� 
�L�Z�[�e�b�p�y������ 

�I�h�j�h�]�h�\�•���a�g�Z�q�_�g�g�y���^�e�y���d�h�_�n�•�p�•�}�g�l�m���d�h�j�_�e�y�p�•�€���I�•�j�k�h�g�Z 
�N�h�j�f�Z�l���\�•�^�_�h �J�h�a�^�•�e�v�g�Z���a�^�Z�l�g�•�k�l�v��

�\�•�^�_�h 
�I�h�j�h�]�h�\�_��
�a�g�Z�q�_�g�g�y 

AVI 640x360 0,99995 
856x480 0,99993 
720x1280 0,99994 

MKV 640x360 0,99998 
856x480 0,99997 
720x1280 0,99995 

MP4 640x360 0,99998 
856x480 0,99997 
720x1280 0,99997 

WebM 640x360 0,99995 
856x480 0,99995 
720x1280 0,99992 

WMV 640x360 0,99999 
856x480 0,99998 
720x1280 0,99993 



�1�G�N�H�J�F�:�L�B�D�:���L�:���F�:�L�?�F�:�L�B�Q�G�1���F�?�L�H�>�B���<���F�H�>�?�E�X�<�:�G�G�1���’�������������’���L�h�f�����������‹�������� 

263 

�;�m�^�_�f�h�� �\�\�Z�`�Z�l�b���� �s�h�� �f�Z�}�f�h�� �\�•�^�_�h�i�h�k�e�•�^�h�\�g�•�k�l�v �a�� �d�Z�^�j�•�\ P = {p1, p2, �« , ps} 
�j�h�a�f�•�j�m M x N�����^�_��s �± �d�•�e�v�d�•�k�l�v���d�Z�^�j�•�\�� �D�h�`�g�b�c���d�Z�^�j���a�[�_�j�•�]�Z�}�l�v�k�y���\�� �n�h�j�f�Z�l�• RGB. 
�>�e�y�� �j�h�[�h�l�b �Z�e�]�h�j�b�l�f�m�� �g�_�h�[�o�•�^�g�h �i�_�j�_�l�\�h�j�b�l�b RGB �\ YUV �•�� �\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b�� �\��
�h�[�q�b�k�e�_�g�g�y�o �l�•�e�v�d�b���f�Z�l�j�b�p�x Y. �F�h�^�b�n�•�d�h�\�Z�g�b�c���Z�e�]�h�j�b�l�f���\�b�y�\�e�_�g�g�y�� �d�e�h�g�m�\�Z�g�g�y��
�d�Z�^�j�•�\ �m���\�•�^�_�h�i�h�k�e�•�^�h�\�g�h�k�l�•���k�d�e�Z�^�Z�}�l�v�k�y���a���g�Z�k�l�m�i�g�b�o���h�k�g�h�\�g�b�o���d�j�h�d�•�\: 

�D�j�h�d���������A�q�b�l�m�}�l�v�k�y���\�•�^�_�h V, �n�h�j�f�Z�l���\�•�^�_�h F �l�Z���c�h�]�h���j�h�a�^�•�e�v�g�Z���a�^�Z�l�g�•�k�l�v R.  
�D�j�h�d���������A�q�b�l�m�}�l�v�k�y���i�h�k�e�•�^�h�\�g�•�k�l�v���d�Z�^�j�•�\ P = {p1, p2, �« , ps} �•�a���\�•�^�_�h V �j�h�a�f�•�j�m 

M x N.  
�D�j�h�d���������A�q�b�l�m�}�l�v�k�y pi �d�Z�^�j�� i � ���������«����s�����F�Z�}�f�h���f�Z�l�j�b�p�x Yi. �>�e�y���d�h�`�g�h�]�h���d�Z�^�j�m��

pi �\�b�d�h�g�m�}�f�h���g�Z�k�l�m�i�g�•���d�j�h�d�b�� 
�D�j�h�d�����������A�q�b�l�m�}�l�v�k�y pj �d�Z�^�j����j � ���������«����s., i �•��j �����H�l�j�b�f�m�}�f�h���f�Z�l�j�b�p�x Yj. 

�>�e�y�� �d�h�`�g�h�€�� �i�Z�j�b�� �d�Z�^�j�•�\��pi �l�Z��pj �^�e�y�� �f�Z�l�j�b�p�v��Y i �l�Z��Y j �\�b�j�Z�o�m�\�Z�l�b�� �f�_�l�j�b�d�m��
�i�h�^�•�[�g�h�k�l�•���[�e�h�d�•�\���d�h�_�n�•�p�•�}�g�l���d�h�j�_�e�y�p�•�€���I�•�j�k�h�g�Z metricij . 

�D�j�h�d��3�������� �<�� �a�Z�e�_�`�g�h�k�l�•�� �\�•�^ F �l�Z R �\�k�l�Z�g�h�\�e�x�}�l�v�k�y�� �i�h�j�h�]�h�\�_�� �a�g�Z�q�_�g�g�y 
�/FR. 

�D�j�h�d��3.3 �Y�d�s�h metricij �•���/FR, �l�h�� �d�Z�^�j�b��pi �l�Z��pj �} �h�j�b�]�•�g�Z�e�v�g�b�f�� �l�Z��
�d�e�h�g�h�\�Z�g�b�f�����a�Z�i�Z�f�¶�y�l�h�\�m�x�l�v�k�y���€�o���g�h�f�_�j�Z�� res = res U i U j�����1�g�Z�d�r�_ �j�h�a�]�e�y�g�m�l�b��
�g�Z�k�l�m�i�g�m���i�Z�j�m���d�Z�^�j�•�\�� 
�D�j�h�d 4. �<�b�\�_�k�l�b���a�g�Z�c�^�_�g�•���g�h�f�_�j�b���d�Z�^�j�•�\ res. �A�[�_�j�_�]�l�b �\�•�^�_�h�����s�h���i�_�j�_�\�•�j�y�e�h�k�v 

�a���i�h�f�•�q�_�g�b�f���g�Z�^�i�b�k�h�f���©�D�E�H�G�ª���\���^�m�[�e�v�h�\�Z�g�b�o �d�Z�^�j�Z�o. 
�J�h�a�j�h�[�e�_�g�h�� �i�j�h�]�j�Z�f�g�b�c�� �^�h�^�Z�l�h�d���� �y�d�b�c�� �j�_�Z�e�•�a�m�}�� �f�h�^�b�n�•�d�Z�p�•�x�� �Z�e�]�h�j�b�l�f�m 

�\�b�y�\�e�_�g�g�y�� �d�e�h�g�m�\�Z�g�g�y�� �d�Z�^�j�•�\ �m�� �\�•�^�_�h�i�h�k�e�•�^�h�\�g�h�k�l�•. �J�_�a�m�e�v�l�Z�l�b�� �j�h�[�h�l�b�� �i�j�h�]�j�Z�f�b��
�i�j�h�^�_�f�h�g�k�l�j�h�\�Z�g�h �g�Z���j�b�k. 1. 

  
�Z �[ 

 
�\ 

�J�b�k�� 2. �J�_�a�m�e�v�l�Z�l�b�� �j�h�[�h�l�b �f�h�^�b�n�•�d�Z�p�•�€ �Z�e�]�h�j�b�l�f�m �\�b�y�\�e�_�g�g�y�� �d�e�h�g�m�\�Z�g�g�y�� �d�Z�^�j�•�\ �m��
�\�•�^�_�h�i�h�k�e�•�^�h�\�g�h�k�l�•���� ������ �d�Z�^�j�� �h�j�b�]�•�g�Z�e�v�g�h�]�h �\�•�^�_�h ���Z���� ������ �d�Z�^�j�� �n�Z�e�v�k�b�n�•�d�h�\�Z�g�h�]�h 
�\�•�^�_�h�����[�������j�_�a�m�e�v�l�Z�l���j�h�[�h�l�b���i�j�h�]�j�Z�f�b���^�e�y���������d�Z�^�j�m�����\�� 

 
�I�j�b���^�h�k�e�•�^�`�_�g�g�•���i�h�f�b�e�d�h�x���i�_�j�r�h�]�h���j�h�^�m���[�m�^�_�f�h���\�\�Z�`�Z�l�b���d�e�h�g�h�\�Z�g�• �d�Z�^�j�b����

�y�d�• �g�_���[�m�e�h���a�g�Z�c�^�_�g�h�����I�h�f�b�e�d�h�x���^�j�m�]�h�]�h���j�h�^�m���[�m�^�_�f�h���\�\�Z�`�Z�l�b���h�j�b�]�•�g�Z�e�v�g�•���d�Z�^�j�b����
�y�d�• �[�m�e�b �j�h�a�i�•�a�g�Z�g�• �y�d���d�e�h�g�h�\�Z�g�•. �<���l�Z�[�e�b�p�•��2 �i�j�h�^�_�f�h�g�k�l�j�h�\�Z�g�h �i�h�f�b�e�d�b���i�_�j�r�h�]�h��
�l�Z���^�j�m�]�h�]�h���j�h�^�m���^�e�y���d�h�`�g�h�]�h���n�h�j�f�Z�l�m. 
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�L�Z�[�e�b�p�y������ 
�I�h�f�b�e�d�b���i�_�j�r�h�]�h���l�Z���^�j�m�]�h�]�h���j�h�^�m 

�N�h�j�f�Z�l �J�h�a�^�•�e�v�g�Z��
�a�^�Z�l�g�•�k�l�v 

�I�h�f�b�e�d�b���i�_�j�r�h�]�h��
�j�h�^�m������ 

�I�h�f�b�e�d�b���^�j�m�]�h�]�h��
�j�h�^�m���� 

AVI 640x360 4,33 7,03 
856x480 3,09 6,03 
720x1280 3,77 2,76 

MKV 640x360 1,71 7,36 
856x480 1,96 4,69 
720x1280 0,99 2,26 

MP4 640x360 1,97 7,36 
856x480 1,18 4,69 
720x1280 2,36 0,92 

WebM 640x360 1,31 1,92 
856x480 3,54 0,84 
720x1280 2,36 2,59 

WMV 640x360 1,71 1,09 
856x480 2,23 2,01 
720x1280 0,52 4,27 

�L�Z�d�b�f�� �q�b�g�h�f, �j�h�a�j�h�[�e�_�g�Z�� �f�h�^�b�n�•�d�Z�p�•�y�� �Z�e�]�h�j�b�l�f�m�� �\�b�y�\�e�_�g�g�y�� �d�e�h�g�m�\�Z�g�g�y��
�d�Z�^�j�•�\ �m���\�•�^�_�h�i�h�k�e�•�^�h�\�g�h�k�l�• �i�j�Z�p�x�}���^�h�[�j�_���a���\�b�a�g�Z�q�_�g�b�f�b���i�h�j�h�]�h�\�b�f�b���a�g�Z�q�_�g�g�y�f�b��
�i�j�b���j�•�a�g�b�o���j�h�a�^�•�e�v�g�b�o���a�^�Z�l�g�h�k�l�y�o�����m���\�•�^�_�h���a���j�•�a�g�b�f���\�b�^�h�f �h�k�\�•�l�e�_�g�g�y���l�Z���a���j�m�o�h�f�b�f��
�q�b���g�_�j�m�o�h�f�b�f���l�e�h�f�� 
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MODIFICATION OF THE ALGORITHM FOR DETECTION OF FRAME 
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The work developed a modification of the algorithm for detecting cloning of frames in video sequences. It 
is impossible to imagine the life of a modern person without the constant presence of digital technologies 
in it. They have become an integral part of our daily life. Everyone has a smartphone, almost everyone 
owns a personal computer or laptop. Photo and video recording technologies, as well as the distribution and 
publication of images and videos, such as social networks, have become an integral part of digitalization. 
Digitization has also spread to very important areas for human life, such as forensics or mass media. In 
order to have confidence in video materials, which is extremely important in criminal investigations, court 
cases and information networks, it is necessary to develop the field of exposing modifications and 
falsifications in video and photo materials, develop new methods that allow you to verify the integrity of 
the video or detect falsification, and modify and improve already developed ones. The paper analyzes the 
methods for finding falsifications in video sequences and modern formats and algorithms for saving and 
compressing video sequences. As a result of the analysis, the current state of development in the field of 
detection of fake videos was revealed and the most popular video formats were determined. Experiments 
were conducted with videos of different formats and resolutions, data were collected and analyzed, after 
which the necessary threshold values of the Pearson correlation coefficient were established for each format 
studied. Threshold values for searching for cloned frames were proposed in the work. The threshold value 
is chosen depending on the format and resolution of the video. Parameters such as video format and 
resolution were taken to modify the algorithm for detecting cloning of frames in a video sequence by 
analyzing the threshold values of the Pearson correlation coefficient. A software implementation of the 
modification of the algorithm for detecting cloning of frames in video sequences was created. Errors of the 
first and second kind are cited in the work. 
Keywords: digital video, frame cloning, correlation coefficient, frame cloning detection. 
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�G�Z�� �k�v�h�]�h�^�g�•�r�g�•�c�� �^�_�g�v�� �•�k�g�m�}�� �[�Z�]�Z�l�h�� �•�g�k�l�j�m�f�_�g�l�•�\���� �y�d�•�� �f�h�`�m�l�v�� �\�b�y�\�e�y�l�b�� �l�Z��
�[�e�h�d�m�\�Z�l�b�� �r�d�•�^�e�b�\�•�� �i�h�k�b�e�Z�g�g�y���� �y�d�•�� �\�_�^�m�l�v�� �^�h�� �n�•�r�b�g�]�h�\�b�o�� �k�Z�c�l�•�\�� �Z�[�h��
�a�e�h�\�f�b�k�g�h�]�h���i�j�h�]�j�Z�f�g�h�]�h���a�Z�[�_�a�i�_�q�_�g�g�y�� �I�j�h�l�_���[�•�e�v�r�•�k�l�v���a���g�b�o���i�h�d�b���g�_���a�^�Z�l�g�•��
�i�_�j�_�\�•�j�y�l�b�� �r�d�•�^�e�b�\�•�� �4�5-�d�h�^�b���� �•�� �p�_�� �^�Z�}�� �a�e�h�\�f�b�k�g�b�d�Z�f�� �f�h�`�e�b�\�•�k�l�v�� �Z�d�l�b�\�g�h��
�\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b���€�o���\���Z�l�Z�d�Z�o�� �N�•�r�b�g�]���a���\�b�d�h�j�b�k�l�Z�g�g�y�f���4�5-�d�h�^�•�\���^�m�`�_���k�o�h�`�b�c��
�g�Z���•�g�r�•���n�h�j�f�b���n�•�r�b�g�]�m�����P�y���Z�l�Z�d�Z���k�i�j�y�f�h�\�Z�g�Z���g�Z �f�Z�g�•�i�m�e�x�\�Z�g�g�y�� �d�h�j�b�k�l�m�\�Z�q�Z�f�b��
�l�Z���h�l�j�b�f�Z�g�g�y���\�•�^���g�b�o���h�k�h�[�b�k�l�h�€���•�g�n�h�j�f�Z�p�•�€�����l�Z�d�h�€���y�d���h�[�e�•�d�h�\�• �^�Z�g�•���^�e�y���\�o�h�^�m �q�b��
�n�•�g�Z�g�k�h�\�Z�� �•�g�n�h�j�f�Z�p�•�y���� �K�m�l�v�� �n�•�r�b�g�]�m�� �a�� �\�b�d�h�j�b�k�l�Z�g�g�y�f�� �4�5-�d�h� �̂•�\�� �g�_�� �g�h�\�Z����
�H�k�g�h�\�g�Z�� �\�•�^�f�•�g�g�•�k�l�v�� �i�h�e�y�]�Z�}�� �\ �l�h�f�m���� �s�h�� �\�� �p�v�h�f�m�� �\�b�i�Z�^�d�m�� �4�5-�d�h�^��
�\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y���^�e�y���i�_�j�_�g�Z�i�j�Z�\�e�_�g�g�y���`�_�j�l�\�b���g�Z���r�d�•�^�e�b�\�b�c���\�_�[-�k�Z�c�l�� �F�_�l�h�x��
�^�Z�g�h�€�� �j�h�[�h�l�b�� �}�� �i�•�^�\�b�s�_�g�g�y�� �[�_�a�i�_�d�b�� �d�h�j�b�k�l�m�\�Z�q�•�\�� �m�� �p�b�n�j�h�\�h�f�m�� �k�_�j�_�^�h�\�b�s�•��
�r�e�y�o�h�f�� �j�h�a�j�h�[�d�b�� �l�Z�� �\�i�j�h�\�Z�^�`�_�g�g�y�� �f�_�l�h�^�m�� �\�b�y�\�e�_�g�g�y�� �n�•�r�b�g�]�h�\�b�o�� �4�5-�d�h�^�•�\�� �a��
�\�b�d�h�j�b�k�l�Z�g�g�y�f�� �f�Z�r�b�g�g�h�]�h�� �g�Z�\�q�Z�g�g�y�� �M�� �j�h�[�h�l�•�� �i�j�h�\�_�^�_�g�h�� �Z�g�Z�e�•�a�� �f�_�l�h�^�•�\�� �l�Z��
�a�Z�k�h�[�•�\�� �i�j�h�l�b�^�•�€�� �n�•�r�b�g�]�m�� �l�Z�� �Z�l�Z�d�Z�f�� �q�_�j�_�a�� �4�5-�d�h�^�b���� �y�d�b�c�� �^�h�a�\�h�e�b�\�� �\�b�a�g�Z�q�b�l�b��
�g�Z�i�j�y�f�d�b�� �j�h�a�j�h�[�d�b�� �l�Z�� �h�k�g�h�\�g�•�� �a�Z�\�^�Z�g�g�y�� �^�h�k�e�•�^�`�_�g�g�y���� �J�h�a�j�h�[�e�_�g�b�c�� �f�_�l�h�^��
�\�d�e�x�q�Z�}���\���k�_�[�_���Z�g�Z�e�•�a���h�k�h�[�e�b�\�b�o���h�a�g�Z�d���i�h�k�b�e�Z�g�g�y���l�Z���c�h�]�h���l�_�d�k�l�m���a�Z���^�h�i�h�f�h�]�h�x��
�f�h�\�g�h �f�h�^�_�e�•���� �g�Z�� �h�k�g�h�\�•�� �y�d�b�o�� �g�Z�\�q�Z�\�k�y�� �l�Z�� �l�_�k�l�m�\�Z�\�k�y�� �Z�e�]�h�j�b�l�f�� �f�Z�r�b�g�g�h�]�h��
�g�Z�\�q�Z�g�g�y�����K�l�\�h�j�_�g�b�c���f�_�l�h�^���\�b�y�\�e�_�g�g�y���n�•�r�b�g�]�h�\�b�o���4�5-�d�h� �̂•�\���a�g�Z�q�g�h���i�•�^�\�b�s�m�}��
�[�_�a�i�_�d�m�� �d�h�j�b�k�l�m�\�Z�q�•�\�� �m�� �\�b�d�h�j�b�k�l�Z�g�g�•�� �4�5-�d�h� �̂•�\���� �:�g�Z�e�•�a�� �_�n�_�d�l�b�\�g�h�k�l�•��
�j�h�a�j�h�[�e�_�g�h�]�h���f�_�l�h�^�m���i�h�d�Z�a�Z�\���j�_�a�m�e�v�l�Z�l���m���i�h�g�Z�^�����������l�h�q�g�h�k�l�•���\�b�y�\�e�_�g�g�y�� �F�_�l�h�^��
�\�b�y�\�e�_�g�g�y���n�•�r�b�g�]�h�\�b�o���4�5-�d�h� �̂•�\�����j�h�a�j�h�[�e�_�g�b�c���m���j�Z�f�d�Z�o���p�•�}�€���j�h�[�h�l�b�����f�h�`�_���[�m�l�b��
�m�k�i�•�r�g�h�� �\�i�j�h�\�Z�^�`�_�g�b�c�� �\�� �^�•�y�e�v�g�•�k�l�v�� �j�•�a�g�b�o�� �h�j�]�Z�g�•�a�Z�p�•�c���� �\�d�e�x�q�Z�x�q�b��
�i�•�^�i�j�b�}�f�k�l�\�Z�� �l�Z�� �m�k�l�Z�g�h�\�b���� �P�_�c�� �f�_�l�h�^�� �g�Z�^�Z�}�� �f�h�`�e�b�\�•�k�l�v�� �a�f�_�g�r�b�l�b�� �j�b�a�b�d�b��
�n�•�r�b�g�]�h�\�b�o�� �Z�l�Z�d�� �q�_�j�_�a�� �4�5-�d�h�^�b���� �s�h�� �i�j�b�a�\�h�^�b�l�v�� �^�h�� �i�•�^�\�b�s�_�g�g�y�� �[�_�a�i�_�d�b�� �^�e�y 
�k�i�•�\�j�h�[�•�l�g�b�d�•�\�� �J�_�a�m�e�v�l�Z�l�b�� �^�Z�g�h�€�� �j�h�[�h�l�b�� �f�h�`�m�l�v�� �[�m�l�b�� �\�b�d�h�j�b�k�l�Z�g�•�� �i�j�b��
�i�h�^�Z�e�v�r�b�o�� �^�h�k�e�•�^�`�_�g�g�y�o, �j�h�a�j�h�[�d�Z�o�� �m�� �k�n�_�j�•�� �d�•�[�_�j�[�_�a�i�_�d�b�� �l�Z�� �[�h�j�h�l�v�[�b�� �a��
�n�•�r�b�g�]�h�\�b�f�b���Z�l�Z�d�Z�f�b���q�_�j�_�a���4�5-�d�h�^�b�� 
�D�e�x�q�h�\�•�� �k�e�h�\�Z�� �n�•�r�b�g�]���� �4�5-�d�h�^���� �f�Z�r�b�g�g�_�� �g�Z�\�q�Z�g�g�y���� �d�•�[�_�j�[�_�a�i�_�d�Z���� �f�h�\�g�Z��
�f�h�^�_�e�v�� 

 
�<�k�l�m�i. �I�b�l�Z�g�g�y���n�•�r�b�g�]�m���\���k�m�q�Z�k�g�h�f�m���•�g�l�_�j�g�_�l-�k�_�j�_�^�h�\�b�s�•���\�b�a�g�Z�q�Z�}�l�v�k�y���y�d���h�^�g�Z���a��
�g�Z�c�[�•�e�v�r���i�h�r�b�j�_�g�b�o���l�Z���k�_�j�c�h�a�g�b�o���a�Z�]�j�h�a���^�e�y���[�_�a�i�_�d�b���d�h�j�b�k�l�m�\�Z�q�•�\���l�Z���h�j�]�Z�g�•�a�Z�p�•�c����
�N�•�r�b�g�]���}���f�_�l�h�^�h�f���k�h�p�•�Z�e�v�g�h�€���•�g�`�_�g�_�j�•�€�����y�d�b�c���a�Z�k�g�h�\�Z�g�b�c���g�Z���h�[�f�Z�g�•���l�Z���f�Z�g�•�i�m�e�y�p�•�y�o��
�a���f�_�l�h�x���a�^�h�[�m�l�l�y���d�h�g�n�•�^�_�g�p�•�c�g�h�€���•�g�n�h�j�f�Z�p�•�€���� �n�•�g�Z�g�k�h�\�b�o���j�_�k�m�j�k�•�\���Z�[�h�� �^�h�k�l�m�i�m���^�h��
�p�b�n�j�h�\�b�o���Z�d�l�b�\�•�\�� 

�H�k�h�[�e�b�\�m���m�\�Z�]�m���k�e�•�^���a�\�_�j�g�m�l�b���g�Z���n�•�r�b�g�]�h�\�•���Z�l�Z�d�b�����y�d�•���\�b�d�h�j�b�k�l�h�\�m�x�l�v���4�5-
�d�h�^�b�����A�Z�j�Z�a���4�5-�d�h�^�b���r�b�j�h�d�h���\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y���m���j�_�d�e�Z�f�•�����f�Z�j�d�_�l�b�g�]�m���l�Z���e�h�]�•�k�l�b�p�•����
�•�� �p�y�� �i�h�i�m�e�y�j�g�•�k�l�v�� �j�h�[�b�l�v�� �€�o�� �i�j�b�\�Z�[�e�b�\�b�f�b�� �^�e�y�� �a�e�h�\�f�b�k�g�b�d�•�\���� �<�h�g�b�� �f�h�`�m�l�v��
�k�l�\�h�j�x�\�Z�l�b���n�•�r�b�g�]�h�\�•���4�5-�d�h�^�b�����y�d�•���\�b�]�e�y�^�Z�x�l�v���e�_�]�•�l�b�f�g�b�f�b�����Z�e�_���g�Z�k�i�j�Z�\�^�•���\�_�^�m�l�v��
�^�h���r�Z�o�j�Z�c�k�v�d�b�o���\�_�[-�k�Z�c�l�•�\���Z�[�h���a�Z�\�Z�g�l�Z�`�m�x�l�v���r�d�•�^�e�b�\�_���i�j�h�]�j�Z�f�g�_ �a�Z�[�_�a�i�_�q�_�g�g�y���g�Z��
�i�j�b�k�l�j�h�€���d�h�j�b�k�l�m�\�Z�q�•�\���� 

�<�b�d�h�j�b�k�l�Z�g�g�y�� �n�•�r�b�]�h�\�b�o�� �4�5-�d�h�^�•�\�� �k�l�Z�e�h�� �k�_�j�c�h�a�g�b�f�� �\�b�d�e�b�d�h�f�� �^�e�y��
�d�•�[�_�j�[�_�a�i�_�d�b���•���i�j�b�a�\�_�e�h���^�h���i�h�]�Z�g�b�o���g�Z�k�e�•�^�d�•�\���^�e�y���[�Z�]�Z�l�v�h�o���e�x�^�_�c���l�Z���d�h�f�i�Z�g�•�c�����H�k�v��
�^�_�y�d�•���\�•�^�h�f�•���i�j�b�d�e�Z�^�b���p�b�o���Z�l�Z�d���>1]: 
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�± �i�Z�j�d�m�\�Z�e�v�g�• �d�\�b�l�d�b�� �m�� �D�b�l�Z�€���� �M�� �D�b�l�Z�€�� �r�Z�o�j�Z�€�� �j�h�a�f�•�s�Z�e�b�� �i�•�^�j�h�[�e�_�g�•��
�i�Z�j�d�m�\�Z�e�v�g�•���d�\�b�l�d�b���a���4�5-�d�h�^�Z�f�b���g�Z���Z�\�l�h�f�h�[�•�e�y�o�����4�5-�d�h�^�b���g�Z�^�Z�\�Z�e�b���a�j�m�q�g�m��
�f�h�`�e�b�\�•�k�l�v���h�i�e�Z�l�b���a�Z���^�h�i�h�f�h�]�h�x���f�h�[�•�e�v�g�b�o���l�_�e�_�n�h�g�•�\�����H�^�g�Z�d�����n�Z�d�l�b�q�g�h�����p�_��
�[�m�e�b���r�Z�o�j�Z�c�k�v�d�•���k�o�_�f�b�����s�h���i�j�b�a�\�h�^�b�e�b���^�h���n�•�g�Z�g�k�h�\�b�o���\�l�j�Z�l; 

�± �f�h�[�•�e�v�g�b�c�� �[�Z�g�d�•�g�]�� �\�� �G�•�^�_�j�e�Z�g�^�Z�o���� �M�� �G�•�^�_�j�e�Z�g�^�Z�o�� �a�e�h�\�f�b�k�g�b�d�b��
�\�b�d�h�j�b�k�l�h�\�m�\�Z�e�b�� �e�_�]�Z�e�v�g�•�� �n�m�g�d�p�•�€�� �f�h�[�•�e�v�g�b�o�� �[�Z�g�d�•�\�k�v�d�b�o�� �^�h�^�Z�l�d�•�\�� �^�e�y��
�h�[�f�Z�g�m���d�e�•�}�g�l�•�\�����<�h�g�b���\�b�d�h�j�b�k�l�h�\�m�\�Z�e�b���4�5-�d�h�^�b�����s�h�[���i�j�h�\�_�k�l�b���n�•�r�b�g�]�h�\�•��
�Z�l�Z�d�b���l�Z���\�b�f�Z�]�Z�e�b���d�h�g�n�•�^�_�g�p�•�c�g�m���•�g�n�h�j�f�Z�p�•�x; 

�± �n�Z�e�v�r�b�\�•�� �_�e�_�d�l�j�h�g�g�•�� �e�b�k�l�b�� �\�� �G�•�f�_�q�q�b�g�•���� �M�� �G�•�f�_�q�q�b�g�•���a�e�h�q�b�g�p�•��
�\�b�d�h�j�b�k�l�h�\�m�\�Z�e�b�� �4�5-�d�h�^�b�� �m�� �n�Z�e�v�r�b�\�b�o�� �_�e�_�d�l�j�h�g�g�b�o�� �e�b�k�l�Z�o���� �s�h�[�� �\�_�k�l�b��
�d�e�•�}�g�l�•�\�� �k�b�k�l�_�f�b�� �_�e�_�d�l�j�h�g�g�h�]�h�� �[�Z�g�d�•�g�]�m�� �g�Z�� �r�d�•�^�e�b�\�•�� �\�_�[-�k�Z�c�l�b����
�i�j�b�d�b�^�Z�x�q�b�k�v���i�_�j�_�\�•�j�d�h�x���i�h�e�•�l�b�d�b���d�h�g�n�•�^�_�g�p�•�c�g�h�k�l�•; 

�± �n�•�r�b�g�]�h�\�•���Z�l�Z�d�b���\���L�_�o�Z�k�•�����<���L�_�o�Z�k�•���a�e�h�\�f�b�k�g�b�d�b���i�j�b�d�e�_�x�\�Z�e�b���r�d�•�^�e�b�\�•���4�5-
�d�h�^�b�� �^�h�� �f�•�k�v�d�b�o�� �i�Z�j�d�h�f�Z�l�•�\���� �@�_�j�l�\�b���� �k�d�Z�g�m�x�q�b�� �p�•�� �d�h�^�b���� �i�h�l�j�Z�i�e�y�e�b�� �g�Z��
�n�_�c�d�h�\�•�� �n�•�r�b�g�]�h�\�•�� �k�Z�c�l�b�� �•�� �\�\�h�^�b�e�b���k�\�h�€���d�j�_�^�b�l�g�•�� �d�Z�j�l�d�b���� �k�l�Z�x�q�b���h�[�¶�}�d�l�h�f��
�n�•�g�Z�g�k�h�\�h�]�h���r�Z�o�j�Z�c�k�l�\�Z�� 
�P�•���i�j�b�d�e�Z�^�b���k�\�•�^�q�Z�l�v���i�j�h���j�•�a�g�h�f�Z�g�•�l�g�•�k�l�v���Z�l�Z�d�����y�d�•���\�b�d�h�j�b�k�l�h�\�m�x�l�v���4�5-�d�h�^�b��

�^�e�y�� �a�^�•�c�k�g�_�g�g�y�� �a�e�h�q�b�g�g�b�o�� �^�•�c���� �A�� �p�b�f�� �y�\�b�s�_�f�� �i�h�\�¶�y�a�Z�g�•���k�_�j�c�h�a�g�•�� �a�Z�]�j�h�a�b�� �^�e�y��
�•�g�l�_�j�g�_�l-�[�_�a�i�_�d�b�����•���\�Z�`�e�b�\�h���[�m�l�b���h�[�_�j�_�`�g�b�f�b���i�j�b���\�a�Z�}�f�h�^�•�€���a���4�5-�d�h�^�Z�f�b�����h�k�h�[�e�b�\�h��
�y�d�s�h���\�h�g�b���g�Z�^�•�c�r�e�b���\�•�^���g�_�\�•�^�h�f�b�o���^�`�_�j�_�e�� �P�_���j�h�[�b�l�v���i�j�h�[�e�_�f�m���n�•�r�b�g�]�m���q�_�j�_�a���4�5-
�d�h�^�b���Z�d�l�m�Z�e�v�g�h�x���l�Z���\�b�f�Z�]�Z�}���j�h�a�j�h�[�d�b���_�n�_�d�l�b�\�g�b�o���f�_�l�h�^�•�\���\�b�y�\�e�_�g�g�y���p�b�o���Z�l�Z�d�� 

�G�Z���l�_�i�_�j�•�r�g�•�c���q�Z�k���•�k�g�m�}���[�Z�]�Z�l�h���f�_�l�h�^�•�\���^�e�y���\�b�y�\�e�_�g�g�y���n�•�r�b�g�]�h�\�b�o���i�h�k�b�e�Z�g�v����
�y�d�•�� �\�b�d�h�j�b�k�l�h�\�m�x�l�v�� �f�Z�r�b�g�g�_�� �g�Z�\�q�Z�g�g�y��[2 - 4]. �<�h�g�b�� �f�Z�x�l�v�� �\�b�k�h�d�b�c�� �j�•�\�_�g�v��
�_�n�_�d�l�b�\�g�h�k�l�•�����Z�e�_���g�_���i�j�h�i�h�g�m�x�l�v���[�h�j�h�l�v�[�m���a���n�•�r�b�g�]�h�\�b�f�b���Z�l�Z�d�Z�f�b���q�_�j�_�a��QR-�d�h�^�b����
�y�d�•�� �\�k�_�� �q�Z�k�l�•�r�_�� �k�l�Z�g�h�\�e�y�l�v�k�y�� �a�Z�]�j�h�a�h�x�� �^�e�y�� �i�•�^�i�j�b�}�f�k�l�\�� �l�Z�� �h�d�j�_�f�b�o���d�h�j�b�k�l�m�\�Z�q�•�\����
�L�h�f�m�� �[�m�e�h�� �\�b�j�•�r�_�g�h�� �j�h�a�j�h�[�b�l�b�� �f�_�l�h�^���� �s�h�� �a�Z�k�l�h�k�h�\�m�}�l�v�k�y�� �k�Z�f�_�� �^�e�y�� �\�b�y�\�e�_�g�g�y��
�n�•�r�b�g�]�m�� �m��QR-�d�h�^�Z�o���� �J�h�a�j�h�[�e�_�g�b�c�� �f�_�l�h�^�� �f�•�k�l�b�l�v�� �m�� �k�h�[�•�� �f�_�o�Z�g�•�a�f�� �Z�g�Z�e�•�a�m�� �l�_�d�k�l�m��
�i�h�k�b�e�Z�g�g�y�� �a�Z���^�h�i�h�f�h�]�h�x�� �f�h�\�g�h�€���f�h�^�_�e�•���� �C�h�]�h�� �_�n�_�d�l�b�\�g�•�k�l�v�� �i�h�j�•�\�g�y�g�Z���Z�[�h�� �g�Z�\�•�l�v��
�i�_�j�_�\�b�s�m�}���_�n�_�d�l�b�\�g�•�k�l�v���•�g�r�b�o���f�_�l�h�^�•�\. 
�F�_�l�Z�� �•�� �a�Z�^�Z�q�•�� �^�h�k�e�•�^�`�_�g�g�y. �F�_�l�h�x�� �^�Z�g�h�€�� �j�h�[�h�l�b�� �}�� �i�•�^�\�b�s�_�g�g�y�� �[�_�a�i�_�d�b��
�d�h�j�b�k�l�m�\�Z�q�•�\���m���p�b�n�j�h�\�h�f�m���k�_�j�_�^�h�\�b�s�•���r�e�y�o�h�f���j�h�a�j�h�[�d�b���l�Z���\�i�j�h�\�Z�^�`�_�g�g�y���f�_�l�h�^�m��
�\�b�y�\�e�_�g�g�y�� �n�•�r�b�g�]�h�\�b�o�� �4�5-�d�h�^�•�\�� �a�� �\�b�d�h�j�b�k�l�Z�g�g�y�f�� �f�Z�r�b�g�g�h�]�h�� �g�Z�\�q�Z�g�g�y���� �>�e�y��
�^�h�k�y�]�g�_�g�g�y���i�h�k�l�Z�\�e�_�g�h�€���f�_�l�b���g�_�h�[�o�•�^�g�h���j�h�a�\�¶�y�a�Z�l�b���l�Z�d�•���a�Z�\�^�Z�g�g�y�� 

�± �Z�g�Z�e�•�a���i�j�_�^�f�_�l�g�h�€���h�[�e�Z�k�l�•���± �\�b�\�q�_�g�g�y �f�_�l�h�^�•�\ �l�Z�� �a�Z�k�h�[�•�\���i�j�h�l�b�^�•�€���n�•�r�b�g�]�m����
�a�h�d�j�_�f�Z���\���d�h�g�l�_�d�k�l�•���\�b�d�h�j�b�k�l�Z�g�g�y���4�5-�d�h�^�•�\�� 

�± �j�h�a�j�h�[�d�Z���l�_�h�j�_�l�b�q�g�h�€���h�k�g�h�\�b���\�b�y�\�e�_�g�g�y���n�•�r�b�g�]�h�\�b�o���4�5-�d�h�^�•�\�� 
�± �\�b�[�•�j���f�_�l�h�^�m���f�Z�r�b�g�g�h�]�h���g�Z�\�q�Z�g�g�y�� 
�± �j�_�Z�e�•�a�Z�p�•�y�� �l�Z�� �l�j�_�g�m�\�Z�g�g�y�� �f�h�^�_�e�•�� �f�Z�r�b�g�g�h�]�h�� �g�Z�\�q�Z�g�g�y�� �^�e�y�� �\�b�y�\�e�_�g�g�y��

�n�•�r�b�g�]�h�\�b�o���4�5-�d�h�^�•�\�� 
�± �l�_�k�l�m�\�Z�g�g�y���j�h�a�j�h�[�e�_�g�h�]�h���f�_�l�h�^�m���l�Z���Z�g�Z�e�•�a���_�n�_�d�l�b�\�g�h�k�l�•�� 

�H�k�g�h�\�g�Z���q�Z�k�l�b�g�Z.  �N�•�r�b�g�]�� �± �p�_�� �\�b�^�� �d�•�[�_�j�a�e�h�q�b�g�g�h�k�l�•���� �y�d�b�c�� �k�i�j�y�f�h�\�Z�g�b�c�� �g�Z��
�h�l�j�b�f�Z�g�g�y���d�h�g�n�•�^�_�g�p�•�c�g�h�€���•�g�n�h�j�f�Z�p�•�€���\�•�^���d�h�j�b�k�l�m�\�Z�q�•�\���1�g�l�_�j�g�_�l�m���r�e�y�o�h�f�� �•�f�•�l�Z�p�•�€��
�^�h�\�•�j�e�b�\�b�o�� �^�`�_�j�_�e�� �Z�[�h�� �h�k�•�[�� �>5]. �N�•�r�b�g�]�h�\�•�� �Z�l�Z�d�b�� �k�i�b�j�Z�x�l�v�k�y�� �g�Z�� �k�h�p�•�Z�e�v�g�m��
�•�g�`�_�g�_�j�•�x�� �l�Z�� �f�Z�x�l�v�� �g�Z�� �f�_�l�•�� �h�[�f�Z�g�� �p�•�e�v�h�\�b�o�� �d�h�j�b�k�l�m�\�Z�q�•�\�� �^�e�y�� �h�l�j�b�f�Z�g�g�y�� �€�o�g�•�o��
�h�k�h�[�b�k�l�b�o�� �^�Z�g�b�o���� �l�Z�d�b�o�� �y�d�� �i�Z�j�h�e�•���� �g�h�f�_�j�b�� �d�j�_�^�b�l�g�b�o�� �d�Z�j�l �l�Z�� �•�g�r�h�€�� �n�•�g�Z�g�k�h�\�h�€��
�•�g�n�h�j�f�Z�p�•�€�� 

�K�h�p�•�Z�e�v�g�Z�� �•�g�`�_�g�_�j�•�y�� �\�•�^�•�]�j�Z�}�� �d�e�x�q�h�\�m�� �j�h�e�v�� �m�� �n�•�r�b�g�]�m�����h�k�d�•�e�v�d�b�� �\�h�g�Z��
�\�b�a�g�Z�q�Z�}�� �_�n�_�d�l�b�\�g�•�k�l�v�� �Z�l�Z�d�b���� �<�� �h�k�g�h�\�•�� �n�•�r�b�g�]�m�� �e�_�`�b�l�v�� �i�k�b�o�h�e�h�]�•�q�g�b�c�� �\�i�e�b�\�� �g�Z��
�`�_�j�l�\�m���� �y�d�b�c�� �^�h�i�h�f�Z�]�Z�}�� �Z�l�Z�d�m�x�q�h�f�m���i�_�j�_�d�h�g�Z�l�b�� �`�_�j�l�\�m���g�Z�^�Z�\�Z�l�b�� �d�h�g�n�•�^�_�g�p�•�c�g�m��
�•�g�n�h�j�f�Z�p�•�x�� �q�b���\�b�d�h�g�m�\�Z�l�b�� �\�d�Z�a�•�\�d�b���� �K�h�p�•�Z�e�v�g�Z���•�g�`�_�g�_�j�•�y�� �^�h�i�h�f�Z�]�Z�}�� �Z�l�Z�d�m�x�q�h�f�m��
�k�l�\�h�j�b�l�b�� �h�[�f�Z�g�e�b�\�m�� �k�b�l�m�Z�p�•�x�� �l�Z�� �g�Z�^�Z�l�b�� �\�b�]�e�y�^�� �^�h�\�•�j�b�� �l�Z�� �e�_�]�•�l�b�f�g�h�k�l�•�� �Z�l�Z�d�b���� �P�_��
�f�h�`�_���\�d�e�x�q�Z�l�b���\���k�_�[�_���•�f�•�l�Z�p�•�x���h�n�•�p�•�c�g�b�o���e�h�]�h�l�b�i�•�\�����e�b�k�l�•�\�����i�h�\�•�^�h�f�e�_�g�v���Z�[�h���\�_�[-



�:���<�����D�Z�k�Z�y�g�•, �G���1�����D�m�r�g�•�j�_�g�d�h�����H���<�����L�j�h�y�g�k�v�d�b�c�����<���<�����I�h�^�m�n�Z�e�h�\ 
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�k�Z�c�l�•�\���� �Z�� �l�Z�d�h�`�� �k�l�\�h�j�_�g�g�y�� �h�[�f�Z�g�e�b�\�b�o�� �k�p�_�g�Z�j�•�€�\���� �y�d�•�� �k�i�h�g�m�d�Z�x�l�v�� �`�_�j�l�\�m�� �^�h��
�\�b�d�h�g�Z�g�g�y���^�•�c���g�Z���d�h�j�b�k�l�v���Z�l�Z�d�m�x�q�h�]�h���>6]. 

�J�h�a�]�e�y�g�_�f�h���h�k�g�h�\�g�•���\�b�^�b �n�•�r�b�g�]�m���a���y�d�b�f�b���f�h�`�m�l�v���a�•�l�d�g�m�l�b�k�y���d�h�j�b�k�l�m�\�Z�q�•���m��
�1�g�l�_�j�g�_�l���f�_�j�_�`�• [7 - 8]: 

�� �n�•�r�b�g�]���q�_�j�_�a���4�5-�d�h�^�b�����4�5���&�R�G�H���3�K�L�V�K�L�Q�J���� 
�� �]�h�e�h�k�h�\�b�c���n�•�r�b�g�]�����9�L�V�K�L�Q�J��; 
�� �n�•�r�b�g�]���q�_�j�_�a���d�e�h�g�m�\�Z�g�g�y�����&�O�R�Q�H���3�K�L�V�K�L�Q�J���� 
�� �n�•�r�b�g�]���q�_�j�_�a���k�h�p�•�Z�e�v�g�•���f�_�j�_�`�•�����6�R�F�L�D�O���0�H�G�L�D���3�K�L�V�K�L�Q�J���� 
�� �n�•�r�b�g�]���q�_�j�_�a���k�f�k-�i�h�\�•�^�h�f�e�_�g�g�y�����6�P�L�V�K�L�Q�J���� 
�� �n�•�r�b�g�]���q�_�j�_�a���_�e�_�d�l�j�h�g�g�m���i�h�r�l�m�����(�P�D�L�O���3�K�L�V�K�L�Q�J���� 
�� �n�•�r�b�g�]���Z�l�Z�d�Z���©�a�e�b�c���^�\�•�c�g�b�d�ª�����(�Y�L�O���7�Z�L�Q���3�K�L�V�K�L�Q�J���� 
�� �d�b�l�h�[�•�c�g�b�c���n�•�r�b�g�]�����:�K�D�O�L�Q�J��; 
�� �p�•�e�v�h�\�b�c���n�•�r�b�g�]�����6�S�H�D�U���3�K�L�V�K�L�Q�J��. 

QR-�d�h�^�b���� �Z�[�h�� �4�X�L�F�N�� �5�H�V�S�R�Q�V�H�� �&�R�G�H�V���� �}�� �^�\�h�\�b�f�•�j�g�b�f�b�� �r�l�j�b�o-�d�h�^�Z�f�b���� �y�d�•��
�k�l�Z�e�b�� �g�Z�^�a�\�b�q�Z�c�g�h�� �i�h�i�m�e�y�j�g�b�f�b�� �\�� �h�k�l�Z�g�g�•�� �^�_�k�y�l�b�j�•�q�q�y���� �<�h�g�b�� �a�Z�[�_�a�i�_�q�m�x�l�v��
�_�n�_�d�l�b�\�g�b�c�� �k�i�h�k�•�[�� �d�h�^�m�\�Z�g�g�y�� �•�� �i�_�j�_�^�Z�q�•�� �•�g�n�h�j�f�Z�p�•�€���� �•�� �\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y�� �\�� �j�•�a�g�b�o��
�k�n�_�j�Z�o�����\�•�^���f�Z�j�d�_�l�b�g�]�m���^�h���e�h�]�•�k�l�b�d�b���l�Z���f�_�^�b�p�b�g�b�����4�5-�d�h�^�b���k�l�\�h�j�_�g�•���^�e�y���r�\�b�^�d�h�]�h��
�•�� �a�j�m�q�g�h�]�h�� �a�q�b�l�m�\�Z�g�g�y�� �•�g�n�h�j�f�Z�p�•�€�� �a�Z�� �^�h�i�h�f�h�]�h�x�� �k�m�q�Z�k�g�b�o�� �f�h�[�•�e�v�g�b�o�� �i�j�b�k�l�j�h�€�\����
�<�h�g�b�� �f�Z�x�l�v�� �k�i�_�p�b�n�•�q�g�m�� �k�l�j�m�d�l�m�j�m���� �s�h�� �^�h�a�\�h�e�y�}�� �d�h�^�m�\�Z�l�b�� �[�Z�]�Z�l�h�� �l�b�i�•�\�� �^�Z�g�b�o����
�\�d�e�x�q�Z�x�q�b���l�_�d�k�l�����\�_�[-�i�h�k�b�e�Z�g�g�y���� �d�h�g�l�Z�d�l�g�m���•�g�n�h�j�f�Z�p�•�x�����]�_�h�]�j�Z�n�•�q�g�•�� �d�h�h�j�^�b�g�Z�l�b��
�l�Z���[�Z�]�Z�l�h���•�g�r�b�o�� 

�1�g�n�h�j�f�Z�p�•�y���� �s�h�� �a�[�_�j�•�]�Z�}�l�v�k�y�� �\�� �4�5-�d�h�^�•���� �f�h�`�_�� �i�j�b�c�f�Z�l�b�� �j�•�a�g�•�� �n�h�j�f�b���� �Z�e�_��
�g�Z�c�q�Z�k�l�•�r�_���\�h�g�Z���}���i�j�h�k�l�b�f���\�_�[-�i�h�k�b�e�Z�g�g�y�f�����G�Z�i�j�b�d�e�Z�^�����\���h�i�_�j�Z�p�•�c�g�•�c���k�b�k�l�_�f�•���L�2�6��
�^�h�^�Z�l�h�d�� �©�D�Z�f�_�j�Z�ª�� �Z�\�l�h�f�Z�l�b�q�g�h�� �j�h�a�i�•�a�g�Z�}�� �4�5-�d�h�^�b�� �•�� �i�j�h�i�h�g�m�}�� �\�•�^�d�j�b�l�b�� �\�_�[-
�k�l�h�j�•�g�d�m���a�Z���i�h�k�b�e�Z�g�g�y�f�����s�h���\���g�b�o���f�•�k�l�b�l�v�k�y�����H�k�g�h�\�g�Z���•�g�n�h�j�f�Z�p�•�y�����y�d�m���k�e�•�^���f�Z�l�b���g�Z��
�m�\�Z�a�•���s�h�^�h���4�5-�d�h�^�•�\�����i�h�e�y�]�Z�}���\���l�h�f�m�����s�h���\�h�g�b���q�Z�k�l�h���k�e�m�`�Z�l�v���y�d���a�\�b�q�Z�c�g�•���i�h�k�b�e�Z�g�g�y��
�g�Z���\�_�[-�k�l�h�j�•�g�d�b���•���p�_���f�Z�}���\�Z�`�e�b�\�b�c���\�i�e�b�\���g�Z���i�b�l�Z�g�g�y���d�•�[�_�j�[�_�a�i�_�d�b�� 

QR-�d�h�^�b���� �y�d�� �a�j�m�q�g�b�c�� �•�� �i�h�r�b�j�_�g�b�c�� �k�i�h�k�•�[�� �i�_�j�_�^�Z�q�•�� �•�g�n�h�j�f�Z�p�•�€���� �k�l�Z�e�b��
�i�j�b�\�Z�[�e�b�\�b�f�� �a�g�Z�j�y�^�^�y�f�� �^�e�y�� �a�e�h�\�f�b�k�g�b�d�•�\���� �y�d�•�� �i�j�Z�]�g�m�l�v�� �\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b�� �€�o�� �^�e�y��
�n�•�r�b�g�]�h�\�b�o���Z�l�Z�d�����I�j�h�p�_�k���n�m�g�d�p�•�h�g�m�\�Z�g�g�y���l�Z�d�b�o���Z�l�Z�d���i�j�_�^�k�l�Z�\�e�_�g�b�c���g�Z���j�b�k�m�g�d�m��1. 

 

 
�J�b�k.1. �N�•�r�b�g�]�h�\�Z���Z�l�Z�d�Z���•�a���\�b�d�h�j�b�k�l�Z�g�g�y�f���4�5-�d�h�^�m 



�1�G�N�H�J�F�:�L�B�D�:���L�:���F�:�L�?�F�:�L�B�Q�G�1���F�?�L�H�>�B���<���F�H�>�?�E�X�<�:�G�G�1���’�������������’���L�h�f�����������‹�������� 
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QR-�d�h�^�b�� �r�b�j�h�d�h�� �\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y�� �\�� �j�•�a�g�b�o�� �]�Z�e�m�a�y�o�� �i�j�h�f�b�k�e�h�\�h�k�l�•����
�k�i�j�h�s�m�x�q�b�� �i�j�h�p�_�k�b�� �^�e�y�� �l�h�j�]�•�\�e�•���� �j�h�a�\�Z�`�Z�e�v�g�b�o�� �a�Z�d�e�Z�^�•�\�� �•�� �j�_�k�l�h�j�Z�g�•�\���� �H�^�g�Z�d�� �p�y��
�i�h�i�m�e�y�j�g�•�k�l�v���g�_���j�h�[�b�l�v���d�h�j�b�k�l�m�\�Z�q�•�\���•�f�m�g�g�b�f�b���^�h���n�•�r�b�g�]�h�\�b�o���Z�l�Z�d�����D�•�[�_�j�a�e�h�q�b�g�p�•��
�\�b�d�h�j�b�k�l�h�\�m�x�l�v�� �4�5-�d�h�^�b�� �j�Z�a�h�f�� �•�a�� �h�[�f�Z�g�e�b�\�b�f�b�� �i�h�\�•�^�h�f�e�_�g�g�y�f�b���� �s�h�[�� �a�f�m�k�b�l�b��
�e�x�^�_�c�� �j�h�a�]�h�e�h�r�m�\�Z�l�b�� �d�h�g�n�•�^�_�g�p�•�c�g�m�� �l�Z�� �h�k�h�[�b�k�l�m�� �•�g�n�h�j�f�Z�p�•�x���� �I�•�^�j�h�[�e�_�g�•�� �4�5-
�d�h�^�b�� �q�Z�k�l�h�� �g�Z�i�j�Z�\�e�y�x�l�v�� �`�_�j�l�\�� �g�Z�� �n�Z�e�v�r�b�\�•�� �\�_�[-�k�Z�c�l�b���� �^�_�� �a�[�b�j�Z�x�l�v�k�y��
�d�h�g�n�•�^�_�g�p�•�c�g�•�� �^�Z�g�•���� �l�Z�d�•�� �y�d�� �g�h�f�_�j�b�� �d�j�_�^�b�l�g�b�o�� �d�Z�j�l�h�d���� �A�Z���^�h�i�h�f�h�]�h�x�� �p�b�o��
�\�b�d�j�Z�^�_�g�b�o�� �^�Z�g�b�o�� �o�Z�d�_�j�b�� �f�h�`�m�l�v�� �h�l�j�b�f�Z�l�b�� �d�h�g�l�j�h�e�v�� �g�Z�^�� �h�k�h�[�h�x�� �`�_�j�l�\�b�� �•��
�k�i�j�b�q�b�g�b�l�b�� �n�•�g�Z�g�k�h�\�b�c�� �o�Z�h�k�� �q�_�j�_�a�� �g�_�k�Z�g�d�p�•�h�g�h�\�Z�g�•�� �\�b�l�j�Z�l�b�� �a�� �d�j�_�^�b�l�g�h�€�� �d�Z�j�l�d�b����
�<�b�y�\�e�_�g�g�y�� �r�d�•�^�e�b�\�h�]�h�� �4�5-�d�h�^�m�� �l�Z�� �a�Z�o�b�k�l�� �\�•�^�� �i�h�l�_�g�p�•�c�g�b�o�� �a�Z�]�j�h�a�� �g�Z�^�a�\�b�q�Z�c�g�h��
�\�Z�`�e�b�\�•���\���p�b�n�j�h�\�h�f�m���k�_�j�_�^�h�\�b�s�•�� 

�D�h�e�b�� �c�^�_�l�v�k�y�� �i�j�h QR-�d�h�^�b���� �\�Z�`�e�b�\�h�� �j�h�a�j�•�a�g�y�l�b�� �€�o�� �j�•�a�g�h�\�b�^�b���� �l�Z�d�•�� �y�d��
�n�•�a�b�q�g�b�c���4�5-�d�h�^���l�Z���p�b�n�j�h�\�b�c���4�5-�d�h�^�����h�k�d�•�e�v�d�b���h�[�b�^�\�Z���f�h�`�m�l�v���[�m�l�b���\�b�d�h�j�b�k�l�Z�g�•��
�\���Z�l�Z�d�Z�o���n�•�r�b�g�]�m�����Z�e�_���f�Z�x�l�v���k�\�h�€���h�k�h�[�e�b�\�h�k�l�•�����I�h�]�h�\�h�j�b�f�h���i�j�h���d�h�`�_�g���a���l�b�i�•�\���[�•�e�v�r��
�^�h�d�e�Z�^�g�h�� 

�N�•�a�b�q�g�b�c�� �4�5-�d�h�^�� �i�j�_�^�k�l�Z�\�e�y�}�� �k�h�[�h�x�� �\�•�a�m�Z�e�v�g�b�c�� �r�l�j�b�o�d�h�^���� �y�d�b�c�� �f�h�`�g�Z��
�g�Z�^�j�m�d�m�\�Z�l�b���q�b���g�Z�g�_�k�l�b���g�Z���i�h�\�_�j�o�g�x�����L�Z�d�•���4�5-�d�h�^�b���f�h�`�m�l�v���[�m�l�b���i�•�^�j�h�[�e�_�g�b�f�b���q�b��
�j�h�a�f�•�s�_�g�b�f�b�� �g�Z�� �g�_�k�i�h�^�•�\�Z�g�b�o�� �h�[�¶�}�d�l�Z�o���� �\�b�d�e�b�d�Z�x�q�b�� �a�Z�f�•�r�Z�g�g�y�� �l�Z�� �i�•�^�\�b�s�m�x�q�b��
�c�f�h�\�•�j�g�•�k�l�v�� �\�b�g�b�d�g�_�g�g�y�� �n�•�r�b�g�]�h�\�b�o�� �k�p�_�g�Z�j�•�€�\���� �M�� �\�b�i�Z�^�d�m�� �n�•�a�b�q�g�h�]�h�� �4�5-�d�h�^�m��
�i�j�b�d�e�Z�^�h�f�� �Z�l�Z�d�b�� �}�� �g�Z�d�e�_�x�\�Z�g�g�y�� �i�•�^�j�h�[�e�_�g�b�o�� �d�h�^�•�\�� �g�Z�� �n�•�a�b�q�g�•�� �h�[�¶�}�d�l�b���� �l�Z�d�•�� �y�d��
�i�Z�j�d�h�f�Z�l�b���Z�[�h���i�j�h�^�m�d�l�b���m���f�Z�]�Z�a�b�g�Z�o�� 

 �P�b�n�j�h�\�b�c�� �4�5-�d�h�^���� �g�Z�\�i�Z�d�b���� �a�[�_�j�•�]�Z�}�l�v�k�y�� �l�Z�� �j�h�a�i�h�\�k�x�^�`�m�}�l�v�k�y�� �\��
�_�e�_�d�l�j�h�g�g�h�f�m�� �n�h�j�f�Z�l�•�� �Z�e�_�� �l�Z�d�h�`�� �f�h�`�_�� �[�m�l�b�� �j�h�a�i�•�a�g�Z�g�b�c���a�Z�� �^�h�i�h�f�h�]�h�x�� �d�Z�f�_�j�b��
�k�f�Z�j�l�n�h�g�Z���Z�[�h���•�g�r�h�]�h���i�j�b�k�l�j�h�x�����P�b�n�j�h�\�•���4�5-�d�h�^�b���f�h�`�m�l�v���\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b�k�y���g�Z��
�r�Z�o�j�Z�c�k�v�d�b�o�� �•�g�l�_�j�g�_�l�� �k�l�h�j�•�g�d�Z�o���� �m�� �k�f�k-�i�h�\�•�^�h�f�e�_�g�g�y�o�� �Z�[�h�� �\�� �e�b�k�l�Z�o�� �_�e�_�d�l�j�h�g�g�h�€��
�i�h�r�l�b���� �s�h�� �g�Z�f�Z�]�Z�x�l�v�k�y�� �•�f�•�l�m�\�Z�l�b�� �e�_�]�•�l�b�f�g�•�� �i�h�\�•�^�h�f�e�_�g�g�y�� �\�•�^�� �[�Z�g�d�•�\�� �q�b�� �\�•�^�h�f�b�o��
�d�h�f�i�Z�g�•�c�� 

�H�k�h�[�e�b�\�h�k�l�•�� �h�[�h�o�� �\�b�^�•�\�� �4�5-�d�h�^�•�\�� �k�\�•�^�q�Z�l�v�� �i�j�h�� �g�_�h�[�o�•�^�g�•�k�l�v�� �i�b�e�v�g�h�k�l�•�� �l�Z��
�h�[�_�j�_�`�g�h�k�l�•�� �d�h�j�b�k�l�m�\�Z�q�•�\�� �i�j�b�� �\�a�Z�}�f�h�^�•�€�� �a�� �g�b�f�b���� �h�k�h�[�e�b�\�h�� �\�� �k�b�l�m�Z�p�•�y�o���� �^�_�� �f�h�`�_��
�\�b�g�b�d�g�m�l�b���i�•�^�h�a�j�Z���s�h�^�h���€�o�g�v�h�]�h���i�h�o�h�^�`�_�g�g�y���q�b���g�Z�f�•�j�m�����H�k�v���^�_�d�•�e�v�d�Z���Z�k�i�_�d�l�•�\�����y�d�•��
�\�Z�j�l�h���\�j�Z�o�m�\�Z�l�b���^�e�y���\�b�y�\�e�_�g�g�y���r�Z�o�j�Z�c�k�v�d�b�o���4�5-�d�h�^�•�\���>9]: 

�� �i�_�j�_�\�•�j�d�Z���^�`�_�j�_�e�Z; 
�� �i�_�j�_�\�•�j�d�Z���8�5�/-�Z�^�j�_�k�b; 
�� �^�b�a�Z�c�g���4�5-�d�h�^�m; 
�� �g�Z�y�\�g�•�k�l�v���f�_�o�Z�g�•�a�f�m���Z�\�l�_�g�l�b�n�•�d�Z�p�•�y; 
�� �g�Z�y�\�g�•�k�l�v���a�Z�i�b�l�m���d�h�g�n�•�^�_�g�p�•�c�g�h�€���•�g�n�h�j�f�Z�p�•�€; 
�� �g�Z�y�\�g�•�k�l�v���g�Z�^�f�•�j�g�h���s�_�^�j�b�o���i�j�h�i�h�a�b�p�•�c; 
�� �\�b�d�h�j�b�k�l�Z�g�g�y�� �i�j�h�]�j�Z�f �k�d�Z�g�m�\�Z�g�g�y�� �4�5-�d�h�^�•�\�� �•�a�� �\�[�m�^�h�\�Z�g�b�f�b�� �n�m�g�d�p�•�y�f�b��

�a�Z�o�b�k�l�m���\�•�^���n�•�r�b�g�]�h�\�b�o���Z�l�Z�d; 
�� �\�b�d�h�j�b�k�l�Z�g�g�y�� �Z�g�l�b�\�•�j�m�k�•�\�� �l�Z�� �•�g�r�h�]�h�� �d�h�j�b�k�g�h�]�h�� �i�j�h�]�j�Z�f�g�h�]�h�� �a�Z�[�_�a�i�_�q�_�g�g�y��

�^�e�y���a�Z�o�b�k�l�m���\�•�^���r�Z�o�j�Z�c�k�l�\�Z; 
�� �j�_�]�m�e�y�j�g�_ �h�g�h�\�e�_�g�g�y���i�j�h�]�j�Z�f�g�h�]�h���a�Z�[�_�a�i�_�q�_�g�g�y���[�_�a�i�_�d�b; 
�� �\�b�d�h�j�b�k�l�Z�g�g�y���^�\�m�o�n�Z�d�l�h�j�g�h�€ �Z�\�l�_�g�l�b�n�•�d�Z�p�•�€. 

�L�Z�d�h�`�� �k�e�•�^ �i�•�^�d�j�_�k�e�b�l�b�� �\�j�Z�a�e�b�\�•�k�l�v�� �d�h�f�i�Z�g�•�c�� �l�Z�� �d�h�j�i�h�j�Z�l�b�\�g�b�o�� �k�i�•�e�v�g�h�l�b��
�^�h�� �n�•�r�b�g�]�h�\�b�o�� �Z�l�Z�d���� �A�j�h�k�l�Z�x�q�Z�� �i�h�r�b�j�_�g�•�k�l�v�� �r�Z�o�j�Z�c�k�l�\�Z���q�_�j�_�a�� �4�5-�d�h�^�b��
�i�•�^�d�j�_�k�e�x�}���d�j�b�l�b�q�g�m���i�h�l�j�_�[�m���d�h�f�i�Z�g�•�c���m���i�h�k�b�e�_�g�g�•���k�\�h�]�h���a�Z�o�b�k�l�m�� �I�•�^�k�m�f�h�\�m�x�q�b����
�a�j�m�q�g�•�k�l�v�� �4�5-�d�h�^�•�\�� �g�_�� �i�h�\�b�g�g�Z�� �i�j�b�o�h�\�m�\�Z�l�b�� �i�h�k�l�•�c�g�m �a�Z�]�j�h�a�m�� �n�•�r�b�g�]�h�\�b�o�� �Z�l�Z�d����
�I�•�^�i�j�b�}�f�k�l�\�Z�� �f�Z�x�l�v�� �Z�d�l�b�\�g�h�� �g�Z�\�q�Z�l�b�� �k�\�•�c�� �i�_�j�k�h�g�Z�e���� �k�l�\�h�j�x�x�q�b�� �i�b�e�v�g�m��
�d�h�j�i�h�j�Z�l�b�\�g�m�� �k�i�•�e�v�g�h�l�m���� �a�^�Z�l�g�m�� �\�q�Z�k�g�h�� �j�h�a�i�•�a�g�Z�\�Z�l�b�� �l�Z�� �a�Z�i�h�[�•�]�Z�l�b�� �r�Z�o�j�Z�c�k�l�\�m����
�R�e�y�o�h�f�� �g�Z�\�q�Z�g�g�y�� �a�� �d�•�[�_�j�[�_�a�i�_�d�b�� �l�Z�� �\�b�d�h�j�b�k�l�Z�g�g�y�� �k�i�_�p�•�Z�e�•�a�h�\�Z�g�h�]�h�� �i�j�h�]�j�Z�f�g�h�]�h��
�a�Z�[�_�a�i�_�q�_�g�g�y���� �h�j�]�Z�g�•�a�Z�p�•�€�� �f�h�`�m�l�v�� �_�n�_�d�l�b�\�g�h�� �a�Z�o�b�s�Z�l�b�� �k�_�[�_�� �\�•�^�� �i�h�l�_�g�p�•�c�g�b�o��
�g�_�[�_�a�i�_�d�����a�Z�[�_�a�i�_�q�m�x�q�b���i�h�k�l�•�c�g�m���[�_�a�i�_�d�m���k�\�h�€�o���h�i�_�j�Z�p�•�c���l�Z���^�Z�g�b�o�� 



�:���<�����D�Z�k�Z�y�g�•, �G���1�����D�m�r�g�•�j�_�g�d�h�����H���<�����L�j�h�y�g�k�v�d�b�c�����<���<�����I�h�^�m�n�Z�e�h�\ 
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�Y�d�� �[�m�e�h�� �a�Z�a�g�Z�q�_�g�h�� �\�b�s�_���� �m�� �4�5-�d�h�^�Z�o�� �g�Z�c�[�•�e�v�r�� �i�h�r�b�j�_�g�h�x�� �n�h�j�f�h�x��
�•�g�n�h�j�f�Z�p�•�€���}���\�_�[-�i�h�k�b�e�Z�g�g�y�����y�d�_���q�Z�k�l�h���\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y���^�e�y�� �k�i�j�h�s�_�g�h�]�h���^�h�k�l�m�i�m��
�^�h�� �\�_�[-�j�_�k�m�j�k�•�\���� �L�Z�d�h�`���� �m�� �d�h�g�l�_�d�k�l�•�� �d�•�[�_�j�[�_�a�i�_�d�b���� �\�Z�`�e�b�\�h�� �a�Z�m�\�Z�`�b�l�b���� �s�h�� �Z�g�Z�e�•�a��
�p�v�h�]�h�� �i�h�k�b�e�Z�g�g�y�� �}�� �d�j�b�l�b�q�g�b�f�� �_�l�Z�i�h�f�� �m�� �\�b�y�\�e�_�g�g�•�� �f�h�`�e�b�\�b�o�� �n�•�r�b�g�]�h�\�b�o�� �Z�l�Z�d����
�h�k�d�•�e�v�d�b�� �k�Z�f�_�� �\�h�g�h�� �i�j�b�o�h�\�m�}�� �r�d�•�^�e�b�\�b�c�� �\�f�•�k�l���� �k�i�j�y�f�h�\�Z�g�b�c�� �g�Z�� �r�Z�o�j�Z�c�k�v�d�•�� �p�•�e�•����
�I�j�b�� �j�_�l�_�e�v�g�h�f�m�� �Z�g�Z�e�•�a�•�� �k�l�j�m�d�l�m�j�b�� �l�Z�� �^�`�_�j�_�e�Z�� �i�h�k�b�e�Z�g�g�y���� �f�h�`�e�b�\�h�� �\�b�y�\�b�l�b��
�i�h�l�_�g�p�•�c�g�h���g�_�[�_�a�i�_�q�g�•���4�5-�d�h�^�b���l�Z���a�Z�i�h�[�•�]�l�b���€�o���r�d�•�^�e�b�\�h�f�m���\�i�e�b�\�m�� 

�I�_�j�r�b�f���_�l�Z�i�h�f���g�Z���r�e�y�o�m���^�h���\�b�y�\�e�_�g�g�y���n�•�r�b�g�]�h�\�b�o���4�5-�d�h�^�•�\���}���^�_�d�h�^�m�\�Z�g�g�y��
�i�h�k�b�e�Z�g�g�y���l�Z���c�h�]�h���i�h�^�Z�e�v�r�b�c���Z�g�Z�e�•�a�����>�e�y���\�b�y�\�e�_�g�g�y���i�h�l�_�g�p�•�c�g�b�o���\�j�Z�a�e�b�\�h�k�l�_�c���Z�[�h��
�h�a�g�Z�d�� �n�Z�e�v�r�b�\�h�k�l�•���� �g�_�h�[�o�•�^�g�h�� �j�_�l�_�e�v�g�h�� �j�h�a�]�e�y�g�m�l�b�� �\�k�•�� �q�Z�k�l�b�g�b�� �i�h�k�b�e�Z�g�g�y���� �y�d�_��
�f�•�k�l�b�l�v�k�y���\���4�5-�d�h�^�•�����P�_�c���i�j�h�p�_�k���\�d�e�x�q�Z�}���^�h�k�e�•�^�`�_�g�g�y���i�j�h�l�h�d�h�e�m���i�_�j�_�^�Z�q�•���^�Z�g�b�o����
�^�h�f�_�g�g�b�o���•�f�_�g�����r�e�y�o�m���^�h���j�_�k�m�j�k�m�����i�Z�j�Z�f�_�l�j�•�\���a�Z�i�b�l�m���l�Z���•�g�r�b�o���f�_�l�Z�^�Z�g�b�o�� 

�H�k�h�[�e�b�\�•�� �h�a�g�Z�d�b���m���\�_�[-�i�h�k�b�e�Z�g�g�y�o���}���d�e�x�q�h�\�b�f�b���d�h�f�i�h�g�_�g�l�Z�f�b���Z�g�Z�e�•�a�m�����P�•��
�i�Z�j�Z�f�_�l�j�b�� �^�h�a�\�h�e�y�x�l�v�� �\�b�y�\�e�y�l�b�� �i�_�\�g�•�� �\�•�^�f�•�g�g�h�k�l�•�� �l�Z�� �o�Z�j�Z�d�l�_�j�b�k�l�b�d�b���� �y�d�•�� �}��
�l�b�i�h�\�b�f�b���^�e�y���i�•�^�h�a�j�•�e�b�o���Z�[�h���i�h�l�_�g�p�•�c�g�h���r�d�•�^�e�b�\�b�o���i�h�k�b�e�Z�g�v���� 
�M�� �l�Z�[�e�b�p�•�� �����g�Z�\�_�^�_�g�h�� �i�_�j�_�e�•�d�� �h�k�h�[�e�b�\�b�o�� �h�a�g�Z�d�� �i�h�k�b�e�Z�g�g�y���� �h�[�j�Z�g�b�o�� �^�e�y�� �f�_�l�h�^�m��
�\�b�y�\�e�_�g�g�y���n�•�r�b�g�]�m�� 

�L�Z�[�e�b�p�y���� 
�H�k�h�[�e�b�\�•���h�a�g�Z�d�b���i�h�k�b�e�Z�g�g�y 

�H�k�h�[�e�b�\�•���h�a�g�Z�d�b���Z�^�j�_�k�g�h�€���k�l�j�h�d�b 

�D�•�e�v�d�•�k�l�v���^�\�•�c�g�b�o���k�d�•�k�g�b�o���j�b�k�h�d���©�����ª 
�G�Z�y�\�g�•�k�l�v���,�3-�Z�^�j�_�k�b���[�_�a�i�h�k�_�j�_�^�g�v�h���m��
�i�h�k�b�e�Z�g�g�• 
�G�Z�y�\�g�•�k�l�v���k�b�f�\�h�e�m �k�h�[�Z�d�Z���©�#�ª 
�>�h�\�`�b�g�Z���i�h�k�b�e�Z�g�g�y 
�G�Z�y�\�g�•�k�l�v���[�m�d�\���g�_���e�Z�l�b�g�k�v�d�h�]�h��
�Z�e�n�Z�\�•�l�m 
�<�b�d�h�j�b�k�l�Z�g�g�y���a�Z�o�b�s�_�g�h�]�h���i�j�h�l�h�d�h�e�m�� 

�H�k�h�[�e�b�\�•���h�a�g�Z�d�b���^�h�f�_�g�m 

�D�•�e�v�d�•�k�l�v���^�g�•�\���^�h���a�Z�d�•�g�q�_�g�g�y���l�_�j�f�•�g�m��
�^�•�€���^�h�f�_�g�Z 
�D�•�e�v�d�•�k�l�v���^�g�•�\���a���f�h�f�_�g�l�m���j�_�}�k�l�j�Z�p�•�€��
�^�h�f�_�g�m 
�G�Z�y�\�g�•�k�l�v���i�•�^�^�h�f�_�g�m 

�I�_�j�_�c�^�_�f�h�� �[�_�a�i�h�k�_�j�_�^�g�v�h�� �^�h�� �Z�e�]�h�j�b�l�f�•�\�� �f�Z�r�b�g�g�h�]�h�� �g�Z�\�q�Z�g�g�y���� �F�Z�r�b�g�g�_��
�g�Z�\�q�Z�g�g�y���f�h�`�_���\�d�e�x�q�Z�l�b���j�h�a�j�h�[�d�m���f�h�^�_�e�•�����y�d�Z���g�Z�\�q�Z�}�l�v�k�y���g�Z���i�_�\�g�b�o���l�j�_�g�m�\�Z�e�v�g�b�o��
�^�Z�g�b�o���l�Z�� �\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y�� �^�e�y�� �h�[�j�h�[�d�b���^�Z�g�b�o���a���f�_�l�h�x�� �i�_�j�_�^�[�Z�q�_�g�g�y�� �j�_�a�m�e�v�l�Z�l�m����
�>�e�y�� �^�Z�g�h�€�� �a�Z�^�Z�q�•�� �[�m�^�_�f�h�� �j�h�a�]�e�y�^�Z�l�b�� �l�Z�� �i�h�j�•�\�g�x�\�Z�l�b�� �^�\�•�� �f�h�^�_�e�•�� �f�Z�r�b�g�g�h�]�h��
�g�Z�\�q�Z�g�g�y�����g�_�c�j�h�g�g�•���f�_�j�_�`�•���l�Z���^�_�j�_�\�Z���j�•�r�_�g�v�� 

�G�Z�k�l�m�i�g�b�c�� �d�j�h�d�� �p�_�� �Z�g�Z�e�•�a�� �l�_�d�k�l�m�� �i�h�k�b�e�Z�g�g�y�� �a�Z�� �^�h�i�h�f�h�]�h�x�� �f�h�\�g�h�€�� �f�h�^�_�e�•����
�F�h�\�g�•�� �f�h�^�_�e�•�� �i�j�_�^�k�l�Z�\�e�y�x�l�v�� �k�h�[�h�x�� �k�d�e�Z�^�g�•�� �f�Z�l�_�f�Z�l�b�q�g�•�� �Z�[�h�� �d�h�f�i�
�x�l�_�j�g�•��
�k�l�j�m�d�l�m�j�b���� �s�h�� �g�Z�\�q�Z�x�l�v�k�y�� �j�h�a�m�f�•�l�b�� �l�Z�� �]�_�g�_�j�m�\�Z�l�b�� �f�h�\�e�_�g�g�}�\�•�� �a�j�Z�a�d�b���� �2�o�g�v�h�x��
�h�k�g�h�\�g�h�x�� �f�_�l�h�x�� �}�� �j�h�a�m�f�•�g�g�y�� �f�h�\�b���� �\�b�y�\�e�_�g�g�y�� �a�Z�d�h�g�h�f�•�j�g�h�k�l�_�c�� �m�� �l�_�d�k�l�•�� �l�Z��
�a�^�Z�l�g�•�k�l�v���k�l�\�h�j�x�\�Z�l�b���g�h�\�•���f�h�\�g�•���\�b�k�e�h�\�b�����P�•���f�h�^�_�e�•���[�Z�a�m�x�l�v�k�y���g�Z���\�_�e�b�d�•�c���d�•�e�v�d�h�k�l�•��
�^�Z�g�b�o���± �l�_�d�k�l�Z�o�����^�h�d�m�f�_�g�l�Z�o�����\�_�e�b�d�b�o���d�h�j�i�m�k�Z�o���f�h�\�e�_�g�g�}�\�b�o���f�Z�l�_�j�•�Z�e�•�\�� 

�=�h�e�h�\�g�b�f���i�h�g�y�l�l�y�f���i�j�b���h�[�j�h�[�p�•���i�j�b�j�h�^�g�h�€���f�h�\�b���}���\�_�d�l�h�j�g�•���\�•�^�h�[�j�Z�`�_�g�g�y����
�<�_�d�l�h�j�g�•���\�•�^�h�[�j�Z�`�_�g�g�y���± �p�_���q�b�k�e�h�\�•���i�j�_�^�k�l�Z�\�e�_�g�g�y���k�e�•�\���Z�[�h���l�_�d�k�l�h�\�b�o���n�j�Z�]�f�_�g�l�•�\��
�m���\�_�d�l�h�j�g�h�f�m���i�j�h�k�l�h�j�•�����K�m�l�g�•�k�l�v���\�_�d�l�h�j�g�b�o���\�•�^�h�[�j�Z�`�_�g�v���i�h�e�y�]�Z�}���\���l�h�f�m�����s�h���\�h�g�b���}��
�k�e�h�\�Z�f�b�� �q�b�� �l�_�d�k�l�h�f�� �m�� �n�h�j�f�•���� �a�j�h�a�m�f�•�e�b�f�b�� �^�e�y�� �d�h�f�i�¶�x�l�_�j�Z���� �\�� �y�d�•�c�� �\�•�^�h�[�j�Z�`�_�g�Z��
�k�_�f�Z�g�l�b�q�g�Z���l�Z���k�b�g�l�Z�d�k�b�q�g�Z���•�g�n�h�j�f�Z�p�•�y�����<�_�d�l�h�j�b���\�•�^�h�[�j�Z�`�_�g�g�y���j�h�a�l�Z�r�h�\�Z�g�•���m���l�Z�d�b�o��
�i�j�h�k�l�h�j�Z�o���� �^�_�� �k�o�h�`�•�� �k�e�h�\�Z�� �Z�[�h�� �n�j�Z�a�b�� �j�h�a�f�•�s�_�g�•�� �[�e�b�a�v�d�h�� �h�^�g�_�� �^�h�� �h�^�g�h�]�h����
�\�•�^�h�[�j�Z�`�Z�x�q�b�� �€�o�g�•�� �k�_�f�Z�g�l�b�q�g�•�� �\�•�^�g�h�k�b�g�b���� �P�_�� �^�h�a�\�h�e�y�}���k�l�\�h�j�b�l�b�� �k�b�k�l�_�f�m��
�d�e�Z�k�b�n�•�d�Z�p�•�€���� �y�d�Z�� �a�^�Z�l�g�Z�� �\�b�y�\�e�y�l�b�� �\�b�j�Z�a�b�� �Z�[�h�� �d�e�x�q�h�\�•�� �h�a�g�Z�d�b���� �s�h�� �\�d�Z�a�m�x�l�v�� �g�Z��
�f�h�`�e�b�\�m���a�Z�]�j�h�a�m���d�•�[�_�j�[�_�a�i�_�p�•�� 



�1�G�N�H�J�F�:�L�B�D�:���L�:���F�:�L�?�F�:�L�B�Q�G�1���F�?�L�H�>�B���<���F�H�>�?�E�X�<�:�G�G�1���’�������������’���L�h�f�����������‹�������� 
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�L�Z�d�b�f���q�b�g�h�f���a���l�_�d�k�l�m���i�h�k�b�e�Z�g�g�y���f�b���h�l�j�b�f�m�}�f�h���c�h�]�h���q�b�k�e�h�\�_���i�j�_�^�k�l�Z�\�e�_�g�g�y��
�m���\�b�]�e�y�^�•���\�_�d�l�h�j�m�����y�d�b�c���^�Z�e�•���[�m�^�_���\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b�k�y�����y�d���^�h�^�Z�l�d�h�\�•���\�o�•�^�g�•���^�Z�g�•���^�e�y��
�Z�e�]�h�j�b�l�f�m���f�Z�r�b�g�g�h�]�h���g�Z�\�q�Z�g�g�y�� 

�;�e�h�d-�k�o�_�f�Z�� �a�Z�]�Z�e�v�g�h�]�h�� �Z�e�]�h�j�b�l�f�m�� �\�b�y�\�e�_�g�g�y�� �n�•�r�b�g�]�h�\�b�o�� �4�5-�d�h�^�•�\��
�i�j�_�^�k�l�Z�\�e�_�g�Z���g�Z���j�b�k�m�g�d�m��2. 

�=�e�b�[�h�d�b�c�� �Z�g�Z�e�•�a�� �k�l�\�h�j�_�g�h�]�h�� �f�_�l�h�^�m�� �\�b�y�\�e�_�g�g�y�� �n�•�r�b�g�]�h�\�b�o�� �4�5-�d�h�^�•�\��
�k�i�j�y�f�h�\�Z�g�b�c�� �g�Z�� �h�p�•�g�d�m�� �c�h�]�h�� �_�n�_�d�l�b�\�g�h�k�l�•���� �<�•�g�� �\�d�e�x�q�Z�}�� �^�h�d�e�Z�^�g�b�c�� �Z�g�Z�e�•�a��
�j�_�a�m�e�v�l�Z�l�•�\���l�_�k�l�m�\�Z�g�g�y�����s�h���h�o�h�i�e�x�}���l�h�q�g�•�k�l�v���l�Z���g�Z�^�•�c�g�•�k�l�v���g�h�\�Z�l�h�j�k�v�d�h�]�h���i�•�^�o�h�^�m��
�^�h�� �\�b�y�\�e�_�g�g�y�� �i�•�^�j�h�[�e�_�g�b�o�� �4�5-�d�h�^�•�\���� �F�_�l�Z�� �p�v�h�]�h�� �Z�g�Z�e�•�a�m�� �± �\�b�a�g�Z�q�b�l�b�� �i�h�l�_�g�p�•�c�g�•��
�f�h�`�e�b�\�h�k�l�•�� �l�Z�� �h�[�f�_�`�_�g�g�y�� �a�Z�i�j�h�i�h�g�h�\�Z�g�h�]�h�� �f�_�l�h�^�m�� �\�� �d�h�g�l�_�d�k�l�•�� �i�j�h�l�b�^�•�€��
�n�•�r�b�g�]�h�\�b�f���Z�l�Z�d�Z�f�� 
 �?�n�_�d�l�b�\�g�•�k�l�v���f�h�^�_�e�_�c���m���f�Z�r�b�g�g�h�f�m���g�Z�\�q�Z�g�g�•�����h�k�h�[�e�b�\�h���\���a�Z�^�Z�q�Z�o���[�•�g�Z�j�g�h�€��
�d�e�Z�k�b�n�•�d�Z�p�•�€�����q�Z�k�l�h���h�p�•�g�x�}�l�v�k�y���a�Z���^�h�i�h�f�h�]�h�x���f�Z�l�j�b�p�•���i�h�f�b�e�h�d�����&onfusion Matrix). 
�P�y�� �f�Z�l�j�b�p�y�� �± �d�e�x�q�h�\�b�c�� �•�g�k�l�j�m�f�_�g�l�� �^�e�y�� �i�h�^�Z�e�v�r�h�€�� �h�p�•�g�d�b�� �f�h�^�_�e�•���� �s�h�� �^�h�a�\�h�e�y�}��
�\�b�a�g�Z�q�b�l�b���j�•�a�g�•���i�h�d�Z�a�g�b�d�b�����l�Z�d�•���y�d���l�h�q�g�•�k�l�v�����q�m�l�e�b�\�•�k�l�v�����k�i�_�p�b�n�•�q�g�•�k�l�v���l�Z���•�g�r�•�� 

 
�J�b�k��2�����;�e�h�d-�k�o�_�f�Z���Z�e�]�h�j�b�l�f�m���Z�g�Z�e�•�a�m���4�5-�d�h�^�m���g�Z���i�j�_�^�f�_�l���n�•�r�b�g�]�m 
  

�>�e�y�� �h�[�j�Z�g�b�o�� �Z�e�]�h�j�b�l�f�•�\�� �f�Z�r�b�g�g�h�]�h�� �g�Z�\�q�Z�g�g�y�� �[�m�e�b�� �j�h�a�j�Z�o�h�\�Z�g�•�� �f�Z�l�j�b�p�•��
�i�h�f�b�e�h�d���� �y�d�•�� �m�� �\�b�^�•�� �^�•�Z�]�j�Z�f�� �i�j�_�^�k�l�Z�\�e�_�g�•�� �g�Z�� �j�b�k�m�g�d�m��3���� �G�Z�[�•�j�� �^�Z�g�b�o�� �k�d�e�Z�^�Z�\�k�y�� �a��
�������������i�h�k�b�e�Z�g�v�����a���y�d�b�o���\�b�i�Z�^�d�h�\�h���h�[�j�Z�g�•�����������[�m�e�b���\�b�d�h�j�b�k�l�Z�g�•���^�e�y���l�j�_�g�m�\�Z�g�g�y�����Z��
�j�_�r�l�Z�� �^�e�y�� �l�_�k�l�m�\�Z�g�g�y���� �I�_�j�r�•�� �j�h�a�j�Z�o�m�g�d�b�� �[�m�e�b�� �h�l�j�b�f�Z�g�•�� �e�b�r�_�� �a�� �\�b�d�h�j�b�k�l�Z�g�g�y�f��
�Z�g�Z�e�•�a�m�� �h�k�h�[�e�b�\�b�o�� �h�a�g�Z�d�� �i�h�k�b�e�Z�g�g�y���� �I�j�b�� �i�h�^�Z�e�v�r�•�c�� �j�h�a�j�h�[�p�•�� �Z�e�]�h�j�b�l�f�m�� �[�m�e�h��
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�\�b�j�•�r�_�g�h�� �\�i�j�h�\�Z�^�b�l�b�� �f�h�\�g�m�� �f�h�^�_�e�v���� �y�d�Z�� �a�g�Z�q�g�h�� �i�•�^�\�b�s�b�e�Z�� �_�n�_�d�l�b�\�g�•�k�l�v��
�j�h�a�i�•�a�g�Z�\�Z�g�g�y�� 

 
�J�b�k��3�����>�•�Z�]�j�Z�f�b���a�g�Z�q�_�g�v���f�Z�l�j�b�p�•���i�h�f�b�e�h�d 
 

�H�l�j�b�f�Z�\�r�b�� �f�Z�l�j�b�p�x�� �i�h�f�b�e�h�d���� �f�b�� �i�_�j�_�o�h�^�b�f�h�� �^�h�� �j�h�a�j�Z�o�m�g�d�•�\�� �d�e�x�q�h�\�b�o��
�f�_�l�j�b�d�� �_�n�_�d�l�b�\�g�h�k�l�•�� �f�h�^�_�e�•�� �\�� �[�•�g�Z�j�g�•�c�� �d�e�Z�k�b�n�•�d�Z�p�•�€���� �A�Z�a�\�b�q�Z�c�� �g�Z�� �h�k�g�h�\�•�� �p�•�}�€��
�f�Z�l�j�b�p�•���\�b�a�g�Z�q�Z�x�l�v�k�y���l�Z�d�•���i�h�d�Z�a�g�b�d�b�����y�d���>10]: 

�� �l�h�q�g�•�k�l�v�����D�F�F�X�U�D�F�\���� 
�� �\�e�m�q�g�•�k�l�v�����S�U�H�F�L�V�L�R�Q������ 
�� �i�h�\�g�h�l�Z�����U�H�F�D�O�O������ 
�� �k�i�_�p�b�n�•�q�g�•�k�l�v����specificity); 
�� F-�f�•�j�Z�����)-score). 

�D�h�`�_�g�� �a�� �p�b�o�� �i�h�d�Z�a�g�b�d�•�\�� �\�•�^�h�[�j�Z�`�Z�}�� �j�•�a�g�•�� �Z�k�i�_�d�l�b�� �_�n�_�d�l�b�\�g�h�k�l�•�� �f�h�^�_�e�•�� �\��
�d�h�g�l�_�d�k�l�•�� �d�h�g�d�j�_�l�g�h�]�h�� �a�Z�\�^�Z�g�g�y�� �d�e�Z�k�b�n�•�d�Z�p�•�€���� �:�g�Z�e�•�a�� �p�b�o�� �f�_�l�j�b�d�� �g�Z�^�Z�}�� �]�e�b�[�r�_��
�j�h�a�m�f�•�g�g�y���l�h�]�h�����y�d���^�h�[�j�_���f�h�^�_�e�v���i�j�b�k�l�h�k�h�\�m�}�l�v�k�y���^�h���j�h�a�i�•�a�g�Z�\�Z�g�g�y���i�_�\�g�b�o���d�e�Z�k�•�\, 
�Z�� �l�Z�d�h�`�� �^�h�a�\�h�e�y�}�� �a�^�•�c�k�g�b�l�b�� �i�h�j�•�\�g�y�g�g�y�� �a�� �•�g�r�b�f�b�� �f�h�^�_�e�y�f�b�� �q�b�� �i�•�^�o�h�^�Z�f�b�� �^�h��
�\�b�j�•�r�_�g�g�y���a�Z�^�Z�q�•�� 

�>�e�y���j�h�a�j�Z�o�m�\�Z�g�g�y���p�b�o���f�_�l�j�b�d���\�b�d�h�j�b�k�l�h�\�m�x�l�v���g�Z�k�l�m�i�g�•���n�h�j�f�m�e�b���>10]: 
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�I�•�k�e�y���j�h�a�j�Z�o�m�g�d�m���h�k�g�h�\�g�b�o���f�_�l�j�b�d�����l�Z�d�b�o���y�d���l�h�q�g�•�k�l�v�����\�e�m�q�g�•�k�l�v���q�m�l�e�b�\�•�k�l�v��
�l�Z�� �k�i�_�p�b�n�•�q�g�•�k�l�v���� �f�h�`�g�Z�� �j�h�a�j�Z�o�m�\�Z�l�b�� �)-�f�•�j�m�� ���)-score). F-�f�•�j�Z�� �}�� �d�h�f�[�•�g�h�\�Z�g�h�x��
�f�_�l�j�b�d�h�x���� �s�h�� �h�[�¶�}�^�g�m�}�� �\�e�m�q�g�•�k�l�v�� �•�� �q�m�l�e�b�\�•�k�l�v�� �f�h�^�_�e�•���\�� �h�^�g�_�� �q�b�k�e�h�\�_�� �a�g�Z�q�_�g�g�y����
�N�h�j�f�m�e�Z���j�h�a�j�Z�o�m�g�d�m���)-�f�•�j�b���>10]: 

�(�æ�O�?�K�N�A 
L �t �Û ��
�2�N�A�?�E�O�E�K�J �Û �4�A�?�=�H�H��

�2�N�A�?�E�O�E�K�J 
E �4�A�?�=�H�H��
�� 

�P�y�� �f�_�l�j�b�d�Z���g�Z�^�Z�}�� �d�h�f�i�e�_�d�k�g�m�� �h�p�•�g�d�m�� �_�n�_�d�l�b�\�g�h�k�l�•�� �f�h�^�_�e�•���� �\�j�Z�o�h�\�m�x�q�b���y�d��
�i�j�Z�\�b�e�v�g�•�k�l�v�� �d�e�Z�k�b�n�•�d�Z�p�•�€�� �i�h�a�b�l�b�\�g�b�o�� �i�j�b�d�e�Z�^�•�\�� ���q�m�l�e�b�\�•�k�l�v������ �l�Z�d�� �•�� �m�g�b�d�g�_�g�g�y��
�i�h�f�b�e�d�h�\�b�o�� �d�e�Z�k�b�n�•�d�Z�p�•�c�� �i�h�a�b�l�b�\�g�b�o�� �l�Z�� �g�_�]�Z�l�b�\�g�b�o�� �i�j�b�d�e�Z�^�•�\�� ���l�h�q�g�•�k�l�v������ �P�_�c��
�i�h�d�Z�a�g�b�d���^�h�i�h�f�Z�]�Z�}���a�^�•�c�k�g�b�l�b���[�•�e�v�r���h�[�¶�}�d�l�b�\�g�_���i�h�j�•�\�g�y�g�g�y���f�h�^�_�e�_�c���l�Z���\�b�a�g�Z�q�b�l�b��
�€�o�g�x���a�Z�]�Z�e�v�g�m���_�n�_�d�l�b�\�g�•�k�l�v���m���\�b�j�•�r�_�g�g�•���a�Z�^�Z�q�•���d�e�Z�k�b�n�•�d�Z�p�•�€�� 
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�>�e�y���h�p�•�g�d�b���_�n�_�d�l�b�\�g�h�k�l�•���j�h�a�j�h�[�e�_�g�h�]�h���f�_�l�h�^�m���[�m�e�b���i�h�[�m�^�h�\�Z�g�•���]�j�Z�n�•�d�b���y�d�•��
�\�•�^�h�[�j�Z�`�Z�x�l�v�� �a�g�Z�q�_�g�g�y�� �\�k�•�o�� �\�b�s�_���i�_�j�_�j�Z�o�h�\�Z�g�b�o���f�_�l�j�b�d�� �_�n�_�d�l�b�\�g�h�k�l�•���� �M�� �j�Z�f�d�Z�o��
�i�h�k�l�Z�\�e�_�g�h�€�� �a�Z�^�Z�q�•�� �j�h�a�i�•�a�g�Z�\�Z�g�g�y�� �n�•�r�b�g�]�h�\�b�o�� �4�5-�d�h�^�•�\�� �p�•�� �]�j�Z�n�•�d�b�� �\�•�^�h�[�j�Z�`�Z�x�l�v��
�i�h�j�•�\�g�y�e�v�g�m�� �o�Z�j�Z�d�l�_�j�b�k�l�b�d�m�� �y�d�� �Z�e�]�h�j�b�l�f�•�\�� �f�Z�r�b�g�g�h�]�h�� �g�Z�\�q�Z�g�g�y�� �l�Z�d�� �•�� �k�Z�f�h�]�h��
�f�_�l�h�^�m���^�h���l�Z���i�•�k�e�y���\�i�j�h�\�Z�^�`�_�g�g�y���f�h�\�g�h�€���f�h�^�_�e�•�����J�_�a�m�e�v�l�Z�l�b���Z�g�Z�e�•�a�m���a�Z���f�_�l�j�b�d�Z�f�b��
�_�n�_�d�l�b�\�g�h�k�l�•���i�j�_�^�k�l�Z�\�e�_�g�•���g�Z���j�b�k�m�g�d�m��4. 

 
�J�b�k��4�����>�•�Z�]�j�Z�f�b���a�g�Z�q�_�g�v���f�_�l�j�b�d���_�n�_�d�l�b�\�g�h�k�l�• 
 
�<�b�k�g�h�\�d�b. �<�� �j�h�[�h�l�•�� �i�j�h�\�_�^�_�g�h�� �Z�g�Z�e�•�a�� �n�•�r�b�g�]�m�� �l�Z�� �a�Z�k�h�[�•�\�� �^�e�y�� �c�h�]�h���\�b�y�\�e�_�g�g�y�� �l�Z��
�a�Z�i�h�[�•�]�Z�g�g�y�����Z���l�Z�d�h�`���g�Z�^�Z�g�h���\�Z�`�e�b�\�_���m�y�\�e�_�g�g�y���i�j�h���a�Z�]�j�h�a�m�����y�d�m���p�_���i�b�l�Z�g�g�y���k�d�e�Z�^�Z�}��
�m���k�m�q�Z�k�g�h�f�m���p�b�n�j�h�\�h�f�m���k�\�•�l�•�� 

�J�h�a�j�h�[�e�_�g�h���f�_�l�h�^���\�b�y�\�e�_�g�g�y���n�•�r�b�g�]�m���\���4�5-�d�h�^�Z�o�����y�d�b�c���[�Z�a�m�}�l�v�k�y���g�Z���Z�g�Z�e�•�a�•��
�h�k�h�[�e�b�\�b�o�� �h�a�g�Z�d�� �i�h�k�b�e�Z�g�g�y�� �l�Z�� �c�h�]�h���d�h�g�l�_�g�l�m �a�� �\�b�d�h�j�b�k�l�Z�g�g�y�f�� �l�_�o�g�h�e�h�]�•�c��
�f�Z�r�b�g�g�h�]�h�� �g�Z�\�q�Z�g�g�y�� �l�Z�� �f�h�\�g�b�o�� �f�h�^�_�e�_�c���� �I�j�h�\�_�^�_�g�h�� �Z�g�Z�e�•�a�� �_�n�_�d�l�b�\�g�h�k�l�•��
�a�Z�i�j�h�i�h�g�h�\�Z�g�h�]�h�� �f�_�l�h�^�m. �H�l�j�b�f�Z�g�•�� �j�_�a�m�e�v�l�Z�l�b�� �^�Z�x�l�v�� �i�h�g�Z�^�� �������� �l�h�q�g�h�k�l�•�� �m��
�\�b�y�\�e�_�g�g�•�� �n�•�r�b�g�]�h�\�b�o��QR-�d�h�^�•�\. �:�g�Z�e�•�a�� �h�k�h�[�e�b�\�b�o�� �h�a�g�Z�d�� �i�h�k�b�e�Z�g�v���� �a�h�d�j�_�f�Z��
�i�Z�j�Z�f�_�l�j�•�\�� �8�5�/-�Z�^�j�_�k���� �k�l�j�m�d�l�m�j�b�� �i�h�k�b�e�Z�g�g�y���� �k�l�j�m�d�l�m�j�b�� �^�h�f�_�g�m�� �l�h�s�h���� �^�h�a�\�h�e�b�\��
�k�l�\�h�j�b�l�b�� �f�h�^�_�e�v���� �y�d�Z�� �a�� �\�b�k�h�d�h�x�� �l�h�q�g�•�k�l�x�� �j�h�a�i�•�a�g�Z�}�� �i�h�l�_�g�p�•�c�g�•�� �n�•�r�b�g�]�h�\�•��
�i�h�k�b�e�Z�g�g�y���� �L�Z�d�h�`���� �Z�g�Z�e�•�a�� �l�_�d�k�l�h�\�h�€�� �•�g�n�h�j�f�Z�p�•�€�� �a�� �4�5-�d�h�^�•�\�� �a�Z�� �^�h�i�h�f�h�]�h�x�� �f�h�\�g�b�o��
�f�h�^�_�e�_�c�� �^�Z�\�� �a�f�h�]�m�� �\�b�y�\�b�l�b�� �\�•�^�f�•�g�g�h�k�l�•�� �m�� �k�i�h�k�h�[�•�� �i�h�[�m�^�h�\�b�� �n�•�r�b�g�]�h�\�b�o�� �l�_�d�k�l�•�\��
�i�h�k�b�e�Z�g�g�y. 
 �H�l�`�_���� �p�_ �^�h�k�e�•�^�`�_�g�g�y�� �f�Z�} �\�Z�`�e�b�\�_�� �l�_�h�j�_�l�b�q�g�_�� �l�Z�� �i�j�Z�d�l�b�q�g�_�� �a�g�Z�q�_�g�g�y����
�J�h�a�j�h�[�e�_�g�b�c���f�_�l�h�^���f�h�`�_���[�m�l�b���\�b�d�h�j�b�k�l�Z�g�b�c���^�e�y���i�h�d�j�Z�s�_�g�g�y���[�_�a�i�_�d�b���d�h�j�b�k�l�m�\�Z�q�•�\��
�i�j�b�� �\�a�Z�}�f�h�^�•�€�� �a�� �4�5-�d�h�^�Z�f�b���� �Z�� �l�Z�d�h�`�� �\�i�j�h�\�Z�^�`�_�g�b�c�� �m�� �a�Z�o�b�k�g�_�� �i�j�h�]�j�Z�f�g�_��
�a�Z�[�_�a�i�_�q�_�g�g�y���f�h�[�•�e�v�g�b�o���i�j�b�k�l�j�h�€�\���Z�[�h���k�_�j�\�•�k�•�\�����s�h���\�b�y�\�e�y�x�l�v���i�h�l�_�g�p�•�c�g�h���r�d�•�^�e�b�\�•��
�i�h�k�b�e�Z�g�g�y���l�Z���4�5-�d�h�^�b�� 
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Today, there are many tools that can detect and block malicious links that lead to phishing sites or malware. 
However, most of them are not yet capable of validating malicious QR codes, and this gives attackers the 
opportunity to actively use them in attacks. Phishing using QR codes is very similar to other forms of 
phishing. This attack aims to manipulate users and obtain personal information from them, such as login 
credentials or financial information. Essence of phishing using QR codes is not new. The main difference 
is that in this case, a QR code is used to redirect the victim to a malicious website. The purpose of this work 
is to increase the security of users in the digital environment by developing and implementing a method for 
detecting phishing QR codes using machine learning. The work analyzed the methods and means of 
countering phishing and attacks through QR codes, which made it possible to determine the directions of 
development and the main tasks of the research. Developed method includes the analysis of special features 
of the link and its text using a language model, on the basis of which the machine learning algorithm was 
trained and tested. The created method of detecting phishing QR codes significantly increases the safety of 
users in the use of QR codes. Analysis of the effectiveness of the developed method showed a result of 
more than 90% detection accuracy. The method of detecting phishing QR codes, developed within the 
framework of this work, can be successfully implemented in the activities of various organizations, 
including enterprises and institutions. This method provides an opportunity to reduce the risks of phishing 
attacks through QR codes, resulting in increased security for employees. The results of this work can be 
used in further research, development in the field of cyber security and combating phishing attacks through 
QR codes. 
Keywords: phishing, QR code, machine learning, cybersecurity, language model. 
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�M�� �k�m�q�Z�k�g�h�f�m�� �k�\�•�l�•�� �^�m�`�_�� �q�Z�k�l�h�� �i�h�k�l�Z�}�� �i�b�l�Z�g�g�y�� �s�h�^�h�� �a�[�_�j�_�`�_�g�g�y�� �l�Z�� �a�Z�o�b�k�l�m��
�i�Z�j�h�e�v�g�b�o���^�Z�g�b�o�����1�k�g�m�}���q�b�f�Z�e�h���k�_�j�\�•�k�•�\���l�Z���•�g�l�_�j�g�_�l-�j�_�k�m�j�k�•�\�����^�h���y�d�b�o���i�h�l�j�•�[�g�h��
�f�Z�l�b���i�_�\�g�•���^�h�k�l�m�i�b�����Z�[�b���i�h�l�j�Z�i�b�l�b���^�h���k�b�k�l�_�f�b�����D�h�e�b���j�_�k�m�j�k�•�\���•���i�Z�j�h�e�•�\���[�Z�]�Z�l�h����
�l�h�� �\�b�g�b�d�Z�}�� �i�b�l�Z�g�g�y���� �^�_�� �•�� �\�� �y�d�•�c�� �n�h�j�f�•�� �€�o�� �a�[�_�j�•�]�Z�l�b���� �A�Z�a�\�b�q�Z�c�� �^�e�y�� �p�v�h�]�h��
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�>�h�^�Z�l�h�d �i�h�\�b�g�_�g �a�Z�^�h�\�h�e�v�g�y�l�b �g�Z�k�l�m�i�g�b�f �\�b�f�h�]�Z�f�� �f�h�`�e�b�\�•�k�l�v �k�l�\�h�j�_�g�g�y 
�Z�d�Z�m�g�l�m �^�e�y �d�h�`�g�h�]�h �k�i�•�\�j�h�[�•�l�g�b�d�Z�� �f�h�`�e�b�\�•�k�l�v �k�l�\�h�j�_�g�g�y �a�Z�i�b�k�•�\ �a �i�Z�j�h�e�y�f�b �l�Z��
�•�g�n�h�j�f�Z�p�•�}�x�� �i�j�h�� �i�j�h�_�d�l�b �m �\�e�Z�k�g�h�f�m �Z�d�Z�m�g�l�• �k�i�•�\�j�h�[�•�l�g�b�d�Z�� �f�h�`�e�b�\�•�k�l�v 
�i�h�^�•�e�b�l�b�k�y �i�Z�j�h�e�_�f���i�Z�j�h�e�y�f�b �i�j�h�_�d�l�•�\ �a �•�g�r�b�f �k�i�•�\�j�h�[�•�l�g�b�d�h�f�� �^�\�h�o�n�Z�d�l�h�j�g�Z 
�Z�\�l�_�g�l�b�n�•�d�Z�p�•�y �i�j�Z�p�•�\�g�b�d�Z; �r�b�n�j�m�\�Z�g�g�y �i�Z�j�h�e�x �^�e�y �\�o�h�^�m �\ �Z�d�Z�m�g�l�� �r�b�n�j�m�\�Z�g�g�y 
�i�Z�j�h�e�•�\ �i�j�h�_�d�l�•�\, �y�d�• �a�[�_�j�•�]�Z�x�l�v�k�y �m �^�h�^�Z�l�d�m�� �L�Z�d�h�` �^�m�`�_�� �\�Z�`�e�b�\�h�x�� �l�Z��
�i�j�b�g�p�b�i�h�\�h�x�� �\�b�f�h�]�h�x�� �}�� �l�_���� �s�h�� �d�h�f�i�Z�g�•�y-�j�h�a�j�h�[�g�b�d �\�•�^�i�h�\�•�^�g�h�]�h �f�_�g�_�^�`�_�j�Z 
�i�Z�j�h�e�•�\ �g�_ �i�h�\�b�g�g�Z �k�i�•�\�i�j�Z�p�x�\�Z�l�b �a �d�h�f�i�Z�g�•�y�f�b �J�N�� 

�J�h�a�]�e�y�g�_�f�h �g�Z�k�l�m�i�g�• �j�•�r�_�g�g�y [1-5].  
LastPass. �K�m�f�•�k�g�•�k�l�v�� iOS, Mac, Linux, Windows, Android. �H�k�g�h�\�g�• �n�m�g�d�p�•�€ 

�l�Z �i�_�j�_�\�Z�]�b �^�h�^�Z�l�d�m�� 256-�[�•�l�h�\�_ �r�b�n�j�m�\�Z�g�g�y AES; PBKDF2 SHA 256 �l�Z 
�o�_�r�m�\�Z�g�g�y �a �^�h�^�Z�\�Z�g�g�y�f �©�k�h�e�•�ª�� �Z�\�l�h�f�Z�l�b�q�g�_ �a�Z�i�h�\�g�_�g�g�y �i�Z�j�h�e�•�\�� �j�_�^�Z�]�m�\�Z�g�g�y 
�i�Z�j�h�e�y�� �]�_�g�_�j�Z�l�h�j �i�Z�j�h�e�•�\�� �[�_�a�i�_�q�g�b�c �i�Z�j�h�e�v �• �k�i�•�e�v�g�b�c �^�h�k�l�m�i �^�h �g�h�l�Z�l�h�d�� �i�h�r�m�d 
�i�Z�j�h�e�_�f �Z�[�h �k�Z�c�l�h�f�� �f�Z�k�h�\�_ �^�h�^�Z�\�Z�g�g�y �l�Z �a�[�_�j�_�`�_�g�g�y �i�Z�j�h�e�•�\�� �k�b�k�l�_�f�Z 
�Z�\�l�h�j�b�a�Z�p�•�€�� �G�_�^�h�e�•�d�b�� �[�Z�a�h�\�• �m�k�l�Z�g�h�\�d�b �]�_�g�_�j�Z�l�h�j�Z �i�Z�j�h�e�•�\ �f�_�g�r �a�Z�o�b�s�_�g�•�� 
�\�b�k�h�d�Z �\�Z�j�l�•�k�l�v �e�•�p�_�g�a�•�€�� �G�_ �\�b�c�r�e�b �a �j�h�k�•�c�k�v�d�h�]�h �j�b�g�d�m��  

Dashlane. �K�m�f�•�k�g�•�k�l�v�� iOS, Mac, Linux, Windows, Android. �H�k�g�h�\�g�• �n�m�g�d�p�•�€ 
�l�Z �i�Z�j�Z�f�_�l�j�b �^�h�^�Z�l�d�m�� �Z�\�l�h�f�Z�l�b�q�g�_ �a�Z�i�h�\�g�_�g�g�y �i�Z�j�h�e�•�\�� �f�Z�k�h�\�_ �^�h�^�Z�\�Z�g�g�y �l�Z 
�a�[�_�j�_�`�_�g�g�y �i�Z�j�h�e�•�\�� 256-�[�•�l�h�\�_ �r�b�n�j�m�\�Z�g�g�y AES; �]�_�g�_�j�Z�l�h�j �i�Z�j�h�e�•�\�� �f�h�`�e�b�\�•�k�l�v 
�\�g�_�k�_�g�g�y �^�h�^�Z�l�d�h�\�h�€ �•�g�n�h�j�f�Z�p�•�€ �s�h�^�h �a�[�_�j�_�`�_�g�b�o �i�Z�j�h�e�•�\�� �k�b�k�l�_�f�Z �Z�\�l�h�j�b�a�Z�p�•�€�� 
�f�h�`�e�b�\�•�k�l�v �j�_�^�Z�]�m�\�Z�g�g�y �i�Z�j�h�e�•�\�� �o�f�Z�j�g�b�c �d�h�g�l�_�c�g�_�j; �Z�\�l�h�f�Z�l�b�q�g�b�c �d�h�g�l�j�h�e�v 
�l�_�j�f�•�g�•�\ �k�l�Z�j�•�g�g�y �i�Z�j�h�e�•�\�� �g�Z�^�k�b�e�Z�g�g�y �i�h�\�•�^�h�f�e�_�g�v �i�j�h �g�_�h�[�o�•�^�g�•�k�l�v �a�f�•�g�b�l�b �^�Z�g�• 
�^�e�y �^�h�k�l�m�i�m�� �f�h�`�e�b�\�•�k�l�v �\�k�l�Z�g�h�\�b�l�b �g�h�\�b�c �i�_�j�k�h�g�Z�e�v�g�b�c �i�Z�j�h�e�v. �G�_�^�h�e�•�d�b�� 
�\�b�k�h�d�Z �\�Z�j�l�•�k�l�v �e�•�p�_�g�a�•�€�� �©�o�f�Z�j�g�b�c�ª �d�h�g�l�_�c�g�_�j �^�h�k�l�m�i�g�b�c �l�•�e�v�d�b �m �i�e�Z�l�g�•�c �\�_�j�k�•�€; 
�^�h�^�Z�l�h�d �f�Z�} �\�•�^�d�j�b�l�b�c �d�h�^�� �[�m�^�v-�o�l�h �f�h�`�_ �i�j�h�Z�g�Z�e�•�a�m�\�Z�l�b �p�_�c �d�h�^ �l�Z �\�b�y�\�b�l�b 
�\�j�Z�a�e�b�\�h�k�l�•��  

1Password. �K�m�f�•�k�g�•�k�l�v�� iOS, Mac, Linux, Windows, Android. �H�k�g�h�\�g�• �n�m�g�d�p�•�€ 
�l�Z �i�Z�j�Z�f�_�l�j�b �^�h�^�Z�l�d�m�� �\�b�k�h�d�Z �g�Z�^�•�c�g�•�k�l�v�� �g�Z�y�\�g�•�k�l�v �\�[�m�^�h�\�Z�g�h�]�h �]�_�g�_�j�Z�l�h�j�Z 
�i�Z�j�h�e�•�\�� �f�h�`�e�b�\�•�k�l�v �k�l�\�h�j�_�g�g�y �j�_�a�_�j�\�g�b�o �d�h�i�•�c�� �]�•�[�j�b�^�g�_ AES-�r�b�n�j�m�\�Z�g�g�y �a 128 
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�Z�[�h 256 �[�•�l�g�h�x���f�Z�k�d�h�x�����a�[�_�j�•�]�Z�g�g�y �l�Z �j�_�^�Z�]�m�\�Z�g�g�y �i�Z�j�h�e�•�\�� �a�[�_�j�•�]�Z�g�g�y �^�h�^�Z�l�d�h�\�h�€ 
�\�Z�`�e�b�\�h�€ �•�g�n�h�j�f�Z�p�•�€�� �I�j�h�]�j�Z�f�Z �a�[�_�j�•�]�Z�g�g�y �i�Z�j�h�e�•�\ 1Password �^�h�a�\�h�e�y�}��
�i�•�^�d�e�x�q�Z�l�b�k�y �^�h �d�h�f�i�
�x�l�_�j�Z �\�•�^�^�Z�e�_�g�h�� �K�b�g�o�j�h�g�•�a�m�} �i�j�b�k�l�j�h�€ �a�Z �^�h�i�h�f�h�]�h�x 
�}�^�b�g�h�]�h �h�[�e�•�d�h�\�h�]�h �a�Z�i�b�k�m �g�Z �k�f�Z�j�l�n�h�g�Z�o �l�Z �I�D�� �G�_�^�h�e�•�d�b�� �\�b�k�h�d�Z���\�Z�j�l�•�k�l�v�����g�_�f�Z�} 
�f�h�`�e�b�\�h�k�l�• �h�[�f�•�g�x�\�Z�l�b�k�y �^�Z�g�b�f�b �a �d�h�j�b�k�l�m�\�Z�q�Z�f�b���� �y�d�s�h �g�_ �h�i�e�Z�l�b�l�b �i�•�^�i�b�k�d�m�� 
�l�h �d�h�j�b�k�l�m�\�Z�q �[�•�e�v�r�_ �g�_ �f�Z�l�b�f�_ �^�h�k�l�m�i�m �^�h �k�\�h�€�o �k�l�Z�j�b�o���i�Z�j�h�e�•�\��  

Bitwarden. �K�m�f�•�k�g�•�k�l�v�� iOS, Mac, Linux, Windows, Android. �H�k�g�h�\�g�• �n�m�g�d�p�•�€ 
�l�Z �i�Z�j�Z�f�_�l�j�b �^�h�^�Z�l�d�m�� �[�Z�]�Z�l�h�n�Z�d�l�h�j�g�Z���Z�\�l�_�g�l�b�n�•�d�Z�p�•�y���� ���]�[ �a�Z�r�b�n�j�h�\�Z�g�h�]�h 
�n�Z�c�e�h�\�h�]�h �k�o�h�\�b�s�Z �a �i�j�_�f�•�y�f-�i�e�Z�g�Z�f�b���� �k�b�g�o�j�h�g�•�a�Z�p�•�y�� �a �o�f�Z�j�h�x; �g�Z�k�d�j�•�a�g�_ 
�r�b�n�j�m�\�Z�g�g�y AES 256 �[�•�l�� �o�_�r�m�\�Z�g�g�y �l�Z PBKDF2 SHA-256; �f�h�`�e�b�\�•�k�l�v �i�b�k�Z�l�b �l�Z 
�\�b�d�h�g�m�\�Z�l�b �k�p�_�g�Z�j�•�€ �m �k�o�h�\�b�s�• Bitwarden. �G�_�^�h�e�•�d�b�� �^�h�^�Z�l�h�d �f�Z�} �\�•�^�d�j�b�l�b�c���d�h�^�� 

Keeper. �K�m�f�•�k�g�•�k�l�v�� iOS, Mac, Linux, Windows, Android. �H�k�g�h�\�g�• �n�m�g�d�p�•�€ �l�Z 
�i�Z�j�Z�f�_�l�j�b �^�h�^�Z�l�d�m�� �i�_�j�k�h�g�Z�e�v�g�_ �k�o�h�\�b�s�_ �^�e�y �d�h�`�g�h�]�h �d�h�j�b�k�l�m�\�Z�q�Z���� �Z�\�l�h�f�Z�l�b�q�g�_ 
�a�Z�i�h�\�g�_�g�g�y �i�Z�j�h�e�•�\; �d�•�e�v�d�•�k�l�v �^�Z�g�b�o�� �y�d�• �f�h�`�g�Z �a�[�_�j�•�]�Z�l�b �m �^�h�^�Z�l�d�m�� �g�_ 
�h�[�f�_�`�m�x�l�v�k�y; �]�_�g�_�j�Z�p�•�y �i�Z�j�h�e�•�\���� �i�•�^�l�j�b�f�d�Z �•�f�i�h�j�l�m �^�Z�g�b�o �a �•�g�r�b�o �f�_�g�_�^�`�_�j�•�\ 
�i�Z�j�h�e�•�\ �l�Z �f�h�`�e�b�\�•�k�l�v �_�d�k�i�h�j�l�m �^�h PDF, CSV �Z�[�h JSON. �G�_�^�h�e�•�d�b�� �k�d�e�Z�^�g�Z 
�i�j�h�p�_�^�m�j�Z �\�•�^�g�h�\�e�_�g�g�y �^�h�k�l�m�i�m �^�h �h�[�e�•�d�h�\�h�]�h �a�Z�i�b�k�m�� �} �f�h�`�e�b�\�•�k�l�v �\�l�j�Z�l�b �^�Z�g�b�o; 
�\�b�k�h�d�Z �\�Z�j�l�•�k�l�v �h�[�k�e�m�]�h�\�m�\�Z�g�g�y�����g�_ �\�b�c�r�e�b �a �j�h�k�•�c�k�v�d�h�]�h �j�b�g�d�m�� 

�>�e�y���a�j�m�q�g�h�k�l�•���i�h�j�•�\�g�y�g�g�y���•�k�g�m�x�q�b�o���j�•�r�_�g�v���k�d�h�j�b�k�l�Z�}�f�h�k�y���l�Z�[�e�b�p�_�x������ 
�L�Z�[�e�b�p�y���� 

�I�h�j�•�\�g�y�e�v�g�b�c���Z�g�Z�e�•�a���•�k�g�m�x�q�b�o���Z�g�Z�e�h�]�•�\ 
�N�m�g�d�p�•�€ �G�Z�a�\�Z���f�h�[�•�e�v�g�h�]�h���^�h�^�Z�l�d�m 

LastPass Dashlane 1Password Bitwarden Keeper 
�R�b�n�j�m�\�Z�g�g�y���^�Z�g�b�o + + + + + 
�K�b�k�l�_�f�Z���Z�\�l�h�j�b�a�Z�p�•�€ + + + + + 
�A�[�_�j�_�`�_�g�g�y�� �l�Z��
�j�_�^�Z�]�m�\�Z�g�g�y���i�Z�j�h�e�_�c 

+ + + + + 

�K�l�\�h�j�_�g�g�y�� �j�_�a�_�j�\�g�b�o��
�d�h�i�•�c 

- - + - + 

�<�g�_�k�_�g�g�y�� �^�h�^�Z�l�d�h�\�b�o��
�d�h�f�_�g�l�Z�j�•�\ 

+ + + - - 

�=�_�g�_�j�Z�l�h�j���i�Z�j�h�e�•�\ + + - - - 
�F�h�`�e�b�\�•�k�l�v�� �^�•�e�b�l�b�k�y��
�i�Z�j�h�e�v�g�b�f�b���a�Z�i�b�k�Z�f�b 

- - - - + 

�A�j�m�q�g�b�c�� �l�Z�� �i�j�h�k�l�b�c��
�•�g�l�_�j�n�_�c�k 

- + + - + 

�K�m�q�Z�k�g�b�c���^�b�a�Z�c�g - + + + + 
�:�\�l�h�g�h�f�g�•�k�l�v - + - + + 
�<�b�c�r�e�b�� �a�� �j�h�k�•�c�k�v�d�h�]�h��
�j�b�g�d�m�� 

- - + - - 

�<�Z�j�l�•�k�l�v�� �e�•�p�_�g�a�•�€�� �g�Z��
�f�•�k�y�p�v�� �g�Z�� �h�^�g�h�]�h��
�d�h�j�b�k�l�m�\�Z�q�Z�� 

$10,20 �<�•�^�������� $19,95*  $20*  $45 

* �a�Z�e�_�`�b�l�v���\�•�^���d�•�e�v�d�h�k�l�•���e�x�^�_�c 
�Y�d�� �f�h�`�_�f�h�� �[�Z�q�b�l�b���� �`�h�^�_�g�� �•�a�� �^�h�^�Z�l�d�•�\�� �g�_�� �a�Z�^�h�\�h�e�v�g�y�}�� �\�� �i�h�\�g�•�c�� �f�•�j�•��

�\�b�k�m�g�m�l�b�f�� �\�b�f�h�]�Z�f���� �<�j�Z�o�h�\�m�x�q�b�� �\�Z�`�e�b�\�•�k�l�v�� �^�Z�g�b�o���� �y�d�•�� �g�_�h�[�o�•�^�g�h�� �a�Z�o�b�k�l�b�l�b����
�j�h�a�j�h�[�b�f�h���\�e�Z�k�g�_���i�j�h�]�j�Z�f�g�_���a�Z�[�_�a�i�_�q�_�g�g�y���� 

�>�e�y �d�h�j�_�d�l�g�h�€ �j�h�[�h�l�b �i�•�^�i�j�b�}�f�k�l�\�Z �©�2�G�H�V�6�H�R�ª �g�_�h�[�o�•�^�g�h �[�_�a�i�_�q�g�h 
�a�[�_�j�•�]�Z�l�b �^�h�k�l�m�i�b �d�h�`�g�h�]�h �d�e�•�}�g�l�Z �l�Z �i�_�j�_�^�Z�\�Z�l�b �€�o �f�•�  ̀ �k�i�•�\�j�h�[�•�l�g�b�d�Z�f�b���� �s�h��
�i�j�Z�p�x�x�l�v���g�Z�^���k�i�•�e�v�g�b�f�b���i�j�h�_�d�l�Z�f�b�����Z���k�Z�f�_ �^�h�k�l�m�i�b �^�h �k�Z�c�l�•�\�� �o�h�k�l�b�g�]�m�� �Z�d�Z�m�g�l�•�\ 
�k�h�p�•�Z�e�v�g�b�o �f�_�j�_� ̀ �l�h�s�h�� �<�l�j�Z�l�Z �Z�[�h �\�b�l�•�d �p�•�}�€ �•�g�n�h�j�f�Z�p�•�€ �g�Z �i�•�^�i�j�b�}�f�k�l�\�• �f�h�`�_ 
�i�j�b�a�\�_�k�l�b �^�h �g�_�[�Z�`�Z�g�b�o �g�Z�k�e�•�^�d�•�\, �f�Z�l�_�j�•�Z�e�v�g�b�o���l�Z���j�_�i�m�l�Z�p�•�c�g�b�o���a�[�b�l�d�•�\. 
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�;�Z�a�Z���^�Z�g�b�o���[�m�^�_���k�d�e�Z�^�Z�l�b�k�y���a���g�Z�k�l�m�i�g�b�o���l�Z�[�e�b�p�v���� �©�8�V�H�U�ª���^�e�y�� �a�[�_�j�•�]�Z�g�g�y���l�Z��
�j�_�}�k�l�j�Z�p�•�€�� �^�Z�g�b�o�� �^�e�y�� �•�^�_�g�l�b�n�•�d�Z�p�•�€���� �Z�m�l�_�g�l�b�n�•�d�Z�p�•�€�� �l�Z�� �Z�\�l�h�j�b�a�Z�p�•�€�� �i�j�Z�p�•�\�g�b�d�•�\; 
�©�3�D�V�V�Z�R�U�G�V�ª�� �^�e�y�� �a�[�_�j�•�]�Z�g�g�y�� �a�Z�i�b�k�•�\�� �d�h�j�b�k�l�m�\�Z�q�Z���� �y�d�•�� �}�� �•�g�n�h�j�f�Z�p�•�}�x�� �g�Z�^�Z�g�h�x��
�d�e�•�}�g�l�Z�f�b���i�Z�j�l�g�_�j�Z�f�b�� �©R�H�F�H�L�Y�H�S�D�V�V�ª �^�e�y�� �a�Z�i�b�k�•�\ �i�j�h�� �l�_���� �o�l�h�� �a�� �i�j�Z�p�•�\�g�b�d�•�\ 
�i�h�^�•�e�b�\�k�y�� �i�Z�j�h�e�_�f �l�Z�� �a�� �d�b�f, �•�� �i�j�h �c�h�]�h�� �k�l�Z�l�m�k�� �± �©�i�j�h�q�b�l�Z�g�h�ª���©�g�_�� �i�j�h�q�b�l�Z�g�h�ª 
���j�b�k������.  

 
�J�b�k. 1. �K�o�_�f�Z���[�Z�a�b���^�Z�g�b�o���^�e�y���k�_�j�\�_�j�g�h�€���q�Z�k�l�b�g�b���^�h�^�Z�l�d�m 

 
�;�_�a�i�_�d�Z�� �i�j�h�p�_�k�m �j�_�}�k�l�j�Z�p�•�€ �l�Z�� �Z�\�l�h�j�b�a�Z�p�•�€ �d�h�j�b�k�l�m�\�Z�q�•�\�� �\�� �k�b�k�l�_�f�•��

�a�Z�[�_�a�i�_�q�m�}�l�v�k�y�� �r�e�y�o�h�f�� �r�b�n�j�m�\�Z�g�g�y�� �i�Z�j�h�e�y�� �^�e�y�� �\�o�h�^�m�� �\�� �h�[�e�•�d�h�\�b�c�� �a�Z�i�b�k����
�R�b�n�j�m�\�Z�g�g�y���a�^�•�c�k�g�x�}�l�v�k�y���g�Z���k�_�j�\�_�j�g�•�c���k�l�h�j�h�g�•�����a�Z�r�b�n�j�h�\�Z�g�• �^�Z�g�•���a�[�_�j�•�]�Z�x�l�v�k�y���m��
�l�Z�[�e�b�p�•���©�8�V�H�U�ª.  

�>�e�y�� �i�Z�j�h�e�•�\�� �i�j�Z�p�•�\�g�b�d�•�\�� �\�k�l�Z�g�h�\�b�f�h�� �g�Z�k�l�m�i�g�•�� �h�[�f�_�`�_�g�g�y���� �^�h�\�`�b�g�Z��
�i�h�\�b�g�g�Z���[�m�l�b���g�_���f�_�g�r�_�������� �k�b�f�\�h�e�•�\�����i�Z�j�h�e�v���i�h�\�b�g�_�g���f�•�k�l�b�l�b���o�h�q�Z���[�� �h�^�g�m���\�_�e�b�d�m��
�e�•�l�_�j�m���� �o�h�q�Z���[�� �h�^�g�m���p�b�n�j�m���•�� �o�h�q�Z���[�� �h�^�b�g�� �k�i�_�p�•�Z�e�v�g�b�c���a�g�Z�d���a���g�Z�k�l�m�i�g�h�]�h�� �i�_�j�_�e�•�d�m��
�a�g�Z�d�•�\���^�������"���� ������ �	�`�����Z�e�n�Z�\�•�l���f�Z�}�� �k�d�e�Z�^�Z�l�b�k�y���a���e�Z�l�b�g�k�v�d�b�o���e�•�l�_�j�����Z�j�Z�[�k�v�d�b�o���p�b�n�j���l�Z��
�k�i�_�p�•�Z�e�v�g�b�o�� �a�g�Z�d�•�\���� �i�h�l�m�`�g�•�k�l�v�� �Z�e�n�Z�\�•�l�m�� �a�� �\�j�Z�o�m�\�Z�g�g�y�f�� �j�_�]�•�k�l�j�•�\�� �k�d�e�Z�^�Z�}�� ������
�k�b�f�\�h�e�•�\�����L�Z�d�b�f���q�b�g�h�f���^�e�y���i�•�^�[�h�j�m���h�^�g�h�]�h���k�b�f�\�h�e�m���i�Z�j�h�e�y���f�h�`�e�b�\�•���������\�Z�j�•�Z�g�l�•�\����
�Z���d�•�e�v�d�•�k�l�v���m�k�•�o���f�h�`�e�b�\�b�o���d�h�f�[�•�g�Z�p�•�c���k�d�e�Z�^�Z�}������10.  

�A�� �f�•�j�d�m�\�Z�g�v�� �[�_�a�i�_�d�b�� �i�Z�j�h�e�• �g�Z�� �k�_�j�\�_�j�•�� �[�m�^�m�l�v�� �a�[�_�j�•�]�Z�l�b�k�y�� �m�� �\�b�]�e�y�^�•�� �o�_�r�m����
�a�]�_�g�_�j�h�\�Z�g�h�]�h�� �a�Z�k�h�[�Z�f�b�� �Z�e�]�h�j�b�l�f�m SHA������ �>�h�� �i�Z�j�h�e�y�� �i�j�b�� �r�b�n�j�m�\�Z�g�g�•�� �[�m�^�_��
�^�h�^�Z�\�Z�l�b�k�v�� �©�k�•�e�v�ª���� �J�Z�a�h�f�� �a�� �•�g�r�b�f�b�� �^�Z�g�b�f�b�� �i�j�h�� �i�j�Z�p�•�\�g�b�d�Z�� �i�Z�j�h�e�v�� �i�h�l�j�Z�i�e�y�}�� �g�Z��
�k�_�j�\�_�j�����^�_���k�l�\�h�j�x�}�l�v�k�y���g�h�\�b�c���a�Z�i�b�k���m���l�Z�[�e�b�p�•���©�8�V�H�U�V�ª�� 

�>�e�y�� �^�h�^�Z�l�d�h�\�h�]�h�� �a�Z�o�b�k�l�m�� �\�b�d�h�j�b�k�l�Z�}�f�h �^�\�h�o�n�Z�d�l�h�j�g�m �Z�\�l�_�g�l�b�n�•�d�Z�p�•�x���� �^�_��
�^�j�m�]�b�c�� �n�Z�d�l�h�j�� �a�Z�o�b�k�l�m�� �[�m�^�_�� �j�_�Z�e�•�a�h�\�Z�g�h �q�_�j�_�a�� �d�h�j�i�h�j�Z�l�b�\�g�b�c�� �g�h�f�_�j�� �l�_�e�_�n�h�g�m 
�i�j�Z�p�•�\�g�b�d�Z: �^�e�y�� �Z�\�l�h�j�b�a�Z�p�•�€�� �q�b�� �j�_�}�k�l�j�Z�p�•�€�� �d�h�j�b�k�l�m�\�Z�q�•�\�� �g�_�h�[�o�•�^�g�h�� �h�l�j�b�f�Z�l�b��
�i�•�^�l�\�_�j�^�`�_�g�g�y�� �m�� �\�b�]�e�y�^�•�� �d�h�^�m���� �y�d�b�c�� �[�m�^�_�� �g�Z�^�•�k�e�Z�g�h �y�d�� �6�0�6-�i�h�\�•�^�h�f�e�_�g�g�y�� �g�Z��
�\�d�Z�a�Z�g�b�c���g�h�f�_�j���l�_�e�_�n�h�g�m�����I�j�b���j�_�}�k�l�j�Z�p�•�€���d�h�^���g�Z�^�k�b�e�Z�}�l�v�k�y���e�b�r�_���m���\�b�i�Z�^�d�m�����y�d�s�h��
�d�h�j�b�k�l�m�\�Z�q�Z�� �s�_�� �g�_�f�Z�}�� �m�� �k�b�k�l�_�f�•���� �I�j�b�� �Z�\�l�h�j�b�a�Z�p�•�€�� �d�h�^�� �\�•�^�i�j�Z�\�e�y�}�l�v�k�y�� �l�•�e�v�d�b�� �m��
�\�b�i�Z�^�d�m�����y�d�s�h���\�d�Z�a�Z�g�b�c���d�h�j�b�k�l�m�\�Z�q���\�`�_���a�Z�j�_�}�k�l�j�h�\�Z�g�b�c���m���k�b�k�l�_�f�•���� 

�I�•�^�� �q�Z�k�� �j�h�[�h�l�b�� �a�� �i�j�h�_�d�l�Z�f�b�� �a�Z�f�h�\�g�b�d�•�\�� �i�h�k�e�m�]�� �i�j�Z�p�•�\�g�b�d�b���©�2�G�H�V�6�H�R�ª 
�k�l�\�h�j�x�x�l�v �m�� �a�Z�k�l�h�k�m�g�d�m �a�Z�i�b�k�b�� �i�j�h�� �d�e�•�}�g�l�•�\�� �a �g�Z�k�l�m�i�g�h�x �•�g�n�h�j�f�Z�p�•�}�x���� �g�Z�a�\�Z 
�i�j�h�_�d�l�m�����e�h�]�•�g�����i�Z�j�h�e�v���l�Z���d�h�f�_�g�l�Z�j���^�e�y���d�h�g�d�j�_�l�g�h�]�h���a�Z�i�b�k�m�����P�•���^�Z�g�•���a�[�_�j�•�]�Z�x�l�v�k�y���m��
�[�Z�a�•�� �^�Z�g�b�o�� �m�� �l�Z�[�e�b�p�•���©�3asswords�ª���� �I�Z�j�h�e�v�� �l�Z�d�h�`�� �a�[�_�j�•�]�Z�}�l�v�k�y�� �m�� �a�Z�r�b�n�j�h�\�Z�g�h�f�m 
�\�b�]�e�y�^�•���� �R�b�n�j�m�\�Z�g�g�y�� �\�•�^�[�m�\�Z�}�l�v�k�y�� �g�Z�� �i�j�b�k�l�j�h�€�� �i�j�Z�p�•�\�g�b�d�Z �s�_�� �^�h�� �l�h�]�h���� �y�d��
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�\�•�^�i�j�Z�\�b�l�b���€�o���^�h���[�Z�a�b���^�Z�g�b�o���� 
�I�j�b�� �k�l�\�h�j�_�g�g�•�� �i�j�Z�p�•�\�g�b�d�h�f�� �a�Z�i�b�k�m �i�j�h�� �d�e�•�}�g�l�Z�� �i�h�e�_�� �a�� �i�Z�j�h�e�_�f�� �i�j�h�_�d�l�m��

�r�b�n�j�m�}�l�v�k�y�� �Z�e�]�h�j�b�l�f�h�f�� �k�b�f�_�l�j�b�q�g�h�]�h�� �r�b�n�j�m�\�Z�g�g�y��AES-�������� �a�Z�� �^�h�i�h�f�h�]�h�x 
�m�g�•�d�Z�e�v�g�h�]�h�� �^�e�y�� �d�h�`�g�h�]�h�� �i�j�h�_�d�l�m�� �d�e�x�q�Z�� �r�b�n�j�m�\�Z�g�g�y���� �s�h���a�[�_�j�•�]�Z�}�l�v�k�y�� �m�� �n�Z�c�e�Z�o��
�^�h�^�Z�l�d�Z�� �l�Z�� �j�Z�a�h�f�� �a�� �•�g�r�b�f�b�� �^�Z�g�b�f�b�� �\�•�^�i�j�Z�\�e�y�}�l�v�k�y�� �^�h�� �[�Z�a�b�� �^�Z�g�b�o�� �D�e�x�q��
�a�[�_�j�•�]�Z�}�l�v�k�y���\���[�Z�a�•���^�Z�g�b�o���m���l�Z�[�e�b�p�•���©passwords�ª���a�Z�r�b�n�j�h�\�Z�g�h�f�m���\�b�]�e�y�^�•���� 

�>�e�y���l�h�]�h�����s�h�[���j�h�a�r�b�n�j�m�\�Z�l�b���i�Z�j�h�e�v�����g�_�h�[�o�•�^�g�h���s�h�[���d�h�j�b�k�l�m�\�Z�q���m���i�h�e�•���^�e�y��
�\�\�h�^�m�� �\�\�•�\�� �\�e�Z�k�g�b�c�� �d�e�x�q�� �r�b�n�j�m�\�Z�g�g�y�� ���j�b�k����2������ �G�_�� �a�g�Z�x�q�b�� �d�e�x�q�� �r�b�n�j�m�\�Z�g�g�y����
�i�h�[�Z�q�b�l�b���i�Z�j�h�e�v���\���^�_�r�b�n�j�h�\�Z�g�h�f�m���\�b�]�e�y�^�•���g�_���f�h�`�e�b�\�h�� 

 
�J�b�k.2. �>�_�r�b�n�j�m�\�Z�g�g�y���i�Z�j�h�e�x 

 
�I�j�h�p�_�k�� �]�_�g�_�j�Z�p�•�€�� �d�e�x�q�Z�� �r�b�n�j�m�\�Z�g�g�y�� �[�m�e�h�� �m�^�h�k�d�h�g�Z�e�_�g�h�� �r�e�y�o�h�f��

�^�h�^�Z�\�Z�g�g�y�� �e�h�]�•�g�m�� �d�h�j�b�k�l�m�\�Z�q�Z�� �l�Z�� �d�h�g�\�_�j�l�Z�p�•�€�� �d�e�x�q�Z�� �a�� �r�b�n�j�m��AES-�������� �m��
�i�j�_�^�k�l�Z�\�e�_�g�g�y�� �\�� �i�h�a�b�p�•�c�g�•�c�� �k�b�k�l�_�f�•�� �q�b�k�e�_�g�g�y�� �%�D�V�H�������� �H�[�j�Z�g�Z�� �d�h�f�[�•�g�Z�p�•�y��
�k�b�f�_�l�j�b�q�g�h�]�h�� �r�b�n�j�m�\�Z�g�g�y�� �i�Z�j�h�e�y�� �a�� �^�h�^�Z�\�Z�g�g�y�f�� �e�h�]�•�g�Z���i�j�Z�p�•�\�g�b�d�Z�� �l�Z�� �k�h�e�• �l�Z��
�i�j�_�^�k�l�Z�\�e�_�g�g�y�� �r�b�n�j�m�� �m�� �%�D�V�H������ �a�Z�[�_�a�i�_�q�m�}�� �^�h�k�l�Z�l�g�•�c�� �j�•�\�_�g�v�� �[�_�a�i�_�d�b�� �i�j�b�c�g�y�l�g�m��
�r�\�b�^�d�•�k�l�v���r�b�n�j�m�\�Z�g�g�y�� �_�n�_�d�l�b�\�g�•�k�l�v���l�Z���a�j�m�q�g�•�k�l�v���\���j�h�[�h�l�•���a���d�e�x�q�_�f���r�b�n�j�m�\�Z�g�g�y�� 

�F�h�`�e�b�\�•�k�l�v�� �i�h�^�•�e�b�l�b�k�y�� �i�Z�j�h�e�v�g�b�f�� �a�Z�i�b�k�h�f�� �a�� �•�g�r�b�f�� �i�j�Z�p�•�\�g�b�d�h�f �\��
�a�Z�k�l�h�k�m�g�d�m�� �j�_�Z�e�•�a�h�\�Z�g�h�� �m�� �\�b�]�e�y�^�•�� �n�m�g�d�p�•�€ �\�b�[�h�j�m �d�h�g�d�j�_�l�g�h�]�h�� �i�j�Z�p�•�\�g�b�d�Z �l�Z��
�i�_�j�_�^�Z�q�•�� �d�h�g�d�j�_�l�g�h�]�h �a�Z�i�b�k�m �a���i�Z�j�h�e�_�f���� �<�� �l�Z�[�e�b�p�•�� �©R�H�F�H�L�Y�H�S�D�V�V�ª �i�j�b�� �p�v�h�f�m���[�m�^�_��
�k�l�\�h�j�_�g�h�� �a�Z�i�b�k�� �a�� �•�g�n�h�j�f�Z�p�•�}�x�� �i�j�h���� �i�j�h�_�d�l�g�m �g�Z�a�\�m���� �e�h�]�•�g���� �i�Z�j�h�e�v�� �l�Z�� �d�h�f�_�g�l�Z�j; 
�•�^�_�g�l�b�n�•�d�Z�l�h�j�� �l�Z�� �e�h�]�•�g �\�•�^�i�j�Z�\�g�b�d�Z�� �•�^�_�g�l�b�n�•�d�Z�l�h�j�� �h�l�j�b�f�m�\�Z�q�Z�� �k�l�Z�l�m�k�� �a�Z�i�b�k�m 
�©�i�j�h�q�b�l�Z�g�h�ª���©�g�_���i�j�h�q�b�l�Z�g�h�ª. 

�I�•�^�� �q�Z�k�� �j�_�}�k�l�j�Z�p�•�€�� �i�j�Z�p�•�\�g�b�d�m �g�Z�^�Z�}�l�v�k�y�� �f�h�`�e�b�\�•�k�l�v�� �a�Z�i�h�\�g�b�l�b�� �k�i�_�p�•�Z�e�v�g�m��
�n�h�j�f�m���� �y�d�Z�� �\�d�e�x�q�Z�}�� �g�Z�k�l�m�i�g�•�� �i�h�e�y���� �i�j�•�a�\�b�s�_���� �•�f�
�y���� �i�h-�[�Z�l�v�d�h�\�•���� �e�h�]�•�g���� �g�h�f�_�j��
�l�_�e�_�n�h�g�m���� �i�h�k�Z�^�Z�� �\�� �d�h�f�i�Z�g�•�€�� �i�Z�j�h�e�v. �I�•�k�e�y�� �a�Z�i�h�\�g�_�g�g�y�� �n�h�j�f�b�� �l�Z�� �g�Z�l�b�k�d�Z�g�g�y��
�d�g�h�i�d�b���©�A�Z�j�_�}�k�l�j�m�\�Z�l�b�k�y�ª �^�Z�g�•���\�•�^�i�j�Z�\�e�y�x�l�v�k�y���g�Z���k�_�j�\�_�j���^�e�y���i�_�j�_�\�•�j�d�b���g�Z�y�\�g�h�k�l�•��
�\�� �[�Z�a�•�� �^�Z�g�b�o���� �Y�d�s�h�� �a�[�•�]�� �a�g�Z�c�^�_�g�b�c���� �d�h�j�b�k�l�m�\�Z�q�� �h�l�j�b�f�m�}�� �i�h�\�•�^�h�f�e�_�g�g�y�� �i�j�h��
�•�k�g�m�x�q�b�c�� �Z�d�Z�m�g�l �•�� �g�_�f�h�`�e�b�\�•�k�l�v�� �j�_�}�k�l�j�Z�p�•�€�� �a�� �a�Z�^�Z�g�b�f�b�� �i�Z�j�Z�f�_�l�j�Z�f�b. �1�g�Z�d�r�_ 
�k�b�k�l�_�f�Z�� �i�_�j�_�o�h�^�b�l�v�� �^�h�� �g�Z�k�l�m�i�g�h�]�h�� �_�l�Z�i�m�� �± �i�_�j�_�\�•�j�d�Z�� �a�Z�� �\�d�Z�a�Z�g�b�f�� �g�h�f�_�j�h�f��
�l�_�e�_�n�h�g�m �± �g�Z�^�k�b�e�Z�g�g�y���i�h�\�•�^�h�f�e�_�g�g�y���a���d�h�^�h�f���i�•�^�l�\�_�j�^�`�_�g�g�y ���j�b�k����3)�����\�•�^�k�•�x�\�Z�g�g�y��
�[�h�l�•�\���q�_�j�_�a���i�j�h�o�h�^�`�_�g�g�y���d�Z�i�q�• ���j�b�k������).  

�<���j�_�a�m�e�v�l�Z�l�•���m�k�i�•�r�g�h�]�h���i�j�h�o�h�^�`�_�g�g�y�� �h�k�l�Z�g�g�v�h�]�h�� �_�l�Z�i�m���k�l�\�h�j�x�}�l�v�k�y���g�h�\�b�c��
�a�Z�i�b�k�� �m�� �[�Z�a�•�� �^�Z�g�b�o�� �a�� �•�g�n�h�j�f�Z�p�•�}�x�� �i�j�h�� �i�j�Z�p�•�\�g�b�d�Z�� �l�Z�� �c�h�]�h�� �m�g�•�d�Z�e�v�g�b�f��
�•�^�_�g�l�b�n�•�d�Z�l�h�j�h�f���� �P�•�� �a�Z�o�h�^�b�� �a�g�Z�q�g�h�� �i�•�^�\�b�s�m�x�l�v�� �j�•�\�_�g�v�� �[�_�a�i�_�d�b�� �j�_�}�k�l�j�Z�p�•�€�� �l�Z��
�a�[�_�j�_�`�_�g�g�y���^�Z�g�b�o���d�h�j�b�k�l�m�\�Z�q�•�\���m���k�b�k�l�_�f�•�� 

�:�\�l�h�j�b�a�Z�p�•�y�� �i�j�Z�p�•�\�g�b�d�Z�� �i�_�j�_�^�[�Z�q�Z�}�� �\�\�_�^�_�g�g�y�� �^�Z�g�b�o���� �e�h�]�•�g���� �g�h�f�_�j��



�H���J�����H�k�d�h�e�d�h�\�Z�����<���<�����A�h�j�•�e�h 

280 

�l�_�e�_�n�h�g�m���� �i�Z�j�h�e�v���� �m�g�•�d�Z�e�v�g�b�c�� �d�e�x�q�� �^�e�y�� �r�b�n�j�m�\�Z�g�g�y���� �y�d�b�c�� �a�[�_�j�•�]�Z�}�l�v�k�y�� �g�Z��
�i�j�b�k�l�j�h�€���d�h�j�b�k�l�m�\�Z�q�Z�����I�•�k�e�y���a�Z�i�h�\�g�_�g�g�y���\�k�•�o���i�h�e�•�\���i�Z�j�h�e�v���i�•�^�^�Z�}�l�v�k�y�� �o�_�r�m�\�Z�g�g�x��
�a�� �k�•�e�e�x���� �s�h�� �^�h�a�\�h�e�y�}�� �a�f�_�g�r�b�l�b�� �j�b�a�b�d�b�� �Z�l�Z�d�� �a�� �\�b�d�h�j�b�k�l�Z�g�g�y�f�� �©�j�Z�c�^�m�`�g�b�o��
�l�Z�[�e�b�p�v�ª�����\�•�^�[�m�\�Z�}�l�v�k�y���i�h�r�m�d���h�l�j�b�f�Z�g�h�]�h���o�_�r�m���g�Z���k�_�j�\�_�j�•�� �Y�d�s�h���a�Z�i�b�k���a�g�Z�c�^�_�g�h����
�d�h�j�b�k�l�m�\�Z�q���Z�\�l�h�j�b�a�m�}�l�v�k�y�� �\�� �k�b�k�l�_�f�•���� �1�g�Z�d�r�_�� �\�•�^�[�m�\�Z�}�l�v�k�y�� �\�•�^�f�h�\�Z���\�� �Z�\�l�h�j�b�a�Z�p�•�€���� �Z��
�i�•�k�e�y�� �i�_�\�g�h�€�� �d�•�e�v�d�h�k�l�•�� �g�_�\�^�Z�e�b�o�� �k�i�j�h�[�� �± �[�e�h�d�m�\�Z�g�g�y�� �Z�d�Z�m�g�l�Z���� �P�_�� �^�h�a�\�h�e�y�}��
�i�j�h�l�b�k�l�h�y�l�b���f�h�`�e�b�\�•�c���Z�l�Z�p�•���i�_�j�_�[�h�j�m���i�Z�j�h�e�•�\���©�]�j�m�[�h�x���k�b�e�h�x�ª�� 
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�>�e�y�� �\�b�\�h�^�m�� �g�Z�� �k�l�h�j�•�g�p�•�� �i�j�Z�p�•�\�g�b�d�Z �^�h�k�l�m�i�g�b�o�� �c�h�f�m�� �i�j�h�_�d�l�g�b�o �a�Z�i�b�k�•�\��

�k�b�k�l�_�f�Z�� �a�Z �•�^�_�g�l�b�n�•�d�Z�l�h�j�h�f�� �i�j�Z�p�•�\�g�b�d�Z�� �k�l�\�h�j�x�} �a�Z�i�b�l�� �^�h�� �[�Z�a�b�� �^�Z�g�b�o�� �^�h�� �l�Z�[�e�b�p�•��
�©P�D�V�V�Z�R�U�G�V�ª�� �l�Z�� �i�h�\�_�j�l�Z�}�� �^�Z�g�•���� �s�h�� �g�Z�e�_�`�Z�l�v�� �d�h�j�b�k�l�m�\�Z�q�_�\�•. �<�•�g�� �f�h�`�_�� �€�o���\�b�^�Z�e�y�l�b����
�j�_�^�Z�]�m�\�Z�l�b���� �k�l�\�h�j�x�\�Z�l�b���g�h�\�•�����Z�[�h���g�Z�^�k�b�e�Z�l�b���€�o���d�h�e�_�a�•�� �I�Z�j�h�e�v���^�h�k�l�m�i�m���^�h���i�j�h�_�d�l�m��
�[�m�^�_�� �\�•�^�h�[�j�Z�`�Z�l�b�k�v�� �m�� �a�Z�r�b�n�j�h�\�Z�g�h�f�m�� �\�b�]�e�y�^�•���� �>�e�y�� �j�h�a�r�b�n�j�m�\�Z�g�g�y�� �g�_�h�[�o�•�^�g�h 
�\�\�_�k�l�b �d�e�x�q�� 

�H�^�g�h�q�Z�k�g�h�� �a�� �p�b�f�� �g�Z�� �i�j�b�k�l�j�h�€�� �i�j�Z�p�•�\�g�b�d�Z-�\�•�^�i�j�Z�\�g�b�d�Z �\�b�d�h�g�m�}�l�v�k�y��
�]�_�g�_�j�Z�p�•�y�� �d�e�x�q�Z�� �r�b�n�j�m�\�Z�g�g�y���� �s�h�� �[�m�^�_�� �\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b�k�y�� �^�e�y�� �r�b�n�j�m�\�Z�g�g�y�� �•��
�^�_�r�b�n�j�m�\�Z�g�g�y���i�Z�j�h�e�•�\�����y�d�•���d�h�j�b�k�l�m�\�Z�q���[�m�^�_���k�l�\�h�j�x�\�Z�l�b���•���a�[�_�j�•�]�Z�l�b���m���^�h�^�Z�l�d�m���� 

�>�e�y�� �l�h�]�h���� �s�h�[�� �i�h�^�•�e�b�l�b�k�y�� �i�Z�j�h�e�_�f���� �g�_�h�[�o�•�^�g�h�� �h�[�j�Z�l�b���a�Z�i�b�k�� �a�� �i�Z�j�h�e�_�f�� �� �l�Z��
�•�k�g�m�x�q�h�]�h�� �d�h�j�b�k�l�m�\�Z�q�Z�� �a�•�� �k�i�b�k�d�m���� �H�l�j�b�f�Z�g�•�� �^�h�k�l�m�i�b�� �\�•�^���•�g�r�b�o�� �d�h�j�b�k�l�m�\�Z�q�•�\��
�a�[�_�j�•�]�Z�x�l�v�k�y���\���h�d�j�_�f�h�f�m���\�•�d�g�•�����^�_���f�h�`�g�Z���i�h�[�Z�q�b�l�b���a�Z�i�b�k���a���i�Z�j�h�e�_�f���l�Z���\�•�^���d�h�]�h���[�m�\��
�h�l�j�b�f�Z�g�b�c�� �a�Z�i�b�k���� �>�e�y�� �^�_�r�b�n�j�m�\�Z�g�g�y�� �h�l�j�b�f�Z�g�b�o�� �a�Z�i�b�k�•�\�� �g�_�h�[�o�•�^�g�h�� �h�l�j�b�f�Z�l�b��
�d�e�x�q���l�h�]�h���i�j�Z�p�•�\�g�b�d�Z-�\�•�^�i�j�Z�\�g�b�d�Z. �A�]�•�^�g�h���\�k�l�Z�g�h�\�e�_�g�h�€���g�Z���i�•�^�i�j�b�}�f�k�l�\�•���i�h�e�•�l�b�d�b��
�[�_�a�i�_�d�b���^�Z�g�b�c�� �d�e�x�q���f�h�`�g�Z�� �h�l�j�b�f�Z�l�b�� �a�Z�� �h�n�h�j�f�e�_�g�b�f�� �a�Z�i�b�l�h�f���^�h�� �Z�^�f�•�g�•�k�l�j�Z�l�h�j�Z�� 
�y�d�b�c���f�Z�}���k�o�\�Z�e�b�l�b���d�_�j�•�\�g�b�d���i�j�h�_�d�l�m�� 
�<�b�k�g�h�\�d�b�����I�j�h�\�_�^�_�g�h�� �h�]�e�y�^�� �l�Z�� �Z�g�Z�e�•�a�� �k�m�q�Z�k�g�b�o�� �j�•�r�_�g�v�� �a�[�_�j�_�`�_�g�g�y���i�Z�j�h�e�•�\���� �\��
�j�_�a�m�e�v�l�Z�l�•�� �y�d�h�]�h�� �\�b�y�\�e�_�g�h���� �s�h�� �•�k�g�m�x�q�• �f�_�g�_�^�`�_�j�b�� �i�Z�j�h�e�•�\�� �i�h�i�j�b�� �k�\�h�€�� �i�_�j�_�\�Z�]�b��
�f�Z�x�l�v�� �j�y�^�� �g�_�^�h�e�•�d�•�\���� �y�d�•�� �^�e�y�� �d�h�g�d�j�_�l�g�b�o�� �i�•�^�i�j�b�}�f�k�l�\�� �f�h�`�m�l�v�� �\�b�y�\�b�l�b�k�v��
�g�_�i�j�b�i�m�k�l�b�f�b�f�b���l�Z���k�i�h�g�m�d�Z�l�b���^�h���j�h�a�j�h�[�d�b���\�e�Z�k�g�b�o���j�•�r�_�g�v���� 

�>�Z�g�m�� �j�h�[�h�l�m�� �[�m�e�h�� �\�b�d�h�g�Z�g�h�� �^�e�y�� �i�•�^�i�j�b�}�f�k�l�\�Z�� �©�2�G�H�V�6�H�R�ª���� �y�d�_�� �a�Z�c�f�Z�}�l�v�k�y��
�d�h�f�i�e�_�d�k�g�b�f�� �•�g�l�_�j�g�_�l-�f�Z�j�d�_�l�b�g�]�h�f �•�� �y�d�_�� �i�h�l�j�_�[�m�}�� �h�k�h�[�e�b�\�h�€�� �m�\�Z�]�b�� �m�� �i�b�l�Z�g�g�•��
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�a�[�_�j�_�`�_�g�g�y���i�Z�j�h�e�•�\�� 
�J�h�a�j�h�[�e�_�g�h�� �i�j�h�]�j�Z�f�g�b�c�� �^�h�^�Z�l�h�d�� �± �f�_�g�_�^�`�_�j�� �i�Z�j�h�e�•�\���� �H�k�g�h�\�g�b�f��

�n�m�g�d�p�•�h�g�Z�e�h�f�� �i�j�h�]�j�Z�f�g�h�]�h�� �^�h�^�Z�l�d�m�� �}�� �j�_�}�k�l�j�Z�p�•�y���� �Z�\�l�h�j�b�a�Z�p�•�y �d�h�j�b�k�l�m�\�Z�q�•�\����
�f�h�`�e�b�\�•�k�l�v���k�l�\�h�j�x�\�Z�l�b���l�Z���^�•�e�b�l�b�k�y���i�Z�j�h�e�v�g�b�f�b���^�Z�g�b�f�b �•���a�Z�o�b�k�l���i�Z�j�h�e�•�\ �\�•�^���Z�l�Z�d��
�a�e�h�\�f�b�k�g�b�d�•�\. �I�_�j�_�\�Z�]�b�� �j�h�a�j�h�[�e�_�g�h�]�h�� �a�Z�k�l�h�k�m�g�d�m�� �m�� �i�h�j�•�\�g�y�g�g�•�� �a�� �•�k�g�m�x�q�b�f�b��
�Z�g�Z�e�h�]�Z�f�b�� �i�h�e�y�]�Z�x�l�v�� �m�� �\�^�h�k�d�h�g�Z�e�_�g�•�� �i�j�h�p�_�k�m�� �]�_�g�_�j�Z�p�•�€�� �d�e�x�q�Z�� �r�b�n�j�m�\�Z�g�g�y�� �^�e�y��
�i�Z�j�h�e�•�\���� �s�h�� �a�[�_�j�•�]�Z�x�l�v�k�y�� �m�� �^�h�^�Z�l�d�m���� �r�e�y�o�h�f�� �^�h�^�Z�\�Z�g�g�y�� �e�h�]�•�g�m�� �d�h�j�b�k�l�m�\�Z�q�Z�� �l�Z��
�d�h�g�\�_�j�l�Z�p�•�€���r�b�n�j�m�� �d�e�x�q�Z���� �\�b�d�h�g�Z�g�h�]�h�� �Z�e�]�h�j�b�l�f�h�f AES-256, �^�h�� �\�b�^�m �i�h�a�b�p�•�c�g�h�€ 
�k�b�k�l�_�f�b���q�b�k�e�_�g�g�y Base64. �I�Z�j�h�e�•���^�h�k�l�m�i�m���^�h���Z�d�Z�g�l�•�\���i�j�Z�p�•�\�g�b�d�•�\���a�[�_�j�•�]�Z�x�l�v�k�y���g�Z��
�k�_�j�\�_�j�•�� �m���\�b�]�e�y�^�•�� �o�_�r�m���� �O�_�r�m�\�Z�g�g�y���\�•�^�[�m�\�Z�}�l�v�k�y���Z�e�]�h�j�b�l�f�h�f��SHA3 �a���^�h�^�Z�\�Z�g�g�y�f��
�k�h�e�•���� 

�I�•�^�\�b�s�_�g�g�y�� �_�n�_�d�l�b�\�g�h�k�l�•���a�[�_�j�•�]�Z�g�g�y���•�g�n�h�j�f�Z�p�•�€���a���h�[�f�_�`�_�g�b�f���^�h�k�l�m�i�h�f���g�Z��
�i�•�^�i�j�b�}�f�k�l�\�•���©�2�G�H�V�6�H�R�ª���\�b�f�•�j�x�}�l�v�k�y���\���]�j�h�r�h�\�h�f�m���_�d�\�•�\�Z�e�_�g�l�•�����g�b�`�g�y���f�_�`�Z���y�d�h�]�h��
�k�d�e�Z�^�Z�}�� ������������ �]�j�g�� �Z�[�h�� �������������� �s�h�� �a�Z�� �h�p�•�g�d�Z�f�b�� �j�b�a�b�d-�f�_�g�_�^�`�_�j�•�\�� �\�•�^�i�h�\�•�^�Z�}��
�f�•�g�•�f�Z�e�v�g�h-�g�_�h�[�o�•�^�g�b�f�� �\�b�l�j�Z�l�Z�f�� �g�Z�� �m�k�m�g�_�g�g�y�� �g�Z�k�e�•�^�d�•�\�� �\�b�l�h�d�m�� �•�g�n�h�j�f�Z�p�•�€�� �q�b��
�g�_�k�Z�g�d�p�•�h�g�h�\�Z�g�h�]�h���^�h�k�l�m�i�m���^�h���k�b�k�l�_�f�b���i�•�^�i�j�b�}�f�k�l�\�Z���l�Z���i�j�h�_�d�l�•�\���d�e�•�}�g�l�•�\������ 

�K�i�b�k�h�d���e�•�l�_�j�Z�l�m�j�b 
1.   Ahlgren M. Lastpass VS Dashlane (Password Manager Comparison). URL: 

https://www.websiterating.com/password-managers/lastpass-vs-dashlane/  
2.   �M�k�Z�f�Z�� �A���� ���� �g�Z�c�d�j�Z�s�b�o�� �f�_�g�_�^�`�_�j�•�\�� �i�Z�j�h�e�•�\�� �^�e�y��Windows �\�� ������������URL: 

https://uk.wizcase.com/blog/�g�Z�c�d�j�Z�si-�f�_�g�_�^�`�_�j�b-�i�Z�j�h�e�•�\-�^�e�y-windows/  
3.   �R�_�\�q�_�g�d�h �E. �I�¶�y�l�v�� �g�Z�c�d�j�Z�s�b�o�� �f�_�g�_�^�`�_�j�•�\�� �i�Z�j�h�e�•�\�� �^�e�y�� �\�Z�r�h�€�� �[�_�a�i�_�d�b. URL: 

https://processer.media/ua/pass-managers/  
4.  �=�Z�j�] �>���� �H�]�e�y�^��Keeper Password Manager ������������ �q�b�� �\�•�g�� �g�Z�c�d�j�Z�s�b�c�� �^�e�y��

�d�_�j�m�\�Z�g�g�y���i�Z�j�h�e�y�f�b���l�Z�� �k�_�d�j�_�l�Z�f�b�"��URL: https://jitendra.co/uk/keeper-password-
manager-review/  

 
 

ENHANCING THE EFFICIENCY OF STORING RESTRICTED 
INFORMATION 

 
O.R. Oskolkova, V.V. Zorilo 

 
National Odesa Polytechnic University 

1, Shevchenko Ave, Odesa, 65044  
email vikazorilo@gmail.com 

 
In the contemporary world, there is a frequent concern regarding the preservation and protection of 
password data. Numerous services and internet resources require specific accesses to enter their systems. 
When dealing with a multitude of resources and passwords, the question arises as to where and in what 
form to store them. Typically, software solutions, namely password managers, are employed for this 
purpose. The objective of this study is to enhance the efficiency of storing restricted-access information 
by developing an application with encryption capabilities. To achieve this goal, a review and analysis of 
modern password managers were conducted, revealing that existing solutions fail to meet the 
requirements of many enterprises, including 'OdesSeo,' a comprehensive internet marketing enterprise 
located in the city of Odesa. For the secure storage of restricted-access information, SHA3 encryption 
algorithms were chosen for employee account passwords, while AES-256 was selected for project 
passwords of service clients. The latter ciphers were translated into Base64 positional numeral system 
format. A mobile password manager application was developed and successfully implemented in the 
production environment of 'OdesSeo.' The increase in the efficiency of storing restricted-access 
information at 'OdesSeo' is measured in monetary terms, with the lower threshold being 50,000 UAH or 
1,200 USD, representing the minimum necessary expenses, according to risk managers' estimates, to 
mitigate the consequences of information leaks or unauthorized access to the enterprise system and client 
projects.   
Keywords: password manager, encryption, information protection, cyber security. 
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�\�_�e�b�d�b�o�� �h�[�k�y�]�•�\�� �^�Z�g�b�o���� �y�d�•�� �f�h�`�g�Z�� �\�b�d�h�g�Z�l�b�� �\�� �•�k�l�h�j�b�q�g�h�f�m�� �j�_�`�b�f�•�� �i�h�r�m�d�m�� �Z�[�h�� �\��
�j�_�Z�e�v�g�h�f�m���q�Z�k�•�����I�j�h�l�_���\�•�g �^�h�k�b�l�v���\�Z�j�l�•�k�g�b�c�����h�k�h�[�e�b�\�h���i�j�b���\�_�e�b�d�b�o���h�[�k�y�]�Z�o���^�Z�g�b�o����
�Z�� �c�h�]�h�� �f�h�`�e�b�\�h�k�l�•�� �k�l�\�h�j�_�g�g�y�� �\�e�Z�k�g�b�o�� �i�j�Z�\�b�e�� �d�h�j�_�e�y�p�•�€�� �h�[�f�_�`�_�g�•�� �m�� �l�_�j�f�•�g�Z�o��
�k�d�e�Z�^�g�h�k�l�•���l�Z���]�g�m�q�d�h�k�l�•�� 

�S�_�� �h�^�g�_ �j�•�r�_�g�g�y�� �^�e�y�� �h�j�]�Z�g�•�a�Z�p�•�€�� �f�h�g�•�l�h�j�b�g�]�m���� �s�h�� �[�m�e�h �j�h�a�]�e�y�g�m�l�h �± 
LogPoint [2]. �>�e�y�� �^�Z�g�h�]�h�� �•�g�k�l�j�m�f�_�g�l�m�� �f�h�`�g�Z�� �\�•�^�a�g�Z�q�b�l�b�� �\�b�[�•�j�� �f�_�l�h�^�m �a�[�_�j�•�]�Z�g�g�y��
�e�h�]�•�\���� �a�Z�e�_�`�g�h�� �\�•�^�� �p�•�g�g�h�k�l�•�� �^�Z�g�b�o���� �\�b�� �f�h�`�_�l�_�� �\�d�Z�a�Z�l�b�� �j�•�a�g�•�� �i�_�j�•�h�^�b�� �a�[�_�j�•�]�Z�g�g�y���� �Z��
�l�Z�d�h�`���f�h�`�e�b�\�•�k�l�v���k�l�\�h�j�_�g�g�y���k�d�e�Z�^�g�b�o���d�h�j�_�e�y�p�•�c�g�b�o���i�h�r�m�d�h�\�b�o���a�Z�i�b�l�•�\�����D�j�•�f���l�h�]�h����
�f�h�`�g�Z�� �g�Z�e�Z�r�l�m�\�Z�l�b�� �Z�\�l�h�f�Z�l�b�q�g�_�� �k�i�h�\�•�s�_�g�g�y���� �\�b�d�h�j�b�k�l�h�\�m�x�q�b�� �[�m�^�v-�y�d�b�c��
�k�l�\�h�j�_�g�b�c���a�Z�i�b�l, �s�h �Z�d�l�b�\�m�}���_�e�_�d�l�j�h�g�g�h�]�h���e�b�k�l�Z���i�j�b���\�b�y�\�e�_�g�g�•���i�h�^�•�€���� �A���g�_�^�h�e�•�d�•�\��
LogPoint - �g�_�^�h�k�l�Z�l�g�y���•�g�l�m�€�l�b�\�g�Z���k�l�j�m�d�l�m�j�Z�����y�d�Z���m�k�d�e�Z�^�g�x�}���i�h�r�m�d���^�_�y�d�b�o���n�m�g�d�p�•�c����
�O�h�q�Z���p�•�g�Z���g�Z���k�b�k�l�_�f�m���}���^�h�\�h�e�•���d�h�g�d�m�j�_�g�l�h�k�i�j�h�f�h�`�g�h�x�����\�•�^�k�m�l�g�•�k�l�v���[�_�a�d�h�r�l�h�\�g�h�€��
�\�_�j�k�•�€�� �h�[�f�_�`�m�}�� �f�h�`�e�b�\�•�k�l�v�� �€�€�� �\�b�d�h�j�b�k�l�Z�g�g�y�� �g�_�\�_�e�b�d�b�f�b�� �i�•�^�i�j�b�}�f�k�l�\�Z�f�b����
�K�i�•�e�v�g�h�l�Z�� �d�h�j�b�k�l�m�\�Z�q�•�\�� �/�R�J�3�R�L�Q�W�� �g�_�� �}�� �l�Z�d�h�x�� �r�b�j�h�d�h�x�� �•�� �Z�d�l�b�\�g�h�x���� �y�d�� �m�� �•�g�r�b�o��
�i�j�h�i�h�a�b�p�•�c���g�Z���j�b�g�d�m�� 

�1�g�r�b�f���^�h�k�b�l�v���i�h�i�m�e�y�j�g�b�f���j�•�r�_�g�g�y�f���}���(�/�.-�k�l�_�d�����s�h���i�j�b�\�Z�[�e�x�}���\�•�^�d�j�b�l�b�f��
�d�h�^�h�f���� �y�d�b�c�� �^�Z�}�� �f�h�`�e�b�\�•�k�l�v�� �\�i�j�h�\�Z�^�b�l�b�� �f�h�g�•�l�h�j�b�g�]�� �[�m�^�v-�d�h�f�m���� �g�_�a�Z�e�_�`�g�h�� �\�•�^��
�j�h�a�f�•�j�m���d�h�f�i�Z�g�•�€���>3�@�����P�_���k�i�j�b�y�}���e�_�]�d�h�f�m���\�i�j�h�\�Z�^�`�_�g�g�x���•���]�g�m�q�d�h�k�l�•���m���g�Z�e�Z�r�l�m�\�Z�g�g�•��
�k�b�k�l�_�f�b���^�e�y���d�h�g�d�j�_�l�g�b�o���i�h�l�j�_�[���h�j�]�Z�g�•�a�Z�p�•�€�����G�_�^�h�e�•�d�Z�f�b���^�Z�g�h�€���k�b�k�l�_�f�b���}���\�•�^�k�m�l�g�•�k�l�v��
�i�j�Z�\�b�e���d�h�j�_�e�y�p�•�€���•���f�_�o�Z�g�•�a�f�m �k�l�\�h�j�_�g�g�y���i�j�Z�\�b�e���^�e�y���\�•�^�k�l�_�`�m�\�Z�g�g�y���o�Z�j�Z�d�l�_�j�m���e�h�]�•�\��
[4�@���� �L�Z�d�h�`�� �[�_�a���^�h�^�Z�l�d�h�\�b�o���d�h�f�i�h�g�_�g�l�•�\�� �\�� �k�b�k�l�_�f�•�� �\�•�^�k�m�l�g�•�c�� �\�[�m�^�h�\�Z�g�b�c�� �f�_�o�Z�g�•�a�f��
�k�i�h�\�•�s�_�g�g�y�� �i�j�h�� �i�h�l�_�g�p�•�c�g�•�� �a�Z�]�j�h�a�b���� �c�h�]�h�� �i�h�l�j�•�[�g�h�� �\�k�l�Z�g�h�\�e�x�\�Z�l�b�� �h�d�j�_�f�h�� �>5�@���� �A��
�•�g�r�h�]�h���[�h�d�m��ELK-�k�l�_�d �f�Z�}���k�m�l�l�}�\�• �i�_�j�_�\�Z�]�b���� 

�± ELK �}�� �[�_�a�d�h�r�l�h�\�g�h�x�� �k�b�k�l�_�f�h�x�� ���g�_�� �a�\�Z�`�Z�x�q�b�� �g�Z�� �\�b�l�j�Z�l�b�� �k�_�j�\�_�j�•�\������
�I�h�i�j�b�� �\�b�f�h�]�b�� �\�b�l�j�Z�l�� �g�Z�� �g�Z�e�Z�]�h�^�`�_�g�g�y�� �l�Z�� �i�•�^�l�j�b�f�d�m���� �\�h�g�Z�� �a�Z�[�_�a�i�_�q�m�}�� �d�j�Z�s�b�c��
�[�Z�e�Z�g�k���\�Z�j�l�h�k�l�•���•���i�h�l�m�`�g�h�k�l�•�� 

�± �^�h�a�\�h�e�y�}���a�[�b�j�Z�l�b���f�_�l�j�b�d�b�����h�[�j�h�[�e�y�l�b���\�_�e�b�d�•���h�[�k�y�]�b���^�Z�g�b�o�� 
�± �\�•�^�d�j�b�l�b�c���d�h�^�����s�h���g�Z�^�Z�}���a�g�Z�q�g�m���]�g�m�q�d�•�k�l�v���m���\�i�j�h�\�Z�^�`�_�g�g�•�� 
�± �r�\�b�^�d�•�k�l�v���j�h�a�]�h�j�l�m�\�Z�g�g�y���•���e�_�]�d�m���f�Z�k�r�l�Z�[�h�\�Z�g�•�k�l�v�� 
�± �f�Z�}�� �a�j�m�q�g�b�c�� �$�3�,�� �^�e�y�� �k�l�\�h�j�_�g�g�y�� �a�Z�i�b�l�•�\�� �•�� �f�h�`�e�b�\�h�k�l�•�� �i�j�h�]�j�Z�f�g�h�€��

�•�g�l�_�]�j�Z�p�•�€���a���•�g�r�b�f�b���i�j�h�^�m�d�l�Z�f�b�� 
�± �^�h�[�j�_�� �j�h�a�\�b�g�m�l�Z�� �k�i�•�e�v�g�h�l�Z�� �d�h�j�b�k�l�m�\�Z�q�•�\���� �s�h�� �a�Z�[�_�a�i�_�q�m�}�� �i�h�k�l�•�c�g�_��

�h�g�h�\�e�_�g�g�y�� �l�Z�� �\�^�h�k�d�h�g�Z�e�_�g�g�y�� �k�b�k�l�_�f�b���� �Z�� �l�Z�d�h�`�� �r�\�b�^�d�_���\�b�j�•�r�_�g�g�y�� �\�b�g�b�d�Z�x�q�b�o��
�i�j�h�[�e�_�f�� 

�;�_�j�m�q�b�� �^�h�� �m�\�Z�]�b�� �\�b�s�_�h�i�b�k�Z�g�•�� �g�_�^�h�e�•�d�b �•�� �i�_�j�_�\�Z�]�b���� �[�m�e�h�� �\�b�j�•�r�_�g�h��
�j�h�a�]�e�y�g�m�l�b���i�h�l�_�g�p�•�c�g�•���k�i�h�k�h�[�b���i�h�^�h�e�Z�g�g�y���•���a�[�Z�]�Z�q�_�g�g�y���n�m�g�d�p�•�h�g�Z�e�m���(�/�.-�k�l�_�d�m���^�e�y��
�j�h�a�j�h�[�d�b�� �\�e�Z�k�g�h�€�� �k�b�k�l�_�f�b�� �f�h�g�•�l�h�j�b�g�]�m. �<�� �y�d�h�k�l�• �^�h�^�Z�l�d�h�\�b�o�� �j�•�r�_�g�v�� �a�� �\�•�^�d�j�b�l�b�f��
�i�j�h�]�j�Z�f�g�b�f���d�h�^�h�f �^�h�p�•�e�v�g�h���\�b�d�h�j�b�k�l�Z�l�b: Elastalert �± �^�e�y���h�j�]�Z�g�•�a�Z�p�•�€���\�•�^�k�l�_�`�m�\�Z�g�g�y��
�•�� �\�•�^�i�j�Z�\�d�b�� �k�i�h�\�•�s�_�g�v���� �2�6�6�(�&�� �± �m�� �y�d�h�k�l�•�� �_�e�_�f�_�g�l�m�� �^�e�y�� �d�h�g�n�•�]�m�j�Z�p�•�€�� �i�j�Z�\�b�e��
�i�h�j�m�r�_�g�g�y���[�_�a�i�_�d�b�� 
�F�_�l�Z�� �•�� �a�Z�^�Z�q�•�� �^�h�k�e�•�^�`�_�g�g�y. �F�_�l�h�x�� �j�h�[�h�l�b���}�� �i�•�^�\�b�s�_�g�g�y�� �_�n�_�d�l�b�\�g�h�k�l�•��
�\�•�^�k�l�_�`�m�\�Z�g�g�y�� �k�l�Z�g�m�� �[�_�a�i�_�d�b�� �d�h�f�i�¶�x�l�_�j�g�h�€�� �f�_�j�_�`�•�� �r�e�y�o�h�f�� �j�h�a�j�h�[�d�b�� �k�b�k�l�_�f�b��
�f�h�g�•�l�h�j�b�g�]�m�� �i�h�^�•�c���� �A�Z�� �j�Z�o�m�g�h�d�� �l�Z�d�h�]�h�� �i�•�^�o�h�^�m�� �i�•�^�\�b�s�b�l�v�k�y�� �j�•�\�_�g�v�� �[�_�a�i�_�d�b��
�h�j�]�Z�g�•�a�Z�p�•�€���� �l�Z�� �a�g�Z�q�g�h�� �a�g�b�a�b�l�v�k�y�� �q�Z�k���� �s�h�� �i�j�h�c�r�h�\�� �\�•�^�� �f�h�f�_�g�l�m�� �\�b�g�b�d�g�_�g�g�y��
�d�h�g�d�j�_�l�g�b�o���i�h�^�•�c�����^�h���f�h�f�_�g�l�m���€�o���g�_�c�l�j�Z�e�•�a�Z�p�•�€�����:�e�v�l�_�j�g�Z�l�b�\���m���\�•�^�d�j�b�l�b�o���^�`�_�j�_�e�Z�o��
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�g�_�� �[�m�e�h�� �a�g�Z�c�^�_�g�h���� �s�h�� �i�•�^�\�b�s�m�}�� �p�•�g�g�•�k�l�v�� �j�h�a�j�h�[�d�b���� �<�� �i�j�h�p�_�k�•�� �\�b�d�h�g�Z�g�g�y�� �^�Z�g�h�€��
�j�h�[�h�l�b���g�_�h�[�o�•�^�g�h���j�h�a�\�¶�y�a�Z�l�b���g�Z�k�l�m�i�g�•���a�Z�^�Z�q�•�� 

�� �i�j�h�Z�g�Z�e�•�a�m�\�Z�l�b�� �l�Z�� �\�b�y�\�b�l�b�� �g�Z�c�[�•�e�v�r�� �\�Z�`�e�b�\�•�� �f�_�l�j�b�d�b�� �^�e�y�� �a�[�h�j�m���� �s�h��
�\�•�^�h�[�j�Z�`�Z�x�l�v�� �k�l�Z�g�� �f�_�j�_�`�•���� �Z�� �l�Z�d�h�`�� �g�Z�c�q�Z�k�l�•�r�•�� �f�h�`�e�b�\�•���i�h�j�m�r�_�g�g�y�� �[�_�a�i�_�d�b�� �g�Z��
�k�_�j�\�_�j�Z�o�� 

�� �h�[�j�Z�l�b �•���h�i�b�k�Z�l�b �k�d�e�Z�^�h�\�•���q�Z�k�l�b�g�b���^�e�y���j�h�a�j�h�[�d�b���k�b�k�l�_�f�b���f�h�g�•�l�h�j�b�g�]�m; 
�� �j�h�a�j�h�[�b�l�b�� �i�j�h�]�j�Z�f�g�b�c�� �i�j�h�^�m�d�l�� �^�e�y�� �\�•�a�m�Z�e�•�a�Z�p�•�€�� �p�_�g�l�j�Z�e�•�a�h�\�Z�g�h�]�h��

�f�h�g�•�l�h�j�b�g�]�m���d�h�f�i�¶�x�l�_�j�g�h�€���f�_�j�_�`�•�� 
�H�k�g�h�\�g�Z�� �q�Z�k�l�b�g�Z. �F�h�g�•�l�h�j�b�g�]�� �f�_�j�_�`�•�� �± �i�j�h�p�_�k�� �\�•�^�k�l�_�`�m�\�Z�g�g�y�� �^�•�}�a�^�Z�l�g�h�k�l�•�� �l�Z��
�k�l�Z�[�•�e�v�g�h�k�l�•�� �f�_�j�_�`�•���� �€�€�� �n�m�g�d�p�•�h�g�m�\�Z�g�g�y�� �l�Z�� �i�j�h�^�m�d�l�b�\�g�h�k�l�•�� �\�� �j�Z�f�d�Z�o�� �k�d�e�Z�^�g�b�o��
�f�_�j�_�`�_�\�b�o���k�l�j�m�d�l�m�j���>6�@�����<�•�g���h�[�¶�}�^�g�m�}���i�j�h�p�_�k�b���k�i�h�k�l�_�j�_�`�_�g�g�y���l�Z���Z�g�Z�e�•�a�m���f�_�j�_�`�_�\�b�o��
�d�h�f�i�h�g�_�g�l�•�\���l�Z�d�b�o�����y�d���j�h�m�l�_�j�b�����d�h�f�m�l�Z�l�h�j�b���l�Z �[�j�Z�g�^�f�Z�m�_�j�b�����Z���l�Z�d�h�` �a�¶�}�^�g�Z�g�v���f�•�`��
�g�b�f�b���� �F�h�g�•�l�h�j�b�g�]�� �f�_�j�_�`�•�� �l�Z�d�h�`�� �h�o�h�i�e�x�}�� �d�_�j�m�\�Z�g�g�y�� �j�•�a�g�b�f�b�� �j�•�\�g�y�f�b�� �^�Z�g�b�o����
�d�•�g�p�_�\�b�f�b���f�_�j�_�`�_�\�b�f�b���\�m�a�e�Z�f�b���l�Z���•�g�l�_�j�n�_�c�k�Z�f�b�� 

�J�h�m�l�_�j�b���� �d�h�f�m�l�Z�l�h�j�b�� �l�Z�� �\�m�a�e�b�� �k�l�\�h�j�x�x�l�v�� �k�i�h�e�m�q�_�g�g�y�� �f�•�`�� �\�_�e�b�d�h�x��
�d�•�e�v�d�•�k�l�x���j�h�[�h�q�b�o���k�l�Z�g�p�•�c���•���d�e�x�q�h�\�b�f�b���i�j�h�]�j�Z�f�g�b�f�b���a�Z�k�l�h�k�m�g�d�Z�f�b�����j�h�a�f�•�s�_�g�b�f�b��
�g�Z���q�b�k�e�_�g�g�b�o���k�_�j�\�_�j�Z�o���•���\���1�g�l�_�j�g�_�l�•���� �D�j�•�f���l�h�]�h�����g�Z�e�Z�r�l�h�\�Z�g�•���[�_�a�e�•�q���•�g�k�l�j�m�f�_�g�l�•�\���•��
�a�Z�k�l�h�k�m�g�d�•�\���[�_�a�i�_�d�b���l�Z���d�h�f�m�g�•�d�Z�p�•�c�����\�d�e�x�q�Z�x�q�b���[�j�Z�g�^�f�Z�m�_�j�b�����\�•�j�l�m�Z�e�v�g�•���i�j�b�\�Z�l�g�•��
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�k�i�h�\�•�s�_�g�g�y�����y�d�•���\�`�b�\�Z�x�l�v���a�Z�o�h�^�•�\���g�Z���h�k�g�h�\�•���p�v�h�]�h���a�[�•�]�m�� 

�D�h�`�g�_�� �i�j�Z�\�b�e�h�� �\�b�a�g�Z�q�Z�}�� �a�Z�i�b�l���� �y�d�b�c�� �i�h�l�j�•�[�g�h�� �\�b�d�h�g�Z�l�b���� �i�Z�j�Z�f�_�l�j�b���� �a�Z��
�y�d�b�f�b�� �k�i�j�Z�p�v�h�\�m�}�� �a�[�•�]���� �•�� �k�i�b�k�h�d�� �k�i�h�\�•�s�_�g�v���� �y�d�•�� �i�h�l�j�•�[�g�h�� �a�Z�i�m�k�l�b�l�b�� �^�e�y�� �d�h�`�g�h�]�h��
�a�[�•�]�m�����D�h�`�g�_���i�j�Z�\�b�e�h���y�\�e�y�}���k�h�[�h�x���h�d�j�_�f�b�c���<�$�0�/-�n�Z�c�e�����y�d�b�c���f�Z�}���f�•�k�l�b�l�b���g�Z�k�l�m�i�g�•��
�h�[�h�\�¶�y�a�d�h�\�•���i�h�e�y [7]: 

�± �©�H�V�B�K�R�V�W�ª���•���©�H�V�B�S�R�U�W�ª���i�h�\�b�g�g�•���\�d�Z�a�m�\�Z�l�b���g�Z���d�e�Z�k�l�_�j���(�O�D�V�W�L�F�V�H�D�U�F�K�����^�h���y�d�h�]�h��
�f�b���j�h�[�b�f�h���a�Z�i�b�l�� 

�± �©�Q�D�P�H�ª���� �m�g�•�d�Z�e�v�g�_�� �•�f�¶�y�� �^�e�y�� �i�j�Z�\�b�e�Z���� �(�O�D�V�W�$�O�H�U�W�� �g�_�� �k�i�j�Z�p�x�}���� �y�d�s�h�� �^�\�Z��
�i�j�Z�\�b�e�Z���f�Z�x�l�v���h�^�g�Z�d�h�\�m���g�Z�a�\�m�� 

�± �©�W�\�S�H�ª�����d�h�`�g�_���i�j�Z�\�b�e�h���f�Z�}���k�\�•�c���l�b�i�����y�d�b�c���f�h�`�_���i�j�b�c�f�Z�l�b���j�•�a�g�•���i�Z�j�Z�f�_�l�j�b����
�L�b�i���©�I�U�H�T�X�H�Q�F�\�ª���h�a�g�Z�q�Z�}�� �©�K�i�h�\�•�s�Z�l�b���� �d�h�e�b���\�•�^�[�m�\�Z�}�l�v�k�y���[�•�e�v�r�_���g�•�`���©�Q�X�P�B�H�Y�H�Q�W�V�ª��
�i�j�h�l�y�]�h�f���q�Z�k�h�\�h�]�h���•�g�l�_�j�\�Z�e�m�ª�� 

�± �©�L�Q�G�H�[�ª�����g�Z�a�\�Z���•�g�^�_�d�k�m���•�\�����^�e�y���a�Z�i�b�l�m�����Y�d�s�h���\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y���/�R�J�V�W�D�V�K�����a�Z��
�a�Z�f�h�\�q�m�\�Z�g�g�y�f���•�g�^�_�d�k�b���[�m�^�m�l�v���\�•�^�i�h�\�•�^�Z�l�b�����O�R�J�V�W�D�V�K-*"; 

�± �©�Q�X�P�B�H�Y�H�Q�W�V�ª�����i�Z�j�Z�f�_�l�j���}���k�i�_�p�b�n�•�q�g�b�f���^�e�y���l�b�i�m���I�U�H�T�X�H�Q�F�\���•���}���i�h�j�h�]�h�\�b�f��
�a�g�Z�q�_�g�g�y�f���^�e�y���k�i�j�Z�p�v�h�\�m�\�Z�g�g�y���h�i�h�\�•�s�_�g�g�y�� 

�± �©�W�L�P�H�I�U�D�P�H�ª�����i�_�j�•�h�^���q�Z�k�m�����a�Z���y�d�b�c���f�Z�}���\�•�^�[�m�l�b�k�y���Q�X�P�B�H�Y�H�Q�W�V�� 
�± �©�I�L�O�W�H�U�ª���� �k�i�b�k�h�d�� �n�•�e�v�l�j�•�\�� �(�O�D�V�W�L�F�V�H�D�U�F�K���� �y�d�•�� �\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y�� �^�e�y��

�n�•�e�v�l�j�Z�p�•�€�� �j�_�a�m�e�v�l�Z�l�•�\�����L�m�l���f�b���f�Z�}�f�h���n�•�e�v�l�j�� �a�Z���h�^�g�b�f���l�_�j�f�•�g�h�f���^�e�y���^�h�d�m�f�_�g�l�•�\���� �m��
�y�d�b�o�� �©�^�_�y�d�_�B�i�h�e�_�ª�� �a�[�•�]�Z�}�l�v�k�y�� �a�� �©�^�_�y�d�b�f�B�a�g�Z�q�_�g�g�y�f�ª���� �Y�d�s�h�� �n�•�e�v�l�j�b�� �g�_�� �i�h�l�j�•�[�g�•����
�k�e�•�^���\�d�Z�a�Z�l�b���i�h�j�h�`�g�•�c���k�i�b�k�h�d�����I�L�O�W�H�U�����>�@�� 

�± �©�D�O�H�U�W�ª���� �k�i�b�k�h�d�� �p�•�e�_�c���� �y�d�b�f�� �[�m�^�m�l�v�� �\�b�k�e�Z�g�•�� �k�i�h�\�•�s�_�g�g�y���� �K�i�h�\�•�s�_�g�g�y��
�_�e�_�d�l�j�h�g�g�h�x�� �i�h�r�l�h�x�� �i�h�l�j�_�[�m�}�� �6�0�7�3-�k�_�j�\�_�j�Z�� �^�e�y�� �g�Z�^�k�b�e�Z�g�g�y�� �i�h�r�l�b���� �A�Z��
�a�Z�f�h�\�q�m�\�Z�g�g�y�f�� �\�•�g�� �g�Z�f�Z�]�Z�l�b�f�_�l�v�k�y�� �\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b�� �O�R�F�D�O�K�R�V�W���� �P�_���f�h�`�g�Z���a�f�•�g�b�l�b��
�a�Z���^�h�i�h�f�h�]�h�x���i�Z�j�Z�f�_�l�j�Z���V�P�W�S�B�K�R�V�W�����S�_���h�^�g�•�}�x���i�h�i�m�e�y�j�g�h�x���p�•�e�e�x���}���©�W�H�O�H�J�U�D�P�ª�����^�e�y��
�y�d�h�]�h���i�h�l�j�•�[�_�g���l�h�d�_�g���•���d�Z�g�Z�e�� 
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�± �©�H�P�D�L�O�ª�����p�_���k�i�b�k�h�d���Z�^�j�_�k�����g�Z���y�d�•���[�m�^�m�l�v���g�Z�^�•�k�e�Z�g�•���k�i�h�\�•�s�_�g�g�y�� 
�I�j�b�d�e�Z�^���d�h�g�n�•�]�m�j�Z�p�•�€���i�j�Z�\�b�e�Z���a�h�[�j�Z�`�_�g�h���g�Z���j�b�k.1. 
 

 
�J�b�k.1. �I�j�b�d�e�Z�^���d�h�g�n�•�]�m�j�Z�p�•�€���i�j�Z�\�b�e�Z���(�O�D�V�W�$�O�H�U�W 

 
�M���y�d�h�k�l�•���k�b�k�l�_�f�b���^�e�y���\�•�^�k�l�_�`�_�g�g�y���i�h�j�m�r�_�g�v���\���k�b�k�l�_�f�•���[�m�e�h���h�[�j�Z�g�h���2�6�6�(�&����

OSSEC �± �p�_�� �k�b�k�l�_�f�Z�� �\�b�y�\�e�_�g�g�y�� �\�l�h�j�]�g�_�g�v�� �a�� �\�•�^�d�j�b�l�b�f�� �\�b�o�•�^�g�b�f���d�h�^�h�f���� �<�h�g�Z��
�\�b�d�h�g�m�}�� �Z�g�Z�e�•�a�� �`�m�j�g�Z�e�•�\���� �i�_�j�_�\�•�j�d�m�� �p�•�e�•�k�g�h�k�l�•���� �f�h�g�•�l�h�j�b�g�]�� �j�_�}�k�l�j�m�� �:�L�Q�G�R�Z�V����
�\�b�y�\�e�_�g�g�y���j�m�l�d�•�l�•�\���� �h�i�h�\�•�s�_�g�g�y���\�� �j�_�Z�e�v�g�h�f�m���q�Z�k�•���l�Z���Z�d�l�b�\�g�_���j�_�Z�]�m�\�Z�g�g�y���>8�@���� �<�h�g�Z��
�i�j�Z�p�x�}�� �g�Z���[�•�e�v�r�h�k�l�•�� �h�i�_�j�Z�p�•�c�g�b�o�� �k�b�k�l�_�f���� �\�d�e�x�q�Z�x�q�b���/�L�Q�X�[���� �2�S�H�Q�%�6�'���� �)�U�H�H�%�6�'����
�0�D�F���2�6���;�����6�R�O�D�U�L�V���•���:�L�Q�G�R�Z�V�����<�h�g�Z���i�h�}�^�g�m�}���\���k�h�[�•���\�k�•���Z�k�i�_�d�l�b���+�,�'�6�����+�R�V�W���,�Q�W�U�X�V�L�R�Q��
Detection System �± �\�b�y�\�e�_�g�g�y���\�l�h�j�]�g�_�g�v���g�Z���h�k�g�h�\�•���o�h�k�l�•�\���� �f�h�g�•�l�h�j�b�g�]�m���`�m�j�g�Z�e�•�\���l�Z��
�m�i�j�Z�\�e�•�g�g�y�� �•�g�p�b�^�_�g�l�Z�f�b�� �[�_�a�i�_�d�b�� ���6�,�0�����m�i�j�Z�\�e�•�g�g�y�� �•�g�n�h�j�f�Z�p�•�}�x�� �l�Z�� �i�h�^�•�y�f�b��
�[�_�a�i�_�d�b�� ���6�,�(�0���� �\�� �h�^�g�h�f�m�� �i�j�h�k�l�h�f�m���� �i�h�l�m�`�g�h�f�m�� �j�•�r�_�g�g�•�� �a�� �\�•�^�d�j�b�l�b�f�� �\�b�o�•�^�g�b�f��
�d�h�^�h�f�����H�k�g�h�\�g�•���n�m�g�d�p�•�€�� 

�± �i�_�j�_�\�•�j�d�Z�� �p�•�e�•�k�g�h�k�l�•�� �n�Z�c�e�•�\���� �;�m�^�v-�y�d�Z�� �Z�l�Z�d�Z�� �k�m�i�j�h�\�h�^�`�m�}�l�v�k�y�� �a�f�•�g�h�x��
�k�b�k�l�_�f�b�����F�_�l�Z���i�_�j�_�\�•�j�d�b���p�•�e�•�k�g�h�k�l�•���n�Z�c�e�•�\�����)�L�O�H���,�Q�W�H�J�U�D�W�L�R�Q���0�R�Q�L�W�R�U�L�Q�J�����± �\�b�y�\�b�l�b���p�•��
�a�f�•�g�b���•���i�h�i�_�j�_�^�b�l�b�����d�h�e�b���\�h�g�b���\�•�^�[�m�^�m�l�v�k�y�����P�_���f�h�`�_���[�m�l�b���Z�l�Z�d�Z�����a�e�h�\�`�b�\�Z�g�g�y���a���[�h�d�m��
�k�i�•�\�j�h�[�•�l�g�b�d�Z���Z�[�h�� �g�Z�\�•�l�v�� �^�j�m�d�Z�j�k�v�d�Z���i�h�f�b�e�d�Z���Z�^�f�•�g�•�k�l�j�Z�l�h�j�Z���� �i�j�h�� �[�m�^�v-�y�d�m���a�f�•�g�m��
�n�Z�c�e�m�����d�Z�l�Z�e�h�]�m���Z�[�h���j�_�}�k�l�j�m���\�Z�f���[�m�^�_���i�h�\�•�^�h�f�e�_�g�h�� 

�± �f�h�g�•�l�h�j�b�g�]�� �`�m�j�g�Z�e�•�\���� �D�h�`�g�Z�� �h�i�_�j�Z�p�•�c�g�Z�� �k�b�k�l�_�f�Z���� �^�h�^�Z�l�h�d�� �•�� �i�j�b�k�l�j�•�c�� �m��
�f�_�j�_�`�•���k�l�\�h�j�x�x�l�v���`�m�j�g�Z�e�b���i�h�^�•�c�����s�h�[���i�h�\�•�^�h�f�b�l�b���\�Z�f���i�j�h���i�h�l�h�q�g�b�c���k�l�Z�g���k�b�k�l�_�f�b����
�2�6�6�(�&�� �a�[�b�j�Z�}���� �Z�g�Z�e�•�a�m�}�� �l�Z�� �h�i�j�Z�p�v�h�\�m�}�� �p�•�� �`�m�j�g�Z�e�b���� �s�h�[�� �i�h�\�•�^�h�f�b�l�b�� �\�Z�f���� �y�d�s�h��
�\�•�^�[�m�\�Z�}�l�v�k�y�� �s�h�k�v�� �i�•�^�h�a�j�•�e�_�� ���Z�l�Z�d�Z���� �a�e�h�\�`�b�\�Z�g�g�y���� �i�h�f�b�e�d�b�� �l�h�s�h������ �G�Z�i�j�b�d�e�Z�^���� �g�Z��
�d�e�•�}�g�l�k�v�d�h�f�m�� �d�h�f�i�¶�x�l�_�j�•�� �[�m�e�Z�� �\�k�l�Z�g�h�\�e�_�g�Z�� �i�j�h�]�j�Z�f�Z���� �Z�[�h�� �[�m�e�b�� �\�g�_�k�_�g�•�� �a�f�•�g�b��
�i�j�Z�\�b�e���m���\�Z�r�h�f�m���[�j�Z�g�^�f�Z�m�_�j�•���q�b���n�Z�}�j�\�h�e�•���� 

�H�[�j�h�[�d�Z�� �`�m�j�g�Z�e�•�\�� �\�b�d�h�g�m�}�l�v�k�y�� �\�k�_�j�_�^�b�g�•�� �2�6�6�(�&�� �i�j�h�p�_�k�Z�f�b�� �O�R�J�F�R�O�O�H�F�W�R�U�� �•��
�D�Q�D�O�\�V�L�V�G���� �I�_�j�r�b�c�� �a�[�b�j�Z�}�� �i�h�^�•�€���� �Z�� �^�j�m�]�b�c�� �Z�g�Z�e�•�a�m�}�� ���j�h�a�r�b�n�j�h�\�m�}���� �n�•�e�v�l�j�m�}�� �•��
�d�e�Z�k�b�n�•�d�m�}���� �€�o���� �P�_�� �j�h�[�b�l�v�k�y�� �\�� �j�_�`�b�f�•�� �j�_�Z�e�v�g�h�]�h�� �q�Z�k�m�����l�h�f�m�� �y�d�� �l�•�e�v�d�b�� �i�h�^�•�y��
�a�Z�i�b�k�m�}�l�v�k�y���� �2�6�6�(�&�� �h�[�j�h�[�e�y�}�� �€�€���� �2�6�6�(�&�� �f�h�`�_�� �q�b�l�Z�l�b�� �i�h�^�•�€�� �a�� �\�g�m�l�j�•�r�g�•�o�� �n�Z�c�e�•�\��
�`�m�j�g�Z�e�•�\���� �a �`�m�j�g�Z�e�m���i�h�^�•�c�� �:�L�Q�G�R�Z�V���� �Z�� �l�Z�d�h�`�� �h�l�j�b�f�m�\�Z�l�b�� �€�o���[�_�a�i�h�k�_�j�_�^�g�v�h���q�_�j�_�a��
�\�•�^�^�Z�e�_�g�b�c���V�\�V�O�R�J�� 

�2�6�6�(�&���i�h�k�l�Z�q�Z�}�l�v�k�y�� �a���g�Z�[�h�j�h�f���\�[�m�^�h�\�Z�g�b�o���i�j�Z�\�b�e�����y�d�•���\�b�a�g�Z�q�Z�x�l�v���l�b�i�h�\�m��
�Z�d�l�b�\�g�•�k�l�v���� �y�d�m�� �k�e�•�^�� �\�•�^�k�l�_�`�m�\�Z�l�b�� �\�� �k�b�k�l�_�f�Z�o���� �A�Z�� �a�Z�f�h�\�q�m�\�Z�g�g�y�f�� �p�•�� �i�j�Z�\�b�e�Z��
�\�d�e�x�q�Z�x�l�v�� �r�b�j�h�d�b�c�� �k�i�_�d�l�j�� �Z�d�l�b�\�g�h�k�l�_�c���� �l�Z�d�b�o�� �y�d�� �g�_�m�k�i�•�r�g�•�� �k�i�j�h�[�b�� �\�o�h�^�m����
�h�l�j�b�f�Z�g�g�y�� �^�h�k�l�m�i�m�� �^�h�� �\�Z�`�e�b�\�b�o�� �n�Z�c�e�•�\�� �l�Z�� �a�f�•�g�m�� �d�h�g�n�•�]�m�j�Z�p�•�€�� �k�b�k�l�_�f�b���� �L�Z�d�h�`��
�d�h�j�b�k�l�m�\�Z�q�•���f�h�`�m�l�v���k�l�\�h�j�x�\�Z�l�b���\�e�Z�k�g�•���i�j�Z�\�b�e�Z���a���m�j�Z�o�m�\�Z�g�g�y�f���k�i�_�p�b�n�•�q�g�b�o���\�b�f�h�]��
�^�h�� �€�o�g�v�h�]�h�� �k�_�j�_�^�h�\�b�s�Z�� �>9�@���� �I�j�b�d�e�Z�^�� �g�Z�e�Z�r�l�m�\�Z�g�g�y�� �l�Z�d�h�]�h�� �i�j�Z�\�b�e�Z�� �g�Z�\�_�^�_�g�b�c�� �g�Z��
�j�b�k������ 
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�J�b�k������ �I�j�b�d�e�Z�^���2�6�6�(�&���^�e�y���\�b�y�\�e�_�g�g�y���g�_�k�Z�g�d�p�•�h�g�h�\�Z�g�h�]�h���\�o�h�^�m���^�h���6�6�+ 

 
�1�k�g�m�}�� �]�h�e�h�\�g�b�c�� �_�e�_�f�_�g�l���� �s�h�� �]�j�m�i�m�}�� �i�j�Z�\�b�e�Z�� �i�h�� �l�b�i�m�� �©�V�V�K�G�ª���� �l�h�[�l�h�� �l�•���� �s�h��

�g�Z�e�_�`�Z�l�v���^�h���\�a�Z�}�f�h�^�•�€���a���i�j�h�l�h�d�h�e�h�f���6�6�+�����I�h�e�_���©�G�H�F�R�G�H�G�B�D�V�ª���a�[�_�j�•�]�Z�}���p�_���a�g�Z�q�_�g�g�y����
�i�j�h���s�h���]�h�\�h�j�b�l�v���h�i�b�k���©�G�H�V�F�U�L�S�W�L�R�Q�ª�����>�h�q�•�j�g�}���i�j�Z�\�b�e�h���}���[�•�e�v�r���k�i�_�p�b�n�•�q�g�b�f�����•���j�_�Z�]�m�}��
�g�Z�� �d�h�g�d�j�_�l�g�m�� �i�h�^�•�x���� �<�h�g�h�� �f�Z�}�� �k�\�•�c�� �,�'���� �^�_�k�d�j�b�i�l�h�j�� �©�L�I�B�V�L�G�ª���� �a�g�Z�q�_�g�g�y�f�� �y�d�h�]�h�� �}��
�]�h�e�h�\�g�Z���]�j�m�i�Z�����©�S�F�U�H���ª���f�•�k�l�b�l�v���\�b�j�Z�a�����y�d�b�c �i�h�l�j�•�[�g�h���a�g�Z�c�l�b �m���`�m�j�g�Z�e�Z�o�����i�h�^�•�€���y�d�h�]�h��
�[�m�^�m�l�v�� �\�•�^�k�l�_�`�m�\�Z�l�b�k�v���� �H�^�j�Z�a�m�� �y�d�� �l�Z�d�_�� �i�h�\�•�^�h�f�e�_�g�g�y�� �f�Z�}�� �a�[�•�]���� �2�6�6�(�&�� �j�_�Z�]�m�}��
�f�h�f�_�g�l�Z�e�v�g�h���� �L�Z�d�b�c�� �n�m�g�d�p�•�h�g�Z�e�� �}�� �^�m�`�_�� �i�h�l�m�`�g�b�f�� �•�� �^�h�a�\�h�e�y�}�� �k�l�\�h�j�x�\�Z�l�b�� �k�\�h�€��
�n�•�e�v�l�j�b���l�Z���g�Z�e�Z�r�l�h�\�m�\�Z�l�b���d�j�b�l�b�q�g�•�k�l�v���i�h�^�•�c�����P�_���^�h�i�h�f�h�`�_���[�•�e�v�r���l�h�q�g�h���\�b�y�\�e�y�l�b��
�k�_�j�c�h�a�g�•���•�g�p�b�^�_�g�l�b�� 

�Y�d�� �[�m�e�h�� �a�¶�y�k�h�\�Z�g�h���� �g�Z�j�Z�a�•�� �}�� �\�_�e�b�d�Z�� �d�•�e�v�d�•�k�l�v�� �j�•�r�_�g�v���� �s�h�� �a�Z�^�h�\�h�e�v�g�y�x�l�v 
�i�h�l�j�_�[�b �Z�^�f�•�g�•�k�l�j�Z�l�h�j�m���f�_�j�_�`�•���m���\�•�^�k�l�_�`�m�\�Z�g�g�•���€�€���k�l�Z�g�m�����Z�e�_���^�e�y���g�Z�r�h�€���d�h�g�d�j�_�l�g�h�€��
�k�b�k�l�_�f�b�� �h�k�g�h�\�h�x�� �k�e�m�]�m�\�Z�l�b�f�_�� �(�/�.-�k�l�_�d���� �>�e�y�� �a�Z�d�j�b�l�l�y�� �g�_�^�h�e�•�d�•�\�� �(�/�.-�k�l�_�d�m�� �m��
�\�b�]�e�y�^�•�� �\�•�^�k�m�l�g�h�k�l�•�� �f�_�o�Z�g�•�a�f�m���k�i�h�\�•�s�_�g�g�y�� �•�� �g�Z�y�\�g�h�k�l�•�� �i�j�Z�\�b�e���i�h�j�m�r�_�g�g�y�� �[�_�a�i�_�d�b��
�[�m�e�h�� �h�[�j�Z�g�h�� �(�O�D�V�W�D�O�H�U�W�� �l�Z�� �2�6�6�(�&���+�,�'�6�� �q�_�j�_�a���€�o�� �e�_�]�d�_���\�i�j�h�\�Z�^�`�_�g�g�y�� �l�Z�� �i�h�l�m�`�g�b�c��
�n�m�g�d�p�•�h�g�Z�e���� �L�Z�d�b�f�� �q�b�g�h�f���� �i�j�h�Z�g�Z�e�•�a�m�\�Z�\�r�b�� �\�a�Z�}�f�h�^�•�x�� �k�_�j�\�_�j�•�\�� �\�� �f�_�j�_�`�•����
�g�_�h�[�o�•�^�g�_���I�A�����d�e�•�}�g�l-�k�_�j�\�_�j�g�b�c���i�•�^�o�•�^�����[�m�e�Z���j�h�a�j�h�[�e�_�g�Z���k�o�_�f�Z���j�h�[�h�l�b�� �f�Z�c�[�m�l�g�v�h�€��
�k�b�k�l�_�f�b���f�h�g�•�l�h�j�b�g�]�m�����a�h�[�j�Z�`�_�g�Z���g�Z���j�b�k.3. 

 
�J�b�k.3. �K�o�_�f�Z���j�h�[�h�l�b���k�b�k�l�_�f�b���f�h�g�•�l�h�j�b�g�]�m���\���f�_�j�_�`�• 

 
�>�e�y���g�b�a�v�d�h�]�h���i�h�j�h�]�m���\�o�h�^�`�_�g�g�y���•���\�•�a�m�Z�e�•�a�Z�p�•�€���m���(�/�.-�k�l�_�d�m���[�j�Z�d�m�}���a�j�m�q�g�h�]�h��

�•�g�l�_�j�n�_�c�k�m���± �l�h�c�����s�h���i�j�h�i�h�g�m�}���.�L�E�D�Q�D�����}���^�h�k�b�l�v���g�Z�^�e�b�r�d�h�\�b�f�����L�h�f�m���[�m�e�h���\�b�j�•�r�_�g�h��
�k�l�\�h�j�b�l�b�� �k�b�k�l�_�f�m�� �f�h�g�•�l�h�j�b�g�]�m���� �y�d�Z�� �g�Z�^�Z�\�Z�e�Z�� �[�� �f�h�`�e�b�\�•�k�l�v�� �[�_�a�� �a�Z�c�\�b�o�� �a�m�k�b�e�v��
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�\�•�^�k�l�_�`�m�\�Z�l�b�� �k�_�j�\�_�j�b���� �g�Z�e�Z�r�l�h�\�m�\�Z�l�b�� �•�� �^�h�^�Z�\�Z�l�b�� �i�j�Z�\�b�e�Z�� �^�e�y�� �k�i�h�\�•�s�_�g�v�� �m��
�i�h�i�m�e�y�j�g�•�� �p�•�e�v�h�\�•�� �k�_�j�\�•�k�b�� �^�e�y�� �i�•�^�\�b�s�_�g�g�y�� �r�\�b�^�d�h�k�l�•�� �j�_�Z�d�p�•�€�� �g�Z�� �•�g�p�b�^�_�g�l�b�� �>�e�y��
�j�h�a�j�h�[�d�b�� �k�i�_�p�•�Z�e�•�a�h�\�Z�g�h�€�� �k�b�k�l�_�f�b�� �f�h�g�•�l�h�j�b�g�]�m�� �\�b�d�h�j�b�k�l�h�\�m�\�Z�e�b�k�v�� �g�Z�k�l�m�i�g�•��
�•�g�k�l�j�m�f�_�g�l�b���•���k�d�e�Z�^�h�\�•�� 

�� �f�h�\�Z���i�j�h�]�j�Z�f�m�\�Z�g�g�y���3�\�W�K�R�Q �•���f�h�^�m�e�• tkinter �a��Elasticsearch; 
�� �)�L�O�H�E�H�D�W���•���0�H�W�U�L�F�E�H�D�W�� 
�� ELK-�k�l�_�d�� 
�I�•�k�e�y�� �a�Z�i�m�k�d�m�� �k�b�k�l�_�f�b�� �f�h�g�•�l�h�j�b�g�]�m�� �i�_�j�_�^�� �d�h�j�b�k�l�m�\�Z�q�_�f���\�•�^�d�j�b�}�l�v�k�y��

�g�Z�k�l�m�i�g�b�c���•�g�l�_�j�n�_�c�k�����a�h�[�j�Z�`�_�g�b�c���g�Z���j�b�k���������s�h���k�d�e�Z�^�Z�}�l�v�k�y���a�������k�_�d�p�•�c: 
 

 
�J�b�k.4. �I�h�q�Z�l�d�h�\�b�c���•�g�l�_�j�n�_�c�k���k�b�k�l�_�f�b 

 
�K�_�d�p�•�y �6�H�U�Y�H�U���V�H�W�W�L�Q�J�V���\�•�^�i�h�\�•�^�Z�}���a�Z���\�g�_�k�_�g�g�y���•�g�n�h�j�f�Z�p�•�€���i�j�h���Z�^�j�_�k�m���k�_�j�\�_�j�m��

�a�� �(�/�.-�k�l�_�d�h�f���� �a�� �y�d�h�]�h�� �[�m�^�m�l�v�� �a�[�b�j�Z�l�b�k�y�� �i�h�^�•�€�� �•�� �^�h�� �y�d�h�]�h�� �j�h�[�e�y�l�v�k�y�� �m�k�•�� �i�h�^�Z�e�v�r�•��
�a�Z�i�b�l�b���� �K�_�d�p�•�y�� �5�H�V�R�X�U�F�H�� �P�H�W�U�L�F�V�� �\�•�^�h�[�j�Z�`�Z�}�� �i�h�l�h�q�g�m�� �a�Z�\�Z�g�l�Z�`�_�g�•�k�l�v�� �p�•�e�v�h�\�h�]�h��
�k�_�j�\�_�j�m���� �>�h�^�Z�g�•�� �l�j�b�� �k�l�h�\�i�p�•���� �y�d�•�� �i�h�d�Z�`�m�l�v�� �m�� �i�j�h�p�_�g�l�g�h�f�m�� �\�•�^�g�h�r�_�g�g�•�� �k�d�•�e�v�d�b��
�j�_�k�m�j�k�•�\�� �i�j�h�p�_�k�h�j�m���[�m�e�h���\�b�d�h�j�b�k�l�Z�g�h�����k�l�h�\�i�_�p�v���&�3�8������ �h�[�¶�}�f�� �h�i�_�j�Z�l�b�\�g�h�€���i�Z�f�¶�y�l�•��
���k�l�h�\�i�_�p�v���5�$�0�������Z���l�Z�d�h�`���a�Z�c�g�y�l�_���f�•�k�p�_���g�Z���^�b�k�d�m�����k�l�h�\�i�_�p�v���'�L�V�N�������A�Z���^�h�i�h�f�h�]�h�x���p�b�o��
�l�j�v�h�o�� �i�h�d�Z�a�g�b�d�•�\�� �f�h�`�g�Z�� �^�h�k�b�l�v�� �r�\�b�^�d�h�� �\�b�a�g�Z�q�b�l�b�� �k�l�Z�g�� �k�_�j�\�_�j�m���� �K�e�•�^�d�m�\�Z�g�g�y�� �a�Z��
�j�_�k�m�j�k�Z�f�b�� �g�_�� �l�•�e�v�d�b�� �i�h�\�•�^�h�f�b�l�v�� �g�Z�f�� �i�j�h�� �g�_�h�[�o�•�^�g�•�k�l�v�� �j�h�a�r�b�j�_�g�g�y���� �g�Z�i�j�b�d�e�Z�^����
�i�h�k�l�•�c�g�h�]�h�� �g�Z�d�h�i�b�q�m�\�Z�q�Z���� �Z�e�_�� �•�� �i�h�\�•�^�h�f�b�l�v�� �i�j�h�� �g�Z�^�f�•�j�g�m�� �a�Z�\�Z�g�l�Z�`�_�g�•�k�l�v��
�i�j�h�p�_�k�h�j�m�����s�h���f�h�`�_���k�\�•�^�q�b�l�b���i�j�h���Z�d�l�b�\�g�•�k�l�v���i�h�l�_�g�p�•�c�g�h���r�d�•�^�e�b�\�b�o���i�j�h�p�_�k�•�\�����D�j�•�f��
�\�•�^�h�[�j�Z�`�_�g�g�y�� �m�� �i�j�h�p�_�g�l�g�h�f�m�� �\�•�^�g�h�r�_�g�g�•���� �l�Z�d�h�`�� �g�Z�^�Z�}�l�v�k�y�� �•�g�n�h�j�f�Z�p�•�y�� �\�� �q�b�k�e�Z�o����
�k�d�•�e�v�d�b�� �m�k�v�h�]�h�� �j�_�k�m�j�k�m�� �f�Z�}�l�v�k�y�� �g�Z�� �k�_�j�\�_�j�•�� �•�� �y�d�Z�� �d�•�e�v�d�•�k�l�v�� �\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y���� �>�e�y��
�a�j�m�q�g�h�k�l�•�� �^�h�^�Z�g�Z�� �k�l�j�•�q�d�Z�� �a�� �q�Z�k�h�f�� �j�h�[�h�l�b�� �f�Z�r�b�g�b�� �a�� �f�h�f�_�g�l�m�� �\�d�e�x�q�_�g�g�y�� ���k�l�j�•�q�d�Z��
Uptime). 

�K�_�d�p�•�y�� �2�6�6�(�&�� �6�H�Y�H�U�L�W�\�� �F�K�D�U�W�� �y�\�e�y�}�� �k�h�[�h�x�� �^�•�Z�]�j�Z�f�m�� �d�j�b�l�b�q�g�h�k�l�•�� �i�h�^�•�c����
�M�l�b�e�•�l�Z�� �\�•�^�k�e�•�^�d�h�\�m�}�� �•�� �Z�g�Z�e�•�a�m�}�� �e�h�]�b�� �\ �k�b�k�l�_�f�g�b�o�� �`�m�j�g�Z�e�Z�o���� �Z�� �l�Z�d�h�`�� �k�l�_�`�b�l�v�� �a�Z��
�i�j�h�p�_�k�Z�f�b�� �\�� �p�•�e�v�h�\�•�c�� �k�b�k�l�_�f�•���� �D�h�`�g�Z�� �i�h�^�•�y�� �f�Z�}�� �k�\�•�c���©�j�•�\�_�g�v�� �g�_�[�_�a�i�_�d�b�ª���� �M�k�v�h�]�h��
�•�k�g�m�}�� �^�_�k�y�l�v�� �j�•�\�g�•�\���� �\�•�^�� �k�b�k�l�_�f�g�h�]�h�� �i�h�\�•�^�h�f�e�_�g�g�y�� �^�h���^�_�l�_�d�l�m�\�Z�g�g�y�� �\�l�j�m�q�Z�g�g�y�� �\��
�k�b�k�l�_�f�m���� �Z�[�h�� �\�b�y�\�e�_�g�g�y�� �i�h�l�_�g�p�•�c�g�h�€�� �Z�l�Z�d�b���� �J�Z�g�`�m�\�Z�g�g�y�� �i�h�^�•�c�� �a�]�•�^�g�h�� �a�� �2�6�6�(�&��
�\�•�^�[�m�\�Z�}�l�v�k�y���g�Z�k�l�m�i�g�b�f���q�b�g�h�f�� 



�1�G�N�H�J�F�:�L�B�D�:���L�:���F�:�L�?�F�:�L�B�Q�G�1���F�?�L�H�>�B���<���F�H�>�?�E�X�<�:�G�G�1���’�������������’���L�h�f�����������‹�������� 
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�± �j�•�\�g�•�� ����- ���� �\�b�j�•�r�_�g�h�� �h�i�m�k�l�b�l�b�� �a���i�j�b�q�b�g�b���f�Z�e�h�€���p�•�g�g�h�k�l�•�� �•�g�n�h�j�f�Z�p�•�€�� �i�j�h��
�i�h�^�•�€���� �i�h�\�¶�y�a�Z�g�•�� �a�� �g�b�f�b���� �P�_�� �f�h�`�m�l�v�� �[�m�l�b�� �a�\�b�q�Z�c�g�•�� �i�h�^�•�€�����g�Z�i�j�b�d�e�Z�^����
�i�_�j�_�a�Z�\�Z�g�l�Z�`�_�g�g�y���k�e�m�`�[�b���h�i�_�j�Z�p�•�c�g�h�€���k�b�k�l�_�f�b�� 

�± �g�b�a�v�d�Z���d�j�b�l�b�q�g�•�k�l�v���m���i�h�^�•�c���j�•�\�g�y������- 4; 
�± �k�_�j�_�^�g�y�����j�•�\�g�•������- 6; 
�± �\�b�k�h�d�Z�����j�•�\�g�•������- 8; 
�± �d�j�b�l�b�q�g�Z�����j�•�\�g�•������- 10. 
�<���k�_�d�p�•�€���$�O�H�U�W���F�R�P�S�R�V�H�U���f�b���f�h�`�_�f�h���k�l�\�h�j�x�\�Z�l�b���n�Z�c�e�b���i�j�Z�\�b�e���k�i�h�\�•�s�_�g�v���^�e�y��

�(�O�D�V�W�$�O�H�U�W�����L�Z�d�h�`���\�h�g�Z���\�•�^�i�h�\�•�^�Z�}���a�Z���\�•�^�i�j�Z�\�e�_�g�g�y���i�j�Z�\�b�e�Z���g�Z���p�_�g�l�j�Z�e�v�g�b�c���k�_�j�\�_�j����
�G�Z�� �\�b�o�h�^�•�� �f�b�� �h�l�j�b�f�m�}�f�h�� �<�$�0�/-�n�Z�c�e���� �a�]�•�^�g�h�� �g�Z�r�h�]�h�� �\�\�h�^�m���� �]�h�l�h�\�b�c�� �^�h��
�\�b�d�h�j�b�k�l�Z�g�g�y�� �>�e�y���k�l�\�h�j�_�g�g�y���•���\�b�d�h�j�b�k�l�Z�g�g�y���i�j�Z�\�b�e���g�_�h�[�o�•�^�g�h���a�Z�i�h�\�g�b�l�b���g�Z�k�l�m�i�g�•��
�i�h�e�y�� 

�± Query �± �a�Z�i�b�l�����i�h���y�d�h�f�m���[�m�^�m�l�v���n�•�e�v�l�j�m�\�Z�l�b�k�v���e�h�]�b���`�m�j�g�Z�e�•�\�� 
�± Type �± �i�Z�g�_�e�v�� �\�b�[�h�j�m�� �$�Q�\�� �Z�[�h�� �)�U�H�T�X�H�Q�F�\���� �I�j�b�� �\�b�[�h�j�•�� �)�U�H�T�X�H�Q�F�\�� �g�Z�f��

�^�h�k�l�m�i�g�•�� �i�h�e�y�� �7�L�P�H�I�U�D�P�H�� �•�� �(�Y�H�Q�W�V�� �Q�X�P�E�H�U���� �y�d�•�� �\�•�^�i�h�\�•�^�Z�x�l�v�� �a�Z�� �i�j�h�f�•�`�h�d�� �q�Z�k�m�� �•��
�d�•�e�v�d�•�k�l�v���i�h�^�•�c�����s�h���\�•�^�[�m�e�b�k�y���a�Z���g�v�h�]�h�� 

�± Name �± �•�f�¶�y�� �i�j�Z�\�b�e�Z���� �I�h�\�b�g�g�_�� �[�m�l�b�� �m�g�•�d�Z�e�v�g�b�f�� �^�e�y�� �d�h�j�_�d�l�g�h�€�� �j�h�[�h�l�b��
ElastAlert; 

�± Notification �± �i�Z�g�_�e�v�� �\�b�[�h�j�m�� �7�H�O�H�J�U�D�P�� �Z�[�h�� �(�P�D�L�O���� �Y�d�s�h�� �h�[�j�Z�g�Z�� �i�h�a�b�p�•�y��
�7�H�O�H�J�U�D�P���� �g�_�h�[�o�•�^�g�h�� �g�Z�^�Z�l�b�� �%�R�W�� �W�R�N�H�Q�� ���l�h�d�_�g�� �[�h�l�m���� �s�h���[�m�^�_�� �\�•�^�i�j�Z�\�e�y�l�b��
�k�i�h�\�•�s�_�g�g�y���� �•�� �&�K�D�Q�Q�H�O�� �,�'�� ���•�^�_�g�l�b�n�•�d�Z�l�h�j�� �d�Z�g�Z�e�m�� �^�e�y�� �i�h�\�•�^�h�f�e�_�g�v������ �M�� �\�b�i�Z�^�d�m�� �a��
�(�P�D�L�O�����g�Z�^�Z�l�b���Z�^�j�_�k�m���h�l�j�b�f�m�\�Z�q�Z���e�b�k�l�Z���a�•���k�i�h�\�•�s�_�g�g�y�f�� 

�K�l�\�h�j�b�f�h�� �i�j�Z�\�b�e�h���^�e�y�� �\�•�^�i�j�Z�\�d�b���k�i�h�\�•�s�_�g�g�y�� �^�h�� �7�H�O�H�J�U�D�P-�d�Z�g�Z�e�m���� �m���y�d�h�k�l�•��
�a�Z�i�b�l�m���\�b�d�h�j�b�k�l�Z�}�f�h���l�_�d�k�l���i�h�\�•�^�h�f�e�_�g�g�y���i�j�h���Z�l�Z�d�m���i�_�j�_�[�h�j�h�f���g�Z���6�6�+�����H�k�d�•�e�v�d�b���m��
�k�Z�f�h�f�m���i�j�Z�\�b�e�•���2�6�6�(�&���\�`�_���}���i�h�e�y���^�e�y���\�•�^�k�l�_�`�_�g�g�y���q�Z�k�l�h�l�b�����\�k�l�Z�g�h�\�b�f�h���l�b�i���$�Q�\����
�<�\�_�^�_�f�h�� �•�f�¶�y�� �i�j�Z�\�b�e�Z���•�� �g�Z�l�b�k�g�_�f�h�� �g�Z���d�g�h�i�d�m���&�R�P�S�R�V�H���D�O�H�U�W���� �G�Z�� �k�_�j�\�_�j�•�� �a�¶�y�\�b�l�v�k�y��
�n�Z�c�e�� �a�� �m�k�•�}�x�� �\�•�^�i�h�\�•�^�g�h�x�� �d�h�g�n�•�]�m�j�Z�p�•�}�x���� �I�j�b�d�e�Z�^�� �g�Z�e�Z�r�l�m�\�Z�g�g�y�� �\�� �k�_�d�p�•�€�� �$�O�H�U�W��
�F�R�P�S�R�V�H�U�� �•�� �j�_�a�m�e�v�l�m�x�q�b�c�� �<�$�0�/-�n�Z�c�e�� �a�� �i�j�Z�\�b�e�h�f�� �a�h�[�j�Z�`�_�g�h�� �g�Z�� �j�b�k.5. �G�Z�� �j�b�k������
�a�h�[�j�Z�`�_�g�b�c���i�j�b�d�e�Z�^���i�h�\�•�^�h�f�e�_�g�g�y���g�Z���(�P�D�L�O�� 

 

 
�J�b�k.5. �G�Z�e�Z�r�l�m�\�Z�g�g�y���$�O�H�U�W���F�R�P�S�R�V�H�U �•���j�_�a�m�e�v�l�m�x�q�b�c���n�Z�c�e���a���i�j�Z�\�b�e�h�f 
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�J�b�k��6. �I�j�b�d�e�Z�^���e�b�k�l�Z �a���k�i�h�\�•�s�_�g�g�y�f���g�Z���_�e�_�d�l�j�h�g�g�m���i�h�r�l�m 

 
�G�Z�� �j�b�k.7 �\�•�^�h�[�j�Z�`�_�g�Z�� �k�l�\�h�j�_�g�Z�� �k�b�k�l�_�f�Z�� �f�h�g�•�l�h�j�b�g�]�m�� �\�� �i�j�h�p�_�k�•���j�h�[�h�l�b�� �m��

�f�h�f�_�g�l���\�•�^�k�l�_�`�_�g�g�y �^�h�k�l�m�i�g�h�k�l�• �k�_�j�\�_�j�•�\�����a�[�h�j�m �f�_�l�j�b�d���•���•�g�n�h�j�f�Z�p�•�€ �i�j�h���i�h�^�•�€���g�Z��
�k�_�j�\�_�j�•�� �\�•�^�� �2�6�6�(�&���� �L�Z�d�b�f�� �q�b�g�h�f���� �k�b�k�l�_�f�Z�� �^�h�a�\�h�e�y�}�� �h�l�j�b�f�m�\�Z�l�b�� �^�Z�g�•�� �i�j�h�� �k�l�Z�g��
�f�_�j�_�`�•���m���j�_�Z�e�v�g�h�f�m���q�Z�k�•�� 

 

 
�J�b�k��7. �K�b�k�l�_�f�Z���f�h�g�•�l�h�j�b�g�]�m���\���i�j�h�p�_�k�•���\�•�^�k�l�_�`�m�\�Z�g�g�y���k�l�Z�g�m���f�_�j�_�`�• 

 
�<�b�k�g�h�\�d�b. �<�� �j�h�[�h�l�•�� �[�m�e�h�� �^�h�k�e�•�^�`�_�g�h�� �•�� �h�i�b�k�Z�g�h�� �l�_�o�g�h�e�h�]�•�€�� �•�� �k�i�h�k�h�[�b���� �s�h��
�\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y���^�e�y���k�l�\�h�j�_�g�g�y���j�•�r�_�g�v���^�e�y �f�h�g�•�l�h�j�b�g�]�m�����Z���l�Z�d�h�`���j�h�a�j�h�[�e�_�g�h���g�h�\�m��
�l�Z�d�m�� �k�b�k�l�_�f�m�� �^�e�y�� �i�•�^�\�b�s�_�g�g�y�� �_�n�_�d�l�b�\�g�h�k�l�•�� �\�•�^�k�l�_�`�m�\�Z�g�g�y�� �k�l�Z�g�m�� �[�_�a�i�_�d�b��
�d�h�f�i�¶�x�l�_�j�g�h�€���f�_�j�_�`�•�� 
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�I�j�h�Z�g�Z�e�•�a�h�\�Z�g�h���•�k�g�m�x�q�•���j�•�r�_�g�g�y���^�e�y���f�h�g�•�l�h�j�b�g�]�m���f�_�j�_�`�•�����a�^�•�c�k�g�_�g�h���Z�g�Z�e�•�a��
�l�Z�d�b�o�� �k�b�k�l�_�f���� �\�b�y�\�e�_�g�h �€�o �i�_�j�_�\�Z�]�b�� �•�� �g�_�^�h�e�•�d�b���� �M���o�h�^�•�� �Z�g�Z�e�•�a�m���h�[�j�Z�g�b�f�� �j�•�r�_�g�g�y�f��
�k�l�Z�\�� �(�/�.-�k�l�_�d�� �q�_�j�_�a�� �c�h�]�h �i�_�j�_�\�Z�]�b�� �m�� �\�Z�j�l�h�k�l�•���� �a�j�m�q�g�h�k�l�•�� �d�h�j�b�k�l�m�\�Z�g�g�y����
�f�Z�k�r�l�Z�[�h�\�Z�g�h�k�l�•���• �g�Z�y�\�g�h�k�l�• �i�h�\�g�h�p�•�g�g�h�]�h API. 

ELK-�k�l�_�d�� �g�_�� �j�_�d�h�f�_�g�^�m�}�l�v�k�y�� �\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b�� �\�� �[�Z�a�h�\�•�c�� �d�h�f�i�e�_�d�l�Z�p�•�€�� �^�e�y��
�i�h�\�g�h�p�•�g�g�h�]�h�� �f�h�g�•�l�h�j�b�g�]�m�� �i�h�i�j�b�� �c�h�]�h�� �i�h�l�m�`�g�b�c�� �n�m�g�d�p�•�h�g�Z�e���� �Q�_�j�_�a�� �\�•�^�k�m�l�g�•�k�l�v��
�\�[�m�^�h�\�Z�g�b�o���f�h�`�e�b�\�h�k�l�_�c���k�i�h�\�•�s�_�g�g�y���Z�^�f�•�g�•�k�l�j�Z�l�h�j�Z���l�Z���i�j�Z�\�b�e���d�h�j�_�e�y�p�•�€���(�/�.-�k�l�_�d��
�g�_���\���a�f�h�a�•���^�h�\�_�j�r�b�l�b���i�h�\�g�b�c���g�Z�[�•�j���•�g�k�l�j�m�f�_�g�l�•�\�����g�_�h�[�o�•�^�g�b�c���Z�g�Z�e�•�l�b�d�m���a���[�_�a�i�_�d�b����
�L�h�`���\�•�g���f�h�`�_���[�m�l�b���^�h�i�h�\�g�_�g�b�c �•�g�r�b�f�b���i�e�Z�l�n�h�j�f�Z�f�b�����j�h�a�r�b�j�_�g�g�y�f�b���•���k�_�j�\�•�k�Z�f�b�� 

�G�Z�\�_�^�_�g�h���i�_�j�_�e�•�d���•�g�k�l�j�m�f�_�g�l�•�\�����s�h���[�m�e�b���\�b�d�h�j�b�k�l�Z�g�•���i�j�b���j�h�a�j�h�[�p�•���k�b�k�l�_�f�b��
�f�h�g�•�l�h�j�b�g�]�m���� �I�h�d�j�Z�s�_�g�h�� �•�� �^�h�i�h�\�g�_�g�h�� �n�m�g�d�p�•�h�g�Z�e�� �(�/�.-�k�l�_�d�m�� �a�Z�� �^�h�i�h�f�h�]�h�x��
�i�h�[�m�^�h�\�Z�g�h�€�� �g�Z�� �h�k�g�h�\�•�� �g�v�h�]�h�� �k�b�k�l�_�f�b�� �f�h�g�•�l�h�j�b�g�]�m���� �<�i�j�h�\�Z�^�`�_�g�•�� �k�Z�f�h�k�l�•�c�g�h��
�j�h�a�j�h�[�e�_�g�•���k�i�h�\�•�s�_�g�g�y���a���(�O�D�V�W�$�O�H�U�W���•���i�j�Z�\�b�e�Z���d�h�j�_�e�y�p�•�€���\�•�^���2�6�6�(�&���^�e�y���i�h�\�g�h�p�•�g�g�h�]�h��
�•���m�k�_�[�•�q�g�h�]�h���f�h�g�•�l�h�j�b�g�]�m���k�l�Z�g�m���f�_�j�_�`�•�����K�l�\�h�j�_�g�h���a�j�m�q�g�b�c���•�g�l�_�j�n�_�c�k�����a�Z���^�h�i�h�f�h�]�h�x��
�y�d�h�]�h�� �e�_�]�d�h�� �•�� �r�\�b�^�d�h�� �f�h�`�g�Z�� �^�•�a�g�Z�l�b�k�y�� �•�g�n�h�j�f�Z�p�•�x�� �i�j�h�� �k�l�Z�g�� �f�_�j�_�`�•���� �Z�� �l�Z�d�h�`��
�k�l�\�h�j�x�\�Z�l�b���g�h�\�•���i�j�Z�\�b�e�Z���^�e�y���k�i�h�\�•�s�_�g�v���i�j�h���•�g�p�b�^�_�g�l�b�� �I�h�^�Z�e�v�r�b�f�b���d�j�h�d�Z�f�b���^�e�y��
�i�h�d�j�Z�s�_�g�g�y�� �k�b�k�l�_�f�b�� �k�l�Z�g�_�� �^�h�^�Z�\�Z�g�g�y�� �i�Z�g�_�e�_�c�� �^�e�y�� �\�•�^�k�l�_�`�m�\�Z�g�g�y�� �i�h�^�•�c��
�[�_�a�i�h�k�_�j�_�^�g�v�h���m���i�j�h�]�j�Z�f�g�h�f�m���a�Z�k�l�h�k�m�g�d�m. 
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If a problem occurs on the network, IT professionals need to be sure that they will be notified and receive 
the necessary information to resolve it and prevent similar situations in the future. Notifications are an 
important element of network monitoring. When an abnormal behavior occurs on the network, the system 
must immediately notify IT professionals so that they can respond quickly. This is when this process 
becomes most effective. Network monitoring must include automatic notifications of failures and events 
that may affect performance. In the event of an error, such notifications should be sent via email, SMS, or 
other convenient channel. Dynamic networks require systems that can identify vulnerabilities in real time. 
Therefore, some network monitoring systems provide capabilities for collecting security data, such as 
network logs, application logs, and security messages. This data is collected and analyzed to detect 
anomalies, and in the event of threats, alerts can be sent to the appropriate IT professional. Thus, a network 
monitoring system allows you to: ensure a continuous workflow, monitor the status of the network and 
respond to possible problems in a timely manner, improve network efficiency, and increase network 
reliability and security. Given this, we can conclude that it is crucial to monitor networks and respond to 
problems in a timely manner for their successful operation. This requires the use of specialized monitoring 
systems that can quickly analyze the state of the network, identify problem areas, and notify the appropriate 
specialists. This work is focused on analyzing existing network monitoring systems, highlighting their pros 
and cons. The technologies and methodologies used to create such solutions were studied. A new 
monitoring system aimed at optimizing the process of tracking the status of network security was 
developed. The functionality of the system is enriched by sending notifications and implementing rules for 
tracking abnormal behavior in the network, which will help to better identify malicious actions and warn 
specialists in a timely manner. 
Keywords: monitoring, ELK-stack, OSSEC, ElastAlert, incident, logs, metrics. 
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�d�•�g�p�_�\�h�€�� �i�h�a�b�p�•�€�� �h�^�b�g�� �a�� �]�j�Z�\�p�•�\�� �h�]�h�e�h�r�m�}�l�v�k�y�� �i�_�j�_�f�h�`�p�_�f���� �Z�� �^�j�m�]�b�c�� �l�b�f���� �o�l�h��
�i�j�h�]�j�Z�\�� �J�h�a�]�e�y�^�Z�x�l�v�� �j�•�\�g�h�i�j�Z�\�g�•�� �•�]�j�b���� �i�j�Z�\�b�e�Z�� �y�d�b�o�� �g�_�� �j�h�[�e�y�l�v�� �j�•�a�g�b�p�•�� �f�•�`��
�]�j�Z�\�p�y�f�b���� �g�_�j�•�\�g�h�i�j�Z�\�g�•�� �•�]�j�b���� �\�� �y�d�b�o�� �d�h�`�_�g�� �]�j�Z�\�_�p�v�� �\���a�Z�^�Z�g�•�c�� �i�h�a�b�p�•�€�� �f�Z�}�� �j�•�a�g�•��
�g�Z�[�h�j�b�� �f�h�`�e�b�\�b�o�� �o�h�^�•�\�� ���l�Z�d�•�� �•�]�j�b���� �y�d�� �r�Z�o�b���Z�[�h�� �r�Z�r�d�b�����\�� �y�d�b�o���h�^�b�g���]�j�Z�\�_�p�v���]�j�Z�}��
�[�•�e�b�f�b���n�•�]�m�j�Z�f�b�����Z���^�j�m�]�b�c���q�h�j�g�b�f�b�����}���g�_�j�•�\�g�h�i�j�Z�\�g�b�f�b���� 
�D�j�b�l�b�q�g�b�c���h�]�e�y�^���•�k�g�m�x�q�b�o���g�Z�\�q�Z�e�v�g�b�o���d�h�f�[�•�g�Z�l�h�j�g�b�o���d�h�f�i�¶�x�l�_�j�g�b�o���•�]�h�j���l�Z��
�a�Z�k�h�[�•�\�� �g�Z�\�q�Z�g�g�y�����I�_�j�r�� �a�Z�� �\�k�_�� �•�k�g�m�x�l�v�� �i�j�h�]�j�Z�f�g�•�� �k�b�k�l�_�f�b�� �^�e�y�� �g�Z�c�[�•�e�v�r��
�i�h�i�m�e�y�j�g�b�o�� �d�h�f�[�•�g�Z�l�h�j�g�b�o�� �•�]�h�j���� �<�� �/�X�F�D�V�� �&�K�H�V�V���>3�@�� �l�Z�� �$�U�H�Q�D���>4�@���g�Z�y�\�g�b�c�� �r�Z�o�h�\�b�c��
�g�Z�k�l�Z�\�g�b�d���� �s�h�� �k�e�•�^�d�m�}�� �a�Z�� �o�h�^�Z�f�b�� �d�h�j�b�k�l�m�\�Z�q�Z�� �l�Z�� �j�h�[�b�l�v���i�•�^�d�Z�a�d�b���� �l�h�[�l�h�� �]�j�Z�\�_�p�v��
�f�h�`�_�� �a�Z�^�Z�l�b�� �i�_�\�g�m�� �i�h�a�b�p�•�x���� �Z�� �i�j�h�]�j�Z�f�b�� �Z�g�Z�e�•�a�m�x�l�v�� �i�Z�j�l�•�€�� �l�Z�� �g�Z�^�Z�x�l�v�� �g�Z�c�d�j�Z�s�•��
�^�e�y�� �d�h�j�b�k�l�m�\�Z�q�Z�� �\�Z�j�•�Z�g�l�b�� �j�h�a�\�b�l�d�m���� �M�� �/�X�F�D�V�� �&�K�H�V�V�� �\�d�e�x�q�_�g�•�� �^�_�k�y�l�d�b�� �l�b�k�y�q��
�i�•�^�]�h�l�h�\�e�_�g�b�o�� �i�h�a�b�p�•�c���� �l�Z�d�b�o�� �y�d�� �j�•�a�g�•�� �\�b�^�b�� �_�g�^�r�i�•�e�x���� �l�Z�d�l�b�q�g�b�o�� �d�h�f�[�•�g�Z�p�•�c�� �•��
�r�Z�o�h�\�b�o�� �i�j�h�[�e�_�f���� �i�h�q�b�g�Z�x�q�b�� �\�•�^�� �f�Z�l�m�� �\�� ������ ������ ���� �•�� �[�•�e�v�r�_�� �o�h�^�•�\���� �j�_�Z�e�•�a�m�}�l�v�k�y��
�_�d�k�i�h�j�l���•�f�i�h�j�l�� �r�Z�o�h�\�b�o���i�Z�j�l�•�c�����G�Z�\�q�Z�e�v�g�b�c���i�j�h�p�_�k���f�•�k�l�b�l�v���r�b�j�h�d�b�c�� �\�b�[�•�j���\�i�j�Z�\��
�^�e�y���i�•�^�g�y�l�l�y���k�\�h�]�h���j�•�\�g�y���]�j�b�����a�Z�^�Z�q�•���g�Z���i�h�r�m�d���f�Z�l�m�����a�g�Z�c�l�b���d�j�Z�s�•�c���o�•�^�����a�Z�^�Z�q�Z���^�g�y����
�g�Z�\�q�Z�g�g�y�� �a�� �d�g�b�]�h�x���� �\�b�\�q�_�g�g�y�� �l�Z�d�l�b�d�� �f�_�l�h�^�h�f�� �i�h�\�l�h�j�_�g�g�y���� �\�b�\�q�_�g�g�y�� �^�_�[�x�l�•�\��
�f�_�l�h�^�h�f�� �i�h�\�l�h�j�_�g�g�y�� �l�Z�� �•�g�r�•���� �$�U�H�Q�D��- �p�_�� �d�e�•�}�g�l�k�v�d�Z�� �i�j�h�]�j�Z�f�Z���� �s�h�� �^�h�a�\�h�e�y�}��
�i�•�^�d�e�x�q�b�l�b�� �[�m�^�v-�y�d�b�c�� �r�Z�o�h�\�b�c�� �^�\�b�`�h�d���� �y�d�b�c�� �i�•�^�l�j�b�f�m�}�� �i�j�h�l�h�d�h�e�b�� �8�&�,�� �q�b��
�:�L�Q�E�R�D�U�G�����f�Z�}���g�_�\�_�e�b�d�m���\�[�m�^�h�\�Z�g�m���^�_�[�x�l�g�m���[�•�[�e�•�h�l�_�d�m���a���j�•�a�g�h�f�Z�g�•�l�g�b�f�b���i�Z�j�l�•�y�f�b����
�Z���l�Z�d�h�`���f�h�`�_���a�[�_�j�•�]�Z�l�b���r�Z�o�h�\�•���i�Z�j�l�•�€�� 

Aurora Borealis [5] �± �r�Z�r�d�h�\�Z���i�j�h�]�j�Z�f�Z�����s�h���h�[�¶�}�^�g�m�}���\���k�h�[�•���f�h�`�e�b�\�h�k�l�•���]�j�b���•��
�j�h�[�h�l�b�� �a�� �r�Z�r�d�h�\�b�f�b�� �[�Z�a�Z�f�b�� �i�Z�j�l�•�c���� �i�j�b�k�m�l�g�y�� �f�h�`�e�b�\�•�k�l�v�� �a�Z�\�Z�g�l�Z�`�m�\�Z�l�b��
�g�Z�\�q�Z�e�v�g�m�� �e�•�l�_�j�Z�l�m�j�m�� �\�� �i�_�\�g�h�f�m�� �n�h�j�f�Z�l�•���� �I�j�b�� �\�•�^�h�[�j�Z�`�_�g�g�•�� �•�]�j�h�\�h�€�� �k�b�l�m�Z�p�•�€��
�d�h�j�b�k�l�m�\�Z�q���f�h�`�_���h�l�j�b�f�Z�l�b���^�h�\�•�^�d�h�\�m���•�g�n�h�j�f�Z�p�•�x���i�h���p�•�c���i�h�a�b�p�•�€�����L�Z�d�h�`���d�h�j�b�k�l�m�\�Z�q��
�f�h�`�_�� �\�k�l�Z�g�h�\�b�l�b�� �\�� �i�j�h�]�j�Z�f�•�� �[�m�^�v-�y�d�m�� �i�h�a�b�p�•�x���� �Z�� �$�X�U�R�U�D�� �i�•�^�d�Z�`�_�� �g�Z�c�d�j�Z�s�b�c��
�\�Z�j�•�Z�g�l�� �]�j�b�� �\�� �g�•�c���� �\�� �y�d�b�o�� �i�Z�j�l�•�y�o�� �\�h�g�Z�� �a�m�k�l�j�•�q�Z�e�Z�k�y���� �y�d�� �^�Z�e�•�� �j�h�a�\�b�\�Z�e�b�k�y�� �i�h�^�•�€���� �Z��
�l�Z�d�h�`�����i�j�h�� �l�_�����y�d�� �j�h�a�•�]�j�m�\�Z�g�g�y���p�•�}�€���i�h�a�b�p�•�€�� �l�j�Z�d�l�m�}�l�v�k�y���r�Z�r�d�h�\�b�f�b���i�•�^�j�m�q�g�b�d�Z�f�b��
�I�j�h�i�h�g�m�}�l�v�k�y���i�j�h�k�l�Z���f�_�l�h�^�b�d�Z���k�Z�f�h�g�Z�\�q�Z�g�g�y�� 

SmartGo [6�@�� �g�Z�^�Z�}�� �f�h�`�e�b�\�•�k�l�v�� �d�h�j�b�k�l�m�\�Z�q�_�\�•�� �a�•�]�j�Z�l�b�� �i�Z�j�l�•�x�� �\�� �*�R���� �Z�� �l�Z�d�h�`��
�g�Z�\�q�Z�l�b�k�y�� �p�•�c�� �]�j�•���� �;�•�[�e�•�h�l�_�d�Z�� �i�j�h�]�j�Z�f�b�� �g�Z�j�Z�o�h�\�m�}�� �[�•�e�v�r�� �g�•�`�� ������������ �i�j�h�n�_�k�•�c�g�b�o��
�i�Z�j�l�•�c���� �h�j�•�}�g�l�m�\�Z�l�b�k�v�� �i�h�� �y�d�b�f�� �^�h�i�h�f�Z�]�Z�x�l�v�� �n�m�g�d�p�•�€�� �i�h�r�m�d�m�� �l�Z�� �n�•�e�v�l�j�Z�p�•�€����
�6�P�D�U�W�*�R���\���a�f�h�a�•���k�_�j�_�^���m�k�•�o���i�Z�j�l�•�c���a�g�Z�c�l�b���g�_�h�[�o�•�^�g�•���i�h�a�b�p�•�€���l�Z���i�h�d�Z�a�Z�l�b���k�l�Z�l�b�k�l�b�d�m��
�l�h�]�h���� �y�d�� �q�Z�k�l�h�� �^�Z�g�b�c�� �o�•�^�� �h�[�b�j�Z�\�k�y�� �i�j�h�n�_�k�•�h�g�Z�e�Z�f�b���� �F�h�`�g�Z�� �i�h�j�•�\�g�y�l�b�� �k�\�h�x�� �]�j�m�� �a��
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�i�Z�j�l�•�y�f�b���i�j�h�n�_�k�•�h�g�Z�e�•�\�����L�Z�d�h�`���i�j�h�]�j�Z�f�Z���\�d�e�x�q�Z�}���[�•�e�v�r�_�������������a�Z�^�Z�q���j�•�a�g�b�o���j�•�\�g�•�\��
�k�d�e�Z�^�g�h�k�l�•���•���}���f�h�`�e�b�\�•�k�l�v���k�l�\�h�j�_�g�g�y���k�\�h�]�h���g�Z�[�h�j�m���a�Z�^�Z�q�� 

Wzebra [7] �± �i�j�h�]�j�Z�f�Z�� �^�e�y�� �]�j�b�� �m�� �j�_�\�_�j�k�•���� �=�j�Z�� �\�_�^�_�l�v�k�y�� �g�Z�� �a�Z�^�Z�g�•�c��
�d�h�j�b�k�l�m�\�Z�q�_�f�� �k�d�e�Z�^�g�h�k�l�•���� �\�•�^�� �g�h�\�Z�q�d�Z�� �^�h�� �i�j�h�n�_�k�•�h�g�Z�e�Z���� �I�j�h�]�j�Z�f�Z�� �i�•�^�l�j�b�f�m�}�� �j�y�^��
�d�h�j�b�k�g�b�o�� �m�� �g�Z�\�q�Z�g�g�•�� �n�m�g�d�p�•�c���� �\�•�^�h�[�j�Z�`�_�g�g�y�� �f�h�`�e�b�\�b�o�� �o�h�^�•�\���� �i�h�\�_�j�g�_�g�g�y�� �o�h�^�m�� �\��
�j�Z�a�•�� �i�h�f�b�e�d�b���� �Z�\�l�h�f�Z�l�b�q�g�•�� �o�h�^�b���� �>�e�y�� �f�Z�d�k�b�f�Z�e�v�g�h�� �d�j�Z�s�h�]�h�� �j�_�a�m�e�v�l�Z�l�m�� �:�=�H�E�U�D��
�f�h�`�_���j�h�a�j�Z�o�m�\�Z�l�b���\�Z�j�•�Z�g�l�b���o�h�^�m���^�e�y���i�h�a�b�p�•�€�����a�Z�^�Z�g�h�€���d�h�j�b�k�l�m�\�Z�q�_�f�����G�Z�\�q�Z�g�g�y���f�h�`�_��
�i�j�h�\�h�^�b�l�b�k�v���q�_�j�_�a���k�i�_�p�•�Z�e�v�g�b�c�� �j�_�`�b�f���]�j�b���a �d�•�e�v�d�•�k�g�h�x�� �h�p�•�g�d�h�x���\�k�•�o�� �f�h�`�e�b�\�b�o���\��
�^�Z�g�•�c���i�h�a�b�p�•�€���o�h�^�•�\�� 

�1�k�g�m�}�� �j�y�^�� �k�b�k�l�_�f���� �y�d�•�� �j�_�Z�e�•�a�m�x�l�v�� �f�Z�l�_�f�Z�l�b�q�g�m�� �]�j�m�� �³�G�1�F�´���� �Z�e�_�� �g�_�� �g�Z�\�q�Z�x�l�v����
�y�d���]�j�Z�l�b�� �h�i�l�b�f�Z�e�v�g�h���� �:���i�j�h�]�j�Z�f�����a���y�d�b�f�b���f�h�`�g�Z���i�h�]�j�Z�l�b���\���³�G�1�F���a���h�[�f�_�`�_�g�g�y�f�b�´��
�l�Z���³�>�Z�l�b�´���g�_���•�k�g�m�}���a�h�\�k�•�f���� 

�I�h�j�•�\�g�y�g�g�y�� �k�b�k�l�_�f�� �[�m�e�h �i�j�h�\�_�^�_�g�h�� �i�_�j�_�\�Z�`�g�h�� �a�Z�� �o�Z�j�Z�d�l�_�j�b�k�l�b�d�Z�f�b���� �y�d�•��
�\�i�e�b�\�Z�x�l�v�� �g�Z�� �i�j�h�p�_�k�� �g�Z�\�q�Z�g�g�y�� �l�Z�� �j�_�Z�e�•�a�h�\�Z�g�•�� �m�� �j�h�a�j�h�[�e�_�g�•�c�� �g�Z�\�q�Z�e�v�g�•�c�� �]�j�•����
�A�^�_�[�•�e�v�r�h�]�h�� �i�h�^�•�[�g�•�� �k�b�k�l�_�f�b�� �g�_���f�•�k�l�y�l�v�� �l�_�h�j�_�l�b�q�g�b�o���f�Z�l�_�j�•�Z�e�•�\���� �g�Z�\�q�Z�g�g�y�� �g�_���f�Z�}��
�i�_�\�g�h�]�h�� �k�p�_�g�Z�j�•�x���� �Z�� �\�_�^�_�l�v�k�y�� �i�•�^�� �q�Z�k�� �k�Z�f�h�€�� �]�j�b�� �a�Z�� �j�Z�o�m�g�h�d �k�b�k�l�_�f�b�� �i�•�^�d�Z�a�h�d�� �l�Z��
�Z�g�Z�e�•�a�m�� �i�h�a�b�p�•�c���� �K�Z�f�_�� �l�h�f�m�� �}�� �Z�d�l�m�Z�e�v�g�h�x�� �j�h�a�j�h�[�d�Z�� �g�Z�\�q�Z�e�v�g�h�€�� �k�b�k�l�_�f�b���� �\�� �y�d�•�c��
�[�m�e�b���[�� �j�_�Z�e�•�a�h�\�Z�g�•���\�b�s�_�i�_�j�_�j�Z�o�h�\�Z�g�•���a�Z�k�h�[�b���g�Z�\�q�Z�g�g�y���l�Z���d�h�g�l�j�h�e�x���a�g�Z�g�v�����Z�� �l�Z�d�h�`��
�\�b�s�_�a�Z�a�g�Z�q�_�g�•���d�h�f�[�•�g�Z�l�h�j�g�•���•�]�j�b���³�G�1�F�´�����³�G�1�F���a���h�[�f�_�`�_�g�g�y�f�b�´���l�Z���³�>�Z�l�b�´������ 
�I�h�k�l�Z�g�h�\�d�Z�� �a�Z�^�Z�q�•�����F�_�l�h�x�� �^�h�k�e�•�^�`�_�g�g�y�� �}�� �a�f�_�g�r�_�g�g�y�� �q�Z�k�m�� �g�Z�� �h�k�\�h�}�g�g�y��
�f�Z�l�_�f�Z�l�b�q�g�h�€���l�_�h�j�•�€���d�h�f�[�•�g�Z�l�h�j�g�b�o���•�]�h�j���•���a�[�_�j�_�`�_�g�g�y���•�]�j�h�\�h�€���i�j�b�\�Z�[�e�b�\�h�k�l�•���g�Z���[�Z�a�•��
�k�l�\�h�j�_�g�h�€�� �f�_�l�h�^�b�d�b�� �g�Z�\�q�Z�g�g�y�� �l�_�h�j�•�€�� �d�h�f�[�•�g�Z�l�h�j�g�b�o�� �•�]�h�j�� �a�Z�� �^�h�i�h�f�h�]�h�x��
�•�g�l�_�j�Z�d�l�b�\�g�b�o���d�h�f�i�¶�x�l�_�j�g�b�o���k�b�k�l�_�f�� 

�>�e�y���^�h�k�y�]�g�_�g�g�y �f�_�l�b���\�b�j�•�r�m�x�l�v�k�y���g�Z�k�l�m�i�g�•���a�Z�^�Z�q�•�� 
�± �i�j�h�Z�g�Z�e�•�a�m�\�Z�l�b�� �•�k�g�m�x�q�•�� �d�e�Z�k�b�� �g�Z�\�q�Z�e�v�g�b�o�� �d�h�f�i�
�x�l�_�j�g�b�o�� �•�]�h�j�� �^�e�y��

�\�•�^�g�_�k�_�g�g�y���d�h�f�[�•�g�Z�l�h�j�g�b�o���•�]�h�j���^�h���d�e�Z�k�m���•�\���� 
�±  �i�j�h�Z�g�Z�e�•�a�m�\�Z�l�b�� �i�•�^�o�h�^�b�� �^�h�� �•�g�l�_�]�j�Z�p�•�€�� �i�j�h�p�_�k�m�� �g�Z�\�q�Z�g�g�y�� �\�� �d�h�f�[�•�g�Z�l�h�j�g�•��

�•�]�j�b���l�Z���\�b�[�j�Z�l�b���g�_�h�[�o�•�^�g�b�c���•���� 
�±  �\�b�[�j�Z�l�b���l�b�i���k�p�_�g�Z�j�•�x���€�\�����^�e�y���d�h�f�[�•�g�Z�l�h�j�g�b�o���•�]�h�j�� 
�± �i�j�h�\�_�k�l�b�� �k�b�k�l�_�f�Z�l�b�a�Z�p�•�x�� �m�q�[�h�\�h�]�h�� �d�m�j�k�m�� �i�j�h�� �d�h�f�[�•�g�Z�l�h�j�g�•�� �•�]�j�b�� �l�Z��

�j�h�a�j�h�[�b�l�b���g�Z�\�q�Z�e�v�g�•���k�p�_�g�Z�j�•�€���a���_�e�_�f�_�g�l�Z�f�b���]�j�b�� 
�±  �j�h�a�j�h�[�b�l�b �m�a�Z�]�Z�e�v�g�_�g�m �f�_�l�h�^�b�d�m���^�e�y���g�Z�\�q�Z�g�g�y���d�h�f�[�•�g�Z�l�h�j�g�b�f���•�]�j�Z�f; 
�±  �j�_�Z�e�•�a�m�\�Z�l�b���k�l�\�h�j�_�g�m���f�_�l�h�^�b�d�m���m �d�h�f�i�
�x�l�_�j�g�b�o���d�h�f�[�•�g�Z�l�h�j�g�b�o���•�]�j�Z�o�� 
�J�h�a�j�h�[�e�_�g�Z�� �i�j�h�]�j�Z�f�g�Z�� �k�b�k�l�_�f�Z�� �i�h�\�b�g�g�Z�� �f�Z�l�b�� �g�Z�k�l�m�i�g�•�� �n�m�g�d�p�•�h�g�Z�e�v�g�•��

�f�h�`�e�b�\�h�k�l�•�� 
�± �]�j�Z�� �a�� �l�h�q�g�h�� �\�•�^�l�\�h�j�_�g�b�f�b�� �i�j�Z�\�b�e�Z�f�b�� �g�Z�k�l�•�e�v�g�h�€�� �]�j�b�� �©�G�1�F�ª���� �©�G�1�F�� �a��

�h�[�f�_�`�_�g�g�y�f�b�ª���l�Z���©�>�Z�l�b�ª�� 
�± �g�Z�\�q�Z�e�v�g�Z���]�j�Z�����s�h���\�b�j�•�r�m�}���a�Z�^�Z�q�m���g�Z�\�q�Z�g�g�y���l�_�h�j�•�€���\�b�]�j�Z�r�g�h�€���k�l�j�Z�l�_�]�•�€�� 
�± �Z�g�Z�e�•�a���l�Z���h�l�j�b�f�Z�g�g�y���i�•�^�d�Z�a�h�d���i�h���i�h�a�b�p�•�€�� 
�± �•�g�k�l�j�m�f�_�g�l���^�e�y���f�Z�l�_�f�Z�l�b�q�g�b�o���j�h�a�j�Z�o�m�g�d�•�\���m���^�\�•�c�d�h�\�•�c���k�b�k�l�_�f�•�� 
�± �i�_�j�_�]�e�y�^���i�h�i�_�j�_�^�g�•�o���o�h�^�•�\���l�Z���Z�g�Z�e�•�a���o�h�^�•�\���d�h�f�i�¶�x�l�_�j�Z�� 
�± �l�j�_�g�m�\�Z�e�v�g�b�c�� �j�_�`�b�f�� �j�Z�g�^�h�f�g�b�o�� �i�h�a�b�p�•�c�� �a�Z�� �i�_�\�g�b�c�� �q�Z�k�� �a�� �a�Z�i�b�k�h�f��

�k�l�Z�l�b�k�l�b�d�b�� �m�� �n�Z�c�e�� ���d�•�e�v�d�•�k�l�v�� �i�j�Z�\�b�e�v�g�b�o�� �l�Z�� �g�_�i�j�Z�\�b�e�v�g�b�o�� �\�•�^�i�h�\�•�^�_�c���� �d�•�e�v�d�•�k�l�v��
�j�h�a�\�¶�y�a�Z�g�b�o�� �i�h�a�b�p�•�c�� �a�Z�� �i�_�\�g�b�c�� �q�Z�k���� �q�Z�k�� �y�d�b�c�� �i�•�r�h�\�� �g�Z�� �\�b�j�•�r�_�g�g�y�� �h�^�g�h�€�� �i�h�a�b�p�•�€��
�l�h�s�h���� 

�± �i�_�j�_�]�e�y�^���l�_�h�j�_�l�b�q�g�b�o���f�Z�l�_�j�•�Z�e�•�\�� 
�H�i�b�k�� �•�]�h�j�� �³�G�1�F�´���� �³�G�1�F�� �a�� �h�[�f�_�`�_�g�g�y�f�b�´���� �³�>�Z�l�b�´�����J�h�a�]�e�y�g�_�f�h�� �^�Z�e�•�� �d�h�g�d�j�_�l�g�•��
�i�j�h�k�l�•���d�h�f�[�•�g�Z�l�h�j�g�•���•�]�j�b�����g�Z���y�d�b�o���\�b�i�j�h�[�m�\�Z�g�Z���a�Z�i�j�h�i�h�g�h�\�Z�g�Z���f�_�l�h�^�b�d�Z���>8].   

�G�1�F�� �>�\�Z���]�j�Z�\�p�•���i�h���q�_�j�a�•���[�_�j�m�l�v���i�j�_�^�f�_�l�b���a���d�m�i�h�d�����I�h�a�b�p�•�y���]�j�b���f�h�`�_���f�•�k�l�b�l�b��
�^�h�\�•�e�v�g�_�� �q�b�k�e�h�� �d�m�i�h�d�� �l�Z�� �i�j�_�^�f�_�l�•�\���� �Z�� �l�Z�d�h�`�� �n�h�j�f�m�}�l�v�k�y�� �\�h�g�Z�� �^�h�� �i�h�q�Z�l�d�m�� �]�j�b���� �A�Z��
�h�^�b�g���o�•�^���]�j�Z�\�_�p�v���f�h�`�_���\�a�y�l�b���[�m�^�v-�y�d�m���d�•�e�v�d�•�k�l�v���i�j�_�^�f�_�l�•�\���a���[�m�^�v-�y�d�h�€���d�m�i�d�b�����g�Z�\�•�l�v��
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�\�k�x�� �d�m�i�d�m���i�h�\�g�•�k�l�x���� �Z�e�_���o�h�q�Z���[�� �h�^�b�g���i�j�_�^�f�_�l�� �g�_�h�[�o�•�^�g�h���\�a�y�l�b���� �•�� �[�j�Z�l�b�� �i�j�_�^�f�_�l�b��
�i�h�l�j�•�[�g�h���a���h�^�g�•�}�€���d�m�i�d�b�����=�j�Z�\�_�p�v�����s�h���\�a�y�\���h�k�l�Z�g�g�•�c���i�j�_�^�f�_�l���± �i�_�j�_�f�Z�]�Z�}�� 

�I�h�a�b�p�•�y�� �\�� �G�1�F�� �a�Z�i�b�k�m�}�l�v�k�y�� �r�e�y�o�h�f�� �i�_�j�_�j�Z�o�m�\�Z�g�g�y�� �j�h�a�f�•�j�•�\�� �g�Z�y�\�g�b�o�� �d�m�i�h�d����
�g�Z�i�j�b�d�e�Z�^�������Q1, n2, n3) �± �i�h�a�b�p�•�y�����\���y�d�•�c���}���l�j�b���d�m�i�d�b�����\���i�_�j�r�•�c���Q1 �i�j�_�^�f�_�l�•�\�����\���^�j�m�]�•�c��
n2 �i�j�_�^�f�_�l�•�\�����Z���\���l�j�_�l�•�c���± n3.  

�I�h�a�b�p�•�y�����\���y�d�•�c���o�•�^���g�Z�e�_�`�b�l�v���]�j�Z�\�p�_�\�•�����s�h���a�f�h�`�_���^�h�\�_�k�l�b���i�Z�j�l�•�x���^�h���\�b�]�j�Z�r�m����
�\�_�^�m�q�b���i�j�Z�\�b�e�v�g�m���]�j�m�����g�Z�a�b�\�Z�}�l�v�k�y���\�b�]�j�Z�r�g�h�x�����;�m�^�v-�y�d�Z���•�g�r�Z���i�h�a�b�p�•�y���g�Z�a�b�\�Z�}�l�v�k�y��
�i�j�h�]�j�Z�r�g�h�x�����Y�d�b�c���[�b���o�•�^���]�j�Z�\�_�p�v���\���i�j�h�]�j�Z�r�g�•�c���i�h�a�b�p�•�€���g�_���a�j�h�[�b�\�����c�h�]�h���i�j�h�l�b�\�g�b�d��
�a�f�h�`�_���\�b�]�j�Z�l�b�����y�d�s�h���[�m�^�_���j�h�[�b�l�b���h�i�l�b�f�Z�e�v�g�•���o�h�^�b�����H�i�l�b�f�Z�e�v�g�b�c�����g�Z�c�d�j�Z�s�b�c�����o�•�^��
�m�� �\�b�]�j�Z�r�g�•�c�� �i�h�a�b�p�•�€�� �i�h�e�y�]�Z�}�� �\�� �l�h�f�m���� �s�h�� �]�j�Z�\�_�p�v�� �i�h�\�b�g�_�g�� �a�Z�e�b�r�b�l�b�� �k�\�h�}�f�m��
�i�j�h�l�b�\�g�b�d�m���i�j�h�]�j�Z�r�g�m���i�h�a�b�p�•�x�� 

�=�j�Z�\�_�p�v���f�Z�}�� �\�b�]�j�Z�r�g�m�� �k�l�j�Z�l�_�]�•�x�� �l�h�^�•�� �•�� �l�•�e�v�d�b���l�h�^�•���� �d�h�e�b�� �;�2�5-�k�m�f�Z�� �j�h�a�f�•�j�•�\��
�d�m�i�h�d�� �\�•�^�f�•�g�g�Z�� �\�•�^�� �g�m�e�y���� �<�� �•�g�r�h�f�m�� �\�b�i�Z�^�d�m�� �i�h�l�h�q�g�b�c�� �]�j�Z�\�_�p�v�� �a�g�Z�o�h�^�b�l�v�k�y�� �\��
�i�j�h�]�j�Z�r�g�h�f�m�� �k�l�Z�g�•���� �H�i�b�g�b�\�r�b�k�v�� �\�� �k�l�Z�g�•�� �a�� �g�m�e�v�h�\�h�x�� �;�2�5-�k�m�f�h�x���� �]�j�Z�\�_�p�v�� �g�_��
�a�f�h�`�_�� �\�b�c�l�b�� �a�� �p�v�h�]�h�� �k�l�Z�g�m�� �± �i�j�b�� �[�m�^�v-�y�d�h�f�m�� �c�h�]�h�� �i�_�j�_�o�h�^�•�� �\�� �k�l�Z�g�� �a�� �g�_�g�m�e�v�h�\�h�x��
XOR-�k�m�f�h�x�� �m�� �i�j�h�l�b�\�g�b�d�Z�� �a�g�Z�c�^�_�l�v�k�y�� �\�•�^�i�h�\�•�^�g�b�c�� �o�•�^���� �y�d�b�c�� �i�h�\�_�j�l�Z�}�� �;�2�5-�k�m�f�m��
�g�Z�a�Z�^���\���g�m�e�v�� 

�>�e�y�� �l�h�]�h���� �s�h�[�� �]�j�Z�\�_�p�v�� �i�j�b�� �i�j�Z�\�b�e�v�g�•�c�� �]�j�•�� �^�h�\�h�^�b�\�� �i�Z�j�l�•�x�� �^�h�� �i�_�j�_�f�h�]�b����
�i�j�h�i�h�g�m�}�l�v�k�y���g�Z�k�l�m�i�g�Z���k�l�j�Z�l�_�]�•�y�����i�j�b���\�b�d�h�g�Z�g�g�•���o�h�^�m���a���i�_�\�g�h�€���i�h�a�b�p�•�€���� 

�I�j�b�d�e�Z�^���i�h�a�b�p�•�€��    (2,       3,     6)      010   011  110 
�������A�g�Z�o�h�^�b�f�h���;�2�5-�k�m�f�m���j�h�a�f�•�j�m���d�m�i�h�d�����6��  S  =  XOR  ( 010, 011, 110) = 111  
�������Y�d�s�h���\�h�g�Z���g�_�g�m�e�v�h�\�Z�����l�h���p�_���\�b�]�j�Z�r�g�Z���i�h�a�b�p�•�y�����•�g�Z�d�r�_���± �i�j�h�]�j�Z�r�g�Z�����Y�d�s�h��

�i�h�a�b�p�•�y�� �i�j�h�]�j�Z�r�g�Z���� �l�Z�� �y�d�s�h�� �•�g�r�b�c�� �]�j�Z�\�_�p�v�� �[�m�^�_�� �]�j�Z�l�b�� �h�i�l�b�f�Z�e�v�g�h���� �l�h�� �\�b�]�j�Z�}��
�•�g�r�b�c���]�j�Z�\�_�p�v�����Y�d�s�h���i�h�a�b�p�•�y���\�b�]�j�Z�r�g�Z�����l�j�_�[�Z���a�j�h�[�b�l�b���h�i�l�b�f�Z�e�v�g�b�c���o�•�^�����i������-5). 

S = 111 <> 0 �± �\�b�]�j�Z�r�g�Z���i�h�a�b�p�•�y 
������ �A�g�Z�o�h�^�b�f�h�� �\�� �p�•�c�� �k�m�f�•�� �6�� �\�� �^�\�•�c�d�h�\�h�f�m�� �d�h�^�•�� �f�•�k�p�_�� �i�_�j�r�h�€�� �a�e�•�\�Z�� ���k�l�Z�j�r�h�€����

�h�^�b�g�b�p�•�� 
�<���k�m�f�•���6���}���h�^�b�g�b�p�y���\���k�l�Z�j�r�•�c���i�h�a�b�p�•�€���� 
�������A�g�Z�o�h�^�b�f�h���d�m�i�d�m�����\���y�d�•�c���}���h�^�b�g�b�p�y���\���p�•�c���`�_���i�h�a�b�p�•�€�����l�Z�d�Z���o�h�q�Z���[���h�^�g�Z���d�m�i�d�Z��

�}�����•�g�Z�d�r�_���[���•���\���;�2�5-�k�m�f�•���g�_���[�m�e�h���[���h�^�b�g�b�p�•���� 
�P�_���l�j�_�l�y���d�m�i�d�Z�����^�_�������i�j�_�^�f�_�l�•�\���� 
������ �A�g�Z�o�h�^�b�f�h�� �;�2�5-�k�m�f�m�� �6�� �•�� �j�h�a�f�•�j�m���a�g�Z�c�^�_�g�h�€���d�m�i�d�b �± �h�l�j�b�f�m�}�f�h�� �d�•�e�v�d�•�k�l�v��

�i�j�_�^�f�_�l�•�\�����y�d�_���i�h�l�j�•�[�g�h���a�Z�e�b�r�b�l�b���\���a�g�Z�c�^�_�g�•�c���d�m�i�p�•���i�j�b���h�i�l�b�f�Z�e�v�g�h�f�m���o�h�^�•�� 
           XOR (111,  110) =  001 
�<�� �l�j�_�l�•�c�� �d�m�i�p�•�� �l�j�_�[�Z�� �a�Z�e�b�r�b�l�b�� �h�^�b�g�� �i�j�_�^�f�_�l���� �l�h�[�l�h���� �a�Z�[�j�Z�l�b�� �± ������ �P�_�� �•�� �[�m�^�_��

�h�i�l�b�f�Z�e�v�g�b�c���o�•�^�� 
�G�1�F�� �a�� �h�[�f�_�`�_�g�g�y�f�b�� �M�� �]�j�•�� �G�1�F�� �a�Z�� �h�^�b�g�� �o�•�^�� �f�h�`�g�Z�� �[�m�e�h�� �[�j�Z�l�b�� �[�m�^�v-�y�d�m��

�g�_�g�m�e�v�h�\�m�� �d�•�e�v�d�•�k�l�v�� �i�j�_�^�f�_�l�•�\�� �a�� �h�^�g�•�}�€�� �d�m�i�d�b���� �<�� �G�1�F�� �a�� �h�[�f�_�`�_�g�g�y�f�b�� �a�Z�� �h�^�b�g�� �o�•�^��
�f�h�`�g�Z���[�j�Z�l�b���g�_���[�m�^�v-�y�d�m���d�•�e�v�d�•�k�l�v���i�j�_�^�f�_�l�•�\�����Z�����l�•�e�v�d�b���h�^�g�m���Z�[�h���^�_�d�•�e�v�d�Z���g�Z�i�_�j�_�^��
�a�Z�^�Z�g�b�o�� �d�•�e�v�d�h�k�l�_�c���� �g�Z�i�j�b�d�e�Z�^���� ���� �Z�[�h�� ������ �=�j�Z�� �a�f�•�g�b�e�Z�k�v�� �g�_�a�g�Z�q�g�h���� �i�j�h�l�_�� �j�•�r�_�g�g�y����
�s�h���[�m�e�h���a�Z�k�l�h�k�h�\�Z�g�_���^�h���d�e�Z�k�b�q�g�h�]�h���G�1�F�����\�`�_���g�_���i�j�Z�p�x�}���� 

�K�i�h�q�Z�l�d�m�� �j�h�a�]�e�y�g�_�f�h�� �k�i�j�h�s�_�g�m�� �]�j�m���� �d�h�e�b�� �}�� �l�•�e�v�d�b�� �h�^�g�Z�� �d�m�i�d�Z�� �a�� �^�_�y�d�h�x��
�d�•�e�v�d�•�k�l�x�� �i�j�_�^�f�_�l�•�\���� �L�j�_�[�Z���� �Z�g�Z�e�h�]�•�q�g�h�� �G�1�F���� �\�f�•�l�b�� �m�a�g�Z�\�Z�l�b���� �i�j�h�]�j�Z�r�g�Z�� �p�_�� �Z�[�h��
�\�b�]�j�Z�r�g�Z���i�h�a�b�p�•�y���\���a�Z�e�_�`�g�h�k�l�•���\�•�^���d�•�e�v�d�h�k�l�•���i�j�_�^�f�_�l�•�\�����1�����Z�g�Z�e�h�]�•�q�g�h���G�1�F�����]�j�Z�\�_�p�v��
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�j�h�a�m�f�h�\�b�o�� �a�^�•�[�g�h�k�l�_�c�� �l�Z�� �•�g�r�b�o�� �o�Z�j�Z�d�l�_�j�b�k�l�b�d���� �M�� �\�_�e�b�d�h�f�m�� �Z�k�h�j�l�b�f�_�g�l�•�� �h�k�\�•�l�g�•�o��
�•�]�h�j�� �\�b�^�•�e�y�}�l�v�k�y�� �\�_�e�b�d�Z�� �]�j�m�i�Z�� �g�Z�\�q�Z�e�v�g�b�o�� �•�� �j�h�a�\�b�\�Z�x�q�b�o�� �d�h�f�i�
�x�l�_�j�g�b�o�� �•�]�h�j���� �y�d�•��
�k�i�_�p�•�Z�e�v�g�h���k�l�\�h�j�x�x�l�v�k�y���^�e�y���\�b�d�h�j�b�k�l�Z�g�g�y���\���h�k�\�•�l�g�•�o���p�•�e�y�o�����P�_���•���h�d�j�_�f�•���i�j�h�]�j�Z�f�b����
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�•�� �g�Z�[�h�j�b�� �i�j�h�]�j�Z�f���� �y�d�•�� �i�j�_�^�k�l�Z�\�e�_�g�•�� �m�� �\�b�]�e�y�^�•�� �h�d�j�_�f�b�o�� �d�h�e�_�d�p�•�c���� �i�Z�d�_�l�•�\���� �k�_�j�•�c�� �± 
�a�Z�e�_�`�g�h�� �\�•�^�� �k�l�m�i�_�g�y�� �€�o�� �©�k�i�•�e�v�g�h�k�l�•�ª���� �:�e�_���� �\�� �i�_�j�r�m�� �q�_�j�]�m���� �\�k�•�� �h�k�\�•�l�g�•�� �•�]�j�b�� �f�h�`�g�Z��
�a�]�j�m�i�m�\�Z�l�b�� �\�� �l�Z�d�•�� �\�_�e�b�d�•�� �d�e�Z�k�b���� �j�h�a�\�b�\�Z�x�q�•�� �•�]�j�b���� �g�Z�\�q�Z�e�v�g�•�� �•�]�j�b���� �•�]�j�b-
�_�d�k�i�_�j�b�f�_�g�l�m�\�Z�g�g�y�����^�•�Z�]�g�h�k�l�b�q�g�•���•�]�j�b�����•�]�j�b-�a�Z�[�Z�\�b�����l�j�_�g�m�\�Z�e�v�g�•���•���d�h�f�[�•�g�h�\�Z�g�•�����>�e�y��
�g�Z�r�h�]�h�� �^�h�k�e�•�^�`�_�g�g�y�� �g�_�h�[�o�•�^�g�h���� �a�� �h�^�g�h�]�h�� �[�h�d�m���� �j�h�a�]�e�y�g�m�l�b�� �k�b�k�l�_�f�Z�l�b�a�Z�p�•�x��
�d�h�f�i�¶�x�l�_�j�g�b�o�� �•�]�h�j�� �\�a�Z�]�Z�e�•���� �Z���� �a�� �^�j�m�]�h�]�h���� �a�h�d�j�_�f�Z���� �d�e�Z�k�b�n�•�d�Z�p�•�x�� �g�Z�\�q�Z�e�v�g�b�o��
�d�h�f�i�¶�x�l�_�j�g�b�o�� �•�]�h�j���� �� �D�e�Z�k�b�n�•�d�Z�p�•�y�� �•�]�h�j�� �i�h�l�j�•�[�g�Z�� �g�_�� �l�•�e�v�d�b�� �^�e�y�� �a�j�m�q�g�h�k�l�•�� �]�j�Z�\�p�y����
�Z�e�_�� �c�� �i�_�^�Z�]�h�]�Z�f�� �k�l�Z�}�� �e�_�]�r�_�� �h�j�•�}�g�l�m�\�Z�l�b�k�y�� �m�� �\�k�v�h�f�m�� �[�Z�]�Z�l�k�l�\�•�� �•�]�h�j���� �•�� �j�h�a�j�h�[�g�b�d�Z�f��
�^�h�a�\�h�e�y�}�� �\�b�a�g�Z�q�b�l�b�k�v���� �y�d�b�o�� �•�]�h�j�� �g�_�^�h�k�l�Z�}�� �^�e�y�� �n�h�j�f�m�\�Z�g�g�y�� �l�•�}�€�� �q�b�� �•�g�r�h�€��
�d�h�f�i�_�l�_�g�l�g�h�k�l�•���� �G�Z�� �j�b�k�m�g�d�m�� ���� �i�j�_�^�k�l�Z�\�e�_�g�Z�� �d�e�Z�k�b�n�•�d�Z�p�•�y�� �d�h�f�i�
�x�l�_�j�g�b�o�� �•�]�h�j���� �s�h��
�\�d�e�x�q�Z�}���^�_�\�
�y�l�v���d�Z�l�_�]�h�j�•�c���>��3].  

 
�J�b�k�������� �D�e�Z�k�b�n�•�d�Z�p�•�y���d�h�f�i�
�x�l�_�j�g�b�o���•�]�h�j 

 
�I�j�b�� �d�e�Z�k�b�n�•�d�Z�p�•�€�� �d�h�f�i�
�x�l�_�j�g�b�o�� �•�]�h�j���� �i�j�b�a�g�Z�q�_�g�b�o�� �^�e�y���g�Z�\�q�Z�g�g�y����

�\�b�d�h�j�b�k�l�h�\�m�x�l�v���^�_�j�_�\�h�i�h�^�•�[�g�m���k�l�j�m�d�l�m�j�m�����s�h���\�d�e�x�q�Z�}���d�•�e�v�d�Z���j�•�\�g�•�\�� 
1-�b�c���j�•�\�_�g�v���± �\�•�d�����g�Z���y�d�b�c���g�Z�i�j�Z�\�e�_�g�Z���]�j�Z�������g�Z�i�j�b�d�e�Z�^�����^�•�l�b����-�����j�h�d�•�\�����r�d�h�e�y�j�•��

7-�]�h���d�e�Z�k�m�����k�l�m�^�_�g�l�b�����^�h�j�h�k�e�•�������G�Z�r�Z���Z�m�^�b�l�h�j�•�y���± �r�d�h�e�y�j�•���k�l�Z�j�r�b�o���d�e�Z�k�•�\�����k�l�m�^�_�g�l�b��
�l�Z���^�h�j�h�k�e�•�� 

2-�b�c�� �j�•�\�_�g�v�� �± �g�Z�\�q�Z�e�v�g�Z�� �^�b�k�p�b�i�e�•�g�Z���� �^�e�y�� �\�b�\�q�_�g�g�y�� �y�d�h�€�� �i�j�b�a�g�Z�q�_�g�Z�� �]�j�Z���� �P�_��
�f�h�`�_���[�m�l�b���^�b�k�p�b�i�e�•�g�Z���³�L�_�h�j�•�y���•�]�h�j�´���Z�[�h���³�D�h�f�[�•�g�Z�l�h�j�g�Z���l�_�h�j�•�y���•�]�h�j�´���� 

3-�c�� �j�•�\�_�g�v�� �± �l�_�f�Z�� �g�Z�\�q�Z�e�v�g�h�€�� �^�b�k�p�b�i�e�•�g�b���� �L�_�f�Z���� �³�H�i�l�b�f�Z�e�v�g�•�� �k�l�j�Z�l�_�]�•�€�� �^�e�y��
�•�]�h�j���G�1�F�����G�1�F���a���h�[�f�_�`�_�g�g�y�f�b�����>�Z�l�b�´���� 

4-�c�� �j�•�\�_�g�v�� �± �\�b�[�•�j�� �d�e�Z�k�m���� �l�h�[�l�h���� �y�d�b�c�� �l�b�i�� �]�j�b�� �i�•�^�o�h�^�b�l�v�� �^�e�y�� �j�•�\�g�•�\�� ��-������ �A��
�d�e�Z�k�b�n�•�d�Z�p�•�€���•�]�h�j���� �s�h���i�j�_�^�k�l�Z�\�e�_�g�Z���g�Z���j�b�k�m�g�d�m�����������g�Z�f���p�•�d�Z�\�Z���d�Z�l�_�]�h�j�•�y���g�Z�k�l�•�e�v�g�b�o��
�•�]�h�j���� �Z�^�`�_�� �d�h�f�i�¶�x�l�_�j�g�•�� �d�h�f�[�•�g�Z�l�h�j�g�•�� �•�]�j�b�� �a�Z�j�h�^�b�e�b�k�v�� �g�Z�� �h�k�g�h�\�•�� �g�Z�k�l�•�e�v�g�b�o��
�e�h�]�•�q�g�b�o���•�]�h�j�� 

5-�b�c�� �j�•�\�_�g�v��- �y�d�b�c�� �a�� �f�_�l�h�^�•�\�� �d�e�Z�k�b�q�g�h�]�h�� �g�Z�\�q�Z�g�g�y�� �f�h�`�_�� �i�•�^�l�j�b�f�m�\�Z�l�b�� �]�j�Z����
�L�Z�d�•�� �f�_�l�h�^�b���� �s�h�� �g�Z�^�Z�x�l�v�� �f�h�`�e�b�\�•�k�l�v�� �g�Z�[�m�l�l�y�� �g�h�\�b�o�� �a�g�Z�g�v�����l�j�_�g�•�g�]�m�� �l�Z��
�g�Z�i�j�Z�p�x�\�Z�g�g�y�� �^�h�k�\�•�^�m�� �\�b�j�•�r�_�g�g�y�� �f�Z�l�_�f�Z�l�b�q�g�b�o�� �a�Z�^�Z�q���� �y�d�•�� �i�j�b�l�Z�f�Z�g�g�•��
�d�h�f�[�•�g�Z�l�h�j�g�b�f���•�]�j�Z�f�����l�Z���i�_�j�_�\�•�j�d�b���a�g�Z�g�v���l�Z���m�f�•�g�v�� 
�:�g�Z�e�•�a�� �i�•�^�o�h�^�•�\�� �^�h�� �•�g�l�_�]�j�Z�p�•�€�� �i�j�h�p�_�k�m�� �g�Z�\�q�Z�g�g�y�� �\�� �]�j�m�����I�•�^�o�•�^�� �^�h�� �•�g�l�_�]�j�Z�p�•�€��
�i�j�h�p�_�k�m���g�Z�\�q�Z�g�g�y�� �\�� �]�j�m���a�Z�e�_�`�b�l�v�� �\�•�^�� �\�g�m�l�j�•�r�g�v�h�]�h�� �m�y�\�e�_�g�g�y�� ���f�h�^�_�e�•���� �i�j�_�^�f�_�l�g�h�€��
�h�[�e�Z�k�l�•���� �s�h�� �\�b�\�q�Z�}�l�v�k�y�� �\�� �]�j�•���� �A�Z�� �k�i�h�k�h�[�h�f�� �i�h�^�Z�g�g�y�� �i�j�_�^�f�_�l�g�h�€�� �h�[�e�Z�k�l�•�� �f�h�`�g�Z��
�\�b�^�•�e�b�l�b�� �•�]�j�b�� �g�Z�� �h�k�g�h�\�•�� �•�f�•�l�Z�p�•�c�g�h�]�h�� �f�h�^�_�e�x�\�Z�g�g�y���� �g�Z�� �h�k�g�h�\�•�� �k�b�l�m�Z�p�•�c�g�h�]�h��
�f�h�^�_�e�x�\�Z�g�g�y���•���g�Z���h�k�g�h�\�•���n�h�j�f�Z�e�v�g�h-�e�h�]�•�q�g�h�€���f�h�^�_�e�•���>��4]. 

�1�f�•�l�Z�p�•�c�g�•�� �f�h�^�_�e�• �j�_�Z�e�•�a�m�}�l�v�k�y�� �\�� �•�]�j�Z�o-�k�b�f�m�e�y�l�h�j�Z�o�� ���V�L�P�X�O�D�W�R�U������ �y�d�•��
�f�h�^�_�e�x�x�l�v�� �j�_�Z�e�v�g�•�� �m�f�h�\�b�� �i�j�h�n�_�k�•�c�g�h�€�� �^�•�y�e�v�g�h�k�l�•�� �n�Z�o�•�\�p�y���\�� �^�_�y�d�•�c�� �]�Z�e�m�a�•�� �a�g�Z�g�v����
�>�h�� �p�v�h�]�h�� �d�e�Z�k�m�� �•�]�h�j�� �\�•�^�g�h�k�y�l�v�k�y�� �k�b�f�m�e�y�l�h�j�b�� �m�i�j�Z�\�e�•�g�g�y�� �j�•�a�g�b�f�b�� �l�j�Z�g�k�i�h�j�l�g�b�f�b��
�a�Z�k�h�[�Z�f�b���� �f�_�^�b�q�g�•���� �l�Z�d�l�b�q�g�•���� �k�h�p�•�Z�e�v�g�•�� �l�Z�� �[�•�a�g�_�k-�k�b�f�m�e�y�l�h�j�b���� �J�h�a�j�h�[�d�Z��
�k�b�f�m�e�y�l�h�j�•�\�� �\�d�e�x�q�Z�}�� �j�h�a�j�h�[�d�m�� �j�_�Z�e�•�k�l�b�q�g�h�€�� �f�h�^�_�e�•�� �i�j�h�p�_�k�m�� �m�� �\�•�^�i�h�\�•�^�g�•�c��
�i�j�_�^�f�_�l�g�•�c�� �h�[�e�Z�k�l�•���� �s�h�� �k�d�e�Z�^�Z�}�� �i�j�_�^�f�_�l�� �\�b�\�q�_�g�g�y�� �\�� �]�j�•�� �>��5, 16�@���� �G�Z�i�j�b�d�e�Z�^����
�j�h�a�j�h�[�d�Z�� �Z�\�•�Z-�k�b�f�m�e�y�l�h�j�Z�� ���0�L�F�U�R�V�R�I�W�Š�� �)�O�L�J�K�W�� �6�L�P�X�O�D�W�R�U�� �;���� �;-�3�O�D�Q�H�� �l�Z�� �•�g������ �\�b�f�Z�]�Z�}��
�k�l�\�h�j�_�g�g�y�� �f�h�^�_�e�_�c�� �n�•�a�b�q�g�h�€�� �k�d�e�Z�^�h�\�h�€�� ���k�b�f�m�e�y�p�•�y�� �i�Z�j�Z�f�_�l�j�•�\�� �e�•�l�Z�d�Z�� �•�� �c�h�]�h��
�\�a�Z�}�f�h�^�•�€�� �a�� �k�_�j�_�^�h�\�b�s�_�f���� �•�� �f�h�^�_�e�_�c�� �]�j�Z�n�•�q�g�h�€�� �k�d�e�Z�^�h�\�h�€�����\�•�j�l�m�Z�e�v�g�Z�� �q�b�� �j�_�Z�e�v�g�Z��
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�f�Z�r�b�g�Z�� �i�•�e�h�l�Z������ �1�]�j�h�\�Z�� �k�d�e�Z�^�h�\�Z�� �\�� �l�Z�d�b�o�� �•�]�j�Z�o�� �j�_�Z�e�•�a�m�}�l�v�k�y�� �a�� �\�b�d�h�j�b�k�l�Z�g�g�y�f��
�[�Z�]�Z�l�b�o�� �]�j�Z�n�•�q�g�b�o�� �•�� �a�\�m�d�h�\�b�o�� �f�h�`�e�b�\�h�k�l�_�c�� �k�m�q�Z�k�g�b�o�� �a�Z�k�h�[�•�\�� �h�[�q�b�k�e�x�\�Z�e�v�g�h�€��
�l�_�o�g�•�d�b���^�e�y���d�h�f�i�
�x�l�_�j�g�h�€���•�g�l�_�j�i�j�_�l�Z�p�•�€���j�_�Z�e�v�g�b�o���i�j�h�p�_�k�•�\�� 

�N�h�j�f�Z�e�v�g�h-�e�h�]�•�q�g�•���f�h�^�_�e�•�� �i�j�_�^�f�_�l�g�h�€�� �h�[�e�Z�k�l�•�� �\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y�� �m�� �l�Z�d�b�o��
�•�]�j�Z�o�����y�d���i�Z�a�e�b�����S�X�]�]�O�H���J�D�P�H�V�������•�]�j�b���g�Z���a�•�k�l�Z�\�e�_�g�g�y�� �h�[�
�}�d�l�•�\�����P�D�W�F�K�L�Q�J���J�D�P�H�V�������j�•�a�g�•��
�\�Z�j�•�Z�g�l�b���•�]�h�j���g�Z���l�j�_�g�m�\�Z�g�g�y���i�Z�f�
�y�l�•�����P�H�P�R�U�\���J�D�P�H�V�����E�U�D�L�Q���W�U�D�L�Q�L�Q�J���J�D�P�H�V�������L�Z�d�•���•�]�j�b��
�‰�j�m�g�l�m�x�l�v�k�y�� �g�Z�� �i�_�j�_�\�•�j�p�•�� �\�•�^�i�h�\�•�^�g�h�k�l�•�� �^�Z�g�b�o���� �s�h�� �\�\�h�^�y�l�v�k�y�� �]�j�Z�\�p�_�f���� �a�Z�^�Z�g�b�f�� �\��
�k�b�k�l�_�f�•���i�Z�l�_�j�g�Z�f�����<�\�_�^�_�g�•���^�Z�g�•���•�g�l�_�j�i�j�_�l�m�x�l�v�k�y���y�d���\�b�k�e�h�\�e�x�\�Z�g�g�y���g�Z���i�_�\�g�•�c���f�h�\�•����
�a�Z�^�Z�g�h�x�� �]�j�Z�f�Z�l�b�d�h�x���� �n�h�j�f�Z�e�v�g�h-�e�h�]�•�q�g�Z�� �f�h�^�_�e�v�� �\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y�� �^�e�y�� �i�_�j�_�\�•�j�d�b��
�•�k�l�b�g�g�h�k�l�•���\�b�k�e�h�\�e�x�\�Z�g�v�� 

�K�b�l�m�Z�p�•�c�g�•�� �f�h�^�_�e�• �\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y�� �\�� �•�]�j�Z�o���� �^�_�� �j�_�Z�e�•�a�h�\�Z�g�h�� �g�Z�\�q�Z�g�g�y�� �g�Z��
�i�j�b�d�e�Z�^�Z�o�����³�k�D�V�H�� �V�W�X�G�\�´-�i�•�^�o�•�^���� �>��7�@���a���\�b�d�h�j�b�k�l�Z�g�g�y�f�� �f�h�`�e�b�\�h�k�l�_�c�� �d�h�f�i�
�x�l�_�j�g�b�o��
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�k�l�j�Z�l�_�]�•�x���^�e�y���d�h�f�[�•�g�Z�l�h�j�g�h�€���]�j�b�����>�e�y���d�h�`�g�h�€���a���•�]�h�j���´�G�1�F�´�����©�G�1�F���a���h�[�f�_�`�_�g�g�y�f�b�ª����
�©�>�Z�l�b�ª���� �k�l�j�Z�l�_�]�•�y�� �j�•�a�g�Z���� �\�•�^�i�h�\�•�^�g�h���• �g�Z�\�q�Z�e�v�g�b�c�� �k�p�_�g�Z�j�•�c�� �j�•�a�g�b�c���� �Z�e�_�� �p�•�� �k�l�j�Z�l�_�]�•�€��
�f�Z�x�l�v���k�i�•�e�v�g�•���j�b�k�b�����l�h�f�m���s�h���p�•���•�]�j�b���h�^�g�h�]�h���d�e�Z�k�m���± �d�h�f�[�•�g�Z�l�h�j�g�•���� 
�F�_�l�h�^�b�d�Z�� �g�Z�\�q�Z�g�g�y�� �d�h�f�[�•�g�Z�l�h�j�g�b�f�� �•�]�j�Z�f�� �g�Z�� �i�j�b�d�e�Z�^�•�� �•�]�h�j�� �G�1�F�����G�1�F�� �a��
�h�[�f�_�`�_�g�g�y�f�b�� �•���>�Z�l�b�����Ò�é�ò�ó�æ�í�á�ó�é�è�á�÷�������î�á�ã�ø�á�ì�ý�î�ï�ä�ï���ë�ô�ñ�ò�ô. �Å�ì�����ë�ñ�á�ú�ï�ä�ï���è�á�ò�ã�ï���î�î����
�î�á�ã�ø�á�ì�ý�î�ï�ä�ï�� �ë�ô�ñ�ò�ô���ê�ï�ä�ï�� �î�æ�ï�â�ö���å�î�ï�� �ò�é�ò�ó�æ�í�á�ó�é�è�ô�ã�á�ó�é���ó�á���ð�ï�å���ì�é�ó�é���î�á�� �ð�æ�ã�î���� �æ�ó�á�ð�é���� �Ô��
�ó�á�â�ì. �����ð�ñ�æ�å�ò�ó�á�ã�ì�æ�î�á���ò�é�ò�ó�æ�í�á�ó�é�è�á�÷�������î�á�ã�ø�á�ì�ý�î�ï�ä�ï���ë�ô�ñ�ò�ô���è���ë�ï�í�â���î�á�ó�ï�ñ�î�ï�����ó�æ�ï�ñ���������ä�ï�ñ��
�ã�� ���ä�ñ�ï�ã�ï�í�ô�� �ë�ï�î�ó�æ�ë�ò�ó���� �ô�� �ã�é�ä�ì���å���� �ð�ô�î�ë�ó���ã�� �î�á�ã�ø�á�î�î������ ���ë�����ð�ï�ã�é�î�æ�î�� �ð�ñ�ï�ê�ó�é�� �ë�ï�ñ�é�ò�ó�ô�ã�á�ø��
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�i�j�h�^�h�\�`�_�g�g�y���l�Z�[�e�b�p�•��1 

 

�:�e�]�h�j�b�l�f���\�b�]�j�Z�r�g�h�€��
�k�l�j�Z�l�_�]�•�€���^�e�y���•�]�h�j���a��
�h�^�g�•�}�x���d�m�i�d�h�x 

�D�h�j�b�k�l�m�\�Z�q�� �g�Z�\�q�Z�}�l�v�k�y�� �\�b�]�j�Z�r�g�•�c�� �k�l�j�Z�l�_�]�•�€���� �s�h��
�k�d�e�Z�^�Z�}�l�v�k�y�� �a�� �^�\�h�o�� �_�l�Z�i�•�\���� �\�b�a�g�Z�q�_�g�g�y��
�\�b�]�j�Z�r�g�h�k�l�•�����k�l�Z�g�m���]�j�b���g�Z���h�k�g�h�\�•���q�b�k�_�e���=�j�Z�g�^�•���l�Z��
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�:�e�]�h�j�b�l�f���\�b�]�j�Z�r�g�h�€��
�k�l�j�Z�l�_�]�•�€���^�e�y���•�]�h�j���a��
�^�_�d�•�e�v�d�h�f�Z���d�m�i�d�Z�f�b 

�D�h�j�b�k�l�m�\�Z�q�� �g�Z�\�q�Z�}�l�v�k�y�� �\�b�]�j�Z�r�g�•�c�� �k�l�j�Z�l�_�]�•�€���� �s�h��
�k�d�e�Z�^�Z�}�l�v�k�y�� �a�� �^�\�h�o�� �_�l�Z�i�•�\���� �\�b�a�g�Z�q�_�g�g�y��
�\�b�]�j�Z�r�g�h�k�l�•���k�l�Z�g�m���]�j�b���g�Z���h�k�g�h�\�•�����d�h�g�p�_�i�p�•�€���k�m�f�b��
�•�]�h�j���l�Z���h�i�l�b�f�Z�e�v�g�h�]�h���o�h�^�m�� 

�>�Z�l�b 

�I�h�i�_�j�_�^�g�y���i�•�^�]�h�l�h�\�d�Z 

�������;�m�^�m�}�l�v�k�y���]�j�Z�n���a���i�h�a�b�p�•�y�f�b���]�j�b���l�Z���f�h�`�e�b�\�b�f�b��
�i�_�j�_�o�h�^�Z�f�b�� �f�•�`�� �g�b�f�b���� �>�e�y�� �d�•�g�p�_�\�b�o�� �i�h�a�b�p�•�c���� �Z��
�l�Z�d�h�`�� �^�_�d�•�e�v�d�h�o�� �l�b�o���� �s�h�� �€�f�� �i�_�j�_�^�m�x�l�v����
�\�b�a�g�Z�q�Z�}�l�v�k�y�� �€�o�� �\�b�]�j�Z�r�g�•�k�l�v�� �Z�[�h�� �i�j�h�]�j�Z�r�g�•�k�l�v��
�^�e�y���d�h�`�g�h�]�h���a���]�j�Z�\�p�•�\�� 
������ �>�e�y�� �d�h�`�g�h�]�h�� �f�h�`�e�b�\�h�]�h�� �k�l�Z�g�m�� �]�j�b��
�\�b�a�g�Z�q�Z�}�l�v�k�y�� �a�Z�a�^�Z�e�_�]�•�^�v�� �c�h�]�h�� �\�b�]�j�Z�r�g�•�k�l�v�� �Z�[�h��
�i�j�h�]�j�Z�r�g�•�k�l�v�� �g�Z�� �h�k�g�h�\�•�� �k�l�Z�g�•�\���� �^�e�y�� �y�d�b�o �\�`�_��
�\�b�a�g�Z�q�_�g�h���\�b�]�j�Z�r�g�•�k�l�v���� 

�:�e�]�h�j�b�l�f���\�b�]�j�Z�r�g�h�€��
�k�l�j�Z�l�_�]�•�€ 

�D�h�j�b�k�l�m�\�Z�q�� �g�Z�\�q�Z�}�l�v�k�y�� �\�b�]�j�Z�r�g�•�c�� �k�l�j�Z�l�_�]�•�€���� �s�h��
�k�d�e�Z�^�Z�}�l�v�k�y�� �a�� �^�\�h�o�� �_�l�Z�i�•�\���� �\�b�a�g�Z�q�_�g�g�y��
�\�b�]�j�Z�r�g�h�k�l�•�� �k�l�Z�g�m���� �s�h�� �\�`�_�� �k�l�Z�e�h�� �\�•�^�h�f�h�� �i�j�b��
�i�h�i�_�j�_�^�g�•�c���i�•�^�]�h�l�h�\�p�•�����l�Z���h�i�l�b�f�Z�e�v�g�h�]�h���o�h�^�m�� 

�K�p�_�g�Z�j�•�c���^�e�y���]�j�b���G�1�F�� �L�Z�d���y�d���f�_�l�h�x���^�h�k�e�•�^�`�_�g�g�y���}���a�f�_�g�r�_�g�g�y���q�Z�k�m���g�Z���h�k�\�h�}�g�g�y��
�f�Z�l�_�f�Z�l�b�q�g�h�€�� �l�_�h�j�•�€�� �d�h�f�[�•�g�Z�l�h�j�g�b�o�� �•�]�h�j�� �•�� �a�[�_�j�_�`�_�g�g�y���•�]�j�h�\�h�€�� �i�j�b�\�Z�[�e�b�\�h�k�l�•���� �l�h��
�i�j�h�_�d�l�m�\�Z�g�g�y�� �l�Z�� �j�h�a�j�h�[�d�Z�� �f�_�l�h�^�b�d�b�� �g�Z�� �h�k�g�h�\�•�� �k�b�l�m�Z�p�•�c�g�h�€�� �f�h�^�_�e�•�� �g�Z�\�q�Z�e�v�g�h�]�h��
�k�p�_�g�Z�j�•�x�� �a�� �_�e�_�f�_�g�l�Z�f�b�� �]�j�b�� �[�m�^�_�� �g�Z�c�[�•�e�v�r�� �_�n�_�d�l�b�\�g�h�x�����M�� �l�Z�[�e���� ���� �g�Z�\�_�^�_�g�•��
�_�e�_�f�_�g�l�b�� �•�]�j�h�\�h�]�h�� �k�p�_�g�Z�j�•�x���� �s�h�� �h�[�
�}�^�g�m�}�� �g�Z�\�q�Z�e�v�g�•�� �l�Z�� �•�]�j�h�\�•�� �^�•�€���� �•�� �j�_�Z�e�•�a�m�}�� �l�Z�d�b�f��
�q�b�g�h�f���f�h�^�_�e�v���g�Z�\�q�Z�e�v�g�h�]�h���k�p�_�g�Z�j�•�x���a���_�e�_�f�_�g�l�Z�f�b���]�j�b���^�e�y���©�G�1�F�ª�� 
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�H�i�b�k���_�e�_�f�_�g�l�•�\���•�]�j�h�\�h�]�h���l�Z���g�Z�\�q�Z�e�v�g�h�]�h���k�p�_�g�Z�j�•�x���]�j�b���©�G�1�F�ª 

�K�p�_�g�Z�j�•�c �A�f�•�k�l���_�e�_�f�_�g�l�Z 

�G�Z�\�q�Z�e�v�g�b�c ���L�b�� �\�`�_�� �a�g�Z�}�r���� �s�h�� �l�Z�d�_�� �G�1�F�� �•�� �y�d�� �m�� �g�v�h�]�h�� �]�j�Z�l�b���� �>�Z�\�Z�c�� �l�_�i�_�j�� �j�h�a�]�e�y�g�_�f�h�� �i�_�\�g�m��
�]�j�m���� 

�1�]�j�h�\�b�c �<�b�\�h�^�b�f�h���i�j�_� �̂f�_�l�b���g�Z���_�d�j�Z�g���m���l�j�b���d�m�i�d�b�����d�•�e�v�d�h�k�l�•�������������l�Z���������G�Z�l�b�k�d�Z�}�f�h���³�>�Z�e�•�´�� 

�G�Z�\�q�Z�e�v�g�b�c ���>�e�y�� �l�h�]�h���� �s�h�[�� �j�h�a�•�[�j�Z�l�b�k�y�� �a�� �p�b�f���� �^�Z�\�Z�c�l�_�� �j�h�a�]�e�y�g�_�f�h �j�•�a�g�•�� �•�]�j�h�\�•�� �i�h�a�b�p�•�€���� �I�h-
�i�_�j�r�_�����k�d�•�e�v�d�b���\���p�•�c���]�j�•���•�]�j�h�\�b�o���i�h�a�b�p�•�c�"�� 

�G�Z�\�q�Z�e�v�g�b�c 
" �I�_�j�_�j�Z�o�m�}�f�h���\�k�_�����m���n�•�]�m�j�g�b�o���^�m�`�d�Z�o���f�b���i�b�k�Z�l�b�f�_�f�h���q�b�k�e�h���d�Z�f�_�g�•�\���m���d�m�i�d�Z�o������
{1}, {2}, {3}, {1,1}, {2,1}, {3,1}, {2,2}, {3, 2}, {1,1,1}, {2,1,1}, {3,1,1}, {2,2,1}, 
{3,2,1}." 
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�G�Z�\�q�Z�e�v�g�b�c 
���K�i�j�h�[�m�c���^�Z�e�•���k�Z�f���\�b�a�g�Z�q�b�l�b�����y�d�h�x���}���i�h�a�b�p�•�y���^�e�y���^�Z�l�b�����������������:�e�_���l�b���f�Z�}�r��
�\�b�a�g�Z�q�b�l�b���g�Z���i�h�q�Z�l�d�m���\�k�•���g�Z�k�l�m�i�g�•���\�•�^���^�Z�l�b���������������i�h�a�b�p�•�€���������M���j�Z�a�•���i�h�l�j�_�[�b���l�b��
�f�h�`�_�r���i�_�j�_�]�e�y�g�m�l�b���Z�e�]�h�j�b�l�f���j�_�l�j�h�k�i�_�d�l�b�\�g�h�]�h���Z�g�Z�e�•�a�m���������<�b�[�_�j�b���^�Z�l�m���� 

�1�]�j�h�\�b�c �<�b�\�h�^�b�f�h���d�g�h�i�d�m���^�e�y���i�_�j�_�]�e�y�^�m���Z�e�]�h�j�b�l�f�m�����G�Z�l�b�k�d�Z�x�q�b���g�Z���g�_�€�����d�h�j�b�k�l�m�\�Z�q���f�h�`�_��
�i�_�j�_�]�e�y�g�m�l�b���Z�e�]�h�j�b�l�f���\�b�a�g�Z�q�_�g�g�y���i�h�a�b�p�•�€�����H�q�•�d�m�}�f�h���\�b�[�h�j�m���^�Z�l�b�� 

�1�]�j�h�\�b�c �D�h�j�b�k�l�m�\�Z�q�� �h�[�j�Z�\�� �^�Z�l�m���� �a�� �y�d�h�€�� �g�_�� �m�k�•��
�g�Z�k�l�m�i�g�•���^�Z�l�b���j�h�a�]�e�y�g�m�l�•���� 

�D�h�j�b�k�l�m�\�Z�q�� �h�[�j�Z�\�� �d�h�j�_�d�l�g�m�� �^�e�y��
�i�_�j�_�]�e�y�^�m�� �^�Z�l�m���� �D�h�j�b�k�l�m�\�Z�q��
�\�b�a�g�Z�q�Z�}���� �y�d�h�x�� �}�� �\�b�]�j�Z�r�g�•�k�l�v�� �p�•�}�€��
�^�Z�l�b�� 

�G�Z�\�q�Z�e�v�g�b�c ���I�h�l�j�•�[�g�h���j�h�a�]�e�y�g�m�l�b���i�h�i�_�j�_�^�g�•���^�Z�l�b�� �<�b�\�h�^�y�l�v�k�y���\�•�^�i�h�\�•�^�g�•���i�h�\�•�^�h�f�e�_�g�g�y��
�i�j�h���i�j�Z�\�b�e�v�g�•�k�l�v���\�b�[�h�j�m�� 

�1�]�j�h�\�b�c �D�h�j�b�k�l�m�\�Z�q���\�b�a�g�Z�q�Z�}���i�h�a�b�p�•�x���^�Z�l�b��- 26.10. 

�G�Z�\�q�Z�e�v�g�b�c 
���F�b���j�h�a�]�e�y�g�m�e�b���������]�j�m�^�g�y���y�d���d�•�g�p�_�\�m���^�Z�l�m���� �Y�d�s�h���\�a�y�l�b���•�g�r�m���^�Z�l�m�����l�h���k�l�j�Z�l�_�]�•�y���g�_��
�a�f�•�g�x�}�l�v�k�y���� �l�•�e�v�d�b�� �l�j�_�[�Z�� �j�m�o�Z�l�b�k�v�� �g�Z�a�Z�^�� �\�•�^�� �p�•�}�€�� �^�Z�l�b���� ���<�•�a�v�f�_�f�h���d�•�g�p�_�\�m�� �^�Z�l�m�� �± 
�������������l�Z���i�h�q�Z�l�d�h�\�m���± 15.08." 

�G�Z�\�q�Z�e�v�g�b�c ���<�b�a�g�Z�q���\�b�]�j�Z�r�g�•�k�l�v���i�h�a�b�p�•�c���\�•�^���^�Z�l�b���������������^�h�����������������l�h�[�l�h���m���a�\�h�j�h�l�g�h�f�m��
�i�h�j�y�^�d�m���� 

�1�]�j�h�\�b�c �D�h�j�b�k�l�m�\�Z�q���\�b�a�g�Z�q�Z�}���\�b�]�j�Z�r�g�•�k�l�v���\�d�Z�a�Z�g�b�o���i�h�a�b�p�•�c�� 

�G�Z�\�q�Z�e�v�g�b�c 

���>�h�[�j�_���� �:�� �l�_�i�_�j�� �\�b�o�h�^�y�q�b�� �a�� �j�h�a�f�•�l�d�b�� �d�h�`�g�h�€�� �i�h�a�b�p�•�€���� �l�b�� �f�h�`�_�r�� �n�h�j�f�m�\�Z�l�b��
�k�l�j�Z�l�_�]�•�x�� �k�\�h�€�o�� �i�_�j�_�o�h�^�•�\���� �K�i�j�h�[�m�}�f�h�� �a�•�]�j�Z�l�b�� �\�� �]�j�m�� �a�� �d�h�f�i�
�x�l�_�j�h�f���� �•�� �g�Z���h�k�g�h�\�•��
�l�\�h�}�€�� �j�h�a�f�•�l�d�b���� �k�e�•�^�m�x�q�b�� �k�l�j�Z�l�_�]�•�€���� �l�b�� �f�h�`�_�r�� �^�h�k�y�]�l�b�� �i�_�j�_�f�h�]�b������ ���<�b�[�_�j�b��
�i�h�q�Z�l�d�h�\�m���^�Z�l�m�� 

�1�]�j�h�\�b�c 
�D�h�j�b�k�l�m�\�Z�q�� �h�[�b�j�Z�}�� �i�h�q�Z�l�d�h�\�m�� �^�Z�l�m�� �������������� �K�l�\�h�j�x�}�l�v�k�y�� �]�j�Z�� �a�� �d�h�f�i�¶�x�l�_�j�h�f����
�i�h�q�b�g�Z�x�q�b�� �a�� �h�[�j�Z�g�h�€�� �^�Z�l�b�� �^�h�� ���������������D�h�j�b�k�l�m�\�Z�q�� �j�h�[�b�l�v�� �d�j�h�d�����D�h�f�i�¶�x�l�_�j�� �j�h�[�b�l�v��
�d�j�h�d���m���k�\�h�x���q�_�j�]�m�����I�j�b���a�Z�d�•�g�q�_�g�g�•���]�j�b���\�b�\�h�^�b�l�v�k�y���j�_�a�m�e�v�l�Z�l�� 

�G�Z�\�q�Z�e�v�g�b�c ���<�•�l�Z�x�����l�b���h�k�\�h�€�\���k�l�j�Z�l�_�]�•�x���]�j�b��
�\���>�Z�l�b���� 

���L�b�� �g�_�i�j�Z�\�b�e�v�g�h�� �a�Z�k�l�h�k�m�\�Z�\�� �k�l�j�Z�l�_�]�•�x����
�i�h�l�j�Z�i�b�\�� �m�� �i�j�h�]�j�Z�r�g�m�� �i�h�a�b�p�•�x�� �•�� �g�_�� �a�f�•�]��
�\�b�]�j�Z�l�b���� 

�M�a�Z�]�Z�e�v�g�_�g�Z�� �f�_�l�h�^�b�d�Z�� �^�e�y�� �g�Z�\�q�Z�g�g�y�� �d�h�f�[�•�g�Z�l�h�j�g�b�f�� �•�]�j�Z�f. �F�_�l�h�^�b�d�Z�� �g�Z�\�q�Z�g�g�y��
�d�h�j�b�k�l�m�\�Z�q�Z�� �l�_�h�j�•�€�� �d�h�f�[�•�g�Z�l�h�j�g�b�o�� �•�]�h�j�� �[�Z�a�m�}�l�v�k�y�� �g�Z�� �k�p�_�g�Z�j�•�y�o�� �g�Z�\�q�Z�g�g�y�� �^�e�y��
�j�h�a�]�e�y�g�m�l�b�o���•�]�h�j���•���}���€�o���m�a�Z�]�Z�e�v�g�_�g�g�y�f�� 
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I. �H�a�g�Z�c�h�f�e�_�g�g�y���a���l�_�h�j�•�}�x���d�h�f�[�•�g�Z�l�h�j�g�b�o���•�]�h�j 
II. �I�h�i�_�j�_�^�g�y�� �i�•�^�]�h�l�h�\�d�Z�� �^�h�� �]�j�b: �h�a�g�Z�c�h�f�e�_�g�g�y�� �a�� �i�j�Z�\�b�e�Z�f�b���� �\�b�[�•�j��

�i�Z�j�Z�f�_�l�j�•�\���]�j�b;  �g�Z�k�l�m�i�g�•�������i�m�g�d�l�b���\�b�d�h�g�m�x�l�v�k�y���i�j�b���g�_�h�[�o�•�^�g�h�k�l�•���i�•�^���m�i�j�Z�\�e�•�g�g�y�f��
�\�q�b�l�_�e�y; �i�h�[�m�^�h�\�Z���g�_�\�_�e�b�d�h�€���q�Z�k�l�b�g�b���]�j�Z�n�Z���]�j�b�����i�h�q�b�g�Z�x�q�b���a���i�h�q�Z�l�d�h�\�b�o���\�_�j�r�b�g; 
�j�h�a�f�•�l�d�Z�� �\�_�j�r�b�g�� �]�j�Z�n�Z���� �l�h�[�l�h�� �\�b�a�g�Z�q�_�g�g�y�� �\�b�]�j�Z�r�g�h�k�l�•�� �Z�[�h�� �i�j�h�]�j�Z�r�g�h�k�l�•�� �^�e�y��
�d�h�`�g�h�€�� �\�_�j�r�b�g�b; �\�b�y�\�e�_�g�g�y�� �a�Z�d�h�g�h�f�•�j�g�h�k�l�_�c�� �\�� �j�h�a�f�•�l�p�•�� �\�_�j�r�b�g�� ���y�d�s�h�� �\�h�g�b�� �}��. 
�G�Z�k�l�m�i�g�•�� �i�m�g�d�l�b�� �\�b�d�h�g�m�x�l�v�k�y�� �^�e�y�� �g�Z�\�q�Z�g�g�y�� �]�j�Z�\�p�y���� �y�d���i�j�Z�\�b�e�v�g�h���o�h�^�b�l�b�� �i�•�^�� �q�Z�k��
�]�j�b�� 

�,�,�,���� �<�b�j�h�[�e�_�g�g�y�� �i�j�Z�\�b�e�v�g�h�]�h�� �o�h�^�m�� ���i�•�^�� �d�_�j�•�\�g�b�p�l�\�h�f�� �k�b�k�l�_�f�b�� �Z�[�h��
�k�Z�f�h�k�l�•�c�g�h��: �a�g�Z�o�h�^�`�_�g�g�y�� �l�b�i�m�� �i�h�l�h�q�g�h�]�h�� �k�l�Z�g�m�� �]�j�b�� ���\�b�]�j�Z�r�g�Z���i�j�h�]�j�Z�r�g�Z��; 
�h�[�q�b�k�e�_�g�g�y�� �i�j�Z�\�b�e�v�g�h�]�h�� �o�h�^�m���� �s�h�[�� �i�_�j�_�\�_�k�l�b�� �k�m�i�j�h�l�b�\�g�b�d�Z�� �m �i�j�h�]�j�Z�r�g�b�c�� �k�l�Z�g��
���y�d�s�h���p�_���f�h�`�e�b�\�h�� 

�,�9���� �D�h�g�l�j�h�e�v�� �i�j�Z�\�b�e�v�g�h�k�l�•�� �o�h�^�m�� �d�h�j�b�k�l�m�\�Z�q�Z: �i�h�i�_�j�_�^�`�_�g�g�y�� �i�j�h��
�g�_�i�j�Z�\�b�e�v�g�b�c�� �o�•�^; �i�h�i�_�j�_�^�`�_�g�g�y�� �i�j�h�� �g�_�\�•�j�g�_�� �\�\�_�^�_�g�g�y�� �^�Z�g�b�o; �y�d�s�h�� �d�h�j�b�k�l�m�\�Z�q��
�i�h�]�h�^�b�\�k�y���g�Z���^�h�i�h�f�h�]�m�����l�h���\�b�d�h�g�m�}�l�v�k�y���i�m�g�d�l���9�� 

�9���� �I�•�^�d�Z�a�d�b���i�h�� �o�h�^�m���]�j�b: �\�b�]�j�Z�r�g�•�k�l�v�� �i�h�a�b�p�•�c �± �\�b�]�j�Z�r�g�Z���q�b���i�j�h�]�j�Z�r�g�Z; �y�d��
 �\�b�a�g�Z�q�Z�}�l�v�k�y�� �\�b�]�j�Z�r�g�•�k�l�v�� �d�h�`�g�h�€���i�h�l�h�q�g�h�€���i�h�a�b�p�•�€�� �l�Z�� �y�d���a�j�h�[�b�l�b�� �i�j�Z�\�b�e�v�g�b�c�� �o�•�^ 
���^�b�\�����i�m�g�d�l���,�,�,��;  �y�d���j�Z�o�m�\�Z�l�b���;�2�5-�k�m�f�m���l�Z���q�b�k�e�Z���=�j�Z�g�^�•. 
�I�j�h�_�d�l�m�\�Z�g�g�y�� �l�Z�� �\�b�i�j�h�[�m�\�Z�g�g�y�� �i�j�h�]�j�Z�f�g�h�€�� �k�b�k�l�_�f�b�� �^�e�y�� �g�Z�\�q�Z�g�g�y�� �l�_�h�j�•�€��
�d�h�f�[�•�g�Z�l�h�j�g�b�o���•�]�h�j�����>�Z�e�•���i�j�_�^�k�l�Z�\�e�_�g�h���8�0�/���^�•�Z�]�j�Z�f�m���\�Z�j�•�Z�g�l�•�\���\�b�d�h�j�b�k�l�Z�g�g�y�����g�Z��
�h�k�g�h�\�•�� �y�d�h�€�� �k�i�j�h�_�d�l�h�\�Z�g�h�� �k�b�k�l�_�f�m�� �g�Z�\�q�Z�g�g�y�� �d�h�f�[�•�g�Z�l�h�j�g�b�f�� �•�]�j�Z�f�� ���j�b�k�m�g�h�d���� ��������
�L�Z�d�b�f�� �q�b�g�h�f���� �]�j�Z�\�_�p�v���f�h�`�_�� �i�h�q�Z�l�b�� �]�j�m���� �\�b�[�j�Z�\�r�b�� �l�b�i�� �l�Z�� �i�Z�j�Z�f�_�l�j�b���� �i�_�j�_�]�e�y�g�m�l�b��
�f�b�g�m�e�•�� �o�h�^�b���� �k�d�h�j�b�k�l�Z�l�b�k�y�� �[�e�h�d�g�h�l�h�f�� �^�e�y�� �h�[�q�b�k�e�_�g�v���� �I�•�^�� �q�Z�k�� �]�j�b�� �h�^�_�j�`�m�}��
�g�Z�\�q�Z�e�v�g�•�� �f�Z�l�_�j�•�Z�e�b�� �i�j�h�� �d�h�f�[�•�g�Z�l�h�j�g�•�� �•�]�j�b�� �\�a�Z�]�Z�e�•���� �Z���l�Z�d�h�`�� �³�G�1�F�´���� �³�G�1�F�� �a��
�h�[�f�_�`�_�g�g�y�f�b�´�� �l�Z�� �³�>�Z�l�b�´���� �i�j�h�\�h�^�b�l�v�� �i�Z�j�l�•�€�� �a�� �k�b�k�l�_�f�h�x�����i�j�b�� �p�v�h�f�m�� �h�^�_�j�`�m�}��
�i�•�^�d�Z�a�d�b���i�h���o�h�^�m���]�j�b���a�]�•�^�g�h���a���j�h�a�j�h�[�e�_�g�b�f�b���k�p�_�g�Z�j�•�y�f�b���� 

 
�J�b�k�������� �>�•�Z�]�j�Z�f�Z���\�Z�j�•�Z�g�l�•�\���\�b�d�h�j�b�k�l�Z�g�g�y���k�b�k�l�_�f�b���g�Z�\�q�Z�g�g�y���d�h�f�[�•�g�Z�l�h�j�g�b�f���•�]�j�Z�f 

 
�I�j�b�� �j�_�Z�e�•�a�Z�p�•�€�� �k�b�k�l�_�f�b�� �h�^�g�b�f�� �•�a�� �^�h�p�•�e�v�g�b�o�� �\�Z�j�•�Z�g�l�•�\�� �}���\�b�d�h�j�b�k�l�Z�g�g�y��

�•�g�k�l�j�m�f�_�g�l�Z�e�v�g�b�o���a�Z�k�h�[�•�\�����y�d���8�Q�L�W�\���'���&���� 
�G�Z�\�q�Z�g�g�y�� �•�]�j�Z�f�� �a�Z�� �^�h�i�h�f�h�]�h�x�� �g�Z�\�q�Z�e�v�g�h�€�� �� �i�j�h�]�j�Z�f�g�h�€�� �k�b�k�l�_�f�b�����<�� �y�d�h�k�l�•��
�i�j�_�^�f�_�l�•�\���\���d�m�i�d�Z�o���\�b�[�j�Z�g�•���j�b�[�d�b�����\���a�Z�[�b�j�Z�}���j�b�[�h�d���a���d�m�i�h�d���²  �d�h�r�_�g�y�����I�•�^���q�Z�k���]�j�b��
�a�\�m�q�Z�l�v�� �e�_�]�d�•�� �a�\�m�d�b�� �i�j�b�j�h�^�b�� �[�•�e�y�� �h�a�_�j�Z���� �D�h�e�b�� �\�b�[�b�j�Z�}�f�h�� �j�b�[�h�d���� �k�i�j�Z�p�v�h�\�m�}�� �a�\�m�d��
�i�e�_�k�d�h�l�m���j�b�[�b�����1�� �}���a�\�m�d�h�\�•���^�h�j�•�`�d�b���\���d�•�g�p�•���]�j�b�����y�d�•���k�b�]�g�Z�e�•�a�m�x�l�v���i�j�h���i�_�j�_�f�h�]�m���Z�[�h��
�i�h�j�Z�a�d�m�� 

�=�j�Z�� �³�G�1�F�´�� �I�h�q�b�g�Z�x�q�b�� �]�j�m���� �d�h�j�b�k�l�m�\�Z�q�� �i�j�h�o�h�^�b�l�v�� �i�h�i�_�j�_�^�g�x�� �i�•�^�]�h�l�h�\�d�m����
�K�i�h�q�Z�l�d�m���i�h�d�Z�a�m�x�l�v�k�y���\�•�d�g�Z���a���l�_�h�j�•�}�x���i�j�h���d�h�f�[�•�g�Z�l�h�j�g�•���•�]�j�b�����Z���l�Z�d�h�`���i�j�h���]�j�m���G�1�F����
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The aim of the work is to reduce the time to study the theory and practice of combinatorial games through 
the development of a methodology and training system and integrate it into a computer training game that 
helps to build the correct strategy of the game, makes hints for the optimal move, allows you to 
conveniently observe the results of the games, review past moves, do mathematical calculations, herewith 
offering a unique and interesting design. As a result of the work, the training methodology and software 
product has been developed, which is a game that organizes the process of study the definition of winning 
strategies for each combinatorial game using the developed methodology and training system. The 
development tools are the Microsoft Visual Studio integrated development environment for programming 
in C#, a multi-platform tool for developing two-dimensional and three-dimensional games Unity3d, 
StarUML, as a tool for modeling business logic of an application and using version control system Git. 
Keywords: teaching methodology, game and training script, training program, mathematical 
combinatorial theory of games, game strategy, winning position, losing position, XOR-sum. 
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�•�a���d�e�x�q�h�\�b�o���\���k�n�_�j�•���•�g�n�h�j�f�Z�p�•�c�g�b�o���l�_�o�g�h�e�h�]�•�c�����H�k�d�•�e�v�d�b���i�h�r�b�j�_�g�g�y���p�b�n�j�h�\�b�o��
�l�_�o�g�h�e�h�]�•�c�� �\�� �m�k�•�� �k�n�_�j�b�� �e�x�^�k�v�d�h�€�� � �̂•�y�e�v�g�h�k�l�•�� �g�_�� �a�m�i�b�g�y�l�v�k�y, �•�� �f�_�l�h�^�b�� �a�Z�o�b�k�l�m��
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�y�d�b�c�� �^�h�a�\�h�e�b�l�v�� �i�_�j�_�^�Z�\�Z�l�b�� �•�g�n�h�j�f�Z�p�•�x���� �g�_�� �\�b�d�j�b�\�Z�x�q�b �i�_�j�_�^�� �a�e�h�\�f�b�k�g�b�d�h�f 
�n�Z�d�l�� �€�€�� �g�Z�y�\�g�h�k�l�•���� �A�Z�^�Z�q�Z�� �\�b�[�h�j�m�� �k�l�_�]�Z�g�h�]�j�Z�n�•�q�g�h�]�h�� �d�h�g�l�_�c�g�_�j�Z�� �^�h�a�\�h�e�y�}��
�\�b�j�•�r�b�l�b�� �^�_�y�d�•�� �•�a�� �\�b�f�h�]���� �s�h �k�l�Z�\�e�y�l�v�k�y�� �^�h�� �k�l�_�]�Z�g�h�k�b�k�l�_�f�b�� �i�j�b�� �€�€�� �i�h�[�m�^�h�\�•����
�H�^�g�•�}�x�� �•�a�� �g�Z�c�\�Z�`�e�b�\�•�r�b�o �\�b�f�h�]�� �}�� �a�Z�[�_�a�i�_�q�_�g�g�y�� �k�l�•�c�d�h�k�l�•�� �k�l�_�]�Z�g�h�k�b�k�l�_�f�b�� �^�h��
�Z�l�Z�d�� �i�j�h�l�b�� �\�[�m�^�h�\�Z�g�h�]�h�� �i�h�\�•�^�h�f�e�_�g�g�y���� �Z�^�`�_�� �l�Z�d�•�� �Z�l�Z�d�b�� �g�_�� �\�b�f�Z�]�Z�x�l�v�� �\�•�^��
�a�e�h�\�f�b�k�g�b�d�Z�� �h�[�r�b�j�g�b�o�� �a�g�Z�g�v�� �m�� �]�Z�e�m�a�•�� �k�l�_�]�Z�g�h�]�j�Z�n�•�€�� �l�Z�� �k�l�_�]�Z�g�h�Z�g�Z�e�•�a�Z�� �•�� �g�_��
�\�b�f�Z�]�Z�x�l�v���g�Z�y�\�g�h�k�l�•���k�i�_�p�•�Z�e�v�g�b�o���l�_�o�g�•�q�g�b�o���a�Z�k�h�[�•�\�����s�h���j�h�[�b�l�v���^�Z�g�b�c���\�b� �̂��Z�l�Z�d��
�i�j�h�k�l�b�f�� �l�Z�� �j�h�a�i�h�\�k�x�^�`�_�g�b�f. �F�_�l�h�x �j�h�[�b�l�b�� �}�� �i�•�^�\�b�s�_�g�g�y�� �_�n�_�d�l�b�\�g�h�k�l�•��
�k�l�_�]�Z�g�h�k�b�k�l�_�f�b�� �r�e�y�o�h�f�� �f�h�^�b�n�•�d�Z�p�•�€�� �f�_�l�h�^�m�� �\�b�[�h�j�m�� �d�h�g�l�_�c�g�_�j�Z�� �a�� �i�h�^�Z�g�h�€��
�k�m�d�m�i�g�h�k�l�•�� �j�h�a�j�h�[�e�_�g�h�]�h�� �Z�\�l�h�j�h�f�� �j�Z�g�•�r�_�� �s�h�� �a�Z�[�_�a�i�_�q�b�l�v�� �f�Z�d�k�b�f�Z�e�v�g�h��
�f�h�`�e�b�\�m���^�e�y���Z�g�Z�e�•�a�h�\�Z�g�b�o���a�h�[�j�Z�`�_�g�v, �Z�[�h�� �[�e�b�a�v�d�m���^�h���f�Z�d�k�b�f�Z�e�v�g�h�€���� �k�l�•�c�d�•�k�l�v��
�k�l�_�]�Z�g�h�i�h�\�•�^�h�f�e�_�g�g�y�� �^�h�� �Z�l�Z�d�� �i�j�h�l�b�� �\�[�m�^�h�\�Z�g�h�]�h�� �i�h�\�•�^�h�f�e�_�g�g�y�� �I�h�k�l�Z�\�e�_�g�Z 
�f�_�l�Z �[�m�e�Z�� �^�h�k�y�]�g�m�l�Z�� �r�e�y�o�h�f�� �f�h�^�b�n�•�d�Z�p�•�€�� �d�•�e�v�d�•�k�g�h�€�� �h�p�•�g�d�b�� �h�[�
�}�f�m�� �a�Z�o�b�s�_�g�h�€��
�•�g�n�h�j�f�Z�p�•�€���� �Z�� �k�Z�f�_�� �\�b�d�h�j�b�k�l�Z�g�g�y�f�� �\�•�^�g�h�k�g�h�]�h�� �a�g�Z�q�_�g�g�y�� �h�[�
�}�f�m�� �a�Z�o�b�s�_�g�h�€��
�•�g�n�h�j�f�Z�p�•�€�� �^�h�� �h�[�
�}�f�m�� �\�k�•�}�€�� �\�[�m�^�h�\�Z�g�h�€�� �•�g�n�h�j�f�Z�p�•�€. �J�_�a�m�e�v�l�Z�l�h�f�� �j�h�[�h�l�b�� �}��
�j�h�a�j�h�[�d�Z�� �f�h�^�b�n�•�d�Z�p�•�€�� �f�_�l�h�^�m�� �\�b�[�h�j�m�� �k�l�_�]�Z�g�h�]�j�Z�n�•�q�g�h�]�h�� �d�h�g�l�_�c�g�_�j�Z���� �s�h��
�]�h�l�h�\�b�c���^�h���i�j�Z�d�l�b�q�g�h�]�h���a�Z�k�l�h�k�m�\�Z�g�g�y�����?�n�_�d�l�b�\�g�•�k�l�v���a�Z�i�j�h�i�h�g�h�\�Z�g�h�]�h���f�_�l�h�^�m���}��
�\�b�s�h�x�� �g�•�`�� �f�_�l�h�^�m-�i�j�h�l�h�l�b�i�m���� �l�Z�� �a�Z�e�b�r�Z�}�l�v�k�y�� �\�b�k�h�d�h�x�� �g�_�a�Z�e�_�`�g�h�� �\�•�^�� �l�h�]�h����
�y�d�b�c�� �k�l�_�]�Z�g�h�f�_�l�h�^�� �q�b�� �a�[�m�j�_�g�g�y �[�m�e�b�� �\�b�d�h�j�b�k�l�Z�g�•���� �A�g�Z�q�m�s�•�k�l�v�� �j�_�a�m�e�v�l�Z�l�m��
�i�h�e�y�]�Z�}�� �m�� �i�•�^�\�b�s�_�g�•�� �a�Z�]�Z�e�v�g�h�€�� �k�l�•�c�d�h�k�l�•�� �k�l�_�]�Z�g�h�k�b�k�l�_�f�b�� �^�h�� �Z�l�Z�d�� �i�j�h�l�b��
�\�[�m�^�h�\�Z�g�h�]�h���i�h�\�•�^�h�f�e�_�g�g�y���a�Z���j�Z�o�m�g�h�d���\�b�d�h�j�b�k�l�Z�g�g�y���^�Z�g�h�]�h���f�_�l�h�^�m���^�e�y���\�b�[�h�j�m��
�k�l�_�]�Z�g�h�d�h�g�l�_�c�g�_�j�Z�� 
�D�e�x�q�h�\�•�� �k�e�h�\�Z�����k�l�_�]�Z�g�h�k�b�k�l�_�f�Z���� �k�l�_�]�Z�g�h�]�j�Z�n�•�q�g�b�c�� �f�_�l�h�^���� �k�l�•�c�d�•�k�l�v��
�k�l�_�]�Z�g�h�k�b�k�l�_�f�b���� �k�l�_�]�Z�g�h�]�j�Z�n�•�q�g�b�c�� �d�h�g�l�_�c�g�_�j���� �p�b�n�j�h�\�_�� �a�h�[�j�Z�`�_�g�g�y����
�k�b�g�]�m�e�y�j�g�•���l�j�•�c�d�b�� 

 
�<�k�l�m�i�� �< �j�_�a�m�e�v�l�Z�l�•�� �[�m�j�o�e�b�\�h�]�h�� �j�h�a�\�b�l�d�m�� �d�h�f�i�¶�x�l�_�j�g�b�o�� �l�Z�� �•�g�n�h�j�f�Z�p�•�c�g�b�o��
�l�_�o�g�h�e�h�]�•�c �i�j�h�p�_�k�b�� �h�[�f�•�g�m���� �i�_�j�_�^�Z�q�•�� �l�Z�� �a�[�_�j�_�`�_�g�g�y�� �d�h�g�n�•�^�_�g�p�•�c�g�h�€�� �•�g�n�h�j�f�Z�p�•�€��
�a�Z�c�g�y�e�b�� �\�Z�`�e�b�\�_�� �f�•�k�p�_�� �m�� �d�h�`�g�•�c�� �k�n�_�j�•�� �e�x�^�k�v�d�h�€�� �^�•�y�e�v�g�h�k�l�•���� �K�Z�f�_�� �l�h�f�m�� �i�b�l�Z�g�g�y��
�a�Z�o�b�k�l�m�� �p�•�}�€�� �•�g�n�h�j�f�Z�p�•�€�� �\�•�^�� �g�_�k�Z�g�d�p�•�h�g�h�\�Z�g�h�]�h�� �^�h�k�l�m�i�m���� �a�f�•�g�b�� �l�Z�� �k�i�h�l�\�h�j�_�g�g�y�� �}��
�g�Z�^�a�\�b�q�Z�c�g�h���\�Z�`�e�b�\�b�f�b.  
 �A�Z�j�Z�a �l�y�`�d�h�� �m�y�\�b�l�b�� �d�h�f�i�e�_�d�k�g�m�� �k�b�k�l�_�f�m�� �a�Z�o�b�k�l�m�� �•�g�n�h�j�f�Z�p�•�€�� �[�_�a��
�k�l�_�]�Z�g�h�k�b�k�l�_�f�b, �f�_�l�Z�� �y�d�h�€�� �i�j�b�� �h�j�]�Z�g�•�a�Z�p�•�€�� �d�Z�g�Z�e�m���a�\�¶�y�a�d�m�� �i�h�e�y�]�Z�}�� �m���i�j�b�o�h�\�m�\�Z�g�g�•��
�k�Z�f�h�]�h�� �n�Z�d�l�m�� �g�Z�y�\�g�h�k�l�•�� �k�_�d�j�_�l�g�h�€�� �•�g�n�h�j�f�Z�p�•�€ �r�e�y�o�h�f�� �\�[�m�^�h�\�m�\�Z�g�g�y�� �p�•�}�€��
�•�g�n�h�j�f�Z�p�•�€�� �m�� �^�_�y�d�b�c�� �•�g�n�h�j�f�Z�p�•�c�g�b�c�� �d�h�g�l�_�g�l�� �± �d�h�g�l�_�c�g�_�j���� �a�Z�a�\�b�q�Z�c�� �p�b�n�j�h�\�b�c  
[1-5]�����y�d�b�c���g�_���i�j�b�\�_�j�l�Z�}���m�\�Z�]�b. �I�•�k�e�y���\�[�m�^�h�\�b���i�j�b�o�h�\�m�\�Z�g�h�€���•�g�n�h�j�f�Z�p�•�€���h�l�j�b�f�Z�g�b�c��
�d�h�g�l�_�g�l�� �i�h�\�b�g�_�g�� �g�•�y�d�� �\�•�a�m�Z�e�v�g�h�� �g�_�� �\�•�^�j�•�a�g�y�l�b�k�y�� �\�•�^�� �d�h�g�l�_�c�g�_�j�Z���� �l�h�[�l�h�� �a�[�_�j�•�]�Z�l�b��
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�g�Z�^�•�c�g�•�k�l�v�� �k�i�j�b�c�g�y�l�l�y���� �:�e�_�� �•�a�� �j�h�a�\�b�l�d�h�f�� �l�_�o�g�h�e�h�]�•�c�� �a�Z�o�b�k�l�m�� �•�g�n�h�j�f�Z�p�•�€�� �l�Z�d�h�`��
�j�h�a�\�b�\�Z�x�l�v�k�y���•���k�i�h�k�h�[�b���h�l�j�b�f�Z�g�g�y���g�_�k�Z�g�d�p�•�h�g�h�\�Z�g�h�]�h���^�h�k�l�m�i�m���^�h���d�h�g�n�•�^�_�g�p�•�c�g�h�€��
�•�g�n�h�j�f�Z�p�•�€�����€�€���a�f�•�g�b���Z�[�h���a�g�b�s�_�g�g�y�����l�h�f�m���a�Z�\�^�Z�g�g�y���i�h�d�j�Z�s�_�g�g�y���f�_�l�h�^�•�\���i�j�b�o�h�\�Z�g�h�€��
�i�_�j�_�^�Z�q�•���^�Z�g�b�o���a�Z�e�b�r�Z�}�l�v�k�y���Z�d�l�m�Z�e�v�g�b�f���•���g�Z���k�v�h�]�h�^�g�•�r�g�•�c���^�_�g�v�� 

�I�j�h�p�_�k�� �k�l�_�]�Z�g�h�]�j�Z�n�m�\�Z�g�g�y�� �m�f�h�\�g�h�� �f�h�`�g�Z�� �j�h�a�^�•�e�b�l�b�� �g�Z�� �l�j�b�� �_�l�Z�i�b���� �\�b�[�•�j��
�d�h�g�l�_�c�g�_�j�Z���� �i�h�i�_�j�_�^�g�}�� �d�h�^�m�\�Z�g�g�y�� �•�g�n�h�j�f�Z�p�•�€���� �s�h�� �i�_�j�_�^�Z�}�l�v�k�y���� �j�_�a�m�e�v�l�Z�l�� �y�d�h�]�h��
�g�Z�^�Z�e�•���g�Z�a�b�\�Z�}�l�v�k�y���^�h�^�Z�l�d�h�\�h�x���•�g�n�h�j�f�Z�p�•�}�x�����>�1���� �•���\�[�m�^�h�\�m�\�Z�g�g�y �>�1 �m���d�h�g�l�_�c�g�_�j����
�\�� �j�_�a�m�e�v�l�Z�l�•�� �q�h�]�h�� �h�l�j�b�f�m�}�l�v�k�y�� �k�l�_�]�Z�g�h�i�h�\�•�^�h�f�e�_�g�g�y���� �D�h�g�l�_�c�g�_�j�b�� �f�h�`�m�l�v�� �[�m�l�b��
�^�\�h�o�� �l�b�i�•�\�� �± �i�h�l�h�d�h�\�•�� �Z�[�h�� �n�•�d�k�h�\�Z�g�•���� �I�h�l�h�d�h�\�•�� �d�h�g�l�_�c�g�_�j�b�� �i�j�_�^�k�l�Z�\�e�y�x�l�v�� �k�h�[�h�x��
�i�h�k�e�•�^�h�\�g�•�k�l�v�� �[�•�l�•�\���� �y�d�Z�� �i�h�k�l�•�c�g�h�� �a�f�•�g�x�}�l�v�k�y �\�� �q�Z�k�•���� �•���>�1 �\�[�m�^�h�\�m�}�l�v�k�y�� �\�� �g�b�o�� �m��
�j�_�Z�e�v�g�h�f�m���f�Z�k�r�l�Z�[�•���q�Z�k�m�����M���l�Z�d�h�f�m���\�b�i�Z�^�d�m���a�Z�\�q�Z�k�g�h���g�_�f�h�`�e�b�\�h���\�b�a�g�Z�q�b�l�b���h�[�k�y�]��
�•�g�n�h�j�f�Z�p�•�€���� �y�d�m�� �f�h�`�g�Z�� �[�m�^�_�� �\�[�m�^�m�\�Z�l�b�� �m�� �d�h�g�l�_�c�g�_�j���� �g�Z�� �\�•�^�f�•�g�m�� �\�•�^�� �n�•�d�k�h�\�Z�g�h�]�h 
�d�h�g�l�_�c�g�_�j�Z, �s�h �f�Z�} �q�•�l�d�h�� �\�b�a�g�Z�q�_�g�•�� �o�Z�j�Z�d�l�_�j�b�k�l�b�d�b���� �a�h�d�j�_�f�Z�� �j�h�a�f�•�j�b���� �K�Z�f�_�� �i�j�b��
�\�b�d�h�j�b�k�l�Z�g�g�•�� �n�•�d�k�h�\�Z�g�b�o�� �d�h�g�l�_�c�g�_�j�•�\�� �}�� �f�h�`�e�b�\�•�k�l�v�� �a�Z�\�q�Z�k�g�h�� �h�[�q�b�k�e�b�l�b�� �h�[�k�y�]��
�•�g�n�h�j�f�Z�p�•�€�����y�d�m���f�h�`�g�Z���\�[�m�^�m�\�Z�l�b���m���d�h�g�l�_�c�g�_�j���� �<�j�Z�o�h�\�m�x�q�b���p�_�����Z���l�Z�d�h�`���k�i�_�p�b�n�•�d�m��
�a�Z�^�Z�q�•���� �s�h�� �j�h�a�]�e�y�^�Z�}�l�v�k�y�� �\ �j�h�[�h�l�•���� �y�d�Z�� �a�Z�a�g�Z�q�Z�}�l�v�k�y�� �g�b�`�q�_���� �^�Z�e�•�� �j�h�a�]�e�y�^�Z�x�l�v�k�y��
�n�•�d�k�h�\�Z�g�•���d�h�g�l�_�c�g�_�j�b �± �p�b�n�j�h�\�•���a�h�[�j�Z�`�_�g�g�y�����P�A��.  

�I�j�b�� �i�h�[�m�^�h�\�•�� �k�l�_�]�Z�g�h�k�b�k�l�_�f�b�� �^�h �g�_�€�� �\�b�k�m�\�Z�}�l�v�k�y�� �j�y�^�� �\�b�f�h�], �k�_�j�_�^�� �y�d�b�o  
�a�Z�[�_�a�i�_�q�_�g�g�y�� �k�l�•�c�d�h�k�l�•�� �^�h�� �Z�l�Z�d�� �i�j�h�l�b�� �\�[�m�^�h�\�Z�g�h�]�h�� �i�h�\�•�^�h�f�e�_�g�g�y���� �g�Z�^�•�c�g�•�k�l�v��
�k�i�j�b�c�g�y�l�l�y�� �k�l�_�]�Z�g�h�i�h�\�•�^�h�f�e�_�g�g�y���� �k�l�•�c�d�•�k�l�v�� �^�h�� �k�l�_�]�Z�g�h�Z�g�Z�e�•�a�m���� �l�h�s�h�� �>6,8]. �G�Z��
�k�v�h�]�h�^�g�• �k�Z�f�_���k�l�•�c�d�•�k�l�v���k�l�_�]�Z�g�h�k�b�k�l�_�f�b���^�h���Z�l�Z�d���i�j�h�l�b���\�[�m�^�h�\�Z�g�h�]�h���i�h�\�•�^�h�f�e�_�g�g�y, 
�f�_�l�h�x�� �y�d�b�o�� �}�� �\�g�_�k�_�g�g�y�� �a�f�•�g�� �\�� �k�l�_�]�Z�g�h�i�h�\�•�^�h�f�e�_�g�g�y���� �g�Z�k�e�•�^�d�h�f�� �q�h�]�h�� �f�h�`�_�� �k�l�Z�l�b��
�k�i�h�l�\�h�j�_�g�g�y�� �Z�[�h�� �g�Z�\�•�l�v�� �i�h�\�g�_�� �a�g�b�s�_�g�g�y�� �\�[�m�^�h�\�Z�g�h�€�� �>�1�� �\�\�Z�`�Z�}�l�v�k�y�� �g�Z�c�[�•�e�v�r��
�i�j�•�h�j�b�l�_�l�g�h�x�� �p�•�e�e�x�� �g�Z�� �\�•�^�f�•�g�m�� �\�•�^�� �k�l�_�]�Z�g�h�Z�g�Z�e�•�l�b�q�g�b�o�� �Z�l�Z�d���� �y�d�•���� �y�d�� �i�j�Z�\�b�e�h����
�i�h�l�j�_�[�m�x�l�v�� �k�i�_�p�•�Z�e�v�g�b�o�� �l�_�o�g�•�q�g�b�o�� �l�Z�� �i�j�h�]�j�Z�f�g�b�o�� �a�Z�k�h�[�•�\�� �•�� �\�b�k�h�d�h�€�� �d�\�Z�e�•�n�•�d�Z�p�•�€��
�Z�l�Z�d�m�x�q�h�]�h���� �Z�l�Z�d�b �i�j�h�l�b�� �\�[�m�^�h�\�Z�g�h�]�h�� �i�h�\�•�^�h�f�e�_�g�g�y �f�h�`�m�l�v�� �i�j�h�\�h�^�b�l�b�k�v�� �[�_�a��
�k�i�_�p�b�n�•�q�g�h�]�h�� �i�j�h�]�j�Z�f�g�h�]�h�� �Z�[�h�� �l�_�o�g�•�q�g�h�]�h�� �a�Z�[�_�a�i�_�q�_�g�g�y���� �[�_�a�� �k�i�_�p�•�Z�e�v�g�h�€��
�i�•�^�]�h�l�h�\�d�b���l�Z���d�\�Z�e�•�n�•�d�Z�p�•�€ �a�e�h�\�f�b�k�g�b�d�Z, �g�Z�i�j�b�d�e�Z�^, �Z�l�Z�d�Z���k�l�b�k�g�_�g�g�y�f, �g�Z�d�e�Z�^�_�g�g�y��
�r�m�f�m�����n�•�e�v�l�j�Z�p�•�y�����P�_�� �j�h�[�b�l�v�� �l�Z�d�b�c���\�b�^���Z�l�Z�d���g�Z�^�a�\�b�q�Z�c�g�h���i�j�h�k�l�b�f���•���i�h�r�b�j�_�g�b�f�����•��
�k�Z�f�_�� �p�_�� �^�b�d�l�m�}�� �\�b�k�h�d�m�� �i�h�l�j�_�[�m�� �m�� �a�Z�[�_�a�i�_�q�_�g�g�•�� �k�l�•�c�d�h�k�l�•�� �i�j�b�o�h�\�Z�g�h�]�h��
�i�h�\�•�^�h�f�e�_�g�g�y���^�h���a�[�m�j�g�b�o���^�•�c.  

�I�j�b�� �h�j�]�Z�g�•�a�Z�p�•�€�� �i�j�b�o�h�\�Z�g�h�]�h�� �d�Z�g�Z�e�m�� �a�\�¶�y�a�d�m�� �f�h�`�m�l�v�� �[�m�l�b���\�b�d�h�j�b�k�l�Z�g�•��
�\�b�i�Z�^�d�h�\�•���� �g�Z�\�¶�y�a�Z�g�•�� �Z�[�h�� �`�� �h�[�j�Z�g�•�� �d�h�g�l�_�c�g�_�j���� �K�Z�f�_�� �h�[�j�Z�g�•�� �d�h�g�l�_�c�g�_�j�b�� �\�� �[�•�e�v�r�•�c��
�q�b�� �f�_�g�r�•�c�� �k�l�_�i�_�g�•�� �^�h�a�\�h�e�y�x�l�v�� �i�h�d�j�Z�s�b�l�b�� �\�e�Z�k�l�b�\�h�k�l�•�� �q�b�� �a�Z�^�h�\�h�e�v�g�b�l�b�� �\�b�f�h�]�b����
�s�h�� �\�b�k�m�\�Z�x�l�v�k�y�� �^�h�� �h�l�j�b�f�m�\�Z�g�h�]�h�� �k�l�_�]�Z�g�h�i�h�\�•�^�h�f�e�_�g�g�y���� �a�Z�e�b�r�Z�x�q�b�� �Z�d�l�m�Z�e�v�g�h�x��
�a�Z�^�Z�q�m���€�o���\�b�[�h�j�m�����j�h�a�\�¶�y�a�d�m���y�d�h�€���i�j�b�k�\�y�q�_�g�Z���^�Z�g�Z���j�h�[�h�l�Z.   
 �I�b�l�Z�g�g�y�f�� �n�h�j�f�m�\�Z�g�g�y�� �f�_�l�h�^�m�� �\�b�[�h�j�m�� �d�h�g�l�_�c�g�_�j�Z�� �a�� �f�_�l�h�x�� �a�Z�[�_�a�i�_�q�_�g�g�y��
�i�_�\�g�b�o���\�b�f�h�]���k�l�_�]�Z�g�h�i�h�\�•�^�h�f�e�_�g�g�y���a�Z�c�f�Z�x�l�v�k�y���[�Z�]�Z�l�h���\�q�_�g�b�o-�k�l�_�]�Z�g�h�]�j�Z�n�•�\�����L�Z�d��
�m�� �>9] �^�Z�g�•�� �d�h�g�l�_�c�g�_�j�Z�� �f�h�^�_�e�x�x�l�v�k�y�� �y�d�� �i�j�h�p�_�k�� �=�Z�m�k�Z-�F�Z�j�d�h�\�Z���� �H�k�g�h�\�g�h�x�� �p�•�e�e�x��
�\�b�k�l�m�i�Z�}���a�Z�[�_�a�i�_�q�_�g�g�y���k�l�•�c�d�h�k�l�•���k�l�_�]�Z�g�h�k�b�k�l�_�f�b���^�h���k�l�_�]�Z�g�h�Z�g�Z�e�•�a�m���� 

�M�� �j�h�[�h�l�•�� �>6�@�� �i�•�^�g�•�f�Z�}�l�v�k�y�� �i�b�l�Z�g�g�y�� �a�Z�[�_�a�i�_�q�_�g�g�y �g�Z�^�•�c�g�h�k�l�•�� �k�i�j�b�c�g�y�l�l�y��
�k�l�_�]�Z�g�h�i�h�\�•�^�h�f�e�_�g�g�y���l�Z �k�l�•�c�d�h�k�l�•�� �k�l�_�]�Z�g�h�k�b�k�l�_�f�b���^�h �k�l�_�]�Z�g�h�Z�g�Z�e�•�a�m���� �Z�e�_���i�b�l�Z�g�g�y��
�a�Z�[�_�a�i�_�q�_�g�g�y�� �k�l�•�c�d�h�k�l�•�� �^�h�� �Z�l�Z�d�� �i�j�h�l�b�� �\�[�m�^�h�\�Z�g�h�]�h�� �i�h�\�•�^�h�f�e�_�g�g�y�� �\�� �>6,7] �g�_��
�j�h�a�]�e�y�^�Z�}�l�v�k�y. 

�M�� �>��0�@�� �\�b�[�•�j�� �d�h�g�l�_�c�g�_�j�Z�� �i�j�h�\�h�^�b�l�v�k�y�� �e�b�r�_�� �^�e�y�� �h�^�g�h�]�h�� �k�l�_�]�Z�g�h�f�_�l�h�^�Z��
�;�_�g�]�Z�f�Z-�F�_�f�h�g�Z-�?�h-�X�g�]�Z���� �L�Z�d�_ �a�g�Z�q�g�_�� �h�[�f�_�`�_�g�g�y�� �^�e�y�� �a�Z�k�l�h�k�m�\�Z�g�g�y�� �p�v�h�]�h��
�f�_�l�h�^�m�� �j�h�[�b�l�v�� �c�h�]�h�� �g�_�f�h�`�e�b�\�b�f�� �^�e�y�� �j�h�a�]�e�y�^�Z�g�g�y�� �m�� �y�d�h�k�l�•�� �\�b�j�•�r�_�g�g�y�� �i�j�h�[�e�_�f�b 
�a�Z�[�_�a�i�_�q�_�g�g�y���k�l�•�c�d�h�k�l�•���k�l�_�]�Z�g�h�k�b�k�l�_�f�b���^�h���Z�l�Z�d���i�j�h�l�b���\�[�m�^�h�\�Z�g�h�]�h���i�h�\�•�^�h�f�e�_�g�g�y �\��
�p�•�e�h�f�m���� 

�M�� �j�h�[�h�l�•�� �>��1] �[�m�e�h�� �i�j�_�^�k�l�Z�\�e�_�g�h�� �f�_�l�h�^���� �s�h�� �[�Z�a�m�}�l�v�k�y�� �g�Z�� �h�k�g�h�\�•�� �i�h�g�y�l�l�y 
�h�[�k�y�]�m �a�Z�o�b�s�_�g�h�€���•�g�n�h�j�f�Z�p�•�€�����s�h���d�•�e�v�d�•�k�g�h���\�b�a�g�Z�q�Z�}���h�[�
�}�f���\�[�m�^�h�\�Z�g�h�€���•�g�n�h�j�f�Z�p�•�€����
�y�d�Z�� �}�� �a�Z�o�b�s�_�g�h�x�� �\�•�^�� �^�_�y�d�h�€�� �a�[�m�j�g�h�€�� �^�•�€�� �A�g�Z�q�g�h�x�� �i�_�j�_�\�Z�]�h�x�� �p�v�h�]�h�� �f�_�l�h�^�m�� �}��
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�\�•�^�k�m�l�g�•�k�l�v�� �h�[�f�_�`�_�g�v�� �g�Z�� �a�Z�k�l�h�k�m�\�Z�g�g�y�� �k�l�_�]�g�h�]�j�Z�n�•�q�g�b�o���Z�e�]�h�j�b�l�f�•�\�� �• �d�h�g�d�j�_�l�b�d�b��
�i�j�h�]�g�h�a�h�\�Z�g�b�o���Z�l�Z�d���� 

�M �j�h�[�h�l�•�� �>12] �a�Z�i�j�h�i�h�g�h�\�Z�g�h�� �f�_�l�h�^�� �\�b�[�h�j�m�� �k�l�_�]�Z�g�h�]�j�Z�n�•�q�g�h�]�h�� �d�h�g�l�_�c�g�_�j�Z��
�g�Z�� �h�k�g�h�\�•�� �\�\�_�^�_�g�h�€�� �d�•�e�v�d�•�k�g�h�€�� �o�Z�j�Z�d�l�_�j�b�k�l�b�d�b���� �s�h�� �o�Z�j�Z�d�l�_�j�b�a�m�}�� �h�[�
�}�f�� �•�g�n�h�j�f�Z�p�•�€����
�y�d�Z �[�m�^�_�� �i�j�Z�\�b�e�v�g�h�� �^�_�d�h�^�h�\�Z�g�Z�� �i�•�k�e�y�� �Z�l�Z�d�b�� �g�Z�� �k�l�_�]�Z�g�h�i�h�\�•�^�h�f�e�_�g�g�y, �l�Z 
�h�[�q�b�k�e�x�}�l�v�k�y�� �a�� �\�j�Z�o�m�\�Z�g�g�y�f�� �\�_�d�l�h�j�m �j�h�a�i�h�^�•�e�m�� �>�1�� �k�_�j�_�^�� �\�e�Z�k�g�b�o�� �\�_�d�l�h�j�•�\��
�k�b�f�_�l�j�b�q�g�h�€�� �f�Z�l�j�b�p�•�� �d�h�g�l�_�c�g�_�j�Z���l�Z�� �q�m�l�e�b�\�h�k�l�•�� �p�b�o���\�_�d�l�h�j�•�\�� �^�h�� �a�[�m�j�g�h�€���^�•�€���?���� �s�h��
�\�•�^�h�[�j�Z�`�Z�}���a�[�m�j�_�g�g�y���\�•�^���i�j�h�]�g�h�a�h�\�Z�g�h�€���Z�l�Z�d�b���g�Z���k�l�_�]�Z�g�h�i�h�\�•�^�h�f�e�_�g�g�y����   

�P�_�c�� �f�_�l�h�^�� �[�Z�a�m�}�l�v�k�y�� �g�Z�� �f�h�`�e�b�\�h�k�l�•�� �i�j�_�^�k�l�Z�\�e�_�g�g�y�� �k�l�_�]�Z�g�h�i�_�j�_�l�\�h�j�_�g�g�y����
�l�h�[�l�h�� �i�j�h�p�_�k�m���\�[�m�^�h�\�m�\�Z�g�g�y�� �^�h�^�Z�l�d�h�\�h�€���•�g�n�h�j�f�Z�p�•�€���� �y�d�� �^�_�y�d�h�€���Z�^�b�l�b�\�g�h�€�� �h�i�_�j�Z�p�•�€��
�g�Z�^���f�Z�l�j�b�p�_�x���P�A-�d�h�g�l�_�c�g�_�j�Z�� 

F F F� �� �'  (1) 

�^�_��F - �Q�î�Q-�f�Z�l�j�b�p�y���d�h�g�l�_�c�g�_�j�Z���� F  - �f�Z�l�j�b�p�y���K�I, �¨F - �Q�î�Q-�f�Z�l�j�b�p�y���a�[�m�j�_�g�g�y�����y�d�_ 
�\�b�g�b�d�e�h �\�� �j�_�a�m�e�v�l�Z�l�•�� �\�[�m�^�h�\�m�\�Z�g�g�y�� �>�1�� �m�� �d�h�g�l�_�c�g�_�j���� �M �j�h�[�h�l�•�� �\�\�_�^�_�g�_�� �i�h�g�y�l�l�y��
�a�Z�o�b�s�_�g�h�€���\�•�^���a�[�m�j�g�h�€���^�•�€���?���•�g�n�h�j�f�Z�p�•�€�� �^�_���?���± �f�Z�l�j�b�q�g�_���i�j�_�^�k�l�Z�\�e�_�g�g�y���a�[�m�j�g�h�€���^�•�€, 
�s�h �\�b�g�b�d�e�Z�� �\�� �i�j�h�p�_�k�•�� �Z�l�Z�d�b�� �i�j�h�l�b�� �\�[�m�^�h�\�Z�g�h�]�h�� �i�h�\�•�^�h�f�e�_�g�g�y���� �:�e�_���� �y�d�� �i�h�d�Z�a�Z�e�Z��
�i�j�Z�d�l�b�d�Z���� �f�•�`�� �h�[�
�}�f�h�f�� �a�Z�o�b�s�_�g�h�€�� �•�g�n�h�j�f�Z�p�•�€ ���A�1��, �j�h�a�j�Z�o�m�g�d�h�\�Z�� �n�h�j�f�m�e�Z�� �y�d�h�]�h��
�a�Z�i�j�h�i�h�g�h�\�Z�g�b�c�� �\�� �j�h�[�h�l�•, �•�� �h�[�k�y�]�h�f �i�j�Z�\�b�e�v�g�h�� �^�_�d�h�^�h�\�Z�g�h�€�� �•�g�n�h�j�f�Z�p�•�€ 
�k�b�k�l�_�f�Z�l�b�q�g�Z�� �\�•�^�i�h�\�•�^�g�•�k�l�v�� �\�•�^�k�m�l�g�y. �D�j�•�f�� �l�h�]�h�� �\�b�d�e�b�d�Z�}�� �k�m�f�g�•�\�b�� �^�h�p�•�e�v�g�•�k�l�v��
�\�b�d�h�j�b�k�l�Z�g�g�y�� �i�j�b�� �j�h�a�j�Z�o�m�g�d�Z�o�� �A�1�� �k�i�_�d�l�j�m�� �f�Z�l�j�b�p�•�� �d�h�g�l�_�c�g�_�j�Z�� �l�Z�� �€�€�� �\�e�Z�k�g�b�o��
�\�_�d�l�h�j�•�\���� �H�k�d�•�e�v�d�b�� �^�e�y�� �h�l�j�b�f�Z�g�g�y�� �p�b�o�� �i�Z�j�Z�f�_�l�j�•�\�� �g�_�h�[�o�•�^�g�h�� �k�i�h�q�Z�l�d�m�� �\�b�d�h�g�Z�l�b��
�i�j�h�p�_�k�� �� �k�b�f�_�l�j�b�a�Z�p�•�€�� �f�Z�l�j�b�p�•�� �d�h�g�l�_�c�g�_�j�Z���� �l�h�� �p�_�c�� �g�Z�[�•�j�� �i�Z�j�Z�f�_�l�j�•�\�� �h�^�g�h�a�g�Z�q�g�h��
�\�b�a�g�Z�q�Z�}�� �g�_�� �i�_�j�\�•�k�g�m�� �f�Z�l�j�b�p�x�� �d�h�g�l�_�c�g�_�j�Z���� �Z�� �€�€�� �k�i�_�p�b�n�•�q�g�m�� �f�h�^�b�n�•�d�Z�p�•�x���� �A��
�m�j�Z�o�m�\�Z�g�g�y�f���\�b�s�_�g�Z�\�_�^�_�g�h�]�h �m���j�h�[�h�l�•���>��3] �i�j�b�k�\�y�q�_�g�•�c �a�Z�^�Z�q�•���� �s�h���j�h�a�]�e�y�^�Z�}�l�v�k�y�� 
�p�_�c�� �g�Z�[�•�j�� �i�Z�j�Z�f�_�l�j�•�\�� �[�m�\�� �a�f�•�g�_�g�b�c���g�Z���k�m�d�m�i�g�•�k�l�v �k�b�g�]�m�e�y�j�g�b�o�� �\�_�d�l�h�j�•�\�� �•��
�k�b�g�]�m�e�y�j�g�b�o�� �q�b�k�_�e �Q�î�Q-�f�Z�l�j�b�p�•�� �d�h�g�l�_�c�g�_�j�Z F ���^�h�\�•�e�v�g�h�€�� �k�l�j�m�d�l�m�j�b������ �y�d�•�� �f�h�`�g�Z 
�h�l�j�b�f�Z�l�b �a�Z���^�h�i�h�f�h�]�h�x���g�h�j�f�Z�e�v�g�h�]�h �k�b�g�]�m�e�y�j�g�h�]�h���j�h�a�d�e�Z�^�m�� 

TF U V�  � 6 (2) 
�^�_�� �8���� �9��- �h�j�l�h�]�h�g�Z�e�v�g�•���Q�î�Q-�f�Z�l�j�b�p�•���� �k�l�h�\�i�p�•�� �y�d�b�o��, , i �  ���� �}�� �e�•�\�b�f�b�� �l�Z��
�i�j�Z�\�b�f�b�� �k�b�g�]�m�e�y�j�g�b�f�b�� �\�_�d�l�h�j�Z�f�b�� ���K�G�<) �\�•�^�i�h�\�•�^�g�h���� �i�j�b�� �p�v�h�f�m�� �e�•�\�•�� �K�G�<��
�^�h�^�Z�l�d�h�\�h�� �}�� �e�_�d�k�b�d�h�]�j�Z�n�•�q�g�h�� �^�h�^�Z�l�g�b�f�b; �6 �  diag��  ,..., ��,  �t ... �t  �t 0 �± 
�k�b�g�]�m�e�y�j�g�•�� �q�b�k�e�Z�� ���K�G�Q) F. �K�G�Q�� �^�h�\�•�e�v�g�h�€��F���� �y�d�� �•�� �\�e�Z�k�g�•�� �a�g�Z�q�_�g�g�y �k�b�f�_�l�j�b�q�g�h�€��
�f�Z�l�j�b�p�•�����}���^�h�[�j�_���h�[�m�f�h�\�e�_�g�b�f�b���q�_�j�_�a���k�i�•�\�\�•�^�g�h�r�_�g�g�y���>�����@�� 

2
max ( ) ( )i i iF F E E� V � V�� �� �d  (3) 

�^�_  �± �k�i�_�d�l�j�Z�e�v�g�Z�� �f�Z�l�j�b�q�g�Z�� �g�h�j�f�Z���� �?�� �± �Q�î�Q�� �f�Z�l�j�b�p�y�� �a�[�m�j�_�g�g�y���� �f�•�j�h�x�� �`��
�q�m�l�e�b�\�h�k�l�•���^�h���a�[�m�j�_�g�v �K�G�<  �^�h�k�•���\�\�Z�`�Z�e�Z�k�y���\�•�^�h�d�j�_�f�e�_�g�•�k�l�v 

( , ) mini j i jsvdgap i F � V � V�z�  � � (4) 

�\�•�^�i�h�\�•�^�g�h�]�h���K�G�Q�� �a�]�•�^�g�h���a �n�h�j�f�m�e�h�x: 

2
sin 2 2 / ( , )i E svdgap i F�T �d  (5) 

�^�_��  - �d�m�l�� �i�h�\�h�j�h�l�m�� �\�� �j�_�a�m�e�v�l�Z�l�•�� �a�[�m�j�g�h�€���^�•�€�� �?���� �H�q�_�\�b�^�g�h���� �s�h�� �k�i�•�\�\�•�^�g�h�r�_�g�g�y��
(5) �^�Z�}�� �h�p�•�g�d�m���a�\�_�j�o�m���^�e�y�� �d�m�l�Z�� �l�•�e�v�d�b�� �l�h�^�•���� �d�h�e�b���c�h�]�h�� �i�j�Z�\�Z���q�Z�k�l�b�g�Z�� �f�_�g�r�_�� �q�b��
�^�h�j�•�\�g�x�}�� ������ �1�g�Z�d�r�_�� �i�h�\�_�^�•�g�d�Z�� �\�_�d�l�h�j�Z�� �i�•�k�e�y�� �Z�l�Z�d�b�� �g�_�i�_�j�_�^�[�Z�q�m�\�Z�g�Z�� �>�e�y��
�\�b�a�g�Z�q�_�g�g�y���©�d�h�g�l�j�h�e�v�h�\�Z�g�b�o�ª�� �n�h�j�f�Z�e�v�g�b�o���i�Z�j�Z�f�_�l�j�•�\�����K�G�<�����\ [13] �[�m�e�h���\�\�_�^�_�g�h��
�i�h�g�y�l�l�y���K�G�Q�� �f�Z�l�j�b�p�•���)�����y�d�_ �f�Z�}���^�h�k�l�Z�l�g�x���\�•�^�h�d�j�_�f�e�_�g�•�k�l�v�� �s�h�^�h���a�[�m�j�g�h�€���^�•�€�� �(. 
�>�e�y���l�Z�d�h�]�h���K�G�Q���f�Z�}���f�•�k�p�_���k�i�•�\�\�•�^�g�h�r�_�g�g�y�� 

2
( , ) 2svdgap i F E�t  (6) 

�i�j�b���p�v�h�f�m���\�•�^�i�h�\�•�^�g�b�c���K�G�<�� �g�Z�a�b�\�Z�}�l�v�k�y���a�Z�o�b�s�_�g�b�f���\�•�^���a�[�m�j�g�h�€���^�•�€���?�� 
 �>�e�y�� �n�h�j�f�m�\�Z�g�g�y�� �f�_�l�h�^�m�� �\�b�[�h�j�m�� �d�h�g�l�_�c�g�_�j�Z�� �a�� �k�m�d�m�i�g�h�k�l�•�� �^�Z�g�b�o���� �s�h��
�a�Z�[�_�a�i�_�q�b�l�v�� �f�Z�d�k�b�f�Z�e�v�g�m�� ���[�e�b�a�v�d�m�� �^�h�� �f�Z�d�k�b�f�Z�e�v�g�h�€���� �k�l�•�c�d�•�k�l�v�� �\�•�^�i�h�\�•�^�g�h�]�h��
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�k�l�_�]�Z�g�h�i�h�\�•�^�h�f�e�_�g�g�y�� �^�h�� �Z�l�Z�d�� �i�j�h�l�b�� �\�[�m�^�h�\�Z�g�h�]�h�� �i�h�\�•�^�h�f�e�_�g�g�y, �\��[13�@�� �[�m�e�h��
�\�\�_�^�_�g�_�� �i�h�g�y�l�l�y�� �i�h�e�y���� �s�h�� �a�Z�o�b�s�_�g�_�� �\�•�^ �a�[�m�j�_�g�g�y �?���� �y�d�_ �y�\�e�y�}�� �k�h�[�h�x�� �k�m�f�m��
�h�^�g�h�j�Z�g�]�h�\�b�o�� �f�Z�l�j�b�p�v���� �d�h�`�g�Z�� �a�� �y�d�b�o�� �\�•�^�i�h�\�•�^�Z�}�� �k�b�g�]�m�e�y�j�g�•�c�� �l�j�•�c�p�•���� ��iii v,u,�V  �^�_ 
�K�G�Q �f�Z�} �^�h�k�l�Z�l�g�x�� �\�•�^�h�d�j�_�f�e�_�g�•�k�l�v���k�l�h�k�h�\�g�h �a�[�m�j�_�g�g�y �?���� �l�h�[�l�h �} �f�Z�e�h�j�Z�g�]�h�\�h�x��
�Z�i�j�h�d�k�b�f�Z�p�•�}�x�� �f�Z�l�j�b�p�•�� �d�h�g�l�_�c�g�_�j�Z���� �H�i�b�j�Z�x�q�b�k�v�� �g�Z�� �p�_�����[�m�e�h�� �a�Z�i�j�h�i�h�g�h�\�Z�g�h 
�n�h�j�f�m�e�m�� �^�e�y�� �h�[�q�b�k�e�_�g�g�y�� �h�[�
�}�f�m�� �a�Z�o�b�s�_�g�h�€�� �\�•�^�� �?�� �•�g�n�h�j�f�Z�p�•�€�� �y�d�Z�� �k�l�Z�e�Z�� �h�k�g�h�\�h�x��
�\�•�^�i�h�\�•�^�g�h�]�h���f�_�l�h�^�m: 

1 1

m mT T
k k k k k k

k k

S u v u v� V � V
�  �  

� �˜ �˜ �� �˜ �˜� ¦ � ¦ (7) 

�^�_��m �± �f�Z�d�k�b�f�Z�e�v�g�b�c���•�g�^�_�d�k���k�_�j�_�^���K�G�Q��F �����y�d�•���f�Z�x�l�v���^�h�k�l�Z�l�g�x���i�h���\�•�^�g�h�r�_�g�g�x���^�h��
�?�� �\�•�^�h�d�j�_�f�e�_�g�•�k�l�v, �� ��iii v,u,�V  - �k�b�g�]�m�e�y�j�g�•�� �l�j�•�c�d�b�� �f�Z�l�j�b�p�•�� �k�l�_�]�Z�g�h�i�h�\�•�^�h�f�e�_�g�g�y��  
�N�h�j�f�m�e�Z��(7) �y�\�e�y�}�� �k�h�[�h�x�� �•�g�n�h�j�f�Z�p�•�x���� �s�h�� �[�m�e�Z�� �\�[�m�^�h�\�Z�g�Z�� �m�� �a�Z�o�b�s�_�g�_�� �i�h�e�_��
�d�h�g�l�_�c�g�_�j�Z���•���\�b�a�g�Z�q�Z�}�l�v�k�y �y�d�� �j�•�a�g�b�p�y�� �f�Z�e�h�j�Z�g�]�h�\�b�o�� �Z�i�j�h�d�k�b�f�Z�p�•�c�� �f�Z�l�j�b�p�•��
�d�h�g�l�_�c�g�_�j�Z���l�Z���k�l�_�]�Z�g�h�i�h�\�•�^�h�f�e�_�g�g�y. 

�A�Z�i�j�h�i�h�g�h�\�Z�g�b�c���\���>��3] �f�_�l�h�^ �}���_�n�_�d�l�b�\�g�•�r�b�f���a�Z���g�Z�y�\�g�•���Z�g�Z�e�h�]�b�����Z�e�_���\�•�g���g�_��
�]�Z�j�Z�g�l�m�}�� �k�b�k�l�_�f�Z�l�b�q�g�h�� �\�b�[�•�j�� �d�h�g�l�_�c�g�_�j�Z���� �s�h�� �a�Z�[�_�a�i�_�q�m�}�� �f�Z�d�k�b�f�Z�e�v�g�h�� �f�h�`�e�b�\�m 
�k�l�•�c�d�•�k�l�v���\�•�^�i�h�\�•�^�g�h�]�h �k�l�_�]�Z�g�h�i�h�\�•�^�h�f�e�_�g�g�y���^�h���a�[�m�j�_�g�v.  
�F�_�l�Z �k�l�Z�l�l�•�� �l�Z�� �i�h�k�l�Z�g�h�\�d�Z�� �^�h�k�e�•�^�`�_�g�v�� �F�_�l�h�x �j�h�[�h�l�b�� �}�� �i�•�^�\�b�s�_�g�g�y��
�_�n�_�d�l�b�\�g�h�k�l�• �k�l�_�]�Z�g�h�k�b�k�l�_�f�b�� �r�e�y�o�h�f�� �f�h�^�b�n�•�d�Z�p�•�€�� �f�_�l�h�^�m�� �\�b�[�h�j�m�� �d�h�g�l�_�c�g�_�j�Z �a��
�i�h�^�Z�g�h�€���k�m�d�m�i�g�h�k�l�•�����a�Z�i�j�h�i�h�g�h�\�Z�g�h�]�h���\���>��3]. 

�I�•�^�� �_�n�_�d�l�b�\�g�•�k�l�x �k�l�_�]�Z�g�h�k�b�k�l�_�f�b�� �j�h�a�m�f�•�}�l�v�k�y�� �€�€�� �k�l�•�c�d�•�k�l�v�� �^�h�� �Z�l�Z�d�� �i�j�h�l�b��
�\�[�m�^�h�\�Z�g�h�]�h�� �i�h�\�•�^�h�f�e�_�g�g�y���� �s�h�� �d�•�e�v�d�•�k�g�h�� �h�p�•�g�x�}�l�v�k�y�� �a�g�Z�q�_�g�g�y�f�� �d�h�_�n�•�p�•�}�g�l�Z��
�d�h�j�_�e�y�p�•�€�� �1�&�� �f�•�`�� �\�[�m�^�h�\�Z�g�h�x�� �>�1���� �s�h�� �i�j�_�^�k�l�Z�\�e�y�}�� �[�•�g�Z�j�g�m�� �i�h�k�e�•�^�h�\�g�•�k�l�v��

���� �l�Z�� �^�_�d�h�^�h�\�Z�g�h�x�� ���� �>�1��
[23]:  

1

t

i i
i

p p
NC

t
� 

� c � c�u
� 

�¦
 

(8) 

�^�_��  �y�d�s�h�� �����•����  �y�d�s�h�� . 
�>�e�y���^�h�k�y�]�g�_�g�g�y���i�h�k�l�Z�\�e�_�g�h�€���f�_�l�b���\���j�h�[�h�l�•���j�h�a�\�¶�y�a�m�x�l�v�k�y���g�Z�k�l�m�i�g�•���a�Z�^�Z�q�•: 

1. �F�h�^�b�n�•�d�m�\�Z�l�b���d�•�e�v�d�•�k�g�m���h�p�•�g�d�m���h�[�
�}�f�m���a�Z�o�b�s�_�g�h�€���•�g�n�h�j�f�Z�p�•�€�����s�h���}���h�k�g�h�\�h�x���^�e�y��
�f�h�^�b�n�•�d�Z�p�•�€���f�_�l�h�^�m���>��3] �\�b�[�h�j�m���k�l�_�]�Z�g�h�]�j�Z�n�•�q�g�h�]�h���d�h�g�l�_�c�g�_�j�Z; 
2. �I�j�h�\�_�k�l�b�� �h�p�•�g�d�m�� �_�n�_�d�l�b�\�g�h�k�l�•���� �a�h�d�j�_�f�Z�� �i�h�j�•�\�g�y�e�v�g�m���� �f�h�^�b�n�•�d�h�\�Z�g�h�]�h�� �f�_�l�h�^�m��
�\�b�[�h�j�m���d�h�g�l�_�c�g�_�j�Z�� 

�H�[�¶�}�d�l�h�f �^�h�k�e�•�^�`�_�g�g�y�� �}�� �i�j�h�p�_�k�b�� �a�Z�[�_�a�i�_�q�_�g�g�y�� �i�_�\�g�b�o�� �o�Z�j�Z�d�l�_�j�b�k�l�b�d 
�k�l�_�]�Z�g�h�i�h�\�•�^�h�f�e�_�g�v �i�j�b���h�j�]�Z�g�•�a�Z�p�•�€���i�j�b�o�h�\�Z�g�h�]�h���d�Z�g�Z�e�m���a�\�¶�y�a�d�m. 

�I�j�_�^�f�_�l�h�f �^�h�k�e�•�^�`�_�g�g�y�� �}���f�_�l�h�^�b���\�b�[�h�j�m���d�h�g�l�_�c�g�_�j�Z���a���a�Z�^�Z�g�h�€���k�d�•�g�q�_�g�g�h�€��
�k�m�d�m�i�g�h�k�l�•�� �f�h�`�e�b�\�b�o���� �y�d�h�f�m�� �\�•�^�i�h�\�•�^�Z�}�� �k�l�_�]�Z�g�h�i�h�\�•�^�h�f�e�_�g�g�y���� �s�h�� �f�Z�}��
�f�Z�d�k�b�f�Z�e�v�g�h���f�h�`�e�b�\�m���[�e�b�a�v�d�m���^�h���f�Z�d�k�b�f�Z�e�v�g�h���f�h�`�e�b�\�h�€���k�l�•�c�d�•�k�l�v���^�h���Z�l�Z�d���i�j�h�l�b��
�\�[�m�^�h�\�Z�g�h�]�h���i�h�\�•�^�h�f�e�_�g�g�y�� 
�H�k�g�h�\�g�Z���q�Z�k�l�b�g�Z. �H�k�d�•�e�v�d�b���[�m�^�v-�y�d�_���k�l�_�]�Z�g�h�i�_�j�_�l�\�h�j�_�g�g�y���f�h�`�g�Z���i�j�_�^�k�l�Z�\�b�l�b���y�d��
�^�_�y�d�_���a�[�m�j�_�g�g�y�� �f�Z�l�j�b�p�•�� �P�A-�d�h�g�l�_�c�g�_�j�Z���a�]�•�^�g�h�� �•�a���n�h�j�f�m�e�h�x�� ���������� �l�h�� �n�h�j�f�Z�e�v�g�h���>�1, 
�y�d�Z�� �\�[�m�^�h�\�m�}�l�v�k�y���� �f�h�`�g�Z�� �i�j�_�^�k�l�Z�\�b�l�b�� �m�� �\�b�]�e�y�^�•�� �f�Z�l�j�b�p�•�� �a�[�m�j�_�g�g�y F�' ���� �l�Z��
�\�b�j�Z�o�m�\�Z�l�b���a�Z���n�h�j�f�m�e�h�x�� 

FFF ��� �'  (9) 

�^�_��F �± �f�Z�l�j�b�p�y�� �P�A���d�h�g�l�_�c�g�_�j�Z����F - �f�Z�l�j�b�p�y�� �P�A�� �k�l�_�]�Z�g�h�i�h�\�•�^�h�f�e�_�g�g�y���� �H�q�_�\�b�^�g�h����
�s�h���\���a�Z�]�Z�e�v�g�h�f�m���\�b�i�Z�^�d�m���g�Z�\�•�l�v���i�j�b���h�^�g�•�c���•���l�•�c���k�Z�f�•�c���>�1�����y�d�Z���\�[�m�^�h�\�m�}�l�v�k�y���h�^�g�b�f���•��
�l�b�f�� �k�Z�f�b�f�� �k�l�_�]�Z�g�h�f�_�l�h�^�h�f�����Z�e�_���\�� �j�•�a�g�•���P�A-�d�h�g�l�_�c�g�_�j�b�����n�h�j�f�Z�e�v�g�_���i�j�_�^�k�l�Z�\�e�_�g�g�y��
�>�1�����s�h���h�l�j�b�f�m�}�l�v�k�y���a�Z���^�h�i�h�f�h�]�h�x��(9)�����[�m�^�_���j�•�a�g�b�f. 



�1�G�N�H�J�F�:�L�B�D�:���L�:���F�:�L�?�F�:�L�B�Q�G�1���F�?�L�H�>�B���<���F�H�>�?�E�X�<�:�G�G�1���’�������������’���L�h�f��13�����‹ 3-4 

315 

 �M �f�_�l�h�^�•���� �s�h�� �i�j�_�^�k�l�Z�\�e�_�g�b�c�� �m �j�h�[�h�l�•�� �>��3]���� �a�]�•�^�g�h���^�h�� �n�h�j�f�m�e�b��(7) �h�[�
�}�f�� �A�1��
�\�b�j�Z�o�h�\�m�}�l�v�k�y�� �y�d���g�h�j�f�Z�� �f�Z�l�j�b�p�•�� �j�•�a�g�b�p�•�� �f�Z�e�h�j�Z�g�]�h�\�b�o���Z�i�j�h�d�k�b�f�Z�p�•�c�� �f�Z�l�j�b�p�v���P�A��
�d�h�g�l�_�c�g�_�j�Z���l�Z���k�l�_�]�Z�g�h�i�h�\�•�^�h�f�e�_�g�g�y�����Z���p�_���a�g�Z�q�b�l�v�����s�h���g�Z���h�[�
�}�f���A�1���\�i�e�b�\�Z�}���g�_���e�b�r�_��
�d�•�e�v�d�•�k�l�v�� �K�G�Q���� �s�h�� �f�Z�x�l�v�� �^�h�k�l�Z�l�g�x�� �\�•�^�h�d�j�_�f�e�_�g�•�k�l�v�� �i�h�� �\�•�^�g�h�r�_�g�g�x�� �^�h�� �a�[�m�j�g�h�€��
�^�•�€���� �s�h�� �a�Z�^�h�\�h�e�v�g�y�}�� �k�i�•�\�\�•�^�g�h�r�_�g�g�y��(6)���� �Z�e�_�� �c�� �a�[�m�j�_�g�g�y���� �s�h�� �f�Z�l�j�b�p�y�� �d�h�g�l�_�c�g�_�j�Z��
�h�l�j�b�f�m�}���\�g�Z�k�e�•�^�h�d���\�[�m�^�h�\�m�\�Z�g�g�y���>�1���� 

�D�j�•�f�� �l�h�]�h���� �i�h�g�y�l�l�y�� �^�h�k�l�Z�l�g�v�h�€�� �\�•�^�h�d�j�_�f�e�_�g�h�k�l�•�� �K�G�Q��(6)���� �Z�� �l�Z�d�h�`��
�\�•�^�i�h�\�•�^�g�h�]�h�� �a�Z�o�b�s�_�g�h�]�h�� �K�G�<�� �\�\�h�^�b�l�v�k�y�� �i�h�� �\�•�^�g�h�r�_�g�g�x�� �^�h�� �a�[�m�j�_�g�g�y �?����
�<�b�d�h�j�b�k�l�h�\�m�\�Z�g�Z�� �d�•�e�v�d�•�k�g�Z�� �h�p�•�g�d�Z�� �a�[�m�j�_�g�g�y���� �y�d�_ �k�d�j�•�a�v�� ��(3), (5), (6)���� �n�•�]�m�j�m�}�� �m��
�\�b�]�e�y�^�•�� �f�Z�l�j�b�q�g�h�€�� �g�h�j�f�b

2
E ���� �[�m�^�_�� �a�Z�e�_�`�Z�l�b �\�•�^�� �j�h�a�f�•�j�m�� �f�Z�l�j�b�p�•�� �?���� �l�h�[�l�h�� �\�•�^��

�j�h�a�f�•�j�m���f�Z�l�j�b�p�•���P�A-�d�h�g�l�_�c�g�_�j�Z�����q�b�f���[�•�e�v�r�_�� �j�h�a�f�•�j���f�Z�l�j�b�p�•���� �l�b�f���[�•�e�v�r�_��
2

E �����s�h��

�i�•�^�l�\�_�j�^�`�m�}�l�v�k�y�� �j�_�a�m�e�v�l�Z�l�Z�f�b�� �h�[�q�b�k�e�x�\�Z�e�v�g�h�]�h�� �_�d�k�i�_�j�b�f�_�g�l�m���� �g�Z�\�_�^�_�g�b�f�b�� �g�Z��
�j�b�k��1. 

 
�J�b�k��1. �A�Z�e�_� �̀g�•�k�l�v��

2
E  �\�•�^�� �j�h�a�f�•�j�m�� �f�Z�l�j�b�p�•�� �P�A���� �d�h�e�b�� �?�� �\�•�^�i�h�\�•�^�Z�}���� ���� �± �k�l�b�k�d�m�� �P�A�� �a��

�\�l�j�Z�l�Z�f�b�� �a�� �� �4�)� �������� ���� �± �g�Z�d�e�Z�^�Z�g�g�x�� �]�Z�m�k�k�•�\�k�v�d�h�]�h�� �r�m�f�m�� �a�� �g�m�e�v�h�\�b�f�� �f�Z�l�_�f�Z�l�b�q�g�b�f��
�h�q�•�d�m�\�Z�g�g�y�f���•���'� �������������������± �g�Z�d�e�Z�^�Z�g�g�x���i�m�Z�k�k�h�g�•�\�k�v�d�h�]�h���r�m�f�m 

 
�:�e�_�� �`�� �d�h�g�d�j�_�l�b�d�Z�� �a�[�m�j�_�g�g�y���� �o�Z�j�Z�d�l�_�j�b�k�l�b�d�b�� �Z�l�Z�d�b�� �i�j�h�l�b�� �\�[�m�^�h�\�Z�g�h�]�h��

�i�h�\�•�^�h�f�e�_�g�g�y�� ���k�l�b�k�d�m���a�� �\�l�j�Z�l�Z�f�b���� �g�Z�d�e�Z�^�Z�g�g�y�� �r�m�f�m���� �n�•�e�v�l�j�Z�p�•�y���� �j�h�a�f�b�l�l�y�� �l�h�s�h������
�l�h�[�l�h�� �€�€�� �\�b�^���� �\�e�Z�k�l�b�\�h�k�l�•���� �a�h�d�j�_�f�Z�� �©�k�b�e�Z�ª���� �g�•�y�d�� �g�_�� �a�Z�e�_�`�b�l�v�� �\�•�^�� �j�h�a�f�•�j�m�� �l�h�]�h��
�d�h�g�l�_�g�l�m�����g�Z���y�d�b�c���\�h�g�Z���k�i�j�y�f�h�\�Z�g�Z�����a�h�d�j�_�f�Z���P�A�����Z���\�b�a�g�Z�q�Z�x�l�v�k�y���i�Z�j�Z�f�_�l�j�Z�f�b���p�•�}�€��
�a�[�m�j�_�g�g�y ���d�h�_�n�•�p�•�}�g�l�h�f�� �y�d�h�k�l�•���4�)���± �k�l�b�k�d���a���\�l�j�Z�l�Z�f�b�����f�Z�l�_�f�Z�l�b�q�g�b�f���h�q�•�d�m�\�Z�g�g�y�f��
�•���^�b�k�i�_�j�k�•�}�x���± �g�Z�d�e�Z�^�Z�g�g�y���r�m�f�m���l�h�s�h����  

�K�G�Q���a���^�h�k�l�Z�l�g�v�h�x���\�•�^�h�d�j�_�f�e�_�g�•�k�l�x�� �± �p�_��m �g�Z�c�[�•�e�v�r�b�o���a�Z���a�g�Z�q�_�g�g�y�f�� �K�G�Q 
[13�@���� �A�[�•�e�v�r�_�g�g�y�� �j�h�a�f�•�j�m�� �P�A���� �y�d�� �i�j�Z�\�b�e�h���� �i�j�b�\�h�^�b�l�v�� �^�h�� �a�[�•�e�v�r�_�g�g�y�� �a�g�Z�q�_�g�g�y��
�f�Z�d�k�b�f�Z�e�v�g�b�o���K�G�Q�����>�•�c�k�g�h���� �_�g�_�j�]�•�y��N(F) �P�A���a���Q�î�Q-�f�Z�l�j�b�p�_�x��F �a�� �_�e�_�f�_�g�l�Z�f�b��ijf  

�f�h�`�_���[�m�l�b���h�[�q�b�k�e�_�g�Z���m���\�•�^�i�h�\�•�^�g�h�k�l�•���a���n�h�j�f�m�e�h�x [13]: 
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�A�•���a�j�h�k�l�Z�g�g�y�f��n �l�j�_�g�^�h�f�� �l�m�l���[�m�^�_���a�j�h�k�l�Z�g�g�y���¦
� 

n

j,i
ijf

1

2  �•�����y�d���\�b�l�•�d�Z�}���a �n�h�j�f�m�e�b��

(10)���� �a�j�h�k�l�Z�g�g�y��N(F������ �Z���� �\�j�Z�o�h�\�m�x�q�b�� �k�i�•�\�\�•�^�g�h�r�_�g�g�y�� �f�•�`�� �K�G�Q�� �f�Z�l�j�b�p�•��
�h�j�b�]�•�g�Z�e�v�g�h�]�h���P�A�����Z���k�Z�f�_���� n... �V�t�t�V�!�!�V 21 �����h�q�•�d�m�\�Z�g�b�f���}���a�[�•�e�v�r�_�g�g�y���g�Z�c�[�•�e�v�r�b�o��
�K�G�Q��F���� �P�•�� �a�f�•�g�b�� �g�•�y�d�� �g�_�� �i�h�\�¶�y�a�Z�g�•�� �a�� �i�j�h�p�_�k�h�f���� �s�h�� �j�h�a�]�e�y�^�Z�}�l�v�k�y���� �l�h�[�l�h�� �a�•��
�a�[�m�j�_�g�g�y�f�b���� �s�h�� �a�Z�k�l�h�k�h�\�m�x�l�v�k�y�� �^�h�� �a�h�[�j�Z�`�_�g�v�� �\�� �i�j�h�p�_�k�•�� �k�l�_�]�Z�g�h�i�_�j�_�l�\�h�j�_�g�v�� �l�Z��
�Z�l�Z�d�� �i�j�h�l�b�� �\�[�m�^�h�\�Z�g�h�]�h�� �i�h�\�•�^�h�f�e�_�g�g�y���� �Z�e�_�� �\�h�g�b�� �\�•�^�•�[�¶�x�l�v�k�y�� �i�_�\�g�b�f�� �q�b�g�h�f�� �g�Z��
�k�d�e�Z�^�h�\�b�o���n�h�j�f�m�e�b��(7). 
�A�� �m�j�Z�o�m�\�Z�g�g�y�f�� �\�b�s�_�g�Z�\�_�^�_�g�h�]�h�� �d�h�j�_�d�l�g�_�� �\�b�d�h�j�b�k�l�Z�g�g�y�� �n�h�j�f�m�e�b��(7) �^�e�y��
�i�h�j�•�\�g�y�g�g�y�� �\�e�Z�k�l�b�\�h�k�l�_�c�� �d�h�g�l�_�c�g�_�j�•�\�� �\�� �h�^�g�Z�d�h�\�b�o�� �m�f�h�\�Z�o�� �€�o�� �\�b�d�h�j�b�k�l�Z�g�g�y��
�\�b�f�Z�]�Z�}�����d�j�•�f���•�g�r�h�]�h�����l�h�]�h�����s�h�[���\�k�•���P�A�����s�h���i�j�_�l�_�g�^�m�x�l�v���g�Z���j�h�e�v���d�h�g�l�_�c�g�_�j�Z�����f�Z�e�b��
�h�^�g�Z�d�h�\�•���j�h�a�f�•�j�b�����Z�e�_���g�Z���i�j�Z�d�l�b�p�•���p�_�����y�d���i�j�Z�\�b�e�h�����g�_���\�b�d�h�g�m�}�l�v�k�y�� 

�>�e�y�� �a�f�_�g�r�_�g�g�y�� �\�i�e�b�\�m�� �g�Z�\�_�^�_�g�b�o�� �g�_�]�Z�l�b�\�g�b�o�� �n�Z�d�l�h�j�•�\�� �i�j�h�i�h�g�m�}�l�v�k�y��
�f�h�^�b�n�•�d�m�\�Z�l�b���j�h�a�j�Z�o�m�g�d�h�\�m���n�h�j�f�m�e�m��(7) �h�[�¶�}�f�m���A�1 �g�Z�k�l�m�i�g�b�f���q�b�g�h�f���� 
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 (11) 

�N�h�j�f�m�e�Z��(11) �a�Z�� �a�f�•�k�l�h�f�� �m�f�h�\�g�h�� �g�Z�^�Z�}�� �\�•�^�g�h�k�g�m�� �d�•�e�v�d�•�k�l�v �A�1�� �\�•�^�g�h�k�g�h�� �>�1�� �\�� �€�€��
�d�h�g�d�j�_�l�g�h�f�m�� �^�e�y�� �^�Z�g�h�]�h�� �P�A�� �i�j�_�^�k�l�Z�\�e�_�g�g�• �•�� �}�� �h�k�g�h�\�h�x�� �^�e�y�� �f�h�^�b�n�•�d�h�\�Z�g�h�]�h��
�f�_�l�h�^�m���\�b�[�h�j�m���d�h�g�l�_�c�g�_�j�Z�����s�h���a�Z�[�_�a�i�_�q�m�}���f�Z�d�k�b�f�Z�e�v�g�m���[�e�b�a�v�d�m���^�h���f�Z�d�k�b�f�Z�e�v�g�h�€��
�k�l�•�c�d�•�k�l�v�� �\�•�^�i�h�\�•�^�g�h�]�h�� �k�l�_�]�Z�g�h�i�h�\�•�^�h�f�e�_�g�g�y�� �^�h�� �Z�l�Z�d�� �i�j�h�l�b�� �\�[�m�^�h�\�Z�g�h�]�h��
�i�h�\�•�^�h�f�e�_�g�g�y�����h�k�g�h�\�g�•���d�j�h�d�b���y�d�h�]�h���g�Z�k�l�m�i�g�•. 
 �G�_�o�Z�c��K �± �a�Z�^�Z�g�Z�� �f�g�h�`�b�g�Z�� �P�A-�d�h�g�l�_�c�g�_�j�•�\���� �a�� �y�d�b�o�� �\�•�^�[�m�\�Z�}�l�v�k�y�� �\�b�[�•�j����

1 2, ...
l

p p p  - �[�•�g�Z�j�g�Z�� �i�h�k�e�•�^�h�\�g�•�k�l�v�� �± �j�_�a�m�e�v�l�Z�l�� �i�h�i�_�j�_�^�g�v�h�]�h�� �d�h�^�m�\�Z�g�g�y��

�i�h�\�•�^�h�f�e�_�g�g�y�����s�h���i�_�j�_�k�b�e�Z�}�l�v�k�y����MS - �h�[�j�Z�g�b�c �^�e�y���a�Z�k�l�h�k�m�\�Z�g�g�y���>�1���k�l�_�]�Z�g�h�f�_�l�h�^����
�? �± �n�h�j�f�Z�e�v�g�_�� �i�j�_�^�k�l�Z�\�e�_�g�g�y �i�_�j�_�^�[�Z�q�m�\�Z�g�h�€�� �Z�l�Z�d�b�� �i�j�h�l�b�� �\�[�m�^�h�\�Z�g�h�]�h��
�i�h�\�•�^�h�f�e�_�g�g�y��  

�D�j�h�d���������>�e�y���d�h�`�g�h�]�h���P�A��F K�• : 
1.1. �<�b�d�h�g�Z�l�b�� �\�[�m�^�h�\�m�\�Z�g�g�y�� �>�1��1 2, ...

l
p p p  �a�Z�� �^�h�i�h�f�h�]�h�x�� �\�b�[�j�Z�g�h�]�h 

�k�l�_�]�Z�g�h�]�j�Z�n�•�q�g�h�]�h���f�_�l�h�^�m��MS  �\���d�h�g�l�_�c�g�_�j��F�����J�_�a�m�e�v�l�Z�l���± �K�I���a���f�Z�l�j�b�p�_�x��F ; 
1.2. �I�h�[�m�^�m�\�Z�l�b���g�h�j�f�Z�e�v�g�_ �k�b�g�]�m�e�y�j�g�_���j�h�a�d�e�Z�^�Z�g�g�y�����������^�e�y��F; 
1.3. �<�b�a�g�Z�q�b�l�b���\�•�^�h�d�j�_�f�e�_�g�h�k�l�•��(4) �^�e�y���h�l�j�b�f�Z�g�b�o���K�G�Q�� 
1.4. �<�b�a�g�Z�q�b�l�b���f�g�h�`�b�g�m��M �•�g�^�_�d�k�•�\���K�G�Q���a���^�h�k�l�Z�l�g�v�h�x���\�•�^�h�d�j�_�f�e�_�g�•�k�l�x��

�i�h���\�•�^�g�h�r�_�g�g�x���^�h���a�[�m�j�_�g�g�y E; 
1.5. �I�h�[�m�^�m�\�Z�l�b���g�h�j�f�Z�e�v�g�_���k�b�g�]�m�e�y�j�g�_���j�h�a�d�e�Z�^�Z�g�g�y�����������^�e�y��F ; 
1.6. �<�b�j�Z�o�m�\�Z�l�b���\�•�^�g�h�k�g�_���a�g�Z�q�_�g�g�y���h�[�
�}�f�m���A�1��S �a�Z���n�h�j�f�m�e�h�x��(11); 
�D�j�h�d���������K�_�j�_�^���\�k�•�o���P�A���f�g�h�`�b�g�b��K �\�b�a�g�Z�q�b�l�b���l�Z�d�_ VF , �^�e�y���y�d�h�]�h���\�•�^�g�h�k�g�_��

�a�g�Z�q�_�g�g�y�� �h�[�
�}�f�m�� �A�1 S (10) �\�•�^�i�h�\�•�^�Z�l�b�f�_�� �\�•�^�g�h�r�_�g�g�x maxV
F K

S S
�•

� , �P�A�� VF   - 

�r�m�d�Z�g�b�c���d�h�g�l�_�c�g�_�j�� 
�H�p�•�g�d�Z���_�n�_�d�l�b�\�g�h�k�l�•�� �f�h�^�b�n�•�d�h�\�Z�g�h�]�h�� �f�_�l�h�^�m���\�b�[�h�j�m���d�h�g�l�_�c�g�_�j�Z. �>�e�y�� �h�p�•�g�d�b��
�_�n�_�d�l�b�\�g�h�k�l�•�� �f�h�^�b�n�•�d�h�\�Z�g�h�]�h�� �f�_�l�h�^�m���\�b�[�h�j�m�� �k�l�_�]�Z�g�h�]�j�Z�n�•�q�g�h�]�h�� �d�h�g�l�_�c�g�_�j�Z���[�m�e�h 
�i�j�h�\�_�^�_�g�h�� �h�[�q�b�k�e�x�\�Z�e�v�g�b�c �_�d�k�i�_�j�b�f�_�g�l���� �\�� �o�h�^�•�� �y�d�h�]�h �[�m�e�b�� �\�b�d�h�j�b�k�l�Z�g�•��
�k�l�_�]�Z�g�h�f�_�l�h�^�b: �@�Z�h�� �•�� �D�h�o�Z [14], �f�h�^�b�n�•�d�Z�p�•�€�� �g�Z�c�f�_�g�r�h�]�h�� �a�g�Z�q�m�s�h�]�h�� �[�•�l�Z�� ��LSB) 
[15]���� �Z�� �l�Z�d�h�`�� �f�_�l�h�^�b�� �a�Z�i�j�h�i�h�g�h�\�Z�g�•�� �m�� �j�h�[�h�l�•��[16�@�� �l�Z��[17]������ �<�� �y�d�h�k�l�•�� �Z�l�Z�d�� �i�j�h�l�b��
�\�[�m�^�h�\�Z�g�h�]�h�� �i�h�\�•�^�h�f�e�_�g�g�y�� �j�h�a�]�e�y�^�Z�e�b�k�y�� �g�Z�d�e�Z�^�Z�g�g�y�� �f�m�e�v�b�i�e�•�d�Z�l�b�\�g�h�]�h �l�Z��
�]�Z�m�k�k�•�\�k�v�d�h�]�h�� �r�m�f�•�\�� �a�� �j�•�a�g�b�f�b�� �i�Z�j�Z�f�_�l�j�Z�f�b�� �Z�l�Z�d�Z�� �k�l�b�k�g�_�g�g�y�f�� �a�� �j�•�a�g�b�f�b��
�d�h�_�n�•�p�•�}�g�l�Z�f�b�� �y�d�h�k�l�•. �D�•�g�p�_�\�Z�� �k�m�d�m�i�g�•�k�l�v�� �d�h�g�l�_�c�g�_�j�•�\-�i�j�_�l�_�g�^�_�g�l�•�\�� �[�m�e�Z��
�i�j�_�^�k�l�Z�\�e�_�g�Z�� ���������� �p�b�n�j�h�\�b�f�b�� �a�h�[�j�Z�`�_�g�g�y�f�b�� �n�h�j�f�Z�l�m�� ���M�S�J�� �l�Z�� �j�h�a�f�•�j�h�f�� �������[��������
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�i�•�d�k�_�e�•�\���� �s�h�� �[�m�e�b�� �\�a�y�l�•�� �•�a�� �g�_�a�Z�e�_�`�g�h�]�h�� �^�`�_�j�_�e�Z�� �>�����@�� �•�� �������� �p�b�n�j�h�\�b�f�b��
�a�h�[�j�Z�`�_�g�g�y�f�b�� �a�j�h�[�e�_�g�b�f�b�� �g�Z�� �Z�f�Z�l�h�j�k�v�d�m�� �p�b�n�j�h�\�m�� �d�Z�f�_�j�m�� �j�h�a�f�•�j�h�f�� �������o��������
�i�•�d�k�_�e�•�\���� 
 �>�e�y�� �h�p�•�g�d�b�� �_�n�_�d�l�b�\�g�h�k�l�•�� �a�Z�i�j�h�i�h�g�h�\�Z�g�h�]�h�� �f�_�l�h�^�m�� �\�b�[�h�j�m��
�k�l�_�]�Z�g�h�d�h�g�l�_�c�g�_�j�Z�� �\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y���� �i�h�� �Z�g�Z�e�h�]�•�€�� �a [13], �j�•�a�g�b�p�y�� �f�•�`�� �1�&��(8) 
�d�h�g�l�_�c�g�_�j�Z���a���g�Z�c�[�•�e�v�r�b�f���h�[�
�}�f�h�f���a�Z�o�b�s�_�g�h�€���•�g�n�h�j�f�Z�p�•�€ (11)�����l�Z���g�Z�c�[�•�e�v�r�b�f���1�&���a��
�m�k�•�}�€���\�b�[�•�j�d�b���d�h�g�l�_�c�g�_�j�•�\-�i�j�_�l�_�g�^�_�g�l�•�\��  

�>�_�y�d�•���a���j�_�a�m�e�v�l�Z�l�•�\���h�[�q�b�k�e�x�\�Z�e�v�g�h�]�h���_�d�k�i�_�j�b�f�_�g�l�m���\�•�^�h�[�j�Z�`�_�g�•���g�Z���j�b�k��2-5. 

 

 

 
a)  �[�� 

�J�b�k. 2. �A�Z�e�_�`�g�•�k�l�v���1�&���\�•�^���h�[�
�}�f�m���a�Z�o�b�s�_�g�h�€���•�g�n�h�j�f�Z�p�•�€�����Z�� �± �f�_�l�h�^���>��3�@�����[���± �f�_�l�h�^, 
�a�Z�i�j�h�i�h�g�h�\�Z�g�b�c�� �\�� �j�h�[�h�l�•���� �a�� �\�b�d�h�j�b�k�l�Z�g�g�y�f�� �k�l�_�]�Z�g�h�f�_�l�h�^�m�� �/�6�%�� �\�� �m�f�h�\�Z�o �Z�l�Z�d�b��
�k�l�b�k�g�_�g�g�y�f���a���d�h�_�n�•�p�•�}�g�l�h�f���y�d�h�k�l�•��QF=85 

 
�G�Z�� �j�b�k. 2 �g�Z�]�e�y�^�g�h�� �\�b�j�Z�`�_�g�h�� �a�Z�e�_�`�g�•�k�l�v�� �f�•�`�� �1�&�� �l�Z�� �h�[�
�}�f�h�f�� �a�Z�o�b�s�_�g�h�€��

�•�g�n�h�j�f�Z�p�•�€���^�e�y���p�b�n�j�h�\�b�o���a�h�[�j�Z�`�_�g�v�����1���o�h�q�Z���i�j�y�f�Z���a�Z�e�_�`�g�•�k�l�v���\�•�^�k�e�•�^�d�h�\�m�}�l�v�k�y���y�d���•��
�\�� �\�b�i�Z�^�d�m�� �\�b�d�h�j�b�k�l�Z�g�g�y�� �f�_�l�h�^�m�� �h�[�q�b�k�e�_�g�g�y�� �Z�[�k�h�e�x�l�g�h�]�h���a�g�Z�q�_�g�g�y�� �h�[�
�}�f�m��
�a�Z�o�b�s�_�g�h�€�� �•�g�n�h�j�f�Z�p�•�€���� �l�Z�d�� �•�� �\�� �\�b�i�Z�^�d�m�� �h�[�q�b�k�e�_�g�g�y�� �\�•�^�g�h�k�g�h�]�h�� �h�[�
�}�f�m���� �Z�e�_��
�_�n�_�d�l�b�\�g�•�k�l�v�� �f�_�l�h�^�•�\�� �\�•�^�j�•�a�g�y�}�l�v�k�y���� �l�Z�d�� �m�� �i�_�j�r�h�f�m�� �\�b�i�Z�^�d�m�� �1�&���� �s�h�� �\�•�^�i�h�\�•�^�Z�}��
�p�b�n�j�h�\�h�f�m�� �a�h�[�j�Z�`�_�g�g�x�� �a�� �g�Z�c�[�•�e�v�r�b�f�� �Z�[�k�h�e�x�l�g�b�f�� �a�g�Z�q�_�g�g�y�f�� �h�[�
�}�f�m�� �a�Z�o�b�s�_�g�h�€��
�•�g�n�h�j�f�Z�p�•�€�����k�l�Z�g�h�\�b�l�v�������������������Z���m���^�j�m�]�h�f�m���\�b�i�Z�^�d�m���± 0,0763.  

 

a)  �[�� 
�J�b�k. 3. �A�Z�e�_�`�g�•�k�l�v�� �1�&�� �\�•�^�� �h�[�
�}�f�m�� �a�Z�o�b�s�_�g�h�€���� �Z�� �± �f�_�l�h�^�m�� �>��3�@���� �[�� �± �f�_�l�h�^����
�a�Z�i�j�h�i�h�g�h�\�Z�g�b�c�� �\�� �j�h�[�h�l�•���� �a�� �\�b�d�h�j�b�k�l�Z�g�g�y�f�� �k�l�_�]�Z�g�h�f�_�l�h�^�m�� �@�Z�h�� �•�� �D�h�o�Z �l�Z�� �Z�l�Z�d�b��
�k�l�b�k�g�_�g�g�y�f���a��QF=75  
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a)  �[�� 
�J�b�k. 4�����A�Z�e�_�`�g�•�k�l�v���1�&���\�•�^���h�[�
�}�f�m���a�Z�o�b�s�_�g�h�€���•�g�n�h�j�f�Z�p�•�€�����Z�� �± �f�_�l�h�^���>��3�@�����[���± �f�_�l�h�^, 
�a�Z�i�j�h�i�h�g�h�\�Z�g�b�c�� �\�� �j�h�[�h�l�•���� �a�� �\�b�d�h�j�b�k�l�Z�g�g�y�f�� �k�l�_�]�Z�g�h�f�_�l�h�^�m�� �@�Z�h�� �•�� �D�h�o�Z �\�� �m�f�h�\�Z�o 
�g�Z�d�e�Z�^�Z�g�g�y���f�m�e�v�l�b�i�e�•�d�Z�l�b�\�g�h�]�h���r�m�f�m���a���^�b�k�i�_�j�k�•�}�x 0,001 
 

�I�j�b���q�h�f�m���f�Z�d�k�b�f�Z�e�v�g�b�c���1�&���a���m�k�•�}�€���\�b�[�•�j�d�b���k�l�Z�g�h�\�b�l�v�������������������L�Z�d�b�f���q�b�g�h�f��
�_�n�_�d�l�b�\�g�•�k�l�v�� �f�_�l�h�^�m�� �>�����@�� �\�� �m�f�h�\�Z�o�� �\�b�d�h�j�b�k�l�Z�g�g�y�� �k�l�_�]�Z�g�h�f�_�l�h�^�Z�� �/�6�%�� �l�Z�� �Z�l�Z�d�b��
�k�l�b�k�g�_�g�g�y�f���a���d�h�_�n�•�p�•�}�g�l�h�f���y�d�h�k�l�•���������k�l�Z�g�h�\�b�l�v�������������������Z���f�_�l�h�^�m���i�j�_�^�k�l�Z�\�e�_�g�h�]�h���\��
�p�•�c���j�h�[�h�l�•���± �������������s�h���]�h�\�h�j�b�l�v���i�j�h���i�•�^�\�b�s�_�g�g�y �_�n�_�d�l�b�\�g�h�k�l�•���f�_�l�h�^�m���g�Z������������������ 

 

a)  �[�� 
�J�b�k. 5. �A�Z�e�_�`�g�•�k�l�v���1�&���\�•�^���h�[�
�}�f�m���a�Z�o�b�s�_�g�h�€���•�g�n�h�j�f�Z�p�•�€�����Z�� �± �f�_�l�h�^���>��3�@�����[���± �f�_�l�h�^, 
�a�Z�i�j�h�i�h�g�h�\�Z�g�b�c�� �\�� �j�h�[�h�l�•���� �a�� �\�b�d�h�j�b�k�l�Z�g�g�y�f�� �k�l�_�]�Z�g�h�f�_�l�h�^�m�� �@�Z�h�� �•�� �D�h�o�Z�� �l�Z�� �Z�l�Z�d�b��
�k�l�b�k�g�_�g�g�y�f�� �a��QF=75���� �^�_�� �\�� �y�d�h�k�l�•�� �d�h�g�l�_�c�g�_�j�•�\-�i�j�_�l�_�g�^�_�g�l�•�\�� �[�m�e�b�� �\�b�d�h�j�b�k�l�Z�g�•�� �P�A��
�a�j�h�[�e�_�g�•���g�Z���Z�f�Z�l�h�j�k�v�d�m���p�b�n�j�h�\�m���d�Z�f�_�j�m�� 

 
�A�� �j�_�a�m�e�v�l�Z�l�•�\���� �g�Z�\�_�^�_�g�b�o�� �g�Z�� �j�b�k�m�g�d�Z�o�� ��-5 �\�b�i�e�b�\�Z�}�� �i�_�j�_�\�Z�]�Z��

�a�Z�i�j�h�i�h�g�h�\�Z�g�h�]�h�� �f�h�^�b�n�•�d�h�\�Z�g�h�]�h�� �f�_�l�h�^�m�� �\�� �i�h�j�•�\�g�y�g�g�•�� �a���i�j�h�l�h�l�b�i�h�f���� �y�d�Z��
�i�•�^�l�\�_�j�^�`�m�}�l�v�k�y���j�_�a�m�e�v�l�Z�l�Z�f�b�����g�Z�\�_�^�_�g�b�f�b���\���l�Z�[�e����.  

�L�Z�[�e�b�p�y���� 
�J�_�a�m�e�v�l�Z�l�b���i�h�j�•�\�g�y�e�v�g�h�]�h���Z�g�Z�e�•�a�m���a�Z�i�j�h�i�h�g�h�\�Z�g�h�]�h���f�_�l�h�^�m���l�Z���f�_�l�h�^�m���>�����@ 

�K�l�_�]�Z�g�h�f�_�l�h�^ �A�[�m�j�_�g�g�y �A�g�Z�q�_�g�g�y��NC�����s�h��
�\�•�^�i�h�\�•�^�Z�}��

�f�Z�d�k�b�f�Z�e�v�g�h�f�m���h�[�
�}�f�m���A�1 

�F�Z�d�k�b�f�Z�e�v�g�_��
�a�g�Z�q�_�g�g�y���1�&���\��

�m�f�h�\�Z�o��
�_�d�k�i�_�j�b�f�_�g�l�m �F�_�l�h�^���>13] �G�Z�r �f�_�l�h�^ 

�F�_�l�h�^���/�6�%��
���i�j�h�k�l�h�j�h�\�Z��
�h�[�e�Z�k�l�v��
�\�[�m�^�h�\�m�\�Z�g�g�y��
�>�1�����>15] 

�K�l�b�k�g�_�g�g�y���a���\�l�j�Z�l�Z�f�b, 
QF=75 

0.0864 0.0985 0.0985 

�=�Z�m�k�k�•�\�k�v�d�b�c���r�m�f���k��
�f�Z�l�h�h�q�•�d�m�\�Z�g�g�y�f�������•��
D=0.000001 

0,9007 0,9007 0,9241 
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�i�j�h�^�h�\�`�_�g�g�y���l�Z�[�e���� 
 �F�m�e�v�l�b�i�e�•�d�Z�l�b�\�g�b�c���r�m�f���k 

D=0.000001 
0.9993 0.9993 0.9993 

�F�_�l�h�^���a��
�d�h�^�h�\�b�f��
�m�i�j�Z�\�e�•�g�g�y�f��
�\�[�m�^�h�\�m�\�Z�g�g�y��
�>�1�����i�j�h�k�l�h�j�h�\�Z��
�h�[�e�Z�k�l�v��
�\�[�m�^�h�\�m�\�Z�g�g�y��
�>�1�����>16] 

�K�l�b�k�g�_�g�g�y���a���\�l�j�Z�l�Z�f�b, 
QF=75  

1 1 1 

�=�Z�m�k�k�•�\�k�v�d�b�c���r�m�f���a 
�f�Z�l�h�h�q�•�d�m�\�Z�g�g�y�f�������•��
D=0.0005 

0.4856 1 1 

�F�m�e�v�l�b�i�e�•�d�Z�l�b�\�g�b�c���r�m�f���k 
D=0.0005 

0.4920 1 1 

�F�_�l�h�^��
�f�h�^�b�n�•�d�Z�p�•�€��
�f�Z�d�k�b�f�Z�e�v�g�h�]�h��
�K�G�Q��
(�\�[�m�^�h�\�m�\�Z�g�g�y��
�>�1��- �h�[�e�Z�k�l�v��
�k�b�g�]�m�e�y�j�g�h�]�h��
�j�h�a�d�e�Z�^�Z�g�g�y�� 
[17] 

�K�l�b�k�g�_�g�g�y���a���\�l�j�Z�l�Z�f�b, 
QF=75  

0.9944 1 1 

�=�Z�m�k�k�•�\�k�v�d�b�c���r�m�f���k��
�f�Z�l�h�h�q�•�d�m�\�Z�g�g�y�f�������•��
D=0.0005 

0.9944 0.9944 1 

�F�m�e�v�l�b�i�e�•�d�Z�l�b�\�g�b�c���r�m�f���k 
D=0.0005 

0.9888 1 1 

�F�_�l�h�^���D�h�o�Z���•��
�@�Z�h�����q�Z�k�l�h�l�g�Z��
�h�[�e�Z�k�l�v��
�\�[�m�^�h�\�m�\�Z�g�g�y��
�>�B�����>14] 

�K�l�b�k�g�_�g�g�y���a���\�l�j�Z�l�Z�f�b, 
QF=75 0,8312 0,9864  

1 
�=�Z�m�k�k�•�\�k�v�d�b�c���r�m�f���k��
�f�Z�l�h�h�q�•�d�m�\�Z�g�g�y�f�������•��
D=0.0005 

 

0,7944 1 

1 
 

�F�m�e�v�l�b�i�e�•�d�Z�l�b�\�g�b�c���r�m�f���k 
D=0.0005 1 1 1 

�Y�d���\�b�^�g�h�� �a�Z�i�j�h�i�h�g�h�\�Z�g�b�c�� �f�_�l�h�^�� �g�_���l�•�e�v�d�b���g�_���]�•�j�r�b�c�� �a�Z���f�_�l�h�^�� �>�����@�����Z�e�_���c��
�i�h�d�Z�a�Z�\�� �d�j�Z�s�•�� �j�_�a�m�e�v�l�Z�l�b�� �\�� �^�_�y�d�b�o�� �\�b�i�Z�^�d�Z�o���� �L�Z�d���� �g�Z�i�j�b�d�e�Z�^���� �i�j�b�� �\�b�d�h�j�b�k�l�Z�g�g�•��
�k�l�_�]�Z�g�h�f�_�l�h�^�m���/�6�%���>�����@���\���m�f�h�\�Z�o���k�l�b�k�g�_�g�g�y���a���\�l�j�Z�l�Z�f�b���a��QF� �������a�g�Z�q�_�g�g�y��NC�����s�h��
�\�•�^�i�h�\�•�^�Z�}�� �f�Z�d�k�b�f�Z�e�v�g�h�f�m�� �h�[�
�}�f�m�� �A�1���� �i�j�b�� �\�b�d�h�j�b�k�l�Z�g�•�� �f�_�l�h�^�m�� �>�����@�� �k�l�Z�g�h�\�b�l�v��
���������������� �Z�� �i�j�b�� �\�b�d�h�j�b�k�l�Z�g�g�•�� �a�Z�i�j�h�i�h�g�h�\�Z�g�h�]�h�� �f�_�l�h�^�m��- ���������������� �s�h�� �k�\�•�^�q�b�l�v�� �i�j�h��
�i�•�^�\�b�s�_�g�g�y �_�n�_�d�l�b�\�g�h�k�l�•�� �g�Z�� �������������� �G�Z�c�[�•�e�v�r�_�� �i�•�^�\�b�s�_�g�g�y�� �_�n�_�d�l�b�\�g�h�k�l�•�� �[�m�e�h��
�^�h�k�y�]�g�m�l�h�� �i�j�b�� �\�b�d�h�j�b�k�l�Z�g�g�•�� �f�_�l�h�^�m�� �a�� �d�h�^�h�\�b�f�� �m�i�j�Z�\�e�•�g�g�y�f�� �\�[�m�^�h�\�m�\�Z�g�g�y�� �>�1��
���i�j�h�k�l�h�j�h�\�Z���h�[�e�Z�k�l�v���\�[�m�^�h�\�m�\�Z�g�g�y���>�1�����>�����@���\���m�f�h�\�Z�o���g�Z�d�e�Z�^�Z�g�g�y�f���]�Z�m�k�k�•�\�k�v�d�h�]�h���l�Z��
�f�m�e�v�l�b�i�e�•�d�Z�l�b�\�g�h�]�h�� �r�m�f�m���� �s�h�� �k�l�Z�g�h�\�b�l�v�� ������������ �l�Z�� ������������ �\�•�^�i�h�\�•�^�g�h���� �Y�d�s�h��
�h�p�•�g�x�\�Z�l�b�� �_�n�_�d�l�b�\�g�•�k�l�v�� �f�_�l�h�^�m�� �>�����@�� �l�Z�� �a�Z�i�j�h�i�h�g�h�\�Z�g�h�]�h�� �f�_�l�h�^�m���� �\�b�o�h�^�y�q�b�� �•�a��
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MODIFICATION OF THE CONTAINER SELECTION METHOD TO REDUCE 
THE SENSITIVITY OF THE STEGANOMESSAGE TO DISTURBING 
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Today, the issue of protecting information from unauthorized access is one of the key issues in the field of 
information technology. As digital technologies continue to spread into all areas of human activity and 
methods of protecting information from unwanted access are improving, the development of methods and 
technologies for obtaining unauthorized access to confidential information for malicious purposes does 
not stop either. Therefore, it is important to continue to improve information security systems, thereby 
hindering intruders. An integral part of any modern information security system is a steganographic 
system that provides a hidden data transmission channel that allows you to transmit information without 
revealing the fact of its existence to an attacker. The task of choosing a steganographic container allows 
you to solve some of the requirements for a steganographic system when building it. One of the most 
important requirements is to ensure the steganographic system's resistance to attacks against the 
embedded message, since such attacks do not require extensive knowledge of steganography and 
steganalysis from the attacker and do not require special technical means, which makes this type of attack 
simple and widespread. The aim of the work is to improve the efficiency of the steganosystem by 
modifying the method of selecting a container from the given set, developed by the author earlier, which 
will ensure the maximum possible, or at least close to the maximum, resistance of the steganomessage to 
attack against the embedded message for the analyzed images. This goal was achieved by modifying the 
quantitative assessment of the amount of protected information, namely, using the relative value of the 
amount of protected information to the amount of all embedded information. The result of the work is the 
development of a modification of the method for selecting a steganographic container, which is ready for 
practical application. The effectiveness of the proposed method is higher than the prototype method, and 
remains high regardless of which steganomethod or perturbation was used. The significance of the result 
is to increase the overall resistance of the steganosystem to attacks against the embedded message by 
using this method to select the steganocontainer. 
Keywords: steganosystem, steganographic method, resistance of the steganosystem, steganographic 
container, digital image, singular threes. 
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�i�j�Z�\�b�e���� �s�h�� �\�b�o�h�^�y�l�v�� �a�� �Z�g�Z�e�•�a�m�� �j�_�a�m�e�v�l�Z�l�•�\�� �i�_�j�_�d�e�Z�^�m�� �^�\�h�o�� �g�Z�m�d�h�\�b�o�� �k�l�Z�l�_�c����
�I�h�d�Z�a�Z�g�h���� �s�h�� �a�Z�f�•�g�Z�� �i�j�b�[�e�b�a�g�h�� ������ �k�e�•�\�� �\�� �d�h�f�i�¶�x�l�_�j�g�h�f�m�� �i�_�j�_�d�e�Z�^�•�� �•�k�l�h�l�g�h��
�i�•�^�\�b�s�m�}���c�h�]�h���y�d�•�k�l�v���� 
�D�e�x�q�h�\�•�� �k�e�h�\�Z���� �d�h�j�_�]�m�\�Z�g�g�y���� �d�h�f�i�¶�x�l�_�j�g�b�c���� �i�_�j�_�d�e�Z�^���� �Z�\�l�h�f�Z�l�b�a�Z�p�•�y����
�l�_�o�g�h�e�h�]�•�q�g�b�o�����i�j�h�p�_�k�•�\�����1�/�3�����i�j�h�]�j�Z�f�Z�����S�\�W�K�R�Q�����l�_�j�f�•�g�h�e�h�]�•�y�����G�H�H�S�O. 

 
�<�k�l�m�i. �M�d�j�Z�€�g�k�v�d�Z�� �l�_�j�f�•�g�h�e�h�]�•�y�� �\�� �]�Z�e�m�a�•�� �Z�\�l�h�f�Z�l�b�a�Z�p�•�€�� �[�m�e�Z�� �k�n�h�j�f�h�\�Z�g�Z�� �g�Z�� �[�Z�a�•��
�j�Z�^�y�g�k�v�d�h�€�� �l�_�j�f�•�g�h�e�h�]�•�€���� �\�b�a�g�Z�q�_�g�g�y�� �y�d�h�€�� �a�\�b�q�Z�c�g�h�� �n�•�d�k�m�\�Z�e�b�k�v�� �\�� �^�_�j�`�Z�\�g�b�o��
�k�l�Z�g�^�Z�j�l�Z�o���l�Z���•�g�r�b�o���^�h�d�m�f�_�g�l�Z�o�����I�•�k�e�y���a�Z�\�_�j�r�_�g�g�y�� �j�Z�^�y�g�k�v�d�h�]�h���i�_�j�•�h�^�m���j�h�[�h�l�Z���\��
�g�Z�i�j�y�f�d�m���j�h�a�j�h�[�d�b���k�m�q�Z�k�g�h�€���g�h�\�•�l�g�v�h�€���l�_�j�f�•�g�h�e�h�]�•�€���\���]�Z�e�m�a�•���Z�\�l�h�f�Z�l�b�a�Z�p�•�€ �f�Z�c�`�_���g�_��
�\�_�^�_�l�v�k�y�����;�•�e�v�r�•�k�l�v���^�•�x�q�b�o���>�K�L�M���\���]�Z�e�m�a�•�� �Z�\�l�h�f�Z�l�b�a�Z�p�•�€ �[�m�e�b���\�\�_�^�_�g�•���g�Z���i�h�q�Z�l�d�m��
�g�_�a�Z�e�_�`�g�h�k�l�•���c���n�Z�d�l�b�q�g�h���€�o���\�•�^�f�•�g�g�•�k�l�v���\�•�^���j�Z�^�y�g�k�v�d�b�o���i�h�e�y�]�Z�e�Z���l�•�e�v�d�b���\���l�h�f�m�����s�h��
�\�h�g�b�� �[�m�e�b�� �g�Z�i�b�k�Z�g�•�� �m�d�j�Z�€�g�k�v�d�h�x�� �f�h�\�h�x�� �L�Z�d�b�f�� �q�b�g�h�f�� �\�� �>�K�L�M�� �f�Z�c�`�_�� �\�k�•��
�a�Z�n�•�d�k�h�\�Z�g�•���\�� �j�Z�^�y�g�k�v�d�b�o���=�H�K�L���Z�g�]�e�h�f�h�\�g�•���i�_�j�_�d�e�Z�^�b���l�_�j�f�•�g�•�\�� �k���a�Z�e�b�r�b�e�b�k�v���[�_�a��
�a�f�•�g���� �I�j�h�[�e�_�f�h�x�� �p�b�o�� �i�_�j�_�d�e�Z�^�•�\�� �}�� �l�_���� �s�h�� �\�� �k�m�q�Z�k�g�•�c�� �Z�g�]�e�•�c�k�v�d�•�c�� �f�h�\�•�� �i�j�b�\�_�^�_�g�•��
�\�•�^�i�h�\�•�^�g�b�d�b�� �g�_�� �a�Z�k�l�h�k�h�\�m�x�l�v�k�y���� �Z�� �a�Z�k�l�h�k�h�\�m�}�l�v�k�y�� �k�\�h�y���^�h�k�l�Z�l�g�v�h�� �k�i�_�p�b�n�•�q�g�Z��
�l�_�j�f�•�g�h�e�h�]�•�y���� �D�j�•�f�� �l�h�]�h���� �p�y�� �l�_�j�f�•�g�h�e�h�]�•�y���� �y�d�� �•�� �]�Z�e�m�a�v�� �m�� �p�•�e�h�f�m���� �i�h�k�l�•�c�g�h��
�j�h�a�\�b�\�Z�}�l�v�k�y���•���d�h�e�b���k�i�_�p�•�Z�e�•�k�l�•���k�l�b�d�Z�x�l�v�k�y���a���g�h�\�b�f�b���l�_�j�f�•�g�Z�f�b�����l�h���[�_�a���q�•�l�d�h�€���f�h�\�g�h�€��
�l�_�j�f�•�g�h�e�h�]�•�q�g�h�€�� �[�Z�a�b�� �p�_�� �i�j�b�a�\�h�^�b�l�v�� �^�h�� �m�l�\�h�j�_�g�g�y�� �Z�g�]�e�•�c�k�v�d�h�]�h�� �l�_�j�f�•�g�h�e�h�]�•�q�g�h�]�h��
�³�k�m�j�`�b�d�m�´�����j�h�a�\�b�l�h�d���y�d�h�]�h���Z�d�l�b�\�g�h���k�i�h�k�l�_�j�•�]�Z�}�l�v�k�y���\���k�_�j�_�^�h�\�b�s�•���m�d�j�Z�€�g�k�v�d�b�o���1�L-
�k�i�_�p�•�Z�e�•�k�l�•�\�� 
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�G�Z�i�j�b�d�e�Z�^���� �\�� �>1] �\�k�y�� �l�_�j�f�•�g�h�e�h�]�•�€�� �i�j�h�� �Z�\�l�h�f�Z�l�b�a�h�\�Z�g�•�� �k�b�k�l�_�f�b�� �i�h�^�Z�}�l�v�k�y�� �\��
�h�k�g�h�\�g�h�f�m���a�Z���� �>�K�L�M����������-�������� �C���� �o�h�q�Z���� �m�d�j�Z�€�g�k�v�d�•�� �l�_�j�f�•�g�b���\�•�^�i�h�\�•�^�Z�x�l�v�� �_�\�h�e�x�p�•�€��
�m�d�j�Z�€�g�k�v�d�h�€�� �f�h�\�b�� �a�� �i�_�j�•�h�^�m�� �g�_�a�Z�e�_�`�g�h�k�l�•���� �\�� �l�h�f�m�� �q�b�k�e�•���a�Z�n�•�d�k�h�\�Z�g�•�� �\�� �k�l�Z�g�^�Z�j�l�•��
�h�k�\�•�l�b���a�Z�����������k�i�_�p�•�Z�e�v�g�•�k�l�x���� �€�o���i�j�b�\�_�^�_�g�•���Z�g�]�e�•�c�k�v�d�•���\�•�^�i�h�\�•�^�g�b�d�b���a�g�Z�q�g�h�x���f�•�j�h�x��
�g�_���\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y���\���k�m�q�Z�k�g�•�c���Z�g�]�e�•�c�k�v�d�•�c���f�h�\�•������ 

�I�h�j�•�\�g�y�g�h���g�_�\�_�e�b�d�Z�� �d�•�e�v�d�•�k�l�v�� �g�Z�y�\�g�b�o���\�� �•�g�l�_�j�g�_�l�•�� �l�h�q�g�b�o���� �i�_�j�_�d�e�Z�^�•�\�� �f�•�`��
�l�_�d�k�l�Z�f�b���a�Z���]�Z�e�m�a�a�x���Z�\�l�h�f�Z�l�b�a�Z�p�•�€ �m�d�j�Z�€�g�k�v�d�h�x���l�Z���Z�g�]�e�•�c�k�v�d�h�x���f�h�\�h�x���i�j�b�a�\�h�^�b�l�v��
�^�h�� �l�h�]�h���� �s�h�� �y�d�•�k�l�v�� �i�_�j�_�d�e�Z�^�m�� �l�_�d�k�l�•�\�� �d�h�f�i�
�x�l�_�j�g�b�f�b�� �i�_�j�_�d�e�Z�^�Z�q�Z�f�b�� �a�Z�� �p�•�}�x��
�]�Z�e�m�a�a�x�� �}�� �g�b�a�v�d�h�x���� �I�j�b�q�b�g�� �l�m�l�� �l�j�b���� �I�_�j�r�Z�� �i�j�b�q�b�g�Z��- �\�•�^�g�h�k�g�h�� �f�Z�e�Z�� �d�•�e�v�d�•�k�l�v��
�g�Z�y�\�g�b�o�� �•�^�_�g�l�b�q�g�b�o�� �i�_�j�_�d�e�Z�^�•�\�� �l�_�d�k�l�•�\�� �a�Z�� �]�Z�e�m�a�a�x�� ���h�k�h�[�e�b�\�h�� �p�_�� �k�l�h�k�m�}�l�v�k�y��
�e�•�l�_�j�Z�l�m�j�b�� �a�� �l�_�h�j�•�€�� �d�_�j�m�\�Z�g�g�y������ �>�j�m�]�Z�� �i�j�b�q�b�g�Z��- �g�Z�y�\�g�•�k�l�v�� �g�Z�^�f�•�j�g�h�€�� �d�•�e�v�d�h�k�l�•��
�\�Z�j�•�Z�g�l�•�\�� �g�Z�i�b�k�Z�g�g�y�� �l�_�j�f�•�g�m�� �^�e�y�� �i�_�\�g�h�]�h�� �i�h�g�y�l�l�y�� �� �� ���g�Z�i�j�b�d�e�Z�^���� �i�_�j�_�^�Z�l�h�q�g�Z����
�i�_�j�_�^�Z�l�g�Z�����i�_�j�_�^�Z�\�Z�e�v�g�Z���n�m�g�d�p�•�y�������y�d�•���a�Z�n�•�d�k�h�\�Z�g�•���\���^�j�m�d�h�\�Z�g�•�c���e�•�l�_�j�Z�l�m�j�•���l�Z���a�f�•�g�Z��
�g�h�j�f�Z�l�b�\�g�h�]�h�� �l�e�m�f�Z�q�_�g�g�y�� �[�Z�]�Z�l�h�a�g�Z�q�g�b�o�� �l�_�j�f�•�g�•�\�� ���g�Z�i�j�b�d�e�Z�^���� �m�i�j�Z�\�e�•�g�g�y�� �•��
�d�_�j�m�\�Z�g�g�y������ �<�� �j�_�a�m�e�v�l�Z�l�•�� �i�_�j�_�d�e�Z�^�Z�q�•�� �\�b�d�h�j�b�k�l�h�\�m�x�l�v�� �\�� �l�_�d�k�l�•�� �€�o�� �\�k�•�� �j�Z�a�h�f����
�j�h�a�]�e�y�^�Z�x�q�b�� �y�d�� �k�b�g�h�g�•�f�•�q�g�•���� �L�j�_�l�y�� �i�j�b�q�b�g�Z��- �j�•�a�g�b�p�y�� �f�•�`�� �l�j�Z�^�b�p�•�y�f�b�� �k�l�\�h�j�_�g�g�y��
�l�_�j�f�•�g�•�\���\���f�h�\�Z�o�����s�h���i�j�b�a�\�h�^�b�l�v���^�h���l�h�]�h�����s�h���d�•�e�v�d�•�k�l�v���k�e�•�\���\���Z�g�]�e�•�c�k�v�d�•�c���f�h�\�•���f�_�g�r�Z��
�a�Z�� �m�d�j�Z�€�g�k�v�d�m���� �G�Z�i�j�b�d�e�Z�^���� �d�e�x�q�h�\�b�f�� �k�e�h�\�h�f�� �^�e�y�� �Z�\�l�h�f�Z�l�b�q�g�h�]�h�� �d�_�j�m�\�Z�g�g�y�� �}��
�^�•�}�k�e�h�\�h to control, �y�d�b�c���k�m�f�•�s�Z�}���^�\�Z���i�h�g�y�l�l�y�����y�d�•���m�d�j�Z�€�g�k�v�d�h�x���f�h�\�h�x���f�Z�x�l�v���j�•�a�g�b�c��
�k�_�g�k���� �Z�� �k�Z�f�_��- �³�d�h�g�l�j�h�e�x�\�Z�l�b�´�� �l�Z�� �³�j�_�]�m�e�x�\�Z�l�b�´���� �M�a�Z�]�Z�e�v�g�_�g�Z�� �k�l�Z�l�b�k�l�b�d�Z�� �i�h�� �j�y�^�m��
�i�_�j�_�d�e�Z�^�_�g�b�o�� �g�Z�f�b�� �l�_�d�k�l�•�\�� �]�Z�e�m�a�•�� �Z�\�l�h�f�Z�l�b�a�Z�p�•�€ �k�\�•�^�q�b�l�v���� �s�h�� �\�� �k�b�f�\�h�e�Z�o�� �l�_�d�k�l�b��
�m�d�j�Z�€�g�k�v�d�h�x�� �f�h�\�h�x�� �a�Z�c�f�Z�x�l�v�� �\�� �^�\�Z�� �j�Z�a�b�� �[�•�e�v�r�b�c�� �h�[�k�y�]���� �g�•�`�� �€�o�� �h�j�b�]�•�g�Z�e�b��
�Z�g�]�e�•�c�k�v�d�h�x���� 

�I�j�b�\�_�^�_�g�•�� �\�b�s�_�� �i�j�b�q�b�g�b���� �s�h�� �i�j�b�a�\�h�^�y�l�v�� �^�h�� �g�_�y�d�•�k�g�h�]�h�� �d�h�f�i�¶�x�l�_�j�g�h�]�h��
�i�_�j�_�d�e�Z�^�m���� �g�_�� �i�_�j�_�k�l�Z�g�m�l�v�� �[�m�l�b�� �Z�d�l�m�Z�e�v�g�b�f�b�� �\�� �g�Z�c�[�e�b�`�q�b�c�� �q�Z�k���� �h�k�d�•�e�v�d�b�� �€�o��
�j�h�a�\�¶�y�a�h�d�� �i�h�e�y�]�Z�}�� �\�� �n�h�j�f�m�\�Z�g�g�•�� �•�k�l�h�l�g�h�€�� �d�•�e�v�d�h�k�l�•�� �y�d�•�k�g�b�o�� �c�� �l�_�j�f�•�g�h�e�h�]�•�q�g�h��
�i�j�h�\�•�j�_�g�b�o�� �i�_�j�_�d�e�Z�^�•�\���� �a�Z�� �y�d�b�f�b�� �a�f�h�`�m�l�v�� �g�Z�\�q�b�l�b�k�v�� �d�h�j�_�d�l�g�h�f�m�� �i�_�j�_�d�e�Z�^�m��
�d�h�f�i�¶�x�l�_�j�g�•���i�_�j�_�d�e�Z�^�Z�q�����D�I�������K�m�q�Z�k�g�•���D�I�����l�Z�d�•���y�d���*�R�R�J�O�H���7�U�D�Q�V�O�D�W�H�����*�7�����•���0�L�F�U�R�V�R�I�W��
�7�U�D�Q�V�O�D�W�H�� ���0�7������ �\�b�g�b�d�e�b�� �a�� �i�h�y�\�b�� �•�g�n�h�j�f�Z�p�•�c�g�h�€�� �l�Z�� �j�h�a�j�Z�o�m�g�d�h�\�h�€�� �f�h�`�e�b�\�h�k�l�•��
�_�f�i�•�j�b�q�g�h�� �\�b�\�_�k�l�b�� �a�� �g�Z�y�\�g�b�o�� �\�� �•�g�l�_�j�g�_�l�•�� �^�`�_�j�_�e�� �i�j�Z�\�b�e�Z�� �i�_�j�_�d�e�Z�^�m���� �� �G�Z�^�Z�e�•����
�k�l�Z�l�b�k�l�b�q�g�b�c���i�•�^�o�•�^���_�\�h�e�x�p�•�h�g�m�\�Z�\���^�h���g�Z�\�q�Z�g�g�y���g�_�c�j�h�f�_�j�_�`�����y�d�•���g�Z�f�Z�]�Z�x�l�v�k�y���i�j�b��
�i�•�^�[�h�j�•���\�•�^�i�h�\�•�^�g�b�d�•�\���\�j�Z�o�m�\�Z�l�b���i�_�\�g�b�c���k�_�g�k�h�\�b�c���d�h�g�l�_�d�k�l���[�e�h�d�m���l�_�d�k�l�m���� 

�A�\�h�j�h�l�g�h�x�� �k�l�h�j�h�g�h�x���\�k�•�o���l�_�o�g�h�e�h�]�•�c���� �s�h���\�b�o�h�^�y�l�v���a���h�[�j�h�[�d�b���_�f�i�•�j�b�q�g�h�]�h��
�f�Z�k�b�\�m�� �^�Z�g�b�o���� �}�� �\�•�^�k�m�l�g�•�k�l�v�� �]�Z�j�Z�g�l�•�€�� �y�d�h�k�l�•�� �d�•�g�p�_�\�h�]�h�� �j�_�a�m�e�v�l�Z�l�m���� �J�_�a�m�e�v�l�Z�l��
�d�h�`�g�h�]�h�� �a�Z�i�b�l�m�� �}�� �g�_�i�_�j�_�^�[�Z�q�m�\�Z�g�b�f�� �^�e�y�� �j�h�a�j�h�[�g�b�d�•�\�� �k�b�k�l�_�f�b�� �c�� �f�h�`�_�� �a�f�•�g�b�l�b�k�y��
�i�•�k�e�y�� �g�Z�k�l�m�i�g�h�]�h�� �i�_�j�_�g�Z�\�q�Z�g�g�y���� �:�� �j�•�r�_�g�g�y�� �s�h�^�h�� �a�Z�k�l�h�k�m�\�Z�g�g�y�� �g�h�\�b�o�� �j�_�a�m�e�v�l�Z�l�•�\��
�g�Z�\�q�Z�g�g�y���i�j�b�c�f�Z�}�l�v�k�y���g�Z���[�Z�a�•���k�l�Z�l�b�k�l�b�q�g�b�o���^�h�k�e�•�^�`�_�g�v���a�f�•�g���i�h�\�_�^�•�g�d�b�����<�b�o�h�^�y�q�b��
�a�� �p�v�h�]�h���� �d�h�f�i�¶�x�l�_�j�g�•�� �i�_�j�_�d�e�Z�^�Z�q�•�� �g�_�� �f�h�`�m�l�v���� �a�Z�� �m�f�h�\�� �a�[�_�j�_�`�_�g�g�y�� �i�h�l�h�q�g�h�]�h��
�i�•�^�o�h�^�m�� �^�h�� �€�o�� �i�h�[�m�^�h�\�b���� �i�h�\�g�h�p�•�g�g�h�� �a�Z�f�•�g�b�l�b�� �e�x�^�b�g�m�����h�k�h�[�e�b�\�h�� �\�� �l�_�j�_�g�•��
�\�m�a�v�d�h�i�j�h�n�•�e�v�g�b�o���i�_�j�_�d�e�Z�^�•�\���l�Z���i�_�j�_�d�e�Z�^�•�\���x�j�b�^�b�q�g�b�o���l�Z���n�•�g�Z�g�k�h�\�b�o���^�h�d�m�f�_�g�l�•�\���� 

�G�_�a�\�Z�`�Z�x�q�b�� �g�Z�� �a�Z�a�g�Z�q�_�g�•�� �g�_�^�h�e�•�d�b���� �D�I�� �i�h�[�m�^�h�\�Z�g�•�� �a�Z�� �\�d�Z�a�Z�g�b�f�� �i�•�^�o�h�^�h�f����
�k�l�Z�e�b���s�h�^�_�g�g�b�f���•�g�k�l�j�m�f�_�g�l�h�f���[�Z�]�Z�l�v�h�o���e�x�^�_�c�����G�_���^�Z�x�q�b���i�j�h�n�_�k�•�c�g�b�c���i�_�j�_�d�e�Z�^����
�\�h�g�b���^�Z�x�l�v�����a�\�b�q�Z�c�g�h�����i�_�j�_�d�e�Z�^���^�h�k�l�Z�l�g�•�c���^�e�y�� �j�h�a�m�f�•�g�g�y���a�Z�]�Z�e�v�g�h�]�h�� �k�_�g�k�m���l�_�d�k�l�m��
�e�x�^�b�g�h�x�����s�h���q�Z�k�l�h���}���^�e�y���k�i�h�`�b�\�Z�q�Z���a�Z�^�h�\�•�e�v�g�b�f���j�_�a�m�e�v�l�Z�l�h�f���� 

�I�h�y�\�Z�� �f�h�`�e�b�\�h�k�l�•�� �^�e�y�� �a�\�b�q�Z�c�g�b�o�� �d�h�j�b�k�l�m�\�Z�q�•�\�� �•�g�l�_�j�g�_�l�m�� �r�\�b�^�d�h�� �l�Z��
�[�_�a�d�h�r�l�h�\�g�h�� �h�l�j�b�f�Z�l�b�� �i�_�j�_�d�e�Z�^�� �l�_�d�k�l�m���� �Z�� �^�e�y�� �[�•�a�g�_�k�m�� �i�_�j�_�d�e�Z�^�Z�l�b�� �g�_�h�[�f�_�`�_�g�m��
�d�•�e�v�d�•�k�l�v���^�h�d�m�f�_�g�l�•�\�����i�j�b�a�\�_�e�Z���^�h���i�h�y�\�b���g�h�\�h�€���k�n�_�j�b���^�h�k�e�•�^�`�_�g�v���\���]�Z�e�m�a�•���i�_�j�_�d�e�Z�^�•�\��
- �^�h�k�e�•�^�`�_�g�g�y���i�j�h�p�_�k�m �d�h�j�_�]�m�\�Z�g�g�y���d�h�f�i�¶�x�l�_�j�g�b�o���i�_�j�_�d�e�Z�^�•�\�����D�D�I�����3�(�0�7����Post-
editing of machine translation output������ �G�Z�c�\�Z�`�e�b�\�•�r�h�x�� �i�j�Z�d�l�b�q�g�h�x�� �a�Z�^�Z�q�_�x�� �l�Z�d�b�o��
�^�h�k�e�•�^�`�_�g�v�� �}�� �i�h�r�m�d�� �r�e�y�o�•�\�� �k�d�h�j�h�q�_�g�g�y�� �q�Z�k�m�� �g�Z�� �d�h�j�_�]�m�\�Z�g�g�y�� �a�]�_�g�_�j�h�\�Z�g�b�o�� �D�I��
�i�_�j�_�d�e�Z�^�•�\�� �\�b�o�h�^�y�q�b�� �a�•�� �k�i�h�k�l�_�j�_�`�_�g�v�� �a�Z�� �^�•�y�f�b���� �s�h�� �\�b�d�h�g�m�x�l�v�� �a�•�� �a�]�_�g�_�j�h�\�Z�g�b�f��
�i�_�j�_�d�e�Z�^�h�f���i�j�h�n�_�k�•�c�g�•���i�_�j�_�d�e�Z�^�Z�q�•�� 
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�<�� �p�•�c�� �j�h�[�h�l�•�� �i�j�h�i�h�g�m�}�l�v�k�y�� �i�•�^�o�•�^�� �^�h�� �j�_�Z�e�•�a�Z�p�•�€�� �k�b�k�l�_�f�b�� �Z�\�l�h�f�Z�l�b�q�g�h�]�h��
�d�h�j�_�]�m�\�Z�g�g�y�� �l�_�d�k�l�•�\�� �a�•�� �k�i�_�p�b�n�•�q�g�h�x�� �l�_�j�f�•�g�h�e�h�]�•�}�x�� �]�Z�e�m�a�•�� �Z�\�l�h�f�Z�l�b�a�Z�p�•�€. 
�I�j�Z�p�_�a�^�Z�l�g�•�k�l�v���i�•�^�o�h�^�m���i�j�h�•�e�x�k�l�j�h�\�Z�g�Z���a�Z���^�h�i�h�f�h�]�h�x���j�h�a�j�h�[�e�_�g�h�]�h���i�j�h�]�j�Z�f�g�h�]�h��
�a�Z�k�l�h�k�m�g�d�m�����s�h���\�b�d�h�g�m�}���l�h�d�_�g�•�a�Z�p�•�x���l�_�d�k�l�h�\�b�o���[�e�h�d�•�\���l�Z���a�Z�f�•�g�m���€�o���a�Z���i�j�Z�\�b�e�Z�f�b�����y�d�•��
�n�h�j�f�m�x�l�v�k�y�� �_�f�i�•�j�b�q�g�b�f�� �q�b�g�h�f�� �\�� �j�_�a�m�e�v�l�Z�l�•�� �k�i�h�k�l�_�j�_�`�_�g�g�y�� �a�Z�� �i�h�f�b�e�d�Z�f�b���� �y�d�•��
�i�j�b�i�m�k�d�Z�}�� �i�j�b�� �i�_�j�_�d�e�Z�^�•�� �D�L���� �� �Y�d�� �\�b�y�\�e�y�}�l�v�k�y���� �p�•�� �i�h�f�b�e�d�b���f�Z�x�l�v�� �k�b�k�l�_�f�Z�l�b�q�g�b�c��
�o�Z�j�Z�d�l�_�j�����Z�����h�l�`�_�����c���f�h�`�m�l�v���[�m�l�b���k�b�k�l�_�f�Z�l�b�q�g�h���m�k�m�g�m�l�•���� 
�F�_�l�Z�� �j�h�[�h�l�b�� �K�n�h�j�f�m�\�Z�l�b�� �a�� �a�Z�k�l�h�k�m�\�Z�g�g�y�f�� �k�m�q�Z�k�g�b�o�� �l�_�o�g�h�e�h�]�•�c�� �h�[�j�h�[�d�b���l�_�d�k�l�m��
�g�h�\�b�c�� �i�•�^�o�•�^�� �^�h�� �i�h�[�m�^�h�\�b�� �k�b�k�l�_�f�b�� �Z�\�l�h�f�Z�l�b�q�g�h�]�h�� �d�h�j�_�]�m�\�Z�g�g�y�� �d�h�f�i�¶�x�l�_�j�g�b�o��
�i�_�j�_�d�e�Z�^�•�\�� �l�_�d�k�l�•�\�� �g�Z�m�d�h�\�h�€�� �l�Z�� �l�_�o�g�•�q�g�h�€�� �e�•�l�_�j�Z�l�m�j�b�� �\�� �]�Z�e�m�a�•�� �Z�\�l�h�f�Z�l�b�a�Z�p�•�€. 
�H�k�h�[�e�b�\�•�k�l�x�� �i�•�^�o�h�^�m�� �}�� �a�Z�k�l�h�k�m�\�Z�g�g�y�� �^�h�k�l�m�i�g�b�o�� �[�_�a�d�h�r�l�h�\�g�b�o�� �i�j�h�]�j�Z�f�g�b�o�� �1�/�3��
�l�_�o�g�h�e�h�]�•�c�����I�•�^�l�\�_�j�^�b�l�b���j�_�a�m�e�v�l�Z�l�b�\�g�•�k�l�v���k�n�h�j�f�h�\�Z�g�h�]�h���i�•�^�o�h�^�m���r�e�y�o�h�f���j�h�a�j�h�[�d�b��
�l�Z�� �^�h�k�e�•�^�`�_�g�g�y�� �j�h�[�h�l�b�� �i�j�h�]�j�Z�f�g�h�]�h�� �a�Z�k�l�h�k�m�g�d�m�� �i�j�b�� �\�b�d�h�j�b�k�l�Z�g�g�•�� �c�h�]�h�� �^�e�y��
�d�h�j�_�]�m�\�Z�g�g�y���i�_�j�_�d�e�Z�^�•�\���g�Z�m�d�h�\�b�o���k�l�Z�l�_�c���� 
�A�Z�^�Z�q�•�� �j�h�[�h�l�b�� �I�j�h�Z�g�Z�e�•�a�m�\�Z�l�b�� �^�h�k�\�•�^�� �d�h�j�_�]�m�\�Z�g�g�y�� �i�_�j�_�d�e�Z�^�•�\�� �[�_�a�d�h�r�l�h�\�g�h��
�^�h�k�l�m�i�g�b�o���d�h�f�i�¶�x�l�_�j�g�b�o���i�_�j�_�d�e�Z�^�Z�q�•�\���i�j�h�n�_�k�•�c�g�b�f�b���i�_�j�_�d�e�Z�^�Z�q�Z�f�b�����\�b�d�e�Z�^�_�g�b�c��
�\���k�m�q�Z�k�g�•�c���g�Z�m�d�h�\�•�c���e�•�l�_�j�Z�l�m�j�•�����A�j�h�[�b�l�b���\�b�k�g�h�\�h�d���i�j�h���l�_�����y�d�b�c���i�_�j�_�d�e�Z�^�Z�q���^�h�p�•�e�v�g�h��
�\�a�y�l�b���a�Z���h�k�g�h�\�m���^�e�y���i�_�j�_�d�e�Z�^�•�\������ 

1) �I�j�h�Z�g�Z�e�•�a�m�\�Z�l�b���g�Z�y�\�g�•���f�_�l�j�b�d�b���h�p�•�g�d�b���i�j�h�p�_�k�m���l�Z�� �j�_�a�m�e�v�l�Z�l�•�\���d�h�j�_�]�m�\�Z�g�g�y��
�d�h�f�i�¶�x�l�_�j�g�b�o���i�_�j�_�d�e�Z�^�•�\�����a�j�h�[�b�l�b���\�b�k�g�h�\�d�b���i�j�h���^�h�p�•�e�v�g�•�k�l�v���€�o���a�Z�k�l�h�k�m�\�Z�g�g�y���i�j�b��
�j�h�a�\�¶�y�a�d�m���i�h�k�l�Z�\�e�_�g�h�€���a�Z�^�Z�q�•���� 
2) �I�j�h�Z�g�Z�e�•�a�m�\�Z�l�b�� �^�h�k�l�m�i�g�•�� �i�j�h�]�j�Z�f�g�•�� �j�•�r�_�g�g�y�� �^�e�y�� �i�_�j�_�\�•�j�d�b�� �l�Z�� �d�h�j�_�d�p�•�€��
�l�_�d�k�l�•�\���m�d�j�Z�€�g�k�v�d�h�x���f�h�\�h�x���� 
3) �K�n�h�j�f�m�\�Z�l�b�� �i�•�^�o�•�^�� �^�h�� �i�h�[�m�^�h�\�b�� �k�b�k�l�_�f�b�� �Z�\�l�h�f�Z�l�b�q�g�h�]�h���d�h�j�_�]�m�\�Z�g�g�y��
�d�h�f�i�¶�x�l�_�j�g�b�o���i�_�j�_�d�e�Z�^�•�\���l�_�o�g�•�q�g�b�o���l�Z���g�Z�m�d�h�\�b�o���l�_�d�k�l�•�\���\���]�Z�e�m�a�•���Z�\�l�h�f�Z�l�b�a�Z�p�•�€ �l�Z��
�a�Z�i�j�h�i�h�g�m�\�Z�l�b���j�h�[�h�q�b�c���\�Z�j�•�Z�g�l���c�h�]�h���i�j�h�]�j�Z�f�g�h�€���j�_�Z�e�•�a�Z�p�•�€�� 
4) �>�h�k�e�•�^�b�l�b�� �i�h�l�_�g�p�•�Z�e�� �a�Z�k�l�h�k�m�\�Z�g�g�y�� �i�•�^�o�h�^�m�� �\�� �j�h�a�j�h�[�e�_�g�h�f�m�� �i�j�h�]�j�Z�f�g�h�f�m��
�a�Z�k�l�h�k�m�g�d�m���i�•�^���q�Z�k���j�h�a�\�¶�y�a�d�m���j�_�Z�e�•�k�l�b�q�g�b�o���a�Z�^�Z�q���d�h�f�i�¶�x�l�_�j�g�h�]�h���i�_�j�_�d�e�Z�^�m���l�_�d�k�l�•�\��
�g�Z�m�d�h�\�b�o���k�l�Z�l�_�c���\���]�Z�e�m�a�•���Z�\�l�h�f�Z�l�b�a�Z�p�•�€.  

�:�g�Z�e�•�a�� �^�h�k�\�•�^�m�� �]�j�Z�f�Z�l�b�q�g�h�]�h�� �Z�g�Z�e�•�a�m�� �l�Z�� �d�h�j�_�]�m�\�Z�g�g�y�� �d�h�f�i�¶�x�l�_�j�g�b�o��
�i�_�j�_�d�e�Z�^�•�\���i�j�h�n�_�k�•�c�g�b�f�b���i�_�j�_�d�e�Z�^�Z�q�Z�f�b��  

�1�k�l�h�j�•�y�� �k�m�q�Z�k�g�b�o���D�I�� �i�h�q�b�g�Z�}�l�v�k�y�� �a�� ���������� �j������ �d�h�e�b�� �*�R�R�J�O�H���i�j�b�c�g�y�\�� �j�•�r�_�g�g�y��
�j�h�a�j�h�[�e�y�l�b�� �k�\�•�c�� �k�i�_�p�•�Z�e�v�g�b�c�� �i�_�j�_�d�e�Z�^�Z�q��- Google Translate ���*�7������ �I�_�j�r�Z�� �\�_�j�k�•�y��
�i�_�j�_�d�e�Z�^�Z�q�Z�� �a�Z�k�l�h�k�m�\�Z�e�Z�� �k�m�l�h�� �k�l�Z�l�b�k�l�b�q�g�b�c�� �i�•�^�o�•�^�� �c�� �j�_�a�m�e�v�l�Z�l�b�� �i�_�j�_�d�e�Z�^�m�� �[�m�e�b��
�]�•�j�r�b�f�b���� �g�•�`�� �m�� �i�h�r�b�j�_�g�b�o�� �l�h�^�•�� �i�_�j�_�d�e�Z�^�Z�q�•�\���� �s�h�� �[�m�e�b�� �i�h�[�m�^�h�\�Z�g�•�� �a�Z�� �d�e�Z�k�b�q�g�b�f��
�i�j�b�g�p�b�i�h�f��- �a�Z�� �i�j�Z�\�b�e�Z�f�b���� �<�� ���������� �j���� �i�•�k�e�y�� �d�•�e�v�d�h�o�� �j�h�d�•�\�� �j�h�[�h�l�b�� �g�Z�^�� �i�j�h�}�d�l�h�f����
�j�h�a�j�h�[�g�b�d�b���i�_�j�_�d�e�Z�^�Z�q�Z���^�h�k�y�]�e�b���j�•�\�g�y���a�Z�^�h�\�•�e�v�g�h�k�l�•���i�_�j�_�d�e�Z�^�m�����s�h���k�l�Z�\���g�_���]�•�j�r�b�f��
�a�Z�� �i�_�j�_�d�e�Z�^�� �•�g�r�b�o�� �j�h�a�i�h�\�k�x�^�`�_�g�b�o�� �l�h�^�•�� �D�L���� �>�h�k�y�]�r�b�� �i�h�a�b�l�b�\�g�h�]�h�� �j�_�a�m�e�v�l�Z�l�m����
�*�R�R�J�O�H���•�g�l�_�]�j�m�}���k�\�•�c���i�_�j�_�d�e�Z�^�Z�q���a���[�j�Z�m�a�_�j�h�f���&�K�U�R�P�H���l�Z���$�Q�G�U�R�L�G���� 

�<�������������j���� ���[�m�e�h���i�j�h�\�_�^�_�g�h���k�b�k�l�_�f�Z�l�b�q�g�_���^�h�k�e�•�^�`�_�g�g�y���i�j�h�p�_�k�m���i�_�j�_�d�e�Z�^�m���a��
�Z�g�]�e�•�c�k�v�d�h�€�� �g�Z�� �^�Z�l�k�v�d�m �a�� �a�Z�k�l�h�k�m�\�Z�g�g�y�f��GT [2]. �=�j�m�i�h�x�� �a�� ���� �^�Z�l�q�Z�g�� �j�•�a�g�b�o��
�i�j�h�n�_�k�•�c�g�b�o���a�^�•�[�g�h�k�l�_�c���[�e�h�d�b���Z�g�]�e�•�c�k�v�d�h�]�h���l�_�d�k�l�m���[�m�e�b���i�_�j�_�d�e�Z�^�_�g�•���y�d���\�j�m�q�g�m�����l�Z�d��
�•���d�h�j�_�]�h�\�Z�g�•���i�•�k�e�y���a�Z�k�l�h�k�m�\�Z�g�g�y���*�7�����H�p�•�g�_�g�•���k�i�_�p�•�Z�e�•�k�l�Z�f�b���j�_�a�m�e�v�l�Z�l�b���i�h�d�Z�a�Z�e�b�����s�h��
�f�Z�c�`�_�� �j�•�\�g�h�c�f�h�\�•�j�g�_�� �s�h�� �g�Z�c�d�j�Z�s�b�f�� �i�_�j�_�d�e�Z�^�h�f�� �[�m�^�_�� �Z�[�h�� �j�m�q�g�b�c�� �Z�[�h��
�k�d�h�j�_�]�h�\�Z�g�b�c�� �i�_�j�_�d�e�Z�^���� �Q�Z�k�� �j�m�q�g�h�]�h�� �i�_�j�_�d�e�Z�^�m�� �l�Z�� �q�Z�k���d�h�j�_�]�m�\�Z�g�g�y�� �i�_�j�_�d�e�Z�^�m��
�\�b�y�\�b�\�k�y�� �f�Z�c�`�_�� �h�^�g�Z�d�h�\�b�f���� �:�� �y�d�•�k�l�v�� �d�•�g�p�_�\�h�]�h�� �i�_�j�_�d�e�Z�^�m���g�_���[�m�e�Z�� �d�h�j�_�e�v�h�\�Z�g�h �a��
�q�Z�k�h�f�� �d�h�j�_�d�p�•�€���� �P�_�� �i�h�y�k�g�x�\�Z�e�h�k�v�� �l�b�f���� �s�h�� �i�_�j�_�d�e�Z�^�Z�q�� �f�h�`�_�� �^�Z�l�b �y�d�� �i�j�b�c�g�y�l�g�b�o��
�i�_�j�_�d�e�Z�^�����l�Z�d���c���a�h�\�k�•�f���g�_���i�j�b�c�g�y�l�g�b�c�����A�\�b�q�Z�c�g�h�����y�d���i�h�d�Z�a�m�x�l�v�� �j�_�a�m�e�v�l�Z�l�b���j�h�[�h�l�b��
[3] �g�_�i�j�b�c�g�y�l�g�b�c���i�_�j�_�d�e�Z�^���i�j�h�n�_�k�•�c�g�•���i�_�j�_�d�e�Z�^�Z�q�•�����\�b�l�b�j�Z�x�l�v���i�h�\�g�•�k�l�x���c���i�b�r�m�l�v��
�g�h�\�b�c���a���q�b�k�l�h�]�h���Z�j�d�m�r�Z���� 

�I�j�b�g�p�b�i�h�\�_�� �i�h�d�j�Z�s�_�g�g�y�� �*�7���� �Z�� �a�]�h�^�h�f�� �c�� �•�g�r�b�o�� �Z�g�Z�e�h�]�•�q�g�b�o�� �D�I�� �i�j�h�c�r�e�h��
�i�•�k�e�y���a�Z�f�•�g�b���k�l�Z�l�b�q�g�h�€���l�_�o�g�h�e�h�]�•�€���g�Z�\�q�Z�g�g�y���g�Z���l�_�o�g�h�e�h�]�•�x���g�_�c�j�h�f�_�j�_�`�����I�j�b�[�e�b�a�g�h��
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�\�������������j�h�p�•���*�7���l�Z���0�L�F�U�R�V�R�I�W��Translator ���0�7�����i�j�h�\�h�^�y�l�v���l�Z�d�m���a�Z�f�•�g�m���c���\���g�b�o���\�����������j����
�a�¶�y�\�e�y�}�l�v�k�y�� �� �g�h�\�b�c�� �d�h�g�d�m�j�_�g�l��- �'�H�H�S�/�� ���'�/������ �y�d�b�c�� �j�h�[�b�l�v�� �Z�d�p�_�g�l�� �g�Z�� �l�_�o�g�h�e�h�]�•�x��
�]�e�b�[�b�g�g�h�]�h�� �g�Z�\�q�Z�g�g�y���� �<�� ���������� �j���� �j�h�a�j�h�[�g�b�d�b���'�/�� �i�j�_�a�_�g�l�m�\�Z�e�b���a�\�•�l�� �s�h�� �i�_�j�_�d�e�Z�^�b����
�a�j�h�[�e�_�g�•�� �k�Z�f�_�� �'�/�� �\�b�a�g�Z�x�l�v�k�y�� �i�j�h�n�_�k�•�c�g�b�f�b�� �i�_�j�_�d�e�Z�^�Z�q�Z�f�b�� �y�d�� �g�Z�c�d�j�Z�s�•�� �\��
�i�_�j�_�\�Z�`�g�•�c�� �d�•�e�v�d�h�k�l�•�� �\�b�i�Z�^�d�•�\�� �\�� �i�h�j�•�\�g�y�g�g�•�� �a�� �*�/���� �0�/�� �l�Z�� �i�_�j�_�d�e�Z�^�Z�q�_�f�� �$�P�D�]�R�Q����
�>�h�^�Z�\�Z�g�g�y���\���\�_�j�_�k�g�•�������������j�����m�d�j�Z�€�g�k�v�d�h�€���f�h�\�b���\���i�_�j�_�e�•�d���^�h�k�l�m�i�g�b�f���f�h�\���'�/���j�Z�a�h�f���a��
�[�•�e�v�r�� �i�j�b�j�h�^�g�h�x�� �l�Z�� �^�b�n�_�j�_�g�p�•�c�h�\�Z�g�h�x�� �j�_�a�m�e�v�l�Z�l�b�\�g�h�x�� �e�_�d�k�b�d�h�x�� �i�_�j�_�d�e�Z�^�m��
�j�h�[�b�l�v���� �g�Z�� �g�Z�r�� �i�h�]�e�y�^���� �'�/�� �g�Z�c�d�j�Z�s�b�f�� �^�e�y�� �Z�g�]�e�h-�m�d�j�Z�€�g�k�v�d�h�]�h�� �i�_�j�_�d�e�Z�^�m�� �y�d��
�l�_�o�g�•�q�g�b�o���l�_�d�k�l�•�\�����l�Z�d���c���[�•�e�v�r���a�Z�]�Z�e�v�g�b�o���� 

�<�� �j�h�[�h�l�•��[4] �a�Z�i�j�h�i�h�g�h�\�Z�g�Z�� �d�e�Z�k�b�n�•�d�Z�p�•�y�� �i�h�f�b�e�h�d�� �D�L���� �³�e�_�d�k�b�q�g�•����
�k�b�g�l�Z�d�k�b�q�g�•�����f�h�j�n�h�e�h�]�•�q�g�•�����h�j�n�h�]�j�Z�n�•�q�g�•�����i�m�g�d�l�m�Z�p�•�c�g�•���l�Z���•�g�r�•�����\�l�h�j�b�g�g�•�����i�h�f�b�e�d�b��
�i�j�Z�]�f�Z�l�b�q�g�h�]�h���d�m�e�v�l�m�j�g�h�]�h�� �o�Z�j�Z�d�l�_�j�m���� �Z�� �l�Z�d�h�`�� �l�•���� �s�h�� �g�_�� �f�h�`�g�Z�� �q�•�l�d�h��
�d�e�Z�k�b�n�•�d�m�\�Z�l�b�� �a�Z�� �i�h�i�_�j�_�^�g�•�f�b�� �d�Z�l�_�]�h�j�•�y�f�b�´�� �c�� �a�Z�� �p�•�}�x�� �d�e�Z�k�b�n�•�d�Z�p�•�}�x�� �a�j�h�[�e�_�g�h��
�^�h�k�e�•�^�`�_�g�g�y�� �g�•�f�_�p�v�d�h-�m�d�j�Z�€�g�k�v�d�h�]�h�� �i�_�j�_�d�e�Z�^�m���� �J�_�a�m�e�v�l�Z�l�b�� �i�_�j�_�d�e�Z�^�m�� �d�Z�a�d�b�� �l�Z��
�i�m�[�e�•�p�b�k�l�b�q�g�h�€�� �k�l�Z�l�l�•�� �^�Z�e�_�d�•�� �\�•�^�� �•�^�_�Z�e�m���� �o�h�q�Z�� �i�m�[�e�•�p�b�k�l�b�q�g�b�c�� �l�_�d�k�l�� �[�m�\��
�i�_�j�_�d�e�Z�^�_�g�b�c���^�_�s�h���d�j�Z�s�_�����D�•�e�v�d�•�k�l�v���i�h�f�b�e�h�d���\�b�f�•�j�x�}�l�v�k�y���^�_�k�y�l�d�Z�f�b�����i�j�b���q�h�f�m���\��
�g�b�o���}���l�Z�d�•�����s�h���i�h�\�g�•�k�l�x���k�i�h�l�\�h�j�x�x�l�v���k�_�g�k���i�_�j�_�d�e�Z�^�m���� 

�<�� �j�h�[�h�l�•��[5] �j�h�a�]�e�y�g�m�l�Z�� �a�Z�^�Z�q�Z�� �Z�g�]�e�h-�•�g�^�h�g�_�a�•�c�k�v�d�h�]�h�� �i�_�j�_�d�e�Z�^�m�� �Z�g�h�l�Z�p�•�c��
�g�Z�m�d�h�\�b�o���k�l�Z�l�_�c���a���\�b�d�h�j�b�k�l�Z�g�g�y�f���*�7�����:�\�l�h�j�b���j�h�a�^�•�e�y�x�l�v���i�h�f�b�e�d�b���i�_�j�_�d�e�Z�^�m���g�Z��������
�d�Z�l�_�]�h�j�•�c�� ���� �]�j�Z�f�Z�l�b�q�g�•�� �i�h�f�b�e�d�b���� �l�_�j�f�•�g�h�e�h�]�•�q�g�•�� �i�h�f�b�e�d�b���� �i �j�h�i�m�k�d�b���� �k�b�g�l�Z�d�k�b�q�g�•��
�i�h�f�b�e�d�b�����i�h�f�b�e�d�b���i�_�j�_�d�e�Z�^�m�����i�h�f�b�e�d�b���[�m�d�\�Z�e�v�g�h�k�l�•���\�•�j�g�h�k�l�•�����i�h�f�b�e�d�b���\�`�b�\�Z�g�g�y����
�i�m�g�d�l�m�Z�p�•�c�g�•�� �i�h�f�b�e�d�b���� �i�h�f�b�e�d�b�� �^�h�^�Z�\�Z�g�g�y���� �^�\�h�a�g�Z�q�g�h�k�l�•�����i�h�f�b�e�d�b�� �k�e�h�\�h�n�h�j�f����
�i�h�f�b�e�d�b�� �g�Z�i�b�k�Z�g�g�y�� �a�� �\�_�e�b�d�h�€�� �e�•�l�_�j�b�� �l�Z�� �h�j�n�h�]�j�Z�n�•�q�g�•�� �i�h�f�b�e�d�b���� �<�� �j�h�[�h�l�•��
�i�j�h�^�_�f�h�g�k�l�j�h�\�Z�g�Z�� �g�_�a�^�Z�l�g�•�k�l�v�� �*�7�� �a�j�h�a�m�f�•�l�b�� �d�h�g�l�_�d�k�l�� �\�k�v�h�]�h�� �l�_�d�k�l�m�� �a�Z�� �f�_�`�Z�f�b��
�j�_�q�_�g�g�y���� �s�h�� �i�j�b�a�\�h�^�b�l�v�� �^�h�� �]�j�m�[�b�o�� �i�h�f�b�e�h�d���� �:�g�Z�e�h�]�•�q�g�_�� �^�h�k�e�•�^�`�_�g�g�y�� �l�Z�c�k�v�d�h�]�h-
�Z�g�]�e�•�c�k�v�d�h�]�h�� �i�_�j�_�d�e�Z�^�m�� �Z�g�h�l�Z�p�•�c�� �i�j�h�\�_�^�_�g�h�� �\�� �i�•�a�g�•�r�•�c���j�h�[�h�l�•��[6], �\�� �y�d�•�c�� �Z�\�l�h�j�b��
�i�j�b�o�h�^�y�l�v�� �^�h�� �\�b�k�g�h�\�d�m���s�h���i�_�j�_�d�e�Z�^�� �*�7�� �g�_���\�•�^�i�h�\�•�^�Z�}�� �k�l�Z�g�^�Z�j�l�Z�f�b�� �Z�d�Z�^�_�f�•�q�g�h�]�h��
�i�_�j�_�d�e�Z�^�m���� 

�J�_�a�m�e�v�l�Z�l�b�� �i�h�d�Z�a�h�\�h�]�h�� �]�j�m�i�h�\�h�]�h�� �_�d�k�i�_�j�b�f�_�g�l�m������������ �j���� �s�h�^�h���^�h�k�e�•�^�`�_�g�g�y��
�n�_�g�h�f�_�g�m�� �i�j�h�n�_�k�•�c�g�h�€�� �d�h�j�_�]�m�\�Z�g�g�y�� �d�h�f�i�¶�x�l�_�j�g�h�]�h�� �i�_�j�_�d�e�Z�^�m�� �a�� �Z�g�]�e�•�c�k�v�d�h�€�� �g�Z��
�i�h�e�v�k�v�d�m�� �f�h�\�m�� �i�j�b�\�_�^�_�g�•�� �\�� �j�h�[�h�l�•��[7�@���� �:�\�l�h�j�b�� �i�j�h�\�_�e�b�� �k�l�Z�l�b�k�l�b�q�g�h�� �^�h�k�l�h�\�•�j�g�b�c��
�_�d�k�i�_�j�b�f�_�g�l�� �a�� �]�j�m�i�h�x�� �f�Z�]�•�k�l�j�Z�g�l�•�\��- �i�j�h�n�_�k�•�c�g�b�o���i�_�j�_�d�e�Z�^�Z�q�•�\���� �;�m�e�Z���j�h�a�]�e�y�g�m�l�Z��
�a�Z�^�Z�q�Z�� �i�_�j�_�d�e�Z�^�m�� �j�•�a�g�b�o�� �l�_�d�k�l�•�\�� �a�Z�]�Z�e�v�g�b�f�� �h�[�k�y�]�h�f�� �l�j�m�^�h�f�•�k�l�d�h�k�l�•�� �i�_�j�_�d�e�Z�^�m��
�i�j�b�[�e�b�a�g�h�� �\�� ������ �o�\�� �a�� �Z�g�]�e�•�c�k�v�d�h�€�� �f�h�\�b�� �g�Z�� �i�h�e�v�k�v�d�m���� �J�h�a�]�e�y�^�Z�\�k�y�� �y�d�� �i�_�j�_�d�e�Z�^�� �a��
�q�b�k�l�h�]�h���l�_�d�k�l�m�����l�Z�d���•���d�h�j�_�d�p�•�y���i�_�j�_�d�e�Z�^�m���i�•�k�e�y���l�h�]�h�����y�d���c�h�]�h���a�]�_�g�_�j�m�\�Z�e�b���*�7�����0�7���l�Z��
�'�/�����G�h�\�b�f���j�_�a�m�e�v�l�Z�l�h�f���p�v�h�]�h���^�h�k�e�•�^�`�_�g�g�y�����\���i�h�j�•�\�g�y�g�g�•���a���_�d�k�i�_�j�b�f�_�g�l�h�f���a�����j�h�[�h�l�b��
[2] ���������� �j������ �k�l�Z�e�Z�� �q�•�l�d�Z�� �k�l�Z�l�b�k�l�b�q�g�Z�� �a�Z�e�_�`�g�•�k�l�v�� �_�d�h�g�h�f�•�€�� �q�Z�k�m�� �\�•�^�g�h�k�g�h�� �i�h�\�•�k�l�x��
�j�m�q�g�h�]�h���i�_�j�_�d�e�Z�^�m���\�•�^���a�Z�k�l�h�k�h�\�m�\�Z�g�h�]�h���D�L�������_�d�h�g�h�f�•�y���q�Z�k�m���a���'�/���k�d�e�Z�e�Z���a�������������0�7��
~ 12, GT ~ 6 %.  

�G�Z�f�b�� �g�_�� �a�g�Z�c�^�_�g�•�� �j�_�a�m�e�v�l�Z�l�b�� �^�h�k�e�•�^�`�_�g�v�� �i�j�h�p�_�k�m�� �d�h�j�_�]�m�\�Z�g�g�y�� �i�_�j�_�d�e�Z�^�•�\��
�l�_�o�g�•�q�g�b�o�� �l�Z�� �g�Z�m�d�h�\�b�o�� �l�_�d�k�l�•�\���� �I�j�h�[�e�_�f�Z�� �l�Z�d�b�o�� �^�h�k�e�•�^�`�_�g�v�� �\�� �l�h�f�m���� �s�h��
�³�i�j�h�n�_�k�•�c�g�b�c�� �i�_�j�_�d�e�Z�^�Z�q�´�� �l�m�l�� �g�_�� �f�h�`�_�� �[�m�l�b�� �j�h�a�]�e�y�g�m�l�Z�� �y�d�� �^�h�k�l�Z�l�g�y�� �]�j�m�i�h�\�Z��
�d�Z�l�_�]�h�j�•�y�������Y�d�s�h���i�j�h�n�_�k�•�c�g�b�c���\�b�d�e�Z�^�Z�q���g�_���\�h�e�h�^�•�}���i�_�\�g�h�x���k�i�_�p�•�Z�e�v�g�h�x���l�_�f�h�x���l�Z��
�l�_�j�f�•�g�h�e�h�]�•�}�x�����l�h���a�\�¶�y�a�h�d���f�•�`���q�Z�k�h�f���i�_�j�_�d�e�Z�^�m���a���³�g�m�e�y�´���l�Z���q�Z�k�h�f���i�_�j�_�d�e�Z�^�m���i�•�k�e�y��
�³�i�_�j�_�d�e�Z�^�Z�q�Z�´�� �[�m�^�_�� �y�\�g�h�� �k�d�e�Z�^�g�•�r�b�f���� �y�d�� �•�� �j�_�a�m�e�v�l�Z�l�� �l�Z�d�h�]�h�� �d�h�j�_�]�m�\�Z�g�g�y���� �G�Z�f�b��
�a�g�Z�c�^�_�g�•�� �j�h�[�h�l�b���� �\�� �y�d�b�o�� �i�j�h�\�h�^�b�l�v�k�y�� �k�l�Z�l�b�k�l�b�q�g�b�c�� �Z�g�Z�e�•�a�� �j�h�a�i�h�^�•�e�_�g�g�y�� �j�•�a�g�b�o��
�l�b�i�•�\���i�h�f�b�e�h�d���\���d�h�f�i�¶�x�l�_�j�g�h�f�m���i�_�j�_�d�e�Z�^�•�����h�^�g�Z�d���l�Z�d�•���j�_�a�m�e�v�l�Z�l�b���g�_���^�m�`�_���p�•�d�Z�\�•����
�h�k�d�•�e�v�d�b�� �•�k�l�h�l�g�h�� �\�•�^�j�•�a�g�y�x�l�v�k�y�� �\�� �a�Z�e�_�`�g�h�k�l�•�� �\�•�^�� �g�Z�i�j�Z�\�e�_�g�g�y�� �i�_�j�_�\�h�^�m�� �l�Z��
�k�l�b�e�•�k�l�b�d�b�� �l�_�d�k�l�m���� �A�g�Z�q�g�h�� �[�•�e�v�r�b�c�� �i�j�Z�d�l�b�q�g�b�c�� �•�g�l�_�j�_�k�� �f�Z�}�� �\�b�y�\�e�_�g�g�y��
�k�b�k�l�_�f�Z�l�b�q�g�h�k�l�•�� �i�h�f�b�e�h�d���� �y�d�•�� �j�h�[�e�y�l�v�� �d�h�f�i�¶�x�l�_�j�g�•�� �i�_�j�_�d�e�Z�^�Z�q�•���� �i�j�b�� �i�_�\�g�h�f�m��
�g�Z�i�j�y�f�d�m���i�_�j�_�\�h�^�m���\���i�_�\�g�b�o���m�f�h�\�Z�o�����h�^�g�Z�d���l�Z�d�b�o���^�h�k�e�•�^�`�_�g�v���g�_���a�g�Z�c�^�_�g�h���� 
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�I�•�^�k�m�f�h�\�m�x�q�b���� �a�j�h�[�b�f�h�� �\�b�k�g�h�\�h�d�� �s�h�� �a�Z�k�l�h�k�m�\�Z�g�g�y�� �'�/�� �^�e�y�� �j�h�a�]�e�y�g�m�l�h�€�� �\��
�k�l�Z�l�l�•�� �a�Z�^�Z�q�•�� �}�� �g�Z�c�[�•�e�v�r�� �^�h�p�•�e�v�g�b�f���� �\�b�o�h�^�y�q�b�� �a�� �a�Z�n�•�d�k�h�\�Z�g�b�o�� �j�_�a�m�e�v�l�Z�l�•�\��
�_�d�k�i�_�j�b�f�_�g�l�•�\���� �y�d�•�� �i�h�d�Z�a�Z�e�b���� �s�h�� �c�h�]�h�� �a�Z�k�l�h�k�m�\�Z�g�g�y�� �a�Z�[�_�a�i�_�q�m�}�� �g�Z�c�[�•�e�v�r�_��
�i�j�b�k�d�h�j�_�g�g�y�� �d�h�j�_�]�m�\�Z�g�g�y�� �l�_�d�k�l�m���� �P�_�� �a�Z�[�_�a�i�_�q�m�}�l�v�k�y �a�Z�� �j�Z�o�m�g�h�d�� �a�Z�k�l�h�k�m�\�Z�g�g�y��
�\�e�Z�k�g�h�€���Z�j�o�•�l�_�d�l�m�j�b�� �g�_�c�j�h�g�g�h�€�� �f�_�j�_�`�•���� �s�h�� �a�^�Z�l�g�Z�� �k�Z�f�h�g�Z�\�q�Z�l�b�k�v�� �g�_�� �l�•�e�v�d�b�� �a�Z��
�j�Z�o�m�g�h�d���h�[�j�h�[�d�b���a�Z�]�Z�e�v�g�h�^�h�k�l�m�i�g�b�o���l�h�q�g�b�o���i�_�j�_�d�e�Z�^�•�\���f�•�`���j�•�a�g�b�f�b���f�h�\�Z�f�b�����Z�e�_���c��
�g�Z���h�k�g�h�\�•���l�_�d�k�l�•�\�����s�h���g�_���f�Z�x�l�v���i�_�j�_�d�e�Z�^�•�\�����H�k�g�h�\�g�h�x���\�•�^�f�•�g�g�h�x���j�b�k�h�x���'�/���\�•�^���*�7��
�l�Z�� �0�7�� �}�� �k�i�j�h�[�Z�� �\�b�y�\�e�_�g�g�y�� �l�Z�� �\�•�^�l�\�h�j�_�g�g�y�� �k�l�b�e�•�k�l�b�d�b�� �l�_�d�k�l�m���� �I�_�j�_�d�e�Z�^�Z�q�� �f�h�`�_��
�\�j�Z�o�h�\�m�\�Z�l�b�� �g�_�� �l�•�e�v�d�b���`�Z�g�j�b���� �Z�e�_���c���� �g�Z�i�j�b�d�e�Z�^���� �^�•�Z�e�_�d�l�� �f�h�\�b���� �L�Z�d���� �g�Z���\�•�^�f�•�g�m���\�•�^��
�*�7���� �'�/�� �f�h�`�_�� �\�•�^�j�•�a�g�b�l�b�� �[�j�b�l�Z�g�k�v�d�•�c�� �l�Z�� �Z�f�_�j�b�d�Z�g�k�v�d�•�� �Z�g�]�e�•�c�k�v�d�•�� �f�h�\�b���� �Z�� �l�Z�d�h�`��
�}�\�j�h�i�_�c�k�v�d�m�� �i�h�j�l�m�]�Z�e�v�k�v�d�m�� �c�� �[�j�Z�a�b�e�v�k�v�d�m�� �i�h�j�l�m�]�Z�e�v�k�v�d�m���� ���A�\�h�j�h�l�g�h�x�� �k�l�h�j�h�g�h�x��
�l�Z�d�h�€���i�_�j�_�\�Z�]�b���}���c���g�_�^�h�e�•�d�b��- �'�3���f�Z�}���g�Z�c�f�_�g�r�m���\���i�h�j�•�\�g�y�g�g�•���k���*�7���l�Z���0�7���d�•�e�v�d�•�k�l�v��
�i�•�^�l�j�b�f�m�\�Z�g�b�o���f�h�\���l�Z���g�Z�c�f�_�g�r�m���r�\�b�^�d�•�k�l�v���i�_�j�_�d�e�Z�^�m���� 
�:�g�Z�e�•�a�� �i�j�h�[�e�_�f�b�� �h�p�•�g�d�b�� �y�d�h�k�l�•  �d�h�f�i�¶�x�l�_�j�g�b�o�� �i�_�j�_�d�e�Z�^�•�\�� �l�Z�� �j�_�a�m�e�v�l�Z�l�•�\�� �€�o��
�d�h�j�_�]�m�\�Z�g�g�y. �D�•�e�v�d�•�k�l�v�� �i�h�l�_�g�p�•�c�g�h�� �f�h�`�e�b�\�b�o�� �i�_�j�_�d�e�Z�^�•�\�� �h�^�g�h�]�h�� �l�_�d�k�l�m���g�Z�� �•�g�r�m��
�f�h�\�m���}���^�h�k�l�Z�l�g�v�h���\�_�e�b�d�h�x�����F�g�h�`�b�g�Z���h�^�g�Z�d�h�\�b�o���a�Z���k�_�g�k�h�f���i�_�j�_�d�e�Z�^�•�\���l�b�f���g�_���f�_�g�r��
�g�_�� �f�h�`�_�� �[�m�l�b�� �i�j�b�c�g�y�l�Z�� �y�d�� �i�h�\�g�•�k�l�x�� �_�d�\�•�\�Z�e�_�g�l�g�Z���� �I�_�\�g�_�� �\�b�d�e�Z�^�_�g�g�y�� �f�h�`�_�� �[�m�l�b��
�[�•�e�v�r���a�j�h�a�m�f�•�e�b�f�����Z���•�g�r�_��- �[�•�e�v�r���e�Z�d�h�g�•�q�g�b�f�����h�^�g�_��- �a�\�m�q�Z�l�b���[�•�e�v�r���k�m�q�Z�k�g�h�����•�g�r�_��- 
�[�•�e�v�r���h�n�•�p�•�c�g�h�����D�I���g�_���n�h�j�f�m�x�l�v���i�_�j�_�d�e�Z�^�����g�Z�f�Z�]�Z�x�q�b�k�v���^�h�k�y�]�l�b���i�h�^�•�[�g�•���p�•�e�•�����l�h�f�m��
�a�Z�j�Z�a���d�j�b�l�_�j�•�c���y�d�•�k�g�h�]�h���d�h�f�i�¶�x�l�_�j�g�h�]�h���i�_�j�_�d�e�Z�^�m���^�h�p�•�e�v�g�h���k�n�h�j�f�m�e�x�\�Z�l�b���e�b�r�_���\��
�g�_�]�Z�l�b�\�g�•�c�� �i�h�k�l�Z�g�h�\�p�•��- �y�d�� �\�•�^�k�m�l�g�•�k�l�v�� �i�h�f�b�e�h�d�� �i�_�j�_�d�e�Z�^�m�� ���g�Z�i�j�b�d�e�Z�^�� �\�� �f�_�`�Z�o��
�d�e�Z�k�b�n�•�d�Z�p�•�€���a���������i�m�g�d�l�•�\���j�h�[�h�l�b��I8] �������I�j�h�[�e�_�f�Z���\�b�a�g�Z�q�_�g�g�y���f�_�l�j�b�d���y�d�h�k�l�•���i�_�j�_�\�h�^�m��
�k�l�b�k�d�Z�}�l�v�k�y�� �a�� �l�b�f���� �s�h�� �i�h�l�j�•�[�g�h�� �i�j�h�\�h�^�b�l�b�� �i�h�j�•�\�g�y�g�g�y���a�� �i�_�\�g�b�f�� �³�\�•�j�g�b�f�´��
�i�_�j�_�d�e�Z�^�h�f�� �Z�[�h�� �h�j�•�}�g�l�m�\�Z�l�b�k�v �g�Z�� �k�b�k�l�_�f�b�� �Z�\�l�h�f�Z�l�b�q�g�h�€�� �i�_�j�_�\�•�j�d�b�� �]�j�Z�f�Z�l�b�d�b�� �l�Z��
�k�l�b�e�x�� �l�_�d�k�l�m���� �I�_�j�r�b�c�� �i�•�^�o�•�^�� �}�� �p�•�d�Z�\�b�f�� �^�e�y�� �^�h�k�e�•�^�`�_�g�g�y�� �i�j�h�p�_�k�m�� �i�_�j�_�d�e�Z�^�m�� �l�Z��
�d�h�j�_�]�m�\�Z�g�g�y���i�_�j�_�d�e�Z�^�m���i�j�b���j�•�a�g�b�o���\�o�•�^�g�b�c���m�f�h�\�Z�o�����L�Z�d�b�f�b���q�b�g�h�f���� �k�i�h�k�l�_�j�•�]�Z�x�q�b��
�a�Z�� �³�l�j�m�^�h�\�b�l�j�Z�l�Z�f�b�´�� �i�_�j�_�d�e�Z�^�Z�q�•�\�� �f�b�� �j�h�[�b�f�h�� �i�_�\�g�•�� �\�b�k�g�h�\�d�b���� �>�j�m�]�b�c�� �i�•�^�o�•�^��
�i�h�d�Z�a�m�}���g�Z�f���i�_�\�g�•���g�_�d�h�j�_�d�l�g�h�k�l�•���c���^�h�k�e�•�^�`�_�g�g�y���i�h�e�y�]�Z�}���\���h�p�•�g�p�•���€�o���k�_�j�c�h�a�g�h�k�l�•���l�Z��
�d�•�e�v�d�h�k�l�•���g�_�h�[�o�•�^�g�b�o���a�Z�f�•�g���^�e�y���l�h�]�h�����s�h�[���^�h�k�y�]�l�b���[�_�a�i�h�f�b�e�d�h�\�b�c���i�_�j�_�d�e�Z�^���� 

�I�j�b�\�_�^�_�f�h�� �g�Z�c�[�•�e�v�r�� �i�h�r�b�j�_�g�•�� �f�_�l�j�b�d�b�� �h�p�•�g�x�\�Z�g�g�y�� �i�_�j�_�\�_�^�_�g�h�]�h�� �l�_�d�k�l�m��
���]�•�i�h�l�_�a�b�����\�•�^�g�h�k�g�h���_�l�Z�e�h�g�m�����j�m�q�g�h�]�h���i�_�j�_�d�e�Z�^�m���e�x�^�b�g�h�x�������G�Z�c�[�•�e�v�r���i�h�i�m�e�y�j�g�h�x��
�f�_�l�j�b�d�h�x���}���%�/�(�8�����y�d�m���a�Z�i�j�h�i�h�g�m�\�Z�e�Z���n�•�j�f�Z���,�%�0�����•�^�_�y�� �y�d�h�€���i�h�e�y�]�Z�}���\�� �j�h�a�j�Z�o�m�g�d�m��
�l�h�q�g�h�k�l�•���k�i�•�\�i�Z�^�•�g�g�y���k�e�•�\���q�b���e�Z�g�p�x�`�d�•�\���k�e�•�\���a���_�l�Z�e�h�g�h�f���a���m�j�Z�o�m�\�Z�g�g�y�f���r�l�j�Z�n�m���a�Z��
�f�Z�e�m���\�_�e�b�q�b�g�m���l�_�d�k�l�m�����I�j�h�[�e�_�f�h�x���p�•�}�€���f�_�l�j�b�d�b���}���l�_�����s�h���a�[�•�e�v�r�_�g�g�y���i�h�d�Z�a�g�b�d�Z���g�_��
�h�[�h�\�¶�y�a�d�h�\�h�� �h�a�g�Z�q�Z�}���i�h�d�j�Z�s�_�g�g�y�� �l�_�d�k�l�m�����G�Z�i�j�b�d�e�Z�^�����\�� �h�^�g�h�f�m���j�_�q�_�g�g�•���e�b�r�_���h�^�g�_��
�k�e�h�\�h�� �g�_�� �\�•�j�g�_���� �Z�e�_�� �\�h�g�h�� �k�i�h�l�\�h�j�x�}�� �k�_�g�k�� �m�k�v�h�]�h�� �j�_�q�_�g�g�y���� �F�_�l�j�b�d�Z�� �1�,�6�7��- �p�_��
�f�h�^�b�n�•�d�Z�p�•�y���%�/�(�8�����y�d�Z���a�\�Z�`�m�}���k�e�h�\�Z���q�b���e�Z�g�p�x�`�d�b���k�e�•�\���a�Z���•�g�n�h�j�f�Z�p�•�c�g�•�k�l�x�����F�•�j�Z��
�•�g�n�h�j�f�Z�p�•�c�g�h�k�l�•���k�e�h�\�Z���i�j�b�c�f�Z�}�l�v�k�y���h�[�_�j�g�_�g�h�x���^�h���q�Z�k�l�h�l�g�h�k�l�•���a�Z�k�l�h�k�m�\�Z�g�g�y���k�e�h�\�Z����
�H�[�b�^�\�Z�� �\�Z�j�•�Z�g�l�b�� �g�_�� �i�•�^�o�h�^�y�l�v�� �^�e�y�� �h�p�•�g�d�b�� �i�_�j�_�d�e�Z�^�m�� �k�e�h�\�h�l�\�h�j�q�b�f�b�� �f�h�\�Z�f�b����
�l�Z�d�b�f�b���y�d���m�d�j�Z�€�g�k�v�d�Z���q�b���k�e�h�\�Z�p�v�d�Z�����:�g�]�e�•�c�k�v�d�Z���f�h�\�Z���i�_�j�_�\�Z�`�g�h���}���Z�g�Z�e�•�l�b�q�g�h�x�����p�_��
�h�a�g�Z�q�Z�}�� �\�•�^�k�m�l�g�•�k�l�v�� �j�•�a�g�b�p�•�� �f�•�`�� �g�Z�a�b�\�g�b�f�� �l�Z�� �a�g�Z�o�•�^�g�b�f�� �\�•�^�f�•�g�d�Z�f�b���� �g�Z�y�\�g�•�k�l�v��
�`�h�j�k�l�d�b�o�� �i�h�j�y�^�d�•�\�� �k�e�•�\�� �l�h�s�h���� �M�d�j�Z�€�g�k�v�d�Z�� �f�h�\�Z�� �� �i�_�j�_�\�Z�`�g�h�� �o�Z�j�Z�d�l�_�j�b�a�m�}�l�v�k�y��
�k�b�g�l�_�l�b�q�g�h�x�� �f�h�j�n�h�e�h�]�•�}�x���� �P�_�� �a�Z�[�_�a�i�_�q�m�}�l�v�k�y�� �q�b�k�e�_�g�g�•�� �n�h�j�f�b�� �l�Z�� �f�h�j�n�_�f�b����
�k�e�h�\�h�l�\�h�j�q�•���k�m�n�•�d�k�b�����s�h���a�f�•�g�x�x�l�v���h�k�g�h�\�b���k�e�•�\�����l�Z���f�h�^�b�n�•�d�Z�p�•�€���k�e�•�\�����s�h���\�b�j�Z�`�Z�x�l�v��
�j�•�a�g�•�� �]�j�Z�f�Z�l�b�q�g�•�� �d�Z�l�_�]�h�j�•�€�� ���g�Z�i�j�b�d�e�Z�^���� �j�•�^���� �q�b�k�e�h���� �\�•�^�f�•�g�h�d���� �i�_�j�_�\�Z�`�g�h�� �a�Z�� �h�^�g�•�}�x��
�n�h�j�f�Z�e�v�g�h�x�� �h�a�g�Z�d�h�x�� �L�h�f�m���^�e�y�� �h�p�•�g�d�b���m�d�j�Z�€�g�k�v�d�h�€���f�h�\�b�� �^�h�p�•�e�v�g�Z�� �e�b�r�_�� �f�_�l�j�b�d�Z��
METEOR. METEOR - �p�_���f�h�^�b�n�•�d�Z�p�•�y���%�/�(�8�����y�d�Z���j�h�a�]�e�y�^�Z�}���y�d���_�l�Z�e�h�g���g�_���n�•�d�k�h�\�Z�g�m��
�k�l�j�m�d�l�m�j�m�����Z���f�g�h�`�b�g�m���k�l�j�m�d�l�m�j�����y�d�Z���f�•�k�l�b�l�v���\�k�•���f�h�`�e�b�\�•���k�b�g�h�g�•�f�b���l�Z���\�•�^�f�•�g�d�b���k�e�•�\����
�F�h�`�e�b�\�h���l�Z�d�h�`���i�h�^�Z�e�v�r�_�� �m�k�d�e�Z�^�g�_�g�g�y���f�_�l�j�b�d�b���r�e�y�o�h�f�� �a�Z�k�l�h�k�m�\�Z�g�g�y���h�^�g�h�q�Z�k�g�h��
�^�_�d�•�e�v�d�h�o���f�•�j���l�h�q�g�h�k�l�•�����\�e�m�q�g�h�k�l�•�����i�h�\�g�h�l�b���l�Z��F-�n�Z�d�l�h�j�m���� 

�G�Z�c�[�•�e�v�r���i�h�r�b�j�_�g�b�f�b���f�_�l�j�b�d�Z�f�b�����s�h���\�b�o�h�^�y�l�v���a���l�j�m�^�h�\�b�l�j�Z�l�� �}�� �3�(�7�S�7���l�Z��
�7�(�5�����3�(�7�S�7���p�_����- �g�h�j�f�Z�e�•�a�h�\�Z�g�b�c���^�h���d�•�e�v�d�h�k�l�•���k�b�f�\�h�e�•�\���q�Z�k���i�_�j�_�d�e�Z�^�m�����Z��translation 
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Error Rate (TER) - �d�•�e�v�d�•�k�l�v���g�_�h�[�o�•�^�g�b�o���i�j�Z�\�h�d���[�e�h�d�m���l�_�d�k�l�m���e�x�^�b�g�h�x���^�e�y���l�h�]�h�����s�h�[��
�l�_�d�k�l���k�l�Z�\���\�•�^�i�h�\�•�^�g�b�f�����>�_�y�d�•���^�h�k�e�•�^�g�b�d�b���y�d���i�j�b�a�g�Z�d���l�j�m�^�h�\�b�l�j�Z�l���l�Z�d�h�`���j�h�a�]�e�y�^�Z�e�b��
�l�_�k�l�b�����1�^�_�y�� �l�m�l���i�h�e�y�]�Z�}���\�� �k�i�h�k�l�_�j�_�`�_�g�g�•���k�d�•�e�v�d�b���k�e�•�\���l�j�_�[�Z���a�Z�n�•�d�k�m�\�Z�l�b���h�q�b�f�Z���� �s�h��
�i�h�\�¶�y�a�Z�g�h���l�_�`���a���i�_�\�g�h�x���f�_�g�l�Z�e�v�g�h�x���j�h�[�h�l�h�x�������I�j�b�d�e�Z�^�b���i�j�h�]�j�Z�f�����y�d�•���f�h�`�m�l�v���[�m�l�b��
�a�Z�k�l�h�k�h�\�Z�g�•���^�e�y���l�Z�d�b�o���^�h�k�e�•�^�`�_�g�v��- �p�_���7�U�D�Q�V�O�R�J-II [9�@���l�Z���3�R�V�(�G�L�2�Q��[10]  

�<�b�o�h�^�y�q�b�� �a�•�� �k�d�e�Z�^�g�h�k�l�•�� �n�h�j�f�m�\�Z�g�g�y�� �\�k�•�o�� �f�h�`�e�b�\�b�o�� �\�•�j�g�b�o�� �i�_�j�_�d�e�Z�^�•�\�� �\��
�m�d�j�Z�€�g�k�v�d�•�c���f�h�\�•�����^�h�p�•�e�v�g�h���a�Z�k�l�h�k�h�\�m�\�Z�l�b�� �y�d���d�j�b�l�_�j�•�c�� �y�d�h�k�l�•���f�Z�r�b�g�g�h�]�h���i�_�j�_�\�h�^�m��
�l�•�e�v�d�b���d�j�b�l�_�j�•�€���\�b�l�j�Z�q�_�g�b�o���g�Z���d�h�j�_�]�m�\�Z�g�g�y���l�j�m�^�h�\�b�l�j�Z�l�����l�Z�d�•���y�d���3�(�7�S�7���l�Z���7�(�5���� 
�:�g�Z�e�•�a�� �^�h�k�l�m�i�g�b�o�� �i�j�h�]�j�Z�f�g�b�o�� �j�•�r�_�g�v�� �^�e�y�� �i�_�j�_�\�•�j�d�b�� �l�Z�� �d�h�j�_�d�p�•�€���l�_�d�k�l�•�\��
�m�d�j�Z�€�g�k�v�d�h�x���f�h�\�h�x�����<���i�_�j�r�m���q�_�j�]�m���\�•�^�f�•�l�b�f�h���i�_�j�_�e�•�d���^�`�_�j�_�e��awesome-ukrainian-
�Q�O�S���� �j�h�a�f�•�s�_�g�b�c�� �g�Z�� �J�L�W�K�X�E�� �D�j�•�f�� �i�h�k�b�e�Z�g�v�� �g�Z�� �d�e�x�q�h�\�•�� �•�g�k�l�j�m�f�_�g�l�b���� �f�h�^�_�e�•�� �c��
�[�•�[�e�•�h�l�_�d�b�����i�_�j�_�e�•�d���f�•�k�l�b�l�v���a�[�•�j�g�b�d���]�•�]�Z�[�Z�c�l�•�\���h�[�j�h�[�e�_�g�b�c���c���g�_�h�[�j�h�[�e�_�g�b�o���l�_�d�k�l�•�\��
�m�d�j�Z�€�g�k�v�d�h�x�� �f�h�\�h�x���� �i�Z�j�Z�e�_�e�v�g�b�o�� �i�_�j�_�d�e�Z�^�•�\���� �k�e�h�\�g�b�d�•�\�� �l�h�s�h���� �P�_�� �k�Z�f�_�� �p�•��
�f�Z�l�_�j�•�Z�e�b�����y�d�•���}���[�Z�a�h�x���\�k�•�o���1�/�3���j�•�r�_�g�v���m�d�j�Z�€�g�k�v�d�h�x���f�h�\�h�x���� 

�K�_�j�_�^���i�j�h�]�j�Z�f�g�b�o���j�•�r�_�g�v�� �s�h���i�_�j�_�\�•�j�y�x�l�v���h�j�n�h�]�j�Z�n�•�x���l�_�d�k�l�•�\���m�d�j�Z�€�g�k�v�d�h�x��
�f�h�\�h�x���l�Z���f�h�`�m�l�v���a�Z�i�j�h�i�h�g�m�\�Z�l�b���d�h�j�_�d�l�g�•���\�b�i�j�Z�\�e�_�g�g�y�����k�e�•�^���h�[�h�\�¶�y�a�d�h�\�h���\�•�^�f�•�l�b�l�b��
�k�b�k�l�_�f�m�� �/�D�Q�J�X�D�J�H�7�R�R�O���� �P�y�� �k�b�k�l�_�f�Z�� �[�m�e�Z�� �j�h�a�j�h�[�e�_�g�Z�� �\������������ �j���� �c�� �^�h�k�•�� �g�Z�[�b�j�Z�}��
�i�h�i�m�e�y�j�g�•�k�l�v�����K�b�k�l�_�f�Z���i�h�[�m�^�h�\�Z�g�Z���d�e�Z�k�b�q�g�b�f���q�b�g�h�f���a���a�Z�k�l�h�k�m�\�Z�g�g�y�f�� �i�j�Z�\�b�e���� �s�h��
�j�h�[�b�l�v�� �€�€�� �i�h�j�•�\�g�y�g�h�� �g�_�\�b�[�Z�]�e�b�\�h�x�� �^�h�� �j�_�k�m�j�k�•�\���� �K�b�k�l�_�f�Z�� �[�_�a�d�h�r�l�h�\�g�Z���� �l�h�f�m�� �\��
�i�j�b�g�p�b�i�•�� �€�€���f�h�`�g�Z���•�g�k�l�Z�e�x�\�Z�l�b�� �k�h�[�•�� �g�Z�� �k�_�j�\�_�j���� �Z�� �l�Z�d�h�`�� �a�Z�k�l�h�k�h�\�m�\�Z�l�b�� �^�_�k�d�l�h�i�g�h�€��
�i�_�j�_�\�•�j�d�b���h�j�n�h�]�j�Z�n�•�€���\���^�_�k�d�l�h�i�g�b�o���\�_�j�k�•�y�o���2�I�I�L�F�H�����K�b�k�l�_�f�Z���i�_�j�_�\�•�j�d�b���m�d�j�Z�€�g�k�v�d�h�€��
�f�h�\�b�� �f�Z�}�� �[�•�e�v�r�_�� ���������� �i�j�Z�\�b�e���� �i�j�b�� �q�h�f�m�� �k�b�k�l�_�f�Z�� �\�j�Z�o�h�\�m�}�� �\�k�•�� �h�k�h�[�e�b�\�h�k�l�•��
�i�j�Z�\�h�i�b�k�m�� ���������� �j���� �<�Z�`�e�b�\�h�� �i�•�^�d�j�_�k�e�b�l�b���� �s�h�� �k�b�k�l�_�f�Z�� �k�e�•�^�d�m�}�� �a�Z�� �q�b�k�l�h�l�h�x�� �c��
�k�m�q�Z�k�g�•�k�l�x�� �f�h�\�b���� �l�h�f�m�� �k�b�k�l�_�f�Z���i�j�Z�\�b�e���i�_�j�_�^�[�Z�q�Z�}�� �\�b�d�e�x�q�_�g�g�y�� �l���a�\���� �[�Z�j�[�Z�j�b�a�f�•�\��
���k�m�j�`�b�d�m���l�Z���•�g�r�b�o���g�_�i�j�Z�\�b�e�v�g�b�o���k�e�•�\���l�Z���k�e�h�\�h�k�i�h�e�m�q�_�g�v�����c���a�Z�k�l�Z�j�•�e�b�o���l�_�j�f�•�g�•�\�����<��
�j�h�[�h�l�•�� �>11�@�� �� �[�m�e�Z�� �d�h�g�p�_�i�l�m�Z�e�•�a�h�\�Z�g�Z�� �l�Z�� �h�i�j�h�[�m�\�Z�g�Z�� �q�h�j�g�h�\�Z �\�_�j�k�•�y�� �k�b�k�l�_�f�b���� �y�d�Z��
�i�h�a�b�p�•�h�g�m�}�l�v�k�y�� �y�d�� �i�h�l�_�g�p�•�c�g�h�� �Z�e�v�l�_�j�g�Z�l�b�\�g�_�� �^�h�� �/�D�Q�J�X�D�J�H�7�R�R�O�� �j�•�r�_�g�g�y���� �[�Z�a�h�x��
�y�d�h�]�h�� �}�� �l�_�o�g�h�e�h�]�•�€�� �1�/�3���� �I�h�d�Z�a�Z�g�h���� �s�h�� �k�b�k�l�_�f�Z�� �f�h�`�_�� �g�_�� �l�•�e�v�d�b�� �\�b�y�\�e�y�l�b���� �Z�e�_�� �c��
�Z�\�l�h�f�Z�l�b�q�g�h���\�b�i�j�Z�\�e�y�l�b���i�_�\�g�•���i�h�f�b�e�d�b���� 

�M���h�[�b�^�\�h�o���g�Z�c�[�•�e�v�r���i�h�i�m�e�y�j�g�b�o���1�/�3-�[�•�[�e�•�h�l�_�d�Z�o���^�e�y���k�l�j�m�d�l�m�j�g�h�]�h���Z�g�Z�e�•�a�m��
�l�_�d�k�l�•�\�� ���l�h�d�_�g�•�a�Z�p�•�€���� �e�_�f�Z�l�b�a�Z�p�•�€�� �l�h�s�h�� ����- �6�S�D�F�\�� �•�� �1�/TK - �j�_�Z�e�•�a�h�\�Z�g�Z�� �i�•�^�l�j�b�f�d�Z��
�m�d�j�Z�€�g�k�v�d�h�€���f�h�\�b�����<���[�•�[�e�•�h�l�_�p�•���6�S�D�F�\���p�y���i�•�^�l�j�b�f�d�Z���j�_�Z�e�•�a�h�\�Z�g�Z���g�Z���\�b�k�h�d�h�f�m���j�•�\�g�•����
�L�Z�d�����^�e�y���k�b�k�l�_�f�b���6�S�D�F�\���j�_�]�m�e�y�j�g�h���h�g�h�\�e�x�x�l�v�k�y���m�d�j�Z�€�g�k�v�d�•���[�Z�a�b���q�h�l�b�j�v�h�o���j�h�a�f�•�j�•�\����
�g�Z�c�[�•�e�v�r�Z�� �a�� �y�d�b�o�� �a�Z�c�f�Z�}�� �h�[�k�y�]�� �g�Z�� �k�Z�f�� �g�Z�i�b�k�Z�g�g�y�� �[�•�e�y�� �������� �F�;���� �I�j�b�� �a�Z�k�l�h�k�m�\�Z�g�g�•��
NL�7�.�� �i�h�a�b�l�b�\�g�b�c�� �j�_�a�m�e�v�l�Z�l�� �h�l�j�b�f�Z�l�b�� �f�h�`�g�Z���� �Z�e�_�� �j�h�a�j�h�[�g�b�d���f�h�`�_�� �a�m�k�l�j�•�l�b�k�v�� �a��
�j�y�^�h�f���i�j�h�[�e�_�f�����h�[�m�f�h�\�e�_�g�b�o���g�_�^�h�k�l�Z�l�g�v�h�x���i�•�^�l�j�b�f�d�h�x���m�d�j�Z�€�g�k�v�d�h�€���f�h�\�b�����^�_�y�d�•���a��
�y�d�b�o���i�j�h�•�e�x�k�l�j�h�\�Z�g�•���\���j�h�[�h�l�•���>12].  

�1�k�g�m�x�q�•�� �j�•�r�_�g�g�y�� �s�h�^�h�� �f�h�j�n�h�e�h�]�•�€�� �l�_�d�k�l�•�\�� �^�e�y�� �m�d�j�Z�€�g�k�v�d�h�x�� �f�h�\�b�� �}�� �a�Z�j�Z�a��
�^�h�k�l�Z�l�g�v�h�� �g�_�^�h�k�d�h�g�Z�e�b�f�b���� �L�h�f�m�� �l�Z�d�•�� �a�Z�^�Z�q�•�� �y�d�� �i�j�h�\�•�^�f�•�g�y�l�b�� �k�e�h�\�h�k�i�h�e�m�q�_�g�g�y���� �Z��
�l�b�f�� �i�Z�q�_�� �a�Z�f�•�g�b�l�b�� �h�^�g�_�� �k�e�h�\�h�k�i�h�e�m�q�_�g�g�y�� �g�Z�� �•�g�r�_ �\�� �l�h�f�m�� �`�� �\�•�^�f�•�g�d�m�� �c�� �q�b�k�e�•�� �g�_��
�f�Z�x�l�v�� �]�Z�j�Z�g�l�h�\�Z�g�h�� �i�j�Z�p�x�x�q�h�]�h�� �f�_�l�h�^�m�� �j�h�a�\�¶�y�a�d�m���� �<�� �j�h�[�h�l�Z�o�� �>11, 12�@�� �Z�\�l�h�j�b��
�\�d�Z�a�m�x�l�v�� �g�Z�� �^�h�k�l�m�i�g�•�k�l�v�� �[�•�[�e�•�h�l�_�d�b�� �S�\�P�R�U�K�S�\���� �H�^�g�Z�d�� �[�Z�a�h�x�� �p�•�}�€�� �� �[�•�[�e�•�h�l�_�d�b�� �}��
�j�h�k�•�c�k�v�d�Z�� �f�h�\�Z�� ���m�d�j�Z�€�g�k�v�d�Z�� �j�h�a�]�e�y�^�Z�}�l�v�k�y�� �e�b�r�_�� �y�d�� �_�d�k�i�_�j�b�f�_�g�l�Z�e�v�g�Z������ �j�h�a�\�b�l�h�d��
�[�•�[�e�•�h�l�_�d�b�� �i�j�b�i�b�g�_�g�h�� �c�� �p�y�� �[�•�[�e�•�h�l�_�d�Z�� �j�h�a�\�¶�y�a�m�}�� �k�\�h�x�� �a�Z�^�Z�q�m�� �g�_�� �k�i�b�j�Z�x�q�b�k�v�� �g�Z��
�i�j�Z�\�b�e�Z���m�d�j�Z�€�g�k�v�d�h�]�h�� �i�j�Z�\�h�i�b�k�m���^�h�k�l�Z�l�g�v�h�x�� �f�•�j�h�x�� ���l�b�f�� �i�Z�q�_���g�_���k�i�b�j�Z�}�l�v�k�y�� �c�� �g�Z��
�g�h�j�f�b�� �i�j�Z�\�h�i�b�k�m�� ���������� �j�������� �:�g�Z�e�h�]�•�q�g�•�� �j�_�a�m�e�v�l�Z�l�b�� �c�� �m�� �•�g�r�h�€�� �i�h�^�•�[�g�h�€���� �Z�e�_��
�d�h�f�_�j�p�•�c�g�h�€���[�•�[�e�•�h�l�_�d�b��- morpher.  

�L�Z�d�b�f�� �q�b�g�h�f���� �i�•�^�k�m�f�h�\�m�x�q�b�� �k�d�Z�a�Z�g�_�� �f�h�`�_�f�h�� �a�Z�d�e�x�q�b�l�b���� �s�h�� �l�h�g�•�a�Z�p�•�y 
�l�_�d�k�l�•�\�� �m�d�j�Z�€�g�k�v�d�h�x�� �f�h�\�h�x�� �f�h�`�_�� �[�m�l�b�� �i�j�h�\�_�^�_�g�Z���g�Z���\�b�k�h�d�h�f�m�� �j�•�\�g�•�� �c�� �� �i�_�j�_�\�•�j�d�Z��
�i�j�Z�\�h�i�b�k�m�� �l�_�`���� �I�j�h�[�e�_�f�g�b�f�� �f�•�k�p�_�f�� �}�� �\�•�^�f�•�g�x�\�Z�g�g�y �k�e�•�\�� �c�� �h�k�h�[�e�b�\�h��
�k�e�h�\�h�k�i�h�e�m�q�_�g�v���� �I�h�\�g�•�k�l�x�� �\�•�^�k�m�l�g�•�� �]�h�l�h�\�•�� �j�•�r�_�g�g�y���� �y�d�•�� �^�h�a�\�h�e�y�x�l�v�� �\�k�l�Z�g�h�\�b�l�b��
�i�h�\�g�m���\�•�^�i�h�\�•�^�g�•�k�l�v���f�•�`���k�e�h�\�Z�f�b���\���m�d�j�Z�€�g�k�v�d�h�f�m���l�_�d�k�l�•���l�Z���k�e�h�\�Z�f�b���\���c�h�]�h���i�_�j�_�d�e�Z�^�•��
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�Z�g�]�e�•�c�k�v�d�h�x�� �f�h�\�h�x�� ���q�b�� �g�Z�\�i�Z�d�b������ �� �G�_�� �j�h�a�\�¶�y�a�Z�g�h�x�� �i�j�h�[�e�_�f�h�x���}�� �\�b�^�•�e�_�g�g�y��
�Z�\�l�h�j�k�v�d�b�o���i�h�a�g�Z�q�_�g�v���l�Z���\�\�_�^�_�g�b�o���a�f�•�g�g�b�o���a���g�Z�m�d�h�\�b�o���l�_�d�k�l�•�\���[�m�^�v-�y�d�h�x���f�h�\�h�x�����A��
�[�•�e�v�r�� �^�h�d�e�Z�^�g�b�c�� �h�]�e�y�^�h�f�� �h�k�g�h�\�g�b�o�� �i�j�h�]�j�Z�f�g�b�o�� �e�•�g�]�\�•�k�l�b�q�g�b�o�� �l�_�o�g�h�e�h�]�•�c���� �s�h��
�f�h�`�m�l�v���[�m�l�b���a�Z�k�l�h�k�h�\�Z�g�•���i�j�b���j�h�a�j�h�[�p�•���a�Z�k�l�h�k�m�g�d�•�\���^�e�y���h�[�j�h�[�d�b���l�_�d�k�l�•�\���m�d�j�Z�€�g�k�v�d�h�x��
�f�h�\�h�x�� �l�Z�� �j�y�^�h�f�� �•�g�r�b�o�� �}�\�j�h�i�_�c�k�v�d�b�o�� �f�h�\�� �j�_�d�h�f�_�g�^�m�}�f�h�� �h�a�g�Z�c�h�f�b�l�b�k�v�� �\�� �j�h�[�h�l�•��
[11]. 
�J�h�a�j�h�[�d�Z�� �i�•�^�o�h�^�m�� �^�h�� �i�h�[�m�^�h�\�b�� �k�b�k�l�_�f�b�� �Z�\�l�h�f�Z�l�b�q�g�h�€�� �d�h�j�_�d�p�•�€�� �d�h�f�i�¶�x�l�_�j�g�b�o��
�i�_�j�_�d�e�Z�^�•�\���l�_�o�g�•�q�g�b�o���l�Z���g�Z�m�d�h�\�b�o���l�_�d�k�l�•�\���\���]�Z�e�m�a�•���Z�\�l�h�f�Z�l�b�a�Z�p�•�€. �>�e�y���l�h�]�h�����s�h�[��
�k�n�h�j�f�m�\�Z�l�b�� �i�•�^�o�•�^�� �[�m�e�b�� �i�j�h�Z�g�Z�e�•�a�h�\�Z�g�•�� �j�_�a�m�e�v�l�Z�l�b�� �h�l�j�b�f�Z�g�b�o�� �a�Z�� �^�h�i�h�f�h�]�h�x�� �'�/����
�Z�g�]�e�h-�m�d�j�Z�€�g�k�v�d�b�o�� �i�_�j�_�d�e�Z�^�•�\�� �j�y�^�m�� �g�Z�m�d�h�\�b�o�� �k�l�Z�l�_�c���� �i�j�b�k�\�y�q�_�g�b�o�� �j�h�a�\�¶�y�a�Z�g�g�x��
�a�Z�^�Z�q�� �Z�\�l�h�f�Z�l�b�a�Z�p�•�€�� �l�_�o�g�h�e�h�]�•�q�g�b�o�� �i�j�h�p�_�k�•�\�� �o�•�f�•�d�h-�l�_�o�g�h�e�h�]�•�q�g�h�]�h�� �l�b�i�m���� �:�g�Z�e�•�a��
�j�_�a�m�e�v�l�Z�l�•�\���i�_�j�_�d�e�Z�^�m���i�h�d�Z�a�Z�\�����s�h���o�Z�j�Z�d�l�_�j���i�h�f�b�e�h�d���\���l�Z�d�b�o���l�_�d�k�l�Z�o���f�Z�}���^�h�k�l�Z�l�g�v�h��
�k�b�k�l�_�f�Z�l�b�q�g�b�c���o�Z�j�Z�d�l�_�j�����L�Z�d�b�f���q�b�g�h�f�����a�g�Z�x�q�b���d�h�g�l�_�d�k�l���l�_�d�k�l�m�����Z�g�]�e�•�c�k�v�d�b�c �l�_�d�k�l��
�l�Z�� �a�]�_�g�_�j�h�\�Z�g�b�c�� �i�_�j�_�d�e�Z�^���� �f�h�`�e�b�\�h�� �i�j�h�\�h�^�b�l�b�� �Z�\�l�h�f�Z�l�b�q�g�m�� �d�h�j�_�d�p�•�x�� �a�Z��
�^�h�i�h�f�h�]�h�x�� �k�i�_�p�•�Z�e�v�g�h �k�d�h�g�k�l�j�m�c�h�\�Z�g�h�€�� �k�b�k�l�_�f�b�� �i�j�Z�\�b�e���� �D�j�b�l�_�j�•�}�f�� �\�� �l�Z�d�h�f�m��
�i�•�^�o�h�^�•���[�m�^�_���f�•�g�•�f�m�f���g�_�\�•�j�g�b�o���a�Z�f�•�g�����<�\�_�^�_�g�g�y���^�h�^�Z�l�d�h�\�b�o���i�j�Z�\�b�e���a�\�b�q�Z�c�g�h���g�_���f�Z�}��
�•�k�l�h�l�g�h�� �a�f�•�g�x�\�Z�l�b�� �i�h�\�_�^�•�g�d�m�� �i�_�j�_�d�e�Z�^�Z�q�Z���� �l�h�f�m�� �i�_�j�_�\�Z�`�g�Z�� �d�•�e�v�d�•�k�l�v�� �i�j�Z�\�b�e�� �f�Z�}��
�[�m�l�b�� �l�h�q�d�h�\�h�x�� �c�� �h�[�h�\�¶�y�a�d�h�\�h�� �k�i�b�j�Z�l�b�k�y�� �g�Z�� �g�Z�y�\�g�•�k�l�v�� �i�_�\�g�b�o�� �d�e�x�q�h�\�b�o�� �k�e�•�\�� �� �\��
�Z�g�]�e�•�c�k�v�d�•�c���\�_�j�k�•�€���h�[�j�h�[�e�x�\�Z�g�h�]�h���j�_�q�_�g�g�y���� 

�I�h�k�e�•�^�h�\�g�•�k�l�v���j�h�[�h�l�b���d�h�j�b�k�l�m�\�Z�q�Z���a���k�b�k�l�_�f�h�x���g�Z�k�l�m�i�g�Z�� 
1) �A�Z�\�Z�g�l�Z�`�_�g�g�y���k�l�Z�l�l�•�����a�\�b�q�Z�c�g�h���y�d���3�'�)���n�Z�c�e�m�� 
2) �<�b�^�•�e�_�g�g�y�� �l�_�d�k�l�h�\�h�€�� �q�Z�k�l�b�g�b�� �a�� �n�Z�c�e�m�� �a�� �m�j�Z�o�m�\�Z�g�g�y�f�� �h�k�h�[�e�b�\�h�k�l�•�� �\�_�j�k�l�d�b��

�n�Z�c�e�m�����i�h�k�e�•�^�h�\�g�b�c���l�_�d�k�l�����^�\�h�d�h�e�h�g�g�Z�����a���g�_�j�•�\�g�h�f�•�j�g�b�f�b���l�_�d�k�l�h�\�b�f�b���[�e�h�d�Z�f�b���� 
3) �:�\�l�h�f�Z�l�b�q�g�Z�� �n�•�e�v�l�j�Z�p�•�y�� �k�b�k�l�_�f�h�x�� �l�_�d�k�l�h�\�h�€�� �q�Z�k�l�b�g�b���� �a�Z�c�\�b�o�� �j�_�d�\�•�a�b�l�•�\����

�i�•�^�i�b�k�•�\���j�b�k�m�g�d�•�\�����n�h�j�f�m�e�����s�h �a�Z�i�b�k�Z�g�•���\���h�d�j�_�f�b�o���j�y�^�d�Z�o���l�h�s�h�� 
4) �J�h�a�[�b�\�d�Z���l�_�d�k�l�m���g�Z���g�_�\�_�e�b�d�•���[�e�h�d�b�����D�h�`�_�g���j�y�^�h�d���l�_�d�k�l�m�����[�e�h�d�����f�Z�}���f�•�k�l�b�l�b��

�h�^�g�_���q�b���d�•�e�v�d�Z���a�\�¶�y�a�Z�g�b�o���j�_�q�_�g�v�����Y�d�s�h���\���j�y�^�d�m���i�j�b�k�m�l�g�•�c���k�b�f�\�h�e���i�_�j�_�g�h�k�m�����l�h���p�_�c��
�j�y�^�h�d�� �f�Z�}�� �h�[�¶�}�^�g�m�\�Z�l�b�k�v�� �a�� �g�Z�k�l�m�i�g�b�f���� �D�h�j�b�k�l�m�\�Z�q�_�\�•�� �i�h�\�•�^�h�f�e�y�}�l�v�k�y�� �y�d�•�� �j�y�^�d�b��
�n�Z�c�e�m���l�j�_�[�Z���i�_�j�_�\�•�j�b�l�b���g�Z���g�Z�y�\�g�•�k�l�v���\���g�b�o���p�•�e�•�k�g�h�]�h���[�e�h�d�m���l�_�d�k�l�m���� 

5) �I�_�j�_�d�e�Z�^�� �h�l�j�b�f�Z�g�h�]�h�� �l�_�d�k�l�m�� �\�� �'�/���� �<�� �j�_�a�m�e�v�l�Z�l�•�� �f�Z�}�� �[�m�l�b�� �h�l�j�b�f�Z�g�h�� �^�\�Z��
�l�_�d�k�l�h�\�b�o���n�Z�c�e�b���a���Z�g�]�e�•�c�k�v�d�b�c���l�Z���m�d�j�Z�€�g�k�v�d�b�f���l�_�d�k�l�h�f���a���i�h�\�g�h�x���\�•�^�i�h�\�•�^�g�•�k�l�x���f�•�`��
�j�y�^�d�Z�f�b���l�_�d�k�l�h�\�b�o���n�Z�c�e�•�\���� 

6) �A�Z�i�m�k�d�� �h�k�g�h�\�g�h�€�� �i�j�h�]�j�Z�f�b�� �Z�\�l�h�f�Z�l�b�q�g�h�€�� �d�h�j�_�d�p�•�€�� �l�_�d�k�l�h�\�b�o�� �n�Z�c�e�•�\�� �c��
�\�•�^�d�j�b�l�l�y���a�\�•�l�m���\���[�j�Z�m�a�_�j�•�����<���a�\�•�l�•���\�•�^�h�[�j�Z�`�Z�x�l�v�k�y���a�Z�i�j�h�i�h�g�h�\�Z�g�•���a�f�•�g�b���� 

7) �M���\�b�i�Z�^�d�m���\�b�y�\�e�_�g�g�y���i�•�^���q�Z�k���i�_�j�_�]�e�y�^�m���a�\�•�l�m���i�_�\�g�b�o���[�e�h�d�•�\�����y�d�•���\�b�f�Z�]�Z�x�l�v��
�d�h�j�_�d�p�•�€���� �i�j�h�Z�g�Z�e�•�a�m�\�Z�l�b�� �a�Z�� �n�m�g�d�p�•�h�g�Z�e�b�� �k�l�h�j�•�g�d�b�� �a�\�•�l�m�� �l�h�d�_�g�b�� �i�j�h�[�e�_�f�g�h�]�h��
�l�_�d�k�l�h�\�h�]�h�� �[�e�h�d�m�� �c�� �a�Z�]�Z�e�v�g�m�� �i�j�b�q�b�g�m�� �� �i�h�f�b�e�d�b���� �^�h�^�Z�l�b�� �\���[�Z�a�m�� �i�j�Z�\�b�e�� �g�_�h�[�o�•�^�g�•��
�a�f�•�g�b���l�Z���\�\�_�k�l�b���\���i�j�h�]�j�Z�f�m���g�h�f�_�j�b���a�f�•�g�_�g�b�o���j�y�^�d�•�\�����H�g�h�\�b�l�b�� �k�l�h�j�•�g�d�m���a�•���a�\�•�l�h�f���\��
�[�j�Z�m�a�_�j�•���� 

8) �I�h�\�l�h�j�x�\�Z�l�b���i�����������^�h�d�b���j�_�a�m�e�v�l�Z�l���i�_�j�_�d�e�Z�^�m�����g�_���k�l�Z�g�_���a�Z�^�h�\�•�e�v�g�b�f���� 
9) �Y�d�s�h���h�l�j�b�f�Z�g�b�c���l�_�d�k�l���\�b�]�e�y�^�Z�}���a�Z�^�h�\�•�e�v�g�b�f�����l�h���j�_�d�h�f�_�g�^�m�}�l�v�k�y���h�k�l�Z�l�h�q�g�h��

�i�_�j�_�\�•�j�b�l�b���c�h�]�h���a�Z���^�h�i�h�f�h�]�h�x��LanguageTool �g�Z���i�j�_�^�f�_�l���g�_�\�_�e�b�d�b�o���i�h�f�b�e�h�d���� 
�Y�d�� �f�h�\�m�� �i�j�h�]�j�Z�f�m�\�Z�g�g�y�� �^�e�y�� �j�_�Z�e�•�a�Z�p�•�€�� �k�b�k�l�_�f�b�� �\�b�[�_�j�_�f�h���3�\�W�K�R�Q�� ������������

�I�j�h�]�j�Z�f�Z�� �[�m�^�_�� �f�Z�l�b�� �g�_�k�d�e�Z�^�g�b�c�� �l�_�d�k�l�h�\�b�c�� �•�g�l�_�j�n�_�c�k�����f�_�l�h�x�� �y�d�h�]�h�� �[�m�^�_��
�\�•�^�i�j�Z�p�x�\�Z�g�g�y���g�h�\�b�o���i�j�Z�\�b�e���������;�Z�a�h�\�h�x���1�/�3���[�•�[�e�•�h�l�_�d�h�x���^�e�y���i�j�h�]�j�Z�f�b���\�b�[�_�j�_�f�h��
Spacy ������ �;�Z�a�Z�� �^�Z�g�b�o�� �i�j�Z�\�b�e�� �[�m�^�_�� �a�[�_�j�•�]�Z�l�b�k�v�� �\ �^�_�d�•�e�v�d�h�o�� �&�6�9�� �n�Z�c�e�Z�o���� �A�\�•�l�� �[�m�^�_��
�n�h�j�f�m�\�Z�l�b�k�y �\�� �k�i�_�p�•�Z�e�v�g�•�c�� �i�Z�i�p�•�� �^�h�d�m�f�_�g�l�m�� �y�d�� �+�7�0�/�� �n�Z�c�e�� �a�� �a�Z�k�l�h�k�m�\�Z�g�g�y�f��
�[�•�[�e�•�h�l�_�d�b���%�H�D�X�W�L�I�X�O�6�R�X�S���� 
�I�j�b�d�e�Z�^�b���n�h�j�f�m�\�Z�g�g�y���d�h�j�_�d�p�•�c�g�b�o���i�j�Z�\�b�e���l�Z���Z�g�Z�e�•�a���j�_�a�m�e�v�l�Z�l�•�\�����^�h�k�y�]�g�m�l�b�o��
�i�j�h�]�j�Z�f�h�x�� �i�j�b�� �€�o�� �a�Z�k�l�h�k�m�\�Z�g�g�•. �Y�d�� �i�j�b�d�e�Z�^�� �j�h�a�]�e�y�g�_�f�h �k�l�\�h�j�_�g�g�y�� �i�j�Z�\�b�e�� �a�Z��
�j�_�a�m�e�v�l�Z�l�Z�f�b�� �Z�g�Z�e�•�a�m�� �i�_�j�_�d�e�Z�^�m�� �^�\�h�o�� �k�l�Z�l�_�c�� �>�����������@���� �I�h�a�g�Z�q�_�g�g�y�����G�N - �g�_�\�•�j�g�b�c��
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�n�j�Z�]�f�_�g�l�� �i�_�j�_�d�e�Z�^�m�����I�K - �i�h�y�k�g�_�g�g�y�� �^�h�� �n�j�Z�]�f�_�g�l�m�����I�J - �a�Z�]�Z�e�v�g�h�� �k�n�h�j�f�h�\�Z�g�_��
�i�j�Z�\�b�e�h���a�Z�f�•�g�b���� 

�H�k�g�h�\�g�•���i�j�Z�\�b�e�Z�����s�h���[�m�e�b���a�Z�k�l�h�k�h�\�Z�g�•���g�Z�^�Z�g�•���\���^�h�k�l�Z�l�g�•�c���f�•�j�•���^�e�y���j�h�a�m�f�•�g�g�y��
�i�j�h�[�e�_�f�b���i�_�j�_�\�h�^�m���l�Z���a�Z�i�j�h�i�h�g�h�\�Z�g�h�]�h���i�•�^�o�h�^�m���� 
�G�N����Closedloop block diagram �:  �;�e�h�d-�k�o�_�f�Z���a�Z�f�d�g�_�g�h�]�h���p�b�d�e�m������������������  
�I�K���� �K�e�h�\�h�� �³loop�´�� �f�Z�}�� �i�_�j�r�b�c�� �k�_�g�k�� �©�p�b�d�e�ª���� �A�\�b�q�Z�c�g�h�� �D�I�� �\�b�[�b�j�Z�}�� �\�•�j�g�_�� �k�e�h�\�h��
�©�d�h�g�l�m�j�ª�����Z�e�_���\���p�v�h�f�m���\�b�i�Z�^�d�m���\�b�y�\�b�e�h�k�v���a�Z�f�Z�e�h���k�e�•�\�������� 
�I�J�����A�Z�f�•�g�Z���©�a�Z�f�d�g�_�g�b�c���p�b�d�e�ª���g�Z���©�a�Z�f�d�g�_�g�b�c���d�h�g�l�m�j�ª�����y�d�s�h���}��closed ?loop� .́ 
�G�N����Steady-state error �:  �i�h�o�b�[�d�Z���\���m�k�l�Z�e�_�g�h�f�m���j�_�`�b�f�•.   
�I�K�����I�h�k�l�•�c�g�b�c���[�m�d�\�Z�e�v�g�b�c���i�_�j�_�d�e�Z�^���i�j�b���g�Z�y�\�g�h�k�l�•���m�d�j�Z�€�g�k�v�d�h�]�h���\�•�^�i�h�\�•�^�g�b�d�Z. 
�I�J�����A�Z�f�•�g�Z���©�i�h�o�b�[�d�Z���\�� �m�k�l�Z�e�_�g�h�f�m���j�_�`�b�f�•�ª���g�Z���©�k�l�Z�l�b�q�g�Z�� �i�h�o�b�[�d�Z�ª�� �y�d�s�h���}��steady, 
state, error 
�G�N����smaller closed loop damping coefficient �:  �f�_�g�r�b�c�� �d�h�_�n�•�p�•�}�g�l�� �^�_�f�i�n�m�\�Z�g�g�y��
�a�Z�f�d�g�_�g�h�]�h �d�h�g�l�m�j�m. 
�I�K�����I�h�k�l�•�c�g�b�c���[�m�d�\�Z�e�v�g�b�c���i�_�j�_�d�e�Z�^���i�j�b���g�Z�y�\�g�h�k�l�•���m�d�j�Z�€�g�k�v�d�h�]�h���\�•�^�i�h�\�•�^�g�b�d�Z�����P�_�c��
�l�_�j�f�•�g�� �a�m�k�l�j�•�q�Z�}�l�v�k�y�� �\�� �m�d�j�Z�€�g�k�v�d�•�c�� �f�h�\�•���� �Z�e�_�� �\�� �l�_�d�k�l�Z�o���� �s�h�� �i�j�b�k�\�y�q�_�g�•�� �Z�g�Z�e�•�a�m��
�k�b�]�g�Z�e�•�\���� 
�I�J�����A�Z�f�•�g�Z���©�d�h�_�n�•�p�•�}�g�l���^�_�f�i�n�m�\�Z�g�g�y�ª���g�Z���©�d�h�_�n�•�p�•�}�g�l���a�Z�l�m�o�Z�g�g�y�ª�����\�Z�j�•�Z�g�l���a�]�Z�k�Z�g�g�y����
�y�d�s�h���}��damping, coefficient. 
�G�N����Analyze the complexity of tuning a PI controller to control liquid level - 
�I�j�h�Z�g�Z�e�•�a�m�\�Z�l�b�� �k�d�e�Z�^�g�•�k�l�v�� �g�Z�e�Z�r�l�m�\�Z�g�g�y�� �I�1-�j�_�]�m�e�y�l�h�j�Z�� �^�e�y�� �d�h�g�l�j�h�e�x�� �j�•�\�g�y��
�j�•�^�b�g�b. 
�I�K�����<���Z�g�]�e�•�c�k�v�d�•�c���i�•�^���³control�´�� �j�h�a�m�f�•�x�l�v���y�d�� �©�d�h�g�l�j�h�e�v�ª�����l�Z�d���•���©�j�_�]�m�e�x�\�Z�g�g�y�ª�����<��
�m�d�j�Z�€�g�k�v�d�•�c�� �f�h�\�•�� �i�•�^�� �d�h�g�l�j�h�e�_�f�� �j�h�a�m�f�•�}�l�v�k�y�� �k�b�]�g�Z�e�•�a�Z�p�•�y���� �l�h�f�m�� �p�_�c�� �i�_�j�_�d�e�Z�^��
�k�i�h�l�\�h�j�x�}���k�_�g�k�����'�3���•�g�h�^�•���i�_�j�_�d�e�Z�^�Z�}��liquid level control �y�d���d�h�g�l�j�h�e�v���j�•�\�g�y���j�•�^�b�g�b�����Z��
�•�g�h�^�•���± �y�d���j�_�]�m�e�x�\�Z�g�g�y���� �O�h�q�Z���\���l�_�d�k�l�h�\�h�f�m���[�e�h�p�•���i�j�b�k�m�l�g�•�c���I�1-�j�_�]�m�e�y�l�h�j�����^�e�y���'�3��
�p�_���g�_���k�l�Z�e�h���q�h�f�m�k�v���\���p�v�h�f�m���\�b�i�Z�^�d�m���m�f�h�\�h�x���a�f�•�g�b���©�d�h�g�l�j�h�e�v�ª���g�Z���©�j�_�]�m�e�x�\�Z�g�g�y�ª. 
�I�J�����A�Z�f�•�g�Z���©�d�h�g�l�j�h�e�x���j�•�\�g�y�ª���g�Z���©�j�_�]�m�e�x�\�Z�g�g�y���j�•�\�g�y�ª���y�d�s�h���}��control, liquid �q�b level. 
�G�N�����7�K�H���R�S�H�Q loop system has a process transfer function gP(s) relating the controlled 
variable H and the manipulated variable Fout. The transfer function gL(s) relates the 
output variable H and the load disturbance Fin. �:  �J�h�a�•�f�d�g�m�l�Z���k�b�k�l�_�f�Z���f�Z�}���i�_�j�_�^�Z�l�g�m��
�n�m�g�d�p�•�x�� �i�j�h�p�_�k�m�� �J�3���V������ �s�h�� �i�h�\�
�y�a�m�}�� �d�_�j�h�\�Z�g�m�� �a�f�•�g�g�m�� �+�� �•�� �d�_�j�h�\�Z�g�m�� �a�f�•�g�g�m�� �)�R�X�W����
�I�_�j�_�^�Z�\�Z�e�v�g�Z�� �n�m�g�d�p�•�y�� �J�/���V���� �i�h�\�
�y�a�m�}�� �\�b�o�•�^�g�m�� �a�f�•�g�g�m�� �+���•�� �a�[�m�j�_�g�g�y�� �g�Z�\�Z�g�l�Z�`�_�g�g�y��
Fin. 
�I�K�������'�/���a�Z�k�l�h�k�h�\�m�}���h�^�g�h�q�Z�k�g�h���l�j�b���n�h�j�f�b�����\�\�Z�`�Z�x�q�b���€�o���k�b�g�h�g�•�f�•�q�g�b�f�b�����i�_�j�_�^�Z�l�g�Z����
�i�_�j�_�^�Z�\�Z�e�v�g�Z���l�Z���i�_�j�_�^�Z�l�h�q�g�Z���n�m�g�d�p�•�y�� 
�I�J������ �L�j�_�[�Z�� �a�Z�f�•�g�b�l�b�� �\�k�•�� �\�Z�j�•�Z�g�l�b�� �g�Z�� �i�_�\�g�b�c�� �h�^�b�g�� �\�Z�j�•�Z�g�l���� �g�Z�i�j�b�d�e�Z�^�� �g�Z��
�©�i�_�j�_�^�Z�l�h�q�g�Z�ª�� 
�I�K�������'�/�� �k�i�h�l�\�h�j�b�\�� �k�_�g�k�����i�_�j�_�d�e�Z�\�r�b���³controlled variable�´�� �•���³manipulated variable�´��
�y�d���©�d�_�j�h�\�Z�g�Z���a�f�•�g�g�Z�ª�����I�h�^�•�[�g�Z���i�h�f�b�e�d�Z���f�Z�}���k�b�k�l�_�f�Z�l�b�q�g�b�c���o�Z�j�Z�d�l�_�j����  
�I�J�������<�b�i�j�Z�\�e�_�g�g�y���f�Z�}���k�i�b�j�Z�l�b�k�y���g�Z���l�_�����s�h���i�•�k�e�y���³variable�´���c�^�_���i�h�a�g�Z�q�_�g�g�y�����Y�d�s�h��
�\���l�_�d�k�l�•���a�m�k�l�j�•�q�Z�}�l�v�k�y�� �©�d�_�j�h�\�Z�g�Z���a�f�•�g�g�Z�ª�� �a���i�h�a�g�Z�q�_�g�g�y�f�����l�h�� �l�j�_�[�Z���c�h�]�h���\�b�^�•�e�b�l�b���c��
�i�_�j�_�\�•�j�b�l�b�� �g�Z�y�\�g�•�k�l�v�� �[�•�e�y�� �i�h�a�g�Z�q�_�g�g�y�� �\�� �Z�g�]�e�•�c�k�v�d�•�c�� �\�_�j�k�•�€�� �³manipulated variable�´����
�L�h�^�•���p�x���©�d�_�j�h�\�Z�g�m���a�f�•�g�g�m�ª���a�Z�f�•�g�x�}�f�h�����g�Z�i�j�b�d�e�Z�^�����g�Z���d�_�j�m�x�q�b�c���\�i�e�b�\�� 
�G�N����with two tanks in series for P control (KC = 2) and PI control (K�K = 5 and �LI = 5 
min) �:  �m���^�\�h�o���i�h�k�e�•�^�h�\�g�h���a�
�}�^�g�Z�g�b�o���j�_�a�_�j�\�m�Z�j�Z�o���^�e�y���3-�j�_�]�m�e�x�\�Z�g�g�y�����.�&��� ���������•���3�,-
�j�_�]�m�e�x�\�Z�g�g�y�����.�K � �������•���L�,��� �������o�\����  
�I�K���� �'�/�� �\�b�d�h�j�b�k�l�h�\�m�}�� �\�� �l�_�d�k�l�Z�o�� �y�d�� �©�3�,�'-�j�_�]�m�e�y�l�h�j�ª���� �l�Z�d�� �•�� �©�I�1�>-�j�_�]�m�e�y�l�h�j�ª���� �L�m�l��
�[�Z�q�b�f�h�����s�h���p�_���i�j�h���\�k�•���n�h�j�f�b���j�_�]�m�e�y�l�h�j�Z�������©�3-�j�_�]�m�e�x�\�Z�g�g�y�ª�����©�3�,-�j�_�]�m�e�x�\�Z�g�g�y�ª. 
�I�J�����I�j�b���g�Z�y�\�g�h�k�l�•���©�3���3�,���3�,�'��control�ª �a�Z�f�•�g�y�l�b���3���3�,���3�,�'���g�Z���d�b�j�b�e�b�q�g�m���Z�[�j�_�\�•�Z�l�m�j�m�� 
�G�N����Root locus plot �:  �=�j�Z�n�•�d���d�h�j�_�g�_�\�h�]�h���e�h�d�m�k�m. 
�I�K�����I�h�k�l�•�c�g�b�c���[�m�d�\�Z�e�v�g�b�c���i�_�j�_�d�e�Z�^���i�j�b���g�Z�y�\�g�h�k�l�•���m�d�j�Z�€�g�k�v�d�h�]�h���\�•�^�i�h�\�•�^�g�b�d�Z�������������������� 
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�I�J�����A�Z�f�•�g�b�l�b���©�d�h�j�_�g�_�\�b�c���e�h�d�m�k�ª���g�Z���©�d�h�j�_�g�_�\�b�c���]�h�^�h�]�j�Z�n�ª���y�d�s�h���}��root, locus 
�G�N����so the response is not oscillatory �:  �l�h�f�m���\�•�^�]�m�d���g�_���}���h�k�p�b�e�y�l�h�j�g�b�f�� 
�I�K�����I�h�k�l�•�c�g�b�c���[�m�d�\�Z�e�v�g�b�c���i�_�j�_�d�e�Z�^���i�j�b���g�Z�y�\�g�h�k�l�•���m�d�j�Z�€�g�k�v�d�h�]�h���\�•�^�i�h�\�•�^�g�b�d�Z�� 
�I�J�����A�Z�f�•�g�b�l�b���©�h�k�p�b�e�y�l�h�j�g�b�c�ª���g�Z���©�d�h�e�b�\�Z�e�v�g�b�c�ª���y�d�s�h���}��oscillatory, response. 
�G�N����if the plant culture requires PI level control �:  �y�d�s�h���d�m�e�v�l�m�j�Z���j�h�k�e�b�g���\�b�f�Z�]�Z�}���I�1-
�j�_�]�m�e�y�l�h�j �j�•�\�g�y. 
�I�K���� �:�g�]�e�•�c�k�v�d�_�� �k�e�h�\�h�� �³plant�´���± �p�_���³�j�h�k�e�b�g�Z�´���� �³�l�_�o�g�h�e�h�]�•�q�g�b�c�� �h�[�¶�}�d�l�� �d�_�j�m�\�Z�g�g�y�´����
�³�l�_�o�g�h�e�h�]�•�q�g�Z���m�k�l�Z�g�h�\�d�Z�´���•���³�a�Z�\�h�^�´�����H�^�g�Z�d���i�_�j�\�b�g�g�b�c���k�_�g�k���\���l�_�f�Z�l�b�p�•���Z�\�l�h�f�Z�l�b�a�Z�p�•�€ 
�a�m�k�l�j�•�q�Z�l�b�k�v���[�m�^�_���^�m�`�_���a�j�•�^�d�Z�� 
�I�J�����A�Z�f�•�g�b�l�b���³�d�m�e�v�l�m�j�Z���j�h�k�e�b�g�ª���g�Z���©�d�m�e�v�l�m�j�Z���\�b�j�h�[�g�b�p�l�\�Z�ª���y�d�s�h���}��plant culture. 
�G�N����Extractive distillation �:   �?�d�k�l�j�Z�d�l�b�\�g�Z���^�b�k�l�b�e�y�p�•�y. 
�I�K���� �'�/�� �•�g�h�^�•�� �k�e�h�\�h�� �³distillation�´�� �i�_�j�_�d�e�Z�^�Z�}�� �y�d�� �©�j�_�d�l�b�n�•�d�Z�p�•�y�ª���� �Z�� �•�g�h�^�•�� �y�d��
�©�^�b�k�l�b�e�y�p�•�y�ª�� 
 �I�j�Z�\�b�e�v�g�b�c�� �i�_�j�_�d�e�Z�^�� �± �©�j�_�d�l�b�n�•�d�Z�p�•�y�ª���� �h�k�d�•�e�v�d�b���f�Z�c�`�_�� �a�Z�\�`�^�b�� �f�Z�}�l�v�k�y�� �g�Z�� �m�\�Z�a�•��
�Z�i�Z�j�Z�l���a���n�e�_�]�f�h�x. 
�I�J�����A�Z�f�•�g�b�l�b���©�^�b�k�l�b�e�y�p�•�y�ª���g�Z���©�j�_�d�l�b�n�•�d�Z�p�•�y�ª���y�d�s�h���\����distillation. 
�G�N����Ternary Map (Mole Basis) �:   �L�_�j�g�Z�j�g�Z���d�Z�j�l�Z�����d�j�h�l�y�q�b�c���[�Z�a�b�k��. 
�I�K�������H�^�g�_���a�•���a�g�Z�q�_�g�v���Z�g�]�e�•�c�k�v�d�h�]�h���k�e�h�\�Z���©mole�ª�����f�Z�}���a�g�Z�q�_�g�g�y �©�d�j�•�l�ª������ 
�I�J�������A�Z�f�•�g�b�l�b���©�d�j�h�l�y�q�b�c���[�Z�a�b�k�ª���g�Z���©�f�h�e�v�g�•���h�^�b�g�b�p�•�ª���y�d�s�h���}��mole basis. 
�I�K�������;�m�d�\�Z�e�v�g�b�c���i�_�j�_�d�e�Z�^���a���g�_�d�h�j�_�d�l�g�b�f���a�Z�k�l�h�k�m�\�Z�g�g�y�f���k�e�h�\�Z���©�d�Z�j�l�Z�ª. 
�I�J�������A�Z�f�•�g�b�l�b���©�l�_�j�g�Z�j�g�Z���d�Z�j�l�Z�ª���g�Z���©�l�j�b�d�m�l�g�Z���^�•�Z�]�j�Z�f�Z�ª���y�d�s�h���}��ternary map. 
�G�N����to handle large disturbances �:  �^�e�y���h�[�j�h�[�d�b���\�_�e�b�d�b�o���a�[�m�j�_�g�v. 
�I�K�����'�/���^�e�y���©large disturbances�ª���\�b�[�b�j�Z�}���^�Z�e�_�d�h���g�_���i�_�j�r�b�c �k�_�g�k���^�•�}�k�e�•�\�����©�>�h�e�Z�l�b�ª��- 
�p�_���^�j�m�]�b�c���k�_�g�k���^�•�}�k�e�h�\�Z handle, �h�^�g�Z�d���'�/���q�h�f�m�k�v���h�[�j�Z�\���©�h�[�j�h�[�d�b�ª�����a�Z�f�•�g�b�l�b���©�^�e�y��
�h�[�j�h�[�d�b���\�_�e�b�d�b�o���a�[�m�j�_�g�v�ª���g�Z���©�^�e�y���i�h�^�h�e�Z�g�g�y���\�_�e�b�d�b�o���a�[�m�j�_�g�v�ª�����y�d�s�h���\���h�j�b�]�•�g�Z�e�•��
�}���k�e�h�\�h���³disturbance� .́ 
�I�J�����A�Z�f�•�g�b�l�b���©�^�e�y���h�[�j�h�[�d�b���\�_�e�b�d�b�o���a�[�m�j�_�g�v�ª���g�Z���©�^�e�y���i�h�^�h�e�Z�g�g�y���\�_�e�b�d�b�o���a�[�m�j�_�g�v�ª����
�y�d�s�h���}���³disturbance� .́ 
�G�N����is used to set the number of stages in each column and feed locations �:  
�\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y�� �^�e�y�� �\�k�l�Z�g�h�\�e�_�g�g�y�� �d�•�e�v�d�h�k�l�•�� �k�l�Z�^�•�c�� �m�� �d�h�`�g�•�c�� �d�h�e�h�g�•�� �l�Z�� �f�•�k�p�v��
�i�h�^�Z�q�•�� 
�I�K�����<���Z�g�]�e�•�c�k�v�d�•�c���f�h�\�•�� �©�l�Z�j�•�e�d�Z�ª���j�_�d�l�b�n�•�d�Z�p�•�c�g�h�€���d�h�e�h�g�b���f�h�`�_���[�m�l�b���i�_�j�_�d�e�Z�^�_�g�Z��
�y�d�� �³stage�´���� �³tray�´�� �•�� �g�Z�\�•�l�v�� �³plate�´���� �H�^�g�Z�d�� �³stage�´���± �g�Z�c�[�•�e�v�r�� �q�Z�k�l�h�l�g�b�c�� �\�Z�j�•�Z�g�l����
�;�m�d�\�Z�e�v�g�b�c���i�_�j�_�d�e�Z�^���c�h�]�h���g�_���\�•�j�g�b�c�� 
�I�J�����A�Z�f�•�g�b�l�b���©�k�l�Z�^�•�y�ª���g�Z���©�l�Z�j�•�e�d�Z�ª���y�d�s�h���}��distillation, column. 
�G�N���� �$�� ����min deadtime is included in the temperature loops -�!�� �>�h�� �l�_�f�i�_�j�Z�l�m�j�g�b�o��
�d�h�g�l�m�j�•�\���\�d�e�x�q�_�g�h���q�Z�k���h�q�•�d�m�\�Z�g�g�y�������o�\�� 
�I�K�����M�d�j�Z�€�g�k�v�d�b�f���\�•�^�i�h�\�•�^�g�b�d�h�f���©�f�_�j�l�\�h�]�h���q�Z�k�m�ª���}���q�Z�k���a�Z�i�•�a�g�_�g�g�y. 
�I�J�����A�Z�f�•�g�b�l�b���©�q�Z�k���h�q�•�d�m�\�Z�g�g�y�ª���g�Z���©�q�Z�k���a�Z�i�•�a�g�_�g�g�y�ª���y�d�s�h���}��dead ?time. 
�G�N����1 atm case with economizer; decreases in feed flowrate �:  �<�b�i�Z�^�h�d�� �a��
�_�d�h�g�h�f�Z�c�a�_�j�h�f���i�j�b���l�b�k�d�m�������Z�l�f�����a�f�_�g�r�_�g�g�y���r�\�b�^�d�h�k�l�•���i�h�l�h�d�m���d�h�j�f�m����  
�I�K�������;�m�d�\�Z�e�v�g�b�c���i�_�j�_�d�e�Z�^���³flow rate�´���i�j�b���m�d�j�Z�€�g�k�v�d�h�f�m���\�•�^�i�h�\�•�^�g�b�d�m���©�\�b�l�j�Z�l�Z�ª. 
�I�J�������A�Z�f�•�g�b�l�b���©�r�\�b�^�d�•�k�l�v���i�h�l�h�d�m�ª���g�Z���©�\�b�l�j�Z�l�m���i�h�l�h�d�m�ª���y�d�s�h���\���:�L���}��flow ?rate. 
�I�K������ �'�/�� �[�_�j�_�� �i�_�j�r�_�� �a�g�Z�q�_�g�g�y�� �•�f�_�g�g�b�d�Z��feed �c�� �h�l�j�b�f�m�}�� �³�d�h�j�f�´���� �s�h�� �}�� �a�h�\�k�•�f �a�Z 
�d�h�g�l�_�d�k�l�h�f. 
�I�J�������A�Z�f�•�g�b�l�b���©�d�h�j�f�ª���g�Z���©�`�b�\�e�_�g�g�y�ª���y�d�s�h���}��feed. 
�G�N����An underdamped second-order system has a characteristic equation �:  
�G�_�^�h�^�_�f�i�n�h�\�Z�g�Z�� �k�b�k�l�_�f�Z�� �^�j�m�]�h�]�h�� �i�h�j�y�^�d�m�� �f�Z�}�� �o�Z�j�Z�d�l�_�j�b�k�l�b�q�g�_�� �j�•�\�g�y�g�g�y.   
�I�K�����;�m�d�\�Z�e�v�g�b�c���i�_�j�_�d�e�Z�^���k�e�h�\�Z���³underdamped�´���a�Z�f�•�k�l�v���m�d�j�Z�€�g�k�v�d�h�]�h���\�•�^�i�h�\�•�^�g�b�d�Z�� 
�I�J�����A�Z�f�•�g�b�l�b���©�g�_�^�h�^�_�f�n�h�\�Z�g�Z�ª���g�Z���©�d�h�e�b�\�Z�e�v�g�Z�ª���y�d�s�h���\���:�L���}��underdamped, system. 

�K�n�h�j�f�h�\�Z�g�•�� �i�j�Z�\�b�e�Z�� �^�e�y�� �^�h�^�Z�\�Z�g�g�y�� �\�� �[�Z�a�m�� �g�_�h�[�o�•�^�g�h�� �\�•�^�g�_�k�l�b�� �^�h�� �i�_�\�g�h�€��
�d�Z�l�_�]�h�j�•�€���l�Z���a�Z�g�_�k�l�b���\���k�i�_�p�•�Z�e�v�g�h�f�m���\�b�]�e�y�^�•���\���\�•�^�i�h�\�•�^�g�b�c���^�h���p�•�}�€���d�Z�l�_�]�h�j�•�€���n�Z�c�e���� 
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�<���i�_�j�r�m���q�_�j�]�m���\�•�^�i�j�Z�p�v�h�\�m�x�l�v�k�y���g�Z�k�l�m�i�g�•���i�Z�j�b���l�h�d�_�g�•�\�� 
- amod (adjectival modifier) �± �i�j�b�d�f�_�l�g�b�d�� + �•�f�_�g�g�b�d 
- nmod (nominal modifier) �± �•�f�_�g�g�b�d + �•�f�_�g�g�b�d 
- conj (conjunction) �± �k�i�h�e�m�q�_�g�•���k�e�h�\�Z�� 
- obj (object) �± �^�•�}�k�e�h�\�h + �h�[�¶�}�d�l 

 - csubj (clausal subject) �± �^�•�}�k�e�h�\�h + �k�m�[�¶�}�d�l 
�>�Z�e�•�� �\�•�^�i�j�Z�p�v�h�\�m�}�l�v�k�y�� �a�Z�f�•�g�Z�� �h�d�j�_�f�b�o�� �k�e�•�\ �g�Z�� �h�d�j�_�f�•�� �k�e�h�\�Z. 

 �G�Z�k�l�m�i�g�b�c���d�j�h�d��- �a�Z�f�•�g�Z���i�h�k�e�•�^�h�\�g�h�k�l�_�c���a���g�_�n�•�d�k�h�\�Z�g�h�x�� �d�•�e�v�d�•�k�l�x���k�e�•�\�������\��
�i�h�j�y�^�d�m�� �i�h�q�b�g�Z�x�q�b�� �a�� �g�Z�c�[�•�e�v�r�h�€�� �d�•�e�v�d�h�k�l�•��. �H�k�l�Z�g�g�•�c�� �d�j�h�d��- �a�Z�f�•�g�Z��
�i�h�k�e�•�^�h�\�g�h�k�l�_�c���� �s�h�� �\�b�f�Z�]�Z�}�� �i�j�h�]�j�Z�f�g�h�]�h�� �d�h�^�m�����g�Z���i�h�l�h�q�g�h�f�m�� �_�l�Z�i�•�� �p�_���\�b�y�\�e�_�g�g�y��
�a�f�•�g�g�b�o�� �^�e�y�� �l�h�]�h���� �s�h�[ �k�d�h�j�_�]�m�\�Z�l�b�� �g�_�\�•�j�g�b�c�� �i�_�j�_�d�e�Z�^�� �³manipulated variable�´�� �y�d��
�d�_�j�h�\�Z�g�h�€�� �a�f�•�g�g�h�€���� �A�\�•�l�b�� �i�j�h�]�j�Z�f�b�� �^�e�y�� �^�\�h�o�� �k�l�Z�l�_�c�� �i�•�k�e�y�� �^�h�k�y�]�g�_�g�g�y�� �j�•�\�g�y��
�a�Z�^�h�\�•�e�v�g�h�]�h���i�_�j�_�d�e�Z�^�m���i�h�d�Z�a�Z�g�•���g�Z���j�b�k�����������•�������� 

 
�J�b�k���� ���� �N�j�Z�]�f�_�g�l�� �a�\�•�l�m�� �i�j�h�]�j�Z�f�b�� �s�h�^�h�� �j�_�a�m�e�v�l�Z�l�•�\�� �d�h�j�_�]�m�\�Z�g�g�y�� �i�_�j�_�d�e�Z�^�m�� �k�l�Z�l�l�•��
[13] 

 

 
�J�b�k���� ���� �N�j�Z�]�f�_�g�l�� �a�\�•�l�m�� �i�j�h�]�j�Z�f�b�� �s�h�^�h�� �j�_�a�m�e�v�l�Z�l�•�\�� �d�h�j�_�]�m�\�Z�g�g�y�� �i�_�j�_�d�e�Z�^�m�� �k�l�Z�l�l�•��
[14] 
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�M�a�Z�]�Z�e�v�g�_�g�•���j�_�a�m�e�v�l�Z�l�b���i�h���i�_�j�_�d�e�Z�^�m���j�h�[�h�l�b �>�����@�������a�������������k�e�•�\���������k�e�•�\���[�m�e�h��

�^�h�^�Z�g�h���c�����������k�e�h�\�Z �\�b�^�Z�e�_�g�h�����M�a�Z�]�Z�e�v�g�_�g�•�� �j�_�a�m�e�v�l�Z�l�b���i�h�� �i�_�j�_�d�e�Z�^�m�� �j�h�[�h�l�b �>�����@�����a��
���������� �k�e�•�\�� �������� �k�e�•�\�� �[�m�e�h�� �\�b�^�Z�e�_�g�h�� �c�� �������� �k�e�•�\�� �^�h�^�Z�g�h. �L�Z�d�b�f�� �q�b�g�h�f���� �^�e�y�� �d�h�j�_�d�p�•�€��
�l�_�d�k�l�m���g�_�h�[�o�•�^�g�h���a�f�•�g�b�l�b���i�j�b�[�e�b�a�g�h���������\�•�^���c�h�]�h���k�e�•�\���� 
�<�b�k�g�h�\�d�b 
1.  �J�_�a�m�e�v�l�Z�l�b�� �Z�\�l�h�f�Z�l�b�q�g�h�]�h�� �i�_�j�_�d�e�Z�^�m�� �l�_�d�k�l�•�\�� �g�Z�m�d�h�\�b�o�� �k�l�Z�l�_�c�� �]�Z�e�m�a�•��
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�c�^�_���f�h�\�Z���\���h�j�b�]�•�g�Z�e�v�g�h�f�m���l�_�d�k�l�•���� 

2. �L�b�f�� �g�_�� �f�_�g�r���� �i�_�j�_�d�e�Z�^�� �}�� �^�Z�e�_�d�b�f�� �\�•�^�� �e�•�l�_�j�Z�l�m�j�g�h�� �i�j�b�c�g�y�l�g�h�]�h���� �A�Z�f�•�k�l�v��
�i�j�b�c�g�y�l�b�o���\���m�d�j�Z�€�g�k�v�d�•�c���l�_�j�f�•�g�h�e�h�]�•�€���]�Z�e�m�a�•���M���p�•�e�h�f�m���i�h�f�b�e�d�b�����y�d�•���j�h�[�b�l�v���D�L��
�}���e�_�]�d�h���i�h�f�•�l�g�b�f�b�����g�Z���d�r�l�Z�e�l���³�d�m�e�v�l�m�j�Z���j�h�k�e�b�g�´���a�Z�f�•�k�l�v���d�m�e�v�l�m�j�b���\�b�j�h�[�g�b�p�l�\�Z��
�q�b�� �³�d�h�j�f�� �d�h�e�h�g�b�´�� �a�Z�f�•�k�l�v�� �³�`�b�\�e�_�g�g�y�� �d�h�e�h�g�b������ �H�^�g�Z�d���� �a�m�k�l�j�•�e�Z�k�v�� �c�� �l�Z�d�Z���� �y�d�Z��
�i�Z�i�e�x�`�b�l�v���k�f�b�k�e�����Z�e�_���}���g�_�i�h�f�•�l�g�h�����d�h�e�b���y�d���\�o�•�^�g�Z�����l�Z�d���•���\�b�o�•�^�g�Z���a�f�•�g�g�Z���h�[�¶�}�d�l�m��
�\���k�b�k�l�_�f�•���i�h�a�g�Z�q�_�g�v���k�l�Z�e�b���³�d�_�j�h�\�Z�g�b�f�b���a�f�•�g�g�b�f�b�´�� 

3. �M�� �p�•�e�h�f�m�� �i�h�f�b�e�d�b���� �y�d�•�� �j�h�[�b�l�v�� �D�L�� �}�� �e�_�]�d�h�� �i�h�f�•�l�g�b�f�b�� ���g�Z�� �d�r�l�Z�e�l�� �³�d�m�e�v�l�m�j�Z��
�j�h�k�e�b�g�´�� �a�Z�f�•�k�l�v�� �d�m�e�v�l�m�j�b�� �\�b�j�h�[�g�b�p�l�\�Z�� �q�b�� �³�d�h�j�f�� �d�h�e�h�g�b�´�� �a�Z�f�•�k�l�v�� �³�`�b�\�e�_�g�g�y��
�d�h�e�h�g�b�������H�^�g�Z�d�����a�m�k�l�j�•�e�Z�k�v���c���l�Z�d�Z�����y�d�Z���i�Z�i�e�x�`�b�l�v���k�f�b�k�e�����Z�e�_���}���g�_�i�h�f�•�l�g�h�����d�h�e�b��
�y�d���\�o�•�^�g�Z�����l�Z�d���•���\�b�o�•�^�g�Z���a�f�•�g�g�Z���h�[�¶�}�d�l�m���\���k�b�k�l�_�f�•���i�h�a�g�Z�q�_�g�v���k�l�Z�e�b���³�d�_�j�h�\�Z�g�b�f�b��
�a�f�•�g�g�b�f�b�´�� 

4. �I�h�f�b�e�d�b�� �l�Z�� �g�_�l�h�q�g�h�k�l�•���� �y�d�•�� �i�j�b�i�m�k�d�Z�}�� �D�L�� �f�Z�x�l�v�� �k�b�k�l�_�f�Z�l�b�q�g�b�c�� �o�Z�j�Z�d�l�_�j����
�A�Z�k�l�h�k�m�\�Z�g�g�y���a�Z�i�j�h�i�h�g�h�\�Z�g�h�]�h���i�•�^�o�h�^�m���^�h���d�h�j�_�]�m�\�Z�g�g�y���l�_�d�k�l�m���^�h�a�\�h�e�y�}���•�k�l�h�l�g�h��
�d�h�f�i�_�g�k�m�\�Z�l�b�� �n�Z�d�l�h�j�� �k�b�k�l�_�f�Z�l�b�q�g�b�o�� �i�h�f�b�e�h�d���� �l�Z�d�b�f�� �q�b�g�h�f���q�Z�k�� �h�q�•�d�m�\�Z�g�h�]�h��
�j�_�^�Z�]�m�\�Z�g�g�y�� �l�_�d�k�l�m���� �y�d�b�c�� �i�j�h�c�r�h�\�� �d�h�f�i�¶�x�l�_�j�g�b�c�� �i�_�j�_�d�e�Z�^�Z�q�� �l�Z��
�a�Z�i�j�h�i�h�g�h�\�Z�g�b�c�� �d�h�j�_�d�l�h�j �[�m�^�_�� �•�k�l�h�l�g�h�� �f�_�g�r�b�f�� �g�•�`�� �q�Z�k�� �j�_�^�Z�]�m�\�Z�g�g�y�� �l�_�d�k�l�m����
�y�d�b�c���i�•�^�^�Z�\�k�y �l�•�e�v�d�b���d�h�f�i�¶�x�l�_�j�g�h�f�m �i�_�j�_�d�e�Z�^�m. 

5. �K�l�Z�l�b�k�l�b�q�g�b�c���Z�g�Z�e�•�a���i�h�d�Z�a�m�}�����s�h���\���j�h�a�]�e�y�g�m�l�b�o���i�_�j�_�d�e�Z�^�Z�o���^�h�k�l�Z�l�g�v�h���a�Z�f�•�g�b�l�b��
�e�b�r�_���������k�e�•�\���^�e�y���l�h�]�h�����s�h�[���•�k�l�h�l�g�h���i�h�d�j�Z�s�b�l�b���e�•�l�_�j�Z�l�m�j�g�b�c���j�•�\�_�g�v���l�_�d�k�l�m������ 

�K�i�b�k�h�d���e�•�l�_�j�Z�l�m�j�b 
1. �G�•�d�•�l�•�g���H���D�������A�Z�c�p�_�\���<���F�������L�h�e�h�q�d�h���L���H���� �I�j�b�e�Z�^�h�[�m�^�m�\�Z�g�g�y�� �l�Z���Z�\�l�h�f�Z�l�b�a�Z�p�•�y����

�L�_�j�f�•�g�b���•���\�b�a�g�Z�q�_�g�g�y. �D�b�€�\�������D�I�1���•�f�����1�]�h�j�y���K�•�d�h�j�k�v�d�h�]�h�����������������Q�������������������k�� 
2. Michael C., Dragsted B., Elming J. The process of post-editing: A pilot study. 

Proceedings of the 8th International NLPCS Workshop. Denmark, 
Samfundsliterattur: Copenhagen Business School. P. 131-142. 

3. �3�D�U�U�D���(�V�F�D�U�W�t�Q���&�������$�U�F�H�G�L�O�O�R���0�����$���I�X�]�]�L�H�U���D�S�S�U�R�D�F�K���W�R���P�D�F�K�L�Q�H���W�U�D�Q�V�O�D�W�L�R�Q���H�Y�D�O�X�D�W�L�R�Q����
A pilot study on post-editing productivity and automated metrics in commercial 
settings. Proceedings of the Fourth Workshop on Hybrid Approaches to Translation 
(HyTra), Beijing. Stroudsburg, PA, USA, 2015. P. 40�±45. URL: 
https://doi.org/10.18653/v1/w15-4107. 

4. �F�h�•�k�}�}�\�Z�� �G������ �>�a�b�d�h�\�b�q�� �H������ �R�l�Z�g�v�d�h�� �:���� �F�Z�r�b�g�g�b�c�� �i�_�j�_�d�e�Z�^���� �i�h�j�•�\�g�y�g�g�y��
�j�_�a�m�e�v�l�Z�l�•�\���l�Z���Z�g�Z�e�•�a���i�h�f�b�e�h�d���'�H�H�S�/���l�Z���*�R�R�J�O�H��Translate. Advanced Linguistics. 
���������������‹�����������&������-82.  https://doi.org/10.20535/2617-5339.2023.11.27759 

5. Ismail A., Hartono R. Errors Made in Google Translate in the Indonesian to English 
Translations of News Item Texts. ELT Forum: Journal of English Language 
Teaching. 2016. Vol. 5, no. 2. Article 2. URL: 
https://journal.unnes.ac.id/sju/index.php/elt/article/view/11228. 

6. Tongpoon-Patanasorn A., Griffith K. Google Translate and Translation Quality: A 
Case of Translating Academic Abstracts from Thai to English. PASAA: Journal of 
Language Teaching and Learning in Thailand. 2020. No. 60. P. 134�±163. 

7. Kur M. Method of measuring the effort related to post-editing machine translated 
outputs produced in the English>Polish language pair by Google, Microsoft and 



�1�G�N�H�J�F�:�L�B�D�:���L�:���F�:�L�?�F�:�L�B�Q�G�1���F�?�L�H�>�B���<���F�H�>�?�E�X�<�:�G�G�1���’�������������’���L�h�f�����������‹�������� 

333 

DeepL MT engines: A pilot study. Beyond Philology An International Journal of 
Linguistics, Literary Studies and English Language Teaching. 2019. No. 16/4. P. 69�±
99. URL: https://doi.org/10.26881/bp.2019.4.03 

8. Ismail A., Hartono R. Errors Made In Google Translate In The Indonesian To English 
Translations Of News Item Texts. Journal of English Language Teaching. 2016. Vol. 
5. URL: https://api.semanticscholar.org/CorpusID:58690342. 

9. �*�L�U�D�O�G�R���2�V�S�L�Q�D���'�����/�������1�D�U�D�Q�M�R���5�X�L�]�� �0������ �5�R�P�H�U�R���5�D�P�t�U�H�]���/���� �&���� �$�� �P�H�W�K�R�G�R�O�R�J�L�F�D�O��
proposal integrating the translation process into the study of cognitive effort. 
�&�D�G�H�U�Q�R�V�� �G�H�� �7�U�D�G�X�o�m�R. 2022. Vol. 42, no. 1. P. 1�±24. URL: 
https://doi.org/10.5007/2175-7968.2022.e84845 

10. Oliver A., Alvarez S., Badia T. PosEdiOn: Post-Editing Assessment in PythOn. 
Proceedings of the 22nd Annual Conference of the European Association for 
Machine Translation, Lisboa, 1 November 2020. P. 403�±410. URL: 
https://aclanthology.org/2020.eamt-1.43.pdf 

11. �O�h�e�h�^�g�Z�� �G������ �<�b�k�h�p�v�d�Z�� �<���� �L�_�o�g�h�e�h�]�•�y�� �\�b�i�j�Z�\�e�_�g�g�y�� �]�j�Z�f�Z�l�b�q�g�b�o�� �i�h�f�b�e�h�d�� �\��
�m�d�j�Z�€�g�h�f�h�\�g�h�f�m���l�_�d�k�l�h�\�h�f�m���d�h�g�l�_�g�l�•���g�Z���h�k�g�h�\�•���f�_�l�h�^�•�\���f�Z�r�b�g�g�h�]�h���g�Z�\�q�Z�g�g�y����
�J�Z�^�•�h�_�e�_�d�l�j�h�g�•�d�Z���� �•�g�n�h�j�f�Z�l�b�d�Z���� �m�i�j�Z�\�e�•�g�g�y���� ������������ �‹�� ������ �K���� �������±140. URL: 
https://doi.org/10.15588/1607-3274-2023-1-12  

12. Tmienova N., Sus B. System of Intellectual Ukrainian Language Processing. 
Information Technologies and Security 2019. P. 199�±209. URL: https://ceur-
ws.org/Vol-2577/paper16.pdf. 

13. Luyben W. L. Liquid level control: Simplicity and complexity. Journal of Process 
Control. 2020. Vol. 86. P. 57�±64. URL: 
https://doi.org/10.1016/j.jprocont.2019.12.008 

14. Luyben W. L. Control of heat-integrated extractive distillation processes. Computers 
& Chemical Engineering. 2018. Vol. 111. P. 267�±277. URL: 
https://doi.org/10.1016/j.compchemeng.2017.12.008 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



�:���H�����K�l�h�i�Z�d�_�\�b�q�����:���F�����L�•�]�Z�j�}�\�����H���J�����J�h�f�Z�g�x�d�����H���:�� �K�l�h�i�Z�d�_�\�b�q 

334 
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COMPUTER TRANSLATION FOR TECHNICAL TEXTS IN THE FIELD OF 
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The purpose of the work is to develop a system of automatic correction of computer-translated texts with 
specific terminology, which is inherent in scientific and technical texts in the field of automation of 
technological processes. An analysis of the reasons why computer translators cannot achieve high-quality 
English-Ukrainian translation of technical texts in the specified field is given. It was concluded that within 
the limits of the approach used by modern computer translators, the quality of such translations cannot be 
improved. An analysis of the experience of translation correction by professional translators, available 
metrics for evaluating the process and results of correction of computer translations, and available software 
solutions for working with texts written in the Ukrainian language was carried out. It was concluded that 
for computer English-Ukrainian translation, the only practically significant approach to assessing its quality 
is measuring the amount of work that must be performed by a professional translator in order for the text 
to meet literary standards. The analysis of scientific texts that were translated by DeepL showed that the 
amount of such work can be significantly reduced, since the errors made by this translator are systematic. 
Thus, by analyzing the mistakes made by a computer translator, it is possible to form universal correction 
rules for all texts translated by a certain translator of the industry, which can be performed automatically 
by the software application. The effectiveness of the approach is demonstrated on the example of the 
development of rules resulting from the analysis of the results of the translation of two scientific articles. It 
is shown that replacing approximately 5% of words in computer translation significantly increases its 
quality. 
Keywords: correction, computer, translation, automation, technological, processes, NLP, program, python, 
terminology, deepl. 
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�F�Z�l�_�j�•�Z�e�b�� �l�Z�� �f�_�l�h�^�b�� �A�h�[�j�Z�`�_�g�g�y�� �y�d�� �k�b�]�g�Z�e�� �k�d�e�Z�^�Z�}�l�v�k�y�� �a�� �q�Z�k�l�h�l�� �j�•�a�g�h�]�h��
�^�•�Z�i�Z�a�h�g�m���� �N�h�g�h�\�b�f�� �h�[�e�Z�k�l�y�f�� �a�h�[�j�Z�`�_�g�g�y�� �\�•�^�i�h�\�•�^�Z�x�l�v�� �]�h�e�h�\�g�b�f�� �q�b�g�h�f�� �g�b�a�v�d�•��
�q�Z�k�l�h�l�b���� �d�h�g�l�m�j�Z�f�� �j�•�a�g�h�]�h�� �k�l�m�i�_�g�y�� �d�h�g�l�j�Z�k�l�g�h�k�l�•�� �\�•�^�i�h�\�•�^�Z�x�l�v�� �]�h�e�h�\�g�b�f�� �q�b�g�h�f��
�k�_�j�_�^�g�•���•���\�b�k�h�d�•���q�Z�k�l�h�l�b���� 

�E�h�]�•�q�g�h�� �i�j�b�i�m�k�l�b�l�b���� �s�h�� �i�j�b�� �a�f�_�g�r�_�g�g�•�� �q�Z�k�l�b�g�b�� �p�b�n�j�h�\�h�]�h�� �a�h�[�j�Z�`�_�g�g�y��
�a�[�•�e�v�r�b�l�v�k�y�� �j�•�a�g�b�p�y�� �f�•�`�� �a�g�Z�q�_�g�g�y�f�b�� �i�•�d�k�_�e�•�\�� �a�f�_�g�r�m�\�Z�g�h�€�� �h�[�e�Z�k�l�•���� �Y�d�s�h���p�_�� �l�Z�d����
�l�h�� �f�Z�x�l�v�� �a�[�•�e�v�r�b�l�b�k�v�� �\�b�k�h�d�h�q�Z�k�l�h�l�g�•�� �d�h�_�n�•�p�•�}�g�l�b�� �>�D�I���\�� �\�•�^�i�h�\�•�^�g�b�o�� �[�e�h�d�Z�o��
�f�Z�l�j�b�p�•���� 

�H�[�q�b�k�e�b�f�h�� �^�b�k�d�j�_�l�g�_�� �d�h�k�b�g�m�k�g�_�� �i�_�j�_�l�\�h�j�_�g�g�y�� �^�e�y�� ���î��-�[�e�h�d�•�\�� �h�[�j�Z�g�h�€��
�h�[�e�Z�k�l�•���f�Z�l�j�b�p�•���a�h�[�j�Z�`�_�g�g�y�����j�b�k�������� 

 
�J�b�k����1. �F�Z�l�j�b�p�y���d�h�_�n�•�p�•�}�g�l�•�\���>�D�I 

 
�I�j�h�Z�g�Z�e�•�a�m�}�f�h�� �a�[�m�j�_�g�g�y�� �\�b�k�h�d�h�q�Z�k�l�h�l�g�b�o�� �d�h�_�n�•�p�•�}�g�l�•�\���� �M�k�v�h�]�h��

�\�b�k�h�d�h�q�Z�k�l�h�l�g�b�o���d�h�_�n�•�p�•�}�g�l�•�\���>�D�I���\�� �[�e�h�p�•�����î�����[�m�^�_���^�_�\�¶�y�l�v�����<�h�g�b���a�g�Z�o�h�^�y�l�v�k�y�� �m��
�i�j�Z�\�h�f�m���g�b�`�g�v�h�f�m���d�m�l�•���f�Z�l�j�b�p�•���>�D�I . 

�A�g�Z�c�^�_�f�h�� �k�_�j�_�^�g�}�� �Z�j�b�n�f�_�l�b�q�g�_�� �a�g�Z�q�_�g�g�y�� �^�e�y�� �\�•�^�i�h�\�•�^�g�b�o�� �d�h�_�n�•�p�•�}�g�l�•�\�� �i�h��
�\�k�•�f�� �[�e�h�d�Z�f���� �s�h�� �Z�g�Z�e�•�a�m�x�l�v�k�y���� �H�l�j�b�f�Z�}�f�h�� �\�_�d�l�h�j�� �a�� �^�_�\�¶�y�l�b�� �a�g�Z�q�_�g�v�� �^�e�y��
�Z�g�Z�e�•�a�h�\�Z�g�h�€���h�[�e�Z�k�l�•�� 

�G�_�� �•�k�g�m�}�� �a�g�Z�q�m�s�h�€�� �j�•�a�g�b�p�•���� �y�d�m�� �d�h�e�•�j�g�m�� �d�h�f�i�h�g�_�g�l�m�� �Z�g�Z�e�•�a�m�\�Z�l�b�� �\�� �^�Z�g�h�f�m��
�\�b�i�Z�^�d�m���� �h�k�d�•�e�v�d�b�� �^�e�y�� �d�h�`�g�h�€�� �f�Z�l�j�b�p�•�� �5���� �*���� �%�� �j�_�a�m�e�v�l�Z�l�b�� �g�_�� �[�m�^�m�l�v�� �i�j�b�g�p�b�i�h�\�h��
�\�•�^�j�•�a�g�y�l�b�k�y�� 

�K�n�h�j�f�m�}�f�h�� �[�Z�a�m�� �a�� �������� �a�h�[�j�Z�`�_�g�v�� �^�e�y�� �i�j�h�\�_�^�_�g�g�y�� �_�d�k�i�_�j�b�f�_�g�l�m���� �y�d�•�� �[�m�e�h��
�\�a�y�l�h�� �g�Z�� �k�Z�c�l�•��Open Images Dataset���� �s�h�� �}�� �h�^�g�b�f�� �a�� �a�Z�]�Z�e�v�g�h�i�j�b�c�g�y�l�b�o�� �^�e�y��
�i�j�h�\�_�^�_�g�g�y���_�d�k�i�_�j�b�f�_�g�l�•�\���a���a�h�[�j�Z�`�_�g�g�y�f�b���>4].  

�A�h�[�j�Z�`�_�g�g�y�� �\�•�^�j�•�a�g�y�x�l�v�k�y�� �a�Z�� �j�h�a�f�•�j�h�f���� �i�j�b�� �p�v�h�f�m�� �\�k�•�� �\�h�g�b�� �a�[�_�j�_�`�_�g�•�� �m��
�n�h�j�f�Z�l�•�� �a�� �\�l�j�Z�l�Z�f�b�� ��JPEG���� �l�Z�� �f�Z�x�l�v�� �d�h�_�n�•�p�•�}�g�l�� �y�d�h�k�l�•�� ��Approx. quality factor���� �g�_��
�f�_�g�r�_�� ���������� �I�j�h�\�_�^�_�g�g�y�� �f�Z�k�r�l�Z�[�m�\�Z�g�g�y-�a�f�_�g�r�_�g�g�y�� �\�b�d�h�g�Z�g�h�� �a�Z�� �^�h�i�h�f�h�]�h�x��
�i�j�h�]�j�Z�f�b��Adobe Photoshop �����������g�Z�k�l�m�i�g�b�f���k�i�h�k�h�[�h�f�� 

1. �I�•�^���q�Z�k���a�Z�\�Z�g�l�Z�`�_�g�g�y���P�A���\�k�l�Z�g�h�\�b�l�b���h�i�p�•�x���i�j�h�n�•�e�x���d�h�e�v�h�j�•�\���©�;�_�a���a�f�•�g�ª��
�^�e�y���a�[�_�j�_�`�_�g�g�y���h�j�b�]�•�g�Z�e�v�g�b�o���d�h�e�v�h�j�h�\�b�o���g�Z�e�Z�r�l�m�\�Z�g�v�� 

2. �A�Z�� �^�h�i�h�f�h�]�h�x�� �•�g�k�l�j�m�f�_�g�l�Z�� �©�<�b�^�•�e�_�g�g�y�� �h�[�
�}�d�l�•�\�ª�� �\�b�^�•�e�b�l�b�� �i�h�l�j�•�[�g�b�c��
�h�[�
�}�d�l���g�Z���a�h�[�j�Z�`�_�g�g�•���^�e�y���i�h�^�Z�e�v�r�h�]�h���a�f�_�g�r�_�g�g�y�����j�b�k�� 2). 



�1�G�N�H�J�F�:�L�B�D�:���L�:���F�:�L�?�F�:�L�B�Q�G�1���F�?�L�H�>�B���<���F�H�>�?�E�X�<�:�G�G�1���’�������������’���L�h�f�����������‹����-�� 
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3. �K�l�\�h�j�b�l�b���d�h�i�•�x���h�[�
�}�d�l�Z���g�Z���g�h�\�h�f�m���r�Z�j�•�����\�b�d�h�j�b�k�l�h�\�m�x�q�b���i�j�Z�\�m���d�e�Z�\�•�r�m��
�f�b�r�•���•���h�i�p�•�x���©�K�d�h�i�•�x�\�Z�l�b���g�Z���g�h�\�b�c���r�Z�j�ª�����j�b�k����3). 

  
�J�b�k����2. �I�j�b�d�e�Z�^���\�b�^�•�e�_�g�g�y���h�[�e�Z�k�l�•���^�e�y��
�f�Z�k�r�l�Z�[�m�\�Z�g�g�y 

�J�b�k����3. �D�h�i�•�x�\�Z�g�g�y���h�[�j�Z�g�h�€��
�h�[�e�Z�k�l�•���g�Z���g�h�\�b�c���r�Z�j 
 

4. �I�h�\�l�h�j�g�h���\�b�^�•�e�b�l�b���\�`�_���k�d�h�i�•�c�h�\�Z�g�b�c���h�[�
�}�d�l���g�Z���h�k�g�h�\�g�h�f�m���a�h�[�j�Z�`�_�g�g�•�� 
5. �<�b�d�h�g�Z�l�b�� �a�Z�e�b�\�d�m�� �h�[�j�Z�g�h�€�� �h�[�e�Z�k�l�•���� �d�h�j�b�k�l�m�x�q�b�k�v�� �h�i�p�•�}�x�� �©�<�b�d�h�g�Z�l�b��

�a�Z�e�b�\�d�m�ª�� �m�� �d�h�g�l�_�d�k�l�g�h�f�m�� �f�_�g�x���� �G�Z�e�Z�r�l�m�\�Z�g�g�y�� �a�Z�e�b�\�d�b�� �\�d�e�x�q�Z�x�l�v�� �\�� �k�_�[�_�� �a�f�•�k�l��
���\�j�Z�o�h�\�m�x�q�b���a�f�•�k�l�����l�Z���j�_�`�b�f���g�Z�d�e�Z�^�Z�g�g�y�����g�h�j�f�Z�e�v�g�b�c�������j�b�k����4). 

  
�J�b�k����4. �A�Z�e�b�\�d�Z���h�[�e�Z�k�l�•���a���\�j�Z�o�m�\�Z�g�g�y�f��
�a�f�•�k�l�m 

�J�b�k����5. �F�Z�k�r�l�Z�[�m�\�Z�g�g�y���h�[�e�Z�k�l�•���a�Z��
�^�h�i�h�f�h�]�h�x���l�j�Z�g�k�n�h�j�f�Z�p�•�€ 

 
�H�[�j�Z�l�b���r�Z�j���a���d�h�i�•�}�x���h�[�
�}�d�l�Z���l�Z���\�b�d�h�g�Z�l�b���f�Z�k�r�l�Z�[�m�\�Z�g�g�y���a�Z���^�h�i�h�f�h�]�h�x��
�l�j�Z�g�k�n�h�j�f�Z�p�•�€�����J�h�a�f�•�j���h�[�
�}�d�l�Z���a�f�_�g�r�m�}�f�h���^�h�������������H�[�j�Z�g�b�c���]�j�Z�n�•�q�g�b�c���j�_�^�Z�d�l�h�j��
�^�h�a�\�h�e�y�}���\�b�[�j�Z�l�b���k�i�h�k�•�[���•�g�l�_�j�i�h�e�y�p�•�€�����[�•�d�m�[�•�q�g�Z�����[�•�e�•�g�•�c�g�Z���l�h�s�h�������y�d���i�h�d�Z�a�Z�g�h���g�Z��
�j�b�k����5�����H�^�g�Z�d���i�j�b���i�j�h�\�_�^�_�g�g�•���h�[�q�b�k�e�x�\�Z�e�v�g�h�]�h���_�d�k�i�_�j�b�f�_�g�l�m���\�k�l�Z�g�h�\�e�_�g�h�����s�h��
�\�b�^���•�g�l�_�j�i�h�e�y�p�•�€���g�_���\�i�e�b�\�Z�}���k�m�l�l�}�\�h���g�Z���j�_�a�m�e�v�l�Z�l�b�� 

6. �A�[�_�j�_�]�l�b �h�l�j�b�f�Z�g�_���a�h�[�j�Z�`�_�g�g�y���m���n�h�j�f�Z�l�•���[�_�a���\�l�j�Z�l 
�I�m�g�d�l�b 4-�����}���d�j�b�l�b�q�g�b�f�b�����h�k�d�•�e�v�d�b���^�e�y���a�Z�[�_�a�i�_�q�_�g�g�y�� �k�l�•�c�d�h�k�l�•���\�•�a�m�Z�e�v�g�h�]�h��

�k�i�j�b�c�g�y�l�l�y �f�Z�k�r�l�Z�[�h�\�Z�g�h�]�h�� �h�[�
�}�d�l�Z���g�Z���n�h�g�•�� �h�j�b�]�•�g�Z�e�v�g�h�]�h���a�h�[�j�Z�`�_�g�g�y���g�_�h�[�o�•�^�g�h��
�a�j�h�[�b�l�b�� �\�b�^�•�e�_�g�m�� �h�[�e�Z�k�l�v�� �i�h�^�•�[�g�h�x�� �^�h�� �n�h�g�m�� �g�Z�� �i�h�q�Z�l�d�h�\�h�f�m�� �a�h�[�j�Z�`�_�g�g�•����
�1�g�k�l�j�m�f�_�g�l�� �©�a�Z�e�b�\�d�Z�ª�� �^�h�i�h�f�Z�]�Z�}�� �^�h�k�y�]�l�b�� �p�v�h�]�h�� �_�n�_�d�l�m���� �I�Z�j�Z�f�_�l�j�b�� �a�Z�e�b�\�d�b��
�f�h�`�m�l�v�� �[�m�l�b�� �g�Z�e�Z�r�l�h�\�Z�g�•�� �\�j�m�q�g�m���� �<�� �^�Z�g�•�c�� �j�h�[�h�l�•�� �i�j�h�\�_�^�_�g�h �a�Z�e�b�\�d�m�� �a��
�m�j�Z�o�m�\�Z�g�g�y�f���a�f�•�k�l�m�� �L�Z�d�h�`���g�_�h�[�o�•�^�g�h���a�\�_�j�g�m�l�b���m�\�Z�]�m���g�Z���i�m�g�d�l���������[�h���h�[�
�}�d�l�b���m���\�k�•�o��
�a�h�[�j�Z�`�_�g�g�y�o�� �a�f�_�g�r�m�x�l�v�k�y�� �k�Z�f�_�� �^�h�� ����% (�m�� �������� �j�Z�a�b)���� �I�j�b�d�e�Z�^�� �a�h�[�j�Z�`�_�g�g�y�� �^�h�� �l�Z��
�i�•�k�e�y�� �h�[�j�h�[�d�b�� �f�h�`�g�Z�� �i�h�[�Z�q�b�l�b�� �g�Z�� �j�b�k��6 �l�Z�� �j�b�k��7���� �G�Z�� �j�b�k. 7 �\�b�^�g�h�� �a�f�_�g�r�_�g�g�y��
�i�_�j�r�h�€�� �a�e�•�\�Z�� �f�h�a�Z�€�d�b�� �\�� ���� �j�Z�a�b�� �\�•�^�g�h�k�g�h�� �h�j�b�]�•�g�Z�e�m���� �Y�d�s�h���g�_�� �f�Z�l�b�� �h�j�b�]�•�g�Z�e�m���� �l�h��
�i�j�Z�d�l�b�q�g�h���g�_�f�h�`�e�b�\�h���\�•�a�m�Z�e�v�g�h���\�b�y�\�b�l�b���n�Z�e�v�k�b�n�•�d�Z�p�•�x. 
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�J�_�a�m�e�v�l�Z�l�b���l�Z���h�[�]�h�\�h�j�_�g�g�y�� �I�j�h�Z�g�Z�e�•�a�m�\�Z�\�r�b�����������a�h�[�j�Z�`�_�g�v���a���f�Z�k�r�l�Z�[�m�\�Z�g�g�y�f��
�a�� �d�h�_�n�•�p�•�}�g�l�h�f���� �f�_�g�r�b�f�� �h�^�b�g�b�p�•���� �l�Z�� �[�_�a�� �g�v�h�]�h���� �f�h�`�g�Z�� �i�h�[�Z�q�b�l�b���� �s�h��
�\�b�k�h�d�h�q�Z�k�l�h�l�g�•�� �d�h�_�n�•�p�•�}�g�l�b�� �>�D�I�� �\�� �[�e�h�d�Z�o�� �a�[�•�e�v�r�m�x�l�v�k�y�� �i�h���f�h�^�m�e�x���� �L�b�i�h�\�•��
�j�_�a�m�e�v�l�Z�l�b�� �f�h�`�g�Z�� �i�h�[�Z�q�b�l�b�� �g�Z�� �j�b�k����8, 9, 10���� �K�b�g�•�f�� �d�h�e�v�h�j�h�f�� �i�h�a�g�Z�q�_�g�b�c�� �]�j�Z�n�•�d��
�k�_�j�_�^�g�v�h�]�h�� �a�g�Z�q�_�g�g�y�� �\�b�k�h�d�h�q�Z�k�l�h�l�g�b�o�� �d�h�_�n�•�p�•�}�g�l�•�\�� �h�j�b�]�•�g�Z�e�v�g�h�]�h�� �a�h�[�j�Z�`�_�g�g�y���� �Z��
�q�_�j�\�h�g�b�f���± �a�f�_�g�r�_�g�h�€���h�[�e�Z�k�l�•���a�h�[�j�Z�`�_�g�g�y�� 

 
�J�b�k����6. �H�j�b�]�•�g�Z�e�v�g�_���a�h�[�j�Z�`�_�g�g�y �J�b�k����7. �A�h�[�j�Z�`�_�g�g�y���a���\�•�^`�}�f�g�b�f��

�f�Z�k�r�l�Z�[�m�\�Z�g�g�y�f 
 
�?�d�k�i�_�j�b�f�_�g�l�Z�e�v�g�h�� �\�k�l�Z�g�h�\�e�_�g�h���� �s�h�� �^�e�y�� �[�•�e�v�r�h�k�l�•�� �a�h�[�j�Z�`�_�g�v�� �\�b�^�•�e�_�g�Z��

�h�[�e�Z�k�l�v�� �^�h�� �f�Z�k�r�l�Z�[�m�\�Z�g�g�y�� �f�Z�e�Z�� �\�b�k�h�d�h�q�Z�k�l�h�l�g�•�� �d�h�_�n�•�p�•�}�g�l�b�� �i�h�� �f�h�^�m�e�x�� �f�_�g�r�_��
�^�\�h�o���� �i�•�k�e�y�� �f�Z�k�r�l�Z�[�m�\�Z�g�g�y�� �± �[�•�e�v�r�_�� �^�\�h�o���� �G�Z�� �h�k�g�h�\�•�� �h�l�j�b�f�Z�g�b�o�� �j�_�a�m�e�v�l�Z�l�•�\��
�j�h�a�j�h�[�e�_�g�h�� �f�_�l�h�^�� �\�b�y�\�e�_�g�g�y�� �f�Z�k�r�l�Z�[�m�\�Z�g�g�y�� �a�� �d�h�_�n�•�p�•�}�g�l�h�f���� �f�_�g�r�b�f�� �h�^�b�g�b�p�•����
�a�Z�k�g�h�\�Z�g�b�c�� �g�Z�� �Z�g�Z�e�•�a�•�� �\�b�k�h�d�h�q�Z�k�l�h�l�g�b�o�� �d�h�_�n�•�p�•�}�g�l�•�\�� �>�D�I���� �H�k�g�h�\�g�•�� �d�j�h�d�b�� �^�Z�g�h�]�h��
�f�_�l�h�^�m���g�Z�k�l�m�i�g�•�� 

�G�_�o�Z�c��F �± m�î n-�f�Z�l�j�b�p�y�� �p�b�n�j�h�\�h�]�h�� �a�h�[�j�Z�`�_�g�g�y�� �D�j�h�d�� ������ �<�b�^�•�e�b�l�b�� �\��
�f�Z�l�j�b�p�•��F �h�[�e�Z�k�l�v���� �i�•�^�h�a�j�x�\�Z�g�m�� �g�Z�� �g�Z�y�\�g�•�k�l�v�� �f�Z�k�r�l�Z�[�m�\�Z�g�g�y�� �D�j�h�d�� ������ �H�[�j�•�a�Z�l�b����
�i�j�b�� �g�_�h�[�o�•�^�g�h�k�l�•���� �\�b�^�•�e�_�g�m���h�[�e�Z�k�l�v�� �^�h�� �j�h�a�f�•�j�•�\�� �d�j�Z�l�g�b�o����. �D�j�h�d�������� �>�e�y�� �\�b�^�•�e�_�g�h�€��
�h�[�e�Z�k�l�•���\�b�d�h�g�Z�l�b���j�h�a�[�b�l�l�y���k�l�Z�g�^�Z�j�l�g�b�f���q�b�g�h�f���g�Z���[�e�h�d�b�����î���� �D�j�h�d���������>�e�y���d�h�`�g�h�]�h��
�[�e�h�d�m���i�h�[�m�^�m�\�Z�l�b�� �>�D�I�� �D�j�h�d�������� �<�b�^�•�e�b�l�b�� �^�e�y�� �d�h�`�g�h�]�h�� �[�e�h�d�m�� �k�_�j�_�^�� �d�h�_�n�•�p�•�}�g�l�•�\��
�>�D�I�� �l�•�e�v�d�b�� �\�b�k�h�d�h�q�Z�k�l�h�l�g�•�� �D�j�h�d�� ������ �A�g�Z�c�l�b�� �k�_�j�_�^�g�•�� �a�g�Z�q�_�g�g�y�� �^�e�y�� �d�h�`�g�h�]�h�� �a��
�^�_�\�¶�y�l�b�� �\�b�k�h�d�h�q�Z�k�l�h�l�g�b�o�� �d�h�_�n�•�p�•�}�g�l�•�\�� �>�D�I�� �\�� �[�e�h�d�Z�o���� �s�h�� �a�g�Z�o�h�^�y�l�v�k�y�� �g�Z��
�\�•�^�i�h�\�•�^�g�b�o�� �f�•�k�p�y�o�� �D�j�h�d�� ������ �A�g�Z�c�l�b�� �g�Z�c�[�•�e�v�r�_�� �i�h�� �f�h�^�m�e�x�� �a�g�Z�q�_�g�g�y�� �k�_�j�_�^��
�h�l�j�b�f�Z�g�b�o���g�Z���i�h�i�_�j�_�^�g�v�h�f�m���d�j�h�p�•�� �m�k�_�j�_�^�g�_�g�b�o�� �d�h�_�n�•�p�•�}�g�l�•�\�� �>�D�I�� �± dmax. �D�j�h�d��������
�I�h�j�•�\�g�y�l�b�� �g�Z�c�[�•�e�v�r�_�� �a�g�Z�q�_�g�g�y�� �a�� �\�k�l�Z�g�h�\�e�_�g�b�f�� �i�h�j�h�]�h�\�b�f�� �a�g�Z�q�_�g�g�y�f�� �©���ª: �y�d�s�h 
dmax>2 �± �h�[�e�Z�k�l�v���f�•�k�l�b�l�v���\�•�^�¶�}�f�g�_���f�Z�k�r�l�Z�[�m�\�Z�g�g�y�����•�g�Z�d�r�_ �± �g�_���f�•�k�l�b�l�v�� 

�I�j�b�� �\�k�l�Z�g�h�\�e�_�g�g�•�� �^�Z�g�h�]�h�� �i�h�j�h�]�h�\�h�]�h�� �a�g�Z�q�_�g�g�y�� �d�•�e�v�d�•�k�l�v�� �i�h�f�b�e�h�d�� ���� �j�h�^�m��
�k�d�e�Z�^�Z�e�Z�����������^�j�m�]�h�]�h���j�h�^�m���������� 

�L�Z�d�h�`���[�m�e�h���i�j�h�\�_�^�_�g�h���^�h�k�e�•�^�`�_�g�g�y �a�•���a�f�_�g�r�_�g�g�y�f���\�^�\�•�q�•�����I�j�b���i�h�j�h�]�h�\�h�f�m 
�a�g�Z�q�_�g�g�•�������d�•�e�v�d�•�k�l�v���i�h�f�b�e�h�d�������j�h�^�m���a�j�h�k�l�Z�}���^�h��������. �H�l�`�_�����f�_�l�h�^���}���_�n�_�d�l�b�\�g�•�r�b�f��
�i�j�b���f�Z�k�r�l�Z�[�m�\�Z�g�g�•���a���d�h�_�n�•�p�•�}�g�l�h�f���©�������ª���•���f�_�g�r�_�����L�Z�d�h�`���[�m�e�h���\�b�y�\�e�_�g�h�����s�h���f�_�l�h�^��
�d�j�Z�s�_�� �i�j�Z�p�x�}�� �a�� �h�[�¶�}�d�l�Z�f�b�� �\�b�k�h�d�h�€�� �d�h�g�l�j�Z�k�l�g�h�k�l�•���� �g�•�`�� �g�b�a�v�d�h�€���� �G�Z�i�j�b�d�e�Z�^���� �g�Z��
�j�b�k��11 �f�h�`�g�Z�� �i�h�[�Z�q�b�l�b�� ���� �f�_�^�m�a�b: �e�•�\�h�j�m�q�� �± �f�_�^�m�a�Z�� �a�� �g�b�a�v�d�h�x�� �d�h�g�l�j�Z�k�l�g�•�k�l�x����
�i�j�Z�\�h�j�m�q�� �± �a�� �[�•�e�v�r�� �\�b�k�h�d�h�x���� �I�j�b�� �a�f�_�g�r�_�g�g�•�� �e�•�\�h�€�� �f�_�^�m�a�b���� �k�_�j�_�^�g�•���a�g�Z�q�_�g�g�y��
�\�b�k�h�d�h�q�Z�k�l�h�l�g�b�o���d�h�_�n�•�p�•�}�g�l�•�\���>�D�I�����g�_���[�m�^�m�l�v���k�m�l�l�}�\�h���a�[�•�e�v�r�m�\�Z�l�b�k�y���q�_�j�_�a���g�b�a�v�d�m��
�d�h�g�l�j�Z�k�l�g�•�k�l�v���� �d�h�e�b�� �i�j�b�� �a�f�_�g�r�_�g�g�•�� �i�j�Z�\�h�€�� �f�_�^�m�a�b�� ���j�b�k������������ �f�h�`�g�Z�� �i�h�[�Z�q�b�l�b��
�l�_�g�^�_�g�p�•�x�� �a�[�•�e�v�r�_�g�g�y�� �k�_�j�_�^�g�•�o�� �a�g�Z�q�_�g�v�� �\�b�k�h�d�h�q�Z�k�l�h�l�g�b�o���d�h�_�n�•�p�•�}�g�l�•�\�� �>�D�I��
���j�b�k���������� 
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�Z���± �i�h�j�•�\�g�y�e�v�g�b�c���]�j�Z�n�•�d�� �m�k�_�j�_�^�g�_�g�b�o���d�h�_�n�•�p�•�}�g�l�•�\���\�b�k�h�d�b�o���q�Z�k�l�h�l���>�D�I���^�h�����k�b�g�•�c��
�d�h�e�•�j���� �l�Z�� �i�•�k�e�y�� ���q�_�j�\�h�g�b�c�� �d�h�e�•�j���� �f�Z�k�r�l�Z�[�m�\�Z�g�g�y���� �[�� �± �h�j�b�]�•�g�Z�e�v�g�_�� �P�A���� �\�� �± 
�n�Z�e�v�k�b�n�•�d�h�\�Z�g�_���P�A 
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�J�b�k���� 13. �I�h�j�•�\�g�y�e�v�g�b�c�� �]�j�Z�n�•�d��
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�f�_�^�m�a�Z�f�b���^�h���l�Z���i�•�k�e�y���n�Z�e�v�k�b�n�•�d�Z�p�•�€ 
 

�J�b�k����10. �:�g�Z�e�•�a�� �a�h�[�j�Z�`�_�g�g�y�� �‹������ �Z�� �± 
�i�h�j�•�\�g�y�e�v�g�b�c�� �]�j�Z�n�•�d�� �m�k�_�j�_�^�g�_�g�b�o��
�d�h�_�n�•�p�•�}�g�l�•�\�� �\�b�k�h�d�b�o�� �q�Z�k�l�h�l�� �>�D�I�� �^�h��
���k�b�g�•�c�� �d�h�e�•�j���� �l�Z�� �i�•�k�e�y�� ���q�_�j�\�h�g�b�c��
�d�h�e�•�j���� �f�Z�k�r�l�Z�[�m�\�Z�g�g�y���� �[�� �± 
�h�j�b�]�•�g�Z�e�v�g�_�� �P�A���� �\�� �± �n�Z�e�v�k�b�n�•�d�h�\�Z�g�_��
�P�A 

 

�I�j�h�\�_�^�_�g�•�� �_�d�k�i�_�j�b�f�_�g�l�b�� �^�h�a�\�h�e�b�e�b�� �\�b�y�\�b�l�b�� �h�[�f�_�`�_�g�g�y�� �j�h�a�j�h�[�e�_�g�h�]�h��
�f�_�l�h�^�m�����>�Z�g�•���h�[�f�_�`�_�g�g�y���}���i�j�_�^�f�_�l�h�f���i�h�^�Z�e�v�r�b�o���^�h�k�e�•�^�`�_�g�v�����Z�\�l�h�j�•�\���k�l�Z�l�l�•�� 
�<�b�k�g�h�\�d�b�� �I�j�h�\�_�^�_�g�h�� �Z�g�Z�e�•�a�� �k�l�Z�l�_�c���� �i�j�b�k�\�y�q�_�g�b�o�� �\�b�y�\�e�_�g�g�x�� �f�Z�k�r�l�Z�[�m�\�Z�g�g�y�� �y�d��
�n�Z�e�v�k�b�n�•�d�Z�p�•�€�� �p�b�n�j�h�\�h�]�h�� �a�h�[�j�Z�`�_�g�g�y���� �<�k�l�Z�g�h�\�e�_�g�h���� �s�h���f�Z�k�r�l�Z�[�m�\�Z�g�g�x�� �a��
�d�h�_�n�•�p�•�}�g�l�h�f�����f�_�g�r�b�f���h�^�b�g�b�p�•�����i�j�b�k�\�y�q�_�g�h���f�Z�e�h���m�\�Z�]�b�� 
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�g�Z�� �\�b�k�h�d�h�q�Z�k�l�h�l�g�•�� �d�h�_�n�•�p�•�}�g�l�b�� �>�D�I�� ���î��-�[�e�h�d�•�\�� �f�Z�l�j�b�p�•�� �p�b�n�j�h�\�h�]�h�� �a�h�[�j�Z�`�_�g�g�y����
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Detection of digital image forgeries in open sources has garnered significant attention. This is attributed 
to the proliferation of mobile photo and video technology, the accessibility and multifunctionality of 
graphic editors, as well as the rise in cybercrime. Cybersecurity and/or information security aim, among 
other things, to ensure the integrity of digital images. Violations of the integrity of digital images can be 
carried out through various methods such as cloning, photo manipulation, scaling (enlarging or reducing 
objects), etc. Scaling detection has been the subject of several works, but often the proposed solutions 
prove to be ineffective for scaling down or scaling with a coefficient less than one. The goal of this work 
is to detect scaling of digital images by developing a method based on the analysis of high-frequency 
components of discrete cosine transformation. Experimental findings indicate that when a portion of the 
image is reduced, the high-frequency coefficients of the discrete cosine transformation increase. A 
threshold value was successfully established, allowing the separation of scaled portions of the digital 
image from the original ones. Based on the conducted research, a scaling detection method was 
developed, with an error rate of 7% and 14% for types 1 and 2 errors, respectively. The developed method 
proves effective for scaling objects by at least threefold and high-contrast scaled objects. However, when 
reducing a portion of the image by half, the error rate for type 1 errors increases to 30%. Further research 
by the authors aims to reduce the limitations of the developed method. 
Keywords: scaling, digital imaging, photo detection, discrete cosine transformation. 
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The widespread involvement of digital devices (systems) in human activity raises the urgent question of 
ensuring the reliability of the functioning of such systems. In turn, ensuring reliability is not possible 
without an effective control system and diagnostics of the technical condition of the selected object of 
control. On the other hand, the manufacturer of digital equipment is not interested in many years of 
trouble-free operation of the samples manufactured by him, because this slows down the production cycle 
and, accordingly, reduces profits. The task of monitoring the technical condition of any digital device 
rests entirely with the user of the specified means. It is known that in the confrontation between separate 
control means and unified control systems of digital equipment, unified control systems based on non-
contact methods of recording diagnostic information win. The structure of such systems is also known, it 
is a computer measuring system with specialized software for collecting and processing diagnostic 
information, as well as an intelligent decision support system. The solutions proposed by the authors are 
based on a non-contact induction method of diagnosis and a unified diagnostic parameter that reflects the 
physical and chemical aging processes of semiconductor structures of digital radio electronic components. 
The application of mathematical methods for building a system of technical diagnostics of digital objects 
is considered. A generalized method of digital equipment control by constructing verifiable test sequences 
is presented. The methodology is based on modern methods of obtaining and processing diagnostic 
information, algorithms for constructing diagnostic tests. The obtained results make it possible to 
automate the process of determining the actual technical condition of modern digital equipment. 
Keywords: diagnostic parameter, model, test, algorithm. 
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