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USE OF PRE-TRAINED NEURAL NETWORKS FOR MODELING
NONLINEAR DYNAMIC OBJECTS

A.A. Orlov

National Odesa Polytechnic University
1 Shevchenko Ave., Odesa, 65044, Ukraine
email: andrey.orlov.od@gmail.com

The paper considers a class of problems of identification dihvean dynamic objects
with continuous characteristics using neural networks with time delays. dltiplen
use of pre-trained neural networks to identify objects of diffenature with similar
laws of functioning is substantiated. The aim of this work isetlhuce the training
time of neural network models without significant loss of acgubgcdeveloping a
method for pre-training neural networks with time delays in thlestaf identifying
nonlinear dynamic objects with continuous characteristics. The iiciemavelty of
the work is the further development of the method of pre-training newtalorks
with time delays in the tasks of identifying nonlinear dynamicaibj&ith continuous
characteristics, which allows reducing the training time of alensetwork models
without significant loss of accuracy. The method consists in extgacteneral
patterns from the base dataset at the pre-training stdgesang them to solve specific
problems at the stage of retraining models on the target datasetma @witerion is
proposed to determine the moment of termination of the neural network piagrai
the use of which allows avoiding retraining of the base model andgriegsa
significant reduction in the model training time on the targedsdat The practical
significance of thework is to develop an algorithm for the method of pre-training
neural networks with time delays in the tasks of identifying nonlidgaamic objects
with continuous characteristics, which reduces the training tinmewfal network
models and the loss of model accuracy. To study the convergence rate ofthg trai
algorithm and modeling accuracy, an experiment was conductedestthonlinear
dynamic objects. The obtained modeling results demonstratéfébtveness of the
proposed method. The value of this studoidetermine the area of effective use of
the proposed method, namely, when the general and target datasetshdwenot
significant differences and the target dataset is of seffficsize to reflect the
properties of the research object.

Keywords: nonlinear dynamic objects, modeling, neural networks with tineydel
pre-training.

Introduction. In the modern world, against the background of rapahrelogical
development, the issues of effective modeling of modeamagement objects are
becoming increasingly relevant. Classical methodbpaph reliable and widely used,
are increasingly proving to be insufficiently effectfee representing complex objects of
the world [1, 2]. Complex control objects are charazeztiby a high degree of
nonlinearity and dynamics, the ability to adapt &mieus environmental conditions and
operating requirements.

Due to the above requirements, researchers and emgirprefer to consider
complex objects as a "black box" whose internal stinecand functioning algorithms are
not accessible to an external observer [1, 3]. Sudttdbare well described by simulation
models that approximate or mimic the behavior of & sgatem, which is difficult or
impossible to express analytically. Simulation medare built on the basis of an
input/output experiment, in which an object is amaly based on its response (output
signals) to external influences (input signals).

Today, neural networks are widely used as simulatiodeis [2]. In the world of
rapidly evolving technologies, neural networks haveobee an essential tool in the field
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of artificial intelligence, demonstrating impressigpabilities in solving complex tasks
ranging from pattern recognition and natural languagehesis to identifying simulation
models.

Such models can be trained to simulate complex bhehbased on the observation
of input and output data, which is why they areepftised to model time dependencies
and predict the behavior of complex dynamic systems.

Despite advances in the field of neural networksptioblems of effective learning
with limited data and computational limitations r@munresolved [4]. Therefore, the task
of developing methods to improve the characteristiceeural networks remains relevant.
Analysis of research and publicationsDifferent approaches are used to overcome the
limitations that hinder the development of neuralmeks in the field of complex object
identification, depending on the application, objgoperties, availability and amount of
training data. Having systematized the researchariighd of improving neural network
training methods, the following key areas can batified.

Improvement of learning methods aimed at creating nsachgdable of accelerating
learning and quickly adapting to new tasks basediroied data. This area includes
experiments with activation functions [5], learning huets [4], and the structure of
neural networks [6].

The development of learning methods includes adapiptimization algorithms
such as Adafactor, LAMB, Ranger [7], which can more d¢ffety use gradients for
learning, as well as techniques for thinning layerd parameters in neural networks,
which help reduce the number of calculations ané&dpg the learning process. This
approach is implemented using the Sparse Trainidgvagnitude Pruning methods [8].

The choice of network architecture is carried out usmgpmatic machine learning
(AutoML) methods, which significantly speeds up thedeladevelopment process. Such
methods include Neural Architecture Search (NAS) 6, 9

The construction of surrogate models makes it poswhleduce the size of neural
network models and speed up computations withounifsignt loss of accuracy, which
is especially relevant given the growing demandsamputing resources and the use of
neural networks on mobile devices. This area inclusigsh algorithms as Deep
Compression [10], the construction of linear [3] and intelgra] surrogate models.

Pre-training allows neural networks to extract informatilmm large amounts of
data before the main training phase and can accelamatel convergence during training
on target data, increasing their performance evesatasets of limited size [12].

A variation of pre-training is the transfer learning teighie, which allows using the
knowledge gained from solving one problem to impribneesolution of another [13]. This
approach is actively used when the available trgigiata for a new task is limited, and
it can significantly speed up learning and imprdwe generalizability of the model.

Modeling practice is well known for cases when youdi® solve similar tasks that
are repeated in different fields of activity due to thet that objects of different nature
have similar laws of functioning. In the field of seftre development, such tasks have
long been successfully solved by reusing once-writtede in the form of function
libraries, classes, or a framework, depending on theedesf generalization of the task.

In the emerging field of simulation modeling, thigpapach is just beginning to be
used. In this case, a pre-trained neural network carsée@ as a reusable solution. In this
case, the construction of the target model consiststoficting general patterns from the
base dataset at the pre-training stage and usimg thesolve specific problems at the
stage of training models on the target dataset [12].

The described technique has several advantages.itratkiws using large amounts
of data to extract general patterns, which is esggaigkful in the absence of sufficient
data in the target dataset. Secondly, pre-trainedetaccan be successfully applied to
different tasks, even if they are related to diffel@eas. This saves time and resources,
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as there is no need to train the model from scratcbaoh new task. Thus, thanks to pre-
training, neural networks are able to demonstrate isgpre results even in conditions of
limited resources.

This approach is a fairly common and effective pradicereducing the training
time of convolutional neural networks and buildinguwaensal models before they are
retrained on a specific task. VGG (Visual Geometry @)qure-trained convolutional
networks are widely known and have been successiighd for image classification
tasks, GPTs are designed for text generation.

At the same time, there is a lack of work in thedfief pre-training neural networks
that model the behavior of nonlinear dynamic objegtls continuous characteristics.

This article discusses methods of improving the charistics of neural networks
based on the idea of pre-training as a promising titme®f identification of complex
continuous objects, which is dynamically developargl able to effectively cope with
the requirements of modern modeling tasks.

The aim of this work is toeduce the training time of neural network models
without significant loss of accuracy by developingnathod for pre-training neural
networks with time delays in the tasks of identifyinonlinear dynamic objects with
continuous characteristics.

Formulation of the research problem.The formal statement of the problem of pre-
training neural networks can be formulated as follows.

Let Sbe annitial problem for which there is a large amountadf¢éled data (dataset

Ds={(x°, ¥°)}, 1)
wherex® #is the input datay® is the corresponding output data (labels) of thesgta
Ds, i=1,...,Ns, Ns #is the size of the datadet.

Let us denote the basic model as a neural networletlain the data of the problem
SZLWK SDUPaBRHWHUYV
Let T be atarget task for which there is a limited amount dfeled data (dataset

Dr={(x", y" )} 2)
wherex;" tis the input datay;” +is the corresponding output data (labels) of the datas
D, j=1,...Nt, Nris the size of the datadef.

$W WKH VDPH WLPH X\bifQhe Mids€ HnoBddUdimtldiXieHheV
weights of the target modgl, it is possible to train the target model on the data of
the dataselDr to adapt it to the target task.

A modelf sis called a pre-trained model if the minimum lossdtion is ensured
for the target moddlr WUDLQHG RQ WKH BBDVLV RI SDUDPHWHUYV

tU=arg mint Lt(f 1(x7), y;"), (3)
whereLr zis the loss function adopted for the target problem.

At the same time, to assess the quality of thetyaieed modef s (measuring the
success of the base model), we can introduce tleepoof performancP 1 of the model
f son the target datasBt as a metric that characterizes the model's abiligotee the
target problem:

Ds):

DT)Z

Pr=E /T, 4)
whereE 1 tis thedifference between the predicte@(x;") and the trug;" values of the
objective functiont t xis the time spent on training the model with arnuaacy ofE .

In practice, the mean absolute emuaie mean squared errorse or coefficient of
determinatiorR-squared can based a<$ . The number of epochs of model training
can be used asr. Calculating the model performance allows you te@ssfiow well the
pre-trained model fits a specific target task ana.dat
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The main part. The basic idea of pre-training is that a neural ndtiefirst trained to
extract general features and patterns from data thateapplied to different tasks. This
pre-trained model is then retrained on a narrower saofalata related to a specific task.

However, when implementing this method, the problenses of finding the
moment when pre-training stops, when the model rigadly able to extract general
patterns from the underlying dataset and, at theedame, has not adapted to the data of
a particular task, i.e., the neural network has noh bbeained. Violation of this balance
causes the following problems.

1. Early termination of pre-training (undertraining)the pre-trained and target
models differ significantly, the retraining process nele longer and be less effective.

2. Late termination of pre-training (retraining): tet pre-trained model has
adapted to the data of the base dataset, thendhkepr of Domain Shift arises. This can
lead to a loss of model performance on the targktdas to the mismatch between the
characteristics of the base and target datasets.

The developed method of pre-training neural netwohilsl take into account
both limitations by determining the pre-trainingefinold, which reduces the time of
model training while ensuring a given accuracy.

A time-delay neural network (TDNN) is used as a neuetiwvark model of
nonlinear dynamic objects with continuous charadiessDue to their simplicity and
versatility, TDNNs have become the most widespré&ad. most commonly used TDNN
structure consists of three layers: input, hidded, @rtput [14].

In this structure, the input layer of a TDNN includdsneurons +tthe memory
length of the object model. The number of neurdinshoses to best reflect the dynamic
properties of the object. The hidden layer includesurons with a nonlinear activation
function. The number of neurokschoses to best reflect the nonlinear propertiebef t
object. The output layer of TDNN contains 1 neurothwai linear activation function.

The input layer receives data

X(tn )=[X(tn ), X(tn-1), --. ,X(th-m-1)], th=n 1 t, n=1, 2, ... (5)
The signaly(tn) at the output layer at timg depends on the values of the input
signalx(t,) and is determined by the expression [14]:

- AN .
AR BRG] R BN wa, (6)
AN SN
wherebo, b +are the biases of the neurons of the output anchitiers, respectively;
S, S tare the activation functions of the neurons of thgput and hidden layers,
respectively;w, wi; tare the weighting coefficients of the neurons ofdhgut and
hidden layers, respectively.

Taking into account the well-known fact that in tilaler neural networks the first
layer identifies the most general features, and thesesyuent layers identify more
specific features, the following method of pre-trainmagral networks with time delays
is proposed in this paper for identifying nonlinear aync objects with continuous
characteristics.

Stage 1. The neural network modeis trained on the data of the basic dataset
{(xs(tn), yo(tn))}. In this case, the criterion for stopping the trainipgbcess is the
simultaneous fulfillment of the following conditionshe standard deviation of the
parameters of the input layer of the network at epdetisandk does not exceed a
predetermined valuE; and the standard deviation of the parameters of tleehilayer
of the network at epochs-1 andk isnot less than a predetermined valitse
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SR T R
& qr L1 WiowdE
® ilj1 (7)
° 1*; 1 L2
i% EI V\f V)F tg

i1l

Stage 2. The neural network mogt,) is trained on the data of the target dataset
x1(tn). The parameters of the base moggt,) are used as the initial state of the target
modely(t,). In the process of training the target model, theetprined weights of the
neural network are not fixed in order to correct andstdhem to the data of the target
task during further training. This process is calle ftuning.

The criterion for stopping the learning process is dheolute deviation of the
model output from the target values.

The proposed method of pre-training neural network$é wihe delays for the
identification of nonlinear dynamic objects is testa the task of identifying a test object
with continuous characteristics.

Experimental setup. The accuracy of TDNNs and the time of their constounctising
pre-training of neural network models is studied onekeemple of a basic dataset. The
dataset is formed from a set of input signdéil=a , (t) in the form of step functions with
different amplitudes and their corresponding output signal§=f(x(t)).

In [15], it was established that TDNN models are neariant to the shape of the
input signal and can adequately reflect the propesfieésdynamic object when trained
on a sufficient amount of input and output signalsiefsgame type as in the test data set.
Therefore, the common nonlinear and dynamic linlss\shin Table 1 are used as a black
box transducet.

Table 1
Nonlinear and dynamic functions that form the basitaset
< Title Expression
1 | Inertia-free amplifier y(t)=Rx(t)
2 | Integrator y(t)=1/T if T:P,@:P;
3 | Inertial link Tdy(t)/dt+ y(t) = x(t)
4 | Oscillating link Cc ch 2 y(t)/dt? + co dy(t)/dt + c3 y(t)= x(t)
5 | The lagging link y(t)=Kx(t- 2, W12

A three-layer neural network with time delays is useda pre-trained neural
network model. In this structure, the input and hiddeyers of the network have
M=K=50 neurons with activation in the form of a linear reetifil5]. The output layer
of the TDNN includes 1 neuron with a linear actigatifunction. This structure of the
neural network ensures the level of losses set byxberienental conditionsnjse< 50)
with an acceptable training timegochs< 100). The resulting TDNN was used to study
the accuracy of models of dynamic objects with smaaith significant nonlinearities.

The process of preliminary training of the described ehod the data of the basic
dataset is demonstrated in Fig. 1: a plot of thefiosstion versus the number of training
epochs (Figla) and a plot of the model training accuracy metric veithe number of
training epochs (FigLb).

199



A.A. Orlov
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Fig. 1. TDNN model training process on the base datasetgraph of the loss function
versus the number of training epochs:tgraph of the model training accuracy metric
versus the number of training epochs.

Taking into account the stopping conditions (7),dhelearning process stops after
the end of epocfi.

We study the accuracy of TDNNs and the time of themnstruction at the stage of
target training using the example of a target datddet dataset is formed from a set of
input signalsx(t) D (t) in the form of step functions with different ampties a
(a+ (0,1)) and the corresponding output signals [14] enfdnm of a linear function with

saturation:
‘ c}:‘kv;\:g%&ﬂ W

A NN
wheres #is thesaturation levelp is thesaturation point, and is the gain.
The process of training a TDNN model with randomlyesedd weights on the
target dataset is shown in Figa:2a graph of the model training accuracy metric versus
the number of training epochs.
The process of training a TDNN model by retrainingra-fpained model on the

target dataset is demonstrated in Filg. @ plot of the model training accuracy metric

(8)

Fig. 2. Graph of the model training accuracy metric versesiimber of training epochs
on the target dataset: +tmodels with randomly selected weightstby retraining a pre-
trained model.

Fig. 2 shows a 3.7-fold reduction in the time regdito train the TDNN model on
the target dataset compared to the full training @dace, while ensuring comparable
accuracy of both models.

To investigate the modeling accuracy, the resuliegral network is verified on a
test nonlinear dynamic object given in [15]. In Figst®ws a comparison of the output
signalsyn(t), y(t) andy(t), obtained as a result of the action of the sigpas x(t)=a, t)
(a=0.65) at the inputs of the TDNN model, the secordepiintegral-step series [14]
(chosen as a method of deterministic identificafimmcomparison), and the simulation
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model of the test nonlinear dynamic object, respebti The graph shows a 15%
advantage in accuracy of the proposed TDNN modal thnveintegral-step model.
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Fig. 3. Comparison of the output signals‘ yn(t), yv(t) and ygbtained as a result of the
DFWLRQ RI WKH VLJQDO [ W D, \RR G Otegnbipbl@Sseidsy RI WKH
and the simulation model of a nonlinear dynamieobjrespectively .

Discussion of results.The obtained simulation results show that the use oNIND
models with pre-training to identify nonlinear dynamobjects with continuous
characteristics can significantly reduce the trainimget of neural network models
without losing accuracy. However, this method is dednag to meet the following
conditions:

Task Mismatch: if the tasks for which the model hasrbtrained and the target
task differ significantly, the trained model may be leffective. A special case is the
Domain Shift problem, where a pre-trained modetaged on data that is significantly
different in distribution from your target data.

Insufficient Data for Fine-Tuning: if there is a limitadhount of labeled data for
the target task, then retraining a trained model raag the problem of overtraining or
undertraining.

Model Size: some pre-trained models can be largerequire large computing
resources to run and retrain.

Thus, the area of effective application of the metloddpre-training neural
networks with time delays in the tasks of identifyinonlinear dynamic objects with
continuous characteristics is when the general agéttdatasets do not have significant
differences and the target dataset is of sufficier tmzeflect the properties
Conclusions.In this paper, an attempt has been made to furtherlajethe method of
pre-training neural networks with time delays in tlasks of identifying nonlinear
dynamic objects with continuous characteristicsrisheo to reduce the training time of
neural network models without significant loss of@ecy.

The novelty of the proposed method lies in the aka formal criterion for
determining the moment of termination of pre-trainwgjch allows avoiding retraining
of the base model and providing a significant reidumdin the model training time on the
target dataset.

The proposed method of pre-training neural networké wihe delays for the
identification of nonlinear dynamic objects is testevhich demonstrated a 3.7-fold
reduction in model training time on the target datasehpared to the full training
procedure while ensuring comparable accuracy of both imode

The advantages of pre-training include the abilityniprove model performance
when there is a lack of labeled data for the targsit.tahis is especially useful in
situations where the collection of labeled dataunesg a lot of effort and the base task
has an excess of data. The area of effective use girtposed method is highlighted.
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The current stage of development of information technologies raatkazed by a
significant increase in the use of graphic data, i.e., digitidovand digital images
combined with the widespread use of resource-constrained piaffsuch as loT and
IoBT devices, mobile devices, as well as embedded devicese Tireumstances
condition the importance of the development of algorithms forypting graphic
information, which would ensure high security for the least number of computationa
operations. Today, dynamic chaos theory is most often used forvbepiment of
such cryptographic algorithms. However, the optimal strucifitbe cryptographic
algorithm for image encryption has not yet been foumdhis paper, we propose a
combination of the advantages of traditional SP networks and a gyay@nerator
based on a Hyper-Chaotic Modified Robust Logistic Map to build an efféntage
encryption algorithm, capable of providing a high level of sgcufhe proposed
cryptographic algorithm uses high-quality S-boxes based on tieisGfield
transform, as well as P-boxes based on permutations generatgdhes Nyberg
construction, while segmentation and further processing of three-donahsnage
blocks are used, which allows for an increase in the diffusionteffemerous tests
of the stochastic quality of cryptograms obtained using the ajeselcryptographic
algorithm, as well as their comparison with the resultsiobd for the AES
cryptographic algorithm, made it possible to establisht tttee developed
cryptographic algorithm provides a sufficient level ofoimfiation protection while
requiring only two rounds. Therefore, the developed cryptographaridg for
encrypting graphic information can be recommended for practées in particular,
on resource-constrained platforms.

Keywords: cryptographic algorithm, image encryption, dynamic chaos, Hyper
Chaotic Modified Robust Logistic Map, Galois transform-basstdox, Nyberg
construction.

Introduction and statement of the problem.Today, the development of information
technologies adheres to increasing the amount ghgranformation that is generated
and transmitted. At the same time, the current statermputer technology involves the
use of various devices for working with such informatimcluding resource-constrained
devices, such as mobile devices, IoT and 10BT deyaed embedded devices.

In modern information protection systems, cryptograph@ans are one of the
most important tools that ensure confidentiality. tAe same time, block symmetric
ciphers, such as the AES cryptographic algorithm [fH,used to encrypt large volumes
of information, including multimedia content. Nevextbss, today \éryptographic
algorithms, which are adapted specifically for thergpton of multimedia information
and allow for a significant reduction in the leveél ammputing costs required for the
encryption of multimedia, are actively developed @&creasingly used in practice.

One of the most promising areas of development df seyptographic algorithms
is chaotic maps. Chaos is the pseudo-random anctdicfble motion exhibited by a
deterministic dynamical system due to its sensjtito input values and parameters. The
research of chaos theory began with the three-bodygmmbvhich was researched by A.
Poincare [3]. Today, many papers ] are devoted to the research of the problems of
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applying chaos theory to the encryption of multinaetiformation, however, the final
optimal structure of cryptographic transformation basedhaotic maps has not been
created yet.

The purpose of this paper is to improve the effectiveness ofptwgraphic

protection of graphic information by developing a cogsaphic algorithm based on
chaotic map and Galois field transform.
Components of the proposed cryptographic algorithmThe proposed cryptographic
algorithm uses a gamma block based on the theodymdmic chaos, namely on the
Hyper-Chaotic Modified Robust Logistic Map (HC-MRLM) [8JoFthe completeness of
the presentation of the material, we will briefly d#se the algorithm of operation of this
generator of pseudo-random key sequences.

Step 1Set valuesx, (0,1) and J+[4,31].

Step 2Calculate the values

I S FREITIE Y A EREL T W
€ V4 3 V4 J

Step 3Set the values of counters 1 and j 1.
Step 4If Jd4, calculate

X K@ X)), (2)

otherwise, calculate

;Jﬁ 1(1 X 1)(m0d1) if X . ]IK

x ® J4(modl) (3)
—k ,(1 x ,)(modl), otherwise.
Step 5If x t0.1andx d0.6 calculate the temporary value
t x 10°(modi, 4)
otherwise, increase the counter valuei 1 and go tcStep 4
Step 6Based on the temporary value, calculate the gammaeale
1,ift t0.5,
Yi (5)

8 itt 05

Increase the value of the countpr j 1.

Step 7 If all necessary gamma elements are generated, hexitalgorithm,
otherwise, increase the value of the coumtef 1 and go tdStep 4

In the paper [8] the high cryptographic quality of sudleaerator is proved, as
well as the high stochastic quality of the sequemmmerated by it. At the same time, the
number of protection levels of the specified generagogrieater than2'*’, which is
sufficient for its use in information encryption tasks.

In addition to the generator of pseudorandom key semsdmased on the chaotic
map, the proposed cryptographic algorithm uses thexSbased on the Galois field
transform [9] and the P-box, for which it is proposedge a permutation which is based
on the Nyberg construction over non-binary Galatdf [10].
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Thus, as a nonlinear transformation of the cryptograglgicrithm, it is proposed
to use promising constructions of non-binary Galmkl§, which were first described in
[9] and are characterized by a high level of cryptogmamuality. As part of the
experiments performed in this paper, the S-box wad,ushich is the third row of the
direct matrix of the Galois field transform, constructeihg arithmetic, defined by the

irreducible polynomialf (¥ X x* x* x* 1

01 2 3 4 5 6 7 8 9 A B CDE F
00 01 47 A7 D8 72 EO 3E 36 5F 92 4E 38 23 81
83 A0 DE 90 AA 3D 9D ADOE 97 C1 13 67 16 88 2
E9O FB 28 D1 B9 C4 24 57 A4 C3 48 89 60 56 6C |
8D 52 EC 20 77 DB CD 84 DO 70 8B 26 22 50 C /
7D 85 F7 D20A 99 73 10 69 53 31 49 9 AC DO
29 71 F9 43 12 59 65 B88.DF 9B BC 1B 54 7C C(
64 C5 9A 95 3B CEO08 9C D4 42 FF 7F 74 FA 21 ¢
82 EB F2 87 E5 86 B1 14 36 3 8F E3 . (6)
58 CO 66 4C F4 8E BA 7A 8C 68 61 25 DS F§ 4 ,
5D 96 DD 98 4B 2A 55 80 45 93 2B 1E 37 41 CB |
4D 17 5B CA 79 DA D9 11 8A 2C 51 39 5E 40 2E ¢
06 BB FE FC EF B3 2F 32 CF % 15 E1 1F 4A 33 6E
19 91 76 78 A8 3A 62 5A C7 A2BD 940 2 F5 27 2
35 A5 9E A3 F6 C8 D6 D7 1D Al BO E4 4F 44 50
0D 3C BE B7 07 7B AE B6 F3 B4 B2 6A E8 75 7E F
AF BF 6B EE 05 46 C6 9F C9 D3 EA B5S F1 E2 FO I

MMUOW>OO~NOUNWNRE O
w
N
0
N
|
@)

S-box (6) is characterized by a high level of nonlirtgaa small deviation from
compliance with the strict avalanche criterion, unifarmmimization of the elements of
the correlation coefficients matrix, which makes itrarpising choice for use in the
proposed cryptographic algorithm.

Note that the inverse substitution to substituf@nhas the following form

0 1 2 3 4 5 6 7 8 9 A B C D E F
00 01 CC 7C 8E F4 BO E4 66 4C 44 4F 3E EO 18
47 A7 54 1B 7A BA 1D Al 58 CO OF 5C 72 D8 9B E
33 6E 3C 0D 26 8B 3B CE 22 50 95 9A A9 CF AE |
1F 4A B7 BE 70 DO 08 9C 0OC AB C5 64 E1 15 07 °
AD 9D 69 53 DD 98 F5 02 2A 4B BD 94 83 AO OB O
3D AA 31 49 5D 96 2D Z 80 55 C7 A2 DE 90 AC Of
2C 8A C6 9F 60 56 82 1C 89 48 EB F2 2E 6F BF
51 05 46 6C ED C2 34 C3 A4 87 E5 5E 40 EE . (7)
97 OE 73 10 37 41 78 76 1E 2B A8 3A 88 30 85
13 C1 OA 99 CB 63 91 19 93 45 62 5A 67 16 D2
11 D9 C9 D3 28 D1 8F 03 C4 B9 14 3F 4D 17 EG6
DA 79 EAB5 E9 FB E7 E3 3 24 86 Bl 5B CA E2 F:
81 1A 71 29 25 61 F6 C8 D5 F8 A3 9E 5F 36 65
38 23 43 F9 68 8C D6 D7 04 A6 A5 35 4E 92 12
06 BB FD 7E DB 77 FF 7F EC 20 FA 74 32 2F F3 |
FE FC 75 E8 84 CD D4 42 8D 52 6D 21 B3 EF B2 |

ﬂm00w>©mwmmbwmpq%
)
©

As a P-box, it is proposed to use a permutatiort loun the basis of Nyberg
construction [10], in which each element is definethaesmultiplicative inversion of the
given element by a double modulus

y. x'modd(3,] &)),x* GF(8),i 0.1,..,24 8)

where the irreducible oveBF(3) polynomial | (x) X +2x+1 is chosen.
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The permutation itself has the following form

P {0,1,2,163,210,240,83,120,150,217,57,60,70,104,200,80,115,142,110
40,194, 221,50,154,178, 235,98,37,19, 58, 216, 20,218,62,183,29,117,114,
149,140,136,106,88,172,198,103, 24,207,229,202,111844.0,31,109,11,10¢
35,176,101,167,144,161,134,153,12,179, 96, 234,55, 214,191,196, 219,193,
212,6,112,188,180,175,46,99,169,186,111,182,170,113,72,118, 28,89,105,
49,13,100,45,165,61,59,18,92,84,95,39,16,192,38,97,54,7,211,162,127,2(9)
129,123,157,126, 238, 205, 208, 201, 68,195, 44,215,189, 213,43,220,17,41,
228,197,190,42,8,164, 242,69, 25,102,239,128,232,230,209,67,122,3,15
171,65,224,90,94,166,47,174,173,87,63,199, 26, 71,86, 222,93, 36, 56, 236,
85,138,148,76,116,79,22,135,77,147,48,177,14,133,53,145,124,131, 226,
160,4,121,82,139,75,137,32,9,34,78,141,23,181,187,368Q6, 237,146,52,
159,225,158,125,73,27,185,227,130,156,5,81,152}

while the inverse permutation for permutation (9) tmeesfollowing form

P! {0,1,2,163,210,240,83,120,150,217,57, 60, 70,104, 200,80,115,142,11
33,40.194. 221,50 154,178, 235 98.37.19, 58, 216, 20, 218, 62,183,29 117,
21143149 140 136 106,88.172.198. 103, 24. 207, 229 2024.184,10, 31,109
11.108,35.176,101,167,144,161.134.153 12 179,96, 234, 55 214.191. 196, 21
15,241,212,6,112,188,180,175,46,99,169,186,111,182,170,113,72,118,28, , o
64.155,49 13,100 45,165,61, 59.18,92.84.95 39 16.192,38.97, 54,7 211,1((10)
204,233,129 123,157 126. 238,205, 208. 201, 68,195, 44, 215,189, 213, 43, 221
66,203, 228,197 190, 42.8.164. 242, 69. 25,102, 239,128, 232, 230 209,67 12;
107.171,65. 224,90 94, 166,47.174.173.87.63.199. 26, 71.86, 222.93.36. 56,
223 85.138.148. 76,116, 79,22 135, 77,147, 48.177.14.133.53, 145,124,131 ;
132,160 4,121 82.139 75.137.32.9,34. 78,141, 23.181,187,168, 231, 206, 23
52,159, 225,158,125, 73, 27.185, 227,130,156, 5,81,152}.

The algorithms for information encryption and decryption. On the basis of mentioned
cryptographic primitives, an effective algorithm for endiyg digital images consisting
of two rounds was proposed.

In addition to the application of chaotic map, effeet5-boxes based on Galois
field transform and P-boxes based on permutationsergted using the Nyberg
construction, in the proposed information encrypafgorithm an approach that involves
working with three-dimensional image blocks is usetiich allows a higher level of
diffusion.

Information encryption algorithm:

Input data:a three-dimensional matrix of the input imageof sizem m 3, the
elements of which are integer numbers in the rg0ge55], initial datax, and J for the

chaotic map, a specific type of substitutiBn a specific type of permutation.

Output data:a three-dimensional encrypted image ma€@iof sizem m 3, the
elements of which are integer numbers in the rd0g255].

Encryption algorithm:

Step 1.Segment the image into three-dimensional blocksiz9 @ 3. If the
size of the image is not a multiple of the size loé tblock, the side blocks are
supplemented with elements from the blocks lyinghl@opposite side of the image.

Step 2The iteration counter of the rounds is set@s0.

Step 3Substitution within the block. Sequentially, irchalock, the elements of
the blocks are replaced according to the rule defiyesubstitutionS.

Step 4Permutation within the block. Each block of s@e@ 3is represented as
a one-dimensional sequenfig}, i 0,1,...,242 by sequential concatenation of columns

taken sequentially from each matrix in the third disien. Next, the permutation of
elements is applied to the resulting sequefigg according to the rule defined by

permutationP . After permuting the elements of the sequefigk, the formation of an
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encrypted block is performed by successively fillihgy columns, and then by filling
each of the matrices of the third dimension witheélenents of the sequenge} .

Step 5Gamming within the image. The image matrix is esgnted as a sequence
{g}, i 0,1,...,m™M3 1 by successive concatenation of columns that akenta

sequentially from each matrix in the third dimensidhe gamming result is determined
in the following way

g Vy,if t 0,

o Tg, Ty, if i 0. (1)

where y. is the next bit of the gamma generated by the georebased on the Hyper-

Chaotic Modified Robust Logistic Map, the notatioh means the bitwise sum modulo
2,andi 0,1,..m™T 3 .. After gamming, the resulting matrix of the imagdéaamed

from the sequencg} by sequentially filling it by columns, and then fifing each of
the matrices of the third dimension, with elementthefsequencér} .

Step 6Increase the counter of theroundsD 1.1f D 2 the image encryption
is complete, otherwise go &tep 3

Information decryption algorithm:

Input data:a three-dimensional matrix of an encrypted im&gef sizem m 3
, Wwhose elements are integer numbers in the ré®@s5], initial data x, and J for the

chaotic map, a specific type of inverse substituti®ri, a specific type of inverse
permutationP *.

Output:a three-dimensional matrix of the output imayef sizem m 3, whose
elements are integer numbers in the raj@y255].

Decryption algorithm:

Step 1.Segment the image into three-dimensional blocksizg§9 @ 3. If the
size of the image is not a multiple of the sizeéha&f blocks, the blocks are supplemented
with elements from the blocks lying on the oppositie ®f the image.

Step 2The iteration counter of the rounds is st O.

Step 3Gamming within the image. The image matrix is es@nted as a sequence
{g}, i 0,1,...,m™M3 1 by successive concatenation of columns that akenta
sequentially from each matrix in the third dimemsidfter gamming, the resulting matrix
of the image is formed from the sequerge by sequentially filling it by columns, and
then by filling each of the matrices of the thirdh@insion, with elements of the sequence
{r}.

Step 4.Reverse permutation within the block. Each blocksiae 9 U 3 is
represented as a one-dimensional sequefuog i 0,1,...,242 by sequential
concatenation of columns taken sequentially frowhematrix in the third dimension.
Next, permutation of elements is applied to theltegusequencdu} according to the
rule defined by permutatioR *. After permuting the elements of the sequefick, the

decrypted block is formed by successively fillindpy columns, and then by filling each
of the matrices of the third dimension with elemegitthe sequencéuy}.

Step 5.Reverse substitution within the block. Sequentjaltyeach block, the
elements of the block are replaced according tauledefined by inverse substitution
St.
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Step 6Increase the counter of theroundsD 1. 1f D 2 theimage decryption
is complete, otherwise go &tep 3

We show in Fig. 1 a schematic representation of tlepgsed cryptographic
algorithm for encryption and decryption of digital iges.

Testing results of the proposed cryptographic algorithmThe proposed cryptographic

algorithm for image encryption due to its optim#austure, which is adapted for the

encryption of graphic information, as well as thehhiguality of the cryptographic

primitives included into its composition, allows tesachieve sufficient results in the

encryption of graphic information. In Fig. 2 we pretsan example of the original and

encrypted digital image using the proposed cryptag@algorithm.
N ¥ Va2 = > A

v
> //'

7.

For a deeper assessment of the quality of cryptograimtained using the
developed cryptographic algorithm, a NIST stochasststsuite [11] can be used, which
consists of 15 tests designed to determine the astichproperties of binary sequences.
A high-quality encryption algorithm should produceitut sequences that are
indistinguishable from truly random sequences.

To test the quality of the developed cryptographigogthm, the following
experiment was performed: 250 images from the NRG&bdae [12] were encrypted
with the AES cryptographic algorithm (2 rounds), theSA&yptographic algorithm (14
rounds), and the proposed cryptographic algorithm. rAdtecryption, the resulting
cryptograms were truncated to a size of 1 MB anddesith the NIST stochastic test
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suite. A set of tests was considered passed ésth from the set were passed. The results
of the experiment are presented in the Table 1. IT#ide 1, the information shown is
interpreted as the number of cryptograms that dicoass the NIST test suite / the total
number of cryptograms.

Table 1
Results of experimental testing of the developed dcapformation encryption
algorithm
The proposed AES(2 rounds) AES(14 rounds)
cryptographic algorithm(2
rounds) Failed / Total number Failed / Total number
Failed / Total number
56/250 61/250 47/250

Analysis of the data presented in the Table 1 allowgo conclude about the
significant effectiveness of the proposed cryptograplgorithm for encrypting graphic
information, which is sufficient for most practical dipations. Although more
cryptograms pass the NIST test suite when applyig& Avith 14 rounds, it should be
noted that 14 rounds involve a large amount of cdatpn, while the proposed
cryptographic algorithm involves only 2 rounds of 8¢ network.

Conclusions.Let's note the main results of the research performed:

1. Common use of graphic information in modern cylarepcombined with the
widespread use of resource-constrained devices, iicydartloT devices, |0BT devices,
mobile platforms, leads to the high importance of idseie of developing high-speed
cryptographic algorithms for encrypting graphic inforioat

2. In this paper we propose an algorithm for encrgpgiraphic information based
on a Hyper-Chaotic Modified Robust Logistic Map,\vasll as an SP network, which
includes an S-box based on a Galois field transfosnwell as a P-box based on a
permutation, synthesized using the Nyberg constmctio

3. Testing of cryptograms obtained using the develapgpotographic algorithm
using a NIST stochastic tests suite shows thalitatva to ensure a sufficient level of
information protection while requiring only two rounds
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Kmgzkgbc _IZi jha\bldm e<gnhjfZpecgbo I_ogheh]ec 0ZjZd|_jbky}t¥ky kmll}\b
fmevibf_"ecgh€ egnhjfZpe€ ahdj_fZz pbnjh\bo ah[jZ _gv @b ih\kx*ghfm
j_kmjkhh[f_"_gbo ieZlnhjf 1Zdbo yd ijbkljh€ ,R7 ,R%M\Zidqlebige fibbkljh€ 1Z
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deevdeklv h[gbkex\Zevgbo hi_jZpec GZ k¥dpo"gqbikh]jjhrasiipddrlo Zelhjblfe\
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djbilh]jZneqghfm Zelhjblfe aZklhkh\mxI\lkyndb kdd hyidyik\ge Fohj _ggy Z
IZdh-[2hdb gZ hkgh\e i_j _klZphdhph\Bhpe «a aZklhkm\Zggyf dhgkljmdpes€ G|
pvhfm azklhkh\m}lvky k_]f_glZpey o ih~ZevrZ h[jh[dZ Ijb\bfejgbo [ehde\ ah[
a[eevrblb _n_dl ~“bnma+€ Ijh\_"~_ge \ jZfdZo jh[hiIbbgbké€_gahkleklb KklIh
djbilh]jzf hljbfZgbo «a azZklhkm\zZggyf jhajh[e_gh]lh djbilh]jZeeqgh]h Ze]h
ihje\gyggy <+a j_amevlzZzIliZfb hljbfZzgbfb "ey djbilh]jZneqgh]h Ze]lhjblfm
\klZgh\blb sh jhajh[e_gbc djbilh]jZneqgbc Ze]lhjblf “hal\hey} azZ[_ai_qblb
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j_dhf_g~h\Zgbc ey ijZzdlbggh]h aZzklhkm\Zggy ahdj_fZ gZ j_kmjkhh[f_"_gkt
Dexgh\e keh\&jbilh]jZneggbc Ze]lhjblf rbnjm\Zggy ah[jZ _gv "bgzfeqghb
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NON-CLASSICAL METHOD OF CALCULATING THE INTEGRAL
COMPONENT IN REGULATORS OF MULTIVARIABLE DISCRETE-
TIME CONTROL SYSTEMS
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A new method of designing controllers with an integral term ag pf
multivariable optimal control systems in discrete timg@rigposed. Traditional
methods of designing multivariable controllers have been imatet, and a
prototype of the controller has been chosen as a basis foadeomp Specific
formulas for design of the proposed controller are given. Compidugnigansition
processes of the control systems outputs with a unit-step disterbathe plant
input using the proposed controller and optimal controller obtained bypical
method, it can be concluded that the proposed controller compeiisates
disturbance and gives a faster transition process. The mairefeéthe proposed
method is that, for multivariable systems with a large nunafenputs and
outputs, it significantly simplifies the design of the controllgris is because it
does not require the extension of the plant state matrix by the number of inputs a
the transfer of the matrices to the optimal controller design pregra

Keywords. MIMO optimal controller, integral term, new design method,
computational simplification of design.

Analysis of the problem.It is known that the integral component in regulator
performs an important function in ensuring the acoudceference maintenance and
compensation of disturbances in control systems. ustbriefly consider the
implementation options of the integral component inltidimensional optimal
control systems in discrete time.
Let's define a multidimensional control plant in tkete space in the form
X, A BU BT

Y, C X

:H Y @Bume that the plant under consideration has the samber of
inputs and outputs.

Let's consider the main options for including integratarthe controllers of
multivariable discrete control systems [1-5] (Fig. 1).

The simplest is optiof. Here, a multivariable discrete integrator is simply
included in parallel with the state controller. Aodimgly, it is optimal according to
the integral criterion

J X Q% y Ry

MIMO state controller can be designed with the MATLABNction
Kl=dIgr(Ad,Bd,Q,R). Accordingly, the optimal multivariabstate controller is
calculated using the MATLAB program Ad1=[Ad zeros(n,@)eye(m)]; Bd1=[Bd,;
zeros(m)]; [Kd,P]=dIgr(Ad1,Bd1,Q,R); C1=Kd(m:n);C2=Kd(m,m¥

1
I0
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Fig 1. Diagrams of the main options of integral action redion in discrete MIMO
control systems

The main options for including integrators in the coltérs of multivariable discrete

systems.
In option 2, the parameters of the I-component are determinedhé
extended matrix

@g 1 [0} aA O ON X (o) B 9’ Ba (f?
< » » K MA K u')) i
fv‘i 1 1/415: V7 RN 1 7, 0 -
In option 3, the control is implemented in the velocity or diffeial form.
The control law has the formi (s the reference)

u Yy, Gx Gy, 9.

This implementation is less accepted, but it hasamvantage, namely there
is the ability to limit the rate of change of statgiables and control actions.

Option4 is quite effective, but structurally more complex.

Let's introduce optimality criterion in the form:

f
1 SldQe ¥R
2k
where'U Y U,€ I Yy
Determining , ‘X, X, X, the system can be written in the
form
X, AT BTy
Y CTX
By entering the vectorg ;, € C™ 'X,, we will get the standard
problem of controller design
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K (K,K,) digr(ALBLQLR)

§ A 0. §B - 080
Al e . ’ Bl . ’ Q 1 .
©C ™A | -1 €B 1 0 @&
Thus, the controller can be written asu, K™ ' 0. Decomposing the matri

into blocks K=[K1 K2], the controller can be rewritten in the form

u

Yy, K~ '%X K, eor whichisalso the same,

ui Kl NX KZ ~|0 q

i

The program code for the controller matrix calculatias the following form:

Al=[A zeros(n,m); -C*A eye(m)];
B1=[B;-C*B];
Q1=[zeros(m,n+m); zeros(n,m) Q];
K=dlgr(A1,B1,Q1,R);
K1=K(m:n); K2=K(m,n+1:m+n);
Thus, the control law for the system can be writtes a
U, K™ ' 0. Decomposing the matriK into blocksK=[K1 K2], the

controller can be rewritten in the form or, which aso the same,
u y, K "% K'e

In option4, the control problem is reduced to finding four unkmowatrices

K,L,M,N

LBRE M Q O
LBRE N K L A0
(NBRE M K A M 0

(N~BR§ N M N A L A N0
To solve the system it is necessary to use optiiizadlgorithms. For

example, the YALMIP library allows to convenientlghge optimization problems
and is focused on control system design. This libroyks in both MATLAB and
Octave. The software implementation of the optimaraproblem has the following

form.

A=[-0.313 56.7 0;-0.0139 -0.426 0;0 56.7 0];
B=[0.232;0.0203;0];C=[0 0 1]; D=0;

Q=1diag([1 1 5e2]); R=1/10; % inv(R)

L=sdpvar(3,3,'full’); K=sdpvar(3,3,'full’);

M=sdpvar(3,3,'full’); N=sdpvar(3,3,full’);

eps=0.01;

Constraints = [0<=yl<=eps;0<=y2<=eps,0<=y3<=eps;0<=pps;];
sol = optimize(Constraints);

N1=double(N);M1=double(M);

KP=inv(R)B'N1; Kl=inv(R)B*M1,;

It should be noted that the solution of even a ned@tisimple problem is not

trivial. The problem is not solved for all possiB@ndQ. There is a fairly high chance
of obtaining an unstable system due to the presehae imprecise solution. Since,
as a rule, in order to achieve a significantly differeggult, the weight matrices
coefficients should be significantlly changed, theatgethe difference between the
coefficients, the less accurate the solution. Thergfore quite difficult to apply the
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given option as a universal one. Nevertheless, dpt®on has one advantage: the
integral component is found based on the criteriooptiimality.

To compare the action of the considered optionswillesimulate them. To
do this, let's set the object model in the form witle input and one output (to simplify
the analysis of responces) in the form Ac=[-0.313%5 -0.0139 -0.426 0; 0 56.7 0];
Bc=[0.232;0.0203;0]; C=[0 0 1]; D=0; dt=1; [A B]=c2d(Ac,Bit); Q=diag([1 1 1]);
R=1. Graphs of responces are shown in Fig. 2.

4

06

;, IsseasllBRTS
<1

o4

0z

]

L] 1 F k] 4 ] L] 7 8 L] 1] n 12 13 " 15 1] 17 8 1] t

Fig. 2 Comparison of the closed-loop control systems strart results using
controllers of
options 1 #4

The figure shows that the use of a simple integraiptign 1) significantly reduces
the control quality. Other options in the given exéargive approximately the same
results. Therefore, for further research, we will chobseypical (simpler) option 2.
Main part. Instead of the typical state space expansion ptoeedsed in the
description of option 2, we offer a modified procedwynthesize a standard optimal
state controller and then find the matrix of the integral compon@niaccording to

the formula
1

Al B
KK K’AWB W KB I~ 5,

C 0Op

whereW is a positive definite diagonal tuning matrix. Té@ntroller is given by the
formula

u, y K(x, x) K27y
K1 KK(m,1:n),K2 KK({m,n 1:n m

To study the transition processes with the proposettaller, we will choose
a simple plant in discrete time, which in the stgiace is defined by matrices with
the sample time dt=1.
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In the form of a transfer function, the plant has threnfo

11z 3.6
W2 — .
zz 097z 0.18
The plant step response is shown in Fig. 3
y T
25
20
15
10 -
§ bbb e L -
0 R A SN R R S S

0 2 4 6 8 10 12 14 16 18 ts
Fig. 3. The plant step response

Let's design the proposed controller by choosing

Q=1000*eye(2), R=1, W=0.14;

K=dlqr(A,B,Q,R);

KK=[K*A-W*B' W+K*B-1]*inv([A-eye(2) B; C 0]);
As a result, we get

KK=(-0.1816 -0.0628 -0.0427), K1=( -0.1816 -0.0628=-0.0427.

The transient processes of output and control imsed-loop control system
with the proposed controller are shown in Fig. 4.

0 5 10 15 200 s 0 S 10 15 20 s
Fig. 4. Transient processes of output and control undez@dsturbance in a
closed-loop control system with the proposed cdletro

For comparison, Fig. 5 shows transient processestiatimitial optimal
static controllerK.

216



1GNHJF:LBD: L: F:L?F:LBQG1 F?LH>B < FH>?EX<:GG1<’ " Lhf

Fig. 5. The output transient processes in the closed-tmoprol system with the
optimal static controller

Conclusions.To draw conclusions, we will compare the obtainesponses with the
responses in the system that uses a typical caartiafiloption 2. For this, we will use
the program code

Al=[A zeros(2,1);C 1]; BI=[B;0];

QI=[1000 0 0; 0 1000 0; 0 0 1]; RI=1;

Ki=dlgr(Al,BI,QILRI);

KI1=KI(1:2); KI2=KI(3);

We get Kil= £(0.1954 0.2513 0.0128), KI1=-(0.1954 0.2513); Ki2:0128.

From the comparison of the responses in the congstém at the output when using
the proposed (1) and typical (2) controllers, it cancbecluded that the proposed
controller qualitatively compensates for the disamce and provides a faster
response. At the same time, for MIMO systems withrgelanumber of inputs and
outputs, it significantly simplifies the controllelesign, as it does not require the
expansion of the matrix of plant states by the nunolberputs before transferring the
matrices to the design program (for example, diqr).

: % ------ R s S

0 i i : I I | I - I
0 5 10 15 20 25 30 35 40 45 ts
Fig. 6. Comparison of the closed-loop control systems sitimraresults using the
proposed (1) and typical (2) controllers
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AZijhihgh\Zgh gh\bc f_Ih” jhajZomgdm j_]meylhje\ a gl _]jZevghx kdez"
[Z]Zlh\bfejgbo hilbfZevgbo kbkl_f mijZ\eeggy \ ~bkdj_lghfm qZke ljhZ
ljZz"bpecge f_Ih”b jhajZomgdm [Z]Zlh\bejgbo j_]meylhje\ V& [Jazdgh \ZjeZgl j_
Ney ihje\gyggy Ijb\_"~ _g¢ dhgdj_Ige nhjfmeb jhajZomgdm &Zijhihgh\Zgh]h
ihje\gyggy ijhp_ke\' \ kbkl_fe mijZ\eeggy ih \boh”m ijb h*"bgblgghfm a[mj_gg-
ijb \bdhjbklZgge aZzijhihgh\Zgh]lh [Z kbgl_ah\Zghlh aZzZ Ibih\bf f_Ih~hf h
j_Imeylhje\ fh gz ajh[blb \bkgh\hd sh aZzZijhihgh\Zgbc j_]Jmeylhj ydekgh
almj_ggy ¢ ~Z} [sevr r\b~rdbc ijhp_k Hkgh\ghx hkh[eb\eklh aghjhihgh\Zgh]lh f
ey [Z]Zlh\bfejgbo kbkl_f a \_ebdhx deevdeklx \ldhVW\kt¢jhbmh e\ \eg km
h[gbke _ggy j_]meylhjZz hkdeevdb g_ ihlj_ [m} jharbj_ggy €aljbpe klZge\ h]
\oh”e\ ijb i_j ~Zqe fZljbpv \ ijh]jZfb kbgl_am hilbfZevgbo j_Jmeylhje\
Dexgh\e keMIKIO hilbfZevgbc j _]meylhj gl _ljZevgZ kdez”~h\Z gh\bc f
jhajZzomgdm h[gbkex\Zevg_ kijhs_ggy kbgl_am
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The relevance of the topic is due to the need to make deciBiorasure the
reliability of elements and assemblies of complex technical sgstéti insufficient
information about their technical condition. The problem being solsesemi-
structured and interdisciplinary. The effectiveness of solthiegroblem lies in the
use of information technologies and atrtificial intelligence methdaalsparticular
expert systems. The advantages of using information technologagdmate the
decision-making process to assess the current technical condftimomplex
systems are considered. An intelligent decision support systetnelea developed
that allows assessing the risk of failure of elements and amoenps of complex
technical systems using elements of artificial intelligeridee proposed decision
support system contains: a database; a knowledge base etftbds for calculating
reliability indicators (probabilities and risks of failsjeand a set of decision rules
for selecting appropriate decision-making methods; resultglebérmining the
probabilities and risks of failure of elements and assemfaiecomplex technical
systems with their ranking; intellectualization model for asisgsthe technical
condition of elements and assemblies. The proposed algorithm for the fumgtdni
a decision support system implements the task of automatingrteess of
assessing the technical condition of complex systems. The use @fapesed
decision support system for assessing the technical conditioongflex systems
will improve the reliability of technical systems withsufficient information about
their technical condition.

Keywords: information technology, algorithm, complex technical systemssideci
support, intelligent systems, artificial intelligence, expgstems, knowledge base,
database, algorithm, complex technical systems, religbiiik of failure, ship's
power plant

Introduction. One of the significant problems of ensuring the rdiigbof complex
technical systems (CTS) with insufficient informatiahout their technical condition
(TC) is the search for ways to increase the reliability accuracy of assessing the
reliability indicators of elements and componentstathnical systems. During the
operation of KIS systems go through the following stages df dhanges: defect;
damage; destruction; refusal.

Due to the increasing complexity of technical syseand the growing
requirements for their reliability, the importance of gneblem of access to the volumes
of diagnostic information on reliability accumuldtat various stages dfT'S operation
is increasing [1.2,3,4].

Currently, significant information materials have beegusnulated containing
methods for reliability research, as well as methodd models for assessing the
reliability of KT'S of various types.

A feature of the field of knowledge devoted to tlielgpem of reliability is that most of
the knowledge is the personal experience of expettifield of reliability of KT'S [4].
However, experts are often forced to make managemesisiales to ensure the
reliability of KT'S in the face of insufficient information about tieehnical condition of
such systems. When assessing reliability, it i® alscessary to take into account the
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fact that KT'S are characterized by a large number of diagnosesneders that differ in
information content and degree of accessibility. SKEI® are characterized by specific
and varied operating conditions.

It is also significant that research and assessofemsliability indicators of such
systems is characterized by decision-making undenifgignt uncertainty, and often
still requires significant material and time co$§ [

The growing complexity of technical systems, the etgriof their parameters
and insufficient information description of the statf the systems require improvement
of management decisions to ensure the reliabilityelements and components of
systems based on the results of assessing themi¢atbondition.

Thus, during the operation TS, the urgent task remains to improve methods
aimed not only at assessing the technical condiifosystems and the decisions made
related to them, but at supporting the decisions made
Objective and objectives of the study.To assess the reliability oKTS, various
methods have been developed and used, often basédeamethods of probability
theory and mathematical statistics, which makgs#sible to automate the process of
assessing the reliability of elements and componaintemplex systems. However, the
stages associated with supporting decisions madensore reliability based on the
results of its assessment f&F S, in particular ship systems, are often not autechaAs
a result, the quality of decisions made to ensureehability indicators of suchKr'S
significantly depends on the qualifications of fegsonnel operating the system [6,7,8].

Evolution in information processing leads to théuatization of the task of not
only automating the process of assessing the i#jabf elements and components of
complex systems, but also to the transfer of part ofintedlectual sphere of human
activity to the sphere of automation of making angpsuting management decisions in
the field of ensuring the reliability oKTS.

The creation of intelligent decision support systefiDSS), in the context of
progress in the field of information systems andhietogies, find significant
application in solving complex, difficult to forma&zroblems, in particular, diagnosing
the reliability of KT'S. Distinctive features of problems that are diffi¢dolformalize are
the incomplete amount of initial data of the problédeing solved, inaccuracy,
heterogeneity, and significant computational compyepd,10].

The purpose of the study is to ensure the religbit KIS elements and
components during operation based on the use of alfigeht decision support system
for assessing their technical condition.

The objectives of the study are to develop a IDSS imighfficient information
for assessing the technical characteristics of congstems.

Analysis of the operating principle of the IDSS. Intelligent assessment df Kis a
process that includes monitoring, diagnostics and eesult, evaluation of the vehicle
while simultaneously working with knowledge and laegeounts of information.

This problem can be solved by using an expert detisiopport system.
Decision support system is a computer system thavalthe user to solve professional
problems based on the use of databases, knowleddenatels, by providing
conclusions, recommendations, and assessmentsssibf@alternative solutions to the
problem. That s, IDSS helps the user solve a conielslem automatically [11].

In general, IDSS are information expert systems. Expstess used to assess
the reliability of KTS elements and assemblies are recommended tdlberbthe basis
of artificial intelligence. This will make it posséto make management decisions in an
automated mode, taking into account the specifikstad monitoring and diagnosing
the KT'S.

The implementation of the IDSS should be based omusleeof research results
on the model of a specific operating'S [5].
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Previously developed mathematical models used termigte and evaluate the
reliability indicators of KIS elements and assemblies, using the example ipf sh
systems, were developed and presented in [5].

They make it possible to determine the probabiliied risks of failure ofKT'S
elements and assemblies. Similar models can be insdéok development of IDSS to
assess the technical condition of complex systems.

Such systems solve problems: choosing the besti@olérom many possible
ones - optimization; ordering possible solutionsoading to preferences - ranking. In
both problems, the first and most fundamental pmirthe selection of a set of criteria
on the basis of which alternative solutions are eatallland compared.

Main part. A IDSS is proposed to evaluate ti&S TC. In such a system, in contrast to
classical artificial intelligence systems, the theofydecision making is applied instead
RI DWWHPSWV WR 3SWDNH LQWRURGHFRIWIVR X @ XHUHW DRLIQWVK H X

For the practical implementation and operation of IDE® necessary to link
the developed models to an expert system contaatgilated, experimental, and also
data acquired by experts during the operation of Ki&. The block diagram of the
developed IDSS (DSS, knowledge base) for assessintgthaical condition of the
KTS is shown in Fig. 1.

Request I
Intelligent Datah
2 . atabase
Result interfase B
4:—
T I- 1 |
,r b 1=
L Request Model of an exploited Reliability recommendation
formalization fef CTS "‘("_‘l‘_:"
modle i
Knowledge
I base
External, internal Structure of the operating
i CTS
influences
TR T Knowledge
X Module for formalizin i
Expert S| SRR % |  formalization
assessments expert assessments module
Reliability parameters Database of reliability
. assessment models
CTS CTS

Fig.1. Block diagram of knowledge base, DSS for assessingettitmical condition of
KTS

When developing a IDSS, a shipi§'S, or more precisely a ship's power plant
(SPP), was chosen as the object for assessing theilisliaf the technical condition.
Such a system is one of the mai'S out of almost hundreds of technical systems
installed on the ship. Assessing the reliabilitythed SJ Jneeds to take into account the
fact that theKTS is characterized by a large number of diagnoseghpeters that differ
in information content and degree of accessibilag, well as specific and varied
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operating conditions. In addition, thi€l'S is characterized by insufficient information
about its technical condition.

The functioning of the developed DSS is based oassessment of the risk of
failure of elements and components of tKES. Those. on criteria that reflect taking
into account the specifics of the interaction of eas elements and components, the
correlation of changes in the values of their parammeterder various emergency
operating conditions of a complex system.

The developed IDSS (Fig. 1) evaluates the religbitif the system using a
unified system of parameters of the elements and coeris of the control system.

IDSS cores are: database; a knowledge base with dsetfay calculating
reliability indicators (probabilities and risks of lfaies) and a set of decision rules for
selecting appropriate decision-making methods; lextalalization model for assessing
the technical condition oKTS elements and components.

The basis for constructing an IDSS is the formulatibrthe decision-making
problem in general form:

B A I R A

whereF £tmany failures of elements and components ofKRS;

G xmany set goals (to ensure the reliability of tHeS);

A tmany possible alternatives;

FR - multiple failure levels of elements and composesftthe KT'S;

SG,P,Ctset of characteristics, preferences, criteria for enstinegeliability of
elements and components of tKES;

PC - many principles for coordinating the assessmerdltefnatives based on
individual criteria; NSznecessary solution to the problem

Preferencd- tassessment of the usefulness of the method aévanbithe goal.
The assessment is specified without highlightingdimeracteristics by which it is made
or the characteristicSG The characteristics include the degree of achienemiethe
goal. To make the final choice of how to achievedbal, it is necessary to formulate
criteria C, the number of which is determined by the numbefeafures. If multiple
criteria are used in the IDSS, then it is necessarppply the principles ofPC
coordination to agree on the assessment of alteesatbr each criterion.

To support decision-making on assessments of tkefi€TS failures based on
a priori and a posteriori data, as well as when saagdor failed elements and system
components in order to increase the efficiency of thperation, a method based on
dynamic Bayesian trust networks (@R) is used [12,13]. The use of OBl makes it
possible to determine with great accuracy the elésremd components of thET'S that
are closest to the critical state and their failure.

The task is solved by using a constant system dingoall elements of the
system at its various levels for a specific periodimk. This allows, with the help of
DB LN, to study extreme situations and accurately deterrthe critical values of the
risk of failure of elements and components of HieS.

The construction and study of the DB probability of loss of performance,
assessment of the risk of failure of elements and coemis of theKT'S was carried out
using the GiNle software product [14]. The decisiomppsut strategy used when
searching for failures of elements and componentsipf KRS consists of a number of
stages (Fig. 2).

Lhe implementation of the strategy in the IDSS schemeagsessing the
technical condition of the<T S (Fig. 1) is ensured by targeted actions in accaalaith
the IDSS algorithm (Fig. 3) when searching for failuoéslements and components
based on assessments of the risk of failure of dgndisedKT S.
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At the initial stage, the numerical values of pnghary assessments of failures
of elements and components of tKES are determined using a diagnostic model based
on DBLN. The input variables for the Bayesian diagnostic ehade test results.

The model of the operatingdS in the intelligent system for assessing the risk
of failure of system components (Fig. 1) in the fornD& LN can be written [5]:

e, RSB R
whereM -is the set of elements. components;

S- many interelement, intercomponent connections;

R- many diagnostic assessments of the risk of failfieeaments, components,
interelement, intercomponent connections;

L - display of connections between the sets M, S arithBed on the diagnostic
model of theKTS.

Failure Risk Levels

Expert reliability assessments

Y

Construction of a DSS

h §

Definition of DSS tasks

Y

Taking into account the recommendations of the DSS

Y

Use of artificial intelligence in DSS

Y

Decision support for assessing the technical condition of CTS

Analysis of the results of assessing the technical condition of the
DSS

Fig. 2. Strategy for decision support when searching for faslimeCTS
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3.IDSS algorithm when searching for failures of sipS

As a result of the functioning of the intelligent ID88 vehicle assessment (using
example of a ship'&TS) in accordance with the algorithm shown in Figu8ing

the SJ Jmodel in an intelligent system (Fig. 1) and DNB, the dependences of the risk
of failure are determined for different samples of falprobabilities of elements and

Fig.

components of systems serving thé %Fig. 4, Fig. 5)

4. De ence of the ris yte Fig. 5. Dependence of the risk ¢

failure on the probability of failure o system failure on the probability ¢
HOHPHQWY RI WKH 6JJ R faillure of HOHPHQWYV RI
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¥ VWDWHV LQI<mdyHie inwtKeHprécess of failure-free operation of
elements and system components;
¥ IDFWRUV XQGHU WKH LQIOXH@EH CRIWATKSRAHN KWK KK F X L
change, systems transition to a state of failuré disruption of reliable operation;
¥ SUREOHP VWDWH VS [cahW&R urdl&rLireKinfivekded df failures of
elements and components.
The knowledge base can be presented in the fofra five-level hierarchical
tree (Fig. 6).

CTS
Level 1 — Problematic elements,
components- C,
Level 2 —» Reliable operation of CTS in the

absence of failures of elements,
components - C,

Level 3 —» Failures of elements,

components CTS - C3

Risks of CTS failures as a result
— of failures of one or more
elemets, components - C 4

Level 4 -
The body of knowledge on assessing
. wwpp the risk of failure of elements,
components of the CTS, making decisions

eyl / \\
on eliminating failures

Fig. 6. Multi-level hierarchical structure of the knowledggse tree

Taking into account the hierarchical structure ofkhewledge base allows you
to quickly localize the cause of a defect or failarel reduce the time for diagnosing
KTS.

The acquisition and addition of knowledge is carried @automatically during
training and implementation of the expert systenlingilwith knowledge is provided
by an expert, as well as by adapting the knowledgge o changes in the subject area
and the conditions of its functioning. This is implented by replacing rules or
information in the knowledge base of the IDSS.

Conclusions.The proposed decision support system contains: a lkdge base with
methods for calculating reliability indicators (prdddies and risk of failures); results
of determining the probabilities and risk of failurek elements and components of
complex technical systems; intellectualization modier assessing the technical
condition of elements and components. The propablgatithm for the functioning of a
decision support system implements the task of aatiognthe process of assessing the
technical condition of complex systems. The useawfintelligent decision support
system for assessing the technical condition of cemplystems makes it possible to
establish the degree of risk of failure of elements emdponents of theKTS, which
increases the efficiency of the systems. The uskeoptoposed decision support system
for assessing the technical condition of complex systeill improve the reliability of
operating systems with insufficient information abddit technical condition.
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The current stage of development of processes and technolagigesecontinuous
improvement of computer hardware performance, efficient afsés resources,
processing of large amounts of data and support of the growing eeguits of
modern information systems. When processing large amounts of daapften
necessary to use additional effective solutions to speed apnatfon processing in
addition to parallel computing. One such approach is to use the &ibthanism.
The concept of SIMD instructions is a progressive solution foreding up
computations in tasks with large amounts of data, due to theéyabilperform one
operation on several data simultaneously. The purpose of theistidgvaluate the
effectiveness of using SIMD instructions to improve the perémrce of software
code execution when processing large data sets compared tmneddsoftware
tools. The paper solves the following tasks: develop an algoffitin implementing
the classical task of multiplying ultré& DU JH X S® Wt&s) sduare data matrices
using the built-in Microsoft Visual Studio ISO/IEC C++20 <immimin> library
with SIMD technology to parallelise the program at the dateellestudy the
performance of the developed algorithm when processing aiségifamount of
data compared to the traditional approach. By implementing afigdinatrix
multiplication algorithm using SIMD technology, it was possitiespeed up the
computation on a PC with an Intel Core i7-12700H processor by M’ tvith a
GDWD YRO X P bytdz.| The obtained results will be taken into account in the
development of application software, including for efficient cotep models of
technological processes and systems.

Keywords: SIMD, vector register, data-level parallelism, intrinsfanction,
computing acceleration, big data, computer modelling.

Introduction. A significant role in modern programming, especiaity computer
modeling, is the problem of computational efficienogl apeed, which becomes notably
prominent during large data processing. There is d teeapply, in addition to parallel
computations, additional effective solutions to aerdke information processing. One
such approach is the use of the SIMD mechanism [SIngtruction, Multiple Data).

The SIMD concept has long been present in the aathie of modern PCs and
is used in processor technologies. It provides tatel- parallelism, allowing one
operation to be performed on multiple data simultassBo significantly increasing
program performance. Despite being an old conceptemaogrocessors typically apply
SIMD extensions to enhance parallel computation perdoice.

Literature review. The SIMD instruction is an element of classificatemtording to M.
Flynn$ taxonomy for parallel processors, proposed in 19@6later expanded in 1972
[1]. Modern PCs use this architecture in the formnbégrating special instruction sets
or command extensions to accelerate specific typesrputations.
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SIMD extensions are considered one of the signifid@atures of modern
general-purpose processors (GPPs), aimed at imprasafigvare performance with
minimal hardware modifications [2].

Different processor manufacturers, such as Intel, AMi2,, have their own
Instruction Set Architecture (ISA) and SIMD microarchitees. However, Intel has
significantly expanded SIMD technologies from botmrdware and software
perspectives. In the context of microprocessor devedop, there is an increase in
register bit-width from 64 to 512 bits and an inceeasthe number of vector registers
from 8 to 32, providing more parallelism paths aaducing excessive data movement to
cache memory [2].

SIMD vector extensions have become an integral partigh-performance
processors. Various architectures, such as x86, ARMRS, and PowerPC, have
specific instruction sets and microarchitectures for BIector extensions. Applying
SIMD vectorization can significantly improve algorithperformance with minimal
overhead on equipment. This is especially import@nt optimizing computational
performance [3].

The @ingle instruction £ multiple date® type of parallel processing (Fig. 1)
represents a parallel computing technology where asguiction is executed over
multiple data simultaneously [1-4].

TRSICion pook

Fig. 1. SIMD architelagrm

The Data pool is responsible for storing all procestatd. The Instruction pool
is responsible for storing executed instructions. Tleetdf unit is a key component of
the SIMD architecture. It consists of several procgsanits (PU), each of which can
process data in parallel. When a program runs on theDS#kthitecture, the same
instruction is sent from the instruction set to epadcessing device in the vector block.
Each processing device then executes this instruciomifferent data from the set
simultaneously. This allows SIMD to efficiently pr@se large volumes of data,
especially when one operation needs to be perfornmecazh data element [1-4].
Accordingly, this technology finds its place in usfries dominated by uniform
operations, especially if they are applied to larglumes of data: graphics, signal
processing, computer vision, computer modeling, etc.

A processor register used to store multiple data eisnsimultaneously in the
form of a vector is called a vector register. TypigalNector elements represent a
separate data value or component. Vector registerpat of SIMD hardware support,
allowing the execution of a uniform operation ovdr\vaictor elements simultaneously.
They have a fixed width [5]. For example, a 128-lattor register can store four float
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data type values. Thus, the size of the vector tegdetermines the number of data
elements that can be stored in each register. Depprmh the specific processor
architecture, support for different data types, inclgdimegers, floating-point numbers,
etc., is possible, and the number of elements cachrd, 8, 16, or more. Examples of
vector registers from Intel include SSE (Streaming SIMEteBksions) and AVX
(Advanced Vector Extensions) [2-4]. There are alsdONEregisters in some ARM
processors [6].

SIMD technology is effective only in tasks where onerafion can be applied to
a large amount of data simultaneously. In other c¢atsesfficiency is either reduced or
completely absent or negative. Among the disadvastagf SIMD, there is also a
dependence on the architecture, as SIMD instructroay vary depending on the
processor architecture, so a potential algorithm witirk differently on different
hardware systems [2, 7].

Recent studies have proposed significant improvememots multimedia
applications aimed at increasing the performancesatéity, and programmability of
computing cores. This involves the implementatiba enassively parallel matrix SIMD
core (CAMX) based on Content Addressable Memory, desigto work as an
accelerator for processor cores. Notably, the studyirom the efficiency of CAMX
with a detailed analysis of its operation during A&tfgryption [8].

Research in the field of graph computations using oegralso highlights the use
of SIMD extensions on multi-core processors for efficieekecution of graph
algorithms. In particular, the graph algorithm compikeadapted for the use of SIMD
extensions on processors, leading to a significaelaration of the naive multi-
threaded implementation [9, 10].

To address the problem of sorting arrays containingrgel amount of data, a
parallel sorting implementation for MIPS processa@spossible, based on concrete
sorting networks and SIMD instructions [11].

Research Objective.The aim of this study is to evaluate the efficienfyusing SIMD
instructions to enhance the performance of programsgitine processing of large data
arrays compared to traditional software tools.

To achieve the set goal, the following tasks were tdated: Development of an
algorithm for implementing the classic problem ofliplying ultra-large square data
matrices using SIMD technology; Investigation of therfprmance of the developed
algorithm with a significant amount of processedadaompared to the traditional
approach; Analysis of the obtained results anddéeclopment of a concept for the
effective use of modern computing systems and toolsdrease the productivity of
computer applications.

Main Part. This work examines the evaluation of the efficiency using SIMD
instructions to accelerate computations in tasks @égssing ultra-large data arrays. The
research involves the development of a modified algarifor solving the classic
problem of processing large data arrays using SIMDruoBbns and analyzing the
efficiency of applying this method compared to theitranal data processing approach.

One of the modern programming languages that prevatel supports SIMD
instructions is C++. Here, this technology is usexhkis to compiler specifications and
extensions, as well as through the use of speethlibraries.

For example, to use various sets of SIMD instructioom Intel, such as SSE,
AVX, AVX2, AVX-512, etc., in C++, one can use spddiata types: _ m128, m256,
__mb12, etc. They represent vectors with 4, 8, celéfents of the corresponding type
[7].

At the same time, the Intel Intrinsics library prosdspecial functions for generating
and using SIMD instructions [7]:
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+The _mm_add_ps function is an intrinsic functiorsgacial low-level function
that provides access to processor instructions) for meirig addition operations on
several floating-point values in a vector registehva specified precision;

+The _mm_mul_pd function is also intrinsic, desigb@g@erform multiplication
operations on several double-precision floating-peatties in a vector register.

In addition to the mentioned functions, there are ynamhers, including
subtraction, division, comparison, data loading aading, bitwise arithmetic, element
permutations, etc. Most of them can also define ifigapoint precision: single or
double.

To use the listed instructions, the built-in libraxymmintrin.h> is used. It
includes all Intel SIMD intrinsics, providing accessthem. Also, for various SIMD
extensions, different libraries are used. For exampleS&, you should connect the
header file <xmmintrin.h>, MMX is provided after awcting <mmintrin.h>, etc. But
connecting one of the header files that provide sste the use of various extensions
automatically connects all previous ones.

Thus, the variety of functions allows for the effectivee of SIMD technology
for various tasks and operations, leading to a sigmfiencrease in the productivity of
computational tasks that support parallel data picgg$7].

To maximize the power of processors with minimal deweent costs, it is
advisable to use the NSIMD library, which abstracts SIpDgramming and provides
the following main paradigms [12]:

tImperative programming provided by the NSIMD core amgpgrts numerous
CPU/SIMD extensions;

+ Expression templates provided by a separate mothdé supports all
architectures from the NSIMD core.

To achieve maximum performance, NSIMD uses optimibadt-in compiler
functions. Therefore, using any basic compiler caviple a SIMD abstraction library
without significant costs. NSIMD supports work in atlodern C++ programming
language standards [12].

Another example of SIMD extension in C++ is the Opendithdard for parallel
programming, which supports the simd directive, whéah be used to vectorize loops
thanks to the #pragma omp simd construct. In thie,ch& compiler can ignore vector
dependencies, considering the intention to execateral iterations simultaneously
[13].

The mentioned ways of using SIMD technology allow faccelerating
calculations by performing one operation on seveastd dimultaneously.

For research purposes, an algorithm was developathptement the classic
problem of multiplying ultra-large square data masieesing the built-in Microsoft
Visual Studio ISO/IEC C++20 <immintrin.h> library witHN8D technology for data-
level program parallelization; an analysis of the pennce of the developed algorithm
was carried out with a significant amount of proces$sd compared to the traditional
data processing approach.

For the experiments, the following PC infrastructure waed: Intel Core i7-
12700H (14 cores, 2 *+] *+] *RRGUDP '"'5 *% 1
Microsoft Windows 10.

Program testing was conducted for matrices of size80Q0, filled with random
float type values (4 bytes) using a 128-bit registesing wider registers may not be
supported by some processors and requires more proggamurces. The obtained
results are presented in Table 1.
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Table 1

Computational Experiment Results

.Matrix_ Data Size, Trad:fizi(;llmon Tlmg’“\jD Acceleration
Dimension bytes Algorithm (s1) | Algorithm (s2) a=sl/s2
100 47 4 3,27110* 1,3710% 2,53
500 108 7,21102 1,771107% 4,24
1000 47 6 0,854 0,195 4,38
1500 91 6 2,89 0,604 4,78
2000 167 © 10,18 2,88 3,53
2250 20,257 6 19,09 6,14 3,11
2500 257 6 30,96 8,97 3,45
2750 30,257 6 48 14,55 3,30
3000 367 © 79,64 24,53 3,25

With the increase in matrix size, and therefore thieime of processed data,
there is a natural increase in their processing tregardless of the applied calculation
algorithm. The use of SIMD technology has signifitaraccelerated the execution of
FDOFXODWLRQV LQ DOO WHKVD FPDWHWL D QGP HWNWSIHFQ DRO O\
HOHPHQWYV GbweB). VL]IH 1

Figure 2 shows that with an increase in matrix sizée range of 1088000 float
type elements, the computational data processing itincreases significantly-from 33
ms to 80 s with the traditional (STD) algorithm andhiré3 ms to 24.5 s with the SIMD
algorithm.

-\;\.‘&.‘9 BN R

RN AN

e

SRR RS IR i 2SN N

el

Fig. 2. Dependence of the implementation time of the compalgatithms on the
dimensionality of the data matrices.

The acceleration of calculations when using SIMD tetdgy compared to
traditional data processing (Fig. 3) is between 24583 and does not depend on the
volume of processed data. The highest acceleratior8)(~ds already mentioned, is
demonstrated by the modified algorithm with a matimehsionality of 1500 elements

a 1 8 bytes), which should be taken into account during ttevelopment of
application software.
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Fig. 3. Dependence of calculation acceleration due to pipdication of SIMD
technology on the dimensionality of the data matrices

Thus, the research has proven the effectiveness of &MD technology for
solving tasks related to the processing of largaimels of data. The obtained data
correspond with the results of known studies [3, 5]tloa issue of enhancing the
productivity of computer calculations using SIMD lieology.

The use of the findings in conjunction with othetealative software tools to
enhance computational productivity [14, 15] will cdloiite to the development of
efficient computer models of technological process®s systems [16].

Conclusions. An algorithm has been developed to implement tlassec problem of
multiplying ultra-large square data matrices using SitMchnology. The performance
of the developed algorithm was investigated witlgaicant amount of processed data

XS WR © hyites) compared to the traditional approach. The tffswess of using
advanced computing systems and SIMD-type toolsntwease the productivity of
application computer programs during the processintamgfe data volumes has been
proven.

It has been established that the acceleration ofledilens on a PC with an Intel
Core i7-12700H processor, due to the application &iCsltechnology compared to
traditional data processing, is between 24638 and does not depend on the volume of
processed data. The highest acceleration (~4.8) is\athwith a matrix dimensionality
R H O H P H Q%bWtes)a vihich should be taken into account during th
development of application software, including foricént computer models of
technological processes and systems.
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Jhajh[efghh”"bdm jha\fyaZygya aZobkim Dghbh[fAap-€Z }

h~rge}x a gZc\Z eb\erbo ijh{e_f kmgzZkgh]lh k\elm AjhklZxqg_ \bdhjbk
pbnjh\bo |I_ogheh]ec m \keo kn_jZo °“blly jh[blv de[_jijhklej \k_ [e¢€
ijb\Z[eb\bf ~ey de[_jaehgbgpe\ AZobkl egnhhffpecgbo kbkl_f =+
gZc\Z eb\erbo az\"ZghhkKem\jb [_ai_diydmErvhj]ZgeaZp€ 1Z

[m2ydh]h ie?ijb}fSINEZ ijhibklhylb pec aZ]ljhae g_h[o*”*gh jhajh[eylb
_n_dlb\ge f_Ih”b aZobklm egnhjfZpe€ < jh[hle jhadeygmle |Zdes esgkljm
\erdjblbc klzZzg”Zjl "ey hpegdb k_jchaghkle \jZaeb\hkl_c [_ai._
dhfifxl_jgh€ kbkl_fb &966 1Z [ZaZ ~Zgbo aZ]lZevgh\«~hfbo \jZaeb)
egnhjfZpecgh€ CVai/dthpeevgbf \bdhjbklZggy pbo <gkljmf_gle\ ey
kiV\hj _ggy kibkdm _n_dlb\gbo kmqgzZkgbo Zlzd Djef pvh]l]h s_ g _h
\bagZgblbky a gZy\gbfb egkljmf_glZfb aZobklm dhfifxl_jgbo kbl
hjlZgeaZpe+€ De[_j[_ai_dZzZ kibjz}Ivky gZ jeage fZI _fZlbqge ZiZjZlb |
[Zdbo } |_hjey ]hj L_hjey *]Jhj } h~rgbf ea egkljmf_gle\ yde fh mlv
\bdhjbklZzge "ey i*"\bs_ggy je\gy< dh[[h[- abdhbklih\mxIlvky

fZljbgge <]jb “\ho ]jZ\pe\ < ydhkle ]jZ\pe\ \bkImiZxlv aeh\fbkgbd
Zlzdm} dhfifxl_jgm kbkl_fm ydh€kv hj]J]ZgeazZpe+€ kA ij_~klZ\gbd hjlzZg
\eNih\enrZ} azZ aZ[_ai_qgq_ggy aZoblklmjeypgrhhfZpe€alhey}
ij_"klz\blb az\~"Zggy aZobklm dhfi xI_jgh€ kbkl_fb \ fZI_fZlbgghfm \b
sh ~ha\hey} kdhjbklzZlbky \klZgh\e_gbfb djbl_jeyfb agZoh” _g
hilbfZzevgbo kljzZl_]lec aZobklm ~hljbfmxqbkv ydbo ZzZA~fegekljZlhj an”
mkmgmlb Z[h ijbgZcfge a\_klb ~h fegefmfm a[bldly egnhjfZpe€ sh aZ
aeh\fbkgbdhf§§Zoh”" _ggy hilbfZevgbo gbklbo kljzl_Jec ih\fyaZgh a
ihrmdhf ke~eh\h€ Glhqdb gz fZljbqgz ]jZz fzZ} hilbfZevgm gbklm
kljZzl_]exdsh fZljbggz ]jZ fZ} ke”eh\m lhqdm 1|h ]jZ fZ} jer_ggy \ gbkl
kljZl_]leyo*hkees”" ggyalbeggmldgkkyoh”  ggyf pe}€8Zlhqgdb

\erih\ergh€ iZjb gbklbo KkljzZl_¥edjhljzdpsdhfibiZz~dm

aZklhkh\mxlv &flyzdgpr€y ihrmdm aferZgbo kljZl_]Jec ijhihgm}lvky
\bdhjbklh\m\ZIb f_IR3h;fjZorkbd

Dexgh\s kehl\Zobkl egnhjfZpecgbo Kjpkl sftgljbqgZ, ]jZ

f_Ih~ ;jZmdgEegkhg

<klmiDhfi xI_jge kbkl_fb \ gZr qZk klzZxlv ggckimijlkhfgeglzf
ydhfm a[_je]Z}Ivky gZcjeaghfZgelgerZxggmhyjfZpby kbkdef ~h
f j_"« 1gl_jg_I ijba\h”blv ~h 1lh]l]h sh ednhjffZvky sklz}
h[ }dlIhf gZiZ"m gZcjeaghfZgelgerbo aledj)\fbikgbdzZ\d_ j\e«\"* sh
lhjylv [Z2 Zggyf ©ijh[blb2 aZobkl j_knZjdgloo &b hhgjhggbaohkieevghl
Z IZdh" jhale"m\Zevgbo ¢« \eckvdh\bo kem'[ jeagbo ~_j Z\

:dimZevgeklv | _fb “hkee”" _ggy h[mfh\&lgggwkbee£pght ajh
de[_j[_ai_pe Dhfi xI_jge kbkl_fb [Z]ZvAlo hieRiZxJKR][ }dIZfb
dm”b kijyfh\Zzge ihfbkeb aeh\fbkgbd-\ QZgba ¢hkkgidpehgh
aeh\fbkgbd fh _ \bdjZklb egnhjfZpex Zfiax ANgihh&dhdhxddhzZ[h
agbsblb €€ Z[h IbfgqzZzkh\h h[f_"blb "hkimtiydhimg jEa*M
ieMijb}fkI\Z aZagzZxlv yd negZgkh\bo \ljzd V&d gzZfiipjAde¥Zdb
iZ"Neggy je\gy “h\ejb "h [Zgde\ ydshZzYbgdlktbebdzd j|*\
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AZobkl egnhjfZpecgbohkdpklaf gtZc\Z eb\erbo ad\dZgv [m~v
kem ' [b [_ai_dygdmErhjlZgeaZpy@QlHZh[m*yjb}fkI\Z

De[_jaehgbgpe jhajh[eyxlv \k_ [eevr kd&d~gezZ f_Ih"Db
de[_jaZobkgbdb ih\bgge ihklecgh \"hkdhgHl exXDlbklkl h€ fhjey
lhj fh™_ klZlb peggbf egkljmf_glhf ¢k§ i\lhjl«e_fbgy p
F 1z 1z az~zZq-.jh[hihla jh[hlb } jhajh[dZ f_Ih~"bdb jer_ggy az”.
aZobklm egnhjfZp+€ reyohf \bdhjbklZggy | _hje€ <]hj

>ey "hkylg_ggy ihklzZz\e_gh€ f_Ib g _gtlolm ggr \d4rdbdbe

ZgZe+a *kgmxqgbo ZIZd aeh\fbkgbde\ 1Z aZkh[e\ aZobklm
jhajh[dZz f_Ih”"bdb jer_ggy aZ~Zq *a aZobklm egnhjfZpe£€
jhajh[dZ ijh]jZzfgh]lh “h~Zldm sh j_Zee<&amBbdimajh[e_gm f_
Hkgh\gZ qZkKbyZe d&y$S (Common Vulnerability Scoring Systent)p _
\enrdjblbc klzZzg”~Zjl ~"ey hpegdb k_jchadhhle dpzdébihkll_jgh€
kbkl_fb <eg [m\ jhajh[e_gbc kieevgh Jmm]HEr marki[ jai\ db |Z
\ijh\zZz”~" _gbc m [1]jh&966 \bdhjbklh\m}lvky “ey hpegdb \jZaeb\h
A hfzZz hkgh\gbfb djbl_jeyfb
\ieb\ ¥by\le ggy ihl _gpecgh]h \ieb\m ydbc €klv fZlb \jZ
gZ kbkl_fm
_dkiemZzZIZppygtZ Ihlh gZkdeevdb e _]Jdh fh™_ [mlb _dkie
\jZaeb\eklv

&966 hpegx} \jZaeb\hkle aZ rdZehx \ergZc¥h jchagerZ =+
\jZaeb\eklv Hpegdb &966 \bdhjbklh\mxIlvkyjehelyl jlnafgZ ggy
\eNih\enNe gZ \jZaeb\hkle |Z \bagZqg bdhklbh]hgZyxde [jBdaeqgerbfb

CVSS \bdhjbklh\m}Ivky [Z]ZIvfZ hjlZgeaZpeyflbjyAblhfm qbl
ieNijb}fkI\Z 1Z g_dhfhjp2ggazZpe€ <e¢g [Zdh  \bdhjbklh\m}lvky [z
ijh~mdlzfb 1Z ihkem]zfb [_ai_db ey hp-&9d®6 \jhakdr\hik! _
hgh\ex}lvky sh[ \jJZoh\m\ZIb gh\e aZ]thdbklZgigy ebjhky &966

[mMmeZ him[eedh\ZgZ \ jhpe

CVE (Common Vulnerabilities and Exposuresk p_  [ZaZ ”"~Zgbo
aZlZevgh\erhfbo \jZaeb\hkl_c egnhjifZp-Diph§d_mijZdaeb\hkle
ijbk\hx}Ivky mgedZevgbc <~ _glbnedZlhj aydhbdmkdb¥\e }dgaky
\jZaeb\hkle 1Z ihkee"h\ghQ¥WE-ghf_jm ijbk\hxxlvky P _gljhf a
hpegdb [Z jhajh[db JERAiI _djlb GZpehgZevghfm egklbImle klZg~"Z]j
|_oghehNi8T). GZijbdeZ” mjZaeb\eklv \byle_gZ \fZlb jhpe [m
A glbnedZ|h20&3Qq001.

CVE-ghf_jb \bdhjbklh\mxlvky ~ey " glbnedZpef \dBbaeb\hkl
jeagbo ijh"mdlZo < kbkl_fZo \ Ihfm dbhke.qijqdgyzZfdiZazlg_
aZ[_ai_q_ggy 1z f_j_ "+ <hgb \bdhjbklh\ibxli\kYjZjfrgehjjigbdZz
aZ[_ai_qgq_ggy \bjh[gbdZfb h[eZ~gZggy |Z[_hjlddh-aZeyyfb a
kieedm\Zggy ijh \jZaeb\hkle 1Z jhajh[ddy CVEhri_jhkhg_g
\Z eb\bf egkljmf_glhf ~ey aZ[_ai_q_ggy*¢gdio kibklghihj¢hpgb
Ahihfz]lZxlv hjlZgeam\Zlb \jZaeb\hkles feajhf[d | bZ €loijlayhlamEo
mkmg_ggy

National Vulnerability Database (NVD gZ”~Z} hpC¢g®h "ey \keo
him[eedh\Zgbo a@ib.ke\ m

GZijbdez”™ ydsh \ ydhkle dhfifx|_jgh¢€ jipleicigiok N afyohb hi
Windows 11 |h a]e"@gWEafh' ' gZ gZ "~Zgbc qZk \bagZqgblb 1Zde dZl
\jZaeb\hikl

\bdhgZggy “h\eevdgExgbutd hade);
_kdZeZp-y ij@Privikeg€ Escalation, Gain Privilege);
\e~rfh\Z \ h[kem]HRDen&d gfg>ervice);

\bled <gnhjflafprrgtion Leak).
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Dh gz dzZl_]Jhjey fZ} i _\gm deevdeklv \jZaeb\hkl _c

GZijbdezn \jZ a e/E-R023-21554 (Windows Message Queuing
Remote Code Execution VulnerabilityZ[h \e""Ze g_ \bdhgZggy dh"m q_j_a
ih\er"hfe_gv LQWBEWZ} g_j_a ihfbedm \ h[jh[pe aZible\ gZ kI
g_jl<jZaeb\eklv deZkbnedm}lvky yd djblbgygkZ &J&ehp <gvglZvk
fh™_ [mlb kdhfijhf_Ih\ZgzZ \e~""Ze gh bbmilhg adh\fbllgh fZlb
neabggbc "hklmi ~h dhfi{xl|_jZ

GZijbdez” \jZa€WE-20AB-36028 (Microsoft Protected Extensible
Authentication Protocol (PEAP) Remote Code Executi®ulnerability Z[h
mjZaeb\eklv \er"*Ze gh]h \bdhgZggy dartmx\ Zaghd s i jght hiah hjene
Z\|l_glbnedZpe+€ \¢) BPpFURWYPIWNZ \jZaeb\eklv \er*Ze gh]lh \bdh
dh m ydZ <kgm} \ 3($3 <jZaeb\eklv tlmghdijhdpp_aZiilbfise gz
Zml_glbnedZjZaxeb\eklv deZkbnedm}lvky ydc\d3® htpagx} Vi h
\ Fh™_ [mlb kdhfijhf_Ih\ZgZ \e~""Ze gh

GZijbdezZ” \jZa€EWE-2A0P3B-21823 (Microsoft Graphics Component
Denial of Service VulnerabilityZ[h \eAfh\Z \ h[kem]h\m\Zgge \ ]jZneqg
dhfihg_gle OLFURMRIZN q_j_a ihfbedm \ h[jh[pe ih\e*hfe_gvV
ihfbedkjZaeb\eklv deZkbnedm}lvk@Vg8 hpjdgblgky [VOdh"
<hgz fh _ [mlb 1Zdh" kdhfijhf_Ih\ZgZ \kfbdlen gd_ alelhdfidph
fZIlb neabggbc *"hklmi ~h dhfi{xl|_jZ

< ydhkle , ZAllZdijhihgm}fh jhaleygmlb \ke adjZdZbhYde
dZl _]hjec yde fZxlv \bk@US8S hpgZedm ihdZazZ\ sh \hgb } gZc[-e
ihrbj_gbfb IZZdkbfZevgh azZklhkh\m\zZgbfb >_yde &bgbo } fh~l
\jZaeb\hkl_c ihi_j_"ge+0o jhde\ LZdh  }W_|&blkZskcfh\yjd=kgh\e
\jZaeb\hkle [m*mlv fh*bnedh\Zge m fZbhim\gxaém\hiiZd ydmg _
]Zjghx [Zahx ey pvh]h

LiZ"bpecgbc aZobkgbc f_oZgeaf \dexqLZ}finddhyAEmgoly kbk
\lhjlg_ggy ,'6 1Z Zglb\ejmkges ijh]jzZfb Ij2] yjde aZpbhlnk
jhajh[e_ge* ebr_ "ey i_agbo aZzZ]jh

< j_amevlZle ijb"[Zggy |Z \klZgh\e_opddkpe\g aizZabrkdino
egnhjfZpecgh]h dhfi xI_jgh]lh j_kmjkm~HhfZI| ijoAaavégbo \bljZl
ihlj_[m} gZy\ghkle egkljmdpec sh”h _hjbkbAgbgyh &ohYbed~gh
jhajh[blb ~ey kbkl_fgh]lh zZ~fegekl[ZBijdbkenfi[kl_jgh€ f_j_ e
hilbfZevigipZzl _Jex aZ[_ai_gq_ggy aZobklm egnhvik¥pe€ sh a[_j]Z}

>ey \b[hjm azZkh[m _n_dlb\gh]h aZoblolndhfi*xjeagh&éZg-lghb
Z1Zzd fh gz \bdhjbklh\m\zZIb f_Ihfblhxhje&j=}¥hje]lhj } \bjh[e_gqgy
ijbjh*gbo my\e_gv ijh hilbfZevgeklv kbliZppe\ « ikljjZN[4dq _ggy
€0 *kgm\Zggy m ]je 1Z aZagZq_ggy kihkh[in ZordZghy _gg

HArgbf a \Z eb\bo dezZke\ ZglZ]hgeklbggbbb]hjd}y fHTjbbv
[mIb \bdhjbklZge "ey fh”_ex\Zggy |1Z @ gkhelnaif).dezdnepyligb
lib _ egkljmf_gl ydbc ij_"~klzZ\ey} \b[ejffj2bp\\IZZ&€gdb "ecC
(kljzZ1)]®h _g 1jZ\_pv fZz} k\h€ \eZkge klj4|b]e&es ‘jblaamev|Z
dhf[egZpec \bdhjgohlh a mqzZkgbde\ LZdZ dhgp _ipeyo *ha\hey}
jeaghfzZgelge kp_gZj*€ 1Z ijh]jgham\Z1b-8ilMefyZz dhgeg K|IhZ]jZ\py

Hkgh\gbfb _e_f_glzZfb fZljbggbo <]hj ]}Z\@\b&ZjZ]ljb]«€
\bljzZre 1Z \ljZIb =jZ\pe ijbcfZxlv jer_lpgk\h&[KjlZXxlgp € -
hljbfmxIlv \bljZr Z[h \ljZIm \ aZe_"ghlklrbbdsmylZ[lhgnds\ AZ~rZqZz
| _hje€ e]hphagjh[blb fh”_ee |Z ZgZecam\Zlb kBemgp-EZ\pe jZp-h
\b[bjzZxlv kljzZl_]+€ ~ey fZdkbfeazZpe+€ k\h]h \b]jZrm

AZpedZ\e_ge* klhjhgb \ J]je gZab\zZxlvkyf Jieyybh =jZ\p
\WZ ZIb h~ghlh mgzZkgbdZ Z[h ]jmim BExqZklgbge\kispvydsdy gbo
egl_j_kb sh g_ af[e]Zxlvky a egl_j_kZfb egrbo ]jmi
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< jh[hle \bdhjbklIK\whZZélge *]jb "\ho ]jZ\pe\ < ydhkle ]jZ\
fb \bdhjbklh\m\Zeb aeh\fbkgbdZ ydbc ZIB&m}¥mdhfdhElkyygm k
hjlZgeazZpe+€ 1Z ij_"klz\gbdZ hjl]ZgeaZg-@Z[shai\e¢dilg\g9ZadZobklm
egnhjfZ@pz%€fegekljZlhj [).ai_db

ljZ\bezZ qgb mfh\b ]jb \bagZqgzZxlv fh eb\ej i\ oh’ghdb \b][
liZ\pe\ gZ-yokhtm _1Zie jhalbldm ]Jjb Ajh[blb \bHajgZjgdp \* p_
amibgblbky gZ h”gec *a ch]h fh eb\hlkf JgZh\p¢eg@tidckbx} p_c
\b[¢j aZ "hihfh]hx oh”e\

Dh™_g 1]jZ\_pv gZ i_\ghfm _1Zie ]jb jhiplpév gohr*h a\loMtgim a ]
lgrbc ]jZ\agZxqgb gb g_ agZxqgb ijh \b[ej i_jrh]h[pB\py"*1Zdh" |
Dh™ _g «a ]jZ\pe\ gZfzZ]Z}Ivky \jZom\aAlbfbegmbpfZ gkaliglhd ]jb
ydsh 1ZzdzZ fh eb\eklv “ha\hey}lvky ijZ\bezZfb ]jb

;mArydzZ fh eb\zZ 2ey ]jZ\py "y \ jZfdZo azZ”~Zgbo ijZ
gZm\Z}Ivky chlh kljZl_]e}x M jZae dhgne«din[bjZ} gk\hx\
KIjZI _]Jex m j_amevlZle kdeZ"Z}Ivlayx Zgd[e jKkiblljdIglZXx 1y
| _hje€ «]hj hagZqZ} i_\gbc aZdegq_gdlt iredzya me}c yj&Z\lpy[Z "eylb
chfm m \keo fh eb\bo \biZz*"dZo jha\kiidmml Jjoe R fpdkhbldZz Z[h
liZ\py : \bdhjbklh\m}fh Zl1Zdb gZ dhfif{EZgea¥ pkekEk | \fmd hkle
kljzl _Jekthjhgb aZobklm Z[h ]jZ\py < eskgmxyi{ZagZlZ[ph-@Zobklim \

AZpedZ\e_geklv ]jZ\pe\ m kbIlmzZpe€hfmh[gE dhlvgkiyfm |
liZ\px \ dh gec kbImZpe+€ ijbibkm}lvkyZ]gkkehegshaW®jE\he ggy
chlh egl_j_ke\' m pec kbImZpe+€ 1Z pjZabid}igeReyd ckijB | \pe €
aeh\fbkgbdz [m~_fh jhamfelb jyBdZ fydjbkgpzl_]e€ Z~fegekljZlhj.
[_ai_db€€ klh\lipe GZ i_j_Ibge jy*dzZ « klhX\pyvkyfZAbjggs ki
aeh\fbkghdz\py. :

<\Z ZIbf_fh sh aeh\fbkgbd aZohie _gbc [YdBgmghd az\"ZI
[*evrh€ rdh”b dhfi xlI_jgec kbkl_fe shh AZ-dchrhplvijhimsg _gg-
\b]jZzr aeh\fbkgbdz ~hje\gx\ZIbf_ ijh]jzhj@d Z &igdlj2Z1\ pec
kbimzZpe€ \bdhjbklh\m}Ivky fZljbpyhkjd @aegnigw A\tmxo kmfhx

<b]jZr aeh\fbkgbdzZ fh 'gZ hpegblb aZih™MywghxX*HxIl4«Zevgh
cfhlejgeklIx j _ZeeaZpe+€ ZIlZd aeh\fbkgbdzZ]-&zZ Mhfljrghe€klkljz
j_ZeeaZpe€ ZIZd fh ' [mlb \bagZqg_gZb&Zb§gbmoeVhkEAb Kz
Ydsh cfh\ejghkle ZIZd g_\e~hfe fh gzZhighijekgthidbfhs§hjg-

M |_hje€ <]hj ke*eRYBE HgdibImZpey \ ydec ]jZ\_pv g_ fh
iheeirblb k\ec j_amevlizZl afegb\rb kdsh lkiggdc]{kZ\ypv 1Zdh"
Ahljbfm}lvky k\h}€ kljZIl_]«€ 1grbfb kedZ fhjp kekelmMzZpey \
ydec dh _g ]jZ\_pv "“hky]Z} gZcdjZsh]lhzimeb\hhhgh_amenAlZ]b
KIjZl _Jex sgrh]lh ]jZ\py

Kereh\e |lhgdb fZxlv \Z eb\_ agZqg_gggvdb_hhgd fJhjmliivkde
Ahihfh]lb 1jZz\pyf agZclb hilbfZevge kljZI_]<€

HilbfZzevghx gZab\zZ}Ivky KkljzZl_Jey vydiZ iifblh[jx\zddhjZah)\
lic 1ZjZglm} ]jZ\p_\e fZdkbfZevgh fhilelg¥hc X[hh _~dve\Ze_glgh
fegefZevgh fh eb\bc k_j "~gec ijh]jZr kB[l jHZillbf£L£eygam}livky
gZ ijbgpbie ydbc i_j_"[ZqZ} sh h[@g™MX hrp\pdh\hadamfklimi_ge 1Z
ih\_~egdZ dh gh]lh a gbo kijyfh\ZgZ g@bdmliB” ¢k kiyhdbgge ch]h
f_Ib

L_hjey ¢]hj “ha\hey} ij_"klZ\blb az\"Xlggyghe€Z&bkImfhdAfi
fzl_fZlbgghfm \blJey”e sh “halhey} kdéajlgblibibéybljhayhb
agZoh”” _ggy hilbfZevgbo kljZl _]ec aZowlylhb o *"H1jfb §mkiq B kh |
a"Zlgbc mkmgmlb Z[h ijbgzZcfge a\_klhb”"hghedgfmprd adivl
azZ\"Z}lvky aeh\fbkgbdzf
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>hkee”" _ggy fZljbggh€ ]jb ihqgbgZ}IvEE &-adgeBbh€ | hgghb m
gbklbo kljZl _]Jeyo 1Ihl _gpecgh agZohrgdlggfih keNerhith& Hjbkgh
Ney de[_j[_ai ddlevdho ijbgbg

+ fh ' mlv \dZam\ZIlb gZ ihl_gpecge \jZaedilhdklbs GKbjkld &z
ydsh kerelhgddgZoh”~blvky \ Ihgpe ~_ ZlZdmxqbc fh _ hl

Ahkimi "h dhgne® _gpecgbo ~"Zgbo p_ fh sh\kd&in\izlb gz

[ ai_db g_\e?ih\e*gh aZobs _gZ

fh mlv [mlb \bdhjbklZge "ey jhajh[db gh8dodbkljzZl_]ec

GZijbdez” ydsh Ikedqa@d@igZoh”blvky \ Ilhgpe "~_ ZlZdmxqgbc 1

hljbfzlb ~hklmi ~h kbkl_fb Ze_g_ fdhhgljghexhdpgbe kix_

fh_ \dzZam\zZlb gz |_ sh zZlzdz fh _ [mlm™miyblz vyd

\bdhjbklZge ijZ\bevge aZoh”"b

fh mlv [mlb \bdhjbklZge ~ey hpegdb _abdll\pahlkl]ecekgmx

[_ai_db GZijbdez” ydé&hd&genhZblvky \ Thgpe ~_ ZIZdmxq

fh_ e_]dh hljbfzZlb ~hkimi ~h kbkl_fb\Zlp_ gfh | \dszham

kgmxqge aZoh”b [_ai_db g_"hklZlgvh _n_dlb\ge
G_dh gz fzZljbggZ ]jz fZz} hilbfZzevgmYdglshlmzkjlpglgg-kiz fz}
jer_ggy \ gbklbo kljzl_]Jeyo Ih[Ih ~gm}*Xah€h\|Z4b lhgdZz Ih
"hkee”"  ggy ]jb aZdeggm}lvky agZoh”€ glgyd b ZHhe€ kimnteNgiho
gbklbo kljzl_Jec. fAshe\" 1jZ ih\lhjx}Ivky [Z]Zlh jZaes\ |h dh"_
liZ\pe\ a h”gh]h [hdm hljbfm} egnh}gepektihhkinijhlb\gbdz Z a
egrhl]h [hdm ohq_ ijboh\ZIb \e* kmifhjlib\gddZ[k\ly€ogdh~Zo
Dh™ _g 1jZ\_pv fh _ afegx\ZIlb cfh\ejgeklkAh€DkIchkkhbdgkhjZ!l _Jec
|Zdbf gbghf sh[ fZdkbfZevgh a[eevrblbjXkkeec kZjp¥hQtm Veyom
hljbfm\zZIb hilbfZevge KkljZIl_]Je€ LZdzZ <thgyliybadfeeZgh@
KIjZIl €

AferZghx kljzZl _]e}x @jZzapyz}lvky ih\gbc gZ[ej cfh\ejghkl_
aZklhkm\zZggy ch]lh qgbklbo>elljzZihrimadm aferZgbo kljZI_]ec
ijhihgm}IYBghjbklih\m\zZIlb f_IhJdh[Zokd g

celhjblf f_Ih"m -jZmnigzkhg “ey ]jb a ~\hfz ]1jzZ\pyfb \bley
gZklmigbf gbghf

liZ\pe h[bjZxlv "h\eevge aferZge kljzZI|_]+€

liZ\pe 1jZxIlv h*gm ]jm a h[jZgbfb kljzZI_]Jeyfb

dh™ g ]jZ\_pv jhajZoh\m} k\ec hgedml)jegbc \b]jZr m pec

dh”_g ]jZ\_pv dhjb]lm} k\hx kljzZl_]ex |lA@bdvqlbldhk\ech|

hgedm\Zgbc \b]jZr

ih\lThjxxlvky “jm]bc IZ hklZggec djhdiZz “hghiEkhigglglgh [

< jh[hle aZijhihgh\zZgz f_Ih"bdZ ~ey \bjerolgglyn azZ~Zq
egnhjfZpe€ ydZ kdezZ”Z}bwkyhdefZklmig

Djhd <bagZq_ggy kljZl_Jec aldhifbkKgZeZa 4Zhrbj _gbo
\jZaeb\hkl_c IZ jbabde\

Djhd <bagZaZzkhlgly\ aZobklm P_c djhd y\ey} kh[hx \e2ih
ijhZzgZeeah\Zges aZ]jhab yde fh ' mlv kijbgbgblb a[bldb

Djhd KI\hj_ggy IZ[ebpe dhj_eype€gd]Bl|Iddh]reygdbsam
ih\bggZ [mlb kI\hj_gZ IZ[ebpghjsteygdZ &mZl_]Jeyfb aZobklim 1Z
Z1Zdb

Djhd lhrmd \_edéd[gddb\ P_c djhd \e”ih\e~rZ} aZ jhajZol
\eMih\ergbo a[blde\ ydbc ih\bg_g ijhYh{blb Z~fegekljZ

Djhdd <bagZg_ggy ke”"eh\h€ Ilhqgdb 1Z ijb Z&&ghpdy\ghkle
KljZIl_Jec Reyohf agZoh” _ggy ke”eh\h¥gbld qgpbamewlZgZoy
fh eb\bo ZI1Zzd fh gZ \bagZqgblb hilbfZev§retkdgjdlv]g&Z VYb[e]j
aZobszZxgh€ klhjhghb
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Djhd. Ydsh ke*eh\Z |lhqdZ g_ agZc”_gZ \baglZdeggy aferZg
<bagzZq_ggy aferzZzgbo kljzl_]Jec \bdhgm}lvkih?az ;JEmMdgAE]hx f
Jh[*gkhg

;meh jhajh[e_gh ijh]jZzfgbc ijh*mdl ydbidhgh\Zgmam} aZzZi
f Ih"bdm ~ey \bjer _ggy aZ”"Zq ca apokdklm egnhjfZpe-€

4 Main (=] X
Attacker Strategies Guard Strategies Compliance Matrix Solution
Strategy Cost 0 Add new
v (Information Leak)WordPad vulnerability 70
v (Information Leak)Heap Overflow in Windows Kernel 100
v (Denial of Service)HTTP/2 Rapid Reset DoS 80
v (Denial of Service)Windows CryptoAPI| Denial of Service Vulnerability 75
v (Privilege Escalation)Windows Error Reporting Service Privilege Escalation 60
v (Privilege Escalation)Windows Common Log File System Driver Privilege Escalation 90
v (Privilege Escalation)Windows Desktop Window Manager (DWM) Elevation of Privilege Vulnerability 100
v (Execute code)Windows Message Queuing Remote Code Execution Vulnerability 80
v (Execute code)Microsoft Protected Extensible Authentication Protocol (PEAP) Remote Code Exec... 85
v (Execute code)Microsoft Graphics Component Denial of Service Vulnerability 85

Jbk.AZ]Zevgbc \bJey” Jheh\gh]h \edgZ ijhjZfgh]lh aZklhkmgd

< hdj_frexcelnZceZo agZoh”ylvky kibkdb kljZl_Jec aeh\fbk
ZNfegekljZlhjz [_ai_db Ijb aZ]ljmape ithyZibvkgy kibikdlgZfm m
\eNih\eNge |Z &b pa e Z "AACkeDStrategied | Z Gard Strategies <dezZ~dZ
@ompliancé \e"h[jZ Z} \eNih\ergeklv fe' KkljZI|_Fey¥b aZlZWaZxqth €
klhjhgb GmeelX[@bpe hagZqgZxlv sh \erih\ergeklv kljZI|_]€ Z
klhjhgb |1Z aZobszZxqgh€ g_ ~Z} geydhlhgZhiZddin kkilsZdgy-lfiZ[ebp-
} h~bgbpy agzZqblv ~Zgec kljzZl_]€ ZIZcmXqhlljZI} Jeiyhlb
aZobszZxqghl]h

<dez”"dzZz ODWUL[ ~_fhgkljm} ih[m~h\Zgm yadh®pg"]jb a]j-
jhajZzomghd ]jb GZ \deZ”pe ©6 ROXWIARQ® agZoh b INky JekZf _
hilbfZzevges gbkle kljZIl_]+€ ydsh \hgbl}l]4E afdshgrhiglhy ihlje[ge
jbk

Jbk.ljbdeZ” jer_ggy
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LZdbf ghdhjh[hle aZijhihgth\lhgdBd¥er ggy aZ”~Zq < a aZobklm
egnhjfZzg=€lh"bdzZ \bdhjbklh\m} |_hjex ¢]hj ZnkZfihdjpeam ]j
a gmevh\hx kmfhx >ey ihrmdm hilbfZeVyegd dbalthkbtké hki Zllvky
ihrmd ke”eh\h€ Ilhgdb >ey \bagZq_ggy Wfdhjigbldh\kljAlkyec
f_Ih”™ ;jZndfpfegkhgZz
Kibkhd e*l_jZImjb
1. FLUVW AZlZevgZ kbkl_fz hpegdb \jZa®Rh\hkl_c &
https://www.first.org/cvss/
2. Cvedetails Ihrbj_ge+ \jZaeb\hkle |Z jbabdb &9( <<seowgbc klZIk
fZl _jeZe \jZaeb\hkl_c klZ(gRILZ htips:&8\w.cvedetails.com/
3. ;Zjler FY JhfZzg E E L _hjey ]hj Ev\e\ <EQ&M\gbgbc p_glj
k

METHODS OF SOLVING PROBLEMS OF INFORMATION PROTECTION
V. Bilozerskyi, O. Lebedieva, N. Volkova, V. Nazarov

National Odesa Polytechnic University
1, Shevchenko Ave., Odesa, 65044, Ukraine,
e-mails: 0.y.lebedieva@op.edu.ua, volkova.n.p@ epued tasknavigator@gmail.com

The work developed a methodology for solving information protection emuhlCyber security is one of
the most important problems of the modern world. The growing udigitdl technologies in all areas of
life makes cyberspace increasingly attractive to a@yibmmals. Protection of information systems is one
of the most important tasks of any security service of any organization aedtanyrise. To counter this
threat, it is necessary to develop effective informationeptmn methods. The work considers such tools
as an open standard for assessing the severity of compstemssgecurity vulnerabilities CVSS and a
database of well-known information security vulnerabilities C\tEnakes sense to use these tools to
create a list of effective modern attacks. In addition, it is still sacgs$o decide on the available tools for
protecting the organization's computer systems. Cybersecaligs on various mathematical tools, one
of which is game theory. Game theory is one of the tools that caseloeto improve cyber security. The
work uses two-player matrix games. The players are an attacker atksatie computer system of some
organization and a representative of the organization respoffisibésuring information protection.
Game theory allows you to present the task of computer systemtimmoieca mathematical form, which
allows you to use the established criteria for finding optipnatection strategies, following which the
administrator is able to eliminate, or at least minimindgrmation damage caused by an attacker.
Finding optimal pure strategies involves finding a saddle pblat every matrix game has an optimal
pure strategy. If the matrix game has a saddle point, then e lggs a solution in pure strategies and
the study of the game ends by finding this point and the corresporgingfppure strategies of the
players. Otherwise, mixed strategies are used. To searchixed sirategies, it is suggested to use the
Brown-Robinson method.

Key words: protection of information systems, game theory, matrix game, BrowmBmbimethod.
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GZpehgZevgbc mge\_jkbl_ | ©OH”~_kvdZ iheel_o0gedZz?®
R_\gq_gdz ij H"_kZ Mdjz€gZz
email: vikazorilo@gmail.com

<b\g_ggy -egnhjfkbchydh]leqgh€ [_ai_db klZ\blv gbadm iblzZgv
ih\fyaZgbo ea aZ[_ai_q_ggyf [_ai_db ex”bgb I1Z a[_j_ "~ _ggyf €€ a"|
a\fyadm a jeagbfb \b”rZfb egnhjfZpecgbee alijjnfda\Zgthdhggy
egnhjfZpecgh]lh \ieb\m gZ gZk_e _ggy q_j_a aZkh[b fZkh\h€ egnh

1gl_jg_1I yd_ fh _ ijb\_klb ~h g_]zZlih\gdb glghms Zgerkghr " d «\
g_ih\gZ j _ZeecaZpey ijzZ\ ]jhfZ"yg m kn_je hljbfZggy 1Z h[fegm ~hklh
egnhjfzZp-€ ijh\hdm\Zggy khpeZevgh€ fe'gZpehgZevgh€ j_e:

gZijm  _ghkle qgq_j_a "eyevgeklv hdj _fbo AF1 fZgeimex\Zggy fZkl
k\erhfeklx a \bdhjbklZzggyf e«gkbhghZ2mdeggh]lh Vhesth\m

ljhlgham\Zggy j_ameviZle\-blgmdjehdeqgh]lh \IZb&im\ZA -

ZdimzZevgZ ijh[e_fzZ g_ leevdb \ fZkrlZ[Zo hdj_fh]h eg”b\enrZ Z ¢
gZpehgZevgh€ [_ai_db ~_j Z\b F_ile22\bDaglg@§yjh[mliklIb\ghkle
ijhlJgham\Zggy -egnhikEpkedhhegqgh]h \ieb\m reyohf fh”bnedZp-€
fh~r_ees egnhjfzZikboogteh]egqgh]lh \ieb\m azZkgh\Zgh€ gZ ZgZeeaes nZdlh
\ieb\m M jh[hle ijh\_~_gHEyVWglyg”fh”_e_c "ey ijhlgham\zZggy
j_amevlzZle\ \ieb\m a ydbo [meh h[jZgh fh”_ev 7"ey fh”bnedZp-¢£
ihdjZsblb j_ameviZlb ijh]jJgham\zZggy J_amevlZlhf jh[hib } f_Ih~bdZ
\jZoh\ndZgZeb egnhjfkpaclgdh]leqgh]lh \ieb\m _fhpecgm kdeZ” h\m
f_feMZ f_Ih”~b ijhlb”re€ yde fh'_ \bdjhjlbh\ga\zjihbgZ sh

"halhebeh kl\hjblb I_hj_Ibggm hkgh\m ~ey ijh\_"~_ggy ih~Zevrbo ijzdl
"hkee"._KMbfZge j_ameviZlb fh'gZ \bdhjbklh\m\ZIlb ~ey ijh]Jgham\Zgg
egnhjfZpeickgboheh]eqdhdbh\mgZ khpemf IB[B[BEIb f_Ih"b

ijhlb~re€ pvhfm \ieb\m ~ey af_gr_ggy ch]h gZkee<"d-\

Dexgh\s kehgahjfZpeckgdhoheh]egqgbc \ieb\ ijh]gbakmzZggy

_fhpecgZ kdezAb\@nhjfZpetigdhoheh]eqgZ hi_jZpey

<klmi Kmgzkg_ kmkieevkI\h i_j_ _"b\Z} gzZ”allbqZdcgth”e+gl_gkb)
egnhjfZpecgbo IljZgknhjfzZpec sh \bdebdz} kapZgyghkle afegb \
hkfbke gge 1Z j_Zdpeyo gZ egnhjfZpex ke [Idmb\]jRZXhkk€h
egnhjfZpe€ e+glk4dpnhHjf khpeZevgbo f_ j °~ Z 1Zdh jesdhfZgelgbc
dhfmgedZpe€ klZ} dexgh\bf nzZdlhjhf sh_nhdhg¥Zggy elle_ c
ih\_"egdm kmkieevkI\Z \ peehfm Hkidgdgzeb kglbegihnjfZpecgZz
kn_jzZ klZzez g_ ebr_ azZkh[hf i_j "ZgbZghblgm¥Z glhtillieb\m
gZmkieevkli\h R\b~dbc jhalblhd |_oghe&Z]pcx &jmkbm igyrxh jYey
rbjhdh]l]h dheZ ex” ¢ Ze_ h”rghgZkgh \debdibh\fyjhlgZfm
jhaih\kx~" _ggyf g_"hklh\ejgh€ Z[h kiEId#§_gh€ egnhjf

Ilhjmr_ggy egnhjfdpbodieh]eggh]h ijhklhjm b azZkh[Zf
egnhjfZpetigdhoheh]eqgh]h \ieb\m fh _ kijbgbgbfMlik [£ZHagedgZke-
khpeZevge gZijm _ggy \ljmgZggy m jiineidleg9Agighpdikipnesdls\
|Z aZljhaZ gZpehgZevgec [_ai_p-

lgnhjfZp-ikdtoheh]edgdlr\ 11<+p \ieb\gzZk\erhfekilh[b
1Z Z[dhzk e _afgyyhx\g_k_gafygnih\_"egdptk\elh]epphgljhgvz”
k\erhfekidkh[gbkhpemTmalheyeb\ZIdp_ j g@abagZl _ogedkoek!l fb
gZkeemgdhd hh "mlymimzIiZevgbfb
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< mfh\zZighlb[hjkI\RIhjhg¥d4_ jrZzafh ©i_j_ijh]jzfm\ZIb?2
khpeZeggmlbdgmpdhogeqhkb&l_fbeyk\h}eb]h @ *h[mr j_fh]m
LhfmZ]ZIhg_gbazZcfzxIlvibrAq_ggpivh]hblZggyWH A :gekefh\bq
R_\gmd : < >m~ZIlv}\ H I <hclh\bg AjA[ZBZIZDWX ==mg][-g
1 < <hjh[ch\ZF2p <]lhjz 1 1 Ijboh?*vdh H < Lefg_gdh F 1 L
IZkeqgbd K E E-«iZID\Zi|BlbghjegkelhjhgWbljZzgZxivebqg_agm
deevdeklvmjkKeyjh\_ "~ gmkierghlh<Z[h aZobKkkAgvh]h

P_c gzZijyfhd “hke*”" _ggy gZ”a\bgqZcgh 82 epibiZggwhfyad
egnhjfZpecgbo dhgneedle\ ihrbj_ggyf nfZped 4§Z j*aatghhz 1Z
hgeZcgZlnhjfb Jhajh[dZz n_dlb\gbo 1Z Ihqglhdqg fgby e\ i_j_
fh eb\bo nge-Ad \-gmmmzpemghqgh]h\leb\m } \Z eb\bf az\"Zg
"ey aZ[_ai_qgq_ggy klZ[eevghkle 1Z [_ailZdt " k gnX pecngkd €X g hZE
[_ai_db

F_IThx jhlhlpie*\bs_ggy _n_dlb\ghkle ijh]Jgham\Zggy <gnhjf.
ikboheh]eqggh]lh \ieb\m reyohf fhrbnegfZp=-€-dghbokehloalgh]h
\ieb\m azZkgh\Zgh€ gZ ZgZee+aes nZdlhje\ \ieb\m

Sh[ "hky]lb f_Ib ihlje[gh \bjerblb gZklmige azZz”Zq-

1. >hkee”*blb nzZdlhjb \ieb\m yde \bdhjbikhh\rhxdwley ijb

egnhjfZpecigdhoheh]eqgh]h \ieb\m

2. >hkee”blb kmqgzkge f_Ih*bdb [Z fh"_eecaméVyhlem\Zggy

egnhjfZpecighoheh]eggh]h \geb\mj_~f | g_\jZoh\Zgbo
nZdlhje\

3. H[jZIb fh~r_ev egnhjiklpebgh]eqgh]h \ieb\m 7~ey fh"bnedZz

reyohf \g_k_ggy g_\jZoh\Zgbo nzZdlhje\

4. 1jh\_KklIb | hJIbqgo\buh[m\Zggythbn-dh\Zgh€th
Hkgh\gZ qZkﬂmgﬂuprﬂm¢mheh] ggbc \ieb\ } n_ghf_ghf sh hibl
\ieb\ egnhjfZpe€ gZ ikboheh]eqgbc kKXY ¢Zm hRmkigdwmkl\e <eg
\bagZgz}lvky kmdmigeklx f_Ih”re\ | _oghehirjoyfhXZgbpZlglk
nhjfm\zZggy i_\gbo “mfhd ij dthgv\qbzmﬂnMM\ﬂankh

P_ ihgylly hohiex} rbjhdbc ki_dlj \ieb\ehkvkydqg g~ ackgxx
egnhjfZpecge dZgZeb lzde yd khp-Zewghjmle;der@&UeZ
dzZfiZg-£€ iheelbqgg- ijhfh\b lhsh Hkgh\ghxZp#cbhx *gn
ikboheh]eggh]h \ieb\m } nhjfm\Zggy iex\dgg¥gmy\feZgegmfb |Z
afegZ ih\_7"egdh\bo rZ[ehge\ m kmkicevhkleda \sxeb\dhkkenzdl
jhaley”Zlb dzZgzZeb \ieb\m _fhpecgm kdeeZZh\mZeghh¢tApe€
f _Ih~b ijhlb”~e€ a ijhlb[hjgh€ klhjhghb

<Z eb\hx ozZjzdl_jbklbdhx Ih]h gb egrh]h dihgZigmklihieb\m
ihljZzieyggy i~ ch]h 7~ex >Zgbc ihdZagbdgfibhajZmEz\ewplh k\
aZe_ghkle \er o0ZjzZdl_jbklbd khpemfmsazi_mfhm\Egpyhi\b
nmgdpehgm\Zggy khpemfm GZijbdez” ZdwgEh€ _HdY¥Y" GZEp-ehq
GZpehgZevgh€ |\Zj"e€ MdjZ€gb [mebhhpphgZ khpemfe m kdeZ"e
\eckvdh\bo > @ < pvhfm ~"hke*”" _gge mbk&gpzdiZgZlklbdZeb\
egnhjfZpe€ sh \ieb\z} 1Z f_Ih”"b ijGbbY-€ dzab®™mgh qZklbgm
ijh\_~ _gh]l]h "~hkee”" _ggy dZgZee\ \ieb\nbagadebdib yidhhxgzZ \
\ejh]ergeklx i_\gbc dZgZe fh _ \iebgmhbMgZjrdekvdhehlgp-
|Z[ebpe aZagZq_gh kmfZjgm efh\ejgeklv

LZ[ebpy
<ieb\ *" j e egnhjfZpe<€ gZ k\e*hfeklv hkh[b
DZgZe \ieb\m Cfh\ejgeklv \ieb\m m
JhrbgZz 58,46
>jmac 58,46
e [Zg_ggy 53,84
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ijh~"h\" ggy IZ[ebpe

Il _jeh”*bqgqgbc ~jmd 32,31

Kieedm\Zggy fe hkh]Z 61,54

LZdh™ \ pvhfm ~hkes”” _gge [meh ijh\_"eyhbadkiqjlgy!l »
agZgmshkle _fhpecgZ kdeZ"H\ZZ egnthZfZmeE€ \ieb\ZIb gZ hkh[m

F f £ p_Kki_peZevigZlhlh\e lgZbgbpynhjfZpeg§kljmf_ gl
a"eckg Hlgy?fhpecgZ kdefZfBE\DZjZd|l_jbklbdZ kijbcgylly ~h"Zlg.
agzZq_ggy \«* “~h Z[h g_kijbcgyllgy \"}hg_ dgBfcg
ihdZagbd \ieb\Z} gZ _n_dlb\geklv ijh\_"~_ggy 11<

J amevlZlb "hké¢e"N\dggmxlv sh dh_nepe}gl fhpecgh€ kde
Ney N fhib\mxyahgfZ pyg§Z} \ lhc gZk yd "ey ijh\hdmxgh€ +gn
10.29,"eybkdj_"bImxph€ +

Fh™ _fh [Zgblb sh ~ _fhlb\mxqgZ esgnhjfadpbyxc fi} _g@Zc[-e
_fhpecgh€ kdezZ”h\h€ hkdeevdb gZpeepgdhhegle ihkh[b bkh
ihljZziey} i*” \ieb\ <Z eb\h azZzm\Z blbz shfhiddbiZ\péx @Za\bqgZc
\bagZgz}lvky lhghf IZ kihkh[hf ih*Z§hk +gkmjifiZpr€iesthgmlb gz
fh eb\hkle hkh[bklhkle P_c i*”oe” fh agZma\hlkblbagdh _ggy
\gmljergvh€ fhib\Zp+€ 1Z hkfbke_ggm fdh _akikblgpghhk \IjZIm
ijhn_kecgh]lh <gl_j_km IZ jhagZjm\Zgg¥yZpey |AHKhydE\Z2gB8 gZ
ijh\hdZpex qZkler_ \bdebdZ} j_Zdpex & iNteleys€ hihdebdBd} ]g-\
|1Z [Z Zggy \e"ih\eklb \erih\ergbf gbgji\hé&ZpAEA€lddag]Z} \ Ihfm
sh[ \jZablb Z[h \ly]gmlb gZcf_gr kleaddhigkllmki ghlkbImZpex sh
kKijbgbgblv dhgneedl 1gnhjfZpey ydZ ki\yFhpZgZ dghkbkdZ
g_kle khpemfm qgb hdj_fbo hke[ fh  _[hjldkgemEZImZXgtafbh
kZfhk\erhfhkle hkh[bklhkle

Jhaleygmle f_Ih”b ijhlb”«€ \ pvhfm "ihgkZe2Th gad h]frh " ey
\"Zeh]h ijb"mr_ggy egnikibdpeddhggh]h \ieb\m |Z jhajh[eylb i_
j_dhf_g~Zpe€ ih [hjhlv[e M Yhdhlhf> @ [meh ijh\_~ gh ZgZe-a
aZkh[e\ fZkh\h€ egnhjfZpe€ yd egkyyntgaolgjfZpycyh®€ gecgb M
jh[hle > @ jhalJeygmlh fzZl_fZlbgge fh”_eegphgidpkxghggy
aZljhab Z 1Zdh" fh”_ees sh hibkmxlv ihhp_ikhigklhygpycg
Jh[hlZ > @ ZgZe+sam} ijhp_k ijhoh?" _ggmfhdghjfZpr€igyyZ Z[h
" kI\hj_ggy i_j\bggh€ egnhjfzpe€ €€ f| "™WRIZ\Z_ opgdkh[Zo
egnhjfm\Zggy + nhjfm\Zggy \e"ih\e*"gbajhdd#Z gd2jpkbndtdzZp-€
f _Ih~e\ fZgeimeylb\gh]lh \ieb\m Z IZaWdinpphjb[dZ XyjZe<lbggbo
fhr e _c fZzgeimeylb\gh]h \ieb\m sh aj«igbhVfZgihchgZegnhjfZpe-€
gZ\h~blvky m jh[hle > @ < jh[hle > @ gZaw bleky Kbphhzfefh
Ih[Ih dheb ex”b \azZ}fh”exlv a g_\_ebdbdk” ] jmiZibdhgrimojh[hle
> @ hgokzyd fh gz ij_"klZ\blb egnkpf@Zipebpggbc \ieb\ az
Ahihfhlhx dhjl_"m ydbicjfpmZlb peevh\m fh” _ev sh YbagZqZlbf
i_\gbfb hagZdzZfb e<gnhkfiZoprelglrqgh :\jela¥mggZ ydZ \bagZqZ}
ijhklej gZ ydbc kijyfh\Zgh \ieb\ azZ hipkbdhxgZh]himedgh
ikboheh]eqgh]lh \ieb\m fh _ [mlb [_adrg \eggbjfhakEYZ}INnky gZ
N yde iZjZf _Ijb Z kZf_ qZk \ieb\nv dBkllth Kpb\Zggkli_\gbo f_Ih”e\
\ieb\m gZ hdj_fbc ijhklej f_ImhtizdkgZ tqb qZkldh\zZ f_IZ vy«
aZa\bqzc ijb ~hky]Jg_gge pe}€ f_Ib Z}M_k<bohjbiglgylavk
\bs_\bdez”_ghlh Z\lhj ajh[b\ \bkgh\hd€ pheaZ\RW§dbh/peg-
\eA"[m\Z}Ivky ijhp_k \byle ggy 1ll< Z az\dy#sb albhgdpZpbgyevg
chlh \b~m

e_ h~rgzZ a pbo jh[el g_ \bdhjbklih\mp Klekl ifg[m tdM\dh
aZlZevgh€ fh" _ee egrkbjbhphdghpgh]lh \ieb\m ydZ [ \jZoh\m)
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ihgzldh\bc klzZzg h[f}dle\ yde \ ih~*"ZevYhfin Nnkl1pmdlB\HdypZ
\ieb\e\

M jh[hbe @ Z\lhjb hibkmxlv j_ZeeaZpesixkbegméhiZepgbdin
\ieb\m q_j_a ~_deevdZ dZgZee\ egnhjfXy-€dsahjpaieyc*2xlv
\gmljergec dZgZeb H~*gZ a ij_"klZ\e_ lyilbcknm} =H-@vlhklvwe adeg m
khpeZevgec qZklbge khpehl_ogkbmg hgh k brkH jffrh e h x

OL QE O:s F:s F Gl s F @lg;; (1)
N 04 xdeevdeklv Z]_gle\
04y £tdeevdeklv e f _gle\ khpemfm gZ ydbo kijyfh\Zgh \ieb\
ki, kk tdh_nepe}glb _fhpecgh€ kdeZ”h\h€ <ghdyfaZpr§e-vrgNilh\im igzh
\gmljergvh]h dZgZe
Lx Lexcfh\ejgeklv ihljZieyggy i™ \ieb\ ah\gjermggw|h |&Zggznelm
\eNih\eMgh

>79Z fh”_ev [meZ h[jZgZ "ey ih*"ZeNZaK\ZhftbmeelZpe£
aZ”"h\hevgy} azZ]Zevge ihlj_[b ijb iezZgm\izgdZpe-ighhjZzfb «g
ikboheh]eqggh]lh \ieb\m Ze_ 7ey ih\ihhihZz oh\re\gldy nZdlhjb sh
[mMm "mlv af_grm\zZIlb _n_dlb\geklv ijh\_~hglgyyhViebi\jmIbrrEl a-
klhjhgb gZ ydm [m~_ kijyfh\Zgh \ieb\_elvzZdhd h{&Ziglha\ frn} ~\Z
dZgZeb \ieb\m ah\gergec |Z \gmljergeidlZighyy Wxgbldhhgp h
jhajZzom\ZIb fh eb\hkle ihljZieyggy i*Ze\ilebG pihb d&fH e
ah\gergvh]lh \iebdrm <<|Ec@&+ WA EBLHA @ \ [8] jhaleyr"Z\Hy vy
}"bg_ pee_ Ze_ p_ g_ aZ\'"b \erih)sZ&NvgPrklkghkdb\ £h
a*eckgx\Zlakiwvr*ghlh N _deevdho Z[h ~ \keo fh eb\bo dzZgZzZe
fhrbnedh\ZgZ fh™_ev fZIbf_ \b]Jey”

OL QE ks Fis FGlas s F Glaga:s FGlas:s F Gle s F )
Glesd:s F Glego

N LamgaamCfhlejghkle ihljZieyggy ie” \ieb\ \gm\jicagbm dZgZe-\
leggaacs \*Nih\ergh cfh\ejghkle ihljZieyggy i*ge-biethXga&le\ger
\ieb\m egre iZjZf _|jb aZebrzxlvky g_afeggbfb

e yd aZagZqZehkv \bs_ 7~ZgZzZ fh" _éewv ighlb\Vjz&ham} f Il
klhjhgb ydzZ i_j_[m\Z} ieN sigbbp&Ilpleogggbf \ieb\hf Hqg_\b~"gh sh
ijhlb~rey egnhjfZikdcgheh]eqghfm \ieb\m [m”_ ijh\h~blbky \ 1Zd
dZzgzZeZo \ ydhfm ijh\h~blviky & ¢\jiggkAlv ihljZiblb ie” ijhlb”Mex
[m~A_ ~hje\gx\ZIlb fh eb\hkle ihljZieyggly\ir " I{liZIdpZey\hieb\m =+
p_ 1Zdh" egnhjfZpey ydZ [m”_ oZdHBEdhepxEgl\ihpkoghe€
kdez”"h\h€ Lhfm ijhlb”~ey [m”_ ijyfh_\adbygZzho\ZFb ki _nep-}gl
_fhpecgh€ kdegfhh\hZEpe€ ydzZ \bdhjbklh\m}lvky “ey dveb\m HI"
fZlbf_ \b]Jey”

OL QE ks FisF:GF s lasa:sF :&Fxlis SF:eF
i les 8 1S FiGF ielegqo 3)

N 04 xtdeevdeklv Z]_gle\

04 xtdeevdeklv _e_f_gle\ khpemfm gZ ydbo kijyfh\Zgh \ieb\

A £ _fhpecgZ kdeZ”h\Z ijhlb”re€ "ey ah\gegykhjh 1Z \gr
dzZzgZee\ \ieBNm\e2rgh

ki, kb = dh_nepe}glb _fhpecgh€ kdeZ~h\h€ egnhpfZpe€ \e/j
ah\gergvh]lh IZ \gmljergvh]h dZgZe-\ \ieb\m

LaigggaamCfh\ejgeklv ihljZieyggy i*” \ieb\ \gml\ji,gegbm dZgZe-\

leggaagscfh\ejgeklv ihljZieyggy i*® \ieb\ ah\gebdsno dZgZe-\

<Zjlh aZzagzZgblb sh jdiZéfAjmmlv \jZoh\m\ZIlb g_ h”bg f_Ih~"
ijhlbre€ Z €0 kmdmigeklv Ih[lh
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AL 66@;%(4)
el A%@;ﬁf)(5)

N SalZigt\ke fhoeb\e f_Ih”b ijhib”e€ sh \bdhjbklh\mxlIvky

>ey hljbfZgh€ fh~_e- Ney ijh]lgham\«gqdyf4paocgev!Z|e
ikboheh]eqgh]lh \ieb\m 1Z [Zah\h€ fh”h[es_gh “Y{hret hdghajey
ie"jZomgdm afeg m khpeZevgec qZkllogel khpelfh\ogeg@dh€ Kk
_dki_jbf_gl a h”rgzZdh\bfb \oe~gbfb "Zglyfla\ tZew@eklvsZ] _
ierNZxlvky \ieb\m dZgZeb \ieb\m [Z dlghkkdelghlE\ _fhpe
egnhjfZpe-£€ Ze_a mjZom\Zggyf ijhamre€lZbbljBiZggkiimxlv
gZkdeevdb gZy\geklv ijhlb”re€ af _grm} qg2Zkigpgm a@Zkdbgn khp
khpehl_ogeqgh€ kbkl_fbhd@aZptk ihje\gyevges "eZ]jZfb ey hjb]eg
es\hjmq 1Z fhrbnedh\ZgH&" iZ\bjIrg

@ % ocib, wo He 3MiHUAN
BYMKY
® % ocib, Wo 3MiHUAM AYyMKY
LeBd 68.8%

Jbk.ljhlJgham\Zggy j_amevlZle\-pigmdhiegeqgim]h \ieb\m

@ % ocib, wo He 3MiHuAKn
AYMKY
@ % ocib, Wo 3MiHUAM AYMKY

GZ jbR gzZ\_"_ge "eZ]jZfb hjblegZevgh€ fh"_e€esalZ fh™bne
jharbj_gbfb Ih[lh h[jZgh [sevr_ h”gh]HBe\dh ghfeZtlZz dieb\m
"ey \gmljergvh]h ddgedchlbx I1Z gZhqgge nhjfb ~ey ah\gergvh
j_ec]ecge hj]ZgerazZp+€ i_jeh*bqggbc >jayddh_ghfZth™gey h”"gZdh\.
\oenrge "dgewkdwZ] gle\ + qgbkkke[ gZkygth\Zgh \ieddb08,
dh_nepe}glb _fhpecgh€ kdeZ"h\h€ elgZnhjfZpe§ tgmljergeo |Z
ah\gergeo dzZgZee\ \e*ih\e~rgh

Jbk.ljhljgham\Zggy j_ameviIZle\-rigmirhferdeqgih]h \ieb\m

LZdbf gbghf hkdeevdb f_Ih”b ijhlb”«€ prpHbyYyjZoh\Z gZ xIv
fb fh _fh [Zqblb ih hljbfZgbf j_ameviZyzfsthXYhékwWwgdh\ZgZ
fhr_ev Neckgh p_ \e”rh[jZ Z}

HpegdZhpeckid@& Z"hAhfZt kdeZ gblecp _§ _j lam[fT}dIlb\geklv
kKijbcgyllsgnhjfZpe&Ehdj_fhhkh[hxXZde khpemfh\jZom\Zggyf
kljefdhkjlra\bldmoghehl2gdgZkees"adkh[ef\_Ih"edl<\Z eb\h
fZIbfh eb\ek\gmqgdipegx\Zpb cihdZagbdfZ Yd[melmZagZq_gh
khpeZevgt *+ h”bgeaihimeyjglagl!l_jgklj\eke\eykl\hj_ggy
\ejimZevgheevghydbfbdhjbkim}I9t¥ dhjbkim\ZmdjzZz€gkvdh]h
1gl_jg_[9h 2o\bdhjbklh\mxlew dhfmgedZpkZdh yd aZkh[b
egnhjfZpedghElviiheelbgdhcckvdh)h€s]cglh®
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< MdjZ€grjhdh]bhrbj _gygZ[mf_k_g” Té¢legram,ydbcyde
khpf_j_ "tZdh "ha\hex)\hjx\ZlWzZgzZebeyfZkh\h]lhhrbj_ggy
egnhjfZpe-£€

lekeyihgzldirh\ghfzZkrlZ[ghlthj]g_gdhkeckvdh® jZR4€
exlh]2022jhd MM djZE&¢gegram™eyZ]Zlvano”® _klZhkgh\gbYf j ehf
hljbfZggynhjfZpZ8zZdh ™ _aegnhjfZf3€ amevlZIZhikes” ggy
ijh\_~ _gih€\kvdbfgZjh~rgbdklblmkhfpeheim]§gm~rge jhdm gz
aZfh\e_ggy MdjzZz€gkvdh]lh sgklblmIm fjBBY 1Z dhhmdpgr@gmpe=\E
ihgzZeb gblzlb I-dezqf£hb ~ey hljbfZggy gh\bg kZf_ iskey exlh
jhdm [Ih”e yd “h ih\ghfzZkrlZ[gh]h \Ihjgebggy |HdObo [me

Konu Bu noyanu yuraTtu Tenerpam-KaHanu
ANS OTPUMaHHSA aKTyallbHUX HOBUH?

[lo pociicbKoro nosHomacwTab-
HOIO BTOPrHeHHA 24 noToro

Micna pociiicbkoro nosHoMact-
TabHOro BTOPrHeHHA 24 nToro

Jbk.=jZned j_ameviZle\ hiblm\Zggy k_j_~ j_kihg”™_gle\

Ihrbj_ggygnhjfZp\e&elegram \e*"[m\Z}Ixklgkgh\ghfmj_a
| _e Jj&fZgZzdb e |jd¥ZgZelp _sgkljmf_gwdbeéha\hedhjbkim\zZzqzf
KI\hjx\ZIHZ mijZ\eyl8ZgZeZfpZ ydefh mlvieribkm\ZIbky -
dhjbkim\Dhgg dZgZedba Z fegekljZfIMj_im[eedm\VBAb "hfe _ggy
ZenmgdpeEi_j "[ZgZaMhjhlgatTyamidb]eyje Zdp«chf _glZje\
lhsh
>ey "hkee” _ggy [m”mlv h[}jddgZkbe ]\Zfydbo \e*khlhd
ie"ibkgbde\ yde gblZxlv ihklb aZ BRRW &2gh\bgw\[eevr _
\eNr aZlZevgh€ deevdhkle ie”ibkgbde\ B_ Kkeb]jHgybkybopgdl
"hkee”""_ggy \g_gbo a zZf_jbdzZgkvdh]hbllmdn_bggkkhéhj¥gk
>hkee”” _ggy \by\beh sh[ hljbfzlb f_oZgmé&dhmijZ\ghEgy
khpeZevgh€ ]jmib g_h[oe?*gh aZ\_j[mpalE épmib LRNehH ijb
a”“eckg _gge 1I< f_fZfb q_jddglZeb JgZth[os*gh \ieb\ZIb fegefmf
\eNM mke}l€ Zm~blhje€ | _e ]jZf dZgZem
>eydhgdj_Ibjdha]eyg Ifhe |j4fZgZ@EZqgilgr_2 ydbdZ}
gZkimbgzZjzZzdl_jbklhd @)

LZ[ebRy
OZjzdl_jbklbdb dZgZem
Deevdeklv | IheelbqggZ | Fh\Z L_fZlbdZ | ERRn
ie"ibkgbde ihabpd¥gZe dhgl_glm | dZgZem
1 320 355 ijhmdjZ€gkl mdjZ€gkv( lheelbdZ | 46,2%

Dh_nepe}gl _fhpecgh]hfkidehalg\hgEsfhChlh 1Zzdh™ fh gz
\bagzZqgblb yd cfh\ejgbc \erkhlhd Ih]h -i&bohgehfizghrc g\ieb)\
\bdebqg_ g_h[o*e*gm _fhpex khpeZeVvgb§eqdk€bgbkkhipph KLK
ydm a”eckgx}lvky \ieb\ Lh[lh ydsh ikg\eh¥h\Zfhfp g Z+
g_1Zlb\gZ _fhpey Ih + \bdebdZlb \egeihVihg+s§ gYdZhb\igh
a"sckg_ge* 1ll< \bdebdZ}Ilvky ijhlbe_"gZ@fh€hplyfhedyd \\BgZlb
sh \ieb\ [m™_ g_ mkiergbf sZtUdstJitobfgl

248



1GNHJF:LBD: L: F:L?F:LBQG1 F?LH>B < FH>?EX<:GG1 ¢ - " Lhf

<l_e_1jzf } fh eb\eklv g_ ijhklh KiE&klbceBZc&bj_Z]m\Zlb az
Ahihfhlhx i_\gh]h _fh”ae ydbc } i**oh”gygpfrijegn]Vbjkd_dljz
_fhpedekey \az}ftir§&fdd kgh\gbf iZjZf_I|jhf hpegdb [Mm”~_ _g_jley f.
ydzZ fh™_ [mlb ihalBb\ghg ]1ZIb\BH.x

Dh gbc _fhitaklZ\e gbc i*" f_fhf [m~_ jhaley”Zlbky yd h
_9_Jl-€

AZ h~bgbpx ihablb\gh€ _g_jl*€ [m”~_ WABCZNbKY ZFh"a-
_fhpex sh kie\iz~*Z} a i_j\bggh€ _fhpedghk kdgZah\yhdkm
areckgx}lvky egnhijifiyporlcgih]eqggbc \ieb\ _fhgZazdr[m”~_fh \\Z ZIb
h"bgbpgx]Zlb\gh€ _g_j]*€

AZ qzZk \ieb\m f_fm qgzk "blly f_fm [fAevghEjZdgpchtilb
dheb hkgh\gZ [¢evreklv Zm~blhje€ dhilh28 ]hNeWZk Ze&Aieb\m
fh™ _ [mlb a[eevr_gbc ydsh gz f_f [m~”ghihhNzZjljglm ah”~yddh\hx
egnhjfZpe}x Z[h j_ihklhf \ egrbc | e |pffdZprdhé a|\deded”Z

lekey Ih]l]h yd qzZk "blly f_fm kiebgg jjeXjZofm}ifh>ey
N_fhgkljZpe-€ jhaley@ glZc[-evrhx deevdekhE g_]jl~ ¥ybk

"
AL

TN

Jbk. F_f a Zc[-evjrlex/d-klx g_]Zlb\gh€ _g_]-€

I j_~ ithqZldhf \bagZq_ggy _fh”ae a g_XZlbdghx}xhablb\gh
lj [Z ijh\_klb ZgZeesa f_fZ

X nhjfZ ih"Zggy Hpdim\eamZevgZ h”ghje*gZ m \b]Jey”~e |leevdl

X egnhjfZpecgbc dinfylhgtghje~rgbc \ f_fe } leevdb |I_dKkl

x kdez~rgeklv kljmdImjb Jhehlgz[zj\ehmZ£ghgnhjfZpey
\bree §Zebdbf q_j\hgbf agZdhfhhlkeyxdhvéhf glzZfj ydbc
\bdhgm} nmgdpex ©alJeZ" " m\Zggy \m]es\?2

x f 12z 11< f_fm af_gr_ggy g_]Zlb\gbo gflggyc mXZijb\W"h
ihhe€

KibjZxgbkv gZ ihi_j_~gec ZgZeeca deZkbmwlhdjhpdy fmfhpec ~»
[mMA_ gZklmigZ

x ?fh~ae a hqbiZ4zdl_jbam} |_ sh ex” b [m~ mlv kihkl_je]ZIb
aZ jha\bldhf ih~ec Hkdaepdblh<g#b\ _jg_ggywZ]b I|h ~Zgm
j Zdpem~_fh \erghkbhbablhbg

x ?fhrae a q_j\hgbf kfZoZelEidlztjbam} ]Jge\ eZcdm \ ~Zgh
\biZz*"dm hkdeevdb p_c _fh”ae g_ \e}ZHb\gzZZ} fglejl2y< g_

x ?fh~ae a iezghzgethfhagZqz} "Zeesklv Z[h kfmlhd g_ \e”ih'
f Iellsg_]ZIb\gZ _g_jl-y

x ?fh”rae k_jpygZqz} Z[h*mh~h[Zggy ihablb\gZ _g_jl-y

x ?fh~rae \h]gwzZiZdl_jbam} i ljbfdm ad}jmihkemgy} f_Ie
egnhjfZpecighhoheh]eqgh]h \NhabVim\gZ _g_j]-y

X ?fhpey mkfeog_ghlhaf@\deg@Z ct \bjZ Z}ZjDh" kK $hdn ~ _
kbf\heeam\ZIlb kzZjdzaf \ "Aghdmk\Hlizi‘hdarbIb\gh€ _g_j]*€
Jhae[jZ\rbkv a deZkbnedZpéjh\eNdhBrNbggh]lh afekim f_fm -
f Ib 11< fh ' gZ \bagZgblb deevdeklv ifAgh€ f ghif]eE& hlihkkgh\e
hljbfzgbo ~Zgbo fh'gZ kijh]Jgham\zZlb fh elb\nepZdFlg_ggy
JhajZom}fh ch]lh yd \qg‘glZdibdgh€ g j]*€ f fm ~h aZ]Zevgh€ d
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j_Zdpdczdbf qbghf fh'gZ \bagZqgblb je\_gv klegdhkighkbkl_fb »
f_fm a ch]h i_j\bggbf afeklhf « "hkes/yb ) my}dgkbikl\gblc f_f >
kbkl_fz \\Z " Z}Ivky klecdhx” dhemfhYgh klecdhx gdsh

g_klecdhx yds¥v

< \biZ*dm ydbc [m\ jhalJeygmbkbx 0,Ad®_ndpePglblv sh
egnhjfZpecgZ kbkl_fZ ydm ij_"kdZ\exé OEZ}jZd ibr_2 klecdzZ "e
NZghlh f_fz

>Zgbc kihke[ \badghgngoy}gfiZpecgh€ kdezZ”h\h€ f_fZ fh gZ
\bdhjbklh\m\ZIb yd h~*bg a iZjZf_lje\ \ fh"_e-
<bkgh\dk jh[hle [meh "“hkee” gh e« hibkZghkh[bghsth]e€ <« Kk
\bdhjbklh\mxlvky ”"ey ijh\_" _ggy-ikbohgflZlpggdih \ieb\m gZ
kmkieevklIHh*bnedh\Zgh™ _ev egnhjfZikdcgtheh]egqgh]h \ieb\m
Hlijbfzgz fh”_ev \jZoh\m} f_Ih”b ijhilvikboebeh]tdgphdp \ieb\m
|Z ~halhey} ijh]jgham\ZIlb -»ikbhjiZptecgdabc \ieb\ gZ khpemf I.
h{bjzlb f_Ih”b ijhlb”*€ pvhfm \ieb\m MdygZfk e dyrdy c

AZijhihgh\zZgh f_Ih” \bagZg_ggy dh_nepkdglZZh\hfipecgh
dhgdj_Igh]lh f_fZ sh "~halhey} \klZgh\bkb Kinmpielyygedkd heEdh
kbkl_fb gZ ijbdegZdys Igbo |_-@Z]gZke -\

AZijhihgh\Zgz fh”bnedZpeyzZ fH "IlRAbdZ ijh]Jgham\Zggy
egnhjfZpecighoheh]eggh]h \ieb\m nhjfmxlv 1_hj_lIbggm hkgh
ihr"Zevrhl]h “~hkee”" _ggy -<gkbjdEZemtgihgbo hi_jZpec \ j_ _Zevgl
mfh\Zo sh } ij_~f _Ihf ih"Zevrbo “hkee”" gV

Kibkhd ee«l_jZImjb
1. E«iZIh\ 1 >jhfZoZ =mdJe¥ Ijhlb”ey g_JZlb\ghfm egnhjfZpecg!
ikboheh]eqghfm \ieb\m gZ hkh[h\bc kdé&zMm-EZMddigEZghgh€
mfh\Zo fZkh\bo azZ\hjmr_gv OflgahgjZzady” G= MdjZ€ghb
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6. =j*]Z < K =eamg : 1 :gZeea kmqgZikpohehjrhgzZp- -cigh\s\ \
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7. =j*]Z < K Peevh\Z |1Z nmgdpehgZevgZ -ikBokehqgabhflhipecgh
\ieb\rIRL: https://elartu.tntu.edu.ua/bitstream/lib/216B8_VSNTK 2017v1
Hriha_VTsilova_ta _funktsionalna_modeli_49 COVER.jpg
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9. Meeq_\ H K Fhr _ev 1Z f_|Ih*begimhifZmegygbo \ieb\e\

m

khpeZevgbo f_j Zo \ mfh\Zo esgnhjfZpWcgMRL: ijhlb[hjk

https://er.nau.edu.ua/bitstream/NAU/49742/1/dischibv. pdf

10. Yd nmgdpehgmxlv 1Z aZ\hch\mxlv Zm~*bldgkxZges+ghklblggpshgZ

| e ]j&fZgZeb mdjZ€gkvdh]hURK: ]Httpg:I/mww.jta.com.ua/wp-
content/uploads/2023/02/Telegram-Channels-2023.pdf

11. >m~Zlv _\ . < Em” _pdbc < DhjfmlEhA  bBp: gdb

bgnhjfZpbhgghc mklhcgb\hklb khpbhl_odbgnkedb\dbydabkl f

bgnhjfDpbhgghc \ HuRd-thttps://media.neliti.com/media/publications/
306626--a75eb896.pdf

METHODOLOGY FOR PREDICTING THE RESULTS OF INFORMATION
AND PSYCHOLOGICAL INFLUENCE

B.V. Havryliuk, V.V. Hulych, V.V. Zorilo

National Odesa Polytechnic University
1 Shevchenko Ave., Odesa, 65044, Ukraine
email: vikazorilo@gmail.com

The study of information and psychological security raises a nuofihgsues related to ensuring human
security and preserving human health in connection with varioes tgpinformation threats: targeted
information influence on the population through the media, the Internet, which dao leegative socio-
political consequences; incomplete realisation of citizen$itgigo receive and exchange reliable
information; provoking social, ethnic, religious tensions through thevitees of certain media;
manipulation of Predicting the results of information and psychdbgnfluence is an important and
urgent problem not only on the scale of an individual, but also fondtienal security of the state. The
purpose of this paper is to increase the efficiency of &sténg information and psychological influence
by modifying the model of information and psychological influence dasethe analysis of influence
factors. The paper reviews existing models for predictingebalts of influence, from which a model
was selected for modification to improve the forecasting testihe result of the work is a methodology
that takes into account the channels of information and psychological influence ptimnahtomponent
of memes and the methods of counteraction that can be used by then@gibs, which allowed to
create a theoretical basis for further practical refeafhe results obtained can be used to predict the
information and psychological impact on society and/or to choose methods of coungdrastimpact to
reduce its consequences.

Keywords: information and psychological influence, forecasting of influence, iemelt component of
meme, information and psychological operation.
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F.X.>mr_cdh;h[hd

GZpehgZevgbc mge\_jkbl_ | ©H” _kvdZ iheel _o0gedz?®
R \q_gdZ ij HA kZ MdjzZ€gZ
emait menlster69@gmail.com

>hkee”"_ggy \bk\lelex} \Z eb\eklv |1Z 2¥N-flodek v & rrkd Z KZd & im

pbnjh\hfm k_j_~h\bse a hkh[eb\bf Zdp_glhf gZ fZjrjmlbaZzZlhjb yd i_
eZzgdm h[hjhgb-ZIZRI6 sh \bdhjbklh\mxlv f_Ih”"heh]ex 6<1
ijh~h\"mxlv ij_"klZ\eylb k_jchagm aZ]jham 7"ey klZ[eevghkle |Z [_
f j_"_\bo egnjZkljmgZmtamxqgb kmqgzZkgbc eZg”rzZnl de[_jaZ]jha
\bk\elex}Ivky fZkrlZ[geklv 1Z gZIZRVNEfIGOR 6sh klZ\eylv ie”

aZljham jh[him fZjrijmlbazZlhje\ AZagZqZ}lvky shZNhexpey |Zdbo ZIlZc
\ k_[_ \bdhjbklZggy [hlg_Ils\ jhaih?ee_ge f_j_~_\egp_kmjkb IZ «gl_e_d
|_ogedb mkdezZ”rgxxgb \byle_ggy |Hk«khjgfe\Zapdy mk

"hkee”" _ggy kijyfh\Zgbc gZ jhev fZjrimlbaZzZlhje\ yd i_jrh€ eZgdb h[hj
A ykh\m}IvkySYNyldod \ieb\Zxlv gZ ijzZp_a”~Zlgeklv f_j_"_\h]h
hl[ez~gZggy ahdj_fz gz fZjrimlbaZlhjb 1Z ZgZeeamxlvky \bfh]b
_n_dlb\gh]lh aZobklm gZ>phkbtm jo\@y jhaley”Z} kmgzZkges I_ogheh]«€
lZ kljzZl_]*€ aZobklm ahdj_fzZ \ dhgl_dkle fZjrim}baldblhje\ yde fh mlv
[Z fegefeam\ZlbSYNeflobd AZpedZ\e_geklv m \bdhjbklZgge gh\elgeo
f_lh~el 1Zdb@&®Bd 6<1 &RRNLHV 1Z egre | _ogheh]e€ yde _n_dlb\g
dhgljhexxlv ZghfZevgbc ljZned } dexgh\hx J_fdameNVHKeéb"" _ggy
Ahkeer” _ggy kem]mxlv yd ie”klzZz\Z ~ey jhajh[db ¢Doijh\Z*"_ggy _n_d
kljZzl_lec aZobklm gz je\ge fZjrjmlbazZlhje\ kijyfh\Zgbo gZ aZzZ[_ai_
klZ[eevghkle 1Z [_ai_db f_j_~_\bo egnjZkljmdImj -m ahge ihklecgbo
g ZiZ"SYiN-flood.

Dexqgh\e keh\lZ ", ZaZobkIDDOS, TCP SYNZI1Zd Z

<klmiM kmgzZkghfm pbnjh\hfm ezZg”rZnle "ai giZZMsfcgeKIWbl@ |
egnjZkljmdlimbagZgqZevgbfb nzZdlhjzfb ey nmgdpehgm\Zggy ijZ
ZKki_dle\ kmkieevklI\Z 1Z [+ABZKkm ahBp fZ I« sh \bdhjbklh\mx|
f ITh"heh]ex 6<1 aZebrzZxlvky ZdIlmZevg\bfdled dEiN+Kdatix g b

yde \bdhjbklh\mxlv g_~heedb \ jmdhKkIm&3 Z\dogpegig h BIxd leyn k\ h } x
~n_dlb\geklx 1Z arZlgeklx i_j \ZglZz mézZMgZgpy XlIZheyqb i”"
aZljham ghjfZevg_ nmgdpehgm\zZggy f_j_ " 1Z k_j\_je\

KmqgzZkge aeh\fbkgbdb \k_ qgZzZkler_ \"Zxlghgy 1B \~hkdh
gl_gkbnedZp&Z|Z&®E\\-flood \bdhjbklh\mxgb jhaih”ee_ge f_j_"~_°
j_kmjkb 1I_ogedm [hig_Ile\ 1Z e+gl_e_dlnPZevigh aVhe‘ltljb | h
aleevr_ggy fZkrlZ[*\ 1Z qZklhlb Zl1ZdbgbdEK¢g ah]dhp ey klecdhkl
e "hkimighkle sgénmg[ | [-aghpk ke\ 1Z azZ]Zevgh€ [_ai_db f_j_ " _\
hlhgq_ggy

<jZoh\mxqgb \Z eb\eklv f_j ~ \bo | _oghgHBlpc bhly\keo kn_
\bjer_ggy ijh[e_f ih\ yaZgbolza z8REflood klzZ} djblbgghx
azZ"Zq_x :gZeea IZ \ijh\Z~" _ggy aZojpkgb dZktjmlibjaZzlgps\ yd
dexgqh\h€ eZgdb h[hjhgb \bagzZqgzZxlvky g ddw KlgeldixkaZf Rpi
l1Z a[_j_~_ggy ghjfZevgh]l]h nmgdpehgm\zZgglylh ImMZhvdom dzZ~f
de[_jaZ]ljha
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>ey \bjer_ggy p°<}€ ijh[e_fb \Z eb\h \”*llghredh]e&\¥Zb
f oZgeafb aZobklm gZ je\ge fZjrimlbajZEhjdzdely\d WghljbklZggy
7&3 6<1 &RRNLHV yde "bgZfeqgh ]_o fmylghYbalbhddXghjgv
Z[h egre egl_e_dimZevge f_Ih*"b neexZp-€Z I¢Dhbdn " &y
aZ[_ai_qg_ggy _n_dlb\gh]h ijhlbS¥Mflapdy ZI1ZdZf

HAgZd e<kgm} egrZ Zki_dl ZdimZevghklek|IxhXI|§g#tM-gbc «a a"Z
flood _\hexpehgm\Zlb IZ Z*Zilm\ZIbky "h binkldk g he hd Zokhg'b U ka Z
\bdhjbklh\mxlv |_ogheh]*€ rimqgh]lh egdhéh d§d\dZgdgyrbey
\*hkdhgZe_ggy k\h€o kljZl_]ec 1Z h[oP* &dBhdlsw Ybdebdbi_ j_»
jhajh[gbdzfb 1Z ZzZ~ fegekljZglhjz\ftbo kbkl_f m ihrmdZo gZc[eev
ggh\Zpecgbo IZ n_dlb\gbo aZoh”s\ aZobklm

HI"_  aZ[_ai_q_ggy klecdhkle f_j = ¢ [mlldd@\dphdle\ fZjr
mfh\Zo ihklecgh ajhklZ>xZqESYN-foéd } ijh[e_fhx i_jrhq_jlh\h]h
agZq_ggy \bfzZ]zxgb ihklecgh]h \"hldhahzkd mggx Vijoy2d" _ggy
eggh\Zpecgbo i*"oh”e\ 7"ey aZ[_ ai_q_goai_ g™ fcghklitbeo |
egnjZkljmdImj
F_1Z klzZlle 1Z az\"Zggy "“hlkedhxpgy§ klZlle } jhajh[dZ [eevr
_n_dIb\gh]l]h Ze]hjblfm 7~ey [ehdm\ZggyodWRBkkhVaxIwh6<1l
iZd_Ib gZ fZjrimlbaZlhje

>ey "hky]Jg_ggy f_Ib klZlle g_h[o**"g\hAbgyblb IZde aZ

1. Jhae[jZIlbky dm”b c mlv j_kmjkb fZjrimbodaydk|jZgigy qZk
| ogheh]e€ 7&3 6<1 &22.,(6

2. Jhajh[blb [eevr _n_dlb\gbc Ze]hjblf [erhUddg\“Aggy dhjbk
Hkgh\gZ qZkV®gZz 6<1 &RRNLHV ij_~klzZ\eyxlv kh[hxeafn_dlb\gbc
aZobklm \3YN-fidad \ dhgl_dkle jmdhklbkdZggy ijhlhdhem 7&3 <h
jhajh[e_ge "ey Ih]l]h sh[ aZ[_ai_qblbbygbeclgilhkdZ\bg\alggy 1Z
aZobklm \er-ZIR® ahdj_fZ Ibo yde \bdhjbklh\mxlv \jZaeb'
ihgzldh\hfm _1Zie \klZghte}yp4dgVv&3

Hkgh\gzZ <~ vy ihey]Z} \ Ihfm sh[ mghdgmjke\\b™ey ggy
al[_j*lZggy klZzgm g_i*~I\_j»" _gbo a PMhgZhghh gBAfkgjm jeihdb g _
[m”~_ hljbfZzgh ie?I\_j~" _ggy \*" de<}qlZ gy frkNghdlh_klZgm
ierdexqg_ggy k_j\_j]l_g_jm} mgedZevghbdhgglb mgidhij el
aZiblm sh gzZ"kbeZ}lvky dee<}glhf

Dheb dee}gl ih\_jlZ}Ivky a iM\_jr" _ggyh $& s gk\p\b
ih\gbc klZg i**"dexg_ggy aZ "“hihfh]l]hx lahedZIhgE]HZ~»ggbo
\erhfhkl_¢c g_h[oe”*gbo "ey ijZ\bevgh€ 1hi[§hINdh”" Ygoh &<
hljbfzgh ijhly]hf i_\gh]h gZkh\h]h egH \j4Z[em\ ZZ | Wlgydjyd Zv
ZghfZeey N _glbnedZlhj \b~"Zey}lvky B\ e e g kixfq bk Zjf bk m j k
mkdezZ~rgxxgb a*zZlgeklv ZIZdm\ZIlb \_ebdmgdb.eadrkygZ gv ie™I\_j»

Il _j_ \Z]b 7&3 6<1 &RRNLHV \dexqgZxlv\bdkhjbklZmgyglb\g_
h{f_"_gbo j_kmjke\ k_j\_jZ mgbdg_gowij-\ ill\gaBloyail q_ggy
gZ”ecgh]lh \by\e 8WNHlabdZdH”*gZd kee™ \jZoh\m\ZIlb sh \bdhjbkl
7&3 6<1 &RRNLHV fh™_ fZIlb i_\g_ h[gbkegVyZigbg] gZ\Zml& 1Z
h[jh[pe mgedZevgbo ** _glbnedZlhjs\ *eyddhqgglgpy gh\h]h
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JbKL :elhjblf h[jh[db iZd Is\ fZjrjmBbazihjhf

HArgbfga "hed@€P\SYN Cookies ih\ yaZzgbo a h[jh[dhx iZd_le\ 6<1
fZjrimlbaZlhje ieN" qZKdZdm6 } ih\g_ijhoh”” _ggy iZd _Im g_j_a mk
h[jh[dbjbkl) \dexgzZxqgb \gmljerge f_o0Zgeafb 1Zde ydZjha[s] aZ]
i_j_\ejdZ ijZ\be neevljZpe€ P_c ijhpdk€ \Dt2YydhKleelh_kmjke\
fZjrimlbazlhjz « fh™_ ijba\_klb ~h kmllgghy]he§ 0\ZlgliZZkrlIZ[gbo
Zlzd

e qBKN-flood aeh\fbkgbdb rimqggh ]J]_g_jmxlv \_ebdbc ihlec
aZible\ gzfz]lzZxqgbkv i_j_ih\gblb j_kmjkdh 'k gj\ajpb®haetible\
ih\bg_g ih\geklx ijhclb \ke _IZib h[jhpdZ InZs fDjrjmINhjx} agZqgg_
gZ\ZglzZz _ggy gZ ijhp_khj 1Z izZzf ylv h[eZ*gZgQgy

LZdbc i*”0o*" kijby} \_ebdec deevdhklke\bgjZgh[ghpdm_kmj
nZevrb\bo Z[h g _ijZ\hfejgdidblek1\bljZqZxqgb ijhimkdgm a”Zlg-kl
h[gbkex\Zevge j_kmjkb gZ |_ sh[ \b&g Z o lbe | lyfg pfbizd _

M a\ yadm a pbf jhalJey”~Z}lvky ijh[e_ANZgdkbfglghggh]h gZ
f j_" _\_ h[lezZ”"gZggy i*"-AlZkib''Rdbheb \ _ebdbc -aZkple\6<1
ijba\h”blv A h gZ~fejgh]h \bdhjbklZggy h[gbhke¢kaZevgbo
fZjrimlbazlhjz P_ fh _ ijba\_klb ~h aghbyhlklgyfijh?*mdEb\\

N _ydbo \biz~"dZo ¢ "h \e*fh\b h[eZ"glZglpy i*" \ieb\hf Z

Ijb \b\g_gge _n_dlIb\ghkle f_Ih”e\ aZlbprk Iz hed md «\Medd d Z }
dexgh\bc Zki_dl sh”h \aZzZ}fha\ yadm fe  azZbpjlldfhxf_j_ "« 12
e_Jelbfgh]h [jZnedm <e~dexq_ggy *onM\4ggygkmd"ep\leidljZnedm
ohg « } _n_dlb\gbf aZoh”hf \h”ghqZlmkg\hgx}*reyepgtdpfZevgh€
h[jh[db e _]eIbfgbo a }*"gZgv

M jZae \er"dexq_ggy -<gl_jn_ckm "ey [elkdmlzgogy ZIZdb
\dexgZxqgb e_]elbfgbc 1Zdh" ie"Z}Ivky ijfhmibgba\gxlb ~h
k_jchagbo ijh[e_f a gZ”ecgeklx 1Z "hklmkidyedVyxd bf g Jelbfge
dhjbkIlm\Zge gb kem'[b g_ fh ' mlv \azZ}fjlhtyyhd pvfh]jh 'qZ&kim

A egrh]lh [hdm h[jh[dZ rde”eb\h]h ljBehdchelgZIljsNge aZ]
gzZz™Z} fh eb\eklv jZggvh]lh \by\le ggy l|gdprncehkljgpl€aiihggbo
1Zd_1le\ g_ ijbamibgyxgb e_]elbfgbc IljZzm}d gWRjfZenv[_ ai_q
nmgdpehgm\Zggy e_]elbfgbo a }*gZgv
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ljb Jeb[hdhfm ZgZeeae+ Zelhjblfm h[jhddb,3Xd P\, jb\
f _j_ " _\bo kl_dzZo fzZjrjimlbazZlhjs\ \byUew\dglgy s\ ehgv gZ _|Zie-
prerouting 1Z \ eZgpx dm 5%: 35(5287,1* fh _ [mlb _n_dlb\gerbf
hilbfZevgbf a lThqdb ahjm aZ[_ai_q_ggy [hlklie 8bjlZeijh"mdlIb\g

ROUTING

IPSEC
PREROUTING | [<€ DECRYPTION

YES

ROUTING
FORWARD
DECISION INPUT
=

v

POSTROUTING

QUTPUT

IPSEC — ROUTING
ENCRYPTION DECISION

Jbke.:elhjblf h[jh[dHPy&laPVv6 iZd _I6)

GZ _1Zis SUKHBRRYAWARJIb h[jh[eyxlvky ~h Ih]l]h yd \hgb gZ
NecAmlv "h hkgh\gHZ hinthfgdl » _rbnjh\Zge P_ jZgg} \IjmgZggy \ |
iZd_I«\ “"ha\hey} \"blb aZoh”e\ [_ai_dbghb\d dhgjiZgry \kZdbo
yd fZjrjmlbazZpey

;ehdm\Zggy gZ pvhfm _1Zie fh _ agZggh qadyggBlibggz\ZglZz
gZklbgb f_j_ " _\h]h kl_dm 1Zd yd iZzdzbkdv yigZ\lge Z\fefikaie_db
fh mlv [mlb \e*obe g s_ ~h ih~"Zevrbo _1Zi*\ h[jh[db

EZgpx hd 5%: 35(5287j,dK3) } gZklbghx neevljZpe€ iZd_ I\ g
Zggvhfm _I1zZie ~s_ \lygb \ayeb mqzklv \ jha[hje 7&3 Z[h -
bkhdhje\g_\bo ijhlhdhee\

;ehdm\Zggy gZ pvhfm _1Zie "ha\hey} azZh_an_gbbhgfzkdkbfZev
hkdeevdb g_ \bgbdz} g_h[oe~rghkle \bIpAgBtb jhakmjkBdgle\i
ydsh \"_ \eAhfh sh \hgb N2%bb émgb

<bs_aZagzZq_ge _I1Zib } i_jki_dlb\gbfb "ageadkbhkohhZggy a
hkdeevdb \hgb “halheyxlv fZdkbfZevgh «fZojoge _\dogyy er dg ¢ & bl\zh \h
[jZnedm aZ[_ai_gmxqgb Ibf kzZfbf a[_j_ ~_gdhghkjmimkdgh€ ¢
_n_dlb\geklv f _j " ;ehdm\Zggy 9Z ZlZeZgPYWHIIMRX3BLQJ |
35(5287,1* } dexgh\bfb dhfihg_glzZfb dhfie€ dkgh€dkIfZj_]-

J
\
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—_ ».| conNECTION MANGLE

PREROUTING — HOTSPOTAN —)|mmnsnouma e RAEKE — . = =  DST-NAT
INPUT — MANGLE FILTER HTB GLOBAL SIMPLE
—_— INPUT INPUT (QUEUE TREE) QUEUES

— / eRioee MANGLE FILTER
FORWARD | | — / DECISION /_b / TIL=TTLA /L’ ForaRD | 2| rorwamp [ 2| ACCOUNTING

i r
- BRIDGE CONNECTION MANGLE FILTER ROUTING
| il — / oecsion / *l RAW OUTRUT | > CRatine oUTPUT outPuT P/ sousThenT
— MANGLE HTB GLOBAL SIMPLE
'°°"l°""“| —— | rostrouTing ||  SRCHNAT ’| HOTSPOT-OUT | ’| {QUEUE TREE) QUEUES

JbI3.EZgpx dlb_1Zigh€ h[iPvEdE@PVE iZd _1e\

lekey \bagZq_ggy hkgh\gbo Zki_dle\ gyjZlde}*€b\[le]ind m\Zg
ljZnedm gZklmigbf \Z eb\bf djhdhf } \bargzZaZ gwdbfdjbh”|
\eA[m\ZIbky [ehdm\Zggy M \Zrhfm \biz~dmdjblyjec |_klh\b
\bdhjbklh\m}lvky deevdeklv \enijZ\e gbo<l-dhdbktim\22@yf 6
\klZgh\e_ggy k_kec

Deevdeklv \enijZ\e -gbd_leXx1fh _ kem blb \Z eb\bf djbl_je}f
hkdeev8YN-flood qzZklh ozZjzdl_jbamxlvky \_ebdhx deevdeklx
al_g_jh\Zgb-aBiblle\ kijyfh\Zgbo gZ ZlZdh\Zgm kbkl_fm

Djbl_je\dexqd}k_[_ ihjh]h\_ agZq_ggy yd_\bagZqZzZ} fZdk
ijbimklbfm deevdekil&d 6l«l ijhly]hf i_\gh]h gZkm Ydsh p_c i
i_j_\bs_gbc fh _ \\efdgmlbky [ehdm\Zgdy hféy ihg¥eXfh]
\e"obe _ggy ljZnedm \enr A" | eZ ZI1Zdb

ljb ~hky]g_gge ihjh]h\h]h agZq_ggy fhbrkyv aazoklhtkh\m\Z
[_ai_db 1Zde yd [ehdM\Zdg¥[B\e"*obe_ggy iZd_Ile\ \e® pvh]h ~" _

<bdhjbklZggy djbl_jex deevdhkle \erddZ\le\ gtbph&migbf o
\jZoh\m} ki_pbn&YMmflddZIORRG :~Zilmxgb ch]h ~h dhgdj_Igbo m
hkh[eb\hkl_c f_j_ "« fh gz kl\hjblb _g-alflb\gthdcmiZggyy ydbc
Kijbylbf_ aZobklm \e~ ihl_gpecgbo ZlZde-l&zvgm[jlafihlqbIfv_jkl e

Jbka :elhjblf h[jh[db iZd_le\ fZjrimlbazZlhjhf adfeRdimipggyf
l[jZnedm

GZ hkgh\e \kvh]h \bs_ a]z/NhahhhblZ glZnigbe]lhjblf
[hjhlv][b a ZzZI3dW#ood IORRG \bdhjbklhAm&kihbhgbc ie"o" "ey
\by\e_ggy [Z [ehdm\Zggy ihl_gpecghdmdes>eb\dh_ IjZaleyg_ fh
dh™ g djhd pvh]lh Ze]lhjblfm [eevr » _1Zevgh
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1. Ijh]ljzfz ydzZ ijZpx} gZ kzZfhfm fzZjrimlbajglhge k \k ¢c
ijhoh”” _ggy ljZnedfZjgimllaazlhj P_ \dexqZ} egnhjfZpex ijh dh’
k_kex ahdpzfg ,B8Bm dhjbkim\zqZ 1Z deevdeklviedijlZ\e _gbo 6<1

2. 1jh]jzfZ ZgZeecam} mjgZe k_kec 1Z gragde&yddhkibkkmkzc
ydbo i_j \bsm} ihjhl]h\_ agZq_ggy P_bftiZzlhjkémhbllypegygh€
ZlZdb 6<1 IORRG

3. lekey \by\e_ggy i_j_\bs_ggy ihjhlm }jh]BZ%g kimj_»
\erih\ergh]lh dhjbkim\ZgZ ~h fZjrjmlbaBbhpZ 6leye\h["ehedvm\Zggy

4. FZjrimlbazlhj h[jh[ey} hljbZZgnkm,3m eZgpx dm 5%:
35(5287,1* P_ ~halhey} \"blb aZoh”e\ [_aildib gQghjddgvhim
iZd_Is\ i_j_ "~ 1Ibf yd \hgb [m "mlv ih\ge¥Kdxbjfbajkh\yFibkk!| dm

5. FZjrimlbazlhj [ehdm} \eIZ’ajzgmm ,8dZih[*]Zxqgb ijbcgyllx
ihrZevrbo -6Zd _|«\ \¢® pvh]h " _j ez P n_dlbbgkmkhif_"m} fh
a”“eckg_ggy gh\bo kK _kec \en ZIZdmxqgh]h dhjbklm\ZqZ

6. lekey [ehdm\ZZJ’gjy_kB Ijh]jZfZ \b"Zey} \ke k_ke€ pvh]h dhjbk
‘mjgZem k_kec fZjrjmlbazlhjz P_ kijbghjhklZirqy pje€kmjke\
fZjrimlbazlhjz 1Z a[_j_"_ggx ijhimkdgh€ a~Zlghkle

AZijhihgh\Zgbc Ze]hjblf “halhey} \qZikedhgjs2bmAdIb\ghkl-
[ehdm\ZIb ihl_gpecgh rde”*eb\bc ljZnedjkd &ZjohmZbb NGz \"
gzZ~fejgh]lh gzZ\ZglZ _ggy i* gZk Z1Zd 6<1 IORRG
<bkgh\diM klzZlle jhaleygmkZggy aZobklm \SY¥N-fbbddgZ
fZjrimlbazZlhjZo Iljhcreb q_j_a hkgh\gtbgbhf&xikb ipth 1Zdbo
ZlZdZo <+ \bk\elebeb dexqgh\e kljZlMely€€bZ In odjitbaghe® mijZ\eeggy

JhaleygmelmZevgeklv '"BYN-Adadddkvh]lh”~rge aZagZqb\rb €ogx
aZljhaeb\¢lelw ghjfZzevgh]h nmgdpehgm\zZggy f_j ZeVvghk_j\eke\
jhaleygmeb f_oZgeaf aZobklm \e" 6<1 ZZOd glEdiZfZz mapla[bldb
Zdp_gl gZ \bdhjbklZgge | _ogheh]*€ 7&3 BH¥TMZyZ(@Z ydZz
af_gr_ggy 9Z\ZglZz  _ggy gZ ijhp_khjb h[eZ*gZggy

<eMagZgbeb sh \erkeq ggy rde?eb\R]h[]nfdbdaZ plze h\d ¢\
IP-iZd_le\ } "hpeevgerbf hkdeevdb p_ "hal\délylgh&[adobkidlb _n
f_j_ e [_a \ljZIb ijhimkdgh€ a~Zlghkle 1Z gZ~ecghkle

LZdhjhalJeygmeab dib\gbc i*”0o*® ~h [BYNHddd aydbc
\dexqZ} \ k_ [_\_" ggy ~" _|IZevgh]h ‘enjg@eimhjknikegv \Dyp *Zgm
egnhjfzpe€ "h f{fZjrimlbazlhjz [ehdm\Zgdy hZzlbifeazZpixk |
\bdhjbklZggy j_kmjke\

AZ klZlikadjbld eb\e Zki_dlb 1Z kljzZIl_]+€ \ h[eZkde aZobklm
SYN-flood IORRG ahdj_fZ gZ fZjrimlbaZlhjZo sh [kigbydbihdjZs gg
klecdhkle f_j_" ijhlb pbo aZ]jha

Mk_ \bs_aZagZq_g_ k\e~gblv ijh \Z ebVvekhajllZ[dbdllaZevge-l
\ijh\Zz~" _ggy _n_dlb\gbo aZoh”e\ [_ai_db WWeyh &dfeBRbE ggy \°
ZlZd '""R6 ahdj_fz SY¥N-flddZd <«""ee_ggy rde”eb\h]h ljZnedm
jZggvhfm _1Zie h[jh[db iZd_le\ \bdhjZk\ghy Zg]lhebldtin |Z
| _oged } g_h[oe~rgbfb dhfihg_glzZfheknigEZkigbai ktjZz| _

AZijhihgh\zZge f_Ih"b ZgZeeam |Z jmZdpley gZ[Egth MA&Egy
IP-Z~j_k ijb ~hkylg_gge ihjh]l]h\bo agZq_gv XyeylBhaXheyxl
_n_dIlb\gh h[f_"m\ZIb rde*eb\bc I|jZned aAjhfam_qmxab_ojby
j_kmjke\ 1Z ijhAmdlib\ghkle f_j_ "

< peehfm aZobkl S¥N-flddZzdyz fZjrimlbazZlhjZzo \bfz]z}
egl_]ljh\Zgh]h 1Z j_I_evgh ijh*mfzZgW]jhbip?ohlzn b hflkad srelv kmlI}\h
ieNej\ZIb ijzZzp_a™Zlgeklv f_j_ "o 1Z ihkemhkdhgihedggyZlZdbo
aZoh”e\ [_ai_db } \Z eb\bf _e_f _glhf meawghkd?r_IZ ggZ*«kdghkle
kmqgzkgbo f_j_ " _\bo egnjZkljmdImj
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LOCAL NETWORK PROTECTION AGAINST DDOS ATTACKS BASED ON
NETWORK TRAFFIC DATA
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emait menlster69@gmail.com

The study highlights the importance and relevance of SYN attadkslay's digital environment, with a
particular focus on routers as the first line of defense. DDoS attacks usingNhe&Nodology continue

to pose a serious threat to the stability and security of nletimémastructures. Analyzing the current
landscape of cyber threats, the article highlights the soadlefrequency of SYN DDoS attacks that
jeopardize the operation of routers. It is noted that the evolution of sudksdtialudes the use of botnets,
distributed network resources, and intelligent techniques, making ttiéienltto detect and deter. The
main focus of the study is on the role of routers as the first line of defense. Thexstundlyss how SYN-
type DDoS attacks affect the performance of network equipmeeitjding routers, and analyzes the
requirements for effective protection at this level. The sexdymines current technologies and defense
strategies, particularly in the context of routers, that caectiand minimize the impact of SYN DDoS
attacks. The interest in using the latest techniques, such asYICE@kies and other technologies that
effectively control anomalous traffic, is a key topic of siedy. The results of the study serve as a basis
for the development and implementation of effective protecticategjies at the router level aimed at
ensuring the stability and security of network infrastructurethénarea of constant SYN-type DDoS
attacks.

Keywords: network, DDoS protection, TCP SYN attack.
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< jh[hle jhajh[e_gh fh bepdjdptm \by\le ggy dehgmizZggy dzZ”"je\

\e”r hihkee*h\g@bklypy kmgZkgh€ ex"bgb g_fh eb\h my\blb [_a ihklecgh
ijbkmlghkle m gvhfm pbnjh\bo I _ogheh]ec <hgb klZeb g \e~f}fghx qz
gZrhlh ih[mIm M dh gh]h } kfZjilnhg fZc _ dh  _g \heh”e} i jkhgZe\
dhfifixl_jhf Z[h ghml[mdhf L_odHBEeh{¢€habhlfdb Z 1zZdh"
jhaih\kx”" _bhpnijbex*g_ggy agefde\ « \eAr h 1Zde yd khpf_j "¢ ajh[bet
g _\*""M}fghx gZklbghx pbnjh\eaZp+s€ Pbnjh\eaZpey ihrbjbezZkv « gZ
\Z eb\e "ey "blly ex?*kI\Z kn_jb 1Zdes hl yd djbfegZeesklbdZ Z[h aZkh][b
egnhjfZp>€y Ihlh sh[ fZlb ~h\ejm ~h \e~r hfZl jeZee\ ydZ gZ”a\bgZc
\Zeb\Z m djbfegZevgbo jhakee"m\Zggyo km~h\bo kijZ\Zo 1Z <gnhjf
f_j_"Zo ihlje[gh jha\b\ZIb kn_jm \bdjblly fh~bnedZpec 1Z nZevkbnedZ
\er-hZ nhlhfzZl_jeZeZo jhajh[eylb gh\e f_Ih~b sh “hal\heyxlv \i_\gblblk
peeckghkle \e~_h Z[h \by\blb nZevkbnedZpex 1Z fEMbnedm\ZIb « \*hkdF

\"_ jhajh[e_g-* jh[hldbdhgZgh ZgZeea f_Ih”~e\ "ey agZoh” _ggy
nZevkbnedZpec m \e*_hihkee”h\ghklyo I1Z kmqgZkghyo nhjfzZle\ « Ze]lhjl
a[_j_"_ggy <+ klbkdzZggy \**_hihkees*h\ghkl_¢ M j_amevlZle ZgZe-

\by\e _gh ihlhggbc klZg jhal\bldm kn_jb \by\le _ggy i**jh[hd \«*_h |Z \be
gZcihimeyjgere \e”A_ hpheéeftzligh\_~_gh _dki_jbf_glb a \¢~_h jeagbo
nhjfzle\ IZ jhanreevgbo a~Zlghkl_c ae<[jZgh 1Z ijhZgZeesah\Zgh ~"Zge i
\klZgh\e_ge* g_h[o*~ge ihjh]dhe nepZholdgyhj_eyp?€ylejkhgZz

dh gh]lh ~hkes~"m\Zgh]h< njijfiellelm[meh aZijhihgh\Zgh ihjh]h\e
agZqg_ggy ”“ey ihrmdm dehgh\Zgbo dz”je\ 1Ihjh]lh\_ agZq_ggy h[bjZz
aZe_"ghkle \e”r nhjfZlm 1Z jha”eevgh€ a”Zlghkle \¢~_h >ey fh”"b
Zelhjblfm \byle_ggy dehgm2z\ggyhdizké¢=\"h\ghkle reyohf ZgZeeam
ihjhlh\bo agZgq_gv dh_nepe}glm dhj_eype+€ IlejkhgZ [jZebky [Zde iZjZf
nhjfzZl \e~ _h 1Z jha”eevgZ a”Zlgeklv ;meZ kl\hj_gZ ijh]jzZfgz j_Ze
fhrbnedZpe+€ Zelhjblfm \byle_ggy dehgMm\Zihke «dhixkghklyo

jh[hle gzZ\h~ylvky ihfbedb i_jrh]lh IZ ~“jm]h]lh jh"m

Dexgh\s kemp\Znjh\_ \er _h dehgm\Zggy dZ”je\ dh_nepe}gl dhj_eyp
\by\e_ggy dehgm\Zggy dzZ"je\

<klmi@blly kmqgqzZkgh€ ex”bgb g_fh eb\h mg\bjbknla hiklkleogh
gvhfm pbnjh\bo | _ogheh]ec <hgb klZelbgbx\egZrphhxh§@km
L _ogheh]«€ Izhl\»”~_hachfdb Z 1Zdh" jhaih\kx” _ggy |Z hijbex
agefde\ ¢ \er h 1Zde yd khpf_j_ "« aphppeddkyg hox pBAijligeazZpe€
KmqzZkgZ ex”"bgzZ klbdz}lvky a \«~ _h }Zkhjhghd mk-X7" BN NaDO[jhZ
,QVWDJUDP m \eevgbc \e”* jh[hlb qgZk Vehihtkgky hjel@&ZfnZZ m
kK\h}fm |_e_nhge [_aeesq \ZljZ2Z\gl\hkihhhZz" e\ ijh k_[_ qge_ge\ Kkef(
k\h€o "hfZrgeo I\Zjbg

L _ogedZ 1Z ijh]jZzfb sh fh ' mlv h[jh[eglblzZhchHh hX|Xe«g\q-«f
gZkhf aZzagZeb \_ebdh]h jhalbldm >elyklm\Wzlisky gdpfbikdhy[gZz
kKi_peZevgZ hk\elZ ~"hklzZlgvh fZIb fogefiZeNgklm[ezZTl'glZzgg |

G_ leevdb al\bgZcge dhjbkim\zqge Z c laehigjhgdec | i | fz
egkljmf_glb "ey fh*bnedZp+€ 1Z nZe\vRbhedZdpn€EkdbEM X} aZZqgn
\bagZqg_ggy ijZ\"b\h€ egnhjfZpe€ m dmimfngnhiflzZzdhc ex]*_c
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a\bdeb ]hjlZlb kljeqdm r\b”~dh kijbcfZlbe ddhjhlidg_\efylb
egnhjfZpex ijbkdeieb\h HI _ ~ey h[fZgrheelNdb) slh[[ljhob
ihsZklbeh o \er h ih[ZgbeZ g_h[oe*"gZABA-éndrkhyhexZdh]h
ijbchfm fh'gZ ihrbjblb n_cd alm[blb jkivdlimexjhi&¢lbggh]h
NeyqgZ lhsh
HI"_ ~"ey I|Ihlh sh[ fZlb ~h\ejm 7~h \ydzZhfgd”p\beAcgh
\Zeb\Z m djbfegZevgbo jhakee"m\ZggyolZ knoyyijdd pkecjghba
f j_"Zo ihlje[gh jha\b\ZIlb kn_jm \bdjblly hZéwkedrZemeZLpec m
\e"-HZ nhlhfZl_jeZeZo jhajh[eylb gh\e f Xh"QAi_Sdbthlayh\ey
peeekghkle \e”r h Z[h \by\blb nZevkbdnd\Zdbx+ N2 hfkddibqnZex\ZIb
\"_jhajh[elhfm jh[hlZ } ZdImZevghx
F 1Z1Z az™Zqe. fh]lhbb ~Zgh€ jh[hlb } i**\bs_ggy _n_Idhb\ghkle Ze
\by\le_ggy dehgm\zZggy dZ”je\ m \e* hohkethhbgae Bypo €reayZ
Ahihfhlhx ZgZeeam ihjh]l]h\bo agZq_gv
< ijhp_ke *hky]g_ggy f_Ib \bdhgmxlvky gZklmige aZ"Zq-
ZgZeesa \*"_hihkeerh\ghkl_c ~ey hljbfZzgggviljgyh\bo &
dh_nepe}glZ dhj_eype-€
jhajh[blb fh”bnedZpex Ze]lhjblfm \by\le g& y mnZevkbn
\eN" hihkee”h\ghkle
ijh]jzfgh Zeeamjizdph[e_gm fh brzea@]hpekim \by\e_ggy
dehgm\ZggymA4fe\hihkeerh\ghklyo
hpegblm dib\ggklasjh[e_gh€ fh*"bheplZpiEm \byle ggy
dehgm\ZggymA#fe\hihkee*h\ghklyo
[~ ihjmr_ggyf peeckghkle nZevkbnedZp™ 1k npbjmjhir]h \
jhamfe}lvky azZklhkm\Zggy “~h \eA_ hihkggyh\ghkipe\ dedilgm)
ijh\h~blvky aZzkh[Zfb ]JjZneqgbo j_~Zd\gjrkl\ec* hihkee”"
?n_dlb\geklv \bytehggwWwZggy dZ~je\ hpegx}fh deevdeklx ihf
i_jrhlh ¢« Ajm]h]h jh~m
Hkgh\gZ qgZklbgd\e ggy nZevkbnedZpe€p \eteNdZIx Jhjey
\er hdjbfegZeeklbdb ydZ "hkee”" m} \eAlnh slihh_alfsggdigdll bg
ijhklhjh\e Z[h gZkh\e fekpy ie*jh[db gy aiZdvRbygrdZp€ \e”_h
fh mlv [mlb yd ZdIb\gbfb 1Zd « iZkb\wgbsb dZyXghkgehKlijehjgh€
egnhjfZpe€ ijh \e~ _h
:dlb\ge f_Ih”*b 1Zde yd pbnjh\bc i"ibkb |2\b\fZy¥xdvagZ
ihi_j_~gvh \[m~"h\Zgh€ egnhjfZpe€ ~hke<rem\Zgh\hjdbZceh]h
e _]elbfghkle ;eevreklv ijbkljh€\ \e”r haZkhdee gpyg¥dibgdm g_
ieMjbfmxlv px nmgdpex Djef Ihlh p_ addém bdhjBktmj\ZalkZ
\[m h\m\ZIb px egnhjfZpex gb g-
IZkb\ge gb ijboh\zZge f_Ih~"b \by\e_gdy g 2kEbmdpmhgh\Zy_h
g_ \bfZ]zZxlv ihi_j_"gvh€ egnhjfZpe+€ ey dyaZkBnhfZpglE]h gb g-
Pe f Ih~b } [eevr gZ~ecgbfb m j_Zevddbeo kip \dgj> yigZ phxkx | v
\bdhjbklh\mxqgb kee~b Z[h Zjl_nzZdlb ghkbngickp glZg k& ZjdH hH « "
fb [m~_fh \bdhjbklh\m\ZIb kzZf_ iZkbgpyfne\okbinytleZpe+€ \+”~ _h
<eN h fh'gZ jha]Jey”Zlb yd ihkees*h\geklval\WxZvkyv vyde
dz~jzZfb sh \erh[jZ ZxIvky ijhly]lhf i g@gkmhh LZdbfmbghf f_Ih”b
\by\e_ggy g_kzZgdpehgh\Zgh]h ~hkIminZl|bkvmlebraZlglhkhe\\rgt
dZ”jm
l[en ZIZdhx gZ \eA _hihkee”rh\geklv [m”_fogphaomdekghkjmr
pvhlh \eA~ h |hjmr_ggy peeckghkle Z}h _mzZevigiznsddp=ablb gZ
dzZl_]Hlk€
ZlZdb ijhklihjh\hlh \IjmgZggy |Ih[lh \gmljergvhdZ”~jh\e
Z1Zdb gzZzkh\h]lh \IjmgzZggy Ih[lh fe dZ”jh\e
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ZlZdb ijhklhgEWh\h]h \IjmgZggy

NZevkbnedBApm&v \e"[m\Zlbky gZ je\gyo dZ"jm Hehdm ie-d
kp_ g4

Ijb \gmljergvhdzZZjidpe afegx}Ivky \boe?rgbc \fekl i_\gbo dzZ”*
N _deevdZ \b”e\ ihimeyjgiQb Yhg mjlgprgvhdZ ZjZ\»c

A"hNhZNZggy i_\gbo WMelfilddepvh]h \m*dB"je

A"hnhzZ\NZggy i_\gbo h[eZkl _c I1Z h[f}deX~gejeagbo \e* h m
\br"Ze _ggy *_ydh]h h[f}dIm a dZ*jm

kihI\hj_ggy ah[jZ _ggy aZ ~hihfh]hx \bdbpggkddggy ]_hf
i _j_I\hj.gv

:1Zdb qzZkh\h]lh \IjmgZggy |h[lh fe dZzZ™jjhbegy«\MkdHdbf
sh dz~j ie~"Z}Ivky ijhp_km nZevkbned)iZpgZkhhlgbtklx FhZzgZz
\b~reeblb " _deevdZ Ilbie\ fe'dZ”"jh\bo nZevkbnedZp-c

\br"Ze_ggy dZ~jm a \«”*_h

\klZ\dm dZ”je\ a egrbo \¢"_h
"m[ex\Zggy dZ”je\ a ihlhgqgh]h \e~ h
I _j_1Zkh\dm dzZ7je\

<b”"Ze ggy dZ”je\ ih\ yaZg_ a \b"Ze_ ggophfinhb’eZen §gy h r
\eNih\ergbo dzZ”je\ Ijb \klZ\pe dZ~"je\ g<Z™gb hNgdhirchdZ_h
\klZ\eyxlvky ~h egrh]h >m[ex\Zggy d@Zy\\d2KgZ}lidhdex\Zggy
dZ”Nje\ m \e”r_h ¢ \klZ\dm €0 \ egre]hbfqgiekh\» flekjpyZlkh\m\Zggy
dZ™je\ E_ s_ h”gZ nhjfZ ~m[ex\Zggy dZ"je\ dh&ebbkdhiech)\
i_j_mihjy*dh\mxIvky \ gzZke i_j_ " \kIZNdhXm{eKAYdDQWHZ je\ 1Z
i _j_1Zkh\m\Zggy dzZ~je\ fh mlv [mlb \bdhgbklgwyeijh¢yemZm
\br"Ze _gbo dZ*jZx mgArsc hh[hle ijZpx}fh a "m[ex\Zggyf dZ”je\ |F
\e”N . h

GZjZaes pbnjh\_ \er h \eragyl_ gZ kmgZKdrhe dZfiZjiln KkZfl
\Z blv >ey Ihl]h sh[ hilpfaahmtM\e2lBhklmigh]h ijhklhjm ~ey a[_j_"_
egnhjfZpe€ =+ af_grblb jhafej \e~ _h \badhjhkd h®*mabvkyyd®
j_Zeeah\mxlv dhgdj_lge Ze]lhjblfb klbkg\gHad dexqhrbfln
f IThrzZfb klbkg_ggy yde \bdhjbklh\mxéhkypgm&bkdi_jlgl\hj_ggy
(DCT 1Z Ze]lhjblf dhfi_ gk@ptd Congoansation).

Kibkg _ggy [m\Z} \gmljergvhdzZ”~jh\_ |Z fgdiZdZWYh\ _<gmlje
dh"m\Zggy | _oglldkg ggy “"Zgbo ydZ \bdhjb&|h\dZ}'tykysm
"halhey} af_grblb jhafejb nZcees\ » aghgBbghxi)\lgZlhx gdhkle
Z[h [_a o<Emljergvhdz”jh\_ ijh]jgham\Zggy \bdhjbklh\m} ijh
gzZ~fejgeklv Ih[lh dhj_eypex fe  iedkd2%fb Yeyaghfm[gbke ggy
ijhlJghah\Zgbo agZq_gv aZ ~hihfhlhx _dEIJBEMhayYgo® dedk _e-\
ljb fe 'dZ”~jh\hfm dh”"m\Zgge jhafej \er hnZcaerhm jZforggmdlvk
dh*m\zZggy ebr_ \e~rfegghkl_c fe "M\ hfZjilhfloeaZHrgbibklhkg ggy
dh ghlh dz~jm [|h[lh a[_je]Zxlvky ebr_ &é«dginh\irb fd\ kliZ2 jihfb
sh ijba\h?blv ~h agZqgh f_grbo jhkafrqlAkGZgLeihrbj _gere
nhjfZla[_j_~_ggy \«~_ hihkeep hAGhMKVCMPEG-4, WMV, WebM.
< jh[hle [meb \bdhjbklzZg- nNhjfZle\ \e0.hnBB8e*\:HED, IZ
WMV. >ey ihrmdm “m[evh\Zgmo\dZhjichkees"h\fdihkiiwo [mIb
\bdhjbklh\m\zZlb f \gbdbkllz g- < ydhkle ¥eANkbAbe \ jh[hle
\bdhjbklh\m}lvky dh_nepe}gl dhj_eype+€ lejkhgZ

Dh_nepe}gl dhj_eyp-€ lejkhgZ \bdhjbklh\en}dgky “ey
\azZ}fha\ yadm fe  ~\hfzZ afeggbfb \bagZag&Zd fgdebj\rikiypsdhEb
ijb afege hA"gh]lh ihdZagbdzZ afegx}lvky « yXing)|D c} éelyje cagyhpxe y M o
fZl_fZlbggec klZlbklbpe agZgq_ggy dh€ hepkellgkzfdhj [eylp \~
"o N k\ergblv ijh gZy\geklv ih\gte]lfgibgb]b\ghifdadm Z
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ijh gzZy\geklv ih\gh]l]h g _]JZlb\gh]h eesgegghlho ah’ypddh\bse
ah[jZ _agZq_ggy dh_nepe}glZ dhj_eype€ lejkhgZ "“hje\gx}

;meh ijh\_~ gh jy® dki_jbf_gle\ h\jlylrtlgZ avagnl«g
aydo jha[b\ZgBkdz”"jb IZ \bdhdm{Erhkygy h @yhtjr\agZ gr_
fekp_ m \eNZbBvkbnedh\Zg_1Zdbf gbghf \eA® _h a[_jehAehkv \ n
\ljzlzfb DYL PNY PS "HEOJZjbXPNMm\Zehkv \eA _h a jeagh
jhareevghx a”Zlgeklx

< ihi_j_"gec jh[hle [meh jhajh[e_gh Zeg]hdlehg\by\eg\yw
dZ”je\ m \e~_hihkee h\ghklyo ydbc _ma_\‘dlIb\gihkelpk\ghklyfb
yde [meb a[_j_"~_ge \ nhjfZlZo [_a \ljdZp-Eeygriidnhkone
\bdhjbklh\m\Zebky \eA _h a[_j_~_ge¢ \ nfiojfhiiZno kg hNghZ
azZ\"Zggdki_jbf_gle\ [meh agZclb ihjh]lh\e agZglZgghj"eymeE nep
lejkhgzZ "~ey \bagZq_ggy “m[evh\Zgbo dzZf#jp\ghbtmey\egvihlh m
agZoh”bebkv agZg_ggy dh_nepe}glZ dhefy pzjlZzfkhkrZ fh
"Zgbo [meh knhjfh\Zgh 1Z[ebpe *_ 7Mydef\ \Z kh\pBZVvjyghf_ jZf
dZ~je\ m \er _h Z "h\lbf dhevhjhf azZffldvmpgigdgZahjgeyp-£€
\eNih\enrge dZNjZf yde [meb dehgh\ZigZImely dih ghlé jmareevgh€
a"Zlghkle [meh ajh[elZ[le gy _mlZ[ekmpb ijhZgZecah\Zges agZq_ggdg
dh_nepeHdimeype+€ "ey "m[evh\Zgbo dZ"je\
A B C D E| F G H I J K L M N e P Q R S T U Vv
1B @ 8 @ -8 @ '@ 8 @ of u@ oM@ 5@ u@ o @ vH @ 0@ of b
1 0,00000 0,99972 0,99927 0,99833 0,99769 0,99578 0,99462 0,99456 0,99276 0,99276 0,99277 0,99277 0,99341 0,99284 0,99285 0,99281 0,99232 0,99232 0,99232 0,99232 0,99232
2 0,99972 0,00000 0,99943 0,99850 0,99784 0,99594 0,99474 0,99468 0,99288 0,99288 0,99288 0,99289 0,99346 0,99292 0,99292 0,99288 0,99241 0,99241 0,99241 0,99241 0,99241
3 0,99927 0,99943 0,00000 0,99901 0,99838 0,99645 0,99526 0,99520 0,99335 0,99335 0,99336 0,99336 0,99386 0,99333 0,99334 0,99329 0,99283 0,99283 0,99283 0,99284 0,99284
4 0,99833 0,99850 0,99901 0,00000 0,99934 0,99744 0,99625 0,99619 0,99433 0,99433 0,99433 0,99434 0,99461 0,99408 0,99409 0,99405 0,99361 0,99361 0,99361 0,99361 0,99361
5 0,99769 0,99784 0,99838 0,99934 0,00000 0,99800 0,99684 0,99678 0,99491 0,99491 0,99491 0,99492 0,99506 0,99453 0,99455 0,99450 0,99407 0,99408 0,99408 0,99408 0,99408
6 0,99578 0,99594 0,99645 0,99744 0,99800 0,00000 0,99871 0,99865 0,99671 0,99672 0,99672 0,99672 0,99618 0,99565 0,99566 0,99563 0,99521 0,99521 0,99521 0,99521 0,99521
7 0,99462 0,99474 0,99526 0,99625 0,99684 0,99871 0,00000 0,99990 0,99791 0,99791 0,99791 0,99791 0,99739 0,99687 0,99688 0,99684 0,99642 0,99643 0,99643 0,99643 0,99643
8 0,99456 0,99468 0,99520 0,99619 0,99678 0,99865 0,99990 0,00000 0,99799 0,99799 0,99799 0,99799 0,99746 0,99695 0,99695 0,99692 0,99650 0,99650 0,99650 0,99650 0,99650
9 0,99276 0,99288 0,99335 0,99433 0,99491 0,99671 0,99791 0,99799 0,00000 0,99999 0,99998 0,99998 0,99836 0,99862 0,99863 0,99862 0,99836 0,99836 0,99836 0,99836 0,99836
10 0,99276 0,99288 0,99335 0,99433 0,99491 0,99672 0,99791 0,99799 0,99999 0,00000 0,99998 0,99999 0,99836 0,99863 0,99863 0,99862 0,99836 0,99836 0,99836 0,99836 0,99836
11 0,99277 0,99288 0,99336 0,99433 0,99491 0,99672 0,99791 0,99799 0,99998 0,99998 0,00000 0,99999 0,99836 0,99862 0,99863 0,99862 0,99836 0,99836 0,99836 0,99836 0,99836
12 0,99277 0,99289 0,99336 0,99434 0,99492 0,99672 0,99791 0,99799 0,99998 0,99999 0,99999 0,00000 0,99836 0,99863 0,99863 0,99862 0,99836 0,99836 0,99836 0,99836 0,99836
13 0,99341 0,99346 0,99386 0,99461 0,99506 0,99618 0,99739 0,99746 0,99836 0,99836 0,99836 0,99836 0,00000 0,99932 0,99931 0,99926 0,99872 0,99872 0,99871 0,99872 0,99872
14 0,99284 0,99292 0,99333 0,99408 0,99453 0,99565 0,99687 0,99695 0,99862 0,99863 0,99862 0,99863 0,99932 0,00000 0,99997 0,99991 0,99932 0,99932 0,99932 0,99932 0,99932

15 0,99285 0,99292 0,99334 0,99409 0,99455 0,99566 0,99688 0,99695 0,99863 0,99863 0,99863 0,99863 0,99931 0,99997 0,00000 0,99992 0,99933 0,59933 0,99933 0,99933 0,99933
16 0,99281 0,99288 0,99329 0,99405 0,99450 0,99563 0,99684 0,99692 0,99862 0,99862 0,99862 0,99862 0,99926 0,99991 0,99992 0,00000 0,99939 0,99939 0,99939 0,99939 0,99939

JbKL. IjbdezZz” agZdh gwpe}lglm dim \eyypm€hkeeh\ghkle

< |Z[ebpe ij_"klZ\e_gh agZc”™ _ge ihjhepmargdm Zah g ey pe€
lejkhgZ ~ey dh gh]h nhjfZIm
LZ[ebpy
Ihjh]lh\e agZq_ggy "ey dh_nepe}glm dhj_eyp*€ IlejkhgZ
Nhjfzl \e~ | Jha”eevgZ a”Z lhjh]lh\ _
\en_h agZq_ggy

AVI

640x360

0,99995

856x480

0,99993

720x1280

0,99994

MKV

640x360

0,99998

856x480

0,99997

720x1280

0,99995

MP4

640x360

0,99998

856x480

0,99997

720x1280

0,99997

WebM

640x360

0,99995

856x480

0,99995

720x1280

0,99992

WMV

640x360

0,99999

856x480

0,99998

720x1280

0,99993
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;mA~A_fh \\Z"ZIb sh fZ}fh \e~ hiakeZ "Pvo{pk Ips, «, ps}
jhafej¥hx N ~s tdeevdeklv dZKhjgbc dzZz”™j a[_j*]Z}IvVKkRGB.NhjfZle
>ey jh[hZe]hjblfm g_hfo§2g\m]JbRGB \ YUV « \bdhjbklh\m\ZIb \
h[gbke_ glggwedb fZljb.pkh*bnedh\Zgbc Ze]hjblf \byle_ggy dehgm)\
dZNjmv \e~r _hihkee*h\ghkle kdez”Z}Ivky @ gdktmigbo hkgh\gb
Djhd Agblim}IvkynhgfZh\eF~ | ch]h jha*eevgZRa™ZIlge-klv
Djhd Agblim}ivky ihkee"P\g{pk v, €.2}je8 \«NV jlhafejm
M x N.
Djhd AqblmHBZxkiy «s FZ}fh fZlj¥pxey dh'gh]l]h dZ~jm
pi\bdhgm}fh gZklmige djhdb

Djhd Agblmld¥ZRy «S.,i*j HIljbfm}fh fZIyhpx
>ey dh gh€ iZjbpdzZgj*ey fZIjopvZY \bjZom\ZIb f_ljbdm
ih~e[ghkle [ehde\ dh_nepe}gl dheteg.p*€ lejkhgZ

Djhd < aZe_ "ghklZR4klZgh\ex}lvky ihjh]l]h\_ agZqg_gagy
/FR.

Djh@®&3 Ydshmetrig ¢ /rr, |h dZgblZp } hjblegZevgbf 1Z
dehgh\Zgbf azizffylh\mxlvdsy=resUghlff 5dZdhaleygmlb
gZklmigm iZjm dzZ”"je\

Djhd. <b\_klb agZc”™_ge* ghfesA[d4"]¥b*_h sh i_j \ejyehkyv
a ihfeqg_gbf gZ”ibkhf \@Inf NG Zdgd'g.Z 0

Jhajh[e_gh ijh]ljzfgbc ~h”Zlhd vydbc j XetcaphjbfhrhbnedZp:
\by\e_ggy dehgm\ZggydZAhjiv\kes"h\gdklevIiZIlb jh[hlb ijh]jZfb
ijh"_fhgkhljh\@z‘j;lblkl:

\

Jbk. J _amev!Zlb jfthhdbed Zpekhjblimy\e _ggy dehgm\Zggy dzZ"je\
\er hihkee*h\ghklse dZ"j hjbebZevdgigh nZevkbnedh\Zgh]h
\er h [ j_amevlZl jh[hlb ijh]jZfb ~ey dzZ"jm \

ljb "hkee”" _gge ihfbedhx i_jrh]h jh”nb [dethdhiAFZ I
ydg_ [meh agZc” _gh Ihfbedhx ~jm]h]h phhijb]JnyZ efhgt\ A Z2\ljb
yd[mejphaisapgy¥d dehgh&Zige[elRpth” _fhgkljh\ihdhedb i_jrh]h
l1Z “"jm]h]h jh*m ~ey dh gh]h nhjfZlm
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H < l1leZjehgh\Z H X E_[_"}\Z
LZ[ebpy

Ihfbedb i _jrh]l]h 1Z “"jm]h]h jh”m

Nhjfzl Jhaneevg Ihfbedb i_jrh IThfbedb ~jm]

a"Zlg-kl jh~m jh™m

AVI 640x360 4,33 7,03
856x480 3,09 6,03
720x1280 3,77 2,76
MKV 640x360 1,71 7,36
856x480 1,96 4,69
720x1280 0,99 2,26
MP4 640x360 1,97 7,36
856x480 1,18 4,69
720x1280 2,36 0,92
WebM 640x360 1,31 1,92
856x480 3,54 0,84
720x1280 2,36 2,59
WMV 640x360 1,71 1,09
856x480 2,23 2,01
720x1280 0,52 4,27

LZdbf ghgMhfajh[e_gZ fh*"bnedZpey Zelhjblfm \bye _ggy del
dZNjev Ve~ _hihkeerh\gh}le*h[j_ a \bagZqg_gbfb ihjh]h\bfb agZq_c
ijb jeagbo jha”eevgbo a”“Zlghklyo m \rR\esHea ggaghd abjmmd hfbf

gb g_jmohfbf lehf

1.
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forensics 6LQJDSRUH 6SULQJHU
Amjed A., Mahmood%

Kibkhd e*l_jZImjb
Patel J., Sheth R. Passive video forgery detetéidmiques to detect copy move
tampering through feature comparison and RANS&gber security and digital

J +

$O P X N K Wpptdaches for forgery detection of

documents in digital forensics: A reviewnternational conference on emerging
technology trends in internet of things and commuiCham: Springer, 20221 335+

351.

Sitara K., Mehtre B.M. Detection of inter-frame forgerin digital videos.
Forensic Science Internation&d018. V.289. P. 186-206.
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MODIFICATION OF THE ALGORITHM FOR DETECTION OF FRAME
CLONING IN VIDEO SEQUENCES

O. llarionova, O. Lebedieva

National Odesa Polytechnic University
1, Shevchenko Ave., Odesa, 65044, Ukraine
e-mails: o.y.lebedieva@op.edu.ua ilarionova.o@ainail.com

The work developed a modification of the algorithm for detecting cloningofds in video sequences. It
is impossible to imagine the life of a modern person withoutdimstant presence of digital technologies
in it. They have become an integral part of our daily life.rigwee has a smartphone, almost everyone
owns a personal computer or laptop. Photo and video recording teabapbsgwell as the distribution and
publication of images and videos, such as social networks, have dacoimegral part of digitalization.
Digitization has also spread to very important areas for huifeg such as forensics or mass media. In
order to have confidence in video materials, which is extremely impontanitiinal investigations, court
cases and information networks, it is necessary to develop dlie df exposing modifications and
falsifications in video and photo materials, develop new methodsitba you to verify the integrity of
the video or detect falsification, and modify and improve alresidgeloped ones. The paper analyzes the
methods for finding falsifications in video sequences and modern foemdtalgorithms for saving and
compressing video sequences. As a result of the analys@yrtieat state of development in the field of
detection of fake videos was revealed and the most popular faideats were determined. Experiments
were conducted with videos of different formats and resolutions, datacsllected and analyzed, after
which the necessary threshold values of the Pearson correlatifinienefvere established for each format
studied. Threshold values for searching for cloned frames were propokednark. The threshold value
is chosen depending on the format and resolution of the video. Pasasatér as video format and
resolution were taken to modify the algorithm for detecting clooinffames in a video sequence by
analyzing the threshold values of the Pearson correlation cesffid\ software implementation of the
modification of the algorithm for detecting cloning of frames in video sequenceseaed. Errors of the
first and second kind are cited in the work.

Keywords: digital video, frame cloning, correlation coefficient, frame cloning detection.
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< DZkZggle Dmrgej _gdh H < Ljhygkvdbc < < Ih"mnZel

GZpehgZevgbc mge\_jkbl_ | ©OH”~_kvdZ iheel_o0gedZz?®
R_\gq_gdz ij H"_kZ Mdjz€gD
e-mail: infsec2011@gmail.com

GZ kvh]h~gergec ~_gv eskgm} [Z]Zlh egkljmf_gb\lZyde fh mlv \by\e)
[ehdm\ZIb rde”eb\s ihkbezZggy yde \_~mlv ~h nerbg]lh\bo kZcle\
aeh\fbkghlh ijh]jzfgh]lh aZzZl[jhdi_ @§eeavgyklv a gbo ihdb g_ a”Zlg-
i_j_\ejylb rde”ebtlh™5 « p_ ~Z} aeh\fbkgbdzZf fh eb\eklv ZdIb\gh
\bdhjbklh\m\ZIb €oNe-gZbgti Zao\bdhjbklZgdyfe¥U3m _ koh bc

gZ *gre nhjfb nerbglm Py ZlzZdZ2ZgtyhtevAgadg@Eki m\zZzqzZfb

[Z hljbfZggy \¢” gbo hkh[bklIh€ egnhjfZpeZgelZal€\qpdu”"mesdh\e
negZgkh\zZ egnhjfZpey Kmlv nerbg]m a-dibthjlgklZzghyd 45

Hkgh\gz \e~rfeggeklv iHayiz} s\h \ pvhfm \bizdWm 45
\bdhjbklh\m}lvky ey i_j gZijZ\e_ggy "~ _jltkZgeF rdrxeb\bc \ |

NZgh€ jh[hlb } ie"\bs_ggy [_ai_db dhjbkim\Zge\ m pbnjh\hfm k_j_*
reyohf jhajh[db 1Z \ijh\Z”~" _ggy f_Ih*m \by\e -d@yheabg]lh\bo 45
\bdhjbklzZzggyf fZrbggh]lh MZjMgdhdgyijh\_~ gh ZgZeea f_lh"e\ |Z
aZkh[e\ ijhlb”e€ nerbglm 1Z zZi&ZhWZd gudba 4kal\heb\ \bagZqblb
gZijyfdb jhajh[db 1Z hkgh\ge azZ\"Zggy "“hkee<”" _ggy Jhajh[e_gbc
\dexqZ} \ k_[_ ZgZee<a hkh[eb\bo hagZd ihkbeZggy IZ ch]h | _dklm az
fhighfh”" _ee gZ hkgh\e ydbo gzZ\gzZ\ky 1Z |_kIm\zZ\ky Zelhjblf fZrbg¢
gZ\gZggy KI\hj_gbc f_Ih” \by\e_ggy m*«bagpgiiAgghdb*\bsm}

[_ai_dm dhjbkim\Zge\ m \bdbpoleNZggegZelssma _n_dlb\ghkle
jhajhl{e_ghlh f_Ih~m ihdZaz\ j_amevlZl m ihgZ+_Ihthgghkle \byle_ggy
\by\e_ggy nerbg]hdb6+%5jhajh[e_gbc m jZzfdZo p+}€ jh[hlb fh _ [mlb
mkiergh \ijh\zZz~" _gbc \ ~eyevgeklv jeagbo hj]JZgeaZp-c \dexqZ>
i*"ijb}fkI\Z 1Z mklzZgh\b P_c f_Ih~ gz~Z} fh eb\eklv af_grblb jbab
nerbglh\bo ZlZd gqdh”® 45h ijba\h~blv ~h ie*\bs _ggy [_ai_db "ey
kie\jh[elgbdr\amevIZIb ~Zgh€ jh[hlb fh mlv [mlb \bdhjbklZge ijb
ihr"Zevrbo “hke*MjhaglypdZo m kn_je de[_j[_ai_db [1Z [hjhlv[b a
nerbglh\bfb ZlZzdzfb -g hj*a 45

Dexgh\s kemibg] 48h~ fZrbgg_ gZ\gqZggy de[_j[_ai_dzZ fh\gz
fhr_ev

<kImiblZzggy nerbglm \ kmqzZkgkfm #dhbjsr \bagzZzqZ}Ivky yd h"rgZ
gZc[eevr ihrbj_gbo I1Z k_jchagbo aZ]jhdm\&yg{\ daZ_ Hj| Addrejdbkpec
Nerbg] } f_Ih"hf khpeZevgh€ eg g _ je¢Z hWdbLtgadkgiing@gmeypeyo
a f_lhx a*h[mlly dhgne”_gpecgh€ egmohjfXprj&e\nZd A gKkRlmim ~h
pbnjh\bo ZdlIb\e\

Hkh[eb\m m\Z]m kee” a\_jgmlb gZ nkddgbkIh\hZ e 45de \
dh” b AzZjdah2AB rbjhdh \bdhjbklh\mxlvky m j_dezfr]kdppelbg]m I
e py ihimeyjgeklv jh[blv €0 ijb\Z[eb\lgfbd Aey<lagh\flhnk mlv
KI\hjx\ZIlb nerbglhdhMb yde \bJey*"Zxlv e_]elbfgbfb 2e_ gzZkijz\*
"h rZojZckvdik&ale) Z[h aZ\ZglZ mxlv rde"ebX][ iadh]pZfggy gZ
ijbkljh€ dhjbklim\zZqe\

<bdhjbklZggy nerb]hddhd\45klZeh Kk_jchagbf \bdebdhf ~e
de[_j[_ai_db < ijba\_eh "h ih]Zgbo gdkex™d«<\ ey jvipZvhh Hkv
AN _yde \erhfe ijbdezZz”d]pbo Z1Zd >
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tiZjdm\Zedgbldb m DblZ€ M DblZ€ rZojZ€ jhafesZeb e
iZjdm\Zevge d\bddb"ZfbH59Z Z\Ihfh[-cklydb ¢gZ"Z\Zeb ajmqggm
fh eb\eklv hieZlb aZ “hihfh]lhx fh[eevgddd|_ reZdibgeed h HP _
[meb rZojZckvde ko_fb sh ijba\h”"bebz%th negZgkh\bo \I]j
fhl[eevgbc [Zgdeg] \ G+ _jeZg"Zo M GkYbjelZzgrZo a
\bdhjbklh\m\Zeb e _]Zevge nmgdpe+€ fh[eeZdbe\ [Zeyde\kvdb
h[fZzgm dee<}gle\ <hgb \bdhjb&hfMm\&ep ifb\_klb nerbg]h\e
Z1Zdb 1Z \bfzZ]Zeb dhgne”_gpecgm egnhjfZpex
nZevrb\e e dljhgge ebklb \ Gef_gqgbgeaehbddpef qqgbg:
\bdhjbklh\m\Zeaeth”™5 m nZevrb\bo _e_dljhggbo ebklZo sh]
dee}gle\ kbkl_fb _e_dljhggh]h [Zgdeg]m -kg@ZZlbrde"eb\e
ijbdbrZxqgbkv i_j_\ejdhx iheelbdb dihgne® _gpecghkle
nerbglh\e Z1Zdb \ L_0Zke < L_o0Zke aetdbbkdyetdcd-\ijbdd> x\
dh” b ~h fekvdbo iZjdhfzle\ @ _jl\b kdZghiggbbpgzdh”b i
n_cdh\e nerbglh\e kZclb » \\h*"beb ki€ kdgZxdgdgh[fkdIhf
negZgkh\h]h rZojZckl\Zz
Pe ijbdeZ”b k\e~rqZIlv ijh jeaghfZgelgjikk vh Zrhzd v gid> b\ b d h
"ey a”sckg_ggy aehqbggbo “ec A pbk ythagf ihX{yeadbg ey
egl_jg[lai_db < \Z eb\h [mIb h[_j_"gbfb ijdhazZf}§ h h&eh pe B bh
ydsh \hgb gZ”ecreb \e® g \e/Phfhb[blvjijda[e _fm nerbg]m q_j_a 45
dh”b ZdImZevghx 1Z \bfzZ]Z} jhajh[db _\mydéb\pdy pfbhbhZ¢X d

GZ | _i_jergec gqZk ekgm} [Z]ZIh f_hhh=\rBejyh\by\ehlgmeZgvVv
yde \bdhjbklh\mxlv fZrbgg[2 gd)\gLlyggly fZxlv \bkhdbc je\_gv
_n_dlb\ghkle Ze_ g_ ijhihgmxlv [hjHbvnhzZa Al Q@R @ b
yde \k_ qZkler_ klZgh\eylvky aZ]jhahbzZ Nedyj ithojbdiikbkIm\Zqge\
Lhfm [meh \bjer_gh jhajh[blb f_Ih”® shkZZklIhen\NgyVv&yggy
nNerbg]mMRAdh”~Zo Jhajh[e_gbc f_Ih” feklblv m lkame |If dkdmeaf Zg
ihkbezZzggy azZ ~hihfh]lhx fh\gh€ fh”_ellvGh]h\gygAdIBiigegZ\elv
i_j_\bsm} n_dlb\geklv egrbo f_Ihne\
F 1z « azZ”"Zqge ""hke# lhxkgy*Zgh€ |jh[hlb } ie*\bs_ggy [_ai_«
dhjbkim\Zge\ m pbnjh\hfm k_j _"~h\bse ZeVigh¥Zfhajhdgdhbf IIh”*m
\by\e _ggy nerbg]h\b*<45a \bdhjbklZggyf fZrbggh]h gZ\qZggy
"hky]g_ggy ihklZ\e _gh€ f_Ib g_h[ocagh*ih@qagYyaZlb 1Zd-
ZgZeea ij_"f_lgh€ \W\egZlglyykth"e\Z aZkh[e\ ijhlb”e€ nerbg]m
ahdj_fz \ dhgl_dkle \bdh-jbtktZ\ggy 45
jhajh[dZ | _hj_Ibqgh€ hkgh\b \by\e_ggyh™drbg]h\bo 45
\b[ej f_Ih*m fZrbggh]lh gZ\qZggy
j_ZecazZpey 1Z 1j_gm\Zggy fh"_e+ fZrlegghby\gZygyggy "
nerbglh\bo B e\
| _kilm\zZggy jhajh[e_gh]lh f_Ih*m 1Z ZgZesa _n_dlb\ghkle
Hkgh\gZ gZklbgizbg] g_ \b” de[_jaehgbgghkle ydbc kijyfh\Zgb
hljbfZggy dhgne® _gpecgh€ egnhjfZpe€ gl gl hljbkien&lyfe efelZpe€
Ah\ejeb\bo "~ _j e ZPBh Kkehgbh\e ZIZdb kibjzZxlvky gZ khpeZe
*g _g_jex |z fzZxlv gz f_le h[fZg peewh\bBbeydhjjokilim\gyg €og-o0
hkh[bklbo "Zgbo I1Zdbo yd iZjhee ghfl¥b «djh%bImgdgz gkhi\h<€
egnhjfZpe-€

KhpeZevgZ +g _g_jey \e"e]jZ} dexgh\mhkdeevdb dAhrdh]m
\bagZqZ} _n_dlb\geklv ZIZdb < hkgh\eomertb]ogphngbe \bdb\ilkgx
" jI\m ydbc *hihfz]zZ} ZIZdmxqghfm i_g"dhgZbbdhgherh _gpecgm
egnhjfZpex gb \bdhgm\zZlb \dZa+\db KhghZZVHY ZIgz d g x gelyf
kiI\hjblb h[fZgeb\m kbImZpex 1Z gzZz"ZlIld ab]lehpfg¥lesbzZIZdb P _
fh™_\dexqZlb \ k_[_ efelZpex hnepeclylble\ehhhddbhdfe gv Z[h \_[

I+ I+

I+

+ + + I+

I+
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kzcle\ Z 1Zdh  klI\hj_ggy h[fZgeb\boihiggmdZ§+€\  _ykm k*h
\bdhgZggy "*c gZ dhjbklIw]ZlZdmxqgh]h >

JhalJeyg_fh hkghhgsbdlyp a ydbfb fh milv aesldgmlbky dhjbkln
1gl_jg_I f_[y-38%

nerbg] q_j @S 45 &RGH 3KLVKLQJ

Jhehkh\bc nerbg] ;9LVKLQJ

nerbg] g _j_a dehgm\Zggy &ORQH 3KLVKLQJ

nerbg] q_j_a khpeZevge f_j "'« 6RFLDO OHGLD 3KLVKLQJ

nerbg] q_j_dhktkhfe_ggy 6PLVKLQJ

nerbg] g _j_a _e _dljhggm ihrim (PDLO 3KLVKLQJ

nerbg] Z1ZzdzZ ©aebc "\ecgbd?® (YLO 7ZLQ 3KLVKLQJ

dblh[ecgbc nerbg] ;;KDOLQJ

peevh\bc nerbg] 6SHDU 3KLVKLQJ

QR-dh”b Z[h 4XLFN 5HVSRQVH &RGHV-dh™Afbbfpdgbfb rlj
klZeb gZ”~a\bgZcgh ihimeyjgbfb \ hklZglggb ~aky|kajieqgpmx|v
_n_dIlb\gbc kihke[ dh*m\Zggy * i_j_tdjhjkghh\jmxpyRy 4 jeagbo
kn_jZo \e~ fZjd_Ibg]lm ~h eh]eklbdbdhZ2tf Kibipjbo @bk ~4&5 r\b~rdh]h
e ajmggh]h agblm\zZggy egnhjfZpe€ az thicteflndbr kjlhgGh§bo
<hgb fzZxlv ki_pbneggm kljmdIimjm sh ~*"ApAheypidh™agblbd [
\dexqZxgb |_d-khkbe[Zggy dhglZdligm egnhjfZpex ]_t]jZneqge dl
|Z [Z]ZIh <grbo

lgnhjfZpey sh a[_je]Z}dwRy \f5 ijbcfZlb jeage nhjfb Ze_
gZcqZkler_\hgZ } ijhkkibfeZdgyf GZijbdezZ” \ hi_jZpecgec kbkl_
"hnrzlhd ©D2zZf_jz2& Z\lIhfZlbggh-dhabeagZdjhih®mm} \erdjblb \_|[
klhjegdm aZ ihkbezZggyf sh \ gbo feghhipMiy WH kgdhhgEKee” fZIb gZ
m\Zae sh2th4d5\ ihey]Z} \ Ilhfm sh \hgb gZklkgeemkdleeZydyya\bqZz
gZ \-K[lhjegdb « p_ fZ} \Z eb\bc \ieb\ gZ idkZzggy de[_j[_ai_

QR-dh~b yd ajmggbc <« ihrbj _gbc kihke[ P€ KAdGebegnhjfz
ijb\Z[eb\bf agzZjy”r"yf "ey aeh\fbkgbdesbdtlyjbklihXigally €0 ~ey
nerbglh\bo Z1Zd I1jhp_k nmgdpehgm\Z2ggid\¢éZdbo gEZibkmgdm

1. AraKytoumii nigpobase
iHTepHeT cepBic

5. IHTEpHeT cepBic Hagae gocTyn 3. HepTea ckaHye QR-Kog
[0 BCiX JaHUX KEPTBM aTaKyouOMy

JbR. Nerbg]h\Z Z1ZdZ «a \bdhjkiZggyf 45
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QR-dh”b rbjhdh \bdhjbklh\mxlvky \ jeagbo \Zllmayo ijhfl
kijhsmxqgb ijhp_kb ~ey lhj]e\ee jha\Z ZewkdbpZ @AdeZ™gXc py
ihimeyjgeklv g_ jh[blv dhjbkim\zZqge\ «fmMigghdbzdh Defbjplehgbgp-
\bdhjbklh\mxtdhd®H jZahf ea h[fZgeb\bfb ih\e*hfe_ggyfb sh[ a
ex™ ¢ jhalhehrm\Zlb dhgne® _gpecgm I|Zphkh]bkjmesegrh A5
dh~b qzZklh gZzZijz\eyxlv " _jI\ gZ -kZeVbwb\* \ R[bjZxlvky
dhgne® _gpecge ~Zge |Zde yd ghf_jb dj "WihgflhdhxdZplbhad AZ
\bdjz™ _gbo ~Zgbo o0zZd_jb fh mlv hljbfZllbkhdhgljhej\byz"
kijbgbgblb negZgkh\bc oZhk q_j_a g ZdBgad padhgt\fHd<€ \tZjjldb
<by\e_ggy rde*ebAthhhmi3Z aZobkl \e* ihl_gpecgbo az]jha gz~
\Z eb\e \ pbnjh\hfm k_j_~h\bse

Dheb c”_IvkWQRipghh~"b \Z eb\h jhajeagylb €0 jeagh\b”b 12
neabqgbedf5 1Z pbnjh\-dchM5hkdeevdb h[bA\Z fh mlv [mIb \bdhjb
\ ZIZdZo nerbglm Ze_fZxlv k\h€ hlbifpebjthil" Ihjeh\bje\ [cevr
"hdeZ”~gh

Neabqgbed#5 ij_"klZ\ey} kh[hx \eamZevgbc rljbodh” ydbc
gZ"jmdm\ZIlb gb gZg_klb gZ ihdhjolgxhnZlde [48Bb ie*jh[e_gbfb gb
jhafes gbfb gZ g_kih”~e\Zgbo h[T}dlIZo dJbgekdZxn\lb saxdebZ
cfhlejgeklv \bgbdg ggy nerbg]h\bo kpdmgZn=&\b g yh N "ad
ijbdez~hf Z1Zdb } gZde_x\Zggy i**"jh[eabglge dhMjdllgZz |haes yd
iZjdhfzZlb Z[h ijh*mdlb m fZ]ZabgZo

Pbnjh\bc -d487 gzZ\izdb a[_j*]Z}Ivky 1Z jhaih\kx” m}lv
_e_dljhgghfm nhjfzZle Ze_ |1Zdh" fh _ [aZl b*hhtafih dlgZ gzd_jb
kfZjlnhgZ Z[h egrh]h ijbkljhx -8bfthhfilm 48v \bdhjbklh\m\ZIbky g2
rZojZckvdbo <gl_jg_| klhj-sindchfen kgiko Z[h \ ebklZo _e_dljhg
ihrlb sh gzfz]zZxlvky e<felm\ZIb e _]Jeglyfygderh{Zhde\ _gb \«*hfbo
dhfiZzgec

Hkh[eb\hkle h[ho Ydh&e\dk\erqZIlv ijh g_h[oe*geklv ibevghk
h[_j_"ghkle dhjbkIim\Zqge\ ijb \az}fh*4& & giblfdoZ pkyi(eld fh _
\bgbdgmlb i**hajZ sh™"h €ogvh]h ihoHKvdgoewhZ gZkfie johl e\ yde
\Zjlh \jZom\ZIlb ey \by\e_ggy rdbdjz@lkvdbo 45

i_j_\ejdz " ;j_ ez

i_j_\ejdz 85Yj_kb

"baZcgdbim

gZy\geklv f_oZgeafm Z\| _glbnedZp-y

gZy\gekKdvb@d hgne® _gpecgh€ ¢gnhjfZpe-€

gZy\geklv gzZz~fejgh s_"~jbo ijhihabpec

\bdhjbklZggy ijkHZgm\Zgggh4dsb e<a \[m*"h\Zgbfb nmgdpeyfk

aZobklm \eA nerbg]lh\bo Z1Zd

\bdhjbklZzggy Zglb\ejmke\ |Z egrh]lh dinjhkg@®Z]h aiijhqZfgy

Ney aZobklm \eN riZojzZcklI\Z

j_Imeyjogh\e_ggy ijh]jZfgh]lh aZ[_ai;q_ggy [_ai_db

\bdhjbklZggy "\mor@@dIlgj¢pnedZpe-€

LZdh  keevdj_keblb \jZaeb\eklv dhfiZzgec |Z clvjghjBlb\gbo k
"h nerbg]lh\bo Zlzd AjhklZxgZ ihrbj_ge¢ly_az-d®ckl\Z
ier"dj_kex} djblbggm ihlj_[m dhfiZgechma Zloklke g thkkhyqb
ajmqggeklvddS\ g ih\bggZ ijboh\m\zZdB]jim&mcgmbg]h\bo ZI1zZd
le7ijb}fklIN\Zz fzZxlv Zdlb\gh gzZ\qZlb k\edhjixighgdkevdgim
dhjihjZlb\gm kieevghlm a”~Zlgm \qZkghh|hl&ZilagZ\ghbcKkRAmZi
Reyohf gzZ\qZggy a de[_j[_ai_db 1Z \bdHhijbdkHiFhy gyhKjiZ fgetz]dre a h
aZ[_ai_gq_ggy hjljzZzgeaZpe€ fh mlv _n_dIbd¥ghimZgpbsZdbok [_
g [_ai_d aZzZ[_ai_gmxqgb ihklecgm [_diZ ddhgbh\h€o hi_jZp-c
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Yd [meh aZagZq_gh Atds*"Zomgd&[eevr ihrbj_ghx nhjfhx
egnhjfZpe€-ithkbleZzggy yd_ qZklh \bdhjbklh\m}IvRhwkieyinkijhs_ gt
Ah \-jLkmjke\ LZdh " m dhgl_dkle de[_j[_&i bdb $5& &lyg\he a&Z m\
pvh]lh ihkbeZggy } djblbggbf _I1Zihf m\BbyherlgglhV¥hoeBlZd
hkdeevdb kzZf_ \hgh ijboh\m} rde”eb\bcc \gKIrZkijjZ¢kvagbpee-
ljb j_ | _evghfm ZgZeeaes kljmdIimjb 1Z 7~ flh_ eB\h hkiby\bddglyy
ihl _gpecgh g _[_adidlgfb 45 aZih[<]lb €0 rde*eb\hfm \ieb\m

| _jrbf _1Zihf gZ reyom ~h \by\e_ggy-dhrbg}htbaMSm\Zggy
ihkbezZggy IZ ch]l]h ih"Zevrbc ZgZea gpycghydajgagbi\hkl _c Z[h
hagZd nZevrb\hkle g_h[oe?gh j_I_evghklbbghb]elylgmelbgoke gd _
feklblvky \dh%e+ P _c ijhp_k \dexqZ} "hkee""_ggy*ifZlighdnem i_j_
"hf_ggbo f _g reyom ~h j_kmjkm iZjpffrblge¥ dZMNzgb b

Hkh[eb\e hagZdibhkhe\Zdgyo } dexgh\bfb dhfihg _glZfb ZgZe-
iZjzZf_ljb "~ha\heyxlv \by\eylb i_\ge \efZddgjtkikbbdB oyde }
Ibih\bfb ey i**"hajeebo Z[h ihl_gpe&kdreZdv*eb\bo ih
M IZ[ebpgX_~ gh i_j _eed hkh[eb\bo hagzZd ihkbefZ¢lghm h[jZgbo
\by\le _ggy nerbg]m

LZ[ebpy

Hkh[eb\e hagZdb ihkbeZggy
Deevdeklv "\ecgbo kdekghb(
GZy\geki¥ZNj3 kb [_aihk_j_1
ihkbezZgge
GZy\geklv kbKhHEmhZ ©#?2
>h\"bgZ ihkbeZggy
GZy\geklv [md\ g_ eZlbgk
ZenZ\slm
<bdhjbklZggy aZobs _gh]h
Deevdeklv “ge\ "h aZdegq |
Ne€ "hf _gZ
Hkh[eb\e hagZdb "hf] Deevdeklv ~ge\ a fhf_glm |
Ahf _gm
GZy\geklv ierrhf_gm

| _j_c™ _fh [_aihk_j_~gvh ~"h Zelhjblfe\ §gybrgHhgdpggZz\qZ
gZ\qZggy fh™_\dexqZlb jhajh[dm fh*y ¢¢gZ yd@HlgZ\gzdhv\iZevgbo
NZgbo I1Z \bdhjbklh\m}lvky ey h[jh[dh_"Zd9ogayf jlhaxmievIZIm
>ey "Zgh€ az”Zqe [m”_fh jhaley”~Zlb I|&h"ihge\gZ\rbldg H\R
9Z\qZggy 9g_cjhgge f_j_"« 1Z "_j_\Z jer_gv

GZklmigbc djhd p_ ZgZeea | _dkim ihkbdXglg§g B "ddihfh]hx
Fhige fh”~_ee ij_"klZ\eyxlv kh[hx kdeZ~rg|hfzdhfzblqggg-
kljmdImjb sh gzZ\qgzZxlvky jhamfelb 1Z glg}de jmj\ZdldbfhReogvhx
hkgh\ghx f_Ihx } jhamfeggy fh\b \by\lenkdgy &eZdhdkfejdZ
arzZlgeklv klI\hjx\ZIlb gh\e fhige \bk&R\axIRKYhy*Z é« gdbdec deevdhk
NZgbd #dklZo ~hdmf_glZo \_ebdbo dhjimkgdeZer\e gg}\bo fZI

=heh\gbf ihgyllyf ijb h[jh[pe ijbjhrgh&<dheB hj]\Z dldgy
< _dlhjge \e*"h[jZ pgoypbkeh\e ij ~"klZ\e_ggy kee\ Z[h le\dklh\bo nj
m \_dlhjghfm ijhklhje Kmlgeklv \_dhjighkey]\2PRA[JEfmg sh \hgb }
keh\zZfb gb |_dklhf m nhjfe ajhamfeepdb \"ggedh¥e¢fl][jZ gZ
k fZglbggZ IZ kbglZdkbqgqgZ egnhjfZpeyggy gihjE nNRAGrZm IZdbo
ijhklhjzo ~_ koh'e keh\Z Z[h njZab jhades "gr hégbhydh h~»
\eMh[jZ Zxqb €o0ge k_fZglbgge \e*ghkbgdd\hjBlb ~kh@akh efyr
deZkbnedZpe€ vydZ a”ZlgZ \by\eylb \bj&lab shA[Rddexngphl\w» diagZ
fh eb\m azZ]jham de[_j[_ai_p-

Hkh[eb\e hagzZdb Z7j_kg

t

270



1GNHJF:LBD: L: F:L?F:LBQG1 F?LH>B < FH>?EX<:GG1/ " Lhf

LZdbf gbghf a | _dkim ihkbezggy fb hhbfmjifhkéh]ea_aglgke
m \b]Jey”~e \_dlhjm ydbc *"Zee [m"_ \dadhjKidhim\¥dbkye ¥Zge+ "ey
Zelhjblfm fZrbggh]h gZ\qZggy

;eh-ko_fzZ az]lZevgh]lh Ze]lhjblfm \byle_ggydhrteAbg]h\bo
ij_"klZ\e_gZ gZ3bkmgdm

=eb[hdbc ZgZeea klI\hj_gh]lh f_Ih*m \by\d5gdyes\nerbg]h\b
kijyfh\Zzgbc gZ hpegdm <ch]h _n_dlb\ghkhdeZ&gbcdggg2ran
j_amevliZle\ I _klm\Zggy sh hohiex} lblyggkhZIIiZjkgvateldgie*oh”m
"h \by\le_ggy i**jh[edlgdd 45 _|IZ pvh]h Xmg&ZeZqmibtihl _gpecg-
fh eb\hkle 1Z h[f_~ _ggy aZijhihgh\Zgh]lh _tiklikr*mjhlib*dkEqgl
nerbglh\bf Zzlzdzf

?n_dlb\geklv fh* _e ¢ m fZrbgghfm gX\@ZyHaZ & Kh gz g €
deZkbnedZpe+€ qZklh hpegx}lvky azZ “fhetfddmxsioz Mdinpg. i h
Py fZljbpyexgh\bc egkljmf_gl ~ey ih"Zevrh€ hphgdbeyh” e+ s
\bagzZqgblb jeage ihdZagbdb 1Zde yd IhgbnlelvgghvieB\egly ki_

JbR ;ehldo_fzZ Ze]lhjblfm chZ’\mrrgZLEj_"f_l nerbg]m

>ey h[jZgbo Ze]hjblfe\ fZrbgghlh gzZ\gapydg{im&bjhpheaj
ihfbehd yde m \b”e NeZ1jZf ij_"klZ3e @2[gjZ jpbkbogtheZ*Z\ky a

ihkbezZgv a ydbo \biz~dh\h h[jZgklZg{meh \pbdmbZggy Z
j_rlz ey | _kim\Zggy |I_jre jhajZomgdébfmea \InlghfBEgkZggyf
ZgZeeam hkh[eb\bo hagZd ihkbeZggy [pb 42elEZjdinc [jheajh
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\bjer_gh \ijh\Z~blb fh\gm fh”_ev ydZ agZggbdlbige\isbeZ
jhaieagzZ\Zggy

HelipoHa Mepexa Ge3 MoeHOI Moaeni Bunafkosii nic 6e3 moeHoi Mogeni
8000 8000

7000 7000
6000 6000
5000 5000
4000 4000
3000 3000
2000 2000
1000 1000

0 0
T ™ P FN ™ ™ 3 FN

HelpoHa Mepesa 3 MOBHOIO MoAennio Bunankosii nic 3 MOBHOW MOAENNio

10000 10000

8000 8000

6000 6000
4000 4000

2000 2000

JbB >e<Z]jZfb agZq_gv fZljbpe ihfbehd

HIijbfzZz\rb fZljbpx ihfbehd fb i_j _oh”bfldethdghkgphrdbmg
f _Ijbd _n_dIb\ghkle fh”_ee \ [egZjgec WgeZ&bozZzdhpg \-Aa)\E
fZljbpe \bagZqgzZxlvky |Zde iI0fZagbdb yd >

lhggeklv DFFXUDF\

\emqggeklv SUHFLVLRQ

ih\ghlz UHFDOO

ki_ p b n-eq gsdebificity);

F-fejZ -score).

Dh_g a pbo ihdZagbde\ \e~h[jZ Z} jeagklZKihdlbe \n_dlIb\c
dhgl_dkle dhgdj_Igh]h az\"Zggy deZkbm djdlZzp -gZ 2 ded[pbo
jhamfeggy Ih]h yd ~h[j_ fh™_ev ijbkdah&kagm\}ldgkhy *h\glbo deZke\
Z IZzdh™ ~“ha\hey} a”eckgblb ihje\gyggy ba gy rixfto hHhZfhe y¥h
\bjer _ggy azZ™Zq-

>ey jhajZom\zZggy pbo f_Ijbd \bdhjbklj\frmel®]gZklimiges n

#?QNN=?U'62E6O a
GZEGOEéZE(O

2NA?E
OE—I%—&.—(S 2a

AA?= HH-LS 4
7= a
62E(Q
5LA?EBE %y &
' ‘60E (

lekey jhajZomgdm hkgh\gbo f_Ijbd |2djge ke bhng lgeelk\N vk | ve
l1Z ki_pbneqggeklv fh'gZ jhéqjponsydreh BfejZz } dhf[egh\Zghx
f Ijbdhx sh h[f}*gm} \emqggeklv « gamhég\-lgivkEM\ _eagZqg_ggy
NhjfmeZ jhajZ eimpd®: ) )
(an?KNAIZI\fl,?AI?EOEKJ U4A?=HH
' 2NA?EOEKJ E 4A?=HH
Py f lIjbdzZ gz~Z} dhfie_dkgm hpegdme_njdobn\gixgb fihd* e
ijZ\bevgeklv deZkbnedZpe+€ ihablb\gbo VvjbdkZi s nogbled)\glgly
ihfbedh\bo deZkbnedZpec ihablb\gbo 1Z"¢g\_]Zhlg\grlkov ijbRe&
ihdZagbd "hihfz]z} a~eckgblb [cevr h[fftIMo\@ cihi-\gwngdyblb
€ogx aZ]Zevgm _n_dlb\geklv m \bjer e aZ"Zqe deZkbnedZz
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>ey hpegdb _n_dlb\ghkle jhajh[e_gh]hhAZd h 4 meadh ind m
\erh[jZ Zxlv agZq_ggy \keo \bs_ i_j_jAholl\lbydplokie ljMdjZfdZo
ihklz\e_gh€ azZz~Zqge jhaicagzZ\Zggd/hfevbp]HjBosdb \e"h[jZ Zxlv
ihje\gyevgm oZjzZdIl_jbklbdm yd Ze]hjb\gAdg8&xrdgdhPh k@Zh]h
f ITh m ~h 1Z iskey \ijh\Z~" _ggy fh\gHZI|IbhZg&e+sdmam£ f _IjbdZfb
~n_dlb\ghkle ij _~klZ\e_g4.9Z jbkmgdm

HelipoHa mepeska be3 MoBHOI Mogeni o Bunaakosii nic 6e3 MoeHoT Mogeni

1.0

0.8

0.6

0.4

0.2

0.0

Accuracy Precision  Recall  Specificity F-score Accuracy Precision  Recall  Specificity F-score

HelpoHa Meperka 3 MOBHOIO MOLENNID Bunaakosiid nic 3 MoBHOW Moaenno

1.0

Accuracy Precision  Recall  Specificity F-score § Accuracy  Precision  Recall  Specificity F-score

JbK >Z]jZfb agzZq_gv f_ljbd _n_dlib\ghkls

<bkgh\dd jh[hle ijh\_~ gh ZgZee+a nerbglm 2 bayAkhpedy”€Zd ch]h
aZih[e]Zggy Z 1Zdh  gzZ~"Zgh \Z eb\_amy\vedmgy_ijiblZglgh kdezZz"Z
m kmqgzZkghfm pbnjh\hfm k\el[e
Jhajh[e_gh f_Ih” \by\e_ggy -dhrbgdmy\dbH8 [Zam}lvky gZ ZgZ:«
hkh[eb\bo hagzZd ihkbeagdlggllZzglomhibdhjbklZggyf |_ogheh]ec
fZrbggh]h gZ\gZggy |Z fh\gbo fh”_e ceedjh\n"dglh\ghgl~
aZijhihgh\zZgh]lh. fHIhofrAge j_amevliZlb ~Zxlv ihgz”* Ilhgghkl
\by\le _gge* nerbgRAbION*\:gZeca hkh[eb\bo hagZd ihkbeZgv ah
iZjzZf_lje\ 8B+j _k kljmdImjb ihkbezZggy kljmdIimjb\hab\gm lhsh
kiI\hjblb fh~r_ev ydZ a \bkhdhx IlhqggeklpedgaicraeegBy]hhd_g
ihkbezZggy LZdh  ZgZeea |_dklh\hkhsg\nh g Zdridhfdo]h% fhlgbo
fhr_e_c ~zZ\ afhlm \by\blb \erfegghkfh\h kethBIkh\ibhdm_dkle\
ihkbezZggy
HI"_  p*hkee”" _ggy\ZzZéb\_ | _hj _Ibqg_ 1Z ijzdlbgg_ agZq_
Jhajh[e_gbc f_Ih” fh™_ [mlIb \bdhjbklgglyc[*ay_idhd jdhgb kIm\zZq-e\
ijb \az}fh"e€ -dhMAfb Z 1Zdh" \ijh\Zz~"" _gbc m azZobkg_ ijh]
aZ[_ai_qgq_ggy fh[eevgbo ijbkljh€\ Z[byklj\ikt\ gphc\dly\rde"eb\e
ihkbeZggy -l&Zh4b
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METHOD FOR DETECTING PHISHING QR CODES USING MACHINE
LEARNING

A. Kasaiani, N. Kushnirenko, O. Troyanskiy, V. Paalo¥

NationDO 2GHVZ 3RO\WHFKQLF 8QLYHUVLW\
1, Shevchenko Ave., Odesa, 65044, Ukraine
e-mail: infsec2011@gmail.com

Today, there are many tools that can detect and block malicioushatkedd to phishing sites or malware.
However, most of them are not yet capable of validatingcioak QR codes, and this gives attackers the
opportunity to actively use them in attacks. Phishing using QR déedexy similar to other forms of
phishing. This attack aims to manipulate users and obtain perstarahation from them, such as login
credentials or financial information. Essence of phishing usingd@@Rscis not new. The main difference
is that in this case, a QR code is used to redirect the \iznmalicious website. The purpose of this work
is to increase the security of users in the digital environtnedéeveloping and implementing a method for
detecting phishing QR codes using machine learning. The work adalygemethods and means of
countering phishing and attacks through QR codes, which made it pdssildiermine the directions of
development and the main tasks of the research. Developed metho@sttie analysis of special features
of the link and its text using a language model, on the basis ohii machine learning algorithm was
trained and tested. The created method of detecting phishing QR codes sitipificacases the safety of
users in the use of QR codes. Analysis of the effectivenes® afetveloped method showed a result of
more than 90% detection accuracy. The method of detecting phisRrmpdes, developed within the
framework of this work, can be successfully implemented in thigitaes of various organizations,
including enterprises and institutions. This method provides an opportunituierthe risks of phishing
attacks through QR codes, resulting in increased security foogegs. The results of this work can be
used in further research, development in the field of cyberiseand combating phishing attacks through
QR codes.

Keywords: phishing, QR code, machine learning, cybersecurity, language model.
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HJ Hkdhedh\Z < < Ahjeeh

GZpehgZevgbc mge\_jkbl_ | S3HA _kvdZ iheel_ogedZ’
1R_\qg_gdZH"_kzZ ,MdjzZz€gD
e-mail: vikazorilo@gmail.com

M kmqgzkghfm k\ele "m”_ qgZklh ihklz} iblZzggy shih a[_j_~_ggy 1Z e
iZjhevgbo "Zgbo 1kgm} gbfZeh kj_jknkjReYZ ~rglyddpol ihlje[gh
fZlb i_\ge “hkimib Z[b ihljZiblb ~h kbkl_fb Dheb j_kmjke\ ¢ iZjhee\ |
lh \bgbdz} iblZzggy ~_ <+ \ ydec nhjfe €0 a[_j*]ZIb AZa\bgZc "ey
\bdhjbklh\mxlv ijh]jZfge jfergogQy jb iZjlred¥”"Zgh€ jh[hlb
ihey]Z} m i**\bs_gge _n_dlb\ghkle a[_j*]lZggy -e+gnhjfZpe€ a h[f_ "
Ahkimihf reyohf jhajh[db ~h”~Zldm a fh eb\eklx rbnjm\Zggy >ey
"hkylg_ggy f _Ib [meh ijh\_* gh hlJey” 1Z ZgZesa kmqgZkgbo f_g_ " _je!
ydbc ihdzZaz\ sh \ ih\gec feje ekgmxqge jer_ggy g_ fh mlv aZ”h\he\
\bfh]b [Z]Zlvho is?ijb}fklI\ ahdj_fz ie7Nijb}fklI\Zz ©2GHV6HR?2 Y (
azZcfz}lvky dhfie _dkgbfzZid!| lpg]hf « agZoh”blvky .m fekle H” kZ
>ey a[_j*lZggy e¢gnhjfZpe€ a h[f_~ _gbf ~hkimihf m aZrbnjh\Zghfm \b
[meh \b[jZgh Ze]lhjblfb rb®HM\Zgy iZjhee\ "~h ZdZzZgle\
ijZpe\gbdeAESZ "ey iZjhees\ ~h iglzftlg\bde\ ihkem] Rbnjb
hklZzggeo i_j \h”"beb m nhjfzZl ihabpecgh€ kbkl _fb qgbke_ggy %L
Jhajh[e_gh fh[eevgbc h®MZI'hd | +iZjhee\ ydbc [meh mkiergh
\ijh\z~" _ghm \bjh[gbpl\h ie7ijb}fklI\Z ©2GHV6HR? le"\bs_ggy
_n_dlb\ghkle a[_j*]l]Zggy e*gnhjfZzpe€ a h[f_"_gbf ~hkimihf gZ ie"ijb}f
©2GHVE6HR?2 \bfejx}Ivky \ ]Jjhrh\hfm _d\es\Ze gl *gB gy f_"Z ydh]h kc
lig Z[h sh aZ hpegtiZzfbrfbad\d\e”ih\erZ} foegefZevgh
g_h[oergbf \bljzlZf gZ mkmg_ggy gZkee*de\ \blhdm egnhjfZpse¢
g_kzZgdpehgh\Zgh]lh “hkimim ~h kbkl_fb ietigb}dkd\Z 1Z ijh_dle\
Dexqgh\e kehfzZg_~"_j iZjhes\ rbnjm\zZggy aZobkl egnhjfZpe€
de[_j[_ai_dZ

<klmMkmqgzZkgl\ferttm ™ gZklihklZiblZggh [ _j_ ~_ddgpnZobklm
iZjhevgbdgbakgmpfZel j\ekbXegl jgjlkmjkéhhydbohlje[gh
fZlbi_\g®hkimib[bhljZibldbhkbkl_fbhep kmjlki¥jhe{¥Z]ZIhh
\bgbd4BhlZzggy <\ ydeahjfe€oa[_je]ZI®Z*"Zgbthf_glekgmxlv
jer _ggydazZdjb\ZRWBgiblZggXel gbg”™ yde "heddbkh[eb\hkle
QZklimM\gbamgdpehgZ&ldih  eb\hbdhjbklIh\mN\Zbdbznfh\hx
ijbr[Zgeyp_gbk@[ebmhbizrdimdhjbklZgdnjh[gbpl*ey_ebdbo
dhfiZzgpykmfZh  _ky]ZI'b_kyldeegZ\elvhl _dbky@hezZjd\Zdhg _
aZ\ ' "Nthajh[gbfdlg _~" _jidheefZxlIvohjhrinimlZptX]Zldgb aq _
\bcreba jhkeckvdhblgdmZ ijhrh\ " mxIkie\ijZpx\ZlbdjZz€gZfb
| _jhjbklZzsthagb mh\ejfrhgb.oPelZegrdjbgbgkihgmdZahfiZzge€
[ZienNijb}fkI\AndZNe Zkger _ggVeyal _j_ _dg@dhlbr*mgnhjfZps€

hif_~

hf_

_ghbthkimityfdZzjhedexgehrbnjhzZelhjbllfr§ h

F IZh[hlbhey]Zddie*"\bs _ggm_dlb\ghKleje]ZogynhjfZ@m-€
“_gbfthkimihédyohjfhajh[dth”Zldhh eb\ekibbnjm\Zggy
>eyhkyl]g_ooghwiZ\e_fghBg_h[o*AQherbllgZkImegerZqe

1) hleyl’ZZgZ e&emaqZkplvogv
2)\bagzZq_fgdy”<ea[_jelZaggwhjfzpkEf_~_gbfthkImihf
3)jhajh[dj _dlimh]jzfgh?m~ZIdm
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4)j_ZeecalZjhlyZfghMM~rZldm

>eydhgdj_Ib@m”_fRAbjerm\ZIdbZgeaZrZdqeyis"ijb}fkl\Z
©2GHVOE6HRR[f_"mxqlgb pvhfmh eb\eklZ"ZilZpe¥dhjbklZggy
jhajh[dygrbos”ijb}fkl\
Hkgh\gZ qZklkbgigb}fkI\@2GHV@aZR#Z}Ivddyfie dkolgfi _jg_|
fZjd _Ibg]afgZoh”"bifklIH" keZkgmgFbgdm _10jhded} e jmi
kK\h€lkcn _jdhkemphdgzrZhfiZgegZklImigrajh[kZclAkI\hj_ggy
"bazZcigmclmZibkZggygh\ghimgdpesh&kZetmzhkghjhajh[e_gh€
CMS jhajh[dAhfiZgs€o-ijhkm\Zdgdseo-hilbfeaZpZyxlkl\hj_ go&
j_ZeeaZirfyie dkgh@l Ibg]hkh&!| J2€yijhkm\Zggsag KHme}glZ
hgeZcdhgl_dkjlgzeZ(PPC)IZj _dezZfEkhpeZeviglho Z(BMM).

>hpel€hfiZga¥€ jlZxIVikgdeag &khkem]zZDbh gblecagfXk}
\eZkgmkIimitthjeaglkd kl _kZcleR j\ek<kkg h[o*"bkImjbag Xk}
gZM"ZlbhfiZzge®€eyih~Zevrh@&[hlb Pe *hklimilgz*Zxlvky\ghbf
Kie\jh[elgbdBfiZgg€mkeEZleevdbf ol m”ijZpx\ZIpZth_dlhf
LZzdh\Zjlh\jZoh\m\Zébh \ dh gh]kie\jh[elgbHgZXeZkg*hkImib
gZijbdedhjihjZlb\igalZ jh[hgZdZmglkhpeZevigho Zelhfm
ih~e[g_

Mky j_eeqegBhjfZzgeygnhjfZpegx[f_~_gb¥hklimihflhfm
gbke\wrazZ[_ai_q €Edhigne” _gpecgh&ikghiZl®¢hklimighkiftemlv
aZe_ " Zllm_dlb\gekdyhlbie?ijb}fkI\ZZ ch]hdee}gle\iZjlg_je\
j_imlZpgegijb}fkiINgb[mldiZegra\Z ebVeeyierijb}fkl\ihdZagbdb
LhfdhfiZgaypedZ\eggZecghkhivZldewm|[_je]ZddgmgnhjfZpe€

>hrZlihkh\bg aZ”"h\hevg¥ldmiglffh]Zzfh eb\ekkVv\hj_ggy
ZdZmgagemmdh ghldie\jh[elgbfchZeb\ekk¥\hj_gg¥ibkaiZjheyflZz
egnhjfZpe}x ijh ijhmdEZkghfaddZmgdiee\jh[elgbdHB eb\eklv
ih~reeblbikjhe f iZjhenjhb dlsdegrbfkie\jh[elgbdhfhonzdlhjgZz
Z\| _glbnedidpy\gbdZnjm\Zgighjhereyoh*mZdZmgdnjm\Zggy
iZjhesijh_dle\ydea[_je]Zxlviky*h*ZldmZdh™™m _ \Z eb\hx 1Z
ijbgpbih\hx \bfh]lhx } |_ shjid&jfhZgbled”rih\ergh]llg_"" _jZ
iZjheg\ih\bggide\ijZpx\ZdbhfiZzgeyIN

JhaleyggiZkImjgr_ gdis].

LastPass.K mfe kg «ilOIS; Mac, Linux, Windows, AndroidHkg h\gmgdp-+€
[Zi_j \z]bh~Z1d256-[«1h\ _ rbnjm\Zg@ékS; PBKDF2 SHA 256 1|Z
o_rm\ZggyhrzZ\ZggEykheAAIhfZlbqmgZih\g_gdgyhes} _"Z]lm\Zggy
iZjhey_g_jZliZjjhee\ _ai_qgilZgheakieevgbdbltklmihghlZIlhidhrmd
iZjhe_ _fZ[hkzZclhffZkh\ "h"zZ\Zgb& a[_j_ _gd¥jhe\kbkl_fz
Z\lhjbazZgr€ "hesdBbah\mklZgh\l[dlg_jZIhijZjhe+fi_gr aZobs_g-
\bkhdZjlekbewep_g&<€bcrelajhkeckvdbpdm

Dashlane.K m f « k g «i0S; Mac, Linux, Windows, AndroidHkgh\gmgdp-+€
lzizjzf_ljph~rZId&\IhfZlbggZih\g_dgdyhesYZkh\"h*"Z\Zdgy
al_j_  _dig@yhe56-[¢«lh\rbnjm\ZgAE®; ] _g_jZlilZjjheehh eb\eklv
\g_k_gohyrzZldhipEhjfzphe ha[_j_ ~ _gixgheekbkl_fZ\lhjbazZpe+£€
fhieb\eklip "ZIm\ZghheeofZjgbdhgl_cgZjlhfZlbggdcgljhev
| _jfegRIZjegndjheedZrkbeZihpy hfe igivg_h[os~gakigbMNZg-
Ney*hkimifh eb\ekWkIZgh\bgth\bd_jkhgZevgbjhevG_"hee+db
\bkhdZjleklevep _g®-<ofZjgbtligl _cg hklmiglbevdheZlgdc jke€
Ahrazibdidi\erdjblcdh?[m2glhfh” _ijhZgZeeanp\ZdchNZ\by\blb
\jZaeb\hkle

1PasswordK mf e« k g «i®By Mac, Linux, Windows, AndroidH kgh\gmgdp-«€
l1Zzizjzf_ljBh”rZldwkhd@Z”ecgelgZy\geRI\m~h\Zghlly _jZIlhjZz
iZjheesf\h eb\ekkV¥\hj_ggvya_j\gbbiede[jb"PES-rbnjm\Zgalg8
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Z[RB56 [¢lghx fZzkdhx a[_ljZjZ9dlyn\Zigghea[_je]lZdhyZIldh\h€
\Z eb\h€gnhjfZpe§hljzfZz al_j*]Zgda¥jhe+\IPassword "la\hey}
ierdexqZlIbkydhfi xI_jeer""Ze Hlbgojhgegmkljh@Z hihfh]hx
}*"bghhtieedh\B¥FhblgikfZjlnhglZéD G_"hesdkhdz \Zjleklv g_fZ}
fh eb\hkh{fegx\ZIbkZgbfddhjbkIim\zZqzfb g ydel&Iblik"ibkdm
IhdhjbkIimjgeqvrg fZIbfAhkimfik\h€&dZjbo iZjhes\

Bitwarden. K mf ¢ k g «i®B; Mac, Linux, Windows, AndroidH kg h\gmgdp €
1z izjzf_ljpbh~rzZIdpz]ZlhnZdZhZ§l _glbnedZpeyaZrplnjh\Zghl]h
nZceh\hklmh\bsd ij feyfieZgZfb kbgojhgeaZpjdyx gazkdjeag
rbnjm\Z gAEp 2561 o _rm\Z dgBBKDF2 SHA-256;fh eb\«kilvkZIkz
\bdhgm\iZgb g Zink® h\ bBitwarden.G _*hed"ZIhd}\«~djblbc dh"

Keeper. K mf ek g «i®B; Mac, Linux, Windows, AndroidH kgh\gemgd p2 €

iZzjzf _1jph~rZldmjkhgZekgh\bsteydh ghlhhjbkim\Zqz Zz\IhfZlbqg _

aZih\g_gigdjhees\deevdeKlZgboydefh gZa[_je]ZIh *h*ZIdg_
h[f_ "mxlyRyg jZpZyhee\ ieMljbfdiZjimMZgbacgrbd _g_ "~ _je\
iZjhes\Z fh eb\eklvdkihjl4hPDF, CSV Z[hSON. G_"heettdezZ”"gZ
ijhp_~mpZ2gh\e_glgkimtmh[esdh\BhbKinih eb\ekIMZIBZgho
\bkhdZjlekiMkem]h\m\Zdgbygredajhkeckvdlgdm

>ey ajmqgghkle ihje\gyggy ckgmxqgbo ky IgVyelbdphpbklZ}fh

LZ[ebpy
Ihje\gyevgbc ZgZe+sa ckgmxgbo ZgZeh]e\
Nmgdpe€ GZa\Z fh]eevgh]h "h"ZIldm
LastPass Dashlane 1Passworg Bitwarden| Keeper
Rbnjm\Zggy ~Zghb + + + + +
Kbkl fZ Z\lhjbaZz + + + + +
Al _j_ _ggy + + + + +
j_"Z]lm\Zggy iZjh
KIVhj_ggy j_a] - - + - +
dhiec
<g_k_ggy “h~g o+ + + - -
dhf _glZje\
= g _jZlhj iZjhee\ + + - - -
Fh eb\eklv Nee - - - - +
iZjhevgbfb aZibk
Ajmqggbc | Z ij - + + - +
gl _jn_ck
KmqgZkgbc "baZc - + + + +
\lThghfgeklv - + - + +
<bcreb a jhkec - - + - -
jbgdm
<Zjleklv e*p_gg $10,20 | <" $19,95* $20* $45
fekypv gZ h
dhjbkim\zZqZz

*aZe_ "blv \eN deevdhkle ex” _c

Yd fh' _fh [Zqblb "h”_g ea ~h~Zlde\ g_ aZ” hijprevgy}
\bkmgmlbf \bfh]Zf <jZoh\mxgb \Z eb\ekhyos?gboaZygtdkllglb
jhajh[bfh \ezkg_ ijh]jZzfg_ aZ[_ai_q_ggy

>ey dhj_dlgh€[hlbi*?ijb}fkI\®2GHV6HRPo**§hai_qgh
al[_je]ZMrkImibh gh]hee}glzi_j ~Z\Z&bfe  kie\jh[elgbdZfb sh
ijZpxxlv gzZ” kieevgbfb ijh_dlZHkl mAbkZfcl«dhklbgZmdZmgle\
khpeZevigho lhsh<ljzZlZ[hblege}€gnhjfZ s ijb}fklfh _
ijba\_kfMhg [Z Zgdokees tiZN jeZevgbo |IZ j imlZpecgbo a[blde\

277

\



HJ Hkdhedh\Z < < Ahjeeh

yZaZ "Zgbo [m”~_ kdezZ~Zlbky a gZklmieyoa[lZ-éBpgyy ®BVHU
i YkljZpe€ ~Zgbo "ey A _glbnedZp+€ ZAmbaZpned ZjE \gDd d «\
©3DVVZRUGV?2 7“ey al_j*lZggy aZibkednthhfibpthzzgZZghyde } o
dee}glZfb iZjlg @HEHLYHS®OW \GZibikh | olh a ijZpe\gbds\
ihrseb\ky izZjhze & dbfijhch]lh klZInekjrgblZgh? ©g_ ijhgblzZgha
jibk .
Tadmuirst «receivepass»
»id
Taodmuirsa «passwords» name
id J login

password
name

coment

login Tabnuirsa «users»
——*user_id
id —— -
e : »fromUserid
login |
. »fromUserLogin
coment pass =4
user_id * - phone read
uid

job
name

Jbkl. Ko_fZ [Zab "Zgbo ey k_j\_jgh€ qZklbgb "h”*ZIdm

;_ai_dz ijhp__ RikljZzptE Z\IhjbaZdhi®kim\zqge\ \ kbkl_fe
aZ[_ai_gm}lvky reyohf rbnjm\Zggy iZjheyeeti@@ybdoZmbk\ h
Rbnjm\Zggy a”eckgx}lvky gZ k_j\_jgedZdPh{lgg-a[afs]i@xjlivky m
|Z[ebpe ©8VHU?

>ey iZjhee\ ijZpe\gbde\ \klZgh\bfh gZkimige\ bh@gZ " _gg

ih\bggZ [mlb g_ f_gr_ kbf\hee\ iZkhtelb idhggd [ghfAgm \ _ebdm
el _jm ohqgqZ [ h*gm pbnjm ¢« ohqZ dglzdb @ kiZlplaZigvhghci j eedm
agzZde\ ~ " " ZenZ\el fZ} kdez"Zdbkjyy ZjEEKbgRudpong 1Z

kKi_peZevgbo agzZde\ ihlm geklv ZenZ\slrhekdje\jZkdne\ZZ\ggy f
kbf\hee\ LZdbf gbghf ey i**"[hjm h~lgd&yhflkbefbhem NZjeZgle\
Z deevdeklv mkeo fh eb\bo dhf[¥gZpec kdez"Z}

A fejdm\Zgv [_ai_dpZiKjheeje [mMm *mlv a[_j*]Zlbky m \b]Jey”"e
al_g_jh\zghl]h azZzkh[zfbSHAe]hjbhfmZjhey ijb rbnjm\Zgge [m”"_
AhrzZ\ZIbkv ©Okeev? JZahf a egrbfb "AdgbfiZjhj@vijhpjdody} gZ
k _j\_j ~_ klI\hjx}Ivky gh\bc aZibk m |[Z[ebpes ©8VHUV?2

>ey "h~Zldh\h]h aZobklim Xthdbdgblkljg@n _glbnedZpex ~_
Aim]lbc nzZdlhj aZobklm [m~qg_j Zedahl\zjghb\gbc ghf_j |I_e_nhgr
ijZpe\gbd2y Z\lhjbazZp+€ qgb j_}kljZpe€ dhjbklm)&fgeNo g_h[o™
i*M\_j~" _ggy m \blJey”e dh"m ydbcydmBoithyLrflee ypty g Z
\dZaZgbc ghf_j I _e_nhgm Ijb j_}kljZky€Eebh” gz kbeZdmh ydsh
dhjbkim\zZqz s_ g_fzZ} m kbkl_fe Ijb «Z\jBjbgaZIipk§ dheétvdb m
\bizrdm ydsh \dZazZgbc dhjbkim\zq \"bkdZfe }kljh\Zgbc m k

[~ gZk jh[hlb a ijh_dlZfb azZfh\gbde\ ih@&2@&HMVpHRIgbdb
kKI\hjxxIwm azZklhkagidwb ijh dee}lgdklnmighgnhjfZpe}x gZa\Zz
ijh_dlm eh]eg iZjhev IZ dhf_glZj Néknhd@adj Cphr]a[afe]ZxIvky m
[Zae "Zgbo m OZRfsopmlé 1Zjhev 1Zdh™ a[_je]Z}Ivky m aZrbnjh\Zc
\b]Jey”e Rbnjm\Zggy \**"[m\Z}Ivky gZghd®kljh®€h ijEpr\ yd

278



1GNHJF:LBD: L: F:L?F:LBQG1 F?LH>B < FH>?EX<:GG1 ¢ - " Lhf

\eNijZ\blb €0 "h [Zab "Zgbo

ljb kI\hj_gge ijZpe\gbdhifjladidklmglZz ihe_ a iZjhe_f ijh_dIm
rbnjm}livky Zelhjblfhf kbf_Ijbggh]lh ABSAjm\Aggy‘hihfh]hx
mgedZevgh]h ~ey dh 'gh]lh ijh_dIm dexa@l_jy9Zj}itMmkyogy nZiteZo
"hnzlidZz 1Z jZahf a egrbfb ~Zgbfb \e"NidZAbey}Zgidye xgh |
al_jelZ}Ivky \ [Zaes "Zglpasswotdg eZpb & h\Zghfm \b]Jey”"e

>ey lh]h sh[ jharbnjm\ZIb iZjhev g _bilonY4d mhiheékj*ey
\\h~Am \\e\ \eZkgbc dexq rbnj@d\Z@ggy agZkkgb dexq rbnjm\Zggy
ih[Zgblb iZjhev \ » _rbnjh\Zghfm \b]Jey”~e g_ fh eb\h

FonoeHa -+ ronoeHa +

.(: 1912 2023 01°56:19 e < 19.12.2023 01:56:19 X
JocTyn o KopnopaTWEHOI CpM LocTyn oo KopnopaTusBHOI CpM
oskolkova oskolkova
Bnacuuil gocTyn 40 KOpNnopaTHEHO! BnacHuid locTyn A0 KOpropaTUBHOI
CpM-CHCTEMI CPM-CUCTEMMU
ashKArmD6Qc)12T5tGelrg== ® naponb &)
l ) OLTgsljzZdfoz7qoiz+NSIALaTgt1c3kCp84

Poswwpposath PoswmbposaTi

JbR.> rbnjm\Zggy iZjhex

ljhp_k ] _9g_jZp+*€ dexqZ rbnjm\Zggy [mereyaohrfhkdhgZe_
"hnrz\NZggy eh]legm dhjbkim\zZqgzZz 1Z dhg\ _jiZAESE demgZ a rbi
ij_~klZz\e_ggy \ ihabpecgec kbkl_fe qgqbkeZzgghhyyd®EDYHpey H
kbf_ljbggh]lh rbnjm\Zggy iZjhey a "htjiZ2AZ<dg¥pfd2£ hl]Algdkhe-
ij_~klZz\e_ggy rbnjm m %DVH aZ[_aigygm}anthidbkigylay ne\ _
r\b~rdeklv rbnjm\Zmggdlb\geklv 1Z ajmqggeklv \ jh[hle a dexqg _f rbnj

Fh eb\eklv ih”eeblbky iZjhevgbf azZibkhf gbdkdrbf ijZpe\
aZklhkmgdm j Zeeah\Zgh m \bhemdhgumddpt8 ijZpkXgbdZz
i_j "Zqe dhgdjazgbkmiZzjhe f < IZRHFHLEHSD YVRfmMm [m~" _
kI\hj _gh aZibk a egnhjfZpe}x iglalijh_dhdemy iZjhev ;IZ dhf_glZz
N _glbnedZlhj IZ2\eéhl\pbadZ glbnedZlhj hljbkhmAlngkE aZibkm
©ijhgblzgh?2 ©g_ ijhgblzZgh?

[eN qZk j_}kljZpe€ ij@prXgdbwky fh eb\leklv aZih\gblb ki_pe<Ze
nhjfm ydzZ \dexqZ} gZklmige ihey dijZzdvidfh\e <&ly]egh ghf_]j
| e nhgm ihkz~Z \idhliedlipgk&y aZih\g_ggy nhjfb 1Z gZlbkdZg
dghidb ©AZj_}kljmkglb ky®ijZ\eyxlvky gZ k_j\_j "ey i ¢ \ejdb g2
\ [Zas ~"Zgbo Ydsh a[e] agZc”_gbc dhjbkhmhaZggwnljiphm} ih
ekgmxqgbc ZdZgndgh eb\eklv j_}kljZpe€ a azZ~Zgbtllyzidjzf_ljzfb
kbkl_fz i_j_oh”blv ~h gZklmigh]Jh\ejddZimazt \dZazgbf ghf_jhf
|_e_nhyg¥Z"kbeZggy ih\e*hfe_ggy a dh*"hfiiKI\\y*kex\gdggy
[hle\ g_j_a ijhoh”" _gglykd.Ziqg-

< j_amevlZle mkiergh]h ijhoh?” ggy h¥ipgdwkyhghlBcm Kkl
aZibk m [Zae "~Zgbo a -egnhjfZpe}x ijh ijZperglZeZghZ ch]r
A glbnedZlhjhf Pe aZoh”b agZggh ie \bdmxlykjpXpag€ [Zai_
al_j_ _ggy "Zgbo dhjbklm\zZqge\ m kbkl_fe

\lhjbazpey ijZpe\gbdz i_j ~[ZgZ} \\_"~eggyghiZgbo eh’
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| e _ nhgm iZjhev mgedZevgbc dexq "ey rpniphNkygygZydbc
ijbkljh€ dhjbkim\ZqzZ lekey aZih\gjlggy \™oZ}hwely iiZ rm\Zggx

a keeex sh ~halhey} af_grblb jbabdb ZIZd|dcXbdigjhkl|Zggy!
|Z[ebpv?® \eA[m\Z}Ivky ihrmd hljbfZghiiW dshmgibk ajgZc”_gh
dhjbkim\zZq Z\lhjbam}lvky \ kbkl_fe Y gZAUfth\ZA [N B}bakZpe€ Z
irkey i_\gh€ deevdhkle g _\"debhdmkiZdhgy+ZdZmglZ P_ "~hal\lhe
ijhlbklhylb fh eb\ec ZIZpe i_j_[hjm iXjhehrX2©]jm][hx
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Jbk. GZ"kbeZggy ih\er"hfe_g JbK IjbdezZ” ijhoh”" _ggy d:
e\ _jN"_ggy

>ey \b\h*m gZ klhjegpe Thxpm\iglodZ chfm ijhaZilgkrd
kbkl_fzeaZglbnedZIlhjhf ijZpe\gbdaZibl\Mjx}[Zab ~Zgbo ~h |Z[ebp
@®DVVZRUGV?2 IZ ih\_jlz} "Zge sh gZe<e<@I|Wvhdhjddlb\VZOe y\ikb
j_"ZIm\zZIlb klI\hjx\Zlb gh\e Z[h gzZ1khe&vb "&klchhm_ Ak ijh_dIm
[mMA_ \erh[jZ ZIbkv m aZrbnjh\Zghfm \mljen\Zeggyey_ jHashgh
\\ klbdexq

HrghgzZkgh a pbf gZ ijbkljh4€ «%ijjZpg\gdrlZhgm}lvky
] g jZpey dexqZ rbnjm\Zggy sh [m~”ky\belyjbrbihim\Zdlyy -
A rbnjm\Zggy iZjhee\ yde dhjbkim\Zeg &N ]KIVhm\ZHBZIdm

>ey lhlh sh[ ih~*eeblbky iZjhe f galZlibk*@hiBA[h£lbf [Z
ekgmxqgh]lh dhjbklm\Zqz ae< kibkdm Hlplgirbge dhblkdirb Z\g ¢\
a[_je]Zxlvky \ hdj_fhfm \edge ~_ fh gZ ibhjZgbibdzaXidblkdh]h [m\
hljbfZgbc aZibk >ey ~ _rbnjm\Zggy hljbhqgbbdg haZhbjlb«s\Z @
dexq Ih]lh ijZp-\eg'bhjdZAgbAZ+"gh \klZgh\e_gh€ gZ i*"ijb}fkl\e ihee]
[_ai_db ~"Zgbc dexq fh'gZ hljbfzZlb azZz hnhhjf&”"§dofelalZZbhh 2
ydbc fZ} ko\Zeblb d_je\gbd ijh_dIm
<bkgh\digh\_~ gh hley”™ 1Z ZgZe+sa kmqgZkgbo ipjherw a\[_j_
j_amevliZle ydh]lh \by\e _ghf_gh”ekpmkgjphees\ ihijb k\h€ i_j_
fZzxlv jy® g_"heede\ yde 7~ey dhgdj_lgbanlive"\jhyp¥ixIbk¥h"
g_ijbimklbfbfb 1Z kihgmdZIlb "h jhajh[db \eZkgbo jer_g

>Zgm jh[hIm [meh \bdhgZgh ~ey i*"ijbH*|\ZaZXGHVIBHR 2
dhfie_dkgbf e<glfZjjg llbg]hfyd_ ihlj_[m} hkh[eb\h€ m\Z]b m ibl

"_9g
\Z]b

280



1GNHJF:LBD: L: F:L?F:LBQG1 F?LH>B < FH>?EX<:GG1 ¢ - " Lhf

al[_j_ _ggy iZjhee-\

Jhajh[e_gh ijh]jZfgbc "h/fZbhd*" 4 iZjhee\ Hkgh\gbf
nmgdpehgZehf ijh]jZzfgh]lh ~h~Zldm } jaZkbkghpek|I mXXidejb
fheb\eklv kI\hjx\ZIlb IZ ~eeblbky iZjhewghdibk 2 g\pHb 2\| Z d
aeh\fbkgbdey \Z]b jhajh[e_gh]h azZklhkmgdm mxqghbfdhgygge a
ZgZeh]lZfb ihey]Zxlv m \"hkdhgZe_ ¢& djdpgZmbhjon\iZypry "ey
iZjhee\ sh a[_je]Zxlvky m ~h”*Zldm rekgplgfm*dhiZbEbayZqzZz 1Z
dhg\_jlZmpr§§m dexqZ \bdhgzZgh]h AESIZEE MO\ b/ imab p ey
kbkl_fb gbkBaspelZjhee "hkimim ~h ZdZgles\ ijZpe\gbde\ a[_j]2Z>
K_j\_je m \blJey”s o_rm O_rm\Zggy B iBMAS lar kK¥Yh Z2\|Aggyf
khes

le"\bs _ggy _n_dlb\ghkle a[_je]Zggy egoihfjfZpkelnidh[f =~
ieNijb}fkl\e ©2GHV6HR?2 \bfejx}lvky \ Jghghdahfgb gg\f\Z2Z ydh]h
kdez"z} lig Z[h sh azZz hgegdzZfbjjbabdih\erZ}
fegefZevghh[oergbf \bIljZI1Zf gZ mkmg_ggy 9gZkéZDPd€\ dblhdm
g_kzZgdpehgh\Zgh]lh "hkimim ~h kbklijfb_icIei\bdllék}gZe\Z
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ENHANCING THE EFFICIENCY OF STORING RESTRICTED
INFORMATION

O.R. Oskolkova, V.V. Zorilo

National Odesa Polytechnic University
1, Shevchenko Ave, Odesa, 65044
email vikazorilo@gmail.com

In the contemporary world, there is a frequent concern regardingréiservation and protection of
password data. Numerous services and internet resources r@ggifie accesses to enter their systems.
When dealing with a multitude of resources and passwords, the quesemas to where and in what
form to store them. Typically, software solutions, namely pasbwmanagers, are employed for this
purpose. The objective of this study is to enhance the efficiehstoring restricted-access information
by developing an application with encryption capabilities. dlneve this goal, a review and analysis of
modern password managers were conducted, revealing that existungprsolfail to meet the
requirements of many enterprises, including 'OdesSeo,' a doengige internet marketing enterprise
located in the city of Odesa. For the secure storage of tedtaccess information, SHA3 encryption
algorithms were chosen for employee account passwords, whif&e2BE was selected for project
passwords of service clients. The latter ciphers werelatadsinto Base64 positional numeral system
format. A mobile password manager application was develapddsuccessfully implemented in the
production environment of 'OdesSeo.' The increase in the efficieficgtoring restricted-access
information at 'OdesSeo' is measured in monetary terms, witlowlee threshold being 50,000 UAH or
1,200 USD, representing the minimum necessary expenses, acctwrdiis§ managers' estimates, to
mitigate the consequences of information leaks or unauthorized &mdbssenterprise system and client
projects.

Keywords: password manager, encryption, information protection, cyber security.
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GZpehgZevgbc mge\_jkbl | ©H” _kvdZ iheel_o0gedzZ?
R \q_gdZ ij HA kZ MdjzZ€gZ
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M \biz*dm dheb ijh[e_fZ \bgbd&}li_meZepklb il\bgge [mlb

\i_\g_g* sh [m"mlv ih\e*hfe_ge ijh g_€ 1Z hljbfZxlv g_h[os~gm egnhj
Ney €€ \bjer_ggy c \bdexq_ggy ih”e[gbo kbImZpec \ fZc[mlgvhfm <Z
_e_f_glhf fhgelhjbg]lm f_j_ "« } kih\es_ggy Dheb \ f_j_"« \bgbdZ} Zghfz
ih\_negdzZ kbkl_fZ ih\bggZ g_]Zcghi_ih\Zehkbdb sh[ \hgb

fhleb r\bArdh j_ZIm\Zlb Kzf_ Ih”e ijhp_k \erghle_ggy klZgm f_j_ "«
gZc[*evr _n_dlb\gbf Fhgelhjbg] f_j_"¢ \ h[h\ yadh\hfm ihjy*rdm ih\b¢
\dexqgZlb zZ\IhfzZlbgqg_ hljbfZggy ih\«~hfe_gv ijh a[h€ |Z ih"e€ yde ft
\ieb\Zlb gZ ijh"mdlb\geklv M jZae+ ihfbedb [1Zde kih\es_ggy fZxlv

gZ”*keZge q_j_a _e_dljhggm ihrim 606 Z[h egrbc ajmqggbc dZgZe >
f_j_"e \bfzZ]zZxlv kbklI_f yde fhleb [ «*_glbnegmedgh\ffdaeb\hkle \

gZke Lhfm ~_yde kbkl_fb fhgelhjbg]m f_j_ "« gZ\Bxiv fh eb\hkle ~ey
NZgbo ijh [_ai_dm IZzde yd f_j "~ \e "mjgZeb ‘mjgZeb "~h~Zlde)
ih\e"hfe _ggy ijh [_ai_dm Pe ~Zge a[bjzZxlvky 1Z ZgZecamxlvky "ey \k
ZghfZeec ¢ \ jZae ihy\b aZ]jha fh eb\h gZ~ekeZlb kih\es_ggy \eMih\e~g
ki_peZeeklm LZdbf gbghf kbkl_fZ fhgelhjbglm f_j_"e ~Z} fh eb\e
aZ[_ai_gm\Zlb g_i_j_j\gbc jh[hgbc ijhp_k \e”rkl_"m\ZIb klzg f_j_
\gzZkgh j_Z]Im\Zlb gz fh eb\e ijh[e_fb iheeirm\ZIlb _n_dlb\geklv jh[l
f_j_"e ieMbsm\Zlb gZ”ecgeklv |Z [_ai_dm f_j "¢ <jZoh\mxgb p_ f
ajh[blb \bkgh\hd sh ey mkisrghlh nmgdpehgm\Zggy f_j_ "¢« "m _ \Z
ijh\h~blb €0 fhgelhjbg] 1Z \qZkgh j_Z]Im\Zlb gZ \bgbdg_ggy ijh[e_f >e
ihlje[gh \bdhjbklh\m\ZIlb ki_peZeeah\Zge kbkl_fb fhgelhjbg]lm yde .
r\brdh ZgZeeam\Zlb klzZg f_j_"+ \bagzZqZlb ijh[e_ifihe fekpy IZ ih\e~hfey
gbo \erih\ergbo ki_peZeskle\ Py jh[hlZ [meZ ahk_j_ "~ _gZ gZ ZgZesas
kbkl_f fhgelhjbglm f_j_"¢ \bk\ele_gh €0 iexke\ |Z fegmke\ >hkee”
|_oghehl]«€ 1z f_lh~"bdb sh azZklhkh\mxlvky *ey KklI\hj_ggy 1Zdbo |
Jhajh[e_gh gh\m kbkl_fm fhgelhjbg]lm kijyfh\Zgm gZ hilbfeaZpex ijl
\e~rkl_" _ggy klIZImkm f_j " \h€ [_ai_db A[Z]Zq_gh nmgdpehgZe |
\erijZ\dhx kih\es_gv Z 1zZdh™ \ijh\z~"_ggyf ijZ\be \e~kl_"m\Zggy
ZghfZevgh€ ih\_"egdb \ f_j "¢ sh ~hihfh _ djZs_ \E"eeylb aeh\fbkgbp
IZ \qZkgh ihi_j_~"m\ZIb ki_peZeskle\

Dexgh\se keHhgyelhjb &lLK-kl_ dOSSEC, ElastOHUW e<gpb”_ gl eh]b

f_ljbdb

<klmDheb i*?ijb}fkI\h jhaihqgbgZ} aZcfzZlbkiZplZghgey { +gin Hdjb
chfm ihlje[gh \ijh\Z~blb fZkm jeaghfRBgefOobrmlkblkhllh Zglb\ejmk

f j_" _\bc [jzZzg"fzm_j f_j_~ \Z 1Z k_j\bydg&_ &okl \fhjljg_gvVv
fe'kbkl_fgbc nZ}j\he kdzZg_j mjZaeb\drlkdimcpelebklgfilesh 1Z [Z]ZIh
egrhl]h Kibkhd egkljmf_gle\ yde fh mbkybdkiljmkdhkmazl *hkblv
rbjhdbf Hkdeevdb [_ai_dZ y\ey} kh[hx gb ebrljZKI¥pge ckgohkflm f
jhamfegge Ze ¢ ijhp_kb \Z eb\hx kdregZthjbg] yihd'ec} af
egnhjfZpecgh€ [[1hi_Mb [Aydhfm \biZ*"dm \bgbdZ} aZiblZggy i
p_gljZzesah\Zg_ kihkl_j_ ~ ggy |Z ZgZeesaydmjgXeg\jhWh'ge
i_j_jZoh\Zgbfb kbkl_fzfb \ jeagbo fZkrlZ[Zo
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GZ kvh]h~gergec ~_gv ekgm} jy”™ jer_gWhgedlijbg]igeaZp-£
GZijbdez™ \djzZc ithfimeyggyySplunk PcogkljmfadbjZz} e<g”_dkm}
|Z kie\\erghkblv "Zge \ j_Zevghfm gZlxye kil Xk ohAimslsmasfhbdhgZggy
jeaghfzZgelgbo azZible\ aZ azZz"ZgbANv iBEjffA¢gdfilo j_amevIZIZfb
fh gZ kI\hjx\ZIb ]jZnedb a\elb e<gnhidifpghdZ gX¥igrmeiecaZp-£
> @ 6SOXQN fzZ} [Z]Zlh i_j_\Z] \dexpddxqtha@qikhjbglklzZ ZgZe-a
\_ebdbo h[ky]e\ "Zgbo yde fh'gZ \bdmggZIlbbfe ki hgbdgpg hZ[h \
j_Zevghfm gzZke nNHKbIVegZjlekgbc hkh[eb\h ijb \_ebdbo h[ky]Zc
Z ch]l]h fh eb\hkle kiI\hj_ggy \eZkgbo€ijg\lbe dkj neylpgfegZo
kdez”~ghkle 1Z Jgmqgdhkle

S_ h"gjier_ggy "ey hjjZgeaZp+€ fhgelhjplgdpeygpitiimenh
LogPoint [2]. >ey "Zgh]h egkljmf_glm fh 'gZ \+*agZaqblbhs]\ddgjyyf Ih*m
eh]e\ azZe_"gh \e” pegghkle "Zgbo ‘agfhi_JfehtdZalZlpeliZzggy Z
lZdh™ fh eb\eklv klI\hj_ggy kdeZ”gbo dhh\leog mecidptho iDrjmf Ih]h
fh'gZ gZeZrim\Zlb Z\IhfZlbqgg_ kih\es_mxygb \prghybcklh\
kiI\hj_gbc aZhddIb\m} _e_dljhggh]h ebklZ ijb \by\leegdys ih"e€ /
LogPoint-g_"~hklzZlgy sglm€lb\gZ kljmdImjzZz ydZ ydlodedZmgxdprlermd
OhgZ pegZ gZ kbkl_fm } ~h\hee dhgdmjkmliiglkihfH caddhrih\gh€
\_jke€ h[f_"m} fh eb\eklv €€ \bdhjbklZggyjbgfRI\&bkdbfb i
KieevghlZ dhjbkim\Zge\ /RI3ZRLQW g _ dld¥ghxx wmtdjhrd hxgeb @
ijhihabpec gZ jbgdm

lgrbf "hkblv ihimeyjgbf jer_gdyfl} {h.ijb\Z[ex} \e~djblbf
dh~hf ydbc ~Z} fh eb\eklv \ijh\Z~blb -thhgfmhjggh{mm~vgh \e?
jhafejm dhfiZ@e+€P> kijby} e_]Jdhfm \ijh\Z”~" ggx rslhg\iigdhkle m g
kbkl _fb "ey dhgdj_Igbo ihlj_[ hj]Zg-aZgphkh€ k® Kk hfdedAPBkmIigeklv
ijZ\be dhj_eype+€ « kldggegafymijZ\be ~ey \e "kl _"m\Zggy oZjzZdl _jn
4@ LzZdh' [_a “h~Zldh\bo dhfihg_gledc\\kimRIh\fZ2gbr& kimbdZ g+ af
kih\es ggy ijh ihl_gpecge aZ]jhab chohhexngrlhghd@h A
egrh]h [EHKakI @2} kmlli}\p_ \Z]b

+ ELK } [_adhrlh\ghx kbkl_fhx g_ a\Z zZxqb g9 \bljzZlb k_
lhijb \bfh]b \bljzZzl gZ gZeZ]h™" _ggy hfyz-algbfdm gm} djZsbc
[ZeZgk \Zjlhkle « ihIm ghkle
"hal\hey} a[bjzlb f_Iljbdb h[jh[eylb \ oebdes h[ky]b ~Zghb
\erdjblbc dh® sh gzZz~Z} agZgqgm ]Jgmgdeklv m \ijh\Z~" _gg-
r\b~rdeklv jhalhjim\Zggy « e_]dm fZkrlZ[h\Zg-klv
fz} ajmqggbc $3, ey klI\hj_ggy aZzZible\h}jzZfilgheb\hkle i
gl _]jZp+€ a egrbfb ijh*mdlZfb

+ "h[j_ jha\bgmlzZ kieevghlZ dhjbkim\Zge\hk$hcgazZ[_ai_q
hgh\e _ggy 1Z \"hkdhgZe ggy kbkl _fb\bjAr|lgdgly \b\dBdZxqgbo
ijhle _f

;_Jmgb ~h m\Z]b \bs_hibkZges igj \Zgbdb[meh \bjer_gh
jhaleygmlb ihl_gpecge kihkh[b ih"hedygpd/peredZ¢kig (dgg yey
jhajh[db \eZzkgh€ kbkl_fb. khydhiihg\[sAdd h\bo jer_gv a \e*djblbf
ijh]ljZfgbf dh”hpeevgh \bdhjHdctalétt+"ey hj]ZgeaZp*€ \e~kl_"m\Zgg
e \enNijZ\db kih\es_gv 266y(&hkde _e f_glm "ey dhgnelmjZpe-£€
ihjmr_ggy [_ai_db
F I1Z « azZ”"Zqge "“hke# |hgxgyjh[hl} ie*\bs _ggy _n_dlb\ghkle
\erkl_"m\Zggy klZzgm [_ai_db dhfifxl_jgh®ajfh[db klekloHb
fhgelhjbglm ih”~ec AZ jZomghd I[Zdh]lhvkiy”ghmgvie\diskdb
hjlZgeazZp+*€ |1Z agZqgh agbablvky qzZkf_clm ijlbbgihdg \gygyfh
dhgdj_Igbo ih~ec ~h fhf_glm €0 g_gbdeaZpr€djbélvd {4 j eZo

+ + + +
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g_ [meh agZc”_gh sh i*"\bsm} peggeklkKejRhbdddBggy MEghE
jh[hlb g_h[oe*”gh jha\fyaZlb gZklmige aZ"Zq-

ijhzgZeeam\ZIlb 1Z \by\blb gZc[eevr \Z ebl\mjm_Ijbdb ~ey
\eMh[jZ Zxlv klzg f_j_ "¢ Z 1Zdh  gZcolzZjkheregdlh ¢bat_db gz
kK_j\_jZo

h[jZlb hibkXilbezZz~h\e qZzklbgb ~ey jhajh[db kbkl_fb fhgelhjbg

jhajh[blb ijh]jngbc ijhAmdl "~ey \eamzZahdZpgh§h p_qgljz
fhgelhjbg]lm dhfiqfxl_jgh€ f_j_ "o
Hkgh\gZz qZkIFbrggZ-Ithg] f_j_ijhpe_k \erkl_"m\Zggy ~e}a™Zlghkle
klZ[eevghkle f_j_ "¢ €€ nmgdpe hgm\Zggy\ ljZ fdjhé mikdd b ¥Yd'lgh o
f_j_"_\bo kljmad@mij<>»g h[f}*gm} ijhp_kb kihkl_j_~_gdydZ ZgZee-a
dhfihg_gle\ 1Zdbo yd jhml_jb []jZlgﬁﬁIZrhh_”UoIZal‘[Z}d‘ngv feo
gbfb Fhgelhjbg] f_j_"¢ 1Zdh" hohiex} bdbjmiVYoydp j~agbo
degp_\bfb f_j_ " _\bfb \maezZfb 1Z «gl_jn_ckZfb

Jhml_jb dhfmIZIth 1Z \maeb Kkl\hjxxlv Kkilkbemclgx ggy fe°
deevdeklx jh[hgbo klZgpec » dexgh\bfthkphngdZZpdb fphaZdsd gbfb
gZ gqbke_ggbo k_j\_jZo « \ 1gl_jg_Ileh\Dge=f [INdbeqgZgklgmf_gle\ o
aZklhkmgde\ [_ai_db |IZ dhfmgedZpec \adekxgEZmdgbv[gZg{d¥Xaig-
f_j_"« 931 « Zglb\ejmkb

I _j_\ejdZ jh[hlb I1Z ijh*mdlb\ghkle <4 hj€oglo\ ihllhiglpecgbo
a[h€\ kijby} "eZ]ghklm\Zggx hilbfeafypbeE fe_dhgljih@) jkmjke\ yd
ehdZevgh 1Zd « gZ \e*klZge AZ "halZd\el hgb®Zmbob]ejy™e 1Z[ebpv
NeZljZf 1]jZne\ egnhjfZpecgbo iZg_g-elhjbygla¥eljp\ «fhhalhey}
kbkl_fgbf z~rfegekljZlhjzf af_grblb k h\e*gpgyqdDK X&*g Z 1Zdh"
jha\fyazlb ijh[e_fb f_j_~ \h€ ijhAmdlb\gh&Vvgh]h_qglzilkm Dheb
ih~e[ge ijh[e_fb \by\e_g- kbkl_fzZ iHydrdfeyJedokddjZlhje\

[ _ aihk_j_~gvh Z[h azZ "hihfh]lhx i*"ljbfdbf d¢Hakheyxgb gb
jha\fyazZlb ijh[e_fm

Jhamfeggy Zjoel _dimjb 1Z kdezZ~ghklelvfijh_ “jh[hHfragZg-
dh ghlh €€ kdezZz~h\h]h _eydbglizhim Jkm#wpw_\Z eb\e qbggbdb yd-
Kijbyxlv mkierghfm ie*ljbfZggx klZ[seligbrkFe jIZ p denefigge€ « €€
dee}glel < f j "o fh'_ [mlb Ibkyqge Ihlggpdh}Egpo AN&ymf djZc
\Z eb\bf } *hkimi “h agZgmsh€ I|hqghlEjiZpZ€ |'njkdtog b € ke
Kbkl _fge Z~fegekljZlhjb ih\bgge ihkledgWh[jimlbsh dmjke\Z}Ivky \
dh ghfm k_]Jf_gle f_j_ "

F_j_"Z ydijz\beh fzZ} \gmljergeo lXlaRYgpresgeoddh@glZxqgb
Kie\jh[elgbde\ dee}gle\ iZjlg_je\ IZ<egth\EKIlijhgbe fh _ fZIb
jeagbc _n_dl gZ [sag_k \ aZe_ "ghkleqg¥e” GRiirb degd k Iy Zh
ijZpe\gbdb g_ fh ' mlv hljbfzZlb ~"hklmi RpfZmdE [y elpchhgZggy
jh[hlb p_ fh _ ijba\_klb ~h agb _ggy njlyZgdki\gh Kll§Z1 -
cfhlejgh rdh”b j_imlZpe+€ dhfiZge€ \ fZc[mlgvhfm

Dh gbc dhfihg_gl f_j_"+ } ihl_gpecghx [Ihqgdhbm \e~rfh\b
gZ~a\bgZcgh \Z eb\bf } jhajh[e ggy felgal} JfH€ e B he lflevg ea [ h x
LZdbf gbghf ydsh h~bg k_j\_j Z[h jhmrlbg &lZ’'agZ}Ia{hkb geggh
ie"INgZlbtky _j_ "« Ney af _gr_ggy _n_dlim \eM \efhrgJhpen\gh]h h
G_ \ke ijh[e_fb fh ' mlv [mlb ijh]jghahVZgfhd _jgbh]ykleg» j Zevge
aZljhab klZgmlv hg_\b”gbfb :e_ ydsh @ac «ckglyhehb fZglbtrg\
j_"bfe j_Zevgh]lh gZkm fh eb\h \by\blb[éZ fjhaWyaAkib yig \hgb
gZ[m” mlv ]Jeh[Zevgbo h[ky]e\ GZijbdez% _ji_j_\hglZ [nylib
aZfeg gbc i_jr ge¢ \eg aZagZ} a[hx Ze_ ijp_ ki\hlgbdhg efm
hljbfZgge p*}€ egnhjfZpe£€
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Kbkl_fz fhgelhjbglm f_j_ "« fh _ klZlb mZ _gbhbfeykl]j
ihr"Zevrh]h jha\bldm |Z ieZgm\Zggy f€¢_a®ZAghRdbghkthfm\ZIb
IT-kKi_peZeeskle\ ijh \bdhjbklZggy hdj_fboe _l&Z fi gleA[ZgZIDb
ihl_gpecges \bdebdb sh fh ' mlv ijba\_kbgyhlzZzdZ\KigkZ_fZ fh _
Kijbylb _n_dlb\gec Z"ZilZpe€ f_j_"o NiZg\gy‘dfrlehg_&Kjrh Z[h
al[eevr_ggy gbkeZ dhjbkim\zZqge\

lgkljmf_glb fhgelhjbg]m f_j "« azZ[_ai_d@mbelge kigEIhjghfm
ihklecgbc "hkimi "h ZdImZevgh€ egnjhjfZps® A} kilZed\eklv
hi_jZlb\gh j_Z]lm\ZIlb gZ \bgbdg_ggy\idhje€Ed NGZR\Ib§ hz ohb f
nmgdpehgZehf \heh”e} kbkl_fZ sh [mf{er egg¥ Ibey Hhgkhhhjbg]m
f j_"¢ Yd afykh\zgn/jxkyed g _fZ} fh ebdhifk\db kih\es gv -
gZeZrim\ZghHhywe ~ey ZgZeeam aZibke\ m kbkl _mgBEe[-mmjgZeZo L
N 1Zevgh hibkzZge jer_ggy sh [m mlv YbedyhjBkilh\o\ggyky
nmgdpehgZem kbkl_fb

M ydhkle jer _ggy ”"ey \e?ijzZ\db kih\es gvVvidhhekgblt[jZgh ¢
ElastAlert. ElastAlerttp _ ijhklbc nj_cf\hjd "ey kih\es _ggyiejlkkdlghfZe<«€
|Z egre iZl_jgb a "Zgbo \ 71@D VWD ¥ WHDWHRKW>"ha\hey} kI\hjx\ZIl
yde [m mlv hiqkmydlbpeevh\e kbimZpe€ ¢ kih\esZIb kjjlk gbo / fh
gZeZrIm\Zlb jeage Ibib ijZ\be 1zZde yW*adegbald gzZaqklelsri ggy Z[h
af_gr_ggy deevdhkle ih?ec Z[h gZ\elv @Zslinfelmadh Zigke| b\ \bles
\eZkge Zel]lhjthfibkIm\Ze¥ \by\e _ggy ZghfZeec P_ gZeZrlh\m
gZ[hjhf ijZ\be dh g_a ydbo \bagZq2%Z aZgll[+jbhihj)\2%b gv

Nj_cf\hjd ijZzpx} ih}*gmxqgb (ODWWZLFVHDUFK iag_gle\
Ibizfb ijZ\be « Fihl\es_ggyfb GZ (OPb\MWhRYHYUEK}Ilivky aZibl e
NZge a aZiblm eh]b i_j_"Zxlvky “h lbamZigZybed aygdbc™\ gh a[°]
Dheb \eA"[m\Z}Ivky af°] \eg i_j_"Z}IvkgeewddtifmjzXblezf _
kih\es ggy vyde \"b\Zxlv aZoh”e\ gZ hkgh\e pvh]h a[¢]m

Dhg_ ijZ\beh \bagZqz} azZibl ydbc ihgpZghljpbdagzlib i
ydbfb kijZpvh\m} af[¢] < kibkhd kih\esagivmkydebirlgy[gth gh]h
a[*]m Dh g_ijZ\beh y\ey} kh[hx-mdg¢efbydb$0f/Z} feklblb gZklImige
h[h\fyadh\{7lihey

+ OHVBKRVW?2 ¢« OHVBSRUW?2 ih\bggD WL & \HDI R denZ ikl h
fb jh[bfh azZibl

+ ©QDPH?2 mgedZevg_ <ffy "ey ijZ\beXk} (@QD\WWSIHUW ¢
1jZ\beZzZ fZxlv h*gZdh\m gZa\m

+ OW\SH?2 dh g_ ijZ\beh fZ} k\ec Ibi lgdbagihiZjgbcib
Lbi ©IUHTXHQF\2 hagZqZ} ©Kih\esZlIbewdmhely\s€nXPBWHKYHQWYV
ijhly]l]hf qZkh\h]h «gl_j\Zem?

+ OLQGH[2 gZa\Z sg”_dkm ¢\ 7"ey aZibVviky YRI3IWWIDAKDb lalh \ 1
aZfh\gm\zggyf eg”_dkb [m"mlv \e&Th\er"Z|b ORJVWDVK

+ ©OQXPBHYHQWV?2 izjzf_I|j } ki_pbnHg@b¥ <@ vyiHphih\IiHTX
agZq_ggyf ey kijZpvh\m\Zggy hih\es _ggy

+t OWLPHIUDPH?2 i_jeh™” gZkm aZ ydbtQEN\e*"[mlIbky QXPB

+ ©ILOWHU?2 kibkhd neevlje\ (ODVWLRYHIXYFKeyydes \L
neevljZpe+€ j_amevliZle\ Lml fb fZ}fh_pfeghnl]j a&y ™Moo fl_gle\ m
ydbo ©~ _yd _Bihe_ 2 a[*]Z}Ivky a ©"_ydbéfBalgEqg gghife[ydsh n
kee" \dZazZlb ihjh 'gec kibkhd ILOWHU >@

+ ©ODOHUW?2 Kkibkhd pee_c vydbf [m "mlIvKibkesZggykih\es
_e _dljhgghx ihrlhx ihlj_[md _j60jZ3 "ey gZ~kbeZggy ihrlb A
aZfh\gm\zZggyf \eg gZfZ]ZIbf_Ivky \bDIOKRIVWN\RIb fORIZ afegblk
aZ “"hihfhlhx iZzjzf_|jZz VPWSBKRVW h8 phégx}x owmeyyjJubpa ~»
ydh]lh ihlje[ _g Ihd_g « dZgZe
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+ OHPDLO? p_ kibkhd Z~j_k gZ ydyepmg@umyv gZ”*ekeZge kih
ljbdeZ” dhgne]lmjZpe+€ ijZ\beZ ah[jZ _gh gZ jbk

: Load average for 1 minutes over 2
: any
: logstash-*
Hi

Hi

: "system.load.1:>1"

- "telegram"
: 6973162738 :AAFYWUCEOVhu2hK1PACV]
: "@elk alert_scream”

JbH.ljbdeZ” dhgne]lmjZpe+€ ijZ\beZ (ODVWS$SOHUW

M ydhkle kbkl_fb ~ey \e~rkl_~ ggy ihjmehgh[j\Zghk26f6(&
OSSEC+p_ kbkl_fZ \by\le_ggy \lhjlJg_gv a \-*dpBphoif YohorpZgbf
\bdhgm} ZgZeea "mjgZees\ i _j \ejdmjbmiedkgdhkim :1h@&lIRZV
\by\le _ggy jmldele\ hih\es ggy \ j_dAEbAghfm AEk8QygEhy Z
ijZpx} gZ [*evrhkle hi_jZpecgbo kbkl OIX[\d2SdHAXGBE' /UUHH%G6"'
ODF 26 ; 6RODULYV ¢« :LQGRZV <kgZd_ihprgmp \ KRMWKQWUXVI
Detection Systemt\by\e _ggy \lhjlg_gv gZ hkidly\d hojblglleh mjgZes\ |Z
mijZ\eeggy e<gpb”_glZfb [_ai_db 6,0 MigZve-ygy ihgeryh pf
[_ai_db 6,(0 \ h”ghfm ijhklhfm ihlm ghdjblpdfr\ggergb¥e
dh~hf Hkgh\ge nmgdpe+€

ti_j_\ejdZ peeckghkle nAde&-\ZlZdZv kmijh\h” " m}lvky afegh
kbkl_fb F_1Z i_j \ejdb peeckghkldWRdelR Q) IORKLLVNMN B Ip@J =
afegb « ihi_j_~blb dheb \hgb \eA[m "mWliZyd ZP a é&in\_b\Ebhgy a [hdm
Kie\jh[elgbdZ Z[h gZ\elv "jmdZjkvdZ ihfBedjph Z4yf& me lalfjZd m
nZcem dZlZeh]m Z[h j_}kljm \Zf [m”~_ ih\e*hfe_gh

t fhgelhjbg] mjgZee\ Dh' gZ hi_jZpeclhal kbkjbKFec" Mz
f j_"* klI\hjxxlv "'mjgZeb ih?ec sh[ ih\pANihibijgbZfklZg kbkl_fb
266(& a[bjz} ZgZeeam} 1Z hijZpvh\m}hp="hibjigZzaBf syhdsh
\eA[Mm\Z}Ivky shkv ie*hajee_ ZIlZdZ aehhsth\Zg@xijbhifdoze’"dbgZz
dee}glkvdhfm dhfifxl_je [meZ \klZgh\e [g¥eljRpZKZgZpH+gb
ijZ\be m \Zrhfm [jZg~fZm_je qb nZ}j\hee

H[jh[dZ "mjgZee+\ \bdhgm}lvky \k_j "bges QBOFER Oj@ pl FMZRKJ
DQDO\WLVG | _jrbc a[bjz} ih~re€ Zha&rbijprc\nggzZeeawi}lm} -
deZkbnedm} €0 P_ jh[blvky \ j_"bfelhjfnZ ewd hljte vgibkimh"ey
aZibkm}lvky 266(& h[jh[ey} €€ 266((%& &ha _\gmbljZrlyeich nZce-\
‘mjgZes\magZem ih”rec :LQGRZV Z IZdh hljpfrg\ibg€p 4 aihk_
\erNZe gbc VI\VORJ

266(& ihklzgqz}lvky a gZ[hjhf \[m"h\Z@ly& dZX\llvelbyldym\b
ZdIb\geklv ydm kee” \erkl_"m\ZIlb \ RKoRIZdgef AL ipZ\fthaZz
\dexqZxlv rbjhdbc ki_dlj Zdlb\ghkl_c [|Z«dkkojhd §olmknerg
hljbfZzggy ~“hkimim ~h \Z eb\bo nZceemjlZpef-gkidhilgne]Zdh"
dhjbkim\zZqge fh mlv kiI\hjx\ZIb \eZkg-+Ziggyl ek g bmjZgogbo \bfh]

"h €ogvh]h k_j 9@\bilsbdez” gZeZrim\Zggy |IZdh]h ijZ\beZ gZ\_
jbk
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< id="5700" level="0" noalert="1">

< >sshd</ >

< >SSHD messages grouped.</ >
</ >

id="5710" level="5">
>5700</ >
>illegal user|invalid user</ >
>Attempt to login using a non-existent user</ >
>invalid login,authentication failed,</ >

A A AN A AN

</ >

Jbk Ijbdez™ 266(& ey \by\e _ggy g_kZgdpkhg®xZgh]h \oh"m *

l1kgm} ]Jheh\gbc _e f gl sh Jjmim} iYK\G&ZIhljilhbim &KW
gZe_Zlv "h \aZ}fh”«€ a ijhlhdhehf 66V¥2 bBije[*]|ZG WF Ra@H G Bdyy
ijh sh Jh\hjblv hibk ©GHVFULSWLRQ%ewrhilgiejghrpgoddh e« j Z]m}
gZ dhgdj_Igm ih~ex <hgh fZ} k\lec ,'LBG2kdjdpZidhjg@iiBMih]h }
]Jheh\gZ ]jmiz ©SFUH 2 feklithiNje\gjzagidbmjgZeZo ih”"«€ ydh]h
[mMAmlv \e~rkl_"m\Zlbkv H”jZam yd [Z¥8_alfq\«"6€(& gjy Zf[dn}
fhf_glZevgh LZdbc nmgdpehgZe } “m _}iklvhjxhEZlb khh€hey
neevljb 1Z gZeZrlh\m\ZIlb djblbggeklv ih{f=evrPlLhddghhfhy\eylb
k_jchage egpb”_glb

Yd [meh afykh\Zgh gZjZa+ } \_ebdZ deaneviglyxlyr_gv s
ihlj [/ fegekljZlhjm f_j_ "o m \erkl_"m\ZYey §ErkiZgiimgdgelgh€
kbkl_fb hkgh\hx kem]miklibd_Xky azZdjblly g_A"hkhEkedim\ /.
\bJey”e \erkmlighkle f_oZgeafm kih\esZdhbg rhgdy\glgkl{_ai_db
[meh h[jZgh (ODVWDOHUW IZ 266(&MZ6 gaggyalZohdm]dbdij
nmgdpehgZe LZdbf qbghf ijhZzgZesam\zZ\fo\ \aZ}fih*ex k_j\
g _h[oe*"g_ ITA-lkdgtlgybc ie"o*™ [meZ jhajh[e_gZ kolghzhgh[hlb fZ
kbkl_fb fhgelhjbg]lm ah[jB._gZ gZ jbk

Cuctema
MOHITOPWHTY

A

OSSEC client OSSEC client
Filebeat Filebeat
Metricbeat Metricheat

3anuTn
36ip MeTpuK
ELK client 1 BincTexysaHHa nogii ELK client 2
(elk_client) (elk_yurii)
192.168.0.103 192.168.0.105
SSL SSL

OSSEC manager

METPUKH
Norn ———»
MopylweHHa

METpHEM
TNorn
MopyLweHHa

ELK server (elk)
192.168.0.104

CnosileHHA

Telegram

Email

JbB.Ko_fZ jh[hlb kbkl_fb fhgelhjbg]m \ f_j "o

>ey gbavdh]lh ihjhlm \oh”" _ggy * \k&nddre {§Z¢pmg mjro/qgh]h
gl _jn_cHKkihmctsh ijhihgm} .LEDQD } “hkblv gZmelnrdhjbrf glhhfm
kiI\hjblb kbkl_fm fhgelhjbglm vydzZ gzKIZ\deZd pZft\ledb\amkbev
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\eAkl_"m\ZIb k_j\_jb gZeZrlh\m\Zlb beZh”2YyZlbkihi<\_gv m
ithimeyjge peevh\e k_j\ekb "ey ie"\bs_ZHdp-€\wZdhgpbely glb
jhajh[db ki_peZeecah\Zgh€ kbkl_fb fhdhlmVagdinkv\bghkbiige
egkljmf_glb « kdeZ”h\»
fh\Z ijh]jZfm\ZggyeBAWniEn@r aElasticsearch;
JLOHEHDW ¢« OHWULFEHDW
ELK-kI_d
lekey azZimkdm kbkl_fb fhgelhjbg]lm i_j\eAdpbjlvklym\zZqg_f
gZklmigbc gl _jn_ck ah[jZ _gbc gZlvkk a sk _kpeZ"Z}

’ monpy - »
Server settings Alert composer
Query: ‘
ELK server hostname: |elk Check ELK server 5
ype
ELK server IP: 192.168.0.104 Status:  down & Any @ Freg Y Name:
Timeframe:
. Events number: Compose alert
Target server hostname: [elk_client Check client
Notification
Target server [P: 192.168.0.103 Status:  down & Telegram & Ermail
Bot token: Email add
Start monitoring Channel ID: |@Elkjlertis(ream |
OSSEC severity chart Resource metrics

Timeframe (e.g. 10m, 1h): CRU RAM Disk

24h

0.0%
(0)

100.0%
(1)

Uptime: -

JbK.1hgzZldh\bc *gl_jn_ck kbkl_fb

K_dpeWHUYHU VHWWLQJV \eNih\erZ} aZ ZQ] kkngoky j\gnmjfZpe
a (/-kl_dhf a ydh]l]h [m2mlv a[bjZlbky iRYyd€ky MhkydhP]MZghkife
aZiblb K_dpey 5HVRXUFH PHWULFV 1Z8hg«I&} phdlaggmhaz\:
K _j\_jm >h”~Zge |jb klh\ipe yde ihdZ mlve™ghirjhgpggligdhfevdb
j_kmjke\ ijhp_khjm [meh \bdhjbklZgh Tkihhi_pAZIbRGEE HffTyle
klh\i_pv 5$0 Z I1Zdh" aZcgyl_ fekp vgZVWNkdmMmZ Rhithifhdhx pbo
ljvho ihdZagbde\ fh'gZ “hkblv r\b~rdh \bagZqlkéb" diBgZggj\ aZ
j_kmjkzfb g_ leevdb ih\e~rhfblv gzZf ijlardpj hdoy*geglkijbjhez”
ihklecgh]l]h gZdhibgm\zZqz Ze_ + ih\e/griblaz\iZiglAZ Yfeklv
ijhp_khjm sh fh™_ k\e~gblb ijh ZdIbhgs&tt*ehb\bgpijbpg_ke\ Djef
\e"h[jZ _ggy m ijhp_glghfm \erghr_ gd&ky «d@gujfgpeyzZ}IiygbkeZo
kdeevdb mkvh]lh j_kmjkm fZ}Ivky gZ ¥« \jAdhpejbk odznJdv&kydekeéy
ajmqghkle "h~rZgZ kljeqdZ a gZkhf jhpihb YZekgbgayfhkljeqdZ
Uptime).

K_dpey 266(& 6HYHULW\ FKDUW y\ey} kh[hih*ezZ]jZfm c
MlIbeelZ \erkeerdh\m} o Zgkdb&dafglbehlbjyZzeZzo Z 1Zdh™ kl_"blv
ijhp_kzfb \ peevh\lec kbkl_fe Dh gBjeh~gw fZ}[ kdtcdb@ Mkvh]h
ekgm} ~_kylv je\ge\ \en kbkl_fgh]h i h\ed¢hthéZggy tlhmqgZggy \
kbkl _fm Z[h \by\e_ggy ihl _gpecgh€ 4hZ2db alJzZ%gm\Z g6/6 (&
\eA[m\Z}Ivky gZklmigbf gbghf
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+ je\ge- \bjer_gh himklblb a ijbgbgb fZeh€ pe&ghkle egnhj
ihne€ ih\ffyazZzge a gbfb P_ fh mlv [mlbgZajlbbd&Lyhe ih"eE
i _j_azZ\zZglZz _ggy kem ' [b hi_jZpecgh€ kbkl_fb
gbavdZ djblbggeklv m A ec je\gy
k_j_"gy j+%g°
\bkhdz j«\g-
djblbqgzZ |19
Kk dpe€ $OHUW FRPSRVHU fb fh _ffb&lkihhx¥EZllgwnZegb ijZ
(ODVWS$SOHUW LZdh™ \hgZ \e?ih\e"BpAafyZXpijgheZegvapb ¢j &\ j\_|j
GZ \boh7e fb hljbfm}fimz<®0/ ale*gh gZrh]h \\h~m ]Jhlh\bc
\bdhjbklZgey klI\hj_ggy * \bdhjbklZggy ijZ\bebdbhddktmhgazZih\g
ihey

+ QueryxaZibl ih ydhfm [m2"mlv neevljm\ZIlbkv eh]b "mjgZe-\

+ Type +iZg_ev \b[hjm $Q\ Z[h )UHTXHQF\ NbgZb[hje )UH"’
"hklmige ihey 7LPHIUDPH ¢« (YHQWYV IQXaZE HUOfe« yidd §<2K m\ e Z
deevdeklv ih*ec sh \e*"[mebky aZ gvh]h

+ Name + «ffy ijZ\beZ 1h\bgg_ [mlIb mgedZevghb[ththey dhj_dl¢
ElastAlert;

*+ Notification +iZg_ev \b[hjm 7HOHJUDP Z[h (PDLO Ydsh hJ[j.
7THOHJUDP g_h[o**gh gZ~"ZIlb %RW WRMNHQ\*Ahd@\gylphIm
kih\es _ggy <+« &KDQQHO ,' <~ glbnedZhhe _aZrgZem\beZ dim «a
(PDLO gZ~Zlb Z~j_km hljbfm\zZqgZ febklZ a+ kih\es_ggy

KIN\hjbfh ijZ\beh "ey \e?ijZ\db kih\es_gb4gZlke n H@ HJhR P
aZiblm \bdhjbklzZz}fh I _dkl ih\e*hfe glgyhjhgZIB@8m iHkdeevdb m
kZfhfm ijZ\bee 266(& \"_ } ihey "ey Ylbkl\KkIHgy\lgihklbi $Q\
<\_" fh «ffy ijZz\beZ + gZlbkg_fh gZ H@HW/dnG X2 KP BR wHabhyY blvk:
nZce a mke}x \erih\erAghx dhgnelmjZBsim\dgmde X "k g&mpe€ FOHU)
FRPSRVHU ¢« j amevimXgbca<i$BXbehf ah[jZ .96 Zbjlbk
ah[jZ _gbc ijbdez” ih\e~"hfe_ggy gZ (PDLO

AN+ H+H+ I+

Alert composer '
- telegram

Query: {"SSHD brute force] A
Type
& Any © Frequency Name: |ssh-brut€

Timeframe: o X e

' : ""SSHD brute force
Events numbern, Compose alert
— : logstash-*
Notification
& Telegram " Email : ssh-brute
Bottoken: [essesnsensensessncnss  Email address: + 6973162738 AAFyWuC
Channel ID: '@elk_alert_scream I ' '@elk_alert_scr‘eam'
: any

Jbk.GZeZrim\Zggy $OHUW_&RBGIRMKXIgOC nZce a ijZ\behf
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w bR dy Gy

t
Wil §
e oy

gy {119 3ANL

Jbk.ljbdeZz” etkkih\*s ggyf gZ

L)

veinp ok VA AT A AT
_e_dljhggm ihrlm

GZ jBKe~rh[jZz _gZ kI\hj_gzZ kbkl_fz fhgelhjbhghhbm ijhp ke
fhf_gl \e~rkl_""ggymigHklp\ _je\ afhjpbd ¢ egnhjifijhpelEre€ gZ
K_j\_je \en 266(& LZdbf gbghf kbkl_fa\Zha\h2g} hlhbklZg
f j_"e m j Zevghfm qZke

JbKH. Kbkl _fZ fhgelhjbg]m \ ijhp_kes \e~kl_jm¥Zggy klZgm f_

<bkgh\dk jh[hle [meh ~hkes”' _gh + hibkZghkh[bghsth]-€ + k
\bdhjbklh\mxIvky ~ey kI\hj_gglygj=lmjpg]meyZ IZdh" jhajh[e_gh gh'

lZdm kbkl_fm 7"ey is*\bs _ggy _n_dlb\ghkllelZ\gpmkl[ ~ai\Zdg
dhfifxl_jgh€ f_j_ "
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ljhZgZeesah\Zgh skgmxqge jer_ggy "eyefhagrtbkyglagh fZgZee-a
lZdbo kbkl_f \b§dejgZ]b « g "heedb M oh”e ZgZeeam h[jZgbf
klz\ (fkl_d qg_j_a ©kh]lhz]b m \Zjlhkle ajmqghkle dhjbkIm\
fZkrlZ[h\Z ghdZey \eg hikl'eg hp * g AR].h

ELK-kl_d g_ j_dhf_g”m}livky \bdhjbklh\m\ZIbZp+&atre\ypc dhfie
ih\ghpeggh]lh fhgelhjbg]m ihijb ch]h ilglzZne glix jnragdpkmligeklv
\[m~h\Zgbo fh eb\hkl_c kih\es _ggy ZijiZ\pekIJBihed/ pEE (/.

g_\ afhae “h\_jrblb ih\gbc gZ[*] sglkhglidfcgdgZeglhdan a [_ai_db
Lh™ \eg fh™_ [mlIb "hihdgbigbceZlnhjfZfb jharbj_ggyfb ¢« k_j\ekZfl
GZ\_" ghi_j_eed egkljmf_gle\ sh [pbejh aphd[lpjb kinzkdge fb
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ihfm~h\Zgh€ gZ hkgh\e gvh]h kbkl_fbh\fhgelgtb&hihkkeiggh
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DEVELOPMENT OF INFORMATION SECURITY EVENTS MONITORING
SYSTEM

P. Patalashko, N. Kushnirenko, N. Kozachenko, Nk&oi

National2GHVZ 3RO\WHFKQLF 8QLYHUVLW\
1, Shevchenko Ave., Odesa, 65044, Ukraine
e-mail: infsec2011@gmail.com

If a problem occurs on the network, IT professionals need to be sure thaifltheynotified and receive
the necessary information to resolve it and prevent similaatgins in the future. Notifications are an
important element of network monitoring. When an abnormal behavior occurs on thekngtecystem
must immediately notify IT professionals so that they canommuickly. This is when this process
becomes most effective. Network monitoring must include automatifications of failures and events
that may affect performance. In the event of an error, such notifications &lgosiaht via email, SMS, or
other convenient channel. Dynamic networks require systems that can idemtésatailities in real time.
Therefore, some network monitoring systems provide capabilftir collecting security data, such as
network logs, application logs, and security messages. This glallécted and analyzed to detect
anomalies, and in the event of threats, alerts can be sentfopttopriate IT professional. Thus, a network
monitoring system allows you to: ensure a continuous workflow, monitostées of the network and
respond to possible problems in a timely manner, improwonletefficiency, and increase network
reliability and security. Given this, we can conclude that @rigial to monitor networks and respond to
problems in a timely manner for their successful operatios.rEjuires the use of specialized monitoring
systems that can quickly analyze the state of the network, ipriiflem areas, and notify the appropriate
specialists. This work is focused on analyzing existing network ovamitsystems, highlighting their pros
and cons. The technologies and methodologies used to create such solutorstudied. A new
monitoring system aimed at optimizing the process of trackimgstatus of network security was
developed. The functionality of the system s enriched by sendiifigaiidns and implementing rules for
tracking abnormal behavior in the network, which will help to bédentify malicious actions and warn
specialists in a timely manner.

Keywords: monitoring, ELK-stack, OSSEC, ElastAlert, incident, logs, metrics.
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< F Jm\egkvdZ : K LjhcgegZ

GZpehgZevgbc mge\ _jkbl_ | ©OH”" _kvdZ iheel_ogedz?
R \q gdZ ij H"* kZ MdjZ€gD
emails|iolnlen@te.net.ua] anastasiyatroinina@gmailfcom

F_lhx jh[hlb } af_gr_ggy qZkm gZ gzZ\gZggy |_hje€ « ijZdlbpe dhf[egZ
elhj aZz jZomghd jhajh[db f_Ih~bdb [Z kbkl_fb gzZ\qzZggy =« °*gl_]jZy
dhfi xI_jgm gzZ\qZesgm HimfzZ]Z} ih[m*m\Zlb ijZ\bevgm KkljZIl _Jex

lib  jh[blv ierdZadb "ey \b[hjm hilbfZevgbo oh”«\ ~ha\hey} ajn
kihkl _je]ZIb az j_amevlzlzZfb ijh\_~ gbo <]hj i_j Jey”Zlb fbgme-
jh[blb fZl _fZlbgges jhajZomgdb ijb pvhfm ijhihgmxqgb mgedZevgbc 1Z ¢
"bazZcg Yd j_amevlZl jhajh[e_gh f_Ih*bdm gZ\qZggy |Z ijh]ljZfgbc ij
sh yley} kh[hx ]jm vydZ hj]jZzgeah\m} ijhp_k gZ\gZggy ”"ey \bagZ
\b]jZrgbo kljzl_Jec azZ "hihfh]lhx jhajh[e_gh€ f_Ih"bdb [Z kbkl_fb gZ\q
lgkljmf_glzfb jhajh[db } <gl_]jh\Zg_ k_Micrdsoftsvisuphajh[db

Studio “ey ijh]jZzfm\Zggy fhlhx & [Z]ZIhig&ljmhfiffgbctrey

jhajh[db -~YE Iljb\bfejgbo <]hj 8QLW\ G 6WDU80/ yd egkljmf_gl
fh" _ex\Zggy -lehpdb aZklhkm\Zggy 1Z \bdhjbklZggy kbkl_fb mijZ\e-g
\_jkeyfb. *LW

Dexgh\e kehfAZlh"bdZ gZ\gZggy e]Jjh\bc 1Z gzZ\qZevgbc kp_gZjec
gZ\qZevgZ ijhljzfz fzZl _fZlbggZ | _hjey dhf[egZlhjgbo <]hj klIjZI _Jey
\b]jZrgZ ihabpey ijh]jZrgZ itkabfizey ;25

<kImi=jz fh™_ klZlb gm”~h\bf aZkh[hf nhjfm\Zlggy WkxelgwhhlZ
egl_e_dimzZevgh]lh ihl_gpeZem hkh[blidalxldbdhgbkhhiimbzZkb ie”
gZk gZ\gZggy *gha_fgbo fh\ ijZ\be ifhJhZtmhilggynoirhimeyjge
jha\b\zZxqge ¢]jb "ey "¢l _c IZ egre

KI\hj _ggy gZ\gqZevgbo dhfi x| _jgbo <]h)blo g'gijysta \Z eb
dhfi x| _jbazZpe€ gZ\qZggy |Ih}*gZggyeb¥implecghd& ijighbZZfZgg_
li* 1Z Zm~eh\eamZevgbo h[gbkex\Zevyd o grlymhfjiiZeb gl c
h[gbkex\Zevgh€ | _ogedb g_k_m kh[e YhEbghZ ébyddlbdhbc -
fz} [mlb j_Zeeah\Zgbc m gZ\gZevget ijEdtbpyg HaEkdbkm\Zggy
|Zdbo gZ\qgZevgbo ¢«]hj m h[eZklyo ¢y iBljha\wlihd*§zygbghd > @
Djef gbo <kgm} peeZ gbadzZ <]lhj yyeijbbdlj\mkliddgmxghkh]h
fZl _jeZem aZdjeie_gge ijhc”_gh]h AZhx k\kiljpy fN\Z92 1k qg
gZc[eevr ihrbj_gbfb 1Z "e}\bfb \by\beb&yge]jbeyijtaglfihex
hpegdb agZgv IZ mAlegv mqge\ >

GZ\qgZevgZ ]jZ fh _ jhaley”Zlbky yd gZ\ydeevgrhpkbik| fZ
gZ\qZggy -<gl_]ljh\Zgbc \ ]jm Yd«]kbe adZ)qZevges fh eb\eklv
gZ\gZevgbo kbkl_f « \ lThc "_ qZk \héhVZptcgbrbldlbfgpeZehf
Dexgh\hx o0zZjzZdl_jbklbdhx ydhkle gZ\qKew|gih€hgjb §IhezZegrgh€
dhfihg_glb sh az[_ai_gm} peeckgekIVhkejb\ckyViIy‘Hklylg_ggy
pee_c gZ\qZggy

< jh[hle h[jZgZ ij_"f_lgZ h[eZklv shegkhkigihoky]jhf]\
a\fyadm a Ibf sh €o | _hjey "hklZlgwmgkdazZ®ygghtey hglinqZ a
Afjm]lh]lh ekgmxlv |Zde ¢]jb + sh[ \agBbb]|Zhexlj a4j Ivh]h \ gbo
pedZ\h ]jZIb HI"_ ijhihgm}lvky ki\hyj gy Edsy f hee€ « ijZdlbpe
ijhklbo dhf[egZlhjgbo ¢]hj sh ~ha\heyxd¥ZIlhjglb «JjlbhfZz [Zdh"
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AhihfZ]lZxlv th[m2 m\Zlb ijZ\bevgm aqljjellZ»xqgb]jipb pvhfm <]jh\m
ijb\Z[eb\eklv

<boh”ygb a \bs_kdzZaZzZgh]h fh gz KkI\_jAzm\Zgmgy sh \ijl
gZ\gZevgbo ¢]hj \ hk\elgec ijhp_k }bhé¢rddxad "gZfc\Bhde_fZ sh
eyleZ \ hkgh\m ~hkee”” ggy ihey]Zye\ jbmfrggyshhelegi ]jZp-€
gzZ\gZevgh]lh ijhp_km \ e<]jh\bc dhgl_dkl _ywa {jhZ\ee\nkih]
aZklhkm\zZggy \ h~rghfm ijh]jzfghfm ijhv*rardlb 4 _¢ gflk mk gZ
jhajh[dm gh\bo Jer_ggy ihey]Z} \ jhajhgpf_ ImaZdbegdXgxgggy
"ey koh ' bo az”Zq ¢« +gl_]jZpex €€ \l jthgslyZ\gZEegahkHAgh gZ
ijbdez”e ijhklbo dhf[egZlhjgbo ¢]hj
AZ]lZevge \erhfhkle ijh dhf[egZDhff=gZ]fges <pjb djb ~\ho
liZ\pe\ a ih\ghx sgnhjfZpe}x « [_a \bhAZdh\bohZ\ijho\b]jZrgbf
Z[h ijh]jzZrgbf j_amevlZlhf <bizZzr"dh\e olgZhjbpelZfZgdpzf \
dzjlb Z ijboh\zZgdbf <]jZzf yd Ofhjkvdbc [sgh bpdifegVv
LZzdbf gbghf dhf[egZlhhahzZgZ}Ivky fgh bghx ihabpec \dexqZ:
ihgzZldh\m ihabpex ¢ ]jZ\p_f qby g=jdZaihdklbvioy \er hrge}€
ithabpe€ "h egrh€ ]jZ\pe jhleylv o9 ihhhgbjge "hklypgimlZ degp_\:
ihabpey Degp_\Z phaithmelypey \ ydec g fZ} fh eb\bo oh”e\ >hky
degp_\h€ ihabpe€ h”bg a ]jZ\pe\ hlhelirmgIv¢km]bcj |bi polh
ijh]ljz\Jhaley”~"Zxlv je\ghijzZ\ge <]jb ijZ\bezZ ydbobpge fifh[eylv |
liZ\pyfb g _je\ghijz\ges ¢]jb \ ydbo @Z"Ahgd¢Zhhakbpe€ fZ} jeage
gZ[hjb fh eb\bo oh”e\ 1Zdes ¢]jb yd YZyodb & [IbGrdjiz\_pv ]jZ}
[*ebfb nelmjzZfb Z ~jm]bc ghjgbfb b g_je\ghijzZ\ghbf
Djblbggbc h]lJey”™ skgmxgbo gZ\qZevgbo dhf[egZlhjgh& dhfif x| _j¢
aZkh[e\ gzZ\gdggy azZ \k_ e<kgmxlv ijh]jzfge kbkl_fb "ey gZc
ihimeyjgbo dhf[egZlhjgbo *<]h] 3@XIZD¥Y&QWY¥\gbc rZoh\bc
gZklz\gbd sh kee”dm} aZ oh”Zfb dhjbekddedtdz IA[ljh[HAB\ _pv
fh™_ az”Zlb i_\gm ihabpex Z ijh]jZfb€zbZ eg-amxllw ig4lcdjZs-
"ey dhjbklm\zqz \ZjezZglb jha\bldm Mq/¥FDV k§KihV Vb Kyl x
is"lhlh\e_gbo ihabpec I1Zdbo yd jeag<Zdho'thgb " adhf¢xgZlpec -
rZoh\bo ijh[e_f ihgbgzZxgb \e* fZImv¥y_ oh”e\ e j[eZeecam}livky
_dkihjl «fihjl rZoh\bo iZjlec G2Z\qZewvallcrbjjhmblc f\dk[lej \ijZ\
Ney ie~rgylly k\h]h je\gy ]jb aZ”"ZopgdgZlbhdndséZlo»” azZ”ZqZ "g
gZ\gZggy a dgb]hx \b\g_ggy 1Zdlbd f_NbAQf gidyly_jod y\
f _Th~rhf ih\lhj_ggy |Z egrep $U@IyIkvdZ ijh]jZzfZ sh “ha\hey
ierdexqblb -ydde rZoh\bc ~\b " hd ydbc ie~ljbfm} ijhlhdheb 8.
'LQERDUG fZ} g_\_ebdm \[m*h\Zgmjcadhfgme[gefohi Zgimyab
Z IlZzdh™ fh™_ a[_je]Zlb rZoh\e iZjle£€

Aurora Borealis [5]xrZrdh\Z ijh]jzfZ sh h[f}*gm} \ kh[eesfh eb\hkle
jh[hlb a rzZrdh\bfb [ZaZzZfb iZjlec ijbkmlgyZ\#g leZb \mkZVb
gzZ\qZevgm el _jZImjm \ i_\ghfm nhjfZbgelpdjReRh@[jkKblimZpe-£€
dhjbkIim\zq fh™_ hljbfZlb “h\erdh\m egimajigpe€x LA dgh dhjbkim\Zq
fh™_ \klZgh\blb \ ijh]jzfdnmmhabpex Z $XURUD ie"dZ _ gZcd
\ZjeZgl ]jb \ gec \ ydbo iZjleyo \hgd amhekdjsha@\diAkebky ihre€ |
lZzdh™ ijh I_ yd jhae]jm\Zggy pe}€ ihZbphr¥bibZikmlgghpdZfb
ljhihgm}lvky ijhklz f_Ih~"bdZ kzZfhgZ\qZggy

SmartGo [6@ gZ~Z} fh eb\eklv dhjbkim\zZq_\e apzZIddhZjlex \ *|
gZ\gZIlbky pec ]j* ;e[eehl_dZ ijh]j2zfb geZjZoh\nijlhfieekecgbo
iZjlec hje}glm\ZIibkv ih ydbf ~hihfZ]Zxldm nhZgdrpeev |jhpmE
6PDUW*R \ afhaes k_j_™ mkeo iZjlec pg€clld id diZ[aA My &k iBEbkIbdm
lhlh yd qZklh "Zgbc o*” h[bjzZ\ky ijgrz_klhggglbf bk\t>h Jjm a
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iZjleyfb ijhn_kehgZees\ LZdh ijh]jzZzfZ \dexadZZ\}Z§e¢vagbo je\ge\
kdez~ghkle « } fh eb\eklv kI\hj_ggyogk\h]h gZ[hjm az~Z

Wzebra [7] £ ijh]jzfz 7~ey ]jb m j_\_jke =jz \_"~ Ivky gZ a
dhjbkim\zZq_f kdezZ”rghkle \er gh\ZqdajhhjZfBEnisR¢pgfinegzZjy”
dhjbkgbo m gZ\gZgges nmgdpec \e"h[p2*\gdk\fhgebgbo odh*m \
jZas ihfbedb ZzZ\lhfZlbgqge oh”b >ey fZdkbd@evdahl ndjZsHEUD
fh™ _ jhajZzom\ZIlb \ZjeZglb oh”m ~eyjihlkalmp\eZq_dZ SZdq&€ gigy fh™ _
ijh\h~"blbkv q_j_a ki_peZevgbdepvdfkyjbbx ahpegdhx \keo fh eb\bo
NZgec ihabpe€ oh”e)

lkgm} jy™ kbkl_f yde j_Zeeamxlv fZIl_fZeEbggm ¢iNqZX1F"
yd ]jZlb hilbfzZevgh : ijh]jzf a ydbfb RIG§E ahhjZlb \ggyfb”’
1Z 3>ZIb" g_ ekgm} ah\kef

lhje\gyggy kbkl_fijpheh gh i_j \Z'gh azZ ozZjzdl_jbklbdzfb
\ieb\Zxlv gZ ijhp_k g9Z\gZggy 1Z j_Ze-aghcZgZ\mZehajdc[ ]j-
AN [eevrh]lh ih”ne[ge kbkl_fb g_ feklyllv jleZnge\IbggdbopzZpgy g_ fZ}
i_\ghlh kp_gZjex Z \_"~_Ivky i*" gobkn gbkdrkd Jjb iaZdyahd 1Z
ZgZeeam ihabpec KZf_ |Ihfm } ZdImZevdtex kjhlalj hif[ld Z \ gydg&Z evg
[meb [ j_Zeeah\Zge \bs_i_j_jZoh\Zg<«Zadhkdl|jlh exZa@Zyyy £ |Zdh"
\bs_aZagZq_ge dhf[egZlhjge ¢]jb 3 G1RYfBG1E ®w>H[b " _g
IhklZzgh\dzZz azZfZd4lmx ~hkee”" ggy } af_gr_ggy q9gZkm gZ hk
fZI_fZIlbgqgh€ |_hje€ dhf[egZlhjgbo <]ph\h&[ijp\Z[glgyhkle gZ [Za-
kI\hj_gh€ f_Ih~"bdb gZ\gqZggy |_hje€ pdhidZgzthjhblo]lhx]h
*gl_jzdlb\gbo dhfifixl_jgbo kbkl_f

>ey "hkylgf_dgwbjermxlvky gZklmige aZ”"Zq-

+ ijhzgzZeeam\ZIb <kgmxqe deZkb gZ\qZevVigboredhfi xI_jgl
\erg _k _ggy dhf[egZlhjgbo ¢]hj *h deZkm e\

+ ijhZgZeeam\Zlb i*"oh”b ~h gl _]jZpyE\ijhpf[«kgZlb¥dgZgg
*]ljb 1Z \b[jZlb g_h[os*gbcC -

+ \b[jZIb Ibi kp_gZjex €\ ”"ey dhf[egZlhjgbo *]hj

+ ijh\_klb kbkl_fZlbazZpex mqg[h\h]h dmjkagr ijljb dhZ[egZlh
jhajh[blb gZz\qgZevges kp_gZj*€ a _e_f_glzfb ]jb

+ jhajh[bhbaz]Zevig Ilgthbdm ~ey gZ\qZggy dhf[egZlhjgbf «]jZf

+ j_Zeeam\Zlb kiI\hj_gmdfhflihgbdimbm dhf[egZlhjgbo ¢]jZo

Jhajh[e_gZ ijh]jzfgzZz kbkl_fZ ih\bggzZz nZdbpgvgdevges n
fh eb\hkle

+ ]jZ a lhggh \e~l\hj_gbfb ijZ\beZfb gZkid®evQBGadF]jh ©G
h[f_ "~ _ggyfb2 IZ ©>ZIb?2
gZ\qZevgZ ]jZ sh \bjerm} azZ”*Zgqm gaoghZglgljd| hlj=€ \b]j
ZgZee+a 1Z hljbfzggy i**dZahd ih ihabpe€
egkljmf_gl ey fZI_fZlbqggbo jhajZoklgklle\fm ~\ecdh\ec
i_j_ley™ ihi_j_"ge0o oh”e\ |Z ZgZeea oh”e\ dhfifxl|_jZ
+ lj_gm\Zevgbc j_ "bf jZg"hfgbo ihabpec aZdbkh¥f¥gbc qZk
klZlbklbdb m nZce deevdeklv ijZ\bevgboihy"g cijZh\deendplixbv \en
jha\ffyazgbo ihabpec azZ i_\gbc qZk qZk ggypchltgrih8 oghabpsp€
lhsh

+ i_j_ley® Il_hj_Ibggbo fZl_jeZe-\
Hibk ¢]hj 3G1F" 3G1F a h[f_"_ggyfbhaleyglbfh ~Zees dhgdj_Ig-
ijhkle dhf[egZlhjges *]jb gZ ydbo \bigh\dgZzZg ¥z BhBjhhliHr >

G1lF>\Z ]jzZ\pe ih gq_jae [_jmlv ij_"f_Ib ajrmhhd fikkbdpey ]
Ahleevg_ gbkeh dmihd 1Z ij_~f _le\ Z\llZgh *hhiimdldky Jjb AZ
h~"bg o™ ]jZ\_pv fh _-yayibdpm¢deklv ij_"fyldh€admitdb gzZ\elv

+ I+ O+
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\kx dmidm ih\geklx Ze_ ohqgzZ [ h*"bd iNayfb |l g [p4b"ig_~f_1Ib
ihlje[gh a h*"ge}€ dmidb =jzZ\_pv sh \dyk hkfiZlgzgec ij_"f

lhabpey \ G1F aZibkm}lvky reyohf i_j_jZoywydbgggnjhradejs\ g
gZijbdeZm,1g) tihabpey \ ydec } Ijb dmidbj_YVfi_lrec\Q*jm]ec
ij ~f_le\ Z \ Ijmlec *

lhabpey \ ydec o0¢” gZe_ "blv ]jZ\p_\B iZhleaxfWh_ \bH}Z kin
\_"mqgb ijZ\bevgm |jm gZab\Z}Ivkyw d&Z]jHrgZhxhalmpey gZab\Z}Ivky
ijh]jZzrghx Ydbc [b o™ ]jZ\_pv \ ijh]lgZrgplc[bhalepid ijhib\gbd
afh” _ \b]jZIb ydsh [m”~_ jh[blb hilbfZeeggbah”®pzZ dtijlbsBc o"

m \b]jZrgec ihabpe€ ihey]zZz} \ |Ihfm s& &jZabplvlbihkbly}fm
ijhib\gbdm ijh]jZrgm ihabpex

=jZ\_pv fZ} \bljZrgm KkljZl_]ex Ih"e o |s25dbfZhhafdhea
dmihd \e~rfeggZ \e” gmey < egrhfm \biZ’pdvmaig@dbfgblovkyzZ\
ijh]jZzrghfm klZge Hibgb\rbkv \ klZge akmhhexvhlh&x\ ;2% g _
afh™_ \bclb a pvhlhijibl4Zgrywthfm ch]lh i_j oh”~e \ klZg a g_gmev
XOR-kmfhx m ijhlb\gbdZ agZc”_Ivky \e*ih\¥"plZ¢ o2Bmfydbc ih
gZazZ” \ gmev

>ey |Ihlh sh[ ]jZ\_pv ijb ijZz\bevgec J9yx ~h\H~p\fhLlpl
ijhihgm}lvky gzZklmigzZ kljzZIl_]Jey ijm\ibdgb€ dgoealmmaan

ljbdezZ” ihabp+€3, 6) 010 011 110
AgZoh~bfhkm2ffm jhafejm d ® EhXDOR §010, 011, 110) = 111
Ydsh \hgZ g_gmevh\Z |h p_\b]jZrg®hhdbgpZy YdZdr
ihabpey ijh]jZrgZ |Z ydsh egrbc ]jZ\_ipwfZevgh ]jEib\th]jzZ}
egrbc ]jZ\_pv Ydsh ihabpey \b]jZrgZ IdfZ[ed @bhlc[ b kB).hii

S=111<>0+£\b]jZrgZ ihabpey

AgZoh”~bfh \ pec kmfe 6 \ ~\ecdh\hfimE dehet=\Z e kiplZjrh €
h*bgbp-

< kmfe 6 } h*bgbpy \ klZjrec ihabpe€

AgZoh”bfh dmidm \ ydec } h*"bgblpd¥ wicgZ [ihappdmidZ
} egZdr_ [ e-km25g_ [meh [ h*bgbp-

P_lj_ ly dmidz ~_  ij_"f_1le\

AgZoh”bfhkm2fim 6 ¢ jhafejm agZcfhbb€mdfmhddeevdeklv
ij_~f_le\ yd_ihlje[gh aZebrblb \ agZdllgftLedmhpm iph”e
XOR (111, 110) = 001

< lj_lec dmipe |Ij_[Z aZebrblb h”"bg ijjZib_k B[l [m2[_
hilbfZevgbc o*”

GlF a h[f_"_gd¥fpje G1F aZ h”bg o<* fh'gZ [mdm [jZIb [m
g_gmevh\m deevdeklv ij _~f_Ile\ a h”rge}€ dggdbb aZGHYo@ d{Ff_~
fh gz [jZIb g-y[dmtweevdeklv ij ~f _le\ Z Jleevdb hrpm Z[h N _de¢
azZ”"Zgbo deevdhkl_c gZijbdez”" Z[h qoghzZipibgheZkygy agZz
sh [meh aZzklhkh\Zg_ ~h deZkbqgh]l]h G1F \"_ g_ ijZpx}

KihgzZldm jhalJeyg fh kijhs_gm ]jm dheidZd &eevdidhx*gzZ d
deevdeklx ij_~f_le\ Lj [Z ZgZeh]egqghZI®1Fjh\fdbgimaogZZ[h
\b]jZrgZ ihabpey \ aZe_ "ghkle \eN dedvdhkdehjegfheG1F ]jZ\ _pv

ijb  hilbfzevgec ]je [m”~_ i_j_\h~blb kmjiZjgmdZihabppkx]
<b]jZrgeklv ihabpe€ \bagZqZ}lvky azZ "Hishflre)\rhx hqpblp € =Yg h
qgbkeh =jZg”s ~hje\gx} lh p_ ijh]jZEgZ -inabjeengZ g

<bdhjbklh\m}Ivky 7ey jhajZomgdm qgbk_enmgfipry "FhHIfif gz
fgh bgb gbk_e ydzZ ih\ _jlZ} gZcf _grehg s\h*§lfamiihkqzZ}Iivky \
pec fgh bge

LZdh™ [m"m}lvky hje}glh\Zgbc ]jZn 1hbh }_jhladppsl€ yaA j [jZ
ihagzZzgqzxlv fh eb\e i_j oh”b fe ihabpeyflbk_ é&hajplogitghd ¢

296



1GNHJF:LBD: L: F:L?F:LBQG1 F?LH>B < FH>?EX<:GI31 ¢3-4 ' Lhf

ihgbgZ}Ilvky a \_jrbg [_a \boe~*gbo j [04 iajydikhogedpihb 2
degp_\e* ijh]jZrge ihabpe€ \ gbo gbkrlw =jZzg hj hfe\gjxg”"-
]h\hjblv sh ~ey Ih]l]h sh[ agZclb gbladlp£Zy pridgely i9 |j_[Z
agZclb agZg_ggy nmgdpe€ PH[ \e® fgh bhgp d</jriag9 \ Lydeb#
gbghf fh'gzZ j_dmjkbygoh\m\ZIlb gbkezZ =jzZg”e ”"ey \keo \_
ihqgbgZxgb a Ibo sh g_ fZxlv \boh”e\

AgZxqgb gbkez =jzZg”e "ey dh ' gh€ \_jawghfhjgld Nillhm
G1lF a h[f_"_ggyfb a h”ge}x dmidhx QZkkkZom\ZFZgsh }\ gb
aZzdhghfejghkle ahdj_fZ i_jeh”b <« mM\miZloZ"&lydkjhptks ggy
jhajZzomgde\

L i_j ydsh dmidz g_ h~rgz ZzZ "_dheyey2 Z}gdkazf Zj2]h]

"ey \keo dmihd <« gbkeh =jzZg~e "adymilddkg ykpdfajgdbk _e
=jZg”"e "ey dh ghé@ a&Zgphr)

J _Ijhki_dlb\gbc Z&gferalv jeage kihkh[b \bjer_ggy aZ”Zqg a -*]
aZlZevghfm \biz~"dm fh gZ \bdhjbklh\m\BKi _Iddtd\gbZgldgZjeda
Q@ >ey hilbfZevgh€ ]jb ZgZeh]eqgh GgHFhioh[fh aggyibkgh
Ibf gb egrbf kihkh[hf ~ey dh gh€ ihabp‘E]jirgjpZdmdBibgb
ijh]jzrge ahdj_fz az ~hihfh]lhx ijhohifMmabpscdégp\kdoohklZggeo
. NZefth'gZ dh gh]lh jZam i_j_\h”blb kmi_jgbHdZbpeiEHZrgm
\bjerm}lvky gZijbdez” ]jZ ©>ZIb2& G2Z*\vohZdbaZimapZINdkp\Z -
aZdexqgZ =jZ ihgbgzZ}lvky a i_jrh€ [devrgjEgdvphe ¢ZIB\D}fm
oh”e gZab\Z} icagerm "ZIm af[eevimxyybngZekygh ZgHhXKypv Ze_
g_|l_c egr_\enrjZam Ijb pvhifm ih}kyypdgtF} "@Febzsr dkbky ~ZIhx
=jZ\_pv ydbc gZa\zZ\ hklzZggx<bdbdhpbkiljmh\igdivky j ljhki_dlb\gbc
ZgZeea dheb “h ihgzZldm ]jb aZza*"ZéepwdhjphEZ0Blm}ivgky jhdm
gZ "eZiZahge ihgzZidlid&desdbzz ~Z1Z \bljZrgZ \hgZ qb ijh]jZrgZz
h{bM\Z 1jZ\py [m~ mlv ]jZlb hilbfZevgh jRImboZmqglgkvjyhdm\h
ihgqbgZxgb a aZdexqgh€ i_j _oh”ylv Mhyilv&lypeaZyexgqgm\azZ
o™ ihlefhtihabpec yde i_j \h*ylvky \ aZdexqgfer aihdbob” b =« |z
[m~_ ~“hky]lgmlZ ihqzZldh\Z ihabpe-y
DeZkbnedZpey gZ\gZevgbo dhfi ©lZzygBevghjdhfi x|_jmZ ]jZ %
nhjfzZ gzZ\qgZdewgmgh€ "eyevghkle sh efelm} | qglblm@gmp€jZdlbqgqg-
h~rgbf ea aZkh[e\ ZdIb\eaZpe+€ gZ\qZevighahnfhj\thp mk jpin akbjlldyd |h
kmle gzZ\gZevgZ dhfi xI_jgzZ 1jZ } b r3ddgorqahhZXgh& xgzZhjeevr
\bkhdhfm | _ogeqghfm je\ge Jhajh[e_gldhjhk|hikielngky \\b
gzZ\qZevghfm ijhp_ke _e _dljhgge gZ\qZévgc*hdmgkbmxlkibykle
ZgZeecamxlvky f_Ihrb <« j ameviZlb 1€-02@GaZkigkmd Z glgkyleegh
jhajh[eyxlv ¢ ijhihgmxlv ~h \ijh\zZz~" _ggyhkgdh\gZ deefvrlh™"b sh
"halheyxlv eklhlgh i**\bsblb ydeklv < jlgd_gkhg@adsdBdEgho i
\b[hjm ijZ\bevgh]h i*"oh"m ~ey gZ\94dgy dhh[j=gZt+hgdbo <]hj
g_h[oer*gh agZlb \b”"b dhfi x| _jgbo gZehldedhboh€]y gbo gZ
ex"bgm :gZeeamxqgb ijh]jZzfg_ aZ[_ai_ldb_goy dhii x4 _kdadZalb
fzxlv \_ebde fh eb\hkle 7~ey aZzZ]Zevgh]h —eglfhepecighZevgh]h
hkh[bklekgh]h jhalbldm ex”_c¢c + €0 gZ\Zggydedka]leyd pfhE
dhfiffxl_jgbo <]hj azZ jeagbfb djbl_jeyfb "Agg yfeeydbq 2eage\
dhfi xI_jge ijh]jZzfb ~eeylvky gZ yde dégkimmaximxlsh 4jh]jzZfb
lj_gZ _jb ijh]jZfb gzZ\qgZevgh]h dhgljtkex_~hi\bj&pb cig» gZ
Neeblb gZ ie"]jmib \boh”yqgb a jeadldhdjbx_jd§h€\d¢dhzZlbdb
je\gy kdezZ~ghkle <]jh\bo azZ\"Zgv kdgZ"gB¥iZgmijheedgdm
jhamfh\bo a”e[ghkl_c 1Z egrbo oZjzZdFimbXxkibhglbM gleebktlgeo
]hj \b~reey}lvky \_ebdZ ]jmiZ gZ\qZevglhdi xIjhgbbozZigp yde
ki_peZevgh klI\hjxxlvky ey \bdhjbklZegygpoy Phk\eidpofp ijh]jZfb
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e gZ[hjb ijh]jzf vyde ij_"klZ\e_g* m dbpeydpeddjzZidboe\ k_jec =
aZe_gh \enr kimi_gy €0 ©kisevghklePm :&ke hk\elgn g]jp fh gZ
al]jmim\zlb \ IzZde \_ebde deZkb jha\b¥gxqge]jbljb ]jpZ\qZe
_dki_jbf_glm\zZggy "<Z]ghktbgd@§Z\bjoj «gppb\Zevges » dhf[egh\Zg-
gZrhl]h ~hkee"" _ggy 9g_h[oe*gh a h~”ghllh kptkdnfZIpreaZey>g ml
dhfifxl_jgbo <]hj \aZ]Zee Z a ~“jm]hphhrdZphd] dZ\gAe¥dkbo
dhfifxl_jgbo <]hj DeZkbnedZpey <flvjdbhPNelygAjmqgglhkle ]jZ\py
Ze ¢ i_"Z]lh]zf k1z} e_]Jr_ hje}glmZ]bky\sme\ky hénjhlajh[gbdZf
"halhey} \bagZqgblbkv ydbo <]hj g_"hklZ}}€eygbnhgn¥Zggy
dhfi_| _glghkle GZ jbkmgdm ij_"klpZeye dnZi oé Zjlgibroe dZhj sh
\dexqz} ~_\ ylv dZA). ]hjec >

Jbk DeZkbnedZpey dhfi x|I_jgbo ¢]hj

ljb deZkbnedzZp+€ dhfi xI_jgbo <]hj I jge\qd gglyo “ey
\bdhjbklh\mxIv ~_j \hih”e[gm kljmdImydZ sjp\gadexqZ} dee

1-bc je\_gwd gZ ydbc gZijZ\e_gZ ]jZ ¢gZjhudezZrdheylpe.
7-lh deZkm KkIm~_glb ~hjhkee r@BeXjZmt*BjhjoydieZke\ kim~_glb
|Z “"hjhkes

2-bc je\_ggyzZAqZevgZ "bkpbieegZ "ey \b\g_ggyZydh€ ijbagZ
fh™_ [mlb "bkpbieegZ 3L_hjey ¢]Jhj” Z[h_BDeyf[~]d41hjg

3-c je\_gVM_£Z gZ\gZevgh€ ~bkpbieeghb L_fZ Z3¢EilD&Fevge klj
*lhj G1F G1F a h[f_~ _ggyfb >ZIb"

4-c je\_gWbffej deZkm Ih[lh ydbc Ibi ]jb ie"oh”blk "~ey je\g
deZkbnedZpe€ <]hj sh ij_"klzZ\e_gZ pprd4dbknd@dmhjeyggZkleevgbrc
elhj z~"_ dhfifxl_jge dhf[egZlhjge °]jd RKghY*bedhpXklegvgbo
eh]Jeqgbo «]hj

5-bc je\_gydbc a f_Ih”"e\ deZkbqggh]lh gZ\gZggy i _ ie~ljbfm
Lzde f_Ih”Db sh gz~Zxlv fh eb\eklv gZ[mlly ggfglimo I1AgZgyv
gZijZpx\Zggy “~hk\e m \bjer_ggy fZl_fZlbgqghpblZdZygq y
dhf[egZlhjgbf «]jzf 1Z i_j _\ejdb agZgv |IZ mfegyv
'gZeesa i*"oh”e\ "h gl _]jZpe€ ijhp_km lgZdaqZgoy gllitfZp-€
ijhp_km gZ\gZggy \ ]jm aZe_ "blv \«* \pgwljsdfihgvielh mytd Igh€
h[ezZzkle sh \b\qz}Ivky \ ]jo AZ kihkWfhfigihe Zgeykiljs fh gz
\b”reeblb <]jb gZ hkgh\e efelZpecgh]iZz flnRgle%\ZiglylynZgecgh]h
fh~r _ex\Zggy » gZ hkgh\ehhijgga€gitvd]_es >

1felZpecge fh{ Zeecam}lvky AkbimEwlhjZo VLPXODWRU
fhr _exxlv j_Zevge mfh\b ijhn_kecgh€ ~yyewgdrikles] hZmavpprgZgv
>h pvh]l]h deZkm <]hj \e~rghkylvky kbfmeaydbfb higgkerplgpfb
aZkh[Zfb f_"bqgge lzdlbqgge khpe«kbfmgeylhdb [«dbakh[dZ
kbfmeylhje\ \dexqZ} jhajh[dm j_ZeeskllpgkmE mh™Ne&rh\iejhgec
ij_~f_Igec h[eZkle sh kdez~z} ij_"f_d4 Bb16@yg¥Aijbjdez”
jhajh[dZ -EbémeylhjZ OLFURVRIWS )OL3IRWQGLPXODWRINZ]Z]
kiI\hj _ggy fh” _e ¢ neabggh€ kdeZ” h\h€ljekbém&yxeye iZhdh
\azZ}fh”e€ a k_j “h\bs_f < fh™_e _c ]jAnmplquhe&Ey kdeqh h\hZevgZ
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fZrbgZ ieehlZz 1]1jh\Z kdez~h\zZ \ |Zdbly *djAdbdh|Bkbkaggyf
[Z]ZIbo ]jZneggbo « a\mdh\bo fh eb\hk[s\c Hm o Kdx\Zee vaghl€
|_ogedb "ey dhfi xl_jgh€ «gl_jij_ |Zpk€\j_Zevgbo ijhp_

NhjfZevgh]eqgfh”™_e+ ij_~f _Igh€ h[eZkle \bdhjbklh\m}Ivky m
*]ljZo yd iZaeb SX]]JOH JDPHV <[jbledZ RDMWEXKeL @YY DPHYV e
\ZjeZglb ¢]hj gZ lIj_gm\Zggy iZf yl«UPH® RVWY DIDPHYI EDPHV L.
%o jmglmxlvky gZ i_j \ejpe \erih\erghkydvkyglda\pshH \az~rZgbf \
kbkl_fe iZl_jgzZf <\_"~_ge "Zge *gl_jejhNexdZkyyygzZ\bk\gec fh\e
azZz"Zghx ]jzZfZlbdhx ndhfiZegghfh”_ev \bdhjbklh\m}Ilvky ~ey i_j_
*kbgghkle \bkeh\ex\Zgv

KbimZpecge fAbdhgbklh\mxlvky \ ¢]jZo " _ |j Zeeah\Zgh gZ\c
ijbdez”~"Zo 3kDVie"yWX@\a \bdhjbklzZzggyf fh eb\hkl_c dhfi xI_jg
*lhj hjlJZgeaZpey "eZeh]e\ \eamZeraZLpeyfikphkhgikZgm\Ziggy lhsh
Pe ¢]jb yd ijZ\beh | Zeeamxlvky-SO9oaviQhfiZ[HJROH " "gbpvdhfn
DGYHQWXUH “Zgje =jZ\_pv ihfesZ}Ivkybs \ejkMBepvy &KZj_
hkgh\e hibke\ kbImZpec a j_Zevgh@&\éseghghlklaztie}lZrgh]h \ ]jm
Kp_gZjex 1ieZghf "ec \_ A ihi_j_"gyjp NeiZzelhXly_dgb[bjz} k\h€
jer_ggy a azZ”"Zgbo gZ[hje\ « \ j amev]jEde HZAq Zi}jlZkKye gab o
jer_gv ljhp_k ijh_dIim\Zggy 1Zdbo ]Jdm\dexka} ¢hjdj\h]h kx _Im
gZ hkgh\e kp_gZjex jhajh[dk_\ejtim\beswgh]lkihkh[m €€ \eA"h[jZ _g
Hkgh\gbf azZ\"Zggyf jhajh[gbde\ 1Zdbo dBhlgjZevgbde=alZjp-}y
kKihkh[e\ gZc[eevr ijb\Z[eb\h]h a <]jhYHh€njhgdh M 2\ X

Dhf[egZlhjgbf <]jZf gZc[eevr_ i**"oh”blv kdbdmdpegpgZp-}x
fhr _ev kzZf_ 1Zd m jh[hle azZijhihgh\Zghv gih\foZg §lyw kyjA
\ejimZevg_ k_j_"h\bs_ ~"e} \erjh\ergh~""h " "kPelylbjexijb\cfzZ}
jer_ggy €0 kbkl_fzZ i_j_\ejy} gZ ijZzAmevyBEklvgz\qZ}Ivky gZ k\h}f
Ahk\ene
GZ\qZevges kp_gZj€ a _e_ fKidlkdb gb ]jZp€ ijhp_km gZ\qZgg
*]jh\bf ijhp_khf \bagZqzZ}lvky kihkh[h¢])aW}dh,EZ\q]4evgbo ~ecC
Ih[Ih kihkh[hf egl_]jZpe€ gZ\qZevghdhkpdngKinrc\ 4pfh\kop _gZje}f
gZ\gZevgh€ ]jb jhamfexlv gZ[ej \aZzZ}flim\ ylZ ggosojex e sfh
ij_"klZ\eyxlv ¢]jh\m « gZ\gZevgm dhfihg _glb

< hkgh\m gzZ\qZevgh]h kp_gZjex sh \balg€&qakekl ygz2*f Ig
hi_jm} Z[kljZzdlgbfb ihgyllyfb \ Ihfmyd®k rlgdeZm \de*_yde [Zah\e
h[ }*gmxqge ijbgpbib gZ ydbo [m~ m}lvkyij \lZpeyaflzkdbolgl |
ij_~f_Igbo h[ezZkl_c \ e<]jh\hfm dhgl_dkPedah\Zg@mlh jlmqggh
KI\hj_ghfm \ejimZevghfm e]jh\hfm k\eHhke Yhygghlfymnijdexglgh€
hiezkle eogl_jij_Imxlvky yd kbkl_fz ijoa\géakl ZoddkeWerghkkbg
\ejlmZevgh]lh k\elm GZzZ\qZevge azZ\"Zglya\blg m[g<\d+q h'de y\
"hkeer” " m\Zgh€ ij_"~f_Igh€ h[ezZkle dgijhje IfoxtyknAhyh k\lelm
\eMih\ergh jer_ggy aZ\"Zgv } jer_ggyfb ¢]jh\bo ijh[e_

LZzdbf gbghf dh g e f ghli¢eZXlelghE jij Im}lvky yd e f g
*ljh\h]h kp_gZjex 1j_~f_lghx h[eZklIx }"ehflogKIKkigm]m]jb
\erih\ergh ¢]jh\bc kp_gZjec kZfZ ]j¥diiZc nimgepshghBem ]jm |Ijb
pvhfm fgh ' bgz _e_f _gle\ fh'_ ~hih\gx\Bllkkipy gZ&jek_gydt g_ }
egl_jij_1Zpeyfb ij_~f_Igh€ h[eZkle lddbdvdbmhd _silhjmrmxlvky
eh]eqges a\ yadb fe° e f glZfb sh \bagkpqddjw ogZiglhghbfbc
ydbc \bagZqgZ} \b]jZrgm kljglZ\\lgXewvgbc kp_gZjec <eg nhjfm} a
sh™h \bjer _ggy ijh[e_f yde klhylv m kille hfeyghd hlaemdZecaZp-£
ihgylv ©az\jZaqggglypegdz?

e~ kp_gZje}f gZ\gZevgh€ gz [Hjam}rkxiw\ yazgbo _e_f_gle\
sh ij_"~klz\eyj}ja\m « gzZ\qgZevgm ddhfihgmydlgogy \ ]j» gZ\qZevgh€
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Z[h <]jh\h€ dhfihg_glb \bagZqZz} IbihkpghylhjeX Jjp_Zexla eeyxlv
ghlbjb kihkh[b hjl]ZgeaZp+*€ kp_gZjs€VZo 49F\qgEvgbevohic
kp_gZjec gZ\qZevgbc kp_gZjec a _e dell4ibbEjb @Z\@Zevgbc
kp_gZje€ <]jh\bc kp_gZjec a _e_ f glzZzgEdcdzeaqZzgaqy ditb\gbf }
|Zd a\Zdbt[egh\Zgbc kpdb&pple\e |Z gZ\qZevges aZ\*"Zggy \bdhgmx
hr"ghgzZkgh “ha\hey} aZ[_ai_qblb [ZeZgk <]hHfih§ gldpZ\@FXevgh€
pvhfm \biz~dm ]1jZ\_pv [m”_ ijZ]lgmlb IdDhkZ¢lb iyghpr€&fi_ \eg
g_y\gh [m”_ ijZ]gmlb ~h ~“hky]J]g_ggyhflhbe]gEZ\gzZfgdy¥ [Im"_
"hkyl]zlbky yd f_1Z gzZ\qZggy? > @ KZgbc | ZKpba Zpdrf[egh)z
ijhihgm}lvky ey gzZ\qZevgbo dhf[egZdmgdo lkdrejZMmgakiy \b\g_ggy
pvhl]h fZl jeZem =« p_ “~hal\heblv ]jZ\pXq2g@y ijhtdb_ gd
ihfelb\rb ch]l]h g_ Zdp_glmxgb m\Z]m \ ijhp_ke ]jb

Kp_gZjec 9gZ\gZggy [m"m}ivky gZ hkghgh&edhpllfm€\b]]j
\[m*h\m}Ivky \ e]jh\bc ijhp_k Mke jegZyg¥eVjghipy kp_gZj-£€
hijh[eyxlvky \ jZae+ g _\ejgbo ijhihgmxiVkpg \gjggy &fZhihlje[gm
deevdeklv djhde\ gZaz” =« \ |J _ameviZleblj\rlylpv \g%ogrlivky \
kljZl _Jex ey dhf[egZlhjgh€ ]jb >egl1l@#Fh g®& laF +dhhp[f -~ ggyfb?d
©>Zlb2 kljzZIl_Jey jeagZ dZAgAedgbce kp_gZjec jeagbc Ze_ p- ki
fZxlv kieevge jbkb Ihfm sh pe «]jdhf{gdZhhdgZkm =
F_Ih~"bdzZz gZ\gZggy dhf[egZlhjgbf <]jzf gZ ijbd&a% a]lhj G1F
h[f_ "~ _ggyfb « >@ébodéeidadéea+ Tadgailfiisanaanan eaoai il

"""" RE 6D DadE 6 ®ioée O

//////

64ai 0fiedddadield 0é60060xkiddéead~ ddpadynial é@&fdo eaeénia
a aniaiio eiféeéod 06 aéai a ooiépiaisiadaiedcé einéodcdaae
ai 16néiailt efaly
LZ[ebpy
Kbkl fZlbazZpey gZ\gZevgh]h dmjkm \ ¢«]Jjh\hfm dhgl_dk
Jha”ree dmjkm gZ\gZgg J_ZeealZp-ey

Dhjbklim\Zg hljbfm} egnhjfZpex

L_hj_Ibgge \e~Ahfhkle dhf[+gZIhjgbo *]hj

Dhjbklim\Zg hljbfm} egnhjfZpex
j_ljhki_dlb\gh]h ZgZeesam dhf[eg
Dhjbklim\Zg hljbfm} egnhjfZpex
]liZne\ ih[m~h\b hje}glh\Zgbo
\bdhjbklZggx ijb j_ljhki_dIb\g
dhf[egZlhjgbo <]hj

Dhjbkim\Zq hljbfm} egnhjfZpex
j_lihki_dIb\ghlh ZgZee+sam
ym~Am}lvky 1jZn a ihabpeyfb ]jb
i_j_ohnrZfb fe¢° gbfb >ey degp_
G1F Ilhi_j_~gy i*~lhlh| 1Zzdh®™ ~_deevdho Ibo sh £f
\bagzZqz}lvky €0 \b]ljZrgeklv Z[
"ey dh'ghlh a JjZ\p-\

‘gZeca

J_ljhki_dlIb

ZgZeea 1]1jb 9Z ]ljZnZo

Hibk Ze]hjblfm

Dhjbklim\zZq gz\qzZ}Ilvky \b]jZrg-
:elhjblf \bljZrgh kdez”Z}Ivky a "\ho _1Zie\

kljzl_1+€ 1jb \bljzZrghkle klZgm ]jb azZ ~hihf
hilbfZevgh]lh oh"m

Dhjbklim\Zg hljbfm} egnhjfZpex
L_hjey RijZ]jZg”™e| RijZ]-ZjZg”™s ydZ \bagzZqz} hilb
©G1F a h[f_"_ggyfb?

G1lF a ;m~Am}lvky ]1jZn a ihabpeyfb ]jb
h{f_"_ggyfb i_j_ohnrzfb fe° gbfb >ey \ke
lhi_j_"gy i*~]hlh] ihgbgZxgb a degp_\bo Z IZdh"

€f i_j_"mxlv \bagzZqZ}lvky €0

ijh]ljZrgeklv "ey dh'gh]h a ]jZ\p-
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ijh~"h\" ggy | Z[ebp-

Dhjbklm\zq gz\qzZ}lvky \b]ljZrg-
kdez”rZ}lvky a "\ ho _1Zie\
\bl]jZrghkle klZgm ]jb gZ hkgh\s
hilbfZevgh]h oh™m

Dhjbklim\zZq gz\qzZ}Ilvky \b]jZrg-
kdez~Z}Ivky a " ho _1Zie\
\bljzZrghkle klZgm ]jb gZ hkgh\e
*]lhj I1Z hilbfZevgh]h oh"m

ce]lhjblf \b]jZrght
kljZl_]+€ ~ey <]h]
h~rge}x dmidhx

e]hjblf \b]jZrght
kl1jzl_]+€ ~ey +]h]
A deevdhfz dmid

ymAmllvky ]jZn a ihabpeyfb ]j
i_j_oh~rZfb fe° gbfb >ey degp_
IZdh®™ ~_deevdho Ibo sh €f
\bagzZqz}lvky €0 \bljZrgeklv Z[
Ilhi_j_~gy i**]lhlh| ~ey dh gh]lh a ]jZ\p-\
>ey dh'gh]lh fh eb\h]h K
>Zlb \bagzZqz}lvky azZza”Ze_]*"v ch]h
ijhljZrgeklv gZ hkgh\e KklZge-\"_
\bagZq _gh \b]jZrgeklv
DhjbkIim\zZq gzZ\qZ}Ilvky \b]jZrge
:e]lhjblf \b]jZrgh4 kdez”~Z}Ivky a "\ho _1Zie\
kljzl_]-€ \bljZrghkle klZgm sh \° klzZe

ihi_j Agec i*~]lhlh\pe 1Z hilbfZe

Kp_gZjec ey ]jbL&dFRd f_Ihx "hkee”" _ggy } af_gr_ggy gZkm gZ
fZl_fZlbggh€ |_hje€ dhf[egZlhjgbo <}hjh¥h&[ijb\Zjgedy\hkle Ih
ijh_dIm\zZggy 1Z jhajh[dZ f_lh”bdb gZzh#& kfdi#\ e «k bd &H\gpZee\ggh]h
kKp_gZjex a _e_f_glzfb ]jb [m~_ gZc[&NrlZ[e_dIlbyghx"_g-
_e_f_glb <]jh\h]h kp_gZjex sh h[ }"gim}s g2y ZeygZdZam} |Zdbf
gbghf fh”_ev gZ\qZevgh]h kp_gZjex v ©G1F§1Zfb ]jb "e

LZ[ebpy
Hibk _e_f_gle\ ¢]jh\h]h IZ gZ\qZevgdhGH KP_gZjex ]jb
Kp_9gZj Afekl _e f glZz
GZ\qZev ]Jl_nt; \"_ agZ}r sh 1Zzd_ G1F « yd m gvhl]lh ]jZlb >Z7Z3@

1]jh\bc | <b\h”bfh ij ~f Ib gZ _djZg m Ijb dmidb deevdhkle

GZ\qzey .>¢Y Ihlh  sh[ jhae<[jZIbky a pbf ~Z\Zabe jHpHey gh &ln
q i _jr_ kdeevdb \ pec ]je *]jh\bo ihabpec"

“"l_j_jZom}fh \k_ m neJmjgbo "m °dZo fb ibkZlbf_fh g
GZ\qzZev {1}, {2}, {3}, {1.,1}, {2,1}, {3,1}, {2,2}, {3, 2}, {1,1,1}, {2,1,1}, {3,1,1}, {2,2,1},
{3,2,1}."

P_ ihabp<€ \ yde fb fh_fh ihljZibib q_j a d-evdz
GZ\aZeV ihappe€ g7 ]jZne

1]jh\bc | <b\h”bfh ]jZn ea mkefZ ihabpeyfb | _j Jey”™ ]jZnZz

GZ\gZev Hg \b”gh sh ihgbgZxgb a ihabpe€ ~ "~ \b]jZ} *jm]b
q N " \b]jZ} i_jrbc Kijh[mc ~Zee+ kZf \bagZqgblb \b]jZ

lhagzZqz}fh gZ ]jZne \b]ljZrgeklv pbo ihabpec <b\h’

LIIh\be | \p1iZrghkis «grbo ihabpec | j \ejy}fh AZge sh \\ A g
<+Aih\sAgh fh gZ \bagZqblb \b]jZrdm K&jEZo_Jeyrizg if

GZ\qZev i_j_oh”blb sh[ \b]ljZlb e_ [m*m\Zlb ~ey dh gh€
i=AThih\db €€ ih\gbc ]jZn ~h\]h Z sgh”+ ¢ kdeZAgh
«gZdr_\bagZgblb \b]jZrgm kljZI_]ex

limbe | <b\h”Bfh ex[m Jjm Lmiihqzidh\bc kiZg fh™_ [mlb b

ijhljZrgbc Ihfm ~Zees ihdZaZges h[b”*\Z \ZjeZglb

. . . lhabpey ijh]jZrgz Lml fh°
GZzZ\qzZev, Py ihabpey \b]jZrgz ihjeaghfm gZ I\ec \b[*]

1]jh\bc | Dghidb Qhfm" GZlbkdZggy
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ijh~"h\" _ggy |Z[ebpe

GZ\qZey
Qhfm"

"XOR-kmfz deevdhkl_c i
dmidZo g_gmevh\Zz
i_j_\_klb px ihabpex
sh[ aZebrblb kmijhlb
ijh]jZrgh€ ihabpe<€

Hkdeevdb -kth5Z gmevh\Zz
koh”blb \ gmevh\m ihabpex
kmijhlb\gbdz \ ijh]jZrgec

Oh”b

j
H
\ g

1]jh\bc

Dghidb Yd \b]jzZlb"

GZ\qZey

AgZoh”bfh-ka5m deevdhkl_c ey \keo dmihd GZzZa\_f

« <\_"b mihe_ ihe_ !

1]jh\bc

<b\e” ihey "ey \\h"m gbkeZ <\ _~ ggy gbk_e

GZ\qZey

G _\ejgh <\Z Zc m\Z ger_ Z
yd \WZ Z}lvky -km@&Zz 1jZ\b
\eNjih\ery  UHV

ljZ\bevgh

GZ\qZey

L i jagZoh~bfh \ pec kmfe \ "\ecdh\hfm dh”eA §zkph’
dmidm \ ydec } h*bgbpy \ pec "_ ihabpe€ LZdlZ _ohao
XOR-kmfe g [meh [ h*bgbpe [ BmidghVfegdh\_ my\e _ggy

GZ\qZey

IlhjZomc sR®fm 6  jhafejm agZchlghfEndfrhidbexydeklv
ij N _le\ yd_ihlje[gh aZebrblb \ agZc”™_gec dmip*ijb
<\_"b \ihe_ ihe_!

1]jh\bc

<b\e” ihey "ey \\h"m gbkeZ

GZ\qZey

G _\ejgh <\Z Zc m\Z ger_ Z

Lzd

yd WZ Z}IvkykmR&z
<erjih\erv UHV

GZ\qZey

AgzZqgblv gzZf ihlje[gh aZ

ebrbib \ dmipe [ jb[hd Ih[IN

1]jh\bc

Dhjbkim\Zqg jh[blv o« m

lj-

sh
fh™

Lb \i_\g _gbc
koh bf" P
ijhljZrm

ohqg_r

GZ\qZevi Qm~h\h <k_ ijZ\bevgh ijba\_}

L_i_jIbagz}r yd 1jZlb \ G1F \bdhjbklh\mxqgb \b]jzr

NZee \bagZqblb kzf kdeevdb dZf_ge\ al\e~rdb ihHj-

agZ™h[blvky [ehdghl ey jhajZomgde\

1]jh\bec Dhjbklm\Zq fh _ jh[blb oh”b GZzZ\qZevgZ kbkl_fZhke
oh”blv g_\ejgh ihijZ\ey} ch]h

GZ\qZey

Kp_gZjec ey ]jbaGF_"_ggyHdf_~_ggy . fh eb\eklv \aylb a
dmidb g_ “h\eevgm deevdeklv ij ~f le\d@d Qi flgmhaKegygZIlb
kijhs_gm ]jm a h~ge}x dmidhx

M 1Z[e gzZz\_"~_ge+ _e_f_glb <]jh\h]lh kp_gZj»gZetagh[IZ*gm} g
*]ljh\e Ne€ o | Zeeam} |Zdbf qbghf flhg _eXjgxZbagZevdhghzfb ]jb
"ey ©G1F a h[f_"_ggyfb a h~"ge}x dmidhx?

LZ[ebpy
gle\ kp _gZjex ]jb ©G1F a h}k dngighf? a h”*g
Afekl _e_f_glZz

sh \ G1F a h[f_"_ggyfb fb hHf_Thg
gZijbdez" GZ i_jrbc ihley”
Ze_ p_ 9g_ lzd L_ jer_ggy yd_ fb jhaley”"Zeb 2»ey d
gZf ihlje[gh jhaleygmlb |_hfjXgRtjZzydZ kdezZ~Z}Ivkye
hk\h}ggy dh'gh€ ihklmih\h gZ[eb Z} gZk “h \bjer_ggy

Hibk
Kp_gZj

f

_€e

HI"_ Ib \"_ agZ}r
deevdeklv dZf_g-e\

GZ\qZey

<edgZ © Kijhs_gbc \ZjeZgl ]Jjb h”"gZ g _\ _ebdZ dmig
1]jh\bc | © Nmgdpby PH[?2 © Qbkez =jZg"b& © AZdhghf

dh ghfm a imgdle\ \b\h”*blvky | hj Ibqgbc fZl jeZe
1]jh\bc I_j_ley”™ \edgZz Kijhs_gbc \ZjeZgl h~gZ g_\_ebdz

ZgZe-a
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ijh~"h\" ggy |Z[8bp-

Jhaleyg_fh kihgzZldm kijhs_gm ]jm a h”ge}x dmidh
ij_~f_ls\ dh _g ]jz\_pv fh _ \aylb ijbimklbfh ebr]
Ijh]jZz} Thc olh geqh]lh g_ fh _ \aylb Lzdbf gbghh
Gz\qZeyv ij_"f_lI Ilh geqh]h g_ fh'gZe \pylbijh]jZrgZ kblmzZy
jhaley~ZlIbf_fh klzgb ]jb ihgbgzZxgb ae klZge\ a ydb
. <bagzZgbfh \b]jZrgeklv gZklmigbo KklZ¢
j_ljhki_dlb\gbc ZgZe-a

1]ljh\bc | <b\h~bfh ]jZn a+ klZgZhmbjpec lhfm sh m gZk ij_~f_
A ihabpe€ fh'gZ i_j_clb \ ihabpsx <boh”blv \hg]
GZ\qZev fh'gZ i_j_clb \ ihabpe€ « HI'_ \hgZ |_" \bljZrgz

Iz \db]jZrgZz A mijhZjZzrgzZ Ihfm sh 1Z \b]jZrge
1 Z <hgb \b]jZrge agZgblvp_ijjMfiZlrrdZtihabpey

ce_ fb jhae[jZzebky a ]Jjhx dheb doidZelgdZf_de\gZrhfm
GZ\qZev| jb[hd Fb azZklhkm\Zeb j_Iljhki_dlb\gbc ZgZe+sa :e|]
Ih 1Zdbc ZgZe+a g__n_dlb\gbc ihlje[gh \bdhjbk+hZmAZ

1]jh\bc | I _j _Jey™ \edhg Nmgdpey PHJ QbkezZ =jzZg"e
1]ljh\bc | Agh\m \b\h”~bfh ]jZn ae klZgZfb ]jb "ey ij_~f_le\
;m”~_fh 1 _i_j \b]jZrgeklv ihabpec \bagZqZlb aZ ~hihf

[Z]Zlvho \biZz~dZo ajh[blv Zelhjblf [¢evr _n_dlb\gbfa
ydbo m _ gedm”b g_ fh gZ i«lb |z m gbo gbkeZz
p_ ijhljZrge klZgb GZkIimige klZgb \bagzZqz}fh \bdh
\enr fgh bgb agZq_gv =jZg”es ih dh'ghfm i_j_oh”m a\e¢
amkljeqZ}Ivky k_j_~ pbo agZq_gv <e”ih\e~gh hljbfm
klzgm yd_ ]h\hjblv gzZf gb p_ \b]ljZrgbc klZzg Z kZf_
Ih ijh]jZrg_ egZdr]iZrg_

GZ\qZey

My\blb p_ m \blJey”e ]jZnZ ijhgbkeZ E=jdg*b Ae klZ
i_j_clb leevdb \ klZg * PH[» Ae blZXgkhZg

HIT % PH[™ <dZ'b gZklmige agZq_doy
klZge\ sh aZebrbebky

GZ\gZey

<b\h~bfh ihey ey aZih\g_ggy gbk_e =jZg”e ~ey dh

11jh\bc
I \\_"_g+ agZq_ggy

GzZ\qZev QbkeZ =jZg~e ~ey ~_ydbo «]hj fh mlv fZlb i_jeh?

1]jh\bc I_j_ley” \edgZ © AZdhghfejghkle \ gbkeZo =jggMh9]j
J \eAih\eAgbf qbkeZfb =jZg”+ ~ey gbo

Fh'gZ ih[Zgblb sh \ gbkeZo =jzg~e "“ey pe*}€ 1jb }
i_jehn Hkdeevdb i_jeh”e gbk_e Ilh \bag
GzZ\qZev| ihlje[gh agZclb aZebrhd \+” jhaih”eem deevdhkle ij_
aZebrhd ~hje\gx} pgbjh]jZrgZ ihabpey : ydsh j_rlz 7

lh p_ \b]jZogZzoh”blv |hc \b]jZ} A\bqZcgh vydsh ij

. yd ijZ\bevgh oh”blb" Yd fb \"_ agZ}fh ihlje[gh
oh”~hf ajh[blb ijh]jZrgm ihabgphkh N"g¥\py Ihlje[gh \ay

GzZ\gZev ij_"f _le\ Z[h sh[ aZebrhd \e¢® ih~eem gZ h
ij_~Nf_le\ ~hje\gx\Z\ Z[h Lh[lh ydsh ihgZldh\bch
\aylb ij_~f_Ib ydsh Ih  Z[h ij_~f_Ib ydsh Ih

M IZ[e gZ\_" _g* _e_f _glb <]jh\h]h kp_gZgZxqbkdvh{ }Zgm}
eljh\e Ne€ o j Zeeam} 1Zdbf gbghf fprg&JyegzZdqZeevighllizfio ]jb
©G1lF a h[f_ " _ggyfb "ey » _deevdho dmihd?

LZ[ebpy

Hibk e f_gle\ kp_gZjex ]jb ©G1lF*a@yh[M_dee@wgdtib dmihd?2

Kp_gZjeg Afekl _e_f_qglz

Yd ¢ jZger_ jhaley”~Z}fh ]jm dheb a h~ge}€ dm
ij_~f_Ib Yd ijbdezZz” jhaleyg_fh ]jm a ljvhfZ dmid
\e~rih\e~rgh >ey jer_ggy ljb G1F a h[f_" _ggyfb
\Wh ylv ihgylly kmfb «]hj

GZ\gZevghb

1]jh\bc * | 1_j_Jey” \edgZ ©1]jb a deevdhfZ dmidZfb gZ hkgh\

303



< F Jm\egkvdZ : K LjhcgegZ
ijh~h\" _ggy |Z[ébp-

Ihlje[gh \bagzZgblb gb py ihabpey } \bljZrghx
GZ\qZevgb| hilbfZzevgec Jje i_jrbc ]1jZ\_pv \bljZ} ¥YidbhjHrgZhah
hilbfZevgec Jje i_jrbc ]JjZ\_pv ijh]jz}

Kihgzldm \\zZ Z}fh gbkezZ =jzZzg”e * “ey dh 'gh€j
GZ\gZevghb| ihlef agZoh”~bfh * * ;25 * .25 * Ydsh *! \blhZirlyi
egZdr_ ydsh-*h ijh]jZrgz

">ey dh'gh€ dmidb agZoh”bfh * >ey pvh]h .
aZebrhd \¢e” ih"eem [h agZq_ggy gqbkeZ =jZg~e "e)

GZ\qZevgb| (i ¢ yvdsh azebrhd Ahje\gx} Z[h Ih *  Yas
Zlh~ Ih * Ydsh Ih *
: <b\h~bfh ihey "ey aZih\ agZz v * * |Z *
1ih\be sbihibih ihey “ey 9_ggy agzq_g

GzZ\qZevghb|"le*jZom}fh agZqg_ggy * “ey kmfb <]hj
<b\h~bfh ihe_"~ey aZih\g_ggy agZq_ggy * * ;25

1]jh\bc : )
1l |_j_\+jy}f W " g_ agZq_ggy

M gZKb]jZrgzZ ihabpWw _ agzZ}fh sh ihlje[gh sh
GZ\qZevgh liZ\py \bcrezZ ihabpey "ey ydh€ * AgZqgblv g

Mecdh\hfm dhn~e feklh klZjrh€ h”"bgbpe AgZoh”bf
lec kZfec ' ihabpe®hf[j] dmidZ\ecdh\_ my\e _ggy
lhjZomc ::R®fm 6 <« jhafej agZc”_ g€ jdmlifthb die
GzZ\gZevghb| ij_~f _Ie\ ydm ihlje[gh aZebrblb m agZc”®_gec dmip
<\_"b \ihe_ ihe_!

1]jh\bc <b\e” ihey *“ey \\h*m gbkeZz

. . G_ijZ\bevgh Ohqg_t
GZ\qZevgb| Iljz\bevgh Fh _r oh”blb ijhclb gZ\qZggy"
1]jh\bc Dghidb Ijh~h\"blb gZ\qZggy 1Z Ih\_jgmlbkv

>h[j_ :e_ h[f_" _ggy fh mlv [mlb jeage Fb jhaley
>ey jeagbo h[f_"_gv ihlje[gh rmdZlb k\h€ agZq

GZ\gZevghb i jehAbggeklv
<eavf_fh h[f_"_ggy - <bagZq agZq_ggy gbk_e
1]jh\bc <b\h~bfh ]jZn 1Z ihey “ey aZih\g_ggy agZq_gv |_j
GZ\qZevgh :Ijjzzsltz:all\/gh YdZz i_jeh”bqgel Ge Ib ihfbeb\ky
1]jh\bc <b\h~bfh 1ihe_ “"ey aZih\g_g| Dghidb Kijh[m\ZIlb
J i_jeh~bqgghkle 1 j \ejy}f \\ A~ { >eagZlbky j amevl
. G+ |Ib ihfbeb\ky O
GZ\qZevgb| Iljz\bevgh Kijh[m\ZIb s_ jZa"

GZ\qzevgb| Kiih[mc I_i_j a=]jZIb \ 1jm ~_ Ib fh™_r \aylb Z[h
17jh\bc KINhix}Ivky 1jZ a TIRSVAL

3AZ~Zge dmidb jb[hd Fh'gZ [jZIb gb jb[db Ol
GZ\qzZevab| pifhizevgec ]jo"
1]jh\bc Dghidb :Kijh[m\ZIb \dZkgdh\bijZIb’
Gz\qZevgb| Fh _r kdhjbkiZibky [ehdghlh] I_j_o+" ~h j_"bfm i*4

Kp_gZjec "ey ]J]jbM-4Efebp- gZ\_~ g e f glb <]jh\h]h kp_gZj

h[ }*gm} gZ\qZevges 1Z +]jh\e "Ne€ o hjf ZRAaen ¢ZAdGZ eylyd]h
kp_gZjex a _e_f_glzZfb ]jb ~ey ]jb ©>ZIb?

LZ[ebpy
Hibk e f _gle\ ¢]jh\h]h I1Z gZ\qZevgh}&Ilkp gZjex ]jb

Kp_gZj Afekl e _f_glZ

=jZ >ZIlb \e~ghkblvky ~h 1]jb AN MNey \bagZqg_ggd
aZklhkh\m}lvky j_ljhki_dlb\gbc ZgZe-a Lh[lh "ey
aZa”Ze J*~v g_h[o**gh \bagZgblb \b]jZzrgzZz \hgzZ qb
Gz\qZev| \ZjsZg!l ]jb dheb degp_\hx ~Zlhx } lim~rgy >ey
]Jim~rgy } ijh]ljZrghx Hkdeevdb ]jZ\pe i*" gZk Db h_|
gb fekypv gZ Z[h Ilh fheb\bc i_j_ o m ~Zlb

g_ *kgm}
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ijh~"h\" _ggy 1Z[®

A Zelhjblfm agZ}fh sh a ydh€kv ihabpe€ \ke | _[jZIR

GZ\qZev| py ihabpey ijhljzZrgz HI"_ ih8bpo¥ijh]jzitgde "ey i_|
liZ\py \b]jZrgZ hkdeevdb a g_€ fh'gZ i_j_clb
1]jh\bc IlhagZqZ}fh gZ <]Jjh\hfm ihee jhalJeygmle ~"ZIb \e”Mih\eng
<savf_fh gZklmigm ~ZImbtfh"  _fh a g_€ i_j_cliZ h
GZ\qZev| Zelhjblfm agz}fh sh ydsh a ydh€kv ihabpe€ } j_[jh
ihabpey \b]jZrgz Lh~e \ -j¥lblgZrgZz -ijh]jZrgZz
17i Ilhagzqz}fh gZ ¢]Jjh\hfm ihee jhalJeygmim ~ZIm \o N
lih\bec .
ihagZqgdhx
<esavf fh gZklmigm ~Zlfmb fh  _fh a g_€ i _j clb \
GZ\qZev Zelhjblfm agzZ}fh sh ydsh a ydh€kv ihabpe€ \ke j_p§g
Ilh py ihabpey ijhljZrgZz Lhne \-jirhdizrgz -29.12 -
\b]jZrg-
1]jh\bec I_hangZ}fh gZ ¢]jh\hfm ihee jhalJeygmlm ~ZIm \eo N
ihagZgdhx
<eavf_fh £ZIm Fb fh _fh a g_€ i_j_clb \ A Z
GZ\qZev| sh ydsh a ydh€kv ihabpe€ } j_[jh m ijh]jZribmbphy
\b]jZrghx Lh~he \ jrbgWwljZrgZz -ijh]ljZrgZz
17i lhagzZzqz}fh gZ <]jh\hfm ihee jhalJeygmlm ~ZIm \on
]lih\bc .
ihagZqdhx
A ~Zlb fh™ _fh i_j_clb \ . A Zelhjblfm
GZ\gZev| ydh€kv ihabpe€ \ke j [jZ \_"mlv “h \b]jZrgbo ihabpec
Lhre \ _jrbgz-ijhljZrgZz -\bljZrg-
17i lhagzZzqz}fh gZ <]jh\hfm ihee jhalJeygmIm ~ZIm \on
]lih\bc .
ihagZqdhx
HI_ Ib [Zgbr sh jhaley”~Zxqgb ihabpe€ fb jmoZ}fhk
GZ\qZev NZIb Lh[lh jhaley”®Zxgb ydmkv ~ZIm gzZf ihlje[gh |
fh™ _fh i_j clb a g _€ "ey |lh]lh sh[ \bagZqgblb \b]jZr
"Zlb sh jhaley”~Z}lvky
Kijh[mc ~Ze+ kZf \bagZqgblb ydhx } ihabpey *ey ~ZIh
GZ\qZev| \bagZgblb gZ ihgzZldm \ke gZklmige \e® ~ZIb ihab
fh™ _ri_j Jeygmlb Ze]hjblf j ljhki_dlb\gh]h ZgZe+am
1]jh\bc <b\h~bfh dghidm “ey i_j_ley"m Zel]lhjblfm GZIbkdE&X(
i_j _leygmlb Ze]lhjblf \bagZq_ggy ihabpe€ Hqedm}fh
Dhjbklm\zqg h[jzZ\ dhj_
1]jh\bc Dhjbklim\zg h[jz\ ~ZIm a | i_j_Jey"m ANZIm D
gZklmige "ZIlb jhaleygmle \bagzZqz} vydhx } \b]jz
~"Zlb
N o Nj eN(ge |
Gz\qZev| Ihljs[gh jhaleygmib ihi_j_ A fj?]\?jzy\'bvek\}'g\,kl'vhtb[ﬂjm'h
1]jh\bc Dhjbklm\zZq \bagzZqz} it2&dP.ex "ZIlb
Fb jhaleygmeb ]lim~rgy yd degp_\m ~ZIm Ydslh J\ay
GZzZ\qgZev| afegx}lvky leevdb Ij [Z jmoZlbkv gZazZ" \degp}&m2y
1Z ihgZI|dib\os."+
<bagZzZq \b]jZrgeklv ihabpec \e® ~ZIlb ~h Ih[l
GZ\qZev ihjyrdm
1]jh\bc Dhjbklm\zZq \bagZqZz} \b]jZrgeklv \dZaZgbo ihabp-c
>h[j_ : I_i_j \boh”ygb a jhafeldb dh gh€ ihabp-<€
GZ\qZev kljZl_]ex k\h€o i_j_oh”e\ Kijh[m}fh ae<]jZlb \ ]jmkgh
[\h}€ jhafeldb kee mxqb kljzZI_]J«€ Ib fh _r ~hkpg
ihgzZldh\m *ZIm
Dhjbklm\zZq h[bjZz} ihgzZldh\m ~ZIm KI\hjx}lvk
1]jh\bc ihqgbgzZxqgb a h[jZgh€ ~ZIb ~h Dhjbklm\zqg jh[bly
djhd m k\hx g_jlm Ijb aZzdegqg_gg-* ]jbl\b\h~blvky j_a
. Lb g_ijZ\bevgh azZklhkm\z
Gz\qzey| (<:1Zx 1b hkVhe€y kliZ 470 m ijh]jzrgm ihabpex
\ >ZIb \b]jZIb

" Lhf

bpe

MaZ]lZevg _gZ f _Ih*bdZ ~ey gZ\gZggy dhi[Fginhhgaf oZ\gfZggy

dhjbkim\zqz

| hjs€ dhf[egZlhjgbo

jhaleygmlbo <]hj « } €0 mazZ]Zevg_ggyf
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. HagZchfe_ggy a |_hje}x dhf[egZlhjgbo ¢]hj

. Thi_j_~gy i*"]hlh\dZ: Mhag]4dbhfe_ggy a ijZ\beZfb \b[e]
1 ZjZf_lje\;]jdZkIimige imgdlb \bdhgmxlvky ijb gjZhpoggifkle ien
\gbl_sefh[m”*h\Z g_\_ebdh€ gqZklbgb ]jZnZ ]q&Idln\glbog X xjgbga ih
jhafeldZ \_jrbg ]jZnZ |h[lh \bagZq_ggly \h]]jjZrrphkdke Z\ey
dh gh€ \_jrBbb\e _ggy aZdhghfejghkl_c \ jhafelpe \ _ }jrbg ydsh
GZklimige imgdlb \bdhgmxlvky ~ey gzZ\h\dbgeyghjdhpplbyde” qZk
1ib

<bjh[e_ggy ijZ\bevgh]h oh”m ieN d_je\ghplI\hf kbk
kZfhklecgdngZoh”" _ggy Ibim ihlhggh]h klZgm J]jbrg&b]jZrgzZ ijh
h[gbke ggy ijZ\bevgh]h oh™”m sh[ i_pdZkji]jmgijhd bk §Z g
ydsh p_ fh eb\h

, 9 Dhgljhev ijZ\bevgth- oh m idhjpkim\gg¥ ijh
g ijZ\bevgbcihdey ~" _ggy ijh g_\ejg_ \\_#» ygo)h dhghblkim\Zqg
ithlh~"b\ky gZ "hlhfh]m lh \bdhgm}lvky imgdl 9

9 lerdZadb ih ohbimZdpeklv ihabpigZrgZz gb ijh];jxdgZz
\bagzZqz}lvky \bljZrgeklv dh gh€ ihlhghhEIbhighdpb € vigh ¢y do e
Ab\ imgdlyd,jZom\ZIbkp2fan 1Z gbkezZ =jZg”"-
ljh_dIm\Zggy |Z \bijh[m\Zggy ijh]jZzfgh€ kbkl_fb Re¥ gZ\qZgg
dhf[egZlhjgbo »Pee ij_"klZ\e_gh 80/ "eZ]jZfm \Zjegdgle§dAbdhjbkl:
hkgh\e ydh€ kijh_dlh\Zgh kbkl_fm ggbdzglgxf dhbllemghd
LZdbf gbghf ]jZ\_pv fh™_ ihqgZlb ]jm AbjZZ\dpbblbii_jZ]leygmlb
fbgmee oh”b kdhjbklZlIbky [ehdghlhf ~egyZk[qhlBehfv] m¢
gZ\gqZevge fZl_jeZeb ijh dhf[egZlhjgelZdhb t&A|JZes SE1F a
hif_~ _ggyfb™ 1Z 3>ZIb" ijh\h”~blv iZjle€jba pkthKin fing j m}
ierdZadb ih oh™”m ]jb a]Je*gh a jhajh[e_gbfb kp_gZjeyfb

Jbk >¢Z1jZfzZ \Zj+Zgle\ \bdhjbklZggy kbK[+GEIbFohZ gL fdh

ljb j_ZeeaZpe+€ kbkl_fb h~rgbf ea "hpeébdbppkiZigg@gle\ }
egkljmf_glZevgbo aZkh[e\ yd 8QLW\ ' &
GZ\qZggy °]jzZf azZz ~hihfh]lhx gZ\qZevgh€ ijhkZzfdhglekbkl_ fb
ij_~f_le\ \ dmidZo \b[jZge jb[db \ aZ[b3jZdhjb[dy d-dngihid ]jb
a\mqzZlv e_]de a\mdb ijbjh~b [*ey ha_jZ[h®h&bjAp{hja}}¥ haymd
ie_kdhlm jb[b 1 } a\mdh\e *hje db \Zeegmx|ybijlyde jkbhdm Z[h
ihjZadm

=jZ 3G1HhgbgZxgb ]Jjm dhjbkim\zZqg ijhoh”blvIihhdn_"~gx ie"]
KihgzZldm ihdZamxlvky \edgZ a |_hjel{jbjhzdhZ[crlyZIphglfm G1F
Ihlef jhaley”Zxlvky jeage ¢]jh\e |habg/-€bea7_~|JIbIdZegZh’\‘ HZ e
jb[dZ m dmidZo \«*ph\qggkimige * N Ce |Z egre F
ihabpe€ ihdZamxlv dhjbkim\Zgm m \b]&yhefXlitbckgim [ " iiZdwnky
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hje}glh\Zgbc ]jZn ]Jjb ~_p\_jikegbhabpe€ Z j [jZ ihdZamxlv \ke fh
i_j_oh”~b fe  ihabpeyfb jbkmghd [Z HRjEKI M ghjhiabogyg Z}
\bl]jZrgeklv Z[h ijh]jZrgeklv "ey mdZaZgbopjb\_jribgeyklzZwgh]h
ijhljZzfgz kbkl_fZ i_j_\ejy} ijZ\bevgeklv \eMrih\e”r ¢

< j_"bfe gzZ\qZggy i*key ihi_j _"gvh€ k«]hjlh\dbeNgH av
kKp_gZje}f ihdzZazZgbf \ IZ[ebp- Kbkt FKI nM\d @iz |ZithqZ1d m
\bagZqblb qgb } ihabpey “ey gvh]h \bZgrigphx 1Z pd shh]jjhgZz
\bl]jZzrgz |h \_~_ ch]h \a~h\" ]jb sbfzZewgyghjZzgygaAi?*_ydbo djhdZo
ierdZam} gZ ~_ydbo i_j_\ejy} *«€ dhjbkim\ZqZz

Jbk Dhjbkim\Zqg jhaley”~Z} 1jZn ]jb 1Z \\h\'dZaZ g bj@ ipekipec

=jZ 3G1F a h[f_~ _ggyfb "“ey h71begleg dxygiwb]jm dhjbkIim\Zq
ijhoh”~blv ihi_j_~gx ie"]hlh\dm ihdZam}MmkyR\DghZa e _hj
ihlef ihdZam}lvky ]jZ a h*ge}x dmidixx* \ ydpbd gz i\lbageZgZ}lvky
sh fh gz [jZlb a dmidb leevdb Z[h bbJdhfNéy pk}Entm}livky
liZn ZgZeh]leqgh G1F Ileevdb klZglhfbhZegry ohZdefebagZqZ}livky
hilbfzevgz kljzI_]ley ]jb "~ey pvh]h dhApplklgbkeZ jrFarfcde ~ey
klZzge\ ]jb ihgbgZxgb a ihgZldh\bo ikabhpexZalgZZd\lgpbihees €0
agZg_ggy jbkmghd Z kbkl_fzZ €0 hghfejphiklydmhjyraZbdk_e
=jZg”™e |h kbkl_fZ ijhkblv m dhjbklim\Zm¥Zdm jgmlb gZ

>Zee+ a]e*gh kp_gZjex gZ\qZggy I|gfebpgh\s ¢jpRedv=jZg"-
\bagzZqz} \b]jZrgeklv ihabp+€ jh[bl¢tkbe m} kibkiZfezv§eklv ]jb
lz ~Z2} ie~"dZadb

Jbk Dhjbklm\Zq jhaley”~Z} 1jZn ]jb 1Z jhZgZeh\m} qbkeZ =]

=jZ 3G1lF a h[f_~_ggyfb "ey " dblegldhdxdimihd™ dhjbkIim\Zqg
ijhoh”blv ihi_j_~gx is~lhlh\dm ihdZamelix kyh\kadgfimas]lhj ihlef
ithdZam}lvky ]jZ a ljvhfZ dmidzZfb \ ydbo jogdipbdedh\ergh o
\bagzZqz}Iivky sh fh'gZ [jZIlb a dmidb[tsdevdbZeZ[\lbagZqZ}Ivky
hilbfZevgZ kljZl_]Jey ]jb KihqgZldm a]lgZdgykp |g[EejbpygZ\
\bagzZqz}lvky \bljZrgeklv ihabp<€ "egngvhhnhjpkkeXzgjZzg”-
"ey dh'gh€ dmidb FEm8m ;2%Z\_pv jh[blv o m \bizZz"dm \b]j
ihabpe€ kbkl_fZ \e~kl_"m} hilbfZevgeladb]jb |1Z ~"Z} ierdZ

=jZ ¥>ZIb'hgbgzZxgb ]jm dhjbkim\Zq ijhoh”blv hhdm _"gx i*"]
ihdZam}lvky \edgh a |_hje}x j_ljhki_dlb\igH}tlh ihgZearmpivkly ]jZ
m \b]Jey”e dZe_g”*Zjy ey h~gh]lh fekyYgy dgBkjlbdad” ]jlhfm sh
degp \Z ~ZIZ]jm~rgy >Zee ]jZ\_pv ale”gh kp_gZbaxgXqlZZlfebp-
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ihgzldh\m ~ZIm 1Z azZ ~hihfh]hx kbkl_rf@peRllvad2gz}_ j\bHjH
liZ\py \keo ihabpec \¢® hklZggvh€ ~"Yhihgzlidh\gZkadhmmhfh gz
a[eevrm\Zlb gZ Z[h Z[h *"_gv gZ t&kyprc Efh fdkyplram GZ
jbk ah[jZ _gh j_amevlZlb \bagZqg_gegydihdjZZghkhglrgdxgb a
degp_\h€ lienrghgbf ithagZqg_gh ijh]jZrge ~ZIb ~ey i_jrh]lh ]j
a_e _ghbtlzrge

A pvh]h fhf_glm \"_ ihgbgzZ}lvky 1jZ \m*bjlx\ gv gk 4¢ph
aZa"Ze ]*~v \bagZq_gbo \ezZklb\hkjZcghxle Z kzZzf_ €0 \b]

Jbk Dhjbklm\Zqg \bagZqZ} \b]jZrgeklv *Z]

<bkgh\dbhajh[e_gh mazZ]Zevg_gm f_Ih*"bdm "“eyh§z\glZjgg§y fZI_1
dhf[egZlhjgbo <]hj sh \dexqZ} kbkl_fAEIdmdmxijpmgdi¥hegZlhjge
*]jb I1Z gZ\qZevge kp_gZj*€ a _e f glZEGi Fjm hdy _Gddyfb -
3>Z1b”

GZ\qZevgZ dhf[egZlhjgZ ]jZ ihabpehgmylviki\elygvhljZzgkeyp
ih\e"hfe_ggy ey aZ]Zevgh€ Zm”blh\pg JjZAQg~t Kbelelv fpjdhey]Z}
\ hljbfZgge |_hj_Ibqggbo \eymihjkZpce& Z I1Zdh  \*hkdhgZe_ggy gZ
]lib £¢€ AZ gZy\geklx ¢]jh\h]h kx  _Im ]j4h\s*gh kdbZkkgnh\Zge gZ
ijZ\beZo =jZz \_~_Ilvky \ j_ZlkAgjhfanZoqZ\kZegZ gZ h”*ghlh ]jZ\p}
lgl_jn_ck dhjbkim\zZqzZ a hljbfZggy kpjjéXh&ldghhjaZp®Ef _gle\
liZnedb Ijb i_j_~Zqge “Zgbo ~h ]jb \Waigplkehyaliyrkyck Z kzZf_
ihabpecgbc ijbkljec Ibim 3fbrZz” Z[h 7TRXFKSDG

KI\hj_ gz f_IhWhidlZlm\zZgZ ijb j_ZeeaZp+€ \bs_a]Z”"Zgbo <]hj
\ijh\z~"" _gZ \ dee}glkvdm ijh]jZzfgm qZkFoymR li WD W HIAD ydZ
dhfi x| _jghx gZkleevghx ]jhx “ey hjl]ZgZaqdgeqyijhgd_ _kabqgh€
| _hje€ <]hj \bagZq_ggy \b]jZrgh€ §klj2E Jtghx ktdhjbgfgm\Zqz
gZ”"Zggy “hihfh]b IZLzZzd®hZahdesah\Zgh fh eb\eklv i_j_ley"m fb
oh”ne\ 1Z fh eb\eklv jh[blb ie*"jZomgdpZkn ]Jjéhdghle i~

Jhajh[e_gZ f_Ih~"bdzZ fh _ [mlb \bdhjbklZcggz \hd g’Ze\y Kdd h
lZzd « "ey ]Je[jb”rgh]lh dheb kim”_gl KemoZ}ihdefdpe§ gidZkh]h
aZk\h}ggy fZl_jeZem \bdhjbklh\m} jhaghydbdmZRERIgYniZl_jeZem
gZ px | _fm \bdezZ”~"Zgm g_h[os~gh ey dpdez*"Zygyb ¢_hje€ 1Z
ijZzdlbggbo azgylv ]h~bg ]h*bg kZfrekleclylhe€ ahkhhBggy
Ih[Ilh hiZzgm\Zggy |_hj_Ibggh]lh fZl_g¢Zemo-alyiZlgmizZz gje \kvh]h
]h*bgb A]e*gh a j_amevlZIZfb ijh\_~egigpih_dkijhpmm\FgHy m
]e[ibrghfm j_"bfe dheb kim”_glb aZzZkmhhk+tdwid®e bj Zdlklggbo
azcgylly 1Z kzZfhklecgh€ jh[hlb azZkllmEmijhgdpdfghajlkpklgfb
"halhebeh kdhjhlblb qZzk m k_j_~gJvhfin ~Alzalh”bg Ih[

GzZ~Zee ieZgm}lvky “hhijZzpx\Zggy gZ\g\gbhopyke EZjt€4lgfb
]lib ~"h~zZ\Zggy °<]jh\h€ qZklbgb kpmgdajrENe [cidvrleE€ €l gZ fh "me:
"h~rzZ\Zggy *grhlh Ibim \az}fh”"e€ a dhjplgdimmzggfea BfEkW\ 8VHL
,QWHUIDFHYV fhieb\eklv [m"m\ZIlb Jg2HhiMeygth gphHE blljb s _
ajmqggerbf 1Z ajhamfeeerbf kp_gZje€ gZ\qZggy
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INFORMATION TECHNOLOGY FOR TRAINING THEORY AND
PRACTICE OF COMBINATORIAL GAMES
V.M. Ruvinska, A.S. Troynina

National Odesa Polytechnic University
1 Shevchenko Ave., Odesa, 65044, Ukraine
emailsfiolnlen@te.net.upl, anastasiyatroinina@gmail.com

The aim of the work is to reduce the time to study the theory and practice lmhebonal games through
the development of a methodology and training system and integrate it into ateptrggning game that
helps to build the correct strategy of the game, makes hintthéooptimal move, allows you to
conveniently observe the results of the games, review past movesthdomatical calculations, herewith
offering a unique and interesting design. As a result of the workraiming methodology and software
product has been developed, which is a game that organizes the process beddadinition of winning
strategies for each combinatorial game using the developtodology and training system. The
development tools are the Microsoft Visual Studio integrated dewelot environment for programming
in C#, a multi-platform tool for developing two-dimensional ahde¢-dimensional games Unity3d,
StarUML, as a tool for modeling business logic of an application and usisigrveontrol system Git.
Keywords: teaching methodology, game and training script, training progranthematical
combinatorial theory of games, game strategy, winning position, lossiign, XOR-sum.
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K FChdZevkvdbc

GZpehgZevgbc mge\_jkbl_ | ©H”_kvdZ iheel_ogedz?
R_\gq_gdz ij H"_kZ Mdjz€gZz
email: sokalskiyserhiyl@gmail.com

IblZggy aZobklm egnhjfZpe€ \e” g_kZgdpehghphBOHbHh ~hkimim kvh]h”g
ea dexgh\bo \ kn_je egnhjfZpecgbo | _ogheh]ec Hkdeevdb ihrbj_ggy pt
| _ogheh]ec \ mke kn_jb ex”"kvdh€ ~eyewghkllh~rd admblkgmlivky
egnhjfZpe€ \en g _[Z2°Zgh]lh “~hklmim ihdjZsmxlvky |h g_ amibgy}l
jha\blhd f_Ih”e\ |Z | _ogheh]ec hljbfZggy g_kZgdpehgh\Zgh]lh ~hklm
dhgne® gpecgh€ egnhjfZpe€ m aeh\fbkgbo peeyo Lhfm \Z eb\h ijh”h
\"hkdhgzZex\ZIlb kbkl_fb azZobklm egnhjfZzpe€ Ibf kzZfbf i_j_rdh” Zx
aeh\fbkgbdzf KdezZ~h\hx gZkdbhghxXxmogZwgh€ kbkl_fb azZobklm
egnhjfZpe€ } kl_JZghkbkl _fhjljdboRla\Zglac dZgZe i_j,"Zqge “Zgbo

ydbc “hal\heblv i_j_~Z\ZIb egnhjfZpex_jg " ‘doedhbfdogdid h f

nzdl €€ gzZy\ghkle AZzZ~ZqZ \b[hjm Kkl _]Zgh]ljZneqgh]h dhgl_cg_jZ
\bjerblb ~_yde ea \bdlig\eghvky ~h kl_]Zghkbkl_fb ijb €€ ih[m~h\e
H~rge}x ea gZc\Z abthibp aZ[_ai_q_ggy klecdhkle kIl _]Zghkbkl_fb ~h
Zlzd ijhlb \[m~h\Zgh]lh ih\e~hfe_ggy Z~ _ lzZde Z1Zdb g_ \bfzZ]ZxlI\
aeh\fbkgbdZ h[rbjgbo agZgv m ]Zema+ Kkl _]JZgh]jZne€ 1Z kl_]ZghZg:
\bfZ]Zxlv gZy\ghkle ki_peZevgbo | _ogeggbo aZkh[e\ sh jh[blv "Zgbc
ijhkibf 1Z jhaih\kx2 Egbifxjh[blb } ie*\bs_ggy _n_dlb\ghkle

kl _1Zghkbkl_fb reyohf fhrbnedZpe€ f_Ih"m \b[hjm dhgl_cg_jZ a ih
kmdmighjilajh[e_gh]lh Z\lhjhf ¢$hgeaZ[_ai_qgblv fzZdkbfZevgh

fh eb\m ~ey ZgZeecah\Zgbd[laHEgZavdm ~h fZdkbfZevgh€ klecdeklv

kl _1Zghih\erhfe_ggy ~h Zlzd ijhlb \[mAh\zZgHllz\eh\gZhfe _ggy

f 1ZlmeZ ~"hky]gmlZ reyohf fh"bnedZp+€ deevdekgh€ hpegdb h[ }fm a.
egnhjfzpe€ Z kzZf_ \bdhjbklzggyf \e~ghkgh]lh agZqg_ggy h[ }fm aZc
egnhjfZp«€ ~h h[ }fm \ke}€ \[m~ "h\dghféevdBhjfZphEnib }

jhajh[dZ fh~bnedZpe+<€ f_Ih*m \b[hjm klI_]Zgh]jZneqgh]lh dhgl_cg_jzZ
Jhlh\bc ~h ijzdlbqgh]lh aZklhkm\Zggy ?n_dlb\geklv azZijhihgh\Zgh]h f
\bshx ge¢ f_dhhihlibim 1Z aZebrzZ}Ivky \bkhdhx g _aZe_ "gh \«” Ih]h
ydc kl_]zZghf_Ih” gb afrep ddowWhjbklZge AgZgmseklv j_ameviZIim
ihey]Z} m ieM\bs_ge aZlZevgh€ klecdhkle kl_]JZghkbkl_fb ~h 2Zzlzd
\[m~h\Zgh]h ih\e«*hfe ggy aZ jZomghd \bdhjbklZggy ~Zgh]h f_Ih*m "e
kl _1Zghdhgl _cg_jZ

Dexgh\s keh¥d ]Zghkbkl_ fz kl _1Zgh]jZneggbc f_Ih~ klecdeklv
kl _1Zghkbkl_fb kl _1Zghl]jZneqgbc dhgl _cg_j pbnjh\_ ah[jZ ¢
kbg]lmeyjge ljecdb

<kImi< j_amevlZle [mjoeb\h]h jha\bldm dhfifxl|_ejadboo |Z egnh
|_oghehijtcp _kb h[fegm i_j _~Zqe 1Z a[_j_ _g@§y-drigjiZpe-§pecgh
azZzcgyeb \Z eb\_ fekp_ m dh gec kn_jteexXkivdhkfrmeykMhddy
aZobklm pe}€ egnhjfZpe€ \eN g _kZgdpahgdb Zlgh Jki hthtkjl ngigqry  }
gZ~a\bgZcgh \Z. eb\bfb

AZjzay dh my\blb dhfie_dkgm kbkl_fm aZob&lm egnhji
kl _]Zghkbkf fB ydh€ ijb hjl]ZgeaZp+*€ dZgZem a\fmadgygdhey]Z}
kzfhl]h nzdim gZy\ghkle k_dj_Ilghe€yohdnh[mZphen\Zggy p-}€
egnhjfZpe€ m "~ _ydbc egnhjfZpeagigd dbgli gdZa\bqgZc pbnjh\bc
[1-5] ydbc g_ ijb\_jlZekmZ Nfm~h\b ijboh\m\Zgh€ sgnhjfZpe<€ hljb
dhgl_gl ih\bg_g geyd \eamZevgh g_ \<cgeagylkhyh\e]_dh|dllb
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gZ"ecgeklv kijbcpeyllya jhalbldhf |I_ogheh]ec aZobklm e<gnhjfZp
jha\b\zZxlvkyhkh[b hljbfZggy g_kZgdpehgh\Zgh]h _“gpklogim€ *h dh
egnhjfzZzpe€ €€ afegb Z[h agbs_ggy dhgmyaZ\M2\gygyijblrothj\ZZgh€
i_j_"Zqe "Zgbo aZebrz}lvky ZdimZevghf gwgZ kvh]h”rgerge

ljhp_k kl_1ZghljZznm\Zggy mfh\gh fh gB jHaZMbeblkf-gZ |
dhgl_cg_jZ ihi_j_"~g} dh*m\Zggy e<gnhjjiiZky€ | @atmevjZ? ydh]h
gZ"Zee gZab\Z}Ivky “h”rZldh\hx eghmf2pnxZipgddhgl _cg_j
\ j_amevlZle gh]h hljbfm}lvky kl_]Zdlgilh\eg¢hjle_thgynIwd [mlb
"\ho Ibieiththdh\e Z[h nedkh\Zge Ihlhdh\e dhglyxdg_kb[hjx "klZ\
ihkee”rh\geklv [ele\ ydZ ihklecghgakegi}lmkiz\m}lvky \ gbo m
j_Zevghfm fZkrlZ[s qZkm M IZdhfm \thiZzYdin \Da\gZdkigh d[ky]
egnhjfZpe€ ydm fh ' gZ [m”"_ \[m"m\ZIBetfedmgNetgnydkgh\Zgh]h
dhgl_cgq sjizfZ} gqeldh \bagZq_ge* 0oZjZdl_jbklbdb ahdj_fzZ jhafejb
\bdhjbklZgge nedkh\Zgbo dhgl_cg_je\ }ghhhdigblkeb laZh kK
egnhjfZpe€ ydm fh gZ \[m "m\ZIlb m xiqilglpcg Zj I ZJBokimpbnedm
azZ™"Zqe* sh jhaleytE[hVkyydzZ aZagZqzZ}lvky gb ' q_ "Zee jhale
nedkh\Zge dhghkpdognjpbe ah[jZ  _ggy PA

[jb ih[m~h\e kl_]Zghkbgl €fbhbkm\zZ}Ivky jw' \b¥Yhydbo
aZ[_ai_qgq_ggy klecdhkle ~h ZlzZd ijhlb h¥en g\ g lg]h” «idcg=R|v
kKijbcgyllkl _]1Zghih\erhfe _ggy klecdeklv "h kl_BBYKZHZeeam |
kvh]lhNgzef  klecdeklv kl_]JZghkbkl_fb ~h zZlxd iijihl*Afen*dd¥ g
f lhx ydbo } \g_k_ggy afeg \ kil _]Zghihdd¥hgd]bgiyh gZad&db
kihl\hj_ggy Z[h gZ\elv ih\g_ agbs_ggy\X[@APWVWKAglg&Z cfdevr
ijehjbl_Ighx pegBx\e~rfegm \en kl_]ZghZgZeelbggbo 4AlZd yde
ihlj_[mxlv ki_peZevgbo |_ogeqgbo I1Z ijh)\ZKdb€adkhdehedZp-£
Zl1Zdmxqgh]h izhZdb\[m~h\Zgh]h ih\eAhfenligygyjh\h~blbkv [_a
ki_pbneqgh]h ijh]jZzfgh]lh Z[h | _ogeqgh]H_&aZKkiap:deggh€
ier"lhlh\db 1Z d\ZesahUfbkgdydZjbdeZZdZ klbkg g@ghefZ™ _ggy
rmfm neevljZpey P_ jh[blv I1Zdbc \b"iZHKb iy ZNa\vibgZglgh -
kzf_ p_ “bdlm} \bkhdm ihlj_[m m azZ[_djbqgqhyggh]lklecdhkl
ih\e"hfe _ggy “"h a[mjgbo "ec

ljb hj]J]ZgeaZpe+€ ijboh\Zgh]h dZgZem a\WydahjimklfhAgmIv [m]
\biz~rdh\e gzZ\fyaZge Z[h ~ h[jZge dhgd_clygli cZfb h[[jZevrec
gb f_grec kl_i_ge "ha\heyxlv ihdjZsblbaXéhkhkeWgdtbgtbfh]b
sh \bkm\zZxlvky ~h hljbfm\Zgh]h klI_]Zgheb\yZhdb_ _AdymZevghx
azZ™"Zgm €o \b[hjm jha\fyadm ydh€ 4jbk\ygq_gZ ~ZgZ jh[hl

IblZggyf nhjfm\Zggy f_Ih m \b[hjm dxglaZlg aZ g dg¥h
i_\gbo \b#kH]]Zghih\e*hfe_ggy aZcfzZxlvky-HZ]|ZIgh\gZmgdo LZd
m9p~rZge dhgl_cg_jZ fh”_exxlvky y-F4djdp\kx FFkghXghx peeex
\bkimiz} azZz[_ai_q_ggy klecdhkle kl]¥FHdirkgozkd «dln ~h kIl _

M jhlhle@> i*"gefZ}Ivky iblZggy agfi racghpkygykijbcgylly
kl _1Zghih\e"hfeZlgggdhkle kil _]Zghkikkl |ZlghZgZeeam Ze_ iblZgg
aZ[_ai_q_ggy klecdhkle ~h ZlzZd ijhlb h¥emdlgyZe\r]ry ih\e"
jhaley”~Z}lvky

M 6@ \b[ej dhgl_cg_jZ ijh\h~blvky ebr_ Ny Ih*gh]lh klI_]
;_glZfZ_fhg2ZzhXg]Zz LZdgZqg_ h[f_"_ggy ”"ey aZklhkm\Zggy |
f Th m jh[blv ch]h g_fh eb\bf "ey jhateyljZggygm iyldhkIfb
aZ[_ai_q_ggy klecdhkle kl_J]Zghkbkl nibhAR ghlihdihj\elohi¢ _ggy
peehfm

M jh[hld]¥meh ij_~klzZz\e_gh f_Ih” sh [Zam}lvkly gZ hkgh\
h[kylJazobs_gh€ egnhjfZpe€ sh deevdekgh\\bgpigZ q@phljfZp€ m~"h
ydZ } aZobs_ghx \er A ydh8gZ[gwjlph€ _4+€Z]1hx pvh]lh f_Ilh*"m ]
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\erkmlgeklv h[f_~ _gv gZ aZklhkm\Zgd@ye JKljb]ldg h{ jrordejg dibd b
ijhlJghah\zZgbo Zlzd

Mjh[hld2bazZijhihgh\Zgh f_Ih” \b[hjm kl_]Zgh]jZpZqgh]lh dh
gZ hkgh\e \\_~ gh€ deevdekgh€ 0ZjZdl|jbjbrrlbdp }fshgoBjizzd«€
ydZ[m~_ ijZ\bevgh " _dh”h\ZgZ iskey ZIZdufeg@gy&l ]Zghih\e
h[gbkex}Ilvky a \jZom\Zggytahhddédpm >1 k_j ~ \eZkgbo \_dlh
kbf_ljbggh€ fZljbpe dhgl_cg_jZ 1Z dqihlieb\hkla[ph@h& £
\erh[jZ Z} a[mj_ggy \*~ ijh]jghah\Zghg&hlzhdfle ggg k!l 1Zg

P_c f_Ih” [Zam}lvky gZ fh eb\hkle ijZgkliZzyel\dgygkly
Ih[lh ijhp_km \[m~"h\m\Zggy "h”*"Zldh\Vh€ydpehzfZdb&€gty@l hi_jZp-£€
gZ™ fZljbgP Adhgl _cg_jZ

F F 'F 1)
"F-QiQ@zljbpy dhgl_cE_-jfZljbpy KF-QiQ@Zljbpy a[mj_ggy yd_
\bgbdahj_ameviZls \[m*h\m\Zggy >1 jh[kdilkgh\ct ¢ Mhgylly
aZobs_gh€ \e® a[mjgh€ "€ _??2¢F hilbjfdpei§_"klZ\e_ggy,a[mjgh€ "o
sh\bgbdez \ ijhp_ke Z1Zdb ijhlb \[m "h\ZAghld _ihyd hhe ZgagzeZ
ijZzdlbdz fe° h[ }fhf aZobs_gh€Ar2gmahiddmgedh\Z nhjfmeZ ydh]h
aZijhihgh\zZgbc \, jh[h)lky]hfijZ\bevgh ~_dh”h\Zgh€ esgnhjfZps
kbkl_fZlbggZ \e~ih\ergeklDjr¢ "kimjhgyybdebdZ} kmfge\b ~hpeevge
\bdhjbklZggy ijb jhajZomgdZo A1l ki_dlimz fZdjb§e \dhgdgbg
\_dlhje\ Hkdeevdb “ey hljbfZggy pbo gBjkihbZ\dgn RpakhgZIb
ijhp_k kbf_IljbazZpe€ fZljbpe dhgl_cg iZ4Zflhljp\ t*ghlegZqgh
\bagZqgz} g_ i_j\ekgm fZljbpx dhgl_cggpin Zh™btnheKiZpxn A
mjZom\Zggyf \bs_gZn_jh[aB]bk\yq_@&«*"Zqe sh jhalJey”Z}lvky
p_c gZ[e] iZjZf_lje\ [m\ @Zkgndimcg-kbg]lmeyjgbo \_dlhje\ o
kbglmeyjgbo @bkZlgbpe dhgl_Eg"jdeevgh€ klijmdImjb yde fh'g.
hljbfzl®@Zz “hihfh]l]hx ghjfzkdugméyjgh]h jhadeZ”m
F U VT (2)

AN 8 -9hjlhlhgZeQt@Zljbpe klh\ipe ydbio } ee\bfb 1Z
ijZ\bfb kbg]lmeyjgbfb \_dlhjz¥9*"ihKGgh ijb pvhfm ee\e KG<
AhnrZlidh\h } e_dkbdh]jZneqggth didgrZlghbfb, t..t t0 *
kbglmeyjge gbkeZ KE®@Q*h\eeFvgly€d  \eZkge akghdqljbgygh€
fZljbpe } "h[j_ h[mfh\e_gbfb gq_j_a k@\\«*ghr_ggy >

max| , F) V, F E)d|g, @3)
N t ki_dljZzevgzZz fZljbqgZ glQTQ fZljbpy a[mj_ggy fejhx
gmleb\hkle "h &[&9 _#dlvke \\Z " ZeZky \erhdj_fe_geklv

svdgag j H min
\eMih\ergh]h K&]@"gh hg fmhex
sin27 d2|E|, /svdgap(i F) (5)
AN -dml ih\hjhImj_ameviZle a[mjgh€ "€ ? Hq_\b~gh sh kie\\
B) "Z} hpegdm a\_jom feeewddmlB”e dheb ch]h ijZ\Z gZklbgZ f_g
Ahje\gx} 1gZdr_ ih\_"egdZiekedylhZdZdb g _i_j ~"[Zeym\ZgZ
\bagZqg_ggy ©dhgljhevh\Zgbo?2 nhjfZevgb ¢l3|Z[jdéhlje\ "KGk \
ithgylly KG®ZIljbpe ) fd "hklZlgx \erhdj_fe_geklv sh~h a[mjgh€
>ey IZdh]l]h KGQ fZ} fekp_ kie\\er*ghr_ggy
svdgagg j ) t 2| H, (6)
ijb pvhfm \eMih\er"gbgX&BR Z}Ivky aZobs_gbf \e” a[mjgh€ "e€ ?
>ey nhjfm\Zggy f_Ih m \b[hjm dhgl_ceg {Zgdokmsdmighkl
aZ[_ai_gblv fzdkbfZevgm [ebavdm ~h fzZdkbifdedglhlh klecde
313

Vi 4)

i zj



K FChdZevkvdbc

kl_]Zghih\erhfe_ggy ~h ZlZd ijhlb \[mZ%eh\Zph[IB@h\[+ah
\W\._ A g_ ihgylly ihey sh aZao[bsj_ggy\ydy\ey} kh[hx kmfm
h~rghjZglh\bo fZljbpv dh'gZ a ydbo jg*chl{¢Z¥kbglmey
KGQ@Z}"hklzlgx \e"hdj_vVv&llgkkhghmj g3y lh[l}hfZehjZg]h\hx
Zijhdkbfzpe}x fZljbpe dhgl_cg_jZ Hib[AxedbkaZziglihmh\Zgh
nhjfmem "~ey h[gbke_ggy h[ }fm aZobZpgfde&Z \kirZ @ Z«drklgjH\hx
\eMih\ergh]lh f_Ih”"m

===t " ~ T
S T Vkl&\{n (7)

k1 k1
"mzfZdkbfZevgbc eg”_dkFK_jydeKKBQAv "hklZlgx ih \e*ghr_ggx "I
? \e~rhdj _fe,gWkdwi - kbglmeyjge ljecdb fZljbpe kl_]Zghih\e~rhfe_
NhjfmgZ y\ey} kh[hx egnhjfZpex sh [meZ \[m~h\ih@Z m aZob
dhgl_cg *jXbagzZqZ}lwkyjeagbpy fZehjZg]lh\bo ZijhdkbfzZpec fZI
dhgl_cg _jZ 1Z kl_]Zghih\e*hfe _ggy

AZijhihgh\zZgBEef\ x4 n_dlb\gerbf aZ gZy\ge ZgZeh]b Ze _
1ZjZzgilm} kbkl_fZlbgqgh \b[ej dhgl_cg_jZZd&bfZ{gdi fpmeb\m
klecdeklv \eMih\lePglZ]Jdhhih\e~"hfe_ggy ~h a[mj_gv
F_1Zzklzlle 1Z ihklZzgh\dzZz ~hké&eAhxgih[hlb } is*\bs_ggy
_n_dlb\ghkRlsZghkbkl_fb reyohf fh*bnedZpe<€ f_lbhfgmj@aab[hjm dh
ith"Zgh€ kmdmighkle aZijh8hgh\Zgh]h \ >

[~ n_dlb\gkklf¥Zghkbkl_fb jhamfe}lvky €€ klecdeklv “h Z
\[m~h\Zgh]h ih\e*hfe_ggy sh deevdekghgyhfpedhk}ividpelalgZZqg g
dhj_eype€ 1& fe¢ \[m~h\Zghx >1 sh ij_"ikKéedh\dgeklZjgm
Iz ~ _dh~h\Zghx >1

[23]:
I p e
NG t (8)

N ydsh . ydsh .

>ey "hkylg_ggy ihklz\e_gh€ f_Ib \ jg[olk]haf®Zamxlvk
1. Fh*bnedm\ZIb deevdekgm hpegdm h[ Mm@ Zsbs} bk§hddpxhley
fhrbnedzZpe€ f3JABN >N kl_]Zgh]jZnegqgh]lh dhgl_cg_jZ
2. 1jh\_klb hpegdm _n_dlb\ghkle ahdj_fzZnerhjr\gygaVylgni_|HH b
\b[hjm dhgl_cg_jZz

H[f}dlIhfhkee"" _ggy } ijhp_kb azZ[_ai_q_ggy id\gbho 0ZzZjZz
kl_]Zghih\e~hifjo_by]ZgeazZp+€ ijboh\Zgh]l]h.dZgZem a\fyadm

lj_~f_IlhfA*hkee”" _ggy } f_Ih~b \b[hjm dhgl_cgq jdgd€azZ”rZgh€
kmdmighkle fh eb\bo ydhfm \erih\e~rZ} gV _J]ZghihYZ%}hfe
fZdkbfZevgh fh eb\m [ebavdm ~h fZdkbfdekigh h ZlZ\h€jkllec
\[m~h\Zgh]h ih\«*hfe_ggy
Hkgh\gZ qzZkHiglzevdb-yah " \kl_]Zghi_j_I\hj_ggy fh gz ij_"klzZ\blb
N yd_ a[mj_ggy fZdhgde ;YA jZ a]e*gh ea nhjfmehx , Ih nhjfzZe
ydZ \[m~h\m}lvky fh gz ij_"~klz\blb m apigyd*gyfZIlppp
\bjZom\ZIb aZ nhjfmehx

'F F F 9)

NF xfZljbpy PA dhgl FcgfZibpy PA kl_]JZghih\e~hfe_ggy Hqg_\b"
sh \ azZz]Zevghfm \biz~dm gZ\elv ijb h’yghL [drTthkDnfdekylh”rgbf
Ibf kzfbf kl_]1Zghf_Ih~"hf Zedh\gjeages jPAnhjfZevg_ ij_"klZ\e_gg
>1 sh hljbfm}lvky azZ ®hiiffrffhxeaghbf
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Mf_Th~e sh ij_"~klzZ\ghplble3tw a]Je*gh "h ntr)fimepf Al
\bjZzoh\m}lvky yd ghjfz fZljbpe jeagbpihdEkehjpegdhibighpv PA
dhgl_cg _jZ IZ kl_]Zghih\e*"hfe_ggy Z tp[_}Bddgbileeb\ZR g_ ebr_
deevdeklv KGQ sh fZxlv “hklzZlgx \e~hdjr_fegxkhvaimjghg§h
Ne€ sh aZ"h\hevgy} kis®)*"gbr gga[mj_ggy sh fZljbpy dhgl_cg
hljbfm} \gZkee"hd \[m"h\m\Zggy >1

Djef Ih]lh ihgylly ~hklzZlgvh€ \e~rhdj (6 _ghklZdKGQ
\eMih\ergh]h aZobs_ghl]h KG< \\h”blvky ihalmjglg@yggx "h
<bdhjbklh\m\ZgZ deevdekgZ hpegkddjea®@mSg®y ndmjm} m
\bley”"e fZIjbqghﬁfE”zghj[frb"_ aze\*Zljphafejm fZIljbpe ? Ih[lh \e~n

jhafejm fZIjbpkhBA cg_jZ qbf [sevr_ jhafej fZIjb|iE} 19K [sevr_

i\ _jA~"m}lvky j_amevizZIiZfb h[gbkex\ZgVmh]lyz\dki gjibffb gZ
jbK.

Jbk. AZe_"geE|y \+» jhafejm fZIjbps PA dheb ? \elbikdmZRA ax

\IjZz1zfb a 4) gZdeZ”Zggx ]1Zmkke\kvdh]h rmfm a gmevh\bf fZI_
hgedm\Zggyf « ' gZdezz#rZggx imZkkhge\kvdh]h rmfm

e_  dhgdj_IbdZz a[mj_ggy oZjzZdIl_jbklpddh\Zghh ijhlb
ih\e"hfe_ggy klbkdm a \ljZIZfb gZdelfZpegygy jhmfmliiyndbsh
Ih[lh €€ \b~ \eZklb\hkle ahdj_fzZ @kbleRB? \«geyjthagejmadh]h
dhgl_glm gZ ydbc \hgZ kijyfh\ZgzZz gBd|vky PAZZ \lxdgZp+}€
afmj_ggyh_nepe}glhf ydhklbkdl) at \IjZz1zfb fzZIl_fZlbqgbf hgedm\Zg
e "bki_jkeygxdezZ"Zggy rmfm lhsh

KGQ a "hklZlgvhx \eAhdj pfen gge&llxe¥rbo aZ agZq_ggyf KGQ
[13@ A[cevr_ggy jhafejm PA vyd ijZ\beh rijbdia"bpvMZdq hg@yjeev
fZdkbfZevgbo KGQ ><cK@EhPA9QiFYIjbp ka _e_f_gliZfb
fh™_ [mlb h[gbke_gZ m \e~ih\erg[iB]e a nhjfmehx

n

NF L2 1y (10)
ij 1 i1
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A« ajhklzZmgbjyfgrhf Iml [m~”_ ajl:IHifZggyd \bledB}fmeb
ij1

(20) ajhklz gy Z \jZoh\mxqgb Kkie\\e~ghr_ggy fe° KGQ fZlI
hjblJegZevgh]h PAV Z! RZf.. tV hqgedm\Zgbf } a[eevr_ggy gZc[eevr
KG@& P+ afegb geyd g_ ih\fyaZge a ijhp_khflhElth jhaley”zZ}lI
a[mj_ggyfb sh azZklhkh\mxIvky ~h ah[jZZgdwv_)_ ij\tnp_dvy kd_
Z1Zd ijhlb \[m~h\Zgh]h ih\«~hfe ggy IZlky i\hghf\qgqb§ht gz
kdeZ”~h\bo nK{fmeb
A mjZom\Zggyf \bs_gZ\_~ gh]h dhj_dig fmdélhjbkd¥ggy nh
ihje\gyggy \ezZklb\hkl_c dhgl_cg_je\ \Zb"gd h\ddhjmkhzggy
\bfzZz]Z} djef egrh]l]h ITh]h sh[ \ke PAv gB jhelvgthgx cg_jZ fZeb
h~rgzZdh\e jhafejb Ze_ gZ ijZdlbpe pdhyml}ijpZRypeh g_ \b

>ey af_gr_ggy \ieb\m gzZ\ "~ gbo g_J]ZIthiglgon}hzZdihje\ ij
fhrbnedm\ZIb jhajZzomgd@)m|[fihfijlngZilmigbf qbghf

m___T m

« Uy Vi : Vi Uy \IkJA
g k1 k1 (12)
F F

Nhjfmdg¥l) aZ afeklhf mfh\gh gzZ”*Z} \«1gAKg e "gjelekvgdr k>1 \ €€
dhgdj_Ighfm "~ey ~Zgh]h PA #j_ PkhEgd\gge ey fhrbnedh\Zgh]h
f_Ih~m \b[hjm dhgl_cg_jZ sh azZ[_ai_dmydii dkb ffZe\kdpmhZesrgh€
klecdeklv \enrih\ergh]lh kl_]JZghih\erhfe joby Vim~mR\IZgh]hh
ih\erhfe _ggy hkgh\ge djhdb.ydh]h gZklmige

G _oXKctazrZgzZ fgh'mAdhgl _cg_je\ a ydbo \e*"[m\Z}Ivky \b
P,P-Pp - [*9ZjgZ ihkees"h\gjklvmew|Zl ihi_j_”gvh]h dh"m\Zgg
ih\e"hfe_ggy sh i_j_Kseh]ljZigyp’eey aZklhkm\Zggy >1 kl_]Zghf_Il
? = nhjfZevg_ ij_"klZ\ie_jggyZzqm\zgh€ ZlzZdb ijhlb \[m~h\Zg
ih\erhfe _ggy

Djhd >ey dh 'ghFheRA

1.1. <bdhgZlb \[m~Ah\m\Zgpy.p>kZ ~hihfh]hx \b[jZgh]h

kKl _1Zgh]ljZneqggh]Msf\ Idhigr _cly_J_ _amevKZlazfZIljb pF;x

1.2. ITh[m~ m\Zlb ghj|fkbegoneyjg_jhadezZ Fggy Ney

1.3. <bagZqgblb \erhd) (e ghkbkjbfZgbo KGQ

14. <bagZqblb fgMbgmdke\ KGQ a “"hklZlgvhx \e«~*hdj_fe_g
ih \erghr_ggx "h aEmj_ggy

15 Ih[m~ m\Zlb ghjfZevg_ kbg]meyjg_ jhdeZ”Zggy ey

16. <bjZom\ZIb \e*ghkg_ agZgS a@gyhjf i@h)A 1

Djhd K_j_" \keo PA ghWwagbgblbHZdey ydh]lh \e*ghkg_

agZq_ggy h[ B(80) A ih\+~ZIbf_ \+"gh§ gyasS, PAF, -

rmdzZgbc dhgl_cg_j

HpegdZ _n_dlb\ghkle fh*bnedh\Zgh]h f_Ih"m .\b¢lyjhpdydb cg_jZ
_n_dlb\ghkle fhAbnedh\Zgh]lh f_Ih"mzZ\[cdhgm]tkidhgyhdp_jZ [meh
ijh\_~_gh h[gbkex\Ze\wkdbpbf_gl \' oh”e[nyeln]h\bdhjbklZge
kKl_]Zzghf_:li@Bh « DIhZAh~bnedZpe€ gZcf_grh]lh agk$Bhshlh [IZ
[15] Z 1zdh™ f_Ih”b azZijhihgh\B§@ niZ]jh[hteydhkle Z1Zd ijhlb
\[m~h\Zgh]h 1ih\e*hfe_ggy jheXeywywZedgky fmevbieeldZlb\gh]h
]Zmkke\kvdh]h rmfe\ a jeagbfb ZilZjd&Z Ikkikg ggyf a jeagbfb
dhnepelglzZfb .ydihkdp \Z kmdmigeklv -djhdl gcg gjl*\ [meZ
ij_"klz\e_gZz pbnjh\bfb ah[jZ _ggy)fblznhhfadleiphf M S|
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iedk_e-\ sh [meb \ayle ea g _aZe_ "gh]lh ~pbjnj&Xbfb @ -
ah[jZ  _ggyfb ajh[e_gbfb gz ZzZfzZlhjkvdm Ipdfrjh¥fm d&f_jm j
iedk_e-\

>ey hpegdb _n_dlb\ghkle aZijhihgh\Zgh]h f _Ih~Am
kl _1Zghdhgl_cg_jZ \bdhjbklh\m}lvk3],iheafydhpeh |f«€ (&) &
dhgl_cg _jZ a gZc[eevrbf h[ }fhf aZol$sl)ghZ ggdohjé¢Xpb€ 1& a
mke}€ \b[ejdb dhg)_tgg’je\gle\

> yde a j_ameviZle\ h[gbkex\Zevgh]h “dgi_gZf2i5km \«~h[jZ

a) [
Jbk2. AZe "geklv 1& \e~ h[ }fm aZobs_gh€lhg&@fdpid" Z =+
aZijhihgh\zZgbc \ jh[hle a \bdhjbklZggy®6 %! \]20fink Fidudbm
klbkg_ggyf a dh_nepe«J@F48b6 ydhkle

GZ jbXkXgZley~rgh \bjzZz  _gh azZe_ "geklv fe° 1& 1Z h[ }fhf az
egnhjfZpe€ ~ey pbnjh\bo ah[jZ _gv fe&hgX-tjgdzdBem}lvky yd e
\ \biz~dm \bdhjbklZggy f_Ih"m h[gbke_a@®Xq_Zdghehlighflmh
aZobs_gh€ egnhjfzZpe€ 1Zd + \ \biZz"dighlblkleliggy Ae~gh
~n_dlb\geklv f_Ih~e\ \erjeagy}lvky [Z8dm L&rhdm \eriih\erZ}
pbnjh\hfm ah[jZ _ggx a gZc[eevrbf Z[Ighydxhdb}ff nmgazZiolgs gh€
egnhjfZpe€ KklZgh\blv Z m "pOT6ImMm \biZz*"dm =

a) [
Jbk3. AZe_"geklv 1& \eN h[ }fm azZéblhgm¥@ Z[ fixzlh”
aZijhihgh\zZgbc \ jh[hle a \bdhjbklZdgyf@kih]Z2dBholx db
klbkg_goQRF=%
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a) [
Jbkd AZe_ "geklv 1& \eN h[ }fm aZobs_dgh€hé¢BrahjfE gt Z =+
aZijhihgh\zZgbc \ jh[hle a \bdhjbklZzgogyf@Kih]Z o6l Zo
gZdezZ”Zggy fmevibieedZIb\gh]h r&mG0h a “"bki_jke}x

ljb ghfm fZdkbfZevgbc 1& a mke}€ \b[ejdh ZdB§ ly\dd ta f
_n_dlb\geklv f_Ih"m > @ \ mfh\Zo \bfdhHjpo\KdZ/sg» KA_¥A1gtb
kilbkg_ggyf a dh_nepe}glhf ydhkle KIZglhVbrhvij ~klZ\e _gh]h \
pec jh[hle £ sh Jh\hjblv ijh i*"\bs gdh\ghkle f_h*m gz

a) [
Jbk5. AZe "geklv 1& \e~ h[ }fm aZobs_gh€lhg&@fdpd®d" Z =+

aZijhihgh\Zgbc \ jh[hle a \bdhjbklZggyf@Zah]Zgbholh 1Z ZIZdb

klbkg_gg@F=&5 ~_\ ydhkle dhgl_¢ggte\gle\ [meb \bdhjbklzZge PA
ajh[e_ge gZ ZfZlhjkvdm pbnjh\m dzZf_jm

A jJ_amevliZle\ gZ\_~ _gbo g4 |\bkelmd&do i_j \Z]Z
aZijhihgh\zZgh]lh fh~bnedh\Zgh]h f_Ih~m ijhlhHpi\gfyggydZa
M\ _jA"m}lvky j_amevlzZIzZfb gz\.”~ gbfb \ 1Z[e

LZ[ebpy
J_amevlZlb ihje\gyevgh]h ZgZee+sam a%mjhzhf h\hahh f@lh
Kl _]Zghf_| A[mj_ggy AgZg _N@ysh FZdkbfzZevg(
\eNih\enrZ} agZq_ggy 1

fZdkbfZevghfm h mfh\Zo
F_1hA3%| Gzrf_Ih1] _dki_jbf_gl

F_Ih~ /6% | KIbkg_ggy a \]jZlZ 0.0864 0.0985 0.0985

ijhklhjh\Z | QF=75

h[ezZklv =Zmkke\kvdbc rmf | 0,9007 0,9007 0,9241

\[mM*h\myZg| fZIlhhgedm\Zggyf

>1 15} D=0.000001
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ijhAh\" _ggy IZ[e

FmevlibieedZIb\gbc 0.9993 0.9993 0.9993
D=0.000001

F_Ih™ a Kibkg _ggy a \ljzZlz 1 1 1

dh”~h\bf QF=75

mijZ\eeggy] =Zmkke\kvdbc rmf | 0.4856 1 1

\[m*h\m\Zg fZlhhgedm\Zggyf

>1 ijhklhjh D=0.0005

hlezZklv FmevlbiesdZlb\gbc 0.4920 1 1

\[m~h\m\Zg D=0.0005

>1 16}

F_IThA Kibkg_ggy a \ljZ1Z] 0.9944 1 1

fhrbnedZpe QF=75

fZdkbfZevg =Zmkke\kvdbc rmf | 0.9944 0.9944 1

KGQ fZlhhgedm\Zggyf

(\M[m~h\m\Z¢ D=0.0005

>1h[eZklv | FmevibieedZlb\gbc 0.9888 1 1

kbg]meyjgh D=0.0005

jhadez”Zg¢

[17]

F_Ih~ DhoZ Klibkg_ggy a \ljzZIz

@zh qzkIH QF=75 0,8312 0,9864 1

hlezklv =Zmkke\kvdbc rmf 1

\[m*h\m\Zg fZlhhgqedm\Zggyf

>B 14 D=0.0005 0.7944 1
FmevlibieedZlb\gbc 1 1 1
D=0.0005

Yd \br@Zijhihgh\Zgbc f_Ih" g_
ihdZaz\ djZse j_ameviZlb \ ~_ydbo \bizZz*diflo \hdhjbgZgmdez"
@ \ mfh\Zo kib®§_goygdq\ IN@lysh a
ijb*mMbdhj@klKligegH\Dhv

kl_1Zghf_Ih"m /6% >

\eAih\enZ}

Z ijb \bdhjbklZgg-
i*"\bs_ggy_dlb\ghkle
\bdhjbklZzgg-

"hky]lgmlh

fZdkbfZevghfm h[ }fm Al

gZ
ijb

aZijhihghiZgh]h &hhkmArgblv
i« M\ lgskggymeh dib\
f Ih"m a ghfAh\if hhm\ZZegey >1

ijhkihjh\Z h[ezklv \[mAh\m\Zggy >1 2"Z@gy mlfhmkdk 3 Kdeh]h 1Z

GZc[eevr_

leevdb g_ Jejibec_aZz f_Ih™ >

ijh

fmevibieedZlb\gh]h rmfm sh klZgh\blv <~ih\dZgh Yd\sh
hpegx\Zlb _n_dlb\geklv f_ Ih*m > @ |Z _ &aiphih\gpmozghgh §a
j_amevlzle\ _dki_jbf_glm \ peehfm lheklvj fghh"mn >dIl@g

kiIZgh\blv

<bkgh\dd jh[hle \bjer _gh \Z eb\mjfHdimdpih aZz*Zgm
kl J]Zghkbkl_ tibh rféydmfdBpple] f _1h m

i*"\bs_gg-

Zf Th"m

“n_dlb\ghkle

sh [m\ ij*2¢4Z \jch [ §D679n.

s h

\b[hjm dhgl_cg_jZ a ih*Zgh€ kmdmidhk\le> a@ijhihgh\Zgh

< oh”e fh”"bnedZpe+€ aZijhihgh\Zg_ kideeihpgdyddrevde-
aZobs_gh€ \en a[mj g jfZpe£€ sh feklblvky m I_\ghfr
kl _]Zghih\erhfe_gge reyohf h[% | jmgIim\AggygQlypgdnyfhkiggy

h[f}fm \eAih\eAgh ~h nhjfmeb

[jh\_~_gm hpegdm

f IhAm

~n_dlb\ghkle

ahdj fBnidjp\Ggkygm

ihey]Zz}

HljbfZzge j_amevIZIb k\e~rqZlv ijh ie”\tkde ggyh” m_\dd ph prh
kl_]1ZghljZneggh]h dhgl_cg_jzZ \ mfh\Zlo\Z¢A ¢ ihhddhflem ggy Z
Ihfm e klecdhkle kl_]JZghkbklefypohfpeledtiphbklZggy g_ Z[khexlgh]h
Z \e*"ghkgh]h agZq_ggy h[ }fm aZaglZs_gh€ egnhjfZpe+£€

319



10.

11.

12.

13.

14.

15.

16.

17.

18.

320

K FChdZevkvdbc

Kibkhd eel_jZImjb
Torten R., Reaiche C., Boyle S. The impact of secantgreness on information
WHFKQRORJ\ SURIH\Wénpu@RIB @ B&CcuEt261B8. YWDIRTY. P. 68-
79.
Algahtani F. Developing an Information Securitli€y: A Case Study Approach.
Procedia Computer Scienc2017. Vol. 124. P. 691-697
Mandal P.C., Mukherjee I.,, Goutam P., ChattegiN. Digital image
steganography: A literature survegformation Science2022. Vol. 609P.1451-
1488
7TDKHU 0 0 $KPDG $5 % +- +DPHMWGEVBHUD WRKNUHL UsH& L
various steganography methodsurnal of Theoretical and Applied Information
Technology 9RO 1R -142)7.
Gupta D., Gupta S., Gupta R. Analysis of varidata security techniques of
steganography: A surveynformation Security Journal: A Global Perspective.
2021. Vol. 30.2. P. 63-87.
Abed S., Al-Roomi S. A., Al-Shayeji M. Efficieobver image selection based on
spatial block analysis and DCT embeddintpurnal on Image and Video
Processing.2019. No. 1. https://doi.org/10.1186/s13640-028&8
Mohammed A. M., Rossilawati S., Shukur Z., Hab&nK. A Review on Text
Steganography Technigues.Mathematics 2021. No.9. 2829. URL:
https://doi.org/10.3390/math9212829
Qi Q. A Study on Countermeasures against Steganograph Active Warden
Approach. URLttps://digitalcommons.unl.edu/ceendiss/25/
Selecting Cover for Image Steganography by CoroglatCoefficient URL:
https://ieeexplore.ieee.org/document/5459929
Nikishova A.V., Omelchenko T.A., MakedonskiASSteganographic embedding
in containersimagegournal of Physics: Conference Seri@918. Vol. 1015. No.
4. doi: 10.1088/1742- 6596/1015/4/042041
Kobozeva A.A., Narimanova E.V. Stegoimage disgensitivity estimateSystem
Research and Information Technologi2808. No. 3. P. 52-65.
GZ"\hpvdh X Dhlha}\Zz F_Ih” jha\fyadm az”~zZqe ijh \Db]
dhgl_cg_jZ sh aZ[_ai_gm} fZem gmlidek\skdy Rh gfghigbe”h
Nec URL: http://immm.op.edu.ua/files/archive/n3_v11l 20@mm_ n3 v11l
_2021.pdf
Bobok I., Kobozieva A., Sokalsky S. The Probldn€boosing a Steganographic
Container in Conditions of Attacks against an EmleelddMessage. URL:
https://journal.ie.asm.md/assets/files/07_04_56 2@#t2
Fedorov A., Rubel A.S. Detection of Hidden Databedded by the Koch and
Zhao Method. URL: https://www.researchgate.netfwakibn/283463767
Singh AK., Singh J., Singh H.V. Steganography Images Using LSB
Technique. International Journal of Latest Trends in Enginegi and
Technology2015. Vol. 5, No. 1, P. 426-430.
Sokolov A.V. Multiple access steganographichmdtbased on code control and
frequency arrangementkformatics and Mathematical Methods in Simulation
2021. Vol. 11, No. 3, P. 147-161.
Melnik M.A. Steganoalgoritm, ustoichivyi k stiya [A compression resistant
stegano algorithm]nformatsiyna Bezpekalnformation Security2012. No. 2. P.
99-106.
Images Dataset. URL: https://www.kaggle.conasltts/pavansanagapati/images-
dataset



1GNHJF:LBD: L: F:L?F:LBQG1 F?LH>B < FH>?EX<:GI31 ¢34 ' Lhf

MODIFICATION OF THE CONTAINER SELECTION METHOD TO REDUCE
THE SENSITIVITY OF THE STEGANOMESSAGE TO DISTURBING
INFLUENCES

S. Sokalsky

1DWLRQDO 2GHVZ 3RO\WHFKQLF 8QLYHUVLW\
1, Shevchenko Ave, Od&$5044, Ukraine
email: sokalskiyserhiyl@gmail.com

Today, the issue of protecting information from unauthorized access is one of theuesyin the field of
information technology. As digital technologies continue to spread Iherems of human activity and
methods of protecting information from unwanted access are improkandetelopment of methods and
technologies for obtaining unauthorized access to confidential informiatr malicious purposes does
not stop either. Therefore, it is important to continue to inglioformation security systems, thereby
hindering intruders. An integral part of any modern information sgcayistem is a steganographic
system that provides a hidden data transmission channel thas gibowvto transmit information without
revealing the fact of its existence to an attacker. The taskaufsing a steganographic container allows
you to solve some of the requirements for a steganographansygien building it. One of the most
important requirements is to ensure the steganographic systesis¢éance to attacks against the
embedded message, since such attacks do not require extensive keowoflestgganography and
steganalysis from the attacker and do not require special technical, mbarsmakes this type of attack
simple and widespread. The aim of the work is to improve ffi@eacy of the steganosystem by
modifying the method of selecting a container from the giverdsetloped by the author earlier, which
will ensure the maximum possible, or at least close to tkxémuan, resistance of the steganomessage to
attack against the embedded message for the analyzed imagegodlhivas achieved by modifying the
guantitative assessment of the amount of protected information, yjamelg the relative value of the
amount of protected information to the amount of all embedded informatierre$ult of the work is the
development of a modification of the method for selecting a stegaphic container, which is ready for
practical application. The effectiveness of the proposetiodes higher than the prototype method, and
remains high regardless of which steganomethod or perturbationseds The significance of the result
is to increase the overall resistance of the steganosystatatks against the embedded message by
using this method to select the steganocontainer.

Keywords: steganosystem, steganographic method, resistance of the stegamosystggnographic
container, digital image, singular threes.
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KBKL?F: :<LHF:LBQGH=H DHJ?=M<:GGY :G=E1CKVDH
MDJ:2GKVDH=H DHFITXL?JGH=H 1?J?DE:>M >EY L?70G1QGB!
L?DKL1< < =:EMA1l :<LHF:LBA:P12 L?0GHEH=1QGBO IJHP?K

©H KIhiZd \b& Le]ZjHN J JhfZgWdKIhizd Abq

!> j7Z\gbc mge\_jkbl | egl e _dimZevghyatinogheh]ec 1Z a\
Dmag _qgZ H~" _kZ
2GZpehgZevgbc mge\_jkbl | ©H~ _kvdZ Ilheel _ogedZ 2
1, R_\qg_gdzZH"_kZz
email: stopakevich@gmail.com

F_Ihx jh[hlb } jhajh[dZ kbkl_fb zZ\lhfZlbgghlh dhj_]m\Zggy i_j_dezZ".
dhfifxI_jhf I_dkle\ as ki_pbnegghx |I_jfegheh]e}x sh ijblZfZggZ gZmdl
l1Z | _ogeqgbf I|_dklzf \ ]JZemaes Z\lIhfZlbaZp+€ | _ogheh]egqgbo ijh
l[jb\_~_gbc ZgZee+a ijbgbg ghfm dhfifxl_jge i_j_dez”~Zqe g_ fh mlv ~h
\bkhdh€ ydhkimdjgEeggkvdh]lh i_j_dezZ”m I_ogeqgbo |I_dkle\ \ aZagZq_
]Zemae+ Ajh[e_gh \bkgh\hd sh \ f_"Zo i**oh”m ydbc \bdhjbklh\imxlv
dhfifxl_jge i_j_dez”~Zqe vydeklv IZdbo i_j_dezZ”e\ ihdjZs_gZ [mlb g_
[jh\_"~_gh ZgZe-a Ahk\erm dhj_]m\Zggy i_j_dezZn"e\ ijhn_kecg
i_j_dez~rzZqzfb gZy\gbo f_Iljbd hpegdb ijhp_km 1Z j_amevliZle\ dhj_]
dhfifxl_jgbo i_j_dez”es\ ~hklmigbo ijh]jzfgbo jer_gv “ey jh[hlb

|_dklzfb gZibkzZgbfb mdjz€gkvdhx fhlhx Ajhpfeygh \bkgh\hd sh
dhfifxl_jgh]h -agljg@€gkvdh]lh i_j deZ” m }”~bgbf ijZdlbggh agZgbfbf
ie"oh”~hf "h hpegdb ch]h ydhkle } \bfejx\Zggy deevdhkle jh[hlb sh g_¥}
\bdhgZzIlb ijhn_kecghfm i_j_dez”~Zq_\e 7~ey Ihlh sh[ |I_dkl azZ”h\he
eel_jzZImjgbf ghjfzf :9gZeea gZmdh\bo I_dkle\ yde [meb i_j_ dezZ”_g-
ihdZzaz\ sh deevdeklv 1Zdh€ jh[hlb fh _ [mlb ekbhlgh af_gr_gZ hk
ihfbedb yde jh[blv p_c i_j_dez~zZq fzZxlv kbkl_fZlbggbc o0zZjzdI_j L
gbghf ZgZeeamxqgb ihfbedb yde jh[blv dhfifxl_jgbc i_j dez~zq f
knhjfm\zZlb mge\_jkZevge ijZ\beZ dhj_dp+<€ ~ey \keo i_j deZ” _gbo
i_j_dez~rzqg_f I_dkle\ ]Zemaes yde fh mlv \bdhgm@dimkv ijh]jZzfgbf azkltl
Z\lhfzZlbgqgh ?n_dlb\geklv ie”oh”m ijh”_fhgkljh\ZgZ gZ ijbdez”+ jhaj
ijZ\be sh \boh”ylv a ZgZeeam j_amevlZle\ i_j deZ™m ~\ho gZmdh\k
IhdZazZgh sh azfegZ ijb[ebagh kee\ \ dhfifxl_jghfm i_j _dezZ”"e <kl
ie"\bsm} ch]h ydeklv

Dexgh\e keh\&hj_Im\Zggy dhfifxl_jgbc i_j_dezn Z\IhfZlbaZp-y

| _ogheh]eggbo ijhp_ke\ 1/3 ijh]jZzfz S\WKRQ | _jfegheh]ey GHHSO

<klmiMdjZz€gkvdZ |_jfegheh]ey \ ]Zema+ Z\|hHZApQaZgZ€[ZmeZ kn
jZ"ygkvdh€ | _jfegheh]e€ \bagZq _ggy Wdb&kva\bdqZg¢gh\ gieadkm)\
klzg”~ZjlZzo 1Z sgrbo "hdmf_glZo Ilekegkadh]prigphjd”jh[hlZ \
gZijyfdm jhajh[db kmqgZkgh€ gh\elgxagidejZdinfedibcEZ\p §€

\_ " Ivky ;eevreklv "exgbo >KLM \ ]Z¢mak X\IhfHlbagZprE€gZldm
g_aZe_ "ghkle ¢ nZdlbggh €0 \e~rfeggeledy]XeZjEZveywvgkv d bl firh sh
\hgb [meb gZibkZge mdjzZ€gk<dinx §o\dghxf \ >KLM fZc _ \ke
aZnedkh\Zge+ \ jZ*ygkvdbo =HKL Zg]ehfhigkiaZebabhekyv jfea
afeg Iljh[e_fhx pbo i_j_dez”e\ } |_ séhedkkthaZklgec iZlg\| ~_g-
\eNih\ergbdb g_ azZklhkh\mxlvky Z aZkhkKiKhdmi}iwkky pk\tryggZ

| _jfegheh]ey Djef |hl]h py |[|_jfegheh]em pdehdim]Zemkaycgh
jha\b\Z}Ivky « dheb ki_peZee<kle klbdfdgRflboy bBhgh\b b lldh€ fhigh€
| _jfegheh]eqgh€ [Zab p_ ijba\h~blv "kvohh\hj |gpfy ghelel*ggh]h
Skmj bdm” jha\blhd ydh]h ZdIb\gh Kihkthjb]Z}IimkyZz¥€gkvdbo 1L
Ki_peZeeskle\
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GZijbdezZfA]]\ky |_jfegheh]+€ ijh Z\IhfZlbah\Zge kbkl_fb ih~"Z
hkgh\ghfm aZz >KLMC ohqgqZ mdjzZz€gkvde |_jfegb \eMih\erZxlv _
mdjZ€gkvdh€ fh\b a i_jeh"m g_aZe_"ahrkddkR\ZigPtm\ ckiKgé¢Zjle
hk\elb az kKi_peZevgeklx €0 ijb\e™h§="3bee @lgZdrghx fejhx
g_ \bdhjbklh\mxlvky \ kmqgZkgec Zg]eeckvdec fh\e

Ihje\gygh g \ _ebdZ deevdeklv gZy\gbo i\ _pgdejg s\ flhggbo
| _dklZfb aZ ]Zemaax ZWMtfZ€g&kxpgh& [Z Zg]eeckvdhx fhihx ijba\h
Ah IThlh sh ydeklv i_j_deZ”m |_dkle\ jdd&izrIZgghbthb aiz pe}x
]Zemaax } gbavdhx Ijbgbg Iml Ijb - Nefghkghhqhg&Z deevdeklv
gZy\gbo <~ _glbggbo i_j dez”e\ | _dkle\ebdB pZe nkakakm } hidy
el jZImjb a |_hje€ d_jm\zZggy - gim\g-kjbqhpgZfejgh€ deevdhkl
\ZjeZgle\ gZibkzZggy |_jfegm 7ey i_\gaijibdiedylly_j "QHlhgqgZz
i_j_"ZlgZ i_j_"Z\ZevgZ nmgdpey ytisZgrcoedkih\iZgm e NjdndfegZ
ghjfZlb\gh]lh lemfZq_ggy [Z]ZlhagZqggbaded”|femet)Z\@Aigly -
d_jm\Zggy < j_amevlZle i_j dez~Zqges \Oddhgok \KemxZwah\f |_dk
jhaley”Zxqb yd kbghgefeqge -LjpalybppofbgdjZ~bp-yfb ki\hj_ggy
| _jfege\ \ fh\Zo sh ijba\h”blv *h Ih]k\ d§hZdtevdlekdv ké&h\se f_grz
aZ mdjZ€gkvdm GZijbdez”® dexqgh\bf kehlhfd*em\ZyldyZ}bq
Nelkehdbontrobydbc kmfeszZ} "\Z ihgylly yde mdjZ€glkathhx fhi\hx fzZ
k_gk Z -kZdhgljhex\ZIlb™ 1Z 3j _Jmex\ZIlb"~ MaZzZ]zZewgjyg44n klZIbklb
i_j_dezZ”™_gbo gZfb |I_dkle\ JZemh\"\bh¥ZIblaApkHHf\heZo |_dklb
mdjZ€gkvdhx fh\hx aZzZcfzZxlv \ ~\Z jZab [<€vrbxjbh]kléb g
Zgleeckvdhx

[jb\_"~_ge* \bs_ ijbgbgb sh ijba\h*ylv *MiTgl ydg+kdph]lh dh
i_j_dezm g_ i_j_klZgmlv [mlb ZdIimdevggZik \ hgde¢edb €0
jha\fyahd ihey]Z} \ nhjfm\Zgge <klhlgh€c dlegvddrkeh]yagigkhgbo
ijh\ej _gbo i_j_dez”s\ azZ ydbfb afh mlvgg¥hgblgkdedhm dl
dhfifxl_jge i_j dez~Zg DI KmgzZkge DOVQdWWH *RRJIDH FURDV |
7TUDQVODWH 07 \bgbdeb a ihy\b e<gmlyjd&ph€qghiE ellz\ hjklajz
_fiejbggh \b\_klb a gZy\gbo \ <gl_jgek i"'j [dezZtjZ\b GZ"Ze-
klZIbklbggbc i*”0oe” _\hexpehgm\Z\ "hj gZ\ydggyY fZ]Zpivky ijb
ier[hje \eNih\ergbde\ \jZom\ZIb i_\gbdkl p&kihdinclddglm

A\hjhlighx klhjhghx \keo |_ogheh]ec j&ldbbofiireybw ahhi
fZkb\m ~Zgbo } \e*"kmlgeklv ]JZjZglmn€ | yamkeM Zdmgp J\lEmevIZI
dh ghlh azZiblm } g_i_j_"~[Zgm\zZgbf ~eyfhhajhljgb defle kiblblky
iskey gZklmigh]lh i_j_gZ\gZggy : jermgggyhgh\bdkjlh&kmevIiZle\
gZ\qgZggy ijbcfz}Ivky gZ [Zae klIZIbklbgghbb\"hkgdd ghodaf*ygb
a pvh]lh dhfifxl_jge i_j_dez”Zqe g_ fh mlygyazhlimglgh]a[_j_
ie"oh m ~h €0 ih[m”h\b ih\ghpeggh &ZXh|ghl\th axYbgng-
\mavdhijhneevgbo i_j_dezZ”e\ |Z i_j_degXopib\Mba dgihadmz_gle\

G _a\Z Zxqb gZ aZagZq_ge* g_"heedb DIfih{tohM\iZfge azZz \d.
klZeb sh”™_ggbf egkljmf_glhf [Z]ZIvhd axincke@GgbtZxg dez”
\hgb ~Zxlv a\bqgZcgh i_j _dezZ”™ "hk¢FlgqL]Zeyghhamdegkm |_dklr
ex"bghx sh gzZklh } "ey kih'b\ZqzZz azthf\eevgbf j_amevlZz

lhy\Zz fh eb\hkle ey a\bgZcgbo dhjbkim\Efgah «@gl_jg_Im
[_adhrlh\gh hljbfzIlb i_j_dez”~ |_dklm jzde2z4yZ[bag_kpf_i_gm
deevdeklv "hdmf_gle\ ijba\_eZ ~h ilkkgeB glg\h & Khempaeh_j dezZ"e\
-"hkee”r” ggy ijdhipj Km\Zggy dhfifxl_jgbo i_j deZ™Rdst-DDI 3(07
editing of machine translation output GZc\Z eb\erhx ijZdlbgghx azZ”~Zq_x |Z«
"hkee”r” _gv } ihrmd reyoe\ kdhjhq_gg¥g@g¥km] gZ jehhZ glmo\ DI
i_j_dezZ”s\ \boh”ygb ae kihkl_j "~ gv ad@xbtwydb a$hg\bhldhhggbf
i_j_dezZ~hf ijhn_kecge i_j_dezZ"Zq-
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< pec jh[hle ijhihgm}lvky ie”o*” ~"h p ZataZplo& gkikl_f
dhj_]Im\zZggy |_dkle\ ae Kki_pbnegghx lapfeqgheéemi]2ixaZ@«eEm
ljZp_a”Zlgeklv ie*oh”™”m ijheexkljh\ZgAajale” gihfin]ifk]jEfgh]h
aZklhkmgdm sh \bdhgm} Ihd_geaZpexZlifedkl b aZeihdtbeéZfb yds
nhjfmxlvky _fiejbggbf gbghf \ j_amevigyealihiklfbjedZgb vyde-
ijbimkdz} ijb i_j_dezZ”e DL Yd \by\eyflAxky kpklihiblddlybc
oZjzZdl _j zZ hl°_ ¢ fh mlv [mlb kbkl fZlbggh mkmgm
F_1Z jh[hibknhjfm\ZIb a aZklhkm\Zggyf kmqgZkgbolldagmheh]ec h]
gh\bc i*”0o*™ ~“h ih[m~h\b kbkl_fb zZ\lmi¥dhggghihfdfhgl jgbo
i_j_dezne\ |_dkle\ gZmdh\h€ [1Z |_odeddleétnaelZ)IHnyjlbazZpe-£€
Hkh[eb\ekIx ie"oh”m } aZklhkm\Zggy Apkbmigb¢Zfghdhtli3
| _ogheh]ec Ie~I\_jrblb j_ameviZlb\geklVokrtimfheyaghfihhajh[db
1Z ~hkee"" _ggy jh[hlb ijh]jZzfghlh azZklhkimgdage igh]Abdby
dhj_Im\Zggy i_j_dezZ”e\ gZmdh\bo klZI_c
AZ"Zqe jh[hjbZgZeeam\ZIlb ~hk\e” dhj_]Im\Zggy ilghdezZ”e\ [_
Ahkimigbo dhfifxl_jgbo i_j dezZ”~Zqge\ ijheZ’kAq@ghblbb \bfgez” gbc
\' kmqgZkgec gZmdh\ec el _jZImje Afjh[bithb\bkgjh\delZiyBq "hpeevghl
\aylb aZ hkgh\m ~*ey i_j deZzZ"e\
1) ljhZzgZeeam\Zlb gZy\ge f_Iljbdb hpegdbZiphpdhkm]ihiAZggmev
dhfifxl_jgbo i_j_dez”s\ ajh[blb \bkghWiEadjaz¥ipkeWgekdy ijb
jha\ffyadm ihklZ\e_gh€ azZ~Zq-
2) ljhzgzZesam\Zlb "~hkImige ijh]jZfge jesjdmylZredyhji_dpr€
| _dkle\ mdjZz€gkvdhx fh\hx
3) Knhjfm\ZIlb ie?*0”® ~h ih[m”~h\b kbkl_fbd&j\lhh& Zggyh]h
dhfifxl_jgbo i_j_dezZ”s\ | _ogeqgbo |Z pZamdar\ [Zd | hfdldbead Z\p « €
aZijhihgm\ZIlb jh[hgbc \ZjeZgl ch]h iprEZfgh€ j_ZeeaZz
4) >hkee<"blb ihl_gpeZe azZklhkm\zZggy iy hitm]j¥ fightafjin[e _gh
aZklhkmgdm i qZk jha\fyadm j_Zee<kgthdobojadeZad nd Hfidklle\
gZmdh\bo klZl_c \ ]Zema- Z\IhfZlbazZp-£€
gZeea "hk\e m ]jzZfZlbggh]h ZgZeeam 1Z dhj_]Jm\Zggy dh
i_j_dez”e\ ijhn_kecgbfb i_j dez”ZqZfb

l1klhjey kmgZkgbo DI ihgbgZ}lvky a ijbggydhjeb yBRIOH
jhajh[eylb k\ec ki_pe+Zevgbe GoopledEdnshtg * 7 | _jrZ \_jkey
i_j_dez~"ZqzZ aZklhkm\zZezZ kmlh klZ|bkheqdbtb it "pede@Z”™m [meb
]Jejrbfb g m ihrbj_gbo Ih*e i j dezZWog\h\Zlge {m&bdezZkbqghbf
ijbgpbihfaz ijz\bezZfb < j iekey deevdho jpddlhh[hlIb gz~*
jhajh[gbdb i_j dez~ZqgZ "hkyleb je\gydaeZ™me«estg kkZd ig | Jjrbf
aZ i_j_dez” egrbo jhaih\kx” _gbo Ih~e DbAhgh}hkjy]aln e bdlim
*RRJOH +gl_]jm} k\ec i_j_dez”"Zq a [$RDB&URhG&KURPH IZ

< j [meh ijh\_~ _gh kbkl_fZlbggihpthkkrae | gdggyZ ' m a
Zgleeckvdh€ gzZ a®AaXkdrkm\B§d3lf =jmihx a NZlqZg jeagbo
ijhn_kecgbo a”e[ghkl_c [ehdb Zg]eeckVvdhdEZ! dkIypnd[mmggm [Zd
e dhj_]h\Zge ickey aZklhkm\Zggy *VZfHpangeVvkZ IpeihabkaZeb sh
fZc _ je\ghcfh\egdr gZcdjZsbf i_j_dez~hf [m~_ Z[h jmgghbc
kdhj_]Jh\zZgbc i_j_dezZz”™ QZk jmggh]hdihjj JdeZymylZ_ jgdke Z"m
\by\b\ky fZc _ h~rgzZdh\bf : ydeklv degp_\hihreZ_ghded&¢m\ Zgh
gZkhf dhj_dpe€ P_ ihykgx\Zehkv Ibfh sh*Zy di¢elzdgy gfb o
i_j_dezn™ 1Zd ¢ ah\kef g_ ijbcgylgbdZAkbg¥cjgtamyd liilb jh[hlb
[8] g _ijbcgylgbc i_j dezZ” ijhn_kecge i_xldeidrggkelx\blbgZmlv
gh\bc a gbklh]h ZjdmrZz

ljbgpbih\_ ihdjZs_ggy *7 Z alh”~hf c bgrbDdjicg€&bh]eqg
iskey aZfegb klZlbggh€ | _ogheh]e€hgX@Zgglyfgg 1 _digHebagh
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\ jhpe *7 1Z OLTRANENORIOW ijh\h”*ylv 1Zdm aZfegm c \ gbo \
afy\ley}lvky gh\bc dhidd®f_ dli ydbc jh[blv Zdp_gl gZ | _oghe!
]Jeb[bggh]lh gZ\gZggy < j jhajh[o\Zedh 'd\rjl_ahglm_dez”b
ajh[e_ge kzf_ '/ \bagZxlvky ijhn_kecgbhbyd jgdedpZsrZf\
i_j_\Z gec deevdhkle \biZzrde\ \ ihje\gyigge deZrZ2@/fIBZBPD]RQ
>hrzZ\Zggy \ \_j_kg- j mdjzZz€gkndd hEkfimighfifh\e/ jZzahf a
[*evr ijbjhrghx 1Z ~bn_j _gpech\Zghx |j_amkbdhzxibigjh>eeZm
jh[blv gZ gZr ih]lJey® '/ gZcdjZsid{2ggkgdehh i_j deZ"m yo
| _ogeqgbo I _dkle\ 1Zd c [sevr aZ]Zevgbo

< jh[hlM] azZijhihgh\ZgZ deZkbnedZpey ihfbehd DL Se .
kbglzdkbqgge fhjnheh]eqge hjnh]jZgredgeegirmgdimZgpaee ihfbedb
ijZ]1fZzlbggh]lh dmevimjgh]l]h o0ZzZjzZdl_jm Z lgdhgz lgeldsth g _
deZkbnedm\Zlb az ihi_j _~gefb dZI|_]hjeylincd@Z paZx pa}k[aegh
"hkee”" ggy gefmdg¥€lgkvdh]h i_j deZ”m J_amevlZlb i_j dez”®
im[eepbklbggh€ klZlle "~"Ze de \en o~ pKIbmpgbohdZdkim[ery
i_j_dez”~_gbc ~_sh djZs_ Deevdeklv ihfbleyld Abf«jigpl vagkdyf m \
gbo } 1Zde sh ih\geklx kihl\hjxxlv k_gk i_j_deZ”"m

< jh[hjha]eyngZ azZ™Zs«@Z hfgledckvdh]lh i_j_deZ” m Zghlz
gZmdh\bo klZl_c a \bdhjbklzggyf *7 :hifiojdodjpha’j edyexZV* m gZ
dZl_lhjec 1iZfZlbqgge ihfbedb |_jfeghehirmégdhhfloleglzdkbqgge
ihfbedb ihfbedb i_j_dezZ”m ihfbedb [nrd\ihdbgldbld \BYyEghll
imgdImZpecges ihfbedb ihfbedb ~"h~*Z\Zighdp e dhh kgl \gghhjife
ihfbedb gZibkzZggy a \_ebdh€ e<«l_jb I|Zbeljmh]rZnjgidde ihf
ijh~ _fhgkljh\ZzgzZ g_a”Zlgeklv *7 ajhamfhlb_dikgin dakad fFkvafb
j_q_9gy sh ijba\h”blv ~“h ]jm[bo ihfb éilka " gZgedy cblgc kvdh]h
Zgleeckvdh]h i_j deZ™m ZghlZp-c ijﬂwh[_ﬁ‘l_@,h\ \y Oeecg Zr\eldr j b
ijboh”rylv ~h \bkgh\dm sh i_j_dez” *lizg~Zj*Zfh\dZ43"kfeqgh]h
i_j_deZ”™m

J amevlZlb ihdZzah\h]h ]Jjmih\h]h _dkshphf *dlkee”" _ggy
n_ghf_gm ijhn_kecgh€ dhj_]Im\Zggy dhfitfixlajglg]le et kjvdre& gz
ihevkvdm fh\m ijb\_~ «ffd@ jh[hljb ijh\_eb klZIbklbggh ~hklh\ejg
_dki_jbf_gl a ]jmihx fZ}elkhjzghketgbo i_j dezZz”~Zqe\ ;meZ jhaley
azZz"zZqzZ i_j_deZ™m jeagbo |_dkle\ aZ]Zexkdthhkhdkiy]hfd éjitnhf
ijb[ebagh \ o\ a Zgleeckvdh€ fh\b gZZikgvikddm | Hread® a
gbklhl]h I _dklm 1Zd « dhj_dpey i_jydeBAmalkrkeyjimlheb *7 07 I1Z
"I Gh\bf j _amevliZlhf pvh]h “"hkee?" egggy dkihjb¥ggdlgf a jh[hlb
[2] ] klZzeZ qeldZ klZlbklbggZ aZeZkgrkIs"g lhgghh fier€\ o dg | x
jmgghlh i_j _dezZ"m \e® aZklhkh\m\zZglkjh &L/ kdekZgkZfay q 07
~12, GT ~ 6 %.

GZfb g_ agZc”_ge j_amevlZlb "hkesN Zggyijihp_deZthj_]m\
| _ogeggbo 1Z gZmdh\bo |_dkle\ ljh[e _fgv I1Adblofm hkehr”"®
3ijhn_kecgbc i_j dez”Zq  Iml g_ fh _ yohiBhkHa]gyghhih\z
dZl _Jhjey Ydsh ijhn_kecgbc \bdeZ”Zqkg_pvlZehghxi I\ghx 1Z
| _jfegheh]e}x Ih a\fyahd fe qZkhf i_¥ d@€khmiajigmBymliekey
3i_j_dez~rzqz  [m”_ y\gh kdez~gerbfdhyd «dhjajma¥igzdylZGZfb
agzZc”™_ge* jh[hlb \ ydbo ijh\h*blvky kBZIhklithdgbcgggZjeagbo
Ibie\ ihfbehd \ dhfifx|l_jghfm i_j deZ”améavpgZlth Zd"m _ pedZ\e
hkdeevdb <klhligh \e?rjeagyxlvky \ aZe_ “glykle_j\sVh rgZijZ\e g
klbeeklbdb | _dklm AgZqgh [eevrbc ijZdZBgo\by\eegdgy k
kbkl_fzZlbgghkle ihfbehd vyde jh[eylv dcZt¥gxl jgtbiij\dhfm
gZijyfdm i_j_\h"m \ i_\gbo mfh\Zo h~"gAdglZ alya& ¢‘h keh”"
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le*"kmfh\mxgb ajh[bfh \bkgh\hd sh aZklhlkhaygogyhd ey
klZlle az~Zqe } gZc[eevr ~hpeevgbf \bglbdygbamealZletlkh\Zz
_dki_jbf_gle\ yde ihdZaZeb sh chlh adklhkgXZpewraz[_ai
ijbkdhj_ggy dhj_]Jm\Zggy |_dkim PaZafzfoaiglhd }dzZkihkm\zZggy
\eZkgBfoel dimjb g _cjhggh€ f_j "¢ sh a"ZlgZ HWKZéhdB\@Zlbk
jZomghd h[jh[db aZ]Zevgh”hkIimigbo Ihggpdibjf\@dbe\Zfe" c
gZ hkgh\e | _dkle\ sh g_ fzZxlv i_j_deZ»g\ghbkkjgghxX/\\enr *7
1z 07 } kijh[Z \by\e_ggy 1Z \eM\hj_qgodklkdbeleklbddz1Zq fh _
\jZoh\m\ZIb g_leevdb "Zgjb Ze_ «c¢ ¢gl\ihbdezZzd* g2Z\e” fllgm \/"
*7 '/ fh™_ \eMjeagblb [jblZgkvdec 1Z ZfcklvdZ gfikMde Zgl2dh®
I\jhi_ckvdm ihjim]Zevkvdm c¢ [jZabevk\dimjh hg hm] X Ehvjkngdhm
|Zdh€ i_j \Z]b } c-g3~flzgdedlBcf _grm \ ihje\gygge k *7 |1Z 07 deevc
ie"jbfm\Zgbo fh\ 1Z gZcf_grm r\b~deklv i_j deZm
'gZe+a ijh[e_fb hpegdbdidiliklle jgbo i_j _dezZ”e\ 1Z j_ameviIZle\ &£
dhj_Jm\zZgyevdeklv ihl _gpecgh fh eb\bo i_j dezZy2\<pgfmph]lh | _d}
fhim } “hklZlgvh \_ebdhx Fgh bgZ h*"gZdh\edb "aZlkf gkhf_gr
g_ fh™_ [mlb ijbcgylZ yd ih\geklx _d\e\\Dba egltyZggly fdh~_ [mlb
[revr ajhamfeebf- [AegreZdhgeqgbfa\mugZlb [eevr kmqgZkgh egr_
[*evr hnepecgh DI g_ nhjfmxlv i_j_deakyylbf Zh Zx[@gb kyeees |Ihfm
aZjZa djbl_jec ydekgh]lh dhfifx|l_jgh]lh iknhpffezexzthpelervgh
g_J]Zlb\gec ihklZgt\p="kmlgeklv ihfbehd i_j deZ"m gZijbdezZ”"
deZkbnedZpe+€ a jh[imi@ldIeNjh[e_fZ \bagZq_ggy f_Iljbd ydhkle i_j_\
klbkdZ}Ilvky a Ibf sh ihlje[gh ijh\h”~bab iihghboydgygbf’
i_j_dezZ™hf Z[h hje}gy@\Ebkkvfb Z\IhfZlbqgh€ i_j _\ejdb ]jZfZlbd
klbex |I_dklm 1_jrbc ie”o*" } pedZ\bf Mpelyp kket+”j_dg¥" "m |Z
dhj _Im\Zggy i_j_deZ”m ijb jeagbo \o*bgdhlegmffhkdlokILydBkqb
azZ 3ljm~h\bljzI1zfb” i_j_dez~Zqges\ fb johhéb i >\jgn]bokieroen
ihdZam} gzZf i_\ge g_dhj _dlghkle ¢ "h\kképcgprg§oitkeythphghkle 1Z
deevdhkle g_h[oe*gbo aZfeg "ey Ih]hbethVbicky]ib deathf

ljb\_"~_fh gZc[eevr ihrbj_ge f_Iljbdb hpe9xdBylgyl idklm_
]Jeihl_ab \e~ghkgh _IZehgm jmqgh]h i GZdé<ZeVvm igwfrbegyhg hx
f ljbdhx } %/(8 ydm aZzZijhihgm\ZeZ n«fitheyp]@} V" jlyaydbmgdm
Ilhgghkle kie\iZ"eggy kee\ gb eZgpxhti.d meZVom\ZIZE\hfgrljZnm aZz
fZem \ _ebgbgm | _dkim 1Ijh[e_fhx pe}€afeéMrdiggylihdZagbdZ g _
h[h\fyadh\h hagzZqZ} ihdjZs_ggy | _dkim jGqdijbge£bdr\ hr*ghfm
keh\h g_ \ejg_ Ze_ \hgh kihl\hjx} &ggk FmkyihdB -LpG7
fhrbnedZpey %/(8 ydZ a\Z m} keh\Z gbnazfgmpecip kige\FayzZ g
egnhjfZpecghkle keh\Z ijbcfz}Ivky hplgdhkdhxazZhkllgzklZggy keh\Zz
H[bM\Z \ZjeZglb g_ i**oh”ylv 7~ey hpeodb\hijgb the ZfhMZ foe
|Zdbfb yd mdjZz€gkvdZ gb keh\ZpvdZ :gledqckgd2-ibgghxj_pZ g
hagZqgzZ} \*"kmlgeklv jeagbpe fe' gZab\fbfgdZflmagHZy\gbklVve
"hjkldbo ihjy~rde\ kee\ |lhsh Mdjz€gkvdz ofh)\zdI_ijbjamzlgky
kbgl _Ibgghx fhjnheh]e}x P_ aZ[_ai_qnhjjibkylZglhkpen gfdpe n
keh\hI\hjge kmnedkb sh afegxxlv hkgh\de &eede\|ZshhMjZe X |v
jeage 1jZfZlbgge dZIl_Jhje€ gZijbdefZghde"i_gb\WWelygh\aZ h"rge}x
nhjfZevghx hagZdimx ey hpegdb mdjZz€gkvdh€ fh\b "hpeevgZ eb
METEOR. METEOR -p _ fh”bnedZpey %/(8 ydZ jhaley”"Z} yan_I|Zehg g_
kljmdImjm Z fgh bgm kljmdImj ydZefkbkipHyg ¥k [h\edAegdb kee\
Fh eb\h IZdh™ ih~"Zevr_ mkdeZ”g _ggy f_IkmdH& greeyy diifg a@ X kig h
N _deevdho fej Ilhgghkle \emqgghhkkedIliyhwghlb 1Z

GZc[eevr ihrbj_gbfb f_IljbdZfb sh \boh”&lly} 8(I{&7hi\Dbl]j
7(5 3(7S7-ghjfzecah\Zgbc "h deevdhkle kbf\hetdngaditni_j _dezZ”m
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Error Rate (TER) deevdeklv g_h[oe*gbo ijZ\hd [ehdm | hdkInshke[x*bghx *
| _dkl klIZ\ \erih\ergbf > yde "hkeergb\ddjyd izehg ZjthdjemyhZeb
l_klb 1~_y Iml ihey]zZ} \ kihkl_j_"_ad? laderesddkimk2kld hijgbfZ sh
ih\fyazgh | _~ a i_\ghx f_glZevghx jh[hhhpZf Iydefh"miy [mIb
aZklhkh\Zges "ey |1Zdboe pheUDOg@RIZ 3RVIGL2Q

<boh”ygb a* kdezZ~ghkle nhjfm\Zggy \ked fhdeBEYvd \ejgb
mdjZz€gkvdec fhle "~hpeevgh aZklhkh\kl®ZiBrid ghjl _ijejc_Wyhd¥m
leevdb djbl_j*€ \bljZzq_gbo gZ dhj_]Im\NZaggydj&(VIBBI|ZI17 (5
gZeea ~hklmigbo ijh]jzfgbo jer_gv 7~ey i_j \ejlddkllZ\ dhj_dp-«¢*
mdjZ€gkvdhx fhdlihyrm gq_j]m \e~felbfh i_j_asvedorhe-ukramian-
QOS jhafes _gbc gZ JLWKXE Djef ihkbjeifgygllhZ fthéxgekh\c gkl
[¢[eehl_db i_j _eesd feklblv a[ejgbd JekZEZgl-A[pHja[@bpbl dkle\
mdjZz€gkvdhx fh\hx iZjZe_evgbo i_j _dedn«\P _kekZAfbdpy I|h
fZl_jeZeb yde } [Zahx \keo 1/3 jer_gvxmdjZ€gkvdhx fh\h

K_j_~ijh]jzZfgbo jsh_ gV _\ejyxlv hjnh]jZnex | _dkle\ mdjZ€gkv
fhlhx IZ fh mlv aZijhihgm\Zlb dhj_dligestbhja\g yagn\h \e felblb
kbkl_fm /DQJXDJH7RRO Py kbkl_fZ [me¢Zcjhahk{egghjz}
ithimeyjgeklv Kbkl_fZ ih[m~h\ZgzZz dezZkbkoggWagglyd hiZza baeZ ks h
jh[blv €€ ihje\gygh g_\b[Z]eb\hx ~h Z_kmg&h\rIhKdpX|l_Fhfm \
ijbgpbie €€ fh ' gZ egklZex\ZIb kh[e gaZKINKH\nM\2Wd K _kdlhigh€
i_j_\ejdb hjnh]ljzZne€ \ A~ _kdlhigbo \_jkZyib R N4BB nkdgKIEgkvdh€
fhib fzZ} [eevr_ ijZ\be ijb qghfm kRl \ike \WKlheb\hkle
ijZ\hibkm ] <Z eb\h ie~rdj_keblb e<skdmkiblalZfgbkéhlhx c
kmgzZkgeklx fh\b |hfm kbkl_fZ ijZ\beq_paogyMaqx\} \(Zdezjbafe\
kmj bdm IZ sgrbo g_ijZ\bevgbo kes\ IZ akZellhketbeomlq jrg e\ <
jh[hldl¥ [meZ dhgp_ilmZeesah\ZgZ |Z Rijp{ny\XdXI| gfibj g ly\dZ
ihabpehgm}lvky yd ihl_gpecgh Zevl_ JOQETR\RO 44r /dpgy I X[[X a hx
ydhlh } I _ogheh]e€ 1/3 |hdZaZgh she&b#b ADbyleylbg Zé_ ¢
Z\lhfZlbqggh \bijZ\eylb i_\ge ihfbedb

M h[b”\ho gZc[eevr ihime[pjgbblldZ o "ey kljmdImjgh]h ZgZe
| _dkle\ Ihd_geaZp+€ e _fZIB&SDFETKIIh Zecah\ZgZ i*"ljbfdZz
mdjZ€gkvdh€ fh\b < [e[eeh|l_pes 6SDFAhpYgiZ Gjdf\KkHdhEEM je\ge
LZd ~ey kbkl_fb 6SDF\ j_Imeyjgh hygtieDoadb kgyh hbdyhegjkh afeje\
gZc[eevrZ a ydbo azZcfzZ} h[ky] 9Z kZf GZibDKZ ga@kl[rlem\Zgqg-e
NL7. ihablb\gbc j_amevlZl hljbfzlb fh gzZfhZe_ ajphdjhlglwd a
jy*hf ijh[e_f h[mfh\e_gbo g_"hklZlgwhkjZ€gklvidhhex fh\b " _yde a
ydbo ijheexkljh\Zge12]jh[hle >

lkgmxqge jer_ggy sh”h fhjnheh]«€ |_dkdefhrey} nadjjz&gkvdh
"hklzZzlgvh g_"hkdhgZebfb Lhfm |Zdegpldb*Xkgeh\\h&kihdhrdfggy Z
Ibf iZg_ azZfegblb h”g_ keh\hkihewmbhfggy §2fegdm c gbkee g_
fzxlv 1ZjZglh\Zgh ijZpxxqgh]h f_Ih*m jha\fygadz® Z\IlhphlZo
\dZamxlv gZ ~“hkimigeklv [¢[eehl_db S\PRUKS\ [Heégidd dZghx
jhkeckvdzZ fh\Z mdjz€gkvdZ jhaley”Z}lvigjfZetyrgZ ydjh a\kil hjdb f
[*[eehl_db ijbibg_gh c py [*[e*hl_dZ jha\ fg/ank}bkXkxx bk&Z™gZ
ijZ\beZ mdjz€gkvdh]h ijZz\hibkm ~hklZlfyhx fekikjZplvky ¢ gZ
ghjfb ijZ\hibkm ] 'gZehleqge j_gnhé&viibe[gh <Ze_
dhf_jpecgh€ [e[embrphetb

LZdbf gbghf ie"kmfh\mxqgb kdZaZg_ fh'  _fhgeadmxqgblb =
| _dkle\ mdjz€gkvdhx fh\hx fh _ [mlb idhfm" j94.gZ \iblkh\ejdZz
ijZ\hibkm | _~ ljh[e_fgbf fekp_f } \ekRbdgxtZglgyh[eb\h
keh\hkihemqg_gv [Ih\geklx \erkmlge JhI'hRa\heeyxylyy \kydgh\blb
ih\gm \erih\ergeklv fe' keh\Zfb \ mdjZ€lgkividibm\ Ic ke |j _dez”e
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Zgleeckvdhx fh\hx gb gZ\iZdb G_ jha\Tiyabghx _agapye fhx
Z\lhjkvdbo ihagZg_gv IZ \\_~_gbo afegg\bpmdgzmih\ibo A dkl
[*evr "hdezZ”~gbc h]ley” hf hkgh\gbo ijlbjggbpbd_egdhldmkic sh
fh mlv [mlb aZklhkh\Zge ijb jhajh[ph[aZ[ldikh Kk maldi=\ "edjZ€gkvdhx
fhlhx 1Z jy~hf egrbo }\jhi_ckvdbo fh\ j_ddahflglhorkyfR hkajdle
[11].
Jhajh[dZ i«*"oh”m ~h ih[m~h\b kbkl_fb Z\IhfzZlifjgg higyldj dpe-€ d
i_j_dezZ”s\ | _ogeqgbo 1Z gZmdh\bo |I_dkle\ pej&Zeybhr]E\IdlifZIbaz
knhjfm\ZIb i*”"o” [meb ijhZgZe+sah\Dbg2Z gjb anmn&v 'lith finljhx '/
ZglemdjZz€gkvdbo i_j dezZ”s\ jy"m gZmdh\bo kha\JgaZgmk\yqg g
azZ"Zq Z\lhfZlbaZp+€ | _ogheh]eqgbooghehk«dgbthedbhim :gZe-a
j_ameviZle\ i _j dezZ”m ihdZazZ\ sh ozZjxdldkihbbehld\hkadbgvh
kbkl_fZlbggbc ozZjzdl_j LZdbf gbghf digbxqgl glegt kdkibi
|z a]_g_jh\Zgbc i_j_dez”~ fh eb\h ijhyggmblbdhz)\tpflb az
Ahihfhlhx ki_pexehghkljmch\Zgh€ kbkl_fb ijZz\be Djbl_je}f \ |
ie"oh”Ne [Mm”~_ fegefmf g _\ejgbo aZfeg\bd i{Zggey a\bgZlddph g_ fZ}
eklhigh afegx\ZIlb ih\_~egdm i_j dezZ”ZqdeelhifrklIVv_jjA¥begZZ}
[mlIb Ihgdh\hx ¢ h[h\fyadh\h kibjZlbkygbd d&yydibly kee\ \
Zgleeckvdec \_jke€ h[jh[ex\Zgh]h j_g_ggy

lhkeerh\geklv jh[hlb dhjbkim\ZqgZ a kbkl_fhx gzZklmigz

1) AZ\ZglZ _ggy klZlle a\bqZcgh yd 3') nZcem

2) <b”ee _ggy |_dklh\h€ gZklbgb a nZcenmnebdhkjZdmjiMdgdyyf hktl
nZcem ihkee*h\gbc |I_dkl ~\hdhehg®Z _dkdhyb¥dphfejghdfb

3) :\lhfzZlbggZ neevljZpey kbkl_fhx |I_dkld\th& jgaktadpbe\ az
ieMibke\ jbkmgde\ nhgZimbekzZgh \ hdj_fbo jy*dZo lhsh

4) Jha[b\dZ |I_dklm gZ g_\_ebdes [ehdb Dethd gfppj*hekllbldbklm [
h"g_ qgb deevdZ a\fyaZgbo j_g_gv YdsHhh\ejy*dnghkbrk migpc &bf
jy*hd fz} h[f}*gm\ZIlbkv a gZkimigbf ~"hhieyRImRkyqgyde jhitdb
nzZzcem |j_[Z i_j_\ejblb gZ gZy\geklijpMe hdrol pelelrkgh]h

51 _j _dez” hljbfZzghlh I_dklm \ '/ < j_ anhdMiEZdghfZ3\dmlb
| _dklh\bo nZceb a Zgl]eeckvdbc |Z mdjzégkwdbH\b dgkkhx &<ih\g
jyrdzZfb | _dklh\bo nZce-\

6) AZimkd hkgh\gh€ ijh]jzfb zZ\IhfZlbqggh® od mjZcde«\€ cl_dklh
\eArdjblly alelm \ [jZma _je < alele \eNhgEVZgdvkiyp gtz ijh

7) M \biz"dm \by\le_ggy i*" qZk i_j_Jeytdn\a\pdm \ib \gzox e
dhj dpe€ ijhZgZeeam\Zlb aZ nmgdpehgdedb Kijhjle dighdhelm It
| dklh\h]h [ehdm ¢ aZ]Zevgm ijbgbgm]|[Ziermhbejdhbe hy*Znpodng-e
afegb 1Z \\_kIb \ ijh]jZfm ghf_jb afeg_gbé&lhj¢ddm Kdegr\lihf \
[iZma_je-

8) Ih\lhjx\ZIlb i Ahdb j_amevizZl i_j_dBZAWmeggbklZg_

9) Ydsh hljbfZgbc I_dkl \b]Jey”~Z} aZ”h\eeybvikly hiljZIchtgfg lyg * m
i_j_\ejblb ch]h az "hahdgudapbekoolgZ ij_"~f_| g_\_ebdbo ihfbehd

Yd fh\m ijh]jZfm\Zggy "ey | ZeecaZpe+€ 3ROKKRIQ@ \b[_j fh

ljhljzfz [m~_ fZlb g_kdezZ~gbc |_dklIhiblhhxegidhahckm” _
\eNijZpx\Zggy gh\bo ijZ\be ;Zah\hx 23 [iyhdsBfbd\{ _j_fh
Spacy ;ZaZ "Zgbo ijZ\be [m"_ Aa[dpeZdbbv&69 nZceZo A\el [m:
nhjifm\ZIbkyi peZevgec iZipe “hdmf_glm yd +70/ gydce a aZk
[*[eshl_db %HDXWLIXO6RXS
ljbdeZ”b nhjfm\Zggy dhj_dpecgbo ijZ\be 1Z ZgZeka]gmdim@ vIZ]|e\
ijh]jZfhx ijb €0 azZklhkYdziggdez” jha]e&yghjflggy ijZ\be aZz
j_amevlZIZfb ZgZeeam i_j_deZ"m "\hgZigZ4@d->g_ \j@bclh
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njZ]f_gl i_j_deKr*mhykg_ggy “h njZl|J -gddh]Zevgh knhjfh\Zg _
ijZ\beh aZfeghb

Hkgh\ge ijZ\beZ sh [meb aZklhkh\dge ¥ Zgy \HdakifZggy
ijh[e_fb i_j \h~m IZ aZijhihgh\Zgh]h i**oh”m
G NClosedloop block diagram ;eh-ko_ fZ aZfdg_gh]h pbdem
IK Keh\llbop* fZ} i_jrbc k_gk ©pbde? A\bgZcgh Ddh\lh[bjZ} \ejg
©dhglmja Ze \ pvhfm \biZz*dm \by\behkv aZfZeh ke-\
IJ AZfegZ ©azZfdg_gbc pbde? gz ©azZfdgloggb@labpgimj2 ydsh }
G NSteady-state error ihob[dZ \ mklZe_ghfm j_"bfe
IK lThklecgbc [md\Zevgbc i_j_dez” ijbvgayhgheklishmdgbaigk
1J AZfegZ ©ihob[dZ \ mklZe_ghfm jZ bhetb§dZ® kaieshdyglg
state, error
G N smaller closed loop damping coefficient f_grbc dh_nepe}gl ~ finm\Zggy
azfdg_ghlglimjm
IK IThklecgbc [md\Zevgbc i_j_dez” ijikygdiy\ly h&ktehined\ jZkEdhyz P _c
| _jfeg amkljeqZ}lvky \ mdjZ€gkvdecofhsh Zék\yql gkklZgZeeam
kb]JgZe-\
1J AZfegZ ©dh_nepe}gl »_finm\ZggyPmpZ ®@ghy* nfe¥Yogl @ ZzkzZggy
y d s hdamping, coefficient.
G N Analyze the complexity of tuning a PI controller tmntrol liquid level -
ljhZzgZeeam\Zlb kdezZ~geklv gZjeZmewhggy "€y dhgljhex je\gy
j*"bgb
IK < Zgleeckvdontrok”jhamfexlv yd ©dhgljhevd 1Zd « ©j_]mex\Z
mdjZ€gkvdec fh\le ie”r dhgljhe_f jhamye}IMikiyn kip]gZEe ¢ja AlppZ "
kKihl\hjx} k_gk '3 egh”e liquid l@eetconttolyd dhgljhev je\gy je*bgb Z
egh?eyd | Imex\Zggy OhqZ \ |I_dklh\hfm ¥jeHpeeyjlhk mtgyc 'B
p_g_ klZeh ghfmkv \ pvhfm \biZ~dm nefhA lgZ ad¢gpme@ & hAd gy 2
1J AZfegZ ©dhgljhex je\gy? gZ ©j_YyrdeRéghgd,\iqguwid g pével.
GN 7KH I8 By§em has a process transfer function gP(s)neplte controlled
variable H and the manipulated variable Fout. Thesfeanfunction gL(s) relates the
output variable H and the load disturbance EinJhaesfdgmlzZz kbkl_fz fz} i_j_~Zlgr
nmgdpex ijhp_km J3 V sh ih\ yam} d_dh\Byagmfadgggm )RXW
| j ~"Z\ZevgZ nmgdpey J/ V ih\ yam} orj*gayatH\ZglZ  ggy
Fin.
IK '/ aZklhkh\m} hr"ghqZkgh Ijb nhjfiog h\y Zfeapgplf bEoi kj _~Z1gZz
i_j_"Z\ZevgZ 1Z i_j_"ZlhggZ nmgdpey
1J Lj_ [Z aZzZfegblb \ke \ZjeZglb gZ iZ\glbcghijbge¥?jegZ
©i_j_"Zlhggz?
IK '/ kihlI\Vhjb\ k_gk i_j cdardledvariablé emanipulated variable
yd ©d_jh\ZgZ afeggzZ? Ih”e[gZ ihfbedZoiZ4ZZz &bl _fZlbqggbc
1J <bijzZ\e _ggy fZ} kibjZlbky gZariableSshctekeélyalyZq_ggy Ydsh
\ I_dkle amkljeqZ}Ivky ©d_jh\ZgZzZ afegylg2p pZikdpglZzqbogeblb c
i _j_\ejblb gZy\geklv [*ey ihagZq _ggW\aigipelatck wdrtabld j
Lh~e px ©d_jh\Zgm afeggm?@ aZfegx}fh qlZc¢jbikdZ” gZ d_jmx
G Nwith two tanks in series for P control (KC = 2) and Bhtrol (KK=5 andU =5
min) : m “\ho ihkee~h\gh a }*"gZgbo jjalmexXZfygy e y&3 e 3,
j_]mex\Zggy .KL, o\
IK '/ \bdhjbklh\m} \ | _dklZo]ymkeydBj2 [Zd-jo Jendylhj2 Lml
[Zgbfh sh p_ ijh \ke nhjfb j_-]mpwmEX\Z gg¥3 J@Bex\Zggy?
IJ 1jb gZy\ghkle ©&rdrplB8aZfegylb 3 3, 3,' gZ dbjbebggm Z[j_\+ZI
G NRoot locus plot: =jZned dhj_g_\h]h ehdmkm
IK lThklecgbc [md\Zevgbc i_j_dez” ijbvgayhgheklishm dgbeigk
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1J AZfegblb ©dhj_g_\bc ehdmk? gz @k sdodtblocdh~h]jz

G Nso the response is not oscillatory Ihfm \e~]md g_ } hkpbeylhjgbf

IK lThklecgbc [md\Zevgbc i_j_dez” ijbvgayhgheklishm dgbeigk

I1J AZfegblb ©Ohkpbeylhjgbc? gz ©dhedtilZterygbspdngel sh }

G Nif the plant culture requires Pl level control ydsh dmevIimjZ jhkebg \bfZ]ZzZ} I1

j_Imeyikygy

IK :g]leeckvd_pei\kp* 3jhkebgzZ” 31 _ogheh]eggbc h[T}dl d_jm'

3] _ogheh]eqgZ mklZgh\dzZz™ « 3azZ\h""gKAgZtzibpbgdbfxklbazZpe-€

amkljegZlbkv [m~_2Z2m _ aj~d

I1J AZfegblb 3dmevimjZ jhkebg? gZ ©UAtewdsaht\duijtbreg b p |

G NExtractive distillation: ?dkljZdlb\gZ "bklbeypey

IK '/ egh”e kedisttatidn” i _j dezZz”"Z} yd ©j dlbnedZpey® Z s+sgh

©"bklbeypey?

ljZ\bevgbc i_j_d®jZzdlbnedZpey® hkdeevdb fZc _ azZ\ ~b fZ}lvky

ZiZjZl a ne. ]fhx

IJ AZfegblb ©O"bklbeypey? gZ ©j_ dUstiletighpey? ydsh \

G NTernary Map (MoleBasis) L _jgZjgZ dzjlz djhlygbc [Zabk

IK  H”g_ ae* agZq_gVv Zg]e  mnderd hflh} kaeghd @ @jg i

I1J AZfegblb ©djhlygbc [Zabk?2 gZ ©fttleingle ba8is.gbp+2 yd

IK ;md\Zevgbc i_j deZ” a g_dhj_dlgbfa®idhWmniZggyf keh)\

IJ AZfegblb ©l_jgZjgZ dzjlz2a gz ©%)bpdsHarary mapjZfZ

G Nto handle large disturbances *ey h[jh[db \_ebdb.o a[mj_gv

IK '/ Nelar@e disturbanceés\b[bjZ} "Ze _dh Bbcki gk "e}kee\ ©>heZlb?

p_ ~jm]bc k_gk Hanflee\@Zd '/ ghfmkv h[jZ\ ©h[jh[db& aZfegblb

h[jh[db \_ebdbo a[mj_gv® gZ ©"ey ih"hgZggwdshebdljb]adde¢-

} ke h\dmstdrbancé.

I1J AZfegblb ©"ey h[jh[db \_ebdbo a[mgZgg¥y dZe®tbdby idafmj_gv?a

y d s h disturbancé.

G N is used to set the number of stages in each colanth feed locations:

\bdhjbklh\m}lvky 7~ey \klZgh\e_ggy ddegdbkbh&hgsretZmiedpv

ihr"zZqe

IK < Zgleeckvdec fhle ©lZjeedz? j _dlbmedZmtiph€jdtiebggbgiz

ydstage thay ¢ gZ\plate® H~MgAwhgé £t gZc[eevr gZklhlgbc \ZjeZgl

;md\Zevgbc i _j deZ” ch]l]h g_ \ejgbc

1J AZfegblb ©klzZz"ey2 gz O |disttlaion2colush }

GN $ min deadtime is included in the temperature loops>h | _fi_jZImjgbo

dhglmje\ \dexqg_gh gZk hgedm\Zggy o\

IK MdjzZz€gkvdbf \erih\ergbdhf ©f jl\h]shgggdgm? } gZk aZi-

IJ AZfegblb ©qZk hgqedm\Zggy? gZ ©dded®Emeag_ggy? ydsh

GN 1 atm case with economizer; decreases in feed flowrate<biZ”~hd a

_dhghfzZca_jhf ijb Ibkdm ZIf af_gr_dgynrddrydimkle ihl

IK ;md\Zevgbc i_fiowdat&”ijb mdjZz€gkvdhfm \e~ih\ergbdm ©\bljZ

I1J AZfegblb ©r\b~rdeklv ihlhdm?2 gZ GCildbhjX Iroflai Pradem @ y

I K ‘[ [_j_ i_jr_ agZqg_ggyfeel gdbddm} 3dhjf” sh Jaéah\kef

dhgl_dkl

I1J AZfegblb ©dhjf2 gz © b\efegdgy?® ydsh }

G N An underdamped second-order system has a charactegguation :

G_~h~ _finh\Zgz kbkl_fz 2~jm]lh]h ihjyrdkibdd} ¢Aghdlgyb

IK ;md\Zevgbc i_j_ dedderdeariped §Zfeklv mdjZ€gkvdh]h \«~ih\e~rgh

I1J AZfegblb ©g_"h”_fnh\ZgzZ?2 gZ ©d hle lhnderdagipedysystbm\ :
Knhjfh\zge ijZ\beZ "~ey "h"zZ\Zggy \ [dakibg”h[oXgh€\en

dZl_]hje€ |Z aZg_klb \ ki_peZevghfgbtblbyg=}€ dZIh]ih}e€ nZce
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<i_jrm g_jlm \e?ijZpvh\mxIvky gZklmige iZjb Ihd_g-e\

- amod (adjectival modifier}ijbdf_Igbdef_ggbd

- nmod (nominal modifier)x«f_gghdf_ggbd

- conj (conjunction)tkihemqg_ge* keh\Z

- obj (object)t e} ke R\h[T}d]

- csubj (clausal subjectt " e} ke F\km [} d |

>Zees \eMijZpvh\m}lvky aZzZfegZ hgz fbhodj Kee\kkeh\Z

GZkimigbc-djhtiegZ ihkee*h\ghkl_c a g_nedkh\Zghx deevdek
ihjy"dm ihgbgZxqb a gZc[eevrh&iklde«gpegethkbjhdZzfegZ
ihkee"h\ghkl_c sh \bfz]z} ijh]jZzfghldgldfm m |4iZ phihby\e_ggy
afeggbo ~ey Ilh]l]hkdhgh][m\ZIb g _\e¢jgbc nmanipdaeti*vatiable yd
d _jh\Zgh€ afeggh€ A\elb ijh]jzZfb "~eywy”\htokyRiZlggy ijk\gy
aZ"h\eevgh]h i_j deZ™"m ihdZaZge* gZ jbk .

Jbk Njz]f_gl a\elm ijh]jZfb shrh j_amevIiZls\ dazAm\RIGgdhs i
[13]

Jbk Njz]f_gl alelm ijh]jZfb sh”h j_amevIZle)\ daZ Nm\ZIFdh i
[14]
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MaZ]Zevg_ge j_ameviZlb ih i>_d@eZ"an jh[kle\ kee\ [meh

"h~rZgh ¢ kehX2_gh MaZ]Zevg_ge j_ameviZlb Ph @) aeZm |

kee\ kee\ [meh \b"Ze _gh c. LZ#k*t\gblwhdghHhey dhj_dpe-€

| dkim g_h[oe”gh afegblb ijb[ebagh \er ch]h kee\
<bkgh\db

1.

B

J_amevlzlb ZzZ\lhfzZlbggh]lh i_j_ _dez”~m ll&lkle\ ]g2mdh\bo

Z\IhfZlbazp+*€ |_ogheh]eqgbo ijhp_ke\ andiffg«wiovdh& gZ

\bdhjbklZzggyf '"HHS/ ihdZamxlv sh \ geajifamKrepfZi¢hkd &

cr_ fh\zZ \ hjb]JegZevghfm | _dkle

Lbf g_ f_gr i_j_dez™ } ~Ze_dbf \e~ gyl gjzZ]lmjghZfiqblos

ijbcgylbo \ mdjz€gkvdec |_jfegheh]t8fb2eimay dt phEhifvmD L

} e_]dh ihfelgbfb gZ driZel 3dmevIm@mjdwkebd \arHpgbypl\Z

gb 3dhjf dhehgb”™ azZfeklv 3 bl\e_ggy dhedglov cHFhdzzd yadZklje

iZiex blv kfbke Ze_} g_ihfelgh dhebbpd™gps agfZgdgZdh[f}dIm

\ kbkl_fe ihagZq_gv klZeb 3d_jh{Zgbfb afeggbfb

M peehfm ihfbedb vyde jh[blv DL } e_J]dhZzehfstghdéllngZ drl

jhkebg” azZfeklv dmevimjb \bjh[gbplI\Z gfbkidhjibdbehpghp az

dhehgb H”gZd amkljeeZkv ¢ 1ZdZ y&Z }Zgexhbhiighkfbkleeb

yd \o**"gZ 1Zd * \boe~gZ afeggZ h[f}dVmk\ZIlelbk?dfejhhAgEih

afeggbfh

Ilhfbedb 1Z g_Ihgghkle yde ijbimkdzZ} DhgbzxlowzZ KbKl_jfZIb

AZklhkm\zZggy aZijhihgh\Zgh]lh ie*"oth~dknh 8ha\hrayZokyhlgh

dhfi_gkm\ZIlb nzdlhj kbkl_fZlbggbo ihfbgB# hig«dmi\dlyH ht

j_"ZIm\Zggy |_dklIm ydbc ijhcrh\ dhfif%Eggblz i_j_de

azZijhihgh\Zgbc dhin’dlhjklhligh f_grbf ge¢ qZk j_"Z]Im\Zggy |_

ydbc ie""P\kydb dhfifxI|_igjhfdreZ” m

KIZIbklbggbc ZgZeea ihdZam} sh \ jha]ewyig@dldpwvhi ajZfdgh Mz

ebr_ kee\ “ey Ih]lh sh[ eklhlgh iHtjjgdxlhseegvjZ dklm
Kibkhd e*l_jZImjb

Gedeleg H D AZcp_\ < F Lhehqgdh IgWH [Z2jBelh%EB [ mnadap 4yg

L_jfegb « \bagZgp&)\gy DI1 «f 1]hjy Kedhjkvdh]h Q

Michael C., Dragsted B., EIming J. The process of qed#ing: A pilot study.

Proceedings of the 8th International NLPCS Workshopenmark,

Samfundsliterattur: Copenhagen Business School. R1431

3DUUD (VFDUWtQ & S$SUFHGLOORDQH MUDAV @BEURQ AKY |

A pilot study on post-editing productivity and aotated metrics in commercial

settingsProceedings of the Fourth Workshop on Hybrid Apgtaes to Translation

(HyTra), Beijing. Stroudsburg, PA, USA, 2015. P. #46. URL:

[https://doi.org/10.18653/v1/w15-4107.

Fhek}}I\Z G >abdh\bg H Rlzgvdh : FZibgdbgggy_dez”
j_ameviZle\ 1Z ZgZee+a ihfbehd Trandl&e¢ Adande®R Uigtistics
< &-82.[ https://doi.org/10.20535/2617-5339.2023.115%7

Ismail A., Hartono R. Errors Made in Google Translatthenlndonesian to English
Translations of News Item Text€LT Forum: Journal of English Language
Teaching 2016. Vol. 5, no. 2. Article 2. URL:
https://journal.unnes.ac.id/sju/index.php/elt/ariMiew/11228.
Tongpoon-Patanasorn A., Griffith K. Google Translate @&rahslation Quality: A
Case of Translating Academic Abstracts from Thai tolBhgPASAA: Journal of
Language Teaching and Learning in Thaila2820. No. 60. P. 134.63.

Kur M. Method of measuring the effort related to postieg machine translated
outputs produced in the English>Polish language pgiGoogle, Microsoft and

332



1GNHJF:LBD: L: F:L?F:LBQG1 F?LH>B < FH>?EX<:GG1 /¢ " Lhf

DeepL MT engines: A pilot studyBeyond Philology An International Journal of
Linguistics, Literary Studies and English Langudgaching 2019. No. 16/4. P. 68
99. URL.: https://doi.org/10.26881/bp.2019.4.03

8. Ismail A., Hartono R. Errors Made In Google Translat&te Indonesian To English
Translations Of News Item Text®urnal of English Language Teachir&p16. Vol.

5. URL:| https://api.semanticscholar.org/Corpus|D:58&80)

9. *LUDOGR 2VSLQD " / 1DUDQMR 5X&] ® PBRRRGRGR PLBE
proposal integrating the translation process into shaly of cognitive effort.
&DGHUQRYVY GH. 200D GWbm#&2, no. 1. P. #24. URL:
[https://doi.org/10.5007/2175-7968.2022.e84845

10. Oliver A., Alvarez S., Badia T. PosEdiOn: Post-EdjtiAssessment in PythOn.
Proceedings of the 22nd Annual Conference of theofigan Association for
Machine Translation Lisboa, 1 November 2020. P. 4830. URL:
[https://aclanthology.org/2020.eamt-1.43)pdf

11. Oheh”gz G <bkhpvdZ < L_ogheh]ey qbbj@Z\ehfipend]ljZfZlb
mdjZz€ghfh\ghfm |_dklh\hfm dhgl_gl\ fgZblglgdhih dZ\lgZggy
JZ"eh e dljhgedZ esgnhjfZlbdZ mijZ\e*dgyld0+URL:
[https://doi.org/10.15588/1607-3274-2023-1-12

12. Tmienova N., Sus B. System of Intellectual Ukrainiaanguage Processing.
Information Technologies and Securi8019. P. 199209. URL:[https://ceut-

[  ws.org/Vol-2577/paperl6.pf.

13. Luyben W. L. Liquid level control: Simplicity andomplexity. Journal of Process
Control. 2020. Vol. 86. P. 554. URL:
[https://doi.org/10.1016/j.jprocont.2019.12.(008

14. Luyben W. L. Control of heat-integrated extractivstilation processe€omputers
& Chemical Engineering 2018. Vol. 111. P. 26277. URL:
[https://doi.org/10.1016/j.compchemeng.2017.12,008

333



H Klhizd \bg : F Le]Zj}\ H J Kihfizgxdb ¢

AUTOMATIC CORRECTION SYSTEM OF ENGLISH-UKRAINIAN
COMPUTER TRANSLATION FOR TECHNICAL TEXTS IN THE FIELD OF
AUTOMATION OF TECHNOLOGICAL PROCESSES

A.O. Stopakevych A.M. TigareV, O.R. Romanyuk O.A. Stopakevych

IState University of Intellectual Technologies drelecommunications
1, Kuznechna, Odesa, 65029, Ukraine
’National Odesa Polytechnic University
1, Shevchenko Ave., Odesa, 65044, Ukraine
email: stopakevich@gmail.com

The purpose of the work is to develop a system of automatieation of computer-translated texts with
specific terminology, which is inherent in scientific and technteats in the field of automation of
technological processes. An analysis of the reasons why coryautglators cannot achieve high-quality
English-Ukrainian translation of technical texts in the specified figyiven. It was concluded that within
the limits of the approach used by modern computer translatorguality of such translations cannot be
improved. An analysis of the experience of translation coomdtly professional translators, available
metrics for evaluating the process and results of correctiangfater translations, and available software
solutions for working with texts written in the Ukrainian language e@sed out. It was concluded that
for computer English-Ukrainian translation, the only practicsithpificant approach to assessing its quality
is measuring the amount of work that must be performed by aspiorfi@l translator in order for the text
to meet literary standards. The analysis of scientific timetswere translated by DeepL showed that the
amount of such work can be significantly reduced, since the erraie yethis translator are systematic.
Thus, by analyzing the mistakes made by a computer transtatopaissible to form universal correction
rules for all texts translated by a certain translator ofrttastry, which can be performed automatically
by the software application. The effectiveness of the apprsademonstrated on the example of the
development of rules resulting from the analysis of the results of the tiamslatwo scientific articles. It

is shown that replacing approximately 5% of words in computeshagon significantly increases its
quality.

Keywords: correction, computer, translation, automation, technological, procBisgsprogram, python,
terminology, deepl.
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<BY<E?GGY F:KRL:;M<:GGY A DH?N1P1/GLHF F?GRBF
H>BGBP1 YD N:EVKBN1D:P12 PBNJH<H=H AH;J:@?GGY

< < Ahjeeh / < Lbfhn_}\ H X E_[_"}\Z

GZpehgZevgbc mge\_jkbl_ | ©OH”~_kvdZ iheel_o0gedZz?®
1R_\q_gdZH~"_kzZ ,MdjzZz€gD
emait v.v.zorilo@op.edu.ua

<byle ggx i*”*jh[hd pbnjh\bo ah[jZ _gv m \e«~Adjblbo ~°_j eZo ijbk\yq
[Z]ZIh m\Z]b P_ ih\fyaZgh «a ihrbj_goyfeM[heggtbE mhlh
Ahkimigeklx 1Z [Z]ZlhnmgdpehgZevgeklix ]jZneqgbo j_~Zdlhje\ Z 1Z
ajhklzggyf de[_jaehqgbgghkle De[_j[_ai_dzZ 1Z Z[h egnhjfZpecgZ |[_
fzxlv azZz f_Im \ Ihfm gbkees « aZ[ _ai_q_ggy peeckghkle pbnjh\bo ah]
Ilhjmr_ggy peeckghkle pbnjh\bo ah[jZz" _gv fh'gzZ \bdhgZlb [Z]Zlv
f IThrzZfb dehgm\Zggy nhlhfhglz” fZkrlZ[m\Zggy al[eevr_ggy Z
af_gr_ggy h[T}dlzZ<bhh\eh ggx fZkrlZ[m\Zggy ijbk\yg_gh jy” jh[el
hrgzZd qzZklh aZzZijhihgh\Zge jer_ggy \byleyxlvky fZeh _n_dlb\gbfb
fZkrlZ[m\Zgfgegr _gge Z[h fZkrlZ[m\Zgge a dh_nepe}glhf f grbf
hr"bgbp- F 1z ~Zgh€ JYbyheb ggy fZkrlZ[m\Zggy pbnjh\h]h

ah[jZ  _ggy reyohf jhajh[db f_|Ih~"Z azZkgh\Zgh]h gZ ZgZee+ae+s \bkhdhq
dhfihg_gle\ ~bkdj_Ilghlh dhkbgmkghlh i_j_I\hj_ggy ?dki_jbf_glze
\klZgh\e _gh sh ijb af_gr_gge qZklbgb ah[jZ° _ggy \bkhdhqgzZklh
dh_nepe}glb ~bkdj _Igh]l]h dhkbgmkgh]lh i_j I\hj_ggy af[eevrmxlvky <
\klZgh\blb ihjh]l]h\_ agZg_ggy sh “halhebeh \e~"eeblb af_gr_ge qZ
pbnjh\h]h ah[jZ _ggy \*" hjblegZevgbo GZ hkgh\s ijh\_~_gbo “hke:
jhajhfe_gh f_Ih” \by\e_ggy fZkrlZ[m\Zggy _n_dlb\geklv ydhlh \ |_jf
ihfbehd . khz2gh\blv . \e~rih\e~rgh Jhajh[e_gbc f_Ih~ }
_n_dlb\gbf ijb af_gr_gge h[T}dIls\ g_ f_gr g+ \ljbge Z 1Zdh" ijb \bkh
dhgljZklghkle af_grm\Zgbo h[f}dls\ Ijb af_gr_gge qgZklbgb ah[jZ _
\"\eqe deevdeklv ihfbehd jh~m ajhklz} *h lj_~f _Ihf ih~Zevrb
"hkee™” _gv Z\Ihje\ } af_gr_ggy h[f_"_gv jhajh[e_gh]h f_Ih"m

Dexgh\e kehf\ZkrlZ[m\Zggy pbnjh\_ ah[jZ  _ggy \byle_ggy nhlh
ie"jh[hd "bkdj_lg_ dhkbgmkg_ i_j_I\hj_ggy

<kImiPbnjh\e ah[jZ _ggy
gZk nZevkbnedZpe€ \Db
fZkrlZ[m\Zggy

GZjzZaes \"_ skgmxlv jeage f_Ih~b "ey \\ydey gw yp b2 kinkB pm
ah[jZ  _ggyo ijhl_ \hgb fzZxlv i_\g[d-3h[f;cegrpklv f_Ih~"e\
\byl\eyxlv fzZkrlZ[m\Zggy m \b]Jey”e a[eedk_gdy \by\éhggy
af_gr _gbo gZklbg vyd ijZ\beh g_ \"ZXKlykxqgjbfde faih\Zabb
lhfm \byle ggy fZkrlZ[m\Zggy reyohf afkghZjggWZgdgyhatz
dh_nepe}glhf f _grbf h*bgbpe } ZdimZevgbf iblZggyf

FZkrlZ[m\Zggy ah[jZ pgdgphptk afegb jhafeje\ pbnjh\h]h
ah[jZ _ggy vydbc fh _ \dexqZlb \ k_[_ ydliZzdmedggygyn fZk
dh_nepe}glhf [eevr_ lzd « af_gr_ggydHZrspZ}ahiZigfyga_
ch]l]h neabggbo jhafeje\ Z[h deevdhkle}igdk chaqdh \Bh digdrKlv

FZkrlZ[m\Zggy ”“halhey} Z~AZilm\Zlb ah[jZ'hlggly **h jeagh
jhafeje\ djzZge\ Ze_1Zdh" fh _ \bdhjbkfiiygm\ ZIhk¥Zgeymeyp+€ a
pbnjh\bfb ah[jZ ggyfb ey g _ijZ\bevgh]@oij\fé¢kln\e gg

qZklh isArZxIvkye WkhipdZ pofeh = Zien
h

dhjbklh\mxIlvky jvadhfmgkjpréeglb
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F_14h[hlb\by\e _ggy fZkrlZ[m\Zggy pbnjh\h]h ah[jZ _ggy
jhajhfdb f_Ih"Z aZkgh\Zghlh gZ ZgZeraedhibkdrddilgZklhlighb
"bkdj_lghlh dhkbgmkgh]h i_j_I\hj_ggy

>ey "hkylg_ggy ihklZ\e_gh€ f_Ib g glol-mgdeN\dg«rblb

1. >hke*”blb ijh[e_fZlbdm <~ _glbnedZpe&lthpbnjgvbpeeskgh
ah[jZ  _gv

2. Hpegblb yd fzZkrlZ[m\Zggy \ieb\Z} gZ ZoZjlZ[Imjlkbklbdb |
fZljbpe pbnjh\h]h ah[jZ _ggy

3. Jhajh[blb 1Z ijh]jzfgh j_Zeeam\ZIb fZlkrz\[om\£g gy ya
dh_nepe}glhf f_grbf h”"bgbpe

4. Hpegblm _dlb\geklv « \bagZgblb h[f_~ _ggy jmajh[e_gh]h f_
FZI_jeZeb |1z f_IAKpZ _ggy yd kb]JgZe kdez"zZ}Ivky a qZklhl
NeZiZahgm Nhgh\bf h[ezZklyf ah[jZ _geWn\gbMihgbyhx|gbldvde
gZklhlb dhglmjzf jeagh]lh kimi_gy d\rgEXlk glthlelh\ gofingbghf
K_j_"ge* * \bkhdes gqZklhlb

Eh]eqgh ijbimklblb sh ijb af_gr_gges qEKkahgpZ ploggn\h
aleevrblvky jeagbpy fe° agZq_ggyfb icdh[e2klaf YdmhZmh4zd
Ilh fZxlv af[eevrblbkv \bkhdhqgzZklhlge dhlaeipndbdibbeObhdZo
fZljbpe

H{gbkebfh ~bkdj_Ig_ dhkbgmkg_ i_j -\echdggyh[}2ygh€i
hlezZkle fZljbpe ah[jZ _ggy jbk

JbKL. FZIjbpy dh_nepe}gle\ >DI

ljhZgZeesam}fh almj_ggy \bkhdhqgzZklhlgbMkvdhhhnepe}gle
\bkhdhgzZklhlgbo dh_nepe}gle\ >DI \ (Ve <dhgmagZoh”ylvky m
ijZ\hfm gb gvhfm dmle fZljbpe >DI

AgZc”™ _fh k_j _"~g} Zjbnf_Ibgg_ agZqg_ggdh” ayprigiln\efigb
\kef [ehdZf sh ZgZeeamxlvky HIljbfZ}fhb \ adlhgq_av ""&yy
ZgZeecah\Zgh€ h[eZKkle-

G_ *kgm} agZgmsh€ jeagbpe ydm dheapg\dlbh\fihgglgim Zg.
\biz*dm hkdeevdb “ey dh gh€ fZljbpe 5 [ MIVv_igmeypbZibhg
\eNjeagylbky

Knhjfm}fh [Zam a ah[jZ _gv ey ijh\ghmggnye dikiehbf
\aylh gZ WK3pehelmages Dataset sh } h~gbf a aZ]Zevghijbcgylbo ~
ijh\_~ ggy _dki_jbf _gle\ a alljZz _ggyfb >

Ah[jZ _ggy \e"jeagyxlvky aZ jhafejhf igbapvjnfmgekem\hg
nhjfZle a \|JZIPEG 1Z fZxlv dh_nepe}fbpyakhduality factor g
f_gr_ ljh\_~ _ggy fZkrlZzZdm\eZragwy \bdhgZgh az "hihfh]hx
ijh]jZfBdobe Photoshop gZklmigbf kihkh[hf

1. I~ gZk azZz\zZglZ  _ggy PA \klZgh\blb hhipeex@jhacak gthev
"ey al[_j_"_ggy hjblegZevgbo dhevhjh\bo gZeZrim\Zgv

2. AZ ~hihfh]lhx egkljmf_glZ ©<b”ee _ggy hhljd[gBc\b*eeblk
h[ }dl gZ ah[jZ _gge "ey ih~"Zevrh]®R)af_gr_ggy jbk
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3. KI\hjblb dhisx h[ }dIZ gZ gh\hfm rZje \B&mjdkeZ\mmgb ij
fbre » hipex ©Kdhisx\ZIb gZ gh8hc rzj2 jbk

JbKR.IjbdezZ” \b*ee _ggy h[eZkle JbI3. Dhiex\Zggy h[jZc
fZkrlZ[m\Zggy hleZkle gZ gh\bc rZj

4. Ih\lhjgh \b”reeblb \" _ kdhiech\Zgbc h[mdh§jZ hkgdr\ghf

5. <bdhgZlb azZeb\dm h[jZgh€ h[eZkle dhjbkdgmXipbkv hipe]
aZeb\dm?2 m dhgl_dklghfm f_gx GZeZrIim¥dgqgly kafebaddkl\dexq:
\jZoh\mxqb afekl [Z j_"bf gZdez”~Zggy4)ghjfZevgbc jbk

Jbk. AZeb\dZ h[ezZkle a \j Jbk. FZkrlZ[m\Zggy h[eZKk]
afeklm Ahihfhlhx IjZgknhjfzpe€

H[jZlb rZj a dhie}x h[ }dIZ 1Z \bdhgZlazfZzkhihZpmhXggy
ljZgknhjfZzpe€ Jhafej h[ }dIZ af_grm}fch [4BneqgH¢jZghzdlhj
"halhey} \b[jZIb kihke[ egl_jiheypgecphdimsggZydeidhedZaZgh gZ
jbk5 H”gzZd ijb ijh\_~_gge* h[gbkex\ZevghRhzgtdke_ goi_ghm \
\b”N egl_jiheype+€ g_ \ieb\Z} kmll}\h gZ j_amevliZlb

6. A[_j_1hdjbfZg_ ah[jZ _ggy m nhjfzZle [_a \IjZI

ImgdW } djblbggbfb hkdeevdb *ey aZ[_aiamZgeyyhKihcdhkle
KijbcgyltgkriZ[h\Zgh]lh h[ }dIZ gZ nhge hjb]eg¥egghlde’adtijZ _gg
ajh[blb \b”ee _gm h[eZklv ih”e[ghx ~h hmhhgmallgZihqgg+tdh)\
lgkljmf_gl ©aZeb\dz?2 ~hihfz]Z} "~hky]llbjZdvhjjth azdelmlab [Z
fh mlv [mlb gZeZrlh\Zge \jmqggm < NZyg-eghajhdhldmijha _
mjZom\Zggyf BE«kimg_h[oe*gh a\_jgmlb m\Z]m gZm mgdd [h h[
ah[jZ" _ggyo af_grmxlvky%k@i ~hjZabbdezZz” ah[jZ _ggy ~h IZ
iekey h[jh[db fh'gZ ih[ZqgBIbZ gjZ&rkjb&kz jBK b*gh af_gr_ggy
i_jrh€ ae*\Z fhaz€db \ jZab \e~rghkgd_hfiblbgBjbheg¥dmh |h
ijZzdlbggh g_fh eb\h \eamZevgh \by\blb nZevkbnedZp-ex
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J _amevlZlb |Z h[]h\IhhZpdgdeeam\Z\rb ah[jZ _gv a fZkrlZ[m\Zc
a dh_nepe}glhf f_grbf h~bgbpe lz [_a [@wh]ilb fhhgz ih
\bkhdhqgzZklhlge dh_nepe}glb >DI \ [ehdZdhafrexrmbdmkly ih
j_amevlZlb fh ' gZ ih[Zql8]®, & Kiblgef dhevhjhf ihagZq_gbc ]jZne
kK j_~gvh]l]h agZq_ggy \bkhdhgzZklhlgb@Zdhgh}tpe-adl4Z hjbdy Z
g_j\hgbfaitt gr _gh€ h[eZkle ah[jZ _ggy

Jbk. Hjb]egZevg_ ah[jZ _ggy JbK.Ah[jZ _ggy Hdbet
fZkrlZ[m\Zggyf

?dki_jbf_glZevgh \klZgh\e_gh sh ”"ey dwvewbhlele
hlezklv ~“h fZkrlZz[m\Zggy fZeZ \bkhdbgZ kih g mle x ni
"ho iskey fZkrlZ[mpfZogwgy #£\ho GZ hkgh\e hljbfZgl
jhajh[e_gh f_Ih™ \by\e _ggy fZkrlZ[m\Eyofgyf agrdoif_ h4p«
aZkgh\Zgbc gZ ZgZee+aes \bkhdhqgZklhlgbl&ghhgmegjl}dbe
f_ Ilh m gZklimige

G_oZc tmin-fZljbpy pbnjh\h]h ah[jRjhdgy <b”"ee
fZljbpe h[eZklv ie*hajx\Zgm gZ gZy\gekIvDjEMrIZ [H[\Z:
ijb g_h[o**ghkle \b”ee gm h[eZklv "h Dhtadej\>cj)¥Z \dpF
h[ezZkle \bdhgZlb jha[blly klZzg”*ZjlgbfiqlDgjhfdgZ %elyddh
[ehdm ih[m m\ZIbjkrdDIl <b”eeblb "ey dh 'gh]h [ehdm
>DIl leevdb \bkhdhqlZjltilge AgZclb k_j _~ge agZq_gg
N \fylb \bkhdhqgzZklhlgbo dh_nepe}gle\ >DIZahNelvdky
\erih\ergbo felDpghad AgZclb gZc[eevr_ ih fh"mex
hljbfzZgbo gZ ihi_j _~gvhfm djhpe mk_j % g ylbdkadD jmc
Ihje\gylb gZc[eevr_ agZqg_ggy a \klZgh'syZgp fgohgjftylds |
nae2 th[eZklv feklblv \enrq}fg_ fZkadZde\Zgheykliblv

Ijb \klZzgh\e_gge “"Zgh]lh ihjh]lh\h]h agZfipedgly dpt
kdezZz”ZeZ Aim]h]h jhAm

LZdh™ [meh ijh\_~ gh "lakeaf gggygyf \*\eqge Ijb i
agZq_gge deevdeklv ihfbehd jh i ajhklir" "h _n_dlt
ijb fZzkrlZ[m\Zgge a dh_nepe}glhf © {fmefh dby\d Zodh ¢
djZs_ ijZpx} a h[f}dIZfb \bkhdh€ dhgljzkdgh&Zeijbge.
jbk1 fh'gZ ih[Zgblb ferigingf_#mazZz a gbavdhx dhe
ijZ\hjmqgazx[sevr \bkhdhx 1Ijb af_gr_gge e<\h€ adgZma
\bkhdhgZzZklhlgbo dh_nepe}gle\ >DI @[eprafm\¥|kiyl§\hj
dhgljzklgeklv dheb ijb af_gr_gge ijZ\h€fH_gmailh[Zjd
l_g”_gpex af[eevr_ggy k_j_"geo agZq_gahl\bkpd}iydk
jbk
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Z Z

[ [

\ \
JbkB.:gZe+a ah[jZ _ggy <« Jbk :gZeea ah[jZ _ggy <«

Zrihje\gyevgbc ]jZned mk_j "g_gbo dhgd«pkjg*DI\bdbkh
dheej 1Z iekey qg_j\hgbc dheej fZkHgdmbZeyy [P
nZevkbnedh\Zg_PA
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Z JbKL1. Hjb]legZevg_ ah[jZ _¢

[ Jbk 12 Ah[jZ _ggy ae af
ijZ\hx f_"mahx

\
Jbkl0. :gZe+a ah[jZ _ggy Jbk 13 Ihje\gyevgbc ]
ihje\gyevgbc ]jZned mlk k_j_"gvh]h agZq_ggy
dh_nepe}gle\ \bkhdbo gZl! \bkhdbo qzZklhl >DI "ey a
kbgec dheej l1Z iekey f "maZzZfb "h IZ ikey nZev

dheej fZkrlZ[m\Zggy
hijb]J]egZevg_ PAZeWwkbned
PA

l[jh\_~_ge _dki_jbf_glb "~ha\hebeb \by\biajhlhef_ghbogy ]
f_Ih"m >Zge h[f_"_ggy } ij_~f_Ihf ih*"ZgewrBbolHRjhkekelZ|]e
<bkgh\digh\_~_gh ZgZe+a klZl_c ijbk\yg_gboZlbhwVYegogygwydfZkrl
nZevkbnedZpe+€ pbnjh\h]h ah[jZ _ggy fZZAghveZglyx seh
dh_nepe}glhf f _grbf h*bgbpe ijbk\yg_gh fZeh m\Z]b

[jh\_~ _gh ZgZeea \ieb\m fZkrlZ[m\Zggly_gridh _hritdprB gth
gZ \bkhdhgzklhlige dh_nepefghldxDfiZljibpe pbnjh\h]h ah[jZ _ggy
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J amevlZlb ~"hkee”"" _ggy ihdZaZeb sh brletyothdg Z kd g lgdor@a m  \
dh_nepe}gle\ h[jZgh€ ahgb pbnjh\h]h am[db\ghgy\«<hqagblb
fhrbnedh\Zge qZklbgb ah[jZ _ggy \*~ hjb]egZevgbo

AZ i "kmfdZfb h~_j Zgbo j_amevliZle\ IQm\\Iky\e] _gdyx f_
fZkrlZ[m\Zggy a dh_nepe}glhf f grbf hbxgbpZ ZAgike-da<Z

\bkhdhgzZklhlgbo dhfihg gle\ >DI [ehldh]hZbjib[§Z pbogy

?n_dlb\geklv jhajh[e_gh]lh f_Ih"m \ |_jfegZo jhifrhehd
klZgh\blv . \eNih\ergh
Kibkhd e<l_jZImjb

1. Ljbnhgh\zZz D H Deeeg H / F_Ih" ehrdedi@eqm£p drdl dkIgph
aZe_ "gh]h fZkrlZ[m\Zggy \ pbnjh\hfm URLh[jZ  _gg-
http://www.tkea.com.ua/siet/archive/2014-t1/117.pdf

2. =mebg .<Adjeeh < < E [_"}I\Z H X <by\e _ggy qZklbg pl
ah[jZ  _ggy af_gr_gbo ickey rAgenkbakldp & fZI _fZlbgge
f_lh~b \ fh”_exX@2Pglehf . < -  K6-53.

3. ;_jey > X <hclh\_pvdzZ F / DhaZg_gdhEG [="}WhHeh < <
<by\e_ggy ihjmr_gv peecskghkle pbnjh\blo dddipjpbmgjh\h€dhg
djbfegZeesklAdgmhjfZzlbdz 1z fzZIl_fZlbqgge f_Ih~b \.fh” _ex\Zg
2021.L <3 KL90-199.

4. Open Images Dataset V7. URL:
https://storage.googleapis.com/openimages/webMNzsuandex.html

DEVELOPMENT OF THE DIGITAL IMAGE SCALING DETECTION
METHOD

V.V. Zorilo, E.V. Timofeiev, O.Y. Lebedieva

National Odesa Polytechnic University
1 Shevchenko Ave., Odesa, 65044, Ukraine
emait v.v.zorilo@op.edu.ua

Detection of digital image forgeries in open sources hasegad significant attention. This is attributed
to the proliferation of mobile photo and video technology, the acdétysdnd multifunctionality of
graphic editors, as well as the rise in cybercrime. Cgloargy and/or information security aim, among
other things, to ensure the integrity of digital images. Violatwfrtbe integrity of digital images can be
carried out through various methods such as cloning, photo manipulatitimg $ealarging or reducing
objects), etc. Scaling detection has been the subject ofabeverks, but often the proposed solutions
prove to be ineffective for scaling down or scaling with dfament less than one. The goal of this work
is to detect scaling of digital images by developing #éhow based on the analysis of high-frequency
components of discrete cosine transformation. Experimental fisdinalicate that when a portion of the
image is reduced, the high-frequency coefficients of the desaesine transformation increase. A
threshold value was successfully established, allowing theasigmaof scaled portions of the digital
image from the original ones. Based on the conducted researchlirgy sbatection method was
developed, with an error rate of 7% and 14% for types 1 and 2 errors, respettieetieveloped method
proves effective for scaling objects by at least tluleedind high-contrast scaled objects. However, when
reducing a portion of the image by half, the error rate for ypeors increases to 30%. Further research
by the authors aims to reduce the limitations of the developed method.

Keywords: scaling, digital imaging, photo detection, discrete cosine transfamati
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< H Ohjhrdh < < DmazZ\dh\ X < ;hehlxd

<eckvdh\bc egklblmlb | _e_dhfmgedZpet_IFe gnhjE¥ Ibjazlp-£€
45/1,Dgya-°\ Hkljhavdbo Dbg€\ MdjzZz€gZ
e-mails: professor_va@ukr.net; nevse@ukr.net; yhbiatiuk@viti.edu.ua

Rbjhd_ aZemq_ggy pbnjh\bo ijbkljh€\ kbkl_f \ ex”kvdec "eyevghkle '
ZdilmzZevg_ iblZggy aZ[_ai_q_ggy gZ”*cghkle nmgdpehgm\Zggy ih”e[g
< k\hx g_jlm aZ[_ai_q_ggy gZ”scghkle g_ fheb\h [_a _n_dlb\gh€
dhgljhex [Z ~«Z]ghklm\Zggy |_ogeqgh]lh klZgm h[jZgh]lh h[f}dIm dhg
egrhlh [hdm \bjh[gbd pbnjh\h]h h[eZ"gZggy g_ aZpedZ\e_ghbc
[ _a\erfh\ghfm [Z]Zlhjegghfm nmgdpehgm\Zgges \b]hlh\e _gbo gbf aj
hkdeevdb p_ kih\eevgx} \bjh[gbgbc pbde 1Z \e~ih\ergh af_grm} ijb[r
AzZ~"ZgqZ dhgljhex aZ |_ogeqgbf klZghf [m~v ydh]h pbnjh\h]h ijbkl
ihdez~zZ}Ivky peedhf gZ dhjbkim\ZgqzZz azZadtZly gdto mZkh[e\
ijhilbklhygge hdj fbo azZkh[e\ dhgljhex IZ mgenedh\Zgbo kbkl_f dhg!
pbnjh\h]h mklzZldm\zZggy i_j fZ]Zxlv mgenedh\Zge kbkl _fb dhgljhex g
[ adhglzdlgbo f_Ih”e\ j }kljZpe€ ~eZ]ghklbggh€ egnhjfZpe€ KljmdIm
kbkl_f 1zdh™ \e~rhfZz p_ dhfifxl_jgzZ \bfejx\ZevgZ Kkbkl_fz a-
kKi_peZeeah\Zgbf ijh]jzfgbf azZ[_ai_q_ggyf a[hjm |Z h[jh[db ~«Z]ghkl
egnhjfzZpe€ Z 1Zdh" +gl e _dilmZevgh€ kbkl_fb ie*ljbfdb ijbcgylly jer
AZijhihgh\Zge Z\IhjZfb jer_ggy [Zamxlvky gZ [_adhglzZdlighfm <g”"mdp
f_Ihhe 2~eZlghklm\Zggy |Z mgenedh\Zghfm 7~eZ]lghklbgghfm iZjzZf _1je
\erh[jZ" m} neweehddge ijhp_kb klZjeggy gZie\ijh\ergbdh\bo kljmdImj
pbnjh\bo jZ~eh_e_dljhggbo dafigeydlrrivky azZklhkm\Zggy
fzl_fZlbggbo f_Ih”re\ 2ey ih[m~h\b kbkl_fb I_ogeggh]lh ~e«Z]ghklm\
pbnjh\bo h[f}dle\ [Ij_"klZ\e_gh mazZ]Zevg_gm f_Ih”bdm dhgljhex pbn
h[ez~rgZggy reyohf ih[m~h\b i_j \ejgbo I_klh\bo ihkees~h\ghkl_c¢c < hi
f_lh~bdb ihdezZz”~_gh kmqgzZkge f_Ilh”~b hljbfZggy 1Z h[jh[db ~<Z]ghkl
sqqhjfZpe€ Ze]hjblfb ih[m~h\b ~«Z]ghklbggbo I_kle\ HIljbfZges j_ame
AZxlv fhieb\eklv Z\IhfZlbam\Zlb ijhp_k \bagZq_ggy nZdlbqgqgh]h |I_og:
klZzgm kmgZkgh]lh pbnjh\h]h h[eZ*"gZggy

Dexgh\s kehdZ]ghklbqgbc izjzf_1Ij fh® _ev | _klI Zelhjblf

<klmi>h kdeZ"m kmqgZkgbo kbkl_f h[jh[db [Zp-€ j *&ja¢¥ +gnhj
pbnjh\bo _e f _gle\ \oh”?ylv ¢« ZgZelk]haz”hKbha\hilj I\hj ggy
Ney i1_j_"Zqgqe ih neabqgbf dzZgZeZf < hd)_fbagypldhdgZjd e x
ihdez~Z}Ivky gZ \[m~h\Zge kbkl_fb nmaffpehghe yjhho* mgy
ydekgh]l]h "eZ]ghklm\Zggy fh eb\h ebr__ paZ eZgdnoq ijdgd ya f &k
ZiZjZlgbo aZkh[es\ > @

| \gm kdeZ”geklv \ ijZdlbqggec |j_ZeecaZphghihgh€nedh\Zg!
Z\lhfzZlbah\zZgh€ kbkl_fb dhgljhex ~"eZ]ghkbohéBdgy ijhpKX
kKI\hj_ggy ~<Z]lghklbggbo iZkihjle\ J?H ajZad-\ '2&hglabkldbggh]h
iZjZf_Ijm ydec \bfejygh ie”® dzZk ijh\_"Kldlgy gigy \Mgdh]h
iZkihjlm \bfz]zZ} Z[h |Iskgh€ Kkie\ijZpe Z"e\bjé][ghjchigfghjh
h[ez”~"gZggy J?H Z[h ~hkdhgzZeh]lh jhadtdeggeg]lhkd]jmdlmjb
nmgdpehgm\Zggy h[f}dIm dhgljhex a fh ebgbkixevghd ~ ggy
klZIbklbggh h[%jmglh\Zgbo \bijh[m\ZgvVv

HI"_ i_j_\ejdZ pbnjh\bo kbkl_f g_h[o<9ympd ety echhlalie §Z
[ _ a\e~rfh\ghkle nmgdpehgm\Zggy h[f}dIm ~dllggwhedZX f<khhdh
i_j_\ejdb pbnjh\bo kbkl_f
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-nmgdpehgZevg_ | _kim\Zggy \dexqgZ} aZimkok glbkb fb a je
NZgbfb 1Z i_j_\ejdm qgb \b"Z} \hgZZhlgedm\Zges j_amevl
-1_kim\Zggy dhj*hggbo agZqg_gv i_j_\ejd@zZ jfZdp\«€ kbkl_

agZq_ggy \o**"gbo "Zgbo

-1_kim\Zggy g9gZ \biz*dh\bo ~Zgbo \bdbjdoktZggy Ve~ dh\
i _j_\ejdb kbkl_fb gZ g_i_j_"[Zgm\Zges kbImZp-€

-1 _kIm\Zggy aJe*gh ae ki_pbnedZpeyfb Zih\jekdkdgghb jaamevl
Ibfb yde \dZaZge+ \ |_ogeqgbo ki_pbnedZpeyo

-1_klm\Zggy gZ \bdexqgges kbimzZpe+€ Xddebdggylwmihibedb
Z[h g _dhj_dlgm jh[hIm kbkl_fb

HAbg a \ZjeZgle\ i_j _\ejdb pbnjh\bo HEkdZf [p aii_jj_j\ge-klv
| _j_\ejdZ gZ [_ai_j_j\geklv ydzZ feklblv \ kh[e

-1_kim\zZggy \e~"fh\ kbfmeypey jeagblo]jbige \&Nh\ZIgje 1Z
i_j_\ejdm qgb fh _ kbkl_fZ dhj_dlgzZ \«*gh\blbky

-"m[ex\Zggy \bdhjbklZggy “m[evh\Zgbo Zdhe\aZeybo dhfi
aZ[_ai_q_ggy jh[hlb kbkl_fb gzZ\slv jtkaydfihg bghe\gh

-aZih[*]Zggy \e~fh\Zf \bdhjbklzZzggy f_IM~eggyeyenith\ j
IZdbo yd dhgljhev kijZ\"'gvh]h gZkm ithjgdighblglakKl[Zgm d&Z ggy
lhsh

-j_a_j\g_ dhiex\Zggy klI\hj_ggy j_a_j\ydy \dhgt\e Zgdy \
jZae \IjZ1b

-fhgelhjbg] \klZgh\e_ggy kbkl_f fhgklhjbgpm nNeéyje\ef [Z
ZghfZeec m j_Zevghfm qZke

-aZieZgh\Zg_ h[kem]h\m\Zggy j_Imeyjh\mIZogyqdZ hl[ke
hgh\e_ggy kbkl_fb ~ey aZih[*]Zggy \**fh\Zf q_j_a aghk

M kbkl_fZo djblbgqgh€ e<gnjZkljmdImjblv&ghdhfag kthkigh\ m x
ie"oh”b ~h i_j wdjpdbh}*gmxlv deevdZ f_|h”"e\ ey aZ[_ai_qgq_ggy
gZ”ecghkle Pe f_Ih~"b fh'gZ dhf[egm\BNZIBZ agdZeZghh\\e”
dhgdj_Igbo ihlj_[ « oZjzdIl_jbklbd HD

Kmi_j_qgeb\eklv \bfh] ijb kdez~Zgg- |_Kdlt\B'@ y hkleg Hjin\eph
|Z "eZ]ghklbdb [_ai_j_j\ghkle pbnjh\boekkiky Iy ZiklmyAghfm

-g_h[oe~rgh aZ[_ai_qgblb kbgl_a |I_kle\ydgbigZgakqgh ijbcg

-h[jZges f_Ih~b kbgl_am |_kle\ ih\bggtgaZ[i_ai)\ gjmiZ Kih

Djef Ih]h Zelhjblfb 1Z ijh]jZfb kbgl_@m[inlkl«Ziihggbfb 1Z
A"hkimigbfb ey hley”m Z |_klh\e itk hyghklZ\@yhhp m nhjfe
ajmggec ey gZeZ]lh”™ _ggy ijh]jzf "ey €dDevigho\lejmbh\Xo]j
_dkiemZlZp+€ | _ogeqgbo aZkh[e\

Fh eb\eklv r\brdh]h \bjer_ggy aZagZq_gba ijtdbhddhjfZzah
pbnjh\h€ | _ogedb gZ "Zev g_ ihdjZsadbiky}lwky ZLliZdlbc klZg
ihykgx}lvky gzkzfi_j_~ Ibf sh PK yde jheevey]dglldqgdhgl
mkdeZ gy¥ld klyljmdImjgh 1Zd « nmgdpehgZevgh Pe_mkdeZ”"g g
ajhklzggyf kimi_gx gl _J]jZpey fedjhko dfjhkeo dee\vcibklihe€feZ
K _j_~"gvh€ gl _]jZp-€

Jh[hlZ ijbk\yg_gZ ihrmdm dhfijhfekm dbja_dlogelj2X 24
NeZ]lghklbdb PK A jh[el > @ \ " hrht h\AT b Whldlljghebh\Zghkle
f_j_ a\ yadm } "hkimigeklv nmgdipe-dlgZevgba i_j\bgges \oh”b |z
fh eb\eklv ljZgkihjilm\Zggy g_kijZ\ghkNodh” e\ jPKggMoa\l yadm a
pbfi_j "~ ihgzldhf kbgl_am |_klh\bo ih\eM"hif&dZgVZ e vahmpr2ZMgh
kljmdImjm PK ~ey \bagZq_ggy kimi_gx kdh]h dr@ljdhrekib\dy bk a
azZ"Zghx Jeb[bghx
F_1Z klzlle 1Z ihklZzgh\dzZKladdbges jha\blhd fedjh_e_dljhgedb |
egnhjfZpecgbo | _ogheh]ec ihlj_[m} \e \dbhigkdprde\hkmgzZkgbo
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Z\lhghfgbo ZzZ\lIhfzZlbah\Zgbo kbkl_f |koémigghyh #»ZKdh
jhajh[db gh\bo f_Ih”e\ hljbfZggy 1Z hpoh€b cgndh)jdhptle ~ey
\bagZg_ggy |_ogegqgh]h KklZgm [1Z ehdZpgradpe€ ddjltkdphigh]h
dhfihg_glZ ZgZeh]h\bo « pbnjh\bo [ehd*\h$Z@D a h\Ihgh figizk] _fZ
| _ogeggh]h 7eZ]lghklm\Zggy [ehde\ jZAeZ"g&gdhhgydhHh h
kdeZ”"h\hx gzZklbghx kbkl_fb |_ogeqaghpPhij*«ZKignlelyd\Kipg migeklv
aZkh[s\ h[T}dlZ "~eZ]ghklm\Zggy |Z h\mdhgZ\pey Y Y ggy
NeZlghklm\Zggy azZ ijZ\bezZfb \klZgh\®hdmfb gl Zopgrdgg kb k!l _fb
|_ogeqgh]h "e«Z]Jghklm\Zggy ih\bgges jhajhfeyiibkylny\Zggy
aZ[_ai_gm\Zlbky gZ klz"+€ \bjh[gbpMWZg2 klZI}e€m\AKi&mZI|Zp-«E£
h{f}dle\ J?H H~”rgZd pe+ \bfh]b *Ze_dh gkyazgZé-abdhgmxdbo
kbkl_f |_ogeqgh]h "~eZ]ghklm\Zggy ihd2agh jyHhg _kimm]hifbo
g_"heedes\ yde \eZklb\e ekgmxqgbf :: Klg> Z\hifZ|Ea&Mhgyf
kbkl _fb | _ogeqgh]h ~"eZ]ghklm\Zggy [emd*N\ZIg»H gZshhkd@h\e
ekgmxgbo f_Ih”e\ ¢ f_IhA*bd } fZeh_n\«dMilh\gbExIVzZkmgqZkgbf
\bfh]zf

Lhfm ijb _dkiemZlZp+€ <kgmxqgbo [Zkkl\hljp\gb g hibicdle\
J?H "hklZlgvh geldh \bagZgbebkv gzZzklmige ijhlbjeqqy

fe' j_Zevgbfb | _ogegqgbfb fh eb\hklyfb Ig[lfdsebtedfJj3bHg |Z
€0 | _ZeeaZp+*€ q_j_a gbavdbc je\_gv :: KL>

fe' je\g_f \bfh] yde ij_"Ty\leyxlvky ~h ebldhklee €p fh
aZ"h\hevgblb <kgmxgbf f_Ih”"heh]eqgbf agyzZjallhhk[dbljblfZg
mijZ\eeggy "*Z]Jghklbgghx egnhjfZpe}x

fe' h[f_"_ghx peghx :: KL> 1Z \bkhdbfb \dflo]gfdpghd €€
0ZjzZdl_jbklbd
LZdbf qgbghf hkgh\g_ ijhlbjeqqy <kgmxgh§ghkbkl_fb

NeZlghklm\zZggy [ehde\ J?H \bagzZqzZ}lvkeb\skbphbihi\h%h fin
\bkhdh_n_dlb\gbo Z\lhghfgbo Z\lhfZlbah\Zgige qg Kkl _f
NeZlghklm\Zggy 9Z hkgh\le \bdhjbklZgdg_dvj_Yth\pezKkirky
egnhjfZpecgbo |I_ogheh]ec ijb hljbfZggghEIfjtifecednhjfZpe-£€
lZzdh™ g_"hklzZlgvhx _n_dlb\geklx Z\IhfzZfibah\cgrlgh]kbkl _
NeZlghklm\Zggy \ ekgmxgbo h[f}dIZo J@qk} sthdde-aZZd-xai
g_kijZz\ghkle a IThggeklx ~h jZz~eh_e _dllZhlggh]h dhfihg_g

P_ ijhlibjegqqy h[mfhle_gh gzZ\_"~ _gbfb gh%heleh&Ifbfbekgmx
| _ogegqgh]h "eZ]ghklm\Zggy ydZ g_ aZ_liijZd g} kéh dZldecpgZekd x
Ah jzZ~eh_e_dljhggh]lh dhfihg_glZz Yd gZkeé®hh&kl\p] giglya
nmgdpehgm\Zggy g9gZ kmqgZkghfm _1Zie\ _#kiHe nkdleZp~Eh€h[fdd]|
_dhghfeqggh€ [Z]ZIhdhglmjgh€ kbklermgdh\ m\@Zgagy]h jhfhglm sh
himfhlex} \ljZIm gqZkm gZ dhgljhev | edgrfghdBpkkZfmed\bo
g_kijz\ghkl_c \ [ehdZo J?H

>ey mkmg _ggy ~Zgh]h ijhlbjegqy g _h\[Dl" gy nivjd & jdoelcidne m
| _ogheh]e€ ijb ih[m~h\e ¢ \ijh\zZ~" _gglh fZ\Ihagth\iyydtwo zkb k| _f
| ogeggh]h "eZ]ghklm\Zggy jZ"*h_e Zdlipkgdhbe heéjipdZ\gogy 1Z
h[jh[db "e«Z]ghklbqgh€ egnhjfZpe€

AZagZq_g_ "~+Ze_dlbgg_ ijhlbjeqqy \badhymeijhfZelfmmevgm
sh ihey]zZz} \ jhajh[e_gge egnhjfZpecgby Ilih¢doghékhece "e
\ijh\z~" _ggy Z\lhghfgbo zZ\lIhfZlbah\ZglhghkbkfteZ]Qhkkgm\Zggy
[ehde\ J?H gZ hkgh\e hljbfZggy 1Z h@jhf delyg ik Algdel€lb gjh\ _~ g
gZmdh\e “hkee”" ggy \ h[eZkle azZklhdlnd Zbgog hegm]h gf Zig bc
NeZlghklm\Zgge ZgZeh]lh\bo <« pbnjh\bb@ [&hdk\ e lld)ingdpeb
jhajh[blb gh\e f_Ih~b hljbfZzggy "bgZfopafeqgbcg_jlh”
_e_dljhfz]gelgbc e<g”mdpecgbc 1Z f_hhgxeZgh]hlAbhijh[db
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NeZlghklbqgh€ egnhjfZpe€ > @ <gkhzdb\\bagzMZYlyky jhajh[db
maZlZevg_gh€ f_Ih~"bdb ~«Z]ghklm\Zgglypah\lhghitghkkZ\1hkZ
|_ogeqgh]h "eZ]ghklm\Zggy [ehde\ J@H h&ghVW[mMmZbbdHgZ Ih"e\
Hkgh\gZ gzZzkPAug|ZevgZ ko_fZ ijhp_km i*~]hlh\db I2vayyrckg_ggy
NeZlghklbgqgbo hi_jZpec gZ\_~ 9gZ gZ jbkmgdm

Jbk ?I1Zib ijhp_km ie~]lhlh\db 1Z a”eckg-9gyglikiplghewgh
hi_jZpec

GZ jbkmgdm pbnjZfb ihagZq_gh gZklmige _1Zib
hibk _e_dljbggh€ ko_fb PK
ZgZe+*a klmi_gx dhgljhevh\ZghkledPK _&bfZgléZ\i_ydeeg
ieANZxlvky dhgljhex gZ ~jmd
3. "hhijZzpx\Zggy ko_fb PK ea f_|Ihx aZ[_ai€q_ggy €¢
dhgljhevh\zZghkle
kbgl_a |I_klh\bo gZ[hje\
dhgljhevgZ i_j \ejdZ ]_g_jm\Zggywhkkllk\bo ihkees”h\
NeZlghklbqgZ i_j \ejdZ h[jh[dZ j_amevIZle\ dhgljhex
Jhaleyg_fh kmligeklv aZijhihgh\Zgh€ ihkee~h\ghkle jbk
?21Zi >ey \\_" ggy *gnhjfZpe€ \ ?HEhdgIghtm [}l gh
hibkzZlb >ey hibkm \bdhjbklh\m}fh ggdklmige ihagZq_g

-fgh' bgZz \dexqZ} \ k_[_ nmgdpehgZevge e f g
aZibkmxlvky m \hkvfb jhajy*ghfm dh”e«dm”*h\eevghfm ihjy~
- fgh bgZz i _j\bggbo \oh~ne\ . \boh”e\

-dh”b i_j_~Z\Zevgbo nmgdpoh”p\o\r*th\ergbf e f glzf

>m]b yde a }rgmxlv _e fegllbh[hx ihagZqgqzZxlvky aZa\bqgqzZ
ghf_jhf Ihlh _e_f_glZ a ydh]lh \hgb \poehéygnh€lfigm bkgb ~ey €0
ih"Zggy g_ ihlje[gZ

ljb hibkm _e_dljbggh€ ko_fb azZ ghf_jhf_emigdpzZhgZevgt
\dZamxlvky \ke “m]b yde \oh”?ylv "h lgklg]kmtmiigeglA ]
[ _ ae*qg nmgdpehgZevgbo ?2e ff_glle\hibkm _e_dljbggh€ ko_fb
o0ZjZdl_jge "ey ih"Zggy hje}glh\zZgh]ey{fZil& khiyd |hZn

Nmgdpe+€ i_j oh”e\ \boh”e\ ~hal\heyxlwd&d&kdjemdhmglbcko fm

Z\Ihfzl "~é&§pagZq_ggy nedkh\Zgbo agZqg_gv i_j\bggbo \oh~e\
nmgdpehgZevgbo _e_ filg[lm*hi\d» teklh\bo ihkes*h\ghkl_c
?21Zi :gZeesa dhgljhe_ijb~rZIghkle Plken ||iZZ02Z2} @gdjb

pvhfm \ke iZjZf PIKb mfh\gh jha[b\Zxlvky gZ i**]jmib a \_jrbgZzf
\eNih\erZxlv i_j\bggbf \boh”Zf Iljbcgy\kbv adzhglhkEAIyeZghkle
\eNih\ergeklv ie”N ]jZne\ ~A_j _\hihMe[gek[oeod|hjlm m\ZIb \ke
ekgmxqge Jeedb a dhyegrdyge\ GZy\geklv Jeb[hdbo a\hjhlgbo a\ yat
l1Z [Z]1ZIh \bfejgeklv reyoe\ ;\R k\e~rgblaklnhkg_fdhj\ kiggke
i_j_\ejdb 1lgnhjfZpey ijh g_dhj_dlige }teklp YodMibkifApx\Zggy
e _dljbggh€ ko _fb > @
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?21Zi Areckgx}lvky "hhijZpx\Zggy bePHljb[dgh€agd gf ggy
A"hnrZldh\bo dhgljhevgbo lThghd [_aihk_j pgvhhimRIK fhy dszh
mfh\Zfb \bjh[gbpl\Z 1Z _dkiemZIlZp+€

?21Zi <e”Nih\ergh ~h h[jZgh€ ko_fb dRagljhkdx\ RK\lkd gd
a"eckgx}lvky a mjZom\zggyf fh eb\hkdZtghklblggboghZkh[e\
Ih[m~h\Z | _kle\ a”eckgx}lvky *“ey dhflgh]Jhb”pyh¥m hd\igZ a ]Jeehd
\b[bjZ}Ivkd hkgh\gbc fZjrjml ~ey i_j \ejdb HagZdb ydbfb \lI
hkgh\gbc fZjrjml fh mlv [mlb jeagbfb

-]eedZ a gZc[eevrhx deevdeklx _e f _gle\ iZffyle

-\bdexqggh dhf[egZpecgZ ]JeedZ | «

>ey h[jZgh€ ]Jeedb [mM m}lvky |_klh\bklgZ[ydbih k&{"r\ig qm}
dhgljhev hkgh\gh]h fZjrimlm KlZg i_jebdggh]k\ \jokhmd [Z \ke}€
]Jeedb \bagZqgZ}lvky \e~ih\eAgh ~h nmgdpec ie folgie\ Vaoh
gZe_ " Zlv dhgljhevh\Zghfm gZzZijyfm |h[nghli\Zglld\bzZdIlyiZ [ooh
Z[h |I_klIh\Z ihkeerh\geklv "ey ]Jeehdyde aZf @liZfomiZi_j_\ejdm
| _ogeqgh]h klZgm ebr_ h~ge}€ ]Jeedblhbhe&y iher™h\ighlkklk "ey
N J_\Z "~hpeevgh \bdhjbklh\m\ZIb "eZlghkl®lggbt \VpQlé&yjr-
dhfifxl_jgh€ \bfejx\Zevgh€ kbkl_fb = _hE jink2ggly\dhklk\ LI
ihey]zZlbf_ \ \bagZqg_gge mfh\ ihjmr_ggynfydgetejdivepich g

ihrZevrhx i_j_i_j_\ejdhx hkgh\gh]lh fZjrjmlim”ahAZglgerl_klIhf
ydbc fh'gZ gZa\Zlb ihgzZldh\bf
?21Zi AZ j_amevlzIzZfb i_j_\ejdb hkghhgdZh afjAjbjib|m

\bkgh\hd ijh kijzZz\geklv ih\ yaZgbo e+a gbifhjjmehdgyY dsfih\az
dhgljhevh\Zghkle hkgh\gbc fZjriml \bagZglin ytd gZkajjh\{dbb
\bkgh\hd ijh g_kijZ\ghkle kihemqg_gbo a gbf ]Jeehd

LZdbc i*”0o*™ ~“h ih[m”~h\b i_j \ejgbo Ld€1dhfhjhieZebazZp
i_j_\ejhd ~Z} kmll}\e i_j \Z]b ihje\gyghf_dh”?Afdmx dbdlh
agb " m}lvky fZrbggbc qgzZk kbgl_am | _kllk\b o i\tbksam }hAlgyh k€ o
dhfizdlgeklv < j_amevliZle agb m}lvkyi\pZhdbghk hZkw]lm i
ie"\bsm}lvky gZ”ecgeklv jh[hlb ah\gtrlgegyijlykjsh€dgy sh ~h
aZklhkm\Zggy j_ameviZle\ i_j \ejdb &\ &ly\hfrm Z\lhifikibj ~gvh
gZ h[ }dle

?21Zi >ey \bagZq_ggy fekpy g_kijzZ\plwkhl <dwhjbikpmkym
hljbfzgzZ iekey a“eckg_ggy dhgljhevgpwo_j_jejdphtlkebleeZgpx]e\
N j Nz e f _glb yde gZe "Zlv ]JeedZfmealglhfZItthghbjhexa
\WZ Zxlvky ie~hajeebfb >ey I|h]h sh[ mnylhiggdbigphKkkp ickey
i _j_\ejdb \keo ~_j \ PK a”sckgx}lvky eh]jetlggmhi_ jZp-ey
j_ameviZle hi_jZpe€ i_j_Ibgm deevdeklvglieV"Hajx\Zablo™ egh f*h
]jmib _e_f_gle\ Z[h h*gh]lh _e f _glZ

<bdhjbklZzggy kmqgzZkgh]h eg"mdpecgh]lggly IiZejhjfbApghkim\.
\b”ree_ggy 1Z h[jh[db ~«Z]ghklbggh€ybklynjrjifZpa€ ijhbkcgogeqgbc
klZzg LK HD + fekpy ehdZeesaZpe+€ g_ktZZ\@ihindhhidjdh[glm
nmgdpehgZevgm ko _fm Z\lhghfgh€ kbhghkilmiZggyggbkh ~eZ

>h €€ kdeZ”"m \oh”ylv

[ehd "bl\e_ggy ;@ sh ijbagZqg_gbc ey "b\e_ggy

[ehd \b"ee_ggy "*Z]ghklbggh€ <ghhjjfdpy€E 1Z €€ i_j_|

[ehd mijZ\eeggy ;M

[ehd egl_jn_ckm "ey i*~"{}*"gZggy HDhlAH \ohrym g_h[o"

[ehd gl _jn_ckm ”"ey h[fegm egnhjfZpe}xXeZgh¥dbpmhZEfb
egnhjfZpe-€ [ehdhf \b”ee ggy "<Z]ghddbgdh€mlQghhhfzp z
kblJgZevgbf ijhp_khjhf
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[ehd eg”bdZp-€ ;1 "ey j_}KljZpe€ 1A @dibglipef LKcmev!Z
©ehdzZeecazZpe€2 g_kijzZz\gh]h jZz~eh_e_dljhggh]h dhfihg_glZz

Hl{ky] hi_jZlb\gh€ izf yle fZ} aZ[_ai_qblb gihafhdgbbly g_
i _j_\ejgh]lh |I_klh\h]h gZ[hjm >h kdlagdhtkmkBghyfb >N«Zih\bg_ g
\oh”blb eeqgbevgbdb | _klh\bo gZ[hje\PIKh ih"ZxIvky gZ

>ey nhjfm\Zggy ih~Zqe i_j \ejgbo ihRdh *haghkl cgg¥
_lIZehggbo j_Zdpec HD gZ i_\gm i_j \klgki iflzkéZhgdkkim\Zggy
ih\bggz feklblb afeggbc azizZffylh\mxqgbc \jbkEgthf 1grbf
\bdhjbklZzggy rIimqggh]lh +gl_e _dim 7ey \Kldghy ggy klH\lgo jm
ih\er"hfe _gv a fh eb\eklv dhfmlZpe+€ d¢Z h\[*T}lidchhm" gkh ¢ bjin’e x
:elhjblfb jh[hlb >I "hpeevgh IZdh" aZdeidEXIph€ afZfgyhd msh
"Z} fh eb\eklv Z~Zilm\Zggy kbkl_fb dhigdghéby ipbnjlalyd
h[f}dle\ dhgljhex

Jbk KljmdImjZ kbkl_fb dhgljhex

<bkgh\dBZijhihgh\Zgbc f_Ih” ijh\_~ _ggy |_og-flga\heydhgljhex
knhjfm\zZIlb kljmdImjgm ko_fm kbkl_fb d@hihfBexah\Dghylgh]h
klZgm pbnjh\bo kbkl_f a \bdhjbklZggyfhkZgb<aZav gh\e«kanthg
| _klh\bo ihkees~h\ghkl_c

lh}~rgZggy fzZl_fZlbggbo Zelhjblfe\ a kbgh[Zfb |_kle\
h[gbkex\Zevgh€ |_ogedb a fh eb\RkBhjfghkddkhggy m \bley~e
h[gbkex\zZebdghjx\Zevgh]h dhfie_dkm kijhsm} ijhpzkb dhgljh
NeZlghklim\Zggy pbnjh\bo kbkl_f IZ ihldjZbdl fln_ddldpNjdneekx
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OPTION OF THE SYSTEM FOR DETERMINING THE TECHNICAL
CONDITION OF DIGITAL OBJECTS

V.O. Khoroshko, V.V. Kuzavkov, Y.V. Bolotiuk

Military Institute of Telecommunications and Informatin Technologies named after
Heroes of Kruty; 45/1, Kniaziv Ostrozkyh St, Kyf41011, Ukraine
e-mails: professor_va@ukr.net; nevse@ukr.net; yhbiatiuk@viti.edu.ua

The widespread involvement of digital devices (systems) inahuactivity raises the urgent question of
ensuring the reliability of the functioning of such systems. In tensuring reliability is not possible
without an effective control system and diagnostics of the tedhrooaition of the selected object of
control. On the other hand, the manufacturer of digital equipment isntesésted in many years of
trouble-free operation of the samples manufactured by him, bedasiséotvs down the production cycle
and, accordingly, reduces profits. The task of monitoring the techroaalition of any digital device
rests entirely with the user of the specified means. It isvkrtbat in the confrontation between separate
control means and unified control systems of digital equipment, urifiattol systems based on non-
contact methods of recording diagnostic information win. The struofigech systems is also known, it
is a computer measuring system with specialized softf@recollecting and processing diagnostic
information, as well as an intelligent decision support systéra solutions proposed by the authors are
based on a non-contact induction method of diagnosis and a unified diageoatieter that reflects the
physical and chemical aging processes of semiconductor structures dfrd@idaelectronic components.
The application of mathematical methods for building a systetecbhical diagnostics of digital objects
is considered. A generalized method of digital equipment control by construetifigble test sequences
is presented. The methodology is based on modern methods of obtainingoeessing diagnostic
information, algorithms for constructing diagnostic tests. Theaiobtl results make it possible to
automate the process of determining the actual technical condition of modernedjgjipenent.

Keywords: diagnostic parameter, model, test, algorithm.
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JHAJH;D: A:OBS?GH2 KBKL?FB >EY H;F1IGM >HDMF?GL:FB N
G:<Q:EVGHFM IJHP?K1

1 F Qmjzdh\ G 1 Dmrgej_gdh < < Ahjeeh

GZpehgZevgbc mge\_jkbl | ©H" _kvdZ iheesl_o0gedzZ?
R \g_gdzZ ij H~™ _kZz MdjzZz€gZ
H PDLO LQIVHF #JPDLO FRP

=heh\gbf Zdp_glhf “hke*~"_ggy } ihlj_[Z \ kmqElKkdec 1Z _n_dlb\gec Kk
h{fegm ~hdmf_glzZfb fe«° \bdez”~ZqzZfb 1Z kim~_glZfb Afegb \ hk\elg:
hlhg_gge klIjmdImje 1Z nhjfzZle gzZ\qZevgh]h iljhipj_lggy\ j_amevlIZl

| _ogheh]ec ¢ ahdj_fZ mfh\ iZgMN\GBF+E]ZRA9,'gh\elge0 jer_gv
?n_dlb\geklv gZ\gZevgh]h ijhp_km |IZ ch]h d_jh\Zgelklv agZqghx fejhx &
\eN r\b~rdhkle gZ~”ecghkle I1Z ajmgghkle h[fegm egnhjfZpe}x fe° mqgZkc
hk\elgvh]h ijhp_km < hk\elgeo aZdeZ”Zo sh”gy pbjdmexxlv \_ebqg_ag
egnhjfZpe€ \e~ i_j_kbedb eZ[hjZlhjgbo jh[el ~"Rbdhgljhevgh i*"kmfd
az\"zZgv ;_a kmqzkgbo pbnjh\bo I_ogheh]ecgp_leentab_k fh _ [mlb
ih\eevgbf Ze_ e« kmijh\h2"m\ZIbkv \ljZIZfibfdhfbedH&fim « azl
g_h[oe~rgeklv kbkl_fb h[fegm ~hdmf_glZfb } Zdimadhghx gZ kvh]h”*ge I
\_ebdhx ijh[e_fhx ~ey \ijh\Zz~" _ggy IZdbo kbkl_f } iblZggy *gnhjfZpec
[_ai_db z~"_ h[feg "hdmf_qglzfb \dexqgZ} h[jh[dprdgdhi€j_~Zgm dhgne”"
egnhjfZpe€ ydZ ih\bggZ [mlb aZobs_gz \e«» g_kZgdpehgh\Zgh]h ~h|
ab\fbkgh]h \bdhjbklZggy M a\ yadm a pbfb \bdebdzZfb [meh ahk_j
amkbeey gZ jhajh[pe kbkl_fb h[fegm ~hdmf_}plEmngZkdZ \bdhjbklh\m
Zelhjblfb rbnjm\Zggy “ey [_ai_qgh€ i _j ~Zqe ~"Zgbo P_ "~hkee*" g
jhajh[dZ gZ[meb g_ leevdb ZdZ”~_feqgh€ Z c ijZdllglpgh€ agZqgbfhkle hi
aZih\gxxlv ijh]Zebgm fe  \bfh]Zfb "h kmgZkgh]hgy e _dljhggh]h gzZ\qZz
j_Zevgbfb fh eb\hklyfb hk\elgeo mklZgh\ \ h[fthpe€Z aZobkle <gnhj
J_amevlzZlhf ijh\_~_ghlh “~hkee”"_ggy klZezZ jhajh[dZ kbklI_fb
\bdhjbkm} kmgzkge pbnjh\e | l1ddmende€\hnzdlhjgzZz Z\lhjbazZp-y
ijhlhdhe rbnjm\Zggy $(6 |Z Ze]lhjblf o_rm\Zggy Z3%.") Jhajh[e_g
kbkl_fz h[fegm "~hdmf_glzZfb +* p_ ijzdlbggbc \g_khd \ ]Zemav hk
I_oghehl]lec ydbc}ohjghibahglb ey Z\IhfZlbazZpe€ _n_dlb\ghkle 1Z
[_ai_db \ kn_je h[fegm “hdmf_glZfb \ hk\els

Dexgh\e kemM\AnzZdlhjgZz Z\lhjbazZpey $3, dexqe 3%.') [_ai_dZ ~Zgbo
mijZ\eeggy [Zahx "Zgbo h[feg "hdmf_glZfb _e_dljhgg_ gZ\gZggy

<klmiFb "b\_fh \ _ihom _e_dljhggbo |I_ogheh]ec 1Z Jeh[ZesaZp-:
egkljmf_glb klzZxlv g_jha”eevghx qZklbghx yd ijhn_kecgh€ 2
ih\kyd” _gghlh “blly > @ KmqzZkg_ hk\elg} k_j “h\bs_ | _~ g_
f “zZfb pvh]h Ij_g"m GZ\gZevges aZdeZ”b \ mkvhilm k\ele Zd
| _ogheh]*€ \ gzZ\qgZevgbc ijhp_k gzZfzZ]lzZxqbkv ajh[bld ch]h [-e
"hkimighbf

H~rgbf a gZc\Z eb\erbo gzZijyfde\ pbnjh\h]lh \ijh\zZz~" _ggy \
jhajh[dZ kbkl_f h[fegm "hdmf_glZfb > @ P_ } g _h[oe*ghx kde.
gzZ\gZevghlh ijhp_km zZ~" i _j ~ZqZ “hdmf_glzZpzcgzfido KAm" glZz
ZNfegekljZpe}x kIZ} r\bArdhx 1Z n_dlb\ghx :e_a jhklhf deevdhkl
|Z dhgne”_gpecgbo ~Zgbo yde i_j _kbezZxlvky q_j_a pbnjh\e
ijh[e_fZ aZ[_ai_qgq_ggy *gnhjfZpecgh€ [_ai_db

G_ fh'gZ <]Jghjm\Zlb jbabdb ih\ yaZge a ihl_gpecgbfb d-]
g _kzZgdpehgh\Zgbf “hkIlmihf ~h egnhjfZpe€ Lhfm \Z eb\h jhamf
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ljZgknhjfZpey hk\elb \bfZ]Z} g_ leevdb \ijh\Z~»" _ggy gh\elgeo |_
jhajh[db _n_dlb\gbo f_oZgeafe\ €0 aZobklm
H[feg "hdmf_glZfb \ hk\elgec kn_je klZ\ hkgh\hx [Z]Zlvho
GZijbdez”~ [Z]Zlh 1Zdbo egkljmf_gle\ yd *RRJOH &ODVVURRP
mkisrgh \bdhjbklh\mxlvky \ gZ\gZevgbo azZdezZ”~"Zo *RRJOH .
gZcihimeyjgerbo egkljmf_gle\ “hal\hey} \bdezZ”ZqZf c¢c mqgyf
hljbfm\Zlb az\~Zggy ijh\h”~blb |I_klb IZ r\b~rdh h[fegx\ZIbky ih\
> @ ORRGOH \e~rdjblz kbkl_fzZ d_jm\Zggy dmjkzf@Zgmhihgm} [
kbkl _fm a \_ebdhx deevdeklix fhA*mee\ 1Z ieZ]ege¥c\ldjgfxgZxgb [_:
nZzcezZfb > @ S5HPLQG k_j\ek ey gZ”"kbeZggy ih\e«*hfe_gv "h
mqgyf fbll}\h h[fegx\ZIbky egnhjfZpe}x [_a jhadjblly hkh[bklbo
NZgbo > @ H"r"gZd ohqz pe kbkl_fb \"_ jharbjxxlv fh eb\
A"hdmf_glzZfb \ hk\ele \hgb fh ' mlv [mlb i_j_ \ZmdZgZghfaZc\bf n
gZklh } iezZlgbfb < lhc "_ qZk [eevr ijhkle ijh]jZflecgfejebjermxlv
iblZgy *gnhjfZpecgh€ [_ai_db < ~Zgec jh[hle aZijhihgh\ZgZ kt
Ahdmf_glZfb ydZ azZ[_ai_qm} aZobkl egnhjfZpe€ sh \ gec pbjdr
F 1Z kl1Zlle 1Z ihklZgh\dZ<akmBhZkghfm k\ele egnhjfZpecgbo | _ogt
e pbnjh\h€ Jeh[Ze+saZp+*€ h[eZklv hk\elb klbdZ}Ivky asgh\bfb \b
g _h[oe~rgeklx [_ai_qgh]lh h[fegm ~hdmf_glzfb \ ijhp[nkle gZ\qZg
j_l_evgh]lh \b\g_ggy 1Z ZgZeecam ydhfm fb ijbk\ygm}fh gZrm jh]
F _Ihx jh[hlb } ZgZeea |Z \b[e] gZc[eevr _n_dlb\gbo a:
aZ[_ai_q_ggy [_ai_db ~Zgbo \ ijhp_ke h[fddm jhlad mfdHlizfb 2z
\ijh\Z"~" _ggy h[jZgbo azZzkh[e\ \ kbkl_fm h[fegm ~hdmf_qglZfb
>ey "hky]g_ggy ihklZz\e_gh€ f_Ib g_h[o"@Z{EZg*yaZlb gZkl
ljhZzgZeeam\Zlb aZkh[b "ey aZ[_ai_q_ggy [_ai_db ~"Zgbo
Hpegblb fh eb\hkle jeagbo kbkl _f d_jm\Zggy j_eypecgbfb |
<b[jZIb kihke[ j_ZeeaZpe+€ kbkl_fb Z\lhjbazZp-€
<ijh\Z~blb h[jZge i*”oh”b \ jhajh[ex\Zgm Kkbkl_fm ~e:
A"hdmf_glZfb
Hkh[eb\bc Zdp_gl \ gZrec jh[hle [m”~_ ajh[e_gh gZ iblZ
i_jkhgZevgbo ~"Zgbo mqzZkgbde\ hk\elgvh]h ijhp hkmeyhkdeevdhb
AhljbfZggy ijbgpbie\ dhgne” _gpecghkle 1Z aZobklm ijZ\ ex*bgb
Hkgh\gZ qZkkg[Zai_q_ggy [_ai_db ~Zgbo =+ p_ h”bg a dexqgh\kt
jhajh[db ijh]jZzfgh]l]h azZ[_ai_qgq_ggy P_ \dexqgZ} \ k_[_ rbnjm
aZ[_ai_q_ggy peeckghkle "Zgbo 1Z kbkl_fb Zml_glbnedZp+€ 1Z
K_j "~ ~“hkimigbo \ZjeZgle\ gZklmige \bjeagyxlvky k\h€fb i
g _"heesdZfb
Rbnjm\Zggy “"Zgbo
$(6 $GYDQFHG (QFU\SWLRQ 6WDQGDUG KlZg
\bdhjbklh\m}Ivky mjy~rZfb [ZgdZfb IZ sgrbfb hj]J]ZgeaZpeyfb
\bkhdZ kimiegv aZobklm ~Zgbo 1jhl_ \eg } kdgZTmbf m \bdhj
i_\gbo gzZ\bghd "ey [_ai_qgh]lh aZklhkm\Zggy
56% OS5LYHVW 6KDPLU $GOHPDQ P_ rbjhdh \lI
\ZjezZgl Zkbf_ljbggh]lh rbnjm\Zggy sh ~ha\hey} [_ai_qg_ h
Ch]lh g _"heedhf } | sh \eg ih\eevgerbc azZ $(6
O_rm\Zggy ~Zgbo
3%.") 3DVVZRUG %DVHG .H\ '"HULYDWLRQ )XQF
ki\hjblb djbilh]jZneqgh [_ai_qgbc o_r \e~ \oe*gh]lh iZjhey G
sh chl]h fh'gz ©&ae&fZfbklzligvh ihlm gbf h[gbkex\Zevghb
h[ez"gZggyf>
EFU\SW P_ s h~”gZ ihimeyjgZ nmgdpey 0o_rm\Zgg)
iZjhee\ <hgz \\Z Z}Ivky [_ai_qgerhx Ze_ } ih\eevgerhx azZ <
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'ml_glbnedZp-y
>\hnzZdlhjgZ Zml_glbnedZpey P_ ihIm gbc kihke[ a
[ _ai_dm h[eedh\h]h aZibkm \bfz]zxgb “h~Zldh\h]h djhdm i*"
\\_" _ggy iZjhey :e_ \eg 1Zdh  fh _ afeevrblb kdez”geklv \
kbkl_fb ~ey degp_\h]h dhjbkim\ZqZz
;_ai_qgbc h[feg dexqZfb gZijbdezZz” ijhlhdhe >enne O
P_ ~ha\hey} ~\hf klhjhgzf [_ai_qgh h[fegx\ZIbky dexqZfb il
dZgZem G_"heed = p_ kdeZ~geklv j_ZeeaZp-€
<b[+j dhgdj_Ilgbo f_Ih”e\ aZ\"*b gz~Z} [Z]ZIh ijhklhjm ~ey h[
"ey pvh]h ijh_dlm \bjer_gh [meh kdhjbklZIbkv rbnjm\Zggyf
o_rm\zZggyf 3%.') 1Z "\hnZdlhjghx Z\l _glbnedZp-e}x
$(6 \\zZ Z}Ivky h~rgbf a gZc[eevr gZ”ecgbo Ze]hjblfe\ rb
\bdhjbklh\mxgb [ehgg_ rbnjm\Zggy a dexg_f “h\'bghx \e* A
gZ”"ecgh]h aZobklm ~Zgbo > @ G_a\Z ZxgbdeZAgersh”*py fh _
j_ZeecaZpe+€ \bdhjbklZggy $(6 aZ[_ai_gm} \bkhdbc je\_gv aZobk
3%.") m k\hx q_j]lm } klzg”~Zjlhf 7~ey o_rm\Zggy iz
\bdhjbklh\m}Ivky “m"_ rbjhdh Ch]lh hkgh\gZ i_j \Z]Z+ihey]zZ} \ \
"ey aZobklm \e* r\brdbo ZIZd gZ o_re iZjhee\ P_ hagZqZzZ}
aeh\fbkgbd hljbfZ} o_re iZjhee\ chfm \k_ h~gh *"igbc*qlAky \bljZlI
e j_kmjkb “ey aehfm dh gh]lh hdj_fh]h iZjhey
>\hnzdlhjgzZ Z\l| _glbnedZpey ohqZ « fh™_ a”Zlbky kdezZ”~ghx -
aZ[_ai_gqm} *"h”*Zldh\bc rZj aZobklm af_grmxagbhrZgklmikZgdp-!
"h kbkl_fb gZ\elv m \biZz~dm \blhdm Z[h \bdjZ”_ggy iZjhey
Lzdbf gbghf dhf[egZpey h[jZgbo gZfb Iljvho f_Ih”e\ Kkl\hjx]
[ZeZgk fe" gZ"ecgekIx |Z ajmqggeklx dhjbklm\Zggy kzZf_ "ey azZ”"Z
M dhgl_dkle h[jZgh€ gZfb |_fb ~"hpeevgh jhaleygmlb <gkljn
1ZjZgIlm\ZIlb [_ai_dm ~Zgbo + kbkl_fm d_jm\Zgdy¥ghbeypecgbf
5'%06
Kbkl _fZz d_jm\Zggy |j_eypecgbfb [ZaZfb ~Zgbo 5'%06
aZ[_ai_qgq_ggy sh “ha\hey} kl\hjx\Zlb hgh\ex\ZIb |1Z d_jm\ZIb j_
"Zgbo GZ kvh]h”gergec » gv } \ _ebdZ deevdeklv 5’006 k_j_ ~
o\64/ 3RVWJUHG64/ 64/LWH OLFURVRIW 64/ 6HUYHU
<Z eb\h h[jZlb 5'%06 ydZ gZc[eevr_ i*”oh”blv ey ijh_dIm
|Zde gbggbdb yd jhafej ijh_dIim hqgedm\Zog_"@8bYogl¥Ybfhdy "thZz [Z
ijhn_kecgbo gZ\bghd jhajh[gbde\ \Zjleklv 1Z [Z]ZIh egrbo >
ijb\_"~ _gh ihje\gyevgm IZ[ebpx *_ydbo a gZc[eevr ihPmeyjgbo j_
> @ sh \bdhjbklh\mxIvky kvh]h”rge a hdj_ke gglyflZ€Eogeo hkq
g_"hesede\

LZ[ebpy
lhje\gyevgZ oZjzdl_jbklbdzZ kbkl_f d_jm\Zggy j_eypecgbfb [.

5'%06 Il _j_\Z]b G_"heedb
Mge\ _jkZevgeklv |/ i_\ge h[f_"_g¢
r\b~rdeklv \d nmgdpehgZevghk

01647 iihAmdib\geklv

kKlecdeklv
=gmqdeklv KdezZ”~gerbc

BRVWJUHG64 deevdeklv fh ebl gZeZrim\Zgg-
\erdjblbc dh” [eevr j kmjke\ f]
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ijh~h\" _ggy |Z[ebp-

G \ _ebdbc iTHIf " _gZ fekid-k
iinkTZ \ \bdhjbkIiZ isAohAbly Aey \
64/LWH \bfZ]Z} hdj | ijh_dle\
K_j\ jZ
LekgZ gl _]jZp-y leZlgZz fh™
OLFURVRIW 64| \eAfeggZ ierlj| azgzZAlh ]jhfeard
gZ™ecgeklv fZebo ijh_dle\

lekey " _1Zevgh]h \b\q_ggy gZ\_"*_gbo kbkl_f d_jm\Zggy j_e\
"Zgbo [meh \bjer_gh kdhjbklZlIbkv 0\64/ “ey pvh]h ijh_dIm

0\64/ } mge\_jkZevgbf jer_ggyf \e~rhfbf k\h}x r\b~deklx gz*
klecdeklx 2€ \bdhjbklh\mxIv ~_kyldb Ibkyq \_[\c&keocdZX gl \kvhfm
lIZdbo \_ebdbo ]jZ\pe\ yd )\D<RXRREH7ZLWWHU

G _a\Z Zxgb gz i_\ge h[f_" _ggy m nmgdpehgZevghkle sh
agZc”_ge* \ *grbo 5'%06 0\64/ gZ~Z} mke g_h[oe~ge fh eb\hkle 7
d_jm\Zggy ~Zgbfb \ jZfdZo pvh]h ijh_dIm <hgZzZ fZ§ gjamfeebc
gl _]jm}Ivky a egrbfb | _ogheh]eyfb sh \bdhjbklh\mxIlvky gZ ijh_

<b[ej 0\64/ « ~ey pvh]lh ijh_dlm 1Zdh  h[mfh\le _gbc jha]ey
gbggbde\ yd jhafej 1Z kdezZ”~geklv ijh_dIm iezZpdhdbg”Zgdb\zglZ _
H~rgZd hjlZgeaZpey |[_ai_qgh]lh af[_jelZggy "Zgbo p_ ebr
[Z]ZIh]jZggh]h ijhp_km kI\hj_ggy gZ”ecgh]lh ¢« kdeZ”gh]h ijh_c
~n_dlb\geklv kbkl fb \ agZqgec feje aZe "blv \e” jjZ\bevgh \b
Z\lhjbaZp-£€

Kbkl _fz Z\lhjbazZp+€ } dexgh\hx kdezZ”h\hx [_ai_db [m~v
kbkl _fb Z[h "h~ZIdm <hgZ i_jr aZ \k_ ih\bggzkbZ[shilsglvidb\i_ \¢
\eNih\erge dhjbkIim\Zqge fZxlv “hklmi "h \e~rih\e~rgbo j_kmjke\ Jea
jeage \bfh]b ~h Z\IhjbazZp+€ Ihfm \Z eb\h h[jZlb ijZzsbevgbc f_Ih
\eNih\erZ} ihlj_[Zf

lkgmxlv 1Zde hkgh\ge f |h*"b j ZeeaZpe+€ kbkl_fb Z\lhjbaZp-

t-:7 -621 :HE 7RNHQV p_c f Ih~ i_j ~[ZgZ} \bdhjbklZgg:
Z\lhjbazZpe+€ dhjbkim\zZqge\ ;_ai_dzZ -:7 ijh\ejy}lvinylbd YtZihfh]hx
=heh\ghx i_j \Z]hx }|_ sh k_j\_jg_ihlj_[m} a[]_Ze]EHplk_kex dh
p_[_a klZzgh\zZ zZ\Ilhi@®aZpe-.y >

tK_ke€ p_c f_Ih™ i_j_"[ZqgZ} kI\hj_ggy mgedZevgh]h <~ gl
ydbc a[_j*]Z}Ivky gZ k_j\_je <+ \bdhjbklh\m}lvky 7~ey i_j_ \e
dhjbklm\ZgzZz P_c i*”o*” \bfZ]Z} [eevr_ j_kmjke\ ZezZ~gZ"Z} [-e
NZgbfb k_ke€

128$XWK p_ klzg”zZjl sh "~ha\hey} dhjbklim\zqgqzf gz~zZ\ZI
hif "~ _gbc “hkimi "h k\h€o j_kmjke\ gZ egrbo kZclzaa P_ kdeZ’
]Jamqgdbc f_Ih” Z\IhjbazZp+*€ ydbc rbjhdh \bdhjbklhbrk}lvky ~ey jh
> @

1273 2QH 7LPH 3DVVZRUG p_c f_Ih™i_j _~[ZgZ} \bdhjbklZz
iZjhey vydbc ]_g_jm}lvky Zelhjblfhf « fZ} dhjhldbc |_jfeg ~"e€
hkdeevdb ~bgzfeqge iZjhee \Z q_ \bdjzZklb Z 1Zdh\ZIp fh' gz
ih\lhjgh

J ZesaZpey kbkl_fb Z\lhjbaZpe+€ gZ hkgh\e h*ghjEmh\bo iZjh
ijh_dlm [meZ h[jZgZ a deevdho ijbgbg

lhi_jr_ 273 gzZ”~Z} \bkhdbc je\_gv [_ai_db \ ihje\gygge-
iZjheyfb Dh'gbc iZjhev \bdhjbklh\m}Ivky leevdb yid'ddhg jZa Ihf
aeh\fbkgbd i_j_ohiblv iZjhev \eg g_ afh _ ih\WhhghP\bdhjbklz
\Z eb\h \ dhgl_dkle Jeh[Zevgh]h ajhklZggy de¢[_jaehqgbgghkle
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lh ~jym]_ \bdhjbklZggy 273 ~hih\gx} egre aZoh”b [_ai_db sh
"ey pvh]lh ijh_dlm Dhf[egZpey 273 ¢« "\hnZdlhjgh€ Zml_glbnedZp
aZobkl \er g kZgdpehghhZgh]h "hklmi
lh 1j_1} [*evreklv ex™_c¢ \"_ agZchfe a dhgp_ilhf 273
\bdhjbklZggy \ [Zgde\kvdhfm k_dlhje ¢ egrbo kn_jZo ~_ \bfz
[_ai_dzZ HI _ \bdhjbklzggy 273 g_ kl\hjblv [Z] }je\ “ey \bdhjb]
degp_\bfb dhjbkim\zZqgzfb
Hkv qhfm \bfejxxgb i_j \Z]b « g_"heedb jeagbo kbkl_f 2zZ\
\bjerbeb sh 273 gZjZae+ gZcdjZs_ i*"oh”blverey pv¥hJlgzjh_ dIm
aZ[m\zZlb sh _n_dlb\gZ kbkl_fz zZ\lhjbazZpe+€ ihtthgdgkdhXdh  i_j_
j*\ge aZobklm yd gZijbdez™ ~\hnzZdlhjgZ Z\lhjbaZp-y
Ki_pbnedzZ )$ ihey]Z} \ Thfm sh ey mkiergh€ Z\lhjbazZpe+€ i
g_ leevdb shkv sh \zZf \e~"hfh gZijbdezZ” iZjhev Ze e+ shk
gZijbdez” fh[eevgbc |I_e_nhg P_ agZqgh i**\bsm} [_ai_dm |
ihl _gpecgbc aeh\fbkgbd fZ} g_ leevdb \bgbkethlhlijbjfzehy Ze -
ijbkljec dhjbkIm\@qz >
>ey pvh]h ijh_dlm [meh h[jZgh dhf[egh\Zgbc i*”0” ~h
\bdhjbklh\m} hrghjZah\e iZjhee 273 1Z ijh]jZzfm *RRJOH $XWK
ljbgpbi jh[hlb *RRIJOH $KWKYYQWaRDbhWYR iZGhey >
= _g_jZpey DexqZz Dheb dhjbklm\zZqg j_}kljm} h[eedh\Db
ieMjbfm\Zghfm \ [ k_j\eke ] g _jm}lvky mgedZewgllexq dj Igbc
al[_j*]1Z}Ivky gZ k_j\_je \ [ kem'[b Z IZdh" i_j _~NpWVvkyZgZ ijbkl
gZklh m \b4®&ywh*m
KdzZzgm\ZAdgdh"m >ey ihgzldh\h]h gZeZrim\Zggy *RRJOH $
dhjbkIm\Zgm g_h[os”g#&a5kdhzrg m\\Iiglbb fh[eevghx dZf45hdkh P c
feklblv 1Z}fgbc dexq
= g_jm\Zggy 273 AZ “hihfh]lhx k_dj_Igh]h dexqZ *RRJOC
]_g_jm} r_klbagZqgbc dh” 273 P_c dh” afegx}tRRIAKR g- |
$XWKHQWLFDWRU \bdhjbklh\m} klZzg~Zjlgbc Ze]lhjblf +0$& 6+9%
<\_" ggy 273 Dheb dhjbkim\zq gzfz]zZ}Ivky m\kclb \ k\ec |
\eg \\h”blv 273 ihdZaZgbc \ *RRJOH $XWKHQWLFDWRU jZa
iZjhe f
| _j_\ejdzZ 273 1lI+skey Ihlh yd dhjbkIim\zqg \\h~blv 273 Kk_j\_]
hljbfZzgh dexq \bdhjbklh\m} Ihc ~_ Ze]lhjblf sh ¢« *RRJOH $XW
dexqZ 1Z ihlhqgh]h gZkm sh[ i_j \ejblb \oe*gbc 273
‘\l_glbnedZpey Ijb mkierghfm \\_~ gge 273 273 ijbcfZ
dhjbkim\zg Z\lhjbam}lvky \ k_j\ek
Lbf kzfbf \bdhjbklZggy *RRJOH $XWKHQWLFDWRU 1Z h~c
"hky]lg_ggy ~\hnzdlhjgh€ Z\lhjbazZp+€ \ kbkl_fe agy _ai_gm} |
aZobklm AZ 1Zdh€ ko_fb gZ\elv ydsh aeh\fbkgbdc\*"Zklvky F
iZjhev dhjbklm\zZqzZ \eg \k_ h~gh g_ afh _ adgbckygdelb @ kZgdp
fZzxqb “hklmim ~h dhgdj _Igh]lh ijbkljhx gZ ydbc\fgZ=YWeZgh 27
aljZz™"Zlb sh "ey aZ[_ai_q_ggy aZlZevgh€ [ _ai_db kbkl _fb
Zdp_glm\zZlb m\Z]m gZ [_ai_pe* *sgrbo _e f _gle\ dXgbo yd gZijb
HIjbfZggy 1Z \bdhjbklZggy $3, dexqge*\ } g_h[o**ghx kdeZ"h)
\ [ kbkl _f H~gZd g _ijZ\bevg_ a[_j*]Zggy gb iijbaXgkli$3, dexq
"h k_jchagbo ijhfe_f a [_ai_dhx [Zdbo yd g_RAgkplthgbh\Zgbc
gb \bled "Zgbo Lhfm azZ[_ai_qgq_ggy [_ai_db $3, dexqe\ } djblbqg
H~rgbf ea kihkh[e\ [_ai_qgh]lh a[_je]l]Zggy $3, dexqge\ } €0 rbr
a[_j*lZggyf aZ ~hihfh]hx gZ~ecgbo rbnjm\Zevgbo Ze]hjblfe\ <
"ey pvh]h \bdhjbklh\m}Ilvky Zelhjblf $(6 $GYDQFHG (QFU\SWL
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$(6 = p_ kbf_Iljbggbc Ze]hjblf [ehqgh]lh rbnjm\Zggy
hrgZdh\e dexqe “ey rbnjm\Zggy 1Z ~_rbnjm\Zggy "~Zldbo
Zelhjblfm ihey]z} \ azZfege i_j_klZgh\pe 1Z i_j I\hj_gg-
aZ[_ai_q_ggy dhgne®_gpecghkle > @

>ey a[_j°]lZggy $3, dexqge\ \bdhjbklh\m}Ivky IZdbc ijhp_k

X =_g_jZpey $3, dexgZ K_j\_j l_g_jm} mgedZevgbc $3,
dhjbklm\zZgqzZ Z[h k_ke€

X Rbnjm\zZggy $3, dexqzZ $3, dexqg rbnjm}livky azZ ~hihfh]hx
$(6 aZ “hihfhlhx \b[jZgh]lh dexqZ rbnjm\Zggy

X A[_j*lZggy rbnjh\Zgh]h $3, dexgZ Rbnjh\Zgbc $3, dexq a
\ aZobs_ghfm fekpe 1Zdhfm yd [ZaZ ~"Zgbo Z[h k_j _"h\bs_

Xx > _rbnjm\zZggy $3, dexqZ ijb \bdhjbklZgge Dheb $3, dex
\bdhjbklZlb \eg ~ _rbnjm}lvky aZ ~hihfh]hx Ih]l]h ~ rbnjm\Zevgh]
ijb rbnjm\Zgg-

AZ “hihfhlhx pvh]h ie"oh”m $3, dexqe a[_j*]Zxlvky gZ k_j\_
\blJey”~e ¢« fh mlv [mlb [_ai_qgqgh i_j "Zge q_j_ aZfhdmgedXgpbcge dZ
dhgne”®_gpecgeklv » peeckgeklv "Zgbo

Ohqgqz $(6 } ihilm gbf Ze]lhjblfhf rbnjm\Zggy \bdhjbklh\m\Zgb
kmgZkgbo kbkl_fZo e<kgmxlv egre Ze]lhjblfb rbnjm\2dggy yde |Z
aZklhkh\zZge \ aZe_ "ghkle \e” ki_pbneqgbo \bfh] "h [_ai_db

< dh ghfm \biz~dm ijb \b[hje Ze]hjblfm rbnjm\Zggy \Z eb\h \j
iZjZf _lje\ 1Zdbo yd Ibi rbnjm\Zggy kbf_Iljbggbc jhldfeZkbf_ Ijbg
dexqZ 1Z jhafej [ehdm Jhafej dexqZ } \Z eWhd§zZokdi} dethfgydbc
[ ai_db rbnjm\Zggy [cevrbc jhafej dexqZ a[eevrmkgedevdeklv f
o fegefeam} jbabd aehfm reyohf ©ijyfh]h ihrmdm?2

Yd ijbdezZz”™ \ IZ[ebp- gZ\_" _gh jy™ Zelhjblfe\ rbnjm\Zggy
oZjzZdl_jbklbdb

G 1 Dmrgej_gdh < <

sh \b
:Zah\Z
gnhj

de;

LZ[ebpy
Ihje\gyggy hkgh\gbo Ze]lhjblfe\ rbnjm\Zggy

ce]lhjblf Lbi Jhafej dex Jhafej [ehq
$(6 Kbf_ljbagh| | Z[h [o]
'(6 Kbf ljbgghb [] []
7ULSOH Kbf ljbgghb Z[h [] []
56% ‘kbf_ljbqgh Z[h [fg;%%?c'h
(0O*DPDO  :kbf ljbqgh Z[h [fﬁé%%?c'h
%ORZILV Kbf_ljbqghb [« []
<bdhjbklh\mxgb aZagZq_ges \bs_ |_ogheh]*€ [meh jhajh[e_
ieZlnhjfe :LQGRZV )RUPV ki_peZevgh 7"ey ihlj_ [ \bdeZ”Zq-\

kijyfh\ZgZ gZ agZqg_ iheeir_ggy ijhp_km h[fegez”"BEdiffb glZfb f

lZ klm~_glzZfb
P_gljZevgbfb

dhjbkIm\Zge\

$(6

\bdhjbk

"MhnzZdlhjgZ kbkl _fZ Zml_glbnedZp-€

ijhihgmxqgb peebc jy» nmgdpehgZevgbo fh eb\hkl
_e_f _glzfb ijh]jzfb } kbkl_fb j_}kljZpe€ 1Z Zn
celhjblf aZrbnjh\Zgh€ kbkl_fb j_}kljZpe€ h[jh[ey}
egnhjfZpex |Z a[_j*]Z} €€ \ [Za+* "Zgbo 0\64/
LbfgzZkhf

lhimxqgb "e
sh % jmgln

3DVVZRUG 273 1Z *RRJOH $XWKHQWLFDWRU aZ[_ai_gm
dhjbkim\Zges\ ~Zgbo
ljh]ljZzfgbc ijh"mdl ydbc [meh jhajh[e_gh } kmqgZkghx 1Z

kbkl _fhx "ey mijZ\eeggy kim”~ _glkvdhx [Zahx "Zgbo |Z kieedm\Z
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M ijh]jZfe j _Zeeah\Zge eh]eg 1Z | _}kljZpey "ey aZ[_db _q_ggy aj
dhjbkIm\zqge\ 1Ijb pvhfm ijh]jzfz ij_~klzZ\ey} Ijb dexqgh\s nmgdp-

>hnrZ\Zggy kim”~_gle\ \ [Z<amzZyhdgimojha”reee ijh]jZfb dhjbklim\Z
gzZ"Z}lvky fh eb\eklv \ghkblb egnhjfZpex ijh kim”~_gle\ Z lZdh"
Ah \eNMih\ergbo Jjmi e ij _~f _le\ P_aZ[_ai_gm} e_JdekiwvdmijZ\eegc
egnhjfZpe€ ijh dh'gh]lh kIm”~_glZ Nhjfm a j_ZeeaZpe}x ~Zgh
ah[jZ _gh gZ jbkmgdm

<enNijijzZ\dZ _e_dljhggbo ebkle\ kKmpvigiaif jhareees ijh]jZfb
dhjbkim\zqg_\e gzZz~Z}Ivky fh eb\eklv Z\IhfZlbqggh \e*ipZ\eylb ebk
ijbdjeie_gbfb nZcezfb Z IZdh  \e?ijZ\eylb azZz\"Zggy m \bizZz~dh\l
ihe _Jrm} ijhp_k \az}fh~e€ ae kilm”_glZfb « aZ[_ai_gm} €0 hi_jZI
Nhjfm a j_ZeeaZpe}x "Zgh]lh nmgdpehgZem ah[jZ _gh gZ jbkmgc

Jbk Nhjfz «fihjim kim~_gle\

Jbk NhjfZ \e?ijZ\db ebkle\
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| _j_]Jey”™ \enijZ\e _gbo azZMZpgvhfm jha”eees ijh]jzZfZz g9gZ"Z
fh eb\eklv i_j Jey”Zlb dhfm [meb \e?ijZ\e _ge yde azZ\"Zggy |Z
a"Zeb k\h€ jh[hlb P_ "“ha\hey} dhgljhex\ZIlb ijhp_k \bdhgZc
aZ[_ai_gqm} a\hjhlgbc a\ yahd Nhjfm a j_ZeecaZtZxXx "ghgh]lh nmc
gZ jbkmgdm

LZzd ijb h[f_~_gbo j_kmjkZo Ze_a \jZom\zegyyt KimgzZkgbo
afh]eb jhajh[blb _n_dlb\gbc 1Z gZ”~ecgbc ijhAmdl

Jbk NhjfZ “hrdb klZImke\

<bkgh\d® jh[hle ijh\_~ gZ jhajh[dZ kbkl_fb “ey aZobs_gh]
"hdmf_glzfb fe  \bdez”Zq_f IZ klm~_qglZfb
>ey "hky]g_ggy ihklZz\e_gh€ f_Ib [meh jhalfyaZgh gZklmig-
<bdhgzZgh ZgZeea kmqgZkgbo jer _gv 7ey Z\IhfZlbazZpe+€ ~»
gZ\gZevghfm ijhp_ke <byle_gh sh e<kgmxqge ijh]jZfge jer_
i _j_gzZ\zZglz g+ aZc\bf nmgdpehgZehf Z [eevr/bmkle ijh]jZfl
ih\gec feje aZ[_ai_gmxlv aZobkl dhgne”®_gpecgbo “Zgbo dhjb
<bdhgZgh ZgZeea kmqgZ«aghyd-l agfkldkh\mxlvky "ey jhajh[t
aZobs_ghlh ijh]jZfgh]h aZ[_ai_q_ggy >ey jhajh[ex\Zgh€ k
[Z]1ZlhnZdlhjgm Zml_glbnedZpex aZ "hihfh]l]hx "eRRJOH $X
i*"\bs ggy kImi_gy aZobklm kbkl_fb sh j_Zeeam} ~h"Z
i _j_\ejdb Z\l _glbnedZpe+€ dhjbklm\ZqZ ;meh ijhZgZeeah\Zg
Zelhjblf rbnjm\Zggy $(6 ey a[_jelZggy $3, dexqge\ a f_Ihx
al_jel]Zggy pbo dexgh\bo <~ glbnedZlhje\ sh fegefeam
g_i_j_"[Zgq_gh]h \blhdm dhgne”_gpecgbagh”Zglhgblf<ijh\zZz""_
3%.') ey o_rm\Zggy iZjhee\
Jhajh[e_gZ kbkl_fz fZz} gZklmige fh eb\hkle
r j_}kljZpey dhjbkim\zZqge\
r ofihjl 1Z j_~"Z]Im\Zggy "Zgbo kim”~_gle\ IZ ]jmi
r \erijzZz\dZ _e_dljhggbo ebkle\ kim~_glZf
r \eMijZz\dZ nZcee\ \ jeagbo nhjfzlZo ie~ljbfdZ \e”ijZ\db \ a'
\bizrdh\hfm j_"bfZo fh eb\eklv a[_jelZggy "~h@dmf_gle\ \L
ofZjghfm koh\bse
r fh eb\eklv azZz\ZglZ  _ggy kim”_glZfb j_amevIZk\ jh[el m \b
\bree _gm iZidm \ ofZjghfm koh\bse
ri_j_ley® \enNijZ\e_gv IZ klZImke\ \bdhgZggy aZ\*"Zgv gZ "hr
Ydie*"kmfhd fh _fh azZagZqblb sh azZijhihgh\Zgz kbkl_fzZ
jmlbggbc ijhp_k h[fegm “hdmf_glzfb fe  \bdezZ/NBf§XDWIHYZ kim”_gl
"halhey} a_dhghfblb qgzZk 1Z fegefeam\Zlb cfh\ejgeklv ihfbed
aZ[_ai_gm}lvky aZobkl dhgne”_gpecgh€ egnhjfZpylEc dhjbklm\
ijh]jZfgbc ijh*mdl fZ} bB4dmglgb&lb\gh ajhamfeebc egl_jn_ck <
_e_f_gle\ kbkl_fb [meh \bdhjbklZgh kmqgzkg_ \e*dglgly ijh]jzfg
>7Z9Z kbkl _fZ } Jgmgdhx 1Z e_]dh fZkrlZ[m}lvky shb®ha\hey} ri
afeg Z"Zilm\ZIb €€ ~h egrbo kn_]j



1GNHJF:LBD: L: F:L?F:LBQG1 F?LH>B < FH>?EX<:GG1 ¢ " Lhf

Kibkhd esl_jZImjb
9LQFHQW - J/LIH VWDJH RU $JH 5HYLHZLQJ SHUFHSWLR
XVHUYLWDO $JHLVP "2,
%HMLQDUX 5 ,PSDFW RI GLJLWDOL]DWLRQ RQ HGXFD
ODQDJHPHQW '\QDPLFV LQ WKH .QRZOH&JH (FRQRP\
$ERXW &ODVVURRP 85/
KWWSV VXSSRUW JRRJOH FRP HGX FODVVURRP DQVZH!

JHDWXUHV 85/ KWWSV GRFV PRRGOH RUJ HQ )HDW.
$ 1HZ &KDSWHU %HJLQV 85/ KWWSV Z7ZZZ UHPLQG FRP
(UWDXO [/ ODQSUHHW . O9HQNDWD $ . 5 *XGLVH ,PSOI

DQDO\WLV RI SENGI EFU\SSWR VHFHGE W J W OR R WLKWHK R Q@ W

FRQIHUHQFH RQ ZLUHOHVKHQ&WHRRUNYJ 8RPPLWWHH RI

&RQJUHVV LQ &RPSXWHU 6FLHQFH &RPSXWHU (QJLQH

‘'RUOG&RPS ERKWMWSXHDVWED\ HGX aOHUWDXO 3%.

5($'<,&:1 SGI

6LQYK&RPSDUDWLYH VWXG\ RI '(6,Q\(W6 -$(&RPGXW6FHFKQ
9 3

+RQJ 6 %LJ 'DWD KRZ WR FKRRVH WKH ULJKW FORX

KWWSV 22Z UHVHDUFKJDWH QHW SXEOLFDWLRQ

HBULJKWBFORXGBLQIUDVWUXFWXUH

.KDZDWXJH DQG 5HDO 7LPH 'DWDEDVH 6\VWHPV $ &RPSD

IRU 64/ 6HUYHU 2UDFOH F o\64/ -RRU @BBHO\WVRRQDC

%% DVLF $SSOLHG 6FLR®FHV

5DMDW 6 8QGHUVWDQGLQJ -621 :HE 7RNHQ $X

KWWSV PHGLXP FRP S D IHEI H

3ROX 6 . 2$XWK EDVHG 6HFXUHG DXWKHQWLFDWLRQ |

,QWHUQDWLRQDO -RXUQDO RI (QJLQHHULQJ 'HYHORSP}

9 1R 3

SHHVH . 6PLWK 7 'XWVRQ - S$SUPNQHFKW - &DPHURC
VWXG\ RI ILYH "WZR IDFWRU) LDWWHKRYWLEAPWRRODXPHRAXK |
BULYDF\ DQG 6HFXULW\ 62836 85/

KWWSV ZzZZ XVHQL[ RUJ VA\VWHP ILOHV VRXSV UHHV

7LODN  / *RRJOH $XWKHQWLFDWRU DQG KRZ
KWWSV PHGLXP FRP #WLODNORGKDRWRBBNO®H DXWKHQW|I
D HFH F
&KDSSHO 6 +LGLQJ LQ 30DLQ 6LJKW $ *XLGH WR .HHS
KWWSV PHGLXP FRP #VIDB® DAFY VS WRRKHDIGEXXIIH\ R X U
DSL NH\V VDIH IED G D
5LMPHQ 9 'DHEPHIMQFHG HQFU\SWRAE® HOGLRQG DRIGIH G H
LQIRUPDWLRQ SURFHVVLQJ VWDQGDUGV SXEOLFDWLRQ
WHFKQRORJ\ 9 Vv 85/ KWWZSV  MLPD |
FRQWHQW XSORDGV $GYDQFHG (QFU\SWLRQ 6WDQ
HQF\FORSHGLD SGI
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'"(9(/230(17 2) $ 6(&85( 6<67(0 )25 '2&80(17 (;&+$1*( ,1
7+( ('8&$7,21%$/ 352&(66

, &KXUDNRY 1 . XVKQLUHQNR 9 =RULOR

IDWLRQDIROGWNFKQLF 8QLYHUVLW\
6KHYFKHQNR $YH 2GHVD S8NUDLQH
H PDLO LQIVHF #JPDLO FRP

7KH PDLQ IRFXV RI WKH VWXG\ LV WKHKH QHIPGRIRARB XAPRIGH ® [BRGQHH LE
WHDFKHUV DQG VWXGHQWY &KDQJHV LQ W KR UP®X\F RW MRKQD 6 GXFDIILE
SURFHVV DV D UHVXOW RI WKH VSUHDG RI WSFRQGRPRRH\UBJELUB WBEBHW
VROXWLRQV 7KH HIITHFWLYHQHVV RI WK HWAGXEFDIHLR QDHS B QRBFRY WK
UHOLDELOLW\ DQG FRQYHQLHQFH RI LQIRUPPK IHAX H] MLRQIDD ESHIREH
(GXFDWLRQDO LQVWLWXWLRQV H[FKDQDHCXEB VLR R XDRPY PRYLQIR KRB}
WR ILQDO H[DPV :LWKRXW PRGHUQ GLJLWDO W HPRKIRZO REIXWYVD QWKL
DFFRPSDQLHG E\ ORVVHV HUURUV DQGHGHK®MYH VRVWKIR QY HGI ORILY DQ
,Q DGGLWLRQ LQIRUPDWLRQ VHFXULWNDW LR @ RV RAX DKQ FK\RW HIRW B K H
H[FKDQJH LQYROYHV WKH SURFHVVLQPDWGRWUWNRNWLR XVRQERI SAHRW
XQDXWKRUL]JHG DFFHVV DQG PLVXVH |QNWHR/SRH E M MR | RKXWHHGF R Q O3
D GREXPHQW H[FKDQJH V\VWHP WKDW XVWMFXRGHG QWDQ WUW\SQALRL/ DIO
UHVHDUFK DQG GHYHORSPHQW KDV DFTXLUHG QRW\RQW\IDED & HWPKIH EL
EHWZHHQ WKH UHTXLUHPHQWYV IRU PRGHWDRHN ®HBGXEQWDRGD\WKIH VW
H[FKDQJH DQG SURWHFWLRQ RI LQIRUPDWLR QWKHKHGHY\HORS FRH QMWK R | |
VIVWHP WKDW XVHV PRGHUQ GLJLWDO WHFKQW®RJISE(V HYRBKSWVYRWZ
SURWRFRO DQG WKH 3%.') KDVKLQJ DOJRULWKPWHRH. \G DY EORB\MGF B
FRQWULEXWLRQ WR WKH ILHOG RI HGXFDW VR ROUO DV MARKRIDRAOLRRIQ. HN | | Z K
DQG VHFXULW\ LQ WKH ILHOG RI GRFXPHQW H[FKDQJH LQ HGXFDWLRQ

H\ZRUGWZR IDFWRU DXWKHQWLFDWLRQ $3, NH\VJHPHQW GDRNFIX FHHIEWU |
H[FKDQJH H OHDUQLQJ
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